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Preface

Preface

Audience

This guide describes the connector that is used to onboard applications pertaining to
Microsoft Exchange into Oracle Identity Governance.

This guide is intended for resource administrators and target system integration teams.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=i nf o or visit htt p: / / wmw. or acl e. cont pl s/t opi ¢/ | ookup?
ctx=acc& d=trs if you are hearing impaired.

Related Documents

For information about installing and using Oracle Identity Manager, visit the following
Oracle Help Center page:

http://docs. oracl e. com cd/ E52734_01/i ndex. ht m

For information about Oracle Identity Manager Connectors documentation, visit the
following Oracle Help Center page:

http://docs. oracl e. com cd/ E22999_01/i ndex. ht m

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E52734_01/index.html
http://docs.oracle.com/cd/E22999_01/index.htm
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Convention Meaning

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in Oracle Identity Manager Connector for Microsoft Exchange?

What's New in Oracle Identity Manager
Connector for Microsoft Exchange?

This chapter provides an overview of the updates made to the software and
documentation for release 11.1.1.6.0 of the Microsoft Exchange connector.

The updates discussed in this chapter are divided into the following categories:

» Software Updates

This section describes updates made to the connector software. This section also
points out the sections of this guide that have been changed in response to each
software update.

*  Documentation-Specific Updates

These include major changes made to this guide. For example, the relocation of
a section from the second chapter to the third chapter is a documentation-specific
update. These changes are not related to software updates.

Software Updates

The following sections discuss the software updates:

» Software Updates in Release 11.1.1.6.0
e Software Updates in Release 11.1.1.5.0

Software Updates in Release 11.1.1.6.0

The following software updates have been made in release 11.1.1.6.0:

e Support for Multiple Domains
e Support for Multi-valued Attributes
e Support for Minimum Privileges for Exchange Server 2010

« Performance Improvements During Target Resource Reconciliation with
Distribution Groups

e Support for Reconciliation from a Particular Organization Unit
e Support for Reconciliation from a Particular Mailbox Database

* Resolved Issues in Release 11.1.1.6.0

Support for Multiple Domains

This release of the connector supports topologies like a single Exchange server
supporting all domains in a forest. The domains in the forest could be in a parent-child
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relationship or they could be peer domains. In other words, the connector supports this
topology using a single IT resource. The connector IT resource is Exchange server
specific and not domain-specific.

See Reconciliation and Provisioning of Mailboxes Across Multiple Domains for more
information.

Support for Multi-valued Attributes

This release of the connector supports managing multi-valued attributes of Mailbox
and MailUser recipients. By default, the multi-valued attributes are not shipped with the
connector. To customize or add new attributes, see Support for Addition of New Fields.

Support for Minimum Privileges for Exchange Server 2010

This release of the connector supports managing recipients on Exchange Server 2010
using minimum privileges. The connector uses only the Recipient Management role.

Performance Improvements During Target Resource Reconciliation with
Distribution Groups

Performance has been improved during target resource reconciliation with distribution
groups.

In addition, if a distribution group was removed from Recon Attribute Map, then the
connector honors this instead of fetching it from the target system.

Support for Reconciliation from a Particular Organization Unit

The connector now supports reconciliation from a particular Organization Unit (OU).

Support for Reconciliation from a Particular Mailbox Database

The connector now supports reconciliation from a particular mailbox database.

Resolved Issues in Release 11.1.1.6.0

The following are issues resolved in release 11.1.1.6.0:

Bug Number Issue Description

14594530 This issue was applicable to Exchange 2010. The connector could not
manage users with minimum privilege, Recipient Management Role. It
required Domain Admin credentials for account management.

14745591 This issue was applicable to Exchange 2010. The connector did not
support multiple domain topology within a forest.

14786992 The connector did not fetch the correct mailbox database during
reconciliation.

14748032 The connector threw ParameterBindingException due to incorrect date
format.
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Bug Number Issue Description

16032917 Reconciliation stopped whenever fetching distribution groups of a
single user failed.

Now, such errors are ignored and reconciliation of other users is
continued.

Software Updates in Release 11.1.1.5.0

The following software updates have been made in release 11.1.1.5.0:

* ICF Based Connector

* Enhanced Performance

e Support for Multiple Domains

e Support for Addition of New Fields

e Support for Transformation and Validation of Data
e Support for Running Scripts

e Support for Connection Pooling

ICF Based Connector

The Identity Connector Framework (ICF) is a component that provides basic
provisioning, reconciliation, and other functions that all Oracle Identity Manager
connectors require.

The Oracle Identity Manager Connector for Microsoft Exchange is an ICF-based
connector. The ICF uses classpath isolation, which allows the connector to co-exist
with legacy versions of the connector.

For more information about the ICF and its advantages, see Understanding
the Identity Connector Framework in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager.

Enhanced Performance

The performance of this release of the connector is enhanced when compared with the
performance of the previous Java-based connectors.

This connector uses PowerShell cmdlets in the context of the .NET Connector
Framework to communicate with Microsoft Exchange and to perform connector
operations.

Support for Multiple Domains

ORACLE

This release of the connector supports multiple domains (part of the parent-child
domain topology only) in a forest with a single Exchange resource object. In the
previous connector, each domain had to be represented by an Exchange resource
object.

See Reconciliation and Provisioning of Mailboxes Across Multiple Domains for more
information.
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Support for Addition of New Fields

This release of the connector supports the addition of single-valued and multi-valued
fields that are supported by Microsoft Exchange for provisioning and reconciliation.
See the following sections for more information:

* Adding New Fields for Target Resource Reconciliation

* Adding New Multivalued Fields for Target Resource Reconciliation
* Adding New Fields for Provisioning

* Adding New Multivalued Fields for Provisioning

*  Microsoft Exchange Fields Supported for Reconciliation and Provisioning

Support for Transformation and Validation of Data

You can configure transformation of data, such as process form field data or any other
object, that is brought into Oracle Identity Manager during reconciliation. In addition,
you can configure validation of data that is brought into or sent from Oracle Identity
Manager during reconciliation and provisioning. See the following sections for more
information:

e Configuring Validation of Data During Reconciliation and Provisioning

e Configuring Transformation of Data During User Reconciliation

Support for Running Scripts

From this release onwards, you can run scripts on a computer where the Microsoft
Exchange connector is deployed. You can configure the scripts to run before or
after the create, update, or delete an account provisioning operations. For example,
you could configure a script to run before a user is created by the Microsoft Active
Directory User Management connector.

See Configuring Action Scripts for more information.

Support for Connection Pooling

This release of the connector supports the connection pooling feature based on the
ICF. In earlier releases, a connection with the target system was established at the
start of a reconciliation run and closed at the end of the reconciliation run. With the
introduction of connection pooling, multiple connections are established by the ICF
and held in reserve for use by the connector.

See Setting up the Lookup Definition for Connection Pooling for more information.

Documentation-Specific Updates

The following sections discuss the documentation-specific updates:

e Documentation-Specific Updates in Release 11.1.1.6.0

e Documentation-Specific Updates in Release 11.1.1.5.0

ORACLE v



What's New in Oracle Identity Manager Connector for Microsoft Exchange?

Documentation-Specific Updates in Release 11.1.1.6.0

ORACLE

The following documentation-specific update has been made in revision "26" of
release 11.1.1.6.0:

The "Target Systems" row of Table 1-1 has been updated to include support for
Microsoft Exchange 2019.

The following documentation-specific update has been made in revision "25" of
release 11.1.1.6.0:

The "Oracle Identity Governance or Oracle Identity Manager" row of Table 1-1 has
been updated to include Oracle Identity Governance 12c¢ (12.2.1.4.0) certification.

The following documentation-specific update has been made in revision "24" of
release 11.1.1.6.0:

Information about overwriting Active Directoy's account email address with an auto
generated email address has been added to FAQs Related to Exchange 2010 or
Later.

The following documentation-specific updates have been made in revision "23" of
release 11.1.1.6.0:

*  Privileges for Exchange 2016 Service Account has been added.
*  Minor updates to the document structure for better readability.

The following documentation-specific update has been made in revision "22" of
release 11.1.1.6.0:

e The "Oracle Identity Manager" row of Table 1-1 has been renamed as "Oracle
Identity Governance or Oracle Identity Manager" and also updated for Oracle
Identity Governance 12c¢ (12.2.1.3.0) certification.

The following are the documentation-specific updates in revision "21" of release
11.1.1.6.0:

e The following rows of Table 2-2 have been updated:
— ExchangeServerHost
— ExchangeUser
— ExchangeUserPassword
e The "Target Systems" row of Table 1-1 has been updated.

The following are documentation-specific updates in revision "20" of release
11.1.1.6.0:

e The "Target Systems" row of Table 1-1 has been updated.
» The "ExchangeServerType" row of Table 2-2 has been updated.

The following are documentation-specific updates in revision "19" of release
11.1.1.6.0:

The "Connector Server" row has been added to Table 1-1.

«  The "JDK" row of Table 1-1 has been renamed to "Connector Server JDK".
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The following are documentation-specific updates in revision "18" of release
11.1.1.6.0:

*  Privileges for Exchange 2013 Service Account has been added.
* A new row has been added to Table 5-1.
* Installing Certificate Services for Windows Server 2008 has been added.

The following is a documentation-specific update in revision "17" of release 11.1.1.6.0:

Information regarding coexistence of Microsoft Exchange 9.x and 11.x connectors has
been modified in FAQs Related to Exchange 2007 or Later.

The following are documentation-specific updates in revision "16" of release
11.1.1.6.0:

e The "Oracle Identity Manager" row of Table 1-1 has been updated.

» Information specific to Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
has been added to Usage Recommendation.

The following is a documentation-specific update in revision "15" of release 11.1.1.6.0:

A "Note" has been added at the beginning of Extending the Functionality of the
Connector.

The following is a documentation-specific update in revision "14" of release 11.1.1.6.0:
The "Other systems" row of Table 1-1 has been updated.

The following is a documentation-specific update in revision "13" of release 11.1.1.6.0:
A syntax error in Configuring Log File Rotation has been fixed.

The following are documentation-specific updates in revision "12" of release
11.1.1.6.0:

e The "Oracle Identity Manager" row of Table 1-1 has been modified to include
Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0).

» Information specific to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0)
has been added to Step 5 of Localizing Field Labels in Ul Forms.

* A sample procedure has been added to the following sections:
— Adding New Multivalued Fields for Target Resource Reconciliation
— Adding New Multivalued Fields for Provisioning

e Step 6.i has been added to Adding New Multivalued Fields for Target Resource
Reconciliation.

The following is a documentation-specific update in revision "11" of release 11.1.1.6.0:

e Microsoft Exchange 2013 has been added as a target system supported by this
connector. This information is present in the "Target Systems" row of Table 1-1.

The following are documentation-specific updates in revision "10" of release
11.1.1.6.0:

*  The "Oracle Identity Manager" row in Table 1-1 has been modified.
* Usage Recommendation has been modified.

* Architecture of the Microsoft Exchange Connector has been modified.
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»  Prerequisites for the Connector Server has been modified.
»  Configuring Action Scripts has been modified.

The following are documentation-specific updates in revision "9" of release 11.1.1.6.0:

e The "Oracle Identity Manager" row in Table 1-1 has been modified.

* A note has been added in the "Files in the Dataset directory" and "xmI\Exchange-
Datasets.xml" rows of Table A-1.

» Installing, Configuring, and Running the Connector Server has been modified.
* The following sections have been added:

— Usage Recommendation

— Configuring Oracle Identity Manager 11.1.2 or Later

— Localizing Field Labels in Ul Forms

— Configuring Provisioning in Oracle Identity Manager Release 11.1.1

— Configuring Provisioning in Oracle Identity Manager Release 11.1.2

» Instructions specific to Oracle Identity Manager release 11.1.2.x have been added
in the following sections:

— Running the Connector Installer
— Configuring the IT Resource for the Target System
— Configuring the IT Resource for the Connector Server

— Configuring Scheduled Tasks

Documentation-Specific Updates in Release 11.1.1.5.0

ORACLE

The following documentation-specific updates have been made in the revision "8" of
the release 11.1.1.5.0:

e In Certified Components, the target systems have been updated as follows:
—  Microsoft Exchange 2007 SP1, SP2, SP3 (64-bit)
— Microsoft Exchange 2010 RTM, SP1, SP2, SP3 (64-bit)

e In Certified Components, the target system host platforms have been updated as
follows:

—  Microsoft Windows Server 2012

The following documentation-specific update has been made in the revision "7" of the
release 11.1.1.5.0:

* Table 2-2 has been updated for the values of Container, DomainName and
ExchangeServerType parameters.

The following documentation-specific updates have been made in the revision "6" of
the release 11.1.1.5.0:

e Table 1-1 has been updated.

* InInstalling, Configuring, and Running the Connector Server, the note about .NET
connector server has been updated.

e Configuring Log File Rotation has been added.
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* The descriptions of the Container and DomainName parameters have been
updated in Table 2-2.

*  Configuring Action Scripts has been updated.

The following documentation-specific updates have been made in the revision "4" of
the release 11.1.1.5.0:

» In Certified Components, the target system host platforms have been updated as
follows:

—  Microsoft Windows Server 2003 (32-bit and 64-bit) or later
—  Microsoft Windows Server 2008 (32-bit and 64-bit) or later

The following documentation-specific updates have been made in the revision "3" of
the release 11.1.1.5.0:

e InInstalling, Configuring, and Running the Connector Server, a note about
installing a patch for .NET Framework 3.5 has been added.

e Updated Installation to indicate that the connector must be installed both in Oracle
Identity Manager and in the connector server. Moved Section 2.3.3, "Configuring
the IT Resource for the Connector Server" to Configuring the IT Resource for the
Connector Server.

The following documentation-specific update has been made in the revision "2" of the
release 11.1.1.5.0:

* In Certified Components, the target system, Microsoft Exchange 2010 SP2 (64-bit)
has been added.
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About the Connector

This chapter introduces the Microsoft Exchange connector.

Oracle Identity Manager automates access rights management, security, and
provisioning of IT resources. Oracle Identity Manager connectors are used to

integrate Oracle Identity Manager with external, identity-aware applications. This guide
discusses the connector that enables you to use Microsoft Exchange as a managed
(target) resource of Oracle Identity Manager.

" Note:

At some places in this guide, Microsoft Exchange has been referred to as the
target system.

This connector supports two recipient types, UserMailbox and MailUser. The
term recipients is used in this guide to refer to both recipient types. In other
cases, the terms UserMailbox and MailUser are used in this guide to refer
to specific recipient types.

In the account management mode of the connector, information about mailboxes
created or modified directly on the target system can be reconciled into Oracle
Identity Manager. In addition, you can use Oracle Identity Manager to perform mailbox
provisioning operations on the target system.

This chapter contains the following sections:

*  Certified Components

* Usage Recommendation

e Certified Languages

»  Connector Architecture

*  Features of the Connector

*  Lookup Definitions Used During Connector Operations
» Target Resource Reconciliation

*  Provisioning

1.1 Certified Components

These are the software components and their versions required for installing and using
the connector.
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Usage Recommendation

Table 1-1 Certified Components

______________________________________________________________________|
Item Requirement

Oracle Identity Governance You can use one of the following releases of Oracle Identity
or Oracle Identity Manager  Governance or Oracle Identity Manager:

e Oracle Identity Governance 12c (12.2.1.4.0)

e Oracle Identity Governance 12c (12.2.1.3.0)

e Oracle Identity Manager 11g Release 1 (11.1.1.5.6) and any
later BP in this release track

e Oracle Identity Manager 11g Release 2 (11.1.2.0.6) and any
later BP in this release track
e Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0)
e Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
Target systems The target system can be any one or a combination of the
following:
e Microsoft Exchange 2007 SP1, SP2, SP3 (64-bit)
. Microsoft Exchange 2010 RTM, SP1, SP2, SP3 (64-bit)
. Microsoft Exchange 2013, 2016, 2019
For the Exchange 2013, 2016, 2019 support, patch
25467073 must be applied on Release 11.1.1.6.0 of the

Exchange Connector. This patch can be obtained from My
Oracle Support under Patches and Updates.

Connector Server 11.1.2.1.0
Connector Server JDK JDK 1.6 Update 24 or later
Other systems You must ensure the following software are installed in your

operating environment:
e Microsoft Active Directory

e Microsoft Active Directory User Management connector
11.1.1.5.0 or later

You must deploy the Microsoft Active Directory User
Management connector before you can deploy and use the
Microsoft Exchange connector.

See Deploying the Connector in Oracle Identity Manager
Connector Guide for Microsoft Active Directory User
Management for instructions to deploy the Microsoft Active
Directory connector.

. .NET Connector Server

The Microsoft Exchange connector operates in the context
of the .NET Framework. The .NET connector server can be
downloaded from the following page:

http://wwv. oracl e. conl t echnet wor k/

m ddl ewar e/ i d- mgnt / downl oads/
connect ors-101674. ht m

1.2 Usage Recommendation

Depending on the Oracle Identity Manager version that you are using, you must
deploy and use one of these connector versions.

* If you are using an Oracle Identity Manager release 9.1.0.2 or later and earlier
than Oracle Identity Manager 11g Release 1 (11.1.1.5.6), then you must use the
9.0.4 version of this connector.

ORACLE 1-2


http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-101674.html
http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-101674.html
http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-101674.html

Chapter 1
Certified Languages

If you are using Oracle Identity Manager 11g Release 1 (11.1.1.5.6) or later, Oracle
Identity Manager 11g Release 2 (11.1.2.0.6) or later, Oracle Identity Manager

11g Release 2 (11.1.2.2.0), or Oracle Identity Manager 11g Release 2 PS3
(11.1.2.3.0), then use the latest 11.1.1.x version of this connector. However, if you
are using Microsoft Exchange 2003, then you must use the 9.x versions for both
Microsoft Active Directory User Management and Microsoft Exchange connectors.

1.3 Certified Languages

These are the languages that the connector supports.

ORACLE

Arabic

Chinese (Simplified)
Chinese (Traditional)
Czech

Danish

Dutch

English

Finnish

French

German

Greek

Hebrew

Hungarian

Italian

Japanese

Korean

Norwegian

Polish

Portuguese
Portuguese (Brazilian)
Romanian

Russian

Slovak

Spanish

Swedish

Thai

Turkish
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1.4 Connector Architecture

Learn about the architecture of the connector and reconciling and provisioning
mailboxes across multiple domains.

This section discusses the following topics:

e Architecture of the Microsoft Exchange Connector

e Reconciliation and Provisioning of Mailboxes Across Multiple Domains

¢ Note:

The connector requires the deployment of a Microsoft Active Directory User

Management connector. The user account data is stored in Microsoft Active

Directory. Before you can provision a Microsoft Exchange mailbox for a user,
you must create an account for the user in Microsoft Active Directory.

The Microsoft Exchange connector uses the data in Microsoft Active
Directory during the mailbox provisioning and reconciliation operations. This
means that the connector only supports target resource reconciliation with
Microsoft Exchange.

1.4.1 Architecture of the Microsoft Exchange Connector

ORACLE

The connector uses Exchange-related PowerShell cmdlets to perform recipient
administration activities on the Exchange Server. The connector supports UserMailbox
and MailUser recipient types. The .NET connector server is mandatory for both
Exchange 2007 and Exchange 2010 target system versions.

¢ See Also:

http://technet. m crosoft.confen-us/library/
bb201680%28v=exchg. 141%29. aspx for more
information about recipient types

Figure 1-1 shows the architecture of the connector supporting Exchange Server 2007.
In this architecture diagram, the .NET connector server is installed on a different
computer in the same domain as that of the Exchange Server computer. You can also
install the .NET connector server on the same computer hosting Exchange Server.
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Figure 1-1 Architecture of the Connector Supporting Exchange Server 2007

Adapters Scheduled jobs

Exchange Management Tools

Exchange connector
bundle

Provisioning Reconciliation
PowerShell PowerShell
cmdlets cmdlets
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Connector Architecture

Oracle Identity Manager (OIM) communicates with Exchange Server 2007 via
connector bundle using various adapters and scheduled jobs. The connector

bundle is deployed on a Windows computer with the .NET connector server

installed. To communicate with Exchange Server 2007, the connector loads

the Microsoft.Exchange.Management.PowerShell. Admin snap-in locally to create a
runspace, which is the environment for running PowerShell cmdlets. This snap-in
becomes available when Exchange Management Tools are installed. For this reason,
Exchange Management Tools must be installed on the Windows computer hosting the
connector server.

For more information on hardware requirements, installing, and configuring connector
server, see Installing, Configuring, and Running the Connector Server.

Figure 1-2 shows the architecture of the connector supporting Exchange Server 2010.
In this architecture diagram, the .NET connector server is installed on a different
computer in the same domain as that of the Exchange Server computer. You can

also install the connector server on the same computer hosting Exchange Server.
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Figure 1-2 Architecture of the Connector Supporting Exchange Server 2010

Exchange connector
bundle

-~ I » Connect to Exchage server
Provisioning Reconciliation 2010 using WinRM
PowerShell PowerShell using winkivl

cmdlets cmdlets ¢ Perform authentication check
¢ Create remote session

Oracle Identity Manager (OIM) communicates with Exchange Server 2010 via
connector bundle using various adapters and scheduled jobs. The connector bundle
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is deployed on a Windows computer with the .NET connector server installed. To
communicate with Exchange Server 2010, OIM uses remote Shell, which in turn uses
Windows PowerShell 2.0 and Windows Remote Management (WinRM) 2.0 without the
need for Exchange Management Tools. Therefore, Exchange Management Tools are
not required to be installed on the connector server for Exchange Server 2010. For
more information, see the following topic on Remote Exchange Management at:

http://technet. mcrosoft.confen-in/library/dd297932%28v=exchg. 1419%29. aspx

Run the Enable-PSRemoting cmdlet to configure the Exchange Server computer

to receive Windows PowerShell remote commands that are sent by using the WS-
Management technology. For more information about the Enable-PSRemoting cmdlet,
see:

http://technet. mcrosoft.confen-us/library/hh849694. aspx

For more information on hardware requirements, installing, and configuring connector
server, see Installing, Configuring, and Running the Connector Server.

1.4.2 Reconciliation and Provisioning of Mailboxes Across Multiple
Domains

The connector supports reconciliation and provisioning of mailboxes for users across
multiple Microsoft Active Directory domains. The domains can be in a parent child
relationship or can be peer domains.

For example:

e Users in Child Domain 1, Child Domain 2, and Parent Domain can have mailboxes
in the same single Exchange Server.

e Users in Peer Domain 1 and Peer Domain 2 can have mailboxes in the same
single Exchange Server. In this case, Exchange Server can be configured against
Peer Domain 1 or Peer Domain 2.

1.5 Features of the Connector

The features of the connector include full and incremental reconciliation, limited
reconciliation, transformation and validation of account data and so on.

*  Full and Incremental Reconciliation

* Limited Reconciliation

* Reconciliation of Deleted User Records
* Reconciliation of Lookup Definitions

e Support for Multiple Domains

e Support for Running Custom PowerShell Scripts

1.5.1 Full and Incremental Reconciliation

After you deploy the connector, you can perform full reconciliation to bring all existing
user data from the target system to Oracle Identity Manager. After the first full
reconciliation run, incremental reconciliation is automatically enabled. In incremental
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reconciliation, user accounts that have been added or modified since the last
reconciliation run are fetched into Oracle Identity Manager.

You can perform a full and incremental reconciliation against a single domain by
providing a value for the DomainController parameter of the scheduled task. If the
DomainController parameter is blank, reconciliation is performed against all domains
in the forest.

See Performing Full Reconciliation and Incremental Reconciliation for more
information.

1.5.2 Limited Reconciliation

You can set a reconciliation filter as the value of the Filter attribute of the user
reconciliation scheduled task. This filter specifies the subset of added and modified
target system records that must be reconciled.

See Limited Reconciliation By Using Filters for more information.

1.5.3 Reconciliation of Deleted User Records

You can configure the connector for reconciliation of deleted user records. In
target resource mode, if a user record is deleted on the target system, then the
corresponding Exchange User resource is revoked from the OIM User.

See Exchange Target Resource Delete User Reconciliation for more information.

1.5.4 Reconciliation of Lookup Definitions

You can configure the connector for reconciliation of the distribution groups and
mailbox database in the target system to be populated in the lookup definitions on
Oracle Identity Manager.

See the following sections for more information:

»  Lookup.Exchange.DistributionGroups
*  Lookup.Exchange.MailboxDatabase

*  Scheduled Tasks for Lookup Field Synchronization

1.5.5 Support for Multiple Domains

The connector supports multiple domains in a forest with a single Exchange resource
object.

See Connector Architecture for more information.

1.5.6 Transformation and Validation of Account Data

You can configure validation of account data that is brought into or sent from Oracle
Identity Manager during reconciliation and provisioning. In addition, you can configure
transformation of account data that is brought into Oracle Identity Manager during
reconciliation.

The following sections provide more information:
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»  Configuring Validation of Data During Reconciliation and Provisioning

»  Configuring Transformation of Data During User Reconciliation

1.5.7 Support for Running Custom PowerShell Scripts

You can run custom PowerShell scripts on a computer where the Microsoft Exchange
connector is deployed. You can configure the scripts to run before or after the create,
update, or delete an account provisioning operations.

For example, you could configure a script to run before a user is created by the
connector.

See Configuring Action Scripts for more information.

1.6 Lookup Definitions Used During Connector Operations

Lookup definitions are created in Oracle Identity Manager when you deploy the
connector. These lookup definitions are either prepopulated with values or values must
be manually entered in them after the connector is deployed.

The lookup definitions are as follows:

* Lookup.Exchange.Configuration

*  Lookup.Exchange.UM.Configuration

* Lookup Definitions for Attribute Mappings
*  Lookup.Exchange.DistributionGroups

*  Lookup.Exchange.MailboxDatabase

* Lookup.Exchange.RecipientType.Options

1.6.1 Lookup.Exchange.Configuration

The Lookup.Exchange.Configuration lookup definition holds connector configuration
entries that are used during reconciliation and provisioning operations.

Table 1-2 lists the default entries in this lookup definition.

Table 1-2 Entries in the Lookup.Exchange.Configuration Lookup Definition

Code Key

Decode Description

AuthenticationMechanism Kerberos This entry is used when the connector is configured

against Exchange 2010 to remotely connect to the
Exchange Server.

Do not modify this entry.

Bundle Name

Exchange.Connector This entry holds the name of the connector bundle
package.

Do not modify this entry.

Bundle Version

2.0.0.1 This entry holds the version of the connector bundle class.
Do not modify this entry.

ORACLE
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Table 1-2 (Cont.) Entries in the Lookup.Exchange.Configuration Lookup Definition
]

Code Key

Decode

Description

Connector Name

Org.ldentityConnectors.Ex
change.ExchangeConnect
or

This entry holds the name of the connector class.
Do not modify this entry.

Container UseDefault This entry is used internally.
Do not modify this entry.
DomainName UseDefault This entry is used internally.
Do not modify this entry.
DirectoryAdminName UseDefault This entry is used internally.
Do not modify this entry.
DirectoryAdminPassword UseDefault This entry is used internally.
Do not modify this entry.
DefaultincomingMessage 10MB During Enable operation, the connector first sets the
Size IncomingMessageSize of the recipient to this value. After
the operation completes, the connector updates the target
system with the actual size in the process form.
Provide appropriate default value for your organization.
DefaultOutgoingMessage 10MB During Enable operation, the connector first sets the
Size OutgoingMessageSize of the recipient to this value. After
the operation completes, the connector updates the target
system with the actual size in the process form.
Provide appropriate default value for your organization.
Mode OIM This entry is used internally. Do not modify this entry.

User Configuration

Lookup.Exchange.UM.Con

This entry holds the name of the lookup definition that

Lookup figuration contains user-specific configuration properties.

Do not modify this entry.
UseSSLForRemotePower false This entry is used when the connector is configured
Shell against Exchange 2010 to remotely connect to the

connector.
Do not modify this entry.

1.6.2 Lookup.Exchange.UM.Configuration

The Lookup.Exchange.UM.Configuration lookup definition holds configuration entries
that are specific to the user object type. This lookup definition is used during user
management operations.

Table 1-3 lists the default entries in this lookup definition.

Table 1-3 Entries in the Lookup.Exchange.UM.Configuration
|

Code Key

Decode

Description

Provisioning Attribute Map Lookup.Exchange.UM.Prov

AttrMap

This entry holds the name of the lookup definition that
maps process form fields and target system attributes.

See Lookup Definitions for Attribute Mappings for more
information about this lookup definition.

ORACLE
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Table 1-3 (Cont.) Entries in the Lookup.Exchange.UM.Configuration

Code Key

Recon Attribute Map

Decode Description

Lookup.Exchange.UM.Reco This entry holds the name of the lookup definition

nAttrMap that maps resource object fields and target system
attributes.

See Lookup Definitions for Attribute Mappings for more
information about this lookup definition.

Recon Transformation

Lookup

Lookup.Exchange.UM.Reco This entry holds the name of the lookup definition that

nTransformation is used to configure transformation of attribute values
that are fetched from the target system during user
reconciliation.

See Configuring Transformation of Data During User
Reconciliation for more information about adding entries
in this lookup definition.

Recon Validation Lookup  Lookup.Exchange.UM.Reco This entry holds the name of the lookup definition that is

nValidation used to configure validation of attribute values that are
fetched from the target system during reconciliation.

See Configuring Validation of Data During
Reconciliation and Provisioning for more information
about adding entries in this lookup definition.

Provisioning Validation

Lookup

Lookup.Exchange.UM.Prov This entry holds the name of the lookup definition that is
Validation used to configure validation of attribute values entered
on the process form during provisioning operations.

See Configuring Validation of Data During
Reconciliation and Provisioning for more information
about adding entries in this lookup definition.

1.6.3 Lookup Definitions for Attribute Mappings

The Lookup.Exchange.UM.ProvAttrMap and Lookup.Exchange.UM.ReconAttrMap
lookup definitions hold attribute mappings used during connector operations.

The Lookup.Exchange.UM.ProvAttrMap lookup definition holds mappings between
process form fields (Code Key values) and target system attributes (Decode
values) used during provisioning operations.

You can add entries to this lookup if you want to map new target system attributes
for provisioning. See Adding New Fields for Provisioning for more information.

The Lookup.Exchange.UM.ReconAttrMap lookup definition holds mappings
between resource object fields (Code Key values) and target system attributes
(Decode values) used during reconciliation operations.

You can add entries to this lookup definition if you want to map new target
system attributes for reconciliation. See Adding New Fields for Target Resource
Reconciliation for more information.

Table 1-4 lists the default entries in these lookup definitions.

ORACLE
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¢ See Also:

For MailUser recipient type:

For UserMailbox recipient type:

The following pages in Microsoft technical library for a description of the
parameters in the Decode column

e For Microsoft Exchange 2007, see http://technet. m crosoft. con en-
us/library/aa995971(v=exchg. 80). aspx

e For Microsoft Exchange 2010, see http://technet. m crosoft. com en-
us/library/aa995971%8v=exchg. 141%29. aspx

e For Microsoft Exchange 2007, see http://technet. m crosoft. com en-
us/library/bb123981(v=exchg. 80). aspx

e For Microsoft Exchange 2010, see http://technet. m crosoft. con en-
us/l'ibrary/bb123981%28v=exchg. 141%29. aspx

Table 1-4 Entries in the Lookup Definitions for Attribute Mappings

Code Key Decode Comments

Alias Alias

Database[LOOKUP] Database You must provide a value for this
parameter only for the UserMailbox
recipient type.
It is mandatory for Microsoft
Exchange 2007.
It is not mandatory for Microsoft
Exchange 2010.

Display Name DisplayName

Distribution Groups~Distribution DistributionGroup

Group[LOOKUP]

Email Address Policy Enabled

EmailAddressPolicyEnabled

External Email Address

ExternalEmailAddress

This parameter is mandatory for the
MailUser recipient type.

Hidden From Address Lists Enabled

HiddenFromAddressListsEnabled

Mailbox Size Receipt Quota

ProhibitSendReceiveQuota

Mailbox Size Transmit Quota

ProhibitSendQuota

Mailbox Warning Size

IssueWarningQuota

Maximum Recipients

RecipientLimits

Max Incoming Message Size

MaxReceiveSize

Max Outgoing Message Size MaxSendSize

Message Body Format MessageBodyFormat This parameter only applies to
MailUser recipient type.

Message Format MessageFormat This parameter only applies to

MailUser recipient type.

ORACLE
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Table 1-4 (Cont.) Entries in the Lookup Definitions for Attribute Mappings

Code Key Decode Comments
Primary SMTP Address PrimarySmtpAddress
Recipient Type RecipientType The value of this parameter can be

UserMailbox or MailUser.

This parameter is used by the
connector for internal purposes. It
does not represent any attribute on
the target system.

Note: It is mandatory to set a value
for this attribute.

Retain Deleted Items

UseDatabaseRetentionDefaults

This parameter only applies to
UserMailbox recipient type.

Retain Deleted Items For

RetainDeletedltemsFor

This parameter is not applicable to
MailUser recipient type on Microsoft
Exchange 2007.

Retain Deleted Items Until Backup

RetainDeletedItemsUntilBackup

This parameter only applies to
UserMailbox recipient type.

ReturnValue

__uUID__

Note: This value represents the
GUID of the user on the target
system, used by the connector for
internal purposes.

Simple Display Name

SimpleDisplayName

This parameter is used to display an
alternative description of the object.

UD_EX_CH-~Distribution
Group[LOOKUP]

DistributionGroup

This parameter represents the
distinguished name of the distribution

group.

Use Prefer Message Format

UsePreferMessageFormat

This parameter only applies to
MailUser recipient type.

User Logon Name

Depending on the lookup, the
decode value is as follows:

e For
Lookup.Exchange.UM.ProvAttrM
ap: __NAME
Note: This value represents the
User Principal Name of the
user on the target system, used
by the connector for internal
purposes.

For

Lookup.Exchange.UM.ReconAttr

Map: SamAccount Name

Use Storage Defaults

UseDatabaseQuotaDefaults

This parameter only applies to
UserMailbox recipient type.

ORACLE
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1.6.4 Lookup.Exchange.DistributionGroups

The Lookup.Exchange.DistributionGroups lookup definition holds all the distribution
groups available on the target system. This lookup is populated by running the
Exchange User Distribution Group Lookup Reconciliation task.

# Note:

Distribution groups of type MailUniversalDistributionGroup only are
supported.

An entry in the Code Key column has the following format:

IT resource instance key~Distinguished name of the distribution group
An entry in the Decode column has the following format:

IT resource name~Distinguished name of the distribution group

The following table shows sample entries:

Code Key Decode

27~CN=TestGroup3,CN=Users,DC=connecto Exchange IT
rdev,DC=us,DC=oracle,DC=com Resource~CN=TestGroup3,CN=Users,DC=con
nectordev,DC=us,DC=oracle,DC=com

27~CN=newChildgroup,DC=bangalore,DC=c Exchange IT
onnectordev,DC=us,DC=oracle,DC=com Resource~CN=newChildgroup,DC=bangalore,D
C=connectordev,DC=us,DC=oracle,DC=com

1.6.5 Lookup.Exchange.MailboxDatabase

The Lookup.Exchange.MailboxDatabase lookup definition holds all the databases
available on the target system. This lookup is populated by running the Exchange
User Mailbox Database Group Lookup Reconciliation task.

An entry in the Code Key column has the following format:

IT resource instance key~Distinguished name of the database
An entry in the Decode column has the following format:

IT resource name~Distinguished name of the database

The following table shows a sample entry:
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Code Key Decode

10~CN=Mailbox Database Exchange IT Resource~CN=Mailbox Database
0068647612,CN=Databases,CN=Exchange = 0068647612,CN=Databases,CN=Exchange
Administrative Group Administrative Group

(FYDIBOHF23SPDLT),CN=Administrative (FYDIBOHF23SPDLT),CN=Administrative
Groups,CN=First Organization,CN=Microsoft = Groups,CN=First Organization,CN=Microsoft
Exchange,CN=Services,CN=Configuration,DC Exchange,CN=Services,CN=Configuration,DC
=connectorga,DC=com =connectorga,DC=com

1.6.6 Lookup.Exchange.RecipientType.Options

The Lookup.Exchange.RecipientType.Options lookup definition indicates the type of
account to be created on the target system. This option is a mandatory field on the
process form.

If UserMailbox is selected, then a UserMailbox is created. If MailUser is selected, then
a MailUser is created.

This lookup contains the following entries by default:

Code Key Decode
UserMailbox UserMailbox
MailUser MailUser

1.7 Target Resource Reconciliation

In the managed account mode, the connector can be used to perform target resource
reconciliation and provisioning.

Target resource reconciliation involves fetching data about newly created or modified
mailboxes on the target system and using this data to create or modify mailbox
resources assigned to OIM Users. The Exchange Target Resource User Reconciliation
scheduled task is used to start target resource reconciliation runs. This scheduled task
is discussed in Reconciliation Scheduled Tasks.

This section discusses the following topics:

* Mailbox Fields for Target Resource Reconciliation
* Reconciliation Rule

* Reconciliation Action Rules

1.7.1 Mailbox Fields for Target Resource Reconciliation

These are the mailbox fields from which values are fetched during a target resource
reconciliation run.
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Table 1-5 Mailbox Fields for Target Resource Reconciliation
]

Process Form Field Target System Field Description

Alias Alias Mailbox alias, which is generally the same as

Note: This is a mandatory sAMAccountName

field. Note: sAMAccountName is the user login for
Microsoft Active Directory.

Archive Mailbox Size ArchiveQuota The archive mailbox size at which messages will
no longer be accepted

Archive Mailbox Size ArchiveWarningQuota The archive mailbox size at which a warning

Warning message is sent to the user

Database Database The distinguished name of the database that

contains the mailbox object.

Display Name DisplayName Name of a user as displayed in the address book

This is usually a combination of the user's first
name, middle initial, and last name.

Email Address Policy EmailAddressPolicyEnabled Specifies whether the e-mail address policy for

Enabled this mailbox is enabled. The two possible values
for this parameter are $true or $false.

External Email Address ExternalEmailAddress This field is mandatory for MailUser recipient
type.

Specifies the e-mail address to which all the e-
mails sent to the user would be automatically
forwarded to.

Hidden From Address Lists  HiddenFromAddressListsEnable Specifies whether this mailbox is hidden from
Enabled d address lists. The two possible values for this
parameter are $true or $false.

Mailbox Size Receipt Quota ProhibitSendReceiveQuota Specifies the mailbox size at which the user
associated with this mailbox can no longer send
or receive messages

Mailbox Size Transmit Quota ProhibitSendQuota Specifies the mailbox size at which the user
associated with this mailbox can no longer send
messages

Mailbox Warning Size IssueWarningQuota Specifies the mailbox size at which a warning

message is sent to the user

Max Incoming Message Size MaxReceiveSize Specifies the maximum size of messages that
this mailbox can receive

Max Outgoing Message Size MaxSendSize Specifies the maximum size of messages that
this mailbox can send

Maximum Recipients RecipientLimits Specifies the maximum number of recipients per
message to which this mailbox can send

Primary SMTP Address PrimarySmtpAddress Specifies the address that external users see
when they receive a message from this mailbox
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Table 1-5 (Cont.) Mailbox Fields for Target Resource Reconciliation

__________________________________________________________________________________________|]
Process Form Field Target System Field Description

Recipient Type RecipientType Specifies the type of recipient in the Address

Note: This field is not a target Book.
system attribute. However, it is The connector supports the following recipient
used by the connector for internal types:

purposes. MailUser: A mail-enabled Active Directory user
that represents a user outside the Exchange
organization. Each MailUser has an external e-
mail address. All messages sent to the MailUser
are routed to this external e-mail address. A
MailUser is similar to a mail contact, except that
a MailUser has Active Directory logon credentials
and can access resources.

UserMailbox: A mailbox that is assigned to an
individual user in your Exchange organization.

It typically contains messages, calendar items,
contacts, tasks, documents, and other important
business data.

Retain Deleted Items UseDatabaseRetentionDefaults ~ Specifies that this mailbox uses default values to
Defaults handle deleted items or messages

Retain Deleted Items For RetainDeletedltemsFor Specifies the length of time to keep deleted items
Retain Deleted Items Until  RetainDeletedltemsUntilBackup  Specifies whether to retain deleted items until
Backup the next backup. The two possible values for this

parameter are $true or $false

Simple Display Name SimpleDisplayName Used to display an alternative description of the
object when only a limited set of characters is
permitted. This limited set of characters consists
of ASCII characters 26 through 126, inclusively

Use Storage Defaults UseDatabaseQuotaDefaults Specifies that this mailbox uses the quota
attributes specified for the mailbox database
where this mailbox resides

User Logon Name UserPrincipalName Specifies the UPN for this mailbox. This is the
logon name for the user. The UPN consists of a
user name and a suffix. Typically, the suffix is the
domain name where the user account resides.

1.7.2 Reconciliation Rule

Learn about the reconciliation rule for this connector and how to view it.

* Reconciliation Rule for the Connector

* Viewing Reconciliation Rules

1.7.2.1 Reconciliation Rule for the Connector

The following is the default reconciliation rule for this connector:
Rule Name: Exchange User Recon Rule

Rule Element: User Login Equals User ID
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User Login is the User ID field on the OIM User form.

User ID is the sAMAccountName field of Microsoft Active Directory. Microsoft
Exchange uses the same User ID during reconciliation.

1.7.2.2 Viewing Reconciliation Rules

You can view the reconciliation rule for the connector after you deploy the connector.

P ® NP

ORACLE

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.

Expand Development Tools.

Double-click Reconciliation Rules.

Search for Exchange Recon. Figure 1-3 shows the reconciliation rule for the

connector.

Figure 1-3 Reconciliation Rule for the Exchange Connector
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1.7.3 Reconciliation Action Rules

Learn about the reconciliation action rules for this connector and how to view them.

* Reconciliation Action Rules for the Connector

* Viewing Reconciliation Action Rules

1.7.3.1 Reconciliation Action Rules for the Connector

Table 1-6 lists the action rules for target resource reconciliation.

Table 1-6 Action Rules for Target Resource Reconciliation

|
Rule Condition Action

No Matches Found None
One Entity Match Found Establish Link
One Process Match Found  Establish Link

1.7.3.2 Viewing Reconciliation Action Rules

You can view the action rules for the connector after you deploy the connector.

# Note:

For any rule condition that is not predefined for this connector, Oracle Identity
Manager will neither perform any action nor log an error.

Log in to the Oracle Identity Manager Design Console.
Expand Resource Management.
Double-click Resource Objects.

Search for and open the Exchange resource object.

g H w b P

Click the Object Reconciliation tab, and then the Reconciliation Action Rules
tab. The Reconciliation Action Rules tab displays the action rules defined for this
connector. Figure 1-4 shows the reconciliation action rules for the connector.
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Figure 1-4 Reconciliation Action Rules for the Connector
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1.8 Provisioning

Provisioning involves creating or modifying mailbox data on the target system through
Oracle Identity Manager.

This section discusses the following topics:

* Mailbox Provisioning Functions Supported by the Connector

* Mailbox Fields for Provisioning

1.8.1 Mailbox Provisioning Functions Supported by the Connector

These are the supported mailbox provisioning functions and the adapters that perform
these functions.

The functions listed in the table correspond to either a single or multiple process tasks.
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¢ See Also:

Table 1-7 Mailbox Provisioning Functions Supported by the Connector

Using the Adapter Factory in Oracle Fusion Middleware Developing
and Customizing Applications with Oracle Identity Manager for generic
information about adapters
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Function Adapter

Alias Updated ExchangeUpdateUser
Archive Mailbox Size Updated ExchangeUpdateUser
Archive Mailbox Size Warning Updated ExchangeUpdateUser
Create User ExchangeCreateUser

Delete User

ExchangeDeleteUser

Disable User

ExchangeDisableUser

Display Name Updated

ExchangeUpdateUser

Distribution Group Delete

ExchangeRemoveChildTableValues

Distribution Group Insert

ExchangeAddChildTableValues

Distribution Group Update

ExchangeUpdateChildTableValues

Email Address Policy Enabled Updated

ExchangeUpdateUser

Enable User ExchangeEnableUser
External Email Address Updated ExchangeUpdateUser
Hidden From Address Lists Enabled Updated ExchangeUpdateUser
Mailbox Size Receipt Quota Updated ExchangeUpdateUser
Mailbox Size Transmit Quota Updated ExchangeUpdateUser
Mailbox Warning Size Updated ExchangeUpdateUser
Maximum Recipients Updated ExchangeUpdateUser
Max Incoming Message Size Updated ExchangeUpdateUser
Max Outgoing Message Size Updated ExchangeUpdateUser
Primary SMTP Address Updated ExchangeUpdateUser
Retain Deleted Items Defaults Updated ExchangeUpdateUser
Retain Deleted Items For Updated ExchangeUpdateUser
Retain Deleted Items Until Backup Updated ExchangeUpdateUser
Simple Display Name Updated ExchangeUpdateUser
Use Storage Defaults Updated ExchangeUpdateUser

1.8.2 Mailbox Fields for Provisioning

The Code Key column in Table 1-4 contains the mailbox fields used in provisioning
operations. The Decode column contains the corresponding fields on Microsoft

Exchange.

ORACLE
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See Table 1-5 for the descriptions of these mailbox fields.
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Deploying the Connector

The procedure to deploy the connector is divided across three stages namely
preinstallation, installation, and postinstallation.

Preinstallation

Installation
Postinstallation
Upgrading the Connector

About Cloning the Connector

# Note:

Some of the procedures described in this chapter are meant to be performed
on the target system. The minimum permissions required to perform the
target system procedure are those assigned to members of the Domain
Admins group. To perform the target system-specific procedures, you can
use the same user account that you create for deploying the Microsoft Active
Directory User Management connector.

See Creating a Target System User Account for Connector Operations of
Oracle Identity Manager Connector Guide for Microsoft Active Directory User
Management for information about creating that user account.

2.1 Preinstallation

Preinstallation involves installing, configuring, and running the connector server,
enabling logging and so on.

Preinstallation on the Target System
Installing, Configuring, and Running the Connector Server

Enabling Logging

2.1.1 Preinstallation on the Target System

Preinstallation on the target system involves creating a target system user account
with appropriate permissions for connector operations. Oracle Identity Manager
requires this account to connect to the target system during reconciliation and
provisioning operations.

ORACLE

Depending on the Exchange Server version you are using, ensure the account meets
the following requirements:

Privileges for Exchange 2007 Service Account
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* Privileges for Exchange 2010 Service Account
» Privileges for Exchange 2013 Service Account

» Privileges for Exchange 2016 Service Account

2.1.1.1 Privileges for Exchange 2007 Service Account

The following are the minimum privileges required for an Exchange 2007 service
account to manage recipients (UserMailbox and MailUser):

»  The service account must be a member of Exchange Recipient Administrators
group.
For more information, see http://technet. m crosoft.com en-us/|ibrary/
aa996881%28v=exchg. 80929. aspx.

» If you want to add a recipient to a distribution group or remove a recipient from
a distribution group, then the service account must also be a member of Account
Operators group in the domain where the distribution group exists.

For more information, see http://technet. m crosoft.conm en-us/|ibrary/
bb124340%28v=exchg. 80%29. aspx and http://technet. m crosoft. conf en-us/
|'i brary/aa997627%8v=exchg. 80929. aspx.

2.1.1.2 Privileges for Exchange 2010 Service Account

This following is the minimum privilege required for an Exchange 2010 service account
to manage recipients (UserMailbox and MailUser):

The service account must be a member of Recipient Management group.

For more information, see http://technet. m crosoft.com en-us/|ibrary/
dd2980289%28v=exchg. 1419%29. aspx.

2.1.1.3 Privileges for Exchange 2013 Service Account

This following is the minimum privilege required for an Exchange 2013 service account
to manage recipients (UserMailbox and MailUser):

The service account must be a member of Recipient Management group.

For more information, see https://technet. m crosoft.confen-us/library/
dd298028%28v=exchg. 1509%29. aspx.

2.1.1.4 Privileges for Exchange 2016 Service Account

ORACLE

The following is the minimum privilege required for an Exchange 2016 service account
to manage recipients (UserMailbox and MailUser):

The service account must be a member of Recipient Management group.

For more information, see https://docs.microsoft.com/en-us/Exchange/permissions/
permissions?view=exchserver-2016.
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2.1.2 Installing, Configuring, and Running the Connector Server

The connector server is an application that enables remote execution of the
Exchange connector. As the Exchange connector is implemented in .NET, it requires
a .NET connector server. The connector server can either be installed on the same
computer as that of the Exchange Server or on a different computer in the same
domain as that of the Exchange Server.

For more information, see Connector Architecture.
This section contains the following topics:

*  Prerequisites for the Connector Server
* Installing the Connector Server

*  Configuring the Connector Server

* Enabling Logging

* Configuring Log File Rotation

* Running the Connector Server

2.1.2.1 Prerequisites for the Connector Server

ORACLE

The following prerequisites and requirements must be met for the connector server:

*  The computer hosting the connector server must have Intel Dual-Core Processor,
2 GHz with 4 GB RAM or a computer with similar configuration.

If you have a computer dedicated to the connector server, then 2 GB RAM is
sufficient.

» Before you install the connector server, ensure that you have installed .NET
Framework 3.5 SP1 on the same computer where you are installing the connector
server.

In addition, you must install the following patch:
http://support.mcrosoft.conf kb/ 981575

The .NET connector server need not be installed on the Exchange server target
system. It can be installed either on the Exchange server or on a system that
belongs to the same domain as that of the Exchange server.

» If you are using Exchange Server 2007, then you must install Exchange
Management Tools on the computer hosting the connector server. This is a
mandatory requirement.

» If you are using Exchange Server 2010, then TCP port 80 must be open between
the computer hosting the connector server and the remote Exchange 2010
server, and the port must be allowed through Windows Firewall on the Exchange
2010 server. In addition, ensure other prerequisites are met for remote Shell as
mentioned in the Remote Exchange Management page at:

http://technet.mcrosoft.comen-in/library/
dd297932%8v=exchg. 141%29. aspx
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2.1.2.2 Installing the Connector Server

To install the connector server:

# Note:

If you have already installed Connector Server 11.1.1.5.0, then you can skip
this procedure.

1. Download the connector server package (a zip file such as
Connector_Server_111200.zip) from the Oracle Identity Manager Connector
Downloads page at:

http://ww. oracl e. com t echnet wor k/ mi ddl ewar e/ i d- ngnt / downl oads/
connect ors-101674. ht m

2. Extract the contents of the connector server package and locate the Servicelnstall-
version.msi file, such as Servicelnstall-1.4.0.0.msi.

3. Install the connector server by running the Servicelnstall-1.4.0.0.msi file.

If the Setup Type - Typical option is used during the installation, then
the connector server will be installed at the C:\Program Files\Identity
Connector\Connector Server directory.

" Note:

In this guide, CONNECTOR_SERVER_HOME represents the
C:\Program Files\Identity Connector\Connector Server directory or the
directory where the connector server was installed.

4. Upon successful installation, the connector server is registered as a Windows
service and will be started automatically.

5. Stop the connector server Windows service.

2.1.2.3 Configuring the Connector Server

To configure the connector server:

1. Open the connectorserver.exe.config file located in the
CONNECTOR_SERVER_HOME directory. In the connectorserver.exe.config file,
set the following properties, as required by your deployment.

Property Description

connectorserver.port Port on which the connector server listens for requests.
Default value: 8759
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Property

Description

connectorserver.usessl

Certificatestorename

connectorserver. key

If setto t r ue, the connector server uses SSL for
secure communication with Oracle Identity Manager.

If this property is set to true, then you must set the
corresponding property in Exchange connector server
IT resource to t rue. To setup SSL between OIM and
connector server, see Configuring SSL Between Oracle
Identity Manager and Connector Server.

Default value: f al se.
If the connectorserver.usessl| property is set to true,

then this property should point to your certificate store
name.

Connector server key. See Step 2 for information about
setting this value.

" Note:

Set The connector server key in the connectorserver.exe.config file, as follows:

This key value must be mentioned in the Exchange connector server IT

resource property.

directory.

Open a command prompt and navigate to CONNECTOR_SERVER_HOME

Run the ConnectorServer.exe /setkKey command.

This displays the prompt Enter Key:

Enter an appropriate key and press Enter.

This displays the prompt Confirm Key:

Enter the same key to confirm and press Enter.

This displays the message Key Updated.

2.1.2.4 Enabling Logging

ORACLE

The Exchange connector uses the built-in logging mechanism of the .NET framework.
Logging for the Exchange connector is not integrated with Oracle Identity
Manager. The log level is set in the .NET connector server configuration file

(ConnectorServer.exe.config).

By default, logging is not enabled for the connector. To enable logging:

1.

Navigate to CONNECTOR_SERVER_HOME directory. The default directory is
C:\Program Files\ldentity Connectors\Connector Server.

The ConnectorServer.exe.config file must be present in this directory.
Search and locate the tag <add name="myListener" under the <l i st ener s> tag.

The connector logs all information in the file indicated by the initializeData
parameter. The default value is c: \ connect or server. | og.
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Edit this value as per your deployment needs. As the connector server runs using
the service account, ensure the service account has write permissions on the log
location and on the log file. Otherwise, there would be no logs generated even if
you enable logging.

4. In the ConnectorServer.exe.config file, add the lines shown in bold text:

<syst em di agnosti cs>
<trace autoflush="true" indentsize="4">
<listeners>
<renove name="Default" />
<add name="nyLi stener"
type="System Di agnosti cs. Text Wi ter TraceLi st ener"
initializeData="c:\connectorserver.log" traceCQutputOptions="DateTi me">
<filter type="System Di agnostics. Event TypeFilter"
initializeData="Information" />
</ add>
</listeners>
</trace>
<swi t ches>
<add name="ExchangeSwi tch" val ue="4" />
</ swi t ches>
</ syst em di agnosti cs>

The val ue="4" sets the log level to Verbose. This value can be set as follows:

Table 2-1 Log Levels
|

Value Log Level

value="4" or value="Verbose" Verbose level. Most granular.
value="3" or value="Information" Information level.

value="2" or value="Warning" Warning level.

value="1" or value="Error" Error level.

value="0" No logging.

2.1.2.5 Configuring Log File Rotation

ORACLE

Information about events that occur during the course of reconciliation and
provisioning operations are stored in a log file. As you use the connector over a
period time, the amount of information written to a log file increases. If no rotation is
performed, then log files become huge.

To avoid such a scenario, perform the procedure described in this section to configure
rotation of the log file.

To configure rotation of a log file on a daily basis:

1. Log in to the computer that is hosting the connector server.
2. Stop the connector server.

3. Back up the ConnectorServer.exe.config file. The default location of this file is
C:\Program Files\ldentity Connectors\Connector Server.

4. In atext editor, open the ConnectorServer.exe.config file for editing.

5. Search for the <listeners> and </listeners> elements and replace the text between
these elements with the following:

2-6



Chapter 2
Preinstallation

<renove name="Default" />

<add name="Fil eLog"

type="M crosoft. Vi sual Basi c. Loggi ng. Fi | eLogTr aceLi st ener, M crosoft. Vi sual Basi
¢, Version=8.0.0.0, Cul ture=neutral, Publ i cKeyToken=b03f 5f 7f 11d50a3a"
initializeData="FileLogWiter"

traceQut put Opti ons="Dat eTi ne"

BaseFi | eNane="Connect or Ser ver Dai | y"

Locat i on="Cust onf

Cust omLocat i on="C: \ Connect or Ser ver Log\ "

LogFi | eCreati onSchedul e="Dai | y" >

<filter type="System Di agnostics. Event TypeFilter"
initializeData="Information"/>

</ add>

Save the file and close it.

Start the connector server.

¢ See Also:
The following URL for more information about configuring log file rotation:

http://nsdn. m crosoft.com en-us/library/
m crosoft. vi sual basi c. 1 ogging. filelogtracelistener.aspx

2.1.2.6 Running the Connector Server

ORACLE

To run the connector server, perform one of the following steps depending on the
Exchange Server version:

If you are using Exchange Server 2007:
1. Login to computer hosting the connector server.
The login user must have permissions to perform the following steps.
2. Open Windows services explorer. To do so:
Click the Start button, then click to Run... Enter Servi ces. msc and click OK.
Locate the Connector Server service.
Right-click on the service and click Properties.

Click the Log On tab and select This Account.

°© a0 »

Click Browse to choose the service account having minimum privileges as
described in Privileges for Exchange 2007 Service Account. Then, enter
password for this service account.

7. Click OK.
8. With this service selected, click Run.

After the above steps are completed successfully, the connector server runs
with the service account that has the minimum privileges to perform recipient
management tasks on Exchange Server 2007.
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< Note:

The above steps are mandatory and must be completed successfully.
This is because the Exchange connector uses the credentials of the
user who starts the connector server to communicate with Exchange
Server 2007. The user name and password information provided in the
IT resource is not used.

e If you are using Exchange Server 2010:

1.

2.2 Installation

Login to computer hosting the connector server.
The login user must have permissions to perform the following steps.
Open Windows services explorer. To do so:

Click the Start button, then click to Run... Then, enter Ser vi ces. nsc and click
OK.

Locate the Connector Server service and click Run.

< Note:

The Exchange connector uses the user credentials provided in the
Exchange IT Resource. For more information, see Configuring the IT
Resource for the Target System. As the connector uses credentials
provided in the IT resource to communicate with Exchange Server, any
user can start the connector server.

Alternatively, the connector server can be started by the service account
having minimum privileges as described in Privileges for Exchange 2010
Service Account.

You must install the connector in Oracle ldentity Manager and in the connector server.

The following sections provide information about installation:

e Installing the Connector in Oracle Identity Manager

e Deploying the Connector Bundle on the Connector Server

2.2.1 Installing the Connector in Oracle Identity Manager

Installation on Oracle Identity Manager involves running the connector installer and
configuring the IT resource.

*  Running the Connector Installer

»  Configuring the IT Resource for the Target System

ORACLE
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2.2.1.1 Running the Connector Installer

ORACLE

¢ Note:

In this guide, the term Connector Installer has been used to refer to the
Connector Installer feature of the Oracle Identity Manager Administrative and
User Console.

Ensure that the Microsoft Active Directory User Management connector is
installed before you proceed to install the connector.

To run the Connector Installer:

1.

Copy the contents of the connector installation media directory into the following
directory:

OIM_HOME/server/ConnectorDefaultDirectory

# Note:

In an Oracle Identity Manager cluster, perform this step on each node of
the cluster.

If you are using Oracle Identity Manager release 11.1.1., then:
a. Login to the Administrative and User Console.

b. On the Welcome to Identity Manager Advanced Administration page, in the
System Management region, click Manage Connector.

If you are using Oracle Identity Manager release 11.1.2.x, then:

a. Login to Oracle Identity System Administration.

b. In the left pane, under System Management, click Manage Connector.
In the Manage Connector page, click Install.

From the Connector List list, select Exchange Connector 11.1.1.6.0. This list
displays the names and release numbers of connectors whose installation files
you copy into the default connector installation in Step 1.

If you have copied the installation files into a different directory, then:

a. Inthe Alternative Directory field, enter the full path and name of that
directory.

b. To repopulate the list of connectors in the Connector List list, click Refresh.
c. From the Connector List list, select Exchange Connector 11.1.1.6.0.

Click Load.

To start the installation process, click Continue.

The following tasks are performed, in sequence:

a. Configuration of connector libraries
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b. Import of the connector XML files (by using the Deployment Manager)
c. Compilation of adapters

On successful completion of a task, a check mark is displayed for the task. If

a task fails, then an X mark and a message stating the reason for failure are
displayed. Depending on the reason for the failure, make the required correction
and then perform one of the following steps:

* Retry the installation by clicking Retry.
e Cancel the installation and begin again from Step 1.

If all three tasks of the connector installation process are successful, then a
message indicating successful installation is displayed. In addition, a list of the
steps that you must perform after the installation is displayed. These steps are as
follows:

a. Ensuring that the prerequisites for using the connector are addressed

# Note:

At this stage, run the Oracle Identity Manager PurgeCache utility

to load the server cache with content from the connector resource
bundle in order to view the list of prerequisites. See Clearing Content
Related to Connector Resource Bundles from the Server Cache for
information about running the PurgeCache utility.

There are no prerequisites for some predefined connectors.

b. Configuring the IT resource for the connector

Record the name of the IT resource displayed on this page. The procedure to
configure the IT resource is described later in this guide.

c. Configuring the scheduled tasks

Record the names of the scheduled tasks displayed on this page. The
procedure to configure these scheduled tasks is described later in this guide.

When you run the Connector Installer, it copies the connector files and external code
files to destination directories on the Oracle Identity Manager host computer. These
files are listed in Table A-1.

2.2.1.2 Configuring the IT Resource for the Target System

ORACLE

The IT resource for the target system contains connection information about the
target system. Oracle Identity Manager uses this information for reconciliation and
provisioning.

For both provisioning and reconciliation, the Microsoft Exchange connector uses
Exchange IT Resource. This IT resource is created with default parameter values as
part of the connector installation. You must update the IT resource parameters with
information about the target system.

To configure the Microsoft Exchange Server IT resource:

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:
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* For Oracle Identity Manager release 11.1.1:
Log in to the Administrative and User Console.
* For Oracle Identity Manager release 11.1.2.x:
Log in to Oracle Identity System Administration.
If you are using Oracle Identity Manager release 11.1.1, then:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

If you are using Oracle Identity Manager release 11.1.2.x, then in the left pane
under Configuration, click IT Resource.

In the IT Resource Name field on the Manage IT Resource page, enter Exchange
I T Resour ce and then click Search.

Click the edit icon corresponding to the Exchange IT resource.
From the list at the top of the page, select Details and Parameters.
Specify values for the parameters of the Exchange IT resource.

The following screenshot shows the Edit IT Resource Details and Parameters
page for Exchange 2007:

¥iew IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters

IT Resource Name Exchange IT Resource
IT Resource Type Exchange Server
Parameter Yalue
Configuration Lookup Lookwup. Exchange. Configuration
Connector Server Name Exchange Connector Server
ExchangeserverHost
ExchangeServerType OnPremise2007
Exchangellser
ExchangelserPassword

Ediit

ack to Search Results

< Note:

The ExchangeUser, ExchangeServerHost, and ExchangeUserPassword
properties are not required if Exchange Server version is 2007. The
connector uses the credentials of the user who started the connector
server to connect to Exchange Server. This user is the service account
having minimum privileges described in Privileges for Exchange 2007
Service Account.

As the Exchange Management Tools are installed on connector server
host computer, the connector knows to which Exchange Server it should
connect to.
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The following screenshot shows the Edit IT Resource Details and Parameters
page for Exchange 2010:

Yiew IT Resource Details and Parameters

You can view additional information about this 1T resource | Details and Parameters |

IT Resource Name
IT Resource Type

Exchange IT Resource
Exchange Server

Parameter Yalue
Configuration Lookup Lockup. Exchange . Configuration
Conneckor Server Mame Exchange Connector Server
ExchangeServerHost ExchangeServerHosthame, example.com
ExchangeServerType OnPremisez010
Exchangelser example)ExchangeServicedccount
ExchangelserPassword e

Back to Search Results

¢ Note:

The ExchangeUser, ExchangeServerHost, and ExchangeUserPassword
properties are required. The connector uses these properties to connect
remotely to Exchange Server.

The ExchangeUser specified is the service account having minimum
privileges described in Privileges for Exchange 2010 Service Account.

Table 2-2 describes each parameter of the Exchange IT resource.

Table 2-2 Parameters of the Exchange IT Resource for the Target System

Parameter

Description

Configuration Lookup

This parameter holds the name of the lookup definition that stores configuration
information used during reconciliation and provisioning.

Default value: Lookup. Exchange. Confi gurati on

Connector Server Name

Name of the IT resource of the type "Connector Server."

A default IT resource for the connector server is created during the connector
installation. See Configuring the IT Resource for the Connector Server for
information about modifying the default IT resource.

Default value: Exchange Connector Server

ExchangeServerType

Enter the type of Microsoft Exchange Server.

For Exchange 2007, set the value to OnPr eni se2007.
For Exchange 2010, set the value to OnPr eni se2010.
For Exchange 2013, set the value to OnPr emi se2013.
For Exchange 2016, set the value to OnPr eni se2016.
Default value: OnPr em se2007

ORACLE
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Table 2-2 (Cont.) Parameters of the Exchange IT Resource for the Target System

L __________________________________________________________________________________________|
Parameter Description

ExchangeServerHost Hostname of the computer hosting Exchange Server 2010, 2013, or 2016.
This is required only if ExchangeServerType is set to OnPr e se2010,
OnPreni se2013, or OnPremni se2016.

ExchangeUser User name of the service account having minimum privileges described in
Privileges for Exchange 2010 Service Account.
Format: DomainName\UserName
This is required only if ExchangeServerType is set to OnPrem se2010,
OnPreni se2013, or OnPr eni se2016.

ExchangeUserPassword Valid password for user specified for the ExchangeUser parameter.

This is required only if ExchangeServerType is set to OnPremi se2010,
OnPreni se2013, or OnPr eni se2016.

8. To save the values, click Update.

2.2.2 Deploying the Connector Bundle on the Connector Server

To deploy the connector bundle on the connector server, you must copy and extract
the connector bundle to the connector server and then configure the IT resource for
the connector server.

» Copying and Extracting the Connector Bundle to the Connector Server

*  Configuring the IT Resource for the Connector Server

2.2.2.1 Copying and Extracting the Connector Bundle to the Connector Server

To copy and extract the connector bundle to the connector server:

# Note:

If a single connector server is used for both Active Directory and Exchange
connectors, and if the connector server already has the Active Directory
connector DLL, do not update connector server with Active Directory
connector DLL provided as part of the Exchange connector bundle ZIP file.

1. Stop the connector server.

2. From the installation media, copy and extract contents of the bundle/
Exchange.Connector-2.0.0.1.zip file to the CONNECTOR_SERVER _HOME
directory.

3. Start the connector server. See Running the Connector Server for information
about starting the connector server.

2.2.2.2 Configuring the IT Resource for the Connector Server

During the installation of the connector, a default IT resource for the connector server
for Microsoft Exchange is created with the name, Exchange connector server.
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To configure or modify the IT resource for the connector server:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

*  For Oracle Identity Manager release 11.1.1:
Log in to the Administrative and User Console.
*  For Oracle Identity Manager release 11.1.2.x:
Log in to Oracle Identity System Administration.
2. If you are using Oracle Identity Manager release 11.1.1, then:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

3. If you are using Oracle Identity Manager release 11.1.2.x, then in the left pane
under Configuration, click IT Resource.

4. Inthe IT Resource Name field on the Manage IT Resource page, enter Exchange
Connector Server and then click Search.

5. Click the edit icon corresponding to the Exchange connector server IT resource.
6. From the list at the top of the page, select Details and Parameters.

7. Specify values for the parameters of the Exchange connector server IT resource.
Figure 2-1 shows the Edit IT Resource Details and Parameters page.

Figure 2-1 Edit IT Resource Details and Parameters Page for the Exchange
Connector Server IT Resource

Yiew IT Resource Details and Parameters

‘fou can view additional information about this IT resource : | Detals and Parameters %

IT Resource Name Exchange Connector Server
IT Resource Type Connector Server
Parameter Yalue
Host ExchangeConnectorServer, example.com
Key ek
Port a759
Timeouk
UseSsL
Edit

Back to Search Results

Table 2-3 provides information about the parameters of the Exchange connector
server IT resource.
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Table 2-3 Parameters of the Exchange Connector Server IT Resource
|

Parameter Description

Host Enter the host name or IP address of the computer hosting the connector server.
Sample value: Host Nane

Key Enter the key for the connector server.

Port Enter the number of the port at which the connector server is listening.
Default value: 8759

Timeout Enter an integer value which specifies the number of milliseconds after which the
connection between the connector server and Oracle Identity Manager times out.
If the value is zero or if no value is specified, the timeout is unlimited.
Sample value: 300

UseSSL Enter t r ue to specify that you will configure SSL between Oracle Identity

Manager and the connector server. Otherwise, enter f al se.
Default value: f al se

See Also: Configuring SSL Between Oracle Identity Manager and Connector
Server for information about enabling SSL

8.

To save the values, click Update.

2.3 Postinstallation

Postinstallation involves configuring Oracle Identity Manager, localizing field labels,
clearing server cache, configuring SSL, and so on.

Configuring Oracle Identity Manager 11.1.2 or Later

Localizing Field Labels in Ul Forms

Clearing Content Related to Connector Resource Bundles from the Server Cache
Linking the Exchange Resource Object with the AD User Resource Object
Configuring Oracle Identity Manager for Request-Based Provisioning

Configuring SSL Between Oracle Identity Manager and Connector Server

Setting up the Lookup Definition for Connection Pooling

2.3.1 Configuring Oracle Identity Manager 11.1.2 or Later

If you are using Oracle Identity Manager release 11.1.2 or later, you must create
additional metadata such as a Ul form and an application instance. In addition, you
must run entitlement and catalog synchronization jobs.

These procedures are described in the following sections:

ORACLE

Creating and Activating a Sandbox
Creating a New Ul Form

Creating an Application Instance
Publishing a Sandbox

Harvesting Entitlements and Sync Catalog
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» Updating an Existing Application Instance with a New Form

2.3.1.1 Creating and Activating a Sandbox

Create and activate a sandbox as follows. For detailed instructions, see Managing
Sandboxes in Oracle Fusion Middleware Developing and Customizing Applications for
Oracle Identity Manager.

1. On the upper navigation bar, click Sandboxes. The Manage Sandboxes page is
displayed.

2. On the toolbar, click Create Sandbox. The Create Sandbox dialog box is
displayed.

3. Inthe Sandbox Name field, enter a name for the sandbox. This is a mandatory
field.

4. Inthe Sandbox Description field, enter a description of the sandbox. This is an
optional field.

5. Click Save and Close. A message is displayed with the sandbox name and
creation label.

6. Click OK. The sandbox is displayed in the Available Sandboxes section of the
Manage Sandboxes page.

7. Select the sandbox that you created.

8. From the table showing the available sandboxes in the Manage Sandboxes page,
select the newly created sandbox that you want to activate.

9. On the toolbar, click Activate Sandbox.

The sandbox is activated.

2.3.1.2 Creating a New Ul Form

Create a new Ul form as follows. For detailed instructions, see Managing Forms in
Oracle Fusion Middleware Administering Oracle Identity Manager.

1. Inthe left pane, under Configuration, click Form Designer.

2. Under Search Results, click Create.

3. Select the resource type for which you want to create the form.
4

Enter a form name and click Create.

2.3.1.3 Creating an Application Instance

ORACLE

Create an application instance as follows. For detailed instructions, see Managing
Application Instances in Oracle Fusion Middleware Administering Oracle Identity
Manager.

1. In the System Administration page, under Configuration in the left pane, click
Application Instances.

2. Under Search Results, click Create.

3. Enter appropriate values for the fields displayed on the Attributes form and click
Save.

4. Inthe Form drop-down list, select the newly created form and click Apply.
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Publish the application instance for a particular organization.

# Note:

If you are using access policy-based provisioning, then specify the Active
Directory connector application instance as the value for the Parent
Applnstance attribute.

2.3.1.4 Publishing a Sandbox

To publish the sandbox that you created in Creating and Activating a Sandbox:

1.
2.

Close all the open tabs and pages.

From the table showing the available sandboxes in the Manage Sandboxes page,
select the sandbox that you created in Creating and Activating a Sandbox.

On the toolbar, click Publish Sandbox. A message is displayed asking for
confirmation.

Click Yes to confirm. The sandbox is published and the customizations it
contained are merged with the main line.

2.3.1.5 Harvesting Entitlements and Sync Catalog

To harvest entitlements and sync catalog:

1.

Run the scheduled jobs for lookup field synchronization listed in Scheduled Tasks
for Lookup Field Synchronization.

Run the Entitlement List scheduled job to populate Entitlement Assignment
schema from child process form table. See Predefined Scheduled Tasks in Oracle
Fusion Middleware Administering Oracle Identity Manager for more information
about this scheduled job.

Run the Catalog Synchronization Job scheduled job. See Predefined Scheduled
Tasks in Oracle Fusion Middleware Administering Oracle Identity Manager for
more information about this scheduled job.

2.3.1.6 Updating an Existing Application Instance with a New Form

ORACLE

For any changes you do in the Form Designer, you must create a new Ul form
and update the changes in an application instance. To update an existing application
instance with a new form:

1.

o o p W N

Create a sandbox and activate it as described in Creating and Activating a
Sandbox.

Create a new Ul form for the resource as described in Creating a New Ul Form.
Open the existing application instance.

In the Form field, select the new Ul form that you created.

Save the application instance.

Publish the sandbox as described in Publishing a Sandbox.
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2.3.2 Localizing Field Labels in Ul Forms

ORACLE

You can localize Ul form field labels by using the resource bundle corresponding to the
language you want to use. Resource bundles are available in the connector installation
media.

# Note:

Perform the procedure described in this section only if you are using Oracle
Identity Manager release 11.1.2.x or later and you want to localize Ul form
field labels.

To localize field label that you add to in Ul forms:

1. Log in to Oracle Enterprise Manager.

2. Inthe left pane, expand Application Deployments and then select
oracle.iam.console.identity.sysadmin.ear.

3. Inthe right pane, from the Application Deployment list, select MDS Configuration.

4. Onthe MDS Configuration page, click Export and save the archive to the local
computer.

5. Extract the contents of the archive, and open the following file in a text editor:
*  For Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) or later:
SAVED_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle_en.xIf
*  For releases prior to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0):
SAVED_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle.xIf
6. Edit the BizEditorBundle.xIf file in the following manner:
a. Search for the following text:

<file source-language="en"
original="/xliffBundles/oracle/iamui/runtime/BizEditorBundle.xlf"
dat at ype="x- oracl e-adf ">

b. Replace with the following text:

<file source-language="en" target-|anguage="LANG CODE"
original="/xliffBundles/oracle/iam ui/runtime/BizEditorBundle.xlf"
dat at ype="x- or acl e-adf ">

In this text, replace LANG_CODE with the code of the language that you want
to localize the form field labels. The following is a sample value for localizing
the form field labels in French:

<file source-language="en" target-|anguage="fr"
original="/xliffBundles/oracle/iamui/runtime/BizEditorBundle.xlf"
dat at ype="x- or acl e-adf ">

c. Search for the application instance code. This procedure shows a sample edit
for Exchange application instance. The original code is:
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<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi t or. nodel . util. BaseRunti neResour ceBundl
e']

[' persdef.sessiondef.oracle.iamui.runtinme. formnodel.user.entity.userEQ
UD_EXCHANGE_DI SPLAYNAME__c_description']}">

<sour ce>Di spl ay Name</source>

<target/>

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtine.form nodel.ExchUser Formentity. ExchU
ser For nEQ. UD_EXCHANGE_DI SPLAYNAME__c_LABEL" >

<sour ce>Di spl ay Name</source>

<target/>

</trans-unit>

d. Open the resource file from the connector package, for example
Exchange_fr.properties, and get the value of the attribute from the file, for
example, global.udf.UD_EXCHANGE_DISPLAYNAME=Nom d'affichage.

e. Replace the original code shown in Step 6.c with the following:

<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi tor. nodel . util. BaseRunti neResour ceBundl
e']

[' persdef.sessiondef.oracle.iamui.runtinme. formnodel.user.entity.userEQ
UD_EXCHANGE_DI SPLAYNAME__c_description']}">

<sour ce>Di spl ay Name</source>

<target >Nom d' af fi chage</t ar get >

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtine.form nodel.ExchUser Formentity. ExchU
ser For nEQ. UD_EXCHANGE_DI SPLAYNAME__c_LABEL" >

<sour ce>Di spl ay Name</source>

<target >Nom d' af fi chage</t ar get >

</trans-unit>

f. Repeat Steps 6.a through 6.d for all attributes of the process form.

g. Save the file as BizEditorBundle_LANG_CODE xIf. In this file name, replace
LANG_CODE with the code of the language to which you are localizing.

Sample file name: BizEditorBundle_fr.xIf.

7. Repackage the ZIP file and import it into MDS.

" See Also:

Deploying and Undeploying Customizations in Oracle Fusion Middleware
Developing and Customizing Applications for Oracle Identity Manager,
for more information about exporting and importing metadata files

8. Log out of and log in to Oracle Identity Manager.

2.3.3 Clearing Content Related to Connector Resource Bundles from
the Server Cache

When you deploy the connector, the resource bundles are copied from the resources
directory on the installation media into the Oracle Identity Manager database.
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Whenever you add a new resource bundle to the connectorResources directory or
make a change in an existing resource bundle, you must clear content related to
connector resource bundles from the server cache.

# Note:

In an Oracle Identity Manager cluster, you must perform this step on each
node of the cluster. Then, restart each node.

To clear content related to connector resource bundles from the server cache:

1. In a command window, switch to the OIM_HOME/server/bin directory.

2. Enter one of the following commands:

" Note:

You can use the PurgeCache utility to purge the cache for any content
category. Run Pur geCache. bat CATEGORY_NAME on Microsoft Windows or
Pur geCache. sh CATEGORY_NAME on UNIX. The CATEGORY_NAME argument
represents the name of the content category that must be purged.

For example, the following commands purge Metadata entries from the
server cache:

Pur geCache. bat Met aDat a
Pur geCache. sh Met aDat a

On Microsoft Windows: Pur geCache. bat Al |
On UNIX: Pur geCache. sh Al l

When prompted, enter the user name and password of an account belonging to
the SYSTEM ADMINISTRATORS group. In addition, you are prompted to enter
the service URL in the following format;

t3://0 M HOST_NAME: O M_PORT_NUMBER

In this format:

e Replace O M HOST_NAME with the host name or IP address of the Oracle
Identity Manager host computer.

* Replace O M PORT_NUMBER with the port on which Oracle Identity Manager is
listening.

2.3.4 Linking the Exchange Resource Object with the AD User
Resource Object

To link the Exchange resource object with the AD User resource object:

1. On the Design Console, expand Resource Management and then double-click
Resource Objects.
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2. Search for and open the AD User resource object.

3. On the Status Definition sub tab of the Resource Object tab, ensure that the
Disabled and Revoked check boxes are selected.

4. To save the changes to the AD User resource object, click the Save icon.

5. Search for and open the Exchange resource object.

6. On the Depends On sub tab of the Resource Object tab, click Assign.

7. Inthe Assigned Objects Dialog box, move the AD User resource object from
Unassigned Objects to Assigned Objects.

8. Click OK.

9. To save the changes to the Exchange resource object, click the Save icon.

2.3.5 Configuring Oracle Identity Manager for Request-Based
Provisioning

ORACLE

In request-based provisioning, an end user creates a request for a resource by using
the Administrative and User Console. Administrators or other users can also create
requests for a particular user. Requests for a particular resource on the resource can
be viewed and approved by approvers designated in Oracle Identity Manager.

" Note:

Perform the procedure described in this section only if both the conditions
are true:

¢ You are using Oracle Identity Manager release 11.1.1.

¢ You want to perform request-based provisioning operations.

The following are features of request-based provisioning:

e A user can be provisioned only one resource (account) on the target system.

# Note:

Direct provisioning allows the provisioning of multiple Microsoft
Exchange accounts on the target system.

»  Direct provisioning cannot be used if you enable request-based provisioning.
To configure request-based provisioning, perform the following procedures:

* Importing Request Datasets Using Deployment Manager

*  Copying Predefined Request Datasets

* Importing Request Datasets into MDS

* Enabling the Auto Save Form Feature

*  Running the PurgeCache Utility
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2.3.5.1 Importing Request Datasets Using Deployment Manager

< Note:

You can perform this procedure instead of the procedures described in
Copying Predefined Request Datasets and Importing Request Datasets into
MDS.

A request dataset is an XML file that specifies the information to be submitted by the
requester during a provisioning operation. These request datasets specify information
about the default set of attributes for which the requester must submit information
during a request-based provisioning operation.

To import a request dataset XML file by using the Deployment Manager:
1. Log in to the Oracle Identity Manager Administrative and User Console.
2. Click the Deployment Management link on the left navigation bar.
3. Click the Import link under Deployment Management.
A dialog box for opening files is displayed.

4. Locate and open the request dataset XML file, Exchange-Datasets.xml, which is in
the xml directory of the installation media.

Details of this XML file are shown on the File Preview page.
5. Click Add File.
The Substitutions page is displayed.
6. Click Next.
The Confirmation page is displayed.
7. Click Import.
8. Close the Deployment Manager dialog box.

The request dataset is imported into Oracle Identity Manager.

2.3.5.2 Copying Predefined Request Datasets

ORACLE

Predefined request datasets are shipped with this connector. The following is list
of predefined request datasets available in the DataSet directory on the installation
media:

ModifyResourceExchange.xml
ProvisionResourceExchange.xml

Copy these files from the installation media to any directory on the Oracle Identity
Manager host computer. It is recommended that you create a directory structure as
follows:

/custom/connector/RESOURCE_NAME

For example:
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E:\MyDatasets\custom\connector\Exchng

# Note:

Until you complete the procedure to configure request-based provisioning,
ensure that there are no other files or directories inside the parent directory
in which you create the directory structure. In the preceding example, ensure
that there are no other files or directories inside the E:\\MyDatasets directory.

The directory structure to which you copy the dataset files is the MDS location into
which these files are imported after you run the Oracle Identity Manager MDS Import
utility. The procedure to import dataset files is described in the next section.

Depending on your requirement, you can modify the file names of the request
datasets. In addition, you can modify the information in the request datasets.

2.3.5.3 Importing Request Datasets into MDS

ORACLE

All request datasets must be imported into the metadata store (MDS), which can be
done by using the Oracle Identity Manager MDS Import utility.

To import a request dataset definition into MDS:

1.

Set up the environment for running the MDS Import utility as follows:

a.

Set Environment Variable: Set the O M_ORACLE_HOME environment variable to
the Oracle Identity Management Oracle home directory inside the Middleware
home directory. For example, for Microsoft Windows, set the O M ORACLE_HOME
environment variable to C:\Oracle\Middleware\Oracle_IDM1\ directory.

Set Up the Properties File: Set the necessary properties in the
webl ogi c. properti es file, which is located in the same folder as the utilities.

< Note:

While setting up the properties in the weblogic.properties file,
ensure that the value of the metadata_from_loc property is

the parent directory of the /custom/connectorfRESOURCE_NAME
directory. For example, while performing the procedure in Copying
Predefined Request Datasets, if you copy the files to the
E:\MyDatasets\custom\connector\Exchng directory, then set the
value of the metada_from_loc property to E: \ MyDat aset s.

Table 2-4 Parameters in the Properties File

|
Property Name Description Notes

wls_servername Name of the Oracle WebLogic
Server on which Oracle
Identity Manager is deployed
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Table 2-4 (Cont.) Parameters in the Properties File

._______________________________________________________________________|
Property Name Description Notes

application_name The application name Value is:

e 0i mif importing/exporting
an out-of-the-box event
handler.

e O Mt adat a for
customizable metadata.

If importing or exporting custom

data, set application_name to

OlMMetadata.

metadata_from_loc  Directory location from Microsoft Windows paths
which an XML file include // as file or directory
should be imported. This separator.

property is used by
weblogiclmportMetadata.sh

script.

metadata_to_loc Directory location from Microsoft Windows paths
which an XML file include // as file or directory
should be imported. This separator.

property is used by
weblogicExportMetadata.sh
script.

metadata_files Full path and name of an XML For example, you may specify /
file. This property is used by file/User.xml to export a user
weblogicExportMetadata.sh  entity definition. You can

and indicate multiple xml files as
weblogicDeleteMetadata.sh ~ comma-separated values.
scripts.

In a command window, change to the OIM_HOME\server\bin directory.

Run one of the following commands:

On Microsoft Windows
webl ogi cl nport Met adat a. bat
On UNIX

webl ogi cl nport Met adat a. sh

When prompted, enter the following values:

Pl ease enter your usernane [webl ogic]

Enter the username used to log in to WebLogic server
Sample value: W._User

Pl ease enter your password [webl ogic]

Enter the password used to log in to WebLogic server

Pl ease enter your server URL [t3://]ocal host: 7001]
Enter the URL of the application server in the following format:
t3:// HOST_NAME_| P_ADDRESS: PORT

In this format, replace:
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HOST_NAME_IP_ADDRESS with the host name or IP address of the
computer on which Oracle Identity Manager is installed.

PORT with the port on which Oracle Identity Manager is listening.
The request dataset is imported into MDS at the following location:

/custom/connector/RESOURCE_NAME

2.3.5.4 Enabling the Auto Save Form Feature

To enable the Auto Save Form feature:

Log in to the Design Console.

Expand Process Management, and then double-click Process Definition.
Search for and open the Exchange process definition.

Select the Auto Save Form check box.

LA S

Click the Save icon.

2.3.5.5 Running the PurgeCache Utility

Run the PurgeCache utility to clear content belonging to the Metadata category from
the server cache. See Clearing Content Related to Connector Resource Bundles from
the Server Cache for instructions.

The procedure to configure request-based provisioning ends with this step.

2.3.6 Configuring SSL Between Oracle Identity Manager and
Connector Server

You must configure SSL to secure communication between Oracle Identity Manager
and Connector Server.

This procedure is mandatory if the connector server and the Exchange bundle are
installed on the target system.

The following sections provide information about configuring SSL between Oracle
Identity manager and connector server:

e Installing Certificate Services on Windows Server 2003
e Installing Certificate Services for Windows Server 2008
e Exporting the Certificate

e Configuring the Connector Server for SSL

e Configuring Oracle Identity Manager for SSL

2.3.6.1 Installing Certificate Services on Windows Server 2003

Before you configure SSL, you must install Certificate Services on the target system
host computer:

To install Certificate Services on the target system host computer:
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< Note:

Before you begin installing Certificate Services, you must ensure that
Internet Information Services (l1S) is installed on the target system host
computer.

Insert the operating system installation media into the CD-ROM or DVD drive.
Click Start, Settings, and Control Panel.

Double-click Add/IRemove Programs.

Click Add/IRemove Windows Components.

Select Certificate Services.

In the Windows Components Wizard, follow the instructions to start Certificate
Services.

< Note:

While providing input to the wizard, select Enterprise root CA as the
CA type. This is required for adding a policy with the Domain Controller
template, which is a step that you perform in the next procedure.

2.3.6.2 Installing Certificate Services for Windows Server 2008

ORACLE

To install Certificate Services on the target system host computer:

1.

Select Administrative Tools from the Control Panel to open the Server Manager
Window.

# Note:

Ensure that the Web Server IIS role has been added from the Server
Manager.

In the Select Server Roles window of the installation wizard, select Active
Directory Certificate Services and click Next. The Introduction to Active
Directory Certificate Services window appears.

In the Introduction to Active Directory Certificate Services window, click Next. The
Role Services window appears.

In the Role Services window, select the Certification Authority and Certification
Authority Web Enrollment options and click Next. The Specify Setup Type
window appears.

In the Specify Setup Type window, select Enterprise and click Next. The Specify
CA Type window appears.

In the Specify CA Type window, select Root CA and click Next. The Set Up
Private Key window appears.
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In the Set Up Private Key window, select Create a hew private key and click
Next. The Configure Cryptography for CA window appears.

In the Configure Cryptography for CA page, select a value for the Key character
length field from the drop-down list and click Next. The Configure CA Name
window appears.

In the Configure CA Name window, specify values for the available fields and click
Next. The Set Validity Period window appears.

In the Set Validity Period window, specify values for the available fields and click
Next. The Configure Certificate Database window appears.

In the Configure Certificate Database window, specify values for the available
fields and click Next. The Confirm Installation Selections window appears.

In the Confirm Installation Selections window, review the presented information,
click Install, then click Close.

2.3.6.3 Exporting the Certificate

To export the certificate generated by CA:

1.
2.

Click Start and then Run.

Enter the following command, and then click OK:
mrc

The Microsoft Management Console is displayed.

In the Console Root window, on the left pane, expand Certificates - Local
Computer), Personal, and then Certificates.

Right-click Certificates, select All Tasks, and then click Export.

In the wizard that is displayed, select all default values to create a certificate file
(.cer). Ensure to specify a file name (for example, C: \ ExchangeSSLCer . cer) in the
wizard, and then click Finish.

2.3.6.4 Configuring the Connector Server for SSL

ORACLE

To configure the connector server for SSL.:

1.

Create a certificate store and add the certificate created in Exporting the
Certificate to the store. To do so:

In a command window, enter the following:
C\>certutil -f -addstore sslstore C:\ExchangeSSLCer. cer

This command creates a new certificate store with the name 'sslstore' and adds
the certificate ExchangeSSLCer to this store.

Navigate to the location where connector server is installed and locate the
Connector Server\ConnectorServer.exe.Config file.

In a text editor, open the ConnectorServer.exe.Config file for editing:
Change the values of the following lines:
From:

<add key="connectorserver.usessl" value="fal se" />
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<add key="connectorserver.certificatestorename"
val ue="Connect or Server SSLCertificate" />

To:
<add key="connectorserver.usessl" value="true" />
<add key="connectorserver.certificatestorename" val ue="sslstore" />

Restart the connector server.

2.3.6.5 Configuring Oracle Identity Manager for SSL

ORACLE

The following is the procedure to configure Oracle Identity Manager for SSL:

1.

Copy the certificate generated in Step 1 of Configuring the Connector Server for
SSL to the computer on which Oracle Identity Manager is running.

Import the target system certificate into the JDK used by Oracle Identity Manager
by running the following command:

e For Oracle Identity Manager running on Oracle WebLogic Application Server:

keytool -import -keystore MY_CACERTS-file CERT_FILE NAME -
st orepass PASSWORD

In this command:

- MY_CACERTS is the full path and name of the certificate store (the default is
cacerts).

- CERT_FI LE_NAME is the full path and name of the certificate file.
- PASSWORD is the password of the keystore.
The following is a sample command;

keytool -import -keystore /hone/testocdj/OM
jrockit_160_14 R27.6.5-32/jrel/libl/security/cacerts -file /honme/
ExchangeSSLCer . cer -storepass changeit

*  For Oracle Identity Manager running on IBM WebSphere Application Server:

In a terminal window, change to the
WEBSPHERE_HOME\AppServer\java\jre\bin directory and run the following
command:

keytool -import -alias ALIAS_NAME -keystore MY_CACERTS -file
CERT_FILE_NAME -storepass PASSWORD

In this command:
- ALl AS_NAME is the alias for the certificate store.

- MY_CACERTS is the full path and name of the certificate store (the default is
cacerts).

- CERT_FI LE_NAME is the full path and name of the certificate file.
- PASSWORD is the password of the keystore.
The following is a sample command;

keytool -import -alias exchange cert -keystore /scratch/jdoe/r2was/
was9461/javaljrellib/security/cacerts -file /scratch/jdoe/first/
CS. cer -storepass changeit
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3. Import the target system certificate into the keystore of the application server by
running the following command:

» For Oracle Identity Manager running on Oracle WebLogic Application Server:

keytool -import -keystore WEBLOG C HOVE/ server/lib/DemoTrust. ks -
file CERT_FILE NAME -storepass PASSWORD

In this command:

- CERT_FI LE_NAME is the full path and name of the certificate file.
- PASSWORD is the password of the keystore.

The following is a sample command:

keyt ool -inport -keystore WEBLOG C_HOVE server/lib/
DemoTrust.jks -file /home/ ExchangeSSLCer. cer -storepass
DenoTr ust KeySt or ePassPhr ase

*  For Oracle Identity Manager running on IBM WebSphere Application Server:

In a terminal window, change to the
WEBSPHERE_HOME\AppServer\java\jre\bin directory and run the following
command:

keytool -inport -alias ALIAS_NAME-keystore $WAS_PROFI LE_HOVE/
config/cells/Defaul tCell01/trust.pl2 -storetype PKCS12 -file
CERT_FI LE_NAME - st orepass PASSWORD

In this command:
- ALI AS_NAME is the alias for the certificate store.

- MY_CACERTS is the full path and name of the certificate store (the default is
cacerts).

- CERT_FI LE_NAME is the full path and name of the certificate file.
- PASSWORD is the password of the keystore.
The following is a sample command:

keytool -inmport -alias exchange cert -keystore /scratch/jdoel/r2was/
was9461/javal/jre/lib/security/cacerts -file /scratch/jdoe/first/
CS. cer -storepass changeit

keytool -inmport -alias exchange cert -keystore /scratch/jdoel/r2was/
was9461/ profil es/ Custon01/ confi g/ cel | s/ Defaul t Cel | 01/trust.pl2 -
storetype PKCS12 -file /scratch/jdoe/first/CS. cer -storepass WbAS

4. Set the value of the UseSSL parameter of the connector server IT resource to
true.
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2.3.7 Setting up the Lookup Definition for Connection Pooling

By default, this connector uses the ICF connection pooling. Learn about the
connection pooling properties for this connector, their description, and default values
setin ICF:

Table 2-5 Connection Pooling Properties

______________________________________________________________________|
Property Description

Pool Max Idle Maximum number of idle objects in a pool.

Default value: 10

Pool Max Size Maximum number of connections that the pool can create.

Default value: 10

Pool Max Wait Maximum time, in milliseconds, the pool must wait for a free

object to make itself available to be consumed for an operation.
Default value: 150000

Pool Min Evict Idle Time Minimum time, in milliseconds, the connector must wait before

evicting an idle object.
Default value: 120000

Pool Min Idle Minimum number of idle objects in a pool.

Default value: 1

If you want to modify the connection pooling properties to use values that suit
requirements in your environment, then:

1.
2.
3.

8.

Log in to the Design Console.

Expand Administration, and then double-click Lookup Definition.

Search for and open the Lookup.Exchange.Configuration lookup definition.
See Lookup.Exchange.Configuration for more information about this lookup.
On the Lookup Code Information tab, click Add.

A new row is added.

In the Code Key column of the new row, enter Pool Max |dl e.

In the Decode column of the new row, enter a value corresponding to the Pool
Max Idle property.

Repeat Steps 4 through 6 for adding each of the connection pooling properties
listed in Table 2-5.

Click the save icon.

2.4 Upgrading the Connector

If you have already deployed an earlier release of this connector, then upgrade the
connector to the current release.

ORACLE

The following sections discuss the procedure to upgrade the connector:

Preupgrade Steps
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* Upgrade Steps
» Postupgrade Steps

# Note:
Before you perform the upgrade procedure:

e Itis strongly recommended that you create a backup of the Oracle
Identity Manager database. Refer to the database documentation for
information about creating a backup.

e Upgrade the Microsoft Active Directory connector.

e As a best practice, first perform the upgrade procedure in a test
environment.

2.4.1 Preupgrade Steps

Preupgrade involves performing certain procedures such as performing a
reconciliation run to fetch all the latest updates to Oracle Identity Manager and then
disabling the scheduled tasks, defining the source connector and so on.

Perform the following preupgrade steps:

1. Perform a reconciliation run to fetch all latest updates to Oracle Identity Manager.

2. Perform the preupgrade procedure documented in Managing Connector Lifecycle
of Oracle Fusion Middleware Administering Oracle Identity Manager.

3. Define the source connector (an earlier release of the connector that must
be upgraded) in Oracle Identity Manager. You define the source connector to
update the Deployment Manager XML file with all customization changes made
to the connector. See Managing Connector Lifecycle in Oracle Fusion Middleware
Administering Oracle Identity Manager for more information.

2.4.2 Upgrade Steps

ORACLE

This is a summary of the procedure to upgrade the connector for both staging and
production environments.

Depending on the environment in which you are upgrading the connector, perform one
of the following steps:

e Staging Environment

Perform the upgrade procedure by using the wizard mode.
*  Production Environment

Perform the upgrade procedure by using the silent mode.

See Managing Connector Lifecycle in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about the wizard and silent modes.
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2.4.3 Postupgrade Steps

Postupgrade involves copying connector code files, configuring the IT resource and
scheduled tasks, running the FVC utility and so on.

Perform the following procedure:

1.

4.

ORACLE

Perform the postupgrade procedure documented in Managing Connector Lifecycle
of Oracle Fusion Middleware Administering Oracle Identity Manager.

If you are using Oracle Identity Manager release 11.1.2.x or later, then all changes
made to the Form Designer of the Design Console must be done in a new Ul form

as follows:

a. Login to Oracle Identity System Administration.

b. Create and activate a sandbox. See Creating and Activating a Sandbox for
more information.

c. Create a new Ul form to view the upgraded fields. See Creating a New Ul
Form for more information about creating a Ul form.

d. Associate the newly created Ul form with the application instance of your

e.

target system. To do so, open the existing application instance for your
resource, from the Form field, select the form (created in Step 2.c), and then
save the application instance.

Publish the sandbox. See Publishing a Sandbox for more information.

Run the Form Version Control (FVC) utility to manage data changes on a form
after an upgrade operation. To do so:

a.

In a text editor, open the fvc.properties file located in the OIM_DC_HOME
directory and include the following entries:

Resour ceQbj ect ; Exchange User

For mName; UD_MSEXCHG

FronVersion; vl

ToVersion;v_11.1.1.6.0

Par ent ; UD_MSEXCHG_RECI Pl ENTTYPE; User Mai | box

Par ent Par ent ; UD_MSEXCHG_EXCHANGEI TRESOURCE; UD_MSEXCHG_SERVER

Run the FVC utility. This utility is copied into the following directory when you
install the design console:

For Microsoft Windows:
OIM_DC_HOME/fvcutil.bat
For UNIX:
OIM_DC_HOME/fvcutil.sh

When you run this utility, you are prompted to enter the login credentials of
the Oracle Identity Manager administrator, and the logger level and log file
location.

If you are upgrading the connector from release 9.x to 11.x, then run the
PostUpgradeScript.sql script as follows:
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< Note:

Skip performing this step if you are upgrading the connector from release
11.1.1.5.0t0 11.1.1.6.0.

a. Connect to the Oracle Identity Manager database by using the OIM User
credentials.

b. Run the PostUpgradeScript.sql located in the OIM_HOME/server/
ConnectorDefaultDirectory/EXCHANGE_PACKAGE/upgrade directory.

5. Deploy the connector server. See Installing, Configuring, and Running the
Connector Server for more information.

6. Re-configure the IT resource of the source connector (an earlier release of the
connector that must be upgraded). See Configuring the IT Resource for the Target
System for information about configuring the IT resource.

2.5 About Cloning the Connector

ORACLE

You can clone the Exchange connector by setting new names for some of the objects
that comprise the connector.

The outcome of the process is a new connector XML file. Most of the connector
objects, such as Resource Object, Process Definition, Process Form, IT Resource
Type Definition, IT Resource Instances, Lookup Definitions, Adapters, Reconciliation
Rules and so on in the new connector XML file have new names.

¢ See Also:

Managing Connector Lifecycle in Oracle Fusion Middleware Administering
Oracle Identity Manager for detailed information about cloning connectors
and the steps mentioned in this section

After a copy of the connector is created by setting new names for connector objects,
some objects might contain the details of the old connector objects. Therefore,

you must modify the following Oracle Identity Manager objects to replace the base
connector artifacts or attribute references with the corresponding cloned artifacts or
attributes:

*  Lookup Definition

If the lookup definition contains the old lookup definition details, then you must
modify it to provide the new cloned lookup definition names. If the Code Key and
Decode values are referring the base connector attribute references, then replace
these with new cloned attributes.

e Scheduled Task

You must replace the base connector resource object name in the scheduled task
with the cloned resource object name. If the scheduled task parameter has any
data referring to the base connector artifacts or attributes, then these must be
replaced with the new cloned connector artifacts or attributes.
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Child Table

You must reassign the adapter and add a new literal value to the childTableName
variable of a child table after cloning the connector.

To update a child table, such as Distribution Group Insert and Distribution Group
Update process tasks of the Exchange connector:

1. Log in to Design Console.

2. Open the process task and click Integrations tab.

3. Click Remove to unassign the adapter to the process task.

4. Click Add to assign the same adapter to the process task.

5. Assign a new literal value to the childTableName variable.

6. Map the other adapter variables as per the previous mappings.
Localization Properties

You must update the resource bundle of a user locale with new names of the
process form attributes for proper translations after cloning the connector. You can
modify the properties file of your locale in the resources directory of the connector
bundle.

For example, the process form attributes are referenced in the Japanese
properties file, Exchange_ja.properties, as gl obal . udf . UD_EXCHANGE ALI ASNAME.
During cloning, if you change the process form name from UD_EXCHANGE

to UD_EXCHANGL, then you must update the process form attributes to

gl obal . udf . UD_EXCHANGL_AL| ASNAME.
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You can use the connector for performing reconciliation and provisioning operations
after configuring it to meet your requirements.
This chapter contains the following sections:

e Guidelines on Using the Connector

e Scheduled Tasks for Lookup Field Synchronization

e Configuring Reconciliation

e Configuring Scheduled Tasks

e Configuring Provisioning in Oracle Identity Manager Release 11.1.1
e Configuring Provisioning in Oracle Identity Manager Release 11.1.2

e Configuring Action Scripts

3.1 Guidelines on Using the Connector

These are the guidelines that you must apply while using the connector for
reconciliation and provisioning operations.

*  Guidelines on Configuring Reconciliation

* Guidelines on Performing Provisioning Operations

3.1.1 Guidelines on Configuring Reconciliation

Apply these guidelines while configuring reconciliation.

- Before a target resource reconciliation run is performed, lookup definitions must be
synchronized with the lookup fields of the target system. In other words, scheduled
tasks for lookup field synchronization must be run before user reconciliation runs.

If you are using Oracle Identity Manager 11.1.2.x or later, then you must also run
the Entitlement List and Catalog Synchronization Job scheduled jobs.

»  The scheduled task for user reconciliation must be run before the scheduled task
for reconciliation of deleted user data.

3.1.2 Guidelines on Performing Provisioning Operations

Apply these guidelines while performing provisioning operations.

- Before performing provisioning operations, you must reconcile all lookup
definitions.

- Before provisioning Exchange User, you must provision AD User.

e If you select the user type as UserMailbox, then the Database field on the process
form is mandatory. If you select the user type as MailUser, then External E-mail
Address field on the process form is mandatory.
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»  Specifying multibyte values for fields

Some Asian languages use multibyte character sets. If the character limit for fields
on the target system is specified in bytes, then the number of Asian-language
characters that you can enter in a particular field may be less than the number of
English-language characters that you can enter in the same field. The following
example illustrates this point:

Suppose you can enter 50 characters of English in the Display Name field of
the target system. If you have configured the target system for the Japanese
language, then you would not be able to enter more than 25 characters in the
same field.

»  The character length of target system fields must be taken into account when
specifying values for the corresponding Oracle Identity Manager fields

During a provisioning operation, you must keep the lengths of target system fields
in mind while entering values for Oracle Identity Manager process form fields. The
character limit specified for some process form fields may be more than that of the
corresponding target system field.

uled Tasks for Lookup Field Synchronization

Scheduled tasks for lookup field synchronization fetch the most recent values from
specific fields in the target system to lookup definitions in Oracle Identity Manager.
These lookup definitions are used as an input source for lookup fields in Oracle
Identity Manager.

The following are the scheduled tasks for lookup field synchronization:

" Note:

The procedure to configure these scheduled tasks is described later in the
guide.

» Exchange User Distribution Group Lookup Reconciliation

This scheduled task fetches all mail-enabled universal distribution groups present
in the forest into the Lookup.Exchange.DistributionGroups lookup definition.

» Exchange User Mailbox Database Group Lookup Reconciliation

This scheduled task is used to synchronize mailbox database lookup fields in
Oracle Identity Manager with mailbox databases in the target system.

Table 3-1 describes the attributes of both scheduled tasks.

Table 3-1 Attributes of the Scheduled Tasks for Lookup Field Synchronization

Attribute

Description

Code Key Attribute

Name of the connector or target system attribute that is used to populate the Code Key
column of the lookup definition (specified as the value of the Lookup Name attribute).

Default value: __ NAME
Note: Do not change the value of this attribute.

ORACLE
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Table 3-1 (Cont.) Attributes of the Scheduled Tasks for Lookup Field Synchronization

Attribute

Description

Decode Attribute

Name of the connector or target system attribute that is used to populate the Decode
column of the lookup definition (specified as the value of the Lookup Name attribute).

Default value: __ NAME
Note: Do not change the value of this attribute.

IT Resource Name

Name of the IT resource for the target system installation from which you want to reconcile
records.

Default value: Exchange | T Resource

Lookup Name

Name of the lookup definition in Oracle Identity Manager that must be populated with
values fetched from the target system.

Depending on the scheduled task you are using, the default values are as follows:
e For Exchange User Distribution Group Lookup Reconciliation:
Lookup. Exchange. Di st ri buti onG oups
«  For Exchange User Mailbox Database Group Lookup Reconciliation:
Lookup. Exchange. Mai | boxDat abase

Object Type

Name of the type of object you want to reconcile.
Depending on the scheduled task you are using, the default values are as follows:
e For Exchange User Distribution Group Lookup Reconciliation:
__DI STRI BUTI ONGROUP__
«  For Exchange User Mailbox Database Group Lookup Reconciliation:
__MAI LBOXDATABASE

Resource Object
Name

Name of the resource object for the target system installation from which you want to
reconcile records.

Default value: Exchange User

3.3 Configuring Reconciliation

When you run the Connector Installer, scheduled tasks for user reconciliation are
automatically created in Oracle Identity Manager. Configuring reconciliation involves
providing values for the attributes of these scheduled tasks.

The following sections provide information about the attributes of the scheduled tasks:

Performing Full Reconciliation and Incremental Reconciliation
Limited Reconciliation By Using Filters

Reconciliation Scheduled Tasks

3.3.1 Performing Full Reconciliation and Incremental Reconciliation

Full reconciliation involves reconciling all existing user records from the target system
into Oracle Identity Manager. After you deploy the connector, you must first perform
full reconciliation. In addition, you can switch from incremental reconciliation to

ORACLE
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full reconciliation whenever you want to ensure that all target system records are
reconciled in Oracle Identity Manager.

You can perform a full and incremental reconciliation against a single domain by
providing a value for the DomainController parameter of the scheduled task. If the
DomainController parameter is blank, reconciliation is performed against a forest.

To perform a full reconciliation run, ensure that no values are specified for the following
attributes of the scheduled tasks for reconciling user records:

e Filter
¢ Incremental Recon Attribute

e Latest Token

3.3.2 Limited Reconciliation By Using Filters

You can perform limited reconciliation by creating filters for the reconciliation module.
This connector provides a Filter attribute (a scheduled task attribute) that allows you to
use Exchange resource attributes to filter the target system records.

Table 3-2 lists the filter syntax that you can use and the corresponding description and
sample values.

" Note:

Filters with wildcard characters are not supported.

Table 3-2 Keywords and Syntax for the Filter Attribute

Filter Syntax

Description

String Filters

startsWith('ATTRIBUTE_NAME','PREFIX') Records whose attribute value starts with the specified prefix are

reconciled.
Example: start sWth(' Di spl ayNane', "' John')

In this example, all records whose display hame begins with ‘John'
are reconciled.

endsWith(ATTRIBUTE_NAME','SUFFIX") Records whose attribute value ends with the specified suffix are

reconciled.
Example: endsW t h(' Di spl ayNane' , ' Doe' )

In this example, all records whose display name ends with 'Doe' are
reconciled.

contains('ATTRIBUTE_NAME','STRING') Records where the specified string is contained in the attribute's

value are reconciled.
Example: contai ns(' Di spl ayNane'," Snith")

In this example, all records whose display name contains 'Smith'
are reconciled.

Equality and Inequality Filters

ORACLE
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Table 3-2 (Cont.) Keywords and Syntax for the Filter Attribute
]

Filter Syntax

Description

equalTo(ATTRIBUTE_NAME','VALUE")

Records whose attribute value is equal to the value specified in the
syntax are reconciled.

Example: equal To(' Di spl ayName' , ' Sal es Organi zation')

In this example, all records whose display name is Sales
Organization are reconciled.

greaterThan(ATTRIBUTE_NAME','VALUE')

Records whose attribute value (string or numeric) is greater than (in
lexicographical or numerical order) the value specified in the syntax
are reconciled.

Example: gr eat er Than(' Di spl ayNane', ' bob')
In this example, all records whose display name is present after

the common name 'bob’ in the lexicographical order (or alphabetical
order) are reconciled.

greaterThanOrEqualTo('ATTRIBUTE_NAME!,
'VALUE")

Records whose attribute value (string or number) is lexographically
or numerically greater than or equal to the value specified in the
syntax are reconciled.

Example: gr eat er ThanOr Equal To(' Di spl ayNane',' S')

In this example, all records whose display name is equal to 'S' or
greater than 'S' in lexicographical order are reconciled.

lessThan('ATTRIBUTE_NAME','VALUE')

Records whose attribute value (string or numeric) is less than (in
lexicographical or numerical order) the value specified in the syntax
are reconciled.

Example: | essThan(' Di spl ayNane'," Snith")
In this example, all records whose display name is present after the

last name 'Smith' in the lexicographical order (or alphabetical order)
are reconciled.

lessThanOrEqualTo( ATTRIBUTE_NAME','VA
LUE')

Records whose attribute value (string or numeric) is lexographically
or numerically less than or equal to the value specified in the syntax
are reconciled.

Example: | essThanOr Equal To(' Di spl ayNane'," A')

In this example, all records whose display name is equal to 'A' or
less than 'A" in lexicographical order are reconciled.

Complex Filters

<FILTER1> & <FILTER2>

Records that satisfy conditions in both filterl and filter2 are
reconciled. In this syntax, the logical operator & (ampersand
symbol) is used to combine both filters.

Example: startsWth(' Di spl ayNane', 'John') &
endsWth(' Di spl ayNane', 'Doe')

In this example, all records whose display name starts with John
and ends with Doe are reconciled.

<FILTER1> | <FILTER2>

Records that satisfy either the condition in filterl or filter2 are
reconciled. In this syntax, the logical operator | (vertical bar) is used
to combine both filters.

Example: cont ai ns(' Di spl ayNanme', 'Andy') |

cont ai ns(' Di spl ayNane', 'Brown')

In this example, all records that contain 'Andy" in the display name
attribute or records that contain 'Brown' in the display name are
reconciled.

ORACLE
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Table 3-2 (Cont.) Keywords and Syntax for the Filter Attribute
]

Filter Syntax

Description

not(<FILTER>)

Records that do not satisfy the given filter condition are reconciled.
Example: not (cont ai ns(' Di spl ayNane', ' Mark'))

In this example, all records that does not contain the display name
‘Mark' are reconciled.

The following attributes are supported in the filters:

e ArchiveQuota

e ProhibitSendQuota

e ArchiveWarningQuota

+ Database

e IssueWarningQuota

e ProhibitSendQuota

e ProhibitSendReceiveQuota
e UseDatabaseQuotaDefaults
* ExternalEmailAddress

e DisplayName

e SimpleDisplayName

e EmailAddressPolicyEnabled
* HiddenFromAddressListsEnabled
* MaxSendSize

* MaxReceiveSize

*  Name

* Alias

e PrimarySmtpAddress

* RecipientLimits

* RecipientType

*  WhenChanged

e CustomAttributel, CustomAttribute2, and so on up to CustomAttributel15

3.3.3 Reconciliation Scheduled Tasks

ORACLE

When you run the Connector Installer, reconciliation scheduled tasks are automatically
created in Oracle Identity Manager.

The Microsoft Exchange connector provides the following scheduled tasks for
reconciliation:
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¢ See Also:

Scheduled Tasks for Lookup Field Synchronization for information about the
Exchange User Distribution Group Lookup Reconciliation and the Exchange
User Mailbox Database Group Lookup Reconciliation scheduled tasks

e Exchange Target Resource User Reconciliation
e Exchange Target Resource Delete User Reconciliation

e Exchange Leave Of Absence Update Task

3.3.3.1 Exchange Target Resource User Reconciliation

The Exchange Target Resource User Reconciliation scheduled task is used to
reconcile data from active mailboxes and mail users. Table 3-3 lists the attributes of
this scheduled task.

Table 3-3 Attributes of the Exchange Target Resource User Reconciliation Scheduled Task

|
Attribute Description

Database Specifies distinguished name of the database.

Note: Distinguished name of the database is available in the
Lookup.Exchange.MailboxDatabase lookup definition.

DomainController This attribute indicates if you want to reconcile from a particular
domain. If no domain controller is provided, then a reconciliation run
fetches users from all the domains in the forest.

By default, this value is blank.

Filter Expression for filtering records that must be reconciled by the
scheduled task. See Table 3-2 for the syntax.

Default value: None
For example, if you set the equal To("' Di spl ayNane', ' j ohn")
filter, only the records with Di spl ayNane = j ohn will be reconciled.

Incremental Recon Attribute Name of the target system attribute that holds last update-related
number, non-decreasing value. For example, nuneri ¢ or strings.

The value in this attribute is used during incremental reconciliation to
determine the newest or most youngest record reconciled from the
target system.

Default value: Last Modi fi ed
Note: Do not change the value of this attribute.

IT Resource Name Name of the IT resource instance that the connector must use to
reconcile data.

Default value: Exchange | T Resource

Latest Token Time stamp at which the last reconciliation run started.

Note: Do not enter a value for this attribute. The reconciliation engine
automatically enters a value in this attribute.

Object Type Type of object you want to reconcile.
Default value: User
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Table 3-3 (Cont.) Attributes of the Exchange Target Resource User Reconciliation Scheduled

Task

Attribute

Description

OrganizationalUnit

Specifies the distinguished name of the OU from which you want to
reconcile mailboxes.

Resource Object Name

Name of the resource object against which reconciliation runs must
be performed.

Default value: Exchange User

Note: For the resource object shipped with this connector, you must
not change the value of this attribute. However, if you create a copy

of the resource object, then you can enter the unique name for that

resource object as the value of this attribute.

Scheduled Task Name

Name of the scheduled task.

Default value: Exchange Target Resource User
Reconci liation

Note: For the scheduled task shipped with this connector, you must
not change the value of this attribute. However, if you create a copy of
the task, then you can enter the unique name for that scheduled task
as the value of this attribute.

ORACLE

If there are large number of mailboxes on the target system, it is recommended
that you specify values for the following parameters to improve performance of the

connector:

Database
DomainController

OrganizationalUnit

# Note:

When an Exchange user is disabled from Oracle Identity Manager, the

Max Incoming Size and Max Outgoing Size parameters of the mailbox

are set to zero in the target system as Exchange does not support enable/
disable operations. Similarly, during reconciliation when the Exchange user's
MaxSendSize and MaxReceiveSize parameters are set to zero in the target
system, the status in Oracle Identity Manager account can be configured to

be disabled.

To achieve this behavior during reconciliation:

1.
2.

In the Design Console, under Administration, click Lookup Definition.
Add the following entries in Lookup.Exchange.UM.ReconTransformation:

Code Key: St at us

oracl e.iam connect ors. exchange. ext ensi on. St at usReconTr ansf or ne
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3.3.3.2 Exchange Target Resource Delete User Reconciliation

The Exchange Target Resource Delete User Reconciliation scheduled task is used to

reconcile data about deleted mailboxes and mail users. Table 3-4 lists the attributes of

this scheduled task.

Table 3-4 Attributes of the Exchange Target Resource Delete User Reconciliation Scheduled

Task

Attribute

Description

IT Resource Name

Name of the IT resource instance that the connector must use to
reconcile data.

Default value: Exchange | T Resource

Object Type

This attribute holds the type of object you want to reconcile.
Default value: User

Resource Object N

ame Name of the resource object against which reconciliation runs must
be performed.

Default value: Exchange User

Note: For the resource object shipped with this connector, you must
not change the value of this attribute. However, if you create a copy
of the resource object, then you can enter the unique name for that
resource object as the value of this attribute.

3.3.3.3 Exchange Leave Of Absence Update Task

3.4 Config

ORACLE

The Exchange Leave Of Absence Update Task sets the
HiddenFromAddressListsEnabled attribute on Microsoft Exchange for a user.

To run this task, you must specify the name of the resource object against which
reconciliation runs must be performed.

This task runs only if the Leave Start Date and Leave End Date values are provided on
the process form. For example, if the date falls between the Leave Start Date and the
Leave End Date, then this task runs and sets the HiddenFromAddressListsEnabled
attribute on Microsoft Exchange for that user. Otherwise, this task resets the
HiddenFromAddressListsEnabled attribute for that user.

uring Scheduled Tasks

Configure scheduled jobs to perform reconciliation runs that check for new information
on your target system periodically and replicates the data in Oracle Identity Manager.

You can apply this procedure to configure the scheduled jobs for lookup field
synchronization and reconciliation.

To configure a scheduled task:

1. Log in to the Administrative and User Console.

2. On the Welcome to Oracle Identity Manager Self Service page, click Advanced in
the upper-right corner of the page.

3. Search for and open the scheduled task as follows:
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a. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the System Management region, click Search Scheduled Jobs.

b. On the left pane, in the Search field, enter the name of the scheduled task as
the search criterion. Alternatively, you can click Advanced Search and specify
the search criterion.

c. Inthe search results table on the left pane, click the scheduled task in the Job
Name column.

4. Modify the details of the scheduled task. To do so:
a. On the Job Details tab, you can modify the following parameters:

* Retries: Enter an integer value in this field. This number represents the
number of times the scheduler tries to start the task before assigning the
Stopped status to the task.

* Schedule Type: Depending on the frequency at which you want the task
to run, select the appropriate schedule type.

" See Also:

See Creating Jobs in Oracle Fusion Middleware Administering
Oracle Identity Manager for detailed information about schedule

types.

In addition to modifying the task details, you can enable or disable a task.

5. Specify values for the attributes of the scheduled task. To do so:

¢ Note:

e Attribute values are predefined in the connector XML file that you
import. Specify values only for those attributes that you want to
change.

e Values (either default or user-defined) must be assigned to all
the attributes. If even a single attribute value is left empty, then
reconciliation is not performed.

e Reconciliation can be run in partial mode or in custom mode
depending on values configured for the Fi | t er scheduled task
attribute.

* Onthe Job Details tab, in the Parameters region, specify values for the
attributes of the scheduled task.

6. After specifying the attributes, click Apply to save the changes.
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< Note:

Depending on the Oracle Identity Manager release that you are using,
you can use the Scheduler Status page in the Administrative and
User Console or Identity System Administration to either start, stop, or
reinitialize the scheduler.

3.5 Configuring Provisioning in Oracle Identity Manager
Release 11.1.1

Provisioning involves creating or modifying mailbox data on the target system through
Oracle Identity Manager.

This section discusses the following topics:

e Using the Connector for Provisioning
e Performing Provisioning Operations

e Switching Between Request-Based Provisioning and Direct Provisioning .

3.5.1 Using the Connector for Provisioning

Apply this guideline when you start using the connector for provisioning operations.

Before you provision the Microsoft Exchange resource object to a user, ensure that the
user has an account in Microsoft Active Directory. If the user does not have a Microsoft
Active Directory account, then the provisioning operation fails.

To create a Microsoft Active Directory account for the user, you can provision the
Microsoft Active Directory resource object to the user in Oracle Identity Manager.

" Note:

Mail redirection function can be set during Microsoft Active Directory
provisioning. If mail redirection is set, then there is no need to provision
Microsoft Exchange resource object.

3.5.2 Performing Provisioning Operations

ORACLE

Provisioning a resource for an OIM User involves using Oracle Identity Manager to
create a Microsoft Exchange account for the user.

When you install the connector on Oracle Identity Manager, the direct provisioning
feature is automatically enabled. This means that the process form is enabled when
you install the connector.

If you have configured the connector for request-based provisioning, then the process
form is suppressed and the object form is displayed. In other words, direct provisioning
is disabled when you configure the connector for request-based provisioning. If you
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want to revert to direct provisioning, then perform the steps described in Switching
Between Request-Based Provisioning and Direct Provisioning .

The following are types of provisioning operations:
e Direct provisioning

e Request-based provisioning

e Provisioning triggered by policy changes

This section discusses the following topics:

» Direct Provisioning

* Request-Based Provisioning

3.5.2.1 Direct Provisioning

ORACLE

To provision a resource by using the direct provisioning approach:

¢ Note:

Before you provision a Microsoft Exchange resource, ensure that a Microsoft
Active Directory resource is already provisioned.

If the Allow Multiple check box of the resource object is selected, then you
can provision more than one mailbox for an OIM User. However, the target
system supports only one mailbox for each user.

1. Log in to the Administrative and User Console.

2. On the Welcome to Identity Administration page, from the Users region, click
Create User.

3. Onthe Create User page, enter values for the OIM User fields, and then click
Save.

4. If you want to provision a Microsoft Exchange mailbox to an existing OIM User,
then:

a. On the Welcome to Identity Administration page, search for the OIM User by
selecting Users from the list on the left pane.

b. From the list of users displayed in the search results, select the OIM User. The
user details page is displayed on the right pane.

5. On the user details page, click the Resources tab.

6. From the Action menu, select Add Resource. Alternatively, you can click the add
resource icon with the plus (+) sign. The Provision Resource to User page is
displayed in a new window.

7. Onthe Step 1: Select a Resource page, select Exchange from the list, and then
click Continue.

8. On the Step 2: Verify Resource Selection page, click Continue.

9. On the Step 5: Provide Process Data page, enter the details of the mailbox that
you want to create on the target system and then click Continue.
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10. On the Step 6: Verify Process Data page, verify the data that you have provided
and then click Continue.

11. Close the window displaying the "Provisioning has been initiated" message.

12. On the Resources tab, click Refresh to view the newly provisioned resource.

3.5.2.2 Request-Based Provisioning

A request-based provisioning operation involves both end users and approvers.
Typically, these approvers are in the management chain of the requesters. The
following sections discuss the steps to be performed by end users and approvers
during a request-based provisioning operation:

" Note:

The procedures described in these sections are built on an example in which
the end user raises or creates a request for provisioning a target system
account. This request is then approved by the approver.

* End User's Role in Request-Based Provisioning

» Approver's Role in Request-Based Provisioning

3.5.2.2.1 End User's Role in Request-Based Provisioning

ORACLE

The following steps are performed by the end user in a request-based provisioning
operation:

1. Log in to the Administrative and User Console.
2.  On the Welcome page, click Advanced in the upper-right corner of the page.

3. On the Welcome to Identity Administration page, click the Administration tab, and
then click the Requests tab.

4. From the Actions menu on the left pane, select Create Request.
The Select Request Template page is displayed.
5. From the Request Template list, select Provision Resource and click Next.

6. On the Select Users page, specify a search criterion in the fields to search for the
user that you want to provision the resource, and then click Search. A list of users
that match the search criterion you specify is displayed in the Available Users list.

7. From the Available Users list, select the user to whom you want to provision the
account..

If you want to create a provisioning request for more than one user, then from the
Available Users list, select users to whom you want to provision the account.

8. Click Move or Move All to include your selection in the Selected Users list, and
then click Next.

9. On the Select Resources page, click the arrow button next to the Resource Name
field to display the list of all available resources.
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From the Available Resources list, select Exchange, move it to the Selected
Resources list, and then click Next.

On the Resource Details page, enter details of the account that must be created
on the target system, and then click Next.

On the Justification page, you can specify values for the following fields, and then
click Finish.

« Effective Date
e Justification

On the resulting page, a message confirming that your request has been sent
successfully is displayed along with the Request ID.

If you click the request ID, then the Request Details page is displayed.

To view details of the approval, on the Request Details page, click the Request
History tab.

3.5.2.2.2 Approver's Role in Request-Based Provisioning

The following are steps performed by the approver in a request-based provisioning

operation:

1. Log in to the Administrative and User Console.

2.  On the Welcome page, click Self-Service in the upper-right corner of the page.
3. On the Welcome to Identity Manager Self Service page, click the Tasks tab.

4. On the Approvals tab, in the first section, you can specify a search criterion for

request task that is assigned to you.

From the search results table, select the row containing the request you want to
approve, and then click Approve Task.

A message confirming that the task was approved is displayed.

3.5.3 Switching Between Request-Based Provisioning and Direct

Provisioning

If you have configured the connector for request-based provisioning, you can always
switch to direct provisioning. Similarly, you can always switch back to request-based
provisioning any time.

This section discusses the following topics:

ORACLE

Switching From Request-Based Provisioning to Direct Provisioning

Switching From Direct Provisioning to Request-Based Provisioning

3-14



Chapter 3
Configuring Provisioning in Oracle Identity Manager Release 11.1.1

3.5.3.1 Switching From Request-Based Provisioning to Direct Provisioning

4

Note:

It is assumed that you have performed the procedure described in
Configuring Oracle Identity Manager for Request-Based Provisioning.

If you want to switch from request-based provisioning to direct provisioning, then:

1.
2.

3.

Log in to the Design Console.

Disable the Auto Save Form feature as follows:

a.
b.
c.

d.

Expand Process Management, and then double-click Process Definition.
Search for and open the Exchange process definition.
Deselect the Auto Save Form check box.

Click the Save icon.

If the Self Request Allowed feature is enabled, then:

a.
b.
c.

d.

Expand Resource Management, and then double-click Resource Objects.
Search for and open the Exchange resource object.
Deselect the Self Request Allowed check box.

Click the Save icon.

3.5.3.2 Switching From Direct Provisioning to Request-Based Provisioning

If you want to switch from direct provisioning back to request-based provisioning, then:

1.
2.

ORACLE

Log in to the Design Console.

Enable the Auto Save Form feature as follows:

a.
b.
c.

d.

Expand Process Management, and then double-click Process Definition.
Search for and open the Exchange process definition.
Select the Auto Save Form check box.

Click the Save icon.

If you want to enable end users to raise requests for themselves, then:

a.
b.

0

Expand Resource Management, and then double-click Resource Objects.
Search for and open the Exchange resource object.
Select the Self Request Allowed check box.

Click the Save icon.
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3.6 Configuring Provisioning in Oracle Identity Manager
Release 11.1.2

You can configure provisioning in Oracle Identity Manager release 11.1.2 by using the
Oracle ldentity Administrative and User console.

To configure provisioning operations in Oracle Identity Manager release 11.1.2.x:

" Note:

The time required to complete a provisioning operation that you perform the
first time by using this connector takes longer than usual.

Log in to Oracle Identity Administrative and User console.

Create a user. See Creating a User in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for more information about creating a
user.

On the Account tab, click Request Accounts.

In the Catalog page, search for and add to cart the application instance, and then
click Checkout.

Specify values for fields in the application form and then click Ready to Submit.
Click Submit.

If you want to provision a Microsoft Exchange mailbox to an existing OIM User,
then:

On the Users page, search for the required user.

a
b. On the user details page, click Accounts.

0

Click the Request Accounts button.

d. Search for the Exchange application instance in the catalog search box and
select it.

e. Click Add to Cart.
f. Click Checkout.

g. Specify values for fields in the application form and then click Ready to
Submit.

h. Click Submit.

3.7 Configuring Action Scripts

ORACLE

Actions are scripts that you can configure to run before or after any provisioning
operation. For example, you can run custom PowerShell scripts before or after
creating, updating, or deleting a mailbox.

The following are topics pertaining to action scripts:
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»  About Configuring Action Scripts.

*  Running a Custom PowerShell Script.

3.7.1 About Configuring Action Scripts

This is a summary of the procedure to configure action scripts:

» On the computer hosting the connector server, create the custom PowerShell
script in a directory. This script should be self-sufficient, that is, it should be able
to create, maintain, and delete sessions with the target Exchange server and
complete all actions against it.

» Onthe computer hosting Oracle Identity Manager, create a batch (.bat) file. This
batch file runs on the computer hosting the connector server, which in turn calls
custom PowerShell script available on the connector server host computer. Even
if Oracle Identity Manager is installed on a UNIX-based computer, create a batch
file.

The batch file runs custom PowerShell script using the Powershell.exe program.
For more information on Powershell.exe, see http://technet. ni crosoft. com
en-us/|ibrary/ hh847736. aspx.

e Open Oracle Identity Manager Design Console and add the following entries to
the Lookup.Exchange.UM.Configuration lookup definition. The entries specified in
italics are generic, which need actual entries based on when the scripts need to be
run.

Code Key Decode

TIMING Action Language Shell
Note: Do not change this value.

TIMING Action File Enter full path to the batch file on the computer hosting Oracle
Identity Manager.
TIMING Action Target Resource

Note: Do not change this value.

Based on when the script needs to run, you can update actual entry for TIMING Action
in the preceding table as per the following table:

When the Script Needs to Run Actual value for TIMING Action
Before the create operation Before Create Action

After the create operation After Create Action

Before the update operation Before Update Action

After the update operation After Update Action

Before the delete operation Before Delete Action

After the delete operation After Delete Action

During various operations, there is a difference in terms of what data is available:

» During create operations, all attributes part of the process form are available to the
script.
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During update operations, only the attribute that is being updated is available to
the script.

If other attributes are also required, then a new adapter

calling | CProvi si oni ngManager # updat eAttributeVal ues(String object Type,
String[] |abels) should be created and used. During adapter mapping in
process task, add the form field labels of the dependent attributes.

During delete operations, only the U D __ (GUID) attribute is available to the
script.

3.7.2 Running a Custom PowerShell Script

As an example, this procedure describes the steps to run a custom PowerShell script
after a create operation.

1.
2.

8.

ORACLE

Log in to the Design Console.

Search for and open the Lookup.Exchange.UM.Configuration lookup definition.
Add the following new values:

e Code Key: After Create Action File

- Decode: Enter the full path of batch file that invokes the script (Oracle Identity
Manager must be able to access this file).

e Example: / hone/ Scri pt s/ Cust onCr eat eScri pt . bat

Add the following new values:

« Code Key: After Create Action Language

» Decode: Enter the scripting language of the script you want to run
* Example: Shel | (do not modify this value)

Add the following new values:

e Code Key: After Create Action Target

» Decode: Resource (do not modify this value)

Save the lookup definition.

On the computer running Oracle Identity Manager, create the lhome/Scripts/
CustomCreateScript.bat file with the following content:

Powershel | .exe -File C\PSScript\CustonCreateScript.psl %Alias% -
Si npl eDi spl ayNane %Di spl ayName%
Exit

" Note:

The parameters in the process form are available to the batch file and
hence to the script. To include additional parameters, you can specify
the entries in the Decode column of the provisioning attribute map
(Lookup.Exchange.UM.ProvAttrMap).

Log in to the computer running the connector server and create the
C:\PSScript\CustomCreateScript.ps1 file with the following content:
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< Note:

Before running this script using the connector or Oracle Identity
Manager, verify the following on the computer running the connector
server:

e Connect manually to Exchange server with the values specified in
the script using the PowerShell window without any issues.

* Run the Set - Mai | box command against any existing mailbox and
verify if it runs without any issues.

e From a command prompt, navigate to the directory containing the
batch file. Then, run the batch file with appropriate parameters and
ensure that the PowerShell script runs on Exchange server without
any issues.

If there are any issues, update the batch file or the script appropriately.

Provide appropriate values for username, password, and Exchange
server in the following sample script. In the following script:

e Update the value of $pw variable with the actual password. The value
V| conel is specified as a sample value.

» Update the value of $cr ed variable with the actual username. The
value Connect or sel\ oi m exch_servi ce has been specified as a
sample value.

* Update the value of $Sessi on variable with the actual Exchange
server. The value htt p: // exanpl e. conf Power Shel | / has been
specified as a sample value.

<#
. SYNOPSI S
Updat es a mai |l box property

. DESCRI PTI ON

This script assunmes the first paraneter as the identity value, second
paramater as a the property name to be updated and thrid paraneter as the
new
val ue.
. NOTES

File Name : CustonCreateScript.psl

#>

#Accept paraneters
$ldentity = $args[0]

$Par anet er Nane = $args[ 1]
$Par anet er Val ue = $ar gs[ 2]

#Remove "[" and "]"
$ldentity = $ldentity.Replace("[","")
$ldentity = $ldentity.Replace("]","")

#Replace "[" with "-" and renmove "]"
$Par anet er Name = $Par anet er Name. Repl ace("[","-")
$Par amet er Name = $Par anet er Nane. Repl ace("]","")
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#Remove "[" and "]"
$Par amet er Val ue = $Par anet er Val ue. Repl ace("[","")
$Par armet er Val ue = $Par anet er Val ue. Repl ace("]","")

#Creat e password
$pw = convertto-securestring -AsPl ai nText -Force -String Wl conmel

#Create credential
$cred = new obj ect -typenane System Managenent. Aut omati on. PSCredential -
argument | i st " Connect or sel\ oi m exch_servi ce", $pw

#Create session

$Sessi on = New PSSession - Configurati onNanme M crosoft. Exchange -
ConnectionUi http://exanmpl e.com Power Shel |/ - Authentication Kerberos -
Credential $cred

#l nport session
| nport - PSSessi on $sessi on

#Create command variabl e
$Comand = "Set-Mail box -Identity $ldentity $ParaneterName $Par aret er Val ue”

#Just to check if proper command is created, dump it to a file.
$Conmand >> "c:\ comand. t xt"

#lnvoke it
I nvoke- Expr essi on $Command

#Renpbve session
Renove- PSSessi on - Sessi on $Sessi on

This script runs after every create operation. It updates the SimpleDisplayName
property of the newly created mailbox with its DisplayName property value.
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Extending the Functionality of the
Connector

You can extend the functionality of the connector to address your specific business
requirements.

" Note:

From Oracle Identity Manager Release 11.1.2 onward, lookup queries

are not supported. See Managing Lookups in Oracle Fusion Middleware
Administering Oracle Identity Manager for information about managing
lookups by using the Form Designer in the Oracle Identity Manager System
Administration console.

This chapter contains the following sections:

e Adding New Fields for Target Resource Reconciliation

e Adding New Multivalued Fields for Target Resource Reconciliation

e Adding New Fields for Provisioning

e Adding New Multivalued Fields for Provisioning

e Configuring Validation of Data During Reconciliation and Provisioning

e Configuring Transformation of Data During User Reconciliation

4.1 Adding New Fields for Target Resource Reconciliation

By default, a few fields are mapped for reconciliation between Oracle Identity Manager
and the target system. If required, you can map additional fields for reconciliation.

# Note:

This section describes an optional procedure. Perform this procedure only if
you want to add new single-valued fields for target resource reconciliation.
Table C-1 lists the single-valued fields supported by Microsoft Exchange.

To add a new single-valued field for target resource reconciliation:

1. Log in to the Oracle Identity Manager Design Console.
2. Create a new version of the process form as follows:

a. Expand Development Tools.
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Double-click Form Designer.
Search for and open the UD_EXCHANGE process form.
Click Create New Version.

On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

3. Add the new field on the process form as follows:

a.

Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the CustomAttributel field, enter
UD EXCHANGE CUSTOML in the Name field and then enter the rest of the details
of this field.

Click Save.
To activate the newly created form, click Make Version Active.

Figure 4-1 is a sample screenshot of the new version of process form.

Figure 4-1 Adding a New Version of Process Form
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4. Add the new field to the list of reconciliation fields in the resource object as follows:

o

Expand Resource Management.

Double-click Resource Objects.

Search for and open the Exchange User resource object.

On the Object Reconciliation tab, click Add Field.

In the Add Reconciliation Field dialog box, enter the details of this field.
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For example, enter Cust omAt t ri but el in the Field Name field and select
String from the Field Type list.

Later in this procedure, you will enter the field name as the Code Key value
of the entry that you create in the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Create Reconciliation Profile.
This copies changes made to the resource object into the MDS.
Click Save.

Figure 4-2 is a sample screenshot of the newly added reconciliation field.

Figure 4-2 Adding a New Reconciliation Field
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Create a reconciliation field mapping for the new field on the process form as

follows:

a. Expand Process Management.

b. Double-click Process Definition.

c. From the Process Definition table, select and open the Exchange User
resource object.

d. Click Reconciliation Field Mappings and then click Add Field Map.
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e. Inthe Field Name field, select the value for the field that you want to add.
For example, select Cust omAt t ri but el.

f. In the Field Type field, select the type of the field that is prepopulated.

g. Double-click the Process Data Field field.

A list of process data columns is displayed. From the list, select the process
data column corresponding to the process data field.

For example, select Cust omAttributel = UD EXCHANGE CUSTOML.

Figure 4-3 is a sample screenshot of the newly added reconciliation field
mapping.

Figure 4-3 Adding a Reconciliation Field Mapping
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|:| D4 & |Database UD_E<CHAMGE_DATABAS

7 |Usze Storage Defaults UD_E<CHAMCE_DEDEFAL
O M3| "5 [Retain Deleted ftems Defa... |UD_EXCHANGE_DBRETEN, | PUOT
I:I i 2 |Retain Deleted Item s Until... |UD_EXCHANCE_DELETEDL ™ | F
CJus 1] I [+
O e | [
ChEx DDR.
Lo | OK | | Cancel |
t] Alias [5tring] = OD_EXCHANGE_ALTASFAME

Click the save icon.

Figure 4-4 is a sample screenshot of the reconciliation field mappings.
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Figure 4-4 Reconciliation Field Mappings

Process Definition

Mame [Exchange User | | Map Descriptive Field | Render Workflaw
Type [Provisioning | Defallt Process Auto Pre-populate
Object Mame  [Exchange User | [ auta save Form

Form Assignment

Table Name [UD_EXCHANGE |

Tasks Feconciliation Field Mappings rAclministrators
Reconciliation Field Mappings

Reconciliation Field Mappings for process: Exchange User
|:| Hidden From Address Lists Enabled [5tring] = UD_EXCHANCE_HIDDEMFROMADDRLIST
|:| Retain Deleted [tems For [String] = UD_EXCHAMNCGE_RETAINDELETEDITEMS
|=:| IT Resource Name [IT Resource] = UD_EXCHANGCE_SERVER
|:| Returnvalue [String] = UD_EXCHAMGE_RETURMWALUE, <KEY >
|:| User Logon Mame [5tring] = UD_E<XCHAMNGE_LOCOMMAME
|=:| Retain Deleted Items Until Backup [5tring] = UD_EXCHAMGCE_DELETEDITEMUNTILEA
t] Mailbox Size Transmit Quota [String] = UD_EXCHAMNCE_MAILEOXTRAMNSMITOUD
|:| CustomaAttributel [String] = UD_EXCHAMCE CUSTOML
|=:| Max Outgoing Message Size [String] = UD_EXCHANGE_MAXSENDSIZE
t] Email Address Palicy Enabled [String] = UD_EXCHANGE_EMAILADDRESSPOLICY
|:| Database [5tring] = UD_EXCHAMNCE_DATAEBASE
[C] Mailbox Warning Size [String] = UD_EXCHANGE_MAILBOXWARNINGCOUOT
t] Simple Display Mame [String] = UD_EXCHAMGE_SIMPLEDISPLAYMAME
|:| Use Storage Defaults [5tring] = UD_E<CHAMNCE DEDEFAULTQUOTAS
|=:| Maximum Recipients [5tring] = UD_EXCHANMCE_RECIPIEMTLIMITS
t] External Email Addreszs [String] = UD_EXCHAMNCE_EXTERMALEMAILADDR
|:| Display Mame [5tring] = UD_E<CHAMCE_DIZPLATMAME

Create an entry for the field in the lookup definition for reconciliation as follows:

a.

b.

Expand Administration.
Double-click Lookup Definition.

Search for and open the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the form field name. The Decode value must be
the attribute name on the target system.

For example, enter Custom Attribute 1 inthe Code Key field and then enter
Cust omAt t ri but el in the Decode field.

Click the save icon.

Figure 4-5 is a sample screenshot of the new entry added to the reconciliation
lookup definition.

4-5



Chapter 4
Adding New Multivalued Fields for Target Resource Reconciliation

Figure 4-5 Adding an Entry to Reconciliation Lookup

Lookup Definition

Code | pakup Exchange. UM Recandttridap
Field |
W Lookup Type 0 Field Type
Fequired D
Croup  |Exchange
] Lookup Code Infarmation |
Code Key W Decode

Distribution Croups~Distribution Grou

DistributionGroup

Add
1 |Alias Alias
Delete Z  |Archive Mailbox Size ArchiveQuota
2 |Archive Mailbox Size Warning ArchivewarningQuota
4 JCustam Attribute 1 CustomAttributel
5 |Database[LOOEUR] Database
& |Display Mame Displayhame
7
=)

Email Address Folicy Enabled

EmailtddressPolicyEnabled

9 |External Email Address

ExternalEmailtddress

10 |Hidden From Address Lists Enabled

HiddenFromAddreszListsEnabled

11 |Mailbox Size Receipt Quota

ProhibitSendReceiveQuata

12 |Mailbox Size Transmit Quota

ProhibitSendQuota

13 |Mailbox Warning Size

lssueWarningQuota

14 |Maximum Recipients

RecipientLimits

15 |Max Incoming Message Size

MaxReceiveSize

16 |Max Outgoing Message Size

Maxsendsize

17 |Message Body Format

MeszageBodyFormat

15 |Mezsage Format

MeszageFormat

14 |Primary SMTP Address

PrimarySmipAddress

20 |Recipient Type

FecipientType

21 |Retain Deleted tems Defaults

UseDatabaseRetentionDefaults

22 |Retain Deleted tems= For

RetainDeleteditemsFor

7. On the Resource Objects form, click Create Reconciliation Profile.
This copies changes made to the resource object into the MDS.

8. If you are using Oracle Identity Manager release 11.1.2.x or later, create a new
Ul form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.

4.2 Adding New Multivalued Fields for Target Resource
Reconciliation

By default, a few fields are mapped for reconciliation between Oracle Identity Manager
and the target system. If required, you can map additional fields for reconciliation.
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< Note:

This section describes an optional procedure. Perform this procedure only
if you want to add new multivalued fields for target resource reconciliation.
Table C-2 and Table C-3 list the multivalued fields supported by Microsoft
Exchange.

See Adding New Fields for Target Resource Reconciliation for sample
screenshots of some of the following steps.

If you are using Oracle Identity Manager 11.1.2, see Defining Lookup
Definition for Custom Multivalued Attributes in Oracle Identity Manager
11.1.2 for related procedure.

Adding New Multivalued Fields.
Adding Secondary Email Addresses as Multivalued Fields.

Defining Lookup Definition for Custom Multivalued Attributes in Oracle Identity
Manager 11.1.2.

4.2.1 Adding New Multivalued Fields

You can add new multivalued fields by creating new fields on the process form and
assigning child tables, adding these new fields to the resource object and creating
reconciliation field mapping. Then, create an entry for this new field in the lookup
definition for reconciliation.

ORACLE

To add a new multivalued field for target resource reconciliation:

1.
2.

Log in to the Oracle Identity Manager Design Console.
Create a new version of the process form as follows:
a. Expand Development Tools.
b. Double-click Form Designer.
c. Create a new form, for example, UD_EX_CHL.
Add the new field on the process form as follows:
a. Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the AcceptMessagesOnlyFrom field, enter
UD_EX CH1_ACCEPT in the Name field and then enter the rest of the details of
this field.

b. Click Save.

c. To activate the newly created form, click Make Version Active.

Assign UD_EX_CH1 as a child table to the UD_EXCHANGE form as follows:
a. Search for and open the UD_EXCHANGE process form.

b. Click Create New Version.
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On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

Select the new version created from the Current Version dropdown.
Click the Child Table(s) tab.

Click Assign and select the newly created (active) version of the UD_EX_ CH1
form.

Click Make Version Active.

Click the save icon.

Add the new field to the list of reconciliation fields in the resource object as follows:

a.
b.

C.

Expand Resource Management.

Double-click Resource Objects.

Search for and open the Exchange User resource object.

On the Object Reconciliation tab, click Add Field.

In the Add Reconciliation Field dialog box, enter the details of this field.

For example, enter Ml ti Val uedFor min the Field Name field and select
MultiValued Attribute from the Field Type list.

Right-click MultiValuedForm [Multivalued] and select Define Property
Fields.

Enter the details of this field.

For example, enter Accept MessagesOnl yFromin the Field Name field and
select String from the Field Type list.

Later in this procedure, you will enter the field name as the Code Key value
of the entry that you create in the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Create Reconciliation Profile.
This copies changes made to the resource object into the MDS.
Click Save.

Create a reconciliation field mapping for the new field on the process form as

follows:

a. Expand Process Management.

b. Double-click Process Definition.

c. From the Process Definition table, select and open the Exchange User
resource object.

d. Click Reconciliation Field Mappings.

e. Right-click MultiValuedForm [MultiValued] and select Edit Table Map.

f. Select Field Name and Table Name.
For example, select Mul ti Val uedFor mas Field Name and UD_EX CHL as Table
Name.

g. Right-click MultiValuedForm [MultiValued] and select Define Property Field

Map.
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Select Field Name and Process Data Field.

For example, select Accept MessagesOnl yFr omas Field Name and
UD _EX CH1_ACCEPT as Process Data Field.

Select the Key Field for Reconciliation check box.

Click the save icon.

Create an entry for the field in the lookup definition for reconciliation as follows:

a.
b.

C.

e.

Expand Administration.
Double-click Lookup Definition.

Search for and open the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the reconciliation field name as entered in the
resource object. The Decode value must be the attribute name on the target
system.

For example, enter Mul ti Val uedFor m-Accept MessagesOnl yFr omin the Code
Key field. This value indicates that AcceptMessagesOnlyFrom is a field added
to the child form represented by MultiValuedForm = UD_EX_CH1.

Then, enter Accept MessagesOnl yFr omin the Decode field.

Click the save icon.

On the Resource Objects form, click Create Reconciliation Profile.

This copies changes made to the resource object into the MDS.

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new

Ul form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.

4.2.2 Adding Secondary Email Addresses as Multivalued Fields

This is a sample procedure for adding secondary email addresses as multivalued
fields for target resource reconciliation.

ORACLE

1.
2.

Log in to Oracle Identity Manager Design Console.

Create a new version of the process form as follows:

a.
b.

C.

d.

Expand Development Tools.

Double-click Form Designer.

Create a new form by entering the following values:
Table Name: UD_EX PROXY

Description: Exchange Proxy Address

Click Save.

Add the new field on the process form as follows:

a.

b.

On the Additional Colums tab, Add.

In the newly added row, enter the details of the field.
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For example, if you are adding the ProxyAddressForm field, enter
UD_EX PROXY_ADDRESS in the Name field and then enter the following details
of this field:

Variant Type: String
Length: 129

Field Label: Proxy Address
Field Type: textField
Order: 1

Click Save.

To activate the newly created form, click Make Version Active.

Assign the UD_EX_PROXY form as a child table to the UD_EXCHANGE form as
follows:

a.
b.

C.

g.
h.

Expand Development Tools.

Double-click Form Designer.

Search for and open the UD_EXCHANGE process form.
Click Create New Version.

In the Create a new version dialog box, enter a new version in the Label field,
and then click the Save icon.

Select the new version created from the Current Version drop-down list.

On the Child Table(s) tab, click Assign and select the newly created (active)
version of the UD_EX_PROXY form.

Click Make Version Active.

Click the Save icon.

Add the new field to the list of reconciliation fields in the resource object as follows:

a.
b.

C.

Expand Resource Management.

Double-click Resource Objects.

Search for and open the Exchange User resource object.

On the Object Reconciliation tab, click Add Field.

In the Add Reconciliation Field dialog box, enter the details of this field.

Enter Ml ti Val uedFor min the Field Name field and select MultiValued
Attribute from the Field Type list.

Right-click MultiValuedForm [Multivalued] and select Define Property
Fields.

Enter the details of this field.

Enter Pr oxyAddr essFor min the Field Name field and select String from the
Field Type list.

Later in this procedure, you will enter the field name as the Code Key value
of the entry that you create in the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Create Reconciliation Profile.
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This copies changes made to the resource object into the MDS.

Click Save.

Create a reconciliation field mapping for the new field on the process form as
follows:

a.
b.

C.

Expand Process Management.
Double-click Process Definition.

From the Process Definition table, select and open the Exchange User
resource object.

Click Reconciliation Field Mappings.

Right-click MultivValuedForm [MultiValued] and select Edit Table Map.
Select Field Name and Table Name.

Select Mul ti Val uedFor mas Field Name and UD_EX PROXY as Table Name.

Right-click MultiValuedForm [MultiValued] and select Define Property Field
Map.

Select Field Name and Process Data Field.

Select Pr oxyAddr essFor mas Field Name and UD_EX PROXY_ADDRESS as
Process Data Field.

Click the save icon.

Create an entry for the field in the lookup definition for reconciliation as follows:

a.
b.

C.

e.

Expand Administration.
Double-click Lookup Definition.

Search for and open the Lookup.Exchange.UM.ReconAttrMap lookup
definition.

Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the reconciliation field name as entered in the
resource object. The Decode value must be the attribute name on the target
system.

Enter Mul ti Val uedFor m-Pr oxyAddr essFor min the Code Key field. This value
indicates that ProxyAddressForm is a field added to the child form represented
by MultiValuedForm = UD_EX_ PROXY.

Then, enter Emai | Addr esses in the Decode field.

Click the save icon.

On the Resource Objects form, click Create Reconciliation Profile.

This copies changes made to the resource object into the MDS.

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new

Ul form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.
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4.2.3 Defining Lookup Definition for Custom Multivalued Attributes in
Oracle Identity Manager 11.1.2

For every new custom multivalued attribute added in the connector on Oracle Identity
Manager release 11.1.2.x or later, you must define a lookup definition to enable the
attribute to be used as entitlements.

# Note:

If custom multivalued attributes need to be handled as entitlements, then
perform the following procedure. Otherwise, you can use child forms to
directly to specify values for these attributes.

As there are no scheduled tasks to populate values into these lookup definitions, they
need to be added manually. To do so:

1.

ORACLE

Add a custom multivalued attribute, such as AcceptMessagesOnlyFrom, as
described earlier.

Define a new lookup definition, such as Lookup.Exchange.AcceptMessages.
Then, add some values manually. For example:

Code Key: 23~CN=exch21 exch21L, QU=sanart h, DC=ext est , DC=com
Decode Key: exchbl r ~CN=exch21 exch21L, OU=samart h, DC=ext est, DC=com

In the Form Designer, while adding the new child form, select the field type as
LookupField instead of TextField.

On the new form, click the Properties tab and click Add Property.
Then, add the following values:

Property Name = Lookup Code

Property Value = "Lookup. Exchange. Accept Messages”

Click Add Property and add the following values:

Property Name = Enti t | ement

Property value =true

Run the Entitlement List and Catalog Synchronization Jobs.

You can now manage the new child form data from entitlements.

Create a new Ul form and attach it to the application instance to make this
new attribute visible. See Creating a New Ul Form and Updating an Existing
Application Instance with a New Form for the procedures.
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4.3 Adding New Fields for Provisioning

ORACLE

By default, a few fields are mapped for provisioning between Oracle Identity Manager
and the target system. If required, you can map additional fields for provisioning.

# Note:

This section describes an optional procedure. Perform this procedure only if
you want to add new single-valued fields for provisioning. Table C-1 lists the
single-valued fields supported by Microsoft Exchange.

See Adding New Fields for Target Resource Reconciliation for sample
screenshots of some of the following steps.

To add a new single-valued field for provisioning:

Log into Oracle Identity Manager Design Console.

Create a new version of the process form:

a. Expand Development Tools.

b. Double-click Form Designer.

c. Search for and open the UD_EXCHANGE process form.
d. Click Create New Version.

On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

Add the new field on the process form.

If you have added the field on the process form by performing Step 3 of "Adding
New Fields for Target Resource Reconciliation", then you need not add the field
again. If you have not added the field, then:

a. Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the CustomAttributel field, enter
UD_EXCHANGE CUSTOML in the Name field and then enter the rest of the details
of this field.

b. Click Save and then click Make Version Active.

Create an entry for the field in the lookup definition for provisioning as follows:
a. Expand Administration.

b. Double-click Lookup Definition.

c. Search for and open the Lookup.Exchange.UM.ProvAttrMap lookup
definition.

d. Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the form field name. The Decode value must be
the attribute name on the target system.
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For example, enter Custom Attribute 1 inthe Code Key field and then enter
CustomAttri but el in the Decode field.

Click the save icon.

5. Create a process task to update the new field Custom Attribute 1 as follows:

a.

b.

Expand Process Management.

Double-click Process Definition and open the Exchange User process
definition.

In the process definition, add a new task for updating the field as follows:

Click Add and enter the task name, for example, Custom Attribute 1
Updat ed, and the task description.

In the Task Properties section, select the following fields:
Conditional

Allow Multiple Instances

Click on the Save icon.

Figure 4-6 is a sample screenshot of the new process task.

Figure 4-6 Adding a New Process Task

-ocess Definition |

Mame |Exchange User | | Map Descriptive Field | Bender Woaorkflouw |
Type [Provisioning | [v] Default Process  [w] Auto Pre-populate
O T T
= Creating New Task X
Form Ass|
m; C4
Table Ha D ) |[B3]X
(Tasks | |[ Motification | Task to Ohbject Status Mapping | Assignment |
Ceneral |/ Integration |/ Task Dependency |" Fesponses |/ Undo/Eecovery
Add
- Duration
Delete Task Name [Custom attribute 1 Updated |
Days
Task Description v 4
Hours
Minutes

Task Properties

Caonditional Dizable Manual Insert D Retry Period in Minutes’:
Required for CompletiorD Allowe Cancellation while Pendin;D Retry Count ,:
Constant Duration D Allowe Multiple Instances Off-line D
Task Effect |N0 Effect | - |

Child Table |:|E| Trigger Type |:

| 22 [Reriniekt Tene ndated I [adnFxCHA MGFLIPTATELISFR [ Tvl

q i |

On the Integration tab, click Add, and then click Adapter.

Select the adpExchangeUpdateUser adapter, click Save, and then click OK
in the message that is displayed.

Figure 4-7 is a sample screenshot of the selecting the adapter for the new
process task.
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Figure 4-7 Selecting an Adapter for New Process Task

Pracess Definition
Mame |Exchange User
Typg opulate
Object Mal |z| E]
Form Ass| |
Handler Type
Table M
EalE e ) System @ Adapt...
Tasks
E Handler Mame < |/ UndojRecovery
add 55 |adpADIDCDELETEORJECT |
29 |ladpEXCHANGEUPDATELSER.
Delete 30 |adpEXCHANGELPDATECHILDTABLEYALLIES
21 |adpE<CHAMGEDISABLEUSER
32 |adpE<CHANMCGEADDCHILDTABLEWALUES —
33 |adpEXCHAMGEDELETEUSER -
34 |adpEXCHANGECREATEUSER = —
2% |adpEXCHANGEREMOWECHILDTABLEVALLIES - E

al Il [ I»
Description

Updates Exchange User Information

To map the adapter variables listed in this table, select the adapter, click Map,
and then specify values similar to values in the following table:

Variable Name Data Type Map To Qualifier Literal Value
Adapter return value Object Response code  NA NA
attrFieldName String Literal String Custom Attribute 1
itResourceFieldName String Literal String UD_EXCHANGE_SERVER
objectType String Literal String User
processinstanceKey Long Process Data Process NA

Instance

ORACLE"

Figure 4-8 is a sample screenshot of the adapter variables for the new process
task.
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Figure 4-8 Mapping Adapter Variables for New Process Task
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On the Responses tab, click Add to add the following response codes:

Code Name Description Status
ERROR Error Occurred R
UNKNOWN An unknown response was received R
SUCCESS Operation Completed C

Click the Save icon and then close the dialog box.

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new

Ul form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.
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4.4 Adding New Multivalued Fields for Provisioning

By default, a few fields are mapped for provisioning between Oracle Identity Manager
and the target system. If required, you can map additional fields for provisioning.

ORACLE

# Note:

This section describes an optional procedure. Perform this procedure only
if you want to add new multivalued fields for provisioning. Table C-2 and
Table C-3 list the multivalued fields supported by Microsoft Exchange.

See Adding New Fields for Target Resource Reconciliation and Adding New
Fields for Provisioning for sample screenshots of some of the following
steps.

If you are using Oracle Identity Manager 11.1.2, see Defining Lookup
Definition for Custom Multivalued Attributes in Oracle Identity Manager
11.1.2 for related procedure.

To add a new multivalued field for provisioning:

1. Log in to the Oracle Identity Manager Design Console.

2. Create a new version of the process form as follows:

a.
b.

C.

Expand Development Tools.
Double-click Form Designer.

Create a new form, for example, UD_EX_CHL.

3. Add the new field on the process form as follows:

a.

b.

C.

Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the AcceptMessagesOnlyFrom field, enter
UD_EX CH1_ACCEPT in the Name field and then enter the rest of the details of
this field.

Click Save.

To activate the newly created form, click Make Version Active.

4. Assign UD_EX_CHL1 as a child table to the UD_EXCHANGE form as follows:

a.

b.

Search for and open the UD_EXCHANGE process form.
Click Create New Version.

On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

Select the new version created from the Current Version dropdown.
Click the Child Table(s) tab.

Click Assign and select the newly created (active) version of the UD_EX_CH1
form.
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f. Click Make Version Active.

g. Click the save icon.

Create an entry for the field in the lookup definition for reconciliation as follows:
a. Expand Administration.

b. Double-click Lookup Definition.

c. Search for and open the Lookup.Exchange.UM.ProvAttrMap lookup
definition.

d. Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the form field name. The Decode value must be
the attribute name on the target system.

For example, enter UD_EX_CH1~Accept MessagesOnl yFr omin the Code Key
field. This value indicates that AcceptMessagesOnlyFrom is a field added to
the child form represented by UD_EX_ CHL1.

Then, enter Accept MessagesOnl yFr omin the Decode field.
e. Click the save icon.

Create process tasks to perform insert, update, and delete operations for the
newly created child form, UD_EX_CHJ1. You can create process tasks similar to
the following existing tasks:

» Distribution Group Insert

» Distribution Group Update

» Distribution Group Delete

For example, to create a process task for insert operations:
a. Expand Process Management.

b. Double-click Process Definition and open the Exchange User process
definition.

c. Inthe process definition, add a new task for updating the field as follows:

Click Add and enter the task name, for example, Accept MessagesOnl yFrom
I nsert, and the task description.

d. Inthe Task Properties section, select the following:
«  Conditional
*  Allow cancellation while Pending
*  Allow Multiple Instances
e« UD_EX_CHL1, to add the child table from the Child Table list
* Insert, to add the data from the Trigger Type list
e. On the Integration tab, click Add, and then click Adapter.

f. Select the adpEXCHANGEADDCHILDTABLEVALUES adapter, click Save,
and then click OK in the message that is displayed.

g. To map the adapter variables listed in this table, select the adapter, click Map,
and then specify values similar to values in the following table:
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Variable Name Data Type Map To Qualifier Literal Value
Adapter return value Object Response code  NA NA
childPrimaryKey Long Process Data Child Primary Exchange User Distribution
Key Group Form
childTableName String Literal String UD_EX_CH1
objectType String Literal String User
itResourceFieldName String Literal String UD_EXCHANGE_SERVER
processinstanceKey Long Process Data Process NA
Instance

h.

On the Responses tab, click Add to add the following response codes:

Code Name Description Status
CONFIGURATION_ERROR Connector configuration is wrong R
CONNECTION_FAILED Cannot connect to the resource R
CONNECTOR_EXCEPTION Child table insertion failed R
ERROR Error occurred R
OBJECT_ALREADY_EXISTS Object with the same ID already exists R
UNKNOWN An unknown response was received R
UNKNOWN_UID Object does not exist R
VALIDATION_FAILED Custom data validation failed R
SUCCESS Operation completed C

Click the Save icon and then close the dialog box.

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new

Ul form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.

The following is a sample procedure for adding secondary email addresses as
multivalued fields for provisioning:

1.
2.

ORACLE

Log in to Oracle Identity Manager Design Console.

Create a new version of the process form as follows:
a.
b.

C.

d.

Expand Development Tools.

Double-click Form Designer.

Create a new form by entering the following values:
Table Name: UD_EX_PROXY

Description: Exchange proxy addresses

Click Save.

Add the new field on the process form as follows:
On the Additional Colums tab, Add.

a.

b.

In the newly added row, enter the details of the field.
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For example, if you are adding the ProxyAddressForm field, enter
UD_EX PROXY in the Name field and then enter the following details of this
field:

Variant Type: String
Length: 129

Field Label: Proxy Address
Field Type: textField
Order: 1

Click Save.

To activate the newly created form, click Make Version Active.

4. Assign the UD_EX_PROXY form as a child table to the UD_EXCHANGE form as
follows:

a.
b.

C.

g.
h.

Expand Development Tools.

Double-click Form Designer.

Search for and open the UD_EXCHANGE process form.
Click Create New Version.

In the Create a new version dialog box, enter a new version in the Label field,
and then click the Save icon.

Select the new version created from the Current Version drop-down list.

On the Child Table(s) tab, click Assign and select the newly created (active)
version of the UD_EX_PROXY form.

Click Make Version Active.

Click the Save icon.

5. Create an entry for the field in the lookup definition for provisioning as follows:

a.
b.

C.

e.

Expand Administration.
Double-click Lookup Definition.

Search for and open the Lookup.Exchange.UM.ProvAttrMap lookup
definition.

Click Add and enter the Code Key and Decode values for the field.

The Code Key format is UD_EX_PROXY~Proxy Address. The Decode value
is taken from Table C-3 of Exchange Connector Guide.

Code Key: UD_EX PROXY~Proxy Address
Decode: Enai | Addr esses

Click the Save icon.

6. Create process tasks to perform insert, update, and delete provisioning operations
for the newly created child form, UD_EX_ PROXY as follows:

ORACLE
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< Note:

The steps in this section must be performed 3 times for the following
insert, update, and delete provisioning operations:

e Add task: Proxy Address Insert
e Add task: Proxy Address Update
e Add task: Proxy Address Delete

Expand Process Management.
Double-click Process Definition.
Search for and open the Exchange User process definition.

On the tasks tab, click Add to add the Proxy Address Insert task for an insert
provisioning operation.

A Creating New Task dialog box opens.
Click the General tab, and enter the following values:
Task Name: Proxy Address |nsert
Description: Add a new Exchange proxy address val ue
In the Task Properties section, perform the following steps:
e Select the following options:
Conditional
Allow cancellation while Pending
Allow Multiple Instances
*  From the Child Table list, select UD_EX_PROXY.
e From the Trigger Type list, select Insert.
Click Save.
On the Integration tab, click Add.
From the Handler Selection dialog box that is displayed, click Adapter.

A list of adapters which can be assigned to the process task is displayed in the
Handler Name region.

Select the adpEXCHANGEADDCHILDTABLEVALUES adapter to configure
the Proxy Address Insert provisioning operation.

Click Save.
In the message that is displayed, click OK and close the dialog box.

To map the adapter variables listed in this table, select the adapter, click Map,
and then specify values similar to values in the following table:

Variable Name Data Type Map To Qualifier Literal Value
Adapter return Object Response NA NA
value Code
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Variable Name Data Type Map To Qualifier Literal Value
childPrimaryKey Long Process Data Child primary Exchange Proxy
Key Address
childTableName String Literal String UD_EX_PROXY
objectType String Literal String User
itResourceFieldNa  String Literal String UD_EXCHANGE
me _SERVER
processinstanceKe Long Process Data Process NA
y Instance

n. On the Responses tab, click Add to add the following response codes:

< Note:

Update, and Delete process tasks.

The values specified in the following table are the same for Insert,

Code Name Description Status
CONFIGURATION_ERRO Connector configuration is wrong R
R

CONNECTION_FAILED Cannot connect to the resource R
CONNECTOR_EXCEPTI  Child table insertion failed R
ON

ERROR Error occurred R
OBJECT_ALREADY_EXI Object with the same ID already R
STS exists

UNKNOWN An unknown response was received R
UNKNOWN_UID Object does not exist R
VALIDATION_FAILED Custom data validation failed R
SUCESS Operation complete C

o. Click Save and close the Creating New Task dialog box.

p. Inthe process definition, to add the Proxy Address Update task for an
update provisioning operation, perform Steps 6.d through 6.k with the following

differences:

e While performing Step 6.d, in the Creating New Task dialog box, enter the

following values:

Task Name: Proxy Address Update

Description: Updat e an exi sting Exchange proxy address val ue

*  While performing Step 6.e, in the Task Properties section, from the Trigger

Type list, select Update instead of Insert.

e While performing Step 6.h, in the Handler Name region, select the
adpEXCHANGEUPDATECHILDTABLEVALUES adapter instead of the

adpEXCHANGEADDCHILDTABLEVALUES adapter.
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g. Inthe process definition, to add the Proxy Address Delete task for a delete
provisioning operation, perform Steps 6.d through 6.k with the following
differences:

*  While performing Step 6.d, in the Creating New Task dialog box, enter the
following values:

Task Name: Proxy Address Del ete
Description: Del ete an Exchange proxy address val ue

*  While performing Step 6.e, in the Task Properties section, from the Trigger
Type list, select Delete instead of Insert.

*  While performing Step 6.h, in the Handler Name region, select the
adpEXCHANGEREMOVECHILDTABLEVALUES adapter instead of the
adpEXCHANGEADDCHILDTABLEVALUES adapter.

Create a new Ul form for the Exchange User resource and attach it to the
application instance to make the new Proxy Address field visible in the request
form as follows:

a. Create a sandbox and activate it as described in Creating and Activating a
Sandbox.

b. Create a new Ul form for the Exchange User resource as described in
Creating a New Ul Form.

While creating a new Ul form, select Exchange User for the Resource Type
field, and enter ExchangeUser 2 in the Form Name field.

c. Open the existing application instance.
d. Inthe Form field, select the new Ul form that you created.
e. Save the application instance.

f. Publish the sandbox as described in Publishing a Sandbox.

4.5 Configuring Validation of Data During Reconciliation and

Provisioning

ORACLE

You can configure validation of reconciled and provisioned single-valued data
according to your requirements. For example, you can validate data fetched from the
First Name attribute to ensure that it does not contain the number sign (#). In addition,
you can validate data entered in the First Name field on the process form so that the
number sign (#) is not sent to the target system during provisioning operations.

To configure validation of data:

1.

Write code that implements the required validation logic in a
Java class with a fully qualified domain name (FQDN), such as
org.identityconnectors. exchange. ext ensi on. ExchangeVal i dat or .

This validation class must implement the validate method. The following sample
validation class checks if the value in the First Name attribute contains the number
sign (#):

package com val i dationexanpl e;

import java.util.HashMap;

4-23



ORACLE

Chapter 4
Configuring Validation of Data During Reconciliation and Provisioning

public class MyValidator {
public bool ean validate(HashMap hnlserDetails, HashMap
hnEntitlenmentDetails, String sField) throws ConnectorException {

/* You must wite code to validate attributes. Parent
* data val ues can be fetched by using
hmUser Det ai | s. get (fiel d)
* For child data values, | oop through the
* Arraylist/Vector fetched by
hnEntitlement Details. get("Child Table")
* Depending on the outcone of the validation operation,
* the code must return true or false.
*/
/*
* Inthis sanple code, the value "false" is returned if the field
* contains the number sign (#). OQtherwise, the value "true" is
* returned.
*/
bool ean valid = true;
String sFirstName = (String) hnlserDetails.get(sField);

for (int i =0; i < sFirstName.length(); i++) {
if (sFirstNane.charAt(i) =="#") {
valid = fal se;
br eak;
}
}

return valid;

}

Log in to the Design Console.

Search for and open one of the following lookup definitions (or create a new
lookup):

» To configure validation of data for reconciliation:
Lookup. Exchange. UM ReconVal i dati on
e To configure validation of data for provisioning:

Lookup. Exchange. UM ProvVal i dati on

" Note:

If you cannot find these lookup definitions, create new lookup definitions.

In the Code Key column, enter the resource object field name that you want to
validate. For example, Si npl eDi spl ayNane.

In the Decode column, enter the class name. For example,
org.identityconnectors. exchange. ext ensi on. ExchangeVal i dat or .

Save the changes to the lookup definition.
Search for and open the Lookup.Exchange.UM.Configuration lookup definition.
In the Code Key column, enter one of the following entries:

»  To configure validation of data for reconciliation:
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Recon Val i dation Lookup
e To configure validation of data for provisioning:
Provi sioning Validation Lookup

9. Inthe Decode column, enter one of the following entries (or enter the name of the
lookup you created in step 3):

»  To configure validation of data for reconciliation:
Lookup. Exchange. UM ReconVal i dati on
*  To configure validation of data for provisioning:
Lookup. Exchange. UM ProvVal i dati on
10. Save the changes to the lookup definition.

11. Create a JAR with the class and upload it to the Oracle Identity Manager database
using the UpdateJars utility.

12. Run the PurgeCache utility to clear content related to request datasets from the
server cache.

13. Perform reconciliation or provisioning to verify validation for the field, for example,
SimpleDisplayName.

4.6 Configuring Transformation of Data During User
Reconciliation

ORACLE

You can configure transformation of reconciled single-valued user data according to
your requirements. For example, you can use First Name and Last Name values to
create a value for the Full Name field in Oracle Identity Manager.

To configure transformation of single-valued user data fetched during reconciliation:

1. Write code that implements the required transformation logic in a
Java class with a fully qualified domain name (FQDN), such as
org.identityconnectors. exchange. ext ensi on. ExchangeTr ansf omat i on.

This transformation class must implement the transform method. The following
sample transformation class creates a value for the Full Name attribute by using
values fetched from the First Name and Last Name attributes of the target system:

package com transformationexanpl e;

i nport java.util.HashMap;

public class MyTransformer {
public Qbject transfornmHashMap hnlserDetails, HashMap

hnEntitlenmentDetails, String sField) throws ConnectorException {

/*

* You nust wite code to transformthe attributes.
Parent data attribute values can be fetched by
using hmUserDetails.get("Field Nanme").
To fetch child data val ues, |oop through the
Arraylist/Vector fetched by
hnEntitlement Details. get("Child Tabl e")

* Return the transfornmed attribute.

*/

E I
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String sFirstName = (String) hnlserDetails.get("First Name");
String sLastNane = (String) hmserDetails.get("Last Name");
return sFirstNane + "." + sLastNang;

}

Log in to the Design Console.

Search for and open the Lookup.Exchange.UM.ReconTransformation (or
create another custom name) lookup definition.

# Note:

If you cannot find the Lookup.Exchange.UM.ReconTransformation
lookup definition, create a new lookup definition.

In the Code Key column, enter the resource object field name you want to
transform. For example, Si npl eDi spl ayNane.

In the Decode column, enter the class name. For example,
org.identityconnectors. exchange. ext ensi on. ExchangeTr ansf omat i on.

Save the changes to the lookup definition.
Search for and open the Lookup.Exchange.UM.Configuration lookup definition.
In the Code Key column, enter Recon Transfornati on Lookup.

In the Decode column, enter Lookup. Exchange. UM ReconTr ansf or mati on or enter
the name of the lookup you created in step 3.

. Save the changes to the lookup definition.

Create a JAR with the class and upload it to the Oracle Identity Manager database
using the UpdateJars ultility.

Run the PurgeCache utility to clear content related to request datasets from the
server cache.

Perform reconciliation to verify transformation of the field, for example,
SimpleDisplayName.
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Troubleshooting

These tables list solutions to some issues associated with the Exchange connector.

« Table 5-1
« Table 5-2
 Table 5-3

Table 5-1 lists solutions to some commonly encountered issues associated with the
Exchange connector:

Table 5-1 Troubleshooting Common Connector Issues

|
Problem Description Solution

The Exchange connector  The connector tries to get the domain controller where the Active Directory (AD) user
throws the following error:  was created using the value provided in the User Logon Name field.

Coul d not find domai n This value must be same as the value provided for the User Principal Name field
control ler for user during AD provisioning. If there is any mismatch, the connector throws this error.
<user _name> Ensure the values provided for these two fields are same.

The Exchange connector  Ensure the log file location and name as specified in the ConnectorServer.exe.Config
does not log any file is valid.

information. Logging is Also, ensure the user who is running the connector server has write permission on the
enabled for the connector log file.
in

ConnectorServer.exe.Confi Then, restart the connector server.

g file. The line <add
name="ExchangeSwitch"
value="4" /> has been
added and connector
server has been restarted.
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Table 5-1 (Cont.) Troubleshooting Common Connector Issues
]

Problem Description

Solution

The Exchange connector
throws the following error:

Connect or Server. exe
Error O Problemwhile
Power Shel | execution
Syst em Management . Aut
omat i on. Renot i ng. PSRe
mot i ngTr ansport Except
ion: Starting a
command on renote
server failed with
the follow ng error
message : The W ndows
Remot e Shell cannot
process the request;
the selector val ue
93523BF3- 968A- 47AA-
BCE9- 8DD59CFD53E9
specified in the
request was not
found. For nore
information, see the
about Renote_Troubl es
hooting Hel p topic.

The problem is caused by the Timeout setting of the "Exchange Connector Server" IT
resource. To troubleshoot this problem, increase the value specified for the Timeout
parameter in the "Exchange Connector Server" IT resource. See Table 2-3 for detailed
information about this parameter.

Table 5-2 lists solution to commonly encountered issue associated with the connector
when using Exchange 2010:

ORACLE
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Table 5-2 Troubleshooting Connector Issues with Exchange 2010
]

Problem Description

Solution

The Exchange connector
throws the following error:

Connect or Server. exe
Error: O :

Syst em Managenent . Aut
omat i on. Renot i ng. PSRe
mot i ngTr ansport Except
ion: Connecting to
remote server failed
with the foll ow ng
error nessage : Logon
failure: unknown user
name or bad password.
For more information,
see the

about Renote_Troubl es
hooting Hel p topic.

Ensure the username and password specified are correct. The username must be in
the format DomainName\UserName.

User distinguished name (DN) must not be mentioned as a value for the
ExchangeUser IT resource parameter.

If this does not solve the issue, verify if you can connect to Exchange Server from the
computer hosting the connector server using a remote PowerShell window using the
same credentials by following below commands:

$cred = Get-Credential //provide same credentials as specified in the IT
resource

$Sessi on = New PSSessi on - ConfigurationName M crosoft. Exchange
-ConnectionUri http://<ExchangeServer Host Nanme>/ Power Shel | /

Aut hentication Kerberos -Credential $cred /provide same Exchange
Server host name as provided in the IT resource parameter

| mport - PSSessi on $sessi on //this should import Exchange cmdlets without any
issues. Ideally by this step, you should encounter the issue.

Renmove- PSSessi on - Sessi on $Sessi on // remove newly created test session

If the above steps complete without any error, then check Windows event logs for
more information.

Alternate Solution:

Run the Enable-PSRemoting cmdlet to configure the Exchange Server computer

to receive Windows PowerShell remote commands that are sent by using the WS-
Management technology. For more information about the Enable-PSRemoting cmdlet,
see:

http://technet. mcrosoft.conm en-us/library/hh849694. aspx

Table 5-3 lists solution to commonly encountered issue associated with the connector
when using Exchange 2007:

Table 5-3 Troubleshooting Connector Issues with Exchange 2007
|

Problem Description

Solution

The Exchange connector throws the following error while adding a user to a distribution
group:

Connect or Server.exe Error: 0 :

Org. ldentityConnectors. Framewor k. Conmon. Except i ons. Connect or Except i
on: Probl em while Power Shel | execution

O g. I dentityConnectors. Framewor k. Conmon. Except i ons. Connect or Except i
on: Active Directory operation failed on

Machi neNane. connect ordevroot 1. com This error is not retriable.

Addi tional information: Insufficient access rights to performthe
operati on.

Active directory response: 00002098: SecErr: DSID-03150BB9, problem
4003 (| NSUFF_ACCESS_RI GHTS)

For Exchange 2007,

the service account

must be a member of

the Exchange Recipient
Administrator role and the
Account Operator role in
every domain where the
distribution group exists.

Add the user to the
Account Operator role of
the domain where the
distribution group exists
and restart the connector
server.

ORACLE
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Frequently Asked Questions

6.1 FAQs

ORACLE

Use these Frequently Asked Questions (FAQs) as guidelines and to troubleshoot
connector issues.
The following topics are discussed in this section:

* FAQs Related to Exchange 2007 or Later
* FAQs Related to Exchange 2010 or Later
*  FAQs Related to Exchange 2007

Related to Exchange 2007 or Later

These are FAQs on connector issues related to Exchange 2007 or later.

1. What is the recommended system configuration for the computer hosting and
running the connector server?

Answer: The computer hosting and running the connector server must have

Intel Dual-Core Processor, 2 GHz with 4 GB RAM or a computer with similar
configuration. If you have a computer dedicated to the connector server, then 2 GB
RAM is sufficient.

2.  Where should I install the connector server for the Exchange connector?

Answer: Install the connector server on a computer that belongs to the same
domain as that of the target Exchange server.

3. Can 9.x Exchange connector co-exist with Exchange connector 11.x?

Answer: Yes, 9.x Exchange connector can co-exist with Exchange connector 11.x.
This can be achieved by cloning the Exchange 11.x connector XML and using it for
installing the connector with the new name.

4. Is it mandatory to install Active Directory connector 11.x before installing Exchange
connector 11.x?

Answer: Yes.

5. If I use Oracle Internet Directory (OID) 11.x connector to manage Active Directory,
can | use 11.x Exchange connector to manage mailboxes?

Answer: No, this is not supported.

6. Why cannot | see the log files corresponding to the connector operations in the
computer hosting Oracle Identity Manager?

Answer: The Exchange connector uses the built-in logging mechanism of
the .NET framework. Therefore, all connector logs are generated on the computer
hosting the connector server. See Enabling Logging for more information.

7. All connector operations are performed by using the ICFINTG layer. What is the
logger name used for enabling logging for ICFINTG?
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Answer: The logger name used to enable logging for ICFINTG is
ORACLE.IAM.CONNECTORS.ICFCOMMON. Note that the logger name is case-
sensitive.

| performed target resource reconciliation using filters in the scheduled job.
Connector server logs confirm that the connector was able to get the mailbox
based on search criteria. However, reconciliation events are not getting generated.
There is no error in the connector server logs and in the OIM server logs. What is
wrong here?

Answer: When you perform filter-based search, the connector internally converts
them to Exchange PowerShell cmdlets. The Exchange server returns data. Note
that this search is not case-sensitive.The connector returns the same data to
Oracle Identity Manager via ICF INTG. Even before data reaches ICF INTG, ICF
(framework) applies a case-sensitive search against the result sent by connector.
It is possible that this user record might be dropped.

For example, suppose that in the scheduled task, there is a filter such as

equal To(' Di spl ayNane' , ' JOHN ) and on the target Exchange server, there is a
mailbox whose display name is John. The connector runs PowerShell cmdlet,

Get - Mai | box -Filter {DisplayName -eq 'JOHN }, and gets the result. However,
ICF applies a case-sensitive search for which the condition fails and reconciliation
events are created.

Is Remote Manager required for the Exchange 11.x connector?
Answer: No.

After extracting the contents of the connector bundle into the
CONNECTOR_SERVER_HOME directory, | observed some DLLs. Does it matter
whether the computer hosting the connector server is 32-bit or 64-bit?

Answer: No, you can use the same DLLs on both 32-bit and 64-bit computers.

Can a single connector server be used to deploy the Active Directory User
Management connector bundle and the Exchange connector bundle?

Answer: Yes, a single connector server can host both the Active Directory User
Management and the Exchange connector bundles.

While deploying the Exchange connector, ensure not to replace the existing
ActiveDirectory.Connector.dll file on the connector server.

| see Container, DirectoryAdminName, DirectoryAdminPassword, DomainName
entries in Lookup.Exchange.Configuration with Decode values set to UseDefault.
What is the significance of these entries and can i provide any value to it?

Answer: These properties are internally used by the connector. Do not modify or
remove them from this lookup definition.

Explain what cmdlets the connector runs during create, update, delete, disable
and enable operations in Oracle Identity Manager (OIM).

Answer:

» During a create operation, the connector enables a mailbox for an already
existing AD user. It first runs Enable-Mailbox/Enable-MailUser cmdlet with
required attributes and then runs the Set-Mailbox/Set-MailUser cmdlet to
update rest of the attributes.

»  During an update operation, it updates the Mailbox/MailUser attribute using
the Set-Mailbox cmdlet.
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* During a delete operation, connector just removes the mailbox and does NOT
delete the AD user. It runs the Disable-Mailbox/Disable-MailUser cmdlet.

» During a disable operation, connector just sets MaxReceiveSize and
MaxSendSize to 0 KB.

» During an enable operation, connector gets the correct value of
MaxReceiveSize and MaxSendSize on process form and then sets them in
the target system.

The Distribution Group Lookup Reconciliation and Target Resource

User Reconciliation scheduled tasks obtain distribution groups of type
MailUniversalDistributionGroup. Our target system has security groups that are
mail-enabled. Why are they not reconciled by the Exchange connector? We would
like to manage them as well.

Answer: The Exchange connector manages distribution groups that can only be
used with e-mail applications (such as Exchange) to send e-mails to collections
of users. To manage security groups (mail-enabled or otherwise), use the Active
Directory connector.

| have configured my action script to run after Create, Update, and Delete
operations as per steps mentioned in Configuring Action Scripts. However, the
script does not run. | want to debug and check what is happening. Where do | add
my debug statements?

Answer: The sample script in the above section has the following line:

#Just to check if proper command is created, dump it to a file.
$Conmand >> "c:\ comand. t xt"

This line shows how to dump the command being created to a temporary file. You
can use this file to add all your debug statements. You can echo all the things you
need to this file.

If the commands that were dumped to this file were correct and yet, you are not
getting the desired result when running the script from Oracle Identity Manager,
then open a PowerShell window and run the same commands manually to verify if
there is any issue.

Note that Oracle Identity Manager does not return any exceptions or runtime
errors that occur when the script is running.

6.2 FAQs Related to Exchange 2010 or Later

These are FAQs on connector issues specific to Exchange 2010 or later.

ORACLE

1.

3.

In what format should the IT resource parameter ExchangeUser be specified?
Answer: It should be in the DOMAIN_NAME\USER_NAME format.

How do | ensure that the username and password provided in the IT resource are
correct?

Answer: Follow the steps mentioned in Table 5-2 for error "unknown user name or
bad password."

What is the minimum permission/role that the user provided in IT resource should
have?

Answer: The user should be part of the Recipient Management group.
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4. What are Exchange 2010 specific requirements that must be met by the computer

hosting connector server?

Answer: The host computer should meet all the prerequisites of Remote
PowerShell. For more information, see the topic on Connect Remote Exchange
Management Shell to an Exchange Server at:

http://technet.mcrosoft.comen-in/library/
dd297932%8v=exchg. 1419%29. aspx

Does the computer hosting the connector server need to have Exchange
Management Tools installed?

Answer: No.

How to avoid overwriting Active Directoy's account email address with an auto
generated email address?

Answer: When you provision the Exchange account with the Email Address
Policy Enabled option deselected, and without providing any value for

the primary SMTP address, the provisioning opeartion overwrites the Active
Directory's account email address with an auto generated email address in the
userlogonname @domain.com format. To avoid this, perform the following steps:

a. Change the default value of the Email Address Policy Enabled check box as
follows:

i. Open the Design Console.

ii. Open the Exchange User Form and navigate to the Additional Columns
tab.

iii. Change the default value of the Email Address Policy Enabled check
box from 1 to 0 as 1 denotes True and 0 denotes False.

iv. Click Save.

b. Provision the Exchange account by providing a value for the Primary SMTP
Address which is same as the Active Directory's account email address
present in the Exchange user form.

6.3 FAQs Related to Exchange 2007

These are FAQs on connector issues specific to Exchange 2007.

ORACLE

1.

Does the connector support RTM version of Exchange 20077
Answer: No.

What values do | have to provide for ExchangeUser, ExchangeUserPassword, and
ExchangeServerHost in the Exchange IT resource?

Answer: No values are required for these attributes. You can leave them blank. As
the connector communicates to Exchange 2007 via local runspace, the connector
does not use username or password provided in IT resource to connect to
Exchange server. It uses the username and password of the user who starts the
connector server.

Does the computer hosting the connector server need to have Exchange
Management Tools installed?

Answer: Yes.
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What is the minimum permission/role of the user who starts the connector server?
Answer:
* User should be part of the Exchange Recipient Administrators group.

* User should be part of the Account Operators group in the domain where the
distribution group exists.

What are Exchange 2007 specific requirements that need to be met by the
computer hosting the connector server?

Answer: The host computer needs to have Exchange Management Tools
installed.
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Files and Directories On the Connector

Installation Media

These are the list of files and directories in the connector installation media and their

descriptions.

Table A-1 Files and Directories On the Connector Installation Media

File in the Installation Media Directory

Description

bundle/Exchange.Connector-2.0.0.1.zip

This ZIP file contains the connector bundle.

configuration/Exchange-Cl.xml

This XML file contains configuration information that is used
during the connector installation process.

Files in the DataSet directory

*  ModifyResourceExchange.xml
e ProvisionResourceExchange.xml

These XML files specify the information to be submitted by
the requester during a request-based provisioning operation.

Note: These files are applicable to Oracle Identity Manager
releases prior to 11.1.2.

Files in the javadoc directory

This directory contains information about the Java APIs used
by Exchange Leave Of Absence Update Task.

lib/Exchange-oim-integration.jar

This JAR file contains the class files that are specific to
integration of the connector with the target systems.During
connector deployment, this file is copied to the Oracle
Identity Manager database.

owglue/ExchangeConnector-idmglue-1.0.8.zip

This ZIP file contains connector integration code for Oracle
Waveset.

Files in the resources directory

Each of these resource bundles contains language-specific
information that is used by the connector. During connector
installation, these resource bundles are copied to Oracle
Identity Manager database.

Note: A resource bundle is a file containing localized
versions of the text strings that include GUI element labels
and messages.

upgrade/PostUpgradeScript.sql

This script file is run after upgrading a connector.

Note: Run this script only if you are upgrading the connector
from release 9.x to 11.x.

ORACLE

A-1



Appendix A

Table A-1 (Cont.) Files and Directories On the Connector Installation Media

File in the Installation Media Directory

Description

xml/Exchange-ConnectorConfig.xml

This XML file contains definitions for the connector
components. These components include the following:
e IT resource type

e Connector server IT Resource type

e IT resource instance

. Connector server IT resource instance

e Process forms

*  Resource object

e Process definition

. Process tasks

e Adapters

e Reconciliation rules

e Prepopulate adapters

e Lookup definitions

e Scheduled tasks

xml/Exchange-Datasets.xml

This XML file contains the dataset related definitions for the
create and modify user provisioning operations. This file is
used if you want to enable request-based provisioning by
using the deployment manager.

Note: This file is applicable to Oracle Identity Manager
releases prior to 11.1.2.
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Special Characters Supported for Alias
Name

These are the special characters supported by Oracle Identity Manager and Microsoft
Exchange for the Alias Name field. You can use these characters in combination with
letters (alphabets) and digits from 0 to 9 while creating the user on the target system.

Table B-1 Special Characters That Can Be Used in the Alias Name Field

]
Name of the Character Character

exclamation point !

number sign
dollar sign $
percent sign %

single quotation mark

asterisk *

plus sign +
dash

slash /

equal to sign =

question mark ?

caret

underscore

left brace

{
vertical bar |
right brace }
tilde ~
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Microsoft Exchange Fields Supported for
Reconciliation and Provisioning

ORACLE

These are the single-valued fields supported by Microsoft Exchange that you can add
for target resource reconciliation and provisioning.

Table C-1 Single-valued Fields Supported by Microsoft Exchange

Field

AntispamBypassEnabled

CustomAttributel

CustomAttribute2

CustomAttribute3

CustomAttribute4

CustomAttribute5

CustomAttribute6

CustomAttribute?

CustomAttribute8

CustomAttribute9

CustomAttribute10

CustomAttribute11

CustomAttribute12
CustomAttribute13
CustomAttribute14
CustomAttribute15

Name

UserPrincipalName

WindowsEmailAddress

Table C-2 lists the multi-valued fields supported by Microsoft Exchange 2010 that you
can add for target resource reconciliation and provisioning.

Table C-2 Multi-valued Fields Supported by Exchange 2010

|
Field

AcceptMessagesOnlyFrom
Note: Provide distinguished name of the recipients.

AcceptMessagesOnlyFromDLMembers
Note: Provide distinguished name of the recipients.
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Table C-2 (Cont.) Multi-valued Fields Supported by Exchange 2010

I
Field

AcceptMessagesOnlyFromSendersOrMembers

ArchiveName
AuditAdmin

AuditDelegate

AuditOwner

BypassModerationFromSendersOrMembers

EmailAddresses

ExtensionCustomAttributel

ExtensionCustomAttribute2

ExtensionCustomAttribute3

ExtensionCustomAttribute4

ExtensionCustomAttribute5

GrantSendOnBehalfTo

Languages

MailTipTranslations
ModeratedBy

RejectMessagesFrom
Note: Provide distinguished name of the recipients.

RejectMessagesFromDLMembers
Note: Provide distinguished name of the recipients.

RejectMessagesFromSendersOrMembers

ResourceCustom
UMDtmfMap

UserCertificate

UserSMimeCertificate

Table C-3 lists the multi-valued fields supported by Microsoft Exchange 2007 that you
can add for target resource reconciliation and provisioning.

Table C-3 Multi-valued Fields Supported by Exchange 2007

I
Field

AcceptMessagesOnlyFrom
Note: Provide distinguished name of the recipients.

AcceptMessagesOnlyFromDLMembers
Note: Provide distinguished name of the recipients.

EmailAddresses

Extensions

ForwardingAddress
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Table C-3 (Cont.) Multi-valued Fields Supported by Exchange 2007

I
Field

GrantSendOnBehalfTo

Languages

RejectMessagesFrom
Note: Provide distinguished name of the recipients.

RejectMessagesFromDLMembers
Note: Provide distinguished name of the recipients.

ResourceCustom
UMDtmfMap
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