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Preface

Preface

Audience

This guide describes the connector that is used to integrate Oracle Identity Manager
with PeopleSoft Campus.

This guide is intended for resource administrators and target system integration teams.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=i nf o or visit htt p: / / wmw. or acl e. cont pl s/t opi ¢/ | ookup?
ct x=accé&i d=trs if you are hearing impaired.

Related Documents

For information about installing and using Oracle Identity Manager, visit the following
Oracle Help Center page:

http://docs. oracle. com cd/ E52734_01/i ndex. ht m

For information about Oracle Identity Manager Connectors documentation, visit the
following Oracle Help Center page:

http://docs. oracle. com cd/ E22999_01/i ndex. ht m

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E52734_01/index.html
http://docs.oracle.com/cd/E22999_01/index.htm
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Convention Meaning

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in the Oracle Identity Manager Connector for PeopleSoft Campus?

What's New in the Oracle Identity Manager
Connector for PeopleSoft Campus?

This chapter provides an overview of the updates made to the software and
documentation for release 11.1.1.5.0 of the PeopleSoft Campus connector.

The updates discussed in this chapter are divided into the following categories:

»  Software Updates
This section describes updates made to the connector software.
*  Documentation-Specific Updates

This section describes major changes made to this guide. These changes are not
related to software updates.

Software Updates

The following section discusses the software updates:

Software Updates in Release 11.1.1.5.0

There are no software updates in this release of the connector.

Documentation-Specific Updates

The following section discusses the documentation-specific updates:

Documentation-Specific Updates in Release 11.1.1.5.0

The following is a documentation-specific updates in revision "11" of this guide:

The "Oracle Identity Governance or Oracle Identity Manager" row of Table 1-1 has
been updated to include support for Oracle Identity Governance release 12c PS4
(12.2.1.4.0).

The following are documentation-specific updates in revision "10" of this guide:

e The "Target Systems" row in Table 1-1 has been modified to include support
for PeopleSoft Campus Solutions Maintenance Pack 9.2 with PeopleTools 8.54
through 8.56.

e The description of the ORACLE_COMMON environment variable in Deploying the
PeopleSoft Listener has been modified.

The following are documentation-specific updates in revision "9" of this guide:
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What's New in the Oracle Identity Manager Connector for PeopleSoft Campus?

* The "Target Systems" row in Table 1-1 has been modified to include support
for PeopleSoft Campus Solutions Maintenance Pack 9.0 with PeopleTools 8.51
through 8.53.

* Anissue related to the creation of two CREATE user events has been added to
Troubleshooting.

The following are documentation-specific updates in revision "8" of this guide:

The "Connector Server" row has been added to Table 1-1.
The "JDK" row of Table 1-1 has been renamed to "Connector Server JDK".

The following is a documentation-specific update in revision "7" of this guide:
The "Oracle Identity Manager" row of Table 1-1 has been updated.
The following is a documentation-specific update in revision "6" of this guide:

A "Note" regarding lookup queries has been added at the beginning of Extending the
Functionality of the Connector,

The following are documentation-specific updates in revision "5" of this guide:

* A"Note" has been added to Step 5.c of Creating a Role for a Limited Rights User.

* A"Note" has been added to Step 6.e of Assigning the Required Privileges to the
Target System Account.

The following is a documentation-specific update in revision "4" of this guide:
Figure 1-1 has been updated.
The following are documentation-specific updates in revision "3" of this guide:

e The "Oracle Identity Manager" row in Table 1-1 has been modified.
e Displaying UDFs in Oracle Identity Manager 11.1.2 or Later has been added.

e Instructions specific to Oracle Identity Manager release 11.1.2.x have been added
in the following sections:

— Running the Connector Installer
— Configuring the IT Resource

— Configuring Scheduled Jobs
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About the Connector

Oracle Identity Manager automates access rights management, and the security of
resources to various target systems. Oracle Identity Manager connectors are used to
integrate Oracle Identity Manager with target applications. This guide discusses the
connector that enables you to use PeopleSoft Campus as an authoritative (trusted)
source of identity information for Oracle Identity Manager.

" Note:

In this guide, PeopleSoft Campus has been referred to as the target
system.

In the identity reconciliation (trusted source) configuration of the connector, persons
are created or modified only on the target system and information about these persons
is reconciled into Oracle Identity Manager.

This chapter contains the following sections:

*  Certified Components

»  Connector Architecture

* Features of the Connector

*  Connector Objects Used During Reconciliation

* Roadmap for Deploying and Using the Connector

1.1 Certified Components

ORACLE

Table 1-1 lists the components certified for use with the connector.

Table 1-1 Certified Components

Item Requirement
Oracle Identity Governance or You can use one of the following releases of Oracle
Oracle Identity Manager Identity Governance or Oracle Identity Manager:

e Oracle Identity Governance 12c (12.2.1.4.0)

e Oracle Identity Governance 12c (12.2.1.3.0)

e Oracle Identity Manager 11g Release 2 PS3
(11.1.2.3.0)

e Oracle Identity Manager 11g Release 2 (11.1.2.0.0)
or later

e Oracle Identity Manager 11g Release 1 (11.1.1.5.0)
BPO6 or later
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Chapter 1
Connector Architecture

Table 1-1 (Cont.) Certified Components

______________________________________________________________________|
Item Requirement

Target systems The target system can be any one of the following:

e PeopleSoft Campus Solutions Maintenance Pack 9.0
Bundle 27 with PeopleTools 8.50

«  PeopleSoft Campus Solutions Maintenance Pack 9.0
with PeopleTools 8.51

e PeopleSoft Campus Solutions Maintenance Pack 9.0
with PeopleTools 8.52

e PeopleSoft Campus Solutions Maintenance Pack 9.0
with PeopleTools 8.53

e PeopleSoft Campus Solutions Maintenance Pack 9.2
with PeopleTools 8.54

*  PeopleSoft Campus Solutions Maintenance Pack 9.2
with PeopleTools 8.55

e PeopleSoft Campus Solutions Maintenance Pack 9.2
with PeopleTools 8.56

Connector Server 11.1.2.1.0
Connector Server JDK JDK 1.6 or later, or JRockit 1.6 or later
Other software You must ensure that the following components are

installed and configured in the target system environment:
e Tuxedo and Jolt (the application server)

e PeopleSoft Internet Architecture

*  PeopleSoft Application Designer (2-tier mode)

The following standard PeopleSoft messages are
available:

¢ SCC_CONSITTUENT_SYNC

¢ SCC_CONSTITUENT_FULLSYNC

1.2 Connector Architecture

Figure 1-1 shows the architecture of the connector.
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Connector Architecture

Figure 1-1 Architecture of the Connector
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Recon
Engine
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— Scheduled"

The target system is configured as a trusted source of identity data for Oracle Identity
Manager. In other words, identity data that is created and updated on the target
system is fetched into Oracle Identity Manager and used to create and update OIM

Users.

The connector reconciles basic student (person) data and affiliations into Oracle

Identity Manager. Basic student data is used in Oracle Identity Manager to create the
necessary identities. Affiliations are used to define access policies. Student academic
program data is not reconciled into Oracle Identity Manager.

Figure 1-2 shows how data is stored in Oracle Identity Manager.
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Connector Architecture
Figure 1-2 Storing Data in Oracle Identity Manager
o
OIM User
XML
messages \
AN Attributes
Userdataﬁ ¢ First Name
e Last Name
e Email

Data
after Parsing = —
XML

Resources Roles

Affiliation 1 (ACTIVE) et Role 1

Affiliation
daa | Affiliation 2 (ACTIVE) =g Role 2
Affiliation Affiliation 3 (INACTIVE) | ......
° COde ------------
e Description
e Start date
A

The data is obtained after parsing the XML messages (which can be
SCC_CONSTITUENT_FULLSYNC or SCC_CONSTITUENT_SYNC messages)
received from the target system. This data contains both the user data (such as First
Name and Email) and the affiliation data (such as Affiliation Code and Affiliation Start
Date).

The user data is stored in the OIM User form. The affiliation data goes into the
Affiliation resource form.

In OIM, the affiliations are modeled as resources. The affiliation resource form has the
following fields:

* Affiliation Code

»  Affiliation Status

» Affiliation Description
»  Affiliation Start Date
» Affiliation End Date

e Institution

Based on the values of the Affiliation Status and Affiliation Start Date fields, the
affiliation resource is in Enabled or Disabled state. If the Affiliation Status is Active
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Chapter 1
Medium of Data Interchange

and the current date lies between Affiliation Start Date and Affiliation End Date, then
the resource is in Enabled state. Otherwise, the resource is in Disabled state.

The roles are created in Oracle Identity Manager corresponding to each unique
affiliation. For more information about the roles, see Seeding Roles into Oracle Identity
Manager. For each enabled affiliation, the corresponding role is assigned to the user.
This enables the use of access policies based on the type of affiliations that the user
has.

1.3 Medium of Data Interchange

Standard PeopleSoft XML files and messages are the medium of data interchange
between PeopleSoft Campus and Oracle Identity Manager. The method by which
person data is sent to Oracle Identity Manager depends on the type of reconciliation
that you configure. It is listed as follows:

*  Full Reconciliation

* Incremental Reconciliation

1.3.1 Full Reconciliation

ORACLE

# Note:

To reconcile all existing target system records into Oracle Identity Manager,
you must run full reconciliation the first time you perform a reconciliation run
after deploying the connector. This is to ensure that the target system and
Oracle Identity Manager contain the same data.

PeopleSoft uses its standard message format SCC_CONSTITUENT _FULLSYNC to
send person data to external applications such as Oracle Identity Manager. Full
reconciliation fetches all person records from the target system to reconcile records
within Oracle Identity Manager. Full reconciliation within Oracle Identity Manager is
implemented using the SCC_CONSTITUENT_FULLSYNC XML files that PeopleSoft
generates. See Support for Standard PeopleSoft Messages for more information about
these messages.

Figure 1-3 shows full reconciliation between PeopleSoft Campus and Oracle Identity
Manager.
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Figure 1-3 Full Reconciliation
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Full reconciliation involves the following steps:
See Performing Full Reconciliation for the procedure to perform full reconciliation.

1. The PeopleSoft Integration Broker populates the XML files for the
SCC_CONSTITUENT_FULLSYNC messages with all the person data, such as
biographical information and student information.

2. Copy these XML files to a directory on the Oracle Identity Manager host computer.

3. Configure the PeopleSoft Campus Trusted Full Reconciliation scheduled task. The
XML files are read by this scheduled task to generate reconciliation events.

1.3.2 Incremental Reconciliation

ORACLE

Incremental reconciliation involves real-time reconciliation of newly created or
modified person data. You use incremental reconciliation to reconcile individual

data changes after an initial, full reconciliation run has been performed.
SCC_CONSTITUENT_SYNC is standard PeopleSoft message to initiate incremental
reconciliation. See Support for Standard PeopleSoft Messages for details. These
messages are used to send specific person data for each transaction on the target
system that involves addition or modification of person information. Incremental
reconciliation is configured using PeopleSoft application messaging.

Figure 1-4 shows incremental reconciliation between PeopleSoft Campus and Oracle
Identity Manager.
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Figure 1-4 Incremental Reconciliation
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Incremental reconciliation involves the following steps:

Performing Incremental Reconciliation describes the procedure to configure
incremental reconciliation.

1. When person data is added or updated in the target system, a PeopleCode event
is generated.

2. The PeopleCode event generates an XML message,
SCC_CONSTITUENT_SYNC, containing the modified person data and sends it
in real time to the PeopleSoft listener over HTTP. The PeopleSoft listener is a Web
application that is deployed on an Oracle Identity Manager host computer. If SSL
is configured, then the message is sent to the PeopleSoft listener over HTTPS.

3. The PeopleSoft listener parses the XML message and creates a reconciliation
event in Oracle Identity Manager.

# Note:

During connector deployment, the PeopleSoft listener is deployed as an EAR
file.

1.4 Features of the Connector

The following are the features of the connector:

e Dedicated Support for Trusted Source Reconciliation

e Seeding Roles into Oracle Identity Manager
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Features of the Connector

e Full and Incremental Reconciliation

* Reconciliation of Effective-Dated Lifecycle Events

»  Support for Standard PeopleSoft Messages

»  Support for Resending Messages That Are Not Processed
* Validation and Transformation of Person Data

» Target Authentication

»  Support for Specifying Persons to Be Excluded from Reconciliation Operation

1.4.1 Dedicated Support for Trusted Source Reconciliation

The connector provides all the features required for setting up PeopleSoft Campus
as a trusted (authoritative) source of identity data for Oracle ldentity Manager. Oracle
Identity Manager uses this message for incremental reconciliation. In other words, the
connector does not support provisioning operations and target resource reconciliation
with PeopleSoft Campus.

1.4.2 Seeding Roles into Oracle Identity Manager

ORACLE

The connector supports seeding roles into Oracle Identity Manager corresponding to
each unique affiliation in PeopleSoft Campus. This is done so that when a particular
affiliation (a resource in Oracle Identity Manager) is assigned to a user, then if the
affiliation is active, the corresponding role is assigned to the user.You can write access
policies on those roles, which are access policies effectively based on affiliations such
as student, prospect, employee, alumni, and so on.There is a separate scheduled
task, called PeopleSoft Campus Role Creation, for seeding the roles into Oracle
Identity Manager. You must run this task before using the connector for reconciliation.
See Seeding Roles into Oracle Identity Manager for more information.

Figure 1-5 shows seeding PeopleSoft Campus roles in Oracle Identity Manager.
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Figure 1-5 Seeding Roles in Oracle Identity Manager
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1.4.3 Full and Incremental Reconciliation

The connector supports reconciliation in two ways:

In a full reconciliation run, all records are fetched from the target system to Oracle
Identity Manager in the form of XML files. In incremental reconciliation, records that
are added or modified are directly sent to the listener deployed on the Oracle Identity
Manager host computer. The listener parses the records and sends reconciliation
events to Oracle Identity Manager.

1.4.4 Reconciliation of Effective-Dated Lifecycle Events

ORACLE

On the target system, you can use the effective-dated feature to assign a future date to
changes that you want to make to a person account.

The connector can distinguish between hire events and other events in the lifecycle

of a person record on the target system. These events may be either current-dated

or future-dated (in other words, effective-dated). A current-dated event is one in which
the date of the event is prior to or same as the current date. A future-dated event is
one in which the date the event will take effect is set in the future. For example, if

the current date is 30-Jan-09 and if the date set for an event is 15-Feb-09, then the
event is future-dated. During reconciliation, the manner in which an event is processed
depends on the type of the event.

PeopleSoft uses two standard messages to reconcile a record. These are the
SCC_CONSTITUENT_SYNC messages. See Support for Standard PeopleSoft
Messages for more information about these messages.
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You run the SCC_CONSTITUENT_SYNC message to create an OIM
User. The default status of an OIM User is Active. See the
Employee Status Code Key in the lookup definition described in
Lookup.PSFT.Message.SccConstituentFullSync.Configuration.

# Note:

In the context of the Effective Date feature, records for a particular person on
the target system can be categorized into the following types:

* Current: The record with an effective date that is closest to or same as,
but not greater than, the system date. There can be only one current
record

< History: Records with dates that are earlier than that of the current-
dated record

e Future: Records that have effective dates later than the system date

1.4.5 Support for Standard PeopleSoft Messages

PeopleSoft provides standard messages to send biographical data (Campus ID,

Email ID, First Name, Last Name, Home Phone, User ID, and Start Date) and
student-related data to external applications, such as Oracle Identity Manager.

These messages also contain affiliation information (Affiliation Code, Affiliation Status,
Affiliation Description, Affiliation Start Date, Affiliation End Date, and Institution).
Affiliations are defined as the relationship between and an individual and an institution,
such as STUDENT, PROSPECT, and so on. The connector uses the following
standard PeopleSoft messages that are delivered as part of PeopleSoft Campus
installation to achieve full reconciliation and incremental reconciliation:

¢ SCC_CONSTITUENT_FULLSYNC
During full reconciliation, these messages are sent to Oracle Identity Manager.
¢ SCC_CONSTITUENT_SYNC

This message contains the information about a particular person. This includes
the information that is added or modified. During incremental reconciliation, these
messages are sent to Oracle Identity Manager.

# Note:

Itis only if a person is added in PeopleSoft that the triggering

of SCC_CONSTITUENT_SYNC creates an OIM User. But, if

an OIM User has been created during full reconciliation, then

the SCC_CONSTITUENT_SYNC message contains modifications to
personal data.
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1.4.6 Support for Resending Messages That Are Not Processed

Standard messages provided by PeopleSoft are asynchronous. In other words, if a
message is not delivered successfully, then the PeopleSoft Integration Broker marks
that message as not delivered. The message can then be resent manually.

If the connector is not able to process a message successfully, then it sends an error
code and PeopleSoft Integration Broker marks that message as Failed. A message
marked as Failed can be resent to the listener. See Resending Messages That Are
Not Received by the PeopleSoft Listener for details.

¢ See Also:

Resubmitting and Canceling Service Operations for Processing topic in
the PeopleBook Enterprise PeopleTools 8.49 PeopleBook: PeopleSoft
Integration Broker available on Oracle Technology Network:

http://downl oad. oracl e. com docs/ cd/ E13292_01/ pt 849pbr 0/ eng/
pshooks/ ti br/book. ht m

1.4.7 Validation and Transformation of Person Data

You can configure validation of person data that is brought into Oracle Identity
Manager during reconciliation. In addition, you can configure transformation of person
data that is brought into Oracle Identity Manager during reconciliation.

e Configuring Validation of Data During Reconciliation provides information about
setting up the validation feature.

e Configuring Transformation of Data During Reconciliation provides information
about setting up the transformation feature.

1.4.8 Target Authentication

Target authentication is done to validate whether Oracle Identity Manager should
accept messages from the target system or not. It is done by passing the name of the
IT resource in the Integration Broker node. You must ensure that the correct value of
the IT resource name is specified in the node. See Configuring PeopleSoft Integration
Broker for setting up the node. In addition, the flag IsActive is used to verify whether
the IT Resource is active or not. The value of this flag is Yes, by default. When this
value is Yes, target authentication is carried out. Target authentication fails if it is set to
No.

1.4.9 Support for Specifying Persons to Be Excluded from
Reconciliation Operation

ORACLE

You can specify a list of persons who must be excluded from all reconciliation
operations. Persons whose User IDs you specify in the exclusion list are not affected
by the reconciliation operation. See Lookup.PSFT.Campus.ExclusionList for more
information.
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1.5 Connector Objects Used During Reconciliation

Trusted source reconciliation involves reconciling data of newly created or modified
accounts on the target system into Oracle Identity Manager and adding or updating
OIM Users.

¢ See Also:

Reconciliation Metadata in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager for conceptual
information about trusted source reconciliation.

This section discusses the following topics:

* Reconciliation Rules
* Reconciliation Action Rules

*  Predefined Lookup Definitions

1.5.1 Reconciliation Rules

¢ See Also:

Reconciliation Engine in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for generic information about
reconciliation matching and action rules

The following sections provide information about the reconciliation rules for this
connector:

*  Overview of the Reconciliation Rule

* Viewing the Reconciliation Rule in the Design Console

1.5.1.1 Overview of the Reconciliation Rule

The following are the process-matching rules:

Rule Name: PeopleSoft Campus Reconciliation Rule
Rule Name: PSFT Campus Affiliation Rule

Rule Element: User Login Equals User ID

In this rule:

* User Login represents the User ID field on the OIM User form.

» User ID represents the Employee ID field of the employee on the target system.

ORACLE 1-12



Chapter 1
Connector Objects Used During Reconciliation

For trusted source reconciliation, the User ID field of the OIM User form is matched
against the Employee ID field on the target system. These are the key fields in Oracle
Identity Manager and the target system, respectively.

1.5.1.2 Viewing the Reconciliation Rule in the Design Console

After you deploy the connector, you can view the reconciliation rule by performing the
following steps:

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.

Double-click Reconciliation Rules.

P W NP

Search for and open PSFT Campus. Figure 1-6 shows this reconciliation rule and
Figure 1-7 shows affiliation reconciliation rule.

Figure 1-6 Reconciliation Rule

Reconciliation Rule Builder

Mame |F‘eu:up|esu:uft Campuz Recon F| QOperator

Object |Peu:up|esu:uft Campus | ® AND ) OR Active

Dezcription Peoplesoft Campus Reconciliation Rule

Fule Elements

Rule Definition

Rule: Peoplesoft Campus Recon Rule
|:| Jser Login Equals User D

Legend |
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Figure 1-7 Affiliation Reconciliation Rule

Reconciliation Rule Builder

Marm e |F‘SFT Campuz Affiliation Rui Operator
Object  |affiliation | w AND (0 OR active
)

Deszcription PSFT Campus Affiliation Rule

Fule Elements

Rule Definition

Rule: PSFT Campus Affiliation Rule
] User Login Equals User ID

| Legend |

1.5.2 Reconciliation Action Rules

Application of the matching rule on reconciliation events would result in one of multiple
possible outcomes. The action rules for reconciliation define the actions to be taken for
these outcomes.

< Note:

For any rule condition that is not predefined for this connector, no action is
performed and no error message is logged.

The following sections provide information about the reconciliation action rules for this
connector:

*  Overview of the Reconciliation Action Rules

* Viewing the Reconciliation Action Rules in the Design Console
1.5.2.1 Overview of the Reconciliation Action Rules

Table 1-2 lists the reconciliation action rules for this connector:

Table 1-2 Action Rules for Trusted Source Reconciliation

Rule Condition Action
No Matches Found Create User
One Entity Match Found Establish Link
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1.5.2.2 Viewing the Reconciliation Action Rules in the Design Console

ORACLE

After you deploy the connector, you can view the reconciliation action rules by
performing the following steps:

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Resource Management.
Double-click Resource Objects.

Search for and open the PeopleSoft Campus resource object.

g H @ b P

Click the Object Reconciliation tab and then the Reconciliation Action Rules
tab. The Reconciliation Action Rules tab displays the action rules defined for this
connector. Figure 1-8 shows these reconciliation action rules.

Figure 1-8 Reconciliation Action Rules
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1.5.3 Predefined Lookup Definitions

The predefined lookup definitions can be categorized as follows:

Lookup.PSFT.Campus.Configuration
Lookup Definitions Used to Process SCC_CONSTITUENT_FULLSYNC Messages
Lookup Definitions Used to Process SCC_CONSTITUENT_SYNC Messages

Lookup.PSFT.Campus.CustomQuery

Lookup.PSFT.Campus.ExclusionList

1.5.3.1 Lookup.PSFT.Campus.Configuration

The Lookup.PSFT.Campus.Configuration lookup definition is used to store
configuration information that is used by the connector. See Configuring the IT
Resource for more information about the entries in this lookup definition.

The Lookup.PSFT.Campus.Configuration lookup definition has the following entries:

Code Key

Decode

Description

ORACLE

Campus Resource
Exclusion List Lookup

Ignore Root Audit Action

Lookup.PSFT.Campus.ExclusionL
ist

No

Name of the Resource
Exclusion lookup for
PeopleSoft Campus

See
Lookup.PSFT.Campus.Exclu
sionList for more information
about this lookup definition.

Use this value if the Root
PSCAMA audit action is
required to be considered
while parsing the XML
message.

Enter Yes if PSCAMA Audit
Action is not taken into
account. Here, the Root Audit
Action is considered as a
Change event.

Enter No if PSCAMA Audit
Action is taken into account.
If Root PSCAMA Audit Action
is NULL or Empty, then

the Root Audit Action is
considered as an ADD event.

See Also: Determining the
Root Audit Action Details
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Code Key Decode Description
SCC_CONSTITUENT_FUL Lookup.PSFT.Message.SccConsti Name of the lookup definition
LSYNC tuentFullSync.Configuration for

SCC_CONSTITUENT_FULL
SYNC message

See
Lookup.PSFT.Message.SccC
onstituentFullSync.Configurat
ion for more information
about this lookup definition.

SCC_CONSTITUENT_SYN Lookup.PSFT.Message.SccConsti Name of the

Cuvl tuentSync.Configuration lookup definition for
SCC_CONSTITUENT_SYNC
message

See
Lookup.PSFT.Message.SccC
onstituentSync.Configuration
for more information about
this lookup definition.

Target Date Format yyyy-MM-dd Data format of the Date type
data in the XML file and
messages

Do not modify this value.

You can configure the message names, such as the SCC_CONSTITUENT_SYNC
and SCC_CONSTITUENT_FULLSYNC defined in this lookup definition. Setting Up
the Lookup.PSFT.Campus.Configuration Lookup Definition describes the procedure to
configure these message names.

1.5.3.2 Lookup Definitions Used to Process SCC_CONSTITUENT _FULLSYNC
Messages

The following lookup definitions are used to process
SCC_CONSTITUENT_FULLSYNC messages:

1.5.3.2.1 Lookup.PSFT.Message.SccConstituentFullSync.Configuration

The Lookup.PSFT.Message.SccConstituentFullSync.Configuration lookup
definition provides the configuration-related information for the
SCC_CONSTITUENT_FULLSYNC messages.

The lookup definition has the following entries:

Code Key Decode Description
Affiliation Resource Object  Affiliation Name of the Affiliation Resource
Object
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Code Key

Decode

Description

Affiliations

Affiliations Attribute Name

Attribute Mapping Lookup

Custom Query

Custom Query Lookup
Definition

Data Node Name

Employee Status

ORACLE

Affiliation Code~Affiliation
Status~Affiliation
Description~Affiliation Start
Date~Affiliation End
Date~Institution

Affiliations

Lookup.PSFT.Campus.SccCo
nstituentFullSync.AttributeMa

pping

Enter a Value

Lookup.PSFT.Campus.Custo
mQuery

Transaction

Enabled

The code key value should be
the same as the decode key
value for the Affiliation Attribute
Name entry (the next entry in this
table).The decode key value lists
all the attributes which are part
of the Affiliation Resource form.
The values should be separated
by tilde (~) character.If a new
affiliation attribute has to be
added for reconciliation, the new
attribute must be added to this
decode key value.

Name of the Affiliations Attribute
Default value: Affiliations

Name of the lookup definition
that maps Oracle Identity
Manager attributes with the
attributes in the
SCC_CONSTITUENT_FULLSY
NC message XML

See
Lookup.PSFT.Campus.SccConsti
tuentFullSync.AttributeMapping
for more information about this
lookup definition.

If you want to implement

limited reconciliation, then enter
the query condition that

you create by following the
instructions given in the Limited
Reconciliation.

This entry holds the name

of the lookup definition that
maps resource object fields with
OIM User form fields. This
lookup definition is used during
application of the custom query.

See Limited Reconciliation for
more information.

Name of the node in the XML
files to execute a transaction
Default value: Tr ansact i on

You must not change the default
value.

Default status of an employee
during the creation of an OIM
User

Note: You can change the status
to Disabled, if you want the
status to be Inactive when the
OIM User is created.
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Code Key Decode Description

Message Handler Class oracle.iam.connectors.psft.co Name of the Java class that
mmon.handler.impl.PSFTCa accepts the XML payload,
mpusSyncReconMessageHa configuration information, and
ndlerimpl a handle to Oracle Identity

Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To
parse a specific message type,
it relies on a Message Parser
factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHand| er . j ava class.

Message Parser oracle.iam.connectors.psft.co Name of the parser
mmon.parser.impl.CampusM implementation class that
essageParser contains the logic for message

parsing

If you want a customized
implementation of the message,
then you must extend the
MessagePar ser . j ava class.

Organization Xellerate Users Default organization in Oracle
Identity Manager
Recon Lookup Definition Lookup.PSFT.Campus.SccCo Name of the lookup definition
nstituentSync.Recon that maps Oracle Identity

Manager attributes with the
Resource Object attributes

See
Lookup.PSFT.Campus.SccConsti
tuentSync.Recon for more
information about this lookup

definition.
Resource Object PeopleSoft Campus Name of the resource object
Transformation Lookup Lookup.PSFT.Campus.SccCo Name of the transformation
Definition nstituentSync.Transformation lookup definition

See Configuring Transformation
of Data During Reconciliation for
more information about adding
entries in this lookup definition.

Note: The default value for
transformation lookups for both
SCC_CONSTITUENT_SYNC
and
SCC_CONSTITUENT_FULLSY
NC messages is the same.

You can use different lookups by
changing the decode key value.
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Code Key

Decode

Description

User Type

Use Transformation

Use Validation

Validation Lookup Definition

End-User

No

No

Lookup.PSFT.Campus.SccCo
nstituentSync.Validation

It specifies the value with which a
person is created in Oracle
Identity Manager using the
SCC_CONSTITUENT_FULLSY
NC message.

Enter yes to implement
transformation while reconciling
records. Otherwise, enter no.

Enter yes to implement
validation while reconciling
records. Otherwise, enter no.

Name of the validation lookup
definition

See Configuring Validation of
Data During Reconciliation for
more information about adding
entries in this lookup definition.

Note: The default value for
validation lookups for both
SCC_CONSTITUENT_SYNC
and
SCC_CONSTITUENT_FULLSY
NC messages is the same.

You can use different lookups by
changing the decode key value.

1.5.3.2.2 Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping

ORACLE

The Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping lookup definition
maps OIM User attributes with the attributes defined in the
SCC_CONSTITUENT_FULLSYNC message.

The Decode entries of this lookup definition are based on the message structure
shown in Message Structure. All full data publish XML files contain this message
structure at the beginning of the files. If the message structure changes (if the node
names in the XML file are different), then the Decode entries in the lookup definition
need to be updated as per the new message structure.

The following table provides the format of the values stored in this lookup definition:

Code Key Decode
Affiliation Code SCC_AFL_CODE~SCC_AFL_PERSON~None~None~RESOURCE=
Affiliations

Affiliation Description ~ SCC_AFL_STS_DESCR~SCC_AFL_PERSON~None~None~RESOU
RCE=Affiliations

Affiliation End Date END_DT~SCC_AFL_PERSON~None~None~RESOURCE=Affiliation

S

Affiliation Start Date START_DT~SCC_AFL_PERSON~None~None~RESOURCE=Affiliati

ons
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Code Key Decode

Affiliation Status SCC_AFL_STATUS~SCC_AFL_PERSON~None~None~RESOURCE
=Affiliations

Campus ID CAMPUS_ID~PERSON_SA

Email EMAIL_ADDR~SCC_PER_EMAIL_|

First Name FIRST_NAME~SCC_PER_NAME_I2~NAME_TYPE=PRI~-EFFDT

Home Phone PHONE~SCC_PER_PHONE |

Institution INSTITUTION~SCC_AFL_PERSON~None~None~RESOURCE=Affili
ations

Last Name LAST_NAME~SCC_PER_NAME_I2~NAME_TYPE=PRI~-EFFDT

Start Date EFFDT~SCC_PER_NAME_I2~None~EFFDT

User ID EMPLID~SCC_CM_PERSON_I~None~None~PRIMARY

Code Key: Name of the OIM User field
Decode: Combination of the following elements separated by the tilde (~) character:

NODE~PARENT NODE~TYPE NCDE=Val ue~EFFECTI VE DATED NODE~PRI MARY or
RESOURCE=Resour ce Nane

In this format:

NODE: Name of the node in the SCC_CONSTITUENT_SYNC message XML file from
which the value is read. You must specify the name of the NODE in the lookup
definition. It is a mandatory field.

PARENT NODE: Name of the parent node for the NODE. You must specify the name of
the parent node in the lookup definition. It is a mandatory field.

TYPE NODE=Val ue: Type of the node associated with the Node value. Value defines the
type of the Node.

For example, in the SCC_CONSTITUENT_SYNC message, the rowset
NAME_TYPE_VW lists the names assigned to a person. The names assigned could
be primary, secondary, or nickname, depending on how it is configured in PeopleSoft.

If you want to use the primary name to create an OIM User, then you must locate the
NAME_TYPE node with the value PRI to fetch First Name and Last Name from the
XML message. Therefore, you must provide the following mapping in Decode column
for First Name:

FI RST_NAVE~NAMES~NAME_TYPE=PRI ~EFFDT

In this format, NAME_TYPE specifies the TYPE NODE to consider, and PRI specifies
that name of type PRI (primary) must be considered while fetching data from the XML
messages. All other names types are then ignored.

The NAME_TYPE node with PRI value is shown in the following screenshot:
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<NAME_TYPE IsChanged="Y =PRI=NAME_TYPE=] |
<EFFDT IsChanged="Y"=2000-01-01</EFFDT>
=EFF_STATUS IsChanged="Y"=A=/EFF_STATUS=|
=COUNTRY_NM_FORMAT IsChanged="y"=001=/COUNTRY_NM_FORMAT=
=NAME IsChanged="Y"=last2 Joshua=/NAME=
=NAME_INITIALS==/NAME_INITIALS=
=NAME_PREFIX IsChanged="/"=Mr</NAME_PREFIX>
=NAME_SUFFIX==/NAME_SUFFIX-|
<NAME_ROYAL_PREFIX=</NAME_ROYAL_PREFIX-
=NAME_ROYAL_SUFFIX=</NAME_ROYAL_SUFFIX=~
=NAME_TITLE==/NAME_TITLE=
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=PSCAMA class=R'=
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=NAME_TYPE_VW2=
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=ADDRESS_TYPE IsChanged="Y =HOME=/ADDRESS_TYPE:=

~ADNED DY €L lmhamand— "V —1-NDNED DV CEN-

EFFECTI VE DATED NCDE: Effective-dated node for the NCDE, if any.

PeopleSoft supports effective-dated events. The value refers to the name of the node
that provides information about the date on which the event becomes effective.

For example, names can be effective-dated in PeopleSoft. The EFFDT node in XML
provides the date on which the name becomes effective for the OIM User.

The EFFDT node is shown in the following screenshot:
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B class= R 207 <NAME_ROYAL_SUFFIX>~/NAME_ROYAL_SUFFIX-

e 208 <NAME_TITLE==/NAME_TITLE>

o 209 <LAST_NAME_SRCH IsChanged="y"~EASTON=/LAST_NAME_SRCH=
AR 210 <FIRST_NAME_SRCH IsChanged="\">J0SHUA=FIRST_NAME_SRCH=

{5 EFFOT | 211 <LAST_NAME IsChanged="\ >ast2</LAST_NAME>

PEE SR 212 <FIRST_NAME IsChanged="Y =Joshua</FIRST_NANE>

7> COUNTRY_NH_FCR 213 <MIDDLE_NAME==/MIDDLE_NANME=

75 MANE 214
AME_INITIALS 315
E_PREFIX 216
AME_SUFFIX 217
» NAME_ROYAL_PREF 218
» NAME_ROYAL_SUFF 219

=SECOND_LAST_NAME==/SECOND_LAST_NAME=
=SECOND_LAST_SRCH=</SECOND_LAST_SRCH=
=NAME_AC==/NAME_AC=
=PREF_FIRST_NAME=</PREF_FIRST_MNAME=
=PARTHNER_LAST_MAME==/PARTNER_LAST_NAME=
=PARTHNER_ROY_PREFIX==/PARTNER_ROY_PREFIX=

> NAME_TITLE 220 <LAST_NAME_PREF_NLD |sChanged= Y »1</LAST_NAME_PREF_NLD=
15 LAST NAME_SRCH 221 <NAME_DISPLAY IsChanged= Y =Joshua last2</NAME_DISPLAY=
15 FIRST_NAME. SRCH 222 <NAME_FORMAL IsChanged= Y =l Joshua last2</NAME_FORMAL=
15 LAST TNAME 223 <NAME_DISPLAY_SRCH IsChanged="Y >JOSHUAEASTON<MNANE_DISPLAY_SRCH:=
S FIRST NAM 224 ~</SCC_PER_NAME_I=
Tf ﬂIFS%TL-;:JLE_E 225 <PSCAMA dass= R »
. SECOND. LAST NAM 226 <AUDIT_ACTH IsChanged="Y =A</AUDIT_ACTH=
_LAST_NAL 227 </PSCANMA>
2 SEEIILLSIL S 993 =INAME_TYPE_\VW2-
> NAME_AC e [ 229 <PSCANA class="R'>
» PREF_FIRST_MNAME |» 230 =AUDIT_ACTH IsChanged="Y =A</AUDIT_ACTH=
3 T [E3 231|  <PSCANA-
% T vi c——oie—o 232|  =ADDRESS_TYPE_V2class=R =
(b Tree view | B2 0 wemingts) 0 erors) 233 <EMPLID IsChanged="Y >EXCLUDE2<EMPLID>
234 <ADDRESS_TYPE IsChanged= ¥ =HONE=/ADDRES S_TYPE=
235

Table Selection Browser Al

=0RDER_BY_SEQ IsChanged="Y"=1=/0RDER_BY_SEQ-

Primary or RESOURCE=Resource Name: Specifies if the node is a mandatory field or
a resource field. For example, in case of a resource field, RESOURCE=Affiliations
specifies that it is a field in the Affiliations resource object.

The following scenario illustrates how to map the entries in the lookup definition. On
the target system, there is no direct equivalent for the First Name attribute of the OIM
User. As a workaround, a combination of elements is used to decipher the value for
each Code Key entry in the preceding table.

If you want to retrieve the value for the Code Key, Fi rst Nane, then the name of the
NODE will be FIRST_NAME as depicted in the XML file. See the sample XML file in
Figure 1-9 for more information about each node in the SCC_CONSTITUENT_SYNC
message.
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Figure 1-9 Sample XML File for SCC_CONSTITUENT_SYNC Message

=% 8CC_CONSTITUENT_DS ~ 138 | <BIRTHPLACE-</BIRTHPLACE=
>> FigldTypes 139 | <BIRTHCOUNTRY IsChanged="Y »USA</BIRTHCOUNTRY>
Les MsgData 190 | <BIRTHSTATE=<BIRTHSTATE=
e Transaction 191|  <DT_OF_DEATH=</DT_OF_DEATH=
°> Transaction 135 <N§rf.|EGTDY\PETWI2 glasszER l’j‘LUDE EMPLID:
L o T . 3 <EN sChanged="Y =EX: 2=/EN =
m‘fécggg‘?: REoN 194 <HAME_TYPE IsChanged= Y >PRI=HAME_TYPE=
< 195 <ORDER_BY_SEQ IsChanged="/"~1</ORDER_BY_SEQ~
> EMPLID 195 [<SCC_PER_NAME_I class=FR =
[<»8cC_UD 197 [ *“<EMPLID IsChanged="Y »EXCLUDE2=</EMPLID=
EHr> BIRTHDATE 198 =NAME_TYPE IsChanged="1"=PRI</NAME_TYPE=
[ BIRTHPLACE E 199 =<EFFDT IsChangad="Y =2000-01-01</EFFDT=
1475 BIRTHCOUNTRY 200 <EFF_STATUS IsChanged="1"=A=/EFF_STATUS]

<> BIRTHSTATE 201 <COUNTRY_NM_FORMAT IsChanged="Y"=001</COUNTRY_NM_FORMAT=>
—» DT_QF_DEATH 202 =NAME IsChanged="Y"=last2 Joshua</NAME=|
Ere NAME_TYPE VW2 203 =HAME_INITIAL $=</NAME_INITIAL §=
H dass="R 204 <NAME_PREFIX IsChanged="y =Mr</NAME_PREFIX>]
7% EMPLID 205 =NAME_SUFFIX==/NAME_SUFFIX=
L4r3 NAWE_TYPE 206 =NAME_ROYAL_PREFIX></NAME_ROYAL_PREFIX~
Bl IsChanged =Y 207 <NAME_ROYAL_SUFFIX=</NAME_ROYAL_SUFFIX=
PRI 208 <NAME_TITLE=</NAME_TITLE=
i< ORDER_BY_SEQ 209 <LAST_NAME_SRCH IsChanged="Y =EASTON=/LAST_NAME_SRCH>]
L s [BTC PERTIANE T 210 =FIRST_MAME_SRCH IsChanged="1"=JOSHUA=FIRST_NAME_SRCH:]
| Eosssc 211 =LAST_NAME IsChanged="Y >|astZ=ILAST_NAME=
= 212 =<FIRST_NAME |sChanged="Y"=Joshua=/FIRST_NAME=
Br EMPLID 213 =MIDDLE_NAME>=/MIDDLE_NAME-
B> NAME_TYPE 214 <SECOND_LAST_NAME=</SECOND_LAST_NAME=
by EFFDT 215 <SECOMD_LAST_SRCH>=</SECOND_LAST_SRCH>
B> EFF_STATUS 216 <NAME_AC=</NAME_AC>
By COUNTRY_NL_FORI 217 =PREF_FIRST_NAME==/PREF_FIRST_NAME=
FeTE MAME 218 =PARTNER_LAST_NAME=</PARTNER_LAST_NAME=
<> MAME_IMITIALS 219 <PARTNER_ROY_PREFIX~-</PARTNER_ROY_PREFIX:]
FT5 MANME_PREFLX 220 =LAST_NAME_PREF_NLD IsChanged="y">1</LAST _NAME_PREF_NLD-
< » MNAME_SUFFIX 221 <NAME_DISPLAY IsChanged="Y"+=Joshua |ast2</NAME_DISPLAY=
—:» NAME_ROYAL_PREF 222 =<NAME_FORMAL IsChanged="y"=Mr Joshua last2=/NAME_FORMAL=
| > NAME_ROYAL_SUFF 223 =NAME_DISPLAY_SRCH IsChanged="Y =JOSHUAEASTON=/NAME_DISPLAY_SRCH=
<> NAVME_TITLE 22 %ﬁs‘:&ﬂﬁ%:ﬁ;mﬁt
ZLAST MAME 2 225 T =R
E.‘}iz l;,;;r;ri_,{':_FE:,RDCF,HU ] 226 =AUDIT_ACTN IsChanged="Y"=A=/AUDIT_ACTN=
3 2] 227 =IPSCAMA>
- — - 228 </NAME_TYPE_VWW2=
£ Tree View I EZ 0 warning(s), 0 error(s) | 239 <PSCANA class="F =
; - 230 <AUDIT_ACTH IsChanged="y =A</AUDIT_ACTHN=
Table Selection Browser $|| 231 <IPSCAMA=

The PARENT NODE for the NODE FIRST_NAME will be SCC_PER_NAME_I. Now
suppose, you have a scenario where you have multiple FIRST_NAME nodes in the
XML file to support the effective-dated feature for this attribute. In this case, you
must identify the TYPE NODE for the PARENT NODE that has the value PRI. In this
example, the TYPE NODE is NAME_TYPE with the value PRI.

Next, you must locate the EFFECTIVE DATED NODE for FI RST_NAME in the XML file.
This node provides the value when the event becomes effective-dated.

In Oracle Identity Manager, you must specify a mandatory field, such as User | D for
reconciliation. This implies that to retrieve the value from XML, you must mention User
| D as the primary node.

If you do not want to provide any element in the Decode column, then you must
specify None. This is implemented for the User ID attribute.

Now, you can concatenate the various elements of the syntax using a tilde (~) to
create the Decode entry for First Name as follows:

NODE: FI RST_NAME

PARENT NODE: SCC_PER NAME_|

TYPE NODE=Value: NAME_TYPE=PRI

EFFECTIVE DATED NODE: EFFDT

So, the Decode column for First Name is as follows:

FI RST_NAME~SCC_PER_NAME_| ~NAVE_TYPE=PRI ~EFFDT

ORACLE 1-24



Chapter 1
Connector Objects Used During Reconciliation

1.5.3.3 Lookup Definitions Used to Process SCC_CONSTITUENT _SYNC
Messages

The following lookup definitions are used to process the SCC_CONSTITUENT_SYNC
messages:

1.5.3.3.1 Lookup.PSFT.Message.SccConstituentSync.Configuration

The Lookup.PSFT.Message.SccConstituentSync.Configuration lookup definition
provides the configuration-related information for the SCC_CONSTITUENT_SYNC
messages for reconciliation.

The Lookup.PSFT.Message.SccConstituentSync.Configuration lookup definition has
the following entries:

Code Key Decode Description
Affiliation Resource Object  Affiliation Name of the Affiliation Resource
Object

Affiliations Affiliation Code~Affiliation The code key value should be
Status~Affiliation the same as the decode key
Description~Affiliation Start ~ value for the Affiliation Attribute
Date~Affiliation End Name entry (the next entry in this
Date~Institution table).The decode key value lists

all the attributes which are part
of the Affiliation Resource form.
The values should be separated
by tilde (~) character.If a new
affiliation attribute has to be
added for reconciliation, the new
attribute must be added to this
decode key value.

Affiliations Attribute Name Affiliations Name of the Affiliations Attribute

Attribute Mapping Lookup Lookup.PSFT.Campus.SccCo Name of the lookup
nstituentSync.AttributeMappi  definition that maps Oracle
ng Identity Manager attributes

with attributes in the
SCC_CONSTITUENT_SYNC
message XML

See
Lookup.PSFT.Campus.SccConsti
tuentSync.AttributeMapping for
more information about this
lookup definition.

Custom Query Enter a Value If you want to implement limited
reconciliation, then enter the
guery condition that you create
by following the instructions
given in Limited Reconciliation.
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Code Key

Decode

Description

Custom Query Lookup
Definition

Data Node Name

Employee Status

Message Handler Class

Message Parser

Organization

Recon Lookup Definition

Resource Object

ORACLE

Lookup.PSFT.Campus.Custo
mQuery

Transaction

Enabled

oracle.iam.connectors.psft.co
mmon.handler.impl.PSFTCa
mpusSyncReconMessageHa
ndlerimpl

oracle.iam.connectors.psft.co
mmon.parser.impl.CampusM
essageParser

Xellerate Users

Lookup.PSFT.Campus.SccCo
nstituentSync.Recon

PeopleSoft Campus

This entry holds the name

of the lookup definition that
maps resource object fields with
OIM User form fields. This
lookup definition is used during
application of the custom query.

See Limited Reconciliation for
more information.

Name of the node in the XML
files to run a transaction

Default status of an employee
during the creation of an OIM
User

Note: You can change the status
to Disabled, if you want the
status to be Inactive when the
OIM User is created.

Name of the Java class that
accepts the XML payload,
configuration information, and
a handle to Oracle Identity
Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To
parse a specific message type,
it relies on a Message Parser
factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHand| er. j ava class.

Name of the parser
implementation class that
contains the logic for message
parsing

If you want a customized
implementation of the message,
then you must extend the
MessagePar ser . j ava class.

Default organization in Oracle
Identity Manager

Name of the lookup definition
that maps Oracle Identity
Manager attribute with Resource
Obiject attribute

See
Lookup.PSFT.Campus.SccConsti
tuentSync.Recon for more
information about this lookup
definition.

Name of the resource object
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Code Key Decode

Description

Transformation Lookup Lookup.PSFT.Campus.SccCo
Definition nstituentSync.Transformation

User Type End-User

Use Transformation No

Use Validation No

Validation Lookup Definition  Lookup.PSFT.Campus.SccCo
nstituentSync.Validation

Name of the transformation
lookup definition

It is empty by default.

Note: The default value for
transformation lookups for both
SCC_CONSTITUENT_SYNC
and
SCC_CONSTITUENT_FULLSY
NC messages is the same.

You can use different lookups by
changing the decode key value.

It specifies the value with

which a person is created in
Oracle Identity Manager using
the SCC_CONSTITUENT_SYNC
message.

Enter yes to implement
transformation while reconciling
records. Otherwise, enter no.

Enter yes to implement
validation while reconciling
records. Otherwise, enter no.

Name of the validation lookup
definition
It is empty by default.

Note: The default value for
validation lookups for both
SCC_CONSTITUENT_SYNC
and
SCC_CONSTITUENT_FULLSY
NC messages is the same.

You can use different lookups by
changing the decode key value.

1.5.3.3.2 Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping

ORACLE

The Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup definition
maps OIM User attributes with the attributes defined in the
SCC_CONSTITUENT_SYNC message XML. The following is the format of the values

stored in this lookup definition:

Code Key Decode
Affiliation Code SCC_AFL_CODE~SCC_AFL_PERSON~None~None~RESOURCE=A
ffiliations

Affiliation Description SCC_AFL_STS_DESCR~SCC_AFL_PERSON~None~None~RESOU

RCE=Affiliations

Affiliation End Date END_DT~SCC_AFL_PERSON~None~None~RESOURCE=Affiliations
Affiliation Start Date ~ START_DT~SCC_AFL_PERSON~None~None~RESOURCE-=Affiliatio

ns
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Code Key

Decode

Affiliation Status

Campus ID
Email

First Name
Home Phone

Institution

Last Name
Start Date
User ID

SCC_AFL_STATUS~SCC_AFL_PERSON~None~None~RESOURCE=
Affiliations

CAMPUS_ID~PERSON_SA
EMAIL_ADDR~SCC_PER_EMAIL_|
FIRST_NAME~SCC_PER_NAME_I~NAME_TYPE=PRI~EFFDT
PHONE~SCC_PER_PHONE _|

INSTITUTION~SCC_AFL_PERSON~None~None~RESOURCE=Affilia
tions

LAST_NAME~SCC_PER_NAME_I~NAME_TYPE=PRI~EFFDT
EFFDT~SCC_PER_NAME_|~None~EFFDT
EMPLID~SCC_CM_PERSON_|~None~None~PRIMARY

For the description and format of the Code Key and Decode entries, see
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping.

1.5.3.3.3 Lookup.PSFT.Campus.SccConstituentSync.Recon

This Lookup.PSFT.Campus.SccConstituentSync.Recon lookup definition maps

the resource object field name with the value fetched from the
Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup definition. The
following is the format of the values stored in this lookup definition:

Code Key

Decode

Affiliation Code
Affiliation Description
Affiliation End Date
Affiliations
Affiliation Start Date
Affiliation Status
Campus ID
Effective Start Date
Email

First Name

Home Phone
Institution

Last Name

User ID

User Type

Affiliation Code~None~None~Resource
Affiliation Description~None~None~Resource
Affiliation End Date~None~None~Resource
Affiliations

Affiliation Start Date~None~None~Resource
Affiliation Status~None~None~Resource
Campus ID

Start Date

Email

First Name

Home Phone
Institution~None~None~Resource

Last Name

User ID

User Type

Code Key: Name of the resource object field in Oracle Identity Manager

Decode: Combination of the following elements separated by a tilde (~) character:

ATTRI BUTE~LOOKUP DEF~LKF~Resour ce

ORACLE
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In this format:

ATTRIBUTE: Refers to the Code Key of the
Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup definition

LOOKUP DEF: If the field is not a resource field, provide the value for ATTRIBUTE. If
it is a resource field, provide None for LOOKUP DEF and LKF as they are not used in
PeopleSoft Campus.

Resource: It indicates that this field is a resource field, which is an Affiliation form field.

In the following example, if the field is a user form field, such as Email, then:Code Key:
Emai |

This is the resource object field name.Decode: Enai |
This is the Code Key entry in the attribute mapping lookup definition.

In the following example, if the field is an Affiliations resource form field, such as
Affiliation Code, then:Code Key: Affiliation Code

Decode: Affiliati on Code~None~None~Resource

The two values in the middle are None because they are not used in this connector.
However, they are used in the PeopleSoft Employee Reconciliation and PeopleSoft
User Management connectors.

1.5.3.4 Lookup.PSFT.Campus.CustomQuery

ORACLE

You can configure limited reconciliation to specify the subset of target system records
that must be fetched into Oracle Identity Manager. This subset is defined on the basis
of attribute values that you specify in a query condition, which is then applied during
reconciliation.

The Lookup.PSFT.Campus.CustomQuery lookup definition maps resource object
fields with OIM User form fields. It is used during application of the query condition
that you create. See Limited Reconciliation. for more information. Setting Up the
Lookup.PSFT.Campus.CustomQuery Lookup Definition provides instructions on how
to add an entry in this lookup definition.

The following is the format of the values stored in this table:
Code Key: Resource object field name

Decode: Column name of the USR table

Code Key Decode

Campus ID USR_UDF_CAMPUS_ID
Effective Start Date Users.Start Date

Email Users.Email

First Name Users.First Name

Last Name Users.Last Name

User ID Users.User ID
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1.5.3.5 Lookup.PSFT.Campus.ExclusionList

The Lookup.PSFT.Campus.ExclusionList lookup definition provides a list of user IDs or
person IDs that cannot be created on Oracle Identity Manager.

The following is the format of the values stored in this table:

Code Key: User ID resource object field name

Decode: List of user IDs separated by the pipe character (|)

See Setting Up the Lookup.PSFT.Campus.ExclusionList Lookup Definition for more
information.

1.6 Roadmap for Deploying and Using the Connector

The following shows how information is organized in the rest of the guide:

ORACLE

Deploying the Connector describes procedures that you must perform on
Oracle Identity Manager and the target system during each stage of connector
deployment.

Using the Connector provides information about the tasks that must be performed
each time you want to run reconciliation.

Extending the Functionality of the Connector describes procedures that you can
perform to extend the functionality of the connector.

Testing and Troubleshooting provides information about testing the connector.

Determining the Root Audit Action Details provides information about root audit
action.

Setting Up SSL on Oracle WebLogic Server describes how to configure SSL on
Oracle WebLogic Server for PeopleTools.

Message Structure contains the message structure that is part of all full data
publish XML files.

1-30



Deploying the Connector

Deploying the connector involves the following steps:

" Note:

In this guide, PeopleSoft Campus is referred to as the target system.

*  Preinstallation
* Installation
» Postinstallation

» Postcloning Steps

2.1 Preinstallation

Preinstallation information is divided across the following sections:
e Determining the Version of PeopleTools and the Target System

» Files and Directories on the Installation Media

e Preinstallation on the Target System

2.1.1 Determining the Version of PeopleTools and the Target System

You might want to determine the versions of PeopleTools and the target system you

are using to check whether this release of the connector supports that combination.

determine the versions of PeopleTools and the target system:

To

1. Open a Web browser and enter the URL of PeopleSoft Internet Architecture. The

URL of PeopleSoft Internet Architecture is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cmd=| ogi n
2. Click Change My Password. On the page that is displayed, press Ctrl+J. The

versions of PeopleTools and the target system that you are using are displayed.

2.1.2 Files and Directories on the Installation Media

ORACLE

Table 2-1 lists the files and directories on the installation media.
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Table 2-1 Files and Directories on the Installation Media

File in the Installation Media Directory Description

configuration/PSFT_Campus_Reconciliation- This XML file contains configuration information that is used during
Cl.xml connector installation.

javadoc This directory contains information about the Java APIs used by

the connector.

lib/PSFT_CS-oim-integration.jar This JAR file contains the class files that are specific to integration
of the connector with PeopleSoft target systems.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

lib/PSFTCommon.jar This JAR file contains PeopleSoft-specific files common to
Campus, Employee Reconciliation, and User Management
versions of the connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

The following fiIers and directories in the The base directory contains the class files for the
listener directory: PeopleSoftOIMListener.ear file. This Enterprise Archive (EAR) file
base directory contains one or more entries representing the modules of the Web
lib/deploytool.jar application to be deployed onto an application server.
build.xml During connector deployment, the PeopleSoft listener is deployed

. as an EAR file.
deploy.properties o ) ] ) ]
README. txt The deploytool.jar file contains the class files required for deploying

the listeners.

The build.xml file is the deployment script, which contains
configurations to deploy the listener.

The deploy.properties file contains Oracle Identity Manager
connection details.

The README.txt file contains instructions to deploy, remove, and
redeploy the listener.

Files in the resources directory Each of these resource bundles contains language-specific
information that is used by the connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

Note: A resource bundle is a file containing localized versions
of the text strings that are displayed on the Administrative and
User Console. These text strings include GUI element labels and

messages.
test/config/log.properties These files are used by the InvokeListener.bat file. The
test/config/reconConfig.properties reconConfig.properties file contains configuration information for

running the InvokeListener.bat file. The log.properties file contains
logger information.

test/lib/PSFTTest.jar This JAR file is used by the testing utility for reconciliation.
test/scripts/InvokeListener.bat This BAT file and the UNIX shell script call the testing utility for
test/scripts/InvokeListener.sh reconciliation.
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Table 2-1 (Cont.) Files and Directories on the Installation Media

____________________________________________________________________________________________|]
File in the Installation Media Directory Description

xml/PeoplesoftCampus-ConnectorConfig.xml  This XML file contains definitions for the connector components.
e Resource object
e Process definition
e IT resource type
. Reconciliation rules
e Scheduled tasks
e Lookup definitions

2.1.3 Preinstallation on the Target System

Permission lists, roles, and user profiles are building blocks of PeopleSoft security.
Each user of the system has an individual User Profile, which in turn is linked to

one or more Roles. To each Role, you can add one or more Permission Lists, which
defines what a user can access. So, a user inherits permissions through the role that
is attached to a User Profile.

You must create limited rights users who have restricted rights to access resources in
the production environment to perform PeopleSoft-specific installation or maintenance
operations.

The preinstallation steps consist of creating a user account with limited rights.
Permission lists may contain any number of accesses, such as the Web libraries
permission, Web services permissions, page permissions, and so on. You attach this
permission list to a role, which in turn is linked to a user profile.

This section describes the following procedure, which has to be performed on the
target system to create a user account with limited rights:

2.1.3.1 Creating a Target System User Account for Connector Operations

You must create a target system account with privileges required for connector
operations. The user account created on the target system has the permission

to perform all the configurations required for connector operations. This includes
configuring the PeopleSoft Integration Broker for full reconciliation and incremental
reconciliation. This account cannot access pages or components that are not required
by the connector.

The following sections describe the procedures to create this target system account:

< Note:

For creating the target system account, you must log in to PeopleSoft
Internet Architecture with administrator credentials.

*  Creating a Permission List
* Creating a Role for a Limited Rights User

* Assigning the Required Privileges to the Target System Account
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2.1.3.1.1 Creating a Permission List

ORACLE

To create a permission list:

1.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cnd=Il ogi n

In the PeopleSoft Internet Architecture window, click PeopleTools, Security,
Permissions & Roles, and then click Permission Lists.

Click Add a new Value. On the Add a New Value tab, enter the permission list
name, for example, O MCS, and then click Add.

On the General tab, enter a description for the permission list in the Description
field.

On the Pages tab, click the search icon for Menu Name and perform the following:

a. Click the plus sign (+) to add a row for Menu Name. Click the search icon
for Menu Name. In the Menu Name lookup, enter | B_PROFI LE and then click
Lookup. From the list, select IB_PROFILE. The application returns to the
Pages tab. Click Edit Components.

b. On the Component Permissions page, click Edit Pages for each of the
following component names:

IB_GATEWAY
IB_MESSAGE_BUILDER
IB_MONITOR_QUEUES
IB_NODE
IB_OPERATION
IB_QUEUEDEFN
IB_ROUTINGDEFN
IB_SERVICE
IB_SERVICEDEFN
IB_MONITOR

c. Click Select All, and then click OK for each of the components. Click OK on
the Components Permissions page.

d. On the Pages tab, click the plus sign (+) to add another row for Menu Name.

e. In the Menu Name lookup, enter PROCESSMONI TOR and then click Lookup.
From the list, select PROCESSMONITOR. The application returns to the
Pages tab. Click Edit Components.

f.  On the Component Permissions page, click Edit Pages for the
PROCESSMONITOR component name.
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g. Click Select All, and then click OK. Click OK on the Components Permissions
page.
h. On the Pages tab, click the plus sign (+) to add another row for Menu Name.

i. Inthe Menu Name lookup, enter PROCESS _SCHEDULER and then click Lookup.
From the list, select PROCESS_SCHEDULER. The application returns to the
Pages tab. Click Edit Components.

j.  On the Component Permissions page, click Edit Pages for the PRCSDEFN
component name.

k. Click Select All, and then click OK. Click OK on the Components Permissions
page.
I.  Onthe Pages tab, click the plus sign (+) to add another row for Menu Name.

m. In the Menu Name lookup, enter MANAGE | NTEGRATI ON_RULES and then
click Lookup. From the list, select MANAGE_INTEGRATION_RULES. The
application returns to the Pages tab. Click Edit Components.

n. On the Component Permissions page, click Edit Pages for the
EO_EFFDTPUB component name.

o. Click Select All, and then click OK. Click OK on the Components Permissions
page. The application returns to the Pages tab.

On the People Tools tab, select the Application Designer Access check box
and click the Definition Permissions link. The Definition Permissions page is
displayed.

On this page, grant full access to the following object types by selecting Full
Access from the Access list:

*  App Engine Program
* Message

*  Component

*  Project

* Application Package
Click OK.

Click the Tools Permissions link. The Tools Permissions page is displayed. On
this page, grant full access to the SQL Editor tool by selecting Full Access from
the Access list.

Click OK. The application returns to the People Tools tab.

On the Process tab, click the Process Group Permissions link. The Process
Group Permission page is displayed.

In the Process Group lookup, click the search icon. From the list, select TLSALL.

On the Process Group Permission page, click the plus sign (+) to add another row
for Process Group.

In the Process Group lookup, click the search icon. From the list, select STALL.
The application returns to the Process Group Permission page.

Click OK.

On the Web Libraries tab, click the search icon for the Web Library Name field and
perform the following:
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a. Inthe Web Library Name lookup, enter WEBLI B_PORTAL and then click Lookup.
From the list, select WEBLIB_PORTAL. The application returns to the Web
Libraries tab. Click the Edit link.

b. On the WebLib Permissions page, click Full Access(All).
c. Click OK and then click Save.

d. Click the plus sign (+) to add a row for the Web Library Name field and repeat
Steps a through c for the WEBLIB_PT_NAV library.

e. Click Save to save all the settings specified for the permission list.

2.1.3.1.2 Creating a Role for a Limited Rights User

To create a role for a limited rights user:

1.

6.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http:/172.21.109. 69: 9080/ psp/ ps/ ?cmd=l ogi n

In the PeopleSoft Internet Architecture window, click PeopleTools, Security,
Permissions & Roles, and then click Roles.

Click Add a new Value. On the Add a New Value tab, enter the role name, for
example, O MCS, and then click Add.

On the General tab, enter a description for the role in the Description field.
On the Permission Lists tab, click the search icon and perform the following:

a. Inthe Permission Lists lookup, enter O MCS and then click Lookup. From the
list, select OIMCS.

b. Click the plus sign (+) to add another row.

c. Inthe Permission Lists lookup, enter ECEI 9000 and then click Lookup. From
the list, select EOEI9000.

¢ Note:

Permission list EOEI9000 is not available in PeopleTools 8.53, and is
hence not applicable.

d. Click the plus sign (+) to add another row.

e. Inthe Permission Lists lookup, enter EOCO9000 and then click Lookup. From
the list, select EOC09000.

Click Save.

2.1.3.1.3 Assigning the Required Privileges to the Target System Account

To assign the required privileges to the target system account:

ORACLE
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1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cmd=| ogi n

2. In the PeopleSoft Internet Architecture window, click PeopleTools, Security, User
Profiles, and then click User Profiles.

3. Click Add a new Value. On the Add a New Value tab, enter the user profile name,
for example, O MCS, and then click Add.

4. On the General tab, perform the following:

a. From the Symbolic ID list, select the value that is displayed. For example,
SYSADML1.

b. Enter valid values for the Password and Confirm Password fields.
c. Click the search icon for the Process Profile permission list.

d. Inthe Process Profile lookup, enter O MCS and then click Lookup. From the
list, select OIMCS. The application returns to the General tab.

5. Onthe ID tab, select none as the value of the ID type.
6. On the Roles tab, click the search icon:

a. Inthe Roles lookup, enter O MCS and then click Lookup. From the list, select
oIMcCs.

b. Click the plus sign (+) to add another row.

c. Inthe Roles lookup, enter ProcessSchedul er Adm n and then click Lookup.
From the list, select ProcessSchedulerAdmin.

d. Click the plus sign (+) to add another row.

e. Inthe Roles lookup, enter EI R Admi ni strat or and then click Lookup. From
the list, select EIR Administrator.

¢ Note:

Role EIR Administrator is not available in PeopleTools 8.53, and is
hence not applicable.

f. Click Save to save this user profile. This profile is also used for a person
with limited rights in PeopleSoft for performing all reconciliation-related
configurations.

2.2 Installation

Installation information is divided across the following sections:

e Installation on Oracle Identity Manager
* Installation on the Target System

e Installation with Other PeopleSoft Connectors
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2.2.1 Installation on Oracle Identity Manager

Installation on Oracle Identity Manager consists of the following procedures:

Running the Connector Installer

Copying the Connector Files and External Code Files
Configuring the IT Resource

IT Resource Parameters

Deploying the PeopleSoft Listener

Removing the PeopleSoft Listener

2.2.1.1 Running the Connector Installer

ORACLE

" Note:

In this guide, the term Connector Installer has been used to refer to the
Connector Installer feature of the Administrative and User Console.

To run the Connector Installer:

1.

Create a directory for the connector, for example, PSFT_CS-11.1.1.5.0, in the
OIM_HOMEI/server/ConnectorDefaultDirectory directory.

Copy the contents of the connector installation media directory into directory
created in Step 1.

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

e For Oracle Identity Manager release 11.1.1:

a. Log in to the Administrative and User Console by using the user account
described in Creating the User Account for Installing Connectors in Oracle
Fusion Middleware Administering Oracle Identity Manager.

b. On the Welcome to Identity Manager Advanced Administration page, in
the System Management region, click Manage Connector.

e For Oracle Identity Manager release 11.1.2.x:

a. Login to Oracle Identity System Administration by using the user account
described in Creating the User Account for Installing Connectors in Oracle
Fusion Middleware Administering Oracle Identity Manager.

b. In the left pane, under System Management, click Manage Connector.
In the Manage Connector page, click Install.

From the Connector List list, select PeopleSoft Campus 11.1.1.5.0. This list
displays the names and release numbers of connectors whose installation files
you copy into the default connector installation directory in Step 1.

If you have copied the installation files into a different directory, then:
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a. Inthe Alternative Directory field, enter the full path and name of that
directory.

b. To repopulate the list of connectors in the Connector List list, click Refresh.
c. From the Connector List list, select PeopleSoft Campus 11.1.1.5.0.
6. Click Load.
7. To start the installation process, click Continue.
The following tasks are performed, in sequence:
a. Configuration of connector libraries
b. Import of the connector XML files (by using the Deployment Manager)
c. Compilation of adapter definitions

On successful completion of a task, a check mark is displayed for the task. If

a task fails, then an X mark and a message stating the reason for failure is
displayed. Depending on the reason for the failure, make the required correction
and then perform one of the following steps:

* Retry the installation by clicking Retry.
e Cancel the installation and begin again from Step 1.

8. If all three tasks of the connector installation process are successful, then a
message indicating successful installation is displayed. In addition, a list of steps
that you must perform after the installation is displayed. These steps are as
follows:

a. Configuring the IT resource for the connector

See Configuring the IT Resource for more information.
b. Configuring the scheduled tasks

See Configuring Scheduled Jobs for more information.

When you run the Connector Installer, it copies the connector files and external code
files to destination directories on the Oracle Identity Manager host computer. These
files are listed in Table 2-1.

2.2.1.2 Copying the Connector Files and External Code Files

Table 2-2 lists the files that you must copy manually and the directories on the Oracle
Identity Manager host computer to which you must copy them.

If the connector files are extracted to the OIM_HOME/server/
ConnectorDefaultDirectory/PSFT_CS-11.1.1.5.0/ directory on the Oracle Identity
Manager host computer, then there is no need to copy these files manually.
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< Note:

e The directory paths given in the first column of this table correspond to
the location of the connector files in the PeopleSoft Campus directory on
the installation media. See Files and Directories on the Installation Media
for more information about these files.

If a particular destination directory does not exist on the Oracle Identity
Manager host computer, then create it.

Table 2-2 Files to Be Copied to the Oracle Identity Manager Host Computer

File in the Installation Media Directory Destination for Oracle Identity Manager

lib/PeopleSoftOIMListener.ear OIM_HOME!/server/ConnectorDefaultDirectory/
PSFT_CS-11.1.1.5.0/listener

Files in the test/scripts directory OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_CS-11.1.1.5.0/scripts

Files in the test/config directory OIM_HOME/server/ConnectorDefaultDirectory/

PSFT_CS-11.1.1.5.0/config

2.2.1.3 Configuring the IT Resource

The IT resource for the target system contains connection information about the target
system. Oracle Identity Manager uses this information during reconciliation.

When you run the Connector Installer, the PSFT Canpus IT resource is automatically
created in Oracle Identity Manager. You must specify values for the parameters of this
IT resource as follows:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

*  For Oracle Identity Manager release 11.1.1:
Log in to the Administrative and User Console
*  For Oracle Identity Manager release 11.1.2.x:
Log in to Oracle Identity System Administration
2. If you are using Oracle Identity Manager release 11.1.1, then:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

3. If you are using Oracle Identity Manager release 11.1.2.x, and if you want to create
a sandbox, then create application instance as follows:
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¢ See Also:

Oracle Fusion Middleware Developing and Customizing Applications for
Oracle Identity Manager for more information about application instance
and sandbox

On the upper navigation bar, click Sandboxes. The Manage Sandboxes page
is displayed.

On the toolbar, click Create Sandbox. The Create Sandbox dialog box is
displayed.

In the Sandbox Name field, enter a name for the sandbox. This is a mandatory
field.

In the Sandbox Description field, enter a description of the sandbox. This is an
optional field.

Click Save and Close. A message is displayed with the sandbox name and
creation label.

Click OK. The sandbox is displayed in the Available Sandboxes section of the
Manage Sandboxes page.

Select the sandbox that you created.
On the toolbar, click Activate Sandbox.

The table refreshes and a marker in the Active column is displayed. In
addition, the Sandboxes link on the upper navigation bar also displays the
active sandbox name in parentheses.

In the left pane, under Configuration, click Application Instances. The
Application Instances page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the
toolbar. The Create Application Instance page is displayed.

Enter the values of the attributes. For example:
Name: Peopl eSof t | nst ance

Display Name: Peopl eSof t | nst ance

Resource Object: Affiliation

IT Resource Instance: PSFT Canpus

Click Save. The application instance is created, and the details of the
application instance is displayed in a page.

. To create a form to be associated with the application instance, open the

Create Application Instance page or the Attributes tab of the Application
Instance details page.

Adjacent to the Forms field, click Create. The Create Form page is displayed.
Enter values for the form attributes. For example:

Resource Type: Affiliation

Form Name: CanmpusFor m

Click Create. A message is displayed stating that the form is created.
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g. Inthe Create Application Instance page or the Attributes tab of the Application
Instance details page, click Refresh adjacent to the Form field. The newly
created form is available for selection in the Form list.

r. Select the new form from the drop-down list and click Apply.
The application instance is created.
s. Before publishing the sandbox, close all the open tabs and pages.

t. From the table showing the available sandboxes in the Manage Sandboxes
page, select the sandbox that you created.

u. On the toolbar, click Publish Sandbox. A message is displayed asking for
confirmation.

v. Click Yes to confirm. The sandbox is published and the customizations it
contained are merged with the main line.

w. Search for and run the Catalog Synchronization Job scheduled job to sync
the application instance with the catalog. See Configuring Scheduled Jobs for
more information about configuring and running scheduled jobs.

4. Inthe left pane, under Configuration, click IT Resource.

5. Inthe IT Resource Name field on the Manage IT Resource page, enter PSFT
Canpus and then click Search. Alternatively, from the IT Resource Type menu,
select PSFT Campus, and then click Search.

6. Click the edit icon for the IT resource.
7. From the list at the top of the page, select Details and Parameters.

8. Specify values for the parameters discussed in Table 2-3. The remaining
parameters of IT resource are not applicable for this connector.

9. To save the values, click Update.
2.2.1.4 1T Resource Parameters
Specify values for the parameters discussed in Table 2-3.s

Table 2-3 IT Resource Parameters

_____________________________________________________________________________________________|]
Parameter Description

Configuration Lookup This parameter holds the name of the lookup definition that contains
configuration information.

Default value: Lookup. PSFT. Canpus. Confi guration
Note: You must not change the value of this parameter. However, if you create
a copy of all the connector objects, then you can specify the unique name of

the copy of this lookup definition as the value of the Configuration Lookup Name
parameter in the copy of the IT resource.
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Table 2-3 (Cont.) IT Resource Parameters

Parameter

Description

IsActive

This parameter is used to specify whether the specified IT Resource is in use or
not. Enter one of the following as the value of the IsActive parameter:

Enter yes as the value to specify that the target system installation represented
by this IT resource is active. If you specify yes as the value, then the connector
processes messages sent from this target system installation.

Enter no as the value if you do not want the connector to process messages sent
from this target system installation.

Default value: Yes

2.2.1.5 Deploying the PeopleSoft Listener

The PeopleSoft listener is a Web application that is deployed on an Oracle Identity
Manager host computer. The PeopleSoft listener parses the XML message and
creates a reconciliation event in Oracle Identity Manager.

< Note:

e If you have already deployed a listener for the PeopleSoft User
Management or Employee Reconciliation connector, then you must
remove that listener and deploy the listener from the installation media of
the PeopleSoft Campus connector.

e The PeopleSoft Campus, PeopleSoft Employee Reconciliation, and
PeopleSoft User Management connectors have different IT resources.
Therefore, you must configure separate HTTP nodes for messages
of the Campus, Employee Reconciliation, and User Management
connectors.

Even if an existing node is configured to the PeopleSoft listener on
Oracle Identity Manager, a separate node is required for messages of
the PeopleSoft Campus connector.

e If you are using IBM WebSphere Application Server, perform
the procedure described in Deploying the PeopleSoft Listener on
WebSphere Application Server.

This section contains the following topics:

ORACLE

Setting the Prerequisites of Deploying the PeopleSoft Listener
Deploying the PeopleSoft Listener on Oracle Identity Manager

Setting the Prerequisites of Deploying the PeopleSoft Listener on WebSphere
Application Server

Deploying the PeopleSoft Listener on WebSphere Application Server
Importing Oracle Identity Manager CA Root Certificate into PeopleSoft WebServer
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2.2.1.5.1 Setting the Prerequisites of Deploying the PeopleSoft Listener

Before deploying the PeopleSoft listener, perform the following steps:

*  Ensure Apache Ant 1.7 or later and JDK 1.6 or later are installed.

*  Set the following environment values in ant.properties:

ORACLE_HOME maps to the Oracle Identity Manager installation directory.
For example, / ps1/ beahome/ Oracl e_| DML

ORACLE_COMMON maps to the common directory in ORACLE_HOME. For
example, / ps1/ beahome/ Oracl e_| DML/ conmon

WLS_HOME maps to the WebLogic Server directory. For example, /
m ddl ewar e/ w server _10. 3

JAVA_HOME maps to your JDK environment. For example, / usr/ | ocal /
packages/j dk16/

PATH must include the JAVA_HOME/bin directory. You can set the PATH
variable using the SET PATH=$JAVA HOVE/ bi n: $PATH command.

e Build the wifuliclient.jar file in Oracle WebLogic server, for example, in the
WLS_HOME/serverllib directory:

1.
2.

Change directories to WLS_HOME/serverllib.
Run the following command:

java -jar ../../../nodul es/com bea.core.jarbuilder_1.3.0.0.jar

# Note:

The exact jar file version can be different based on the
WebLogic Server. Use the corresponding file with the name as
com bea. core.jarbuil der atthe WLS_HOME]/../modules/ directory.

e Start Oracle Identity Manager and the Admin Server.

2.2.1.5.2 Deploying the PeopleSoft Listener on Oracle Identity Manager

To deploy the PeopleSoft listener on Oracle Identity Manager:

1. Setthe Oracle Identity Manager connection details in the listener/deploy.properties

file.

The listener directory is located in the connector package directory, for example,
OIM_HOME/server/ConnectorDefaultDirectory/PSFT_CS-11.1.1.5.0.

2. Run the following command:

ant setup-listener

ORACLE
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< Note:
If you need to deploy the listener in an Oracle Identity Manager cluster, then:

*  Specify the name of the cluster for the oi m server. nane property in the
listener/deploy.properties file.

* Update the following configurations appropriately with the URL of the
listener, /PeopleSoftOIMListener:

— Front-end web server
— Load balancer
— PeopleSoft nodes

e Copy the connector package into the OIM_HOME/server/
ConnectorDefaultDirectory directory of every node.

2.2.1.5.3 Setting the Prerequisites of Deploying the PeopleSoft Listener on WebSphere
Application Server

Before deploying the PeopleSoft listener, ensure Apache Ant 1.7 or later and JDK 1.6
or later are installed. Then, set the following environment values in the ant.properties
file:

OIM_ORACLE_HOME maps to the Oracle Identity Manager installation directory.
For example, / ps1/was/ Oracl e_| DML

You can set this variable using the setenv O M ORACLE_HOME <val ue> command.

JAVA_HOME maps to your JDK environment. For example, / usr/ | ocal /
packages/j dk16/

You can set this variable using the set env JAVA HOME <val ue> command.

PATH must include the JAVA_HOME/bin directory. You can set this variable using
the set env PATH $JAVA HOVE/ bi n: $PATH command.

2.2.1.5.4 Deploying the PeopleSoft Listener on WebSphere Application Server

ORACLE

To deploy the PeopleSoft listener on IBM WebSphere Application Server:

1.

Copy the listener EAR creation scripts to the following directory:

OIM_ORACLE_HOME/server/ConnectorDefaultDirectory/PSFT_CS-11.1.1.5.0/
listener

Set the Oracle Identity Manager connection details in the listener/deploy.properties
file.

Run the following command:
ant setup-listener
The listener EAR will be created in the following directory:

OIM_ORACLE_HOME/server/ConnectorDefaultDirectory/PSFT_CS-11.1.1.5.0/
listener/deployear
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Log in to the WebSphere Admin console.

Expand Applications.

Select Enterprise Applications from the list.

Click Install and browse for the listener EAR directory.

Select Fast Path and click Next.

10. Under Map modules to servers, select oim_serverl to map the listener EAR file.

11. Save the listener EAR application and start the service.

2.2.1.5.5 Importing Oracle Identity Manager CA Root Certificate into PeopleSoft

WebServer

If you have configured SSL in Oracle Identity Manager, for the PeopleSoft listener
to work in SSL you must import Oracle Identity Manager CA root certificate into
PeopleSoft WebServer.

To do so, perform one of the following procedures depending on the PeopleSoft
WebServer you are using:

* For Oracle WebLogic Server:

1.

Identity the certificate of issuing authority, the root CA for Oracle Identity
Manager.

If you use the default demo certificate, then the root certificate is located in the
following location:

MW _HOME/wlserver_10.3/server/lib/CertGenCA.der

If the certificate is issued by an external entity, then you must import the
corresponding root certificate.

Use pskeymanager to import the root certificate into PeopleSoft WebServer
keystore.

* For IBM WebSphere Application Server:

1.

Identity the certificate of issuing authority, the root CA for Oracle Identity
Manager.

In the WebSphere Admin console, navigate to Security, SSL certificate and
key management, Key stores and certificates, CellDefaultTrustStore, and
Signer certificates. Then, select root and click Extract.

If the certificate is issued by a different entity, then you must import the
corresponding root certificate.

Use pskeymanager to import the root certificate into PeopleSoft WebServer
keystore.

2.2.1.6 Removing the PeopleSoft Listener

This section contains the following topics:

* Removing the PeopleSoft Listener for IBM WebSphere Application Server

* Removing the PeopleSoft Listener for Oracle WebLogic Server

ORACLE
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< Note:

e This section is not a part of installation on Oracle Identity Manager. You
might need this procedure to extend the connector.

» If you uninstall the connector, you must also remove the listener.
Installing a new connector over a previously deployed listener creates
discrepancies.

Do not remove the listener if the PeopleSoft User Management
connector is installed and if it is using the listener.

2.2.1.6.1 Removing the PeopleSoft Listener for IBM WebSphere Application Server

To remove the PeopleSoft listener:

1.
2.
3.

7.

Log in to the WebSphere Admin console.

Expand Applications.

Select Enterprise Applications from the list.

A list of deployed applications is shown in the right pane.
Select the PeopleSoftOIMListener.ear check box.
Specify the Context root as Peopl eSof t O M.i st ener .
Click Uninstall.

An Uninstall Application confirmation screen appears with the name of the
application to be uninstalled. In this scenario, the application would be
PeopleSoftOIMListener.

Click OK.

2.2.1.6.2 Removing the PeopleSoft Listener for Oracle WebLogic Server

ORACLE

From the listener directory, run the following command:

ant undepl oy

To remove the PeopleSoft listener of the connector of a previous release:

1.
2.

Log in to the Oracle WebLogic admin console.

From the Domain Structure list, select OIM_DOMAIN.

Where OIM_DOMAIN is the domain on which Oracle Identity Manager is installed.
Click the Deployments tab.

On Microsoft Windows, in the Change Centre window, click Lock & Edit.

Select PeopleSoftOIMListener.ear. This enables the Delete button of the Control
tab in the Summary Of Deployments region.

Click Stop. A list appears.
Select Force Stop Now.

The Force Stop Application confirmation screen appears.
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8. Click Yes.

9. On the Control tab in the Summary Of Deployments region, select
PeopleSoftOIMListener.ear.

10. Click Delete.
A confirmation message appears on successful deletion of the WAR file.

11. On the left pane, click the Active Changes button.

2.2.2 Installation on the Target System

During this stage, you configure the target system to enable it for reconciliation. This
information is provided in the following sections:

»  Configuring the Target System for Full Reconciliation

*  Enabling Content-based Filtering for Full Reconciliation in
SCC_CONSTITUENT_FULLSYNC Message

e Configuring the Target System for Incremental Reconciliation

» Enabling Content-based Routing for Incremental Reconciliation in
SCC_CONSTITUENT_SYNC Message

2.2.2.1 Configuring the Target System for Full Reconciliation

As described in About the Connector, full reconciliation is used to reconcile all existing
person data into Oracle Identity Manager.

Configuring the target system for full reconciliation involves creation of XML files for
full reconciliation by performing the following procedures:

*  Configuring the PeopleSoft Integration Broker
*  Configuring the SCC_CONSTITUENT_FULLSYNC Service Operation

2.2.2.1.1 Configuring the PeopleSoft Integration Broker

The following sections explain the procedure to configure PeopleSoft Integration
Broker:

e Configuring PeopleSoft Integration Broker Gateway

e Configuring PeopleSoft Integration Broker

2.2.2.1.1.1 Configuring PeopleSoft Integration Broker Gateway

ORACLE

PeopleSoft Integration Broker is installed as part of the PeopleTools installation
process. The Integration Broker Gateway is a component of PeopleSoft Integration
Broker, which runs on the PeopleSoft Web Server. It is the physical hub between
PeopleSoft and the third-party system. The integration gateway manages the receipt
and delivery of messages passed among systems through PeopleSoft Integration
Broker.

To configure the PeopleSoft Integration Broker gateway:

1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture.

The URL for PeopleSoft Internet Architecture is in the following format:
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http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cmd=| ogi n

To display the Gateway component details, expand PeopleTools, Integration
Broker, Configuration, and then Gateways. The Gateway component details are
displayed.

In the Integration Gateway ID field, enter LOCAL, and then click Search. The
LOCAL gateway is a default gateway that is created when you install PeopleSoft
Internet Architecture.

Ensure that the IP address and host name specified in the URL of the PeopleSoft
listener are those on which the target system is installed. The URL of the
PeopleSoft listener is in one of the following formats:

http://HOSTNAME_of _t he_Peopl eSoft _Web_server or

| PADDRESS: PORT/ PSI GW Peopl eSof t Li st eni ngConnect or

For example:

http://10.121. 16. 42: 80/ PSI GN Peopl eSof t Li st eni ngConnect or

To load all target connectors that are registered with the LOCAL gateway, click
Load Gateway Connectors. A window is displayed mentioning that the loading
process is successful. Click OK.

Click Save.

Click Ping Gateway to check whether the gateway component is active. The
PeopleTools version and the status of the PeopleSoft listener are displayed. The
status should be ACTI VE.

2.2.2.1.1.2 Configuring PeopleSoft Integration Broker

ORACLE

PeopleSoft Integration Broker provides a mechanism for communicating with the
outside world using XML files. Communication can take place between different
PeopleSoft applications or between PeopleSoft and third-party systems. To subscribe
to data, third-party applications can accept and process XML messages posted by
PeopleSoft using the available PeopleSoft connectors. The Integration Broker routes
messages to and from PeopleSoft.

To configure PeopleSoft Integration Broker:

1.

Create a remote node as follows:

a. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Nodes.

b. On the Add a New Value tab, enter the node name, for example,
O M_FI LE_NODE, and then click Add.

c. On the Node Definition tab, provide the following values:
In the Description field, enter a description for the node.
In the Default User ID field, enter PS.

d. Make this node a remote node by deselecting the Local Node check box and
selecting the Active Node check box.

e. Ensure that the Node Type is PIA.
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f.  On the Connectors tab, search for the following information by clicking the
Lookup icon:

Gateway ID: LOCAL
Connector ID: FILEOUTPUT
g. On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER
Property Name: sendUncompressed
Required value: Y
Property ID: PROPERTY
Property Name: Method
Required value: PUT
Property ID: PROPERTY
Property Name: FilePath

Required value: Any location writable by the Integration Broker. This location is
used to generate the full data publish files.

Property ID: PROPERTY
Property Name: Password

Required value: Same value as of ig.fileconnector.password in the
integrationGateway.properties file

# Note:

To locate the intergrationGateway.properties file, perform the
following steps using the PeopleSoft administrator credentials:

i. In PeopleSoft Internet Architecture, expand PeopleTools,
Integration Broker, Configuration, and then click Gateways.

ii. Inthe Integration Gateway ID field, enter LOCAL, and then click
Search.

iii. Click the Gateway Setup Properties link.

You are prompted to enter the user ID and password.
iv. Specify the following values:

In the UserlID field, enter the appropriate user ID.

In the Password field, enter the appropriate password.

h. Click Save.

i. Click Ping Node to check whether a connection is established with the
specified IP address.

2.2.2.1.2 Configuring the SCC_CONSTITUENT _FULLSYNC Service Operation
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The SCC_CONSTITUENT_FULLSYNC message contains the basic personal
information about all the persons. This information includes the ID, First Name, Last
Name, Affiliation Type, and other contact information.

To configure the SCC_CONSTITUENT_FULLSYNC service operation, perform the
following procedures:

e Activating the SCC_CONSTITUENT_FULLSYNC Service Operation

e Verifying the Queue Status for the SCC_CONSTITUENT_FULLSYNC Service
Operation

e Setting Up the Security for the SCC_CONSTITUENT_FULLSYNC Service
Operation

e Defining the Routing for the SCC_CONSTITUENT_FULLSYNC Service Operation
e Displaying the El Repository Folder

e Activating the SCC_CONSTITUENT_FULLSYNC Message

e Activating the Full Data Publish Rule

2.2.2.1.2.1 Activating the SCC_CONSTITUENT_FULLSYNC Service Operation

The service operation is a mechanism to trigger, receive, transform, and route
messages that provide information about updates in PeopleSoft or an external
application. You must activate the service operation to successfully transfer or receive
messages.

To activate the SCC_CONSTITUENT_FULLSYNC service operation:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter SCC_CONSTI TUENT_FULLSYNC in the
Service field, and then click Search.

3. Click the SCC_CONSTITUENT_FULLSYNC link.

< Note:

In PeopleSoft Campus, there are two versions of the message
(INTERNAL and VERSION_1) associated with this service operation.
But, when you integrate PeopleSoft Campus 9.0 and Oracle Identity
Manager, you must use the default version | NTERNAL.

The following screenshot displays the default version associated with this service
operation:
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General Handlers Routings
Service Operation: SCC_COMNSTITUENT_FULLSYMNC
Operation Type: Asynchronous - One Way
*Operation Description: Constituent Full Sync
Operation Comments: Ol useripassword Required
*Req Verification: Maone M

Senvice Operation Security

OwneriD: | Campus Community [+]

Operation Alias: |

Default Service Operation Version
| *Version: INTERMNAL Default ctive
Version Description: |Interna| \ersion Routing Status

Version Comments: Same as the latest version but with Any-to-Local: Does not exist
real table names.

Local-to-Local: Does not exist

Local-to-Atom: Does not exist.

O on-Repudiation Routing Actions Upon Save

[ Generate Any-to-Local

ntrospection [JRuntime Schema Validation

[ Generate Local-to-Local

Message Information

Type: Reguest
Message. Version: |SC C_CONSTITUENT_FULLSYNC INTEQ, View Message

*Queue Name; |F'ERSON_DA‘I’A Q) View Queue  Add New Queus

Non-Default Versions personalize | Find | 2] B First B0 4 o1 B0 (et

Version Active

VERSION 1 Version 1

Save I Return to Service  Add Yersion

General | Handlers | Eoutings

4. In the Default Service Operation Version region, click Active.

5. Click Save.

6. In the Non-Default Versions region, click the VERSION_1 link, as shown in the
following screenshot.
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Service Operation Version

Service Operation SCC_CONSTITUENT_FULLSYNG L] Defauit Active

Service SCC_CONSTITUENT_FULLSYNC

Routing Actions Upon Save

Service Operation Version VERSION_1 Generate Any-to-Local
Operation Type Asynchronous - One Way Generate Local-to-Local
Description Version 1 Generate Local-to-Atom
Comments
[[] Non-Repudiation
Runtime Schema Validation

Message Information

Type Request
Message Version 'SCC_CDN STITUENT_FULLSYNCVER:!C,  View Message
*Queus Name'PERSON_DATh Q,  view Queue Add New Queue
Save | Return

[ Notify

Service Operation Versions | Senice Operation Versions

7. Click Active.
8. Click Save.
9. Click Return.

2.2.2.1.2.2 Verifying the Queue Status for the SCC_CONSTITUENT_FULLSYNC
Service Operation

All messages in PeopleSoft are sent through a queue. This is done to ensure that the
messages are delivered in a correct sequence. Therefore, you must ensure that the
gueue is in the Run status.

To ensure that the status of the queue for the SCC_CONSTITUENT_FULLSYNC
service operation is Run:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.

3. Inthe Queue Status list, ensure that Run is selected.

< Note:
If the queue status is not Run:
a. From the Queue Status list, select Run.
b. Click Save.

The queue status is highlighted in the following screenshot:
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Queue Definitions

Queue Name PERSOMN_DATA
Description [laintainFersonalData [ Archive O unordered

Comments |HR Message Channel used by [d\‘ Queue Status | Run [v]

Message Objects containing .
Emplayee and Nan-Emplayee Owner ID| HR Core Objects [v]

Operations Assigned to Queue Define Paritioning Fields

view Al First Bl 140 o view Al First Bl 12 03 B st

Field Alias Name
[0  OPERATIONNAME [
ADW APPL DATA FULLSYNC  VERSION_1 [0  PUBLISHER |
CS ADM PRSPCT DATA FULLSYNG VERSION_1
CS TEST SCORES FULLSYNC VERSION_1 LI EREEREE |
HCR ADD JOB VERSION_1
HCR ADD JOB ACK VERSION_1
HCR ADD PERSOM VERSION_1
HCR_ADD PERSOMN ACK VERSION_1
HCR CAN JOB VERSION_1
PERSON ACCOMP_FULLSYNG VERSION_1
PERSON ACCOMP_SYNC VERSION_1
save | AddField |

4. Click Return to Search.

2.2.2.1.2.3 Setting Up the Security for the SCC_CONSTITUENT_FULLSYNC Service

Operation

ORACLE

A person on the target system who has permission to modify or add personal or job
information of a person might not have access to send messages regarding these
updates. Therefore, it is imperative to explicitly grant security to enable operations.

To set up the security for SCC_CONSTITUENT_FULLSYNC service operation:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Search for and open the SCC_CONSTITUENT_FULLSYNC service operation.
3. Onthe General tab, click the Service Operation Security link.

The link is highlighted in the following screenshot:
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General Handlers Routings
Service Operation: SCC_COMSTITUENT_FULLSYMNC
Operation Type: Asynchronous - One Way
*Operation Description; Constitugnt Full Sync
Operation Comments: Ol user/Password Required
*Req Verification: rane M
Senice Operation Security
Owner 1D: Campus Community M

Operation Alias: |

Default Service Operation Version

*Version:  INTERMNAL Default Active
Version Description: |Interna| Version Routing Status
Version Comments: Same as the latest version but with Any-to-Local: Does not exist
real table names.
Local-to-Local: Does not exist
Local-to-Atom: Does not exist.

Ou on-Repudiation Routing Actions Upon Save

Introspection [ Runtime Schema Validation [ Generate dnviolocal

[ Generate Local-to-Local

Message Information

Type: Request

Message Version: |SC C_CONSTITUENT_FULLSYNCINTEC, View Message

*Queue Name: |F'ERSON_DA‘I’A Q) View Queue  Add New Queue
Non-Default Versions Personaiize | Find | ] 36  First B0 4 o1 B Last
Version Description Active
VERSION 1 Version 1

Save I Return to Service  Add Version

General | Handlers | Eoutings

4. Attach the OIMCS permission list to the SCC_CONSTITUENT_FULLSYNC
service operation. This list is created in Step 3 of the preinstallation procedure
discussed in Creating a Permission List.

To attach the permission list:

a.

b.

Click the plus sign (+) to add a row to the Permission List field.

In the Permission List field, enter O MCS and then click the Look up Permission
List icon.

The OIMCS permission list appears.
From the Access list, select Full Access.

The following screenshot displays the preceding steps:

ORACLE"
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Web Service Access

Operation: SCC_CONSTITUENT _FULLSYNC

Permission Personaiize | Find | B0 88 First B 12072 I Last

HCSPSERVICE Full Access lw| 3 [=]

|Cl|f'."||:5 23 | Full Access M El
d. Click Save.

e. Click Return to Search.

2.2.2.1.2.4 Defining the Routing for the SCC_CONSTITUENT_FULLSYNC Service

Operation

ORACLE

Routing is defined to inform PeopleSoft about the origin and intended recipient of the
message. You might have to transform the message being sent or received according
to the business rules.

To define the routing for SCC_CONSTITUENT_FULLSYNC service operation:

1.

On the Routing tab, enter SCC_CONSTI TUENT _FULLSYNC CS_FI LE as the routing
name and then click Add.

On the Routing Definitions tab, enter the following:
Sender Node: PSFT_CS

¢ Note:

The Sender Node is the default active local node. To locate the sender
node:

a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: O M FI LE_NCDE

The following screenshot displays the Sender and Receiver nodes:
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Routing Definitions Parameters Connector Properies Routing Properties
Routing Hame CONSTITUENT_FULLSYNC_TO_FILE [4] Active
*Service Operation SCC_CONSTITUENT_FULLSYNC System Generated

Version INTERMAL

*Description |Fullsync for constituent msa Graphical View

Comments

*Sender Node (C59001MA
*Receiver Node OIM_FILE_MODE
Operation Type Asynchronous - Gne Way
Owner 1D M

Save | Returmn

Routing Definitions | Farameters | Connectaor Propedies | Routing Properties

Click the Parameters tab and enter the following details in the fields:
» External Alias: SCC_CONSTI TUENT_FULLSYNC. VERSI ON_1
* Message.Ver into Transform 1: SCC_CONSTI TUENT _FULLSYNC. | NTERNAL
e Transform Program 1: HMIF_TR _CA
Click Cancel on the warning box that is displayed.
e Message.Ver out of Transforms: SCC_CONSTI TUENT _FULLSYNC. VERSI ON 1

The following screenshot displays the Parameters tab:

ORACLE"
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Routing Definitions | Parameters | Connector Properties | Routing Properties

Routing Name CONSTITUENT_FULLSYNC_TO_FILE
Service Operation SCC_CONSTITUENT_FULLSYNC
Service Operation Version INTERMNAL
Sender Node CS900IMA
Receiver Node OQIM_FILE_NODE
Parameters
Type Outbound Request
External Alias .SCC_CONS'I'ITUENT_FULLSYNC.VERS[D N_‘i
Alias References

Message.Ver into Transform 1 |/SCC_CONSTITUENT_FULLSYNC.IMTERNAL Q

Transform Program 1 HMTF_TR_OA Q

Transform Program 2 Q.
Message.Ver out of Transforms .SCC_CONSTITUENT_FULLSTNC.VERS[O M_1CQ,

Save Return

Routing Definitions | Parameters | Connector Properties | Routing Properdies

4. Click Save.
5. Click Return to go back to the Routings tab of the service operation, and verify
whether your routing is active.
2.2.2.1.2.5 Displaying the El Repository Folder
El Repository is a hidden folder in PeopleSoft. Therefore, you must display this folder.

To display the EI Repository folder:

< Note:

Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:
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Falder Administration Y\ Folder Security
Root =Enterprise Components =E| Repository
Folder Administration
Hame: EIP_CATALOG Parent Folder: Enterprize Components
‘Label: [ElRepositary Copy object Select New Parent Folder
Long Description: Enfterprise Integrafion Repository __j
(254 Characters) J
Product: EOE! Validfrom date: 010111900 Creation Date:  10/29/2001
Sequence number; | 200 valid to date: B Awthor:  PSEO
Ohject Owner ID rEE'I_ C,  Enterprise Integration Repos
navigation I Hide from MSF navigation Add Folder

I Hide fron

[ Is Folder Navigation Disabled
Folder Navigation Object Name: | aQ

Folder Attributes '

Delstz_|
Name: | ¥ Translate
Label: |
Attribate value: =]
;E
Add

& save I [=] notity

~older Administration | Ealder Security

4. Click Save.

5. Log out, and then log in.

2.2.2.1.2.6 Activating the SCC_CONSTITUENT_FULLSYNC Message

You must activate the SCC_CONSTITUENT_FULLSYNC message so that it can be
processed.

To activate the SCC_CONSTITUENT_FULLSYNC message:

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, El
Repository, and then click Message Properties.

2. Search for and open the SCC_CONSTITUENT_FULLSYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:
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Message Properties
To activate or inactivate Messages and their Subscriptions, narrow your search by entering
the first few letters of a Message Name. Select which Messages and Subscriptions you
want to activate or inactivate by manually make changes or by pushing the Activate All or
Inactivate All button, then Save.
Message Hame Begins With: |SCC_CONSTITUENT_FULLSYNC ﬂl
Personalize | Find | View Al| B0 ] 88 First B0 4 or 1 Bl Last
Message || Subscrition Activate Al |
1 SCC_CONSTITUENT_FULLSYMC Active M Inactivate .i\II|

4. Click the Subscription tab, and activate the Subscription PeopleCode if it exists.

< Note:

To perform this step, your User Profile must have the EIR Administrator
role consisting of EOEI9000 and EOCO9000 permission lists.

2.2.2.1.2.7 Activating the Full Data Publish Rule

You must define and activate the Full Data Publish rule, because it acts as a catalyst
for the full reconciliation process. This rule provides the full reconciliation process the
desired information to initiate reconciliation.

To activate the full data publish rule:

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components,
Integration Definitions, and then click Full Data Publish Rules.

2. Search for and open the SCC_CONSTITUENT_FULLSYNC message.
3. In the Publish Rule Definition region:

a. Inthe Publish Rule ID field, enter SCC_CONSTI TUENT _FULLSYNC.

b. Inthe Description field, enter SCC_CONSTI TUENT _FULLSYNC.

c. From the Status list, select Active.

The following screenshot displays the preceding steps:
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Full Table Publish Rules Record Mapping Languages

Message Name: SCC_CONSTITUENT_FULLSYMNC

Description: Canstituent Full Sync

Publish Rule Definition

First K 2 or2 B L ast

*Publish Rule 1D: |SCC_CONSTITUENT_FULLSYNC ==
*Description: |SCC_CONSTITUENT_FULLSYNC
*Status: Active M
Chunking Rule ID: | Q
Alternate Chunk
Table:
Message Options Output Format
Create Message Header lMessage
[“I create Message Trailer Flat File

Flat File with Control Record

4. Click Save.

2.2.2.2 Enabling Content-based Filtering for Full Reconciliation in
SCC_CONSTITUENT_FULLSYNC Message

Content-based filtering uses PeopleSoft Campus Solutions Affiliations codes for
publishing rules. Affiliation Codes represent the relationship(s) a person has

with an institution. This section assumes that you have already configured the
SCC_CONSTITUENT_FULLSYNC message by following the procedure described in
Configuring the SCC_CONSTITUENT_FULLSYNC Service Operation.

The following procedures are discussed in this section:
*  Setting Affiliation Routing Rules

e Setting the Routing Transformation Parameters for the
SCC_CONSTITUENT_FULLSYNC message

» Activating the Full Data Publish Rule with Content-based Filtering

2.2.2.2.1 Setting Affiliation Routing Rules

Using content-based filtering for the SCC_CONSTITUENT_FULLSYNC message
requires that you define valid Affiliation Codes that you wish to include in the data
sent to Oracle Identity Manager. Selecting Affiliation Codes allows you to define the
scope of persons which will be included in the generated XML files.
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< Note:

Affiliation Codes are defined and set appropriately for persons in the
PeopleSoft Campus Solutions target system. See PeopleSoft Campus
Solutions documentation for more information about defining and using
Affiliations.

To set Affiliate Routing rules:

1. Open the Affiliation Routing component details by expanding Set Up SACR,
Common Definitions, Affiliations, Affiliation Routing.

2. Select the node that represents your OIM File Node, as displayed in the following
sample screenshot.

Affiliation Routing

Find | Wiew A1 First 4 [P

“Msg Node CIM_FILE_NODE ke OIM File node for data publish =

Persanaize | Find | View a1 2] 8

1 [PSUNV O [ALUMN_TMPLC, PSUNV Alumni

3 PsuNyY O |RECTR_TMPLQ, PSUNV Recnuiter

[#]

2 [PSUNY O [EMPLOYEE Q) Sample manual employee code. [+ =)
[+]
¥

4 |PSUNMY O |STUDENT O Studentof PS UNV

3. Inthe Institution field, select the Institution Code(s).

4. In the Affiliation Code field, select the Affiliation Code(s) you wish to include.
5. If needed, click the plus (+) button to insert additional rows.

6. Click Save.

2.2.2.2.2 Setting the Routing Transformation Parameters for the
SCC_CONSTITUENT _FULLSYNC message

ORACLE

You will transform the message being sent by enabling an additional transform
program on the Affiliation Routing parameters.

To define the routing for SCC_CONSTITUENT_FULLSYNC service operation:

1. Inthe PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Search for and open the SCC_CONSTITUENT_FULLSYNC message.
3.  On the Routing Definitions tab, click the routing name.
4. Click the Parameters tab and enter the following details in the fields:

e Transform Program 1: SCC_AFL_FLTR
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e Transform Program 2: HMIF_TR_CA
Click Cancel on the warning box that is displayed.

The following screenshot displays the routing transformation program settings on
the Parameters tab:

Routing Definitions Parameters Connector Properties Routing Properties

Routing Name CONSTITUENT_FULLSYNC_TO_FILE
Service Operation SCC_CONSTITUENT_FULLSYNC
Service Operation Version INTERMAL
Sender Node CS900IMA
Receiver Node OIM_FILE_NODE
Parameters
Type Outbound Request
External Alias |SCC_CONSTITUENT_FULLSYNC VERSION_1
Alias References

Message.Ver into Transform 1 SCC_CONSTITUENT_FULLSYNC INTERMNAL O

Transform Program 1 SCC_AFL_FLTR Q,

Transform Program 2 HMTF_TR_OA Q

Message.Ver out of Transforms |SCC_CONSTITUENT_FULLSYNC VERSION_1C,

Save Return

Routing Definitions | Parameters | Conneclor Properies | Routing Properties

Click Save.

Click Return to go back to the Routings tab of the service operation, and verify
whether your routing is active.

2.2.2.2.3 Activating the Full Data Publish Rule with Content-based Filtering

You must define and activate the Full Data Publish rule that uses the Affiliation Routing
settings you defined. This rule provides the full reconciliation process the desired
information to initiate reconciliation.

ORACLE

To activate the full data publish rule:

1.

In the PeopleSoft Internet Architecture, expand Enterprise Components,
Integration Definitions, and then click Full Data Publish Rules.

Search for and open the SCC_CONSTITUENT_FULLSYNC message.
In the Publish Rule Definition region:

a. Inthe Publish Rule ID field, enter AFFI LI ATI ON_FI LTER

b. Inthe Description field, enter Only affiliations of interest.

c. From the Status list, select Active.

d. Verify in the Message Options box that Create Message Header and Create
Message Trailer are selected.

The following screenshot displays the preceding steps:
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Full Table Publish Rules Record Mapping Languages

Message Name: SCC_COMSTITUENT_FULLSYMC

:-_.--IL..,.;-D%

Description: Constituent Full Sync

Publish Rule Definition Find | View Al
*Publish Rule 1D: AFFILIATIONFILTER
*Description: Only affiliations of interest
"Status: Active v
Chunking Rule ID: | Q
Alternate Chunk

Tabie:

[l Create Message Header Message
[+] Create Message Trailer Flat File
Flat File with Control Record

+[=]

ﬁs:we| anmranrm] t@ﬁmmml 4E|Nm¢tnmt| Ell'{uﬁhrl

Full Table Publish Rules | Record Mapping | Langquages

Click the Record Mapping tab.

In the Record Source Mapping region, enter the following values:

Message Record Name

Sourcel/Order by Record Name

ADDRESS_TYPE_V2
NAME_TYPE_VW2
PERSON_SA
SCC_AFL_PERSON
SCC_CM_PERSON._|
SCC_PER_ADDR _|
SCC_PER_NAME._[2
SCC_PER_NID_|
SCC_PER_PDE_|
SCC_PER_PHONE_|

SCC_ADRTYP_AFLT
SCC_NAMTYP_AFLT
SCC_PER_SA_AFLT

SCC_PERAFL_AFLT

SCC_PERSON_AFLT
SCC_PERADR_AFLT
SCC_PERNAM_AFLT
SCC_PERNID_AFLT

SCC_PERPDE_AFLT
SCC_PERPHN_AFLT

The following screenshot displays the preceding steps:

ORACLE"
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 Full Table Publish Rules | Record Mapping | Languages |

Message Name: SCC_CONSTITUEMT_FULLSYNC

Description: Constituent Full Sync
Publish Rule Definition Eind | view A3 First Bl 1 o2 O 5y
*Publish Rule ID: .ﬁFFlleTlGN_FlLTER
*Description: .Onl',' affiliations of interest

Record Source Mapping Find|View 4  First BN 1.91 o 91 B Last

Message Record Name: SourcelOrder by Record Hame: [+ [=]
ADDRESS_TYPE_V2 O SCC_ADRTYP_AFLT QL

. _ #[=]
MAME_TYPE_\VW2 Q, SCC_NAMTYP_AFLT |Q

. . #H[E
PERSON_SA Q, SCC_PER_SA_AFLT O

_ _ # =
SCC_AFL_PERSON O SCC_PERAFL_AFLT O

_ _ # =
SCC_CM_PERSON_I (O, SCC_PERSOM_AFLT (O

#[=]
SCC_PER_ADDR_I O SCC_PERADR_AFLT O

, _ #H[=]
SCC_PER_EMAILI O SCC_PEREML_AFLT O

. . HE
SCC_PER_MAME_|2 O SCC_PERNAM_AFLT O

. . H[E=
SCC_PER_MID_I Q SCC_PERNID_AFLT O

, FHE
SCC_PER_PDE_| Q SCC_PERPDE_AFLT Q

EE
SCC_PER_PHOME_I O SCC_PERPHN_AFLT O

Es.-m| 424, Return to SE!ll:hI r@ﬁwiuusm_iatl l-@MsxihLisl| E|Nuufy]

Eull Table Publish Rules | Record Mapping | Lanquages

6. Click Save.

2.2.2.3 Configuring the Target System for Incremental Reconciliation

ORACLE"

Configuring the target system for incremental reconciliation involves configuring
PeopleSoft Integration Broker and configuring the SCC_CONSTITUENT_SYNC
messages.

A message is the physical container for the XML data that is sent from the target
system. Message definitions provide the physical description of data that is sent from
the target system. This data includes fields, field types, and field lengths. A queue is
used to carry messages. It is a mechanism for structuring data into logical groups. A
message can belong to only one queue.

Setting the PeopleSoft Integration Broker gateway is mandatory when you configure
PeopleSoft Integration Broker. To subscribe to XML data, Oracle Identity Manager
can accept and process XML messages posted by PeopleSoft by using PeopleSoft
connectors located in the PeopleSoft Integration Broker gateway. These connectors
are Java programs that are controlled by the PeopleSoft Integration Broker gateway.
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This gateway is a program that runs on the PeopleSoft Web server. It acts as a
physical hub between PeopleSoft and PeopleSoft applications (or third-party systems,
such as Oracle Identity Manager). The gateway manages the receipt and delivery of
messages to external applications through PeopleSoft Integration Broker.

To configure the target system for incremental reconciliation, perform the following
procedures:

" Note:

You must use an administrator account to perform the following procedures.

»  Configuring PeopleSoft Integration Broker
e Configuring the SCC_CONSTITUENT_SYNC Service Operation

*  Preventing Transmission of Unwanted Fields During Incremental Reconciliation

2.2.2.3.1 Configuring PeopleSoft Integration Broker

ORACLE

To configure PeopleSoft Integration Broker:

¢ Note:

SectionConfiguring PeopleSoft Integration Broker Gateway describes the
procedure to configure the PeopleSoft Integration Broker gateway.

The PeopleSoft Campus, PeopleSoft Employee Reconciliation, and
PeopleSoft User Management connectors have different IT resources.
Therefore, you must configure separate HTTP nodes for messages

of the Campus, Employee Reconciliation, and User Management
connectors.

Even if an existing node is configured to the PeopleSoft listener on
Oracle Identity Manager, a separate node is required for messages of
the PeopleSoft User Management connector.

A single listener is sufficient for all the connectors. However, you must
remove any existing listeners and deploy the listener from the installation
media of the PeopleSoft Campus connector. You can configure the
nodes to point to the same listener with different IT resource names.

1. Create a remote node by performing the following steps:

a.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Nodes.

On the Add a New Value tab, enter the node name, for example,
O M CS_NODE, and then click Add.

On the Node Definition tab, enter a description for the node in the Description
field. In addition, specify the SuperUserID in the Default User ID field. For
example, PS.
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Make this node a remote node by deselecting the Local Node check box and
selecting the Active Node check box.

Ensure Node Type is PIA.

On the Connectors tab, search for the following information by clicking the
Lookup icon:

Gateway ID: LOCAL

Connector ID: HTTPTARGET

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed
Required value: Y

Property ID: HTTP PROPERTY
Property Name: Method

Required value: POST

Property ID: HEADER

Property Name: Location

Required value: Enter the value of the IT Resource name as configured for
PeopleSoft Campus

Sample value: PSFT Campus
Property ID: PRIMARYURL
Property Name: URL

Required value: Enter the URL of the PeopleSoft listener that is configured to
receive XML messages. This URL must be in the following format:

http: // ORACLE_| DENTI TY_MANAGER SERVER_| PADDRESS: PORT/
Peopl eSof t O M.i st ener

The URL depends on the application server that you are using. For an
environment on which SSL is not enabled, the URL must be in the following
format:

For IBM WebSphere Application Server:
http://10.121. 16. 42: 9080/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:

http://10.121. 16. 42: 7001/ Peopl eSof t O M.i st ener

For an environment on which SSL is enabled, the URL must be in the
following format:

htt ps: // COMWON_NAME: PORT/ Peopl eSof t O M.i st ener

For IBM WebSphere Application Server:
https://exanpl e088196: 9443/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:
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https://exanpl e088196: 7002/ Peopl eSof t O M.i st ener

# Note:

The ports may vary depending on the installation that you are using.

h. Click Save to save the changes.

i. Click the Ping Node button to check whether a connection is established with
the specified IP address.

# Note:

Ping also validates the target authentication, in this case, the IT
resource name.

Before the XML messages are sent from the target system to Oracle Identity Manager,
you must verify whether the PeopleSoft node is running. You can do so by clicking

the Ping Node button in the Connectors tab. To access the Connectors tab, click
PeopleTools, Integration Broker, Integration Setup, and then Nodes.
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< Note:

You might encounter the following error when you send a message from
PeopleSoft Integration Broker over HTTP PeopleTools 8.50 target system:

Ht t pTar get Connect or: PSHt t pFactory init or setCertificate failed
You might also encounter the following error when you ping the node:
Cannot establish HTTP connection

This happens because the Integration Broker Gateway Web server tries to
access the keystore even if SSL is not enabled using the parameters defined
in the integrationgateway.properties file as follows:

secur eFi | eKeyst or ePat h=<path to pskey>
secur eFi | eKeyst or ePasswd=passwor d

To find the integrationgateway.properties file, go to PeopleTools,
Integration Broker, Configuration, Gateways, and then click Gateway Setup
Properties.After logging in, click on the Advanced Properties Page link

If either the <path to pskey> or the password (unencrypted) is incorrect,
you will receive the preceding error message. Perform the following steps to
resolve the error:

1. Verify if secur eFi | eKeyst or ePat h in the integrationgateway.properties
file is correct.

2. Verify if secur eFi | eKeyst or ePasswd in the integrationgateway.properties
file is correct.

3. Then, find the secur eFi | eKeyst or ePasswd option and copy the password
down to the Password Encryption box. Next, click Encrypt to get your
encrypted version.

4. Finally, copy the encrypted version back up to the setting.
5. Save and exit.

Usually, a new PeopleTools 8.50 instance throws the preceding error when
you message over the HTTP target connector. The reason is that the default
password is not in the encrypted format in the integrationgateway.properties
file.

For more information, see https://support.oracl e. conl epnos/
faces/ ui / km Docunent Di spl ay. j spx?i d=1270683. 1

2.2.2.3.2 Configuring the SCC_CONSTITUENT _SYNC Service Operation

ORACLE

The SCC_CONSTITUENT_SYNC message contains the updated information about a
particular person. This information includes the Employee ID and the information that
is added or modified.

To configure the SCC_CONSTITUENT_SYNC service operation perform the following
procedures:
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Activating the PERSON_BASIC_SYNC Service Operation
Activating the SCC_PERSON_SYNC Service Operation
Activating the SCC_CONSTITUENT_SYNC Service Operation
Activating the SSC_CONSTITUENT_SYNC Event

Activating the PERSON_BASIC_SYNC Notification Handler
Activating the SCC_PERSON_SYNC Notification Handler

Verifying the Queue Status for the SCC_CONSTITUENT_SYNC Service
Operation

Setting Up the Security for Service Operations

Defining the Routing for the SCC_CONSTITUENT_SYNC Service Operation
Displaying the EI Repository Folder

Activating the PERSON_BASIC_SYNC Message

2.2.2.3.2.1 Activating the PERSON_BASIC_SYNC Service Operation
To activate the PERSON_BASIC_SYNC service operation:

ORACLE

1.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

On the Find Service Operation tab, enter PERSON_BASI C_SYNC in the Service field,
and then click Search.

Click the PERSON_BASIC_SYNC link.

In the Default Service Operation Version region, enter | NTERNAL in the Version
field and click Active.

The following screenshot displays the default version of the
PERSON_BASIC_SYNC service operation:
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General Handlers | Routings
Service Operation: PERSOM_BASIC_SYNC
Operation Type: Asynchronous - One Way
*Operation Descripton: ~ [Personal Data Sync
Operation Comments: [ [luseripassword Required
“Req Verification: None v
Senvice Operation Security
Ownerip: | HR Core Objects v
Operation Alias:
Default Service Operation Version
“Version: NTERNAL Default [¥] Active
Version Description: ~ Personal Data Sync
Version Comments: Any.to.Local: Does not exist
Local-to-Local: Exists
Local-to-Atom: Does not exist
S
[[] Generate Any-to-Local
reemertion [] Runtime Schema Validation L
[CJ Regenerate Local-to-Local
Waming:  Regenerating sets all routing field values
to their initial state.
Message Information
Type: Request
Message Version: |PERSON_BASIC_SYNCINTERMAL O View Message
~Queue Name:  |PERSON_DATA Q view Queue  Add New Queus

Non-Default Versions

VERSION_1
VERSION_2
VERSION_3
VERSION_4

4 At
Personaglize | Find | "_-|| L F 4] 140fd L+ [P

Version |Description Active

Personal Data Sync
Personal Data Sync
Personal Data Sync
Personal Data Sync

Save

Retum to Senrdce Add Version

In the Non-Default Versions region, click the VERSION_4 link and click Active.

The following screenshot displays the non-default version of the
PERSON_BASIC_SYNC service operation:

ORACLE"
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6.

7.
8.

Service Operation Version

Service Operation PERSON_BASIC_SYNC Upefaut  [Active

Service PERSON_BASIC_SYNC

Routing Actions Upon Save

Service Operation Version VERSION_4 Generate Any-to-Local
Operation Type Asynchronous - One Way Generate Local-to-Local
Description Personal Data Sync Generate Local-to-Atom
Comments | ]
[ Non-Repudiation

[JRuntime Schema Validation

Message Information

Type Request
Message Version PERSON_BASIC_SYNCVERSION_4 CQ  View Message
*Queue Name PERSON_DATA Q  View Queye Add New Queue
Save | Retum

[=] Natity

Sendce Operation Versions | Senice Operation Versions

Click the Handlers tab, as shown in the following screenshot.

General Handlers Routings

Service Operation: PERSON_BASIC_SYNC
Default Version: INTERMNAL
Operation Type: Asynchronous - One Way

_Personaize | Find | View A IE[-J":":_ First B 140 n
“Name | *Status
SCC_HR_PERSON On Notify [1 | Application Class [mactve | petaits  [#] [=]
SCC_NSI_PERSON_SYNC On Notify [ Application Class Inactive v|Dewils [FH B
SCC_PERSON On Nofity [ | Application Class petails [+ [=]
SCC_SERVICE On Natity [ Application Class actve  v|petans [+ [=)
Retum to Serce

General | Handlers | Routings

Confirm that the SCC_SERVICE OnNotify Handler is Active. Click Details.

Confirm that the values are set as shown in the following screenshot and click OK.

ORACLE"
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Handler Details
Handler Name: SCC_SERVICE
Handler Type: OnMty
Description:  Personal Data Sync
Comments:
Handler Owner:
Application Class
*package Name: | SCC_SERVICE Q
spath: | HANDLERS a
Classip:  |OnNotifyManager Q
Method: | OnNotify |
OK I Cancel |

9. Click the Routing Definitions tab.

10. Confirm that the Local Routing SCC_PERSON is Active, as shown in the
following screenshot:

Routing Definitions FParameters Routing Properties

v .
Routing Name SCC_PERSON [ Active
*Service Operation |PERSON_BASIC_SYNC System Generated
Version |INTERMNAL
*Descn'pﬁon|SCC Person Sync routing Graphical View
Comments
*Sender Node [CS9001MA
*Receiver Node |CS300IMA [Junordered Segments
Operation Type Asynchronous - One Way
Owner ID| Campus Community w
Save | Return

Routing Definitions | Parameters | Routing Properties

11. On the Parameters tab, confirm that the values are set as shown in the following
screenshot:
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Routing Definitions Parameters Routing Properties

Routing Name SCC_PERSON
Service Operation PERSON_BASIC_SYNC
Service Operation Version INTERMAL
Sender Node CS900IMA

Receiver Node CS900IMA
Parameters

Type Outbound Request
External Alias J
Alias Refarences

Message.Ver into Transform 1 - 'C‘l

Transform Program 1| Q

Transform Program 2 | Q
Message.Ver out of Transforms | Q,

Save Return

Routing Definitions | Parameters | Routing Properties

12. Click Save.
13. Click Return.

2.2.2.3.2.2 Activating the SCC_PERSON_SYNC Service Operation
To activate the SCC_PERSON_SYNC service operation:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter SCC_PERSON_SYNC in the Service field,
and then click Search.

3. Click the SCC_PERSON_SYNC link.

4. In the Default Service Operation Version region, enter v1 in the Version field and
click Active.

The following screenshot displays the default version of the
SCC_PERSON_SYNC service operation:
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General Handlers Routings
Service Operation: SCC_PERSON_SYNC
Operation Type: Asynchronous - One Way
*“Operation Description: jPerson Edensions Data
Operation Comments: [l userPassword Required
*Req Verification: | None v
i ralion il
OwneriD: | Campus Community |
Operation Alias:
Default Service Operation Version
“ersion: Default E Active
VersonDescrpton: Prsen Sension Ot
Version Comments: Any-to-Local: Does not exist
Local-to-Local: Esists
Local-to-Atom: Does not exist.
F—
[] Generate Any-to-Local
" O Schema V
Introspection Or AT
Waming: Regenerating sets all routing field values
o their initial state.

Type:
Message.Version:

*Queue Name:

Request
|SCC_PERSON_SYNCVERSION_1 O, View Message

& viewQueue  AddNew Queue

[PERSON_DATA

Save

General | Handlers | Routings

5.

6. Confirm that the val

Handler Details

Retumn to Service

Add Version

On the Handlers tab, confirm that the SCC_SERVICE is Active. Click Details.

ues are set as shown in the following screenshot and click OK.

Handier Hame: SCC_SERVICE
Handler Type: OnMty
Description: [Constituent Information
Comments:
Handler Owner:

Application Class

*package Name: | SCC_SERVICE Q
*path: | HANDLERS Q
ClassID:  |OnMofifyManager Q
Method: | OniNotiy v
OK | Cancel |

ORACLE"
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Click the Routings tab.

Select the SCC_SERVICE routing definition and click Activate Selected
Routings, as shown in the following screenshot:

_Ganeral | Handlers | Routings

Servics Dperason SCC_PERSON_SYMNC
Detault Versson 1

Feousing Hame | _ma |

Boangitcn | Fieg | view A1) B
Dirgstion

Local Activg =]

O SCC SERVICE vl Agmch CSAN0MA CSO00NLA

O S0 PERSON STNG w1 Agmch CEO00MA PEFT_CR Outheund Inactve =
Inaotivale Selected Roulings Actrvate Selected Routings
_ sam | Eitum to Sesvite

Genargl | Handes | Rusngs

If the SCC_SERVICE routing is not available by default, you must add it manually
and enter the following fields:

Service Operation: SCC_PERSON_SYNC

Sender Node, Receiver Node: Name of the default local active node. To determine
the default local active node, perform the steps in the note in Defining the Routing
for the SCC_CONSTITUENT_FULLSYNC Service Operation.

Click Save.

2.2.2.3.2.3 Activating the SCC_CONSTITUENT_SYNC Service Operation
To activate the SCC_CONSTITUENT_SYNC service operation:

1.

ORACLE

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

On the Find Service Operation tab, enter SCC_CONSTI TUENT_SYNC in the Service
field, and then click Search.

Click the SCC_CONSTITUENT_SYNC link.
In the Default Service Operation Version region, click Active.

The following screenshot displays the default version of the
SCC_CONSTITUENT_SYNC service operation:
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General | Handlers | Roulings
Service Operation: SCC_CONSTITUENT_SYNC
Operation Type: Asynchronous - One Way
=Operation Description:  Outbound Constituent Notificat
Operation Comments: [[J useriPassword Required
*Req Verification: | Mone £
Semnvice Operation Security
OwneriD: | Campus Community |
Operation Alias:

*Version:
Version Description:
Version Comments:

Default Service Operation Version

'Outbound Constituent Notificat

Routing Status

[ Non-Repudiation
[[] Runtime Schema Validation

Type: Request
Message.Version: | SCC_CONSTITUENT_DS1 Q, ViewMessage
*Queus Name;  |FERSON_DATA Q4 View Queue  Add New Queue

Default [¥] active

Does not exist
Does not exist

Any-to-Local:
Local-to-Local:
Local-to-Atom:

[] Generate Any-to-Local
[[] Generate Local-to-Local

Does not exist.

Save

Return to Senice

Add Veersion

General | Handlers | Routings

5. Click Save.

2.2.2.3.2.4 Activating the SSC_CONSTITUENT_SYNC Event
To activate SCC_CONSTITUENT_SYNC event:

1. Inthe PeopleSoft Internet Architecture, expand Set Up SACR, System
Administration, Integrations, and Event Registry.

2. Search for and open the SCC_CONSTITUENT_SYNC message.

3. Click Active.

4. In the Application Class region, confirm the values shown in the following
screenshot:
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Event Registry
Service Operation: SCC_CONSTITUENT_SYNG Active
Description: Constiteent Outbound Sendce
Long Description:
Owner ID: Campus Community v
Batch Replay Chunk Size:
[ Event Replay Support [ Effective Dated Filtering
Application Class
Package Name: SCC_COMSTITUENT_MGR e}
Path: EVENT [+
Application Class ID: QuitoundConstituentEvent aQ
@ sove | L Return to Search | +[f] Previous in List [ A

2.2.2.3.2.5 Activating the PERSON_BASIC_SYNC Notification Handler
To activate PERSON_BASIC_SYNC naotification handler:

1. Inthe PeopleSoft Internet Architecture, expand Set Up SACR, System
Administration, Integrations, and Notification Handler.

2. On the Find Service Operation tab, enter PERSON_BASI C_SYNC in the Service field
and CM Handl er in the Subscriber field. Click Search.

3. Click Active.

4. In the Application Class region, confirm the values shown in the following
screenshot:

MNotification Handlers

Service Operation: PERSON_BASIC_SYNG [ Active Flag
Subscriber: CM Handler

Description: CM Hanaler

Long Description: Constituent Management Handler for PERSON_BASIC_SYNC

Package Name: SCC_CONSTITUENT_MGR a
Path: HAMDLER Q
Application Class ID: | ConstituenthotifyProcessor Q
@ save | QL RetumtoSearch| + | 48 et in List | [Es Add

2.2.2.3.2.6 Activating the SCC_PERSON_SYNC Notification Handler
To activate SCC_PERSON_SYNC notification handler:

1. Inthe PeopleSoft Internet Architecture, expand Set Up SACR, System
Administration, Integrations, and Notification Handler.

ORACLE 2-48



Chapter 2
Installation

2. On the Find Service Operation tab, enter SCC_PERSON_SYNC in the Service field and
CM Handl er in the Subscriber field. Click Search.

3. Click Active.

4. In the Application Class region, confirm the values shown in the following
screenshot:

Notification Handlers

Service Operation:  SCC_PERSON_SYNC
Subscriber: CM Handler

Description: CM Handler

Long Description: Constituent Management Handier for SCC_PERSON_SYNC

Application Class
Package Name: SCC_COMSTITUENT_MGR L}
Path: HAMDLER aQ
Application Class ID: ConslituentNotityProcessor Le ]
= Save | 24, Return to Search | [E Add | S

2.2.2.3.2.7 Verifying the Queue Status for the SCC_CONSTITUENT_SYNC Service
Operation

To ensure that the status of the queue for the SCC_CONSTITUENT_SYNC service
operation is Run:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.

3. Inthe Queue Status list, ensure that Run is selected.

" Note:
If the queue status is not Run:
a. From the Queue Status list, select Run.

b. Click Save.

The PERSON_BASIC_SYNC and SCC_PERSON_SYNC service
operations also use this queue.

The queue status is shown in the following screenshot:
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4,

Queue Definitions

Queus Name FERSON_DATA

Description MaintsinParsonaiData =] Archive [CJunaraerad
Comments | HR Message Channel used by Al Gueve Status | Run
Message Objecs containing
Empiloyee and Mon-Employes o Owmer 10| HR Core Objects b
Operalions Assigned to Queua Define Partitioning Fields
Comman Fiehds
Include | Field
M APP T il VERSION_1
PUBLISHER
CS ADM PREPCT DATA FULLSYMC VERSION_1 -
CS TEST SCORES FULLEYNG  VERSION_! [0’ PuskROC
HCE ADD JOB VERSION_1
HCR_ADD JOB ACK VERSION_1
H P 1] VERSION_1
HCE _ADD PERSON ACK VERSION_1
HCR_CAN JOB WERSION_1
PERSON ACCOMP FULLSYNG VERSION_1
BERSGN ACCOMP SYNG VERSION_2
Sae Add Field

,Q.nalumwSuru| [=] totity | He ana |

Click Return to Search.

2.2.2.3.2.8 Setting Up the Security for Service Operations

Perform this procedure for each of the following service operations:

PERSON_BASIC_SYNC
SCC_PERSON_SYNC
SCC_CONSTITUENT_SYNC

To set up the security for the PERSON_BASIC_SYNC service operation:

1.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Service Utilities, and then click Service Operation Permissions.

In the Operation field, enter PERSON BASI C_SYNC and click Search.

In the Service Operations region, click the Set Security link, as shown in the
following screenshot:

ORACLE"
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Service Operation Permissions

Service System Status Development
Level
O Integration Group Group Name
Show All Subgroups
Filter by Subgroup
Ho Subgroups
Show Services tied to Group

O Service Service

(& Operation Operation |PERSON_BASIC_SYNC o}

[] Mo Permissions Exist

= = ]
Senvice Operations Personalize | Find | View All| IElI i First | 4] 1 of1 n Last

Service Service Operation Permissions Set

PERSON_BASIC_SYNC PERSOMN_BASIC_SYNC Set Security

4. Attach the OIMCS permission list to the PERSON_BASIC_SYNC service
operation. This list is created in Step 3 of the preinstallation procedure discussed
in Creating a Permission List.

To attach the permission list:

" Note:

This procedure describes how to grant access to the OIMCS permission
list. The OIMCS permission list is used as an example. But, to implement
this procedure you must use the permission list (attached through a role)
to the user profile that has the privilege to modify personal data in the
target system.

a. Click the plus sign (+) to add a row for the Permission List field.

b. Inthe Permission List field, enter O MCS and then click the Look up Permission
List icon.

The OIMCS permission list appears.
c. From the Access list, select Full Access.

The following screenshot displays the permission list with Full Access:
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Web Service Access

Operation: PERSON_BASIC_SYNC

Permission Personakze | Find | 1 | #i First KT 1-50f § b Last
[Permission Li Access
HCCPCSSA1000 | Full Access v| # =]
HCSPSERVICE Full Access v| @ =
HCSPSERVICETL | Full Access v|E =
OHCSPRSSERVICE Full Access v| @ =
'0IMCS Q| Full Access v|#E =
save | 2 Return to Search )
d. Click Save.

e. Click Return to Search.
5. Repeat the Steps 1 to 4 for the SCC_PERSON_SYNC and
SCC_CONSTITUENT_SYNC service operations.

2.2.2.3.2.9 Defining the Routing for the SCC_CONSTITUENT_SYNC Service
Operation

To define the routing for the SCC_CONSTITUENT_SYNC service operation:

1. On the Routing tab, enter SCC_CONSTI TUENT_SYNC CS O Mas the routing name and
then click Add.

2. On the Routing Definitions tab, enter the following:
Sender Node: PSFT_CS
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< Note:

The Sender Node is the default active local node. To locate the sender
node:

a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: O M CS_NODE

The following screenshot displays the Sender and Receiver nodes:

Routing Definitions | Parameters || Conneclor Properties | Routing Properties

Routing Name PSFTCS_TO_OIM Active
*Sefvice Operation | ! System Generated
Version
*Description incremental constituent sync Graghical View
Comments ]
*Sender Node

*Receiver Node

Operation Type Asynchronous - One Way )
Owmner ID w

Save Retum

Routing Definitions | Parameters | Connector Properties | Routing Properies

3. On the Parameters tab, verify that the following values are set as default:
a. Inthe External Alias field, enter SCC_CONSTI TUENT _SYNC. v1.
b. Inthe Message.Ver into Transform 1 field, enter SCC_CONSTI TUENT_DS. v1.

The following screenshot displays the preceding steps:
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Routing Definitions Parameters Connector Properties Routing Properties
Routing Name PSFTCS_TO_OIM
Service Operation SCC_CONSTITUENT_SYMNC
Service Operation Version v1
Sender Node CS900IMA
Receiver Node OIM_CS_NODE
Parameters
Type Outbound Request
External Alias ISCC_CONSHTUENT_SYNC ¥
Alias References
Message.Ver into Transform 1 'SCC_CONSTITUENT_DS_ﬂ a,
Transform Program 1 Q
Transform Program 2 Q
Message.Ver out of Transforms 'SCC_CDNSTITUENT_DS.'M Q
Save Retumn

Routing Definitions | Parameters | Connector Properdies | Routing Propedies

c. Inthe Message.Ver out of Transforms field, enter SCC_CONSTI TUENT DS. v1.

d. Click Save.

e. Click Return to go back to the Routings tab of the Service Operation, and
verify whether your routing is active.

The following graphic displays the routing SCC_CONSTITUENT_SYNC_CS_OIM
and its transformation:

Integration Broker Routing Graphic

Service Operation: SCC_CONSTITUENT_SYNC OType: Asynchronous - One Way
Routing Name: PSFTCS_TO_OIM

Sender: CS300IMA Receiver: OIM_C5 NODE
Type: Outbound Requast Alias: SCC_COMNSTITUENT_SYNCW1
Qut Req Transform
Default Message: SCC_CONSTITUENT_DSw1 Qut Message: SCC_CONSTITUENT_DSw1

Return

2.2.2.3.2.10 Displaying the El Repository Folder
To display the El Repository folder:

ORACLE" 2-54



Chapter 2
Installation

< Note:

e If you have performed this procedure as described in Displaying the El
Repository Folder, then you can skip this section.

e Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:

Folder Administration \_ Folder Security |
Root =Enterprise Components =E| Repositony

Folder Administration

Hame: EIP_CATALOG Parent Folder: Enterprise Components

‘Label: [El Repositary Copy object Gelect New Parent Folder

Long Description: Enterprise Integration Repository __j
(254 Characterg) i |
Product: EOE! Validfrom date: 010111900 = Creation Date:  10/20/2001
Sequence number; | 200 valid to date: B Author:  PSEQ

Ohject Owner ID EEI @ Enterprise Integration Repos

[ Hide from portal navigation I Hide from MSF navigation Add Folder

[ Is Folder Navigation Disabled
Folder Nawvigation Object Name: | Q,

Folder Attributes

Delete_|
Name: |  Translate
Label: |
Attribate value: =]
;(
Add
& Save I =7 otity

“older Administration | Ealder Security

4, Click Save.

5. Log out, and then log in.

2.2.2.3.2.11 Activating the PERSON_BASIC_SYNC Message

To activate PERSON_BASIC_SYNC message:
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< Note:

To perform this step, your User Profile must have the EIR Administrator role
consisting of EOEI9000 and EOCO9000 permission lists.

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, El
Repository, and then click Message Properties.

2. Search for and open the PERSON_BASIC_SYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:

Message Properties

To activate orinactivate Messages and their Subscriptions, narrow your search by entering
the first few letters of a Message Mame. Select which Messages and Subscriptions you
want to activate or inactivate by manually make changes or by pushing the Activate All or

Inactivate All button, then Save.

Message Name Begins With: |F'ERSON—E'-”‘S'C—S"JNC

Personaiize | Find | View A B rrst B o B Lo

Message | ISUBSEipton Activate Al

Message Name Message Status

1 PERSON_BASIC_SYNC Inactivate Al

Save

4, Click Save.

2.2.2.3.3 Preventing Transmission of Unwanted Fields During Incremental Reconciliation

This section contains the following topics:

e About Preventing Transmission of Unwanted Fields During Incremental
Reconciliation

*  Removing Unwanted Fields at Message Level
2.2.2.3.3.1 About Preventing Transmission of Unwanted Fields During Incremental
Reconciliation

By default, PeopleSoft messages contain fields that are not needed in Oracle Identity
Manager. If there is a strong use case that these fields should not be published to
Oracle Identity Manager, then do the following:

Locate if there are any local-to-local or local-to-third party PeopleSoft active routings
for the service operations using the message under study.

* If none, then you can safely remove the unwanted fields at message level. See
Removing Unwanted Fields at Message Level section for more information.
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If active routings exist, analyze the subscription or handler code of the routing to
determine the fields they are utilizing and the ones not needed in Oracle Identity
Manager. If so, remove the unwanted fields at message level. See Removing
Unwanted Fields at Message Level section for more information.

Lastly, if there are active routings that use these sensitive fields that you do
not want to transmit to Oracle Identity Manager, then you need to write a
transformation.

For more information about implementing transformation, refer to Chapter 21 of
Integration Broker PeopleBook on Oracle Technology Network at the following
location

http://downl oad. oracl e. conf docs/ cd/ E13292_01/ pt 849pbr 0/ eng/ pshooks/
tibr/book. htm

In addition, refer to Chapter 43 of PeopleCode API Reference PeopleBook on
Oracle Technology Network at the following location

http://downl oad. oracl e. conf docs/ cd/ E13292_01/ pt 849pbr 0/ eng/ pshooks/
t pcr/ book. ht m

2.2.2.3.3.2 Removing Unwanted Fields at Message Level

ORACLE

To remove unwanted fields at the message level:

1.

Expand PeopleTools, Integration Broker, Integration Setup, and then click
Messages.

Search for and open the desired message, for example,
SCC_CONSTITUENT_DS.v1 used for incremental reconciliation.

Expand the message.
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Message Definition Schema
i
Status: Message cannot be changed. Message referenced in runtime tables.
Schema Exists: Yes
Message: SCC_COMNSTITUENT_DS
Part Message
Version: 1
Exclude Description in Schema
Description: |Qutbound Constituent Sync Msg. Single Level 0 Row
Include Namespace
Owner ID: ~ Sampus Community »
Suppress Empty XML Tags
Comments: Cutbound Constituent Sync Message TI—

ZSernvice Operation References

View Records Only
Left | Right

View Included Fields Only

Rowset-based

Nonrowset-based
Container

Add Record to Root

= SCC_CONSTITUENT_DS
= & scc cll PERSON |

& « ENPLID

&« SCC UD
& v BIRTHDATE

& « BIRTHPLACE
& « BIRTHCOUNTRY
& " BIRTHSTATE

<
4

F B FBMEBMEH

- DD DODODOO©

DT OF DEATH
SCC NAME TYPE |
SCC ADDR TYPE |
SCC PER PDE |
SCC PER NID |
SCC PER PHOMNE |
SCC PER EMAIL |
PERSON S&
SCC AFL PERSON
savess |

4. Navigate to the field that you do not want to transmit to Oracle Identity Manager,
for example, NAME_ROYAL_PREFIX.
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& « BIRTHSTATE
@ « DT OF DEATH

[+ [ [#
DD O©
G fon
[ (]
1 |

& scc NAME TYPE |
¢ WM SCC UID
& « EMPLID
& v NAME TYPE
= & scc PER NAME |
& « EWPLID
& « NAME TYPE
@ v EFFDT
& v EFF_STATUS
& « COUNTRY MM FORMAT
& ¥ NANE
& v NAME INITIALS
& « NAME PREFIX
& v NAME SUFFIX
& « NAME ROYAL PREFIX
& + NAME ROYAL SUFFIX
& « NAME TITLE
& « LAST NAME SRCH
& + FIRST NAWME SRCH
& v LAST NAME
@ « FIRST NAWE
& « MIDDLE NAME
& « SECOND LAST NAME
& « SECOND LAST SRCH
& v NAME AC
& « PREF_FIRST NAME
& « PARTNER LAST MAME
& « PARTNER ROY PREFIX
& « LAST NAME PREF MLD
& « NAME DISPLAY
NAME FORMAL
ADDR TYPE |
PER_PDE |
PER _NID |

L5
Y

Click the field and clear the Include check box.

ORACLE"
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Message Field Properties

Record: MAMES
Field Hame: MAME_ROYAL_PREFIX
Alias Name: !
[ Include
oK Cancel

6. Click OK, return and save the message.

2.2.2.4 Enabling Content-based Routing for Incremental Reconciliation in
SCC_CONSTITUENT _SYNC Message

This section contains the following topics:

*  About Content-based Routing with Affiliations
* Enabling Content-Based Routing With Affiliations

2.2.2.4.1 About Content-based Routing with Affiliations

The assumption is that other routings and service operations are properly configured.
When person data is added or updated, a PERSON_BASIC_SYNC message triggers
an SCC_CONSTITUENT_SYNC message to publish. Before that message routes to
any target nodes, it runs through the OnRoute Send handler to determine the list of
nodes to which it will route. It starts with the list of current routings for that service
operation and winnows it down. If the node is not found in the Affiliation Routing table,
it will not route to that node. If it is found, then it checks to see if the Send Blank
Affiliations option is enabled. If it is and there are no affiliation codes in the message
(and in this case there are not), then it sends it on through. If it is not enabled (not
checked), then it does not send it through. You will be leaving it unchecked.

When an affiliation is added, changed or deleted for a person, an
SCC_CONSTITUENT_SYNC message is published. The OnRoute Send grabs this
one and looks to see if any of the affiliations in the message are in the Affiliation
Routing table. If they are, the message is sent on through. If they are not, then the
message skips that node.

Next if the message is going on through, it gets to the routing transformation. The
transformation program checks to see if the person data is blank in this message. If it
is, then it fills it in with data from the database and sets the PSCAMA AUDIT_ACTN to
'A' (add). Then it lets it go out to the target node.

2.2.2.4.2 Enabling Content-Based Routing With Affiliations

To enable content-based routing with affiliations:

1. Set affiliation routings as follows:
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Navigate to Set Up SACR, Common Definitions, Affiliations, and Affiliation
Routing.

Add the Oracle Identity Manager target node.

Add the affiliation codes for which you want to receive
SCC_CONSTITUENT_SYNC messages.

2. Enable affiliation content-based routing as follows:

a.

ORACLE

Navigate to PeopleTools, Integration Broker, Integration Setup, and Service
Operations.

Select service operation SCC_CONSTITUENT_SYNC.
Select the Handlers tab.

Add a new row with the following details:
Handler name: ROUTERSENDHDLR. *

Type: OnRout e

Implementation: Application C ass

Status: Acti ve

Click Details and enter the following information:
Description: Affiliations Filter

Comments: Affiliations Filter

Handler Owner: SCC

Package Name: SCC_AFFI LI ATI ONS

Path: HANDLER

Class ID: AffiliationOnRout eSend

Method: OnRout eSend

Click OK and Save.

Click the Routings tab.

Click the link for the routing name that corresponds to the outbound routing
from PeopleSoft Campus to the Oracle Identity Manager target node.

Click the Parameters tab and add the following details:
Transform Program 1: SCC_AFL_RI CH (this may clear defaults.)
The External Alias: SCC_CONSTI TUENT_SYNC. v1

Message.Ver into Transform 1: SCC_CONSTI TUENT DS. v1
Message.Ver out of Transforms: SCC_CONSTI TUENT_DS. v1
Transform Program: blank

Click Save, Return, and then Save.
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< Note:

No matter what you name this handler, the system always automatically
renames it to ROUTESENDHDLR. This means that you can only have one
OnRoute Send handler for a given service operation.

2.2.3 Installation with Other PeopleSoft Connectors

If you want to use the PeopleSoft Campus connector along with the PeopleSoft
Employee Reconciliation and PeopleSoft User Management connectors, then consider
the following points:

Installing the Campus connector after installing the Employee Reconciliation and
PeopleSoft User Management connectors

When installing the Campus connector after the Employee Reconciliation

or the User Management connector, you must remove the existing listener
(PeopleSoftOIMListener) and deploy the new listener shipped with the Campus
connector. This is required because the listener uses the PSFTCommon.jar file,
which has been modified to include Campus specific classes.You must also
ensure that the PSFTCommon.jar file has been updated in the Oracle Identity
Manager database during the connector installation.

Installing the Employee Reconciliation or User Management connector after
installing the Campus connector

When the Employee Reconciliation or User Management connector is installed
after the Campus connector, you must continue to use the existing listener shipped
with the Campus connector.

During installation, the PSFTCommon.jar file in the Oracle Identity Manager
database would be replaced with the PSFTCommon.jar file shipped with

the Employee Reconciliation or User Management connector. To restore the
PSFTCommon.jar file shipped with the Campus connector, run the UpdateJars
utility shipped with Oracle Identity Manager. This file has some Campus connector
specific additions.

2.3 Postinstallation

Postinstallation information is divided across the following sections:

Configuring Oracle Identity Manager

Configuring the Target System

2.3.1 Configuring Oracle Identity Manager

ORACLE

# Note:

In an Oracle Identity Manager cluster, you must perform this step on each
node of the cluster.
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Enabling Logging

Setting Up the Lookup.PSFT.Campus.Configuration Lookup Definition
Setting Up the Lookup.PSFT.Campus.ExclusionList Lookup Definition
Configuring SSL

Creating an Authorization Policy for Campus ID

Displaying UDFs in Oracle Identity Manager 11.1.2 or Later

Localizing Field Labels in Ul Forms

2.3.1.1 Enabling Logging

This section contains the following topics:

Log Levels and ODL Message Types
Enabling Logging on Oracle WebLogic Server

2.3.1.1.1 Log Levels and ODL Message Types

ORACLE

Oracle Identity Manager uses Oracle Java Diagnostic Logging (OJDL) for logging.
OJDL is based on java.util.logger. To specify the type of event for which you want
logging to take place, you can set the log level to one of the following:

SEVERE.intValue()+100
This level enables logging of information about fatal errors.
SEVERE

This level enables logging of information about errors that may allow Oracle
Identity Manager to continue running.

WARNING
This level enables logging of information about potentially harmful situations.
INFO

This level enables logging of messages that highlight the progress of the
application.

CONFIG

This level enables logging of information about fine-grained events that are useful
for debugging.

FINE, FINER, FINEST

These levels enable logging of information about fine-grained events, where
FINEST logs information about all events.

These message types are mapped to ODL message type and level combinations as
shown in Table 2-4.

Table 2-4 Log Levels and ODL Message Type:Level Combinations

|
Java Level ODL Message Type:Level

SEVERE.intValue()+100 INCIDENT_ERROR:1
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Table 2-4 (Cont.) Log Levels and ODL Message Type:Level Combinations

Java Level ODL Message Type:Level
SEVERE ERROR:1

WARNING WARNING:1

INFO NOTIFICATION:1
CONFIG NOTIFICATION:16

FINE TRACE:1

FINER TRACE:16

FINEST TRACE:32

The configuration file for OJDL is logging.xml, which is located at the following path:
DOMAIN_HOME/config/fmwconfig/servers/OIM_SERVER/logging.xml

Here, DOMAIN_HOME and OIM_SEVER are the domain name and server name
specified during the installation of Oracle Identity Manager.

2.3.1.1.2 Enabling Logging on Oracle WebLogic Server

ORACLE

To enable logging on Oracle WebLogic Server:

1. Edit the logging.xml file as follows:
a. Add the following blocks in the file:

<l og_handl er nane='psft-cs-handl er' |evel ='[LOG LEVEL]
class="oracle.core.ojdl.loggi ng. ODLHandl er Fact ory' >
<property name='l| ogreader:' val ue='off'/>
<property nane='path' val ue='[FILE_NAME]'/>
<property nane='format' val ue=" ODL-Text'/>
<property nane='useThreadNane' val ue='true'/>
<property nane='locale' value="en'/>
<property nane=' naxFil eSi ze' val ue='5242880' / >
<property nane=' maxLogSi ze' val ue='52428800' />
<property nane='encodi ng' val ue=' UTF-8'/>
</1 og_handl er >

<l ogger name="ORACLE. | AM CONNECTORS. PSFT" | evel ="[ LOG_LEVEL] "
usePar ent Handl ers="fal se">
<handl er name="psft-cs-handler"/>
<handl er nane="consol e-handl er"/>
</l ogger >

<l ogger name="ORACLE. | AM CONNECTORS. PSFT. CAMPUS" | evel ="[ LOG_LEVEL]"
usePar ent Handl ers="fal se">

<handl er name="psft-cs-handl er"/>

<handl er nane="consol e-handl er"/>

</1 ogger >

b. Replace all occurrences of [LOG_LEVEL] with the ODL message type and
level combination that you require. Table 2-4 lists the supported message type
and level combinations.

Similarly, replace [FILE_NAME] with the full path and name of the log file in
which you want log messages to be recorded.
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The following blocks show sample values for [LOG_LEVEL] and
[FILE_NAME]:

<l og_handl er nanme='psft-cs-handl er' |evel =" NOTIFI CATI ON\: 1'
class="oracl e. core. oj dl .| oggi ng. CDLHandl er Fact ory' >
<property name='l| ogreader:' val ue='off'/>
<property nane='path'
val ue=' F:\ MyMachi ne\ mi ddl ewar e\ user _pr oj ect s\ dormai ns\ base_donai n1\ servers
\ oi m server1\ | ogs\ oi m server 1-di agnostic-1.10g' />
<property nane='format' val ue=" ODL-Text'/>
<property nane='useThreadNane' val ue='true'/>
<property nane='local e' value="en'/>
<property nane=' naxFil eSi ze' val ue='5242880' / >
<property nane=' maxLogSi ze' val ue='52428800' />
<property nane='encodi ng' val ue=' UTF-8'/>
</l og_handl er>

<l ogger name="ORACLE. | AM CONNECTORS. PSFT" | evel =" NOTI FI CATI ON: 1"
usePar ent Handl ers="fal se">
<handl er name="psft-cs-handler"/>
<handl er nane="consol e-handl er"/>
</ | ogger >

<l ogger name="ORACLE. | AM CONNECTORS. PSFT. CAMPUS" | evel =" NOTI FI CATI ON: 1"
usePar ent Handl ers="fal se">

<handl er name="psft-cs-handl er"/>

<handl er nane="consol e-handl er"/>

</l ogger >

With these sample values, when you use Oracle Identity Manager, all
messages generated for this connector that are of a log level equal to or
higher than the NOTIFICATION:1 level are recorded in the specified file.

# Note:

The logging level for console-handler must be as fine as the level set
in the loggers.For example, if the NOTI FI CATI ON: 1 level is specified
in the ORACLE. | AM CONNECTORS. PSFT logger, and the console-handler
has ERROR: 1 level, then only logs at ERROR: 1 or coarser levels would
be available.

Save and close the file.
Set the following environment variable to redirect the server logs to a file:
For Microsoft Windows:

set W.S_REDI RECT_LOG=FI LENAMVE

For UNIX:
export W.S_REDI RECT_LOG=FI LENAME

Replace FILENAME with the actual name of the file to which you want to redirect
the output.

Restart the application server.
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2.3.1.2 Setting Up the Lookup.PSFT.Campus.Configuration Lookup Definition

Every standard PeopleSoft message has a message-specific configuration
defined in the Lookup.PSFT.Campus.Configuration lookup definition. See
Lookup.PSFT.Campus.Configuration for more information about this lookup definition.

For example, the mapping for the SCC_CONSTITUENT_SYNC message in this
lookup definition is defined as follows:

Code Key: SCC_CONSTITUENT_SYNC
Decode: Lookup.PSFT.Message.SccConstituentSync.Configuration

You can configure the message names, such as SCC_CONSTITUENT_SYNC and
SCC_CONSTITUENT_FULLSYNC defined in this lookup definition.

Consider a scenario in which the target system sends the
SCC_CONSTITUENT_SYNC.VERSION_3 message. You must change the Code Key
value in this lookup definition to implement the message sent by the target system.

To modify or set the Code Key value:

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.Campus.Configuration lookup definition.
3. Click Add.

4. In the Code Key column, enter the name of the message you want to modify. In
this scenario define the mapping as follows:

Code Key: SCC_CONSTITUENT_SYNC.VERSION_3
Decode: Lookup.PSFT.Message.SccConstituentSync.Configuration

5. Repeat Steps 3 and 4 to modify the Code Key values for all the standard
PeopleSoft messages you want to rename in this lookup definition.

6. Click the Save icon.

2.3.1.3 Setting Up the Lookup.PSFT.Campus.ExclusionList Lookup Definition

In the Lookup.PSFT.Campus.ExclusionList lookup definition, enter the user IDs of
target system accounts for which you do not want to perform reconciliation. See
Lookup.PSFT.Campus.ExclusionList for more information about this lookup definition.

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.Campus.ExclusionList lookup definition.
3. Click Add.

4. Inthe Code Key and Decode columns, enter the first user ID to exclude.
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< Note:

The Code Key represents the resource object field name on which the
exclusion list is applied during reconciliation.

5. Repeat Steps 3 and 4 for the remaining user IDs to exclude.

For example, if you do not want to provision users with user IDs User001,
User002, and User088 then you must populate the lookup definition with the
following values:

Code Key Decode
User ID User001
User ID User002
User ID User088

You can also perform pattern matching to exclude user accounts. You
can specify regular expressions supported by the representation in the
java. util.regex. Pattern class.

" See Also:

For information about the supported patterns,
visit ht t p: // downl oad. oracl e. conl j avase/ 6/ docs/ api / java/ util/
regex/ Pattern. htm

For example, if you do not want to provision users matching any of the user IDs
User001, User002, and User088, then you must populate the lookup definition with
the following values:

Code Key Decode
User ID[PATTERN] User001|User002|User088

If you do not want to provision users whose user IDs start with 00012, then you
must populate the lookup definition with the following values:

Code Key Decode
User ID[PATTERN] 00012*

6. Click the Save icon.

2.3.1.4 Configuring SSL

The following sections describe the procedure to configure SSL connectivity between
Oracle Identity Manager and the target system:

e Configuring SSL on IBM WebSphere Application Server
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»  Configuring SSL on Oracle WebLogic Server

2.3.1.4.1 Configuring SSL on IBM WebSphere Application Server

You can configure SSL connectivity on IBM WebSphere Application Server with either
a self-signed certificate or a CA certificate. Perform the procedure described in one of
the following sections:

*  Configuring SSL on IBM WebSphere Application Server with a Self-Signed
Certificate

»  Configuring SSL on IBM WebSphere Application Server with a CA Certificate

2.3.1.4.1.1 Configuring SSL on IBM WebSphere Application Server with a Self-Signed

Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on IBM WebSphere
Application Server and the target system with a self-signed certificate, you must
perform the following tasks:

1. Log in to the WebSphere Integrated Solutions Console. The URL may be similar to
the following:

https://1 ocal host:9043/i bm consol e/l ogon. j sp

2. Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore, and then click Personal
certificates.

3. Click Create a self-signed certificate.

4. Inthe Alias field, enter an alias name. You specify the alias hame to identify the
certificate request in the keystore.

5. Inthe CN field, enter a value for common name. The common name must be
the fully qualified DNS host name or the name of the computer. The CN of
the certificate must match the domain name or the name of the computer. For
example, if the name of your domain is us.example.com, then the CN of the SSL
certificate that you create for your domain must also be us.example.com.

In the Organization field, enter an organization name.
In the Organization unit field, specify the organization unit.

In the Locality field, enter the locality.

© ® N 9

In the State or Province field, enter the state.

10. In the Zip Code field, enter the zip code.

11. From the Country or region list, select the country code.
12. Click Apply and then Save.

13. Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore, and then click Personal
certificates.

14. Select the check box for the new alias name.

15. Click Extract.
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16. Specify the absolute file path where you want to extract the certificate under the
certificate file name, for example, C:\SSLCerts\sslcert.cer.

17. Click Apply and then click OK.

2.3.1.4.1.2 Configuring SSL on IBM WebSphere Application Server with a CA

Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on IBM WebSphere
Application Server and the target system with a CA certificate, you must perform the
following tasks:

1. Log into the WebSphere Integrated Solutions Console. The URL may be similar to
the following:

https://1 ocal host:9043/i bm consol e/ | ogon. j sp

2. Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore.

3. On the Additional Properties tab, click Personal certificate requests.
4. Click New.

5. In the File for certificate request field, enter the full path where the certificate
request is to be stored, and a file name. For example: c:\ servercertreq. ar m(for
a computer running on Microsoft Windows).

6. Inthe Key label field, enter an alias name. You specify the alias name to identify
the certificate request in the keystore.

7. Inthe CN field, enter a value for common name. The common name must be
the fully-qualified DNS host name or the name of the computer. The CN of the
certificate must match the domain name of your community. For example, if the
name of your domain is us.example.com, then the CN of the SSL certificate that
you create for your community must also be us.example.com.

8. In the Organization field, enter an organization name.

9. In the Organization unit field, specify the organization unit.
10. In the Locality field, enter the locality.

11. In the State or Province field, enter the state.

12. In the Zip Code field, enter the zip code.

13. From the Country or region list, select the country code.

14. Click Apply and then Save. The certificate request is created in the specified file
location in the keystore. This request functions as a temporary placeholder for the
signed certificate until you manually receive the certificate in the keystore.

# Note:

Keystore tools such as iKeyman and keyTool cannot receive signed
certificates that are generated by certificate requests from IBM
WebSphere Application Server. Similarly, IBM WebSphere Application
Server cannot accept certificates that are generated by certificate
requests from other keystore utilities.
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15. Send the certification request arm file to a CA for signing.

16. Create a backup of your keystore file. You must create this backup before
receiving the CA-signed certificate into the keystore. The default password for
the keystore is WebAS. The Integrated Solutions Console contains the path
information for the location of the keystore. The path to the NodeDefaultKeyStore
is listed in the Integrated Solutions Console as:

was_profile_root\config\cells\cell_name\nodes\node_nane\ key. p12

Now you can receive the CA-signed certificate into the keystore to complete the
process of generating a signed certificate for IBM WebSphere Application Server.

17. To receive a signed certificate issued by a CA, perform the following tasks:

a.

b.
c.
d.

e.

In the WebSphere Integrated Solutions Console, click Security, SSL
certificate and key management, Related items, Key stores and
certificates, NodeDefaultKeyStore, and then click Personal Certificates.

Click Receive a certificate from a certificate authority.
Enter the full path and name of the certificate file.

Select the default data type from the list.

Click Apply and then Save.

The keystore contains a new personal certificate that is issued by a CA. The SSL
configuration is ready to use the new CA-signed personal certificate.

2.3.1.4.2 Configuring SSL on Oracle WebLogic Server

You can configure SSL connectivity on Oracle WebLogic Server with either a self-
signed certificate or a CA certificate. Perform the procedure described in one of the
following sections:

¢ See Also:

Setting Up SSL on Oracle WebLogic Server

e Configuring SSL on Oracle WebLogic Server with a Self-Signed Certificate

e Configuring SSL on Oracle WebLogic Server with a CA Certificate

2.3.1.4.2.1 Configuring SSL on Oracle WebLogic Server with a Self-Signed Certificate

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic
Server and the target system with a self-signed certificate, you must perform the
following tasks:

*  Generating Keystore

»  Configuring Oracle WebLogic Server

2.3.1.4.2.1.1 Generating Keystore
To generate the keystore:

1. Run the following command:

ORACLE
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keyt ool -genkey -keystore ABSOLUTE_KEYSTORE PATH -alias ALIAS NAME -keyal g
KEY_ALGORI THM - st or epass KEYSTORE_PASSWORD - keypass PRI VATE_KEY_PASSWORD

For example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
keyal g RSA -storepass exanpl e1234 -keypass exanpl e1234

# Note:

- The keystore password and the private key password must be the
same.

- Typically, the alias is the name or the IP address of the computer on
which you are configuring SSL.

- The alias used in the various commands of this procedure must be the
same.

When prompted, enter information about the certificate. This information is
displayed to persons attempting to access a secure page in the application. This is
illustrated in the following example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196
-keyal g RSA -storepass exanpl el234 -keypass exanpl e1l234
What is your first and last nane?
[ Unknown]: Must be the nanme or |IP address of the conputer
What is the name of your organizational unit?
[ Unknown]: exanple
What is the name of your organization?
[ Unknown]: exanpl e
What is the name of your City or Locality?
[ Unknown]:  New York
What is the name of your State or Province?
[ Unknown]:  New York
What is the two-letter country code for this unit?
[ Unknown]: US
I's <CN=Nane or |P address of the conputer, OU=exanple, O=exanple, L=New
York, ST=New York, C=US> correct?
[no]: vyes

When you enter yes in the last line of the preceding example, the keystore.jks file
is created in the c:\temp\keys\directory.
Export the keystore to a certificate file by running the following command:

keytool -export -alias ALI AS_NAME -keystore ABSOLUTE_KEYSTORE PATH -file
CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -export -alias exanpl e088196 -keystore c:\tenp\keys\keystore.jks -
file c:\tenp\keys\keystore.cert

When prompted for the private key password, enter the same password used for
the keystore, for example, exanpl e1234.

Import the keystore by running the following command:
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keytool -inport -alias ALIAS_NAME - keystore NEW KEYSTORE_ABSOLUTE PATH -file
CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -inport -alias exanpl e088196 -keystore c:\tenp\keys\new jks -file
c:\tenmp\ keys\ keystore. cert

When you run this command, it prompts for the keystore password, as shown in
the following example:

Enter keystore password: exanpl el234 [Enter]
Trust this certificate? [no]: yes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.

2.3.1.4.2.1.2 Configuring Oracle WebLogic Server
After generating and importing the keystore, start Oracle WebLogic Server. To
configure Oracle WebLogic Server:

ORACLE

1.

Log in to the Oracle WebLogic Server console at http:// I ocal host: 7001/
consol e and perform the following:

a. Expand the servers node and select the oim server instance.
b. Select the General tab.

Select the SSL Listen Port Enabled option.

0

d. Ensure that a valid port is specified in the SSL Listen Port field. The default
port is 7002.

e. Click Apply to save your changes.
Click the Keystore & SSL tab, and then click Change.

From the Keystores list, select Custom identity And Java Standard Trust, and
then click Continue.

Configure the keystore properties. To do so:

a. Inthe Custom Identity Key Store File Name column, specify the full path
of the keystore generated in Step 1 of Generating Keystore, for example,
c:\temp\ keys\ keystore. jks. In the Custom Identity Key Store Type column,
specify the type of keystore, for example, JKS. In the Custom Identity Key
Store Pass Phrase and Confirm Custom Identity Key Store Pass Phrase
columns, specify the keystore password.

b. Provide the Java standard trust keystore pass phrase and the Confirm Java
standard trust keystore pass phrase. The default password is changei t,
unless you change the password.

c. Click Continue.

Specify the private key alias, pass phrase and the confirm pass phrase as the
keystore password. Click Continue.

Click Finish.

Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Apr 21, 2008 2:35:43 PM GMTI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "ListenThread. Default" listening on port 7001, ip address *.*>
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<Apr 21, 2008 2:35:43 PM GMr+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "SSLLi stenThread. Default" listening on port 7002, ip address *.*>

# Note:

7002 is the default SSL port for Oracle WebLogic Server.

2.3.1.4.2.2 Configuring SSL on Oracle WebLogic Server with a CA Certificate

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic
Server and the target system with a CA certificate, you must perform the following
tasks:

# Note:

Although this is an optional step in the deployment procedure, Oracle
strongly recommends that you configure SSL communication between the
target system and Oracle Identity Manager.

¢ Generating Keystore
e Configuring Oracle WebLogic Server

2.3.1.4.2.2.1 Generating Keystore
The connector requires Certificate Services to be running on the host computer. To
generate the keystore:

1. Run the following command:

keyt ool -genkey -keystore ABSOLUTE_KEYSTORE PATH -alias ALIAS_NAME -keyal g
KEY_ALGORI THM - st or epass KEYSTORE_PASSWORD - keypass PRI VATE_KEY_PASSWORD

For example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
keyal g RSA -storepass exanpl e1234 -keypass exanpl e1234

¢ Note:

The keystore password and the private key password must be the same.

Typically, the alias name is the name or the IP address of the computer
on which you are configuring SSL.

2. When prompted, enter the information about the certificate. This information is
displayed to persons attempting to access a secure page in the application. This is
illustrated in the following example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196
-keyal g RSA -storepass exanpl el234 -keypass exanpl e1234
What is your first and last nane?

[Unknown]: Mist be the name or |P address of the conputer
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VWat is the name of your organizational unit?
[ Unknown]: exanpl e
VWat is the name of your organization?
[ Unknown]: exanpl e
VWat is the name of your City or Locality?
[ Unknown]:  New York
Wiat is the name of your State or Province?
[ Unknown]:  New York
Wiat is the two-letter country code for this unit?
[ Unknown]: US
I's <CNeNane or | P address of the conputer, OU=exanple, O=exanple, L=New
York, ST=New York, C=US> correct?
[no]: vyes

When you enter yes in the last line of the preceding example, the keystore.jks file
is created in the c:\temp\keys\directory.
Generate the certificate signing request by running the following command:

keytool -certreq -keystore ABSOLUTE KEYSTORE PATH -alias ALI AS_NAME -keyal g
KEY_ALGORI THM -fil e CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -certreq -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
keyal g RSA -file c:\tenp\keys\keystore. cert

When prompted for the keystore password, enter the same password used for the
keystore in Step 1, for example exanpl e1234. This stores a certificate request in
the file that you specified in the preceding command.

Get the certificate from a CA by using the certificate request generated in the
previous step and store the certificate in a file.

Export the keystore generated in Step 1 to a new certificate file, for example,
myCert.cer, by running the following command:

keyt ool —export —keystore ABSOLUTE_KEYSTORE PATH -alias alias-name specified
instep 1 -file CERTIFICATE_FI LE_ABSOLUTE_PATH

For example:

keyt ool —export —keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
file c:\tenmp\keys\nyCert.cer

Import the CA certificate to a new keystore by running the following command:

keytool -inport -alias ALIAS NAME -file CERTIFI CATE FI LE_ABSOLUTE_PATH -
keyst ore NEW KEYSTORE_ABSOLUTE_PATH - st or epass KEYSTORE_PASSWORD gener at ed
in Step 1

For example:

keytool -inport -alias exanpl e088196 -file c:\tenp\keys\rootCert.cert -
keystore c:\tenp\keys\rootkeystore.jks

When you run this command, it prompts for the keystore password, as shown:

Enter keystore password: exanpl el234 [Enter]
Trust this certificate? [no]: yes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.
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2.3.1.4.2.2.2 Configuring Oracle WebLogic Server
After creating and importing the keystore to the system, start Oracle WebLogic Server.
To configure Oracle WebLogic Server:

ORACLE

1.

Log in to the Oracle WebLogic Server console ((http://localhost:7001/console) and
perform the following:

a.
b.
c.

d.

e.

Expand the server node and select the server instance.
Select the General tab.
Select the SSL Port Enabled option.

Ensure that a valid port is specified in the SSL Listen Port field. The default
port is 7002.

Click Apply to save your changes.

Click the Keystore & SSL tab, and click the Change link.

From the Keystores list, select Custom Identity And Custom Trust, and then
click Continue.

Configure the keystore properties. To do so:

a.

d.

In the Custom Identity Key Store File Name column, specify the full path

of the keystore generated in Step 1 of Generating Keystore, for example,
c:\tenp\ keys\ keystore.jks. In the Custom Identity Key Store Type column,
specify the type of keystore, for example, JKS. In the Custom Identity Key
Store Pass Phrase and Confirm Custom Identity Key Store Pass Phrase
columns, specify the keystore password.

In the Custom Trust and Custom Trust Key Store File Name column, specify
the full path of the keystore generated in Step 1 of Generating Keystore, for
example, c: \t emp\ keys\root keyst ore. j ks. In the Custom Trust Key Store
Type column, specify the type of keystore, for example, JKS. In the Custom
Trust Key Store Pass Phrase and Confirm Custom Trust Key Store Pass
Phrase columns, specify the keystore password.

Provide the Java standard trust keystore password. The default password is
changei t, unless you change the password.

Click Continue.

Specify the alias name and private key password. Click Continue.
Click Finish.

Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Apr 21, 2008 2:35:43 PM GMTI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "ListenThread. Default" listening on port 7001, ip address *.*>

<Apr 21, 2008 2:35:43 PM GMTI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "SSLLi stenThread. Default" |istening on port 7002, ip address *.*>

" Note:

7002 is the default SSL port for Oracle WebLogic Server.
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2.3.1.5 Creating an Authorization Policy for Campus ID

< Note:

Perform this procedure only if you are using Oracle Identity Manager release
prior to 11.1.2.

To create an authorization policy for Campus ID, refer to the instructions given

in Oracle Fusion Middleware User's Guide for Oracle Identity Manager. The
following instructions are specific to individual steps of the procedure described in
Creating an Authorization Policy for User Management. For detailed information on
the individual steps, see http://docs. oracl e. conf cd/ E21764_01/ doc. 1111/ 14316/
auth_pol i cy. ht m#BGBHGHII .

*  When you reach Step 3, then:
In the Policy Name field, enter Canpus | D Aut horization Policy.
*  When you reach Step 4, then:
In the Description field, enter Canpus |1 D Aut hori zation Policy.
*  When you reach Step 7, then:
In the Permissions table, select the following check boxes in the Enable column:
— Modify User Profile
— Search User
— View User Details
Click Edit Attributes.
On the Attribute Settings page, clear all the check boxes and select Campus ID.
e When you reach Step 14 c, then:

From the Available Roles list, select System Administrator, and then click the
Move button to move the selected role to the Organizations to Add list.

2.3.1.6 Displaying UDFs in Oracle Identity Manager 11.1.2 or Later

ORACLE

In Oracle Identity Manager release 11.1.2 or later, some user-defined attributes
(UDFs), such as Campus ID, that are included in the connector are created only in

the backend. If you want to display these attributes as form fields in the Oracle Identity
Manager user interface (Ul), then you must customize the associated pages on the Ul
to add the custom form fields. To do so:

1. Login to Oracle Identity System Administration.
2. Create and activate a sandbox.

3. From the Identity System Administration Console, in the Upgrade region, click
Upgrade User Form.

All the UDFs are listed.
4. Click Upgrade now.
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5. Publish the sandbox.

For detailed steps to be performed, see Configuring Custom Attributes in Oracle
Fusion Middleware Administering Oracle Identity Manager.

2.3.1.7 Localizing Field Labels in Ul Forms

ORACLE

< Note:

Perform the procedure described in this section only if you are using Oracle
Identity Manager release 11.1.2.x or later and you want to localize Ul form
field labels.

To localize field label that you add to in Ul forms:

1. Log in to Oracle Enterprise Manager.

2. Inthe left pane, expand Application Deployments and then select
oracle.iam.console.identity.sysadmin.ear.

3. In the right pane, from the Application Deployment list, select MDS Configuration.

4. Onthe MDS Configuration page, click Export and save the archive to the local
computer.

5. Extract the contents of the archive, and open one of the following files in a text
editor:

For Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) and later:
SAVED_[ OCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle_en.xIf
For releases prior to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0):
SAVED_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle.xIf

6. Edit the BizEditorBundle.xIf file in the following manner:

a.

Search for the following text:

<file source-language="en"
original="/xliffBundl es/oracle/ianm ui/runtime/BizEditorBundle. xlf"
dat at ype="x-oracl e-adf ">

Replace with the following text:

<file source-language="en" target-|anguage="LANG CODE"
original="/xliffBundl es/oracle/ianm ui/runtime/BizEditorBundle. xlf"
dat at ype="x-oracl e-adf ">

In this text, replace LANG_CODE with the code of the language that you want
to localize the form field labels. The following is a sample value for localizing
the form field labels in French:

<file source-language="en" target-|anguage="fr"
original="/xliffBundl es/oracle/ianm ui/runtime/BizEditorBundle. xlf"
dat at ype="x-oracl e-adf ">

Search for the application instance code. This procedure shows a sample edit
for PSFTCampus application instance. The original code is:
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<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi tor. nodel . util.BaseRunti neResour ceBundl
e']

[' persdef.sessiondef.oracle.iamui.runtime. formnodel.user.entity.userEQ
UD_AFFLN_CODE__c_description']}">

<source>Affiliation Code</source>

<target/>

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtime.form nodel.PSFTCanpus. entity. PSFTCam
pusEQ. UD_AFFLN CODE__c_LABEL">

<source>Affiliation Code</source>

<target/>

</trans-unit>

d. Open the resource file from the connector package, for example PSFT-
CS_fr.properties and get the value of the attribute from the file, for example,
global.udf.UD_AFFLN_CODE=Code d'affiliation.

e. Replace the original code shown in Step 6.c with the following:

<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi t or. nodel . util.BaseRunti meResour ceBundl
e']

[' persdef.sessiondef.oracle.iamui.runtinme. formnodel.user.entity.userEQ
UD_AFFLN_CODE__c_description']}">

<source>Affiliation Code</source>

<target>Code d'affiliation</target>

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtine.form model.PSFTCanpus. entity. PSFTCam
pusEQ. UD_AFFLN CODE__c_LABEL">

<source>Affiliation Code</source>

<target>Code d'affiliation</target>

</trans-unit>

f. Repeat Steps 6.a through 6.d for all attributes of the process form.

g. Save the file as BizEditorBundle_LANG_CODE xIf. In this file name, replace
LANG_CODE with the code of the language to which you are localizing.

Sample file name: BizEditorBundle_fr.xIf.

7. Repackage the ZIP file and import it into MDS.

¢ See Also:

Deploying and Undeploying Customizations in Oracle Fusion Middleware
Developing and Customizing Applications for Oracle Identity Manager,
for more information about exporting and importing metadata files

8. Log out of and log in to Oracle Identity Manager.

2.3.2 Configuring the Target System

Postinstallation on the target system configuring SSL.
To configure SSL.:

1. Copy the certificate to the computer on which PeopleSoft Campus is installed.
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< Note:

If you are using IBM WebSphere Application Server, then you must
download the root certificate from a CA.

2. Run the following command:

PEOPLESOFT_HOME/ webser v/ peopl esof t / bi n/ pskeymanager. cnd -i nport

3. When prompted, enter the current keystore password.

4. When prompted, enter the alias of the certificate to import.

# Note:

The alias must be the same as the one created when the keystore was
generated.

If you are using IBM WebSphere Application Server, then enter r oot as
the alias.

5.  When prompted, enter the full path and name of the certificate and press Enter.

" Note:

If you are using IBM WebSphere Application Server, then enter the path
of the root certificate.

6. When prompted for the following:

Trust this certificate? [no]: yes

Select yes and press Enter.

7. Restart the Web server of the target system.

2.4 Postcloning Steps

ORACLE

You can clone the PeopleSoft Campus connector by setting new names for some

of the objects that comprise the connector. The outcome of the process is a new
connector XML file. Most of the connector objects, such as Resource Object, Process
Definition, Process Form, IT Resource Type Definition, IT Resource Instances, Lookup
Definitions, Adapters, Reconciliation Rules and so on in the new connector XML file
have new names.

¢ See Also:

Managing Connector Lifecycle in Oracle Fusion Middleware Administering
Oracle Identity Manager for detailed information about cloning connectors
and the steps mentioned in this section
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After a copy of the connector is created by setting new names for connector objects,
some objects might contain the details of the old connector objects. Therefore,

you must modify the following Oracle Identity Manager objects to replace the base
connector artifacts or attribute references with the corresponding cloned artifacts or
attributes:

Lookup Definition

If the lookup definition contains the old lookup definition details, then you must
modify it to provide the new cloned lookup definition names. If the Code Key and
Decode values are referring the base connector attribute references, then replace
these with new cloned attributes.

Scheduled Task

You must replace the base connector resource object name in the scheduled task
with the cloned resource object name. If the scheduled task parameter has any
data referring to the base connector artifacts or attributes, then these must be
replaced with the new cloned connector artifacts or attributes.

Localization Properties

You must update the resource bundle of a user locale with new names of the
process form attributes for proper translations after cloning the connector. You can
modify the properties file of your locale in the resources directory of the connector
bundle.

For example, the process form attributes are referenced in the Japanese
properties file, Campus_ja.properties, as gl obal . udf. UD_CAMPUS_AL| ASNAME.
During cloning, if you change the process form name from UD_CAMPUS

to UD_CAMPUSL, then you must update the process form attributes to

gl obal . udf . UD_CAMPUS1_ALI ASNAME.
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After you deploy the connector, you must configure it to meet your requirements. This
chapter discusses the following connector configuration procedures:

Summary of Steps to Use the Connector

Seeding Roles into Oracle Identity Manager

Verifying the Affiliation Status Code

Verifying the Entries in Attribute Mapping Lookup Definitions

Performing Full Reconciliation

Performing Incremental Reconciliation

Limited Reconciliation

Resending Messages That Are Not Received by the PeopleSoft Listener
Configuring Scheduled Jobs

3.1 Summary of Steps to Use the Connector

The following is a summary of the steps to use the connector for full reconciliation:

ORACLE

# Note:

It is assumed that you have performed all the procedures described in the
preceding chapter.

Generate a CSV file on the PeopleSoft Campus target system containing all the
affiliation data.

Copy this file to a directory on the Oracle Identity Manager host computer.

Run the PeopleSoft Campus Role Creation scheduled job to seed the roles in
Oracle Identity Manager corresponding to each unique affiliation.

Generate XML files for the SCC_CONSTITUENT_FULLSYNC message for all
persons. See Generating XML Files for more information.

Copy these XML files to a directory on the Oracle Identity Manager host computer.

Configure the PeopleSoft Campus Trusted Full Reconciliation scheduled task for
the SCC_CONSTITUENT_FULLSYNC message. The XML files are read by this
scheduled task to generate reconciliation events. See Configuring the Scheduled
Task for Person Data Reconciliation for more information.

Configure the PeopleSoft Campus Affiliation Effective Date Processor scheduled
task. See Configuring the Scheduled Task for Processing Affiliation Effective Date
for more information.
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Configure the PeopleSoft Campus Role Creation scheduled task. This scheduled
task reads the affiliation data from a CSV file and creates corresponding roles in

Oracle Identity Manager. See Importing CSV File into Oracle Identity Manager to
Create Roles for more information.

Change from full reconciliation to incremental reconciliation. See Performing
Incremental Reconciliation for instructions.

3.2 Seeding Roles into Oracle Identity Manager

You must seed roles into Oracle Identity Manager corresponding to each unique
affiliation in PeopleSoft Campus. This is done so that when a particular affiliation (a
resource in Oracle Identity Manager) is assigned to a user, then if the affiliation is
active, the corresponding role is assigned to the user.

This section contains the following procedures:

Generating CSV File

Importing CSV File into Oracle Identity Manager to Create Roles

3.2.1 Generating CSV File

To generate CSV file for all existing roles in the target system:

1.

ORACLE

In PeopleSoft Internet Architecture, navigate to Reporting Tools, Query, and Query
Manager.

Enter the query name as SCC_AFFI LI ATI ON_TYPE_CODES and click Search, as
shown in the following screenshot.

Menu

I» Workforce Administration
[- Benefits

- Compensation Query Manager
- Stock
(- Time and Labor Enter any infarmation you have and click Search. Leave fields hlank for a list of all values.
> Payroll for North America

> Global Payroll & Absence Find an Existing Query | Creats New Query
Mgmt
[ Payroll Interface *Search By Query Name M hegins with SCC_AFFILIATION_TYPE_CODES
- Workforce Development Search I Advanced Search
- Organizational D
(> Enterprise Learning
(> Worldorce Maonitering Search Results
[ Pension
> Campus Community *Folder View |- All Folders — M
- Student Recruiting
> Student Admissions Check All Uncheck All *Action|~ - ~| Go
[- Records and Enroliment I Action |~ Choose U _I
> Curriculum Management 3 A an 1of1 [+ ] Last
[ Financial Aid
- Student Financials
(- Academic Advisement
[ Contributer Relations [0 SCC_AFFILIATION_TYPE_CODES Affiliation Type Codes Public Edit HTML Excel XML Schedule
(> SA Integration Pack
[ SetUp HRIS

- SetUp SACR
> Enterprise Components
[- Worklist
[ Application Diagnostics
[ Tree Manager
[~ Reporting Tools
<2 Query
— Query Viewer
— Schedule Query

Click HTML under the Run to HTML column.

In the new html page, click CSV Text File and save the CSV file, as shown in the
following screenshot.
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SCC_AFFILIATION_TYPE_CODES- Affiliation Type Codes

Download results in©  Excel SoreadSheet | S8V Text File | XMLFile (7 kb)

[ 1-7of 7 ]
Student of
1 PSUNV  STUDENT 08M@/2012 A PS UNV SCC_AFFILIATIONS:IMPLEMENTATION ManualStub N N N 03000
2 GLAKE  LECTURER  09/04/2012 A Eéé?ERER SCC_AFFILIATIONS:IMPLEMENTATION:ManualStul N N N 05000
3 PSUNV ~ PROSPECT  08/21/2012 ADL FRizERELT
MISSIONS A affiliation SCC_AFFILIATIONS:IMPLEMENTATION ManualStub N N N 01000
Sample
4 PSUNV ~ EMPLOYEE  08M3/2012 A ;ﬁg\ﬁulee SCC_AFFILIATIONS:IMPLEMENTATION:ManualStul N N N 04000
code
5 PSUNV ~ RECTR_TMPL 01/01/1900 10000 A ;25[EI‘{9F SCC_AFFILIATIONS:IMPLEMENTATION Recruiter_template N it N 02000
6 GLAKE ~ STUDENT 09/03/2012 A g{ﬁjﬁil SCC_AFFILIATIONS:IMPLEMENTATION:ManualStul N N N
Alumnt oy gy
7 PSUNY  ALUMN_TMPL 02/20/2009 ADVANCEMNT A far A SCC_AFFILIATIONS:IMPLEMENTATION:AlUMNI_template N i ¥ 01000
PSUNY

You must copy this CSV file to a directory on the Oracle Identity Manager host
computer.

3.2.2 Importing CSV File into Oracle Identity Manager to Create Roles

When you run the Connector Installer, the PeopleSoft Campus Role Creation
scheduled task is automatically created in Oracle Identity Manager.

This scheduled task reads the affiliation data from a CSV file and creates
corresponding roles in Oracle Identity Manager. You must enter the path of the CSV
file generated in Generating CSV File as the value of the scheduled task attribute. The
role names are in the following format:

PSFTCAMPUS~<INSTITUTION CODE>~<AFFILIATION CODE>
For example: PSFTCanpus~PSUNV~STUDENT

Affiliation Ranks are stored as role description in the AFFILIATION RANK:<RANK
VALUE> format. For example, Affiliation rank;: 0800.

Table 3-1 describes the attributes of this scheduled task.

Table 3-1 Attributes of the PeopleSoft Campus Role Creation Scheduled Task

Attribute Description

File Path Enter the path of the CSV file on the Oracle Identity Manager host computer.
Sample value: / usr/ dat a/ sanpl e. csv

3.3 Verifying the Affiliation Status Code

This section contains the following topics:

*  About Affiliation Status
*  Verifying the Affiliation Status Code on PeopleSoft Campus
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3.3.1 About Affiliation Status

In PeopleSoft Campus, the Affiliations have a field called Affiliation Status. This
connector reconciles the value of this field. You can also add your own status codes in
PeopleSoft Campus. The status of the Affiliation Resource in Oracle Identity Manager
(Enabled or Disabled) depends on the value of this field.

The following screenshot displays a sample Affiliation Status in PeopleSoft Campus:

Add/Update Affiliations
24 FIRST 24jlast D241

Institution:  PeapleSoft University

Relations to Institutions Personlize [Find | @) B First Bl 120r2 [ Lawt

*Start Date

ALUMM_TMPL PSUNY Alumni 07/2312012 Inactive Completed 01000

STUDENT &y Student of PS UMW [s1)| | Active M Applied M 03000
Active
Error
Inactive

B zave | E\Return to Search | @Sual\ Check | Eradd | Uudata-'Disu\ay

3.3.2 Verifying the Affiliation Status Code on PeopleSoft Campus

To verify the Affiliation Status code on PeopleSoft Campus that corresponds to
Enabled status in Oracle Identity Manager, perform the following procedure:

1. Check the status code value that is passed in the SCC_CONSTITUENT_SYNC or
SCC_CONSTITUENT_FULLSYNC message when the Affiliation is made Active in
PeopleSoft Campus.

In the following example, the Affiliation Status code is ACT. If this code has been
customized in the target system, then the value may be different.
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<M=gDatax>
<Transaction>

<Transaction>

<SCC_CM_PERSOL

[THFHTHFHT]

F="R">

<EMPLID I T >EXCLUDEZ2</EMFLID>
<5CC_UID»<
=2]
B <PSCBME cl
(x| <LDDRESS TYPE V2 clazs="R">
B <PSCEME c
(x| <5CC PER P I clazz="R">
B <PSCEMA cl R
(x| <SCC PER NID I clasz="R">»
B <PSCBME cl
(x| <PERSCH SR
H <PS5CAMA cl
(x| <SCC RFL
H <PSCAMR
(=] «<5CC_AFL PERSCN claszsz="R">
<EMPFLID>EXNCLUDEZ2< MELID>
="¥">PSAUS</INSTITUIICH:
="Y">EMPLOYEE</ LFL CODE>
'"¥">»2012-07-15</5TART_LT>
I=zChangsd="Y">ADVANCEMNT</SCC_RFL SPCH5S DEFT>
nged="Y">PS5</LASTUFDCFRID>
<LASTUPDDITH ="¥">2012-07-24T04:33:07.000000-0700«/LASTUPDDTTM>
<5CC_AFL PLCD ! a="Y">M</5CC_AFL PLCD MTD>
<SCC RAFL T
<SCC_AFL .
_RFL '"Y">01000</5CC RFL F
5 </5CC RFL PERSCH:>
(x| <PSCAML cl ="R">
5 </5CC_CM PERSON I>
[E= <PSCREML class="R">
r /Transaction>

2. In the Oracle Identity Manager Design Console, open the PSFTStatusEvaluator

adapter.

Adapter Factory

[ ] Disable Adapter

Adapter NamepsFTstatusEvaluator | Compile Status o

AdaDIEFT\fDE|Process Task | Last Edit 2012-09-07

Description |PSFT Status Evaluator

[ Adapter Tasks | E

I= | Resources | Variable List | Usage Lookup | Responses |

Add Name Type Mapped As Description ¥
1 [status String Resolve at runtime Affiliation Status
Delete 2 |endDate Date Resolve at runtime  |End Date
3 |inEffPeriodFieldMame |String Resolve at runtime Field name for "In Effective Period"
4 |processinstance Leng Resolve at runtime Process Instance Key
5 |startDate Date Resolve at runtime Start Date
& |statusEnabledyal String Literal Status value that means affiliation status is active

ORACLE
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3. On the Variable List tab, double-click statusEnabledVal.

As shown in the following screenshot, ensure that the Literal Value field contains
the same value as in the XML message, which is ACT.

Adapter Factory

[ ] Disable Adapter

Adapter Name{PSFTStatusE\raluator Compile Status o

Adapter Type [Process Task | LastEdit 2012-09-07| Adapter Variable
Description  [PSFT Status Evaluator [] Final
— = = Variable Name  [statusEnabledVal |
[ Adapter Tasks | Execution Schedule | Resources | Variable Lis o
Type i —
Add Mame Type Mapped As e |Str|ng |v|
1 |status String Resolve at runtimg Description e e T s |
Delete 2 |endDate Date Resolve at runtimg ffiliation status is active |
3 |inEffPeriodFieldMame |String Resolve at runtimg |
4 |processinstance Leng Resolve at runtimg |
5 |startDate Date Resolve at runtimg Map To |Literal |v| |
& |statusEnabledVal String Literal |
Qualifier |smng |v|
Literal Value |[acT ||

If the status codes on the target system are changed, then you must update the
code for the Active status in the Literal Value field of this adapter. Then, recompile
the adapter.

3.4 Verifying the Entries in Attribute Mapping Lookup
Definitions

Ensure that Decode entries of the
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping lookup definition are
based on the message structure shown in Message Structure.

If the message structure received from the target system is different from this message
structure (if the node names in the XML files are different), then the Decode entries in
the lookup definition need to be updated as per the modified message structure.

Similarly, if the message structure sent to PeopleSoft listener is different from the
message structure shown in Message Structure, then change the Decode entries in
the Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup definition as
per the modified message structure.

3.5 Performing Full Reconciliation

ORACLE

Full reconciliation involves reconciling all existing person records from the target
system into Oracle Identity Manager. After you deploy the connector, you must first
perform full reconciliation.

The following sections discuss the procedures involved in full reconciliation:

*  Generating XML Files
* Importing XML Files into Oracle Identity Manager
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3.5.1 Generating XML Files

You must generate XML files for all existing persons in the target system.

# Note:

Before performing the procedure to generate XML files, you must ensure that
you have configured the SCC_CONSTITUENT_FULLSYNC messages. See
Installation on the Target System for more information.

To generate XML files for full reconciliation, run the SCC_CONSTITUENT_FULLSYNC
message as follows:

1.

ORACLE

In PeopleSoft Internet Architecture, expand Enterprise Components, Integration
Definitions, Initiate Processes, and then click Full Data Publish.

Click the Add a New Value tab.

In the Run Control ID field, enter a value and then click ADD.
In the Process Request region, provide the following values:
Request ID: Enter a request ID.

Description: Enter a description for the process request.
Process Frequency: Select Always.

Message Name: Select SCC_CONSTITUENT_FULLSYNC.
Click Save to save the configuration.

Click Run.

The Process Scheduler Request page appears.

From the Server Name list, select the appropriate server.
Select Full Table Data Publish process list, and click OK.

Click Process Monitor to verify the status of EOP_PUBLISHT Application Engine.
The Run Status is Success if the transaction is successfully completed.

On successful completion of the transaction, XML files for the
SCC_CONSTITUENT_FULLSYNC message are generated at a location that you
specified in the FilePath property while creating the OIM_FILE_NODE node

for PeopleSoft Web Server. See Configuring the PeopleSoft Integration Broker
section for more information.

Copy these XML files to a directory on the Oracle Identity Manager host computer.
Ensure that the permissions for these XML files are sufficiently restrictive. By
default, the permissions are set to 644. You can set them to 640.
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< Note:

After you have performed this procedure, remove the permission list created
in Setting Up the Security for the SCC_CONSTITUENT_FULLSYNC Service
Operation. This is for security purposes.

3.5.2 Importing XML Files into Oracle Identity Manager

This section contains the following topics:
Configuring the Scheduled Task for Person Data Reconciliation
Configuring the Scheduled Task for Processing Affiliation Effective Date

See Configuring Scheduled Jobs for instructions on running a scheduled task.

3.5.2.1 Configuring the Scheduled Task for Person Data Reconciliation

When you run the Connector Installer, the PeopleSoft Campus Trusted Full

Reconciliation scheduled task is automatically created in Oracle Identity Manager.

To perform a full reconciliation run, you must configure the scheduled task to reconcile

all person data into Oracle Identity Manager depending on the values that you

specified in the scheduled task attributes. Table 3-2 describes the attributes of this
scheduled task.

The PeopleSoft Campus Trusted Full Reconciliation scheduled task is used to transfer
XML file data from the file to the parser. The parser then converts this data into

reconciliation events.

Table 3-2 Attributes of the PeopleSoft Campus Trusted Full Reconciliation Scheduled Task

Attribute

Description

Archive Mode

Enter yes if you want XML files used during full reconciliation to be archived. After
archival the file is deleted from the original location.

If no, the XML file is not archived.

Archive Path

Enter the full path and name of the directory in which you want XML files used
during full reconciliation to be archived.

You must enter a value for the Archive Path attribute only if you specify yes as the
value for the Archive Mode attribute.

Sample value: / usr/ ar chi ve

File Path

Enter the path of the directory on the Oracle Identity Manager host computer into
which you copy the file containing XML data.

Sample value: / usr/ dat a

IT Resource Name

Enter the name of the IT resource that you create by performing the procedure
described in Configuring the IT Resource.

Default value: PSFT Canpus

ORACLE
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Table 3-2 (Cont.) Attributes of the PeopleSoft Campus Trusted Full Reconciliation Scheduled

Task

Attribute

Description

Message Name

Use this attribute to specify the name of the delivered message used for full
reconciliation.

Sample value: SCC_CONSTI TUENT_FULLSYNC

Note: This value must match the entry in the Lookup.PSFT.Campus.Configuration
lookup definition, as it is used to determine the class name of the message handler.

Task Name

This attribute holds the name of the scheduled task.
Value: Peopl eSoft Canpus Trusted Full Reconciliation

3.5.2.2 Configuring the Scheduled Task for Processing Affiliation Effective Date

When you run the Connector Installer, the PeopleSoft Campus Affiliation Effective
Date Processor scheduled task is automatically created in Oracle Identity Manager.

This scheduled task searches for all the disabled affiliation resources and evaluates
if the current date is between affiliation start date and end date. If it does and if the
affiliation is active, then the task enables the resource. This triggers the affiliation-role
assignment to the user. Table 3-3 describes the attributes of this scheduled task.

Table 3-3 Attributes of the PeopleSoft Campus Affiliation Effective Date Processor Scheduled

Task

Attribute

Description

End Date Field

Enter the affiliation end date.
Default value: UD_AFFLN_END DATE

Resource Object Name

Enter the name of the resource object.
Default value: Affiliation

Start Date Field

Enter the affiliation start date.
Default value: UD_AFFLN_ST_DATE

Status Field Enter the status of the affiliation date.
Default value: UD_AFFLN_EFFDT_STATUS
Task Name This attribute holds the name of the scheduled task.

Value: Peopl eSoft Canpus Affiliation Effective Date Processor

3.6 Performing Incremental Reconciliation

You do not require additional configuration for incremental reconciliation.

It is assumed that you have deployed the PeopleSoft listener as described in
Deploying the PeopleSoft Listener.

3.7 Limited Reconciliation

This section contains the following topics:

ORACLE
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e About Limited Reconciliation

»  Configuring Limited Reconciliation

3.7.1 About Limited Reconciliation

By default, all target system records that are added or modified after the last
reconciliation run are reconciled during the current incremental reconciliation run. For
full reconciliation, all target system records are fetched into Oracle Identity Manager.

You configure segment filtering to specify the attributes whose values you want to
fetch into Oracle Identity Manager. Similarly, you can configure limited reconciliation to
specify the subset of target system records that must be fetched into Oracle Identity
Manager.

You configure limited reconciliation by specifying a query condition as the value of the
Custom Query attribute in the message-specific configuration lookup.

You must use the following format to specify a value for the Custom Query attribute:

RESOURCE_OBJECT ATTRI BUTE_NAVE=VALUE

For example, suppose you specify the following as the value of the Custom Query
attribute:

Last Nanme=Doe

With this query condition, only records for persons whose last name is Doe are
considered for reconciliation.

You can add multiple query conditions by using the ampersand (&) as the AND
operator and the vertical bar (|) as the OR operator. For example, the following query
condition is used to limit reconciliation to records of those persons whose first name is
John and last name is Doe:

First Name=John & Last Nane=Doe

You can limit reconciliation to the records of those persons whose first name is either
John or their User ID is 219786 using the following query:

First Name=John | User |D=219786

3.7.2 Configuring Limited Reconciliation

ORACLE

To configure limited reconciliation:

1. Ensure that the OIM User attribute to use in the query exists in the
Lookup.PSFT.Campus.CustomQuery lookup definition. This lookup definition
maps the resource object attributes with OIM User form fields.

" See Also:

Lookup.PSFT.Campus.CustomQuery for a listing of the default contents
of this lookup definition
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You must add a new row in this lookup definition whenever you add a new UDF
in the process form. See Setting Up the Lookup.PSFT.Campus.CustomQuery
Lookup Definition for adding an entry in this lookup definition and Adding New
Affiliation Attributes for Reconciliation for adding a UDF.

Create the query condition. Apply the following guidelines when you create the
guery condition:

» Use only the equal sign (=), the ampersand (&), and the vertical bar (]) in
the query condition. Do not include any other special characters in the query
condition. Any other character that is included is treated as part of the value
that you specify.

» Add a space before and after the ampersand and vertical bar used in the
guery condition. For example:

First Name=John & Last Name=Doe

This is to help the system distinguish between ampersands and vertical bars
used in the query and the same characters included as part of attribute values
specified in the query condition.

e You must not include unnecessary blank spaces between operators and
values in the query condition.

A query condition with spaces separating values and operators would yield
different results as compared to a query condition that does not contain
spaces between values and operators. For example, the output of the
following query conditions would be different:

Fi rst Name=John & Last Nanme=Doe
First Name= John & Last Nane= Doe

In the second query condition, the reconciliation engine would look for first
name and last name values that contain a space at the start.

*  Ensure that attribute names that you use in the query condition are in
the same case (uppercase or lowercase) as the case of values in the
Lookup.PSFT.Campus.CustomQuery lookup definitions. For example, the
following query condition would fail:

fiRst Name = John

Configure the message-specific configuration lookup with the query condition

as the value of the Custom Query attribute. For example, to specify the

qguery condition for the SCC_CONSTITUENT_FULLSYNC message, search
and open the Lookup.PSFT.Message.SccConstituentFullSync.Configuration
lookup. Specify the query condition in the Decode column of the Custom Query
attribute.

3.8 Resending Messages That Are Not Received by the
PeopleSoft Listener

ORACLE

The messages are generated and sent to Oracle Identity Manager regardless of
whether the WAR file is running or not. Reconciliation events are not created for the
messages that are sent to Oracle Identity Manager while the WAR file is unavailable.
To ensure that all the messages generated on the target system reach Oracle Identity
Manager, perform the following procedure:
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* Sending Messages Manually

* Resending Messages Manually in Error or TimeOut Status

3.8.1 Sending Messages Manually

If Oracle Identity Manager is not running when a message is published, then the
message is added to a queue. You can check the status of the message in the queue
in the Message Instance tab. This tab lists all the published messages in queue.
When you check the details of a specific message, the status is listed as Ti neout or
Error.

To publish a message in the queue to Oracle Identity Manager, resubmit the message
when Oracle Identity Manager is running.

If the status of the message is Newor St art ed and it does not change to Ti neout or

Done, then you must restart the PeopleSoft application server after you restart Oracle
Identity Manager.

¢ Note:

PeopleSoft supports this functionality for a limited rights user created in
Creating a Role for a Limited Rights User. But, you can specify persons
who have rights to perform this task based on the security policy of your
organization.

3.8.2 Resending Messages Manually in Error or TimeOut Status

To manually resend messages in Error or TimeOut status:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,

Service Operations Monitor, Monitoring, and then click Asynchronous
Services.

2. From the Group By list, select Service Operation or Queue to view the number of
messages in Error, TimeOut, Done, and so on.

= PeopleTools ] Mew VWindowy | Customize Page
I Sacurity
& Utilities. J( Monitor Overview | Operation Instances | Publication Coniracte | Subscription Coniracts |
I Workflow
i Portal x P
¢ Search Engine Publish Node | Q I3 Arciibred
I Personalization I
U Process Stheduler ‘Oueus Level | Operinst =] ‘Group By | GUEUE =l
i Cube Manager E »
i Application Engine i 1
b Query Access Services ate: W) : W |
= Integration Broker From Date: B To Date: 2 |
[ Configuration From Time: To Time: | Refresh
[ Intearation Setup 3

[ Senvice Uilities =
[ Web Services C lils

Fing | View / Last

= Service Operations (uene Name. Error  Mew Started  Working Done Retry  Timeowt  Edited  Canceled  Hold

Montlor PERSON_DATA T 1 0 0 1 0 0 0 0 0
Elhldi!','|
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The number is in the form of a link, which when clicked displays the details of the
message.

3. Click the link pertaining to the message to be resent, for example, the link under
the Error or the TimeOut column.

4. Click the Details link of the message to be resent. A new window appears.
5. Click the Error Messages link to check the error description.

6. Click Resubmit after you have resolved the issue.

3.9 Configuring Scheduled Jobs

This section describes the procedure to configure scheduled jobs. It contains the
following topics:

e Configurable Scheduled Tasks
e Configuring a Scheduled Task

3.9.1 Configurable Scheduled Tasks

The following scheduled tasks can be configured:

e PeopleSoft Campus Role Creation

See Importing CSV File into Oracle Identity Manager to Create Roles for
information about the attributes of this task.

e PeopleSoft Campus Trusted Full Reconciliation

See Configuring the Scheduled Task for Person Data Reconciliation for
information about the attributes of this task.

e PeopleSoft Campus Affiliation Effective Date Processor

See Configuring the Scheduled Task for Processing Affiliation Effective Date for
information about the attributes of this task.

3.9.2 Configuring a Scheduled Task

To configure a scheduled task:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

*  For Oracle Identity Manager release 11.1.1:
a. Log in to the Administrative and User Console.

b. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

*  For Oracle Identity Manager release 11.1.2.x:
a. Log in to Oracle Identity System Administration.
b. Inthe left pane, under System Management, click Scheduler.

2. Search for and open the scheduled job as follows:
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a. If you are using Oracle Identity Manager release 11.1.1, then on the Welcome
to Oracle Identity Manager Advanced Administration page, in the System
Management region, click Search Scheduled Jobs.

b. Inthe Search field, enter the name of the scheduled job as the search
criterion. Alternatively, you can click Advanced Search and specify the search
criterion.

c. Inthe search results table on the left pane, click the scheduled job in the Job
Name column.

3. Modify the details of the scheduled task. To do so:
*  On the Job Details tab, you can modify the following parameters:

- Retries: Enter an integer value in this field. This number represents the
number of times the scheduler tries to start the job before assigning the
Stopped status to the job.

- Schedule Type: Depending on the frequency at which you want the job to
run, select the appropriate schedule type.

¢ Note:

See Creating Jobs in Oracle Fusion Middleware Administering
Oracle Identity Manager for detailed information about schedule
tasks.

In addition to modifying the job details, you can enable or disable a job.
4. Specify values for the attributes of the scheduled task. To do so:

e On the Job Details tab, under the Parameters section, specify values for the
attributes of the scheduled task.

¢ Note:

e Attribute values are predefined in the connector XML that is imported
during the installation of the connector. Specify values only for the
attributes to change.

* If you want to stop a scheduled task while it is running, the process
is terminated only after the complete processing of the file that is
being run. For instance, you want to reconcile data from five XML
files. But, if you stop the scheduled task when it is reconciling
data from the third file, then the reconciliation will stop only after
processing the third file completely.

5. After specifying the attributes, click Apply to save the changes.
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< Note:

The Stop Execution option is not available in the Administrative and User
Console. If you want to stop a task, then click Stop Execution on the
Task Scheduler form of the Design Console.
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Extending the Functionality of the
Connector

This chapter discusses the following optional procedures:

" Note:

From Oracle Identity Manager Release 11.1.2 onward, lookup queries

are not supported. See Managing Lookups in Oracle Fusion Middleware
Administering Oracle Identity Manager for information about managing
lookups by using the Form Designer in the Oracle Identity Manager System
Administration console.

* Adding New User Attributes for Reconciliation

* Adding New Affiliation Attributes for Reconciliation

* Adding Support for Primary Affiliations

*  Modifying Field Lengths on the OIM User Form

»  Configuring Validation of Data During Reconciliation

e Configuring Transformation of Data During Reconciliation

e Setting Up the Lookup.PSFT.Campus.CustomQuery Lookup Definition

»  Configuring the Connector for Multiple Installations of the Target System

4.1 Adding New User Attributes for Reconciliation

You can modify the default field mappings between Oracle Identity Manager

and the PeopleSoft Campus target system. For full reconciliation, see
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping lookup definition
which holds the default attribute mappings. For incremental reconciliation, see
Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup definition which
holds the default attribute mappings. If required, you can add user attributes to these
predefined attribute mappings.

This section contains the following topics:

* Adding a New User Attribute for Reconciliation

* Creating a User-Defined Field

4.1.1 Adding a New User Attribute for Reconciliation

ORACLE

To add a new user attribute for reconciliation:
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In the Oracle Identity Manager Design Console, make the required changes as
follows:

a. Create a new user-defined field. For the procedure to create a user-defined
field, see "Creating a User-Defined Field".

b. Add a reconciliation field corresponding to the new attribute in the PeopleSoft
Campus resource object. For example, you can add the National 1D
reconciliation field.

c. Modify the PeopleSoft Campus Person process definition to include the
mapping between the newly added field and the corresponding reconciliation
field. For the example described earlier, the mapping is as follows:

National ID = National ID

d. On the Object Reconciliation tab, click Create Reconciliation Profile. This
copies changes made to the resource object into the MDS.

Add the new attribute in the message-specific attribute mapping lookup definition.
For example, the Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping
lookup definition for the SCC_CONSTITUENT_FULLSYNC message.

The following is the format of the values stored in this table:

Code Key Decode

AttributeName NCODE~PARENT NODE~NCDE
TYPE=Val ue~EFFECTI VE DATED NODE~PRI MARY

For example:
Code Key: National 1D
Decode: NATI ONAL_| D~SCC_PER NI D_|

In this example, Nat i onal | Dis the reconciliation field and its equivalent target
system field is NATI ONAL | D.

Add the new attribute in the Resource Object attribute reconciliation lookup
definition. For example, the Lookup.PSFT.Campus.SccConstituentSync.Recon
lookup for the SCC_CONSTITUENT_FULLSYNC message.

The following is the format of the values stored in this table:

Code Key Decode
RO Attribute ATTRI BUTE FI ELD~LOOKUP NANME
For example:

Code Key: National 1D
Decode: National 1D

In this example, RO Attribute refers to the resource object attribute name added
in the preceding steps. The decode value is the code key value in the message-
specific attribute mapping lookup definition.

Add the new attribute in the Custom Query lookup definition. See Setting Up the
Lookup.PSFT.Campus.CustomQuery Lookup Definition for more information.
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4.1.2 Creating a User-Defined Field

(Optional) If you want to create a custom attribute on Oracle Identity Manager, then
perform the following steps:

1. Log in to the Oracle Identity Management Administration Console.
Click Advanced.
On the Configuration tab, click User Configuration.

2
3
4. From the Actions menu, select User Attributes.
5. Click Create Attribute.

6

Enter details of the attribute (UDF) that you want to create. From the Category list,
select Custom Attributes.

™

Set values for the attribute properties.
8. Review the data that you have entered, and then save the attribute.

If you are using Oracle Identity Manager release 11.1.2.x or later, see Configuring
Custom Attributes in Oracle Fusion Middleware Administering Oracle Identity
Manager.

4.2 Adding New Affiliation Attributes for Reconciliation

This section contains the following topics:

*  About Affiliation Attributes

e Adding the New Field to the List of Reconciliation Fields

e Creating a New Version of the Process Form

e Adding a New Field on the Process Form

e Creating a Reconciliation Field Mapping for the New Field

e Creating an Entry for the Field in the Lookup Definition for Attribute Mapping
e Creating an Entry for the Field in the Lookup Definition for Reconciliation

e Creating an Entry for the Field in the Configuration Lookup Definition

e Verifying the Affiliation Rank Attribute

4.2.1 About Affiliation Attributes

ORACLE

Standard reconciliation involves the reconciliation of predefined user and affiliation
attributes. If required, you can add new affiliation attributes to the list of attributes that
are reconciled.

The attribute that you want to reconcile should be part of the
SCC_CONSTITUENT_SYNC or SCC_CONSTITUENT_FULLSYNC message. For
example, consider the XML message shown in the following screenshot. For the
Affiliation Rank attribute, the node name is SCC_AFL_RANK and the parent node
name is SCC_AFL_PERSON. These two values will be added to the attribute mapping
lookup definitions.
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<?xml verzsion="1.0"32>
CC_COMSTITUENT DS

<FieldTypes>

A

S0M 5L class="R">»

«<5CC CH PERSCOH I claszs="R">
«<53CC PER LDDE I class="R">
<5CC MAME TYPE I clas=zs="R">
<5CC RADDRE TYPE I class="R"=>
«£5CC PER PDE I class="R">
«<53CC PER NID I class="R">
«<5CC PER PHCHME I clas=ss="R">
<5CC PER EMATL I class="R"=>
FEER

5CC

_BFL PERSON class="R">
<EMPLID __,'__'P'H-_—"C _lh_qn_.--
<INSTITUTICH type="CHAR"/>

«5CC_AFL CODE type="CHAR"/>

«<53TART DT ‘;“==”Dh”ﬁ”f}

A

TE5=”CHAR”E}

'CHAR",

<5CC_LFL RAENK t;-'pe="CHAP.";">| |

T e

«/3CC_RFL PERSCL>

£ <5CC_FER NEME I class="R"»
[+ <PSCAME class="R">
r  </FieldTvpes>

= M=glData>
~</5CC CONSTITUENT DS>

4.2.2 Adding the New Field to the List of Reconciliation Fields

ORACLE

To add the new field to the list of reconciliation fields in the resource object:
Log in to the Oracle Identity Manager Design Console.

Expand Resource Management.

Double-click Resource Objects.

Search for and open the PeopleSoft Campus resource object.

On the Object Reconciliation tab, click Add Field.

© o p W N P

In the Add Reconciliation Field dialog box, enter the details of this field.

For example, enter Affiliation Rank inthe Field Name field and select Number
from the Field Type list.
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Click the save icon.

Figure 4-1 is a sample screenshot of the newly added affiliation field.

Figure 4-1 Adding a New Affiliation Field for Reconciliation

r Eesource Object rObject Reconciliation |

Object Initial Reconciliation Date | | ‘ Create Reconciliation Profile

f Reconciliation Fields |/Recan|:iliatinn Action Rules |

Reconciliation Fields

Add Field Reconciliation Fields for Object: Affiliation
D Affiliation Rank [Number]

C| User D [String], Required

C] Affiliation Code [String], Required

E] Institution [String]

E] ITResource Mame [IT Resource], Required
[ Affiliation Status [String]

C]Affiliatinn Description [String]

(7] Affiliation Start Date [Date]

E]Affiliation End Date [Date]

Delete Field

4.2.3 Creating a New Version of the Process Form

To create a new version of the process form:

1.
2.
3.
4.

Expand Development Tools.

Double-click Form Designer.

Search for and open the UD_AFFLN process form.
Click Create New Version.

On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

4.2.4 Adding a New Field on the Process Form

To add the new field on the process form:

ORACLE

1.

Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the Affiliation Rank field, enter UD_AFFLN_RANK in
the Name field and then enter the rest of the details of this field.

Click Save.
To activate the newly created form, click Make Version Active.

Figure 4-2 is a sample screenshot of the new version of process form.
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Figure 4-2 Adding a New Version of Process Form

[ Form Designer

~Table Information

Table Name p_aFFLM

Form Type
’V@ Process

Description [PSET Campus Affiliations

| Preview Farm

Version Information

Latest Version 12 Active Version 1.2

Operations-
Current Vers... |1_2 |‘,| |

Create NewVersion |

| Make Wersion Active |

[ Additional Columns | Child Tableis) | Object Permissions | Properties | Administrators | Usage | Pre-Populat

Add Mame Wariant Ty...| Len... Field Label Field Type |D..| Order |} %
1 |UD_AFFLN_EFFDT_STATUS boolean 1 In Effective Period (CheckBox 1 |9 LIE]
Delete 2 |UD_AFFLN_ST_DATE Date Affiliation Start Da|DateFieldDlg 4 LI
3 |UD_AFFLN_CODE String 50 Affiliation Code  |TextField 1 CIC]
4 |UD_AFFLN_USER_ID String 50 User ID TextField [ LI
5 |UD_AFFLMN_EMD_DATE Date Affiliation End Dat |DateFieldDlg 5 : :
& |UD_AFFLMN_STATUS String 30 Affiliation Status |TextField 2 LI
7 |UD_AFFLN_SERVER long Server ITResourcelo 7 LI
8 |UD_AFFLM_INST string 50 Institution TextField 10 : :
9 |UD_AFFLM_DESC String 100 |Affiliation Descripr|TextField 3 LIE]
10 |UD_AFFLMN_RANE long Affiliation Rank  |TextField 11 : :

4.2.5 Creating a Reconciliation Field Mapping for the New Field

To create a reconciliation field mapping for the new field on the process form:

g @ b P

ORACLE

Expand Process Management.

Double-click Process Definition.

From the Process Definition table, select and open the Affiliation resource object.
Click Reconciliation Field Mappings and then click Add Field Map.

In the Field Name field, select the value for the field that you want to add.

For example, select Affiliation Rank.

In the Field Type field, select the type of the field that is prepopulated.
Double-click the Process Data Field field.

A list of process data columns is displayed. From the list, select the process data
column corresponding to the process data field.

For example, select Affiliation Rank [ Nunber] = UD AFFLN _RANK.
Click the save icon.

Figure 4-3 is a sample screenshot of the affiliation field mappings.
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Figure 4-3 Adding a Affiliation Field Mapping

[ Process Definition |

Mame |Affi|iaticn Process | ‘ Map Descriptive Field | Render Worldlow
Type |Provisioning | Default Process || Auto Pre-populate
Object Name |affiliation | [ ] Auto Save Form

Form Assignment

Table Mame |UD_AFFLN |

Feconciliation Field Mappinas rAdministrators

Reconciliation Field Mappings

‘ Add Field Map | @ Reconciliation Field Mappings for process: Affiliation Process
Gﬁffiliation Rank [Mumber] = UD_AFFLMN_RAME

El User D [5tring] = UD_AFFLN_USER_ID, <KEY>

‘ Delete Map | G Affiliation Code [String] = UD_AFFLN_CODE, <KEY>

G Institution [5tring] = UD_AFFLN_IMNST, <KEY>

El ITResource Mame [IT Resource] = UD_AFFLM_SERVER, <KEEY>
El Affiliation Status [String] = UD_AFFLN_STATUS

El Affiliation Description [5tring] = UD_AFFLM_DESC

E| Affiliation Start Date [Date] = UD_AFFLMN_ST_DATE
GAffiliation End Date [Date] = UD_AFFLM_EMD_DATE

‘ Add Table Map |

4.2.6 Creating an Entry for the Field in the Lookup Definition for
Attribute Mapping

ORACLE

Create an entry for the field in the lookup definition for attribute mapping as follows:

1. Expand Administration.
2. Double-click Lookup Definition.

3. Search for and open the
Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping lookup
definition.

For full reconciliation, you must also add this entry in the
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping lookup
definition.

4. Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the form field name. The Decode value must be
the attribute node name and the parent name of the field in the XML message
shown at the beginning of this section. For the format of the Decode value, see
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping.

For example, enter Affiliation Rank inthe Code Key field and then
enter SCC_AFL_RANK~SCC AFL_PERSON~NONE~NONE~RESOQURCE=Affi | i ati ons in the
Decode field.

5. Click the save icon.

Figure 4-4 is a sample screenshot of the new entry added to the attribute mapping
lookup definition.
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Figure 4-4 Adding an Entry to Attribute Mapping Lookup

Lookup Definition

Code EFT.Campus.SccConstituent Sync AttributeMapping

Field |

@ Lookup Type ) Field Type

Required D

Croup  [PSFT Campus

[ Logkup Code Information |

Add Code Key Decode ¥
1 |Campus D CAMPUS_ID~PERSON_SA

Delete 2 |Start Date EFFDT~SCC_PER_MAME_|~More~EFFDT
3 |Email EMAIL_ADDR~SCC_PER_EMAIL_I
4 |UserID EMPLID ~SCC_CM_PERSOM_I~Mone~MNone~PRIMARY
5 |Affiliation End Date EMD_DT~5CC_AFL_PERSON~Mone~MNone~RESOURCE=Affiliations
& |First Name FIRST_MAME~5CC_PER_MAME_|~NAME_TYPE=PRI~EFFDT
7 |Institution INSTITUTION~SCC_AFL_PERSOM~MNone~MNone~RESOURCE=Affiliations
8 |Last Mame LAST_MAME~SCC_PER_MAME_|~MNAME_TYPE=FRI~EFFDT
9 |Home Phone PHOME~SCC_PER_PHOMNE_I
10 |Affiliation Code SCC_AFL_CODE~SCC_AFL_PERSOM~None~None~RESOURCE=Affiliations
11 |Affiliation Rank SCC_AFL_RANK~SCC_AFL_PERSON~MNone~None~RESOURCE=Affiliations
12 |Affiliation Status SCC_AFL_STATUS~SCC_AFL_PERSOM~Mone~MNone~RESOURCE=Affiliations
13 |Affiliation Description SCC_AFL_STS_DESCR~SCC_AFL_PERSCMN~None~None~RESOURCE=Affiliations
14 |Affiliation Start Date START_DT~SCC_AFL_PERSOM~Mone~None~RESOURCE=Affiliations

4.2.7 Creating an Entry for the Field in the Lookup Definition for

Reconciliation

ORACLE

Create an entry for the field in the lookup definition for reconciliation as follows:

1.
2.

Expand Administration.
Double-click Lookup Definition.

Search for and open the Lookup.PSFT.Campus.SccConstituentSync.Recon
lookup definition.

Click Add and enter the Code Key and Decode values for the field.

The Code Key value must be the form field name. For the format of the Decode
value, see Lookup.PSFT.Campus.SccConstituentSync.Recon.

For example, enter Affiliation Rank in the Code Key field and then enter
Affiliation Rank~NONE~NONE~Resource in the Decode field.

Click the save icon.

Figure 4-5 is a sample screenshot of the new entry added to the reconciliation
lookup definition.
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Figure 4-5 Adding an Entry to Reconciliation Lookup

Lookup Definition

Code Lookup.PSFT.Campus.SccConstituentSync.Recon

Field |

@ Lookup Type () Field Type

Regquired D

Croup  [PSFT Campus

l/ Lookup Code Information |

Add Code Key Decode W
1 |Affiliation Code Affiliation Code~None~None~Resource
Delete 2 |Affiliation Description Affiliation Description~MNone~None~Resource
3 |Affiliation End Date Affiliation End Date~None~None~Resource
4 ffiliation Rank Affiliation Rank~None~None~Resource
5 |Affiliations Affiliations
& |Affiliation Start Date Affiliation Start Date~MNone~Mone~Resource
7 |Affiliation Status Affiliation Status~None~Mone~Resource
8 |CampusID Campus ID
9 |Email Email
10 |First Name First Name

11 [Home Phone

Home Fhone

12 |[Institution

Institution~MNone~MNone~Resource

13 [Last Mame Last Name
14 |Mational ID MNational ID
15 |Effective Start Date Start Date
16 |UseriD User ID

17 |User Type User Type

4.2.8 Creating an Entry for the Field in the Configuration Lookup

Definition

ORACLE

Create an entry for the field in the configuration lookup definition as follows:

1.
2.
3.

Expand Administration.

Double-click Lookup Definition.

Search for and open the

Lookup.PSFT.Message.SccConstituentSync.Configuration lookup definition.

For full reconciliation, you must also add this entry in
the Lookup.PSFT.Message.SccConstituentFullSync.Configuration lookup

definition.

For the Code Key with value Affiliations, append the new affiliation field name,
Affiliation Rank, inthe Decode field.

For example, enter Affiliation Code~Affiliation
Status~Affiliation Description~Affiliation Start Date~Affiliation End
Date~Institution~Affiliation Rank inthe Decode field.

Click the save icon.

Figure 4-6 is a sample screenshot of the new entry added to the configuration
lookup definition.
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Figure 4-6 Adding an Entry to Configuration Lookup

Lookup Definition

Code  pPSFT.Message SccConstituentSyne.Configuration
Field
@ Lookup Type () Field Type

Required [

Group  [PSFT Campus

Lookup Code Information

add Code key Decade ¥
1 |Affiliation Resource Object  [Affiliation —
Delete 2 | Affiliations Affiliation Code~Affiliation Status~Affiliation Description~Affiliation Start Date~Affiliation End Datewlnstituuoq—'Affihann Rank|

3 |Affiliations Attribute Name Affiliations
4 |[Employee Status Enabled
5 |User Type |End-User
6 |Custom Query Enter a Value
7 |Custom Query Logkup Definiti|Lookup PSFT.Campus.Custom Query
8 |Attribute Mapping Lookup Lookup PSFT.Campus.SccConstituentSync.AttributeMapping
9 |Recon Lookup Definition Lookup PSFT.Campus.SccCanstituentSync.Recon
10 [Transformation Lookup Defini|Lookup PSFT.Campus.SccCanstituentSync. Transformation

11 |validation Lookup Definition |Leokup. PSFT.Campus.5ccConstituentSync.Validation
12 |Use Validation Mo
13 Use Transformation MNo
14 Message Handler Class oracleiam.connectors.psft.common.handler.impl.PSFTCam pusSyncReconMessageHandlerimpl
15 |Message Parser oracle.iam.connectors. psft.common.parser.impl.CampusMessageParser
16 |Resource Object Peoplesoft Campus

17 |Data Node Name Transaction
18 QOrganization (Xellerate Users

4.2.9 Verifying the Affiliation Rank Attribute

1. On the Resource Objects form, for the Affiliation resource object,

Reconciliation Profile.

2. Perform reconciliation to verify the Affiliation Rank attribute.

click Create

You should be able to see Affiliation Rank in the connector logs. Ensure that they

appear in the reconciliation events.

4.3 Adding Support for Primary Affiliations

Affiliations in PeopleSoft Campus are defined as the relationship between an individual
and an institution. However, there is no concept of Primary Affiliations in PeopleSoft
Campus. There is no cross-institution or cross-campus attribute that would inherently
define a "primary" affiliation for an individual who is affiliated with multiple institutions in

a multi-institution PeopleSoft Campus Solutions deployment.

In some cases, Affiliations are deployed in a manner that would benefit from an ability
to identify a primary affiliation. Ranks for affiliations can be used to reflect hierarchy

amongst the different affiliations.

For example, consider an institution called BIG University with BIGUNV as the
Institution Code. The following table shows a sample list of Affiliation Codes and their

ranks:

Affiliation Code Affiliation Description Ranking
EMPFULL Employee Full Time 9999
STDNTFULL Student Full Time 8888
STDNTPART Student Part Time 7777

Roles are created in Oracle Identity Manager that correspond to each unique
PeopleSoft Campus Affiliations. The Ranks of the affiliations are stored in the role

descriptions in Oracle Identity Manager.

ORACLE
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Oracle Identity Manager users would have an active role for each active affiliation. For
implementing primary affiliations, the connector can be extended to add a task that
reads the role names (the affiliation and the institution codes) and the role descriptions
(the affiliation ranks). Then, the affiliation with the highest rank can be picked as the
primary affiliation.

For the previous example, the following table indicates sample role names and
descriptions in Oracle Identity Manager:

Role Name Role Description

PSFTCampus~BIGUNV~EMPFULL Affiliation rank :9999
PSFTCampus~BIGUNV~STDNTFULL Affiliation rank :8888
PSFTCampus~BIGUNV~STDNTPART Affiliation rank : 7777

The following screenshot shows another example of roles and ranks for supporting
primary affiliations:

ﬁ first28a last28a

Roles Resources Proxies Direct Reports Requests
Action v View v  {gh Assign Revoke %) Open () Refresh

Display Name IRole Name |Description
ALL USERS ALL USERS Default role for all users
PSFTCampus~PSUNV~ALUMN_TMPL  PSFTCampus~PSUNV~ALUMN_TMPL  Affiliation rank :"01000"
PSFTCampus~PSUNY ~EMPLOYEE PSFTCampus ~PSUNV~EMPLOYEE Affiliation rank : "04000°
PSFTCampus~PSUNVY ~STUDENT PSFTCampus~PSUNV ~STUDENT Affiliation rank :"03000"

4.4 Modifying Field Lengths on the OIM User Form

You might want to modify the lengths of the fields (attributes) on the OIM User
form. For example, if you use the Japanese locale, then you might want to increase
the lengths of OIM User form fields to accommodate multibyte data from the target
system.

If you want to modify the length of a field on the OIM User form, then:

Log in to the Design Console.

Expand Administration, and double-click User Defined Field Definition.
Search for and open the Users form.

Modify the length of the required field.

g H @ b P

Click the Save icon.

4.5 Configuring Validation of Data During Reconciliation

You can configure validation of reconciled single-valued data according to your
requirements. For example, you can validate data fetched from the First Name
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attribute to ensure that it does not contain the number sign (#). In addition, you can
validate data entered in the First Name field on the user form so that the number sign
(#) is not sent to Oracle Identity Manager during reconciliation operations.

For data that fails the validation check, the following message is displayed or recorded
in the log file:

Val ue returned for fieldFIELD NAMEi s fal se.

To configure validation of data, perform the following steps:

Implementing the Validation Logic in a Java Class

Uploading the JAR File to Oracle Identity Manager

Updating the Message-Specific Configuration Lookup Definition
Redeploying the PeopleSoftOIMListener.ear File on the Application Server

4.5.1 Implementing the Validation Logic in a Java Class

To implement the validation logic in a Java class:

ORACLE

1.

Write the code that implements the required validation logic in a Java class.

¢ See Also:

The Javadocs shipped with the connector for more information about this
interface

You must create a class with the following signature:

public bool ean validate(HashVap arg0, HashMap argl, String arg2)
In this signature code:

e arg0 contains User form field values

* argl contains Affiliation resource field values

e arg?2 is the field on which validation needs to be done

The following sample validation class checks if the value in the First Name
attribute contains the number sign (#):

package comvalidate;

inport java.util.Arraylist;
inport java.util.HashMap;

inmport java.util.logging.Logger;
public class MyValidation {

Logger | og;
public bool ean val i date(HashMap hnlser Det ai | s,
HashMap hmAffiliationDetails, String field) {

/

You nust wite code to validate attributes. Parent

data val ues can be fetched by using hnJserDetails.get(field)

For child data val ues, |oop through the

ArraylList fetched by hmAffiliationDetails.get("Affiliations")

Dependi ng on the outconme of the validation operation,

* Ok %k ok F
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* the code nust return true or false.

* In this sanple code, the value "false" is returned if the field
* contains the nunber sign (#). Qtherwi se, the value "true" is
* returned.

*/

l og = Logger. get Logger (" PSFT. VALI DATI ON');

bool ean valid = true;

String sFirstName = (String) hmserDetails.get(field);

if(sFirstName != null){

for(int i=0;i<sFirstNane.length();i++){
if (sFirstNane.charAt(i) =="#"){
| og.warning("Validation failed for " + field);
return fal se;

}

[I1f validation of affiliation data is not required, coment the
next line.
valid = validateAffiliationData(hmAffiliationDetails, field);

return valid;

}

private bool ean validateAffiliationData(HashMap hmAffiliationDetails,
String field) {
I og.fine("Checking for affiliation data");
bool ean valid = true;
ArraylLi st <HashMap> affList =
(ArrayLi st <HashMap>) hmAffiliationDetails.get("Affiliations");

if(affList !'=null && affList.size() > 0){
HashMap af f Map = affList.get(0);
String fieldval = (String)affMp.get(field);
log.fine("Field value is " + fieldval);
/1 TODO Val i dation can now be applied on fieldval.
//Set 'valid to true or false depending on validation outcone.

}

return valid;

}

2. Create a JAR file to hold the Java class.

4.5.2 Uploading the JAR File to Oracle Identity Manager

Run the Oracle Identity Manager Upload JARS utility to post the JAR file created in
Implementing the Validation Logic in a Java Class to the Oracle Identity Manager
database. This utility is copied into the following location when you install Oracle
Identity Manager:

# Note:

Before you use this utility, verify that the W._HOME environment variable is set
to the directory in which Oracle WebLogic Server is installed.
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For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat
For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

4.5.3 Updating the Message-Specific Configuration Lookup Definition

If you created the Java class for validating a process form field for reconciliation, then:

1. Log in to the Design Console.
2. Search for and open the message-specific configuration lookup definition.

For example, locate the
Lookup.PSFT.Message.SccConstituentSync.Configuration lookup definition
for the SCC_CONSTITUENT_SYNC message. See
Lookup.PSFT.Message.SccConstituentSync.Configuration for information about
this lookup definition. Check for the parameter Validation Lookup

Definition in this lookup definition. The Decode value specifies the

name of the validation lookup. In this example, the Decode value is
Lookup.PSFT.Campus.SccConstituentSync.Validation.

3. Search for and open the Lookup.PSFT.Campus.SccConstituentSync.Validation
lookup definition.

4. Inthe Code Key column, enter Fi rst Name. In the Decode column, enter
comval i date. MyVal i dati on.

Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class that
has the validation logic.

5. Save the changes to the lookup definition.

6. Search for and open the message-specific configuration lookup definition, in this
example, the Lookup.PSFT.Message.SccConstituentSync.Configuration lookup
definition.

7. Set the value of the Use Validation entry to yes.

8. Save the changes to the lookup definition.

4.5.4 Redeploying the PeopleSoftOIMListener.ear File on the
Application Server

ORACLE

To redeploy the PeopleSoftOIMListener.ear file on the application server:
1. Remove the PeopleSoftOIMListener.ear file from the application server.
2. Copy the validation JAR file created in Step 2 to the following directory:

CONN_HOME/listener/deployable-archive/PeoplSoftOIMListener.ear/
PeoplSoftOIMListener.war/WEB-INF/lib
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Redeploy the PeopleSoftOIMListener.ear file on the application server. To do so,
run the following command:

ant redepl oy

See Deploying the PeopleSoft Listener for information about the deployment tool.

4.6 Configuring Transformation of Data During
Reconciliation

You can configure the transformation of reconciled single-valued data according to
your requirements. For example, you can use the First Name value to prefix 'Mr." to the
First Name field in Oracle Identity Manager.

To configure the transformation of data, perform the following steps:

Implementing the Transformation Logic in a Java Class

Uploading the JAR File to Oracle Identity Manager

Updating the Message-Specific Configuration Lookup Definition
Redeploying the PeopleSoftOIMListener.ear File on the Application Server

4.6.1 Implementing the Transformation Logic in a Java Class

To implement the transformation logic in a Java class:

ORACLE

1.

Write code that implements the required transformation logic in a Java class.

¢ See Also:

The Javadocs shipped with the connector for more information about this
interface

The following sample transformation class modifies a value for the First Name
attribute by prefixing a 'Mr." in the First Name value received from the target
system. It also shows how the affiliation data can be transformed by prefixing
'‘Description:' to the Affiliation Description field received from the target system.

package comtransform
inmport java.util.Arraylist;

public class MyTransform {
Logger | og;

[**Abstract method for transforming the attributes

* @aram hniser Det ai | s HashMap<String, Obj ect> contai ning parent data
details

* @aram hmAffiliationDetails ArrayList of HashMap<String, Qbj ect>
containing affiliation details

* @aramsField Field nane to transform

* @eturn

*/
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public Qbject transforn(HashMap hnlserDetails, HashMap
hmAffiliationDetails,String sField) {
/*
You nust wite code to transformthe attributes.
User attribute values can be fetched by
using hnJserDetails.get("Field Nane").
Return the transforned attribute.

To fetch affiliation resource data val ues, |oop through the
ArrayList fetched by hmAffiliationDetails("<aff. Resource name>")
User data woul d be passed as null when passing affiliation resource

dat a.
Return the transforned hashnap.
*/
| og = Logger. get Logger (" PSFT. TRANSFORVATI ON') ;
i f(hnUserDetails == null){
//User data is null when affiliation data is passed.
/*If transformation of affiliations is not required,
* these can be comrented/renoved.
*/
log.fine("Transformng affiliation data");
return transformAffiliations(hmiffiliationDetails,sField);
}
/I Only User data is passed
log.fine("Transformng User data");
log.fine("Field to transform=" + sField);
String sNane= (String)hmserDetails.get(sField);
i f(sName == null){
return null;
}
/I Sanple transformation for first nane: Prefix 'M.'
sName = "M. "+sName;
return sName,
}

private Object transformAffiliations(HashMap hnEntitl ement Detail s,
String sField) {

ArraylLi st <HashMap> af f Li st = (ArrayLi st <HashMap>)
hnEntitlementDetails.get("Affiliations");
ArraylLi st <HashMap> transfornedLi st = new ArrayLi st <HashMap>();
if(affList == null || affList.size() < 1){
| og.warning("Affiliation list is enpty. Returning original map");
return hnEntitlement Details;

}

for (HashMap hashMap : affList) {
String sNane= (String)hashMap. get (sField);

i f(sName == nul | ){
transf or nedLi st . add( hashMap) ;
conti nue;
}
/| Sanpl e transfornation.
/I Affiliation description field is passed
/11t is prefixed with 'Description:'
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sName = "Description: " + sNang;
hashMap. put (sFi el d, sNane);
transf or nedLi st. add( hashMap) ;

}
return new HashMap().put("Affiliations",transformedList);

}

2. Create a JAR file to hold the Java class.

4.6.2 Uploading the JAR File to Oracle Identity Manager

Run the Oracle Identity Manager Upload JARSs utility to post the JAR file created in
Implementing the Transformation Logic in a Java Class to the Oracle Identity Manager
database. This utility is copied into the following location when you install Oracle
Identity Manager:

# Note:

Before you use this utility, verify that the W._HOME environment variable is set
to the directory in which Oracle WebLogic Server is installed.

For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat
For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

4.6.3 Updating the Message-Specific Configuration Lookup Definition

ORACLE

If you created the Java class for validating a process form field for reconciliation, then:

1. Log in to the Design Console.

2. Search for and open the message-specific configuration lookup definition, in
this example, the Lookup.PSFT.Message.SccConstituentSync.Configuration
lookup definition for the SCC_CONSTITUENT_SYNC message.

See Lookup.PSFT.Message.SccConstituentSync.Configuration for information
about this lookup definition. Check for the parameter Transformation Lookup
Definition in this lookup definition. The Decode value specifies the name

of the transformation lookup. In this example, the Decode value is
Lookup.PSFT.Campus.SccConstituentSync. Transformation.

3. Search for and open the
Lookup.PSFT.Campus.SccConstituentSync.Transformation lookup definition.

4. Inthe Code Key column, enter Fi rst Nane. In the Decode column, enter
comtransform MyTransform
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Here, the Code Key value specifies the column name of the field you want to
transform. The Decode value is the complete package name of the Java class that
has the transformation logic.

Save the changes to the lookup definition.

Search for and open the message-specific configuration lookup definition, in this
example, the Lookup.PSFT.Message.SccConstituentSync.Configuration lookup
definition.

Set the value of the Use Transformation entry to yes.

Save the changes to the lookup definition.

4.6.4 Redeploying the PeopleSoftOIMListener.ear File on the
Application Server

To redeploy the PeopleSoftOIMListener.ear file on the application server:

1.
2.

Remove the PeopleSoftOIMListener.ear file from the application server.
Copy the transformation JAR file created in Step 2 to the following directory:

CONN_HOME/listener/deployable-archive/PeoplSoftOIMListener.ear/
PeoplSoftOIMListener.war/WEB-INF/lib

Redeploy the PeopleSoftOIMListener.ear file on the application server. To do so,
run the following command:

ant redepl oy

See Deploying the PeopleSoft Listener for information about the deployment tool.

4.7 Setting Up the Lookup.PSFT.Campus.CustomQuery
Lookup Definition

You configure limited reconciliation by specifying a query condition as the value
of the Custom Query attribute in the message-specific configuration lookup. See
Lookup.PSFT.Campus.CustomQuery for more information about this lookup definition.

You must ensure that the OIM User attribute to use in the query exists in the
Lookup.PSFT.Campus.CustomQuery lookup definition. You must add a row in this
lookup definition whenever you add a UDF in the user form.

To add a new UDF to this lookup definition:

1.

ORACLE

On the Design Console, expand Administration and then double-click Lookup
Definition.

Search for and open the Lookup.PSFT.Campus.CustomQuery lookup definition.
Click Add.
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< Note:

The Code Key value represents the resource object field name and the
Decode value specifies the column name of the USR table.

4. Inthe Code Key and Decode columns, enter the values for the UDF.

The following is the format of the values stored in this table:

Code Key Decode

RO Attribute Name Column name of the USR table

If you have added a UDF Empl ID with column name as
USR_UDF_EMPLOYEE_ID, then define the following entry in this lookup
definition:

Code Key: Empl ID
Decode: USR_UDF_EMPLOYEE_ID

5. Click the Save icon.

4.8 Configuring the Connector for Multiple Installations of
the Target System

This section contains the following topics:

»  About Configuring the Connector for Multiple Installations of the Target System

» Creating Copies of the Connector Objects

4.8.1 About Configuring the Connector for Multiple Installations of the
Target System

ORACLE

You might want to configure the connector for multiple installations of the target
system. The following example illustrates this requirement:

The London and New York offices of Example Multinational Inc. have their own
installations of the target system. The company has recently installed Oracle Identity
Manager, and they want to configure Oracle Identity Manager to link all the
installations of the target system.

To meet the requirement posed by such a scenario, you can create copies of
connector objects, such as the IT resource and resource object.

The decision to create a copy of a connector object is based on a requirement.

For example, an IT resource can hold connection information for one target system
installation. Therefore, it is mandatory to create a copy of the IT resource for each
target system installation.

With some other connector objects, you do not need to create copies at all. For
example, a single attribute-mapping lookup definition can be used for all installations
of the target system.
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< Note:

A single listener is sufficient for multiple installations of the target system.
You can configure the nodes to point to the same listener with different IT
resource names.

All connector objects are linked. For example, a scheduled task holds the name of the
IT resource. Similarly, the IT resource holds the name of the common configuration
lookup definition, which is Lookup.PSFT.Campus.Configuration. If you create a copy
of an object, then you must specify the name of the copy in other connector object.
Table 4-1 lists association between connector objects whose copies can be created
and the other objects that reference these objects. When you create a copy of an
object, use this information to change the associations of that object with other objects.

Table 4-1 Connector Objects and Their Associations
|

Connector Object Name Referenced By Description
IT Resource PSFT Campus e Scheduled Task: You need to create a copy of IT
PeopleSoft Resource with a different name.

Campus Trusted
Reconciliation
*  Resource

Object:
PeopleSoft
Campus
Resource Object  PeopleSoft Message-specific It is optional to create a copy
Campus configuration lookup of a resource object. If you
definitions: are reconciling the same set of

«  Lookup.PSFT.M attributes from the other target
essage.SccCons SyStem, then you need not
tituentSync.Conf Create a new resource object.
iguration Note: Create copies of this

e Lookup. resource object only if there are
PSFT.Message. differences in attributes between
SccConstituentF the two installations of the target
ullSync.Configur system.

ation
Common Lookup.PSFT.Ca Message-specific It is optional to create a copy
Configuration mpus.Configurati configuration lookup of the common configuration
Lookup Definition  on definitions: lookup definition.

*  Lookup.PSFT.M Note: Create copies of this
essage.SccCons lookup definition only if there are
tituentSync.Conf differences in attributes between
iguration the two installations of the target

«  Lookup. system.

PSFT.Message.
SccConstituentF
ullSync.Configur
ation
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Table 4-1 (Cont.) Connector Objects and Their Associations
|

Connector Object Name Referenced By Description
Message-specific  Lookup Attribute mapping It is optional to create a copy
Configuration definitions: lookup definitions: of the message-specific lookup
Lookup Definition . | ookup.PSF «  Lookup.PSFT.Cc definitions.
T.Message.S ampus.SccCons Note: Create copies of this
ccConstituen tituentSync.Attri  lookup definition only if there are
tSync.Config buteMapping differences in attributes between
uration «  Lookup.PSFT.C the two installations of the target
«  Lookup. ampus.SccCons system.
PSFT.Messa tituentFullSync.A
ge.SccConsti ttributeMapping

tuentFullSyn
c.Configurati

on
Attribute Mapping  Lookup NA This lookup definition holds the
Lookup Definition  definitions: information of the attributes
. Lookup.PSF reconciled from the XML
T.Campus.S message file from the target
ccConstituen system.
tSync.Attribu Note: Create copies of this
teMapping lookup definition only if there are
. Lookup.PSF differences in attributes between
T.Campus.S the two installations of the target
ccConstituen system.
tFullSync.Att
ributeMappin
9
Recon Map Lookup.PSFT.Ca NA This lookup definition maps
Lookup Definition  mpus.SccConstit the resource object field with
uentSync.Recon the data reconciled from the

message.

Note: Create copies of this
lookup definition only if there are
differences in attributes between
the two installations of the target
system.

4.8.2 Creating Copies of the Connector Objects

To create copies of the connector objects:

¢ Note:

See Cloning Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about the steps in this procedure.

1. Create a copy of the IT resource. See Configuring the IT Resource for information
about this IT resource.

2. Create a copy of the PeopleSoft Campus resource object.
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3. Create copy of the SCC_CONSTITUENT_FULLSYNC and
SCC_CONSTITUENT_SYNC message-specific configuration lookup.

4. Create a copy of the Lookup.PSFT.Campus.Configuration lookup definition. Add
the new lookup to the Configuration Lookup parameter of the new IT resource
created in Step 1. See Lookup.PSFT.Campus.Configuration for information about
this lookup definition.

5. Create a copy of the message-specific attribute
mapping and reconciliation lookup definition, for
example, the Lookup.PSFT.Campus.SccConstituentSync.AttributeMapping
and the Lookup.PSFT.Campus.SccConstituentSync.Recon for
SCC_CONSTITUENT_SYNC message. Similarly, the
Lookup.PSFT.Campus.SccConstituentFullSync.AttributeMapping for
SCC_CONSTITUENT_FULLSYNC message.

6. Create a copy of the PeopleSoft Campus Trusted Reconciliation scheduled
task. See Configuring the Scheduled Task for Person Data Reconciliation for
information about this scheduled task.

To reconcile data from a particular target system installation, specify the name of
the IT resource for that target system installation as the value of the | TResour ce
scheduled task attribute.
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This chapter discusses the topics related to connector testing and troubleshooting.
After you deploy the connector, you must test it to ensure that it functions as expected.

" Note:

Using the testing utility, you can test connectivity and perform sanity tests on
basic connector operations.The testing utility does not support functions such
as validation, transformation, resource exclusion, multiple-version support,
and remote connector server.

5.1 Testing Reconciliation

The testing utility enables you to test the functionality of the connector. The testing
utility takes as input the XML file or message generated by the target system. It can be
used for testing full and incremental reconciliation.

The testing utility is located in the test directory on the installation media. See Files
and Directories on the Installation Media for more information.

To run the testing utility for reconciliation:

1. Open and edit the test/config/reconConfig.properties file as follows:

i) Enter the PeopleSoftOIMListener servlet URL as the value of ListenerURL in
following syntax:

htt p: // HOSTNAME: PORT/ Peopl eSof t O M.i st ener

For example:

Li stener URL=ht t p: // 10. 1. 6. 83: 8080/ Peopl eSof t O M.i st ener

ii) Enter the absolute XML message file path as the value of XMLFilePath as
shown in the following example:

XMLFi | ePat h=c: / xm nessages/ scc_constituent _sync. xm

# Note:

Ensure that there is no blank or white-space character in the directory
path and file name that you specify.

iii) Enter a value for the MessageType. For a ping message, specify Pi ng, None,
or ot herw se as shown in the following example:
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iv) Enter a value for ITResourceName. This value must match the active IT
resource in Oracle Identity Manager.

For example:

| TResour ceNane=PSFT Canpus

v) Enter the name of the message for which you run the testing utility.

For example:

MessageNanme=SCC_CONSTI TUENT_SYNC

2. Open a command window, and navigate to the scripts directory.

You must run the testing utility from the OIM_HOME/
server/ConnectorDefaultDirectory/ CONN_HOME/test/scripts directory, where
CONN_HOME is the connector directory.

For example:

OIM_HOME/server/ConnectorDefaultDirectory/PSFT_CS-11.1.1.5.0/test/scripts

3. Run the following script:
For Microsoft Windows:

| nvokeli st ener. bat

For UNIX:

| nvokeLi st ener. sh

Verify that a reconciliation event is created in Oracle Identity Manager and that the
event contains the data specified in the message-specific XML file.

5.2 Troubleshooting

The following table lists solutions to some commonly encountered issues associated

ORACLE

with this connector:

Problem Description

Solution

When you try to run an operation, you get
an error similar to the following errors:

oracl e.iam connectors. psft.commo
n. parser.inpl. CanpusMessagePar se
r: processMessage: No data found
in XM

M ssi ngRequi redAttri but eExceptio
n: [Last Nang]

When you try to run a reconciliation
operation, sometimes two CREATE user
events will be created for a single entity.

Ensure that Decode entries of the
Lookup.PSFT.Campus.SccConstituentFullSync.Attri
buteMapping lookup definition are based on the
message structure shown in Message Structure.

If the message structure changes (if the node
names in the XML file are different), then the
Decode entries in the lookup definition need to be
updated as per the modified message structure.

Note: If this problem is encountered during
incremental reconciliation, then change the Decode
entries in the
Lookup.PSFT.Campus.SccConstituentSync.Attribut
eMapping lookup definition.

Ensure that the reconciliation batchSize parameter
is set to 0 in the reconciliation profile of the
Resource Object.
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Determining the Root Audit Action Details

An XML message that is published by PeopleSoft contains a Transaction node.
In case of full reconciliation, the XML files for SCC_CONSTITUENT_FULLSYNC
messages have multiple transaction nodes. However, in case of incremental
reconciliation, the XML messages SCC_CONSTITUENT_SYNC have only one
transaction node.

This appendix contains the following topics:

e The PSCAMA Subnode
¢ Root Audit Action

A.1 The PSCAMA Subnode

Every transaction node has a PeopleSoft Common Application Messaging Attributes

ORACLE

(PSCAMA) subnode.

The following screenshot shows the PSCAMA node:
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(= B | et oy
¢ SCC_CONSTITUENT_FULLSYMNC

>> FieldTypes
Erés» MsgData

Bl Transaction

E‘ | *ml->SCC_CONSTMUENT_FULLSYNC-=MagData->Tranzaction(1 ->PSCAMA
=SCC_AFL_PERSON class="R'=
<EMPLID IsChanged="" =ADCRM1001=/EMPLID=
=INSTITUTION IsChanged="Y"=PSUNV=INSTITUTION=
=SCC_AFL_CODE IsChanged="Y"=8TUDENT=/SCC_AFL_CODE=
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=§CC_AFL_PLCD_MTD IsChangad="Y =M=/SCC_AFL_PLCD_MTD=
! =SCC_AFL_RLCD_MTD/=
» M3G_SEQ_FLG =SCC_AFL_STATUS IsChanged="y =ACT=/SCC_AFL_STATUS=
75 PROCESS_INSTANCE «SCC_AFL_STS_DESCR |sChanged="Y =Applied=/SCC_AFL_STS_DESCR=
7% PUBLISH_RULE_ID =SCC_AFL_RANK IsChanged="Y"=300</SCC_AFL_RANK=
¥ MSGNODENANE ghEer il S
s Transaction SR OCEE . )
thees Transaction <?§§(;DAI€:ETN IsChanged="y"=A=</AUDIT_ACTN=
il e <1SCC_CM_PERSON_I-
Bes> Transact!an =PSCAMA class= 5
B¢ Transaction <L ANGUAGE_CD=ENG=/LANGUAGE_CD~
e Transaction <AUDIT_ACTN IsChanged=" =A</AUDIT_ACTN=
B Transaction <BASE_LANGUAGE_CD=ENG</BASE_LANGUAGE_CD=
B Transaction =MSG_SEQ_FLG/=
EHed Transaction 466 <PROCESS_INSTANCE IsChanged="v =376=/PROCE $5_INSTANCE=]
ey Transaction 467 <PUBLISH_RULE_ID IsChanged="Y"=AFFILIATION FILTER=/PUBLISH_RULE_ID=
B Transaction 468 =MSGNODENAME IsChanged="y"= </MSGNODENAME=
B Transaction 459
B Transaction 470 | =Transaction=
B Transaction 471 <Transaction=
res Transaction 472|  <SCC_CM_PERSON_|class=R'> .
e Transaction izi :irélELﬂJ‘é?::hange(h ¥ =ADCRM1003=</EMPLID=
< Transaction 475 <BIRTHDATE IsChanged=" =1085-03-05</BIRTHDATE >
B Transact!an A7R =RIRTHDI ACF/=
B Transaction <1 I ]
P Transaction

Tree Selection Browser

&« PSCAMA

< u | [#]]] 1 attributes:

‘B Tree wiew | e 0 warningis), 0 error(s) .m

Table Selection Browser =l ﬂ_

Thic Tree Salactian Bre 7 Subtags:

Tag name/Text Text = IsChanged

1 <> LANGUAGE_CD ENG
2 E AUDIT_ACTM A Y
3 5 BASE_LANGUAGE_CD [EMG
4 [¢> USG_SEQ_FLG
5 g PROCESS_INSTANCE (978 ki
6 g PUBLISH_RULE_ID AFFILIATION FILTER Y
7 E M3GHNODEMAME Y

PSCAMA is an XML tag that contains fields common to all messages. The PSCAMA
tag is repeated for each row in each level of the Transaction section of the message.
PSCAMA provides the following information about the message data:

e Language in which the data is written
e Type of transaction the row represents, such as add or update

When receiving a message, PeopleCode inspects the PSCAMA node for this
information and responds accordingly.

A.2 Root Audit Action

ORACLE

The AUDIT_ACTN subnode of PSCAMA, known as Root Audit Action, filters the data
records in an XML message. It indicates the action taken against a person, such as
Add or Change in Oracle Identity Manager.

If the biographical information is changed for a person on the target system, then the
Root Audit Action value is C. If a person is added, then the Root Audit Action is either
A or empty.

The Add Root Audit Action is shown in the following screenshot:
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OSHE 4B Eo o e

&,

|m g m ® |G | [xmi-SCC_CONSTIUENT FULLSYNC >HsgData-Transaction(1)-PSCANA-=AUDT +

A
442 =5CC_AFL_PERSON class=R =
EH) ifg;ﬁ?.rfegmENT*FULLSYNC 443 <EMPLID IsChanged="Y =ADCRI1001</EMPLID>
:: HaaD Tt 444 =INSTITUTION IsChanged="y" =P SUNV=INSTITUTION=
= E’; S$ ata i 445 <SCC_AFL_CODE IsChanged="Y">STUDENT=/SCC_AFL_CODE=
H > ;agg?: '&”‘ PERSON | 446 =START_DT IsChanged= "\ =2002-08-27=/START_DT=
e L] - 447 =5CC_AFL_SPOMS_DEPT/
<>> PSCANA 448 <END_DTF -
Bl class ="R 449 <LASTUPDOPRID IsChanged="Y >SAWMFLE=/LASTUPDOPRID=
7> LANGUAGE_CD 450 =LASTUPDDTTM IsChanged="Y >2009-08-02T23:34:16.000000-0700=/LASTUPDDTTM=
75[BUDIT_ACTN 451 =SCC_AFL_PLCD_MTD IsChanged="""=M</SCC_AFL_PLCO_MTD=
1> BASE_LANGUAGE_CD 452 =SCC_AFL_RLCD_MTD!=
> NSG_SEQ_FLG 483 =SCC_AFL_STATUS IsChanged="Y =ACT=/SCC_AFL_STATUS=
5 PROCESS_INSTANCE 454 =SCC_AFL_STS_DESCRISChangad="y =Applied=/SCC_AFL_STS_DESCR>
75 PUBLISH_RULE_ID 455 TSCC_AFL_RAI‘.IK IsChanged="Y =300=/SCC_AFL_RANK=
5 MSGNODENANE )| </SCC_AFl_PERSOM-
s Transaction 457 <PSCAMA class="R =
T Transaction 458 <AUDIT_ACTN IsChanged="Y =A=/AUDIT_ACTHN:=
#o Transaction 5 =IPSCANA~
e Tranaaction 480 |  </SCC_CM_PERSOMN_I=
" 451 =PSCAMA class="R"=
e Transaction 462 <L ANGUAGE_CD=ENG=/L ANGUAGE_CD:=
e Transaction 463 [<AUDIT_ACTN IsChanged="v =A</AUDIT_ACTN=|
e Transaction 464 =BASE_LANGUAGE CD-ENG=BASE LANGUAGE_CD=
B Transaction 465 =MSG_SEQ_FLG/=
e Transaction 486 <PROCESS_INSTANCE IsChanged="Y =076</PROCESS_INSTANCE=
Fre Transaction 467 =PUBLISH_RULE_ID IsChanged="y =AFFILIATION FILTER=/PUBLISH_RULE_ID=
Frew Transaction 468 <MSGNODENAME |sChanged="Y"= </MSGNODENAME =
B Transaction 439 =/PSCAMA=
B Transaction 470 | =Transaction=
B Transaction 471 =Transaction=
S Transaction 472|  =SCC_CM_PERSON | class= 7> .
Les Transaction j;i <Eslgglbti*[\)§chalwged: ¥ =ADCRMI003=<EMPLID=
T " +SCC_UIDI
e Transacion 475|  <BIRTHDATE IsChanged="Y"=1926-03-06=/BIRTHDATE=
e Transaction ATR <RIRTHDI ACF=
H43 Transaction [&] fm |
B Transaction
Tree Selection Browser
<75 AUDIT_ACTN
al m | [2]| 1 Attributes:
‘Ej Tree View I [ 0 warning(s}, 0 errur(s}-l name value
Table Selection Browser 2£|| 1|8 !sChanged |¥
This Tree Selection Browser is empty 1 Text section:

The nonzero level PSCAMA node and its Root Audit Action are shown in the following

screenshot:
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Setting Up SSL on Oracle WebLogic

Server

This section describes how to configure SSL on Oracle WebLogic Server for
PeopleTools 8.50, PeopleTools 8.51, PeopleTools 8.52 and PeopleTools 8.53 versions.

To set up SSL on Oracle WebLogic Server, perform the following steps:

*  Generating Signed Public Encryption Key and CSR

e Submitting CSRs to CAs for Signing

* Downloading the Root Certificate

* Importing a Server-Side Public Key into a Keystore

e Generating and Importing Public Keys

*  Configuring Oracle WebLogic Server to Use the Keystore
e Adding the Root Certificate

*  Configuring the PeopleSoft Certificates

B.1 Generating Signed Public Encryption Key and CSR

ORACLE

To generate signed public encryption key and certificate signing request (CSR):

1. Start PSKeyManager by navigating to the appropriate directory on the MS-DOS
command prompt.

2. Enter the following at the command line:

pskeymanager —create

ommand Prompt

D:pt858-111-R2-debug~webhservipeoplesoftihin>pzkeymanager —create

The PSKeyManager opens.
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Enter the following at the command line:

Atthe Enter current keystore password [press ENTER to quit] command
prompt, enter the password. The default password is passwor d.

Atthe Specify an alias for this certificate <host_name>? command
prompt, enter the certificate alias and press Enter. The default certificate alias
is the local machine name.

At the What is the common name for this certificate <host_nane>?
command prompt, enter the host name for the certificate, for example
<host_name>.corp.myorg.com.

Press Enter.

PeopleSoft PSkeymanager.

PeopleSoft PEHeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are *passuord’
Enter current keystore password [press ENTER to guitl:password

Your keystore password is set to the default password of
‘password’. This is too obvious and should NEUER he used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

Generate new keys.

All certificates and keys require an alias that they will he referenced hy.
To use local machine name press ENTER. to exit enter "QUIT’.

Specify an alias for this certificate [PLE-DC23641-B1?pt858gu

Specify a common name for this certificate.

For server certificates specify the host name as reguested by clients.
For client certificates specify the name is the name of the client.

What is the common name for this certificate [pt858guwl?

Enter the appropriate information at the following command prompts:
Organization unit

Organization

City or Locality

State or Province

Country code

Number of days the certificate should be valid (Default is 90.)

Key size to use (Default is 1024.)

Key algorithm (Default is RSA.)

Signing algorithm (Default is MD5withRSA or SHA1withDSA.)

Atthe Enter a private key password <press ENTER to use keystore
passwor d> prompt, specify the password or press Enter.
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eopleSoft PSkeymanager.
Generate new keys .

All certificates and keys reguire an alias that they u111 he referenced hy.
To use local machine name press ENTER, to exit enter ‘QUI

Specify an alias for this certificate [PLE-DC23641-Bl1?pt858gw

Specify a common name for this certificate.
» server certificates specify the host name as requested by clients.
client certificates specify the name iz the name of the client.

iz the common name for this certificate [pt858gwl¥ple—dc23641-h._peoplesoft.

is the name of your organizational unit?PeopleTools

iz the name of your organization?Oracle

is the name of your City or Locality?Pleasanton

iz the name of your State or Province?CA

i two—letter country code for this wunit?US

z should this certificate regquest be valid for [7817

that key size would you like to uwse [1824]17
lhat key algorithm would you like to use (REA or DSA> [RSAI1?
What signing algorithm would you like to use (MDSwithRSA or SHA1lwithDEA> [MDSwit
hRSA17?

Enter a private ke assword (press ENTER to use keystore password) ?password

5. Verify that the values you entered are correct, and press Enter.

The PSKeyManager generates a public key and provides the CSR that you must
submit to the Certificate Authority (CA) for signing.

The following example shows a sample CSR:

----- BEG N NEW CERTI FI CATE REQUEST--- - -

M | Bt DCCAROCAQAWI DEL MAk GA1 UEBh MCVVIVk EDACBgNVBAgG TBOFy aXpv brEx EDACBgNVBAC TB1Bob
2VuaXgx FDASBgNVBA0TCLBI h3BsZVRvb2xz MRMVEQYDVQQL EwpZV@wh GVz b2 ZOVRYWFAYDVQQDEWL
NREFXUO9OMDUXNTAzM Gf MAOGCSqGSI h3DQEBAQUAAAGNADCBI QKBgQCA3! CZWkr syxven5Qet hAd
sLI EEPhhhI 7Tj AOr 8pxpO+ukD8LI 7Tl Tnt POMU535qMS k/

j Yt GOQbvpwHDYePy NM VoubwAs2yr 1B+wJ Sp6Zmi2nBPPi hf MUXYL®IRi | gcnp2Fzdl Ui 4MD7J80b
8r f OWNi 1bG2dnmXZ0j GvBnNHQ DAQABoAAWDQYJKoZI hvc NAQEEBQADg YEAKX/

ugTt 0soNVimi HOYcl 8FyW8b81FWE ROf 1Cr 2MeDi OQ2pt y24dKKLUgl hogTZdFANOed6Kt ¢82/ 5xBo
Hlgv7YeqyPBJvAxWek Vs gOEz Lq9OU3ESez Zor YFdr QTzgs EXUp1A+cZdf 00eKwWZTFnj NAshlki s+

HOLoQQwyj gax Yl =
----- END NEW CERTI FI CATE REQUEST- - - - -

mmand Prompkt

[Unknownl: What is the name of your State or Province?

[Unknownl: What is the two—letter country code for this unit?

[Unknownl: Is <{CN=ple—dc2364l-h.peoplesoft.com. OU=PeopleTools, O=0racle. L=P
leasanton. ST=CA, C=US> correct?

[nol:

Generating Certificate Signing Request *CSR’.

Certificate signing request has been written to "pt850gw_certreq.txt"
Provide this CBR to a Certificate Authority for signing.
Contents of Certificate signing request for "ptE58gu"

BEGIN HEW CERTIFICATE REQUEST
MI IBuTCCASY CAGAwE TELMAKGALUEBhMCUUMxCz=AJBgNVBAgTAKNBMRMwEQY DUQGH EwpQhGUWhc 2Fu
dG?uMQ8 wDQY DUOQKEWZPenF jhGUxFDASBgNUBAsTC1B1h3 B ZURuh2 xzMS Uw 1 uw¥ DUQQDExxwhGllt
ZGMyMzYBAME1 iLnB1h3Bs ZXNuZnQu¥2?tMI GFMABGCS gGS I h3DQEBAQUAA4GNADCBiQKBgQDDMCa j
v jEaTkgmz jU3mkps iWZd1KT EuG?GgkNZFNrULD 153« EAQ+3e BQ?JOuCxZQI +5 +7?2ABny5 ~G2Z hRL
F+Auvi1NbA1uP +UJY¥8Galv3IGEdS y1YgFULgD PTSut5hxypgZ4wBCB j= +7QexuvN3ziDbu=1J3gc yocEQ
L3B3INfBzaiBZdql DAGABoAAWDQY JEoZ] hvcHAGEEBGADgY EA IS5 Bh+xce Gl GicYPP?d5xNE=z +£9
J4KUArnY JhHaFxr?m3AUVCHumCGT mj7xQsx 1 4wMT BJof BBualf BH4GTLIulmbgavSusbewziHLGF j
mz ylZtdCjrUFPJU?hlz +ashtdBSYFt 1GTn8mRzn2E +pmBc gEf Bujaf e DBUFs RLg +ZPY =

END NEW CERTIFICATE REQUEST

D spt858-111-R2-debug wehservipeoplesof tibin?
nptB5E-111-R2-debugrhwebservpeoplesof t*bin>

The CSR is a text file, and is written to the <PSFT_HOME>\webserv\peoplesoft
directory. The file name is <host_name>_certreq.txt.
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B.2 Submitting CSRs to CAs for Signing
To submit CSRs to CAs for signing:

# Note:

The set of pages are different depending on what CA you plan on using.

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Cerificate Services -- PeopleTools TEST root CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of certificate vou request, perform
other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For mare information about Certificate Services, see Certificate Services Documentation.

Select atask:
Reqguest a certificate
Wiew the status of a pending cerificate request
Dowinload a CA certificate, certificate chain, or CREL

2. Click advanced certificate request.

Microsoft Certificate Services - PeopleTools TEST root CA Home

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Cerificate

or, submit an advanced certificate request.

3. Click Submit a certificate request by using a base-64-encoded CMC or
PKCS#10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.
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Microsoft Certifics B - PeopleTools TEST root CA

Advanced Certificate Request

The palicy of the CA determines the types of cedificates you can request. Click one of the
following options to;

Create and submit a request to this CA.

Submit & certificate request by using a base-64-encoded CWMC or PR CS #10 file, or submit &
renewial request by using a base-B4-encoded PKCS #7 file,

The Submit a Certificate Request or Renewal page appears.

Paste the content of the CSR in the Saved Request list box.

Microsoft Certificat 5 - PeopleTools TEST root CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-84-encoded CMC or PKCS #10 certificate
reguest or FRCS #7 renewal request generated by an external source (such as a Web server) in
the Saved Request box.

Saved Hequest:

C:DCzePJp22FrstJDB+?WnM4NpXSm4LNarUle3ﬂ
Basze-f4-encoded |ATNEJFOCFSUgY/ s7EGEDLeTeOghr 4GhIb5+0gLTE
cerificate reguest |RaChyB3ct T/mtwIDAQABOAAWDOYTKO Z ThveNAQEE

{CMC or vILeQWoLZcOLEFUES Yo TR/ BO7yxtivTiUL7kC?

PKCS #10 or vhsavubh ¥d9F pP 7N ORwFVnRCDLDELak/ kPehSrhG

PKCS #). |- END NEW CERTIFICLTE REQUEST--—-- -
1| | »

BErowse for a file to insert.

Additional Attributes:

=
Aftributes: |;|

al S

The CA may send the signed public key (root) certificate to you by e-mail or
require you to download it from a specified web page.

Download and save the signed public key on your local drive.

Microsoft Cerificat 5 -- PeopleTools TEST root CA

Certificate Issued

The cerificate you requested was issued to you.

" DER encoded or & Base 64 encoded

Download cerfificate
—===d Diowinload cerificate chain
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Downloading the Root Certificate

B.3 Downloading the Root Certificate

To download the root certificate:

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Certificate Services -- PeopleTools TEST root CA

Welcome

LUse this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of cerificate you request, perform
other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Reqguest a certificate
Wiew the status of a pending certificate request
Cownload a CA certificate, cerificate chain, or CRL

2. From the CA certificate list, select the certificate.

Microsoft Cerificate Se : - PeopleTools TEST root CA, Home

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the centificate and encoding
method.

CA certificate:

Current [PeopleTools TEST root CA

Encoding method:

 DER

& Base 64
Download CA certificate
Download CA certificate chain

=3 e

3. Download and save the root certificate on your local drive.

B.4 Importing a Server-Side Public Key into a Keystore

To import a server-side public key into a keystore.
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Appendix B
Importing a Server-Side Public Key into a Keystore

Open PSKeyManager.
Navigate to the required directory on the MS-DOS command prompt.
Enter the following at the command line:

pskeymanager -inport

PeopleSoft PSkeymanager.

D:sptB858-111-R2—debugsuehzervipeoplesoftsbin>pskeymanager —import

Atthe Enter current keystore password command prompt, enter the password
and press Enter.

Atthe Specify an alias for this certificate <host_name>? command
prompt, enter the certificate alias and press Enter.

Atthe Enter the nane of the certification file to inport command
prompt, enter the path and name of the certificate to import.

eopleSoft PSkeymanager.

PeopleSoft PEHeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are *passuord’
Using default keystore at keystorespskey

Enter current keystore passuword [press ENTER to guitl:-password

Warning: Your keystore password iz set to the default password of
‘password’. This is too obvious and should HEUVER he used
in a production enuvironment. You can change you keystore
password via the —changekeystorepassuword option.

All certificates and keys reguire an alias that they will he referenced hy.
Press EMTER to use local machine name,. to exit enter *QUIT'.

Specify an alias for this certificate [PLE-DC23641-Bl1?Peoplelools

Enter the name of the certificate file to import [press ENTER to quitl:D:scertsy
RootCA_cer

Atthe Trust this certificate command prompt, enter Yes and press Enter.
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Generating and Importing Public Keys

ommand Prompt

‘password’. This is too obuvious and should NEUER he used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys reguire an alias that they will he referenced hy.
Press ENTER to use local machine name, to exit enter *QUIT’

Specify an alias for this certificate [PLE-DC23641-Bl1?Peoplelools

Entegnthe name of the certificate file to import [press ENTER to quitl:D:wcertss
oot .cepr
Ouner: CH=PeopleTools TEST woot CA, DC=peoplesoft. DC=com. OU=PeopleTools Develo
pment . O0=PeopleSoft Inc, L=Pleasanton. ST=CA. G=US
Issuer: CH=PeopleTools TEST root CA. DC=peoplesoft, DC=com, OU=PeopleTools Devel
opment,. O=PeopleSoft Inc, L=Pleasanton, S$T=CA. C=US
Serial number: 3056c4Be@?ch?991458c34f5edaf8168
Ualid from: Thu Nov 28 8%:31:38 PST 2883 until: Mon Nov 28 B?:36:28 PST 2823
Certificate f1ngerpr1ntd.
MD B 1:16:2D:18:CC:FA:=78:5E:4 @:CD:=55:97:86:FB
8:F8:FF:43:EA:74:48:9A:44:24:4:9E:=5C:72:19:93:51:91:9C
yes
Certificate was added to keystore

D:\ptE4785%a—debug wehsery\peoplesoft2>

B.5 Generating and Importing Public Keys

ORACLE

To generate and import public keys:

1. Place the public key from your CA in the keystore. The location of the keystore is
as follows:

<PSFT_HOME>\webserv\peoplesoft\keystore

2. Install the certificate for server authentication SSL on Oracle WebLogic Server
using the following command:

pskeymanager -inport

PeopleSoft PSkeymanager.

D:%pt858-111-R2-debug webhservipeoplesof thin*pskeymanager —import

3. Atthe Enter current keystore password command prompt, enter the password
and press Enter.

4. Atthe Specify an alias for this certificate <host_name>? command
prompt, enter the certificate alias and press Enter.

5. AttheEnter the name of the certification file to inmport command
prompt, enter the path and name of the certificate to import.
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PeopleSoft PSkeymanager.

PeopleSoft PSHeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are *passwvord’
Enter current keystore passuword [press ENTER to guitl:-password

Warning: ?our keystore passuord iz set to the default password of
' password’ This is too obhviouwus and should MEVER bhe used
in a product1on environment. You can change you keystore
password via the —changekeystorepassuword option.

All certificates and keys reguire an alias that they u111 he referenced hy.
Press EMTER to use local machine name. to exit enter 'QU
Specify an alias for this certificate [PLE-DC23641-Bl1?pt858gw

Enter the name of the certificate file to import [press ENTER to guitl:D:s\pt85@g|
. CEF

Certificate is successfully installed in the keystore.

Command Prompt

PeopleSoft PSKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’passuword’
Enter current keystore password [presz ENTER to guitl:password

WYarning: Your keystore password is set to the default password of
‘passwurd'. This is too obvious and should NMEVER be used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys regquire an alias that they will he referenced hy.
Press ENTER to use local machine name. to exit enter *QUIT’.

Specify an alias for this certificate [PLE-DGC23641-B1?pt858guw

Enter the name of the certificate file to import [press ENTER to guit]l:D:“pt85Hg
W.CEP
Certificate reply was installed in keystore

D:pt85A-111-R2-debug™uwehservipeoplesof tibin
D:spt858-111-R2-debug webhservipeoplesoftihin’

B.6 Configuring Oracle WebLogic Server to Use the
Keystore

Configuring the Oracle WebLogic Server to use the keystore:

1. Log in to Oracle WebLogic Administration Console.
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Configuring Oracle WebLogic Server to Use the Keystore

WEBLOGIC SERVER
; E

Zbea ADMINIST

Log in to wark with the Weblogic Server domain

Username: [Eymem |

Password: |

2. Expand PeopleSoft, Environment, Servers, PIA to setup the SSL configuration
for the PIA server.

Change Center |. Welcome, system Connected to: peaplesoiil
iew :ha'tgss and restarts Home = Summary of Ervironment > Summary of Servers = PIA
No pending changes exist. Click Setti for PIA
the Release Configuration button e
o allow others to edit the
daornain, Configuration | Protocols  Logging Debug  Monitoring Control  Deployments  Services  Security
[ Lock & EdE General  Cluster | Services  Keystores SSL Federation Services  Deployment  Migratior
Domain Structure Keystores ensure the secure storage and management of private keys and trusted certificate author
| lsoft | keystore configurations. These settings help you to manage the security of message transmissions.
peoples
[ Erwvironment
Deployments
[#-Services T
Security Realms Keystores: D : Which confic
: erno ldentity and Dema Trust s bl
- Irteroper ability I L L J dentity and
[ Diagrastics
Identity
Demo Identity Keystore: D jbeawls92 AWEBLOG~1 /serverlib\Demoldentity. ks The path anc
How do I... =
i The type of |
& Canfigure identity and trust Demo Identity Keystore Jks e type o |
i Type: bilarl, it defs
@ Configure keystores
@ Setup SSL Demo Identity Keystore FHEEER R ad The demoa id
) Passphrase: than the key:
System Status =

1 - . x
Ll | 3

3. Click the Keystores tab.

4. From the Keystores list, select Custom Identity and Custom Trust.
5. In the Identity region, complete the following fields:

- In the Custom Identity Keystore field, enter keyst or e/ pskey.

- In the Custom Identity Keystore Type field, enter JKS.

- In the Custom Identity Keystore Passphrase field, enter passwor d.

- In the Confirm Custom Identity Keystore Passphrase field, enter passwor d again.
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Configuring Oracle WebLogic Server to Use the Keystore

7.

Ganeral

[ ]

Cluster

Services  Keysbores

S50 Federation Services | Deploment | Migration  Tuning

Crverboad | 2

Which configueration rulis shoukd b e
st keysmees? More Info...

Thie prath et fike e of thee identity ks
The type of the keystore. Generslly, this is |
Thie ervryptecd custorn kentity kenpstores gy
the kaystore will be openad without & pacs)

Rt custonn idontity kepsoro posy™

The path and file name of the cugtom st

Downain Struciure
I Kapsforas eneure the sscwre storage and management of privata kays snd Yusted cartificate authorbet (Cas), This page lat
|_""""" R keystore configur ationns, Therss sellings Fezlp you bo ranege e sty of message Irarmsmissions.
EEMEEnmEnt
S
Chsmers
Virual Hosts
Migratable Targets Kiysloris: i -
Machings |Cu5:0m Mdantity and Cuzton Trust _j
Wik Mumgers
Starp & Shutdown Classes Tdentity
Coployrmit;
B Services Castom Tkentity Keystare: ]
 ecur fy Rsals o Tebertity Keystone: Loy oomipekey
F-Tntoroprahility
E-Diagnostics Custom Identity Keystore  [Jo
Type:
[ — Custom ldentity Keystore e
L LiRES M Passphrase: ]
& Configura wentity and st
& Confiaure kaystones Condinm Cusbom lllm!_llwI |um.nuumnu ]
& St up S8 Keystore Passphrase:
Trust
System Status =
7 | Custom Trust Keystore: PP pTTeE ]
Health of Running Servers o =
II Failard i Cumtnm Trust Keustnes
i

Tha na of the bewatnra ansralle this i &
s

On the SSL tab, ensure that the parameter Two Way Client Cert Behavior is set

to Client Certs Requested and Enforced.

[ Faied @
[ critical (@)
[ Overloaded (0)
[ wam@
I ok ()

4]

¥ Advanced

|

45 Hostname Verification:

I BEA Hostname Verifier

ﬂ Specifies wk

weblogic.ses
acting as a«

43 custom Hostname Verifier: l:l The name o

weblogic.se:

Export Key Lifespan: _ Indicates the

expartable k

before gena

Server to be

generating :

Two Way Client Cert Client Cents Requested and Enforced = The form of
Behavior: I 3 j

45| cert Authenticat The name o

wisblogic.se

this releass

sacurity only

Authenticati

= o ing Enabled Indicates wh

SSLRejection Logging when S5l ol

Inbound Certificate

Validation:

Muthoond Cartificata

IEIuiIIirl SSL Validation Only

ﬂ Indicates the
Infa...

Click the Activate Changes button.

T Trdicatos jll
L3

ORACLE"
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Adding the Root Certificate

WEBLOGIC SERVER

Zhea oumistraric E

Welcome, system

Connected to: peoplesoft

Home = Summary of Ervironment = Summary of Servers > PIA

View changes and restarts

Messages

Pending changes exist. They must
be activated to take effect.

¥ Settings updated successfully.

Settings for PIA
'm Structure ] Configuration ”Pratcu:nls Legging .Dehug Monitoring .Cuniml .Dapluymems Services  Security
peaplesoft General Cluster  Services  Keystores SSL Federation Services  Deployment  Migration
[F-Ervironment
ooy [l |
-Services
~Security Realms This page lets you view snd define various Secure Sockets Layer (SSL) settings for this server stz
EE-Interoper ability of message transmissions.
[#-Diagnostics
How do I... 3] Identity and Trust [Keystores 5] Indicates where S¢
Locations: key) as well as the

@ Configure identity and trust

@ Setup SSL ~ Identity
@ Yerify host name verification is

enabled Private Key Location: frarm Custom Identity Keystare

@ Configure a custom host name
L4l

B.7 Adding the Root Cetrtificate

To add root certificate:

The keystore attrib

il

Info...

1. Expand Security, Security Objects, and then click Digital Certificates.

ORACLE"
> Security Obletts
B o
— Lables 1o Ship
= Bigusity Links
Dileital Ceriflcates
- Hingks Sianan
Slangn Pegplatogs . "
- Gacurily PeonieCode T CIESUST AlS Yalidia
008905 ool CA GTE CyberTruzt Global Root GTE CyoerTrust Globs| Root Dewll  [#] [=]
oy 2::"“:‘“ | AN =] [Fecnlatonts Test oo A PraplaToals TastFoot CA adaron [+] [=]
~ Common Quarss Roal CA GTE CybiTrust Rool GTE CytieTrust Rioal Dukil  [#] 5]
= Mk Chanage Gparatar Root CA Kewviness Root Heywines s Root Detall [+ [=]
I Uﬂ?ﬁ?‘:ﬁi oot Ca Root 60 Authanty R0l BEC Autharty AR 11 000RM Jatail ’:‘ ':‘
[ arkmow oot CA Tharwte Pergonal Dasic Thewte Personal Dasie 121020 3:59:50PM Detall [+] [=]
I‘_’ ;:Etln T ool CA Thawte Personal Pramium Thawts Persenal Praniium 1T 58 5P petal  [F =
D‘ POE‘«OHIIGINIM Roul Ca Thearsdir Prormiurn Sueracr Thirwdi Preeriurn Sumer 1243020 2.59,50PM Dbl &FH =
I Process Stheculer oot CA Thawts Seever Thawts Server 1BINI0 F5850PM Datall = 4
EE{\TII‘:E:E;IHR Raal GA ionlgsign Cliss 1 Vierisign Cliss 1 AUNTEN 358 59PM hail [ =]
I Gary Access Senices RootCA Verlsign Class 1 - G2 Vensign Claes 1 - G2 OSHA0 1:59:50PH Detail [ =]
] l:nnmllana-okm RoolCA Visisign Clisiss 2 Visisign Chias 2 0RNILA 459 59PN Dulail ] =]
I REN ,
D sfwﬁ:;m;c;wumw RoolCA  Verlslgn Class 2- 62 Verlsion Class 2- 52 ASNEND 4:55:59PM Detall (%] (=]
I MSCHaned Framework || Foo Gn Wonsign Glass 3 vensign Glass 3 ORMEE 455 59FM tall  [F] [F]
Eg:"’;":ﬂ'i‘ﬁ; " ool O Verlgign Clsss 3- 63 Verlzlgn Class 3-153 ASHAND 4:50:59PM Detall [+ [=]
e Mg
I Tranzlations oot CA, Verisign Clags 3 Fublic Primary ca o500 B1853 JRUICPAMAY oy g 400capm Datall  [#] =
& EEN Managor =]l »

2. Click Add Root.

B.8 Configuring the PeopleSoft Certificates

To configure the PeopleSoft certificates:

ORACLE"
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Configuring the PeopleSoft Certificates

# Note:

You can use the same root certificate generated in Step 2.

Expand Security, Security Objects, and then click Digital Certificates.

Add a local node type certificate.

Set Alias to the default local node.

ORACLE’

= gecurity Ob)ets
= Labias 10 Skip

-

Beurity Links
Drigital Cetifcalas

- Hecurity Feopiatods

o Quary Sacurty
i Encrypéion
= Mk Changi Operalan
Buiimity
[+ Litilitie=s
T
I Portal
I+ Gearch Engine.
& Pisrsanslizlion
It Process Stheduler
I Cubé Managar
L Applicatian Engine
I Quiary ALcass Sanices
& Indegralion Brakis
I+ REM Sanver Consquration
[ Getup Manager

- Arthive Data
[+ Dista Archih Minager
I Translations
&> EDI Manager

I MulGhanne Framewark ||

oot CA

GTE CyberTrust Global Root

Jssuer Alas
GTE CyberTrust Global Root

=]l

[Lacat woa =] foe_Local

[FeopeToals Test Moot CA

Rool G GTE CybsTrust Rool GTE CylieTrust Roal

ROt CA KeyWiness Root Heyines s Root

Rt CA PaaplaTanls Tast Raot CA FeaplaToals Tast Hact CA
Root CA Rt SCC Athorty R SOC AUthority

oot CA Thawie Personal Basic Thawts Personal Hasic
Roul Ca Thareder Peasonal Prerniurm Thiawte Personal Prermiurm
oot CA Thawte Pramium Servar Thawte Pramiurm Servar
Rool Ch Therwdie Evnver Thirwtir Brener

Root CA Werizign Clagz 1 Werizipn Class 1

Ruool Ca Viigign Climes 1 - G Vimisign Class 1 - G2
Root Ca Verlgign Class 2 Verizign Class 2

Hoot G nrisign Class 7. 67 Vensign Class 7 @7
Root Ca Verlgign Class ¥ Verizign Class 3

Hool CA vensign Clags 3- B3 Wenslgn Class 3- 07

TR0 836 TRAM
120009 11:00000PM
T2 35950PH
1230020 3.59.50PM
VI 359 50FH
1HANM 20 BOPM
01070 3:59:50FW
OSNATD 459 89PM
00120 4:59:50PM
OEMENE 365 GHFM
0020 4:59:50PM
0ENENE 109 50PH

Detall
Heques
Detall
Datail
Dol

Desrlail

kil

Dol
Lail

Datall

HEAFEHEHAHEEHEHEE B @
~ojnjnjngnjnjnjojojojojojngngngn

4. Click Request.

5.

6.

Send this certificate request to the CA to get a new certificate.

ORACLE’

= Bacurity Objetts
=~ U Brofile Typos
- Labies 10 Skip

Diigital Certifcates
- Hingis Slareon

e Vindow | Sustornize Page | o 2]

Request New Certificate

Suibject Information

L Applicatian Engine

I Quary ALcass Sanices

I Indngralion Brakis

I+ REM Sarver Conduration
I detup Manager

- Arthive Data
[+ Distan Archibr Minagar
I Tranzlstions

& EDI Manager

Click OK.

I MulChannel Pramesork ||

Slanon Peopledode Cammon Name: [0F_LOCAL
= Sacurity FeonleCodé
Org Unit: [FeopleTaols
[ Guery Sacunty
{+ Encryplion Dm-mnn:|0ra:le
- Common Quades
~ M Change Operatar Locality: |I"Iea!anwn
Busiity
I+ LiilHies wlen CountndDE[
[ Piarkmow
& Portal
I Search Engine. p -
& Pirsanaliztion [ At vath A anco =]
1+ Proce s Scheduler . un[T535 0 -
- Cisbe Managar tey size: |

Ardditinnal Crlificate Atlibuales

Email Address: |

Challengie Pswi:

ok | cancel | feiresn

=14l
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7.

8.

= Gecurty OBjcts
~ Usar Brofiln Typos
— Lablas to Skip

Burity Links
Dol Gt ies
- Singta Slanon.

- Glanon PROpIRCoNE

T Guary Setunty

1 Encrymtion

~ Sommon duedes

= Wi Changi Operilon
Buiusity

[ Liiliies

[ WiarkBow

I Partal

[ Gearch Engine

[ Prersonalisaion

I+ Process Scheduler

[ Cubé Manager

[ Application Engine

[ Quary Access Servicas

£+ Indegration Brokes

[+ REM Server Gonfguration

I Satup Manager

[ Wl hanred Frasmework

[ Archive Data

1+ Diitas Archivee i gerr

I+ Translations:

- EDI Managor

~ Sacurity FaoniaCods
_Dpwng

Certificate Signing Request

Copy the certificale signeng request talow aivl subimit it 1o Feople | ools Test Koot CA for irocessing.

amributas: 0
H

[-—BECIN NEW CERTIFICATE REQUEST-——

MIBGTC CARIC A aTELMAKGAT LEBNMC VWML Z8IB g MYBAS TAKNEM RMeEQTDVO OH
EvwR DBGEVTIC2F WA SO EwD DTUVOREEWIFOmE |DG U DRSBgMNYHAS TC1BIDIBE LRy
DL MREwLw DA QQDLANR RYHEM TONE T DCEnZANEgh kG Sl BAL EF AR BIDSwRTRE
G E A HUY I E IR IR KD HyDacym pa 5 90ai 91 aC FAANIBYWIR pJ owi IR §3a

A8 ar AV E Y U DV BRSO 2SS A H P ERER VL IPVIRDMNEO L3 Ok

& 2 gjpOmbin PP F 2kNoL S A0 Swnrn T+ RIRAC kinhrmzw] BuCAwE AR UAAMANG C S0 G
B ID0ERRQLIAMLG BA MR G ChaHaSshhos U« Xhe pidas g pmM I TS O

7 3 chwrnl Fgokon fud CrTd MW gert L S0 BR TS 0P E TWIRINIUD BdirnF by Ho OBOREO gd
120 Cori Lo 2L IHGRR L PO R iHa g ISk O iR i ke BRI

[-—ENO MEW CERTIFICATE REQUEST——

ok | cancel | Retresh

=]

Ensure that the local node appears on the Digital Certificates list.

ORACLE

> Seculy Qojects
= Lisar Profile Types
- Tabiss o Skip

Becusity Links
Dioital Cedtiflcales

 Cuwary Sacurity

I Encryption

= Comman Quares

= Miis Change Operatar
Surgunity

[ LHiltizs

[ ViarSt

b Partal

I Gearch Engine

£ Fursonaliztion

I* Process Scheduler

[ Cube Manager

£ Application Enginne

[ Guery Access Senvices

£ b gralicn Bk

1 REN Server Condguration

[ Satug Manager

b MG Eranried Frasmiewerk

I Archive Data

& Dt Archive Minagur

I* Translations

& EOI Managor

Click Import.

Digital Certificates

Iyt TS JEEENET S Validto
Local Mode  GE_LOCAL PeopleTools Test oot CA mpar [+ [=]
RoGlGA GTE CyberTust Global oot GTE CyerTrust Glonal ol Latall =
oot CA GTE CyberTrust Root GTE CyberTrust Root DCeatall [+] [=]
oot CA Keyviness oot Fayrviness Hoo Datall =
Rool GA PoopliTools Test Roo! GA BurapleToals: Tes! Rool GA 1172023 0362040 Dol [#] 5]
RoglGA Root SEC Auharty FO01 S G Authorty REE T ERRRVAT Latall =
Ruol GA Therveie Persson il Birsic Thirdi Prersanal Basic 1224720 289.50PM Dol [¥] 5]
ool CA Thawte Perzonal Premium Thawte Perzonal Premium BN 359:50PM Detall [+ [=]
Rool GA Therdie Prireniuim Sorasr Thirwdie Prieriiurn Stvie 1221720 2 Dol [#] 5] T
ool CA Thawe Server Thawte Senver BN 359.50PM Qetall [+ [=]
Rt CA arision Class 1 vensign Class 1 DI 3595PH Latal  [¥][=]
RoolCA Werlzign Clags 1 - G2 Werigign Clags 1 -G2 QS0 4:59.50PM Degtall [ [=]
Rt CA Verisig Class 2 Vernsign Class 2 OB 1595PH Latal =
Rrincil G54, ion Gl 2 67 OSMENE 459590 Crilail =
Rt CA Verisign Class 3 vernsign Class 3 OB 159 5PH Latal =
Rrincil G54, irisign Glicis 1 63 Vil Gliassi 3 - 63 OSMENE 45959 Dulall (¥ [5]
=[] B T | |J

The Import Certificate page appears.
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9.

ORACLE’

2
= Securty OBjcts

— Lablgs to Skip

= Bucunity Links:

Drgital Catingse s

= gingia ganon

- glanon PEaRiECoge

~ gaturity PaoniaCots
© Query Sacurty
1 Encryation

= Somnien dyedes
= Mtz Gl Opgritor
Bty

Impert Certificate

T imgort the cartiicate Tor 0k _LOCAL, paste the FEM formatied certdicata data here.

- . -
|41 LI MERAT P4 3| FYMH e COONIPTe 29 0 bW MIG DO HVHREE acwis EwnZhg =l
QZUpnZIGTEROdHABLY eGS0kt SN It svzh 0L M S DIDOR S s

L1 B 3052V v B THAEVTVC LR vD DGIMID OGS S ermylS GZpb i S LrarHED

EnRhZEYLA Dl 301 DN Y 2 SHE MR R DR W G LI Coel v HMGVENT

Vi B2 B0IEMBLMMYELC BEATI KB BUUHAUEEgehwIeAmcAYKn T BBQUHMAX IO

(IHBE Lyl 0 ek e Z VD (2 LR S 60 S0 RV YD e L3B UL R 2By

LB 305 24 M U 29091 BID 3 ES 2R L ThWVEVTVC UMV S0 M BO OS]

oA 10w B L HIWAKG G L0 b G UG Ly B e XHEDGNRNCZEyLnBIb 362 DIMEn Dt 2t

[ Liilities

[ WiarkBow

I Patal

[ Gearch Engine

[ Prrsonalision

I+ Process Scheduler

[ Cubé Manager

I Application Engine

I Quary Access Servicas
£ Indegration Brokes

[+ REM Server Gondguration
I+ Satup Manager

[ MulChanred Frasmework
[ Archive Data

1+ Dt Archivee Missiagerr

I* Translations:

- EOI Managor

Click OK.

d b I T 2G9mA L6 | 7 LGN GV BviH MG
[VEWTAIC Byt 2401 ERBL rn ebyed Cub M Bl ggiery bk £ wel) RAGILIF AA DB O C. el RO T8 2 il
[Tdn A B AC Xl it HBR hr Lk h bR AY O+ DariLinld ir2je «baCoad KTk TV
PR AZ i AL GTL o 0TolIOnBa kBT Gony Tho B AR Do WA T DM M
83 gL F 51 SPWTM P ==
|-—END CERTIFICATE -~ =

ok | cancel | Retesh |
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= Secuty Objects
~ U Profile Tipes
~ Lables 1o Skip

Securit Links
Dilgital Cerificales

1 Cuary Sacurty

1 Encrypian

- Comman Quenes

= M Chainige Gpe alor
Buoisity

[ Ll

[ VHOrao

o Paral

I» Gearch Engine

& Pursanalizaiion

I Process Scheduler

[ Cubé Manager

L Applicatian Engine
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The following message appear:

Loadi ng Process was successful .

Nunber of connectors |oaded: 0. Number of

Properties |oaded: 0. (158, 42)

Click OK.

Click Ping Node to ping your local node.
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ORACLE

All full data publish XML files contain the following message structure at the beginning

of the files:

<?xm version="1.0"?>
<SCC_CONSTI TUENT_FULLSYNC>
<Fi el dTypes>

<SCC CM PERSON | cl ass="R"'>
<EMPLI D type="CHAR' />
<SCC_U D type="CHAR' />
<Bl RTHDATE t ype="DATE" />
<BlI RTHPLACE type="CHAR" />
<BI RTHCOUNTRY t ype="CHAR" />
<BI RTHSTATE type="CHAR" />
<DT_OF_DEATH type="DATE" />

</ SCC_CM _PERSON_| >

<SCC PER ADDR | class="R'>
<EMPLI D type="CHAR' />
<ADDRESS_TYPE type="CHAR" />
<EFFDT type="DATE" />
<EFF_STATUS type="CHAR' />
<COUNTRY type="CHAR' />
<ADDRESS! type="CHAR' />
<ADDRESS? type="CHAR' />
<ADDRESS3 type="CHAR' />
<ADDRESS4 type="CHAR' />
<CI TY type="CHAR' />
<NUML type="CHAR' />
<NUM2 type="CHAR' />
<HOUSE_TYPE type="CHAR' />
<ADDR _FI ELD1 type="CHAR" />
<ADDR _FI ELD2 type="CHAR" />
<ADDR _FI ELD3 type="CHAR" />
<COUNTY type="CHAR' />
<STATE type="CHAR" />
<PCSTAL type="CHAR' />
<CEO_CCDE type="CHAR' />
<INCTY_LIMT type="CHAR" />
<ADDRESS1_AC type="CHAR" />
<ADDRESS2_AC type="CHAR" />
<ADDRESS3_AC type="CHAR" />
<CI TY_AC type="CHAR' />
<REG _REG ON type="CHAR" />

</ SCC_PER_ADDR | >

<SCC PER NAME |2 class="R'>
<EMPLI D type="CHAR' />
<NAME_TYPE type="CHAR" />
<EFFDT type="DATE" />
<EFF_STATUS type="CHAR' />
<COUNTRY_NM_FORMAT type="CHAR' />
<NAME type="CHAR' />
<NAME_I NI TI ALS type="CHAR" />
<NAME_PREFI X type="CHAR" />
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<NAME_SUFFI X type="CHAR' />
<NAME_ROYAL_PREFI X type="CHAR' />
<NAME_ROYAL_SUFFI X type="CHAR" />
<NAME_TI TLE type="CHAR" />
<LAST_NAME_SRCH t ype="CHAR" />
<FI RST_NAME_SRCH t ype="CHAR" />
<LAST_NAME type="CHAR' />
<FI RST_NAME type="CHAR' />
<M DDLE_NAME type="CHAR' />
<SECOND_LAST_NAME t ype="CHAR' />
<SECOND_LAST_SRCH t ype="CHAR" />
<NAME_AC type="CHAR" />
<PREF_FI RST_NAME type="CHAR' />
<PARTNER_LAST_NAME type="CHAR' />
<PARTNER_ROY_PREFI X type="CHAR' />
<LAST_NAME_PREF_NLD type="CHAR' />
<NAME_DI SPLAY type="CHAR' />
<NAME_FORMAL type="CHAR' />
<NAME_DI SPLAY_SRCH t ype="CHAR' />
</ SCC_PER_NAME_| 2>
<NAME_TYPE_WR cl ass="R">
<EMPLI D type="CHAR' />
<NAME_TYPE type="CHAR' />
<ORDER_BY_SEQ t ype="NUMBER" />
</ NAME_TYPE_\W@>
<ADDRESS TYPE V2 cl ass="R">
<EMPLI D type="CHAR' />
<ADDRESS_TYPE type="CHAR' />
<ORDER_BY_SEQ t ype="NUMBER" />
</ ADDRESS_TYPE V2>
<SCC_PER PDE_| class="R"'>
<EMPLI D type="CHAR' />
<EFFDT type="DATE" />
<MAR_STATUS type="CHAR' />
<MAR_STATUS DT type="DATE" />
<SEX type="CHAR' />
<HI GHEST_EDUC LVL type="CHAR' />
<FT_STUDENT type="CHAR' />
<LANG CD type="CHAR" />
<ALTER EMPLI D type="CHAR' />
</ SCC_PER_PDE_| >
<SCC PER NID | class="R'>
<EMPLI D type="CHAR' />
<COUNTRY type="CHAR' />
<NATI ONAL_| D_TYPE type="CHAR' />
<NATI ONAL_| D type="CHAR" />
<SSN_KEY_FRA type="CHAR' />
<PRI MARY_NI D type="CHAR" />
<TAX_REF_| D_SGP type="CHAR" />
</ SCC_ PER NID_| >
<SCC_PER _PHONE_| cl ass="R">
<EMPLI D type="CHAR' />
<PHONE_TYPE type="CHAR' />
<COUNTRY_CODE type="CHAR' />
<PHONE type="CHAR' />
<EXTENSI ON type="CHAR' />
<PREF_PHONE_FLAG type="CHAR' />
</ SCC_PER_PHONE_| >
<SCC PER EMAIL_| class="R'>
<EMPLI D type="CHAR' />
<E_ADDR TYPE type="CHAR" />
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<EMAI L_ADDR type="CHAR' />
<PREF_EMAI L_FLAG type="CHAR' />

</ SCC_PER EMAI L_| >

<PERSON_SA cl ass="R'>
<EMPLI D type="CHAR' />
<VA BENEFI T type="CHAR' />
<CAMPUS_| D type="CHAR' />
<DEATH_CERTI F_NBR type="CHAR' />
<FERPA type="CHAR' />
<PLACE_OF_DEATH t ype="CHAR" />

</ PERSON_SA>

<SCC_AFL_PERSON cl ass="R'>
<EMPLI D type="CHAR' />
<I NSTI TUTI ON type="CHAR' />
<SCC_AFL_CODE type="CHAR' />
<START_DT type="DATE" />
<SCC_AFL_SPONS DEPT type="CHAR' />
<END DT type="DATE" />
<LASTUPDCPRI D type="CHAR' />
<LASTUPDDTTM t ype="DATETI ME" />
<SCC_AFL_PLCD MID type="CHAR' />
<SCC_AFL_RLCD MID type="CHAR' />
<SCC_AFL_STATUS type="CHAR' />
<SCC_AFL_STS DESCR type="CHAR' />
<SCC_AFL_RANK type="CHAR' />

</ SCC_AFL_PERSON>

<PSCAMA cl ass="R'>
<LANGUAGE_CD type="CHAR' />
<AUDI T_ACTN type="CHAR' />
<BASE_LANGUAGE_CD type="CHAR' />
<MSG_SEQ FLG type="CHAR' />
<PROCESS_| NSTANCE t ype="NUMBER' />
<PUBLI SH RULE_I D type="CHAR' />
<MSGNODENAME t ype="CHAR" />

</ PSCAVA>

</ Fi el dTypes>
</ SCC_CONSTI TUENT_FULLSYNC>
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You can define and manage authorization policies in the Authorization Policies section
of the Oracle Identity Administration. This section is available to users who have the
Manage Authorization Policies privilege.

The following are the structural components of an authorization policy:

Identifying details: Each authorization policy must have a name and description.

Oracle Identity Manager feature: Each authorization policy is defined for a
specific feature in Oracle Identity Manager. Features are well-defined components
in Oracle Identity Manager such as user management and role management. The
authorization requirements of multiple features cannot be covered by a single
authorization policy.

Assignee: This is the role or roles that a policy grants privileges to. You can grant
privileges to one or more roles for each policy. All members of the role (direct or
indirect through inheritance) are granted the privileges by the authorization policy.
For the user management feature, a rule based on the manager relationship is
supported. Here, all the users that are in the management chain of the user being
acted on are the assignees of the authorization policy.

¢ Note:

For information about inheritance of role membership, see Managing
Roles in Fusion Middleware Performing Self Service Tasks with Oracle
Identity Manager.

Assignee can include additional conditions that must be fulfilled by the assignee.
This is a way of making the authorization policy context aware. For example, for

the user management feature, a condition can state that for the assignee to have
the privileges, the assignee must be a member of the same organization listed in
the data security.

Privileges: These are the privileges that the assignees are granted. The list of
privileges is defined by the feature for which this policy is being defined. For
example, the user management feature defines privileges such as Search for
Users, View User Detail, and Modify User Profile. For a complete list of privileges
for the user management feature.

Some privileges also support fine-grained attribute-level controls that define which
specific entity attributes of the feature are further granted to the assignee. For
instance, for the View User Detail privilege, the policy can further define which of
the attributes on the user entity can be viewed by the assignee at run time. Not

all privileges support attribute-level details. For example, the Delete User privilege
does not require or support any attribute-level detalils.

Data security: These are the entities managed by the feature over which a
privilege is granted to the assignee. This section is optional based on whether
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or not the feature for which the authorization policy is being defined supports data
security. The data security is expressed in the form of an entity selection criteria or
a search criteria that is used to determine the entities over which the privilege is
granted. The data security can also be a list of specific entities. The data security
capabilities depend on the feature. For instance, the criteria can specify that the
assignee is granted privileges over the users belonging to a list of organizations.
This criteria can provide additional security settings that apply to the data security.
For example, in the user management feature, an instruction can be that the
organization condition applies down the hierarchy so that users in the specified
organization and all child organizations are in scope for this data security policy.
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