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Preface

Oracle Solaris Administration Guide: Naming and Directory Services (DNS, NIS and LDAP)
describes the setup and administration of the Oracle Solaris operating system (OS) naming and
directory services: DNS, NIS, and LDAP. This guide is part of a multivolume set that covers a
significant part of the Oracle Solaris administration information.

Note - This Oracle Solaris release supports systems that use the SPARC and x86 families of
processor architectures. The supported systems appear in the Oracle Solaris OS: Hardware
Compatibility Lists. This document cites any implementation differences between the platform

types.

Who Should Use This Book

This guide is written for experienced system and network administrators.

Although this book introduces networking concepts relevant to Oracle Solaris naming and
directory services, it explains neither the networking fundamentals nor the administration tools
in the Oracle Solaris release.

How This Book Is Organized
This guide is divided into parts according to the respective naming services.
Part I, “About Naming and Directory Services”
Part I, “NIS Setup and Administration”

Part III, “LDAP Naming Services”


http://www.oracle.com/webfolder/technetwork/hcl/index.html
http://www.oracle.com/webfolder/technetwork/hcl/index.html

Preface

How the System Administration Guides Are Organized

Here is a list of the topics that are covered by the System Administration Guides.

BookTitle

Topics

Booting and Shutting Down Oracle Solaris on SPARC Platforms

Booting and Shutting Down Oracle Solaris on x86 Platforms

Oracle Solaris Administration: Common Tasks

Oracle Solaris Administration: Devices and File Systems

Oracle Solaris Administration: IP Services

Oracle Solaris Administration: Naming and Directory Services

Oracle Solaris Administration: Network Interfaces and Network
Virtualization

Oracle Solaris Administration: Network Services

Oracle Solaris Administration: Oracle Solaris Zones, Oracle
Solaris 10 Zones, and Resource Management

Oracle Solaris Administration: Security Services

Booting and shutting down a system, managing boot services,
modifying boot behavior, booting from ZFS, managing the boot
archive, and troubleshooting booting on SPARC platforms

Booting and shutting down a system, managing boot services,
modifying boot behavior, booting from ZFS, managing the boot
archive, and troubleshooting booting on x86 platforms

Using Oracle Solaris commands, booting and shutting down a
system, managing user accounts and groups, managing services,
hardware faults, system information, system resources, and
system performance, managing software, printing, the console
and terminals, and troubleshooting system and software
problems

Removable media, disks and devices, file systems, and backing up
and restoring data

TCP/IP network administration, IPv4 and IPv6 address
administration, DHCP, IPsec, IKE, IP Filter, Mobile IP, and IPQoS

DNS, NIS, and LDAP naming and directory services, including
transitioning from NIS to LDAP

Networking stack, NIC driver property configuration, NWAM
configuration, manual network interface configuration,
administration of VLANSs and link aggregations, IP network
multipathing (IPMP), WiFi wireless networking configuration,
virtual NICs (VNICs), and network resource management

Web cache servers, time-related services, network file systems
(NFS and autofs), mail, SLP, and PPP

Resource management features, which enable you to control how
applications use available system resources; Oracle Solaris Zones
software partitioning technology, which virtualizes operating
system services to create an isolated environment for running
applications; and Oracle Solaris 10 Zones, which host Oracle
Solaris 10 environments running on the Oracle Solaris 11 Express
kernel

Auditing, device management, file security, BART, Kerberos
services, PAM, Cryptographic Framework, Key Management
Framework, privileges, RBAC, SASL, Secure Shell and virus
scanning.
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http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SOLBOOTSPARC
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SOLBOOT
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV1
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SAGDFS
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV3
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV8
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV8
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADV4
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADRM
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SYSADRM
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BookTitle

Topics

Oracle Solaris Administration: SMB and Windows Interoperability

Oracle Solaris Administration: ZFS File Systems

Trusted Extensions Configuration and Administration

Oracle Solaris 11 Security Guidelines

Transitioning From Oracle Solaris 10 to Oracle Solaris 11

SMB service, which enables you to configure an Oracle Solaris
system to make SMB shares available to SMB clients; SMB client,
which enables you to access SMB shares; and native identity
mapping service, which enables you to map user and group
identities between Oracle Solaris systems and Windows systems

ZFS storage pool and file system creation and management,
snapshots, clones, backups, using access control lists (ACLs) to
protect ZFS files, using ZFS on an Oracle Solaris system with
zones installed, emulated volumes, and troubleshooting and data
recovery

System installation, configuration, and administration that is
specific to Trusted Extensions

Securing an Oracle Solaris system, as well as usage scenarios for its
security features, such as zones, ZFS, and Trusted Extensions

Provides system administration information and examples for
transitioning from Oracle Solaris 10 to Oracle Solaris 11 in the
areas of installation, device, disk, and file system management,
software management, networking, system management,
security, virtualization, desktop features, user account
management, and user environments emulated volumes, and
troubleshooting and data recovery

Related Books

= Oracle Directory Server Enterprise Edition Deployment Guide

= Oracle Directory Server Enterprise Edition Administration Guide
= DNS and Bind, by Cricket Liu and Paul Albitz, (5th Edition, O'Reilly, 2006)
= Understanding and Deploying LDAP Directory Services, by Timothy A. Howes, Ph.D. and

Mark C. Smith

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.


http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=SSMBAG
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=ZFSADMIN
http://www.oracle.com/pls/topic/lookup?ctx=E19963&id=TRSOLADMPROC
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=OSTEL
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
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Typographic Conventions

The following table describes the typographic conventions that are used in this book.

TABLEP-1 Typographic Conventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,  Edit your .login file.

and onscreen computer output
P P Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123 What you type, contrasted with onscreen machine_names su
computer output
Password:
aabbccl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCcl23 Book titles, new terms, and terms to be Read Chapter 6 in the User's Guide.
emphasized

A cacheis a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in Command Examples

The following table shows the default UNIX system prompt and superuser prompt for shells
that are included in the Oracle Solaris OS. Note that the default system prompt that is displayed
in command examples varies, depending on the Oracle Solaris release.

TABLEP-2  Shell Prompts

Shell Prompt

Bash shell, Korn shell, and Bourne shell $
Bash shell, Korn shell, and Bourne shell for superuser ~ #
C shell machine name%

C shell for superuser machine_name#
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PART |

About Naming and Directory Services

This part introduces the naming and directory services for the Oracle Solaris OS. It also
describes how to configure naming services using the Service Management Facility (SMF)
so that you can coordinate lookups by using the different local and remote directory
services. It also describes how to configure the Domain Name Service (DNS), as well as
Active Directory clients.
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L K R 4 CHAPTER 1

Naming and Directory Services (Overview)

This chapter provides an overview of naming and directory services included in the Oracle
Solaris release. It also briefly describes DNS, NIS, and LDAP naming services.

The following topics are covered in this chapter:

= “WhatIs a Naming Service?” on page 23
= “Oracle Solaris Naming Services” on page 29
= “Naming Services: A Quick Comparison” on page 31

What Is a Naming Service?

A Naming service performs lookups of stored information, such as:

Host names and addresses

User names

Passwords

Access permissions

Group membership, automount maps, and so on

This information is made available so that users can log in to their host, access resources, and be
granted permissions. The name service information can be stored locally in various forms of
database files, or in a central network-based repository or database.

Without a central naming service, each host would have to maintain its own copy of this
information. Naming service information can be stored in files, maps, or database tables. If you
centralize all data, administration becomes easier.

Naming services are fundamental to any computing network. Among other features, naming
services provide functionality that does the following.

= Associates (binds) names with objects
= Resolves names to objects
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= Removes bindings
= Lists names
= Renames information

A network information service enables systems to be identified by common names instead of
numerical addresses. This makes communication simpler because users do not have to
remember and try to enter cumbersome numerical addresses like 192.168.0. 0.

For example, take a network of three systems that are named, pine, elm, and oak. Before pine
can send a message to either elm or oak, pine must know their numerical network addresses.
For this reason, pine keeps a file, /etc/inet/hosts, that stores the network address of every
system in the network, including itself.

pine elm oak

N

35 > S
/etc/inet/hosts
10.0.3.1 pine

10.0.3.2 elm
10.0.3.3 oak

Likewise, in order for elm and oak to communicate with pine or with each other, the systems
must keep similar files.

pine elm oak
@ % TS

/etc/inet/hosts /etc/inet/hosts /etc/inet/hosts

10.0.3.1 pine 10.0.3.1 pine 10.0.3.1 pine
10.0.3.2 elm 10.0.3.2 elm 10.0.3.2 elm
10.0.3.3 oak 10.0.3.3 oak 10.0.3.3 oak
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In addition to storing addresses, systems store security information, mail data, network services
information and so on. As networks offer more services, the list stored of information grows. As
aresult, each system might keep an entire set of files that are similar to /etc/inet/hosts.

A network information service stores network information on a server, which can be queried by
any system.

The systems are known as clients of the server. The following figure illustrates the client-server
arrangement. Whenever information about the network changes, instead of updating each
client's local file, an administrator updates only the information stored by the network
information service. Doing so reduces errors, inconsistencies between clients, and the sheer size
of the task.

forest

"\ Server
(stores information)

/etc/inet/hosts

10.0.3.1 pine
10.0.3.2 elm " Information
10.0.3.3 oak (stored on server)

pine elm oak
B TS TS
Workstations

(request information)

This arrangement, of a server providing centralized services to clients across a network, is
known as client-server computing.

Although the main purpose of a network information service is to centralize information, the
network information service can also simplify network names. For example, assume your
company has set up a network which is connected to the Internet. The Internet has assigned
your network the network address 192.168. 0.0 and the domain name example. com. Your
company has two divisions, Sales and Manufacturing (Manf), so its network is divided into a
main network and one subnet for each division. Each net has its own address.
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192.168.0.0
example.com

Sales Division Manf Division

192.168.2.0 192.168.3.0

Each division could be identified by its network address, as shown above, but descriptive names
made possible by naming services would be preferable.

example.com

Sales Division Manf Division

sales.doc.com manf.doc.com

Instead of addressing mail or other network communications to 198.168.0.0, mail could be
addressed to example. com. Instead of addressing mail to 192.168.2.0 or 192.168.3.0, mail
could be addressed to sales.example.comor manf.example.com.

Names are also more flexible than physical addresses. Physical networks tend to remain stable,
but company organization tends to change.

For example, assume that the example. com network is supported by three servers, S1, 52, and
S3. Assume that two of those servers, S2 and S3, support clients.
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example.com

St

Clients C1, C2, and C3 would obtain their network information from server 52. Clients C4, C5,
and €6 would obtain information from server S3. The resulting network is summarized in the
following table. The table is a generalized representation of that network but does not resemble
an actual network information map.

TABLE1-1 Representation of example. com Network

Network Address Network Name Server Clients
192.168.1.0 example.com S1

192.168.2.0 sales.example.com S2 C1,C2,C3
192.168.3.0 manf.example.com S3 C4,C5,C6

Now, assume that you create a third division, Testing, which borrowed some resources from the
other two divisions, but did not create a third subnet. The physical network would then no
longer parallel the corporate structure.
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192.168.0.0
example.com

Sales Division + Test Division Manf Division + Test Division

192.168.2.0 192.168.3.0

Traffic for the Test Division would not have its own subnet, but would instead be split between
192.168.2.0and 192.168. 3. 0. However, with a network information service, the Test
Division traffic could have its own dedicated network.

example.com

Sales Division Manf Division
|Test Division

Thus, when an organization changes, its network information service can change its mapping
as shown here.

example.doc

St

Now, clients C1 and C2 would obtain their information from server S2. 3, C4, and C5 obtain
information from server S3.
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Subsequent changes in your organization would be accommodated by changes to the network
information structure without reorganizing the network structure.

Oracle Solaris Naming Services

The Oracle Solaris platform provides the following naming services:

= Domain Name System (DNS) (see “Description of the DNS Naming Service” on page 29)

= /etc files, the original UNIX naming system (see “Description of the /etc Files Naming
Service” on page 30)

= Network Information Service (NIS) (see “Description of the NIS Naming Service” on
page 30)

= Lightweight Directory Access Protocol (LDAP) (see Part III, “LDAP Naming Services”
LDAP Naming Services Setup and Administration)

Most modern networks use two or more of these services in combination. Which naming
service is used for a particular lookup is coordinated by the name service switch, which is
discussed in Chapter 2, “Name Service Switch (Overview)”

Description of the DNS Naming Service

The Domain Name System (DNS) is a hierarchical, distributed database, implemented on a
TCP/IP network. It is primarily used to look up IP addresses for Internet host names and host
names for IP addresses. The data is distributed across the network and is located by using
period-separated names that are read from right to left. DNS is also used to store other
Internet-related host information, such as mail exchange routing information, location data,
and available services. The hierarchical nature of the service enables the local administration of
local domains, while providing international coverage of other domains connected that are to
the Internet, an intranet, or both.

DNS clients request information about a host name from one or more name servers and wait
for aresponse. DNS servers respond to requests from a information cache that was loaded from
file or a third-party database on a DNS master, or over the network from a cooperating DNS
slave server, or from information stored from previous queries. If no response is found and the
server is not responsible for the domain in question, the service will, if so permitted, recursively
request the host name from other servers and cache that response.

Description of Multicast DNS and Service Discovery

Support for two extensions to the DNS protocol is now available. Both extensions are managed
by the svc:network/dns/multicast service. Multicast DNS (mDNS) implements DNS in a
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small network where no conventional DNS server has been installed. DNS Service Discovery
(DNS-SD) extends Multicast DNS to also provide simple service discovery (network browsing).
For more information, see “Multicast DNS” on page 41 and “Multicast DNS Service Discovery”
on page 42.

Description of the /etc Files Naming Service

The original host-based UNIX naming system was developed for stand-alone UNIX machines
and then adapted for network use. Many old UNIX operating systems and machines still
manage all naming data by using only local files. However, managing hosts, users, and other
naming data by using local files is not well suited for large complex networks. Each /etc file is
described in its associated man page. For example, the /etc/inet/hosts fileis described in the
hosts(4) man page.

Description of the NIS Naming Service

The Network Information Service (NIS) was developed independently of DNS. DNS makes
communication simpler by using machine names instead of numerical IP addresses. NIS
focuses on making network administration more manageable by providing centralized control
over a variety of network information. NIS stores information about the network, machine
names and addresses, users, and network services. This collection of network information is
referred to as the NIS namespace.

NIS namespace information is stored in NIS maps. NIS maps were designed to replace UNIX
/etc files, as well as other configuration files. NIS maps store much more than names and
addresses. As a result, the NIS namespace has a large set of maps. See “Working With NIS
Maps” on page 93 for more information.

NIS uses a client-server arrangement which is similar to DNS. Replicated NIS servers provide
services to NIS clients. The principal servers are called master servers, and for reliability, the
servers have backup, or slave servers. Both master and slave servers use the NIS retrieval
software and both store NIS maps. For more information on NIS Architecture and NIS
Administration, see Chapter 6, “Setting Up and Configuring NIS (Tasks),” and Chapter 7,
“Administering NIS (Tasks)”

Description of the LDAP Naming Services

The Oracle Solaris OS supports the Lightweight Directory Access Protocol (LDAP) in
conjunction with the Oracle Directory Server Enterprise Edition (formerly Sun Java System
Directory Server), as well as other LDAP directory servers.

For information about LDAP naming services, see Chapter 9, “Introduction to LDAP Naming
Services (Overview).”
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Naming Services: A Quick Comparison

For information about transitioning from NIS to LDAP, see Chapter 15, “Transitioning From
NIS to LDAP (Tasks)”

For information about single sign-on, as well as the setup and maintenance of Kerberos
authentication services, see Part VI, “Kerberos Service,” in Oracle Solaris Administration:
Security Services.

Description of the Name Service Switch

The name service switch is a mechanism to allow clients to search through the DNS, LDAP, NIS
or local files data sources for naming information. The switch is managed through the
svc:/system/name-service/switch service. For more information, see Chapter 2, “Name
Service Switch (Overview).”

Naming Services: A Quick Comparison

DNS NIS LDAP Files
Namespace  Hierarchical Flat Hierarchical Files
Data Storage Files/resource records Two column maps Directories (varied) Text-based files
Indexed database
Servers Master/slave Master/slave Master/replica None

Multi master replica

Security DNSSEC, varied None (root or nothing) Kerberos, TLS, SSL, varied None
Transport  TCP/IP RPC TCP/IP FileI/O

Scale Global LAN Global Local host only
Data All Host All All

Note - DNS is the recommended service for host or network address lookups for LDAP and
files-based naming.
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Name Service Switch (Overview)

This chapter describes the name service switch. You use the name service switch to coordinate
usage of different naming services. The following topics are covered in this chapter:

“About the Name Service Switch” on page 33

“Managing the Name Service Switch” on page 38

“DNS and Internet Access” on page 40

“Name Service Switch and Password Information” on page 40

About the Name Service Switch

The name service switch is a configurable selection service that enables an administrator to
specify which name information service or source to use for each type of network information.
The services are called a database. The name service switch is used by client applications that
call any of the getXbyY () interfaces, such as the following.

gethostbyname()
getpwuid()
getpwnam()
getaddrinfol()

Each system has its own configuration in an SMF repository. Each property defined in the name
service switch identifies a particular database, such as a host, password, or group. The value
assigned to each property lists one or more sources from which to request the information.
Sometimes, these values include guidance or options. The guidance might include how many
retries to a service should be attempted, what timeout to apply, or what to do if the service fails.

Databases and Sources for the Name Service Switch

The following databases are supported by the name service switch.
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TABLE 2-1 Databases for the Name Service Switch

Information Database Description

alias Lists email addresses and aliases

auth_attr Lists authorization names and descriptions

automount Lists information about remote file systems that could be mounted locally

bootparam Lists boot information for diskless clients

ether Lists the Ethernet addresses and matching host names

group Lists information about groups that can be used to share access to files

host Lists the IP address and matching host names

netgroup Lists information for shared NFS file systems

netmask Lists network masks used to implement IP subnets

network Lists the name and number for each network

password Lists user account information

prof_attr Lists execution profile names, descriptions, and other attributes

project Lists project names, unique identifiers, and associated resource allocations

protocol Lists Internet protocol names, numbers and any aliases

publickey Lists public key information

rpc Lists names and numbers of RPC programs

service Lists the name, port, and protocol for Internet services

tnrhdb Lists security attributes for a host using the Trusted Extensions feature of
Oracle Solaris

tnrhtp Lists templates used by Trusted Extensions

In addition, a default property in the name service switch defines the source string for any
database that is not otherwise defined. If your network uses the same sources for most
databases, then you can change the default property and not define a property for each
database. See “How to Change the Source for All Naming Databases” on page 39 for the
procedure.

To support prior releases, the enable_passwd_compat and enable_group_compat properties
can be set to true to enable compat mode for password and group information. This mode
provides support for old-style + or - syntax in the appropriate databases. In the current release,
this functionality has been replaced by the pam_1ist module.
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The following table describes the kind of sources that can be listed in the name service switch
for the databases listed above.

TABLE2-2 Information Sources for the Name Service Switch

Information Sources Description

ad

Identifies databases stored on an Active Directory server.

compat compat can be used for password and group information to support old-style + or -

syntax in the /etc/passwd, /etc/shadow, and /etc/group files. This functionality has
been replaced by the pam_1list module.

dns Specifies that host information be obtained from DNS.

files Specifies a file stored in the client's /etc directory, for example, /etc/passwd.
ldap Specifies that entries be obtained from the LDAP directory.

mdns Specifies hosts information by using Multicast DNS (mDNS).

nis Specifies an NIS map, for example, the hosts map.

Search Criteria for the Name Service Switch

The following search criteria formats can be used to select one or more information sources,
and to specify the order that the sources are used.

Single Source — If an information type has only one source, such as files, a search routine
that uses the switch searches for the information in that source only. If the routine finds the
information, the routine returns a success status message. If the routine does not find the
information, the routine stops searching and returns a different status message. What the
routine does with the status message varies from routine to routine.

Multiple Sources — If a database contains multiple sources for a given information type,
the switch directs the search routine to search in the first listed source. If the routine finds
the information, the routine returns a success status message. If the routine does not find
the information in the first source, the routine tries the next source. The routine searches all
sources until the routine has found the information, or until the routine is halted by a
return specification. If all of the listed sources are searched without finding the
information, the routine stops searching and returns a non-success status message.

By default in the Oracle Solaris 11 release, the first source is files. This configuration prevents
system hangs if the next source listed is not available.

Status Messages for the Name Service Switch

If a routine finds the information, the routine returns a success status message. If the routine
does not find the information, the routine returns one of three error status messages. Possible
status messages are listed in the following table.
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TABLE2-3 Status Messages for the Name Service Switch

Status Message Explanation
SUCCESS The requested entry was found in the specified source.
UNAVAIL The source is either unresponsive or unavailable. In other words, none of the

database sources could be found or accessed.

NOTFOUND The source responded with “No such entry.” In other words, the database was
accessed, but the needed information was not found.

TRYAGAIN The source is busy and might respond next time. In other words, the database was
found but could not respond to the query.

Switch Action Options for the Name Service Switch

You can instruct the name service switch to respond to status messages with either of the two
actions shown in the following table.

TABLE2-4 Responses to Status Messages from the Name Service Switch

Action Explanation
return Stop looking for the information.
continue Try the next source.

In addition, for the TRYAGAIN status message, the following actions can be defined

= forever - Retries the current source indefinitely
= 7 - Retry the current source n more times

Default Search Criteria for the Name Service Switch

The combination of the name service switch status message and action options determine what
the search routine does at each step. The combination of the status message and action options
make up the search criteria.

The switch's default search criteria are the same for every source. This list includes a description
of several of the search criteria.

®  SUCCESS=return. Stop looking for the information. Proceed using the information that has
been found.

= UNAVAIL=continue. Go to the next name service switch source and continue searching. If
this source is the last or only source, return with a NOTFOUND status.

= NOTFOUND=continue. Go to the next name service switch source and continue searching. If
this source is the last or only source, return with a NOTFOUND status.
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= TRYAGAIN=continue. Go to the next name service switch source and continue searching. If
this source is the last or only source, return with a NOTFOUND status.

You can change the default search criteria by explicitly specifying some other criteria by using
the STATUS=action syntax shown in the preceding list. For example, the default action for a
NOTFOUND condition is to continue the search to the next source. The search criteria for the
network database could be reported as:

svc:/system/name-service/switch> listprop config/network

config/network astring "nis [NOTFOUND=return] files"

The networks: nis [NOTFOUND=return] files entry specifies a non-default criterion for the
NOTFOUND status. Non-default criteria are delimited by square brackets.

In this example, the search routine behaves as follows:

= Ifthe network database is available and contains the needed information, the routine
returns with a SUCCESS status message.

= Ifthe network database is not available, the routine returns with an UNAVAIL status message.
By default, the routine continues to search by using the next criteria listed.

= Ifthe network database is available and found, but the database does not contain the needed
information, the routine returns with a NOTFOUND message. However, instead of continuing
to search the next source, which would be the default behavior, the routine stops searching.

= Ifthe network database is busy, the routine returns with an TRYAGAIN status message and by
default continues to search the network database.

Note - Lookups in the name service switch are performed in the order in which items are listed.
However, password updates are performed in reverse order, unless otherwise specified by using
the passwd - r repository command. See “Name Service Switch and Password Information” on
page 40 for more information.

What If the Syntax Is Wrong?

The client library routines contain compiled-in default entries that are used if no specific SMF
property or default SMF property is defined in the name service switch, or if the property is
syntactically incorrect. Typically, these compiled-in defaults are “files” only.

auto_home and auto_master

The switch search criteria for the auto_home and auto_master tables and maps is combined
into one category, which is called automount.

timezone and the Name Service Switch

The timezone table does not use the name service switch, so the table is not included in the
property list for the switch.

Chapter2 « Name Service Switch (Overview) 37



Managing the Name Service Switch

A\

keyserv and publickey Entries in the Name Service
Switch

Caution - You must restart the keyserv daemon after you make a change to the name service
switch in order for the changes to take effect.

The keyserv daemon reads the publickey properties in the name service switch only when
keyserv is started. If you change the name service switch properties, keyserv does not register
the changes until the keyserv daemon is restarted by using svcadm refresh
svc:/network/rpc/keyserv:default. This command must be run after the properties have
been changed and the name-service/switch service has been refreshed so that the property
changes are loaded into the SMF repository.

Managing the Name Service Switch

38

When you change a machine's naming service, you need to modify that machine's name service
switch information accordingly. For example, if you change a machine's naming service from
files to NIS, you need to configure the name service switch to use NIS.

How to Use a Legacy nsswitch. conf File

Become an administrator.

For more information, see “How to Obtain Administrative Rights” in Oracle Solaris
Administration: Security Services.

Copy the nsswitch. conf file to a new system.

Make sure to name the file /etc/nsswitch. conf.

Load the information from the file into the SMF repository.

# nscfg import -f svc:/system/name-service/switch:default

Refresh the service for the name service switch.

# svcadm refresh name-service/switch
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How to Switch the Source for a Database

Become an administrator.

For more information, see “How to Obtain Administrative Rights” in Oracle Solaris
Administration: Security Services.

Change the source definition for the selected database.

In this example, the database search order is first files, then nis.

# svccfg -s system/name-service/switch

svc:/system/name-service/switch> setprop config/host = astring: "files nis"
svc:/system/name-service/switch> quit

Refresh service for the name service switch.

# svcadm refresh name-service/switch

How to Change the Source for All Naming Databases

Become an administrator.

For more information, see “How to Obtain Administrative Rights” in Oracle Solaris
Administration: Security Services.

Change the config/default property.

This property should use the source definition that is most common. In this example, the
database search order is first files, then nis.

# svccfg -s system/name-service/switch

svc:/system/name-service/switch> setprop config/default = astring: “files nis"
svc:/system/name-service/switch> quit

(Optional) Change the properties for individual databases.

Use this command to change the source definition for any database that does not use the order
that is selected in the config/default property.

# svccfg -s system/name-service/switch
svc:/system/name-service/switch> setprop config/host = astring: "files dns nis"
svc:/system/name-service/switch> quit

Refresh the service for the name service switch.

# svcadm refresh name-service/switch
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DNS and Internet Access

The name service switch also controls DNS forwarding for clients as described in the following
chapter. DNS forwarding grants Internet access to clients.

Name Service Switch and Password Information

It is possible to include and access password information in multiple repositories, such as files
and nis. You can use the config/password property in the name service switch to establish the
lookup order for that information.

A Caution - files should be the first source in the name services switch for passwd information to
prevent a denial of service (DoS) attack on the system.

In an NIS environment, the config/password property in the name service switch should list
the repositories in the following order;

config/password astring "files nis"

Tip - Listing files first allows the root user to log in, under most circumstances, even when the
system encounters some network or naming service issues.

Do not maintain multiple repositories for the same user. In most cases, the naming service looks
up and returns the first definition only. Duplicate entries usually mask security problems.

For example, having the same user in both files and in the network repository will (depending
on the config/password name-service/switch configuration) use one login ID over the other.
The first matched ID for a given machine will become the ID used for the login session. If an ID
is in both files and the network repository, and the network repository has been disabled for
security reasons, then any machine where the ID resides and is accessed before the network ID
is disabled might now be insecure and vulnerable to insecure and unwanted access.
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Managing DNS (Tasks)

This chapter provides information about the DNS server and client services. The following
topics are covered:

= “DNS Overview” on page 41
= “DNS and the Service Management Facility” on page 42

= “Administering DNS (Tasks)” on page 43
= “Administering Multicast DNS” on page 48
= “DNS Reference” on page 50

DNS Overview

DN, as with most networking protocols, has two parts: a service providing answers and a client
that queries the service. In the Oracle Solaris operating system, the default DNS service is
provided by BIND, from the Internet Systems Consortium (ISC), and its associated daemon
named. The DNS client consists of a collection of utilities and libraries.

Multicast DNS

Multicast DNS (mDNS) provides a naming service system that is easy to set up and maintain for
systems on a local link. All participating network devices on the same local link perform
standard DNS functions, using mDNS rather than unicast, and do not need a unicast DNS
server. For administrators, the primary advantage of mDNS is that no unicast DNS server needs
to be maintained on the local network. There is no need, for example, to update and maintain
host names in files to resolve hostname to IP address requests for systems on the local link that
are using mDNS.
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Multicast DNS Service Discovery

Network services include printing, file transfer, music sharing, servers for photo, document,
and other file sharing, and services provided by other local devices. DNS service discovery
support in Oracle Solaris includes an open source framework and tools from Apple Inc. to
enable applications to advertise and discover network services using DNS in this Oracle Solaris
release.

For users, network service discovery makes computing easier by enabling them to browse for
services on the network, rather than needing to find the service manually. Existing standards
and work preformed by other companies and groups ensure that cross-platform support is
available.

Related Materials About DNS

For information about DNS and BIND administration, see the following documentation:

®  BIND 9 Administrator's Manual on the ISC web site at http://www.isc.org
= BIND 9 Migration Notes documentation in the /usr/share/doc/bind/migration. txt file

= Listings of BIND features, known bugs and defects, and links to additional material on the
ISC web site at http://www.isc.org

= DNS and Bind (5th Edition), by Paul Albitz and Cricket Liu, (O'Reilly, 2006)

DNS and the Service Management Facility

42

The DNS server daemon, namedmust be managed by using the Service Management Facility
(SMEF). For an overview of SME, refer to Chapter 6, “Managing Services (Overview),” in Oracle
Solaris Administration: Common Tasks. Also refer to the svcadm(1M), svcs(1), and
svcefg(1M) man pages for more details.

The following list provides a short overview of some of the important information needed to
use the SMF service to administer the DNS service.

= To perform administrative actions on this service, such as enabling, disabling, or restarting,
use the svcadm command.

Tip - Temporarily disabling a service by using the - t option provides some protection for the
service configuration. If the service is disabled with the - t option, the original settings are
restored for the service after a reboot. If the service is disabled without - t, the service
remains disabled after a reboot.
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= The Fault Managed Resource Identifiers (FMRIs) for the DNS service are
svc:/network/dns/server:instance and svc:/network/dns/client :instance.

= You can query the status of the DNS server and client by using the svcs command.
= The following is an example of the svcs command and its output:

# svcs \*dns\*

STATE STIME FMRI

disabled Nov 16  svc:/network/dns/multicast:default
online Nov 16  svc:/network/dns/server:default
online Nov_16  svc:/network/dns/client:default

= The following is an example of svcs -1 command and its output.

# svcs -1 /network/dns/server

fmri svc:/network/dns/server:default
name BIND DNS server

enabled true

state online

next state none
state time  Tue Jul 26 19:26:12 2011

logfile /var/svc/log/network-dns-server:default.log
restarter svc:/system/svc/restarter:default
contract_id 83

manifest /lib/svc/manifest/network/dns/server.xml

dependency require all/none svc:/system/filesystem/local (online)
dependency require any/error svc:/network/loopback (online)
dependency  optional all/error svc:/network/physical (online)

= Ifyouneed to start the DNS service with different options, change the properties of the
svc:i/network/dns/server service by using the svccfg command. For an example, see
“How to Configure DNS Server Options” on page 45.

When the DNS server daemon, named, is managed by SMF, the server is automatically restarted
when an unexpected event occurs that causes named to exit abnormally. Additionally, you can
use the svcadm command to restart the service. The BIND-specific management that is available
by using rndc command can be used simultaneously with SME

Administering DNS (Tasks)

The following tasks are documented:

“How to Install the DNS Package” on page 44

“How to Configure a DNS Server” on page 44

“How to Create an rndc. conf File” on page 45

“How to Configure DNS Server Options” on page 45

“How to Run the DNS Service as an Alternative User” on page 45
“How to Enable a DNS Client” on page 46

“How to Troubleshoot DNS Server Startup Issues” on page 47
“How to Verify the DNS Configuration” on page 48
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How to Install the DNS Package

Normally, the DNS package is automatically installed with the Oracle Solaris release. If the
package was not included when the server was installed, use the following procedure to install
the package.

Become an administrator.

For more information