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Preface

The Oracle Business Intelligence Foundation Suite is a complete, open, and integrated
solution for all enterprise business intelligence needs, including reporting, ad hoc
queries, OLAP, dashboards, scorecards, and what-if analysis. The Oracle Business
Intelligence Foundation Suite includes Oracle Business Intelligence Enterprise Edition.

Oracle Business Intelligence Enterprise Edition (Oracle BI EE) is a comprehensive set
of enterprise business intelligence tools and infrastructure, including a scalable and
efficient query and analysis server, an ad-hoc query and analysis tool, interactive
dashboards, proactive intelligence and alerts, and an enterprise reporting engine.

The components of Oracle BI EE share a common service-oriented architecture, data
access services, analytic and calculation infrastructure, metadata management
services, semantic business model, security model and user preferences, and
administration tools. Oracle BI EE provides scalability and performance with
data-source specific optimized request generation, optimized data access, advanced
calculation, intelligent caching services, and clustering.

This guide contains information about system administration tasks and includes topics
on enabling and managing a secure environment.

This guide is intended for system administrators who are responsible for managing
Oracle Business Intelligence security.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.
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Related Documents and Other Resources

See the Oracle Business Intelligence documentation library for a list of related Oracle
Business Intelligence documents.

See also the following related document:
»  Oracle Fusion Middleware Application Security Guide

In addition, go to the Oracle Learning Library for Oracle Business Intelligence-related
online training resources.

System Requirements and Certification

Refer to the system requirements and certification documentation for information
about hardware and software requirements, platforms, databases, and other
information. Both of these documents are available on Oracle Technology Network
(OTN).

The system requirements document covers information such as hardware and
software requirements, minimum disk space and memory requirements, and required
system libraries, packages, or patches:

http://www.oracle.com/technology/software/products/ias/files/fus
ion_requirements.htm

The certification document covers supported installation types, platforms, operating
systems, databases, JDKs, and third-party products:

http://www.oracle.com/technology/software/products/ias/files/fus
ion_certification.html

Conventions

Xii

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




New Features in Oracle Business
Intelligence Security

This preface describes changes in securing Oracle Business Intelligence Enterprise
Edition 11g Release 1 (11.1.1).

If you are upgrading to Oracle BI EE from a previous release, read the following
information carefully, because there might be significant differences in features, tools,
and procedures. For more information about upgrading to Oracle BI EE 11g, see Oracle
Fusion Middleware Upgrade Guide for Oracle Business Intelligence Enterprise Edition.

This preface contains the following topics:

= New Features for Oracle BI EE 11g Release 1 (11.1.1.6)
= New Features for Oracle BI EE 11g Release 1 (11.1.1.5)
= New Features for Oracle BI EE 11g Release 1 (11.1.1.3)

New Features for Oracle Bl EE 11g Release 1 (11.1.1.6)

This section describes new features for Oracle BI EE 11¢ Release 1 (11.1.1.6). It contains
the following topics:

s New Features for 11.1.1.6.2
s New Features for 11.1.1.6.0

New Features for 11.1.1.6.2
New security features in Oracle BI EE 11¢ Release 1 (11.1.1.6.2) include:

»  Oracle BI Security Diagnostics Helper

Oracle Bl Security Diagnostics Helper

A new Oracle BI Security Diagnostics Helper application has been added to help you
diagnose possible configuration issues which may prevent your users from being able
to log in to your Oracle Bl system.

For more information, see "Using the Oracle BI Security Diagnostics Helper to
Automatically Identify Security Issues".

New Features for 11.1.1.6.0
New security features in Oracle BI EE 11g Release 1 (11.1.1.6.0) include:

s New Privileges
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New Privileges
Several new privileges were added to the Oracle BI EE Administration page:

= New Catalog and Home and Header Privileges — These privileges determine
which users can search the catalog, what functionality displays in the Oracle BI EE
global header, who can access the Home Page and Catalog page, and who can see
custom links in the global header and Getting Started area of the Home Page.

»s  Access to BI Composer — This privilege allows users to access the basic features
of BI Composer.

For more information about these privileges, see "Managing Presentation Services
Privileges".

New Features for Oracle Bl EE 11g Release 1 (11.1.1.5)

There are no new security features in Oracle BI EE 11g Release 1 (11.1.1.5).

New Features for Oracle Bl EE 11g Release 1 (11.1.1.3)
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New security features in Oracle BI EE 11g Release 1 (11.1.1.3) include:
= Integration with Fusion Middleware Security Model

s Direct Access to LDAP Servers

= Simplified SSL Configuration

= Improved Model for Managing Administrative Privileges

= Repository Protection and Encryption

Integration with Fusion Middleware Security Model

All components of Oracle Business Intelligence are fully integrated with Oracle Fusion
Middleware security architecture. Oracle Business Intelligence authenticates users
using an Oracle WebLogic Server authentication provider against user information
held in an identity store. User and group information is no longer held within the
Oracle Bl repository and the upgrade process migrates repository users and groups to
become users and groups in Oracle WebLogic Server embedded directory server,
which is the default identity store. Oracle Business Intelligence defines its security
policy in terms of application roles held in a policy store and stores credentials in a
credential store. For more information, see Chapter 1, "Introduction to Security in
Oracle Business Intelligence".

Direct Access to LDAP Servers

Oracle BI Delivers now accesses information about users, their groups, and email
addresses directly from the configured identity store. In many cases this completely
removes the need to extract this information from your corporate directory into a
database and configure SA Subject System Area to enable all Delivers functionality. SA
System Subject Area is still supported for backward compatibility. For more
information, see Chapter 2, "Managing Security Using the Default Security
Configuration".

Simplified SSL Configuration

Configuring Oracle Business Intelligence to use SSL for communication between
processes in the middle-tier has been greatly simplified. In addition, a trusted system
identity, rather than the Administrator's identity, is used to establish trust between



Oracle Business Intelligence processes. This allows an administrative user to change
his or her password without any impact on middle-tier communications. For more
information, see Chapter 5, "SSL Configuration in Oracle Business Intelligence" and
Chapter 2, "Managing Security Using the Default Security Configuration".

Improved Model for Managing Administrative Privileges

In 11g any named user can be granted administrative permissions if desired. This
compares to 10g where there was a single user with administrative permissions who

was named Administrator. For more information, see Appendix B, "Understanding the

Default Security Configuration".

Repository Protection and Encryption

The Oracle Bl repository is protected by a password and the same password is used to

encrypt its contents. For more information, see Section B.6.2, "Planning to Upgrade a
10g Repository".
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Introduction to Security in Oracle Business
Intelligence

This chapter introduces the Oracle Business Intelligence security model, discusses the
tools used to configure security, and provides a detailed road map for configuring
security in Oracle Business Intelligence.

Note: For a high-level road map for setting up security, see
Section 1.1, "High-level Roadmap for Setting Up Security In Oracle
Business Intelligence".

This chapter contains the following sections:

= Section 1.1, "High-level Roadmap for Setting Up Security In Oracle Business
Intelligence"

= Section 1.2, "Overview of Security in Oracle Business Intelligence"

m  Section 1.3, "About Authentication"

m  Section 1.4, "About Authorization"

= Section 1.5, "About Preconfigured Users, Groups, and Application Roles"

= Section 1.6, "Using Tools to Configure Security in Oracle Business Intelligence"

= Section 1.7, "Detailed List of Steps for Setting Up Security In Oracle Business
Intelligence"

= Section 1.8, "Comparing the Oracle Business Intelligence 10g and 11g Security
Models"

= Section 1.9, "Terminology"

1.1 High-level Roadmap for Setting Up Security In Oracle Business
Intelligence

To set up security in Oracle Business Intelligence, you must do the following:

1. Read the rest of this chapter to get an overview of security concepts, tools, and
terminology.

2. Learn about the default set of users, groups, and application roles by reading the
summary in Section 2.1, "Working with the Default Users, Groups, and
Application Roles".

3. Decide which authentication provider to use to authenticate users.
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Set up the required users and groups.
Set up the required application roles.
Assign each group to an appropriate application role.

Fine-tune the permissions that users and groups have in the Oracle BI repository.
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Fine-tune the permissions that users and groups have in the Oracle BI Presentation
Catalog.

9. If required, configure Single Sign-On (SSO).
10. If required, configure Secure Sockets Layer (SSL).

For a detailed list of setup steps, see Section 1.7, "Detailed List of Steps for Setting Up
Security In Oracle Business Intelligence".

1.2 Overview of Security in Oracle Business Intelligence

Oracle Business Intelligence 11g is tightly integrated with the Oracle Fusion
Middleware Security architecture and delegates core security functionality to
components of that architecture. Specifically, any Oracle Business Intelligence
installation makes use of the following types of security providers:

= An authentication provider that knows how to access information about the users
and groups accessible to Oracle Business Intelligence and is responsible for
authenticating users.

= A policy store provider that provides access to application roles and application
policies, which forms a core part of the security policy and determines what users
can and cannot see and do in Oracle Business Intelligence.

= A credential store provider that is responsible for storing and providing access to
credentials required by Oracle Business Intelligence.

By default, an Oracle Business Intelligence installation is configured with an
authentication provider that uses the Oracle WebLogic Server embedded LDAP server
for user and group information. The Oracle Business Intelligence default policy store
provider and credential store provider store Credentials, application roles and
application policies in files in the domain.

After installing Oracle Business Intelligence you can reconfigure the domain to use
alternative security providers, if desired. For example, you might want to reconfigure
your installation to use an Oracle Internet Directory, Oracle Virtual Directory,
Microsoft Active Directory, or another LDAP server for authentication. You might also
decide to reconfigure your installation to use Oracle Internet Directory, rather than
files, to store credentials, application roles, and application policies.

Several Oracle Business Intelligence legacy authentication options are still supported
for backward compatibility. The best practice is to perform authentication and
authorization using an identity store and authentication provider through the default
security model described in this chapter. However, there are certain scenarios where
this is not possible or where certain aspects of the legacy approach to authentication
and authorization are required. Typically the use of these alternative methods requires
that your user population and groups are not held in the identity store referenced by
the authentication provider configured in the Oracle WebLogic domain. Consequently,
when using alternative authentication methods, several sections of this chapter are not
relevant. Instead, refer to Appendix A, "Alternative Security Administration Options".
Note that application roles described in this chapter are still used with alternative
authentication and authorization mechanisms. Also note that the authentication
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provider configured in the Oracle WebLogic domain is always used by the BI System
User, even when using alternative methods for other users.

1.3 About Authentication

Each Oracle Business Intelligence 11¢ installation has an associated Oracle WebLogic
Server domain. Oracle Business Intelligence delegates user authentication to the first
authentication provider configured for that domain.

The default authentication provider accesses user and group information that is stored
in the LDAP server that is embedded in the Oracle WebLogic Server domain for Oracle
Business Intelligence. You can use the Oracle WebLogic Server Administration Console
to create and manage users and groups in the embedded LDAP server.

You might choose to configure an authentication provider for an alternative directory.
You can use the Oracle WebLogic Server Administration Console to view the users and
groups in the directory. However, you must continue to use the appropriate tools to
make any modifications to the directory. For example, if you reconfigure Oracle
Business Intelligence to use Oracle Internet Directory (OID), you c