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Key Management Appliance DEREH L U
& 18

KMS YV a—3 g &R & D Gl ISR E B L O T 2 FBIEIC W T
1. [KMS 2.0 Installation and Service Manuall] #Z&M L TL 72 &0y,
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m Embedded Lights Out Manager (ELOM) O &) — ELOM 235, =V —
~DOEMFER AT Z LN TEET,

m QuickStart 7’1 7'F ADFET — QuickStart (£, CSE 23# LV KMA ORI T
Ha—74YV7 4 =TT,
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Embedded Light Out Manager (ELOM) M #2E}

Embedded Light Out Manager (ELOM) O
FCEf

Embedded Lights Out Manager (ELOM) ¥ A7 AZiE, A A o — =L TRl 7 1
ty PRI TWET, 7T 7 E2ELALEREZAN TN, 1~ 2 55 OEERH
D& ELOM IZ &5 Ta Y — D l@ii A ML S, QuickStart 7’1 77 A
EDF—N—DRERELFATTE DL L DITRY T,

F - PR ORERIE AT DN DD EEARN R ELOM 22+ > RIiZ oW T,
FKMA Installation and Service Manual] #Z/ L T 723, ML, [Embedded
Lights Out Manager Administration Guide] ZZM L T 7Z& 0y,

KMA ~ Ok

Embedded Lights Out Manager Z /1" L 72 KMA ~O#EII1E, IROWT LNz L
i @‘O

m LAN 1 NET MGT ELOM A % 7 = — Ak 5% v b U— 7 855 (%)

m KMA RSN THWAF—R—FLE=H—

[@ Ry TF7yFIOvAhICE-T, 22 T4 2 FIES Windows TRHIATE 72
<70 FEd, FEEBMTHENC. Ny T T v 77y DEEHILTLES
AN

VA4 RUNRRREINTH, a2V — U4 RURKRINZRVGEIL. Web
7TV E L Java X—Y a3 & ELOM OE#ERH Y A, 7T 0T L

Java ZIHFHUZT v 77 L—RLTLK &, BBEOH I A—Va D&

T, B2-1 2L TLEIN,

£241  HHEOBB Web 7T UYL Java A—Va v

2547k 0S8 Java Runtime Environment (Java Web 7594
Web Start & L)

m Microsoft Windows XP Pro JRE 1.5 m Internet Explorer 6.0 LA}
(Java 5.0 Update 7 LAF#) B & O Mozilla 1.7.5 LA

m Mozilla Firefox 1.0

m Red Hat Linux 3.0 3 X0 4.0 m Mozilla 1.7.5 LL[&
m Mozilla Firefox 1.0

m Solaris 9 m Mozilla 1.7.5

m Solaris 10
m SUSE Linux 9.2

Java Runtime Environment 1.5 i%, http://java.com 22H ¥ 7o — RTE £,

ELOM v~ == 7 VD EHi/N— 2 X, http://docs.sun.com/ TR TE E7,

Sun Fire X2100 M2 #—/3—®D~ == 7 /LiE, http://docs.sun.com/app/docs/coll/x2100m2 7 & & 7
Yu—RNTEET,
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Embedded Light Out Manager (ELOM) D2 &}

D= EHEOER
1. 2y FI—27 FORDOT—7 25— g LT, Web 75 U FZiEHE L E
ER

2. Hifk L7= LAN 1 (NET MGT) ® IP 7 KL A £ 72138 A M %6 LT, KMA
ELOM Z#&f L £,

F -ELOM IZEENTWAFEHEN, #Y Y CONTAMEIZIP & —FKLAnE
B, Web 77 I 1 DLl LOEERFRINET,

3. TOKJ) F£721% Wes] #27 VY v/ LT, BELMELET,
BAeEPMELT-HE, ELOM Ou s A a7 "RERINET,

Embedded Lights Out Manager = 7' A [l

Sun” embedded Lights Out Manager

http:/# dalwhinniez

Username : II
Password : I

Lagin | Resetl

an untries,
nse Terrmns and Conditions.,

4, 22— —1ID IZ root, /YA U — K|Z changeme ZfEAL T/ A LET,
IR R S AL 5 E T X Manager O BiE T3, H——ZHHE L2 T, £259—
NR=DBRNBA-> TWRWEE, PATAORENTIET LT EEA,

KMA %, &AIOERBEARICHBPICEENT 2 X5 Ik STy, EREAN
534y RSB L C QuickStart 71 7 R WNEIREN BT T,

316030101 ¢ Rev. A ¥ 2 E Rd HHENIC 21




Embedded Light Out Manager (ELOM) M #2 &}

5. [System Monitoring] ¥ 7% 27 U v 27 LT, BROKEEZHERLET,
BIRORENREATRINET,

6. EIRDIREEDS Tpower off| DHH,
Lt 2 7170525 TRemote Control] # 7% 27 U v 7 LT,

7. Tl % 74712 %5 [Remote Power Control] # 7% 27V v 7 LE1,

8. [Select Action] Fr v 7# 7T [PowerOn] Z®{RL. [Save] R¥Z %7
Vo7 LET,
KMA OEFEFRANRBRBE SN ET, ZORBEIIZHS D)0 £3 208, KMA O %
BATT D ENTEET,

2-2 FET

Sun™embedded Lights Qut Manager

Sun™ Microsystams, Inc.

Remote Control

Maintenance

System Information Systemn Monitoring Configuration User Management

Redirection Remote Power Cantrol Hotkey Setup

‘ Powver Conitrol

[--- Select Action - il

9. Ao # 747128 %5 [Remote Control] # 7% 27 U v 27 LT,
10. FMlo % 747123 % [Redirection] # 7% 27 U v 27 LE9,
11. TLaunch Redirection] "% %27 U v 7 LET,
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.r’_' Server Managemen ows Internet Explorer provided by Sun Microsystems ;lglzl
&~ [e et convalsun con =] conteateirer | 7 x| [Lveseacn [2]]
P

'ig’ & @Server Managn_ament | | @':7 - % - E}’Eégﬁrv @'T’QD|$ - B

Sun™embedded Lights Out Manager

‘ Redirection

Remote Power Contral | Hotkey Setup

Launch Redirection

Launch Redirection Manage the host server remotely by redirecting the system console to
‘your local machine.

Launch Redirection

P e (R

ZIZIT, HLWT 4 U RUICEBa Y — VEHEARRINET,
12. E@fga Y —n T 4 RURERINDENI, Java 7 7 Ly RRF D o— KX E

7. javaRKVM,jnlp 7 7 A VR ER SN2 5E 13, ZHEARGFL TrLHE . EHiR=
Y= EEBLEY, FRENDREND L EEL, TNTERLET,
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Embedded Light Out Manager (ELOM) M #2 &}

ESun eLOM Remote Console 1ol =l
File Wiew Help

[} balblair2.central.sun.com .

Wideo Cuality | Huok Key | Skorage | Control |

o Rk T HE QS

=

Sun Microsystems, Inc.
Key Management System Versiom Build306 (balblair)

Please enter your User ID:

et 2 3 | affp) | 7emaon | 1gdbps) | | Mum | caps |
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QuickStart 704’5 LDOE{T

QuickStart 7045 5 LD ET

HifafRF DT 7 4 L NIREEIZ B D KMA OEIREZ AiL5 &, QuickStart & MR 5 Frik7e
E— FDO KMA #§% A = = — BN HEIWIZEIT S E T, QuickStart (2L > T, KMA @
P B 2R AR FR DA AR TG SRS NEE SV E T, QuickStart 7' 1 77 ADEITHA N5
TFAERIZRETTDE, 20O7a 77 MIFEFRITTEER A, QuickStart 71 7T A
WZH O —ET 7 v AT AME—DFEIL, KMA 2 HRFOT 7 40 MIREEIZY vy b9
5ZETT,

F - UBOEHEOH TRFTORIATWDL T I, 2—F—BANTL8HmERL
ij—o
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QuickStart 7R 4S5 LDET

QuickStart DI E)

QuickStart & FEITT 221X, WO FNEEZFEITLET,

KMA OERZ ANET, KMA OEFREZIZICOTAND &, QuickStart 2AFEIT 41,
[Welcome to QuickStart!| 23 F R IILE T,

Welcome to QuickStart!

The QuickStart program will guide you through
the necessary steps for configuring the KMA.

You may enter Ctrl-c at any time to abort; however,
it is necessary to successfully complete all steps in this
initialization program to enable the KMA.

Press Enter to continue:

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.
Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian
( 4) Bulgarian ( 5) Croatian ( 6) Danish
( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean

(16) Malta_UK (17) Malta_US (18) Norwegian

(19) Portuguese (20) Russian (21) Serbia-And-Montenegro
(22) Slovenian (23) Slovakian (24) Spanish

(25) Swedish (26) Swiss-French (27) Swiss-German

(28) Taiwanese (29) TurkishQ (30) TurkishF

(31) UK-English (32) US-English

The current layout is US-English.
Please enter the number for the keyboard layout : 32
The keyboard layout has been applied successfully.

Press Enter to continue:

3 - Ctrl-c ¥—%#4 %, QuickStart 72 7 F L8V kY &, [Welcome to
QuickStart! | EENAFERRINET,
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QuickStart 704’5 LDOE{T

IP 7 FLADERE

1. Press Enter to continue:] B2 7 KT, Enter ¥— %ML F I, ROIEFIR
NERREINET,

A static IP Address configuration must be set in order for the KMA
to communicate with other KMAs, Agents, or Users in your system.

Please enter the Management Network Hostname: KMSmgr

Do you want to use DHCP to configure the Management Network
interface? [y/n]l: n

Please enter the Management Network IP Address: 129.80.123.32
Please enter the Management Network Subnet Mask: 255.255.254.0
Please enter the Service Network Hostname: SDP

Do you want to use DHCP to configure the Service Network
interface? [y/n]: n

Please enter the Service Network IP Address: 172.18.18.1
Please enter the Service Network Subnet Mask: 255.255.254.0
Please enter the Gateway IP Address (optional but necessary
if this KMA is to communicate with an entity on a

different IP Subnet): 129.80.123.254

Please enter the Primary DNS Server IP Address (optional):
129.80.0.4

Please enter the DNS Domain: my.customer.com
Applying network settings... Done.

The Network Configuration has been updated.
Press Enter to continue:

Press Ctrl-c to abort.

2. [Please enter the Management Network Hostname: | a7 T, B
Fy NU—J DERANLEATI L, Enter ¥—%f L ET,

3. Tpo you want to use DHCP to configure the Management Network
interface? [y/nl:] 7B Y7 FT, nE£iFy oW TihE AJI LT Enter ¥ —
ZHLET, nZ AN LESEEX. FlE 410EARAET, yEATILESEEX. FlE 6
(CHERE T,

4. [pPlease enter the Management Network IP Address:| 7R 7 hC, &
Xy NU—=27DIP 7 RL A% AS LT Enter ¥—% ML ET,

5. [Please enter the Management Network Subnet Mask:] 71 7 kT,
Y7 %y kv AT KL A (255.255.254.0 72 &) & AJ) LC Enter % —4 i L £

316030101 » Rev. A %2 E Rw9 BHEI1IC 27



QuickStart 7R 4S5 LDET

6. [Please enter the Service Network Hostname:| Y27 KT, —E X
Fv "I =7 DRANGHE AT LT Enter ¥—% ML E T,

7. Ibo you want to use DHCP to configure the Service Network
interface? [y/nl:] YR Y7 T, nEiZy OWTiriz AL T Enter ¥—
ZMLET, nZ AN LESHEIX. FlE 8IEAET, yEANLESLAEIZ, FIE 10
(CHERE T,

8. [Please enter the Service Network IP Address:] Y2V 7 T, —E X
Xy NI—=2DIP T KL A% AJJLT Enter ¥—% L £,

9. [Please enter the Service Network Subnet Mask:] 7127 hT, %7
Xy R~ AT KL A (7= & 2L 255.255.255.0) # A Jj L C Enter F—EHLFE
‘ﬁ—o

10. [Please enter the Gateway IP Address (optional but necessary
if this KMA is to communicate with an entity on a different IP

Subnet:] YRV FNT, ¥—hUxzA IPT7T KLVAEZ AL, Enter ¥—% L F
T, KMA BN H 7 %y MOEKRE—GIBEELZVWGESEIE., 2o N 2ZEAOE
FloTrZ enTEET,

11. lPlease enter the Primary DNS Server IP Address (optional):] 7
o7 T, 54~ U DNSH—_"—D P 7 FL 2% AS) LT Enter ¥—% L
T, 2O )IE, EFAOEFICTAHIENTEET,

12. lPlease enter the DNS Domain:] 7B 7 h T, DNS RAAL U ZANHLT
Enter ¥—%f L £7,

13. ROEEBFRS N, HF Y MU=V BEBNER SN2 LPREnET, 20
ERZIZ 1 ~2 00D 2 8B £,
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QuickStart 704’5 LDOE{T

KMA ® #1871k

1. Enter ¥ —Z ML TIATL ¥, ROFERPFRSNET,

The KMA Name is a unique identifier for your KMA. This name should
not be the same as the KMA Name for any other KMA in your cluster.
It also should not be the same as any User Names or Agent IDs in
your system.

Please enter the KMA Name: KMA-1

Press Enter to continue:

Set Root Passphrase (Technical Support)

The 'root' account can only be used by Support personnel to
administer support under extreme circumstances. You must set the
'root' account Passphrase to a secure value.

This Passphrase can be reset at a later date by a Security
Officer User.

Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User's User Name.
Passphrases must contain characters from 3 of 4 character

classes (uppercase, lowercase, numeric, other).

Please enter a new Passphrase for the operating system
'root' account: **¥kkkk%

Please re-enter the 'root' Passphrase: ********

Press Enter to continue:
Press Ctrl-c to abort.

2. a7 T, KMA O—BEO#MF2 AT LET,

¥ — QuickStart 72 /T LA L T EHRELEZ KMA AT, BETLHZENTEE
Th, BEETLHHE—OFEILZ KMA ZHEROT 7440 M2V &y LT,
QuickStart # FREEITTHZ & TT,

3. a7 T, BIROBRAIEZ T X 512, root DXAT L—ADEE AN LET,

4. [please re-enter the ‘root’ ©Passphrase:] a7 KT, FJE 3 CTA
LT AT7 L —X% AJJ LT Enter ¥— %L E7,
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D5 RZDEK

1. 7u 7 T, Enter ¥— %ML EJ, WOBEWMBERIN, 2O KMA 2H LT
HLWT T AZEERT D0, BEED 7 7 AZICEMT 50, £721320 KMA ©
R T T TN T FAZEEILTEDL EBREINET,

You can now use this KMA to create a new Cluster, or you can have
this KMA join an existing Cluster. You can also restore a backup
to this KMA or change the KMA Version.

Please choose one of the following:
(1) Create New Cluster

(2) Join Existing Cluster

(3) Restore Cluster from Backup

Please enter your choice: 1

Create New Cluster

2. 7y RTo 1, 2, ERIE3 A AN LT Enter ¥—ZHLET,

1 ZABLIGEIE, 31 X—V 0 [#5EERONT | ~ERFET,

22 AN LTESEE, 37 =D TBFED Y T AZ~DOB] ~ELET,
BEANNLIESGRIE, A0 =D [V TRAZDONy 7T v D] ~EAET,
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QuickStart 704’5 LDOE{T

BAOENEEDAN

BDEER DL~ —ID ERAT7 L —XL, TNENDO2—F— 1D LRAT L —X%
AT ODEMEMANRATTITELEIICLTLEE Y, Z0FBHRE 1 ABIELTAITSZ
LT, BB ARSI LEOEMICESOERY A,

BENEIER EFFORA LV AR—RNZORFRTHERE AT S Z ENBENTIERWEAIC
I, T2 CTEMOBEMARREEZ AL, HE T KMS Manager CREREHE AT LE
j‘o

7L, ZOEIIETHE EX2 VT 4 — LDV A BNAELCET, WS EERK
PHALTCarexa T4 —RNy 0 7 v F2ER LIZEIE. TO%y I 7 v 7D
BRI SN D ATREER B Y £9,
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1. [Please enter your choice:| a7 T, 1 ZANLET, ROFGHEMNE
mENET,

The Key Split credentials are used to wrap splits of the Core
Security Key Material which protects Data Unit Keys.

When Autonomous Unlocking is not enabled, a quorum of Key Splits
must be entered in order to unlock the KMA and allow access to

Data Unit Keys.

A Key Split credential, consisting of a unique User Name and
Passphrase, is required for each Key Split.

The Key Split Size is the total number of splits that will
be generated.

This number must be greater than 0 and can be at most 10.

Please enter the Key Split Size: 1

The Key Split Threshold is the number of Key Splits required to

obtain a qQquorum.

Please enter the Key Split Threshold: 2

Please enter the Key Split User Name #1: userl

Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User's User Name.

Passphrases must contain characters from 3 of 4 character classes
(uppercase, lowercase, numeric, other).

Please enter Key Split Passphrase #1: *****k*kk*
Please re-enter Key Split Passphrase #1: *****ii*
Press Enter to continue:

Press Ctrl-c to abort.

E:
n BSEIY A XEHELHEIL ZUVMEIX, L T KMS Manager # i L TEETE £,

m EX2 VT —EHERTHEDIC, AR -V —DHE P2 —F—ID L RAT L —X
EANTAHLIICLTLESY, ZNHOHEE Y, QuickStart 7’1 777 ADSFEITHRIC
EHETEXET,

2. [Please enter the Key Split Size:] v 7 T, A7 D85 EERE
# ANF7L T Enter ¥—&H L £,
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[Please enter the Key Split Threshold:] Yu 7 T, Bz H57-
DIT B2 G E 5 % N J1 LT Enter —&H L £,

[Please enter the Key Split User Name #1:] 7127 hT., HIHOHS
Hax—PF—Da—F—H%% AJJ LT Enter ¥—%H L 7,

[Please enter Key Split Passphrase #1:| 7127 bT, HHIOHFESE
Z—PF—DNNAT L —X% AJ)J LT Enter ¥—%MH L E7,

RN

[Please re-enter Key Split Passphrase #1:] 71227 M T, EFNIAJ
LD ERUNATL—X% AN LT Enter ¥—% L ET,

FIE 4 ~FIE 6 20K L, BIR LB EY A XHIET D2 —HF—FZ L7
V“*X‘%j"\‘\(‘]\jj L/i‘a‘o

x

- BTN O —YF =4 LT L =% KMA OFHAZ AR E L TER S L 72iE

DA—HP=T 7 FEFMILZLTWET,
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DPEX1 ) T4 —EEFEBL—Y—EBROAN

1. [Press Enter to continue:] 7B b T, Enter ¥—%# L £ 3, ROIEHR
NERREINET,

The Initial Security Officer User is the first User that can
connect to the KMA via the KMS Manager. This User can subsequently
create additional Users and administer the system.

Please enter a Security Officer User Name: SecOfficer

A Passphrase is used to authenticate to the KMA when a connection
is made via the KMS Manager.

Passphrases must be at least 8 characters and at most 64 characters
in length.

Passphrases must not contain the User's User Name.

Passphrases must contain characters from 3 of 4 character classes
(uppercase, lowercase, numeric, other).

Please enter the Security Officer Passphrase: **#****x*x*
Please re-enter the Security Officer Passphrase:

*kkhkkkkkk*k

Press Enter to continue:
Press Ctrl-c to abort.

F-txXa2 VT —HEEO ZOPY 2 —Y =7 I v MM, KMS Manager i/ L
72 KMA ~Dnr 7 A ARSI ET,

2. a7 RTC, kX2 VT 4 —EHIEEO—Y—£4 % AL T Enter ¥— %L F
T, WOERNPFRINET,

3. a7 hT, BEX 2 VT 4 —EHEEDONAT L —XE ASJ LT Enter ¥— %L &
‘a‘o

4. [Please re-enter the Security Officer Passphrase:] 7w 7 F T, R UL/NNZA7 L—X
AT LT Enter ¥—%2 ML £,

FE - _XTOKMAFMBOARZRT7L—X%2RKbHEEd, i, 22— —z—T=x
VRMZEID L THENE LD EIZERHY A, 7T AZNOERIDO KMA IZiX, 7
B NIRRT L—=XRNE S ChnET, 20 KMA OFFHEOCHRAGIN, 7T 2
HNDRID KMA 726 % OFEROFEHE LY 385135, KMS Manager #f/H L T,
RAT L —RXEEMOEIZHRET I2LERNH Y £9, FIEIZOWTIE, 89 ~N—T 0D
[KMA DO/RAT7 L—ZADFRE] LT ZE0,
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BEO Y 7 HEREREDIEE

FE - HfEn v JEBRAEAAREICTA L, KR/ KMS 7 7 A& o Ak
N ELETN, X2V 74—V X7 AU Ed, B0 v 7 BERIMERRET
HAHLAT. BRI, BIESH TWDREDESIEIT O -OICLEREFERNS, &
FER A TR KMA IZBRFBENTWALENS Y F7,

I D7, WEEIFEE L KMA OFBRE AL, KMA O 0RO 2T &
T, HOMBIIFETIZIH Y THAN, AN EEREE T KMA 259X ToHE%
o7 CEET, bz L-BBREILED Y $H A,

HEtw v 7R TH 256, WBEIE, BEELZ KMA oz hhit 457
DIZ, WALz L7 BRS04,

Bftm y 7 bRz ATREIC T2 2 & 2R 25813, L0, BA0hHEL
X2 VT 4 =T ABEFERICOVWTEEICRFT 5L 2ICLTIEEN,

1. Press Enter to continue:] 7B 7 KT, Enter ¥— %ML F T, ROEFIR
NERREINET,

When Autonomous Unlocking is DISABLED, it is necessary to
UNLOCK the KMA using a quorum of Key Split Credentials
EACH TIME the KMA starts before normal operation of the
system can continue. Agents may NOT register Data Units
with or retrieve Data Unit Keys from a locked KMA.

When Autonomous Unlocking is ENABLED, the KMA will
automatically enter the UNLOCKED state each time the

KMA starts, allowing it to immediately service Agent requests.

Do you wish to enable Autonomous Unlocking? [y/n]l: ¥y

X - ey VREREERE AT 5 & KMS Manager ZffiH L TERED /XA 7 L —
R ANT 20 Fe "= Yty FEEY 7 M)ty MO KMA 258281
WEICT 22N TEEST, 2047V aid, HETKMS Manager TAE T &
‘a—o

2. 77 R T,y E2iEn AL T Enter ¥—% L £,
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KMA D F:Zl| 0D R

75 AZND KMA ©O7 vy 7k, FERNENTHLIRENHY FF, WHLREE TIL,
T _XTH KMA T UTC Rl (I R RE) 23MER S TVhET,

KMS Manager 2l LT, ARFOREZHMEFHICETE§52 L6 TEET,

KMAs in a Cluster must keep their clocks synchronized. Specify an
NTP server if one is available in your network. Otherwise, specify
the date and time to which the local clock should be set.

Please enter the NTP Server Hostname or IP Address (optional):
ntp.example.com

Press Enter to continue:
Initializing new cluster...

New KMS cluster has been created.

Press Enter to continue:
Key Management System Version Build xyz

KMA initialization complete!

You may now connect to the KMA via the KMS Manager in order to
continue with KMS configuration.

Press Enter to exit:

Key Management System Version Build xyz (KMA-1)

Please enter your User Name:

LFEALTHD Ry NU—ZRECNIP Y — "= EAAETH LA, [Please
enter the NTP Server Hostname or IP Address (optional):] Ym 7/
T, NTP = "—DHRA N EILIP T RLRAEZANLET,

2. NTP #— =2 R TR WIGEIL, Enter ¥—Z2#M L EJ, KIZ, [Please
enter the date and time for this KMA] v 7 h T, BEINZWTH
MO THRZ AT 50, £721% Enter ¥ — %2 L CERINT-HFZEHLE
‘a‘o

3. 7u 7 h T, Enter ¥F—ZH L £, KMA OWIHERZT LET,

4. £ TTDHIZIE, Enter ¥—%H L7, QuickStart 7 u 77 L0NKTL, verA 7
0y RRFRENET (258 X—T D [KMA ~D 17 A ] 2%M), KMS
Manager & OIE[EIZHLE R/ AT AERH KMS IS S E LT,

5. WOFNEEL LT, KMS Manager #ffH L T2 7 A X IZ#fe L £ 7, FIRIZ DN T
3. 71 RN=UD [T AZ A~ 22 LTIZEN,
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BEFEDI S AZIADESN

BE - ZOEEETORNC, BX=2 U7 ¢ —FEHIEL. KMS Manager 2 L T
KMS 7 7 22i(Zn 74 LT KMA Z{EEL T LENH Y £7, 85 X—TD
KMA O] 2B L TIIZEW,

KMA OFIHEUELT 2+ 2 THE L7z KMA 4 29 ~5—2 0 [KMA O] 250 ) 3,
KMA OERHZ AT L2 KMA 4 & —B LTV ARERH Y 3,

HLWKMA D7 T A Z A 5120%, ROFIEEZETLET,

1. KMA 0@t 7ot 2 (29 ~—2 0 [KMA 0wk #50) XET L6, 7o
V7 h T Enter ¥—% L £,

WOERNEREIN, ZOKMA ZHFEHALTH LW 72 Z ZERT 0. BEfFED 7
FARIZEMTLH), FTRITZDOKMA ORI T v TIFME 7 TARBEILTEDL D
La2URENET,

You can now use this KMA to create a new Cluster, or you can have
this KMA join an existing Cluster. You can also restore a backup
to this KMA or change the KMA Version.

Please choose one of the following:
(1) Create New Cluster

(2) Join Existing Cluster

(3) Restore Cluster from Backup

Please enter your choice: 2

Join Existing Cluster
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2.

= 4=

=17

[Please enter your choice:] 7B 7 FT, 22 AN LET, ROFGHEMNE

RENET,

a

Join Existing Cluster

Press Ctrl-c to abort.

In order to join a Cluster, the KMA must contact
another KMA which is already in the Cluster.

Please enter the Management Network IP Address or Host Name of an
existing KMA in the cluster: 129.80.60.172

Please enter this KMA' s Passphrase:*****%%*

Press Enter to continue:

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
Press Ctrl-c to abort.

Please enter Key Split User Name #1: userl

Please enter Key Split Passphrase #1: **x*xx***xx*

Press Enter to continue:

Joining cluster...

KMA has joined the KMS cluster.

Press Enter to continue:

Key Management System Version xxx

KMA initialization complete!

You may now connect to the KMA via the KMS Manager
in order to continue with KMS configuration.

Press Enter to exit:

quorum. Enter a blank name to finish.

E - ZOHLWKMA B7 T ZAEZNOEEED KMA ERIETE 5 X 512751013,
KMS Manager # ] L C, BEfFD KMA OF —X X—2 22D KMA O kU ZA{E
BT AULERHY T, FEIZOWTIE, 8 X—T D TKMA OEK] 2S5 L T2
W,

3. 7u 7 RT, BfFD 7 T AZNONTNND KMA DXy NI —2 7 RL A% AT

LT Enter ¥—%##H L E 7,

4. a7 R T, FO KMA O/RA 7 L—R% A LT Enter ¥— %L E7,
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5. &D KMA OIS E 22— —L 52 AN LET,
6. TOHEPE 22— —D X7 L —X% AJJLT Enter L F7,

BE — fHa—F— 4 BLUSAT LK, BEICAS LT EED, AN AR
b5l COMMITREL, BHRNENRSANE T — A vt —VRERSE
T HORHH L CAR S AR ERIIRT 572010, EORSEIa—F—4 E 113
2T L= B> TV B AN TOT 4 — K3y 7 TS L E A,

7. FIE 5L FIE 6 240 KL, ERKZIEKT 21D+ R BO@SE 21— —D4
A& S2AU—R&2 AN LET,

8. Ik® [Please enter Key Split User Name] 7127 T, Enter ¥—%#f L
F9, ZHOLRIZEATI LT, TLET,

MIEDN 52T LET,

9. #& T4 5I121%, Enter ¥—Z#H L F 3, QuickStart 7 7 Z AN K T L, ar A7
a7 MRFRENET (258 =20 [KMA ~Du 7 A > %), KMS
Manager & DIB{E ICSERE/N S AT DA KMS IR S L E LT,

10. ROFIEL LT, KMS Manager Zflifl L T27 7 XA Z 128kt L £ 4, FIHICHOWT
3, 71 =0 [ 77 2F~OR 2ZRLTIZE,
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DISREZDINYITYTHhoDET

IOFTvarEMFATAE, EX 2 VT —HEET IV M EERTEET, 2O
7 A0 ME, KMS Manager ZfH] L C KMA 2NNy 77 v 7 A A=V 2T 25
BlfEATEET, "—FT 4 A7 0B E. KMA THREENBA LEZGEEIT. Ny
77 v T EMEHALTKMA O A2 E Tt Ccx 3, =720, HAEEDT 7 40 MIREEIZ
B L7 KMA L, BEED7 T AZCERGITINADZENTE, 7 IAZET HhHERM
FHEZELTCT —ARN—REEET LI LNTEL20, 2055 REEX@EF IR
ETY, TNTH, KMA DAy 77 v TMEDETIE, 77 AFZNOTXTO KMA
WCEENEE LS AICEIbE T,

FE NI T T EERL TELLERDH Y £3, KMS Manager #EH L7z/Ny 7
T ZOERFIEC DN TIE, 251 =YD [Ny 77 v 7O 28R L TLEZE
W,

Ny 7T v TAA=VaETT DI, ROFIEZFETLET,

1. KMA 0@t 7o & 2 (29 ~—2 0 [KMA 0wt #50) XET L6, 7o
V7 F T Enter ¥—% L £,

WOERNFETREN, ZOKMA AL THLWY T 2AX Z2ERKT 50, BEfED 7
FARIZEMT DD, FTREZDOKMA ORI T v TMnb T FTARBEILTEDL D
LaRENET,

You can now use this KMA to create a new Cluster, or you can have
this KMA join an existing Cluster. You can also restore a backup
to this KMA or change the KMA Version.

Please choose one of the following:
(1) Create New Cluster

(2) Join Existing Cluster

(3) Restore Cluster from Backup

Please enter your choice: 3

Restore Cluster from Backup
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2. [pPlease enter your choice:] 7B 7 T, 3ZANLET, ROFGHEMNE
mENET,

Initial Restore Cluster From Backup
Enter Initial Security Officer User Credentials

Press Ctrl-c to abort.

The initial Security Officer User is the first User that
can connect to the KMA via the KMS Manager. This User can
subsequently create additional Users and administer

the system.

Please enter a Security Officer User ID: SO1

A Passphrase is used to authenticate to the KMA when
a connection is made via the KMS Manager.

Passphrases must be at least 8 characters and at most 64
characters in length.

3. a7 RTC, kX2 VT4 —EHIEEO2—V—£4 %A LT Enter ¥— %L F

‘a‘o
4. a7 T, EX 2 VT 4 —BEFED 27 L —X% AL T Enter ¥—%2MW L F
ﬁ—o
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5. [pPlease re-enter the Security Officer's Passphrase:] a7k

T, FlE 4 TAHLIERATZ7 L —X%FAJ) LT Enter ¥ —Z# L E£7,

Set Time Information

Press Ctrl-c to abort.

KMAs in a Cluster must keep their clocks synchronized.
Specify an NTP server if one is available in your network.
Otherwise, specify the date and time to which the local clock
should be set.

Please enter the NTP Server Hostname or IP Address (optional):

The date and time for this KMA must be specified in ISO 8601 format
including a time zone. Here are some valid ISO 8601 format
patterns:

YYYY-MM-DDThh:mm: ssZ
YYYY-MM-DD hh:mm:ssZ
YYYY-MM-DDThh:mm:ss-0600
YYYY-MM-DD hh:mm:ss-0600
YYYY-MM-DDThh:mm:ss+02:00
YYYY-MM-DD hh:mm:ss+02:00

Please enter the date and time for this KMA [2007-09-17
22:32:53.698z]: 2007-09-17 22:33:00-0600

Press Enter to continue:

The KMA is now ready to be restored.

Press Enter to continue:

6. HFHLTWA Ry NU—JBRETNIP V—"—2RNEHRETHIHAIE. [Please
enter the NTP Server Hostname or IP Address (optional):] Ym 7/
T, NTP —"—DHRA MNERIXIP T RLAEZ AN LET,

7. NTP —_R—MEHARE TR WAL, Enter ¥—A# L £9, KIZ, [Please
enter the date and time for this KMA] v 7 h T, BEINZWTH
PO THRZ AT D0, £721% Enter ¥ — %2 L CEREINT-HFZEHLE
—a’-‘O

HEENERETHLZ 2R LET, BDF A 794 7 VTR SV TE
D, EEOTOIERBEANIT Ay 77 » FITEM S E T, KA O KMA CHREA2S EfE
ICRESNTWAZ X, BRILIZEBVORT A 7V A 7 NVERFETA7-DICHNE
RAKTT,
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8. 7r 7 hT, Enter ¥—ZMLET, ROFHEPZRS L, UL ET L &
PRSNET,

KMA Management System Version xxx

KMA initialization complete!

You may now connect to the KMA via the KMS Manager
in order to continue with KMS configuration.

Press Enter to exit:

9. & TT5I2I%, Enter ¥— % L F3, QuickStart 727 Z LABKTL, vnr/A 7
gy MRFERINET,

10. % = V7 ¢ —Hf{E# & LT KMS Manager (2w 7 L, [Backup List] Z %R
L%, [Backup List) Hijii C, [Restore] RN¥ L ZERL, Nv I T v T %7 >
7r—RNLTKMAIZETTLET,

=- KMS Manager 18 x|
Systern  Wiew Help
Conrect  Disconnect Help
=} Secure Infarmation Management Backup List
i Key Policy List
EI Key Groups Filker:

Key Group Lisk

- =l ]
- fgent Assignment
Bl Agents ‘ REFrEshl Rasatl |<| <<| >>|
Agent: List

- Key Group Assignment Results in page: 2 (last page)
- Transfer Partners
- Diata Unit Lisk Backup ID & | KMa ID | Created Date Destroved Date | Destruction Status | Destruction Commment
- Backup List BE093A4406FFDFES0000000000000001  66D93A44D6FFDFES  Z007-09-09 20:49:33 PEMDIMNG
6609344406FFDFEI0000000000000002 | 6ED93A44D6FFDFES | 2007-09-09 20:51:12 PEMDING

[#]- System Management

4] | H

Details... | Create Backup, .. Restare... Confitm Destruction. ..

2007-05-74 09:11:23 - Retrieve Security Parameters succeeded. d
2007-05-24 09:11:24 - Retrieve Operations For Current User succeeded.

2007-09-24 09:11:24 - Session inackivity timeout: 15 minutes

2007-09-24 09:12:34 - Lisk Audit Events succeeded,

2007-09-24 09:12:37 - List KMAs succeeded,

2007-09-24 09:12:39 - List Users succeeded.

2007-09-24 09: - List Backups succeeded, -
[so |Connected [129,60.60.163 (sudburykma) 4
:ﬁ'start| [C] &8 @ % O | 9 rboxor g... | (22 window... +| @2 Framem... <] & roborep ... |[& ks Mana.. | &1 5unwen: 5... | [« ERRIQ =13 am
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1. HCE 252 T3 572912, KMS Manager IC &> T, Ny 77 v THT 7 A VK
ST NI T T T AN, Ny 2T v TRy AN, BLROPartxa 74—
/{y&? y7°77/]’/1/0)]\7']75§%2%éﬁi'91‘0

NPT TRET 7 ANER I T T T 7 ANE—H L TWDILERS D FT 7,
AT X2 VT AN I T T T ANVIMEEOLOEFHTE T,

Restore Backup

Backup File Mame:

Backup Key File Mame:

Care Secutity Backup File Mame:

Erowse, .,

Erowse, ..

Erowse, ..

il

Start: I Close
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12. RIZ. KMS Manager (2 & > CTERE O E 22— —DANWNERINET, ZD
=Y =i, aT X2 VT4 =N I T I RITINT L ZITHRIE o iy E
G —F—THINERH Y 7,

x
Tao petfarm Ehis operation, you must authenticate with a quorum of the
existing Caore Security key split credentials,

Split User 1: I Passphrase; I
Split User 2; I Passphrase; I
Split User 3; I Passphrase; I
Split User 4; I Passphrase; I
Split User 5 I Passphrase; I
Split User & I Passphrase: I
Split User 7 I Passphrase: I
Split User &: I Passphrase; I
Split User 9 I Passphrase; I
Split User 10 I Passphrase; I
(04 Cancel |

BINTETTDHE, N T o7 (a7txa T4 —_"v 7T v 7 TERN) OFE
THRHZAZNIZ > B BIEHR N E TSN ET,

BE - #H58a— P —LZ2BLUORZT7L—XZ, BEIZAHDLTLEFEW, AHI2n
oL, [BEDT TAZ~DOSM] AFITLE L, BAEHRNEN RSV T —
Ao B—UNFRRENET, WEEIH L TARENAIHEREZFHIET AT, Fofk
SEl 2 — P F T A T L —ANRE > TWVBPICONT DT ¢ — Ry 7 (3t
ShEHA,

18 WRABRTET T DL, LW T RAZBERSNET,
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¥
w
10

KMS Manager D& %

ZOE T, KMS Manager & RO FNEICHOWTEE L £,
m KMS Manager ¥ 7 b U =7 DA A b—)b

m KMS Manager O}

m KMS Manager Y7 U =T DT A VA F—)b

ZITHEH, A= a—RKWEIZOWTHMEICHBA L7,

KMS Manager [Z2DULNT

KMS Manager (X, KMA 27 747 & LTHEET 27 7Y 77— 3 - T7, KMS
Manager (. KMA OfE, fili#l, BLOEHRIHEHTEET, =2—¥F—ik, HHT
BTV E— LG LT, SEIEFRBRELFITTEET,
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KMS Manager V2 bz 7DA4 VA =)L

KMS Manager V7 F U =7 & A A =T 5121F, ROFIEEZETLET,

1. /k® URL T, Sun StorageTek Customer Resource Center (CRC) Web #1 MMZT 7 &
ALET,

http://www.support.storagetek.com/crc_home.html

2. CRCi{Zr 7 A L, [CodeDownloads] fHIIZEEILEJ, [KMS] V2%~
VyZ7 L, a—=Fedvra—RLET,

m Windows O%;&13, installexe #4727 U v 7 LET,

m Solaris DAL, YV ERE, odavr REFEHLT A VA —FDFX D T —
FEFA4 L7 FUA~BE#ILEST, Yo7 T, ROLIICTAALET,

sh ./install.bin

Mntroduction] 7 4~ RURERENET,

D) Sun KMS Manager

Introduction

You will be guided yau through the installation of Sun kKME Manager
varsion 2.0.4.284,

Click the Mext' button to proceed to the next screen. Ifyau want to
change something on a previous screen, click the Previous' hutton.

You may cancel this installation at any time by clicking the 'Cancel’
buttan.

here by Macrowision

3. INext] #&ERLFET,
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4. [Choose Install Folder] vV 1>~ FUunF,rEnEd,

& Sun KMS Manager

Choose Install Folder

B g

7 ntraduchion Where Would You Like to Install?
1stall Falder Z:\Program Files\3unhSun KMS Manager

Restore Default Folder

InstallAnywhere by Macrovision

Cancel Previous

5. ZOFFE Next] 27 Vv 7 LTCTF 74N DT HI)VEZBEBIRTE), £I3ME D
A VAN=NTFNEEFRELT Next] 27U v 7 LET,
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6. [Choose Shortcut Folder] 7 4 > RUNEKREINET, T I Tk, LERGATICHGET
A AV EERRTE ET,

Choose Shortcut Folder

o irm'ru'iur'til:ln Where would you like to create product icons?
Il Fiilder
Attt Talder

™ In a new Program Group: ISun EM5 Manager

™ In an existing Program Group: I.ﬂccessuries
™ In the Start Menu
= On the Deskiop

= In the Quick Launch Bar

{* Other: I: MenuiPrograms’,SuniSun KMS Manager Choose... |

= Don't create icons

[~ Create Icons for all Users

Frevious

7. BIRL TS INext] 27U v 27 LET,
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8. [Pre-Installation summary]| B[ FERSILET,

2 Sun KMS Manager

Pre-Installation Su__mmatr'i..ur

2 intru:uriur-tiu:un Please Review the Following Before Continuing:

stall Folder Product Name:
SharutFolder Sur KMS Manager

Install Folder:
GAPrograrm Files\SumSun KMS Manager

Shorteot Folder:

DaDocuments and Settingstbg1 88753 5tart
MenuPragramsi\SumSun KMS Manager

Disk Space Information (for Ingtallation Target):
Heguired: 322,987 613 bytes
HAvailable: 3,268,848 664 bytes

vhere by Macrovisian

Cancel Frevious

9. [Install] Zi#4R L T KMS Manager %1 ' A h—/L 450, £721% [Previous) %

R L TREZEIELET,
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2 Sun KMS Manager

Installing Sun KMS M__anager

&

Installing... solaris_i386

Installa, nere by Macrovision

Cancel
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10. 2T, A v b= FI5E T T, [Done) Z#EIRL TH T LET,

2 Sun KMS Manager

Install Cqmplete

’ :'.
IntroducHEn Congratulations! Sun KMS Manager version 2.0.4.284 has heen

stall Eolder successiully installed to:
HE et Falder
] CAProgram FilesisumSun KMS Manaoger

Press"Done" to quit the installer.

Zancel Erewious
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KMS Manager Di#ZEf

KMS Manager OEENZIE, A L TWHEREIZIEETRD 2 SO iEzMHTE %
@‘O

m Windows TOLHE)
m Solaris TOEHE)

Windows T® KMS Manager D2 &

AUAR—AT BT THTY a— "y FEERT 5 &5 IHE LESAIE. 20
Ya— "y NEXTNAVI Yy HE KMS Manager 7 7'V 7 —3 a3 UVEB) L E
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2

va— by bEER LRI TSATE. Windows =7 27 m—Z % &# L, KMS
Manager O A A b=/~ #) L T KMS_Manager.exe % &£#) L £7,

Solaris TM KMS Manager D#2E)

Windows OBE L FRREIC, A VA =L T a2l 5 AhTya— Iy FEERT 5L
WCHEETEXET, 2213, m—ALF 4L 7 PUIZva— My MEER LGS,
VAT Ry R TROLIICAD L TREITHZ ENTEET,

~/KMS_Manager

F£ 721X, KMS Manager ® 1 A b —/Le~BE) L, KMS_Managerexe & &) L £,

54 KMS 2.0 EEH A F » 2008 £ 4 A Rev. A * 316030101



KMS Manager GUI D#} =

WOKIZ, KMS Manager GUI & VA =2 —%RLET,

Il x4

System  Yiew Help

& 2 ?

Connect  Disconneck Help

n Management

- Ky Policy List
- Key Groups

- Agents

- Transfer Partniers

- Dvaka Unik Lisk

- Backup List

- Irnpork 1,0 Kevs

EI Syskemn Management

- fudit Event List

- KMA List

- Lser List

- Role List

- Sike List

- GNMP Manager Lisk

- Key Transfer Public Key List
- System Dump

- System Time

- Security

- Local Configuration

[ra s sl
{aa iea Bk d}

[l
)

[l
)

12/21/2007 6,05:03 AM - Connecting. .. d

12/21/2007 £:05:08 AM - Connected ta 129.80.60,163,

12/21/2007 6:05:03 AM - Retrieve Security Parameters succeeded.,

12/21/2007 £:05:09 Al - Retrieve Operations For Current User succeeded.

12/21/2007 6:05:09 AM - Session inactiviky timeout; Disabled =
|50 |Connected |[129.80.60.163 4

KMS Manager GUI (2%, [System] . [View] . [Help] OfEF|{A =2 —2d
DET, ZUTHT7273arN"—HAZZ Vv I/ THLAma—RBRRENDLDT, £
DFRFNE A =2 —HAZERL £,

V=N —=DRE L, W OPDAZa—FTvar~Dya— iy MEREELE
‘a—o
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[System] A =a1—

Systemn  Wiew Help
Zanneck, .. E

Disconmeck elp
Change Passphrase... M
Opkions. ..
Exik
 Datalmilst

- Backup Lisk

: - Import 1.0 Keys
El Systemn Management
- pudit Event Lisk

- kM Lisk

- User Lisk

- Role Lisk

-~ Sike Lisk

- SNMP Manager Lisk
- Key Transfer Public Key List
- Syskem Dump

- Snyskenn Time

[+ Security

[#- Local Configurakion

[System] *=a—DA T3y

m Connect.... [Connect to Cluster] ¥4 70 /Ry 7 AR RLET, 20X s
Ry 7 2T, BRNCAHAB SN TWA Y FRAZICTa 77 A NVEMEH L T LT
D, LW TRZTaT 7 A VEEKLIEYT5ZEBRTEET,

m Disconnect: [Disconnect from KMA| # A4 70/ Ry 7 AZKRLET, ZOXA
TarRy 7 AT, KMA L0 E21TH> 2 &N TEET,

m Change Passphrase...: [Change passphrase] #1722/ Ry 7 A& R LET,
IOXATRI Ry 7 AT, NATL—REERTEET,

m Options...: [Options] ¥ A 7RI Ry 7 AR RLET, ZOXATRT Ry T A
3, SRR EEEZRET S ICER LET,

m Exit: KMS Manager GUI ## T L £7,
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View] A =a1—

=- KMS Manager
System | Wiew Help

&

Refresh F5

Connect Gave Repark,.. CerH+S

m Select Al Chel+54

Sark By, .. Ckr|+E

[+ ke Groups

[+ Agents

[+~ Transfer Partners
-Draka Unik: Lisk
-Backup Lisk

SImpork 1.0 Keys
=] Systerm Management

- pudit Event Lisk

- K Lisk

- User Lisk

- Role Lisk

- Sike Lisk

- SRMP Manager Lisk
- [ey Transfer Public ey Lisk
- Syskem Dump

- Syskemn Time

H- Securiby

- Local Configurakion

View] A=—a—DA T3>
m Refresh: Him% HFE T LET,

[Save Report) Z#fEH3 % L. fEED [List] BEONEL. KMS
Manager NETENTNDH VAT AT HFARNTZ 7 AL ELTH U r— R TEE

m Save Report...:

‘a—o

m Select All: TSelect All] ZBIRT 5 &

—aﬁo

[List] i@ FOT_XTOEENBRINE

m Sort By: [List] Hijfii LOHHADY X h&Y—RFLET, Ziud, VA FOFIRHL
27V v 7352 LERLETT,
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Help] *=a1—

=-KMS Manager
System  Wiew | Help

% . KM3 Manager Help... F1

Conneck  Disc

gbout KMS Manager. ..
B <=cure Information Management
- [ey Palicy Lisk

[#- Eey Groups

[+ Agents

[#- TransFer Partners

- Draka Unit Lisk

- Backup Lisk

- Impart 1,0 Kews

[=]- Sywskem Management

- fudit Event Lisk

- KM#& List

- Liser Lisk

- Role Lisk

- Sike Lisk

- SNMP Manager List

- [ey Transfer Public Kevy List
- Syskbern Dump

- Syskem Time

[+ Security

[#- Local Configuration
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Help] *=a—0A+ T3>

= KMS Manager Help...: KMS Manager D4 > 7 A '~ L7 D5 E AR TR L E
‘a—o

m About KMS Manager.... KMS Manager ® /38— 2 Ui #ds L OEEHEG @A R L

F9, TOXA TRy 7 AL DI,

< KM el About KMS Manager

Jystem Yiew Help

a3

Cannect  Disconnect

?

Help

Secure Information Management

- Key Policy Lisk
EI key Groups

ke Group List
fgent Assignment o ey

B- Agents

----- Agent: Lisk

key Group Assignment ta
[ Transfer Partners

----- Transfer Partner List

----- key Group Assignment to

----- Irpart Keys

- Diata Unit Lisk

- Backup List

- Import 1.0 Keys
System Management
- Budit Event List

- KM List

- User List

- Role List

- Sike List

- SMP Manager List
-y Transfer Public Key List
- System Dump

- ystern Time

[ Security

----- Security Parameters

E Cpre Security
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----- Transfer Partner Assignmer

it}

Tt

H b
fo Packom v Sar ik
K| LH

=1 | Key Policy List

Filker: IKey Py

Results in page: 1

Key Policy D&
MyteyPolicy

Detals. ., |

KM Manager Yersion Buld304
Locale: English (10.5.)

[Close] R4 v ZEIRLET,

Copyright € 2008 Sun Microsystems, Inc. All rights reserved,

Lnpublished - rights reserved under the Copyright Laws of the United States,
SUN PROPRIETARY/CONFIDENTIAL

113, Government Rights - Commercial software, Government users are
subject to the Sun Micrasystems, Inc, standard license agreement and
applicable provisions of the FAR and its supplements,

|Jse is subject to license terms,

This distribution may include materials develaped by third parties, Sun, Sun
Microsystems, the Sun logo and Solatis are trademarks of registered
trademarks of Sun Microsystems, Inc, in the 1.5, and other countries,

Copyright € 2003 Sun Microsystems, Inc, Tous droits réservés,

han publie - droits réservés selon la législation des Etats-Unis sur le droit
d'atewr,

Proprigté SUNJCONFIDENTIEL

Drnits du gouvernement: des Etats-Linis - logiciel commercial, Les droits des
utilisatewr du gouvernement des Etats-Unis sont soumis aux termes da la
licence standard Sun Microsystems et aw: conditions appliquées de la FAR et
de ces compléments,

L'utilisation est soumise aux termes de la Licence.

Cette distribution peut incure des éléments développés par des tiers,

Close

&

+

=Fresh| Resetl |=:| g | ek

Expott From | Allow Impart To

||

Trug
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Y—I)LIN—DRE
WDFIT. KMS O — SR 2 o OFB 25 LE .

e A

[Connectto KMA| A7 a0l Ry 7 A%ERLET, ZOXALT7al
Ry 7 AT, 777 A VERIRLTKMA ICERT D2 ENRTEET,

Connect
[Disconnect from KMA| # A4 7 uJ Ry 7 AR LET, ZOXAT 1
IRy 7 AT, KMA »HOUW %175 Z LN TEET,
Dizconnect
KMS OA > T A4 v~ VT DG EBRERRLET,
4
Help

Ya—thy bF—

Ya— My hER—2ATLL. EHEOa v e 1 BIOBETRIRTEET, KD
va— by bX=RMERSNTVET,

HAEDZEROY) Y B v Ctrl+X

BIEDEIR D =2 &7 — Ctrl+C

70T HR—=RFRONR% Ctrl+V
BAEDFEIRFK A > M=
B —

LR— 2o —hLy A Ctrl+S
MIRGFT DTDD KA
TRaIRy I ADER

AZa—T7Ot5SL—2%—

TARTCOA=Za2—THHIZDOWT, A=a—T 77 —FF—nN¥R—-—FrINTNE
T, T8I L —FX—%FRTHITE, At F—2HL7=FFITLET,
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T4 NIV TDRERE

Fo AL sNVTEFERT D E, KMS ICBT 23R ERE2MEcEEd, T4
VoL TOMHITEE T, Py IS ESERFTETERTEET, ROEBIELIT
Y EMWMTEET,

n BROZM

m F—U— FOME

n R5IOfEH

m BCRRE L= ~DBH)

s N7 ORI
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KMS Manager GUI O XE|

KMS Manager GUI (Zi%, RD 3 DDOXE AR H Y 97
m KMS FHEEY U —

n KMS & HHEAED L

m By valEEaS

KMS EEZMEY ) —XE

KMS EHEEY U —XE XEm oA MICH Y . 2 ZIi2id KMS O3 X COREMIENFE
RENET, ZTOVY—REIZEREINDIA T Vg T, B Y TohTWbr—Z
JGUTHEARY 4, ROFTIE, EX 2V T 4 —BEEANETTEHERERERENT

b\iTO

- ey Policy Lisk

[+ key Groups

[+ &gents

[#- Transfer Parkners
- [xaka Unik Lisk

- Backup Lisk

- Import 1.0 Keys
[=]- &ywskem Managenment

- udit Event Lisk

- KM Lisk

-~ User Lisk

- Ruole Lisk

- Sike Lisk

- SMMP Manager Lisk
- Key Transfer Public Kesy Lisk
- Syskern Dump

- awstem Time

[ Security

[~ Local Configuration
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KMS EEEEDFMHXE

BEY U —XEOL ML, KMS Manager O BFEEDOFEMXE TY, Z 2T, #E

NERINTZHAIC, TOBEBRINFZBIECSLE RV R—3x 2 FRRRINET, U

A RRFVZFRENTZHEHBICIE, 74V ZBEATEET, RIC, BEY Y —KET
[System Management] A ==—® [User List] A ==2—A 7"+ g U ZERLIZGED
[User List] Of& =L ET,

JRT=TE

System  Wiew Help

] e ?
Connect  Disconneck Help
= Secure Information Mz Lser List
§ eKey Palicy Lisk
Bl-key Groups Fiter: [User ID =l = =l Ll
[#- Agents
- Transfer Partners
-~ Data Unit Lisk | Use I Refresh | Reset | | = | e | =5 |
- Backup List
i -Import 1.0 Keys Results in page: & (last page)
[=]- Systern Management
. Audit Event List User I A | Diescription | Roles | Enabled | Failed Login Attempts |
KM List AUD Tesk User Auditor True 1}
3 all Tesk User Backup Operator, Compliance Officer, Operator, Security...  True o
= B test User Backup Operator True a
Role List [als] Tesk User Compliance Officer True [i}
- Site Lisk Op Tesk User Operatar True [i}
- SMMP Manager Lisl S0 Backup Operatar, Compliance Officer, Operatar, Security,.. | True u]
- Key Transfer Publi nancy Auditor True u]
.. Systern Dump wally night: shift janitor = Security OFficer True u]
- System Time
[#- Security
[#- Local Configuratiorn
. ﬂ Details. .. Create... Delste

12/21}2007 6:05:05 AM - Retrieve Security Parameters succeeded.
12/21}2007 6:05:09 AM - Retrieve Operations For Current User succeeded.
12/21}2007 6:05:09 AM - Session inactivity tirmeout: Disabled

12/21}2007 6:32:33 AM - List Ky Policies succeedad.

12/21/2007 6:39:46 AM - List Users succeaded,

L

|s@

| K

Connected 129.80.60.163
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tya VEREOSXE

BEY ) — X & BEOFEMXE O FTAE v va VEAw ZKE T, 2 223, &k
Dy arANYFDAZ n—)VA[RERY X PIRFRSNET,

-0l

System  View Help

?

Conmect  Disconneck Help

- Secure Infarmation Mz Lser List
- Ky Policy List

- Key Groups Filter: [User 1D j |= ﬂ I +
[#- Agents |
Refresh | Reset | | = | 22 | = |

[#- Transfer Partners
- Data Unit List |
- Backup List

. Import 1L.OKeys | Results in page: 8 (last page)
[=1- Systemn Managerment

. Budit Event List User ID & | Description | Roles | Enabled | Failed Login Attempts |
KM List AUD Test User Auditar True 1]
[ Al Test User Backup Operator, Compliance Officer, Operator, Security... | True i}
BO tesk User Backup Operator True u]

- Rale List [ule] Test User Compliance Officer True i]
- Site List op Test Llser Operator True il
- SHMP Manager Lisl S0 Backup Operator, Compliance Officer, Operator, Security,.. | True a
- Key Transfer Publi nancy Auditor True 1]
. Syskem Dump wally night shift janitor | Security Officer True i}
- System Time

[+ Security

[ Local Configuration

Details... Create... Delete

1 | B

122112007 6:05:08 AM - Connecting. ..

12{21/2007 £:05:08 AM - Connected to 129,80,60.163,

12/2112007 6:05:08 AM - Retrieve Security Parameters succeedead,
122112007 6:05:09 AM - Retrieve Operations For Current User succeeded,
12/2112007 6:05:09 AM - Session inactivity timeout: Disabled

1212112007 A:57:33 AM - List Kew Prliries sirreeded.

|SO Connected 129.80.60. 163

NG| KO S
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ART—AR R/IN—

B FEICHDH AT —Z ZAN—F, IROT 4 —)LV R TR SN TWET,
[ ]

A—HY—&: B/ L TWba—HYF—Da—HF—Z4nFERrENET, RITTRT
CIRGENNE EWERES i SCORNPESARaiES

ESUREE: HEOSEROIWENE RENE T, ROBHE T, Connected 28R &
Tb\iTo

s KMAIP 7 FLR: BBy hT—2 IP 7 RL AL H—5 v b KMA OARITRERS
nEJ,

KMA 128 L TV WEE . IRIEY 0 — L RIZZEAIZR D 7,

ol
System  View Help
?
Connect  Disconnedk Help
E| Secure Information Mz Lser List
i eKey Policy List
B-Key Groups Filter: |User ID =l - =l Ll
[+ Agents
[~ Transfer Partners
- Data Unit List | Refresh | Reset | | = | e | i |
- Backup List
i e Import 1.0 Keys Results in page: & (last page)
[=)- Systern Management
. Awdit Ewent List User ID A | Drescription | Foles | Enabled | Failed Login Attempts |
KMA List AUD Tesk User Auditar True 1]
5 All Test User Backup Operator, Compliance CFficer, Operator, Security... | True 0
2 B test User Backup Operataor True u]
- Role Lisk [uts] Test User Compliance Officer True il
- Sike List Op Test User Operator True il
- SHMP Manager Lisl S0 Backup Operator, Compliance CFficer, Operator, Security... | True i}
- Key TransFer Publi nancy Auditar True a
- System Dump wally night shift janitar = Security Officer True i}
- Swstem Time
[#]- Security
[#- Local Configuration
. _>| Details. .. Create... Delete

12}21/2007 6:05:08 &AM - Connected to 129.80.60.163.

12/21}2007 6:05:08 AM - Retrieve Security Parameters succeeded,
12/21}2007 £:05:09 AM - Retrieve Operations For Current User succeeded,
12/21}2007 6:05:09 AM - Session inactivity timeout: Disabled

12/21}2007 6:32:33 AM - List Key Policies succeeded,

12121 I20N7 A:39:4A AN - | isk | sers snrreeded.

L

50
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KMS Manager O B2, @O/ K LayR—3xr b3H 0 £3, 22 TiE, &
I R—F Y NZOWTEHBLET,

24 kL
BEEOZA MPRRRSNET,

Z4ILA
ﬁ§§%~%ﬁ%LT%—&N~1%74w&f%i¢oW@:yﬁ—iybﬁgi

F—TISAN): 74N ZABR AT 5T —7 Ve ELET,
T4V EBEHEaAVARRY IR 74 VFNMBEONR LR DT 40—V R LET,

T4V EEF1AVARRY IR 74N ZELICEAEND 7 4 VEHEF2IEE
LET, 74 VFEETIZ, KOELEBY TT,

LU =

LRV <>

LU REFV >

L/hEN <
KEWVDPEFELW >=
INEWVDEFEL <=

B4k ~

22

Z { LAk

J4LBE1ay bA—L B0l LTHEASh DA, £72137 4 47 F—0%
FOBBEE LTI ET,

TJq4FE2a A=) B—Dfis LTHERAENS D, £ 7 4 02 F—0%#
PHOK TMEE LCTHEASh £,

lUsel] R > FRENTWHB Y A M7 4 VXA LET,
Refresh:

CORA U ET ) I FTEHE, FRENTWBEY A IPRHEREINET, ZO#ET
X, AiElD TUse) F7-1% Reset] #AELIFICRIRENTZ 7 4 AV ZITHEH ST, Y
ARNOR—=VIIEFRINERA,

Reset:

CORZ )y 7T HE TRTOT 4 VZRHIBRS, RS TWDH U A b
Nty FESNTRADR—INERINET,

<
IORZEIY v ITHE VA NORPOS— VBB LET,
K
ZORGZ L EI Y v THE BIOR—VIIBBLET,
>y

CORZEIV v ITEHE ROSN—=VICBHLET,
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Results in Page:
BUEDN—VICR R TELHAMMERINET, VA MORBEOHAZFRRL T

LyaiE. [(last page)] MM ET, 1 X—VICFRT D REKRHEA KT,
[Options] # A 7 12 @ [Query Page Size] fECEZRINTNET,

FE-hEnd v a— Fo¥A [Query Page Sizel £V KEWEHIL, D ~—v
MERENET, Z7ANVEDFOHFERZ &7 Vv T hHE, XR=UHaBHTEE
—a’_‘e

J— bk
FIRMLEZZ Y v 7358, 207 4—/V FTURARMRY—FENET, HTHEEK
DOR—=UMHETH AL, BROLEN Y — FINTHL, IGT A5 N—UNiR
éﬂi‘g—o
Ayt—o
T _R=A 72— ZH#ET A A v —UNERINET, Zhik, [Database
View| VA MLHBLTEELET, RO A—R MREENET,
n HHUTXARNT VL ROEI R T —Ave—URRRINET,
Result limit exceeded. 10,000 results returned. Use a filter to
reduce the filter size.
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KMS Manager Y 72 bz 7DT7 A4 VR =)L

KMS Y7 hoxT7DT7 A AM=NERETAHIZIE, RO2OOF T arindHh
ij‘o

B TUAVANATAT T EANFETDT 4 L7 NI A~BEIL, T2 CETAREY 7
ANEEHLET,
s (Windows =—H%—p&) [0 77 LA0BMEHIBR] A ZBRLELET,

WThOEE S, ZOFIENTET T 5 L [Preparing Setup) 7V 4 > RUNKRRENE
To 69 X—VD [T A M NVUHORE T 2L TS,

EITAIRE D 7 1 ILDHEE
KMS Manager ¥ 7 k7 =7 %7 A VA M= T BI21F, RO TFIEEZEITLET,

1. Uninstall_Sun KMS Manager 7 4 L7 N ~B# LET, ZD7 4 L7 h UL KMS
Manager 231 A =L SNT=T 4 L7 FUDTIZHY £,

2. Windows ®%;#313 [Uninstall Sun KMS Manager| ZE1T7R[E7 7 A /L, Solaris D5
#1% TUninstall_Sun_KMS_Manager] F{TREE7 7 A L EZEEIL T, 71 X
~— VLB 2 AR LT,

BAVAR—ABIOT VA VA M= AT BT T UL STT A A b — /LB O YE
i3T5, [Preparing Setup) V4 RUNRERENTNET,

(70455 L0EMEHIER] OREE (Windows D H)

L TR&—F) o [&E) . Ay bO—WARL) OIEZZ Yy L, 7G5 4
DEMERIER) 22717V vy LES, [Ta7 7 LAoBMERIER] v KU
ForINET, KMSManager Y7 U =7 R U X MIRBFINTWRWESIE, U
A R&AZ =X LT Sun KMS Manager ##R L, [ZEHLHIBR A%
77 LET,

2. A VA P=AVBIUBT VA YA D=AT 0T T AL STT A A b=V O %
AT S5, [Preparing Setupl 7 14 > FURF/RSINTWET,

68 KMS 2.0 EHEHA F » 2008 £ 4 A Rev. A * 316030101



TFoADVAM—LREDET

KMS uninstall] A4 707 Ry 7 ANERIN, BIR LTSV r—rarbEzo0d
RTOWBEDHIBRZ R T EH kb nE T,

&) Uninstall Sun KMS Manager

Uninstall Sun KMS Manager
@l irutrn:ldl.u::til:ln Ahout to uninstall... :
¥ Uhine s

Sun KMS Managerversion 2.0.4.284

This will remove all features installed. [twill not remove files and
folders created after the installation.

e by Mac

Cancel Ereyjous

1. INext] A& U ZERL THefTT 50, [Cancel] ANHZ 2 &3 L CULERA H Ik
L., 7a7 7 L50EMEEIRR] v 12 R (Windows) £/2idv =7 w7 b
(Solaris) IZE Y £7°,

T - R T s A VRIS EE A,

2. T oA VA N—VILBENRSE T35 &, [Uninstall Complete] 7 1 > RURERIH
#£9, [Finish) R¥ U@L T, 2OV RUEBHLES, 2OV Uk
PACT, a7 7 20BMEHIR] U1 KU (Windows) £72idy =L 7w
k (Solaris) IZE Y £,
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[System] A= a1—NDFEAEE

ZOFETIEL, KMS Manager #ffi ] L T KMA (287 25 FIEICOWTEH LA L E
T, F£7z. [System] A==2—DZTDOMOAT v a v E2FEHTLHFIICONTHEAL

i‘é—o

95 RAINDES

BE - KMA (CHFT BAIC, 1 DU ED2 I 22T 077 A ABHF(EL, KMA ET
S R R LA LI < LB S ) £

Z OffiTiX, KMS Manager #{#H L T KMA 28565 2 FIEICOWTHBI L £, 1%
LT KMA IZHRT 25813, RIS FAZ2 T 077 A Ve ERT 2ULENDH Y
To THUBE, fBRLIZZ FAZT a7 7 A EMA LT, KMA IR TE 5 85
2720 £9, KMS Manager I%, 7 7 A ¥ 707 7 A LVOIEREMEH LT, 7 7 A ¥
(KMA TP 7 KL 2) & OilfE %0k LET,

HSZRBTAT7AILDIERK

U TARTT 7 A NEERT DI2E, ROFIEZETLET,

1. [System] A ==—7»"5 [Connect] ZIERNT 57, TV —A/ =D
Z@®INLE 7, [Connectto Cluster] ¥ A 7R 7Ry 7 ANRFRINET, BHFED
T 7y ANND DHEAEIL. [Cluster Name| 74—/ K& [IP Address] 7 4 —/b
RiZ, 7R 70T77ANV4EEZDIP T RUARKRRINET,

Connect
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9SRATOT7AILDERK

x
Iser ID: || | Conneck I
Passphrase: I Cancel |
Cluster Mame: Isudl:uury j Mew Cluster Profile.. . |

Member ks |129.BD.6I:I.1E~3 i sudburykmna) j Delete Cluster Profile |

Refresh KMas |

2. [New Cluster Profile] "% %8R L F£F, [Create Cluster Profile] #1471/
RNy 7 ARFRENET,

Create Cluster Profile x|
Cluster Mame: I (4 I

Initial IP Address ar Hast Rame: I Zancel

3. RDNFGA—=FZHRHELET,
Cluster Name

7 TABT 0T AN —EI#A T e A L ET,
Initial IP Address or Host Name

Bido b, T TAXNOERND KMA OV —E A%y hU—27 IP 7 KL A
FIIFANGEATILET, B LTERTLIXR Y hT—21%, KMS
Manager WETENTNDH AL Ea—H AT ANED LS 2y MU — 7 ITHE
SHTWVANCE-oTREY £,

E - TRETR Ty ANIE, VTR R EMNGLELTEY, T—Y 2 FOTRT
D2—P—NZINEFHTE D720, 1 HMERT DT THERET, 20HDD7 T AKX
ERENLIZYD, BIEDI TAZRNIZHITRXTOKMA OIP 7 RLAEEFE LEHE
WZnED, BlOr T 227077 A NVOEMRPLEIZR) £,

4. TOK] A& %R L E£9, [Connectto Cluster] A7 2Ry 7 ANFRE
N AR LI S RF 707 7 A LOIERIRENET,
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ISRATOT7AILDER

x
Izer I ISO | Conneck I
Passphrase: I Zancel |
Clusker Mame: Isuu:ll:uury j Mew Cluster Profile... |

Member kMas: |129.ED.E~D.163 isudburykma) j Delete Cluster Profile |

Refresh KMas |

5. RDO/NTG A —2%5%E L., [Connect] RN ZEINLET,
User ID

fRE &7z KMA It T 2 2 —F— D4R AT 570, 713 EA O QuickStart
WBRE AT L7 d S 12T Lo T KMA 28T 25 A1%. QuickStart O LB I {ERL
ENexXa VT —BHEHOLRIZEADLET,

Passphrase

BN L2 —HF—D 27 L—X2 AN LET,
Cluster Name

B0 7 7 AZ ZBIRL £,
Member KMAs

ZDU T AN E 8D KMA @R E7,

F - DR — =R AR LT HE T DT T AX b5 KMA 1%,

Member KMAs] VU A2 MZidFERrENEEA, VA MNEEHTHITIE, 22—V —4 &
AT V=X AN L, 7722 Ta7 74 V%EERL T [Refresh KMAs] R¥ %
N L E T,

FE-_KMAIZLE-T, 2—HF—1ID &2 7 L—IXPHAFEINET, EIN D KMA
IP7 RLADY A KL, 7I7AZT a7 7 A VOAERICHER I, mA MIBHEINE
9, KAl —H =2 KMA I8 285801, 22—V =4 2T L =X AL, 7
FGAZTa Ty AN ERELTKMA 2 #IRTE £,

6. BEREN LN T B & KMS Manager GUL D AT — X A/N— |2, a—HF—Z LA )T
2. KMA OH:{RHE (Connected). 35 X0 KMA o IP 7 KL 223 40r S ET,
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9SRATOT7AILDERK

[@kvsManager =1oix|
System  Wiew Help
& 2 ?
Connect  Disconneck Help
-
=)~ Key Groups
Key Group Lisk
Agent Assignment bo Key Groups
Transfer Partner Assignment to Key Gro
[=)- Agents
. Agertt List
Key Group Assignment ko Agents
= Transfer Partners
Transfer Partner List
Key Group Assignment ko Transfer Parkr
Impoart Keys
- Daka Unit List
- Backup List
- Import 1.0 Keys
Syskem Management
- fudit Event Lisk
- KMA Lisk
- User Lisk
- Role List
- Site List
- SMMP Manager List
- Key Transfer Public Key List
- System Durnp —
- System Time
[=]- Security
i Security Parameters
Core Security
Core Security Public Key -
i | of
12/21}2007 7:06:22 AM - Connecting. .. d
12/21/2007 7:06:22 AM - Connected to 129.80.60.163 (sudburykma),
12/21/2007 7:06:22 AM - Retrieve Security Parameters succeaded,
12212007 7:06:22 AM - Retrieve Operations For Current User succeeded.
12[21}2007 7:06:22 AM - Session inactivity timeout: Disabled —
|5 |connected |129.80.60.163 (sudburykma) 4

7. 21T, KMS Manager #fiHl L CS ESERIBELFITTE DL OICRY £7, &
EFSERA VD=V TETTELHRIECHONTIE, H 5

<IN,

B 9R A BT

7 - KMA EHEEOY ) —KEICERRSNDH A7 1E, m— A OEI) BT L - TR

AN/ S
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SR TO07 74 ILDHIKR

HSRFZTAT7AILDHEIER

2 TAZTnT 7 A NVEHIRT 2123, ROFIEZETLET,

1. TConnect to Cluster] #A 7 v 7 AT, [Cluster Name] 7 4 —/v KOHED
TREVEZZEIRLUTHIBRT 27 72X 707 7 AV E#RIHF R L, [Delete Cluster
Profile|] R# %N L FE$, [Delete Cluster Profile|] %A 7 1 7R v 7 AINFER
S, BRLIZZ TAZ 707 7 A VOBIROMRNRD ET,

KMS Manager El

Are you sure vou want ko delete the Cluster Profile "sudbury"?

Yes I Mo |

2. [Yes|] REZVEJIRLT, a7 7 A NVEHIBRLET, 77 RZ T 0757 A L0
X2, [Connect to Cluster] ¥4 7 a2/ ARy 7 AR 7,

KMA 75 5 D Y i

KMA 7584 21213, RO FNEZFEITLET,
1. [System] #A==—7»5 [Disconnect] #i®iRT 57, /LY — N "—D

2
Discomect| 27 V) w7 LEF, KMA BLUKMS 7 T 2 Z b7 HIcl S E

T, By varEREn Z7XEIC, KMA OOl L RS R RSN ET,
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INRITL—XDER

INAITL—XDEE

F - Ama—F TV aE, 2= =BT T AV EFEHLTKMA IZERES
TWAHEEIZOHEHFRETT,

ZOMEEFRTLHE, 2=V ZAHDORRT L —XEERETXET, ZOMHEEEI
Lo T, 22—V —DHEDFRAENENN /2D Liddb A,

HERIN TN L2 —Y—DNRT L—X2EET 5I12iF, ROFIREZETLET,

1. [System] A==—7"%, T[Change Passphrase...] #&R L %7, [Change
Passphrase] ¥ A 7 0 VR y 7 ANFRENET,

Change Passphrase x|

2ld Passphrase: I

Mew Passphrase: I

Zonfirm Mew Passphrase: I

SayE I Cance|

2. WONTA—=2&F&EL, TOK) R¥rZ@RLET,
Old Passphrase
2—PF—DBEDNRZA T L —X 5 AT LUET,
New Passphrase
2= —DF LR T L —XE AT LET,
Confirm New Passphrase
[FCAR2A7 L=z AN LET,

3. by varEAr FKEIC, 2= —DNAT L —AEEHE LIHREZRT A v E—
UNFIRSNET,
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BREREEDEE

BREXEIEDTEE
HERGER EME 2 FRE T D 121d, ROFIMEEZFATLET,

1. [System] A==—»5, [Options...] #ERLEJ, [Options] ¥A 71
Ry 7 AREREN, BUEOHREEMP RSN ET,

options x|

Cornrmunication Tirmeout: seconds
Cuery Page Size: IED records

¥ Display Dates in Local Time Zone

SEYE I Cancel

2. MELZIGE U T, RONRT A —Z&EHR L, [Save] R¥ U ZHEIRLET,
Communication Timeout

P SN T D KMA EDEEOZ A 27 v MR (DEAD) 2 A LET, BEL
2B A LT T MEBSTEET 5 % TIZ KMA 2EE L7204 1E, KMS Manager (2
Lo THEN B E T, R/MET 1. KREIZ60 T, 774/ ME 15 TT,

Query Page Size

B, ¥4 70l FLFEHA) XA FNERRT LA T IOL TR RIS, H
HOBRKEBEEANLEST, ~=Y o7 2fl+2L, HAKRZOHRIREY b0
AN eFoRTEEY, B/MEE 1, RAMEIZX 1000 T, 77 40 & 20 T

Display Dates in Local Time Zone

UTC Ti372 <. KMS Manager BN FETSN TN DO R—H AT DI A LY — 2 TF
NRTCOHRERRTIHEIE. ZOF 2y 7Ry 7 AZRIRLET, 77 4/L F T
BIRSNTWET, ROMHERA v E—IUDRRRINET,

KMS Manager El

The communication timeout option will take effect at the start of the next session,
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KMS Manager D& T

KMS Manager D& T

KMS Manager zZ#& 74 2121%, ROFIEEZFETLET,

1. [System] A==—7/»b [Exit] ZBRT L5 E2BZFA b= X zr )
7 L£3, KMS Manager 23 L. Windows D7 27 kv FIZRY £7,

2. KMS Manager 23 #:ft SV TV D568 1E, HERiia 722 bl L TR T LE,
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&
o
10

X T —EFTEDIRE

X2 VT —HIETE, X274 —RE, =2 —F—, A~ BLOERES— |

FoEEEMLET, ZOWTE, ROEAICOVTHII LET,

n EF 2T I B ARG SN EATTE HRE, DR —
PED U THORNTOBHAE, ZOr— V2RI 5 FIBCONT, YT 55D
LTI EEW,

n BT AR— T AT N R EITERICT D TFIE,
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X2 TFs—EHEEEQO—IL

X TF—FEFEEFEO—I

TF VT —HEEIE, B KMA, 22— — FA b fRmES— ) BLUY

AT LDSFEIEREF 2V T 4 —ORHZEHRLTE ET,

Secure Information Managemenk
ke Policy Lisk

EI Keyw Groups

- ke Garoup Lisk

- Agent Assignment to Key G

- Transfer Partner Assignmer

[=]- Agenks

- Agent Lisk

- Ky Group Assignrnent bo A

[=]- Transfer Partners

- Transfer Partner Lisk

- Ky Group Assignrnent to Tr

- Imnpott Kevs

- Draka nik Lisk

- Backup Lisk

- Impork 1.0 Keys

Syskern Management

- fudit Event Lisk

- KM Lisk

- User Lisk

- Role Lisk

- Sike Lisk

- SMMP Manager Lisk

- Syskern Durnp

- Syskern Time

[=]- Security

Security Pararneters

80 KMS2.0 EHEHA F » 2008 F 4 A

Fs
—

- Key Transfer Public Key Lisk

El Care Security
Barlim T arm Sam ik il
T
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TKMA List] #=a—

[KMA List] *=a1—

[KMA List] A=a—F7 a2l T5L, WOBEEZITH) Z LN TEET,
s KMA OFR
KMA D1ER
KMA DI #®OEH
KMA DI

El Syskern Management

- fudit Event Lisk

BB K10, Lisk

- User Lisk

- Role Lisk

- 5ite Lisk

- SMMP Manager Lisk

- Key Transfer Public Key Lisk

- Syskern Durmnp

- Syskern Time

[=]- Security

Security Pararneters

El Care Security
Core Security Public
Backup Core Securit
key Split Configurat
. Autamomaous Unlack

[#- Lacal Configurakian
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IKMA List] #=a2—

KMA D3R

KMA Z3&R9 51213, ROFIEZEITLET,
[System Management] A ==—2"5H, [KMA List] ##RL£7, [KMA List) [

HAFRSNET,

K14 List

Filter: |KMA Name j |=

o | =
| Usel ReFreshl Resetl |=:| {ﬂ:l :=:=|

Results in page: 1 (last page)

KM& Mame & | kG 1D | Description | Sike ID | Management Metwork Address | Service Network Address | Wersion
sudburykma  FDACTEZ0B1491050 129.80.60.163 129.80.60, 163 Buildz4=
| | i

Details. .. | Create... | Delete |

Fe B R—= AR 27 T — VT EH), RONTNNDOF—TKMA U MNIT 4 L&
ZWMATAZ L TEET,

m KMA Name
s KMA ID

m Description
m Site ID

m Management Network Address

m Service Network Address

m Version

m Failed Login Attempts

m Responding

m Response Time

m Replication Lag Size

m Key Pool Ready
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TKMA List] #=a—

m Enrolled

FRENTWD KMA U R MIT7 4 VEERATHIZIE, Usel R¥UEMFHLE
—aﬁo

WIZ, 74— REZOFHAZRLET,

Filter:

KMA ~®D 7 =) —DfERICT AN Z AT HT-DIHEHTES 7 40—V RBFR
ShEd, RIRTEEERDY £,

KMA Name

Description

Site ID

Management Network Address
Service Network Address
Version

Failed Login Attempts
Enrolled

TALEBEEFRY IR

TRARZ 227Uy 7 L, BERZANZHEFELERLET, RITFTHEAERY
ij‘o

L =
LRV <>
L KREWV >
LI <
RKEWVDELW >=
INEWVDE L <=
BH4G ~
724
Ze [ LAk
T4ILAE1RY Y R:
DT 44—V RIEEATLET,
Use:
TORZLEI ) v ITHE FRENTWDEI A M T VEZREHENET,
Refresh:
CORELEIZ VI THE, UANRFERRINET,
Reset:

ZORZHI ) I THE TRTOT 4 VERHEIBRIS I, TAION—VIZR ST
URASDBERSNET,

<

SORELEIY v FHE VA PORHOR-VRERSNET,
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IKMA List] #=a2—

«
COREZHE IV ITHE, BION—JICBELET,
>>

COREHRI Y I THE, ROX—=VICBELET,
Results in Page:

[Options) # A 7w 2Ry 7 ZAD [Query Page Size] 7 4 —/V RTREL 1 —
VHLZY DL a— RERFRRSNET,

KMA Name

7 7 AZNOH KMA Zilkill ¥ 2 22— —fEDOWAFRERRENET,
KMA ID

KMA %32 —B D A7 ARG TR FR S ET,
Description

KMA OB RS ET,
Site ID

KMA 234 594 hAVRESNET,
Management Network Address
EHXy hU—27 TOKMA O IP 7 RUARFRINET,
Service Network Address
P—EAFXy hT—27 TOKMA O —EAFy hT—2 7 RLARKRENET,
Version
KMA Y7 b =T ONR—V 3 VESHRFERINET,
Failed Login Attempts
07 A AR LT BN RS SILET,
Responding
KMA 2EHEF2E S AR ENET, True £721% False DEZELYD £ 77,
Response Time
KMA BERIISET 2 £ TORMA I Y BHEATRREINET,
Replication Lag Size
BRIZFEL T L EHORNRRINET,
Key Pool Ready
fEHATREZR REN W Y COFED R~k T —URERINET,
Enrolled
KMA 2SNBMENTWAD 2 E Iy, 2L KMA 237 F AXIZEFIZe 7 A LT
ZME IR ENET, True F7213 False DEAZIY £,
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TKMA List] #=a—

KMA Z1ERT 53834 1%. [Create] A& AR L4, M. 82— [KMA
DIERL ] 2L TLEE0,

KMA O # R R ELIIETE T 85561, £D KMA 23F3% R L C [Details] K #
UEEINLUFET, FEMIT. 88 X—T D [KMA OFMOFRBIOLEF] 2R L TL
7ZEW,

KMA Z 8T 238481, Delete] A& AT L ET, FMIZ. 90 ~—2 D [KMA
DOHIBR] Z#ZL T 7ZEN,

KMA OBk

KMA Z1ERRT 5121, ROTFIEEZFEITLET,

1. TKMA List] ®fi ., [Create] "% ZEIRLEJ., [Create KMA] # A7/
Ry 7 ANRFREN, [General] ¥ T MNT 7T 4 77> TVET,

Create KMA |

General | Passphrase I

KA Mame: I |
Description: I
Sike I IF‘Iease Select a Site j

Save I Cancel |

2. WONRFTA=ZEFELET,
[General] % 7
KMA Name
77 AZNO KMA & —EISHAT 52 AN LES, ZOMEIT. 1~ 64 LFTH
ETEET,
Description
KMA % —EIZHAT 22 AN LET, ZOfEIE, 1~ 64 LFTHETEET,
Site ID
TREKRZ > E27 Vw7 L, KMADWRRBRT DA FEBIRLET, 207 4 —V RIiZ
B ATRE T,

3. [Passphrase] %7 ZPH& £,
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IKMA List] #=a2—

Create KMA x|

General Passphrase I

Enter Passphrase; I

Confirm Passphrase; I

Save Cancel

4 WONRTA—2%EHEL, [Savel RHZ U HERLET,
Enter Passphrase

ZDa—YP—DNRAT7 L —X% AT LET, R/PCTFHIT 8 UF, I RCTFHUT 64
XETT, T 740 MEE 8 T,

NRAT L —AOFME, kD EBY TT,

a 2T L—X 2, a—PF—D KMA L EEHRNTL EEN,
n AT U—RIZIE, KT, DT, BB, ISR ST O 4 DO LTFT T A
DHIHL3OEMEHTILERHD £,

i PTEE 72 R ST, (RO E BV T,
Cl@ESW A& () -_ =+ 1IN T <>, /2
n X7 AT EOHIETIIERATE A,

SE = SRT L XOBUNCTRO B E LTS B IEICONTIE, 148 ~—V0 [+
Fal T4 —"TA—SOER] ZBRL TN,

Confirm Passphrase
lEnter Passphrase] 7 4 —/L FICAS L7fEE R CEZ A LET,

5. KMA L a— RN TF—F _R—=2|TBEMEi, O hU A TKMA List) il FRmx
EhEd,
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IKMA List] A =a1—

K4 List

Filker:  [KMA Mame j |= j I

B

| Lise | Refresh | Reset | | = | L4 | = |
Resulks in page: 1 {last page)
KA Marne .é\.l KA 1D | Description | Site ID | Management Metwark Address | Service Metwork Address | ‘ersio
sudburykms  372FCS113EG7FOAS 129.80.60.163 Euildz
Create KMA * x|
General |Passphrase I
KA Mame: I stkkms
Descripkion: I
Sike 10t HLouisville
Sawve I
< i

Details. .. | Create, .. | Delete |

6. fER L7= KMA T QuickStart 7’12 77 5% 3T L, KMA N7 T AZIIHBINTE B &
HZLET, 7 FREZA~OBMOFNEIZAHNTIE, 37 =D [BEFED T T A K~

DBM) ZZRLTTES 0,
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IKMA List] #=a2—

KMA OFHDERTE I UVER

F - X2 )T —HEEUS O 2= =8 KMA OFEMIEHRZ R 3T 25813,

[Save] RZ v ZE&TeT X TDT 4 — /)L RAMEHARANCAR Y 9,

KMA Oz AHE 35121, ROFIAZFEITLET,
[KMA List] W<, FMERZETFTILKMA L NV EXTAT ) v oT5

1.

General | Passphrase I

KMA ID:

KM& Mame:

Description:

Site IC:

Management Metwork Address:
Service MNetwork Address:
Wersion:

Failed Login Attempts:
Responding:

Response Time:
Replication Lag Size:
Ready Keys:

Generated Keys:

kKey Pool Ready:

Enralled:

KMA Details

M ELIFKMA =2 b Y 2R R LT Details] R& U &2&IRLET,
Details] WENERIINLET,

'KMA

X

I FORCTEZ0E1491 050

I sudburykma

| 129.50.60.163

| 129.50.60.163

| Buildz44

|n

I True

millizeconds

o

Cancel

2.

[General] # 7T, WDT7 4 —V F&EEFELET,
m Description
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TKMA List] #=a—

m Site ID

Passphrase| # 7 #Bl &, IRONTA—=FEZEHLET,
m Passphrase

m Confirm Passphrase (F] U/NA 7 L— X4 AT))

4. #T LB, [Save] RHE 2R L EF, 7 —FX—AND KMA L a— FREH
éniﬁ—o

KMA D/XX T L—XDEETE

F - KMA IZHR SN TV ARWEARIZ, KMA OAT7 L — X% ER T £,

LW T AZEERTDBEE, LW 7 AZDOERICHER SN D KMA 12k, 7
B RIp/NAT L—ANEHENZEI D B CToHNnET, FEHEOHIRIINIZ L > T, KMA
NEEKDOIEHAEL 7 T A ZHNOHID KMA 7 HHIET 2 0END DA, 2 DOERE
PHERALT, 27 L —XZBEMOEIZHRE LET,

KMA O/RAT7 L —RXEFJRET HIZIE. RO FNEIZHENFET,

1. TKMA List] Wi T, KMA = bV EXTA7 Y v 7350, £72E KMA = |k
U Z 5l #e " L C [Details] AN& 3R L E7, [KMA Details] #1717 48y
7 ANFREI, [General] # 73T 77 4 7> TWET,

Passphrase| # 7 ZBi&, IRDONTFA—ZZEHLET,

m Passphrase

m Confirm Passphrase ([f] L/3 A 7 L— X & F A J))
3. [Save] W&V ZBRL T, BENFZRFLES, KMA OFT —F_—Z=x b
PEESNET,

4. oV —LEERALT, RATZL—ANEHEINZ KMA T, KMA 27 2% |Cna
TA T HHEREZBIRLET, BEr A 7T5F T, KMA X7 7 AZ Li@ETx
FHA,

N
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IKMA List] #=a2—

KMA D HI xR

EE - KMA #HIRT 280z, =Y —1® [Shutdown KMA] ¥EEZHH L T,
KMA 24774 NZTHR0ERDYET, KMA 24774 T LTENPRNE,
KMA 137 T AN THEBE Lt C, =— V=0 b ea—P—i2 THWF#R] 2%EL
jETO

B, Zoavr RiE, Z77AX20PBEEOH D KMA #HIRT 2HEICOREH SN
F9, 2L, HHLEL o7 KMA ZHIBRTA-0IHESNDI ZEbH D £,
Lol 20X 7B, 2/ —1® Reset KMA| e uibtr v a v %
EHT 28O LET, ZOBEEX. 772405 KMA ZHIBRL, A LZ&<
ol KMA OF 4 A7 LT RTCOEREZRICHELE T,

HIBR L7 KMA %7 7 A ZICHESINESE 2581, KMA 2 H6aFEOT 7 40 Mz
v F L. QuickStart 70 77 A A7 a2 BRIRTHIMLERH D 9,

DX FvarvEFEATALE, BX2 YT o —FHEHEZ, FEHL TV KMA ZHIBR
TEET,

KMA ZHIBrR7T 2121, WO FIEEFEITLET,

1. TKMA List] M. HIRT % KMA Zi8iH#7R LT Delete] A% ZEIR L E
T, RO L DT, BIRL7Z KMA OHIBRZIHERTLHIXA TRy 7 ANERINE
—a’-‘o

KMS Manager El

Are vou sure you wank to delete the KA "stkkms"?

Yes I Mo |

2. [Yes|] A& %#FTIRLT, KMA ZHIFRLET, BIERRL TS KMA 2BHIFRS
L, TKMA List] MmIZREY £9, £z, 20O KMA [ZB#EM T LN THT, 20
MoEETIIMEHINL T RN N LT _THIBRENE T,
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lUserList] # =a1—

[UserList] * =—a1—

[User List] A=a—A7varaldse, WOBIELIT) Z LR TEET,
m 22—V —DFR

n o —HF—DERK

n RO —F—IFROLEHE

n BEFEO 2 —HF—DHIER

El Syskem Management
- Audit Event Lisk
- KM Lisk

- Ruole Lisk

- Site Lisk

- SMMP Manager Lisk

- Key Transfer Public Key List
- ayskern Dump

- System Time
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lUser List] A —=a1—

A—HY—0DFRT~
22— —%FRT DI, WOFEEZEITLET,
[User List] Z3#RL F9,

[System Management] A ==—/nb, User List) [

DERRINET,
User Lisk
Filter: |User 1D =l = =l + |
| Use: Refresh | Reset | | = | £ | 0 |
Results in page: & {last page)
User I M I Description | Roles I Enabled I Failed Login Atker
ALID Test User Auditar True 0
All Tesk User Backup Operator, Compliance Officer, Operator, Security,.,  True 0
B tesk Lser Backup Operakor True ]
[ala] Test User Compliance Officer True 0
op Test User Operator True ]
S0 Backup Operator, Compliance Officer, Operator, Security.,,  True 0
nancy Auditor True 0
wally night shift janitor = Security Officer True 0
| o
Details, .. | Create, . | Delete |

92 KMS 2.0 EEHA F » 2008 F 4 A

T—HR=ABEERAT B —LTHh, KONWTRNPOF—T2—HF—U X M7 4V
FEEHTHZELTEETS,

m User ID

m Description

m Roles

m Enabled
m Failed Login Attempts

RRENTWL2—HF =V X M7 4 M F BT 2121, TUse] R¥ U ZMHLE

R
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lUserList] # =a1—

WIS, 74— REFOHBAEZRLET,

Filter:
KMA ~®O 7 ) —OFERIZT A NV Z 2 AT HDIEHTE D 7 0 — /L RIRER
SNET, WITRTEEZIT £,

User ID

Description

Enabled

Failed Login Attempts

TALEBEEFRY IR

TRARZ 22Uy 7 L, BERZANVEZHEFELERLET, RITFTHEAERY
E3

AL =
LRV <>
L REW >
LI <
RKEWVDELW >=
INSWVDELLY <=
BH4G ~
724
Ze [ LAk
T4ILABE1RY D R:
DT 44—V RIEEATLET,
Use:
TORZLEI) v ITHE FRENTHWDEI A M T VEZREHENET,
Refresh:
CORELEIZ YV ITHE, UANREFERRINET,
Reset:

CORZ w7V w7 THE TRTOT 4IRS, BPIDON—VIZRE-T
URAMPRFRSNET,

<

SORELEIY v FHE YA MDD URERSNET,

TOREZLEIV I THE, BION—IICBEILET,

>

ZORBE BRIV I TDHE RORX=VIZBELET,
Results in Page:

[Options| #4717 ARy 7 A0 [Query Page Size] 7 4 —/V RTHRELL 1 X—
PHILY DL a— FERFERSNET,
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lUser List] A —=a1—

User ID

77 AZNOK{L—F—ZiBT 2 —BOMAFrFRShET, il
[—H—4 ] LT ET,

Description
=P —DFAN R EIET,
Roles

2= —DtFXa VT 4—ua—LDOU R REREINET, B—NITEH-T, 22—
P—lF S EIERBEEFEITTEET,

Enabled

=P —DRAT —F APRENET, True F721% False DIEZHY £,
Failed Login Attempts

a7 A AR LB R ENET,

a2 —P—ZVERT DAL, [Create)] A¥ U ZEN L E 4, ZFHEMIT, 95 X—TD
[—f— @WWJ%ﬂ%LT<EéwO

=P —DOFMELELT 295G, £Oa—F—%2@Fi#RR LT Details] RNF %
WLET, FFMIE, 97 X—=VD T2—F—DFHMORRBLIOLE ] 2ZHL TS
Uy,

=P —ZHIBRT 55 51%. Delete)] NF U ZEIRL £, ML, 99 X—TD
[ —F — DR %ﬁﬁﬂb’(< =12

=P —DNAT L —XFEFFEAE, HO2WEFOmENEFRLEN TV E5EA. &
Fa )T 4 —BHEHIT, 2= —DRRAT L —XZRETEET, 2—F—DR 7
L—RXEBRETHFMEIZONTIE, 98 2=V D [2—F—DR2T7 L —XDORE] &5
LT ZEN,

Flo, 2=V —DRHFDONRR T L —X2ETTHZ L TEET, FIHIZOWTIE, 76
N [NRZAT L —XOEF] 2B LTL &N,
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A—H—DERL

A—P—Z AT DIIE, ROFIREZFATLET,

1. [User List) & T.
Ry 7 ARFREN,

Create User

aeneral I Passphrase I

User ID:

Description: I

Roles:

™ auditar

[ Backup Operatar
[ Compliance Officer
| Operatar

[ Security Officer

lUser List] A —=a—

[Create] A% % HEIRN L *+, [Create User] #A 711/
[General] ¥ 7MW T7 77 4 727> TWET,

Ed

Save

Cancel

2. WDNTG A—=ZERELET,

[General] &7
User ID

a—P—% —FITH T SEEAN LET, ZOfEIT, 1~ 64 XFTHETE X

D

Description

AP AT HEE AN LET, O, 1~ 64 LFTIHRETE £,

Roles

S ET B L ORIC B BT = v 7 Ry 7 AR LET,

316030101 » Rev. A
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lUser List] A —=a1—

[Passphrase] # 7
3. [Passphrase] # 7 #PH& £,

x

General Passphrase |

Enkter Passphrase; I

Confirm Passphrase: I

Save Zancel

4. WDONNTA—FEFHELET,
Enter Passphrase

ZD2Z—YF—DNRRAT L =X AN LET, B/ACTHEIT 8 LT, mARLTHIT 64
XETT, F 740 MEL 8 T,

IRAT L—ZXOBEMIL, kDO EBY TT,

m 27 L =X, a—PF—Da—HF—1ID ZEDRNTLEFE N,
n AT LRI, KICFE, DXF, BB, ISR ST O 4 DO LTFT T A
DH>H 3 OEMEHTHILERHY £,

i PTEE 7R RF R ST, RO EB Y T,
Cl@#SW% A& () -_ =+ 1IN 7 <>, /2
n X7, WATR EOHIESTIIEAHTE EEA,

X - RRT L — ROB/NCFEOEM A EE T B HIECOWTIE, 148 X—Y 0 [k
X2 VT4 —NRIA—FZDOEE | #BBLTIIEE,

Confirm Passphrase
lEnter Passphrase] 7 4 —/L FIZAN L7fEL F CMEEZAT LET,

5. [Save| RZ v EHBER L F9, 2~V —La— R FRF—Z_X—2ZBMENET, &
LW —4—28 [User List] ICERINET,
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lUserList] # =a1—

A—H—DHEMBORTELIVER

F-BlE /A LT bR VT —EHEEIL, BHOLa—RE2EFRTEEHE
/\/O

=Y —IEFRELT T HI20F, ROFEEZETLET,
1. [Users List] BT, FMEHREFRRTD2—V—2 LTV 7V v 7T, iz
Ta—P—1L a— FEAFK R LT [Details] A% & EIRLEJ, [User

Details] HHEAFR TSI, [Save] R & Eted _XTD 7 44—/ RMERA AN
o TWVET,

User Details x|

zeneral | Passphrase I

ser ID: ISO
Descripkion: I |
Foles: [T muditar

¥ | Backup Operatar

¥ | Compliance Officer

¥ Dperator

¥ | Security, Officer
Flags: ¥ Enabled

Failed Login Attempts: IEI

Save I Cancel

2. [General] #7 T, WDONTA—F&BEELET,
m User ID

m Description
m Roles

m Flags - Enabled

m Failed Login Attempts

[Failed Login Attempts| 7 ¢ —/L FIZI&, v 27 A KRELZBEEAFRRSNET,

[Passphrase| ¥ 7 #[HE, IRO/NT A =X EIEH L ET,
m Passphrase

W

m Confirm Passphrase

4 & T L=, [Save] RAVEBIRLET, T—H_X—ARNDO2—P— 1L a— FNE
FEhET,
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lUser List] A —=a1—

A—H—DINRTL—XDHFE

=P DA77 L —XAFEFFEAE, HIWIEEOFFNEFRLEINTWD & Bbh
HEAE. EX 2V T4 —BEHIT, 2V —DRRAT L — X FBETEET, 2—PF—
DHLWASRAT L —XEFEHALTKMA IR o356, T LUWVEEAERER SN E
—aﬁo

A—P—DNRAT L= ERET DI, KOFIEEZFATLET,

1. [User List] BT, RAT7 L —RERET D=V =L T NI Vv r7T50 F
i —HW—ZiRiHFE R LT (Details)] A¥ v Z&EINLET,

2. [TUser Details] Hi[fiA & <S4 £7, [Passphrase] ¥ 7 ZBi& £,

User Details X|

General Passphrase |

Enter Passphrase; I

Confirm Passphrase: I

Save Cancel

3. [Enter Passphrase] 7 4 —/L RC, 2—H =7 B0 FOIEERICEX =2 U T 1 —
BELHICE - TEV Y TCONERRAT L= A LET,

4. TConfirm Passphrase] 7 4 —/V FIZ, Fli 3 TAN LIl R CEAATILET,
=P =L a—RKOF LW A T L—XNRIFEEINFET, [User List)] WEIZED £
—a—‘O
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lUserList] # =a1—

aA—H—0HIR
a—P—ix, - —HFZHERTZEEA,
=P —ZHIRT BT, KOFIEEFITLET.

1. [Users List] i<, HIFRT 22— —%8R L T Delete] R L ZEIRL F
T, WOEHIT, BIR L=V —DHIREMRTI2XA TR Ry 7 AREREIN
iTO

KMS Manager x|

Are wau sure you wank ko delete the User "AU0M7

Yes I Mo |

2. [Yes|] RZ v &HFRL T, 2—F—ZHIFRLET, BRERKL TV D 2—F =034l
&, [User List) BEIZEY £9, HIBR LIz —0 —i3Fz rEn2< 20 9,
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lRole List] A =a1—

[Role List] A =a1—

[Role List] A==a—A47 Y a &HT5L, 2—PF—DOn—NEERRTEXET,
n—L it =Y —RNEFTTEXEIFIERVATABED, BESHZRET L—
TEELET, 1 A\O2—F—IZEHE O — L E2MHE5TEET,

O—JLDRT

BV FR T HI2E, ROFNAZFEITLETS,
[System Management] # ==—75, [Role List] Z&#R L £7, [Role List] [

NERENET,
-18ix]
Syskemn  View  Help
] 2 ?
Connect Disconneck Help
EI Secure Information Management Role List

L key Palicy Lisk
| ErKeyGroups Fiter: [roein | |- = =+
i [-Agents

- [ Transfer Partners

- Daka Unik List | Refresh | Resek | | < | L | B |
- Backup Lisk

i eImport 1.0 Keys Results in page: 5 {last page)
[ Swstemn Management
- it Event List RolelD A& | Description |
KM List Auditor Wiews information about the KMS Cluster
Backup Cperator Performs backups

- User LiSt Compliance Officer  Manages key policies and key groups
i = 'St Operator Manages agents, data units, and keys
- Site List Security Officer Manages security settings, users, sites, and transfer par...

- SMMP Manager Lisk

- Kew Transfer Public Key List

- Syskern Dump

- Syskem Time

[ Security

Security Parameters

EI Care Security

L Core Security Public Kew
ackup Core Security

i Kery Split Configuration
. fukonomous Unlock Option
[#- Local Configuration

Details. .. |

T—=HNR—=AEEKERA T =T EN, RONTIPOF—Tr—/LU R MNIT 4 )VHF
FHMATAZELTEES,
m Role ID

m Description

BEREINTWDHIY R NMZTZ 4V EEBEHATHIZIE, TUsel RZUZHEHLET,
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lRole List] A —=a1—

WIZ, 74—V FEZOHPERLET,
Filter:

KMA ~®O 7 ) —OFERIZT A NV Z 2 AT HDIEHTE D 7 0 — /L RIRER
ENFET, WIRTEERY £7,

= Role ID
» Description

T4 BEFRY Y R:

TRHEIRZ %27V w7 L, B 7 4 VZEE 28R L ET, RIORTEZEY
i‘a‘o

BV =
LRV <>
7=

221 LAk
TA4ILBET1TRYIR
ZOT7 4= RIfEEATILET,
Refresh:
ZORZ )y THE VAMPBRRINET,
Reset:

CORELEIVwITDHE, TRTOT 4 VEDNHIBREN., HODLX—IITH - T
VA RMPRERINET,

<

ZORELEIV v IFHE. VA NOROIOS—VRERENET,

L
CORZEIY) v ITEHE HION=VICBHLET,
>>

IORZEI ) I FTHE ROR=VIIBBHLET,
Results in Page:

[Options] # A 7w 27Ky 27 AD [Query Page Size] 7 4 —/L RTHE LTz 1—
VHLY DOV a— FERERENET,

Role ID

FEx 2T 4 —m— A Z@ilT o B0 ARSI ET,
Description

n—/LOMBANRINET,

0 L DM A E AT A E AL, ZOn— LTy kY &#FERLT (Details) &
BURRRLE T, ST, 102 ~—U0 [0 L OEORT] 2BBLT 2
AN
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lRole List] A =a1—

O—ILDFEEDRT

Role Operations] ¥ A 7 vV HRy 7 2% T 5L, v—LEEOr—/LTHAAZN
TWAHEMEE R TEET,

BEoo—LVOREELFRTHIZE, WOTFEEZETLET,

1. [Role List] T, 7—/LZifii#& <L T [Details] A% Z#IRLE7, [Role
Operations| #4707 Ry 7 ARForSh, BRI —LOBEIRRSNET,

Role Operations x|

Rale IC: ISecurit';.r Officer

Description: IManages security settings, users, sites, and transfer parkners

Ciperakions:

add User Role

Adjust Syskem Time

Backup Core Security

Create Audit Log

Create kKM&

Create Key Transfer Key Pair
Create Kew Transfer Partner

Delete Key Transfer Partner

Delete MTP Server

Delete SMNMP Manager

Delete Site

Delete User

Disable Local Technical Support Configuration
Enable Local Technical Support Configuration
Get Core Security Autonomous Unlock,

Get Core Security Public Kew

Get KA Lock Stakus

et Key Split Credentials

et Local Technical Support Configuration

al

add a Rale to those that have I:ua;

Adjusts the system time

Backs up Core Security informatio
Creates the Audit Log Far the Clo:
Defines a new KMA to the Clusker
Creates a new Key Transfer Key |
Defines a new Key Transfer Partn

Create SMMP Manager Creates a new SMMP Manager
Create Site Creates a Site |-
Create User Creates a new User

Delete KMA Removes a KMA From the Cluster

Deletes a Key Transfer Partner
Deletes an MTP Server

Deletes an existing SHMP Manage
Deletes an existing Site

Deletes an existing User

Disables the Technical Support of
Enables the Technical Support of |
Displays the Autonomous Unlockir
Displays Core Security Public Key
Displays the current Lock, Skakus o
Displays the current Key Split Cre

Gets the Technical Support CDT:;ILI
3

Close

2. TDOHEA TRy 7 AL DI,

List] BEIZREY £9,
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[Site List] *=a—

[Site List] * =a1—

T4 hEE, BEOZ—T 2 b (KA REKMS 7 7 A%) OEFiEm5, 1 2L E
D KMA DN FET 2B 2GH T, =—Y v ME, BROYA FTldRdie—%F
DY A MZH DD KMA IZ8RT 52 L1k > T, KMA OEESAMSEIZLY
HRMCHIETE ET,

[Site List] A==a—F v avafHT5E, ROBIEEZITHIZENTEET,

n A NOERR

n A FOERR

s VA FOBHROLEE

n A OB

FE - ANV —=2E YA FORRDOHBEIT) ZENTEET, EX2 VT 0 —HEH
. A FEEBETEET,

El Syskem Management
- Audit Event List
- KM Lisk

- User Lisk

- Role Lisk

- SMMP Manager Lisk

- Ky Transfer Public Key Lisk

- ayskern Durmp

- System Time

[=]- Security

Security Parameters

El Zare Security
- Core Security Public Key
- Backup Core Security
kKey Split Configuration
- Aukonamaus Unlack Cpkion

[ Local Configuration
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[Site List] *=a1—

Y4 FDRE

YA FeFr T 212d, ROFIHEZFEITLET,
[System Management| #*==—7/»56, [Site List] Z 3L £¥, [Site List) i

PERRINET,
Sike: Lisk
Fiter: |stel x| |= =l + |
| Lse I Refresh | Reset | | = | < | = |

Results in page: 4 (last page)
Sike 1D A | Description |

LaBarge This is a site in Wyoming

Louisville anather site

Sikenurmbal | This is a site

Toronko Yada is a site

Dekails. .. | Create. . | Delete |

T—HR—=RAEEKERAT OB —VTDEN, KONTNUPOF—THA NURNZT 4 VHF
ZWMAHTAZ L TEET,
m Site ID

m Description

FRENTWDEY A MY AN T4 NMZEEATHIT1E. [Usel RE U ZMHLE
‘a‘o

Wiz, 74— REZFOMBAEZRLET,
Filter:

KMA ~D 7 ) —DfERICT AN Z 2 BWATH7-DIHEHTEDS 7 40— RRFR
ENFET, WIORTEEZRY $9°,

n Site ID
» Description
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[Site List] *=a—

T4 BEFRY Y R:

TRHEIRZ %27V w7 L, BB 7 4 V2 EE 28R L ET, RIORTEZ Y
jzﬁ—o

HEL =

L AR <>
LOhREWV >
LI <
KEWVDPEFELW >=
INEWVDEFEL <=
B ih ~

TaLEE1IRYIR
DT 4= RICEEASLET,
Use:
ZORZHEIT VI THE BREINTNDY A M T 4 VEZBREHINET,
Refresh:
CORZ )y THE VA MPBRRINET,
Reset:

COREZHE I v ITEHE, TRTDOT 4 VEREIBREN., PDOR—IICR-T
VA RMPRERINET,

<

ZORELEIV v IFHE VA NOROIOS—VRIRENET,

K
ORI EIY I FBE, MDA VIBBLET,

>

ZORZ w7 Vv THE RON—VIIBELET,
Results in Page:

[Options] # A4 7 r 27Ky 27 AD [Query Page Size] 7 4 —/L RTHE LTz 1X—
CHEY DL a— FPERRRENET,

Site ID

A bR BRI S ET,
Description

A FOBANRENET,
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I'Site List] A =a1—

iy

YA FEERT AL, [Create] RZ 2R £4, FFMIE. 106 2X—Y D WA
rOERR) 2SR L T &N,

P A NOFEHIERAERTEIIETTL5LE81T. OV A FEEFAFRT LT [Details)
REUEBIRUET, FHEMIE. 108 X—2 D (VA FOFMOERTRBLOLEF | 250
LTL &N,

BIR L7V A F2HIBRT2121%.  [Delete] R™& IR LE7, FHMIL, 109 =*—
D TY A4 FOHIBE] 22 L T EEN,

YA FDER

YA MRS 2123, ROFIEZFEITLET,

1. [Site List] M@ C. [Create] ™"¥ L ZEINLEJ, [CreateSite] A 7117
Ry 7 ARFRENET,

Create Site x|

steld: ||

Descripkion: I

Save I Cancel

2. WDNFGA—=FZHRHELET,
Site ID

YA b —BICHT2EZATNLET, ZOMHEIF 1 ~64 LFTHETEET,
Description

YA b —BICHHATHEZADLET, ZOEIT, 1 ~64 LFTHETEET,
WIT, WEAN LIZEA TR TRy 7 ZADHZ R LET,

Create Site * x|

Site IC: I Denver

Descriptian; ICl:lll:lral:Il:n Site

Save | Cancel

3. [Save] RV ZHEIRLET, HLOY A PRRESHTT —F X—R [ THKH S,
[Site List] (ZFE/RSNFET,
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ISite List] #=a1—

T

LaBarge

This is & site in YWyoming

Loviswille

anather site

Sitenumbal

This is & site

Toronko

Yada is a site
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[Site List] *=a1—

A4 FDFEHORTELVER

F-txa VT4 —EHEELUANDO ==Y A OB R FRT DA
[Save] RZ v ZE&TeT X TDT 4 — /)L RAMEHARANCAR Y 9,

YA FOFMEEE T DI, ROFIHEZFETLET,

1. [Site List] M@ T, [Details] R"Z %R L £, [Site Details] A 7 a2
RNy 7 ANRKREINET,

Site Details x|

Site I I LaBarge

Description:

Save I Cancel

2. [Description] 7 4 —/V F&ZHE L, [Save] A7 aB®IRLET, ¥4 FOFEHM
PDEESI, 7—F =AM SN ET,
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[Site List] *=a—

Y4 ~DHIER

F -V A RBMEHENTWAEAE, 2F 0V A Moo—Y 22 b ERIT KMA BNRES
NTWBAEEIE. A F2EIBRT 5. 2hbn—Y 2 2 KMA 2815
Dy FREMNOYA NCEFETLILERDH Y 7,

YA M2 HIFRT 21013, ROFIMEZFEITLET,

1. [ISite List] ME[H T, HIBRT 2 A b ZiHERRL T Delete] H¥ 2 TR L F
T, DX HIT, BHEZHRTHAEAA TR TRy 7 ANRERINET,

KMS Manager x|

Are wou sure you wank ko delete the Sike "Denver”?

Yes I Mo |

2. [Yes] RHEUERIRLTC, ¥ FEHIBRL £, BAERRL D P A FAHIKRS
U, [Site List] HimIZREY 9,
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T'SNMP Manager List] # =a—

[SNMP Manager List] A =1 —

KMA @ SNMP ¥ —2 ¥ —MD xR

SNMP v 31— v —%2F R 212, ROFIEZFETLET,

[System Management] A ==—75, [SNMP Manager List] ZERL £7,
[SNMP Manager List] M2 & <IN ET,

SHMP Manager Lisk
Fiker: [SNMP Manager 10 ¥ |= =l + |
‘ se I Refresh | Reset | |« | e | = |
Resulks in page: O (last page)
SHMP Manager ID A | Description | Mebwork Address | Enabled | |Jser Mame |
Details, .. | Create, .. | Delete |

T=AR=ABRERA T B = LT L0, ROVTRNOF—TSNMP v 1 — ¥ —
AMTT AN BT LB TEET,

m SNMP Manager ID

m Description

m Network Address

m Enabled

m User Name
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FRENTWVD SNMP v 32—V % — U X NIT7 4 NV ZHEAT 51,

ZHEMALET,
/NN

Filter:

T'SNMP Manager List] # =a1—

[Use] &

T 4=V REZFOFHERLET,

KMA ~D 7 =) —DfERICT AN Z HHWATHT-DIHHTE S 7 40— RBEFR
ShEd, WIRTEEERDY £,

SNMP Manager ID
Description
Network Address
Enabled

User Name

T4 BEFRY Y R:

TRHEIRZ %27V w7 L, BB 7 4 V2 EE 28R L ET, RIORTEZ Y

£7,

EELWVY =

L AR <>
LOhREW >
L0/hEn <
KEWVDPEFELW >=
INEDDEFEL <=
B ih ~

Z=H

72 [ LS
T4IILEE1RYYR:

D7 4 — )V RIZEEAITLET,

Use:
ZORZ w7 )T THE,
Refresh:
ZORZ w7 )T THE,
Reset:

TORELETY I T HE,
YA MMNERINET,

<

CORGZHI VI THE,

K

TOREET Y I T DHE,

>

TORELET Y I T DHE,

316030101 » Rev. A

FRENTWVWABY A MIT 4 AEREAESNET,

UAMBHEFERENET,

FT_XTOT7 4 VEDBEHIBRES I, PO X—VIZE ST

VA NDRNON—VRERENET,

HIDN—ICBB L £,

WDO_R—JIZBELET,
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T'SNMP Manager List] # =a—

Results in Page:

[Options] # A 7w 27Ky AD [Query Page Size] 7 4 —/L RTHE LTz 1X—
VHLY DOV a— FERERENET,

SNMP Manager 1D

2 —HF—NEZE L SNMP v 32— v —D—EBEDO#BI T BRERINET,
Description

SNMP v —V v —D@ANKRENET, ZD7 1 —/L NITEIETRE T,
Network Address

SNMP k7 v 7ORERHEN T 28y N =27 RLABRERRSNET,
Enabled

SNMP ~ 3 — ¥ % —MEMATREDN L S RS E T,
User Name

TDOSNMP v % —V % —IZxit L CExa ) 7o —(R#EINEH TX 5 SNMPv3 #
BEMENLTD EX IR SN — -4 BERENET,

H LW SNMP ~ % — v —Z BT 5121, [Create] R & RIR L £4, ML,
113 =YD [FH LW SNMP ~ % —2 v —DER] 22 L TLEEW,

SNMP <~ % — v —DFHMIGER AR RELIILETIHEIL. T b ZiEiHER
LT [Details] RN#Z &R L F9, 6L, 114 X—T D ISNMP v 13—V v —D:t
MOERRBLOEE | 2L TLEEN,

BIR L7- SNMP ~ % — Vv —%HIBRT 5121%,  [Delete] RNZ 28R L FE9, M
X, 115 2= 0 [SNMP v % —2 v — DOl 2B LT 7EEW,
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T'SNMP Manager List] # =a1—

#FLL SNMP v Rr— 2 ¥ —DERK

1. [SNMP Manager List] T, [Create] A& RN L £7, [Create SNMP
Manager] ¥4 7 07Ky 7 ARERINET,

Create SNMP Manager x|

SHMP Manager ID: I |

Descripkion: I

Metwork Address: I

Flags: [ Enabled

User Mame: I

Passphrase: I

Confirm Passphrase: I

Save I Cancel

2. WMONRTA—ZEFELET,
SNMP Manager 1D

SNMP v 32—V ¥ — & —ZITHAT 22 AT LET, ZOfHEIE, 1~ 64 XFTh
ETEET,

Description

SNMP v~ R —Y ¥ —ziil 4 22 AN LET, ZOMEIT, 1~ 64 XL FTHETE
ij‘o

Network Address
SNMP v %— ¥ —DFy NT—27 7 RLAEATILET,
Flags - Enabled

ZOF xRy 7 ADERIZE T, SNMP 2RI 2008 9 &R LE
—aﬁc

User Name

SNMP ¥ 31— v —DORFECHER T 22— —H 2 A LET,
Passphrase

SNMP ¥ 31— ¢ —DRFECHER T 2327 L =2 A) LE T,
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T'SNMP Manager List] # =a—

Confirm Passphrase
Passphrase| 7 4 —/V FIZAJJLTc/RAT7 L—XE[E CEEZ AT LET,

3. 8T LS, [Save] RA 2B CTHEREZMIELE T, H LV SNMP v x—
Vy—xz o b b, FNICEET AT R T A NANT —FR— R TR ENE T,

SNMP ¥ A2 —S v —DFEMORTE L UVEE
SNMP &% — ¥ ¥ — DA KR EIIIEE T 5121, ROFIAZFITLET,
1. TSNMP Manager List] i, #ffifE#REZF£R<T D SNMP v f—Y vy —x >

aZ TN Yy L, [Details)] A& Z@RLET, [SNMP Manager Details |
BAT TRy 7 ARFRINET,

SNMP Manager Details x|

SNMP Manager ID: | SHMP_L

Description: ENMP Manager 1
Metwork Address: I 129,50.60,160
Flags: [ Enabled

Iser Mame: I B

Passphrase; I

onfirm Passphrase: I

Save I Zancel

2. MBITR U T, NIA—F2EHLET,
3. 8T L7eH, [Save] AN U Z RN TEENELIRIFLET,

E - SNMP v~ X — V% —DFF A Z T T 572N, NAT L—XEBIRET 208N
HYEF,
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T'SNMP Manager List] # =a1—

SNMP <7 %— 2 ¥ —DHIFR
SNMP ~ ¥ — Ml e, KO FIEHAT L E T,

1. [SNMP Manager List] [T, HIfRd % SNMP ¥ 31— v —Zii#& R~ L T
MDelete] R4 %EIRLET, SNMP ~ F— ¥ —DOHIRZ RS 54470 s
Ry 7 ANFRENET,

KMS Manager |

Are wou sure wou wank ko delete the SMMP Manager "SHMP_1"7

Yes Mo |

2. NWes) RZ Y ZFRLT, SNMP v x—Y v —zHlfRLEJ, BUERRL TWD
SNMP v — v —73Hlr S 4,  [SNMP Manager List] BfIZRE YD £9°,
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i Trve 3

HEERIX

ME

BEEARS (A & bR T, BLET -2 2=y b= Pl TREIIZEHRT D
TLEAREICLET, Fo, B LS EARE SR 50l bBETY, T o0
T, WBEOEEMN & ZEMOM ST ARG & IEABRBEO T 23 E LT, PR
PR RBE T D BERDH Y £,

EEMEZEMZTAZN, HFUOAREZHS O KMS 7 7 AZIZANLES, Z
DR EN T T T2 L. EREMTROT 7 AR — M2 L THET 7 A V&AL
FT. ZOT7 7 ANNNEEUNOZEMTEEFEINET, RIT, ZEUREDOA 2 R—
FEEHLT, #E&2nICEEMNTONET =2 2=y FEZERDO KMS 7 7 2 Z(C
AR—FLET,

L7 7 A i, FEROIEAPRELLEHN L TEL S, ZEROARGEEEZ LM L T
TlbshES, TSk ZEMOLPEY DIERHEEZMH L THE7 7 1 L2
TAETEET, ZEMX, EEMNOAREZEZHEMNL T, 77 A VP ERICEE L72EE
ML > THER SN 7 7 ANV THD Z L 2R TE ET,

BRERIE/ N\ — b —HEEE

PEHR s N— S —HERE AT 5 &, KMS 7 SR Z I TCHABEI T £, @R, &

HEICTF — 72T 288 FRIEEBOY A MO B 7-icNIcE KD 7 5

AADPER SN TWAESIC, ZOMELHHTEET,

PR AL T, RO TFIEEZETLET,

m FKMS 7 TAXT, BT TAF Hr/Si— b F—L LTRELET, @F. 20
BEIL 1B FITVET,

m 22—V —F, —~FHDOKMS 7 TAZNLEEET I AR—FL, bH)—FDITAH|Z
FOHEAAR—-NLET, ZOFNEIX, MEITHEITTEET,
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RinE

BELXNIE

KMS N TlX., 28D Z 27 ZEDIEF TETTALERHLYET, TNHDEX R
IEBO—F —a — LRFE L TWA 7D, EEOFEICHOWTIZ, 20~v=a27
ILOEBOFETHELET,

BEE/N— FF—DERTE
HEBEIT 100, BOBENICEET AW GO KMS 7 7 A X |k N— b —% R
ELET,

ROFIETE, TC1 [F1D2HDKMS VS5R4%, TC2] F2D2HDKMS UV 5R4%
BLTLET,

Cl EEBE (EXa)T+—EFEEFEOD—IL):

1. C1 (—H'— @7715)@A%%%ﬁ%ﬁﬁbi¢o_@ﬁW%ﬁﬁ 3. [Key
Transfer Public Key List] A ==—IZB#EILE£7, 131 <=2 D [ [Key Transfer
Public Key List] O#F/ ) XL U134 *X—T 0 IRk HAREOFEMOR R 25
LTS ZEN,

2. NBHBEID L NBHEEZ BT A — NV ETITEOMOEEFRHDOBEIEAIIT v F&X—
A MLET, ZOFHRE C2 HEHEITHELET,

F-QAZOEREZELLLE, ZOHERITERIC CL 2O REINTELOTHD
LHEETED L OIC, BMEFETHRICEX 2 T — RSN TV HILERH Y E
T, EWAAERETIC E'ﬁ(é/ué?hé LEPSTEDIT, T4 =TV b & D gD
b ET,

C2 EHE (¥ T4—EEEDO—I):

3. C2 BHA: [Transfer Partner List] A ==—|Z7 27t AL, Cl 22D DOABAETER%Z
KMS 7 9 A ATTLET, 121 =D [ [Transfer Partner List] A ==—] %
ZH LT &N,

4. [Create..] ™¥ > %7V v LET, B/ \— b —0&w7, LA, 8O
HREANDLEST, 2O~ F—L OB TITHUHEHR T LET, 125 X—TD
MRk X— P —DfERk ) 22 LT EE N,

5. [Public Keys| # 7 &R L EF, Cl bt FRns . A ID & ABK
BEANTLET,
NHBEZANTD L, VAT LK -TT7 4 A—=7 Y v bRGHRELES, C1 &M
e C2EHE L OMOBEEICIL, #EEKROEREIH A L7 b 0 & 138 OB 2 6
THLZEaBEIOLET,

W5 OEREIL, FBDOKMS T, 74 79— 7)/]\7.’»*?&?%.’) & Z2MERT D
ERHVET, 74 T—=7V 2 EBR—BLRWEAE, k@ n8ENT F
BRI NZ 2R LET,
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6. 74 H—=TYV U IR LIHEIE, [Savel 27V v 7 LET, VAT LANLE
REDOADRRD ENET, EREN RO LN D, Z OFNETHEHFREIC T 2 8t
Dx 7 AR— FERIER, KMS 7 T ZAZNLANREEZ T 2720 EH &S5 7]
MRS DO TT, 2N T, ClIZ C2KMS 7 T A ZNTHRENN— b —& LT&R
EINFE L,

CoEEBE (EXxa)T+—EFEFED—I):

7. 5L C2KMS 7 7 AZ T, FIH 1 ~FIH 2 2D iRLET,
Cl1EEBE (¥ T—FEFEQO—L):

8. FIE 3 ~FIE 6 Z#ViIKL T, C2 DAL CLITEMLET,
Cl EEBE (VIS4 7 VREREED—IL):

9. Cl TlI, QQIZEETEIHIN—T2RETHHENRDH D 3, 201 <—T D [
TN—TEIN Y TOERR] 2R LTIEEN,

C2 &EWE (VIS4 7V RAERED—L):

10. C2 TiX, Cl oA ZIETX AN —TERETHULERHY £, 201 22—
O g7 N—TE B TORR] 2L T TEI0,

11. MERHRE— b — 2RI L E 7,

12. SN TWRWEZ L—T7% 1 SLLEEIRL., Move to) j RE T T
LTI L—T7Y X MIEMLET, 202 X—20 [frk/S— b —~Df 7 )L —7F
DM #ZL T 7EEN,
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RinE

BOTYAR—bEEIVA VR—

W DFNAIE, &)5KMS7?X§773)Q}”JIJO)7§;(§7 CHLT. BT s 2FE— FBEO
Ao NEAT S BAIEHN LE T, © 0TI, (T H AT CE £

ROFIETIE, TC1] 11 D2HDKMS UV SXF, TC2] [F2D2HDKMS UV S5RE%
BELTWET, COFIETIE, C2 TREIIVRKR—LL., TOH#%E C1 124 Vik—
TEBLIITTBAEIZODLVTEHBALES,

CoEHE (ARL—42O—L):

1. #4233 %1%, [Data Unit List) BmcBE) LEd, 233 X—T0 [F—X =
=y bOFER] EBRLTIEEN,

2.2 CLIZEET AT —Ha=y M (T—) & 12 E@RLET, ¥ T
. 75— EoAR—a— KT,

3. [ExportKeys] "¥ %227 Uy L, ¥AT TRy 7 AR RLET,

4. HOERENR— " F—Z BN L, VEISLTHOZ I AR— N7 7 A NV ZEIR L
T IStart) #7 Vv 7 LET, 5T 7 A VPMERSNET,

Cl ~Dx=J AFR— IPHFAEINTWIHITN—TIZETHHEHOLNTZ T AR — | &
nE+,

5. B A= NVEIEIHOGEFADEERN, £LBT7 7 A NVEZBET LA = L%
EALT, Bk7 7 A vE ClLEREICEHELET,

Cl1 BBE (ARXL—420—)):

6. [Import Keys] Wiz @R L E3, 230 ~—® [ [Mmport Keys] A ==2—] &%
BLTIZE

7. 8D A AR — NEICR DD N —T | E s AR— b LT EE RS —
T (ZDOHAIL C2), BLUOBIREDO 7 7 A VA ETRELET, BRT I8 L —
TiE, Q2o EZETIIICHREINTZRBIN—TTHLIVLENDHY 7,

8. [IStart] 227V v 27 LET,
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[Transfer Partners] * —a1—

[ Transfer Partners|] A —a1—
PR EN— N — AT A &, KMS 7 A X T2 BRI TX T,

Secure Information Managemenkt
Keyw Policy List

I__—_I keyw Groups

- ke Group Lisk

- Agent Assignment to Key Gl

- Transfer Partner Assignmer

[=]- Agents

- Agent Lisk

- ey Group Assignment o g

=R Transfer Partners

- Transfer Partner Lisk

- ey Group Assignment to Tt

- Impart Keys

- Data Unik Lisk

- Backup Lisk

- Import 1.0 Keys
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[ Transfer Partner List] * —a1—

[Secure Information Management| A== —7b,

£,

[Transfer Partiners] A —a1—

[Transfer Partner List] % 3&#R L

Transfer Partner List

5 [T="H T+ ansfer Partner I0 |=

Results in page: 1 (last page)

Transfer Partner 1D A | Descripkion

| Contact Information | Allow Expark Tao

mykp

l

k3

Refrash | Reset | | = | s | 3 |
| Allov Irnpork Frarm | Public Key ID
False 23F3156484

i

Details. .. | Create.., |

T = N—=ABRE AT 0= T 50 ROVTNNPOF—THIEN— FF—U X b

TANEEFEATLZEHTEET,
m Transfer Partner ID
m Description

m Contact Information

m Enabled

m Allow Export To

= Allow Import From

FRENTWBERENN— FF—V X N7 o VM Z EAT 5121, [Usel A& v &1l

HLET,

WIZ, 74—V KEZFD
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Filter:

FRENTVWDIHEE SR —DY A NI T4 NFEEAT D720 7 4 V2 FT
varvEBBNLET, T _TOT 4 VX ORI THIRE/ S— N —DBRNERE
niﬁ—o

T4 IILEEHEa YRRy I R

TRHEIRZ %27V w7 L, T4 NVE5RMELE L THERTDEHEZ R 3, KITR
THEZIRY £97,

Transfer Partner ID
Description

Contact Information
Enabled

Allow Export To
Allow Import From

TN BEBEFOURKRY I R:
TREIRZ 270 v L, BIRLEBMHICERT S 7 A VA EFA 28N L £,
TANERBMIC L >TUL, ZOTANEFT T a URFERENLZWEELH D 1,
WIRTEEEY 97,

L =

L AR <>

L KREW>
L0/hEn <
RKEWVPFEL >=
INEVDEE LW <=
BRth ~

Z=H

ZEH LIS

TALEETER FRY I A:
BRLIZBED 7 AV Z e LTHERT2EZAD LES, 7402 @HEIcL > T

[N

TDTANET Ty arDFERENRWVEELH D 77,

T4 )LAEaVRRY S R
TREVRZ 27Uy L, BRLEZBEEO 7 4 V5B E L THAT MEEZZINL
FI, TANEZBMHICE>TII, ZOTANEFT T a v NERENTWVEELEHY
e

+

COREZHET Y I THE, TP BIMEINET,

TOREVEIY v ITHE, TAAEBHIBRENET, ZORZ L, HED
TANVEBRERINTWVDLEIZOAFERINET,

Use:

-
—

DRZ L H7 V7 3TDHE FRENTVDY A MIBIRLIET 4 VZ 3 &

e YR FORPOR—VRFERINET,
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[Transfer Partiners] A —a1—

Refresh:

ZORB L EIYvITHE, FRENTWDLY XA MPREERENET, ZOEBET
1L, AiiElD [Use) F72i% Reset] BRELIRICRINES Nz 7 o A ZIT#H ST, U
A NOR=VIIEEINTEEA,

Reset:

CORZ w7 )T HE TRTOT 4 VZRHIBRS I, RO —IVIZR-> T
URASPREIRSNET,

<

ZORGHI Y I THE VA NDRHIIDN—UNERENET,

«
CORZEIY) I TEHE HIOSN=VICBHLET,
>>

ZORBELEIV I THE ROR=VIZBELET,
Results in Page:
BAIEOR—VICR R CTELHABNRTRINET, VA MOEGEOHAZERL T

D86, HABIT (last page)] WIS ET, 1 X—VICRRT D RKHEBAHK
%, TOptions] %A 717 ® [Query Page Size] fECERINTWVET,

Transfer Partner ID:
FKHRL X — M — %R T2 B O T RERESNET, ZOfHIE, 1~ 64 XLF
THRETEET, ZORBMETY—F T2, 2034 E7 U v LET,
Description:

BRE N — N —IZOW T LE T, ZOfEIE, 1 ~64 XFTHETEET, 2D
BHETY =212, 208 x22 Y vy LET,

Contact Information:
Rk — b — DEAREFRP LR SN ET, ZOBMETY — M 2121, 2054
V7 LET,

Enabled:
RN — N — IO RF AT INTNDINE I P RSNET, True E7213

False DfEZ B £4, Z D7 4 —/L K2 False OHa ., 55/ 3— M — 324 hF
T&EFEHA, ZOBETY — T AIZE, Z0FAZ27 V7 LET,

Allow Export To:

R/ N— N —IZHO= I AR — FBRFHFAINTWDENE I DR RENET, True
F 721 False ODfEZELY £9°, D7 4 —/L K3 False DA, #ins/ N— N — (3
AT AR—FCTEERA, ZORBMETY—FTDI1I20F, Z0F4LE7Y v 7 LE
‘a‘o

Allow Import From:

ZOHRENR— O #HE A R — F TEBEINE IR ENET, True £0%
False DfEZE YD £4, Z D7 4 —/L K False DG, T DgkE/X— M F—h b8
EALUR—FTEFERA, ZOBETY—MTBI20%. Z0¥&LE 7Y v 7 LET,

316030101 ¢ Rev. A FES5ERXaUTA—EEEDEE 123



[Transfer Partners] * —a1—

Public Key ID

BB AT B B OB T RFEREINET, O, 1~ 64 XFTHRET
XFETd, ZOBRMTY — ML, Z0HLEZ Y v 7 LET,

Public Key Fingerprint

NEGED 7 ¢ U IT—=TV N (N v afl) BERSILET,
Entry Date

NBASEDY KMS 7 7 A Z KM S I A A FoR S g7,
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Rk /N\— M —DERK
% S— hF— (BT B i, RO FIEE /T L E T,

1. [Transfer Partner List] [ C. [Create] RN¥ % EIR L £3, [Create Transfer
Partner| ¥ A7 a7 Ry 7 ANFREIN, [General] 7 WT 7T 4 7127/ -> T
i‘é‘o

Create Transfer Partner El

General IF‘uI:uIiu: Kevys I

Transfer Partner ID; ||

Descripkion: I

Conkact Information:

Flags: v Enabled
[ allow Export To
[ allow Import From

Save Cancel

2. WDINTG A= EHRELET,

[General] 27
Transfer Partner ID
AR/ N— b= — B S v E T,
Description

Rk X— h T —% —BICHATAMEEZANILET, ZOMEI. 1~ 64 LFTHET
EFET, ZOT7 44— RIE, ZHOFFICTHZENTEET,
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Contact Information

Rk S— b —OESSEE R BT A MEAN LES, 207 4 —/L Fid, ZHOD
FRIZTLHZENTEET,

Flags - Enabled

Z DHRIE N — N —IZHOLHEEF AT HI20F, ZORY 7 R F =y I ~—7 EAff
FET, 207 4 — L RRBIRENTORNWES, X A— N — 3 ItG T F
A,

Allow Export To

R — M —~DREO T AR — R EFHFATHITE, ZOR Y7 AT =y ~—
JEMTEST, ZOT7 40— RRBIRINTWARWGE, imk— M —idEox s
AR— MEEER EITTE EH A,

Allow Import From

ZOWEN— T =t A VR— N TEDLXIITHET DT, ZORy 7 X
Fxvr/~—2%MTF%ET, ZO7 40—V FBRERISNW T RWEE, ZOHRK/ N —
=0 b#E A U R—FTEEREA,

3. [Public Keys] # 7 &xBH& £,
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Create Transfer Partner ﬂ
General  Public Keys |

Mews Public Key ID; I

Mew Public Kew: ;I
[

Mew Public Kew Fingerprint: ;I
ke

Save I Cancel |

[Public Keysl %2 7
New Public Key ID
R/ S— = RS- AR ID # AJ LET,
New Public Key
FRik/N— M= bRt SN AL A LET,
New Public Key Fingerprint

ZOFARYEADOT 4 — L RIZiX, HILOWAREO 7 1 =TV bk (v
) RERENET, ZOT7 4 H—T V> heX—rF—LBRAELT, BEFITE
RETITHMBEICABENESA SN TRV L 2R LET,

4, & T L6, TSave]l RZ U ZEIRL £9,
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Bk /N— b —DFEMORTE L UVEE

[Transfer Partner Details| %A 7 2 7R v 7 ZAZfEH4 5 &, HEDOHRIE \— FF—
BT AR A R R TEET,

Ml RRT I, ROFIEZFATLET,

1. [Transfer Partner List] [ C. #51%/3— hF— ID #5535~ LT [Details] R %
VB L FE 9, [Transfer Partner Details| # A4 72 /Ry 7 ANFRENET,

Transfer Partner Details x|

GEMeral |F‘|_|I:|Iin: kKews I

Transfer Partner ID: Imytp
De=scription: ||
Mancy ;I
Conkact Information:
=
Flags: v Enabled
[~ allow Expart To
™ allow Impork From

Save I Cancel

[General] &7

2. TGeneral] # 7 TlE, RDOT7 4 —/V REEHETEET,
m Description

m Contact Information

m Flags - Enabled

= Allow Export To

= Allow Import From
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[Transfer Partner ID| 7 ¢ —/L Ri%. 340 H5EHTT,

3. T Lizn, [Save] WA U ZBRLET, 7 —FX—ANOIRE/N— b —La—
RPEFESNET,

4. TPublic Keys] # 7 &P & £7,

Transfer Partner Details * ﬂ

General Public Keys |

Mew Public Key ID; I

Mew Public Key: LI

Mew Public Kew Fingerprink:

Existing Public Keys:

Public Kew ID | Public Key
23F3156A8458644600F9FE7Z7F1ADY. .. 0201015EFDSEIDEBERS 720035 7E2481 520230 2FF3F

T I H

Save Cancel |

[Public Keys] # 7
5. TPublic Keys| # 7 Tid, IRO7 4 —/ FE2EHTEET,
New Public Key ID
RN — N = RES N LA ID 2 A LET,
New Public Key
R/ S— = RSN LWABHEEE A LET,
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New Public Key Fingerprint

ZOFARYEADOT 4 — L RIZiX, HLOWAREEO 7 1 =TV bk (v
) DERSNET, TORENBIELWNE D NEEEFEAERE N— N —ICHR L E
TO

Existing Public Keys
ZDOU AN, ZOWmEN— b= L BEMA T SN ABRBSAR R ENET,
6. T L7=b, [Save] RH¥ U ZBRLET,

51k /N— FF—DHIBR

ZOATvareERTLE, EXa VT 4 —BEAIL WE - M —ZHIBRTE E
TO

HRIE N — b T —ZHIBRT 51213, ROFIHEZFETLET,

1. [Transfer Partner List] [ C. HIBRT Diti%/\— hF— ID &38R~ LT
Delete] RN¥ L a&BIRLET, 5%~ N —DHIREZHRTIZXAS TR TRy T
ANKREINET,

KMS Manager x|

Are wou sure you wank o delete the TransFer Partner "myvkp?

Yes Mo |

2. Wes] RZ U ZZENL T, BRENN— M —%HIBRLEI, BEERL TV DERE
R— hF—2HIBr & ., TTransfer Partner List] M IZERE Y 97,
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[Key Transfer Public Key List] A =1 —

Rk A— b - TRELGT 256, EX2 VT 4 —H/EEIEL ETHHO KMS 7
T AL DRHBEERICT 7 B AT HUENHVET, ZOA=a—% T L. A
BEREFRTEET, TOa~vy FTERINLAMEE L A ID &2, K5/ S— T
T—ICHETHIRLERDH Y 7,

[Key Transfer Public Key List] D3RR~

BEREHOARGEY 2 FE2FTT 212 ROFIEZETLET,

[System Management| A ==—735, [Key Transfer Public Key List] ##R L %
—a—‘O

Key Transfer Public ke Lisk

Filker: IF‘uincKeyID j |= j I LI

| LUse | Refrash | Reset | | = | s | = |

Resulks in page: 2 (last page)

Fuhlic key ID | Created Date V' | Public Ke: | Public Kev Fingerprir
ICE46A4BE2TAAOFE4AZZASACSIAZZG2T  1)7/2008 10:44:16 &AM 02010190E4D77B5630B385A7FESEBE3EF0AGOED410535, .,  rare kease goofy roc
ACE46A4BE27AASFEEAE492172EA4CI99  1)7/2008 10:32: 14 AM | 02010153073336891 1AEZE180965152CE3120E39325EC. .. jilk equal gallop winey!

4| | i

Details. .. | Create |

T = ZR=ARKE AT 0 — /LT 500, IROWT IO F— THIEAE AR D 2 MZ
TANGEWATHZ LB TEET,

m Public Key ID

m Created Date

m Public Key

RRSNTOLREAEEY A M7 4V Z2WAT 251212, TUse] RZ &M L%
—aﬁo
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WIZ, 74—V FEZOHPERLET,
Filter:

FREINTODEAEEDOY A MI T ANV EERAT DT 4 NVEFT T a ki
WLET, TXTOT 4 NF OB EMT-THIEERABRBEOLNF RINET,

T4ILEEHEIVRKRY Y R:
TRERZ %77 L, Z4NVEEEELTHEATAIRMEEZRIRLET, KITR
TEEED £7,
» Public Key ID

m Created Date
m Public Key

T4 EEFaURRY Y R:
TRERZ %7 ) v 7 L, ERUEBHICGEHAT2 7 A VX EFRFZERLET,
TUNEBYEIZ L > TE, 2T 4N EZFT T arRNERENWVGEELHD £9,
WIORTEZTRY £,

LW =

ZELL RN <>

L KREWV>
LI <
RKEWDEFEL >=
INSWVIE L <=
Bth ~

7= A

Z2H LIS
TAWVEETHFRFRY I R:

BIRLTEBEMEO 7 AV ZEEE L TERTAEEADLET, 74V ZREMEICE ST
1T, ZOTANEZF T a U RFERENBWVEESLH Y £,

T4 A EaIVRKRY I R:

TRERZ 27Uy L, BIRLTZBHEDO 7 A V25 UTHEHT AEEEINL
9, TANEZEMNICLoTUE, TOTANEZF T a rNERENTWVIEELHY

£,

T4 R EaVRRY I R:

TRERZ %7 ) vy L, RUEBEO 7 A V2 &MHE L THEAT AMEA2RIRL
FT, TANVEEEICEI ST, ZOT 4 NEF T a v RNERINZVEELH D

ij‘o
n TORELEI Y I THE, T4 EPBMINET,
CORELEIY v ITHE, T4V ENEIBRENET, ZORZ L, EHH
—| DTAUNERERENTVWEIEBICORFRENET,
Use:

CORZ )y T HE FRINTWDHY A MUBIR LT 0V Z B3 S
e VA NDRAIDOR—=VRERINET,
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Refresh:

ZORB L EIYvITHE, FRENTWDLY XA MPREERENET, ZOEBET
1L, AiiElD [Use) F72i% Reset] BRELIRICRINES Nz 7 o A ZIT#H ST, U
A NOR=VIIEEINTEEA,

Reset:

CORZ w7 )T HE TRTOT 4 VZRHIBRS I, RO —IVIZR-> T
URASPREIRSNET,

<

ZORGHI Y I THE VA NDRHIIDN—UNERENET,

CORZEIY) I TEHE HIOSN=VICBHLET,

>

ZORBELEIV I THE ROR=VIZBELET,
Results in Page:

BUEON—VIZFRTE DHABNFRENFET, VA FORBEOHAZFRL T
D86, HABIT (last page)] WIS ET, 1 X—VICRRT D RKHEBAHK
%, TOptions] %A 717 ® [Query Page Size] fECERINTWVET,

Public Key ID:

BB Z TR T D — OB TR FoR S NE T, ZOMEIE. 1~ 64 LFETHET
TET, ZORETY—MFDIZIE 20K EZ Y v LET,

Created Date:
ZONBRENEREINT-HENRERINET, ZORBMETY — T 2121, 204
7 Vv 7 LET,
H o & B RIEER SN ARSI HST A IEARRIT, =7 AR —FI/z3XTo
PR T 7 ANV DOBLIEHINET,

Public Key:

fRik/ N — b — [ TOREDE D FATIHEH SN D AHENFRSNET, Z O,
Base 64 TH/RSNET, ZORMETY—FT5ITF. Z0¥%zr ) v 7 LET,

Public Key Fingerprint:

INBREED Ny V2N E R EINFE T, ZIVUTABRENE LIk INT 2 & 2R
D= DIfEHT HE T, Base 64 TERRINET,
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I A NRBOFMEDORT

[Key Transfer Public Key Details| WifiZ &/~ 9 51213, AREEAZEIR L, [Details)
Rerwerl)yr LET,

Key Transfer Public Key Deka x|

Public key IO I'S'CE4E|F'.4BEIE?E|F'.9FI

Created Date: |1x?xzuua 10:44:16

02010190E407 =
7ESE3DEIASAT
FESEBB35F0AG
N 9E941D535FED
FUAtB (s FSE2CID4BE4E
F99431F23F00
7025RERC0SEC
SF79700ASE0E v |

rare tease il
Public Key Fingerprint:  (900Fy room
agent dingy ;I

Close
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[Key Transfer Public Key List] * —a21—

AR A A BASE D /F

PER AR A BT B 12iE. [Create] "X %227V v LET,

FLWVEEER LIZD, ZO#EETFOT X COIRE/ \— M —ICRET 20 E R’ H Y
T, B LW R ABSEOVERRIZ ICVERR L7z 3 R CTOSIRE 7 7 4 Vi, B LWt
R AR CEL SND T2, /R— FF—ICH L WEEEE ARSI L s v &
IN—= R =TT LWIRE T 7 A VB A VR — R TEERA,

Key Transfer Public Key List

Filter: IPuincKeyID j |= j I LI
| Usel Refreshl Resetl |<:| <<| >>|

Results in page: 3 (last page)

Public Key ID | Created Date % | Public Ke | Public Kev Fingerprir
SCE46A4B6270AIFBESFESSEF CSE203F5 1/15/2008 6:11:00 PM 020101 CAD193962581 A1 DEEDESEF3319064F2801A63F0. ..  selma flush equal all:
ACE4AA4BEZ7EAIFELAZZASACS1AZZ627  1)7/2008 10:44:16 AM | 02010190E4077ES63DES85AFFAS6BE3EF0AG9EX410555.,.  rare kease goofy roc
ACE4AA4BEZ7EAIFEEAE49Z217ZEA4C99  1/7/2008 10:32:14 AM | 02010183075656591 1AEZE18D965152CEI120EI9325EC.,. | il equal gallop wirryl

Details. .. | Create
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lBackup List] #=a1—

[Backup List] * =—a1—

Backup List] A=a—F7varz2l+oL, F%al 70 —HIEHEIT ROBLE
EATHZEMTEET,
n NI Ty T DREEDEIR
m NI T T T A NNDFEMOER
m Ny IT T OEIT

[=]- Secure Infarmation Management

Key Policy Lisk

I__—_I key Groups

- ey Group Lisk

- fgent Assignment to Key Groups

- Transfer Partner Assignment ko Key Groups
[=]- &gents

- fygent Lisk

- key aroup Assignment to Agenks

- Transfer Partners

- Transfer Partner List

- ey Group Assignment ko Transfer Partners
- Impart Keys

- Data nik List

e Backup Lisk

- Import 1.0 Keys
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MBackup List] *=2—

NYITITIT7A4ILDERDRT

Ny T v T 77 ANDEREEF R HITE, ROFIEZFEITLET,

[Secure Information Management] A ==—7>5, [Backup List] Z&RL E7,
Backup List] BEEIAAFKRSINET,

Backup List

Filter: |Backup ID j |= j I T |
| se I Refresh | Reset | | = | £ | B |

Resulks in page: 2 (last page)

Backup ID A | KMa 1D | Created Date | Destroved Date | Destruckion
FOACTEZ0E1491D500000000000000001  FDACFEZ0E1491050  12/4)Z007 Gi126:49 AM PEMDING
FOACTAZ0E14910500000000000000002 | FDACTE20B1491050 | 12/4/2007 5:30:18 AM PEMDIMG

dl | o

Details. .. | Create Backup. .. Restore, .. Confirm Destruction. .. |

T —HR=ARRE AT B — VT H0, WOWTNDPDOF =Ty I T v 77 7AW
TANZ AT H L TEET,

m Backup ID

s KMA ID

m Created Date

m Destroyed Date

m Destruction Status

m Destruction Comment

BRENTWABENRY I T T T 7 ANDY A NMIT 4N FEEATHICIE, [+ R
VEHEHALET,
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lBackup List] #=a1—

WIS, 74— REFOHBAEZRLET,

Filter:

KMA ~D 7 ) —DfERICT7 A N F 2T 572 DICHHTE 57 4 —/V RBRFR
SNET, WIORTEERY £7°,

Backup ID

Created Date
Destroyed Date
Destruction Status
Destruction Comment

T4 BEFRY Y R:

TRERZ %7 v L, MBRT ANV HEFZERLES, RIORTEZEY
ij‘o

LV =

ML AR <>

L KREWV >
L/hEn <
RKEWVDELW >=
INEVDEE LW <=
BH4G ~
T4IILARE1RY T R:

Hft7 4 V& 2 3BINUT-341%. (SetDate] 27V v LCBMHERKEZIEELE
T, fHIX. 74V Z X —DHPHOBMBEEL LTFERENET, 1EF0DT 4V F ZRR
LESEEIE. 207 44—V RICEEADLET,

T4I)LEE2RyIR:

AfF7 4 V2 @R L7255, TSetDate] #7 U w7 LTH T HRFZZIRL £
o EIZ, T A FF—ORPEOK TIEE LTRRSNET,

Use:

CORZEI VI THE RRINTNDY A NMIT o V2R ShET,
Refresh:

ZORZEI V7T HE VA RBEEREINET,
Reset:

ZORZHI )T HE TRTOT 4 VERHIBRIS I, RO —VIZR ST
URAMPRFRSNET,

<

ZOREEI VI THE, YR ORIDS—IBRRESNET,

K

CORELEI VT HE, FION—JICBEILET,
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MBackup List] *=2—

>

TOREZHIT VI THE ROX—=JICBEILET,
Results in Page:

[Options] # A 7w 7Ry 7 ZAD [Query Page Size] 7 4 —/V RTHEL 1 ~—
ULV DL a— FERERRSNET,

Backup 1D
KNI T P77 ANEFHNT D —EDY AT DGR F BRI NET,
KMA ID
Ny DT v T T 7 ANBERSLTZ KMA BRERSNET,
Created Date
Ny 7T v TRER SN BIRDR RS NET,
Destroyed Date
Ny I T T 77 ANNFETHELY— 7 SNTZARRRRENET,
Destruction Status
WEECET 2Ny 7T v 7ORENFRRINE T, KITRTEEZERD 7,
NONE

NPT T T7ANMIWRERENTEL Y, 77 A VBRI NLT -4 =
=y FORTZFENTHEE A,

PENDING

R I T o7 7ANVFEEFETHESINTELT., 77 A MIIIESN
F—Ha=y hORBOIE—NEENTWET,

DESTROYED
Ny 2T T T 7 ANVTFETHEINTOET,
Destruction Comment
RNy I T 777 ANOWFEIFET 52— —01E LI FRP R RSN ET,
Details:
ZORZHI )T HE Ny Ty T OFEMERPFERENET,
Create Backup:

ZORFHET VI TDHE, N T v TIBEREINET, EX2 VT 4 —FEE
DA, TORZ AIFERHRAIZ 8> THET,

Restore:
CDOREZLEI VT HE N 2T v TPRETEINET,
Confirm Destruction:

TDORFHET VI TDHE, NI T v TOWELHERTEET, B2 T 10—
BEEOHE. ZORZ AIMEARTIZ/ > TWET,
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lBackup List] #=a1—

Ny T v 7OEMBERERRTIEEIL. TORY I T v 7 ElmgiFR R LT
[Details] RZ 2N L FET, FEMIE, 140 X—=2 D X0 77 v T OFEMOFEIR]
ZERLTLLIEE N,

HAEZBIRLTCWARY I T v 7 %21ET T HI21%, [Restore] RZ U #RIR L 9, FEM
X, 142 =20 IRy 77 v 7OET] 2B LT EE N,

iy

N7y TDFHFHORTE

Backup Details] # A 7 027 Ry 7 AL, Nv 7T v 777 A NVOiEMERRT D8
AR LET,

F RN T T AT KMA ETERBIOMELLEINET,

Ny DT v T 77 ANVOFEMERTT DT, ROFIELFATLET,

1. [Backups List] Wi T, sFflfEHRERTT Oy 77 v T2 M) 2ZTVT Uy
73D Fl3I ANy Ty 7Ty M) Zdi#RR LT [Details) ANF 28R L %
7. [Backup Details] ¥ A 7RV HRy 7 ANKREIL, TXTDT 4 —/L RRFHH
By HEHICR>sTWET,

Backup Details x|

Backup ID: | FoAC7620814910500000000000000001
KMa ID: |Foac7ez081431050

Created Date: [12/4/2007 5:26:49 AM

Completed Date: |12/4/2007 5:26:52 AM

Downloaded Date: |12,I"’r,l'2|:||:|? &258:13 AM

Destroved Date; I

Destruckion Skatus: IF‘ENDII‘-.IG

Destruction Cornrmenk: I

Close

2. WIZ, 74—V REZDOPRAEZRLET,

Backup 1D
KNI T T T ANEHINT H—EDY AT DAERGRNF BRI NET,
KMA ID

ORI T T T ANPERINTZ KMA RERSET,
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MBackup List] *=2—

Created Date

Ny I T T 77 ANPMEES NI ARRFRINET,
Completed Date

Ny 2T T 77 ANVOERNPTET LI ARERRRINET,
Downloaded Date

Ny P Ty T Ty ANRET ra— RSN HRRRRENET,
Destroyed Date

Ny 2T T 77 ANPEEISNZARRRSNET,
Destruction Status

IS DNy 77 v T OREPRERRESNET,
Destruction Comment

Ny 2T T 77 ANVOBFEIEAT 52 —F—NEE LIERPERINET,
3. ZDXFAT TRy 7 A& L HIZIE, [Close] A& &R L £7,
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lBackup List] #=a1—

NV ITyTDET

COMREERFERTALE, a—Y—1INRN I T T T ANERNY I T v THET 7 A LT
WRENBZ AN T v 7% 7 v 7a—RLTKMA ICETTEET, No o T v 777
A% KMA \ZHHTT DA, RREICHLEREREEZW I L TWE0E I »EfER LT
<TE&EW,

Ny 2T v TEEITHIIE, WROFIEEFATLET,
1. [Backup List] T, LT 5Ny 77 v 725§z~ LT [Restore] RN¥ %
B E7, [Restore Backup) ¥ A 7BV ARy 7 ANKRENET,

2. MR ATeXa VT 4 =N I T v Nl T vTR@B77 A0, BLUORY 7
Ty T7ANERNLET, Nv I T TR ANERY T T 7L, —FH LT
WARERHD T, 2FV, FRFIERENTWAYERHY 5, a7EFx2Y
TA—NRN I T TNE, NI T TRT 7 ANERY I T T T 7 ANE0 NG
BERITHFLWGEERHVET, aTl X2 VT4 —RNv I T v 7774 VF, £E
DRI T THT 7 ANBLONY I T T 774 0E L BITFEHTEET,

3. [Start] RHZ 2R L £9,

Restore Backup

Backup File Mame:

I Erowse, ..

Backup Key File Mame:

I Erowse, ..

Core Security Backup File Mame:

AN

| Erowse, ..

Skark I Close
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MBackup List] *=2—

4. 7y 7a— RUEER5E T35 &, [Restore Backup) #4717 ARy 7 AZ5ET Liz
T ENARI N, TKey Split Quorum Authentication] ¥ A 7 R 7Ry 7 ANRRIH
F9, BEERERET 12T, ERBA D2 —F—H ENRT L—Xu AT D LHENR
% U iTO

Key 5plit Quorum Authentication il

To perform this operation, you musgt authenticate with a quorum of the
existing Core Security key zplit credentialz,

Split User 1: I— Fazsphrasze: I—
Split User 2: I— Fazsphraze: I—
Split ger 3: I— Paszphrasze: I—
Split ger 4 I— Paszphrase: I—
Split Jezer & I— Pazzphrasze: I—
Split Uzer B: I— Fazsphraze: I—
Split Uzer 7: I— Fazsphraze: I—
Split User 8 I— Fazsphrasze: I—
Split User 3: I— Fazsphraze: I—
Split User 10: I— Fazsphrasze: I—

ak. LCancel |

5. itk Da—Y—H L RAT7VL—XE AN LIz L [OK) R E2RINTDHE, 22—
Y= LA T7 =28 KMA ([ZEE S, SBRENTOIE T, SBRES T 5 &
Key Split Quorum Authentication] %4 7 v 7Ry 7 ANHLET,

P D ERAT LR, BLOMBEE SNAH (ERK) B, 27 %Y
F 4Ny I T T OV C b » 7 BB b —Fd B BN ) E,

6. [Restore Backup) ¥ A 7 027Ky 7 ANFIRE N, EITUBORENRSNET,
7. I, 74— FLEEOHBEZRLET,
Backup File Name
Ny T T T 7ANDARITT,
Backup Wrapping Key File Name
Ny T v T8T 7 A NVDOLFINFERENET,
Core Security Backup File Name
AT X2 VT —RT S EGON I T T T 7 ANDAHITTT,

8. WILNETTDHE, BTERTAYE—UNRKRINET, ZOXATRITRY T A
ZHL DX, [Close) RZ VABRIRLET, 7—F_X—RLEXa T ¢ —1%i#
SNTHEZX R T8, KMA IZE SN E T,
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['System Dump) A =—a—

[System Dump] * =21 —

[System Dump| * == —"Ti, BEFROTZDD L AT L2 T 2fERR L, KMS
Manager REEL TWDH VAT A LDEMZ 7 A MZF U rr—RLET, ¥Urn—
L7 7AW, Efir—T 4 V7 4 —THR Z LR TE LR >THET,

FE - FU7E BT S ERBREHNT SO TE AERIIEERL TV EYE
/\/o

~ — > (o] >
SATLE U TDER
1. AT LZ T EAERT HI21E,  [System Management] A == —/»5, [System

Dump] Z#ER L ET, BEAERIIL. BEVERISNE “tarZ 7 7 A VIR R EN
F9, MEWIG LT, [Browse] #7 VU v 7 LTHIIEONNRAEZRIR T E T,

2. [Start] R¥ %27 Vw7 LT, Fura—RE2RBLES, Fyro—FREhizy
AT NEL L TIEROY A RV TIAEALATRT Ay E—URFRIN, WEOET
NEIINET,

3. HARDONRZRIZBEH L., *tarZ 7 7 ANV EBEOVTY R T AX L FIEREFE TR LET,

Syskbem Dump

System Dump File Mame:

I [n\Documents and Settingsibg 1 88753 KMA-3ystemDump-[DateTime]. tar . 2 Bromse. ., |
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[System Dump] A =a1—

W, 74—V REZOFHERLET,
File Name:
BBV AR ST *targz 7 7 A VRERRESNET,
Browse:
ZORZ L EI VI THE, ZOT 7 ANDYGEFEBETEET,
Start:
ZORZHI )y T HE FUra— FAENHIESNET,
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'Security Parameters] A —a1—

[Security Parameters] * —a1—

[Security Parameters List] A ==—%flifl4 o5&, ¥X=2V 7 —HEEIL. KMA
DEX2 VT 4 —RITA—HERRBLIOEETEET,

XA YyT4—NN\TA—FZOMYHBL
X2V T =R TA—=HF B EHTITE, ROFNEEZFEITLET,

[Security Parameters] A == —7/6 . [Security Parameter List] Z@&RL £,
[Security Parameters List] B2 mi+H Y EHE— FTRRSNET,

Security Parameters

Shart Term Retention Audit Lag Size Limit: IlEI,IZIIZID

Shart Term R.etention Audit Log LiFetime: I? Days

Medium Term Rekention Audit Log Size Limit: IlUUJUDD

Medium Term Rekention Audit Log Lifekime: |3 Manths

Long Term Retention Audit Log Size Limit: Il,UUU,DDU
Lang Term Retention Audit Log Lifetime: |2 Years
Login Attempt Limit: |5
Passphrase Minimum Length: IB
Managerent Session Inackivity Tineoot: IDisabIed

W, 74—V REZOFHERLET,
Short Term Retention Audit Log Size Limit

T ARV INOEREa s N ORFERFRREINE T, ZoBEBLH LT
FUEEIDEETCHENET, T 740 NI, 10,000 T, H/MEL 1000, fET
1,000,000 T,
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['Security Parameters] A —a1—

Short Term Retention Audit Log Lifetime

FMBAE R 72 1Y ORFIIM (15 BRRSLET, ZOMMEBEs L=
MBIV TCHONET, T 744 NI 7 HTY, BIMEIX7 H, FKRfEIE 24,855
HCT

Medium Term Retention Audit Log Size Limit

TT—A XN NOERr S N ORFEPERINET, ZoBEFERL LT
FUIEEIVECHNET, 77 4/0 ME, 100,000 T¥, H/IMEIX 1000, HKREIE
1,000,000 T,

Medium Term Retention Audit Log Lifetime

mHEAEn = B OREYE (B B’ERSET, ZoHfzEEsL
MBI ECHENET, T 740 I, 90 H T, H/MEE 7 B, RKMEIE
24,855 H T,

Long Term Retention Audit Log Size Limit

EMIREFEAE 7 M) OREBERERINET, ZoREBxb 2 b3
DETCLNET, T 74/ ML, 1,000,000 T, F/MEE 1000, HKREIE 1,000,000
"C‘\‘a—o

Long Term Retention Audit Log Lifetime

EWEAR 0 7o b O (B DFRENET, ZoHlz@EEsL
MBIV ECBENET, T 740 MR, 730 BTY, E/MEIX 7 B, ARKMEIX
24,855 H T,

Login Attempt Limit
KBBHEEND 0 7 A RITORBMARINE T, ZORBEZEE 5 & 2RI
ARENZ72 V£, T 740 ME, 5 T, H/IMEIX 1. HKRFEIE 1000 TF,
Passphrase Minimum Length

NRAT L —RXDOE/NLFTENFREINET, T 74V MM, 8 LFTT, Hw/ITHK
% 8 U, e RSCFHUT 64 LT T,

Management Session Inactivity Timeout

KMS Manager £7-i3a Y —rou sy vari7 A4 PVl TBS Z LR
TE DIRERH (HHAL) MRS ET, ZORHEZEE 2L, nr/f vy s
VFHBICe 7T FERES, ZOMELAELTH, $TICE#ETTOE v a v
ZITRBEKIELEEAL, 7740 I 15 5 TY, &/MEIX 05 (7 A RV
L)y BeRAE I 60 55 T

EX 2 VT 4 =T A= EEET L5513, Modify) RN Z2@IRUE, M
1Z, 48 X—=UD X2 VT 4 —RITRA=FDOEF] 2L T TZIV,

W
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'Security Parameters] A —a1—

EFIUTA—NSA—2DEE
X2 VT 4= R"T A= EEETLHITE, ROFIEEZFATLET,

1. [Security Parameters] Hiii T, [Modify] A% Z#IRL E7, [Modify
Security Parameters| B[HIAAFKRSIET,

Modify Security Parameters x|

Short Term Fetention Audit Log Size Limit: 10,000

Short Term Retention Audit Log Lifetime: I? IDay{s} j

Medium Term Retention Audit Log Size Limit: IIDD,DIIIIII

Medium Term Retention Audit Log LiFetime: |3 IMDnth{s} j

Long Term Retention Audit Log Size Limik;

1,000,000

Long Term Retention &udit Log Lifetime:; |2 I‘fear{s} j

Login Attempt Limit: |5

Passphrase Minimum Length: IB

Managemment Session Inackiviky Tirmeouk: IEI Minces

SavE I Cancel

2. MBILIGE U T, BEX a7 44— RIA—FEEHLET, KT LD, [Savel A%
CVEBRLET, BENEN KMA F— % _X— 2 RFESNET,
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A7tEFaUT—

aA7teXal) 74—

a7tX a2 VT4 —a A= FOERERT, V— FNET—X T, — NET—
Z L, 7 A ONMLRRICAREI N T —X T, — M MET—HIZLH-T, =
AL —R@PRHEINET, vAX =L, KMA IZBHSND T —F 2=y MEE R
HT DRFHETT,

a7 %2 T 0=k, BOEAXF—~ICLoTHRESINET, ZORAF—<TIL,
N— N NET—H DT v T EMERT DI, BOEER CERINZERED 22—V —
Da—P—=F L RAT L — R et 2 0ERNH Y 4,

TOEF2YT 4= AN =ALTIE, KMAIZXLTCr vy Z Eay V7RO 2 DOERE
WEENEN 2D £,

7y ZIREED KMA T, W— MET—X DT v T2 RBETE 20, T—H 2=
NEIZT 78 ATEETA, 20D, KMA Tlid, HrLWT—H 2=y F &8T5
M FEEEFEOT S a=my bOT X a2y MEEZRIY HT -V 2 FOERE
M TE FHA,

oy 7 fRERIREED KMA T, W— T —H 2FH LT —F 2=y MEZT 7 &R
L. ==V bOTF—Fa=y MEOEREZWUETE FT,
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[Core Security] A =a1—

[Core Security] A =a1—

[Core Security] A== —|ZIX, RKOA=a—FTarBndbb £,

Swvsbemn Managenment
- fudit Eventk Lisk
- kM Lisk
- User Lisk
- Role Lisk
- Site Lisk
- SNMP Manager List
- ke Transfer Public Key List
- Syskern Durmp
- Sskern Tirme
[=]- Security
Security Parameters
El Core Security
Backup Care Security
key Split Configuration
L Aukonomous Unlock Cpt
[=]- Lacal Configurakion
- LockfUnlock KM
. Software Upgrade

IDA=a2—%ERTLE, BXa VT 0 —FHEHIL, ROBEEZITHI LN TEE
‘ﬁ—o

m 27X 2 VT =Ry T v T OIERK

n BDEEKOFRBLIOLEH

n BT v ZERA T Y 3 v o R L OMERAR AT ~0Y) b B x
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[Core Security] A =a1—

Backup Core Security

Backup Core Security| A 7'> a2l 4 oL, %27 4 —HEHIE, 27E
X2 VT AT —HENRNY I T T LTIV VAT DT 7 A MZEZ o — K
TEET,

FE-aTeX 2 VT =Ry I T T T ANE, BEELTRELTLEEY, a7
X2 VTN I T T T ANE EBEONRN I T T T ANENRN T T v
T 7 ANDRT EEBIHEHATE D72, URioa7txa T 4—RNo 77 v
T ANVTHERTEET,

A7 X2 UTA—NIIT v TDERK

BDFERDOEFERIT, LV aTexa T 40—y 77 vy FOFATHLEITRY F
ﬁ—o

BE - bFa2 )5 —EHEERaT X2 VT — BT —F 2Ny Ty LEHET
RWE Ny Ty THRYEEIN T v T EERTEEE A, 251 X—TD [y
T v T OER] ZZRLTIESN,

1. [Core Security] A== —»6, [Backup Core Security] ##R L £7, [Backup
Core Security | BHEIAFRRSNET,

F-aT X2 VT =Ry I T T T AVDLARNE, HEIMIZAKRShET, 27
L. &iiximET 57, [Browsel NZ U ZEIR L TH LD SZEZBIRTAHZ L LT
xFE7,
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[Core Security] A =a—

WMS-Core-Security-Backup-2007-12-21-12-04-53, xml

2. IStart] REZVEZBRLCaT7txa2 T4 =R I T v T 77 A VEERL, 22—
HW—igEDOH NElicr v re—RFLET,

BRI T OvTNETTDHE, AvE—VURERENET, ZOXATul Ry I A%
BALC 2121X. [Close)] A& v &#EINL F T,

4. [Backup Core Security| EMHIZRE YD £7,
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[Core Security] A =a—

Key Split Configuration

[Key Split Configuration] A ==a—F7 v a v &HT5L, EX2 7 4 —HTLHE
L. KMA O EIRH 2 RRB LORETE LT,

5 B E DR
HAYFREERFT DI, KOFIREETLET,

1. [Core Security] A ==—7/5, [Key Split Configuration] Z#ER L £3, [Key
Split Configuration] M2 &R S E T,

=] i =] G
aplit: User 95 Split User 103

WIZ, 74—V FEZOBHZRLET,
Key Split Number
BOSERNFR R ENET, BREIE 10 TT,
Threshold Number
ERBOBIEN LB —F—HRRRINET,
Split User (1 ~ 10)
BEGEOREI D2 —F =L NFRINET,
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[Core Security] A =a1—

OB O2—Y =4 NAT L= BIOLEWMEOKREZZEE T 55613,
Modify] A% ZEIRLET, FHEMIL, 155 X—T 0 SRR EOLEH | 2L
TLIZEWN,
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[Core Security] A =a1—

BPERELLLT HITIE, ROFIEELFITLET,

1. [Key Split Configuration] Hiifi T, [Modify] A%z L £7, [Modify
Key Split Configuration] # A 7 127Ky 7 ANRERINET,

Modify Key Split Configuration il
Key Split Number: I? USErS

Threshold Mumber: |2 Users
Please enter your username and passphrase:

Split User 1:  |bob Passphrase; I— Confirm Passphrase: I—
Split User 2: W Passphrase: I— Confirm Passphrase: l—
Split User 3: I— Passphrase: I— Confirm Passphrase: l—
Split User 4: I— Passphrase: I— Confirm Passphrase: I—
Split User 5: I— Passphrase: I— Confirm Passphrase: I—
Split User &: I— Passphrase: I— Confirm Passphrase: I—
Split User 7: I Passphrase: I Confirm Passphrase: I
Split User & I Passphrase: I Confirm Passphrase: I
Split User 9: I Passphrase: I Confirm Passphrase: I

Split User 10: I— Passphrase; I— Confirm Passphrase: I—

Save I Cancel |

2. WONFGA—=ZZFEL, TOK] RZ o aBRLET,
Key Split Number
EEEOF LVMEEZ A LET, HEREIF 10 T,
Threshold Number
ERBA NG T Te OB — =D LVMEZ A LET,
Split User x

a—YF—Hux AN LET, HEla—YF—T240I2, BH#T 5 [Passphrase] 7 4 —/L R
& [Confirm Passphrase] (ZfEZ AL ET,

E - ANTELE =P —D7 ¢+ —L FHuE,  TKey Split Number] 7 1 —/L FIZA
NLTfEIZ k> TRESNE T,
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[Core Security] A =a1—

3. DI —F -4 L RAT L =% ANSj LIz L, TSavel R¥ U ZEIRLET,

4. FLWESEIERE N AT & D &, TKey Split Quorum Authentication] %A 7 1 7
Ry 7 ARFRENET, BFOERMERO2—F—H L A2 TL—Z% AL,
[OK) A7 2BRLET, FlE 2 BXOFIE 30 THLY) BRERET DI
. ZOBRMERLETT,

x
To perform khis operation, you must authenticate with a quorum of the
existing Core Security kew split credentials,

Split User 1; I Passphrase; I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
Split User 4 I Passphrase; I
Split User 5: I Passphrase; I
Split User 6 I Passphrase; I
Split User 7; I Passphrase; I
Split User &: I Passphrase; I
Split User 9; I Passphrase; I
Split User 10: I Passphrase: I
(0]4 Cancel |

5. 7= HN—ZADLIRTOBREHFRBH LOBREICEH SNET, HLVRED [Key
Split Credentials] I &R S ET,

I - EH SN FEKEEA LT, a7 X2 VT T —F BTy T LESN
jETo

6. FILWaT X2 T =N 77 v FZ2ERLEST (151 X—Y0 a7&x= )
T A= T T OIERK] &R,

FE-LRTiOaTrTexa VT4 =N I T v F T 7 A NETNTHEZEEL T, LLRTO&ESE
BRI Ny 7T TOWBIMHEHATERNL DT IAILERNDH Y 7,
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[Core Security] A =a—

Autonomous Unlock Option

[Autonomous Unlock Option] A ==2—F7va a2l T5L EX=2 07 1 —H
E& L, KMA OE#EA T v a VA EHAREE T IIEARAIC W 2 2 e mTEE

¥
Bftw y ZRA 7> a MR EIIMEAARTICE Y B2 2123, ROFIEE %
TLET,

1. [Core Security] EEA ==2—75, [Autonomous Unlock Option] % &R L %
. TAutonomous Unlock Option| M3 R S 4L, BIED AT v a o DIREE
DIRENET,

2. BAED B EERRBICHE > T, [Enable Autonomous Unlock] #ER LT DA
a v ERFEHAREICT A, £721F Disable Autonomous Unlock] Zi#ER L T4
varEFERATICLET,

I -

o [Lock/Unlock] A& v &HERATH L, RENSEIVEDLY, KMA Or v 7 IRENEL
1E & R OIRREICRESNE T,

o Hitw v VRbRA T Y a A ATRE E IS D12, ERKR AR T
ERHY £,
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[Core Security] A =a1—

3. [Key Split Quorum Authentication] %A 7 v /Ry 7 ARKRINET, HBIELR
AET 212X, ERBG D= =R L RAT =% AT HRLERH Y £,

x
To perform this operation, you musk authenticate with a quorum of the
existing Care Security key split credentials,

Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase; I
Split User 4 I Passphrase; I
Split User 5: I Passphrase; I
Split User &; I Passphrase; I
Split User 7 I Passphrase; I
Split User &: I Passphrase; I
Split User 9: I Passphrase: I
Split User 10 I Passphrase: I
ok Cancel |

4 JBOZ—P—HLRRT L =X AN LEHE TOK) REUEZERTDHE, 22—
P—H L2 T L — XN KMA [T &, B ThbivEd,

5. WAEN AT 5 &, [Key Split Quorum Authentication] 44 7 1 77K v 7 A3 H
U, KMA IZH L B#EE A 7 v a UBRBRE SN E T,
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l'Local Configuration] #*=a1—

[Local Configuration] * =1 —

Local Configuration] A ==—({Ji%, KOF T aBNdHV 7,
n KMA Oor v 7 &nay 7 fiEk
m VTN =TDOT T T L— R

316030101 » Rev. A

Syskern Managemenkt

- pudit Event Lisk

- KM, Lisk

- User Lisk

- Role Lisk

- Site Lisk

- SNMP Manager Lisk

- Key Transfer Public Key Lisk

- Syskern Durp

- Snskern Tirme

[=]- Security

Security Parameters

El Care Securiky

L Core Security Public Kesy

Backup Care Securiky

ke Split Configurakion

Autanamaous Unlack Opt

[=]- Lacal Configurakian
| ok Unlock KMA
‘.. Sofbware Uparade
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lLocal Configuration] * =a1—

Lock/Unlock KMA

Lock/Unlock KMA| A=a—F7varviEHT5E, %2 VT —HTHIL.
KMA ®a7k®x=205—4hny 7730y 7BRTEET, a7k8F20F 1 —
L. aTkeF2 VT =Ny rERidny B ENT E XD KMA OBEDEEM
1, 149 X—VD [a7kvx2 U7 4—] 2BRLTLTEEN,

KMA OOy %
KMA %1y 27 F510d, ROFIREETLET,

1. [Local Configuration] # ==—75, [Lock/Unlock KMA] ZJER L £,
[Lock/Unlock KMA | HEAE RIS, KMA OREDRSNET, ZOHITIL,
JREEIT [Unlocked] 272> TW &9,

2. TLock KMA] REZ U ZBRL T, KMA 2y 7 LET, RZ V&2 1EITE, 2
DR iF TUnlock KMA] (ZEDY, FHLne y ZIRELFETTEIBENREIN
F9, TN T, KMAlZr vy 7 SnvE LTz,

F - Lock KMA] A% > & [Unlock KMA] RZ U Z2EHT S LRENTIY b |
KMA v v ZIRENBE L OREBICHRTESINET, R¥ %2 1RETLE T3
R~V ERZ L TNANREDY . FrLnn y 7R L BT TE A BENRENET,
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lLocal Configuration] * =az1—

KMA @O v 5 &
KMA © v v 7 #fibrd 512id, ROFIEEZFEITLET,
1. TLock/Unlock KMA] MW, [Unlock KMA] A% %R L £,

2. [Key Split Quorum Authentication] %1 7 1B 7Ry 7 ANFRINET, BIELR
AT IR, ERESDA—Y =4 L RRAT L= ANTHBERDH Y £,
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lLocal Configuration] # =a—

x
To perform this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials,

Split User 1: I Passphrase: I
Split User 2: I Passphrase; I
Split User 3: I Passphrase; I
Split User 4 I Passphrase; I
Split User &; I Passphrase; I
Split User &; I Passphrase; I
Split User 7 I Passphrase; I
Split User &: I Passphrase: I
Split User 9: I Passphrase: I
Split User 10: I Passphrase; I
(04 Cancel |

3. EDI—Y =L L RRT VL= AN LTE=HE, TOK) A& UERIRLET,
=P =L L RAT L—XN, FBAED T2 KMA IZEfFE S E T,

4. FERED AT 5 & [Key Split Quorum Authentication] %A 7 17 27K v 7 AHH
U, KMA ©w 7 RS vE S,
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lLocal Configuration] * =az1—
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lLocal Configuration] * =a1—

[System Time] A =a1—

[System Time|] A ==—A47Yarafifldse, a—W -3, 2=V =21 H#HET 5

VAT ADI Ry 7 HRETEEY, KMS VU a—a Y OBRELZHEYNEILT 51T
X, 7 7 ZAZHNOK KMA BNET D021 % . BN 5 pINICERTT 5 2 & B3R
HETT,

A—AJ)LY Oy Y IiEHROIE
T—HA YTy s ERE T 5%, ROFIEE T LET,

[System Management] A ==—/»5, [System Time] ZEIRL 3, [System
Time| HHEHAERIILET,

W2, 74—V FEZDOHHAERLET,

Current System Time
BUED VAT AN E RSN ET,
System Time Retrieved At
KMA DY AT AR ZRG Licl E0u—INT T4 7 » MRZIDRERINET,
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l'Local Configuration] #*=a1—

Adjust Time
CORZ ) ITHE VAT ARAEERETE ET,

KMA 7 a7 %EET 585461, [Adjust Time) R U Z23IRL E3, M
1%, 166 X—2 D [KMA Oua—hr7 oy 7 O] 22 LTEEN,

NTP Server
Z O KMA MEFT 5 NTP —_X—RNFRENET ((#H L TWBEHEE),
Specify NTP Server

ZORZLE IV ITEHE, 2D KMA THEHAT S NIP —"—Z2EETX E
—a’_‘o
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lLocal Configuration] # =a—

KMA ®O—A)Lo7 0y ORE

KMADY Oy Y QRETE, 1 BIS—ELTRAX 5 SOHBETI O £#EH DM,
RICENTEFET, IE(+) OMBETIE, 70y 7o 0 LTS, £ (-) OFE
Tk, 7Ry 2oL b ERNICREY £,

KMA @ v — 7 VG & 39 51213, RO FNACHENET,

1. [System Time] [EijaiC, [Adjust Timel A% %&RL £, [Adjust System
Time] #A T 0 THRy 7 APERRINET,

Adjust System Time x|

The KM& svstem time can be adjusted only once a day by a
maxirum af 5 minukes positively of negatively,

& Positive adjustment will move the clock Forward and a

negative adjustment will reverse the clock for the specified
petiod,

¥ Move System Time Forward (+)

™ Move System Time Backward {-)

Offset; 1] ill Minutes 1] j Seconds

Save I Zancel |

2. 7 ay JITIEOME AT 5 YA1E.  TMove System Time Forward (+)] 7 VAR %
YEBRLET, 70y 7 ICAOHELTT 9 5E1E. [Move System Time
Backward (-)] 7 VAR U EEINLE T,

3. [Offset Minutes] 7% A hR v 7 AT, HEEEINLET,
4. [Offset Seconds] TF A bR v 27 AT, FEEZEIRL £,

F T LEHBERAREBER LT — A v —URNEREN, LV/NEREE AT
THEIERDOENFET, [OK] REUVERBIRLTCZOEAA Tl Ry 7 AL,
HLWEE A LET,

5. lSave] WF U Z@RL T, BHEEZBEHLET, VAT L7 uy 7 NHEINLET,
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&
o
10

AVTSATUOREEBEDIEE

TOETE, AT IAT UABRLEHE T — AR S — R FT T X A RIS
SWTHIILET, BHOr—ARE L TONTHLIRAE, O —1&FTT5D
FHNEIZONWT, ETLELZZRLTIEINY,

AVISAT7UOREEEOD—IL

AT IAT U AEERE, MBERNOT - ORNEETHEL, T—Zar T XA (#
TN—T) & T—F OREH LB L O 2 HE L2 R ET 280 (R Y v —)
FEBBLOEE CXET, ZNOOHRICHIET DA =a—IZROEEY TT,

Secure Information Management

b Key Palicy List
El Key Groups
- Kew Group List
- Agent Assignrment ko Key Grog
- Transfer Partner Assignment ke
[~ Agenks

- Agent Lisk
- Ky Group Assignment to Agen
[=]- Transfer Partners
- Transfer Partner List
- ke Group Assignment to Tran:
- Crata ik List
- Backup Lisk
- Import 1.0 Keys
Syskem Management
- Audit Event List
- Syskemn Time
[=]- Security
Security Parameters
[=- Local Configuration
- LockfUnlock KM&
. Software IUpgrade
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gAY —

s N e

GERY —ix, T2 EHICET 2 2R L £ 9, KMS Manager Tid, #AR Y
V—HHHLT, T OR#EFEB X OMESEERELE T, BEERL TT—
Y MIEGET IR, HONUDEAY O—Z2{ER L TE LERH Y £7,

BRSO —EERBIOEFRTEXLDIE, a0 I5A T A EFOLRTT, Zhiz
FoT, T—FNEIZHRY —IZHEM L TWDZ L EHERIZLET,

[Key Policy List] * =a21—
Key Policies List] # == —Tl&, fikO#KR) o —2BHTE £,
Key Policy List] A ==a—F 7> a2l T5L. WOBIEEZITH) Z LN TEE

o

HEAR Y —DFR
KD S DFMIOE TR LOEE

n FERY —DIER
s EFORFY > —H|FR

AR o—DERTR
FERY —E2FRTHITIE, ROFIEEZFEITLET,

1. TSecure Information Management] A ==—7/5, [Key Policy List] #&R L £
3. [Key Policy List] B3RS LET,
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BAR) o—

Key Policy List

Filter: IKeyPnIicyID j |= j I Ll

| Use Refrash | Reset | |« | e | E3- |
Resulks in page: 1 (last page)
Key Palicy ID ﬂl Descripkion | ke Tvpe | Encryphion Period | Cryptoperiod | Allowy Expart From | Allony Irnport To |
TwleyPolicy The desc AES-Z56 1 Year Z Years True True

Details, .. | Create. . | Delete |

T AN AREEAT BT B0 ROVTRPOF—THKEY 2 —U X M7 4
NEEBEMTHZLbTEET,

m Key Policy ID

m Description

m Key Type

m Encryption Period

m Cryptoperiod

= Allow Export From

m Allow Import To

BRENTOLEARY =V A M7 4 NVF BT D121, [Use) RZ 2L
jETo

w2, 74— FEZOHMHERLET,
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gAY —

Filter:
KMA ~O 7 ) —DFERIZ T ANV EF 2HWHATHDIHEHTE D 7 0 — /v RIRER

SNEYT, RITRTEZRD £,

Key Policy ID
Description

Key Type
Encryption Period
Cryptoperiod
Allow Export From
Allow Import To

T4 BEFRY I R:

TREORZ %27 v 7 L, MBRT ANV EETZBRLET, RIORTEEZERY
i‘é—o

T4ILEETEFRMRY I R:

BIRLIZEEDO 7 4 V2L LTS 2E2 A L ET,

X, TOT4NEF T a rRERENBVEELH Y T,

HEL =

AL 2D <>
LHhREWV >
LI <
RKEWDEFELW >=
INSWVPEL <=
B h ~

7= H

z2 [ LSt

T4 )LAEarRRy I R
TREIRZ 27U v L, BRLEZBEBEO 7 4V E2 &S L THATEZZINL
FT, TANZBHEICLSTUL, ZOTANEF T a U RRRINBNVEELHV
i‘a‘o

+

Use:

COREZHET Y I THE, TP BMEINET,

TANERBRMEIZE ST

ZORF L ET Vv ITDHE, T4AEBEIRENET, ZORX L, HEO
TANEINEREINTWDLGERICDRFRIINET,

CORZUHEIT VI THE, FRENTWVWDHY RAPNMIERIR L7 4V ZDEEH S

e YR FORPOR—VRFERINET,

Refresh:

TORE L EIT Y v ITT DL,
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BAR) o—

Reset:

CORZLE IV ITEHE, TRTOTZ 4 VENHIBREN, KPDOLX—JITRE- T
VA NPRERINET,

<

TORELEIY T HE VA MORHOS-VREFSHET,

K
CORZEIY) I TEHE HION=VICBHLET,
>

IORZEI VI FTHE ROXR=VIIBBLET,
Results in Page:

[Options] # A 7 r 27Ky 27 AD [Query Page Size] 7 4 —/L RTHE LTz 1<—
VHLY DOV a— FERERENET,

Key Policy ID

BN Y —H BT A B0 RFRENET, ZOMEIE. 1~ 64 XTTH
ETEXFET, RV —IDIE. Wol2 AT AL EETXERA,

Description
R O —OBHANRENE T, O, 1 ~64 XLTFTHETEET,
Key Type

ZOHRY —ICEEMST O TV THEH SN S LT VT XLDF A T %
ALUET, X AES-256 12720 £,

7¥ — [Encryption Period| X' [Cryptoperiod] %, #XM IO Tm— = MIH
DY THONTRRNBEGLES, RY —d [Encryption period] 3 X

[Cryptoperiod] IZIZEE TEEH A, T, #BR) O —DOEERZEORIZHET D
L &S 57O TY,

Encryption Period

ZORRY =TT O TW o E, T O S L EIFE SR TE
LM AF RS E Y, REBREORAIE, 4. K, B, #, H, EZIETT,

Cryptoperiod

ZORRY —IZBEEMN T O TV LEE, T OESLITENTE S (LA LI
AR T E Aev) WA ROR S ET, RO BALIL, . B, B,
W\, A, £IFETT,

Allow Export From

ZOHERY —IZEEM TN TS T —F 2=y BT AR— K TED0EH
PWRENFET, True F721% False D ZEHY F7,
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gAY —

Allow Import To

ZOHERY —IZHEMTONTVWAET =X 2=y oA U R— FTEDLINE IR
RENET, True £7-1% False DfEAZELY £,

PR Y O — R T 251, [Create)] RZ U ABIN LU £, ZEMIL. 173 21—
O TgERY —DfERk] 22 LT a0,

FERY R RRETIIEET H5LE1F. T0HAFA Y — %2R R LT [Details|
REEBIRLUET, 3T, 175 2=V R —DRFBIOLEE] 258K
LTL &N,

RV —ZHIRT 55613, Delete] ARZ 2R L 4, FHMIL. 176 X—¥
O TR Y —DHIFR] 2L T EEN,
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BAR) o—

BAR —DIER
R Y S — AT 5101, RO TIBEET LET,

1. [Key Policy List] Wi T, [Create] RN% %R L £9, [Create Key Policy]|
B RS RS SNET,

Create Key Policy * x|

ke Palicy I0: IAnDtherPDIicy

Descripkion: IJust a kest

Encryption Period; I 1 I'fear{s]l j
Cryptoperiod: I 1 I'fear{s]l j
Flags: v &llaw Export Fram

v allow Import To

Key Type: IAES-ESE

Save I Cancel

2. WDNFGA—=FZHFHELET,
Key Policy ID

RY— BT 2EEANDLET, ZOEIE, 1 ~64 XETHEETEET,
Description

RY S — BT HHEEANILET, ZOMEIZ. 1 ~64 XFETHEETEET, 20
74—V RIE, EHOEFICTDHZENTEET,

Encryption Period

ZORRY =TT O TV L EE, T OIS L EIIE BRI T X
LA FRENET, REBROEAMIE, 2, BE, B, B8, A, FLE3HFETT,

Cryptoperiod

ZORRY —ICBEEMN T O N TV L E, T =X OESLIENTE S (LA LI
AL TE 2w BIMAFR RSN ET, BEMRORAMIT, 55, K, B,
W\, A, £EETT,
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gAY —

Flags
Allow Export From

ZOHEFY) —IZBEEM T ONTVWAET — X 2=y hET T AR — R TEHNE
IMPBREINFET, True F7213 False DIEZHLY £,

Allow Import To

oK) —IZBEM TN TVWAET —F 2=y AT AR— FTELHNE
IMPIREINF T, True ¥7213 False DIEZELY £7°,

3. [Save] A& U %#BRL T, #KRY > —%R{FELET, [Key Policy List) HEfE!Z,

HLWEERY o—NFoRENET, 2T, ZOHERY) v —%2@ I L—7 T T
HEHIT0 FT,

Koery Policy Lisk

Filker: IKey Palicy ID j |= ﬂ I Ll

| Lse | Refresh | Reset | | = | £ | e |
Resuls in page: 2 {last page)
Key Policy ID .fi\.l Description | Key Type | Encryption Period | Cryptoperiod | Allow Expart From | Allows Import To |
AnotherPolicy  Just a test AES-Z56 1 Year 1 Year True True
My evPalicy The desc AES-Z56 1 Year Z Years True True

Details. .. I Create... I Delete
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BAR) o—

BAR) O —DORTELIVEE

FE R L — DG RAEE R TEDIDE, I T ITA TV ABEEHEDHTT,

HEARY o — DA EET 5120, KOFIEEFITLET,
1. TKey Policy List) M T, FEMilEHREZ T2 RN —2X TNV v 7T 25

. EIEEEAR Y > — 2 FHE R LT [Details) A# 2RI LET, [Key Policy
Details] WEAFRIINET,

Key Policy Details x|

key Policy ID; IMyKeyF‘ulicy
Descripkion:
Encryption Period: I 1 I"f'earl:s} j
Crypropetiod: I Z I\“ear{s} j
Flags: v allow Export From
e Irnport To

v &llow Impart T

Key Tvpe: IP-ES-ZEE

Save I Cancel

2. MEIZH LT, IDescription) . [lAllow Export From] . BXU [Allow
Import To| 74— /VREEETEET, T L7H, [Save] R¥ U ZERL T
ERENREZRAFELET, VAT AT THLWER Y > — Ol & 2SR T
mhihied e, HLOERY O — s L — 70N EEM T b g T,

3. [Cancel] R¥Z »Z@IRT 5 &, BERNELRFEETIAAT 0 Ry 7 ZBHLCE
‘a—o
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gAY —

AR O —nHIk
HERY —F, N —T EIFETHEH I N TWARNWGEIZOARFIRTE 7,
HRY —EHIRT AR, ROFIEEZETLET,

1. [Key Policy List) M T, HIfRT 288K YU > — %" LT Delete] R& %
BIRLET, ROXSIC, BELEER) V—OHIREZHRET 25 AT e Ry 7 A
WEREINET,

KMS Manager ﬂ

Are vou sure you wank to delete the Key Policy "MykeyPolicy"?

Yes Mo |

2. IYes] RH U HBIRLUC, #RY —ZHIBRLET, #RY —0RTF —F =)
HHIFRSEF, [Key Policy List] Hfi(ZHKY £7, U R b bEAR Y > —3HIER
ENTWET,
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BIN—T

BON—T

HIN—T L, BHENIBEBR) =T /A TERL—V 2 NERET DT —
HarTFHFANTYT, R -T2 MIEIDYTHN, T—F2=y MR LTIEFHL
DTHEREIND & &I, I N —ICBEEM TN ET, #IN—TEERT D L
T, BARY VA ERTIMLERH Y 3, BIRLZERY —, TOHET L—
TRORIZEHA S ET,

TV MIES VI b E T, ==Y NI, T RBRAEHFTSR
1ol OBV —T2EbE T, ==V NI, T AR AN L —
TR THHOLEZRETEET, =T—V v "BT 74V NOEIT N—T E OGS
LHVET, TV MZEoTHLWEPE VY TEND &, TORIETT—V v
FDOT 74V OB N—TNICRESNET, ==V ML, T 74V FO#ES
N—TDEETDHHAEICOH, FHLWGEEZED B THZ LN TEET,

178 X—=Y O 6-1 12, T N—T @RV — ==Yz b BROT—Fa2=y
FORRE R L ET,
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BIN—T

HE
B 2
1

7, ¥l

JI Tt

HE | REHE
17| k247
2

|

Fognp T2FNE

/

W=
FI—7

peYd

FTA4+NLE TIHIE

R
FIL—7

\/

6-1

REF

w1)—
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BIN—T

[Key Groups] * —a1—

Key Groups] * == —I{Z&HEN TS [Key Group List] A ==—F7 T g &M
To&, AT IATUABMEET, BRIV TEEHTEETS,

Secure Information Management
ke Policy Lisk
EI Key Groups
B ke Group Lisk
- agent Assignment to Key Grog|
- Transfer Partner Assignment k.
[=]- Agents
- Agentk Lisk
- Ky Group Assignment Lo Agen
= Transfer Parkners
- Transfer Partner Lisk
- Ky Group Assignment to Tran:
- Draka Unik Lisk
- Backup Lisk
- Impart 1,0 Keys

[Key Group List] »=a1—

[Key Group List] A=a—F47va 2425 E, 2—F—TROBMEEITS 2 &
MTEET,
n TN —TDRR
n BTN —TOVER
s BHEORIN—TOER
n BEAFOH T L — T DHIER
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BIN—T

BITIL—TORTE
FTRTCORITN—T 2 FRmT B, ROFIEEZEITLET,

1. [Key Groups] #==—7»6, [Key Group List] Z#RL £7 ., [Key Group
List] B2 RN SIET,

Key Group Lisk
Filker: |Kew Group ID j |= j I i |
‘ se I Refresh | Reset | | = | e | D |
Results in page: 2 (last page)
Key Group ID 2 | Description |Ke Palicy ID |
Key Group 1 This is the firsk Key Groop  MykeyPolicy
My eEroup This is a key group MlkeyPolicy
Details. .. | Create. .. | Delete |

T—ERXR—=ARKEAI B —)LT o0, WONWTNANDOF—THEHIN—TU R MNIT 4
NEZZERATSHZLETEET,

m Key Group ID
m Description
m Key Policy ID

BREINTWDBEITNV—T VA NMITANVZEEAT HITIE, (Usel] " E2HL
i‘a—o

WIZ, 74— IV REZFOFHAZRLET,
Filter:

FRENTWEIHINL—T DIV RANMITANZEHEHATDTODOT 4 NELT g
EFRRLET, TXTOT7 4V EOFRMEERMTZTHI NV —T DHRBERENET,

T4 LB a YRRy R:

TREAIRZ %7 Vw7 L, T4 VERMEE L THERT 2B ZRIRL £3, RITR
AR £97,
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BIN—T

m Key Group ID
m Description

m Key Policy ID

T4V BEFRY YR

TREREZ %27V v 7 L, BIRUEZBIEICENT 2 7 4 V2 HEEFE2RIRLET,
RIS EEZRDY £7,

m L=

m HELLRW <>

m LD REWV>

m LD/ <

B KEWVLDPELW >=

m PIOPELY <=

m BA4H ~

m %N

m ZZH LS

TA4NLAETHER RV Y R
BINLTEBHEDO 7 4 V2R U CHERT SMEEZ AT LET,

T4 LA EaVRRY S R

TREVRZ 27Uy 7 L, BRLEZBEEO 7 4 V5B E L THAT MEZZINL
FT, TANEZBMHICE>TII, ZOTANEFT T a v NERENTWVEELEHY

£,
7 CORZHI VT HE TANERBMSNET,
ZOREEIV v ITHE, TAMEBBIRENET, ZORY IF, B
T | DT ANEPREREINTOIGERICORFERINET,
Use:

CORZUHET VI TDHE, FRENTNWDHY RAPMIERR L7 4V ZDEEH S
. VA RDOBRHIIDOR—URFERENET,

Refresh:

CORA U ET ) I FTEHE, FRENTWBEY R IPRHEREINET, ZO#ET
X, AiElD TUse) F7-1% Reset] #AELIFIZCRIRENTZ 7 4 L ZITHEH ST, Y
ARNOR—=VIIEFRINERA,

Reset:

CORELEIV wITDHE, TRTOT 4 VENHIBREN., HODL—IITH - T
VA RNPRERINET,
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BIN—T

<

ZOREEI )y ITHE VA NORODS—VBERENET,

«
TOREZLHEIV I THE, BHION—IICBEILET,
>>

ZOREHT VI THE ROX=VICBHLET,
Results in Page:
BUEDN—VICR R TELHAMDERINET, VA MNOREBEOHAZFRRL TV

D86, HABIT (last page)] WIS ET, 1 X—VICRRT DR KHEBAHK
%, TOptions] %A 717 ® [Query Page Size] fECERINTWVET,

Key Group ID

B N —T AT D BB FRERENET, ZOMEIE. 1~ 64 XFETH
ETXFET, #INL—TIDIF. Vo FFAEETALLERETXEHA,

Description
T N—TOHFHNRINE T, ZOMEIT. 1~ 64 LFTHETE X,

Key Policy ID
TN —TNOKT—F 2=y MIHEH SN DBEFORR Y o — 253 2 — B D%
BFNFRINET,

BEAFO§ES — T DRI Y ¥ — ID (TERCE £ A, ThUL, ZHAZROBIE
B 5 L EEET 50T,

W

FETN—TmERT 25 AL, [Create] RZ &I L F9, ML, 183 X—T D
Fﬁﬁw—7@¢WJ%ﬂ%Lf<téw

TN —T e FRETFIIEETLHE1F. T8I NV—7 2 HFE R L T [Details] &
AR L E4, L, 185 =T [#7 LV —TOHMOFRRBLIOEE] 25
LTS ZEN,

FETN—TmHIRET 285 A1, [Delete] RN¥ &R L EJ, FEMIL, 186 =X—T D
F%ﬁw~7®mﬁjéﬁ%bf<tém
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BIN—T

BT IL—TDOER
LW NV— T BT 5120, ROFIEEZFEITLET,

1. [Key Group List) [T, [Create] A& %ML £7, [Create Key Group]
BN E£RSNET,

Create Key Group x|

Key Group ID: I

Description: I

kKey Policy ID: IF‘Iease Select a Key Policy j

Save I Zancel |

2. WDNT A= aBELET,
Key Group ID

T N—THWNT DMEEATILEST, ZOMHEIE, 1 ~64 LFTHETEET,
Description

TN —THHAT LA LET, ZOMIFE, 1 ~64 LFTHETEET,
Key Policy ID

TREIRZ 227U w7 L. 2O L—FICBEMNT 28R Y) o — 28R L £9,
LW T V—T 2T 25613, BEFORF Y v —RNERINET,

3. lSave] WN¥ v ZBRLET, LRIV —TPERSNTT —F X—RTRF S
i, [Key Group List] HEHIZFKRENET, ZNT, 7—F2=y b, =—V
Ne L TR NV—T2MATE DL 91220 £7,
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BIN—T

key Group Lisk

Filter: |key Group ID j |= j I

E

| Use | Refresh | Reset | | = | S | s |

Results in page: 3 {lask page)

Details. .. | Create, ., I Delete

184 KMS 2.0 EXEH A K » 2008 &£ 4 A

Key Group I A | Description | Key Palicy ID
Customer Rec... Evaluation Lisks MykevPalicy
ke Group 1 This is the Firsk Key Group  MykewPolicy
Tk gy Group This is a key group MykewPalicy
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BIN—T

BIN—TODHFEHDODRTELVEE

F - IA T UABREEUHNO =T — T OFEMIERE TR T HEE
1Z. TSave] RE LA EHTXTDT 4 — /L RBMERARAIZARY 97,

BN—T R EET DI, ROFIEEZFATLET,

1. TKey Group List] B T, #fiiffHREFRT o8 IN—T 2 NI EFTLT Y v
7450 i3I N—T 2 b 2l #R LT [Details| A5 v 2R L %
7. [Key Group Details] B F RSN ET,

Key Group Details x|

Key Group ID: ICustDmer Records

Descripkion: waluation Lists

ey Policy I0: IMyKeyF‘DIicy j

Saye I Zancel |

WDINT A= PRRENET,
Key Group ID:
BIN—TH—RICHER LET, 207 40— RidmA Y HEHTT,
Description:
BIN—TEHATHMEEANILET, ZOMEIT, 1~ 64 LFTHETEET,
ZOT7 4=V RIE, ZHOEEIZTDHIENTEET,
Key Policy ID:
PIN—T B IS NV—THNOT X TOFICEHET N T DBEFOR Y

AT - BOBNTRERENET, 0T 4 —/b FIEFAEY AT
—aﬁo

2. BETE2DIL [Description] 74—/ FOHATT, & T LD, [Savel A&
AIBER L TEENEZRAFLET, [Key Group List] BIEIZEYD £7,
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BIN—T

BT IL— T OHIR

F-TIO0T TRV —T DFN V2 bERET Xy RREID Y TH
NTWBETIL—TITHIBRTE T8 A,

BN —THHIRT DI, ROFIEELFITLET,

1. TKey Groups List] i T, HIFRd 287 /1 —7 2507~ LT [Delete] AN¥ %
BIRLET, ROXSIT, BRLEEIN—TOHIREMET 2 AT 0 7Ry 7 X
WERSNET,

FIN—F1T, BTHEHEINTES T, =— V= MO BT 5N THARWES
WZDHHIBRTE 7,

KMS Manager El

Are you sure vou wank to delete the Key Group "Customer Records"?

Yes Mo |

2. NWes) REEBRLT, #IN—THHIRLET, BT L—T L ZHICEEN
oz PR, T—=F_X=2AnbHIREET, [Key Group List) HifilZ 5
DVET, VRAMPOEIAL—TREBRESTHET,
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BIN—T

[Agent Assignment to Key Groups] * =1 —

[Agent Assignment to Key Groups] A ==2—F4 7T a &2+ 25 &, 2—HF—%,
TV hERITN—TITHDETHIENTEET, ==V 2RI VT
FOHTHILET, ZOT—V =2V PRT V7 EATEDA ML=V T/ ABRESH
£9, T4k TAgents] A ==—0 [Key Group Assignment| A ==2—F7 50D
WOBETT N, ELLLMERIZFELCIZRY £,

FE -2V MIEABEDEI VY TEZAREICT AT, HOENLHTZ—Tx MT
TIANNORIN—TEFZELTEBLERH Y 7,

Secure Information Management
Key Policy List
EI key Groups
- ey Group Lisk
B A0ent Assignment to Key Grou
- Transfer Partner Assignment ko
[=]- Agents
- &gent, Lisk
- ke Group Assignment to Agen
[=- Transfer Partners
- Transfer Partner Lisk
- ke Group Assignment bo Tran:
- Dnata it Lisk
- Backup Lisk
- Import 1.0 Keys

T—Vxr MDY TEERRT HI21E,. [Key Groups] A ==—/n5 [Agent
Assignment to Key Groups] Z#{R L %9, [Agent Assignment to Key Groups| i
MWERESNET,
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BIN—T

Agent Assignment b Key Groups

ke Groups Agents Alloved Access Agents Mok Allowed Access
Customer Records MyAgent
Key Group 1 MyAgent1
MyKenyGroup SZ-mwned Agent

=

= Default Key Groum for Aaent

Key Groups| %2, 7V —7n—HFrsiLE7, [Agents Allowed Access] ¥
2 BIRL7ZE7 =712 TConTni=—Y = PR—ERRINET,

Agents Not Allowed Access| #IT, IR L7ZgE7 L —FI2H D B THATVRN
T—=Vxr PR -HERSNET,
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BIN—T

BOIN—T~ADI—z FDEIYHT
G —Flem— Ve AR YT EIE, kO FIEREF L ET

1. [Key Groups] #IT, 2ERp#Es V—7%80H#r LE T, [Agents Not Allowed
Access| HIT, BT LH=—Yxr hEHEFHIZRL, Move to] ﬂ R IR
LET,

Agent Assignment ba Key Groups

Key @roups Agents Allowed Access Agents Mok Alloved Access
Customer Recards Myhgent
Key Group 1 g
MyKeyaroup S0-mwned Agent

5

< Default Key Group For Agent

2. BRL7cm—T = MY [Agents Allowed Access] FINZHEN LT, @I L7t
N—=TDT—=Tx bR M=V = bPEFRIEMENIZZ L 2R LET,

316030101 » Rev. A FO6EIVISATUOREEZEDERE 189



BIN—T

Agent Assignment ta Key Groups

Key Groups

agents Allmwed Access

Zustomer Records
Key Group 1
MykeyvGroup

My agent 1

Agents Mok Allowed Access

My Agent
S0-owned Agent

< Default Key Group for Agent

= AR —FICEID LT, TN NORILV—TERET DI, RO
FlEEZFATLET,

1. [Agent Assignment to Key Groups| Hifi T, [Key Groups| U A h»b 48708k
IN—TaERLET,

2. TAgents Not Allowed Access] VA NT, BIMLTT 7+ /V ORI N—T 2RE
TEHZ—Vzr baE 1O EBBIRLET,

3. [Default Key Group for Agent] "Z %27 Y v 7 LEd, BRLILTZ—T = b3
[Agents Allowed Access] U A MIB#EIL T, TOHEIN—TIZT 7 4V F DS
N—TNREENET, ZhICEY, ==V MRS NLV—T T 7B ATE D L
T ET,

TTICED L THENTWNEZ =V MR LTCT 740 FOBBINVN—T 2R ETDHIT
X, MOFIRZFEITLET,

1. TAgent Assignment to Key Groups| i T, [Key Groups] U A hb 422708k
TN—T e BRLE T,

2. TAgents Allowed Access] U A NT, 7T 74/ FOFETNL—T & L TEIR L7287
N—T o1 DU Eo—V 2 FEEIRLET,

3. [Default Key Group for Agent] "% %27V v 7 LET, BRLIZ—TV = D
T AN ORI N—TNEORT N —TITHESNLET,
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BIN—T

BITIL—ThoDI—ox FOHEIKR
BIN—FDT—Txr FY R BT —Vxr FEBIRT 210, ROFIEEZFE/TL
jETO

1. [Key Groups| %I C, 2 Egkr N —7 %R~ L£7., [Agents Allowed
Access] HIT, HIfrT 52— = bEHEFHIZ L, [Move from] El A e
RLUET,

Agent Assignment Eo Key Groups

Key Groups Agents Allowed Access Agents Mot Allowed Access
Zustomer Records IMMI My fgent
Key Group 1 SO-owned Agent
MykeyGroup

=

« Defaulk Key Group For Agent

2. BR L7 U2 TAgents Allowed Access] FIHHIERE 41, [Agents Not
Allowed Access| FNCFKRSNET, BIRLTHETZ NV —T~DOFENY 4 TIMEHRSH T
I/ \i‘a—o
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Key Group 1 Myagentl
MyKeyGroup SO-ovned Agent
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BIN—T

[Key Group Assignment to Agents| * —a1—

Key Group Assignment to Agents] A ==a—F 7 a v &HT5L, #I/N—T%
TV MIEIDYTHZENRTEET, Tl [Agent Assignment to Key
Groups| A==—A72 a Y OMOBETTR, EH0LRRIIRCICARY 7,

Secure Information Management

=- Key Groups

- Kew Group List

- Agent Assignrment ko Key Grog
- Transfer Partner Assignment ke
[ Agenks

- Agenk Lisk

B k2w Group Assignment Eo Agen
[=]- Transfer Partners

- Transfer Partner List

- Kew Group Assignment to Tran:
- Import Keys

- Daka Unik Lisk

- Backup Lisk

BTN —T 2 FRT DL ROFNEEZETLET,

1. TAgents] A==—/5, [Key Group Assignment| ZER L £3, [Key Group
Assignment to Agents| B3 E£RSHET,
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BIN—T

Key Group Assignment to Agents

Agents

Allowed Key Groups

My Agent
MyAgent1

My fgent2
SO-owned Agent

My ewGroup (default)

=

= Default Key Group |

Disallmwed Kev Groups

Customer Records

Key Group 1

[Agents] FiZ, T—H_X—ANOT—V =z hP—EXKRINET, [Allowed Key
Groups] Fl, ==V =V FRT 7 ERATE @I N —T PN —BRRINET,
[Disallowed Key Groups| #liZ, =—Y = hRT 7 BATERWET L—T R

RS ET,

2. 2=V b NI EITY v ITHE BN LIV DA NN —DFST

=T FETNIA U NR—=TRVET NV — T BNFRENE T,
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BIN—T

MyaAgent

Myhgent] Key Group 1
Myhgenk2 MyKewEraup
S0-owned Agent
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BIN—T

I—CI bADRITIL—TOEYHT

TV MO N—THEY S THITE, ROFIEEZFEITLET,

1. [Key Group Assignment to Agents| Hjfi?> [Agents| #|T, HERT— = |k
ZHFR#E R LE T, [Disallowed Key Groups) %I C, BINT 287V —7 % i

L. [Move to] jﬂfé"/%ig?ﬁbi?‘o

Key Group Assignment ko Agents

Agents Allowed Key Groups
T Agent MykewGroup {default)
MyAgent1
MyAgent2

S0-owned Agent

E

= Defaulk Key Group |

Disallowed Key @roups

Custamer Recards

Key Group 1

2. B L7 F Y23 [Allowed Key Groups) FNCBEIL, IR L7-o—Y = MC

P N—TNEFIEMENE T,
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BIN—T

Key Group Assignment Eo Agents

S0-owned Agent

Agents Allowed Key Groups Disallowed Key Groups
My&genkt Customnet Fecords Kew Group 1
Myagentl Mykewaroup (default)
My#fgent2

=

< Defaulk Key Group |

BIN—T T TNV ORI N—T L L To—V 2 MTEID Y TAHIE, ROFIE
BFEITLET,

1. [Key Group Assignment to Agents| [ ® [Agents] U A M T, MERT—T =
Y hEERLET,

2. [Disallowed Key Groups| U A2 F T, BIMLTT 74 /b b O NL—7 & L TRIE
ORI N—T % 1 OB £,

3. [Default Key Group] A& %27V v 27 LEd, ERLIEZ L—773 [Allowed
Key Groups] U A MIBEIL, ==Y hDOT 7 4V FOET L—T & L THE
SNET, ZhICKY, ==V = MIREIN—TIZT 7B ATED LRV F
‘a‘o

TTIZEHY Y THENTWAHE T IL—T%T 7 40 O8I N—TIERET HIiE. RO
FIEEFEITLET,

1. TKey Group Assignment to Agents] BEf® [Agents] U A NT, LELT—Tx
P EERL £,

2. TAllowed Key Groups] U A FT, ==Y = FOT 7 /L FOET N—TIT72 >
TWRWEZLV—T% 1 OBRLET,

Default Key Group] A& > %27 U v 7 LEd, === FDT 740 FO#ERS
=TT, BRLICET V=T RRESHET,
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BIN—T

I—CzV DB IL—TDHIRR
TV "R —TEHIRT AR, ROFIREZFEITLET,

1. [Key Group Assignment to Agents| Hjfi®> [Agents| #|T, HERT— = |k
Zgi &R LET, [Allowed Key Groups) 4T, HIkrT 287 L — 7 % il &R
L. [Move from] ] RE U EFRLET,

Key Group Assignment to Agents

Agents Allowed Key Groups
Myigent Myl ey Eroup (default)
MyAgent 1
My Agent2

S0-owned Agenk

<

< Diefaulk Key Group |

Disallowed Key Groups

Zustomer Records
Key Group 1

2. BR L7 U TAllowed Key Groups]) %1725 [Non-member of Info.
Groups] FNZHE L, =—V = h~DEI0 4 THMERSNET,

198 KMS 2.0 E¥H A K » 2008 &£ 4 A
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BIN—T

My Agent
Key Group 1
MyKewEroup

SO-owned Agent
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BIN—T

[Key Group Assignment to Transfer Partners| *
—_1—

Key Group Assignment to Transfer Partners] A ==—A4 7L a V&I 25 &, 4
TN —T Hrik/S— h F—IZEIV Y CTHZ N TEET,

|- Secure Information Management

Key Policy List

EI Eey Groups

- ey Garoup Lisk
- dgent Assignment o Key Groups
- Transfer Partner Assignment to Key Groups
[=]- &genks
- Agent Lisk
- ke Group Assignment to Agents
[=- Transfer Partners
- Transfer Partner Lisk

v Group Assignment to Transfer Parkners
- Import Keys
- Crata ik Lisk
- Backup Lisk
- Import 1.0 Keys
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BIN—T

BINL—TEYLETORTR

7 N—TE Y TEERT HITIL,  [Transfer Partners] A== —225 [Key Group
Assignment to Transfer Partners] ZJ&RL £7, IROBHEHPERSNET,

Key Group Assignment to Transfer Partners

Transfer Partners Allowed ke Groups Dizallowed Key Groups

Key Group 1

mykp
MyKenyGroup

B, BREN— R =27 7 B A TELHIN—TNRERENET, [Allowed Key
Groups| T, BN L cHmik/ N\— M —IZH 0 Y ToONBEI N —T R —RFRINE
7, [Disallowed Key Groups| #iZ, #&k/3— hF—IZHID B THHTWRWEES
N—TNERRINET,
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BIN—T

B/ N\— b F—~DET IL— T DB
Bk /N— hF—U X M NV—T%2EMNT D21, WO FIEEFEITLET,

1. [Transfer Partners] ¥ T, %5 &4 HHnik/N\— M —Z LR LET,
[Disallowed Key Groups| % T., BINT 587 /L —7FZ5iH#&k L. [Move to]
iJﬁﬁV%@ﬁLiﬁo

ke @roup Assignment ko Transfer Parkners

Transfer Partners Allowed Kev Groups Disallowed Key Groups

mykp Key Group 1 MyKeyGroup

2. BIR L7t 7 L —77% [Allowed Key Groups) FNZHE) L T, #55/S— M —3 %
DRI N—TIZT 7 CATEL LI 2R LET,
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BIN—T

BREN— M F—D DT IL— T DHIR
3% = F = DB A —T U 2 R EEIRT 510, KOFIEE % LET,

1. [Transfer Partners] ¥ T, %5 &4 HHnik/N\— M —Z LR LET,
[Allowed Key Groups| ¥ T, HIFRT 287 v —7 % i@ii#&k < L. [Move from]
3 WE L BIRLET,

Key Group Assignment ko Transfer Partners

Transfer Parkners Allowed Key Groups Disallowed Key Groups

myktp Kew Group 1
MyKeyEroup

2. BR L7427 —7)% [Disallowed Key Groups| FIZBE) L T, #5i5/3— FF—»3
ZORITN—TIZT IR ATERL RS2 L 2R LET,
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BIN—T

[Transfer Partner Assignment to Key Groups] *
— 11—
[Transfer Partner Assignment to Key Groups] A ==—zfif4 25 &, FrEDH

N—T DT 7B AZFHFAI SN TN D —EHOFHE /N — T —IT, §REk A — M —%
BT ES,

Secure Information Managemenkt
key Policy Lisk
EI key Groups
- ey Garoup Lisk
- dgent Assignment to kKey Groug|
- Transfer Partner Assignment ko
[=]- &genks
- Agent Lisk
- ke Group Assignment to Agen
[=]- Transfer Partners
- Transfer Partner Lisk
- ke Group Assignment to Tran:
- Crata ik Lisk
- Backup Lisk
- Import 1.0 Keys
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BIN—T

BE T IL—TEY B TORR

Rk 7 NV —7"8 0 BT FRRT 5121, [Key Groups] A ==—75 [Transfer
Partner Assignment to Key Groups] #Zi#R L ¥, ROBEAFRRSNET,

Transfer Partner Assignment to Key G@roups

Key Groups TransFer Partners Allowed Access Transfer Partners Mot Allowed Access

Key Group 1 mytp
MyKeyGroup

BEIZIE, BINV—TIZT 7B ATE DRE/N— M F—NERENET, [Transfer
Partners Allowed Access] %12, &7 L —7 28D Y4 CTHILTWHERE/ \— M F—N—
R TREINET, [Transfer Partners Not Allowed Access] FZ, #7 /L —F12E D Y
THNTWRWVIRENN— N —RERRINE T,
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BIN—T

BT IN—T~ADELE/N— L F—D3EN
N — TR N— N —Z BT 5%, ROFIEEZEITLET,

1. [Key Groups]) #IT, xt% L3287 NV —7 %%~ LET, [Transfer Partners
Allowed Access| #IT, BINT 587V —725iH#& <L, Move to] j RH
IR ET,

Transfer Partner Assignment to Key Groups

Key Groups Transfer Partners Allowed Access Transfer Partners Mot Allowed Access

Key Group 1 mykp
MyKewiEroup

2. J®IR L 72linit X— hF— [Transfer Partners Allowed Access] FIZEI LT, #77
—TINFDIEENR— N F =TV BATEXB LY o2 R LET,
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BIN—T

BT I—Th o DErE/— b F—DHIFR
7V — T DR b F— 2B BICE . KO FIEEETLET,

1. [Key Groups]) #IT, xt% L3287 NV —7 %%~ LET, [Transfer Partners
Allowed Access] #1T, HIRY Dlnk/N— b7 —Z2#iH#& <L, [Move from| ZI
R BIRLET,

Transfer Parktner Assignment ko Key Groups

ke Groups Transfer Parkners Allowed Access Transfer Partners Mot Allowed Access

Key Group 1 mykp
MyKewGroup

2. EIR L7mfRi%/X— b —2 TTransfer Partners Not Allowed Access] FZ#E L T,
ETN—TNEDRE N~ =T VB A TE Rl pol=Z L ERLET,
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BIN—T

KMS1.0 DTV RAR—FIT7A4ILDA ViR— F

KMS 1.0 D#x=27 AR —=Fr7 7 A & KMA IZA Y A—hL, ZO7 7 A LADKHIZ
%L CH LWEEVERRT 5121, RO PIEEFEITLET,

1. KMS 12 VAT AIIBEIL, #2777 A L AR—FLET, AV R—FTES
DT, KMS 12 VAT ANBT 7 AR—FENTHOALTT, KMS10B XL 1.1 D
AT AL, BRI AR— M TARNCKMS 12 127 v 77 L — RTA0ERH D £
‘j—o

2. [Secure Information Management] A ==—/5, [Import 1.0 Keys] ZE{R L F
‘j—o

Please Select a Key Group

e

3. MDINTGA—=Z &R FELET,
Destination Key Group

INLDOHRDOA AR—NRERDETN—T HBIR L £,
KMS 1.0 Key Export File Name

KMS 1.0 D=2 AR — 7 7 A L DOL&RTEZ AT LET,
Browse

ZORF L EI VDV ITEHE, TrANOEFERETE £ T,
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BIN—T

Start

ZORELEI VI FTHE KMS1.0 DT 7 A LD KMA ~O7 v 71— KA
WBENET, 77 ANVCEENDLIH-T LI, FHLOVEPMERINET, FLWEITZ
NEN, BIRLUI-E7 V—FICBEMNTONET, 77 A ABT v a— K&
SENEERZRT A v E—URFRENET,
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l'Audit Event List] A =a1—

[ Audit Event List] * =1 —

[Audit Event List] A==a—% T 2L, B /A X M ERRTEET,

Swskem Management

- Site Lisk

EEXEOJDERTR

Biin 7 A X2 P ERFORT HI2IE, ROFIAEFATLET,

[System Management] A ==—/nbH,

vent: List
- K& Lisk
- User Lisk
- Ruole Lisk

- SNMP Manager List

- ey Transfer Public Key List
- Sysberm Dump

- Sysktem Time

Event List] BENFERINET,

[Audit Event List] ZZ#IRL £,

lAudit

Audit Event List

Filker: ICreated Date

=l =

Set Datel to |

Set Date | aF |

IDon't Show Short Term

j | |Use| Refreshl Resetl I{l =:=:| >>|

Results in page: 20

Created Date W

LS, SEIZIPM
1j5/2008 1:38:15 PM
1/5/2008 1:38:09 PM
1j4/2008 4:44:25 PM
1i4/2008 4144125 PM
1i4/2008 2148139 PM
1/4/2008 2:48:28 PM
1/4/2008 2:43:29 PM
1j4/2008 2:42:156 PM
Li4/2008 2142129 PM
1i4/2003 2141135 PM
1/4/2008 2:41:18 PM
1j4/2008 2:40:12 PM
1j4/2008 2:38:52 PM
1i4/2008 2:35:52 PM
1i4/2003 2:28:03 PM
1j4/2008 2:27:59 PM
1j4/2008 2:27:38 PM
Li4/2008 2126122 PM

4

peration

Reetrieve Entity Certificate
Retrieve Root CA Certificate
Retrieve Entity Certificate
Retrieve Root CA Certificate
List Kev Transfer Public Keys
Create Key Transfer Key Pair
List Key Transfer Public Keys
Create Key Transfer Key Pair
List Kev Transfer Public Keys
List Kev Transfer Public Keys
Create Key Transfer Key Pair
List Key Transfer Public Keys
Retrieve Entity Certificate
Retrieve Root CA Certificate
List Kev Transfer Public Keys
Create Transfer Partner
Create Transfer Partner
Retrigve Entity Certificate

Success
Errar

Success
SuCCEss
SuCCess
Success
Success
Success
SuCCEss
Success
Success
Success
Success
SuCCEss
Success
Success
Success
Errar

SuCCEss

Details.., |

Condition

Success
Inwalid Challenge response
Success
SuCCess
Success
Success
Success
Success
SuCCess
Success
Success
Success
Success
SuCCess
Success
Success
Success
Public Key ID already exists
Success

[Message Walues

Hurnber

Certificate Serial Mumber = 151C5F81291373F00000000. .,

Certificate Serial Mumber = 151C5F81291373F00000000. .,

Transfer Partner 0= mytp, Description = a descr, Cont. ..
Transfer Partner ID = mytp, Description = a descr, Cont. ..
Certificate Serial Murmber = 151C5FE1291373F00000000. .,
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T B R AR ERKE AT =T D

TANZ AT H L TEET,

FRENTWEIEE IO Y R M7 4 VE AT 51203,

Created Date
Operation
Severity
Condition
Entity ID
Entity Network Address
KMA ID

KMA Name
Class
Retention Term
Audit Log ID

£,

WIS, 74— REFOHBAERLET,

Filter:
KMA ~O 7 ) —OFERIZ T A NV Z 2 AT HDIEHTE D 7 0 — /L RIRER

SNET, RITRTEZRD £,

Created Date

Operation

Severity

Condition

Entity ID

Entity Network Address
KMA Name

Class

Retention Term

Audit Log ID

T4 BEFRY I R:
TRERZ %7 ) v 7 L, BERTANZEREFZERLET, RIORTMEEZEIDY

£7,

s ZEH

s ZZHLS

T4IILEE1RYIR:

HAPZ7 4 v 2 2R L 2568103,

lAudit Event List] A =a1—

WDNTNNDF—TER AR R R MZ

[Use] R"&Z o ZFERAL

[Set Date] #7 V v 7 L CHBHAKRZF EEL £

o MHIE, 74N ZF—DFEMHOIREE L TERSNET, EZ0DT 4 23R

LIeHald, 207 4=V iz AN LET,

J4ILBE2 Ry R:

AR 42 2 8IR L7258

316030101 » Rev. A

[Set Date] #7 Vv 7 LTHKTHRZFEEL E
T, T, 74V EZXF—OHFAOKTHE L TERRINET,
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J4ILEE3 Ry R:
FTREIRZ 27U w7 L, ROWTNDNLDT ( VF 53RN L ET,

s Don't Show Short Term
s Show All Retentions

Created Date
BEA A N MIMER SN BN EREINET,

Operation
BEAA N b la— FBERSNDRIK E oo ERRRESNET,
Severity

BIEDR R L7256 ORWOERENRENET, [Success| (=T —72 L),
[Warning] . F£721% [Error] OEZIY 7,

Condition
BENEFIZHET LENE I R EnE T,

I - =7 IRETHFER RS, BHTEATHMRRINET, 27— AvkE—Y
DEZA=INEELS & =T —OFFMRRH N RINET,

Event Message
BiliA N b= b OFFMERPF RS NET,
Entity ID
BEAEFAT LTca—YF—NRRENET,
Entity Network Address
BElA N NEARLICEERDO Ry NT—7 T RUARKRRENET,

KMA ID

BEREAR b NIRRT T A4 7V ANREKRRENET,
KMA Name

I FGALNDET T TA4T v A& D —F—fEOMBF N R RINET,
Class

BEAN b PUDBET28BED 7 T AR ENET, WRITRTIEZERY £,
m Agent Access Control Management Operations
m Agent Client Generated Audits
m Agent Management Operations
m Appliance Management Operations
m Audit Log Agent Operations
m Audit Log Management Operations
m Audit Log Operations
m Backup Management Operations

m CA Operations
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m Cluster Client Communication

m Cluster Operations

m Communication and Authentication

m Console Security Management Operations
m Data Unit Agent Operations

m Data Unit Management Operations

m Discovery Operations

m Key Group Agent Operations

m Key Group Management Operations
m Key Policy Management Operations

m License Key Management Operations
m Local Management Operations

m Management Client Generated Audits
m Passphrase Agent Operations

m Replication Operations

m Retrieve Certificate Operations

m Role Management operations

m SNMP Management Operations

m Security Management Operations

m Security Parameter Management Operations
m Security Violation

m Site Management Operations

m System Messages

m User Management Operations

Retention Term

BifA N2 b ba— FOERSNIRFHMRAFRENET, RIZ, BRSNS THE

HWobhoiEEZFDHE R LET,
Long Term

EOWHIMEMT 20EOHH A< hLa— K,
Medium Term

HFREOCHIMEMT 2L EDOH LA X FLa— K,
Short Term

OB T 20 EOH L4 X FLa—k,

Audit Log Entry ID

B A N b2y M) ORLA T EBHT D BOY AT DKM A BRI S E

@‘O
Audit Log ID
KERA Ry b2y b BT 25— B OV AT MR T AR ENET,
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Bitn 7 OFME2 IR T 25818, TOEA R 7 2mii#Rx LT [Details) A F %
WLUEF, GBI, 214 =D [EEr ZOFMORR] 2R L TITEE,

Efn 72Ty AR— T DI21E, TExport)] RNZ U ZFIRLET, FEMIL, 215 <—
PO A 7O AR—] ZBRLTIEEN,

BEEOJOFEORTR
B m 7 ORAIE RRT DI, KO TIRERGT LET,

1. TAudit Event List] Wi T, #fMERERRATIERE 7= MY ZBIRL T
Details] R¥ v ZEINT D0, = MV EEX T Y 7 LET, [TAudit
Event Details| HEfAFE /R34, [Close] RZ U ZFRLS T _XTD T 4 —/ RHAEH
RE[IZ7 > TWET,
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Audit Event Dekails _ Ol x|

Audit Log I0: IFDAC?EEDB1491D5EIEIEIEIEIEIEIEIEIEI
KMA 10 IFDF'.C?EEDBHQIDEEI

KA Mame: |sudhur':.fkma

Budit Log Entey 1Dy |EIIIIEIIB?IJEIEIEIDD

Zlass: |SI"-JMF‘ Management Operations
Retention Term: |Meu:lium Terrm

Cperation: | Create SNMP Manager
Severity: | Success

Condition: | Success

Created Date: | 12/21/2007 10:45:42 AM
Enitity 1D | 50

Entity Metwork fddress; I 129.50.61.111

Message Values: SMMP Manager ID = ;I
SMMP_1, Descripkion =

SMMP Manager 1, SMMP
Manager Mebwork Address =
129,580,560, 160, Enabled =
FALSE, User Name =B ~ |

Solution;

I

Close

2. [Close] A"#¥ o Z&FER LT, T[Audit Event List] BEHEHIZREY £9°,

BEEOTDOIY AKR—F

T AR— MEREEFEHT L, TR ToOBEn /= N ERFRELEEAR =
VAR, 2P —DU— T ZATF—3 a VDT XFA N T A NI AR — N TEXFE
T, =P, TOTF7ANEAT Ly K= T 7V r—va Vv CERTEET,

Bin 7 ZR— T 5120F, ROFIEZFATLET,

316030101 » Rev. A FEEEIVISATUORERZEDERE 215
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1. TAudit Event List] [ C. [View] XA ==—»5 [Save Report...] ZERI
Bh, EF720E Cirl-S 2L £ 9,

2. T L6, [Start) RZ U ZBINL T 7 AR— MLBLAZBRB L EJ, [Audit
Event List] BME T VI T7 4 VX 2WAH LIZHEIL. #4752 M) oAN
T AR—FENFET, 74NV ZEEHL TR WEAE., TRTOER A P2
T AR—FENET,

3. T AR—MUHNRZETTDHE, ZJ AR—FINEEREa JOEN, 4707
Ry 7 A FEICFRENET,

4. [Close] RV HBRIRLTCZDODX ATl Ry 7 A% L. [Audit Event List] &
HIZREY £,

[Data Units| * = a1 —

[Data Units] A== —OfEHEIZOWTIL, 232 X—T® [ [Data Unit List] *
—a—] ZZERLTIEIN,

Z DL DHEE

AT ITAT VABEE I, ROBEEITH) 2L b TEET,
m AN MU R NOER

m VAT AR ORISR

s KMA REEDr v 7 B LUe v 7 fiflk

IHHOMREDFIEICOWTIE, B 5% (X2 T 4 —EEEDOEE] 28R L TL
7ZEW,
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~
i

ARL—2 DEE

ZOBETIE, AL —F u— AR5 SN — =N ETTE BBREIC OV TEHH
F9, HEOu—ARED B TOENTWDIHEAIE, FTOr—LE2 7T 5 FIEITON
T, YT IEESHRL TN,

IXL—20—)L

FRL—FE VAT AOARERFEHLET,

Secure Information Managemenkt
[ Key Groups
- ey Group Lisk
- Agent Assignment bo Key Grou|
- Transfer Partner Assignment ko
[=]- &gents
- Agent Lisk
- key Group Assignment to Agen
- Transfer Partners
- Transfer Partner List
- Impart Keys
- Data nik List
- Backup Lisk
Swskemn Management
- dudit Event Lisk
- K& Lisk
- Sike Lisk
- SMMP Manager Lisk
- aystern Durmp
- aystemn Time
[=]- Security
Securiby Parameters
=1 Local Configuration
LockfUnlock. K
. Software Upgrade

316030101 » Rev. A
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[Key Groups] * —a1—

[Key Groups] A ==2—I|Zl&, ROA=a—F7TarBbb E£7,

Secure Information Management
- ke Graups
: key Group Lisk
Agent Assignment bo key Grou)
Transfer Partner Assignment ke

CDA=a—mfHTL L, ROBEZITO ZLBTEET,
m WL —F DV R FDER

m HIN—T D=V = FOEY B TORR

n B N—T~OIRENR— N —DFI Y B TOERR

Key Group List

Key Group List] A=a—F7 a2+ 2L, 2—F 37— 72EHT
TFET, FIEIZHOWTIE, 179 =YD [ [Key Group List] A ==2—] #ZML T
ZEW,

Agent Assignment to Key Groups

[Agent Assignment to Key Groups] A ==a—F7 v a VAT L, =2—HF—%,
RIN—TIZEHD B TOENTND L=V e hERARTEET, FIRICOWTIE, 187
~—? [ [Agent Assignment to Key Groups] A ==—] ZZHL T EIV,

Transfer Partner Assignment to Key Groups

[Transfer Partner Assignment to Key Groups)] 7' v a v &FHTH L, = —F—
I FEDORIN—T~DT 7 EAZFHAI SN TN D HORERE/— I —Z RIRT
EEJ., FIEICOWTIE, 204 *—2® [ [Transfer Partner Assignment to Key
Groups] A ==—] ZZRL TIIZEW,

218 KMS 2.0 EHEH 4 F » 2008 F£ 4 A Rev. A * 316030101



FRL—420—)L

[Agent List] A =21 —

[Agent List] A==2—A 7 a &I 2L, ROBIEELITH) ZENTEET,
m TV hORTR
m =— = FOER
m TV NOERBLOER
n BEFOT—V = FOHIBR

Secure Information Managemenk

EI key Groups

- ke Garoup Lisk

- Agent Assignment to Key Groy
- Transfer Partner Assignment b
- &gent Lisk

- ke Group Assignment to Agen
[=]- Transfer Partners

- Transfer Partner Lisk

- ke Group Assignment to Tran:
- Import Kevs

- Data Unik Lisk

- Backup Lisk
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I—2xV bR FDERR

Agent List] A==a—A7var&lT2L, 2—¥—id, HEORIN—TI2H
BTN TV TRTOT—V 2y N2 ERTE E4,

Z O & FR T DI, ROFIMEEZFATLET,

1. TAgents|] A==—7/b, [AgentList] ZER L EJ, [Agent List] B«
ShET,

2.\ IN—T DT 4=V RORIZH D FREIRZ %7 ) w7 L, #7 NV —T 2RI

T3, BOA—TICEEMTON TV =V 2 MR FIRENE T,

Agent Lisk
Filter: [agent 1D =l = = + |
| Lz I Refresh | Reset | | = | S | 3 |
Results in page: 3 (last page)
Agent 1D A | Description | Site | Default Key Group | Enabled | Failed Login Attempts | Enralled |
My &gent agenkdesc for Myagent Mykeyaroup True ] True
Tl fugent agenkdesc for Myagent Ik EyiEroup True i] False
a-owned Agent | agent For tesking, Toronko True ] False
Details. .. | Create. .. | Delete | Activity Hiskary. ., |

VA MEEREAT Q= LT EH0, ROWVWTNDOF—CT2—T = MIT 4V %

THILELTEET,
m Agent ID

m Description

m Site

m Default Key Group

m Enabled

m Failed Login Attempts
m Enrolled

HRINTNWL—=Y =2 P ANMIT 4 VZ ZEATHITIE, [Use) AF A
Li‘a—o
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WIZ, 74—V FEZOHPERLET,
Filter:

KMA ~®O 7 ) —OFERIZT A NV Z 2 AT HDIEHTE D 7 0 — /L RIRER
ENFET, WIRTEERY £7,

Agent ID

Description

Site

Default Key Group
Enabled

Failed Login Attempts
Enrolled

T4V BEEFRY Y R:

FTRERZ %7V v 7 L, BBEBRT A NVZHEETFZERLET, RISTRIELZIRDY
i‘é—o

BV =

ELL AR <>

L KREWV>
L/ <
RKEWDEFEL >=
INSWVPFE L <=
Bth ~

2= A

22 1 PASh

TAILFETFRRY Y R:
BINLTZBMEDO 7 4 2R UTHERT A AN LET, 74V ZEHICK - T
. SOTANEF T a VIREREINRVGEELH Y £,

T4 BEaVRRY S R:

TRERZ %7 ) vy L, RUEBEO 7 V250 E L THEAT AMEA2RIRL
9, TANEZEMNICEoTIE, TOTANEF T a rNERENTWVWIEELHY
jzﬁ—o

n CORGZ w2y THE, TANEBMESNET,

CORELEI) v ITEHE TAAENEIBRENET, ZORZ L, BEO
= TANVEDRERINTWVBGEEIZOARAERINET,

Show Agents in any Key Group:

BN THE T A VE T, BT NV—T~OFEMTIC LT —V 2 NI T 4
REWATEET, BRIV —FICEEMMTONTWAEZ— = NOLNE
RENFET, TRERZ %27V w7 L, Z4NMEFEMHELTHERATZE#ILV—T%
BINLE T,

Use:

CORZHET VI TDHE, FRENTWVWDHY RANMIEIR L7 4V Z D0 S
. VA RDEHDON—IRnFrmENE T,
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Refresh:
TORELEI) v ITHE VA MBRERRIINET,
Reset:

ZORZmI V7T HE TXTOT A NVEPHIRSI, BOPDN—=VIZR-T
URASRFIRSNET,

<

ZORELEIV v I FHE VA NOROIOS—VRIRENET,

K
ZOREEIV v ITHE, BION—JICBELET,
>

ZORZ w7V w I THE RON—VIIBELET,
Results in Page:

[Options] # A 7 r 27Ky 27 AD [Query Page Size] 7 4 —/L RTHE LTz 1X—
VHLY DOV a— FERERENET,

Agent ID

Hr—V=r b EHHT 22— —REDO—BEOMH AR RINET,
Description

T—Y = FOBHANRENET,
Site

T—=Vxz FRBL TS A PRk — B0 FRRRENET,
Default Key Group

T—V x> FTHIOEZ V—TBRHRICEEE SNV TV RWERIZ, 20—V
MZ X o> TER SN Ie T R TOHIZREEM T b 287 v —7,

Enabled

T—Yx bOREEEZ/RLET, True £721% False DfEZIWY £4, 27 4 —L K
2 False DA, =—V =z MIKMA Dty g VAL TE £H A,

Failed Login Attempts
07 A AR L TZEE N ERINET,
Enrolled

T—V 2 R KMS 7 7 AR ICIEFICREEINTZE I DB RENET, True £72
1% False DfEZ BN £9, =—Y = b UOTER SN, T —V =
FRONRZATZ L —ANRERBINT-HE. ZD7 4 —/L NiX False 12729 ¥4,
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I—xy FOERK
T—Y = MEERT AI2IE, ROFNEZFEITL ET

1. [Agents List] HijiiC, [Create] A% %N L ET, [Create Agent] i3
&, [General)] # 7NERSNET,

=

General I Passphrase I

agenk I0: I |

Description: I

Site IC: IF‘Iease Select a Site j

Save I Cancel |

2. WDNFGA—=ZZHFHELET,
Agent ID

TV b EBICGRITAEAEANLET, ZOfHEIZ. 1~ 64 LFTHRETE
i‘é‘o

Description
TV b ERATHEEANTLET, ZOMEIT 1~ 64 LFTHRETE T,
Site ID

THRERZ 27 )7 L, 2=V bRBT LA ME2l#HFRLEST, 20
74—V RIZEME A EE T,

3. [Passphrase] %7 #PH& £,

_ioi x|

General Passphrase I

Enter Passphrase; I

onfirm Passphrase: I

Save I Cancel
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224

4. WDONINTFA—FEFHELET,
Enter Passphrase

ZDa—YF—DNRRAT L =X AN LET, B/ACTHEIT 8 LF, mARLTHIT 64
XETY, T 740 MEL 8 TY,

NRAT L —AOFMF, kDO EBY TT,

m NATL =X, a—HF—Dz—T 2 NID ZEDRNTL &N,
n NRAT LRI, KICFE, DX, BB, ISR ST O 4 SO LTFT T A
DH>HL3OEMEHTILERH £,

i F Al RE 72 R SCFIE, IRD EBY T,
Cl@ESW% A& () -_=+ 1IN T <>, /2
n X7 AT EOHIETIIMEATE EFEA,

X - RRT L — ROB/ N R OEM A EE T S HIECOWTIE, 148 X—Y 0 [k
2T 4 —NRIA—FOEE| ZBMLTIEIN,

Confirm Passphrase
lEnter Passphrase] 74—/ NIZAS LIZfEEL R CEEZ AN LET,
WIZ, filiz AJj L7 [Create Agent] i DOBZ R LET,

ol

Gaeneral | Passphrase I

Agent I0: I Myagentz

Description: I agenkdesc for Myagent

Sike ID:

Save I Cancel

5. [Save] RZ U ZFEIRLFT, =— Tz bl a— FRF—FZX—TBIMEN,
[Agent List] BHEIZFKRENET,

6. T—VxV NEADA LV EZ T2 —AEMHHL T, =—Y = NEAOBREFIEEET

LET, 2&2E, Sun © RT7 A T OEE, BEFIAA 5T 5121% VOP (Virtual
Operator Panel) /{3 2 LEARH Y £7,
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Agent Lisk

Filter: |Agert ID

R

E

IKey Group 1

j| Usel Refreshl Resetl |<:| <:<:| :>:=|

Resulks in page: 4 {last page)

316030101 » Rev. A

Agent ID & | Description | Sike | Default Key Group | Enabled | Failed Login Attempks | Enrolled |
MyfAgent agentdesc for MyAgent MykeyEroup True u] True
Mwifigentl agentdesc for Mydgent My ey Group True 0 False
My figent? agentdesc For Myagent | Louis... True 0 False
SC-owned Agent  agent For tesking. Toronto True u] False
Details, .. | Create. .. I Deleke Ackivity Hiskary,,,
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I—VIxV FDRTELVER
T—Vx NOFMEEETHIZIE, WOFEEZEITLET,
1. TAgents List] B C, FMEFREZRFITL—V b NI EXT LI Y w7

T o0, Flldm—Y = by U ZEFAF R LT [Details) A& o Z@IR L E
7. [Agents Details] B[ £RSIET,

_lolx

eneral I Passphrase I

Agent ID: I My Agent
Descripkion: I agenkdesc for Myagent
Site 10: | .
Flags: v Enabled
¥ Enrolled

Default Key Group ID: I Myk ey Group

Failed Login Attempts: I 1]

Saye I Cancel

2. [General] #7%F&, BEISCTRDOY 4 —/LV REERLET,
m Description
m Site ID

m Flags - Enabled

F -V FORRTL—XF, NAT L—AREIMEEN TS 2 L e85
BICOBEFELTLEZEN, FEIZOWTIE, 227 =YD 22—V = O/ T
L—RADRE] 2R LTLTEI0,

3. T L7en, [Save] A& A EIRL £4, KMS Manager 7 — ¥ N— AN H X
AU, TAgents List) HEIZREY £7,
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I—Cz YV FPDINRIDL—XDETE

TV NDONRRAT L= ERETDHE, ==V = b KMA TRAEEZZIT 572

DT—V =V FMEAFERDSEL LN TEET, ==V MERAFELII AT

L= H0RZOMGNEREINTWD LB s he, AL —2iF, =—

T FONRAT L= RFEHEERETE ET,

TV FDONAT =Xz ET HIIE, WOFIEEZETLET,

1. TlAgents List] BT, "AZ L —RX&2RETDHT—V= b NI EXT LY
Uy 7350, flidz—Y=r bz ) Z25@ii#R LT [Details) A4 o 28841
L¥7. [Agent Details] BiifiZ3#&<SiEJ, [Passphrase] ¥ 7 4B & £,

i

General Passphrase |

Enter Passphrase; I

Confirm Passphrase: I

| Save I Cancel

2. D7 4 —/V REZEE L, [Save] RF U Z@RL LT,
m Enter Passphrase

m Confirm Passphrase
3. T—H_N—2ANEE I, [Agents List] BHEIZEYD £7,

4, ==V NEFADOFIAT, =— V= FE2HEELET, L& 2L, Sun 07—
FIA4 7DOHE, =—Y = k% KMS Cluster (2584 5121 VOP (Virtual
Operator Panel) Z i H T 20 E R H Y £F, ==V = FONRAT L—XEEH LT
bé, TV MEFRETLOETIE, KMS 7 7 AXICERZFETEEEA,
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I—2 2 FOHIR
=—Vxy MEHIRT3I0E, RO FIEEETLET,

1. TlAgents List] BT, HIfrT o= —Y = FEMRERLET, ROXH T, B
Llicz—2Y =y FOHIREMBET 2 AT 0 7Ry 7 ARKRINET,

KMS Manager x|

Are yau sure you wank ko delete the Agent "Mydgentz"?

Yes I Mo |

2. Wes] R ZBRLT, ==V = FEHIRLES, =T— V=0 PRT—F—
A GHIERS A, [Agents List] #HIZRY £97, HIFRLLT=—Y = MEIRRSN
<R ET,
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[Key Group Assignment to Agents| * —a1—

Key Group Assignment to Agents] A ==2—F 7 a &+ 5L, =—Y = b
ICEID L TON TR N—T 2 FoRrTEET, FIHIZHOWTIE, 193 =20
[ Key Group Assignment to Agents| A ==—] ZZRLTI7Z31,

316030101 » Rev. A

Secure Information Management

=- Key Groups

- Kew Group List

- Agent Assignrment ko Key Grog
- Transfer Partner Assignment ke
[ Agenks

- Agenk Lisk

B k2w Group Assignment Eo Agen
[=]- Transfer Partners

- Transfer Partner List

- Kew Group Assignment to Tran:
- Import Keys

- Daka Unik Lisk

- Backup Lisk
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[mport Keys] A = a1—
IDAma—FTvarEERTLE BEBIOT X 2=y &2 KMS 7 7 AH A
VR—FTEET, BRIVOTFT—Z 2=y FOFRIZ, BIRE S— =0 5% T -
TR T 7 A MIZE TN TWVET,

E-KMS 7 Z A Z\C#tET v 7 r— FLTA VAR — M 2123, ZomimaflifLE
T INHOEE, BIDOKMS 7 7 AZ b7 AR— FEREHDTT,

BEA AR — T DI2E, ROFIELZETLET,

1. [Transfer Partners| #==—75, [ImportKeys] Z&ERL £¥, [Import
Keys | MHifi’s £~ S ET,

=

Flease Select a Key @roup

Please Select a Transfer Parktner |_

e
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FRL—420—)L

2. WDNRFGA—=BEFRELET,
Destination Key Group:
INHDORDA VR—FELERDPITN—THBRIRLET,

ZOHETN—T DR Y > —0 [Allow Imports] 77 VI3 A NZ72 > T DMLENRH
DET, ZORTNV—T1F BRLULCEFENIRE A= M= LTI S s
N=TThHHLENDHY £,

Sending Transfer Partner:
INo0fEE 7 AR — b LIeEEMERE S — M —%2RINLE,
Key Transfer File:

PERE T 7 A NVDOLRTIE AN LET, F72. [Browsel 27V v 7 LTHNED
ARERTLHZEHTEES,

3. IStart] RF %7 V27 LT, Ty7u—REEOA KR — FOWEE L F

To Z7ANBT vy 7 u— SN THHASNEZ LERT Ay E—URFRanE
‘a‘o
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FT—R1=w bk

F—Ha=y NI, TAAI, T—F, 7027 M LO#HBBA ML —UF A AT
T, T—H2=vy MI, 7L —TICEEMTONTOWAEERRER Y o —Ic Lo Tk
a7 —Ri#ESnFET, =—Tzr MI, BRLET—H 2=y MIT 7 & AHHE
ThHULERDY £,

F AR —FF, T F 2=y FORI NN —TOEFEERREL T RCOBAEY E{TTX
FI, T—HF 2=y FORBIN—TEEETEDHDE, aV T IAT UV ABEEEDOHRT
ﬁ—o

[Data Unit List] A =a1—

[Data Unit List] A ==2—Zl%, WORA==2—FTFarn"H0E9,

Secure Information Management

= Key Groups

- Kew Group List

- Agent Assignrment ko Key Groups

- Transfer Partner Assignment to Key Group
= Agenks

- Agenk Lisk

- Kew Group Assignment to Agenks

[=- Transfer Partners

- Transfer Partner List

- Import Keys
B [aka Lnik Lisk
- Backup Lisk

IDA=a—%HHTL L, ROBIEELIT) Z LB TEET,
m T —Hx=y FOER

m T Xa=y FOFHOFE RS L OERE

T —HXa=y FOIEEBREORR

n T —F =y FOEMHBEOEE
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T—R21=vw FOERTR

F—Ha=y NEFRRTHICIEL, [Data Units] A ==—7>5 [Data Unit List] % 34R
L9, [Data UnitList] BEAFRRINET,

[rata Unit Lisk

Fileer: |Data Urit ID =l - =l LI

j ‘ |Llse| ReFreshl Resetl |=:| =:=:| :=:=|

IShu:nw Daka Uniks in ary Key Group

Results in page: 15 (last page)

Data Unit 1D A

External Unique ID

| Description

D7SBEYeE26 1 BOSFG4AA 33 30SDEDDIES
FDACYA20614910501 4642E4F FC533FEE
FDACTAZ06149105041 A98DE06AEC1 365
FDACY62061491D506590660ACS33CODE
FDACFG2061491D5065630B56991 A4F 15
FDACTA2061491D506CE5E94E] FEDE3ED
FDACF62061491D5060C3C3EZEZE6A00F
FDACTAZ061491D507FEZEAESFED7IF2D
FDACFGZ061491D5070091 9 425CFS0ED
FDACFGZ061491D5090EE237SAEEADSOD
FDACYA2061491D5090AZ9E23ACDOEFDZ
FDACTGZ061491D5065434141312417E1
FDACFA2061491D50F37DE37 220616518
FDACTAZ061491 DS0FABSEE 1 FEE5FS556
FDACTAZ2061491D50FFF40EG457307C4A

l

P45F33ACECAIESO929764302 1462 9E1CBIBD4CDFI456. ..
B49543CE4EZBREE90B51 005307 30F1 9109564975 CE4C, ..
91BES0FFEAZECO06C 406 1 E45EGD 1 CRABFDZIFDDATAS. .,
96351 3FE209625464F 1 D0G9516FESS0DTS734341E7CTE. ..
FOEFo4ESCCF FRANFEINCDAZ04CZEZCAEESE3S179E4AS. ..
DE95500595A61 1 C2F 1 406F5DEG0EEG42D DDA DE26F . .
F1DA37561243A8FSS7ECFFFI010066:3E5E01FEDADS2Y, .,
ADeeTFCCANSZART FSC0244500444EFODF1 55096FFICS. ..
942095534 0BFAD0EA 7B49863 1 A2D2499726A55B006C1 . ..
JESBAFE1923CEGC49F91 36629592260 C9ZEASETZATIL. ..
45B1130CE+4ADA6104 1 EADBC 733697 45BE4202B075ERE. |

I7FASEBBASI1 22591 DFES21 156003A4C 1 DDFIAFAEETS. ..

Details. .. |

Activiky History... | Destroy kKeys. .. | Madify Key Graum, .. | Expork Keys...

Description For Data Unik ke

F e BR—ZARRKE AT a— LT ED, ROWNTNPDOF—TCTF—Fa=y I X LZ
TUNEEEATAZELTEET,

m Data Unit ID

m External Unique ID

m Description

m External Tag
m Created Date
m Imported

m Exported

m State

FBREINTWET—Fa=y N A NMIT7 4NV FEEHT HITIL,

ﬁH Lij‘o

316030101 » Rev. A
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WIZ, 74—V FEZOHPERLET,
Filter:

KMA ~®O 7 ) —OFERIZT A NV Z 2 AT HDIEHTE D 7 0 — /L RIRER

SNEYT, RIRTEEZRDY £,

Data Unit ID
External Unique ID
Description
External Tag
Created Date
Imported

Exported

State

T4V BEEFRY YR

TRAIRZ %27 ) w7 L, 87 4 VZEFETZERLET, RIORITEZ Y

i‘é—o

LY =

HFL 2 <>
LRIV >
L/ <
KEWVDPELW >=
INEWVDE L <=
Bth ~

Z=H

Ze [ LAk
Show Data Units in Any Key Group. Use:

ZORZHI )T HE RIRINTWDHY A MITZ ANV BREAENET,

Refresh:

CORGH7 Yy THE VARPERRINET,
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Reset:

CORZ I )7 THE TRTOT 4 VZRHIBRS I, RO —IVIZR ST
URASPRFIRSNET,

<

TORELEIY T HE VA MORHOS-VREFSHET,

K
CORZEIY) I TEHE HION=VICBHLET,
>

IORZEI VI FTHE ROXR=VIIBBLET,
Results in Page:

[Options] # A 7 r 27Ky 27 AD [Query Page Size] 7 4 —/L RTHE LTz 1<—
VHLY DOV a— FERERENET,

Data Unit ID
BT ==y NEBBITDHBEDOV AT LEREB TN EREINET,

External Unique ID
T—H 2=y NO—BONBHEB LT RERINET,
ZOfEIE, ==V 2 ML TKMS ICEEEND T, Moy Ra—H—|Z
TRZBNWZERHY T, LTO4 T—7DOHRE . 2O, fEHFch—1rY v
WX onzr—F) v POV TARETT, 20y, BERAR—a— R

ANSL 7 — 75~ L DR Y = — ) 7 L& (VOLSER) & I L7 C< 72 &,
ZOfEIX, Sun T —F RI7A4 7T TIEHER I E T A,

Description
T—H 2=y FOFTHAPRRINET,

External Tag
T—Ha=y hO—EOINTE 7 OFAN R INET,
Sun DT —7" T4 T ZVNOT—7 F£71F ANSIIEAET ~ )L DW= T7 —7 D
By ZDOT7 44—/ NIZVOLSER (272 W £7, 7477 UNDOT—71T ANSI 7 ~L73
fFCTEBY ., 7477 YD VOLSER (L7 S—=2— R) 78 ANSI 7 ~/Ld VOLSER
LR DGEIE. 7477 Y@ VOLSER 2MEH &vE T, ANSI 7~ % T 1A
AU RTRY RIATTEXRAENZT—TOHEG, 207 4—/L RIFZEAIC2Y £
ﬁ—o

Created Date

T—F o=y FOMERETIIRERENT-BREZ R L E T,
Imported

T—Ha=y FRA UR— FEINTENE I PRSI NET,
Exported

T—H =y NIRRT AR— N ENTENE I LB RENET,
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T—Aa1=vy +

State
F—Ha=—y FOWREZRLET, RISRTEEZTRD £,

m NoKey: 7—# = MIMEKINTN, EERPER SN TORWIESIE, ZOfH
W ESINET,

m Readable: 7— 4 ==y hOp7<{ &b ML (HARD) TXDENT—4
2=y MAICAHET 25 A1. SOMICRESNET,

s Normal: 7—#% 2= hDD /e &b —Hn%2E T GEARY) T HHEENT —
2=y NNICHIET 2 5A 1% *@ﬁLE’ifﬁﬂéﬂiﬁ‘ BT, F—HZ O i
HATx5% FProtectandProcessJ JRAEDFEDS T Ha= }\Ij\] 1 2L EfFELE
T, Lo T, T—F 2=y MIEZAALFREICRY £7°,

m Needs ReKey: 7—# 2= hDD 7 &b — o5 E 5L (FAHRY) TE D8N
FT—Ha=y FN| Tfﬁ“f)fa/\ ZOMEICERESINET, =72 L, [Protect-
and-Process| JIRFEDHEIX 5;,@/ FRIZ1T2HH D FH A,

TN DT —FIZEEIAEND & H LW [Protect-and-Process] IRAED S
— X a2= oy MZ Q@JB’J 25 sk,

m Shredded: DT —F 2=y FOTRTOHEPWEINTZHAIT. COMEICKRESN
F9, T2y FORAIMY FIRITEZALEITO) ZEITTEERA, 27EL
OTF—Ha=y MR LUTH LVEEIERTHZ ENTE, fElTHET—%
= FOIREIX Normall IZFEY £,
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T—231Zy FOFHORTELIVEE

F - AR SO T = 2=y FOFEMIEFRE RIS 2 5EE,
[Savel] RZ L ZELT RTDOT 4 —/V FPEARFIZRY £, a0 T T4 T AEH
fE&ICx LCTid,  [Key Group) 7 4 —/L RMEHAREIC A2V £9,

T—Sa=y FOFREELET LITIE, ROFIEEZFITLET,

1. [Data Unit List] & T, AE T 57 —F 2= F & RN L T [Details] RN¥ %
IR L £4, [Data Unit Details] WHEIAF RSN ET,

=

=eneral | Key List I Backups with Destroyved Keys List I

Daka Unit 10 I FDACTE20E1491 05060 C3C3E2E256A00F

Description: I Description For Daka Unit test 1, modified

External Unique I0: I FOaFa4E8CC /RADYEINCDAZ04CEEZCAEE3E35 1 7OE4ASBA956FaS0E423591 2DDC

External Tag: I External Tag For Data Unit best 1, modified
Created Date: I 12/4/2007 8:30:04 AM
State: | Shredded
Flags: = Imported
" | Expotted

SavE I Cancel

2. WDONTGA—HEEHETEET,
Description

BHLWMEZ AN LES, ToOEHIE, BERIFCY 7 by =TS E T A N2k~ T
LSO TY, ZOMIX1 ~ 64 T, FLIFHEATHETEET,

External Tag
T—Ha=y hO—BOIEHMTEAT LET, ZOMEIE 1~ 64 LT, FEIFZE
HCTHECEET, 207 4= NE, @E, 7—7 = ) vy POT~ULVEIE
N—a— FRRREINET,

3. [Save] R¥ U ZFIRL T, BEENEEZHRAFLET,

316030101 » Rev. A FETEFIRL—F20DEE 237



T—21zZv bk

WDT 4 —)L RIIFRETE LA,

[General] %7
m Data Unit ID
m External Unique ID
Created Date
m State

Flags Imported /Exported

[Key List) & J

_ioix

General Key List | Backups with Destroyed Kevs List |

Data Unik ID: FOAC7EZ0E1 491 De06DC3C3EZE236AD0F
Daka Lnit Description: Description for Data Unit kest 1, modified
Key List

1 -]

| Use | Refresh | Reset | | = | L4 | i |
Results in page: 1 {last pags)
Key ID | kevTvpe | Created Date | activation Date ¥ | Destroved Date
FDAC7620B1431D503ACIOFEDBCC4ED40CBCE36982E,,,  AES-256 12/4f2007 £:20:53 AW 12/4/2007 5:30:04 AM  12/4/2007 5:30
< | i
Details. . | Compramise.., | Activity History... | Save Repart..,
save | cancel |
Data Unit ID
TF—Fa=y MBI LET,
Data Unit Description
T—Ha=y FOFTAPRTINET,
Key ID
T—sa=y FOGIFERPFERINET,
Key Type
;@%75§{ﬁﬁﬁ?‘6 Wb 7 Y RADF A TR LUET, BT ABS-256 12720 F
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Created Date
FEPER SN AR FR RSN E T,
Activation Date

BNANNZRSTZARAFRRENET, Zhid, #PRMICT—Y = MIfHESh
TCHETY, /o, BOR SLHIFB LU SAHHORBERTLH Y 75,

Destroyed Date

WRWEINZAMAREREINET, 207 =V RBRZEATHIHA, HITMHIES
NTWEHA,

Destruction Comment

BOWIEICEHT 22 —F—BEELIEHERPERINET, ZOT7 4=V FRZEAT
HoHYE. FIIEES L TOEREA,

Imported

T—Fa=y FIBA VAR — RSN E D PRIRESIVET,
Exported

T—Ha=y IR AR— FENTENE I LB RENET,
Key Group

T—4 2=y MIEEMITONTEEIN—TRERINET,
Encryption End Date

BNEH SR IR B, F237 —F O HLITEH SR < R o T BREAER
RENET,

Deactivation Date
BEDNIEZNIZ 72D ARE, T ITEDNC R T BB R RS ILE T,
Compromised Date

EREIME SN AMNDBRRENE T, 207 40—V RREATHL56. 83k
ftehTWEEA,

Compromised Comment

HOEIMLICBT 22—V = BE LERPR R SNET, 207 1 —/L FRZEA
Thome. BImbSnTHwEREA,

Key State
FT—Ha=y hOFEOREEZ R LET, RIORTHEEZEID £,
Generated

BN KMS 7 7 ZAZHND 1250 KMA IZxF L TER SN TW D HAETX. ZOEICE

EINET, HEDO KMA THEREINDZ ZAZNO, Bld 1 2L Ed KMS 28

MENDET, #1T TGenerated] REOEFIZA2D T3, H—D KMA OATHE

BMENDZZFAZTIE, Db 10Dy 77 v FIZRekEN 5 E T, 8T
[Generated | KRED E FiZ/2 0 7,

Ready

BRIFE IR I T v I Lo TEPERL LRV L I ITHEESI N TW DAL,
ZOMEICEESNET, [Ready) REEOHL, FIV Y TUTEHTE ET,
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Protect and Process
R b — = PET LWEOERZER Lz & X2, @13 CltEn Yo
NTWDHE, ZOHEICRESNE T, ZOREOHIL, ek E SO FIC
fEATEET,

Process Only
BEAE D U THRATVWD, HOKESLHEZEBE TV EHEAICIE, ZOMICR
EINET, ZOREOHIT, B LICFEATEETN, B bicidERA T
FH A,

Deactivated
O S ANHIM @ E TWD 2, HFBRALE (H51E) T 272D R 0E L 72
DAREMEN B D5 EITIE. T OMEICRE S IVET,

Compromised
KRBINTWRWEKIZENE SN HE, ARSI T RVERIZE -
THEARE S NS, ZOEICHRESNE T, ZOREORIT, E(kIZ
EEH T IR, B biZidfEl T £ A,

Incompletely Destroyed

BEPWFENTZN, 1 OULEONRYy 7T v TWNICELHFEL TV DE5EICE, 20
BICRESNET,
Completely Destroyed

WHEINTCEHBIFAEL TWETXTON Y 7T v IRBEINZSEICE. 20
fEICRESNET,

Compromised and Incompletely Destroyed

fEFR L ENTZHNR 1 DL EDO ARy 77 v THICEFEFEL TV A A, 20
BIZREINET,

Compromised and Completely Destroyed

e SNTEEBFE L TWETRTONY 7 7 v FREIN-HBA4I1CE. =
DIEIZHRESNET,

Recovery Activated

BIRBEIC Lo TRRIT—Za=y MZY v 7 ENEnE I a2 R LET, Z ORI
I, KMS 7 9 AZND 150D KMA THNT —F 2=y ML THERENZH

L. EEREA LD, TOENHO KMA BRI CTF—F 2=y MIx L TE
RKEnNHEAITRELET, Xy N HBEELEREDEERSICL T, T—4
~OFEDOEIY B TE 2 FEDD KMA ITEFE T 2d-o 285812013, 2 ZH D KMA (12
FoTxDTF—%a2=y b~DV VI PMERINET, DX #T [Recovery
Activated] IREEIZ/2 0 FHEN, AT LA TKMA £7203%y MU — 7 OkREE
IERRELTWENE I EIHMET A2 L1272V £9°, True F 7213 False OfE % LY
9,
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[Backups with Destroyed Keys List] % 7

1
il Data Unit Details

aeneral | Key List  Backups with Destroyed Keys List |

T—8a1z=vk

=13l x|

i [aka Unit: ICx: FDACTE2061491 05060 C3C3EB2E286A00F
1
] Daka Unit Description: Description For Data Unit kst 1, modified
Backup List
Filter: = =l + |
| Lse | Refresh | Reset | | = | < | B |
Results in page: 2 (last page)
Backup ID | Creabed Date 7 | Destroved Dake | Pending | Completed Date | Download:
FOACTEZ0E14910200000000000000002  12/4/2007 3:30:13 AM True 12/4/2007 §:30:22 &M L2/4/2007
| FDACTEZ0B14910500000000000000001  12/4/2007 5:26:49 AM True 12/4/2007 &:26:52 AM | 12/4/2007
l | i
Details... | Save Report. ..
Save | Cancel |

T—Fazmy MI, T—Fa=y MENGENDITXTORNy 7T v IRHEIND E
T, [Completely Destroyed] &idfL7e SiLEH A,

Data Unit Details| % 7 7 2@ [Backups with Destroyed Keys List] % 7%, &R
LT —=Sa=y hOTF—Fa=y MENGENDL NN I T v T L TNEDNR YT
Ty T OWEEDREEFFET D7 OICHILD £ T,

Ny Ty FIHEDT —F 2=y MEREENTWHDENE I T, RO L I ITHEr L
E3
F—Ha=y NEODIERBIINN Y 7T v THER S, DT —F o=y NMERE
WEINTOHRWES, $HRETF—%a2=y MRS, DDy 7T v 7 DE
B FDORFENToONTSEE. X7 T v FIEZTFT—HFa=y NENGEN TV E
‘a‘o

7272 L. HEZ T DI5H1E, 7 7 AXNO I E X E 7 KMA ORI B 811 [FE
LEFL TR (NTP H— =R E S AL TUVZRY) 720D 72 5 2 2884 S % AT RE
WEBETOILEND Y 9, KMA R CRZIDGE S ATRetE 2 B8 L, iz Ny
77y TN ER ESNET, Ny 7Ty FRERERE, 5 oEICEE I N TWET,
g =y 71%, Ny 2 7y TREFBEER LT, RO L5 ITbivET,
Ny 7T TR AR D 5 3 AP N 7 7 » TMERR & v, BNy 7 T THERK
LD 5 URNICT —# 2=y MERKEIN TV DEHE, 2Oy 7T v 71
T—Ha=y MEREENTHET,

Ny 7T v TERIIL, BEDONRYy 77 v THNOTF —F =y NPEEICITEFEEL T
DI, FIELTWARWEB S TS SN D aREE 2 i/ MBI 2 5 7= &S n E
T, ZO XS Akl AR SEEN,. ZhICE 0 T — 2 REOE A TR IEE
Wb ET, 7L, Ny 2Ty SR E R LESAIIE. Ny 2T v TNO
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T—Fa=y PRERIFFEL TWRNDIZ, FIELTWD Lifto Tl S D alaetk
P ET, Makave) L3Ry BB 37— 2 EOBE A IS8
ITERDHY A,

Data Unit ID

T—Hazy MMe—EIZENLET,
Data Unit Description

T—Ha=y FOFTAPRINET,
Data Unit Destruction Status

T—Ha=y FOWFEOIREELZRLET,
Backup 1D

Ny 7T o TE#MLET,
Created Date

Ny T o T T 7 ANNPERSNIZHEE, DED ANy 77 o 7RSIz HEF
MNERINET,

Destroyed Date
Ny I T T 77 ANPBESNIZARPRERRINET,
Pending:

NPT v TWERRBEFRTHDZ 2R LET, True F 7213 False D& HLY
*9,

Completed Date:
Ny T T T 7 ANVOERBPTET LT HRERRRENET,
Downloaded Date:
NPT o TrANNT U rya— RENTHEREREINET,
4. [Save| A& U ZBRL T, BEHENFERFLET,
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ERERBEOWE

TFT—gaz=y MIBEEMT O TV 2 ERRREZMET 51213, ROFIEEZETLE
TO

1. [Data Unit List] BT, %#FET 57 —F 2=y F&f& R L. [Destroy
Keys] A& U &HBIRL £,

2. MDE DT, WESTLROBELZROLIAT AT Ry 7 ANFRENET,

Destroy Post-Operational Keys El [

Keys o destroy
[~ Deactivated kevs [

[ Compromised keys

Destruction Comment:

Deskroy Zancel |

Deactivated keys
FEOWE B AR08 E TV D28, FlMa LB (B 51h) T 272 0IC#B3 Bt & 7
DEREMEDR B HLGEITIE. ZOF 2y 7Ry 7 AZFERLET,

Compromised keys

TR ézhfb\fotb\%ﬁi CENESNTEBA., TR3ARESNTWARNVWERIS
THEHI B SNT-SAICEEIEET 51203, *®%:/7T/7X%%?Rbi
‘a‘o

Destruction Comment
INOOHEOHEIEICET S a A FEALET,

3. [Destroy] NZ U Z@8IRT DL ZNODOROMIELZHE T DHOF AT 0 7Ry
JANFIRINET,

4. Wes] RAUEBRLET, WELIBOKETRTIOLA T TRy 7 ANER
SNHET,
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[Software Upgrade] * =1 —

[Software Upgrade] A ==a—A4 7 aaiflToL, AXL—2F Y7 u=T
Ty T TV —= 77 A NE KMAIZT vy 7 r—FL, LI v 77 L— REe@EMfT
EET, V7PV =T ERESun ICX > TEA SN TEY , WA KMA (2 &> T
mENnET,

F - COMEEEZFEITT AN, VAT LERNY I T v ST AVERS D £, FlEICH
Wi, 251 =20 Ry 77 v 7OER] 28R LTLIEEN,

VIO TF7T7yvTIL—FO7yTO—FELUHEA
KMA %7 » 7 7 L— FF51iE, WOFIEEETLET,

1. [Local Configuration] A ==—75, [Software Upgrade] # &R L £,
[Software Upgrade| B2 & R SIVET,

Software Upgrade

Available Software Wersions:

Wersion | Install Date | Ackive |
Build179 {Diebug Build) 10/3/2007 7:42:00 &AM True

Software Upgrade File Mame:

Browse, .. |

pload and Bpply |

2. [Software Upgrade File Name] 7 4 —/V RIiZ, Y7 "NU =T 7 v 7L —RK7 74
NOATTE AT LET, /o, [Browsel RZ U ZRINL T 7 A L OLHT &R E
THZEbTEET, TOK) AZ U Z@RL T, [Software Upgrade) HifiIZRY
£, [Upload and Apply) HR%¥ & &R L £,

3. I ANAREFRICT v ua— RENTEZEE2RT Ay E—URERENET,
4. T T TV —RI7 7 A NEHEATTHDE I LR T A v E—UNRERINET,
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5. 777 L — K77 A NEFEDNIT DL, BEEBOFEHTTERN—Ta 0 R
EBEFTLVWR—T g U &EIR L, TActivate] RZ %227 U w7 LET, AhcT 5
FT. HLWA=Tg 0%, VAT A LETIHEYRREOE IR 7,

[Backup List] X =a1—

Ny I T v T 77 ANOFEMERORRFNEIZONTIE, 247 ~— D [ [Backup
List] A==—] ZZRLTIEIW,

[Audit Event List] A =31 —

BEERE 4 Ry R U A R OFRTFNEICOW T, 210 ~2—Y @ [ TAudit Event List] A
—a—] BERLTITEEN,

KMA List] A =a2—

KMA ® VU 2 hOFRRFEIEIZONTIZ, 81 2= [ TKMA List] A==—] #&RL
TLTEEWY,

[Site List] A =a1—

A FDY A2 NOFERFEIEIZONTIL, 103 2—T D [ [Site List] A==—] #ZML
TLIEEN,

[SNMP Manager List] XA =21 —

SNMP Manager ® Y Z F OFRFNEIZHOWTIE, 110 *— D [ [SNMP Manager
List] A==—) ZZHLTIZa0,

[System Time] A =a1—

KMA DOFEZ % R T 5 FIRIZOW T, 164 X—T® [ [System Time] A ==2—] %
ST EEN,

[Lock/Unlock KMA] * =1 —

KMA ©u v 7 KRR RT D FIEIZOWTIE, 160 ~X— D [Lock/Unlock KMA] %
ST EEN,
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&
o
10

INY DTy TARL—2 DRk

IOFETEH, N2 7 v 7 AR —Fuo— Va3 —F—RNEITTE 28EIC
DOWTHHALET, F0h0oe—ARNEY Y To5NTWLEAIE. Fou—LOETFIE
WZHOWNWT, #FYETHEEAZMLTIZZN,

INYD Ty TAXRL—420—)L

Ny I T o TFANL—21%, T BIOZOHOEF 2 U T 1 — il JOMMZHE
‘J:!| L/jzﬁ—o

=g Secure Information Managemenk
- Backup List
El Swskern Management
- Audit Event List
System Time
El Security
Security Parameters
= Lacal Zonfiguration
- Lock{Unlock KM
. Saftware Ipgrade

[Backup List] * =21 —

Backups List] A==2—A7 v ar&2flT5L, Ny 77 v 7 AN —ZZROE:
Ea T T £,
n Ny I T v TBBEORTB IOy 7T TWHFEAT — 2 ZDOER
n NI T T OMERL
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Ny Ty THRL—420—)L

NI TITI7ALILDBEDRT
Ny I T v T 77 A NOREEFFRT B0, KOFIECHENET,

Backups] #==—7/5 [Backup List] Z#{R L £, [Backup List] HHEAERS

NET,

Backup List

Filter: |Backup ID El - =l + |

| Use Refresh | Reset | | = | s | E5 |

Results in page: 2 {last page)

Backup 1D A | [ (] | Created Date | Destroved Date | Deskruckion Skatus | Diesky
ICE46A4BE276ASFE0000000000000001  SCE46A4BEZ7AAIFE  1)712008 10:33:15 AM PEMDIMG
9CE46A4BE276A5FE0000000000000002  9CE46A4BBZ76A9FE | 1)7(2008 10:39:37 AM PEMDIMG

1| | i
Details, ., | Create Backup. .. | Restore. .. | Confirm Destruction, . I

Ny 77y TOHMERERRTHIHAIL. Ny 77 v 7 EERER LT [Details] &
HURBIR UET, ZEMIL., 249 X—TD [Ny U 7 v 7OEMOER] #5BLTL
72E0,

[Create Backup) R¥ V&R LT, Nv 77 v 7 EAERLET, FEMIL, 251 X—
D Ry 7 T o TOEK) 2ZRLTIIZEN,

[Confirm Destruction] R¥Z 2L T, Nv 77 v 7 OWFELHER L ET, 5
I, 252 X—=UD [Ny 77 v TOWEOHER] 25 L T 7ZE0,
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NI YTy THRL—420—)L

Ny O Ty TOFEHDORR

Backup Details| %A 707 Ry 7 A3, No I T v 777 A NVOFMERTT 55
AIHEHLET,

FE - NI T T ERERT DGG. Ny 2T v 77 7 A%, KMS Manager 28 E{T S
nNTWLp~vyiidyra— REhEd,

RNy 2T 9T T 7ANOFEMERRT DT, WOFMEITHENET,

1. [Backups List] H[[E T, sEMEHREFRT 2Ny 77 v T2 M) 2X TV Uy
7500 FlB3 ANy 7T T Er b ZliiE R LT [Details] A2 23U *
7, [Backup Details] ¥ A 7RV Ry 7 ANFRENET, T XTDOT7 4 —/L IR
AR/ > TR T,

Backup Details x|

Backup ID: | FoAC7620814910500000000000000001
KMA ID: |FoacTez081431050

Created Date: [12/4j2007 8:26:49 AmM

Completed Date: [12/4/z007 5:26:52 AM

Downloaded Date: |12,l'4,I'2EIEI? 2513 aM

Destroyved Date: I

Diestruction Status: IF‘ENDING

Destruction Comment: I

Close

2. WIZ, 74—V REZDOPREZRLET,

Backup 1D
R I T T T ANEHBNT D —EDOY AT LMESGRINTFRERINET,
KMA ID

ZONY I T T T 7 ANPAERESINT KMA BERSILET,
Created Date

NI T T T 7 ANDPER SN HRERRRENET,
Completed Date

NPT T T 7 ANOIERBET LI HRERRRENET,
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Ny F7yITrRL—20—)

Downloaded Date

Ny T T T7ANBET ru— RSN HRERRRSNET,
Destroyed Date

Ny 2T T 77 ANPEEINZHARRRSNET,
Destruction Status

T DNy 77 v TORENRERRESNET,
Destruction Comment

Ny 2T 777 ANVOBFEIIEAT 52 —F—fEDHERPRRESNET,
3. ZDXFA TR Ry 7 A& L HIZIE, [Close] A& &R £7,
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NI YTy THRL—420—)L

NI Ty TDERK

BEE-kxa V7 —HEER T X2 VT4 — T 252y T T LebE T
e, RNy T o FTEERIIAN Y I T v T EERTE £ A, 151 =V a7
X2 UT =Ny T v TOER 2B LTLIEEN,

WIS KMA DI, RNy 2T v F T 7 ANVEETT 7 AMBEREN 1 DORIFELE
‘a—o

IOFTvarEERATLE, 2=Vl NI T T T ANENRY T T v T
Tr7AND2ODT 7 A )VTHERIND NI T v T EERTE ET,

Ny 7T v P EERT DI, ROTFIECHENET,

1. [Backup List) M T, [Create Backupl A% ZEIRL £9, [Create
Backup] ¥ A 7RV Ry 7 ARERINET,

Create Backup

Backup File Mame:

I DuiDocurments and Sektingstbgl 88753 KMS-Backup-[BackoplD]-[DateTime], dat Browse, ..

Backup Key File Mame:

J ]

I DniDocurments and Settingstbgl 28753 KMS-Backup-tey-[ BackupID]-[DateTime]. xml Browse, ..

Start: I Close |

F RNV IT T T FANBLONRNY I T v THT 7 A VOLRINEBEIICAER SN E
I, 72720, ANERETEE T, [Browsel] RZ VAR L THide/ "N AZBIRT H 2
LHTEET,

2. IStart] REVEFIR L TR I T v T 77 ANERKR L, N0 T v TH#HT7 740
Pa—YP—IREDEIIF Y e— RKLET,

B3N I T TNETTDHE, ZTOZEERT Ay E—UNEREINET, ZOXAT
nJRy 7 AEHALT5I1IZE,. [Closel] R & IRLET,

4. TBackup List] BHEAFERRSNET, LMK LAY 2T v 7T 7 A N0
FRENTVET,
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Ny Ty THRL—420—)L

NI T TOWEDIER
Ny 0T v T OWELEZHERT HI20E, ROTFNEIZENET,

1. [Backup List) Wi T, HEET DNy 277 v 7 Zm@ii#ms LT [Confirm
Destruction] "Z U ZRRIRLET, IROX AT TRy 7 ARER RIS, BRLEZ
Ny I T v TOWEAT —ZAOEHT 5 ERHERINET, WHE AT 500
2, KUET N0 I T o TR 7 ANOTRCOIE—RFEH THEI L TND &
FRER L TLIZ& W,

Confirm Destruction x|

Do wiou confirm Ehat the Following Backup is destroyved?

You are certifying that all copies of the corresponding
Backup Key File have been manually destroyed,

Backup IC: FORCFEZ0E1 491 DE00000000000000001

Carment: I

Deskroy I Cancel

2. KT AR I T T 7 A NDTRTCOa L —NFETHIEINTWD Z &0
MG ETE, [Yes] RE U EHEIRLET, TSN OEEIL. Nol REZ 2 &2RR
LCauEaEHIELET,

3. Wes] MAVEBRIRLIBEA, Nv 7 v 7BLOMEMITONATWET —4
= b TRECHKE] ShET,
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NI YTy THRL—420—)L

Ly
Z D DHEHE
Ry P T o TEFX—FL, WOBEEZITH Z B TEET,
m EEARVNY) R NOER
m AT AEZOFER
m KMA g v 7 A5 —X ZADFER
Bt o 7 OFRFNEIZ O TIE, 210 X—2® [ TAudit Event List] A ==2—] &M
LTL &N,

KMA ORI %2 KR $ 5 FIMEICHONTIE, 164 X—T D [ [System Time] A ==2—] %
ZRLTIEEN,

KMA ©uv v 7 KR R RT D FIEICOWTIE, 160 ~X— D [Lock/Unlock KMA] %
ZHLTLZE,
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&
©
10

EEADEE

ZOBETIH, BEREE o — LB 5 ENEa—F—NEITTELREICOWTHBALE
T, 1ZP0a—ARED B TENTVDLIHEEIX., FOr— LOFETFIRICONT, %Y
THEEZZBBLTLIIEE N,

BEEEO—L

B EIX.  TAudit List) X2 b & KMA Z2F R T £7,

i ccure Information Management
El Sysbemn Managemenk

- Audit Event: List

System Time

El Securiky

(- Security Parameters

=1 Local Configuration
LockiUnlock. KM&,
. Saftware Upgrade

[Audit List] A =21 —

lAudit List] A ==2—OEHFNEIZ SOV TIL, 210 <X—T® [ TAudit Event List] *#
Za—] LTI ZEN,

[Security Parameters| * —a1—
[Security Parameters List] A ==a—#%fif4 5 &, EHEELEIT. KMAOEXx= )

TA—NRTA =B ERRTEET, [Security Parameters] A == —OffHFIEIZ O
TliX, 146 X—® [ [Security Parameters| A ==—| #ZRL T30,
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EEEO—IL

Z DD EE

BALIT, ROBIEZITO LB TEET,
s KMA ©Ory 7 B8E00 y VRO AT — 2 ZADFRR
m VAT LR OFER

KMA ou v 7 B8L0a vy 7RO AT — 2 AORRFNIZHOWNTIE, 160 X—T D
[Lock/Unlock KMA] ZZ& LT 7Z&W,

KMA OFREZ| OFHFEFNEIZ OV TIL, 164 ~—2 D [ [System Time| A ==z2—] #ZMH
LTLEEN,

A VAR—=LENTWVWBEY 7 NI 2T ONR—2 5 VOFRRFFMEIZOWTIL, 244 _—
o [ [Software Upgrade] A ==2—] ZZRL TI7ZIW,
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FT10E

KMS a>Y—)LDERE

TOETIEH, KMS 2 Y —LOA S g AZHOWTEHBH L ET,

KMS a2 V—ILOHE

KMS =2 Y — /W3R T F A RN—ADA L H T == T, Zhzfifl+sL, =—
P—1L KMA OERWLHBEEZRETH ENTEET, KMS 2V — LT, ©F
FE=H—LF—FR— & KMA [ZWBEPICER LT 782350, £7id ELOM
D Web 77 U% A ZT7x—R (20 X—T D [Embedded Light Out Manager (ELOM)
DOEE) 2B) D [Vx—Frary—)] BEICL->-TT7EALET,

KMA BNEE L, 22—V =N NEK T TERNTHBARIIL, AL —T 4 VTV AT
LZESTKMS o> Y — U REEINICES SNE T, 22—V =8 Y Tonza—
MZE-T, KMS aav Y —LDF 7 g TR 4,

KMS =Y —nicr 7 A 4 512X, KMS Manager C2—HF—7h v v b &fEkT 5%
VERHY T, 2—F =B KMS 2> Y —ica /A 4512k, KMS TORFEE
MENebDERIL2—F—HBIORRA T L—X &M H]T 20 ERH Y £7,

£ — QuickStart 7 v 7T LAEEEITH L, O EX 2V T 4 —FHEEHEOTHU Y M2
TRERRSIVE T,
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KMA~DOT A >

KMA~DBOT A >

KMA OEE##%, ROFHRPEZRENET,

Sun Microsystems, Inc.
Key Management System Version xxx

Please enter your User ID:

1. 7u 7T, 22—V —£Z% AL T Enter ¥—%M L E7,

2. [pPlease enter your Passphrase:] Y27 T, RATZ7L—X%ANLT
Enter ¥ —2#MLFET, =2—VP—IZEV Y ToHNI-e— Il E>T, KMS =2V —)L
DOFTa g8 0 ET, A==2—liF, KMA OAX—YarB8l0ua s 4 LT
WhHa—P—RNEREINET,

=P =D —LOBIEIZONTE, EON—YTRALET, Zdid, kor—
ANEENET,

m AL —F (262 X—=VD [F R —Za—LOEEE] #5H)

m X2 UT o —EEE (269 N—TD [BXa T 0 —EEE T — LOHEEE] 25
m TOMOr—1 (285 =TV D [ZFDMO 1 —/LVOEE] % BR)
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KMA ~QBRY A >

rRL—%

WDA =2 —|TiE, AL —Fa— VBT L54 T a3 AR ENTHVET,

Key Management System Version xxx (KMAL)

Please enter your User ID: OP
Please enter your Passphrase:

Key Management System Version xxx (OP on KMAIl)

(1) Reboot KMA

(2) Shutdown KMA

(3) Technical Support

(4) Primary Administrator
(5) Set Keyboard Layout
(0) Logout

Please enter your choice:
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KMA~DOT A >

X)) T4 —EFEXEE

WDA==2—21F, EFX2 VT 4 —FEFEa— AT AT v a v dVRENTHE
‘a‘o

Key Management System Version xxx (KMAL)

Please enter your User ID: SO
Please enter your Passphrase:

Key Management System Version xxx (SO on KMA1l)

(1) Log KMA into Cluster

(2) Set User' s Passphrase

(3) Set KMA IP Addresses

(4) Reset to Factory Default State
(5) Technical Support

(6) Primary Administrator

(7) Set Keyboard Layout

(0) Logout

Please enter your choice:
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KMA ~QBRY A >

F oo —iiA N =2 X2 VT =Dl GF O —ARNE Y S THERTWSY
B Ao a—F T a ERO LI ICHAE DY TERENET,

Please enter your User ID:
Please enter your Passphrase:

Key Management System Version xxx (xx on KMAl)

) Log KMA into Cluster

) Set User s Passphrase

) Set KMA IP Addresses

) Reset to Factory Default State
) Reboot KMA

) Shutdown KMA

) Technical Support

) Primary Administrator

) Set Keyboard Layout

) Logout

Please enter your choice:

ZFOtoOo—)L

RNy P T 9 THRU—=L avF 54T o AEEH, BEE L, TOMOT~Tor—
AT, RO LD A= 2—RERSNET, MAARERA T 3 03, KMA 7250
BT Y bR —EIIOREDHTT,

Key Management System Version xxx (col)

(1) Set Keyboard Layout
(0) Logout

Please enter your choice:
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KMA~DOT A >

FRL—42 O0—)LDHEERE

S OEITIE, AR — 2 RETTE BHEEEICOVTHII LET, KROBERDH D £,
s KMA OFEHE)

s KMA Ok

n AR AL E IR

n TEHEOEL

n SO E

s KMA 6077w b

FRL—HA DA =2 —TRDO LB T,

Key Management System Version xxx (KMALl)

Please enter your User ID: OP
Please enter your Passphrase:

Key Management System Version xxx (OP on KMAl)

) Reboot KMA

) Shutdown KMA

) Technical Support

) Primary Administrator
) Set Keyboard Layout

) Logout

Please enter your choice:

- BN R — FBLOEFHED A =2 —HAIX, ZROORENBIEAIICR>T
WOHERICOARFRRENET,
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KMA ~QBRY A >

KMA OB #EE)

[Reboot KMA| A=a—F7vav&HAT5HE, A —%0, KMA ZEIEB X
UCHEIHLT, AR —T 4 VIV AT A ETHERT L ENTEET, ZOMEIL.
P EBR O B AE A L E T,

KMA Z 8§ 51213, ROFIHEZFEITLET,
1. Af v A==2—® [Please enter your choice:] B 7 FT, 1 HZANLT

Enter ¥ —Z# L 3, ROEWPERRSN, YR—F T AWV MPAHTHDHZ L
PRSNET,

Reboot KMA

Press Ctrl-c to abort.
Are you sure that you want to reboot the KMA? [y/n]:

2. 77 RT, y # AL T Enter ¥— %ML ET, KMA OFEENHLMGIILD
LUBEOKMS 2 Y=ty va BT LET, KMA OFE##E, KMS 2
V—iou s rrary v RFERENET,

KMA D{E 1k

ZOoF T arEEHTLE KMA OTRToOY—E 22T (F1k) LT, KMA B
REmBEAEILET D ENTEET,

KMA ZE 13 5121X, ROFIEZFEITLET,

1. Af > A=a2—® [pPlease enter your choice:|] 7B 7+ T, 2% AJJLT
Enter ¥ —%MLET, KOBEHRNPERIN, FR— T AT MR THDHZ L
PRINET,

Shutdown KMA

Press Ctrl-c to abort
Are you sure that you want to shut down the KMA? [y/n]:

2. 7u 7 Ty # AL T Enter =% LET, ROFRVBFRSIN, VAT 4
DIFELEFTHDL Z LRSI NET,

Shutting down. ..

3. fFILAH A FIR SN E T, FILBRE T 5 L. ROFENEFRENET,

Power down.

4. KMA OEREN UM SVE Lz, EIRAZ o E£721% ELOM O R B HI B RE DV
Tz LT, KMA OERZAND ZENTEET,
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KMAA~QBOY A >

Rt R—bT7ho 2 FOEE

[Technical Support] A ==a—A47 v arZ2fil+5L, AL —FFTA L —T 1
TIVAT LDV R—=NT AT NEZEOT I MO SSH T 72 A5G EITIEINC
THZENRTEET, 774V TR, Y R— T FBXOSSH 77 & A%
CHEL BT, YR—FTH Ty hORAT L— XL Sun R — FOBRE S T
L7, ZOVR—="T AU EAEINZTDHE, aryY—La—F—NKMA IZZ
UbET 782352 L3 EnEzEA,

1. BRI R—= T AT FEFEDTHITE, ROFIEEETLET,

AA v A=a2—0 Iplease enter your choice:] Yoo 7 +T, 3 AJJLT
Enter ¥— %L EJ, WOFERVBERIN, YR—FTH U "BREHTHDZ LR
RENET,

Technical Support

Press Ctrl-c to abort.

Please refer to accompanying user documentation for Technical
Support contact information.

The support account is currently DISABLED.

R I I I I I I I I I I b b IMPORTANT R I I I I I I I I b I b
Enabling the support account and SSH access is a security
risk. These should not be left enabled unless required for
troubleshooting purposes.

Ensure that this account is disabled when not required.

R I I S S I R I I I S R I S I S I S I R I I S R S L I S I I I S

Would you like to ENABLE this account? [y/n]:

2. a7 Ty EANLT, Enter F—ZMLET, ROF@WMPEERRESIL, ZED
Rz ROLTm T IRRRSNET,

Are you sure that you want to commit these changes? [y/n]:

3. 7u 7 h T, y #ASNLTEnter ¥—%MLET, ROERNFRIN, THTY
FREHTHDLZ EPNRENET, Enter ¥—Z2 LT, A A=a2—ZRED
TO

Press Enter to continue:
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KMA ~QBRY A >

Bty R—b7ho Y FOEME
R R— 7By N EEHZT BT, ROFIEEZEITLET,
1. Af > A=a2—® [pPlease enter your choice:|] 7B 7+ T, 3&#AJJLT

Enter ¥ —Z# L 3, ROEWPRRSN, YR—FT AV MPAHTHDZ L
PRSNET,

Technical Support

Press Ctrl-c to abort.

Please refer to accompanying user documentation for Technical
Support contact information.

The support account is currently ENABLED.

R T I I I S S I I I I S I IMPORTANT R S I I I S T I I S I I S e
Enabling the support account and SSH access is a security
risk. These should not be left enabled unless required for
troubleshooting purposes.

Ensure that this account is disabled when not required.

R R I R I I I I R I I I I I I I R R R I I I R L I I R S

Would you like to DISABLE this account? [y/n]:

2. 7ur 7 R T, y EASNLTEnter =% L, 7h U bEEHIZLET,
3. WMOERPFRARIN, BEROERERDD T T IRRREINET,
Are you sure that you want to commit these changes? [y/n]:

4. a7 NT, y Z# AN LT Enter ¥—%2M L ET, SSH ¥ —E R ITHBEMIELL
ij‘o
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KMA~DOT A >

FTEEAEOEYIEL

Primary Administrator] A ==2—F7 v a V&2HT 5 &, KMA (Zx3 2 EEHEE
DT I EREBENETNTENCT D ENTEET,

E - XA, EX 2 VT4 —BEEORPENCT LN TEET, £, A4
NL—=F2FE3tF a2 ) T —HEEOELL THEMCIT LI LN TEET,

FEHEDOT 7 20T FETENET, Mo —P—RNEEHE L LT
BLTWAERIL, ZOT7 7 BRAEEHTEHE, TOZ—F =0 KRIZFITLELOI L
Tma~<y FidEMLE7,

1. FEHREOT 7 v AL BT 22T ROFIEZETLET,

AA A =a2—0 Iplease enter your choice:] a7+ T, 4% AJJLT
Enter ¥— %L E7, ROFERBERIN, TIZ7EADREFEDTHDL Z LRSI NE
‘a‘o

Primary Administrator

Press Ctrl-c to abort.
The Primary Administrator role is currently ENABLED.

Would you like to DISABLE Primary Administrator privileges for the
support account? [y/nl: y

Are you sure that you want to DISABLE these privileges for the
support account? [y/nl]l: vy

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. 7ur 7 R T,y EANLTEnter =% L, 7h U bEEHIZLET,
3. ROEBRPERIN, BEEOERERODL S0 T IRRRFINET,

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]:

4. 7o T, yEANILTEnter ¥—%2MLET, FEEHEDT 7 B ANEHIT/
DELL,
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KMA ~QBRY A >

F—EHIDHRE
LOATva v EBET S L, F—EAIE SRS DA MEECEECE T,

F L% —% KMA BNIE LRI A72012, F—EHORTEN KMA 2 S
72X —AR— RO E—FTHEIIT LTSN,

F—EHZRET DL, ROFIEEZFETLES,

1. A4 A==2—0 [please enter your choice:] a7 T, 5% AJILT
Enter ¥—%#H L EJ, RO LI ICHF—EFINRREINET,

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian
( 4) Bulgarian ( 5) Croatian ( 6) Danish
( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean

(16) Malta_UK (17) Malta_US (18) Norwegian

(19) Portuguese (20) Russian (21) Serbia-And-Montenegro
(22) Slovenian (23) Slovakian (24) Spanish

(25) Swedish (26) Swiss-French (27) Swiss-German

(28) Taiwanese (29) TurkishQ (30) TurkishF

(31) UK-English (32) US-English

The current layout is US-English
Please enter the number for the keyboard layout :
The keyboard layout has been applied successfully.

Press Enter to continue:

2. Iplease enter the number for the keyboard layout:] 1@ 7 kT,
X—EY 2 EFTIEZEANILET, FILOF—EFINEHSNET,

3. WOEHRNERINET,

Press <Enter> to continue.
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KMA~DOT A >

Ag79k
HWEOKMS avY— Lty arnbualZ 7y T a10%, ROFIEEZFETLET,

1. Af > A=a2—® [pPlease enter your choice:|] 7B 7 FT, 0 & AJJLT
Enter ¥ —##L £,

2. BAEDE Yy a UM TLT, arAf a7 I RnFEransd, 2a—#F—jx, =
ounsArFarF R eERLT, KMS 2y ) — Ul h-T-U0n 74 & E4,
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KMA ~QBRY A >

o) T4 —EHEEEO—ILDHRE
ZOHITIE, X2 VT 4 —BHEENFATTEHHEBIC OV THIILE T, ROBREN
HoET,

m KMA DV ZAX~Da A

m 2P —DRRAT L —XDHKE

8 KMADIP 7 FLADEE

s KMA OHATREOT 7 4V MREE~D Y & v b
NI AR — FOFAEE I ELE

s EERE ORI ETITENL

n F—FHIORE

s KMA»60ou 77 vk

X2V T —BEEOA =2 —[FRO LBV T,

Please enter your User ID: SO
Please enter your Passphrase:

Key Management System Version xxx (SO on KMAl)

(1) Log KMA into Cluster

(2) Set User s Passphrase

(3) Set KMA IP Addresses

(4) Reset to Factory Default State
(5) Technical Support

(6) Primary Administrator

(7) Set Keyboard Layout

(0) Logout

Please enter your choice:
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KMA DY SRE~DOBTA Y
IDOA=a—FTvarEFEATLE, BXa U T 4 —BIEEIX, SATL—XOEH
%, KMA NS FAZICn A LETZERTEES, ZOX A7 2ETTHIC
L. ZORNZIROUIREAT H LERH Y £7,

1. KMS Manager ZE#) L £7,

2. EFOKMA ([ZEF 2 VT4 —H/EHEE L TrI A U LET,

3. TKMA List] /~R/UZBEIL £,

4. KMA = b U Z/ER L £,

KMA 72527 7 AZ1Zu 7 A v 512d, ROFIEZFITLET,

1. A4 A==2—0 [please enter your choice:] a7 T, 1% AJILT
Enter ¥ —Zf L 9, ROERPERINET,

Log KMA into Cluster

Press Ctrl-c to abort.
Please enter the Management Network IP Address of an existing
KMA in the cluster:

The KMA Passphrase is a Passphrase that you have
previously configured for this KMA to join a Cluster.

Please enter this KMA' s Passphrase:

2. BEFD KMA (72 & 21E, 129.80.60.172) iZtx =2V T 4 —HEHELE L Cus/ (v LE
—a’-‘o

3. 7u 7 T, KMA FICHERUICRE LT NA 7 L— X% AJ1 LT Enter F—% i
L, Z77AX\ZurZ A4 LET,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #1:

Please enter Key Split Passphrase #1:

Press Enter to continue:

4. KMS Manager O#7yEIE A HHERE T, (LU TO KMA @ QuickStart & E
Lo 0@ E 2 —P—Z 2 A LET (155 X—T 0 [ESEREOET ] 25
ﬁ\gx)o
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F - X2 VT4 —BEEE ANT2@NTI =Y —DH SEVRHEIL & VER
MTHLPEM> TVDLMERH Y TF, ZOFITIE, #OE LS WED 2 T,

5. faSEla—HF— O NZA T 1L — X% AN LT, Enter ¥— %L FET,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #2:

Please enter Key Split Passphrase #2:

Press Enter to continue:

6. 2 DODEHFN L —YF—ZEASLET,
7. S El— Y — DR T L — X% AN LT, Enter ¥— 5L E T,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #3:

Are you sure that you want to log the KMA back into the Cluster?
[y/n]l: n

Press Enter to continue:

8. Key Split User Name #3 73# /< &i72 & Enter ¥ — 4 L T, #53E 2 —F —DKGR
ERTLET,

9. n #AJ1LT Enter ¥—%& ML £,
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A—H—DIRATL—XDETE

IDRA=ma—FTFaryERATAE, EX VT —FEFIT, BEFXFa )T 4 —BT
ZEETTEDA—YF— I L TR T L —XZRETHIENTEXET,

=P —DNRRAT L= AERET DI, KOFIAEFEITLET,

1. Af v A==a2—® [Please enter your choice:] B 7 T, 2% ANILT
Enter ¥ —%MLET, KROBERNPETRINET,

Set User s Passphrase

Press Ctrl-c to abort.
Please enter the User Name:

2. 7y RT, a—HF—£4E AN LT Enter ¥—%2MH L ET, ROERPFBRINE
‘a‘o

Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User s User Name.
Passphrases must contain characters from 3 of 4 character

classes (uppercase, lowercase, numeric, other).
Please enter the desired Passphrase:
Please re-enter the desired Passphrase:

Press Enter to continue:

3. 7u 7 R T, RATZL—X% ASJL T Enter ¥—%H L E9,

4. [pPlease re-enter the desired Passphrase:] 7127 KT, RU/ A7
L—X% AJJLT Enter ¥ =&ML ET, ROERPERI N, NAT L—ANHRE
SHTWARZ LN RENET, Enter F—% LT, AV A=2— TRV £,

Press Enter to continue:
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KMA®DIP 7 RLADERTE

ZOFTvarii,. KMADIP 7 RLADHKREEZEF LET, ZoFRIT. &I
QuickStart 7’1 77 ATREIN 27 X—T D [P 7 KL ADORE] 25W), Zo4
T ar TCERTAHIENTEET,

KB~ NFH A NI TAXTX, RTIA TR TAZNDOTATO KMA O
Ty MIOBEHRINTWDHEAENRDH Y £9, ROFEEFHIL, NI4T 2ERETE5
—#D KMA 2@ S ET,

FE - ST, EEICHEHATALIICLTLLEE Y, 5 KMA OIFHRAEET5
L. FOMOTRTO KMA I, ORI TWIVUE, TOFEFE-2HIC%E
LET, KMA REERE SN TORWESIE, KMA BSO8R AIREIC /D &, F D1t
D KMA #EH LET,

TRL, T E Ry MU= BEIC LD MAEICER L T e 2 S0 KMA 277
THLEAIC, MADOIP T FLAZERSTLHE, Xy b= BEEShTLENLE
AR 5 2 LT TE A,

ZOBRE. —HDOKMA ICK LT TKMA DY F2Z~Drr A ) WiEEHEHALTYH
5 —FD KMA ICFHEE L, IR T L —RX 52 EHTILERHY T, &2

X, KMA A & KMA B B3RS TWARWERESIZ, MAFDIP 7 RLAZEET S L
Al AV LTBDORRAT L —XEEFTTHLENHY 3, RIZ. BOa Y —)b
AL, [KMA®DOZ I2AZ~pua s A BEZHEHALTAICHESRLE

7,

T—T RIATEFEHTIHAELDERELTLLEIN, 7—7 RIA4 7, EHsnzIP
FEREHBNICZELEYAL, T—FKIA 71, 7= R hEND LEEICO
B, WHENT-IPHERABELET, 200, KEICOLT—F P a TE2FETL,
HHFIWZTXTOKMA O IP 7 RLAZEFE T MM RRECHLIHAE, FI471%
EDOKMA EbiBETCEFEFHA, ZORENDRELZEAEIE. RIA47%2 KMS 7 7 A
FICHBETAVNERHY T, ZNEEBRETL7Z2D1C, KMADOIP 7 L A% 157
OEFEL, TRTCORIATRZOELEZETHLHETRHEL TL, IROELHEELT
o TLTEEY,

KMA O IP 7 FLAZRET DI, ROFINEEZFITLET,

1. Af v A==2—® [Please enter your choice:] Yr 7 T, 3% ANLT
Enter ¥ —%#MLE T, BAEOHRENRFSINET,
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Set KMA IP Addresses
Press Ctrl-c to abort.
An IP Address configuration must be defined in order for
the KMA to communicate with other KMAs, Agents, or Users
in your system.
Current settings:

Management Hostname : balblair

Management IP Address : 10.80.41.5

Management Subnet Mask : 255.255.254.0

Service Hostname : balblairsvc

Service IP Address : 192.168.5.1

Service Subnet Mask : 255.255.255.0

Gateway IP Address : 10.80.41.254

DNS IP Address : 10.80.0.4

DNS Domain : stortek.com

Please enter the Management Network Hostname: balblair

Do you want to use DHCP to configure the Management Network
interface? [y/n]:

Please enter the Management Network IP Address: 10.80.41.5
Please enter the Management Network Subnet Mask: 255.255.254.0
Please enter the Service Network Hostname: balblairsvc

Do you want to use DHCP to configure the Service Network interface?
[y/n]:

Please enter the Service Network IP Address: 192.168.5.1

Please enter the Service Network Subnet Mask: 255.255.255.0
Please enter the Gateway IP Address (optional but necessary
if this KMA is to communicate with an entity on a different

IP Subnet): 10.80.41.254

Please enter the Primary DNS Server IP Address (optional):
10.80.0.4

Please enter the DNS Domain: stortek.com
Are you sure that you want to commit these changes? [y/n]: vy

Press Enter to continue:
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2. BEAX Y NU—J DARA N EATILET,

3. Do you want to use DHCP to configure the Management Network
interface| 7B 7 F T, nFHIXy OWTIULEANILET, n Z AN LGS
L. PR 4 1R ET, y Z AN LA, FlE 6 IR E T,

4. a7 hT, BHRXy NU—IDIP 7 FL 2% AS)L T Enter ¥—%# L £,

5. [Please enter the Management Network Subnet Mask:] 71w 7 kT,
H7 %y hw A ST KL 2 (256.255.254.0 72 &) % A7) LC Enter % — % i L %7,

6. BREFHA Y FT—J DERA 4 E AT LT, Enter ¥—%#HL £,

7. Do you want to use DHCP to configure the Service Network interface| 7w~
FConFEFyonFanrz AN LES, n Z AN LIESGEE. FlE 8 (IR E
T y Z AN LIeHAIE, FIE 10 2R X7,

8. FYu T, BFHAY NT—ZDIP 7 RL A% AN LT Enter ¥— %L F
‘ﬁ—o

9. [Please enter the Service Network Subnet Mask:] Ym 7 T, %7
Fw h=AZT KL A (fz& 21, 255.255.255.0) & AJ) LT Enter ¥—% M L %
‘é—o

10. /— b7 =A IP 7 KL A&EZASI LT, Enter ¥—%H L EJ,

11. lPlease enter the Primary DNS Server IP Address (optional):] 7
727 hC, fEZ AJILT Enter ¥— %L £,

12.DNS KA A »Z ASJL T, Enter ¥—%# L £,

13. Tare you sure that you want to commit these changes? [y/n]:]

Ty Ty EANLET,

F - Ctrl+c 2T HIC, BENMEFEEINTICAAS A =2 —ICEY F3, 2—F—»
KEDT T R Ty B ANTHZEICE ST, BIEPER I NIZGEICNEY, BE
FZFTANONET, yEANLTEHE, AL A=2—ITRD T,
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KMA OHEFRIEOT I74ILEADY Y +

Zx bR By PTEET,

FEE - UVky MIEEARARER O, KMA OFRIZKDIVET,

ZHVIHREER AR T, N R T 4 A I IR TV DT R TOT—EZnRkbihd =
LI ET, VAT ATHMEIMICHESEISNES, VANV ATAIH I -~ v
h &I, LKL EFERHT 27200 ®E MThIvE T,

KMA %z @i D7 7 40 M2 Uty b4 5I2id, ROFIEZETLET,

1. A4 A==2—® [pPlease enter your choice:] a7 T, 4% AJJLT
Enter ¥— %L ¥ 73, ROERVPFRINET,

Reset to Factory Default State

Press Ctrl-c to abort.

WARNING:

All information stored on this KMA will be destroyed!
Access to all protected data will be lost unless a backup
of the KMA data has been created or Cluster Peer

KMAs are present.

Please consult the Administrative Guide before proceeding
with this operation.

The system will be rebooted after performing the reset.

Zeroize KMA before resetting (this process will take approximately
4 hours) [y/n]:

Are you sure that you want to reset the KMA to the
Factory Default State?

Type RESET to confirm: no

Press Enter to continue:

FE - 20O KMA OF_RCOFRIIMESI N E T, KMA OF —X DOy 77 v FHME
BENTWDEN, 7 TAZET KMA BWHEET HHEERE, T X ToR#EINET—
B~DT 7 A TEbET,

2. [zeroize KMA before resetting] YR U7 R T, nEiZy OV ThnrzE Al
LET, yEANLIESG A, N—RRIA T OFT X TOERDPIEEICEREEINE
‘é—o
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F - ZORBITIE, K4 RN T,

3. [Type RESET to confirm| 727 T, RESET & AJJ LT Enter F—%# L
1, ROBFERNPEREIN. KMADOU vy I THLZ LN RENET,

Resetting. ..

4. BFENET 5 &, QuickStart IZFEY £9, 25 X—? [QuickStart 7' 1 7'F AD
7] #BRL T E &N,
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Rt R—bT7ho 2 FOEE

[Technical Support] A ==a—A47 v arZ2fil+5L, AL —FFTA L —T 1
TIVAT LDV R—=NT AT NEZEOT I MO SSH T 72 A5G EITIEINC
THZENRTEET, 774V TR, Y R— T FBXOSSH 77 & A%
CHEL BT, YR—FTH Ty hORAT L— XL Sun R — FOBRE S T
L7, ZOVR—="T AU EAEINZTDHE, aryY—La—F—NKMA IZZ

UbET 782352 L3 EnEzEA,

1. BRI R—= T AT FEFEDTHITE, ROFIEEETLET,

AA A =a2—0 Iplease enter your choice:] a7+ T, 52 AJJLT
Enter ¥— %L EJ, WOFERVBERIN, YR—FTH U "BREHTHDZ LR
RENET,

Technical Support

Press Ctrl-c to abort.

Please refer to accompanying user documentation for Technical
Support contact information.

The support account is currently DISABLED.

R I I I I I I I I I I b b IMPORTANT R I I I I I I I I b I b
Enabling the support account and SSH access is a security
risk. These should not be left enabled unless required for
troubleshooting purposes.

Ensure that this account is disabled when not required.

R I I S S I R I I I S R I S I S I S I R I I S R S L I S I I I S

Would you like to ENABLE this account? [y/n]:

2. 77 RTy&#ASLTEnter ¥—45M L, 7V MEAMILET, KO
WMBERRSHL, SSH 7 7 B ABMERRAICTHLZ L AR LET, SSH 7 7 R &A{L

MATREICT % & BNV R — MIEBE»ORIEOBW 21T 9 Z LR TE £,

SSH access for the support account is currently DISABLED.
Enabling SSH access for the support account allows a
Technical Support representative to connect to the KMA
from a remote location in order to diagnose a potential
problem.

Would you like to ENABLE SSH access for the support account? [y/n]:

3. 7m 7 T,y &AL T Enter F—Z# L ET, ROFHRNAFRSH, SSH &R A

MEO R RS NET,
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When a Technical Support representative connects to the
KMA using SSH, SSH host keys must be verified via an
alternative secure communication channel in order to detect

a potential “man-in-the-middle” attack.
Please record and store these SSH host keys securely.

SSH host keys are generated when SSH is enabled for the
first time. They may be subsequently regenerated to invalidate

the existing SSH host keys.

Would you like to regenerate the SSH host keys? [y/n]:

4. 7u 7 RTy# A LT Enter ¥—%2 ML ET, ROERVBFR I, BEHEOME
WaRDOL T T IBRFRINET,

Are you sure that you want to commit these changes? [y/n]:
5. 7a 7 NT, yE# AN LT Enter ¥—2WLET, WOERBPERIN, THU Y

KRB THDZ ENRENET, Enter F—Z2M LT, A A==2—ICED F
—a’_‘e

Press Enter to continue:
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Bty R—b7ho Y FOEME
R R— 7By N EEHZT BT, ROFIEEZEITLET,
1. Af > A=a2—® [please enter your choice:|] 7B 7+ T, 5% AJJLT

Enter ¥ —Z# L 3, ROEWPRRSN, YR—FT AV MPAHTHDZ L
PRSNET,

Technical Support

Press Ctrl-c to abort.

Please refer to accompanying user documentation for Technical
Support contact information.

The support account is currently ENABLED.

R T I I I S S I I I I S I IMPORTANT R S I I I S T I I S I I S e
Enabling the support account and SSH access is a security
risk. These should not be left enabled unless required for
troubleshooting purposes.

Ensure that this account is disabled when not required.

R R I R I I I I R I I I I I I I R R R I I I R L I I R S

Would you like to DISABLE this account? [y/n]:

2. 7ur 7 R T, y EASNLTEnter =% L, 7h U bEEHIZLET,
3. WMOERPFRARIN, BEROERERDD T T IRRREINET,
Are you sure that you want to commit these changes? [y/n]:

4. a7 NT, y Z# AN LT Enter ¥—%2M L ET, SSH ¥ —E R ITHBEMIELL
ij‘o
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FEEEDODAMEL

Primary Administrator] A ==2—F7 v a V&2HT 5 &, KMA (Zx3 2 EEHEE

DT 7 AEANEINTENS D LN TETET,

n EEHEOT 7 ¥R BT DT, BROICEIRY R — F 2 AT 20ER DY
9 (T3 5b),

m ZDHATIE, BxX 2V T 4 —EEEOLRENNITDHIENTEET, £/, 42
L—HFEitX a2V T —EBEEFEOELL THIENIT A ENTEET,

FE - TEBEMESERTS L, 2—P—iF, HifvR—hE L TrZ AL, root
BT 78R EFESEOTFEHEDOT 7 B ANHFAENET, ZHIFAERTTR, KK
WX oTiE, BIENPS VAT ARIEIEL-OICHNBIZRDI5ER™HD 3, 72721,
Ny T4 R—FERIFZ =T VTN DEBED T A X ANNERZ &N
HYFEF,

1. EEHEOT 7 v AEANCT AT, WOTFIEEFAT L E T,

AA L A=a2—0@ IPlease enter your choice:] B 7 FT, 6 ZASJLT
Enter ¥ — %L ¥ 73, WOERPERIN, EEHEHEOT 7 EAREHTHL Z &N
REINET,

Primary Administrator

Press Ctrl-c to abort.

The Primary Administrator role is currently DISABLED.

hAhhkhkkhkhhhkhkhhkrkhk,khhkhrhkhhkkk,**x*k WARNING khkkhhkhkhkkhhkhkhkkhhkhkhrkhhhkhkhhhxkk*x
Providing the support account with Primary Administrator
privileges

is a security risk. This setting should not be left enabled unless
required for troubleshooting purposes.

Ensure that these privileges are disabled when not required.
RS R R R R R R R R R R R R I I I I I I I I

Would you like to ENABLE Primary Administrator privileges for the
support account? [y/nl: vy

Are you sure that you want to ENABLE these privileges for the
support account, assuming this security risk? [y/n]l: vy

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. 7u 7R T, yEASLTEnter =% L, 7h U bEANZLET,
3. WOEHRNERRIN, EROEREZRDL T 0 7 ERERINET,

Are you sure that you want to ENABLE these privileges for the
support account, assuming this security risk? [y/n]:
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4. 77 T, y# AL T Enter ¥—%M L ET, EEEHEDOT 7 AR
DFE L,

FTEHEAEDOEYIEL

Primary Administrator] A ==2—F7 v a Y &2HT 5 L. KMA (33 2 EE
DT I EREBENETNTENCT HZENTEET,

E - ORI, EX 2 VT4 —BEEORPEINCT LN TEET, £, A4
NL—=F2FE3tF a2 ) T —HEEOELL THEMIT L LN TEET,

TFEHEDOT 7 A0 FETENET, Mo —VP—RNEEHE L LT
BLTWAERIL, ZOT7 7 BRAEEHTEHE, TOZ—F =0 KRIZFITLELOI L
Tma~<y FidEMLE7,

1. FEHREOT 7 v AL BT 212 ROFIEZETLET,

AA A =a2—0 Iplease enter your choice:] Yoo 7 +T, 6 ZAJJLT
Enter ¥— %L E7, ROFRBERIN, TIZ7EADREFEDHTHDL Z LRSI NE
‘a‘o

Primary Administrator

Press Ctrl-c to abort.
The Primary Administrator role is currently ENABLED.

Would you like to DISABLE Primary Administrator privileges for the
support account? [y/nl: y

Are you sure that you want to DISABLE these privileges for the
support account? [y/nl: vy

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. 7ur 7R T, y EANLTEnter ¥—% L, 7Th U bEEHIZLET,
3. ROEBRPERFRIN, BEOMEREROL S0 T IRRRINET,

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]:

4. 7o T, yEANLTEnter ¥—%2MLET, FEHEHEDT 7 B ANEHITAR
DELL,
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BETEET,

F-WLAEx—% KMA BNIELLEIRT B 72012, F—EH D% E N KMA ([ZHH

X —R—FORIE BT LI LTSN,

d&

e S

RS 2R ET DI, ROFIEEZETLET,

1. A4 A==2—® [please enter your choice:] a7 T, 7% AJILT

Enter ¥—Z ML E7, ROL I ITF—EAINRERRINET,

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian

( 4) Bulgarian ( 5) Croatian ( 6) Danish

( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean
(16) Malta_UK (17) Malta_US (18) Norwegian
(
(2
(2
(
(

RN

2) Slovenian (23) Slovakian (24) Spanish
5) Swedish (26) Swiss-French (27) Swiss-German
28) Taiwanese (29) TurkishQ (30) TurkishF
31) UK-English (32) US-English
The current layout is US-English
Please enter the number for the keyboard layout :

The keyboard layout has been applied successfully.

Press Enter to continue:

19) Portuguese (20) Russian (21) Serbia-And-Montenegro

2. [pPlease enter the keyboard layout [ US-English ]

T, F—BSIzEH ST LEHmEANNLET,

3. a7 T, y A LT Enter ¥—%2MLET, ROBEERNFTREN,
—IZRY £,

The keyboard layout has been applied successfully.

bhi-Z 2 RENET, Enter ¥F— 4L T, A A==

Press Enter to continue:

] a7

ST AT
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Ag79k
HWEOKMS avY— Lty arnbualZ 7y T a10%, ROFIEEZFETLET,

1. Af > A=a2—® [pPlease enter your choice:|] 7B 7 FT, 0 & AJJLT
Enter ¥ —##L £,

2. BAEDE Yy a UM TLT, arAf a7 I RnFEransd, 2a—#F—jx, =
ounsArFarF R eERLT, KMS 2y ) — Ul h-T-U0n 74 & E4,
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Z DD O0—)L DHERE

ZOFTIE, XOMOB—N (AT ITAT UABTEE, Ny I T v T A= B
BH) BFEITTELOHBICOVTHIALE T, KOBEDRDH Y £7

n T —ESIORGE

s KMA 25082777 b

Key Management System Version xxx (col)

(1) Set Keyboard Layout
(0) Logout

Please enter your choice:
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F—EHIDHRE
SOAT VA U EMET DL AR YD b A S A

BETEET,

F-WLAEx—% KMA BNIELLEIRT B 72012, F—EH D% E N KMA ([ZHH

X —R—FORIE BT LI LTSN,

d&

e S

RS 2R ET DI, ROFIEEZETLET,

1. A4 A==2—® [please enter your choice:] a7 rT, 1 & AJJLT

Enter ¥—Z ML E7, ROL I ITF—EAINRERRINET,

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian

( 4) Bulgarian ( 5) Croatian ( 6) Danish

( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean
(16) Malta_UK (17) Malta_US (18) Norwegian
(
(2
(2
(
(

RN

2) Slovenian (23) Slovakian (24) Spanish
5) Swedish (26) Swiss-French (27) Swiss-German
28) Taiwanese (29) TurkishQ (30) TurkishF
31) UK-English (32) US-English
The current layout is US-English
Please enter the number for the keyboard layout :

The keyboard layout has been applied successfully.

Press Enter to continue:

19) Portuguese (20) Russian (21) Serbia-And-Montenegro

2. [pPlease enter the keyboard layout [ US-English ]

T, F—BSIzEH ST LEHmEANNLET,

] a7

3. 7mr 7 RT,y# AL T Enter ¥—% ML ET, ROFRVBFRS 4L, BEENT
—IZRY £,

The keyboard layout has been applied successfully.

bhi-Z 2 RENET, Enter ¥F— 4L T, A A==

Press Enter to continue:
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Ag79k
HWEOKMS avY— Lty arnbualZ 7y T a10%, ROFIEEZFETLET,

1. Af > A=a2—® [pPlease enter your choice:|] 7B 7 FT, 0 & AJJLT
Enter ¥ —##L £,

2. BAEDE Yy a UM TLT, arAf a7 I RnFEransd, 2a—#F—jx, =
ounsArFarF R eERLT, KMS 2y ) — Ul h-T-U0n 74 & E4,
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A

Advanced Encryption
Standard (AES)

AES

BOT

CA

EKT

316030101 » Rev. A

FIPS CT#&AFR I 7= NIST K55 Lk T, BT — ¥ OFEBIEH SN E T,
[Advanced Encryption Standard] ZZM L T 72 &V,

Beginning of Tape (7 — 7 D 5EH) DI,
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