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m PRIV PROC SESSION- VO AN T FINEREFLEZD, Ly aéoro
T AEBHLZDTESLLDICLET,

= PRIV PROC_INFO- 7Ot AN, BETOVANI VFINERETELTOLA
DA DT Ot ZORRERRNSENDEDICLET., ZORMHENT NG
A, /proc D RICRDZEDTERNWT OV ZAEHFANS Z LI TS EH A,

— R, HARRHEITHEMTIIR< Yy FELTEIDYTHLENRHDET, 25
T U, OracleSolaris OS D7 » 75— K TYU U —ZA SN REARRHED T X T

N, BOYTICEENDZEMREESINE T, TR L, Ty I A THEAS
NBNZ EMDMN > TWBERHEIL. BIRIICT T7IZT 0B NRHDET, LA
13, exec() V77OV AZEITLAENWT TS T LTI, proc exec FitEE 4 712
THRNETT,

» T AIIAT L,
»  System V 7 Ot A5 (IPC) Fikk.
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n oy N — T EME,
Ot AR,

. AT LKiHE.
Solaris Kt E R DFERTE—EIZDWTIE, privileges(5) DX Za TV INR—T %S
LTI,

F-Solaris |&, V' —HEREA IR L £9, ZOMEEZRMHH L TEMEZIZTY TV
T—a FETHORMSNZREEZFRETEET, zones(5) DX a7 I R—T%
ZRLTLEZI N, TOV—HDOT AT LADENOEEIX —>NO T Ot X%
EHLZOFHBLZDTERNnED, 070 AICHTEZIXNTORESY — >
WERESINET, 2L, BBERGEIL. K — DA TERIET RN ST
K/ — > ND 7 0+t A1 PRIV_PROC_ZONE FibE 2l T £9,

HigEZERL/TRnoo3I2 0

TTIE, FHEEREAET D00 > T2 —ADOWTHHLET, FE7or
RO T —AHHATHITIE, KONV Y —T 7 LIV 0

#include <priv.h>

e, BN ET TV —2a VBT L8 25 72— AOMHRABIHRL X
ER

FHEDT — 5 E

Rt > 72— ATHEASNAERT—HRIL, ROEBDTT,

w RRMER {2 OFFHEIL, priv t FIERICE > TERISINET, priv t OL K ZE
RAHE ID SCFAITHIIME T 2121d, RO LS ICL £ T,

priv_t priv_id = PRIV FILE DAC WRITE;

n KRy RAL_EREL w M3, privoset t T A RERICK > TEHINE T,
priv_set t OEKZ WAL T 21T1T. K 2-1 ORHMERIERKOWT 0 2 H
L%,

o BRMERMET - Ty LRI T 0 A0 Y b ETHEITFINDEIEOEEIT
priv op t IERICE > TERIAINE T, IXRTOFEHEDOKHELZY N TIXRTOD
BUENERNEIZBRO /A, FMlIE, 29R—20 THtgEE=FERLZ70753 >
7] OFHE Y FOFBESRL T7Z3 W,

FrbEE & U THRE PTRE/AR ML, KD EB D TY,
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m PRIV ON-priv set t EIER CERHINRKHEZ, fBES N7 7 MV ERIT
Tt ADRHELZ Y RNTH L £7,
® PRIV OFF -priv set t &R CTRIHSINHHEZ, IBESNZ 7 v MV ERIZ
Tt ADRHEL Y RN TE 7ICLET,
" PRIV SET-fRESIN/=T7 7 AN EZIZ T O Z 0K v FNORHME
%, priv set t HEIER TR I NIZRHEIC
BN TW/ZHEE. PRIV SETIZRHEL Y M Z none ITRXEL £ 7,

YA > 5771 —R

KROEL, BHEEEHAT 20012 T x—AD—ETT, ZORIHFEWT, £

R > T2 —ADN DMITDNWTHBHALET,

x21 BMEERGHT 22001272 —A

ELERT . OGN ZEIHIH

B89

B

R

Rtz y b ORIG ERBOE

R DRFE & 28 #Ht

Frietz v b DA

setppriv(2), getppriv(2),

priv_set(3C),
priv_ineffect(3C)

priv_str to set(3C),
priv_set to str(3C),
priv_getbyname(3C),
priv_getbynum(3C),
priv_getsetbyname(3C),
priv_getsetbynum(3C)

priv_allocset(3C),
priv_freeset(3C),
priv_emptyset(3C),
priv_fillset(3C),
priv_isemptyset(3C),
priv_isfullset(3C),
priv_isequalset(3C),
priv_issubset(3C),
priv_intersect(3C),
priv_union(3C),
priv_inverse(3C),
priv_addset(3C),
priv_copyset(3C),
priv_delset(3C),
priv_ismember(3C)

setppriv() & getppriv() {&
AT LD LT

. priv_ineffect() &
priv_set () (IS EAEMH D
v IN—TT,

IS OBIRIT, faE SNk
MEEZIIFHEL Y FEREDH
AR TFICYvES T LE
ER

IG5 OREEIE, BEO AT
J—#F0DYT, Ak, BLY
Bty MEEICBEIT DA
7L £9
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%21 FHEZHEHT D001 T2—2A (i)
B#Y BEEL A

TOV AT T DEIGERE  getpflags(2), setpflags(2) PRIV_AWARE 7Ot A7 5%
13, O AN EERT D
DN, FTNEHTOEAN
A—=/—A—F—FEFI)INDFT
RITSINHDOMERLE
9", PRIV_DEBUG I3&HED T
Ny TRICHERH S NET,

KL NIV DERIEEIE ucred get(3C) IN5DN—F L. T
N T AR L NIV D 2 AT LI
UL, BEEH =)V
LZEITHOBICHEHINE T,

setppriv(): FHE T A
FrbEsR® O EEBAEUL. setppriv() TY o TORELIIRDEBD T,

int setppriv(priv_op_t op, priv_ptype_t which, \
const priv_set t *set);

opld. FATTHRMERIEZRLE T, op/ST A—F I, KD 3 DDEDONWT M
ZHRETEET,

® PRIV ON-set ZEUC K > THE S NRMEZ, which IZX> THRES Nty M
ZEmML£9

= PRIV OFF —set 28I K > THRE I N=RMEZ . which \IZX > THRES Ny &
BNSHIBRL £

® PRIV SET -set 2T K > THRE S N/ZFHET. which \IZX > THRES Nzt K
BB ENL5HECESHAET
which 1213, BHE T 555y FOFEEZEELET. KOWTNAMZHEELET,

PRIV_PERMITTED
PRIV_EFFECTIVE
PRIV_INHERITABLE
PRIV_LIMIT

set IZ1d, AHEETHEHINLKEZIEEL X7,
51T, S priv set() RSN TNET,

priv_str_to_set(: ¥HEY v E U H

NSO, FHEAZEREICY Y E VT3 EAICEIBET,
priv_str to set() &, TDT7 7 IUD—RIZBIETT . priv_str to set() DL
FRODEBDTY,
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priv_set_t *priv_str_to_set(const char *buf, const char *set, \
const char **endptr);

priv_str to set() |JFFHES DLFHNZ SIEUTHL D £978, EDXFFNI buf ITHEE
INET . priv_str to set() DIRTEHEMD LY M, 4 DOFHELZ Y hOWT R
INMEHATDOED ZENTEET, **endptrid, WXHEHTLZ T —DT /Ny FRFIZHE
HATEET, buf ITIERDF—T—REFDDHIENTEET,

n aly 13 EREADOITRNTORMEZRLE T, lall, tpriv_name,...] OFEX
X, BESNEERZRS I RNTORKMEEZEETEET.

E- Tpriv_set,“\priv_name, ...] ZHMAT DWW IFFESNIFRHEO LY N STE
ESNRHEZIRDED XY, BTty FEHEEETIC Npriv_name,...] %

EALBRNWTLEIWN, TICAR2FELZY FREEINTWARNE, H3ZED

Rty M SIRESNIEHEZID RS Z 8220, HELE NN L

72> TLEWET,

= [nonel 13, FitE/2 L &ERL £9,

m  [pasic] &, EEUNIXAXRL —FT 4 2T AT LNQOOATA RHZTRTD
A=Y —IZPERM ST SN TS EIEERITTORICHEERDEBHEDO Y b
ZRLET,

EDI—T 1 > T

ZITlE A== —Y =TI &> TRHEZHWALT S HiEE, R/VE
ETIIEM > TRIHEZH WAL T S HEZ KL £,

RA—/N—A—YHY—FF )L TOEHEDHE | IAH
ROBITIE, A—/N—D—H—FF ) THHEREZFVALT 2 HEELRLET,

B2-1 A —/N— L —H —HHE D PH U A B

/* Program start */
uid = getuid();
seteuid(uid);

/* Privilege bracketing */
seteuid(0);
/* Code requiring superuser capability */

/* End of code requiring superuser capability */
seteuid(uid);

/* Give up superuser ability permanently */
setreuid(uid,uid);
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R/VFEE T IV TOHEDE L AH

ZOHITIE, B INRHEET )LV TRMERRIEZ VAR T 5 HiEERLET, ZOHIT

WE ROEXDITREL £,

a

707 T A3 setuido TH 5,

setuid @ DFEREL T, Frajenizty b EFITy MIEA. TRTORHEIC

RESNTND,
A RTRE7ZR Ty D3R, EARFHEICRES N TN D,
HllR v M3, TRTORMEITRE SN TN S,

—RUZXMZHNT, ZOHOFHHAND D £,

F-ZDYV—AO—RANL, YooO—Rbve oy —n64 T >>0— K952 EHAEE
T9, https://cds.sun.com/

is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/

ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI e i
LTSN,

Bl2-2 I/ INRFHE D BV A S 4]

1
2
3
4
5

~N o

8
9

10
11

12
13
14

15
16

17
18

19
20

21
22

#include <priv.h>

/* Always use the basic set. The Basic set might grow in future
* releases and potentially retrict actions that are currently

* unrestricted */
priv_set t *temp = priv_str to set('basic", ",", NULL);

/* PRIV_FILE DAC READ is needed in this example */
(void) priv_addset(temp, PRIV _FILE DAC READ);

/* PRIV_PROC EXEC is no longer needed after program starts */
(void) priv delset(temp, PRIV _PROC EXEC);

/* Compute the set of privileges that are never needed */
priv_inverse(temp);

/* Remove the set of unneeded privs from Permitted (and by
* implication from Effective) */
(void) setppriv(PRIV_OFF, PRIV _PERMITTED, temp);

/* Remove unneeded priv set from Limit to be safe */
(void) setppriv(PRIV_OFF, PRIV LIMIT, temp);

/* Done with temp */
priv_freeset(temp);

/* Now get rid of the euid that brought us extra privs */
(void) seteuid(getuid());

/* Toggle PRIV _FILE DAC READ off while it is unneeded */
priv_set(PRIV_OFF, PRIV _EFFECTIVE, PRIV_FILE DAC READ, NULL);
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Bl2-2  He/INFFME OD BH U IA A1 (=)

23 /* Toggle PRIV_FILE DAC_READ on when special privilege is needed*/
24 priv_set(PRIV_ON, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV_FILE DAC_READ off after it has been used */
27 priv_set(PRIV_OFF, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

28 /* Remove PRIV_FILE DAC_READ when it is no longer needed */
29 priv_set(PRIV OFF, PRIV ALLSETS, PRIV FILE DAC READ, NULL);

o707 I LTI, temp EVWDHLRTIOEBMNERINE T, temp 8L, T
075 A TAERFMHEOLY NEHELET, £T51THT. temp INHEARFHE
Tty FEeBOEDITERINTWET, 71THT. file dac_read Kt/ temp (2B
INTWET, proc_exec FHEIL, HrL W7 Ot AITH L Texec(1) ZEITT D720
BTN, 20707 I ATE#FIIINTOWEREA, LENST, 917H

T. proc_ execﬁitempﬁ\bﬁ'w?émfbli@_o ZINT, exec(1) AN > R&Ef S TH
LW O AZETTERBDET,

ZORH Ttemp TEENTNDDIX, 2070V T LNKEET HEHMEZ T, DF
DHEAL Y | +file dac read-proc exec T, 111THTI, priv inverse() Bk
M. temp DRERZFIHL . temp DIEZZTDREEIZY Yy FLTWET, DK
3 lBESNEY MM(ZOHE temp) ZFEEIR T N TORMED Y s 7ELE]
WZAERTY ., LNITHZETUIZMER, temp 23, 20707 5 LAMBEE L7ZN
FHEMNZENTWET, 14fTHT, temp ITE > TERS NIABRFMEN, FFnf X
Nizty "MSELSIPNTNET, ZOHIRORER. 215 ORENEEY -
MEBHIRINET, 161THT, RELFHENGIREY 2 SHIBRINTVRE

T 18FFHT. temp BEIIMBMENTVET., EVS Db, temp [FLLEHEH LW
MH5TY,

7Oy I MIFEHITHIEL TWET, LS T., 207047 T ATl setuid
BHEHENT, 20f7HTEHUID NI —TF—DOEEOUIDICU Yy hEnNThE
—§—Q

22fTHTIX, file dac read FitE &Nty RN GHIRT 5 2 & T, T ORENIER)
fEENTWET, EBEOT OV T L TIL, file dac_read DN E I NDHFIIT, il 5
DO FTHONET, OV > TN T 075 AL TIE. 25{FHTY Y’f)l/%pjugif&
SBRIT file dac read WA EE/R D ET, LMo T, 24fTHT file dac_read VA
MEINTWET, 77 I OFBWMD%T<IC, file dac read WEZIE Y 5
BEHBRENTVET, TRTOT 7 AV OFEARODNETTDE, TRTORHE
v RND file dac_read 4 71295 Z & T, file dac_read MW7ERICHIFR S T
WET,

ROFE, 7OV T LAETHORMLY NOBBEZRLIEZBDTY, (THBSNER
SNTVWET,
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w22 FitEtz v N DER

2Ty temp v b FRSncHER Y b REsER Y b HIRSFELE v b
FISIIIR - TART ITRT ITRT
S5TTH - temp ZEEARHITREL £ A INRT ERANE IRT
ED
717H - file_dac_read % temp {Z38  FA + ITRT ITRT IART
L E7, file dac_read
91TH -proc_exec Z& temp M HHIFR  HA + INT ERANE IRT
LEd, file dac_read -
proc_exec
1117H - temp ZREL £, IRT-(FEAE+  TANT INRT INRT
file _dac_read -
proc_exec)
UiTH-FFalanzty FNOAR  IXRT-GE+ HEE+ A + ITART
Bk HEE A T7ICLET, file_dac_read - file dac_read - file dac_read -
proc_exec) proc_exec proc_exec
1617H -fillRzy FNOAREZRE I T-FHE+ HAE+ B + HA 4
WZEF7ICLET, file dac_read - file dac_read - file dac_read - file dac_read -
proc_exec) proc_exec proc_exec proc_exec
1817H ~temp 7 7 1V MM L E - B+ B+ HA 4
g, file dac read - file dac read - file dac read -
proc_exec proc_exec proc_exec
21TH - IR BHET - HA —proc_exec HA —proc_exec FHA +
file dac read 4 7ICLET, file dac read -
proc_exec
2417H - BT T T - HA + HA 4 HA +
file dac read Z4 2ICL X7, file dac_read - file dac_read - file dac_read -
proc_exec proc_exec proc_exec
2717H - read() FEIETR - %Zfi—proc_exec %Zli—proc_exec HA 4
[Zfile dac read 4 7L £, file dac read-
proc_exec

29f7H - AR o T2
file dac read 29 XTDLw ~p
SHIBRL £

%ZIS —proc_exec

%ZK —proc_exec

%2'-( —proc_exec
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FEET 7V -2 a VRARDAA RSA

THEME T TV T —2 a3 VRARDHAA R SA4 >

-
—

T R E T 7 r—2 3 BT A OIERRZRICHIEL £7,

WEEE X N AT LD BN ZT TUr—2 3 > OF )Ny T I3AB# D X
FTAETRLUTITORETED D XA, AEEBREBEMNETY TV —2a %
EIT95HE, BFaUT o —NELONSA[EEEND D £7,

B2 IDRE: WO Lo 7Ot Z0EE y RN proc_setid FiHENE £
TWhnwe, Zo7atAida1a—5—ID. ZI)L—7ID. F/=I3EHH )L — 71D
EEAFETEEH A,

FHEDHVIABRDER: 7 7V r—2 3 U0V HEEFERT 2858, > ATL01
FaFs—RI—XDBHERINTT, HEBEREGRICESSTIEDRN
K9, VAL ZE > THHEBRIEZTERESHIHT2L0ENH D X9, Ktz
WRABT B HEIZONTIE. 32— HHEOI—FT 4 > 76 23R TL
&0,

HAEHEDN STRD 5 i/ NEOFRE I I AR MEN N E T, Bt 7 71

r—3g VEREALY bOSBOZLERSGDET, TO%., T T S—2 3>
iﬁ% TN THEHEDHIBRABMET O LENH D £T ., —REREE U A
. RITRLULET,

. T—EMNA—/N\—1—HY—LLTEHLET,

2. TR CNTHEARELY O3F 20D ET,

3. 7—FE>2WNT, PRIV_FILE_LINK ANY 732 &, RELHEARMHEOTRTNA 7
W20 ET,

4. T —F>WNT. PRIV_FILE_ DAC READ 72 &, T DD NBEZEHENGEINE N
ESCIN

5. UDMWNT—E>OUID Y DEFEHD £,

PIVI A —T7 QR IV I AT —THNOH LW T Ot AF, #HToteX
DREETREL Y MCEEND TR TORMEELFHATEET, 20D, K
A=Y =N )V IAT—TRHBT, BFaUTFT—2RET DA @73\5’5@?
T, mEAR, —EHOA =LY TV — 3 iE, tcommand T2 < > R &R
L. TNEEFTLET, LENST, —RI—Y—1F. A= T7 T Fr—ar
DIEBORHMEZFATLAV ) T NEERTEET, AER IINVIAT—T%
HIlRd B2 E2BEHDLET,

HERICDNT

R, /etc/security/auth attr 7 7 TIVNICKE IS NE T, KBEHHATLHT7
A —a ZzZRET5I3. ROFEIHENET,

1.
2.

/etc/security/auth attr NC. 1 DEZIIEROBEY /KB EZRRELET,

70775 LABIEEFIZ, chkauthattr(3SECDB) B%L 2 i > T E /KR DA E 2%
ELET ., chkauthattr() BT, KOG CIEICKRZBRBEL ET,
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= policy.conf(4) 7 —% N—AN®D AUTHS_GRANTED F— - AUTHS_GRANTED
. TV TEOD S TENKREZRLET.

= policy.conf(4) 7 —% N—AN® PROFS_GRANTED  — - PROFS_GRANTED
W TN TEID Y TENMMTOT 74V &R L E
T chkauthattr() i, TN 5 ORI T 07 7 1 UICHE S KRG £
TWENEIMZEREL LT,

» user attr(4) T—HAR—ZA - ZDT—HFRN—AIZIF, I—F—iEDLT5N
tFaUT s —BEHEIEMHINTHET,

® prof attr(4d) T—FR—ZA - Z DT —HFRXR—ZAZId. I—H—iZEDY TSN
THERI 7O 7 7 A VOGS LTV ET,

chkauthattr() EfTRFICIELWERNINS D EDEFNZH RON S M- 725
&, FOA—F -3 70V I ANDTY 7 ABEEINET,

3. 2OV TV r—a yTHERAREERFICHS TR, EREADEHM
W XZa I R=T2OMONFEEBL TITAET.

B2-3 HKBOBE

KOI—RIE, chkauthattr() B Z#i->o TH D 1Y —DORBEMRET 2 HiEETR
L7zbDTY, ZOHE, 705 T Ll solaris. job.adnin FKROFEEMRE L TN
F9., ZOI—HY—NZDOEREBEFF> TWBHHE, ZOI—F—ZEFHND
A—H—D 77 AN EHRAEZITEET, ZORENZVWES, ZOI—H -7
ETE5D1E. BEDNHAET D7 v A IIVEFIZRDET,

/* Define override privileges */
priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV_OFF, PRIV EFFECTIVE, PRIV FILE DAC READ,
priv_ FILE DAC WRITE, NULL);

priv_addset(override_privs, PRIV_FILE DAC_READ);
priv_addset(override privs, PRIV FILE DAC WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {
/* turn off privileges */
setppriv(PRIV_OFF, PRIV_EFFECTIVE, override privs);
}
/* Authorized users continue to run with privileges */
/* Other users can read or write to their own files only */
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/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.
*/

#include <sys/types.h>
#include <stdio.h>

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <signal.h>

#include <pwd.h>

#include <errno.h>

#include <security/pam appl.h>

extern int pam_tty conv(int num_msg, struct pam message **msg,
struct pam response **response, void *appdata ptr);

/* Disable keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */
static void
disable kbd signals(void)

{
(void) signal(SIGINT, SIG_IGN);
(void) signal(SIGTSTP, SIG IGN);
(void) signal(SIGQUIT, SIG IGN);
}

/* Terminate current user session, i.e., logout */
static void

logout ()

{
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pid t pgroup = getpgrp();

(void) signal(SIGTERM, SIG IGN);
(void) fprintf(stderr, "Sorry, your session can’t be restored.\n")
(void) fprintf(stderr, "Press return to terminate this session.\n")
(void) getchar();
(void) kill(-pgroup, SIGTERM);
(void) sleep(2);
(void) kill(-pgroup, SIGKILL);
exit(-1);
}

int
/*ARGSUSED*/
main(int argc, char *argv)
{
struct pam conv conv = { pam tty conv, NULL };
pam_handle t *pamh;
struct passwd *pw;
int err;

disable kbd signals();
if ((pw = getpwuid(getuid())) == NULL) {
(void) fprintf(stderr, "plock: Can’t get username: %s\n"
strerror(errno));
exit(1);
}

/* Initialize PAM framework */
err = pam start("plock", pw->pw name, &conv, &pamh);
if (err != PAM SUCCESS) {
(void) fprintf(stderr, "plock: pam start failed: %s\n"
pam_strerror(pamh, err));

exit(1);
}
/* Authenticate user in order to unlock screen */
do {
(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw_name);

err = pam_authenticate(pamh, 0);
if (err == PAM USER UNKNOWN) {
logout();
} else if (err != PAM SUCCESS) {
(void) fprintf(stderr, "Invalid password.\n")
}
} while (err != PAM SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam acct mgmt(pamh, 0)) {
case PAM_SUCCESS:
break;
case PAM USER UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;
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case PAM_NEW AUTHTOK REQD:
/* The user’s password has expired. Get a new one */
do {
err = pam_chauthtok(pamh, 0);
} while (err == PAM AUTHTOK ERR);
if (err != PAM SUCCESS)
logout();
break;
default:
logout();

if (pam_setcred(pamh, PAM _REFRESH CRED) != PAM SUCCESS){
logout();

(void) pam_end(pamh, 0);
return(0);
/*NOTREACHED*/

}
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/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.

*/
#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI1"
#define __EXTENSIONS /* to expose flockfile and friends in stdio.h */

#include <errno.h>

#include <libgen.h>
#include <malloc.h>
#include <signal.h>
#include <stdio.h>

#include <stdlib.h>
#include <strings.h>
#include <stropts.h>
#include <unistd.h>
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132 PAMMEEREE (W)
#include <termio.h>
#include <security/pam appl.h>
static int ctl c; /* was the conversation interrupted? */
/* ARGSUSED 1 */
static void
interrupt(int x)
{
ctl c =1;
}
/* getinput -- read user input from stdin abort on ~C
* Entry noecho == TRUE, don’t echo input.
* Exit User’s input.
* If interrupted, send SIGINT to caller for processing.
*/
static char *
getinput(int noecho)
struct termio tty;
unsigned short tty flags;
char input[PAM MAX RESP SIZE];
int c;
int i = 0;
void (*sig) (int);
ctl ¢ = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
tty flags = tty.c lflag;
tty.c lflag & ~(ECHO | ECHOE | ECHOK | ECHONL);
(void) ioctl(fileno(stdin), TCSETAF, &tty);
}
/* go to end, but don’'t overflow PAM MAX RESP SIZE */
flockfile(stdin);
while (ctl c == 0 &&
(c = getchar_unlocked()) != "\n’ &&
c = "\r’" &&
c != EOF) {
if (i < PAM_MAX RESP SIZE) {
input[i++] = (char)c;
}
}
funlockfile(stdin);
input[i] = "\0’;
if (noecho) {
tty.c_lflag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);
(void) fputc(’\n’, stdout);
}
(void) signal(SIGINT, sig);
if (ctl c == 1)
(void) kill(getpid(), SIGINT);
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return (strdup(input));
}

/* Service modules do not clean up responses if an error is returned.
* Free responses here.
*/

static void

free resp(int num msg, struct pam response *pr)

{
int i;
struct pam _response *r = pr;
if (pr == NULL)
return;
for (i = @; i < num_msg; i++, r++) {
if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);
r->resp = NULL;
}
}
free(pr);
}
/* ARGSUSED */
int

pam_tty conv(int num_msg, struct pam message **mess,
struct pam response **resp, void *my data)
{

struct pam message *m = *mess;
struct pam_response *r;
int 1i;

if (num_msg <= 0 || num_msg >= PAM_MAX_ NUM _MSG) {
(void) fprintf(stderr, "bad number of messages %d "

"<= 0 || >= %d\n"
num_msg, PAM MAX NUM MSG);
*resp = NULL;

return (PAM CONV ERR);

if ((*resp = r = calloc(num_msg,
sizeof (struct pam response))) == NULL)
return (PAM BUF ERR);

/* Loop through messages */
for (i = 0; 1 < num_msg; i++) {
int echo off;

/* bad message from service module */
if (m->msg == NULL) {
(void) fprintf(stderr, "message[%d]: %d/NULL\n"
i, m->msg style);
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goto err;

}

/*
* fix up final newline:
removed for prompts

* added back for messages

*/

if (m->msg[strlen(m->msg)] == '\n’)
m->msg[strlen(m->msg)] = '\0’;

r->resp = NULL;

r->resp retcode = 0;
echo off = 0;

switch (m->msg style) {

case PAM PROMPT ECHO OFF:
echo off = 1;
/*FALLTHROUGH*/

case PAM PROMPT ECHO ON:
(void) fputs(m->msg, stdout);

r->resp = getinput(echo off);
break;

case PAM_ERROR MSG:
(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);
break;

case PAM TEXT_INFO:
(void) fputs(m->msg, stdout);
(void) fputc(’\n’, stdout);
break;

default:
(void) fprintf(stderr, "message[%d]: unknown type
"sd/val=\"%ss\"\n",
i, m->msg style, m->msg);
/* error, service module won’'t clean up */

goto err;

}

if (errno == EINTR)
goto err;

/* next message/response */

m++;
r++;
}
return (PAM SUCCESS);
err:
free resp(i, r);
*resp = NULL;

return (PAM_CONV_ERR);
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/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.
*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>

#include <string.h>

#include <syslog.h>

#include <libintl.h>

#include <security/pam appl.h>

/*

* py default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT GROUP "root"

static char *NOMSG =
"Sorry, you are not on the access list for this host - access denied.";

int
pam_sm_acct mgmt(pam_handle t * pamh, int flags, int argc, const char **argv)
{
char *user = NULL;
char *host = NULL;
char *service = NULL;
const char *allowed grp = DEFAULT GROUP;
char grp buf[4096];
struct group grp;
struct pam conv *conversation;
struct pam_message message;
struct pam message *pmessage = &message;
struct pam_response *res = NULL;
int 1i;
int nowarn = 0;
int debug = 0;

/* Set flags to display warnings if in debug mode. */
for (i = 0; i < argc; i++) {

if (strcasecmp(argv[i], "nowarn") == 0)
nowarn = 1;

else if (strcasecmp(argv[i], "debug") == 0)
debug = 1;

else if (strncmp(argv[il, "group=", 6) == 0)
allowed grp = &argv[i]l[6];
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if (flags & PAM SILENT)
nowarn = 1;

/* Get user name,service name, and host name. */

(void) pam get user(pamh, &user, NULL);

(void) pam get item(pamh, PAM SERVICE, (void **) &service);
(void) pam _get item(pamh, PAM RHOST, (void **) &host);

/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: user not set", service);
return (PAM USER UNKNOWN) ;

}
if (host == NULL)
host = "unknown";
/*
* Deny access if vuser group is required and user is not in vuser
* group
*/

if (getgrnam r(allowed grp, &grp, grp buf, sizeof (grp buf)) == NULL) {
syslog(LOG_NOTICE|LOG AUTH,
"%s: members only: group \"%s\" not defined",
service, allowed grp);
return (PAM SYSTEM ERR);
}

/* Ignore this module if group contains no members. */
if (grp.gr_mem[0] == 0) {
if (debug)
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: group %s empty:
"all users allowed.", service, grp.gr name);
return (PAM IGNORE);

}

/* Check to see if user is in group. If so, return SUCCESS. */
for (; grp.gr mem[0]; grp.gr mem++) {
if (strcmp(grp.gr _mem[@], user) == 0) {
if (debug)
syslog(LOG AUTH|LOG DEBUG,
"%s: user %s is member of group %s.
"Access allowed.",
service, user, grp.gr_name);
return (PAM SUCCESS);

}

/*
* User is not a member of the group.
* Set message style to error and specify denial message.
*/

message.msg style = PAM ERROR MSG;

message.msg = gettext(NOMSG);
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/* Use conversation function to display denial message to user.
(void) pam get item(pamh, PAM CONV, (void **) &conversation);
if (nowarn == 0 && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata ptr);
if (debug && err != PAM SUCCESS)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: conversation returned "
"error %d (%s).", service, err,
pam_strerror(pamh, err));

/* free response (if any) */
if (res != NULL) {
if (res->resp)
free(res->resp);
free(res);

}

/* Report denial to system log and return error to caller. */
syslog(LOG NOTICE | LOG AUTH, "%s: members only: "

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM_DENIED);
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o Rk EVIHFOHTLEHRT LI LTI, HHI—H— fﬁuquémég_’_ P2
AT L, TDL—Y—NEDL—F—LTIEE T 2HAZRDOANTH S LA
LE7,

o BEM- TEEMW) B TN ERIET S I LT, TINAERR
A—HP—MNEESNTELELTH, TDOT— 9@%75‘5&@?7\_@5&3\%3&‘(
bléﬁfﬁﬁ‘l‘iﬁf&')@i@—o BEMIT, Avt—I0ERIlBRENZEBDORE
THO, ?&@ﬁﬂﬂ@ﬁ‘]ﬁ%ﬁ\ioﬁ_<ﬁ?b2h'(bl7‘£bh_c‘:’ék:%uﬁbi
9. GSS-API Tld. )(/t DG TE T — R (Message Integrity Code. MIC) &I
NEWEY T%, T—FITHRNTELEIIR>TNET, MICIE, T—H =
ZELET—FM, REAUNEGELET—FERA—THH I LZFHLET,

o BEE - TREIE) 13 Ao b—TERR bt”*%#%®W@émam5oa
LTHmARNBNIEERIELET, Bl EBAEDEE LSS, T—FITEHE
IO TIES D ER A, LN T, T—INMASNDHIETEZI NS
B, ZTOT—Y ONBEMUNICHAISNTLENET, LN > T, GSS-API
T T =2t TELXIIITHE>TVWET, ZEALENICE. e kEY
B— T EENFHRETHLILENHDET, ZOXDICT—FEHEFLT
5 L EHEEEIENE T,
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o

60

GSS-API T#I| ] B/t A8

GSS-API OFFEDEETIL, KROBMHENFIFHTE £, Kerberos

v5. Diffie-Hellman, 33X UNSPNEGO. Kerberos F#IZ DWW TDFEMIZ.  [Solaris D
AT LEH (EF 2V TP —E )] D21 E [Kerberos H—E AIZTDWT] &%
ML T<7ZE W, Kerberosvs &, GSS-APIXfIG 7 OV T LAINEIET 5T XRTDT AT
LAET, A1 A= NVBLUOETINDZLERDH D FT,

UE—r7O>—2 v —FUHE L & GSS-API

RPC (Remote Procedure Call) 7O h )V &%y NT—2 7 T r— g AT
702 5<d. RPCSEC_GSS ZH L TtFaUF 1 —ZRMHETEE

9§, RPCSEC_GSS I3 GSS-API LiZ®H B HIDETY ., RPCSEC_GSS 1 GSS-API D§ X T
DOHéREZ RPCHICH A <A A LB THRME L £97. FEFE. RPCSC_GSS I
GSS-API D < Ol %2 707 I NSRS 2%EZR=ZLTHB0., TOMKE, &
R WEEE E B2 E A RPCEF 2 U T4 —NEHIN TV E

¥, RPCSEC_GSSIZDWTDFHMIL. TONC+BIFA A Rl @ TRPCSEC_GSS % fifi Ff
L7k 2L T<7ZE 0,

KRDXIE. RPCSEC_GSS JE@YY 7'Ur—3 3 > & GSS-API ORI E L TWBHEET
ZRLIEHDOTT,

OracleSolaris €+ 2T 4 —HY—EXBAFEAA R - 2011 F8A


http://www.oracle.com/pls/topic/lookup?ctx=E24845&id=SYSADV6intro-1
http://www.oracle.com/pls/topic/lookup?ctx=E24845&id=SYSADV6intro-1
http://www.oracle.com/pls/topic/lookup?ctx=dsc&id=/app/docs/doc/816-3978advrpcpt-98
http://www.oracle.com/pls/topic/lookup?ctx=dsc&id=/app/docs/doc/816-3978advrpcpt-98

GSS-API DFBA

4-2 RPCSEC_GSS & GSS-API

VAR B

RPCSEC_GSS

GSS-API

Kerberos RSA

V5 UN:GE:H 20

GSS-API D #lBR

GSS-APLIE. T— Y {REMEEZBEMIL L 37, GSS-API O — R HEEICEH L7

WS DNDEEZYR— ML TWET A, GSS-APIANETT TL7aW] fEEIE, KO

w O—Y—FHE TSV r—aickFal s —EBERERLET DL, B
13, EEOF 2T —HEENERT M0 END D FT, GSS-APIIZ., 77U
r—2 g UNEKZHBINE I RNICES TS EZAREICLTNET,

s YU =23 VHTT A EERETHIE, EFa YT —BEOT Y £/
FEEOT—YDEELDHEAETDH, ETHTINRTOT—F QIRiX 2T 5
ZERB T r—a OERETT,

s GET YOI T IFEEHENT S L, I2E XX GSS-APLIE, T—4 N
Ty MM T L =T =4, e T =Y DNWTNTHINZRBETETEEA,

s JERIMT S —IC Xk BREERRT T &,

s NFTOATOTITLAOT O AM TREESINDIERET 7 4 )V N THRET
% :C‘:o

= GSS-APIBAXICIESNAXLTFHINY Ty —%E DB THI L, 62—

D TGSS-API DX FHEZNCHETHT—4 | ZSRLTLEZIWN,

m GSS-API T —H M ZMHNT 5T &, T LIEATY —EE ORI
¥, gss release buffer() = gss delete name() 7% & DL 2 fif 5 THH/RIJITIT D
WENH D ET,
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GSS-APIDEREBNA T 40

CORF2 AL NTIIBIE. GSS-APID CERBNA T4 27, DEDEKE
TIRPEFICER L TWET . Java/N1 2T 1 > ZhRD GSS-API VR FIREIC 72 D
F L7z JavaGSS-APILIZIE. RFC 2853 THIE & 4172 Generic Security Services Application
Program Interface (GSS-API) 1%t 95 Java /N1 > T 4 > T INEENTNET,

GSS-API [CEE T D EHMIEEMD A F i
GSS-APLIZDWT DML, RD2DOOXEESIRL T ZI 0,

»  [Generic Security Service Application Program Interface.
(ftp://ftp.isi.edu/in-notes/rfc2743.txt) 1L, GSS-API DHEZRIT DWW THHHIZFHAL TW
i @'—O

»  [Generic Security Service API Version 2: C-BindingsJ (ftp://ftp.isi.edu/in-notes/rfc
2744.txt) 1. C FEENN— A D GSS-APLIZ[HEAE OERERMEL TWET,

GSS-APIDEELEXR

62

Z 2Tl GSS-APIOEESH A TH D, TR, GSS-APIT—F B GSS-APLIKEE
d— R, BELUGSS-API h—7 IZDWTHHBHL £9°,

n 62 R—TD [GSS-API T — & il |
n 71 R—TD [GSS-APIIREET— R
m 72XR—=TD [GSS-API h—7 > ]

GSS-API - — 4% &Y

ZZTIE, F7RGSS-API T —FHRUZDWTHHL £I, TXTD GSS-API 7 — & #i
ZRERT DITIE, 234 R—T D [GSS-APIT—A Bl ZBRLTIEI N,

GSS-APl D E&#]

int DA XTIy N T4 — A&k THL D7D, GSS-API TR DFEEA 2 it
LET, oM uint32, Z4UL. 32EY FORERLERTT,

GSS-APIDXFH| EFNICEET BT —%

GSS-APIZ T RTDOT—¥ Z NG TUE T 5728, LFFHDH. GSS-API R ICE
il 72 d> & T GSS-API BAEUCIE T AEMNH D £9°. GSS-APIIL. gss buffer desc i
ERZ > TCFFNZUE L £,
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typedef struct gss_buffer desc_struct {
size t length;
void *value;

} gss buffer desc *gss buffer t;

gss_buffer tid. 95 L7ZMERANDRA > TY, XFHNI. GSS-APIBIEICIET
HIIC gss _buffer desc AEMRICEML THSMLEND D T, ROFI T, WHM
GSS-API ¥t Zffi> T, EEFMDOA v -V ICRELZHEHL THET,

Bla-1 GSS-APLIC BT B X FH D i

char *message string;
gss buffer desc input msg buffer;

input_msg buffer.value = message string;
input_msg buffer.length = strlen(input_msg buffer.value) + 1;

gss generic function(argl, &input msg buffer, arg2...);

gss_release buffer(input msg buffer);

Z ZT. input_msg bufferld. & TWFIZ gss release buffer() Zfli> TS 544
BNHDHRIEREL T ZEI N,

gss_buffer desc A 727 MIXFEHZFICHERHINDI DT TIEHDERA, =&
AW, =2 2% gss buffer descA 77 FEL T INET, FEMlE. 72
R—=TD [GSS-API h—7 > ZZHL TS Z3I N,

GSS-API [ZH (T B2 &H]

(i) BFEEZ2ELET, Xy b= EFa2) T —OHETIE. TFE &
., 2 —Y—, JOor oA, FEvIUoEELET, FRIEFEVSA T MR
Y—=N—DEESIZTTHRDEET, EEROHZ, KiTW DNEITFET,

 BlOX T calA 29 B I—Y— (user@machine 73 E)
» Ry FT =Y —EX (nfs@machine 12 &)
77— a 2 EFETT S T 2 (myHost@eng.company.com 75 E)

GSS-API Tld. #Hild gss name t A7/ hELTHRMSNET., ZOAT
PV NMIT TV a R U TRBHATY . A& gss buffer t 4727
RS gss name t FERICEHET 5121d. gss import name() B ZEZMHAL EJ., 1>
A= EINEZTRTOAFNCIIEEHET 2 [HEif) NEDYTENET, AR e
i TOAFOERZRTHDTY, ARTHITONTIE, 70 R—2 D [GSS-API D
OID| ZZML T EIWV, ARRLRIEO—EIZDOWTIE, 235 X—2 D (447
B 2L T ZIN,

gss_import _name() DHESLIIRD EHB D T,

OM_uint32 gss_import_name (
OM uint32 *minor-status,
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64

const gss_buffer_t input-name-buffer,

const gss OID input-name-type,
gss _name_ t *output-name)
minor-status EBROBENSRINSIREI— R, 71 R—2 D [GSS-APT Ik

BO—F) Z2ZRL TSN,

input-name-buffer A > — F SN/ LAV S NS gss_buffer desc Hitifk, =
ORERIL. 77U —2 a ITHIRIICEI D 2T 208N
HOVET, 62X—TD [GSS-API DX FHNEZNITHT %
T—%] BEUM42Z2BRL TSIV, ZO5IEIL. 77
U —a > TOERK T, gss release buffer() Zffi> T
RIS B EEN DD T,

input-name-type input-name-buffer DIE %R gss_0ID, 71 X— D [GSS-API
ICBIT AR 22RLTZT N, £k, 235 X—=20 14
A 12, ARNRARIRO—BERNH D £,

output-name YR % 21T LD gss name t FEIE R,

KITRT DI, #l4-1 DIRAFNCHE FOEHZMATZHDTH

0. gss_import name() DFEAEZERL TWET, £, EHOLFHNN
gss_buffer desc BEEARICHEA SN TNET, KT, TDXFHNN. gss_import name
() 12K > Tgss name t HEHRNITHMETNTNET,

#l4-2  gss_import_name()() D FH i

char *name_string;
gss_buffer desc input name buffer;
gss_name_t output_name_buffer;

input name buffer.value = name string;
input_name_buffer.length = strlen(input_name_buffer.value) + 1;

gss_import name(&minor status, input_name buffer,
GSS_C_NT_HOSTBASED SERVICE, &output name);

gss_release buffer(input_name buffer);

A1 iR — b INLENL. ABEDPHED DB TERTES LI, LD

gss buffer t A7/ NMIRET I ENAEETT, THUTIL. gss display name() &
AL ET., 727201, gss display name() I3, #ERDXFHNLERUTHD &
ZORAEL £ B . ZOIRAIL, EBEROBEMBENARTZ M 2 HIEICHD £

o GSS-APLIZIZIENT B ARTZ NI T SR8 H D 9, 227 X—2D [GSS-API
% Z2ZMLT<7ZaN,

gss_name t FEIEIRICIE, B —DHARIOEBRDON—2a D 2B TEE T, GSS-APIIZ

EOoOTHR—FINTWEEHET LI, 1 DON—Va NV ERINET, DX
0. user@company @ gss_name_t FERIZIL, Kerberosvs 71 52k S N7z Z D ARFTD
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1DODON—Ta e, HOEENSRESNLZNDON—2a VINEEN DN D
D E9, B9%gss canonicalize name() {&. AJ1&E L T4 M2 2 TELD £
§, F/z. gss canonicalize name() (. H1E L TEDOBEREICER O H—

N—2a > AT EZURONEAZRLET,

O LI ICE A 72 R0 2 &% THERES (Mechanism Name, MN) | EFEONE
T, HWEAEIE, BEOBEOARITIZRS, FEOHMBEICL > THERSNZFK
DAAITY ., ZOTOEAERLEZDONRDKTT,
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a3 k% SRS (MN)

joe@machine XF 5

gss_import_name () mech = #48

l

joe@machine
mech1
AERA R
joe@machine
mech2 (gss_name_t)
joe@machine
mechn
gss_canonicalize_name (mech?2)
AEpa iz
joe@machine
mech?2 #eEH (MN)

(gss_name_t)

GSS-API [CH5 (T D EEIDLEE

H—=N=DDV A7 > "N EHDAHEZTRO., TD4AHTE Y 72 AU A K
NTHRZBETLD2HENHLGEEEZEZAET, 77 2AHHIYU A N (Access Control
List. ACL))] &3, BEDTY 7V AMEZF DODERD IV A DI ETT, 5 Lm$
2119121, ROL DI AENBZSNET,
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1. gss_import name() T. 7 717 > h47% GSS-APINEEEICA > R— L ET
(721 >R—bFESNTORWER).

GEICE-> T =N—34FZ2NEEXATZIR0 X9, 208ha, Z0F
BTN ED D A, EAE, Y—=N—RB7I7147 > FAH DA ZREKRT 5
AEEERH D LT, I TFAMOEET. 7717 > MEFOAFNENIER
TEINET.

2. gss_import name() C. &% ACL%%Z A >Hh—hFLET,

3. gss compare name() C. { >AHR—hLEHACLAZA >HR—FLEIIAT b
HEBL X7,

KO, 2070t Az RrLET, ZCTEFIE1DBETHDERELET,

BA4E . GSS-API E(ERT AT U —3 3 Dtk 67



GSS-APIDEELER

Ra-4 ZLH1DE GBY)
Y—/—

(ZSATY R,
o) A

: gss_import_name ()

gss_compare_name ()

gss_compare_name () gss_compare_name ()

ACL & 1 ACL#& 2
(REBZ ELT)) \(REREELT)

ACL% n
(&% & L)

@ gss_import_name()

gss_import_name () gss_import_name ()

I i
ACL

HRTDEN DI NIGEX. AR @RI KT 5 LD AETHRED D £H
ho BRTOEMIEFIZZNWEEIL. gss canonicalize name() B ZfH I 21578
BB TY, ZOHEOFITFEIEZRITIRLET,

1. gss import name() C. 7 I7A T > h&%&E A >HR—MLET(EEA>AR—FEZ
TWRWEE),
HE 2 LT B RIR O Ak EFERIC, BRI T TICHEER TH 256123, 2
DOFNEFIHNEDH D FH A
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2. gss canonicalize name() ZfEH L TU 7147 > N4 OEHHN— a > a4k L
S

3. gss_export name() ZffiH L CLY AR —MAZEERLET, TV AR— L4
&, LTI ELTDOI 14T > FATY,

4. memcmp() ZEH LTI AR—FIN=T 17 > 4% ACL Nl % D£HT &
gL £9, 2L, SETIMET 24— N—Av RODHWEEKRTT,

ROMIZ, ZOTOVAZRLET, ZZTH, Y=N=—D0V 47 > " N5%E
Liz4iiaeA > R— b 20END S ERELET,

R4-5 ZETD B GEN)

(V51472 +
mi)

H—i—

<@

gss_import_name ()

ACL=7%4 X% R
MN = #4E 4

gss_canonicalize_name()

gss_export_name () -

N |
|
X \
(@]
r

gss_export name() |SHERES (MN) 259 2720, IV 9147 > AL T
gss_canonicalize name() ZFEITT HHENDH D £,

FEMIIE. gss export name(3GSS). gss import name(3GSS). BL N
gss canonicalize name(3GSS) ZZHRL T 7ZE W,
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GSS-API D OID

F 7Y =7 NEBIF (Object Identifier. OID) I&. KDXD72T —4 i1 d 5 & X1
ERALEI,

n TFaU T —HHE
= QOP - Quality of Protection ({&# i /&) D1
CIE Y i

OID I, GSS-API D gss 0ID desc EIEMARICHMINT T, KOFID I DI, GSS-API
V3T DREERANDRA >4 gss 01p 242 L £,

#la-3 OID DIEEK

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;
} gss_OID desc, *gss OID;

I 51T, 1 DLLED OID % gss 0ID set desc MIEIRICHMT B2 EHTEET,

Bla-a OIDt v  DHEER

typedef struct gss OID set desc struct {
size t count;
gss 0ID elements;
} gss OID set desc, *gss OID set;

FE-7 7V —3 3 Yidfree() TOID ZfFINT 2RETIEH D £H A,

GSS-API [CH (T B4 & QOP

GSS-APICld. T D FaUT 1 —HEETY 7 r—2a  INEBIRTESLLSIC
720 TWETM, GSS-APIDEIRL7=T 7+ )V N OiEZ TE SR 0 AT 208N
HOUET, FKIC. GSS-APITIE, T— Y REDHFEREL NIV ET T r—a >
MEETELEIITHOTVWETN, T 74D QOPZTEDRD T DN
MHOET, T 74 DO ZZITAND Z EERTICIE. #EEZIZQoPp 2 1
9 HBIETME 6SS ¢ NULL 01D 255k L CIEL £9.
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FE-TF U T B EZI3QOP ZHIRIICHEE T 5 Z &1d. GSS-API Off I H
BICKLET, O LEKEE0@ERIT. 77— a > oBEEZEHIRL £

T, 1FMND GSS-API EH L, TD QOP /-3 Z BN L 7= i THR—FLTW
IRWHATREE N H D X, 72720, 8k C TOID OfewE) Tld. FIH iTRE/THEHE
QOP ZHI B HikE., TN DERFIKIIDNWT, EHHITHIAL THWET,

GSS-API [CH (T D& REIEY

QOP &tF 2T ¢ — DTN, ARIEZRT/ZDIZH OID NMFEHINE

9, Aaif &, BEET 4RO RERTHDTY, L&A

VX, gss_import name() BIEIIFARD £ 012 SCFEHIN S gss_name t BUTEHL F9
M. ZOREKIIERT RELFHOBRZTHDO 1 DELTZITRO XY, £Ex
X, FARTAIAY6SS ¢ NT HOSTBASED SERVICE Td SHE. ZORKIE. A4
A7 service@host X TH 5 EFIBT L 9, FAiHIAY6SS C NT _EXPORT NAME TdH 55
B, ZOBEKIXGSS-API Y AR — A ZEMIFELET, 77U r—2a > id
gss_inquire names for mech() Bk ZMH T2 &L, HEE LB THEATZ 54018
ZH B EMTEET, GSS-APHIZE > THEAINSAFEHO—EIZTDOWTIL, 235
N—=20 [#Ei#] 228 L TIEIN,

GSS-APIIAREO — R

I RTD GSS-API BEIEUZ. BB DO RN 7213 BB 2 iM% 2 ED
I—RZRLET, EE5OFEOREI—RH M uint32fEE L TRINET, X
12, ZO2fEORD I— RIZOWTHIAL X7,
s APy —REI-—R-XROLT—REEZRITI—RTI,

= A GSS-APLV—F > LT — b —F LITHRN s 252 L 7272 &)

s REEDGSS-APISEENA > T 4 V7 ICEB O L T 5 — (B 0518055
AEZXTERWN, BIBROELADEE S TWBERE)

» DY A TDOLT—

IHIIT, AVy—HREO—FIL I—F > OREBICET S ERDIEETE X
T, ZEZR, QHEBKETLTWRWN, M= COREBIENEE> TWd, &
R OA— RMREINET, MBI —NRELRNSZEE. V—F 3EN
GSS S COMPLETE D A Y v —{REEO— RZRL £7,

ATy —REI—-REROLIICLTRENET,
OM uint32 major status ; /* status returned by GSS-API */

major_status = gss_generic function(argl, arg2 ...);
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AT —IREER D 3 — RIFfho oM_uint32 ERIC KD ICUETE LT, 72& %
W ROO—REEBEZET,

OM uint32 maj stat;
maj sta = gss generic function(argl, arg2 ...);

if (maj_stat == GSS_CREDENTIALS_EXPIRED)
<do something...>

ATy —ifREEO— RId. <7 I0GSS ROUTINE ERROR(). GSS CALLING ERROR(). ¥
K TNGSS SUPPLEMENTARY INFO() CHLEETE E 9, 230 X— D [GSS-APIKAE
d—F] T APy —REI— ROHEARD FEITOWTHHL THWDIF
N, GSS-APIIRREOD— RO —E 2L TWET,

s YA FREEO— R -FEHEOEENSEEINEZI—R, ZN503—RIZDOVWT

2. ZOXZa7IVTIREARNCHIAL £8 A,

T RTD GSS-API BRI HmAI DFIEE L T oM _uint32 B~ F—ikEEa— R %
ZUTED F9, BIEIEOH Lt OB HIE 2 R 3BT, £ D oM uint32 514K
XA F—REI— M NET., ROOA—REEZXT,

OM uint32 *minor_status ; /* status returned by mech */

major_status = gss_generic_function(&minor_status, argl, arg2 ...);

HMWRL T —%2RT ATy —IREEI— RWNIRSNDEETH. minor_status /N
TA—=HIIGSS-APIN—F LICE > TR THESINET, TOMDIFEAEDH
HINTA—=FIIMENRESNTE R, 2720, —F Lo TEIDYTEN
CRLBEBADRA > F BRI REH /ST A—FI213. NULL WREINE
9, NULLIZ., FREMEENERICIIEI 0L ToNABh-/2l &2 RLET, 2D
EOARA HITEHETHEI 7 4 —)L R (gss_buffer desc HiEfkEZ8) 1301
REINET., TOXIRGE, 77U r—2a i 3INsONy 7y — 2RI
THLEIIHDER A,

GSS-API b — 2 >

GSS-APIICHBT D @) OREAHENIE Th—2 2] TT, GSS-APIZFHT 2T 7
Ur—aid, b= Z2FHLTEWIEELET., h—2 203, 792X
Wl720tFa)T 4 —Z2HILZ0DTH0ICFbNET., h—r i

gss buffer t 7T—¥BELTESINE T, =27 E7 U r—2a il T
ABHTY,

r—=2r 2, TaFFARLNINE—0 2] & TAvE—HE—202] D2
FENHODET, A>FTFARLN =7 FFEIC, A>FTFAN2HTIT S

B, DF0a>FFAMEEESHL TZTFANSKICHEHASNET, I>FTF AN
NIVR=27 2, A>FFAMZERTSIHNT, BB TEINDIENHD
S
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Ayt—2 b= A3 A2 TFA NPT S NS S THASINE

T Avt—2b—7 203 TV RET-CERAERMETIEMTHEAINE
T, LA o7 T r—ral il Avbt—CRREELEWY T r—2 3 >
EEZET, TOTY TUr— 3 3. GSS-APL &{fio TR E L T2k L. =
NZEAYE—=JICHRMLET., ZOHFANFIEb—27 IS NEd,

Avt—Jh—7 203, AvtE—YEOBRICBWTROEDICTEZ DT EMNT
Z2F9, [ Awtb—2) &id, 77U r—2aRETREETST—H T, =
EZE, s AT RIE, ftp = N—IZREEINDI AV E—IITRD A E

T, Avt—Ib—7 2 &3, TOAY =120 LT GSS-API INARR T 24 7
P MDD ETY, Avt—FE—T7 2 0fE LTI, BEEY 7RSI
RO A =0T onEzd, 2720, BEOHIIEFAEHTT ., Bak
INTEAYE—JEFRIEDAYE—THD, =T > TEHDEFAL, F—T
EIERZ DL, GSS-APLIC L > THERSINERZ T T, L., ERICTIED
DEFAN, Avt—) & Ayvb—Eb—2 ) FEICEKRTHEHAZINS
ZEMHDET,

KROVEZLTTY TV —2 3 > OEETT,

. NV EXEZETHE BRFRIZOLSIRT I a z2R Td52D

K\L% B 725 A H D B & H A BB ZER T 20 ENH D £, 219

DD TZDMD GSS-API BIEH]] @D send token() BI%L & recv token() BA%K

%%ﬁﬂ/(<ﬁébn

2. b= oEEZXHL, TIUIRUCT =2 2 28ETH &,

cN—=2 237 7= a iR U TARBHTH B0, 77U r— 3>

3. BB —T 2 ERIDO =0 D ERFITEE L. b=V > ONENDNS

<TH, 77U —2a i3 b= OMBEEZXNTELLENH D ET, BH

B5, TOLRWE =7 > E&TEY) s GSS-API BEEUCER WM 5T, 771

F—ald, ROFETE—=V > OFEEZXHTEET,

» REICK->T(TOV L0l 7O0—2EC ), t&z@ d2>TFANE
ZITANDZDIHE L TWE T T r—2aid, ZELE =V 23O
TFANDOHICEABRTAHDTHALERELET, ETIE. T FARMN
TR INDET, Avbt— =22 (OF0T7—%)DEFEZEITOR
WEFHEEINET, WokAdTFAMBMELINDE, 7TUr—2a >
BH LW =V 2N A= =V > ThHDHERELET, ZDLIH7
k=27 > OB FE, EREIC—RNZDDOTYT, B 7077 AFTH Z
DFHFEEFEHLTVWET,

n IS T, mEAR h— 7/ét7_LETét®®%ﬂﬁ77U
T—=2a IlEENTWBEE, TO7 70— a i3 h—r > ofEE%z
R T ITTEEZDBLIENTEET, ROIA—REEZXET,

gss _buffer t token; /* declare the token */
OM uint32 token flag /* flag for describing the type of token */

BA4E . GSS-API E(ERT AT U —3 3 Dtk 73



GSS-API Z(ERT 27 U — 3 > DR

<get token from a GSS-API function>

token flag = MIC TOKEN; /* specify what kind of token it is */
send _a token(&token, token flag);

ZEMOY TUr—a i3, ZEBIE (get_a_token() 72 &) T token_flag 514X
ERELET,

s RS THFICES T 77U —said TAY =22 ZATE
F£9, AY =2 id. GSS-APIBAEMNSZ WMoz h—27 > &N 5720
DI—Y—EROMENRTT, AY b= 2ITiE. GSS-APIN Sk I sz
N2 O LEEZRT I —FR T —IVENEFENET,

GSS-API [CHB(IFTA7O0RB =2 >~

GSS-APITIL, I F 7Ot A 77U r—aHNodbsd 7ot Ansho 7ot A
WtEFas4—a FFANEETET, @B, 7T —a @3 ro(47 >
cNOa FFANEZTANET, YU r—2a@3EoarsF A 827 7Y
F—a ANO7ObAMTHELET, XIIVF7OLAT7 7 r— 3 2IiZDOn
Tl 85— D [GSS-APLICBITAHITFAMDIY AR—KEA >

A=K 2SR LTEIN,

gss_export context() A% 7O AM b=V > EERLET, ZOM—V 2 IZEE
NoEHwEFEZLL, 2&FHO7OANTITFANEEMBETEET, hdH7O
TANSHOTat AT Tat AM b= 22 ETOER. YT r—a P OEE
TY., ZORWIE, b—=22ZJOT7 TV r—2a  IEITONRTY T r—a >
DEETHD ZEITPTNET,

TOvAM S =27 i3, Bn EOEBRN D ENDREENH D T, HTL
HIRTOD GSS-API FEENTOE AR b —27 > 2R SHAM THRET 2 SIFHRD £
o LTZMo T, 77U —2aid, 7O AM =7 D ICREZL7=HET
R EETHHERH D ET, £S5 LRl gss wrap() Th—27 > Z2REE1{b
THRELTEIHLET (EZL., KB F A bT%éi%é)o

E-H72% GSS-APIEEMTIE, YO AM =2 > 2 TE2 EIFRD EH A

GSS-API 2 {ERT A7 T U — 3 DFRE

ZZTlE, GSS-APIZEHL TEF a5 —RiESNZT — U ZEET S
FHEIZODWTHHLET, 72720, GSS-APIZHHTE5 A Tho bt/ 5
BICHESZYTET, ML, 8B GSS-APIYU 77 L > A Z2BRLTLE&
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VW, ZOMERICIE. TRTO GSS-APIBEE., KEOI— R, BLARXTFT—FHD—EN
EENTNET, & GSS-APIEAEIZ DO W TOFMIL. A7 IV R—TES
BLTLZE N,

ZOXRZaT7INVOFITIREMAET IV EERALET., 79147877V
T—rarNUE—M—N—ICEET—YZEELET. RPCREDKT A
R—h70ObDVEBICKDMIEFHEL TR A,

GSS-API D—HiZ Y72 E B IE

GSS-API 2 [ 9 2B O — 72 FIEIL, RO EBV TT,

1.

BT TV r—3a r GEENEZEMOMG) 1 2ERKEHRWICES L 7 (EFK
= HERICES L TWiaWnEE),

D REMEEFY T O TFARBEEH LRI, ZEMEZZOITFEAL

ERITANEKT,

EEMIEET ST -2 ICtFa VT —rEZEALET. EBEAZ

Ay =T ST 2N, T=HIENY T eMTERT, Tor. rEMNKk
EENTAY =T ZEHELXT,

F-REMTEF )T —REEREA LR THNENERT AL, TOEHE. T
T4 NDGSS-APIEF 2 T4 —H—EATH DL TINA Y — I3
INET,

ZEMIA Y= ESEL (WETHIUD, Avt—2REEL £9 (G434
?éi%{_j\)o

(EWEPTHE) HERR D7D, ZASMNIFER 7 7 2 R ENGRE L £ T,
EEMEZEMOY TUr—ra idliseEbattFa) T —a2F7F A
EENCLET., HRETHIUX, T TUT—2 3 350D D GSS-API T—4 H9
NTHBLUET,

EB-FIDLTHNEZTRTOT =Y EREMKT D2 &, FRHLITOY 7Y
T—2a OBRETY.

GSS-API #2327 U r— a3, 771 ) gssapi.h &1 > 7 )L—R
(include) T 2 LENH D FT,
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76

GSS-API [CH (T HERDEE

TR S1d. FRAICHTETY T r—3 3 > OEROIFEHZIZ LT 25— 5 1
ETT, 77— aid, BREES THEOKRE T AT > T4 T4 — WL
LET, S5ICEBKIZ. ToF7 4574 —OHRZHAETASEMTHEAINSESD
HOET,

GSS-API H B3 &K =Rt U A, BRIE. GSS-API BIEDMENH & N5 i
IZ. GSS-APIOEHRICHHF U T 4 —HEICEL o TERSNET, £< D
A, A—Y—i3a s/ 1 URICEKRZZITRD X7,

B BIFED GSS-API BMITH —~DERITH L TOAERNTY, H—DEKIZIE, £
DERICHTZ2EZNERBEES TN WTREEND D £, TN 5 OERIIHERE &
W1 DT DERSINET., #EOF 2T —HEEHA -~ > ETEELE
B3, TNEOEEOY Ty MERATZY Y VICEHREINZGEITERNICTRD
F 9, GSS-APIi gss cred id t EEARZB LU TERICTY 7 AL ET, T OHEEK
D&% BN RV ERNET, BHIETIT 75— a LU TRBHT
T, LENST, 77U r—2a 3526 NEEROFEMEN20EIIH D EH
Mo

BRRIZII3 DOERANH D FT,

" GSS C INITIATE-EFaUF 4 = TFFANDOEEFOAZITHT TV
F—a EHMNUET

m GSS C ACCEPT-tFaUT 4 —T2TFFARNDZITANDAEITD T T
r—arEHNUET

" GSS CBOTH-tFaUT 4 —a2TFANDOEEHEZITANEITASDT T
r—TalEEELET

GSS-API (LB (T 5 ERDIES

tFaUT =T TF AP TEDLIDICRDETICT, Y—N—=ETIF7147
O MNEENENOBK BT HUNEND D T, ERITELHENTINS £ T
ETHHHATEET, AHHIENTNS L, 7 TUr—2 3 VIidEKEEELET
WENRHDET, 77347 FRERTHEREY—N—0EHT2EKET
3. TOEMHMNRELBENDDET,

GSS-APIRX—ZADY TUr—3 a OB EEET 5 HIEITIE, RO2DO0H 0D E
‘?_0

® gss acquire cred() £7213 gss add cred() BIEkZ T % Hik
w O T FANESIRHICT 7 4 )V N DR %R E 6SS C NO CREDENTIAL & ¥57E T
51k
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FEAEDES. gss acquire cred() ZIENHT O, 2> FTF A FDZIFAN
fil, DFEVDH—N—FF T, a>FTFALNOEEBMA, DFEDIIFA47 > NI
W2, OJA URFICEKEZITIROET, LEN->T, 79147 > MNIEE., 7
T4 NDEKEIRE TEET, Y—/N—Id. gss acquire cred() ZFHET

2. BHOT 74 )N FOBEKREFHATAHIEHTEEXT,

7947 > ROEKIL. TDOIZIAT > OHTEIFND T O AL TEEH L
9, Y—N—"DERZESETLHE, EFaT =2 TFANDZTANDT]
BEICRDET, LENST, 7947 2 MY —N—IZ ftp BRZE DS, TD
7IA47 > N3O A VKNS T TICERZES L TWASITREENRH D ET, 75
A7 RO TFFAMEREHL LD EF 5 E, GSS-APLIZHHMICZ DERK = HfS
LET, LML, ¥=N=70V T AZFERINZH—E X (ftp) DEK ZHHRIIZ
EELET,

gss_acquire cred() WIEFHH T I 5 &, 655 S COMPLETE DRI NE T, AR ERZE
BERWEEIE. 655 S NO CREDANVREINET, TOMOLT—I— RIZDONT

1¥. gss acquire cred(3GSS) DY a7 IR—T 2SR TLZEI W, BEMAREIZDON
Tl 119R=2 D TEHOMERS] in% 6% [GSS-API Y —/N—fil] Z2ZML T2
SN

gss_add_cred() {3 gss acquire cred() IZIITWET, LA L. gss add cred() Zff
AT, 77U —2a VI3EFEOEREZIITH LW\ RV EERLZD, BE
FOBERKICH L WEKERZEBMLZD TEEJ ., 655 C NO CREDENTIAL % REfF D&
BELUTIELREEE. gss add cred() &7 7 4 )V E DEMHEICHES TH L WEK %
ERR L £, FEMllld. gss add cred(3GSS) DX Za 7N R—TZSHRLTLZ3 N,

GSS-API [CHBIFTBD T+ R MDIRE

GSS-APIN\tF 2 U 74 — Rt ICIT O bo &b EEREXEIL, tFa2UF—0>
TFARNEERTHIEE, T ERETHED2DTY, 77U r— 3>
INBEREREEE L -HE, EFa T = TFANEZHLTHHENRDD
F9., A>TFANEMHLT DI, —HFOTY TV —2a > GBEERIIAT >
MAITFFARZREBL, 5 —HFO7 TV r—2 3 > @EIEY—N—)INZD
A2TFARZEZITANET, ETHITEROO L TFANREEL THMNENE
A

BEHROT7 TV r—aild, BN —U M T S LIk T, #HE
Fal)s4—A2TFANEHLLET, EFa2UT4—22FTF AN, 2007
T — 3 DHETHAETREFBERNDA S TND KD GSS-API 7 — ¥ G AT
T, ZOBERIE, 7TV r—2a>obFa) T =BT REEZTRL X
T, tFa2UFT 4= TFARNIT Y DOREDZDITNETT,
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78

GSS-API [LH(FBH T TF R MDICE

7TV r—a UV E—RETHTEF 2 T4 =2 TFANEEHTBHIC

Id. gss init sec context() BAEMMEH I NE T, WHEMLIIT 5 &L, O

3. LT REDADTFARND OAFFAMI BRIV & ZITFANANTERET
REATFAR XN F—T 2 ZRLET, gss init sec context() ZFEUNHI IR
2. 79147 2 MEIROIERZITOBENDH D X7,

1. BETHIUL, gss acquire cred() TEHZEELET., BEOELG. V753147
> hFOrA CRHICEK ZZITED £9, gss_acquire cred() IFHAIZ, FEiTH
DARL =T 4 2T AT LNSIMOERZRIGTEXT,

2. gss_import name() C. H—/N\—%% GSS-API N RXICA >AR—NLET., i
& gss_import name() I DWW T DOFEMIE. 63 X—2D [GSS-APIICHBIT 5%

Al 2L T E3 N,

gss_init sec context() ZMEUNHITER. 7 T4 7 > MIER., ROGEMEEIEL *
TO

" GSS C_NO CREDENTIAL % 514X cred_handle \IZJEL T, T 74 )V hOEKERLET
" GSS_C NULL OID % 51 ¥L mech_type ICIEL T, T 74 )V b O ERL T

" GSS C_NO CONTEXT % 5% context_handle \ZJEL T, WO > FTF A MMNETH S
E&RLUET, gss init sec context() |FBH I —THNTHUIHIND D, %
FOFEOH LIZBART OO L TREI N2> TF A SN2 RIVEETHEN D
DEd

" GSS_C_NO BUFFER % 5% input_token \IZHEL T, ~—20 MEAMNIETHDH L%
RUET., HHWE, 77U r— 3 Vidlength 7 4 — )V R 0ITEHRESI TN
% gss buffer desc A 7P hADIRA HEET I EHTEET

» gss import name() TGSS-APINHERICA >R —ha Nzt —N—%ZELET

7TV =2 a 3T LB IOXI BT I A MEEFHT LIS D FH

o BT, 7I47 > MEGIE req_flags ZfEAL T, hotF U710 —/%F
A—FITHTHEHNEI/ETHIEHTEET, gss_init sec context() DFIEITD
WTOFEMIE, PABOETHIAL £,

A>T FARZFANNZ, T3> F7F A MEIRICWS DNDONY Ry o — T &3
R BDAREMENH D E T, DX, ZIFANNL, T2 TF A NNELITHELIN
HET. BEOITFAMNMEMEREFBIT AL ITEHANCERTEET, L

Mo T, BEEDED, a>TFFANOEEIEIC, T2 TF A MNDERICHLS
NEMNEIMNERETZIN—TDO—HELTIHOLNDILENH D ET,

2T F A MDERITHETL SN TR WES, gss init sec context() IE AT ¥ —iIR
BE1— R & L TG6SS C CONTINUE NEEDED Z2R L 9, L7=N->T, TD

gss init sec context() MHDRERVEZEMHL T, EEIIN — T EHMETLHNE I DD
HIEZITOMBEMNH D £T,
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747 2 MEIa > TF A MEHRZEZ T —/N—IT. gss init sec context() NSRRI
T Whbr—2>2) OBATELET. 75147 > M, U—N—"05FEHE [A
Hhh=22) ELTZIBMDET., 0%, TOAN =7 i, #ED
gss_init sec context() FECNH L DB EL TET I ENTEET, ZTE-TZAN
K=2>DEINDHE., F—N—EIhUEHH =7 > Z2ERLTWARNT
EMPMDET,

L7z > T, JL—T7WNTgss init sec context() DR D EDIREE Z A3 5 LISk
W A= OEIBMETHILENDDET, TOEINVDOLINDETH 2
BE. O R—0 2 EY—N—IZEETHLENDDET, —TE2BAT Sh]
. AWM= ORI Z0IZHHEL THBBERH D ET, AWM=V 2%
GSS_C_NO_BUFFERIZFRET 57, £ DHEIEMARD length 7  —)V ROfEZ 0 1% E L £
KR

ROBEII—RIEZ, 7747 > MUINSDOI L TFA S OWHNIHIZRLIZHDT
ER

a5 F A % GSS_C_NO_CONTEXT THIH{LT 2
AJI h—72 > % GSS_C_NO_BUFFER THJH{LT 5

do

call gss_init_sec_context(&#%, 2> 7 F A b, &iil, AT b—2 2,
HI =20, ZOMDB15..)

if (ZFAVNTEEITREHS b—20 2 EET %)
ZTANZH S b =2 > Z2EET S
W b—=2 22T %

if (32 TFARNTEETRN)
ZTANNS AT h—0 > %%ET 5

if (GSS-API T —MMFEAEL72)
aA2FFANZHIFRT S

until I > 7 F X FINFERL

EEOIN—TL, SEIERITREZEALE, L0EMRDOIIRDET., £
SLEIAZTFAMEHN—TOEBEDOHITONTIE, 103 X—2D THJ—/N—&0D
TFaUT 4 —aA2TFANOML] ZZRLTIEZIN, 25

IZ. gss_init sec context(3GSS) DX a7 IV R—JIZH, LEpliFE—BbInT
WRWFINH D £ T,
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80

— I, DT FANNERITHEL SN TR WRFICR NS /NT A=, O
CTFARNMET UERICEINDITTOMTY . sHM
1. gss init sec context(3GSS) DX Za VNN R—TEZRBLTLZEI N,

gss_init sec_context() WIEHH T 5 &, 655 S COMPLETE VRS NET, T 7F
AN N =2 >METY &85 7 TV r—a rihs BRI NG

£, GSS S CONTINUE NEEDED ZNiIR SN FE T, TI—WHAELZS

. gss_init sec context(3GSS) DX Z a7 I R—VICRE#EH SN/ T—— RNIR
INETJ,

ATFANOEFHNRBLIZSGE, 7747 2 b —N—D05kanxd,

GSS-API [CHIFTHATFRMDZITAN

ATFANDHENICBITZ2H5 1D0MFIF, I>FFAMOZITANTY, O
T F A DZIF AN gss accept sec context() B TITWET, #E DY

G, 7747 > Fhigss init sec context() CEFL/ZO>FTF AL

T, U= N—INZTFANET,

gss accept sec context() NDERANL. EEFINSZITW AT N—2 2T
9, gss_accept_sec_context L, AT F AN FIVEEHANCRE T RE M b—2
CERLUET, ULAL. gss accept sec context() ZFENH I RiIC, J—/N—137 T
A7 IMSERINIZT—EZADEBKZES L THLERHD

T, = N—=1EZDLDEK% gss acquire cred() BATESLET., HDWV

13, = N—1d, BEREHRMICEST 2D TIiE7a <. gss accept sec context() &
IEONH BRI T 7 4+ )L b D& H (65S € NO CREDENTIAL) ZfRE T H I EHTEET,

gss accept sec context() ZMENHT &=, H—N—ILRDOFIEEHRETEET,

» cred_handle - gss_acquire cred() ICX > TIRINZEHRN R, HDWIE. T
74 ) b D& E RS 6SS C NO CREDENTIAL B TEET,

»  context_handle - GSS_C_NO_CONTEXT {I#IHIO > FTF A RNETHSH I LERL X
9, gss_init sec context() LI — TN TIERNH I NS 720, Kk DOIEOH
LIZBGRETOFENH U TRENAZA > TF AN RIVEETLERNH DX T,

» input_token-27 7147 2 bMEZITW-ATFANN=T 2,
gss_accept sec context() BIEICDWTDFEMIL. DIBOEITHHL £9,

TF2UT4 = TFAREMNLT 72D, W< DNDNY BT —T Dk
BERLHAEEENRHVET, A2TFANDPEEICHILINS L TIZ, EBflEZ
FATVNTES, B0 TF A MERZRETLIHENHDET, Lk

Mo T, BHEMEDZD, I2FFAPOZITFTANUIFEIC, 3> TFA BNERITH
SINTZIMEIMERET DN —TO—HE L THUTONAZLENHDET, I T
FANNELHEL I TNWR WIS, gss_accept _sec _context() IFA T v —IKEE
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J— R GSS_C_CONTINUE NEEDED ZiR L £9, L7=> T, J—7IZ
gss_accept_sec_context() DR DMEZMEHAL T, ZIFATUL—TEHEET D0 E D
ZHEL XTI,

A2TFARZF AT > TF A ME#RZ T > T F X MEEfl

IZ. gss_accept_sec_context() WHRINALMI =2 OB TELET., 2D
%, ZITATUINE, EEHNSENERZ AN =27 > ELTZITRNET. AN
~—2 3, #HiD gss accept sec context() FEUNH L DF[#E L CTHEINE

T, BEMNCEETRE =T 2N <7/25 &, gss accept sec context() NHES
0D N b—=0 DR ENET, JL—TNT. gss accept sec context() DR D EHD
REZMET DN, A=V > DRI ZMREL T, O =7 2 ZFEFETX
ENESMEHBLET, V—TZHKT 202, HAOM—7 > 0EIZ 0wl
{ELTHBLBENH D ET, HI1h—2 2% GSS C NO BUFFER IZFXET DN, T DM
ERD length 7 4 =)V ROEZ 0 ITREL £7,

KROBPIO— RIZ, B—N—f{ln5D0a>TFANDOHENHZRLESDTT,

a5 F A % GSS_C_NO_CONTEXT THIH{LT 2
HJ) v —2 > % GSS_C_NO_BUFFER TH#HIH{LT 2

do
EEINS AN —0 > 25T 5

call gss_accept_sec_context(d > T F A N, &N IV, AT h—2 2,
HH =2 2, ZDD515...)

if GEEBANC IR ETREH T b =2 2 FET D)
EENCH T b= 2 2RET S
W b—2 2 Z2HRT %

if (GSS-API 5 —MFs4E L 77)
a>TFANZEHIBRT 5

until I > 7 F X FINFERL

EEOI)N—TF, SEIERITI—REZEALL., XDEMRBDIZRDET, £
SL7ALTFARZFATUL—TOEBROFNDONTIE, 103 X—

D [TH=N=EDtFa2UT4—a>TFANDHEN] 2ZBLTEIWN, 5
IZ. gss accept sec context(3GSS) DX Za VI R—IZHFNGEH SN TWET,

BORLIZIZDETN, GSS-APIHFHIZ =V > 2EZELEFEL, =V DEZ

BlR7 7V r—2a NI Z0RENHDET, b—r 22k 306
DNTIE, 219 =D [ZDdD GSS-API B ]| 2L T 7Z3 0,
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EEITHKT L7288, gss accept sec context() I GSS S COMPLETE #FRR L £9, O
ST FANMMERITHEL SN TR WS G, gss_accept_sec_context |

GSS S CONTINUE NEEDED Z R L £9, LTI —MFAELLELES. ZOEKITIT
F—d—RZRLET, 7ML, gss accept sec context(3GSS) DX = a7 )L X—
ESRLTLIZI N,

GSS-API [CHIFTDZFDMOITFR M —EXDEH

gss_init sec context() BA¥XTlZ. 77U r—a i3, BEANAEI D TF A O
SPSMZ, BINOT =S RES —EXAZERTESLIITHBO>TVET, 20K
B —EXAZERT HITIL. gss_init sec context() D req_flags 5 ZMHHAL £,

TRTOEHEN NS TR TOY—ERZREM®T IO TIEHD £H

e gss_init_sec_context() D ret flags 5IEUI. fEES NI TFABTED
HB—EANFIHTE2MERLUET, FKIC, T2TFARZITATUT

Id. gss_accept_sec_context() 2V ret_flagsfi/ o, EOY—EXZFHTE 50
WL £9, DIBOETIX, BMOT—EZXIZDWTHIAL £,

GSS-API [CH (T D EEDET

FAEINTVIUS, T>FF 2 MEFIIZI > TF A SN2 ANBIAREEE L TH
ETBEICERTEET, TOLIREBE, ZTANMNL. EHICAD-> THI
DALTFFANERBTEET,

X ALEDOHBHI—F =N, X2 Bilrlogin L7zHE, SHIIXVTUBMHT
2 2CITrlogin L7EWHDELET, TOEE, Bt SNERIIBZEZAEL Tk
MTHMN, HEVEZADOTOFELTEEL TS B EL THBIT AT, HHE
o TREBEDET,

FRLEFnI SN D & ret_flags IZ1H 6SS_C_DELEG_FLAG Zf%E CE X T, ZIFANMNZ
TR I Nz & % gss_accept_sec_context() O delegated_cred_handle 515 & L T2
BROET, BROEZXIZADTFARDODIV AR— M EIZREARDET, 85—
D [GSS-APLIZBII ST FTFANDII AR—hEA 2R —] 2BRLTIES
W, TOEVD1DIZ. 77U r—2a OBERIT - EICERERLTEET

N, ACTFFARNI—EIZ1DO0TOCATULMEETERL, EWDETT,

GSS-API [CHBITHETRBI TOHEEFRILEDEIT

ftp 1 MZT7 7 AV EGRET D I—Y—I3l%. TOT 1 FOHITLITDOWT DN
EHEELERA, UKL, T =3 b7 LYy MI— RBSDIR
2R 5N I—F =13, TOZERMDHTIT DN T OHEERRIFHZEZ WIS
T9, 5 LELGIC THAFRE) NN EIZARDET, J27F A NOEEMH &2
FANRIOTE A2, BHDGILEIHTH2HENH D T,
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327 F A MEBMINHERGEZ ER T 51T1E, gss_init_sec_context() D req_flags
BIBIT M 65S_C_MUTUAL_FLAG Z3%E L 9. MARANRKREIND L, ZOMEITE
Dz &E’T@‘fdf)k ret_flags I Z DMEZFRE L £ 9. MARENER S N2
A TERWES, MY E TS ORESHOY 7)) r—2 3 > OBET

T, MHERENERSNENMEATERVEETD, GSS-APLIZHEIMICO > TF X
e TUEREA. £z, BREOPRITIE, RICERN 2 < THMHAERGEZ % ITFET

TH5HDOHHDET,

GSS-API [CH (T HERFIDEIT

GSS-API DIl H DMEFICHE W T, EEROFEGEHRIZT > T F A MELO—EEL
T, RFANMTHEATESLDITARDET, LAL, I2FFAMESHZES
DfplE#RZ 3 > TFARZIFANITH S BRNEDICERTHIEDHTER

ER

ZEZIR, BET—IR—=ANOEFIROT 7 A2 tT57 T U r— 3 %
EBEAET, TOEIBY—EZXADY T4 T > M3, —EADEFEZERT D &
MEZLNET, ZOHETIE, T—IXR—ANSEDH I NS T RTOERICH
LTRENENLSNET., LML, 79147 MNETIA4N— LA EICK
D, FBAEREABELZWhs LNET A,

E%I%’&gkﬂ‘é I&. gss_init sec context() D req_flags 51%(I1Z GSS_C_ANON_FLAG

RELET, E%[ﬁﬁx*lﬁﬁ_fﬁﬁﬁ\tjﬁl%*ﬁﬁjﬁé I¥. gss init sec context
() if:ii gss_accept_sec_context() @ ret_flags 51%1Z 6SS_C_ANON_FLAG ViR S 115 )
EOMERERLET,

ELENENTH 555G, gss_accept sec context() £7/21d gss inquire context()
MBIREINZT 147 > 4% HEEL Tgss display name() 2O & LA
BEANERINET,

E-EAENTRINZMER TERWNEE, ﬁmtﬁk%ﬁ SOIET 7Y
r—2a DEFETT, GSS-APLIZFDEIBBEICI L TFA M ERKRTLER A,

GSS-API [CHBFTDF v RILINA T4 T DIER

%< D7 TV r— 3 >Tid %ﬁmmzyfixbﬁiéﬁﬁtwr a>5F
Z NEEHIZETNCERAFTEET, BiotF )T — %A, GSS-API T
WEF XY RINA T4 2T EFERHLET. Frv 2 IUNA > 4/7&m TN
TWABREDT —F F ¥ X E#HNT 220Dy 7D ETYT, BRI

. FYRIUNA T4 271332 TF A bOESERKS (DF DB &2 AN
i) ZFA L ET, INSOY ZIFESNEZITAIOT T r— g VICEAT
HBD, FBIERO I OENBTHERDET,
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F ¥ FINA 2T 4 71 KITKRT X DT, gss_channel bindings struct FiER
NDRA > TdHD gss_channel bindings t T—F AT X > TRINET,

typedef struct gss channel bindings struct {

OM_uint32 initiator addrtype;
gss_buffer desc initiator address;
OM uint32 acceptor addrtype;

gss_buffer desc acceptor address;
gss_buffer desc application data;
} *gss_channel bindings t;

RAD2DDT 4 — )V RIGEEHMDOY RLAEY R L AR GEEIOY R L ZINERE
XINBR) ZRLET, L&A, initiator_addrtype % GSS_C_AF_INET IZR%E L 7235
. initiator_address DN > —%w F 7 RL AKX (DEDIPY RLA)THHZ &
ZaRUET, FARIC, 3/EELA4FBHO 7 4 — IV REZTANHOY RLAEY R
2 e R UET . miED T 4 —IV B application_data |3, 7 7V r—=a iNHMBIC
FHT DI ENTEET, application_data Z AT 2 TEMNRZWES, 2O

7 4 —)V R%&GSS C NO BUFFERICEREL ET, 77U —2a N7 RLAZIEEL
BWEE, 7RV ART ¢ —)L R%& GSS C AF NULLADDRICFREL £9. A¥I7e7 KL
ABIDEIZDNTIL, 236 X—=2D [Fv XIVNA 2T 4 27 DY RLAR] 25
LTL7EEN,

7 RLZENT, FEDTY RLAEXZRTOTIERLS, PRV AT7yIUZRLE
To 7RUVLZZ7 7 SUNERORE T RL AR Z2/HO8HE,. EoBXE#HL T
WENZEHTTE BT O/ 1EWR % . initiator_address & acceptor_address D

T4 =V RICHET H2HENRHDET., FRIHRELRBWERED, ¥ RLAIExy b
T—=0DNA ME(MDED, 7RLATZ7 7 2UICRA T4 7721 MiE) THEL £
7,

FXYRIWNA T4 2T FHL T TFANEMLT 2ITIE, B0 S TENE
F v FIVNA 2T 4 > TREERZ gss_init_sec_context() @ input_chan_bindings 514X
THLXT. ZOMEROE T 4 — IV RDRNEFESINTH I T v FCFFNIN AR S

N, TIMSMICHIRAESNET, KIZ. TOMICHHTI b—7 TR nE
T, HNWT, 77U —2a 32O =0 > &I TFANZITATNTERF L
F9, b=V 2 EZTHR o722 T ATUENZ, gss accept sec context() ZFEUN L &
9o L. 80 RXR—TD [GSS-APLIZBIT ST FTFAMDZITFANI 2R T
<7EE W, gss accept sec context() V&, ZIFTH - 7=2F ¥ FIVNA > T 4 > D MIC
ZatBE L £ 9, gss accept sec context() I&. MICN—EL7ZWEHEIC

GSS C_BAD BINDINGS ZiX L £,

gss_accept sec_context() M HIFEEE S NZF ¥ RIVNA 2T 4 VT MNREINS T
O, ZIFATUNL, TS OEICE DN TEF 2 T —MREZETTEET. &
& Z X application_data D% LF 27 T —F R—AREL THWed—RT— R
L2 TEXT,
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E-F v RINA 2T 4 T IEROEEEZ AT 20 E D 0Id. FEEOHMEIC
EoTHEBDET, LEN>T, 77U —Tarid, EEMNMSEEEINS

Ty FYRIWNA T4 2T IHEEBRZEZEZD TR0 EE A, BEMEIFIHEE
MESMMEHIKT HIT1E, 77U —3 3 >N Tyss init sec context() 7213
gss_accept_sec_context() D ret_flags 512 ZMA L £9 ., ff 6SS_C CONF_FLAG &
GSS_C_PROT_READY_FLAG HEEEZ R L £, ret_flagsITDWTIL, 78 X—

@D TGSS-APLIZHBIF 22T F A SDOEHE) ] £/ZIE80 N— D [GSS-APLIZHIF S
ATFARDZIFAN] ZBRLTIEZE N,

BT TNZTN, FYRINA T4 27T HBF27 BLAET RL ZABIZENO
HRZFT ZEMTEET, HEXIE. HEHEID. ?'\”*)l/l\’f T4 TD
initiator_address 7 4 — )l RN gss_init sec_context () IZIRINDHMNE DM ZEMGEL
FOTEEYT, LENAST, 77Ur—3 3 /@@*ﬁﬁ%m&bél X, YR A
T4 =)V RIZIELWERZHRE T HHLENH DX T, [ELWEREZRE TERNE
£13. 6SS C AF NULLADDR 27 R L ABNCHRET HMLENH D 9,

GSS-API [CHFTHAVTFAMDIVRR—MEA VR—F

GSS-APLiE, AT FAMEIIAR— BRI OR—FT 5 HEZRMEL £
T, ZOMREEH A, IV F IO T TV —2a > (@I TFA MRS
AN 1T, 270 ZNSRO T O AICI L TFARNEEETEET, &R
. ZIANNC, 32 FF A MEBINSOREE/ROTORAE, OI2TFA
NMZREESINZT—FYZ2FHT 270 ANEFEET 28NS D T, 129 X—
@ [test import export context() BIEDfEH ] TiX. INS5OBEKkEM>Ta T
FARNEREPLIOMEILT 2 HETOVWTHBHAL THWET,

BE%X gss_export _sec_context() ld. I AR— K& N5 T7F A MIBET SIER
MAS T O A b—27 2 ZERLET ., FFlld. 74 X—2 D [GSS-APTIZHUT
70t AMb—7>) ZBRLTLZIN, gss_ export sec_context( ) IOV
ANC. b—2 > %259 5/)\y 7 7 —% GSS_C_NO BUFFER IZ& i?é%%ﬁ\c‘ﬁ@i
R

RiZ, 77V —=2a 2 @FE0 =0 223070 AIELET., Hilnwro
T 2AIED M= 2 EZIF AN, FIL%E gss _import sec context() ICIEL FET, %
KOG, 77V r—aMTh—r o &2ETEZIHEAINIEEN. Yot
AMTh =0 & ETEZICHHEHINET,

tFaUT 4 —TOBRADA DAY AF—EIZIDUILNEETEER

M. gss export sec context() (& LY AR— }\2’52/171:1 CTFFANEESICL, ED
aA>FF A RN RIL%E 6ss C_NO CONTEXTIZRRE L X9, £

72. gss_export_sec_context() {d. =D I > FF A MIBEE TS NZT O ZAND
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TRTOVY—ABMHLET, A>TFARDIY AR—hET T TERNG
. gss export sec context() V3. BEFOYFaUF 4 —O2FF A NEITLDEFERK
L. 702 =27 > HiRLER A,

TRTOWETIA L TFANELI AR—FTELZDITTEHDERL, T
r—33 > Tld. gss_accept sec_context() £/zld gss init sec context() D
ret_flags 51 EF vy /7 LT, A2TFARNELY AR—FTEDNESNEHET
Z2ET., TDTTVITGSS C TRANS FLAGMNFREINTWAELE, I FTFAMIT
DAR—RTEET, 80 X—TD [GSS-APLIZBIF 5> TFTFANDZITFAN &
78 XR—2 D [GSS-APLICBIF 2> FF A MDEH) 2L TIEI N,

M 4-612, XNFT7OLAOZFANUNT L FFANELZY AR—-KLTIILF
AT BEBRLTWAEETZRLET, ZOFITIE., 7oA 1d =2 > &%1F
o TUMLET, ZOATy /2L, I2FTFAMLNNV b=V 2 ET—%
k=2 2NGEEEN., TSSO = ROt A2ICEINET, TOEA 2187
T —2a BEROHETT—FEUELET, ZOKTIE. 79147 > MIT
TlZgss init sec context() MBIV AR—hF =7 ZEHELTNWET, 751
7> MMEI b=V 2 &I - —FFKEIE send a token() IZJEL £, send_a_token
13, BRETAEN— 0O TF AR NI N—T 2 FERBAYE— =T 2D
EE5THHNERLET, send a token() 1T h—r > ZH—/N—ITiEEL £

T, ZOMICIIRINTVEEAMN, BE5<., send a token() IZAL v RIET
=2 ZETEZICHHEAINET,
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K46 A2TFARDIYAR—FM:TILF AL v RMEE N2 AU O

~IFTOERAY —/N—
4 7O0t€X1- =T %

\\\ FHAND

() send_a_token()
77472 M
MSG MSG

send a_ token()

Al

send a token ()

0

77472
MSG —
send_a_token ()
4 )

send_a_token() &

=02 &T757

(F—2F/~FaTFIN)
Z5l¥E LTS

- J

» get_a_token()

/////’:>?#thxw

N—2o7 > DiEa

/
gss_accept sec context ()

gss_export_ sec_ context ()

\ /

~

(O l MSG
e /

gss import sec context ()

/
)

\_ 7Ot 2-T-2%0ET S

J

GSS-API [CHTH 2 TF X MERDEE

GSS-APLIZ, HEESINZEFa T4 =2 TFAMIODWTOHERERST 5
gss_inquire context(3GSS) ZfEfk L £ T, I TFAMITZETRLITHNEDR
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WHRICEBLTLZS W, A2FTFAMIRIVERET S

&, gss inquire context() IFZ DAL TF A MIODNWTROEHRZIRML £

. O27F A NESHH O]

o O2TF A NZT AU O£

» O2TFANDNERNTH KM (1)

» O FFANTHEHAINSGEF U T 0 —HHE

n WO DALTFARTGA=IT I, TN6DTFTIZ
gss_accept_sec_context(3GSS) BI%X D ret flags 51 LR LU TY., TNH6DT I
&, ZECHAERFR EZFETANET, 80 X—2D [GSS-APLIZHBITZ 2T
FARDZITAN] Z2ZRLTEI N,

» WO 7 TV —2a BaA TFAMESUTHLENESNERTTTT
» O2TFAMPERICHELINTVWENEIMERT T T

GSS-API [CHI(TAREESN/I=T —F DE(E

2DQETVHTAYTHFAMDPHNLEN D E, Ay =T ZRETHAITTD
Avt—T 2 R#ETEXT,

2T F A NOHEIRFICHA I NS DL, B> & HEAML GSS-APIRETH
[RRGE] 72T, EEROtF U T ¢ —HEICK> TRAD XT3, GSS-APIILK
D2DODIREBIRMEL £7,

n BEEVE-—gss get mic() BAKICEK > TAYE—2ICHTHEAyE—VEEHEI—R
(MIC) ERRENE T, ZEML. MICEMRETSZET, ZELEAYE—D
MEREINIEA Y= ERUNEDNEHRTETET,

» BEEE-MICOERICIA, Avb—IU0E {bINET, BELEETTZ0
1¥. GSS-API D gss wrap() BIE T,

gss_get mic() & gss wrap() DiEWZE, ROKI/RL FET, gss get mic() ZfEH L
G, ZEMEIA v E—VNEEIN TN EE2RTY T EZIT]RD £
9, gss wrap() ZfEA L7256, ZEMIIEELLI NI Ay -85 T E2ZITH
@ i‘a_a
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4-7 gss_get_mic() & gss_wrap()

— gss_get_mic () — MICo ‘

‘ MSG MSG

gss_wrap ()
MSG (HEEHY)

(MIC £EXAyE—TA
AD2TW3B)

MIC = *vt— / EMEa—FK
MSG=XAvyt—

FHTREEENI I — DRI C TR D F9, gss wrap() FESHEY—E
AHFDD, <O 0T T Midgss wrap() ZHEHALET. 707 T A13. HE
Y —EZDNFIATRENES N ZHETEET, Ty oy I Ak, TOFHRA]
BEMEICIRN U T, B ZIEEL T, HDEWITHEELRWT, gss wrap() 2T
ZEMTEET, HHBANCONTIE, 110RX—20D [ Avt—YDTy TERERE] %
SZILTLZEWN, 72720, gss get mic() ZHFHTHEA =Ty TRRT
BDABEINIE NI, gss wrap() ZFHT 28X 0D H CPUTA VILEHKTEE
T, LS T, EBEENBERWT OV T AT, gss get mic() TAY =%
ET LR D D T,

gss_get_mic() [CELDA Y E—DF 1T

gss_get mic() ZHTHE, OV T LBREBIEMICZ Ay E—JIZBMTEE
9, ZEMNL. gss verify mic() TAYE—TDMICEMRETEET,

gss get mic() IX gss wrap() EIIMIAAIIZ, Awt—TEMIC ZRI4ICHITILE
T, ZOHBET. EEMNT T = a Rt Ay t—2 EIRT D MIC O 5 % %
BI20ENDDIEEZERLET, ISOICHEHERDIL, ZEMNAYE—TL
MIC ZXHTEBMENRH D, ENWIHTT, Avt—T&MICZEYNITUET 2
IZid, ROWTNNDHIEZBEHLET,

» OV ILHEN (OO, RE) ZBU T, ZEMY TV r—a VI3RZEMEE
2EMEOHT (DFD, 1RIBEAY =2 Z0GT 5720, 2EEHIEAY -
DOMIC ZHGT 2720) ZEZ2HEMEDHBD I ENTEEXT,
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» JIJ%BUT, REMEZEMT. EOBBEON—V 2 2G02NET I T
RY ZEMTEET,

» AytE—TEMICOWMAHZZTOLI—Y—EE N7 U REERZELC T,

gss_get mic() MWIEHH 795 &. 655 S COMPLETE AR I NFE T, fHE I 4172 QOP N
BE TR WS, 655 S BAD QOP2NR I 1E T, affllld. gss get mic(3GSS) =R L
TLZ3 W,

gss_wrap() [CLB AV E—DTy T

Awt =1, gss wrap() B TZ v 795 Z ENAJRETT . gss get mic() E[FEE
IZ. gss wrap() \ I MIC Zfeflk L £9°, F/z. HEMENERIN., DOEBO¥ET
FIHRIRETH 2L EITIE. gss wrap() IFFFE SN A v =P DR BEBITNE
T, Awvt—DZEMT gss unwrap() TAY =% T THRERLET,

gss wrap() l&gss_get mic() EIFEWN, AvtE—IEMICEWVWS L XICTY T, 1
DOHNAyE—2ICULET., TONY RIVEEFETHEBOMENH LI, 18720
TITAHET, TIUTKH L. gss unwrap() FA =T 2MHBLET, MICIEZY 7Y
g—rarholdRAEE A

Ayt = WNIEEICT Y TEINEE. gss wrap() 13655 S COMPLETE Z2 R L %

T, BRI N QOPMARN TR WA, 655 S BAD Q0P AR X #1E 9, gss wrap()
OEAFNZONTIE, 110RX—=2D [ Avt—DT7w TEREEF 2L TLES
W,

GSS-API [CHE (T 5T v TH A XEBE DKL

gss wrap() TAYtE—I%2Tw T 95E, BETXRET—FOYA XNEINL F
T REINZA Y=y M, BESINLEEXE 7O NIV ZEIRT 5D
WL A X THLBENDHDET, L7zN> T, GSS-APIIIBI%K

gss wrap size limit() ZFEfliL TWET, gss wrap size limit() I, 7O ~3)b
IZESTRETERNWYA XIZTy THEERA v — Y DRKY A XEFHL £
o ZORKYAAZBADHE, 77V —3 3 »idgss wrap() ZIFFOHIIRTIC
Avt—VEBETEET, Avb—U%FEBRIZT Y TITBHRICT v THA XOH]
RIEZHNTHREL TZI N,

B A XOEMBITRD 2 DDOERITHKEL LT,

s BRETOZDIZEDQOP VIV X AZHHAT HM)M
n BRI TN E SN

T 74V E® QOPId. GSS-API OFEMEZ LICEADWREMENHDET., Lz
MoT, T7HINBRDQOPZIFELEZHZETH, Ty THRDOA Y —IDH A AN
BN DD FT, ZORREEZRLIZONDRDKTT,
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gss_wrap ()
isa (QOP 1)

gss_wrap ()

A
A
A
N

gss_wrap_size_limit ()
x5 v F#&Iz7a kaLic
BETEDLSLBT—2D

JokalL

-

A=l =%\ e a

T=817y FDERK
BAY A XERET S H#4 X
QOP = {25 & MSG = £ vt —2

(RET7IL T XL)

HWEEZEATEINEINIIOND 5T, gss wrap() ICED> TAYvE—2DH A X
ML £9. gss wrap() Id, EEA v = NICMIC ZHDABZ TS, L

L. Avt—V2KELdT2 & (HWEEZERTDE). AvE—208 1 X13E5
Wil Ed, 2070t A ERLEONRDOKTT,
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___ gss_wrap()
e (B Y ) ' . i

Jaka

MSG | —— 9gss_wrap() —»
(B L) MSG

(MIC %

Jokan

\
\
\
\

gss_wrap_size_limit ()

x5 v F#%Iz7O kaiz zEI I~:I°)b75“§¢il'i‘é
BETEDELSBT—E2D T8y FOBRK
BRAY A XZRIHT S A 2N

MSG=*vyt—o

gss wrap_size limit() WIEHHK 7T D E. 655 S COMPLETE DRI N ET, fREIN
72 QOP WA TR E. 655 S BAD QOP VR X #E T, gss wrap size limit() T
TEDA = DIRAKTA XZRDDHENTONTIE, 110 X—TD Ay =D
Ty T ERE] EBRLTIZS N,

ZOMRHUMEFITHK T LZE LTS, gss wrap() WY max-input-size/N{ FDEX
EROAy =V RNTRETEDLENIRIIEIH 0 EH v, T OHERE

13, gss wrap() IO UK S TAER T AT AU Y — AR RTHED & 5 DTk
FLET, #HMllE. gss wrap size 1imit(3GSS) DX a7 IIR—T ST /2
I,

GSS-API [CHB T BIEFDOEEDE L

I2FF A MEESHIND LT F A RZF AN DT — 8y % K
TOHRE. —TOMETIE. TOMEFNELWNE S ME D> TF A 2T AN
BETE2L5ICB>TWET. CNSORAEICIE. (/37 v FAE L WIERECH
BELED] . 7y MOARBREICEBLTOALD] NEENET. KOKES
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LTIV, ZIFATUININS 2 DDOREZRET HDIL. /N7y S ORGEE

BEENTry DTy TREREF T, FERIE.

bRl 22U T<7ZE N,

HMag UTLAINAvE—DEEFNELLSBVAYyE—D

H54F Vb
\
94T h MSG
\ MSG
MSG

1

MSG

IBFEASE L < £z 0N
Ayt—o

2
MSG
3
pA=R =PV
MSG
1

128R—=2D [ Awt—TDTy T

MSG = Avt—2

2
MSG Jokan
3
MSG
1

X
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MSG
1
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> N
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ECFANL gss_init sec context() CIEFZMAETEZET., ZIUT
Id. GSS C REPLAY FLAG X7zl zths C_SEQUENCE_FLAG Z &3 OR T req_flags 51 %0ITFZE
L9,

GSS-API [CE(T D Ay t— DX DWERR

ZEMI, EEAYE—0Ty THREREG E IR, BREREEIIGRT Z
EMTEET, DED, ZOAvE—TDMIC %L@bi? BEMNT Y 13T
72N> T2 gss get mic() TMICZZ JHIFLTNWA A t—C D8 EEEAE
T, FEITFIE X 4-9) 1RO XDITRD ET,

EENANS gss_get mic() TAYE—JIXF THHIFLET,

EEANI A v tE—2 & MIC 221 ATV EF L E T,

ZUF AN gss verify mic() TAYE—TZFMAEL 9,

ZF AN MIC Z B ITIRE L £,

EEE gss_verify mic() T, JLD A v —ITx L T35 L7z MIC Z Gk LU £
KR

Gk R =
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49 MICT —4% DHER

MSG=*vyt—o
MC=AXAyvt—8GMHa—F

wse| | @

o) = ®
dos ggt) ric() \\‘gss_verify_mic()

/ wicy) Z [Juss

MSG

® W pics

gss_verify mic() ’

<

Ty TINTT—F DA, gss_unwrap() BEUII A vz —2 & MIC ZJI 2 ITAERR L
FHA, LENST, ZEMI. ZELEZBIET Yy THEL) Avt—005
MIC 24K T 2 ENH D £9, FEITFME (X 4-10) 1RO LS IR D FT,

BN gss wrap() TAY =22 Ty T LET,

NI Ty T LAy =2 ELET,

ZFAIUINS gss unwrap() TAYE—T% T TERL £

ZFATUINS gss_get mic() TTw TRRSI N Ay =D MIC 24K L F

KR

ZUF AN U 7= MIC Z B ANTRE L £ 77,

6. EENMANT gss verify mic() T, JTLD A wtE—IIHR L TE1E L7 MIC ZREEL £
7,

77U —2 a3 20d. GSS-APL T —F HICEID ¥ TH5NZT RTOT — & M5 & R
LET, ZHUCBERT 2%k

Id. gss release buffer(3GSS). gss release cred(3GSS). gss release name(3GSS). B
&£ Wgss release oid set(3GSS) TY,

Ll o

o
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http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN3Bgss-release-name-3gss
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Ra-10 7 T INET—H DR
MSG = Avyt&—o
MIC=Ayt—CBEHI—F

22472

S

® b
& |

o ®
gss_wrap () gss_unwrap ()

/ :

‘ MSG ‘

MSG

@ \\‘Q g:zs_get_mic ()
gss_verify mic()

#

‘\
[M|C<§ | Twsa

GSS-API v g>Do)—>2T7 v

BAEIIC, TRTOAYy =Y ORZENT T L. BEflEZ T ANMDT 7V
F—2alMETLET, ZORET., M7y 7Ur—3a id

gss delete sec context() ZMFNH L THEI L TFANEZHEL £

9, gss delete sec context() (I > TF A MIBEHET 2O —H)OFT — ¥ HEiEKRE
HIFRL 97
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MLDR®, 77U r— 3 VI3 GSS-APL T —4 ICEID Y Tl T — ¥ g Z g
THIT 2NETT, ZOXD BT
X, gss release buffer(). gss release cred()

. gss_release name(). BIOX
gss release oid set() NH D FT,
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¢ o0 B 5 F

GSS-AP1 2 =54 7 > bl

ZDETIE, —fMM7E2GSS-API YV 947 > b7 T U r—2 3 DWW TERERIZ
AL E9 ., XKOBEHIZDOWTHBHAL T,

99 RX—D [GSS-APL1 7 T 7 > M| DFEE |

101 R—2D [GSSAPIZ 17 > MMl:main() BH%L

102R—2D H—N—EDEHDOF—T |

103 RX—2D H—N—EDtFaUT 4 —a2TFANDHE ]

108 R—2D [ 7547 > MINZBITDZDMD GSS-API I > 7 F A MMEEIE]
1HOR—=TD [ Avt—=0T7y T EREE]

112 X—=2D [GSS-API V7 147 > MZBWF2EL T Oy 7 OFHFAFID EMEE)
113 XR—2D T2FaU7 0 —a2TF A NDHIFR]

GSS-AP1 U 24 7 > MHIDHEIE

7547 > MUT O T Ll gss-client 1F. —N—&EDEFaUFr—a257F
AREERL, EFa2) T4 —=NNITA—FEHILIL., LT (Avt—)%
H—N—ICEELET., 2070V T ASHERERIC, B/ TCP XR—ZADY 7y k
iz £,

LB TIX. gss-client NED XD ITEIET 0 ZBEREIICFHAL £97, gss-client
1%, GSS-API OHEREFIBHAICEEI S N7 0T T LB TH 270, BEIHPITDONT
DOHFLLHHHAL LT, 2007 TV r—a >0y —A0— RIEfMERIcE £
NTWET, £ ROGFANSY T O—RTEHIEHTEET,

https://cds.sun.com/

is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI
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GSS-AP1 U 24 7 > MM D¥EE

gss-client 7 VU — 3 JIROFNEEETLET,
1. AR L£7,

2.%%ﬁ%iémfmé%é\%®%%@ﬁ7ylﬁhmmmn%¢%biﬁ -
NN DOEE, T T3V bOEENMEIAINET, ZWNT<EBOLEETT,

PT—N—LDERHZHREL X7,
tFaUT 4 —a2TFANEMILET,
Avt—2%7y T LU THERBLET,
B—=N—MEL Ay E—JICBHAL TSI LEMAEL £,
tFaUF—aTFANEHIBRLET,

N e W

GSS-AP1 U =4 7 2 hMEIDRTT
KT, gss-clientHlOIY > RITOERXZRLET,

gss-client [-port port] [-d] [-mech mech] host service-name [-f] msg

» port—host CHRES NI E— MY OADEREMHLT 2720 DR— ~ESFT
ER

n A TTT - N—ADtF T —BEDE ?E%T LY., BRI
=S delegﬂag%é@kﬁ\ GSS-API fE GSS_C_DELEG_FLAG IZ 7 ﬁ‘éhi‘@“ d =777 mE
FINTORVEA. delegflag i 0 ICREINE T

®  mech - Kerberos v5 7& ELMHHTEZEF U T —HEOARITT, HEENEES
NTWRNWEE, GSS-APLIZT 7 4V N O ZFHL £,

m host-H—/N\N—DH4EITTT,

m  servicename-7 717 2 FINERTBHy NT—TH—EZADLRITY., DX
S/ —E DR F E LT, telnet. ftp. login 7R ENHEITFSNET,

" omsg-REINT Y ELTH—N—ICREBEINDEILFHTY, -f4 T ar
PHEESNTVDEHE. mg3XTHNEHAMDNET 71 IVH T,

KIZ, 29477 T —2ardar s AO—ElNEax > RITofZzERL
ECIN

% gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"

ROFITIE, HHE. R— b, BROFEDHEESNTOER A,

% gss-client erebos.eng nfs "ls"
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GSSAPI 7 5 A 7 > ~5l: main() B8%K
IRTCOCTOT I ALK, 707 T LAONEERIZT > MUKRAT > M
main() IZEENE T, main() 1 TLRD 4D DHEFEREITL £,
w O RIF5IEEMT L. NS5 22 EITIRALET,

» T3 NUNOHEEMER T DHEND DG, parse oid() ZIFOH L T
GSS-APIOID (A 72 =7 Rkl F) Z2ERR L £9 . 727 Mgl Tidt
FaUsga—EOLTINSAERESNET, 2L, TNICIIHELANEE SN

LHUENDHDET,
= call server() ZMEUHIL X9, ZOBEIE. 3> T7FANDERET—F D%
FEERIITWET,

s T—YDOEREE. LEIZNTTOID OFtEEEEZHKR L £7,
main() Jb—F > DV —A 01— R%Z, KRITRLET,

F-ZOYV—ZAd—RENE, Yoo Oo—Rbe -5y 0—R95ZEH0RE
T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % Zxi#
LTLEZ,

#5-1 gss-client ffil: main()

int main(argc, argv)
int argc;
char **argv;

char *msg;

char service name[128];

char hostname[128];

char *mechanism = 0;

u_short port = 4444;

int use file = 0;

OM uint32 deleg flag = @0, min_stat;

display file = stdout;
/* Parse command-line arguments. */

argc--; argv++;
while (argc) {

if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if (largc) usage();
mechanism = *argv;

BE5F . GSS-API Y S A 7 > Ml 101


https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI

Y—N—EDEHROF—T

il5-1  gss-client ffl]: main() =)

} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;

} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else
break;
argc--; argv++;
}
if (argc !'= 3)
usage();

if (argc > 1) {
strcpy(hostname, argv[0]);

} else if (gethostname(hostname, sizeof(hostname)) == -1) {
perror("gethostname")
exit(1l);

}

if (argc > 2) {
strcpy(service name, argv[l]);
strcat(service name, "@");
strcat(service name, hostname);

}
msg = argv([2];
/* Create GSSAPI object ID. */
if (mechanism)
parse oid(mechanism, &g mechOid);
/* Call server to create context and send data. */
if (call server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)
exit(1);
/* Release storage space for OID, if still allocated */
if (g mechOid != GSS C NULL 0ID)
(void) gss release oid(&min_stat, &gmech0Oid);

return 0;

tf“/ﬁ'—'&:Oaigajfo);T"—':7:/
call server() BIEUI. ROO—RZMH>TH—N—L DK EMHIL X,

if ((s = connect_to _server(host, port)) < 0)
return -1;

sITint O 7 v A IVEEIRFTH D, HIL socket () DIFUNH LSRRI NET,
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connect_to_server() &YV 7w MEH THHEZ KT 5 HM/RBEETH D, GSS-API
AL TWER A, connect to server() DYV —Ad—R%Z, RITRLET,

E-ZOV—AO—RFNE, YU O0—Re =Ny 0—-RT5ZEHAEE
T, https://cds.sun.com/

is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % 21
LTSN,

#5-2 connect_to_server() BA%X

int connect to_server(host, port)
char *host;
u short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin family = hp->h addrtype;
memcpy ((char *)&saddr.sin addr, hp->h addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);
return -1;

}

return s;

Hb—N—LDtFa2UT—a3TFRXMDIEIL

BRI SN 2d & call_server() 1d. KD XS ITEIEL
client establish context() Zffio CTtFaUFT 4 —a>2FTFARMEIEKRL £7,

if (client establish context(s, service-name, deleg-flag, oid, &context,
&ret-flags) < 0) {
(void) close(s);
return -1;
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= s|d. connect to server() CHEN. SNz ERT 7 7 (I FLib FCTI,
m  service-name V&, BRI Ny NT—TH—EATT,

w delegflagld, V—N—IN0 47> DT OF L ELTEETE SN E S NET
ELET,

m oid [SHEMET T,
n context [FERSINHDTFAKNTT,

n  ret-flags &, GSS-APIB9%X gss init sec context() MHORINBILEED T TV &%k
@— int "C‘:j—o

client establish context() ITRDIEFHZETL XTI,
n HB—E 2% GSS-API N RICEM L £ 7

» LFaUTA—ACTFARETITZET, 77347 2 bET—N—HD
=2 DRI —TEFITLET

H—E XL D GSS-API iz X A\ D Z

client establish context() WFEITT DA DIEHIL. gss_import name() Zfi> T
H—E 25 DFF % GSS-API NG RICA# T 5 2 & TT,

#5-3 client_establish_context() - ¥ — E A £ D25 #i

/*

* Import the name into target name. Use send tok to save
* local variable space.

*/

send tok.value = service name;
send tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min_stat, &send tok,
(gss_0OID) GSS_C_NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S_COMPLETE) {
display status("'parsing name", maj stat, min stat);
return -1;

gss_import name() l¥. Y —E XD EABIH/L GSS_API /N 7 7 — send_tok & L
TEZITED ., ZOFFH% GSS_API N4 target name ICAHAL £9°. send tok I
H L gss buffer desc ZESHT . HEIBZHNTHDICHEHINET, 3HHOD
5% gss 0ID BT, send tok I SN TWABHETOERERLET., ZOHIE
GSS_C_NT HOSTBASED SERVICE C. H—E ZDE KN service@host T D Z EZFHIKL
F9, ZOFIEICIEETEERZDMDEIZ DN TIE, 235 X—2 0D 4RI 25
LTSN,
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GSS-API 1T —aTF X MDD

B —EAD GSS-API N ANDLEWNTE T HE, I TFANEHILTEE
T, BREHEZERICTSICE,. A2TFANOHIZEICIL—TELTETT S8
HENHDET,

—TIZABHIT, client establish context() I&. > T F A b & token_ptr /N T
A= a2 L £, token_ptr DFEFITIZEIREE N D O £, token_ptr INARA >
FTE5DIE. U—N—IZEET D =2 > TH S send_tok. Y—/)N—MNHIREIN
TER =2 2 ThH % recv_tok DTN TT,
N—TONAITIE, KDO2DODEHNMREINET,
= gss init sec context() M5 R I N5 IKEE
ROKREZ, N—TOREKTZERTZ0[FEEOHHTRTOL T —ZHiEL
F£9, gss init sec context() A% GSS_S_CONTINUE_NEEDED Z R 9 Did. 5D
EEITRE =7 2P = N—ITEET H5EITRD £9,
n N IZREFEITRERN—27 > DO X (gss_init sec context() IZK > THEKS
n5s)
r=27 281 X01d, Y= N—ICEEFETEZHERN N EFELRZNT &
EL =TT HEETH D I EEBRLET., h—2 281 X3 token_ptr TR
EINET,

RIZ, ZON—T OO — RERLET,

do
gss _init sec context()
if (327 F A SOMERR S - 2355
Io7—Z2 ML THTTS
if (IREEZDY [527) /i3 TEY ) OEE5THRNER)
Y —EADARIEREMBIL, T59—2HHLTKTTS
if(P—=N—ICEETB =7 >NBDEE., DEOTA XN 0 LUNDOEE)
N0 ZEETS
if (k=2 > OEENRBLU IS
c—2 2 Y —EADAFZERZFERL. TI7—Z2HNHLTHRTTS
EELKDo I b= > OA4RITER Z BT 5
if (32T FABNDOMLINTE T L TWRWER)
== =V 2 EZETH
while (I > 7 F A MDSET L TWRN)

V=T DEM)T. gss init sec context() DIEONH I NET, ZOREKDSIEITKRD
EBDTT,

» EEEROEMNRET 2RI — R,

n BN R, BITIET 72V NOERELTEMESE D720
IZ. GSS C_NO CREDENTIAL Zffif L £
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s BRI 2O FFARNC R,
. O F7F A MZIF AU LR,
s VEIZEEOF T 7 NID,

s FRTTT, OB IAT 2 INERT B L —/N— @E =R g
uquEj—é & A /t““)@%ﬁ%%j‘/ @—5:&\ Eﬂ?éﬂfc
H—N—DNTOF T ELTHETEZE, ODWVWTNNTT,

w 27 F A SORRFIRIEH O £H A

» FrRIUNA T4 T DOERITH D EH A

s EYT7 U= a3 S ZETHERN— 2,

B )NV ﬁﬁﬁ@“éﬁ&% 7TV = a NI OEEFEH LR
O, TZZTHENLLIZRESNTVWET,

» EY 77— a VICEETH =T 2, Z3UT. gss init sec context() I8
Epkd 5 b—2 > T9,

s ROTTT, ZOFITIHIERT D20, NILLICERESINLTWVWET,

E-UI47 bR AT FANOREENCEKZIRGE T 50ETH0 EFEA. 7
47 > MUITIE, BEHEOEMRILGSS-APLIC L > THBMICURINET, DOF
0. ZOEKRDZDIZZ OERENER L &K Z EDOLDIZHIGT 50 %. GSS-API
BH>TVWBEENWDZETT, 20D, 7TUr— a3 i

gss init sec context() IZT 7 4V FNDEKEEL TWET, LML, —N\—fT
. = N=7 7V = a3 idarTF AN EZITANDEIC, —EZXADEK
EHRMICES T HO2LENH D ET, 119X—20 TEKOESE J’?:’%HBLTQté
W,

connect_to server() &, A>T FAMELIIZDO—HNETLLTHD, 1D
gss_init_sec_context() WEARNRIRELZR L TNWAH I 2R LDH

&, gss_init sec_context() MY —N—IZEFIXRE =V 2 Z2ELTVENED
MEMELET, b=V N EELBWES. ZUd h—27 >R 2Ll EnEzn
ZEE, U= N—DRL TS EEZSNET, b—T 2RI NLHEE. 20
=02 &Y —N—ICERTHILENHDET, N—T OERFITREL =8

B, =02 ET—EADARZERZRE TE/RN/D, connect to server() &
TLET, XKOT7INITIXLF, b=V OEIZFHARDZET A=V > OHFEHED
FREZREL TWET,

if (send_tok length !'= 0) {
if (send_token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;
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send token() I& GSS-API B Cld/a<, I —TF—ICXo TRBREINDZILENH D £
9, send_token() PAEIZ., F—2r & T vy A IR FITEZIAA LT, send token()
W, EEKTRIC0Z, T —FHZ-1Z2RLET, GSS-APIHHFIIN—27 > D%
BEITWER A, GSS-APLIZK > TIER SN/ b —20 D E2#EZET S & HOH
LItD7 74— a > OEETT,

AT F A MELIN—T DY —AD—R%&E, RITRLET,

E-ZOYV—AO—RENE, Foo—Re2y—mnss8 > 0—R95ZEHnHE
T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI b il
LTLESN,

Bls-a 2T F X MHELHADIL—

/*
Perform the context establishment loop.

*
*
* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss_init sec_context.

*

*

*

*

*

GSS-API guarantees that send tok’s length will be non-zero
if and only if the server is expecting another token from us,
and that gss init sec context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

*/

token_ptr = GSS_C_NO_BUFFER;
*gss context = GSS C NO CONTEXT;
1234567890123456789012345678901234567890123456789012345678901234567890123456

do {

maj stat =
gss_init sec_context(&min_stat, GSS C NO CREDENTIAL,
gss_context, target name, oid,
GSS C MUTUAL_FLAG | GSS_C REPLAY FLAG | deleg flag,
0, NULL, /* no channel bindings */
token _ptr, NULL, /* ignore mech type */
&send tok, ret flags, NULL); /* ignore time rec */

if (gss_context == NULL){
printf("Cannot create context\n")
return GSS S NO CONTEXT;

}

if (token ptr != GSS C NO BUFFER)
(void) gss release buffer(&min stat, &recv_tok);

if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss release name(&min stat, &target name);
return -1;
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0547 2 MIIZH T B ZDMD GSS-API I > 7 F R MR

Bls-a AT FANELHDOIN—T FiE)

}

if (send tok.length !'= 0){
fprintf(stdout, "Sending init sec context token (size=%ld)...",
send_tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss_release name(&min_stat, &target name);
return -1;
}
}

(void) gss release buffer(&min_stat, &send tok);

if (maj stat == GSS S CONTINUE NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss release name(&min stat, &target name);
return -1;

}

token ptr = &recv_tok;

}
printf("\n");
} while (maj stat == GSS S CONTINUE NEEDED);

send _token() & recv token() DEMEHIEIZ DWW TOFEMIZ, 219 R—2 D [ZDfhid
GSS-API B%ifil ) 2L T<7Z3 W,

fﬂ;ﬁfr 7> MUICHIFTEZEDMDGSS-API O T F X b

T2 5 AFEL T, gss-client lZWS DD E T ETHTEFLTNWE

Ty KDYV —Ad— RIFEREZICARAREZSHDTIEIH D FHAMN, ROBIEDFE
Atz RTHMTERLET,

s O2TFANDRGEEETT

s OTFANTTTDER

. O TF A NOIREDOEE

INSOREREDY —A2— K&, KRITRLET,
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FE-ZOY—AO—RHNL, Foo—Re2y—nsF o 0—-R§5ZEHAH

T9, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/

ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % 2R

LTL7ZE N,

l5-5 gss-client: call_server() I > 7 F A k DHEL

/* Save and then restore the context */
maj stat = gss export sec context(&min stat,
&context,
&context token);
if (maj stat != GSS S COMPLETE) {

display status("exporting context", maj stat, min stat);

return -1;
}
maj stat = gss import sec context(&min stat,
&context token,
&context) ;
if (maj stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);
return -1;
}

(void) gss release buffer(&min stat, &context token);

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss_inquire_context(&min_stat, context,

&src _name, &targ name, &lifetime,

&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
display status("inquiring context", maj stat, min_stat);
return -1;

}

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n")
display status("Context is expired", maj stat, min stat);
return -1;
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/* Test gss wrap size limit */
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS C QOP DEFAULT, req output size, &max input size);
if (maj_stat != GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n"
max_input_size , req_output size , conf_req flag);

conf req flag = 1;
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS C QOP DEFAULT, req output size, &max input size);
if (maj_stat != GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
" max input size = %d \n" "for req output size = %d with
"Integrity & Privacy \n", max_input size , req_ output size );

maj stat = gss display name(&min stat, src name, &sname, &name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min stat);
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return -1;

}

maj stat = gss display name(&min stat, targ name, &tname,
(gss OID *) NULL);

if (maj stat != GSS S COMPLETE) {
display status("displaying target name", maj stat, min_stat);
return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %u, flags %x, %s, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,

(is_local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed");

(void) gss release name(&min_stat, &src_name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min stat, &sname);
(void) gss release buffer(&min stat, &tname);

maj stat = gss oid to str(&min_stat, name type, &oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;

}

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid name.length,
(char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss_inquire names for mech(&min_stat, mechanism, &mech names);
if (maj_stat != GSS_S COMPLETE) {

display status("inquiring mech names", maj stat, min stat);

return -1;

}

maj stat = gss oid to str(&min stat, mechanism, &oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_ stat);
return -1;

}

mechStr = (char *) gss oid to mech(mechanism);

fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech_names->count);

(void) gss release buffer(&min stat, &oid name);

for (i=0; i < mech names->count; i++) {
maj stat = gss oid to str(&min stat, &mech names->elements[i], &oid name);
if (maj _stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;
fprintf(stderr, " %d: %.*s\n", i, (int) oid name.length, (
char *) oid name.value);

BE5F . GSS-API Y S A 7 > Ml

11



GSS-API O A7 MIHBIFTHERTOY I DFHAEY EREE

#5-6 gss-client Bil: call_server()- A v t— DT w7 )

(void) gss release buffer(&min stat, &oid name);
}

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in buf);
} else {
/* Wrap the message */
in buf.value = msg;
in_buf.length = strlen(msg) + 1;

}

if (ret flag & GSS C CONF FLAG) {
state = 1;

else
state = 0;

}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT, &in buf,
&state, &out buf);

if (maj stat !'= GSS S COMPLETE) {
display status("wrapping message", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
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/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss (&min stat, context, &in buf,
&out buf, &qop state);

if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min_stat, &out buf);

if (use file)
free(in buf.value);

printf("Signature verified.\n")

tFaUT4—A2TFXMOHIBR
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il 5-8  gss-client f51: call_server() - I > 7 F A b OHIFR

/* Delete context */
maj stat = gss delete sec context(&min_ stat, &context, &out buf);
if (maj_stat != GSS_S COMPLETE) {
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display status("deleting context", maj stat, min_stat);
(void) close(s);

(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
(void) close(s);
return 0;
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KIZT, gss-server DA RITOEBERXZRLET,

gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \

[-mech mechanism] service-name

portld, INEEFREFDR—FDFEFTT, port MEEINTWIRWEHE, TOrs 5
LET T3 B TR— b 4444 ZHAL X7,

-verbose ZIEE T 5 &, gss-server EfTRFIC A v —INERINET,

-inetd 3. OV T AN inetd T—E 2 EHio THR— M TIREZHORZITH S
ZEHERLUET, -inetdld. stdin & stdout 2> TU T4 7 > MIERL £
‘a_a

-once ZIFET B &, 1 DDEF UAMEKR SN D £T,

mechanism {3, FHHT2tF 21 57 1 — B (Kerberosvs 72 &) D4ARTTT . HERE
MEEINTWRWES, GSS-APIIZT 74 )V hOMEEFHAL £7.,
service-nameld. 77147 2 NINERT B3y NT—UH—EX

(telnet. ftp. login 72 &) DARITTI

KIZ, =z ax > RIToplzRLET,

% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"
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gss-server @ main() BIBUIRDIEFEZFEITL £ T,
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sign server() BAEZMUNH L £9, ZOEKIE. Avt—ICEHAL TETU
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fl6-1 gss-server {4i]: main()

int

main(argc, argv)
int argc;
char **argv;

{

char *service name;

gss cred id t server creds;
OM uint32 min_stat;

u short port = 4444;

int s;

int once = 0;

int do_inetd = 0;

log = stdout;
display file = stdout;

/* Parse command-line arguments. */
argc--; argv++;
while (argc) {
if (stremp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do inetd = 1;
} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv, "a");
display file = log;
if (1log) {
perror(*argv);
exit(1l);
}
} else
break;
argc--; argv++;

}
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fl6-1 gss-server ffil: main() )

if (argc !'= 1)
usage();

if ((*argv)[0] == "-")
usage();

service name = *argv;

/* Acquire service credentials. */
if (server acquire creds(service name, &server creds) < 0)
return -1;

if (do inetd) {
close(1);
close(2);
/* Sign and return message. */
sign server(0, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection")
continue;
}
/* This return value is not checked, because there is
not really anything to do if it fails. */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);
}

/* Close down and clean up. */
(void) gss release cred(&min _stat, &server creds);

/*NOTREACHED*/

(void) close(s);
return 0;
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gss-server 707 T A, 2T 2 —EZDEKERIGT 572D DK
server _acquire creds() ZFf> TWE T, server acquire creds() I&. AJ1&EL T
H—EAGLEMHTHEF 2T 0 —HHEEZZITED £9, server acquire creds()

=

TOH%, Y—EADEKEZRL XTI,

server acquire creds() t& GSS-APIB8%X gss_acquire cred() Zffi> T, P —/N—IN{g
T BT —EADEKZESF L E9, server acquire creds() 7' gss acquire cred()
\27 72 Ad SHEIIC. server acquire creds() [TRD 2 DDIEXEZITOIMLENH D

ER

1.

BEHZEZRETESLDI. BB A homEZzmEL, 20U X MTH—-OHKE
RONGENSXIICLET,

1 DDEM IO TILAE TZ 554G, gss_acquire cred() BIEIZZ DL D
IBHEE TR TOEKZRLE T, Lo T, gss acquire cred() IFATTEL T
WD Ty b Z2ZUBMOET, 76 X—I D [GSS-APIIZHBIT 2B D#
B 2L T3V, LMLAEDNS, ZoFHFZFDTIZEALEDEE, H—
DEKNEHOMETIHET 22 E13H 0 ER A, gss-server 7OV T AT

W, X RTINS E—OEBNEE I NDD. £2137 7 1)V S O H
INET FRESNLBNSTEE), LIEn> T, mé]OFEE

1%, gss acquire cred() ICIESINZHHEL Y N1 DO (7 4 )V N E7213%
NS ZTFINA->D TS EZHERTHIETT, RiCa—RFERLET,

if (mech0id != GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;

} else
desiredMechs = GSS C NULL OID SET;

GSS C NULL 0ID SETIE. T 74V hOWHEEHEH T EZ2RLET,
H—EZX$% GSS-APIEITEH L £7,

gss acquire cred() WZITH DY —E X413 gss name t IERDOE X TH 5 7=

O, Y—E2XHEZORRITA >R — T HHENH D ET, gss_import_name()
BN OB HEEZITVET, 1IN D GSS-API AR & [FFkIC, ZOREKTHAI
X GSS-APIEITH 5 ENH B/, £9. H—E X% GSS-API

Ny 77 —IZAE—F3RENRHDET, RIZI—RZRLET,

name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);

$E6E - GSS-API H—/\N—4l 119



BIRODES

120

if (maj stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS C_NO OID)
gss release oid(&min stat, &mech0id);
return -1;

}

SEHEME TR WEI  gss release oid() ZHHAL TWVWB I EITHEELTLES
[/)o

AN name_buf OXXFHE L THRES N/ —EXAHTT, H)
13, gss name t #EIEIK server_name ~NDIHRA 27 T, 3FHDSIE
GSS_C_NT_HOSTBASED SERVICE |d name_buf {2 S 11T 2 CFFN D 44T T
T, ZDEGE. XFFIN service@host EWNWH B —EZADEXTHRIREI NG Z &R
L%,
INEDEENTETT B E, B—=N—=707 T LITKRD gss acquire cred() ZIFEN
HEET,

maj stat = gss acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
s min_stat IO SREINAH LTI —I—RTT,
m server_ name 3 —/N—DHEITY ,
w 013, TOV T LANEROENR ORKMEE A HBHENZNZ EERLET,
»  desiredMechs 13, T DBERKNMEH S NHEOLY N TT,

" GSS_C_ACCEPT &, BN T aUT 4 —I2TFARNEZITAND DT
ATELZEERLET,

m server_creds IFBABMEREINDEKR/N RILTY,
» NULLIZ. #HIN2EECEROAENNMZ T 00 5 LNHIHERR N &
2 RLUET,

server acquire creds() BA¥tOY —2 3 —R%&, RITRLET,

E-ZOV—AOA—RHlE, Foro—RE2y—n58 > 0—- 952 EBE
T9, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI vk i)
LTLZE N,

fl6-2 server_acquire_creds() B4%K D I — R

/*
* Function: server acquire creds
*

* Purpose: imports a service name and acquires credentials for it
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BIRDES

fl6-2 server_acquire_creds() BI%L D I — R (Fix)
*
* Arguments:
*
* service name (r) the ASCII service name
mechType (r) the mechanism type to use
* server_creds (w) the GSS-API service credentials
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* The service name is imported with gss import name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.

*/

int server _acquire creds(service name, mechOid, server creds)
char *service name;
gss 0ID mechOid;
gss_cred_id t *server_creds;

gss _buffer desc name buf;

gss_name_t server name;

OM uint32 maj stat, min_stat;

gss_0ID set desc mechOidSet;

gss_0ID set desiredMechs = GSS C NULL OID SET;

if (mechOid !'= GSS C NULL 0ID) {
desiredMechs = &mech0idSet;
mechOidSet.count = 1;
mechOidSet.elements = mechOid;

} else
desiredMechs = GSS C NULL OID SET;

name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mech0id '= GSS C NO 0ID)
gss_release oid(&min stat, &mechOid);
return -1;

}

maj stat = gss acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);

if (maj_stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;

}

(void) gss release name(&min_stat, &server name);
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inetd DIRE

fl6-2 server_acquire_creds() BEEL D a1 — K4 )

return 0;

inetd DR E

Y —EZADEKDESEMNTE 7T 5 E, gss-server i, inetd Z2L—H—2MFE L TV
HINEIMEMEL T, main B, KOXSIZL T inetd DMAEZE{T/2> T
ES

if (do inetd) {
close(1);
close(2);

inetd 2T HIDICI—F—NEEL TWBHE, 70OV T AIEREH T &Y
I5—%UET, KIT. gss-serverld. inetd D EHEDZITE UITHEEH T HEEHEA
J1%Z$8E U Tsign server() ZIFOH L 9, NI DEE. gss-serverid, V
7w hEVER L. TCP B accept() Z2fio TEDY 7w N DR Z 2T AN H
&, accept() DEDMED 7 7 A IVitidh T2 $87E L T sign server() ZMEONH L £7.,

inetd ZA LW S, 7OV AR TEINDETEREO S TF A NEIERL
F9, LNL. I—F—MN.onced 7 a > ZEELTWEHEE, IL—TI3HEVIOH
OB TKRTLET,

DA77 EPoDT—YDRIE

122

inetd DR, gss-server 7OV T AT, 7OV T LD ERIEXZEHES
sign server() ZMEUNH L £97, sign server() IZE 3. server establish context()
EEOHLTCa>TF A MEMELLET,

sign server() I RDIEFHZEITLET,

» O TFARZZTANS

» T ET Y TRRT S

» THICEHLTD

n THYERT

DIBETIE, 2S5 DIEZEITODWTIERFHHL £, sign server() DY — A
d— K%, KITRLET,
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E-ZOV—AO—RFNL, YU O—Rey—nhs5 o> 0—-RT5ZEHAEE
T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI e il
LTLESN,

fle-3 sign_server() BEEL

int sign server(s, server creds)
int s;
gss cred id t server creds;

gss_buffer desc client name, xmit buf, msg buf;
gss _ctx id t context;

OM_uint32 maj_stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */

if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client_name.length, (char *) client name.value);
(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)
if (test import export context(&context))
return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n")
print_ token(&xmit buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

(void) gss release buffer(&min_stat, &xmit buf);
fprintf(log, "Received message: ");

cp = msg buf.value;

if ((isprint(cp[@]) || isspace(cp[0@])) &&
(isprint(cp[1]) || isspace(cp[1]))) {
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fl6-3 sign_server() BA%L =9

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n");

print token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss _get mic(&min_stat, context, GSS C QOP DEFAULT,
&msg buf, &xmit buf);
if (maj_stat !'= GSS_S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min_stat, &msg buf);

/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min_stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min_stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);

AYTFAMDRITAN

—MiZ. A>T FANORELRICIX, V547 O hEY—N—T—HED~—r >

NI NET, 707 T LOBMEMEZREDICE. T2 TF A NOZIFANLIESR

D%, V—THNTETTHILENHDET, A>FTFANZITATIIL—T

1, AT FAMEEFIN— T EIEFICEISLUTVET (HDEWRTHTI N,

103 R—2D [H—N—,DtFaUT s —aTFANOMEN ] EHBELTAHATL
a0,

server establish context() BV —Ad3—R%Z&, KITRLET,
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T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/

ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % 2R

73
(=}

LTL7ZEN,

#l6-4 server_establish_context() BE%X

/*

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

Function: server_establish_context

Purpose: establishes a GSS-API context as a specified service with
an incoming client, and returns the context handle and associated
client name

Arguments:
S (r) an established TCP connection to the client
service creds (r) server credentials, from gss acquire cred
context (w) the established GSS-API context
client _name (w) the client’s ASCII name

Returns: @ on success, -1 on failure
Effects:

Any valid client request is accepted. If a context is established,
its handle is returned in context and the client name is returned
in client name and @ is returned. If unsuccessful, an error
message is displayed and -1 is returned.

int server establish context(s, server creds, context, client name, ret flags)

int s;

gss cred id t server creds;
gss _ctx id t *context;

gss buffer t client name;
OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss_name_t client;

gss 0ID doid;

OM uint32 maj_ stat, min_stat, acc_sec min_stat;
gss_buffer_desc oid name;

*context = GSS_C_NO CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv_tok.length);
print token(&recv tok);
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Bl6-4 server_establish_context() B%X )

maj_stat =
gss_accept sec context(&acc sec min stat,

context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send_tok,
ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n",
send_tok.length);
print_token(&send tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec _min stat);
if (*context == GSS C NO CONTEXT)
gss_delete sec context(&min stat, context,
GSS_C_NO BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS_S CONTINUE NEEDED)
fprintf(log, "continue needed...\n")
else
fprintf(log, "\n");
fflush(log);
H
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
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Bl6-4 server_establish_context() B§%X FiZ)

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min stat, &oid name);

}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min_stat);
return -1;
}
maj stat = gss release name(&min stat, &client);
if (maj_stat != GSS_S COMPLETE) {
display status("releasing name", maj stat, min_stat);
return -1;
}

return 0;

sign server() BAEUIZ. A>T F AN EZITANDKIC, ROV —AOA—RZ{fi>T

server establish context() ZM-UNH L F9,

/* Establish a context with the client */
if (server _establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

server establish context() BIEUIIET. 7 F74 7 > M > FF X MEEBHIZEE

Lizbh—=2 2% UET., GSS-APIHEHII N =V > OREZEZEITORWED,
DOEEZTIIEITOT T LANHMEDI —F > 2R ONENH D £
T, ==L, KDOLDIZrecv token() Zff>Th—V > &ZELET,

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

JKIZ. server establish context() {&. GSS-APIBY%X gss accept sec context(

DEIWTFOHL LT,

maj stat = gss accept sec context(&min stat,
context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time_rec */
NULL) ; /* ignore del cred handle */

»  min_stat [SEEOEENSRIND T T —IRETT,
n context \FMENI SN TWAIATFARNTT,
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m  server_creds \ZIRHET B —E RITHTHEKTT 119 R—2 0D TEKOEE] %
ZH),

m  recv_tokld recv token() T IA Y > EMMEZELEN—2 2 TY,

®  GSS C NO CHANNEL BINDINGS {IF ¥ FIVNA > T4 > T2 LIsNWT &R 7
;7f?wa£M>m$AmK£Ué%v*wﬂ4>?4yﬁ®ﬁmJ%%

w clientld 7 F17 > 44 (ASCIL XF) T,

»  oid I3HERE T (OID ).

m send tokl3V T4 T > NMIEIETH M—r > TT,

w ret_flagsld. T TFARDRFEDA 72 3 > (message-sequence-detection 72 &)
EHR—RTENEIMERTIEIERT TV TY,

= 2ODDNULLEI¥IZ. 2> FF A MoAEHMREE, Y—N=NT 147> DT
OF S ELTHETEDINEDI R, T 07T ADNHLNENZNT EZRLT
WEd,

gss_accept_sec_context() 7\ maj_stat |Z GSS_S_CONTINUE_NEEDED % &% 7E L T\ SR
0., ZUIFATUL—T13HMEL £ (T 7 —DEEEFR<). maj_stat DEN

GSS S CONTINUE NEEDED T® GSS_S_COMPLETE THRBWHE, BENFAELZ I &
ZRLTHBO, V=TI TLET,

7547 2 MTEDRTRE N—7 VINEIET 50 E D NIRRT
<. gss accept sec context() I send tok DEIZFXTEDMHEERLET, KRDA
T T, REIREN—V COFEOERZMHIEL. FET2HEIIZTD
=2 2 EERFLET,
if (send_tok.length !'= 0) {
if.(éend_token(s, &send_tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss release buffer(&min_stat, &send tok);

}

AvE—20Z Y THERR
A2TFABNDZIFT AL, sign server() X, 7747 MBS RERFINTER

At —T%ZITED 9, GSS-APLICIE b—27 U ZEROBEEIZHEIN TN
72, 207057 T MERDKDIT recv token() B ZEHL TWET,

if (recv_token(s, &xmit buf) < 0)
return(-1);
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AT —JIERE B LINTNWDA[EENEN D 57280, 7077 T L3 GSS-API BH%
gss unwrap() CAwt—2% 5y TRL £,

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);

if (maj stat != GSS S COMPLETE) {
display status("unwrapping message", maj stat, min stat);
return(-1);

} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n");

}

(void) gss release buffer(&min stat, &xmit buf);

gss_unwrap() /&, recv_token() 23 xmit_buf &AL Te A vt —T 2 A& LTI
PO, ZOAY =2 %ML, TORERE msg buf ITHML £, gss_unwrap() N
D2DDFIBITIEHL T IZE W, conf stateld, TDA Yy = ITHEEBEME (DX DK
FO)DEHAENTNENEDINERT 7T T, mEDONULLIE, AvE—Ifk
HEIHHINZQOPZ T OT T LAMHIBZMEN NI EERUET,

AYE—IANDERBEA Y- DDRE

Z DR T, sign server() BAEUIA v —DICBATHILEND D F

To A= ADEHITIT. AvE—YDAYyE—VEEEI—-RMIC) DY T
A7 2 ENDRENENET, Avt—TZ2RETEHIET, AvE—DFERFE
T TRRIMMIEFICE T Ll Ea 7 547 > M TE£9 ., MICZH5ET 2
729012, sign server() |ZB9% gss get mic() ZfEHL £9°,

maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,
&msg_buf, &xmit buf);

gss_get_mic() I&. msg buf ND Ay E—ITEDWTMIC 24K L. TOFER%E
xmit_buf ITHEM L £9 . KIZ, B —/N—Id send token() TMICZZV T4 7 > MIiK
ELET, 7I147 2 M. gss verify mic() TEDMIC ZMAEL £9, 112 RX—
D [GSS-APIZ T4 7 > NMIBIF BB/ T Oy I OFAl0 EMGE 28R L TLE
I,

&I, sign server() IZW DD I U =27 w T EETLET ., sign server()
I&. gss_release buffer() T GSS-API/Nw 7 7 —®D msg_buf & xmit_buf Z R L £
T, HWT,. sign server() Id. gss delete sec context() TA>TFTFANZEMEL
N

test_import_export_context() B D £

GSS-APIZfffd 2L, A>T FAMEZLVAR—FBIRAS OR—-—FTEET, &
KD, IV FTOATOY S LAORESTOCAMTIA Y TFANERAET
Z X9, sign server() [ZIIBEEMEGEH DBI%EL test import export context() A3 1
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F9, OB, ACTFFANDOIV AR—KEA 2R —FNEDL D ITHERE
BMMERLET, test import export context() i, I TF A %Ot AR TiE
THOTTIEIHD EH A, test import_export context() V&, AT FAKNEILY A
R—hRT2DITMhNo R ZZR L, KRIZ, 1 2B — T 2DI20hh - 2k %
F/RLU E T, test import export context() I, FEERICIIHEREL 72N BAXK T

M. GSS-API DA 2 R— b BRULY AR — MEREZEZ EO LS ITHA TR WNERL
TWET, £/=. test import export context() I&. I T F X MEERFD Y 1 LA
G T DN BRLUTHWET,

test import export context() DYV —Ad—R%&, RIZIRLXT,

F-ZOYV—AOA—RENE, ¥ O0—Rb2y—n565 T >0—-RT5ZEHAH
T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % ZxHA
LTLZEWN,

#l6-5 test_import_export_context()

int test import export context(context)
gss_ctx id t *context;

{
OM_uint32 min_stat, maj stat;
gss_buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min_stat, context, &context token);
if (maj_stat != GSS_S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context token.\n")
return 1;
}
memcpy (copied token.value, context token.value, copied token.length);
maj stat = gss import sec context(&min stat, &copied token, context);
if (maj stat != GSS S COMPLETE) {
display status("“importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday(&tml, (struct timezone *)0);
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fle-5 test_import_export_context() FiZ)

if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss_release buffer(&min_stat, &context token);
return 0;

GSS-API Y —N\—=BIDoZ U =27 v 7T
main() BAEUCR S &, 77U —2 3 »idgss release cred() TH—EZXD&EKZE
HIBRL £, HMEO OID WIEE SN E. 707 T A3, gss_release oid() TE
DOID ZHIBRL7zd & FEITEKTLET,

(void) gss release cred(&min stat, &server creds);
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SASLZE{FERT D7 7Y —2 305

SASL (Simple Authentication and Security Layer. fiZilattF 2V 7+ —E) 1L, &
FallTF4—TL—=ATU—=UD1DTY, SASL( TH)b) EFEE) I, HER—A
D70 DN L TR —EAZRMETH1EN, AT a > TEREET—ER
EHEMET—EXBIRELET, ZOETHOIHRIE. ROEBDTT,

n 133 R—20 [5G+ 1) T 1« —/& (SASL) DFFT
n 148 X—TD [SASL D]
m 151 R—TD H—EZ2710/)N1 4 D SASLJ
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BSREL T+ 21U T « —JE (SASL) DIEN

RENICELZE S TWAHRERD D XT ., T—N—MET F17 > MIOH TR
FENTE T TS E, = N—ET AT 2 RME EhoTaNnNT s —ERAETES X
2RV ET.

ROBNE, BIRFET —% 2% T 5D, $—N—&7 7107 > FHEICBIT2H
BERZRLIEZDHDTT,
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SR+ 2 U T « —JE (SASL) DIEN

7-5 SASL ZR&F: Y —/N—FT— 4 OULHE

’754’7"/ b DEIE #—/de)éJJf’E
SASL R % | SASL P
H— N —p S EYE T | F4aEISAT L MOEE [T

SASL_OK /B0

v RV1E

AT SASL_CONTINUE

sasl client step() OFFUH Uid—

ERKEIhiT—2OMIE

V' N

I7- /EuEr
F1v7/ SASL_INTERACT

SASL_CONTINUE
SASL_OK

SASLTF—4%%
TIIAT > b S5EIE

SASL
F— g %4 — N —DEfE

AV

SASL_OK

SASL_CONTINUE

sasl server step()

SASL_CONTINUE
SASL_OK

DU L

146 OracleSolaris €+ 2T 4 —HY—EXBAFEAA R - 2011 F8A



BSREL T+ 21U T « —JE (SASL) DIEN

SASL DR Z M L BEM

tTFaU T —BOFELZBEET SHITIL. sasl getprop(3SASL) B> Tt

Fa )T ¢ —BRELRE(SSE) DEN 0 LD HREVWNESINZHRLET, EFaV
T4 —BOWEMNTONTWEGE., 75147 > b &Y — /NIRRT HE R
DSSEEMHTHILENHODET., 7 IA47 > hEY—N—[HDOTFT—& L, &
SEDG G ER = HETHONET, JOhINICE->TIZIAT > MERE

Y —=N—IZT—FMNEEINDAEIIT. T—F T sasl_encode() WiEHINET, ZE
fITIE, EZIZ. sasl decode() ICL-> TT—NEFLINET, &F2V

T A —EOTENRESNTWEN S T2HE. TOSASLER I > TF A MILEDHD
FHA, LENST, 2OATFAMIBEELZIIEFHAL TOhENER A,

SASLtzv 3 3 > DRI

SASLEEfi O > T F A NEMRINT HHENHDHDIE. TDrya  ZHEAMALERN
AT T, sasl dispose() Id. SASLEEH I > TF A b EBEHETHTRTDY
V= 2AB IO MR L £, sasl done() ZIEONHTHE. T ORIIC SASL #4f5¢
AT FAREWELTHBSDLEND D ET, SASLERICHTHOATFARY
V=AM 5 Z &1, sasl done() DEETIEH D FH A, 147 X—

D Mibsast DV —>27 v 7| 2L TIZIN,

SASLt v T a3 UM S BB, TRTORENREKR S NS TREENH 2 500, B
B AR INET ., SASLE v a E2BlT20ENH LD, D
tyva  EHENHALRWEEZTTT., 2NDNOSE. Jloty s a > NED
SASLIREEZHAIATEET, VIA4T7 2 hEY—N—DEESH, sasl dispose()
Zffi> TSASLHER > T F A M2l £,

libsaslD& ) —>7 v

ZDAT YT T SASLTAT IV ET T4 DTRTOY Y —AZfE L F
9. 77147 > hEY—/)N—IT sasl done() ZMEUNHT I & T, libsasl() DY
V= AEMRIL . TNTDSASL 7T 7 A > i ABEER L £9 . sasl _done() 13
SASLEEfE I > T F A NEMMLER A, 77U —2a > MNSASLY A7 > KT
HHO., MDOSASLT—N—THH 5L, sasl done() ICELDTSASLY T4 7 > b
ESASLY—/N—RFHFDU) — AR EINZHITEBR LT ZSW, VI14T >
re B=N=DWTNND) Y —ZADAZEMRNT S LT TEERA,

FE-7177UNTsasl done() ZFNHIRETIIH D FH AL, 7TV

r—3a YW T sasl done() ZMFUNH T ERICIE, libsasl 2 L TWAREEMED H
H5IRTOIAT IV EDTHERBMETESL LI, MODEEEILDLENDH D
E I
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T 29477 T =2 ES—N—=T T r— g UEICBITS
—REVRSASL w2 a U ERLET, ZOFIOERTFEIEIIROERDTT,

1. 7947 b7 7 r—a i3, lbsasl 2@HHE L. RO KIEa—)L)Nw 7
ERELET,

SASL_CB_GETREALM

SASL_CB_USER

SASL_CB_AUTHNAME

SASL_CB_PASS

SASL_CB_GETPATH

SASL_CB_LIST_END

2. Y=N=7 T Ur— 3 3, libsasl 2L L. KROKBEI—IV)Nw 7 %2 3%
EFLET,

= SASL CB_LOG
= SASL _CB_LIST_END

3. 7947 M3, SASLEER I > TF A NEERL, tFaU T —7 0N
T4 —%REL. FIHAJELEEDY X hEY—N—ICERLET,

4. H—NN—I&, SASLEEH I > TFAREIERL., EFaUTs—T0NT 4 —%%
T L., WY SASLEERED ) A M 2RSS L., N2 7147 > MIERELET,

5. 7947 M3 FIAREREEDOY Z 8 Z2EE L. HREOHEZRINL., £0
%*Rbft*%*%&nunﬁj— A et —)N— \_Lfnbij—

6. HNWT, VA7 &Y==, #FitEtFaU 7T —BORHENETT S
F T, SASLT— 2L ET,

7. BAEMTETTDHE, V947 hEY—N=IF, BF2U T —BOHENTD
mttaﬁéﬂmbi? D347 RITAMA =2/ EILLET, &
DAL= NY—N—ICEEEINET., ==, BIEL—T—D
A—Y—%HEZDOLI—F—DLILLADBRELET,

8. —N—id, ke Avt—T%2%E, HEk. BROEAILET,

9. 77147 > &, sasl dispose() ZFFONHLTYZ 47 > MDD SASL##Hi > T
FARNEMBLUET, HN T T147 > Mid. sasl done() ZFEONH LT libsasl
DU — AL ET,

10. Y —/N—1d. sasl dispose() ZFEXHE L TZEDV T4 7 > hDOEHI > TF AL
TR L £,

RIZ, 75/(7/1\&'& N[OOI DRk TZRL £T . libsast NOIEUH
UOVEAET H N O L NEDNZRSNTNET, BEHB I OZERNC
KDENTNDT —HEEDBRRINTNET, b, T I/ EINEX
TEREN, TOEBITIHEITTAREINTWET ., BETHNY 7147 > FO5HEIR
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v B=N—08Eds: LFERRINET, W7 TV r—3>0y—Ad—

WTIE, 8D [SASLY — 23— Rfil] 2R T 7230,
2947 >k

% doc-sample-client

*#k* Calling sasl client init() to initialize libsasl for client use ***
*** Calling sasl client new() to create client SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Waiting for mechanism list from server...

N

% doc-sample-server digest-md5

*#** Calling sasl server init() to initialize libsasl for server use ***
*** Calling sasl server new() to create server SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Forcing use of mechanism digest-md5

Sending list of 1 mechanism(s)

S: ZGLnZXNOLW1kNQ==

7747 > b

S: ZGUnZXNOLW1kNQ==

received 10 byte message

got 'digest-md5’

Choosing best mechanism from: digest-md5
*#*k Calling sasl client start() ***
Using mechanism DIGEST-MD5

Sending initial response...

C: RETHRVNULU1ENQ==

Waiting for server reply...

N

C: RELHRVNULU1ENQ==

got 'DIGEST-MD5’

*** Calling sasl server start() ***

Sending response...

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM\
sbT0iam@xMTQxNDIiLHFvcDOiYXV0aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0@ic\
QwLHIjNCO1INixyYzQilLG1lheGJ1Zj0OyMDQ4LGNoYXIZzZXQ9dXRmLTgsYWxnb3IpdGhtPW1k\
XNz

Waiting for client reply...

7747 2k

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\
sbT@iam@xMTQxNDIiLHFvcD@iYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0ic\
QwLHJIJNCOINixyYzQiLG1lheGJ1Zj@yMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3JpdGhtPW1k\
XNz

received 171 byte message

got 'nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
realm="jm114142",qop="auth,auth-int,auth-conf", cipher="rc4-40, rc4-56,\
rc4",maxbuf=2048, charset=utf-8,algorithm=md5-sess’

*** Calling sasl client step() ***

Please enter your authorization name : zzzz

Please enter your authentication name : zzzz

Please enter your password : zz
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*** Calling sasl client step() ***

Sending response...

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbmOuY2U9IklicGxhRHIZNE4\
yVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM9Iixjbm9uY2U9InlqZ2hMVmhjRFIMa0@Fob\
tDSOP2WVUXMUM4V1INycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODIIMmRmNzY4YTJIjYzkxYjJjZDMyYTkOZWM=

Waiting for server reply...

N

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbm9OuY2U9IklicGxhRHIZNE4\
yVm51Qz L5MTZOYWxUOVcvanUrcmp5YmRqaHM9Iixjbm9uY2U9In1qZ2hMVmhjRFIMa@Fob\
tDSOP2WVUXMUM4V1INycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWdlc3QtdXIpPSJIyY21kLyIscmVzcG9uc2U90TY\
ODIIMMRmMNZY4YTJjYzkxYjJjZDMyYTkOZWM=

got ’'username="zzzz",realm="jm114142",\
nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
cnonce="yjghLVhcDRLkAhoirwKCKIvYU11C8WSrr2UZnHGedrY=", \

nc=00000001, gop=auth-conf,cipher="rc4", maxbuf=2048,digest-uri="rcmd/",\
response=966e978252df768a2cc91b2cd32a94ec’

*** Calling sasl server step() ***

Sending response. ..

S: cnNwYXVQaDQyYjEzMzRjYzU4ANTEAMTEWOWM30TdhMjUwY jkwMzk30Q==

Waiting for client reply...

2747 2k

S: cnNwYXV@aD0OyYjEzMzRjYzU4NTE4MTEWOWM30TdhMjUwY jkwMzk30Q==
received 40 byte message

got 'rspauth=2b1334cc585181109c797a250b903979"’

*k* Calling sasl client step() ***

C:

Negotiation complete

*** Calling sasl getprop() ***

Username: zzzz

SSF: 128

Waiting for encoded message...

N

Waiting for client reply...

C: got ’' *** Calling sasl server step() ***

Negotiation complete

**% Calling sasl getprop() to get username, realm, ssf ***

Username: zzzz

Realm: 22c38

SSF: 128

*** Calling sasl encode() *** sending encrypted message ’'srv message 1’
S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loaj iwABAAAAAA==

747 2k

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==
received 34 byte message

got '’

*** Calling sasl decode() ***

received decoded message ’'srv message 1’

*** Calling sasl encode() ***
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sending encrypted message ’'client message 1’

C: AAAAIRAKTEMYON9X4NXkxPc30TFVAZUnLbZANqzn6gABAAAAAA==

***% Calling sasl dispose() to release client SASL connection context ***
*** Calling sasl done() to release libsasl resources ***

N

Waiting for encrypted message...

C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZANgzn6gABAAAAAA==

got '’

*¥** Calling sasl decode() ***

received decoded message ’client message 1’

*** Calling sasl dispose() to release client SASL connection context ***

H—EX7O/NA 5B SASL

ZITWL SASLY 7Ur—2a VITH L THCZ OO —EX 2T 275
TA > DIERIEITDWTHIIL L7,

F-T AR— MERAIOZ8, Solaris SASLH—E A7 0/NA ¥ A >4 7 = — A (SPI)
12, Solaris UISND Y T4 7 > b BXOY—N—HETZ 71 CHOEF 21
FA—LAY—FEHR—-—FLERA, TOED., Solaris ISD 7 T4 7 > +FBLN
Y= N—HEE T T 7 A A, BEMEY—E X 2138 J“li"j‘ PRzt TE £
No Solaris DYV T4 7 > hBXNY—N—HE T 71 1 ZDHIBRIEH D £
A,

SASL TS0 A4 2 DHE

SASLY—EATONA YA T—A(SP) Z2ffid &, 5571 > & libsasl 71
77UW®Lhm7%&ﬁDi? SASL 7S 71 V3@BH. HEI1T7I70ELT

BEINET, 1 D0HEITA T TV, BHEODSASL 7T 71 > %1 DL BB
T% T3, £HEIATTURND T T 71 21F. libsasl iZ& > Tdlopen(3C) B TH)
HicAH—7>3nE9d,

¥z, TITA 3 libsasl ZFOHTRED Y 77— a AATEITNA > R
THZEDUEETT, TOLEEEOT I 71 2 &HMADIC

Id. sasl client add plugin() BE%¥tFE /=13 sasl server add plugin() BA%ZEMH AL £
I, EE5EFHTEINE. TOT7 TV T—a NI4T~ =N —D

NWITNTHDEINITED ET,
Solaris A XL —F ( > AT LAND SASL 75 71 2d. ROEM:Z - THEN
HOET,
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w ESATIVNDTITTA L, BRHNRETREL T2 7 b7 7 AL (S
DT 7 A IIEERETIE . so) NI I N TWABHRENH D T,

s T I EIREERRER RIS SN TWARERH D FT, TI7714 DM
ZFI1Z1E SASL,_CB_VERIFYFILE d— )L /)Nw ZMEFH S NET,

. TSI VFEYBI S RURA D REEGATWAREND D T,

" SASLZTAT>RDTI742DIN—2 3 28, SASLY—N—DHnd 575
TAON=23 IC—HLUTWBLENRHDET,

» T4 VRBEFCHIMETE 26ENH D T,

s TS CDONAFUZA T, libsasl DINA FU YA TIZ—FHL TW DL
MH0ET,

SASL 7571 NIRD4DDOHFITYICHEINET,

VRN T WA R/ I
HY—N—HE 7571
BT ST

auxprop 777 A >

sasl client init() BARZIEOH T &, FIHWEERITRTOY IAT7 > N TS5 T4
SINSASL 7 TA T 2 MTHAIAENE T, sasl server init() B AT
ELH=N=TF 54>, EBEILTSTA1 . B Wauxprop 7T 71 2 SASL
B —N—IZiHAAENE T, sasl done() ZIENHT &, TRTDOT T 71 2 0GiH
ABIRERINET,

libsasl 37 7 71 > #HEREFIC, SASL_CB_GETPATH 2 —)VNw 7B, 7 %)L b
INZADWTNNZEMAL FT, SASL_CB_GETPATHZ. 7771 BZET 4 L7 b
Joao > XYY A M&EIRLET, SASL I > > 22— 7N SASL_CB_GETPATH
d—=)VNy 7 Z48E LB E. libsasUEZTD =)L\ 7MW 5IR S NZ/NA %
ffio TRREZITVWET., TNUNDOEE, SASL I > 2 a—<I3I/NA FU &Y A TITH
ST BT T H ) NN ABHHTEET,

= 32Ew K SPARC 7V —F 757 F + —:/usr/lib/sasl
= 32Ew hx8 7V —F TV F v —:/usr/lib/sasl
| |
n

64 £~ b SPARC Y —FF 2 F ¥ —:/usr/lib/sasl/sparcv9
x64 7 —F 5 F ¥ —:/usr/lib/sasl/amd64

libsasUIEFHARA T O AD—EEL T, YR—FINTVWERHN—a >0
A ERRHLUEST, 20T I 710203, N—Ta bt 2R L =GR
RLET, N—a3 N LSS, libsasWZFTD T I T A1 2 G IHIAAE
T, WHED/N— 3 > %= (SASL_UTILS_VERSION) |34 T,

BEDT 74> 00N TT 58, DT T7 145 libsasl EDBIDOFNLL
FEDBEITHE LI D EEREENLT 2N ENDDET, T340
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=

sasl utils t HEKZME S T libsast ZFEFONH U £ 9. libsasUid, KOMEA

KEENDTPURA Y 2> TT I U1 2 EBELET,

sasl out params t
sasl_client_params_t
sasl server params t
sasl client plug t
sasl server plug t
sasl canonuser plug t
sasl auxprop plug t

NS OHERDY — 23— Rid, SASLAY Y =T 71 IIVANICEHEENTVWET, #
BEERIZDWTIL, RO THHALET,

SASL 7S04 I 2EESEER
libsasl & 7571 EIOMEEIZ. KOMEREH > TERINTHET,

sasl utils t-sasl utils t#EERICIE, S EIFERI—TFT 0T —F%k&E3
D2OAXTFAMERNEENTNET,

COBERICEENTVWEEIL—T 0 U T« —BEEIZ. 771 D BREMT
OfZEARKE L THAREL X7, TN 50O DL <L, libsast DN > %
T T—=ANDRA 2 HIZHBOTWET, TI740 03 S5O ETSASL I
2T a—RIZIEDIVEND HEEERE. libsasl ZHEHEITFONHIHEITIH D £
A

libsaslid sasl utils t HIZ3 DDA FTF A MZEKL £,

® sasl conn_t *conn
® sasl rand t *rpool
= void *getopt context

sasl utils t ND conn BRI, 72E AT T 71 2 DiAAARED XL SIT, EEE
IIIRFE OERICBEEM T SN TWRWEENH D £T ., TNLNDEE. conn
IESASL 0> 22— DSASLEEHRE D > T F A B TY . rpool ZREULELEAE pkBI%L
AT, getopt_context {&. getopt() B TREAIREDFTFARNTT,

sasl _getopt t(3SASL). sasl log t(3SASL). BXL W sasl getcallback t(3SASL)

sasl out params t-libsaslld. sasl out params tHi&EAZIER L. TNEV 5
A7 > NERITT—/N—D mech_step() ICIEL ET ., ZDOHEARZEL T libsasl
ICIRA 5NBHEMRIT. BALDIREE, authid. authzid. maxbuf. HT{EFHEHD

ssf. BEUIT—F O E/AEFLICET 2ERTT,

sasl client params t-sasl client params t fi&ERIX. libsast N7 717 >k
DIREEZERFTEDSASL 7 147 > MERICIET 0TS, J0RE
T—HDREEIE. VAT MEEOT D FUKRA b
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mech new(). mech step(). BXUWmech idle() MFEHINET, £
7=, canon_user client() T RURA > MNIHT TA 7 > MRIEEZETHEND
D i‘g‘c

= sasl server params t-sasl server params tfiE{Rid, H—/N—flicHB N
T. sasl client params t IZI/z#REZ R/ L £ 9,

D2AT7 T4

DIAT RT3 7947 2 MIOD SASL il & T 5 7= DI H I 1
F9. VIAT O NTITA L8R, MInT HH— A~7774/&&%

N lr—bENET, 1 DD IAT N TIT710 2020, 1 DB ED7S5147 >
NMAlD SASL BRI E FNTNET, %ma7747/b%% \mﬁmﬁf B
WA, EETESEEHEEZYR—NLET., SEENE S OEEEICOWTH
T LIERIE. KOEBDTT,

NAI I

tFaUT 0 —T7 I DRKE

7T A HERE

TISTA L EGFERT SOOIV Ny 7 70T KD

7947 > NT T A T sasl client plug init() 2LV AR— hT2HENDH D
%9, libsaslld sasl client plug init() ZMFONHT ZET, T A&7 54
7ML L ET, 7T A 2ld sasl client plug t R ZIR L £

9, sasl client plug t DMEAET B RDLT > FUMRA > Mid. libsasl 23K 2 IR
MBI I NE T,

® mech new() -7 17 > MIEBPIIARFIC sasl client start() ZMEUNH L ET
N, OB mech_new() ZfEH L £9 . mech new() [IHEHEICIEA O#IHHEL 2%
fTLET, BREWSCT, #EaTFAMNED L TENET,

" mech step()-mech step() I, sasl client start() & sasl client step() 25
OCHENET . mech new 7)§u§2Zﬂﬁém7’:% &L mech step() M7 T4 7 > MM
TRIMEFEITLUET, RT3 mech step() 75 SASL OKﬁSLéj’L
£9., BMOT— &ﬂb%ﬁ%é‘M$xDNmum#@émi¢ ARREIZ B
L7e6, SASLTS—d— ]‘73‘3;'531?3‘ ITI—NRAELRLYE seterror()
IMPEH SN FE T, FBREICERIN L7235, mech step() 1. E@ﬁ'@két’:\:JU
T4 —EBOERETI—INY I EED saslioutiparamsit WG AR 2 X TN EE N D
D £7, canon user() BIEUL Z DHEEARD—ETI, canon user() I&. 7717
> NIRFRFEID EKGRID & %15 L BRI S N D BN H D £7,

= mech dispose() —mech dispose() {d. I TFANNELII/ O —ATEX555
IZIENHE SN EJ. mech dispose() 1 sasl dispose() 1L > THENHHENET,

= mech free() —mech free() |& libsasl D& TRHCIEONH T FE T, mech free() IT
£o T, ZOTIT7A4 NTHT 2T RTOKIBIRENHERSNET,
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Y—N=TZ04

Y—N—T5 714 d, —N—MDSASLITHZEHTS/-DIEHINE

T, BY—=N—=TZ 71 3@, RTI4TN T34 2EEHIC

N —IEENET, 1 D0 —N—=TF 71 1Zid, 12U L0 —N—flD
SASLBEREMNE ENTWET, & SASL H— /N —H§HE13. mﬁwﬁf Mz,
Ta TEAEEEEEEYR—- LTI, SEENE S OB D WTIRMT
HIERIT. KDOEBDTT,

SSF D KAl

YFaUTF =TTV DEAM

7571 HERE

TSTA L EGRT SOOI —)Ny7ETO2 T MID

Y —NN—=TF A ld sasl _server plug init() ZLYV AHh— T HHENH D F
97, libsaslld sasl server plug init() ZFFOHTZET, I35 40 2%
H—N—RICWHEL £9, 7771 >lidsasl server plug t &R ZIRL F
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#pragma fini(pkcsll fini)
static void pkcsll fini();
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static void
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{
(void) pthread mutex lock(&pkcsllmutex);

/* If CRYPTOKI is not initialized, do not clean up */
if (!initialized) {
(void) pthread mutex unlock(&pkcsllmutex);
return;

}
(void) finalize routine(NULL PTR);

(void) pthread mutex unlock(&pkcsllmutex);
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KDV A R, Solaris BEH L7 L — LT — 2 ND pkesll softtoken.so 2VH R — ~g°
% PRCS#11 B Z T TUHNTR LB D TT,

—‘ﬁQfﬁf%-C_Initialize()‘ C_Finalize(). C_GetInfo(). C_GetFunctionList()

vy EH-

C OpenSession(). C CloseSession(). C GetSessionInfo(). C CloseAllSessions(). C Login().
A0y MEBBIN—7 EH -

C GetSlotList(). C GetSlotInfo(). C GetMechanismList(). C GetMechanismInfo(). C SetPIN(
5k 1B =1L -

C EncryptInit(). C Encrypt(). C EncryptUpdate(). C EncryptFinal(). C DecryptInit(). C [
C DecryptUpdate(). C DecryptFinal()

Avt—=IF 4P A b -

C DigestInit(). C Digest(). C DigestKey(). C DigestUpdate(). C DigestFinal()

Bt & MACHE -

C Sign(). C SignInit(). C SignUpdate(). C SignFinal(). C SignRecoverInit(). C SignReco\
G -

C Verify(). C VerifyInit(). C VerifyUpdate(). C VerifyFinal(). C VerifyRecoverInit().

“HHANOK; 5B -
C DigestEncryptUpdate(). C DecryptDigestUpdate(). C SignEncryptUpdate(). C DecryptVerif

EL%&EEBE-—C_SeedRandom()‘ C_GenerateRandom()

FTTx U MEH -

C CreateObject(). C DestroyObject(). C CopyObject(). C FindObjects(). C FindObjectsInit
C_GetAttributeValue(). C_SetAttributeValue()

PEETE — C GenerateKey(). C GenerateKeyPair(). C DeriveKey()

PKCS#11 Z{EA T 72O DEHEL

-
—

ZTld, PKCS#11 2T 2720 DD E, ROBDITOWTHHAL E£T,

169 X— @ [PKCS#11 BI%L: ¢_Initialize()]

169 X— D [PKCS #11 B9%L: ¢ GetInfo() |

170 X— D [PKCS #11 BI%L: ¢_GetSlotList() ]

170 X— @D TPKCS #11 BI%L: C GetTokenInfo() )

171 X—2 @ [PKCS #11 BA%: c_openSession() ]

172 X— D [PKCS #11 B%K: C_GetMechanismList() ]
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iE-libpkesll.so 7 7 F U TIXTRTD PKCS #11 BRI FH ATHEIC /2> T &
9, C GetFunctionList() PH%cZ A L CHIFA rTRE/RBEE DY X 2 EfS T 240213
HOEYR A,

PKCS #11 BE%4: C_Initialize()

C Initialize() [&PKCS#11 71 7 F U ML L £9 . c Initialize() DHESLIIAX
DEBDTY,

C_Initialize(CK_VOID_PTR plnitArgs);

plnitArgs 1. ZEfE NULL PTR E721& CK_C_INITIALIZE ARGS HEIERNDRA >4 T

9, NULL PTRMEE S NZHE. 1 7 F Ul Solaris DA v 7 200w 7
UIF4TJELTHERTAZET. ALY RICKXDNH AR EERANDT 7t
AZEHIEL £, Solaris g Hb 7 L — AT —VI3MAEHMO v 7 2217 AN/anZ
CFICHELTLZI WV, TOEERD cryptoki 71 77 U1d. JIVF AL w RYULEE
ERENDONRINCUIE L ETDT, NULL PIREZFHAT S22 L2BEDOLET, £
27 7V —3a »WNT, phitArgs Z i L T
CKF_LIBRARY_CANT_CREATE_OS_THREADS 72 ED 7 T 7 Z%ET 5 Z EHHRET
9, C Finalize() &, 77U —2a »MMPKCS#11 71 77U EERA LK&bD-7/7=C
EERBEHILET,

E-C Finalize() 1 ZRLTIA 7 UL SIFOH L TldWTFEH . —
IZ. C Finalize() ZIFUHL TRy a &2/ 0—X952&37 ) r—a
DELETY,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C Initialize() [ ZXDREVEEMFHL ET,

= CKR_ARGUMENTS BAD
= (KR CANT LOCK
= CKR_CRYPTOKI ALREADY INITIALIZED - ZDIL T —|IHmMmMATIIH D £H A,

PKCS #11 B8%4: C_Getinfo()

C GetInfo() I, cryptoki 71 7 VBT BBIFICEREN—T a S IHEREREL
£9. C GetInfo() DHEIIRDEBDTT,

C_GetInfo(CK_INFO_PTR plnfo);
C GetInfo() lTRDEZRL E£T,

m  cryptokiVersion = 2, 11
®  manufacturerID = Sun Microsystems, Inc.
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CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR., CKR_HOST_MEMORY. CKR_OK
IZHIA. C GetInfo() IIRODEDEZMEHL 7,

= CKR_ARGUMENTS_BAD
= CKR_CRYPTOKI_NOT_INITIALIZED

PKCS #11 BE%4: C_GetSlotList()

C GetSlotList() /&, FIAMAE/R ATy hDU A N ZESL £

97, pkesll softtoken.so LIS DEEEAL 7 TINA A > A =)L I N TR W
£, C GetSlotList() MBIRSINDDIE. T I+ bDAOY RZETT

9, C GetSlotList() DHEIIRDEBD T,

C_GetSlotList(CK _BBOOL tokenPresent, CK_SLOT_ID_PTR pSlotList,
CK_ULONG_PTR pulCount) ;

tokenPresent I TRUE ZiRE L7256, F—0 >0 EFEET 5 A0y MEITFITBREBE S
MEEZNET,

pSlotList IZ NULL_PTR Z&¢7E L7256, C GetSlotlist() FA Oy T ZIRL £
o pulCount |ZA Ty MIZEMMT 2 H/AANDRA >4 TT,

pSlotList I ATy NEAZHIT BNy 7 7 —~DIRA 27 & i@ LIzYia. *pulCount
1213 CK_SLOT_ID EH D PR A ZRE L £9. ROKITIE. *pulCount IZ
CK_SLOT_ID ZEDEBR DB E S NET .

HEH. PKCS#11 7 7Ur—3 3 3¢ GetSlotList() & 2 IO L £9, 1[0IHD
C GetSlotList() MELXHIL Tld, AEU—ZEDYTHHMWTAOY MMzlfsL £
9, ZLT2EHE®DC GetSlotList() FEXH L Tid, A0y FZ2EEL £,

E-AOy FOEFRRIEENEEAL. A0y FONEFIE. PKCS#11 71 7 51 &3
AR T=NTED L RN H D £7,

CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C GetSlotlist() IZRDREDEZGEHL £

= (KR ARGUMENTS BAD
= (KR BUFFER_TOO SMALL
= CKR CRYPTOKI NOT INITIALIZED

PKCS #11 B8%4: C_GetTokenlInfo()

C GetTokenInfo() l&. KFED F—27 BT 2 EREZIISL £,
C_GetTokenInfo() DG ITRDEH D TT,

C_GetTokenInfo(CK_SLOT_ID slotID, CK TOKEN_INFO_PTR plnfo);
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slotID V. HO ~—27 2925 A0y hDID TY, slotIDIE. C GetSlotList()
MBIRINZAZNRID TRIFINIR D £/ Ao plnfold, b—27 NEREKNT 585
FiNDRA 5 TT,

pkcs1l softtoken.so N1 YA R —)LINTWBME—DTONA Y TH 2
£, C GetTokenInfo() IFRD T 4 —)V R&EfEZERL ET,

s T ~N)| - Sun Software PKCS#11 softtoken,

s T
CKF DUAL CRYPTO OPERATIONS. CKF TOKEN INITIALIZED. CKF RNG. CKF USER PIN INITIALIZ
L TN CKF LOGIN REQUIRED, 5D 7 T 71231 MR ESINET,

= ulMaxSessionCount — CK_EFFECTIVELY INFINITE 23i%7E 41 £,

= ulMaxRwSessionCount — CK_EFFECTIVELY INFINITE NiXE X,

= ulMaxPinLen - 256 D3R E I NFE T,

= ulMinPinLen - 1 2VF¥E SN E T,

= ulTotalPublicMemory IZ{d CK_UNAVAILABLE INFORMATION Z3i%/E S 41E£ 7,
= ulFreePublicMemory {Z{d CK_UNAVAILABLE INFORMATION 3i%/iE S41E T,
= ulTotalPrivateMemory |Z I3 CK_UNAVAILABLE INFORMATION 73R 7E S 31E T,
= ulFreePrivateMemory {Z & CK_UNAVAILABLE INFORMATION Z3iXiE S 41E F,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
IZINA. C GetSlotlist() IRDREVEZMHHL 9.

CKR_ARGUMENTS BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

KOROEIL, 5714 >3NEZN—FIx27 b—27 2 ICETSHDTT,

CKR DEVICE ERROR
CKR DEVICE MEMORY
CKR_DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 B§%5: C_OpenSession()

C OpenSession() 21X, 77U r— 3 V3K ED AT Y NNOBKED h—2 >
DM TRty > a > &I TEE T, C openSession() DT KD EBD T
‘a_c

C_OpenSession(CK_SLOT_ID slotID, CK_FLAGS flags, CK VOID_PTR pApplication,
CK_NOTIFY Notify, CK SESSION HANDLE PTR phSession);
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slotiDIZA Ty D ID TY . flagsld, v a > ZHAZBZARRICTIN. HHWN
AR HHICT 50 ERUET . pApplicationld. 77— a itk ->T

I—=IUNy ZHELTERSINIZRA 2 FTY, NotifylZld, 7> a>oa—)b
Ny JBIE DT RUADMEIENET . phSession 1&. v >3 2\ BILOKENY
Fr~NDRA 25 TT,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR., CKR_HOST_MEMORY. CKR_OK
IZHNZ . C OpenSession() IZRDREVHEEFEHL £7,

= CKR_ARGUMENTS BAD

m (KR CRYPTOKI NOT INITIALIZED

® (KR SLOT ID INVALID

m (KR _TOKEN WRITE PROTECTED - st AD HEHDO h—27 > TRINEX T,

KRORVEIL, 5714 >3NZN—FR Iz T7 b—27 2 ICETEHDTT,

CKR_DEVICE ERROR

CKR_DEVICE MEMORY

CKR_DEVICE REMOVED

CKR_SESSION COUNT
CKR_SESSION PARALLEL NOT SUPPORTED
CKR_SESSION READ WRITE SO EXISTS
CKR_TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

PKCS #11 BE%4: C_GetMechanismlList()

C_GetMechanismList() I&. fEEIN/Z b=V > NYR— T 2HEY 1 TDU A K%
5L £, C GetMechanismList() DEITRD EB D TT,

C_GetMechanismList(CK SLOT ID slotID, CK MECHANISM TYPE PTR pMechanismList,
CK_ULONG_PTR pulCount) ;

slotiDVE, HEO =27 2292 A0y O ID TY . pulCount | IR Z 88T
BT NDIRA > % TY, pMechanismList \ NULL_PTR Z &% & L7256, *pulCount
ICHEREDNIRENET. TN DGE. pulCount IZITU A DY A X

% . pMechanismList \Z\&J A R &AGHT 5N 7 7 —~DHRA > ¥ %, ZTNENHRE
THLENHDET,

PKCS#11V 7 N h—=2 2INT 714 >IN TWDEE. C GetMechanismList() 75
RBEINnsYHR—MEHEY X ML, ROEBDTTY,

CKM AES CBC
CKM AES CBC PAD
CKM AES ECB
CKM AES KEY GEN
CKM DES CBC
CKM DES CBC PAD
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CKM DES ECB

CKM DES KEY GEN

CKM DES MAC

CKM DES MAC GENERAL
CKM_DES3_CBC

CKM DES3 CBC_PAD

CKM DES3_ECB

CKM DES3 KEY GEN

CKM DH_PKCS_DERIVE

CKM DH PKCS KEY PAIR GEN
CKM DSA

CKM DSA KEY PAIR GEN

CKM DSA SHA 1

CKM MD5
CKM_MD5 KEY DERIVATION

CKM MD5 RSA PKCS

CKM MD5 HMAC

CKM_MD5 HMAC_GENERAL

CKM PBE SHA1 RC4 128
CKM_PKCS5_PBKD2

CKM RC4

CKM RC4 KEY GEN

CKM RSA PKCS

CKM RSA_X_509

CKM RSA PKCS KEY PAIR GEN
CKM SHA 1

CKM SHA 1 HMAC GENERAL

CKM SHA 1 HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS

CKM SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER KEY DERIVE
CKM SSL3 MASTER KEY DERIVE DH
CKM SSL3_MD5_MAC

CKM SSL3 PRE MASTER KEY GEN
CKM SSL3 SHA1 MAC

CKM TLS_KEY AND MAC_DERIVE
CKM TLS MASTER KEY DERIVE
CKM TLS MASTER KEY DERIVE DH
CKM TLS PRE_MASTER KEY GEN

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
IZINA. C GetSlotlist() I TRDREDEZFEHL £,

= CKR_ARGUMENTS_BAD
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174

= (KR BUFFER_TOO SMALL
® (KR CRYPTOKI NOT INITIALIZED
» (KR SLOT ID INVALID

KRORVEIL, 5714 >3NN—FR Iz T7 b—27 2 ICETHDTT,

CKR DEVICE ERROR
CKR_DEVICE MEMORY
CKR_DEVICE REMOVED
CKR_TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

iR PKCS #11 B9%%

Oracle Solaris F§ 5L 7 L — LT — 2 Tld, BEHED PKCS #11 B DIFNIT, KD 2D
DG BEEN IR INTNET,

174 X—T D L5 PKCS #11 BI%L: SUNW C GetMechSession() |
174 RX—2 D L3R PKCS #11 BI%L: SUNW_C_KeyToObject |

7R PKCS #11 B8%%: SUNW_C_GetMechSession()

SUNW C_GetMechSession() {d. fHZBITY ., ZDRIEIZE T, Solaris B 51t 7
L—LT—7 %G8t £9, H T IO, B8 SN/ & D/IT
twialZEBBLET. SUNW C GetMechSession() DI RD EHB D TY,

SUNW C GetMechSession(CK MECHANISM TYPE mech, C\
K_SESSION HANDLE PTR hSession)

mech/NT A—% T, AT HHMZIEE L £, hSessionld. v a > O
Fi~NDRA >4 TT,

SUNW_C_GetMechSession() I&PNERAYIC. ¢ Initialize() ZFEONH LT cryptoki 71 7
U 2L £9, 1T SUNW C_GetMechSession() Id. C_GetSlotList() &
C_GetMechanismInfo() Zffi> CTHIFHRIRE/R A Oy FZEMB L. fEE I NTHEM % A
Teb—=20 2 ZREDIFTHUET. HROEEN R DN - 725

A, SUNW C GetMechSession() I3 C OpenSession() ZMENHL Ty arzAd—"7
> LET,

SUNW C_GetMechSession() (A EHFENHTHEIH D EH A, LML, KIT
SUNW C_GetMechSession() ZEEEIFENHE LZ2E L TH, KICHEIZECEE A,

1:5R PKCS #11 E9%1: SUNW_C_KeyToObject

SUNW C KeyToObject() Id. Fh##EA 7 =7 hEIERL £T, B Lco7Or 5
LE, EHTREMEERNEORT—Y ZIEET520LENH D £
J, SUNW_C KeyToObject () IZINERRNIC, HE S N/HMHICH T 2BOEEEZIE L £
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9, C CreateObject() IZK > CINHMAR#EA 7 7 MAOMERSNE T, Htv T
SUNW C KeyToObject() . C GetSessionInfo() & C GetMechanismInfo() ZME-ONH L
TAOY M EHEBOBHMERIGL XTI, £ LT, C SetAttributevalue() IZ

EoT. BA TV NORET T 7D ORBEEICHE > TRESINET,

A—H—LN)VOEET7 7 T—2 3> 0OH
ZDOHEITIE. ROFIZDOWTHBHAL ET,

175 R—2D [ Awt—I8 142 A O]

178 R—T D [ XHFREE 54k Dl ]

182 RXR—=T D B4 EMGEDH )
189 R—2D [T 24 LINA NERRDH

Ayt—I54 2 X MDY
ZDOHFITIE. PKCS#11 BB EE> TAN T 7 AIINE YA P2 A M EERL £
T, ZOFITIE ROFIEZFITLET,
1. 1Pz A NOBEZIEEL 7,
ZOHITIE. CKM_MD5 % 1 2= X MEEMEHRINET,
2. fHRESINZYA P AT INTY X LETR—FT520y hERRELET,

Z DBFITIL. Oracle Solaris Dfi 5 BIE SUNW € GetMechSession() ZfFH L TWE
3, SUNW C GetMechSession() . cryptoki 71 77U EA—T L FT, TDT
47 ZUIZ1E, Oracle Solaris 5/t 7 L — AT — 7 T &35 9 X TD PKCS
#11 BB E ENTWET, HETSUNW C GetMechSession() v&. H D KR Z fi
AlzA0w FERBLET, LT, By a il nEzd, ZOESEEK
13FEE, ¢ Initialize() FEO'H L. ¢ OpenSession() FEONH L. BIFE S 1
HEEZYR—FT 2520y NORRICKERTNTOI— R ERIZ%OHAEZ il
ATWET,

3. cryptoki DEHRZEIFL £,
ZOEMIERITIE, AvtE—F 1P A NOERICEREBERL EEA
M. C_GetInfo() BABDMHEZRTERTIZICGO THD XTI, ZOHITIE
A ITOID ZEEL TVWET., TOMOEHROA T a> &L T, N—=Ya >
ETATIUT—HHREFTEET,

4, A0y hefioTH AP A MUEEZETLET,
COHEEIIBIZ A= 1P2 A MOERFIEIZROEBD T,
a ANT7ANEF—TLLET,
b. C DigestInit() ZMOHL TH 1Pz A MLEZYIALL £

c. C DigestUpdate() Zffi>TFT—% % —EIZ 0T OUEL TNWEET,
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d Y12 A MUEEKT T 5720DIT. ¢ DigestFinal() Z2ffi> THELERY A
Pz AMZERGELET,

5. twa aEKRTLET,
D7 T AE. € CloseSession() Zffio Tty aazro—X
L. C Finalize() Z2ffio T4 75U/ 0—XLET,

Ay —=IF AT A MDY —Aa— Rz, RITRLET,

EF-ZOV—ZAO—RHNE, Yoo o—Re y =& 0—RT5ZEH0EE
T, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI % ZxHA
LTL7Z3N,

Flo-1 PKCS#11BEKIC LB A v —T %1 2 A MDOERK

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
#define MAXDIGEST 64

/* Calculate the digest of a user supplied file. */

void

main(int argc, char **argv)

{
CK BYTE digest[MAXDIGEST];
CK_INFO info;
CK_MECHANISM mechanism;
CK_SESSION HANDLE hSession;
CK_SESSION INFO Info;
CK_ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulbDigestlLen = MAXDIGEST;
CK RV rv;
CK SLOT ID SlotID;

int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;

/* Specify the CKM MD5 digest mechanism as the target */
mechanism.mechanism = CKM MD5;

mechanism.pParameter = NULL PTR;
mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki

* library, and open a session with a slot that supports
* the mechanism we plan on using. */
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Blo-1 PKCS#11BEEUIC KB Ay =41 P A NDOIER FiE)

rv = SUNW C GetMechSession(mechanism.mechanism, &hSession);

if (rv != CKR_OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);

}

/* Get cryptoki information, the manufacturer ID */
rv = C GetInfo(&info);
if (rv !'= CKR OK) {
fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);
}

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */
if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen")
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

}

/* Initialize the digest session */

if ((rv = C DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C DigestInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Read in the data and create digest of this portion */
while (!feof(fs) && (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0) {
if ((rv = C_DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;
}

bytes read += ulDatalen;
fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */
ulDigestLen = sizeof (digest);
if ((rv = C DigestFinal(hSession, (CK BYTE PTR)digest,
&ulDigestLen)) != CKR OK) {
fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Print the results */

fprintf(stdout, "The value of the digest is: ");

for (i = 0; i < ulDigestlLen; i++) {
fprintf(stdout, "%.2x", digest[il);

H

fprintf(stdout, "\nDone!!!\n")
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Fl9-1 PKCS#11BEEUC KB A Y =41 P A NDIERR (Fix)

exit digest:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

exit(error);

xtFREE =D B

#19-21%, DES7ILTIYU XL D CBCE— RZ2{Fi> THESLT 572008 Ty
FEERLET, ZOV—ZXd—RIZXROFIEZETLET,
1. r—yEESLET,

DES E#IHAIEAR Y MV EEFRLE T, 2 TR MLV EBICESL T
WETN, ZNUEHL ETTHTEHATT, IR MVEEICEHICERS
L. L THAMBALEWTZE N,

2. ATV hEEHRLET,
ZOFEETR, #OT > TV —bERETHIHENDHD T,
3. EE SN SLEEEZY R -5 A0y hERRLXT.

Z DHFITIX. Oracle Solaris D 5 B4 SUNW_C GetMechSession() ZffH L T\ &
F, SUNW C GetMechSession() ld. cryptoki 71 75U %EA—T > LFET, TDT
177 U121, OracleSolaris 5517 L — LT — 27 THA I 115 3R TD PKCS
#11 BB E ENTWE T, Hi) T SUNW C GetMechSession() 1. HAII DN % i
Al A0y hZBRRLET. TL T yialhbesngxd., OS5
13FEE, ¢ Initialize() FEO'HI L. ¢ OpenSession() FFONH L. BIRE S 11
THEEZ YR — 9520y NORRBICHERTNTOI— R &R OHEEZ i
ZTWET,

4. ZOADy hTHRES(EMEZFET LT,
ZOEREICBIT B EILOETFEIHIRDOELDTY,
a. ANMT77AINVEt—T2LFT,
b. BOA T SN RIVEERLET,
c. mechanism #§iE 1A Z i > THE &L 2 CKM_DES_CBC_PAD IZRRE L £ 7,
d. C EncryptInit() ZIO0NH U TR LA Z L L £7,
e. C_EncryptUpdate() Zffi>TT—4%Z —EIZ 0T OUHEL TWEET,
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f. BES LA 2 T 572012, € EncryptFinal() &> TR HLT — % O HiE
DEPZEIELET,

5. 2OA0y hTES{EAMZETL £,

ZOHEIIBILEAALDOETFIRTIROEBDTY., ZoESEUHEIT, TR
NHETOAREENTNET,

a. C DecryptInit() ZIFONH L THE S Z L £7.
b. C Decrypt() TXFHIERZUHL £7,

6. Ty a EKTLET,
ZO70a7 I AIE. € CloseSession() Zffio Tty aaro—X
L. C Finalize() ZfioTI4 75U a7 0—XL X7,

MR FLDY — X 32— Rz, RITRLET,

F-ZOYV—Ad—REIE, Yoo Oo—Rbe Ay —muyo>0—R95ZEH0RE
T9, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/

ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI e
LTSN,

Blo-2 PKCS#11 BE%IC K BWEHL#EA T =7 S DIERR

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Declare values for the key materials. DO NOT declare initialization

* vectors statically like this in real life!! */

uchar_t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, 0xef};
uchar t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, 0Oxcd, 0Oxef};

/* Key template related definitions. */

static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;

static CK OBJECT CLASS class = CKO SECRET KEY;
static CK_KEY_TYPE keyType = CKK_DES;

/* Example encrypts and decrypts a file provided by the user. */
void
main(int argc, char **argv)
{
CK RV rv;
CK_MECHANISM mechanism;
CK_OBJECT HANDLE hKey;
CK_SESSION HANDLE hSession;
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CK_ULONG ciphertext_len = 64, lastpart_len = 64;
long ciphertext space = BUFFERSIZ;

CK_ULONG decrypttext len;

CK_ULONG total encrypted = 0;

CK_ULONG ulDatalen = BUFFERSIZ;

int i, bytes read = 0;

int error = 0;

char inbuf[BUFFERSIZ];

FILE *fs;

uchar_t ciphertext[BUFFERSIZ], *pciphertext, decrypttext[BUFFERSIZ];

/* Set the key object */

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof (class) },
{CKA_KEY TYPE, &keyType, sizeof (keyType) },
{CKA_TOKEN, &falsevalue, sizeof (falsevalue) },
{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },
{CKA VALUE, &des key, sizeof (des key) }

+

/* Set the encryption mechanism to CKM DES CBC PAD */
mechanism.mechanism = CKM DES CBC PAD;
mechanism.pParameter = des cbc iv;
mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports

* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);

/* Open the input file */
if ((fs = fopen(argv[l], "r")) == NULL) {
perror("fopen")
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

/* Create an object handle for the key */

rv = C CreateObject(hSession, template,
sizeof (template) / sizeof (CK ATTRIBUTE),
&hKey) ;

if (rv != CKR _OK) {
fprintf(stderr, "C CreateObject: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;
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/* Initialize the encryption operation in the session */
rv = C EncryptInit(hSession, &mechanism, hKey);

if (rv != CKR OK) {
fprintf(stderr, "C_EncryptInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Read in the data and encrypt this portion */

pciphertext = &ciphertext[0];

while (!feof(fs) && (ciphertext space > 0) &&
(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {
ciphertext len = ciphertext space;

/* C_EncryptUpdate is only being sent one byte at a
* time, so we are not checking for CKR BUFFER TOO SMALL.
* Also, we are checking to make sure we do not go
* over the alloted buffer size. A more robust program
* could incorporate realloc to enlarge the buffer
* dynamically. */
rv = C EncryptUpdate(hSession, (CK BYTE PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);
if (rv != CKR OK) {
fprintf(stderr, "C EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;
}
pciphertext += ciphertext len;
total encrypted += ciphertext len;
ciphertext space -= ciphertext len;
bytes read += ulDatalen;

}

if (!feof(fs) || (ciphertext space < 0)) {
fprintf(stderr, "Insufficient space for encrypting the file\n")
error = 1;
goto exit _encrypt;

}

/* Get the last portion of the encrypted data */
lastpart len = ciphertext space;
rv = C EncryptFinal(hSession, pciphertext, &lastpart len);
if (rv !'= CKR OK) {
fprintf(stderr, "C _EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;
}
total encrypted += lastpart len;

fprintf(stdout, "%d bytes read and encrypted. Size of the "
"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */

fprintf(stdout, "The value of the encryption is:\n")
for (i = 0; i < ciphertext len; i++) {
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if (ciphertext[i] < 16)
fprintf(stdout, "0%x", ciphertext[il);
else
fprintf(stdout, "%2x", ciphertext[il);
}

/* Initialize the decryption operation in the session */
rv = C DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */

decrypttext len = sizeof (decrypttext);

rv = C Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,
decrypttext, &decrypttext len);

if (rv != CKR OK) {
fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;

}
fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */
fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n")

exit encrypt:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL_PTR);
exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
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/* Define key template */

static CK BBOOL truevalue = TRUE;
static CK BBOOL falsevalue = FALSE;
static CK ULONG modulusbits = 1024;
static CK BYTE public exponent[] = {3};

boolean t GetMySlot(CK MECHANISM TYPE sv mech, CK MECHANISM TYPE kpgen mech,
CK_SLOT_ID_PTR pslot);

/* Example signs and verifies a simple string, using a public/private
* key pair. */

void
main(int argc, char **argv)
{

CK_RV rv;

CK_MECHANISM genmech, smech;
CK SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;

CK _SLOT ID slotID;

int error, i = 0;

CK_OBJECT HANDLE privatekey, publickey;

/* Set public key. */
CK_ATTRIBUTE publickey template[] = {
{CKA VERIFY, &truevalue, sizeof (truevalue)},
{CKA_MODULUS_BITS, &modulusbits, sizeof (modulusbits)},
{CKA PUBLIC EXPONENT, &public exponent,
sizeof (public_exponent)}

+

/* Set private key. */
CK_ATTRIBUTE privatekey template[] = {
{CKA_SIGN, &truevalue, sizeof (truevalue)},
{CKA _TOKEN, &falsevalue, sizeof (falsevalue)},
{CKA SENSITIVE, &truevalue, sizeof (truevalue)},
{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}
+

/* Create sample message. */
CK_ATTRIBUTE getattributes[] = {
{CKA MODULUS BITS, NULL PTR, 0},
{CKA MODULUS, NULL PTR, 0},
{CKA_PUBLIC_EXPONENT, NULL_PTR, 0}
+
CK_ULONG messagelen, slen, template size;
boolean t found slot = B FALSE;
uchar_t *message = (uchar t *)"Simple message for signing & verifying.";
uchar t *modulus, *pub exponent;
char sign[BUFFERSIZ];
slen = BUFFERSIZ;

messagelen = strlen((char *)message);
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/* Set up mechanism for generating key pair */
genmech.mechanism = CKM_RSA PKCS_KEY_ PAIR GEN;
genmech.pParameter = NULL_PTR;
genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM RSA PKCS;
smech.pParameter = NULL PTR;
smech.ulParameterLen = 0;

/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv != CKR _OK) {
fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);
exit(1l);

}

found_slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {
fprintf(stderr, "No usable slot was found.\n")
goto exit program;

H

fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */
rv = C_OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv != CKR_OK) {
fprintf(stderr, "C_OpenSession: rv = 0x%.8X\n", rv);
error = 1;
goto exit program;

}
fprintf(stdout, "Generating keypair....\n")

/* Generate Key pair for signing/verifying */

rv = C_GenerateKeyPair(hSession, &genmech, publickey template,
(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),
privatekey template,
(sizeof (privatekey template) / sizeof (CK_ATTRIBUTE)),
&publickey, &privatekey);

if (rv != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Display the publickey. */
template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);
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rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if this failed */
fprintf(stderr, "C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Allocate memory to hold the data we want */
for (i = 0; i < template size; i++) {
getattributes[i].pValue =
malloc (getattributes[i].ulValueLen *
sizeof (CK VOID PTR));
if (getattributes[i].pValue == NULL) {
int j;
for (j = 0; j < i; j++)
free(getattributes[j].pValue);
goto sign cont;

}

/* Call again to get actual attributes */
rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C_GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits:
||°/°d\n|| ,
*((CK_ULONG_PTR) (getattributes[@].pValue)));

fprintf(stdout, "\tModulus: ");

modulus = (uchar t *)getattributes[1].pValue;

for (i = 0; i < getattributes[1l].ulValueLen; i++) {
fprintf(stdout, "%.2x", modulus[il]);

}

fprintf(stdout, "\n\tPublic Exponent: ");

pub _exponent = (uchar t *)getattributes[2].pValue;

for (i = 0; i< getattributes[2].ulValueLen; i++) {
fprintf(stdout, "%.2x", pub _exponent[il);

}

fprintf(stdout, "\n");

}

sign cont:
rv = C SignInit(hSession, &smech, privatekey);

if (rv != CKR OK) {
fprintf(stderr, "C_SignInit: rv = 0x%.8X\n", rv);
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error = 1;
goto exit session;

}

rv = C Sign(hSession, (CK BYTE PTR)message, messagelen,
(CK_BYTE _PTR)sign, &slen);

if (rv != CKR OK) {
fprintf(stderr, "C_Sign: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}
fprintf(stdout, "Message was successfully signed with private key!'\n")
rv = C VerifyInit(hSession, &smech, publickey);

if (rv != CKR OK) {
fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C Verify(hSession, (CK BYTE PTR)message, messagelen,
(CK_BYTE PTR)sign, slen);

if (rv != CKR OK) {
fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}
fprintf(stdout, "Message was successfully verified with public key!\n")

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL_PTR);

for (i = 0; i < template size; i++) {
if (getattributes[i].pValue != NULL)
free(getattributes[i].pValue);
}

exit(error);

}

/* Find a slot capable of:

* ., signing and verifying with sv_mech

* . generating a key pair with kpgen mech

* Returns B _TRUE when successful. */

boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen mech,
CK_SLOT_ID PTR pSlotID)

{
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CK_SLOT_ID_PTR pSlotList = NULL_PTR;
CK_SLOT_ID SlotID;

CK_ULONG ulSlotCount = 0;
CK_MECHANISM_INFO mech_info;

int i;

boolean t returnval = B FALSE;

CK RV rv;

/* Get slot list for memory alloction */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR_OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr, "System error: unable to allocate
"memory\n");
return (returnval);

}

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv != CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get
"slot count.\n");
goto cleanup;

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot "
"list.\n");
return (returnval);

}

/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

/* Check if this slot is capable of signing and
* verifying with sv_mech. */
rv = C_GetMechanismInfo(SlotID, sv_mech, &mech info);

if (rv != CKR OK) {
continue;

}

if (!(mech info.flags & CKF SIGN &&
mech_info.flags & CKF_VERIFY)) {
continue;

/* Check if the slot is capable of key pair generation
* with kpgen_mech. */
rv = C_GetMechanismInfo(SlotID, kpgen mech, &mech info);
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if (rv 1= CKR_OK) {

continue;

}

if (!(mech info.flags & CKF_GENERATE KEY PAIR)) {
continue;

}

/* If we get this far, this slot supports our mechanisms. */
returnval = B TRUE;

*pSlotID = SlotID;

break;

cleanup:
if (pSlotList)

free(pSlotList);

return (returnval);

}
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define RANDSIZE 64
boolean t GetRandSlot(CK SLOT ID PTR pslot);

/* Example generates random bytes. */

void
main(int argc, char **argv)
{

CK_RV rv;

CK_MECHANISM mech;
CK_SESSION_HANDLE hSession;
CK_SESSION INFO sessInfo;

CK SLOT ID slotID;

CK_BYTE randBytes[RANDSIZE];

boolean t found slot = B FALSE;

int error;

int 1i;

/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv !'= CKR OK) {
fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);
exit(1);

}

found slot = GetRandSlot(&slotID);
if (!found slot) {
goto exit program;

}

/* Open a session on the slot found */
rv = C_OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
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&hSession);

if (rv != CKR OK) {
fprintf(stderr, "C_OpenSession: rv = 0x%.8x\n", rv);
error = 1;
goto exit program;

}

/* Generate random bytes */
rv = C GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv != CKR OK) {
fprintf(stderr, "C_GenerateRandom: rv = 0x%.8x\n", rv);
error = 1;
goto exit_session;

}

fprintf(stdout, "Random value: ");

for (i = 0; i < RANDSIZE; i++) {
fprintf(stdout, "%.2x", randBytes[il);

}

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);
exit(error);

}

boolean t
GetRandSlot (CK SLOT_ID PTR pslot)
{
CK_SLOT_ID PTR pSlotlList;
CK_SLOT_ID SlotID;
CK_TOKEN INFO tokenInfo;
CK_ULONG ulSlotCount;
CK_MECHANISM TYPE PTR pMechTypelList = NULL_PTR;
CK_ULONG ulMechTypecount;
boolean t result = B FALSE;
int 1 = 0;

CK_RV rv;

/* Get slot list for memory allocation */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr,
"System error: unable to allocate memory\n");
return (result);
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}

/* Get the slot list for processing */

rv = C_GetSlotList(@, pSlotList, &ulSlotCount);

if (rv !'= CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get "

"slot list.\n");

free(pSlotList);
return (result);

}

} else {

fprintf(stderr, "GetSlotList failed: unable to get slot"
" count.\n");

return (result);

}

/* Find a slot capable of doing random number generation */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

rv = C_GetTokenInfo(SlotID, &tokenInfo);

if (rv != CKR OK) {
/* Check the next slot */
continue;

}

if (tokenInfo.flags & CKF_RNG) {
/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number "
"generation!\n", SlotID);
result = B_TRUE;
break;

}

if (pSlotList)
free(pSlotList);

return (result);
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/*
* Copyright 1994 by OpenVision Technologies, Inc.
*

* Permission to use, copy, modify, distribute, and sell this software
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*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

#if
sta

-1 gss-client.c 707 7 AFIDTTAEIRY X~ (FE)

and its documentation for any purpose is hereby granted without fee,
provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of OpenVision not be used
in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. OpenVision makes no
representations about the suitability of this software for any
purpose. It is provided "as is" without express or implied warranty.

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

!defined(lint) && !defined(__CODECENTER__)
tic char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\

v 1
#en

#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in

voi

msg
}
/*

*
*
*
*
*
*
*

.16 1998/10/30 02:52:03 marc Exp $";
dif

clude <stdio.h>
clude <unistd.h>
clude <stdlib.h>
clude <string.h>
clude <ctype.h>
clude <sys/types.h>
clude <sys/socket.h>
clude <netinet/in.h>
clude <netdb.h>
clude <errno.h>
clude <sys/stat.h>
clude <fcntl.h>

clude <gssapi/gssapi.h>
clude <gssapi/gssapi_ext.h>
clude <gss-misc.h>
d usage()
fprintf(stderr, "Usage: gss-client [-port port] [-d] host service \

\n");
exit(1);

Function: connect_to_server
Purpose: Opens a TCP connection to the name host and port.
Arguments:

host (r) the target host name
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* port (r) the target port, in host byte order
*
* Returns: the established socket file descriptor, or -1 on failure
*
* Effects:
*
* The host name is resolved with gethostbyname(), and the socket is
* opened and connected. If an error occurs, an error message is
* displayed and -1 is returned.
*/
int connect to server(host, port)
char *host;
u short port;
{
struct sockaddr_in saddr;
struct hostent *hp;
int s;
if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;
}
saddr.sin family = hp->h addrtype;
memcpy ( (char *)&saddr.sin addr, hp->h addr, sizeof(saddr.sin addr));
saddr.sin _port = htons(port);
if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror('creating socket");
return -1;
}
if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror('connecting to server");
(void) close(s);
return -1;
}
return s;
}
/*
* Function: client establish context
*
* Purpose: establishes a GSS-API context with a specified service and
* returns the context handle
*
* Arguments:
*
* s (r) an established TCP connection to the service
* service name (r) the ASCII service name of the service
* context (w) the established GSS-API context
* ret flags (w) the returned flags from init sec context
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
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* X K X X X X ¥

*
*/
int

service name is imported as a GSS-API name and a GSS-API context is
established with the corresponding service; the service should be
listening on the TCP connection s. The default GSS-API mechanism
is used, and mutual authentication and replay detection are
requested.

If successful, the context handle is returned in context. If
unsuccessful, the GSS-API error messages are displayed on stderr
and -1 is returned.

client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)

int s;

char *service name;

gss_OID oid;

OM uint32 deleg flag;

gss_ctx id t *gss context;

OM uint32 *ret flags;

gss_buffer_desc send_tok, recv_tok, *token ptr;
gss_name_t target name;
OM uint32 maj stat, min stat, init sec min stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.
*/
send_tok.value = service_name;
send_tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min_stat, &send tok,
(gss_0OID) GSS_C NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S_COMPLETE) {
display status("parsing name", maj stat, min stat);
return -1;

~
*

Perform the context-establishement loop.

On each pass through the loop, token ptr points to the token
to send to the server (or GSS C NO BUFFER on the first pass).
Every generated token is stored in send tok which is then
transmitted to the server; every received token is stored in
recv_tok, which token ptr is then set to, to be processed by
the next call to gss_init sec_context.

GSS-API guarantees that send tok’s length will be non-zero

if and only if the server is expecting another token from us,
and that gss init sec context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

ECEE S R G SR I S R SR S R SR

*
~

token ptr = GSS_C NO BUFFER;
*gss context = GSS C NO CONTEXT;

do {
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maj_stat =
gss_init sec context(&init sec min stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,

oid,

GSS C MUTUAL FLAG | GSS_C REPLAY FLAG |
deleg flag,

0,

NULL, /* no channel bindings */

token ptr,

NULL, /* ignore mech type */

&send tok,

ret flags,

NULL) ; /* ignore time_rec */

if (token ptr != GSS C NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length != 0) {
printf("Sending init sec context token (size=%d)...",
send tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;
}
}

(void) gss release buffer(&min stat, &send tok);

if (maj_stat!=GSS_S COMPLETE && maj_stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat,
init sec_min_stat);
(void) gss_release name(&min_stat, &target name);
if (*gss_context == GSS_C _NO_CONTEXT)
gss_delete sec context(&min stat, gss context,

GSS_C_NO_BUFFER) ;

return -1;

}

if (maj stat == GSS S CONTINUE NEEDED) {
printf("continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss release name(&min_stat, &target name);
return -1;

}

token ptr = &recv tok;

}

printf("\n");
} while (maj stat == GSS_S CONTINUE NEEDED);
(void) gss release name(&min stat, &target name);

return 0;

}

void read file(file name, in_buf)
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char *file name;
gss buffer t in_buf;

int fd, bytes in, count;
struct stat stat buf;

if ((fd = open(file name, O RDONLY, 0)) < 0) {
perror("open");
fprintf(stderr, "Couldn’t open file %s\n", file name);
exit(1);

}

if (fstat(fd, &stat buf) < 0) {
perror("fstat");
exit(1);

}

in_buf->length = stat buf.st size;

if (in buf->length == 0) {
in buf->value = NULL;
return;

}

if ((in_buf->value = malloc(in buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n"
in_buf->length);
exit(1);
}

/* this code used to check for incomplete reads, but you can’t get
an incomplete read on any file for which fstat() is meaningful */

count = read(fd, in buf->value, in buf->length);
if (count < 0) {
perror(“read")
exit(1);
}
if (count < in_buf->length)
fprintf(stderr, "Warning, only read in %d bytes, expected %d\n",
count, in_buf->length);

Function: call_server

Purpose: Call the "sign" service.

Arguments:
host (r) the host providing the service
port (r) the port to connect to on host
service name (r) the GSS-API service name to authenticate to
msg (r) the message to have "signed"

Returns: @ on success, -1 on failure
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*
*
*
*
*
*
*

*

Effects:

call server opens a TCP connection to <host:port> and establishes a

GSS-API context with service name over the connection. It then

seals msg in a GSS-API token with gss seal, sends it to the server,
reads back a GSS-API signature block for msg from the server, and
verifies it with gss verify. -1 is returned if any step fails,
otherwise 0 is returned. */

int call server(host, port, oid, service name, deleg flag, msg, use file)

char *host;

u_short port;

gss_0ID oid;

char *service name;
OM_uint32 deleg flag;
char *msg;

int use file;

gss ctx id t context;

gss buffer desc in buf, out buf;
int s, state;

OM uint32 ret flags;

OM uint32 maj stat, min stat;

gss_name_t src_name, targ name;
gss buffer desc sname, tname;

OM uint32 lifetime;

gss_0ID mechanism, name_type;
int is local;

OM uint32 context flags;

int is _open;

gss_qop_t qop_state;

gss_0ID set mech_names;
gss_buffer desc oid name;

size t i;

/* Open connection */
if ((s = connect to server(host, port)) < 0)
return -1;

/* Establish context */

if (client _establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);
return -1;

}

/* display the flags */
display ctx flags(ret flags);

/* Get context information */

maj_ stat = gss_inquire context(&min_stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);

if (maj stat != GSS S COMPLETE) {

display status("inquiring context", maj stat, min stat);
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return -1;

}

maj stat = gss display name(&min stat, src_name, &sname,
&name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min_stat);
return -1;
}
maj stat = gss display name(&min stat, targ name, &tname,
(gss_OID *) NULL);
if (maj stat != GSS_S COMPLETE) {
display status("displaying target name", maj stat, min_stat);
return -1;
}
fprintf(stderr, "\"s.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context flags,
(is_local) ? "locally initiated" : "remotely initiated"
(is open) ? "open" : "closed")

(void) gss release name(&min stat, &src name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min stat, &sname);
(void) gss_release buffer(&min_stat, &tname);

maj_stat = gss_oid_to_str(&min_stat,
name_type,
&oid name);
if (maj stat != GSS_ S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, "Name type of source name is %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss_inquire names_for_mech(&min_stat,
mechanism,
&mech _names) ;
if (maj_stat != GSS_S COMPLETE) {
display status("inquiring mech names", maj stat, min stat);

return -1;
}
maj stat = gss oid to str(&min stat,
mechanism,
&oid_name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;
}
fprintf(stderr, "Mechanism %.*s supports %d names\n"
(int) oid name.length, (char *) oid name.value,
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mech names->count);
(void) gss release buffer(&min stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss oid to str(&min_stat,
&mech _names->elements[i],
&oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;
}
fprintf(stderr, %d: %.*s\n", i,
(int) oid name.length, (char *) oid name.value);

(void) gss_release buffer(&min_stat, &oid name);

b

(void) gss release oid set(&min stat, &mech names);

if (use file) {

read_file(msg, &in_buf);
} else {

/* Seal the message */

in buf.value = msg;

in _buf.length = strlen(msg);
}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT,
&in_buf, &state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context,
GSS C NO BUFFER);
return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss_release buffer(&min_stat, &out buf);

/* Read signature block into out buf */

if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss verify mic(&min_stat, context, &in buf,
&out _buf, &qop state);
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if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss release buffer(&min_stat, &out buf);

if (use file)
free(in buf.value);

printf("Signature verified.\n")

/* Delete context */
maj stat = gss_delete sec context(&min_stat, &context, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
(void) close(s);

return 0;
}
static void parse_oid(char *mechanism, gss_OID *oid)
{
char *mechstr = 0, *cp;
gss_buffer desc tok;
OM uint32 maj stat, min stat;
if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n")
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (¥cp == ".")
*ep ="
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj stat != GSS S COMPLETE) {
display status("str to oid", maj stat, min stat);
return;
if (mechstr)
free(mechstr);
}
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int main(argc, argv)
int argc;
char **argv;

{
char *service name, *server host, *msg;
char *mechanism = 0;
u_short port = 4444;
int use file = 0;
OM uint32 deleg flag = 0, min_ stat;
gss_OID oid = GSS_C_NULL OID;
display file = stdout;
/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (stremp(*argv, "-d") == 0) {
deleg flag = GSS_C_DELEG_FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use file = 1;
} else
break;
argc--; argv++;
}
if (argc !'= 3)
usage();
server _host = *argv++;
service name = *argv++;
msg = *argv++;
if (mechanism)
parse oid(mechanism, &oid);
if (call server(server host, port, oid, service name,
deleg flag, msg, use file) < 0)
exit(1l);
if (oid !'= GSS C NULL 0ID)
(void) gss release oid(&min stat, &oid);
return 0;
}
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \
v 1.21 1998/12/22 \

04:10:08 tytso Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <unistd.h>
#include <stdlib.h>
#include <ctype.h>

#include <gssapi/gssapi.h>

#include <gssapi/gssapi ext.h>
#include <gss-misc.h>
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#include <string.h>

void usage()

{
fprintf(stderr, "Usage: gss-server [-port port] [-verbosel\n")
fprintf(stderr, " [-inetd] [-logfile file] [service name]\n")
exit(1l);

}

FILE *1log;

int verbose = 0;

/*
* Function: server_acquire_creds
*
* Purpose: imports a service name and acquires credentials for it
*
* Arguments:
*
* service name (r) the ASCII service name
* server creds (w) the GSS-API service credentials
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* The service name is imported with gss_import_name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.

*/

int server acquire creds(service name, server creds)
char *service name;
gss_cred_id t *server creds;

gss_buffer desc name buf;
gss name_t server name;
OM_uint32 maj_stat, min_stat;

name buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);
return -1;

}

maj_ stat = gss_acquire_cred(&min_stat, server name, 0,
GSS C NULL OID SET, GSS C ACCEPT,
server creds, NULL, NULL);
if (maj_stat != GSS_S COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;
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(void) gss release name(&min stat, &server name);

return 0;
}
/*
* Function: server establish context
*
* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated
* client name
*
* Arguments:
*
* S (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context
* client_name (w) the client’s ASCII name
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client name and 0 is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, \
ret_flags)

int s;

gss cred id t server creds;
gss_ctx id t *context;

gss _buffer t client name;
OM uint32 *ret flags;

gss _buffer desc send tok, recv tok;

gss_name_t client;

gss_OID doid;

OM uint32 maj stat, min stat, acc sec min_ stat;
gss buffer desc oid name;

*context = GSS_C_NO_CONTEXT;
do {
if (recv_token(s, &recv tok) < 0)
return -1;
if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv_tok.length);

print token(&recv tok);
}

maj stat =
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gss_accept sec context(&acc sec min stat,
context,
server creds,
&recv_tok,
GSS_C_NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length != 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n"
send_tok.length);
print_token(&send_tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");
return -1;

}

(void) gss release buffer(&min stat, &send tok);

}
if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec_min_stat);
if (*context == GSS_C_NO_CONTEXT)
gss delete sec context(&min stat, context,
GSS_C_NO_BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S _CONTINUE NEEDED)
fprintf(log, "continue needed...\n")
else
fprintf(log, "\n")
fflush(log);
H
} while (maj stat == GSS_S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"
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(int) oid_name.length, (char *) oid_name.value);
(void) gss release buffer(&min stat, &oid name);

}

maj stat = gss _display name(&min_stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min_stat);
return -1;
}
maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;
}
return 0;
}
/*
* Function: create_ socket
*
* Purpose: Opens a listening TCP socket.
*
* Arguments:
*
* port (r) the port number on which to listen
*
* Returns: the listening socket file descriptor, or -1 on failure
*
* Effects:
*
* A listening socket on the specified port is created and returned.
* On error, an error message is displayed and -1 is returned.

*/
int create socket(port)
u_short port;

{
struct sockaddr in saddr;
int s;
int on = 1;

saddr.sin family = AF INET;
saddr.sin port = htons(port);
saddr.sin addr.s addr = INADDR ANY;

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");
return -1;

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);
return -1;
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if (listen(s, 5) < 0) {
perror("listening on socket");
(void) close(s);
return -1;

}

return s;

}

static float timeval subtract(tvl, tv2)
struct timeval *tvl, *tv2;

{
return ((tvl->tv sec - tv2->tv_sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.
* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.
* -TYT
*/
int test import export context(context)
gss ctx id t *context;
{
OM_uint32 min_stat, maj_ stat;
gss_buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min stat, context, \
&context token);
if (maj_stat != GSS_S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);

if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context \
token.\n");
return 1;
}

memcpy (copied token.value, context token.value, \
copied token.length);
maj stat = gss import sec context(&min stat, &copied token, \
context);
if (maj_stat != GSS_S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
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free(copied token.value);
gettimeofday(&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min_stat, &context token);
return 0;

~
*

Function: sign_server

Purpose: Performs the "sign" service.

Arguments:
S (r) a TCP socket on which a connection has been
accept()ed
service name (r) the ASCII name of the GSS-API service to

establish a context as
Returns: -1 on error
Effects:
sign_server establishes a context, and performs a single sign request.
A sign request is a single GSS-API sealed token. The token is
unsealed and a signature block, produced with gss sign, is returned

to the sender. The context is then destroyed and the connection
closed.

¥R K X K X K K X K X K K X KX X X K X X X X ¥

If any error occurs, -1 is returned.

*/
int sign_server(s, server creds)
int s;
gss cred id t server creds;
{

gss _buffer desc client name, xmit buf, msg buf;
gss_ctx id t context;

OM uint32 maj stat, min_ stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */
if (server _establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

printf("Accepted connection: \"%.*s\"\n"
(int) client name.length, (char *) client name.value);
(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)

if (test import export context(&context))
return -1;
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/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n")
print token(&xmit buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf _state, (gss qop t *) NULL);
if (maj_stat != GSS_S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss_release buffer(&min_stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg_buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1l]))) {

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n")

print_token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,
&msg_buf, &xmit buf);
if (maj stat != GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss_release buffer(&min_stat, &msg buf);

/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj_stat != GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}

fflush(log);
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return(0);

}

int

main(argc, argv)
int argc;
char **argv;

{

char *service name;

gss cred id t server creds;
OM uint32 min_stat;

u_short port = 4444,

int s;

int once = 0;

int do_inetd = 0;

log = stdout;
display file = stdout;
argc--; argv++;

while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do_inetd = 1;

} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;

if ('argc) usage();

log = fopen(*argv, "a’);
display file = log;

if (!'log) {
perror(*argv);
exit(1);
}
} else
break;
argc--; argv++;
}
if (argc !'=1)
usage();
if ((*argv)[0] == "-")
usage();

service name = *argv;

if (server acquire creds(service name, &server creds) < 0)
return -1;

if (do_inetd) {
close(1);
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close(2);

sign server(@, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");
continue;

/* this return value is not checked, because there’s
not really anything to do if it fails */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);
}
}

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);
return 0;

F Db D GSS-API B& 4451
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#include <string.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi_ext.h>
#include <gss-misc.h>

#include <stdlib.h>

FILE *display file;

static void display status 1
(char *m, OM uint32 code, int type);

static int write all(int fildes, char *buf, unsigned int nbyte)

{
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int ret;

char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = write(fildes, ptr, nbyte);

if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {
return(ptr-buf);

}
}
return(ptr-buf);
}
static int read all(int fildes, char *buf, unsigned int nbyte)
{
int ret;
char *ptr;
for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = read(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {
return(ptr-buf);
}
}
return(ptr-buf);
}
/*
* Function: send_token
*
* Purpose: Writes a token to a file descriptor.
*
* Arguments:
*
* s (r) an open file descriptor
* tok (r) the token to write
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* send token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send token(s, tok)

int s;
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gss _buffer t tok;
int len, ret;
len = htonl(tok->length);

ret = write all(s, (char *) &len, 4);
if (ret < 0) {
perror("sending token length")
return -1;
} else if (ret !=4) {
if (display file)
fprintf(display file,
"sending token length: %d of %d bytes written\n"
ret, 4);
return -1;

}

ret = write all(s, tok->value, tok->length);
if (ret < 0) {
perror("sending token data");
return -1;
} else if (ret != tok->length) {
if (display file)
fprintf(display file,
"sending token data: %d of %d bytes written\n"
ret, tok->length);
return -1;

}

return 0;

Function: recv_token
Purpose: Reads a token from a file descriptor.
Arguments:

S (r) an open file descriptor
tok (w) the read token

Returns: @ on success, -1 on failure
Effects:

recv_token reads the token length (as a network long), allocates
memory to hold the data, and then reads the token data from the
file descriptor s. It blocks to read the length and data, if
necessary. On a successful return, the token should be freed with
gss release buffer. It returns @ on success, and -1 if an error

* occurs or if it could not read all the data.

*/

int recv_token(s, tok)

int s;

¥ OX K X K X K K X X X X K X X X X ¥
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gss buffer t tok;

{
int ret;
ret = read all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror("reading token length");
return -1;
} else if (ret !=4) {
if (display file)
fprintf(display file,
"reading token length: %d of %d bytes read\n"
ret, 4);
return -1;
}
tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display file)
fprintf(display file,
"Out of memory allocating token data\n");
return -1;
}
ret = read _all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data")
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n"
ret, tok->length);
free(tok->value);
return -1;
}
return 0;
}
static void display status 1(m, code, type)
char *m;
OM_uint32 code;
int type;

OM uint32 maj stat, min stat;
gss buffer desc msg;
OM_uint32 msg_ctx;

msg_ctx = 0;
while (1) {
maj stat = gss display status(&min stat, code,
type, GSS C NULL OID,
&msg ctx, &msg);
if (display file)
fprintf(display file, "GSS-API error %s: %s\n", m,
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(char *)msg.value);
(void) gss release buffer(&min stat, &msg);

if (!'msg ctx)
break;

Function: display status

Purpose: displays GSS-API messages

Arguments:
msg a string to be displayed with the message
maj stat the GSS-API major status code
min stat the GSS-API minor status code

Effects:

The GSS-API messages associated with maj stat and min stat are

displayed on stderr, each preceded by "GSS-API error <msg>: " and
followed by a newline.

oKX K K X K X X K X X K X ¥ ¥

*/
void display status(msg, maj stat, min_stat)
char *msg;
OM_uint32 maj_stat;
OM_uint32 min_stat;

display status 1(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min stat, GSS C MECH CODE);

Function: display ctx flags

Purpose: displays the flags returned by context initiation in
a human-readable form

Arguments:
int ret flags
Effects:
Strings corresponding to the context flags are printed on

stdout, preceded by "context flag: " and followed by a newline

void display ctx flags(flags)
OM uint32 flags;
{
if (flags & GSS C DELEG FLAG)
fprintf(display file, "context flag: GSS C DELEG FLAG\n")
if (flags & GSS C MUTUAL FLAG)

224 OracleSolaris €+ 2T 4 —HY—EXBAFEAA R - 2011 F8A



Z Db D GSS-API BB 15

BlA-3 T DD GSS-API S a1— R A b Hix)

fprintf(display file, "context flag: GSS C MUTUAL FLAG\n")
if (flags & GSS C REPLAY FLAG)

fprintf(display file, "context flag: GSS_C _REPLAY FLAG\n")
if (flags & GSS C_SEQUENCE FLAG)

fprintf(display file, "context flag: GSS C SEQUENCE FLAG\n")
if (flags & GSS_C CONF FLAG )

fprintf(display file, "context flag: GSS C CONF_FLAG \n")
if (flags & GSS C INTEG FLAG )

fprintf(display file, "context flag: GSS C INTEG FLAG \n")

}

void print_ token(tok)
gss buffer t tok;
{
int 1i;
unsigned char *p = tok->value;

if (!display file)
return;
for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((1i % 16) == 15) {
fprintf(display file, "\n");
}
}
fprintf(display file, "\n");
fflush(display file);
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GSS_S_DEFECTIVE_CREDENTIAL 10 BERNIEE T,

GSS_S_CREDENTIALS_EXPIRED

GSS_S_CONTEXT_EXPIRED

GSS_S_FAILURE

11

12

13

SN EROARBEFET LT
ES N

A2TFANOEMHEPKT L THE
kR

ZOMDITT—, EEROWHEIC

Ko T, BED GSS-APLIREE T — RAVE
EINTWARNWIT—BRHEINEL
2. ZOHE. HREICEA ORED—R
(XA F—REBI—R) I T — DN
TRENET,
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232

%82 GSS-API)—F > T F— Hix)
74 —I)LE®D

55— & ok

GSS_S_BAD_QOP 14 FoREINTREREZIRIETEEE A

GSS_S_UNAUTHORIZED 15 WHEMEIO— NI DOEF ) T4 — R
U —IltLoTEIEINTNET,

GSS_S_UNAVAILABLE 16 WHBEEZI3A T g V3FEHATEE
A,

GSS_S_DUPLICATE_ELEMENT 17 FREINZERERITT TITEELTY
N

GSS_S_NAME_NOT_MN 18 PR S N7z AR RS (MN) Tl dH D
T A,

GSS S COMPLETE & WD £ HIL. 20 T, APITZ I — /I3 RE Y hDEBS
HEELEBENWZ EEZRLET,

KRDFEIZ, GSS-API BAENR T EHEROMED ) A M ERLET,

%£8-3 GSS-APIfiRIEHRI— R

a—Fr Ey hES B

GSS_S_CONTINUE_NEEDED 0 (LSB) gss_init sec context() E£7/zlX
gss_accept sec context() ZZIFMNER L E
I, a7 EAHITIE. O —F
N—F > EROHTHENH D EERL

£,
GSS_S_DUPLICATE_TOKEN 1 =2 JFERID h—2 > OB TT,
GSS_S_OLD_TOKEN 2 r—=2 > OB T L THET,
GSS_S_UNSEQ_TOKEN 3 fj;%ji ZHD b= 2T TITUHL TNE
GSS_S_GAP_TOKEN 4 HFEL WAy =D b= 2 %215
LTWEHE A,

REED— ROFEMIZ, 71 X—2 D [GSS-APIIREEO— R Z2BBL T /Z3 W,

KEEOD— RDXRTR

gss_display status() BI%I3. GSS-API 'U( Ed—FRzrF A MERICEHBmLET, 2
OEREZFHTZE, A—RE2I—F—ICFRLEZD, TFARMOTITHKEMLZD
TEET, BEEOHPICITERDIREZRTHDBHH D E£I 0, gss display status()
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BIEUT —EIC1 DDRED—RLMERRTEEHA, 2D

¥, gss display status() Z2)L—7DO—H & L TIHEOHETHENDH D £

§, gss display status() 20 IV DIREED — RZ&/RT & &3, BRI HIDIREE
d—RZRETEET,

#1B-1 gss_display_status() IZ K D HRET— F DEIR

OM _uint32 message context;

OM uint32 status code;

OM uint32 maj status;

OM uint32 min_status;

gss buffer desc status string;

message context = 0;
do {

maj status = gss display status(
&min_status,
status code,
GSS C GSS CODE,
GSS C NO 0OID,
&message context,
&status string);

fprintf(stderr, "%.*s\n", \
(int)status string.length, \
(char *)status_string.value);

gss release buffer(&min status, &status string,);

} while (message context != 0);

IKREO—Rop~x2oOd

< /77 H GSS_CALLING ERROR(). GSS ROUTINE ERROR (). B I
GSS_SUPPLEMENTARY INFO() | GSSHRFEO— RZZITWMOD £d., Znsoxroid, M
ROBH DT 4 =)V RSN DEHRZ T XTHIFRL LT, & X

&, GSS ROUTINE ERROR() ZIREEI— RICH#EHI 5 &, MOHLITI—T7 14—V R &
HREEHR T« =V FIFHBREINET . ZOBETIE. V—F>ITF7—T74—IVLROD
ANEOET, ZOLD7Y7ONREET HMEIE. EYRBRID GSS_S_xxx > >R
CHEELRRTEEY, £/, YU TG6SS ERROR() 13, IREI—RMENHL I —%
BN —F > LI —2RTEFIT0UNDEEREL. 25 TRVWERIZ0ZREL £
T, GSS-API TEFREINDZITNTOHOXYY OZBI1%ZE 1 DT LAZITRD 8 A,
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GSS-API T — 4% Bl LB

ZOETIE, SFEIERY A TDGSS-API T —FREHIZDOWTHIAL £

¥, gss cred id t £7/21d gss name t 7R EDNL DNDT—F I I —H —ITREH
TY, INEDOT—FRNWIZOWTIEFHHAT A2HEND D EH A, ZOHTIE, KD
EHHICDOWTHHL £,

n 234 R—TD [FARGSS-API T—H A -

OM uint32, gss buffer desc. gss OID desc. gss OID set desc struct. gss channel bindings
DEF—HHMOERERLET,

. 235/\~~/0) [ZETRL ) - ZRTZ2IEET 5 & FI12 GSS-API Wil 2 B D LRI D

B 236 X—TD Faﬁva’)ww’ >T4 T DT R AR —gss channel bindings t
W8I IR D initiator_addrtype 35 & U\ acceptor_addrtype D7 4 —)V RTHATEZ 5
FIEMEERLUET,

E A GSS-API T — 4 Hl
ZZ Tl GSS-API CEHENET—F BRI DWW THHL X7,

OM_uint32
oM uint3213 7Ty F 7 —AIKELRVWR EY NORFERLEKTT,

gss_buffer_desc
gss_buffer t i1 2% & & T gss buffer desc DEFHIL., KROZTATRedINE T,

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss buffer desc, *gss buffer t;

gss_OID_desc
gss 0ID Ih-T 7 Z5 0 gss 0ID desc DEFHIL., KOEFAX TR SN E 7,
typedef struct gss OID desc struct {

OM uint32 length;

void*elements;
} gss OID desc, *gss OID;

gss_OID_set_desc
gss 0ID set A > ¥ Z &8 gss 0ID set desc DEFKIL., KOEXTREb I NE T,
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typedef struct gss OID set desc struct {
size t count;
gss OID elements;

} gss OID set desc, *gss OID set;

gss_channel_bindings_struct

gss_channel bindings struct #i&{K & gss channel bindings t R >4 DFEFE
1T, ROEX TR EINET .

typedef struct gss channel bindings struct {
OM uint32 initiator addrtype;
gss buffer desc initiator address;
OM uint32 acceptor addrtype;
gss buffer desc acceptor address;
gss buffer desc application data;

} *gss_channel _bindings_t;

ZaE

ZEiENT, BETAEARTORERZRL TWET, ARiEARBIOZEMIZ. 63—
D [GSS-APIIZ BT A 40T BEUR70R—D [GSS-APID OID| #ZRRLTL/F
IV, GSS-APIIE. RDFEITRT gss 01D 4RI ZHHR—K L TWET,

GSS_C_NO_NAME
2R w744 GSS_C_NO_NAME 13, FRTDEE TR S NDMEN/BWN T & %R
FTINTA—FEELTHREINET,

GSS_C_NO_OID
EEOA TV 7 b TTIE7R<,. NULLO ASMEICHS L F9., ZOEZE
E LG E. BT 24010 HEEICEE 72T 7 4 )V N OEIRITRE/R ST HE DN
THIREINDHZEERLET,

GSS_C_NT_ANONYMOUS
& 2R T 2 k. ZOMEEHKT ST EITX> T, AFINESDFREZSH
TEMEDMEEMBITKE L RN ETHER TEEXT,

GSS_C_NT_EXPORT_NAME
gss_export_name() BTV AR — kI N=4Hi.

GSS_C_NT_HOSTBASED_SERVICE
RARICEa2—FICEEMToNEY—ERAZRLET, ZOH4HTE
X, P —E X (service) &R A 44 (hostname) D 2 D DN S 73
0. service@hostname DEX TR INET,

GSS_C_NT_MACHINE_UID_NAME
0=V AT L EOI—Y—0, BEICXZ2I—F -T2 rLExd, 20D
E DR 13 0S ICHEA TY . gss import name() %13 Z D UID 21— —4
IRALEE L, 2 — & EL THRWET,
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236

GSS_C_NT_STRING_STRING_UID_NAME
O—HIVY AT A EOLI—F—OEHEICEL 21— T2 ETEF TS %
RUET, ZOMEOMHRAIEIXOSICHEA T, ZOAFTIL~Y T > UID BRI
PTHWETN, Ny 77 —IdI—F—ID Z2ETLFENASTWET,

GSS_C_NT_USER_NAME
O—IVS AT A LEDOIRE I NI —T—, ZOMOMRKRGEIL S ICHEA T
T, ZDMENL username DEX Tidib = NE 9,

FyrmIINA T4 20D 7 RUAE

RDZFEIT. gss_channel bindings struct ¥GRD initiator_addrtype 7 4+ —)V K &
acceptor_addrtype 7 4 —)V RTHHTE5EZRLET. TD2DDT 14—V K

3. ARTZEZ TS 2 EINTE S (ARPAnet IMP 7 R L A2 AppleTalk 77 K L A
BEYERLET. FyrINA T4 2 TICDNTIE, 83— D [GSS-APIIZH
F2F v XIINA 2T 4 DR 22U TIZE N,

£8-4 FXYRINA T4 2 T7DT KL AH

74—V B & (10 £ 7 KL REY

GSS_C_AF_UNSPEC 0 REDT B L AR
GSS_C_AF_LOCAL 1 FAN-O—H)b

GSS_C_AF_INET 2 A=y h7 RL AR (P72 L)
GSS_C_AF_IMPLINK 3 ARPAnet IMP

GSS_C_AF_PUP
GSS_C_AF_CHAOS
GSS_C_AF_NS
GSS_C_AF_NBS
GSS_C_AF_ECMA
GSS_C_AF_DATAKIT
GSS_C_AF_CCITT
GSS_C_AF_SNA
GSS_C_AF_DECnet
GSS_C_AF_DLI
GSS_C_AF_LAT

GSS_C_AF_HYLINK

10

11

12

13

14

15

pup 7’01 N 3)L (BSP 72 &)
MIT CHAOS 7' ~ 1)1
XEROX NS

nbs

ECMA
T—%Fy k7O krall
CCITT

IBM SNA

DECnet

AL bT—=5 U425 Txz—A

LAT

NSC/N\A /S—F ¥ )b
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%84 FYRIWNNA T4 2 TDTY RL AR =)

74—V R & (10 25 7 R RE
GSS_C_AF_APPLETALK 16 AppleTalk

GSS_C_AF_BSC 17 BISYNC

GSS_C_AF_DSS 18 D AT LY —ER
GSS_C_AF_OSI 19 OSITP4

GSS_C_AF_X25 21 X.25

GSS_C_AF_NULLADDR 255 T RLAEEEINTVERA

GSS-API D EE [CE B 7 t4aE

GSS-API DEILIZL > T, WS DONOEENE TRAZZ58HHDET. FLALE
OHE., FEICLDEVWITOV I AIR/NEOEELNGZAEF L. EDXDT

BETH, EEICHEA TZENME (Oracle Solaris B & & 80 ITKE L7z T iU, BrElk: 2
BRARICTAHZEMNTEET,

Oracle Solaris [Z[E B D BE%4

Oracle DFEMEIZIZ, HAY YA XS 472 GSS-APIEA%IIH 0 8 A,

ADEDDEHFINTDNTDHEX

GSS-API DFELIT L > T, ATOH N AIREREXICONWTOMINRLR L5601 D
DET, BHMEZRARICT 25813, 77U r—2a 2T, ADWEHd (OFE0H
NAJRER) B2 T 24012 KT HRETEHD EFH L. TDND

V. gss_compare name() ZfHfH L THNEB RGN ENDAFTE—HT 2N ESI N E
MR L T ZE Y,

Oracle Solaris ¥ D gss_display name() TIIHATEZRDLDICERL E

9o input_name FIEN I — —FKZEZIRTHE. gss display name() I
user_principalerealm % output_name_buffer & L C. gss_0ID % output_name_type &
LTIRLUET ., Kerberosvs NEBRDHEME TH D855, gss 0ID 1 1.2.840.11354.1.2.2
272D £T,

gss_import name() 7% GSS C NO 01D %R THERL L /=44 R % gss display name() 7352

TH > 72355, gss_display name() I GSS C NO 0ID % output_name_type /N T A —54
TRLET,
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238

B2

gss display name() BE%IL. B4 D GSS-API FARZRT & X, LFH <anonymous> %
HALET, ZOAENIEEET 2478 OID 14 655 C_NT_ANONYMOUS T, Oracle
Solaris EXE THZNZEIRIMTRE/Z LT O T, LSO ED S T (<>) THEN
TW5HDIEH D EH A

~ - — s:t
BERENIT—YEDERE

gss cred t. gss ctx id t. gss name t DT —FRIIRA ¥ L L TEEINTY
FI(—HOEETIIFEMAE L THRESINILEDH D),

A2 TF A NOHIBRERIMSNIZT —5 DEER

2T F A N DORETIZHRT 5 &, Oracle Solaris 23 TIFE A MIICHEE N2 > T
FARNEHEBWICHIBRL E A LENS T, 77U —2a > TIOEREZEUM
9%, DED., gss delete sec context() TA T FANZHIBRT H2HENDH D E
ba—.o

ZORETII, BHINT—% (NEHARE) 2, ATY—EFHEZELC THIMIC
ML ET, L, T—YERENVETHRL oz EiE, 77U r—rar
Tt 72 Ba%X (gss release name() 72 &) ZIFUNHTHENH D £,

F v RIVNA 2T 4 2T IFBRDIRE

F v XINA T4 T EYR—RLTWENEDI N, HEEICK->TERDE
9", Diffie-Hellman Hé# & Kerberos vs #i& 13 E B 5 B F ¥ RIVNA > 5 ¢ > T %4
AR—=HFLTWET,

BREIL, Fy RINA T4 2T =TI BREN RSN TV nH D EL
TSI, Kerberos vs MEAEICIIHEBERENHE SN TWE T A, Diffie-Hellman 1
BTIEF v RN T4 27T —5 OWEERIIREINE R A,

ATFRMNDODIVRKR—FETOCRE =2
>

Oracle Solaris BETIZ, RUI > TF X MIHTHEED1 > R— MDA ZHRED
FJOESLET,
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PR— b ENDERDE

GSS-API D Oracle Solaris F22% Tld. gss_acquire cred() IZ&
5. GSS C INITIATE. GSS C ACCEPT. B L UNGSS C BOTH DHEMDESEZTR—FL
TWET,

B OB/ NERRE

GSS-API @ Oracle Solaris ¥ T, BEOANHMOREETR—FLET, L
Mo T, 704 F<Idgss acquire cred() *° gss add cred() 72 E DI T, &K D
ﬁ?‘)ﬁﬂﬂ?ﬁﬁli%ﬁé@_%/\"ﬁf“&%?@ﬂ?@%i@_o

A2 TF X MOFREARE

GSS-API @ Oracle Solaris ¥ T3, 2> FF X hoFHIHMOREETR—NLUE
I, LED> T, 707 T <3 gss init sec_context() 2 gss inquire context() 7%
EOBEKT. a>TF A NOFMMICEET 2/ T A—F 2 FHTEET,

Z v 7Y A4 XDOFHIRE QOP{E

GSS-API D Oracle Solaris FZ2E Tl FefE & 72 DM S 13 /2 0. gss wrap() TALHET
LA =Y ORKYA XHIBRERLER AL, 77U T—2a i
gss wrap size limit() TAY =Y DRAKTA A ERETEET,

GSS-API @ Oracle Solaris ¥ Tld. gss wrap size limit() ZIFONHT &=, ER)/n
QOPfEZMH L £

minor_status /X A —% D{FEH

GSS API @ Oracle Solaris B¥ETIL. BAED minor_status /N T A—4 TRI DI, k&
WEARIEROATT, MOFEETIT, RSN AF—RKEI—-FO—HEL T
EICEAEREVENEENDZEHHDET,
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Kerberos v5 iKARE 11— R

% GSS-APIBE%IZ 2 DDREO—RZRELET, APy —REI—R| & IxA
F—IREEO—R] T9, ATy —IREEO— RIZGSS-API OBMEICE L £9°, /=&
ZIEX, EF 2T —aA TFANOEHIBNK T LEZHET, 77
T—alinAyt—IFEEL XD E LRSS, GSS-API T

GSS_S_CONTEXT EXPIRED EWD ATy —REEI—RZRL 9, APy —REI—R
DY ZARZDWTIE, 230 R—2D [GSS-APIIREEO— R | 2B T 7Z3 W,

RAF—REI—REZRETDIL. GSS-APIDEETHR—FINDEEOEF
T4 — W TT, TXTD GSS-API BAEIZ. Hm#IDFIE L U T minor_status £7213
minor_stat /N T A—X% ZZ IO XT, BEABNRS T ESITZDNT A=Y ZifRS
ZERES T, 77U = aid, BEEBERIILENES NI ND ST, EK
DHHEINR UIREBZN D ZENTEET,

RDFEIZ, Kerberosvs 2 minor_status 5IEITRTIREA v —DU A MERLE
T, GSS-APIIRRE— ROFEMIZ. 71 R—2 D [GSS-APIIREETI— R Z2&HL T
7ZE 0,

Kerberosvs CIKEEO— K1 E LTRSS NS
Ayt—

KDZFEIZ, Kerberosvs THREEI—R1ELTRINAY A FT—REAYvE—20D X
FERLET,

%B-5 Kerberosv5IKAEI— R 1

<A F—IREE & B
KRB5KDC_ERR_NONE -1765328384L Io—7/al
KRB5KDC_ERR_NAME_EXP -1765328383L F—HFR=AND T FA
7hOITYNYDOER)
RIS T L TWET
KRB5KDC_ERR_SERVICE_EXP -1765328382L F—F RX—AND
H—N—DL> MY DH
R T L TWET
KRB5KDC_ERR_BAD_PVNO -1765328381L Requested protocol version
not supported (ZE3R L 72 7
Ok2)VN—2 3 gy
R—hEINTHEEA. )
KRB5KDC_ERR_C_OLD_MAST_KVNO -1765328380L 7547 > N OEENEHN
YA —g TR b
TWET
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#B-5 Kerberosv5IRAEETI— R 1 (fe )

A F—IRE

&

B

KRB5KDC_ERR_S_OLD_MAST_KVNO

KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE

KRB5KDC_ERR_NULL_KEY

KRB5KDC_ERR_CANNOT_POSTDATE

KRB5KDC_ERR_NEVER_VALID

KRB5KDC_ERR_POLICY

KRB5KDC_ERR_BADOPTION

KRB5KDC_ERR_ETYPE_NOSUPP

KRB5KDC_ERR_SUMTYPE_NOSUPP

KRB5KDC_ERR_PADATA_TYPE_NOSUPP

KRB5KDC_ERR_TRTYPE_NOSUPP

-1765328379L

-1765328378L

-1765328377L

-1765328376L

-1765328375L

-1765328374L

-1765328373L

-1765328372L

-1765328371L

-1765328370L

-1765328369L

-1765328368L

-1765328367L

P—/N—DHMNEH NI X
& =g TS {EE N T
ESc

7547 > N Kerberos
F—=HR—=ZIZEDMND
Ecy

H—/N—71 Kerberos
F=HR=2IZROMND
Ecy

FAKDY Kerberos T —4
N—2IZEHE DT> Y
ERoTWET

Client or server has a null
key (7 747 > b E72lZ
H—N—DENETT, )

Ticket is ineligible for
postdating (F7 v BT
PRACALIR D ERE N B U
A )

EORE N A IR N A
THoD, MIEET

KDC policy rejects request
(KDCAHY > —I3 TR %
FEBRLET, )

KDC can't fulfill requested
option (KDC 13Kk L 7=
FIra EAMTEE
BT, )

KDC W= b 2
R—hLTWEEA

KDCWNF = w7 L8%E
HR—FLTWEEAL

KDC |3 padata ¥ 7%t
A=K LTWER A,

KDC I3 transited 7 - 7 %
JR—-FLTWER A,
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%85 Kerberosv5IRAEI— R 1 FiE)

A F—iREE 1& 0

KRB5KDC_ERR_CLIENT_REVOKED -1765328366L 7547 > b DOEKIEL
DEINELL

KRB5KDC_ERR_SERVICE_REVOKED -1765328365L H—/NN—DEHEIE D IH

INELL

Kerberosv5 CTIREEO— K2 L TRE NS

Awyt—2

KDZFEIZ, Kerberosvs TIRAEEIA— R2ELTREINAY A FT—IREAYvE—20D X

rERLET,

%B-6 Kerberosv5IKAETI— R 2

A F—iREE 1& =03
KRB5KDC_ERR_TGT_REVOKED -1765328364L TGT WD HINEL
KRB5KDC_ERR_CLIENT_NOTYET -1765328363L 7947 > NINETEHR
TIEHD EHEL. DBEIE
EHEfTL T ET N
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L HY—N—WNEEETIE
HOFETN. DBITEH
Tl T ZEE N
KRB5KDC_ERR_KEY_EXP -1765328361L JNA T — R OB
BTLTWET
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L FRIFZAEMNERM L £ L
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L B MO EFIFERE N R X
nExL~=
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L FoRINH—N—EF
Ty MIR—HLERA
KRB5PLACEHOLD_27 ~ KRB5PLACEHOLD_30 -1765328357L KRB5 TT— 11— K (27
-1765328354L 300 THRIEH)
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L Decrypt integrity check
failed (8 5L THG M
FrzwNERBLEL
7ze )
KRB5KRB_AP_ERR_TKT_EXPIRED -1765328352L Ticket expired (F4 v kD
BHRIMRNINE L7, )
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%8-6 Kerberosv5IRAET— K2

(FEZ)

A F—IRE

&

B

KRB5KRB_AP_ERR_TKT_NYV

KRB5KRB_AP_ERR_REPEAT

KRB5KRB_AP_ERR_NOT_US

KRB5KRB_AP_ERR_BADMATCH

KRB5KRB_AP_ERR_SKEW

KRB5KRB_AP_ERR_BADADDR

KRB5KRB_AP_ERR_BADVERSION

KRB5KRB_AP_ERR_MSG_TYPE

KRB5KRB_AP_ERR_MODIFIED

KRB5KRB_AP_ERR_BADORDER

KRB5KRB_AP_ERR_ILL_CR_TKT

KRB5KRB_AP_ERR_BADKEYVER

-1765328351L

-1765328350L

-1765328349L

-1765328348L

-1765328347L

-1765328346L

-1765328345L

-1765328344L

-1765328343L

-1765328342L

-1765328341L

-1765328340L

Ticket not yet valid (F
Ty MIELEARTED
DEEA. )

Request is a replay (=K 13
HIETY, )

The ticket isn't for us (F~
Ty MIbinhbiltodHd
TlEhDEFHA. )

Fr vk tuunﬂzﬁﬁj‘ 4
M—HLEHA

Ay I AF a—INRE
TEET

Incorrect net address
(v BY BL A
EOTWET, )

Protocol version mismatch
(70 RIN—2 3 27
—HLTWEHA. )

At —Y ORIPERT
—a—

Message stream modified
(Avt—TA MY =40
EHINELR )

Message out of order
(A wt— DIEFEND
£9.)

Illegal cross-realm ticket (L
IWAEIDF 7y b VER)
TY. )

F—DON—= 3 2HMEH
TEXEA

Kerberosv5 TIREEO— K3 L L TREREND

Awytz—2

>

KDZFEIZ, Kerberosvs TIREED— R3ELTREINAYA ST —IREAY -0 X

r&ERLET,
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%8-7 Kerberosv5IREE— R 3

A >R

&

B

KRB5KRB_AP_ERR_NOKEY

KRB5KRB_AP_ERR_MUT_FAIL

KRB5KRB_AP_ERR_BADDIRECTION

KRB5KRB_AP_ERR_METHOD

KRB5KRB_AP_ERR_BADSEQ

KRB5KRB_AP_ERR_INAPP_CKSUM

KRB5PLACEHOLD_51 ~ KRB5PLACEHOLD_59

KRB5KRB_ERR_GENERIC

KRB5KRB_ERR_FIELD_TOOLONG

KRB5PLACEHOLD_62 ~ KRB5PLACEHOLD_127

EITFE S

KRB5_LIBOS_BADLOCKFLAG

KRB5_LIBOS_CANTREADPWD

KRB5_LIBOS_BADPWDMATCH

KRB5_LIBOS_PWDINTR

-1765328339L

-1765328338L

-1765328337L

-1765328336L

-1765328335L

-1765328334L

-1765328333L
-1765328325L

-1765328324L

-1765328323L

-1765328322L
-1765328257L

-1765328256L

-1765328255L

-1765328254L

-1765328253L

-1765328252L

Service key not available
(—EABENFEHTEE
Hh. )

HERRENER L L

Ay =T OH MR
BEOTWET

R DRRASTIEIN TR S
NELL

A= HNDT—T
AFESDEE> TWERT

Inappropriate type of
checksum in message
Avt—OFz v Y
LDY A TINR#EYT
T )

KRB5 T7—d— R (51
59, THIFEH)

— IR T —

Field is too long for this
implementation (Z D FE%E
TR74 =V RINRTE
£, )

KRB5 T7—1d— K (62
127, THIER)

WHRELH D &

Invalid flag for file lock
mode (7 7-1)bOw 7
T—ROT 57N T
ER)

NAT — RZHARNE
Th
INAT—=RI—H L EH
o

XA T — R OFAED N
s E Lz
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Kerberosv5{RREQ — R

%B-7 Kerberosv5 kA& — K 3 i)

YA F—IREE & B
KRB5_PARSE_ILLCHAR -1765328251L R BE 5 4 D SCFE DR
<7
KRB5_PARSE_ MALFORMED -1765328250L EXINOF 3wkl
EoTWET
KRB5_CONFIG_CANTOPEN -1765328249L Kerberos # % 7 7 1 )
/etc/krb5/krbs 73BALT E
B (EZ. AonD
FHA)
KRB5_CONFIG_BADFORMAT -1765328248L Kerberos #5% 7 7 1 )
/etc/krb5/krbs DIE N
A cd
KRB5_CONFIG_NOTENUFSPACE -1765328247L SERIERE R I3
WAOAREL TWET
KRB5_BADMSGTYPE -1765328246L FFELHICHEE L
Ayt —DRINES T
KRB5_CC_BADNAME -1765328245L BT v v ahDOBX

NHEES> TWET

Kerberos v5 TIk
Avyt—2

L
BeE
4 SRY

O—kF4ELTREND

KDZFEIZ, Kerberosvs TIREEI— R4 L TREINAYA ST —IREAY -0 X

r&ERLUET,

%8-8 Kerberosv5IKAET— R 4

JAF—IRRE

&

B

KRB5_CC_UNKNOWN_TYPE

KRB5_CC_NOTFOUND

KRB5_CC_END

KRB5_NO_TKT_SUPPLIED

-1765328244L

-1765328243L

-1765328242L

-1765328241L

R v 3 2 BRI
¥

—ET B OMD
e300

BT vy aDi&bD
ICREELELE

BORNT Ty R EREAEL
TWEHA

f1$%B « GSS-APIU 77 LR
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Kerberosv5{KREQ — R

%8-8 Kerberosv5IRAET— R 4

YA F—RE

&

B

KRB5KRB_AP_WRONG_PRINC

KRB5KRB_AP_ERR_TKT_INVALID

KRB5_PRINC_NOMATCH

KRB5_KDCREP_MODIFIED

KRB5_KDCREP_SKEW

KRB5_IN_TKT_REALM_MISMATCH

KRB5_PROG_ETYPE_NOSUPP

KRB5_PROG_KEYTYPE_NOSUPP

KRB5_WRONG_ETYPE

KRB5_PROG_SUMTYPE_NOSUPP

KRB5_REALM_UNKNOWN

KRB5_SERVICE_UNKNOWN

-1765328240L

-1765328239L

-1765328238L

-1765328237L

-1765328236L

-1765328235L

-1765328234L

-1765328233L

-1765328232L

-1765328231L

-1765328230L

-1765328229L

Wrong principal in request
(FERUEERIZIEL < H
DR, )

Fory bIRELZT T
Ly e

Requested principal and
ticket don't match (xR L
TFREF Ty ME—3
LEHA. )

KDC reply did not match
expectations (KDC J& 2 13
FHLZHbDE—FHKLE
HATLR, )

70w 7 AF 21— KDC
BEICIIARETEET

Client/server realm
mismatch in initial ticket
request (FJ31 74w MEE
RTUIAT >

N —IN— LIV LI —8
LTWEBA. )

PAEAF NN AL (ks
PR—-—FLTWEEA

ASR/AS N 2130
R—=KRLTWERA

BRI NZREEERN
Awt—THAINT
WEHA

PAEAFNIG s/
LAY R—FLTWE
T

Cannot find KDC for
requested realm (R I 1
2LV D KDC R D
MOEEA. )

Kerberos B— Y A VAR EH
T9
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Kerberosv5{RREQ — R

#B-8 Kerberosv5IRAEI— R4 (fe )

A F—IRE

&

B

KRB5_KDC_UNREACH

KRB5_NO_LOCALNAME

KRB5_MUTUAL_FAILED

KRB5_RC_TYPE_EXISTS

KRB5_RC_MALLOC

KRB5_RC_TYPE_NOTFOUND

-1765328228L

-1765328227L

-1765328226L

-1765328225L

-1765328224L

-1765328223L

Cannot contact any KDC for
requested realm (ZE:R = 1
7z L)V LD KDC I Hfi
TEEEA, )

FRABOO—T)VAINE
DMDREA

MERRENEK L L

V7L ADF vy ail
MY TITHRFSNTNE
_a—

V71D
Frviad—RTIN
DEDQAE)—2EI0 Y
THoNEEA

UTLADF vy 2R
AR TY

Kerberos v5 CIKEE
Ayt—o

d—Rr5LELTREND

KRODFEIZ, Kerberosvs TREI—R5 L TRHERINAY A TFT—REAYE—0U A

r&RLUET,

#B-9 Kerberosv5KfEI— R 5

A F—iREE 1& EC

KRB5_RC_UNKNOWN -1765328222L — 72 A 72 RC T
5_

KRB5_RC_REPLAY -1765328221L UL SNz
Awyt—

KRB5_RC_IO -1765328220L U7 LA DA FTEAEN
KLELE

KRB5_RC_NOIO -1765328219L U7LADF vy all
INIEFEFE MR RO IE S 2
A—hLEHA

KRB5_RC_PARSE -1765328218L U7LA1DOFvyvat
DN BL BT T —

f1$%B « GSS-APIU 77 LR
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Kerberosv5{KREQ — R

#B-9 Kerberosv5IRAEI— K5 =)

<A F—IREE & B
KRB5_RC_IO_EOF -1765328217L U7 DFvvaA
HATT7 71N O&DD
WCEFELELE
KRB5_RC_IO_MALLOC -1765328216L U7LA1DFvyvaA
Hha—RTcanblkx
BU—ZEDYTENE
A
KRB5_RC_IO_PERM -1765328215L Permission denied in replay
cache code (FBZEAT
Fyvad—RTYY
T AMENH D ER . )
KRB5_RC_IO_IO -1765328214L AT —) T LA
DOF ¥ vaAthh
a—RT)
KRB5_RC_IO_UNKNOWN -1765328213L — A7 AR 7 RC/AH
HLI—
KRB5_RC_IO_SPACE -1765328212L U T LA ORERERNT
LD DT AT NFEEN
RRELTWET
KRB5_TRANS_CANTOPEN -1765328211L VIV T 7 1 VDB
JEREA(ERIZ. BD
MO ERA)
KRB5_TRANS_BADFORMAT -1765328210L VIVLAEW T 7 1 IV DIE
WAV ST NG
KRB5_LNAME_CANTOPEN -1765328209L lname 25— & X—2Z
MBI ETA (=
2. RO FEHA)
KRB5_LNAME_NOTRANS -1765328208L FoRINZEERTHEAT
ZLEMMNEIELER A
KRB5_LNAME_BADFORMAT -1765328207L BT —H R—=A L
) OB AR#EY) T
KRB5_CRYPTO_INTERNAL -1765328206L W5 AT LANELTT —
KRB5_KT_BADNAME -1765328205L T — 7N AOH AN
BOTWET
KRB5_KT_UNKNOWN_TYPE -1765328204L BT — TIVRNRHTY
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Kerberosv5{RREQ — R

#B-9 Kerberosv5IRAEEI— R 5 (fe )

YA F—IREE & B
KRB5_KT_NOTFOUND -1765328203L Key table entry not found
HT—TN T FUNR
OMD EH A, )
KRB5_KT_END -1765328202L BT — T DD D IZH]
ELELE
KRB5_KT_NOWRITE -1765328201L feEani=#—7)c
EXADERA

Kerberosv5 CIREEO— K6 & L TREND
Avyvt—2

KDZFEIZ, Kerberosvs THREEI—R6 L TREINAYA ST —IREAY -0 R
FERLET,

#8-10 Kerberosv5 IREETI— R 6

YA F—IREE & B
KRB5_KT_IOERR -1765328200L BT — T I ADEEAHA
I —0F8ELEL
7z
KRB5_NO_TKT_IN_RLM -1765328199L BEREINELVIVLDOF
Ty RREODMD FHA
KRB5DES_BAD_KEYPAR -1765328198L DES#D/NY T 4 —VRK
BTT
KRB5DES_ WEAK_KEY -1765328197L DES #NF5WEE T
KRB5_BAD_ENCTYPE -1765328196L B SLENAETT
KRB5_BAD_KEYSIZE -1765328195L B A LR ER & A
e D FH A
KRB5_BAD_MSIZE -1765328194L A=Y A XN
(LR EH e D D 8
M
KRB5_CC_TYPE_EXISTS -1765328193L BERF v v 2N T
ICEBINTWET
KRB5_KT_TYPE_EXISTS -1765328192L T — TIVRIIN G TITR
I Tnkxd
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Kerberosv5{KREQ — R

%8-10 Kerberosv5IREET— R 6

(#EE)

YA F—RE

&

B

KRB5_CC_IO

KRB5_FCC_PERM

KRB5_FCC_NOFILE

KRB5_FCC_INTERNAL

KRB5_CC_WRITE

KRB5_CC_NOMEM

KRB5_CC_FORMAT

KRB5_INVALID_FLAGS

KRB5_NO_2ND_TKT

KRB5_NOCREDS_SUPPLIED

KRB5_SENDAUTH_BADAUTHVERS

KRB5_SENDAUTH_BADAPPLVERS

KRB5_SENDAUTH_BADRESPONSE

-1765328191L

-1765328190L

-1765328189L

-1765328188L

-1765328187L

-1765328186L

-1765328185L

-1765328184L

-1765328183L

-1765328182L

-1765328181L

-1765328180L

-1765328179L

ERF v v 2 a A
R EBLELZ

Credentials cache file
permissions incorrect (&%
Fyrwiadr1IOY
I ZHMEMELLS HD E
Hh. )

No credentials cache file
found (&%
FyrvwiaTdr AV
DM EHEA, )

R A 1% v
FrviaILo—

BExFrviazyraAIb
DEZABHFIZT T —I
FAELELE

BfgFvrvyrad—RT
NP EAEY—ZED
HTHENERA

FiHs v S 2 DR
RETT

KDCH 7' a > DflAs
OENESTT (RIS
AT7I7ULT—)

FERIC2EFEHOF 7w b
MEESNTWEREA

FATIVIN—F UICE
BhfftEn ThEEA

273 sendauth
N—2a ke ng
L7z,

sendauth [T & > TEF S
N7 7V r—a>o
N—=2a VIARTY
sendauth D3 HEH D JRE
HRRTY
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Kerberosv5{RREQ — R

%8-10 Kerberosv5IREET— R 6 (Fix)

T A F—IKRE & BER

KRB5_SENDAUTH_REJECTED -1765328178L sendauth DA
H—N—NFRRE Z A L
FLz

Kerberosv5 CIREEO—RK7&E LU TREND
AvyvE—2

KDZFEIZ, Kerberosvs THREEI—R7ELTREINAYA ST —IREAY -0 X
FERLET,

#8-11 Kerberosv5 IREEI— R 7

<A F—IREE & B
KRB5_PREAUTH_BAD_TYPE -1765328177L FRRRAE AN Y R— b &
NTWEEAL
KRB5_PREAUTH_NO_KEY -1765328176L PR S Nz EATRAESE
BEEINTHERA
KRB5_PREAUTH_FAILED -1765328175L HRIBAENRBM L £ L7
(—RH)ZT 5 —)
KRB5_RCACHE_BADVNO -1765328174L VT ADFvrvad

ERDON—2 3 &SN
PFAR—hINTWERA

KRB5_CCACHE_BADVNO -1765328173L BT v v aDBAD
IN— 3 P EBEINY
F—REINTWLERTA

KRB5_KEYTAB_BADVNO -1765328172L #T— T I DRRD
IN—2 a »FEENY
R—=hEINTWERA

KRB5_PROG_ATYPE_NOSUPP -1765328171L T LMY R AR
ZHR—RLTWERA

KRB5_RC_REQUIRED -1765328170L Awt—UHEEREICIE
rcache /N T A —4 )NWAEE
T9,

KRB5_ERR_BAD_HOSTNAME -1765328169L KA NG EEREETEE
Ry
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%B-11 Kerberosv5IREEI— K 7 )

A F—iktE fi&

B

KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L

KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L

KRB5KRB_AP_ERR_V4_REPLY -1765328166L

KRB5_REALM_CANT_RESOLVE -1765328165L

KRB5_TKT_NOT_FORWARDABLE -1765328164L

KRB5_FWD_BAD_PRINCIPAL -1765328163L

KRB5_GET_IN_TKT_LOOP -1765328162L

KRB5_CONFIG_NODEFREALM -1765328161L

KRB5_SAM_UNSUPPORTED -1765328160L

KRB5_KT_NAME_TOOLONG -1765328159L

KRB5_KT_KVNONOTFOUND -1765328158L

KRB5_CONF_NOT_CONFIGURED -1765328157L

Cannot determine realm for
host ((RA NHD LIV A%
PRETEET . )

AR BT BT —E X
EERANOEENERIN
TWEEA

Ty N OIREN
Version4 D LT —%Z7RL
TWET

Cannot resolve KDC for
requested realm (FE>R = 1
72 LIV LD KDC % figik
TEExtA, )

FERLTWAF 7y g
IR RE/R T 7y b2
"TEEEA

(EHs DI E (kA7
RETE

Looping detected inside
krb5_get_in_tkt
(krb5_get_in_tkt NI T
V=TS nEL
7ze )

Kerberos #§5% 7 7 1 )b
/etc/krb5/krb5. conf 23T
THIVEDUVIVLAERE
LTWhxtA

obtain_sam_padata {Z &%)
IRSAM 7 U MNH 0 %
ER

WY THNETEET

Key version number for
principal in key table is
incorrect (B 5— 7 )LD F
RKOBN—2 3 > BFN
ELS<HDFREA. )

Kerberos #§5% 7 7 1 )b
/etc/krb5/krb5. conf AV
RENTHWEREAL
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Kerberos v5 {RBE O — N

%8-11 Kerberosv5IREED— R 7 (=)
<A F—IREE & B

ERROR_TABLE_BASE_krb5 -1765328384L default
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T8 C

OID MIEE

TE5721F GSS-API R T 2T 7 )V F D QOP B UMM 2 L T 723 1y,
70 X— D [GSS-APID OID| ZZML TL<ZE W, =720, 5N DEETQOP
D OID ZIRET DMLENHDLENH D FT, ZOFETIE, OID ZfEET 5 Hik
WOWTHHLET, ZOEONRIZROEBD TT,

n 255 R—TD IOIDENEEND T 7 1))
n 257 RX—TD [HEHE OID DREEE
n 259 R—TD [F7 )L MU OHERE D FRE |

ODEMESEND 7 7ML

GSS-API Tl #HEE QOP 2 AN FHO AWK TERTH I EMNMTEET ., Solaris &
AT Tl /etc/gss/mech & Jetc/gss/qop D2 DD T 7 A )T, FHTE S &
QOPICDWVWTOEBRMNEENTWVET, ZD2DDT 7 AILADT 7 AMENTZ N
B, o) = AN S XXFEIN) T I it T DNENH D ET, T OB
QOPHIZRENT WA A > & —Fw MEEEIL., ZOHMIZHZ> TWET,

/etc/gss/mech 7 7 1 )L

/etc/gss/mech 7 71 IVIZIE, HHATESHEOY A MNEENTNWE
§, /etc/gss/mech ITId., HEEELLBUE ET IV T 7 Ry FOW OB THEMENT
WET, /etc/gss/mech DEFITIE. KROEXTHRINTWET,

HERE 4 (ASCII XA

HERE D OID

ZTOMBICX > TR SN Y —EXZ2RETLZZOO®ET 1T T
Y —ERERET LD —FINTEDa—)V (T al)

Example C-1 12, #ilC-1 77 1 IV DHlZERL T,

255



gss_str_to_oid() BE%K

flc-1 /etc/gss/mech 7 7 1 )b

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.

# Use is subject to license terms.

#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,

# the associated object identifiers (OID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module
[Options]

#

kerberos_v5 1.2.840.113554.1.2.2 mech_krb5.so kmech_krb5
spnego 1.3.6.1.5.5.2 mech spnego.so.l [msinterop]

diffie_hellman_640_0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1
diffie_hellman_1024_0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

letc/gss/qop 7 7 1 )L

/etc/gss/qop 7 7 A IVITIE, BAINLZTRTOMERHIC, SEENYR—KT 25
FRTDQOP M, ASCI XFH &EFUTHIET 5 32 By MEEOMW S THRMI N E
9, RKIT. setc/gss/qop 7 7 LI DFIEIRL £T,

filc-2 /etc/gss/qop 7 7 1)V

#

# Copyright (c) 2000, by Sun Microsystems, Inc.

# ALl rights reserved.

#

#ident "@(#)qop 1.3 00/11/09 SMI"

#

# This file contains information about the GSS-API based quality of
# protection (QOP), its string name and its value (32-bit integer).
#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5 INTEG C QOP DES MD5 0 kerberos v5
GSS_KRB5 CONF_C QOP DES 0 kerberos v5

gss_str_to_oid() E9%

256

[HN—23 > @ GSS-API & O MIAHMED /=0, T DFELELD GSS-API I

gss str to oid() BA%tEHY R — ML EJ, gss str to oid() IF. M E/=IZQoPr %
KT LTHNZOIDITEBL £, ZOXTHNL, BIERZITASCHI XTFHNDES 5
THNENER A,
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HHE OID DIBEE

A EB-F7 4L b O & QOP AT 5 T LA HERIN TV DT
®. gss_str to oid(). gss _oid to str(). BLWNgss release oid() ZHHR—KL
TWRWGSS-APIDEESHH D £7,

W Z2EITXFINE, 77U —2a N TN—RaO—-R{T52 &

b, - —ANNSEETHIEHARETT, LML, 4T LHTRTD GSS-API
DEHENgss str to oid() B ZEZTR—KL TWB DT TIERWEZD, 771
F—32a I T ORRKITEKETRETIEH D £H A,

B2 R ITHMICIE, 2 D0ORBABAZEETEET, 1 D13 {12343 TH

D. GSS-API{EARICE > TERICRODSENTVET, 51D1d1.2.3.4T. ZTHB5
DAMLLEHEINTHWETA, EXBEERATIIH D EH A, gss str to oid()
IO E L TRIIOEX 2L E£T. LT, Z%H@ﬂ‘éﬂﬁ:ﬁiﬂﬂ LT
WAEGHEIL. gss str to oid() ZFFNHTEGIC 1 HH OB RICEH T 206N H D £
9. gss str_to oid() DFNIDNTIE, HIC-3EZSHL T ZIW, HEENEZT

WA, gss str to oid() I&GSS S BAD MECH #RR L 7,

gss_str_to oid() /& GSS-API 7 — ¥ fHIN ZE| D Y TH-d, & TRITIE. 0 YT

5317z OID % gss_release oid() BIEUTHIFR T 24 EENH D £, gss str to oid()
EEARIZ. gss release oid() B —RMICTHHR— RSN TWBHEKTIEIH D £

lo L2 T, BREEZEARRBICLIZWTOY T A3 OBEEICTEET RETIE
HOEH A,

S OID DB EE

gss str to oid() IZEICMHEHTE SO TIIRWED, HEZHINTERIRT % 5k
MENMZTHBNSDOMHD ET, 1DIL, HEIEOID ZFETHEL., T OWHHEZ M H
TELWBOES LTS HIETT., O 1213, HHATEZIHEOES ZEE
LT, ZO0OHN5 1 DEBEIRTBHETT,

KIZ. gss oIDBIDEXZERL T,

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss_OID desc, *gss_OID;

Z DHEEARD elements 7 4 — )L Rid. gss 0ID D@ D BERTLV > dA—F 4 > 7D
B D ASNIBER T O —F 4 > TGS N TWB AT 7 v NCFFNDEA)
DINA REELUET, length 7 4 —)V BIZIE. ZOEDNA MM INTHE
T, 72 & AIE. DASSX.509 RAEHEME I g % gss OIDMED B A length 7 4 — IV B
127 T, elements 7 4 —) RIZ 85T [53,14,2,207,163,7,5] &L/ 5fEZIEL £
R

{182 C - ODDIEE 257



HHE OID DL

258

FEHS OID Z ML 5 1 DD HEIL. gss 0IDZE S L. RICEOEZRZFETHIHL
LT, ZOHHBZEZRITIOICLET, AiiROEBD., elements fliid/N— K a— k9
52D, ENSHIETAIED, A—HY—NANTEIEHTEET, ZOHE
1. gss_str to oid() ZFHT AL D HFELNND LT, RCENESNE

KR

KIZ, FEITHE Lz gss 01D %, I TEA2MBOESG KL ET, FHTES
FEHE DAL, gss_indicate mechs() E721d gss_inquire mechs for name() DBIEN
SRINZHDTY, FEITHELZEMOIDY., FHTEZA2EBOESOHICHE
ETHINEDINETRBITIE. gss test oid set member() BIELZEMEFH L £

F, gss_test oid set member() ML T —ZRIBN-> A, FEITHEL /2 0ID
L GSS-API h T >H V2 a CHOMME L THEATEXY,

OID Z FH THHE T 5/ DIZ. gss indicate mechs() F£7/zid
gss_inquire mechs for name() ZfiHAT 5 &, A TE 2HHD gss 01D set Z HUfS
TEET, KIT, gss 0ID set DX ERL ET,

typedef struct gss OID set desc struct {
OM_uint32 length;
void *elements;

} gss OID set desc, *gss OID set;

elements [IHREZE KT gss_ OID T, 77U r—a 3. SHEELZMITL. Th
TNOEMEHZFRTEET, -V —IIZOFRREFHL THEELZEIRTEE
T, RIZ, 7TV —2a P BIR LU 72850 gss 01D set DIEL)/R A 2 )N—1T72
HEDICHELET., /oo HETHHEEMEHTEHHBOY X M2tk dT 52
EHTEET,

createMechOid() %4

ZORKIE. EeETOICI ZITERSINTWET, @I, 655 C NULL 0ID
WL THRESINDT 74 OB ZEZFERTA2LDICL T EI N,

#lc-3 createMechOid() BE%X

gss _OID createMechOid(const char *mechStr)

{
gss _buffer desc mechDesc;
gss_OID mechOid;
OM uint32 minor;

if (mechStr == NULL)
return (GSS C NULL OID);

mechDesc.length = strlen(mechStr);
mechDesc.value = (void *) mechStr;

if (gss _str to oid(&minor, &mechDesc, &mechOid) !
= GSS S COMPLETE) {
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T 7 AV N ESOEEDIEE

#ilc-3 createMechOid() B%L )

fprintf(stderr, "Invalid mechanism oid specified <%s>"
mechStr);
return (GSS C NULL OID);
}

return (mech0id);

T 7 AV F S DOBBEDIEE

parse oid() |&. AN RITTHREINLtF U 70 —HELZ EHEDDH S OID
AL T,

flc-4 parse_oid() BE%L

static void parse oid(char *mechanism, gss OID *oid)

{
char *mechstr = 0, *cp;
gss_buffer_desc tok;
OM uint32 maj stat, min_stat;
if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n");
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp = "."'
*cp =" "
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj stat != GSS_S COMPLETE) {
display status("str _to oid", maj stat, min_stat);
return;
if (mechstr)
free(mechstr);
}
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#pragma ident "@(#)client.c 1.4 03/04/07 SMI"
/* $Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */
/*

Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

notice, this 1list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this 1list of conditions and the following disclaimer in
the documentation and/or other materials provided with the

*
*
*
*
*
*
* 1. Redistributions of source code must retain the above copyright
*
*
*
*
*
* distribution.
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3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

¥ oK K K X K X K X K X K X K X K X X X X X X X ¥

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK */

#include <assert.h>

#include <sasl.h>

#include "common.h"

/* remove \r\n at end of the line */
ztatic void chop(char *s)

char *p;

assert(s);
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}

p = s + strlen(s) - 1;
if (p[o] == "\n") {
*p-- = '\0’;

}
if (p >= s & p[0] == "\r") {
*p-- = '\0’;

static int getrealm(void *context attribute ((unused)),

}

int id,
const char **availrealms,
const char **result)

static char buf[1024];

/* Double-check the ID */
if (id !'= SASL CB GETREALM) return SASL BADPARAM;
if (!result) return SASL BADPARAM;

printf("please choose a realm (available:");
while (*availrealms) {

printf(" %s", *availrealms);

availrealms++;

}

printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;

return SASL OK;

static int simple(void *context attribute ((unused)),

int id,
const char **result,
unsigned *1en)

static char buf[1024];

/* Double-check the connection */
if (! result)
return SASL BADPARAM;

switch (id) {

case SASL CB_USER:

printf("please enter an authorization id: ");
break;

case SASL CB_AUTHNAME:

printf("please enter an authentication id: ");
break;

default:

return SASL BADPARAM;

}

fgets(buf, sizeof buf, stdin);
chop(buf);
*result = buf;
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if (len) *1len = strlen(buf);

return SASL OK;
}

#ifndef HAVE GETPASSPHRASE
static char *
getpassphrase(const char *prompt)
{

return getpass(prompt);

¥
#endif /* ! HAVE GETPASSPHRASE */

static int

getsecret(sasl conn t *conn,
void *context __attribute__((unused)),
int id,
sasl_secret_t **psecret)

char *password;
size t len;
static sasl secret t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL CB PASS)
return SASL BADPARAM;

password = getpassphrase("Password: ");
if (! password)
return SASL FAIL;

len = strlen(password);
X = (sasl secret t *) realloc(x, sizeof(sasl secret t) + len);

if (!'x) {

memset (password, 0, len);
return SASL NOMEM;

}

x->len = len;
#ifdef SUN SDK

strcpy((char *)x->data, password);
#else

strcpy(x->data, password);
#endif /* SUN SDK */

memset (password, 0, len);

*psecret = Xx;
return SASL_OK;
}

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL PATH");

if (*path == NULL)
*path = PLUGINDIR;
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}

return SASL OK;

/* callbacks we support */
static sasl callback t callbacks[] = {

+;

}

¥
¥

SASL CB GETREALM, &getrealm, NULL
» q
SASL CB USER, &simple, NULL

1
SASL CB AUTHNAME, &simple, NULL
SASL CB_PASS, &getsecret, NULL

, {
SASL_CB_GETPATH, &getpath, NULL

oA
SASL_CB_LIST_END, NULL, NULL

}

int getconn(const char *host, const char *port)

{

}

struct addrinfo hints, *ai, *r;
int err, sock = -1;

memset (&hints, @, sizeof(hints));
hints.ai family = PF_UNSPEC;
hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));
exit (EX UNAVAILABLE);

}

for (r = ai; r; r = r->ai next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai addrlen) >= 0)
break;
close(sock);
sock = -1;

}

freeaddrinfo(ai);

if (sock < 0) {
perror("connect");
exit (EX UNAVAILABLE);
}

return sock;

char *mech;

int mysasl negotiate(FILE *in, FILE *out, sasl conn_t *conn)

{

char buf[8192];
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const char *data;

const char *chosenmech;
#ifdef SUN SDK_

unsigned len;

#else
int len;

#endif /* SUN SDK */
int r, c;

/* get the capability list */

dprintf (0, "receiving capability list... ");
len = recv string(in, buf, sizeof buf);
dprintf (0, "%s\n", buf);

if (mech) {

/* make sure that ’'mech’ appears in ’'buf’ */

if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech ’%s’\n", mech);
return -1;

}

} else {

mech = buf;

}

r = sasl client start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL OK && r != SASL CONTINUE) {

saslerr(r, "starting SASL negotiation")

printf("\n%s\n", sasl errdetail(conn));

return -1;

}
dprintf(1, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send string(out, chosenmech, strlen(chosenmech));

if(data) {

send_string(out, "Y', 1);

send string(out, data, len);

} else {

send _string(out, "N, 1);

for (;;) {
dprintf(2, "waiting for server reply...\n")
c = fgetc(in);
switch (c) {
case '0":
goto done ok;

case 'N":
goto done no;

case 'C’: /* continue authentication */
break;

default:
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printf("bad protocol from server (%c %x)\n", c, c);
return -1;
}

len = recv_string(in, buf, sizeof buf);

r = sasl client step(conn, buf, len, NULL, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
}
if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);
} else {
dprintf(2, "sending null response...\n");
send_string(out, ", 0);
}
}
done ok:
printf("successful authentication\n");
return 0;
done no:
printf("authentication failed\n")
return -1;

}

#ifdef SUN SDK
void usage(const char *s)
#else
void usage(void)
#endif /* SUN SDK */
{
#ifdef SUN SDK
fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);
#else
fprintf(stderr, "usage: client [-p port] [-s service] \
[-m mech] host\n")
#endif /* SUN SDK */
exit(EX USAGE);

}
int main(int argc, char *argv[])
{

int c;

char *host = "localhost"

char *port = "12345";
char localaddr[NI_MAXHOST + NI MAXSERV],
remoteaddr[NI_MAXHOST + NI MAXSERV];

char *service = "rcmd";
char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];
int r;

sasl _conn_t *conn;
FILE *in, *out;
int fd;

int salen;
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struct sockaddr storage local _ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p':

port = optarg;
break;

ret.

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

if (optind > argc - 1) {
#ifdef SUN SDK
usage(argv([0]);
#else
usage();
#endif /* SUN SDK */
}
if (optind == argc - 1) {
host = argv[optind];
}

/* initialize the sasl library */
r = sasl client init(callbacks);
if (r !'= SASL OK) saslfail(r, "initializing libsasl")

/* connect to remote server */
fd = getconn(host, port);

/* set ip addresses */

salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);
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salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI WITHSCOPEID | NI _NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

/* client new connection */

r = sasl client new(service, host, localaddr, remoteaddr, NULL,
0, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

sasl _done();

return 0;

SASL H—/N\— D4
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#pragma ident "@(#)server.c 1.3 03/04/07 SMI"
/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

¥ OX K K K K K K K K XK K XK K X K XK K X KX K X KX K X KX K X X X X X X

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
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#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK_ */

#include <sasl.h>
#include "common.h"

#if !defined (IPV6 BINDV6ONLY) && defined(IN6P IPV6 V6ONLY)
#define IPV6 BINDV6ONLY IN6P BINDV6ONLY

#endif

#if !defined (IPV6 V6ONLY) && defined(IPV6 BINDVGONLY)
#define IPV6 VG6ONLY IPV6 BINDV6ONLY

#endif
#ifndef IPV6 BINDVG6ONLY
#undef IPV6 V6ONLY
#endif

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL_PATH")
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */
static sasl callback t callbacks[] = {

SASL_CB_GETPATH, &getpath, NULL
¥

}

SASL_CB_LIST END, NULL, NULL
+;

/* create a socket listening on port ’port’ */
/* if af is PF_UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */
int *listensock(const char *port, const int af)
{
struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;
const int on = 1;

memset (&hints, @, sizeof(hints));

hints.ai flags = AI PASSIVE;

hints.ai family = af;

hints.ai socktype = SOCK STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "ss\n", gai strerror(err));
exit (EX USAGE);

}

/* Count max number of sockets we can open */
for (maxs = @, r = ai; r; r = r->ai _next, maxs++)

f18%D « SASLY — R 01— R4l 271



SASL Y —/N— D4l

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n")
freeaddrinfo(ai);

exit (EX OSERR);

}

socks[0] = 0; /* num of sockets counter at start of array */
sock = socks + 1;
for (r = ai; r; r = r->ai next) {
fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai socktype,
r->ai protocol);
*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (*sock < 0) {
perror("socket");
continue;

}
if (setsockopt(*sock, SOL SOCKET, SO REUSEADDR,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (SO REUSEADDR)");
close(*sock);
continue;
}
#if defined(IPV6 V6ONLY) && !(defined( FreeBSD ) && FreeBSD < 3)
if (r->ai family == AF INET6) {
if (setsockopt(*sock, IPPROTO IPV6, IPV6 BINDVGONLY,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (IPV6 BINDVGONLY)");

close(*sock);
continue;
}
}
#endif

if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");
close(*sock);
continue;

}

if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);
continue;

}

socks[0]++;
sock++;

}

freeaddrinfo(ai);

if (socks[0] == 0) {

fprintf(stderr, "Couldn’t bind to any socket\n")
free(socks);

exit (EX OSERR);
}

return socks;
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}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK_ */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mechl\n", s);
#else

fprintf(stderr, "usage: server [-p port] [-s servicel [-m mech]\n")
#endif /* SUN_SDK_ */

exit (EX USAGE);
}

/* Globals are used here, but local variables are preferred */
char *mech;

/* do the sasl negotiation; return -1 if it fails */
int mysasl negotiate(FILE *in, FILE *out, sasl conn t *conn)
{

char buf[8192];

char chosenmech[128];

const char *data;
#ifdef SUN SDK

unsigned len;
#else

int len;
#endif /* SUN SDK */

int r = SASL FAIL;

const char *userid;

/* generate the capability list */

if (mech) {

dprintf(2, "forcing use of mechanism %s\n", mech);
data = strdup(mech);

} else {
int count;
dprintf(1, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,
&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");

dprintf(1, "sd mechanisms\n", count);

/* send capability list to client */
send _string(out, data, len);

dprintf(1, "waiting for client mechanism...\n")

len = recv_string(in, chosenmech, sizeof chosenmech);
if (len <= 0) {

printf("client didn’t choose mechanism\n");
fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}
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if (mech && strcasecmp(mech, chosenmech)) {
printf("client didn’t choose mandatory mechanism\n")
fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

len = recv_string(in, buf, sizeof(buf));

if(len !'=1) {

saslerr(r, "didn’t receive first-send parameter correctly")
fputc(’'N’, out);

fflush(out);

return -1;

}

if(buf[0] == 'Y") {
/* receive initial response (if any) */
len = recv string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl server start(conn, chosenmech, buf, len,
&data, &len);
} else {
r = sasl server start(conn, chosenmech, NULL, 0,
&data, &len);
}

if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "starting SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

while (r == SASL CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n", len);
fputc(’'C’, out); /* send CONTINUE to client */
send string(out, data, len);

} else {
dprintf(2, "sending null response...\n")
fputc(’'C’, out); /* send CONTINUE to client */
send_string(out, ", 0);

}

dprintf(1, "waiting for client reply...\n")
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n")

return -1;

}

r = sasl _server step(conn, buf, len, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);
return -1;
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}

if (r 1= SASL OK) {

saslerr(r, "incorrect authentication")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

fputc(’0’, out); /* send OK to client */
fflush(out);
dprintf(1, "negotiation complete\n")

r = sasl getprop(conn, SASL USERNAME, (const void **) &userid);
printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argv[])

int c;

char *port = "12345"
char *service = "rcmd"
int *1, maxfd=0;

int r, 1i;

sasl conn_ t *conn;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p’:

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

/* initialize the sasl library */
r = sasl _server init(callbacks, "sample");
if (r != SASL OK) saslfail(r, "initializing libsasl");

/* get a listening socket */

if ((U = listensock(port, PF UNSPEC)) == NULL) {
saslfail(SASL FAIL, "allocating listensock")
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}

for (i =1; i <= 1[0]; i++) {
if (1[i] > maxfd)
maxfd = 1[i];
}

for (;;) {

char localaddr[NI MAXHOST | NI_MAXSERV],
remoteaddr[NI _MAXHOST | NI MAXSERV];

char myhostname[1024+1];

char hbuf[NI MAXHOST], pbuf[NI MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd set readfds;

FD ZERO(&readfds);
for (i =1; 1 <= 1[0]; i++)
FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ && errno != EINTR)
perror("select");
continue;

for (i =1; 1 <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(1[i], NULL, NULL);
break;

}

if (fd < 0) {
if (errno != EINTR)
perror("accept");
continue;

}
printf("accepted new connection\n")

/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");
}
getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
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perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI_WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);
if(r == -1) saslfail(r, "getting hostname");

r = sasl_server new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);
if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w');

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

}

sasl done();

/\Jéd) j - F
KOA— RHFNTIE. ZDOMOD SASLBIK DY A RN EENTNET,

ZOV—Ad—RlE, ¥ O0—Re2y—n65U0—-R95ZEHnHE
9, https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI ek Jic!
LTSN,
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#pragma ident "@(#) common.c 1.1 03/03/28 SMI"
/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

¥ OX K K K K K K K K XK K XK K X K XK K X KX K X KX K X KX K X X X X X X

*
~

#include <config.h>

#include <stdio.h>

#include <ctype.h>

#include <stdarg.h>

#ifdef SUN SDK

#include <sysexits.h>

#endif /* SUN SDK */

#include <sasl.h>

/* send/recv library for IMAP4 style literals.

really not important; just one way of doing length coded strings */

int send string(FILE *f, const char *s, int 1)

{
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int al;

al = fprintf(f, "{sd}\r\n", 1);
fwrite(s, 1, 1, f);
fflush(f);

printf("send: {%d}\n", 1);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

S++;
}
printf("\n");

return al;

int recv _string(FILE *f, char *buf, int buflen)

int c;
int len, 1;
char *s;

c = fgetc(f);
if (c !'= "{’") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);
if (c !'= "}") return -1;
c = fgetc(f);
if (c !'= '\r’) return -1;
c = fgetc(f);
if (c !'= ’'\n’) return -1;

/* read string */

if (buflen <= len) {
fread(buf, buflen - 1, 1, f);
buf[buflen - 1] = "\0’;

/* discard oversized string */
len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);
buf[len] = '\0’;

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);
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while (1--) {
if (isprint((unsigned char) *s)) {
printf("sc", *s);
} else {
printf("[%X]", (unsigned char) *s);
}

S++;
}
printf("\n");

return len;

int debuglevel = 0;
int dprintf(int lvl, const char *fmt, ...)

va_list ap;
int ret = 0;

if (debuglevel >= 1lvl) {

va start(ap, fmt);

ret = vfprintf(stdout, fmt, ap);
va_end(ap);

}

return ret;

}

void saslerr(int why, const char *what)

fprintf(stderr, "ss: %s", what, sasl errstring(why, NULL, NULL));
}
void saslfail(int why, const char *what)
{
saslerr(why, what);
exit (EX TEMPFAIL);
}
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ERIZe4 EY MROT TUr—2 3 > &RLET,

KROITFZE/IN\wTr—2D7a Y1777 AINEML £T,

e pkcsllconf etc/crypto/pkcsllconf 0644 root sys

H—XI)LLNI)VOTANASTES 2 —I)LD

Ny — AL

Sun AT, T—XI)IL L NIV DORESALTaNA Y EY 2 —)VOBRFEZEIL. KROUHZ
EITLET,

1.

Oracle Corporation 70 HAEFHE Z G L £ 9, it T., I—I)IVVY 7 hU 7 &
Pa—IVEREFTNAARTIANICELLET., 200 R—2D [T ONAFAD
EBALHOBEM 2SR T/Z3 N,

FEHEZRAM L TNy —2 2B L £, GEHEIL. /etc/crypto/certs T4 L
7 MUK T 20 ENH D T,

kcfconf 27 7 A % pkginfo 7 7 1 )L @D CLASSES XX FHINIZEBML £9. KDIT%
BIMLTLZE N,

CLASS=none kcfconf

AT 7 71 )V kef.conf % Jetc/cryptoT 4 L7 FUIHERRLET., 2077 A1)
3. VI NI T EN—RI T DT T4 & HN—FIHERT 71 IVITEBIML
32@‘0

o TONA YD S E A=) T T2 T 'Y 2V TH LI HE
W3 T2 FUICROMXZHHAL ET,

provider—name: supportedlist=mechl,mech2, ...

provider-name ~ H—F)V) T R 2T ED 2a—ILDN—A%
mech* U A b N ORES LR D £ i

ROL B, A=)V T T T7EZ2a—)LOHITY,
des: supportedlist=CKM_DES_CBC,CKM DES_ECB,CKM DES_CFB

s JONAYDRREEALEETAOTNA A RITAN(T 78I L —%h— KRz &)
THHHEEE. T MJICROEXZFERLET,
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driver names=devicedriverl,devicedriver2, ...

devicedriver* BBLTNA ZHDOTINA A R T A1 ND 4]
ROLY BRI, TNNAARTANOHITT,

driver names=dca

JONA I NDEZDIEN
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ZOHEITIE, 7ONA FICETFEAZEBML T, 7aNA ¥ DPREE{E7 L —A
J— I NTEMETESLLIICTTAHEICOWTHIALET, £/2. 7ONA1 I NIE
LS BAHINENE DN EHRT 2 HFEICOVWTHHHALET., JoN1 ¥,
PKCS#11 74 7 Z VU, 7)VaAU X LhZFEETHO— RaJgEi—xI)L &
Pa—). FEEN—RUT7T7IEIL—FHDTNAARTANDODNTNDA
T2z FTHEMNFEVER A,

z;lil/\‘/f FICERTDIEODIARAFTEZERT DI
(

—MRIC, FEFEQERIITONA YORFEENTVWET, LaL, AT LEHRE
NWYAbOEF2 VT —RY—D—ERELT, ZOEREZUIT S X DITKIE
ENDHTEDBHDET,

elfsign request A< RZFERAL T, Sun DEIRAEEZEKRLE T,
Zoax 2 Rid, FEAFOERITIMA COEARBEDO LR BITNET,
% elfsign request -k private-keyfile -r certificate-request

private-keyfile IERBHBEDZFIANDNA, ZO#IX, HETI AT LEHEN
Solaris iy 5L 7 L — AT =V HICTONA FICEAT D & E 1T
BWERDET, ZOT4 L7 MIIEEF2U T —RELTHS
RS D ET, Sun DFFHENRESNTNST 4 LV MU &
DT 4 L7 U ZEERALTSZE N,

certificate-request  REBHEELRAD/NA

ROFNL, — B ERD Sun IZED LD ITEM I NEMERLTWET,
% elfsign request \

-k /securecrypt/private/MyCompany.private.key \

-r /reqcrypt/MyCompany.certrequest

Enter Company Name / Stock Symbol or some other globally unique identifier.
This will be the prefix of the Certificate DN:MYCORP
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The government of the United States of America restricts the export of
"open cryptographic interfaces", also known as "crypto-with-a-hole".
Due to this restriction, all providers for the Solaris cryptographic
framework must be signed, regardless of the country of origin.

The terms "retail" and "non-retail" refer to export classifications

for products manufactured in the USA. These terms define the portion of the
world where the product may be shipped. Roughly speaking, "retail" is
worldwide (minus certain excluded nations) and "non-retail” is domestic

only (plus some highly favored nations). If your provider is subject to

USA export control, then you must obtain an export approval (classification)
from the government of the USA before exporting your provider. It is
critical that you specify the obtained (or expected, when used during
development) classification to the following questions so that your provider
will be appropriately signed.

Do you have retail export approval for use without restrictions based
on the caller (for example, IPsec)? [Yes/No] N

If you have non-retail export approval for unrestricted use of your
provider by callers, are you also planning to receive retail approval
restricting which export sensitive callers (for example, IPsec) may
use your provider? [Y/N] Y

JENBRBEIL, FEE L7727 7 1 )L 4 (Jetc/crypto/private/MyCompany.private. key
Ty AINBE)ITHEMEINE T, GEHFEERGIEELLET 71 ILE
(/reqcrypt/MyCompany. certrequest 7 7 1 V7R E) IS NLE T,

FIEAEZEE K% Sun [LXfTLET,
AEAEERZRDEFA—IVT RLAICERB L
9, solaris-c rypto-req ww@oracle.com

Sun Tl FEMABZRT 7 1OV SREEZIER L K9 Bk S N/ziEEO 3
E—DREENET,

Sun N 5= (TEL D /=5[BAZE % /etc/crypto/certs T 4 L7 MU [TAE&IIL £ 7,

LEDO, NG EFEAZTERIIHOT + L7 BUIKEMNTHLDICLTSKE
W,

TJONAYICELZTSICIE

—MRIZ, TONA I NDBLITONA T ORFEENTVET, LAL., P ATLA
ERENYA POEF 2T —RU > —D—BRELT, FEEONAFUICES
THEIIHKBEEINASZEBHDET,

TONAFICERZLE T, elfsignsign AY 2 K, Sun MOHRITEH/ZIIAE, L
OSun DIIBREZEKRT 57O DIFNFEREEZFRLE T,

% elfsign sign -k private-keyfile -c Sun-certificate -e provider-object
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-k Sun IZ3E15 S N REHE ER OVERRICHE A S N7z FENBHSEINE £
NTNWBT771),

-C FERAEERIC K o T Sun D S FIT I NZGEHEAD /N A,

-e Solaris B H L 7 L — AT —V VN THHAT Z720ICELIND T O

INAE (ONA FU)NDINA,
ROBNE, TONAFICELT B HEERLTVWET,

% elfsign sign \

-k /securecrypt/private/MyCompany.private.key \

-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object

elfsign sign 2T 2 &, BESINLELHICHE2A T2V RNEEINSHDT
75‘5311/'(< IV, 727 NORBHIRDDHEILIGEIL, elfsign sign 2
TR, AT bZEJOHRICIE—920ENH D £T,

7gﬂ4ﬁﬁ§%éhfm5m“‘méﬁﬂﬁé
(]

Sun BRITULIIAZ LBRMAETAONAINDNRRERELET.

elfsignverify AX > REZFEHRAL T, 7AONAIDELLKELZEIN TS NE S hvE
RLET,

KROFNZ, FEHENT 74V 8T 4 L7 MU Jetc/crypto/certs/MyCompany ({ZA&HE X

NTNBEHELLEHBEOMAEZRL TWET,

% elfsign verify \

-e /path/to/MyProvider.so.1l

elfsign: verification of /path/to/MyProvider.so.1l passed

ROFNZ, FEHAENT 74 FEUADT 4 L7 FUIEMENTNLHEERLT

WET,

% elfsign verify \

-c /path/to/MyCerts \

-e /path/to/MyProvider.so.1

elfsign: verification of /path/to/MyProvider.so.l passed

ROFNZL, HIBRATE OFHETEL SN T ONA Y OMEEZRL THWET,

% elfsign verify \

-e /path/to/MyRestrictedProvider.so.1

elfsign: verification of /path/to/MyRestrictedProvider.so.l passed, \
but restricted.
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v ('if—)bﬁ&@iﬁﬁﬁﬁ@ﬁ@]? 7AINZEERT B

ZOFEZ. ENTOMA LGRS NZEINTOFHDOZDIZELC 7 TO/)NA F v H
MENDGEITHRICEEET . IRXTOREKITHN L THE AR ZFEHEO# %
FoTTONAFICELLET, FFOHLANZEDWEFIRD /W7 10)/N1 ¥ & ff
9 2RI LTl IPsec TOMHZFFRI T DRBI72EE 7 7 1 IV E/ER L THL
HABET, BE T 7 1IIE, TONA T ERUET 14 L7 bUITEES B H0EN
HOET, EET 7 MILOMAGHRAITIZ. RIANOARNTILIET .esa ZBML £
J (l: /kernel/drv/vca.esa)o

@ TJONAFICEBLZLLET, elfsignsign AV K. Sun HhHZITE-H/IAE, Hk&
USun DIIEREF#EK T BH/-ODIENRABEFERLET.

% elfsign sign -a -k private-keyfile -c Sun-certificate -e provider-object

-a BT EDELF BEL RS (esa) 7 7 TNV EERLET, ZOF
Ta i3, BELTONA YNIED F—IVROEHORREEY
FT—I)VIR DU OEBE DM F 2L BEETHEEICTHERHLET, U
T — IV DGR 2T D I1Z1E, Psec 72 & DHfiHH D E % Z 19
FEOH LEZEHIRL £9, 2047 a i, 7anNA ¥oNA
FUNKIEMA ZEOFHAZTH SNMEDBELINTNRNDEIHDELE

—d_o

-k Oracle Corporation [Z X5 & N7 AEEFZER OIERUT A S 72 3E
NHBNEENTND T 71 ),

-c RERAEERIC K © T Sun 7 S BT S N/ZEEBAFEAND /N A,

-e Solaris 55t 7 L — LT — VN THAT 2 -0ICBHRINS 7O

INAZ ONA FU) NDIN A,
ROBNE, TONAFIZEHT D HEEZRLTWET,

% elfsign sign \

-a\

-k /securecrypt/private/MyCompany.private.key \
-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object
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=h
AA

GSS-API

MIC
MN

name

opaque

principal

7 ZHE) A~
(ACL)

Generic Security Service Application Programming Interface Dlig, I EFXERET 2 — IV K
DEFa )T —F—EADYR—h2RHT LRy hT—JFTYT, GSS-APIITL
FaU T iR, BEE. BLOEEEOT—EXAZRMEL T, f:‘b t:\::LU

—ICRE LT, 77U r—a OBt R KRICT 5 2 & & n]hE bi’ﬁ_o Gy
b, BEEE, BROEBEEHOEHBZRL TSLEI W,

Awt—IBEHED— R MIC)DEZSIRL TLZ3 W,
HEREZ MN)DIEZ SR L T 72X,

FIED %R, 72& A1, user@emachine 72 & TY . GSS- API@%E}IJ I3 gss name t #EEKE
WUTUEINET, ZOXIRLRNIT TV r—2a VI3 AEHTT, TV A
A= N4, S (MN), #ARiEL BE Vprincipal DIEHSL T ZE W,

FT—F DEPLCHERANTNZH AT DEEMS RABWES, TOTF—FITEHINnE
. TmE AL, gss_init sec_context() D input_token /NT A—HIT TV r—a
IZIERBH T A, GSS-APIIC &> TIFEIETY, [AEEIC, gss wrap() NOD
input_message /N7 A —% 1L GSS-APLIZIIAREBATI N, v T&lfr>57 77U r—a >
ICESTIFEETT,

Fw bT=ZBEIIBMT S, —BOARERDY IA4T 2 bA—Y—£kid
P—=N—/F—EADA > AF > Ao GSS-APIRN—ZAD T 7 > a > ClIERBOX
RENAEEE TR D ET, ORI, BEREOBIERLET,

" user

user@machine

nfs@machine

123.45.678.9

ftp://ftp.company.com

name & AHIEHDOHEH B L T ZI W,

BEDT Vv ZMEEFOERDOY A RSN TS 7 71 )b, BF., —N—137
7Y ZHE) A NZRNT, 7547 > bW —EZXAZHEHT 2720 DWHREH-> T
BMESIDEHW L FE T, GSS-API Tial SN TWTH ACL TEFR] SN TWWR TN

1, FRIEFY—ERZEGINDAEEENDH D T EICHEELTLESI N,
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HHE 2
(MN)

Pk

77472k

I 7 DR

I2TFAMLAN)L
k=22

P—/N—
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EEROTF ) T —HEETHIINTWSES, FHR@EIZTI > FF X MESM)
12, BAOBKREEY ERDFEER@AFEIZIITFARNZITANNIC (FiE) §52&
T, E7ERZTOFUICRETEET., [FRit) SNEBEREZFERATSE. ET7ER
A PFINEERORDODICERZTD ZENTEET, 2EXE KD rlogin 2
AL T, B> MmBilox AU T—harA >3558 ETT,

gss_export_name() 12 &> T GSS-API NERIE R 5 GSS-API 7 Ak — MMERICA#H I N
oK%, T AR— bk £4ld mememp () T GSS-API DN D SCFHIE R LR TE £ 9, k¥
W4 (MN) EnameDIEHBIR L TL 230y,

GSS-API N¥BTE A DReRITRA > A5 > A, D GSS-API NERE R A4 Tl 1 D D44
IR L TEEDA > A5 > A (FNETNDNEBEOEBOIATOD) /DI LNTEE
T, 7272, HEHERIIRE ORI — T 9., HEHE% 13 gss_canonicalize name() TH
RN ET,

T EET S tF YT — Y —ER, WEEICIBEELREOY—EADE
ENET, ik, BEE F-ERABZRLTIES N,

W T, rlogin 2T 27 TUr— a3 ind, I—F—0RbDICxy hTU—2
J—EZXEHHTE IO A2ELET. T—N—HEMIOY—N—HF—EZADY
FTAT > RNIRDGEHHVET, JRFETIE, Y—EAZHEATIERZIELET.

< DEFa) T4 —HEETIE. Avt—IARN)—AFO Ay =N REY)72)ERF
TEZEINEZIEZBETEET. Avb—Y0REFOREIIE. FIHTE2HE1D)
a2 T F A MELRHCER T 2068 NH D E£T,
SATAY—ERARERTEZT S = ar, 94T T,
Ta—)b,

2007 TV r— a U REOERDIREE,

Klz3h—xILE

2DOQETHTI Y TF A NDIEFITHENL SN
&, ATFFARZIFAIUNEIT > FF A MEBRINALIZIERL TNDEBODT

T —2arThd I EE2EBLT. I TF A MZIFANNCERF TN
x/t—yéﬁﬁ%;UQHMT%iT a2 FF A MIHARAENZEN TS
&, BEEANIZ T AIUD ID DA TH D &Rk L T, ZIT AN SR E SN
Ay t— BB L NMERILTEET,

=2 > OHZEZRL TSN,

I NT—=00547 2 MUY —ZA &R T HEE, 7221, rlogin 2L T
boston.eng.acme.com NI X NIOTA 2T D&, ZDYT Uik rlogin—E X%
ek 29— N—ICh D £,

L(FY hT—=IH—EXEFE). *Y NT—=0 07547 > MIfEEENS

V=, EEOY—N—ICXo>TIRMHEINDZEHHVET, 72EZIE, rlogin ZfHiH
L T boston.eng.acme.com EWVWIHI X BT A >TB5E, TDX T T rlogin—E
AT 20— N—1Th D ET,

2 MtFaUF 0 —P—ER] BEREEXLIIREEOT—EXATHD, AL LD
LAV ERRAEL 9, GERE. BAtE, BRUWEEOHBSRL TILEI W,
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BFrvia
TR

TFa)FA—F—E
A

t¥Far—7
L—N

TtFaUT— AR
N

*EEDLH

N1
I
N
2

F—=FUT LA

TR T HER Sy T — 2 EEEOFER. BEHIL EERPIENTH DN, £L
T DOHE. ERDEDOL S BKHER > TWANERLEXT., EITEFa )
T4 —HERICE > TERENET,

FEE SNHRBICE > TIRIFES N BB ZREF T 272D OREHEE GEEIZ T 7 1)),

FENY—EAZEATELINES N, FERNEDF T2 M7 VB ATES
N BEK, EF T2z MCEOX D BT 7V ADORENHF I INTNENERET
%5 70t% XTI,

I—Y—BEEL JJHKT EEINET—Y ORI EREEY VTl T 2 2F 2
TA —H— th nuu *%éi'ﬁ[% i’JJ:U\)( /t /ﬁ{/\[ij“—}\(MIC)@lﬁbi}ﬁﬁbf
<IN,

P—ERZZRL TS0,

TL—=NeZRLTZEN,

ANZALEBRLUTIIEE N,

j/T*XFﬂﬁiéﬁé&% j
Z}”L{EU Zit uIETE)M\Ei)‘?) U i@_

THFANMESHMIEDEHFZT > TFANZITA
&Ko T 327+ A MEESHHZT AN D

AL ERTHZEHHDET, U)\ﬂfﬁ”?ﬁ‘ﬁﬁuuuﬁ’&ﬁf&j 25E. mEISHER
EINTNBEEZTNET,

FT—Y DR, /=& XL, int. string. gss name t &K, gss 0ID set G A2 ET
‘3_0

A tT—A N —LAHOHE—D Ay t—UNEREIZESNZHE, 2<0tFal)
T4 — B TT—Y) T LA OB ESR—FLTWET, UT L1 OBmHIE. @FIHE
TELHEEIT) I TFAMEIIFICERT ZHENH D £,

GSS-API H§1EfK gss buffer t DR THDHT—5 /)7 v~ b= 3. ET7 &2
T = a DRI, GSS-APIEASt TR SN E T,

M—=2 i3 2BEH D £T, Il‘/j‘j'r;(}\l//\)lx}\ 7 vFayFo—ar
TFANEHELEZIIERT 572D I NS ERIMEHIINET. &R

12, gss init sec context() l&. T TFANDZITFAIUINCEET B0, I2T
FANEBMOEKRN RV, ¥—7 v b2 > O40, ERINDZ I EIE Y —E
ADT I TR EDEHBE M—U ITHMLET,

A= b= 2 (A== 20 Ay =L N =T P EBIER) T
3 E7ERDT TV =2 a VITREBINDS Ay =05 GSS-APL BT &> TH
FRENTBERPESNE T, 72E 2 gss_get_mic() 1d, FEEINZA =M
SHAMAORE S ZEER L. ETITEEINDG b—7 T (A y =2 E—H) M
LEd, HNCid, h—27 23 Ay =2 L3R ThoEEZSNTVET, 20Dk
8. gss_wrap() % output_token TIL72 < output_message Z £k T 5 EFEHONET,
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T4 N>
7L =N

KA
A=A A

Ayt—2

Ayt —REM
a—F
(MIC)

Avt—Tb—0

Awt—= LN
k=2

Ay =Y DHBBMML TS0,

ZHTOER. Aiiildgss oIp B E L THMS N, ARCEHIN T A ERXEZRLE
9, 7z& x1E. fHi useremachine DFHGTTIIL, 6SS C NT HOSTBASED SERVICE 12721 &
T, T AR— M. RS (MN), BXPnameDEHBRL T 7ZI W0,

BoRENTZFEAROID 2R T2 8F 2T —H—EX,
WEMEOHZZRL TSN,

ek, 71— /NIZ3FBAE DO FEEE (AUTH_UNIX, AUTH_DES. AUTH_KERB72 &) Z/RL T
Wiziz®, eFass—70L—N] & A7 L—NN) BRCEK®TY,
mqug%%t#1074 TL—=INTYN, ZAUTREEITINA T, BETE ST
OY—EZAbIHL E£T,

Y—EREI > a—<IEETEY SV r—ar, 9475, FRE3HI—FITE
Ta—)b,

QOP F Quality of Protection DS T, BEECHEMLEOT—EA L —HICHEAIN LS
{E7IN Y ZLEBIRT D EZITHHENDINTA—YTY, BEMEE—BICHHTS
BE, QOPIEA Y —VEEMEI—RMIC) 24T 57T ZLAZEELFT ., #
B —HEIHEA T 58E,. QOPIEMIC DA E X vt —2 DRSO FIZHT 2
TINTYXLEHEELET,

3y NT—=0&@BUTT VB ARRERT T >,

T— ORAECKRBENE 2 BT 2720 O s{LEith2fREd 2V 7 by
INwir—, 7=& %X, Kerberos vs % Diffie-Hellman 2\ BA#E 72 £ T9,

GSS-APIR—ZADT TV r— a6 ET ERD T T r—a VITkEaNns
gss buffer t 777 MEXODT—%, 7=EZE. Ms) BUE—FOD ftp
H—N—IZAvt—TE L TEEINET,

AvtE—=2I2id, - —DRETI I UHNOERMEMEINDZEBH D E

T, 7ZEAE gss wrap() X T v TENTVWRENA Y =V BZITTD, Z0
Awt—JFEERICTY T LET, ZOEE, Iy TINAYE—JITE, AU
FIN (A== L) A =2 EHITZTDOMICHENSINET, Avk—%
BERWD, GSS-APIZVER LB Th—r > EFFENET, N7 > OHEESH
LTL7ZSN,

T DHEIMEERIET 272010, BEINDIT YR SINBIEEY T, T—5%
BRI MIC 24K L. #EEI N MIC ML 9, WENFE U

B Avt—IIFERTY, gss get mic() TERINAZMICRERXT TV r— a3
MEBHEZXFETA, gss wrap() 2 gss_init sec_context() TEKI N MIC/ELY 7
Ur—aholdRAERA,

=27 OHEESRL TSN,
M2 OHEEZRLTIZE W,
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U7 LA DR Z<DtF T — BT A=A M) —AFORA Y E—IRREIED RS
NEZEERETEXET. AvtE—2U T L1 oM. FIHTESHER) I>TF
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e]

A
ACL, 77 A A ] 258
APDU, SCE, 194
authid

auxprop 7771 >, 156

SASL, 134
authzid, auxprop 7= 71 >, 156
auxprop 771 >, 156

C

C CloseSession() PE%K
Avt—=IF4 2 A SO, 176
A=Y DELDOH], 183
Z 28 BINA MERR OB, 190

C DecryptInit() BE%L, 179

C Decrypt() BH%L, 179

C EncryptFinal() B8%%, 179

C EncryptInit() BE%%, 178

C_EncryptUpdate() BI%L, 178

C Finalize() BE%K
Avt—=IF14 2 A SO, 176
A=Y DELDOH], 183

C_GenerateKeyPair() BE%L, 183

C_GenerateRandom() BE%L, 189

C GetAttributeValue() BE%L, 183

C_GetInfo() BA%L, 169,175

C GetMechanismList() BH%%, 172

C_GetSlotList() B8%K, 170
Awt—TDELDH, 183
F 28 BINA MERROHI, 189

C_Initialize() B9%L, 169
C_OpenSession() BA%L, 171

T 2 LINA MERRD B, 189
C SignInit() PE%L, 183
C VerifyInit() BA%(, 183
C verify() BI%L, 183

client_establish_context() BI%(, GSS-API 77 T 1

7 > R, 103
connect to server() B %L

GSS-APL 7 Z1 7 > MM, 102,106
createMechoid () BH%L, 258
cryptoadm HEHLL T /N1 A R 1N, 164
cryptoadm IT—F 14 U T 1 —, 164
cryptoki 71 75 U M, 167
crypto LT NA XA RF AN, 163

E
elfsign A > R

Oracle Solaris {§ 5L 7 L — LT —7, 164

request "7 1< > R, 290
sign 7~ > R, 291,293
verify 7 3< > R, 292

F

fini() B9%K, Oracle Solaris i =1L 7 L — A

7—7, 166
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G GSS-APL 7 IA 7 > N7 TUr—a 4l (Fix)
General Security Standard Application Programming V—Ad—F, 199
Interface, [GSS-API| %R SN T4 2T, 62
GetMechanismInfo() BE%L, 183 a25FA B
GetRandSlot () BH%L, 189 ZTFANDH], 124-128
GetTokenInfo() BE%L, 189 R, 96-97
gss_accept sec context() PE%L, 80,228 BRI, 239
GSS-API Y —/N—1f], 128 A>TFARDIY AR—B, 86,238
gss_acquire cred() BE%K, 76,227 a7 F A NOfFERL, 131
GSS-API B —/N—4, 119 a27F A DB, 105
gss_add_cred() BA%k, 77,227 H—=N—=7 T r—a )
gss_add oid set member() BE%L, 229 B, 115
GSS-API V—Ad— R, 210
createMechoid () BE%L, 258 HR—hEIN5EK, 239
GSS-API TR AN DAL, 104 ‘s, 76-77
gss-client fi AR, 239
a257F AN, 108 B D, 119
a7 F A NOHIBR, 113 EFNIEL < 7aWEORH, 92
B4 TOVY, 112 #BT, 57-62
Awt—IDEE, 110 REEO— R, 71-72,230-233
gss-server fil REEO— ROFIR, 232-233
At —TDTy TR, 128 ReEEa—Rox 0O, 233
A= NDOEHL, 129 HIFR, 61
gss str to oid() P94, 256-257 BEE, 88
Kerberos v5 IREE 1 — K, 240 M AEGRGE, 82
mech 7 7 1 )b, 255-256 FOMDATFART—EX, 82
MIC, 88 Z DA D B %51
OID, 70-71 V—2Zd— R, 219
OIDEMNEEND T 71 )b, 255-256 F v FIVINA T 4 >, 83-85,236
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