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P FTOIEEIE « F A AT DUEE GUI~ an ST TR A RS - R T Rk
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Ja . FULGatETT ITIF R R o QIR exec() i JHEN T —IUHTHE R, MNHZFE
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» PRIV PROC SESSION— FiF@FFE% 1£(5 5 BB E H21G MY -

= PRIV_PROC_INFO— RUFHRM AR EHTE (EWHFET LURHE 5 & A X ekt
f2) DUAMUERRRPIRES - AR SRICHERAETE /proc HANRER BIRVIHEFE -

—AE T MAZRHEAREENE S RIEE . MA B HIEE - 7Rt
TE H1 45 Oracle Solaris OS B TR A A & M WIFTE FEARA - H—J71H, MizE %k
HARFATFEOEHRR . . MREBEFAEHT exec(l) TR, NN ZEH

proc_exec il
o ARG
» ARGV HFREEE(E (Interprocess Communication, IPC) F#A o
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»  ERREAAL
= ARG

K Solaris R 2B R L HAHH . 152 0L priviteges(5)F Mt -

i - Solaris fEBELXIRINAE . I HINRE. BB B ] DUNIZTTHIN TR e I ELRR B ER

o 2 M zones(5) o HTF— DX IR TO R R A Bl T HRIZ XS R ST A H A S
2. BRI AT A R ARIR T X8 . (2, WERFEE. T
PRIV_PROC_ZONE AN Al T2 fa) X sk 7 B A REFE IR 22 J) XS # VR R 2R R

R IUAITHRIE
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AR O - SRR IR O, R LU A -
#include <priv.h>

AT IRARBE T 1 BRGNP AR R (5 PR LT R 91

SRR

DU @A L5 A S AR S A

w SERUEE - RN priv t BRUE CFOR - AT LU T 5107 SR ID FAF
WAL priv_t BRIRA & -
priv_t priv_id = PRIV FILE DAC_ WRITE;

n BFINESEE -FHUEAH priv_set t FHREEM R - EFRZE 2-1 A HT—1
RO P R EIA AL priv_set t BT & -
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T e FAENTHIBREX RIE AR S E AR . AXRIFAIER. 1R
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FAGRERT LB A& 18
» PRIV ON—{EFRE R SRS RERAAUEE & B I TE priv_set t &5FgH A BAAY R

e

» PRIV _OFF — {EFEEHYSCAF B RE R AN & AR HITE priv_set t 4 Fy A B

D

= PRIV SET— A S fF BRI EE & PR BN TE priv_set_t &iflyi

HHRYHRFAL - AR A EE I a L 92

DO

M| PRIV SET & RHRANE A E T none -

NI TR O - RIFESEAE T e R LR -

w21 FHARE

]3] gt HitiER

REAIS B R AR A setppriv(2) ~ getppriv(2) -~ setppriv() fll getppriv() £ &
priv_set(3C)~ LB - priv_ineffect() Fll
priv_ineffect(3C) priv set() & N7 {H M5 HAE

BEREL

TR AL priv_str to set(3C)- IREEREICREFE T R B R AN B
priv_set to str(3C)- LT B A PR
priv_getbyname(3C) ~
priv_getbynum(3C) -
priv_getsetbyname(3C) -
priv_getsetbynum(3C)

AR & priv_allocset(3C)~ JREE PR S R AU AL ~

priv_freeset(3C)~
priv_emptyset(3C) -~
priv_fillset(3C) -
priv_isemptyset(3C) -
priv_isfullset(3C) -
priv_isequalset(3C)-~
priv_issubset(3C)~
priv_intersect(3C)~
priv_union(3C) ~
priv_inverse(3C) -~
priv_addset(3C)~
priv_copyset(3C) -
priv delset(3C)~
priv_ismember(3C)
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F2-1 (EAFFIE L (&)

Sy} i HitiEf

REA B iR bR getpflags(2) - setpflags(2) PRIV_AWARE i FE bR gt
B | R g
PRI Ni21T - PRIV_DEBUG
F TR -

[R2a= RN SLi ucred get(3C) XEEFIFEF TR - JEZ RS
FARIPARZ A -

setppriv() : A Tig &
F X ERAU RN setppriv() . ZEEEEG LI FiE

int setppriv(priv_op_t op, priv_ptype_t which, \
const priv_set t *set);

op FAREMUTHIRHURIE - op SHAHLUT = wThE(E2 —

= PRIV_ON—FF set 2152 U FF AR AN 2 which 45 HIRANSE & KR
»  PRIV_OFF — M\ which Hi5 5 RIS & S R FPIER set 28 45 E 1R
» PRIV _SET—{H ] set 2L EH5E MRV which 157 (RS & KB P HYHFY

which F T 15 7 B 5 SRS & 2R

PRIV_PERMITTED
PRIV_EFFECTIVE
PRIV_INHERITABLE
PRIV_LIMIT

set 5 B E B SR E AR {5 R AN
LS RSP T ERIREL : priv_set() -

TR GT4EALEY priv_str_to_set()

1K B R AR {0 ) B (E R ST R AL R » priv str to set() @Itk AR FIH A BLAY Ry
o priv_str_to_set() HALTIEE:

priv_set t *priv_str_to set(const char *buf, const char *set, \
const char **endptr);

priv_str to set() K buf FHIEERIFALE FIHFH - priv_str to set() iIRIEIF L 5MY

MR & 2 —HER—HFAUE - **endptr 0T T VIR ENR - HER, WLTE

buf HELFE AT KB

Al RRATE EE LR - (I "al, tpriv_name , .. ." O] LS EFRTEREALLLAN
HIRTH AN -
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fE R TR

F - {6 "priv_set, "1 priv_name , .. ." WIRIE R TS E RUFAUEE & HHMIBR$5 € U
o WERHREAEEES. HAEMH " priv_name ,...", F MR N
BREANIRANER & ISR N ZS R SR & FIBRFE 2 R  H A RdE R Tk
e

= "none" FNTCHL -
= "pasic" FRPUTE KIRE UNIX HERGRURTE H P — &R T DL TR B BT TR 1Y

RS -

I GRS 7 1

AT {58 FR R FH AR R i/ VR AN R A R R A 7 A 7 PR

BEEER A PR R
DT T A A0 7 P 5 P B

ml2-1 S PR E RG]

/* Program start */
uid = getuid();
seteuid(uid);

/* Privilege bracketing */
seteuid(0);
/* Code requiring superuser capability */

/* End of code requiring superuser capability */
seteuid(uid);

/* Give up superuser ability permanently */
setreuid(uid,uid);

BB ER/NMIUREL AR
TSP VT 7 A/ IS S T B AR o TS 9 P L T B -

YFEF N setuid 0.

T setuid 0. RUFEASFEUE S RVILE NATE R
ATk AR A B ) R B B AR

AIRE A RV E AR -

S J T 2 % B 1A -
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1 #include <priv.h>

2 /* Always use the basic set. The Basic set might grow in future
3 * releases and potentially retrict actions that are currently
4 % unrestricted */

5 priv_set t *temp = priv_str_to set("basic", ",", NULL);

6 /* PRIV_FILE DAC_READ is needed in this example */

7 (void) priv_addset(temp, PRIV FILE DAC READ);

8 /* PRIV_PROC EXEC is no longer needed after program starts */
9 (void) priv_delset(temp, PRIV_PROC EXEC);

10 /* Compute the set of privileges that are never needed */
11 priv_inverse(temp);

12 /* Remove the set of unneeded privs from Permitted (and by
13 * implication from Effective) */
14 (void) setppriv(PRIV_OFF, PRIV_PERMITTED, temp);

15 /* Remove unneeded priv set from Limit to be safe */
16 (void) setppriv(PRIV_OFF, PRIV_LIMIT, temp);

17 /* Done with temp */
18 priv_freeset(temp);

19 /* Now get rid of the euid that brought us extra privs */
20 (void) seteuid(getuid());

21 /* Toggle PRIV FILE DAC READ off while it is unneeded */
22 priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ, NULL);

23 /* Toggle PRIV_FILE DAC_READ on when special privilege is needed*/
24 priv_set(PRIV_ON, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV_FILE DAC_READ off after it has been used */
27 priv_set(PRIV OFF, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

28 /* Remove PRIV_FILE DAC _READ when it is no longer needed */
29 priv_set(PRIV_OFF, PRIV_ALLSETS, PRIV_FILE DAC READ, NULL);

YRRIFESL T %0 temp WS 1 o temp B RMERIF AT ENFANES - ). 1£F
517F temp BN NS ERNNES - HEE 7178 file dac_read RS 2| temp
o proc_exec FARH exec(1) #Tiftfe (TEULFRFH AN ) BLFH . FHitk. 755 9
FTH temp HHMHIER T proc_exec: MT{H exec(1) #5 % T HUTHIEHFE -
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fE R TR

BEIE s temp (VAL EZREFE TR I ARLERAAL, BIEEAREE S E file dac_read - FHMIER
proc_exece 1ES 111TH1. priv_inverse () FRECRIITE temp BIRETAME . HRF temp FIE
HENHME - HAEE WA TR RAUE A R IE E R & (TERBIF T temp) FT {5
LGSR - TERNE 1LITHIEER,  temp IIEEL B VZRE R AT IREERFAL - 7R 1417
L NARTFEE MR T temp € XHIATFERIRAL - MRV EIE WA G AR
HUMIRR T X LA - TE 16 1THF . WHBREE & ISR 1 AT ERRAL . 7258 1817

. RN AT temp, RN T temp L& -

AR AT LLRGARAY o B, R A setuid, {H AT LU RED UID EE VA 20
TTH A 9 56F3 UID -

TESE 2247H . @ WA A HHIER file dac read FAAUEEA T % FFA - 7ESEFRAVEE
Jedt, TRE file dac_read FifZ Bl R LA HMNES) - fEVZREGIRE P A, BEEE 25
TTHSUHF T2 file dac_reado L. 7E5 24179, BH T file_dac_read . BEHUL
tHE. BHRMNERE ST EMIER file dac read - BEEFTAE MG, WEUTEFTAR:
WEAHEER file dac read . A KAMIMIER file dac_read o

TR TREER PSR & - EfEH 7175 -

®22 P AT

7 temp &R RIFFNES BHENES BRFFES
0] - HIE=] HIE=] BIEC]
B 5T — 1 temp BE N FEARFFL HA BiEE] BiEE] FiH
5 717 — ¥ file dac_read iR INE A+ e BiEE] FiH
temp e file dac_read
5917 — M temp HHHISR 1 HAK + BIE=] e iG]
proc_execo file dac read -
proc_exec
B 1147 —temp HE i A{H - fiE— (BEX+ H e BIEE]
file dac read -
proc_exec )
FBUT-TERTFERAPEANFE e — A+ HEAR+ B+ BIEE
MR - file dac_read - file dac_read - file _dac_read -
proc_exec ) proc_exec proc_exec
FIAT-TEEMREAPEMANFE g — A+ AR+ B+ B+
HIRRRL - file_dac_read - file _dac_read - file dac read - file dac read -
proc_exec ) proc_exec proc_exec proc_exec
B 18AT MY temp SXAF - - A+ HK + B+
file dac_read - file dac_read - file dac_read -
proc_exec proc_exec proc_exec
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FRUL AR R 9T &% $5 7

F#2-2 T AR (&)

g7 temp EEE RIFFRES BHHNES BRFRES

%2217 — %M file dac read HEIF - FEAR - proc_exec FER - proc_exec A +

HHHEHA - file dac read -
proc_exec

52417 — FENE A - BER + N BN

file dac read- file dac read - file dac read - file dac read -

proc_exec proc_exec proc_exec

2717 —HUT read () IIEE2EH FEAK - proc_exec FEAR - proc_exec R+

file dac_read- file dac_read -
proc_exec

2917 — AT E file_dac_read
WF. FTE S A R MIBRIZ R -

%ZIK -proc_exec

%ZIK -proc_exec

%2& -proc_exec

FLN R F T 2 1R

AT NTF R AU AR PR Bt 7 DU
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FRARBES . A NIELE ARG TR EAR T . AR SEREA RN R
P RES G R &4

EFZEID. RN AEESGHTFEER proc setid Fitl, DL g HA
ID- HIDEHFTHID-

ERFHLEE « N AR, SR ERG D 2R . Mz ERRUTESS
(P T, IR A 2B E R - AR EERIIEE . 1§50
2 29 TUHHY Rt fl” .

EREAFHURE . SEATRUR R EIT LT - RPN FIRE R B 1% (6 FH B A5
AR IRIG. ZR R N Z0E At ERAAS AR AL LU 2 SRR 205 5 -

1. SRR root 10 IR E) -

SFP R T AR A -

SPPERE R R LB R A S AR, 140 PRIV_FILE_LINK_ANY -
SPPERR AN N TR E A AT HoAMR AL 5141 PRIV_FILE_DAC_READ -
. SF PR DI HL R SRR UID -

THIBESE shell B P51 - shell £ S 51 FR R BT R m] DAGE I SQHERE R T A 2 5 5 Y
(TR o PRI, 2 ] LSS shell ¥ U7 HI0E SRAGE - B4, JELEEPER
Fe el BE2°FF 1 command {TAFRE N am & HFHUTZIT - AT, FRECFT T A] DLAEERED
A PAFE S R AR SRS FARE PR A o SEESUIBR AN L B shell 2 L7471 -

SAR- I
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KFEN

XTI
FAFAETE /etc/security/auth_attr SUAFHT o ZEAIEEHE AN FHRE S . 16 AT LA
TR
1. Tﬂﬁ%/etc/security/authfattrQifi%ﬁ‘”ﬁ\ﬁiﬁé4\E§Fﬁ$%F?f§$Yo

2. ETEREE JFUGH(# ] chkauthattr(3SECDB) AU A T TR HUFZAY - chkauthattr() B

BORTE DL 7 B 20 7 S IR A -

» policy.conf(4) $i#EEK) AUTHS_GRANTED ## — AUTHS_ GRANTED 8T+
BIE LT F5ERIFAL -

»  policy.conf(4) BHEFE A PROFS_GRANTED ## — PROFS_GRANTED fE/R 64
1N EWIARAC & SCHE - chkauthattr () BFET X8 @ IR AN R A5 X SE A PR A B
pYEL

» user attr(4) FHRE — WEHREFAE N P EN L 2B -

» prof_attr(4) BHEE — HESE G 9 F P HE E AR ECE S -

chkauthattr() 7£_FRAEAT AL E FR AR HA BIRIREAL,  WPRHHELE P U5 [RZRE T -
3. [EEHHET T RN ARy 35 BB AN - ] DA jd e 3 Y DU s At SR s B
0 o

wl2-3 KA AL

PLF A B BHAMAT B P chkauthattr () ERECRE T BORAN - TEARBIH . ZREfia
# solaris.job.admin A . QI BA ISR WM ] LS S A LA
BT o AR RS WA P S RE AR B SO T IR -

/* Define override privileges */
priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV OFF, PRIV EFFECTIVE, PRIV FILE DAC_READ,
priv_FILE DAC WRITE, NULL)

priv_addset(override privs, PRIV FILE DAC READ);
priv_addset(override privs, PRIV_FILE DAC WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {
/* turn off privileges */
setppriv(PRIV_OFF, PRIV _EFFECTIVE, override privs);
}
/* Authorized users continue to run with privileges */
/* Other users can read or write to their own files only */

28 - FRENNARER 33


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN3Echkauthattr-3secdb
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4policy.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4policy.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4user-attr-4
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4prof-attr-4

34



* o0 g 3 E

#R5 PAM [ 72 Fr F0AR 55

AR B TERL IR (Pluggable authentication module, PAM) ) 2 486 K i R /7 £ (it 7 3k
MR Z 2RSS - REGEH T &L PAM SR MLEIE - kP& - 2158 H
OSSN RGN HRT L - WA, 150 PAM ARSI THE SR IE T A%
PIEE - AEAESLUT - -

% 35 TUHH “PAM HEZR /44

% 38 TUHHAY “PAM L B

5 38 T “Yw 5 5 PAM ARSI FFE >
5 46 TUHY “Yn 5 H2 (i PAM AR S5 RO

PAM ¥ #/] 72 1 Oracle Corporation 71 %/ - H . DU5 PAM MYEHESZ4: T X/Open, HIVER
7EH) "Open Group" - PAM I AT/E (X/Open Single Sign-On Service (XSSO) - Pluggable
Authentication) (Open Group. ZE[EHAR. ISBN: 1-85912-144-6. 1997 -6 H) ik
F| o pam(3PAM) ~ libpam(3LIB) 1 pam sm(3PAM) FMt TTH /148 T Oracle Solaris ') PAM
i

PAM tEZE /T 45
PAM MEZRE PO a4 4K -

PAM f#i &

PAM J%

pam. conf(4) Al & S

PAM fileS5H6isk, AR J 2t E

HEZR ] 5 EEAL SIS SR Pt — T o 20 . SRAZOT . AR T L& A

W T ARG R TE SCRI AT B PAM ARSS - SRR BRI MEHY « AT DUSL T & R R
NREEHITES - 8 PAM. EHG ] DRI RE AR T R EIED R, AL
EUUEM R R o %2 PAM BCE S pam. conf RSEERAY «
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NEEH T PAM AR REER o N HFR T @ PAM N 4R #E [ (application programming
interface, API) 5 PAM [ T1E(E . PAM FHE T PAM RSS2 BEE 2 1 (service
provider interface, SPI) 5 PAM FESFTIE(E o 1@ XRITT X, PAM J AT {5 R A7 TR
PRAH BT A -

E3-1 PAMAZRLH

KL REF

: Hith
login ftp telnet RRIER
[ | ——]

|  PAMAPI | -
H
|  PAMSPI |
| I
| ] |

HIERR 55 i 2 & R SIEEE A<ER
RER IR RRER IR

PAM BR 55 &1k

PAM AR 555

PAM RS E — ML EE,. AT NRGERMNATEF (W login~ rlogin fl telnet

FEOLISIE RN HoAth 22 2 AR S5 - PAM ARSSHY PO R AU 2

o IHIEARSEAESR — H T H P iRk SIS ROFRR - $2 Ot AR S5 RO R 7T LSS IE
P HIZE P EIE

o IRPEBESR — HTHE YATH PR RS ERL - FEHL AR SRS a] LIk A O
2 Bl P 2K S50 DA R FRESF 377 1)

. ‘%iﬁmﬂ*ﬁﬂ&—)ﬂ?iﬁﬁﬂﬂiw‘i/‘\ﬁ

. SRR — R T i S 14 5 R AU H A T 3601 4 KB BE T

PAM fEH 1] DL SEEREL AR ) — T el 2 TR 55 - R Rl S A sk F T B E LRSS T LA in

BB RIEME . A, ROZEAFRIBER DI PAM RS - 2A05. AT L% pam. conf(4)
SO HRE SR T ZONRE 75 B X B AR 55
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#l40. Oracle Solaris OS N R & & HE G244t 1 A T & 0k o 114 SR Mg Y
pam authtok check(5) 53k o pam authtok check(5) FEHE T DLRG TS 15F & 25 T B 55 110
B4

B 5% Oracle Solaris PAM 1R SEHE T, 1HS ILFMIUE 579« bR« BRIES
%o PAM PEERIVHTEZE N pam_ -

PAM &

PAM J% libpam(3LIB) /& PAM A R &E ¥y LT 2

= libpam A] L5t API pam(3PAM) - R FHFE7 AT LAV APT DASATEEIE « ik &
H.OFIREY . STHEU L O E M.

= libpam A] DL A A0 E U pam. conf(4) - PAM Br & ST 45 & B ] FH AR 251
PAM fEIREK o pam.conf ARG P R T P -

= libpam "] LL5E A SPIpam sm(3PAM). iS5 H NI ARSI TER -

PAM 3 i3 52
CL{E & anrr {6 FH PAM EESET T P 38iE ], &% & Login WATHER -

1. login N FTE/F I I pam_start(3PAM) HHETE login A 55K IHZN PAM 21 -

2. N FEF R pam_authenticate(3PAM): B/ PAM J& libpam(3LIB) 5 H#Y
PAM API ) —§B %7 -

3. ZERHE pam. conf SLAFHIEE Login Hil

%I F pam. conf H4 login RSSHACE Y RE B, PAM @’Igﬂﬁﬁﬁ

pam sm authenticate(3PAM)- pam sm authenticate() FKEZ PAM SPIH—&

43 o pam.conf FZHlFRE *ﬂ’@ﬁ\lﬂﬁﬁﬂﬁ%%ﬁﬁﬁﬁﬁzaﬁﬁﬁﬁF’lﬁlﬂ%’iau <<7%\£ L
MY - LRSS FPAMELE (%) "Xt BT 114N

I PAM AT UL PAM R AR 7 5 R GUE G CLAC B Y PAM G kD
*

b

PAM { A& BIE K

PAM & 15 PAM JE Uibpam § 4% - N FHFE7 (5 SRR EAT AR 55 < AT 4
WUE A pam start(3PAM) #IEEVE PAM ERYSER] - A pam start () A RIEEAL D
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PAM_USER_PROMPT— FI F# & $E

PAM_TTY — F P& LA T8 {5 1 2w

PAM_RHOST — F F &Itk A R G R FE FEHL
PAM_REPOSITORY — X F itk 7' R G5 B R PR il
PAM_RESOURCE — %t B R B ATAr] #2556

B AW FERSFR. ES M pan set item(3PAM) - R HFER AT LLET

pam_set item(3PAM) X Wi Ti%'E - NHFEF T LLE pam get item(3PAM) faZE IR
R EE . B2, NAREFAFERZ PAM_AUTHTOK fll PAM_OLDAUTHTOK - JC
% & PAM_SERVICE i

i - PAM (A & DU A ME—HY PAM RS54 A FRZIEE] pam_start(3PAM) -

PAM B & S pam. conf(4) FHH T RHARGASS (W login~ rlogin~ sufllcron) AC'E PAM
MRS . ARG A A DUE B SO o 4028 pam. conf FREYTINF A 1R W2 SE00C
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1. ¥IEAL PAM 251 -
PAM 2% 18TV F pam start(3PAM) BRECRIE S « & R LA EAth PAM B>
il PAM i FH 5 R TR 7 00 1 S 57 PAM 231 - pam_start(3PAM) ERIEICKE A LA
€
» plock— RS54, BRI FHREFHIAFR . PAM HEZE(H FH AR SS & -f e il B
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REER PAMBRSZ IR AT

m gconv— AIEREEL conv. FHT 1ML PAM 5 H el s AR b T E o E A 7y
o SIERECREATFR . KD PAM BICYE T QA 3T (E - B{E T ULRH
GUI~ @i %17~ faeit e Mg # T AXEZEER. BHSIE 2
TUHREY “Ya 5 W& R
= &pamh—PAM 4JH pamh. B PAM HEZRH T 08 A % 4Rl EE BRIAEHA)
Wio BINEF pam start() /& FR EILL A6 -

i - A PAM £z LW RN AR 7 i B A R B R BT BEP TR Fr e AUEE . 1%
IE~ OB R IR sl B IR S IR L - TEZnEIh, N AR 2 010] LA
BEEY /etc/shadow A AESIEA AT P Y 14> o

- PR

RN HFEF A pam authenticate(3PAM) KEIESHIHF - WH . RGESE KA
g A SR IGTE A R, BARRRE TR SS R R . PAM EZE 2T
/etc/pam. conf FNFIIEARSS auth HI IR o ARS5 % plock F T E E 5 AR
pam.conf Wi o WRATFIES plock X RHII. NIELETE N N 2 other H1HY

T o QSR FRR P BC B SO H I A IR A NULL (14, IR %A% i3
PAM_DISALLOW_NULL_AUTHTOK FRi& - Solaris N FHF& /7 B i A
/etc/default/login HIfY PASSREQ=YES X & -

. KA AR -

oI pam_acct mgmt(3PAM) R E ELAGUERY FH Pk P A RE - TEZR
H1, pam acct mgmt() A THE DS ESEIH .

pam_acct mgmt () PEEGA S H PAM_DISALLOW_NULL_AUTHTOK Fri o %
pam_acct mgmt () 3% [H] PAM_NEW_AUTHTOK_REQD. N5 & H
pam_chauthtok(3PAM) DL UF EBIERIFH P 8E ek 14 «

. MRRGAMOSERIE, WEsEsE P Es S .

o BE P B R pam chauthtok (). ELELREIEIEE A 1E - Q15 B Ih 5 g
HEHEEE GE%NO4) » W pam_chauthtok () BECRHR IR LIEE - 7EZT
W JEMR RS EBLRBIERINE B ik - @ NP S EL AT 220 R
E2/N AL

. J4H pam setcred(3PAM) o

pam setcred(3PAM) PRECH T 37 « Bk SHBR 7 FEIE - pam setcred() JEH FE%:
AP 2 EHITER - AR RERE S GRS 1EaiE T . %
pam_setcred() %5 PAM_ESTABLISH_CRED fr& 4% & (i B ol @ # i F &

16 WREESEENINESTE (WX F lockscreen) WIFEHT. NN AR HE
PAM_REFRESH_CRED FriE/ pam_setcred() o QIRSTGEE M AEUE (WHEFH su sl
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REFER PAM RSN BI2FF

LU RBIg T PAM fii FH 3 2 FA R PP AR IR AR

iE - HOoRBIRIR RSt AT LU Oracle T #HVLIREL - 155 UL https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-F@CDS-CDS SMI -

131 PAM {H FHE B FHREFF A

/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.
*/

#include <sys/types.h>
#include <stdio.h>

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <signal.h>

#include <pwd.h>

#include <errno.h>

#include <security/pam_appl.h>

extern int pam_tty conv(int num_msg, struct pam message **msg,
struct pam response **response, void *appdata ptr);

/* Disable keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */
static void
disable kbd signals(void)

{
(void) signal(SIGINT, SIG IGN);
(void) signal(SIGTSTP, SIG IGN);
(void) signal(SIGQUIT, SIG IGN);
}

/* Terminate current user session, i.e., logout */
static void

logout()

{

pid t pgroup = getpgrp();

(void) signal(SIGTERM, SIG IGN);
(void) fprintf(stderr, "Sorry, your session can’t be restored.\n")
(void) fprintf(stderr, "Press return to terminate this session.\n")
(void) getchar();
(void) kill(-pgroup, SIGTERM);
(void) sleep(2);
(void) kill(-pgroup, SIGKILL);
exit(-1);
}
int
/*ARGSUSED*/
main(int argc, char *argv)

{

struct pam_conv conv = { pam tty conv, NULL };
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pam_handle t *pamh;
struct passwd *pw;
int err;

disable kbd signals();
if ((pw = getpwuid(getuid())) == NULL) {
(void) fprintf(stderr, "plock: Can’t get username: %s\n",
strerror(errno));
exit(1);
H

/* Initialize PAM framework */
err = pam_start("plock", pw->pw_name, &conv, &pamh);
if (err != PAM SUCCESS) {
(void) fprintf(stderr, "plock: pam start failed: %s\n"
pam_strerror(pamh, err));

exit(1l);
}
/* Authenticate user in order to unlock screen */
do {
(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw_name);

err = pam authenticate(pamh, 0);
if (err == PAM USER UNKNOWN) {
logout();
} else if (err != PAM SUCCESS) {
(void) fprintf(stderr, "Invalid password.\n")

¥
} while (err != PAM_SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam acct mgmt(pamh, 0)) {
case PAM SUCCESS:
break;
case PAM USER UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;
case PAM_NEW AUTHTOK REQD:
/* The user’s password has expired. Get a new one */
do {
err = pam _chauthtok(pamh, 0);
} while (err == PAM AUTHTOK ERR);
if (err != PAM_SUCCESS)
logout();
break;
default:
logout();

if (pam _setcred(pamh, PAM REFRESH CRED) != PAM SUCCESS){
logout();
}

(void) pam_end(pamh, 0);
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return(0);
/*NOTREACHED*/
}

H{thH H B PAM L

BTTEAY 1 3-1 52— AT BRI AR B (00080 T JLANE 309 PAM 3K - AT A
47— ELA T I PAM 4K -

BIhSAEA S, B2 pam open session(3PAM) ERELFT BT &5 -

W pam getenvlist(3PAM) BREL AT LU HTERSR o pam getenvlist () FHREIESIE
W& H A -

R 5 X 1 ER &Y

42

PAM TR BN R P ] LR 2 007 X AP 3 T@E . a7~ WIEHES . A

. 5HFEEFER PAM AR IS T EREITIERE - 15 REH TEH A 51
Pz L #EE . T5EE T RTCK o XK E AT WKHE AL E 1 pam_message S &
1 msg_style ZEUREHEE LA - 155 I pam_start(3PAM) -

TF 2 NI PAM AT 5 P A TR (5 RS = 170 ISE PR 1% 5 P P 32 451
B BRERIESEROIE . AR 2 B 538N MAH R 7 8 AR TR
BB . — R RMAHE P VRS 21T R B 2% - 8RR RS
FRER 07 BT A LAY, 22 328 2 X U BRI ER AR 55

?E?}%@QT Xﬂ‘lﬁ@?‘zﬁﬁéﬁﬂ pam_tty conv() . pam tty conv() %ﬁﬁ u?%@( .

»  num_msg— (&% RELIIH B -

n mess— IR MIXEEE . ZEMXEAREHAPEE -
n Ptresp— R R MPIX HIHEET . ZG% WX LA P T ALY -
» my_data—F5 AR RE P RO FEET

PRIESREBI N stdin KB P A - BIFE TR ZEMAN & 0F X ECAAE - T AR E iR A ME
PAM_MAX_NUM_MSG URHITE E R o RXE AR BIEE R WIXHE A2 1
TURBR IR 7 BC AT A o eAh . XSG R R R I N F5 i BN

NULL - 5 NAHHZFE AT TR TERNAAERR o X 16 R A 7 5T IGR [
LEWIRTANAN « EHITRNE . ZRECR IO EER B R R REE - AR
HEE A stdout: FIEEIRES A stderro

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN3Epam-open-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN3Epam-getenvlist-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN3Epam-start-3pam

REIIEE

iE - ORI ACES AT LIS Oracle N #H/LFREL - 155 UL https://cds.sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

F6i3-2 PAM X KL

/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.

*/
#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI"
#define ~ EXTENSIONS /* to expose flockfile and friends in stdio.h */

#include <errno.h>
#include <libgen.h>
#include <malloc.h>
#include <signal.h>
#include <stdio.h>
#include <stdlib.h>
#include <strings.h>
#include <stropts.h>
#include <unistd.h>
#include <termio.h>
#include <security/pam appl.h>

static int ctl c; /* was the conversation interrupted? */
/* ARGSUSED 1 */

static void
interrupt(int x)

{
ctlc=1;
}
/* getinput -- read user input from stdin abort on ~C
* Entry noecho == TRUE, don’t echo input.
* Exit User’'s input.
* If interrupted, send SIGINT to caller for processing.
*/

static char *
getinput(int noecho)

struct termio tty;

unsigned short tty flags;

char input[PAM MAX RESP SIZE];
int c;

int i = 0;

void (*sig)(int);

ctl c = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
tty flags = tty.c lflag;
tty.c lflag &= ~(ECHO | ECHOE | ECHOK | ECHONL);
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(void) ioctl(fileno(stdin), TCSETAF, &tty);

}
/* go to end, but don’'t overflow PAM MAX RESP SIZE */
flockfile(stdin);
while (ctl c == 0 &&
(c = getchar_unlocked()) != "\n’ &&
c !="\r' &&
c != EOF) {
if (i < PAM MAX RESP SIZE) {
input[i++] = (char)c;
}
}
funlockfile(stdin);

input[i] = "\0’;
if (noecho) {
tty.c lflag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);
(void) fputc(’\n’, stdout);
}
(void) signal(SIGINT, sig);
if (ctl c == 1)
(void) kill(getpid(), SIGINT);

return (strdup(input));
}

/* Service modules do not clean up responses if an error is returned.
* Free responses here.

*/

static void

free resp(int num msg, struct pam response *pr)

int i;
struct pam_response *r = pr;

if (pr == NULL)
return;

for (i = 0; i < num msg; i++, r++) {

if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);
r->resp = NULL;
}
}
free(pr);
}

/* ARGSUSED */

int

pam_tty conv(int num_msg, struct pam _message **mess,
struct pam response **resp, void *my data)

{
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struct pam message *m = *mess;
struct pam_response *r;
int 1i;

if (num_msg <= @ || num_msg >= PAM _MAX NUM MSG) {
(void) fprintf(stderr, "bad number of messages %d "
"<= 0 || >= %d\n",
num _msg, PAM MAX NUM MSG);
*resp = NULL;
return (PAM_CONV_ERR);

if ((*resp = r = calloc(num_msg,
sizeof (struct pam response))) == NULL)
return (PAM BUF ERR);

/* Loop through messages */
for (1 = 0; i < num msg; i++) {
int echo off;

/* bad message from service module */
if (m->msg == NULL) {
(void) fprintf(stderr, "message[%d]: S%d/NULL\n"
i, m->msg style);

goto err;

}

/*

* fix up final newline:

* removed for prompts

* added back for messages

*/

if (m->msg[strlen(m->msg)] == '\n’)
m->msg[strlen(m->msg)] = '\0’;

r->resp = NULL;

r->resp retcode = 0;
echo off = 0;

switch (m->msg style) {

case PAM PROMPT ECHO OFF:
echo off = 1;
/*FALLTHROUGH*/

case PAM PROMPT ECHO ON:
(void) fputs(m->msg, stdout);

r->resp = getinput(echo off);
break;

case PAM_ERROR_MSG:
(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);
break;

case PAM TEXT INFO:
(void) fputs(m->msg, stdout);
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(void) fputc(’\n’, stdout);
break;

default:
(void) fprintf(stderr, "message[%d]: unknown type
"sd/val=\"%s\"\n",
i, m->msg style, m->msg);
/* error, service module won't clean up */

goto err;

}

if (errno == EINTR)
goto err;

/* next message/response */

m++;
r++;

}

return (PAM_SUCCESS);
err:

free resp(i, r);

*resp = NULL;

return (PAM_CONV_ERR);
}
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/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.
*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>

#include <string.h>

#include <syslog.h>

#include <libintl.h>

#include <security/pam _appl.h>

/*
* by default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT GROUP "root"

static char *NOMSG =
"Sorry, you are not on the access list for this host - access denied.";

int
pam sm acct mgmt(pam handle t * pamh, int flags, int argc, const char **argv)
{
char *user = NULL;
char *host = NULL;
char *service = NULL;
const char *allowed grp = DEFAULT GROUP;
char grp buf[4096];
struct group grp;
struct pam_conv *conversation;
struct pam message message;
struct pam message *pmessage = &message;
struct pam response *res = NULL;
int 1i;
int nowarn = 0;
int debug = 0;

/* Set flags to display warnings if in debug mode. */
for (i = 0; i < argc; i++) {

if (strcasecmp(argv[il, "nowarn") == 0)
nowarn = 1;

else if (strcasecmp(argv[il, "debug") == 0)
debug = 1;

else if (strncmp(argv[i], "group=", 6) == 0)
allowed grp = &argv[i]l[6];

}
if (flags & PAM SILENT)
nowarn = 1;
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/* Get user name,service name, and host name. */

(void) pam get user(pamh, &user, NULL);

(void) pam_get item(pamh, PAM_SERVICE, (void **) &service);
(void) pam get item(pamh, PAM RHOST, (void **) &host);

/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: user not set", service);
return (PAM USER UNKNOWN) ;

}
if (host == NULL)
host = "unknown";
/*
* Deny access if vuser group is required and user is not in vuser
* group
*/

if (getgrnam_r(allowed grp, &grp, grp _buf, sizeof (grp buf)) == NULL) {
syslog(LOG_NOTICE|LOG AUTH,
"%s: members only: group \"%s\" not defined",
service, allowed grp);
return (PAM SYSTEM ERR);
}

/* Ignore this module if group contains no members. */
if (grp.gr mem[0] == 0) {
if (debug)
syslog(LOG_AUTH|LOG DEBUG,
"%s: members only: group %s empty: "
"all users allowed.", service, grp.gr_name);
return (PAM IGNORE);
}

/* Check to see if user is in group. If so, return SUCCESS. */
for (; grp.gr_mem[0]; grp.gr_mem++) {
if (strcmp(grp.gr mem[@], user) == 0) {
if (debug)
syslog(LOG_AUTH|LOG_DEBUG,
"ss: user %s is member of group %s. "
"Access allowed.",
service, user, grp.gr _name);
return (PAM SUCCESS);

}

/*
* User is not a member of the group.
* Set message style to error and specify denial message.
*/

message.msg style = PAM ERROR MSG;

message.msg = gettext(NOMSG);

/* Use conversation function to display denial message to user. */
(void) pam _get item(pamh, PAM CONV, (void **) &conversation);
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if (nowarn == @ && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata_ptr);
if (debug && err != PAM SUCCESS)
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: conversation returned "
"error %d (%s).", service, err,
pam_strerror(pamh, err));

/* free response (if any) */
if (res != NULL) {
if (res->resp)
free(res->resp);
free(res);

}
/* Report denial to system log and return error to caller. */
syslog(LOG NOTICE | LOG AUTH, "%s: members only: "

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM _DENIED);
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LA{#i il RPCSEC_GSS e Hfit 22414 « RPCSEC_GSS f&fii T GSS-API T Yy — M7
JZ - RPCSEC_GSS I #¢{it GSS-API IR HThEE. (HHEJT RSN RPC #H1T T 4%

1. SEFR L. RPCSC_GSS f] F TR F2 /7 G # GSS-API (T2 J5 1 - MIi{# RPC &4
B SR A AT i R PRI AT R M - 5% RPCSEC_GSS I 25 E.. 12 . (ONC+
Developer’s Guide) FH[“Authentication Using RPCSEC_GSS” -

NEHBH T RPCSEC_GSS JZ7EN FHFE 7 F1 GSS-API 2 AT E -
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GSS-API 1148

4-2 RPCSEC_GSS F1 GSS-API

R REF

RPCSEC_GSS

GSS-API

Kerberos RSA
V5 %A

GSS-API HYBR i

B IR GSS-API {HFEHR LRI AR BRE B (2T B ST S HIMOE H A TF & GSS-APT

B — AR o L. GSS-API AT LL NG ) -

w RPN ARSI . FUEL I E 2 LR - GSS-API #ASE /T
VEN R B sh el i 2R E -

 TENHFET Z AL 2 BE - NIRRT 0 o7 A 5 N R T 2 Rl R B A%
1%, TR RS T eA RIEHE T B SRR -

X AEIEFIRE AR - FIU1. GSS-API Ly IR AR HE £ 2 BH AR IR 2 420
R -

w ERHTROERN FERRE .

n ERATEOLT RIF 2 RN RIRE 2 B E A EE R

»  DHECEAL B E] GSS-API ERE FAF R R X o 152 LA 55 TUHIHY “GSS-API H1fF
FEER R LA

»  fFEFR T EC GSS-APT AR ZS 8] o LLIANAF LT gss release buffer() Fll
gss_delete_name () <5 K £ =CAERR 7 AiC -
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GSS-APIHJIE S 4B E

ARG E RS 4 GSS-APLI C1ESHRE . BIRRECHI B o B L HE H Java 908 it
R[4 GSS-API -+ Java GSS-API H & 18 H] % 2= ik 55 N A 4 F 4% [1 (Generic Security Service
Application Program Interface, GSS-API) [/ Java #85€ »  4l1 RFC 2853 HIFT & 3 -

3 ——
BXRGSS-APIHNEZSEER
PUR A SRR B ¢ GSS-APTHTEE 25 1 -
= Generic Security Service Application Program Interface S {4
(ftp://ftp.isi.edu/in-notes/rfc2743.txt) MEA T GSS-API HUME S -

= Generic Security Service API Version 2: C-Bindings 34

(ftp://ftp.isi.edu/in-notes/rfc2744.txt ) MH4H T 2T CiESHY GSS-API B E{K
=

ﬁ/m\ o

GSS-APIRNEETE

AT LLN GSS-APL B ZEME S . F{A . GSS-APIEUHE AL . RS Sh -

= 55 T “GSS-API £ 270>
s F 64 T “GSS-APLIR SHE”
= 3 65 TUHHY “GSS-API £ R

GSS-API £ {E3EEY

LT ILT A4 7 A GSS-APT B « XA GSS-APIEEEAER. 1ES
ULEE 211 TIHRAY “GSS-API A 2B ARG -

GSS-API B %]

BT int WKEREEST R, KL GSS-APL R T DL N A HE A . oM uint32. I
32 NI TSR -

GSS-API H =7 F 2B FN 2R (UL £ 7
T GSS-API &b B A TAFR RS XU EHE . I AR B 775 Ef 4% 2 1] GSS-API BRAL 2 Hij
W HEEHL ) GSS-APT #% 20 o GSS-API A[ 4L HEE A gss buffer desc &5 HIHY T4 H -

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss buffer desc *gss buffer t;
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GSS-APIFNEETTE

56

gss_buffer t @f5MILLRLEEMRIFEET - TERFFIF LR B AR R E 2 B, 700
JeiG G E] gss_buffer desc &5 o 7ELL FRBIFR, @MY GSS-API ERENTE & 151 5
Z RSN I BN AR -

F6ila1 TF GSS-API i Fl#4F

char *message string;
gss _buffer desc input msg buffer;

input msg buffer.value = message string;
input_msg buffer.length = strlen(input _msg buffer.value) + 1;

gss _generic function(argl, &input msg buffer, arg2...);

gss release buffer(input msg buffer);

HIER, RN input _msg buffer FIHR{EZ 5. WLJUIEIL gss release buffer() fEFR
Xt input_msg buffer FJAL o

gss_buffer desc NRAHZHTFRFE - Hlal. ST LEN gss_buffer desc W5
TR . BRELER. HSUE 65 TR “GSS-API £ HE”

GSS-API A ZFR
BRREIE R . EMB R AED. FEEIERS . BEIEENL . SR ER S
DLECAR S . R R — LR i .

w BRIB-BUEIWHF . U user@machine
» MRS W nfs@machine
» ZTNHREFENL. 4 myHost@eng.company.com

TF GSS-API 1. ZFRETEE N gss_name t M. XM TR AREFEREAEHN . 4
FRU] DL gss import name() ERELM gss buffer t X REEH N gss name t X . AT
SANEAN BIREE — METR ARSI BFREE . HRABRWE L

B 1S W% 62 T “GSS-APIOID” « HRXRAEMAIRERMRIFIFR. HS IE 212 TTH
B “HPREAR .

gss_import _name() HAGLL MIEE

OM_uint32 gss_import_name (

OM uint32 *minor-status,
const gss buffer t input-name-buffer,
const gss_OID input-name-type,
gss name t *output-name)
minor-status FERALHEIR [FIRIR S - 152 UL 64 DU “GSS-APTAR SRS -

input-name-buffer ~ WEE T ALY gss_buffer desc 2514« [N FHFEF L0 E X 57
ROt 254 - 155 ILEE 55 TUHRY “GSS-APT Y B AT LIEL
P LA RO 4-2 o RIFARE P ASFHE A NS 80 Be R 22 A a0
JiiEIT gss_release buffer() MR ELIZSEL -
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input-name-type M TH85E input-name- buffer t% X gss_o1p - 1S ULEE 63 T
H) “GSS-API I A FRIEAL” . 75, %ZIZﬁ':PE’J GPRIERL ik
HE—MERAREIE .

output-name YR AR gss name t 454 o

A5 4-1 R REE R BT T/ IME S BRI 5E R gss_import name() o H
Je. BN 57 B 4 A2 gssfbufferfdesc?d:7|‘@':fj RIE. A gss_import name() #
T RIS gss_name_t Z5HH -

wfla-2 {#H gss_import_name()

char *name_string;
gss _buffer desc input name buffer;
gss_name_t output_name buffer;

input_name_buffer.value = name_string;
input_name buffer.length = strlen(input_name buffer.value) + 1;

gss_import name(&minor_status, input name_buffer,
GSS C NT HOSTBASED SERVICE, &output name);

gss_release buffer(input _name buffer);

il gss_display name() 0] LKEAT S AR ZFRILEIE] gss_buffer t Xf R, LUHERENE
AT g =0 R o (HE . BT ML EE AR 720, gss_display name() ANAEFR
EAT S 2 1) 775 8 ’ﬁ)?%ﬂ’]?ﬁ%*ﬁl_l GSS-APT ALFE TN T-4b 38 4 FR A oAt bR
o 1ES ILE 205 TUHIY “GSS-API EREL” -

gss_name_t 5] LR — BRI L DA o W LU GSS-API Al S48 B LR
HE R — A o mﬂﬂﬂzlﬂ user@company 1 gss_name_t &5M ] REZHL & 1% A PRIV
WA . — N hRAH Kerberos v5 1%1 53— AN Eh AL

fit o gss_canonicalize_name () EKECRE AR A4 FRAIMLAT A F

A - gss_canonicalize name() ﬂiﬁ%—/\ﬁ\]%%?ﬂ HApE & —PREE TZ LS
LRI

It R E T AL A FRFR AL EI B FR (mechanism name, MN) » #Lil & FR 2 FE 8 E ML
FrAE s EARETR, TABIEVLSIR PR . TR R T 7w .
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Ea-3 ESAFRAIBLE] A FR

joe@machine FFFE

gss_import name ()

\

joe@machine
mech1

R ERZFRAET
joe@machine

mech2 (gss_name_t)

joe@machine
mechn

gss_canonicalize name (mech2)

NEBZFRIET,
joe@maChin;echz MN (Mechanism Name, ¥l§|&#7)

(gss_name_t)

1£ GSS-API LL B B #R

EHEUTER . IRSSasNF P LS — D3R, I R EAET RIS R R & oz
BAR. IFEERSIR (B ACL) 2HEARE D MR EAASIR . T —FH

THAITERIITE
1. ﬁigﬁ gss_import name() LA GSS-API NEIE X AR ILAIR (DR ZEIRE AT
A) o
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TEHEAE T . MRS aFE AT XU IR F T AT IZS 3 - Bl IR
SR EBRE ARG EIR . RS ETF XIS, BPUAGHEFREL
NS TR -
2. f#iH gss_import name() FH AT AE| ACLH -
3.%m%&wmmqmmnﬁﬁ%k%@?ﬂl%%%ﬁ%k%gFM%Wﬁﬁ%

IR T EATR « EAOREIT . B PIR 12T -

B4E . {EFEHGSS-APIFIR AR 59
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60

a4 LEEEERR (1854)

~
.~
-~
.~
-

GREBAH

O

gss_compare name ()

ACL &FR 1
(BB ZAFR)

@

gss_import name ()

ERAEBZFR)

ACL &FR 2
(HEARER AR

B 35 =%

ERPHLAR

gss_import name ()

ERPHAR

gss_compare name ()

gss_compare name ()

ACL Z#R n
(WEARERZFR

|

gss_import name ()

gss_import name ()

i
ACL
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MR A DERFR, W] DL Bk sl e e B RR 5 2 - RAE KELFR. N
{8/ gss_canonicalize name() FREUZ R &L - LT ESHATUU T V5% -
1. {#ifH gss_import name() FAEFHAILIR (WRIZLHERFAN) -
Al ER B AR T 1, WREHRESLRANERRER, MALPITHS R
2. {#iF] gss canonicalize name() AREHLHIGAFRRRARIZ P HLEHR -
3. {#f gss_export name() AT FHINEIR, XEELTHRBRIEFHLERK-
4. {#FH mememp () X AT S HIZE P HLETRS ACL A E N LFRU T LR, 12 EREL
HYFFEHERAIR -

W AR - FRE RIS & T 25 AN PB4 R -
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a5 PEEGERR (PRid)

ckagpy)  EEE

ERHAR

<O

gss_import name ()

ACL = ifja)i=#15%
MN = ##] &R

& PHLBFR
(EAAERZFR)

©)

gss_canonicalize name ()

PR

(YEA MND ACL

4 Ceon & D

memcmp ()

/ ACL &R 2
memcmp ()
_—

memcmp () 1+ '

gss_export name ()

= PHATR
(ERSHBATR

HT gss_export name() 3= Z{HFANLHIZFR (mechanism name, MN), [K LA 50 15 o415
EPHLAIET gss_canonicalize name() o

BXEZER, 152Ul gss_export name(3GSS)~ gss_import name(3GSS) £l
gss_canonicalize name(3GSS) -

GSS-APIOID
KR ARIHFF (Object identifier, OID) F T 17if L T JLFRELHE «
o AL

» QOP—fRIFFEIIE

62 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A
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GSS-APIREETTE

» HFRE

OID 177 GSS-API gss 0ID desc &5 - GSS-API 2t T 45171 gss 01D 5 FATFE
Bt LA PRI -

F6ila-3 OID 451

typedef struct gss OID desc struct {
OM uint32  length;
void *elements;
} gss OID desc, *gss 0ID;

JH. gss_01D_set desc Z5fgHa[EESHE— 1 EZ P OID -

F6ilaa OID HEELEN

typedef struct gss OID set desc struct {
size t count;
gss 0ID elements;
} gss OID set desc, *gss OID set;

B - MR AR ZAGE free () iFER7MAC OID

GSS-API HEJ#LHIFA QOP

R GSS-API LN HFE PR a2 2 WU EER HRRF IR 2N 4 R o] g fH A
GSS-API EIERRAUELEHLE - [FIRE, A5 GSS-API feiF N AR HE & F TR SR 4%
PRER, AHEERN YR AT R EE QOP - A LUt [m) 75 Z 5 FHALHIEL QOP F
SRR R L 13 {H GSS_C_NULL_OID RFBEZEREVLEI -

R - U 2 LIS QOP A BT GS-APTHO IR - SIS e 2L
REFTIRLFF R RS REPE - i GSS-APY SCHIT A EUELA U 7 X S K QOP iUl - KT
Wl BESEC FETE OID HUE R B i T AT E T bR IR BLRLAT QOP LU fT
HETIERE -

GSS-API Ry B FRZEEY

BT QOP MIZ&MHILLAN. OID A THR AL, IHFEIHCE L IRg= - #l
Ul1. gss_import_name() EKEL (FH TR LA EFR N FRF B FEHL T gss_name_t FAU) R
AR AT RS K E— D S8 B, AR ARREE

GSS_C_NT_HOSTBASED SERVICE. WIi% K& {H 2 FIE AT A M4 PR 2 K H service@host I

o WRLFREAIF) 65S ¢ NT_EXPORT NAME. WMIiZ AR E{#H GSS-API 5 H A%

B4E . {EFEHGSS-APIFIR AR 63
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64

PR o NFAFEF AT LA gss_inquire names for mech() BRI E TR ENLEIW Y&
PR|EA o 28 212 TUHRY “AFR AR UL T GSS-API AT fi FH Y & PR BRI 51 %

GSS-API'IR 7SR5

FITA GSS-API B R 2R B F AP B R CRS . Horp R (it 7 % R AR T OB S 5 1Y
{58 o KPR SRS AL L om_uint32 (ERYIE 2UR ] o X FIRISERI R Bl 4 FT
71N
o ERERD R DU RS
< A GSS-APLBIFREHIR. WKL
o TR GSS-APLIE SR BN . WIRAS SO . oS A S
XA R
o LUEPRmAE
A, FARERG A A R A R OIRARE A G E - Bl RS n e 2 HE e
) AR TE R B < WAARFZIAF £ 0% o AARR AR B R (IR RR B RS (E

GSS_S_COMPLETE

FAIREE T 75 R ]
OM uint32 major status ; /* status returned by GSS-API */
major status = gss generic function(argl, arg2 ...);

AR IR BIRSH L #7205 AT HoAth om_uint32 RALERTT AHIE - 40, 165 L
TR

OM_uint32 maj_ stat;
maj sta = gss generic function(argl, arg2 ...);

if (maj_stat == GSS_CREDENTIALS_ EXPIRED)
<do something...>

FARASFG AT LLEd 6SS ROUTINE ERROR() -~ GSS CALLING ERROR() Al
GSS_SUPPLEMENTARY INFO() ZZHFITALFE . 4 207 TTHIAY “GSS-APT IR A6~ T
BRI SIS HEER L T GSS-APLARSHL A1 2 -

o ORARZSAD — BEREALHR RS o iR EEACRRAEA T BRI -

T GSS-API BEEIG UOIR SHLHT oM _uint32 EKEMERE — DS ZREUR A F]
R BEET . PCR SRS B iE S oM uint32 S8 . TEZELL RS .

OM_uint32 *minor_status ; /* status returned by mech */

major status = gss generic function(&minor status, argl, arg2 ...);
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BPER [ T B () ARSI EE R minor_status ZEIIAZH GSS-API B2 1% & - 1%
R, R HHAMR S E09 7] URFERIRERE - (2, %28 2R bR e e
A S BB Y NULL, X SREEHE A IR 2 0 BCI 7725 (A . NULL 20K
HARKEBR I BLAFEZS ] o IEQITE gss_buffer_desc &5fHH—FF. 5 FHEFHAHCHE
AT KEFBIIIRENF - EHEER T, NARFITHEIX S X .

GSS-API £-f&

GSS-API HFJFEA I8 (currency) HEL R (token) - {5 GSS-API R TR 7 1l LA
ERIS R EmAE - (SR T DS B - Bl e A J - RN
gss_buffer t EHEAAL . SR TR TR 7 2 A EH -

LRI E T RAIB L BANEER SR . BT S R L
AL (BPEEhANESZ) B RS ER] - 540, 38 A DAE DUR @ 17 i% b TR B < FE
KB F T

FHEHEREY 7 BT XA A - BHE AT O EdE Rt R iss . Bl
W EHE D HERHE RS — N AR AR - N AR TRl
I GSS-API KA kBl %11 B AL I HIINEBRIRAF o ZBRIRTF Al e 2 R

Al L QR 7 2N B B R . TE BN I RR P & 16 B HO 5 R R

) —EBEEE - Bl s an Sl LUR R LT fip ARSSERAIEE - BiEHE SR E GSS-API
FZIE BRI 5 B E SR LB & FR L, WAl L2 R EE R . 15E

B BE MBI KER . MEEEDEER, ARSI . SR GSS-API

ARPEE . HE FEERXENT. EHENSERL MEE ] LG H#EH .

R AR 5T T LN IS -

1. WESHE . FEEETFEGRES — RS BRI TIXEEESE - send token()

1 recv_token() FRENTEZE 197 TUHHIRY “#5Fh GSS-APT A R HREIT /44 -

2. X AN[R] AU A 4 RELHE AH N 2 A B X B4 it

F 4 RS T R R SRR AN B AR . (RIS B RR P AN 2 X0 AN [ A9 4 R PLIX

53 WRAHES AL, IR R L IEE NS X 5 4 R 2 A B8 B & Ri A% 12

FI MR HY GSS-APT PREL - NIRRT LLE PLT 75 3k X 40 4 R A .

w RS BRI . B0, SRR T SO RN R ] RE S BRI
FIWHEAT S REE 5 TSI BT SCE % o NN HREFRN M58 R
ZIRARIFEESE (SR - @ F VX 2E, EESFETZ N XN
S BRHL EEE E SR - X RS R FE 245 LAY 779 o KRB rhpgks
IR e 2 {5 FH Ik 7 % -

w  FERRAE . BIA0. GOERIEAN R R RS T i S N R A A S R R L T
FNHARF LS A—MrE, HTHERSEER . 5F R -

B4E . {EFEHGSS-APIFIR AR 65
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gss_buffer_t token; /* declare the token */
OM uint32 token flag /* flag for describing the type of token */

<get token from a GSS-API function>

token flag = MIC TOKEN; /* specify what kind of token it is */
send a token(&token, token flag);

FRR IR 7 vl A5 TR AT token_flag 5 %&E’J&L{&ua&z 14l get_a_token() o

o Ed BRI . AR AT ST - M e 2k
¥, HAEL S I GSS-APT BB < F Ev%@%ﬁFﬁX%%& XL
B AR R QAT {58 FH GSS-APT £2{EY Sh% -

G$AH¢WLE@%W
GSS-API 2 LF1F 2 SRR IR TR > A (s Ze e 1 T @, MR O g

xT%FM%LTY KRG, NMARFHELSREZBEEZ E N HXLHERN
HREFIER. 152 L% 74 TUHY “7E GSS-APL S HA S A E T30

gss_export_context () ERE T A T QIR HERE (RS F% - (EHILSHPEEHER. B—1
PERE AT DL % BT S SRR e 0 ST AEHERE 2 (A% 2 R (] R - X5 R IR 1
DU AL 28 B HCAth R PR P 1 DUAEUL -

RERE [H) < T 8 B S B A BURAS R - HFARFTH Y GSS-APT SEEAR UM 2 75 X
/bt e ] Rl P R i ek 11 R VAR K U AV S i LT RSl R B 7S ]
BEV K BIGE gss_wrap () XS REGEFTINE (AR INEDLHIATH) -

7 - 1 BB R R < R AT LLEAN R GSS-APT SEBL 2 [A] {5 %

FF % {EF GSS-API BN FH R

66

Kﬂﬁ%@ﬁﬁ%G%Am%*ﬂﬁé%ﬂﬁxﬁ ARG SR AT T
GSS-API 2 & EH EHY R EL ﬁ%%ymu Z NIt % B @smm%% Hrh &R
H GSS-API AL ~ RS EHa ﬂ%ﬂ% FHR A AT GSS-API AL %15
& ERE N T .

AT RS — e B AR o 2 AL PR e R e B Ak B R R 55
fr o LA SRR (WRPC) HATHRIH -

GSS-API BJ— R %

T 2 # H GSS-API i) — &5 1%
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Fr&{ER GSS-API I T2

- BANARR (TRRLZEELERZH) HEARTIE. RIFES BT
E -

. KEBEBY N H2 LT BRERZE LT

- AR BRI R e R AP - Ak 20 BTN B I ARA
PRCH BURIETARIC « ZIEHBEGRL A ZRIPHIHE -

E - A EE I DUERAN LR ILE, EXRERT . WENEEHREW
GSS-API Z 4 fj%5. BPERIE -

. B ERETR I B TRE, HEE MSEE O X B TRAE -

o (AIIERY) B2 B BbriRbRIC IR | 2] & k& TR -

L OXAR R A SR L e N WA LE. HEThAEIA W] LU o i
H AT GSS-API E#E -

EE - AN AR TR E 2 0 BL R BT A a2 6] -

{5 GSS-API f R FHFE 7 77 B & UM gssapi.he

1& GSS-API (& =i

B AR A ER L PRI AR R 7 A WHIE PR a4l i o SRR e (A e R L
bR e SN, FEUEL AT A TR IA AR AL -

GSS-API AFRHLFEIE o FEFHAFLE DL GSS-API J EL il 22 2 WLHITE VE F GSS-API K%L 2
HIAEE . 2B T AP SESRRBRCEIE -

TEE R GSS-APL IR T A EMRAL . ANMRIEAT RS EERNZ LR B4
JEER AR AL G0 « QRN RUER AR & 2 DL LHI T BRI,
AR AL i 2 A 5 S LRI T S A2 . GSS-APL#Id gss_cred id t 4%
P YT IREAE o ESAIFR VIR AR « FCIEXT TR AR P2 &R - I, SRR
TEFFIEFEE IR BAEE

FIERM U T =M

»  GSS_C_INITIATE— fRiEZI %2 b N SN HFE 7
m  GSS_C_ACCEPT— AR #EZ e b N AN HFE 7
»  GSS_C_BOTH— FRINA[JF B2 % 2 | N XN HFE P

B4E . {EFEHGSS-APIFIR AR 67
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68

7 GSS-API P IEEUEE

R4S S8 PR L FKELE BB FEAE . SRS A B 24 F TS0 IR T LLZE
ARSI MIE Y. RS2 R AR B HTEEUEE - &P LG FR A 2T 55 PR 5 SR
FR 955 41F T LB 7 [ 9 4 e T2

HT GSS-API AR FIFE R A DA AR RO IR IR -

» {iH] gss_acquire cred() B gss_add cred() BR%L
»  TEEES B SCIEEE GSS € NO CREDENTIAL. 1% {H Ze i FH B4 A

REFENT . FH LIz (BRSSE) A BV gss_acquire_cred() - BT
XESaE (HIE AL EEEERN ORI - Fik. AU 2fE e T
E - ARSS#s thmT DAkt gss_acquire cred() T {5 A HE A T -

Z FHLA FEUE A T ) A RRE A P L S - BRSSERTE KB IR /5 BNl B2 &2
2 ETNX FHik. WREDNZPILARS S A frp ik, MRAZZEFAVTREES
TEEFKIREL T 0k« L2880 1T, GSS-API 2 HER Tk - HzE. ]k
SRyl DL 2CRETIE K AR 55 (Ftp) RO FEILE -

W gss_acquire cred() Eh5ERK. 1R [E 6SS S COMPLETE Y15 ANBEIR B4 %01
iE. R [E 6SS S NO CRED . A XHAMEE RIS, 1S L gss acquire cred(3GSS) Fift

T BFRH. ESUE 65, GSS-API RS e BRI 104 T “FEEUEIE -

gss_add_cred() 5 gss_acquire cred() ZE{l. {H/Z, gss_add cred() SN FHFEFH
FHERA 1 5 1k S B EgT AR sl & S BT A FEIE T 22 Q05F 6SS_C NO CREDENTIAL #57E
NIERIEIE. M gss_add_cred () 2HRAEEL BT HAEHTIE. HXELELR. E5
. gss add cred(3GSS) FMH 1T -

£ GSS-API R {EH E T

FEPRME 2 METT T . GSS-API By B A M ML SR (i 22 2 b N SCRI PRI e - A
P REUL BRI 2 5, ATENL L B R S JEAL BRSO 2 K B A B
o —PNARE (BFEEFPI) ATEDET SRR GERERS
ar) TR BN VPR N R Z A 2D BT

A L35 A L FH R e i S H I <0 AR S SR R 2o 4 | S e R SO@ X
GSS-API #tdlagtity, Hrp &S EM MR AR 2 A ZAEE « X E B N2 20
FERR T B AR RIRES o 2 BT SCRRI BT L TR -

£ GSS-API R BRI T

gss_init_sec_context () FRELH T /B 2R IR F FZFEIR 5548 2 IR Z 2 B 3 R
B ZRECER B — A E RN TS B RRR Bl A B 7 AR
TR R . Y gss_init sec context() ZHi: FFHIN UHATU FES:
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1. {#f gss acquire cred() ZKEUEIE (WMHLE) . B, FFPVLSESEREE
1iE - gss acquire cred() REEMIEEZITIIIRIER G HIRRWIIAR FEIE -

2. ¥ gss import name() LA GSS-API NHERIE T ARG ar U B R - B X ZPRFI
gss_import_name() FHEZ{ERE . 1S ILEE 56 TIHHY “GSS-API I FR”

Y gss_init_sec_context () B FFHLIEH 215 LN SHUE -
® GSS C NO CREDENTIAL (FT cred_handle Z%0) . HTFREEFiE
» 6SS C NULL 01D (AT mech_type Z%0) - FTHRmEREHLE]

m  GSS C NO CONTEXT (F ¥ context_handle Z%0) . HTFRTRWIGENZE L. BT
gss_init_sec_context () M SIEHVAF . [R5 SERJE F 2 1% 12 LR I8 F R iR
=] {4 b T S AT

m  GSS_C NO BUFFER (T input_token %) . HTHRRBROIAEHILIE . 3% N
FEF ] LUZ 8 — 517 gss_buffer desc X RAYFEET. TR KEFEERIKE

= {§if gss_import name() PL GSS-API A AS  5 ARIARSS 28 A FK -

R FHRR 7 A — 8 B R X LGB - thoh, B HLA T LU req_flags S 545 € HAth
BESEWER . TR 755 gss_init sec_context() 55 -

BT RZ G RER B WA T A RE-REL B3 thptBi, B2 a2 ZREEE
KIELB LN XUERE, ARG EELE A B RS It T SCE AR, RIR e
fERGHE BT SOR R C e R BRI R 1 RS,

WIHR ETFIAEE, Ml gss init sec context () BH& A — D IR
GSS_C_CONTINUE NEEDED . AL, JEEFR4{#H gss init sec context() iR [BI{E M
TR SRS T I S IE R R E

FHPHURE LTI UE B USSR LS R AR SS 4 at S oEd
gss_init sec context() iR[Fl . 2 FHL AT E MR S5 e R BN S R AIE R - DA
[5G gss_init sec context() B, Fi ALK LIE NS E (L - (HIE. WERATWE
A% A AR K NS, I ZRHARR 5% ae A~ 7 75 2 Ho At i S L o

I, BT RA gss init sec context() MURIEMRZSLIAN . ZIEEFILR Y f Ak A%
AWK - RKEEIEFE. WFHEMRS e L iE M-S . FEEes 2. N
AL K VIR NEE - E R A S % E N 6SS € NO BUFFER B & B &5ty K &
FTEITE NFHE -

IS ZE B BB QT A P m N B R

context = GSS_C_NO_CONTEXT
input token = GSS_C_NO_BUFFER

do
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call gss_init_sec_context(credential, context, name, input token,
output token, other args...)

if (there's an output token to send to the acceptor)
send the output token to the acceptor
release the output token

if (the context is not complete)
receive an input token from the acceptor

if (there's a GSS-API error)
delete the context

until the context is complete

PR E LB, SEPREM RS . AR BN SUSSERR LR R, 1§55
JLEE 91 TTHHEY “BEN S5 RS e &4 B R 30 . BeAk, gssflnltfsecfcontext(?aGSS)?
W TR SR AL T EE B R R I A -

EH S, 7E B SORFERE AR E S EUE R 2 IR 2 7E B S oE B S R [l
H BFELELR, 1E5 M gss init sec context(3GSS) FM T -

UK gss init sec context() BXINFERK, FFR[A 655 S COMPLETE - WIS L7
FTE NS A R, R E] 6SS S CONTINUE NEEDED o {1 HENES IR, WIFHR
gss_init sec_context(3GSS) FMt T A /RAES R1CHS

R ETSUSBIRG W LW 5 AR 55 g i -

7£ GSS-API %5 F TR

SN RS —JT RS N XAl @IS gss_accept_sec_context () RRECESE
B EEIENT . RSSaEZZ P HUHEF gss_init sec context() EEEIHY T3

gss_accept _sec context() NI Ehi A 2R H G shas i A S - Baare —4 k
I &LE U\&*Aﬂﬁ@@@)ﬁﬁﬂ S5 H SR . H2 H&%%%r“ééf‘azﬂy%)jm
FITig SRR SSHI L. SR A GETA ] gss_accept sec context() » HRSSas{diA
gss_acquire_cred()@iﬁgfﬂlﬁ‘ku}ﬂ: HE Hf—i'&%ﬁ‘fu?aﬁflﬂﬁﬁ

gss accept sec context() HfHUEREFEIE (Bl 6SS ¢ NO CREDENTIAL) - MIMJCTE Lz
FREUFEIE

VM gss_accept_sec_context () I, ARZ5aR Al LAFZAN T 77 IR E LT 54

» cred_handle—gss_acquire cred() R[EIPFEIENN - 8. v LLEH
GSS_C_NO_ CREDENTIAL SRR RELE FEIE
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= context_handle—GSS_C _NO CONTEXT F ¥ AW F RN BT
gss init sec context () JEH SIEHIIUAR . [ fEEER 8 F 2 1% 2 ARG I8 F AR
5] {4 _E ST o

= input_token— I\F FIHLEHY B SCORE
LN JLBEB A 415341 gss_accept _sec context() ZEUEE -

BV TP NRFREILIET . BissflEals Tl 228 LT UE
B, RIEAHEE TN LT Hitk. 7S EN:, NIGERERE T 02
BETZEEER S RREZ E TN W3R BRSO ARES . W
gss_accept sec context () iR [H]— 3R AR 65S € CONTINUE NEEDED - [Aft. fEES
R {#HH gss_accept sec context () iR [EE M E AR SEHA T B2 S JE IR A -

R AR LY UE B U s S R R B B S Shas . il e

gss accept sec context() R DUG. 85z vl DU S shar sk A e =0 HoAth
EHE . LUGTA gss accept sec context() BT, & A< HSE NS EEL

# o gss_accept_sec_context() ANFHAIEBNER A 1E SRS, Rk Bl — K Z 1 i
Lo bR T KA IR RS gss_accept_sec_context() LAFh, FEERIAR 250 Ak i <
WKE, BEEGUIMAZERMSE . FOE 28l NoARH S B EIa N
T 5 SRR E N 6SS_C_NO BUFFER BYF IS4 M KBS IR & N EE -

I D AR 2 4515 B AT IR 5% 45 B S 37| R S

context = GSS_C_NO_CONTEXT
output token = GSS_C_NO_BUFFER

do
receive an input token from the initiator

call gss_accept_sec_context(context, cred handle, input token,
output token, other args...)

if (there's an output token to send to the initiator)
send the output token to the initiator
release the output token

if (there's a GSS-API error)
delete the context

until the context is complete

B A TR, SEPRIEI TR o A RIS T SRR IE SRR 1ES
JLEE 91 TUHEY “EEN 5SS asm e E RS0 AN, gss accept sec context(3GSS)
FM IR T — AR -
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[AFE. GSS-API A&k S ho . S RN AR F i TAEE - 5 2RI 124 B
BT LLTE SR 197 TUHTRY “ & Fh GSS-APT FEFI R £l AR 2]

gss_accept_sec_context () fEAIN TR 1R [E] 6SS_S_COMPLETE » QIR N SUANSE
., ZKECERE] 6SS S CONTINUE NEEDED - {5 HENEE IR, 1ZMRECIHR [MEE 1R (T
. BXELZEE. 155 gss_accept_sec_context(3GSS) FMt T -

1£ GSS-API A {E A HAth_E T 32ARSS

gss_init sec_context() PRES R VF N R e 1 SR8 HE i fe S B R B TR SOYE R g At K
RIIRSS - M@ gss_init sec context() Y req_flags KR SKiX LRSS -

HAEFTA PINLHEIE SR AL T A X LRSS - gss_init_sec_context() F ret_flags UM T-45
EE LRSS - FIRE. T CEZ At md e g
gss_accept_sec_context () IR[BIHY ret_flags (A E W] HRIARSS « XL FSFAELL T JL
TR T -

1E GSS-API HFIEIEIE

WRAVFIE. BT SOUREhE AT LUK BTz S a S Al . RGN T . #
52 an o] LR B A B sl — iy BT 3

BT BN A FERENHP & EET rlogin BRINTENL B, A5 rlogin MITHE
VLB & REHENL C. WIEFHEAMILE, ZIEFEIESR BRI A, 8iFEF BIRIR
AREE .

WIRAVFRFEANE . T LA ret_flags BN GSS_C_DELEG_FLAG - $37a% n] BRI L EIE
HARFHAE N gss_accept_sec_context () HY delegated_cred_handle Z %1 - ZFEFEUEA[R T
SHET . 152 WE 74 T 7€ GSS-APL F &S H IS A E N0 ZFHX FIERN
R o] LR EARIERIN ZIE L . 1 N SC— IR BB — MR A -

£ GSS-API F X & 2 F 2 B HLITHE B I8

ST LT Fep 3 50 P 5@ TE T SRR - . B AR R
SRUL(E e B P P T B B BT « (RIS ST TR E L
i bSO BN R SO R TR & S

RS EhE AT LU fF gss_init_sec_context() req_flags Z ¥R B NH
GSS_C_MUTUAL FLAG RIHKHAH B HIIIE - WIR EEXH B e T 1AL W Rk
1% ret_flags ZEUR EINZERFTIA « QIERFTIE KM B HEA AT/ WS SR R
JF 2 Bt TR BN - 7ELLIE LT GSS-API A HEZE T3 Hoh, B
ARERER, RN LH th 2 E L PITH L ENE -
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1£ GSS-API B HI{TE ZIIE

EH B GSS-APIHY . JHEh sy B I e @A B SO e ftén i zds - |
B BT ORISR S 0 BoRgy bR RS2 -

BN, 2 TS P BT B 2 T T TERR VG IR AR - kSRR S5 % AL AT RE
5 B ARSI TRNAE « BT FEIZEIEE P RRNIEEE - flan. e
EWEEIE. FRTEATEREL YD -

PUE KT A LIE. 1515 gss_init_sec_context () 1Y req_flags SEIZE N
GSS_C_ANON_FLAG - EIE AEIEES A, HA gss_init sec_context() 5
gss_accept sec context() 34} ret_flags SR BEEGRMET GSS C_ANON_ FLAG-

WREZEUEE R MEHXT gss accept sec context() B{ gss inquire context() jR[H]
W P HLEFRIEF gss_display_name () B 22 BE B % 47K -

iE - N R 01 T R FT I SR 4 B0 E AN 91 AT B SRR A48 1 - 7EL 815
T, GSS-API A2 E E T

£ GSS-API H{EFIBIEHE

AT VF % RO PR, HESTIEANY bSO LIRS | T SUS B3 T R %
I - AR BESASN 2 W T LA GSS-API TRk SB BB b - i
98 S P T R P G A i - LR S ] b I
s BE NSO RIEEZ 38 - oh TR 06 2 P R 5 T
o DRSS PRI AT A R S R % L -

gss_channel_bindings_t BPREA R — DR, BRI AR E S E S E 1

gss_channel bindings struct g5

typedef struct gss_channel bindings struct {

OM uint32 initiator addrtype;
gss buffer desc initiator address;
OM uint32 acceptor_addrtype;

gss buffer desc acceptor address;
gss_buffer desc application data;
} *gss channel bindings t;

B PFEFRHMRA, H TR 2 X Eshassbhb R ARE X . B D FEEER
RIS ENERAI YL o BIU. initiator_addrtype W BEZ %14 F] 6SS C AF INET. F/R

initiator_address ¥ FHIE Internet #ihi: (BP 1P Hutlk) 2= FIRE. 6 =R WD FE
BT a3 M R AU RN B2 2 3 Al - N AR 7 r] URIE R B ARG — 7B
application_data - WIRAFTELEH application_data. 1545 application_data X&)

GSS_C_NO BUFFER - WIREA MR R @ sibE . IR 24 5% 8RR e i bk
R ELRE N 6SS_C_AF_NULLADDR - 3 213 T1HHRY “TEE 40 & UL A — 55t T H

pyciki eI DRI
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MR TR bR A2 FRTRE TR - X TS 2 R il X
L . initiator_address Fll acceptor_address 5 Bt HRLJ5UEL & )8 S JE A RERE Ft
FEFIE L o BRAESATHRE . BMIR Y DAL 1lie (BIhE R AL 519 HE

J¥) $EEHL -

BN R EESSEN NS gss_init_sec_context() B input_chan_bindings Z KN
LR FFT O EL A EE IS E S o X F AR ERE S L FE T ER . IR
H—PMIC. ZMICHG 298 E Rk Sk . K5, NHARFERZOMELE LT
A o e EWENZ A M 2 5B gss_accept _sec context() o HRHEZAF
B ESULE 70 TTHHH “fE GSS-API HI$257 | N 307« gss_accept sec context() &%t
XTRTUL B IEE ST E T 5 MIC - W5 MIC AAULAC. gss accept sec context() i f5
i [0] GSS C BAD BINDINGS o

FHT gss_accept sec context() iR [EIEEEREESNE . Kl FZ a8 n] DL X Lk
ERPUTZ2RE - HIa0. 2] DU R BTE 2 2 BdR E R iR Fin i
application_data #{H -

i - ELAALH] AT REA 2 N EE SN E (S B AR B IR E - AL, BRIFWACRAEDS SN IR 2
e MR PR AN A 7 E 0 E P A BURE S o SR, SR AT LA
M gss_init_sec_context() % gss_accept sec context() £} ret_flags ZH -
GSS_C_CONF_FLAG 1 6S5_C_PROT READY FLAG FJ Fl THE/RIR#EM: o K ret_flags WIS

B B I 68 TTHIH “I£ GSS-API IS B F 3 85 70 THIRY “7E GSS-API 1#£3%
EFX-

BLAMBLA AT DLET X R E 4 HR i st bk Atk A N A AN 2o - il —
HLHI AT RE2 R %0 18 G R E 1Y initiator_address FE¢ 275 1R [H] 5]

gss_init sec_context() o ALk, B TR AE TR N R 7 N 24 Dy st bk = BB 4 TR AY
EE o WMRITCEEEFREE . WIN 24 65S_C_AF_NULLADDR & E bk A .

EGSS-APIREHFEN LT

GSS-APL{2{I: T FH TS HAI S A L F X7k ok 2ty ARy (Gas gk
ToCEEZ ) (EHRE 2 AMEE LTS Bl ERaR i LA HERE . — R
ETFSUEShE BRSO R A EWE - #1114 TR <A
test_import_export_context () R — T UiHH T WAl FH X AL s IR R FIR B BT
o

gss_export_sec_context () PREL W QEEFERE R SR, HvESH XS H B XHE

B. BAXELER. ESUE 66 T “GSS-APT Ry FHFE A 2 F8” - T
gss_export _sec_context() ZHil. N 4RI RRNIEE i X % 6SS_C NO_BUFFER o
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N RE P BE G 2 LR B 5 — DR - Bt R % S BT R AL 2 5
gss_import sec context() o FIF7ERIFIRE 2 IR %% < MR s EGE H thv] A TR
Z [R5 225 i o

— R BEAFE — N R 2R - gss_export_sec_context () ATHUHEIEFT S HAY LT
SCHRF B SRR BN GSS_C_NO_CONTEXT - gss_export sec_context () i& AJfi#RR 43-fic
517 BN SO BT RSB B AR B - QISR TCiE e O B U &

. gss export sec context() EERFFIERIZ 2 EFSCAZE, H H AR A HERE A 4
R o

FAEFTENLEIE R S BN o N AR A LLEI I gss_accept_sec_context ()
H gss_init_sec_context() M ret_flags ZECEME L TSRS W LLSH o« WRELFRE R
B 9655 _C_TRANS_FLAG: NIFTLLSH R (1ES LA 70 TUHHY “7E GSS-API 257
RSO RIS 68 TUHHY “TE GSS-API FHEEN R 3C”. )

4-6 i Z H R L T XS HBIZ MES - EXFEOLT . R 1 8
RS R . LA IR BTN RIS S BIES D . H S PUE SRR 2. i
T 2 1IN R e e e 1 7 AL PR EE - TR, BPVIEZMN
gss_init sec context() FKHL 7 FH S o« & AL AL 2 B H P & S R
send a token(), 1ZMREFR/REAL AN UE T SCRII A A 2 9H 5 4

F# o send a_token() FHXLES (L LTRSS A% - send_a_token() FJRESH THELFE 2
({3 SR, BRI E R B rRiX— 5
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Ea-s S BT ZEBREZERA

—0—

@ send_a_token /()

=

SHER S

‘ \\\ e 1 - F

» get_a_token(

send_a_token()

Al

send_a_token()

@ e

2

l wsa|| —
send_a_token()

i
T
=

- ~
@ - FRYRBSHE

MSG = BuEShE

send_a_token () KNSR,
BE (R E T30 fRiEH
SH

- J

/////’ Eme
LTI@%

gss_accept_sec context()

gss_export_sec_context ()

\_ /

ot

WMR=Z
RS

)

gss_import_sec_context ()

J/

)

A2 2 - AL IR EE

-
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7£ GSS-API FIREX_E T B2

GSS-API 2t 7 —1 gss inquire context(3GSS) %L, %A TIKEE X6 EM
Ze T XEER . BER, ETFTYIEFETEN LT mREMRT E XA
. Ml gss_inquire context () BRI FH X L T XHEE :

N XEThERNAR

N EEZSRARR

n BN XREFERERVE

» BHTFE TR

= %?¢£TY%§£@T‘?§ o IXEEFRE S gss accept sec context(3GSS) FEIENHY ret_flags
SR o XEEFREW R BAE - HERIES - 152 ILE 70 TV “7E GSS-API 1%
LT

 FEREWN AR N BT SUREh SRS
» R ETEAEEEEIIRE

£ GSS-API F & X Z {RIPBVEIE

EREN AR ZBENY N2 G, BIR7E AR 8 2 it B TR -

ST BN S R R AR B R AN GSS-APL R4 . IIE - fRIEEREZ &ML GSS-API
RO T AN AR ] -

 SEEM BN E T EHS (message integrity code, MIC) FH gss_get mic() FR%K
ARk . Bz A R MIC SRERERFTULEIRIIE 2 5 BT & 2 19T B 52 2 A (] -

o REME-BR 7 EH MIC LI, IBENHEFTINE - GSS-API K%L gss_wrap() A
THATINE -

gss_get mic() fllgss wrap() ZAIFIX BN NIEI R . {#H gss_get mic(), FEWH AT
KB THERHEE 8 B R RIFRIE ; H gss wrap() . BUCEER 7 IRBURC IME
CIE7R:VEZSON 1B M =)=
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4-7 gss_get_mic() 5 gss_wrap()

vsa| — gss_get_mic() — |MICo ‘ MSG

gss_wrap ()
MSG BEHREM

(88 MIC FER)D

MIC = H B FE# 4K
MSG =iH2

T PR BB T BARTE L . 1T gss wrap() ELIESEREMEMRSS. HILFZFEF#ES
{1 gss_wrap() o F&/7 AT AT ER B AR S5 00 AT R - B FE e AT DURRAE PR35 1 Al 55
RIS 0L, AR FH A N AR R 77 XM gss_wrap() « 28 96 TUHRIR) “BLAE 14
EHE R — R B2, BT EFRIFHMH gss_get_mic() FIHE, EIHAT{EH
] CPU JEIHALL gss_wrap () AT E D o FRLL, AR ERETERE 7 vl RES
gss_get_mic() RRIIHE -

f# gss_get_mic() FridiER

7T LAER gss_get_mic() MIVHEESINEE MIC . $23235 o] LLiEW 8 A

gss_verify mic() K &iHER MIC.

5 gss_wrap() fHEL. gss_get_mic() ZEAEEM MIC AR FAMAH T o IXERE %

PN R T L RERE & 140 B S RE & AR I MIC - BEE B E . BT H LR

X AH B MIC o DUNJ7 & AT AR T SR MIC #E1T IERRAALEE -

 JEEREFEEE (BPRE) o B N AR AT REANE X B R A A T IR, B
WHATIRBOEE . % TR B MIC .

o JEIEARAE o AR R AT DORIC T R A R A

w BT PE SRR AT MIC [ 4 RREs 4 -

gss_get mic() TERKIHFER AT [B] GSS S COMPLETE - WHHEER QOP JCAL. MK [E]

GSS_S BAD QoP- HKHEZ(EE . 1HZ UL gss_get mic(3GSS) -
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{£H gss_wrap() 2% HE

LU gss wrap () FECREUIEEE - 5 gss_get mic() —FF. gss wrap() HEHE T
MIC » QUREEREHLH] R PTG KRR E M. W gss_wrap() X FEEREEH#T
e - HEREICE @ gss_unwrap () SREFFIEE -

5 gss_get mic() AAl. gss wrap() 2 RHER MIC —@ AR HHEF - FT1%
EZEEREATFREA—R . £S5 . AT LA gss_unwrap () FeBUHE - MIC X[ T
N TR A 0] UL

WHRHEEE R EZEE. N gss wrap() FFiR[E 655 S COMPLETE - WIHFTIE KAY QOP T
%, WPEHRIE] 6sS S BAD QOP - K gss wrap() HUnfl, &S UL 96 DI “E2ER] %
i;é?ﬁl%\” °

£ GSS-API 1 b IE 61 35 K /)N ] R

{5 gss_wrap () REEIHE SR E L X EHER - B TR E S EFZENTE
ERML R L GSS-APIFE{E T gss wrap size limit() BH

5. gss wrap size linit() FITH 50T CLELEHOIS B A Kb (EHOR 5 TR As
i KA G T - N R i UIFEVEH gss_wrap () 2 BIT#ETEE 1 1% K/ D EITHE
B TR AR 2B 1RGSR 58 /N -

ALK/ BE IR T AU AR

» AT THA QOP Hik
o BRI T REE

B QOP 2 RN FIHY GSS-APT LB 7 KL, BIHEFEE T HEEHY QOP. Frl3éiHy
B/ MLESERTAR - TR T Xl e -
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gss_wrap ()
il
gss_wrap ()
MSG (QOP 2)
»

\
\
\

7’
————

gss wrap size limit ()

TSl St
4 BT B SRR K/ EIR, %i}g%—gk’]/]\
FRUE B3 f5 RO SRR B K /)N
A ILER

QOP = RiFRE
(RIPEZ)

TN T HEM. gss wrap() WA SWEIIEERI KN gss wrap() FF MIC fik
ABIFHLERE RS - HE, XEHEIHTMESH—PHIE R KN IR
EF7R o
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gss_wrap ()
MSG (EBRZH) > . i
i

MSG | —— gss_wrap() —»
CFEBREM MSG
(E1& MIC)
> .
gss _wrap size limit () N i B
14 41 65 ELIE RO BRI L IR, o
RIE B3 5 B AR & K0
A hILER

gss wrap_size limit() fERKINTEHHTBHRIE] 6ss s cOMPLETE - 4NSRFEEM QOP L
2, MPKFRE 6ss_s BAD_QOP - 4 96 TTHIY “ElEFII A 47 B AR it 1 — st BA a0
{fiFH gss_wrap_size limit () iR [ GEMH B K K/ NRH -

RN SE R FH A —ERIE gss_wrap () A LRI KN max-input-size T 17 FIIH

B BEERIIEEEAETIAH gss_wrap() MRS TIREGATH . XEZELR. 1ES
. gss wrap size limit(3GSS) FM I -

F£ GSS-API H 48 M7t 7 [a) =

T TS A 2 S I A SR L. T SE R A b T SO st
B 75 TE T - XA 75 0 R 0 12 75 12 IE TR I 1 ik DA B2 A5 A 7R N T By
SORREE . B I TR . 5525 DUTE R SR e FF A R Ay T R 25 X 7
RN HXELIEE. BSIE 13 T SR FEE .
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48 JHEHEBMHERF

HBER

HEKE 3 \

JE BN AT LU gss_init_sec_context () RAQHNIT J7 k2@ GSS_C_REPLAY_FLAG
B GSS_C_SEQUENCE_FLAG X req_flags Z £} N Fl i & OR -
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1£ GSS-API HEFIA H R 1&E

BZHFRITERRFTERHEE 2R, 2RZEFRRFIMEE . XEK
HEMMIC. HHEUTREIL : HERAMEEEETELE, mdEd
gss_get _mic() ] MIC #E1T T HRIC o 1] 4-9 Hi AR FE AT FTms -

E st gss_get mic() A{HEHITIRIC -

B hes %8 BRI MIC & 1523 #2 a8 -

FZ i gss_verify mic() MENZEE -

Fz aa Bi% MIC & [ 25 5hes

JEEhERH A gss verify mic() £ RIGHE EAKFTIEIRY MIC -

EER KM

Ui D=

B 4-9 TN MIC £

MIC = jH BT ¥ 4R
BRI PR 55 7%

ve| | @

s ®

/ Mic) 2 {Jusc

MSG

® \' ey

gss_verify mic() | .-~

al

XN TEEENENE gss unwrap () BEUAA LR FIMP MIC, I, #22H LAURE
BTSN AR AR B A RCE - ] 4-10 Hrik BRR I R4 T BT -

1. [BEh#{EH gss_wrap() BEEHE -
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JEEhas A A EEEEREE -

B 8 HH gss unwrap () FEITZIHE -

B2 28 gss get mic() PUERR LR B M MIC -

P e IR MIC X232 08 -

JEEhaR{FH gss verify mic() BFFTWEIRY MIC 5 RGBT LR -

X T B2 09 GSS-APL AR A BL O B 2 6], N R FR e N 4 o HgE T RERR 7 id - #H
KRB S

gss release buffer(3GSS)- gss release cred(3GSS)~ gss release name(3GSS) &l
gss_release_oid set(3GSS) -

SANRLEE ol
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Fr&{ER GSS-API I T2

Ea-10 HHIACRARAVEHE

MIC = JH 2 E & MR
ZRH

Bk 55 8%

@ / ®

gss_wrap () gss_unwrap ()

Tuso |

® |

MSG

@ \\‘o gs_get_mic ()
gss verify mic()

#

‘\
ﬂ\"ﬁcf’ Juse

5% GSS-API £&1F

g, ZEMBWATEREE . 25 B R 7 FIEE 52 4 N R 7 R o8 B H
{E o BT, XN HAFRFEBN. Z R gss delete sec context() DLEHERILZRY E R
X o gss_delete_sec_context() AIMIER 5% B F SCHHCHY JR R AR LS 1 -

X T EL4E 7 GSS-APT #d 7 BL AT £ 25 8], R PRI FH AR Fe bR Bk A7 0 Bid 2 A
BT o X ] Dl

gss release buffer()~ gss release cred() -~ gss release name() gl
gss_release oid set() PR ST, -
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GSS-API & P L7451

ANERERT S AUHY) GSS-APL % FLN FIRE Fp b AT 1Rl v e, AR RS DUT EM

2 87 TIHAY “GSSAPI % ' HL T BIE AR

% 88 TUHY “GSSAPI % F AL/ - main() EREL”

5 90 TUHRY “FTHF 5 IR 55 a2

591 TUHRY “EE 5 ARSS e Z 2 LT 0

5 95 TUHAY “%& F i b 1 % Fh GSSAPT b T SCHE”

5 96 TUHHY “EEEFN L A B

5 99 TTHHY “BEEUFIEAE GSS-API 2 P AL H )2 42 3
5 100 TUHHY “MHBR 24 B F0

GSSAPI & P #5184

FEBI S FE T gss-client AJ QIS ARSS AR 2 MY 2 22 B N30 @V RESE FHH
HEF R IRTIRSS S o HAR P (E 5T TCP Ay (R SRS S R EE LI R L 4

LT LRI K gss-client TAETRZ D 3B o T gss-client B — 1 EED
] GSSAPI DHRERVREGIFE R, PRILA I Ie% R R SRR 70 o X R R P R 58
REPAACH mTFER S P, AR DU PUR hE T -

https://cds.sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1-G-F@CDS-CDS SMI

GSSAPI & PR 514544

gss-client BRI FHUTLA T 3K -
1. fEtTa 1T
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GSSAPI & FPHLR] : main() EREL

2. QARSERE THLH] WOAHLEIE1EE — DX 5 ID (object ID, OID) « M1, FHEREHL
il e R LS DL -

Gl 5 R 55 iR -

VAT ol ol N

HHEMAIEHE -

HEAR S5 as 2 5 EXH ST IR <4 .

IR 22 4 bR S

NS Uk W

1517 GSSAPI & P #L7~ 15
gss-client WHITEASITHRHUTEL

gss-client [-port port] [-d] [-mech mech] host service-name [-f] msg

»  port— M T 5 host FITa & MY R T B LG ZE £ 10 5

w ARSI TR R RIERIES IS - BRI, deleg-flag BRI E N
GSS-API{H GSS_C DELEG FLAG- 7M. deleg-flag k& N -

s mech— BN Z2VLHIZFR, U Kerberosvs o WRFFFE(TMHLAI. GSS-API
R HER AL -

»  host— RS ESHIEFR -

»  service-name— % FUHLATIE K MLE ARSI A FR o telnet~ ftp Fl login AR5 (E & —
e g 17 -

w msg— (ENZRIPIEHE L L RIS S FIFE o« WIERIEE T - £ L5, W msg 245
MR B SO

LR R i S iy AT AT REAN DL /RIS -

% gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"

LT RBIATE LS - i BT -

% gss-client erebos.eng nfs "ls"

GSSAPI &Z P17~ : main() &&£Y

88

5A CRF—FE, 1ZFEF RN shell A S 7EA L 55 E main() H1 o main() ATHUT
DL PURRThRE -

w RIS ITSEUE R B ES L
o QREE A EEPUEI CLINAPLE. WA parse oid() A% GSS-APIOID (EIX}
RERRTE) o WHEIRRFFREZ2IHIR AR, fiit e C S ut TILH .

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A



GSSAPI & FHLR] = main() L

» M call_server(), XZKFREIEE BT SO 5 -
» RIEEHEZ G MRIETEER OID BT fE =S (A -

main () BIFERIIRICASLILL TR BIFTE -

iE - OB IRACRS o] LU Oracle T #HH/L3KEL - 152 UL https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

w51 gss-client /il : main()

int main(argc, argv)
int argc;
char **argv;

char *msg;

char service name[128];

char hostname[128];

char *mechanism = 0;

u short port = 4444;

int use file = 0;

OM uint32 deleg flag = @0, min stat;

display file = stdout;
/* Parse command-line arguments. */

argc--; argv++;
while (argc) {

if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;

} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;

} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else
break;
argc--; argv++;
}
if (argc !'= 3)
usage();

if (argc > 1) {
strcpy(hostname, argv([0]);

} else if (gethostname(hostname, sizeof(hostname)) == -1) {
perror("gethostname")
exit(1l);

}
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FIIF SRR &S RRHIER

Ffls-1 gss-client /il : main() (&)

if (argc > 2) {
strcpy(service name, argv[1l]);
strcat(service name, "@");
strcat(service name, hostname);

}
msg = argv[2];
/* Create GSSAPI object ID. */
if (mechanism)
parse oid(mechanism, &g mech0id);
/* Call server to create context and send data. */
if (call_server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)
exit(1);
/* Release storage space for 0ID, if still allocated */
if (g _mechOid != GSS C NULL_OID)
(void) gss release oid(&min stat, &gmech0id);

return 0;

I Sk FerrEs
call_server()E@iﬁﬁﬁﬁﬁEijrffﬁgéﬁﬂﬁﬁ§%§§§ilﬁfﬁg:

if ((s = connect to server(host, port)) < 0)
return -1;

s MBI A socket () IREIRY int FEHYHSTHREIRTF -

connect_to_server() s& GSS-APT /MBI — MR FLEREY . B BT R AIEE
£ o connect_to_server () PRRICESUILL T 7R BIFR -

iE - R BIRIRAAS o T LU Oracle F#H/LFREL » 155 Il https://cds.sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-F@CDS-CDS SMI -

Rfi5-2 connect_to_server() FRIEL

int connect to server(host, port)
char *host;
u_short port;

struct sockaddr in saddr;
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BUSRESHRHRELETX

fils-2 connect_to_server() FEEY (&)

struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin family = hp->h addrtype;
memcpy ((char *)&saddr.sin addr, hp->h addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror('creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror('connecting to server");
(void) close(s);
return -1;

}

return s;

BASRF[HIRLELTX

HENLERZ G, call _server() &f# M client establish context() EREUCRAIEZ 4 F
T WRFR

if (client_establish context(s, service-name, deleg-flag, oid, &context,
&ret-flags) < 0) {
(void) close(s);
return -1;

}
RN IUHARTE . FREE connect_to server() LIS -
s service-name & FTiH KI5 AR S5 -
»  deleg-flag I THEE AR S5 a2 15 1T LAFE 4 2 P HLAYCEE -
»  oid ZHIL -
»  context i& B O 1 F 3o
»  ret-flags &> int. FT$5/E GSS-API K% gss_init sec_context () AR [EIf{EA]

PR o

client establish context() PITULUTESS -

RS HIRELR Sy GSSAPT N ARFE L
o ERHAIARSS & 2 AR EAT SRR, BRI e B e BT SO IR
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92

AR5 AR R A GSS-API TR

client_establish_context () HUTHIE MESS 2L H gss_import_name () Rl 55 PR F
TF B4R GSS-APT S 2

fI5-3 client_establish_context() — ¥ #Alk 55 A FK

/*

* Import the name into target name. Use send tok to save
* local variable space.

*/

send_tok.value = service name;
send tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min_stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);

if (maj stat != GSS S COMPLETE) {
display status("parsing name", maj stat, min stat);
return -1;

gss_import_name () FREUIERETE A B GSS_API 211X send_tok HAVARSSEAFR. RIFIH
AR 55 AR 4T B L HLN GSS_API INERA R target nameo send tok T &M, mMA
EHTFEHPTEY gss_buffer desco 8 = NSEFT N gss 01D, A THEHA send tok #
FREOEE X o I R F GSS_C_NT HOSTBASED SERVICE. XFAR%SKH service@host 1%
R ARSI HAMTTEE. 1§55 UL 212 TR “BIRER .

HGSS-APIBILEZEL FTX

AR 5554 ) GSS-APT N ER A& =2 I BT NS Oy 7RI RESR i T BRI, R
HIRCAEHE L .

DG Z B client establish context() 2 FIUEIL I~ SCH token_ptr Z%5 - {HH
token_ptr W T BHATIEEE - token_ptr AT LL¥EIA] send_tok (KEEIMRSSEAIPRE) 8L
recv_tok (HR55e8 & BIRIAHE) -

TEERRINES . T SR A I

m gss init sec_context() IR BIFPRAS

IR ELR S AT HEAEAT AT REECKAEER B v kA EE R - 4 HACE RS a iR k=S —
NERART. gss init sec context() A iR [A] GSS_S_CONTINUE_NEEDED -

" gss_init_sec_context() PTAERRAYEIA 1 B 55 28 < R AN

RS EKNAE, WFRRAEA UL LB SS a5 B BT DOR HfEEF - £
FAR/INETRRYE token_ptr EHSE -

PUN Do SR X Z AR T 7 1B
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do
gss _init sec context()
if no context was created
exit with error;
if the status is neither "complete” nor "in process"
release the service namespace and exit with error;
if there is a token to send to the server, that is, the size is nonzero
send the token;
if sending the token fails,
release the token and service namespaces. Exit with error;
release the namespace for the token that was just sent;
if the context is not completely set up
receive a token from the server;
while the context is not complete

AR WA gss_init sec_context() FFUA. ZEEHER LS4
o S AL ERAIRER -

w  FEUEAJHE o tEoRPI{#E A GSS ¢ NO CREDENTIAL 78 %4k 14 .
o BOIEM SR -

o B EZEAR

» FTREALHEIN R ID -

o GERERE e EATRBIN. T PHLERIT DU R - HRSSasxt B ST EnE. 777
HEEEINEE, MRSSa R Kt 4.

» XFF B SCTER RIFRE] -
o RHEKREHEENE .
o BMKFEER FRR PR A h

o ARSI EFREE RIS - FLHIFEILAL E T NuLL X R R TR e A 2 A
8-

» gss_init sec context() FTEIEEHYE A 14 BIXT 55 R RE 7 < WA
 REFRE . KEANULL KR TEIR IR 2R 1 X EERRE -

E-BPHIERE BT X2 B BFREEIE . fE% 0. I P GSS-API LLiEHA
JrAbEE o B, GSS-APT &NE QAT KB AL HI % B ARy FE Rtk N AREF ]
LA gss_init sec context( )%@ﬁk‘é‘ IE {HIBTERR 55 asi H&%E’\%@Fﬁﬂf?ﬁ:ﬁ%

xLszwMﬁ%ﬁﬁmﬁﬂm W%wﬂﬁ%ﬁﬁmﬁﬁ
KA T BN CEE—H s 2B FE Ll gss init sec context R EA B ES

2 J5s connect to server() £f:# gss init sec context() T;%{ T%E RN RSS
%%%%OM%$ﬁEEﬁ%%,%%%%%E%%%K%%E@Eﬁ%%om%ﬁ
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7SR IFRZ SRR L BIIRSS A o IR L EZ SRR WITCIEIE %2 FARI
RSS2 FRZS MR I H connect to server() FHEH o LA FHEEEN &F 2B KR
MAESHESHFE:

if (send_tok length '= @) {
if (send token(s, &send tok) < 0) {
(void) gss_release buffer(&min_stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;

}

send token() INJE GSS-API K%L, FHEHATHITHE - send token() KEL A S RE
’ﬁ)\?ﬂiﬁ‘ﬁﬁ RPFHH . send token () TEREINATIRIEN 0. 7ESCMCETIRE] —1- GSS-API A&
UK 4 B o R L R £ 38 Jlﬁﬁi GSS-API 2L Al A AT S F4 o

TNHERHE 7 TS BN SCIEER R -

iE - HoRBIRIRACES AT LU Oracle T #HULIREL - 152 UL https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

wls-a B TEESL B SCIAER

~
*

Perform the context establishment loop.

On each pass through the loop, token ptr points to the token
to send to the server (or GSS C NO BUFFER on the first pass).
Every generated token is stored in send_tok which is then
transmitted to the server; every received token is stored in
recv_tok, which token ptr is then set to, to be processed by
the next call to gss_init_sec_context.

GSS-API guarantees that send tok’s length will be non-zero

if and only if the server is expecting another token from us,
and that gss_init sec_context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

oK K X K K X K X K X X ¥

*
~

token ptr = GSS_C_NO BUFFER;
*gss_context = GSS_C_NO_CONTEXT;
1234567890123456789012345678901234567890123456789012345678901234567890123456

do {

maj_ stat =
gss_init sec_context(&min_stat, GSS C_NO CREDENTIAL,
gss_context, target name, oid,
GSS_C_MUTUAL_FLAG | GSS_C_REPLAY FLAG | deleg_flag,
0, NULL, /* no channel bindings */
token ptr, NULL, /* ignore mech type */
&send tok, ret flags, NULL); /* ignore time rec */

if (gss context == NULL){
printf("Cannot create context\n")

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A


https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI

E Fim ERY S GSSAPI_E T R(E

wls-a AL BT SCHITEER (&)

return GSS S NO_CONTEXT;

}

if (token_ptr != GSS_C_NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss release name(&min stat, &target name);
return -1;

}

if (send tok.length != 0){
fprintf(stdout, "Sending init sec context token (size=%ld)...",
send_tok.length);
if (send_token(s, &send tok) < 0) {
(void) gss release buffer(&min_stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;
}
}

(void) gss release buffer(&min stat, &send tok);

if (maj stat == GSS S CONTINUE NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv_tok) < 0) {
(void) gss release name(&min stat, &target name);
return -1;
}
token ptr = &recv tok;
}
printf("\n")
} while (maj stat == GSS S CONTINUE NEEDED);

X send_token() fll recv_token() TAEARWEZER . 1HSILE 197 TTHRY “&Ff
GSS-API 431 K £

= A A& GSSAPI T riR1E

TEAREBIRESY . gss-client FTHATHY—SLDNREA T3« DU FIRACIEAE BUTHEAYE
FSHTLHER . Z AT B2 1B AT HAR A -

» RFFIRE XX
o R BT XRE
o RECETSCRE

XA AR 0 A T 7= BIFT R
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Fls-5 gss-client: call_server() 37 [ F 3

/* Save and then restore the context */
maj stat = gss export sec context(&min stat,
&context,
&context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return -1;
}
maj stat = gss import sec context(&min stat,
&context token,
&context) ;
if (maj stat != GSS S COMPLETE) {
display status("importing context", maj stat, min_stat);
return -1;
}

(void) gss release buffer(&min stat, &context token);

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss_inquire_context(&min_stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
display status("“inquiring context", maj stat, min stat);
return -1;

}

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n")
display status("Context is expired", maj stat, min_stat);
return -1;

BRMEAEHR

gss-client MR LATE SLtwae (AN ) 2. SAEARERH L E . NSy E
EHITUF PR EREH S

o HAE A RN o R R AT AR PR B AR AR

w GREUIERTE BRI R R o B2 BR MR AR IR AR 717 H

o REULEI BRI o R 2 B8 PO RATRIRIT e i 745 B

v CPHE R ABIZ MR A T A
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/* Test gss_wrap_size limit */
maj_stat = gss_wrap_size limit(&min_stat, context, conf_req_flag,
GSS C QOP DEFAULT, req output size, &max input size);
if (maj stat != GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n"
max_input size , req_ output size , conf_req flag);

conf req flag = 1;
maj stat = gss wrap size limit(&min_stat, context, conf req flag,
GSS_C_QOP_DEFAULT, req_output size, &max_input_size);
if (maj stat !'= GSS S COMPLETE) {
display status('wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned
" max input size = %d \n" "for req output size = %d with
"Integrity & Privacy \n", max input size , req output size );

maj stat = gss display name(&min_stat, src name, &sname, &name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min stat);
return -1;

}

maj_stat = gss display name(&min_stat, targ name, &tname,
(gss OID *) NULL);

if (maj_stat != GSS_S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %u, flags %x, %s, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,

(is local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed");

(void) gss release name(&min stat, &src_name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min_stat, &sname);
(void) gss release buffer(&min_stat, &tname);

maj stat = gss oid to str(&min stat, name type, &oid name);
if (maj_stat != GSS_S COMPLETE) {
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display status("converting oid->string", maj stat, min_stat);
return -1;

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid name.length,
(char *) oid name.value);
(void) gss release buffer(&min_stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat, mechanism, &mech names);
if (maj stat != GSS S COMPLETE) {

display status("inquiring mech names", maj stat, min stat);

return -1;

}

maj_stat = gss_oid_to_str(&min_stat, mechanism, &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;
}
mechStr = (char *)__gss_oid_to_mech(mechanism);
fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech names->count);
(void) gss release buffer(&min stat, &oid name);

for (i=0; i < mech_names->count; i++) {
maj stat = gss oid to str(&min stat, &mech names->elements[i], &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, " %d: %.*s\n", i, (int) oid name.length, (
char *) oid name.value);

(void) gss_release buffer(&min_stat, &oid name);

}

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in_buf);
} else {
/* Wrap the message */
in buf.value = msg;
in_buf.length = strlen(msg) + 1;

}

if (ret_flag & GSS_C_CONF_FLAG) {
state = 1;

else
state = 0;

}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT, &in buf,
&state, &out buf);

if (maj stat != GSS S COMPLETE) {
display status("wrapping message", maj stat, min stat);
(void) close(s);
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(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
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B MIC . H] DL recv token() FZRILIHE -

SR {HF gss verify mic() BREUIRIEIHEER (BEIMIC) - gss_ verify mic() FF]

?HW@ I MIC 5 A48 E’J@ZI HEHTIE . WBI MIC SR AR SSasiI 2, %%
FAFEAETE out_buf F - R B R AR B MIC fEAE in_buf W - QIERIXH > MIC
VLHE. RGESTAENIEE - & PGS 2 RS & R g 11X out_buf-
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/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss_delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss (&min_stat, context, &in buf,
&out buf, &qop state);

if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
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(void) gss release buffer(&min stat, &out buf);

if (use file)
free(in_buf.value);

printf("Signature verified.\n")
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/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}
(void) gss release buffer(&min stat, &out buf);

(void) close(s);
return 0;
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gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \
[-mech mechanism] service-name

= port SEEAITHYSE 15 « AIRARIEE LT L1 TIFE R 6 Ui 1] 4444 1F B Ui
e

= _verbose &FETIEIZ]T gss-server B \E/RiHE -
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% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"
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Fle-1 gss-server /nfil : main()

int

main(argc, argv)
int argc;
char **argv;

{

char *service name;
gss cred id t server creds;
OM uint32 min stat;
u short port = 4444;
int s;
int once = 0;
int do _inetd

0;

log = stdout;
display file = stdout;

/* Parse command-line arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do _inetd = 1;
} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv, "a");
display file = log;
if (1log) {
perror(*argv);
exit(1l);
H
} else
break;
argc--; argv++;

if (argc !'=1)
usage();

if ((*argv)[0] == "-")
usage();

service name = *argv;
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/* Acquire service credentials. */
if (server_acquire creds(service name, &server _creds) < 0)
return -1;

if (do_inetd) {
close(1);
close(2);
/* Sign and return message. */
sign server(0, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection")
continue;
}
/* This return value is not checked, because there is
not really anything to do if it fails. */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);
}

/* Close down and clean up. */
(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);
return 0;

IR ARG QI MR Hh% P VLN R - AR5 &R I RE ) 5 GSS-API €
o B PR B SR R EE - R S5 de T AR LW IR L -

gss-server FE[FHL{ server_acquire creds() BREL. 1Z KA T IR HUCESR BEA AR 55 1Y
ZIE - server acquire creds() FHZARSS AR EFH A Z2LHEHERA - &
J&: server acquire creds() IRIENZARSSHI L -

serveriacquireicreds()ﬁﬁfﬁ(3SS<APIE@iﬁgssiacquireicred()5E3§E¥HE§%%§EEE§§#?§
ARZSHIFEIIE o server acquire creds() 117 gss_acquire cred() &
Hii: server acquire creds() AAHUTEL NI MES -
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AR K, gss_acquire_cred() 2R —BILHIATERA - (GESILE 67 TR
“fE GSS-API {EHEIE" - ) {Hi2, ERZEIEN (EHELEN) T, A FEIE
REHAEH T Z DL - gss-server BIFHI&TEm 1T FAEE AL GRS
MLl e Bk, B—MES BTG BS gss_acquire cred() A AR LA I A B A
PLAD (ERAESLHIECAMLE]) - RS

if (mech0id != GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0Oid;

} else
desiredMechs = GSS C NULL OID SET;

GSS_C_NULL_OID SET /i 24 {#H FHERAHLE] -
PR 5% B PR EEHi ) GSS-APT F& 2

1T gss acquire cred() 8% gss name t &5 AR EIRIE NS KL
WUR AR 55 2 PR X Fitg =X o AT gss import name() FRECENATILEEHR - S5FRT

H GSS-API KL —FF, R EESK S HCR ] GSS-APT AU, R & Je i ik 55 4
PREHI ] GSS-APTZE X, W TR :

name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status(“importing name", maj stat, min stat);
if (mech0Oid != GSS C NO OID)
gss release oid(&min stat, &mech0id);
return -1;

}
FEEEAEPREREL gss_release_oid () FIFHEE -
i A I name_buf PETFEREAIOARSS BFR - B @ — T8I gss_name_t £549

server_name [FJ$5%t - 28 =S %6SS_C_NT _HOSTBASED SERVICE ;& name_buf P F1F
R APREI . fEXFEN T APREIFRIRN YR/ B ERE ) service@host 142X

IR S5 -

HUTIXEEESS 2 5. IRSSeFEF T LA gss_acquire cred() :

maj_stat = gss_acquire_cred(&min_stat, server name, 0,

desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
min_stat 52 FRER [F I EE RS -
server_name iR 55 ar i AR -
0 T [y JC 75 F0E FEUE R B A i A A
desiredMechs & — N F 1% FE I AL -
GSS C ACCEPT FnEIE A T T L2 LT .
server_creds s& 12 BRI ER [B] B9 FETE AR o
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Rfil6-2 server_acquire_creds() [K BRI RS

/*
* Function: server acquire creds
*
* Purpose: imports a service name and acquires credentials for it
*
* Arguments:
*
* service name (r) the ASCII service name
mechType (r) the mechanism type to use
server_creds (w) the GSS-API service credentials

Returns: @ on success, -1 on failure
Effects:

The service name is imported with gss import name, and service
credentials are acquired with gss acquire cred. If either operation
fails, an error message is displayed and -1 is returned; otherwise,
0 is returned.

*OX X X X K X X ¥ X

*/
int server acquire creds(service name, mechOid, server creds)
char *service name;
gss_OID mechOid;
gss _cred id t *server creds;

gss buffer desc name buf;

gss name t server name;

OM_uint32 maj_stat, min_stat;

gss_OID set desc mechOidSet;

gss OID set desiredMechs = GSS C NULL OID SET;

if (mechOid '= GSS_C NULL O0ID) {
desiredMechs = &mech0idSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;

} else
desiredMechs = GSS C NULL OID SET;

name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj_stat = gss_import_name(&min_stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
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FBl6-2 server_acquire_creds() B ELIIREFIHS (&)

if (mechOid != GSS C NO OID)
gss_release oid(&min_stat, &mechOid);
return -1;

}

maj stat = gss acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);

if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;

}

(void) gss release name(&min stat, &server name);

return 0;

K inetd

REUIRSS WL 2 f5 . ATLAH gss-server R BT 2 GEE T inetd - main A
FZUF 7 2R inetd

if (do_inetd) {
close(1);
close(2);

R FHRE T inetd. WIFEFAG % HIbRAER I FIFREES 2 - A5, gss-server &
B b A sign_server(). inetd FHEFIZREZ HiER: - SN, gss-server
SOl PNEETF, [ TCP Kt accept () B L EBFIIERE. RIFE R accept()
R SRR TR A sign server() o

WK inetd. FEFF2OIEERM ETX. HBEZIERF ML H2. mFEMAE
S [ -once I, MIHEFIH1EE TR 2 JF4 L -

NE PHLEITE TR

AT inetd ZJ5 . gss-server PR F &R sign server() XA THITRFHFEE
TAE. sign server() BB server establish context() R, FF3.

signiserver()Eqiﬂff@iwrffggz

» BRZETX
» JRITEUR
BRI TR
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n GRIEEE
KBTS BIEU & THHITAE o LU NFRIBUEE T sign server() HEL -

3T - R EIR IR AR ] LU Oracle F#kHH/LFREL . 165 UL https://cds.sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-F@CDS-CDS SMI -

File-3 sign_server() BRIEL

int sign_server(s, server_creds)
int s;
gss cred id t server creds;

gss_buffer desc client name, xmit_buf, msg buf;
gss _ctx id t context;

OM_uint32 maj_stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */

if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n"
(int) client name.length, (char *) client name.value);
(void) gss_release buffer(&min_stat, &client name);

for (i=0; i < 3; i++)
if (test import export context(&context))
return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n")
print token(&xmit buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss release buffer(&min stat, &xmit buf);
fprintf(log, "Received message: ");

cp = msg_buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
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fle-3 sign_server() SR (&)

(isprint(cp[1]) || isspace(cp[1]))) {

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n");

print_token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss get mic(&min_stat, context, GSS C QOP DEFAULT,
&msg_buf, &xmit buf);
if (maj stat != GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min_stat, &context, NULL);
if (maj stat != GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);

#EZETX

FESL bR SCEE W R BIER LN S 88 Z M T — RS RSCH - O T IRFFRE Y
AIRSETE . S FEPFER PRI AT B R SRR B R SCOa A - A TR B SN
MM TR BT SCRIEMAER UL R ZFRIT MK . 15558 91 T &A%
555 aan e ax BRSO TR -

CLURYRACES1HBA T server establish context() PRV

iE - MR BIRIRAC ISt AT LIS Oracle T8 HVLIREL - 152 UL https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-F@CDS-CDS SMI -
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W& PRI

Rfl6-4 server_establish_context() AL

/*
Function: server establish context

Purpose: establishes a GSS-API context as a specified service with
an incoming client, and returns the context handle and associated
client name

Arguments:
S (r) an established TCP connection to the client
service creds (r) server credentials, from gss acquire cred
context (w) the established GSS-API context
client_name (w) the client’s ASCII name

Returns: @ on success, -1 on failure
Effects:

Any valid client request is accepted. If a context is established,
its handle is returned in context and the client name is returned
in client _name and @ is returned. If unsuccessful, an error
message is displayed and -1 is returned.

oK K X K X K X K X K X K X K X K X K X ¥

*/
int server establish context(s, server creds, context, client name, ret flags)
int s;
gss cred id t server creds;
gss_ctx _id t *context;
gss _buffer t client name;
OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss_name_t client;

gss_OID doid;

OM uint32 maj stat, min stat, acc sec min stat;
gss_buffer desc oid name;

*context = GSS_C_NO_ CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv_tok.length);
print token(&recv tok);

}

maj stat =
gss_accept sec context(&acc sec min stat,

context,
server_creds,
&recv_tok,
GSS_C_NO_CHANNEL_BINDINGS,
&client,
&doid,
&send_tok,
ret flags,
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NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n"
send_tok.length);
print_token(&send tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj_stat!=GSS_S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec _min stat);
if (*context == GSS C NO CONTEXT)
gss delete sec context(&min stat, context,
GSS_C_NO BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n")
else
fprintf(log, "\n")
fflush(log);
}
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

h

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"
(int) oid_name.length, (char *) oid_name.value);
(void) gss release buffer(&min stat, &oid name);

}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {

display status("displaying name", maj stat, min stat);

return -1;
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Rfil6-4 server_establish_context() FE% (&)

maj stat = gss release name(&min stat, &client);

if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);
return -1;

}

return 0;

sign_server() EREUHEALL RIS, @018 server establish context() Ke¥= I
T

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

server_establish_context() HIELE Je & & FHLIEWIIA (L N SCRy i fE A 4 ik i &
W o BT GSS-API A G A2WCE L. HILREF L4 B EA M THITIXEE S5
o HE?%%%ﬁﬁﬁﬂrecvftoken()ﬂQ%gq&4?H$:

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

TR, server establish context() 1A H GSS-API K%L
gss_accept sec context():

maj stat = gss accept sec_context(&min_stat,
context,
server creds,
&recv_tok,
GSS C _NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

»  min_stat &SRR B BRI -

»  context ;e TN R 3o

n server_creds T B MIARSIVFEIE (ES ILEE 104 TTHHEY “FRBUEIE”) -
® recv_tok pies recv_token() N\@FME‘%WE‘]%W °

" GSS C_NO CHANNEL BINDINGS ;& — M, FnAA@EEHE (ESIE 73 i
(1] “7£ GSS-API il FliEES E”) -

w  client &% FHLHY ASCII H 5
v oid Zon ALl (CRA O %K) -
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»  send_tok & B IEFE PSR
» et flags sE T4 L TSGR & S8 @ IR T & FiFRE . U

message-sequence-detectiono

» PP NULL 28R FE T/ AIE b SCR RS R0 I TR R Bl iR 55 2 75 AT
LLsE =% PLE AR -

H% gss_accept_ sec_context () 1 maj_stat % B GSS_S_CONTINUE NEEDED. F#5ZEEf
E'JEH?L St A2 EENTTEE R « W maj_stat 5% (EEF 655 s COMPLETE A%, NI
RUIEIERIE JERREE

T B DA EE A E B E PP, gss accept sec context() #BEIR #/\%:zﬁ‘
s;nd_tok{”:lﬁlﬁ"]ftﬁo T RAREEOGAERLENYE, NREE, WAEZS
I

if (send tok.length !'= 0) {

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss_release buffer(&min_stat, &send tok);

}

BHFER
B2 E X2 )G, sign server() HEWEFPHLELZIEMHEE - T GSS-APT AfEHEH
TEEAS R EE FIFRF R recv token() BE¥

if (recv_token(s, &xmit buf) < 0)
return(-1);

HTFHEETREE S e, RILFE 5% F GSS-API A gss_unwrap () SREFFIEE

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);

if (maj stat != GSS S COMPLETE) {
display status("unwrapping message", maj stat, min stat);
return(-1);

} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n");

}

(void) gss release buffer(&min_stat, &xmit buf);

gss_unwrap() 2FEHL recv_token() ELEMTE xmit_buf HRIVH IR . FH0ZIH B H R EE R
JAE msg_buf 1 o 1E1EE gss_unwrap() I DNSEL - conf state tREH THEHZ G E4
MZEERN AT HREE (%) - HEVUE N NULL Rt 7 T35 JE T 47 1%
EHQOP-
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HEHIZ 2RO

BERT. sign_server() IRIELTREMHE#HITE S - XHEHITHE L FEHHENHEE T
RS (BIMIC) REF|Z L. REREE NEEE I EfEF - T 3K
HUMIC. sign server() BHH A gss get mic() PKEY :

maj_stat = gss_get mic(&min_stat, context, GSS_C_QOP_DEFAULT,
&msg buf, &xmit buf);

gss_get_mic() 1E msg buf PEHIZIHE  HEHMIC, HRiZ MIC i ] xmit_buf
o 85, MRZ5aR2 1M send_token( Hiﬁ MIC % [ E]% L. &P L&
gss_verify mic() SREHEZ MIC- 165 ULEE 99 TTHHRY “UEHUFIFIIE GSS-APT & ILH
BB

)5 sign server() 2HUT —LLIEFRIENE - sign server() &f#H
gss_release buffer() RFEH GSS-API %% {1 [X msg buf Fll xmit_buf- X
IEE sign server() 2 gss _delete sec context() ) REHE .

{# F test_import_export_context() &£

I GSS-API Al S RIS A B3 (X L& B a] DLTE 2 dE AR AR e HH ) A R R 2
BT F RS sign server() f&—MESTEH KL

test import export context(). FTIHBHUIM S HMSFA LT

- test import export context() N{EFFEZ AL % T

o test import export context ) T2 BnSHRWEE,. RS ALT. &
9K test import export context( */\fﬂ(’jlﬂ}]@ﬁ( B AT A TR Qe {5 A GSS-APT
SFN S R B - test_lmport_export_context( ) 18 A DA 7S QOAeT {5 P IS (R AR SR b B
I

test import export context () MRS LL T~ BIFT T -

iE - HoRBIA IR AR AT LUEIT Oracle N #H/LIREL - 7S L https://cds.sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQ@CDS-CDS SMI .

fil6-5 test_import_export_context()

int test_import_export_context(context)
gss_ctx id t *context;
{
OM uint32 min_stat, maj stat;
gss buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
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Tfl6-5 test_import_export_context() (&)

*/

gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min stat, context, &context token);
if (maj_stat != GSS_S COMPLETE) {

}

display status("exporting context", maj stat, min stat);
return 1;

gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)

fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));

copied token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {

}

fprintf(log, "Couldn’t allocate memory to copy context token.\n");
return 1;

memcpy (copied token.value, context token.value, copied token.length);
maj stat = gss import sec context(&min stat, &copied token, context);
if (maj_stat != GSS_S COMPLETE) {

}

display status("importing context", maj stat, min stat);
return 1;

free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
if (verbose && log)

fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));

(void) gss release buffer(&min stat, &context token);
return 0;

1E GSSAPI PR 5588 R~ 5 h iF k&

IR [EE] main ()

FRELH . N AT 2 H gss release cred()EEﬂﬂJFﬁ*HﬁKElE WHRE

ZhLHIE %T OID. MIFEF2{#F gss_release oid() MIFR1%Z OID HiE H

(void) gss release cred(&min stat, &server creds);
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SASL (Simple Authentication and Security Layer: fAlHIHEMZR)Z) E— L EHE

2o SASL (KE N "sassel") JJEETIEREAIMIER BT AR 55 DA Ko 52 B MM R 2 1 Al

% (AER) - AEAELITEM .

w5117 TUFREY “TR B BE A % 422 (Simple Authentication and Security Layer, SASL) 7
2

w5129 BTN “SASL R

w132 TP “BRSS IR D SASL

& A5G E 1% £ = (Simple Authentication and Security
Layer, SASL) 7148

SASL MR FREF AL ZER & F 20t 7 AT IIE « B2 MR &R &L
il o FF%Z%‘Tui SASL X5 A APT HEAT4wAS o L7328 0 T XHRE @ ML A1 st
Mo SASL 913 FH T8 IMAP ~ SMTP « ACAP il LDAP WY FIFRE . X
WY e # 3# SASL - RFC 2222 Hix} SASL #4771+ 48 -

SASL FEEm

SASL JEFR N libsasle libsasl @& —MMEZ, A VFIEMHS S Y SASL {# F & N L7
R AZ ] FATE SASL il - AiBHEHEH5 9 SASL IR AR S5 IR R o it T
libsasl FU9MNER « SASL #&ifH ol F FRAEM 221 - LFRbrdifb LSl g (an
%) BEHK . MEEEFHEEREF. MAE libsast H o

libsas1 N FHE R R M EESEHEN FH 4282 [ (application programming interface,
API) - RFSFRAEFE £2 1T (service provider interface, SPT) 2 N2 HERT. H T4 libsast
T%ﬁtﬂﬁi o libsasUANAETRAIMILE BN - AHRIHE, R A7 AT 0 SEE R P LS sy
fir 2 [H] ﬁ%*ﬂ%%iﬂﬁ o
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SASL X FH P {5 F AN B RO RARAT o B&IE ID (authid) 2 TRAERA A HIFH F ID - HiF
ID ¥ ¥ H T Z2G505 RIAGE o #8482 ID (userid) F TR 245 703 F P (o FH s o 226 01 o

SASL % F ML FH R 7 F11 SASL AR 5% a N FH AR 7 Bt s 2 FH I SASL LTI RN 22 2251 -

W SASL ARSSEs R R 7 & B H T2 EIENLHI S R L E A F L. bE SASL
% FHLR FFR 5 v] s E MRS e ML R B e T e K« LS. B ML S AR SS a3
W5 AR R SERLE] . ST 2 A Hei B SASL $2 LA B IR BRI TH0IE o b3 ks
FRe v 5. HBIBAERINTER ~ RWEHE & P HLE R 54 L -

FEFHEL A, SASL BAENLHI AT APhR % 22)Z - WIRCEFEZ 2R, WALHHE SASL
ZIEHAR ) -

SASL R & 4544
T R T H A SASL (R L5 -

—)

B 7-1 SASLPE?QW]

SASL API SASL API
SASL SASL &
| sAsLspl | | sAsLsPl |

SASL #f SASL

% WS M55 e R /7 185 SASL APT A libsasU FUASHEEIA - 1ibsasU it SASL
MR S5 R HE5 F2 1T (service provider interface, SPT) 5 SASL AL T1E(E

ZEHLH

NI libsas U FRHE R 2RSS - LT B L EVLHIFREER) — LB R T AE .
»  (EF R TR

w  TEARSS A AT AR

w EEME. AR EE I EE R S R AR

o CREME. B (E BT I R
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A L A 45 % SASL 811 1D B9 NULL [B1 8 R 1 M SASL [F11E - NULL [5]1)E s £ b5 7~
Bl & & PRI E IR N T 82 UL Rr TR AR - FTE 1 SASL B9 1D & LLAT4% sAsL_cB_ FF

SASL F& (LU n] i P AL BOAR 55 e o FH 4 [ )

SASL_CB_GETOPT FREN SASL 2T « BT THE K 1ibsas1(3LIB) FIFH 4 {41y
TH - ATHEFP LRSS e -

SASL_CB_LOG 1%'E libsasl M HAE Y H EID SR REL - BEE1T 2 A
syslogo

SASL_CB_GETPATH KB E 5 77 BRRY SASL ffifH R 123 « B R AR Ik
TUUTARREER -

» 3211 SPARCIAREEN : /usr/lib/sasl

» 32{x86 A RELEN : /usr/lib/sasl

m 64\ SPARCAREEN : /usr/lib/sasl/sparcvo
m x64 {KZREENT . Jusr/lib/sas1/amd64

SASL_CB_GETCONF FREY SASL AR S5 e Bl B H FIEIZ - BEIRE N
/etc/saslo

SASL_CB_LANGUAGE  N%& FHLAIARSS aetl il M & P L8 € LUE 5 4 FRir
RFC 1766 18 & (VIS5 (I eFiF) - GREREN

i-default o
SASL_CB_VERIFYFILE  BERC & ORI 4 S

SASL @Bt LL T (WER % AL A 4 [l i -

SASL_CB_USER IKIMZEPHLHP % - AP 25D M
[A] - LOGNAME 578 & NEL B 1R E -

SASL_CB_AUTHNAME KB FALEAE B R -

SASL_CB_PASS KB T 2 P AL S BBV -

SASL_CB_ECHOPROMPT IRENES 7 R pugs R o v DAB 2ok B & P LA
Ao

SASL_CB_NOECHOPROMPT  FKHU4 & FHEERAEE R o AR A TR 5 & P LAY
e

SASL, CB_GETREALM 1E T S IE R A,
SASL 214t DL T {XPR ARz 5% as (58 A A [0 1 -

SASL_CB_PROXY_POLICY
Rt e B BE R P AR EE P BT HE « AORORTEAT LI . 2
SERI 5 ZAEAE R L AUR R — F T o WAL ID AN MISIER R - 1
{56 P IR 5% s L FH R SR A {E DR SN SRS o
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SASL_CB_SERVER_USERDB_CHECKPASS
X AT S PR AP B R BRSSO T4
SASL_CB_SERVER_USERDB_SETPASS
TE PR s A SSOR O

SASL_CB_CANON_USER
VAL FF L PR P i (AR L P PR B R

B RWIIAIL SASL R . ARSSas & P L& = AT LR 2 REE - 00T SASL 21
Z BT SRR AT AR 2 R o P03 2 Al EIRRE ST A A A 1 10 S EdE R

BEHAC B S 2 LSS - SASL 2TETTAAMT . T DR At T o XS [ml ] DU
B R .

SASLiEE F T

libsasU{#F SASL 4% T34k SASL % P HLFI SASL AR S5 88 10 5 1~ SASL 21 R
o BN ETX—RABEAT - MRIENZ 240G . P RSEFEUTEE

w EBHEE. WARSS - RS B DL R PR ERAE

» R TR B

= AT 1hR SASL SSF Y% 2 @k

s BHEREURZEEER

SASL [EHA R 25 IR

FESER T SASL AEan IS IR o P LR E R ERIB M. AR SS SRR R TE
A0 e R ET L R P LS AR SS g 2 [RDE I SN P TR S ELARAE -
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122

72 SASL 4 & HH

B RPHLIEE BR&S 8284k
Libsasl Libsasl
sk a1k

-

SASL &4 B J| sasL 2z
sk Wia1L
HE %R
EF E’\J
|| A0 %

SASL HLE FNEIE N SASL
WiE % > iE
HLE &R
SASL @@t | HWHE | sasL i
s s
SASL &% | LR ER J| SASL &
FEH] B
Libsasl Libsasl
EkR HkR

LU #1708 1 2 R EA A 20 3%

libsasl ]38 1%,

VLA sast_client_init() WAL tibsast DIERE AL - AR sSasia A
sasl_server_init() EWJ4A1L libsast DLBEARSS#R{6FH -

1217 sasl_client_init() Bf. FFEEA SASLZ L« %% P ALRIHLEI LA K% & F AL AR
HEALAE A o [FEIRE. JAH sasl server_init() B, F3E A SASLHRSS a5 - %M S5am il
il ~ 1ZAR S eI bR AE LS 1 DL R 1% AR 55 250 auxprop Tl - A sasl client_init()
J& . AL A sasl client add plugin() bl sasl canonuser _add plugin() SN oAt
BN - TEMRSS 280t A sasl server init() J§. A DL
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sasl server add plugin() -~ sasl canonuser add plugin() I
sasl_auxprop_add_plugin () SRR M AR AR S5 dddi 1 o IRHEIAREEHY, A I1E Solaris #X
HHICAT B st 17 SASL AL -

32 il SPARC A& LEM : /usr/1ib/sasl

321 x86 A REEH - /usr/lib/sasl

64 {1 SPARC AR EZEM) : /usr/lib/sasl/sparcv9
x64 1R R EEM © Jusr/lib/sasl/amd64

a] LL{si F SASL_CB_GETPATH [R]1JE 78 5 k44 i1 & -

TS wTLORERTH LR REE o SASL % LN 55 %8 1T R (45 DU 1 -

SASL_CB_GETOPT
SASL_CB_LOG
SASL_CB_GETPATH
SASL_CB_VERIFYFILE

AN, SASL AR 25888 T REFUFE SASL_CB_GETCONE [ -

SASL S1EHIZRK

1R 55 R Fl % P AL S S e B - B SASL B TERAE . AR FSas fI& P AL AT Lo 5l
f#F sasl server new() Fll sasl client new() HBlJE SASL i%#: | F - SASL % #l
FIMRF5#m A LA sas1_setprop () KB X HLHI5E HIE T2 2R GIE1E - th77
SASL {5 ¥ N FHFE 7 T AR E 46 7€ SASL i # b T SCH A/ SSF~ B2 K SSE & 2@
o

#define SASL SEC NOPLAINTEXT 0x0001
#define SASL SEC NOACTIVE 0x0002
#define SASL SEC_NODICTIONARY 0x0004
#define SASL SEC FORWARD SECRECY 0x0008
#define SASL SEC_ NOANONYMOUS 0x0010
#define SASL SEC_PASS CREDENTIALS 0x0020
#define SASL SEC MUTUAL AUTH 0x0040

F - TR Z 2 R T HEE VARG e R, i r] B tibsas1 #MESRY e CL H A ML HIHE
it EIXEIEHT . ATLHEM sast_setprop() IR EIMFRILE ID BIMNEE SSE - il

Wl EH RO AR S5 add A SSL R P LSRRI O - fEXFE LT SMNERES
WEARIR AT LI P ALY =B AR - MNES SSE Al LI A AN

P FHRSS %8 libsasl AJ LUK HE 222 @ MERNANER SSF e hifi & vl FH I SASL AL - 2 AL
AJ LLE i N SASL Az 5% a8 2K B AT FH A SASL #L 7

9 SASL e 5% ¢ vl LA SASL 82 T30, kS5 asRiiZ M sasl_server new() o AJ
IE S A SASL &8 1 F - H2, FREFREEEU TS

HIE . REFEASASLHNRARER 123



{27 BAOGHIF FN & 2 2 (Simple Authentication and Security Layer, SASL) 743

#define
#define
#define
#define
#define

124

SASL_DEFUSERREALM 3 /* default realm passed to server new or set with setprop */
SASL_IPLOCALPORT 8 /* iplocalport string passed to server new */

SASL IPREMOTEPORT 9 /* ipremoteport string passed to server new */

SASL_SERVICE 12 /* service passed to sasl * new */

SASL SERVERFQDN 13 /* serverFQDN passed to sasl * new */

Al LIME M sasl_client new() fll sasl server new() TS EL. BEEHRITHYARERR
b

AR S5 A M1 AL AT LAGE A sast setprop () SRAGTE L FEIE. AT EE S 22 2 RIS 1%
EIEERESE

#define SASL SSF EXTERNAL 100 /* external SSF active (sasl ssf t *) */

#define SASL SEC PROPS 101 /* sasl security properties t */

#define SASL AUTH EXTERNAL 102 /* external authentication ID (const char *)
*/

= SASL_SSF_EXTERNAL—H TIXERE R F. BIEAHIIALE

= SASL_SEC_PROPS— F] T /& X % 2 il

» SASL_AUTH_EXTERNAL—4MFHIE ID

A5 a8 AT LLE A sas1 listmech () IR E 22 2 5K Mg 1 H SASL ALHIAI 5% . —%
TER . LT LR S5 AR 77 20 AR 55 28 R BT AL IR 51 2%

T T SASL 2TERIIIG LI R - TERLEIRIE SRR, Jy 7RISR L. Al T
WS T A i E O B G 2

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A



2] BROEHIE AN & 2 2 (Simple Authentication and Security Layer, SASL) 9148

7-3  SASL Z1H WG

EF’F{L??TM’E HE%%I%ET%{’E
HERE S| EEEA
e EE.

JAF sasl client new()
LIBIEE libsasl LT 3C.
AF sasl_setprop ()
LIEE libsasl L 3@

L M sasl listmech()
FIFH?IL%'J — LAZREX AT A B9 -
i a1 % PR X FIFIZR.

/N

JAF sasl client new()
LIBIE libsasl LT3
A sasl _setprop()
VI E libsasl E T Et.

SASL IS

I E RR I 5 FH ) 22 2 LI R AN TR B O 2 P LRI AR S5 28 0 38 » SASL 2 A4S
sasl client start() FIZEMHHIZEILHEITIER - HHIFREHF K ERSSE - libsast £
A TT FBLHIFN % P LI 22 2 SRMG R PR B T Itk SASL 28R BRAENLH] - F WL Z 2
SRME ] ALV RONLE] o B IPLEI sasl client start() JR[E - B, ZAHIHZ4
MU T EHAIAEE E o T EFEMAYENE . tibsasU AR ERIEE . BRE R %
O NULL e QIR ENEEECH NULL, W tibsas Fi% [6] SASL_INTERACT FIXt T 15
ERIER - WK A SASL_INTERACT I {5 FH i SR 44 L8 A

sasl client start() -

WIHR sasl client start() JX [ SASL_CONTINUE 8 SASL_OK. W% ML 6] Al 2% &%
K IEEEHE BT RE AR E ML o QSRR BT A, WO BB T 85
%o BN, AEARHLE AT REES AN AT

AR S5 R M P LG e IR AR BT E AR - BlJS . AR5 &R ]

sasl server start() RYJIALIL ZSTEAILEIESE - sasl server start () IRRFACFERT
BWIHIERE o ISR sasl server start() iR\ SASL_CONTINUE 8 SASL_OK. MR
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S5 A LT EE - Q15K sas1_server_

start () JREEMHAE . WFRRHI T

% WA AT LRI S e RN - AR RS o RO B SASL 1 F

.
T T R 43 A SR R

E7-4 SASLIGIE . Lk HIEUE
gFﬂﬁW

M sasl client start()

Bk 35 2R HR4E

V' N

JF sasl client step()

|
FRENE KR -

N

4

fHix

wE

SASL_INTERACT

SASL_CONTINUE
SASL_OK

TEH SASL
ETX

[a) Al 55 2% & iX ik E RY

FREL SASL #1#I#n

SASL #l#IFA

A4

SASL 47

&R SASL
ETx

ZE P #l SASL #i#E.

HH

rTay-]
H X
sasl server start()

SASL_CONTINUE
SASL_OK

UIRAR S5 45 % sas1_server start() FYYAMHRIE SASL_CONTINUE. IR Z% a5 f5dkt 5
FPHLETIERE . DKM E LEEAEE R - FEE2RIEE B THLE - 1R
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2 BT LU sasl_client_step() SRALHER B R 55 2m (50 E £ HE A2 B Rl

. FEIRE. ARSSEs T LA sasl server step() SRANHESREH 2 P WA G IE H-FE R 1A
BRI o B HRAGRR SR T N 25 B EIFIE e A PR R Y 1k o RR ]
SASL_OK. NIHE/ X2 FHLEAR S5 e B E BRI 5E K - SASL HLEI I REAE A A
K4 i HA RS RIS — i AT DLSERCIE o 1E P m #R e BB E fe - AR S5 2R A
AL T E R L r R

THEER 7RSS G S % L2 R & R A S B R AT TS A -
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E7-5 SASLIGIE : AbFRARSS e %idE

V' N

ERHIRE AR %% 2S1R1E
| |
PN < EEIRIV S
SASL &2, SASL #i#E.
SASL_OK / &g
v 1R [E]
SASL_CONTINUE
M sasl client step() [
IREVIE K BIEE -
A
Hix B
) SASL_INTERACT
R SASL SASL_CONTINUE
ETx SASL_OK
RS RIE N MNE RHIRE
SASL #i#z. SASL #iE.
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sasl server step()

HH

g SASL
+FTx

SASL_CONTINUE

SASL_CONTINUE
SASL_OK




SASL 7 A5

SASL (REZ 4 FN e M4

ERE L RZ, 1EHH sast getprop(3SASL) B E B &R ERHE T (security strength
factor, SSF) {EZ T KT 0. WIREMH L RZE, WKL % F WA S #2758
FAAER SSE o TE% NS MR 5% a2 1R 2 B r 77 205 ik i 77 AR - @it i m)
HRHLERSS a8 & 1558 2 Hil . 4% sas1_encode () N TdE - 7EEW . (5
sasl_decode () W AT - WIRKIDE L RE, WITT SASLIES: T3 b

J& . BUAAb PR ER B % LT 5.

B SASL£1E

HEEASEBMASIER, AR SASL 1% T 3o sasl _dispose() BRI
SASLL%&J:TKu&ﬁﬁﬁiﬁfﬂ’]hﬁﬂlm% W sasl done( ZFJIJ WAL ER SASL
EHE RS0 sasl done() A6 BRI SASL ZEHERY F T SCHTUR - LS8 129 THHRAY
“libsasU{HBR”

TR SASL 2 1EHT . BB ANEBRIALEIFT A RS TR . A TEAR 2B [# F SASL
SUGHE . A RBEBOZ G - B, HAthE el LLE S A SASL RE - BPHLFIARSS %%
R sas1 dispose() B SASL i £ T3

libsasl 5 &

AP BR AT SASL FEMIF A AT A 510 - & P LA S5 AT LAV sas1_done () 3£
TR Libsas1() BTIRFFENE AT Y SASL 61 o sasl done() ANETEIL SASL Zl‘iﬁd:?
3o MRS WERRAIFE PRI SASL % F LA SASL flZ5%5% - W sas1_done () RF[RIIT
TR SASL % F LA SASL e 5528 TR - A BERE I & F AL e AR 552 O B -

A B - AR A sasl done() « K FITEFTEVE sasl done () I S5 L B, Edp 5
ﬁﬁﬁﬁﬁ libsasl H"]Eﬁﬁﬁﬁi?ﬁl o

SASL 7= {5

AU LN AR 5 IR SS &3 A FE 7 2 (Bl BB SASL 251 « Bl a& LN &
7%
1. BN FAREF o] LWIEAMY 1ibsast FE1E DL N 2 /R R0 -

= SASL_CB_GETREALM

= SASL_CB_USER

= SASL_CB_AUTHNAME

= SASL_CB_PASS

SASL_CB_GETPATH
SASL_CB_LIST_END

2. Mg5asi HRE R o] AOTER AL 1ibsast FFis & AT 22 Jm [l ik -
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130

= SASL_CB_LOG
= SASL_CB_LIST_END

3. BRI SASL R BT S0 WE R I AR dsiE K u] LSS -

4. MRS5E AN SASL EEE R0 wE LM, KIS Y SASL MLHIHSI It 10 %
PIHLA TN -

5. F P HURHENCT LRI S, BRI, I i AR S5 &8 A X T G FERIAILET DA K
FITE B IE £

6. BHF. P HLMIARSS SR 5 SASL B . BN SIEM 2 R 7E A 1k -

7. BNESERUE . FIMUIARSS s RifE 2 B EMREZ 22 « F LRI B2 T
Gt - RIE . SRAHEAESIRSE - RSSS R ERE L BN P A #
FIAZ = 258 -

8. Megsemtrel - LA B ngmidiiE 2 -

9. BN sasl dispose() LU FIALAY SASLIERE BN BlfE. FPHLE
W sasl done() DLFEHN libsasl BEi

10. ARS5 23448 sas1 dispose() AR P HLZESE T 3o

LT 2% LS RS g 2 [ i « SUTIAIS . 2 SWoR% tibsas U BRI - B
B AL Fa il 2 A E AR WCE TR« BdE R ARSI A or . SRR I B R
WHFAT : ¢ ZoRRETEINL s: RKRETHRSSE - XD, SASL/RFIRTHH
TR SR B 1 PR L PR P YR AR

E9ati])

% doc-sample-client

*#*k* Calling sasl client init() to initialize libsasl for client use ***
*** Calling sasl client new() to create client SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Waiting for mechanism list from server...

% doc-sample-server digest-md5

*** Calling sasl server init() to initialize libsasl for server use ***
*** Calling sasl server new() to create server SASL connection context ***
**x Calling sasl setprop() to set sasl context security properties ***
Forcing use of mechanism digest-md5

Sending list of 1 mechanism(s)

S: ZGUnZXNOLW1kNQ==

=L

S: ZGLnZXNOLW1kNQ==

received 10 byte message

got ’digest-md5’

Choosing best mechanism from: digest-md5
*¥**k Calling sasl client start() ***
Using mechanism DIGEST-MD5

Sending initial response...

C: REUHRVNULU1ENQ==

Waiting for server reply...
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=L

=L

C: RETHRVNULU1ENQ==

got 'DIGEST-MD5’

*¥*% Calling sasl server start() ***

Sending response. ..

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\
sbT0iam@xMTQXNDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj@ic\
QwLHIjNCO1INixyYzQiLG1lheGJ1Zj0yMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3JpdGhtPW1k\
XNz

Waiting for client reply...

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM\
sbT0iam@xMTQXNDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0ic\
QwLHIjNCO1INixyYzQilLG1lheGJ1ZjOyMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3IpdGhtPW1k\
XNz

received 171 byte message

got ’nonce="IbplaDrY4N4szhgX2VneC9y16NalToW/ju+rjybdjhs=",\
realm="jm114142", qop="auth,auth-int,auth-conf", cipher="rc4-40,rc4-56,\
rc4",maxbuf=2048, charset=utf-8,algorithm=md5-sess’

*** Calling sasl_client step() ***

Please enter your authorization name : zzzz

Please enter your authentication name : zzzz

Please enter your password : zz

*** Calling sasl client step() ***

Sending response...

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbm9uY2U9IklicGxhRHIZNE4\
yVm51Qz 15MTZ0YWxUOVcvanUrcmp5YmRgaHM9Iixjbm9uY2U9In1qZ2hMVmhjRFIMa0@Fob\
tDSOp2WVUXMUM4V1INycjIVWm5IR2VKc1k9IixuYz@wMDAWMDAWMS xxb3A9YXV@aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODIIMmMRmMNzY4YTJjYzkxYjJjZDMyYTkOZWM=

Waiting for server reply...

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbm9uY2U9IklicGxhRHIZNE4\
yVm51Qz 15MTZ0YWxUOVcvanUrcmp5YmRqaHM9Iixjbm9uY2U9InlqZ2hMVmhjRFIMa@Fob\
tDSOp2WVUXMUM4V1NycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSXxXxb3A9YXV0@aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODIIMmMRMNZY4YTJ]jYzkxYjJjZDMyYTkOZwWM=

got ’username="zzzz",realm="jm114142",\
nonce="IbplaDrY4N4szhgX2VneC9y16NalTow/ju+rjybdjhs=",\
cnonce="yjghLVhcDRLkAhoirwKCKIvYU11C8WSrr2UZnHGedrY=", \

nc=00000001, qop=auth-conf,cipher="rc4", maxbuf=2048,digest-uri="rcmd/",\
response=966e978252df768a2cc91b2cd32a94ec’

*¥**% Calling sasl server step() ***

Sending response. ..

S: cnNwYXV0aDOyYjEzMzRjYzU4ANTE4MTEWOWM30TdhMjUwY j kwMzk30Q==

Waiting for client reply...

S: cnNwYXV0aD0OyYjEzMzRjYzU4ANTE4MTEWOWM30TdhMjUwY j kwMzk30Q==
received 40 byte message

got ’rspauth=2b1334cc585181109¢797a250b903979"

*** Calling sasl client step() ***

C:
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Negotiation complete

*** Calling sasl getprop() ***
Username: zzzz

SSF: 128

Waiting for encoded message...

55 &%

Waiting for client reply...

C: got ’' *** Calling sasl server step() ***

Negotiation complete

*** Calling sasl_getprop() to get username, realm, ssf ***

Username: zzzz

Realm: 22c38

SSF: 128

*** Calling sasl encode() *** sending encrypted message ’'srv message 1’

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==
E=IRbik

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==

received 34 byte message

got '’

*** Calling sasl _decode() ***

received decoded message ’'srv message 1’

*** Calling sasl encode() ***

sending encrypted message ’'client message 1’

C: AAAAIRAKTEMYONn9X4NXkxPc30TFvAZUnLbZANqzn6gABAAAAAA==

*** Calling sasl dispose() to release client SASL connection context ***

*** Calling sasl done() to release libsasl resources ***
iz 55 as

Waiting for encrypted message...

C: AAAAIRJKTEMYOn9X4NXkxPc30TFvAZUnLbZANqzn6gABAAAAAA==

got '’

*** Calling sasl decode() ***

received decoded message ’‘client message 1’

*** Calling sasl dispose() to release client SASL connection context ***

AR S5 i & HY SASL

AT e A A 0 SASL R SR (AL A HAth Al S5 4 1

E-HTSHME. X THE Solaris 7 WL/ S5 AL 1. Solaris SASL SPT AN SZHF% 4
JZ o AL, dF Solaris 7 ' ML/ Ak 55 A LTI £ AN RESR L SE BEMERI PR EASS < Solaris &
FWIL B 55 as AL 3 -5 PR A -
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SASL {5 8E 4

SASL AR 5 £ ¥ F2 [ (service provider interface, SPT) T SEEIH#i {5 libsas J& 2 [A]fY &
18 o SASLififEH F =R . A KZEUER NS AR
SASL G o (v THEEFREM 2 H 1ibsast i dlopen(3C) KA BISFTFFHY o

] LURHE AR S Y0 E 2 tibsas U IR FHFEF - {#H sasl client add plugin() B
¥l sas1_server add plugin() PRECEE X ELFREAVHG{E. BAMNHREF 2L
B EMRSSERTE -

Solaris #1E R SR SASL ififF BA DL FE:R .

I EE R AL T AR T AT G (U R R B2 .so) Hie
AL T AT EAERI B - SASL_CB_VERIFYFILE [0l F F3iEf4: -
A DA B ERRI N T A5

SASL 2 P WL AR A 020 5 SASL AR 25 & B Ao R 4 14 il A< DL AL

T 1 T S RE WS B WAL -

IR B 1 A5 Libsas ) EI AU DL .

SASL fdi {443 A Ui 51 -

B UL
Az S5 A bl bl i
PRAEL I 1F
auxprop ]ﬁj{ff:

sasl_client_init() BT E SASL & F L AFTA W ARV P AL
- sasl server init() AL FELSASL IR S5ande AMRSSaatiift « brdEfLdifrRI
auxprop T fF - WA sasl done() KM EIE AT A 1T -

FEHAGIE, libsas {#H SASL_CB_GETPATH [B] 1 & 55 5l Bk 44 1%

1% . SASL_CB_GETPATH ;RIEILLE 500 H XA, DIt EEfRESRESE . R
SASL {#i & +55E T SASL_CB_GETPATH [[f, N 1ibsas B IR B RIZIZ - &
. SASL {8 75 AT LABEF 5 = i il R B il A S 4%

32 {1 SPARC AR 45K+ /usr/lib/sasl

32\ x86 R AR5 : /usr/lib/sasl

64 1\l SPARCIK A %585 © /usr/lib/sasl/sparcv9
x64 K REEM) © /usr/lib/sas1/amd64

TEFEAGIFEH, UibsasUBFA HBHT ST RAUHG AR o 48 {15 ENZRRAS DL K iR 1% 4
HIIEER o WRZRRAERE, W libsast BRI 28 A ZHdG 1 - MAETRA S
SASL_UTILS_VERSION JJ 4 -

PIELIEE . $61F 5 ibsas 2 [RIHY f SRS 18 A L IS A HAT - F R
sasl utils t ZEMIRUEH libsaslo libsasl L N e pg A S ST

15
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TERBLIE S (WZEAFGME) T sasl utils t BT conn 28 & SEFR | 510 H %
B o (ERIN—EEIEBL T . conn 12 SASL {# FH& 1 SASL @zﬁ?ﬁ( rpool A&+
BEALECA: K EL - getopt_context 2N 1% 5 getopt () ERELES & {(H I R 3T -

sasl getopt t(3SASL)- sasl log t(3SASL)#ll sasl getcallback t(3SASL)

u saslioutiparamsit-—libsaslFﬁﬂ:ﬁﬂﬁgsaslfoutfparams t EER T BNZEE MG B R
FHLEIR S 4 mech_step() o BLEEF T LURE DL 15 BEAZ 1A% libsast . KiEIR
A~ authid-~ authzid~ maxbuf - PHEIHY ssf QLZQiﬁﬁ%Jﬁﬁ%*ﬂﬁ#ﬁ%ﬂsldo

L] sasliclientiparamsit-—1ibsaslﬁﬁfﬁ saslfclientiparamsitéi*@4%%§fjfﬂ4ﬁﬁ§f§ﬁf
A SASL Z P HIHLEN - & P HLBLEIT mech new() ~ mech step() Fllmech idle() Al
'Eﬁﬁ?ﬁiﬂélﬂifiﬁ EUHE o canon user client() A TSR FEFERZEZ PRS-

® sasl server params t—sasl server_params_t§t$@¥EHﬁ§§%§ﬁﬁiﬂ?f$ﬂ
sasl_client params_t F{IAYTHEE

& PHLES

F AL R T E B SASL VO RIHY 7 7 Ui o 2 - ATLIA 388 B B et 2 A IR 55 s 4 1 — [ T
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/dev/cryptoadm AIZ B IKBIFERF — *ﬁﬁz:ﬁﬁ PR SR EIFEF . HH cryptoadm(1M)
Fﬁ%%@ﬁ\ﬁ“&ﬂﬂﬁmﬁﬂ FROULELAE B B 097E Tk 0 2 IMBIBR DX & IXZDFE 7 -
cryptoadm— ] BUE TR N ARSI P a4 o ﬁﬁﬁ cryptoadm AT R LR
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MEFREFTETRIAR

MEFAREFTETHHIAR

AT 4] 4 A F| Oracle Solaris /il HEZR Yy =R, AR F Y F & 2K -

HPRRERERNFTFREX
SRR . TP B R EA L FILA

% <secu rity/cryptoki.h>o

FIT A O FH 28 HUdi PRCS #11 £2 T HUT -
2% 1ibpkes1l.so -

FEARL S ¢ Finalize() BRER -

AXREZER. BZUE o=, GWEH I RINEN AT R HE .

H RRiREER TR EX
SRR R TP B R AL F LA

o RTFEM AR o R R G L= B AR SUHE AN R N R S P R R 2
MR R IR, (H2 iR tE PR E L FTES B fR it/ ErE
RTLD_GROUP #l RTLD_NOW f& 2~ E dlopen(3C) T »

»  {EILEERSCER QI PKCS #11 Cryptoki KB« 3652 FURRSTAFRR 4 45 26 1Y
T8 WA BRI T & BRI -

o AR (HIFIRLT) DECRITERI rini() BIFE. WIRR IR S0 S )
4 Libpkceny ATFLILIROLE TS, NIFRBEREL YR B E  Finatize )
ZIFPHE UGS o U2 A 144 DU “REGG(E T P SR 0 o LR 2

=\ Oracle Corporation FIHIET - iHS UL 261 TTHRY “HIEIRILE S FZIEH -
w  (ERHEFH elfsign X ZHERISCAEITES o HS UL 262 TUHPRY S5 B HEHEE -

= fZ08 Oracle £9E M L HR ST B - WS IS F. 4T RAIZEZ I e it
o

PR ER ZERI TR EK
SR MBI, TP % 8RB b F LA

= HE <sys/crypto/common.h> Hll <sys/crypto/api.h>o
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i ABN N ENEZE R PR S fini () BB BV P SUERT, 2EASRE
F _fini() BKEL- _fini() BRECEFRATE FKNEBRIEVEERLETS 2 RO (B IE6A 58 BT 0 %5
B o RGEAEILAPLE F tibpkes11 FYEE TR H C_Finalize(), P libpkcsil B
. A Re BN BT -

BRRE fini() BN, FHRETEAEENMN R EES ol —1 . fini 46

53 o L fini S ERHLEITHN B RIS . 1S L CRERFEF FIZEESRR) o DU RS AR
BN T AUt . find 55 -

Ffls-1 [ PKCS#11 JEFRME fini()

#pragma fini(pkcsll fini)
static void pkcsll fini();

/* [... (other library code omitted)] */

static void
pkcsll fini()

{
(void) pthread mutex lock(&pkcsllmutex);
/* If CRYPTOKI is not initialized, do not clean up */
if (!initialized) {
(void) pthread mutex_unlock(&pkcsllmutex);
return;
}
(void) finalize routine(NULL PTR);
(void) pthread mutex unlock(&pkcsllmutex);
}
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PKCS #11 R 151 5%

THFIH T Solaris MNZEHEZEHAY pkes11 softtoken.so AT Sz AN PKCS #11 BRETZE B LL
KRR KA

A —c Initialize() - C Finalize()~ C_GetInfo() 1 C_GetFunctionList()

RIEERE

—C OpenSession() ~ C CloseSession() ~ C GetSessionInfo() -~ C CloseAllSessions() ~
C_Login() FC Logout ()

AEMSBRERE

—C GetSlotList() ~ C GetSlotInfo() -~ C GetMechanismList ()~ C GetMechanismInfo()
F C_setPIN()

RS

—C EncryptInit()~ C Encrypt()~ C EncryptUpdate()~ C EncryptFinal() ~ C DecryptInit() ~
C Decrypt()~ C DecryptUpdate() Fll C DecryptFinal()

HEHEE —C DigestInit()~ C Digest() - C DigestKey() -~ C DigestUpdate() fll

C DigestFinal()

MAC B2 F1 5 A

—C Sign() ~ C SignInit()~ C SignUpdate()~ C SignFinal() ~ C SignRecoverInit()
F c_signRecover()

ZRZIGIUE—C Verify()~ C VerifyInit() C VerifyUpdate() - C_VerifyFinal() -

C VerifyRecoverInit() fll C VerifyRecover()

WE RN &

—C DigestEncryptUpdate() ~ C DecryptDigestUpdate() ~ C_SignEncrythpdate()*ﬂ

C DecryptVerifyUpdate()

FE#LEI4E B — C_SeedRandom() Fl1 C_GenerateRandom()

M REE

—C CreateObject() ~ C DestroyObject() ~ C CopyObject() ~ C FindObjects() ~
C_FindObjectsInit()~ C_FindObjectsFinal() -~ C_GetAttributeValue() /I

C SetAttributeValue()

ZEHEE — C GenerateKey() ~ C_GenerateKeyPair() 1 C DeriveKey()

{EF PKCS #11 BY R %%
ATEMET LU A PRCS #11 1Y B 10EH -

% 147 TUHRY “PKCS #11 AL : ¢ Initialize()”
% 147 TTHRY “PKCS #11 %L : € GetInfo()”

% 148 TUHHHY “PKCS #11 FREY : € GetSlotList()”
5 148 TUHIHY “PKCS #11 KA : C_GetTokenInfo()”
% 149 TUHHAY “PKCS #11 BRI %Y : C OpenSession()”
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[ 7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR- CKR_HOST MEMORY #/
CKR_OK PASP. ¢ Initialize() IBE AL FRIENE

= CKR_ARGUMENTS BAD
= CKR CANT LOCK
® (KR CRYPTOKI ALREADY INITIALIZED —ItEEIRAEEAHY -

PKCS #11 %] : C_GetInfo()

C GetInfo() fHFHHIEA X cryptoki FERIHIERIFIAIE B - ¢ GetInfo() (HRLLTiE
C GetInfo(CK INFO PTR pInfo);

C GetInfo() £k M LLFHE -

®  cryptokiVersion = 2, 11
®  manufacturerID = Oracle Corporation

[#: 7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY I
CKR_OK LA, ¢ GetInfo() A LLFREXLA NI IEH

= (KR ARGUMENTS BAD
= (KR CRYPTOKI NOT INITIALIZED
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PKCS #11 &4 %] : C_GetSlotList()

C GetSlotList () fHHMYE M HFGMRERUSIFE o WISRER T pkes1l softtoken.so LASNH A
DEEATA HAM N2 . W ¢ GetSlotList () (R AIELE M - ¢ GetSlotList() fif
LU 18

C_GetSlotList(CK_BBOOL tokenPresent, CK_SLOT _ID_PTR pSlotList,
CK_ULONG_PTR pulCount) ;

QIR tokenPresent 1XE} TRUE, Il 21 AR PRI £ AR LEAFLE S R A fi Y

U5 pSlotList X # ) NULL_PTR. M c_GetStotlist () (iR EIfFIEAIER - pulCount i
F8 1 FH TR R T R A B FRE -

4R pSlotList F5 171 F T HWAHAE A G2 4P 1X . W *pulCount F1%E H) CK_SLOT_ID JLEHY
AR - TEIRIEINF . *pulCount FF1XE JJ CK_SLOT_ID JLE#ERYSEFREL & -

JEH . PKCS#11 MAIFEF 214 ¢_cetSlotlist () MK« 3 —URM C_GetslotList()
T IRBGHE TN D B SGAE E R . 58 IR C_cetSlotList () A THZIE -

- NREPRIESEME RN - fFE AU 2 D PKCS #11 B R U AT -

%7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY 7
CKR_OK LL4b. ¢ GetSlotlist() i A] LAFKELLL TR EIE -

= (KR ARGUMENTS BAD
= (KR BUFFER TOO SMALL
= (KR CRYPTOKI NOT INITIALIZED

PKCS #11 E5i %[ : C_GetTokenlnfo()
C_GetTokenInfo() AJH THREUE KFE SHIEE - ¢ GetTokenInfo() LI FIBYL -

C_GetTokenInfo(CK_SLOT ID slotID, CK_TOKEN_INFO_PTR plufo);

slotID F T HRIAS FRRURY o slotID 7552 C_GetSlotList () IRIEIFYHZLID o plnfo 12
SR T Ec2 R E BRI E R TEET -

U12R pkes11 softtoken.so BT LHERIME—FRIEE . C GetTokenInfo() FFHREILL N F B
ITEER
»  FR%E — Sun Software PKCS#11 #X% R4

= PR
—CKF_DUAL CRYPTO OPERATIONS - CKF TOKEN INITIALIZED . CKF RNG- CKF USER PIN INITIALIZED
Il CKF_LOGIN REQUIRED: iXELfREIZE N 1.

» ulMaxSessionCount — 1% B }J CK EFFECTIVELY INFINITE.
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= ulMaxRwSessionCount — 1% & }J CK EFFECTIVELY INFINITE -

= ulMaxPinLen— 1% &} 256

= ulMinPinLen—1X&E N 1.

= ulTotalPublicMemory — 1% #.’}J CK_UNAVAILABLE INFORMATION o

= ulFreePublicMemory— 1% B }J CK_UNAVAILABLE_INFORMATION o

» ulTotalPrivateMemory — 1% B /J CK_UNAVAILABLE INFORMATION o

= ulFreePrivateMemory — 1% & }J CK_UNAVAILABLE INFORMATION -

%7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY #]
CKR_OK LLSb. ¢ GetStotlist() i AT LAFKELLL TR EIHH -

CKR_ARGUMENTS_BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

LU R [E 5 BARE 2 RS A -

CKR DEVICE ERROR
CKR DEVICE MEMORY

CKR DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 e %] : C_OpenSession()

1N R 7 W {5 FH c_opensession () SKJE shHHE it vh B FE SR IN &2
1 - C_OpenSession() L FiE: -

C_OpenSession(CK_SLOT_ID slotID, CK FLAGS flags, CK_VOID_PTR pApplication,
CK_NOTIFY Notify, CK_SESSION HANDLE PTR phSession);

slotID -l TARIRIEHE o flags F THE/R 212 vl 3 5 (b2 H LR o pApplication 72N T2
Je B SCR T [ FE R o Notify FH 4700l 2 [ pR £ o phSession 2481012
IR AL EFEET -

& 7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR- CKR_HOST_MEMORY #
CKR_OK LL4h. € openSession () & AT LAFKEN LA T iR BHE

CKR_ARGUMENTS BAD

CKR_CRYPTOKI_NOT INITIALIZED

CKR_SLOT ID INVALID

CKR TOKEN WRITE PROTECTED— fifi 52 5 &9 {4 hE HHEN

LR EE 5 BA RS RS AR -
= (KR DEVICE ERROR
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150

CKR DEVICE MEMORY
CKR DEVICE REMOVED
CKR_SESSION_COUNT
CKR_SESSION_PARALLEL NOT SUPPORTED
CKR SESSION READ WRITE SO EXISTS
CKR TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 R 2] : C_GetMechanismList()

C_GetMechanismList () F T FREUEE < WA S FFOMILHIZE B A1)
# o C GetMechanismList () AL FiELE -

C_GetMechanismList(CK_SLOT ID slotID, CK_MECHANISM TYPE PTR pMechanismList,
CK_ULONG_PTR pulCount) ;

slotID FITHRIR FEHI IR o pulCount SEFE M T BB R I T ERTHEE - AN
pMechanismList X&) NULL_PTR. Ul *pulCount £ R BIFLHIRIECE - NI, L20H
*pulCount X E N HNFHI KN, pMechanismList 751F6 7] F T 0N R 82 1hi X

WIHREH A PKCS #11 U4 R, ¢ GetMechanismList () BHiR [E] DL R 41 H 9 S EEAOHLAED -

CKM_AES_CBC

CKM AES CBC PAD
CKM_AES ECB

CKM AES KEY GEN
CKM_DES_CBC

CKM DES CBC_PAD

CKM DES ECB

CKM DES_KEY GEN

CKM DES_MAC

CKM DES MAC_GENERAL
CKM DES3 CBC
CKM_DES3_CBC_PAD

CKM DES3 ECB
CKM_DES3 KEY GEN

CKM DH PKCS DERIVE
CKM_DH_PKCS_KEY PAIR GEN
CKM DSA

CKM DSA KEY PAIR GEN
CKM DSA SHA 1
CKM_MD5

CKM MD5 KEY DERIVATION
CKM MD5 RSA PKCS
CKM_MD5_HMAC

CKM MD5 HMAC GENERAL
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CKM PBE SHA1 RC4 128
CKM_PKCS5_PBKD2

CKM RC4

CKM RC4 KEY GEN

CKM RSA_PKCS

CKM RSA X 509

CKM RSA PKCS KEY PAIR GEN
CKM SHA 1

CKM SHA 1 HMAC GENERAL

CKM SHA 1 HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS

CKM SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER_KEY DERIVE
CKM SSL3 MASTER_KEY DERIVE DH
CKM SSL3 MD5 MAC

CKM SSL3_PRE_MASTER KEY GEN
CKM SSL3_SHA1 MAC

CKM TLS KEY AND MAC DERIVE
CKM_TLS _MASTER KEY DERIVE
CKM TLS MASTER KEY DERIVE DH
CKM TLS PRE MASTER KEY GEN

%7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR- CKR_HOST MEMORY #l
CKR_OK PA4P: € GetSlotlist () AfHLL iR EE -

CKR_ARGUMENTS_BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

LA R EHE 5 BAREE S R R .

CKR_DEVICE ERROR
CKR_DEVICE MEMORY
CKR_DEVICE REMOVED
CKR_TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

¥ R PKCS #11 iR

B 7 BRUERY PKCS #11 ERELLLSL . Oracle Solaris HNZHEZLAR 4 1 7 4> R L -

s 5152 TUHIAY 9 21K PKCS #11 BT : SUNW C_GetMechSession() ()”
w58 152 TUHRHY YRR PKCS #11 BEEL : SUNW_C_KeyToObject”
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¥ REBAIPKCS #11 ER %] : SUNW_C_GetMechSession()()

SUNW_C_GetMechSession () s&— MERIKEL. T WG Solaris MIZHESE - % RELRE 5
Sl ERINLEIEEh 215 - SUNW C GetMechSession () {8 LL N iEH: -

SUNW_C_GetMechSession(CK_MECHANISM TYPE mech, C\
K_SESSION HANDLE_PTR hSession)

mech Z B THEE LA FHRINLE] o hSession 215 21E M EMITHRE -

SUNW C GetMechSession() TENFSAA ¢ Initialize() LAWIIAAL cryptoki

Jf£ o SUNW_C_GetMechSession() f4 28 FHFEE MIHLHIVE A c_GetStotList() FlI
C_GetMechanismInfo(). {0 F{GMEHHIERSR . QUEREKETHL

fill. SUNW C GetMechSession() 21 H C_OpenSession() 4T FF 21 -

SUNW_C_GetMechSession() HFZHH —& . Aid. Z KA suNw_C_GetMechSession()
A2 1E BT AR [R] 3 -

¥ RHRI PKCS #11 %] : SUNW_C_KeyToObject

SUNW_C_KeyToObject () FH T BIIEFABHXT G o i FHRR Fp A4 2045 7 B FH AL DL K S 0 2%
BHELHRE - SuNw_C_KeyToObject () AITEPNERIAEFEEHLHIRVZ AR o @A AN R 2 18
1f C CreateObject() G - SUNW C KeyToObject() #& =AM ¢ GetSessionInfo()
1 ¢ GetMechanismInfo() FRILEFEHFEFIHLHI - C SetAttributevalue() F /G S HRIEHLHI
PR AN GO B R AR

R R 2% v A 32 Fr o451

152

AT LA R -

w5152 TR T B R
w58 155 DU “HERR N R 51
w5159 TR <& L R5AE R )

w 2B 166 TUHREY “BEMLF T A BOR B

HRERG
IR B S PKCS #11 R E50EI B A S AR EE - ILRBilEtiT DU 278K
1. EERENLE -
It g e 3 FH A 2 CKM_MD5 Fi AL -
2. BEHGER T EMEE LI -

I35 F Orace Solaris F4{5E il BRI Ak
SUNW C GetMechSession() - SUNW C_GetMechSession() F T#IJF cryptoki £, 4JE
F 1771} Oracle Solaris H1 25 HEZE FH {5 FH 19 4258 PKCS #11 1K
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¥ o SUNW_C_GetMechSession () Flif5{H FHFT TR EUMLEHIE & R idifl - A, HaEsh2
1 o X MER R AT A RO ¢ Initialize() T - C_OpenSessmn() A&
A $5% SCFEFE E WL Y Fi R B 75 AR AR AR

3. 3IKHY cryptoki & -

AR 73 SKm AR CEH B AT LR, Z AT LR AR EE D 1 i
Ciﬁgtlr}fo ) BRI o ORI R RIS R ID o ELAR(E BRI TR
TR -

4. FEXHATE TR ARAE -
AT S5 T B T PUR LA PR el -

a. FTH A -

b. AR ¢ pigestInit() WA EHAE -

c. {#i[ c pigestUpdate() iZEALFEEIE -

d. {#H] c_pigestFinal() FKIGEEEMIFEEL. I&s R B EL 72 -

5. GEHREE
FEF ] ¢ CloseSession() KM 21l {HFH ¢ Finalize() KHIJE .
CUT 7R B o 1798 B4 Em GRS -

i - MOREIRIRAC S T DUBIE Oracle T #HULIREL - 55 Ul https://cds. sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

Flo-1 (I PKCS#11 B AL B 2

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
#define MAXDIGEST 64

/* Calculate the digest of a user supplied file. */
void
main(int argc, char **argv)
{
CK BYTE digest[MAXDIGEST];
CK_INFO info;
CK_MECHANISM mechanism;
CK_SESSION HANDLE hSession;
CK _SESSION INFO Info;
CK ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulDigestLen = MAXDIGEST;
CK_ RV rv;
CK SLOT ID SlotID;
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int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;

/* Specify the CKM _MD5 digest mechanism as the target */
mechanism.mechanism = CKM MD5;

mechanism.pParameter = NULL PTR;
mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports
* the mechanism we plan on using. */
rv = SUNW C GetMechSession(mechanism.mechanism, &hSession);
if (rv != CKR _OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);

/* Get cryptoki information, the manufacturer ID */
rv = C GetInfo(&info);
if (rv != CKR_OK) {
fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);
}

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */
if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen")
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

}

/* Initialize the digest session */

if ((rv = C_DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C DigestInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Read in the data and create digest of this portion */
while (!feof(fs) & (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0)
if ((rv = C DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;
}
bytes read += ulDatalen;

}
fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */

ulDigestLen = sizeof (digest);
if ((rv = C_DigestFinal(hSession, (CK_BYTE_PTR)digest,

154 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A



P PR Nz N A 72 o 451

o1 {HFH PKCS #11 BRI AL B B 2 (&)

&ulDigestlen)) != CKR _OK) {
fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Print the results */

fprintf(stdout, "The value of the digest is: ");

for (i = 0; i < ulDigestLen; i++) {
fprintf(stdout, "%.2x", digest[il]);

}

fprintf(stdout, "\nDone!!!\n")

exit digest:

fclose(fs);

exit session:

(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);

exit(error);

T FRINEE =51

ﬁWWJECMﬂG@ﬂEM&mm%’%@&%%)ﬁﬁ?ﬁmDﬁﬁ&ﬁm%m
BT EHN G . IRAREHUTLL T 28R

1

BB RY .

JE X DES MIWIEaAL I« DLERSTT 20 B o0 aa Ak o s A T WRa L I
e LT 20 SO HKiE A 2 B -

TE SR G -

X FIAESS . AU EH BB -

- B HRIE TR AL A -

IR 5145 F Oracle Solaris 115 £l 1 %%

SUNW C_GetMechSession() - SUNW C_GetMechSession() F TFTJF cryptoki FE. %%
F T1# 1 Oracle Solaris /Il 25 HE 22 T F A 425K PKCS #11 PR

¥ - SUNW_C_GetMechSession () Flif5 {#H FHFT TR BUMLEHI R & R idifl - A . Mo Eshe
T o X AMER R BT A O ¢ Initialize() YA < c_openSession() VA LA K
A He S Fr4E E WL 4 A R 7 RO ARAT LGRS

TEAGRE TR AT N2 -

AR F5 H R N 2wl DUR LA B 98T -

a. FTFHIASCHE -
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AR ER KT 5 AT -

o AL &5 # K I 2 LI ) CKM_DES_CBC_PAD -

YA ¢ EncryptInit() SREIIAILINEEHRLE -

ffiF ¢_EncryptUpdate () iZBALFRETE -

{8 ¢ EncryptFinal() SKBUE G — 3B 0 AR dE . ISt s e -

5. ?‘Tﬂ?’f*ﬁlﬂmﬁﬁ@ SEI(EE
AT 55 FR R g mT s DL T LA PR - SR AR H D OUR D 7 Tl -

a. W C pecryptInit() SRVIIAIV MBI -
b. i c pecrypt() AHEREEAFIFER o

6. ZHH N
FEFF{#H ¢ closeSession() =HI&1E, M ¢ Finalize() XMHIE -
DA e 7% 1 X BB BT -

e a0 o

i - R BIRRACRS th ol LLidE I Oracle & HLIREL . 152 L https://cds. sun.com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQ@CDS-CDS SMI -

Fflo-2 [HF PKCS#11 BRSO N3 2R 52

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Declare values for the key materials. DO NOT declare initialization

* vectors statically like this in real life!! */

uchar t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, 0xef};
uchar t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, Oxcd, 0Oxef};

/* Key template related definitions. */
static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;

static CK OBJECT CLASS class = CKO SECRET KEY;
static CK KEY_TYPE keyType = CKK_DES;

/* Example encrypts and decrypts a file provided by the user. */
void
main(int argc, char **argv)
{
CK RV rv;
CK_MECHANISM mechanism;
CK_OBJECT HANDLE hKey;
CK_SESSION HANDLE hSession;
CK_ULONG ciphertext len = 64, lastpart len = 64;
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long ciphertext space = BUFFERSIZ;
CK_ULONG decrypttext len;

CK_ULONG total encrypted = 0;
CK_ULONG ulDatalen = BUFFERSIZ;

int i, bytes read = 0;

int error = 0;

char inbuf[BUFFERSIZ];

FILE *fs;

uchar_t ciphertext[BUFFERSIZ], *pciphertext, decrypttext[BUFFERSIZ];

/* Set the key object */

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof (class) },
{CKA_KEY_TYPE, &keyType, sizeof (keyType) },
{CKA_TOKEN, &falsevalue, sizeof (falsevalue) },
{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },
{CKA VALUE, &des key, sizeof (des key) }

};

/* Set the encryption mechanism to CKM_DES_CBC_PAD */
mechanism.mechanism = CKM DES CBC PAD;
mechanism.pParameter = des cbc iv;
mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports

* the mechanism we plan on using. */

rv = SUNW C GetMechSession(mechanism.mechanism, &hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1l);

/* Open the input file */
if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

/* Create an object handle for the key */

rv = C_CreateObject(hSession, template,
sizeof (template) / sizeof (CK ATTRIBUTE),
&hKey) ;

if (rv != CKR OK) {
fprintf(stderr, "C CreateObject: rv = 0x%.8X\n", rv);

error = 1;
goto exit session;

/* Initialize the encryption operation in the session */
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rv = C EncryptInit(hSession, &mechanism, hKey);

if (rv !'= CKR OK) {
fprintf(stderr, "C_EncryptInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Read in the data and encrypt this portion */

pciphertext = &ciphertext[0];

while (!feof(fs) && (ciphertext space > 0) &&
(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {
ciphertext len = ciphertext space;

/* C_EncryptUpdate is only being sent one byte at a
time, so we are not checking for CKR BUFFER TOO SMALL.
Also, we are checking to make sure we do not go
over the alloted buffer size. A more robust program
could incorporate realloc to enlarge the buffer
dynamically. */
rv = C_EncryptUpdate(hSession, (CK BYTE PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);
if (rv != CKR OK) {
fprintf(stderr, "C_EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit _encrypt;

* ¥ X X %

}

pciphertext += ciphertext len;
total _encrypted += ciphertext_len;
ciphertext space -= ciphertext len;
bytes read += ulDatalen;

}

if (!feof(fs) || (ciphertext space < 0)) {
fprintf(stderr, "Insufficient space for encrypting the file\n")
error = 1;
goto exit encrypt;

}

/* Get the last portion of the encrypted data */
lastpart len = ciphertext space;
rv = C_EncryptFinal(hSession, pciphertext, &lastpart len);
if (rv !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;
}
total encrypted += lastpart len;
fprintf(stdout, "%d bytes read and encrypted. Size of the "
"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */
fprintf(stdout, "The value of the encryption is:\n")
for (i = 0; i < ciphertext len; i++) {

if (ciphertext[i] < 16)
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fprintf(stdout, "0%x", ciphertext[i]);
else
fprintf(stdout, "%2x", ciphertext[i]);
}

/* Initialize the decryption operation in the session */
rv = C DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */

decrypttext len = sizeof (decrypttext);

rv = C Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,
decrypttext, &decrypttext len);

if (rv != CKR _OK) {
fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);
error = 1;
goto exit _encrypt;

}
fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */
fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n")

exit encrypt:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);
exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Define key template */

static CK BBOOL truevalue = TRUE;
static CK BBOOL falsevalue = FALSE;
static CK ULONG modulusbits = 1024;
static CK BYTE public exponent[] = {3};

boolean_t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen_mech,
CK_SLOT_ID PTR pslot);
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/* Example signs and verifies a simple string, using a public/private
* key pair. */

void
main(int argc, char **argv)
{

CK_RV rv;

CK_MECHANISM genmech, smech;
CK SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;

CK SLOT ID slotID;

int error, i = 0;

CK _OBJECT HANDLE privatekey, publickey;

/* Set public key. */
CK_ATTRIBUTE publickey template[] = {
{CKA_VERIFY, &truevalue, sizeof (truevalue)},
{CKA_MODULUS BITS, &modulusbits, sizeof (modulusbits)},
{CKA PUBLIC EXPONENT, &public exponent,
sizeof (public_exponent)}

+

/* Set private key. */

CK_ATTRIBUTE privatekey template[] = {
{CKA SIGN, &truevalue, sizeof (truevalue)},
{CKA_TOKEN, &falsevalue, sizeof (falsevalue)},
{CKA SENSITIVE, &truevalue, sizeof (truevalue)},
{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}

I

/* Create sample message. */
CK_ATTRIBUTE getattributes[] = {
{CKA MODULUS BITS, NULL PTR, 0},
{CKA_MODULUS, NULL PTR, 0},
{CKA_PUBLIC EXPONENT, NULL PTR, 0}
}

CK_ULONG messagelen, slen, template size;

boolean t found slot = B _FALSE;

uchar_t *message = (uchar t *)"Simple message for signing & verifying."
uchar_t *modulus, *pub exponent;

char sign[BUFFERSIZ];

slen = BUFFERSIZ;

messagelen = strlen((char *)message);

/* Set up mechanism for generating key pair */
genmech.mechanism = CKM_RSA PKCS KEY_ PAIR GEN;
genmech.pParameter = NULL _PTR;
genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM RSA PKCS;
smech.pParameter = NULL PTR;
smech.ulParameterLen = 0;
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/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv != CKR OK) {
fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);
exit(1);

}

found slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {
fprintf(stderr, "No usable slot was found.\n")
goto exit program;

}

fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */
rv = C_OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv != CKR OK) {
fprintf(stderr, "C OpenSession: rv = 0x%.8X\n", rv);
error = 1;
goto exit program;

}
fprintf(stdout, "Generating keypair....\n")

/* Generate Key pair for signing/verifying */

rv = C _GenerateKeyPair(hSession, &genmech, publickey template,
(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),
privatekey template,
(sizeof (privatekey template) / sizeof (CK_ATTRIBUTE)),
&publickey, &privatekey);

if (rv != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Display the publickey. */
template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);

rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if this failed */
fprintf(stderr, "C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;

} else {
/* Allocate memory to hold the data we want */
for (i = 0; i < template size; i++) {
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getattributes[i].pValue =
malloc (getattributes[i].ulValuelLen *
sizeof (CK_VOID PTR));

if (getattributes[i].pValue == NULL) {
int j;
for (3 =0; j <1i; j++)

free(getattributes[j].pValue);

goto sign cont;

}

/* Call again to get actual attributes */
rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv !'= CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits: "
"%d\n",
*((CK_ULONG PTR) (getattributes[0].pValue)));

fprintf(stdout, "\tModulus: ");

modulus = (uchar t *)getattributes[1].pValue;

for (i = 0; 1 < getattributes[1l].ulValueLen; i++) {
fprintf(stdout, "%.2x", modulus[i]);

}

fprintf(stdout, "\n\tPublic Exponent: ");

pub_exponent = (uchar t *)getattributes[2].pValue;

for (i = 0; i< getattributes[2].ulValuelLen; i++) {
fprintf(stdout, "%.2x", pub_exponent[il]);

}

fprintf(stdout, "\n");
}

sign cont:
rv = C SignInit(hSession, &smech, privatekey);

if (rv != CKR _OK) {
fprintf(stderr, "C SignInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C_Sign(hSession, (CK BYTE PTR)message, messagelen,
(CK BYTE PTR)sign, &slen);

if (rv != CKR _OK) {

fprintf(stderr, "C Sign: rv = 0x%.8X\n", rv);
error = 1;
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goto exit session;

}
fprintf(stdout, "Message was successfully signed with private key!\n");
rv = C VerifyInit(hSession, &smech, publickey);

if (rv != CKR OK) {
fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C Verify(hSession, (CK BYTE PTR)message, messagelen,
(CK_BYTE_PTR)sign, slen);

if (rv != CKR_OK) {
fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
error = 1;
goto exit_session;

}
fprintf(stdout, "Message was successfully verified with public key!\n");

exit session:
(void) C _CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

for (i = 0; i < template size; i++) {
if (getattributes[i].pValue != NULL)
free(getattributes[i].pValue);
}

exit(error);
}

/* Find a slot capable of:
* ., signing and verifying with sv_mech
* ., generating a key pair with kpgen mech
* Returns B TRUE when successful. */
boolean t GetMySlot(CK MECHANISM TYPE sv mech, CK MECHANISM TYPE kpgen mech,
CK_SLOT _ID_PTR pSlotID)
{
CK SLOT ID PTR pSlotList = NULL PTR;
CK_SLOT ID SlotID;
CK_ULONG ulSlotCount = 0;
CK_MECHANISM INFO mech_info;
int 1i;
boolean t returnval = B FALSE;

CK_RV rv;

/* Get slot list for memory alloction */
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rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr, "System error: unable to allocate
"memory\n");
return (returnval);

}

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv !'= CKR_OK) {
fprintf(stderr, "GetSlotList failed: unable to get
"slot count.\n")
goto cleanup;

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot "
"list.\n");
return (returnval);

}

/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

/* Check if this slot is capable of signing and
* verifying with sv_mech. */
rv = C_GetMechanismInfo(SlotID, sv_mech, &mech info);

if (rv !'= CKR OK) {
continue;

}

if (!(mech info.flags & CKF SIGN &&
mech_info.flags & CKF_VERIFY)) {
continue;

}

/* Check if the slot is capable of key pair generation
* with kpgen_mech. */
rv = C_GetMechanismInfo(SlotID, kpgen_mech, &mech info);

if (rv != CKR OK) {
continue;

}

if (!(mech info.flags & CKF_GENERATE KEY PAIR)) {
continue;

}

/* If we get this far, this slot supports our mechanisms. */
returnval = B_TRUE;
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*pSlotID = SlotID;
break;

}

cleanup:

}

if (pSlotList)
free(pSlotList);
return (returnval);
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#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define RANDSIZE 64

boolean t GetRandSlot(CK SLOT ID PTR pslot);

/* Example generates random bytes. */

void

main(int argc, char **argv)

{

CK_ RV rv;

CK_MECHANISM mech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
CK_SLOT_ID slotID;

CK_BYTE randBytes[RANDSIZE];

boolean t found slot = B FALSE;
int error;
int 1i;

/* Initialize the CRYPTOKI library */
rv = C_Initialize(NULL PTR);

if (rv != CKR OK) {
fprintf(stderr, "C _Initialize: Error = 0x%.8X\n", rv);
exit(1l);

}

found slot = GetRandSlot(&slotID);

if (!found slot) {
goto exit program;
}

/* Open a session on the slot found */
rv = C_OpenSession(slotID, CKF_SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv != CKR OK) {
fprintf(stderr, "C OpenSession: rv = 0x%.8x\n", rv);
error = 1;
goto exit program;

}

/* Generate random bytes */
rv = C_GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv != CKR OK) {
fprintf(stderr, "C_GenerateRandom: rv = 0x%.8x\n", rv);
error = 1;
goto exit session;
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fprintf(stdout, "Random value: ");

for (i = 0; i < RANDSIZE; i++) {
fprintf(stdout, "%.2x", randBytes[il);

}

exit session:

(void) C CloseSession(hSession);

exit program:

}

(void) C Finalize(NULL PTR);
exit(error);

boolean t
GetRandSlot (CK SLOT _ID PTR pslot)

{

CK_SLOT _ID PTR pSlotList;

CK _SLOT_ID SlotID;

CK_TOKEN_INFO tokenInfo;

CK_ULONG ulSlotCount;

CK_MECHANISM TYPE_PTR pMechTypeList = NULL_ PTR;
CK_ULONG ulMechTypecount;

boolean_t result = B_FALSE;

int i = 0;

CK RV rv;

/* Get slot list for memory allocation */
rv = C_GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR_OK) && (ulSlotCount > 0)) {

fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr,

"System error: unable to allocate memory\n");

return (result);

}

/* Get the slot list for processing */

rv = C GetSlotList(@, pSlotList, &ulSlotCount);

if (rv != CKR_OK) {

fprintf(stderr, "GetSlotList failed: unable to get

"slot list.\n");
free(pSlotList);
return (result);

}
} else {

fprintf(stderr, "GetSlotList failed: unable to get slot"

count.\n");
return (result);
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/* Find a slot capable of doing random number generation */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

rv = C GetTokenInfo(SlotID, &tokenInfo);

if (rv !'= CKR OK) {
/* Check the next slot */
continue;

}

if (tokenInfo.flags & CKF_RNG) {
/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number
"generation!\n", SlotID);
result = B TRUE;
break;

}

if (pSlotList)
free(pSlotList);

return (result);
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*
*
* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
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OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

* X K X X X X ¥

*
~

#if !defined(lint) && 'defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\
v 1.16 1998/10/30 02:52:03 marc Exp $"

#endif

#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <string.h>
#include <ctype.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <errno.h>
#include <sys/stat.h>
#include <fcntl.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi_ext.h>
#include <gss-misc.h>

void usage()

fprintf(stderr, "Usage: gss-client [-port port] [-d] host service \

msg\n");
exit(1);

}
/*

* Function: connect to server

*

* Purpose: Opens a TCP connection to the name host and port.

*

* Arguments:

*

* host (r) the target host name

* port (r) the target port, in host byte order

*

* Returns: the established socket file descriptor, or -1 on failure
*

* Effects:

*

* The host name is resolved with gethostbyname(), and the socket is
*

opened and connected. If an error occurs, an error message is
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*

*/

displayed and -1 is returned.

int connect to server(host, port)

*OK K K K K X X X K K K K X X X X X X X X ¥ X *

char *host;
u short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin family = hp->h_addrtype;
memcpy ((char *)&saddr.sin _addr, hp->h addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);
return -1;

}

return s;

Function: client_establish_context

Purpose: establishes a GSS-API context with a specified service and
returns the context handle

Arguments:
S (r) an established TCP connection to the service
service name (r) the ASCII service name of the service
context (w) the established GSS-API context
ret flags (w) the returned flags from init sec context

Returns: @ on success, -1 on failure
Effects:

service name is imported as a GSS-API name and a GSS-API context is
established with the corresponding service; the service should be
listening on the TCP connection s. The default GSS-API mechanism
is used, and mutual authentication and replay detection are
requested.

If successful, the context handle is returned in context. If
unsuccessful, the GSS-API error messages are displayed on stderr

FiRA - EF CHIGSS-APIHEGIFEF
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* and -1 is returned.
*/
int client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)
int s;
char *service name;
gss_OID oid;
OM uint32 deleg flag;
gss ctx id t *gss context;
OM_uint32 *ret flags;

gss_buffer desc send tok, recv_tok, *token ptr;
gss_name_t target name;
OM_uint32 maj_stat, min_stat, init sec min_stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.
*/
send_tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj stat = gss import name(&min stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S COMPLETE) {
display status("parsing name", maj stat, min stat);
return -1;

Perform the context-establishement loop.

*
*
* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss init sec context.

*

*

*

*

*

GSS-API guarantees that send tok’'s length will be non-zero

if and only if the server is expecting another token from us,
and that gss init sec context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

token _ptr = GSS_C_NO BUFFER;
*gss_context = GSS C NO CONTEXT;

do {
maj_ stat =

gss_init sec_context(&init sec_min_stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,
oid,
GSS_C_MUTUAL_FLAG | GSS_C_REPLAY FLAG |

deleg flag,
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0,

NULL, /* no channel bindings */
token ptr,

NULL, /* ignore mech type */
&send_tok,

ret flags,

NULL) ; /* ignore time rec */

if (token ptr != GSS C NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (send tok.length !'= 0) {
printf("Sending init sec context token (size=%d)...",
send_tok.length);
if (send_token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;
}
}

(void) gss release buffer(&min_stat, &send tok);

if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat,
init_sec_min_stat);
(void) gss_release name(&min_stat, &target name);
if (*gss context == GSS C NO CONTEXT)
gss delete sec context(&min stat, gss context,

GSS_C_NO_BUFFER) ;

return -1;

}

if (maj stat == GSS S CONTINUE NEEDED) {
printf("continue needed...");
if (recv_token(s, &recv_tok) < 0) {
(void) gss release name(&min stat, &target name);
return -1;
}
token _ptr = &recv_tok;
}
printf("\n")
} while (maj stat == GSS S CONTINUE NEEDED);

(void) gss release name(&min stat, &target name);

return 0;
}
void read file(file name, in buf)
char *file name;
gss_buffer_ t in_buf;

int fd, bytes in, count;
struct stat stat buf;

if ((fd = open(file name, O RDONLY, 0)) < 0) {
perror("open");
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fprintf(stderr, "Couldn’t open file %s\n", file name);
exit(1);

}

if (fstat(fd, &stat buf) < 0) {
perror("fstat");
exit(1l);

in buf->length = stat buf.st size;

if (in_buf->length == 0) {
in_buf->value = NULL;
return;

}

if ((in_buf->value = malloc(in_buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n"
in buf->length);
exit(1);
}

/* this code used to check for incomplete reads, but you can’'t get
an incomplete read on any file for which fstat() is meaningful */

count = read(fd, in buf->value, in buf->length);
if (count < 0) {
perror("read")
exit(1);
}
if (count < in buf->length)
fprintf(stderr, "Warning, only read in %d bytes, expected %d\n",
count, in buf->length);

Function: call server

Purpose: Call the "sign" service.

Arguments:
host (r) the host providing the service
port (r) the port to connect to on host
service name (r) the GSS-API service name to authenticate to
msg (r) the message to have "signed"

Returns: @ on success, -1 on failure
Effects:

call server opens a TCP connection to <host:port> and establishes a
GSS-API context with service name over the connection. It then
seals msg in a GSS-API token with gss seal, sends it to the server,
reads back a GSS-API signature block for msg from the server, and
verifies it with gss verify. -1 is returned if any step fails,
otherwise @ is returned. */

oKX K X X K X K X X K K K X X K X X K X ¥
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int call server(host, port, oid, service name, deleg flag, msg, use file)
char *host;
u_short port;
gss 0ID oid;
char *service name;
OM uint32 deleg flag;
char *msg;
int use file;

gss_ctx id t context;

gss_buffer desc in buf, out buf;
int s, state;

OM uint32 ret flags;

OM_uint32 maj_ stat, min_stat;

gss_name_t src_name, targ_name;
gss_buffer desc sname, tname;

OM uint32 lifetime;

gss 0ID mechanism, name type;
int is local;

OM_uint32 context_flags;

int is open;

gss qop_ t qop_state;

gss OID set mech names;

gss buffer desc oid name;

size t i,

/* Open connection */
if ((s = connect to server(host, port)) < 0)
return -1;

/* Establish context */

if (client establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);
return -1;

}

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss inquire context(&min stat, context,
&src _name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj_stat != GSS_S COMPLETE) {
display status("inquiring context", maj stat, min stat);
return -1;

}

maj stat = gss display name(&min stat, src name, &sname,
&name_type);
if (maj_stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min stat);
return -1;
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}
maj stat = gss display name(&min stat, targ name, &tname,
(gss OID *) NULL);
if (maj stat !'= GSS S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;
}
fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context flags,
(is_local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed");

(void) gss_release name(&min_stat, &src_name);
(void) gss_release name(&min_stat, &targ name);
(void) gss release buffer(&min_stat, &sname);
(void) gss release buffer(&min stat, &tname);

maj_stat = gss_oid_to_str(&min_stat,
name_type,
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, "Name type of source name is %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat,
mechanism,
&mech names) ;
if (maj stat != GSS_ S COMPLETE) {
display status("inquiring mech names", maj stat, min stat);

return -1;
}
maj stat = gss oid to_str(&min_stat,
mechanism,
&oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, "Mechanism %.*s supports %d names\n"
(int) oid_name.length, (char *) oid_name.value,
mech names->count);
(void) gss_release buffer(&min_stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss oid to str(&min stat,
&mech names->elements[il],
&oid name);
if (maj stat != GSS S COMPLETE) {
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display status("converting oid->string", maj stat, min_stat);
return -1;

fprintf(stderr, " %d: %.*s\n", i,
(int) oid name.length, (char *) oid name.value);

(void) gss release buffer(&min_stat, &oid name);

by

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in_buf);
} else {
/* Seal the message */
in_buf.value = msg;
in_buf.length = strlen(msg);
}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT,
&in_buf, &state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context,
GSS_C_NO_BUFFER);
return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);

/* Read signature block into out buf */

if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss verify mic(&min stat, context, &in buf,
&out buf, &qop state);
if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss release buffer(&min_stat, &out buf);
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if (use file)
free(in buf.value);

printf("Signature verified.\n")

/* Delete context */
maj stat = gss delete sec context(&min_stat, &context, &out buf);
if (maj stat != GSS S COMPLETE) {
display status('deleting context", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min_stat, &out buf);
(void) close(s);

return 0;
}
static void parse_oid(char *mechanism, gss OID *oid)
{
char *mechstr = 0, *cp;
gss buffer desc tok;
OM_uint32 maj_stat, min_stat;
if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n")
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (F¥cp == ".")
*cp =" 75
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss_str to oid(&min_stat, &tok, oid);
if (maj stat != GSS S COMPLETE) {
display status("str to oid", maj stat, min_stat);
return;
if (mechstr)
free(mechstr);
}

int main(argc, argv)
int argc;
char **argv;

char *service name, *server host, *msg;
char *mechanism = 0;

u_short port = 4444,

int use file = 0;
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OM_uint32 deleg flag = 0, min_stat;
gss_OID oid = GSS C _NULL OID;

display file = stdout;

/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS_C DELEG_FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else
break;
argc--; argv++;
}
if (argc != 3)
usage();

server host = *argv++;
service name = *argv++;
msg = *argv++;

if (mechanism)
parse oid(mechanism, &oid);

if (call_server(server _host, port, oid, service name,
deleg flag, msg, use file) < 0)
exit(1l);

if (oid != GSS_C_NULL_OID)
(void) gss_release oid(&min_stat, &oid);

return 0;
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \
v 1.21 1998/12/22 \

04:10:08 tytso Exp $";

#endif

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <unistd.h>
#include <stdlib.h>
#include <ctype.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi ext.h>
#include <gss-misc.h>
#include <string.h>
void usage()
fprintf(stderr, "Usage: gss-server [-port port] [-verbosel\n")

fprintf(stderr, " [-inetd] [-logfile file] [service name]\n")
exit(1);
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FILE *1log;

int verbose = 0;

/*

* Function: server acquire creds

*

* Purpose: imports a service name and acquires credentials for it

*

* Arguments:

*

* service name (r) the ASCII service name

* server creds (w) the GSS-API service credentials

*

* Returns: @ on success, -1 on failure

*

* Effects:

*

* The service name is imported with gss_import_name, and service

* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.

*/

int server_acquire creds(service name, server creds)
char *service name;
gss cred id t *server creds;

{
gss buffer desc name buf;
gss_name_t server name;
OM uint32 maj stat, min_stat;
name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss_import name(&min_stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
return -1;
}
maj stat = gss acquire cred(&min_stat, server name, 0,
GSS_C_NULL_OID SET, GSS_C_ACCEPT,
server creds, NULL, NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;
}
(void) gss_release name(&min_stat, &server _name);
return 0;
}
/*

* Function: server establish context
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*
* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated
* client name
*

* Arguments:
*
* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context
* client _name (w) the client’s ASCII name
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client_name and @ is returned. If unsuccessful, an error
* message is displayed and -1 is returned.
*/
int server establish context(s, server creds, context, client name, \
ret flags)
int s;
gss_cred_id t server creds;
gss _ctx id t *context;
gss buffer t client name;
OM_uint32 *ret flags;
{

gss_buffer desc send tok, recv_tok;

gss name_t client;

gss OID doid;

OM_uint32 maj_stat, min_stat, acc_sec_min_stat;
gss_buffer _desc oid name;

*context = GSS_C_NO_CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv tok.length);
print_token(&recv_tok);

}

maj_stat =
gss accept sec context(&acc sec min stat,

context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
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ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n"
send_tok.length);
print token(&send tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");
return -1;

}
(void) gss release buffer(&min stat, &send tok);

}
if (maj_stat!=GSS_ S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec_min stat);
if (*context == GSS_C_NO CONTEXT)
gss_delete sec context(&min stat, context,
GSS_C_NO_BUFFER) ;
return -1;

}

if (verbose && log) {
if (maj stat == GSS_S_CONTINUE NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n")
fflush(log);

}
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj stat !'= GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

}

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss_release buffer(&min_stat, &oid name);

}

maj stat = gss display name(&min_stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {

display status("displaying name", maj stat, min stat);

return -1;
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}
maj stat = gss release name(&min stat, &client);
if (maj_stat !'= GSS_S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;
}
return 0;
}
/*
* Function: create socket
*
* Purpose: Opens a listening TCP socket.
*
* Arguments:
*
* port (r) the port number on which to listen
*
* Returns: the listening socket file descriptor, or -1 on failure
*
* Effects:
*
* A listening socket on the specified port is created and returned.
* 0On error, an error message is displayed and -1 is returned.
*/

int create socket(port)
u_short port;

{
struct sockaddr in saddr;
int s;
int on = 1;

saddr.sin family = AF INET;
saddr.sin port = htons(port);
saddr.sin_addr.s_addr = INADDR ANY;

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror(“creating socket");
return -1;

}

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);
return -1;

}

if (listen(s, 5) < 0) {
perror("listening on socket");
(void) close(s);
return -1;

}

return s;
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static float timeval subtract(tvl, tv2)
struct timeval *tvl, *tv2;

{
return ((tvl->tv sec - tv2->tv sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.

* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.

* -TYT

*/

int test import export context(context)
gss ctx id t *context;

{
OM uint32 min_stat, maj stat;
gss_buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min stat, context, \
&context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context \
token.\n");
return 1;
}
memcpy (copied token.value, context token.value, \
copied token.length);
maj stat = gss import sec context(&min stat, &copied token, \
context);
if (maj_stat != GSS_S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);
return 0;
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*

Function: sign_server

Purpose: Performs the "sign" service.

Arguments:
s (r) a TCP socket on which a connection has been
accept()ed
service name (r) the ASCII name of the GSS-API service to

establish a context as
Returns: -1 on error
Effects:
sign server establishes a context, and performs a single sign request.
A sign request is a single GSS-API sealed token. The token is
unsealed and a signature block, produced with gss sign, is returned

to the sender. The context is then destroyed and the connection
closed.

S S S S O S R G S I G R S S R R I SR R G

If any error occurs, -1 is returned.

*/
int sign server(s, server creds)
int s;
gss cred id t server creds;
{

gss_buffer desc client name, xmit buf, msg buf;
gss ctx id t context;

OM_uint32 maj_stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

printf("Accepted connection: \"%.*s\"\n"
(int) client_name.length, (char *) client name.value);
(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)
if (test import export context(&context))
return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {

fprintf(log, "Sealed message token:\n")
print token(&xmit_ buf);
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}

int

D

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);

if (maj stat != GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);

} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

(void) gss release buffer(&min_stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg_buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n");

print_token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss get mic(&min_stat, context, GSS C QOP _DEFAULT,
&msg_buf, &xmit buf);
if (maj stat != GSS S COMPLETE) {
display status("signing message", maj stat, min_stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */
if (send_token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj_stat != GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);

main(argc, argv)

int argc;
char **argv;
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char *service_name;

gss cred id t server creds;
OM_uint32 min_stat;

u_short port = 4444;

int s;

int once = 0;

int do_inetd = 0;

log = stdout;
display file = stdout;
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do inetd = 1;

} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv,
display file = log;

a);

if (!'log) {
perror(*argv);
exit(1);
}
} else
break;
argc--; argv++;
}
if (argc !'= 1)
usage();
if ((*argv)[0] == "-")
usage();

service name = *argv;

if (server acquire creds(service name, &server creds) < 0)
return -1;

if (do_inetd) {
close(1l);
close(2);

sign server(0, server creds);
close(0);

} else {
int stmp;

if ((stmp = create_socket(port)) >= 0) {
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do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");
continue;

}

/* this return value is not checked, because there’s
not really anything to do if it fails */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);

}

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);
return 0;
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/*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/
#if
sta
#en
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
FIL

sta

sta

{

Copyright 1994 by OpenVision Technologies, Inc.

Permission to use, copy, modify, distribute, and sell this software
and its documentation for any purpose is hereby granted without fee,
provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of OpenVision not be used
in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. OpenVision makes no
representations about the suitability of this software for any
purpose. It is provided "as is" without express or implied warranty.

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

!defined(lint) && !defined( CODECENTER )
tic char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $"
dif

clude <stdio.h>
clude <sys/types.h>
clude <netinet/in.h>
clude <errno.h>
clude <unistd.h>
clude <string.h>

clude <gssapi/gssapi.h>
clude <gssapi/gssapi_ext.h>
clude <gss-misc.h>

clude <stdlib.h>
E *display file;

tic void display status 1
(char *m, OM uint32 code, int type);

tic int write all(int fildes, char *buf, unsigned int nbyte)

int ret;
char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = write(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {
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return(ptr-buf);

}

return(ptr-buf);
}

static int read all(int fildes, char *buf, unsigned int nbyte)
{

int ret;

char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {

ret = read(fildes, ptr, nbyte);
if (ret < 0) {

if (errno == EINTR)

continue;

return(ret);
} else if (ret == 0) {

return(ptr-buf);

}
}
return(ptr-buf);
}
/*
* Function: send token
*
* Purpose: Writes a token to a file descriptor.
*
* Arguments:
*
* s (r) an open file descriptor
* tok (r) the token to write
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* send token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send_token(s, tok)
int s;
gss buffer t tok;
{

int len, ret;

len = htonl(tok->length);

ret = write all(s, (char *) &len, 4);
if (ret < 0) {

perror("sending token length")
return -1;
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} else if (ret '= 4) {
if (display file)
fprintf(display file,
"sending token length: %d of %d bytes written\n"
ret, 4);
return -1;

}

ret = write all(s, tok->value, tok->length);
if (ret < 0) {
perror("sending token data");
return -1;
} else if (ret !'= tok->length) {
if (display file)
fprintf(display file,
"sending token data: %d of %d bytes written\n"
ret, tok->length);
return -1;

}

return 0;

~
*

Function: recv_token
Purpose: Reads a token from a file descriptor.
Arguments:

S (r) an open file descriptor
tok (w) the read token

Returns: @ on success, -1 on failure
Effects:

recv_token reads the token length (as a network long), allocates
memory to hold the data, and then reads the token data from the
file descriptor s. It blocks to read the length and data, if
necessary. On a successful return, the token should be freed with
gss_release buffer. It returns @ on success, and -1 if an error

* occurs or if it could not read all the data.

*/

int recv_token(s, tok)

int s;

gss buffer t tok;

¥ OX K X K K X K X X X X K X X X X ¥

int ret;

ret = read all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror("reading token length")
return -1;
} else if (ret !=4) {
if (display file)
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}

fprintf(display file,
"reading token length: %d of %d bytes read\n"
ret, 4);
return -1;

}

tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display file)
fprintf(display file,
"Out of memory allocating token data\n");
return -1;

}

ret = read all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data")
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n"
ret, tok->length);
free(tok->value);
return -1;

}

return 0;

static void display status_1(m, code, type)

}

/*

char *m;
OM_uint32 code;
int type;

OM uint32 maj stat, min stat;
gss_buffer desc msg;
OM_uint32 msg_ctx;

msg_ctx = 0;
while (1) {
maj stat = gss display status(&min stat, code,
type, GSS C NULL OID,
&msg ctx, &msg);
if (display file)
fprintf(display file, "GSS-API error %s: %s\n", m,
(char *)msg.value);
(void) gss release buffer(&min stat, &msg);

if (!'msg_ctx)
break;

* Function: display status
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*
* Purpose: displays GSS-API messages

*

* Arguments:

*

* msg a string to be displayed with the message
* maj stat the GSS-API major status code

* min stat the GSS-API minor status code

*

* Effects:

*

* The GSS-API messages associated with maj stat and min_stat are
* displayed on stderr, each preceded by "GSS-API error <msg>: " and
* followed by a newline.
*/
void display status(msg, maj stat, min stat)
char *msg;
OM uint32 maj stat;
OM_uint32 min_stat;

{
display status 1(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min stat, GSS C MECH CODE);
}
/*
* Function: display ctx_ flags
*
* Purpose: displays the flags returned by context initiation in
* a human-readable form
*
* Arguments:
*
* int ret flags
*
* Effects:
*
* Strings corresponding to the context flags are printed on
* stdout, preceded by "context flag: " and followed by a newline
*/

void display ctx flags(flags)
OM uint32 flags;

{
if (flags & GSS C DELEG FLAG)
fprintf(display file, "context flag: GSS C DELEG FLAG\n")
if (flags & GSS C MUTUAL FLAG)
fprintf(display file, "context flag: GSS C MUTUAL FLAG\n")
if (flags & GSS_C_REPLAY FLAG)
fprintf(display file, "context flag: GSS C REPLAY FLAG\n")
if (flags & GSS C_SEQUENCE FLAG)
fprintf(display file, "context flag: GSS C SEQUENCE FLAG\n")
if (flags & GSS C_CONF FLAG )
fprintf(display file, "context flag: GSS C CONF_FLAG \n")
if (flags & GSS C INTEG FLAG )
fprintf(display file, "context flag: GSS C INTEG FLAG \n")
}
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void print token(tok)

{

gss buffer t tok;

int i;
unsigned char *p = tok->value;

if (!display file)
return;
for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((1i % 16) == 15) {
fprintf(display file, "\n");
}
}
fprintf(display file, "\n");
fflush(display file);
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% 205 TUHTHY “GSS-API BREU Rt T GSS-API BRI -
55207 TIHHY “GSS-APT IR A7 118 GSS-API FREGR FIFIR S1Y .  HHEAhX eIk 5
HIBI .

= 55211 TUHIAY “GSS-APT BLdE B AUFIE 1 18 GSS-API {5 F A & FPEcE R 7Y

w55 214 TTHIY “GSS-API HURFE T SEEN A T RE” 7148 Oracle Solaris GSS-API SEEISHA 1
THEE -

o 8 216 T “Kerberos v AT FIH] T Kerberos vS HLAITT LR FIEAAH

HAh GSS-API & LA TE gssapi.h LA E]

GSS-API & %]

Oracle Solaris EA#F%EDET GSS-API K. AXRBIHRHWELZELR. 1§55 ILHFM
T BESILE 207 T 51 GSS-APT it A HIY bR L -

gss_acquire cred() B FREIS AT E FE IR GSS-APT ik AR R AT
ESLIN

gss add cred() DAY 1 77 =& Sk

gss_inquire_cred() KA R FRIERE R

gss_inquire cred by mech() REE R EAEREFVLENE B

gss release cred() ANl ]

gss_init_sec_context() XN ARTFEZE 2 E Y

gss_accept_sec_context() BN ARF BRI e BN

gss_delete _sec_context() WFELE LT

gss_process context token() TEXT S N R P Y & 4 R SO B B
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gss_context time()
gss_inquire context()
gss wrap size limit()
gss_export_sec_context()
gss _import sec context()

gss get mic()

gss _verify mic()
gss _wrap()

gss_unwrap()

gss_import name()
gss_display name()
gss_compare_name()

gss_release name()

gss_inquire names for mech()

gss _inquire mechs for name()

gss_canonicalize name()
gss_export name()
gss_duplicate name()

gss add oid set member()
gss display status()
gss_indicate_mechs()
gss_release buffer()

gss release oid set()

gss _create empty oid set()

gss test oid set member()

ARE b ST A RCRZS IS TH]

RIE R BT HER

i€ b N 3CH gss_wrap () YRR/ NR
Rrze s B kg HAth vt

AL BT

THRIH BRI 2 B 52 B U (message integrity
code, MIC)

PRI S MIC,  DABIEWCENE S A28

R MICHTINERE R HAEEFHINEHENE
{5 FIBRF ANA MIC BHEIH R - R ENE (TR AL
HH

%)

REEESRR AT R A4 BREL L PR AR A =X A4 R
R PRIER I 232 B SR

EEEL P AN AR RS XA R

TR AR R A R

Bl i E AL SRR 42 BR R

Bl i SZ FRFE E A PR BY AL

PR A4 R H ML 4 B (mechanism name, MN)
Ff MN Fe i T kg 2

CIEE AT 42 R A BT A

[ ZEL FRA X R IRTE

R GSS- APTIRZSRSFE g STA

i€ AT FH R SRS AL A1

FFEE X

JHFF — N SR IARE
IR X RARIATFRIH

TAE X SARIRATT /2 75 9 LA B B
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AT UEEA T S GSS-API RRCAS HREL &5 A EREY

T 42 oID BRI £

Oracle Solaris 1) GSS-API SCERER (T I RREL, X EERREM & 1 EEEMER 17 /5 3 1R
T (HiE, HAh GSS-API SLEN AT HE A SZHF X BL R

m  gss delete oid()
®  gss oid to str()
m  gss str to oid()

RUE AT ORI 44 PR N4 B 25y OID . {EREST BN R AT RIS FH R4 GSS-API

HLHI -
SRMER

DU B A ST SR BT A - (EFTRTROLT . BRI BE 5 BRI BB
W o RVESHF BRI RREL (BT 42 38 R T RE MR 10K L o B3O8 80y BT ) R 2

gss sign() ELHEEEHL gss get mic () o
gss_verify() L gss_verify mic () o
gss_seal() ELHEHL gss wrap () -
gss_unseal () ELHEEHL gss unwrap () -

GSS-API 17545
TR E 7 FEPTR 7 TE oM uint32 TR ASAY -
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B-1 FIREHmEY

F KA OM_uint32

=B 4L (Most Significant Bit, MSB) LSB
AREIR BIFEEIR WRER
11 31 24 23 16 15 0

AR GSS-API FIFRIR 1Y) GSS IRASADHT & 16 R S AEFAE, WA JM - 2SR v A
RTEBRNVAERE, WIN AR BIRE A2 B RAY - & B-1 H8IH T ERAER - R
BIREEE IR T BOVAEFE, MO NGRS E iR (FERB-2 oI Mk

W TEIR T 16 AE R RMOL Ry # AT DU ERERS R+ e 5 B B iy

fiLo & B-3HFIH T & MIAE L -

GSS-API R SHEE

T)?%ﬁﬂ 1Y GSS-APLIR IR AR - IXEEERNFE THROEESYE (TEARBITF N
C) -

#B-1 GSS-API 4R

$EiR FERHRE e
GSS_S_CALL_INACCESSIBLE_READ 1 AREBEHUFTE A S
GSS_S_CALL_INACCESSIBLE_WRITE 2 YNASPNG I oL THE Y
GSS_S_CALL_BAD_STRUCTURE 3 SEkE B R

FFEFNH T GSS-APLFIfEEE 1R, B GSS-API AR Al — BEEE 1%

%B-2 GSS-API fIf4E 1R

$HIR FEHRE ax
GSS_S_BAD_MECH 1 T SRAZZFFIBLE] -
GSS_S_BAD_NAME 2 FRALTERL AR -
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$BIR FERPHE 34

GSS_S_BAD_NAMETYPE 3 TRHERY PRI T AN S SRR AL

GSS_S_BAD_BINDINGS 4 TRHEN IERRRD I E S E -

GSS_S_BAD_STATUS 5 TR TCRCARTSRY -

GSS_S_BAD_MIC~ GSS_S_BAD_SIG 6 LREA TR MIC -

GSS_S_NO_CRED 7 AT ~ A5 REOR 32 345 -

GSS_S_NO_CONTEXT 8 ES Al

GSS_S_DEFECTIVE_TOKEN 9 LT -

GSS_S_DEFECTIVE_CREDENTIAL 10 FEAETCRL

GSS_S_CREDENTIALS_EXPIRED 11 3R I E R .

GSS_S_CONTEXT_EXPIRED 12 ETFCEEA .

GSS_S_FAILURE 13 AR o BERILAIRGI BN R AE e
GSS-APLIRAFSHIEH % o HLHIRF @RS
5 (BPUCIRASAS ) FREL T A R EHRINTE %
FEEE -

GSS_S_BAD_QOP 14 TCIEAR B KA PR A7 T i -

GSS_S_UNAUTHORIZED 15 A2 A HEME S AR

GSS_S_UNAVAILABLE 16 PRAFEETA T -

GSS_S_DUPLICATE_ELEMENT 17 THRIFEIE TR O AETE -

GSS_S_NAME_NOT_MN

18

TR A FRAZHLEIFZFR (mechanism
name, MN) »

PR 6ss_s_coMPLETE (FF{H) $E/Ek/D APTERRECHN 725 2 AL -

NERIIH T GSS-APT B EUR M b A5 B AE -

#8-3 GSS-APLF7E(5F BT

=] {2y X
GSS_S_CONTINUE_NEEDED 0 (LSB) X gss_init_sec_context() BY

GSS_S_DUPLICATE_TOKEN

GSS_S_OLD_TOKEN

gss_accept sec context (

VLRI A i SE AR L BB -

AR

) R[] AR

T2 R I RIA -

S RPN B -
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%83 GSS-API 715 A 141 (&)

R % &Y
GSS_S_UNSEQ_TOKEN 3 EACHE G 4 R -
GSS_S_GAP_TOKEN 4 RN TR B 4 B R -

ARIREHEELER, HZIE 64 T “GSS-APTRZERS” .

BRIRESR

K%l gss_display status() Ff GSS-APUIRZSASFEH R SUAM 2 - AR, w7 L
P E'/Tﬁﬁfﬂﬁhﬁﬂﬁ?ﬁuiﬁuqﬂ gss_display status() — AV En—MRE
fidh, T H L s B rT LR B 2 MRS SR o R, N A% gss_display_status() fEH
TEEAA)—E 0 2 TR A ﬁﬂﬁ%gssidlsplayistatus FERAEFIR AT, N pREa] DL
AR SRS

wiB-1 {HH gss_display_status() WAk

OM_uint32 message_ context;
OM_uint32 status_code;

OM uint32 maj status;
OM_uint32 min_status;
gss_buffer desc status string;

message context = 0;
do {

maj status = gss display status(
&min_status,
status code,
GSS _C GSS_CODE,
GSS_C_NO 0ID,
&message context,
&status_string);

fprintf(stderr, "%.*s\n", \
(int)status string.length, \
(char *)status string.value);

gss release buffer(&min status, &status string,);

} while (message context != 0);
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REWE

% GSS_CALLING ERROR() ~ GSS ROUTINE ERROR () fll GSS SUPPLEMENTARY INFO() f# H] GSS
IR o XLz n] DB A E F B AN T AR - fldl. v LLE

GSS _ROUTINE ERROR() N A TIREHS. DUMIER A SRR R E EF B o HLEE(N IR B

BIFEES IR T B, o A LU SE 72 FR A (B 5 AH N 2R AU GSS_S_xocx 7 5 BB TLL

B o MBI SRR A e IR S BIRE R . %2 65 ERROR() R EIAEZAE . 75 MIKHR ]
FTAH - HH GSS-API & X WIFTHE 22— K T LA 2 25

GSS-API ##ER R FNE
KT HEFEAYRT GSS-API AR L AUFIE o« FECLEPELA (W gss cred id t B
gss_name_t) X FUEANBHAY o XEERHRRITCFANH - R AHLLT F58

n 5211 UM “FEA GSS-APT Hta 2 A" — 44
OM uint32~ gss buffer desc~ gss OID desc-~ gss OID set desc struct bl
gss_channel bindings struct BAEEIRE S o

w 5E 212 TUHREY “ERREAY — 45 HON$E & PR GSS-APL IR BRI & Fh & FREG =

» 55213 GUHHEY “mE 40 E Lk JE A" — 45 Al FH{F gss_channel_bindings t Z5141Y
initiator_addrtype Fl acceptor_addrtype 7Bt #FH -

E K GSS-API £ Al

AT A 48 GSS-APT {5 F I EHE AL -

OM_uint32
oM_uint32 &5 FATLKM 32 (I TCHF 5% -

gss_buffer_desc
18 gss buffer t FE5HH) gss buffer desc FUE LR TS -

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss buffer desc, *gss buffer t;

gss_OID_desc
f1& gss_0ID FE#TH gss 0ID desc HIE LR FALL FHE 2 -
typedef struct gss OID desc struct {

OM uint32 length;

void*elements;
} gss_OID desc, *gss OID;
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gss_OID_set_desc
8 gss 0ID set fRETHY gss 0ID set desc FUE LKA LL FHE

typedef struct gss OID set desc struct {
size t count;
gss_OID elements;

} gss OID set desc, *gss OID set;

gss_channel_bindings_struct

gss_channel bindings struct gErgR gss_channel bindings t FREE SRS A
T

typedef struct gss channel bindings struct {
OM uint32 initiator addrtype;
gss_buffer desc initiator_ address;
OM uint32 acceptor addrtype;
gss buffer desc acceptor address;
gss_buffer desc application data;

} *gss channel bindings t;

35S

LR EIRE R KRB ARG . AXREHAMARBRWELER . 55 ILE 56 TUHHY
“GSS-API I Z R FIEE 62 TLHIHY “GSS-API OID” - GSS-API 37#F F & 41 gss 01D &
PR .

GSS_C_NO_NAME
BT 5 #PK GSS_C_NO_NAME {ENZ A LLR/RTE AR Fin P oR e AT A
18-

GSS_C_NO_OID
AR T2 B A ME TR SRR GARIART o WARHEE 7i%(E. NHzEE L
HlFF 2 BRA A 51 BAEE R SRR PRI AR RE -

GSS_C_NT ANONYMOUS
PRIRE 2 ZFR 7T o AT LRI E . DLSHLEITC R 77 XifE LR e 59 [ HE S
Fik.

GSS_C_NT_EXPORT_NAME
{#F gss_export name() ¥ S HAUZFK .

GSS_C_NT_HOSTBASED_SERVICE
HTHRRE EVRERIIIRS - RSB T M TE (RESAE
WL% ) SR - service@hostname -

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A



GSS-API R B F{E

GSS_C_NT_MACHINE_UID_NAME
a5 A RGP PO RN B T P ARIRET « ZER R E T
OS% gss_import name() PFRECEILL UID T NP 4. 2 G UID St&R NP 4
.

GSS_C_NT_STRING_STRING_UID NAME
TR — M FFR SR, EFR R IRAM RGP P BT P FRRTT - %
{ERRRERE T 0S o AR 511 HHL UID MR AR EE MK S TR
FH P ID I B o

GSS_C_NT_USER_NAME
ARGHRIAF T - ZERFRERE T 0S. ZERMALLTHI: username -

BIESRE Ry HE SR

TFRLEH T gss_channel bindings_struct £5F91Y initiator_addrtype I acceptor_addrtype
TR TRE(E o XA BHE R A AR ] LUR AR, B4 ARPAnet IMP Hihilul
AppleTalk il o JEESEFFIER 73 TIFFHY “7E GSS-API Fp AT @ E 40 E " HiT 18 -

#B-4 HEYPE Mk

FEB & (i) itk 2R
GSS_C_AF_UNSPEC 0 RAGE b3
GSS_C_AF_LOCAL 1 ARHBER]
GSS_C_AF_INET 2 Internet Mk £ Y. {40 1P
GSS_C_AF_IMPLINK 3 ARPAnet IMP
GSS_C_AF_PUP 4 pup P {5141 BSP
GSS_C_AF_CHAOS 5 MIT CHAOS 1%
GSS_C_AF_NS 6 XEROX NS
GSS_C_AF_NBS 7 nbs
GSS_C_AF_ECMA 8 ECMA
GSS_C_AF_DATAKIT 9 Datakit f}i%
GSS_C_AF_CCITT 10 CCITT
GSS_C_AF_SNA 11 IBM SNA
GSS_C_AF_DECnet 12 DECnet
GSS_C_AF_DLI 13 [ERET itz N
GSS_C_AF_LAT 14 LAT

Mt B - GSS-API &% 213



GSS-API 45 E F LI AITh &8

FB-4 JEESPEHIHESEAY (&)

FH 18 (i) Hhk B
GSS_C_AF_HYLINK 15 NSC g i E
GSS_C_AF_APPLETALK 16 AppleTalk
GSS_C_AF_BSC 17 BISYNC
GSS_C_AF_DSS 18 DRGNS
GSS_C_AF_OSI 19 OSI TP4
GSS_C_AF_X25 21 X.25
GSS_C_AF_NULLADDR 255 FAEE (AT bk

GSS-API F4FE T SEMAI T RE
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TE API WUSEER 2 [8] GSS-API FYHEBE T THI Wl BEA FTANE « KZEUEM T . SEEL 2 (Rl 22
X HAER/NIE . FERREREOT . A E T AT R E T4 € 5%
Bl (LHE Oracle Solaris SEER ) W 1E St B KAL v R A 1:

4% E T Oracle Solaris B £

Oracle SEENHI A E Hill GSS-API BE £

ALANZERBIRIEE

GSS-API SEEIAE 5 44 FRont R ol 51 G iE i Rl BER PN 6 IRl R R 7 A
ROZ B Tl (BRarsi ) #e=CR940R o AR X LR A 7 R
gss_compare_name () JHHE AR A& A PRI & 5 (T HoAth & FRITAC -

Oracle Solaris gss_display name() SEEI$% L N I7 2R AR - WIR input_name ST
FFFE. Ml gss display name() ¥R [H user principal@realm {F
output_name_buffer. IR[A] gss_0ID {E{F T output_name_type - IR Kerberos v5 72 fififll
Hl. Nl gss 0ID 4 1.2.840.11354.1.2.25

MR gss_display name() FZUWRIFI A FRAE gss_import name() {#HH 6SS ¢ No 0ID ZAFRE
AU . M gss display name() FF7E output_name_type I+ 6SS € _NO_0ID -

E 2 ZRAEK

gss_display name() PEECEHH T B "<anonymous>": LAFE/REE# GSS-API £k 5
1A FROCERHY & PR A OID 79 GSS € NT ANONYMOUS - Oracle Solaris SEE 37 #¢ i HAB A %k
AT AR AFRA R LIRS 5 (<>) Fe -
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il gss cred t-~ gss ctx id t F gss _name to

MlER_E T S3CFNTF i &R

AR BN SN S ) Oracle Solaris SEERAN 25 H SRS 7 A2k i B R 3o
. RN AR RZEI ] gss delete sec context() MR B~ ORI SHAF -

IESEEILRE i N B B SR U R (WA ER) - B2, A EHEE
JLERN . N ARZ A HR I AL (W gss_release name()) -

'f%*F pliz} LQ;B/EE 1|=| o

St B T G0 B S FRRE AL 224 o Diffie-Hellman HLE 5 Kerberos v5 MLHIER S 7 88 41
E o

% & RAZ B e E G0 B B R A R o R Kerberos v LR LI AR, {H
THE R E BRI R 2 PEX T Diffie-Hellman AL AT A -
_tT?iE?&HﬂﬁHEﬁW%ﬁﬁ

Oracle Solaris SEER RGN - a2 R | S 2 AT A -

XFFRRIERE

Oracle Solaris B GSS-API SZE 37 #7185 gss acqu1re cred() FKHY
GSS C INITIATE~ GSS C ACCEPT*D GSS C BOTH ¥ IIE

AnEpl

Oracle Solaris 1) GSS-API S 37 #5745 IE@JHH ik, FEF T CATERREL (a0
gss_acquire cred() ﬂlgssfaddfcred ) A 5 A A S S .

il v
Oracle Solaris fYJ GSS-API SCEISZ 5 N X HIHH - Ak, FEF AT LITERRE (a0

gss_init sec context() Fll gss inquire context()) HI{#HF5S B SCAE v A G
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[B1%% K /]BR %0 QOP {E

Oracle Solaris ) GSS-API SCE] ( S{TAM BEREAILRIAH ) ASX) gss wrap () ZLFEROE EoE
e K KN R TR AT U# A gss wrap size limit () ffiE i KTHE K/ o

W H gss wrap_size limit() . Oracle Solaris FY GSS-API SEEW AT LAFIN T QOP 1H -

{# F minor_status 4§

TE Oracle Solaris ] GSS-API SEERAT,  PREUTE minor_status ZEH{GR lFe @ FHLHIE
B o HASCEE ] BB AR B YIRS FELFE R E TS B R [ -

Kerberos v5 X755

FEAN GSS-API B ELES 2R B PR NRESHS . EARSHANRIRSH . IREE 5 GSS-API
FOAT AR o . RN FHRF 2L e N XEEAE S S, W GSS-API #
IX[E] 6GSS S CONTEXT EXPIRED AN EARHY o 58 207 TUHHHY “GSS-API 4k,uﬁ%”qﬂﬁﬂtlj7£
RS .

PRS2 HH 4G TEHY GSS-APT S 7 BRIy B fitt 22 AL R IEIE’J FE GSS-API B E#HD
K minor_status 8 minor_stat ZEAENE — B E . LR L EThRIE, R
JPER ] ARG E L S8 DL T SRR ML AR R RIRE -

TR H T mmor status Z KLY Kerberos v5 jR [BIFRSTE R o A % GSS-APT AR S
HEER, BSULE 64 TTHM “GSS-APTIR RS

Kerberos v5 FUA7SA5 1 BOIREE R

TRV T Kerberos vs HRSAE 1 FR BRI UK SHE &

%8-5 Kerberosv5 RS 1

TRTS & X

KRB5KDC_ERR_NONE -1765328384L JoEE IR

KRB5KDC_ERR_NAME_EXP -1765328383L HHEERNE PP
L:E|

KRB5KDC_ERR_SERVICE_EXP -1765328382L B EE IR S AR e E]
:E|

KRB5KDC_ERR_BAD_PVNO -1765328381L T KRR A A R

KRB5KDC_ERR_C_OLD_MAST_KVNO -1765328380L PR H %
AN
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TR L1 aX
KRB5KDC_ERR_S_OLD_MAST_KVNO -1765328379L MR S5 a2 AR IH ) =2
BHnzs
KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN -1765328378L 7E Kerberos £ 1 A
"L
KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN -1765328377L TE Kerberos {4 1% A
TR
KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE -1765328376L FEREAE Kerberos £
EiDE|
KRB5KDC_ERR_NULL_KEY -1765328375L FPLER SR E A s
%A
KRB5KDC_ERR_CANNOT_POSTDATE -1765328374L SHER ARSI REIE f5
KRB5KDC_ERR_NEVER_VALID -1765328373L T KA AR R D £
HEPNT
KRB5KDC_ERR_POLICY -1765328372L KDC g a4 18 K
KRB5KDC_ERR_BADOPTION -1765328371L KDC JC2 S SR p 72 50
KRB5KDC_ERR_ETYPE_NOSUPP -1765328370L KDC A i
KRB5KDC_ERR_SUMTYPE_NOSUPP -1765328369L KDC A da e il
KRB5KDC_ERR_PADATA_TYPE_NOSUPP -1765328368L KDC ASHF padata F57Y
KRB5KDC_ERR_TRTYPE_NOSUPP -1765328367L KDC A SRk S8
KRB5KDC_ERR_CLIENT_REVOKED -1765328366L LIRS & P L e
KRB5KDC_ERR_SERVICE_REVOKED -1765328365L CUAREA IR % 3 Y FEAIE
Kerberos v5 X740 2 IR [EE B
Y T Kerberos vs HER S 2 R FIF UK SHE A -
%8-6 Kerberosv5 RSS2
RIRES (=] aX
KRB5KDC_ERR_TGT_REVOKED -1765328364L CUEE TGT
KRB5KDC_ERR_CLIENT_NOTYET -1765328363L FREPLEICR . EMEE

ik
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#8-6 Kerberosv5 R 2 (&)

WIRES & aX
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L AR S5 a I JER RIS B
=
KRB5KDC_ERR_KEY_EXP -1765328361L 4 251
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L TR IE AL
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L T 2 A T
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L T SR 55 A I SEE AN DT
fic
KRB5PLACEHOLD_27 2] KRB5PLACEHOLD_30 -1765328357L Zl KRB5 #1769 27 2 30 (f&
-1765328354L W)
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L i S PR A A S
KRB5KRB_AP_ERR_TKT_EXPIRED -1765328352L IR A
KRB5KRB_AP_ERR_TKT_NYV -1765328351L SRR AL
KRB5KRB_AP_ERR_REPEAT -1765328350L 1B KN EIK
KRB5KRB_AP_ERR_NOT_US -1765328349L SRR HE AT I
KRB5KRB_AP_ERR_BADMATCH -1765328348L ZEIE /S0 IE AN DL
KRB5KRB_AP_ERR_SKEW -1765328347L I (37 22 KK
KRB5KRB_AP_ERR_BADADDR -1765328346L X £ LA TET
KRB5KRB_AP_ERR_BADVERSION -1765328345L P AR A AL
KRB5KRB_AP_ERR_MSG_TYPE -1765328344L HEEITT
KRB5KRB_AP_ERR_MODIFIED -1765328343L HEmE ST Bk
KRB5KRB_AP_ERR_BADORDER -1765328342L HETLF
KRB5KRB_AP_ERR_ILL_CR_TKT -1765328341L e RS U AT
KRB5KRB_AP_ERR_BADKEYVER -1765328340L R T H

Kerberos v5 k7544 3 BYIR [O] 5

NRFIIH T Kerberos v5 HUR AR 3 1R B UCIR EME & -
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%8-7 Kerberosv5 JRSHE 3

TR ] ax
KRB5KRB_AP_ERR_NOKEY -1765328339L 1K 55 2 AAN AT
KRB5KRB_AP_ERR_MUT_FAIL -1765328338L FH B B8IE S
KRB5KRB_AP_ERR_BADDIRECTION -1765328337L THEIT A IE
KRB5KRB_AP_ERR_METHOD -1765328336L TR YR 7T
KRB5KRB_AP_ERR_BADSEQ -1765328335L HEHRI TS5 A IER
KRB5KRB_AP_ERR_INAPP_CKSUM -1765328334L E% Sl vull ESIUY S
&
KRB5PLACEHOLD_51 ) KRB5PLACEHOLD_59 -1765328333L ZI KRB5 #1505 51 ) 59 ({£
-1765328325L W)
KRB5KRB_ERR_GENERIC -1765328324L — etk pE R
KRB5KRB_ERR_FIELD_TOOLONG -1765328323L FE T I SEER K
KRB5PLACEHOLD_62 £ KRBSPLACEHOLD_127 -1765328322L & KRB5 #1215 62 Zl
-1765328257L 127 (£RE7)
KIREE -1765328256L M EMER
KRB5_LIBOS_BADLOCKFLAG -1765328255L S E I AR A TR
KRB5_LIBOS_CANTREADPWD -1765328254L FoE R4
KRB5_LIBOS_BADPWDMATCH -1765328253L WEC¥ NN
KRB5_LIBOS_PWDINTR -1765328252L 1 B HU T
KRB5_PARSE_ILLCHAR -1765328251L I ARRAFTEAR LA
KRB5_PARSE_MALFORMED -1765328250L FERMERE TR
KRB5_CONFIG_CANTOPEN -1765328249L TFEEFT I /4% 2] Kerberos
/etc/krb5/krbs BB S
KRB5_CONFIG_BADFORMAT -1765328248L Kerberos /etc/krb5/krb5
LB SRR R IR
KRB5_CONFIG_NOTENUFSPACE -1765328247L ARG, ToE R B e
(G
KRB5_BADMSGTYPE -1765328246L NYRIEFEE T TCRAIIH IR
el
KRB5_CC_BADNAME -1765328245L FENE R 2 A Phs U

%
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Kerberos v5 FIX7SA5 4 BYIR B B
TERY|H T Kerberos v5 HUR RS 4 HR [\ UCIRASTE B -

#8-8 Kerberosv5 AL 4

RS & aX
KRB5_CC_UNKNOWN_TYPE -1765328244L ARKNM FEE = 7 R
KRB5_CC_NOTFOUND -1765328243L AN VLAY FENE
KRB5_CC_END -1765328242L IR FEE =R PSS R
KRB5_NO_TKT_SUPPLIED -1765328241L SRR UE T
KRB5KRB_AP_WRONG_PRINC -1765328240L R AR IR
KRB5KRB_AP_ERR_TKT_INVALID -1765328239L FIERA TR S
KRB5_PRINC_NOMATCH -1765328238L R OB S E=AT W N UN T
KRB5_KDCREP_MODIFIED -1765328237L KDC [H 5 5 T AT
Aic
KRB5_KDCREP_SKEW -1765328236L KDC [B] 5 g itE i 22
KRB5_IN_TKT_REALM_MISMATCH -1765328235L WA EAEE K &
B/ AR 5% BT g A DL AT
KRB5_PROG_ETYPE_NOSUPP -1765328234L PR N2 2 B S 8
KRB5_PROG_KEYTYPE_NOSUPP -1765328233L PRI G B AR R S 8y
KRB5_WRONG_ETYPE -1765328232L T8 S AR o SR s
ey
KRB5_PROG_SUMTYPE_NOSUPP -1765328231L PRI Hf BB A A 2 ¢
KRB5_REALM_UNKNOWN -1765328230L FAENE R KDC
KRB5_SERVICE_UNKNOWN -1765328229L Kerberos flZ 551
KRB5_KDC_UNREACH -1765328228L Tevk i RN KA A AEART
KDC
KRB5_NO_LOCALNAME -1765328227L ;E&?IJ TARZFRI A H 2
7
KRB5_MUTUAL_FAILED -1765328226L HH B BIE S
KRB5_RC_TYPE_EXISTS -1765328225L L M B v A S Y
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%8-8 Kerberosv5 R 4 (&)

TR & aX

KRB5_RC_MALLOC -1765328224L JeH % NfE ikl (A
BN EHE )

KRB5_RC_TYPE_NOTFOUND -1765328223L BV eEpu e Silb Sl

Kerberos v5 IR 7SAD 5 BUIR[EEH B

TERIIH T Kerberos v HUR SRS 5 BB BIFIUCIRSHE R -

%8-9 Kerberosv5 RSHE 5

IR & TEX
KRB5_RC_UNKNOWN -1765328222L — AR A RC 5 1R
KRB5_RC_REPLAY -1765328221L HENEIR
KRB5_RC_IO -1765328220L B 1/0 EAESRNL
KRB5_RC_NOIO -1765328219L BVl e il s
G I
KRB5_RC_PARSE -1765328218L BN TG A PR AT
MR
KRB5_RC_IO_EOF -1765328217L H R R AT 1O WS
ZER
KRB5_RC_IO_MALLOC -1765328216L JCHE L E RS (FH
N EHEE AR 10 )
KRB5_RC_IO_PERM -1765328215L B IO R AT RS AR
g
KRB5_RC_IO_IO -1765328214L R R EE T 1/O {REg
1 1/0 Ei%
KRB5_RC_IO_UNKNOWN -1765328213L —BEPERE RC/IO £ 1R
KRB5_RC_IO_SPACE -1765328212L G R BRG]
Ny
KRB5_TRANS_CANTOPEN -1765328211L TCIEFT I 1R B 0L H 5L
#
KRB5_TRANS_BADFORMAT -1765328210L AU SRS AN I

fifi
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#8-9 Kerberosv5 IRAHE 5 (&)

IR & aX
KRB5_LNAME_CANTOPEN -1765328209L TEEFT e E] tname $2
Al
KRB5_LNAME_NOTRANS -1765328208L ABEX I SRIY LRI THE
i
KRB5_LNAME_BADFORMAT -1765328207L ié?ﬁ&%ﬂ%ﬁilﬁﬂ’ﬂ AR IE
KRB5_CRYPTO_INTERNAL -1765328206L FER RGN R R
KRB5_KT_BADNAME -1765328205L AR R
KRB5_KT_UNKNOWN_TYPE -1765328204L RENP AR
KRB5_KT_NOTFOUND -1765328203L KRB EHFII
KRB5_KT_END -1765328202L FREHRINES 2
KRB5_KT_NOWRITE -1765328201L ToEE AR @R
Kerberos v5 HX 7545 6 BYIR [OjH &
TFRAIH T Kerberos vs HHAR R 6 BB B GRS E -
%8-10 Kerberosv5 K55 6
KRS & aX
KRB5_KT_IOERR -1765328200L 5 NEHRM S
KRB5_NO_TKT_IN_RLM -1765328199L FAR B R AT S0k
KRB5DES_BAD_KEYPAR -1765328198L DES Z8HH & 1R AT
e
KRB5DES_WEAK_KEY -1765328197L DES ZH 55 %4H
KRB5_BAD_ENCTYPE -1765328196L BRI N A
KRB5_BAD_KEYSIZE -1765328195L RN G IR H
ko
KRB5_BAD_MSIZE -1765328194L (E NG IR 3
7=
KRB5_CC_TYPE_EXISTS -1765328193L ELE M R i g 7 e
KRB5_KT_TYPE_EXISTS -1765328192L e AR
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%B-10 Kerberosvs RS 6 (&

TR & Ve

KRB5_CC_IO -1765328191L RS TE 1/0 BER
g

KRB5_FCC_PERM -1765328190L S E SRR 7 SRR A
1Effh

KRB5_FCC_NOFILE -1765328189L TR B = R A7 S A

KRB5_FCC_INTERNAL -1765328188L PRI S 2R R TR R A5
S

KRB5_CC_WRITE -1765328187L GPNGANNEBE 2 e g is:n)
S

KRB5_CC_NOMEM -1765328186L WA B L NF 5
i (FEIES ﬂiéﬁﬂt
i)

KRB5_CC_FORMAT -1765328185L EIE = g fE P i S
=

KRB5_INVALID_FLAGS -1765328184L TERUHY KDC 32T 4H.
A BIPEREE ES 1%

KRB5_NO_2ND_TKT -1765328183L T SKERHIEE AN SR

KRB5_NOCREDS_SUPPLIED -1765328182L [ FEIRE B 4t 2 1IE

KRB5_SENDAUTH_BADAUTHVERS -1765328181L %1% T 5 1RAY sendauth ik
%N

KRB5_SENDAUTH_BADAPPLVERS -1765328180L sendauth %1% 7 £51RAU RN
FHFR A

KRB5_SENDAUTH_BADRESPONSE -1765328179L SRR, (sendauth 32 it
HAH )

KRB5_SENDAUTH_REJECTED -1765328178L AR 25 2R TEHUT sendauth 52
i HA (B FE 40 B0HIE

1 ) 4
Kerberos v5 FA75A5 7 BYIR EE B
TEIIHE T Kerberos vs HARSHE 7 BR BRI STE B -
#£8-11 Kerberosvs IR SHE 7
TR f& e
KRB5_PREAUTH_BAD_TYPE -1765328177L TREIE SRR 7T
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#8-11 Kerberosv5 IREHG 7 (&)

RIRE & ax
KRB5_PREAUTH_NO_KEY -1765328176L REHLFT T B TSGR 2R
KRB5_PREAUTH_FAILED -1765328175L — PR T A f
KRB5_RCACHE_BADVNO -1765328174L B IR R AR RS U AR
ST L
KRB5_CCACHE_BADVNO -1765328173L VL = MR AT R A 5
NZ
KRB5_KEYTAB_BADVNO -1765328172L FIHRE AR SR Z
T
KRB5_PROG_ATYPE_NOSUPP -1765328171L TR ER /D b 2 & 5
KRB5_RC_REQUIRED -1765328170L TH B OGN T2 reache
¥
KRB5_ERR_BAD_HOSTNAME -1765328169L EHEICEHE
KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L TCVEE E NI,
KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L RETR B IR BHE S
Bl TR A
KRB5KRB_AP_ERR_V4 REPLY -1765328166L W) EEAE A R AU, - R
7K 4 Fh%
KRB5_REALM_CANT_RESOLVE -1765328165L TCEfRITIE KA KDC
KRB5_TKT NOT_FORWARDABLE -1765328164L T K EIE TR AT R 4
R
KRB5_FWD_BAD_PRINCIPAL -1765328163L SRS L AR R T
EHR
KRB5_GET_IN_TKT_LOOP -1765328162L £ krb5_get_in_tkt HGTI]
ZEER
KRB5_CONFIG_NODEFREALM -1765328161L Bic B S
/etc/krb5/krb5.conf XTE
TE i AU
KRB5_SAM_UNSUPPORTED -1765328160L obtain_sam_padata FH[
SAM FriEfE 1R
KRB5_KT_NAME_TOOLONG -1765328159L FERARATREK
KRB5_KT_KVNONOTFOUND -1765328158L BRI B R R B AR
KE AL
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%8-11 Kerberosv5 IR 7 (&)

IR & aX

KRB5_CONF_NOT_CONFIGURED -1765328157L KIIE Kerberos
/etc/krb5/krb5. conf fil B
XA

ERROR_TABLE_BASE_krb5 -1765328384L (7SR EN
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FEE OID

R R ] BE {5 B GSS-API ATE LU ERE QOP FIHLH -« 1H 2 ULEE 62 T1HY “GSS-API
OID”. {HE, EHRESH THCOWHE EIEE OID » At K48 T WHTHEE OID » At
SRAE DL 3

= 38227 TUHIAY “E& OID {EAY SR
= 3229 TR “F9iEHLH] OID”
= 35230 TUHIRY SR @ EBR A DL

B & oID ERY

NI EREYL, GSS-APT At LA AT 3277 =0 B R HLHIF] QOP - 1E Solaris A% . HM AL
ff (/etc/gss/mech 1 /etc/gss/qop) FHALEH & Al FIMLEIFT o] A QOP M5 & - W15
TEALT [ALX LS LA ER ok B HAM R RS0 8 S0 o EFXHZHLTIEL QOP A A iy
Internet FRAERN. 24 1] DLSEERIL HAY -

/etc/gss/mech 314

/etc/gss/mech SCEEFIH T AT FHBIHLE] « /etc/gss/mech & KUE M F BRI A0 2
FRo setc/gss/mech B L FIEXEUEE -

ASCIFE 2L 2 FR

HLHIR OID

FA TSR L AT e A 0 AR 5% B 3L S 5
7] DUE A T SEER AR 55 A0 TN AR

B setc/gss/mech AIREUN R C-1 T/ o

Tlc-1 Jetc/gss/mech S

#
# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

227



gss_str_to_oid() B %]

Fflc1 Jetc/gss/mech ST (&)

#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,

# the associated object identifiers (0ID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module
[Options]

#

kerberos v5 1.2.840.113554.1.2.2 mech krb5.so kmech krb5
spnego 1.3.6.1.5.5.2 mech spnego.so.l [msinterop]

diffie_hellman_640_0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1
diffie_hellman_1024 0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

letc/gss/qop 15

M FZERIIFTALE] /ete/gss/qop AR MILHIFTSCFFUATE QOP. 1XEEHLH
£JLL ASCIL 7455 B RIXS LY 32 R BRI FATE AR B -« #E41 /ete/gss/qop FIREAILL TR
BUFTTS -

w2 Jetc/gss/qop I

#

# Copyright (c) 2000, by Sun Microsystems, Inc.

# ALl rights reserved.

#

#ident "@(#)qop 1.3 00/11/09 SMI"

#

# This file contains information about the GSS-API based quality of
# protection (QOP), its string name and its value (32-bit integer).

#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5_INTEG C_QOP_DES_MD5 0 kerberos v5
GSS _KRB5 CONF C QOP_DES 0 kerberos v5

gss_str_to_oid() ]

T 5 FHARCA Y GSS-APT ] N> 1k GSS-APT SEEI S HF R £
gss_str_to_oid() - gss_str_to_oid() AT RFRRHLHIEL QOP MIF1F HRFEH N
OID - “Fff B i LR AR FE R F e -

A EE - FLE GSS-API S AN S FF gss str to oid() ~ gss oid to str() #ll
gss release oid(). HEILAEIH A EXAIEEREDLHIFT QOP -
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HIEHLE 0D

HLEIFAF o ] DU gmag 2N R e rh s ] DUORE M AN A - (B2, HFAERTE
i) GSS-API SEI#RSCHF gss_str to_oid(), PRI FFR R AN 2 ARRGULL BRIEL -

FORHLHI R AT DR TR E ARG K o 58— P8 {123 4 3 2 GSS-API FLIEEL
REAMERBR - F mgR 1. 2.3 a EHAE 2. EARRIEXAIIRER

Ko gss_str_to_oid() N Y {HHE —FikgXAUMLEIET. it £
gss_str_to_oid() ZHI. WX R ~Fikg X FR/F B g T8 - il C-3 HiEUR
T gss_str_to_oid() F/filo WERMLHITCRL gss_str to_oid() FFiR[H]
GSS_S_BAD_MECH -

H1T gss_str_to_oid() 247 GSS-API &=z [A].  [RIH A SE ik BRI 242 Bt L7 7E
1 gss_release oid() FRECEMIFRAT /3 BLHY OID - 5 gss str to oid() —

P gss_release oid() AR R, R T A E A TR
JE Rt AN ACH Y R B

&L F oID

T ICEIRLE gss str to oid(). [HILFRBE 1 ZFH] T A HAERALHIHY & FH 5
%o MR TIMEILH OID, A RIZILH 5 —H o] FHRLHIE TR . 55—
Tobs 2 IR Al AL A i 5 — L]

gss_OID RAUARE AT -

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss OID desc, *gss 0ID;

Hrr, HEERY elements FEAAE ]\ ML F 1 FRABIE —DFT, ZFRABPEES
gss_0ID HYH Al BER TLV G5 {E 5 ) ASN.1 BER 4ifid o length 7 B E & ZE I F
TE I, XRLT DASS X.509 $UENLEIRT gss_o1p B & —MEN 7 B length 7 B A

=l

— N EBIALLT I\ NI F T {EY elements FE% : 53,14,2,207,163,7,5 0

Mg L OID ) —Fh 778 FBH gss_o1p. ARG FEIWIEILFrfEENLHIN TR - L
Frik . elements {ELRY 5 AT L@ MR IEEUEGRAS(E . thol LER A P A - o7k
{fiFH gss_str_to_oid() FHUMMILE . {HE —FHAVRCRMER -

SRIE . ATLLRFRTRSIERY gss 0ID 5 gss indicate mechs() BY

gss_inquire mechs for name() PREL ELR B —H m] FALERIE TR B o N R FE 7 v DA
H gss_test_oid_set_member () RRIELRAG A X H AT FIALH AR &S F TERT R & AL

OID - YR gss_test oid set member() A RMEIFE1RE. MIFRHA T LR AT M4ER OID H
E GSS-API FH 55 HIHLEI «

FaE TR OID W 57 —Fif 5 v 2 o i F F e gss_indicate mechs() B{
gss_inquire mechs for name() RIKEL A FHLHINY gss 0ID set- gss 0ID set EHLTF
=

fi C . $8E OID 229



FEEIEBRELH

typedef struct gss OID set desc struct {
OM uint32 length;
void *elements;

} gss OID set desc, *gss OID set;

Hrr, g r RS — D RN gss o1p . NAIFERPRlE 2 MEHT M LEDE 2
HBUEFORIE I - P Al DU R AT R B BB L - 2805 TR 20 1%

HLHILE S gss_01D_set FIAHRZ A - R IR 3 ] DURE AT 7 HOATLARN 55 & AL 51 2
WEATEEES -

createMechOid() P& %4

iﬁ;ﬂﬁt@’é&zﬂ’\] HH2N T RFF UL 5ERE o 8. N4 6SS_c NULL 01D FTHERE Rk
AL -

-3 createMechOid() FEIEN

gss_OID createMechOid(const char *mechStr)
{

gss_buffer desc mechDesc;

gss OID mechOid;

OM uint32 minor;

if (mechStr == NULL)
return (GSS_C NULL OID);

mechDesc.length = strlen(mechStr);
mechDesc.value = (void *) mechStr;

if (gss_str_to_oid(&minor, &mechDesc, &mechOid) !
= GSS S COMPLETE) {
fprintf(stderr, "Invalid mechanism oid specified <%s>"
mechStr);
return (GSS C NULL 0ID);
}

return (mech0Oid);

8 € EER & HL I

230

parse oid() I FFRfn 1T HHD e AL R N FAR) OID -

Fflc-a parse_oid() FRIEK

static void parse_oid(char *mechanism, gss OID *oid)
{

char *mechstr = 0, *cp;

gss_buffer desc tok;

OM_uint32 maj stat, min_stat;

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A



FEREIEER AL H

~Blc-4 parse_oid() FREY (&)

if (isdigit(mechanism[0])) {

mechstr = malloc(strlen(mechanism)+5);

if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n");
return;

}

sprintf(mechstr, "{ %s }", mechanism);

for (cp = mechstr; *cp; cp++)

if (kcp == ".")
*ep="
tok.value = mechstr;

} else
tok.value = mechanism;

tok.length = strlen(tok.value);

maj stat = gss str to oid(&min stat, &tok, oid);

if (maj stat != GSS S COMPLETE) {
display status("str to oid", maj stat, min stat);
return;

if (mechstr)
free(mechstr);
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SASL 7= IR KRG

AP S LR 129 TUHIY “SASL R Hr AT /4R RIS o A Sl DU 3

= 55233 TIHAAY “SASL & LRl
w5241 TUHRY “SASL AR S5 a8 51>
= 5F 249 TUHAY <E A TS

SASL & R~ 51
LU SEEE 129 T “SASL /il H B /48 REE1 22 LA RS 41 2% .

IR IR ARGt AT LAIEST Oracle T #kH/LAKEN - 155 L https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-F@CDS-CDS SMI -

#pragma ident "@(#)client.c 1.4 03/04/07 SMI"
/* $Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*
* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
*
* 1. Redistributions of source code must retain the above copyright
* notice, this 1list of conditions and the following disclaimer.
*
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.
*
* 3. The name "Carnegie Mellon University" must not be used to
* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal
* details, please contact


https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=Security_code-Dev1.1-G-F@CDS-CDS_SMI

SASL & P #Low 1

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

*

* 4, Redistributions of any form whatsoever must retain the following
* acknowledgment:

* "This product includes software developed by Computing Services
* at Carnegie Mellon University (http://www.cmu.edu/computing/)."
*

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
*/

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK */

#include <assert.h>
#include <sasl.h>
#include "common.h"
/* remove \r\n at end of the line */
static void chop(char *s)
{
char *p;
assert(s);
p =s + strlen(s) - 1;
if (p[@] == '\n’) {
*p-- = '\0’;

}
if (p >= s & p[0] == "\r") {

234 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A



SASL & P #Low 1

}

static int getrealm(void *context

}

static int simple(void *context attribute ((unused)),

*p-- = '\0’;

int id,

const char **availrealms,

const char **result)
static char buf[1024];

/* Double-check the ID */

if (id != SASL_CB GETREALM) return SASL BADPARAM;

if (!result) return SASL BADPARAM;

__attribute__ ((unused)),

printf("please choose a realm (available:");

while (*availrealms) {
printf(" %s", *availrealms);
availrealms++;

}

printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;

return SASL OK;

int id,
const char **result,
unsigned *1en)

static char buf[1024];

/* Double-check the connection */
if (! result)

return SASL BADPARAM;

switch (id) {
case SASL CB USER:

printf("please enter an authorization id: ");

break;
case SASL CB AUTHNAME:

printf("please enter an authentication id:

break;

default:

return SASL_BADPARAM;
}

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;

if (len) *len = strlen(buf);

return SASL OK;
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#ifndef HAVE_GETPASSPHRASE
static char *
getpassphrase(const char *prompt)

return getpass(prompt);

¥
#endif /* ! HAVE GETPASSPHRASE */

static int

getsecret(sasl conn t *conn,
void *context attribute ((unused)),
int id,
sasl secret t **psecret)

char *password;
size t len;
static sasl_secret_t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL CB PASS)
return SASL BADPARAM;

password = getpassphrase("Password: ");
if (! password)
return SASL FAIL;

len = strlen(password);
X = (sasl secret t *) realloc(x, sizeof(sasl secret t) + len);

if (!'x) {

memset (password, 0, len);
return SASL_NOMEM;

}

x->len = len;
#ifdef SUN SDK

strcpy((char *)x->data, password);
#else

strcpy(x->data, password);
#endif /* SUN SDK */

memset (password, 0, len);

*psecret = Xx;
return SASL OK;
}

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL PATH");
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */
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static sasl callback t callbacks[] = {
SASL CB GETREALM, &getrealm, NULL
}'SASL7C87USER, &simple, NULL
}'S£SL7CBfAUTHNAME, &simple, NULL

oo
SASL CB_PASS, &getsecret, NULL

b

SASL CB GETPATH, &getpath, NULL
oA

SASL CB LIST END, NULL, NULL
i

+;
int getconn(const char *host, const char *port)

struct addrinfo hints, *ai, *r;
int err, sock = -1;

memset (&hints, @, sizeof(hints));
hints.ai family = PF_UNSPEC;
hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));
exit (EX UNAVAILABLE);

}

for (r = ai; r; r = r->ai next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai addrlen) >= 0)
break;
close(sock);
sock = -1;

}

freeaddrinfo(ai);

if (sock < @) {
perror("connect");
exit (EX UNAVAILABLE);
}

return sock;

}

char *mech;

int mysasl negotiate(FILE *in, FILE *out, sasl conn_t *conn)
{
char buf[8192];
const char *data;
const char *chosenmech;
#ifdef SUN SDK
unsigned len;
#else
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int len;
#endif /* SUN SDK */
int r, c;

/* get the capability list */

dprintf (0, "receiving capability list... ");
len = recv _string(in, buf, sizeof buf);
dprintf (0, "%s\n", buf);

if (mech) {

/* make sure that ’'mech’ appears in ’'buf’ */

if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech ’%s’\n", mech);
return -1;

}

} else {

mech = buf;

}

r = sasl client start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL OK && r != SASL CONTINUE) {

saslerr(r, "starting SASL negotiation")

printf("\n%s\n", sasl errdetail(conn));

return -1;

}
dprintf(1, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send string(out, chosenmech, strlen(chosenmech));

if(data) {

send_string(out, "Y", 1);

send string(out, data, len);

} else {

send string(out, "N, 1);

}

for (;;) {
dprintf(2, "waiting for server reply...\n")

c = fgetc(in);
switch (c) {
case '0":

goto done ok;

case 'N":
goto done no;

case 'C’: /* continue authentication */

break;

default:
printf("bad protocol from server (%c %x)\n", ¢, c);
return -1;

}

len = recv_string(in, buf, sizeof buf);
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r = sasl_client step(conn, buf, len, NULL, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
}
if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);
} else {
dprintf(2, "sending null response...\n");
send string(out, ", 0);
}
}
done_ok:
printf("successful authentication\n")
return 0;
done no:
printf("authentication failed\n")
return -1;

}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);
#else

fprintf(stderr, "usage: client [-p port] [-s service] \

[-m mech] host\n")

#endif /* SUN SDK_ */

exit (EX USAGE);
}

int main(int argc, char *argv[])
{
int c;
char *host = "localhost"
char *port = "12345";
char localaddr[NI_MAXHOST + NI_MAXSERV],
remoteaddr[NI_MAXHOST + NI _MAXSERV];

char *service = "rcmd";
char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];
int r;

sasl conn_t *conn;

FILE *in, *out;

int fd;

int salen;

struct sockaddr storage local ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p’:
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port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK_
usage(argv([0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

if (optind > argc - 1) {
#ifdef SUN SDK
usage(argv([0]);
#else
usage();
#endif /* SUN SDK */

if (optind == argc - 1) {
host = argv[optind];

/* initialize the sasl library */
r = sasl client init(callbacks);
if (r != SASL OK) saslfail(r, "initializing libsasl")

/* connect to remote server */
fd = getconn(host, port);

/* set ip addresses */

salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");

}

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI _WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);

if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
perror("getpeername");
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getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI _NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI _WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

/* client new connection */

r = sasl _client new(service, host, localaddr, remoteaddr, NULL,
0, &conn);

if (r !'= SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");
out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

sasl_done();

return 0;

SASL B %22 7~ f51
LU 228 129 T “SASL /-l H AT /- 48R IR 55 2 A D 31 2% .

R B IR ARt o] LAY Oracle F#kHLIREN o 155 Ul https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

#pragma ident "@(#)server.c 1.3 03/04/07 SMI"

/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */

/*
* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.
*
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Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*
~

#include

#include
#include
#include
#include
#include
#include

#ifdef H
#include
#endif

#include
#include
#include
#include
#ifdef
#include
#endif /

#include

<config.h>

<stdio.h>
<stdlib.h>
<stdarg.h>
<ctype.h>
<errno.h>
<string.h>

AVE_UNISTD H
<unistd.h>

<sys/socket.h>
<netinet/in.h>
<arpa/inet.h>
<netdb.h>
SUN_SDK
<sysexits.h>

* SUN SDK  */

<sasl.h>
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#include "common.h"

#if !defined (IPV6 BINDV6ONLY) && defined(IN6P_IPV6 V6ONLY)
#define IPV6 BINDV6ONLY IN6P BINDV6ONLY

#endif

#if !defined (IPV6 V6ONLY) && defined(IPV6 BINDVGONLY)
#define IPV6 VG6ONLY IPV6 BINDV6ONLY

#endif
#ifndef IPV6 BINDVG6ONLY
#undef IPV6 VG6ONLY
#endif

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL_PATH")
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */
static sasl callback t callbacks[] = {

{
SASL_CB_GETPATH, &getpath, NULL

oA
SASL_CB_LIST END, NULL, NULL
}
+;

/* create a socket listening on port ’port’ */
/* if af is PF_UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */
int *listensock(const char *port, const int af)
{
struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;
const int on = 1;

memset (&hints, @, sizeof(hints));

hints.ai flags = AI PASSIVE;

hints.ai family = af;

hints.ai socktype = SOCK STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "ss\n", gai strerror(err));
exit(EX USAGE);

}

/* Count max number of sockets we can open */
for (maxs = @, r = ai; r; r = r->ai _next, maxs++)

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n")
freeaddrinfo(ai);
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exit(EX_OSERR);
}

socks[0] = 0; /* num of sockets counter at start of array */
sock = socks + 1;
for (r = ai; r; r = r->ai next) {
fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai socktype,
r->ai protocol);
*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (*sock < 0) {
perror("socket");
continue;

}
if (setsockopt(*sock, SOL SOCKET, SO REUSEADDR,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (SO REUSEADDR)");
close(*sock);
continue;

}
#if defined(IPV6 V6ONLY) && !(defined( FreeBSD ) && FreeBSD < 3)
if (r->ai family == AF INET6) {
if (setsockopt(*sock, IPPROTO IPV6, IPV6 BINDVGONLY,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (IPV6 BINDVGONLY)");
close(*sock);
continue;

}

#endif
if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");
close(*sock);
continue;

}

if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);
continue;

}

socks[Q]++;
sock++;

}
freeaddrinfo(ai);

if (socks[0] == 0) {

fprintf(stderr, "Couldn’t bind to any socket\n")
free(socks);

exit (EX OSERR);

}

return socks;

}
#ifdef SUN SDK_

void usage(const char *s)
#else
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void usage(void)
#endif /* SUN SDK  */
{
#ifdef SUN_SDK_
fprintf(stderr, "usage: %s [-p port] [-s service] [-m mechl\n", s);
#else
fprintf(stderr, "usage: server [-p port] [-s servicel [-m mech]\n")
#endif /* SUN SDK */
exit (EX USAGE);
}

/* Globals are used here, but local variables are preferred */
char *mech;

/* do the sasl negotiation; return -1 if it fails */
int mysasl negotiate(FILE *in, FILE *out, sasl conn t *conn)
{

char buf[8192];

char chosenmech[128];

const char *data;
#ifdef SUN SDK

unsigned len;
#else

int len;
#endif /* SUN SDK */

int r = SASL FAIL;

const char *userid;

/* generate the capability list */

if (mech) {

dprintf(2, "forcing use of mechanism %s\n", mech);
data = strdup(mech);

} else {
int count;
dprintf(1, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,
&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");
dprintf(1, "sd mechanisms\n", count);
}

/* send capability list to client */
send string(out, data, len);

dprintf(1, "waiting for client mechanism...\n")

len = recv_string(in, chosenmech, sizeof chosenmech);
if (len <= 0) {

printf("client didn’t choose mechanism\n");
fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

if (mech && strcasecmp(mech, chosenmech)) {
printf("client didn’t choose mandatory mechanism\n");
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;
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}

len = recv string(in, buf, sizeof(buf));

if(len !'=1) {

saslerr(r, "didn’t receive first-send parameter correctly")
fputc(’'N’, out);

fflush(out);

return -1;

}

if(buf[0] == 'Y") {
/* receive initial response (if any) */
len = recv string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl server start(conn, chosenmech, buf, len,
&data, &len);
} else {
r = sasl server start(conn, chosenmech, NULL, 0,
&data, &len);
}

if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "starting SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

while (r == SASL CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n", len);
fputc(’'C’, out); /* send CONTINUE to client */
send string(out, data, len);

} else {
dprintf(2, "sending null response...\n")
fputc(’'C’, out); /* send CONTINUE to client */
send_string(out, ", 0);

}

dprintf(1, "waiting for client reply...\n")
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n")

return -1;

}

r = sasl_server_step(conn, buf, len, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);
return -1;

X
}
if (r != SASL_OK) {

saslerr(r, "incorrect authentication")
fputc(’'N’, out); /* send NO to client */
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fflush(out);
return -1;

}

fputc(’0’, out); /* send OK to client */
fflush(out);
dprintf(1, "negotiation complete\n")

r = sasl getprop(conn, SASL USERNAME, (const void **) &userid);
printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argv[])

int c;

char *port = "12345"
char *service = "rcmd"
int *1, maxfd=0;

int r, 1i;

sasl conn t *conn;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p’:

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

/* initialize the sasl library */
r = sasl _server_init(callbacks, "sample");
if (r != SASL OK) saslfail(r, "initializing libsasl");

/* get a listening socket */

if ((U = listensock(port, PF UNSPEC)) == NULL) {
saslfail(SASL FAIL, "allocating listensock");

}

for (1 = 1; 1 <= 1[0]; i++) {

if (1[i] > maxfd)
maxfd = 1[i];
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}

for (;;) {

char localaddr[NI MAXHOST | NI_MAXSERV],
remoteaddr[NI_MAXHOST | NI MAXSERV];

char myhostname[1024+1];

char hbuf[NI MAXHOST], pbuf[NI MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd set readfds;

FD_ZERO(&readfds) ;
for (i =1; i <= 1[0]; i++)
FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ && errno != EINTR)
perror("select");
continue;

for (i =1; 1 <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(1[i], NULL, NULL);
break;

}

if (fd < 0) {
if (errno != EINTR)
perror("accept");
continue;

}
printf("accepted new connection\n")

/* set ip addresses */

salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI _WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
perror("getpeername");

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),

248 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A



B8R

18 F XHS

#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif

snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);
if(r == -1) saslfail(r, "getting hostname");

r = sasl _server new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);
if (r !'= SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl _setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r’);

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

}

sasl done();

DU (RS FEBI 2 15 & SASL BB 513K

R RSt o] LUEE Oracle F#EH/LIREN « 155 Ul https://cds. sun. com/
is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_SMI-Site/en_US/-/USD/
ViewProductDetail-Start?ProductRef=Security code-Devl.1l-G-FQCDS-CDS SMI -

#pragma ident "@(#) common.c 1.1 03/03/28 SMI"

/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*
* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without
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modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

¥ OX K K K K XK K X K X K X K X K X K X KX K X K X K X K X X X X X ¥

*
~

#include <config.h>

#include <stdio.h>
#include <ctype.h>
#include <stdarg.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK */

#include <sasl.h>

/

i

{

* send/recv library for IMAP4 style literals.

really not important; just one way of doing length coded strings */
nt send string(FILE *f, const char *s, int 1)

int al;

al = fprintf(f, "{sd}\r\n", 1);

fwrite(s, 1, 1, f);
fflush(f);
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printf("send: {%d}\n", 1);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

S++;
}
printf("\n");

return al;

int recv string(FILE *f, char *buf, int buflen)

int c;
int len, 1;
char *s;

c = fgetc(f);
if (c !'= "{’") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);
if (c !'= "}") return -1;
c = fgetc(f);
if (c '= ’'\r’) return -1;
c = fgetc(f);
if (c !'= '\n’) return -1;

/* read string */

if (buflen <= len) {
fread(buf, buflen - 1, 1, f);
buf[buflen - 1] = "\0’;

/* discard oversized string */
len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);
buf[len] = '\0’;

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);

while (l1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

}
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S++;
}
printf("\n");

return len;

int debuglevel = 0;

int dprintf(int lvl, const char *fmt, ...)
{

va list ap;

int ret = 0;

if (debuglevel >= 1vl) {
va_start(ap, fmt);

ret = vfprintf(stdout, fmt, ap);
va_end(ap);

return ret;

}

void saslerr(int why, const char *what)

fprintf(stderr, "ss: %s", what, sasl errstring(why, NULL, NULL));
}
void saslfail(int why, const char *what)
{
saslerr(why, what);
exit (EX TEMPFAIL);
}
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®e1 BT PUNIARSS 43 SASL BREY

15tRA

sasl_version
sasl_done
sasl_dispose
sasl_getprop
sasl_setprop
sasl_errdetail
sas]_errstring
sasl_encode

sasl_encodev

sasl_listmech
sasl_global_listmech

sasl_seterror

FHYSASL FERIRRAAS . -

FEHUFTE ) SASL 2 kA -
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FEe-1 BT E LIRSS a5 Y SASL BRI AL (&)

R 15tAA
sasl_idle R sasUib DLFE7E 23 IR RO 24 FEAE A 711 51
sasl_decode X {6 22 4 2 B B e A TS

we2 URTEHLHIEEA SASL L

R E BtEA

sasl_client_init RO — 0 DU AFIWIAAL 2 LG -
sasl_client_new VIR P LER: - 1R sast_conn_t 1 F 3.
sasl_client_start PR -

sasl_client_step PAT—AEE IR -

FE-3 FEARRY SASL ARSS AR REEL (&ML AT LR )

T AR
sasl_server_init B —U. LU AT 55 detdifh -
sasl_server_new WAL IR 5 88 1EEE - 1R E sasl_conn_t LT 3L
sasl_server_start FFURIAIEAS 6 o
sasl_server_step PAT— M EIE A IR o
sasl_checkpass FA LSRR SR TE

KA APOP BT/ » {5 21T CRAM-MDS5 HLEIHI{h APOP #l
sasl_checkapop BOCATHERY) o TERD HCEEOEARS .
sasl_user_exists A R SAFEE -
sasl_setpass B4 (FERY) SR o -
sasl_auxprop_request R ETE -
sasl_auxprop_getctx REGEE BB E T

Fe-a FITHCE S ARSI SASL £

2k RA

sasl_set_alloc FEENF A BL R - 1R, RO E AT .
sasl_set_mutex EEORREE . WEE, EOE .
sasl_client_add_plugin NN P WL -
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Fe-a HTHACEIANRS M SASL L (%)

E A

sasl_server_add_plugin IS INAR S5 st -

sasl_canonuser_add_plugin PRI AR -

sasl_auxprop_add_plugin G NS B AR 1
FE-5 SASLEHIFRF HREL

EH 8

sasl_decode64 {5 base64 i i -

sasl_encode64 {# ] base64 gwhd -

sasl_utf8verify

sasl_erasebuffer

FHEFE7F 82T N H A UTE-8 -

TR 55 22 2= PERH G ZR X B 14> o SEIRAT RE 2 {6 A RH 1B AR BRI NER 2
o

%E-6 SASLJEMEEEL

R 15tRA

prop_clear() THBR(ER] (FTIERY) SR B EME B R SCHIER
prop_dispose() A T

prop_dup() BIEEHTIY propetxs LB propetx IIKIZY
prop_erase() S B A Fra

prop_format()
prop_get()
prop_getnames()
prop_new()

prop request()
prop_set()
prop_setvals()
sasl_auxprop_getctx()

sasl auxprop request()

TE SR B 1 44 Pk 2L 4 B

MR SR [E] propvat 45T AT

BT struct propval IUEIAL (1E4E IR IEAFRYIZRAT)
AlEE £ T

I 1 K AP R P R

I b R SRS R

g E

FRHGE BB R IE £
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Fe7  [EIVEEFEEA

EiA

LA

sas]_getopt_t
sasl_log t
sasl_getpath_t
sas]_verifyfile_t
sasl_canon_user_t
sasl_getsimple_t
sasl_getsecret_t
sasl_chalprompt_t
sasl_getrealm_t

sasl_authorize_t

IRBUETRE - % P HLRIAR S5 882 T A -
ERIH B - B HLMIAR SS de ¥ al (s -
IR TR LI BE AR - & P LIRS a2 mT (A -
HErH SASL FEARYSCAR o F LRI 55 a2 ml (-
PR R - 3 LRI AR 55 s 2 AT 6 -
KB P AIE S SIFR - (X & P -
IRIEAENLE « (X% P AILEER -

R FRIMAR PR o AXHE FHLEEH -
IRIUEUE U - (X% AILEEF -
FALRMEIEI ] XSS S -

sasl_server_userdb_checkpass_t BRSSO 4 o (NHRSS 28(# A -

sasl_server_userdb_setpass_t

BB %« (XHARSSas ] -

#E-8 SASLLX{E

XXt

pEL 23

sasl/saslplug.h
sasl/sasl.h
sasl/saslutil.h

sasl/prop.h

T A F I 5 S

FE-o SASLIR[MEEG . —f&

IR O

]

SASL_BADMAC
SASL_BADVERS
SASL_BADPARAM
SASL_BADPROT
SASL_BUFOVER

SASL_CONTINUE

SRR ALK
HLEIRR A 2 [ AR L
TEBLI S BT
HIRAIPI BOH R IE
e X dik i

e v T A 5 7R
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FE9 SASLIRMEIEE. —f% (&)
R EAg RH
SASL_FAIL — e g
SASL_NOMECH ANSZEEHLH

SASL_NOMEM
SASL_NOTDONE
SASL_NOTINIT
SASL_OK

SASL_TRYAGAIN

WA R ToIRTERRIRIE

TEEERER, EE DG CH A RESE

SASL FER WAL
BREhEE R
WS Flan55 %A

2

FEe-10 SASLIREING . {UPRZ L

B A8
SASL_BADSERV R 55 g Jo AT B ik 2 9
SASL_INTERACT WEHP L

SASL_WRONGMECH

LA S K EhRE

Fe-11 SASLIRMIY . {XFRARSS &8

EE B

SASL_BADAUTH Ul '

SASL_BADVERS FRAS 5 fi R A I
SASL_DISABLED M B AE
SASL_ENCRYPT (o R AL AR R S
SASL_EXPIRED MFIEEEIH, FEEE
SASL_NOAUTHZ AN

SASL_NOUSER HAREI

SASL_NOVERIFY
SASL_TOOWEAK
SASL_TRANS

SASL_UNAVAIL

MPEE, ERAREES
TR TE . HLEASS

— U TSSO 11 4 BT S 3 P i SR A AL

ERERIE AR 55 4 A 7T
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FE-12 SASLIR[EfE— 4 1E

EH 8

SASL_NOCHANGE TR LA R E
SASL_NOUSERPASS AAVER PR 0%
SASL_PWLOCK S RECAUE
SASL_WEAKPASS XTRERIGME . O9/ERY
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(SRR

o JFRELAGRME X509 UEF . DARBATE & EEBURFHYH 35 - O 7Tl T
PR SEE BUF HLHE 2 BT TE2ERIESS « BRI & VR iTIE A 22 3R 4 RE

RIE -

FFEXEEBAHNE

25 EBURRREI DU &E s D (MR N EREME) o BT RS Frariit
B IR R AR R AT S L URE (4 H THEE o PR 75 2215] Oracle Corporation H1IF 1IE
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» FBEMEF @ — AVPRFEME A ETEER MK (BN 2 K2 2
FEE E R MXERIN) -

» FFEMFT R A IETEINE PR E N St SEE BT E L A
FIMBIX (LA -

AR AR IR AL CIRAET e, AR B E T & T E MR - @ ARk et
e (A11Psec) (EAIFRMEE . W LIIRMGTEMME - EXFPEOLT . Oracle Jy5Z R
{8 PRI TERR G FHER AL 1 PRI RIRIE S o W] DAEIE R HIE R (58 261 TUHIEY “HIHE
PEPLE S EZAES) THEIIXRME O . IOl BT NS B R RIS SO IR
HERMHE it - 155 I8 264 TUTHHY “FHFE H AR RIS S -

R PRRUEENREFITE

F P s s 2 N R P 958 =77 FF A B 7 B L Tz -

1. M Oracle Corporation JRHUIEP o AIGTERE &4 o 165 UL 261 T “[m {2t
R4

2. BEEARE —RC iR e 15 o IE L& T /etc/crypto/certs HRH -

3. 1% pkcsilconf FEARMNE] pkginfo SCHFRY CLASSES F4F B H o RAZIAS I LA TAT -
CLASS=none pkcsllconf

4. {E etc/crypto H R AIIE S A S pkes1l. conf o

F P bR i 0% A SR N pkes11. conf o SO E FRAIL & AURE
1% o pkcs1l.conf XFZI{H A DL Bk

filename

IR SR 1812 W /opt/1ib/$ISA/myProviderApp.so - 1&1T pkgadd B 2%
BESCAFR BB SR - BRI AP s15A Rk . RIETFE. s1SA BRI
FAREF 1Y 32 RIARANEY 64 RIARAS -

5. R EUR AT NSRRI RL ST

e pkcsllconf etc/crypto/pkcsllconf 0644 root sys

X AR iR L ERRITE

WRZGN R BB E =07 TR BT E R T’

1. M Oracle Corporation ZKHUIES o 2R)5 . (EPIRZEAF eIk & A EIRR 7 B354 - 1
2 JLEE 261 TUFRRY “[a#@ B2 rhias N 447

2. BEEAFE IR EE T o IEFNIZE T /etc/crypto/certs HEH .
3. f4 kefeonf RURHNE] pkginfo SUPFHI CLASSES F4F H rft o RIZISHNLL AT «

CLASS=none kcfconf
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4. 1E /etc/crypto H R H QIR A S kef . conf o IMESCPR I REEX PR RITE P 45
BN E X -

o QRPEHEE R EA AR AR, I DL 1R -
provider-name: supportedlist=mechl,mech2, ...
provider-name  WIZEKIFHRER YA FR
mech* B AR I HILARI A 3 B

LUT & A PSR R 81
des:supportedlist=CKM DES CBC,CKM DES ECB,CKM DES CFB

o QRPEHERMENLE] (WHEE ) BIE IR WXHZIE A TG
%

driver names=devicedriverl,devicedriver2, . ..
devicedriver*  MIZEIR WX SIKENFEF B IR -
DL T B2 1 & X B0 FE 7 3 -

driver names=dca

EigftERRmMER

AT T A AR EEE PRI T2 4, DLERR B ol DIEREZE N A - ATk
BANTENEE &S EIEMEE 7 et « fREE ATV T R 2 — . PKCS#11 % -
TTRERT ]2 AP RZ AR SR - DIk &3 0 1% S PR F

= fobe o 3 ~
v RiERHEEZEELES
. REENITAEFERFEIES . Al (EAs T2 Rgin—io. HiEkAR
GiE T DAL PRI H R .
1 {#H elfsign request #3% [0 Oracle ERIFIES -
WAn 2 TELE B R R R 2 A2 — P FABH
% elfsign request -k private-keyfile -r certificate-request

private-keyfile FEMREAM BN E - FfE. REEHAEX Solaris NI #AEZEZ:
FRHE N R E A . ME RN ERL RN BEASEE
Oracle TE B H KA R HE X -

certificate-request  ETHITEAVERAZ -
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DL 751 B 4 ey 5 8 U 1 5 R 52 45 Oracle :

% elfsign request \
-k /securecrypt/private/MyCompany.private.key \
-r /reqcrypt/MyCompany.certrequest

Enter Company Name / Stock Symbol or some other globally unique identifier.
This will be the prefix of the Certificate DN:MYCORP

The government of the United States of America restricts the export of
"open cryptographic interfaces", also known as "crypto-with-a-hole"

Due to this restriction, all providers for the Solaris cryptographic
framework must be signed, regardless of the country of origin.

The terms "retail” and "non-retail" refer to export classifications

for products manufactured in the USA. These terms define the portion of the
world where the product may be shipped. Roughly speaking, "retail" is
worldwide (minus certain excluded nations) and "non-retail" is domestic

only (plus some highly favored nations). If your provider is subject to

USA export control, then you must obtain an export approval (classification)
from the government of the USA before exporting your provider. It is
critical that you specify the obtained (or expected, when used during
development) classification to the following questions so that your provider
will be appropriately signed.

Do you have retail export approval for use without restrictions based
on the caller (for example, IPsec)? [Yes/No] N

If you have non-retail export approval for unrestricted use of your
provider by callers, are you also planning to receive retail approval
restricting which export sensitive callers (for example, IPsec) may
use your provider? [Y/N] Y

FAEAE THE X4 (B0 /etc/crypto/private/MyCompany . private. key X
fF) e IEBHRIEWE THEEN SRS (B /reqerypt/MyCompany . certrequest 3
ff) .

I RiEIR 345 Oracle »
FRUE P HE Ak B DL B BB solaris-crypto-req_ww@oracle.com

Oracle FFARFEIEH FE SR A BOES o SRJERAIE A RIA & £ 1B K -

1% I Oracle YT ZI BIE B 7FHETE /etc/crypto/certs BEXH -
NT e, NAZERAFNE S g g E BN E R -

?555 15151;*si2§

ek JRPE NI A E R EE R R E - AT (E R R 2R . RHEIR
ARGUE BB WO 4B W) e RIS E -

N
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ZZIEME . (FH elfsign sign S« Oracle MARIES WL T M Oracle BHIFIEH
BIFASH -

% elfsign sign -k private-keyfile -c Sun-certificate -e provider-object

-k HERTERIERHFIE (E&24 Oracle) FIFAFARI S -

-c Oracle fRIETIE A3 B 15 Bl & WO E 51 B% A%

-e TR AR « FTE Solaris JN#HEZR Fh {5 D PR AL Bl — R il S 1
HIEEAZ

LU 7R B B AN 2 2 fR it -

% elfsign sign \

-k /securecrypt/private/MyCompany.private.key \

-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object

THEE, 6 elfsign sign 2 H IS E M E IR - IR FTFEZN RIRZE SR
A MITERIF elfsign sign Z BTRNIZRF %A R G il 2 HANIE -

BIFRROEERMEE

Wi £R Oracle WA FIE BB LR RBERIIEE

{EH elfsign verify S WIER T O EBEEIRME
LL R il BABORAE AL T8 B % /etc/crypto/certs/MyCompany HUH AT Y BEIIE

% elfsign verify \
-e /path/to/MyProvider.so.1
elfsign: verification of /path/to/MyProvider.so.1l passed

DA R B BA Q0T R B A e R H b

% elfsign verify \

-c /path/to/MyCerts \

-e /path/to/MyProvider.so.1

elfsign: verification of /path/to/MyProvider.so.l passed

LR 7= 550 B 0T 50 {5 P SZ PR RO 1325 F R

% elfsign verify \

-e /path/to/MyRestrictedProvider.so.1

elfsign: verification of /path/to/MyRestrictedProvider.so.1l passed, \
but restricted.
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v SN FEEH OEREEX G

TEE R EE P RN SZFR 0 [ br 8 $2 Bt [A] — 2t 2t et FE3EsE A - aTLAEH
X R % P A o FRRHIE B AR S B R A - A TR IEE R A ZE T A
RGP AREL R P . ] LA BRI ELEE /21 5 TPsec — [RIH A BU R RABE SCHF - 3
ESENZ S TR EE AL TR E S o 0E SRR i B A E e B X RE 7 AR5
4 .esa Ak, Yl /kernel/drv/vca.esa s

o XEiIR{E . (FH elfsignsign A5« Oracle MAZRIIEE . UK TF M Oracle BHIFIEH

HIFASA -

% elfsign sign -a -k private-keyfile -c Sun-certificate -e provider-object

-a

-C

-e

AR B E R ELF 54 W0E (esa) UM o SN TR E T EZAET &
HH AN B AR . ] DUBH P IR -« e PR 55 A 2R
MR (A1 1Psec) - A LLIRAGFEAME - (g mmifiis DAni 2 (6 A
SZPRBIEF2EE 1 fEftE —dEHsC

HERTAEBIERHIE (E %14 Oracle Corporation) IFAEAIKSC
-

Oracle fRFEE 15 F 17 AT 4 HITIE RIS AL o

RIFAFRFE Y  FHE Solaris JNZEAE I HH {5 R B (4 3 0 — 2B RIS A
IR 1S -

LU R BIRA A a0 25 2 fR 2

% elfsign sign \
-a \

-k /securecrypt/private/MyCompany.private.key \
-c /etc/crypto/certs/MyCompany
-e /path/to/provider.object
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Access Control
List ( ACL » i [aiE%151
*)

authentication ( 3&iF )

authorization ( i )

client ( ZFHL )

confidentiality ( R
)

consumer ( 1%%% )

context-level token ( £

TXRANNLHE )
context ( E T3 )

at

credential cache ( EIEE

RETF)
credential ( EiF )

datareplay ( $IEEAL )

data type ( HHEZE )
delegation ( &¥t )

WS BRI IR E AR S @5 AR SSas s 2 U %6 51 FRBHE S
PHLE S AR RS - BER, WHREHE ACLEIRYF. W2 FEYE GSS-APIATEIIERY
EWEHARS -

F TR A= R B ) 2 2RSS -

T LU R S RE - EAR S AT DUERIARSS « SV U5 RIMREE X 5 DL K AL vF B
BN GRIITHIVI A .

PR EE RARICRA P M2 AR SSHIUERE . BIA0EF rlogin BRI FHRRE - 7ERELETE i
T MRS EA SR AR AR SSay SRS IR P L - AEIEAM . @4EfEA RS E
he

T EHE AT IR 2 2RSS - REEE G BIEMEIERS - a2
authentication (ZHIF) - integrity (FE4EME) ~ service (IR35) -

FEF RGN AT - 3 SR ARER -

H2 UL token (Sh%)

PR R R 2 [RIE AR - (P DX R 2 BRI 7 E P2/, BT
P al LR BN SR B B2 AT A AR A, I HoaT DOW &0k B B R SCRIERITH R
BHTEER R - IR BRSO AR EI0E. WS S8R 8 Al AE B PR R S
R FEE AT LU e E R B S T A 2

& fEE LA R FAERI R =S /) a2 X)) -
AT PRREAFER S BIERA . RIEA THEE EAR U R ERET SH . FEiks
2 EHLHIERL, -

THEWAH — RIS L THRE] . ¥F %2 eVUHE SR BORE RN . MAERS BT
SURFESKRE BN (LR .

e EHHEB TR A, I8 int < string~ gss_name t 598 # gss 0ID set £5H4 .

RER 2 ARG, B GEFZ LT ORSE) " POEIE R IR X 5
b GERGE BTz ) KPP LR B . 5525 ol DUE R T RFTAY FEEk
REBROERZ IR, BERE B RELEER rlogin 83815 —a TR ATRE
2 BRSO -

265



exportedname ( SHZFR )

exported name ( SH &

)

flavor ( F3X )

GSS-API

host ( E#1)
integrity ( STEM% )

mechanism name,

MN ( #LEIEFR )
mechanism ( #%] )

message integrity code,
MIC (HE MR
)

message-level token ( iH

Bk )

message ( /HE )

MIC
MN

mutual

authentication ( 18 E 1%
iE )

name type (BFRER)

Bt gss_export name() M\ GSS-API NER A FRE& 2 E L 7 GSS-API 5 H A A& L
HFR o TT LU mememp () ¥ 5 H A PR 5 ABEEAE GSS-APLF T H A% 2N AR TEE B - HiE
% Il mechanism name, MN (FLEIZFK) Fl name (ZR) -

PLHT. REFRMBEIEARESRAIAE. #HTRREIERER (0
AUTH_UNIX~ AUTH_DES fll AUTH_KERB) /73 . RPCSEC_GSS thig—FffZz 275
X BAEERT Bk 2 SNSRI TE R MR R 2 IR 5 -

i 2 AR S5 I AR 2 11 o BOR S5 R AL e 2 R S5 TR (IS PRI M 492 - GSS-APT Al fi
P ERNE - SERERIRE ARSI A VER RS P 2 25 RS i R T
T 5155 Il authentication ($1IF) - confidentiality ({R% %) Hlintegrity (5EHEEME) -

T R U R TS -

—M RS, BT AT TRAERE 2SN, AT bRIC R T AR R
BRI - 5185 L authentication (¥1IE) - confidentiality ({R%14:) HI message
integrity code, MIC (VHEFEHIENTS) -

GSS-API PIEBIS XA PRIV IR SEG] o H L GSS-APT NER A& X PRl LU & 2RI 2 A4
SEB AL R I EERALATR o B, MLHIZ PR TR RIPLHEME—RY - HLH
Prig it gss_canonicalize name() G

TR MBS A LLSE PRS0 IE SR A VRO EL - Kerberos v5 Fll Diffie-Hellman 23 §E[12
i N

B N E A 2 2 BRI b, F TR BRI A2 - SRS 24 i S —1
MIC. FF1Z MIC 5 2 401600 MIC AT ERES » WIERIEM A MIC #H5E . MR EH

B FEEMIC (WNHPLLIEN gss get mic() ZERRRI MIC) X TR AR AT UL, A
MIC (WIHRLE T gss wrap() X gss_init sec_context () A& MIC) WX TR HFRF A
L.

52 M token (ZF%H)

K gss buffer t WEMEAVEIE. %R MIEET GSS-APIHIRLFIFE R 4 6 B 2 R I
J¥ o FIEENERE frp lRSSEI "Ls" (R —MHERH -

THE AL S A AT (R - 141, gss_wrap() ATTRHUCR AR B LR E A
BB RIIHE - 2 WA 0H B R ARG H S AT Y MIC . GSS-APTATABRAYA
EREHENEER 1T HZ W token (L) -

5% L message integrity code, MIC (JH R 58 MEIS) -
752 Il mechanism name, MN (FLHI 4 FR) o

YT ETZE, BT SUSEh R A b SRS SE L Sy - EREEAUT . JEED
a1 BE 2 TR RIS LI THE - WIPRESZ G P TILERIE . T DLS shds i as it
TTHEELSIE -

THE T AR ER R . BB gss_omp KIUTFME, FHTHEE AR AN . #
U, user@machine A FRAHUT] LLZ GSS_C_NT_HOSTBASED SERVICE - H1E% Il exported
name (S HEFR) -~ mechanism name, MN (HLHEIZFK) Flname (ZFR) -

266 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A



service ( R )

name ( &R )

opaque ( NiERR )

out-of-sequence
detection ( R FH )

per-message token (=
HELH )

principal (EfK)

privacy (REM)
provider (1Bt )

Quality of Protection,
QOP ( RiFFE )

replay detection ( B
& )

security flavor ( ®&7F
)

security mechanism ( &

2HLE )

security service ( K2R
%)

server ( fR%%88 )

service ( RS )

FERBIEFR. Ul useremachine - GSS-API R A FRIEL gss name t &5HE T, 14451
TR AT EAERR . B1ES U exported name (FHHAFR) ~ mechanism name,
MN (HL#I#EFR) ~ nametype (ZFRFEEA) Fl principal (F1k) -

8L+ —BER . EAB ks s i T I R ECR FT UL - Bl

Ul gss_init_sec_context() HY input_token ZHUN TN AFREIFBAEHIY, (HEXT
GSS-API NI REE - [AIFE. gss wrap() BY input_message Z B0 T GSS-API 2 A EH
1. @A T TR N R 2B

VF 2 22 2 LIS o] DU S FP T SR & RAZ IR P F2 A - L b ST
T RIE SRR (R ATH) -

52 M token (& F4)

2 5 W @(E 3t H R AME— R PRIE L P SR SS 8 M g5 5l . BT GSS-APT Y55
W RERZ AN E . EERARKREILE -

user

user@machine

nfs@machine

123.45.678.9

ftp://ftp.company.com

5162 W name (4FK) Flnametype (ZFRFEA) o
152 L confidentiality (fR&514) -
T S AR SSHIR R s R A -

T 5 e B 55 R B R S5 45 G E RN FEI S 8. IR 5 52 BIEIRSS 4 &
. W QOP &#5E M T4 Bl 5 78 8 1 U5 (message integrity code, MIC) 5L - 4121
SREEMRSSEE A M. W QOP 2485 M X MIC FlvH B HE TN a i i

V% e WLHIAE AT UG E B IRE S (IR R IEE - WJERE S BN USRI S
EAGEM (RATH) -

2 M flavor (5520) -

1H2 Ul mechanism (HLI) -
52 M service (BR%S) -

HTmgg 5 AL BRI £ R - filan. QR rlogin B R EITHEML
boston.eng.acme.com: WHZIFEHLELEFRE rlogin ARSSHIARSS % -

1. (FRIMLEARS ) FEULE ML P HLAI TR, B 2 G RS et . Flan. a1
A rlogin B R ETTH M boston.eng.acme. coms MNIZITHEHLENEFR ML rlogin ARESHIARSS
Y

267



token ( £h# )

token ( £f% )

268

2. RERS W LUZ FE B SS S R E AR SS . 1R BEBREIE 2 SN BRI S50 - 55155 UL
authentication ($71F) - integrity (7E%14%) Ml confidentiality (fR%EME) -

KM GSS-APIgss buffer t Z5FIIERAVEHE T - & WEId GSS-APT BIEUAERL. FI T4 145
X SR R

SHEGLUT R . ETRXRAINNESHE. B5HTELSEEZE E T UER - #
Ul gss_init_sec context() Al FF LT SURBIEAI IR - BARiH R AER < ATk
{1 4% PR 55 1T 75 LA e T 0 A ST HRAR 2 3 4 i 1 1 T SRl B & i

HESH CORNBHESHMITERRANNCHE) - H5 GSS-APT e BiRYE & 14 B0t 4 R
FIREFPHIE S AT A IS B - B gss_get_mic() —UJ?E.%EI’M% BA R — MR
i #4%E1ﬁﬁ%§ﬂ5iﬁiﬁ?ﬁ%ﬁ%ﬂﬁ%‘ﬁjﬁ%&?%é\#i'?»tlﬂ o WA BRI, SRS HER
AR XA ST LR gss_wrap () ZEBRIIE output_message T ANIE output_token -

55162 U message (1HE.) -

Oracle Solaris FZ&E &£ EHER - 2011 &E8 A



#=5l

A
ACL, 155 WL i (M2 511 2%
APDU, SCE, 172
authid
auxprop faiff, 137
SASL, 118
authzid, auxprop fdiff, 137
auxprop fdiff, 137

C
C CloseSession() FRL
BEHL 19 AR, 166
THEZA R, 160
C_CloseSession () FREL, i £H B, 153
C Decrypt() K%L, 156
C DecryptInit() K%L, 156
C_EncryptFinal() KA, 156
C_EncryptInit() KA, 156
C EncryptUpdate() K%L, 156
C Finalize() EK%X
THEZZ T, 160
WMEHE R, 153
C_GenerateKeyPair() KA, 160
C_GenerateRandom() K%V, 166
C GetAttributeValue() K%V, 160
C_GetInfo() K%K, 147,153
C_GetMechanismList () K%K, 150
C GetSlotList() FR%Y, 148
WAL T A l, 166
HEZZ TP, 160

C Initialize() FR%KL, 147
C_OpenSession() K%Y, 149
BEALF 19 4 on i, 166
C_SignInit() K%L, 160
C_Verify() K%}, 160
C VerifyInit() FK%L, 160
client_establish context() K%Y, GSS-API %% F L
i, 91
connect to server() FREL
GSS-API & L ill, 90,93
createMech0id () KL, 230
crypto THIZ & INEIFEF, 142
cryptoadm SEFHFEF, 142
cryptoadm [HIZ & IENFESF, 142
cryptoki &, A, 145

E

elfsign i
Oracle Solaris I ZHESE, 142
request f i<, 261
sign FAT <Y, 263,264
verify 7%, 263

3
_fini() BR%YL, Oracle Solaris MIZEHEZR, 144

269



=3l

G
GetMechanismInfo() %L, 160
GetRandSlot () FREL, 166
GetTokenInfo() KA, 166
gss accept sec context() PEEY, 70,205
GSS-API IR g5 a7, 113
gss_acquire cred() K%Y, 68,205
GSS-API k55, 104
gss_add cred() K%L, 68,205
gss_add_oid set member() K%L, 206
GSS-API
createMechOid () BKEY, 230
gss-client 7~ ffl
KIXFHE, 96
BB, 99
ETX, 95
B SCMIER, 100
gss-server /< ffl
HEZH, 114
FEFHE, 113
gss str to oid() FREL, 228-229
Kerberos v5 RS, 216
mech X, 227-228
MIC, 77
OID, 62-64
QOP, 53,228
Solaris OS FHEUFAI 2, 21
1% OID {HHY L, 227-228
HEXE, 67
R EEHERE R, 215
&M, 77
ELECZFR, 58-62
PR, 216
S B3, 75,215
1 55 25 N FE A1
TS, 187
e L ERVIIE R
JRCHS, 197
93 OID, 229-230
PREL, 205-207
[ml 58 K/NR I, 216
REUFEIE, 104
e, 77,79
RN 26 J [F)7, 81

270 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A

GSS-API ( £F)

11¢H, 51-55
HEREA SR, 215
& N HIFEFF, 66-85
AR, 214
A fErE M, 52-53
& LN A FE FRE]
JRARES, 177
44, 65-66
HEREE], 66
HIHE, 65
RGN, 65
ZFRER 63-64,212-213
EAAER, 214
FEZIIE, 73
FiF, 67-68
FHH, 215
HAth RS, 72
ETFX
FIHH, 215
BBl 109-113
R L, 85
RS RE, 92
B iEEdE, 215
B E T, 115
BPEAY, 55-64,211-214
B KL, 207
EEYE, 73-74,213
BEZ, 51
YNERS %, 55
SEREE, 77
RS, 210
PR, 54
FHEIAE, 72
HEMLE, 83
FEBIAR 5% a3 N HFE P
Wi, 101
B LN R
1A, 87
— IR, 66-67
EHSYE, 55
g R A, 53
YRR, 215
{87 OID, 227



#=3l

GSS-API (%)

fRE AR AL, 230-231

FH ) GSS-APL S, 92

R, 64-65,207-211

REHE, 211
gss_buffer_desc?;j:f*@, 55
gss_buffer desc 451, 211
gss_buffer_ t f8%t, 56
GSS C ACCEPT EIE, 67
GSS C BOTH X 1E, 67
GSS C INITIATE i, 67
GSS_CALLING ERROR 7%, 64,211
gss_canonicalize name() PR, 57,206
gss channel bindings structure &54, 212
gss_channel_bindings_t {#E35HY, 73
gss-client 7~ ffl

RFE LR 95

KIEHR, 96

HE R, 95

RELE T SOIRE, 95

B, 99

B SOMER, 100
gss-client FEFIR FHFE Y, 87
gss_compare_name () K&K, 59,61,206
gss_context time() K%K, 206
gss create empty oid set() PKEV, 206
gss_delete oid() K%K, 207
gss_delete sec context() BR%L, 85

BT 3, 215
gss_delete sec context()BE%Z, 205
gss display name() K%L, 57,206
gss display status() PR, 206,210
gss_duplicate name() FK%L, 206
gss_export context() PRI, 66
gss_export name() KL, 206
gss_export _sec_context() BR%L, 74,206
gss_get mic() BR¥L, 77,78,206

GSS-API 55 & pl, 114

U gss_wrap () EKIEL, 77
gss_import_name() EK%EL, 56,206

GSS-API iz 57 fil, 105

GSS-API & LRI, 92
gss_import sec context() BEK%EL, 75,206
gss_indicate mechs() FE%L, 206

gss_init_sec_context() K&, 69,72,205
GSS-API % LR, 92
M TEARAE, 73
M TAHERAE, 72
gss_inquire context() K%L, 206
gss_inquire_context K%Y, 77
gss_inquire cred by mech() &%}, 205
gss_inquire cred() K%L, 205
gss_inquire mechs for name() FE%Y, 206
gss_inquire names_for mech() K%Y, 206
gss_0ID desc g1, 211
gss OID set desc &5, 63
gss_0ID set descZ5#4, 212
gss 0ID set $5%f, 63
gss_oid to_str() K%L, 207
gss_0ID f5%t, 63
gss_process context token() FR%Z, 205
gss release buffer() FK%Y, 85,206
gss_release cred() K%Y, 85,205
GSS-API 5 & fl, 115
gss_release name() K%Y, 85,206
B, 215
gss_release oid set() EE%Y, 85,206
gss_release oid() ¥
GSS-API flR55 4%, 105
GSS-API & LR fl, 89
GSS_ROUTINE ERROR 7%, 64,211
gss_seal() K%L, 207
gss-server il
HEZEH, 114
FEITHE, 113
gss-server FEFIN FHFEF, 101
gss_sign() K%Y, 207
gss_str_to_oid() K&K, 207,228-229
GSS_SUPPLEMENTARY INFO %%, 64,211
gss_test oid set member() K%Y, 206
gss_unseal() K&, 207
gss_unwrap() EKEL, 206
GSS-API iz 5 dsnfil, 113
gss verify mic() EE%L, 206
gss_verify() g, 207
gss wrap size limit() E&EL, 79,206
gss_wrap() K%L, 77,79,206
BEHE, 79

271



=3l

gss_wrap() FREL (4E)
Lb#¢ gss get mic() PEEY, 77
gssapi.h 3 fF, 67

|
IFD b HEFE 7

SCE{KREEM, 171

TR RE R 2wt T &, 174
IFDHCloseChannel () K%, 175
IFDHCreateChannelByName () %L, 174
IFDHGetCapabilities () K%L, 175
IFDHICCPresence() K%}, 175
IFDHPowerICC() BKEL, 175
IFDHSetProtocolParameters () BKEY, 175
IFDHTransmitToICC() K%L, 175
inetd,T’fgss-client() TR E, 107
IPC L, 26

J
Java API, 20

K
Kerberos v5, GSS-API, 53

L
libpam, 37
libpkcs1l.so J#, Solaris MIZEHESE, 142
libsasl

vIafL, 122

i/ API, 119
libsaslJ#, 117

M
mech U, 227-228
memcmp KEL, 61

272 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A

MIC

GSS-API
FRICHE, 78
H B L EFIA, 83

EENX, 77

MN, i 5 JLALHI 4 K

o

OID

GSS-API, 62-64
i, 229-230

£4, 63

fRER I, 63
R EAEAE N, 63
6%, 63,227

Oracle Solaris JI 25 HE 22

P

crypto NI & INEHFEIF, 142
cryptoadm SEFHFEF, 142
cryptoadm (HIZ #IKENFE T, 142
cryptoki %, 145
elfsign SEHFEF, 142
libpkcsll.so, 142
pkcs1ll kernel.so, 142
pkcsll softtoken.so, 142
W B ds, 142
s, 142
nlfdfEAEE L, 142
FREREIIEE, 142
INZgmfEEE L, 142
ISR

Cfini() BRELAVRIERALEE, 144

WIZR A E, 143

P gdept, 143
AN

XFRINE, 155

BT A K, 166

TH B2 4 FEAE, 159

HEMZE, 152

PAM, 35



#=3l

PAM ( %)
PAM ffFIE EOK, 37
Solaris OS UM 4, 21
5 XEREL, 42
AR5, 36
MR St Bl 47
M5 1Rt 25K, 46
JE, 37
2 35
Wi B S
18, 38
(& N ARl 38
i, 37
FHEd e, 37
pam. conf X F, 1S WPAM & S
pam_end () K%K, 37
pam_getenvlist() PRIEL, 42
pam open session() K&, 42
pam set item() R, 38
pam setcred() FEEL, 39
pam start() KEL, 37
parse oid() K%L, 230-231
GSS-API & L, 89
PKCS #11
C GetInfo() FRAL, 147
C_GetMechanismList () K%K, 150
C_GetSlotList() FREL, 148
C_GetTokenInfo() K%L, 148
C Initialize() FR%L, 147
C OpenSession() K%Y, 149
pkcsllisofttoken.so1‘§<ﬂ%, 145
SUNW C_GetMechSession()EEI%L, 152
KEIIZR, 146
pkcs1l kernel.so [, Oracle Solaris NI ZHEZE, 142
pkcsll softtoken.so [, Oracle Solaris JII ZHE
24, 142
PRIV FILE LINK ANY, 25
PRIV OFF &, 27
PRIV_ON FR&E, 27
PRIV_PROC_EXEC, 25
PRIV_PROC_FORK, 26
PRIV_PROC_INFO, 26
PRIV_PROC SESSION, 26
priv_set t %5, 26

PRIV SET fTi&, 27
priv_str to set() %Y, synopsis, 28
priv t AL 26

Q

QOP, 53
OID Hf7 i, 62
AR NFEAE, 79
fE%E, 63,227-228

qop {1, 228

R
RPCSEC_GSS, 53

S
SASL

authid, 118

auxprop f@iff, 137

libsasl1API, 119

libsasl #JUEfY, 122

Solaris OS FHAYFA {4, 21

SPI, 133

SSE, 119

userid, 118

R, 129

FRUELL, 136

SR, 253

ffFt, 137
MRk S5 e tdift, 135
MER, 133
gEr, 134
P, 134

M55 es REGIR FHREF, 241

MR, 117

FREL, 253

R
SASL CB_AUTHNAME, 120
SASL CB_CANON USER, 121
SASL_CB_ECHOPROMPT, 120

273



=3l

SASL, [E1E (&)
SASL CB GETCONF, 120
SASL CB_GETOPT, 120
SASL CB GETPATH, 120
SASL_CB_GETREALM, 120
SASL CB_LANGUAGE, 120
SASL CB LOG, 120
SASL_CB_NOECHOPROMPT, 120
SASL_CB_PASS, 120
SASL_CB_PROXY POLICY, 120
SASL CB SERVER USERDB CHECKPASS, 121
SASL CB_SERVER USERDB SETPASS, 121
SASL_CB_USER, 120
SASL CB VERIFYFILE, 120

2iEWIARIL, 123

ML, 118
HPHREGIR AR, 233
JZE, 117

EE LT 121

X SSE, 123

A A, 121

B2, 129

FEIEIR, 129

RAREER, 118

TEEEE, 129

BIE, 125

FEBIREL, 249

FEGilb 1, 129
sasl canonuser plug nit() K%L, 136
SASL_CB_ AUTHNAME [Ei, 120
SASL_CB_CANON_USER [H[1, 121
SASL_CB_ECHOPROMPT [HI1, 120
SASL_CB GETCONF [A]if], 120
SASL CB GETOPT [H1fd, 120
SASL CB GETPATH [A]if], 120
SASL CB GETREALM [HI1, 120
SASL CB_LANGUAGE [A11d, 120
SASL_CB LOG [H[1E, 120
SASL_CB_NOECHOPROMPT [E]1E, 120
SASL CB_PASS [H[, 120
SASL_CB_PROXY POLICY [H]if, 120
SASL CB SERVER USERDB CHECKPASS [A]if, 121
SASL CB SERVER USERDB SETPASS [A]1d, 121
SASL CB USER [AI1f], 120

274 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A

SASL_CB VERIFYFILE [Ai, 120
sasl client add plugin() FREL, 133
sasl client init() PREL, 122,133
sasl client new() BRI%Y, SASL A:an il HH, 123
sasl_client start() K%L, SASL A:dnJ&HH, 125
SASL_CONTINUE F7ii, 125
sasl _decode() K%Y, 129
sasl dispose() FR&L, 129
sasl _done() BKI%X, 129
sasl_encode() BKEL, 129
sasl getprop() AL, f 7 SSE 129
SASL_INTERACT FRid, 125
SASL_OK #7&, 125
sasl server add plugin() FE%L, 133
sasl server init() BREN, 122,133
sasl _server new() FE%Y, SASLE I HA, 123
sasl server start() FRL, SASL AEmi A, 125
SCF

WER, 171

H R, 174

NG, 172

EIRREL, 173

B2, 172

KRR, 172

a5, 172

BmA R, 172

YL KA, 173
SCF Card close() FREL, 174
SCF_Card_exchangeAPDU() BR%Z, 174
SCF Card getInfo() K%k, 174
SCF_Card lock() K%L, 174
SCF_Card reset() PREL, 174
SCF_Card_unlock() FR%L, 174
SCF_Card waitForCardRemoved () X PREL, 174
SCF_Session close() K%L, 173
SCF Session freeInfo() K%Y, 173
SCF_Session getInfo() K%Y, 173
SCF Session getSession() PREN, 173
SCF Session getTerminal() BE¥Y, 173
SCF_strerror() K%Y, 174
SCF Terminal addEventListener() FE%Y, 173
SCF Terminal close() K%L, 173
SCF Terminal freeInfo() [ ¥, 173
SCF Terminal getCard() FR%Y, 174



#=3l

SCF_Terminal getInfo() K%Y, 173
SCF_Terminal removeEventListener() K%Y, 173
SCF_Terminal updateEventListener() K%Y, 173
SCF Terminal waitForCardAbsent() FR%Z, 173
SCF Terminal waitForCardPresent() K%Y, 173
SEAM, GSS-API, 53
send_token () BRI, GSS-API & FHLTfl, 94
server acquire creds() K%Y, GSS-API 55T~

i, 104
server establish context () FK%Y, GSS-API x5 4%

A, 109
setppriv() KA, synopsis, 28
shell ¥ SC7 41, FIRFAY, 32
sign server() R

GSS-API iz 557 fl, 107

GSS-API % L, 102
Solaris I ZHEZE

Solaris OS FHIU A 1, 20

XN FHRERFAT AL, 259

7red, 139

B EK

P REME, 143

{RARZER, 140
Solaris 1MV F3IEML (Solaris Enterprise

Authentication Mechanism, SEAM), i§2 ISEAM
Solaris #fig FHEZE, 155 IWLSCF
SPI

Oracle Solaris flI 2 HEZH

MP%, 142

SSF

WHE, 123,125

EEX, 119
SUNW_C_GetMechSession() BRIEL

XFRINE R, 155

TEHE R, 152
SUNW_C_GetMechSession()PR¥Y, 152

T
test import export context() PEEN, GSS-API Hiz5%
aonfl, 114-115

V)
userid, SASL, 118

X
X.509 1EF, 259

=

k=

ARG, RN R P P R, 32
Z2) =, 266

Z ML, 155 I GSS-API

G RER T, 1ES ILSSF

e ETESR LT

12
FIAENY I, GSS-API, 79

&
PR, GSS-API, 77
RiF i, 55 1Qop
REEE

GSS-API, 53,77

bR
FRUELL, SASL, 136

¥
AR, Solaris JIZEHEZR, 139
ECias

SASL, 133

Solaris I Z5HEZE, 139

275



=3l

t
P, I =i, 259

/N
PR 7SS, GSS-APIL, 64

b
E1% Y, GSS-APL, 208

=5
~5

Bt GSS-API | 3L, 74-75
B A GSS-API |3, 74-75

Xt
X PR N
Oracle Solaris N ZHEZE
il 155
XTDDT“HT“H?EV?T ®, 259
X RIRAST, 15 IOID
iR

JRZ a5, GSS-API, 64-65

73
R EBR LT

%]

Vi lRIEEHIB1#, F T GSS-API, 58

276 Oracle Solaris FF 4 & L& 1415/ -

3k
AR INE T, %, 260

AR

MR 552ttt SASL 135
MRS5S HEE 2 0, 1S I SPI
LT

BB, 158 Wauxprop it

EwIE'*l

;AZ
HS IR KR PR
GSS—API, 205-207

MM

GSS-API
GSS CALLING ERROR, 64
GSS_ROUTINE ERROR, 64

GSS SUPPLEMENTARY_ INFO, 64

[=]
[ 3]
SASL, 119

SASL CB_AUTHNAME, 120
SASL _CB_CANON USER, 121
SASL CB_ECHOPROMPT, 120
SASL CB_GETCONF, 120
SASL_CB_GETOPT, 120
SASL CB_GETPATH, 120
SASL_CB_GETREALM, 120
SASL CB_LANGUAGE, 120
SASL_CB_LOG, 120

SASL_CB_NOECHOPROMPT, 120



#=3l

[, SASL ( %)
SASL_CB_PASS, 120
SASL CB PROXY POLICY, 120
SASL CB SERVER USERDB CHECKPASS, 121
SASL_CB_SERVER_USERDB SETPASS, 121
SASL CB USER, 120
SASL CB VERIFYFILE, 120

A
=

SIEX G

SCE, 172

Solaris I #HEZE, 140
ZIHEHE, PAM R F5H5EEE, 36

—

IR
KW ETXEE, 77

#
L
GSS-API, 53
SASL, 118
Solaris HI#HEZE, 139
Ay e, 229
EE X, 20
JEE GSS-API, 63
PLHEIZ PR (Mechanism Name, MN), 57

i
s

GSS-API, 77

fiF gss wrap() HEEHEE, 79
jJ[ITZItuu,HjDPé 259

EHEZE, 152 I Solaris M B HE SR

7][1)7]’%1,\%, Oracle Solaris I ZHELE, 142
IERLHLAT (MIC), 78

&
TRl PRI IE RN 22 2 )2, 1B S ILSASL

i
HEFRE ] £ h%, GSS-API, 66
R 26

IS

=1l
AR B IR R, 155 T PAM
A4 N2 [, Oracle Solaris MZEHESE, 142
AR ARG, EE XL, 24

=

H P LI
SASL, 134,137

F

B F T, SASL, 121

B

ER}

P im, HE, 260

G
=

k
GSS-API, 65-66

HEFEE], 66

HHE, 65

S, 65
Solaris I ZHEZE, 139
[X 4> GSS-API %Y, 65
L AKF R, Solaris IZEHESE, 140

277



MBS M GSS-APIL, 65

Iy

2
GSS-API, 56-57
GSS-API Y 63-64
TE GSS-API 1L EZ, 58-62
ZFRFEA GSS-API, 212-213

E
[E 2 IE, 73

=
FE
GSS-API, 67-68,215
IREY, 104
GSS-APL R4, 68
FHEAT, 265
FE, 72

+
X5, SCE, 172

=

KLY
(RIS
GSS-API
gss-client /~ffl, 99
BEYM, 261

R

B FEIE, GSS-API, 68

278 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A

7Y
R4 B Solaris I HEZE, 139

t
EFX
GSS-API
gss-client Al 100
S, 75
SAMSH, 74-75,114-115
KEFEEER, 77

N7, 68-77
LR, 92

%5, 70-72
BBl 109-113
e, 52

HAth MRS, 72
g, 85

Béhl, 115

TE GSS-API H1JH3f, 68-70
F NSRS R, GSS-API, 65

15:4
WK
Oracle Solaris JJ1 25 HE 22
NIZIE I, 143
M P gRtE, 143
Solaris I ZHESE
R P A #, 143

%
527 (A8, GSS-API, 81

fHHE
Solaris JIZEHESE, 139
EE X, 20



#=3l

7N
il
GSS-API k55 e v HFE 7
WA, 101
JRARES, 187
GSS-APL % FHILN FF2 7
1B, 87
JRACES, 177
Oracle Solaris N ZAEZE
XPRINE, 155
FERLFE AR, 166
HEZ L HBAE, 159
HERME, 152
PAM Xf 15 KEY, 42
PAM IR 5 HR 1L, 47
PAM fEHE N T, 38
SASL iS5 as N R 7, 241
SASL % FHLN 7, 233
& Fh GSS-API %
JRARES, 197
ZFh SASL %Y, 249
AL, 33
R, 29

2
1Y
KAERA, 33
EE X, 23
R R F & PR, 33

#
BRI, GSS-APIL, 77
¥R N2, GSS-API, 79
G i)
GSS-API, 55-64,211-214
HZFR, 56-57
AL 55
FRFE, 55-56
R, 26-27
REER, 265

5
I 7 171581, GSS-API, 81

b
Rl ML =259 AR B
Oracle Solaris [ 2 HE 22
i, 166
¥
T

priv_str to set() FR%L, 28
setppriv() K%L, 28
FRITERE A PR, 29
HRITE R VR R, 29
PEIRE, 27
KISR0, 29
srhe, 24
Wk, 24
O, 27
EH, 19
F5l, 25
IPC, 26
R, 26
R4, 26
ARG VIPC, 26
BERA, 26-27
Fr R B3, 26
R ID £ R, 26
EE X, 23
KRR A PR, 32
S5 AP R, 25
RS, BB X, 24
RN AR 7, EE L, 23
Rt FHFE P45, 32

b

FEpLE
Solaris JIZHEZE, 139, 142
XN R 4T 6, 260

279



=3l

PRt (%)
XA PN R T, 260
EEX, 20

fiﬂi

TEIEE
GSS-API, 73-74,213

T L2 PREN FH4FEEE [ (General Security
Standard Appllcatlon Programming Interface,
GSS-API), i§E ILGSS-API

s

S

L, GSS-APL, 67

o di

i g
GSS-API, 53,77

FHE, FIAE, 72

%
A4 VIPCHAY, 26
RERY, 26

iz
FHE BIE, GSS-API, 72

280 Oracle Solaris FF A &L & ME$5m/ - 2011 E8 A

iH
HE
HES I
GSS-API, 65
Ki%, 96
x4, 114
J 7 (Rl 81
T, 113
1E14HfIA, 83
fiFH gss_wrap() M,
{#fiF MIC ;&ﬁma, 78
TE GSS-API 1%, 79
HE% 4, GSS-APIL, 114
HEZ L, OracleSolaris HNEEHEZE, 159

HE ”73*3% S, iIES& IMIC
HE B
Oracle Solaris fJl 25 HE 22
i, 159

HEEEL Oracle Solaris NZEHEZE, 152

Lo
BAIF
GSS-API, 53
EH#, 73
ME, 72
PAM R Z5HEER, 36
PAM I HE, 37
SASL, 125
H2, 266

=]
GIRFES, EE X, 25
HRRNE S, EE X, 25

B
BEEY0%E, GSS-API, 55



#=3l

JC
THi I8, Solaris MIZEHEZE, 139

=l

(S

PR FEUEF, GSS-API, 53

&

b
VPRI &, EE X, 24

i

i £ )2, Oracle Solaris I HEZE, 152

13
Tk P, PAM R SSHEER, 36

fi1
T &4 R, SCE, 172

¥
R, GSS-API, 55

HE

HEF
IR AREF, 259
[4] Oracle H1%, 261

it
FE7E GSS-API HHAUAILHI, 227-228
$§5F OID, 227

F87F QOP, 227-228

=

FIHEFR, Solaris OS HEY A 1, 21
HHE RIEL, IS ISCF

BHe K2, e, 175

RS

X

Y x4, SCE, 172

*
1K, GSS-API, 56
FIREE
GSS-API, 64
Ywfid, 207
1B, 208
1%
PR
GSS-API, 64-65,207-211
K, 64
=+, 64
=
FIF R GSS-API, 55-56

281



282



	Oracle® Solaris 开发者安全性指南
	前言
	目标读者
	阅读本书之前
	本书的结构
	相关文档
	获取 Oracle 技术支持
	印刷约定
	命令中的 shell 提示符示例

	面向开发者的 Oracle Solaris 安全（概述）
	面向开发者的 Oracle Solaris 安全功能概述
	系统安全
	网络安全体系结构

	开发特权应用程序
	特权应用程序
	关于特权
	管理员如何指定特权
	如何实施特权
	允许特权集合
	可继承特权集合
	有限特权集合
	有效特权集合

	超级用户与特权模型之间的兼容性
	特权类别

	使用特权进行编程
	特权数据类型
	特权接口
	setppriv()：用于设置特权
	用于映射特权的 priv_str_to_set()

	特权编码示例
	包围在超级用户模型中的特权
	包围在最小特权模型中的特权


	特权应用程序开发指南
	关于授权

	编写 PAM 应用程序和服务
	PAM 框架介绍
	PAM 服务模块
	PAM 库
	PAM 验证过程
	PAM 使用者的要求

	PAM 配置
	编写使用 PAM 服务的应用程序
	简单 PAM 使用者示例
	其他有用的 PAM 函数

	编写对话函数
	编写提供 PAM 服务的模块
	PAM 服务提供者要求
	PAM 提供者服务模块样例


	编写使用 GSS-API 的应用程序
	GSS-API 介绍
	使用 GSS-API 的应用程序的可移植性
	GSS-API 中的安全服务
	GSS-API 中的可用机制
	使用 GSS-API 的远程过程调用
	GSS-API 的限制
	GSS-API 的语言绑定
	有关 GSS-API 的更多参考信息

	GSS-API 的重要元素
	GSS-API 数据类型
	GSS-API 整数
	GSS-API 中的字符串和类似数据
	GSS-API 中的名称
	在 GSS-API 中比较名称
	GSS-API OID
	GSS-API 中的机制和 QOP
	GSS-API 中的名称类型


	GSS-API 状态码
	GSS-API 令牌
	GSS-API 中的进程间令牌


	开发使用 GSS-API 的应用程序
	GSS-API 的一般用法
	在 GSS-API 中使用凭证
	在 GSS-API 中获取凭证

	在 GSS-API 中使用上下文
	在 GSS-API 中启动上下文
	在 GSS-API 中接受上下文
	在 GSS-API 中使用其他上下文服务
	在 GSS-API 中委托凭证
	在 GSS-API 中的对等应用程序之间执行相互验证
	在 GSS-API 中执行匿名验证
	在 GSS-API 中使用通道绑定
	在 GSS-API 中导出和导入上下文
	在 GSS-API 中获取上下文信息

	在 GSS-API 中发送受保护的数据
	使用 gss_get_mic() 标记消息
	使用 gss_wrap() 包装消息
	在 GSS-API 中处理包装大小问题
	在 GSS-API 中检测顺序问题
	在 GSS-API 中确认消息传送

	清除 GSS-API 会话


	GSS-API 客户机示例
	GSSAPI 客户机示例概述
	GSSAPI 客户机示例结构
	运行 GSSAPI 客户机示例

	GSSAPI 客户机示例：main() 函数
	打开与服务器的连接
	建立与服务器的安全上下文
	将服务名称转换为 GSS-API 格式
	为 GSS-API 建立安全上下文

	客户端上的各种 GSSAPI 上下文操作
	包装和发送消息
	读取和验证 GSS-API 客户机中的签名块
	删除安全上下文

	GSS-API 服务器示例
	GSSAPI 服务器示例概述
	GSSAPI 服务器示例结构
	运行 GSSAPI 服务器示例

	GSSAPI 服务器示例：main() 函数
	获取凭证
	检查 inetd
	从客户机接收数据
	接受上下文
	展开消息
	消息的签名和返回
	使用 test_import_export_context() 函数

	在 GSSAPI 服务器示例中清除

	编写使用 SASL 的应用程序
	简单验证和安全层 (Simple Authentication and Security Layer, SASL) 介绍
	SASL 库基础
	SASL 体系结构
	安全机制
	SASL 安全强度因子
	SASL 中的通信
	SASL 连接上下文

	SASL 周期中的步骤
	libsasl 初始化
	SASL 会话初始化
	SASL 验证
	SASL 保密性和完整性
	释放 SASL 会话
	libsasl 清除


	SASL 示例
	服务提供者的 SASL
	SASL 插件概述
	SASL 插件的重要结构
	客户机插件
	服务器插件
	用户标准化插件
	辅助属性 (auxprop) 插件

	SASL 插件开发指南
	SASL 插件中的错误报告
	SASL 插件中的内存分配
	设置 SASL 协商顺序



	Oracle Solaris 加密框架介绍
	Oracle Solaris 加密术语
	加密框架概述
	加密框架的组件
	加密开发者需要了解的内容
	用户级使用者的开发要求
	用户级提供者的开发要求
	内核级使用者的开发要求

	避免在用户级提供者中出现数据清除冲突

	编写用户级加密应用程序和提供者
	Cryptoki 库概述
	PKCS #11 函数列表
	使用 PKCS #11 的函数
	PKCS #11 函数：C_Initialize()
	PKCS #11 函数：C_GetInfo()
	PKCS #11 函数：C_GetSlotList()
	PKCS #11 函数：C_GetTokenInfo()
	PKCS #11 函数：C_OpenSession()
	PKCS #11 函数：C_GetMechanismList()

	扩展的 PKCS #11 函数
	扩展的 PKCS #11 函数：SUNW_C_GetMechSession()()
	扩展的 PKCS #11 函数：SUNW_C_KeyToObject


	用户级加密应用程序示例
	消息摘要示例
	对称加密示例
	签名和验证示例
	随机字节生成示例


	使用智能卡框架
	Oracle Solaris 智能卡框架概述
	开发智能卡使用者应用程序
	SCF 会话接口
	SCF 终端接口
	SCF 卡和各种接口

	为智能卡终端开发 IFD 处理程序
	安装智能卡终端

	基于 C 的 GSS-API 样例程序
	客户端应用程序
	服务器端应用程序
	各种 GSS-API 样例函数

	GSS-API 参考
	GSS-API 函数
	早期 GSS-API 版本中的函数
	用于处理 OID 的函数
	重命名的函数


	GSS-API 状态码
	GSS-API 主状态码值
	显示状态码
	状态码宏

	GSS-API 数据类型和值
	基本 GSS-API 数据类型
	OM_uint32
	gss_buffer_desc
	gss_OID_desc
	gss_OID_set_desc
	gss_channel_bindings_struct

	名称类型
	通道绑定的地址类型

	GSS-API 中特定于实现的功能
	特定于 Oracle Solaris 的函数
	人工可读的名称语法
	匿名名称的格式

	实现选定数据类型
	删除上下文和存储数据
	保护通道绑定信息
	上下文导出和进程间令牌
	支持的凭证类型
	凭证到期
	上下文到期
	回绕大小限制和 QOP 值
	使用 minor_status 参数

	Kerberos v5 状态码
	Kerberos v5 中状态码 1 的返回消息
	Kerberos v5 中状态码 2 的返回消息
	Kerberos v5 中状态码 3 的返回消息
	Kerberos v5 中状态码 4 的返回消息
	Kerberos v5 中状态码 5 的返回消息
	Kerberos v5 中状态码 6 的返回消息
	Kerberos v5 中状态码 7 的返回消息


	指定 OID
	包含 OID 值的文件
	/etc/gss/mech 文件
	/etc/gss/qop 文件

	gss_str_to_oid() 函数
	构造机制 OID
	createMechOid() 函数

	指定非缺省机制

	SASL 示例的源代码
	SASL 客户机示例
	SASL 服务器示例
	通用代码

	SASL 参考表
	SASL 接口摘要

	打包和签署加密提供者
	对加密提供者应用程序和模块打包
	符合美国政府出口法
	对用户级提供者应用程序打包
	对内核级提供者模块打包

	向提供者中添加签名
	申请提供者签署证书
	签署提供者
	验证是否已签署提供者
	针对零售出口生成激活文件


	词汇表
	索引

