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This is a PUBLIC file. This file does not contain
confidential information.

@ Change Password...

= Allocate Device...
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Home Find Replace

File Edit View Terminal Tabs Help
thought<tester> 33 JSIELEN
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thought<tester > 34
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Trusted Path
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File Edit Yiew Terminal Tabs Help
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,win mac write,win selection
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Window Edit Options Help
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idealz% getlabel /home/sharonr/Textfilelnfo.Txt
/home/sharonr/textfileInfo.txt: CONFIDENTIAL : INTERNAL USE ONLY
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B RIS B 3 IR A BIE S22 Y Solaris OS ZLFHY « B X wRITIR 2 WS Z i
T o RS RAX R B BRA] .

Oracle Solaris Trusted Extensions F§ F#8R - 2011 8 A



& 3K &l Trusted Extensions

WARPEAE, BERORTR . SRR —Mo RN FHIIE - 15 A5T5IE
TR C B R 2R -

A% 2 MAAERMERAS. AT RRSGEIEEN S0 - S0 OSEEE— MR
R, ARG ERHAA P TCE IR AR THERSP IR S g HAt
T S BT ARG iR« AOEAES T O B0E [m AL A& <5, HHl
WMRFEAN NFE BRI, e DLF RIS BT A B s A & It A B R 5 - &
HIRI4E 11 JE H security administrator (2RI ) $2HLHY -

\d =
TRPENEREENE
LR B MR H Trusted Extensions 20 . A J2 HH Solaris OS KA - B KITER 2
Hil» Trusted Extensions 23 {71k "Last Login" ( LB R) XIEHE « HANHESRILINERE
BHtERAE . BATLRETEZWER, A R ER RGN - & ] DOy BPR TG
METERE AR @M . TR ARGR R P BOE ) W DIE S DR N g T
s AT DL Bl 25 B 2% 2l 23115 -

RIGs ATULER BAPREEE IR A R g Pk AR M 2 2 vF ] -

E R % Trusted Extensions

FHMTS2 5 SR 52 & K 3] Trusted Extensions FYIEFE o N 1F 5K 52 2 Bijiée: & F+5
E’_ﬁ:é{g/%\ ©

v EF—1A{ERE

1 HEEFRREL . M "options" (IR ) ->"Sessions" ( £1F ) XEFIXFE—IEME .
= XFF Trusted CDE » i5i%+#%E "Solaris Trusted Extensions (CDE)"
= XfF Trusted JDS - i5iEHE "Solaris Trusted Extensions (JDS)" »

2 HREEHHTE 31 TR m RERAFRIEERSH -

v ERERAABIEENSH

1 AEBRERH "Username" (AR ) FRYP . BAEBHARZ
RS LHER R AN E M PR E RIS 4 - IBTEEHENAS -

%23 . BFF| Trusted Extensions ( £% ) 31



& 3K &l Trusted Extensions

2

W HERR

32

MRMANFIR  BEHHFSE -
» EEHBANARPSZ . BET "StartOver" ( EFFLE) -

» EXL2EHRBIIEOERS . 57 "Options” (%I ) FKEHE T "Reset Login" ( EE
Bx) .
HEIBEE. 1ER%EE 31 TR EHE e E S .

FIAERARAE .
2R BRI 4

R - IR RS R R IEEARN A B A (S % o QSRR SR R SR B
HIEE T AMEE A BAERAL S o X RIEATREREE 171 - B ER
EARR A IR DA 8 R e Ik % o 15 SZBIBC A security administrator (%
2EHA) .

EOSRMAFEFENDS  RAEREFER.

NEEE, FHAZEREFERTF . RASFERAM OS5 — MR P51
Tt

YUR R BE AR, R ER— DS DU HEERIRHEHE -

Login incorrect; please try again. ( OSAIEM ; IHFEIX. )

Hili "OK” () - KPHHRMIEIE 205, BATERINS .

MEHERMIEFES AR

WERIERRG H CPREE RS WA DAEARIFRSE N & EEWE - T e T
PERAR O LR ETE L 2T alE . RN EE P R HEE 4 M i/ RS 5t
o

£ "LastLogin" ( LIRBEF ) IHFIEF , E LRSIENRER T HE .

H SR X B YOS T AT SEHI Fla]— KA R HERIRE - RIEH
PR A 1 B AN ERR . 7B R security administrator (ZREHER) -

Oracle Solaris Trusted Extensions F§ F#8R - 2011 8 A



& 3K &l Trusted Extensions

E2-1 "LastLogin" ( FIRE ) WHHE

Last Login: Thu Oct 09 17:05:25 2006 on console

Hessags OF The Day

H

Sun Microsuystems Inc. Sun0S 5.11 Oct. 10, 2006
Solaris Trusted Extensions

[

—Session Attributes for Lokamath Das

H

Rights: All

Roles: root,adnin

Himimum Labels PUBLIC

Clearance: CONFIDENTIAL INTERNAL USE OWLY
Current Desktop: Solaris Trusted Extensions (CIEX
Idle Time before session lock: 30 minutes

[

I Restrict Seszion To A Single Label

=

KERTHEREEERNER -

"Message of the Day" (4 HVHE ) FEW e & A KU M 8l 2R E & - i
FKEZFEPNER -

RESENRERME-

YN 2-1 Ffizis "LastLogin" ( RUCER) WIGHES B EATAHEPIFTE A« SR/
PR DL B Hopth 22 gk

AIRIMREFTUABRIZRAEE  BREREREEREIBFERIE.

HLif "Restrict Session to a Single Label" (4#£1§BE%U§'J$/I\ &) L B R E AR
2l e

IH:Hﬂé’f'f'm—‘i(f\_\LéEIﬁ%ﬁ MREEAERADIRE T ES, RELERS 2RISR 2158
F o ELPHNARGH, AR R A 2T L VR -

EAGRIREIERE -
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22 FRBAERRAR

o WRFHETER  FEIREE

v WFSEISIE . BRE—ANRLVT
o UM MRV SR — AR — BT -
s Wi F. {F "Clearance" (Z&VFT]) FEEH, #A—NL2%F.
= S, f£"Update With" (HHTH) FET. BA—HR -
« WFREHSIE  BEE-MRE
o BUHIERRLRIIRE . RIE R d .
= B, {E"Update With" (EHTH) FBUR. BA— R .

6 HE"OK" (BEE) -
I HRE 5 S R T e 6 A AT {5 5218 . Trusted CDE B} Trusted JDS o
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v HEBRE R AR

1

2

WRRFRZRHNENARREOSL  FEAEER -

WMREH TR RITERGIRETE  FEREER .

AT DR A E SRR G 9 (68 A BRI 215 2 e VF il MRS - Bila. W FALF RTHY
LAESG ATREQUREEA puBLIc (a4k) FR%E . WIRMEHGERIFRZE B 216 2 21 1 AR 1Y
%%, WEWEHERA. UiE TIFS 25 2R -

WMREES T shell AU XEMELZER  BE TERMIERE -
= BXZ system administrator ( REEIER ) KARZX—IER -
o HIREATLUBA root P » AILMERIEELESTE-

FERRHERE ST, IR 28 shell WIURAL STAFVE I RFORER L Bl EF 8 - FERRR 202
B, 20 RGN HEREE, A 2R shell g1 SAEEI AR -

£ Trusted Extensions H1, #UEZ 25 FEZ I . HABEH P A REV I iE 2%

a. f£Solaris0S # , ZFEEFFRE _LIEIE "Options" (£ ) —> "Failsafe Session" ( #FE
RELIE) o

b. RFRRH . FRHEA,ZMOSL.
¢ RERTEMANEMOSEH . ERA root AFHOL .

ILFEE 3 Trusted Extensions

FFiazal

{5 FH RE AU 28 11 L (Virtual Network Computing, VNC). A L T2 U B R T AL
1% 1A] Trusted Extensions F R EE o U5 w5 4 1 5L 0F Solaris Xvne B-BL & N TE Trusted
Extensions AR 55 %% L1217, FF Solaris VNC XA B NER F i A4t 21T - Il LLFE
MR 5% b 222 RS U B N E AR T -

Y04 B R I FE Trusted Extensions S H

B E5ER {Oracle Solaris Trusted Extensions & FE G AR FHAS QA {# FH Xvne efe
77 [7] Trusted Extensions 224t o

FELREOF  EZE Xvnc RS S -
HAEMACHEE T Xvoc WARSS 14 TR -

% /usr/bin/vncviewer Xvnc-server
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IZFEE F Trusted Extensions

2 BEXR.
B 31 TR <& 3 3| Trusted Extensions” Y FEH(E o
IYE. &0 LLiE VNC & & 83 7E Trusted Extensions 5[ F T1E -
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* o0 g 3 E

{# F Trusted Extensions ( {£%% )

KB UMAT{# ] Solaris Trusted Extensions FJ 55 TAEX o ANFADE LT 38

58 37 TUHHAY “Trusted Extensions HY Ay B #1152 1d 22 414>
% 38 TUHIAY “Trusted Extensions 13- 45 72~

% 38 TUHR “EH AR RS

% 49 TTHRIY “BIT A5 #1F>

Trusted Extensions FRJA] Ml R EHZ 2%

Trusted Extensions F&{t | WM FRZ2AY ST : Solaris Trusted Extensions (CDE) 52 [ Fll
Solaris Trusted Extensions (JDS) 5[ o

= Solaris Trusted Extensions (CDE) S iH & #C K 5 FHEIIE 1-4 21U -
»  Solaris Trusted Extensions (JDS) 2 H &K 5 FEAIE 1-5 2L -

ML B Trusted Extensions [ 2 Gt (X {5 S M i 2 JH IR A on el (5 & L 5% - EFTH
LAl E] . AT{E S O SR #0 2 AT ULHY o {E Trusted CDE FH . AI{E & [ 5ROL T FERIEHS - 7E
Trusted JDS H1. AI{E & R AL HRAETAR « 5 uE TR B IR, A ER 5L
TETEE O L. fla, BEROSn, $ta5 TCBRZh. -

R 2 5oR i Trusted Extensions A Gt G BCE /K om . W—al{E 5 5%
BEAesEr. B2 RLEREAGIEEANER LR, 8#FH AR (
PMRREEE ) WAEE DR ERE R L

PN
E
=
B

A AR-MREZ Drm AL LR TR AEEOR. WEE H RN 2HRERGUE
kY - SRS B AT RER RN REY -

WIS Z2EM A . BifEIEMM{EE L%, 152 W (Orace Solaris Trusted
Extensions & FH GUHIRE ) HHAA “Q{nT 2837 R 15 06 5 0 24 il £ S g2 A o
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Trusted Extensions ;T $HiT 52

AREHPIRN AR - Z5 - FREMIDIEENIFHER . S ILE 45, Trusted
Extensions (JTTE (5%) o

Trusted Extensions jT §H1TFE

EEFEH-HATEAEAREN TIES S S8 2 NG - 1677 BRI BERTT TIES
Z IR AU 2 2 - RTRARPGR ] WESE 5 A - 72K 2 Bk

b REETREHINENKE 2 BHEIB0E - WERPOE2ETT—/NBH, s it
IR FR A TR, 1B -

ERERERS

A EE- MR LIEXHED AM{EE 4, 155 security administrator (&G ) HX
F o TSI ARG AT RETF (L™ B A7 -

FEE SR B B S I AR R aE & 5 o MRAEXRME L TR RS T
WEE 5% HEVS B AR -

v AN E R A R SRR B E 3 E e =
IR BT T RS B
1 BUERE . WREUFREZ—
- TETrusted CDE . ERTEHRM TAFRVIRRES - B EFHUHEE
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ERERERE

E3-1 AR 5

Workspace Three

Delete

Rename Trusted Path Menu
Change Workspace Label ﬁ
Assume root Role Assume root Role
Change Password Change Password
Allocate Device Allocate Device
Query Window Label Query Window Label
Help Help

=

@%“

SRSl [ [
4& Q Thlee Fom li

1

[

TEXYIREXE

cpu disk

A e i

= FETrustedJDS . MNEFEAHESE "Lock Screen” ( BIERE ) -

E3-2 % "Lock Screen" (i€ &)

@ Firefox Web Browser
¥ StarOffice 9
@& Thunderbird Mail/Calendar

S All Applications 2
| | Places »
&) Recent Documents 3
@, Find Files...

B=| Preferences >
#¢ Administration >

& Help

Log Out sharont...
[@) shut Down...

BB o i A RSN .

- AR TSR AR R R EE L5 - RIE

37 BIE% security administrator (2B ) -

BoRTEOS F

2 ERUHMERSE  BHITUUTRE -

a. BEHEIE > EF "Lock Screen" ( SHERE ) ¥HAEA L -
WIER A IR "Lock Screen" (£l 7€ frs ) WGHE, 1E &[0 ZE 4 -

%33 . {#H Trusted Extensions ( 1£5% )
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ERERERE

b. #AO% -
I ARVER 2R IR E Bl 2 BIRIR S -

v I04A];E4$H Trusted Extensions

FERZEIE R b FRRERENRNENKG 2 Ba80E . MRPOTETT TSR
Z0. sE PR R TR R -

1 EEH  FEHITUTHREZ—

= TETrusted CDEF » BERIER E TEXYHREEAR "EXIT (B ) EAFR-
HRAETHRME R HS LA 3-1.
LA B S "Logout Confirmation” (EESHHIN) XIHAE -

Logout Confirmation

Exiting the desktop session..
Application updates vou have not saved may be lost,

g Your current session will be saved and returned to
upon your next login, For more detail, select Help.

Items in the Trash Can will be permanently shredded,

Continue Logout?

»  7ETrusted DS 1 . M EFEAHIEE "Log Out your-name" ( iE$H your-name ) -
LA S "Logout Confirmation (EESHAIN) X IHHE -

Ea[™ Tri th %)

Log out of this system now?

. You are currently logged in as "Tester User".
You will be automatically logged out in 50 seconds.

[ & Cancel H Log Out

2 FIAESE - SE BT "Cancel" (BUE ) o
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ERERERE

v WA R R &5

TEFH 245 R Trusted Extensions 2 THAYH AT 2 o« WIERTFESCH TIERL. & AHITLL
iR

- WRIEAEES A B MITEERH ARG B, SunRay % FEERH RS -

o EXHARL . IBHITUTHRIEZ—:

= FETrusted JDS ', MAEZEEAFIEFE "ShutDown" ( K ) -
TN K]

@ Firefox Web Browser

¥ StarOffice 9

@& Thunderbird Mail/Calendar
S All Applications 2
| | Places

Recent Documents
@, Find Files...

B=| Preferences >
#¢ Administration >
& Help

1 Lock Screen

Bl Log Out tester :..

® Shut Down...

= 7ETrusted CDE 1 . M "Workspace" ( T{EX ) B A% "Suspend System" ( E{EF&
%) .

fER S bR AR BT I S 3
a. IEIAEMITRIRIE

v v

» B "Shutdown" ( XH ) XKFRL -
» Hi "Suspend" ( EF ) FRHEL T HER.
= N, Bd "Cancel" (BUH ) -

E-ERAETE T AL A Stop-A (L1-A) ETrusted Extensions AN « L4
P B3 AT DLBE el A I
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ERERERE

v MAEERETEXFERXH

BEE . E A TE Solaris 2%k Trusted CDE B, Trusted JDS F {3 FH I AHTE B FH 2
JE o WERIEAEZ DR NHATIRCE. WAL T TAEXARE R SCHEA 2 AT ULAY -

1 7ETrusted CDE TEX A . FTHLRE O FEIERS -

» THLREOF I HERBERINE .

TE = LR A ARG o 7E "Workspace” ( LEIX) KH . L% "Programs” (T2
) —>"Terminal" (Z0) -

» FERTERE  BEXHEESR.

Ess AFREH SO E

WA HEMS. DN EEIZRERRERE RNE
YA E M E B TES Ma1 TIEX MRS FH - N T 1255%1, HAHRZER
HREESLAERI I RIAR - A X EE BB AR SFEAER, ESILE 21 TTH
By “RasFIFRE o

2 7ETrustedJDS TIEX A . FTHA&IRE O X EFRIKEES -

» THLREOFIHERERONE .
FEF S B RS BN - WSEHHIERE "Open Terminal” (FT7F£%51) -
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ERERERE

s WHEME LA "Documents” ( 3244 ) X3, "This Computer” ( ItLiTEH ) 2l
FETE SR BT A R FT X LSO o SO BT 8 R AR 7 K TE 5 24 il TAE X AH TR Y
W& T o N AR SR B G RS ARSI RIRIR - EXEFEER
ARIFERSCHIFRANE R 155 0L 21 TUHI “RasfliRZs”

v 04A]i75 (8] Trusted Extensions A 77

1

£ Solaris 10 11/06 1 Solaris 10 8/07 & 1ThRAY Solaris Trusted Extensions 7 , &EE
Intro(3TSOL) FMIT -

a. TFLIREC .

" TETrusted(DEH , EE = LBEHRIFAR . A5 . 1% "Programs" ( 2F ) —>

"Terminal" ( £&if ) -
" FETrusted)DSH . EE S LBEERIZGE . A . %% "OpenTerminal" ( FTFF L&
i) .

b. FTFF Trusted Extensions B+ FHTT -

% man -s 3tsol intro

A X5 E T Trusted Extensions I P ar S 195112, 1S L (Oracle Solaris Trusted
Extensions i ¥ GUFE) H AT 3¢ B “Trusted Extensions T 7151

KL P Tt AT LA Oracle #Y (http://www.oracle.com/technetwork/indexes/
documentation/index.html) S FY Web 35 S35 o

M Solaris 105/08 Z1ThRFF 48 » E&IRE O HEFE trusted_extensions(5) FH -

% man trusted_extensions

A XFiE T Trusted Extensions P F a2 H9%1F . 1S UL (Oracle Solaris Trusted
Extensions & P GUMFE) AT 3¢ B “Trusted Extensions T L5172

1A/ 18] Trusted Extensions BX#/1%5 B

#E Trusted CDE ¥, BT ATEAR _EAY "Help" ( #EB ) BIHR -
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ERERERE

3-4 Trusted Extensions ECHLHE B
I

Help Viewer

File Edit Search Navigate

Volume: Help - Top Level

Help
Welcome to Help Manager Backtrack

Cammon Desktop Enviranment

Owerview and Basic Desktop Skills History...

= The Solaris Trusted Extensions Desktop
Index...

Top Level

|

The Solaris Trusted Extensions Desktop
Labels, Applications, and Appearance on a Trusted Extensions Desktop
Selurés Trusted Extensions Help

Using Solaris Trusted Extensions Software in CDE * What is Trusted
Extensions Software? " Changes in CDE from Trusted Extensions Software

a. B Index" (K5I ) &4 -
b. EFRSIH  EFAEEHFHEE Trusted —i7 -
¢ BHEHEERISE T Trusted Extensions BB -
2 7fETrusted JDS 1 . B "Trusted Path" ( AT{SE81E ) SEEAFRY "Help" ( #5EBh ) -

= EHFF "Trusted Path” ( ATERATE ) 8, BREAEEOSENOATERS.
[ Trusted 1 tester

@ Change Password...
L Allocate Device...
Query Window Label...

» EERBTTESHED  BRTYEAFRANTENARER (NREER
£% ) LAY "Help" (#E) ) &4 .

v HN{AIE &l CDE AY "Workspace" ( T{EX ) ¥ &

1 Trusted CDE H1.  FH A Rl € 0] DU B A FIFRZE R E §l "Workspace” ( TAEX) 3%
¥ |
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ERERERE

EHATTEX AP . BENEH] "Workspace" ( TIEX ) & .

» EEIZEBRM—AHZANFERL  i5IEHF "Add Item to Menu" ( [E13E BN
) B

BT R — A "Browse" (WIYE) $&#HAYKIIEHE -

» ERUEBRGXEEM . 15EE "Customize Menu" ( EFIFE ) IN
ISR R SO E PRS-

IR EE "Workspace" ( TIEK ) FEFRMTL » EHTIATERE -

a. WTFEIMER . ERZEFFEERM.
M "Browse” (WIW) #ZH SRIZFREE T AT S TR RIS «

b. EFEEF

« XHA&EDO.
X EETURHAR N ] "Workspace" ( TAEX ) 3EHAYTHER

INREMERL "Workspace" ( TIEX ) K& , iEHATIATHRE

. Eﬂi)}ﬂll%ﬁ:#ilﬁ VEEZI LB ERIREE . AAREE "PutinTrash” ( BINEIR
) .

. %%ESCEE (NpR ) . BRI LR ERITER . AR5 T "Properties” ( /&
AITECAME SR - At AT DL SRR S RIS U RS -

BRI AKEENHEUEES -
] gﬁﬁuﬁ)ﬂﬁwﬁeﬁ BEFE "File" ( 3214 ) -> "Update Workspace" ( B T{EX ) 3

LR "Workspace” ( TAFIX ) 3 545 St H R0 5 -
= EEGHFTMBIER  i5IEFE "File" ( 3XF ) —>"Close" ( XH] )

M R R E T RIRIEE L ST

MR H B BRGNP RE R SR S BRI ARS T Al UL, PRz SR 8 s
Hl B AR, XERE M o BRI SUH T EBARBAIRIBRZE T A5 ﬁ%ﬂﬂ’]jzﬁf
IR —F%‘BIE[@ i #Tufﬁ/l\ﬁ/{—l\—ﬂfﬁﬂ“ﬂ( BXRELER. HS

UL {Oracle Solaris Trusted Extensions & P G f#lfE) H1HY“.copy_files M .link_files X7 -
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ERERERE

46

Tz HI

w5l 3-1

w5 3-2

AR HERR

WA S B 2 Pl 22 o U A 20 2 SR L SR VR TR
5 HEH A A TFE UKL F -
e R R iR SRR ST -

B S IERL ~/. Link_files X -
BEASH, BATEA—AS . aTLEER B H REEE 2 AR A AT
SRUL . FTA R E LN TR E RN -

MEES HIB| E SRR N -
ERERIN FIREF IG5 A B BARE BRI I R EAEARFRISRE T 2T
B, WEHESIHRAH -

BIETIE ~/ . copy_files 315
WAGH, BITH#HA— U TR ERIE H X7 H XK, (HEAGEH AT
SR - T E B2 AL T edls B R IA -

B .copy_files X 1

FEREIF . H P &SERNE MRS E S 2 NG S - TR, A FIRY Web
AR 55 a1 [R5 N Restricted (SZFR) o AL, WLl Restricted (SZFR) ZHIFE
.mozilla XX EAFFIIEIRE - [AFE. WTERestricted (ZFR) 251 EBEAEFR:
PRETEERFN A o (Rt W7 Restricted (ZFR) KFMELK .aliases Fll . soffice ¥R
WS o TERARK AR T Al . copy files XXHFfG . Gt AT DLERFAMBAZ BOX BE ST

% vi .copy_files

# Copy these files to my home directory in every zone
.aliases

.mozilla

.soffice

BIEE link_files 3Z{F
TER RGP A SEERTERRES T {8 A RRE AR AR 2 {E R shell BRE1H -

% vi .link_files

# Link these files to my home directory in every zone
.cshrc

.mailrc

RSB A AL B R B LA - PSSOV B A 2% H Bl A bR T E 217 1
WIS AR H AT RE 2 S BRI -
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ERAERERE

v AR BB RE OIS

ISR VE XS TR B [ b3 ] BEAR A H -

1 7£ "Trusted Path" ( FI{SE81E ) B . EHF "QueryWindow Label" ( EifJE OFR%E ) -
BERHEEF 2 AR B RS

2 EREREEBIET-
FEFE R DAL B — A NEFZAE I ST F Ak DX B 25

E3-s AWE IRERIE

EREN B ARE
RS B

Ii CONFIDENTIAL : INTERNAL USE ONLY 5

emacs: textfilelnfo.txt
I|le Edit Apps Options Buffers Tools Help

COMFIDENTIAL: INTERNAL USE ONLY

S S S

e e E s
‘]7 - - Fm Public Conf Internal @
un = =
23] = Q [y [Confnie | T

@ window Label:
3 BERERERE . EREE-

v H0{A]7E Trusted Extensions FHL{TE R R E TS

FELs AT S 22BN 2 2 EF2IM o Trusted Extensions 2RI LL 145 -

o EENIRAE
A H TS
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ERERERE

48

» £ Trusted CDE H'. k& w60 A U PR

BT RIIRAE

B AR LS TAECARSE FRYSCHE o MBURME RAL TRIRARTI . 15 RARMHERIX LLE
.

AN

»  7ETrusted CDE & , ZEBIEIHR_EFTFF "Trash Can" ( BIiRFE ) -
PEFE "File" (3CfF) ->"Select All" (&%) . FRIGHESE "File" (L) ->"Shred" (¥
W) o SRIEHHTHIA -

= 7ETrustedJDS 1 , FERE EH "Trash Can" ( Bk ) Blir LB ERERGEE
% "Empty Trash" (GHEBIRFE) - SAEHITHIA -

EXRSMTRETHBERES.
HIm R BoR 25T 7 H I TAEXAORRZE N S -

» EZRATIED . NEBETEREHITEXITHER -
» ERFHEIED . EH. R EFRNRETERUEFTZRETHERES .

TETrusted CDEH , BERIEE O . IREBTHER -
B A L 25 /MU R RITTRT R

HEXWMIREL  FRESMRETHEFSKHE-
AT DL SRy B P 5 hll TAEIXACE: -

a. BCERMA-
HESI FARFES . DL AT HA & I -

E-HP AR R E - AOARERTREACE -

b. REFHRHITIFX -

» TETrusted CDE A , FTFFHEEREIEEE . 7£ "Startup” ( /B3 ) BErPEZFEERIZ
5o

F-HAEHERTEERZ . WATEmHREE N "Workspace” ( LIEX) XHi2
ITHERVE S (WARMRNEHESREEERR) -

NRAERLARZE T B0 R & ik S SR S -
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HATAIEIRIE

= FETrusted DS . IETEFSHATEFRREFLAMRE -
TFIRFER AR T KA, CRE AL B PR I S -

m fETrusted)DSH , BHFEFHE .,
i. B "Preferences" ( BIIEIN ) > "Sessions" ( &1 ) -
ii. BA7 "Session Options" ( £iAIEIN ) %4 -

iii. B237 "Remember currently running applications" ( i2{£ X BIiZ{THIR AT
F) » RIEXKAIEE .

TRAERLARE T B0 R e B ik S ) s

AT EIRIE

LUT 5% MEM IR S TR E A E %L -

A EE - ZIRT R R MER BN, QIR D AIE1T 5. 1HIZA1S security
administrator (ZEEHA) TR - YRGS ATREFAE™ B[ -

v YA 7E Trusted Extensions & %

5 Solaris OS AN[A]. Trusted Extensions #£fit T T H 14 H GUI- % GUI &S
B, HEISEROSHE . EE I EEMEBEE IR, S L (Oracle Solaris Trusted
Extensions & FH GURIRE )  FAA Qi {nr 2557 R 15 6 5 1 24 i A S O 28I A

1 7£ "Trusted Path" ( FI{5B812 ) ZEEH , i%$#F "Change Password" ( E(O% ) -

= 7ETrusted JDS & . BHAMEE O ELHH) "Trusted Path" ( AISHEE ) ©

E3-6 "TrustedPath" (F[{FE%1%) FH

Trusted F= tester
v

@ Change Password...

— Allocate Device...
Query Window Label...

@ Help...
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HATAEIRIE

50

FiaZ

»  7ETrusted CDE H , MBIEIHR H/OFTFF "Trusted Path” ( RI{SE81E ) K& .

Trusted Path Menu
Add Workspace
Assume root Role
Assume admin Role
Change Password
Allocate Device
Query Window Label
Suspend System...
Help

EALFOS
HRIEE A RS RIS S AERP . T Re S8, AR ER

0%

EE-BALDHE. THIEREFRE "Change Password" (B4 ) XEHE L. FHHIRE
TRAMERS o WHRIEPRATEZAIGEHE b W AT RE 2 TC R AR 1 B A2 HoAth 757 11

W, XREHMA S TRE BRI NS WRRERIERS, W a2 H AL E 5
0% o 1ESLBS security administrator (2R ) BER o

BAHHOL .
BIEHBNOSTEBHITHEIA

IMATEARRRETER

Ff;ﬁ%iiﬁ&fmﬁfﬁﬁyﬁ‘iéﬁﬂlﬂE’\J%*’I\IVEIZE’\Jﬁ%ﬂ PLSCE R L NI (E
AR o

FH P ] DU H B SR B PR M B B 2 i R 1
WIBE S B 2 P 221

EEMTHRETHRIER
AXRFAER. B2 WE 55 TP “AUTERE RS T TIEX” .

REFENIFERETAXEES I IFEX.
REFEEETINEINIEX.

RIFL AT TR .
HRIFMER, 155 ILE 47 TR “QIFT7E Trusted Extensions FHEATT H UL S
A2 »

JF7 o
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FFiaZ

N4 7E Trusted Extensions 1 9 BLi% &

1L "Allocate Device” (7MACILAT) F B, A DUEEM 2 HC & LR G - 1R

%gﬁﬁiﬁﬁ B MAN HE T 20, W B858RI . "Permission Denied" (SR #4E
) .

A 7 Bl B AR -

7 "Trusted Path" ( AJ{SE81E ) FEF , E3F "Allocate Device" ( HELIRE ) -

5(# 1E Trusted CDE H1. METHEIHR ) "Tools" (T.H) FHEMRHFIH "Device
Allocation Manager” (X5 /ML EFEAR) -

3-7 Trusted CDE H1[1Y) "Device Allocation” (iX&70l) &
Device Allocation __
GEEFHED ﬁ@

47T "Device Allocation Manager" (1% /7ALEFEAR) - 7E Solaris Trusted Extensions
(JDS) H1. Itk GUIFR I & E LSS -

3-8 Device Allocation Manager (1% #5 /> Bl HZS )

Trusted Path
| DeviceAllocation Manager

Devices Allocatable By: sharonr

Available Devices Allocated Devices

|

audiol

B
E|

=1

Device Label:

Device Administration...

WHEEFERARIZE -
VB Y HIRE N BRI & IS 1E "Available Devices:" (F[HIXE: ) FER -

s audion—$E/N W NI 75 R
= cdromn— 5/ CD-ROM X)) af
u ﬂoppyn—TE‘ﬂ—‘\ﬁggiﬂ%’%
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52

~513-3

" mag tapen—fE/RRETH AL (WRALALER)

»  rmdiskn—fE REBRWE AL (W1JAZ B ZIP JXENES ) B0F USB Al #dith /15
EFEIRE .

FH% M "Available Devices" (AJFHIX%) ¥R FEENF] " Allocated Devices” ( L/ ECHTI%
7)) HlFE.

= 7£ "Available Devices" ( ATAiZ & ) FIRFAMEIZRZ AR -

» HF EFIZIRE . AFBEEEEEME "Alocate” ( S ) 24 -

AL IREIESIREORIA o FHERIA al i iRk B ELAh S S BURE A 2 R EE L -
HIER, AR TIEXRIPRER RN A T &R B 5w o1 o sl N A% R ) (AT £ 4 41
W Z ARSI -

ERIRIE A THR(E -

R EEEI AT DA PR A U BT IERRIAREE - Blan. DUT iBHE A T2 X -

3-9 A RETAERIIBA

) xJ

Audio Device Allocation

Audio device allocated in zone global.
Turn on microphone if audio recording is to be performed.
Turn microphone off when not recording.

@ 0K

IRIG, IR THE R . R BIRILET 2 B7RTE "Allocated Devices” ( EL/3BCHY 1%
7)) FIRA . IR EIEE /il & A -

MERTREERAN BRLUREN S R 21

TEHREIH . P A B RHE B PR ) sEcReT (&) 1 CD-ROM # A Fith) R &%
o @B E CD-ROM i #F AR -

B, Wh7E sEcRET (R ) FRE T IR LIEX o 7RI TAEIXH, fHi$TIF "Device
Allocation Manager" (K& /7 ACE S ) - H /0l CD-ROM Wzhds - 2A)5 . ftfdi A CD
HEXEER AWML "yes" (2) WAN .

B RHEEL CD, Rl 2 SR SUE B A o 1l H R E R -
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wpI3-4 SFEFIRE

EoRBI . AP ER RS Lo St - it S ik &7 50 F] "Allocated
Device" (EECATAE ) FIRE . FHILITFHEE

Audio Device Allocation

[]

4%7(5 Confidential : Internal Use Only (m'j.f: Wﬁ%W%Mﬁﬁﬁ) ﬁkﬁ—l‘dﬁ\@ﬂiﬁ%o 1E

"Allocated Device" (EECAYIRE ) FIRFEFIZEER . AP TUEERE -

Device Allocation Manager

sharonr

AU dioD

CONFIDENTIAL : INTERMAL USE |
“_ ONLY i

R EERZEE IR SG . RERXNZR AR - R 2IRHER Y RHZ A -

WEEHRR  WIREAA R R YR, HEEEANKAR - RETRL THRRE, 8F
IEBMAGER - 5590, fath n] RESA (E A A HUAUR -
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53



HATAEIRIE

QORI B HAth 2 TR B BAthbR s iy LAEDC, W E 7B s K TTE LR AR

BN LIF BEFRE FTEARE . WHEZEEVIEIRSE MRz, RE1EH

PR T B0 & o 1E Trusted CDE FH. (S S¢S ARy OccupyWorkspace (HH
TAEX) @4 "Device Allocation Manager” (X #5 73 B EFEAR) B BhEIHT TIFIX

i, "Available Devices" (AJF1X#F) I "Allocated Devices" (L AR E ) FIFFHE 2
SER LB ERARY B 3o B GUI RS Bh B AR ARSE TR TYEXIE . Trusted JDS FHRYIX

HE M2 DLRTT kT -

RS E B SO G 8 R R, B PIHTFZE . AR SMERE X
/o FEME A, SUEE BRI AR HNE -

v U0{AJ7E Trusted Extensions H X% & R b4 1B

1 WREMERIE -
a. ¥%E R "Device Allocation Manager" ( % & EEIEE ) WIEX -
b. NENEIREIIRFBHNERRIEANIZE -

2 BERIR.

3 7£ "Deallocation" ( f#BR4YEL ) ITIEEH BT "OK" ( BAE ) -
AR A BFE ] A AR P (A

v YU0AJ7E Trusted Extensions F KB FHE

55 Solaris OS AN[A]» Trusted Extensions $&f4E 7 F1 T 44H f (1B GUI -
1 ¥TFF "Trusted Path" ( AI{SH&1E ) K&

= 7£ Solaris Trusted Extensions (CDE) f1 , B BIEHRATH 0> o
NRZEEHAENEREE T A, N "Trusted Path” (A[{FE&1%) R EIE
"Assume rolename Role" (#X$H rolename fAfH) SEHIN o

J5$% " Assume rolename Role" (#&#H rolename F) -

»  7E Solaris Trusted Extensions (JDS) F , 5 Al 5 S AMRESEHNER S -
MR ERR A E AR .

2 BAABOS . RRROEH.
HAERRIAE T LA SR A T . T2 ENEE. ERANAN RIS
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FaazH

EE-ALSH. EIRYEPRTE "Change Password" (FEERI14) XEHE . FHHRE
SRIETES o WERIEARATEZRTENE I, W a] 582 JC R HRe < 3 2 HoAth & [

H, XHEHAMA A TR E R OS . WRKRERIE/RS, W ReEH AEIRE 5
EEI 4 o 18315 security administrator (L2 EHG) BER -

BEZAOOSE. P2 EMA G TIEX o 1€ Trusted JDS H1. Y HTHY TAERCRE A2 #
1 TAEIX o 7£ Trusted CDE H1. A (A QUEEHTHY TIEX - BUEEA T 2R X - &
A] DAY A G ARG B S SR vF JE B TR A

A E R TIEXFRE

18 7E Trusted Extensions X & LIEXARZERIThEE. W] LT H P 7ER — 218 NRIA
AR TAF-

{56 Rt e AT R AR N RYR] — T LAE - A RIAURRSE T aI TIEX. 15
2 ILE 55 GUHPHY “UHAT AR E ARSI TAEX” «

WU BN 2 B 211
E S TEXR TEXIRE .

» FETrusted (DEH , ETFXIRS LR ERFEHE -
M B $E "Change Workspace Label" (B TA/EIXFR%E) -

= fETrustedJDS ', BEAEE AFHFHEORE .
Hifi "Change Workspace Label" (5B il TAFIX$53%5) -

| QUTENSC PSRRI a8 CONFIDENTIAL : INTERNAL USE ONLY [IIVE s Nz- 1l
T Change Workspace Labelis

MIRZE S PIRFE—TRZ .

TAEIARE TSRS - 7Eb T B B I T LRI PR ke L ity
B FIET - WA DRI - (EhRE e TR RS i LI
Wl A TARC o 7E Trusted CDE HY,  TAEX {2 2B (A 4iASHY o 7E Trusted JDS
W TR R AL L GRS -

WA EFERE THRIMIEX
JE T 7E Trusted Extensions 1% B TVEXFRZEEITHEE . T LT P ER —2S1HNA

[FIPREE N TAE o FEX A2 b A u] DAFE R/ MRZE N ERII TAEIX o 7£ Trusted CDE
., AT DEEA TR AURRZE sl TIEX .
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56

FiaZ

12’ - 7£ Trusted CDE 1. i 44 B D LAEX F DU % TAEXATPRZS o

W

T YT TAEXAVPRE . 1865 UL 55 TUHHY “Qq 38 e TR AR -

W BN 2 R 20 -

ETrusted DS H » BER/IMEE TR IER . BHITUTRIE -
a. ELEXER LR HRITARE.

b. M EhEE "Preferences” ( BIEIN ) -

. 7£ "Numberof Workspaces" ( TIEX#(H ) FEPIEAEE .
RHE R/ MRS T AT TAEX « thml DU A IS E i 4 TAFEX « R S R7E T
Bfgrd.

i - 7£ Trusted JDS H1. BAEARFRIFRE T AN TIE, 18 TAEX mifRof B ot
PR3 . BRIFAME R, ES UL 55 TUHHRY Qi B8 el TAEIX AR o

fETrusted (DEFH » ERR/IMRETRIR TEKX . iEHITIATHRIE :
a. ETERYMKE FBHRIFGHE .

b. MZEFIEFE "Add Workspace" (FIMITIEX ) -
BRI T Ol TIEX .

¢ AEEGBRIEX.
T Trusted CDE R - EAME TIEXARE T RIZ TEKX . iEHITATHRE
a. ELFXK#RM EBTHRIFAHE-

b. MZEFIEFE "Add Workspace" (FINITIEX ) -
FHE TAEX AU FRS T a1 TR -
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v AR E AR TR TIEX

o EYMIMEIER  BFHITUTEREZ—:
= TETrustedC(DEH . BHIZFRE TR TEX TI#EES -

E3-10 FERLMFRE T Bas Uisas i Hi iR

E= T = 1 = [ = [ = & % =1 - T - T
= — -\ EN PUBLIC PUBLIC MAIL -,
Now r& = : — =, % o !
H _. E INTERNAL sielpriiss r | o disk r

* FETrusted DS, HERETFRE LBETHTEXER-

S3(o] '~

EIERL T2 A bR TAEX A

WEEHERR  AIRS SR B RY 21. MAAUeE A REAEARIAUARZE N LIE - 205, 7ERTHRAYAR
BRENR . MRV, Wl DUg B 285 21 -

v WS E OB shE| E i TIFX

Ml B H A TAEX AE DR B H R IAFRSS « TEX et [ qnﬁlﬁﬂ’\]ﬁ?ﬁﬁﬂ'ﬁ%ﬁ%ﬁ

CHFRRZE M HUTHY. A 2EE S TIEXIRSE FHUTH - tRAHEILEER. %5

& TRAE RSB - 0] feid 7 B AR HA AR T (50 R AR % » ﬁﬁffif’?[Zlﬂ*%Eﬂ
o EBEHOBHIEMIIEX  BEHITUTRIEZ— :

= 7ETrusted CDE # . {#F "Occupy Workspace" ( §F TIEX ) &

a. NEHARRFHEOIZES , £ "Occupy Workspace" ( A TIEKX ) -
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58

E3-11 Trusted CDE HIf#) "Occupy Workspace" (5 TAEX) 38

Occupy Workspace

b. HAHMRETEF—PITERX  RFHEE "0K" (HE ) -

HEHRVE 2R R P R 2l 81 B A AN RIPRE M TIEX o i8R, "Occupy
Workspace" (i LIEIX) XiEHER A IR "Trusted Path” (FI{EIEE1R) o HARE
P 5 LR 25 {5 o ARl

TSR T — D TEX AR FSRE TR m e .

m3-12 [f]— TAEX s AR AR & 1

PUBLIC CONFIDENTIAL : INTERNAL USE ONLY
Termina I T E—

% zonename ¢ zonename

public internal
% $

» 3T TrustedJDS . HERBTHEREF » HEHONERSE TIEXRERENZ EAE
A -

ELHEZNAY BT FE R R rE S — A TIEX

INMAIRRRE SR E

W SRR i 2 I E’J 1E| B MRARGAVFHIEEE PO =m0 TOEXARH
PREE T HISCPE . SRR RS S UL - ORISR SCPRRIBREE AT AE
5 j(ﬁ?iﬂ)’ﬁ%%ﬁﬁ(#%f@%%ﬂ%ﬁ%%ﬁ .
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ez H

TETrusted CDEFF , A X EIERMAE X HRIFRE

w EXHEIESESF . EFE  SRFIERE "File" ( 3T ) -> "Properties” ( B ) HKE
I
[ BE SR "Sensitivity Label” (BUEFRZS ) BIJEIE(E -

» HE O BXHAESHXHEERENIIRE L.
IEFS SCPF A B B S SO AR

7E Trusted JDS H » A SC4XIBE2E -

2% - th AT LA "Trusted Path” (AI{EE&1%) SKEEHI) "Query Label” (A IHRZ ) 8
T o

WA AR 2 2 (B BB h £ HE

57E Solaris 7% | —F, W LLTE Trusted Extensions HHYE [ 2 [RIFSBIEE - {H2, %X
PN T E—FRZE T - EEAEAFERENE 2 B G B, SRASREEE
BB

b 2 e M DA VIR S R B DX AR VR BT ARIC 1T ELA A
BATERRZ 2 (AR BhEi -

L, AP R E 2 TE R A T ESS -

= (Oracle Solaris Trusted Extensions & Fil G FIFR)  HYAY “QUMRT {5 SO 2R AT LN BREE X I,
EINXERE

= (Oracle Solaris Trusted Extensions Pl G ALFE)  HAY QO fo 10 FH P B CRUR ) 22 4
2531

W SR B 2 P 2 -

ERMRETRIAFEX.
ARFAER B2 IE 55 TP AT ER E RS T TIEX” .

BB HEHOAR S -
BRXIENEE . 55005 58 T “WHTHIE SCHFFRE .

HEBRERNEOBNE BFRE TR TFX

ARPEAER B2 IE 57 TP A& DR Eh 21 H M TIEX” . FEER TR —
TAEX A RIRRZE T B Gk s -
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HATAEIRIE

313 — LAV AN RIBRZE RS T

# "Public" (230) # "Confidential" (#1%)
FRE B SCAR RdE 25 FRE R SCAR HRiE 25

emacs: textfilelnfo.txt

File Edit Apps Options Buffers Tools Help
b R E =R =)

This is a PUBLIC file.

7]
XEmacs: textfileInfo.txt (Text PenDeH

Loading vc—hooks. . .done
= CONFIDENTIAL : INTERNAL USE ONLY z

emacs: textfilelnfo.txt

File Edit Apps Options Buffers Tools Help

D o2 | o] <] B ] @22 i | ] @)
This is an INTERNAL file.
Only employees within the company may see this file.

i
XEmacs: textfileInfo.txt {Text PenDe])————A]H

N e e conroeema O
un = = ]
O . e

-

- Ful

@ Window Label:

s RHBREBHOEE  HEEFEOFRELEAS -
14 7R "Selection Manager Confirmation” (JEFEEERARAAIA) XIEHE -
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3-14 Trusted JDS FH[ "Selection Manager Confirmation” (ZEFFEHZRIAIN) XTIGHE
~Ta T Trusted Path X]

Selection Manager

different labels. This requires the information in the

Information Downgrade Required
B You are transferring a selection between windows with
selection to be downgraded

Orignal Information New Information

COMFIDENTIAL : INTERNAL] v:}) PUBLIC
Type: UTF8_STRING Type: UTF8_STRING (43 byt...
Owner: Tester user Owner: Tester user

Selection

This is an INTERNAL file,
Only employees within the company may see this file.

Time remaining to complete: m |
Help l Cancel J [ oK ]

& "Selection Manager Confirmation" ( EFFEIEZEFIA ) IEIE -

I T AE -

o AT EINFE S A -

SRR EMFTA & -

» B BRI &

o TR ETERERREE A BRSO N (LN RAL) o B
BT AR LSRR R -

o RO AT R SR TE K S S5 RO FRARIS (8] o I 1) 4R DA R 2 75 (50 P o P 2 R T30k

A E -
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3-15 Trusted CDE FH[J "Selection Manager Confirmation” (ZEFFEHZRIAIA) XTIHHE

Selection Manager

CONFIDENTIAL : INTERNAL USE ONLY

[Text =]

Zonename

6 FETE"ViewAs" (EEFEAR ) oA EEEFREEHNAK -
» i%$% "hexadecimal" ( T3] ) . AHIRE T AHFIBAEFTHE-
n EFE"None" (L) . ATASELPERIENIE -
W EE "View As" (EATIN) FH. 0 LUMIEEUE A R X Fa&JCER
BEBRAIEENE, 1HERE "None" () -
7 EWANESEENEENTRE.
= B "Cancel" (BUE ) BIEES-
= BN FRE oK (HE ) -

v HN{AJ7E Trusted CDE FHIFRE Z [B1f2 B30 4

SEPRAE Solaris %% - —F¥, AT LL{E Trusted Extensions HHFS Z S o 1SR4 22 HoAth
WUBRZERT . 23RBS T E B B -
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ez E

Ul 2 SRR LV IR U 2 . S XIS R VR HTARIC . 1T B AT
RAEDRZE 2 (AR BN XA -

i, B AL 5ER L T ES

= {Oracle Solaris Trusted Extensions i ¥ GUALFRE) AR <Grqar {5 SO ] DLNE R X 1,
HTIERS

= (Oracle Solaris Trusted Extensions & ¥ GUALFE) HHAY <@l fe.14 FH P 5 B Py 22 4
75331l

T£ Trusted CDE H1, W08 BN LI 21 o LR H ERS ORI SCHE o« Bk Al A#A
TEE RS

ERMRETHRIFEX.
AXRAER, B2 IE 55 TP “UUTEREPRE T LIEX” .

X MIRE I SRR -
AXRPAGER, B2 WE 42 TR AER bR TIEX AR S .

HEXHEERD  SMEEENHRERX .
HEIRHEESRD  SMEZIHHIHER-

HXW L EERBHE - TIERH .
HRIFAMER, 2 WE 57 TP “WTR e R 2h B H Al TAEX” .
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HATAMEIRIE

E3-16 — P TAEX A A RRIER SO E B AR

# "Public" (23b) # "Confidential" (#1%)
RER S ETRES FRER L ETERS

= CONFIDENTIAL : INTERNAL USE ONLY s

Conf: Internal R%:

o Jlnjies

@ Window Label:
6 HXHEMEIBRER.
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E3-17 TEEAAFPRER SO E B g 2 RIHE R SO

HEHHIRE LY IR LAY
MHETRRE = bats X EER

= CONFIDENTIAL : INTERNAL USE ONLY s

Conf: Internal "

conrvik T = F‘-’ﬁ“

@ Window Label:
14 57T "File Manager Confirmation" (SCFEHIZRHAIN) XIHHE. 0E 3-18 ATk -

JHEXTTEHES "Selection Manager Confirmation” (JEFFEFRERIAIA) AIHHESLLL. HEA
ARG & o HTHAE -

filiid 7 A H SR A -

BRI FRIPRZERIFT A % -

e BRSO RIS #

e AT E PR RE R - HARSCR SRR E K/ (L AL -
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E3-18 "File Manager Confirmation" (SCFEPEERIAIA) XH1EHE

FileManager Drag And Drop Confirmer

PUBLIC

CONFIDENTIAL : INTERNAL USE ONLY

00000000 53 75 6e 20 4d 69 63 72 6f 73 79 73 74 6ff
00000010 20 49 6e 63 2e 09 53 75 6e 4f 53 20 35 2
00000020 09 62 32 39 2d 45 41 09 53 65 70 22 20 3 i

7 EHIAERBEER X HRRE -
» B "Cancel" ( BUE ) BLEES-
= BF"Apply" (A ) BXEBHBHFIRE -

w35 X ARERE RS

i BAER R PO bR N B F BAABREAIR SR SRR, FHZOU R B R
RAEM « ZSUHERREN bR T a5 .

SRR SCAE . FH ] DLEAE Shift-Col LA BE. RIS IR IR SO B BE a5 2 21
ARSI HRES - 2805, RPN, BB BUHIR(E -

R WIRARGURECE NS UF AR TR R . IR o — D XIEHE, 5 H R R R 2%
o THE5 B AR -
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Trusted Extensions ITTE ( &% )

AREF A4 Solaris Trusted Extensions Y RCHEITE « ARSI 8

% 67 TLHY “Trusted Extensions 14 A ULIRE”

58 71 TUHPAY “Trusted Extensions HAYIR & &2 214>

% 71 TUHHY “Trusted Extensions H1H) SCEEFI RN FFE 2>
% 72 TUHY “Solaris OS H11Y [ 4% 41k

% 73 TUHIY “Hif Ik & 421 (Trusted CDE)”

Trusted Extensions B 7] JL I

RINFERR B Fd G (W 2%, B3| Trusted Extensions (11:3%) HATER) . FHF{E
AJ LA F Trusted Extensions | o A fEH . H A TFEEFL LR o € T Trusted
Extensions FIRRHIELIE RFFRZZOHE ~ HPLZe1rn]. LM R Rgb2iEd 2
Y205 - W EFRTR. 5 Solaris RFiFHLL . BLE A Trusted Extensions [ & %5 H Y
PNEHERITIREX A« EAFE Trusted JDS S FHYIXELDC], HS LA 1-5-
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Trusted Extensions B9 7] LI BE

Bl4-1 245 Trusted CDE S[H
"Trusted Path" (FJ{§E&1E) K&

— = COIN|FIDENTIAL : INTERNAL USE ONLY o
S IE cor
B O — S T

emacs: textfilelnfo.txt
File Edit Apps O|tions Buffers Tools Help

= == E e == R A N =T | ==
- _—_1 Thils ils aln Irlm lNLl fille.l\‘rl /El | |d

File Selected View

/ home sharonr Only employees [nithin the company may see this file.
|

| /home/sharonr

i
XEmacs: Li|xtfilelnfo.txt (Text PenDel)——Al ]|

Trusted Path Menu

il Assume root Role

Assume admin Role

Change Password

Allocate Device

Query Window Label
-1 S d System...
B OBMRERL ————F 2uspend system

Ao -

S e contnemal(
= —_ Jun = ]
L L E@ ] ey = e el
AEE A% —{ 1 | window Label:

AfERS TIEXIRE

» BRERETRAEEN . TEX . SN ARFHES —MR% . smiggt 1
MM T & B LR N AR -

» AMEEOK—IHE 5 MR ETZ 2 2Ll - £ Solaris Trusted Extensions
(CDE) H. T{E & R4 R EE #EKES - MAE Solaris Trusted Extensions (JDS)
WL AR TR A R A TR -

o TERNNAREFRSZRIGE— N TIEXH, Haevi R mmk - B e i R
.

» "Trusted Path" ( AT{SE81E ) 3LB—7F Trusted CDE H1.  AJ M Fi T A A D5 X Sk 15
(1] "Trusted Path" (FI{FEE1E) 8. ZRBH THUTLZ 2MMKESS o 1£ Trusted
JDS H1. AT NATEFF 5 15 [R5 -

-

e

T
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Trusted Extensions B9 7] BT BE

Trusted Extensions = H _FJIRE

N5 18 TUHY skl is [ml4a > AT . Trusted Extensions H1HY BT A B FHFE 7 A1 SC 445D
HAEPE o Trusted Extensions 7E LA N B PRS-

B AR BT E AR5 5%

» R/MEE DT TS OB R 5%

o AEEOEPNE ORSEHERAT

» SEH "Trusted Path" (F[{EI%12) R WE AREHERAT. ©ErEHTL M E
It B PRI RS

= 7£ Trusted JDS W, TEIHRAVEN (O FR TAEX IR -

E4-2 Trusted JDS &R EH A RISRE TAEX A R

S3(o] '~

4-1 B8 T FRZEAE Trusted CDE &M FRE/R T2 e B 1-5 TR T HRZ7E Trusted JDS
SRR "Query Window Label" (EIHE [FRZS) 5500 ] F R R & bR
% . BxRER, ESE3-5.

e i
AM{EEO%

TF Trusted CDE {1, TEATH Trusted Extensions 26 H . W[{E & [ 554 B R TE e 52 K SR HY
PREFIXIK o TI7E Trusted JDS FH. A5 & 1 4% M G 78 B e TR -

E”% 1 %E/‘Jﬁfﬁﬁ sELRET] DAEXE'_E%U\ E Eﬂ‘?/ﬁ\&ﬂ/‘] Trusted Extensions /f;\iﬁq:' o 1%
[ 2% Al Eon ARl IR 5 o] {5 11 SR Al (trusted computing base, TCB) #1758 A - 45 [
Fib BRI S ETH TAEX A M5 &E R - nEHE &AM, A2y HiE
1 0T 15 A A

7£ Trusted CDE H1. n[{5& HFEAEMANITE

» AERNS—(EREELS RN BN .
o BORE—TE. BoRTESIE RS -

% 4F . Trusted Extensions BITTE ( 5% ) 69



Trusted Extensions B9 7] LI BE

70

£ Trusted JDS H. FJ{E & L &REH BIMNHATLE -

» GEIKABR—AL T A ERF SN, SR TIEX HHERR AT & SR 1Rk
PR AERT R G PRET R — P E R -

» BREFHO— DR TEXHATEE HRE -

4-4 Trusted JDS S FRYAI{EH 155
LSRRl = CONFIDENTIAL : INTERNAL USE ONLY [T R TIN
AEFS
HEE ] TCB R E 7. W{ETF S Eia BnfE i EHE D& XA - 7E Trusted

am¢ 2B ERTERTE AR M o 7F Trusted JDS HH. ZAFS BErEE O &M
FE o

SR REEA SRR R E D8RRI, aIGEF5A2 /?o AER ST
BTG - MRIEERS 7%, ] e IR L 25 TCB # AZH. -

T

7
>°/|_u\

h=il

EE - R TEX A EHRR . 1§88 R security administrator (¢ HH
K 2 G W] BEAE ™ B[]

EB SRR EE RS, ANAZEREE & . QREXFEN NIRRT
AEEOS%, G VHEEMARKR -

B OfRE R

B ORI SoRiE s E LR - TE2 952G, FErrF il #FBh iR B E — T
VEX F BEAARFERERE O« fErfFiln] LRAEIIEES TCB A2 .« i, 41 5E i
AW, "Trusted Path”" (F[{FEE12) HERM & B RfEEE L5 .
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Trusted Extensions A1 B >Z 4430 N A 2 7

Ba-s {0 15 Y Trusted Path” (ATEREE) HE7HF

Trusted Extensions FHJiZ F &L £

%ETYuﬁfd]bdenﬂonsEP’ ﬁk%ﬁﬁ%ﬁﬂ?rs ﬁ%ﬁ%Hﬂﬁ%ﬁﬁ5?@5%5ﬁ2ﬂ%%%ﬁtzfﬁ§€%ﬂbo Fﬁfjﬁﬂ
RARBARBG O EHAL WAREE A - C 0 BCfi s A e H HoAth I P (i

o IEFEEA B & — MRk s A e B & S — MRt i i, BRAED %R
HESR P BL S — DIRET W H L S — R -

BHANE. 155 I 51 TR “UHAT7E Trusted Extensions FH /AL 1% & o

Trusted Extensions F B9 34505 12 5

Trusted Extensions AT N R F &8 E — MBURG . J8id HARSH#HI TR - 7EAT
GRS NHEFEEER . EELTEEERSR R R - SR ATEEE
X BT REE AR o N AR E R ERER AR . UE 4
T E IMEAR SRS FRZET UL o S48 TN R E D HRES . N AR FFRIRR
Zih 2B RETEE &P .

ﬁﬁm%ﬂﬁmmmﬁ’Yﬁ%ﬁ%%%$%ﬂ%oRﬁ@mﬁ%ﬁ%%%im&#
RS R A BEVT RIS - AT DLNS S B A MHER SR & E S -

A LE R FRR e (i IR AL SO 9 F P BCELER 8 o JRikCas B e ipa R MR IR SC
tF. AT B USRI AR AL SO o SR EE SRR — MRSE A F R 7 o] LLEE
FHAE 55— AR H s i A B OIRA AL ST o X NRFERIISCIE D . copy_files FI
.link files o

.copy_files 3T &

.copy_files SCPFAFAE 0] IR D) e BB B AR TR X E ISR o S
TEfR/MRZERYELG H 3« WIREE — M AR E MR E SRS Akiq H
FHEEASCE, HSRAER A « 181 . copy files X, HAT LUIEE RN TP 5
R IRZER ST -
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Solaris OS RO 4R &4

Jink_files 3T

link_files SCIFAFfif = 15 YD HBI L i A bRt TAE DX BEREER () SC AR 4« ISP
TAEE R/ MR RS B erp e WERFEANRFE X R B L MrZ BT, HEED
R AEAEEMHAEKAE, link files XARFAERE A .

Solaris0S FRIO& LT £

72

JH P 5 W ] 4> il g R AR (S ARE IR S HOL 2 - DI, Bh SRy 4

g AT BE 2 ER EE I 1 - Solaris OS AIEE [0 WA ZKH H AT L [1¢HE

FOR . R AT RERV B B EDK

» FRERZERIEDRE—P5 G AERRE RBINE S % -

» FRERZERIRARY —ZREEREE R E LT -

» ATIREERSHIRARE LR E LS. R TARE PRSI [FE TR E R
BUR PR -

» R BE—ZOREERT HIN 2 BT s % -

RAEHVE B 50 1 EIRBYIEA I, AR F I AR 2 WCE]—E HL

ff EHEESR AL .

(T RE B H N TT M S o 1E Solaris OS 1. [0 2 /D B & LT 5544 -

o OV EVLE 8 MFR -

o [V B DG T FEEER DU — M E R B — MR R

o FT S AN R T AR 148 o ANRERERT X IH < 217 B{E sl Ig B F8 (L 15 21 Y [
Lo TEHHTIHLIALLAN . KRG F RN/ NG “F BER 0 [R 5 0 155 -

» O LMEDEE =ZAAETIHOSHFR o« (EH TR KEFEHVN
EEASIEY TR TR

» DS UHAESIER . NEERE MRS LA A1 - AR R A A AT
DAGEFH A1 Z ok 2 A i 14

FETT LA "Trusted Path” (FI{581%) S5 "Change Password”" (B ([14) 3H

WEREHR S RV, 155 ILE 49 TR BT AT{FH1E .
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BIEHRZ 2 (Trusted CDE)

BIEHZE £ (Trusted CDE)

Solaris Trusted Extensions (CDE) H1HY i [H #z 5 FrifE CDE HH{8 FH A aif i i AE 5 224 - 7E
Trusted Extensions ﬁﬁﬁ*ﬁqﬂ ’ @Hﬁﬁiﬁ I\Fﬂ fEitF@ﬁﬁH E’Jﬁﬁ%ﬂjﬁﬁﬁ}? ~ Yﬁ:*ﬂi)ﬂﬁ%
o i E TAEX Y DO R AL E R B bR 8. ] R Trusted Path

menu ("Trusted Path" (T[{5i%1%) H) -

W SE(HF "Device Allocation Manager” (1X & /AL EFEar ) LR, A A gedEd
"Removable Media Manager" ([ 5h/ 1 FUEFEES ) ViM% & - AT "Tools" (LE) +
[ i H117 7] "Device Allocation Manager” (& &/ ALEBEER ) - % TR T A i
"Style Manager" (FEXUERRER) EIFRAY 177 -

7 R R MU ST LI ¥ T 1 2 (LR R B Y0 B

7 Trusted Extensions H1: 223 I BRICEL s AN PR T A0 0] DATE 24 il TAEXHRZE b (50 A0
FHRE RIS -

HRFECDEE Z{EE, 155l (Common Desktop Environment User's Guide) -

TIEX YR XE

£ Trusted Extensions H1,  TAEX {5 AE L HIHEY TAEX . BB KIEERFE IR
ETAE. IR 228 B TVEX I E T U R IR B - R
B A TEL R S BRI T T Bl gmis . TAEXIHI Bonin B nEit . TIEX
PIHL X I R L T "Trusted Path" ([ {EE&1E) H .

"Trusted Path" ( AIEI81E ) 3

"Trusted Path" (A[{5%1%) RS EIMZ2ERERIL W FEFR.

E4-6 "TrustedPath" (FJ{EFE&41%) W -FR

Trusted Path Menu
Add Workspace
Assume root Role
Assume admin Role
Change Password
Allocate Device
Query Window Label
Suspend System...
Help
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BIERZ 21 (Trusted CDE)

74

pig. fasn] AR ISR B BE B L1 s B i - B RIEANE R 165 WAR 49 TUHAY
“PUT I{EHRIE -

TF Trusted CDE H7, Trusted Path" (W[{EE&1E) XHRBEE S —PHRA . TIEX Name it
A EHE L TVEX R - A3 b R pO S o 18 2 GOk P PO BC e -

B 4-7 "Trusted Path" (W[{5i&1%) 3 H — T{EIX Name HZA

Workspace PUBLIC
Delete
Rename
Change Workspace Label

Assume root Role
Assume admin Role

Change Password
Allocate Device
Query Window Label
Suspend System...

Help

s 214

TE Trusted Extensions {1, FUE & i v] DLFE SO 18R TG 1% S R H BAATET [A] o

BhREME

H B R S i TR 2 . BEE S — MRENS 2. HEETITRA
R I -

X EHESEREeM
7E Trusted Extensions #. "File Manager" (SCIFEEESY) Tom 48T TIEXARZERISC
. HRINAEEZ MRS TENEEAFRER TIEXKZTT X ERES - A

fe» WTLAFEA] "Occupy Workspace” (i LYEIX) dr & 7E[R— LIEX H TTI_JEI’JIﬁE
BTN .

W SR RS AT DUSE SO sl SR EE AR AT % 1135 (access control
list, ACL) « QIRAEIRAT 7 MR, & o] IFEAR RIBRE T #O S B A 2 A RS 2 BL
BERESCIE o AR E PR IRAME R, 165 UL 42 TRy “AHT A FRss T
VEX A& S M 49 TR “BUT Al (S 50
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BIEHRZ 2 (Trusted CDE)

NARERTEG
SO LT RS TP AORSS FHOSCH - ASSIR T HIRTAOIZRL,
BRI M0 SC 38 2 [ S L

"Personal Applications" ( N"ANMFBEF ) FER

"Personal Applications” (M AR FHFEF) IR FHERE RN FHRE P 19121777 UR TR
#E CDE M5E o "Terminal" (£%ii5) IBR al 47T BE G148 € 24 AU ER A shell o ZEV5 W]
Web flzs5as: LERINIBLA PR LTS Web I BT as IR ZAH[A] -

ERFIEF R £

T— Trusted Extensions ':F' ﬁﬁﬁ&]ﬁﬁ:f@%ﬁﬁ%‘i o Zij‘iﬂiﬁﬁ:ﬁ’ mﬁ{#‘%ﬁﬂﬂﬁﬁ@ﬂﬂﬁz?
MIPREE N A0 o« FUEIRS T B XNZAR SRR EVLR A P A 2SI . HEE
TEVZRRZE T AR P AT DA BB -

YIRS T AR IS A R PP (5 R BRI PR T 20 O A e s L SR B s 0 B
PR S 2R B A [l 5 o A QAR b R O 22 ok iR i e i

=
5o

FTENHR &4

"Personal Printers” (> AFTENHL) FEIHZ-HHY "Print Manager" (FTEVEREER) T TR
P2 2 VF Al AR TR FTENTLR AR - (2. 8 U BE S FH IR AL B A A F T ENBT LR AT
B4 /i TAE DX HIBRZE T HYSCRY -

Trusted Extensions H1f SR T E{E NV L FE PR A HAR TUE . 40 F A -

o FTEMEME T SR bR GO THRIRATENVEL - ALFE B LR R 05 i B2 -
» ESCOURRA DR A DUR
o (L TATEN R B AT R PR S & TR LA ASE o -

NEF R T SRR TT - 308 START JX R M1 R R 1T -
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BIERZ 21 (Trusted CDE)

Ea-g A FREEAFTENME LAY S AR 5T

"Protect as" ZH —— NEED TO KNOW
1S — 57823 57823
This output must be protected as: i _ .. n-‘
"Protect as" H% —| NEED_TO_KNOW HR }7: Sl;r:);?nc;;s :
NELeREX unless manually reviewed and downgraded. .

User: user1 @seccompany

Job: hrprint-7
hr.minutes.14.04.06 seccompany
Printed at: Fri April 14 07:30 PST 2006

432 PRINTER

BANNERS
i ERYIRAE — COMPANY CONFIDENTIAL: NEED_TO_KNOW HR
DISTRIBUTE ONLY TO HUMAN RESOURCES EMPLOYEES
432 CHANNELS ——
5 2 H 1 B (NON-DISCLOSURE AGREEMENT REQUIRED)

JOB START

NEED TO KNOW

A RIEHIUE R P STEIR R D) 2 25 5 TEE WA E 5 .

HEERZeM
e SUBEBA T 177 5 5 Solaris RGAIR. (1 ZALBISM

. @Eﬁﬁ Trusted Extensions i, JCE N R FE Mo TH N E S, EAEXE
HER TR EEAZ o 18 MWHTTAIIRA] "Workspace" ( TAEX ) HHUEITHZVE
e HEUEHSEXBEEA{EE .
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T{EXZ£M (Trusted JDS)

= "Screen Saver" (FEEARITFEF ) I "Screen Lock" (FR&EHIE ) MEIAHEHAZE - £
R SR € RGTERUE 2 A vl 4 F IR B IR S B B AT R o 7] LLRCD (R B
], E AN BEAS PR B A TR0 2 i KA DL o S8 0T DI F%—Flvl e T B4 7 i e A
o QISR BRI RI NS S R SRS, E SR E R .

» Startup" (JEBh) EEEATRE TR R AR @ AOPR B 2 v R B SRR B2

TR E - B, f0T DU A P RS0 B N RS R — A E TAEX R

=51

=1

MAEFEERZSME

FEN IRE B B g b A BEVS R P SR R SRR IR AR I - E A
] LS IR — AN R IR R P RIDRE « 18I0, BES XA ST T R0tz
REHERT 4 AT TAEX AR -

[FIRE . RUETAAT DLd ik 5 B bR B B 2 S I bR B U] "Personal Application” (> AR
M) FHEBREMN AR . H2EHARSTEE e E S B R AR -

BRFER £

7 Trusted Extensions F1. 1y S 46 A T2 bR AT fiff ZEMMBR A ST o RUE A8 AT LU SRR IEE
BOFAETHHEREIRE T (R A BThRE T RSO - AR BB A A BUR S
B FRL R LR -

T{EXZ £ (Trusted JDS)

TE Trusted Extensions 1. Trusted JDS $&ft 5 Trusted CDE %Ry Z 2. HEGAFR
IMRIEDE o 51 Trusted CDE FH—#¢ . SEMAIN R F AT LUIRBIFRES - N R 775 4 B L
TEX IR 21T, HAE - ZN AR RS T ErER -

LETNRELE Trusted JDS RN E AR T E A 17E Trusted CDE (I E - 17 AT HE
Fi A A]
= 7E Trusted JDS H1. "Trusted Path" (A[{5%1%) WAL TA{EHE 145

» RRbREEER O LR R TSR PR E OSSR EnE— T
BIore FfRE. PHRX ISR TOEXAPRE SR R BonE TRSERH .

o BB MG EEAEE LR RGNS SRR, AEEEA -
o RERPEMRE TSI LOEX, EEFIAEREA TIEX, A5 ERERE .

o ADON SR E S TRCE . R YRR AT DS A A E X TR ATAL TAYAR
ZHIB D -
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1A

L&

access control list,

ACL (FEHEHIFIR )

access permission ( 78]

PR )

account label range ( M
PIRESEE )

accreditation range @

3B )

action ( 31 )

administrative label ( &

EMFRE )

allocatable device ( AJ 4>
Eri%e )

Oracle Solaris OS fJZZ 2 IhEE « WI— T2 2 hEE - ACL X discretionary access control,

DAC (HFEHREES) #7 T . EEANHTREH P R EHAERYE (ACL %%
H) B%Z. {#H ACL, Wl LLSEEELFRE UNIX permissions (FUFR ) FTER A+ 658 h ks
AU -

REBAT RN ARG — L EIRE - Ui APR A H P32 73R B SUTEE S SUHFEL
HXAFRIAR] - 5152 L discretionary access control, DAC ( H F 1 [RI#%H) Il mandatory
access control, MAC (il {77 mI#EHl) o

e AEEAHA S role () PURSHES. FATTELREA Trusted Extensions [
R FHUTIIE . REEHEM EFRH user clearance (AP Z21F0) & X, FEEHFH
minimum label (F/NMRZ) & Lo ZEENES BMERIRE .

HEVF— LR P ST IRE RIS 85 . 53162 L system accreditation range (RZEIA AL
FHl) -~ useraccreditationrange (FJ7IAWYEE ) ~ label encodings file (FRIEZmASSCI:)
network accreditation range (LR INTTIERE ) -

—u] )\ CDE (Common Desktop Environment NS ) B P A e s
7 o B FHREFRET » BFEA— P E e S DUTER A P PR o 7E Trusted
Extensions . FUH security administrator (Z2E MG ) M FREERES LA
J T Y rights profile (AUSRACESCHFR) W ZEREA TTEOZA R - FE. REYY
EE RTERIRECE U8 E T AN W EACFIRAET . B SELE DB A AT i A -

AGE B TS TR TR R NEFRAR S - ADMIN. LOW ] ADMIN HIGH . ADMIN LOW 32 ZA &% H1H i
RPBIRZE . RESTMIXE . WFREZRGEHRIATERZ™ S0 - ADMIN Low E#I(E
BT IETE ADMIN. Low BR25 N TAERIHAN role (A7) TRRUATA AP L (HEEHR—1
FF#{TE A - ADMIN_HIGH &R SIS AIIRE . EHFAXHE - HR%E ™LA R
ST AR - HAE ADMIN_HIGH b TYERYA B FR A - T LU H ADMIN_HIGH AY(E
B BHMREREREHARGIRE R Z 2] -« 5155 0L dominating label ( SZHl A7

Oracle Solaris OS I £INAE - M—IZEIIEE - — D] P HECi&E— IR HBEE— M H P

M. ATUERGIH S AT B - security administrator (2 HEG ) JUEMRLLH A H
AT FINREE ] 73 Bl e o Al X B A BRI - BUEIRED4S « &M% & F1 CD-ROM 1%

#% o Wi 5 I device allocation (1X#47HE) -
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audit D, AUID ( B3T1ID )

auditID, AUID ( &it
ID)

auditing (&)

authorization ( #Z11 )

classification ( 4% )

clearance ( Z21F 7] )

Common Desktop
Environment, CDE ( 2

RKEHRE )

compartmented mode
workstation, CMW ( %
PR T )

compartment ( X g )

covert channel ( [Ei&{S
i)

deallocated device ( 2%
SELRIEE )

Device Allocation
Manager (EEFNEE
)

device allocation ( &%

7E )

Oracle Solaris OS P Z 2 INEE . HIFIDVFEREFH - AUID fTEA P A IE B0 )5 &%
FEARAR . R AT A R bRiR A P AR auditing (B91T) o BE1FID SAZ A T HTHAI

P B P IR T effective UID/GID (54X UID/GID) - #1E% L user ID, UID (FHF
ID) -

Oracle Solaris OS [ 2 2 Lf1fE - W — % L IhEE - W IMEIEIIIR ARG BRI G 21 L Ath =
T IRIE X EEAE BAF A — PO BB R S e - H i 2 E AR GTE 2h R
& DUERRATIE 2 2 R

Oracle Solaris OS FUZ £ INRE - W) —THL RIIEE « AT H P HUT IR ERIAIR . R
AU DT 22 2 R0 2 58 1R A2 - security administrator (ZEEHG) FHEAEEE SR
MRECE S - 2RG, FHAURBCE SR E SR B role (FA) WK o ReLban S RIHRIEE
KA P BA LTS GESE R R EER - 5515 W privilege (FFAL) o

clearance (Z2VFT]) Hilabel (%) WI— DM FRFTTEZ R L 2R Hlal
TOP SECRET E{ UNCLASSIFIED -

T % S label range (FRZJEME) ESAY—" label (575%5) o ZRFAITEGMHE: —
A classification (%84%) » DLRFEANBZL XA « RV IET 2 well-formed label ( E A%
BIRRZE ) o LRUFAE T HE ERRIE, A —E LR . BiES I user
clearance (AP ZEVFH]) - session clearance (ZTHZ V) Fllabel encodings file (7%
GigSLE) o

—FERER B R, A 2R . — M E L E SRR TR - Trusted
Extensions 2 [A] 5 IS I AT {5 R AFE . 1400 label builder (PRZEAERLAET) ~ Device
Allocation Manager (1% & 7ALEFIAER) H Selection Manager (JEFFEHAR) - FESM
Trusted JDS -

—MIHE AL, BT (Security Requirements for System High and Compartmented Mode
Workstations) ~ (DIA (R4S DDS-2600-5502-87 ) FITE S A {2 L/ ik i B 2
Ko BTIHIN, E0N UNIX LAEBEE T — DT X Window System HY A {Z 1 ER S -

label (FR%) B)—NTCEWRAH:. 5 classification (Z£4% ) H 45 A A A E—
clearance (Z41FH]) B label (F12%) o XEERWEETR B E EH—HHAF . fl
W, TREE S SR E HIBA -

ANUUIEH 77 A TER @G — M EEEE - AR EE. SRR DUE R 225K
Ry 77 A B L s R -

Oracle Solaris OS P L2 IhEE - I — L RIIAE - MR DAL & 2 A B LS AR P
HEHE S EFRIR A - BiES I device allocation (IR HEL) -

Trusted Extensions i —" N0 {EN R o L GUI F TECE RS, DL 2B FIFERE 7 i 1%
o DEETHLE LS M I SR I AR K .

il

Oracle Solaris OS [N &TNRE - I—THL RINRE - 175 /Al 2 —FHRAY allocatable

device (AIZMMCRR ) ERIE B A L&A Z M 75 IR - 12
BRAOACHS . RHBAT IR ERMASRE R a R E R KA1 ol E it E M P Ui
[A] o 7E Trusted Extensions H1. %% 7} L2 Device Allocation Manager (1575 7t & FE
) BT -
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hosttype ( E#LZE! )

device (1% )

discretionary access
control, DAC ( BE i)
=)

disjoint label ( B &
HIFRZ )

dominating label ( 2 B¢
R )

downgraded label ( P&Z%
HIFRRZ )

effective UID/GID ( &
2 UID/GID )

evaluatable
configuration ( AT HEf
BE)

extended
configuration ( &R
BE)

fallback mechanism ( [B]
BHLEH )

gateway (MxX)
group ID, GID (#H1D)
host template ( EHLIE

] )
host type ( EHLER )

152 I allocatable device (A[7)Adi%#) -

—FhUs RIEEHIRLE] . RSO E AR EoA HA 4% T sE i AR . BT A T
DURFRE « 5 AFIHT permissions (PR $aEsFrE -~ fTEEFBIA P AU k—4
G EAR R (FRRTEHMRIEEW A ) - FTAE LT LS E access control list,
ACL (V5 [AHEIFNER) - @i ACL, FrEH AT LURIRBAMMIE €/ E 2 H A M . 52
Xf Y& mandatory access control, MAC (7l i A4 ) -

152 Il dominating label (ZALHRZE) o

PR, R A — MR classification (554%) A THEF T 5%
#5F 5 HH compartment ([X[A]) HFEE 5 —IRERIFTA X RIHE WZREFR NS
PR o QIRAAFECRAER . WHAT A DA P REAN B SR 1 H2 &0y - 4R —
PRSI A — IR HARE AR TR WIEATTAT DL SR — DRSS AR S EL 55— MR
gﬂoﬁﬂﬂ%ﬁﬁ\ﬁ\’iﬁ*K%¥%‘%E@E1£1ﬂ—4‘ﬁ§%‘ﬁ$&i?i@ﬂﬂﬂﬁ, NX PR A R

—F R label (F535)  SRE(EE HEONA SRR JeniE R —ME -

Oracle Solaris OS )% £ LBE - I —I 2 IhEE - HAID FELHIN 2w KPR ID, LUHEIZ
TR R S MEF AR - 2 504 0 SR B 3R L Rz 1T
W (B SR root FHFIETT) » security administrator (Z2EFLH) 27F rights
profile (AUPRACESCIF) Folyizan < SR EREE A% UID - G344 1D KR 77 25 2 A1
Ao IHEE. SEHMUNIX R —H. [ setuid arShf . Zan <l gE 2 i TH DT
R TEHEIEH BT

e — RINBUN L 2 ERARER T ENLR S - 55155 ML extended configuration (§EMAL
H) .

HIESE R T % 4 RIS T A B2 evaluatable configuration ([ PFAEACEL) AILHRMLASE -

FITFAE tnrhep B FPHEE 1P LAY — R REET ¥ o X T 1Pva ikt [REHLHIRE o 1R3!
HF IR ERCAT -

BA AL EMESEE L R0 DU TIE M BE 2 D RS o YRR
Trusted Extensions EE?F)'LHHL: W?&ﬂﬁﬁ%ﬁﬁﬁﬁ%ﬁ\ff#ﬁﬂgﬁﬁ °

Oracle Solaris OS FIZINRE - —IILR2IBE - GID & — M8 HTRREA AT
BRI —HRF - 3152 L discretionary access control, DAC ( H EV5[AIEH]) -

tnrhtp BHREF—0 % T & X ] [A] Trusted Extensions PRI — R FHIZ 28
M.

host (EAL) AI—FSEe o 1ZFJH T MEGIEBIE - EHLEBIE LAFRETE tnrhtp B
H o EHLRRRE 1A ] CIPSO ML PN 5 L4 Ry HAl AL TS - PSR
FER XS BT R A .
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host ( E#. )

host ( £#1 )

label builder ( FRE AR
)

label encodings file ( %
ERAILH )

label range ( #7%5ERE )

label view ( #RZEHE )

labeled workspace ( HHx
ETEX)

label ( #7% )

least privilege ( B/)MF
)

mandatory access
control, MAC ( mFls
i )

minimum label ( F/MR
%)

Az

network accreditation

range ( MEGIARTSER )
object ( 35 )

BB LEH — B TR -

Trusted Extensions () —"DAI{E N FHFEF - @it GUL, A AT DAEFE 216 L 217 AT 51
FR%& - clearance (ZVFA) Bilabel (FR%) AT security administrator (%24 PR
) 8L AP account label range (& ARZEIERE ) A -

H security administrator (% REFEG ) HH— DX ZHRWEFREAARL 2T
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