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1

Architecture Overview

This chapter contains this topic:

»  Section 1.1, "JD Edwards EnterpriseOne and WebCenter Single Sign-On
Architecture".

1.1 JD Edwards EnterpriseOne and WehCenter Single Sign-On
Architecture

JD Edwards EnterpriseOne and WebCenter single sign-on (SSO) supports creating
contextually linked group spaces in JD Edwards EnterpriseOne, and opening the
group space in WebCenter for collaboration among authorized users. Contextually
linked group spaces are group spaces that are tied to a JD Edwards EnterpriseOne
application form. SSO enables one-time login with multiple access between
EnterpriseOne and WebCenter Spaces.

To support JD Edwards EnterpriseOne and WebCenter Spaces SSO, you deploy three
major Oracle components:

s EnterpriseOne HTML Web Server
»  Oracle Access Manager Server (OAM)
= WebCenter Spaces

OAM ensures SSO security between JD Edwards EnterpriseOne and WebCenter.
Oracle Web Service Manager (OWSM) ensures server-to-server security between JD
Edwards EnterpriseOne and WebCenter Spaces.

1.1.1 Architecture Overview

This diagram shows the architecture for SSO between JD Edwards EnterpriseOne and
Web Center:
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In summary:

1.

3.

Users access ]D Edwards EnterpriseOne by entering their JD Edwards
EnterpriseOne URL in a Web browser, and then entering their SSO user ID and
password on the sign-on page.

The WebGate component on the Oracle HTTP Server (OHS) captures the user
credentials and sends them to Oracle Access Manager (OAM) for authentication.

OAM compares the user credentials against the Oracle Internet Directory (OID).

If the SSO user credentials are not in OID, OAM notifies WebGate and the user is
denied access to JD Edwards EnterpriseOne.

If OAM finds the SSO user credentials in OID, OAM authenticates the user credentials.

1.

After successful authentication, the user accesses the JD Edwards EnterpriseOne
HTML client. If the user is WebCenter enabled, the My Web Center Group Spaces
link appears under the Action section of the EnterpriseOne menu. Clicking the
link opens another browser that opens the WebCenter home page without
requiring the user to sign in again.

The EnterpriseOne HTML client calls a Web Center web service through OWSM.
For example, the EnterpriseOne HTML client fetches a list of group spaces from
WebCenter. This creates group space links in the Related Information Application
Framework. OWSM secures the communication.

When the user clicks the group space link in JD Edwards EnterpriseOne, a new
Web browser opens and tries to connect to the WebCenter group space.
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4. The WebGate on the WebCenter server determines that the user has been
authenticated and allows the user to access the group space without logging in
again.

1.1.2 Configuring the SSO Environment

One way to configure SSO is to deploy different components to three machines. The
following diagram shows this configuration strategy:

Oracle Access Oracle WebCenter
Manager Server 11g Spaces

WebLogic Server 10.3.5 WeblLogic Server 10.3.5

Oracle Internet Directory Oracle WebCenter 11g
11g (OID)
Oracle HTTP Server 11g
Oracle Access (Web Tier)

Manager11g (OAM)
Oracle WebGate 11g

Oracle Database

Oracle Repository
Creation (RCU)

1.1.3 Software Versions

You download the software components from Oracle Technology Network (OTN).
This table identifies the software versions that JD Edwards EnterpriseOne used to
configure the SSO solution, and these software versions have been tested:

Software Version
WebCenter Spaces 11.1.1.5
WebLogic Server 10.3.5.0
Repository Creation Utility ~ 11.1.1.5
(RCU)

Oracle Database 11.2.0.1
Oracle Internet Directory 11.1.15
(OID)
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Software Version
Oracle Access Manager 11.1.1.5
(OAM)

Oracle WebGate 11.1.1.5

OWSM (Oracle Web Services 11.1.1.5
Manager) / SOA

FMW Web Tier (OHS) 11.1.15

The remaining chapters in this document, Chapters 2, 3, and 4, provide information for
installing the Oracle software components on three different servers. These chapters
are excerpts from the Oracle Fusion Middleware documents, which discuss how to
install many other components that you do not need. You can use these three chapters
as a guide for understanding which components you need to deploy for your
platform. If you need more detail, you can find the component installation information
in Oracle documents, which are located on Oracle Technology Network (OTN).

See Also:

s Oracle Fusion Middleware Installation Guide for Oracle Identity
Management 11g Release 1 (11.1.1)

http://docs.oracle.com/cd/E21764_
01/install.1111/e12002/toc.htm

s Oracle Fusion Middleware Administrator’s Guide for Oracle
Access Manager with Oracle Security Token Service 11g Release
(11.1.1)

http://docs.oracle.com/cd/E23943_01/doc.1111/e15478.pdf

s Oracle Fusion Middleware Installation Guide for Oracle
WebCenter 11g Release 1 (11.1.1.5) on Oracle Technology Network

http://docs.oracle.com/cd/E21764_
01/install.1111/e12001/toc.htm

s Oracle Fusion Middleware Administrator's Guide for Oracle
WebCenter 11g Release 1 (11.1.1.5) on Oracle Technology Network

http://docs.oracle.com/cd/E21764_
01/webcenter.1111/e12405/toc.htm

s Oracle Fusion Middleware Installation Guide for Oracle WebLogic
Server 11g Release 1 (10.3.5) on Oracle Technology Network

http://docs.oracle.com/cd/E21764_
01/doc.1111/el14142/toc.htm


http://docs.oracle.com/cd/E21764_01/doc.1111/e14142/toc.htm 
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http://docs.oracle.com/cd/E21764_01/install.1111/e12002/toc.htm
http://docs.oracle.com/cd/E21764_01/install.1111/e12002/toc.htm

2

Oracle Access Manager Server

This chapter contains these topics:

»  Section 2.1, "Understanding Oracle Access Manager"
»  Section 2.2, "Installing Oracle Internet Directory"

»  Section 2.3, "Installing Oracle Access Manager 11g"

»  Section 2.4, "Configuring Oracle Access Manager to Use the External LDAP
Server"

2.1 Understanding Oracle Access Manager

Oracle Access Manager 11g provides a full range of Web perimeter security functions
that include Web single sign-on, authentication and authorization, policy
administration, auditing, and more.

Single sign-on (SSO) enables users and groups of users to access multiple applications
after authentication. SSO eliminates multiple sign-on requests. Oracle Access Manager
11g is the Oracle Fusion Middleware 11g single sign-on solution.

Oracle Access Manager 11g is a Java Platform, Enterprise Edition (Java EE) based
enterprise-level security application that provides restricted access to confidential
information and centralized authentication and authorization services.

A web server, application server, or any third-party application must be protected by a
webgate that is registered with Oracle Access Manager as an agent. To enforce policies,
the agent acts as a filter for HT'TP requests. Oracle Access Manager enables
administrators to define authentication and authorization policies.

Prerequisites
»  Create local user ID and password credentials.

= Log into the machine that will contain your OAM components.

» Install a supported database level. For example: 11.2.0.1

Note: Check the EnterpriseOne Minimum Technical Requirements
for supported database level if this database is also used for
EnterpriseOne.

s Create database schemas using Repository Creation Utility (RCU) 11.1.1.5.0. See
Create Database Schemas with Repository Creation Utility.

Oracle Access Manager Server 2-1



Installing Oracle Internet Directory

= Install Oracle WebLogic Server 10.3.5 with a 64-bit JDK. You do not need to create
a domain. You create a domain during the OAM/OID installation. See Installing
WebLogic Server.

= Install the base version of Oracle Internet Directory 11.1.1.2; Oracle Internet
Directory 11.1.1.5 is a patchset installer. You must install Oracle Internet Directory
prior to installing Oracle Access Manager 11g.

2.2 Installing Oracle Internet Directory

Before installing Oracle Access Manager 11g, you must have Oracle WebLogic Server
and Oracle Internet Directory 11.1.1.5 installed and configured.

First, you install Oracle Internet Directory (OID), version 11.1.1.2. After you install this
version, you upgrade to version 11.1.1.5. After installing and upgrading OID to the
appropriate version, you verify the installation.

2.2.1 Installing Oracle Internet Directory 11.1.1.2.0
Use these steps to install OID 11.1.1.2.0.

1. Download and unzip ofm_idm_<platform>_11.1.1.2.0_64_disk1_1of1.zip.
2. Open the OID download directory.
3. Launch the installer:

= On Windows: setup.exe with Run as administrator option.

s On UNIX: ./runlnstaller as a non-root user.

This action starts the Oracle Universal Installer.

O Oracle Identity Management Installation - Step 1 of 12 Hi=E
ORACLE 1 1 4

FUSIBH MIDDLEWARE

Welcome

Welcome

insfaB angd Confiqurs Weicome to Drache Fusion Middiewane 11g Oracle identity Managemend ingtaier

Prerequasite Checks For addional information and instaBation instructions, please refer 1o the Orack
Fusion Middleware instalaton Guide for Oracke Mentty Managemen!

U Eiosting Domain

Specity instalgtion Location

Chek Hedp a1 any time for contaxt-sansine haip

Specily Secyrby Undates Chck Mext 1o begin the instalation
Configurs Components
Confiqure Ports

- _..{ ._{ _..{ =1 .{_.{ _..{ ._{ —-f

IngtaBation Summary

Copyright (c) 1982, 2009, Orack andior is affilates. AR rights reserved

Help Hext » Cancel
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4. Select Install and Configure type.

O Oracke Identity Management Installation - Step 2 of 12

Select Installation WPB FUNOM D DLEWARE

¢ Migicoms '

& Install and Configure ) jnatal and Configurs

! Instals binaries in an ORACLE HOME and configures working

gl Fsa heck

) niglance in an WSTARCE HOME

[ Exinkin in

.

\;.l ity I o]

+' Specify Security Updates

]

¥ Configy mpgnignt [} instal Sgitware - Do Mot Configure

L Before these instaled components will wark, they must be configured by

% Lonfoun running the configaration wizard.

W Instaliation Summary

yint o :
L. - .1
stalation C Al When instalaton i complete, you can modify the configured instance using Enterprise
Manager or Weblogs: Server Adminasiration Congole

1 s [ 2] :
| teo | cBack || Nexts | | Cancet |

5. Click Next.

6. The installer performs prerequisite checks. Be sure to correct any failures before
continuing.
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2-4

© Orade Identity Management Installation - Ste

OoRACLE 113‘

Prerequisite Checks FUBION MIDDLEWARE

y Yimicome Seiection| .
,.:_\ ingtal and Configurs ' Checling operating system certification | 7777 00t L
u Prerequisite Checks #|  |Checking physicalmemory |00 0% | L
n...- Lse Exiating Diomain

,_, Sgecify Secirty Usdaies
\.- Configyre Components

t,:.r Configure Ports

l.:.r Instafation Summay

tafintion Comobels Bl w Cheching operating =ysiem cerification
:'_:, " Checking physical mémory

7. Click Next.

8. Select Create New Domain and enter the Domain Name, User Name, and

Password.

O Oracke Identity Management Installation - Step 4 of 12

Select Domain

ORACLE 11g

FUSION MIDDLEWARE

¢ Mekome

| [ (#) Craate Hew Domain ]
s, Instal and Configure &

User hgme: wabdogs
| Pl
T Preraguisie Checks .
| Uger Password e
= Create Domain S
I o firm Passwond LTI LT
L nataBation Loeation ¢
‘1", i B | Domain Nams | DADemain
i
\Td i figar L & ns i
| I} Extend Existng Doman
W Configurs Parts
|
% Instalafion Symmary [} Expand Claster
(Tens :
) Configurg Without & Domain
talia "
1 S I I"_!_

| Hew | <Eack | MNewss Cancel |
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9. Click Next.

10. Specify the installation location.

O Orache Tdentity HManagement Installation - Step 5 of 12

oRACLE 11g

Specify Installation Location T e

¥ Wiglcoms
f{m Ingtat gng Configyre e

| |_1,j | -
¥ Preseguigts Chacks Grlbtk Middieware Home Location:| z‘-Clrm:lc dt‘.-l."-'.'-:lrt _J__E!fw_‘i_.

|
Create Domain | .
T Drache Home Direchory .ﬂ““'mJ
= Specify Installation Locats

ENOraciellidde warswisenier_ I&.Z’II Browsg |

Wreblogac Server Diectary
|Dracke stance Locatsn EVOracie\liddiewareldmingd_1 Browss ||
{Brache hnstance Nams jamingl_1
At
bt This is the location containing tha WebLogic Server

11. Click Next.

12. Specify the Security Update option. Oracle recommends enabling this option to
receive any security updates.
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2-6

O Oracle Identity Management Installation - Step

Specify Security Updates e
Welcoms
Prowvice your emall address to be informed of securty msues, instal the product
e Instad and Configurs and inifiabe configuration manager. \WViaw delads
|
Preraguigte Chacks
1 Ermed | |
A Create Damain Easier for you if you use your My Oracle Support

| emad addrass/usermame.

|

% Specity halalaton Location
I

T Specify Security Updstes | ]| wish to receive securly updates via My Dracle Support
% Confgure Componenty
|

¥ Configure Ports

|

% Instalation Summary

Wy Qraclke Support Password)

1iia g ]
: |
i [ | I
| _tiew | <gock || Hext> | | cancel |

13. Click Next.

14. Clear any components that you do not want the installer to configure.

= Orade Identity Management Installation - Step 7 of 17

Configure Components FUSION MIDDLEWARE

¥ Visicome = [ 18 it =1
i nstal  Bowr =[] Oracis Directory Servicas Componsnts =]
/T\ B c [ [#] Orace nistnet Directony

T % & [#] Oracke Directory Integration Patform

. Create Doms |

I [] Bracie \Virtual Directory

= || Oracle identty Fedaration Componends
& Specity Security Updates| | | [+ Dracie enity Fadaration

+ Configure Cumponum:l, 1 [] Dracie HTTP Server

__r. O | .

.
1 | L} Chesjered

L]

| |-k
Snecity Qracte gentey Faf | |
i
L L OF Advan A
n.:.- ngtatation Summary | |
‘l : | * I ]
TR S I A T EIIEL s et e s nennnetete e ses s nnns ettt re— e 3
| | <Rack || Hext> | Cancel |
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15. Click Next.
16. Select Auto Port Configuration.

O Orade Identity Management Installation - Ste

ORACLE 11g

FUSION MIDDLEWARE

Configure Ports

g Mislcome

,,:,.k_ nEial and Configurs

\:. Prarequiste Chacks
l,..;,J\ ;-"sgln‘ Qmgn

¢ Snecity nsiatation Locat

i ) Specify Parts using Configuration fie
¥ Specily Sscurly Updates |

(#) Auto Port Configuration

'T' L] il

Configure Ports

LT LEi-L1l

DTI L OF Advan A

17. Click Next.

18. On Specify Schema Database page, enter the appropriate information for the
following fields:

= Database connect String
= Schema Name = Default to ODS

s Password
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2 Orachke Identity Management Installation - Step 9 of 16

Specify Schema ORACLE 11g

Database FUSION MIDDLEWARE
¥ W g loime £ |
H I2} Usg Existing Schema
Ap. atod ang Confour Cannec] Sirng denpbuZ 1 il dedw ards com 1521 arel misk pded
-.;- Prafeguisie Checks
] Format For & singbe host instence
AR Lrepte Doman oA R DOt BerVi CRNameE
L} k o Format For Resl Agplication Cluster Datsbase
T nedrpea 1 pon inianceramel  rosiremed
‘:' B iar At peonid-irsinncenamed Ssesvicaname
| :
T o figni? e Schema Nama:
g O a re Ford X [
T Pasaward: RITITRTT]
L Specily Schema Databa
Creats Qracks Wernat Dive I7) Create Schema
” I ac
Calect OF Advanced Afrk=s | Ender the full path, Bsien port, and service name for the database. For example,
myserver.mycompany.com 1 111:mydb. Separaie the path, port, and sarvice name using
i & colen (%)
= | 1 PYogress _'r_
. | >
ep | Cancel
]

19. Click Next.
20. In the Realm field, enter the domain address of your Oracle Internet Directory.

21. Enter Oracle Internet Directory Administrator User Password. The default
administrator user is cn=orcladmin.
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O Oracle ldentity Management Installation - Step 10 of 16

Create Oracle Internet ORACLE 11 g
Dire ctary‘ FUSION MIDDLEWARE
§ Viskcome = |
1
A insiad mng Configy
1
y Prereguade Checks Oracle nternet Directory nformation
1
"1;‘\ il Realm de=miab desgedwards descem) [
Specify instakation Locat |
T Admnastrator User Nams: cn=orciadmin
¥ 5 if by U - - |
| Administrator Bassword reksssas i
;, 2 e FEnt |
| Confrm Password: [
w Configure Ports |
1 |
1
v Create Oracle Internet ;
- ity Qi iy F i
w  Selact OF Advanced Sitre—
s.I; In n Sy
|
iaka Pr g |- |
i o E LA J
s ] B e [

22. Click Next.

23. Enter the Federation Details if you have selected this component to be configured.

O Orachke [dentity Management Installation - Step 11 of 16

Specify Oracle Identity Federation ORACLE 113’
Details FUSION MIDDLEWARE

¢ Mscoms =
_,..Ir\ ngtall as i figiif

| _

i P12 Pasimon pasiney. 0000
A Crepte Doman

‘Ir iy ingsglplon 4 Confirm Password: rereREEE

I

¥ =pacily Secyriy Updates . . :

*Ir nfigure Compansnt & Server D oif_DMDoman i

i

¥ Lonfigyre Porly
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.;,- Cr e Inberm T

W Specify Oracle identity

'\-:..- Select OF Advanced Abirie—

~Ir' Ingipialion Summany

B Progress 1=
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24, Click Next.
25. Accept the default values on the following page.

O Oracle Identity Management Installation - Step 12 of 16

Select OIF Advanced Flow oRACLE 11 g
Attributes FUSION MIDDLEWARE
¢ Weicome &=
+ Ingtal nfigus gtitiarcilis Typs -
w Ererequmie Chacks
T User Store: -
)T\ Er;ilg m i
T Specify ingtalation Locatig Emderation Store: b
¥ Zpacily Securfy Updates| 1
| ] | User Session Store: [ MEMORY e |
T Lonfigure Compengnis 4
T Soafigyre Pods Mssa0e Elore: | uewoRy vJ
T Epecily Schema Dalabasq
|
T ¢ intmrnat Clr Configuration Sore | FLE v]
-T- Ty Of8 ey F L
J, Select OF Advanced At— | Oracke dentty Federation will be configured to use Oracie internet Directory as the
Authentication Engine, Useér Store and the Federation Storé
% Instalation Symmary OF configuration for the Authentication Engane, Usar Siore and Federation Store can be
nstaislion Srogress E- Immgedpnslmmm‘mn.
ik | e I | L&} L
Lo T e e

26. Click Next.

27. Review the Install Summary.
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O Orade Identity Management Installation - 5t

Installation Summary

I LConfigure Ports

L OF Ady
T Installation Summany

inxtalation Progre

E = Tm Insl.lll md- Configure

sty ) o

= Location
Oracie Widdiewars Home Location: \Oracis\Middievwars J
Orache Home Location: z\0wacle\lliddieware\Oracle_DU1 A
Oracle nstance Location: 2 0racle\Muddiewarslidmingt_1
Oracie nstance Hame: idmans!_1
- Disk Space
Required: 2260 MB
Avaiable: 88328 MB
“~Free After install B4068 LB
= Applications Selected For Install
Oracie nlernet Directory

]

Save Response File; Save |

b i

Hep

T change this configuratecn before insialing, sebect the topsc you want to change n the
pang on the left
T inslad this confiyuration, select insial

28. Click Install.

29. Click Next when the installation process is completed.

Installation Progress

CORRGGTE PO
+  Specily Schema Dalabass
< Croale Ovache intemnel Dir
W Specily Oracis ide F
T

I

+ Seisct OF Sdvanoed &

nsta 1 51

O Orade Identity Management InstaBation -

F

t
= Instalistion Progress
I

P |

Siep 14 0f 16

Progress

Satting wp ..
kigtall Log C:\Program Fles\Orack\inventoryllogstinstal2011-06-08_12-05-20P log

Sefting Up: SOL"Fus 11.1.0.7.0

Sekting Up: Oracle Menlity Management Sute 11.1.1.2.0
Satting Up: Oracle kentity Management 11g 11.1.1.2.0
Setup Compleated

(oo ]

Oracle Fusion Middleware

-

Extreme Productivity

imw|.

Oracle Access Manager Server
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30. The Configuration Progress begins.

2 Orachke Identity Management Installation - Step 15 of 16

GRACLE 44¢

Configuration Progress

1:‘ Canfiguration Taok

Name Progress |
Create Doma @[] « Bootstrap Domain Configuration . 100% |
v falls i @-{ ] « Configura Oracis dentty Managament Companent: = Mm%
= =[] w Configure Oracie entty Federation 100% '
A S & Depioy Oracie identty Federation o Success
OMIGATE: L DpOMANtE & Configure OF MBean o Success
. o
Specity Oracke dentty Fe| | Configuration Log Location: C\Pragram
Fies\OracislinventonAlogslnstal2011.06-08_12-09-40PH iog
ngfaliaton Summary ¥« Bootstrap Domain Configuration
B« Configure Oracks identity Management Components

| H- o Configure Cracle idently Federation
w Configuration Progres] «

 Hew | Neadt > | cancel |

31. Click Next.

32. On Installation Complete, you can click Save to create an Installation Summary for
future reference.

Also ensure you have noted all of the passwords you entered during the
installation.

33. Click Finish.

2-12



Installing Oracle Internet Directory

2 Orachke Identity Management Installation - Step 16 of 16

ORACLE 11.53r

FUSION MIDDLEWARE

Installation Complete

Pratequisie Chacks -l 5 .
'Ir Prerecunie GHack - Type: Install and Configure .
A Create Domain Locatisn: zA0rackiMaddiew areDracks DM | ”.'
‘Ir - Disk Space e
I Required: 2260 MB
¥ Seacity Secyrfy Updules Avaiable: B5I2E ME
[
¥ Configurs Componsnts Fres After instak 84065 MB
]r Cenfigurs Ports iz Applications Selected For Install
1 Orache intern st Direclory
Specify Schema Databasy
'Ir'" Oracke Directory integration Platform
v Lreate Drache nlemef D Oracle Virtual Dreciory
| : .
¢ Soecily Orack wenity Fe 125 [EETREIR AU SOOI S8 S B |-
[ 4/ b
" g,  OF Agvanced Str | Ir 1 I
i Save instalation Summary: | | Save |
i
¥ ngiafation Brogress
]
¢ Confguration Progress Cracie Fusion Middieware 115 DM instabed and configured successfuly
w  Installation Complete :

| 3

Heln | «Back | Finsh

2.2.2 Upgrading to Oracle Internet Directory 11.1.1.5

After you successfully install Oracle Internet Directory version 11.1.1.2, run Patch to
upgrade Oracle Internet Directory to version 11.1.1.5. Use these steps to upgrade OID
11.1.1.2.0. to OID 11.1.1.5.

1. Stop the Oracle Process Manager using OPMN:
= On Windows, open the Windows Services and stop the OID process.

s On Unix/Linux, go to <MW_Home>/ <oid_instance_name>/bin and enter
this command:

./opmnctl stopall

‘ClNetwork Location Awareness Colectsan... Started  Automatic J
18} Network Store Interface Service

ger (idminst_1)
s Oradeagent10gAgent
‘L) Oradeagent10gAgentShMPPeerEncapsulator
G} Oradeagent 10gAgentSNMPPeerMaster Agent Manual

2. Download and unzip p12395123_oim_111150_<Platform>.zip.

3. Open the Oracle Internet Directory 11.1.1.5 directory.

4. Double click setup.exe (with Run as administrator) or runInstaller.
This action starts the Oracle Universal Installer.

5. On Oracle Universal Installer Welcome, click Next.
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) Oracle Fusion Middleware 11g Identity Management Patchset Installatio

Welcome ERACLE 113
FUSION MIDDLEWARE
-.r Wiekcomes
\!r o . Walcome ta Gracke Fusion Middleware 11g Oracle dentity Managemant Patchest
-Ir Sacurity Updales | fou are about 1o patch the applcations and components contained in Oracle
1 | entity Management
e n fion T | —
o — Before proceeding, make sure that you have instalbed and configured |
! WebLogic Server 11g and Oracle ldentity Management |
Context-sensitive help is avalable by chcking Halp
Clhck Neet to begin the nstakaton
Copynight (c) 1982, 2011, Oracle andfor &s affliates. Al rights reserved .
‘] I
|_teb | | tee> | | Cancel |

O Oracle Fusion Middleware 11g Identity Management Patchset Installation - Step 2 of 6

ORACLE

sl

Specify Installation Location

Welcoms

Specity Installation Locatic

i

o rity U
|
s n Summany
fnda
aiafiation Comphets Cracke Mddeware Home: ZV0rcieMiddio ware
Qracke Home Directory: | Oracie_IOM1
=
o The 1 sy | Y [

(e ) o o] [ = | [omon]

7. Click Next.
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8. Specify the Security Updates information.

O Orade Fusion Middleware 11g Identity Managemen
ORACLE 11 g
SPEGH}F EEQUI'I’[}' Update& FUBION MICOLEWARE
R — —
T Provide your emal address io be nformed of security issues, install the product
T Soecity ingialgton | tign and ntiate configuration manager, Visw datails
1
W Security Updates =1
ooy Exet | |
W SRR Sy MTan Easier for you if you use your My Oracls Supgart
B emal addressiusarnams
ingtalation Lompdele [#] 1 wish to receive securty updates via My Oracle Suppert
My Qracle Support 'F'uiwnrd:_ -
[4] [Ts] &
| Hep <Back | Mest> | | cancel

9. Click Next.

10. Review the Installation Summary.
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2 Oracle Fusion Middleware 11g Identity Ma nent Patchset Installation - Step 4 of &

_ORACLE 448

Installation Summary e i

= Install Oracle ientity Management Patchset
Spacify InstaBation n = Directory Details
- i Middlewars Home Location: 2 \0Orack\liddieware
Secunty Updales
Orack Home Lacaton: =00 ceMaidiewarsiOrachs DU
Instaliation Summary =l Disk Space
siakalion Progress Required: 380 MB
Avalable: B2310 ¥B
- Applications

E

e~ —%

ey

Orache infernet Direclory
Oracle Direciory htegration Platform

Oracke Wirtual Diractany ’_
Orachs idantity Federation |

Save Response Fie. | Save |

To change this configuraten before nsialing. select the fopc you want fo change in the
pang on the ke
To insiad this configuration, sekect istal

11. Click Install.

12. Click Next when the Installation process is completed.

2 Oraclke Fusion Middleware 11g Identity Management Fatchset Installation - Step 5 of 6

ORACLE 11g

FUSION MIDDLEWARE

Installation Progress

I Progress

J  Speciy ivstalaton Location 100% !
Compieted .

| Install Lag CiProgram Flas\Oracietnventar/logaunstail0q 1.06-08_01.26-24PM log

hstalation Successtul
Startng execution of post nsial scripis
Appdying Dneoff Patch

Executizn of post nstall scripls completed

I
-T' Installation Progress

i 1,::.:'-

Oracle Fusion Middleware -
Elctre hexdraliuc ivic +

ORACLE

| Cancel

[_teo ]
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13. Review the install process or save the installation summary.

2 Oracle Fusion Middleware 119 Identity Management Patchset Installation - Step & of &

Installation Complete M _ORACLE 113
f FUSION MIDDLEWARE

=l Install Qracle ldentity Management Patchset =
= - Directory Details
Micddleware Home Location: z\Oracke\Miidieware
Oracie Home Location, 2ADrackiliddiswarai0racis DU
= Disk Space
Oracie Home Size: 1347 MB
I Avaiable 51635 MB
@ [Installation Complete
= Applications
Orache Nterms Dreciory

Oracie Direciory integration Platform
Oracle Virtual Dirgclory
Oracis identity Faderation =

Save hstalstion Summary. | Save |

DM patchgat nstalation compisted successfully

[4] : [T»

14. Click Finish to exit the installer.
15. Stop and restart the Oracle Process Manager using OPMN:

s On Windows, open the Windows Services and stop and restart the OID
process.

s On Unix/Linux, go to <MW_Home>/<oid_instance_name>/bin and enter
these commands:

./opmnctl stopall
./opmnctl startall

2.2.3 Verifying Oracle Internet Directory Installation

After you upgrade Oracle Internet Directory to 11.1.1.5, use these steps to verify the
installation.

1. Verify the Oracle Directory Server Manager (ODSM) is active:
a. Open the WebLogic Administration Console.
b. Navigate to Servers.

c. Verify wils_ods1 is in a running status.
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Servers (Filtered - More Columns Exist)

Mew| [Tione | [Deii Showing 1 to 3of 3 Previous | Next

] | mame Cluster | Machine State | Health | LSten

m“‘” DEMPTW 23, misb. jdedwards.com | RUNNING | ¢ o | 7001
wis_ods1 DEMPTW23.miab. jdedwards.com | RUMNING | @ oxc | 7005

1 | wis_gif1 DENPTW 23.miab. jdedwards.com | RUMMING | «* 0%, | 7999

2. Open an Internet Browser and enter the ODSM URL:

http://server:port/odsm
For example:

http://denptw23.mlab.jdedwards.com:7005/0dsm

ORACLE Directory Services Manager

- welcomea to Oracle Directory Services Manager

Enterprise Mmag-ar

3. Click Connect to a directory to create a new connection.

4. C(lick Create A New Connection.

&= Connect to a directory

1 OID - denptw23

Create A Mew Connection  Cirl+

5. Enter the Admin user and password.
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. m
0ID - denptw23
idap: f{denptw 23 miab, jdedwards. com: 3050

" User Mame | gnmorcladmin

e e T T T T T l|

Start Page | Home =l

Copyright € 2009, 2011 Orade andfor its affliates. Al rights reserved,

s et A
Up Smce WA LOAP Chamger Log Intres. (050
DAF Cosertees Frplie susm dgrremwrrls
A Procrnes o Morerage Opreutmasl atrary ] mdoems
Wserr ol [y 153 Gty |l 1
Brvnatan Tabs
, Dwia Broar
= e e LES deeztry airy the Srowst én. Cresfe ard sedf LOS et
A Sxterewy
Harmgge a0 A, GO CUHEL, RSN, MASTIG B0 (NS e
|, .
Mgt st e, St Sl ird abisrd veftaten
Sdvmed
Bl g o e - Tiange o, TG (SN | KT e, i Channg I
g

7. Select the Data Browser tab to view user information.
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B o Data Browser RISt |

-, () &3 Advanced

| E2 Data Tree [
ELE" ]
| = [ root

# (3] en=orade internet directory
# [l on=OradeContext
# [Oll on=CradeSchemaVersion
# [0 cn =replication configuration
# [ cn=Server Configurations
[l en =subconfigeubentry
- &@ dc=com T
[ = Q de =jdedwards 1
El & de=miab
# [l cn=Calendar Server
H [T cn=Groups
¥ [ cn=OradeConbext
El __':-:_'I.u:|"|=L.-::-._'—.: 2
H @ ov=ordadmin
H o cn=PLUBLIC
# § oc=weblogic

8. Upon successful installation verification, close Directory Manager.

2.3 Installing Oracle Access Manager 11g

Use these steps to install the Oracle Access Manager (OAM) 11.1.1.5.

1. Download and unzip ofm_iam_generic_11.1.1.5.0.zip file.

2. Change directory to Disk 1.

3. Execute this command:
s On Windows, run setup.exe with the Run as Administrator option.
s On UNIX/Linux, run runlnstaller.

4. Enter the JRE/JDK location.

Oracle Unrversal Installer

starting Oracle Univerzal Installer...

h

walt ...
e », {locationi/bin/java should e

5. On the Welcome page, click Next.
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0 Dracle Identity Management Installation - Step 1 of 7
Welcome — 1 1g
FUSION MIDDLEWARE
o Weltome
'l‘ atal Sofwar Welcome o the Oracle Fusion Meldieware 117 Oracle dentity Management | =)
] natalier, This mstaler can be used to nstal a néw O Oracle Home, or {0
. (i pabch an &xastn rache Hame
¢ Prateguits Checks s
|
¥ ol L Pl H you are nstaling a new Oracie home |
,‘:‘, nstalaton Symmany # Make sure you have instaled a supported version of Cracike Weblogic |
Server 11g. |
» H e products you are instaling requine database schemas, make |
sure you have created these schemas in your dalabase i
For mare information, see the Oracle Fusion Miodieware instaliation I
Flanming Guide |
Context Sensitive Help is avallabie by clcking Help |:J
Copyright (¢} 2000, 2011, Oracle andior b affliabes. Al righls reseryed.
H ]
Help Cancel |

6. Select Skip Software Updates option.

2 Oracle Identity Managenent Installation - Step 2 of 7

Install Software Updates

f’ﬂ

¥ o
-{ : |' Skip Softwars Updates
P, SN ST Hpeines (-} Saarch My Orscle Support for Updates
g Prereguisie Chiecis
e natnbaban dian
& Instalstion
- at Search Local Dweclory for Updates
| ]
| Heip |

<gack || e |

FLISION MIDDLEWARE

Cancel |

7. Click Next.

8. The install performs Prerequisite Checks.

Oracle Access Manager Server
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) Dracke Identity Manasgement Installation - Step 3 of 7 HE m
Frﬂf&quts‘tﬁ Checks TN LSS
¥ Yieicome Seiecton Check | Progress | Stahus
+ s RwaTE Lindas Checking Speraling aystem cotifcaton 100% | "y
~;: Prerequisite Checks Checking physical mamory 100% | o
I
¥ otk Localion
& Istabaton Sur
slntion Frooreas
b
| B v Crecsing cparsting system cartitication
- o Chisciineg presacal memonry
Help. | | = BHack Hext » | Canced J

9. Specify the Oracle Middleware Home and the Oracle Access Directory Home. The
default home is Oracle. OAM.

2 Orade Identity Management Installabion - Step 4 of 7 !EE
Specify Installation Location P on wootEwan:
Vesicar
kig SoMwane Logdes

Préfeguiis Checks

Instaliation Location

o] camf] ] ]

it hz’gfﬂ's-‘i ‘-! HLAL- 10§
Orracke Mddievears Homs T 0rackeibliidie warne | | Browse |

Qracks Home Direclony Oracis_oan|

The Cracke home will be created under e Oracle Middieware Home cation with {he
e name

J <gack | Next> | cancel |

10. Click Next.

11. Review the Installation Summary.
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2 Oradle Identity Hanagement Installation - Step 5 of 7

- ORACLE 1 1

Installation Summary FUSON MIDDLEWARE

T diglegms = Disk Space: E
@ Siip Softwan Required: 1200 M8
- _ Avalsbie: TT771 LB
4 SRR Fras Aflas nstal: TEET1 ME
¥ nxgkien 1Ll - Applications:
\.I. Installation Summany Orache dentity Mansger Sarner
! Oraci ifentty Uanager Design Consods
Crachs ently Manager Remats Manager
Oracie Access Manager
Crrachs identty Hovigator
Cracie Adaptive Access Manager
Crach Adtorcaion iy omsgwe ic

Save Response Fis: iue |

To change this con ﬁgu!’dlﬁl" be MI‘E nadaling, ssiacd the topas you wanl by change in the
pafE o e e
To instal this configuraton, salect nstal

Hep | < Back | | psta || conce |

2. Click Install.

13. Wait for the installation process to complete.

2 Oradle Identity Management Installation - Step 6 of 7 !i E

_omacLe 448

Installation Progress e

Progress

Complatad
| Insia Log C\Program Files\Orackeunventon/iogaiinstailo 1-08-08_02-18-43PM log

nstalaton Sucoessful
Starting execution of post install scripls

1.;.- Installation Progress Execution of post nais scripls completed

P
Oracle Fusion Middleware Fou o
I xtr smi Pribduetiv ty

E n 3
ORACLE
[ e | Bedts Cancel |

4. Click Next.
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2-24

5. Review the installation location.

D Oradle Identity MHanagement Installation - Step ¥ of 7

16.
17.

18.
19.

Installation Complete

[ e e s e I

oRACLE 11g

FUSION MIDDLEWARE

Highcome = Install Software Onby: =
£ fware H = Location:
o Middieware Home Locabon: 2 \OrackeMiddieware
Prar ] i
Ordch Hedme Locatnd TUDraciibadisw arsiOnacis_TAM
il Losalion = Disk Space:
ngiolation Summary Oracle Home Size: 1113 MB
et T M
ngiakation Progress _ “‘fm' e
= Applications:
instalation Compleis rack deraty Marager Server
Oracle denity Manager Design Consale |
Oracle dentty Manager Remote Manager
Orache Actess Marager -
Save insiaBation Configuration: Save |
Cracis Fuson Madiewans 119 '4!‘"!‘:.' Lixnagamen] Sule nataled SUCCERa TRy
Hee | Erisn |

Click Finish to exit the installer.

Run the domain configure from <MW_Home>/Oracle_OAM/common/bin
= On Windows = config.cmd

s On UNIX = config.sh

The Fusion Middleware Configuration Wizard screen appears.

Select Create a new WebLogic domain option.
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B Fusion Middbeware Conliguration Wicard s B
Welcommme
ORACLE

@ Create a new Weblogic domain
Croate 5 WisbLoge daman in your projects diectany.

OV Exttersd an existing Webl ogic domain
Lsa this aption to add new components to an eetiting domain and modify configuration settings.

Ext u-eb | | tet:

20. Click Next.
21. Select the components to configure.

For OAM Server, you need Oracle Access Manager with Database Policy Store and
Oracle Enterprise Manager. Oracle JRF - 11.1.1.0 is selected by default.

Y Fusion Middiemare Cenfigur stion Wiz srd

Select Domain Souroe
ORACLE

# Generate a domain configured wmﬂ#mmtﬁmfﬂuﬁmmu.
] Crache Entitiemanis Server Webloge Secunty Mo - 11,1.1.0 [Crade_Cus]

] Crade fudaptive docess Mansger - Sarvar - FL 1120 [Oracke Cui]

] Ovade Adapiive &ooess Manager Offfee - 11,1120 [Orade_O8M]
] e Audaptive Aocess Manager Sdmin Server - 101.1.1.3.0[Crades_OaM}
] Cwscha Tderbity Phanager - 11.1,1.200 [Ceads_ 0]

] Crade Enberprizs Manager - 10.1,1.0 [oracks_common]
] Cvancis Erstitiereesnics Server = 10.1. 1.0 {Ovads_oamM]}

[ Crmcia Tdertity Navagatos = 11,1.1.3.0 [Cracks,_CAM]
E)iCviache Arcess Manager vth Distabese Pokcy Stone - 11.1.1, 3.0 [Crace_OAM]
] O achs WSt Py Mlawruager = 13.1.1.0) [orache _comenon]

] Criacia JRF WebSeracns Asymdhronous services = 11.1.1.0[oracke_common]
[ Cnche Tberstity Mariagmrt = 11.1.1.2.0 [ Orastio_I0H1 ]
[ Cracle 0F - 10.1.1,0 [orache_common]

CBase this domain on an esdsting template

£t tr prrvcns | [t

22. Click Next.

23. Enter a domain name and accept the default locations.
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n Farsasn Middbsware Conbiguration Wieard

Specily Domain Mame and Location

ORACLE
Enter the name and lecation for the domain and its applcations:
Dvoememn rosme: CiMdorman
Ercanasn location: \0racleipiddemare|user_projectsidomans froseze
Aopkcation lacation; | rrsclelMddeneraiuser_projects|spplc shores Deosss
|
Ext Help Breviows || Het ||

24. Click Next.

25. Enter the Administrator User Name and Password.

nll_l-wwilL'l;er'warr_' € crfuparat i Wirard

Configure Administrator User Some and Password
ORACLE
) Dxagard Changes
"Mame: | eblogc

*Licar pasceed: |~

*Confiem ussr pasoeed] | =t
Descriphion: | Ths weer i the def sl acminesty stor,

Ext el B | | et

26. Click Next.

27. Select Production Mode and verify the JDK version and location.
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['! ¥ usion Mddleware Condigeration Wirard

Configure Server Start Mode and 30K

Froduction Erraronment’ i the Wbl ogi: Seever

| b o Dty Skt Mida | [0 Selection

1 Develapmient Made
Unire bock properties e usernanms.
s parepwenrd snd poll For spplcstions:
b deplory.
Sun JOK tecomeendod for Detter starhup
perfomnance duning Beratie
deepiogrant.,

(&) Availablde NN

(=) Productian Mode

Requrs the entry of & usernams and
pasavard and do rot pol lor
spplcabions ko depioy.

Wishloge Frockt 10K recommanded for
bekter rurtion peeformanoe and
AT

Ext

Uﬂhhﬂﬂﬂﬁummmmw"hﬂ“ﬂ#mmm i mecune. For mons ndormataon, 568 the bapic “Seouring &

[Wodit S0 1.6.0_24 @ Ty Oradelpodit AZ8.1.3

28. Click Next.

29.

s DBMS/Service
»  Host Name and Port
»  Schema Password

»  Schema Owner

Enter the JDBC Component Schema, complete these fields:

If you are not using the default schema prefix (Dev), you must select each schema

component individually and modify the prefix only.

Oracle Access Manager Server
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B rusdon Stiddbeware Configur ation Wizard

Configure TDBE Companent Sdhema
CORACLE

Mokes Change onky Hhe input fields below Bt wou wish Bo modify and vl will be sopled bo ol peleched rows.

Wersdon: | Orachs - DS Sarace: | ord
Detver: | "Oracle’s Driver (Thin] for Sarvics connections! Versord:9.0.1 and lg = Het Mas: | denpbwiZ | mish. pdedwiards .com
Scheme Ownert | FTW21_0ak Porf| 1521
Schema Password: | =eeeee

[l Conlupre seincted component scher as RAC i dats souroe schewmad n the neat panel,

Commgnent Scherns DR Saraine s hlare Port Scthwsrea Cnnes Echesns Pacpwond
=) QM Infrastnuchare ond derptwi | miady idede | 1521 | PIwdl_0aM e
Lt | ueb Erevious et

30. Click Next.

31. The installer verifies all of the component schema connections.

Y fuasiim Middfirware Configurat ion Wicard

Test IDBC Component Schema
ORACLE
O  oaMnfstnts e i b ol iechsardhs. com: 521 o
Sebect A | | Uraslect 23 | | Tost Connactions |
=1
|
o |[ b Erevous

32. Click Next.

33. Select Administration Server and Managed Servers, Clusters and Machines
options.
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E Vusion Middieware Confsguration Wirard

Select Optional Configuration

ORACLE

Ext el

B Ardministration Seryver

[ 75 Distributted Destination
Seeleck IM5 Dtshribubed Desstinustion Type

[l Deployments and Services

Target b Servers or Chistears

[ 3045 il Store

[IRDBMS Seoarity Store

B Managed Servers, Chsters and Machines

Erervious et

34. Click Next.

35. Enter the Administration Server Name; for example, AdminServerOAM

Do not accept the default listen port (7001) if you have Oracle Internet Directory
Server already installed because it might have used the default port. Enter a
unique listen port for this OAM server. For example, port 8001.

[‘_Iluw.'ﬂ Middbearare { oanlogurabon Wirard
Configure the Administration Server

ORACLE’

gt kel

Ereswious et

36. Click Next.
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37. Accept the default values on the Configure Managed Servers page.

ﬂhJ'.HZi’l Middlew are Condigusation Wizard

Configure Managed Servers
QORACLE
£l add % Delets [ Disgard Changes || Switch Dieplay
Mo Listen address® Lister port S5 ksten poat 551 enabled
= 1 gam_serverl] ElLocd Addreised - 14100 m|
Cat kelp Brevious Ppet

38. Click Next.
39. The Configure Clusters page appears.

B 1wma tddieware Configuration Wizard

ORACLE
Gradd 2 % Digard Changes || S iy
K™ (TP eSS o Mulxa-st address Mukicast poet Chuster sddress
Ext i Brevicis Best

40. Click Next.
41. Select the Machine Type:
s On Windows select the Machine tab.
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s On UNIX and Linux, select the UNIX Machine tab.
42. Select the Add tab.

43. Enter a logical machine name.

“qu-_'-n Middiemare Lonfupraton Wirard

Configure Machines
ORACLE
o T
03 as1 % Deiote 7 Doagard Chanoms
|5 dmrcenz | e atrens ] 554
Ext el Previous || bt

44. Click Next.

45. Assign the servers to this logical machine.

n Fusican Middlewsre Cordiguration Wizard

Assign Servers bo Machines
ORACLE'
Selct a maschine in the right pane, Then ssiect the farer(s) in the ket pane and assign Ehem bo the machine by chiking the Tight srow Buthon.,
Bew L
{23 Machine
=y denpbwid
Il BdminServer
gl am_srveal
[ [ oo (e | [ e

46. Click Next.
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47. Review the Configuration Summary.

FYousion reddleware € onfiguration Wizard
Configuration Summany
ORACLE
| Cxomain Summary | ek on an e in the Daman Summany pars on the left bo nepect it attributes nithe
i Vi 7 : Dt ety B, Yo i e Bt acfpurstaments by clcking Presvious o rotumi to &
| Dipiicry et = || prie panel. i everything s satisfactory, oick Craste,
[ DAM_Posmasn  (Z:OracleMiddevarsluses_peojects] = .
£ -] Server i
'_.J £ AdminServer ittribate ke |
= [} Sanviea Heme aeric Wheblogic Sarver Domain -
T *-"i,_ Descriphian  Create a basc Weblog: Server doman without instaling samph 200
33 Shatdoven Class | Author Dracke Coeporation
ﬂ N0 Shak deers Lincakion ZOv e Pddsmars wdsarvar_10. 30 oo ok
DS o L
=1 [ Sarbap Class Hamn Grachs Enberpriss Manage
1] WF Dt Class Dwscriphion  Enberprise Manager
[ 5 Rtig Class Aasthex Deacks Corparation .
[} o vStortup Liocakion ZiiDradeh \orachs, T = i
1 sk Losder Starbup Class -
L] AT Apgleation Contet Stg | | pporgunn s plugis Templats
LY et Framwenet. SEartup Class Aditha Orads Corporakion
[ Wik Servaces Startip Chaks Locatian ilradeMiddesarslorsde. ficnmmeonipemplates) spplestion
) moc-start
[ o seate m Cracla Accivss Manager with Database Polcy Store
=[] 0BG = phoh  Oracks Access Manager Server Exbension Templshs -
P Ay by ot P g

48. Click Create.

49. Click Done once the domain creation is completed.

B 1 wsinm tddieware Canfguration Weeard

Creatireg Domain

=]

Ceorruen Losnation: 2\ Or che'pHiddevem alune_peofects | domandl Dldicaman
dedimiry Server URL: hitpf [DENPTWED:

[ Start Admin Server

50. Start the Admin Server:

= On Windows, open a command window, change the directory to <MW _
Home>\user_projects\domains\OAMdomain\bin
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Run startWebLogic.cmd

s On UNIX, run startWebLogic.sh from <MW_Home>/user_
projects/domains/ OAMdomain /bin

51. Connect to the OAM Domain Administration console

http://full-qualified-ocamserver:domain-port/console
52. Select the Servers and start the oam_serverl managed server.

|S"—"J='“'"‘ Sugpendv  Sdoen v Restan S Shawing 1t 5oF5 Preves | Hext
[ | server < Machine State Statis of Last Action

[ [amnServerOamipsmn) derptnl RLINONG Nore

iE oom senverl | ool METRNG TASE Dy BROGRESS

e —

53. Verify the OAM installation by opening the OAM Admin Console

http://full-qualified-oamserver:oamport/oamconsole

Note: The oamport is the same as the WebLogic Console port.

CRACLE Aot Henage i e i
raz 2 W i
Pl { mrhange e
¥ Z mreres
o= Wk b Brace Bt Mamasger Kl
T S P o B
Em m & Marags TH AT RECAOE e RN
- a " i
- e Dy # Marag o TRy Pt e ey e Ok Sanrt T S
Bt * it e S e e b [t aces e it Dhie Jeses e Tear
i Pttt s B e et
[ ERE [rr— 9 Poyadt Fasteti
N o iy = A
it T — — _—
i oo - § oG
rric - 2 e
TR e
Himcinremiory
e
Birwraioen
.
iy ;
A T Pl 4 tombeuratcn
RN, Marage puicy Irgorant I apmicator dnar P ———
il enigieere (v it i i S
il Lo -
oo B o g s
j'\.-_-.-. B ¥
e
-T.:--_. -
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2.4 Configuring Oracle Access Manager to Use the External LDAP Server

Oracle Access Manager 11g by default uses the Oracle WebLogic embedded LDAP
Server. You must create a custom User Identity Store to use the external LDAP Server.

1. Log on to the OAM Administration Console.

2. Select the Data Sources from the System Configuration tab.

3. Open the UsereldentityStorel from User Identity Stores.
This is the default embedded LDAP server.

System Contiquration | G
I
~ Common Configuration O Welcone DID1 1gldentityStore Userldentitys

Acticns = View ~ SX @ User IdentityStorel
- E‘:ﬁ'-'m ServiCes Srore Name  UsarldartityStore]
ﬁ‘:mﬂm Seftings * Shors Type| | Embedded LDAR: Cracle Weblogic Embedded |
] u % il ]nme; e e e m s e e r e e e e e e e e eerere e e e =
LID!ITI_'SEI verl
> %hw Management | Default and System Store Dptions
. Certificate Vabdation I ot as default store (Current Default Store OID1 IgldentityStore)
7 3 Data Sources I Set as system store (Curment System Store G101 1gidentityStore)

i @b User Tdentity Stores

@011 gidentityStore
L & UserldentityStore1 |

4. To create a new user identity store, focus on User Identity Stores and click the
Create button.

. |
Policy Configuration System Configuration

« Commaon Configuration

Actions  View = @ ® @

r B= Available Services

&’ Common Settings
7 I_'jiewer Instances

[ cam_servert
- B8 5ession Management
P E Certificate Validstion
7 L Data Sources
/ @ User Identity Stores | |
5 0101 1gldentityStore
. @B UserldentityStore1

I> &P Phagins

5. Enter your LDAP information, and then click Test Connection.

2-34



Configuring Oracle Access Manager to Use the External LDAP Server

O T bdertifyitore P etainas P emstos Pt Grredon | dek | @
s D | et v ool 4D 13 mm DOMFTWER
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T irale .
[ ]
"M | et ik Ml comme 0 BN
" Paysenn C aesses
- Gl ek Sysie Mpre Optaan.

Tour @ chs sl s
Ties o st e
= Wi Sy it s + X
et 17 P it s i 0 (e e Pt ] ey i g e st Thees Croarsges el e T et pona i 1 gy b
e [t
—tip [T
e L
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© Eivers e e

= i b Ay 18
b e B et e b i
oy Pl s Chasas
e ]
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Aran b e
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6. Set this newly created store to the Default and System Store.

» Default and System Store Dptions
This s the Dafault Store
This i the System Shore
« hooess System Administrators
Thés sbare haes been maeked bo be set a5 system store. Ploase add sdminkstrator roles bo this sysbem store. These changes wil balo effect when vou cick the Apphy button,

Hame [Type:
wiehiagic Liser
orcladnin Lsat

OCS_PORTAL_USE.. Group

1]

Also you might want to add the additional system administrators.

7. Restart the OAM Server.
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3

Oracle WebCenter Spaces

This chapter contains these topics:

»  Section 3.1, "Understanding WebCenter Server"

= Section 3.2, "Installing Oracle WebCenter Spaces"

= Section 3.3, "Configuring the WebLogic Domain for Oracle Access Manager"
= Section 3.4, "Installing Oracle WebGate"

= Section 3.5, "Configuring Oracle HTTP Server for WebCenter Spaces"

= Section 3.6, "Registering the WebGate Agent for WebCenter Spaces"

3.1 Understanding WebCenter Server
The WebCenter server ensures the SSO credentials are valid without the user logging
in again.
Prerequisites
= Install WebCenter Database Schemas (See Appendix A)
= Install WebLogic Server (See Appendix B)

Important: The WebCenter database schemas must be created, and the WebLogic
Server must be installed before you install Oracle WebCenter Spaces.

3.2 Installing Oracle WebCenter Spaces
You install Oracle WebCenter Spaces 11.1.1.5.0.

When you install the WebCenter components on your machine, be sure to enter the
correct data (machine name, ports, and so on) for your configuration. When you
download the software from Oracle Technology Network (OTN) note the directories to
which you downloaded the software and replace the directory location specified in
this chapter with your directory locations. Be sure to install the executable files for
your platform.

Use these steps to install Oracle WebCenter spaces 11.1.1.5.0.

1. Download and unzip the WebCenter installation file:
ofm_wc_generic_11.1.1.5.0_disk1_1ofl.zip

2. Execute the install process from Disk1 folder:

= On Windows: setup.exe with Run as administrator option
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s On UNIX: ./runlnstaller as a non-root user
Review the Welcome page information, and then click Next.
Select your Software Updates option.

The installer performs prerequisite checks.

o o k~ w

Enter a Middleware Home and a WebCenter Home Directory.

O Oracle Fusion Middleware 11g WebCenter Installation - Step 4 of

Specify Installation Location

oRacLE_A4L

FUSION MIDDLEWARE

v Eskoms
|
v Skip Solware Uodates
|
b 4 Prgrgouigi Rk
1
- Installation Location
‘+' AppEeation Saryar
W ingindgton Summane Oracie Middievware Home ZDraciedbiddewared L - | Browse
Oracle Home Directony | Crmchs_ WC1
| The Cracke home will be created under the Oracle Middieware Home location with fhe
GRnEN Mame
Help | | =Back | Hext= Cancel |

[Elpsed Time: Bm &4s

7. Select the application server.

Note: EnterpriseOne supports only a WebLogic Server as the
application server.
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O Orade Fusion Middleware 11g WebCenter Installation - Step 5 of 8

Application S T
pp cation server FUSION MIDDLEWARE
¥ dikicoms
Prargoyiats Chacky (%) weblLagi: Server
T
s Ak Eizn
i o
T Apphcation Server
-T- In n S
WLS instaliation detected, WiebLogic Server suppor avaiabie i this Widdeware Home
| hew |
I khpsed Time: Sm ds

8. Click Next.

9. Review the Install Summary.

O Orache Fusken Meddle + 11g WebCenter allatisn - Step 6 of 8

Installation Summary FUSCH ﬁu11

[+]

Yiglcom =l Install Oracle WebCenter
Skip Soflwore Updates = Directory Details
Midieware Home Locabion: Z-W0racke\Middiewane
Oracie Home Lecation: ZV0rack\Widdewars\Orache_WC1
Lil il el Applcation Sarver Typa: WeblLogic Server
AppReation Sare Applcation Server Location: Z\0vack\Middieware
= Disk Space
Avadable: 105351 MB
pition Progmey E-Applcations
s 18/l C 10 Weblarler Spaces
WebCanmter Framework
WeuCenter Porsts. =

Installation Summary

ek~
; 7

| Save Rz:p-unu Fila: |_:_Em'e |

To change this configuration bafore inslaling, select the lopas you want 1o change in the
pan& on ke &0
To insial this configuration, sekct install

% iﬂﬂ ] I ------- | &ﬂﬂ‘:’-ﬂ

I Elapn.-r! Time; 5m 248

10. Click Install to start the install process.
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O Oracle Fusion Middleware 11g WebCenter Installation - Step 7 of 8

ORACLE 11g

Installation Progress T

=
| | Progress

e Chacks Carmgleted
| inataf Lag C\Program FlesuOrackiinventorylogsiinsial201-05-13_10-58-1940M log

cation Sevve | instasation Sucesss il
Etl:'trlg execyuton of post nstal al:‘rq:ﬂu-
Summa |

I | | Executon of post install scripts complated
- Installation Progress :l

1 e [Tl

Oracle Fusion Middleware o
: Extreme Productivity

,-r""r""
S e e o
Hep | il Mot > J | Cancel

11. Click Next to continue.

& Oracle Fusion Middleware 119 WebLenter Installation - Step 8 of 8

iugﬂqﬁféz 1 1g

Installation Complete

. = Inatall Qracle WebCenier 1=}
= Directory Detsils
o Middlewrars Homs Location: ZAOrackeilliddiawane
b Oracle Home Location: Z-\0rack\Middisware\Oracke_¥WC1

EAED L sppication Server Type: Weblogic Server

Appécation Server Location: Z\0racieliddieware
= Disk Space

Oracis Home Size: 1094 MB
1 ey Avaiabie: 103200 MB
W Instaltation Complete = Applications

WebCenter Spaces

VG i LIweATEe

Save nstalation Detads: | Save |

fa ._.

[
Cracle WebCener instalabon completed successfully

e | =

| Elapaed Tams: 12m 448

12. Click Finish when the install process is completed.
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13. Run config.cmd (.sh) from <MW_Home>\Oracle_WC1\common\bin folder to
create the WebCenter domain.

14. Select Create a new WebLogic domain option.

15. Select the products to be part of this domain. You can add more products later.

ﬂlu';-:nllbddle'.wn' Confipuration Wizard

Select Domain Souroe

ORACLE’

® Generate a domain configured automatically to support the following products:
[l Ovarcie WebCenber Spaces - 11.1.1.0 [Orade_Wo1]
[ Crarche [Erkespeiee Manager = 18.1,1.0 [orace_common]
[0 et Pt Presacers = 1.1, 1.0 [Ovade_wiC1)
[l Oracle WisbiCenber Discisssion Sarver - 11.1,1.0 [Orade_WiC1]
[ Orarchs WhsbaCanber ActivitytGraph Engires - 11. 1. 1.0 [Cracks_W1]
A Oracie WisbCanter Perserlzabion - 11.1,1.0 [Orads WeT]|
[l Oracie WebiCanter Pagelet Producer - 11,1.1.0 [Cracle_wC1]
[ Ovarcie WebCenber Anshytics Collector - 11,1.1.0 [Orace _wC1]
[ Ovarce WSM Polcy Manager - 11, 1. 1.0 [orads_common]
[0l Orrch JAF WeekiSarvices Amyrichronous servioes - 11.1.1.0 [orack_common]
A Cwarchn JAF < 111,00 [oracie_comenon]
0 B Webilosge. STP Sewyr Comanin - L0L3, 4.0 [edierver_10.3]
[ weblogic Advanced Web Sarvices for BACAPC Extereson - 10.5.4.0 [warver_10.3]

O Base this domain on an existing template

B2 | o Bevoun || s

16. Click Next.

17. Enter the domain name.
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ﬂ Fusion Muddbeware Confgueratson Waard
Specify Domain Mame and Location
ORACLE
Enter the name and location for the domain and its applications:
Do names: | wesbeenter]| |
Dioersn lciticn: Tl CrackMiddewarelmer_projectsido Brovess, |
Wpplkcation Incstion: | 20 0rsck{riddawans| e _projects| spplcations Byoense l
E:l: : neh & -

18. Enter the domain Administrator user and password.
19. Select Production Mode.
20. Verify the available JDK.

] Funion Hiddbrware Configuration Wizand

Configure Server Start Mode and 1D

ORACLE'

Bafor putiing your doman inta production, make sune that the production sfwirenment i seours. For mons information, e Ehe [ops "Seouring o
Production Ervaronment” i the WshlLogic Server document stion,

(Weblooe Doman StatupMode | | XK Selecten:

) Developmeent Mode
Litilcre bt .proparties: For urernama @ Available 10Ks
1 depiery. Pt [Finckit 50K 1.6.0_24 @ IrCrade|rocke-Rz8, 1.3
S IO recomimandad For Estiar startuh
perfmance during berative
e eloaaratanit .

=1 Procduction Made
Requre the entry of & wemames snd L
mdm;dbrﬂ?ﬂfw ) Other 10K
Weblogs Mok I0K recossmendesd For L arinn
bstker Furdine perforrnance ard
Prafuagere.

ex || b | [ Erevious | | e

21. Enter the JDBC Component Schema database connection.
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) Foion Middlewa re Confguratsan Wieard

Configure JDBC Component Schema
ORACLE
Mobe: Change onby the input fieids: beloss that you wish bo modify and values wil be appled to ol selected rovs.
\'n'-dnr::!:lrade w | DB Sarvicn: | ordlmiish, idadeards
Deivte: | "Cvace’s Drivie {Thin For Strvica connections; Virsons=0,0.8 andi] = | Hosk Hama: | derctun | mish. 30dmar i oM
5"'""“"""'[5 3 Lo : ] Poatz | 1521
mmm:imm"
] Corfigure celacbed componsnt sohwmeas s BAC molbi data £ounce schemas in the reot panel,
i T
R T— R s
| B | PersonakzetionDs Schema e e
| B | WebCerterCrs Schema N ] Bousnii
B | webCerter MDS Schema | cecl.mish pedwoeds | de wrreeeer
|0 [owsMposSchens | erdmiheduards | daned P
| B3 | Personskeation MOS Schema | ordlmisb idehwerds: | der Brnasanass
B || tee

22. Test JDBC Schema connection.

7 Fursion Hiddieware Confsguratson Wieard

Test IDBC Component Schema

OoRACLE’
Bsbus Comporent Sohema 0BT Conneesctan LRL
% W BetrabmsDs Schema it cormchecttan @denpbwid 1 misd, dedwards. como 1521 ford. mish, iedesands, com
=) o PearsonaikestionD® Schems e now ke tan @ denpbw2 1 milabs, e dis oo 152 1 foed, b, dedvands  com
[ W WebCenberDS Schems it ackecthan denpbw2 ] mish. jdedvwards coma 1521 forc, mish. dedwands. com
= W WebCenber MOS Schema felbeczor ncherctian idenpdw2 ] mila, jodvear i cof: 1521 forc), mish, jedeands. com
%) W CSHMINDS Schema fefts sor bt denpbwil ] miak, adwardi com: 1521 o, miad, sadwands, com
& o Personslration MOS Schema b rorackeHin  pdenpbwi 1 miak, idedvsrdie coma | 521 forc. mish, idaderands, com

[sotoct a8 | [ wrmetect 4 | [Test Connections

Tl SCheyPr sonaliration MG Schess |
Dwvermaor achs. ot , Oraschele ver !

LA = el or pctecthir dongadwi 1 mlabs jelechuanr di_gostn: 352 | for el mlab. ek i gt

Lar=f Tzl _MDS

Piriesn s e ees

SOL Testegedect | from schema_wersion_regstry here osvners{pelect user from dusl) snd mr_types=MD5

CFOFWEZE50! Test Successiul)

23. Select the Administration Server and Managed Server, Cluster and Machine.

24. See Appendix B to complete the domain creation.
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3.2.1 Post Installation Configuration

1. Start the WebCenter Admin Server (startWebLogic.cmd (.sh)) from <MW _
Home>\user_projects\domains\ <webcenter_domain>\bin folder.

2. Start WebLogic NodeManager (startNodeManager.cmd/sh) from <MW _
home>\wlserver_10.3\server\bin.

3. The startNodeManager process creates a nodemanager.properties file in <MW_
home>\wlserver_10.3\common\nodemanager folder.

4. Once the file is created, run setNMProps.cmd/.sh from <MW_home>oracle_
common\common\bin folder.

Note: Another option is that you can edit the
nodemanager.properties by opening the file with an editor and change
StartScriptEnabled to true.

Important: WebCenter Spaces will not start correctly if this value is
not set.

5. After the value is changed, you must stop and restart NodeManager.

6. Start the domain Admin Server and WC_Spaces.

¥ Cuntomize thes Lable

Servers (Filtered - More Columns Exist)

Showing 1o 3of 3 Previous | hext

M Servers Hachine State Status of Last Action
"l [V ————  p—— [T [ Hone

||' WC_Spaces derprwli STARTING TASH IN PROGRESS

[ | we_ushees denptw i SHUTDOWN hiane

Showing Lio 3of 3 Previous | Next

7. After the Admin Server is started, you can access the domain console, Enterprise
Manager, and WebCenter Spaces.

http://server:7001/console (Enterprise Manager)
http://server:7001/em (Domain Console)
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CHRACLE Enrp Manager 11g ruaan Cantral Seapw Melpw  LogDut
E- Farm_WebCenterDomain @ Loggesd inas weblogic

oo Abepbad o 8, 2020 Feti st gy £

= @ H resion Mddeware =
o ) Mesdaba Beposines

= [ Weblenter Spaces
5] webomam(11.2.1 W B

4 Flarne S et Y Stats  Fost
|l [ Aoghcton Deglrymens g A
53 i a _'I ﬂ'w Duisramr
hm&bﬂﬂlﬂr-ﬁ:b(!:l.... 'i} WC_Spanes ~ ﬂwm
B Admrctereerat

WO _Colabew st
& W Portiet
8B v _paces
o5 W Usises
b o) M imdats Repednares

[ roscvam demiwdl
AT e

S e

http://server:8888/webcenter

t] Webenter

P

e Rage | Toum -i Cpers

i i B ey

8. Click About WebCenter Spaces on the bottom right to verify the version level.

About WebCenter Spaces ]

ORACLE WebCenter Spaces

Version 11.1.1.5.0 (Buld WORKPLACE 11,1, 1.5.0_GENERIC_ 110415.0606)

Copyright © 2009, 2011, Oracle and/or its affliates. Al rights reserved.

(]

3.3 Configuring the WebLogic Domain for Oracle Access Manager
Configuring the WebLogic Domain for OAM consists of these tasks:
s Configuring the Oracle Internet Directory Authenticator
s Configuring the OAM Identity Asserter
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3.3.1 Configuring the Oracle Internet Directory Authenticator

Assuming Oracle Internet Directory is backing the Oracle Access Manager (OAM)
identity store, an Oracle Internet Directory authenticator

(OraclelnternetDirectory Authenticator) should be configured for the LDAP server that
is used as the identity store of OAM, and the provider should be set to SUFFICIENT.

Use these steps to configure the Oracle Internet Directory Authenticator.
1. Login to the WebCenter WebLogic Server Administration Console.

2. From the Domain Structure pane, click Security Realms

1 Thet STy Bt cinde bits pach S0ty sems Tusl Fud bebey Dordaguned 0 Pes oot Srvm disman (ke s of B el 1
Domas Sk tury | npiery and configure St epais

eptsl arrsar D

¥ Cunbomioe this Labic

Hrakes, ([Filirerd - More {obumns xivl]

Ok e [l B i tine i e Charges Caer 1 B0Bvane ol The T tiord. on £98 Sage

Showing iz Sof I Preves: | heext

3. Select the realm entry for which to configure the OID authenticator.
4. Select the Providers tab.

5. Click New to create a provider.

Create a Hew Authentication Provider

0K | | Cancel
I

Create a new Authentication Provider

The following propertes will be used to identify your new Authentication Provider,

ndicates required fislds

The name of the authentcation provider.

* Name: | 0ID Authenticator |

Thi= i the typs of suthentcation providsr vou wish to creshs.

2 4
Type: | | OracleintemetDirectoryAuthenticator =] |
L :

0K | | Cancel

6. Enter a name for the new provider (for example, OID Authenticator), select
OracleInternetDirectoryAuthenticator as the type, and then click OK.

7. On the Providers tab, click the newly added provider. The common setting pane
appears.
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Settings for 01D Authenticator
Configuration  Performance
Common  Prowvder Specific
S

ﬂ-ﬂdﬂtﬂﬂﬂr’hﬂﬁFﬂﬁmﬁﬂﬁﬂﬁﬁhﬂﬂl&ﬁﬂﬂ!ﬁﬂﬁ*&!ﬂ&!ﬂﬁ?lui!ﬂﬁﬂbﬁiﬂhﬁﬂﬁ-7‘“1.‘&“!.!'H&0ﬂ!ﬂ'tt" baas
Control Fag to contral how this prosvider & used In $he o sequence,

5] Mame: O dustheribcaser
5] Description:

o] Version: tH ]

] Cotrol Flag: SUFFICIENT =
[Sam

Provider that performs LDAR suthenboston

The niaise of ths Orache Intermet Dreciony Authenboason
provader,  More Info...

& short desoription of thes Orade Intermet Dreciory

Aurthertcation ovader.  More Info...

The wisier rumieer of thes Oraele Inborrt Deetiory
lasthericabon troader.  Mace ko,

Speafies how ths Orade Intemet Dwectory durthenboston
provdcksr §55 imin the logn sequence,  More Info...

8. Set the control flag to SUFFICIENT and click Save.

9. Open the Provider Specific tab.

Ui Thes page i define e provider specilc configuraten for tha Oracle Dnberret Direciory AuthenBcaton Drowider,

- "
] Host:

A5 Pert;

denplw?d miab dedwards
3060

cn=gecladmn

LA AL LR Ll LI LR Ll

SEsEREAERRARREERES

I;“I';I‘mhmreur IP address of the LDAP server.  Mone

The port number on wiech e LOAF server s
ktenng. More o,

The Deptngushed Marme (D] of the LDAP uer thad WebLoga
Server ghoukd use B0 cornect to e LOAP perver.  More

The redertial [ussly & passsvond] wsed to conmect 1 the
LOAP server.  More Inflo....

Soecfes whether T S50 protecel shoulkd be used when
connectng to the LDAP server.  More Info...

A7) User Base DIk

45 Al sers Filter:

/17 User From Hame Filter:

A User Search Scope:

7] User Hame Abtribite:

5] User Object Class:

W 47 Use Retrieved User Mame as Principal

ch=users do=miab do=jde

(Afuid="Yohectclass=pan

(&ler=%u ) obmciclass=pd

prson

The base detrgushed risre DR of the tree n tu LDAP
dineciory Bhat contans weers,  More Info...

By LDAP seanch Rter for fradng sl users bereash the bass
ey i name D). Mote: 1F you change: the user
Pl MIrEULE 10 & TyDe ST T O, Vo Pt duplcate
it s iy e Liser Friom Pame Filter and iser Farms
Attribute sftribirtes,  Mone Info...

An LOAP smarch fiter for finding & user grven the name of the
wrser. Thae usier nsme aftribabe specifes i this fiter must
makch the o specfed n the A Lisers Fiter and Liser Mame
Attrbuts attrbotes.  More Info..,

Bpecifies Fow deep i e LOAP drectony tree Bhe LEAP
ﬁmbﬂwnm shoedd search for Lsers.  More

The atiribute of an LOAP user object dags thal spedifies the
riame of the user. The user name atirbute soedified must
mabch the one spepfied n the A Users Fiter and Liser From
biare Fiter ptinbutes.  Mang Infe...

The LDAR phyect dass that stores users.  More Info..,

Epeafies whether of rot the user rame rethieved Som the
LOAP server should be used =5 the Principal in the
Subgect.  MornInfo..,
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10. Complete the fields as shown in the table below. Leave the rest of the fields set to
their default values.

Field Value Comment
Host: The host ID for the LDAP
server
Port: The LDAP server port number
Principal: The LDAP administrator
principal
Credential: <password> The administrator principal
password
Confirm Credential: <password>
User Base DN: User Search Base - this value

should be the same as for the
OAM Access Manager setup.

All User Filter: (&(uid=")(objectclass=person))
User Name Attribute uid
Group Base DN: Group search base - same as
user base DN
Use Retrieved User Name  Checked User login IDs are usually case
as Principal insensitive. This flag is required

so that the subject established
contains the user name as
stored in the OID.

11. Click Save.

3.3.2 Configuring the OAM Identity Asserter

In a WebLogic Server domain where JRF is installed, the JRF template is present as
part of the domain in an Oracle Fusion Middleware product. In this case, the OAM
Identity Asserter and OAM Authentication Provider are automatically available for
configuration. If JRF is not installed in your WebLogic domain, you must add the
OAMAuthnProviderjar to a specific location in your domain.

Configuring the OAM Identity Asserter consists of these tasks:
= Adding the OAM Identity Asserter

= Configuring the Default Authenticator and Provider Order
= Adding an OAM Single sign-On Provider

Prerequisites
Confirm the required JAR and WAR files as follows:

= Confirm the location of required JAR files in the following Fusion Middleware
path:

<MW_Home>/oracle_common/modules/oracle.oamprovider_
11.1.1/oamAuthnProvider.jar

= Locate the console-extension WAR file in the following path:

<MW_Home>/oracle_common/modules/oracle.oamprovider_
11.1.1/oamauthenticationprovider.war
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= Copy the WAR file to the following path in the WebLogic Server home:

<MW_Home>/wlserver_
10.3/server/lib/console-ext/autodeploy/oamauthenticationprovider.war

3.3.2.1 Adding the OAM Identity Asserter

An OAM identity asserter must be configured with the provider control flag set to
required.

Use these steps to add the OAM Identity Asserter.

1. Login to the WebCenter WebLogic Server Administration Console.

2. From the Domain Structure pane, click Security Realms.

3. Click the realm entry for which to configure the OAM identity asserter.
4

From the Providers tab, click New.

Create a Mew Authentication Provider

QK | | Cancel

Create a new Authentication Provider

The follawing propertss will be u=ad to identify your new Authentication Provider.
The name of the suthentication provides,

ol OAM 1D Asserter

Ths is the type of authenbcation provider you wish to creats,

T | OAMIdentityAsserter =]

QK | | Cancel

5. Enter a name for the new provider (for example, OAM ID Asserter), select
OAMIdentityAsserter as its type and click OK.

6. On the Providers tab, click the newly added provider.

Oracle WebCenter Spaces 3-13



Configuring the WebLogic Domain for Oracle Access Manager

Settings for 0AM ID Asserter
Comnmon Provider Spacfic
Save

This page alows you to define the general configuration of this provider,

A% Mame: QAM ID Asserter
.-|E| DeEscrptinn: Crade Acoegs Manager [dentity Asserier
A% Version: 1.0
4] Control Flag: I[ lww
AT Active Types:
Aailable: Chosen:
LT i

‘ObSS0C ookie |
|
|

-

DAM_REMOTE_UISEHR |

.-|ﬂ Basetd Decoding Reguired: false

Save

7. Set the control flag to REQUIRED and check that OAM_REMOTE_USER and
ObSSOCookie are set for Active Types.

8. Click Save to save your settings.

3.3.2.2 Configuring the Default Authenticator and Provider Order

After configuring the OAM identity asserter, ensure that the default authenticator's
control flag is set to SUFFICIENT and reorder the providers.

Use these steps to configure the default authenticator and provider order.

1. Navigate to the Provider Settings pane.

2. Open the Default Authenticator and set the control flag to SUFFICIENT.
3. Do the same for any providers other than the two you just created.

4. On the Setting Pane, reset the provider order to:

s OAMldentityAsserter(REQUIRED)

s  OraclelnternetDirectory Authenticator (SUFFICIENT)

»  DefaultAuthenticator (SUFFICIENT)

»  DefaultldentityAsserter
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Authewntication Providers
i

Homw | Aeander _: Fhowang 1 1o 4of & Previces | Mest
| mame Descriphion Wersion

T oAMID Assener Orce Access Manager Toeniity Asserter 1.0

T oD Ausherscntor Franader $ul performs LOAP suthenBzatien ]

I |befoutauthenscaton ‘WeblLoge duthenticaton Provder 1.0

T | Defsultiderstyisertar ‘Weblogic [derdty Aosertion prosder L0

Note:

On Windows platform, if your WebLogic user is not part of the

OID Administrators group, you will not be able to restart the
WebLogic Admin Server.

You can use these steps to add an Administrators group and add your user in it.

1. Connect to Oracle Directory Manager

2. Create a new Group, Administrators. You can use the Create Like option.

3. Add your admin user to this group

B Daba Browser

-,

|Eg Data Tree

1

ml lRext

= T cremorache etarred desctony
& B8 e acieConbent
1 (T cremer aecies Schasnuges s
81 0 crwmnple stion configuration
Cillin P s Confipur aisrs
3 T s arfagrobeniy
= G de=com

5 G demndensrch

= ﬁmrrm

'- @ c=TRETZ L4371
e

l&% Actministrators

Deistinguisheed Manne: orefdmiretr stors, cresgroops, dosmlab, dosjdadwands, doscom

Cretedd by: orvsorcladmn
Creabed ot: Augus 10, 2018 1410453 AMHDT

el by ermorcladenin
Hixifnd ot Septessber 13, 2001 211330 P4 MODT

m““““ Subkren Acess | Local Aceess

Dk’ Fpma Cwiachs Collabor stion St Users

|-I- s |
il ormaton ouErenthy avaslsbis

(2]

Deeripon Groisp of users For o the Cracke o 3

r— = )

[ (@ |
v cladovr

errstrd T21490 afrusers, dc=mlsh, desjdadwsrds doscom e
Pt CTim s £ o rrlsh, e e jdede ds, B moom |

Now, you should able to start the WebLogic Admin Server.

3.3.2.3 Adding an OAM Single Sign-On Provider

After checking that the default authenticator's control flag is set correctly and that the
order of the providers is correct, add an OAM SSO provider and restart all servers.

1. Connect to the WebLogic domain using WLST and run the following command:

Start WLST.ecmd or WLST.sh from <MW _Home>oracle_common\common \bin

folder

Connect ('admin-user','admin-password’,'t3:/ /localhost:7001")
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addOAMSSOProvider
(loginuri="/${app.context}/adfAuthentication" logouturi="/oamsso/logout.html"
)

2. Exit the tool.

3. Restart all servers.

3.4 Installing Oracle WebGate
Next, you install Oracle WebGate 11.1.1.5.

Oracle HTTP Server WebGate is a web server plug-in that is shipped out-of-the-box
with Oracle Access Manager. The Oracle HTTP Server WebGate intercepts HTTP
requests from users for web resources and forwards them to the Access Server for
authentication and authorization. Oracle HTTP Server WebGate installation packages
are found on media and virtual media that is separate from the core components.

Prerequisites
Install Oracle HTTP Server (See Appendix C)

= If you are installing Oracle HTTP Server 11g WebGate for Oracle Access Manager
on a Linux or Solaris operating system, you must download and install third-party
GCC libraries on your machine.

You can download the appropriate GCC library from the following third-party
website:

http://gcc.gnu.org/

Required Library

Operating System  Architecture GCC Libraries Version

Linux 64-bit x64 libgec_s.so.1 3.4.6
libstdc++.50.6

Solaris 64-bit SPARC libgce_s.so.1 3.3.2

libstdc++.50.5

= If you are using Windows 2008 64-bit operating systems, you must install
Microsoft Visual C++ 2005 libraries on the machine hosting the Oracle HTTP
Server 11g WebGate.

The libraries are included in the Microsoft Visual C++ 2005 SP1 Redistributable
Package (x64), which can be downloaded from the following website:

http://www.microsoft.com/DownLoads/details.aspx?familyid=EB4EBE2D-33C0-
4747-9DD4-BI9A6DTBD44DA&displaylang=en

Use these steps to install Oracle HTTP 11g WebGate.
1. Download and unzip ofm_oam_webgates_generic_11.1.1.5.0_disk1_1of1.zip.
2. Launch the installer:

= On Windows: setup.exe with Run as administratoroption.

s On UNIX: ./Runlnstaller as a non-root user.

3. Specify JRE/JDK location.
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than

Inzstaller Fram e g sOrac les Lo

4. Click Next on the Welcome page.

Oracle HTTP WebGate supports Oracle HTTP version 11.1.1.2 or 11.1.1.3.
EnterpriseOne configuration supports version 11.1.1.5. See Appendix A to
upgrade to Version 11.1.1.5.

5. The installer performs prerequisite checks.

ORACLE_q4¢

Prerequisite Checks :
q % FUSION MIDDLEWARE
¥ WNEkome Salection Check Progress Statiss |
&' Prerequisite Checks Checking operating system certification 100%
w ngtplabon | ocabon Checking physical memary 100% o

- S EARAlon Summany

#- of Checking operating system certification
+ - o Chacking physical memory

Help « Back it > Cancel

This image shows the prerequisite checks on Linux operating system:
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O Oracle Access Manager OHS 11g Webg Installation - Step 2 of 7

Prerequisite Checks

Welcame
. Pl'tl'l!ﬂ'l.l.il-'l'! Checks
Installstion Locatian
CCC Library Details
Installation Summary

Instalistion Frogress

ek 6

nEialiaion Complete

Eudn]

w....mm;ﬂ

Selection Chack | Progress | Status
o Chacking operating system certific.. & 1008 | o
¥ Checking recommended operating. 200N . w
¥ (Checking kernsl parsmeters B -, Ll . o
o Checking Recommended glibc ver.. T 100% = o
¥ Checking physical memaory 100 w
«|  |Checking for LD_ASSUME_KERNEL .. A00% o

-« Checking opersting system cenification |
| B o Checking recommended operating system packages e
| B« Checking kernel parameters =g
[+ o Checking Recommended glibc version =
e e P s

| <gack | mext> ]| coo

6. Specify the Middleware Home and WebGate Home Directory.

O Drade Access Manager OHS 11g Webgates Installabion - Ste

7.

Specify Installation Location

Wekcome
Prarequiste Chocks

Instaliation Location

J  instalation Progress

€

instakation Comgiate

[t ]

Fuﬂﬂll MIDDLEWARE

Oracie Middeware Home: hﬁﬂlrnuh'ﬂnlldﬂlewam |_f | Browse _|

Qracle Home Directory loracie_0AMWesGate

The Oracle home will be created under the Oracle Middieware Homs iacation with the
GivEn RAME.

=

Review the installation Summary.
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0 Oracle Access Manager DHS 11g Webgates Installation - Step 4 of 6

ORACLE
Installation Summary 4
FUSION MIDDLEWARE
-t = Install WEBGATE
I e
¥ Frerequisde Checks = Directory Detadls
] - . Middieware Home Location: z\Oracie\lliddiewars
" sha !-.1_ n;!m_ 1
" Qracie Home Location: T\0rackeliddiewarsiDracie_QAMYebGale
' Installation Summary GCC Library Location
gress [= - Disk Space
. Required: 1400 MB
sinBation Compiedn
Avalabls: TO2T0 MB
= Applications
Oracke Access Manager - OHS 11g Webgales
| : |
Save Response Fis | Save J I
Chck fnstall 1o accept this configuration and start the nstalatcn
To change the configuration before starting the instalation, select the topic fo change in
the kel pane, or use the Back button |
|
— e e
Help < Back | | mstan | | Concel

8. Click Install.

2 Oracle Access Manager OHS 11g Webgates Installation - Step 5 of 6

FUNH MIDDLEWARE
[ ecome ; Prograss

aqusits Check 1“_ i
Completed
! instafLog C‘?rngram Fie:’tﬂra:iem\-en:un-‘-ic-gsmstalaﬁ11 Dﬁ-w DE—UG—'IW b:g

Installation Progress

T
| Instakation SUDCEHTUl
| Starting execubon of post nstal scripts

stadaton Compiete | Execution of pes! install scriots compited

o~
Oracle Fusion Middleware B
Extreme Productivity

9. Click Next when the installation is completed.
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O Oracle Access Manager OHS 11g Webgates Installation - Step 6 of 6

Installation Complete

_ORACLE 11g

FUSIBN MIDDLEWARE

= Install WEBGATE
= Directory Details
Meddirware Home Location: z:WOrackeididdiswans
Oracle Home Location: Z\OrackiMiddiewarsiDracke_OAlNWebGale
=i~ Disk Space
Oracle Home Size: 85 MB
Avaiable: TO181T LB
=1~ Applications

w Installstion Complete

Oracle Access Manager - OHS 11g Webgates

Save nstalabon Dataids Save

Oracke Access Manager - OHS 11g Webgates nitaladion compléted sucoessfuly

10. Click Finish when the installation is completed.

3.4.1 Post-Installation Steps

You must complete the following steps after installing Oracle HTTP Server 11g
WebGate for Oracle Access Manager:

1. Move to the following directory under your Oracle Home for WebGate:
= On UNIX operating systems:
<webgate_home>/webgate/ohs/tools/deployWebGate
s On Windows operating systems:
<webgate_home>\webgate\ohs\tools\deployWebGate

2. On the command line, run the following command to copy the required bits of
agent from the Webgate_Home directory to the WebGate instance location:

= On UNIX operating systems:

./deployWebgatelnstance.sh -w <Webgate_Instance_Directory> -oh
<Webgate_Oracle_Home>

[oraclefdendas 1106 deployWebGace] $ . fdeployWebGateIn=rance.sh -v full/wl=si03s/Hid
dlewars/Oracle WTl/instances/instancel/config/OHS/ohslf —oh fuDl/wl=1033/Hiddlaw
are/Oracle OAMWebGatel/

Copying Ifiles from WebGate Oracle Home to WebGate Instancedir
[oraclefdendsll0f deployWebGaca] § '

s On Windows operating systems:
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deploy Webgatelnstance.bat -w <Webgate_Instance_Directory> -oh
<Webgate_Oracle_Home>

OARMe hGatelswehgateohz conf igsobloy_conf ig_wy . xm

sc le_ OAMWe hGatelwwebgatesohs stoo ls openss 1ss inple CRANc acer

ac le_ OAMWe bGate i wwebgatesohsstoo lssopenss s inple Clse ake i

dd leware~0rac e _0ANde bGatel suebygatasohs stoo lesdeployllfebGate >

Where <Webgate_Oracle_Home> is the directory where you have installed
Oracle HTTP Server WebGate and created as the Oracle Home for WebGate.

For example: <MW_Home>/Oracle_OAMWebGatel

The <Webgate_Instance_Directory> is the location of WebGate Instance Home,
which is same as the Instance Home of Oracle HTTP Server.

For example: <MW_Home>/Oracle_
WT1/instances/instancel /config/OHS/ohs1

3. Run the following command to ensure that the LD_LIBRARY_PATH variable
contains <Oracle_Home_for_Oracle HTTP_Server>/lib:

= On UNIX operating systems:

Export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:<Oracle_Home_for_
Oracle_ HTTP_Server>/lib

s On Windows operating systems:

Set the <Webgate_Installation_Directory>\webgate\ohs\lib location in the
PATH environment variable.

4. From your present working directory, move up one directory level:
= On UNIX operating systems:
<webgate_home>/webgate/ohs/tools/setup/InstallTools
s On Windows operating systems:
<webgate_home>\webgate\ohs/tools\editHttpConf

5. On the command line, run the following command to copy the apache_
webgate.template from the Webgate_Home directory to the Webgate Instance
location (renamed to webgate.conf) and update the httpd.conf file to add one line
to include the name of webgate.conf:

= On UNIX operating systems:

./EditHttpConf -w <Webgate_Instance_Directory> [-oh <Webgate_Oracle_
Home>] [-o <output_file>]
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[oraclefdends1106 InatallTool=]$ ./EdicHetpCont -w /udl/wl=al03s/Middlswars/Or
e WTl/instances/instancel/contig/CHS ohal

The web =erver configuration file was successfully updaced

Full/wlsl035/ Niddlewvare/Oracle WT1/instances/inacancel/contig/0HS /ohsl/ httpd.:
f has besn backed up as Sfull/wlsl035/Hiddleware/Oracle WT1/instances/instance;
ontfig/OH3/oh=s1/heepd.cont.ORIG

[oraclefidende 1106 InstallTools]$

s On Windows operating systems:

EditHttpConf.exe -w <Webgate_Instance_Directory> [-oh <Webgate_Oracle_
Home>] [-0 <output_file>]

~0h41 hftpﬁ conf .ORIG

Note: The [-oh <Webgate_Oracle_Home>] and [-o <output_file>]
parameters are optional.

6. Verify the updated httpd.conf.
s The following line is added to the bottom of the file:

include "z:\oracle\Middleware\Oracle WP1l\inatances\instancel

\configqoha\ochal/wabgate. conf”

Note: Do not restart the Oracle HTTP server until the WebGate agent
is registered for WebCenter Spaces; errors will continue to display in
the command line if the Oracle HTTP server processes are restarted.

3.5 Configuring Oracle HTTP Server for WebCenter Spaces

After you install and configure Oracle HTTP Server and Oracle HTTP WebGate, you
configure the Oracle HTTP server for WebCenter Spaces.

Use the following example to configure mod_wl_ohs.conf. Verify that WebLogic port
numbers match your configuration.
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# This empty block is needed to save mod_wl related configuration from M to this file when changes are made at
the Base virtual Host Level

<ITModule weblogic_modules

# webLogicHost <WEBLOGIC_HOST>

* webLogicPort <wEBLOGIC_PORT>

# pebug oM

# wiLogrile /tmps/weblogic. log
# P

<

Mmatchexpression *.js m weblogic.c”™

IfModule u.reb'lgg’lc_nlodu'lag _— =

£IfModule mod_weblogic. o> \
Martchexpression JSwebcenter weblogicHost=denptw2l.mlab. jdedwards. com|webLogicPort=8583
MatchExpression /rss wWeblogicHosT=denptw2l.mlab. jdedwards. com|webLogicPort=8300
Matchexpression Jowc_wiki web'log"ncHost-denp‘twl‘l.rn'lab.}'-dedw'ar‘ds.cu’n[webLog’lcPUrt-BSQD
Matchexpression fowc_discussions weblogicHost=denptwzl.mlab, jdedwards. com|webLogicPort=8890
Matchexpression sworkflow weblogicHost=denptwzl.mlab. jdedwards. com|webLogicrort=8388
Martchexpression Sintegration/worklistapp weblogicHost=denptw2l.mlab. jdedwards. com|webLogicPort=83838
MatchExpression /integration/services weblogicHost=denptw l.mTab.jdedwar‘ds.coml'«'ebLogicPort-SSBS
Matchexpression /soa-infra wehlogicHost=denptw2l.mlab. jdedwards. com|webLogicPort =858

/ITfmodules

e

e
# <Location Swehlogics

# setHandler weblogic-handler

* PathTrim Aweblogic

# ErrorPage hTTp: /WEBLOGIC_HOME :WEBLOGIC_PORT/

# </ /Location>

“Location Sconsolex A
setHandler weblogic-handler
webLogicHost  derptwZl.mlab. jdedwards. com
webLogicrort 7001
</Location> | (OPTIONAL - only if you want to usa 550 on your WeblLogic
- Admin Console and Entamrise Manager Consols

<Location Sems
setHandler weblogic-handler
webLogicHosT den{tw)l,m'lah.jdedwar‘ds. o
webLogicrort 70 !
</Location> A

After you edit mod_wl_ohs.conf, restart the HTTP server.
Now you can access WebCenter using the HTTP port; for example,

http://denptw2l.mlab.jdedwards.com:7777/webcenter
If you added (optional) the domain console and enterprise manager connections, then
the HTTP URL will be:

http://denptw2l.mlab.jdedwards.com:7777/console
http://denptw2l.mlab.jdedwards.com:7777/em

3.6 Registering the WebGate Agent for WebCenter Spaces

You must register the WebGate Agent for WebCenter Spaces.

Prerequisites:
= Install and configure Oracle HTTP Server and WebGate.

= Install and configure OID and OAM Server.

= Install and configure Oracle WebCenter Spaces.

3.6.1 Registering the WebGate Agent
Use these steps to register the WebGate Agent.

1. Open an internet browser and connect to Oracle Access Manager.
2. Open the OAM console.

http://oamserver:oamport/oamconsole
3. Enter the Admin user and Password.

4. Select New OAM 11g Webgate option.
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Policy Configuration

{2 semen

ts srowse  (EENEIN,
ool B
[ shared Components
W {8} Resource Type
EpHTEe
) TokerServceRP
48 wi_suthen
7 [ Host Identfers
{3 Enterprisacne
[ thMSuitedgent
0 Camiig_WebGate_Agent
7 [l suthentication Schemes
8 AronymessSeheme

E wekcome

Welcome to Dracle Access Manager 119
s Shes conmale i
» Manage the Access Manager pokces already configured i the sysiem.
® anage the agent profies and server profies of the configured Access Manager
SETVETE,
= Regster new applications that need Sngle sgn-on ntegration wth Orade Access

Marager,

» Manisge and create st betwmen pariners for Oracle Security Token Senvice.

* Manage common getings and configuraBion for Oracle Access Manager and Crade
Sequrity Token Service.

Click anry of the linics below to start usng the console. Alternatrely, you can use the
navigation tree on e left e well,

i 550 Agents
Pelaruaces P inesr applcabions.

5. Enter a WebGate agent name and select the Open security option.

6. Enter your WebCenter URL in Base URL.

Create OAM 11g Webgate Apply |
Version  11g User Defined
“piame | WebCaniter o
Base LRL
virtualhost T
Access Chent Autn Creats Polces
Password 1P vakdation
* Senmity % Open
" Simple
 Cert
Host identifier | WebCenter
Resource Lists
Protected Resourcelist b X | PubbcResourcelst + X
| Reave Rl Il i elatve LRt !;i
23 | |
i | |
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7. Click Apply to create the agent. Authorization and authentication policies will be

created.
QM 119 Webgate WebCenter oreated muccessfully.
Artifacts are generated in foliowing kocation @ 21 \Orade WIDDLE ~ 1\USER, P~ 1\domains \OAMDOM~ 1output WWebCenter |
J
B WebCenter Logeut Callack URL | foam _jogaut_suersss
Password Logout Redirect LBL | hitp:|DEMFTW 23 mish. idedhwards. ¢
*Seanity & Open Logout Target LEL
T Smple User Defined [y SSiFinader vas o5 S50
C et Parameters |URLIALTFEFormat=true
*State (% Enable chent_nequest_retry_atbempis=1
- nactvelasonfigPensdm 10
* felaw Cache {m = ——
Slements = * Seep for &0 sl
* Cacha Timeout prenye i Bt T
okoen Viakdity | ]
ril Ry 36005 Cache Contral [ -
Parisd (Saconds) no-cache
* Max Connections | 1= oebug [
*Max Sessicn Time 00 = 1P vabdation [
. Deny On Mot
= Fafover Threshold i Probected
* AR Trmsoust [~ R low Management [
Threshold o Operations

* Preferred Host | WebCenter

o Logout LRL | ]ﬂ;l

8. A Host Identifier and an Application Domain is generated as well.

12 srowse  (EEIENN.
L LD
V @i shored Components. 4

V {8} Resource Type

i
{8} TokenServiceRP
8% wi_authen
¥ [§ Host Identifiers
[ Enterprisecne
[ 14Msuteagent
[E oamiig_WebGate_
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7 & Application Domains

& @@ Enterprisene

@ Fusion Apps Integration
- @1AM Suite

& @@ OAM11g_WebGate_Agent
v

Vv

-

{8 Resources
V il Authentication Policies

& [ Protected Resource Polcy
¥ [& Authorization Policies

&> [B Protected Resource Polcy
I [ Token [ssuance Pobces

-,

Create the Resource URL from the Resources option

10. Click the Create button

11.

fu H
(Biewe  WebCenter Resources
L oo N
vew s @ WEaR = fasarch
e
\DaPchems Hessures Type [FTTH =1
i Dasadtvane: Izt Tdararis
o Resmurne Ui
B it 5oy
T oartdmr Do aeSchem
ol )
B onesen:
ce [l TRPScheme
i Search Risults
G Somicaton Domars hobora. = ew -
& QohmpaeCn ResrieType ot identter
= i Fuson ko0s imieanon TR HEenrer
= ﬁmm:- HITR Wb
G Ok L _vrehTane_dgesw
= ﬂ-nn:uin
b () Ahentscation Poloes

G [l Aomharzaton Pokon
L= g Toiten [4s e Pl

s Type=HTTP

Enter the following information:

s Host Identifier = Select your Host Identifier

»  Resource URL = /webcenter

s Protection Level = Protected

= Authentication Policy = Protected Resource Policy

= Authorization Policy = Protected Resource Policy
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{@:} Resources ety |

'T-,rgeil'ﬂ'f'? 'E

Desriphion | ywahCanbsr

* Host Identifier | WebCanter ]
= Resource URL | fweboenber
Query Siring

* Prostectaon Level 1P‘rnbecud - |

Authentication Pobcy | Protected Rescurce Polcy %

Authorization Pobey |Protected Resource Poloy =]

12. Repeat the above step and add the resource URL = /console and /em (if you plan
to use SSO on the Admin Console and Enterprise Manager.)
13. Double-click the Protected Resource Policy.
You should see the newly added resources listed.
_ B Authentication Policy oty
Jl mmnee m‘ = Proieched R o Pol e
b5 ‘ w = Jeperphmn |'|A-Lr1lr!-|.'l.r!l:da—urlu':a'.!7l Add reseuries B r.:::
E: . | Fn ey Lo protec] B f.- 7
gnmlw *aurenteasn [T = Fectos
() cemscreme '
[ oschene [
& s | rosme N
B woaerscheme % |
+ G Rpricaton Domars Eﬁ b + “:
== g Irtarretre |
b ﬁn.nmm intagrabon ]"M“'—T-tm -'Jm
o A Bite [WebCemte) =l
=] q-um 1 g Winbiate_Ageed |.-.¢gc.._—.-.w..'-.—- ;I
: 3_::“:1:» Pkt T 2
| Wetstaner et et =1

14.
15.
16.
17.

B [ desmerisaten Poices
e [ Tomen lamusre Podoes
W i WebCenier

&+ [ Fratested Rewarce foicy
b= U Toker lemarce Polces

L=l

Review all registered agents.

Select the System Configuration tab.

Open the Access Manager Settings section and open the SSO Agents option.
Double-click OAM Agents, and then click the Search button.

The system displays a list of registered agents.
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System Conligeraton

= Comman Configuration & welcome IR woisenier 4
TR ”, 'ﬂ Webgates j Create L3y Webouie j:.liﬂ! 5 Webpate
= = Avalable Sereces =
= :,";l'u.r'v--\.r'.-r'!n.ﬂ
- [ Server Dot - Gaarch
o [l S Maragent =|
! Aioiis Hansger Solitew]gs e — " Bk =
St v Wiw v S H @ wen [ 5
2 i hocess Maraer Seltrgs P
. 0 Agenits
= 1} 11
! J;{\’Im‘iwrﬂ‘!: Nr'ih'-h':l.
Do L O At
S [l Autheribcation Modued Sararch Rl
bimErd = Wit r
A e ary Server
b AL g Wieldat
2 [AMSme et %
3 Enterprseline
Wbl pnler

18. The agent registration creates a cwallet.sso and ObAccessClient.xml file.
19. Copy these two files to the WebCenter server:

<MW_HOME-> /user_projects/domain/OAMDomain/output/<Agent_name>
location

<MW_Home>Oracle_
WT1/instances/instancel /config/OHS/ohs1/webgate/config directory

A system property tells WebCenter that the application is configured in SSO mode
and some special handling is required.

20. To set this property, edit the setDomainEnv.sh (.cmd) script located in your
<domain>/bin directory, and add an entry similar to the following at the end of
the file:

EXTRA_JAVA_PROPERTIES="-Doracle.webcenter.spaces.osso=true ${EXTRA _
JAVA_PROPERTIES}"

export EXTRA_JAVA_PROPERTIES

21. After changing the property, restart all the WebCenter Services: Admin Server,
WC_Spaces server.

22, Stop and restart the Oracle HTTP server process using OPMN:

= On Windows, open the Windows Services and stop and restart the Oracle
HTTAP server process.

= On Unix/Linux, go to <MW_Home>/<oid_instance_name>/bin and enter
these commands:

./opmnctl stopall
./opmnctl startall
23. Test your SSO with the WebCenter URL:

http://denptw2l.mlab.jdedwards.com:7777/webcenter
The SSO process switches to the Oracle Access Manager and display the SSO page.
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Access Manager

24. Log in with your WebCenter user name and password.
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4

JD Edwards EnterpriseOne HTML Server

This chapter contains these topics:

= Section 4.1, "Understanding JD Edwards EnterpriseOne HTML Server"

= Section 4.2, "Installing SOA Suite 11g"

= Section 4.3, "Installing Oracle WebGate"

= Section 4.4, "Configuring the KeyStore Connection"

= Section 4.5, "Installing JD Edwards EnterpriseOne HTML Server"

»  Section 4.6, "Configuring Oracle HTTP Server for EnterpriseOne HTML Server"
= Section 4.7, "Registering the WebGate Agent for EnterpriseOne HTML Server"

= Section 4.8, "Enabling OAM SSO on the EnterpriseOne HTML Server"

»  Section 4.9, "Copying JAR File to the HTML Web Server"

= Section 4.10, "Granting Permission to the Client Application to Request a Token
from OpenSSO"

= Section 4.11, "Synchronizing the System Clock on all Servers"
= Section 4.12, "Testing the SSO Configuration"

4.1 Understanding JD Edwards EnterpriseOne HTML Server

The JD Edwards EnterpriseOne HTML server is a WebLogic server. This server works
with the OAM to ensure that SSO credentials are valid. When valid SSO credentials are
entered, the user is granted access to JD Edwards EnterpriseOne.

When you download the software from Oracle Technology Network (OTN) note the
directories to which you downloaded the software and replace the directory location
specified in this chapter with your directory locations. This chapter also specifies
executable files for a Windows platform. Be sure to install the executable files for your
platform.

Note: The JD Edwards EnterpriseOne HTML server is installed on a different server than the
OAM/OID server.

4.2 Installing SOA Suite 119

You install SOA Suite 11g, version 11.1.1.5. You use the installer to download the
Oracle Fusion Middleware 11g SOA Suite.
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Prerequisites
» Install WebLogic Server 10.3.5. See Appendix B, "Installing WebLogic Server.

= Download the Oracle Fusion Middleware 11g SOA Suite.
Use these steps to install Oracle SOA Suite 11.1.1.5.0

"

1. Launch the installer:
s On Windows: setup.exe with Run as administrator option.
s On Unix: ./runlnstaller as a non-root user.

2. On the Welcome page, click Next.

O Oracle Fusion Middleware 11g S0A Suite Installation - Step 1 of B

D‘I'?ACLE
Welcome g
FUSIDN MIDDI.EWAHE
= Welcome )
+ oy —_ Ak Welcome to the Oracle Fusion Mieddieware 115 S04 Suile nstaler |
¥ Frargguiste Chick This instaar can be used o instal & new Oracle 504 Sufe Oracke Home, or
| fo patch an existing Oracle S04 Sute Oracke Home
T_ n ] ratinn
+ Agplcation Server i you are nstaling a new Oracke home
|
Instalistion Sy ry = Make sure you have insialed a supposied version of Orace WeblLogic
\rl

Server 115 or BU WebSohere
& |f the products you are instaling reguire database schemas, make
sure you have crested these schemas in your daiabass
For more information, see the Oracle Fusion AMiddlenars Instaliation F
bt

Flanning Guide:

Flambmt amaBhon Ualn S onsmfebis e skl s Uk

Copyright (¢} 1596, 2011, Dracle andior &5 affikstes. Al righls reserved

| Hew | | Hext» | Cancel

3. Select the appropriate update option for your company:.
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O Dracle Fusion Middleware 11g S0A Suite Installation - Step 2 of B

ORACLE 11 g
s S —
T L} Skip Software Updales
'r" My Ciracle Supgort Updes: | (5 Search My Oracle Support for Updales
FY e User Hame |
VELY Passwiord |
n Sarve | Preccy Settings | Test Conmecton
man () Saarch Local Directory for Updates
| Search For Lipdates
(e1r.1
ABows user o search for and download software updates from Wy Oracke Supper
using Wy Oracle Suppon Account user name and password. Click "Test Connection” to
best the credentialy
4 i [Te]
| Bep | «Back | Ccancst

Vigicoms Selection|

¥ | Check |  Propress | Status
x.lr i e prgy Ll ¥ Checiing operating system certification | S 00% | v
~I.- Prerequisite Checks Checling physical memary 100% | | o
'..lr' ngl =]y} = n
I.;a A n Lad
*-;-' naiion SUmman:

sfalation P

: B 1/ .cmm Operating !-‘5;':81&!1 certification

[ B v Checking prysical memory

| teo <gack | pent> |_cancal |

5. Enter the Middleware Home and a SOA Home Directory.
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© Oracke Fusion Middleware 119 S0A Suite Installation - Step 4 of 8

OoRACLE

:EEM_Wn.-T[ 1 13r

Specify Installation Location

W alcome

Sk Software Updab
P A e Chack
Instaflation Location

Sppkcabion rgr

S T P R e

ngtalation Symmary Dracke Middieware Home Z:HDrrch‘tlllddhwlrJ |1| Browse |

Puiutts Froomons Oracks Home Drectory [orack_soat

| Tha Oracls home will be creatad under the Cracle Maiddiswars Home lgcation win the
@iven name

] T i |

6. Select WebLogic as the application server.

EnterpriseOne does not support the configuration with WebSphere Application
Server.

2 Oracle Fusion Middleware 11g S0A Suite Installation - Step 5 of 8

Application Server FUSION MIDDLEWARE

Fisien
Sk T s ates

Pravaguiste Checks *) Weblogic Senver

in o Lo
Application Sardar

Instakation Summary

A —

slalation Frogress

| WLS insiadation detected, Weblogic Server support avadable in this Middisware Home

== e
Hedp | = Back | Hext = | Cancel
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7. Review the Installation Summary.

O Oracle Fusion Middleware 11g S0A Suite Installation - Step 6 of B

FIJHGH MIDDLEWARE

Installation Summary

v Risiceme = Install Oracle SOA Suite [«

.'r Siip Sottware Updates | E pirectory Details

| B B ot | Widdiaware Home Location: Z-W3rackeilliddisware

T Orache Homs Location: Z\Orack\MiddiewsreiOracie_SOAT

¥ Inslabalon L ocolion Appcation Server Type: ViebLogic Server

+ Applcation Senser ; Appbcation Server Locabion Z\0racie\Middie wane

ulp- Installation Summary | =l Disk Space

f Reguired: 2345 U8

alntion FIngTRES Avallable: 81438 MB
nstaBation Campilete = Applications

Oracie BPEL PM, Mediator, Rules, 828, Human Workfiow I
Oracke Busivess Activiy Nonkoring (BAM) L=

IS-a'.'eFI.emoﬂaeFu | save |

T-: change this configuration before nﬂnlr-n ul-r:t 1h= fopic you want ie change in I:h-:
| pane on the left

To install this configuration, sesct nstal

8. Click Next when the installation process is completed.

O Orade Fusion Middleware 11g 50A Suite Installation - Step 7 of 8

ORACLE 11g

Installation Progress FUSION MIDDLEWARE

Progress

100%

HackS Complaiad
instafl Log C\Program FlssiOracieVrvantondlopainstalz0 1 1-06-16_08-32-004M log

S

A " c I

Apphcation Server | instadation Siccessiul

| Starting execution of post insial scripts
Execytion of post insial scripts completed

I
»T- Installation Progress _.;
|4 e [1n]

Oracle Fusion Middleware
Extreme Productivity

ORACLE
(e de @i s Hext> | cancer |
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9. Click Finish to exit the installer.

2 Oracle Fusion Middleware 11g 504 Suite Installation - Step 8of 8

SR

Installation Complete
FUSION MIDDLEWARE

[+

= Instal Oracle SOA Suite
[ Directory Details
Middleware Home Location: Z-\0rackeiMiddiewans
Orach Home Location: ZA0raciliddiewars\0racie S041
S Lhon Apphcation Server Type: WeblLogic Server
Agplcation Server Location: Z\0vack'Maddieware
[ Disk Space
Oracle Home Size: 1151 MB
Ra— TR Avadable: 80730 MB

I —
w Installation Complete = Applications
Cracie BPEL PU, Medaalor, Rules, B2ZB, Human Workfiow

Oracle Business Actiily Maonkoring (BAM) | =

Save instalstion Detals: |  Save |

Oracle 306 Suite inslalation complebed sSuccessfuly

tew |

10. Launch the Domain Configuration Wizard (config.cmd or config.sh) from <MW _
Home>/Oracle_SOA /common/bin/.

[] Fasion Middleware Confaguration Wizard

ORACLE
® Create a new WeblLogic domain
Craate a Weblogic domain In your projects drectony,
CHExtend an exdsting Weblogic domain
Usa this option to add new components to an extsting doman and modfy configuration settings.
Pgoat

i ] et
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11. Select Oracle WSM Policy Manager-11.1.1.0 and Oracle JRF-11.1.1.0 options.

Select Domain Source
ORACLE

B Generate a domain configured automatically to support the following products:

[0 Corancle B8 Suite fior dervelopers - 11, 1.1.0([Oracls_$041]
[ Oravche B8P Suite - 10,1, 0.0 [Oracle_S081]
[l Ovacie 504 Suke for developers = 11.1,1.0 [Oracke_5081]
i Oracle 506 Sute = 111, 1.0 [Orade_S0a1]
[ Corachs. Entmrpriss Maruscgar - 11, 1.1,0 [orachs_common]
[0 et Bursirnss Auctivety Moritoning - 11, 1,10 [Orade_S0ai]
[ 50 Bridge Portlet Conbainer - 11.1.1.0 [Orade_S041]

|| 2 Onacho s pokcy Maroge - 11.1.1.0 [race_comewn] |
[l Cvarche JF 'WokiServioes Asynchrorous services - 11, 1.1.0 [orack_common]

| ERorade F - 11.1.1.0/[oradde_comwosr] |
[0 Brsac Weblogie SIP Sarver Domain - 10, 34,0 [vdtarver_10.3]
[ wisbdoagic Advariced Weks Sarvices For JAX-RPC Exbersion - 1003,4.0 [whserver_10.7]
[ Webl ok Advanced 'Web Services For J00-WS Extension - 10.3.4.0 [wisarver_10.3]

O Base this domain on an existing temglate

Bt || meo prevous | [ et |

12. Enter a domain name.

[] Fushom Middleware Confuguratiosn Wiz and

Specify Domain MName and Location
ORACLE
Enter the name and location for the domain:
DL FuiTes S0, Do
Domain focstion: | 2710 sche HadevearsTuser_projectsdomans [ prowse |
Bt || tee | | Brevious |

13. Enter the Administrator User and Password.
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E1 Fusion Middbeware Configuration Wicand HiE E3
Configure Administrator User SNanwe ancd Password
OoORACLE
17 Drsgand Changes
“Paame: | mbl-o-t;lc

olbsex possmerds | S
*Corkrmuser pagced: | Treeeees|
Dosrption: | This user & tho dof il admnistrator.

er || e preves | [ tst|

14. Select Production Mode and verify the JDK location.

l‘] Fusion Mukdlewasre Configuration Wizand

Configure Server Start Mode and 10K
ORACLE

Before puiting your doman inbo production, make sure that the production envinanment B seoure, For mors information, see the bopi Seoring a
Production Erviranment’ i the Weblogic Server docurmantation.

() Developersent Mode

Ltikpe bt propeities for ueemame 5 Available JDKs:

;ﬂmnﬁmd ] ol fom o o Rkt 50 16,024 @ 2 \Oracklrodd-R20, 1.3
S IOF recomamanded for bether startup

peerformance duning berathe

devsiaqment .

(%) Production Made
Require the antry of & usamanms and
pcrpwsced and danot poll For
apphcations to deploy. () Otheer 10K
‘Webloge Foddt 106 resommended For Lo sbken
beatitar puntime performance snd
STt

Ex || beb | previous || bt

15. Enter the JDBC Schema information.
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ﬁl wnicn Meddbewrare Configuration Wizars

Configure IDBC Component Schema
ORACLE
Motes  Charags only the input Felds beliow that wou with bo modify snd vsles vwill be spplied to ol selacted rows.
Wendor: | Ovads DEMESerace: mrJ
Ewtvee; | *Canche’s Drivnr (Than) For Servion conftions; Weriuns=9.0.0 and b = Herit Naire: | ciengtwel | e, i i cos
Schema Cwaner: | FTW21_MDS Port: | 1521
Schema Passwond: | =+++a+es
Dwm:wsdmumnmmwﬂwnhmwﬂ
R — - e—— - eo— S e
Bl | oW HDS Schesa ond denpivi | miab jdedk, 1521 | PTWR21_MDS T
[ |[ wo [ereveus || e

16. Verify the schema connections.

) Fusion Middieware Configuration Wizard

Test IDBEC Component Schema
oORACLE
' Stathe Component Sctema XBC Connection UL
..,r’ A DS Schema wdboorache Hhancifdenpiwe [ mish, jdedwards. oome 1521 ford
LRI.—]:h::u.tdn:mez!:m::;.muﬂ-xm:ﬁzimd ‘:
Ui =FTWE 1 _MDG
P e e
SO0 Tostmgbact | from adhema_osrsion_negistry ilans
oavrunr| Sbect Lt From ) e o _ypeee0SE ad
viwdiate'L 1. 1.1.5,0F
CFGFWE-20050: Test Sucossshull
e || we | | rovius

17. Select Administration Server and Managed Servers, Clusters and Machines
options.
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4-10

E Fusion Middlewas re Configuration Wizard

Select Optional Configuration
ORACLE
1 Administration Server
Modfy Settings
¥ Managed Servers, Clusters and Machines
Ak or Dot
Modily Settings
[ Deployivents sl Services
Targst to Servers o Chsters
[ RDBMS Security Store
Moy Settings
Exkt el Erevious et
18. Enter the Administration Server Name and Port.
B rusion tiddleware Configuration Wizard . -
Configure the Administration Server
ORACLE
) Dsgard Changes
"Hame: | AdminServerSO8
"Liten sddresss | AN Loosl Adde aides 2
Lister port: | 8000
4 551 ksken paork:
S5 enable: [
"
i
i
i
|
|
|
| Exit Help Erevaous et

19. Click Next on the Configure Managed Servers page.
20. Click Next on the Configure Clusters page.

21. Add a logic machine name.
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) Fusisn Middleware Conliguration Wizard

ORACLE

ex || b | LErwocs || poct |

22. Assign a server to the machines.

[]Iu':--m Hiddleware Confayuration Wizard
Assign Servers to Machines
ORACLE
St & machine inthe right pane. Then selsct the serven(s) in the left pane and sresign them bo the machine by dicking the right arroe buthon.
2 Machine
= iy derpbwi2
Fl AdrrinCarversQi
b

23. Review the Configuration Summary and Click Create.
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I n Fusica Msddbewarne Conliguration Wizard

Configuration Summary
OoORACLE
[ Boman Susmmary | Chek: o an e in the Domain Surmary pars on the left Lo inspect 15 attsiates i he
i. 'r'ﬁuw n= ety poaries bl Wiois can maios limited] adstenents by clicking Prenious ba returm Eo.a
" | Depleyment = || e panel, If everything i setif actory, dick Creste.
L
F__'l Slmpnrrmtz racke|Middievarejuser,_prajectsidd = |
= O sever T
— L
=3 . Derscriphion  Croate o besc Weblogc Server domain without instaling sampls app
: £ [0 Fnsdorn Clas Author Cirasclis Corporation
-_} 30 Shastdouwn Location Eyorade\Mdderareimiserver L0 commonitemplatesidomansws
[ omsshutdown —
L} =) St Class P Cir ssches WM Prolicy Mansgar
[} J 5 kg Class Aaithor q'ﬂﬂ‘-—mm
' _J, OO0 -Startug Location T+ 0| Mickdemaraonicls_oomesanconmmon(bemolates anolc stion
; [ st Losder .Stﬂ'b.pﬂas& s R ELAGFR
! L] & apglcakion Cortest: Startug Descriphion  Reauired For domars wsing BI-ADF runtime Bravies
:_'i W Framework Startup Class Authior el Corporston
[} Wish Services Stastup Class Location 224 ancin Mickevrare| o acte e bermplates| mpplostizn
) mc-stertup
[ oMesatp Tame Orade W
S [ 2060 =7 | Destription Requined For Fusion Middiewarns: Components and applcations bult us—
I o H e = = :L.:-h.-. sl T L _ i

24. Click Done and start the Administration Server.

Refer to Appendix B on how to start and stop the Administration Server.

4.2.1 Verify the Installation

You must have the Administration Server running.
1. Open an internet browser, and enter the following URL:

http://server:port:/wsm-pm/validator
2. Enter the Admin user and password.

3. The Policy Manager Status screen appears.

i | bt Fdenpbwia? smliak desdesnnch. com: 00 fremrrpng waldator bt FEs AR L
Fils Edt Vew Feeortss Took MHelp
& Metive U
. tabinc 0| . -
W& 4 [ rokorMansoer vakdetor fi- B o - P G- @3- 3 0

Policy Manager Status: Operational

Policies (88)

Hame m Diascripti
oraclefwss_sami_or_usemame_floken_senvice policy 1 Thes policy authenticales
credentals proveded ethe
in the WS- Secunty SOAF
Lisername Taken WS-5ed

headar The rrl‘-r!rr'rllal't,n b

4. If the following error message occurs, use the steps in the next task to resolve the
error.
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O - einvisransmommoised — ¥ax [ e

{ Be gt Yew Fuotes Jook Hebp
Leks ) Customice Urks @ Ghobal [T Home Page || My Crade Home 8| Oracle Fles Orline 8| Ovacle Global Printng

w g 'ﬂP;karmm;‘m ; - e - |1 Page = {3 Tooks =

WSM-04509 : cannot initialize the connection to the data store

Consult server logs for more defails

Policy Manager Status: Non-operational
Policies (0)

Mame LatestVersion Description
Assertion Templates (0)
‘Name Latest Version Description

Repository Information

Build Label!'  mull
Creation Date: null

Use these steps to fix errors:
1. Access Data Sources using this path from the left navigation:

base_domain -> Services -> JDBC -> Data Sources

ORACLE Weblogk Server® Adwinssstion Conssls
Chaspe {Ealer &) e Loy Dt Peadereraes [P Resors mew &% Wik pimer, sribdog
Werw thanges and restarts Carreied 55
Pty rdeged Skl Thary =udd B T8 base_downsin
5 i gt o sty o b SR e, o SO Dute Soure s vea showe s v g Samm—n—y
e
W Ao CRangen
Sggmumary of MK Dt Sosprces.
PN ]
& D0C date souroe w an ol bound i e POT e Tt rovde Sk morecTety Brougn &
Domam Strecture poo af THEC mmecpctarn. ASkoptars EO 00 U5 B SHER ButE 50 e TO0 T a0 B beren 4
et - dptsbane torvecton Som b dats srte
et i
PR Thut pege momwrardes e 0BG dets souror tpedts et e Deen Desind e doman
 farsan
T e
1 . b Contomare the table
= S =
I Gk Somroes Diabn Soprres|liltered - Fiore Colymer | umt |
LT D S
Twin fouroe Facoost e Sroorg 1180 Prosu | teme
Pt Sriry
Pormgn JNO! rgiacers [ | mmeme IO s Targets
irw Cortaxty
HPL Mgl [ | =gens T e
0 B e *
o i 1 B L Sraag 10a 1of 1 Praes | et
o Comate b data s

2. C(lick the mds-owsm link.

3. On the Settings for mds-owsm page, click the Targets tab.
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ORACLE Wlbl.whhn'ﬂ"‘ Ademinintyation Console

W ASTuEE (RN

Lmdy ad Charges

[ ¥ T B v Log Do Prrfewoons [l Becoed e <4 W, e bilogs
e Chubiigis bl resiarts iCovacted
Sgrdieng Srerges miont Ty et e mTee Burue_chosmm
25 bt gt = . s

. P R——

Sepd dangs o mda - grenm

Dot Sl i
Ot Lo

Comnbag Targrs Momitsrg  Convsl | feoity | bebn
Gemeral  Covectionfoel | Trasacton  Dagraston - Ldewvity Dobors

i dedsbase corweciton o s dals sourne by loowny LD Pe dels source o e e
Sy Itnripde [NOD) Bob il T reGusiSng B corredton, The S iSurse Srovded
T PR 1 I RS0 R0 [ S o DL PN

M iy A orea A ] ksl
M o g
= |

) 01 Mo The - e B da
Figr ez 1 A Sy i RYEULEEHEN S
& Crean JOBC decy 500 Mare Ink

4. On the Targets page, select AdminServer, and then click Save.

ORACLE Weblogic Server® Adminismtion Console
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5. Activate the change and restart the WLS Admin Server.
6. Launch the URL again.

4.3 Installing Oracle WebGate
Next, you install Oracle WebGate 11.1.1.5.0.

Oracle HTTP Server WebGate is a Web server plug-in that is shipped out-of-the-box
with Oracle Access Manager. The Oracle HTTP Server WebGate intercepts HTTP
requests from users for Web resources and forwards them to the Access Server for
authentication and authorization. Oracle HTTP Server WebGate installation packages
are found on media and virtual media that is separate from the core components.
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Prerequisites

= You must have Oracle HTTP Server installed and configured. See Appendix C,
"Installing Oracle HTTP Server."

= If you are installing Oracle HTTP Server 11g WebGate for Oracle Access Manager
on a Linux or Solaris operating system, you must download and install third-party
GCC libraries on your machine.

You can download the appropriate GCC library from the following third-party
website:

http://gcc.gnu.org/

Required Library

Operating System  Architecture GCC Libraries Version

Linux 64-bit x64 libgec_s.so.1 3.4.6
libstdc++.50.6

Solaris 64-bit SPARC libgce_s.so.1 3.3.2

libstdc++.s0.5

= If you are using Windows 2008 64-bit operating systems, you must install
Microsoft Visual C++ 2005 libraries on the machine hosting the Oracle HTTP
Server 11g WebGate.

The libraries are included in the Microsoft Visual C++ 2005 SP1 Redistributable
Package (x64), which can be downloaded from the following website:

http://www.microsoft.com/DownLoads/details.aspx?familyid=EB4EBE2D-33C0-4A4
7-9DD4-B9A6D7BD44DA&displaylang=en

Use these steps to install Oracle HTTP 11g WebGate.
1. Download and unzip ofm_oam_webgates_generic_11.1.1.5.0_disk1_1of1.zip.
2. Launch the installer.

= On Windows: setup.exe with Run as administrator option

s On UNIX: ./Runlnstaller as a non-root user

3. Specify JRE/JDK location.

Ltarting Oracle Univerzal Inztallew...

Actual 2926 HH=

4. Click Next on the Welcome page.

Oracle HTTP WebGate supports Oracle HTTP version 11.1.1.2 or 11.1.1.3.
EnterpriseOne configuration supports version 11.1.1.5. See Appendix A, "Create
Database Schemas with Repository Creation Utility" to upgrade to version 11.1.1.5.

5. The installer performs prerequisite checks.
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6. Specify the Middleware Home and WebGate Home Directory.



Installing Oracle WebGate

O Orade Access Manager OHS 11g Webgates Installation - Step 3

Specify Installation Location e s

¥ Wsicome |

.,Ir- Frarpgusds Checks

I |

T- Installation Location

¥ ng! A Summal .

tal E55 I
| Cracle Middiaware Home ;:.‘-Dra-l:ln'J-!lddlewarc
Qracle Mome Directory {oracle_OAMWebGate
[
I'I‘r'u! I:lr.!u::.& .r.ﬂme will be created under the G:*atl.e. .!.In:.ldle ware Homs im:.a::-n Wl'i'l the
| geven name
| |
i Hep « Back ok = | Cancel

7. Review the installation Summary.

0 Oracle Access Manager DHS 11g We es Installation - Step 4 of 6

Installation Summary

ORACLE 11g

FUSION MIDDLEWARE

y Aiskome = Install WEBGATE
-.:r Frerequimie Checks [l Directory Details
: Vasbalation Lciation Middieware Home Location: 20O racieildiddiswars
i Qracie Home Location: T\0rackeliddiewarsiDracie_QaMYebGale
¥ Installation Summary GCC Libeary Location
Lalafion Progress - Disk Space

Required: 1400 MB
Avalabls: TO2T0 UB
= Applications
Oracle Access Manager - OHS 115 Webgates

sialation Compleds

SaveResponseFie | Save |

Chck jnstall 1o sccept this configuration and start the instalaticn
To change the configuration before starting the instalation, select the topic to change in
the left pane, or use the Back button

8. Click Next when the installation is completed.
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2 Oracle Access Manager OHS 11g Webgates Installation - Step 5 of 6

_CRACLE A4g

Installation Progress FUSION MIDOLEWARE

| [ | Progress

Prerequaie Checks 1“‘_‘ }
| Completed
I InstafiLog C‘Prngl'am Fiefﬂraﬁemventw‘-i:-gsusulzﬂﬂ DE-10_ DE—UG-'IM I-ug
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isiniaton Compiete | Execution of pos!t install scripts complsted

@l Installation Progress

#

e

Oracle Fusion Middleware o
Extreme Productivity

oracLe §i
pen | [ hets [ cancel |

9. Click Finish to exist the installer.

O Oracle Aocess Manager OHS 119 Webgates Installation - Step 6 of 6

Installation Complete CRACLE 113

FUSION MIDDLEWARE

=i Install WEBGATE
= Directory Details
Widdisware Home Location: z-\0rackeiliddiewars
Oracle Home Location: \OrackeiMiddlewarsiDracks OAUNYebGale
MR SHAETET =i Dagk Space
~stnlation Progress Oracis Home Size: 85 MB
Avalable: TO18T LB
E-Applications
Oracle Access Manager - OHS 11g Webgates

1
w  Instalistion Complete

Save nstalation Detals: | Save

Oracle Access Manager - OHS 114 Webgates nslalalion completed successfully
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4.3.1 Post-Installation Steps

You must complete the following steps after installing Oracle HTTP Server 11g
WebGate for Oracle Access Manager:

1. Move to the following directory under your Oracle Home for WebGate:
= On UNIX operating systems:
<webgate_home>/webgate/ohs/tools/deployWebGate
= On Windows operating systems:
<webgate_home>\webgate\ohs\tools\deployWebGate

2. On the command line, run the following command to copy the required bits of
agent from the Webgate_Home directory to the WebGate Instance location:

= On UNIX operating systems:

./ deployWebgatelnstance.sh -w <Webgate_Instance_Directory> -oh
<Webgate_Oracle_Home>

[opaclefdendell0s deployiWebGace]$ . /deployVehGateIn=cance.sh -¥ fudl/wlsi035/Hid
dlewars/Oracle UTL/inacancss/instancel/config/OHS/ohel/ —obh full/wlsi1035/ Hiddlew
are/Oracle OAHWebGatel/

Copying files from WebGate Oracle Home to WebGate Instancedir

[oraclefdend=ll06 deployWebGaca]

s On Windows operating systems:

deployWebgatelnstance.bat -w <Webgate_Instance_Directory> -oh <Webgate_
Oracle_Home>

too lssdeployife hGate ¥

Where <Webgate_Oracle_Home> is the directory where you have installed
Oracle HTTP Server WebGate and created as the Oracle Home for WebGate.

For example: <MW_Home>/Oracle_OAMWebGatel

The <Webgate_Instance_Directory> is the location of Webgate Instance Home,
which is same as the Instance Home of Oracle HTTP Server.

For example: <MW_Home>/Oracle_
WT1/instances/instancel /config/OHS/ohsl

3. Run the following command to ensure that the LD_LIBRARY_PATH variable
contains <Oracle_Home_for_Oracle_ HTTP_Server>/lib

= On UNIX operating systems:

Export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:<Oracle_Home_for_
Oracle_HTTP_Server>/lib

= On Windows operating systems:
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Set the <Webgate_Installation_Directory>\webgate\ohs\lib location in the
PATH environment variable.

4. From your present working directory, move up one directory level:
= On UNIX operating systems:
<webgate_home>/webgate/ohs/tools/setup/InstallTools
= On Windows operating systems:
<webgate_home>\webgate\ohs/tools\editHttpConf

5. On the command line, run the following command to copy the apache_
webgate.template from the Webgate_Home directory to the WebGate Instance
location (renamed to webgate.conf) and update the httpd.conf file to add one line
to include the name of webgate.conf

= On UNIX operating systems:

./EditHttpConf -w <Webgate_Instance_Directory> [-oh <Webgate_Oracle_
Home>] [-0 <output_file>]

[oraclefdendell08 InscallTool=]% ./EdicHecplont -w fubi/wl=1035/Hiddleware/ori
e WTl/instances/instancel/contig/OHS/ohal

The webh server configuracion Iile was successfully updaced

Full/wlsl035/ Niddleware/Oracle WT1/instances/inacancel/contig/0HS /ohsl/ hropd.,
f has beesn backed up as Sfull/wlsl0O35/Hiddleware/Oracle WT1/instances/instance
onfig/ORS/oh=1/hecpd.cont.ORIG

[orac lefdende 106 InscallTools]$

= On Windows operating systems:

EditHttpConf.exe -w <Webgate_Instance_Directory> [-oh <Webgate_Oracle_
Home>] [-0 <output_file>]

swohsl/ hftﬁﬁ conf. ﬂF]h

Note: The [-oh <Webgate_Oracle_Home>] and [-o <output_file>]
parameters are optional.

6. Verify the updated httpd.conf.
The following line is added to the bottom of the file

include "z:\oracle\Middleware\Oracle_
WT1\instances\instancel\config\ohs\ohsl/webgate.conf"
7. Restart the Oracle HTTP server process.

Run opmnctl (stopall and startall) from <MW_Home>\Oracle_
WT1\instances\instancel \bin



Configuring the KeyStore Connection

4.4 Configuring the KeyStore Connection

This section discusses configuring the KeyStore connection for WebCenter and
EnterpriseOne.

Prerequisites

Verify your Node Manger on your EnterpriseOne machine has the StartScriptEnable
set to true:

= Open the NodeManager.properties file from NMW_HOME> /wlserver_
10.3/common/nodemanager folder and enter the following;:

StartScriptEnable=true
= Restart Node Manager.

4.4.1 Generate the KeyStore from the Oracle WebCenter Server
Use these steps to generate the KeyStore.

1. Log onto your WebCenter server.
2. From the <JDK_Home>/bin directory, enter the following:

. /keytool -genkeypair -v -keyalg RSA -dname
"cn+den60208jems, dc+us,dc=oracle,dc=com" -alias webcenter -keypass welcomel
-keystore webcenter.jks -storepass welcomel -validity 365
-bash-3,2$ ./keytool -genkeypair -v -keyalg RSA -dname "cn=den60208jems,dc=us,
dc=oracle,dc=com" -alias webenter -keypass welcomel -keystore
webcenter.jks -storepass welcoml -validity 365
Generating 1,024 bit RSA key pair and self-signed certificate (SHAlwithRSA)
with a validity of 365 days
for: CN=den60208jems, DC=us, DC=oracle, DC=com
[Storing webcenter.jks]
./keytool -exportcert -v -alias webcenter -keystore webcenter.jks -storepass
welcomel -rfc -file webcenter.cer
-bash-3.2$ ./keytool -exportcert -v -alias webventer -keystore webventer.jks
-storepass welcomel -rfc -file webcenter.cer
Certificate stored in file <webcenter.cer>
3. Copy the KeyStore files (keystore.jks and keystore.cer) to this location:

<MW_HOME>user_projects/domains/<your_domain>/config/fmwconfig

Note: If you launched the keytool from the JRockit/bin directory,
then the KeyStore files will be generated in the same location.

4. Sign on to WebCenter Enterprise Manager console, select WebLogic Domain >
Security > Security Provide Configuration.
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OoORACLE Enterprise Manager 11g Fusion Middleware Control
JiFam~ | £ Topology

- webcenter @
3 8 Farm_webeenter (=} WebLogic DON&FE]
# [ Application Deployments | Home
O
Contrel »
o = To configure and manage
E [} WebCenter S this WebLogic Domain, use the
Orade WeblLogic Server
hs,us.orade.com
Admirgtration Congole,
Port Usage A -
Application Deployment » B D~
Web Services » L s
=
Metadata Repositories
JDBC Data Sources [ Security Provider Configuration ]
System MBean Browser
Application Policies
‘ B webLogic Server Administration Console Application Roles Eaal
~(pe
General Information System Policies TTWAE
i R g L3 - s 0.0
& wc_spaces {F  dengoz.. ! 0.0
5l we_utities 3 A“:t 5 Unavail.
4 I Audit Store ‘ _’I
5. Click Configure to set up the keystore.
E Keystore
Use this section to specify the keystore used to store public and private keys for all secure connections within the WebLogic Doma
Type XS

Path . fwebcenter.jks

6. Enter the KeyStore file name and password.
7. Enter the Key Alias and Crypt Alias, these value are from your key export process.
8. Enter the passwords for both Signature Key and Encryption Key.

. /keytool -exportcert -v -alias webcenter -keystore webcenter.jks -storepass
welcomel -rfc -file webcenter.cer

In this example, we used webcenter as the key alias and the certificate name is
webcenter.cer.

kevstore Configuration Ok Cancel
Akeystore is 8 key database that contans both public and private keys. Keystore needs to be configured only at the WeblLogic Domain level. You will need to provide the keystore
name, path, password and information about default identity certificates.

Keystore Type | Java Key Store (XKS) =l

Access Attributes

“Keystore Path

*password || q\\_
'  Confiom Passiord Enter and Confirm Passwords

Identity Certificates
Speafy the default identity certificates (signature and encryption keys) for this befystore. Web

that are configured to use this keystore wil use these identity

certificates.
Signature Key
* Sgnature Password * Crypt Password
* Confirm Password * Confirm Password
9. Click OK.

10. Restart WebCenter Admin and WC_Spaces.

4.4.2 Configure KeyStore on EnterpriseOne

Use these steps to configure the KeyStore on EnterpriseOne.
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1. Log onto your EnterpriseOne machine.

2. Change the directory to <MW_HOME> /user_projects/domains/<your_
domain>/config/fmwconfig.

3. Copy these files from your WebCenter machine:

s cwallet.sso

This file is different than the OAM configuration; do not copy it from your

OAM server.
= your keystore.jks
For example, webcenter.jks
= your keystore.cer
For example, webcenter.cer
4. Open jps-config.xml from the same location.
5. Search for default-keystore.jks.
6. Replace the KeyStore location with your <keystore> jks.

You can adjust the description as illustrated here:

<!-- KeyStore Service Instance -->

stance name="keystore" provider=" keystore nrov1der L::a:i:.="./wabcenter.jks"w

-“[webCenter Feystore Serviced/de
="keystore.provider.type"
z .file.path" v
.type" vali
.csf.map”
.pass.csf.key
.sig.csf.key"
"keystore.enc.csf.key" value="enc-csf-key"/>

serv;celnstance

7. Save the file.

4.5 Installing JD Edwards EnterpriseOne HTML Server

You must install the JD Edwards EnterpriseOne HTML Server.

See the JD Edwards EnterpriseOne HTML Web Server Reference Guide for your platform in

the JD Edwards EnterpriseOne Installation and Upgrade for Apps 9.0 & Apps 9.1
using Tools 9.1 Documentation Library http://docs.oracle.com/cd/E24902_
0l1/nav/reference.htm.

Prerequisites

= For Related Information Application Framework configuration, EnterpriseOne

HTML server must be installed within the SOA domain.
» Install and configure the JD Edwards EnterpriseOne Server Manager
= Install Server Manger Agent on the EnterpriseOne HTML Server.
= Start the EnterpriseOne HTML Server.

JD Edwards EnterpriseOne HTML Server
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Showing 110 2 of 2 Previous | Next

Name &% Cluster Machine State Health | Listen Port
AdminServersOA{admin) dendellna RUMMIMG & 0K Q001
dendellos_himl 9003 dendelos RUNMING | % 0K 9003

4.6 Configuring Oracle HTTP Server for EnterpriseOne HTML Server

After you install and configure the Oracle HTTP Server and Oracle HTTP WebGate,
use the following example to configure mod_wl_ohs.conf (located at <MW_
Home>/OracleWT1/instance/instancel /config/OHS/ohs1.). Verify that WebLogic

port numbers match your configuration.

# WebLogicPort <WEBLOGIC PORT>
# Dabug ON

# WLLogFile /tmp/weblogic.log
L] MatchExpression *.jsp

</ IfModule>

# <lLocation /weblogic>

# SatHandler weblogic-handler
& PathTrim /wablogic
L]

# </Location>
HameVirtualHost *:7777
<WirtualBost *:7777>
— EntepeisaCne C
<Location /jde> —-—— i
SetHandler weblogic-handler

WebLogicFort 9003 = . .o Pea
</Location>

<Location /conscle> -4——
Sethandler weblogic-handler

WabLogicPort 2001
</Location>

“/VirtualHost>

component-logs.xml httpd.conf .ORIG mod_pl ;;l
[eracla@dendall0s ohsl]s vi mod wl ohs.conf

WebLogicHost dendelli€.mlakb.jdedwards.com

WebLogic Console Configuration (Optonal)

WebLogicHost dendellf6.mlab.jdedwards.com

ErrorPage http:/WEBLOGIC HOME:WEBLOGIC FORT/

4.7 Registering the WebGate Agent for EnterpriseOne HTML Server

Prerequisites
s Install Oracle HTTP Server and WebGate.

» Install and configure OID and OAM Server.

= Install and configure EnterpriseOne HTML Server.

Use these steps to register the WebGate Agent.

1. Open an internet browser and connect to the Oracle Access Manager.

2. Open the OAM console.
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http://oamserver:oamport/oamconsole
3. Enter the Admin user and Password.

4. Select the New OAM 11g Webgate option.

[ oo contouraon R

&3

View ¥ Ly
W 'hmmu
V8 Resource Type

E wekcome

() seman J Welcome ta Oracle Access Mansger 115

@ e

e
) TokeriServceRtP
48 wl_suthen

7 [ Host Identfers

{3 EnterprisaOne

[ LaMSuinmdpent
CAMLLg_Weblate t

i | 19 Agen

7 [ suthontication Sthemes

B rerbenosSaheme

B8 DaPHor asswordValdasonScheme
Bl L0arscheme

[ casadvanced

B osaveas:

BB ontgsdeme

B8 oaMidminConseleScheme

&) carscheme

i T ——

L Shis comole fn

* Maruge the Access Manager polices already configured in the sysiem.

® Mansge the agent profiles and server profiies of the confipured Access Manager
SETVETE,

+ Regster new applications that need Sngie sgn-on ntegration wath Orade Aoess
Marager

® Marsge and reate bust between partnens for Orace Security Teken Senice.

# [Marage common getings and configuration for Oracle Access Manager and Crade
Sequriby Token Senace.

Click anry of the linics el to start using the: console. Alternatreely, you can wse the
naviaa bion tres on e et s well,

i 550 Agents
Pelaraces P iner apploabons

Hew CM 11g Webgate
Py SE50) Agent

3 Policies
Planace policy components ard sppbosSon domars
[ mew Appicabon Domsn

i L (] ]

5. Enter a WebGate agent name and select the Open Security option.

6. Enter the EnterpriseOne HTML URL in Base URL.

Use the http port number.

7. Click Apply.
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O wekome

Create OAM 116G Webgate

Create OAM 11g Webgate

Wersion 1ig Usar Dafined
Virtual hast [
Acress Chent Auto Create @
Passward Polices
*Seaurity @ Open 1P Vaiidation (0]
i) Simple
© Cert
Resource Lists
Protected Resource List 4+ % ‘Public Resource List 4 ®
| Relative URI [l | Relstve urt I
e 5 :
i\l | :

8. Host Identifiers and Application Domains are generated.
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Folicy Configuration Sy stem Configuratiomn
' (&) Search
12 srowse EETRTEN.

|2 Hest Identifiers -

EnterpriseOne

[E] tTaMSuiteAgent

E camiig_WebGate _Agent
“ [Fl Authentication Schemes

=
W [l Authentication Policies

= [ Protected Resource Policy
W [ Authorization Policies

- [B¥ Protected Resouros Policy
L= [ 2k Token Issuance Policies

9. Select Resources, and then click Create to create the Resource URL.

QFW Search Results
[ LDAP P asswordyabdasonSchene B SO .ﬁ? i
[ LDAPScheme Resource Type  (Hostidentfier  |Resouwrce UAL
8 casmadvanced | EL Zping i Lot
2MTTP EnterpriseCne oo
8 onaeos: 3 MR ErterpriseOne e
%WW 4 HTTP Enberorizetne /
CAMAdIConsoleScheme
B crrscheme
(B cimscheme
[ Tarscheme
[ xs095cheme
W (@ Appicaton Demains

o

> [ Protected = | P | P |
W [ Autherization Polides
&= [B Protected Resource Polcy

10. Enter the following information:
»  Type=HTTP
»  Host Identifier = Select your Host Identifier

= Resource URL = /jde
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Protection Level = Protected

Authentication Policy = Protected Resource Policy

= Authorization Policy = Protected Resource Policy

8O Enterpriscone Resources JIKCRESILERIS

Resources

|

Apply
"Type HITP -

Descrpbon | EnterprisOne conteit root

* Host Identifier EnterpriseCne -
* Resource LIRL | fide

Query String
* Protection Level Protected -
Aithentication Pobcy  Protected Resource Policy =

Authorization Policy  Protected Resource Policy -

11. Repeat the above step and add the resource URL = /... /*

12. Double-click the Protected Resource Policy to see the newly added resources
listed.
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- -E-EW“I
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CErEEARTS
Tty
Anpar i

CoETDin | Poley st darng doman eaben, Al ressrons &
B podcy e proiedt P

[ - £ P r—
S Qh.::n Acxm iriterraton

- ﬁ‘.m&n-

= Qﬂwt:a_‘.'.-rﬂ:.su-_-lgﬂ-. -

13. Click the Responses tab, and then click the Add button
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14. Enter the JDE SSO header field as follows:
= Response Name = JDE_SSO_UID
s Type = Header

s Value = $user.userid

Resources Constranis Responses

l[éilitl:f.pnu:lnnsts 4' x
JOE_S50_UID Header - | Suser. usernid J
ki

15. Review all registered agents.
16. Select the System Configuration tab.
17. Open the Access Manager Settings section and open the SSO Agents option.
18. Double click OAM Agents, and then click the Search button.
The system displays a list of registered agents.

oty contouraion (EUOSTESE—N

= Comesan Conliguration 2 welcome M Agents M
[P 2 Webgates L% Creste Lig webgete | L% create 1ig Wwebgate
= {5 doemiaivie Sevveces
o Common Sattrgs
- _J!-r-nr Iratandes
o [l S Maragesern
- e i =
w Mg Manager Seltings. | h = —
A v Wi v aH W et 4 -
= g hooes Manager Setngs Prplemed rost econcry e
i mpe——
N 550 g | - -
: Seatch || Resat
LM Agents | Seernerl)
= G om0 Agents
. ‘.‘.-Hw.'.-'x-.ﬁﬁw sy saarah R
Actord + Vaw = | 0 3 [ Detach

taarme ierion, Proderred riont tatw Frimary Sorver
L DM | g _eGan

3 AN gnnt g
1 Entmprostne

Enuies

Enginied

Enabind

19. The registered agent creates a cwallet.sso and ObAccessClient.xml file.
20. Copy these two file to the EnterpriseOne Server:

<MW_HOME?> /user_projects/domain/OAMDomain/output/<Agent_name>
location

<MW _Home>Oracle_
WT1/config/instances/instancel /OHS/ohs1/webgate/config directory.

4.8 Enabling OAM SSO on the EnterpriseOne HTML Server

Use these steps to enable OAM SSO on the JD Edwards EnterpriseOne HTML server
through JD Edwards EnterpriseOne Server Manger:

1. Open Server Manager from a browser.
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2. Select your instance.

3. Select Network Settings from the Configuration section.

l | Sexwrity Server Cosbguration |
These setings conifigure the Enlerprae0ne srieprse server i ws for seourty servaces for tha irotance. Any changes mads sl nof take
Seowrity Sexver Comnt [ § I. d
Primary Sacurty Sareer i _!Nmr@
Secondary Secunty Server [ SIIONE
Comore Irstanoss Third Security Server i Ejmf
Fourth Security Server || :lICIN'E
Fifth Securty Server [§ :WNE
U Lagon Cookie | 1) F"Lﬁ .:J

Lookie Lifetime  |[§ !r
Gngle Sgn-an [ r

Emable Orack Access Hanager || F ) |

Orache Access Hasager Sga-0ff UL 51 irpeiidenpiw3.miab.joedwards.com: 1410000

nable Grade Sagle Sgn-fn [§ r

Dracle 550 Sgno0ff Ul |

Strict Version Security (i 1,, ﬂ

4. Select the Enable Oracle Access Manager option.
5. Enter the Sign-Off URL

http:/ /<OAM-Server>:<OAM-Port>/oamsso/logout.html?end_
url=http://<JAS-Server:JAS-Port/jde/index.jsp

For example:

http://denptw23:14100/0amsso/logout.html?end_
url=http://dendell06:7777/jde/index.jsp
6. Click Apply.

You are prompted to synchronize the ini changes.

7. Stop and restart the HTML server.

4.9 Copying JAR File to the HTML Web Server

Copy the following jar files from the WebCenter server to the HTML Web server:
m spaces-api.jar

= spaces-webservice-client.jar

= webcenter-core-api.jar

The spaces-api.jar and webcenter-core-api.jar files are typically located at
<WebCenter>\lib\java\internal\oracle.webcenter.spaces\11.1.1.0.0.

For example:

C:\oracle\Middleware\Oracle_
WC1\lib\java\internal\oracle.webcenter.spaces\11.1.1.0.0
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The spaces-webservice-client jar file is typically located at
<WebCenter>\webcenter \modules\oracle.webcenter.framework_11.1.1.

For example:

C:\oracle\Middleware\Oracle_
WC1\webcenter \modules\oracle.webcenter.framework_11.1.1

Copy the jar files to the following location on the HTML Web server:

<Middleware>/user_projects/domains/< domain>/servers/<EnterpriseOne HTML
server>/stage/<jas instance>/app/webclient.war/WEB-INF/lib

After you copy the files to the HTML Web server, restart the HTML Web server.

4.10 Granting Permission to the Client Application to Request a Token
from OpenSSO

1. Open the <MW_HOME>/user_

projects/domains/<domain>/config/fmwconfig/system-jazn-data.xml file.
2. Search for the oracle.wsm.security. WSIdentityPermission class.
3. Add the following permission section:
<permission>
<class>oracle.wsm.security. WSIdentityPermission</class>
<name>resource={your_JAS_server_name}</name>
<actions>assert</actions>

</permission>

:=rpracle.wsm.security.WSIdentityPermission
il= reSOurCE=USEmESsagiHQSEIVBr
assert

sc>oracle.wsm.security.WSIdentityPermission
= resource=dendell(6 Jas 5003
onsrassert ns

o

4. Save the file, and then stop and restart your EnterpriseOne Server using Server
Manager.

4.11 Synchronizing the System Clock on all Servers

Important: After all three of the machines (WebCenter, JD Edwards
EnterpriseOne HTML Web Server, and the Oracle Access Manger
(5SSO Server) are successfully installed and configured, you MUST
synchronize the clocks of all three machines. Otherwise you will not
able to log in.

See "Synchronizing Clocks" in the JD Edwards EnterpriseOne Tools
System Administration Guide
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4.12 Testing the SSO Configuration

4-32

Use these steps to test the SSO configuration.
1. Enter the following in the Address line:

http:/ / <your host:your sso port>/jde/E1Menu.maf

Note: Ensure you provide the HTTP port instead of the actual JAS
port. You will not be able to log in with your original JAS port.

2. The Oracle Access Manager 11g login page appears.

ORAaC L e
Access Manager

Enber your Srghe Gagn-0n orachen iais ko

LFsrwrna mees

P s

3. After the sign-on is working, create a WebCenter connection and enable an
application form.

See "Creating a WebCenter Connection" in the JD Edwards EnterpriseOne Tools
System Administration Guide

See "Enabling Application Forms" in the JD Edwards EnterpriseOne Tools System
Administration Guide

4. After the configuration is done, log onto EnterpriseOne and test the WebCenter
Spaces configuration.

The WebCenter Spaces appear on your configured application.

5. You can click the green Plus icon to add new WebCenter Spaces.
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Create Database Schemas with Repository
Creation Utility

This appendix discusses creating database schemas with Repository Creation Utility
(RCU) 11.1.1.5. Prior running this utility, you must have a functioning database such as
Oracle database 11g. RCU is a 32-bit application and is available on only Windows x86
and Linux x86 platforms, but you can create schemas on other supported platforms.

The previous version of RCU, such as 11.1.1.2, is not compatible with OFMW 11.1.1.5.
You must use 11.1.1.5.

Prerequisites
= You must have a database installed and configured.

If your existing database is not UTF-8 format, you will get a warning message that
you can ignore.

= You must alter these Oracle database parameters:
- Alter system set processes=500 scope=spfile
—  Alter system set open_cursors=800 scope=spfile
- Restart database before running RCU
Use these steps to launch the Repository Creation Utility.
1. Download and unzip the ofm_rcu_win_11.1.1.5.0_disk1_1lof1.zip file.
2. Run rcu.bat on Windows and rcu on UNIX.

3. Click Next on the Welcome page.

Create Database Schemas with Repository Creation Utility ~A-1



IR Rrpoitory Creation Liility - Wielcome

ORACLE

Welcome )
Fi FUBHON MIDLEWANT

Vieh OTee
|

‘Weiome o Fapoutery Creabnn Uiy for Ciracle Fuscn bagdiaware

Tra Mipoadiny Credbion Uy 6hables yiu B Sifale 408 & op dompisdnl Leharak Mal e g6 &1
Cirgcls Fation Wakdewsne

Shg the Page Hexd Tims

Pranages

Heip _lpmt =

11¢

Canoel

4. Select the Create option.

B epository Creation Uity - Step 1 of 7 @ Create Beposfory

ORACLE
Cramts RepoHtory e
v Beiame
_L Crnale Bopandory

v Dsiabess Connelpon Dutnbs

=) Greats
Create and ad compenect schaman ric o databave

I Drog

Aescra A frem a

Bersapts

Een <pack || pest >

M=) E |

118

Cancel

5. Enter the database connection information.




PR rcpoitory Creation Bty - Step 2 of T : Dalabase Conmrction Dietalds [_ o] =] i

ORACLE
Databate Connection Details g
FUSION Mab{LEWARE
i fmtabase Type |ovacin Dutabase =
. Geeiee Bepoutor el e =
w  Dstabase Connection Details . 3 -
ST Fasf Piartes derptwil mink jdadwords com
Seinct Companants = &
T For RAC deleicass, SpeCity VIP nafe of ond of e ode nama o3 Howt name.
[ 1531
Geracn Name: el
[ i
Liser wih DA o0 5YSDEA privieges. Exemplecsys
P gwridd srannnnn
Fink HE AT R SRR SE el
e (o PRl COSOResnl s vy dogune S RDEA rols 0r e opeeralion o Sutied
Haxsagad
o - .”;ﬂ —

6. The utility performs a prerequisites check.

Repository Creation Utility - Checking Prereguisites

Checking Global Frereguisdes

w#* Initializing repository configuration metadata o000 .672(ms)
w" Obtain proparties of the specified database 0000, 238(ms)
W Check requirement for specified database O000.422{ms)
w” | Execule pre create operations 0000 125{ms}

I ]
Cparation completed, Chok OK (o continue to next page

[ ox |

7. On Select Components, enter the prefix that identifies your environment in the
Create a new Prefix field.

8. In the Component area, select the schemas you need to create.
»  For WebCenter - select the WebCenter Suite
s For OAM/OID - select Identity management
s For SOA - select SOA and BPM Infrastructure

Note: You can rerun this utility anytime to add more database
schemas.
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Select Componants

Solect Componenin
fchema Papaword

e

Giaiess Loncacion Detaly

ep 3 of 7 1 Select Components

FUSION MaHEWARE

«i Creals & new Prefi ey

Preful can coalan oaly siphs-numeric charschens. Prefx showd not
siat with 8 cumber and showld nol contaem any specal Charschars

LIEE|

Compenent | Schema Caner

O Gracte Flatform Secunty Sences 0P335
® 0 daantity Mianagemant
8] Enterprise Conlent Managemant
800 Cracly Data nfegrator
i Cracle Busineas imelligenco
ClebL ogic Communication Senaces
B [T T T —

#5004 Infrastnsches |DEY_SOAINFRA
B Bussiness Adiiiby Monfoing GEY_CRARAM
B U e Mess aging Senice DEV_CRASDRU

SIWaboenler Suibt
@EPonal and Bl
BT Fnbasreias Pamsirmshcs MARAmbiane

| Messnpes

= Baci | - Cancel A

|

9. The utility performs the prerequisites again.

Repository Creation Utility - Checking Prereguisites

Checking Component Prereguisitas

%” Metadata Services

«* Audit Sendces

%" Oracle Internet Directory

w# | Oracle ldentity Federation

%" Oracle Identity Manager

w# Oracle Access Manager

« Oracle Adaptive Access Manager
w¥ Oracle Adaptive Access ManageriPartition Suppart)
«* Oracle Entitlements Serer

w¥ SOA Infrastructure

w" Business Activity Monitering

" User Messaging Service

w* WebCenter Spaces

«* Portlet Producers

w¥ Activity Graph and Analytics

o Dizcussions

00.00.125(ms)

| 00:00.110{m=s)
| 00000 204(ms)
| 0. 11 0{mE )

000D 234{mMs)

| 00:00.109(ms)
| Q000 156(m=s )

0000 125(ms)

| 00:00.109(ms)

00:00.172{ms)

| 00:00.109(ms)
| 0000 10%ms)

0000 109 ms)

| 00:00.110(ms)
| 00:00.109(ms)

0000, 109(ms)

Oparation complated. Click OK 10 continue to next pags.

e

10. Enter the schema passwords.



PR ecpositony Creation Utdity - SEep 4 of A : Schema Passwards

M= E3 |
ORACLE
Schema Passwords J § — g
| '3 FUSION MIDDLEWARE
Plesds £A0ET (8 PAAAWONSE 107 Tl Main Bo SOSECaE] | Bunlang | Schemd ulenn Paaswond can coniem alghsbets,
rembans and the folewng Specal charscten: 5, Password sbould not Slar wilh & feenbar o & apecial
Clarmcier.
# LSE SAME PAAE WS for 8l srheman
1
']- St Compenanty Basswond sapmsnes
«  Schema Pazawords
| Confom Password  seesssss
v Lusiim Vargbiig
USE PN BCRETE [AAA v ords tor BadlsTy BCREMES
Specity Sffeten passwords for al Bchemay
-
|
Ueynages
Help cpmck || gasts | Cancel

11. Enable the Activity Graph and Analytics option.

!F!! poaitory Creation Utility - SEep 5 of B Costom Varabiss

=13

oRACLE 1 1g

FUBEDN MIDOLEWARE

Custom Variables

Entar walug for he Foldwing Sullsm varabias

&ty Graph and Asalyhes Fratsd Asaltes with Pantgioning (Vi) !I 03 | ||

Goherw Fagpecsrds
e Cualoi Varabies

i
+ Mg Tepissgaces

Hele + fack | e Cancal |

12. Review the tablespace mapping.

Note: This example shows a different schema prefix than the default,
which is DEV.
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13. The utility creates any tablespaces that do not already exist.

Repositary Creation Ukhkity

Any tablespaces that do not aiready exist
in the selected schemas will be created.

Click OK to create tablespaces
Chck Cancel to return o the wizard.

ok || cences |

14. The utility validates and creates the tablespaces.

Repository Creation Utility - Creating Tablespaces

Valdating and Creating Tablespaces

'lf; Chack tablespace requirements for selecled components | 00:00.110(ms)
% | Create lablespaces in the repository database | 00:23.533(5eC)

| ]
Operation compiaied. Click OK to continue to next page.
[ex )

15. Review the summary.

16. Click Create to start the tablespaces creation.
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17. Click Close to exit Repository Creation Utility.

18. Verify the schemas creation from Oracle Database console.

| EoH ) View ) DeSte | actions Creals Like v o) = Proagys 35 2650058 » b =
Bcooumnt Lisar
Sadect UserName - Satuy ntion Oae  Defaulr T T T Profile  Croated
& PTVW APMW DOEN Dec 11, 2011 T AP PTW21_APM TEMP DEFALLThm M, 2011 poca
14221 POl ST AR PMAOT
PTNZ DISCUSSIONS Owc 111 PTYZI AS DISCUSS  PTRLIAS] DEFALLTAR 1, 2611 Loca
OPEN ol P NST WELEAS DIECUSS EAELIAS TENE A3 P T
BTG DIECUSSONS CRAMEROPEN  Dec VLN pTypt s DiScuss PTM S TEMP  DEFALTAR M.2011  yocw
47379 PREMST 14135 PM MDT
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Installing WebLogic Server

This appendix discusses installing WebLogic Server 10.3.5.0. Prior running WebLogic
Server installation, you must install a 64-bit JDK and set it to the system path.

Prerequisites
= Install a 64-bit JDK based on your platform.

-  Sun]DK 1.6.0_24+
— Oracle JRockit 1.6.0_24-R28.1.3+
- IBM]JDK 6 (SR9 with FP1+)

= Add the JDK to your system path.

Note: A plus sign (+) after the fourth digit in the version number
indicates that this and its subsequent versions are supported.

Use these steps to install WebLogic Server 10.3.5.0
1. Download the wls1035_generic.jar file.
2. Run this command:
= On Windows and Linux: >java -jar wls1035_generic.jar
= On Solaris with Sun JDK: >java -d64 -jar wls1035_generic.jar
3. Click Next on the Welcome page.
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B oracle Installer - Weblogic 10.3.5.0

Welcome
This installer will guide you throwgh the instalation of ORACLE
weblogic 10.3.5.0

Imstructions
Click the Next button to procesd bo Hie nexdt soreen,  IF you want o

change entrees in a previous screen, cick the Previous button, You
may quit the installer at any time by chcking the Exdt button.

MNext

4. Click Create a New Middleware Home option, and then enter the Home
Directory.

E Dracle Installer - WeblLogic 10.2.5.0

Choose Middleware Home Directory

Spaciy the Middiewsars Home where you wish to install OoORACLE
Weblogic 10.3.5.0.

Middleware Home Type

) Uze an ecdsting Middisware Home
{#)1 Create a new Middleware Home

Pricclewiare Horme Directory -
i CiiOracle|Middeware

| Ex | Previous | | tiext

5. Enter the contact information for Security Updates.



E Oracle Installer - WebLogic 10.3.5.0 = E I

Register for Security Updates

Provide your emall address For security updates and OoORACLE
to initiate configuration manager,

Lise My Cracle Support email address/username

[&7] I wish bo recetve security updates via My Oracle Support
Suppork Password:

| Ext | Previous | | Next

6. Select Typical as the installation type.

B Oracle Installer - Weblogic 10.3.5.0

Choose Install Type
Select the type of installation you wish to perform, OoORrACLE

® Typical
@ Install the following product(s) and companent(s):
» WeblLogic Server

& Cracle Coherance
2 Custom

\éE Choose software products and components to install and perform optional
configuiration.

e | [ previous | [ e

7. Verity the JDK location.
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E Oracle Installer - WebLogic 10.3.5.0 M=) B3

JDK Selection
J0K(s) chosen will be installed. Defaults il ORACLE
be used in script string-substitution if installed.
. Discard Changes
Bundled JDK: Approximate installed size*

Highlighted item:

All selected bundled JDK's: 0.0KE

Total of all selected items: 655.1 MB

*Installer requires free disk space
approximately 2x this botal

0K
[ Oracle 1.6.0_24 (Z:\Oracle\jrockit-R28.1,3) J

[erevious | [hext]

8. Confirm the install location.

E Oracle Installer - WeblLogic 10.3.5.0

Choose Product Installation Directories
Pravide the directories where you wish bo instal ORACLE
weblLagic 10.3.5.0.

" Discard Changes

Middlaware Home Directory
CiiOrache|Middievears

Product Installation Drectories

The Product Home might contain shared utilities and any products or components For which unique directories
are ook set.

ww:
| C\OradeiMddiewars\wiserver_10.3 | Browse.... |

| Ci\OradeMiddiewareicoherence_3.6 || Browse... |

| B | Brevious | | text |

9. On Windows platform, the system prompts you for a shortcut location.




B oracle Installer - WebLogic 10.3.5.0

Choose Shortcut Location

Thee installer creates shorbouts to Oracle components, samples, and toolks, As 3 ORACLE
user with administrative privileges, you can specify whers these shortouts are crested,

Select the Start Menu Folder in which you want to oreate Oracle shortoubs:

® "all Users™ Start Menu Folder (recommended)
For some installations, this satting may limit the automatic creation

of server shortouts For users without administrative privileges.,
Refer to the documentation far more information.

) Local user's Stark Menu folder

Select this option if you need bo ensure that other profiles
registered on this machine wil not have access to these shortouts.

e | revious || et |

10. Review the Installation Summary page.

B Oracle Installer - WebLogic 10.3.5.0

Installation Summary

Thee Following Products and J0Ks wil be inskalled, ORACLE
1 weblogic Server | Desaription |
,__'I Core Application Server | Implamants JEE tachnologies, Wab servicas, and other leading
[ Administration Console Internet standards, to provide a rebable Framework For highty

[} wek 2.0 HTTP Pub-Sub Server
L] weblogic 5Ca

L] webLogic J0BC Drivers

[] Third Party JOBC Drivers

L] webLogic Server Clients

[] webiLogic web Server Fluging
[ uoD1 and Hquery Support

[ Evahsation Database

3 Orade Coberence  Approimate Instaled Sze. |
_1 Cobwerence Product Fles Highlighted item: 658,4 MB

1 ™ ETul:dufqulﬂ:tadl:enls: 655.2 MB

Bx | | previous || dext |

11. Click Run Quickstart to launch the domain configuration wizard.
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B Oracle Installer - Weblogic 10.3.5.0

Installation Complete
Click the Done button to exit the installer, ORACLE
Message
Congrakbulations! Installation is complete.
ORACLE
-
s (e

12. Select Getting started with WebLogic Server 10.3.5.

Note: Some Oracle applications (such as WebCenter and OID/OAM)
create the domain during installation. If so, you can skip the

Quickstart process.

E WebLogic Platform - 10.3.5.0

ORACLE

QUICKSTART

These QuickStan links
are provided to heip get
you staned with your
Instalied Oracle products.

Windows. users will also
find useful shortcuts in
the Start Menu, bo create
gomaing, stan seners,
ralawnch Quick Star,

and morg.

la Getting started with WeblLogic Server® 10.3.5

Craabe 4 starber domain using the Configuration Wizard, Uss the
starber domain to explore Weblogic Server. Sebect the wis_starter
domain bemplate bo nclude & deploved spplcation contsring & wakoomes
page. Refer to documentation For detals.

| Upgrade domains to version 10.3.5

Launch the donsesn Lipograde ‘Wizard, which streambres upgrade of
‘Wisblogc Server 8.1, 9.1, 9.2 and 10.0 dodmaine.

@ Access documentation online

Fleview our onine documentstion to learmn about Cracle products
and what's vadsbls in this relaase.

13. Select Create a new WebLogic domain.



B Fusion Middleware Configuration Wirard

@ Create a new Weblogic domain

Create 3 WeblLogic doman in your projects deectory.
v Exterd an exdasting Weblogic domain

Use this option to add new components (o an extsting doman and modify configuration settings.

£ || we

14. Select only the WebLogic Server Domain - 10.3.4.0 (Selected as default)

Note: The 10.3.4.0 version shows that you are installing 10.3.5.0
version.

[]I wsion Maddieware Configuralion Wirard

Select Dommain Solroe

ORACLE

® Generate a domain configured automatically to support the following products:

] Basic Webiogic SIF Server Domsn = 10.3.4.0 [iwkserver_10.3]
[0 Weboaic Advarced Webs Sarvices for JA0RPC Exbenesion - 10,3,4.0 [wtserver_{0.3]
[ Wablogic Auvanced Webs Sarvices For JA0-WS Extaruon - 10,340 [whsarver_10.3]

C)Base this domaln on an exlsting template

£ Hek

[ Erevous | [ it
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15. Enter a domain name.

Speecity Domain MName and Location

I]I uston Middlesare Configuration Wizard HEE

ORACLE

Enter the name and location for the domain:

Ccusmny ot i _chinrinny

Depenasiny focabion: | O\ OradelMaddewaraluserprogectshdomasire Dorowws

Egk "

16. Enter the Administrator user name and password.

Hrunll:-l ridideware Configuration Wizard

Configure Administrator User MNarme and Password

OoORACLE

. Dingard Changes

=M mbh:lc
Lo paggword: | Trereees
*Confirm user pasparry: | ERRREEE

Descriphion: This ser & the defsult sdministrator.

L

17. Select Production Mode.




Y Fuisine Mudidlewars Candigur ation Wizard

Configure Server Start Mode and J0K

OoRrACLE

Besfiow pithineg wisur daman inbo produdtion, fake suns that the production errironimant i secure, For ione rfonisstion, e s bape “Sedring &

Prochuction Envinonment’ in bhe Wblogic Sarver document stion.

) Developmeent Mode
Litiss boot . properties for userhaime
and password and poll for apphc stions
bo deplory.
Sun JOK recommended for betber starbup

) Available J0Ks
[kt 0¥ 1.5.0_24 i Z:\Craclelrodia A28, 1.3

performance duning berathe
development.

| @ Production Made |
passvcrd snd do not poll For
appcations bo deploy

bestiar runtons performance and
[

w:lﬁmﬂimrﬁ

WebLoge Wuookit m.rﬂmrulhd For

(CrOther 10K

Bt |t

[ Brevieus | | tiest |

18. Select Administration Server and Managed Servers, Clusters and Machine options.

[‘]ruu-:-n Pl dleware Configuratson Wizsrd
Sedect Oplional Configuration
ORACLE
| A Administration Server |
Modify Settings
[ i Managed Servers, Clusters and Machines |
A o Delets
Modify Settings
[ ROBMS Security Stone
Modify Sethings
ex_|[ weo | Brovous || ot

19. Enter the Admin Server name and port. The default port is 7001.
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ﬂ!umnh'llrldlrwarrl.nnl'u]l.nr.:tmnwu-:rd miEE
Configure the Administration Server
ORACLE
& Desgard Changes
T | AdmniSereer
Listen address: | Al Local Addresses
Listns poat s TO
S5 beten ot
S5 enabled: [
Ext el Erevvicass biest

20. On Configured Managed Servers, click Next.

[] Fusbon Middlewsre Configuration Wiz srd

Configure Managed Servers
ORACLE
O add {7/ Disgard Changes | vt Dasplay
P ® Liten address® Listen past S5, bsben post TEL enabled
Egt pelp prevows | [ et |

21. On Configure Clusters, click Next.



Y Fusion Meddeware Conligueation Wizard

hame® D.E-';H' e ke M.in:ut address H.hc-ut poet U.Hb:radd'm |

22. Click Add to configure the machine information.

Note: On UNIX platform, select the Unix Machine tab prior to

clicking the Add button.
B Fusion Middlessare Configur stion 'Wizaed M= E
Configure Machines
ORACLE
b X
L Moo marsger Bfon porl
e || wb | [ erovous | [t |
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23. Enter a logical machine name.

ﬂlu«lm‘: sicldieware Condiguration Wizasd
Configure Machines
ORACLE
L} add 3¢ Delete (7 Discard Changes
[[ Hame® Node manages lsten scbess _ Mode manager kten port
| 1] v pachina. | ooshos -] %)
[ Help Cprens || bem

[] Fusion Middleware Configuration Weeard

Assign Servers to Machines

Select & maching in the nght pane. Then select the serven{z) in the lefit pane and assign them bo the machirs by choing the right armos button.

[Sorver

[ taachion
5 iy hew_Madhina |
£ AdmircSarvee

;

[ex || oo | Brevios | | bt

25. Review the Configuration Summary page.



B Fusion Middieware Configur stion Wizard
¥ Clck. on s e in the Domesn Summesy pane on the left bo irepect ks attributes in the
'inmrrm.: i Detals pare below. You can make mted adiustments by didkdng Previous bo reburn to &
'_L\qph-m | price paned. I everything i satisfactory, chck Create,
[ biase_chorenin (C10n ackeFickdewarnijaser_progectsidom I
= JServee |
Fatiaf T Wi
g Sy tusre Basic Wetilogic Server Domsin [
Desriphion Mammmmmmmmmm&
Autior Cracke Corporation
Location Ciracka|Maddiev i el siervee L0 X jcommontermplatestdomanslwi.
L) ¥ L) ¥
ex |[ o | | erevos | [ greae |

26. Click Create.

27. Review the domain information.

Erusion iddleware Configueation Wiz ard

Creating Domain

Freparing. ..

Craaking Dorain Security Information. .
Storireg Dormnain Information. .,

Shring Substituting Doman Files. .
Parforming 05 Specfic Tashs..,
Porforming Post Doman Crestion Tasks...
Damasin Croated Succossfulll

Duommasins Location; C ! pOeackelMddievier oluser_progectildomend]base_domain
Audesiny Server URL: hitpe [IDENPTWEZ: 7001

O Start A Sesrver

[ ] =

Now you can start the Admin Server process.

Launch the Admin Server console:
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Installing Oracle HTTP Server

This appendix discusses installing the Oracle HTTP Server. First you install version
11.1.1.2, and then you upgrade to version 11.1.1.5.

C.1 Installing HTTP Server 11.1.1.2

1.
2
3.

Download ofm_webtier_win_11.1.1.2.0_64_disk1_1ofl.zip file.
Unzip the file.
Double-click setup.exe.

This action opens the Oracle Fusion Middleware 11g Web Tier Utilities Installer.

2 Orade Fusion Middleware 11g Web Tier Utilities Installation - Step 1 of 13

Welcome ., _ORACLE 115.’

FUSION MIDDLEWARE

Welcama

nstal and Confio Walcams to Oracke Fussn Middiewiars 115 Web Tier UiStiss instaber
MNEIEE ang g

Prarequiste Checks Far adddmnal nformation and installation instruchions, plaase rafer fa the Orage

Fusion Middteware instaliation Guide for Web Tier Utilites
Saacihy Ingtabalon Location

Configure Corponents Ciick Heip at any bma for confext-senstne heip

specily Weblegic Doman Chck Hext to begin the instalation

Specify Component Detals

Lonfiqure Ports

Specily Securty Updates

€t~ —F——E—T

Ingta lgtion Summary
Copyright (c) 1999, 2008, Oracie andior bs affiliates. Al rights reserved

Melp Hexi» | Canced |

4. Click Next.

5.

On Select Installation Type, select the Install and Configure option.

Installing Oracle HTTP Server C-1
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O Oracle Fusion Middleware 11g Web Tier Utilities Insta

Select Installation Type
y  Miekoms
I -
T Install and Configure (®) Instal and Configure
Br be Insials binaries in an ORACLE HOME and configures working
T nslance in an MSTANCE HOME
L gt n ficn
+__ i figuar: n
+ Spacety Weblogic Domain
v Sescty Component Delpte O mnstan sgMtware - Do Mot Configure
| Before thess insialed components will work. they must be configured by
% Loofoure Pors running the confguration wizard,
I
) O
@ In n
| ihen instatation i complete, you can modify the configured instance umg Entarprise
Manager of Webloge: Sercer Admnatration Congok.
(e [omen]

6. Click Next.
7. On Prerequisite Checks, click Next.

2 Dracke Fusion Middlewars 119 Web Tier Utilities Installation - Step 3 of 13

_OmAGE A4e

Prerequisite Checks FUSION MIDDLEWARE

¥ Misicome Selecton Check |  Progress | Stalus
I "

A Inatall ang Confgurs o Chacking cperating sysbem cartification 100% 1 o
I

T Prerequisite Checks o Checking physical memany . 100% | '

s.r ﬁHE'hﬂ Ingipfatan Locaton

-k —F -
=]

Configuration Progress # o Checking operating system certrlication
[# o Checking physical memory

|1i A ]—|I_|.J|

| nee | | <gack | mea» || zoon || cancel
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8. On Specify Installation, specify your Oracle Middleware Home and the Oracle
Home Directory.

& Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 4 of 13

_ORACLE_qqg

Specify Installation Location e S s

Ny micome

Braragusts Chacks
Specify Installation Locatic
Configure Co nent

Snanily Wbl ogic Domain Oracis Middieware Homa: O rack\Middiewane | ¥ ||  Bpowss | [

Specity Component Detads | Oiracls Home Directory | Oracie_WT1
Configyre Poris

-~~~ —E

& ' '
4] : i:,, .......... ed]
| te | |_<Back | Ned» || Cancel |

9. Click Next.

Ignore the error message about WebLogic server needs to be installed in the same
directory.

10. On Configure Components, select only the Oracle HTTP Server option.
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2 Dracle Fusion Middleware 11g Web Tier Utilities Installation - Step 5 of 13

Configure Components

FUSION MIDDLEWARE
¥ WEIcHme
+ Ingipd pnd Configurg

-1|-' Prerequisie Checks
| Qirache Web Cache

|
¥ apecihingl fLaEalnn
I

= Configure Components Oracie Frocess Manager Hotification (OPMN) is ahways configured

-:.r Specity Component Datais

u;.- Configure Ports

Iu..lr- Specity Secordy Updaies

Jr insiataten Symm : [[] associate Seisctad Components with WebLogic Domain

S134AC =
Aka!

4 ; [ 1]

[ new | [ <gack | o> | Cancel |

11. Click Next.

12. On Specify Component Details, complete these fields:
s Instance Home Location
= Instance Name

= OHS Component Name
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© Oracle Fusion Middlewares 11g Web Tier Utilities Installation - Step 6 of 12

Specify Component Details

Fl.l-ﬂﬂﬂ MIDDLEWARE

Insiance Homs Location; ?‘F‘".'F!?t‘ﬂ!?”.‘.’."f’?’.:‘?‘:‘.l | Browse |
Inglance Hame: mhs_nstance |
OHS Compensnt Hame: [ans1 ]

Instance name misst begin with an alphabetic character, may only confain alphanumernc
characlers, or the underscere () of hyphen (-} charachers and are 4 to 30 characters
eng

13. Click Next.

14. On Configure Ports, accept the default option, Auto Port Configuration.

& Oracle Fusion Middlewars 11g Web Tier Utilities Installation - Step 7 of 12

Configure Ports

L
w Configure Ports
Epacily Sacurty Undaes
@ InstaRstion Summan
: instalation Frogress

o Configuration Progreas

|4[ o I_lpl -

g o

} Awto Port Configuration

0

) Specify Ports using Configuration fe
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5. Click Next.

16. On Specify Security Updates, provide your contact information.

© Oracke Fusion Middleware 11g Web Tier Utilities Installation - Step 8 of 12

. OoRACLE 11 g
Specify Security Updates il A e
¥ Wyaleome |
i Provide your email address to be informed of securty issues, instal the product
. inginll gog Configurg and ndate configuration manager, View detads
|
Erareguists Checis -
T - . Emalt
¥ Epecify nstaliabon Location Easber for you if you use your My Oracle Support
>.:.\ e HHE emal addressiusername
: | ~ - . e
v Specily Component Delais [#] 1 wiish b recenve securty updates via My Oracle Support
..Ir Configung Poris r
Wy Qrack Support Password]

I
w Specily Security Updates

|
W gl i
|

| Hew <pack | Hed> | Cancel

7. Click Next.

18. On Installation Summary, review the information.
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Installation Summary

T n i n

‘:-' =pacily Securily Updales
1
i Installation Summary

. natalabon Progress
1
A Configuraten Progress

rainlataan Complete

2 Oracle Fusion Middleware 11g Web Tier Utilities Installation

ORACLE

s

Bl Type: install and Configure o
= Location: zi0racle'\Middieware'Oracke_WT1
Cracie Instance Name: 0AN_instance
Oracle instance Home: \OracieWiddleware\Oracike WTTunstancesunstany
Standalsne Case
= Disk Space
= Oracis Home
Required: 1500 MB
Available: 81828 MB
= Oracie Instance Home
Required: 40 LB

Save Response Fiie: Save

To change this configuraticn before instaling, select the topic you want to change in the
pane on the kA
| To install this configuration, sekect Insial

| cancet |

19. Click Install.

20. Click Next after the install is completed.

21. On Configuration Progress, review the information.

Installing Oracle HTTP Server C-7



Installing HTTP Server 11.1.1.2

2 Orache Fusion Middieware 11g Web Tier Utilities Installation - Step 11 of 12

Configuration Progress e
Simcans Canfiguration Tesls
natall and Configre ' Mame [ Prograss
Prereguisie Chechs &l n « Wab Tiar Confguraticn 100% }
St haklan Laca & Create and Start AS hnsfance (QAM_instance) ¥ Succsss
: & Create and Start OHS Companent (ohst) o Success
LENTRgure Lamacnants R g“u Shﬂ ﬁ 'Suncgu
Soecity Companent Delaks
Configure Porta
Specily Securty Updabes
nstallation Swemmany
% natalabon Progreass cﬂ“fﬂﬂl’l}mn LDﬂ-lﬂU‘ID“T I:-'.';F'-rn-ﬂrlm
1 : FiesiOracieinventorylogsiinstal2011.06-08_01.37-46P log
T Configuration Progress
W ingtaRation Compisle B o Wish Tier Convlicuration
[ [T
e | o (e ] [ o | (o)

22. Click Next.
23. On Installation Complete, click Finish.

O Orache Fusion Fiddleware 11g Web Tier Ll Step 12 of 12

FUHI}H MIDDLEWARE

Installation Complete

¢ Wislcoms | =l Type: Install and Configure -
.- instal and Configure = Location: z:0racie'MiddiewareOracie_WT1

s Oracle Instance Name: CAM_nstance

A Oracke Instance Home: 210rackiMiddieware\Orack_WT1instancesinstand |
r Specily instadation Location Siandalone Case o]
:, Configure Components = Disk Space

| Ko 2 - E-Oracis Home |
v Specity Componeni Ditnis

— (racie Homa Size: 308694 MB

Y Leonigune P Avaiatie: 51628 MB

+  Specify Securty Updotes [=} Gracke instance Home

o insialsbon Summary instance Home Size: 22482 U8 -
‘W  nstalaton Progress _r—'——'

| Save nafalation Summany. | Save

T Lenfigursteh Progress
' Installation Complete |

| Grache Fusion Micdieware 119 YWeb Tier Uties nstaled and configured succesafully.
] T T3] !

<gos | oo | [Cromn
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C.2 Upgrading Oracle HTTP Server to Version 11.1.1.5

After you successfully install Oracle HTTP Server 11.1.1.2, run Patch to upgrade Oracle
HTTP Server to version 11.1.1.5.

1.  Open the Windows Services and stop the HTTP process from the previous
installation or from the bin directory of the HTTP instance, run the opmnct! stopall
command.

Automatic Local System

ghgent Automatic Local System

£ P arts amank 100 A nam ORI cr S por snes daber Aeizru izl | sl Srardoen

2. Download p12395115_webtier_111150_MSWIN-x86-64.zip file or the one that
matches your platform.

3. Unzip the file.
4. Double-click setup.exe from Disk1.
This action opens the Oracle Fusion Middleware 11g WebTier Patchset Installer

2 Oracle Fusion Middleware 11g Webticr Fatchset Installation - Step 1 of 6

Welcome

_ORACLE 113

FUSION MIDDLEWARE

Welcome to Oracle Fusion Middieware 11g Yebter Patchsat

‘ou are about to patch the applications and compenents contained in Oracle
WWebtier

Befors proceeding, make sure that you have installed and configured
WeblLogic Server 119 and Oracle Webtier

Conlaxt-sansiive heip s avaiabie by chcking Halp

Chek Hext in begin ihe natalabon

Copyright (¢} 1599, 2011, Oracle andior s affales. Al rights reserved

il TTk] !

Help | | Hext> | '_ Cancel |

5. Click Next.
6. Select the existing Web Tier Home.
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2 Oracke Fusion Middleware 119 Webtier Patchset Installation

Specify Installation Location S
s T —
= Specify Installation Locatis
W SECUrty Undaies
..:,. in S ™
o e Oracie Middieware Home zorsckewisdeward  [v|[  Browse ||
Oracis Hama Draciony Oracke_WT1
A The e - o ik ille |
1 [1» :
Hep | | <gack | nea> | Cancel

7. Enter the Security Updates information.

O Orade Fusion Middleware 11g Webtier Patchset Installation - Step 3 of 6

ORACLE' 11 g

FUSION MIDDLEWARE

Specify Security Updates

S A D OO I I s O ]
T Provide your emall address io be informed of security issues, install the product
pecity ingindaton | (0N and inkists configuration manager, Wisw detais

1
w Security Updates | ]
| Emai:

¥ ImElaBERn Summan Easier for you if you use your My Oracle Support
emal address/issamanms.

[#] 1 wish Bo receive securly updates via My Oracle Suppert

My Qracle Support Password

1|.

' _gfh_J = fack J' Hﬂﬂ-" | cancel

8. Review the Installation Summary.
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O Oracke Fusion Middleware 11g Webbier Patchset Installation - Step 4 of 6

Installation Summary Rt o

Welcome = Install Oracle Webtier Patchset
city instalation Location =l Directory Details

Middieware Home Location: zVWOracke\Widdieware
Oracls Home Location: 2 \Dracke\Middiewars\Oracie_WT1

Installation Summary = Disk Space

siadurisn Prodress Required: 330 148
Avaiable: S085E MB
= Applications

Oracle Process Manager Notificabion [OPWN)
Oracle HTTF Server (OHS)
Oracls Web Cache

zirdy il

i mref] el =

Save Response Fie Save |

| Te ehange this configuration befors instaling, sekect the dopic you want bo changs in the
pane on the kit
To install this confaguraton, sekect jnatal

4 IEDR B [
Ltiee | | <gack | vewo || st || concel |

9. Click Install.
10. Click Next when the install completed.

2 Orade Fusion Middieware 119 Webtier Patchset Installation - Step 5 of 6

Installation Progress FUSION MIDDLEWARE

Prograss
Completed
insiad Log C\Program FlesiDrackinventorytlogsinstalz01 1-05-08_01-51-43PW.log

Instaliation Successful
Stading execution of post instal scripls
Applying Onealf Patch. |

Execution of post install scripls completed

1
i Installation Progress

4 b ] [ »

Oracle Fusion Middleware -
Mprovid ibiptyie e

.--""‘F
ORACLE
[t | text> | Concer |
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11. Click Finish to exit the installer.

O Oracle Fusion Middleware 11g Webticr Patchset Installation - Step 6 of 6

_ORACLE 1 13

FUSION MIDDLEWARE

Installation Complete

i Liscation El- Directory Details
Mitdieware Home Locabon: r\0racieiMiddiewans
Oracle Home Location: 2 0racle'lliddiewars\Oracie_WT1
PO T [ Disk Space
sialation Progress Oracke Home Size: 1018 MB
Avadable; B0TEI MB
- Appiications
Oracle Process Manager Notification (QPRN)
Oracs HTTF Sarver (OHS)
Oracie ¥Web Cache

1
w Installation Complete

Save instaliation Summary:

WebTier PatchSet Shiphome instalation completed successfuly

12. Restart the process from Windows Services or use the opmnct! startall command.
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