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Preface

Welcome to the JD Edwards World Service Enablement Installation and Configuration
Guide for A9.3 Update 1.

This document is intended for implementers and end users of JD Edwards World Web
Enablement Services after the A9.3 Update 1 release.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

You can access related documents from the JD Edwards World Release Documentation
Overview pages on My Oracle Support. Access the main documentation overview
page by searching for the document ID, which is 1362397.1, or by using this link:

https://support.oracle.com/CSP/main/article?cmd=show&type=NOT&id=1362397.1

Conventions

The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Part |

Overview and Service Enablement
Installation

This part contains these chapters:
s Chapter 1, "Overview,"

»  Chapter 2, "Install Service Enablement."
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Overview

Thank you for ordering JD Edwards World A9.3.1 Service Enablement. This
Java-based service enablement product is a statement of Oracle's continued
commitment to the JD Edwards World product family. Service Enablement allows you
to integrate your JD Edwards World Software with other software packages through
the use of Java-based Web services.

This guide explains installation and configuration options and steps for:
= ]D Edwards World Service Enablement.

See the |D Edwards World Service Enablement Guide for general information about JD
Edwards World Service Enablement.

Note: In this guide, the name System i includes IBM servers named
AS/400, eServer iSeries, System i5, System i or Power Servers running
the IBM i for Business operating system.

Overview 1-1



1-2 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



2

Install Service Enablement

This chapter contains the topic:

= Section 2.1, "Installing Service Enablement."

2.1 Installing Service Enablement

To install Service Enablement
1. Download and unzip the service enablement archive file.

The download is available via the Update Center.
Start the Oracle Universal Installer (OUI) by running:

Disk1\oui\bin\setup.exe from the extract location

Figure 2—1 Oracle Universal Installer: Welcome screen

"4 Oracle Universal Installer: Welcome

ORACLE’
JD EDWARDS WORLD

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products..." to see all installed products.

Deinstall Products... JI

About Oracle Universal Installer...Jl

Help Installed Products... Back Install Cancel

2. On the Welcome screen, click Next.
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Installing Service Enablement

Figure 2-2 Specify Home Details screen

% Oracle Universal Installer; Specify Home Details

ORACLE’
JD EDWARDS WORLD

Specify Home Details

Destination
Enter or select a name for the installation and the full path where you want to install the product.
Name: |Service_Enablerment I=

Path: |C:\OraH0me_2 [:] Browse.. |

Product Languages...

Help ) InstalledEmducts...) Back ] Mext ) Install ) Cancel)

3. On the Specify Home Details screen, enter a folder Name and Path for your
installation.

JD Edwards World recommends that you retain the OraHome name in some form
for your path directory. Using the OraHome name is an Oracle convention that
facilitates consistent directory names among Oracle product installations.
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Installing Service Enablement

Figure 2-3 Summary screen

% Oracle Universal Installer; Summary

Summary
Oracle JD Edwards World Service Enablement 1.1.0.0.0

ORACLE’
JD EDWARDS WORLD

Z-Global Settings
Source: CAOUNSEstageDiskistageiproducts xmi
Oracle Home: CAOraHame_2 {Service_Enahlament)
Installation Type: Typical
Z-Product Languages
L english
Z-Space Requirements
I—C:‘t Required 3MBE (includes 712KE temporanyd | Available 272 45GE
Z-New Installations (1 product)
I—Oracle JO Edwards Warld Service Enablement 1.1.0.0.0

Help Installed Products. .. Back ] [+ et

Cancel )

4. On the Summary screen, click Install.

Figure 2—4 Install screen

N4 Oracle Universal Installer: Install

Install

Installing Oracle JD Edwards World Service Enablement 1.1.0.0.0
¥ Install successiul
v Setup successul

Configuration pending...

Setup in progress

JD EDWARDS WORLD

L 25%

Stop installatio

You can find the log of this install session st
CHProgram FilesWOraclednventorylogsiinstall&ctions2010-09-16_02-54-32PM log

Help Installed Broducts... Back ] [af et )

In=tall ) Cancel )

The Install screen displays the Setup in progress.
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Installing Service Enablement

Figure 2-5 End of Installation screen

% Oracle Universal Installer: End of Installation |:||:|fz|
ORACLE
JD EDWARDS WORLD
End of Installation
The installation of Oracle JD Edwards World Service Enablement was
successful.
Help ) Installed Products. .. ) Back ] et )

5. On the End of Installation screen, click Exit.

Figure 2-6 EXxit screen

6. On the Exit screen, click Yes.
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Part Il

Deploy and Configure Web Services

This part contains these chapters:

»  Chapter 3, "About Deploying and Configuring Web Services,"
»  Chapter 4, "Configure the WebLogic Application Server,"

»  Chapter 5, "Configure the WebSphere Application Server."
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About Deploying and Configuring Web
Services

You must deploy the World Web Service EAR file to a WebLogic or WebSphere
application server. All necessary Java security setup occurs after deployment.

The following chapters contain specific deployment and security setup instructions
for:

= WebLogic Application Server
= WebSphere Application Server

Note: Make sure you have installed and configured the application
server before deploying the EAR file.

About Deploying and Configuring Web Services 3-1
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Configure the WebLogic Application Server

This chapter contains the topic:

= Section 4.1, "Configuring the WebLogic Application Server."

4.1 Configuring the WebLogic Application Server

Before you begin, see the World specific steps outlined in Appendix A, "Install
WebLogic Application Server."

To configure the WebLogic Application Server
1. Start the WebLogic Admin Server.

%SystemRoot% \system32\cmd.exe /k"C:\Oracle\Middleware\user_
projects\domains\base_domain\bin\startWebLogic.cmd"

2. Launch the application server console.
http:/ /localhost:7001/console
3. From WebLogic console select Security Realms to create a Security Realm.

Click New.

Figure 4-1 Create New Realm screen

Create a Hew Realm
oK ‘ Cancel

Realm Properties

The following properties will be used to identify your new Realm.

What would you like to name your new Realm?
4 “Hame: myrealm
To avoid overwriting new credential mapping information with old infermation in a weblogic-ra. xml deployment descriptor file, check the Ignore Deploy Credential Mapping setting below.

[ 4E 1gnore Deploy Credential Mapping

oK ‘ Cancel

4. Enter a Realm Name and then click OK.

Configure the WebLogic Application Server 4-1



Configuring the WebLogic Application Server

Figure 4-2 Summary of Security Realms screen

Summary of Security Realms

A security realm is a container for the mechanisms—induding users, groups, security roles, security polides, and security providers—that are used to protect WebLogic resources. You can have
multiple security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that reaim.

P Customize this table

Realms{Filterad - More Columns Exist)

New Showing 1to 1of 1 Previous | Next
[ | name & Default Realm
[ [myrealm true

New Showing 1to 1of 1 Previous | Next

5. Click New to create a realm.

Figure 4-3 Settings for myrealm screen

Settings for myrealm

Configuration | Usersand Groups | Roles and Polides | Credential Mappings | Providers | Migration

General ~RDBMS Security Store | User Lockout | Performance

Save

Use this page to configure the general behavior of this security realm.

Mote:

If you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you must use the DD Only security model, Other WebLogic Server models
are not available and the security functions for Web applications and EJBs in the Administration Console are disabled.

Name: myrealm The name of this security realm.  More Info...

ﬁ Security Model Default: DD Only - Spedifies the default security model for Web applications or EJBs that are

secured by this security realm. You can override this default during
deployment.  More Info...

4] Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Application, Web

application, and EJB containers interact. This setting is valid anly for Web
applications and EJBs that use the Advanced security model and that initialize
roles from deployment descriptors.  More Info...

- _ Configures the WebLogic Server MBean servers to use the seaurity realm's
[ & use Authorization Providers to Protect JMX Access Authorization providers to determine whether a M dient has permission to
access an MBean attribute or invoke an MBean operation. More Info...
¥ Advanced

Save

6. Select the Providers tab and then click New.

Figure 4-4 Create a New Authentication Provider screen

Create a New Authentication Provider
oK ‘ Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.

The name of the authentication provider.

“Name: WarldAuthenticator

This is the type of authentication provider you wish to create.

Type: WorldAuthenticator &

oK ‘ Cancel

7. Enter the Name and select the Type World Authenticator from the dropdown list.

(If the World Authenticator is not listed, review steps 18 and 19 of Appendix A,
"Install WebLogic Application Server.")

Click OK.
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Configuring the WebLogic Application Server

The World Authenticator displays as one of the Authentication Providers.

Figure 4-5 Settings for myrealm screen

Settings for myrealm

Configuration = Users and Groups ~ Roles and Policies = Credential Mappings = Providers  Migration
Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credential Mapping | Certification Path | Keystores
An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can
configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers
or DBMS, You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of Weblogic Server.
b Customize this table

Authentication Providers

Hew Reorder Showing 110 30f 3 Previous | Next
[] | Name Description Version

[ | befaultauthenticator WebLogic Authentication Provider 10

[ | DefaultidentityAsserter WeblLogic Identity Assertion provider 10

[ | worldauthenticator World Authentication Provider 10

Hew ‘ Reorder Showing 110 3of 3 Previous | Next

Make sure the WLS DefaultAuthenticator is before the World Authenticator.

8. Click the World Authenticator link.

Figure 4-6 Settings for World Authenticator screen

& Home Log Out Preferences [2] Record Help ‘ Q Welcome, weblogic | Connected to: base_domain

>Summary of Security

orldAuthenticator

Settings for WorldAuthenticator
Configuration
Common | Provider Specific
Save

This page allows you to define the general configuration of this provider.

EName: Worlduthenticatht
#FDescription: Wiorld Authentication Provider
@Fversion: 10

@] Control Flag:

Save

9. Set the Control Flag to REQUIRED, and then click Save.

Figure 4-7 Settings for Default Authenticator screen

Settings for DefaultAuthenticator

Configuration | Performance | Migration
Commen Provider Spedfic

Save

This page allows you to define the general configuration of this WebLogic Authentication provider,

@ame: DefaultAuthenticator The name of this Weblogic Authentication provider. Mare Info...
ggDescripﬁon: WebLogic Authentication Provider A short description of the Authentication provider. More Info...
Eversion: 10 The version number of the Authentication provider. More Info...

5| Control Flag: SUFFICIENT ~ IRHEFSJ‘ ns how the login sequence uses the Authentication provider.

Save[

Configure the WebLogic Application Server



Configuring the WebLogic Application Server

From WebLogic console select Security Realms. Then select the Security Realm (the
exsisting or created one), and then select Providers.

10. Select the DefaultAuthenticator link, and change the Control Flag of the
DefaultAuthenticator to SUFFICIENT.

Click Save.
11. Create a machine using default values.

http:/ /localhost:7001/ consolehelp /console-help.portal?_nfpb=true&_
pageLabel=page&helpld=machines.ConfigureMachines

Figure 4-8 Summary of Machines screen

[gummary of Machines

Amachine is the logical representation of the computer that hosts one or more Weblogic Server instances (servers). WeblLogic Server uses configured machine names to determine the optimum
server in a duster to which certain tasks, such as HTTP session replication, are delegated. The Administration Server uses the machine definition in conjunction with Node Manager to start remote
servers.

This page displays key information about each machine that has been configured in the current WebLogic Server domain,

b Customize this table

Machines
New Showing 1to 1of 1 Previous | Next
[ | name & Type
O |Lecl Machine
New Showing 1to 1of 1 Previous | Next

12. Select Local Machine.

Figure 4-9 Settings for Local screen

“gettings for Local
Configuration Monitoring  Notes

General | Node Manager | Servers

Save
This page allows you to define the Node Manager configuration for this machine. To control a Managed Server from the console, Node Manager must be configured and running on the machine
where the Managed Servers are installed.

The settings defined on this page are used to configure communication between the current domain and Node Manager instances that control Managed Servers. This page does not control the
cofiguration of the Node Manager instances.

45 Type: Returns the node manager type. More Info...

Listen Address: The host name or IP address where Node Manager listens for connection

localhost requests.  More Info...
Listen Port: cecg The port number where Node Manager isters for connection requests. More
Info...
4 More Tnfo...
4 More Info...

Spedfies whether communication with this Node Manager needs to be
debugged. When enabled, Node Manager provides more information about
request processing. This information is sent to the log of the server making
requests to Node Manager. More Info...

[] Debug Enabled

Save

13. Create a managed server for the Web Services.

http:/ /localhost:7001/ consolehelp / console-help.portal?_nfpb=true&_
pageLabel=page&helpld=domainconfig.CreateManagedServers

4-4 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



Configuring the WebLogic Application Server

Figure 4-10 Summary of Servers screen

Summary of Servers
Gonfiguration | Control
e

Aserver is aninstance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain.

[$]

¥ Customize this table

Servers (Filtered - More Columns Exist)

Ne_w Showing 1to 20f 2 Previous | Next
[ | name & Cluster Machine State Health Listen Port
[ | AdminServer(admin) RUNNING # oK 7001
D WorldServer Local UNKNOWN 8001

New

14. Select WorldServer.

Showing 1to 20f 2 Previous | Next

Set Machine to machine configured in step 12.

Figure 4-11 Server Start screen

General | Cluster | Services

Server Start

Save

S5L | Federation Services

Deployment = Migration | Tuning = Overload = Health Monitoring

Use this page to configure general features of this server such as default network communications,

Hame:
4] Machine:
AF Cluster:

4F] Listen M&s

Listen Port Enabled

Listen Port:

SSL Listen Port Enabled

551 Listen Port:

[] 45 dient Cert Proxy Enabled

Java Compiler:

+ Advanced

WorldServer

Local v

(Stand-Alone)

5001

8002

javac

An alphanumeric name for this server instance. More
Info...

The WebLogic Server host computer (machine) on which
this server is meant to run.  More Info...

The duster, or group of Weblogic Server instances, to
which this server belongs.  More Info...

The IP address or DHS name this server uses to listen for
incoming connections.  More Info...

Spedifies whether this server can be reached through the
default plain-text (non-55L) listen port. More Info...

The default TCP port that this server uses to listen for
regular {non-SsL) incoming connections.  More Info...

Indicates whether the server can be reached through the
default S5L listen port.  More Info...

The TCP/IP port at which this server listens for SSL
connection requests.  More Info...

Specifies whether the HitpClusterServlet proxies the dient.
certificate in a spedal header.  More Info...

The Java compiler to use for all applications hosted on this
server that need to compile Java code. More Info...

Services use the SSL port (https:/ /). Make sure to verify that the SSL Listen Port is

Enabled.

If using NodeManager to start and stop the managed server, select the Server Start
tab and configure as the following graphic displays:

Configure the WebLogic Application Server
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Configuring the WebLogic Application Server

Figure 4-12 Settings for World Server screen

Settings for WorldServer
Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Searity | Notes
General | Qluster | Services | Keystores || SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start

save

Node Manager is 3 Weblogic Server wtiity that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to configure the startup settings that Node Manager wil use to start this server on a remote machine.

£ ava Home: CiOracleWiddieware\dk150_14_R27 6.5.32 e e s
4] ava Vendor: Sun “The Java Vendor value to use when starting this server For example, BEA, Sun, HP etc More Info.
5 BEA Home:

CiOracleiddiewarewiserer_10.3 TN R S T S S S B A T T

4] Root Directory:

‘The directory that this server uses asits root directory. This drectory must be on the computer that hosts the
Node Manager. I B y value, the y is used by default. More

48] Class Path: The dasspath (path on the machine running Node Manager) to use when starting this server.  More Info,

ins\base_domain\lib\jt400.jar;\Oracle\Middlewars\user projec ~
ts\domains\base_domain\lib\log#i-
1 \Mi ddl wlserver 10.3

le\Middleware\wlserver 10.3

“The arguments to use when starting this server.  More Info

4] Security Policy File: “The security policy fie (directory and flename on the machine running Node Manager) to use when starting this
server. More Info,

45 User Name: weblogic The user name to use when booting this server.  More Info,

4] Password:

.................. The password of the usermame used to boot the server and perform server health monitoring, - More Info. .

4] Confirm Password: ssssssssscssssscel

Save

s Class Path:

\Oracle\Middleware\user_projects\domains\base_
domain\lib\Base]ar.jar;\Oracle\Middleware\user_projects\domains\base_
domain\1lib\JDEWorld]DBC jar;\Oracle\Middleware\user_
projects\domains\base_domain\l1ib\jt400.jar;\Oracle\Middleware\user_
projects\domains\base_

domain\lib\log4j-1.2.14 jar;\Oracle\Middleware\wlserver_
10.3\server\lib\weblogic jar;\Oracle\Middleware\wlserver_
10.3\server\lib\weblogic_sp.jar;

Note: For details about the latest version supported for log4j, see
Doc ID 2318897.1 in My Oracle Support. (WS: Instructions to Address
JD Edwards World Security Vulnerabilities (Doc ID 2318897.1)
(Release A9.3 Update)

= Arguments:

-Xms256m -Xmx512m -XX:CompileThreshold=8000 -XX:PermSize=256m
-XX:MaxPermSize=128m

15. Deploy Services to managed server On Server Console, select Deployments.

4-6 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1
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Figure 4-13 Summary of Deployments screen

[}Snmmarv of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dick the Install button,

P Customize this table

Deployments

| insta | ~ v Showing 1to 1of 1 Previous | Next
[ | mame & State Health Type Deployment Order
O (@) /Web_Services_w4-ContactPhonesService_v4-context-root Prepared Web Application 100

Install ‘ ~ v Showing 1to 1of 1 Previous | Next

16. Click Install.

Figure 4-14 Install Application Assistant screen

Install Application Assistant
Next ‘ ‘ cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to install. You can also enter the path of
the application directory or file in the Path field.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/for confirm that your application contains the required deployment descriptors.

Path: C:\Oracle\Middleware'user_projects\domainsibase_domain\senvers\AdminSenverupload\Web_Senices_vd-ContactPhonesSenvice v

Recently Used Paths: C:\Orade\Middleware\user_projects\domains\base_domain\servers\AdminServer \upload\Web_Services_w4-ContactPhonesService_v4-
context-root
C:\IDeveloper 11g_Applications\\WebServices_v4\ContactPhonesService_v#\deploy
C:\IDeveloper11g_Applications\WebServices_v4\ContactPhonesService_v4
C:\IDeveloper11g_Applications\WebServices_v4\WLSSecurityTest\deploy

Current Location: localhost \ C: \ Orade \ Middleware \ user_projects | domains \ base_domain \ servers \ AdminServer \upload \ Web_Services_v4-ContactPhonesService_v4-
context-root \ app

= plan

(3 1@ web_Services_v4-ContactPhonesService_v4-context-root.war

Next ‘ ‘ Cancel

17. Locate service WAR file (WebServices_xx_WLS.ear) and then click Next.

Figure 4-15 Install Application Assistant screen

Install Application Assistant

Back | Next | ‘ cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are several ways you can target an application.

(& Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most commen usage.
@ Insta%:his deployment as a library

Application libraries are deployments that are avaiable for other deployments to share, Libraries should be available on all of the targets running their referencing applications.

Back || Next | ‘ Cancel

18. Select Install this deployment as an application and then click Next.
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Configuring the WebLogic Application Server

Figure 4-16 Install Application Assistant screen

Istall Application Assistant
Back || Next | |Canoe|

Select deployment targets

Select the servers andjjor dusters to which you want to deploy this application. (You can reconfigure deployment targets later).
Available targets for Web_Services_v4-ContactPhonesService_v4-context-root :

Servers

[ adminserver

WorldServer

Back || Next | |Canoe|

19. Verify the managed server you created earlier, and click Next.

Figure 4-17 Install Application Assistant screen

Install Application Assistant
Back || Next | Finish | Cancel
Optional Settings
You can modify these settings or accept the defaults

General

What do you want to name this deployment?

Name: Web_Serices_v4-ContactPhonesSe

Security
What security model do you want to use with this application?

(3) DD Only: Use only roles and policies that are defined in the deployment descriptors.
(O Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
(O Custom Roles and Policies: Use only roles and policies that are wim:d in the Administration Console.

() Advanced: Use a custom medel that you have on the realm's tion page.

Source accessibility

How should the source files be made accessible?

(3) Use the defaults defined by the deployment's targets
Recommended selection.

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

(& Twill make the depl ible from the ing location

Location:

C:\Oracle\Midd| A _projects\dom \base_doma

Provide the location from where all targets will access this application’s files. This is often a shared directory. You must ensure the application files exist in this location and that each target can reach
the location.

Back || Next |F|n|sh |CanDeI

20. Click Finish.
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Figure 4-18 Summary of Deployments screen

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
{redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Instal buttan.

P Customize this table

Deployments
Install ‘ 4 2 Showing 1to 10f 1 Previous | Next
[ | name & State Health Type Deployment Order
Sort table by Name
O .q.Web,sarw:es,wc:.\-r\zmm:ej,wcuntextwut New Web Application 100

Install ‘ - ~ Showing 1to 16f 1 Previous | Next

The Summary of Deployments displays your service.

21. Configure security for service (the service must be Active/Started).

22. From the Deployments screen, expand the service you want to secure.
Collapse the Modules and E]Bs nodes and then select the service you want to

secure (for example: AddressBookImpl_v4Service).

Figure 4-19 Summary of Deployments screen

Install | < i Showing 1to 1of 1 Previous | Next
@ Name &% State | Health | Type Deployment Order
Ole (@) Web_Services_v4-ContactPhonesService_v4-context-root Active | ¥P 0K Web Application 100
[l web Services
@ContactPhonesImpl_v-1Service Web Service

Install | v v

Showing 1to 1of 1 Previous | Next

23. Select the web service and then select the Configuration-> WS-Policy tab.

Figure 4-20 Settings for WS-Policy tab

Settings for ContactPhonesImpl_v4Service
Overview = Configuration | Security = Testing =~ Monitoring

General = Handlers | WSDL | WS-Policy | Fort Components
This page lists the policy files that are associated with the endpoints and operations of this WebService. The operations are listed below the endpaint -

click on the + sign to view them. Click on the endpeint or operation name to configure an assodated palicy file. For example, you can spedify that the
policy file applies only for inbound (request) SOAF messages, and so on .

W5-Policy Files Associated With This Web Service

Showing 1to 1of 1 Previous | MNext

Service Endpoints and Operations % Policies

ContactPhonesImpl_v4Part

Showing 1to 1of 1 Previous | MNext

24. Select the option WebLogic on the Configure the Policy Type for a Web Service
screen and select Next.
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Figure 4-21 Configure a WebService policy screen

konﬁgurea WebService policy

oK | Cancel
Configure a W5-Policy File for a Web Service Endpoint

Use this page to configure the WS-Policy file that iz assocated with this Web Service endpoint.

The Available Endpoint Policies window lists the WS-Palicy files that are available for you to assodate to the Web Service endpoint. Use the arrows to
move a file to the Chosen Endpoint Policies table, then dick OK to activate your update.

Service Endpoint Policies

#F] Service Endpoint Policies:

Available Endpoint Policies Chosen Endpoint Policies
e T [
policy:Wssp1, 2-2007-EncryptBody. xml

policy:Wssp 1. 2-2007-Https-BasicAuth. xml

policy:Wesp 1. 2-2007-Https-ClientCertReq. xml

policy:Wssp1.2-2007-Hitps-UsernameToken-Digest.xml

policy:Wssp1. 2-2007-Https. xml

policy:Wssp1.2-2007-5aml1. 1-HolderOfkey-Wss 1. 0-Basic 128, xml

policy:Wesp1.2-2007-5aml 1. 1-HolderOfkey-Wss 1.0, xml

policy:Wesp1.2-2007-5aml 1. 1-HolderOfey-Wes 1. 1-Asymmetric. xm|

policy:Wssp1. 2-2007-5aml1. 1-SenderVouches-Https. xml

policy:Wssp1. 2-2007-5aml1. 1-SenderVouches-Wss 1. 0.ml >
policy:Wssp1.2-2007-5aml 1. 1-5enderVouches-Wsz 1. 1-Basic128. xml

policy:Wesp1.2-2007-5aml 1. 1-SenderVouches-Wse 1, 1 xml

policy:Wssp1.2-2007-5aml2.0-Bearer-Https. xml

policy:Wssp1. 2-2007-5aml2. 0-HolderOfey-Wss 1. 1-Asymmetric. xml

policy:Wssp1.2-2007-5aml2. 0-5enderVouches-Wss 1. 1-Asymmetric. xml

policy:Wesp1.2-2007-5aml2. 0-SenderVouches-Wss 1. 1. xml

policy:Wesp 1. 2-2007-Sign-Wsa-Headers. xml

policy:Wssp1. 2-2007-SignBody. xm|

policy:Wssp1, 2-2007-Wss 1. 0-UsernameToken-Digest-X 509-Basic256. xml

policy:Wssp1.2-2007-Wss 1. 0-UsernameToken-Flain-x 509-Basic256. xml

policy:Wesp 1. 2-2007-Wss 1. 0-%509-Basic256, xml

policy:Wssp1.2-2007-Wss 1. 1-DK-X509-SignedEndorsing. xml

nalimelssnt 229007 M1 1 Frrruntedkey-Racic178 wml Jﬂ

oK | Cancel

4]

25. Select:

policy:Wssp1.2-2007-Https-UsernameToken-Plain.xml

Click the right arrow to move it from the Available Endpoint Policies to the
Chosen Endpoint Policies area.

Click OK.
Save the deployment plan.
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Figure 4-22 Save Deployment Plan Assistant screen

Save Deployment Plan Assistant
QK
Save Deployment Plan
You have made configuration changes that need to be stored in a new deployment plan.

sgct or enter the path of a deployment plan file, The path must end with ".xml". Itis highly recommended that this file be named Plan.xml.

Each plan should be located in its own directory, otherwise applications can inadvertently share deployment plan files. The plan file will be overwritten if
it already exists. Other files in the plan directory may be overwritten as well.

Path: C:\Oracle\Middleware\user_projects\domainsi\base_domain\servers\AdminServerupload\Web_Services
Recently Used Paths:  C:\Orade\Middleware \user_projects\domains\base_domain\servers\adminserver\upload\Web_Services_v4-

Current Location: localhost \ C: } Orade \ Middleware \user_projects | domains \ base_domain \ servers | AdminServer | upload \
Web_Services_v4-ContactPhonesService_v4-context-root Y app
& plan
QK

| Cancel

ContactPhonesService_v4-context-rootiapp

C:\Orade\Middleware \user_projectsdomains\base_domain\servers\AdminServer\upload\Web_Services_vw4-
ContactPhonesService_v4-context-root

C:\IDeveloper 11g_Applications\WebServices_v4\ContactPhonesService_v4\deploy
C:\1Developer 1 1g_applications\WebServices_v4\ContactPhonesservice_v4

| Cancel

26.

Restart the server.
Access the WSDL.

From the Home Weblogic screen, select Deployments, then Expand Web Services.
Select the Web Service Secured in Step 23. Select the Testing tab then Expand the
service. Select ?WSDL under Test Point. The service WSDL will open in a browser
window. Copy the URL (WSDL) and paste into testing application. Remember to
use SSL and the Secure port (listed in Step 14).

Test services.

All web services need to specify a security string as part of the SOAP Header in
the format DN=username, ADR=machineName, ENV=environment, for example;
replace <soapenv:Header/> with the following lines:

<soapenv:Header>

<wsse:Security
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secex
t-1.0.xsd" xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
soapenv:mustUnderstand="1">

<wsse:UsernameToken
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secex
t-1.0.xsd">

<Username>DN=SOAPROXY, ADR=JDED, ENV=A93TS</Username>

<wsse:Password
Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-pr
ofile-1.0#PasswordText">edduser93</wsse:Password>

</wsse:UsernameToken>

</wsse:Security>

</soapenv:Header>
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Configure the WebSphere Application Server

This chapter contains these topics:

»  Section 5.1, "Configuring the WebSphere Application Server for World JAX-WS
Web Services (A9.3.1),"

»  Section 5.2, "Create an Application Server,"

»  Section 5.3, "Set Up a Shared Library,"

= Section 5.4, "Set Server Heap Size,"

»  Section 5.5, "Configure Application Security,"
= Section 5.6, "Set Up Policies and Bindings,"

= Section 5.7, "Deploy Services."

5.1 Configuring the WebSphere Application Server for World JAX-WS
Web Services (A9.3.1)

For A.9.3.1, the World Web Services were updated to use the Java API for XML Web
Services (JAX_WS). In order to run these services on WebSphere Application Server,
there are specific release levels and configuration steps that need to be used.

The functionality for the JAX-WS services requires PM70894, which ships in versions
7.0.0.27,8.0.0.6, and 8.5.0.2 of WebSphere. If this functionality is required for a earlier
release of WebSphere, you will need to contact your IBM representative to check on the
availability of an ifix for your specific version.

Please refer to the certification information on myoraclesupport.com to determine the
versions of WebSphere currently certified.

5.2 Create an Application Server
= See Appendix B, "Create WebSphere Application Server" in this guide.

5.3 Set Up a Shared Library

The jt400 jar file needs to be set up in a shared library so that the web services process
can authenticate a user. The jt400.jar can be downloaded and saved to an IFS folder.

To set up a shared library

1. Access the WebSphere Integrated Solutions Console and select
Environment->Shared libraries.
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Figure 5-1 Shared Libraries screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 182: 10125 ibm/consleflagin. do

Integrated Solutions Console Welcome vwasadmin Help | Logeut
Cell=JDEDZ_WORLD_A931, Profile=wORLD_A331 Close page
[ s |
shared ibraries 7 N T
Welcome
Guided Actiuities Shared Libraries Field help
For field help information,
Servers Use this page to define a container-wide shared library that can be used by deployed applications. eilaer s S0 (REET Giitee
- rarker when the help
Applications B Scope: =All scopes cursor is displayed.
ehiices] Scope specifies the level at which the resource definition is visible, For datsilad Page help
Resources infarmation on what scope is and how it works, see the scops ssttings help. Nors ifaanstionssbogt
this psge
Security [l scopes ~
Command Assistance
B EslEnmen Prefarances Miew adrainistrative
e =oripting comnmand for last

e N ool action
Updare glabal Web server plug-in configuration [ Hew | | Delete |

Web3phere variables

[ (2]
Shared libraries )
Replication domains select | Hame & Description &
B Maming
Hone

System administration Total 0

Users and Groups
Monitoring and Tuning
Troubleshasting
Service integration

[ UDDI

2. Select a scope from the drop-down and then click New.

Figure 5-2 Shared Libraries screen

F Integrated Solutions Console - Google Chrome

[ 10.139.142.182: 10125 ibmf ool login. do

Integrated Solutions Console welcome wasadmin Help | Logout
Cell=JDED2_WORLD_A931, Profile=WORLD_A331 Close page
[ view: |
shared Libraries B H [—
Welcome
Guided Activities Al L = Hav Field help

For field help information,
Servers Use this page to define a container-uide shared library that can be used by deployed applications select a fiald label or list

marker when the help
B Applications Gonfiguration cursar is displayed,

Sarvices

Page help
Resources General Properties More information about
this page

Security # Scope
[cells:JDEDz_WORLD_A331

El Environment.

wirtual hosts + Name
Update glabal Web server plug-in

WebSphere variables

Shared libraries
Replication damains
Haming

System administration 4

Users and Groups # Classpath

[l Manitaring and Tuning
[ Troubleshsating

Sarvice integration

upD1 Hative Library Path

Class Loading

[ Use an isolated dass loader for this shared library

[pply | [ok] [Reset] _canl |

Enter "WAS_A931" in the Name field, and for the classpath, enter "/path," where
jt400 is saved as "/jt400.jar."
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Figure 5-3 Shared Libraries screen

7 Integrated Solutions Console - Google Chrome

[ 10.139.142.182: 10125 ibmfconsole/login.do

Integrated Solutions Console wrelcome wasadmin Help | Logout
Cell=JDED2_wORLD_Aa931, Profile=WORLD_AS31
[view: |
shared Libraries ?
Welcome
Guided Activities A B T Field help
e e For field help information,
Setvers Use this page to define a container-wide shared library that can be used by deployed applications. select a field label or list
- rnatker when the help
Applications Configuration cursor is displayed,
Page help
[Fmr— Ceneral Properties More informastion sbout
this page

T [cells i JDED2_woRLE_A931

wirtual hosts + Name

Update globsl Web server plug-in configuration WAS_A931

WebSphere wariables

Shared libraries

Replication damains
[ Naming

System administration

Users and Groups # Classpath
FEAS_JARS_ASZ1t400.351

[ Monitoring and Tuning
[ Troubleshaoting
B] Service intearation

upDI Hative Library Bath

4

Class Loading

[0 Use an isalated dass loader for this shared library

Apply | [ok ] [Resst| [cancel

Click OK.
Click Save.

5.4 Set Server Heap Size

To set server heap size

1. From the WebSphere Integrated Solutions Console, select Servers_>Server Types_
>WebSphere application servers.
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Figure 5-4 WebSphere Application Servers screen

¥ Integrated Selutions Console - Google Chrome

B baee:/10,139,142,182: 10147, Ibm/conscleflogin. doraction=secure

Integrated Solutions Console Welcome vrasadmin

= -

Welcome,
Guided Activities
Bl Servers

B Server Types
WebSphere application servers
WebSphers MQ saruers
wieb seruers

£ Applications
New Application
B Application Types
WiebSphere enterprise spplications
Business-level applications
Assets

[l Services
Semice providers
Gemice clients
Bl Palicy sets
Application palicy ssts
Sypstem palicy sets
Default policy st bindinas
Genarsl provider policy st bindings
General client policy set bindings
Bl Trust service
Security cache
Reliable messaging state
Resources
Security
E] Environment
Virtual hosts
Update glabal Web server plug-in
configuration
webSphere varisbles
Shared libraries
Replication domains
Haming

Systam adminiztration

Bl Users and Groups

Help | Logout
| Cell=IDED2_STEVE TEST, Profile=STEVE TEST

[application servers i

Application servers

Use this page to view a list of the application servers in your envirenmeant and the skatus of 2ach of these semers, You
£an also uzs thiz pags to thanga the statuz of & specic application seruer,

Preferances

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

e Page help
v Mare sbout

fhis page

Mame & [Hode & | Host Mame & | version ©

- command Assistance

“You can administer the following resources s

STEVE TEST | JDED2_STEVE_TEST | 10ED2,us. aracle,com [wo 7.0.0.27 Seripting command for last
Zction

Total 1

| ¢

2. Select your server.

Figure 5-5 WebSphere Application Servers screen

¥ Integrated Selutions Console - Google Chrome

B baee:/10,139,142,182: 10147, Ibm/conscleflogin. doraction=secure

Integrated Solutions Console Welcome vrasadmin

= -

Welcome,

| | Cell=IDED2_STEVE TEST, Profile=STEVE TEST

[Application servers
Guided Activities Application servers > STEVE_TEST
Bl Servers
run entarprize applications.

Runtime || Configuration

B Server Types

WebSphere application servers

Help | Logout

Use this page to configure an application server. An application server is a sarver that provides semices required ko

WebSphers MQ saruers
wieb seruers

] Applications General Proparties

New Aipplicstion

Harns

B Application Types STEVE TEST
WabSphers sntarprise applications
Business-level applications fode name

Assars boepz_sTeve TEST

B Services O Run in developrent mode

Semice providers
Service clients
& Palicy ssts
Application palicy ssts
System policy set

Parallel start

[ start compenents as needad

e Access to intamal server dazses
General provider policy zet bindings Allor
General client policy zet bindings

Server-specific Application Settings

Classloader policy

B Trust service
Security cache

Reliable messaging state

Resaurces

Container Settings

Session management

B

SIP Container Settings

Web Container Settings

Partlet Container Settings

o]

EJB Container Settings

Container Serices

Business Pracess Services
Applications
Installed spplications

Server messaging

Messaging engines

Messaging engine inbound

security

E Enviranment

wirtual hosts [apply | [ok] [Reset] [caneel |
Update glabal Web server plug-in
configuration
Websphers uariables
Shared libraries
Replication domains
Haming

Systam adminiztration

Bl Users and Groups

| ¢

wanzports
Class loading mode s MO link
: inbound transparts
[(Classes Isadet it parae Aase o saar et tanspor
Sie senice

Server Infrastructure

Jaus and Process
Managernant

Administration
Communications
Ports

B Messaging

Claze page A

Field help

For field help informatian,
sslect a fisld label or list
marker when the help
cursar is displayed,

Page help

Mare information sbaut
this page

&3

3. Select Java and Process Management_>Process definition.
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Figure 5-6 WebSphere Application Servers screen

¥ Integrated Selutions Console - Google Chrome

B baee:/10,139,142,182: 10147, Ibm/conscleflogin. doraction=secure

Integrated Solutions Console Velcome wasaduin Help | Logout
@] Cell-IDEDZ_STEVE_TEST, Profils—STEVE TEST Closa pags
[ view: [ailtasks = a
e s B Cr—
Welcome T -
Guided Aesivities e S BTV Field help
For field help information,
T8 e Use this page te configure = process definitien. A process definiion defines the cammand lins infarmation necessars | selact & fisld label or It
£ Seart oy mivialica 3 process Lo e e

e curser is displayed,
ebSphere application servers. Configuration

WebSphers MQ seruers Page help
web servers formstion about

& Applications General Properties A on e

New Application Executable name

Jaua Virtual Machine

Application Types
1 Apl o Enuironment Entries

WiebSphere enterprise spplications T —— 3 ;
Business-level spplications rocess execution
Assets Brocess Logs
Logaing and tracing
[l Services

Semice providers
Service clients Start command
& Palicy ssts
Application pelicy sets Start command arguments
System policy set

Dafault policy set bindings
General provider policy zet bindings
General client policy zet bindings P

B Trust service

Stop command
Security cache

Reliable messaging state
Stop cornmand arguments

Resaurces

security

E Enviranment A

virtual hasts

date global Web I Working directar,
Updste global Web server plug-in e e

configuration
Websphere uarisbles = Executable target type
S Tikes
Replication demains |
e [
[earm. ibrn.wz.rurtirne, WeS ered

Systam adminiztration

<
&3

P Users and Groups [ apply | [ 0K ] [Reset| | cancel |

4. Select Java Virtual Machine.

Figure 5-7 WebSphere Application Server screen

¥ Integrated Selutions Console - Google Chrome

B baee:/10,139,142,182: 10147, Ibm/conscleflogin. doraction=secure

Integrated Solutions Console Welcome wiasadmin Help | Logout
‘ a8 Senersl Vropertes Additional Properties
View: [All tasks =3 |
Classpath —
Welcome Broperties
Guided Activities
Sarvers
8 4
Server Types
g i Boot Classpath
WebSphere application servers
WebSphere MQ zervers
web servers
£ Applications 4

Nardrelichon [ verbase dass Ioading
B Application Types

WebSphers enterprise spplications [ verbose garbage collection
Business-level spplications
feses [0 verbase 1

] Services

Intisl haap siza
Semice providers g0z [ me

Service clients "
Maxirum heap size

B Pelicy sets WE\ e
Application policy sets &
Spsrem policy sete o
Default pulicy set bindings

Genarsl provider policy st bindings HProf Arguments
Genaral client policy set bindings [

Trust semice
H [ pebua tade
Security cache

Reliable messaging state bebigtargusits

-agantibjdup =transpart=dt_sodkat,sarver=y,suspand=n,addrass=7777

Resaurces

B Security ‘GEnEH( JUM arguments

E Enviranment
Executable JAR file name
virtual hasts [ ]

Update glabal Web server plug-in
configuration B DisablearT
webSphere varisbles 8

Shared libraries Operating system name L |
Replication demainz [e2a00
Naming
1 5ystam sdministration [Resly] [6K] [Raset] [Ganeal] a
~ig 2

Bl Users and Groups

5. For the Initial heap size, enter 1024.

6. For the Maximum heap size, enter 2048.
7. Click OK.

8. Click Save.

9.

Restart the server.
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5.5 Configure Application Security

To configure application security

1. From the WebSphere Integrated Solutions Console, select the Security->Global
Security option.

Figure 5-8 Global Security screen

| 7 Integrated Solutions Console - Google Chrome

3% bbeps: /710,139, 142,182: 101 27 b do?estfid=5ul1 3WYshCeiqisGeZOP-ocaction=recoversubmit= 0K

Integrated Solutions Console Welcome wasadmin

Halp | Logous
Cell=IDED2_WORLD_A331, Profile=WWORLD_A931
view: |
Welcome 2 =

Guided Activities Global security
Servers Use this panel to configure administration and the default application security policy, This security configuration applies to the security palicy for all
administrative functions and i usad a5 2 default security policy far user applications, Securiky demains can be defined to override and customize the securit|
[ Applications policies for user applications.
Services

T Security Configuration Wizard | Security Configuration Report

1 Security Administrative security Authentication

Global security

Sacurity domains

Administratiue Authorization Groups
5L certificate and key management

Enable

security
Administrative aroup roles

Administrative suthentication

Authentication mechanisms and expiration
@© L1pa

Kerberas and LTRA

Security auditing Kerberes configuration
Eusisecurity Epplicaten secmtty O swaM (deprecated): No authenticated communication between servers

Enuironment Authentication cache sattings

Enable application security
System administration wreb and SIP security

Usars and Groups Jazs 2 eacunty; B RML/IIOP szauty
[ Use Jaua 2 security to rastrict application accass to local
rezource s

Honitoring and Tuning Java Authentication and Authorization Service

Troubleshooting

Specifies whether to enable Java{TM) 2 security. IF Java(TM) |2 realm-qualified user names
2 security is enabled and an application requires more
Restrict access to resqdJava(TM) 2 security permissions than are granted in the

defaul policy, then the application might Fail to run properly.

Warn if applications
Service integration

E UDD1

) domsing
Enternal authorization providers

User account repository

Current reslm definition
Federsted repositories

Custom properties

Auailable realm definitions

Faderated repositaries v | [configure. St as current

spply | [Reset

B
E

2. Check the Enable administrative security checkbox and uncheck Use Java 2

security to restrict application access to local resources.

3. Select the Security Configuration Wizard button.
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Figure 5-9 Configure Security screen

¥ Integrated Selutions Console - Google Chrome

{5 ek /10,139,142, 1821101 27 b d

stfid=50l1 3/ Vsh CeinjS GeZ0P-oréaction=recavergsubmit= 0K

Integrated Solutions Console Velcome vrasadmin

= 5

Welcome,

Guided Activities
Servers
Applications
Services
Resaurces

] Security

Global security

Security domains

Administrative Autharization Groups
SSL certificate and key management
Security auditing

Bus security

Enuironment

System administration
Usars and Groups
Monitoring and Tuning
Troubleshooting
Service integration

EUDDI

Canfigure security

users, or bath,

Step 1t Specify
extent of protection

_hext | | cancel

Help | Logout

This wizard sssists you in securing your spplication serving environment. The application serving infrastructure can
store administrative users and passwords or can use an existing registry with stored administrative users, application

Specify extent of protection

This wizard assists you in securing your spplication seming envirenment, The
application serving infrastructure can store administrative users and passwords or
can Use an existing registry with stored administrative users, application users, or
both.

1f pou are using an existing registry such a5 the local operating systarn, LDAP, or a
custom registry, you need the following information:

« configuration information to connect to the existing registry

= An existing user name in the registry to act as the primary administrative user
At a minimum, this task provides for secure administration. However, administrative
security alane does not provide full security. In most environments, it is

recommended that you als enable application and resource security,

Enable applicstion security

[ Use Jaua 2 security to restrict application accass to lacal resources

Close page

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displavad,

4. Click Next.

Figure 5-10 Configure Security screen

¥ Integrated Selutions Console - Google Chrome

(3 b /10,139,142, 182,101

it

d

stfid=50l1 3/ Vsh CeinjS GeZ0P-oréaction=recavergsubmit= 0K

Integrated Solutions Console Velcome vrasadmin

= 5

Welcome,

Guided Activities
Servers
Applications
Services

Resaurces

Help | Logout
Configure security

nt

= step 2: selectuser
repository

Secure the application serving enviranment

Select user repository

The user sccount repasitory stores users and group names that are used for
authentication and authorization The default repositary is built into the application

Close page

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displavad,

sarving syster and can be federatad with one or more extamal Lightvaight
Diractary Access Protacol (LDAP) rapasitaries. You can alo elect 3 standalone
extemnal rapositary

Bl Securiey
Globsl sscurity
Security domains @ Federated repositories

Administrative Authorization Groups

SSL certificate and key management O standalone LoAP registry

Security suditing

Bus secarity O Local operating system

Enuironment

O standalone custom registry
System administration

_Previous | Next | Cancel

Usars and Groups

Monitoring and Tuning
Troubleshooting
Service integration

EUDDI

5. Select Federated repositories. Click Next.
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Figure 5-11 Configure Security screen

¥ Integrated Selutions Console - Google Chrome

{5 ek /10,139,142, 1821101 27 b

do7estfid=5ul1 3iVshCelgjs GeZOP-uiaction=recoverasubmic= OK

Integrated Solutions Console Welcome vrasadmin

Help | Logout

= -

| | confipure security

Welcome,
Guided Activities

pplications
Services
Resaurces
] Security

Global security

Security domains

Administrative Autharization Groups
SSL certificate and key management
Security auditing

Bus security

Enuironment
System administration

ers and Groups

onitoring and Tuning
Troubleshooting
Service integration

EUDDI

Secure the application serving enviranment

Configure federated repository

& secure, file-based user repository is built into the system for storing
administrative users ar environments with a small number of users, The file-based
user repository can be federatad with one or more extarmal LDAP repositeries, If
this is the first time security has been enabled using this repository, provide a new
user name and password to act as an sdministrator. If security was previously
enabled using this repository, provide the name of a user with administrator
privilages that is in the built-in repasitory,

Note: Use this panel to configure a federated repositary with a built-in, file-based
repositary in the realm. To configure a federated repository with a non file-based

repositary in the realm, you must use the User accounts repository section on the
Glabal sscurity panel

+ Primary administrative user name
[wazadmin

Passward

Confirm ?asswnrd
Previous | _Next | _Cancel

Close page

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displavad,

6. Enter a user name and password to be used to administer this server.

7. Click Next, and click Finish.

8. [Expand the Java Authentication and Authorization Service, and select System
logins.

Figure 5-12 Configure Security screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

= 5

Welcome,
Guided Activities

pplications
Services
Resaurces
] Security

Global security

Security domains

Administrative Autharization Groups
SSL certificate and key management
Security auditing

Bus security

B Enviranment

virtual hasts

Updste global Web server plug-in

e ]

B&

Select | Alies &

“ou can administer the following resources:

Field help

For field help informatian,
sslect a fisld label or list
marker when the help
cursar is displayed,

O DEFAULT Page help
ore about
DESERIALIZE ASYNCH CONTERT this page

KRES Command Assistance
View
ceripting cormand for last
i action
LTpa wep

RML INBOUND

RMI OUTBOUND

swam

WebSphers uarisbla:
Shared libraries
Replication domains

Haming

] Systam adminiztration

zars and Groups
Monitoring and Tuning
Traubleshooting
Service integration

E UDDI

WEB IHBOUND

WSS INBOUND

WSS oUTBGUND

wss.auth sts

wez.cansume KRESBST

nss.consume tpa

nss.consume. tpaProp

wss.consume.pkesT

ws.conzume. pkipath

o o i s Y A

O

nss.consume. st

Pagaiiofs | Total a1

< |

9. Click New.
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Figure 5-13 Global Security screen

[ > Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

| Cell=JDED2_WORLD_A931, Profile=WORLD_A93L
Global security 7 3

Global security > JAAS - System loging > New

= -

Welcome,

+ Alias Page help
m

worldBssvLogin rrmation sbout
845 Iogin modules

[ Mew || Delete

Selact | Module Class Name 3 Authentication Stratagy O

Hene

Total 0

#pply | [0k ] [ Reset | [ cancel

rs and Groups

nitoring and Tuning

E UDDI

10. Enter "worldBssvAuth" for the Alias, and click New under JAAS login modules.

11. Enter "com.ibm.ws.wssecurity.impl.auth.module.PreCallerLoginModule" and click
OK.

12. Click New under JAAS login modules to add the following modules:

= com.ibm.ws.wssecurity.impl.auth.module.UNTCallerLoginModule

= com.oracle.world.security.WorldSecLogin_ WAS

(Check the Use login module proxy box when adding this class name)

= com.ibm.ws.wssecurity.impl.auth.module. WSWSSLoginModule

= com.ibm.ws.security.server.Im ltpaLoginModule

= com.ibm.ws.security.serverIm.wsMapDefaultinboundLoginModule
13. Click Save.

The worldBssvAuth system login should look like the screen shot below:
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Figure 5-14 Global Security screen

¥ Integrated Selutions Console - Google Chrome
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Integrated Solutions Console Welcome steve Help | Logout
Cell=)DEDZ_WORLD_AS31, Profile=WORLD_A331 Clazs page
= "I
lobal securt _Prelo |
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Sece # Alias Page help
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] Security
Global szeurin 443 login modules
scuviny

. e || Delete || set Order.

P e e Hom Select| Module Class Name & | Authentication Strategy & | Module Order &
SSL cormificate and key management

You can administer the fallowing resources:
Security auditing

b » . ftpal
Bus security ] R :
B Environment ] b f I REQUIRED 3
vircusl hosts [&] 5 teinplauth,module. Pre Gallerl REQUIRED 1
Update glabal Web server plug-in
WebSphere usrisblas 0 b tu.implauth, rodule, UNTC llerl REQUIRED 2
Shared libraries % e :
Replication damains ] REQUIRED 2
Henig o fo.vord ity. WorldSeclogin WS REQUIRED s

e
J Total &

Usars and Groups

B Monitoring and Tuning

Traubleshooting
Service integration

E UDDI

10.139,142,182:101 Hlect 3AIDED2_WORLD ¢ Uri=seourity . |

52

14. From the System logins screen click New.

Figure 5-15 Global Security screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout
Cell=1DED2_WORLD_A931, Prafile=WORLD_AS3L Close page A
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Guided Aesivities T —— Field help
For field help information,
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e ratourcas IndIUdinG the SUhentEstan machamam, PInUpa] MaPPInG, AN3 radertial TappIng. You camnot e afe e hls
Apslictions Tamoue the dafault login configurations bacase deing 2o Might cause Spplicaions to fai e gl
— Preferences Page help
R Mors informstion sbout
Ditars this page
& securiy =
& Command Assistance
GlkDel ccamiiay = View sdministrative
iy s selact  aas G Sripting command for last
o e Tec et adion

*ou can administer the fallaving resources:

5L cartificste and key management

O |oesawr
Security auditing

Bus security

DESERIALIZE ASYNCH CONTEXT

B Environment e )
virtual hosts 3
Update global Web server plug-in configuration LTeA
WabSphers usrisbles T

Shared libraries

Replication domains
Haming

EMI INBOUND

RMI OUTEOUND
System administration

Swam

Usars and Groups

B Monitoring and Tuning WEB THBGUND

B Troubleshooting W5S HBOUND

Service integration wss ouTeoUND

E UDDI

werldBszuath

nss.authsts

wss.consume KRESBST

wes.conzume.tpa

wezcanzume. kpaprop

D|O|00o0|0oooojooooooo

nss.consume hes?

<
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Figure 5-16 Global Security screen

L 10130042, 182200 150
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& Servare afinus login configurations that are ured by on and Authorizstion salact & fiadd Labal oo brt
rarmove the default begin configuratiens bedause dong 520 might ceure spplications 1o fail markar whan the halp
B Apple ations Canersl Pro " cumpor ie displayed
* Allag Page help
fvartdbasuLagin Mo information about
this page
JAAS lagin frodubed
Haw | Dabute
Salact Module Clage Hame & Aumhertication Strategy O
Hore
Tetal 0

_apply | %] [mesat]| | Cancel i

B Syatam adminlatration
@ Usars and frowps

1B Meminariag sad Turing
B Trowblashoeting

@ Service intagratan

B uoel

15. Enter "worldBssvLogin" for the Alias and click New under JAAS login modules.

Figure 5-17 Global Security screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

Global security i 3
e bee tion. You can:
Iy to the m.

+ Reuisu changes befors saving or discarding.

& The server may need to be restartad for these changes to take effect, Page help
Mors infarmation shout
= page

Global security > JAAS - System logins > New > New
33t one lagin maduls, Howsver, you can define mors than one
are than ane login madule far 3 lagin

Custom proparties

[select| Hame | value | [vew ]
& System administration ‘ O ‘ [—‘ ,7| Delete
Users and Groups
Monitaring and Tuning e o e [

E UDDI

16. Enter "com.ibm.ws.wssecurity.wssapi.token.impl. UNTConsumeLoginModule" for
the Module class name, and click OK.

17. Click New and enter "com.oracle.world.security.WorldLoginModule_WAS" for the
Module class name.

18. Click the Use login module proxy checkbox and click OK.
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19. Click Save.
The worldBssvLogin system login should look like the screen shot below:

Figure 5-18 Global Security screen

| 7 Integrated Solutions Console - Google Chrome

[ 10.139.142.182: 10125/ b /consolelogin.do
Integrated Solutions Console welcome steve Help | Logour
Cell=1DEDZ_WORLD_A931, Profile=WORLD_A31
\ |
Global security W

> worldBssvLogin

Global security > JAAS - System logins
rfigurations uthentication and Autharization Service (JAAS). You canno € remove
ratio) g 50 might cause applications to fail

General Properties

+ Alias
[warldBssvLogin

IRAT | dules
New |[ Dalete |[ Ser Order. |
Select| Module Class Name & Authentication Strategy G | Medule Order & |

You can administer the fallowing resourcas:
|2 |

o b u LunT f REQUIRED
o o m was REQUIRED |z |
| Total 2 |

sppiy ] [k [Raset] [Cancal

B UubD1

ollection. do7EditA

10.139.142.182:101 nsole)

=

5.6 Set Up Policies and Bindings

To set up policies and bindings

1.
policy sets.
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Figure 5-19 Application Policy Sets screen

7 Integrated Solutions Console - Google Chrome
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TPA token using RSA encryption

+ Message authentication: Using LTPA token
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Policies: WSTransaction, SSLTransport
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] |Username
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Mot editable
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+ Massage integrity: Digitally sign body, &

Field help

For field help informatian,
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Page help
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this page

Command Assistance
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+ Message confidentiality: Encrypt body, signaturs,
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« Message authentication: Using Usernams token

+ Follows WS-SecureConversation speadfication
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+ Message integrity: Digitally sign body, timestamp,
addressing headers and Usermame token using R34
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+ Message confidentiality: Encrypt body, signature, and
Username token using RSA encryption

+ Message authentication: Using Username token

[0 |ws-trse

Mot editable

Policies:

WeSecurity,

+ Unmanaged nan-persistent reliable messaging for single

+ Message integrity: Digitally sign body, imestame,
signature confirmation, addressing headers and relisble
messaging headers

+ Message confidentiality: Encrypt body, signature and
signature confirmation

« Follous WS-SecureCanversation specification

[] |wsaddressing default

Not editable

Policies: WSAddressing

« Addressing: Using uniform, transport-neutral WS-
Addressing

[] |#sRelisblemesssaing
Dersistent

WSHTTPS default Mot editable | Peliciess HTTPTranspor, SSLTransport, WSAddrassing
+ Transport security: Using SSL far HTTR
Not editsble | Policies: WSAddressing, WSRelisbleMessaging

« Relisble delivery: WS-ReliableMessaging and persistent
storage

scripting command for last
action

<

Figure 5-20 Application Policy Sets screen

7 Integrated Solutions Console - Google Chrome

Select the box next to Username WSSecurity default and click Copy.

{5 ek /10,139,142, 1821101 27 b

do7estfid=5ul1 3iVshCelgjs GeZOP-uiaction=recoverasubmic= OK

Integrated Solutions Console Welcome vrasadmin

= -

Welcome,
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pplications
Bl Services
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Semice clients
Bl Policy sets
Application policy sets
System policy sets
Dafault policy set bindinas
General prouider policy set bindings
General client policy set hindinas
[ Trust semice
Security cache
Reliable messaging state

B Security

Global security

Security domains

Administrative Autharization Groups
SSL centificats and key managament
Security auditing

Bus security

nuironmant
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sers and Groups

Honitoring and Tuning

raubleshooting

<ruics intagration

D1

Cell=)DED2_WORLD_A931, Profile=WORLD_A931

[application policy sets:

Help | Logout

Application policy sets > Copy of Username W sSecurity default

Use this page to provide 2 name and deseription for the new policy set,

+ Name
orl de-szupolicy

De saription

[ox] [Coneal

B

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursoris displayed.

Page help

Mars information about
this page

Enter "worldBssvPolicy" for the Name and click OK.
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Figure 5-21 Application Policy Sets screen
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4. Select worldBssvPolicy.

Figure 5-22 Application Policy Sets screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout
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Welcome,
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Field help
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select a fizld label or li
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Page help
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Default policy set bindings Desaription

Ganarsl provider policy 2et bindings
General client policy set hindings
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T8 2y et dd - |[ Delete || Enable || Disable
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@ Todibchecsng e e o e T e——

SR Iip [0 |ws-addressing Ensbled Policies for addressing Web services using
UFER endpoint refarences and message addressing
propertis:

O | ws-Secuity Enabled Palicies far sanding security tokens and providing
rmessage confidentiality and inte grity, based on
the OASIS Wab Service Secunty and Token Profiles
spacHications.

Total z

apply | [ oK | [Reset| [cancel

B

action

5. Check the box next to WS-Addressing and click Delete.
6. Click on WS-Security.

5-14 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



Set Up Policies and Bindings

Figure 5-23 Application Policy Sets screen

7 Integrated Solutions Console - Google Chrome
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upb1
10,199,142,182:101 i b r ForwardCrd da? i IDED2_WORL

7. Click on Main policy.

Figure 5-24 Application Policy Sets screen

7 Integrated Solutions Console - Google Chrome
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apply | [ ok | [Reset | [ Cancel

8. Uncheck the box next to Message level protection.
9. Click OK.
10. Click Save.

11. On the left hand menu, select General provider policy set bindings.
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Figure 5-25 General Provider Policy Set Bindings screen
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samele a5 5 starting point for provider binding configuration. You should modify

this binding to meet your security requirements before using in a
production environment,

Total 4

12. Check the box next to Provider sample and click Copy:.

Figure 5-26 General Provider Policy Set Bindings screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

= -

Welcome
Guided Activities
Servers
Applications
B Services
Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
B Trust semice
Security cache
Reliable mess aging state
Resources
Security
Environment
System administration
Users and Groups
Henitoring and Tuning
Troubleshosting
Service integration

EUDDT

General provider policy setbindings:

Help | Logout

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

> Copy of Provi ol

Use this page to provide 2 name and deseription for the new binding,

+ Name

worldeszuBinding

De saription

[ox] [Coneal

B

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursoris displayed.

Page help
Farmation about

13. Enter "worldBssvBinding" in the Name field and click OK.

5-16 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



Set Up Policies and Bindings

Figure 5-27 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

= -

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

General provider policy setbindings:

Clazs page

WelEiTe oo |
Guided Activities B Messages Field help
For field help information,
S @ changes have been made to your local configuration. You can: Salacea faid labal By list
+ Save directly to the master configuration, marker when the help
Applicstions curser is displayed,
+ Reuigw changes befare saving or discarding,
EIEES B The sarver may need o be restared for these thanges o take sffect Page halp
Service providers More inform ation sbeut
this page
Service clients
B Policy st General provider policy set bindings T
Applicstion palizy sets Use this page to weate, copy, and manage provider policy set bindings, These bindings pravide e View
5 | configuration and can be reused acrozs palicy set attachments. seripting command for last
yerem policy sets Sctipt
Default policy set bindings Preferances -

Ganarsl provider policy 2et bindings
General client policy set hindings

Mew. || Delete || Copy. || Import., || Espartu,

B Trust samice

Security cache

I ot e ey Select |Hame & e sciptizn
Resources “ou can administer the following resources:
Sacuriey [] | Erevidersample This is a sample general provider palicy set binding and is available only

25 = starting point for provider binding configuration. You should madify
this binding to meet your security requirements before using in a
production environmant,

Enuironment

System administration O Provider sample vz This is a sample general provider policy set binding and is awailable anly

25 = starting point for provider binding configuration. Yau should madify
this binding to meet your security requirements before using in a
production enviranment, This binding containg sddition sl Kerberas V5
pratection taken canfiguratians.

Usars and Groups

B Monitoring and Tuning

Troubleshooting

[] | SamlBearer Provider sample This is a sample general provider policy set binding and is available anly
T 35 3 starting point for provider binding configuration. You should medify
aricelihts arstion this binding o mast your security requiremants befara using in 3
EER praduction enviranmant
[] |Samlbek Summetric Provider This is a sample general provider policy set binding and is available enly
zampls

25 5 starting point for provider binding configuration. You should modify
this binding to meet yaur security requirements before using in a
production environment,

[] | weridessveinding This is & sample general provider policy set binding and is available only
as a starting point for provider binding configuration. You should madify
this binding to meet your security requirements before using in 2
production environment,

Total 5

14. Select worldBssvBinding.

Figure 5-28 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

Clazs page

= -

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

o e PR o et Blise I T
Guided Activities B Messages Field help

For fisld halp infarmation,
Servers & changes have been made to your local configuration. You cant B

select a field label or list
marker when the help
cursar is displayed,

« Save directly to the master configuration.

Applications

+ Reuisu changes befors saving or discarding.
B Services

& The server may need to be restartad for these changes to take effect, Page help
Service providers Mors infarmation shout
Service clients this page
B Policy st i 1 indings >

Command Assistance

Application polizy sats

Use this page to ceate 3 provider binding which is reusable acoss policy sets and applications. Use the Add button ta
System policy sets

select policy bindings and then be sure to provide configuration. Empty bindings will be deleted.
Defaule policy set bindinas

Ganarsl provider policy 2et bindings
General client policy set hindings

# Bindings configurstion name

worldBssuBinding

B Trust semice Description
[This is a sample general provider policy set binding and
is available only a3 3 starting point for provider binding
configuration, You sheuld modify this binding to mest
your security requirements before Using in 3 production
environment,

Security cache

Reliable mesz aging zeats
Resources y
Securiey

4dd ~ || Dalete

select Folicy %

Enuironment

Systam adminiztration

S RIS You can administer the following resourcas:

HTTE transport
[ Monitaring and Tuning

B Troubleshooting M3 transpert

B Service integration 5L trancport

EUDDT

WS-Addrazsing

WS-RelisbleMassaaing

[] |S-Security

15. Check all the boxes EXCEPT WS-Security and click Delete.
16. Click OK.
17. Click Save.

18. Select worldBssvBinding->WS-Security->Authentication and protection.
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Figure 5-29 General Provider Policy Set Bindings screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

= -

| General provider policy set bindings

Welcome,

Guided Activities
Servers
Applications

B Services

Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
B Trust semice
Security cache
Reliable mess aging state

Resources
Security

Enuironment

System administration
Usars and Groups
Monitoring and Tuning

Troubleshooting

General provider policy setbindings:

>

> Ws-Security >

Additional tokens and protections for message parts can be added to the default bindings.

[ oisable implict protection for signature confirmation

Protection takens

and protection

Help | Logout

Claze page A

Field help

For field help informatian,
sslect a fisld label or list
marker when the help
cursar is displayed,

Page help
Mare about

Neu token ~ || Delate

this page

Select | Pratection taken name

Usage

Command Assistance

con encxs0stoken

view
You can administer the fallowing resourcas: Soripting command for last
action

Asymmetric ancryption cansumer,

con scttoken

Symmetric consumer

con_sianx508taken

Asymimetric sianature consurnar

gen_encxS09token

Asymmetric encryption generator

Qen_sctoken

Symmetric generator

oooifo|o|o

gen signxsostoken

Asymmetric signature generatar

Total 6

tokens

[ Nex Token * || elees

St [eermenn o

e
Servics integration You can administer the following resourcas:
uppt [ |con kibStoken Inbaund
D con ltpsproptoken Inbound
D con ltpatoken Inbound
O |con unsmatoken Inbound
Total 4
Request message signature and encryption protection
[New signature... || New Encryption.. || Dalete | |
e e | a

19. Under Authentication tokens select con_unametoken.

Figure 5-30 General Provider Policy Set Bindings screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

= -

Welcome
Guided Activities
Servers
Applications
B Services
Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
B Trust semice
Security cache
Reliable mess aging state
Resources
Security
Environment
System administration
Users and Groups
Henitoring and Tuning
Troubleshosting
Service integration

EUDDT

Cell=)DED2_WORLD_A931, Profile=WORLD_A931

General provider policy setbindings:

> > Ws-Security >

Help | Logout

and protection >

Clazs page

Field help

con_unametoken

Authentication tokens ve sant in messages € provs or 3Ezert an identity

Token Consumer

For field help information,
select a field label or list
marker when the help
cursar is displayed,

# Name

e

Page help

Mare information sbout
thiz page

Command Assistance
View administrative

scripting command for last
action

.
[Fetp:##docs. casis open-orglwss/ 2004/ 01 G sz 200401 wss-usernama tokan profile L.0#UsamsmeToken

1AAS login
[iss-paneramant

[_Mew Application Lagin |

Custom properties

e = |

=1 —|  —

Additional Bindings

[ Delete

Callback handler

[pply | [0k [Reset | [Gancel

20. Select Callback handler.

5-18 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



Set Up Policies and Bindings

Figure 5-31 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

view: [All tasks ~

Welcome
Guided Activities
Servers
Applications
B Services
Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
B Trust semice
Security cache

Reliable meszaging stars

Resources

curiey
Enuironment

System administration
Usars and Groups
Monitoring and Tuning
Troubleshooting
Service integration

EUDDT

Help | Logout
Cell=)DED2_WORLD_A931, Profile=WORLD_A931

General provider policy setbindings: ?

> ¥is-Security > ion and protection >

i i >
con_unametoken > Callback handler
Specfias the parameters for the callback handler that are used for generating the taken. Because you can plug-in
custom callback handler, you must specify the implementation class name. The application server provides aptions for
identity assertion, basic authentication, and the keystore that are passed to the callback handler implementation.

class Name

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

Page help

® Use built-in default |com.ibm.uabsphare, i unT

Ouse custom

Custom Properties

Custom propertiss

Salact| Hame valus [ Hew

corn.ibm, wsspi wssecurity token usemame, verfyTimestamp,| true ER
Delete

corn.ibm.vsspi,ussecurity token. usemame, varifylonce | true

O |l

Apply | [0k | [Resst] [ Cancel

Mare sbout
thiz page

Command Assistance
View administrative

scripting command for last
action

21. Check the boxes next to the two Custom properties and click Delete.

Figure 5-32 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

view: [All tasks ~

Welcome
Guided Activities
Servers
Applications
B Services
Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
B Trust semice
Security cache
Reliable mess aging state
Resources
Security
Environment

Systam adminiztration

ers and Groups

onitoring and Tuning
Troubleshooting
Service integration

EUDDT

Help | Logout
Cell=)DED2_WORLD_A931, Profile=WORLD_A931

General provider policy setbindings: ?

> ¥is-Security > ion and protection >

i i >
con_unametoken > Callback handler
Specfias the parameters for the callback handler that are used for generating the taken. Because you can plug-in
custom callback handler, you must specify the implementation class name. The application server provides aptions for
identity assertion, basic authentication, and the keystore that are passed to the callback handler implementation.

class Name

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

Page help

® Use built-in default |com.ibm.uabsphare, i unT

Ouse custom

Custom Properties

Custom propertiss

s = | [fes]
o] | |

apply | [0k | [Reset| [ cancel

Mare sbout
thiz page

Command Assistance
View administrative

scripting command for last
action

22, Under Custom properties, enter"
com.ibm.wsspi.wssecurity.token.UsernameToken.authDeferred" in the Name field.

23. Enter "true" in the Value field.

24. Click OK.
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Figure 5-33 General Provider Policy Set Bindings screen

¥ Inteprated Salutions Console - Google Chroms
10, 179,42, 162101

Integrated SoluBons Console Welcame stewe

Halp | Logaut
Wieres | All tasks w |
P— Genoral provider nolicy set bindnas
B Guided Activities B Massages
For fiald halp infarmation,
@ Sarvars B Changas have basn mads ks your local corfiguration. Yeu ean: e S e
+ Faye diractly to the mastar configuration. ma an the halp
B Applcations oursor in displayad.
+ Eguiny changes bafors saving or discarding,
&y The rarver may need to be rertarted for thape changer to take sffect. Page help.
thit beda
> Wi B sl >
con_unametoken

Command Assistance
Viay administrative
AUhantEtion tohans ae Sent in Messages to Brove or ASart an sdentity, faripring command for lagt
astion
Tokusn Consunsar

B Resowces

.
[hitpiidoce. cariescpan orplwasl 2004/ 00F oasis= 200402 sus pugamama-tokanprofle:1.0#Usmema Tokan
B Secuiny
B Esvironmant r"-.--““—--
B Srstem adminisvatin R
8 Utnrs and Growps [ weridtssvLogin | [ Naw Lagin
Maaltaring sad Tusin,
a 2 Custon propanias
B Trovblashaeting
Salact Hame valus | L]
B Tervice tagratisn ol e
@uom —

Additions Bindings

Callbach handlss

Caeply | [0k | [Rasat] [Cancel

25. In the JAAS login dropdown box, select worldBssvLogin.
26. Click OK.

27. Click Save.

Figure 5-34 General Provider Policy Set Bindings screen

¥ Integrated Solutions Console - Google Chrome

[ 10.139.142.182: 10125/ b /consolelogin.do

Integrated Solutions Console welcome steve Help | Logour

General provider policy set bindings Claze page A
[ G " a
P e [
Guided Activities > > WS-Security > ication and protection Field help
For field help information,
S Additional tokens and protactions for message parts can be ad! the default bindings, sclect aifield label o ist
marker whan the help
Applications curzar iz displaye
[ Dissble implicit protaction for signaturs canfirmation cigpisysd
[ Services

Page help
Service providers Protaction tokens

tora bout
Samica clisnts Wew woken ~ | Delere | this page

B Policy sets

S e === vt Mot
Application policy sets View

o e You can administer the following resources: oripfing command for lsst
Default policy set bindings

action
con_encxS0%token Asymmetric encryption consumer,
General provider policy zet bindings

General client policy set bindinas

B Trust semice

con_scttoken Symmatric consumer

con signxs0stoken

Asymmetric signatura consumar
Szcurity cache

Gl e s asn_encxs0gtoken Asymmetric sncryption gensratar

Rezources

gsn_scttoken Symmetric generator
Security

o|ooooo

gen_signxS03token

Asymmetric signature generator
Environment

Total 6

System administration

Users and Groups tokans
Monitaring and Tuning Delete

B Troubleshaoting Select | Authentication token name Usage

Service integration

*You can administer the follawing resourcas:

upoI O con_krbStoken Inbound

D con_ltpaproptoken Inbound
D con_ltpstoken Inbound
D con unsmetoken Inbound
Total 4

Ragquest massage signature and sneryptian protaion
[ New Signature.r | | New Encryption-s | Delete |

| select [mame | Brotaction | v

28. In the breadcrumb menu, select WS-Security.
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Figure 5-35 General Provider Policy Set Bindings screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

Help | Logout

= -

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

Welcome
Guided Activities
Servers
Applications
B Services
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Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas
Ganarsl provider policy 2et bindings
General client policy set hindings
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Security cache
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Resources
Security
Environment
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Users and Groups
Henitoring and Tuning
Troubleshosting
Service integration

EUDDT

General provider policy setbindings:

> 53 v

Follow the links for bindings associated with message security polisies, Authentication and protection sllows you to
rmanage the takens usad for signskure, encryption, or authentication, the signing information and eneryption
informatian. Keys and certificates allows you to manage the key information used for signature and encryption, trust
stores and certificate stores. Caller, when suailsble, allows you to manage the caller identity token. Actor roles, when
available, allons you to define the aster or role URL, which is typically used in intermediary scenaries.

Main Message Security Policy Bindings

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

Page help
Mare sbout

Authentication and protection
Kaus and certificates
Caller

Message expiration
Custom properties

thiz page

29. Select Caller.

Figure 5-36 General Provider Policy Set Bindings screen

¥ Integrated Selutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve

= -

Welcome
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Applications
B Services
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Help | Logout

| Cell=)DED2_WORLD_A931, Profile=WORLD_A931

General provider policy setbindings: 2

> > W5-Security > callers

Callers are used to specify the token or message part used for authentication, The srder is used to st each caller's
pricrity relative o each ather, The caller tokan that uill ba used for authentication will be the one ith highe st priority,
based on decreasing order of preference,

Preferences

[ ew || Delere || Move Up || Move Down

Clazs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

Page help
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thiz page

Command Assistance
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Soripting command for last

Nane

Total 0

action

30. Click New.
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Figure 5-37 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

| Cell=)DED2_WORLD_A931, Profile=WORLD_AS31 Clazs page

view: [All tasks ~

Welcome
Guided Activities
Servers
Applications
B Services
Sermice providers
Semice clients
[l Palicy sets
Applicstion palizy sets
Sypstem palicy sets
Defaule policy set bindinas

e e i 7 —Mhe -

> > W5-Security > callers > caller

The caller specifies the tokens or message part used for authentication.

+ Hame

+ Caller identity local park

Callzr idantit URI

[ use dentity assertion

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed,

Page help
Mare information sbout
thiz page

Command Assistance
View administrative

scripting command for last
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Ganarsl provider policy 2et bindings
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B Trust semice
Security cache
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Resources
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[ select| Hame [ valus [hew |
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Enuironment
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B [T

Troublashostin
& = 83 login custam properties

[ select| Hame [ valus [New]
e =

Service integration

EUDDT

#pply | [0k | [ Reset | [ cancel

31. Enter "worldBssvCaller" in the Name field.

32. Enter
"http://docs.oasis-open.org/wss/2004/01/ oasis-200401-wss-username-token-pro
file-1.0#UsernameToken" in the Caller identity local part field.

33. In the JAAS login dropdown, select worldBssvAuth.

Figure 5-38 General Provider Policy Set Bindings screen

7 Integrated Solutions Console - Google Chrome

[ 10,139,142, 132 10125 bm/console/login do

Integrated Solutions Console Welcome steve Help | Logout

View: [All tasks ~
- e e i 7 —Mhe -

| Cell=)DED2_WORLD_A931, Profile=WORLD_AS31 Clazs page
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Applications
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Troubleshooting
Service integration
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> > W5-Security > callers > caller

The caller specifies the tokens or message part used for authentication.

+ Hame

warldBssuCallar
+ Caller idantity local part
http://docs, aasis-open, arafy]

Callzr idantit URI

[ use dentity assertion

Callback handler
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284S login
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Field help

For field help information,
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Page help
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thiz page

Command Assistance
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scripting command for last
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34. Click OK.
35. Click Save.
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Figure 5-39 General Provider Poliicy Set Bindings screen
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Total 1

action

36. Restart the server.

5.7 Deploy Services

To deploy services

1. From the Integrated Solutions Console, select Applications->Application
Types->WebSphere enterprise applications.

Figure 5-40 Enterprise Applications screen
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el
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“You can administer the fallawing resources:

Clase page

Field help

For field help information,
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Page help
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this page
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2. Click Install.
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Figure 5-41 Preparing for the Application Installation screen

¥ Integrated Selutions Console - Google Chrome

(3¢ b

Integrated Solutions Console Welcome vrasadmin Help | Logout

1//10.139.142,182:10147/ibmfconsoleflogin.dotaction=secure.

[ view: [ailtasks ~ | | enterorise applications

syste

EupDl

Enuironment

Preparing for the application installation W=

Specify the EAR, WAR, JAR, or SAR module to upload and install

Path to the new application

® Local file system

Ful
ol le | WorldWebSemices_A93L.2ar

O Ramots file sustem

Next Cancel

m administration

©® N o a &

Click Choose File, navigate to folder where the .ear file was downloaded, and
select the WorldWebServices_A931.ear file.

On the Preparing for the application installation screen, click Next.
On the Select installation options screen, click Next.

On the Map modules to servers screen, click Next.

On the Map virtual hosts for Web modules screen, click Next.

On the Summary screen, click Finish.

The following screen should be displayed:

Note: This can take several minutes.
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Figure 5-42 Intallation screen
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9. C(lick Save.

Note: This can take several minutes.

Figure 5-43 Enterprise Applications screen
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10. Click WORLD_SOA_A931.
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Figure 5-44 Enterprise Applications screen
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11. Click Shared library references.

Figure 5-45 Enterprise Applications screen
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12. Check WORLD_SOA_A931, and click Reference shared libraries.

5-26 JD Edwards World Service Enablement Installation and Configuration Guide for A9.3 Update 1



Deploy Services

Figure 5-46 Enterprise Applications screen
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13. In the Available box, select WAS_A931, and click the arrow key to move the
library to the Selected box.

14. Click OK.

Figure 5-47 Enterprise Applications screen
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15. Click OK.

Figure 5-48 Enterprise Applications screen
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16. Click Service provider policy sets and bindings.

Figure 5-49 Enterprise Applications screen
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17. Check the box next to WORLD_SOA_A931, and click Attach Policy
Set->worldBssvPolicy.

Note: This can take several minutes.

18. Check the box next to WORLD_SOA_A931, and click Assign
Binding->worldBssvBinding.

Figure 5-50 Enterprise Applications screen
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19. Click Save.
20. On the left hand menu, select WebSphere enterprise applications.
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Figure 5-51 Enterprise Applications screen
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21. Check the box next to WORLD_SOA_A931 and click Start.

Figure 5-52 Enterprise Applications screen
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Install WebLogic Application Server

This appendix contains the topic:

= Section A, "Install WebLogic Application Server."

A.1 Installing the WebLogic Application Server

To install the WebLogic Application Server
1. Download Required Jars:

jt400.jar - retrieve from: http:/ /jt400.sourceforge.net/

log4j - for details about the latest version supported for log4j, see Doc ID 2318897.1
in My Oracle Support. Use the following URL to access and sign in to My Oracle
Support:

https://support.oracle.com
(WS: Instructions to Address JD Edwards World Security Vulnerabilities (Doc ID
2318897.1) (Release A9.3 Update)

WebLogic Installation Instructions

1. Download the WLS server installation file from OTN and install. Use the default
values.

Install WebLogic Application Server A-1
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Figure A-1 Choose Middleware Home Directory screen

Oracle Installer, - Weblogic 10.3.2.0

Choose Middleware Home Directory

Specify the Middleware Home where you wish to install ORACLE
wWeblogic 10.3.2.0.

~ Middleware Home Type

(@) Create 3 new Middleware Home

— Middleware Home Directary

| Ci\OraclsiMiddieware| |

|ﬁrowse...| | Reset |

2. Click Next.

Figure A-2 Register for Security Updates screen

& Oracle Installer - WebLogic 10.3.2.0

Register for Security Updates
Prowide your email address to be informed of security issues, install the product, ORACLE
and initiake configuration manager. htkp: ey, oracle, comy'support/policies  html

Ernail:

Easier For you if wou use your My Cracle Support email addressjusername,

11 wish ko receive security updates via My Oracle Suppart

My Oracle Support Password:

3. Click Next.
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Figure A-3 Specify Download Options screen

= Oracle Installer - Weblogic 10.3.2.0

Specify Download Options
Configure the installer so it can conkact Oracle ORACLE

to retrieve the necessary installation archives,

~ Download Cptions

Please specify a location where the installer will place any downloaded archives, and whether the
downloaded archives should be removed when the installer exits, IF your computer uses an HTTP
proxy o reach the internet specify it here,

Skorage Directory:
| CHADOCUME~115P7055~ 1)L OCALS~1{Temp || Browse.., |

[] Remove downloaded files when installer exits.

[J Use HTTP Praxy

4. Click Next.

Figure A-4 Choose Install Type screen

= Oracle Installer - Weblogic 10.3.2.0

Choose Install Type
Select the bype of installation vou wish to perform, ORACLE

® Typical
@ Install the folowing productis) and component(s):

# WeblLogic Server
# Oracle Enterprise Pack for Eclipse

2 Custom
@_’ Chioose software products and components to install and perform optional
E configuration,

5. Select Typical and then click Next.
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Figure A-5 Archive Download screen

Oracle Installer - Weblogic 10.3.2.0 - 12% Completed

Archive Download

Dowenload of installation archives from Oracle ORACLE

for Weblogic 10.3.2.0.

 Download Status

Daowenloading: ‘WebLogic Platform 10.3.2.0
Total Bytes: 774,592 687

Downloaded Bytes: 91,771,745

Time Remaining: 01:49

Elapsed Time: 0014

Transfer Rate: 6,830,358 KBjSec
Dewrloading .. el

Automatically continue installation after completion

[Eoor] [ |

6. Click Next.

Figure A-6 Choose Product Installation Directories screen

& Oracle Installer - WebLogic 10.3.2.0

Choose Product Installation Directories

Prowide the directaries where you wish to install ORACLE

weblogic 10,3.2.0,

" Discard Changes

Middleware Home Direckory

C:OracleiMiddleware

Product Installation Directories

The Product Home might contain shared utilities and any products or components Far which unique directaries
are not set,

‘WebLogic Server:

| ChOracleiMiddlewareiwlserver_10.3 || Browse. .. |

Oracle Enterprise Pack for Eclipse:
| CihoracleiMiddliewareloepe_11gR1PS1 || Browse, ., |

7. Click Next.
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Figure A-7 Choose Shortcut Location screen

= Oracle Installer - Weblogic 10.3.2.0

Choose Shortcut Location

The installer creates shortcuts to Oracle components, samples, and tools, As a ORACLE
user with administrative privileges, you can specify where these shortcuts are created,

Select the Skart Menu Folder in which yvou want ko create Oracle shortcuts:

® "all Users" Start Menu folder (recommended)
For some installations, this setting may limit the automatic creation

of server shorkcuts For users without administr ative privileges,
Refer to the documentation For more information.

_) Local user's Start Menu folder

Select this option if you need bo ensure that other profiles
registered on this machine will nok hawve access to these shortouks,

8. Click Next.

Figure A-8 Installation Summary screen

= Oracle Installer - Weblogic 10.3.2.0

Installation Summary

The Following Products and J0Ks will be installed, ORACLE

|| Weblogic Server

[ core application Server Implemants JEE technologies, Web services, and other leading
D Adrministration Console Intermet standards, to provide a reliable Framewark For highly

D Configuration Wizard and Upgrade F available, scalable, and secure applications.
[ web 2.0 HTTP Pub-Sub Server
[ webLogic 5CA
[ webLogic JDEC Drivers
[ Third Party IDBC Drivers
[ webLogic Server Clients
D weblogic Web Server Plugins
D IUCDI and Xguery Support

|| ©racle Enterprise Pack for Eclipse

[ commaon Files
] IDKs F Highlighted item: 674.5 MB

]

Description

—| | Approximate Installed Size

4] | |I| Total of all selected items: 1,215.4 MB

9. Configure the base_domain.
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Figure A-9 Create a New WebLogic Domain screen

Fusion Middleware Configuration Wizand

ok
Welcome

ORACLE’

® Create a new Webl ogic domain

Create a Weblogic domain in your projects directory.

O Extend an existing WeblLogic domain

Lse this option to add new components ta an existing domain and modify configuration settings,

=

Start > Programs > Oracle Fusion Middleware 11.1.1.2.0 > WebnLogic Server
11gR1 > Tools > Configuration Wizard

Click Next.

Figure A-10 Select a Domain Source screen

E) Fusion Middleware Configuration Wizard

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:

DlWebLDgic Advanced Web Services Extension - 10,3.2.0 [wlserver_lﬂ.S]‘

(1 Base this domain on an existing template

(=]

10. Click Next.
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Figure A-11 Specify Domain Name and Location screen

Fusion Middleware Configuration Wizand

Specify Domain Name and Location

ORACLE’

Enter the name and location for the domain:

Domain name: | base_domain |

Domain location: | C\oracle\Middlewareluser _projectsidomains | | Browse |

11. Click Next.

Figure A-12 Configure Administrator User Name and Password screen

E) Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE’

", Disgard Changes

*ser name: ‘ weblogic

#ger password: ‘ skt

*Confirm user password: ‘ HEAR A |

Description: ‘ This user is the default administrator,

User Password:
"welcomel"

12. Click Next.
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Figure A-13 Configure Server Start Mode JDK screen

usion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORrRACLE

Before putting your domain into production, make sure that the production environment is secure, For mare information, see the topic 'Securing a
Production Environment’ in the Weblogic Server documentation,

Tao use WebLogic JRockit in praduction, Oracle recommends developing and testing wour applications with WebLogic JRockit early in the project cycle.
Far infarmation about WeblLogic JRockit, see the Weblogic JRockit documentation.

‘WeblLogic Domain Startup Mode JDK Selection
@ Development Mode ® Available JDKs
Utilize book,properties For username and Sun SDK 1.6.0_14 @ C:\OracleiMiddiewareljdkl6n_14_R27
password and pall for applications ko deploy, JRockic SDK 1.6,0_14 @ CiOracleiMiddiswaretjrockit_160_|

Sun JOK recommended For better startup
performance during iterative development.

) Production Mode

4

Require the entry of a username and password [1 |I|
and do not: pall for applications ta deploy.

wiebLogic JRockit J0K recommended for better O Other JDK

runtime performance and management.

Lacation: l:l

13. Click Next.

Figure A-14 Select Optional Configuration screen

E) Fusion Middleware Configuration Wiz.

Select Optional Configuration

ORACLE’

Administration Server
Madify Settings

[]™anaged Servers, Clusters and Machines

Add or Delete
Modify Settings

] RDBMS Security Store
Modify Settings

Select:

s Administration Server

Click Next.
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Figure A-15 Configure the Administrator Server screen

Fusion Middleware Configuration Wizand

Configure the Administration Server

ORACLE’
. Disgard Changes
*hame: | AdminServer |
FListen address: | All Local Addresses [~ |

Listen port: | 7001 |

S5L lisken port: | |

55Lenabled: [

14. Use defaults and click Next.

Figure A-16 Configuration Summary screen

E) Fusion Middleware Configuration Wizard
Configuration Summary
ORACLE’
[Dromain Summary Click. on an item in the Domain Summary pane on the left to inspect its attributes in the
N Detals pane below. You can make limited adjustments by clicking Previous ko return ko a
Surnmary Yiew: _ N
‘ Deployment ‘ - ‘ prior panel. IF everything is satisfactory, click Create.
\=71 base_domain {C:\OracleiMiddewareluser_projectsidoma =
Details
=[] Server
. Atbribute  Walue
D AdminServer N . .
Mame Basic WebLogic Server Domain
Description  Create a basic Weblogic Server domain without installing sample application
Author Oracle Corporation
Location C:\oracelMiddlewarelwlserver_10. 3 commonltemplates)domainsiwls. jar
[« O [ | [

15. Click Create.
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Figure A-17 Creating Domain screen

Fusion Middleware Configuration Wizand

Creating Domain

Progress:

100%:

Preparing...

Extracting Domain Conkents...

Creating Domain Security Information, ..
Saving the Domain Information. ..

Storing Domain Information, .

String Substituting Domain Files. .
Performing ©5 Specific Tasks...
Petforming Post Domain Creation Tasks., .,
Domain Created Successfully!

Domain Location: C:ioraceiMiddlewarsiuser_projectsidomainsibase_domain
Admin Server URL: http://SPARK-PC: 7001

ORACLE"

[ Start Admin Server

[er ][ ueo ] [erevos ] [ pare |

16. Copy jt400.jar, JDEWorld]DBC jar, log4j jar, and Base]ar.jar to WebLogic server
library.

(WLS_Home\Middleware\user_projects\domains\base_domain\lib

The JDEWorldJDBC jar and the Base]ar jar are included in the Web Services .zip
file downloaded from the MyOracleSupport website.

For details about the latest version supported for log4j, see Doc ID 2318897.1 in My
Oracle Support. (WS: Instructions to Address JD Edwards World Security
Vulnerabilities (Doc ID 2318897.1) (Release A9.3 Update)

17. Install the custom security authenticator into WebLogic server environment.
Copy the MJF (e.g. World Authenticator.jar) to
<WL_HOME> /server/lib/mbeantypes.

The World Authenticator jar file is included in the Web Services .zip file
downloaded from the MyOracleSupport website.
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This appendix contains the topic:

= Section B.1, "Creating the WebSphere Application Server."

B.1 Creating the WebSphere Application Server

To create Application Servers in WebSphere
1. Launch the IBM Web Administrator for i: http:/ /localhost:2001 / HTTPAdmin.

Figure B-1 IBM Web Administrator screen

[ HITP Server Administration © X

<« C A | [J10139.142,182:200 /HTTPAdmIN
(7 Bookmarks

Manage

AllServers | HTTF Servers | Application Servers | Installations
 Common Tasks and Wizards Manage All Servers
J Create Web Services Server
j E;Z;‘Z :;Lﬁ;’;:;ww AIHTTP Servers| | All Application Servers
J Create WebSphere Portal
Data current as of bty 14, 2013 &:10:45 &b
Server & Version Status Address:Port Descr|
© A91DOCHAYIDOC ¥6.1.0.43 ND @ Stopped 111Z1111311114,111181111611117,11127 11128
© defaultisenert VI.00.27 Express @ Gtopped  *2800,5060,5061,8880,3043,3060,0080,3443
¢ defauliserert V1.0.0.27 ND © Stopped  *:2809,5060,5061,8860,8043,9060,3080,9443
© DEYSERVERIDEVSERVER V6.1.0.43 ND © Stopped *110028,10030,10031,10032,10033,10034,10044 10045
© QWIRELESS VI1 (ntappsw) @ Stopped 9005
@ SEANTESTO1/SEANTESTO! VI.00.27 Espress @ Stopped  *10184,10185,10186,10187,10192,10189,10200,10201  WebSphere appiication sewver created |
© S04 AI31I504 AO31 V1.0.0.27 ND @ Stopped *10104,10105,10108,10107,10108,10109,10120,10121  WehSphere application server created |
¢ STEVETSTISTEVETST V1.00.27 Express @ Stopped  *10164,10165,10166,10167,10168,10169,10180,10181  WebSphere application sewer created |
¢ EIEVE TESTISTEVE TEST V1.0.0.27 ND © Stopped *10144,10145,10146,10147,10148,10149,10160,10161  WehSphere application sewver created |
© IRANS SERVEROUMIEE Sewer Comtainer V6.1.0.43 ND © Stopped */10092,10093,10097,10098,10100,10101,10102,10103
© IRANS SERVEROVTRANS SERVERD] VB.1.0.43 ND @ Stopped  *:10075,10076,10077,10076,10079,10080,10090,10081
© VHASESVRIWASETSVR V6.1.0.43 ND @ Stoppad */10044,10045,10046,10047,10048,10049,10059,1 0080
© WORLDDOCMIORLODOE V6.1.0.43 ND © Stopped  *10014,10015,10016,10017,10015,10018,10029 10030
© WORLD AG3MWORLD A931 V7.0.0.27 ND © Stopped *10124,10125,10126,10127,10126,10129,10140,101¢1  WehSphere application sewver created |
< | B
[Refresh | SEJ’ @J’\ Rza‘ar\j}
Manage Details | | Delete | Rename |

2, Click Create Application Server.
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Figure B-2 Create Application Server screen

[ HTTP Server Administration - %

« C A [} 10.139.142.182:2001/HTTRAdmIN W q: =
[ Bookmarks

IBM Web Administration for i

(] Other boskmarks

ated Links

AlServers | HTTP Servers | Application Senvers | Installations

 Common Tasks and Wizerds Create Application Server
J Creste Yeh Services Server
J Create HTTP Server
e et . welcome 1o the Creale Application Server wizard. This wizard creales @ new applicalion server ta run Weh applications with dynamic content, updales the Web server plugin configuration
3 creste WebSphere Poria for an associated extemal HTTP server, and creates all necessary database providers and required for the Weh you chonse to install

+ Install Product and installation Manager
The wizard handles the product and Installation Managet install as necessary for WebSphere Application Server Version 8.0 ar higher products in addition ta creating and configuring
the server. To create YiebSphere Application Server an a new product installation, the product packages are required. The wizard also installs and upgrades 1BM Installation Manager
tool which is required to install WebSphere Application Server praduct

+ Configure Host Routing
A applieation must be mapped to a hostin order ta be actessed. A hostis defined bythe hostname or I address, and a port nurmber. By default the application is configured to e
accessible through a default list of hosts defined for the application server. Ifyou wish far mare granular contral, you can restrict access o your application by configuring it to specific
hosts,

+ Install Application
Applications must be installed onto the application server to be accessible. The Install New Application wizard takes your archive file that contains the application and deplays the
application an the server.

 Setup Database Connection

Many applications need to access databases o retrieve and store data. Database providers and connections are the vehicle used to tell the server how to access the database, what
database to access, and where the datahase is located

3. Click Next.

Figure B-3 Create Application Server screen

[ HTTP Server Administration © X
<« C | [110.135.142,182: 200 1/HTTPAdmIn
(1 Bookmarks

IBM Web Administration for i

[ other boskmarks

(@ wensphere.

AllServers | HTTP Senvers | Application Servers | Installations

 Cormman Tasks and Wizards Create Application Server
J Create Yeb Services Server
1 Create HTTP Server Select Application Server Version and Type
1 Creste Application Server
3 Creste WebSphers Portal This systern has mare than ane version and ype of application server installed. For WehSphere Application Serverversion 8.0 or higher, you can choose to create the server on existing

installation ar install a nevr Y¥ehSnhere Application Server installation. This reguires the product packages 1o be located an this local system or a remote system. The wizard handles the
install steps in addition to serer ereation and configuration Using this new installation

Choose the type of application serverto create

IBM initegrated Web application server for i
Owvaa

WebSphere Application Server:
O New Installation  WebSphere Application Server V7.0 Express, allows you to add 2 wide range of complex business logic to your Web appiication with a full function J2EEC™
OvioEmpress  Compliant application seiver.

Owvrano WebSphere Application Server V7.0 Express can be instalied in muitiole focalions on this systern. [Muitiole appiication servers can be crealed from each
Oved ND Installstion. The product install path for this instaliation

4. Select the desired WebSphere Application Server version, and Click Next.
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Note: Please refer to the certification information on
myoraclesupport.com to determine the certified versions of
WebSphere.

Figure B-4 Create WebSphere Application Server screen

[ HTTP Server Administration © X
€ & C i |[}10.139.142.182:2001/HT TPAdmin =
(] Boskmarks
IBM Web Administration for i

Manage |0

[ other boskmarks

AllServers | HTTP Senvers | Application Servers | Installations

v Coininan Tesks and Wizards: Create WebSphere Application Server - Express, V7.0.0.27
J Create Yeb Services Server
J Create HTTP Server Spacify Application Sarver Name

J Creste Application Server
J Creste webSphere Portal z i
2 Specily a unigue name for the application server, ©

Application server name: [WORLD_SOA_A931

Sarver deseription [WebSphers application server created by the C

i

5. Enter Application Server Name and Description and then click Next.
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Figure B-5 Create WebSphere Application Server screen

[ HTTP Server Administration - %

« = C A |0 10130142182 2001/ HTTPAdMIn %o, =
[ Bookmarks

(] Other boskmarks
IBM Web Administration for i

AlServers | HTTP Servers | Application Senvers | Installations

acommoniiesielanditzards) Create WebSphere Application Server - Express, V7.0.0.27
J Creste Yeh Services Server
J Creats HTTP Server Select HTTP Server Type
) Create Appiication Server
D EEp R ORe] The anplication server may he assotiated with an external HTTP server. If selected, the wizard will setup the external HTTP server with the necessary infarmation to raute incoming URL
requests to this application server.
Chaose the HTTP senver ype: @
O create a new HTTP server (nowered by Apache)
© gelect an existing HTTP server (povered by Apathe)

@ Donot associate an etemal HTTP server with this application server

6. Select Donot associate an external HTTP server with this application server and
then click Next.

Figure B-6 Create WebSphere Application Server screen

[ HTTP Server Administration © X

€ & C i |[}10.139.142.182:2001/HT TPAdmin =
(7 Baskmarks

[ other boskmarks
IBM Web Administration for i

AllServers | HTTP Senvers | Application Servers | Installations

v Coiniman Tesks and Wizards: Create WebSphere Application Server - Express, V7.0.0.27
J Create Yeb Services Server
1 Create HTTP Server Specify Intemal Ports Used by the Appiication Server

 Creste Applcation Server
ol SRR R The anplication serveruses several intemal services such as intemal HTTP transport service, Simple Object Actess Protocol (SOAP) sense, name senice, and several other senices to
perform its processing. In order for these services to be confgured, you must provide a black of 20 consecutive ports that are currently not in use on your system. Specify the first TCP port

[
number in the range and the wizard will assion the ports that are to be used by each internal sewvice. For example, if 10204 is entered as the first portin the range, then ports 10204 o
10223 will be configured

First port in range:

7. Click Next.
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Figure B-7 Create WebSphere Application Server screen

[ HTTP Server Administration - %

« = C A |0 10130142182 2001/ HTTPAdMIn %0, =
[ Bookmarks

IBM Web Administration for i

(] Other boskmarks

(@ websphere.

AllServers HTTP Senvers | Application Senvers | Installations

acommoniiesielanditzards) Create WebSphere Application Server - Express, V7.0.0.27
J Creste Yeh Services Server
J Crests HTTP Server Select Sample Applications

J Create Application Server

D EEp R ORe] You may optionally install sample applications into this application server. Choose the applicalions you warit o install and the wizard will denloy thern for you,

Selectwhich sample applications to install:
' Query- Provides dynamic guery service for EJB client applications. This service is accessible anly to applications using EJB query language, notWeh browsers.

Default Applications - A set of samples, including SnoopSenet, that may be used to verify your application semer is warking

8. Click Next.

Figure B-8 Create WebSphere Application Server screen

[ HTTP Server Administration © X
€ & C i |[}10.139.142.182:2001/HT TPAdmin =
(] Boskmarks
IBM Web Administration for i

[ other boskmarks

AllServers | HTTP Senvers | Application Servers | Installations

v Coininan Tesks and Wizards: Create WebSphere Application Server - Express, V7.0.0.27
J Create Yeb Services Server
J Create HTTP Server Configure Identity Token SSO for Web to Access IBM |

J Create Application Server

if) G ISR Identity Token 580 is a mechanism where a single user signon action permits access to multiple IBM | systerns. This allows your Web-based interfaces to access IBM | back-end

applications without having to prompt for additional authentication. Ideniity Tokens are implemented using Enterprise Identity Mapping (EIM). EIM maintains the relationships between b
users and IBM | user profiles. The application sewer creates a token for the servers configured to suppart identity Takens in this EIM Damain

Mote: Ell i hosted an an LDAP server that must be configured and running hefore continuing

Configure Identity Tokens: €
@ Do not configure Identity Tokens
O configure Identity Tokens

9. Click Next.
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Figure B-9 Create WebSphere Application Server screen

[ HTTP Server Administration - %

« = C A |0 10130142182 2001/ HTTPAdMIn %o
[ Bookmarks

IBM Web Administration for i

(] Other boskmarks

AlServers | HTTP Servers | Application Senvers | Installations

RaComoniieskeland M zarde) Create WebSphere Application Server - Express, V7.0.0.27
J Creste Yeh Services Server
J Crests HTTP Server Summary

J Create Application Server

D EEp R ORe] wihen you click Finish this WehSphere application server will be created.

Application Server

WAS version 7.0.0.27 Express

Application server name: WORLD_S0A_A931

Server description WiehSphere application server created by the Create Application Server wizard
Internal port range: 10204-10223

Virtual host default_host

Prafile root JQIBMIUS oDy 7

External HTTP server association: None

Server URL. it 7HIDED2:1 0204

Business applications. None

Sample applications:

name | URL to access
query Used by EJB client applications
hitp:iDEDZ: 1 0204/sn00p
Default Applications | hitptJDEDZ:10204/hiteournt
hitpiDEDZ:10204hello

Note: To access the application(s) you have chosen, startthe application sewver, then erter a URL fram the table above

Printable Summary

10. Click Finish.
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Code and Deploy Your Own Web Services

This appendix contains these topics:
s Section C.1, "Coding and Deploying Your Own Web Services,"
»  Section C.2, "Deployment Profiles."

C.1 Coding and Deploying Your Own Web Services

To code and delpoy your own Web Services

»  Use the WebServiceBase_v4 and WebServiceBaselmpl_v4 classes to create custom
web services.

= Both classes exist in the BaseJarjar file.

= Extending one of the base classes (WebServiceBase_v4 and WebServiceBaselmpl_
v4) gives you an RPGInvoke and Connection.

= Use the RPGInvoke to call an RPG program on the JDEdwards World system.
s Use the Connection to access the JDEdwards World database.

= Extend WebServiceBase_v4 when creating services that only require executing a JD
Edwards World program.

= Extend WebServiceBaseImpl_v4 when creating a web service that requires
database access.

= Refer to the source zip file for examples on how to create web services using the
BaseJarjar file.

C.2 Deployment Profiles

The jar files required for the Web Services were configured in the previous procedure
by adding the jar files to the World_Services folder and setting the server classpath to
include these jars.
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Figure C-1 World_Services Folder

|5 MBean
= ) Orade
1) BSsv
12 config
= ) Middieware
1) jdeveloper

1) jdk160_14_R27.6.5-32

1) logs
() modules
12 orade_common
15 user_projects
1) utils
= 1) wiserver_10.3
(=) common
(= inventory
LN
=1 ) server
12 adr
I bin
Ddb
B ) ext
(22 jdbe

[=1]orid_Services

12 indude
=]

1) locale

I native
(= uninstall

o man

In Jdeveloper, the individual projects only need to deploy those files that are required

by the web service.

Figure C-2 Project Properties screen

|4] BaseJar.jar 88KB
[*#] 30EWorldIDBC. jar 5328
=] 5t400.ar 4,303KB
[4)loga-1.2. 14.jar 359 KB

Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File

3/8/2010 9:42
3/3/2010 3:28
/27/2009 9:4]
9/14/2006 1:0

& Project Properties - C:\JDeveloper11g_Applications\Web5Services_w#\EmailAddress_v4\EmailAddress... rz|

(68 |

[#-- Project Source Paths
[#-- ADF Model

..... ADF View

[#h Ant

[#-- Business Components
[+~ Compiler

----- Dependencies

.....

----- EJB Module

----- Extension

[#- Javadoc

----- Java EE Application
----- JSP Tag Libraries

----- 15P Visual Editor

----- Libraries and Classpath
----- Resource Bundle

----- Fun/Debug/Frofile

----- Technology Scope

Deployment
() Use Custom Settings
(3) Use Project Settings

Deployment Profiles:

E| webServices (WAR File)

Edit...

Delete

[ ox

] |

Cancel

1. Highlight WebServices(WAR File) and then click Edit.
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Figure C-3 Edit WAR Deployment Profile Properties screen

© Edit WAR Deployment Profile Properties

)| General

WAR File:
|_Applimtions\WebServioes_\-'4\WLS_Deployments\EmaiIAddress_v“Lwar|[ Browse... ]

- YWAR Options

= File Groups

=} Web Files Deployment Plan:

Contributors |
- Filters

- WEB-INF/dasses

Contributors (3) Use Project’s Java EE Web Context Root

|[ Browse... ]

Filters |Web_5er\rices_\r4—E|11aiIAddress_\r4—cor1text—root |
=5 \’_‘-I'EE'INFﬂib & () Specify Java EE Web Context Root:
Contributors
_____ Library [::e";::dendes - Deployment Client Maximum Heap Size (in Megabytes}:
----- Profile Dependencdies
[=+- Platform

e WebSphere 7.x

-

2. Enter a path where you want your WAR file created.

Figure C-4 Edit WAR Deployment Profile Properties screen

& Edit WAR Deployment Profile Properties

2 [¢] 2 weB-INF
5[] (3 wad
[w] 2 Ermadaderesalmgl_v4Garios-fva v mapoe,
wesh, s

woehlogec. waml
wehservices, uel

[CfCefief i

3. Under Web Files > Filters, select all files.
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Figure C-5 Edit WAR Deployment Profile Properties screen

© Edit WAR Deployment Profile Properties

----- Library Dependencies
----- Profile Dependencdies
[=+- Platform

i WebSphere 7.x

)| Filters
General [ Fies | Patterns
- YWAR Options
= File Groups This file group incdudes the project output directory as a contributor. ¥ou may need to
- Web Files compile the project to see all files coming from the output directory.
- Contributors

B--- (23 Merged Contents of This File Group's Contributors

P Filters =[] E3 .data
El WEB-INF fdlasses -] 3 00000000
; Contributors

[[1[E] Emailaddress_v4.cdi_javac

[1[E] webServicesBASE_v4.cdi_javac
- WEB-INF b E-[¥] £3 com

- Contributors =-[¥] £3 orade

- Filters

23 world

(23 addressbook

[¥] [E] EmailaddressImpl_v4.class

@ EmailAddressImpl_v4PortType.dass
[E] EmailRequest_v4.dass

] EmailResponse_v4.dass
=[] £3 base

B [1E3 connection

...... [] [E] RPGInvoke.dass

Expand All Nodes

Collapse All Nodes

[ oK ][

Cancel ]

4. Under WEB-INF/classes, only select the files specific to this service. The files
under base are included in the Base]arjar, so they do not need to be included here.

Figure C-6 Edit WAR Deployment Profile Properties screen

& Edit WAR Deployment Profile Properties

General

VWAR. Options

[=}- File Groups

EJ Web Files

{ e Contributors

- Filters
(= WEB-INF//dlasses
i L. Contributors

- Filters
- WEB-INF lib

.. Contributors
----- Library Dependencies
----- Profile Dependencies
(=} Platform

L. WebSphere 7.x

Filters

Files | Patterns

i8] Merged Contents of This File Group's Contributors

|:| @ com.bea. core.weblogic.security_1.0.0.0_5-2-0-0.jar
[][E] IDEWorldIDBC. jar

[1[E1 jt400.jar

[ 5 log4i-1.2.14.jar

Expand All Nodes

Collapse All Nodes

[ ox

] [ Cancel

]

5. Under WEB-INF/lib no classes should be selected, these jars are either part of the
WLS install or were included in the server classpath in the installation instructions

above.
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D

Uninstall Service Enablement

This appendix contains the topic:

= Section D.1, "Uninstalling Service Enablement."

D.1 Uninstalling Service Enablement

To uninstall Service Enablement
If you need to uninstall JD Edwards World Service Enablement, use the OUI installer.

Figure D-1 OUI Installer Welcome screen

‘4 Qracle Universal Installer: Welcome

ORACLE’

JD EDWARDS WORLD
Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products.." to see all installed products.

( Deinstall Products. .. )

Ahout Oracle Universal Installer...Jl

Help )I Installed Eroducts...JI Eack: e Install Cancel

1. Start the OUI installer:

Run Disk1\oui\bin\setup.exe and click Deinstall Products on the Welcome
screen.
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Uninstalling Service Enablement

Figure D-2 Inventory screen

X

“ Inventory

You hawe the following Cracle products installed:
OraClient! Dg_hame2 [
OUl_and_0SP_110G

~ Praduct Infarmation
Location:
CAOraHame_2

[ Show empty homes.

Ifyou want to remove Oracle software, please check the items and click
"Remowe".

To see the languages installed and other details of a component,select

the component and then click "Details".
Details... | Bemave...
Help Save As. I Close I

2. Select the checkbox of the Service Enablement folder name you created and then
click Remove.

Figure D-3 Confirmation screen

Are wou sure you want to deinstall the following products
and their dependent compaonents?

ChAdraHome_2 (1 product

L Oracle JD Edwards World Service Enablement 1.1.
Hormes to be removed

I—C:IOraHnme_E (Serice_Enablement)

3. On the Confirmation screen, click Yes.
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Figure D-4 Inventory screen

Cantents l-

ou have the following Qracle products installed:

S-0racle Homes

igmacnentmg_hnmez
OUl_and_0SF_11G

~— Product Informatian

Location:
Mot Available

[ Show empty homes.

Ifyou want to remove Oracle software, please check the items and click
"Femove".

To see the languages installed and other details of a component, select
the component and then click "Details".

Details...

Help Save As.. I Close

4. On the Inventory screen, click Close.

Figure D-5 End of Installation screen

¥ Oracle Universal Installer: End of Installation

ORACLE

JD EDWARDS WORLD
End of Installation
The installation of Oracle JD Edwards World Service Enablement was
successful.
Help instalied Products... Back ] et ) | Install Bt

5. On the End of Installation screen, click Exit.
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Figure D-6 EXxit screen

6. On the Exit screen, click Yes.
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