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Preface

Intended Audience

Welcome to Release 7.1 of the Oracle Financial Services Analytical Applications
Infrastructure (OFSAAI) Installation and Configuration Guide.

This guide is meant for use by the OFSAInfrastructure Application System
Administrator. It provides step-by-step instructions necessary for installing this
application.

See Related Information Sources on page x for more Oracle E-Business Suite product
information.

Deaf/Hard of Hearing Access to Oracle Support Services

To reach Oracle Support Services, use a telecommunications relay service (TRS) to call
Oracle Support at 1.800.223.1711. An Oracle Support Services engineer will handle
technical issues and provide customer support according to the Oracle service request
process. Information about TRS is available at
http://www.fcc.gov/cgb/consumerfacts/trs.html, and a list of phone numbers is
available at http://www.fcc.gov/cgb/dro/trsphonebk.html.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible
to all users, including users that are disabled. To that end, our documentation includes
features that make information available to users of assistive technology. This
documentation is available in HTML format, and contains markup to facilitate access by
the disabled community. Accessibility standards will continue to evolve over time, and
Oracle is actively engaged with other market-leading technology vendors to address
technical obstacles so that our documentation can be accessible to all of our customers.
For more information, visit the Oracle Accessibility Program Web site at



http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an otherwise
empty line; however, some screen readers may not always read a line of text that
consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations
that Oracle does not own or control. Oracle neither evaluates nor makes any
representations regarding the accessibility of these Web sites.
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Post Infrastructure Installation Activities
Starting Infrastructure
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Configuration of OFSAAI
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Related Information Sources

Do Not Use Database Tools to Modify Oracle E-Business Suite Data

Oracle STRONGLY RECOMMENDS that you never use SQL*Plus, Oracle Data
Browser, database triggers, or any other tool to modify Oracle E-Business Suite data



unless otherwise instructed.

Oracle provides powerful tools you can use to create, store, change, retrieve, and
maintain information in an Oracle database. But if you use Oracle tools such as
SQL*Plus to modify Oracle E-Business Suite data, you risk destroying the integrity of
your data and you lose the ability to audit changes to your data.

Because Oracle E-Business Suite tables are interrelated, any change you make using an
Oracle E-Business Suite form can update many tables at once. But when you modify
Oracle E-Business Suite data using anything other than Oracle E-Business Suite, you
may change a row in one table without making corresponding changes in related tables.
If your tables get out of synchronization with each other, you risk retrieving erroneous
information and you risk unpredictable results throughout Oracle E-Business Suite.

When you use Oracle E-Business Suite to modify your data, Oracle E-Business Suite
automatically checks that your changes are valid. Oracle E-Business Suite also keeps
track of who changes information. If you enter information into database tables using
database tools, you may store invalid information. You also lose the ability to track who
has changed your information because SQL*Plus and other database tools do not keep a
record of changes.
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About this Manual

Introduction

Oracle Financial Services Analytical Applications Infrastructure (OFSAALI) is a business
intelligence application, developed by Oracle Financial Services Software Limited. It is a
decision-support system that helps deliver information required for strategic, tactical,
and operational decision making.

OFSAAIl is a data management tool-set that is platform independent, and is designed to
meet the needs of small, medium, and enterprise customers. It is also web-enabled and
has an n-tiered architecture that provides the required security, scalability, and high
availability.

Scope

Infrastructure architecture provides a choice of platforms to the end-user. The available
options enable the end-user to choose the environment based on their preference,
system performance and cost parameters.

This manual details the steps involved in installing OFSAAI in the released
environment.

Organization of the Manual
The Installation Manual is organized into the following chapters.

Pre-Installation Activities section identifies the hardware and base software components
that are required for a successful installation and functioning of the Infrastructure
application. It also gives information on the Infrastructure Architecture.

Infrastructure Installation Options provides information on the two modes of
Infrastructure Installation.

The Pre-Installation Infrastructure Activities Checklist outlines the pre-installation
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activities that must be completed successfully prior to initiating the Infrastructure
Installation Kit run.

WebSphere Configuration for Infrastructure Application Deployment outlines the steps
required to create / delete a new profile in Websphere.

Installing Infrastructure section details the steps to be followed during the infrastructure
installation.

Installing Secondary Application Server details the procedure to be followed for Secondary
Application Server instance.

Configuring the Servlet Engine section outlines the steps required to create and deploy the
EAR file in WebSphere and WAR file in Tomcat

Post Infrastructure Installation Activities section details the list of activities to be
performed after the installation of the Infrastructure application.

Starting Infrastructure details the sequence and the process of starting this application.
System Configuration provides information on Configuring Server details.

Configuring Database Server Details outlines the procedure to be followed for configuring
as well as defining the database server.

Configuring Details chapter provides details on configuring the application server, web
server, database as well as on configuring the information domain. This chapter also
provides the steps to be followed while adding database server details for DB server.

Resource Reference Configuration chapter provides information regarding Configuration
of Resource Reference in Infrastructure Application, Websphere Application Server as
well as Tomcat Application Server. This chapter also provides the steps to be followed
for Creating the Data Source in Websphere Application Server as well as Tomcat
Application Server.

Uninstalling Infrastructure Components section provides step by step instruction to
uninstall the Oracle Financial Services Analytical Applications Infrastructure
application.

Defining Application Sources chapter provides the steps to create an application source.

The Pre-Installation Applications Activities Checklist outlines the pre-installation activities
that must be completed successfully prior to initiating the Application Installation Kit
run.

Applications Installation chapter describes the installation process where the Three
Product setup components are installed on separate machines with the Product
installation on separate machines.

The Post Application Installation Activities chapter outlines the post-installation activities
that must be perfomed once the installation of the Oracle Financial Services FTP, PFT
and ALM Product is completed.

Configuration of OFSAAI chapter outlines the steps involved in Configuring for Model
Upload Utility as well as Configuration for Dimension and Hierarchy Management.
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Frequently Asked Questions chapter attempts to provide answers in resolving few of the
OFSAAI Installation and configuration issues.

Since Infrastructure makes use of the Third Party Freeware, the license agreements for
the same are attached in the concluding section of this manual.

About this Manual 1-3
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Pre-Installation Activities

Introduction

The list of pre-requisite hardware and software required to install and run the OFSAAI
application is stated in this section.The installation process requires certain
environmental variables to be set prior to starting the installation. Ensure that these
requirements are met before performing the installation. You are requested to refer to
the Release Notes for any updates on hardware or software requirements.

Environment

Please refer to Support Note 1070591.1 at https://support.oracle.com, for information on
technology components that are required to install Oracle Financial Service Analytics
Infrastructure.

Control Panel Settings

The Infrastructure application is an internationalized application. Therefore, if the user
requires the display of the application in the local language, the local settings need to be
specified on the client machine. Contact your System Administrator for assistance in
installing and configuring the language and regional settings.

Note: The availability of local language support is governed by the
application license issued.

Infrastructure Architecture
The Infrastructure application is architected into 3 layers:

e The Application layer that hosts the application's business logic.
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e The Database layer that hosts the application's back-end components.
e The Web layer that hosts the applications’ General User Interface (GUI) components

Each layer installs its corresponding components. As mentioned earlier in the
Hardware Environment section, the components can be installed on a single machine
(referred to as the single-tier mode) or on multiple machines (referred to as the

multi-tier mode).
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Infrastructure Installation Options

Introduction

As explained in the earlier section, OFSAAI supports multiple deployment
architectures. You must choose the architecture that best suits your business and
technology needs. It is mandatory that you select the scenario (architecture) before
proceeding with the installation.

There are two modes of Infrastructure Installation, Single Tier and Multi Tier.

Single-Tier Installation

You can install all the Infrastructure components — Application, Web and Database
components —on a single machine. This option further warrants the Servlet Engine to be
installed on the same machine.

Single Tier Installation with Database Engine on Remote Machine

You can also choose an option in the single tier architecture where the database engine
is pointed to a remote machine. This particular architecture would be as follows:

¢ Infrastructure Application and Database components and Web components are
installed on Machine A

* Database Engine is pointed to Machine B
Note: ® Make sure that you have a TNS entry of Machine B in Machine

A. In such cases, make sure that the database client of same version is
installed in Machine A.
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Single Tier Installation with Web Server on Remote Machine

You can also choose an option in the single tier architecture where the servlet engine is
installed on a remote machine. This particular architecture would be as follows

¢ Infrastructure Application and Database components and Web components are

installed on Machine A

¢ Infrastructure Web components are installed on Machine A for the creation of
Infrastructure Application files (EAR\WAR files)

¢ Infrastructure Application files or EAR\WAR files are deployed on the Web server
installed on Machine B

e EAR/WAR files are the Infrastructure Deployed files.

¢ The creation and deployment of EAR\ WAR files will have to be
done manually. Refer to WebSphere Configuration section for
instructions on WebSphere EAR Files Creation and Deployment and
Tomcat Configuration section for instructions on Tomcat WAR Files
Creation and Deployment..

Multi-Tier Installation

OFSAALI also supports multi-tier installation . Four installation options are described in
this section. In each of the options, the assumption is that the servlet engine, Tomcat is
installed on the same machine that will be used to install OFSAAI Web components.

In all the cases below where Multi Tier option is selected in the Infrastructure
Installation Mode screen, the components (Application, Database or Web), that are

being installed in the particular machine must be selected in the Choose Component(s)
screen.

Multi-Tier Installation-Option |

You may choose to install the three components on separate machines with the servlet
engine on the same machine identified as the infrastructure web server.

This particular architecture would be as follows:

* Infrastructure database components are installed in Machine A
® Infrastructure Application components are installed on Machine B

¢ Infrastructure web components are installed on Machine C

3-2 Oracle Financial Services Analytical Applications Infrastructure (OF SAAI) Installation and Configuration Guide



e  Web server is installed in on Machine C

Multi-Tier Installation-Option Il

You may choose to collapse the Infrastructure Database and Application layers into one
machine and host the Infrastructure web layer along with the servlet engine on a
separate machine.

This particular architecture would be as follows:

* Infrastructure database and application components are installed on Machine A
* Infrastructure web components are installed on Machine B

e  Web server is installed on Machine B

Multi-Tier Installation-Option llI

You can choose to host the Infrastructure database components on a separate machine

and collapse the Infrastructure application and web layers along with the servlet engine
onto a separate machine.

This particular architecture would be as follows:
¢ Infrastructure database components are installed on Machine A

¢ Infrastructure application and web components are installed on Machine B

e  Web server is installed on Machine B

Multi-Tier Installation-Option IV

You can also choose to host the Infrastructure Application components on a separate
machine and collapse the Infrastructure database and web components along with the
servlet engine on a separate machine.

This particular architecture would be as follows:

* Infrastructure database and web components are installed on Machine A
¢ Infrastructure application components are installed on Machine B

e Web server is installed on Machine A

e For all multi-tier installation options stated, the Infrastructure
database components must be installed first.
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e In all multi tier installations, communication must be established
between machines A and B either through IP addresses or
hostnames.

* In all the above multi-tier options, you also have the provision to
configure the database engine in a Remote machine. This requires a
TNS entry of database engine machine in database components
machine. In such cases, the machine that has the database
components installed on it requires the database client of the same
version to be also installed on it.

e In case of multi-tier installation, the tnsname and SID should be
same in both the application and database layers.

Distributed Infrastructure Application Server

With the increase in data handled/managed by the Infrastructure server and its various
services, it is increasingly becoming apparent that the server needs to be scaled out /
distributed across different JVMs (machines). In earlier versions, the server did not have
the functionality to distribute the various services. However, the current functionality
allows the server for distributing the load based on different information domains. Each
of this distributed Infrastructure Application Server known as Oracle Financial Services
Analytical Applications Infrastructure application instance.

The main features of Infrastructure Application Instance are:

e Distribution based on both services and information domains.

* Availability of an Administrative Console to monitor the Servers which allows the
user to decide the number of application server instances on which the instance

needs to be distributed based on different services and information domains. Load
balancing is achieved by the distribution of services.

The first Infrastructure application Instance would be termed as the Default Application
Instance.
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Pre-Installation Infrastructure Activities

Introduction

Checklist

Before the OFSA Al installation Kit program is run, ensure that the pre-installation
activities mentioned in the checklist below are completed successfully.

Tasks

General

Configuration

Ensure that the pre-requisite base software as outlined in the Software
Environment chapter has been installed and administered on each
machine.

Make sure that you have approximately 1.4 GB hard disk space in your
/tmp mount. This is required for Infrastructure installation and will be
released once the installation is complete.

Create a separate Unix user administrator account on the released
environment machines on which Infrastructure components will be
installed. Note that the shell prompt set for these user accounts should
be korn shell. These user ids will be used to log on to the machines and
initiate the installation process. By default, the home directory would
have '755' UNIX permission. Make sure that these newly created user
accounts also have '755' UNIX permission. This user should not be the
same user used for Oracle database application installations.
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Ensure IBM XL V9 runtime compiler is installed on all the machines
used for OFSAALI installation if this is on AIX. It can be downloaded
from the following link

http://www-1.ibm.com/support/docview.wss?rs=2030&context=SSJT9L
&uid=swg24015997&loc=en_US&cs=utf-8&lang=en

Download Package Name is xlcpp.rte.9.0.0.aix.base.tar.Z

Hummingbird Exceed 7.0 must be available on all the machines. This
is required to run the Installation Kit.

On all machines in which Infrastructure components will be installed,
the PATH variable in the user profile of the machines must point to
Java Runtime installation. The machine on which the Infrastructure
Web components are installed, the PATH variable in the user profile of
the machine must point to Java Development Kit installation.

SMTP services must be running on any one of the machines. The
machines need not be the ones identified for installation of
Infrastructure components. This is required by the Rule Engine
modules of Infrastructure. This configuration is optional.

The machines that will be used for the installation of Infrastructure
components must be on the network and must be able to resolve each
other's hostname. This is required in the event the installation is
required to be performed using the hostnames instead of the IP
addresses.

If multiple machines are used for the Infrastructure installation, the
server date & time set at each machine must be the same. Different
date-time settings on each machine will lead to improper functioning
of the scheduler in the Infrastructure application.

For optimal performance in Application Server layer of OFSAAI, the
RAM size must be around 20 times the size of the Erwin model.
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The minimum space required for installing the Infrastructure
components is given below. Make sure that the machines in which the
Infrastructure components are installed have the following minimum
required space.

Infrastructure Application Layer - 113 MB

Infrastructure Database Layer - 125 MB

Infrastructure Web Components - 275 MB

Infrastructure War file deployment in web layer - 270 MB

Space used for Tomecat - 270MB

Note: Make sure that /tmp area has a minimum of 1200 MB space.

Oracle Database
Configuration

The value of open database cursors need to be set to a minimum of 100
For example, ALTER SYSTEM SET OPEN_CURSORS=100

The Oracle Service and the Oracle TNS listener must be started on the
machine which is designated as Infrastructure Database Server.

The Oracle SID that will be used by the application must be specified
as an appropriate entry in tnsnames.ora.

In case of multi-tier installation, the tnsname and SID should be the
same in both the Application and Database Layers.

The oracle instance must be created with the default NLS NCHAR _
CHARACTERSET as AL16UTF16.

The oracle instance must be created with the default
NLS_LENGTH_SEMANTICS as BYTE

The oracle database alias name created for oracle instance and oracle
service name should be the same.
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It is essential to create a Config Schema user that will be used by
Infrastructure with these set of privileges:

grant create session to <Config Schema user>
grant create view to <Config Schema user>
grant create sequence to <Config Schema user>
grant create table to <Config Schema user>
grant create procedure to <Config Schema user>
grant create any index to <Config Schema user>
grant create trigger to <Config Schema user>

The Config schema is the master schema that stores much of the
Infrastructure metadata including security mapping and configuration.
This Config Schema User will be required when entering the Oracle -
Database details during Infrastructure installation.

A separate schema will need to be created for the application
installation. This schema, referred to as the Atomic schema, will store
all the data and metadata for the application(s) that are installed.
Information domains or Infodoms are created within the Atomic
schema and not the Config schema.

For more information on Infodoms, Config and Atomic schemas refer
to Configuring Details, page 14-1.

On the machine which is designated to be the Infrastructure database
server, ensure that the ORACLE_HOME is set pointing to the Oracle
11g installation path. This path should be included in the .profile file of
the user installing the application.

Note for Linux platform installation:

ORACLE_HOME should be set to 32-bit Oracle 11g Client installation
path. It is required to use the 32-bit Oracle Client libraries even for a
64-bit Linux server.

Make sure that the tnsname and SID are the same in both the
Application and Database Layers.

Care should be taken to ensure that at least 512 MB temporary table
space and at least 512 MB default table space of the oracle instance
created are available in the machine in which Infrastructure Config
schema will be installed.

Ensure that 10 MB quota is granted to the user on the default and
temporary table space
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If the Infrastructure database components and Infrastructure database
server engine is designated on two different physical machines:

®  Oracle client must be installed in the system where Infrastructure

Database Components are being installed.

The Oracle SID that will be used by the application must be
specified as an appropriate entry in tnsnames.ora file in the
system where Infrastructure Database Components are being
installed and also in the system where Oracle Database Server
Engine is installed.

Make sure that the tnsname and SID are the same in both the
Database Components Layer and Database Server Engine.

Ensure that you have the following Oracle details handy before you
start the installation:

®  Oracle connection string (SID) on the machine that hosts Oracle

database.
Port on which the Oracle service is running is available.

Oracle Config schema username, password, default tablespace
and temporary tablespace of the oracle instance on the machine
that hosts the Oracle database.

Oracle driver Path on the machine in which Infrastructure
Database components will be installed.

In case of multi-tier installation of Infrastructure, where the Database
server and Application Server are in different machines, the
Application Server must have Oracle Database Client installed.

Locale Settings

The following locales must be installed on the machine in which
Infrastructure Database components will be installed.

en_US.UTF-8

en_US.ISO8859-1

Tomcat related
Prerequisites
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Ensure that Tomcat is installed in directories where the directory
names do not contain spaces. If the directory name contains spaces,
then accessing the application may pose problems.

Uninstall any previously deployed applications hosted in Tomcat. This
must be done prior to the start of the installation. (Refer: Uninstalling
Previously Deployed WAR Files in the chapter Configuring the Servlet
Engine in this manual for details).

Ensure that the Tomcat Server is not running.

The user ID that will be used to install the Infrastructure Web
components must be given write permissions to the Tomcat
installation directory.

Set the CATALINA_HOME environment variable to the Tomcat
Installation directory.

You must have the following information about your Tomcat web
server available and handy before you start the installation:

®  The Tomcat Installation directory on the machine in which

Infrastructure Web components will be installed.
®  The path in which the Infrastructure Application files will be
deployed in the machine that hosts Tomcat.

Example

Example: /home/revcat/apache-tomcat-5.5.17

WebLogic related ®  WebLogic Application Server should be up and running.
Prerequisites

A WebLogic Administration User ID having privileges to deploy
an EAR file on the machine that hosts WebLogic must be created.

Have the following
information available
and handy before you
start the installation:
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Decide the architecture in which Infrastructure is to be deployed
before you start the installation. The architecture options are
briefly outlined in the Infrastructure Installation Options section.

Identify the machines on which Infrastructure Database,
Application, and Web components will be installed.

The Infrastructure License Key and alphanumeric Customer
Identification Number that has been made available to you..

The IP Addresses or Hostnames of the machine(s) in which
Infrastructure components will be installed.

The Full path where Infrastructure will be installed in each of the
machines.

The port number on which the servlet engine is running. (The
default port for Websphere / Tomcat / Weblogic is 9080 / 8080 /
7001). If you use a port number that is different from the default
value, you must configure the port immediately after the
installation. Contact your WebSphere / Tomcat/ Weblogic
Administrator for more information

If Infrastructure Application needs to be configured for HTTPS
(SSL),

For Websphere the HTTPS port would be configured during
Profile creation. Refer to WebSphere Configuration for
Infrastructure Application Deployment section in this manual for
more details. This needs to be given as the servlet port during
Installation.

For Tomcat the HTTPS port would be configured in server.xml file
under <Tomcat installed directory>/conf. Refer to section SSL Port
Configuration in this manual for more details. This needs to be
given as the servlet port during Installation.

If Oracle Infrastructure Application needs to be configured for
HTTPS (SSL), note the HTTPS port that would be configured in
Weblogic during Domain creation. This needs to given as the
Servlet port during Installation.

The path in which the EAR/ WAR file would be deployed in
Websphere / Tomcat

The java Home Path on all machines.
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LDAP related
Prerequisites

The following steps are required only if you are using LDAP
authentication for logging on to Infrastructure:

Make sure that OPEN LDAP 2.2.29+ is installed and configured.
The LDAP server should be up and running,.

Keep the following information handy before beginning the
installation:

LDAP Server URL
Root Context for the LDAP Directory
Root Designation for LDAP directory

Password for the LDAP Root

SFTP Configuration

For SFTP configuration, OpenSSH-4.3 software should be downloaded
and installed in all the Infrastructure Server machines. You can
download it from the following URL:
http://www.openssh.com/openbsd.html.

Configuration of
Infrastructure Ports
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The default ports that will be used on the machine in which
Infrastructure Application components will be installed are as follows.
Make sure that these ports are enabled on the machine before you start
the installation.

Infrastructure Server Java Port — 9999
Infrastructure Server Native Port — 6666
ICC Object Server Port — 6507

ICC Native Server Port — 6509

Servlet Port — 9080 (The default port for Websphere / Tomcat /
Weblogic is 9080 / 8080 / 7001).

The default ports that will be used on the machine in which
Infrastructure Database Components will be installed are as follows.
Make sure that these ports are enabled on the machine before you start
the installation.

Agent Port - 6510

Router Port - 6500

Activation Manager Port - 6505
Message Server Port - 6501

Servlet Port should be enabled in the machine on which
WebSphere / Tomcat /WebLogic is installed.

Note: The ports mentioned in the above two instances are the
default ports. During the installation process, you are allowed to
change the port numbers. If you are changing the port numbers,
make sure that the ports are enabled on the machine.

The FTP Port (21) or SFTP Port (22) and protocol must be enabled on
the machines on which Infrastructure Application and Database
components will be installed.

Essbase
Configuration
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* On the machines in which OFSAAI Database components installed,
the HYPERION_HOME and ARBORPATH environment variables in
the user profile must point to the location where Hyperion Essbase has
been installed and Hyperion Essbase Client Directory respectively.

Example

HYPERION_HOME=/oracle/essbase

export HYPERION_HOME

ARBORPATH =/oracle/essbase/AnalyticServicesClient
export ARBORPATH

Make sure that the following library paths exist.
$ARBORPATH/api/lib

$ARBORPATH/bin

$HYPERION_HOME/common/ODBC/Merant/5.2/lib

Note: ¢ Hyperion Essbase is required only if you are using the
OLAP feature of OFSAAI

WebSphere related
Prerequisites

You must set the timeout value in the soap.client.props file in
[WebSphere_Install_Directory>/AppServer/profiles/<profile
name>/properties to zero.

Following configuration steps are required to process struts request on
WebSphere.

These steps allow processing the struts filter.

Log in to WebSphere Admin Console.

Navigate to Application Servers- ><server>->WebContainer
Settings ->Web Container->Custom Properties.

Add the following property-

Property Name:
com.ibm.ws.webcontainer.invokefilterscompatibility

Value: true
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5

WebSphere Configuration for Infrastructure
Application Deployment

WebSphere Configuration

To enable deployment of multiple Infrastructure applications on a single WebSphere,
one must create a stand-alone application server. However, you can use the Profile
Creation wizard to create additional stand-alone application servers.

A profile is the set of files that define the runtime environment. At least one profile
must exist to run WebSphere Application Server. You can create profiles through the
Profile Management Tool in WebSphere.

The Profile Management Tool can create an application server profile on the machine
where WebSphere application exists.

Creation of New Profile in WebSphere

* Navigate to the<WebSphere_Installation_Directory>/AppServer/bin/Profile
Management directory. Execute pmt.sh. The Profile Management Tool screen is
displayed. This wizard will take you through the profile creation process.
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® C(lick on Launch Profile Management Tool. Environment Selection screen of the
Profile Creation Wizard is displayed. Select the type of WebSphere Application
Server environment to create from the displayed environments and click Next to
continue.
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® The Profile Creation Options window is displayed. Choose Typical profile creation
to create a profile having default properties and features. If you wish to customize
the features, choose Advanced profile creation

Click Next to continue.
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* The Optional Application Deployment screen is displayed. Select Deploy the
administrative console and Deploy the default application check boxes and click
Next to continue.
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® The Profile Name and Location screen is displayed. Enter the Profile name and
Profile directory in the respective fields and click Next to continue.
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* The Node and Host Names window is displayed. The default values for Node and
Host name will be displayed in the respective fields. Click Next to continue.
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* The Administrative Security screen is displayed. Enable the administrative security,
if required, by selecting the check box and providing User name and password in
the respective fields. Click Next to continue.
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e The Security Certificate screen (part 1) is displayed. Select 'Create a new default
personal certificate' and create a new root signing certificate'. Click 'Next'.
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® The Security Certificate screen (part 2) is displayed. Provide password for default
keystore. Click 'Next'.

WebSphere Configuration for Infrastructure Application Deployment 5-9



5-10 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration Guide



The Port Values Assignment screen is displayed. Click the Recommended Port
Values button to populate the fields with the recommended port values. This will
also help in avoiding run-time port conflicts as each port value should be unique
and should not conflict with other profiles in this installation. Click Next.
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Note: These port values will be stored in <WebSphere Profile
Directory>/config/cells/<NodeCell>/nodes/<Node
Name>/Serverindex.xml

® The Web Server Definition screen is displayed. Select the Create a web server
definition check box if you want to create a customized web server definition. If the
check box is selected, the fields below it become active. Enter the required
information and click Next to continue.
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The Profile Creation Summary screen is displayed. Verify the details displayed in
the screen. If any of the information has to be modified, click Back to go to the
previous screens and make the required changes. If the information displayed is
correct, click Create to continue. This creates an application server profile.
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* The Profile Creation Progress window is displayed, which shows the status and
progress of the profile creation process.
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®  Once the profile has been created successfully, the Profile Creation Complete
window is displayed.

Select the Launch the first steps console check box to run the installation verification
test and to start and stop the application server. Click Finish.

¢ The WebSphere Application Server — First Steps screen is displayed. Click the
Installation verification link to verify that the Profile has been created successfully.
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The following steps shows how to manage the installed applications in WebSphere:

Open this URL in the browser window:http://<ipaddress><Administrative Console
Port>/ibm/console [http] .

The Administrative Console Port value can be taken from the serverindex.xml file

in <WebSphere Profile Directory>/config/cells/<Node Cell>/nodes/<Node Name>
directory.

The Integrated Solutions Console login screen is displayed. Log on with the user id
that has admin rights.

Example

http://10.80.50.53:9003/ibm/console

vt Ster R -2t% i IEM)

Lo in 1o the console.

Unar I

Log o |

Rate: ddtur parrs paniad of ety e prrtem ol bag o suk wetnmitcaby Brd mib pou b fog i s

o

In the left hand menu, expand the Applications > Application Type> WebSphere
enterprise Applications. The Enterprise Applications screen is displayed. All the
installed applications are displayed in this screen.
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This page helps you in managing the installed applications. You can start or stop

the Application Servers from here

Deletion of WebSphere Profiles

The following steps can be done in cases where you need to delete a WebSphere profile:

Stop the WebSphere profile to be deleted.

Navigate to the <WebSphere_Installation_Directory>/AppServer/bin/ directory.

Execute the following commands

manageprofiles.sh -delete -profileName <profile_name>

Delete the profile folder, for example:

<WebSphere_Installation_Directory>/AppServer/profiles/profile_name>

Execute "manageprofiles.sh -validateAndUpdateRegistry".
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6

WebLogic Configuration for Infrastructure
Application Deployment

WebLogic Configuration

To enable deployment of multiple Infrastructure applications on a single WebLogic, one
must create a stand-alone application server. However, you can use the Domain
Creation wizard to create additional stand-alone application servers.

A domain is the set of files that define the runtime environment. At least one domain
must exist to run Weblogic Application Server. Steps to create domain in Weblogic is
stated below.

Creation of New Domain in WebLogic
Creating New Domain using Configuration Wizard in WebLogic
Navigate to the "<weblogic_Home Directory>/wlserver_10.3/common/bin directory.

1. Execute Config.sh file. The Oracle WebLogic Configuration Wizard is displayed.
This wizard will take you through the domain creation process.
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Configuration Wizard

Copyright & 1996, 2009, Oracle and/or its affillates. All reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates, Other names may be trademarks of their respective owners.

2. In the Welcome screen, to create a Weblogic domain, select the Create a new
WebLogic domain option and click Next.
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E) Fusion Middleware Configuration Wizard l.u

Welcome
ORACLE

® Create a new WebLogic domain

Create aWeblLogic dormain in your projects directary.

O Extend an existing WebLogic domain

Uze thiz aption to add new components to an existing domain and moadify configuration settings.

Ext (v ] [ e

The Select Domain Source screen is displayed. Select Generate a domain configured
automatically to support the following products option and click Next.
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E) Fusion Middleware Configuration Wizard l.u

Select Domain Source
ORACLE

® Generate a d i figured aut ticall lucts:

y to support the following pr

O Base this domain on an existing template

[rowe- |

4. Enter the name and location for the domain and click Next. Click Browse to
navigate to the WebLogic configuration directory.

6-4 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration Guide



E) Fusion Middleware Configuration Wizard

Specify Domain Name and Location

ORACLE’

Enter the hame and location for the domain:

Domain name: | MockSal

Domain location: | Meveblogichaebll 01 3heaiuser_projectsidomaing

|| Browse |

The Configure Administrator Username and Password screen is displayed. Enter
the username and password to be assigned to the Administrator and click Next.

Make sure that the password is of minimum 8 characters.
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E) Fusion Middleware Configuration Wizard !EE

Configure Administrator User Name and Password
ORACLE’

[l Dizcard Changes

*ger narme: | mEnager

prerereery

*lzer password:

*Confirm user passward: *********|

Description: | Thiz user is the default administrator.

6. The Configure Server Start Mode and JDK screen is displayed. Under WebLogic
Domain Startup Mode, select Development Mode. Under JDK Selection, select
Other JDK option and Browse the required JDK option. Click Next.
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E) Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK

ORACLE’

Production Environmert' in the Weblogic Server documentation

Before putting your domsin into production, make sure that the production environment is secure. For more information, see the topic 'Securing a

To use Wieblogic JRockit in production, Cracle recommends developing and testing your applications with VWeblLogic JRockit early in the project cycle.
For information ahout WebLogic JRockit, see the WeblLogic JRockit documentation.

‘WiebLogic Domain Startup Mode

JOK Selection

(%) Development Mode
Ltilize boot properties for username and
password and poll for applications to deploy.
Sun JOK recommended for better startup
petformance during terstive development.

) Production Mode
Require the entry of & username and passward
and do not poll for applications to deploy.
wWeblogic JRockit JOK recommended for better
rurtime performance and management.

® Available JOKs

Sun SDK 1.6.0_18 @ Jusridkl 60_18

O Other JDK

Location:

The Select Optional Configuration screen is displayed. Select the Administration

Server option. The other two options (Manages Servers,Clusters and Machines and
RDBMS Security Store) are optional. Click Next to continue.
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E) Fusion Middleware Configuration Wizard l.u

Select Optional Configuration
ORACLE’

Administration Server
Macify Settings

[J Managed Servers, Clusters and Machines
Acldd or Delete
Modify Settings

] RDBMS Security Store
Modify Settings

8. The Configure the Administration Server screen is displayed. Each WebLogic
Server domain must have an Administration Server. Enter the details of the
Administration Server such as the Name, Listen address, and Listen Port in the
relevant fields.
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E) Fusion Middleware Configuration Wizard l.u

Configure the Administration Server
ORACLE’

[l Dizcard Changes

*Marme: | AcminServer |

*Listen address: | All Local Addresses | s |

Listen port: | Foa7] |

SSL listen port: | |

=50 enablect [

* Make a note of the Listen Port that would be keyed in here.
Example: 7005. This port must be given in the servlet port field
during Infrastructure installation.

The Review WebLogic Domain screen is displayed. Verify the contents of your
domain in this screen and click Create to continue. This creates a domain server
thereby enabling deployment of multiple Infrastructure applications on a single
WebLogic.
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E) Fusion Middleware Configuration Wizard l

Configuration Summary
ORACLE’

Domsin Summary Click on an item in the Domain Summary pane on the left to inspect its attributes in the
Detailz pane belove. You can make limited adjustiments by clicking Previous to returnto &
prior panel. If everything is satisfactory, click MNext.

Summary Yiew:
| Deployment

|~

"] MockSol (Mwreblogicwebl! 01 3heafuser_projects/domain
B[ Server
D AdminServer

Details

Aftribute “alue

Mame Basic WeblLogic Server Domain

Description  Creste a basic WebLogic Server domain without instaling sample applicatio
Author Oracle Corporation

Location fwveblogichvebl] 01 3beaiwlserver 10 3commontemplatesidomainsivls jar

K1 DX | D]

10. The Creating Domain screen displays the progress of the domain creation process.
Once the domain is created successfully, click Done.
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E) Fusion Middleware Configuration Wizard l.u

Creating Demain

ORACLE’

ORACLE’

=

Progress:

100%

Preparing...

Extracting Domain Conternts. .

Creating Domain Security Information...
Saving the Domain Information...

Storing Domain Infarmation...

String Substituting Domain Files...
Performing OF Specific Tasks...
Performing Post Domain Creation Tasks...
Domain Crested Successully!

Domain Location: sveblogichvebl] 01 3beaiuser_projectsidomainsMockSaol
Admin Server URL: hitp: Mips88rew: 7007

e ][ ove |

Deletion of a Domain in WebLogic

* Navigate to <WebLogic Installation directory>/user_projects/domains/<domain
name to be deleted>/bin Directory.

e Execute stopWebLogic.sh to stop the Weblogic domain.

¢ Delete the directory<WebLogic Installation
directory>/user_projects/domains/<domain name to be deleted>.
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7

Installing Infrastructure

Installation Process
Step by step instructions for installing Infrastructure on a single tier mode is as follows:

Login with the user account that has admin rights on the machine and copy the files
Setup.sh, OFSA Alnfrastructure.bin, libcpptripledes.so and CustReg.DAT from the
source (that is: CD / E-delivery) into a particular directory.

Grant execute permission for Setup.sh, OFSA Alnfrastructure.bin, libcpptripledes.so and
CustReg.DAT.

Execute the .profile.

On the machine, navigate to the directory where Setup.sh has been copied. To begin the
Infrastructure installation, type ./Setup.sh at the command prompt.

Click the Help button in the Infrastructure Installation screens to view the instructions
specific to the screens.

¢ Installation should be done using Hummingbird Exceed 7.0

¢ The Infrastructure Setup screen is displayed. Click Next to
continue.

* Atany point during the installation process, if you click on Cancel,
an alert window is displayed. Click Quit on the alert window to
abort the installation process and exit the setup. Click Resume to
continue.

¢ Atany point during the installation process, if you click Previous,
you will return to the previous screen.

You have two options for installing Infrastructure. The options are:
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1. GUl Installation - If the GUI is selected then you will be requested to key in all the
Installation parameters through the wizard.

2. Pre-configured Installation - If the Pre Configured option is selected then you will
be able install Infrastructure with the configured OFSAAI_InstallConfig.xml file.

GUI Installation

The Installation process screen appears as shown in the figure

ORACLE

FINANCIAL SERVICES

Copyrighl @ 1333, 2008, Oracle andfor s afiliales. Al rights reseryad,

The License Agreement screen displays the License Agreement. Accept the License
Agreement and click Next to continue
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! OFSAAInfrastructure

License Agreement

Welcome to the installation

Installavion and Use of This product Requires
Acceprance of the Following License Agresment:

Warning : This SoTtware System 15 provected by
International copyright Taws. Unauthorised
reproduction or distribution of this Software
SysTem, OF any portion of 1T,may result in sewere
ciwil and criminal penalties and will be prosecuted
To The Raxisus exTent possible under The Law.

ORACLE

FINANCIAL SERVICES () 1 accapt the terms of the License Agresm ent
-.'_::' 1 do HOT accept the term s of the License Agreement

Insralénswhars

ETE T

License Key and Customer Code:

Enter the license key in the License key field and 'EDELIVERY" in all caps in the
Customer Code text field.
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% DFSAAInfrastructure [-_l IE El

License key and Customer code

License License kKey :
I | 612-041759-859955-058660-126511-950821-171034

Customer Co e

| EDELIVERY]

ORACLE
FINANCIAL SERVICES

Irest allérr i

* The License key is dependent upon the Applications to be installed.
A different key is required if installing Oracle Funds Transfer
Pricing, Oracle Profitability Management and/or Oracle Asset
Liability Management. For further information on obtaining the
correct key, please contact Oracle Financial Services Support.

e If an invalid license key is entered, an error message appears. Click
OK to clear the error message and return to the License key screen
to enter the correct license key.

License and Customer Details:

After the successful validation of the OFSAAI license and Customer Code, the License
and Customer Details screen appears.

Details regarding the Operating System, Relational database, Number of licensed users,
OFSAAI components license for installation, and local language support are displayed
along with the customer who has acquired the OFSAAI License.

If the displayed information is different from the purchase order you have placed, exit
from the installation and bring the discrepancy to the notice of Oracle Financial Service
Support.

Click Next to continue.
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%! OFSAAInfrastructure

ORACLE
FINANCIAL SERVICES

Inst el Larnssiiere

W) OFSAAInfrastructure

¥ License

() Prainstall Sewup
Instaliation..
Install Complete

ORACLE
FINANCIAL SERVICES

Insrallénsshers

OFSSAI Installation:

EEX
License and Customer Details

Details of License Key Provided :
Operating System: Linux

Felational Database: Oracle

Murnber of Users: 53

Components Selected: Core, ALM;FTF,FFT;
Licensed Locale: en-LUs;

This product is Registered 1o !

Oracle Financial 3ervces Software Lid,
SR |-Park

First Floor

Tower 2

EFIF Zone

‘Whitefield Road

u X
reious Eext

License and Customer Details

Oracle Financial Sendces Lid
SJR 1-FPark

First Floor

Tower 2

EPIP Zone

Whitefield Road

Whitefield

Bangalore SE006E6

Phe +91 80 67 FE5000
Fax: +91 B0 67765000

Statutory Warning:

If this product does not belong to the customer specified or
if vou have obtained this product through ary unauthorized
source, please do contact

reveleus-support _ww@oracle. com.

The OFSSAI Installation screen provides an option to proceed with the installation.

The Options are:

GUI
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e Pre Configured

If GUI is selected, all the Installation Parameters need to be keyed in through the
Installation Wizard. Select Pre Configured if all the Installation Parameters are saved in
the OFSSAI_InstallConfig.xml file before proceeding. Refer to the Installation manual
for details of Populating OFSAAI_InstallConfig.xml. If Pre Configured is selected,
choose the Directory where configured OFSAAI_InstallConfig.xml is located. Click
Next to continue.

W OFSAAInfrastructure ;”Elg

Installation

License Please select the below option to proceed with Installation,

Prelnstall Semup Select GUI if wou wish to procesd to kKey in the Installation
Parameters through the Wizard, If you have already
preconfigured the OFSAM_InstallConfig, xml file then choose Pre
Configured and select thi Direciory where configured
OFsALLInstallConfig. xml file is located.

= cul

i Pra

Configured

file is located

ORACLE
FINANCIAL SERVICES

Insnallénsshers

Cancel J beip | frevous J et

e OFSAAI Installation Mode:

The Installation Mode screen requests the mode of installation. Select either Single
Tier or Multi Tier depending on the OFSAAI architecture you have decided.

If Single Tier is selected, all the components (OFSAAI Web Components,
Application Components, and Database Components) are installed on one server
machine.

If Multi Tier is selected, each/all of the OFSAAI components can be installed on
different machines and you can choose the component you wish to install in a
particular machine.

Click Next to continue.
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%! OFSAAInfrastructure |;|IE||F£

Installation Mode

License Select the Single Tier option, if all three components of Oracle

=% Preinstall Setup Financial Serdces Anabgical Applications Infrastructure are 1o
be installed on a single machine. Choose Multi Tier option, if

the component{s) are to be installed on different machines,

® Single Tier
) Mt Tier

ORrRACLE
FINANCIAL SERVICES

Inzrallénssiars

Specify Installation Directory:
The Specify Installation Directory screen asks for the installation directory.

Enter a valid path where OFSAAI components (Web, Application, and Database
components) are required to be installed.

Alternatively, click Choose... to browse through the directory structure on the
machine to select the path.Click Next to continue.
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%! OFSAAInfrastructure |;|[E|E|

Specify Installation Directory

License Specify a Tolder :
| JhomefsetupaafOracie |

|  Restore Default Foider || Chgose... |

ORACLE
FINANCIAL SERVICES

Installénsshiers

T T e || en |

Webserver:

The Webserver screen requests for the type of Servlet engine being configured for
the OFSAAI installation. Select a webserver and click Next to continue.
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%! OFSAAInfrastructure

License Choose the WebServer
¥ Prelnstall Setup
() Installation..
() Install Complete

) Tomcat

® WebSphere

) Weblogic

) Oracle Application Server

ORACLE

FINAMNCIAL SERVICES

ISt all A

Cancel m Erevious

OFSAAI Web Services:

Select YES, if you wish to configure OFSAAI Web Services during OFSAAI Installation.
If not, Click No. Click Next to continue
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% OFSAAInfrastructure

License

# Prelnstall Setup
L) Installation. .
() Install Complete

OFSAAl Web Services

Choose Yes 10 Configure OF5A4] Web Serdces.

Mote : You must deploy OFSA& Web service manualky afier
OF544] deplovment.

ORACLE’

FINANCIAL SERVICES

Installansiers

If you have chosen No, and wish to configure OFSAAI Web
Services as a Post Installation Activity, refer to Configuring Web
Services and Deploying OFSAAI Web Services sections in the
OFSAAI Installation Manual for instructions.

If you have chosen Yes, only the configuration will be done. The
deployment activities have to be carried out manually after the
OFSAALI application deployment. Refer to Deploying OFSAAI Web
Services section in the OFSAAI Installation Manual for instructions.

Absolute Java Path

Click Choose... to browse through the directory structure on the machines and select
the absolute path where the Java executables resides. Enter the valid path in the space

provided.

Click Next to continue.
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v OFSAAlnfrastructure
Absolute Java Path

Ucense Choose absolute path where java executables reside.
¥ Prelnstall Setup For Example (32bity © fusrfjavals fbin
For Example (64bit) : fusrfjavals /binflas4W
MNote © Abowe mentioned paths depends on the Operating
Install Complete Systern and the Java Yersion installed.

Installation. .

Jusrfjavas fbin

Eestore Default || Chgose. ..

ORACLE
FINANCIAL SERVICES

Installégrstiere

ETE T

Server Details:
This screen requests for system details.

The IP address of the current machine will be displayed in the space provided under IP
address/hostname of server.

Edit the Database Engine IP address that is displayed in the IP address/hostname of
Database Engine field, if Database Engine is not in the local machine and is in a remote
system.

Enter the IP address of the machine which SMTP service is running in the space
provided under 'SMTP Server IP/hostname'. This is optional and is required only for the
mail configuration in the Data Entry Forms and Queries module of OFSAALI

Click Next to continue.
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v OFSAAInfrastiructure
Server Details

IP address/hosthname of Server
=¥ Pralnstall setup | 1018474 94

) Installztion,

L) Install Complene IP address/hostname of Database Engine
| ipaz6dor

SMTP Server IP fhostname:

ORACLE
FINANCIAL SERVICES

Insrallémmpahare

Note: ¢ The Server Details screen will be displayed only if you have
selected Single Tier OFSAAI Installation architecture. In case of Multi
Tier architecture, the screen displayed would be Application Server
Details, Web Server Details or Database Server Details depending on
the layer that is being installed in the machine.

Websphere Setup Details:

This screen requests for the Websphere installation directly. Click Choose...to browse
through the directory structure on the machine and select the path up to the hostname.

Alternatively, enter the valid path in the space provided . Click Next to continue.
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¥l OFSAAInfrastruciure

WebSphere Setup Details

License Chaoose the WebSphere installation Path up to the Host name
B Prelnstall Setup directory
() Installation Far BEQ:- fdata2 frestf 'wWebSphere/sdppServer/prafiles fdefault fi
nstalledapps faix-imfModed LCall whare aig-imfMNoded1Cell is
(L) Insrall Complets the Host name.

AS_F fprofilesfEetupGAfinstalledApps fipad2 Odo rNudet"ECell:

Eestore Default . Chpose. ..

ORACLE’
FINANCIAL SERVICES

Installansteira

Cancel m Pravious et

* You must select the path up to <WebSphere Installation
directory>/installed Apps/<NodeName>.

* Make sure that you have completed the configuration mentioned in
the OFSAAI configuration for FUSION section in the OFSAAI
manual before proceeding to Creating and Deploying the war files
in Tomcat sections.

e If you are entering the Websphere Installation path in the field,
make sure that it is verified and correct.

Web Server — Context Root:

This screen requests for the type of Server protocol. Enter a Context name for the
deployment in the corresponding field.

Select Enable HTTPS check box to enable https. Leave the box unchecked for default
HTTP protocol. Click Next to continue.
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% DFSAAInfrastruciure r;' |E|:fc |
Get User Input-Context Root

License Enter reguested information
CH Preinstall Setup Mote : Context name will be used in your Application URL
| hitpsf f < WebServerHost > - <Sendet
port » { < contextname > flogin, Jsp
Exarmple: - hmp: f FLOE0. 502 06 9080/ myapp flogin. jsp

Contexl narme for deplowyment . ORACLEY1

[_] Enable HTTFS

ORACLE’

FINANCIAL SERVICES

Irvshallanpwhiere

ETTH T T T

Oracle - Database Details:

Enter the Oracle Config Schema Username, Oracle password, Connect String (SID),
Port, and Oracle Driver path.

Click Next to continue.
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% OFSAAInfrastructure
Database Details - Oracle

License Enter requested information ;
=¥ Prelnstall Setup All the figlds except "Oracle Driver Path’ should be of the
O Installation.. ::l?me where the DB components are installed.

() Install Complete *Emer Server machine absolute Oracle Driver Path.

Oracle Username

|.sem|:liu1

Oracle Password
|l|llll|i

5 Connect String 100
OoORACLE [ tsgou

FINANCIAL SERVICES

Portc
| 0

Installédrssiere
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! OFSAAInfrastructure

Database Details - Oracle

License Enter requested information -
¥ Prelnstall Setup Al the fields except "Oracle Driver Path' should be of the
) machine where the DB components are installed.
() Installation.. Mote:

() Install Complete *Enter Server machine absolute Oracle Driver Path.

| fsgbu

Porc
11523

*Oracle Driver Path:
Example: fhome/oraclel0g/ oracle/ product jdbe/ lib

[ Joracleforallgolientfproductf11. 1. Ofclient_1fjdbc flib

ORACLE
FINANCIAL SERVICES

110
Eestore Default | Choose...

Installéinshers

o || e

e The Oracle Config schema user must have all the mentioned
privileges in the pre-installation section of the installation manual.

® The Oracle driver path refers to the path where Oracle 11g has been
installed on the machine. The absolute driver path should be
provided here. If Oracle 11g installation path is not shown, you will
need to cancel the installer and set the ORACLE_HOME to the
Oracle 11g in the .profile file of the user installing the application.
Please refer to the Oracle Database Configuration section in the
Pre-Installation Activities Checklist chapter.

Note for Linux platform installation:

ORACLE_HOME should be set to 32-bit Oracle 11g Client
installation path. It is required to use the 32-bit Oracle Client
libraries even for a 64-bit Linux server.

Communicating Ports:

This screen allows you to change the default port numbers to the desired port numbers

for various services.

Enter the desired port numbers against the services for which you wish to change the
port numbers in the space provided. If port changes are not required for certain
services, the corresponding fields can be left blank.
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The database details are automatically selected based on user input, earlier during the
installation process.

Click Next to continue.
OFSAAInTrastructure

Communicating ports

License Enter required information :
¥ Preinstall Setup {Java Port and Mative Fort should be unigue from primany
() Instaliation. Application Server instalations)

() Install Complete *ICC Server Port should be of Tirst Application Server,

gle0

fava Port

Mative Port
(8161

Agent Port

ORACLE ‘8162
FINANCIAL SERVICES

*ICC Server Port
I

Ingrallaynshars

| cance || en
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*  OFSAAInfrastructure
Communicating ports

License Enter required information :
-+ Preinstall Setup (Jawa Port and MNative Por should be unigue from primany
Application Server instalations)

() Installation.,
(L) Install Complete * |CC Server Port should be of first Application Server.

‘8161

Agent Port
8162

*ICC Server Port
| 8163

ORACLE’
FINANCIAL SERVICES

*ICC Native Port
(8164

Installdnnsaieine

carcel N tiop proiois B e |
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OFSAAInfrastructure

Communicating ports

License
B Prelnstall Setup
(L) Installation..
L) Install Complete

Enter requested information

Serviet Port

[11185

Message Server Port
8165

Router Port
81686

ORACLE’
FINANCIAL SERVICES

AM Port
I

InETallénnsmihere

TN T
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=  OFSAAInfrastructure

License

B Prelnstall Setup
() Installation. .
() Install Complete

ORACLE EHE

Communicating ports

Enter requested information

11185

Message Server Port
8165

Router Port

FINANCIAL SERVICES AM Port

InErallagnsmt

8167

e

canca || o

The port numbers should range from 1025 to 65535.

This screen will be displayed only on successful validation of your
database details provided in the earlier screen. In case the database
details are not validated, appropriate error messages or
information will be displayed.

You can choose to perform port changes at a post installation
activity. Refer the Post- Installation Steps section in the OFSAAI
Installation Manual for more details.

In a Multi-tier setup, the port details have to be entered only for the
installation of the first component/components. For the subsequent
installations of the OFSAAI components, the ports information will
be automatically populated.

Locale Configuration:

Select the locale installed on the OFSAAI database Server from the drop-down list and

click Next.
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OFSAKInfrastructure

Locale Configuration

License

¥ Preinstall Setup
Installation.,
Install Complete

ORACLE’
FINANCIAL SERVICES

Installénswhere

carcel ||t
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% OFSAAInfrastructure

License
B Prelnstall Setup
() Installation..
() Ins1all Complete

ORACLE’
FINANCIAL SERVICES

Insralléyrashere

User Configuration:

OFSAAI provides you with the option of using LDAP (Lightweight Directory Access
Protocol) authentication or OFSAAI authentication for logging on to OFSAAL If you
wish to use LDAP, make sure that the LDAP server is installed and configured. For
more information refer to Installation Manual.

Choose the type of OFSAAI you wish to configure. Select the LDAP Users option if you
wish to use the LDAP authentication for logging on.

If you wish to use the OFSAAI authentication provided by the SMS module of OFSAAI,
select the SMS Users option.

Click Next to continue.
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% OFSAAInfrastructure Hin

User Configuration

License Enter requested infarmation
Prelnstall Setup

) Mone:
[ ) Installation..

It is pre requisite 10 install and configure LDAP Server Tor LDAP
() Install Complete option,

Choose the type af Oracle Financial Services Analytical
Applications Infrastructure user to configure,

) LDAP Users
) SMS Users

ORACLE’
FINANCIAL SERVICES

Insrallanshere

EETH T

Pre Installation Summary

Review the Product Name, Version, Installation Folder, Required Space, Available
Space, Selected Locale, and Warnings before continuing.

%! OFSAAInfrastructure
Pre Installation Summary

License Please review the following before continuing:

=% Preinstall Sewup
[} Installation Product MName:
OFSAAINfrastructure

() Install Complete

YVersion
7.1

Installation Folder

fesscubesfstS45ap fOracle? 10ry

Required Space
730 MegaBytes

ORACLE Available Space
FINANCIAL SERVICES 4572 MegaBytes

Installipn e

Inseall
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%! OFSAAInfrastructure

Pre Installation Summary

License Flease review the following before continuing:

=¥ Preinstall Setup 7.1
() Installation.. )
() Install Complete Installation Folder
. fesscubesst545ap/ Gracle? 1Dry

Required Space
7320 Megabytes

Available Space
4572 MegaBytes

Selected Locale

4y en _US.IS08359-1
ORACLE

FINANCIAL SERVICES Warnings
Mone

Installén,mhera

Cace

Installing OFSAAI

The installation process begins. This may take several minutes.
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%! OFSAAlInfrastructure

Installing OFSAAINnfrastructure

License
Prelnstall Setup
W nstallation. .
) Install Complete

ORACLE Installation is in progress...

This process may take several minutes. Please Wail.
FINANCIAL SERVICES

Extracting duplicates..

Insrallannsshere

Cancel

Installation Complete:

After OFSAAI has been installed, click 'Done' to exit the installer.
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% OFSAAInfrastructure

Installation Complete

License
Prelnstall Setup
Installation. .

Congratlations! Oracle Financial Servces Anabtical
Applications Infrastruciure has been succesfully installed,

Click on "Done” to exit the installer.
¥ Install Complete

ORACLE
FINANCIAL SERVICES

Installanmmars

Frevious

Pre Configured Installation

The OFSAAI InstallConfig.xml must be populated for pre-configuring the
Infrastructure installation. This file contains the following four layers.

e ALL

e APPLICATION
e DATABASE
 WEB

Layers are divided into different Interaction Groups. The Interaction Group defines the
type of Interaction Variables. Interaction Variables contains the Interaction Parameters
required for the installation of Infrastructure.

Layer - ALL

The Layer, ALL (<Layer name = "ALL">) contains the following nodes which enable to
define the parameters for the following Interaction groups.

* Infrastructure Installation Mode — Specifying the Installation Mode as Single Tier or
Multi Tier
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® Choose Component(s) — Choosing the Infrastructure components to be installed.

® Specify Installation Directory — Specifying the path where Infrastructure
components must be installed.

* WebServer Type — Specifying the servlet engine as Tomcat, Websphere, Weblogic or
OAS

® Absolute Java Path — Specifying the Java path where the Java executables resides.

¢ Infrastructure Server Details — Specifying the IP addresses of Application server,
Web server, Database components, Database server and SMTP server.

* Database Details — Oracle — Specifying the Config Schema user name, connect string
(SID), port and oracle driver path.

The variables under the Layer, ALL needs to be configured mandatorily for all types of
installations. All the nodes for this layer are listed in the following sections.

Infrastructure Installation Mode
This node is for the Installation Mode. This can be as Single Tier or Multi Tier.

Following is the code for this node.

<InteractionGroup name="Infrastructure Installation Mode">

<|-- Single tier=1 | Multi tier=2 -->

<InteractionVariable name="INSTALLMODE">1</InteractionVariable>
<InteractionGroup>

INSTALLMODE variable requests the Installation Mode. You can select either Single
Tier or Multi Tier depending on the Infrastructure application architecture you have
decided.

For Single Tier, give 1 as parameter.
For Multi Tier, give 2 as parameter.

If Single Tier is selected, all the Infrastructure components (Infrastructure Web
components, Infrastructure Application components, and Infrastructure Database
components) are installed on one server machine. If Multi Tier is selected, each of the
Infrastructure component(s) can be installed on different machines and you can choose
the component which you want to install in a particular machine.

Choose Components

This node allows choosing the Infrastructure components to be installed.
Following is the code for this node.

<InteractionGroup name="Choose Component(s)">
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<InteractionVariable name="ISAPPSERVER">1</InteractionVariable>
<InteractionVariable name="ISDBSERVER">1</InteractionVariable>
<InteractionVariable name="ISWEBSERVER">1</InteractionVariable>
</InteractionGroup>

Select the Infrastructure components that you want to install on the current machine.
For Single Tier select all the components.

To select a component enter 1 as the parameter, else enter 0.

Specify Installation Directory

This node allows specifying the path where Infrastructure components must be
installed.

Following is the code for this node.
<InteractionGroup name= "Specify Installation Directory">

<InteractionVariable name=
"User_Install_Dir">/oradata6/revwb7/Oracle</InteractionVariable>

</InteractionGroup>

Enter a valid path where all Infrastructure components (Web, Application, and
Database Components) are required to be installed.

WebServerType

This node allows specifying the servlet engine as Tomcat, Websphere, Weblogic or
Oracle Application Server.

Following is the code for this node.

<InteractionGroup name="WebServerType">

<|--TOMCAT =1 | WEBSPHERE =2 | WEBLOGIC=3 | OAS=4 -->
<InteractionVariable name="WEBSERVERTYPE">1</InteractionVariable>
</InteractionGroup>

For TOMCAT, give 1 as parameter.

For WEBSPHERE, give 2 as parameter.

For WEBLOGIC, give 3 as parameter.

For OAS, give 4 as parameter.

Absolute Java Path

This node allows specifying the Java path where the Java executable files reside.
Following is the code for this node.

<InteractionGroup name="Absolute Java Path">
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<InteractionVariable
name="JAVA_BIN">/usr/jdk/instances/jdk1.6.0/bin>1</InteractionVariable>

</InteractionGroup>

Enter the absolute path where the Java executable files reside.

Example
For java 32 bit, enter the following usr/jdk/instances/jdk1.6.0/bin

Infrastructure Server Details

This node allows specifying the IP addresses of Infrastructure Application server, Web
server, Database components, Database server and SMTP server. Following is the code
for this node.

<InteractionGroup name="Infrastructure Server Details">

<InteractionVariable name="APPSERVER">10.184.74.110</InteractionVariable>
<InteractionVariable name="WEBSERVER">10.184.74.110</InteractionVariable>
<InteractionVariable name="DBCOMP_IP">10.184.74.110</InteractionVariable>
<InteractionVariable name="DBSERVER">10.184.74.61</InteractionVariable>
<InteractionVariable name="SMTPSERVER"></InteractionVariable>
</InteractionGroup>

1. Enter the IP Address/hostname of the server under InteractionVariable name

APPSEVER, in which the Infrastructure Application components is to be installed.

2. Enter the IP Address/hostname of the server under InteractionVariable name
WEBSERVER, in which the Infrastructure WEB components is to be installed.

3. Enter the IP Address/hostname of the server under InteractionVariable name
DBCOMP_IP, in which the Infrastructure Database components is to be installed.

4. Enter the IP Address/hostname of the server under InteractionVariable name
DBSERVER, in which the Infrastructure Database Server is to be installed.

5. Enter the IP address of the machine on which SMTP service is running in the space
provided under InteractionVariable name SMTPSERVER. This is optional and is
required only for the mail configuration in the Data Entry Forms and Queries
module of Oracle Financial Services Analytical Applications Infrastructure

Database Details — Oracle

This node allows specifying the Oracle user name to be configured as Config Schema,
Oracle Instance ID (SID), Port on which database is listening and Oracle JDBC driver
path.

Following is the code for this node.
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<InteractionGroup name="Database Details - Oracle">
<InteractionVariable name="DBUSER">configuser</InteractionVariable>
<InteractionVariable name="SID">OracleSID</InteractionVariable>
<InteractionVariable name="DBPORT">1521</InteractionVariable>

<InteractionVariable
name="ABS_DRIVER_PATH">/<<ORACLE_HOME>>/jdbc/lib</InteractionVariable>

</InteractionGroup>

The ABS_DRIVER_PATH refers to the Oracle JDBC driver installed path.

Note: ¢ The absolute driver path should be mentioned.

ORACLE_HOME should point to the Oracle 11g installation path.
Note for Linux platform installation:

ORACLE_HOME should be set to 32-bit Oracle 11g Client installation path. It is
required to use the 32-bit Oracle Client libraries even for a 64-bit Linux server.

The Oracle Config Schema user must have all the mentioned privileges in the
Pre-installation checklist section of the installation manual.

Layer - APPLICATION

The variables under this layer (LAYER name="APPLICATION") consists of the
following nodes which must be configured for installations of Application layer as one
of its component.

e Type of Application Server — Specifying the application server as Primary or

Secondary server

* Secondary Application Server Details — If secondary application server is selected
then javaport and native port details must be specified.

¢ Infrastructure User Configuration — Specifying the LDAP or SMS authentication.

® Infrastructure LDAP User Configuration — If LDAP is selected then the Root
Context and Domain Component elements must be specified.

Type of Application Server
This node allows specify whether the application server is primary or secondary.

Following is the code for this node.
<InteractionGroup name="Type of Application Server">

<|-- FIRST_SERVER =1 | SECONDARY_SERVER =2 -->
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<InteractionVariable name="APP_SERVER_TYPE">1</InteractionVariable>
</InteractionGroup>

If you have already installed an Application Server and this is your secondary
Application instance, select the Secondary Application Server Installation option by
providing 2 as the value for APP_SERVER_TYPE.

Secondary Application Server Details

If the Secondary application server is selected then you must specify the Javaport and
the Native port details.

Following is the code for this node.

<InteractionGroup name="Secondary Application Server Details">
<InteractionVariable name="JAVAPORT">13410</InteractionVariable>
<InteractionVariable name="JAVAPORT">13411</InteractionVariable>
</InteractionGroup>

Enter the Java Port and Native Port for the Secondary Application Server Instance.

The Port Numbers should range from 1025 to 65535.

Infrastructure User Configuration
This node allows specifying the LDAP or SMS user authentication.

Following is the code for this node.

<InteractionGroup name="Infrastructure User Configuration">
<|--USER_LDAP =1 | USER_SMS =2 -->

<InteractionVariable name="USERCONFIGURATION">2</InteractionVariable>
</InteractionGroup>

This provides you with the option of using LDAP authentication or Infrastructure
application authentication for logging on to Oracle Financial Services Analytical
Applications Infrastructure.

Choose the type of Infrastructure application user you want to configure. Select the
LDAP Users option if you want to use the LDAP authentication for logging on. If LDAP
is selected, make sure that the LDAP server is installed and configured.

Refer to Oracle Financial Services Analytical Applications Infrastructure Installation
Manual for more information.

If you want to use the Infrastructure application authentication provided by the SMS
module, select the Infrastructure application SMS Users option.

For LDAP Users, enter 1 as parameter.

For Infrastructure SMS Users, enter 2 as parameter.
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Infrastructure LDAP User Configuration

If the LDAP is selected in the Infrastructure application User Configuration then the
Root Context and Domain Component elements in the LDAP user configuration must
be specified.

Following is the code for this node.
<InteractionGroup name="Infrastructure LDAP User Configuration">

<InteractionVariable
name="LDAP_CONTEXT">dc=OFSAAI,dc=com</InteractionVariable>

<InteractionVariable name="LDAP_DC_NAME">0OFSAAl</InteractionVariable>
</InteractionGroup>

Enter the Root Context for the LDAP directory in the LDAP Root Context field.

Example
dc=OFSAAI dc=com

Enter the part of the binding string composed of Domain Component elements which is
the DNS domain name (My-Company-Name) in the LDAP DC field.

Example
OFSAAI

Layer - DATABASE

The variables under this layer (LAYER name="DATABASE") consists of the following
nodes which must be configured for installations of DATABASE layer as one of its
component

¢ Infrastructure Universal Content Management — Specifying if Universal Content
Management is required for Documentation management.

*  WebServer-Context Root - Specifying the Context name for deployment.

® Infrastructure Communicating ports — Specifying the Infrastructure Java port,
Infrastructure Native port, Agent port, ICC Object Server port, ICC Native Server
port, Servlet port, Message Server port, Router port and the Activation Manager
port.

* Infrastructure User Configuration - Specifying the LDAP or SMS authentication.

e Infrastructure LDAP User Configuration - If LDAP is selected then the Root Context
and Domain Component elements must be specified.

WebServer-Context Root

Specifies the Context name for deployment. Following is the code for this node.
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<InteractionGroup name="WebServer-Context Root">

<|-- HTTPS_ENABLE No=0 Yes=1 -->

<InteractionVariable name="CONTEXT_PATH">OFSAAl</InteractionVariable>
<InteractionVariable name="HTTPS_ENABLE">0</InteractionVariable>
</InteractionGroup>

Context name will be used in your Application URL.

Example
Context name will be used in your Application URL.

To select HTTPS as Server Protocol provide 1 as the parameter in variable
HTTPS_ENABLE, else give 0

Infrastructure Universal Content Management

Applicable if the Oracle Financial Services Analytical Applications Infrastructure license
you have acquired includes the Forms Framework module. Following is the code for
this node.

<InteractionGroup name="Oracle Financial Services Analytical Applications
Infrastructure Universal Content Management">

<|-- Configure Universal Content Management Yes=1 | No=0 -->
<InteractionVariable name="UCM">1</InteractionVariable>
</InteractionGroup>

Provide 1 as the parameter in variable UCM (Universal Content Management), if you
wish to use Universal Content Server (Oracle Content Server) 10gR3 for Documentation
Management, else give 0.

Infrastructure communicating ports

The Infrastructure Java port (JAVAPORT), Infrastructure Native port (NATIVEPORT),
Agent port (AGENTPORT), ICC Object port (ICCPORT), ICC Native Server port
(ICCNATIVEPORT), Servlet port(SERVLETPORT), Message Server port (MSGPORT),
Router port (ROUTERPORT)and the AM port (AMPORT) must be specified. Following
is the code for this node.

<InteractionGroup name="Infrastructure Communicating ports">
<InteractionVariable name="JAVAPORT">9999</InteractionVariable>
<InteractionVariable name="NATIVEPORT">6666</InteractionVariable>
<InteractionVariable name="AGENTPORT">6510</InteractionVariable>
<InteractionVariable name="ICCPORT">6507</InteractionVariable>
<InteractionVariable name="ICCNATIVEPORTT">6509</InteractionVariable>
<InteractionVariable name="SERVLETPORT">9080</InteractionVariable>
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<InteractionVariable name="MSGPORT">6501</InteractionVariable>
<InteractionVariable name="ROUTERPORT">6500</InteractionVariable>
<InteractionVariable name="AMPORT">6505</InteractionVariable>
</InteractionGroup>

Enter the desired port numbers against the InteractionVariable for which you want to
change the port numbers.

The Port Numbers should range from 1025 to 65535. (The default port for Websphere /
Tomcat / Weblogic is 9080 / 8080 / 7001).

You can choose to perform port changes as a post installation activity. Refer the
Configuration of Ports section in the Oracle Financial Services Analytical Applications
Infrastructure Installation Manual for more details.

Infrastructure User Configuration
This node is to specify the LDAP or SMS configuration.

Following is the code for this node.

<InteractionGroup name="Infrastructure User Configuration">
<|--USER_LDAP =1 | USER_SMS =2 -->

<InteractionVariable name="USERCONFIGURATION">2</InteractionVariable>
</InteractionGroup>

OFSAAI provides you with the option of using LDAP authentication or OFSAAI
authentication for logging on to OFSAAL

Choose the type of OFSAAI user you want to configure. Select the LDAP Users option if
you want to use the LDAP authentication for logging on. If LDAP is selected, make sure
that the LDAP server is installed and configured. Refer to the Installation Manual for
more information.

If you want to use the OFSAAI authentication provided by the SMS module of Oracle
Financial Services Analytical Applications Infrastructure, select the OFSAAI SMS Users
option.

For LDAP Users, enter 1 as parameter.

For Infrastructure SMS Users, enter 2 as parameter.

Infrastructure LDAP User Configuration

If the LDAP is selected in the Oracle Financial Services Analytical Applications
Infrastructure User Configuration then the Root Context and Domain Component
elements in the LDAP user configuration must be specified. Following is the code for
this node.

<InteractionGroup name="Infrastructure LDAP User Configuration">

<InteractionVariable

7-34 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration Guide



Layer - WEB

name="LDAP_CONTEXT">dc=OFSAAI,dc=com</InteractionVariable>
<InteractionVariable name="LDAP_DC_NAME">OFSAAI</InteractionVariable>
</InteractionGroup>

Enter the Root Context for the LDAP directory in the LDAP Root Context field.

Example
dc=OFSAAI,dc=com

Enter the part of the binding string composed of Domain Component elements which is
the DNS domain name (My-Company-Name) in the LDAP DC field.

Example
OFSAAI

The variables under this layer (LAYER name="WEB") consists of following nodes
which must be configured for installations of WEB layer as one of its component.

* Infrastructure Universal Content Management — Specifying if Universal Content
Management is required for Documentation management.

e Infrastructure Web Services — Specify if the web services needs to be configured.

¢ Explorer Proxy Details - If Yes option is selected in the Oracle Financial Services
Analytical Applications Infrastructure Web Services, then configure the explorer
proxy details.

* Infrastructure Content Management Settings - Required to be configured with
Oracle Financial Services Analytical Applications Infrastructure Content
Management details if the OFSAAI license does not include the Forms Framework
module.

® Universal Content Management Settings - Required to be configured if the OFSAAI
license includes the Forms Framework module. Make sure that Apache Web Server
2.2.4 and Universal Content Server (Oracle Content Server) 10gR3 is installed in the
same Windows server.

* Infrastructure Setup - WEBSERVER PATH - Specifying the Application
Deployment Path under the selected Webserver.

e Weblogic Setup Details — Specifying the WebLogic Domain Home Path.

Installing Infrastructure  7-35



8

Installing Secondary Application Server

Introduction

Procedure

Since Infrastructure Application Server instances can be distributed across different
machines, it is possible to install a Secondary Application Server instance.

Refer to the Distributed Infrastructure Application Server section for more information
about the distributed application server instances.

1. For installing a Secondary Application Server instance, start the Infrastructure
installation and in the Infrastructure Installation Mode screen, select the Multi Tier
option.

2. Select the Application Components option in the Choose Component(s) screen.

3. The Type of Application Server screen is displayed. If you have already installed an
Application Server and this is your secondary Application instance, select the
Secondary Application Server Installation option and click Next to continue.

4. Click the Help button in the Infrastructure Installation screens to view the
instructions specific to the screens.

5. On successful installation of Infrastructure Application component, the Installation
Complete screen is displayed. Click Done to close the installer window.
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Configuring the Servlet Engine

WebSphere Configuration

The servlet engine required by the Infrastructure application is WebSphere 7.0.0.5. As
stated in the section Software Environment earlier, the servlet engine is expected to be
installed on the machine identified as the Infrastructure Web Server. Instructions on
configuring WebSphere are given in this section.

WebSphere Enterprise ARchive Files Creation

File Creation

The Enterprise ARchive (EAR) files is required to assemble servlets, .jsp files, web pages
and other static content into a deployable unit. This EAR file creation is required to
reflect the changes made to the web.xml file.

Following are the outlined steps:

1. On the machine in which Infrastructure Web components have been installed,
navigate to the $FIC_WEB_HOME directory. At the prompt type ./ant.sh. This will
trigger the creation of EAR file - <contextname>.ear.

Note: <contextname> is the context name given during installation.

2. On completion of the EAR files creation, the following message will be displayed
and you will be returned to the prompt.

BUILD SUCCESSFUL

Time taken

3. The EAR file - <contextname>.ear - is created on the machine on which
Infrastructure Web components are installed under $F1IC_WEB_HOME directory.
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Note: This process overwrites any existing version of EAR file that
exists in the path.

WebSphere EAR Files Deployment

This step is for deploying Infrastructure application in WebSphere.

Files Deployment

1. Open the URL in the browser window:http://<ipaddress>:<Administrative Console
Port>/ibm/console. The login screen is displayed. Login with the user id that has
admin rights.

R e % E

Lasg s b the console,

Mky: WPy ey pepiad B iraatiyiy, S pypte well bag v ot o aely e B1h we b g i Bgain

fit

2. Expand Applications > New Application > The New Applications window opens.

Select New Enterprise Application option.
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4. Select the remote file system and Click Browse to select the EAR file which is
generated for OFSAALI to upload and install. This file name will be displayed in the
Specify Path box provided. Click Next.
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6. The select Installation page is displayed. Click Next
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The Map resource references to resources page are displayed. Map each resource
defined in your application to a resource JNDI name defined earlier.
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9. After mapping the resource reference, click on "Modify Resource Authentication
Method" option available. Specify the authentication method created earlier.
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10. Select the Web Application check box and Click Next
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11. The Map Virtual hosts for Web Modules screen is displayed. Select the Web
Application check box and Click Next
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12. The summary page is displayed. Check the same and Click Finish.
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13. This will deploy the Infrastructure Application on WebSphere. Once the installation

is successful message appears, Click Save to save the master file configuration.
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14. To start the application, Expand Applications > Application Type > WebSphere

enterprise applications. The Enterprise Applications window opens. Select the
application installed and click on Start.
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¢ <profile name> is the profile name given while creating the
WebSphere profile. Refer to WebSphere Configuration for
Infrastructure Application Deployment section for details.

e <cell name > is the cell name given during profile creation

* <contextname> is the context name given during installation.

WebSphere HTTPS Configuration
Ensure the below steps for Configuring an HTTPS Transport on Websphere.

1. Create a profile using the Profile Creation Wizard in WebSphere.

2.  Note down the https port specified during this process and use the same as servlet
port or web server port during OFSAAI Installation.

3. Enable the checkbox for https during OFSAAI installation to enable https
configuration on Infrastructure.

Tomcat Configuration

Tomcat Configuration

Note: This section is applicable if the web container is Tomcat

The servlet engine required by the Infrastructure application is Tomcat. As stated in the
section Software Environment under chapter Pre-Installation, the servlet engine is
expected to be installed on the machine identified as the Infrastructure Web Server.
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Instructions on configuring Tomcat are given in this section.

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login.
You are required to edit SCATALINA_HOME/conf/tomcat-users.xml as instructed
below.

This file contains an XML <user> for each individual user, which will display the
username and password used by admin to log into Tomcat, and the role names admin
user is associated with.

Example
<user name="admin" password="admin" roles="standard, manager" >

Add the manager role to any one of the existing username/password combination as
shown in the example above.

Use the same username/password to which the manager role has been assigned to
access the Tomcat Application Manager.

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Configuring Tomcat to use the JAVA 32 bit Executables

The section is only required if installing on a 64-bit OS. If the 32 bit JDK was used for a
32-bit OS, this step is not required.

Navigate to the SCATALINA_HOME/bin folder.
Edit the setclasspath.sh as explained below:

Under 'Set standard commands for invoking Java', change "$JAVA_HOME"/bin to
"$JAVA_BIN".

Example
Edit the following block of text:

# Set standard commands for invoking Java.
_RUNJAVA="$JAVA_HOME"/bin/java
_RUNJDB="$JAVA_HOME"/bin/jdb
_RUNJAVAC="$JAVA_HOME"/bin/javac
Change it to:
_RUNJAVA="$JAVA_BIN"/java
_RUNJDB="$JAVA_BIN"/jdb
_RUNJAVAC="$JAVA_BIN"fjavac

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.
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Servlet Port Configuration

The Servlet Port specified during the Infrastrcture installation process must be
configured in Tomcat if your web server is Tomcat. If you are using the default port
(8080), then you are not required to configure the same since it is already configured.

If you are using a different port number, you must first configure the port in the
server.xml in the conf directory of Tomcat Installation directory. The following steps
guide you through the configuration process.

Navigate to $CATALINA_HOME/conf. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080"

Against this tag, a parameter is specified 'Connector port = "8080". Edit this value to the
new port number that was used during the Infrastructure installation process.

Save your changes in server.xml.

Tomcat WAR Files Creation

The WAR files is required to assemble servlets, .jsp files, web pages and other static
content into a deployable unit.

The steps given below will guide you through the WAR files creation process.

1. On the machine in which Infrastructure Web components have been installed,
navigate to the path $FIC_WEB_HOME.

2. At the prompt, execute ant.sh. This will trigger the creation of WAR file -
<context-name>.war

Note: <context-name> is the context name given during installation.

3. On completion of the WAR files creation, a confirmation message will be displayed
and you will be returned to the prompt.

4, The WAR file - <context-name>.war. - is created on the machine on which
Infrastructure Web components are installed under $F1IC_WEB_HOME directory.

Note: ¢ This process overwrites any existing version of WAR file
that exists in the path.Proceed with the following steps for Tomcat
WAR Files Deployment.

¢ Log on to the server in which Tomcat is installed.

Now, proceed to the Tomcat WAR Files Deployment section.
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Tomcat WAR Files Deployment

Before deploying the WAR files, ensure that the previously deployed applications of
Infrastructure are uninstalled.

Refer to Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files

On the machine that hosts Tomcat, follow the steps outlined to deploy Infrastructure
application.

1. Open the URL in Browser window: http://<IP address>:<Tomcat server port>. The
Tomcat home page is displayed. Click the "Tomcat Manager' link on the LHS menu.
Login with the user id that has admin rights. (For user creation in tomcat, refer to
the section Tomcat User Administration

2. This takes you to the Tomcat Web Application Manager. This displays all the
applications deployed in Tomcat.

3. Enter the context name given during the installation under Deploy Context Path
field as /<context-name>.

4. Enter the Path where the <context-name>.war file resides (by default
$FIC_WEB_HOME/<context-name>.war) in the WAR or Directory URL and click on
Deploy
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Upon successful deployment of the application the following confirmation message
is displayed.
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Refer to the Starting Infrastructure section for information on starting the Tomcat
server.

Non SSL Port Configuration

Ensure that the following connect tag under "Define a non-SSL HTTP/1.1 Connector on
port 8080" in <Tomcat_installation_folder>/conf/server.xml file is uncommented for
Non-SSL Configuration. (By default, it is uncommented.)

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

<! Note: To disable connection timeouts, set connectionTimeout value to -1-->

Note: ® The port mentioned as connector port is the Web server port or
servlet port in Infrastructure.

SSL Port Configuration

Ensure that the following connect tag under "Define a SSL HTTP/1/1 Connector on port
8443" in <Tomcat_installation_folder>/conf/server.xml file is uncommented for SSL
Configuration. (By default, it is commented.)
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<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

Note: ¢ The port mentioned as connector port is the Web server port or
servlet port in Infrastructure.

* For more information related to SSL Configuration on Tomcat, please
see <http://tomcat.apache.org/>

WebLogic Configuration

The servlet engine is expected to be installed on the machine identified as the
Infrastructure Web Server. Instructions on configuring WebLogic are given in this
section.

Note: If WebLogic is installed on a remote machine, then you must
perform certain post-installation steps manually as stated in WebLogic
EAR Files Deployment, page 9-16.

WebLogic EAR Files Creation

File Creation

The Enterprise ARchive (EAR) files is required to assemble servlets, .jsp files, web pages
and other static content into a deployable unit. This EAR file creation is required to
reflect the changes made to the web.xml file.

Following are the outlined steps:

1. On the machine in which Infrastructure Web components have been installed,
navigate to the $FIC_WEB_HOME directory. At the prompt type ./ant.sh. This will
trigger the creation of EAR file - <contextname>.ear.

Note: <contextname> is the context name given during installation.

2. On completion of the EAR files creation, the following message will be displayed
and you will be returned to the prompt.

BUILD SUCCESSFUL

Time taken

3. The EAR file - <contextname>.ear - is created on the machine on which

Configuring the Servlet Engine 9-15



Infrastructure Web components are installed under $F1IC_WEB_HOME directory.

Note: This process overwrites any existing version of EAR file that
exists in the path.

WebLogic EAR Files Deployment
The steps for deploying Infrastructure application in WebLogic is given below.

On the machine in which WebLogic is installed, navigate to <WebLogic Installation
directory>/user_projects/domains/<domain name>/</bin and execute startWebLogic.sh
—d64 file to start WebLogic.

Open the URL in the browser window: http://<ipaddress>:<admin server port>/console.
The Sign in screen of the WebLogic Server Administration Console is displayed.

Sign on with the WebLogic user name and password having privileges to deploy the
EAR file.

From the left hand screen menu, under Domain Structure, click Deployments.

The 'Summary of Deployments' screen appears. Click Install.
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1. The Install Application Assistant screen is displayed. Select the 'exploded EAR'
directory after browsing to the directory where it is saved. Click Next.

To explode EAR, follow the below steps.

® Create the 'applications' folder under domain name.
/Bea/user_projects/domains/<Domain _name>/applications.

* Create <context_name>.ear file under 'applications' folder. Copy the
<$FIC_WEB_HOME/<context_name>.ear file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>
/applications/<context_name>.ear

* Explode the <context_name>.ear file using the command jar —xvf
<context_name>.ear

® Delete the <context>.ear and <context>.war file(recently created).

* Create a directory <context_name>.war under
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>
/applications/<context_name>.ear

e Copy <$FIC_WEB_HOME/<context_name>.war file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>
/applications/<context_name>.ear/<context_name>war
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2. In the 'Choose targeting style' screen, select the 'Install this deployment as an
application' and click Next.
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The 'Optional Settings' screen is displayed. If required, enter a name for the
deployment in the Name field. Select the 'DD only' option to specify that only roles
and policies that are defined in the deployment descriptors should be used. Also,
select the 'I will make the deployment available from the following location' option
under Source accessibility. Click Next to continue.
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The 'deployment summary' is displayed. Select the 'Yes, take me to the
deployment's configuration screen’ option and click Finish.
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In the Settings for <Deployment Name> screen, review the general configuration
details of the deployment. You can update the configuration of the deployment in
this screen. Click Save to save the updates, if any.
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Click the 'Overview' tab to view the complete configuration of the deployment.
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In the LHS menu, click Deployments. Select the newly deployed Infrastructure
application and click Start > Servicing all requests (The Infrastructure server should
be up and running).
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The following screen will confirm that the application has been started. The State of
the deployed application will be displayed as Active if started successfully.
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For more information on Deploying WebLogic Server Applications, refer to
http://e-docs.bea.com/wls/docs81/deployment/overview.html.
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Post Infrastructure Installation Activities

Introduction

Once the Infrastructure installation is completed successfully, certain post-installation
steps are required to set configuration parameters. These configuration parameters are
distributed across the machines on which Infrastructure Web; Application and Database
components have been installed.

Configuring the libcpptripledes.so File
For WebSphere

Copy the libcpptripledes.so file from $FIC_WEB_HOME/bin to <WebSphere installation
path>/AppServer/bin.

Example: /websphere/ibm/AppServer/bin
For WebLogic

Copy libcpptripledes.so and libstlport.so.1 files from $FIC_WEB_HOME/bin to
<WebLogic Server Home>/server/native/solaris/sparc64

Example: /weblogic/webl1013/bea/wlserver_10.3/server/native/solaris/sparc64

Note: libcpptripledes.so configuration is required only if the web
container is websphere/weblogic.

Infrastructure Server Memory Configuration

The Infrastructure Application Server is started using reveleusstartup.sh. This file can
be edited for setting customized memory settings, garbage collector settings depending
on the available hardware configuration. You are requested to contact Infrastructure
Support for guidance in altering the memory settings.
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Configuring XVFB

XVEB is an OS level file set which gets installed during the installation of the AIX
Operating System. XVFB is required for the functioning of the Export option in
OFSAAL

Steps for configuring XVFB on AIX:

1.

Log on to the server as a user with administrative privileges.
Start the XVFB service from the /user/bin/X11 directory.

Execute the following command from the /user/bin/X11 directory.
X —force —vfb —x abx —x dbe -x GLX :n &

In the above command, the value of 'n' can be given as 0 or 1.

In startServer.sh file of WebSphere in <WebSphere Installation Directory>/
AppServer/bin, set the Display variable 'export DISPLAY" as "IP Address of the AIX
machine where the servlet engine is hosted" and save the .profile.

Example
export DISPLAY="10.2.221.196:0.0"

In OFSAALI Application server .profile of the user, set the DISPLAY Variable as the "
IP Address of the AIX machine where the OFSAAI Application Server is hosted"
and save and run the .profile file.

Example
export DISPLAY="10.2.221.196:0.0"

Restart the WebSphere default profile by executing in <WebSphere Installation
Directory>/ AppServer/bin/startServer.sh and execute the .profile of the OFSAAI
Application Server.

Verify that the DISPLAY Variable is set to the IP address of the AIX machines
respectively.

Example
/home/<user> echo $DISPLAY

10.2.221.196:0.0
10.2.221.196:0.0 is the IP Address of the respective AIX machine.

OLAP Data Server Configuration

The following parameters must be set so as to ensure that the system limitations are not
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exceeded at any stage during the life of an instance of OLAP Data Server. The values for
these OS parameters should be specified based on the expected load at each
implementation site.

Example
Process Memory Limit

Max Thread Stack Size
Max Number of Threads per Process

You are requested to contact OFSAAI Support for guidance in altering the above
settings.

Sort Buffer setting must be set at the Essbase application level appropriate to the
anticipated load.

Note: Hyperion Essbase is required only if you are using the OLAP
feature of OFSAAL

Configuration for User Attributes Screen

The User Attributes feature of Infrastructure allows you to enter additional attributes
for a user. The CSSMS_ATTRIB_MAST table in the Config schema should be loaded
with data based on the additional attributes that are required to be captured for a user.
The field labels in the User Attributes screen of Infrastructure will be dependent on the
values that are entered in this table.

The Infrastructure User Attributes screen asks for these details during Infrastructure
installation. If you wish to do these activities as a post installation steps, use the
following details for your reference.

Following is an example of the data to be loaded in the CSSMS_ATTRIB_MAST table:

CSSMS_ATTRIB_MAST table

ATTRIBUTE_ID | ATTRIBUTE_DESC | ALLOWED _VALUES TYFE
PH Phone Mumber 0
HT Home town Bangalore, Mumbai, Delhi, Chennai 1
MGR Manager select case when v_usr id ='[<USER=] | 2
then ‘null’ else v_usr_id endv_usr_name
from cssms_usr_profile

Here, ALLOWED_VALUES column holds the values that can be specified for the
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attribute and TYPE specifies how to get the allowed values.

The values that can be specified in the TYPE column are as follows:
* 0 - USER INPUT

® 1 — Comma Separated Values

¢ 2 — Execute the SQL select query in ALLOWED_VALUES column to get the list of
allowed values. The query should select two columns, the first of which will be the
actual values and the second, the description which will be displayed in the select list.

[=USER=] should be replaced with a valid Infrastructure user id.

Configuration of Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by
Infrastructure services after the installation process. The ports that are used by the
Infrastructure application are distributed across the machines on which Infrastructure
Web; Application and Database components have been installed. Therefore you must
perform the port changes on all the machines on which Infrastructure components have
been installed. On each machine, navigate to the path $FIC_HOME. Enter the command
java —jar PortC jar.

The current Ports Definition can be found in the $FIC_HOME/PortsDef.log.

Note: Java JDK Standard Edition 1.6.0 (SR5)- 32 bit must be set in the
path variable.

The Configure OFSA Alnfrastructure Port Numbers screen will be displayed.
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B configure OFSAAInfrastructure Port Mumbers !EE

Configure port numbers used by
OFSAAInfrastructure,

Flease choose your OFSAAInfrastructure install directory:

Jesscubes/rinan 1 jOracler 1 [ Select .
Application Layer ""
Database Layer el
Wieb Layer

OFsAAInTrastructure Java Por B121

ICC Server Port 8124

ICC Mative Port 8125

OFSAAInfrastructure Mative Pory2122

OFSAAInfrastructure Agent Port/8123

OLAF Data Server Port .812 =

Message Server Port gl27
Router Fort 5128
AM Port 8129
Web Server Port .111E|5

Enter Database Details

Select your Database Oracle [
IP Address 10,184 62 108

Port Mumber .1521

SID .rr_-w.i-.qr

OFSAAInfrastructure username ofszconf

OFSAAINTrastruciure password sessssss|

Cancel Change

Refer the pre-installation activities check list section for more details about the Ports
used in Infrastructure.

Click the Select button and select the path in which Infrastructure components have
been installed. Alternatively you may enter the path in the space provided. Enable the
corresponding check-boxes Application Layer, Database Layer or Web Layer based on
the components that are installed on the current machine.

In the event you have performed a single-tier installation on the current machine,
enable the check-boxes for all three components.

If you have installed more than one category of components on the current machine,
enable the corresponding check-boxes for the respective components you have
installed.

If you have installed only a single layer on the current machine, enable the
corresponding check-box for the component you have installed.

To edit the port value, simply enter the new port value. User has the option to change
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the required ports and leave the other ports unchanged. Only the ports for which values
are modified will change and the ports that are unchanged will retain its default value.

Note: ¢ All ports on a machine must be unique.

® The range of port numbers that are given should preferably be
between 1025 and 65535.

Select the Database Type as Oracle from the options provided in the dropdown.

Enter the IP Address of the machine on which the corresponding database is installed.
Enter the Port Number on which the database is listening.

Enter the SID details.

Enter the Config Schema username password.

Click the Change button to initiate the port changes. Click Cancel to exit the program.

Once the port numbers are changed in the Infrastructure configuration, a message is
displayed confirming the changes. The log Portchanger.log in the Infrastructure
installation path provides the status of port changes performed.

For the above port changes to take effect, a re-start of all Infrastructure servers is
required.

Note: These port changes are done only on the Infrastructure web
components and not in the WebSphere installation directory
(Infrastructure Application deployed directory) where EAR files are
deployed. Thus, after the port changes on the Infrastructure web
components are done, you will need to re-create the EAR files and
re-deploy the EAR files. (Refer to Configuring the Servlet Engine
chapter for more details.)

Web Server Port Change

The Web Server Port is the same as the Servlet Port. In the event you wish to change the
servlet port after the installation process, you must follow the same process as above in
the Port Changes section. This will change the servlet port in the Infrastructure
application.

Stop and start Infrastructure Server following the steps given in Starting Infrastructure,
page 11-1

Re-start WebSphere / Tomcat / WebLogic server.

Check the connectivity from Servlet URL
<http://<IPaddress>:<PortNumber>/<context-name>/servlet/com.iflex.fic.ficml. FICMaste
r>. The status should be successful for all the services.
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Metadata Migration

The metadata created in the previous versions of OFSAAI cannot be used directly in
current version of OFSAAL It is required to a migration of metadata if you wish to use
the older metadata.

Ensure that the following files are present in the $FIC_HOME/MigrationUtilities
/MetadataMigration_544/1ib directory.

ummentities.jar
ojdbco.jar
migration.jar

Navigate to $FIC_HOME/MigrationUltilities/MetadataMigration_544/conf directory and
edit Migration.conf file with the following parameters:

A) MIGRATE_UMM

This property specifies if the metadata needs to be migrated. Set this parameter value to
"YES .

Example

MIGRATE_UMM=YES

B) [FICMASTER_DB]

Details to Connect to FICMASTER Schema
i) DBType

Type of database

Example
ORACLE

ii) DriverManager
The Driver Class name for connecting to type of database

Example
oracle.jdbc.driver.OracleDriver

iii) URL
The URL to connect to Database.

Example
jdbc:oracle:thin:@< Infrastructure Database server IP> :< oracle port>:<oracle SID>

iv) UserName
User Name to connect to Database
v) Password

Password of the user used to connect to database
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C) [INFODOM_DB]

Details to Connect to Atomic Schema
i) DBType

Type of database

Example
ORACLE

ii) DriverManager
The Driver Class name for connecting to type of Database

Example
oracle.jdbc.driver.OracleDriver

iii) URL
The URL to connect to Database.

Example
jdbc:oracle:thin:@<Infrastructure Database server IP> :< oracle port>:<oracle SID>

iv) UserName

User Name to connect to Database

v) Password

Password of the user used to connect to database

Navigate to $FIC_HOME/MigrationUltilities/MetadataMigration_544/bin. Edit
Migration.sh file and specify the following properties as startup parameter:

$INFODOM - Give the Information Domain name for which migration has to be
done.

$FTPSHARE_DIRECTORY
$JAVA_HOME
$MIGRATION_HOME
Run Migration.sh.

After the migration process is complete, grant full permissions to the ftpshare directory
and its sub folders and files. This is done so that the new log files generated inherits the
permissions granted to the ftpshare directory.

To do this, navigate to the ftpshare directory and execute the following command:
umask 0000

Infrastructure Configuration for LDAP

This provides you with the option of using LDAP (Lightweight Directory Access
Protocol) authentication or Infrastructure SMS authentication for logging on to
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Infrastructure.

If you are using the Infrastructure authentication, the user and user group details,
profile creation, function and role maintenance and other mappings can be done
through the Infrastructure Administration module under Security Management. The
data, in this case, will be updated in the CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that
the LDAP server is installed and configured. The Infrastructure Installation wizard
provides the option to select LDAP authentication for logging on to Infrastructure. If
you select the LDAP Users option in the User Configuration screen during
Infrastructure installation, application will be configured for using LDAP
authentication.

If you have selected the LDAP option during Infrastructure installation, you will have
to manually do the following configuration.

Note: Before doing the following configuration, it is required to select
the Authentication type as LDAP in the Configuration screen of
Infrastructure. This screen can be accessed by selecting System
Configuration > Configuration in the left hand screen menu of
Infrastructure.

Configuring Infrastructure Config Schema

In the Infrastructure Config schema make sure that the following entries are present in
Configuration Table:

PARAMNAME DESCRIPTION PARAMVALUE EXAMPLES

AUTHENTICATION AUTHENTICATION TYPE 2

TYPE (AUTHENTICATIONTYPE

value must be 2 for LDAP)

ROOTCONTEXT The Root Context for the dc=<Reveleus>,dc=<com>
LDAP Directory

ROOTDN The Root dn for LDAP cn=<Manager>dc=<Reveleus>
directory ,dc=<com>

ROOTPASS Password for the Root <secret>

LDAPURL LDAP URL. <ldap://10.80.193.35:389/>
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Note: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be
same as slapd.conf file.

Configuration of Openldap Files

1.

Copy the reveleusSchema.schema from <Infrastructure Installation
Directory>/ficapp/common/ficserver/conf/LDAP_ldif folder to LDAPServer Schema
folder.

Copy the Domains.ldif and Reveleus.ldif files from <Infrastructure Installation
Directory>/ficapp/common/ficserver/conf/LDAP_ldif folder to OpenLDAPServer
folder.

Note: ® Make sure that the ROOTCONTEXT in the Domains.ldif
and Reveleus.ldif files are the same as slapd.conf file.

Make the appropriate entires for rootdn, rootpass and rootcontext in slapd.conf file
in the OpenLDAPServer folder.

Add the following text as the first line of the slapd.conf file include
schema/reveleusSchema.schema

Note: ¢ The above configuration is for OpenLDAP Server only. If
you need to configure Infrastructure for ApacheDS Server or any
other LDAP Server, you will have to make the changes
appropriately. Contact Infrastructure Support for more
clarifications.

In the command prompt, navigate to the LDAP installation directory and execute
the following command:

ldapadd -D"ROOTDN" -w ROOTPASS —f/data/Reveleus.ldif

This is for creating the entries for Users, User Groups, Functions, Profiles,
Segments, Domains, Roles, and HolidayMaster in the Data information Tree of
LDAP.

For each information domain that is created through the Infrastructure U], it is
required to make an entry in the Domains.ldif file. To add an entry corresponding
to the new information domain to the Domains.1dif file, add the following block of
text with the appropriate values:

e dn: DSNID=<DSN ID>,ou=Domains,@ LDAP_DIRECTORY_ROOTCONTEXT@
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® changetype: add

¢ mappedsegments: <Mapped segments/~>

e dsnid: <DSN ID>

¢ infodomname: <Information Domain Name>
* objectClass: Infodom

* objectClass: top

¢ infodomdescription: <Information Domain Description>

Example
e dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1,dc=com

* mappedsegments: ~

¢ dsnid: FUSIONMOCK

¢ infodomname: FUSIONMOCK

e objectClass: Infodom

* objectClass: top

¢ infodomdescription: FUSIONMOCK

Then, navigate to the LDAP installation directory and execute the following
command:

ldapmodify -D"ROOTDN" -w ROOTPASS —f/data/Domains.ldif

Note: You can add entries for multiple information domains at the
same time.

Migration of Data from CSSMS tables to LDAP server
If you are using LDAP authentication, it is required to migrate all the details from the
CSSMS table, which contains the information entered using the Infrastructure
Administration module under Security Management to the LDAP Server.

1.

In the command prompt, navigate to
$FIC_HOME/MigrationUtilities/Migration_LDAP/bin and invoke the
LDAP_Migration.sh file.

The Select Source & Destination for Migration window is displayed.
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This screen provides you the option to migrate the data from CSSMS to LDAP or
vice versa. Select the SMS to LDAP option to migrate all the user information from
the CSSMS table to the LDAP server.

3. The Select Entities to Migrate window will be displayed. You can select the data
that you wish to migrate such as Users, User Groups, Functions, Roles, Segment,
Profiles, Holiday Master, Function Role Maps, User — User Group Maps, User
Group Role Map, and User Group- Domain Map.

r5elect Entities To Migrate

¥ User
¥ User Group
Function
Role
Segment
Frofile
Holiday
Function - Role Map
User - User Group Map
User Group - Role Map

User Group - Domain Map

Migrate Close

Select the entities that you wish to migrate and click Migrate. The migration will
take place and a confirmation window will be displayed. You can verify the data
migrated to LDAP server through the LDAP Browser.

4. You should also enter the passwords for all the users as passwords are not migrated
in migration process.

Kindly contact Infrastructure support for more information on Infrastructure
Configuration for LDAP.

IE Settings

The following browser settings have to be specified at every client machine prior to
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accessing the Infrastructure application.

Open Internet Explorer. Select Tools LI Internet Options. The Internet Options window
is displayed. Click the Settings button. The Settings window is displayed. Select the
Every Visit to the page option. Click OK.

Internet Dptions ? [}_‘_l Temporary Internet Files and History Settings |§|
Germeal | Security | Privacy | Contert | Conrechions | Programs | Advanced | Temporary Inbamet Flss
Harra page Inbernet, Explorer stores copies of webpoges, images, and media
Tos ereate b page Labs, bype sach address on ks own e, forfaster -
) o T Chedk for newser versions of stored pages:
%) Eveary tims T visit th wabpags
) Every time [ start Inkerret Explorer
) Pastomaticaly
[ usooarent || usodefouk || useblank | Oever
Browsing histary Dk sparce b use (B - 1024ME): By
‘:_ Dielete bemporary fles, history, cookies, saved passwords, (Rrecommendad: 50 - 4
7 infi s
aned web Form information Cumenik location:
[ eete.. |[ settnge | CriDocuments and SettingsitusharBhilocal Settings)Temporary
Inbeamet Filas)
() Change search defauks. Settings
ot [ moveroider... | [ wvewobmes | [ viewfies |
Tabs Hestany
(Charge how webpages are displayed in
1 fabe. Spechy how many days Inbernet Explorer should save the kst
of weebeskes you have visked.
Appearance Duary's b keep pages in history: ooz
[ cooes | [ vonousges || Fonts | [ Accessbiry |
o [ com |
[ ok [ comel [ teev |

In the Internet Options window, select the Security tab and select the Internet option
under Select the Web content zone to specify its security settings.

Click Default Level under Security level for this zone.
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Internet Options

| General | Secwrily | Privacy | Content | Connechions | Programs  Advanced

Selack a zone bo view or change security seftings,

@ &€ v O

Irlhtrl'll‘l' Local inkranet  Trusted stes  Restricted

sites
Internet
“ This zone is For Internet websites,
except those Ested in trusted and
restricked zones.
Security level for this zone
Alloweed levvels for this zone: Medium Eo High
Mediun-high
1 = Appropriabe for most websites
T - Prompts before downloading potentialy unsafe
content

= Unsigreed Activel conkrols will not be downloaded

| ok || cancel || apply

If the browser is accessed through Windows XP, this Infrastructure installation site
needs to be added to the list of trusted sites. This can be done from the Internet Options
window.

Select the Security tab and select the Trusted Sites option. Click the Sites... button. In
the Trusted Sites window that is displayed, enter the Infrastructure URL in the Add this
Web site to the zone box. Click OK.

10-14 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration

Guide



Genersl | Se0urky | Pr Content | Connections | Pr Advanced
=y Ll L Yiou can add and remore welisites from this zone. Al websites in

this zore will use the zone's security settings.
Selact & sone bo view or dhangs sedurity sebtings.

@ 8§ v O ||mmmem

Local intraret  Trusted shes  Restriched
shes

ot (o= ]
Thiz zore cork.sing webales that you
brust: reckt o damage your complber oF
your Files.
Saouity bl For B 2oms
Alowwed lerveb for this rone: Al
Besdium
= Promgits before downkoading potentialy uncafe

conbant
L = Unsignesd Ackived conbros will not be dowrlsaded

[FRequire sarver verification (hetps:} For all sies in this 2one

Lo J[ conel || somtv |

Click OK in the Internet Options window to save the settings.

SFTP and FTP Configuration

The user can choose the type of FTP configuration required. The user can choose to
have either Secure FTP or FTP. Based on the choices made, the users used for
installation of each of the Infrastructure components should be configured
appropriately.

The SFTP/FTP services should be enabled and the respective ports should be open for
connection.

In case of multi-tier installation of Infrastructure, when choosing FTP or SFTP
configuration, make sure that the same configuration is done for Database, Application
and Web Servers.

Note: For SFTP configuration, openssh-4.3 software should be
downloaded and installed in all the Infrastructure Server machines.
You can download it from http://www.openssh.com/openbsd.html

FTP/SFTP services are required when configuring all Server Details for the Database
Server and Application Server as documented in Configuring Database Server Details,
page 13-1.

The command below can be used on either the Database Server, Application Server or
Web Server to verify the availability and connectivity of ftp/sftp services:
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ftp/sftp <<IP address or HOSTNAME>>
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Introduction

Starting Infrastructure

Once the installation of Infrastructure has been completed successfully and the
post-installation steps are completed, the servers must be started. Log on to each
machine and run the .profile file. All servers mentioned must be started from the same
shell encoding. The servers mentioned below are dependent on each other. It is
mandatory to maintain the order in which the servers are started. Allow each of the
servers to initialize completely before starting the next server.

Starting the Infrastructure Server

On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_APP_HOME/common/FICServer/bin and execute the following
command to start the Infrastructure Server:

Jreveleusstartup.sh

When starting the server the first time, it must be done in the foreground to answer
prompts. Enter the password of the Oracle Config schema, when it prompts for a
system password. This password is asked only the first time of starting
Infrastructure server.

If the Oracle Config schema password is changed, delete the Reveleus.SEC file
under $FIC_HOME/conf and start the server.

When saving Database Server Details during Infrastructure Configuration, the
Infrastructure server must also be started in the foreground to answer the following
prompt on save:

The host 10.123.45.678 is currently unknown to the system
The host key fingerprint is: 1023: 1e 35 46 7f 81 e7 16 6b 33 €8 59 £7 d cf 5b bl
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Do you want to allow this host key? [Yes|No| Always]:
Always should be entered when prompted.
e  After the initial startup of the Infrastructure server and completion of Infrastructure

configuration, the server may be started as a background process using the
following:

nohup ./reveleusstartup.sh

* Any router connection errors in the revappserver.log may be ignored.

Starting Websphere profile

On the machine where Websphere is installed, navigate to
[Webshpere_Install_Directory] / AppServer/<profiles>/<profile name>/bin and execute
the following command to start the Websphere server:

startServer.sh serverl

Starting the Tomcat Application

On the machine in which Tomcat is installed, go to the <Tomcat_Install_ Directory>/bin
and execute the following command to start the Tomcat server:

Jcatalina.sh run

Starting WebLogic profile

On the machine in which Weblogic is installed, navigate to <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin and execute the following
command to start the Weblogic server

startWebLogic.sh —-d64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop & start the application <context name>.ear

Starting the Information Command Center (ICC) Server

On the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the following command
to start the ICC server:

Jiccserver.sh
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Note: Only the Infrastructure Default Application Server would hold
the ICC components.

Starting the Agent Server

On the machine on which Infrastructure Database components have been installed,
navigate to $FIC_DB_HOME/bin and execute the command to start agent server:

Jagentstartup.sh

Note: This agent will internally start the Router, Message Server, OLAP
data server and AM servers.

Starting the Infrastructure Server Administrative Console

Under default Application Instance, navigate to
$FIC_HOME/ficapp/common/FICServer/bin and execute the following command to
start the Infrastructure Server Administrative Console:

./AdminConsole.sh

Note: The Administrative Console must be started either directly on the
server or via X-Windows software as a GUI window will appear once
started.

Starting the LDAP Server

On the machine in which LDAP Server is installed, go to the OpenLDAP installation

directory through the command prompt and execute the following command to start
the LDAP server:

slapd -d 1

Note: Enter any user-defined password when prompted.

Logging into Oracle Financial Services Analytical Applications

All applications services have now been started. The application can be accessed from a
client machine. From a client workstation, open the client browser and provide the URL
as http://<IP address>:<servlet port>/<context-name>/login.jsp.
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Example
http://10.80.122.228:8888/reveleus/login.jsp

Note: If https configuration is enabled, the client browser will need to
disable the proxy servers through the client browser's internet options.

This displays the login screen of Infrastructure.

Financial Services Analytical Applications Infrastructure

ORACLE
Languags LIS:English ki
Ugar 1D
Passweed
Jbepn |

There are two in-built system administration users provided by the system:

* SYSADMN: <no password>
* SYSAUTH: <no password>

Log on to the application using "SYSADMN" as the User Id. The first time you log in,
you will be prompted to change the password. Note:There is no "I" in the "SYSADMN"
login.

Note: Several configuration activities are to be carried out before
starting working on Infrastructure. Refer to the following configuration
chapters in this guide for more details.
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System Configuration

Introduction

The System Configuration function enables you to define Server, Database,
Information Domain and Configuration.

System Configuration activities should be performed by the system administrator using
a System Administrator User Id.

Click + to access the list of System Configuration options.
System Configuration activities can be categorized into three logical groups.

Group I assists the administrator while configuring various server components and
miscellaneous activities. This needs to be done in the following order:

e Server Details
e Database Details
e Configuration

Group II assists the system administrator while configuring activities relating to setting
up of the warehouse for various information analytics.

e Information Domain

Configuring Server Details

This feature helps the administrator to configure the various server setup details in
Infrastructure .

Prerequisites

®  Successful completion of Infrastructure Installation.
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* Infrastructure System Administration User Id / Password.

e Availability of FTP/SFTP services, User Id with appropriate rights and Password
information in the Application Server, Database Server(s) and Web Server(s).

FTP/SFTP services are required when configuring all Server Details for the Database
Server and Application Server as documented in 'Configuring Database Server Details'.

See System Configuration, page 12-1, Configuring Database Server Details, page 13-1
and Configuring Details, page 14-1 (contains Information Domain creation
information)

The command below can be used on either the Database Server, Application Server or
Web Server to verify the availability and connectivity of ftp/sftp services:

ftp/sftp <<IP address or HOSTNAME>>
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Configuring Database Server Details

To configure database server

Click Server Details to expand its sub-options, namely Database Server, Application
Server and Web Server.

The database layer of Infrastructure can be represented by a single database server. This
option helps the user to capture the database server(s) set-up details.

Click the Database Server option to open the Server Master screen.

Note: Several information domains can reside on the same database
server; however one information domain can be mapped to only one
database layer.
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Using the Server Master wizard, you can specify details of the machines on which
Infrastructure Database, Application and Web components have been installed. You can
use the Add and Edit modes in the Server Master screen.
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Configuring Database Server Details

Validations

Modifications

The Add option in the DataBase Server Details screen enables the user to provide set-up
details for a database server and add multiple servers.The IP addresses of all the three
Infrastructure servers entered during setup cannot be modified. The first screen accepts
the Database server information like Database FTP/SFTP drive details, user Id and
password.

The user should create the FTP/SFTP information manually, prior to entering the
details.

The application will check if the details provided are correct. Apart from the FTP
information, the screen also considers the socket server port in the database machine by
default. Be sure to have the Infrastructure server started in the foreground to answer the
following prompt which will appear in the Unix server command window when saving
Database Server Details:

The host 10.123.45.678 is currently unknown to the system

The host key fingerprint is: 1023: 1e 35 46 7f 81 €7 16 6b 33 €8 59 f7 d cf 5b bl
Do you want to allow this host key? [Yes|No | Always]:

Always should be entered when prompted.

The FTP/SFTP information is accepted based on the following details in the Database
Server:

Technical Metadata: Information related to the Entities and Attributes are stored in this
path.

Business Metadata: Business Logic XML's are stored in this path.

Staging Area: The raw data files are moved or transferred into this folder. The system
also transfers the extracted data file into this folder.

Note: In UNIX, you will not require an FTP/SFTP share name. The
drive name is captured as share name.

e FTP/SFTP information cannot be blank.

e The Host DB type cannot be blank.

The system allows modifications of the PATH and other related FTP/SFTP information.
However the old files should be physically moved to the new path. The system ensures
that all new files are generated / transferred into the new path.
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In the second screen the user is required to enter the security details for the server

settings. For each of the entries there will be single line help on the same screen. The

Information Command Center (ICC) will use this information for judiciously using the

system resources.

In the third and fourth screens the user is required to enter Web server and Application

server details.

This feature cannot be used as a migration tool. It is usable only in
cases where the user has changed the IP address of the physical
machine in use as the Database Server.

Changing the IP address of the physical machine in use will have
no impact on the activities being performed on that machine.

However, if the user chooses to move the DB server from one

machine to another machine, the IP address of the machine will
definitely be different. In this case it is mandatory to setup/install
the DB server on the new machine. The following example
illustrates the point.

Web IP Address App IP Address DB IP Address

14.16.1.1 14.16.1.2 14.16.1.3

14.16.1.1 14.16.1.2 14.16.1.4
Scenario 1

The IP Address of the machine on which the DB server is
installed is 14.16.1.3. For some reason you change this IP
Address to 14.16.1. 4. The system will handle this scenario, by
modifying the address in relevant places. Since there is no need
for a migration in this case, the system will work with the
changed IP address. This is possible because the activities being
performed on the machine will continue on the same physical
machine with the only change being that of the IP address.

Scenario 2

There is a change in the Physical DB Machine from 14.16.1.3 to
14.16.1.4. In this case, the User should run the DB Server setup
utility and the Migration utility to change the Db server
information.

Configuring Database Server Details
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¢ Unlike scenario 1 where only the IP address of the physical DB
machine had undergone a change, scenario 2 explains a
situation where the DB server is moved to another physical
machine, hence the system processes will not be able to
function till the DB server is setup and configured on the new
physical machine.

Defining Server Details

Click Server Details to expand the options within it, namely Database Server,
Application Server and Web Server. Select Database Server to view the Database Server
Details screen.
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e FTP/SFTP service should be installed on the Web/Application and
DB Server.

e The FTP/SFTP ID for Web/App and DB server needs to be created
through the Computer Management option under Administrative
Tools for all the installations other than UNIX installations. This
user should belong to the administrator group.

e The FTP/SFTP password for Web/App and DB server needs to be
specified in the Computer Management option under
Administrative Tools. Select the Password Never Expires option.
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Entering Database Server Details

Click Database Server option to open the Database Server Details screen.

In the first screen of the wizard, you are required to specify the database details. To
define database details, click Add, which will cause the screen to refresh and display
blank fields.
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Specifying the IP Address

The IP Address refers to the IP configuration of the machine where the database server
is installed. This should be the same IP Address that the systems administrator had
specified during the Infrastructure (Database Layer) Installation.

Specifying the Socket Server Port

As the Socket Server Port is already fetched by default, this field should be left with the
default port number.

Specifying the OS Type
The OS type (Operating System) of the database is detected by the Infrastructure
Application and cannot be edited.
Example
NT

* The current system supports only similar OS types in a single
implementation, i.e. all database servers should be installed in
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machines with same OS types. In case of UNIX implementations,
all the database servers can be of type UNIX (same version).

* Infrastructure does not support UNIX and NT combination.

Entering FTP/SFTP Details for the Database Server

FTP refers to the transfer of files from one server to another. Database servers,
Application server and Web servers of Infrastructure need to transfer files such as
metadata and staging files between each other.

SFTP refers to secure FTP for transfer of files from one server to another database
server. For each database server, the FTP or SFTP path for receiving and sending files,
user id / password details need to be defined for Technical Metadata, Business
Metadata and Staging Area related files transfer.

Select the FTP or SFTP option button based on your requirements.

Infrastructure allows users to maintain the paths on the servers where metadata is
expected to reside based on their machine configuration. The paths include Scripts or
Business Metadata, Log, Erwin or Technical Metadata and Stage. Infrastructure creates
files into these paths that include the following;:

¢ Erwin Path, currently referred to as path for Technical Metadata, stores

¢ TFM and Database Model XML files

* Table Creation scripts

e SCRIPTS Path, currently referred to as path for Business Metadata, stores

* Log Path, stores the Log files for all the Backend and Front-end components.

e Stage that stores the FLAT file to be loaded through Data Integrator. This is the only
path that is not tagged to any Information Domain.

Users can individually maintain the above-mentioned paths in different drives based on
the machine configuration.

Example
Erwin Path (Technical Metadata) can be in (Windows) - ¢:\ Infrastructure \ Erwin (or)
(UNIX) - /usr/Infrastructure /Erwin

Scripts Path (Business Metadata) can be in (Windows) - f:\ Infrastructure \scripts (or)
(UNIX) - /usr/Infrastructure /scripts

Log Path can be in (Windows) - d:\Infrastructure \ Logs (or) UNIX - /usr/Infrastructure
/logs
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Example
Erwin Path (Technical Metadata) can be in (Windows) - c:\ Infrastructure \ Erwin (or)
(UNIX) - /usr/Infrastructure /Erwin

Scripts Path (Business Metadata) can be in (Windows) - c:\ Infrastructure \scripts (or)
(UNIX) - /usr/Infrastructure /scripts

Stage Path can be in (Windows) — c:\Infrastructure \Stage\ or (UNIX) -
[usr/Infrastructure /Stage/

Defining Technical Metadata
The Technical Metadata tab is selected by default.

| Technical Metadata “| |"' Business mMetadata ﬂ‘| |'f Staging Area “|

Dirive
Fart Mumber
Llzer Id

Fassword

Infrastructure creates the following set of files under this category.

The ERWin path, currently referred to as the path for Technical Metadata, stores the
following:

e TFM and Database Model XML files
* Table Creation scripts

The Information entered in this screen is automatically copied to Business metadata and
staging area as default values.

Specifying Drive Information

Specify the physical path of the FTP/SFTP shared directory/drive of the database in the
Drive field.

Example
e:/dbftp/

Specifying the Share Name

Enter the Share Name of the folder. The share name has to be created as a virtual
directory under the 'FTP/SFTP default sites’, and should point to the directory specified
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in the above step.

Example
Db ftp

Specifying the Port Number

The port number refers to the database FTP/SFTP port number. Enter the Port Number.

Note: The default SFTP port number is 22. This can be changed by the
user as required provided the port is enabled for the same.

Specifying the User Id

The User Id refers to the user Id that will be used to perform an FTP/SFTP in the
machine where the database server is located. It is mandatory that you enter an
FTP/SFTP User Id.

Note: The FTP/SFTP ID for Web, Application and Database server
needs to be created through the Computer Management option under
Administrative tools for all installations other than UNIX installations.
This user should belong to the administrator group.

Specifying the Password

The FTP/SFTP Password is the password for the FTP/SFTP user Id that the
administrator has specified. Enter the FTP/SFTP Password. The password is
represented by asterisk (*) to prevent others from knowing the password.

While specifying the password certain characters are restricted. The only characters
which are allowed are listed below.

[ N U LA T TR u\n n/n nonon
@/ “ s s 7o

e The FTP/SFTP password for Web, Application and Database server
must be specified in the Computer Management option under
Administrative Tools. Select the Password Never Expires option.

® The accessibility to the Database, Application and Web servers
using the Id / password will be confirmed before saving.

Defining Business Metadata
Select the Business Metadata tab.
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Infrastructure creates the following set of files under this category Scripts Path,
currently referred to as path for Business Metadata. It stores basically the business logic
XMLs.

® Cube Configuration files
* Hierarchy Parentage files
By default, it displays the details entered in the Technical Metadata screen and can be

edited. The data input is similar to the Technical Metadata screen for data entry.

Specifying Staging Information
Select the Staging Area tab.

" Technical Metadata “| |"' Business Metadata ﬂ‘| | Staging Area “|
Cirive homefgauzerftpshares

Fort Mumber 22

Llzer|d daLzer

Fassword

The Infrastructure Stage area stores the FLAT files (data files) to be loaded through Data
Integrator. This is the only path that is not tagged to any Information Domain. These
flat files could be created or transferred by the user by some Infrastructure process.

By default, it displays the details entered in the Technical metadata screen and can be
edited. The data input is similar to the Technical Metadata tab.

Click Next> to go to the next screen. If you wish to clear the fields, click Cancel. Click
Help to open help for the Server Master screen.
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Adding Security Details

In the Security Details screen you are required to enter Security Details for the Database
Server.

In this screen, the administrator can define the Security User Id, the Security Password
and the Security Share Name.

Specifying the Security User Id

The Security User Id that is specified in this screen should be assigned the same rights
as the user who installed Infrastructure.

The Application server needs to pass the database user Id / Password to the database
server(s) for connection purposes. These details can be transferred using the same FTP
share area / user id and password used for transferring the Technical / Business/Stage
area related files.

Alternatively for secure FTP, a different User Id and Password can also be used.
Example

secuser

Note: Ensure that the user using this user Id has been provided rights
to perform an FTP/SFTP in the database server.

Specifying the Security Password

The Security Password is the password of the user who will be accessing the security
share name. The password is represented by asterisk (¥) to prevent others from
knowing the password.

Specifying the Security Share Name

During the Infrastructure Installation the user would have identified the path where DB
components would be stored. The Security Share Name that the System Administrator

provides in the Security Details screen should point to the DB components installation
folder.

Example
D:/Infrastructure

For the UNIX setup

The security Id should be the Id of the user who has the same user right as the User
who installed Infrastructure. This user should have write permissions on the DB
Components Installation folder like /usr/users/userl/Infrastructure
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The security password is the user password of the user who will be accessing the
security share name.

The security share name that you provide in the security details screen should point to
the DB components installation folder. Enter the Security Share Name in the field
provided for security share name.

Example
[usr/users/userl/Infrastructure

Click <Back> to go to the previous screen. Click Save to save the server details. Click
Cancel to reset the definition and return to the first screen. Click Help to open help for
the Security Details screen.

Be sure to have the Infrastructure server started in the foreground to answer the
following prompt which will appear in the Unix server command window when saving
Database Server Details:

The host 10.123.45.678 is currently unknown to the system
The host key fingerprint is: 1023: 1e 35 46 7f 81 €7 16 6b 33 e8 59 {7 d cf 5b bl
Do you want to allow this host key? [Yes|No| Always]:

Always should be entered when prompted.
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Configuring Details

Configuring Application Server Details

The Application layer of the Infrastructure system is maintained by the Application
server. The Application layer houses shared services, sub system services, ICC server
etc to manage the warehouse operations.

This feature helps the user to capture the Application Server set-up details. Click the
Application Server option in the function menu list to open the Application Sever
Details screen.
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In this screen you are required to enter Application Server Details and FTP/SFTP
Details.

®  Once the Infrastructure installation is complete and while entering
the Application Server set-up details for the first time, the Server
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Master screen opens in the Add mode.

® On having added application server information, the next time the
administrator accesses the application server screen it will be
displayed in the View mode.

The Server Master screen accepts the Application server information. Application server
details can be viewed or modified after the first time definition.

The three tabs available for FTP/SFTP Share details are the Technical Metadata,
Business Metadata and Staging Area.

By default the IP Address of the Application Server is displayed in the IP Address field
in the Application Server Details section.

The Add option enables the user to provide set-up details for an application server.
Enter the details accordingly.

Click Save to save the Application server details. Click Cancel to reset the definition.
Click Help to open help for the Application Server Details screen.

Modifying Application Server Details

The system administrators can modify FTP/SFIP details.

Note: When there is a change to the FTP/SFTP path, the old files should
be physically moved to the new path. The system ensures that all new
files are generated /transferred into the new path.

How to handle Change in IP Address

There could be two scenarios where the IP Address of the Application server could
change.

e Change in IP Address of the Application server machine in use.
e Application server is physically moved from one machine to another.

Please contact Infrastructure Support for further details.

Configuring Web Server Details

The Infrastructure presentation layer could be implemented in two ways:

e Installation of Single Web Server.

¢ Installation of Primary Web Server and one more secondary servers.
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This option helps the user to capture the Primary and Secondary Web Server set-up
details. Click the Web Server option under Server Details in the function menu to open
the Web Server Details screen.
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In this screen, you are required to enter Web Server Details and FTP/SFTP Details. The
Server Master screen accepts the web server information. Web server details can be
viewed, added or modified.

Shared storage: In this option, files will be written and read from the web server as
local. No transfer or copy of the files is done. This option is to be used when there is
SAN available or folders of different web servers can be shared. SAN is storage area
network designed to attach computer storage devices such as disk array controllers and
tape libraries to servers.

Is Primary (Primary Web Server): In this option all the static files are transferred to the
primary web server.

Infrastructure supports FTP/SFTP into Web Server and streaming of files. There may be
cases where FTP/SFTP is not allowed into a Web Server due to security reasons. In those
circumstances, Infrastructure can stream data across the Web Servers, so that the Client
need not compromise on their Security policy. Infrastructure supports both HTTP and
HTTPS protocols for this reason.

Adding Web Server Details

Infrastructure allows the creation of one or more Web Servers. However, one Web
server needs to be defined as primary server.

An example, to why there is a need for two or more web servers, is to route users
through different web servers. There could be a need of routing internal users through
one web server and other users through another Web server.

Click Add to enter the web server details.
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Specifying the IP Address

To enter Web Server details, click the IP Address drop-down list and select the IP
address. The IP addresses that are displayed are those that were created during the
Infrastructure installation.

Example
10.80.50.226

Specifying the Servlet Port Number

The port number is the web server port number. Enter the Servlet Port number.

Example
21

Selecting the Primary Web Server

If the administrator selects the Is Primary check box; all static files will be placed in the
primary web server.

Specifying the Local Path

In the Local Path field, the administrator needs to mention the location for the static
files in the primary server. The web server contains files copied from Infrastructure
Insight and Portal, which serve as static pages.

Example
e:/revftp/

The file reference between web servers is possible through three methods:

1. Shared storage.
2. Copying and transferring files across Web servers using the FTP/SFTP option.

3. Streaming of data across Web servers using HTTP or HTTPS protocols.

Enabling Shared Storage

Enabling FTP

Shared storage files will be written and read from the web server as local. It is not
possible to transfer or copy these files. This option can be used when a shared area
network is available or folders of different web servers can be shared. Select the Shared
Storage Enabled checkbox to enable this option.

Click to select the FTP Enabled field. Infrastructure supports FTP/SFTP into web server
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and streaming of files.

¢ There is an option to configure more than one web server details
with the Add option. Click Add to add the new web server details.

® The user can configure the web server installed in the other
machine as the current web server for the existing set up by
selecting the Is Primary option, while defining the web server
details.

FTP/SFTP Details of the Web Server

Based on whether FTP/SFTP is allowed on a Web Server, Infrastructure will accept the
Servlet Port. The Drive, Share Name, Port Number, User Id and Password fields
become available when you select the FTP Enabled check box.

For each database server, the FTP or SFTP path for receiving and sending files, user id /
password details need to be defined for Technical Metadata, Business Metadata and
Staging Area related files transfer.

Select the FTP or SFTP option button based on your requirements.
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Specifying the FTP Drive

When FTP/SFTP is allowed for web servers to communicate with each other, the
FTP/SFTP drive needs to be identified. Enter the FTP/SFTP drive in the Drive field.

Example
D:/ftpshare/
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Specifying the Share Name

Enter the Share Name of the folder. The share name has to be created as a virtual
directory under the 'FTP/SFTP default sites', and should point to the directory specified
in the above step.

Example
ftpshare

Specifying the Port Number
The port number refers to the database FTP/SFTP port number. Enter the Port Number.

Example
22

Specifying the FTP User Id

The FTP/SFTP User Id refers to the user Id that will be used to perform an FTP/SFTP in
the machine where the web server is located.

Example
revtest

Note: The FTP/SFTP ID for Web/App and DB server needs to be created
through the Computer Management option under Administrative tools.
This user should belong to the administrator group.

The Password is the password for the FTP/SFTP User Id the administrator has specified.
The password is represented by asterisk (*) to prevent others from knowing the
password.

Example

EE e Tttt

e The FTP/SFTP password for Web, Application and Database
servers needs to be specified in the Computer Management option
under Administrative Tools. Select the Password Never Expires
option.

® The accessibility to the Database, Application and WEB server
using the Id / password will be confirmed before saving.

Adding Servlet Port /[FTP/SFTP Details — FTP Not Enabled

There may be cases where FTP/SFTP is not allowed into a web server due to security
reasons. In those circumstances, Infrastructure can stream data across web servers, so
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that the client does not compromise on his/her security policy. To achieve this,
Infrastructure supports both HTTP and HTTPS protocols.

If FTP/SFTP is not allowed into the web server, do not select the FTP Enabled checkbox.
In this case, the fields that will be displayed are Protocol and Infrastructure Context.

Specifying the Protocol
Choose the protocol HTTP or HTTPS from the list down box.

Specifying the Infrastructure Context

Enter the context in the Infrastructure Context field.

Click Add to define a new Web server details. Click Modify to edit the existing Web
server details. Click Cancel to reset the definition in case you are defining details of a
new Web server. In case you are modifying the details of an existing Web server, Cancel
resets the fields to its original settings. Click Help to open help for the Web Server
Details screen.

Modifying Web Server Details

The administrator can modify any of the following servlet options:

e Primary WEB Server Selection / De-Selection
¢ Local Path

* Enabling or Disabling Shared Storage

* Enabling or Disabling FTP/SFTP

e FTP Drive

¢ Changes to any of the above would require all the old files to be
manually transferred to the new location.

® The accessibility to the WEB server using the Id / password will be
confirmed before saving.

Configuring Database Details

Currently Distributed Data warehouse is also supported with the Application server
being in a single machine. Only Atomic Databases can be distributed across machines,
not the Infrastructure Config schema. Multiple Atomic databases on a single machine
(i.e., multiple SID's) are also supported. The Infrastructure DB components are however
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installed only on the DB server and are not distributed across machines.

1. Single tier Infrastructure Install with multiple Information domains hosted on
different machines

Machine & - Reveleus Install
Feveleus Reveleus -
Web Application Rievedses
Server Server DB Server
Config Schema
Ora= 5D
INF M 1 INRODOM 2 IMFQIDOM 3
ol P
Atomnic DB Atornic DB Atomic DB
Ora=SID2 Ora=SID 3 Ora=35ID 4
Machine B Maching C Maching D

2. Multi-tier Infrastructure Install with Multiple Information domains hosted on
different machines.
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3.

Machine C

Ok 3

Maching A Maching B
Feveleus Eevelens -
Web Application Reveleus
3 3 DB Server
Server 7 Server —
Ora= 501
IMFOEOM 1
‘TFGDOM 2
Atomic DB Atarnic DB Atomic DB
Cira = SiD 2 Ora=35ID3 Ora=3SID 4
Machine O Maching E Maching F

Single tier Infrastructure Install with single Information domain on the same

machine.
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Reveleus Reveleus - -
Web Application

Server Server
Contig Schema | €« | Adomic
Schema

i

INFODOM
fachine A

¢ The Config Schema & Atomic Schema is created under the
same SID in Infrastructure DB Server.

Reveleus Reweleus

Web Application -

Server Server ¢ Atornic
Schema

Ora=8ID2

INFODOM

Machine &

® There are two Oracle instances on the machine. Config Schema
is installed under one of the SID where as Atomic Schema is
created under the 2nd SID in Infrastructure DB Server.

4. Multi tier Infrastructure Install with single Information domain on the same
machine as Infrastructure DB Server.
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Machine C

The Config Schema & Atomic Schema is created under the

same SID in Infrastructure DB Server.
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Maching & Machine B

Feveleus Reweleus
Weh s | Application
Server - S| Seve
INFODOM
i
Ora= S0 Ora=SID 2
Conlig Schema Atomic
Scherma
Reveleus DB Semvar

Machine C

® There are two Oracle instances on the machine. Config Schema
is installed under one of the SID where as Atomic Schema is
created under the 2nd SID in Infrastructure DB Server.

OFSAA Tablespaces

A tablespace consists of one or more datafiles. OFSAA installation requires a minimum
of two tablespaces with the naming conventions listed in the following table:

Tablespace Name Contents and Usage
DATA_TS Location of the OFSAA tables.
INDEX_TS Location of the OFSAA indexes.

You also need to define a temporary tablespace and a rollback tablespace. The
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recommended naming convention for these tablespaces is TEMP_TS and
ROLLBACK_TS respectively.

Instrument tables such as FSI_D_MORTGAGES, FSI_D_TERM_DEPOSITS,

FSI_ D_LOAN_CONTRACTS or LEDGER_STAT can be moved from the DATA_TS to
different tablespaces, depending on performance requirements. User can use table
partitioning as a method of placing segments of a table's data into different tablespaces.

Indexes on the above tables can be created in INDEX_TS tablespace.
¢ The DATA_TS tablespace is currently only required by the Asset Liability
Management (ALM) application.

e The DATA_TS tablespace is only used to create new output tables for ALM process
execution. Atomic schema tables created prior to installation of ALM application
need not be moved to DATA_TS tablespace.

e The DATA_TS tablespace should not be created as locally managed.

* Atomic schema user needs to have adequate quota on DATA_TS to create output
tables for ALM process execution.

OFSAA Datafiles

Examples of the naming conventions for datafiles associated with each of the required
tablespaces are provided in the following table:

Tablespace Name Naming Convention Example

DATA_TS <dbname>_DATA_01.DBF

<dbname>_DATA_02.DBF

INDEX_TS <dbname>_INDEX_01.DBF

<dbname> INDEX_02.DBF

Follow the numbering convention in this example for multiple datafiles within
tablespaces. The number of datafiles for a tablespace can vary from database to
database.

Datafile Location

The location of the datafiles for your tablespaces varies based on many factors,
including whether your database is on raw devices or file systems.

If the database is on raw devices the datafiles are defined by a logical volume
management program such as Volume Manager and must be mapped into logical
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volumes.

If the database is on file systems, the datafiles are located in directories that can use the
following naming conventions: /db/d02/oradata/<dbname>, /db/d03/oradata/<dbname>,
/db/d04/oradata/<dbname>, and so forth. The datafiles are located in the
oradata/<dbname>subdirectory.

Adding Database Server Details for DB Server

After you have specified server details, you will have to provide database details for the
database(s) configured on the machine. Click the Database Details sub-function from
the function menu. The Database Details for DB Server screen is displayed. By default,
the database server name defined during set-up is displayed.

The fields that the administrator defines in this screen are described below.

N Financial Sersces Anohdical Applcations bnfrastcture
ORACLE : =
tedio | cRarmon B9 Database Master
& Homa
= Y Systern Configaration —_—
3 [ Server Details B Addris 10.184.74 94 s
Catabase Sarver Tygs CRACLE
el Hame Sphaal w
Vel Garvar )
Database Dolals LUl ki an_US »
Inigemnation Damin Userld spbaial
Configarabion Password
= i L] ey
i1 Unifad Metadats Manigsr OB Driver Harme R T —
IO Mo |
=Tachnical Metadsts Mansgame.  DBC Conneckan Sling Jebccenclaihin 10, 184 T4 531521
Ot Irvlegristor Ciate Feemat i &d-yyyy
B s Block Saw Hah
Sisturity Wansperent
W LEkbes
= %5 Operabans -
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In the Add mode, the database machine name or the IP address will be displayed in the
drop-down list. The database type will be the same for an installation and therefore this
field cannot be edited. The database name, user id and password should be entered in
the respective areas. The Database Administrator should ensure that there is a TNS
entry for the Database name provided. The Database name provided should be the
name of the Atomic Schema. The TNS entry should be added to the
$ORACLE_HOME/network/admin/tnsnames.ora file, located in the machine where
Oracle database server is installed.

For example:
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Atomic Schems: OFSAAATOMIC
SID: OFSAA

tnsnemes . ore entry to edd:

OFSARATOMIC =
({DESCRIFTION =
(ADDRESS = (PROTOCOL = TCF} (HOST = afsesupport-1En4d} (FORT = 1521} }
{CONNECT DATA =
{SERVICE NAMF = OFSAMR}
3
¥

Specifying the IP Address

Select the Database IP Address from the IP Address drop-down list. This list will
display the database server IP address defined during the set-up.

Example
10.80.50.226

Selecting the Database Type

The Database Type will be the same for an installation and is populated automatically
based on the IP address selection. This field cannot be modified.

Specifying the Database Name

The name entered should match the Atomic Schema User from the database. This
should be in-line with the database created by the user in the database server.
Enter the Database name in the Name field or select it from the drop-down list.

Example
ofsaaatomic

Specifying the Locale Identifier

The Locale Identifier value is identified at the localization set-up. The user simply has
to select the value.

Example
en_US

Specifying the User Id

In the User Id field, enter the User Id that will authenticate the access to the database.

Example
pqgatest
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Specifying the JDBC Driver Name

The default JDBC Driver Name and the connection string are provided by the
application depending on the database type in the fields provided for JDBC
driver/JDBC connection string.

If the database type is Oracle then the JDBC Driver Name will be
oracle.jdbc.driver.OracleDriver.

If the database type is SQLServer then the JDBC Driver Name will be
com.merant.sequelink.jdbc.SequeLinkDriver.

If the database type is DB2ZUDB then the JDBC Driver Name will be
com.ibm.db2.jdbc.net.DB2Driver.

Note: The user can modify the same. No validations will be performed.

The JDBC Connection string

If the database type were Oracle, then the Connection string will be:
jdbc:oracle:thin:@<<DB Server IP Address>>:<<Oracle PortNumber>>:<<SID>>

The user would have to provide the Port number where Oracle is running like 1521 and
the SID like ORCL.

If the database type is SQL Server, then the Connection string will be
jdbc:sequelink://<<DB Server IP Address>>:<<Port>>; databaseName=<<DBName>>
If the database type is DB2UDB then the Connection string will be
jdbc:db2://<<DB IP Address>>/<<dbname>>

The user will have to fill in the details of the fields within << >>

Specifying the Date Format
Enter the Date Format of the database in the Date Format field.

Example
mm-dd-yyyy

Specifying the Block Size

If the selected database type is Oracle, then the user has to provide the Block Size. This
would be set in the INIT.ORA for that instance.
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Grants to be given to the Infodom schema user before creating Infodom

Each Information Domain will be created in a separate Atomic Schema. The Oracle
database Atomic Schema User should have the following grants:

grant create session to <Atomic Schema user>;

grant select on sys.v_$parameter to <Atomic Schema user>;
grant select on sys.dba_free_space to <Atomic Schema user>;
grant select on sys.dba_tables to <Atomic Schema user>;
grant select on sys.Dba_tab_columns to <Atomic Schema user>;
grant select any INDEX to <Atomic Schema user>;

grant create any PROCEDURE to<Atomic Schema user>;
grant create any RULE to <Atomic Schema user>;

grant create any SEQUENCE to <Atomic Schema user>;
grant create any SYNONYM to <Atomic Schema user>;
grant create any TABLE to <Atomic Schema user>;

grant create any TRIGGER to <Atomic Schema user>;

grant create any VIEW to <Atomic Schema user>;

grant create any TYPE to <Atomic Schema user>;

grant create SYNONYM to <Atomic Schema user>;

grant create TABLE to <Atomic Schema user>;

grant create TRIGGER to <Atomic Schema user>;

grant create TYPE to <Atomic Schema user>;

grant create VIEW to <Atomic Schema user>;

grant drop any INDEX to <Atomic Schema user>;

grant drop any PROCEDURE to <Atomic Schema user>;
grant drop any RULE to <Atomic Schema user>;

grant drop any SEQUENCE to <Atomic Schema user>;
grant drop any SYNONYM to <Atomic Schema user>;
grant drop any TRIGGER to<Atomic Schema user>;

grant drop any TYPE to <Atomic Schema user>;

grant drop any VIEW to <Atomic Schema user>;

grant drop any TABLE to <Atomic Schema user>;

In addition, as the Information Domain Schema or Atomic Schema uses some of the
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tables from the Config schema, ensure to provide the below grants to the Atomic
Schema user from the Config Schema user before the Information Domain is created.
This will ensure the capability to view the "Security" based Analytics reports from the
Administrative Reports.

Execute the following grants from the Config Schema user:

grant select on CSSMS_USR_PROFILE to <Atomic Schema user;

grant select on CSSMS_ROLE_MAST to <Atomic Schema user>;

grant select on CSSMS_GROUP_MAST to <Atomic Schema user>;

grant select on CSSMS_FUNCTION_MAST to <Atomic Schema user>;

grant select on CSSMS_USR_GROUP_MAP to <Atomic Schema user>;

grant select on CSSMS_USR_GROUP_DSN_SEG_MAP to <Atomic Schema user>;
grant select on CSSMS_ROLE_FUNCTION_MAP to <Atomic Schema user>;
grant select on CSSMS_GROUP_ROLE_MAP to <Atomic Schema user>;

grant select on CSSMS_SEGMENT_MAST to <Atomic Schema user>;

Modifying Database Details for DB Server

In the Edit mode the user can change/edit all the details except the database type and
the database name.

A change in date format does not have any impact on the following:

¢ Database date format need to be changed manually. (The NLS_DATE_FORMAT of
the database need to be changed manually in the database parameters. For e.g. for
the Oracle DB, the Init.ora file needs to be changed and the Oracle database needs
to be restarted).

e [f this value matches the data format in the excel format to_date function translation
will not be performed at the time of data loading.

Click Save to save the database details for the DB server that you have defined. Click
Cancel to exit the screen without saving the database server details.

Configuring an Information Domain

An Information Domain is the area of analysis. It forms the backbone for all the analysis
inside Infrastructure . It is the knowledge domain where information is stored, which
consists of specific data models, Technical and Business definition of data to help in
processing data for analysis.

This option helps the user to define an Information domain and related maintenance
details.
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Click the Information Domain sub-function within the System Configuration function
menu to display the Information Domain Maintenance screen, which displays details of
defined information domains.

Information Domain Maintenance

nformation Domain Details
Hame FSGBUPGA

Description Lo
W |5 suthorization requined for Business Metadata?

5 this a Slaging Information Demain 7

Ackd Mgt SaveE [t Canced Help

This screen is displayed in two modes - Add and/or Edit.

e The Information Domain screen cannot be accessed until the Server
details are complete and at least one database has been created.

* One information domain can be mapped to only one database and
one database can have only one information domain mapped to it.

e When the user accesses the screen for the first time, the screen will
open in the add mode.

Adding Information Domain Details

The Add option is enabled only when a database is defined and not mapped to any
information domain. Click Add to create a new Information Domain.

Specifying the Information Domain Name

Enter the name of the information domain that you are creating in the Name field.

Example
BASELSOL
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Specifying the Description

Enter the description of the Information Domain you are creating in the Description
field. This should be the full name or the detailed description about the Short name
given for the Information Domain.

Example
baselsol

Authorizing Business Metadata, Specifying Staging Details, Replicating the existing
Information Domain

There is no specific functionality attached for these features in the present release and it
should be the same as default selection.

Click Next> to go to the next screen. You are required to enter Database Details in this
screen.

Adding Database Details

In the Database Details for DB Server screen, two sets of drop-down lists will be
displayed. The first lists all the database servers configured for the application and the
second will display the databases contained in the machine. The mapping between the
databases and the information domain is created.

Selecting the Database Server

Select the name of the Database Server, from the drop-down list containing all the
available database server names.

Example
10.80.50.226

Selecting the Database Name

Select the Database Name from the drop-down list that contains all the available
databases defined under database details option.

Example
Basel2

Selecting the OLAP Server, Type and Defining Bl Hierarchy Details

14-20
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There is no specific functionality attached for these features in the present release and it
should be the same as default selection.

Click Next> to display the next screen of the wizard. In the next screen, the user is
required to define paths in the APP Server / DB Server
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Paths on the APP Server / DB Server

One information domain should be mapped to one database. The details provided for

the database and the machine details will be mapped to the information domain. A
consolidated data would be stored in the DSNMASTER table in the Config schema

database.

Note: On saving an Information Domain the following tables will be
created in the Atomic database, mapped to this information domain.

bp_meas_map

cubedetails

exceptions
fsi_data_type_desc
fsi_db_info
fsi_engine_lookup
fsi_message_log
fsi_m_auto_balancing
fsi_m_lookup_b
fsi_m_lookup_master
fsi_m_lookup_tl
fsi_m_object_definition_b
fsi_m_object_definition_tl
fsi_m_object_defn_comments
fsi_process_errors
fsi_signage_cd
fsi_signage_mls
rev_app_preferences_metadata

rev_app_user_preferences
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e rev_bihier

e rev_column_properties

* rev_column_property_cd

* rev_column_property_mls

e rev_column_requirements

e rev_cube

e rev_data_filter

* rev_description_tables

e rev_dimensions_b

e rev_dimensions_tl

¢ rev_dimension_type_code_cd
e rev_dimension_type_code_mls
e rev_dim_attributes_b

e rev_dim_attributes_tl

. rev_dim_mgmt_comments

* rev_expression_details

e rev_fusion_macros

e rev_glbl_preferences_metadata
e rev_glbl_user_preferences

* rev_group_filter

e rev_hierarchies

* rev_hierarchy_filter

e rev_hierarchy_levels
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rev_hier_definitions
rev_hier_maintanance
rev_locale_hier
rev_member_dependencies
rev_mf_process_output_details
rev_mf_process_output_master
rev_model_output_details
rev_model_output_master
rev_object_dependencies
rev_property_columns
rev_property_stp
rev_tables b

rev_tables_tl
rev_table_classification_b
rev_table_classification_tl
rev_table_class_assignment
rev_table_class_properties
rev_table_properties
rev_tab_columns
rev_tab_columns_mls
rev_user_bihier
rev_user_cube
rev_virtual_tables

rev_virtual tables mls
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® sys_stg_join_master

* sys_tbl_master

If these tables have not been created, there could be a problem in connecting to the
database or there may not be enough space in the database. Ensure that there is enough
space allocated and then save the information domain.

Adding Paths for APP Server, DB Server and Web Server

The requisite paths for Infrastructure will be created in the database machine on saving
it. Based on the FTP/SFTP drive defined by the user in the server detail screen, the path
creation will take place.

¢ Erwin Path, currently referred to as path for Technical Metadata, stores

¢ TFM and Database Model XML files

* Table Creation scripts

* Log Path, stores the Log files for all the Backend and Front-end components.

¢ Stage that stores the FLAT file to be loaded through Data Integrator. This is the only
path that is not tagged to any Information Domain.

ERWIN and Script Paths are derived from the information given at the time of App
Server and DB Server Definition and displayed as default values. This path information
can not be modified.

Specifying the Log File Path for APP Server and DB Server
Enter the Log file path in the Application Server and Database Server.

The following paths will be created in the Application server:
e Erwin Path, Scripts Path.

The following paths will be created in the database server:

¢ Erwin Path, Scripts Path

¢ The paths are created in the FTP Drive of the respective machines.

Note: On Save Operation, The following paths will be created in the
Application server: Erwin Path, Scripts Path, Log File Path and MDB
Path.
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Example
If the FTP drive were provided as "d:/FICFTP" then the erwin path would be "
d:/FICFTP/<<InformationDomainName>>/erwin"

The User can specify a complete Log path for the Information domain. This Path can be
anywhere in the Database Server. The application should have write rights on that
folder. By default the Log path will be NULL.

The requisite paths for Infrastructure will be created in the database machine on saving
it.

¢ The log path will not be created by the Infrastructure . Hence the
path should be present in the server before mapping it in the
Information Domain screen.

* The user can specify a complete log path for the information
domain. This path can be anywhere in the database server. The
application should have write rights on that folder. By default the
log path will be null.

Click <Back to return to the previous screen.

Click Save to save the changes entered in the screen or click Cancel to refresh the screen
without saving the changes made in the screen.

Modifying Information Domain Details

In the Edit mode, the user can change only the information domain description. The
Scripts / ERWIN path information cannot be changed; however, it will be changed by
the system if the server details have been changed. For the Log and MDB path change,
the old files need to be moved manually to the new path.

In this mode, the user can change the following:

* Information Domain Description

* Log File Path
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e The Information in this screen cannot be edited. The information is
provided only for viewing purposes.

* In a windows distributed architecture, log folder should be created
manually in the DB server (i.e. if the APP server and DB server are
in two different machines).

® During information domain creation, if the Application server and
the DB server are in two different machines the log folder path for
the DB server should hold only /ftpshare/ <infodomname>/logpath

Saving Information Domain Details

Consolidated information about the information domain and database mapping would
be stored in DSNMASTER table in the ficmaster database.

On saving an Information Domain the following tables will be created in the Atomic
database, mapped to this information domain:

* bp_meas_map

* cubedetails

* exceptions

e fsi_data_type_desc

e fsi_db_info
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fsi_engine_lookup
fsi_message_log
fsi_m_auto_balancing
fsi_m_lookup_b
fsi_m_lookup_master
fsi_m_lookup_tl
fsi_m_object_definition_b

fsi_m_object_definition_tl

fsi_m_object_defn_comments

fsi_process_errors
fsi_signage_cd

fsi_signage_mls

rev_app_preferences_metadata

rev_app_user_preferences
rev_bihier
rev_column_properties
rev_column_property_cd
rev_column_property_mls
rev_column_requirements
rev_cube

rev_data_filter
rev_description_tables
rev_dimensions_b

rev_dimensions_tl
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e rev_dimension_type_code_cd

e rev_dimension_type_code_mls
e rev_dim_attributes_b

e rev_dim_attributes_tl

e rev_dim_mgmt_comments

* rev_expression_details

e rev_fusion_macros

e rev_glbl_preferences_metadata
e rev_glbl_user_preferences

e rev_group_filter

e rev_hierarchies

e rev_hierarchy_filter

* rev_hierarchy_levels

e rev_hier_definitions

e rev_hier_maintanance

e rev_locale_hier

* rev_member_dependencies

e rev_mf_process_output_details
° rev_mf_process_output_master
e rev_model_output_details

e rev_model output_master

* rev_object_dependencies

® rev_property_columns

® rev_property_stp
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If these tables have not been created, there could be a problem in connecting to the

rev_tables_b

rev_tables_tl
rev_table_classification_b
rev_table_classification_tl
rev_table_class_assignment
rev_table_class_properties
rev_table_properties
rev_tab_columns
rev_tab_columns_mls
rev_user_bihier
rev_user_cube

rev_virtual tables
rev_virtual_tables_mls
sys_stg_join_master

sys_tbl_master

database or there may not be enough space in the database. Ensure that there is enough

space allocated and then save the information domain.

Important: An Information Domain can be deleted from Infrastructure
system, provided there are no users mapped to it and using it.

Configuring Password changes

OFSAA Infrastructure Config Schema password modification in Post Installation

To change the Config Schema password, perform the following steps:

1.

2.

Change the "Config" schema user password in the database.

Delete the $FIC_HOME/conf/Reveleus.SEC file.

Configuring Details
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Shutdown the OFSAAI App service:

cd $FIC_APP_HOME/common/FICServer/bin

.Jreveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through
X-Windows software using the command:

./reveleusstartup.sh

A pop-up window will appear with a prompt "Enter System Password". Enter the

new Config schema password. The service will start and initialize itself if it was
able to successfully connect to the DB.

Post successful startup of the service, if wanted, the Infrastructure server may be
shutdown and restarted in the background using nohup mode.

OFSAA Infrastructure Atomic Schema password modification in Post Installation

To change the Atomic Schema password perform the following steps:

1.

Login to the application from the browser using "SYSADMN" account or any
user-id which has "System Administrator" role mapped.

Change the "Atomic" schema user password in the database.
Login to OFSAA.

Navigate to "System Configuration -> Database Details" screen. Select the
appropriate connection and edit the password.

Navigate to "Unified Metadata Manager" -> "Technical Metadata" -> "Data
Integrator” -> "Define Sources" screen. Update the appropriate "Source" details.

If using Apache Tomcat as Web server, update the "<Context>" -> "Resource” tag
details in "Server.xml" file from the "$CATALINA_HOME/conf" folder.(In case of
Tomcat only "Atomic" "<Resource>" will exist.

If using Websphere as Web server, Login to the "Web sphere Administration
Console", from the LHS Menu, navigate to "Resources -> JDBC -> Data Sources" . A
list of data sources will be populated on the RHS. Select the appropriate "Data
Source" and edit the connection details. (In this case both "Config" and "Atomic"
data sources will need to be modified.)

If using Weblogic as Web server, Login to the "Weblogic Administration Console",
from the LHS Menu, under "Domain Structure" list box, expand the appropriate
"Domain" and navigate to "Services -> JDBC -> Data Sources" . A list of data sources
will be populated on the RHS. Select the appropriate "Data Source" and edit the
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connection details. (In this case both "Config" and "Atomic" data sources will need
to be modified.)

7. Restart the OFSAAI services.
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15

Resource Reference Configuration

Configuration of Resource Reference in Infrastructure Application

The web.xml file has to be updated with the Information Domain name as the resource
reference name. This is required for connection pooling with the Atomic database
schema.

Navigate to $FIC_WEB_HOME/webroot/WEB-INF.

Add the Information Domain name in the following block of text at the end of the
web.xml file.

<resource-ref>

<res-ref-name>jdbc/<INFORMATION DOMAIN NAME></res-ref-name>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Containe</rres-auth>

</resource-ref>

Here, <INFORMATION DOMAIN NAME> is the name of the Information Domain you
have created.

Note: This block of text must be repeated for each of the information
domains that are created.

Configuration of Resource Reference in Websphere Application Server

Creating the JDBC Provider

1. Open this URL in the browser window: http://<ipaddress><administrative console
port>/ibm/console. The login screen is displayed. Login with the user id that has
admin rights.
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2. Expand the Resources option in the left hand screen menu. Click on JDBC > JDBC
Providers option. This will display the JDBC Providers page.
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3. Click New to add new JDBC Provider. The Create a new JDBC Provider screen
contains the following. Enter the following mentioned options.

Database Type - Oracle

Provider Type — Oracle JDBC Driver

Implementation Type — Connection pool data source
Name — The required display name for the resource.
Description — The optional description for the resource

Click Next
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Specify the directory location for ojdbcé.jar file. Do not use trailing slash file
separators. Click Next.
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Note: The ojdbcé6.jar file can be downloaded from the following
URL
http://www .oracle.com/technology/software/tech/java/sqlj_jdbc/htd
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ocs/jdbc_111060.html This file can be downloaded and placed in
any folder in your system. Make sure that the path to the jar file in
this folder is given in the Class path field in the Enter database class
path information screen while creating the JDBC Provider.

5. Check the details you have entered and click Finish to create the JDBC Provider.
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6. The option of Save and Review is displayed. Click Save before proceeding.
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Creating the Data Source in Websphere Application Server

Creating the Data Source

1. Expand the Resources option in the left hand screen menu. Click JDBC > Data
sources option. This will display the Data sources page.
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2. Specify the Data Source name and the JNDI name for the new data source (the JNDI
and Data Source name is case sensitive. JNDI Name should be same as the Infodom
name).
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Select an existing JDBC provider from a drop-down list which is been created

already.
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4. Specify the URL of the database from which the data source obtains connections.
The connection URI is of the type
jdbc:oracle:thin:@<DB_SERVER_IP>:<DB_SERVER_PORT>:<SID>
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5.  Map the J2C- authentication alias, if already created. You can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or
you can continue with the data source creation by clicking on Next and then Finish.
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The creation and mapping of J2C authentication alias can be done after the data
source creation as well

J2C Authentication Details
Click the newly created Data Source and click the JAAS — J2C authentication data link
under Related Items. Click New to specify a list of User IDs and passwords for Java 2
Connector Security to use. Save the input information.
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® The User ID to be specified is the Atomic user ID that is created for
the respective Information Domain.

* Refer the WebSphere online help (Page Help — More Information
about this page link) in the right side of the same screen for more
information.
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Configuration of Resource Reference in Tomcat Application Server
Copy the ojdbc6.jar from <Oracle Home>/jdbc/lib and place it in <Tomcat Home>/lib.
Configuration of web.xml

The web.xml file has to be updated with the Information Domain name as the resource
reference name.

Navigate to $FIC_WEB_HOME/webroot/WEB-INF.

Add the Information Domain name in the following block of text at the end of the
web.xml file.

<resource-ref>

<res-ref-name>jdbc/<INFORMATION DOMAIN NAME></res-ref-name>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Container</res-auth>

</resource-ref>

Here<INFORMATION DOMAIN NAME>,is the name of the Information Domain name
you have created.

Note: ¢ This block of text must be repeated for each of the information
domains that are created.

Creating the Data Source in Tomcat Application Server

Navigate to <Tomcat Home>/conf and edit the following block of text in server.xml by
replacing the actual values of the text given in bold. This is for creating a data source for
the Infrastructure application.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>"debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/< INFORMATION DOMAIN NAME >"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the database>"

password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"

maxActive="100"
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maxIdle="30"
maxWait="10000"/>
</Context>

Note:  The <Resource> tag must be repeated for each of the
information domains that are created.

¢ After the above configuration, the WAR file has to be created and
deployed in Tomcat. Refer the Tomcat WAR Files Creation and Tomcat
WAR Files Deployment sections for more instructions.

Creating the Data Source in WebLogic Application Server

1. Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/console. The login screen is displayed. Login with the user id that has admin

rights.

oRACLE
WebLogic Server® 11g

Administration Console

L5 1 00wkl Hr et cae St hiren

prename: anaghe

Paspurord: amasnasan

2. From the left hand screen menu, under Domain Structure, click Services > JDBC >

Data Sources.

The Summary of JDBC Data Sources screen is displayed.
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A IDBC data source is an object bound to the JMDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the JNDI tree and then
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3. Click the New button on the right hand side of the screen. The Create a New JDBC
Data Source screen is displayed.
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Enter the JDBC source name, JNDI name, Database type and the Database driver
name in the respective fields. Click Next.

® The data source name needs to be provided in the Name field.
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4.

5.

6.

¢ In the JNDI Name field, provide the jdbc/infodomname

In the next screen, select the Supports Global Transactions check box and select the

One-Phase Commit option.
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Click Next to continue. The Connection Properties screen is displayed.

ORACLE Weblogie Server® Admisistration Conssle

Chamge Center ) rome nog e Praferances ERacord e | q,
iew changes and restarts o sTwmmary of DU Dats Tewroes
Configr stah e30) & shabied Fubae Creabe o Mew WAL Dot o Source
ehanes wil sutimaticaly be sctivated &5 yins
ey, il e chelete Beer i b oy Bk | poat | |_¢ J
L] Coneex tion Properties
Medisal =
s
B Wit b5 the e of e catiaburse v would e o connedt b
e ]
B xac (Diatabase Manwe P
Dby cumces
1Pt (ot Senrces Whiat i thes Pt o 1P et of thee st shaie derverT
- Dists Source Fattones
xum_'tgln;:m.s skt JEL151 P00
Work Conbents
1M Rngtris what i the et on the datsbae server usedts corvect 1o the dieabase?
el Lot =
“ et 1521
Howda L 7]
® Creats M deta s What catabace account Lees rame do pou eant o use b craate databunss connecticre?
» Crestn LiR-wrabled T0BT dots e ors
[t absans L Pamie: e
Sysber Slatus 8
Wt b thes datsbuie SCount pastecrd B s 10 Treate dat shaus Cornectong?
Hsalt of Buring Servers
P
] Faded (1) asnann
[} rkical (1}
1 Crverinaded (1) boeeeo
] Warning i3

— i1 Bech, Mot | [Frch ] | amcal

Welcome, manager | Correctnd bo: Mockiel

Enter the required details such as the Database Name, Host Name, Port, Oracle

User Name and Password and click Next.

The Test Database Connection screen is displayed.
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Verify the details displayed and ensure that they are correct. Click Test
Configuration to test the configuration settings.

A confirmation message will be displayed stating "Connection test succeeded."
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Click Finish. The newly created Data Source will be displayed under the list of Data
Sources.

¢ The User ID to be specified is the Oracle user ID that is created
for the respective infodom.

* Refer the Weblogic online help (Page Help — More Information
about this page link) in the right side of the same screen for

more information.

® (lick on the Data Source created. The Settings for <Data Source
Name> screen is displayed.

Resource Reference Configuration 15-17



3 Sertings for SSATOM - MeckSol - WLS Console - Microsodt Internat Explorer

Ble fdt yew Fgeortes [wh b o
. Y (3 - - @
Qe - - (=] (& O rres @ 2- 10 B a3
Eckress |4 it 194 104,78, 501800 ook fiorn af?_fib=trusst,_psgel st IOt a0ttt rgetdploy T sbPagetihndis=rom, b, consols handies. IHandewmaivon beawaimen 05 ¥ [ 6o s ®
T -
ORACLE Weblogle Servmr® Admisistr ation Conssle &
[r——— 1B Homma Logtut Preferacces (5] macced ek Y ‘Welcome, managar | Correctd ta: Mocksel
Whire clalmret el et it Hiorma s oy of KeE Bula Sonrce s3SATEM
Conligurstion el & ehabisd Fubise Sedtings for SSATOM
changes wil sutomatically be sctvated as you
ity s ox e Ress ¢ thei demar. Corfgraior  Targets  Mordireq  Coriesl | Secsky  Meted
Desmain Structure Save
Mocisal -
# Erve oremert
Deploments T iy o oous s SR s S § o s £ wohich s et s b ety Ui JOBC ek scnsmie.
£ -saraces
% ey
— Servers
ks Scurces .
Pk Dt Sinsies =1 Adminserver
- Dk Source Factores
L ]
Fereign B0 Previders Zave
Woeh, Corbents
ML Regatries
223 Erily Lol J
Howda L

» Target YOBC At sross

& Doy SHORCBIONS ol o s

& Quglor fand- shone TR modube
& Modfy 0 spphcston modliey

Sysbemn Stakus

el of Burning Servers

] Paslnd (1)

I Criteal (0}
Cremriaacied (0}

Click the Targets tab and check the AdminServer option.
Click Save.

Advanced Settings for Data Source. Click on the Data Source created. The Settings
for <Data Source Name> screen is displayed. Select Connection Pooling tab given
under Configuration. Go to the Advanced option at the bottom of the page, and
check the Test Connection of Reserve checkbox (Enables WebLogic Server to test a
connection before giving it to a client).

To check whether the data source is valid, select the Data Source name (For
example 'bdcror’).
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Select the server and click '"Test Data Source'.

Resource Reference Configuration 15-19



to Ck e fotm Dok ek .
Q- Q- W] [ @ & P e @ 3-5 6 Dl B

Agdress .-ﬁNiﬂﬂlﬂID‘-"-IIU'WMM-MU‘_MMMM ATty o ande=com e console. handes. MG nde %I T 200m. b | EJce ks ™
CHRACLE Waeblogie Sorver® Administration Conssle o
" B reme LogSne Prafirerces [SRacard 1ot | Q Welcome, manager | Corractad to: Mockel
Wiewe changes and restarts o s Eumery of Kbl Dta Source #3EATOM siummary of 18C Dfe Sourem =35ATOM sdummary of X Dta Sourcm s3EATOM
Confuueson edire o erabled. Fure Settinge for S5AT00
ehanges wil sutomaticaly b sitivated & yins
ey, 28 o Selete et i S domar, Corfigraton  Tangeli  Monllorkg Contedl | Seduily Mot
Cronuain Structure Ratistics | Testing
Pediaal =
I Errerofemert,
Teaphrymants ke thi i b et dafabaps connections: inthis TOC daty source.
B
B Herrg 1 Cuimize bhis bable
=8
Lok Sorces Test Data Soorce{Filiened - More Cobmns Endei)
P Diata Sored
- Dute Source Fachores _llﬂhﬂml Showwrg 110 1 of | Previous: | Heok
Ferpabect Rores
Ferengn 301 Presders (e, Rake
ook Conteats
% Regutries | nteiSerens "
AP Erthy Caches = @
————— g Tesst Dats Soarces S 10016 1 Prirvienss | et

& Vet 0B A5ts dirods
* Configure desting optons for o 0BT dete

Syshem Status.

et of Burving Servers

I Fiadod (8}
I Crital (1)

[ Crvrkaadied ()
I Warring (3

A message comes up stating that the test was successful.
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Two messages appear, "All changes have been activated. No restart is necessary"

and "Settings updated successfully". This shows that the Data Source has been
created successfully.

If not, follow the steps given above to recreate the data source.

Resource Reference Configuration 15-21



%ol - WLS Console - M oft nfernet

B LR Yew Fgeortes Dok b >

- B .1 & ™ . 4. B
Qe - Q W @D Psewsr threens @ (-5, & [/ B
avess | ) e 0.0 70,110 ; portd? rich soaLaban30800: Semomn bes.conscle Mandes. - w0 B e *
ORACLE WebLogic Sorver® Admisistration Consele 2
a = B rome Logut Prafererces (B Becard ek Q Welcome, manager Correcied to: Mocksel
Wiews changes and restarts o sSurmmary of X0 Dels Sources »SRATOM
Messages
Confugr sten sieg & snablad Fubire
eharnges will sutisvalnaly e actrated & yiu o A e N Desen S0 M. D PRSLIFYS e feCmidary .
oy, a3 or delete Eetns 1 the domar, ” by
Dormpin Strscture Settings lor SSATOM
Mocksal -
i — Corfigaation  Targets Morkurrg  Cortrd  Securty | Motes
Dagloyments
CR - :
S-208C
-Outs Sources Fhus page allows you to select the servers o csters on whach you would lhe to deploy thes X06C datas source.
Ot Dt S
e 4 -
Perustert Stores Servers
Feresn B0 Prsvaders.
Work Cortants =] Admintarver
4 Regstries
= o
FHow do L = .
® Tirget OO daba sourees

® Moty TOC apokcanion moduies.

Systemn Status ]
Feskh of Furvung Servers

1 Pl (1)

1 Crial ()

I Overloaded (0}

15-22 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration
Guide



16

Uninstalling Infrastructure Components

Introduction

The uninstallation process will uninstall all Infrastructure and FS Application related
files from the installed directory. Before you start the uninstallation process, ensure that

no open connections exist to the Config schema and Infrastructure servers are

shutdown.

To uninstall Infrastructure, run the .profile.

Navigate to $FIC_HOME directory and grant execute permission to UnInstall.sh file.

Execute Unlnstall.sh and follow the instructions.

Uninstallation will not un-deploy the Infrastructure application
from Web Server. This has to be done manually.

The entries in the .profile file will have to be removed manually.

In case of multi-tier architecture, uninstallation must be performed
on all the machines in which Infrastructure components are
installed.

Make sure that no user is connected to the database while
uninstalling the Infrastructure Database Layer.

The Atomic Schema user objects need to be manually dropped (or
the entire Atomic Schema) after executing the uninstall.sh file.

The ftpshare directory and all files need to be manually deleted
after executing the uninstall.sh file.
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16-1



Uninstalling Previously Deployed EAR Files

Following are the steps outlined to uninstall any previously deployed application.

1. Open the URL in the browser window: http://<ipaddress>:<Administrative Console
Port>/ibm/console. The login screen is displayed. Login with the user id that has

admin rights.

2. Expand Applications > Application Types > WebSphere enterprise applications
from the left hand screen. The Enterprise Applications screen displays all the

deployed applications.
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3. Select the application to be uninstalled and click Stop and Uninstall. Click OK to

confirm uninstall.
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Uninstalling Previously Deployed WAR Files in Tomcat

On the machine that hosts Tomcat, follow the steps outlined to uninstall any previously
deployed application.

1.

Comment out Context path section from server.xml file in
$CATALINA_HOME/conf directory to avoid conflict during undeploy and
re-deploy of the WAR file.

Place comment <!-- --> in between the context path section.

For example:
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<1
<Context path="fofsaatom™
docBage="fhome{ oEsasupport/OFSAL S tomcat f apache—tomcat— 6. 0. 20/ webapps fofsaatom™

debug="0" relcadahle="true™ crossContext="trus">
<Resource auth="Container”™

name="jdbkc/ ITHFODOMHAME =

type="javax.sql.DataScurce™
drivertlassiianme="aracle.jdbc.driver.OracleDriver®

usernsme="atcmic nser"”
Passvord="passvord"

url="jdbc:cracle:thin: @10.123.92.19:1521: cfsaa"

maxActive="100"

maxTdle=="30%

maxWait="10000"/>

</Context>
—>

2. Open the URL in Browser window: http://<IP address><Tomcat server port>. The
Tomcat home page is displayed. Click the 'Tomcat Manager' link on the LHS menu.

Login with the user id that has admin rights. (For user creation in tomcat, refer to

the section Tomcat User Administration.)

3. This takes you to the Tomcat Web Application Manager. This displays all the
applications deployed in Tomcat. Click the Undeploy link against the deployed
Infrastructure application. This removes the Infrastructure application deployed.

4. The following screen gives the confirmation message on the application
/Infrastructure being undeployed.
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Uninstalling Previously Deployed EAR Files in WebLogic

On the machine that hosts Weblogic, follow the steps outlined to uninstall any
previously deployed application.

Open the URL in the browser window: http://<ipaddress>:<admin server port>/console.
The login screen of the WebLogic Server Administration Console is displayed. Login
with the WebLogic user id and password having administration privileges. The
WebLogic Server Administration Console is displayed.

Click the 'Deployments’ link on the LHS menu. The Summary of Deployments screen
is displayed. To do a new deployment, click Install.

1. To deploy an application on an existing EAR file, stop the service first by clicking
Stop > Force Stop Now.

Uninstalling Infrastructure Components  16-5



2 Summary of Deplayment 2| o le afl Internet fxplorer : = E

e G e fgote Dok e #*
\ » ., "

Gm- SECIEE ) seanch rocrtes ) (- 0g B Q3

Ekires | ] here /10, 104, T4, 410000 Fooreche nnpoke, pord aff_nékeetrums_pagel sbsie AppCwpionmec ke oniroF age ~ =

ORACLE Woblogle Server® Adminisation Conscle

Chamge Ceber @ e 1og 0wt Prefererees [ Becord 1wl Q Wk ome, manager Coereciod ba: Mockiol
Wiew changes and restarts W stumamary of Depherarsats
Configursten editryg & ensbled, Fubere Susmanary of Deploymants
ehanges wil sutimaticaly e Sctivated 55 yos
bl i on dlelete st i Shy, o, Contrsl | Mundarng
Dronusin Snxcture
[T s s desplays & it of Jawaa EF. appeations ancl stanh-akore applkeation mocubes that b b razalled b s domain. Sz apoke atiors s modulies can ba
BEm atarted, stepoed, updated (redegiyed, or delsteed from S doman by first usiecting the applcaton fame ared uire the controh on this cage.
| Deplsyments Torutl e il atcr cr ek or deplovmaart 1o tangets. rths domain, cick the ratal button.
H-dercen
Seririty M

' Inkswopese sbiky ¥ Dsinmize this babde
4

Deployrments

reist | puste Deete | St =[S -] Showing | to 1o 1 Frevious | Hest

E Wb vk, pemplet e

e o b alh vder
Type Deplaprent

= | = [Reresar S, bt contitue Servicrs] sdminminstion reguels ou Ertorpriie Apphcation 2.
Mo da L. i

Jroisl lpdste  Deite | St Siep - Showing Lt L of 1 Previous | Bt
w lrcrall an Encesprios sppkcaion
= Corfiguee-an Enberpriss spolcaton

W Updste (redepkoy) an Entesrass sookcstion

® Stt 4 shap & deploped [nterpriss
T

@ B it B of a0 ERteiss
Bl s

# Doy £ modubes
* el web aopieation

Sysbem Status | -

2. A confirmation message will be displayed asking to click Yes to stop the selected
deployment. Click Yes to continue. A confirmation message will be displayed and
the state of the deployment will change from Active to Prepared.
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The Delete button will be enabled. Click Delete, to delete the selected Deployment.
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modify, add or delete items in this domain. Oemirdls Tl
Domain Sucture Summary of Deployments

cksal

Enironment Control | Monitoring

ployments
ervices
~Security Realms This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed applcations and modues can be
Bmteroperabity started, stopped, updated (redeplayed), or deleted from the dormain by first selecting the application name and using the controls on this page.
BT Diagnostics To install @ new application or module For deplayment to targets in this domain, dlick the Instal button.
P Customize this table
Deployments
Install | i d Showing 0 to 0 of 0 Previous | Mext
E
How do L. [ | vame & State Health Type Deployment Drder
® Install an Enterprise application There are o e o dsploy
® Configure an Enterprise application
Install N v

® Update {redeploy) an Enterprise application dnstall | EErPOmOCo Fems | (R
® Start and stop a deployed Enterprise

spplication
® Moritor the madules of an Enterprise

application
® Deploy £38 modules
® Install 5 Web application

E
System Status =
&) bone S Local intranet

A message will be displayed to confirm the removal of the selected deployment
from the domain configuration. Click Yes to continue.

The deployment will be deleted and a message will be displayed confirming the
removal. A message will be displayed confirming that all the changes have been
activated and no restart of the server is required.
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Pre-Installation Applications Activities
Checklist

Pre-Installation Applications Activities Checklist

Before any Financial Services Application Installation Kit programs are run, ensure that
the pre-installation activities mentioned in the checklist below are all completed
successfully. The Financial Services Application Installation Kits include the following
applications:

® Oracle Financial Services Asset Liability Management

¢ Oracle Financial Services Profitability Management

® Oracle Financial Services Funds Transfer Pricing

¢ Oracle Financial Services Pricing Management, Transfer Pricing Component
® Oracle Financial Services Profitability Management Analytics

® Oracle Financial Services Asset Liability Management Analytics

The Tasks are as follows.

® Oracle Financial Services Analytical Applications Infrastructure must be
successfully installed on a certified environment.

® Oracle Financial Services Profitability Management Analytics can be installed after
installing Oracle Financial Services Profitability Management on the infodom.

® Oracle Financial Services Asset Liability Management Analytics can be installed
after installing Oracle Financial Services Asset Liability on the infodom.

e [Itisimplicit that all base software versions and patch levels required by the
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operating system of Oracle Financial Services Analytical Applications Infrastructure
v7.1is available and adhered to.

¢ If Infrastructure installation is on multitier environment, Execute the following
commands in the DB Layer terminal

chmod -R 777 < ftpshare folder >

Navigate to ftpshare folder and set the umask shown as below, this will make sure
all the new files created will have 666 file permission.

cd < ftpshare folder >
umask 0000

® The correct Financial Services Applications License Key should have been provided
during installation of OFSAALI. This license key number is unique to the
combination of Financial Services applications being installed. For example, the
License Key if only installing Oracle Profitability Management is different than if
installing Oracle Financial Services Profitability Management in conjunction with
Oracle Financial Services Asset Liability Management. For information on updating
your License Key once Infrastructure has already been installed, please contact
Oracle Financial Services Support.

¢ The Config and Atomic schema should be two distinct oracle database users.

® The correct database privileges and tablespace quota should have been granted to
the Config Schema user prior to OFSAAI installation. The correct database
privileges and tablespace quota should have been granted to the Atomic Schema
user prior to Information Domain (or Infodom) creation. For more information on
Information Domain creation, see Configuring Details, page 14-1.

¢ All Infrastructure Configuration Steps should have been completed including:

* Configuring the Database Server

e Configuring the Application Server
* Configuring the Web server

¢ Configuring Database Details

* Creating the Information Domain

® The Database Administrator should ensure that there is a TNS entry for the
Database name provided. The Database name provided should be the name of the
Atomic Schema. The TNS entry should be added to the
$ORACLE_HOME/network/admin/tnsnames.ora file, located in the machine where
the Oracle database server is installed.
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The Information Domain name is required during the application installation. A
new Information Domain must be created pointing to the Atomic schema.
Alternately, an existing Information Domain may also be used.

There must be at least one segment mapped to this Information Domain. For more
information on System Administration, Defining Segment Maintenance Details, see
Oracle Financial Services Analytical Applications Infrastructure User Guide.

An OFSAAI Administrator user must be created. This User ID will be required
during application installation. For more information on Maintaining User
Administrator Details, see Oracle Financial Services Analytical Applications
Infrastructure User Guide.This Administrative user should be created after the above
checklist items are complete using the following steps. The privileges documented
below are the minimum required.

1. Create a new Oracle Financial Services Analytical Applications Administrator
user.

2. Assign the new Oracle Financial Services Analytical Applications user to the User
Groups 'ADMIN' and 'AUTH'.

3. Map the new Oracle Financial Services Analytical Applications user's User Group
to the Information Domain.

4. Assign the following roles to the new OFSAAI user's User Group.

System Administrator

System Authorizer

ETL Analyst

5. Authorize the new Oracle Financial Services Analytical Applications
Administrator while logged in as 'sysauth'.

Web Server Resource Reference Configuration must be complete. Refer to Resource
Reference Configuration , page 15-1 for further information.

Check the $FIC_WEB_HOME/webroot/WEB-INF/web.xml for the correct Resource
tag. If not present add the tag to the end of the file and replace ORDEMO with the
Infodom name.

<resource-ref>
<description>DE Conhection ORDEMO</description:
<res-ref-namwmerjdbce/ORDENO</ res-ref-namex
<res-typerjavax.agl.Dataldource</res-typexr
<res-authxContainer</res-authx

</resource-refx

For example:
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<resource-ref>
<degcription>DE Conhection OF3ALTINFODL/description:
<rea-ref-name>jdbe/OF3LLINFOD<  res-ref—namex>
<resa-typerjavax.3ql.atalource</res-types
<regs-auth>Container</res—-auth>

</resource-refs>

Additionally, if using Apache Tomcat, check the following two items:

1. Check that the SCATALINA_HOME/lib/ojdbcé6.jar file has been copied from the
$ORACLE_HOME/jdbc/lib.

2. Check the $CATALINA_HOME/conf/server.xml for the correct data source tag.

The following should be included at the end of the file:

<Context path="/<context name>" docBase="<Tomcat Installation
Directorys/webhapps/<context name>" debug="0" reloadable="tru="
crossContext="crue>
<Resource auth="Container®
name="jdbc/<0ORDEMO:"
type="javax.sgl.Datalource™
driverclassName="oracle. jdbc.driver.0raclelriver™
userhatme="<Atomwic Schema>"™
password="<Adtomic Schema passwordd>"
url="jdbcroracle:thin: @08 engine TP address>:<0DB Port>:<5ID-"
maxiotive="100"
mwaxIdle=r30"
waxTait="10000"/ >
</ Context:>

For example:

<Context path="/ofsaa"
docBazse="/0F3ALS tomeat/apache-tomcat-6.0. 20/ webapps/ofsaatom™ debug="0"
reloadable="true" crossContext="true™:>
<Rezsource auth="Container"™
nare="jdbc/OF3ALINFOD™
type="javax.sqgl.Datafource™
driverclassName="oracle. jdbc.driver. Oraclelriver™
userhnare="ofsasatomic

rassword="ofszaztomic™
url="ijdbc:oracle:thin:@10.123.18.22:1521:0f3aa"
max Aot ive="100"
max Idle="30"
maxWait="10000"/>
</Contexts>

e The Oracle Financial Services Funds Transfer Pricing / Asset Liability Management
/ Profitability Management Data Model must be successfully uploaded to the
Information Domain.
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Note: For more information on uploading the data model into the
Information Domain, see Oracle Financial Services Analytical
Applications Infrastructure User Guide.

For uploading the model, pick up the following XML file from installation folder.

e For Asset Liability Management installation, choose ALM_Datamodel.xml
* For Funds Transfer Pricing installation, choose FIP_Datamodel.xml
e For Profitability Management installation, choose PFT_Datamodel.xml

The Pricing Management, Transfer Pricing Component Data Model is a subset of
the Funds Transfer Pricing Data Model. No model upload is required for this
application. However, it must be installed into the same Information Domain as the
Funds Transfer Pricing Application.

If installing multiple applications into the Infodom, the data models for the
applications must first be merged using CA Erwin. For assistance with merging
data models, please contact Oracle Financial Services Support.

If any other solution is already installed in an Infodom (atomic schema), then we
need to perform Incremental Model Upload by merging the new model with
already uploaded model.

The Application Sources 'FSAPP_T2T' and 'FUSION_APPS' must be created,
defined and models generated as documented in Appendix A: Defining
Application Sources, page A-1.

For the Application and Source creation of PFT BI AND ALM BI, perform the
following steps.

1. Create Applications -FUSION_APPS
2. Create the following data source:

3. RESULT_AREA_T2T - a RDBMS Source - pointing to the atomic database and
date format should be set as mm/dd/yyyy.

4. Map the Source RESULT_AREA_T2T to the application FUSION_APPS and
generate source model

All Oracle Financial Services Analytical Applications Infrastructure Servers must be
shut down and Oracle 11g database must be running.

Have the following information available and handy before starting the Application
Installation:

Pre-Installation Applications Activities Checklist 17-5



¢ Information Domain name
e The ftpshare path as configured in the Configuring Database Server Details
e TNS Name for the Atomic Schema

e  (OFSAAI Administrator user ID

17-6 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) Installation and Configuration Guide



18

Applications Installation

Introduction

The Oracle Financial Services Analytical Applications Infrastructure Product comprises
of components that are installed in Web, Application & Database layer. Hence if you
have installed Oracle Financial Services Analytical Applications Infrastructure in a
multi-tier architecture, the Oracle Financial Services Applications installer must be
invoked on each of the machines that host the Oracle Financial Services Analytical
Applications Infrastructure tier. This chapter is applicable for the following products:

® Oracle Financial Services Asset Liability Management

® Oracle Financial Services Profitability Management

® Oracle Financial Services Funds Transfer Pricing

¢ Oracle Financial Services Pricing Management, Transfer Pricing Component

For a Single-tier installation, the installer is required to be invoked only once on the
machine that hosts all the Oracle Financial Services Analytical Applications
Infrastructure tiers.

This section describes the installation process where the Three Product setup
components are installed on separate machines with the Product installation on
separate machines. Machine A will be used to install Product Application Layer
components, Machine B will be used to install Product Database Layer components and
Machine C will be used to install Product Web Layer components

Note: This section holds applicable if Oracle Financial Services
Analytical Applications Infrastructure is installed on separate machines
A, B and C respectively.
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Machine A - Product App Layer

Procedure

1. Copy the Setup.bin, Setup.sh and libcpptripldes.so from the installation CD on to a
folder on the machine that hosts the Oracle Financial Services Analytical
Applications Infrastructure application. To begin Oracle Financial Services
Analytical Applications installation, execute Setup.sh.

ORACLE
FINANCIAL SERVICES

Copyright & 1983, 2008, Oracle andJor &3 affiliales. Al righls reserved.

2. Upon invoking the installer, the Introduction screen will display the pre-requisites
for installation. Ensure that the pre-requisites are satisfied before you proceed.

¥ Introduction Installanywhere will guide you through the solution setup.

Before proceeding with the installation, vou must ensure the
Tollowing:

= The OFsAAl application must be installed and configured on
the machinge.

= Al OF5448] application Seners are shutdown prior 10 stan of
the solution installation.

Mote: AL amy polnt if vou wish 10 edit f correct presoushy
emerad information, vou may access the previous screens by
clicking on the Previous button,

OoORACLE’
FINANCIAL SERVICES
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3.

Choose the log mode for this installer. In case the Debug is selected, the Passwords
will be printed in the Log File ($FIC_HOME/SolutionsLog.log).

Note: SolutionsLOG.log name format will be Application
Name_<INFODOM_NAME>_SolutionsLOG-<DATE>-<TIME>.log.

Introduction
B Pre Sewup Information

OoRACLE
FINANCIAL SERVICES

Cancel

Please selact the Log Mode required for this Installer.

Mote:
Incase Debug mode is selected then the passwords will be
printed in the fhome/flinuxmock/OracleSohtionsLOG. log file.

= Debug
) General

Provide 'EDELIVERY" in all caps when prompted for the 9 digit Customer

Identification number.

Intragiuction
Pre Setup Information

ORACLE
FINANCIAL SERVICES

Cancel

Enter the 2 Digit Customer Identification Number
Mote: Customer Identification Number provided during the
OF344] application nstallation

Eovos
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5. The Pre Setup Information screen requests for setup information.

Select the appropriate Oracle Financial Services Analytical Applications
Infrastructure layer that has been installed on the machine.

Example
AppLayer

™ Introduction Please chooge the OFSAM Lavers on which Solution is 10 be
® Pre Setup Information Installed
B Pre=installation Summa Aop Layer 1D Laver [ Web .
@ Pre Setup Infarmation
B Installing...
B Install Complete Please Choose the option to Configure Admin BI
[ Administrative Repors

ORACLE
FINANCIAL SEAVICES

Cancel

Along with appropriate Oracle Financial Services Analytical Applications
Infrastructure layer choose Administrative Reports to configure the Administrative
Reports application.

Note:

¢ For a single-tier Oracle Financial Services Analytical Applications Infrastructure
7.1 installation, you must select App Layer,DB Layer and Web layer. For a
multi-tier Oracle Financial Services Analytical Applications Infrastructure 7.1
installation, select the corresponding layer installed on the machine.

e In the case of ALM BI and PFT BI solutions the above screen would look as
shown below.
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& Introduction Please choose whe OFSA8 Lavers on which Solution is 1o be
@ Pre Setup Information Ll

B Pre-installation Surnma @App Laver ] DB Layer

8 Pre Setup Informanion

B installing...

& Install Complete

ORACLE

FINAMCIAL SCAVIGLS

Cancel prevous il rext |

Enter the Information Domain in which the Oracle Financial Services Analytical
Applications data model has been successfully uploaded and Segment name which
is mapped with the infodom.

Enter the valid path that has been configured as the FTPshare Path in Oracle
Financial Services Analytical Applications Infrastructure. You may click Choose to
select the path. Click Restore Default to reset the path in case of erroneous entry.

Enter the TNS name for the Atomic schema (Same as what you've given in Database
Master while creating the infodom)
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Introduction Enter the OFSAAI Information Domain Name
¥ Pre Setup Information LINMOCK

Selent local fipshare area
[ Jhorme/ linuxmock/pshare

¥
I Eestore Defzult || Choose

Furm name for Atomic Schema dnfodom Database)
F5GEL

ORACLE
FINANCIAL SERVICES

Click Next to continue.

7. The Pre Setup Information screen requests for the Oracle Financial Services
Analytical Applications Infrastructure user ID.

Enter the Oracle Financial Services Analytical Applications Infrastructure user ID
that has been mapped to the Information Domains provided earlier.
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Intraduction Enter the OFSAAI User Id
=¥ Pre Setup Information FSGBULSER.
Pra-Installation Summary NOTE The OFSAAl user must be mapped to the
Information Domain entered in the previous screen. The

user must be assigned a role that permits modifying
metadata.

ORACLE’

FINANCIAL SERVICES

Click Next to continue.

The Pre-Installation Summary screen outlines the general information about the set
up

& Introduction Please Review the Following Before Continuing.

™ Pre Setup Infarmation PLATFORM
@ Pre-Installation Summa Cracle Financial Services Anahytical Applications
@ Fre Setun Infor Infrastructure

® Installing PLATFORM VERSION
® insta — 7.1

PRODUCT MAME
Cracle Financial Services Assat Liability
Management

PRODUCT YERSIOMN

ORACLE 5.1

FINANCIAL SCAVICCS IMNFODOM HAME EMTERED
FEIMFO

Cancel

Pre Installation Summary screen will display the Oracle Financial Services
Analytical Applications Infrastructure name, Oracle Financial Services Analytical
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Applications Infrastructure Version, Product name, Product Version, Infodom
name, Segment name and so on. If you want to edit the input values like Infodom
name, Segment name you can do the same by clicking Back Otherwise

Click Next to continue

9. The following screen indicates the start of the installation. If you have entered the
right information click Install to begin the installation process.

Introduction

Pre Setup Information
Pre=Installation Summany
Pre Setp Information

o

Click Install to start with the installation process.

ORACLE’
FINANCIAL SERVICES

Cancel Pravious Imstal

10. The following screen displays the progress of the installation. Upon completion of
the process, the installation status is published on the screen.

You must access the file SolutionLOG.log in the path $FIC_HOME to check for
errors if any.
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Intrgduction

Pre Setup Information
Pre-installation Summany
Pre Setup Information

{J

ORACLE Installation is in progress...
e —— This process may take several minutes. Please Wail.
FINANCIAL SERVICES

Extracting duplicates...

Note:  FIC_HOME is the environment variable set during the
Oracle Financial Services Analytical Applications Infrastructure
installation; it refers to the Installation directory.

1. The following screen displays the successful installation of the Oracle Financial
Services Analytical Applications Setup.

- SolutionSetup -

Introductian Congratulations! SolutionSetup has Deen successiully installed
Fre Setup Infarmation
Pre-Installation Sumiman
Pree Setup Information
Installing...

Ingrall Complete

Press =Done™ 1o guit the installer.

OorRACLE

FINANCIAL SCAVICCS

Click Done to quit the installer.
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Machine B - Product Database Layer

Procedure
1. Copy the Setup.bin, Setup.sh and libcpptripldes.so and from the installation CD on
to a folder on the machine that hosts the Oracle Financial Services Analytical
Applications Infrastructure application. To begin Oracle Financial Services
Analytics Applications installation, execute Setup.sh

ORACLE’
FINANCIAL SERVICES

Copyright & 1993, 2009, Oracle andior @z affiliates, Al rights reserved.

2.  Upon invoking the installer, the Introduction screen will display the pre-requisites
for installation. Ensure that the pre-requisites are satisfied before you proceed.

Introduction Installanywhere will guide vou through the solution setup.

Before proceeding with the installation, you must ensure the
Tollawing:

= Tha OFSAM application maust bie installed and configured on
the maching.

- All OF54A) application Senvers are shutdown prior 1o stan of
the solution installation.

Mote: AL amy polnt if vou wish o edit f cormrect prevoushy
emerad information, you may access the previous screens by
clicking on the Previous button,

ORACLE
FINANCIAL SERVICES
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3.

Choose the log mode for this installer. In case if the Debug is selected, the
Passwords will be printed in the Log File ($FIC_HOME/SolutionsLog.log).

Note: SolutionsLOG.log name format will be Application
Name_<INFODOM_NAME>_SolutionsLOG-<DATE>-<TIME>.log.

Introduction
¥ Pre Sewup Information

ORACLE’

FINANCIAL SERVICES

Cancel

Please selact the Log Mode required for this Installer.

Mote:
Incase Debug mode is selected then the passwords will be
printed in the fhome/flinuwemock/OracleSohtionsLOG. log file.

& Debug
) General

Provide 'EDELIVERY" in all caps when prompted for the 9 digit Customer

Identification number.

@ Introduction
¥ Pre Setup Information
[3) Fre ratlag

ORACLE
FINANCIAL SERVICES

Emier the 2 Digit Customer Idemification Mumber
Mote: Customer ldemtification Number provided during the
OFSAM application installation

frovos
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5. The Pre Setup Information screen requests for setup information.

Select the appropriate Oracle Financial Services Analytical Applications
Infrastructure layer that has been installed on the machine.

Example
DB Layer

[
i
I
| Intraduction Please choose the OFSA2) Lavers on which Solution is 1o be
| Pre Setup Information e

Fre-Installation Summal ] App Layer [v] DB ¢ [ web L =

Pre Setup Information

Installing..

Install Complete Flease Choose the option 1o Configure Admin Bl
] Administrative Reports

ORACLE
FINANCIAL SERVICES

Along with appropriate Oracle Financial Services Analytical Applications
Infrastructure layer choose Administrative Reports to configure the Administrative
Reports application.

Note:

* For a single-tier Oracle Financial Services Analytical Applications Infrastructure
7.1 installation, you must select App Layer, Web Layer and DB Layer. For a
multi-tier Oracle Financial Services Analytical Applications Infrastructure 7.1
installation, select the corresponding layer installed on the machine.

e In the case of ALM BI and PFT BI solutions the above screen would look as
shown below.
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A Introduction Flease choose the OF2A4] Lavers on which Solution is to be
A Pre Setup Infarmation installed

B Pre-Installation Summa
8 Pre Setup Information
B Installing,

[} app Laver [¥] DB Layer

B Install Complete

OoORACLE’

FINAMCIAL SCAVICCS

Enter the Information Domain in which the Oracle Financial Services Analytical
Applications data model has been successfully uploaded.

Enter the valid path that has been configured as the FTPShare Path in Oracle
Financial Services Analytical Applications Infrastructure. You may click Choose to
select the path. Click Restore Default to reset the path in case of erroneous entry.

Enter the Config schema user ID. Also enter the Config schema db driver details
and the connection URL. (DB driver and the connection urn can be taken from the
Dynamic services.xml in the $FIC_HOME/conf folder of the app layer.

Enter the TNS name for the Atomic schema as mentioned in Database master while
creating the infodom.
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Intraduction Enter the OF5AAl Information Domain Mame
¥ Pre Setup Information | LINMOCK

Select local fipshare area
| fhome /linuxmock /fipshare

Restore Default ” Chpose,..

Enter config user name
| mock7cond

Enter Config Database URL:
Example: jdbcoradethinsd< P> < PORT > <5ID >

jdbcoraclethine@l0. 184 74.80:152 1:1sgbu

ORACLE Enter Database Driver:
EINAMCIAL SERVICES Example: oraclejdbcdriver.OracleDriver
| oracle. jdbc. driver. OracleDriver

Introduction Select local fipshare area
S Pre Sewp Information fhome flinuxmock/fpshare
FEsE R A Restore Default || Chaose...

Enter config user name
| mock7conf

Enter Config Database URL:

Example: jdbcoraclethind < P> < PORT>:<51D >
jdbcoracle thini @10 184, 74.80: 152 1:fsgbu

Enter Database Driver
Example: oraclejdbedriver.OracleDriver

E oracle. jdbc. driver. OracleDriver
ORACLE |oradle.jd |

FINANCIAL SERVICES Enter THS name for Atomic Schema (nfodom Database)
FSGEL |

prevois b

7. The Pre Setup Information screen requests for the Oracle Financial Services
Analytical Applications Infrastructure user ID.

Enter the Oracle Financial Services Analytical Applications Infrastructure user ID
that has been mapped to the Information Domains provided earlier.
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Introduction Enter the OFSAAL User Id
B Pro Setup Infarmation FSCBLUSER

MOTE The OFSAAI user must be mapped Lo the
Information Domain entered in the previous soreen The
user must be assigned a role that permits modifying
metadata

ORACLE’

FINANCIAL SERVICES

Click Next to continue.

The Pre-Installation Summary screen outlines the general information about the set
up

& Introduction Please Rewview the Following Before Continuing:

™ Pre Setup Information PLATFORM
™ Pre=Installation Summa Cracle Financial Services Anahytical Applications
. Infrastructure

W Installing PLATFORM VERSION
] =13 nlete 7.

PRODUCT MNAME
Cracle Financial Services Asset Liabilivy
Management

PRODUCT VERSIOMN

ORACLE 5.1

FINANCIAL SEAVICES INFODOM HNAME ENTERED
FEIMNFO

Cancel

Pre Installation Summary screen will display the Oracle Financial Services
Analytical Applications Infrastructure name, Oracle Financial Services Analytical
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Applications Infrastructure Version, Product name, Product Version, Infodom
name, Segment name and so on. If you want to edit the input values like Infodom
name, Segment name you can do the same by clicking Back Otherwise

Click Next to continue.

9. The following screen cautions before starting the installation. If you have entered
the right information click Install to begin the installation process.

Introduction

Pre Selup Information

Pre=Installation Summany
P Pre Setup Information

Click Install to start with the installation process.

ORACLE
FINANCIAL SERVICES

Cancel Brovious |nstall

10. The following screen displays the progress of the installation. Upon completion of
the process, the installation status is published on the screen.

You must access the file SolutionLOG.log in the path $FIC_HOME to check for
errors if any.
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Imroduction
Pre Setup Information
Pre=Installation Surmmary’
Pre Setup Information

= Installing

{J

DRACIE Installation is in progress...
FINANCIAL SERVICES Thi K minutes. Pl i
FINANCIAL SERVICES s process may take several minutes. Please Wail.

Extracting duplicates...

Note: FIC_HOME is the environment variable set during the Oracle
Financial Services Analytical Applications Infrastructure
installation; it refers to the Installation directory.

11. The following screen displays the completion of installation of the Oracle Financial
Services Analytical Applications Setup.

™ Introduction Congratulations! SolutionSetup has Deen successiully installed
™ Pre Setup Information

™ Pre-Installation Summan,
7 Prie Setup Information

™ Instaling...

& Insrall Complee

Press =Done™ 1o guit the installer.

OorRACLE

FINANCIAL SCAVICCS

Click Done to quit the installer.
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Machine C - Product Web Layer

Procedure

1. Copy the Setup.bin, Setup.sh and libcpptripldes.so from the installation CD on to a
folder on the machine that hosts the Oracle Financial Services Analytical
Applications Infrastructure application. To begin Oracle Financial Services
Analytical Applications installation, execute Setup.sh.

ORACLE’
FINANCIAL SERVICES

Copyright @ 1933, 2009, Oracle andior = affliates. Al rights ressrved,

2. Upon invoking the installer, the Introduction screen will display the pre-requisites
for installation. Ensure that the pre-requisites are satisfied before you proceed.

Intreduction Installanywhere will guide you through the solution setup.

Before proceeding with the installation, vou must ensure the
Tollowing:

= The OFsAA application must be installed and configured on
the maching.

- Al OF5A4] application Senvers are shutdown prior 10 stan of
the solution installation.

Mote: AL amy polnt if vou wish 10 edit f correct presoushy
emerad information, you may access the previous screens by
clicking on the Previous button,

OoRACLE’
FINANCIAL SERVICES

Click Next to continue.
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* Atany point during the installation process, if you Click
Cancel, the installation process will be aborted and you will
exit this setup.

e Atany point during the installation process, if you Click
Previous, you will return to the previous screen.

Choose the log mode for this installer. In case if the Debug is selected, the
Passwords will be printed in the Log File (}FIC_HOME/SolutionsLog.log).

Note: SolutionsLOG.log name format will be Application
Name_<INFODOM_NAME>_SolutionsLOG-<DATE>-<TIME>.log

Introcuction Please select the Log Mode required for this Installer.
H Pro Sewup Information
Mote:
Incase Debug mode is selected then the passwords will be
printed in the fhomeflinuxmock/Oracle fSolutionsLOG. log file.

‘= Debug
) General

ORACLE’

FINANCIAL SERVICES

Cancel

Provide 'EDELIVERY" in all caps when prompted for the 9 digit Customer
Identification number.
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Inrgdiaction Enter the @ Dight Customer [dentification Mumber
¥ Pre Setup Information Mote; Customer Identification Number provided during the
T OF5AA application Installation

ORACLE
FINANCIAL SERVICES

5. The Pre Setup Information screen requests for setup information.

Select the appropriate Oracle Financial Services Analytical Applications
Infrastructure layer that has been installed on the machine.

Example
Web Layer

I
[
I & Introduction Flease choose the OF5A4) Layers on which Solution is 1o be
installed

@ Pre Setup Information

@ Pre-installation Surmma [ Aop Laver [B]DB Layer [ Weh Layver

B Pri Setup Information

W Installing

® Install Complete Please Choose the option 1o Configurs Adrmin 81
¥ Administrative Repors

ORACLE

FINANCIAL SCAVIGCS

Along with appropriate Oracle Financial Services Analytical Applications
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Infrastructure layer choose Administrative Reports to configure the Administrative
Reports application.

Note: For a single-tier Oracle Financial Services Analytical
Applications Infrastructure installation, you must select App Layer,
Web Layer and DB Layer. For a multi-tier Oracle Financial Services
Analytical Applications Infrastructure installation, select the
corresponding layer installed on the machine.

Enter the Information Domain in which the Oracle Financial Services Analytical
Applications data model has been successfully uploaded.

Enter the valid path that has been configured as the FTPShare Path in Oracle
Financial Services Analytical Applications Infrastructure. You may click Choose to
select the path. Click Restore Default to reset the path in case of erroneous entry.
Enter the Config schema user ID and the password.

Introduction | Enter the OFSAAI Information Domain Name
¥ Pre Sewup Information LINMOCK,
Fe-vstallanhon sUm Select local fipshare area
| JShomeflinuxmock)fipsharne
Restore Default ||  Chgose...

Enter config username
| mock7conf

Enter config passwiord

ORACLE
FINANCIAL SERVICES

Click Next to continue.

The Pre Setup Information screen requests for the Oracle Financial Services
Analytical Applications Infrastructure user ID.

Enter the Oracle Financial Services Analytical Applications Infrastructure user ID
that has been mapped to the Information Domain provided earlier. Enter the TNS
name for the Atomic schema (Same as what you give in Database Master while you
create the infodom)
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Enter the OFSAAI User Id
FSCBULSER.

NOTE The OFS5AAI user must be mapped to the
Information Domain entered in the previous screen. The
user must be assigned a role that permits modifying
metadata

OoORACLE
FINANCIAL SERVICES

provous e

8. The Pre-Installation Summary screen outlines the general information about the set
up

& Introduction Please Rewview the Following Before Continuing:

™ Pre Setup Information PLATFORM
™ Pre=Installation Summa Cracle Financial Services Anahytical Applications
| e Infrastructure

W Installing PLATFORM VERSION
] =13 nlete 7.

PRODUCT MNAME

Cracle Financial Services Asset Liabilivy
Management

PRODUCT VERSIOMN

ORACLE 5.1

FINANCIAL SEAVICES INFODOM HNAME ENTERED
FEIMNFO

Pre Installation Summary screen will display the Oracle Financial Services
Analytical Applications Infrastructure name, Oracle Financial Services Analytical
Applications Infrastructure Version, Product name, Product Version, Infodom
name, Segment name and so on. If you want to edit the input values like Infodom
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name, Segment name you can do the same by clicking Back Otherwise

Click Next to continue.

9. The following screen indicates the start of the installation.

If you have entered the right information click Install to begin the installation
process.

=¥ Pre Sewup Information

Click Install to start with the installation process.

ORACLE’
FINANCIAL SERVICES

10. The following screen displays the progress of the installation. Upon completion of
the process, the installation status is published on the screen. You must access the
file SolutionLOG.log in the path $FIC_HOME to check for errors if any.
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Intrgciuction
Pre Setup Information
Pre-Installation Surnmany
Pre Setup Information

# Installing...

{J

ORACLE Installation is in progress...

— This process may take several minutes. Please Wail.
FINANCIAL SERVICES

Extracting duplicates...

Note: FIC_HOME is the environment variable set during the Oracle
Financial Services Analytical Applications Infrastructure
installation; it refers to the Installation directory.

11. The following screen displays the successful installation of the Oracle Financial
Services Analytical Applications Setup.

- SolutionSetup -

Introductian Congratulations! SolutionSetup has Deen successiully installed
Fre Setup Infarmation
Pre-Installation Sumiman
Pree Setup Information
Installing...

Ingrall Complete

Press =Done™ 1o guit the installer.

OorRACLE

FINANCIAL SCAVICCS

Click Done to quit the installer.
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Post Application Installation Activities

Post Application Installation Checklist

Once the installation of Oracle Financial Services FTP, PFT and ALM Product is
completed, you must perform the following steps.

R Tasks

In the case of FTP and ALM check the Log files SolutionsLOG.log,
SolutionSetup_InstallLog.log under $FIC_HOME.

Note: SolutionsLOG.log name format will be Application
Name_<INFODOM_NAME>_SolutionsLOG-<DATE>-<TIME>.log

Ignore the Unique key/ primary key violated constraints.

For OBI configuration follow the steps mentioned in
Readme_OFSPAvV5.1_PostInstall_Steps.txt under app layer's
$FIC_HOME/Application Name
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If installing Profitability Management, confirm the following tag has been added
by the Application Installation to the
$FIC_HOME/ficweb/webroot/WEB-INF/web.xml file:

<!== PFT xml file path retrieval--:
<servlet:
<gervlet-name>pftxmliileparhs/servlet—name:

<gervlet-classrcom. ofs. faapps.pft.util. ContextxmlPathloader </ servlet—-class>
<load-on-startupr1</ load-on-starcup>
<fzerviets
<!-—End of PFT xml file path retriewval-->

The above is only required for Profitability Management. Similar entries are not
required for Asset Liability Management or Funds Transfer Pricing.
Re-create and re-deploy the WAR file (context name.war>file).

Refer to WebSphere EAR Files Creation and WebSphere EAR Files Deployment
in the Oracle Financial Services Analytical Applications Infrastructure Installation
Manual

.profile should be executed before starting any activity from the console.

Note: In case of Multitier Installation
Readme_OFSPAvV5.1_PostInstall_Steps.txt will be available under
$FIC_HOME/adminbi folder of App Layer installation.

Start all Oracle Financial Services Analytical Applications Infrastructure Servers.

Start the Web Server (that is: Tomcat or websphere)

Refer Starting Oracle Financial Services Analytical Applications Infrastructure
Servers in the Oracle Financial Services Analytical Applications Infrastructure
Installation Manual for assistance in starting the servers.

Recompile any invalid Functions, procedures and views.

Assign the appropriate administrator application role to the Oracle Financial
Services Analytical Applications Administrator user:

ALM Admin

FTP Admin

PFT Admin

TPOL Admin
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Login as the new user and define global and application preference settings.

Batch with "Batch_Table_Class_Req" task needs to be created and executed [for

any Information date]. This step will ensure the object-registrations are validated
and made available to the individual applications. Once the batch is setup, every
time a data model is uploaded or a new dimension is registered, this batch needs

to be executed.

Steps to create and execute a batch for Batch_Table_Class_Req task:

1. Navigate to Operations then Batch Scheduling.

2. Define a New Batch.

Use the following for the new Batch Definition:
Define a New Batch.

Select an Empty Batch and Name the Batch.
Component ID: Transform Data

Description: Object Registration

Click on Parameter

Datastore Type: EDW

Datastore Name: <select from list of value>

IP Address: <select from list of values>

Rule Name: Batch_Table_Class_Req

Parameter List: Null

Execute the new Batch.

Navigate to Batch Monitoring to verify the Batch run was successful.

The Oracle Financial Services Funds Transfer Pricing, Profitability Management, Asset

Liability Management/ Profitability Management/ Funds Transfer Pricing Product is

now ready to be used.

Oracle Financial Services Analytical Applications Infrastructure v7.1 OFSPA Look-up

Table Configuration

Erwin model to be extended with the required lookup tables.

Columns to be registered as processing keys/balance ranges.
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® Post the model change a incremental model upload should be done for the
application to reflect the changes.

If you encounter any problems during setup, kindly contact Oracle Financial Services
Support.

OBIEE Installation and Configuration Guide Link

Note: Refer the following link to down load the OBIEE installation and
configuration guide document.

http://www.oracle.com/technology/documentation/bi_ee.html

Annexure

Third Party Freeware
This product includes software developed by the Apache Software Foundation
(http://www.apache.org).

The Apache Software License, Version 1.6.5
Copyright (C) 2006 The Apache Software Foundation. All rights reserved.
1. Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

2. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

3. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and / or other
materials provided with the distribution.

4. The end-user documentation included with the redistribution, if any, must include
the following acknowledgment: "This product includes software developed by the
Apache Software Foundation (http://www.apache.org)."

Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

5. The names "log4j" and "Apache Software Foundation" must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, contact apache@apache.org.

6. Products derived from this software may not be called "Apache", nor may

"Apache" appear in their name, without prior written permission of the Apache
Software Foundation.
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THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf
of the Apache Software Foundation. For more information on the Apache Software
Foundation, see <http://www.apache.org>

NAG Limited
NAG Limited ® 2005

Portions utilize NAG's C library - All rights reserved
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Configuration of OFSAAI

Configuration for Model Upload Utility

The Model Upload Utility uploads the Data Model through the command line
parameter by executing a shell script file. It is used to upload Models that are huge in
size. The ERwin file that contains the Data Model information must be placed at the
following location.

<ftpshare>/<infodom>/erwin/erwinXML

File required to run Model Upload Utility

Upload.sh - This is a shell script to run the utility. Upload.sh is present at the following
location.

$FIC_HOME/ficapp/common/FICServer/bin

Running the Model Upload Utility

Procedure
1. Open Upload.sh and enter the following arguments in the file

1. <infodom> - Refers to the DSN name.
2. <entire file path> — Refers to the Erwin File Path
3. <username>

4. <uploadmode N/R/AM> - Refers to the Upload Choice Code
e N - Refers to the New Model Upload

* AM - Refers to the Incremental Model Upload
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® R - Refers to the Complete Model Rebuild Upload

5. <runscriptsFlag> - Refers to the running of SQL Script

e <true>- Updates the database/schema with the Model changes

* <false>- Does not update the database/schema with Model changes

2. Execute the script using the command ./upload.sh

Note: You should be having the execute permission to do execute
the same.

3. Logs are updated in regular Model Upload log in the following location

ftpshare/<infodom>/logs/<infodom>_LOG_<last data model
version>_<MM.DD.YYYY>-<HH.MM.55>.log

Model Upload Details

The following table shows the Java settings details which needs to configured while
uploading the data model with various size of xml's by

¢ Picking file from the server option
* Model Upload Utility

* Browsing the file in the local computer

Note: The below table consists of the Java settings done on both client
and server machines. These Java settings will differ depending on the
availability of RAM.

SIZE TRANSFORMI TOTAL MODEL JAVA SETTINGS JAVA

OF NG TIME UPLOAD TIME IN THE SERVER  SETTINGS
XML IN CLIENT
FILE
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PICK
FILE
FROM
THE
SERVER
OPTION

THROU
GH
UTILITY

BROWSI
NG FILE

50MB

90MB

156MB

185MB

215MB

50MB

90MB

156MB

185MB

215MB

50MB

90MB

156MB

185MB

215MB

10 min

26 min

30 min

31 min

33 min

10 min

26 min

30 min

31 min

33 min

10 min

26 min

30 min

31 min

33 min

14 min

30 min

34 min

36 min

40 min

14 min

30 min

34 min

36 min

40 min

14 min

30 min

34 min

36 min

40 min

200M to 400M

200M to 800M

200M to 1000M

200M to 1200M

200M to 1200M

200M to 400M

200M to 800M

200M to 1000M

200M to 1200M

200M to 1200M

200M to 400M

200M to 800M

200M to 1000M

200M to 1200M

200M to 1200M

200M to
XMx350M

200M to
XMx400M

200M to
XMx600M

200M to
XMx600M

200M to
XMx800M

Steps to Change the Java Setting on Server:

1.

Edit the $FIC_HOME/ficapp/common/FICServer/bin/reveleusstartup.sh script
X_ARGS prior to performing model upload.

The following is an example what parameters to change from -Xmx200m to
-Xmx1800m:

From:

X_ARGS="-Xms200m"

X_ARGS=""$X_ARGS" $DELIM -Xmx200m"

To:

X_ARGS="-Xms200m"

X_ARGS=""$X_ARGS" $DELIM -Xmx1800m"
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2.

Re-run reveleusstartup.sh to restart the Infrastructure server.

Steps to Change the Java Setting on Client:

1.

Change the setting for Client PC where model upload will be executed.

Navigation: Go to Control Panel -> Java ->Java Tab:

Update Java Runtime Parameter for JRE 1.6.0_07

The following is an example to update the parameter to -Xmx800m.
Product Name: JRE

Version: 1.6.0_07

Location: C:\Program Files\Java\jrel1.6.0_07

Java Runtime Parameters: -Xmx800m

Configuration for Dimension and Hierarchy Management

Open the file AMHMConfig.properties present in the $FIC_WEB_HOME/webroot/conf
directory to set the properties for the following.

Member Deletion

Attribute Default Date Format
Members Reverse Population
Hierarchy Reverse Population
Maximum levels allowed in Hierarchies

Node Limit for a Hierarchy Tree

¢ Configuration for Dimension and Hierarchy Management has to be
done only after the application/solution installation is done.

® These properties are specific to infodom
$INFODOMS$ = Name of the infodom.
$DIMENSION_ID$=Dimension ID for which the property to be set.

Configuring Member Deletion

This property should be set to allow the user to delete the Members for the Dimension
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VALUE CODE EXAMPLE

# Member Deletion MEMBER_DEL-$INFODOM$ MEMBER_DEL-ORAFUSION
Configuration - VALUE- Y/N  -$DIMENSION_ID$=$VALUE -1=Y
$

Configuring Attribute Default Date Format

This property should be set to display the Default Date Format for Date type Attribute
in Attributes screen.

VALUE CODE EXAMPLE

# Attribute Default Date ATTR_DEF_DATE_FORMAT ATTR_DEF_DATE_FORMAT
Format - -$INFODOM$=$DB_DATE_F -ORAFUSION=DD/MON/YY
DB_DATE_FORMAT:DD-MO ORMAT$ YY

N-YYYY

Configuring Members Reverse Population

This property should be set for reverse population of Members for the Dimensions in
required Information Domains.

VALUE CODE EXAMPLE

# Members Reverse MEMBER_REVERSE_POP-$I MEMBER_REVERSE_POP-O

population - VALUE- Y/N NFODOMS$-$DIMENSION_I ~ RAFUSION-1=Y
D$=$VALUE$

Configuring Hierarchy Reverse Population

This property should be set for reverse population of Hierarchies for the Dimensions in
required Information Domains.

VALUE CODE EXAMPLE
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#Hierarchy Reverse HIERARCHY_REVERSE_PO  HIERARCHY_REVERSE_PO
population - VALUE- Y/N P-$SINFODOM$-$DIMENSIO  P-ORAFUSION-1=Y
N_ID$=$VALUE$

Configuring Maximum Levels allowed in Hierarchies

This property is required to set the maximum levels allowed to build the Hierarchies
tree structure.

VALUE CODE EXAMPLE

#Hierarchy Maximum level MAX_DEPTH-$INFODOMS$= MAX_DEPTH-FUSION=15
allowed for the hierarchy in $VALUE$

particular infodom - VALUE -

Integer number

¢ The Maximum Levels allowed in the hierarchies is less than or
equal to 15. If the Hierarchy Reverse population is set as "Y" and
more than 15 levels are created then the alert will be displayed as '
The number of levels exceeding the limit".

e If the maximum level allowed is set as more than 15 and hierarchy
reverse population is set as "Y" then an error will be displayed as "
Error occurred in Reverse populating the hierarchy"

Configuring Node Limit for a Hierarchy Tree

This property is required to display the Hierarchy as a small or a large hierarchy. If the
tree node limit exceeds the set limit, Hierarchies are treated as large Hierarchy.

VALUE CODE EXAMPLE

#Tree node limit for the TREE_NODE_LIMIT=$VALU TREE_NODE_LIMIT=30
hierarchy - Values is Integer E$
number
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Frequently Asked Questions

Introduction

This article is attempted to help with answers in resolving few of the OFSAAI
Installation and configuration issues. This is not an official OFSAAI support site. We
have made an attempt to share knowledge and help others on solving problems.

What is Oracle Financial Services Analytical Applications Infrastructure?

Oracle Financial Services Analytical Applications Infrastructure powers the Oracle
Financial Services Analytical Applications family of products. It performs the
processing, categorizing, selection and manipulation of data and information needed to
analyze, understand and report on specific performance, risk, compliance and customer
insight issues.

What is the purpose of OFSAA Infrastructure?

Oracle Financial Services analytical applications infrastructure helps control data
quality and provides a consistent approach across applications for assigning business
assumptions and accessing shared data for computations underlying Oracle's Financial
Services analytical applications

Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model. This infrastructure delivers
unified metadata across the stack and provides a single set of computational engines,
stochastic modeling methods and business rules to feed overlapping, but independent,
analytical business functions such as profitability, economic capital, FTP, and regulatory
capital. Pre-integrated and extensible with common objects and dimensions, this
infrastructure powers business user analyses with performance that scales to meet the
demands of the world's largest institutions.
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OFSAAI Installation FAQ's

Where can | get more information on OFSAA Infrastructure?

More information is available on the oracle.com web site.

What are the different components that get installed during OFSAA Infrastructure?

OFSAA Infrastructure installation processes are categorized into three layers -
Infrastructure Web Server, Infrastructure Application Server and Infrastructure
Database Server components.

What are the different modes of OFSAA Infrastructure installation?

Infrastructure components can be installed on a single machine (referred to as the
single-tier mode) or on multiple machines (referred to as the multi-tier mode).

Is JDK required during installation of OFSAA Infrastructure and can it be uninstalled
after OFSAA Infrastructure installation?

Yes, JDK is required during installation of OFSAA Infrastructure as well after
installation for the application to work.

What are the different files required to perform OFSAA Infrastructure Installation?
Setup.sh, OFSA Alnfrastructure.bin, libcpptripledes.so and CustReg.DAT

Is OFSAA Infrastructure license Application specific?

Yes, OFSAA Infrastructure license is application specific.

Execution of ./Setup.sh exits without proceeding with installation, what needs to be
done?

¢ If error message resembles "Execute Permission denied" then check whether all the
files provided for OFSAA Infrastructure installation has execute permissions.

e If error resembles "Graphical installers are not supported by the VM. The console
mode will be used instead..." then check whether any of the X-windows software
has been installed eg: Hummingbird Exceed is started and configured to Graphical
mode installation.
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Note: Type 'xclock' from prompt and this should display clock in
graphical mode.

e If error resembles "No Java virtual machine could be found from your PATH
environment variable. You must install a VM prior to running this program", then
check whether java path is set in PATH variable. For details on setting the
environment variables, refer to the OFSAA Infrastructure Installation guide, under
section pre-requisites.

®  Check whether sufficient temporary space is available.

e Ensure the movement of OFSAA Infrastructure Installer text files to the target
system is done in the Text mode so that Setup.sh file does not contain control line
feed characters ("M).

During installation if error message shows "OracleDriver Files Not Found,Please Choose
The Right Path To Continue" ?

Check whether the provided path for Oracle Driver files is correct and whether the user
has permissions to access the files.

During installation if error always resembles "User must have CREATE TABLE, CREATE
VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE, CREATE PROCEDURE
" though the oracle schema user created has the mentioned privileges?

OFSAA Infrastructure installer validates the database details provided during
installation, so ensure

®  Whether the oracle schema user has the required set of privileges for successful

installation.

*  Whether the oracle schema user has been created with quota privileges on table
space to create database objects.

Detailed instructions can be found in the Pre-requisite Steps of Oracle Financial Services
Analytical Applications Infrastructure Installation Manual.

What when error message resembles "java.lang.Exception: [TripleDES] cpptripledes
Library not loaded" during OFSAA Infrastructure installation?

OFSAA Infrastructure Installer loads the libcpptripledes.so file provided for
installation, so ensure the following:

* Libcpptripledes.so file has execute permissions.
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e Whether the JAVA version set in the PATH variable is same on which OFSAA
Infrastructure was qualified.

Detailed instructions of the software's on which OFSAA Infrastructure is qualified can
be found in Software Environments section of Oracle Financial Services Analytical
Applications Infrastructure Installation Manual.

Installation of OFSAA Infrastructure was completed successfully! What next?

Post the successful completion of OFSAA Infrastructure, one has to perform the Post
Installation Steps. Detailed instructions can be found in the Post Installation Steps , page
10-1of Oracle Financial Services Analytical Applications Infrastructure Installation
Manual.

OFSAA Infrastructure Installation is unsuccessful?

OFSAA Infrastructure installer generates log files in the Infrastructure Installation
Directory. The installer generates logs namely OFSA Alnfrastructure_Install.log and
configReveleus.log. Any of these reported, Warnings / Non Fatal Errors / Fatal Errors /
Exceptions in each of these logs should be brought to the notice of the OFSAAI
Infrastructure Support. Recommended not to proceed, until the reported problems are
adequately addressed.

How do | Completely Uninstall OFSAA Infrastructure?

OFSAA Infrastructure can be completely uninstalled by performing the steps provided
in the Uninstalling Infrastructure Components of Oracle Financial Services Analytical
Applications Infrastructure Installation Manual.

OFSAAI Configuration FAQ's

On the UNIX System terminal, Error message shows "./reveleusstartup.sh: /java: Execute
permission denied" while executing ./reveleusstartup.sh file.

e Ensure JAVA_BIN environment variable path is set on the unix user terminal from
where the reveleusstartup.sh file is invoked.

* Ensure the .profile where the environment / path settings are made has been
executed successfully.

OFSAAI Application server (Infrastructure Server) does not proceed after providing the
system password?

¢ System Password provided when prompted should match with the Oracle Config
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password provided during installation and check whether connection to the Config
schema can be established through sqlplus.

If Revappserver log under $FIC_APP_HOME/common/FICServer/logs displays
error message resembling "java.lang.Exception: [TripleDES] cpptripledes Library
not loaded" check whether JAVA_BIN path selected during installation is same as
mentioned in the Oracle Financial Services Analytical Applications Infrastructure
Installation and Configuration Guide.

When logging into OFSAA Infrastructure with valid user id and password, pop-up
window displays message as cpptripledes could not be loaded?

Applicable if Websphere is chosen as web server,

libcpptripledes.so file should be copied from $FIC_WEB_HOME/bin into
<WebSphere installation path>/AppServer/bin

Make sure the Websphere java version is same as mentioned in the Oracle Financial
Services Analytical Applications Infrastructure Installation and Configuration
Guide.

Applicable if Tomcat is chosen as web server,

LIBPATH/LD_LIBRARY_PATH should be set to $FIC_WEB_HOME/bin on the
terminal where the tomcat server will be started.

Make sure the java version on which tomcat server is pointing should be same as
mentioned in the Oracle Financial Services Analytical Applications Infrastructure
Installation and Configuration Guide.

OFSAA Infrastructure installation completed successfully, however when OFSAA
Infrastructure servers are started and the application URL is accessed, gives an error "
the page cannot be found or displayed" or "Could not retrieve list of languages from
Server. Please contact the system administrator".

Ensure OFSAA Infrastructure servers are started and running successfully. On the
server start up parameters options, please refer to Starting Infrastructure , page 11-1
of Oracle Financial Services Analytical Applications Infrastructure Installation and
Configuration Guide.

Further details on the issue, refer on to the Revappserver log in
$FIC_APP_HOME/common/FICServer/logs directory or the Web Server log files.
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Is it necessary to provide the specified grants to the Oracle schema user before
installation, if yes, can it be revoked after completion of installation?

Oracle schema user requires the necessary grants specified before, during and after the
installation process. Grants provided should never be revoked as the application makes
use of these grants all the time.

Can we have distributed OFSAA Infrastructure Application Server for load balancing?

OFSAA Infrastructure Application server can be scaled out/distributed across different
JVM's (machines) based on the various services and information domains, in other
words Load balancing could be achieved with distribution of services. Further
instructions on setting up the distributed environment can be referred to Oracle

Financial Services Analytical Applications Infrastructure Installation and Configuration
Guide.

Why do we need ftpshare? Why on all the layers? Can we have ftpshare on another

machine other than the machines where OFSAAl is installed?
All the files used in Infrastructure are stored in the FTP folders. The ftpshare folder is a
metadata repository directory that contains folders for each information domain. Each
information domain folder holds a corresponding Erwin, log, and scripts folder. For any
ETL operation, the data needs to be transferred from the client to the database. The
entities, such as Tables, are generated in the Database Layer. The transfer of data among
the three servers in Infrastructure takes place through FTP/SFTP. Hence it is required to
have an ftpshare folder in each Infrastructure server. Full permissions should be
granted to this directory and its sub folders and files.

Bind exception, port binding issues, Can the ports used by Infrastructure services
changed after the installation process?

Port Change utility could be used to have the Port number modified, which are
currently being used by the Infrastructure application. On Further instruction, refer to
Configuration of Infrastructure Ports , page 10-4in Oracle Financial Services Analytical
Applications Infrastructure Installation and Configuration Guide.

Are there any in-built system administration users within OFSAA Infrastructure
Application?

Two in-built system administration users are provided to configure and setup the
OFSAA Infrastructure

* SYSADMN: <no password>

e SYSAUTH: <no password>
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Does OFSAA Infrastructure Application support both FTP and SFTP?

OFSAA Infrastructure supports both FTP and SFTP configuration. Further instructions
refer to Oracle Financial Services Analytical Applications Infrastructure Installation and
Configuration Guide

Enabling the FTP/SFTP services.

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using
the OFSAA Infrastructure. OFSAAI Installation and Configuration Guide gives the
steps in enabling these services

OFSAAI Configuration, Unable to save the server details?

¢ Ensure the input user id, password and share name are correct.
e Ensure FTP/SFTP services are enabled.

e Have a test FTP/SFTP connection made and confirm if they are successful.

During Information Domain creation, message appears "Please create a database and
then create the information domain"?

Information Domain is mapped to only one Database; and thus before the creation of
Information Domain, at least one database details would need to exist.

"ConnectToDatabase: FatalError, could not connect to the DB server" during startup of
backend engine message server?

® Verify whether connection to the Config schema can be established through sqlplus.
* Verify Config schema password is modified post installation.

e Ensure oracle database alias name created for oracle instance and oracle service
name are same.

e On a multi tier Installation mode, ensure TNSNAME and SID are the same in both
the Application and Database Layers.

" Fatal Error, failed to get user ID from LibSmsConnect" during startup of backend
engine message server?

Ensure Reveleus.sec file exists under the $FIC_HOME/conf directory where the
Database components are installed.
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Does OFSAA Infrastructure Application support LDAP authentication?

OFSAA Infrastructure supports LDAP configuration and authentication. Further
instructions refer to Oracle Financial Services Analytical Applications Infrastructure
Installation and Configuration Guide.

Does OFSAA Infrastructure support multi-lingual?

OFSAA Infrastructure supports multi-lingual. Currently English is the language on
which OFSAA Infrastructure is certified.

Does OFSAA Infrastructure provide for any data back-up features?

OFSAA Infrastructure does not have built-in back-up facility. It's recommended
external storage infrastructure for backups.

What kind of security features does your OFSAA Infrastructure provide?
OFSAA Infrastructure provides security at

* Segment Level - Users can access only the segment they are mapped to.

¢ Application Level - Users can perform an operation only if mapped to appropriate
role and functions.

Does OFSAA Infrastructure have the ability to enforce periodic password change?

OFSAA Infrastructure provides configurable parameters to define number of days after
which the user password would expire and then the user is forced to change the
password after expiration period.

What is the password policy followed in OFSAA Infrastructure?

OFSAA Infrastructure enforces a minimum password length with a combination of
Upper and Lower case characters and alpha-numeric string.

Which version of Erwin Data Modeller does OFSAA Infrastructure support?

The current certified CA Erwin versions are 7.1.2 and 7.3 via Patch: 9227983. Refer, Note
1070591.1 at https://support.oracle.com.

Tech stack doc was updated to include specific support of Erwin 7.1.2 and 7.3.0.

Does OFSAA Infrastructure provide mechanism to upload Business Data model?
OFSAA Infrastructure provides easy to use GUI based Model upload mechanism to
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upload the Business Data Model.

Business Data model undergoes changes, how does this incremental change get
applied to the existing model?

Modified data model can be uploaded into the system and OFSAA Infrastructure has
the ability to compare the changes within the data model with respect to the one
already present in the system and enables propagation of incremental changes in a
consistent manner.

What are the different modes of uploading a business data model?

OFSAA Infrastructure supports uploading of business data model from client desktop
and also by picking up the data model from the server location.

Does upload of Business Data model depend on Java Memory?

Business data model upload through OFSAA Infrastructure depends on the Java
memory settings on the client and server machines. Java memory setting varies with the
data model size and the available RAM. Please contact OFSAA Infrastructure support
for more details. Please refer to Configuration of OFSAAI, for more details.
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Defining Application Sources

Introduction

Application Sources must be created within Data Integrator in order for the Application
Installation to copy the relevant files for the seeded loaders. For more information about
the Data Integrator and Defining Sources, see Oracle Financial Services Analytical
Applications Infrastructure User Guide.

Creating an Application Source

Follow the steps below to create the application sources that are necessary for the
installation to copy the relevant files for the seeded loaders:

1. Verify user's group for the application user has been assigned ETL Analyst role.
This allows the user to access the Data Integrator menu.

2. Confirm that an FS Data Model has already been successfully uploaded to the
Information Domain.

3. Login as the application user and navigate to Unified Metadata Manager ->
Technical Data Management -> Data Integrator.

4. Navigate to Source Designer -> Define Sources

5. Define Source Applications:

Create Applications: FSAPP_T2T and FUSION_APPS

6. Define Data Sources:

e  Enter the Atomic User for USER ID and Table Owner.
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e Enter the Database Name for Database Name and Tnsname.

* Enter mm/dd/yyyy for Date Format.

Example

Example of FS_SOURCE - RDBMS Source Type

B Edit Source - FS_SOURCE

Source name

Data Source Details

|FS_SOURCE
Do criplicn

[FS_SOURCE ROBME Source
® Server name

Sener port

(101228219

[1521

FTF shara FTP dme

[ l

Tuserin
|efzzademo
Passwaord

& Laesl T Remole

[iﬁii-i d

* Databass nams
[nf's A
Tabie Ownir
[ct5aademo

© Source Date format
sy
Dalabase

Source type

* RDEwNE
" Non-RDEMS

C" Fist File

JOBC Drivers

|Oradle Drtver
THEMANEE

-

lofsas
" Locals

| en_US

| TestSpisee

Save ] l Carscel |

Example

Example of STAGING_SOURCE_F2T - Flat File to Table
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Server name Senerpont

FTP sham FTP drive

Lizer D

P oo
Password

FO | soucetve
Databasea nams C ppaue
Ttk Jrwrsr " Mon-RDEMS
Sourca Date fermat & FistFile

iy

Dalabase

JOBC Drivers

THNEMNANE

Locale

E
4
|

Example
Example of STAGING_SOURCE_T2T - Table to Table for RDBMS Source Type
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P i ait Source - STAGING_SOURCE_T21

Data Source Details
Source name

|STAGRG_SOURCE_T2T

DeEriphon

[Fﬂt Staging Table To Table
" Sanver name Sarasr port

| 10014392 10 1521

FTP sharn ETP dinve

I |
" User D

lofszademo

Password

[rememees Source trpe

Ualstase name =  ROBMS

[ors3a
Table Cranes ™ Non-RDBEMS

rth-.na.xur..h- ——

= Ll O Remole

" Fisk File

" Source Datbe format
| mmigdyny
Database
[raci; =]
JOBC Ormvers
|Oracle Drvar -
THIMAME
|ofsaa

* Locale
[nn_I_IS

i 1est Bource | Save | | 'ﬂill'l.i;ﬂl.

7. Navigate to Map Sources tab and Map the Source to the respective application:
* Map data source FS_SOURCE to application FSAPP_T2T.

* Map data sources STAGING_SOURCE_F2T and STAGING_SOURCE_T2T to
application FUSION_APPS.

8. Generate Source Model for the following.

e FS_SOURCE
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e STAGING_SOURCE_T2T

Select the Erwin or Catalog option. For more information on Generating the Source
Model, see Oracle Financial Services Analytical Applications Infrastructure User Guide.

Application and Source names are not dynamic. They have to
be the exact name as mentioned in the solution steps above.

The installer assumes the application and sources have been
created, thus deploys the ETL definitions into this source when
you run setup.sh.

The source recommended may be an RDBMS based source, in
which case the source should be defined on the same schema as
the one in which the solution is being installed.

Once an application and source has been created in the
framework, you cannot create a new application and source
with the same name. The source created earlier will hence be
re-used for installing the new OFS Applications, be it on an
information domain(infodom) already containing an OFS
Application or a new infodom.As a result, if you need to install
an OFS Application into an infodom #2, there will be a
mismatch since the pre-created source will point to schema of
infodom #1.

It is recommended for the current release, that you do not
create multi-infodom installation unless you intend to do it on
a non-production environment where ETL activities will NOT
be performed through OFS Infrastructure.

Defining Application Sources
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