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The following text conventions are used in this document:
| Convention | Meaning |
|---|---|
| boldface | Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary. |
| italic | Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values. |
monospace | Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter. |
This guide is designed for Oracle Support Services customers who use Oracle Shared Shell to conduct secure conferences with Oracle Support Services engineers. Oracle Shared Shell is a Java application designed to provide secure, shared, remote access to a command-line user interface, such as a shell. A shell is a text-based login session running on your system, under your control. You can invite your colleagues or additional Oracle engineers to participate in the conference as needed. You are always in control of who participates and who has access to the remote access session.
All communication between you and Oracle is secured by industry-standard Secure Sockets Layer (SSL) encryption. Oracle Shared Shell also provides secure file transfer (which you control) and a chat interface for sending text messages between participants.
All activity from your system and Oracle is logged on both sides. Information logged includes all output from your shell, chat messages, file transfer information, and conference events, such as participants joining or leaving.
You need to understand the following terms before using Oracle Shared Shell:
The initiator system must meet the following requirements:
The systems of the participants joining the conference must meet the following requirements:
The target system must have Telnet or SSH enabled.
| Name | Description |
|---|---|
| Login | You need an Oracle Web Account username (e-mail address) and password to use Shared Shell. This is the same account you use to access resources on oracle.com, including My Oracle Support. Note: If you don't have an account, you create one at Oracle employees: Use your Oracle Single Sign-On account credentials. |
| Shell/Server connection |
|
| Terminal type | Oracle Shared Shell emulates a subset of the ANSI and VT100 terminal standard. You should set your "term" environment variable to "vt100" or "xterm." (Note: some products such as ILOM consoles use the "sun" terminal type by default. Change this to "vt100" or "xterm" for best results.) |
| Proxy | Some networks are configured so that you must use a proxy server to reach the Internet. If your network requires a proxy, you must gather the following information:
|
| Note: Currently, Oracle Shared Shell supports only SSH with password authentication.You need to have Oracle Shared Shell connect to an intermediate host that has a full-featured SSH client, such as a development/test server that allows Telnet or SSH with password authentication. You can use Oracle Shared Shell to connect to the console port on your server only if that console port is accessible through a terminal server or console server that allows access with Telnet or SSH. You need to specify the host name or IP address of the terminal server or console server and the corresponding port that will connect to the target machine. |
The Oracle Shared Shell window is divided into three panes as shown in the figure below (Major Areas of the Shared Shell Window):

Participant input is color-coded. Your input as the initiator is displayed in black. Other participants are assigned a color based on the order in which they joined the conference. The colors are used in the following order: black, blue, red, green, purple and brown.
There is no limit to the number of Oracle Support Services engineers that can be invited. If more than five participants join a conference, the colors are recycled.
You can resize the Oracle Shared Shell window to change the size of the Chat pane and Participants pane. The Terminal pane remains the same size to maintain display consistency among participants.
When your mouse cursor is in the Terminal pane, it is also shown in all other participants' Terminal panes, and it is identified by your color and name. The cursor shape reflects the current tool you have selected (Pointer, Marker, or Eraser). If your cursor remains motionless in this pane, it appears grayed-out because this causes less distraction to other participants.
| Note: To reduce network traffic and improve performance, move your mouse cursor out of the Terminal pane or leave it motionless when you are not actively using one of the tools. |

The Pointer Tool displays your mouse cursor as a pointer in every participant's Terminal pane. This enables you to visually indicate shell output text that you want other participants to notice. You can also use the Pointer Tool to select text to be copied to the clipboard. Highlighted text is not visible to other participants.
To use the Pointer Tool:
The mouse cursor's position and movement are displayed to all participants.

The Marker Tool displays your mouse cursor as a pen in every participant's Terminal pane. With this tool selected, you can highlight text in the Terminal pane or draw upon it. Your markups, identified with your assigned color, are displayed to all participants.
To use the Marker Tool:

The Eraser Tool displays your mouse cursor as an eraser in every participant's Terminal pane. With this tool selected, you can erase markups in the Terminal pane that were previously drawn by yourself or other participants. When you erase your markups, or the markups of another participant, they are removed in all participants' Terminal panes.
To use the Eraser Tool:
| Note: You cannot erase shell output text. |

The Erase All Tool erases all the markup in the Terminal pane that were previously drawn by yourself or other participants. When you erase the markup using Erase all, they are removed in all participants' terminal panes.
To use the Erase All Tool, select the Erase All Tool from the toolbar or from the Tools menu. The selection of Erase All tool erases all the markups in the terminal pane.
| Note: You cannot erase shell output text. |
This procedure covers logging in for Oracle Shared Shell clients who do not require a proxy to reach the Internet. In this procedure, you are the initiator of the session. A likely scenario is that you contacted Oracle for technical support and a technical support engineer is on the phone. The technical support engineer asks you to launch an Oracle Shared Shell session.
To login, perform the following steps:
http://oracle.com/123 
| Note: If you receive error messages such as "Unable to resolve Shared Shell server ..." or "Failure communicating with Shared Shell Server ...", you may be on a network that requires a proxy server. See "Initiating a Conference With a Proxy" for more information. |
This procedure covers logging in for Oracle Shared Shell clients who require a proxy to reach the internet. In this procedure, you are the initiator of the session. A likely scenario is that you contacted Oracle for technical support and a technical support engineer is on the phone. The support engineer asks you to launch a Shared Shell session.
To log in, perform the following steps:
http://oracle.com/123 
Make sure that you have gathered the proxy information, as explained in "Information to Gather Before Using Shared Shell".
This procedure covers joining a conference as a participant.
If your connection is successful, a grayed-out Terminal pane and a status message about waiting for approval appears.
To invite an Oracle Support Services engineer or a coworker from your company, to join the conference:
The Invite Participant window appears.
The Oracle Support Services engineer types the invitation key into the Oracle Shared Shell application.
Oracle Shared Shell will return different types of messages depending on the task you are trying to accomplish. Common system and error messages are explained below.
This message means that the target system is refusing your Telnet or SSH connection. If you chose Telnet, try switching to SSH, or vice versa. Oracle Shared Shell needs to make a direct connection from the initiator system to the target system using SSH or Telnet.
This message indicates that you are being shown the SSH key fingerprint of the target system in order to verify the authenticity and security of the connection. This is a feature of the SSH protocol designed to protect against spoofing by showing you a fingerprint of the unique server key that you can match and verify. If verified, this ensures your username and password are not transmitted to a hostile server. The next dialog will prompt whether you want to create a known_hosts file in your Shared Shell directory so that you are only prompted for this key/fingerprint verification once per host.
This message generally displays when you have an old version of Java 1.4.2 installed on your system, possibly alongside a newer version of Java. Oracle Shared Shell uses a production Oracle/Verisign certificate, but this root certificate and chain is only supported in Java 1.4.2_06 and newer. Note that this may be true even if you check our "Verify your Java installation" link and it shows an up-to-date version of Java. This is because the Java installer allows multiple versions of the SDK and Java Runtime to be installed at the same time.
You should remove older/unused versions of Java:
This error message means Java Web Start was unable to connect to the Shared Shell server to download the application. The exact error message can usually be found by clicking Details and checking the Wrapped Exception tab. Error messages like "java.net.UnknkownHostException: sharedshell.sun.com" or "java.net.ConnectionException: Connection timed out: connect" usually indicate you need to set up a Proxy Server configuration for Java. By default Java Web Start will try to use your browser proxy settings, but in some cases you will need to configure it manually, depending on your platform:
The Terminal pane emulates a subset of the ANSI terminal standard (or VT100), allowing screen-based text editors, such as vi, to be used, as well as other utilities that perform cursor control and basic screen-editing functions defined in this specification.
| Note: Text color is used in Oracle Shared Shell to identify the participant who last entered input to the shell. Color is not supported for other functions. |
Each participant's Terminal pane processes the output of the shell running on the target system. This pane includes a scrollback buffer that allows reviewing of previous shell output. This scrolling function is synchronized among all participants so that they always see the same Terminal pane contents.
To type input to the shell running on the target system:
Each character typed is sent to the shell running on the target system, and you will see the shell output echoed back in your Terminal pane.
You can copy text or command lines from the Terminal pane into the system clipboard. Text in the system clipboard (whether copied from the Terminal pane or another application) can be pasted into the Terminal pane. Text pasted into the Terminal pane is input to the shell one character at a time, just as if you typed it. The ability to paste into the Terminal pane is controlled by your access level. Everyone can copy text from the Terminal pane, regardless of their access level.
| Note: If a participant has Full access rights, carriage returns embedded in pasted text execute the preceding text as a command. If a participant has No-Exec access, carriage returns are stripped from the pasted text. |
To copy text from the Terminal pane into the system clipboard:
To paste text from the system clipboard to the shell:
The Chat pane allows participants to send text messages to one another without interfering with the shell. Chat messages are sent to all the participants in the Participants pane.
To send a chat message:
You can copy the text messages from the Chat Pane into the system clipboard.
To copy a text message:
You can edit preferences by using the Preference Editor. In some cases, you can input text and in other cases you must select from a drop-down menu.
To edit a preference:
The Preference Level and description are displayed beneath the selected preference. See the description to determine if the change is immediate or is implemented the next time Shared Shell is started.
If you enter an invalid value, an error message is displayed above the Apply and Close buttons.
As the initiator, to remove a participant from the conference:
The Participant menu appears.
The participant's name no longer appears in the Participants pane.
Participants other than the initiator can leave a conference at any time by choosing Conference -> Leave.
| Note: If the conference initiator leaves the conference by choosing Conference -> Leave or by closing the Shared Shell window, the conference is automatically terminated, and the shell receives a hang-up (HUP) signal, killing any processes that are running under it. |
The preferred method of closing a conference is for the initiator to log out of the shell in the Terminal pane. Shared Shell detects that the shell connection is closed and terminates the conference, notifying active participants of the action before their window closes.
To obtain information on network delays, select Tools -> Ping Target System.
A window appears displaying round-trip message times to the Shared Shell server and to the target system. On the target system, round-trip times to the target system are shorter because they are routed internally, instead of going through a server.
Oracle Shared Shell generates logs on the target system and at Oracle for shell output, chat messages, file transfer information, and general conference events (such as participants joining and leaving).
Three log files are created for each conference, where Date is the date the conference was created (in the form YYYYMMDD) and ConferenceID is the identifier assigned to this conference by the server:
On the target system, logs are stored in a location controlled by a user-level preference (LogDir), with a reasonable default location chosen based on the platform where Shared Shell was launched:
Changes to the LogDir preference take effect the next time Oracle Shared Shell is launched.
If the Initiator is sending continuous terminal output, there could be some latency at participant side in seeing the output due to network traffic or server performance. When this occurs, a "Communication Delayed" indicator will be displayed on the Initiator:


Each participant has an assigned access level that determines the participant's ability to type input to the shell in the Terminal pane. Participant access levels are conference-specific and can be changed during the conference.
As initiator of a conference, you always have Full access, while other participants join with View access. You control the access level of other participants and can drop a participant from the conference at any time. Each participant's access level is displayed next to the participant's name in the Participants pane. The table below shows the access levels that are available:
| Access Level | Icon | Description |
|---|---|---|
| Full access | ![]() | Enables the participant to type anything into the target system's shell through the Terminal pane and to execute commands on the target system. The conference initiator always has Full access. |
| No-Exec access | ![]() | Enables the participant to type anything except carriage returns (which would execute a command) into the target system's shell through the Terminal pane. This restriction enables a participant with Full access to review the input before pressing Enter and executing a command. |
| View access | ![]() | Restricts the participant to a view-only mode. The participant is not allowed to type into the shell. All participants, other than the initiator, join with View access. |
The initiator can change another participant's access level at any time using the pop-up menu in the Participants pane. Other participants can send you a request for a change in access level by using the Access menu.
To change a participant's access, you must be the initiator:
| Note: You can change the access level of more than one participant at a time. |
The pop-up menu appears.
From the Access menu, choose the new access level. If you are requesting a lower level of access, it is assigned immediately. Otherwise, a message is displayed stating that the request has been sent to the initiator. If the initiator approves the request, the new level is displayed in the Participants pane. If the request is denied, participant notified about that. Access level changes for any participant will be communicated as a chat message to all the participants of the conference.
Oracle Shared Shell enables participants to transfer files as long as the participants at both the source and destination agree. Multiple file transfers can occur at the same time. Once initiated, file transfers are performed in the background and do not interfere with other functionality.
Please note: There must be at least one participant in the conference before you can transfer a file. If there are no other participants, File Transfer option is grayed-out.
You have two types of file transfer options available:
| Note: This requires that the Initiator selected ssh to connect to the target system. File transfer to/from the target system is not supported via telnet connections. |
To request a file transfer:
Click the File Transfer toolbar button, or select Conference -> File Transfer from the menu. The Request File Transfer window appears.
Click one of the arrows between the Remote System and Local System boxes.
| Note: In the Remote System box, you may select either the Participant or the Target System - that is, the location of where you want to transfer a file to or from. |
| Note: The Target System cannot be chosen simultaneously at both the 'remote' and 'local' boxes.The My Files and Target System options will be available only to the Initiator file transfer window and not for participants. For more information about the target system refer to "Terminology". |
| Note: The size of transmitted blocks (in bytes), and the interval between sending blocks, is controlled by system-level preferences. The FileXferXmitInterval value defines the time, in milliseconds, before a file block is transmitted. Changing the transfer speed can affect the performance of shell input and output and other functions. |
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