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Preface

IP Name and Address (INA) service is used to manage IP addressing, Domain Name 
Service (DNS) and Dynamic Host Configuration Protocol (DHCP) in service provider 
and carrier networks. By automating and integrating the management of IP 
addressing, DHCP, DNS and user profile information, Oracle Communications 
Internet Name and Address Management gives service providers and carriers the 
framework required to offer personalized end-user services to their customers.

INA service provides the framework for creating an efficient, self-service business 
model. It enables service providers and carriers to improve time-to-revenue, 
differentiate their offerings, enhance value to their customers, and develop new 
markets.

Audience
This document is provided for installers and maintainers of Internet Name and 
Address Management. A working knowledge of the Solaris operating system is 
required to perform the procedures in this document. Oracle recommends users have 
knowledge of the service technologies supported by Internet Name and Address 
Management, including DNS and DHCP.

Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated 
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for 
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code 
in examples, text that appears on the screen, or text that you enter.
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1IPv4 Address Space Management

This chapter provides information related to IPv4 Address Space Management as 
applied to Oracle Communications Internet Name and Address Management.

Acquiring IPv4 Address Space
Regional Internet Registries (RIRs) are the organizations responsible for the allocation 
of address space within specified geographical areas. Local Internet Registries (LIRs), 
typically, internet service providers (ISPs), are allocated blocks of IPv4 addresses, and 
they, in turn, assign that space to their customers for exclusive use in their networks. 
For information on acquiring IP addresses, see the appropriate Internet registry:

■ For North America and sub-Saharan Africa refer to The American Registry for 
Internet Numbers (ARIN) at https://www.arin.net

■ For Europe, refer to Réseaux IP Européens (RIPE) at http://www.ripe.net

■ For Asia and Pacific region, refer to Asia Pacific Network Information Centre 
(APNIC) at http://www.apnic.net

■ For Latin American and Caribbean, refer to Latin American and Caribbean 
Internet Addresses Registry (LACNIC) at 
http://www.lacnic.net/web/lacnic/inicio

■ For Africa, refer to The African Region Internet Registry (AfriNIC) at 
http://www.afrinic.net

Refer to the RWHOIS guide for information on RWHOIS implementation, which can 
be used for IP address assignment reporting to ARIN.

Refer to "Reports", for information on the APNIC Reporting implementation, which 
can be used for IP address assignment reporting to APNIC. 

Networks
In Oracle Communications Internet Name and Address Management, Networks are 
used to represent blocks of address space assigned to customers from Internet 
Registries, from upstream customers within Internet Name and Address Management 
or private address space. Within a customer, Networks must be unique and cannot 
overlap. All address space within a network is represented by a set of contiguous 
subnets that completely cover the address space within the network. When a network 
is created, a natural subnet is created within the network with the same scope as the 
network. This natural subnet can be partitioned into a set of smaller subnets which 
always provide a complete representation of the address space within the network. 
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Subnets
This section describes how subnets are managed in Internet Name and Address 
Management.For complete details on subnet statuses, see "INA Object Statuses".

CIDR, Masking and Partitioning
Classless Inter Domain Routing (CIDR) replaces the concept of network class with a 
generalized IP prefix. Instead of having a default network portion of the address: 8, 16, 
or 24 bits-depending on the network class, a CIDR network uses a prefix from 8 to 32 
bits to designate the network portion of the address. Internet Name and Address 
Management supports CIDR values from 8 to 32 inclusive.

CIDR allows the user to increase or decrease the number of contiguous bits in the 
non-host portion of the subnet mask. Increasing the number of contiguous bits 
decreases the number of hosts available on the network. Decreasing the number of 
contiguous bits increases the number of hosts available on the network. 

CIDR can be used to decrease the number of contiguous bits in the network portion of 
the subnet mask, thereby aggregating several smaller networks into one larger 
network. For example, you can group the four /24 networks 10.13.0.0/24 through 
10.13.3.0/24 into a single network 10.13.0.0/22 containing 1024 addresses. This 
aggregation not only creates a larger network, but also can lead to greater efficiency in 
routers, as the number of external routes becomes smaller.

You may use the CIDR feature in Internet Name and Address Management to divide a 
/8 network into smaller, more manageable portions, or to combine several Class /24 
networks into one CIDR block.

At the GUI level, Internet Name and Address Management creates reverse 
(in-addr.arpa) zones for each network. Inverse address mappings are based on 
network classes. If the CIDR block includes four Class C networks, you will see four 
in-addr.arpa zones. If you have divided a Class B network into smaller CIDR blocks, 
you will have numerous in-addr.arpa zones to correspond to the equivalent number of 
Class C networks.

CIDR is documented in RFCs 1517, 1518 and 1519. 

IPv4 Reverse Zones are documented in RFC 3596.

Table 1–1 shows the network classes and corresponding CIDR numbers.

A subnet mask is a 32-bit number that identifies the subnet component of an address. A 
bit-wise logical AND between an address and its subnet mask produces the subnet 
number.

Internet Name and Address Management supports Variable Length Subnet Masking 
(VLSM). VLSM is a networking concept that allows a single network to be divided into 
subnets that contain different numbers of hosts and use different subnet masks using 
standard VLSM configurations.

Table 1–1 Network Classes and Corresponding CIDR Number

Network Class CIDR Number Subnet Mask Available Hosts

A 8 255.0.0.0 16,777,214

B 16 255.255.0.0 65,534

C 24 255.255.255.0 254
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When you first create a network, Internet Name and Address Management creates a 
single subnetwork that spans the entire host address space. This subnet is known as 
the natural subnet. Subnets cannot be created or deleted through the Internet Name and 
Address Management GUI, unlike networks which can be created and deleted. 
Subnets can only be modified through joins and partitions.

You can recursively partition the natural subnet into several equal-sized pieces. For 
example, if you are working with a network/natural subnet with a CIDR number of 
/16. Table 1–2 illustrates how this network can be partitioned. 

You can partition the subnet to accommodate your IPv4 addressing scheme. Each 
partition corresponds to a subnet, and users can further partition the subnets into 
several smaller subnets. A network using CIDR treats the entire host address space as 
a partitionable pool of addresses.

Internet Name and Address Management also supports partitioning of a portion of a 
larger subnet by allowing the user to specify how many subnets of a given CIDR are 
required. For example, if you are working with a subnet with a /24 CIDR (for 
example, 10.13.4.0) and the user requires 8 /30, Internet Name and Address 
Management partitions the 8 /30 subnets and automatically calculates the CIDR for 
the remaining subnets. In this case, the output looks like the following:

10.13.4.0 /30

10.13.4.4 /30

10.13.4.8 /30

10.13.4.12 /30

10.13.4.16 /30

10.13.4.20 /30

10.13.4.24 /30

10.13.4.28 /30

10.13.4.32 /27

10.13.4.64 /26

10.13.4.128 /25

Table 1–2 Partitioning a Subnet

Number of New 
Subnets CIDR Number Subnet Mask

Number of 
Available Hosts

2 17 255.255.128.0 32766

4 18 255.255.192.0 16382

8 19 255.255.224.0 8190

16 20 255.255.240.0 4094

32 21 255.255.248.0 2046

64 22 255.255.252.0 1022

128 23 255.255.254.0 510

256 24 255.255.255.0 254
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Multinetting
Multinetting creates a set of subnets that can be assigned to the same network 
segment. This enables a DHCP server to serve IP addresses to clients from multiple 
dynamic ranges on non-contiguous subnets. Multinetted subnets facilitate the growth 
of DHCP management without having to provision additional DHCP servers or 
reconfigure hosts, dynamic ranges, and subnets.

Subnet joins and partitions are blocked on multinetted subnets.

Subnet Utilization
When the user searches for subnets, a Utilization percentage can be specified with an 
indicator to determine whether to search for subnets with utilization "Greater than or 
equal to" the specified value, or "Less than or equal to" it. 

The Address Tree on the Address Browser window, when displaying the results of a 
subnet search, includes a column titled Usage (%). For each subnet, the utilization 
percentage is displayed as an integer value (0 - 100).

Static and Dynamic Addressing
A host is a client’s IP address on a network. There are two types of hosts namely: 
dynamic hosts and static hosts. Dynamic hosts are distributed by a DHCP server to 
clients from dynamic ranges. Static hosts are provisioned onto either subnets or 
ranges. Typically, static hosts are provisioned onto a subnet. Static ranges are typically 
created for the purpose of grouping static IP addresses.

Static addressing is a method where an IP address is indefinitely assigned to a 
particular client or device on the network. Static host addresses can be created and 
managed individually on subnets through the Static Host Create and Details 
windows in the Internet Name and Address Management GUI. 

Hosts can also be created and managed in multiples through the Static Range Create 
and Details windows in the Internet Name and Address Management GUI. A static 
range is a group of static host addresses. A static range is not served by a DHCP server.

Some network devices, such as servers, typically reside on static hosts; therefore, all 
networks require some static hosts. If a network has a large enough requirement for 
static hosts, the static hosts should be created in bulk, by employing a static range.

Dynamic addressing is a method where a pool of host addresses is created. The host 
addresses from the pool are assigned on a first come first serve basis to network clients 
for a preset lease time. Dynamic hosting requires a dynamic range from which host IP 
addresses are served out by a DHCP server. When the DHCP lease time expires, the 

Note: When partitioning a subnet, any hosts or ranges that have 
been created in that subnet must fall wholly within any subsequent 
partition. If a host is on, or a range spans a potential subnet partition, 
the option for that partition is not displayed in the Partition Subnet 
window.

Note: All of the functionality available via the Internet Name and 
Address Management GUI is available through the Java API.
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host address is made available to the dynamic range for the DHCP server to reassign 
to another client. 

Most networks employ DHCP, therefore it is necessary for DHCP-enabled networks to 
have one or more dynamic IP address ranges and associated Primary and Backup 
DHCP servers. Dynamic addressing allows for more centralized and efficient 
provisioning of a network host address space, compared to a statically provisioned 
network.

Provisioning individual host addresses, static ranges, and dynamic ranges is a 
network planning activity that must factor in the number and types of clients on a 
network. Things to consider when provisioning addresses include:

■ The first and last IP address of a subnet are reserved addresses. No host or range 
can reside on a reserved address. When creating a static range or a dynamic range, 
the range must fall entirely within a subnet, and no part of the range can occupy 
the first or last IP address in a subnet.

■ When creating a static or dynamic range, if any IP address in the specified range is 
a static host, the range does not overwrite a previously created host, and creation 
of the static or dynamic range fails.

■ When deleting a static or dynamic range, if you click Delete Force, all hosts (and 
servers) in the range are deleted.

■ If you delete a dynamic address range, Internet Name and Address Management 
deletes all of the unallocated addresses. Addresses from the range that are 
currently in use by DHCP clients remain active until the lease expires.

Static Range Autonaming
This feature can be used to automatically generate fully qualified domain names 
(FQDN) for each Static Host created as part of a Static Range. 

Internet Name and Address Management assigns a domain name to a static range if 
the autonaming feature is enabled. The domain name assigned to a static range 
consists of the Domain component, Auto-name prefix, Auto-name suffix, Index Start 
at, Label width, and Sort type which are set when configuring the static range. 

Table 1–3 shows static range autonaming examples.

Note: The term scopes used by some vendors corresponds to the IETF 
term dynamic ranges.

Note: The static range is not served by the DHCP server.

Table 1–3 Static Range Autonaming Example

Autonaming feature Autonaming value

Domain Component .com

Auto-name Prefix test

Auto-name Suffix name

Index Start at 10

Label Width 3
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Sort Type increment

Domain Name generated by Autonaming 
Feature

test010name.com

test011name.com

test012name.com

etc.

Note: While the autonaming feature simplifies the naming of a static 
range, you can always modify an individual host name in the range 
after it is created.

Table 1–3 (Cont.) Static Range Autonaming Example

Autonaming feature Autonaming value
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2IPv6 Address Space Management

This chapter provides information relating to IPv6 Address Space Management as 
applied to Oracle Communications Internet Name and Address Management.

Acquiring IPv6 Address Space
Regional Internet Registries (RIRs) are the organizations responsible for the allocation 
of IPv6 address space within specified geographical areas. RIRs typically assign /32 
networks of Global Unicast IPv6 address space, but provide larger blocks if justified. 
See "IPv4 Address Space Management", for information on the RIRs.

Networks
In Internet Name and Address Management, Networks are used to represent blocks of 
address space assigned to customers from Internet Registries, from upstream 
customers within Internet Name and Address Management or private address space. 
Within a customer, Networks must be unique and cannot overlap. All address space 
within a network is represented by a set of contiguous subnets that completely cover 
the address space within the network. When a network is created, a natural subnet is 
created within the network with the same scope as the network. This natural subnet 
can be partitioned into a set of smaller subnets which always provide a complete 
representation of the address space within the network. 

Subnets
This section describes how IPv6 subnets are managed in Internet Name and Address 
Management.

Prefix Notation and Partitioning
The prefix notation is very similar to the way IPv4 addresses are written in Classless 
Interdomain Routing (CIDR) notation, and it is also commonly used for subnetted 
IPv4 addresses. The notation appends the prefix length, written as several bits with a 
slash.

IPv6 address/prefix length

The prefix length specifies how many left-most contiguous bits of the address specify 
the prefix. This is another way of noting a subnet mask. Remember, a subnet mask 
specifies the bits of the IPv4 address that belong to the network ID. The notation for 
prefixes has also been specified in RFC4291. 
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Internet Name and Address Management supports the following IPv6 addresses. They 
are as follows:

■ Link-Local unicast addresses

■ Site-Local unicast addresses

■ Global Unicast addresses 

Table 2–1 lists the IPv6 assigned prefixes.

Link-Local Unicast Address

In Internet Name and Address Management, the Link-Local address is implemented to 
be used on a single link that can never be routed. It is also used for auto-configuration 
mechanisms, neighbor discovery, and on networks with no routers. The prefix of a 
link-local address space is identified by its prefix.

Status values are not supported for IPv6 Link-Local addresses.

Link-local addresses have link-only scope and can be used to reach neighboring nodes 
attached to the same link. These are usually auto-configured using hardware devices 
and are not expected to be assigned by upstream systems. Therefore, the status values 
do not represent meaningful information.

Site-Local Unicast Address

This has been deprecated in the RFCs and has limited use for modelling deployments 
already made using this standard. Using site-local addresses is not recommended.

Status values will not be supported for this address types.

Aggregatable Global Unicast Address

IANA has identified the prefix 001 for Global Unicast Addresses and assigned 
portions of this address space to the RIRs. RIRs typically assign /32 (or larger) 
networks to LIRs. LIRs then manage this address space, typically assigning blocks of at 
least /48 addresses to individual POPs and blocks of /56 to individual sites. 
Individual /64 subnets are drawn from the /56. It is important to note that best 
practises indicate a very sparse assignment of these address blocks to facilitate long 
term growth without affecting routing aggregation.

The prefix length can be used to decrease the number of contiguous bits in the 
network portion of the subnet mask, thereby aggregating several smaller subnets into 
one larger subnet. This aggregation not only creates a larger subnet, but also can lead 
to greater efficiency in routers which are enabled with the IPv6 support, as the number 
of external routes becomes smaller.

Table 2–1 List of assigned prefixes

Allocation Prefix binary Prefix hex
Fraction of address 
space

Link-Local unicast 
address

1111 1110 10 FE80::/10 1/1024

Site-Local unicast address 1111 1110 11 FEC0::/10 1/1024

Global Unicast addresses 001 1/8

Note: For Link-Local and Site-Local address types it is recommended 
that the status values be maintained as blank.
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You may use the subnet partitioning feature in Internet Name and Address 
Management to divide a subnet into smaller, more manageable portions, or to combine 
several Global Unicast subnets into one single subnet.

Internet Name and Address Management creates a reverse zone structure under the 
domain ip6.arpa for each IPv6 network defined in the system. This conforms to RFC 
3596.

When you first create a network, Internet Name and Address Management creates a 
single subnetwork that spans the entire host address space. This subnet is known as 
the natural subnet. Subnets cannot be created or deleted through the Internet Name and 
Address Management GUI, unlike networks which can be created and deleted. 
Subnets can only be modified through joins and partitions.

Internet Name and Address Management supports two different partitioning 
operations. An IPv6 subnet may simply be partitioning into a set of equal sized 
subnets. Alternatively an IPv6 subnet may be asymmetrically partitioned. In this case 
the user specifies the minimum number of subnets desired of a given prefix length. 
The partition operation creates these subnets while maintaining the largest size 
subnets for the remaining address space.

Multinetting
Multinetting of IPv6 address is supported only for Global Unicast Address. 
Multinetting is not supported for Site Local Address and Link Local Address.

Note: When partitioning a subnet, any hosts or ranges that have been 
created in that subnet must fall wholly within any subsequent partition. 
If a host is on, or a range spans a potential subnet partition, the option 
for that partition will not be displayed in the Partition Subnet window.
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3INA Object Statuses

This chapter provides information about INA object statuses as used and applied in 
Oracle Communications Internet Name and Address Management.

IPv4 Subnet Statuses
Subnet statuses refer to the manner in which portions of networks are utilized. Oracle 
Communications Internet Name and Address Management enables customers to tag 
subnets with information representing subnet utilization and assignment. Subnets are 
registered with RWHOIS only when they have been allocated from the root customer. 
Non-root customers can create networks and subnets which have not been assigned to 
them from the root customer, and these subnets can be tagged with subnet statuses, 
however these subnets will not be registered with RWHOIS since they have not been 
allocated from the root customer.

Subnet status information appears in the Subnet Details window when the user is 
modifying a subnet.

To associate a customer with a subnet in the Reserved, Assigned, or Allocated status, 
customer details must be populated with complete postal address information. Subnet 
status is replicated when partitioning subnets in the None, Free, and Internal statuses. 
When subnets are joined, the new subnet will assume the state of the subnet with the 
lowest IP number.

RWHOIS service uses subnet state information to enable the root customer to collect, 
compile and publish IP address assignment information to Regional Internet Registries 
(RIRs) such as the American Registry of Internet Numbers (ARIN).

Security
Users belonging to a group that has read/write access have the ability to:

■ move a Subnet, Static Host, Static Range, and Dynamic Range into the 
Quarantined or Blocked status.

■ change the status of an object when it is in the Blocked or Quarantined status.

■ modify the timer value.

By default, Service Administrators, Customer Service Administrators, and Domain 
Administrators groups have this access.

Table 3–1 details the characteristics of each of the subnet statuses. 
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■ The None status indicates that a status value has not been assigned to the subnet 
(this is the default setting). Network utilization reports variable.

■ The Internal status indicates that the subnet is designated for ISPs 
internal/intranet use. It distinguishes internal use of address space from customer 
use (denoted by the Active status). Network utilization reports variable. 

■ The Free status indicates that the subnet is designated for future use by any 
customer. Although the subnet can be partitioned or joined, hosts and ranges 
cannot be added. Network utilization reports 0%. 

■ The Reserved status indicates that the subnet is being held for future use by a 
particular customer. Hosts and ranges cannot be added to the subnet. The subnet 
is locked to joins and partitions. Network utilization reports 0%. 

■ The Assigned status indicates that responsibility for the subnet has been given to a 
downstream customer. Details of how this address space is being used is a direct 
responsibility of this customer and it is not being managed by the ISP using 
Internet Name and Address Management. This assignment of address space is 
automatically published by the RWHOIS server if it is configured. Hosts and 
ranges cannot be added to subnet. Subnet is locked to joins and partitions. 
Network utilization reports 100% 

■ The Allocated (Internal) status indicates that the address space is being managed 
on behalf of a downstream customer. If the customer has been identified as an 
Internal customer representing an internal corporate division, the NUR calculates 
the overall usage for the root customer. When a subnet is allocated to a 
downstream customer, a matching network is created for that customer. Subnets 
under that network can have subnet status applied, just as for those of the root 
customer. An upstream customer cannot delete an allocated subnet until the 
downstream customer has deleted that same address space in their network. 

Table 3–1 Subnet statuses

Subnet 
Status

Associated 
Customer 
Needed

Subnet 
Locked to 
Partitions 
and Joins

Subnet 
Locked 
to Hosts 
and 
Ranges

Subnet 
Info 
Published 
via 
RWHOIS

Subnet 
Allocatable 
from Auto-
Allocation 
API

Hosts can be 
Allocated 
From Subnet 
Using AA API

GUI 
Display

Network 
Utilization 
Reported

None No No No No No Yes Variable Variable

Internal No No No No No Yes Variable Variable

Free No No Yes No Yes No 0% 0%

Reserved Yes Yes Yes No No No 0% 0%

Assigned Yes Yes Yes Yes No No 100% 100%

Allocated 
Internally

Yes (Internal) Yes Yes No No No 100% Variable

Allocated 
Externally

Yes Yes Yes No No No 100% 100%

Blocked No Yes Yes No No No 100% 100%

Quarantined No Yes Yes No No No 100% 100%

Pending No Yes Yes No No No 100% 100%

Active No No No No No Yes Variable Variable

Note: Reserved subnets are used by the auto-allocation API when 
retrieving additional address space from an "upstream" customer.
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When the downstream customer deletes the network, the subnet in the upstream 
customer changes from allocated to free. Network utilization reports variable.

■ The Allocated (External) status indicates that the address space is being managed 
on behalf of a downstream customer. When a subnet is allocated to an external 
downstream customer, a matching network is created for that customer. Subnets 
under that network can have subnet status applied, just as for subnets under the 
root customer. An upstream customer cannot delete an allocated subnet until the 
downstream customer has deleted that same network address space in their 
network. When the downstream customer deletes the network, the status of the 
subnet in the upstream customer changes from Allocated to Free. Network 
utilization reports 100%. 

■ The Blocked status indicates that the subnet will be locked and the user will not 
have the ability to partition, join, or create hosts or ranges until its associated timer 
expires. Upon expiration of the timer, the status will change to a predetermined 
value which can be one of the following: None, Internal, Free, Pending, or Active. 

■ The Quarantined status indicates that the subnet will be locked and the user will 
not have the ability to partition, join, or create hosts or ranges until its associated 
timer expires. Upon expiration of the timer, the status will change to a 
predetermined value which can be one of the following: None, Internal, Free, 
Pending, or Active. 

■ The Pending status indicates that the IP allocations are currently in the 
Design/Assign phase within the requesting user or other system.   Hosts and 
ranges cannot be added to the subnet. The subnet is locked to joins and partitions. 
Network utilization reports 100%.

■ The Active status indicates that the subnet is currently in use. Network utilization 
reports variable. 

IPv4 Host Statuses
IPv4 host status information appears in the Static Host Details window when the user 
is modifying a static host.

Table 3–2 details the characteristics of each of the IPv4 host statuses. 

Note: In the GUI, the distinction between internal and external 
customers is ignored.

For Subnets allocated to an internal customer, utilization of the subnets 
within the corresponding downstream customer network is calculated.

Table 3–2 IPv4 static host statuses

IPv4 Host Status Hosts can be Allocated from Subnet Using AA API Network Utilization Reported

None Yes 0%

Internal No Utilized

Free Yes 0%

Reserved No Utilized

Blocked No Utilized
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■ The None status indicates that a status value has not been assigned to the host 
(this is the default setting). The host is not considered to be in use by the Network 
utilization report.

■ The Internal status indicates that the host is intended for ISP internal/intranet use. 

■ The Free status indicates that the host is available for use.

■ The Reserved status indicates that the host is being held for future use.

■ The Blocked status indicates that the resource is on hold. Upon expiration of the 
timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Quarantined status indicates that the resource is locked for a specified period 
of time to ensure the previously used resources have been freed. Upon expiration 
of the timer, the status will change to a predetermined value which can be one of 
the following: None, Internal, Free, Reserved, Pending, or Active.

■ The Pending status indicates that the host is currently in the Design/Assign phase 
within the requesting user or other system. 

■ The Active status indicates that the host is currently in use. 

IPv4 Dynamic Range Statuses
IPv4 dynamic range status information appears in the Dynamic Range Details 
window when the user is modifying an IPv4 dynamic range.

Table 3–3 details the characteristics of each of theIPv4 dynamic range statuses. 

Quarantined No Utilized

Pending No Utilized

Active No Utilized

Note: The DHCP PIC and DHCP server ignore the status on the 
range, and an address will be served from a dynamic range regardless 
of its status. 

Table 3–3 IPv4 dynamic range statuses

IPv4 Dynamic 
Range Status

Hosts can be Allocated from 
Dynamic Range Using AA API

Dynamic Assignment by 
DHCP Server Allowed

Network Utilization 
Reported

None No Yes 100%

Internal No Yes 100%

Free No Yes 100%

Reserved No Yes 100%

Blocked No Yes 100%

Table 3–2 (Cont.) IPv4 static host statuses

IPv4 Host Status Hosts can be Allocated from Subnet Using AA API Network Utilization Reported
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■ The None status indicates that a status value has not been assigned to the range 
(this is the default setting). 

■ The Internal status indicates that the dynamic range is intended for ISP 
internal/intranet use. 

■ The Free status indicates that the dynamic range is available for use.

■ The Reserved status indicates that the dynamic range is being held for future use.

■ The Blocked status indicates that the resource is on hold. Upon expiration of the 
timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Quarantined status indicates that a resource is locked for a specified period of 
time to ensure the previously used resources have been freed. Upon expiration of 
the timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Pending status indicates that the dynamic range currently in the 
Design/Assign phase within the requesting user or other system.

■ The Active status indicates that the dynamic range is currently in use. 

IPv6 Subnet Statuses
IPv6 subnet status information appears in the IPv6 Subnet Details window when the 
user is modifying an IPv6 subnet.

To associate a customer with a subnet in the Reserved, Assigned, or Allocated status, 
customer details must be populated with complete postal address information. Subnet 
status is replicated when partitioning subnets in the None, Free, and Internal statuses. 
When subnets are joined, the new subnet assumes the state of the subnet with the 
lowest IPv6 number.

RWHOIS service uses subnet status information to enable the root customer to collect, 
compile, and publish IP address assignment information to Regional Internet 
Registries (RIRs) such as the American Registry of Internet Numbers (ARIN).

Table 3–4 details the characteristics of each of the IPv6 subnet statuses. 

Quarantined No Yes 100%

Pending No Yes 100%

Active No Yes 100%

Table 3–4 IPv6 subnet statuses

IPv6 Subnet 
Status

Associated 
Customer 
Required

IPv6 
Subnet 
Locked to 
Partitions 
and Joins

IPv6 
Subnet 
Locked to 
Hosts and 
Ranges

IPv6 Subnet 
Information 
Published 
via RWHOIS

IPv6 Subnet 
Allocatable 
from Auto- 
Allocation 
API

Hosts can be 
Allocated from 
IPv6 Subnet 
Using AA API

Network 
Utilization 
Reported

None No No No No No Yes Variable

Internal No No No No No Yes Variable

Free No No Yes No Yes No 0%

Table 3–3 (Cont.) IPv4 dynamic range statuses

IPv4 Dynamic 
Range Status

Hosts can be Allocated from 
Dynamic Range Using AA API

Dynamic Assignment by 
DHCP Server Allowed

Network Utilization 
Reported
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■ The None status indicates that a status value has not been assigned to the IPv6 
subnet (this is the default setting). Network utilization reports variable.

■ The Internal status indicates that the IPv6 subnet is intended for ISP 
internal/intranet use. This distinguishes internal use of address space from 
customer use (denoted by the Active status). 

■ The Free status indicates that the IPv6 subnet is designated for future use by any 
customer. Although the subnet can be partitioned or joined, hosts and ranges 
cannot be added. Network utilization reports 0%.

■ The Reserved status indicates that the IPv6 subnet is being held for future use by a 
particular customer. Hosts and ranges cannot be added to IPv6 subnet. The IPv6 
subnet is locked to joins and partitions. Network utilization reports 0%.

■ The Assigned status indicates that responsibility for the IPv6 subnet has been has 
been given to a downstream customer. Details of how this address space is being 
used is direct responsibility of this customer and is not being managed by the ISP 
using Internet Name and Address Management. This assignment of address space 
will be automatically published by the RWHOIS server if it is configured. Hosts 
and ranges cannot be added to the IPv6 subnet. The IPv6 subnet is locked to joins 
and partitions. Network utilization reports 0%.

■ The Allocated (Internal) status indicates that the address space is being managed 
on behalf of a downstream customer. If the customer has be identified as an 
internal customer representing an internal corporate division some NUR 
calculates the overall usage for the root customer. When a subnet is allocated to a 
downstream customer, a matching network is created for that customer. Subnets 
under that network can have subnet status applied, just as for subnets under the 
root customer. An upstream customer cannot delete an allocated subnet until the 
downstream customer has deleted that same network address space in their 
network. When the downstream customer deletes the network, the IPv6 subnet 
status in the upstream customer changes from Allocated to Free. 

Reserved Yes Yes Yes No No No 0%

Assigned Yes Yes Yes Yes No No 0%

Allocated 
Internally

Yes 
(Internal)

Yes Yes No No No Variable

Allocated 
Externally

Yes Yes Yes No No No 0%

Blocked No Yes Yes No No No 100%

Quarantined No Yes Yes No No No 100%

Pending No Yes Yes No No No 0%

Active No No No No No Yes Variable

Note: Reserved subnets are used by the auto-allocation API when 
retrieving additional address space from an "upstream" customer.

Table 3–4 (Cont.) IPv6 subnet statuses

IPv6 Subnet 
Status

Associated 
Customer 
Required

IPv6 
Subnet 
Locked to 
Partitions 
and Joins

IPv6 
Subnet 
Locked to 
Hosts and 
Ranges

IPv6 Subnet 
Information 
Published 
via RWHOIS

IPv6 Subnet 
Allocatable 
from Auto- 
Allocation 
API

Hosts can be 
Allocated from 
IPv6 Subnet 
Using AA API

Network 
Utilization 
Reported
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■ The Allocated (External) status indicates that the address space is being managed 
on behalf of a downstream customer. When an IPv6 subnet is allocated to an 
external downstream customer, a matching network is created for that customer. 
IPv6 subnets under that network can have IPv6 subnet status applied, just as for 
for the root customer. An upstream customer cannot delete an allocated IPv6 
subnet until the downstream customer has deleted that same network address 
space in their network. When the downstream customer deletes the network, the 
IPv6 subnet status in the upstream customer changes from Allocated to Free. 

■ The Blocked indicates that the IPv6 subnet will be locked and the user will not 
have the ability to partition, join, or create IPv6 hosts or IPv6 ranges until its 
associated timer expires. Upon expiration of the timer, the status will change to a 
predetermined value which can be one of the following: None, Internal, Free, 
Pending, or Active. 

■ The Quarantined indicates that the subnet will be locked and the user will not 
have the ability to partition, join, or create IPv6 hosts or IPv6 ranges until its 
associated timer expires. Upon expiration of the timer, the status will change to a 
predetermined value which can be one of the following: None, Internal, Free, 
Pending, or Active. 

■ The Pending status indicates that the IP allocations are currently in the Design or 
Assign phase within the downstream system.   Hosts and ranges cannot be added 
to the IPv6 subnet. The IPv6 subnet is locked to joins and partitions. 

■ The Active status indicates that the IPv6 subnet is currently in use. 

IPv6 Host Statuses
IPv6 host status information appears in the IPv6 Static Host Details window when the 
user is modifying an IPv6 static host.

Table 3–5 details the characteristics of each of the IPv6 host statuses. 

■ The None status indicates that a status value has not been assigned to the IPv6 
host (this is the default setting). The IPv6 host is not considered to be in use by the 
Network utilization report.

■ The Internal status indicates that the IPv6 host is intended for ISP 
internal/intranet use. 

■ The Free status indicates that the IPv6 host is available for use.

■ The Reserved status indicates that the IPv6 host is being held for future use.

Table 3–5 IPv6 static host statuses

IPv6 Host Status Hosts can be Allocated from Subnet Using AA API Network Utilization Reported

None Yes 0%

Internal No Utilized

Free Yes 0%

Reserved No Utilized

Blocked No Utilized

Quarantined No Utilized

Pending No Utilized

Active No Utilized
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■ The Blocked status indicates that the resource is on hold. Upon expiration of the 
timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Quarantined status indicates that a resource is locked for a specified period of 
time to ensure the previously used resources have been freed. Upon expiration of 
the timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Pending status indicates that theIPv6 host is currently in the Design/Assign 
phase within the requesting user or other system. 

■ The Active status indicates that theIPv6 host is currently in use. 

IPv6 Dynamic Range Statuses
IPv6 dynamic range status information appears in the IPv6 Dynamic Range Details 
window when the user is modifying an IPv6 dynamic range.

Table 3–6 details the characteristics of each of the IPv6 dynamic range statuses. 

■ The None status indicates that theIPv6 dynamic range is not designated for use 
(this is the default setting). 

■ The Internal status indicates that the IPv6 dynamic range is designated for ISPs 
internal/intranet use. 

■ The Free status indicates that the IPv6 dynamic range is available for use.

■ The Reserved status indicates that the IPv6 dynamic range is being held for future 
use.

■ The Blocked status indicates that the resource is on hold. Upon expiration of the 
timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Quarantined status indicates that a resource is locked for a specified period of 
time to ensure the previously used resources have been freed. Upon expiration of 

Note:  The IPv6 DHCP server does not consider the status of the 
dynamic range when reassigning an address in a dynamic range.

Table 3–6 IPv6 dynamic range statuses

IPv6 Dynamic 
Range Status

Hosts can be Allocated from 
Dynamic Range Using AA API

Dynamic Assignment by 
DHCP Server Allowed

Network Utilization 
Reported

None No Yes 100%

Internal No Yes 100%

Free No Yes 100%

Reserved No Yes 100%

Blocked No Yes 100%

Quarantined No Yes 100%

Pending No Yes 100%

Active No Yes 100%
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the timer, the status will change to a predetermined value which can be one of the 
following: None, Internal, Free, Reserved, Pending, or Active.

■ The Pending status indicates that theIPv6 dynamic range is currently in the 
Design/Assign phase within the requesting user or other system. 

■ The Active status indicates that theIPv6 dynamic range is currently in use. 
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4DNS Service Design

Domain Name System (DNS) associates meaningful hierarchical names with network 
resources and retrieves resource information based on names.

A DNS server can hold information for one or more zones and can either resolve 
queries for a particular zone, or can transfer a query to another name server. These two 
types of queries are called recursive and iterative queries. A recursive query is resolved 
by a DNS server, because the server is responsible to resolve the query. Many DNS 
servers, however, do not accept recursive queries. An iterative query is not resolved by 
a DNS server, but it returns a list of other DNS servers that may be able to resolve the 
query. Each server maintains a list of root name servers which it uses to discover 
unknown domains.

This chapter provides specific information regarding the implementation of DNS in 
Oracle Communications Internet Name and Address Management.

Basic Operation
This section describes the basic operation of DNS in Internet Name and Address 
Management.

Domain Naming
Internet Name and Address Management performs the following validation on 
domain names:

■ a domain name can consist of any combination of alphanumeric characters, 
underscores, or dashes

■ a domain name may start with any alphanumeric character or underscore

■ a domain name label is limited to 63 characters in length

■ a fully qualified domain name is limited to 255 characters in length

Ensure the Sub-domains Allowed check box is selected if you wish to be able to create 
further domains from a parent domain.

Assigning an IP address to a domain is done in the Static Host Create or Details 
window. Access to hosts from the Domain Create or Modify window is read-only.

Note: The check-names BIND directive has to be included in the options 
or zone clauses to include underscore(_) within the domain name.
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In order for a domain to be served by a DNS server, ensure that the parent domain has 
the Zone Activation check box selected. After a domain has been zone enabled and 
saved, DNS servers can be assigned to the zone. A DNS server is authoritative for all 
zones and subzones, unless the subzones have been delegated.

Reverse Zones
Internet Name and Address Management creates a reverse zone structure when an 
IPv4 or IPv6 network is created. For classful networks, a single reverse zone is created. 
For classless networks, a set of reverse zones, equal to or larger than /24 is created. For 
classless networks smaller than /24, a single pseudo-CIDR format reverse zone is 
created. IPv4 reverse zones are created under the domain in-addr.arpa. IPv6 reverse 
zones are created under the domain ip6.arpa. As part of this reverse zone structure, a 
zone profile is automatically generated.

PTR records are automatically created for hosts when a domain name is assigned and 
are placed in the corresponding reverse zone. Subdomains can be created and 
delegated for reverse zones. For IPv4 reverse zones corresponding to /8 or /16 
address ranges, the subdomain name is restricted to {0...255}. There is no special 
validation or restriction for naming subdomains for IPv4 reverse zones corresponding 
to address ranges smaller than /24.

IPv6 Reverse Zones
You can create and manage standard subzone definitions for IPv6 reverse zones and 
delegate these reverse zones to a customer's DNS servers. The customers can then 
manage these IPv6 reverse zones when downstream assignments of public address 
space are made.

A standard set of reverse zones are created for an IPv6 network. Between one and 
eight reverse zones are created automatically based on whether the network prefix 
falls on a nibble, or a non-nibble boundary. 

IPv6 addresses are listed as hexadecimal characters in the DNS. In reverse, each of that 
hexadecimal character becomes a nibble boundary. A nibble is four bits, or one 
hexadecimal character. The reverse DNS zone files split on a nibble boundary (/44, 
/48, /52, /56, /60 and /64), and not just at any single bit as with IPv4.

When the network prefix falls on a nibble boundary, which means that when the 
network prefix is a multiple of 4 (for example, a /48 network) a single reverse zone is 
created corresponding to the provided network prefix. For example, a single reverse 
zone 0.0.0.0.0.0.0.0.5.0.0.2.ip6.arpa is created with the creation of a 2005::/48 network.

When a network prefix falls on a non-nibble boundary, which means that when the 
network prefix is not a multiple of 4, a set of standard reverse zones, equivalent to the 
next available nibble boundary, is created. For example, for the network 2345::/46, four 
IPv6 reverse zones equivalent to /48 are created.

Internet Name and Address Management supports the definition of standard sets of 
reverse zones for IPv6 networks. These reverse zones are initially created 
automatically at the time of an IPv6 network creation, however, you can modify these 
reverse zones later, manually. For example, two reverse zones 
0.0.0.0.0.0.0.0.5.0.0.2.ip6.arpa and 1.0.0.0.0.0.0.0.5.0.0.2.ip6.arpa are created with the 
creation of a 2005::/47 network.

You can create subdomains also under IPv6 reverse zones, however, subdomain names 
are restricted to a single hex character, that is, in the range of 0-F. You may enable IPv6 
reverse domains as zones and have DNS servers assigned in the same way as forward 
zones.
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Additionally, you can directly create sub reverse zones and associate those to the DNS 
server. When you delegate a sub reverse zone to an unmanaged or managed DNS 
server, one Name Server, or NS, record is added to the parent reverse zone's database 
file. All resource records, or PTR records, for that sub reverse zone are then removed 
from the parent reverse zone’s database file. This ends the association between the 
DNS server containing the parent reverse zone file and the new sub reverse zone, 
removing the NS record. In the future, if you dissociate the sub reverse zone from the 
unmanaged server, the NS record from the parent reverse zone file is removed and all 
the records of sub reverse zone (for example, PTR records) are added to the parent 
reverse zone file.

Resource Records
Internet Name and Address Management supports the following types of resource 
records for Nominum and Bind:

■ MX

■ SRV

■ CNAME

■ SOA

■ NS

■ NAPTR

■ AAAA

■ A

■ PTR

■ TXT

MX and SRV
MX and SRV resource records are on a domain basis. MX records point to a domain’s 
mail exchange server, SRV records describe the type of service associated with a 
domain, such as ftp or telnet. After a resource record type has been selected, Internet 
Name and Address Management provides validation that the record data has been 
entered in correct format. The required record data format is displayed on the Domain 
Create and Details windows. 

Note: No limit is enforced on the depth of the reverse zone hierarchy 
except for the total length of the domain name. Unlike an IPv4 reverse 
zone, BIND PIC will ignore unmanaged CNAME record added to an 
IPv6 reverse zone.

Caution: Since Internet Name and Address Management allows 
creation of subdomains of an IPv6 reverse domain, malformed reverse 
zones could get created, for example, xyz.0.0.0.0.0.0.0.0.5.0.0.2.ip6.arpa 
or G.0.0.0.0.0.0.0.0.5.0.0.2.ip6.arpa etc. In the event of associating such 
a reverse zone to a BIND DNS, the BIND PIC tries to deduce an IP 
address from that reverse zone's FQDN and in case it fails, that 
reverse zone is created and considered as a forward zone.
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CNAME
A CNAME record provides another name for a domain name associated to a single IP 
address. You can associate multiple domain names with a single host from the Static 
Host Create or Modify window. However, you can also associate multiple domain 
names to a host by using CNAME on the Domain Create or Modify window. 
CNAMEs have a scalability advantage because a DNS server resolves CNAMEs faster 
then it resolves multiple host names associated to a host. 

SOA
An SOA resource record is the control record for a correctly configured zone, and there 
is only one per zone. The SOA record is a large resource record with many attributes, 
and it contains all the information to ensure an authoritative zone can be correctly 
configured and queried. These are the following control and contact information 
attributes: 

■ SOA Email - The email address or mailbox of the person responsible for control 
and maintenance of the zone.

■ SOA Serial number - This serial number is the means by which a Slave Name 
Server determines if the zone has changed and whether a zone-transfer should be 
performed. It is polled regularly, and if the serial number on the master is greater 
than what the slave server has recorded, a zone transfer is initiated. This number is 
an integer, and is automatically tracked and incremented by Internet Name and 
Address Management. This ensures changes initiated by Dynamic DNS (DDNS) 
are correctly registered.

■ Master Name Server - This attribute is automatically generated by Internet Name 
and Address Management in creating the relationship between a DNS Server and 
its zone. We do not show this attribute but it is system-generated.

There are also attributes that inform and control the slave's behavior in relation to the 
master for zone transfers and queries. 

■ SOA Expire Time - A value, in seconds, that informs the slave name server how 
long a zone is valid after a refresh from the master name server. A zone is 
discarded if no refresh has occurred in this interval.

■ SOA Refresh Time - A value, in seconds, that informs the slave name server how 
often to check the master name server for changes to the zone.

■ SOA Retry Time - A value, in seconds, that informs the slave name server how 
often to retry checking the master name server for changes if the first refresh has 
failed.

There are attributes relating to the TTL values within the zone.

■ SOA Minimum Time - A value, in seconds, that informs the master name server 
of the default TTL for any new records created within the zone. 

Note: For resource record data priority, a lower number indicates a 
higher priority. For SRV records, if two records have equal priority, 
then the weight parameter is checked. A higher number indicates a 
higher weight.

Note: CNAMEs cannot be added to CNAMEs (chaining of CNAMEs 
is not permitted).
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■ SOA Time To Live - A value, in seconds, that informs the query name server how 
long to keep the SOA record.

SOA resource record mapping  The Start of Authority (SOA) resource record is 
automatically created when a domain is converted to a zone. The SOA Email, Refresh 
Time, Minimum Time, Expire Time, Retry Time, Time to Live (TTL), and Default TTL 
are visible and can be modified in the Zone Profile Create and Details windows.

For details on the format of the SOA resource record, see RFC 1035. Table 4–1 outlines 
the mapping from the Zone Profile Details SOA fields to the SOA resource record:

NS
The NS record defines the authoritative name server of a zone. It is of primary 
importance in ascertaining which name server requires updates, but it is also integral 
to the concept of delegation. The Master DNS server for a zone is visible and 
modifiable in a zone-enabled domain in the Domain Details window.

NAPTR
NAPTR resource records include a regular expression that can be used by a client 
program to rewrite a string into a domain name. The fields specified in the resource 
record control the rewrite procedure in various ways or provide information on how 
to communicate with the host at the domain name that was the result of the rewrite. 
NAPTR records can be added to a Domain in the Resource Records panel of the 
Domain Details window.

A
By associating a domain to an IP host, the A record is created on the server. The A 
record is sometimes knows as the Host Resource Record. It is not accessible in the 
Internet Name and Address Management GUI. Only unmanaged A records can be 
created in the Resource Records shutter of the Domain Details window.

AAAA
DNS extensions for IPv6 implementations are based on AAAA records. This record 
type can store a 128-bit IPv6 address, and the DNS value for this type of record in 28 
(decimal). A host that has more than one IPv6 address has an AAAA record for each 
address. The corresponding reverse lookup domain is ip6.arpa. 

Table 4–1 Zone Profile Details SOA Field Mapping

Zone Profile SOA Field SOA Record Mapping

SOA Email RNAME in the RDATA

SOA Refresh REFRESH in the RDATA

SOA Minimum Time MINIMUM in the RDATA

SOA Expire Time EXPIRE in the RDATA

SOA Retry Time RETRY in the RDATA

SOA Time To Live TTL in the overall header

Zone Profile SOA Field SOA Record Mapping

SOA Email RNAME in the RDATA

SOA Refresh REFRESH in the RDATA

SOA Minimum Time MINIMUM in the RDATA
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By associating a domain to an IPv6 host, the AAAA record is created on the server. The 
AAAA record is not accessible in the Internet Name and Address Management GUI. 
Only unmanaged AAAA records can be created in the Resource Records shutter of the 
Domain Details window.

PTR
The Pointer (PTR) resource records are used to map an IP address to a host name. PTR 
records are used only in reverse domains such as in-addr.arpa and ip6.arpa. 

TXT
The Text (TXT) record allows you to associate any arbitrary text with a hostname. TXT 
records can be added to a Domain in the Resource Records panel of the Domain 
Details window.

Managed and Unmanaged Resource Records
By default, the integrity of resource records is validated within Internet Name and 
Address Management by ensuring that data referenced by each resource record is 
defined within the system. For example, to define an A record, the IP address must be 
modeled within Internet Name and Address Management. However, in some cases, 
the target of the resource record may not be managed, and it may be inconvenient to 
model this resource within the system. Therefore, the concept of unmanaged resource 
records allows for the graceful management of these records.

In this context, unmanaged means that the target of the resource record is not defined 
within the system, and is presumably a valid value managed by another owner or 
another system.

DNS A, AAAA, CNAME, MX, and SRV records may be defined that reference 
definitions not managed within Internet Name and Address Management. If managed 
resource records (A, AAAA, and CNAME) exist in the system, then the same type of 
resource record with the same record data cannot be created as unmanaged resource 
records and vice-versa.

Delegation
Delegation is the means by which part of a domain space contained within a zone is 
delegated to other name servers. This can assist in load balancing and adding logical 
portions to a domain space. 

By promoting any of the sub domains within a zone to be a sub zone, and assigning a 
name server, a domain space has been delegated. All of the relationships between 
name servers are derived automatically by the system. Any queries to the name server 
responsible for the whole zone relating to the subzone are answered with a name 
server record. If the domain name referenced by the NS record is within the delegated 
domain, a glue record will also be created. The glue record is a local copy of the A or 
AAAA record corresponding to the domain name of the name server.

For further information on delegation, see the publication: DNS and BIND by Paul 
Albitz and Cricket Liu (O’Reilly, 2006).

TTLs
DNS records maintenance within a DNS Servers Cache for queried data is 
accomplished using an attribute value of Time to Live (TTL). The TTL is applied to all 
resource records by the authoritative name server and it informs all querying name 
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servers and applications of the number of seconds to keep a record in their cache 
before it is purged. This value can be set explicitly on a resource record, or is 
hierarchically assumed from the zone itself using the minimum TTL from the SOA 
resource record. The timing is performed as follows:

■ If a resource record is kept in the name server's cache that it resolved itself from an 
authoritative name server, the record's TTL time is continually reduced until it 
reaches 0. When the TTL timer expires the resource record is removed from the 
cache.

■ If a resource record is kept in the name server's cache that it resolved from an 
non-authoritative name server, the query name sever provides its current TTL, and 
not the original TTL. This ensures that he original TTL is not compromised and 
that this record will be removed by all name servers when the timer expires.

■ If a resource record has a TTL of 0, a name server cannot cache the record. 

Suggestions for using TTLs need to revolve around how long a record needs to or 
should be cached, and more succinctly how volatile that record is likely to be. With 
caching, any changes to a resource record, such as adding another MX record to a host, 
is not propagated to all network elements until the original TTL timer has expired. The 
authoritative name server does not proactively send records to name servers it has 
received records from, nor do the query name servers attempt to check the correctness 
of a resource record with the authoritative server unless a query occurs after the timer 
has expired. If you have a volatile network, you would typically keep the TTL short. 
However, caching greatly reduces network traffic and congestion. A long TTL on 
resource records remains in the query name server for a long time, ensuring less load 
on the authoritative name server.

For more information on TTL, see the publication: DNS and BIND by Paul Albitz and 
Cricket Liu (O’Reilly, 2006).

In addition, Internet Name and Address Management provides support for the 
following records pertaining to Bind.

Root Name Servers
When name servers cannot resolve a query, they may commence a root-down name 
search. You must configure each name server that does not reference a forwarder with 
a list of root name servers to which it sends the query. Internet Name and Address 
Management is installed with a predefined set of root name servers, but you can 
modify this list by adding or deleting root name servers.

Periodically the root name server list contained in the db.cache file in the <OCINAM_
HOME>/data/dnspic directory should be updated. Establish an ftp connection to 
ftp.rs.internic.net to download the current named.cache file. Rename this file to 
db.cache and update it on your system.

Zone Forwarding
Internet Name and Address Management supports the configuration of BIND forward 
zones. Forward zones give you more control over the name server's forwarding 
mechanism. You can specify that your DNS server resolves a zone using a particular 
forwarder, while your DNS server resolves the other zones iteratively.

When your DNS server specifies a forward zone, you list the IP addresses of the 
forwarders for that zone. A forwarder is another DNS server that finds and caches the 
answer to your query. When forwarding, your DNS server sends a recursive query to 
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the forwarder DNS servers. Your DNS server normally sends non-recursive queries to 
other DNS servers and deals with the responses itself.

In BIND, you can configure your primary name server with several zones, and still 
have it forward to an external name server using directives like:

zone "movie.edu" {
      type forward;
      forwarders { 192.168.1.1; 192.168.10.1; };
};
 
In this example, any incoming request for movie.edu is sent to one of the forwarder 
name servers for resolution.

This configuration is achieved by creating a forward zone from the zone panel in the 
Domain Details window. After adding a forwarding server to the zone, forwarders 
can be added by filling in a semi-colon delimited list of IP addresses (192.168.1.1; 
192.168.10.1;) in the Forwarder IP Addresses field in the DNS Server Zone Create 
window.

Excercise caution when using forward zones in "forward-only" mode. This makes the 
DNS server completely dependent on the forwarder name server. If the forward name 
server goes down, queries to that zone fail. Avoid chaining fowarders. Every link in 
the chain increases the time to answer a query, and if a link goes down, your queries to 
that zone can fail.

Unmanaged Zone
Unmanaged zones represent zones known to the system, but whose contents are not 
controlled by Internet Name and Address Management. Unamanaged zones may 
either represent zones mastered externally for which Internet Name and Address 
Management is managing the slave, or represent zones delegated to an external server.

The user can add a list of unmanaged zones to the DSN Server for which it will act as a 
slave. Each entry in the table of unmanaged zones contains the zone start, the name of 
the master server, and the IP address of the master to receive the zones transfer from. 
This table is sorted by zone start, but can also be sorted by the other headings. The 
configuration for the server is built with the unmanaged zone and master IP 
information.

Unmanaged DNS Server
An Unmanaged DNS server is a DNS server that can exist within or outside the scope 
of a Internet Name and Address Management Network. Internet Name and Address 
Management allows for the creation of Unmanaged DNS servers and Unmanaged 
zones that function with Managed servers and zones. For example, a Managed DNS 
Server can operate as the slave of a zone that has an Unmanaged Server as its master.

You create Unmanaged zones and Unmanaged DNS servers from the same locations 
where you create Managed DNS zones and Managed servers through the Internet 
Name and Address Management GUI. You can select the Unmanaged Zone on 
Domain Create page and Unmanaged Slave on Server Create page.

You manage DNS zones and DNS servers in the Zone’s root object and the DNS 
Server’s root object.

Server Deployment and Configuration
This section explains server and deployment considerations.
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Configuration Redundancy Strategies
DNS server redundancy provides that if a zone’s authoritative DNS server goes offline, 
there is another DNS server utilized to ensure DNS service is uninterrupted. Internet 
Name and Address Management supports two DNS server configurations to achieve 
redundancy. The two available configurations for DNS redundancy are master and slave 
and multiple masters.

When a server is created in the DNS Server Create window, or modified in the DNS 
Server Details window, that server can be designated as a master or slave server for 
any zone(s). Also, when a zone is being created in the Domain Create window, or 
modified in the Domain Details window, a pre-existing DNS server can be assigned as 
either a master or slave server for that zone.

Multiple Master Configuration
In this configuration, two or more DNS servers are assigned as master servers for one 
or more zones. Both DNS servers are authoritative for those zones, and they work in 
tandem. Each server communicates through the DNS PIC with the Directory and is 
updated identically with DNS zone and configuration information. If one of the DNS 
servers goes down, the other server keeps operating as an authoritative master, and is 
unaffected by the status of the other master DNS server. Figure 4–1 shows the multiple 
master configuration.

Figure 4–1 Multiple master configuration

Multiple master mode can also utilize slave servers.

Master and Slave Configuration
In this configuration, a single DNS server is assigned as a master server for one or 
more zones. The Master DNS server is authoritative for those zones. The master server 
receives DNS configuration and zone information from the Directory through the DNS 
PIC. The slave server receives configuration information from the Directory through 
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the DNS PIC and receives its zone information through a zone transfer from the zone’s 
master server. Figure 4–2 shows the msater and slave configuration.

Figure 4–2 Master and slave configuration

If the master DNS server goes offline, the slave DNS server continues to serve the 
zone. The slave operates on information cached from its last zone transfer and does 
not receive new zone information. When the master server is brought back online, it is 
updated with new configuration and zone info from the Directory and DNS PIC, and 
passes this information, through a zone transfer, to the slave DNS server to refresh the 
slave server cache. 

BIND DNS Service Design
This section explains BIND DNS Service Design.

DNS Processes
Internet Name and Address Management DNS processes include the operation of the 
DNS server (named), and the operation of the DNS PIC which transfers configuration 
information from the Directory to the DNS server. 

Typically, DNS processes are configured during installation of Internet Name and 
Address Management. However, if certain provisioning parameters are modified after 
installation, the files that support the DNS processes may have to be manually 
reconfigured. 

Note: Configuration redundancy strategies applies to both 
Nominum and Bind.

Note: Do not manually edit the named.pid file.
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The DNS server serves runs from a script called inamname. The DNS PIC runs from a 
script called inamdnspic. 

DNS Server
When the DNS server starts up, it retrieves configuration information from the local 
named.conf file which is typically located in the <OCINAM_HOME>/data/dnspic 
directory. This file contains information about which zones a DNS server is responsible 
for. The <OCINAM_HOME>/data/dnspic directory also contains db files (referenced 
in named.conf) which store information about zones.

DNS PIC
The DNS PIC transfers zone information and configuration changes from the Directory 
to the DNS server. The DNS PIC must run on the same machine as the DNS server, but 
can point to a Directory on another machine.

The DNS PIC configuration is controlled by inamdnspic.properties, which is found in 
<OCINAM_HOME>/etc.

This inamdnspic.properties file and also the inamdnspic.properties file in the 
/java/dnspic folder contain some common properties. Refer to "Connection Recovery 
Properties" to see examples of the common properties.

Table 4–2 shows the unique properties in the inamdnspic.properties file: 

Shown here is a sample inamdnspic.properties file.

ldapmanager.ldap.host=<host>:<port>
ldapmanager.ldap.userid=cn=dmanager
ldapmanager.ldap.passwd=nEoVQEc8VsyA4S/IsSeN2A==
ldapmanager.ldap.baseDn=<o=base>
ldapmanager.ldap.reconnect=30
ldapmanager.ldap.numretries=4
dnspic.server.customer=<customer>
dnspic.server.name=<server name>

Table 4–2 Example inamdnspic.properties file

Example Properties Meaning

dnspic.server.owner= Solutions Customer name.

dnspic.server.name=Master DNS DNS server name as datafilled in Internet Name 
and Address Management.

dnspic.server.directory=/opt/Oracle/ocin
am/data/dnspic

The full path of the Directory where the DNS 
server configuration info is stored. Do not edit 
this file.

dnspic.ddnsport=53 Port that the DNS PIC updates its DNS server on. 
The default port is 53.

dnspic.dnssec.exe=/opt/Oracle/ocinam/b
in/dnssec-keygen 

The full path of the Directory where the DNSSEC 
keygen configuration info is stored. Do not edit 
this file.

dnspic.dnssign.exe=/opt/Oracle/ocinam/
bin/dnssec-signzone

The full path of the directory where the DNSSEC 
signzone configuration info is stored. Do not edit 
this file.

dnspic.dnssec.directory=/opt/Oracle/ocin
am/java/dnspic

The full path of the Directory where the DNSSEC 
configuration info is stored. Do not edit this file.
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dnspic.server.directory=/export/Oracle/ocinam_b34/data/dnspic
dnspic.dnssec.directory=/export/Oracle/ocinam_b34/java/dnspic
dnspic.cat.exe=/usr/bin/cat
dnspic.mv.exe=/usr/bin/mv
dnspic.ddnsport=53
dnspic.server.exe=/export/Oracle/ocinam_b34/bin/inamname
dnspic.dnssec.exe=/export/Oracle/ocinam_b34/bin/dnssec-keygen
dnspic.dnssign.exe=/export/Oracle/ocinam_b34/bin/dnssec-signzone
ldap.polling.required=true
ldap.polling.interval=300
ocinam.home=/export/Oracle/ocinam_b34
##########################################################
### LDAPS - Set the below to true for Secure communication between PIC and 
LDAP.Default value is false
##########################################################
pic.ldaps.enable=false
 
 
##########################################################
### Set the below for Secure communication for HTTPS or LDAPS
##########################################################
 
pic.ldaps.keystore=/path/to/keystore/file.jks
pic.ldaps.keystore.password=keyStorePassword
pic.ldaps.truststore=/path/to/truststore/file.jks
pic.ldaps.truststore.password=trustStorePassword
 
##########################################################
### Set the LDAPS port number.Default is 636
##########################################################
 
ldapmanager.ldaps.port=636
 
#########################################################
bind.clause.controls=true
bind.clause.key=true
bind.clause.include=true
bind.clause.acl=true
#########################################################

Configuration Download Strategy
The DNS PIC only writes to the DNS server db files in certain cases. When the DNS 
PIC starts up, it writes configuration information to the server’s named.conf and db 
files. More information on caching and writing behavior of the DNS server can be 
found in the publication: DNS and BIND by Paul Albitz and Cricket Liu (O’Reilly, 
2006).

The following rules are in place:

■ When the DNS PIC starts up, it writes everything currently configured in the 
directory to the named.conf and db files.

Note: The DNS PIC does not write Resource Record updates to the 
db files when the DNS server is not running. It keeps that information 
in memory, and writes the db file information when the DNS server 
starts up. This reduces the amount of unnecessary writes to disk.
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■ If the DNS PIC is running but the DNS Server is not, and the user adds a resource 
record (e.g., A record), this information is not written to the db file.

■ If the DNS PIC is running (and the DNS Server is running or not), and the user 
adds a zone or delegates a subzone, it writes everything currently configured in 
the directory to named.conf and db files.

■ If the DNS PIC is running and the DNS Server is also running, and the user adds a 
resource record (e.g., A record), the DNS PIC sends dynamic updates to the DNS 
server. These update entries are located in the jnl (journal) file, not the db file. You 
can query the DNS server for these records using the dig and host commands (refer 
to the Troubleshooting chapter).

■ If the DNS PIC would have to HUP the DNS server to make use of the change, its 
data gets written to disk immediately. This includes new zones, changing the 
delegation of subzones, etc. 

■ If the DNS PIC would have to send a dynamic update to the DNS server to make 
use of the change, this information is not written to disk immediately. It is written 
only when the DNS server comes up (to reduce the number of unnecessary disk 
writes). This includes things like adding A, PTR, CNAME, MX, SRV, and NAPTR 
resource records.

Advanced DNS Configurations
This section explains advanced DNS configurations.

BIND Directives
Internet Name and Address Management supports most BIND directives. Internet 
Name and Address Management does not support ACLs. For complete information on 
BIND directives and syntax refer to

http://www.isc.org/software/BIND/

Internet Name and Address Management DNS servers auto-generate several BIND 
directives. Additional BIND directives can be provisioned on a DNS server or a zone 
through the GUI.

BIND directives are stored in the named.conf file, in the <OCINAM_
HOME>/data/dnspic directory.

You may enter BIND directives in the DNS Server Create / Details window. To enter 
BIND directives that only apply to a zone rather than a specific DNS server, use the 
DNS Server Zone Details window. Internet Name and Address Management 
performs a basic check of BIND syntax entered through the GUI, however, full 
validation of BIND directives is not performed. Improper entry of BIND directives 
may cause the DNS server to not start. The user must ensure that BIND directives 
entered into the GUI are correct and complete. Check the log files at: /var/log/syslog 
and /var/adm/messages.

Internet Name and Address Management DNS servers also support logging directives 
for servers. Logging is set up as default. Logging directives may be entered into the 
GUI through the DNS Server Create / Details window. You can control what kind of 
information is logged and where logging information is written to. Validation of 
logging directives is not performed. The user must ensure logging directives entered 
into the GUI are correct and complete. Check the log files at: /var/log/syslog and 
/var/adm/messages.
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BIND Server Directives
The "directory", "pid-file", and "port" directives are pre-configured and cannot be 
overwritten or modified. "listen-only" is the only BIND directive that can be specified 
multiple times on any server or zone. "listen-on-v6 { any; };" turns on BIND to listen to 
IPv6 queries.

Internet Name and Address Management auto-generates the key word "options" for 
BIND server directives.

BIND Server Zone Directives
Internet Name and Address Management prevents adding the "file", "type", and 
"masters" BIND zone directives. Also, the DNS PIC merges any user-entered 
"allow-transfer", "allow-update", and "allow-query" directives as necessary, to 
support DNS master and slave servers and the DNS PIC itself.

Setting Up Different Types of Name Servers
DNS servers can be modeled as anyone of the following: 

■ forwarding name servers 

■ caching only name servers 

■ DNSSEC Enabled Name Server 

■ Unmanaged Name servers

For more information consult the publication: DNS and BIND by Paul Albitz and 
Cricket Liu (O’Reilly, 2006).

DNS Security Options
This section explains DNS Security Options.

Securing DNS Servers
Transaction Signatures (TSIG) is useful for securing communications between DNS 
servers.

The default behavior for a DNS server is to permit any host to receive a full listing of 
its entries. This is similar to calling the automated receptionist and receiving a full 
listing of the Company's phone numbers and addresses. With the allow-transfer 
directive and a TSIG key, it is possible to limit those allowed to access data in the 
server.

The TSIG key consists of a secret (a string) and uses the HMAC-MD5 algorithm. By 
having the same key on two different DNS servers, they can communicate securely to 
the extent that both servers trust each other.

Securing Zone
DNS Security Extensions are a collection of resource records and protocol 
modifications that provide source authentication for the DNS. It defines the public key 
(DNSKEY), delegation signer (DS), resource record digital signature (RRSIG), and 
authenticated denial of existence (NSEC) resource records.

The importance of signing a DNS zone is to ensure its integrity and authenticity. Each 
RR has two additional resource records associated with the existing resource record 
sets, RRSIG and DNSKEY. The RRSIG record holds the signature of the RR, signed 
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with the server's secret key (asymmetric cryptography). The DNSKEY record contains 
the public key of the zone that the receiver will use to verify the signature.

It is supported by the following algorithms:

■ RSA

■ RSAMD5

■ DSA

Setting Up DNS Clients
This section explains how to set up DNS clients.

UNIX Clients
The resolve.conf file in the /etc directory should be checked to ensure it contains the IP 
addresses and domain names of DNS servers and domain base suffix. Ensure that 
there is a pointer to the DNS server.

PC Clients
For static clients, ensure TCP/IP properties point to the DNS server and domain name 
base for the host. For dynamic clients, add DHCP options for DNS servers and the 
domain name suffix.

Hidden Master DNS
A Hidden Master is defined as any customer-owned DNS server located behind a 
firewall and inaccessible by the global Internet for resolution services.

The hidden master is a variant of the standard Master-slave architecture where the 
master's sole purpose is to provide zone data to the slaves. This differs from the typical 
Master-slave architecture where all the servers are used for name resolution. The main 
advantage to the hidden master configuration is that the master is allowed to hide 
behind a network to maintain strict rules for slaves transferring zone data.

Figure 4–3 illustrates the functionality of Hidden Master DNS where the NS record of 
a Master DNS Server is not propagated to the Slave DNS Server when the Master is 
hidden from the Slave Server.



Nominum DNS Service Design

4-16 IP Name and Address Service Guide

Figure 4–3 Hide master functionality

Nominum DNS Service Design
Nominum's ANS™ (Authoritative Name Server) is a highly scalable authoritative 
name server designed for organizations that require an "always-on" DNS, host large 
numbers of resource records, and must support many DNS zones. ANS supports 
template-based zone configuration.

Internet Name and Address Management supports integration with the Nominum 
ANS Server by using the Nominum DNS Plug-in Cartridge (PIC). The PIC is 
responsible for pulling DNS-related information from the Internet Name and Address 
Management back end LDAP directory and provisioning the Nominum ANS server 
through the SOAP XML interface. Consistent with the Internet Name and Address 
Management architecture, each Nominum ANS server has a dedicated PIC whose sole 
responsibility is to manage a single ANS server instance.

Zone Template
Internet Name and Address Management Zone Templates define a reusable partial 
zone definition that maps to template definitions on the Nominum ANS server. 
Nominum ANS server templates provide a common set of data that can be referenced 
by multiple zones defined on the server, providing an efficient way of defining and 
maintaining common zone configuration elements. 

Internet Name and Address Management Zone Templates contain resource records 
and zone options that can be associated with multiple Zones in Internet Name and 
Address Management. After the associate is complete, the Nominum PIC applies the 
data to the Nominum ANS only if the combination is valid (that is, only if the zone 
template contains at least one Master DNS Server).

Each Zone Template within Internet Name and Address Management is configured as 
two templates on the Nominum ANS server: a Data Template and a Configuration 
Template. Data Templates contain common zone data, such as resources records (that 
is, MX, NS, SOA, and so on), while Configuration Templates contain common 
configuration elements such as Zone Options (such as, allow-transfer, also-notify, 
masters, and so on). The naming of the Configuration and Data Templates associated 
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with a Internet Name and Address Management Zone Template is controlled by 
parameters within the Zone Template itself.

After a Zone Template is applied to a Zone, only the DNS servers defined in the Zone 
Template apply and no servers can be directly added to the Zone.

Internet Name and Address Management Zone Templates by themselves need not be 
complete. A complete Zone is defined as having at minimum, an SOA record and at 
least one Master DNS server. So, a zone that is attached to a zone template containing 
at least one Master DNS Server and an SOA record, is considered to be a complete 
zone. A zone template can exist without a Master DNS Server. The zone templates that 
do not contain at least one Master DNS Server can also be attached to a zone. 
However, such types of zones are invalid.

Essentially a Zone Template must have a Master DNS Server to be useful although 
creating a Zone Template without a Master DNS Server is permitted.

Zone Management
The ultimate purpose of zone management is to ensure that information about the 
zone is kept current on the zone's master and slave name servers, so it can be 
efficiently provided to name resolvers. Therefore, the management of a zone begins 
with decision-making and administrative actions that result in changes to the resource 
records for the zone. These are reflected in updates to Nominum ANS through the 
SOAP interface.

In contrast, each zone's secondary Nominum ANS acts as a "slave" to the "master" 
primary server. The secondary server carries information about the zone, but does not 
load it from local master files that are locally edited. Instead, it obtains its information 
from the master name server on a regular basis. The procedure responsible for this is 
called a zone transfer.

Unmanaged Zone
Unmanaged zones are zones for which Internet Name and Address Management DNS 
servers are not authoritative. These zones are not shown to the user anywhere else 
(such as the Zone Browser page or by a search). Each entry in the table of unmanaged 
zones contains the zone start, the name of the master server, and the IP address of the 
master to receive the zone transfer from. This table is sorted by zone start, but can be 
sorted by any of the headings. The configuration for the server is built with the 
unmanaged zone and master IP information.

An Unmanaged DNS server is a DNS server that can exist within or outside the scope 
of a Internet Name and Address Management Network. Internet Name and Address 
Management allows for the creation of Unmanaged DNS servers and Unmanaged 
zones that function with Managed servers and zones. For example, a Managed DNS 
Server can operate as the slave of a zone that has an Unmanaged Server as its master.

You create Unmanaged zones and Unmanaged DNS servers from the same locations 
where you create Managed DNS zones and Managed servers through the Internet 
Name and Address Management GUI. You can select the Unmanaged Zone on 
Domain Create page and Unmanaged Slave on Server Create page.

You manage DNS zones and DNS servers in the Zones root object and the DNS 
Servers root object.

Nominum PIC 
The Nominum PIC provides an interface between the Oracle Communications Internet 
Name and Address Management application and the Nominum ANS server. The 
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section provides an overview of the interaction between Oracle Communications 
Internet Name and Address Management base application, The Oracle 
Communications Internet Name and Address Management Nominum PIC and the 
Nominum ANS Server.

Nominum PIC Startup Sequence
When the Nominum PIC Process is started the following steps are performed:

■ Reads nominumpic.properties file.

■ Connect to directory server using parameters in the properties file.

■ Connect to Nonimum ANS server using parameters in the properties file.

■ Wait until a DNS Server is created in Oracle Communications Internet Name and 
Address Management.

■ Build Internal cache representation of all data from Oracle Communications 
Internet Name and Address Management.

■ Write the PIC and ANS versions to the Directory Server. Note that the 
"VersionRequestType" ANS call is used.

■ Push all data to the Nominum ANS Server, if data exists the ANS server should 
return an error. The following ANS calls are used:

– UpdateDataRequestType

– AddZoneRequestType

– UpdateZoneRequestType

– DeleteZoneRequestType

■ Initialize persistent searches to directory for monitoring data changes (See 
diagram). The following ANS calls are used:

– UpdateDataRequestType

– AddZoneRequestType

– UpdateZoneRequestType

– DeleteZoneRequestType

■ Start ANS Monitor to see if ANS Server is running. A heartbeat poll of the ANS 
server is initiated. In the event that the ANS server is shutdown or offline then the 
PIC will queue the updates until the server is back online.

General Nominum PIC Operation
Figure 4–4 outlines the Nominum PIC operation.

Note: All zones and resources records will be re-added upon start up of 
the Nominum PIC. It is assumed that Oracle Communications Internet 
Name and Address Management is the master of all zones and resource 
record information.
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Figure 4–4 Nominum PIC Operation

Enable SSL
The Nominum PIC transfers the data to the ANS server through secured mode when 
SSL is enabled.

The SSL protocol allows two SSL-enabled entities, communicating over a network, to 
authenticate each other’s identities and to establish an encrypted connection between 
them.

Execution of the SSL protocol goes through several phases: the SSL handshake, server 
authentication, and optional client authentication. After these phases are completed, 
the encrypted communication channel is established.

SSL server authentication allows the client to authenticate the server's identity using 
standard techniques of public-key cryptography to verify that the server's certificate is 
valid and that it has been issued (or "signed") by a trusted certificate authority (CA). 
SSL client authentication is reciprocal. Therefore, when mutual authentication is 
configured, as it is with the ANS SOAP Interface, both the ANS SOAP Interface and 
the client are required to own a certificate which has been signed by a trusted CA and 
a corresponding private key.

The public and private keys are used for encryption and decryption, respectively. For 
example, when sending a message to a server over an SSL connection the message is 
encrypted using the server's public key (which is contained in its certificate) and the 
server decrypts the received message using its private key. Similarly, the server 
encrypts messages using the client's public key, and the client subsequently decrypts it 
with its private key.
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To enable SSL for Nominum we need to set the following parameters in 
nominumpic.properties under <OCINAM_HOME>/java/nominumdnspic.

nominumpic.server.https.url=<https url>

nominumpic.server.https.keystore=<key store location> 

Nominum DNS PIC Properties
The Nominum DNS PIC works with ANS web service interfaces that allow 
information to be exchanged through SOAP/XML requests. 

The Nominum DNS PIC configuration is controlled by nominumpic.properties, 
which is found in <OCINAM_HOME>/etc.

ldapmanager.ldap.host=<host>:<port>
ldapmanager.ldap.userid=cn=dmanager
ldapmanager.ldap.passwd=dmanager
ldapmanager.ldap.baseDn=<o=base>
ldapmanager.ldap.reconnect=30
ldapmanager.ldap.numretries=4
nominumpic.server.customer=<customer>
nominumpic.server.name=<server name>
nominumpic.server.directory=/export/Oracle/ocinam/data/nominumdnspic
nominumpic.server.url=<ans url>
nominumpic.server.https.url=<ans secured url>
##########################################################
### HTTPS - Set the below to true for Secure communication between PIC and 
ANS.Default value is false
##########################################################
nominumpic.server.https.enable=false
##########################################################
### LDAPS - Set the below to true for Secure communication between PIC and LDAP.
Default value is false
pic.ldaps.enable=false
##########################################################
### Set the below for Secure communication for HTTPS or LDAPS
##########################################################
pic.ldaps.keystore=/path/to/keystore/file.jks
pic.ldaps.keystore.password=keyStorePassword
pic.ldaps.truststore=/path/to/truststore/file.jks
pic.ldaps.truststore.password=trustStorePassword
##########################################################
### Set the LDAPS port number.Default is 636
##########################################################
ldapmanager.ldaps.port=636
ldap.polling.required=true
ldap.polling.interval=300

Persistent Search Details
Table 4–3 lists the object types and their associated information.

Note: Key store in client and server side should match for successful 
communication.
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Table 4–3 Object Types

Object Type Base DN Filter
Associated 
Listener

DNS server ou=Servers,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSServer)

DnsServerListener

Static Host (IPv4) ou=IPv4 Addresses,ou=Address 
Management,ou=IP Services, 
o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamIPv
4ManagedStaticAdd
ress)

HostListener

Static Host (IPv6) ou=IPv6 Addresses,ou=Address 
Management,ou=IP Services, 
o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamipv
6managedaddress)

IPv6HostListener

Zone ou=Domains,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSDomainZone)

ZoneListener

CNAME ou=Domains,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSCName)

CnameListener

Server Zone ou=Servers,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSServerZoneAssoc)

DnsServerZoneListe
ner

Resource Record ou=Domains,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSResourceRecord)

ResourceRecordListe
ner

Zone Profile ou=Profiles,ou=DNS,ou=IP 
Management,ou=IP 
Services,o=<CUSTOMER>, o=<SUFFIX>

(objectclass=inamD
NSZoneProfile)

ZoneProfileListener
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5DHCP Service Design

This chapter provides information related to DHCP service design as applicable to 
Oracle Communications Internet Name and Address. DHCP is an extension of the 
Bootstrap Protocol (BootP). You can use DHCP to assign IP addresses and host names 
automatically and to distribute IP configuration information.

Each client on your network requires its own IP address and configuration 
information. The client’s IP address is the identifier that other network machines use 
to recognize that client. The computer’s configuration information includes, among 
other items, the network domain name, the address of network servers and gateways, 
and the subnet mask.

Without DHCP or BootP, each time your organization adds a device to its network, the 
system administrator must go to the new device and manually assign the IP address 
and configuration information. When devices change offices or users, or leave the 
network altogether, the configuration information changes as well.

DHCP makes network management easier by automating and centralizing IP address 
administration and by providing this information automatically to each network 
device when it is needed.

This chapter provides specific information regarding the implementation of DHCP in 
Oracle Communications Internet Name and Address Management.

Basic Operation
This section explains the basic operation of the DHCP service design.

Lease Information
When provisioning a network using dynamic addressing, each time a client connects 
onto the network, the client is assigned an IP address that can be used for a 
predetermined period of time known as lease time. The IP address and lease is 
assigned from the dynamic range of IP addresses for which the DHCP server is 
responsible.

Lease time is the length of time that a computer can use a dynamic IP address. You 
define the lease time when you provision a dynamic range from the Internet Name 
and Address Management interface. The default lease time is seven days.

When a client has an address with a lease time, it contacts the DHCP server and 
attempts to renew the lease half-way through the lease time. This is called the renewal 
time. In most cases, the DHCP server renews the client’s address and the lease time for 
that address. For example, if your computer has an address with a lease time of eight 
days, it asks to renew the address approximately four days after it has started to use it. 
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When the DHCP server renews the address, your computer is able to use the address 
for another eight days. This process continues until the client is no longer connected to 
the network.

Occasionally the client does not receive an answer to its renewal request which it sent 
to the DHCP server (perhaps because the server is down at the renewal time). At the 
rebind time (by default 87.5% through the lease time), the client attempts to 
communicate with any other DHCP server and requests the same IP address. If the 
client’s attempt to rebind is unsuccessful, when the client’s lease expires, the client 
sends out a broadcast and attempt to communicate with any DHCP server, requesting 
a new IP address.

DHCP Options
DHCP options are additional configuration elements that can be selected, to allow 
more information to be exchanged from the DHCP server to the client. Internet Name 
and Address Management is pre-configured with a list of supported DHCP options. 
Internet Name and Address Management automatically generates all lease-related 
options (when autonaming is applied to a dynamic range).

When options are applied on a dynamic range, they are sent to the DHCP server 
through the DHCP PIC. The DHCP server then sends out the options to clients 
requesting addresses on that range. Different DHCP option sets may be assigned to 
different ranges. You can associate multiple DHCP options to a range.

Typically, all networks enable the Router and Name Server DHCP options. 

For information on DHCP Option classes option (option 77) refer to the section "DHCP 
Option Classes and Client Pools".

Internet Name and Address Management DHCP Server (Solaris)
This section explains DHCP service design for a Solaris DHCP server.

Server Deployment and Configuration
This section explains server and deployment considerations for a Solaris DHCP server.

Redundancy
DHCP redundancy is a process that allows you to have more than one DHCP server be 
responsible for a range or ranges of IP addresses. Redundancy ensures that when a 
DHCP server fails, clients on your network continue to receive IP addresses.

Internet Name and Address Management offers DHCP redundancy through a 
server-to-server protocol with a primary and a backup server. A primary DHCP server 
is a DHCP server that is configured with a set of ranges and serves addresses in those 

Note: DHCP options are associated with a dynamic range by 
clicking open the DHCP Options panel, in the Dynamic Range 
Create or Details window. Select an option from the pull-down menu, 
or type in the number of the DHCP option, if it is known. Input the 
accompanying option parameters in the field to the right of the option 
name, and click Add. This adds options to the dynamic range’s DHCP 
Options list. These DHCP options are not be saved to the directory 
until Save or Save & Exit has been clicked.
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ranges to DHCP clients. A backup DHCP server is a DHCP server that communicates 
with a primary DHCP server and serves the ranges of the primary server when the 
backup server can no longer communicate with the primary server.

Users can assign one backup server to each primary DHCP server on the network. 
Any primary server can have only one backup server, but a server can be a backup for 
any number of primary servers. Any server that does not have a backup server 
assigned to it is operating without DHCP redundancy.

If any of the primary DHCP servers for which the backup server is acting have not 
contacted the backup server within a certain time, the backup server considers the 
primary to be offline and begins to serve the address ranges for the primary server that 
has failed. The backup server continues to serve the address ranges until it receives a 
message from the primary server that the primary has resumed operation.

When the primary server resumes operation, it contacts the backup server. The backup 
server sends changed lease information to the primary server for which it has been 
acting. Leases will have changed if the backup DHCP server has allocated a new lease, 
or released or renewed an existing lease. The backup server returns to a non-serving 
mode, waiting for and responding to keepalive messages from the primary server.

Virtual DCHP
Internet Name and Address Management supports multiple "virtual" DHCP servers 
deployed on a single hardware platform, with each instance dedicated to a unique 
logical interface.

A virtual DHCP server listens to unicast IP packets received on a specific IP address 
and port. Broadcast IP packets received on the physical network interfaces and unicast 
IP packets received on any other IP address are ignored. Therefore, multiple virtual 
DHCP servers may be deployed on the same hardware platform with one or more 
physical network interfaces, as long as each server is assigned a specific IP address.

Refer to Internet Name and Address Management Installation and Administration Guide for 
complete information on the installation and provisioning of virtual DHCP servers.

DHCP Processes
Internet Name and Address Management DHCP processes include the operation of 
the DHCP server which assigns IP addresses and leases to clients in a dynamically 
provisioned network, as well as the operation of the DHCP PIC which transfers 
configuration information from the Directory to the DHCP server. 

Typically, DHCP processes are configured during installation of Internet Name and 
Address Management. However, if certain provisioning parameters are modified after 
installation, the files that support the DHCP processes may have to be manually 
reconfigured.

The DHCP server runs from a script called inamdhcp. The DHCP PIC runs from a 
script called inamdhcppic.

DHCP Server

The DHCP server gets its start up and configuration information from 
inamdhcp.properties which is typically located in <OCINAM_HOME>/etc. This 
directory also contains a soft link to the inamdhcppic.properties file.

After the DHCP server begins operating, it caches configuration information locally in 
a file called dhcpcfg.cur which is located in the <OCINAM_HOME>/data/dhcppic 
directory. The dhcpcfg.cur file contains configuration and lease information. It is an 
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auto-generated file and should not be edited. A backup of your dhcpcfg.cur file 
should be performed at least once a day.

The inamdhcp.properties can be modified if server configuration information needs to 
be modified after installation. For example, if a server’s default customer needs to be 
changed, this cannot be done from the GUI. The change needs to be made in the 
inamdhcp.properties file. If this file is edited, the DHCP server has to be restarted. 
Table 5–1 shows the inamdhcp.properties file attributes.

DHCP PIC

The DHCP PIC queries the Directory. It waits for the DHCP server to connect to it, and 
then pushes information and configuration changes to the DHCP server. The DHCP 
PIC runs on the same machine as the DHCP server, but can point to a Directory on 
another machine.

The DHCP PIC configuration is controlled by inamdhcppic.properties, which is found 
in <OCINAM_HOME>/java/dhcppic and is usually soft-linked from <OCINAM_
HOME>/etc. The PIC jar file and DHCP PIC logger.properties file are also located in 
the <OCINAM_HOME>/java/dhcppic directory. If the inamdhcppic.properties file or 
the logger.properties file are edited, the DHCP PIC needs to be restarted.

This inamdhcppic.properties file and also the inamdhcppic.properties file in the 
/java/dhcppic folder contain some common properties. Refer to "Connection Recovery 
Properties" to see examples of common properties.

Table 5–2 lists the unique properties in the inamdhcppic.properties file: 

Table 5–1 Example inamdhcp.properties file

Example property Meaning

dhcp.server.customer= Solutions Customer name.

dhcp.server.ip=10.1.70.1 DHCP server IP as datafilled in Internet Name 
and Address Management.

dhcp.server.icmptimeout=750 Timeout (seconds) for the server discovery pings.

dhcp.server.doddnsupdate=0 0 is no Dynamic DNS (DDNS), 1 is start up with 
DDNS enabled. Usually, DHCP server DDNS 
configuration is controlled from the GUI.

dhcp.server.directory=/opt/Oracle/ocina
m/data/dhcppic

Full path of the directory where the DHCP 
server stores any generated files or other 
configuration files, except log files. This file 
should not be edited.

dhcp.server.dhcppic.ipaddress=10.1.70.1 IP address which the DHCP PIC is running on.

dhcp.server.dhcppic.port=24736 Port that the DHCP PIC is listening on.

Table 5–2 Example inamdhcppic.properties file

Example Properties Meaning

dhcppic.server.owner= Solutions Customer name.

dhcppic.server.name=primary dhcp DHCP server name as datafilled in Internet Name 
and Address Management.

dhcppic.server.directory=/opt/Oracle/
ocinam/data/dhcppic

Full path of the directory where the DHCP server 
stores any generated files or other configuration 
files, except log files. This file should not be edited.

dhcppic.server.listenPort=24736 Port that the DHCP PIC is listening on.
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Advanced DHCP Configurations
This section explains advanced DHCP configurations.

DHCP Option Classes and Client Pools
User and vendor class comparators are used in combination with Client Pools to accept 
or reject incoming DHCP requests for specific dynamic ranges.

DHCP Option Classes

Option classes refer to DHCP options that can mark incoming DHCPDISCOVER 
packets.

User and vendor Class comparators are set using the DHCP Option Classes browser. 
Option classes consist of a name, type (User or Vendor), match condition, and match 
pattern.

Match conditions are:

■ exact: the DHCP option exactly matches the match pattern.

■ contains: the DHCP option contains the match pattern anywhere.

■ starts with: the DHCP option begins with the match pattern.

■ ends with: the DHCP option ends with the match pattern.

The match pattern is a string, used in case sensitive string compares.

This information is pushed down to the DHCP server, and used with dynamic ranges 
and associated Client Pools to accept or reject incoming client requests for an IP 
address.

For example, a user class could be a grouping of common network clients such as 
members of a particular department of a company. Sales and engineering could be set 
up as a separate DHCP user classes.

Client Pools

Client Pools are groups of option classes and MAC Address support classes. Client 
Pools can contain multiple user and vendor classes and also MAC Address support 
classes. Both user, and vendor and MAC Address support class types can be mixed in 
a Client Pool.

A Client Pool is utilized when associated with a dynamic range. Client Pools enable a 
dynamic range to serve or not serve an IP address based on a client’s 
DHCPDISCOVER packet. The Client Pools associated with a dynamic range are made 
up of allowed and denied Client Pools.

If a dynamic range receives a DHCPDISCOVER packet that meets the criteria 
contained in an associated allowed Client Pool, that dynamic range serves out an IP 
address to that client. If a dynamic range receives a DHCPDISCOVER packet that 
meets the criteria contained in an associated denied Client Pool, the dynamic range 
does not release an IP address to the client.

If a DHCPDISCOVER packet includes a user class or vendor class option, the DHCP 
server first looks at all dynamic ranges for a Client Pool with an entry that matches the 
provided user or vendor class. If a denied client pool matches, the server skips that 
range and moves to the next. If an allowed Client Pool matches, the server offers a 
lease from that range, if there is an IP address available. If a lease is not found with this 
search, the DHCP server checks ranges with no Client Pools.

If a client request does not include a user class or vendor class option, the DHCP 
server skips any ranges with allowed client pool entries.



Internet Name and Address Management DHCP Server (Solaris)

5-6 IP Name and Address Service Guide

Denied Client Pools take precedence over allowed Client Pools. If a client request 
matches both an allowed Client Pool and a denied client pool on the same dynamic 
range, the client does not get a lease offer from that range.

When a DHCP server serves an IP address from a dynamic range it can be made to 
issue the IP address only if the MAC address of the requester is specified. In this case, 
the DHCP server can hand out addresses from a pool of addresses in a dynamic range 
only to hosts that have the MAC ID listed (they are the hosts with NIC cards loaded in 
the network).

Support for P-CSCF Address Discovery
With Internet Name and Address Management, a feature to add support for DHCP 
Option 120 (SIP server) and 121 classless Static Route option has been implemented. It 
defines a Dynamic Host Configuration Protocol (DHCP-for-IPv4) option that contains 
a list of domain names or IPv4 addresses that can be mapped to one or more Session 
Initiation Protocol (SIP) outbound proxy servers.

The 120 option shall contain the P-CSCF identity as a 32-bit (binary) IPv4 address or, 
preferably, a DNS name to be used by the SIP client to locate a SIP server.

The 121 option, is passed from the DHCP Server to the DHCP Client to configure a list 
of static routes in the client. The network destinations in these routes are classless - 
each routing table entry includes a subnet mask. This option can contain one or more 
static routes, each of which consists of a destination descriptor and the IP address of 
the router that should be used to reach that destination.

Adding DHCP Option 120 results in the following configuration added to the Internet 
Name and Address Management Solaris DHCP Server in the dhcpcfg.cur file, which is 
the configuration file for the Solaris-based DHCP Server:

7809010101010102020202

Where 78 is 120, 09 is length of bytes, and IP addresses 1.1.1.1 and 2.2.2.2 respectively.

Autonaming
In a dynamic range, the Internet Name and Address Management Autonaming feature 
enables a client to receive an automatically generated domain name. 

In addition to receiving an IP address and lease, the DHCP server also assigns a 
domain name to a client if the autonaming feature has been enabled. The domain 
name assigned to a client consists of the autonaming prefix and domain component, 
which are set when configuring the dynamic range. As well, the MAC address of the 
client is appended to the domain name that is auto-generated for the client. Table 5–3 
lists autonaming examples.

Note: Autonaming is not supported on static address ranges.

Table 5–3 Autonaming Example

Autoname feature Autoname value

auto name prefix host

domain component .com

client MAC address 11:22:33:44:55:66

domain name generated by DHCP server host11-22-33-44-55-66.com
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The domain name is then registered with the Internet Name and Address 
Management DNS server if the range’s DHCP server has enabled the Dynamic DNS 
feature. If a range’s primary DHCP server has not enabled Dynamic DNS, even if a 
range has enabled Autonaming, the domain names would not be registered with the 
DNS server. 

Accept Client Label
A dynamic range may also be provisioned to automatically accept a domain name 
suggested by a client.

If the Accept Client Label feature is selected for a dynamic range, the DHCP server 
also assigns a domain name to a client consisting of the client label (provided by the 
client) and domain component which is entered when configuring the dynamic range. 
Table 5–4 lists Accept Client Label feature value examples.

The domain name is then registered with the Internet Name and Address 
Management DNS server if the range’s DHCP server has enabled the Dynamic DNS 
feature. If a range’s primary DHCP server has not enabled Dynamic DNS, even if a 
range has enabled Accept Client Label, the domain names would not be registered 
with the DNS server.

Dynamic DNS
When a DHCP server has Dynamic DNS enabled, it informs the appropriate DNS 
servers as domain names and leases are assigned. A name is assigned if a lease comes 
from a range with Autonaming or Accept Client Label enabled. The DHCP server will 
then send dynamic DNS updates to the appropriate DNS servers so that forward and 
reverse DNS lookups of the lease name and address will work. If the lease address or 
name was associated with a previous lease, dynamic DNS updates are sent to remove 
the old DNS information. DNS information is also removed when a client releases or 
declines a lease.

The following points should be considered to ensure that the Dynamic DNS feature 
works properly:

■ The Primary DHCP server that is serving the Autonaming or Accept Client Label 
enabled dynamic range has activated the Dynamic DNS check box.

■ Any domain components used for Autonaming or Accept Client Label must be 
within a zone. A Master DNS server must be assigned to that zone.

■ The DHCP server uses the system DNS resolver to determine where to send DNS 
updates. This means that /etc/resolv.conf must be configured properly on the 
DHCP server machine so that DNS lookups of any domain used for dynamic 
naming will work properly. For example, if you have configured.com as the 
domain for Autonaming, the query "dig soa ddns.com dig" should return the 

Note: The autoname prefix (found on the Dynamic Range Create or 
Details window) has a maximum length of 14 characters.

Table 5–4 Accept Client Label Example

Auto-provision feature Auto-provision value

client label employee1

domain component .com

domain name generated by DHCP server employee1.com
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Master DNS server you have assigned to .com. Add one or more of your Master 
DNS servers to the start of /etc/resolv.conf

Sample resolve.conf file:

# /etc/resolv.conf
# Your domains, including the one the DHCP Server is in
domain ottawa.com
domain montreal.com
domain plano.com
#
# Your nameservers as configured
# This one should always be first
nameserver 127.0.0.1
# This is the same as above only on the hme0 IP
nameserver 10.13.5.62
# This is any other name server you use
nameserver 10.13.5.49

■ The following lines in nsswitch.conf need to be added (this is not done by default), 
or nsswitch.dns needs to be copied over nsswitch.conf

■ hosts: files dns

■ Ensure that a network’s reverse zone (in.addr.arpa zone) has a Master DNS server 
assigned to it. The reverse zone is automatically created when the network has 
been provisioned, however, a DNS server is not automatically assigned to a 
reverse zone. If no DNS server has been assigned to the reverse zone, then it is not 
possible for DNS to resolve IP address queries.

■ If the primary DHCP server has Dynamic DNS enabled, typically its backup 
DHCP server should have Dynamic DNS enabled as well. Otherwise, if the 
primary DHCP server goes down and the backup DHCP server does not have 
Dynamic DNS enabled, the new IP addresses served by the backup DHCP server 
client do not have domain names registered with the DNS server. 

■ For Dynamic DNS, typically the master and slave configuration for DNS servers 
would be utilized. The DHCP server only sends Dynamic DNS updates to one 
master server.

Windows 2000 DHCP Clients
Internet Name and Address Management supports Windows 2000 DHCP clients and 
associated DNS queries. However, specific considerations need to be taken into 
account when operating networks with Windows 2000 clients and particularly if 
Windows 2000 domain controllers are deployed. It must be highlighted that dynamic 
updates directly to the DNS server from Windows 2000 clients or servers are not 
supported.

When using Windows 2000 as a DHCP client, it is important to consider the following 
behaviors.

■ The default behavior of Windows 2000 DHCP clients is to directly update the DNS 
server with its own name and IP address using Dynamic DNS updates. This 
behavior is not required in a system served by Internet Name and Address 
Management because domain names and IP addresses are managed centrally, with 
dynamic DNS behavior achieved through internal coordination of DHCP and 
DNS. 

■ Although the Windows 2000 dynamic DNS client behavior may be overridden by 
a control panel setting in each client, Windows 2000 clients also implement a 
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negotiation mechanism to control this behavior using a DHCP option defined by 
draft-ietf-dhc-fqdn-option-01.txt. 

■ To disable dynamic DNS updates from the Windows 2000 client, the user should 
add option 81 to the range, with a value of "3, 255, 255".

■ Windows 2000 clients also utilize the DNS server to obtain the location of services. 
This is achieved through the use of "SRV" resource records as defined by the 
experimental RFC2052, "A DNS RR for specifying the location of services (DNS 
SRV)". Windows 2000 domain controllers normally populate these SRV records 
using direct Dynamic DNS updates to the DNS server. Although Internet Name 
and Address Management does not support these dynamic updates from 
Windows 2000 domain controllers, the required SRV records can be manually 
created using the Internet Name and Address Management GUI. 

For further considerations and details explaining the setup and behavior of Windows 
2000 clients and domains, consult the Microsoft Web site:

http://www.microsoft.com.

Microsoft DHCP Server 
Internet Name and Address Management supports the Microsoft Windows 2003 
DHCP server and provides an extensive range of functionality to the user for the 
management of DHCP information. 

As part of the management it is important to understand the Mircosoft DHCP Server 
terminology and how it relates to Internet Name and Address Management. Discussed 
below are the more predominantly used Microsoft terms:

Scope: The range or ranges of IP addresses that can be assigned to a particular 
network under DHCP server control. In Internet Name and Address Management, 
when a static host or a dynamic range in a Subnet is added to the Microsoft DHCP 
Server, that Subnet is termed to be a Scope.

Superscope: A superscope is an administrative grouping of scopes that can be used to 
support multiple logical IP subnets on the same physical subnet. Superscopes only 
contain a list of member scopes or child scopes that can be activated together. 

In order to configure the properties for a Superscope in Internet Name and Address 
Management, it is important that the member scope properties are individually 
configured initially within the subnets defined with a static host or dynamic range. 
Only after the individual configurations have been completed will the grouping of the 
scopes be possible. 

Exclusion Range: Denotes the range of IP addresses within the scope that are not 
controlled by any DHCP services. IP addresses mentioned in the Exclusion Range are 
not offered by the server to the DHCP clients in the network.

In Internet Name and Address Management, the Exclusion Range is denoted as the 
wide range distribution of IP addresses in the Subnet Range. The IP addresses, which 

Note: Due to limitations with the netsh utility it is not possible to 
disassociate a scope from a superscope and therefore when removing 
a Subnet from a multinet the Microsoft DHCP PIC deletes the 
superscope and re-adds it to reflect the new configuration of the 
multinet.
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are dynamically assigned to a subnet, are considered to be in the inclusion range and 
are available for assignment by a DHCP server.

Address Pool: After the DHCP scope has been determined and the exclusion range 
has been specified, the remaining IP addresses comprise the Address Pool. These IP 
addresses are eligible to be dynamically assigned by the server to the DHCP clients on 
the network.

Lease Time: The time required for a system in the network to use the IP address 
assigned to it is called the lease time. It is essential that the client utilizes the address 
within the lease time and should renew it before the lease time expires. After the lease 
time expires, the address becomes inactive. The default lease time is 8 days.

Reserved IP:   It can be denoted as the permanent lease assignment by the DHCP 
server to a client in the network. Reservations assure that a specified hardware device 
on the subnet can always use the same IP address.

Internet Name and Address Management states that any host attached to a Microsoft 
DHCP server becomes a Reserved IP within that particular Scope. Adding any option 
to a Scope also results in those options being applied to the Reserved IP as well. 
Providing additional DHCP options for the Reserved IP is also feasible.

Option Type: The option type parameter is assigned by the DHCP server when 
serving leases to DHCP clients. IP addresses assigned to the default gateway, DNS 
servers are typical examples of option type. These option types are enabled and 
configured for each scope. 

Microsoft DHCP Options 
DHCP options are additional configuration elements that can be selected to allow 
more information to be exchanged between the DHCP server and the client. Internet 
Name and Address Management is pre-configured with a list of supported DHCP 
options. When options are applied on a subnet page they are sent to the DHCP server 
via the DHCP PIC. The DHCP server in turn sends the options to clients requesting 
addresses on that range.

Internet Name and Address Management supports the provisioning of Microsoft 
DHCP options. Option can be added at the subnet level and static host level. Subnet 
options are applicable to all ranges and all reserved IP addresses under the 
corresponding scope. Static host level options are applicable only for the respective 
host(s). 

Table 5–5 lists the Microsoft DHCP options.

Note: Microsoft DHCP does not support DHCP Option classes, 
Client pool, Autonaming, Accept Client Label, and Dynamic DNS 
features.
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DHCP Option 150 Support 
DHCP Option 150 refers to the TFTP Server Address. By default the TFTP option is not 
available in a newly defined DHCP scope. As such, if this option is required, it must be 
added to the Microsoft DHCP Server as described below.

Steps to add 150 to Microsoft DHCP Server:

Before assigning 150 option to Subnet level, ensure that the option 150 is already 
added to Microsoft DHCP server.

1. Option 150 can be added to DHCP server using the netsh command:

Netsh> dhcp server> add optiondef 150 " TFTP Server IP Address" IPADDRESS 1

This adds the option to the DHCP server.

2. Another method of adding this option is through the DHCP Server console.

a. Right click on the server and select Set Predefined Options, and click Add.

b. Enter the Name as TFTP Server IP Address, Data type as IP Address, Code as 
150 and Description as TFTP Server IP Address for CallManager Devices.

Note: Scope-level DHCP options are associated with the Subnet page 
by clicking the DHCP Option panel in the Subnet Details window. 
Select an option name from the drop-down menu or type the code 
pertaining to the DHCP option, if it is known. The value 
corresponding to the option name should be listed after which Add 
should be clicked. This enables the user to add options to the scope 
level DHCP options Save or Save & Exit is clicked.

Static host level DHCP options are associated with the static host page 
by clicking the DHCP panel in the Static host Create or Details 
window. Select an option name from the drop-down menu or type the 
code pertaining to the DHCP option, if it is known. The value 
corresponding to the option name should be listed after which Add 
should be clicked. This enables the user to add options to the static 
host level DHCP options list. The DHCP options added are not saved 
to the directory until Save or Save & Exit is clicked.

Table 5–5 Microsoft DHCP Vendor-Specific Options

Code Name Description/value

001 Microsoft Disable 
NetBios

This option is an unsigned 32-bit integer that tells the client to 
enable or disable NetBIOS over TCP/IP (NetBT). A value of 1 
directs the client to enable NetBT, and a value of 2 directs the 
client to disable NetBT. By default, Windows clients enable 
NetBT on all network connections that uses TCP/IP.

002 Microsoft Release 
DHCP Lease on 
Shutdown

A value of 1 in this option tells the client to send a DHCP release 
message when the client shuts down. (The DHCP release 
message ends the client's lease on its address.) A value of 0 in 
this option tells the client not to send a DHCP release message 
when it shuts down. Not sending a release message at shutdown 
is the default behavior. This option is four octets in length.

003 Microsoft Default 
Router Metric 
Base

This option is a 32-bit integer that defines the router metric that 
the client should use for all default routes. If this option is not 
provided, the client uses the cost metric associated with its 
network interface, or a default cost of 1.
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c. Select the Array check box.

d. Click OK and Edit Array. Enter the IP address(es) for the TFTP server(s) 
which are normally housed on the Cisco Call Manager systems. When finished 
click OK to close the IP Address Array Editor dialog box.

e. Click OK to close the Predefined Options and Values dialog box.

After the option is added to the Microsoft DHCP server, configure the 150 option value 
through the Internet Name and Address Management GUI.

Microsoft DHCP PIC 
The Microsoft DHCP PIC facilitates the interaction between the Microsoft DHCP 
server and Internet Name and Address Management. The PIC continually queries the 
LDAP directory. After the DHCP server connects to it, the PIC pushes information and 
configuration changes to the DHCP server. The Microsoft DHCP PIC and the DHCP 
server run in the Microsoft Windows environment and Internet Name and Address 
Management runs on a Solaris platform.

The Microsoft DHCP PIC configuration is controlled by msdhcppic.properties, which 
is found in <OCINAM_HOME> /etc directory. The logger.properties file is also 
available in the same path mentioned above. The PIC jar files are located in the path 
<OCINAM_HOME/lib> directory. When the msdhcppic.properties files or the 
logger.properties file are edited, the DHCP PIC has to be restarted. 

Table 5–6 lists examples of the properties found in the msdhcppic.properties file: 

The logger.properties file is used for increasing the debug level of the inamdhcppic. 
For more information on logging, see the section "Setup Logging". 

Redundancy
The process that enables a client on a network to receive IP addresses, even when a 
DHCP server fails, is called Redundancy. This feature is achieved by configuring more 
than one DHCP server to a Network of Dynamic Ranges. When one DHCP server is 
down, any one of the other DHCP servers on the Network initiates the task of 
assigning IP addresses to the client. 

Creating two dynamic ranges in a network and associating two different Microsoft 
DHCP Servers to the ranges through the Internet Name and Address Management 
GUI can achieve the task of Microsoft DHCP Redundancy. 

Table 5–6 Example msdhcppic.properties file

Example Properties Meaning

dhcppic.server.owner= Solutions Customer name.

dhcppic.server.name=primary dhcp Microsoft DHCP server name as datafilled in Internet 
Name and Address Management.

ldapmanager.ldap.host= 10.6.1.14:389 IP address and port on which the Internet Name and 
Address Management LDAP server is running.

Note: The Microsoft DHCP PIC can push data to a Microsoft DHCP 
server with or without the Active Directory Server being installed.
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DHCP v6 Service Design 
DHCPv6 is a protocol used by networked computers (clients) to obtain IPv6 addresses 
and other parameters such as the default gateway, subnet mask, and IP addresses of 
DNS servers from a DHCPv6 server. 

The DHCP For IPv6 server ensures that all IP addresses are unique, that is, no IP 
address is assigned to a second client while the first client's assignment is valid (its 
lease has not expired).

Lease Information
When provisioning a network using dynamic addressing, and a client's machine is set 
to use DHCPv6 dynamic addressing; it can never assume that it has an address on a 
permanent basis. Each time it powers up, it must engage in communications with a 
DHCPv6 server to begin or confirm the lease of an address. It also must perform other 
activities over time to manage this lease and possibly terminate it. Default lease time is 
7 days.

After a certain portion of the lease time has expired, the client attempts to contact the 
server that initially granted the lease, to renew the lease so it can keep using its IPv6 
address. If renewal with the original leasing server fails (because, for example, the 
server has been taken offline), the client tries to rebind to any active DHCPv6 server, 
trying to extend its current lease with any server that allows it to do so. If the client's 
attempt to rebind is unsuccessful, when the client's lease expires, the client sends out a 
broadcast and attempts to communicate with any DHCPv6 server requesting a new IP 
address.

Protocols and Addressing
The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) enables DHCP servers 
to pass configuration parameters such as IPv6 network addresses to IPv6 nodes. It 
offers the capability of automatic allocation of reusable network addresses and 
additional configuration flexibility.

Clients and servers exchange DHCP messages using the UDP port. The client uses a 
link-local address or addresses determined through other mechanisms for transmitting 
and receiving DHCP messages.

DHCPv6 servers receive messages from clients using a reserved, link-scoped multicast 
address. A DHCPv6 client transmits most messages to this reserved multicast address, 
so that the client need not be configured with the address or addresses of DHCPv6 
servers.

To allow a DHCPv6 client to send a message to a DHCPv6 server that is not attached 
to the same link, a DHCP relay agent on the client's link relays messages between the 
client and server. The operation of the relay agent is transparent to the client and the 
discussion of message exchanges in the remainder of this section omit the description 
of messages relaying by relay agents.

After the client has determined the address of a server, it may under some 
circumstances send messages directly to the server using unicast.

The protocols are considered stateful because the DHCP/DHCPv6 servers maintain 
tables containing the IP addresses and link layer addresses of all the nodes that use 
their services. The servers use states to prevent two or more nodes from using the 
same IP address. 
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Multicast Addresses
 DHCP makes use of the following multicast addresses:

■ All_DHCP_Agents (FF02::1:2). This link-scoped multicast address is used by 
clients to communicate with the on-link agents when they do not know the 
link-local addresses for those agents

■ All_DHCP_Servers (FF05::1:3). This site-scoped multicast address is used by 
clients or relays to communicate with servers, either because they want to send 
messages to all servers or because they do not know the servers unicast addresses.

Client and Server Identification
Each DHCPv6 client and server has a DUID, which is a unique identifier. DHCPv6 
servers use DUIDs to identify clients for the selection of configuration parameters and 
in the association of IAs with clients. DHCPv6 clients use DUIDs to identify a server in 
messages where a server needs to be identified. The device uses the MAC address 
from the lowest-numbered interface to form the DUID. The network interface is 
assumed to be permanently attached to the device. 

The DUID is carried in an option because it may be variable length and because it is 
not required in all DHCP messages. The DUID is designed to be unique across all 
DHCPv6 clients and servers, and stable for any specific client or server.

Identity Association (IA)
An "identity-association" (IA) is a construct through which a server and a client can 
identify, group, and manage a set of related IPv6 addresses. Each IA consists of an 
IAID and associated configuration information.

A client must associate at least one distinct IA with each of its network interfaces for 
which it is to request the assignment of IPv6 addresses from a DHCP server. The client 
uses the IAs assigned to an interface to obtain configuration information from a server 
for that interface. Each IA must be associated with exactly one interface. The IAID 
uniquely identifies the IA and must be chosen to be unique among the IAIDs on the 
client. The client chooses the IAID. 

DHCP Options
DHCP Options are used to carry additional information and parameters in DHCP 
messages, which allow more exchange of information from the DCHPv6 server to the 
client. Internet Name and Address Management is preconcerted with a list of 
supported DHCP options. 

When options are applied on a dynamic range, they are sent to the DHCPv6 server 
through the DHCPv6 PIC. The DHCPv6 server then sends out the options to clients 
requesting addresses on that range. Different DHCP option sets may be assigned to 
different ranges. Using encapsulation, scopes DHCP options. Some options apply 
generally to the client, some are specific to an Identity Association (IA), and some are 
specific to the addresses within an IA.

The DHCP options listed in Table 5–7 are supported as per the RFC. The Supported 
column identifies the Option that is supported by Internet Name and Address 
Management. 
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Table 5–7 DHCP options supported by Internet Name and Address Management

Option Name
Option 
Code Description Supported

OPTION_CLIENTID 1 The Client Identifier option is used to carry a DUID 
identifying a client between a client and a server

Y

OPTION_SERVERID 2 The Server Identifier option is used to carry a DUID 
identifying a server between a client and a server

Y

OPTION_IA_NA 3 Identity Association for Non-temporary Addresses 
Option

Y

OPTION_IA_TA 4 Identity Association for Temporary Addresses Option Y

OPTION_IAADDR 5 The IA Address option is used to specify IPv6 addresses 
associated with an IA_NA or an IA_TA

Y

OPTION_ORO 6 The Option Request option is used to identify a list of 
options in a message between a client and a server

Y

OPTION_PREFERENCE 7 Preference option is sent by a server to a client to affect 
the selection of a server by the client.

Y

OPTION_ELAPSED_
TIME

8 A client MUST include an Elapsed Time option in 
messages to indicate how long the client has been trying 
to complete a DHCP message exchange

Y

OPTION_RELAY_MSG 9 A Relay Message option carries a DHCP message in a 
Relay-forward or Relay-reply message

N

OPTION_AUTH 11 The Authentication option carries authentication 
information to authenticate the identity and contents of 
DHCP messages

N

OPTION_UNICAST 12 The server sends this option to a client to indicate to the 
client that it is allowed to unicast messages to the server

Y

OPTION_STATUS_CODE 13 This option returns a status indication related to the 
DHCP message or option in which it appears

Y

OPTION_RAPID_
COMMIT

14 The Rapid Commit option is used to signal the use of the 
two message exchange for address assignment

Y

OPTION_USER_CLASS 15 The User Class option is used by a client to identify the 
type or category of user or applications it represents.

N

OPTION_VENDOR_
CLASS

16 This option is used by a client to identify the vendor that 
manufactured the hardware on which the client is 
running

N

OPTION_VENDOR_
OPTS

17 This option is used by clients and servers to exchange 
vendor-specific information.

N

OPTION_INTERFACE_
ID

18 The relay agent MAY send the Interface-id option to 
identify the interface on which the client message was 
received

Y

OPTION_RECONF_MSG 19 A server includes a Reconfigure Message option in a 
Reconfigure message to indicate to the client whether the 
client responds with a Renew message or an 
Information-request message

Y

OPTION_RECONF_
ACCEPT

20 A client uses the Reconfigure Accept option to announce 
to the server whether the client is willing to accept 
Reconfigure messages, and a server uses this option to 
tell the client whether or not to accept Reconfigure 
messages

Y
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Range Sizing
DHCP options are associated with a dynamic range by clicking open the DHCP 
Options panel, in the Dynamic Range Create or Details window. Select an option 
from the pull-down menu, or type in the number of the DHCP option if it is known. 
Input the accompanying option parameters in the field to the right of the option name, 
then click Add. This adds the options to the dynamic range's DHCP Options list. These 
DHCP options are not saved to the directory until Save or Save & Exit is clicked.

Typically range size is 5-10,000 hosts.

DHCP Processes
Typically, DHCP processes are configured during installation of Internet Name and 
Address Management. However, if certain provisioning parameters are modified after 
installation, the files that support the DHCP processes may have to be manually 
reconfigured.

The DHCPv6 server runs from a script called inamdhcpv6. The DHCPv6 PIC runs 
from a script called inamdhcpv6pic.

DHCPv6 Server
The DHCPv6 server gets its start up and configuration information from 
inamdhcpv6.properties which is typically located in <OCINAM_HOME>/etc. This 
directory also contains a soft link to the inamdhcpv6pic.properties file.

After the DHCPv6 server begins operating, it caches configuration information locally 
in a file called dhcpv6cfg.cur which is located in the <OCINAM_
HOME>/data/dhcpv6pic directory. The dhcpv6cfg.cur file contains configuration and 
lease information. It is an auto-generated file and should not be edited. A backup of 
your dhcpv6cfg.cur file should be performed at least once a day. 

The inamdhcpv6.properties can be modified if server configuration information needs 
to be modified after installation. For example, if a server's default customer needs to be 
changed, this cannot be done from the GUI. The change needs to be made in the 
inamdhcpv6.properties file. If this file is edited, the DHCPv6 server has to be 
restarted.
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6Data Imports

The Oracle Communications Internet Name and Address Management import tool 
supports import of data into Internet Name and Address Management using XML 
formats.

The Import tool is installed by default for both Typical Install and Custom Install of 
Internet Name and Address Management. For information about installing the import 
utility refer to Internet Name and Address Management Installation and Administration 
Guide.

The Internet Name and Address Management Import Tool
You use the Internet Name and Address Management Import Tool to import data from 
legacy IP address management systems into Internet Name and Address Management. 
Importing such data involves having a clear picture of the customer’s network and 
manipulating existing customer data (usually spreadsheets and database exports). You 
must run the import tool utility on the platform with the Internet Name and Address 
Management GUI installed.

The Import tool supports import of data in XML format, defined by the XML schema. 
The tool can be thought of as an XML loader, that is, it reads the XML document and 
creates required objects within Internet Name and Address Management.

The intent of the tool itself is not to replace the pre-processing or data manipulation 
from different sources. You are responsible for any data manipulation, massaging and 
pre-processing required to ensure that the XML document contains the necessary data 
before running this tool.

Currently, the Import tool supports XML import of the following objects:

■ Networks

■ Subnets

■ Static Hosts

■ Dynamic Ranges

■ Static Ranges

■ Resource Records

■ DNS Servers

■ Zone Profiles

■ Zones
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The Import tool also supports XML mapping of zones to servers. It also provides 
status support on subnets and static hosts and support for managed/unmanaged 
objects where applicable.

Limited Nominum support, only specific to configuration template reference, is 
provided currently.

The named.conf and supported database files are also supported. Though DNS Server 
file parsing is not supported.

The following are currently not supported by the Import tool:

■ IPv6 Objects

■ XML import of Customers

■ Forwarder DNS zones

■ Users

■ DHCP Servers

■ DNSSEC

■ DNS Server file parsing (though named.conf and supported database files are 
supported)

■ DHCP configuration files parsing into XML

Data Importing
There is an order in which objects related data is imported into a clean Internet Name 
and Address Management installation. The order is based on the relationships 
between the objects. For example, the network object must exist before the child 
subnets can be created. The order in which objects related data should be imported is:

■ Customers (customer)

■ Networks (network)

■ Subnets (subnet)

■ Static hosts (host)

■ Static ranges (srange)

■ Dynamic ranges (drange)

■ Resource records (rr)

■ Zone profiles (zp)

■ Zones (zone)

■ Wildcard A resource records (wrr)

■ DNS servers (dnsserver)

Note: Currently, DHCP server creation is not supported. When you 
import dynamic ranges, the DHCP server must already exist, 
otherwise, an error is generated.

Note: In this list, the values in brackets represents the corresponding 
object type to use on the command line.
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■ Zone to DNS server mapping (zsm)

The data import process consists of the following phases:

■ Data Gathering

Start with identifying the data-sets to be migrated into Internet Name and Address 
Management and how the data will be migrated into the XML formats.

■ Modeling, or relationships building

Once you have the required data, identify the customer, or folder, hierarchy within 
the Internet Name and Address Management application. Then map the attributes 
from the exported data into defined attributes and custom attributes within 
Internet Name and Address Management.

■ Parsing data into required XML format

In this stage, the data maps to the defined model in the XML format. This process 
can be as simple as a single export from a database into the required XML format 
or as complex as requiring multiple steps to process and manipulate the data into 
the correct format.

■ Importing the data

The final stage is to take the created XML data files and import into Internet Name 
and Address Management using the Import tool.

The following sections provide sample XML formats for network objects.

Customer Creation
Shown here is a sample XML format for importing customer data.

<?xml version="1.0"?>
<customers xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
        xmlns="http://xsd.oracle.com/inamimport.xsd"
        xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
        <customer>
                <name>Test</name>
                <address>hyd</address>
                <city>bigtown</city>
                <state>AP</state>
                <postalcode>34122</postalcode>
                <country>India</country>
                <phone>123456</phone>
                <internal>true</internal>
                <audit-enabled>true</audit-enabled>
                <audit-retention>6</audit-retention>
                <description>test desc</description>
        </customer>
</customers>

Note: Sample files for the XML formats are available at the following 
location in your Internet Name and Address Management home 
directory:

OCINAM_HOME /tools/importobjectstool/xml
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Network Creation
Shown here is a sample XML format for importing network data.

<?xml version="1.0"?>
<networks xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
        xmlns="http://xsd.oracle.com/inamimport.xsd"
        xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
 
         <network>
                <address>10.6.1.0</address>
                <cidr>24</cidr>
                <description>new desc1</description>
                <cf1>network_cf1_value</cf1>
                <cf2>network_cf2_value</cf2>
                <cf3>network_cf3_value</cf3>
                <cf4>network_cf4_value</cf4>
                <cf5>network_cf5_value</cf5>
         </network>
   <network>
               <address>10.6.3.0</address>
               <cidr>24</cidr>
               <description>new desc3</description>
               <cf1>network_cf1</cf1>
               <cf2>network_cf2</cf2>
               <cf3>network_cf3</cf3>
               <cf4>network_cf4</cf4>
               <cf5>network_cf5</cf5>
       </network>
</networks>

Subnet Creation
Shown here is a sample XML format for importing subnet data.

<?xml version="1.0"?>
 
<subnets xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">

      <subnet>
            <address>10.6.1.0</address>
            <cidr>26</cidr>
            <cf1>subnet_cf1_value</cf1>
            <cf2>subnet_cf1_value</cf2>
            <cf3>subnet_cf1_value</cf3>
            <cf4>subnet_cf1_value</cf4>
            <cf5>subnet_cf1_value</cf5>
            <status>allocated</status>
            <assoc-cus>Test</assoc-cus>
            <enable-edge-ip>false</enable-edge-ip>
      </subnet>
             <subnet>
             <address>10.6.1.64</address>
             <cidr>26</cidr>
             <status>Quarantined</status>
             <change-status>Free</change-status>
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             <duration>10</duration>
             <unit>hours</unit>
             <cf1>cf1dfs</cf1>
             <enable-edge-ip>true</enable-edge-ip>
             <cf3></cf3>
             <cf4></cf4>
             <cf5>custfield5</cf5>
      </subnet>
</subnets>

Static Host Creation
Shown here is a sample XML format for importing static host data.

<?xml version="1.0" encoding="UTF-8"?>
<statichosts xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
 
      <statichost>
            <address>10.6.1.1</address>
      </statichost>
      <statichost>
            <address>10.6.1.2</address>
            <domain>test1host.com</domain>
      </statichost>

      <statichost>
           <address>10.6.1.3</address>
           <description>testdesc</description>
           <mac>11:22:33:a1:a2:a3</mac>
           <domain>test3host.com</domain>
           <cf1>test</cf1>
      </statichost>
      <statichost>
           <address>10.6.1.5</address>
           <domain>test5host.com</domain>
           <description>testdesc</description>
           <status>Blocked</status>
           <change-status>Free</change-status>
           <duration>5</duration>
           <unit>hour</unit>
           <cf4>test5</cf4>
           <cf1></cf1>
           <cf2></cf2>
           <cf3>custfield3</cf3>
      </statichost>
      </statichosts>

Static Range Creation
Shown here is a sample XML format for importing static range data.

<?xml version="1.0" encoding="UTF-8"?>
 
<static-ranges xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
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xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
 
      <static-range>
            <start-address>10.6.1.15</start-address>
            <end-address>10.6.1.18</end-address>
            <description>test static range</description>
            <status>Internal</status>
            <host-to-inherit-status>true</host-to-inherit-status>
            <auto-name-enabled>false</auto-name-enabled>
            <cf1>custfield1</cf1>
      </static-range>
 
      <static-range>
            <start-address>10.6.1.19</start-address>
            <end-address>10.6.1.21</end-address>
            <description>test static range</description>
            <auto-name-enabled>true</auto-name-enabled>
            <auto-name-prefix>teststaticrangehost</auto-name-prefix>
            <auto-name-domain-comp>com.</auto-name-domain-comp>
            <auto-name-index-start>1</auto-name-index-start>
            <auto-name-sort-type>increment</auto-name-sort-type>
            <auto-name-suffix>suf</auto-name-suffix>
            <auto-name-label-width>8</auto-name-label-width>
            <cf1>Srange1</cf1>
            <cf2>custfield2</cf2>
            <cf3>custfield3</cf3>
            <cf4>custfield4</cf4>
            <cf5>custfield5</cf5>
      </static-range>
 
      <static-range>
            <start-address>10.6.1.22</start-address>
            <end-address>10.6.1.25</end-address>
            <description>testdesc</description>
            <status>Blocked</status>
            <change-status>Free</change-status>
            <duration>5</duration>
            <unit>hour</unit>
            <cf4>test5</cf4>
            <cf1></cf1>
            <cf2></cf2>
            <cf3>custfield3</cf3>
      </static-range>
      </static-ranges>

Dynamic Range Creation
Shown here is a sample XML format for importing dynamic range data.

<?xml version="1.0" encoding="UTF-8"?>
<dynamic-ranges xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
       xmlns="http://xsd.oracle.com/inamimport.xsd"
       xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
       <dynamic-range>
             <start-address>10.6.1.6</start-address>
             <end-address>10.6.1.10</end-address>
             <description>description</description>
             <dhcp-server>dhcp-server</dhcp-server>
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             <lease-time-day>07</lease-time-day>
             <lease-time-hour>00</lease-time-hour>
             <lease-time-minute>00</lease-time-minute>
             <auto-name-prefix>pref</auto-name-prefix>
             <domain-comp>com.</domain-comp>
             <client-hostname>autonaming</client-hostname>
             <status>Blocked</status>
             <change-status>Free</change-status>
             <duration>5</duration>
             <unit>hour</unit>
             <cf1>cf1-updated</cf1>
             <cf2>cf2-updated</cf2>
             <cf4>Dynamic Range4</cf4>
             <cf5>Dynamic Range5</cf5>
       </dynamic-range>
 
       <dynamic-range>
             <start-address>10.6.1.27</start-address>
             <end-address>10.6.1.35</end-address>
             <description>description</description>
             <dhcp-server>dhcp-server</dhcp-server>
             <lease-time-day>1</lease-time-day>
             <lease-time-hour>2</lease-time-hour>
             <lease-time-minute>3</lease-time-minute>
             <auto-name-prefix>pref</auto-name-prefix>
             <domain-comp>com.</domain-comp>
             <client-hostname>autonaming</client-hostname>
             <status>Active</status>
             <cf2>cf2-updated</cf2>
             <cf4></cf4>
             <cf5></cf5>
       </dynamic-range>
 
       <dynamic-range>
             <start-address>10.6.1.36</start-address>
             <end-address>10.6.1.40</end-address>
             <description>description</description>
             <dhcp-server>dhcp-server</dhcp-server>
             <lease-time-day>1</lease-time-day>
             <lease-time-hour>1</lease-time-hour>
             <lease-time-minute>1</lease-time-minute>
             <auto-name-prefix>pref</auto-name-prefix>
             <domain-comp>com.</domain-comp>
             <client-hostname>autonaming</client-hostname>
             <status>Quarantined</status>
             <change-status>Free</change-status>
             <duration>5</duration>
             <unit>hour</unit>
             <cf1>cf1-updated</cf1>
             <cf2>cf2-updated</cf2>
             <cf4></cf4>
             <cf5></cf5>
       </dynamic-range>
 
       </dynamic-ranges>
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Resource Records
Shown here is a sample XML format for importing resource records data. This sample 
includes a sample for including domain names also.

<?xml version="1.0" encoding="UTF-8"?>
<resource-records xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
      <!-- A RR Creation -->
      <resource-record>
            <res-rec-a>
                  <domain>test.com.</domain>
                  <ttl>86400</ttl>
                  <managed>true</managed>
                  <address>10.6.1.1</address>
            </res-rec-a>
      </resource-record>
      <resource-record>
            <res-rec-a>
                <domain>a.test.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
                <address>10.6.1.2</address>
            </res-rec-a>
      </resource-record>
      <resource-record>
            <res-rec-a>
                <domain>b.test.com.</domain>
                <ttl>76400</ttl>
                <managed>true</managed>
                <address>10.6.1.3</address>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-a>
                <domain>a.com.</domain>
                <ttl>76400</ttl>
                <managed>true</managed>
                <address>10.6.1.4</address>
            </res-rec-a>
      </resource-record>
      <resource-record>
            <res-rec-a>
                <domain>b.a.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
                <address>10.6.1.5</address>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-a>
                <domain>zoneTemp.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
                <address>10.6.1.45</address>
            </res-rec-a>
      </resource-record>
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      <!-- MX RR Creating -->
      <resource-record>
            <res-rec-mx>
                <domain>a.com.</domain>
                <ttl>300</ttl>
                <wildcard>true</wildcard>
                <managed>true</managed>
                <priority>34</priority>
                <mailserver>b.a.com.</mailserver>
            </res-rec-mx>
      </resource-record>
      <!-- TXT RR Creating -->
      <resource-record>
            <res-rec-txt>
                <domain>a.com.</domain>
                <wildcard>false</wildcard>
                <ttl>400</ttl>
                <text>"ORACLE" "TELSTRA"</text>
            </res-rec-txt>
      </resource-record>
 
      <!-- SRV RR Creating -->
      <resource-record>
            <res-rec-a>
                <domain>example.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-a>
                <domain>_tcp.example.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-a>
                <domain>_sip._tcp.example.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-a>
                <domain>bigbox.example.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
                <address>10.6.1.41</address>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-srv>
                <domain>_sip._tcp.example.com.</domain>
                <ttl>300</ttl>
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                <wildcard>true</wildcard>
                <managed>true</managed>
                <priority>34</priority>
                <weight>60 </weight>
                <port>5060</port>
                <target>bigbox.example.com.</target>
            </res-rec-srv>
      </resource-record>
      <!-- NAPTR RR Creating -->
      <resource-record>
            <res-rec-naptr>
                <domain>a.com.</domain>
                <wildcard>true</wildcard>
                <ttl>300</ttl>
                <managed>true</managed>
                <order>100</order>
                <preference>34 </preference>
                <flag>U</flag>
                <services>E2U+SIP</services>
                <regex>""</regex>
                <replace>b.a.com.</replace>
            </res-rec-naptr>
      </resource-record>
      <!--CNAME Creation before Cname creation the parent must be zone 
enable"a.com" -->
      <resource-record>
            <res-rec-a>
                <domain>c.a.com.</domain>
                <ttl>86400</ttl>
                <managed>true</managed>
            </res-rec-a>
      </resource-record>
 
      <resource-record>
            <res-rec-cname>
                <domain>c.a.com.</domain>
                <ttl>6400</ttl>
                <managed>true</managed>
                <target>b.a.com</target>
            </res-rec-cname>
      </resource-record>
 
      <!-- Unmanaged   A RR creation -->
      <resource-record>
            <res-rec-a>
                <domain>testUnM.com.</domain>
                <ttl>6400</ttl>
                <managed>false</managed>
                <address>10.6.3.2</address>
            </res-rec-a>
      </resource-record>
      <!-- Unmanaged   AAAA RR creation -->
      <resource-record>
            <res-rec-aaaa>
                <domain>testUnM.com.</domain>
                <ttl>6400</ttl>
                <managed>false</managed>
                <ipv6address>2001::2</ipv6address>
            </res-rec-aaaa>
      </resource-record>
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      <!-- Unmanaged MX RR Creating -->
      <resource-record>
            <res-rec-mx>
                <domain>testUnM.com.</domain>
                <ttl>300</ttl>
                <wildcard>false</wildcard>
                <managed>false</managed>
                <priority>34</priority>
                <mailserver>testMX.com.</mailserver>
            </res-rec-mx>
      </resource-record>
 
      <!-- Unmanaged   CNAME RR creation -->
 
      <resource-record>
            <res-rec-cname>
                <domain>testUnMCname.com.</domain>
                <ttl>6400</ttl>
                <managed>false</managed>
                <target>test12.com</target>
            </res-rec-cname>
</resource-record>
<!-- Unmanaged   SRV RR creation -->
<resource-record>
            <res-rec-srv>
                <domain>_sip._tcp.example.com.</domain>
                <ttl>300</ttl>
                <wildcard>false</wildcard>
                <managed>false</managed>
                <priority>40</priority>
                <weight>60 </weight>
                <port>5060</port>
                <target>bigbox.example.com.</target>
            </res-rec-srv>
 </resource-record>
 
</resource-records>

Zone Profiles Creation
Shown here is a sample XML format for importing zone profiles related data.

<?xml version="1.0" encoding="UTF-8"?>
 
<zone-profiles xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
      <zone-profile>
            <name>testProfile.com.</name>
            <default-ttl>34400</default-ttl>
            <email>testProfile\.testProfile\.com\.</email>
            <email-is-unqualified>true</email-is-unqualified>
            <refresh-time>3600</refresh-time>
            <minimum-time>86400</minimum-time>
            <expire-time>604800</expire-time>
            <retry-time>900</retry-time>
            <soa-ttl>86400</soa-ttl>
      </zone-profile>



The Internet Name and Address Management Import Tool

6-12 IP Name and Address Service Guide

      <zone-profile>
            <name>profile2.com.</name>
            <default-ttl>86400</default-ttl>
            <email>profile2.profile2.com.</email>
            <email-is-unqualified>true</email-is-unqualified>
            <refresh-time>3600</refresh-time>
            <minimum-time>86400</minimum-time>
            <expire-time>604800</expire-time>
            <retry-time>900</retry-time>
            <soa-ttl>86400</soa-ttl>
      </zone-profile>
      <zone-profile>
            <name>Test.com.</name>
            <default-ttl>36420</default-ttl>
            <email>Test@Test.com.</email>
            <email-is-unqualified>false</email-is-unqualified>
            <refresh-time>3600</refresh-time>
            <minimum-time>86400</minimum-time>
            <expire-time>604800</expire-time>
            <retry-time>900</retry-time>
            <soa-ttl>86400</soa-ttl>
      </zone-profile>
      </zone-profiles>

Zone Creation
Shown here is a sample XML format for importing zones related data.

<?xml version="1.0" encoding="UTF-8"?>
<zones xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
       xmlns="http://xsd.oracle.com/inamimport.xsd"
       xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
 
       <!-- IPv4   Forward Zone -->
       <zone>
             <domain>test.com.</domain>
             <managed>true</managed>
             <default-ttl>5460</default-ttl>
             <serial>1</serial>
             <profile>profile2.com.</profile>
             <sec-enabled>false</sec-enabled>
       </zone>
 
       <zone>
             <domain>a.test.com.</domain>
             <managed>true</managed>
             <default-ttl>6460</default-ttl>
             <serial>2</serial>
             <profile>testProfile.com.</profile>
             <sec-enabled>false</sec-enabled>
       </zone>
 
       <zone>
             <domain>b.test.com.</domain>
             <managed>true</managed>
             <default-ttl>7640</default-ttl>
             <serial>1</serial>
             <profile>Test.com.</profile>
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             <sec-enabled>false</sec-enabled>
       </zone>

       <zone>
             <domain>a.com.</domain>
             <managed>true</managed>
             <default-ttl>7640</default-ttl>
             <serial>1</serial>
             <profile>testProfile.com.</profile>
             <sec-enabled>false</sec-enabled>
       </zone>
 
       <!-- IPv4 Reverse Zone -->
 
       <zone>
             <domain>1.6.10.in-addr.arpa.</domain>
             <managed>true</managed>
             <default-ttl>56410</default-ttl>
             <serial>1</serial>
             <profile>1.6.10.in-addr.arpa.</profile>
             <sec-enabled>false</sec-enabled>
       </zone>
 
       <zone>
             <domain>3.6.10.in-addr.arpa.</domain>
             <managed>true</managed>
             <default-ttl>56410</default-ttl>
             <serial>1</serial>
             <profile>3.6.10.in-addr.arpa.</profile>
             <sec-enabled>false</sec-enabled>
       </zone>
       <!--Instance Zone zonetemplate must exist before creating Instance zone  
-->
       <zone>
             <domain>zoneTemp.com.</domain>
             <managed>true</managed>
             <default-ttl>56410</default-ttl>
             <serial>1</serial>
             <template>zoneTemplate.</template>
             <sec-enabled>false</sec-enabled>
       </zone>
 
       </zones>

Wildcard A Resource Records Creation
Shown here is a sample XML format for importing wildcard A resource records related 
data.

<?xml version="1.0" encoding="UTF-8"?>
<resource-records xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
      <resource-record>
            <res-rec-wlca>
                  <domain>test.com.</domain>
                  <managed>true</managed>
                  <address>10.6.1.1</address>
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                  <wildcard>true</wildcard>
            </res-rec-wlca>
      </resource-record>
      <resource-record>
            <res-rec-wlca>
                  <domain>a.test.com.</domain>
                  <managed>true</managed>
                  <address>10.6.1.2</address>
                  <wildcard>true</wildcard>
            </res-rec-wlca>
      </resource-record>
      <resource-record>
            <res-rec-wlca>
                  <domain>b.test.com.</domain>
                  <managed>true</managed>
                  <address>10.6.1.3</address>
                  <wildcard>true</wildcard>
            </res-rec-wlca>
      </resource-record>
      <resource-record>
            <res-rec-wlca>
                  <domain>a.com.</domain>
                  <managed>true</managed>
                  <address>10.6.1.5</address>
                  <wildcard>true</wildcard>
            </res-rec-wlca>
      </resource-record>
      </resource-records>

DNS Server Creation
Shown here is a sample XML format for importing DNS servers related data.

<?xml version="1.0" encoding="UTF-8"?>
<dns-servers xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
      <dns-server>
            <name>dnsserver1</name>
            <ip>10.6.3.9</ip>
            <type>bind</type>
            <managed>true</managed>
            <domain>master.com.</domain>
            <description>dfsd</description>
            <cf1>dns server cf1</cf1>
            <directives />
      </dns-server>
      <dns-server>
            <name>dnsserver2</name>
            <ip>10.6.3.10</ip>
            <type>bind</type>
            <managed>true</managed>
            <domain>slave.com.</domain>
            <description>dfsd</description>
            <cf1>slave cf1</cf1>
            <directives />
      </dns-server>
      <dns-server>
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            <name>dns1</name>
            <ip>10.6.3.11</ip>
            <type>nominum</type>
            <managed>true</managed>
            <domain>ans.com.</domain>
            <description>dfsd</description>
            <cf1>nomunim_cf1</cf1>
            <directives />
      </dns-server>
      <dns-server>
            <name>dns0</name>
            <ip>10.6.3.13</ip>
            <type>bind</type>
            <managed>true</managed>
            <domain>bind.com.</domain>
            <description>dfsd</description>
            <cf1>dns server_cf1</cf1>
            <directives />
      </dns-server>
 
      </dns-servers>

Zone to DNS Server Mapping
Shown here is a sample XML format for mapping zones to DNS servers.

<?xml version="1.0" encoding="UTF-8"?>
<zone-server-maps xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
      xmlns="http://xsd.oracle.com/inamimport.xsd"
      xsi:noNamespaceSchemaLocation="./xml/import.xsd" 
xsi:schemaLocation="http://xsd.oracle.com/inamimport.xsd">
 
      <zone-server-map>
            <server>dnsserver1</server>
            <zone>a.test.com.</zone>
            <behaviourtype>master</behaviourtype>
            <directives>allow-update { 127.0.0.1; }; allow-transfer { none; 
};</directives>
      </zone-server-map>
      <zone-server-map>
            <server>dnsserver2</server>
            <zone>a.test.com.</zone>
            <behaviourtype>slave</behaviourtype>
            <directives>allow-update { 127.0.0.1; }; allow-transfer { none; 
};</directives>
            <slave-masters>10.6.3.9</slave-masters>
      </zone-server-map>
<!-- IPv4 Reverse Zone  mapping to DnS server -->
<zone-server-map>
            <server>dnsserver1</server>
            <zone>1.6.10.in-addr.arpa.</zone>
            <behaviourtype>master</behaviourtype>
            <directives>allow-update { 127.0.0.1; };
            allow-transfer { none; };</directives>
      </zone-server-map>
 
      <zone-server-map>
            <server>dnsserver2</server>
            <zone>3.6.10.in-addr.arpa.</zone>
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            <behaviourtype>master</behaviourtype>
            <directives>allow-update { 127.0.0.1; };
            allow-transfer { none; };</directives>
                  </zone-server-map>
 
      <zone-server-map>
            <server>dns0</server>
            <zone>a.com.</zone>
            <behaviourtype>master</behaviourtype>
            <directives>allow-update { 127.0.0.1; }; allow-transfer { none; 
};</directives>
      </zone-server-map>
      </zone-server-maps>
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7Reports

This chapter provides information regarding reports in association with Oracle 
Communications Internet Name and Address Management. Reports provide 
specialized views of data in the system. Reports may provide comprehensive views 
that are impractical to display in the GUI, display data that is not directly accessible 
from the GUI, or provide data in a specific format suitable for use in another 
environment.

The Reports Controller page is a common page from which you can generate any of 
the following reports:

■ Audit Report

■ DHCP Summary/Lease Report

■ IPv4 APNIC Report

■ IPv6 APNIC Report

■ IPv6 Network Utilization Report

■ Network Utilization Report

■ Optimization Report

■ User Report

■ Version Report

Report Generation
Each report has a set of configuration fields so the user can customize the report 
contents. The criteria fields are explained in the report-specific sections of this chapter.

Users, User Groups, and Report Generation
Users can generate a report for any customer if they are a member of the Service 
Administrator or Service Help Desk Administrator groups.

Users can generate a report for their own customers and any of the child customers in 
the hierarchy if they are a member of the Customer Service Administrator. Domain 
Administrators and Domain Help Desk Administrators can generate reports only for their 
own customers.

Users belonging to custom groups can generate a report only for their own customers 
and only if the custom group has at least the following read permissions:

■ INA Address Management Manager
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■ INA Domains Manager

■ INA Profiles Manager

■ Customer Manager

■ Groups Manager

■ User Manager

Command Line Interface Report Generation
For information about report generation using the command line interface, see Internet 
Name and Address Management Installation and Administration Guide.

Scheduling Reports
Expand the Report Scheduler shutter to configure settings for automatic generation of 
reports.

Users, User Groups, and Report Scheduling
Users can schedule a report for any customer if they are a member of the Service 
Administrator or Service Help Desk Administrator groups.

Users can schedule a report for their own customer and any of the child customers in 
the hierarchy if they are a member of the Customer Service Administrators. Domain 
Administrators and Domain Help Desk Administrators can schedule reports only for their 
own customers.

Users belonging to custom groups can schedule a report only for their own customers 
and only if the custom group has at least the following read permissions:

■ INA Address Management Manager

■ INA Domains Manager

■ INA Profiles Manager

■ Customer Manager

■ Groups Manager

■ User Manager

Supported Reports
The following reports support scheduling:

■  IPv4 APNIC Report

■ IPv6 APNIC Report

■ IPv6 Network Utilization Report

■ Network Utilization Report

■ Optimization Report

■ User Report

The Microsoft and Solaris DHCP Summary/Lease reports are not supported as these 
reports involve manual intervention and therefore cannot be automated.
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Report Scheduler Parameters
Set the parameter field values to refine automatic report generation.

■ Report Name: A name for the report.

■ Start Date: The start date of the reporting period.

■ End Date: The end date of the reporting period. If this value is not provided and 
the user selects Daily or Weekly, report generation runs indefinitely.

■ Time of Day: The time of day the report runs. If this value is not provided, the 
current server time is used.

■ Daily: If selected, the report runs daily.

■ Weekly: If selected, the report runs weekly.

■ First day of the Month: If selected, the report runs on the first calendar day of the 
month.

■ Last day of the Month: If selected, the report runs on the last calendar day of the 
month.

Clicking Save adds the report to the Scheduled Reports table and the report is 
registered with the scheduling engine.

To remove a report or reports, the user must select the report or reports and select 
Delete. 

Report Output Formats
The report download feature allows the user to initiate a report run on the server and 
gives user the ability to access reports located on the server at a later time. This allows 
customers with firewalls that block connections after a period of time from having 
problems between the firewall and report generation. Oracle Communications Internet 
Name and Address Management also supports scheduling a report for a later point of 
time.

A subset of the following report formats are available for each report type:

Export: Semicolon Separated
The report is generated in a semicolon separated format.

Export: HTML
The report is generated in HTML format.

Export: CSV
The report is generated in a CSV format.

Export: Text
The report is generated in text format.

Export: XML
The report is generated in XML format.

For each of the above file formats, the user can view the report in a browser or 
download the report to the local system. 

■ To download the report, click the link displayed after the report is generated.
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■ To view the report in a browser, copy the URL displayed after the report is 
generated, to a browser.

Local Display
The report is displayed on the screen and no report file is generated. 

Audit Report
The audit logging capability tracks comprehensive information on changes made to 
most INA objects including Domains, Zones, and Resource Records. The Audit report 
provides the history of an object from creation onward and provides the capability to 
filter on changes made by specific users, and to specify a time frame for the report 
(one-second granularity).

The Audit report shows a precise view of changes that have been made to the system. 
This may be used to perform corrective actions or to correlate changes with other 
network events.

Any changes made to the following entities are reflected in the Audit log and Audit 
report:

■ Network

■ Subnet

■ Static Range

■ Dynamic Range

■ Static Host

■ Domain

■ Zone Template

■ Zone Profile

■ DNSSEC

■ Resource Record

■ IPv6Network

■ IPv6Subnet

■ IPv6DynamicRange

■ IPv6Host

A Zone is an extension of a Domain, therefore, entries in the Audit report for a Zone 
include Domain attributes. A Resource Record is a child of a Domain, therefore, each 
entry in the Audit report for a Resource Record shows as a distinct row containing the 
Resource Record attributes only and the name of its parent Domain.

In addition, the end user has the ability to search by object or timeframe, and can 
receive a list of changes.

This mechanism has been implemented through the API to include logging 
functionality, which records the date and time of the change, the username of the user 

Note:  The download link and URL given after report generation is 
available only if the user keeps the same session from which the 
report was initiated.
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who made the change, the contents of the object prior to the change (including custom 
fields), and the contents after the change (including custom fields).

The information is logged to a file in the following location:

<OCINAM_HOME>/log/INA.<Customer Name>.<Month.dd.yyyy>.log

where:

■ <Customer Name> is the Internet Name and Address Management Customer the 
change was made in.

■ <Month.dd.yyyy> is the current date.

For example, the log file for ABC Customer would look like the following: 

<OCINAM_HOME/>log/INA.ABC.Mar.18.2010.log.

The log file is created in the following format:

<timestamp>:<username>:<object type>:<start address><ldap data before 
modification>:<ldap data after modification>, where:

■ <timestamp> is the timestamp of the modification (for example, Thu Mar 18 
10:57:00 CDT 2010).

■ <user name> is the Username of the person who made the change.

■ <object type> is the INA object type.

■ <start address> is the start IP address of the object.

■ <ldap data before modification> LDAP data before modification by the user.

■ <ldap data after modification> LDAP data after modification by the user.

The Internet Name and Address Management Customer Details window contains 
information regarding the period for which the logged data is maintained. The default 
value is six months. The user has the privilege to change the value on a 
Customer-by-Customer basis up to a maximum of twelve months.

The user can also disable the audit logging functionality by deselecting a check box on 
the Customer Details page.

Audit Report Generation
To generate an Audit report from the Internet Name and Address Management GUI, 
select Audit Report in the Reports Controller and click Submit. The report generation 
criteria fields are displayed.

Report Generation Criteria
When generating an Audit report, the following fields can be used to refine the Audit 
report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ IPv4 Address: (for example, 10.13.4.0) - the wildcard '*' is supported (for example, 
10.13.4. *). 

Note: If you enter an IPv4 address, you cannot enter an IPv6 
address.
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■ IPv6 Address: (for example, 2001:1111:1111::9) - the wildcard '*' is supported (for 
example, 2001:1111:1111::*). 

■ Object Type: (Blank, Network, Subnet, Static Range, Dynamic Range, Static Host, 
Domain, Zone Template, Zone Profile, DNSSEC, Resource Record, IPv6Network, 
IPv6Subnet, IPv6DynamicRange, IPv6Host) If Blank is selected, it denotes any 
INA Object.

■ User Id: (for example, admin) - the wildcard '*' is supported.

■ Object Instance: (Data Before Modification, Data After Modification)

■ Start Date: (date and time)

■ End Date: (date and time)

To run the Audit report, the user is required to enter, at a minimum, the Customer 
Name, Start Date, and End Date. This enables an Audit report to be generated 
encompassing all objects within a specific customer.

The minimum reporting period is one day, the maximum is twelve months and the 
default is six months.

Report Output Formats
An Audit report can be generated in HTML or CSV format, or can be displayed locally 
on the screen. 

Audit Purger
The log file generated for a Customer can be deleted when the AuditPurger script is 
run in the following scenarios:

■ When the Enable Audit Logging check box on the Customer Details window is 
deselected, the Audit Purger deletes all log files for that customer. 

■ When log files fall outside the Audit Retention Period, the Audit Purger deletes 
them.

■ When a customer with Audit Logging enabled is deleted, the Audit Purger deletes 
all log files associated with that customer.

To run the Audit Purger, go to <ocinam_home>/bin and enter execute 
./inamauditpurger -d9.

To kill the Audit Purger script execute the following: 

ps -ef | grep Auditpurger

kill -9 <Process ID>

DHCP Summary/Lease Report
The DHCP Summary/Lease Report generates DHCP statistics for a customer. This 
report can be generated for the following DHCP server types:

■ Solaris

■ Microsoft

Note: If you enter an IPv6 address, you cannot enter an IPv4 
address.
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DHCP Summary/Lease Report Generation
If you plan to generate a DHCP Summary/Lease report for the Microsoft DHCP 
server, you will need to export the summary and lease information file 
(msdhcpcfg.cur) from the Microsoft DHCP server before you generate the DHCP 
Summary/Lease report in the Internet Name and Address Management GUI.

1. Run the ExtractMSDhcpData.bat file located in the <MSDHCP_PIC_HOME>/bin 
directory to generate the msdhcpcfg.cur file in the <MSDHCP_PIC_HOME>/log 
directory. 

2. Manually, use FTP to transfer the msdhcpcfg.cur file to the: <OCINAM_
HOME>/data/microsoftdhcp directory.

If you plan to generate a DHCP Summary/Lease report for the Solaris DHCP server, 
you must manually generate the cur file using the "ExtractSolarisDhcpData" script that 
is in the <OCINAM_HOME>/bin directory. If the PIC and the Internet Name and 
Address Management server are on the same machine, then you can directly generate 
the Lease/Summary Report for the Solaris DHCP server. If the Solaris DHCP server is 
running on a different machine than the Internet Name and Address Management 
server, you have to copy the generated cur file to <OCINAM_HOME>/data/dhcppic 
on the machine where the Internet Name and Address Management server is running 
to generate the report.

To generate a DHCP Summary/Lease report for either the Microsoft or Solaris DHCP 
server from the Internet Name and Address Management GUI, select DHCP 
Summary/Lease Report in the Reports Controller and click Submit. The report 
generation criteria fields are displayed.

Report Generation criteria
When generating a DHCP Summary/Lease Report, the following fields can be used to 
refine the DHCP Summary/Lease Report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ DHCP Server Name: (for example, DHCPServer1)

■ Server Type: (Solaris or Microsoft)

■ Radio buttons to select the type of report. Available options are "Show Summary 
Report" and "Show Lease Report".

■ DHCP Summary/Lease Report Associations shutter. Select the Dynamic Range 
custom fields to include in the report and set the order to display them in the 
report.

Report output formats
A DHCP Summary/Lease report can be generated in Text format, or can be displayed 
locally on the screen.

DHCP Summary/Lease Report for Solaris
The DHCP Summary/Lease report for the Solaris server contains the following:

Summary Report Details
■ Details of a specific customer or group of customers
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■ The DHCP server for which report is requested. A single DHCP Server can be 
selected or All DHCP servers can be selected

■ Name and IP address of Primary and Backup DHCP Server

■ Range of addresses that the DHCP Server is serving

■ Includes static addresses served and available

■ Number of addresses assigned

■ Number of addresses available for assignment

■ Total Number of addresses in the range

Lease Report Details
■ Details of a specific customer or group of customers

■ The DHCP server for which report is requested. A single DHCP Server can be 
selected or All DHCP Servers can be selected

■ Dynamic Range that the DHCP Server is serving

■ Total Lease Time set for that Dynamic Range

■ IP Address served

■ Client Identification assigned for that served IP address

■ MAC address of the client

■ Lease Expires interval

IPv4 APNIC Report
The IPv4 APNIC report can be used to facilitate the application process when 
requesting additional IPv4 address space from APNIC. Internet Name and Address 
Management provides reports containing data that can be used in the APNIC IPv4 
application process.

On the Customer Details page, the user can identify a Internet Name and Address 
Management Customer as Internal. This allows any organizational divisions to be 
represented in Internet Name and Address Management as Customers so internally 
used IP address space can be reported correctly.

IPv4 APNIC Report Generation
To generate an IPv4 APNIC report from the Internet Name and Address Management 
GUI, select IPv4 APNIC Report in the Reports Controller and click Submit. The 
report generation criteria fields are displayed.

Report Generation Criteria
When generating an IPv4 APNIC report, the following fields are used to refine the 
IPv4 APNIC report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Network Name: (for example, ABCNORTHAMER)

■ Email Address: (for example, person@ABC.com)

■ Connection Provider: (for example, ISPAllIn)
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■ Description: (for example, ABCHQPortlandOR)

■ Maintainer: (for example, "MAINT-WF-EXAMPLENET")

■ Connectivity: (PEERING_POINT, SERVICE-PROVIDER, OTHER)

■ Country: (for example, AFGHANISTAN)

■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.

Report Output Formats
An IPv4 APNIC report can be generated in Text or HTML format, or can be displayed 
locally on the screen.

Reports generated in Text or HTML format are stored on the Solaris server that is 
running the Internet Name and Address Management GUI (WebLogic Server) in the 
<OCINAM_HOME>/reports/APNIC/IPv4 directory.

IPv4 APNIC Request Form
IPv4 Internet addresses are unique 32-bit identifiers that are used for the management 
of the global IPv4 public address space. They enable APNIC to publish guidelines 
relating to specific request evaluation requirements and best current practice issues.

The rIPv4 report format adheres to the APNIC IPv4 request form. If the request form 
changes in the future, the report can be manually modified to adhere to the new 
format. The data for the fields of the APNIC IPv4 request form are populated from 
within Internet Name and Address Management.

The following tables detail each section of the APNIC IPv4 request form and where 
data for those fields are populated from within Internet Name and Address 
Management:

■ Table 7–1, " Network Template"

■ Table 7–2, " First Allocation Template"

■ Table 7–3, " ISP Technical Template"

Note: If you select OTHER, a description of the connection method 
should be added to the report manually after generation.
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First Allocation Template
The First Allocation Template section is automatically generated with N/A for all 
attributes. If the report requires this section to be filled in, this can be done manually 
after report generation. Table 7–2 lists the attributes for the First Allocation Template. 
Table 7–3 lists the attributes for the ISP Technical Template.

Table 7–1 Network Template

Attribute Description
Internet Name and Address 
Management Data Point

netname The network name (netname) should be a short, but 
meaningful name for this network. It is used mainly for 
administrative purposes such as consistency checking. 
Please use a name that identifies the network and 
relates to the organization that is requesting the address 
space.

The network name should be a single word of less than 
25 capital alphanumeric characters.

Specified as a mandatory configurable 
parameter on the APNIC IPv4 Report 
Page in Internet Name and Address 
Management.

Descr The description of the organization (descr) should be a 
brief description of the organization that will be using 
the address space. This field should include the location 
of the organization and enough detail to distinguish it 
from other organizations.

Specified as a mandatory configurable 
parameter on the APNIC IPv4 Report 
Page in Internet Name and Address 
Management.

Country The country attribute should contain the most 
appropriate two-letter ISO-3166 country code.

In cases where more than one country may be 
appropriate, please use the country where the 
administrative contact is located.

Taken from the information configured on 
the Customer Details page from the 
Customer running the report. For 
example, if the user running the report 
belongs to the Customer ABC, the 
country configured for ABC is used.

admin-c An administrative contact (admin-c) must be someone 
who is physically located at the site of the network.

Taken from the information configured on 
the Customer Details page from the 
Customer running the report. For 
example, if the user running the report 
belongs to the Customer ABC, the admin 
contact configured for ABC is used.

tech-c A technical contact (tech-c) must be a person 
responsible for the day-to-day operation of the 
network, but does not need to be physically located at 
the site of the network.

Taken from the information configured on 
the Customer Details page from the 
Customer running the report. For 
example, if the user running the report 
belongs to the Customer ABC, then the 
tech contact configured for ABC is used.

remarks The remarks attribute can be used for any remarks 
about the address space in this network that cannot be 
expressed in any of the other attributes. Remarks 
should only be included if they provide extra 
information to users of the database.

The field is left blank and can be filled in 
manually after report generation, if 
needed.

changed The changed attribute is used to record the e-mail 
address of the person completing or updating this 
template, followed by the corresponding date.

The email address is specified as a 
mandatory configurable parameter on the 
APNIC IPv4 Report  page in Internet 
Name and Address Management. The 
date is auto-generated as YYYYMMDD.

mnt-lower A maintainer object is a database object used to 
authorize updates to the APNIC database.

Specified as a mandatory configurable 
parameter on the APNIC IPv4 Report 
page in Internet Name and Address 
Management.

source The source attribute indicates the registry responsible 
for maintaining the IP address allocation details.

Hard coded to “APNIC”
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Table 7–2 First Allocation Template

Attribute Description Internet Name and Address 
Management Data Point

min-criteria The min-criteria attribute is used to indicate that you 
have read and understood the minimum criteria for an 
initial IPv4 allocation.

Hard coded to “N/A”

renumber-date The renumber-date attribute indicates when you plan 
to return any currently-held IPv4 address to your 
upstream provider and renumber your network into the 
address range to be allocated by APNIC.

Hard coded to “N/A”

renumber-org The renumber-org attribute identifies the organization 
to which you will return any currently held IPv4 
address space.

Hard coded to “N/A”

Table 7–3 ISP Technical Template

Attribute Description Internet Name and Address Management 
Data Point

acct-name The acct-name attribute should contain your 
unique APNIC account name.

Taken from the Organizational Identifier 
parameter configured on the Customer to 
which the user running the report belongs.

connectivity The connectivity attribute describes how you 
intend to connect the network to the Internet.

The three options for this field are:

■ PEERING-POINT (meaning the network will 
connect to a neutral Internet exchange point 
at which three or more service providers 
share a common "layer 2 infrastructure" to 
exchange traffic)

■ SERVICE-PROVIDER (meaning the network 
will connect to an Internet service provider)

■ OTHER (meaning the network will connect 
to an organization that is neither a peering 
point nor a service provider. If the OTHER 
option is selected then a description of the 
connection method should be included in the 
additional comments field)

Specified as a mandatory configurable 
parameter on the APNIC IPv4 Report 
page in Internet Name and Address 
Management.

conn-provider The conn-provider attribute identifies the 
organizations which will provide Internet 
connection to this network.

Specified as a mandatory configurable 
parameter on the APNIC IPv4 Report 
page in Internet Name and Address 
Management. The default will be the Root 
Customer.

all-0s-subnets The all-0s-subnet attribute notes whether your 
network can support "all zeros" subnets.

Hard coded to “Yes”

all-1s-subnets The all-1s-subnet attribute notes whether your 
network can support "all ones" subnets.

Hard coded to “Yes”

supernets The supernets attribute notes whether your 
network can support supernetting, meaning you 
are able to aggregate multiple contiguous 
networks into a single routing announcement.

Hard coded to “Yes”

subnets The subnets attribute notes whether your 
network can support subnetting, meaning you 
are able to separately route parts of a single 
routing prefix.

Hard coded to “Yes”
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Cust-network Field
The CUST-NETWORK field provides a summary of the assignment information you 
have made to customers in the past. If you have assigned networks to customers, you 
MUST provide the re-assignment information for those networks in the following 
format:

<netname> <address> <mask> <hinit/h6mo/h1yr sinit/s6mo/s1yr date>

Internet Name and Address Management generates the first three components of this 
field for all Subnets in the Assigned and Active statuses across the current Customer 
and all downstream Customers. A downstream Customer is a customer for which a 
Subnet has been allocated to them from an upstream Customer. A typical example 
follows:

For the <netname> parameter, Internet Name and Address Management 
auto-generates a value combining the name of the Customer currently assigned the 
Subnet and the IP address. For example,

ABC -10.13.3.0

An example with all parameters,

ABC -10.13.3.0 10.13.3.0 255.255.255.0 <hinit/h6mo/h1yr sinit/s6mo/s1yr date>

The end user is responsible for filling in the portions in between the <> symbols. This 
is a manual process done after report generation.

Infrastructure
The Infrastructure field provides a summary of the addresses you are currently using 
for your network infrastructure, that is, the addresses that you did not assign to 
customers and which do not appear in the APNIC database. 

The format as defined by APNIC is as follows:

<address> <mask> <connect> <max> <hinit/h6mo/h1yr> <remark>

cust-network The cust-network attribute summarizes past 
assignments made to customers of this network. 
This field is used by APNIC to establish the 
patterns of address assignment in this network.

Detailed in cust-network section

infrastructure The infrastructure attribute summarizes the 
address assignments made to the organization’s 
network infrastructure. These addresses are not 
used for customer assignments.

Detailed in infrastructure section

cable-bootstrap The cable-bootstrap attribute indicates whether 
you wish to have your request evaluated under 
the simplified bootstrap evaluation criteria for 
new cable or DSL services.

Hard-coded to “N/A”

cable-list The cable-list attribute describes the equipment 
to be used in the deployment of a new cable or 
DSL service.

Hard-coded to “N/A”

network-plan The network-plan attribute summarizes the 
address assignments planned for the 
organization’s network infrastructure over the 
coming year. It is not used for planned customer 
assignments.

Blank.

Table 7–3 (Cont.) ISP Technical Template
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Internet Name and Address Management generates the following fields for all the 
Subnets located in the current Customer marked as Internal and for all Subnets that 
have been allocated to Customers tagged as Internal.

<address>

<mask>

<max>

For example,

10.13.3.0 255.255.255.0 <connect> 254 <hinit/h6mo/h1yr> <remark>

The end user is responsible for filling in the portions in between the <> symbols. This 
is a manual process done after report generation.

IPv6 APNIC Report
The IPv6 APNIC report can be used to facilitate the application process when 
requesting additional IPv6 address space from APNIC. Internet Name and Address 
Management provides reports containing data that can be used to contribute in the 
APNIC IPv6 application process.

On the Customer Details page, the user can identify a Internet Name and Address 
Management Customer as Internal. This allows any organizational divisions to be 
represented in Internet Name and Address Management as Customers so internally 
used IP address space can be reported correctly.

IPv6 APNIC Report Generation
To generate an IPv6 APNIC report from the Internet Name and Address Management 
GUI, select IPv6 APNIC Report in the Reports Controller and click Submit. The 
report generation criteria fields are displayed.

Report Generation Criteria
When generating an IPv6 APNIC report, the following fields are used to refine the 
IPv6 APNIC report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Requestor Name: (for example, Jane Doe)

■ Requestor Email: (for example, jdoe@ABC.com)

■ Maintainer: (for example, "MAINT-WF-EXAMPLENET")

■ Type of Customers: (cust-types)

The types of customer (cust-types) attribute lists the types of customer that will be 
provided services from this network.

Common values for this field are: residential, small office, business, education, 
government, and ISP. Please describe the types of customer as briefly as possible.

For example: 

cust-type: residential, small office, business, ISP

■ Network Name: (for example, ABCNORTHAMER)

■ Description: descr)
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The description of the organization (descr) should be a brief description of the 
organization that will be using the address space. This field should include the 
location of the organization and enough detail to distinguish it from other 
organizations.

This field should not be used to contain any advertising information.

Please limit the content of this field to no more than five lines of text.

For example:

descr: SparkyNet, Sdn Bhd

descr: Internet Service Provider

descr: Pinang, Malaysia

■ Types of Services: (services)

The types of services offered (services) attribute lists the types of network services 
to be offered in the IPv6 network. This information is useful for APNIC to 
understand the type of network that is being planned.

Common values for this field are: leased line, dial up, facilities management, web 
hosting, VOIP, and transit. Please describe the services as briefly as possible.

For example:

services: leased line, dial up, web hosting

■ Country: (for example, AFGHANISTAN)

■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.

Report Output Formats
An IPv6 APNIC report can be generated in Text or HTML format, or can be displayed 
locally on the screen.

IPv6 APNIC Request Form
IPv6 Internet addresses are unique 128-bit identifiers used to address hosts on the 
Internet. The IPv6 APNIC report format adheres to the APNIC IPv6 request form. If 
the request form changes in the future, the report can be manually modified to adhere 
to the new format. The data for the fields of the APNIC IPv6 request form are 
populated from within Internet Name and Address Management.

The following tables detail each section of the APNIC IPv6 request form and where 
data for those fields are populated from within Internet Name and Address 
Management. 

■ Table 7–4, " Requestor Template"

■ Table 7–5, " IPv6 Usage Template"

■ Table 7–6, " Infrastructure Template"
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Cust-network Field
The cust-network attribute summarizes past IPv6 assignments made to customers of 
this network. This field is used by APNIC to establish the patterns of address 
assignment in this network. If you have assigned IPv6 networks to customers, you 
must provide the assignment information for those networks in the following format.

<subnet-size> <netname>

Internet Name and Address Management generates all components of this field for all 
Subnets in the Assigned state across the current Customer and all downstream 
Customers. A downstream Customer is a customer for which a Subnet has been 
allocated to them from an upstream Customer. A subnet is assigned to ABC and then 

Table 7–4 Requestor Template

Attribute Description
Internet Name and Address Management Data 
Point

name Provide the full name of the person 
completing the request form.

Specified as a mandatory configurable parameter 
on the APNIC IPv6 Report page in Internet Name 
and Address Management.

email Provide the email address of the person 
completing the request form.

Specified as a mandatory configurable parameter 
on the APNIC IPv6 Report page in Internet Name 
and Address Management.

acct-name The acct-name attribute should contain 
your unique APNIC account name.

Taken from the Organizational Identifier 
parameter configured on the Customer to which 
the user running the report belongs.

org-relationship The relationship attribute describes the 
relationship of the person completing 
the request form to the organization 
intending to use the address space.

Blank.

Note: The Network Template format and values are determined in 
the same manner as with the IPv4 request form.

Table 7–5 IPv6 Usage Template

Attribute Description
Internet Name and Address 
Management Data Point

services The types of services offered (services) attribute 
lists the types of network services to be offered in 
the IPv6 network.

Specified as a mandatory configurable 
parameter on the APNIC IPv6 Report 
page in Internet Name and Address 
Management.

cust-types The types of customer (cust-types) attribute lists 
the types of customer that will be provided 
services from this network.

Specified as a mandatory configurable 
parameter on the APNIC IPv6 Report 
page in Internet Name and Address 
Management.

cust-network The cust-network attribute summarizes past IPv6 
assignments made to customers of this network.

Detailed in cust-network section.

infrastructure The infrastructure attribute summarizes the IPv6 
address assignments made to the organization’s 
network infrastructure.

Detailed in infrastructure section.

network-plan The network-plan attribute summarizes the 
address assignments planned for the organization’s 
network infrastructure, for up to two years.

Blank.
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ABC assigns parts of that IP space to further downstream Customers. In this scenario, 
Internet Name and Address Management reports all assignments from ABC 
downward.

For the <netname> parameter, Internet Name and Address Management 
auto-generates a value combining the name of the Customer currently assigned the 
Subnet and the IP address. For example,

ABC-2001:0db8:1234::

An example with all parameters,

48 ABC-2001:0db8:1234::

Infrastructure Field 
The infrastructure attribute summarizes the IPv6 address assignments made to the 
organization's network infrastructure. These addresses are not used for customer 
assignments. This field is used by APNIC to establish the patterns of address 
assignment within this network.

You should provide descriptions of all assignments made to your network 
infrastructure in the following format:

<subnet-size> <descr>

Internet Name and Address Management generates all components of this field for all 
the Subnets located in the current Customer marked as Internal and for all Subnets 
that have been allocated to Customers tagged as Internal. The <descr> field is taken 
from the Subnet Description field. Table 7–6 lists the attributes for the Infrastructure 
Template

Example:

/48 Mobile

IPv6 Network Utilization Report
The IPv6 Network Utilization Report generates IPv6 address usage information for 
Networks and Subnets for each customer.

IPv6 Network Utilization Report Generation
To generate an Ipv6 Network Utilization report from the Internet Name and Address 
Management GUI, select Ipv6 Network Utilization Report in the Reports Controller 
and click Submit. The report generation criteria fields are displayed.

Table 7–6 Infrastructure Template

Attribute Attribute (short) Definition/ explanation

Size of infrastructure 
subnet

subnet-size The size of the subnet assigned to the 
infrastructure, as a prefix in slash notation.

Example: /48

Description of 
infrastructure subnet

descr A brief description of this element of your 
infrastructure.
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Report Generation Criteria
When generating an IPv6 Network Utilization report, the following fields can be used 
to refine the IPv6 Network Utilization report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ Address Range Start: (for example, 2001:1111:1111::1)

■ Address Range End or Prefix Length: (for example, 2001:1111:1111::9 or 32)

■ Top Level Object: (IPv6Network, IPv6Subnet, IPv6DynamicRange, IPv6Host)

■  Select Items to include in Report. Select the check box for each item to include it 
in the report. These check boxes are contextual, only those that are appropriate for 
the selected top level object are enabled.

– When the IPv6 Network option is selected the following fields are displayed:

* Prefix

* Description

* Status

* Prefix Length 

– When the IPv6 Subnet option is selected the following fields are displayed:

* Prefix

* Description

* Status

* Prefix Length 

– When the IPv6 Host option is selected the following fields are displayed:

* Prefix

* Interface ID range

* Description

* Status 

– When the IPv6 Dynamic Range option is selected the following fields are 
displayed:

* Prefix

* Interface ID range

* Description

* Status 

– The /56 HD-Ratio option may be selected when networks are included in the 
report. If a /56 is partitioned to smaller subnets and any of these subnets are in 
use, the /56 is considered to be utilized. The HD Ratio is calculated as the ratio 
of log10 (number of /56 subnets utilized) and log10 (2^(56-networkcidr)).

– The /64 Subnet utilization option may be selected if network or subnet or 
both are selected to be included in the report. The "Subnet Utilization" option 
provides a count of the number of /64 subnets that are being used within an 
address range. When blocks of addresses greater than /64 are shown as being 
in use, the number of equivalent /64 subnets is calculated.
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– When the IP Utilization option is selected, the number of IP interfaces within 
each contained object is displayed under a heading IP Utilization. All entries 
within a dynamic range are included in this count. The IP interfaces are 
considered as per their status, as follows:

* None - Not counted

* Internal - Utilized

* Free - Not counted

* Reserved - Utilized

* Pending - Utilized

* Active - Utilized

■ Override IPv6 Network Utilization Report Associations check box. Select this 
check box to enable this functionality.

■ Subnet Status: (Any, None, Internal, Free, Reserved, Assigned, Allocated)

■ Static Host Status: (Any, None, Internal, Free, Reserved, Assigned, Allocated)

■ Dynamic Range Status: (Any, None, Internal, Free, Reserved, Assigned, 
Allocated)

■ /56 HD-Ratio above: Enter a decimal value between 0 and 1.)

■ IPv6 Network Utilization Report Associations For each type of INA object listed, 
identify the custom fields and their order to include in the IPv6 Network 
Utilization Report.

■ Report Scheduler Set the field values to refine automatic report generation.

Report output formats
An IPv6 Network Utilization report can be generated in Semicolon separated, HTML, 
CSV, or XML format, or can be displayed locally on the screen. 

Network Utilization Report
The Network Utilization report generates IPv4 address usage information for 
Networks and Subnets for each customer. 

 Network Utilization Report Generation
To generate a Network Utilization report from the Internet Name and Address 
Management GUI, select Network Utilization Report in the Reports Controller and 
click Submit. The report generation criteria fields are displayed.

Note: For /64 Subnet Utilization and /56 HD-Ratio calculation, the 
subnet should be considered ’in use’ whenever the subnet status is 
Internal, Reserved, Assigned, Allocated Externally, Pending, or 
Active. 

Only if the status is ’None’, do we have to look into the subnet and see 
if any dynamic range is created or at least one host is defined at a 
status other than ’None’ or ’Free’.
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Report Generation Criteria
When generating a Network Utilization report, the following fields can be used to 
refine the IPv4 Network Utilization report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ Address Range Start: (for example, 10.0.0.1)

■ Address Range End or CIDR Number: (for example, 10.0.0.9 or 24)

■ Top Level Object: (Network, Subnet, Static Range, Dynamic Range, Static Host)

■  Select Items to include in Report. Select the check box for each INA object to 
include it in the report. These check boxes are contextual in that only those INA 
objects that are appropriate for the selected top level object are enabled.

■ Utilization check boxes. Select the check box for each item to include it in the 
report.

■ Subnet Status: (Any, None, Internal, Free, Reserved, Assigned, Allocated, Active, 
Blocked, Quarantined, Pending)

■ Static Host Status: This field is enabled if Network or Static Host is selected as the 
top level object. (Any, None, Internal, Free, Reserved, Active, Blocked, 
Quarantined, Pending)

■ Dynamic Range Status: This field is enabled if Network or Dynamic Range is 
selected as the top level object. (Any, None, Internal, Free, Reserved, Active, 
Blocked, Quarantined, Pending)

■ Static Range Status: This field is enabled if Network or Static Range is selected as 
the top level object. (Any, None, Internal, Free, Reserved, Active, Blocked, 
Quarantined, Pending)

■ Utilization above: % Enter the minimum percent utilization a subnet must have to 
include it in the report.

■ Network Utilization Report Associations shutter. Select the INA object custom 
fields to include in the report and set the order to display them in the report.

■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.

Report Output Formats
A Network Utilization report can be generated in Semicolon separated, HTML, CSV, 
or XML format, or can be displayed locally on the screen. 

Optimization Report
The Optimization report identifies places within Internet Name and Address 
Management where IP space is under utilized as well as where IP space is near 
depletion.

The Optimization Report exhibits areas for optimization that meet the following rules:

■ Any range that has been in the Reserved state for a configurable amount of time. 
For example, the user could request all ranges that have been reserved for 12 
months. The number of months is configurable within the Optimization Report 
page.
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■ Any allocated range that is under utilized. This is determined using the time the 
range was allocated plus the current utilization. The utilization is calculated based 
on the percentage of "Active" and "Pending" ranges and hosts within the allocated 
range. For example, the user could request all allocated ranges that have less than 
25% usage and were allocated more than six months ago. The usage (25%) and the 
number of months is configurable within the Optimization Report page.

■ Any range that is near depletion. For example, the user could request all ranges 
that are 80% utilized. The utilization is calculated based on the percentage of 
ranges and hosts in the "Active" or "Pending" state. The utilization is configurable 
within the Optimization Report page.

■ Any range that is near depletion. For example, the user could request all ranges 
that are 80% utilized. The utilization is calculated according to the data listed in 
Table 3–1, " Subnet statuses".

These rules can be applied to a specific customer, or across all customers, depending 
on the type of users. For instance, Domain Administrators could only run the report 
against the customer they belong to, Customer Service Administrators can run reports 
against the customers they belong to and all their child customers, whereas, Service 
Administrators can run the report against all customers.

An additional attribute has also been stored on the INA objects, namely: the Subnet, 
Static Host, Static Range, and Dynamic Range. The functionality of this attribute is to 
record the date and time of when an object's status has changed. For example, if a user 
changes the status on an IP Address from "Free" to "Active", the date and time is 
recorded.

Optimization Report Generation
To generate an Optimization report from the Internet Name and Address Management 
GUI, select Optimization Report in the Reports Controller and click Submit. The 
report generation criteria fields are displayed.

Report Generation Criteria
When generating an Optimization report, the following fields can be used to refine the 
Optimization report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ Optimization Rules: 

– Identify Subnets that have been in the Reserved state for more than check 
box. If you select this check box, you will be able to specify the duration in 
months or days.

– Identify Allocated Subnets that are under utilized check box. If you select 
this check box, you will be able to specify the minimum percent utilization 
and duration in days or months.

– Identify Subnets that have a utilization above (based on Subnet content) 
check box. If you select this check box, you will be able to specify the 
minimum utilization.

– Identify Subnets that have a utilization above (based on Subnet state) check 
box. If you select this check box, you will be able to specify the minimum 
utilization.
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■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.

Report Output Formats
An Optimization report can be generated in HTML or CSV format, or can be displayed 
locally on the screen.

User Report
The user report generates a list of users, associated with a customer and specifies the 
services a user is enabled to access.

User Report Generation
To generate a User report from the Internet Name and Address Management GUI, 
select User Report in the Reports Controller and click Submit. The report generation 
criteria fields are displayed.

Report Generation Criteria
When generating a User report, the following fields can be used to refine the User 
report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.

Report Output Formats
A User report can be generated in Text format, or can be displayed locally on the 
screen.

Version Report
The Version Report generates version information for all DNS, DHCP, and RWHOIS 
Servers including their associated PIC version for each customer.

Version Report Generation
To generate a Version report from the Internet Name and Address Management GUI, 
select Version Report in the Reports Controller and click Submit. The report 
generation criteria fields are displayed.

Report Generation Criteria
When generating a Version report, the following fields can be used to refine the User 
report contents:

■ Report Name: a name that will prefix the report name to help you identify it

■ Customer Name: (for example, ABC)

■ Report Scheduler shutter. Set the field values to refine automatic report 
generation.
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Report Output Formats
An Version report can be generated in Text format, or can be displayed locally on the 
screen.
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8Auto-allocation API

The Auto-allocation API provided by Oracle Communications Internet Name and 
Address Management enables the automated selection of IP addresses and IP Subnets 
based on Service criteria. Enhanced Java API calls support the deterministic selection 
of IP addresses and Subnets based on Service Type and Custom fields. This results in 
streamlined IP address assignment for requests from upstream system by providing a 
simple interface for consistently assigning IP addresses.

This functionality is supported for both IPv4 and IPv6 addresses and subnets.

Auto-allocation Functionality
At a high level there are two main components of this functionality:

■ The ability to define Service Specifications which detail the IP allocation strategy 
for a service.

■ Java API methods that provide simple integration with external systems.

These components allow Internet Name and Address Management to determine the 
appropriate IP Subnet or IP Address to allocate based on a specific service.

Service Specifications
The Service Specification is where the administrator (Service Administrator, or 
Customer Service Administrator) defines how a Product's/Service's IP allocations are 
controlled. The Service Specifications are defined manually via the Internet Name and 
Address Management GUI and are created as part of the initial setup. As new 
Products/Services are offered or if existing Products/Services are modified the Service 
Specification should be created and/or modified accordingly. Service Specifications 
are stored outside the scope of a Customer and are only associated to Customers as 
they purchase new services. A Service Specification (for example, IPWAN) can be 
associated to many Customers and a Customer can have many Service Specifications 
depending on what Products they purchase.

When creating a Service Specification the user will be required to enter a name (for 
example, IPWAN) and a list of the IP allocation rules, organized within a table.

A Service Specification is defined with the following parameters:

■ Service Type (mandatory) - indicates the use for the IP Range or Address. The 
value entered here would correspond to a value within a Custom Field.

■ Match On (mandatory) - identifies the Custom Field to be used for determining 
the correct range from which to make the allocation. For example, if the "Type" 
field is set to Loopbacks and the "Match On" field set to Custom Field 1; Custom 
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Field 1 would need to contain the value "Loopbacks" for proper allocation to occur. 
This applies to both external allocations as well as allocations from the "Allocating 
Customer" to downstream customers.

■ Allocation Type (mandatory) - indicates whether a Range or IP should be 
allocated. Allowable values are "IP" or "Range".

■ Service CIDR (mandatory for Ranges only) - only applies to Ranges and identifies 
the CIDR to allocate.

■ Allocation Methodology (mandatory) - indicates from where in the range to make 
the allocation. The available options are "Ascending" or "Descending". The default 
is "Ascending". 

■ Allocating Customer (optional) - the parent Customer from which allocations are 
made to downstream Customers. For example, Vexcor would allocate to Customer 
ABC and therefore Vexcor is the "Allocating Customer". As part of an allocation 
from the "Allocating Customer" to the downstream customer (for example, ABC) 
the Custom Field identified in the "Match On" fields is also propagated to the 
target Customer (for example, ABC). This is so IP addresses and ranges can be 
properly identified within the downstream customer.

■ Allocation CIDR (mandatory only if an "Allocating Customer" is specified) - is the 
CIDR of the range to allocate to downstream Customers. For example, if set to /24 
and the "Allocating Customer" set to IPWAN, allocations from IPWAN to 
Customer ABC would be in blocks of /24 ranges. Allocations would occur when 
no IP space is available within Customer ABC or if ABC is a new Customer with 
no ranges.

■ Reserved Next Available (mandatory only if an "Allocating Customer" is specified) 
- indicates whether or not a second range should be reserved with every new 
allocation from the "Allocating Customer".

Once a Service Specification is defined the user has the ability to associate it to 
Customers within Internet Name and Address Management. This can be done 
manually through the Internet Name and Address Management GUI or via the Java 
API, which is documented in the next section.

Java API
The Java API enhancements are broken down into 3 main parts, creating the Customer 
with the appropriate Service Specification, requesting IP allocations, and updating 
allocations. 

The first part will require the following information in the request:

■ Customer Name, which is mandatory and identifies the downstream customer.

■ Service Specification (e.g. IPWAN, Cable, IPMAN, etc.). This value must match a 
Service Specification defined within Internet Name and Address Management 
otherwise the Customer creation will not proceed and an error will be returned. 
The Service Specification is optional.

■ Postal Address, which is mandatory. This includes Street Address, City, 
State/Province, Zip/Postal Code and Country. This information is required in 
order for downstream IP allocations to succeed.
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Customer Creation
The result from executing the above (with all parameters) is a new Customer with an 
associated Service Specification detailing the IP allocation strategy for the 
Product/Service the end customer has purchased.

Requesting IP Allocations
The second part involves requesting IP allocations for a specific service (e.g. IPWAN). 
The following requests are supported:

■ Request for all IP Allocations by amount. For example, allocate 5 of each Range 
and Address Type (for example, Loopbacks, Ethernet Links and Management 
Interfaces) for an IPWAN Service for Customer ABC.

■ Request for 1 or more IP Ranges or Addresses by Service and Type. For example, 
allocate 4 Ranges for an IPWAN Service with Type Loopbacks for Customer ABC.

■ Request for a specific IP Range or Address by Service and Type. For example, 
allocate IP 10.13.4.5 for an IPWAN Service with Type Management Interfaces for 
Customer ABC.

The items in bold italics identify mandatory parameters that would be required when 
an external system, with Service Administrator, or Customer Service Administrator 
privileges', issues a request to Internet Name and Address Management via Java API.

Requesting IP Allocations by Amount  For example, when requesting all IP allocations by 
amount the following parameters are required:

■ Customer Name

■ Product/Service. This value must match a Service Specification within Internet 
Name and Address Management otherwise the allocation will not occur and an 
error will be returned.

■ The number of each IP Address and Range type to allocate.

All of the above are mandatory parameters.

Requesting IP Allocations by Service and Type  When requesting one or more IP Ranges or 
Addresses by Service and Type the following parameters are required:

■ Customer Name

■ Product/Service. This value must match a Service Specification within Internet 
Name and Address Management otherwise the allocation will not occur and an 
error will be returned.

■ The Type of allocation (for example, Loopbacks, Ethernet Links, Management 
Interfaces, etc.). The Type must match an entry in the Service Specification 
otherwise allocation will not occur and an error will be returned.

■ The number of IP Addresses or Ranges to allocate.

All of the above are mandatory parameters.

Requesting Specific Resources by Service and Type  When requesting a specific IP Range or 
Address by Service and Type the following parameters are required:

■ Customer Name

■ Product/Service. This value must match a Service Specification within Internet 
Name and Address Management otherwise the allocation will not occur and an 
error will be returned.



Auto-allocation Functionality

8-4 IP Name and Address Service Guide

■ The Type of allocation (for example, Loopbacks, Ethernet Links, Management 
Interfaces, etc.).

■ The IP Address or Range requested.

All of the above are mandatory parameters.

Allocation Logic  When an allocation request is received, Internet Name and Address 
Management will first check to see if a Service Specification corresponding to the name 
in the request is associated to the Customer for which the request applies (for example, 
the Customer denoted by Customer Name in the request). If not, Internet Name and 
Address Management will check to see if the Services Specification exists, if so, it will 
automatically apply it to the Customer. If not, an error will be returned to the external 
system.

In addition, the user can optionally specify with each of the calls above a status and 
Custom field data to be applied to the allocated ranges or addresses. For example, as 
part of the IP allocation the external system can request that the status be set to 
"Pending", a new state with this feature, and Custom Field 3 be set to "Router". The 
values set within Custom Fields will be validated against the properties file, which is 
detailed in the next section. If the status is not passed in, the default status of "Active" 
will be applied.

Updating Status
The third part is notifying Internet Name and Address Management that the IP 
allocation are now deployed (for example, Active). This involves a Java API method to 
update Ranges/Subnets and another to update Static Hosts. For both the same 
parameters apply, they are as follows:

■ Customer Name (for example, ABC)

■ IP Address (for example, 192.168.1.0)

■ Status (for example, Active)

■ Custom Field data (for example, Custom Field 4 = "Melbourne")

The Customer Name and IP Address are mandatory parameters, the others are 
optional.

The external system would need to make a call for each IP Address and Range that 
requires updating. If the requested IP Address or Range does not exist an error will be 
returned.

It is required that an external system have Service Administrator, or Customer Service 
Administrator privileges in order to successfully use the Java API enhancements 
documented in this section. Service Administrators and Customer Service 
Administrators are the only users permitted to create Customers and manage 
downstream allocations.

Auto Allocation Method Details
The Automatic Allocation API provides a simplified interface via a series of published 
methods for the purpose of allocating resources (IP Addresses and Subnets) to external 
systems. The API works in conjunction with a Service Specification, which is defined 
through the Internet Name and Address Management Web GUI. A Service 
Specification contains the allocation rules that define how IP addresses and Subnets 
are allocated. Once the Service Specification is defined an external system can create 
new customers and associate a Service Specification with a single API call. After a 
customer exists within Internet Name and Address Management with an associated 
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Service Specification allocation requests are made via a second API call. Below is a 
sample method that illustrates the simplicity of the interface: 

public void requestResources()
        {
         // Log into Internet Name and Address Management. Only required once and 
remains for the duration of the session
         AutomaticAllocation.login("localhost", "7001", "testUser", "myPassword");
 
         // Create a new Customer and associate the Service Specification ADSL
         AutomaticAllocation.createCustomerWithServiceSpecification("ABC", "ADSL", 
"34 Test St.", "Ottawa", "Ontario", "K3R5T6", "Canada");
 
         // Request Resources (IP Addresses and Subnets)
          // The below example requests 5 resources from Customer "ABC" using the 
Service Specification 
                "ADSL" and will set their status to Active upon allocation
         AutomaticAllocation.allocateResources("ABC", "ADSL", 5, "Active");
 
         // Update data on a resource
         // The below call updates Subnet 10.13.4.0 to have a status of "Free"
         updateResource("ABC", "10.13.4.0 ", "Free");
        }

Access Control
For an external system to properly use the Automatic Allocation API it is required that 
the user credentials being used to access Internet Name and Address Management be 
that of a member of the Service Administrators, or Customer Service Administrators 
group. To better understand why this is required it is important to understand how 
user access is controlled within Internet Name and Address Management. 

In the context of the Automatic Allocation feature, Service specifications are located 
outside the scope of a Customer and therefore require Service Administrator, or 
Customer Service Administrator privileges to create and edit. Also, given that Domain 
Administrators exist only in the containment of a Customer and cannot exist if the 
Customer does not exist, the creation of a Customer also requires Service 
Administrator, or Customer Service Administrator privileges.

A Customer Service Administrator can view Service Administrator created Service 
Specifications only for its customers, or child customers. The Customer Service 
Administrator can further associate those Service Specifications to its other child 
customers. The Customer Service Administrator though cannot add, modify, or delete 
any of the rules from the Service Specification created by a Service Administrator or a 
parent’s Customer Service Administrator. Trying to remove such a Service 
Specification from a customer, or a child customer, results in that Customer Service 
Administrator losing the visibility of that Service Specification.

All Customer Service Administrators have an option to create a new Service 
Specification and define new rules in that Service Specification.

Note: A Customer Service Administrator, while running Auto 
Allocation API, is required to have visibility of both, the customer to 
whom resources are currently allocated and the customer who will be 
allocated the resources.
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Use Cases
All of the following use cases assume the data model shown in Figure 8–1 is 
pre-existing within Internet Name and Address Management.

Figure 8–1 Use Case Data Model

In the above data model Vexcor represents the Root Customer and is responsible for 
holding all allocations from RIR. As the need arises allocations are made manually 
from Vexcor to the Product/Service Domains/Customers (for example, IPWAN, 
ADSL, Cable, etc.).

Use Case 1: Requesting 1 or More IP Ranges for a New Customer
In the case of requesting one or more IP ranges for a new customer:

Description
In this scenario an external system requires 1 or more IP Ranges for a specific service 
from Internet Name and Address Management for a new Customer (for example, the 
customer does not exist in Internet Name and Address Management).

Pre-Conditions
None.

Post-Conditions
None.

Basic Flow
For the first step a Service Administrator, or Customer Service Administrator must 
define a Service Specification representing a service, which dictates the IP Address and 
Range allocation strategy. For this example, the user defines the Vexcor Cable as 
shown in Figure 8–2.
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Figure 8–2 Service Specification Name: Cable

■ Next, the external system connects to the Internet Name and Address 
Management Java API using RMI and logs in using a user name/password with 
Service Administrator, or Customer Service Administrator privileges.

■ Next, Vexcor receives notification that a new customer has purchased a Cable 
service and requires five ranges. At this point, a new customer must be created in 
Internet Name and Address Management with the "Cable" Service Specification 
associated to it. This can be a manual process or an automated one depending on 
the capabilities of the external system. If the external system contains the 
information required by Internet Name and Address Management for Customer 
creation and Service Specification association, then this can be an automated 
process. If not, it will need to be done manually. Assuming the external system has 
the necessary information, a request is made to Internet Name and Address 
Management with the following information:

– Customer Name (for example, ABC).

– Service Specification (for example, Cable).

– Customer Postal Address (for example, Street Address, City, State/Province, 
Zip/Postal Code and Country).

■ Next, the external system requests 1 or more IP Ranges for Customer ABC for the 
Cable Service. The following parameters would be sent in the request:

– Customer Name (for example, ABC).

– Service Specification (for example, Cable).

– The number of each address type (IP or Range) to allocate as defined in the 
Service Specification. For example, passing in the value 5 would indicate to 
Internet Name and Address Management that 5 "Cable Range" type ranges 
(for example, 5 /30 ranges) are required.

– Status (for example, "Pending").

■ Internet Name and Address Management takes the request, consults the Service 
Specification to determine which ranges to allocate, returns the results to the 
external system and sets the status to "Pending".

■ Next, the external system sends a request to update the status on the IP Range 
from "Pending" to "Active". Included within this request can be additional Custom 
Fields to update (for example, set Custom Field 3 to "Router").

Alternate Flow
Assuming the same basic flow as above with the exception that at the point where 
Internet Name and Address Management is determining what ranges to allocate, it is 
identified that no /30 ranges are available. In this scenario, Internet Name and 
Address Management will attempt to partition a /30 from the allocated range. For 
example, if 172.16.1.0 /24 was initially allocated to Customer ABC, Internet Name and 
Address Management would first attempt to partition a /30 from that range. If not 
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possible, Internet Name and Address Management would then allocate a new /24 
from the "Allocating Customer" as defined in the Service Specification and then 
allocate a /30 from the new range.

Use Case 2: Requesting One or More IP Addresses for an Existing Customer
In the case of requesting one or more IP addresses for an existing customer:

Description
In this scenario an external system requires 1 or more IP addresses for a specific 
service from Internet Name and Address Management for an existing customer (for 
example, the customer exists in Internet Name and Address Management). 

Pre-conditions
The end customer (for example, Vexcor ADSL) exists in Internet Name and Address 
Management and has the Service Specification associated to it as shown in Figure 8–3.

Figure 8–3 Service Specification Name: Static DSL

Post-conditions
None.

Basic Flow
■ The external system initiates a connection into the Internet Name and Address 

Management Java API via RMI and logs in using a user name/password with 
Service Administrator, or Customer Service Administrator privileges.

■ Next, the external system would request 1 or more IP addresses for an ADSL 
Customer passing into the Java API the following parameters:

– Customer Name (for example, Vexcor ADSL)

– Product/Service. This value must match a Service Specification associated to 
the Customer (for example, Static DSL).

– The number of each address type (IP or Range) to allocate as defined in the 
Service Specification. For example, passing in the value 1 would indicate to 
Internet Name and Address Management that 1 "Static IP Address" type is 
required.

■ Internet Name and Address Management takes the request, consults the Service 
Specification to determine which range to allocate from, returns the results to the 
external system and sets the status to "Active" (the default).
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Limitations
The ability to request IP allocations based on the Service Specification is limited to the 
Internet Name and Address Management Java API and is not available through the 
GUI. 

Auto-allocation API support for "Best Fit" Subnet Allocation is reliable up to a 
maximum of 2000 subnets. If the qualified subnet count is more than 2000, best-fit will 
be determined using the first 2000 qualified fetched subnets.
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9Custom Field Configuration

This chapter describes the configuration of custom fields for INA objects in Oracle 
Communications Internet Name and Address Management. Custom fields can be set 
for most INA objects. These allow additional information to be associated with these 
objects. Each custom field is fully searchable. To provide a more meaningful indication 
of the use of these custom fields in the GUI, the label used for each custom field can be 
set. In addition, simple configuration may be applied that results in the values for a 
custom field being constrained to an enumerated set of values.

Custom field Labels
Custom fields can be used to store information related to an INA object type. Labels 
for the custom fields can be set on a per-Customer basis. Custom field labels are set 
within the Custom Field Labels shutter on the Customer Details window. On the 
Oracle Communications Internet Name and Address Management GUI, if a custom 
field has a defined label, that label is displayed for that field. If no label is defined for 
the field, on the GUI the field has the default label Custom Field# (where # is a number 
from 1 through 5, inclusive; for example, Custom Field4).

The custom fields can be used when users are searching for an INA object. Users will 
see either the defined labels or the default labels as they were set up for the Customer.

Custom Field Validation
The user has the ability to define the acceptable values for each of five Custom Fields 
for the following INA objects:

■ Network

■ Subnet

■ Static Range

■ Dynamic Range

■ Static Host

■ IPv6 Network

■ IPv6 Subnet

■ IPv6 Dynamic Range

■ IPv6 Host

■ Domain

■ DNS Server
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■ DHCP Server

This is accomplished by editing a properties file on a Customer-by-Customer basis.

The naming convention for the file is as follows:

■ <Customer Name>CustomFields.properties

<Customer Name> is the name of a Customer as it exists in Internet Name and 
Address Management.

During the installation of Internet Name and Address Management, a default file is 
placed in the <OCINAM_HOME>/etc directory called 
DefaultCustomFields.properties and it has the following contents:

network.c#=

subnet.c#=

statichost.c#=

dynamicrange.c#=

staticrange.c#=

ipv6network.c#=

ipv6subnet.c#=

ipv6host.c#=

ipv6dynamicrange.c#=

domain.c#=

dnsserver.c#=

dhcpserver.c#=

CustomerCustomFields.properties File Sample
For example, the CustomerCustomFields.properties file may contain the following:

network.c1=

subnet.c1=IPWAN,IPMAN,Cable,ADSL

subnet.c2=

statichost.c1=

dynamicrange.c1=

staticrange.c1=

ipv6network.c1=

ipv6subnet.c1=

ipv6host.c1=

ipv6dynamicrange.c1=

Note:  There are five possible properties for each INA object type. 
The # in the property name represents a number from 1 to 5, inclusive. 
For example, the file can contain the properties network.c1, 
network.c2, network.c3, network.c4, and network.c5.
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domain.c1=

dnsserver.c1=

dhcpserver.c1=

Values for each Custom Field are comma delimited. In addition, the user can delete 
lines within the file that are not necessary, for example the above could be reduced to 
the following:

subnet.c1=IPWAN,IPMAN,Cable,ADSL

The user also has the option of using the DefaultCustomFields.properties file to 
define values that can be used by multiple Customers that do not have a specific 
properties file. When Internet Name and Address Management validates the Custom 
Field values, it first checks for a Customer-specific properties file, and if not found, it 
uses the DefaultCustomField.properties file.
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10Troubleshooting

This chapter contains information on common operating issues and how to optimize 
Oracle Communications Internet Name and Address Management provisioning.

Process Control
This section explains how to correct issues surrounding automatically running 
processes.

From the <OCINAM_HOME>/bin directory, search for a server or PIC process id 
with the following command:

ps -ef | grep <server name> (Internet Name and Address Management server and 
PIC names are: inamdhcp, named, weblogic, dnspic, dhcppic)

1. This search returns a process id (pid) for that server or PIC.

2. Use the kill command to stop the server or PIC.

kill <pid>

3. To restart the server or PIC, enter the server or PIC name.

./inamdhcp

For more information on the kill command, see the man pages.

Debugging Servers
This section explains how to correct issues surrounding debugging servers.

DHCP
This section explains how to correct issues surrounding debugging DHCP servers.

Configuring DHCP Logging
DHCP server logging is provisioned when the DHCP server is started up. Logging 
commands take the following format:

<OCINAM_HOME>/bin/inamdhcp -d<category><level> -l<log file>

To change the debug level, you must shut down the DHCP Server, add the appropriate 
options, and restart the server.

Logging categories are as follows:

■ REDUN - communications with backup server
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■ CONFIG - configuration info from DHCP PIC

■ PROTOCOL - communications with DHCP client

■ ALL - includes all of the above

Level of logging ranges from 1 (logs low amount of info) to 9 (logs high amount of 
info). For example, to debug redundancy (at level 7) and configuration logs (at level 9), 
you might start the server with:

inamdhcp -dREDUN7:CONFIG9 -l<log file>

Troubleshooting DHCP
Provisioning of a client on a DHCP network involves four interrelated 
communications. A failure at any part of the DHCP handshake may result in a client 
not getting provisioned onto the network. The four parts of the DHCP handshake are: 
DHCP discover, DHCP offer, DHCP request, and DHCP acknowledgement.

■ DHCPDISCOVER (client initiated) - Is the DHCP server properly receiving the 
broadcast request from the client? If not, search the DHCP logs for 
DHCPDISCOVER and DHCPREQUEST using the MAC address of the client. 
Occasionally, the DHCPDISCOVER has dropped packets due to misconfiguration 
of the subnets.

■ DHCPOFFER (server initiated) - Check that the server is offering an IP address to 
the client. The server should be sending a DHCPOFFER. The DHCPOFFER 
includes the range option values. Search the logs for DHCPOFFER. If the range is 
full (all IPs have been assigned), the DHCP server cannot send an offer. Also, 
check the gateway or router through which the server is sending the DHCPOFFER 
to determine if the client receives the offer.

■ DHCPREQUEST (client initiated) - If the client receives a DHCPOFFER the client 
should respond by sending a DHCPREQUEST. If a network has multiple DHCP 
servers sending DHCPOFFERs, the client chooses which DHCPOFFER to accept. 
Search the log for DHCPREQUEST as a response to a DHCPDISCOVER and 
DHCPOFFER. Also, search the log for a DHCPDECLINE to determine if the client 
is declining the offer.

■ DHCPACK - (server initiated) Does the server finalize the handout of the IP? 
Search the log for a DHCPACK. Ensure that the client does not send a 
DHCPDECLINE, or send another DHCPSDISCOVER. If a client sends a 
DHCPDECLINE, it is likely that the client is not accepting the DHCP options on 
the range from which the IP address is served. Also, search the log for 
DHCPNACK to see if server refuses to hand out a lease.

When searching the logs for client initiated communications (DHCPDISCOVER, 
DHCPREQUEST, DHCPDECLINE), use the client MAC address. When searching the 
logs for server initiated communications (DHCPOFFER, DHCPACK), use the server IP 
address provided to the client by the DHCP server.

For DHCP-related syslog messages, use the following command:

grep inamdhcp /var/adm/messages

Typical DHCP operation issues include:

■ The range is full, so the server is unable to offer any new leases. Typically, in this 
situation, another dynamic range is added.

■ The server is not responsible for ranges on the subnet that the client is coming in 
on, so it drops the packet. This may result from the router address not being on the 
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subnet served by DHCP server. Check the NAT on the router to verify that its 
routing tables are up to date.

■ The router between the client and the server is down, or is not configured to 
forward packets to the DHCP server. Contact your network administrator.

■ A client may not accept the lease because the options defined in the lease from the 
server do not meet the minimum requirements for the client. Verify the options on 
the ranges.

Server Restarts
When the DHCP server is restarted, the DHCP PIC queries the Directory to determine 
whether any DHCP configuration changes were entered into the GUI while the server 
was down. If the PIC detects no changes in the Directory, the server continues to 
operate from its cached data. This feature is known as smart reload. Server operation 
is not interrupted if there have been no configuration changes.

If the PIC has detected a configuration change in the Directory, the PIC resends the 
configuration info to the DHCP server.

Configuration Files
Local configuration information for the DHCP server is stored in the dhcpcfg.cur file 
in the <OCINAM_HOME>/data/dhcppic directory. This information comes from the 
inamdhcp.properties file which is stored in the <OCINAM_HOME>/etc directory. If 
local configuration information stored for the DHCP server does not match DHCP 
configuration information on the Directory, the inamdhcp.properties file should be 
inspected. This file can be edited if necessary. The DHCP server needs to be restarted if 
the inamdhcp.properties file is edited.

DNS
This section explains how to correct issues surrounding debugging DNS servers.

Syslogs
Syslog is a daemon process that logs system error messages. If any inconsistencies 
with DNS occur, syslog files should be one of the first things checked. For more 
information about syslog files refer to the syslogd manual page or the reference text 
DNS and BIND by Paul Albitz and Cricket Liu (O’Reilly, 2006).

A common DNS issue is where incorrect BIND directives are entered. Internet Name 
and Address Management does not perform validation of all BIND directives, 
therefore, it is possible to enter incorrect BIND directives on a server or zone. When 
the DNS PIC writes configuration information to the named.conf file, any invalid 
BIND directives are propagated. Any zones with incorrect BIND directives are not 
loaded to the server, and the DNS server does not resolve queries relating to the zones 
with incorrect BIND directives.

These errors messages are logged to the syslog file. Syslog messages are typically 
logged to the /var/adm/messages. However, the UNIX configuration of the DNS server 
platform may direct that syslog file be written to a different location.

To check for DNS-related syslog messages, use the following command:

grep named /var/adm/messages

Dig and Host
Two utilities that may be used to troubleshoot DNS are dig and host.
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You can use the dig command to find out everything a DNS server knows about a 
zone and its resource records. Information such as, whether the server is responsible 
for a zone, and what domain names a zone includes, can be useful in debugging DNS.

For the dig command to work on a DNS server, the host that is sending the dig 
command must be allowed to receive zone transfers from that DNS Server. The allow 
transfer BIND directive must specifically allow a particular host to receive zone 
transfer information.

You can use the host utility to query a DNS server and find the IP address of a domain. 
This can be used to determine if a DNS server is responsible for a particular host. If 
you enter the command host <domain name> the DNS server returns the IP address for 
that domain name. If you use the command host <IP address>, the DNS server returns 
the domain name for that IP address.

For more information on dig and host, refer to DNS and BIND by Paul Albitz and 
Cricket Liu (O’Reilly, 2006).

BIND Logging
Logging directives may be input on a DNS server in the Logging field in the DNS 
Server Create or Details window. You can control logging channels, categories, log file 
name, time stamp, severity, debug, and level. For more information on how to 
configure logging directives, consult DNS and BIND by Paul Albitz and Cricket Liu 
(O’Reilly, 2006).

An example of a logging directive is provided:

channel "ocinam_logging" {
  file "/opt/Oracle/ocinam 
/log/named.log";
  print-time yes;
  print-severity yes;
  severity debug 4;
};
category "default" {
ocinam_logging;
default_syslog;
};

Local Files
Check the named.conf and db files for DNS debugging. These files are located in the 
<OCINAM_HOME>/data/dnspic directory.

The named.conf file contains logging information and a list of all server and zone 
directives relating to zones for which a DNS server is responsible. The db files hold 
DNS data and resource records relating to individual zones.

Updating DNS With Dynamic Host Information
If the user has selected autonaming for the DHCP clients and turned Dynamic DNS on 
for the DHCP server, the DHCP server automatically generates a domain name for 
each lease it hands out to clients and sends this information to the DNS servers on the 
network. For more information refer to "Autonaming".

This dynamic information is stored in the DNS server, but is not written back to the 
directory (the data is transient, not persistent). If the DNS server is restarted, there is a 
potential that the Dynamic DNS information sent to it by the DHCP server would be 
lost, and the DHCP clients would not have a domain name in DNS.
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The solution is a utility installed with the DHCP server called inamddns. If the DNS 
server is restarted and the Dynamic DNS information from the DHCP server is lost, 
the user can execute the following command on the DHCP server machine:

<OCINAM_HOME>/bin/inamddns

This utility, installed with the DHCP server, reads through the dhcpcfg.cur file in the 
<OCINAM_HOME>/data/dhcppic directory, resending dynamic updates to the DNS 
server for all hosts in the file. Updates are sent to the DNS servers responsible for the 
forward zone, as well as the reverse zone.

This utility should be run after a configuration checkpoint has occurred on the DHCP 
server. This is because the tool only issues Dynamic DNS info for hosts between the 
"config start" and "config end" in a DHCP configuration file. Any hosts outside of the 
configuration start and end do not have their information updated in DNS. The user 
can force a configuration checkpoint by using the following command:

ps -ef | grep inamdhcp (returns process ID of DHCP server)

kill -HUP <process ID>

<OCINAM_HOME>/bin/inamddns

Debugging PICS
This section explains how to correct issues surrounding debugging PICS.

Setup Logging
The DHCP PIC, Microsoft DHCP PIC, DNS PIC, RWHOIS PIC, and Nominum PIC 
each have a logger.properties file in their respective directories (<OCINAM_
HOME>/java/dhcppic:<OCINAM_HOME>/java/dnspic:<OCINAM_
HOME>/java/rwhoispic:<OCINAM_HOME>/java/nominumpic). The 
logger.properties file for the Microsoft DHCP PIC is available in the directory (MS_
DHCP_PIC_HOME\etc). These files can be edited to control the logging level and to 
set the location where log files are written to.

The logging levels from least detailed to most detailed are as follows: 

■ OFF

■ SEVERE

■ WARNING

■ INFO

■ CONFIG

■ FINE

■ FINEST

■ ALL

The default logging level is INFO and logs are sent to the DhcpPic.log, DhcpPic.log 
(Microsoft DHCP PIC), DnsPic.log, RwhoisPic.log or NominumDnsPic.log files 
which are located in the <OCINAM_HOME>/log directory. The information for Audit 
Logger are logged to a file in the following location: <OCINAM_
HOME>/log/INA.<Customer Name>.<Month.dd.yyyy>.log. The details for the Audit 
Purger are logged to the AuditPurger.log.
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Properties Files
The inamdhcppic.properties file is responsible for configuration of the DHCP PIC and 
the inamdnspic.properties file is responsible for configuration of the DNS PIC. These 
files are located in the <OCINAM_HOME>/java/dhcppic and <OCINAM_
HOME>/java/dnspic directories respectively. If the information contained in these 
properties files does not match the information in the Directory, network operation 
may be affected. This can occur if server names or customer names are changed after 
Internet Name and Address Management is installed.

If this situation arises, it is necessary to manually edit the properties file of the service 
that is not functioning properly. If the PIC properties file is edited, the PIC needs to be 
restarted.

PIC Restarts
For process control of PICs, refer to "Process Control".

When a PIC is restarted, the PIC queries the Directory to determine if any 
configuration changes were entered into the GUI while the PIC was down. If the PIC 
detects no changes in the Directory, the servers continue to operate from cached data. 
This feature is known as smart reload. Server operation is not interrupted if there have 
been no configuration changes.

If the PIC has detected a configuration change in the Directory, the PIC updates and 
restarts the server.

PIC - Directory Server Redundancy
If a multiple Directory servers are configured in the PIC (DHCP, DNS) properties file, 
in the event of a Directory outage or a connection failure, the PIC attempts to connect 
to all other replicated Directory servers. If PIC connectivity to the Supplier Directory 
server fails, the PIC connects to the next available Consumer Directory server on the 
list. The PIC re-establishes a connection to the Supplier Directory server as soon as it 
becomes available again.

Connection Recovery Algorithm
The connection recovery algorithm uses three parameters. These configurable 
parameters are in the PIC properties file (inamdhcppic.properties and 
inamdnspic.properties). They are:

■ List of Directory servers

■ Number of Retries for each Directory server

■ Retry Interval between a failed connection and the next attempt

The first Directory server on the list is considered the primary (Supplier) server. Both 
at startup and after every connectivity failure, a PIC always makes the first connection 
attempt to the primary Directory server. In the event of failure to connect to this one, it 
attempts connections to the other ones in the order in the list.

If the connectivity to the current Directory server is lost, the PIC attempts to 
re-establish the connection to the primary server at regular intervals. If successful, the 
PIC is re-connected to the primary Directory server, otherwise, the PIC switches to the 
next Directory server. For each secondary Directory on the list, the PIC makes the same 
number of connection attempts at the same time intervals. If the PIC succeeds in the 
attempt to connect to a secondary Directory, that connection is used for reading or 
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writing data from or to the Directory until the primary Directory becomes available. 
When the connectivity to the primary Directory server is re-established, the PIC 
unconditionally drops the current (secondary) connection and switches back to using 
the primary one. While connected to a secondary Directory, the PIC monitors the 
connectivity to the primary server by polling it with the same frequency as the retry 
interval when attempting to establish a connection. A PIC records failed attempts as 
errors in the log files.

Connection Recovery Properties
The following properties, located in the PIC properties file <OCINAM_HOME>/etc/ 
inam<name>pic.properties, are used for the Directory connection management:

Property ldapmanager.ldap.host

Name: ldapmanager.ldap.host
Syntax: comma (",") separated pairs of a host/ip
and a port separated by a colon (":")
Description: List of directory server available to this PIC.
The first server is preferred. If server missing
then "localhost" is assumed. If port is missing
then the value of ldapmanager.ldap.port is assumed.
Default: "localhost:389"
Sample Value: 10.0.0.1:389, 10.0.0.55:1389

Property ldapmanager.ldap.userid

Name: ldapmanager.ldap.userid|
Syntax: distinguished name
Description: Bind DN used as identity by the PIC. Must have
appropriate privileges in the Directory.
Default: "cn=dmanager"
Sample Value: uid=admin,ou=People,o=ISPServer,o=ispserver.com

Property ldapmanager.ldap.passwd

Name: ldapmanager.ldap.passwd
Syntax: string
Description: Bind password associated with the bind Dn
Directory server debugging

Property ldapmanager.ldap.baseDn

Name: ldapmanager.ldap.baseDn
Syntax: distinguished name
Description: Base DN defining the scope for this PIC.
Usually a naming context / suffix.
Default: "o=.com"
Sample Value: o=ispserver.com

Property ldapmanager.ldap.reconnect

Name: ldapmanager.ldap.reconnect
Syntax: integer
Description: Time in seconds the PIC will wait after

Note: The password that was provided during the installation is 
encrypted and written to this file.
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a failed connection attempt before attempting a new connection.
Default: "30"
Sample Value: 120

Property ldapmanager.ldap.numretries

Name: ldapmanager.ldap.numretries
Syntax: integer
Description: Maximum number of connection retries the PIC
Will perform for each Directory server on the list.
Default: "4"
Sample Value: 10

Property ldapmanager.ldap.polling.interval

Name: ldapmanager.ldap.polling.interval
Syntax: integer
Description: The LDAP Polling thread will be started by default. The polling time 
interval to LDAP.
Will perform for each Directory server on the list.
Default: "300"
Sample Value: 250

Property ldapmanager.ldap.polling.required

Name: ldapmanager.ldap.polling.required
Syntax: boolean
Description: Enable (true) or disable (false) the LDAP polling thread.
Will perform for each Directory server on the list.
Default: "true"
Sample Value: false

Directory Server Debugging
For Oracle Directory Server Enterprise Edition server issues, consult your Oracle 
Directory Server documentation.

Note: In case of communication failure between the PIC and the Primary 
LDAP server, if the user wishes to immediately failover to the secondary 
LDAP server instead of attempting to connect to the primary server, the user 
must set this property to 0. This enables immediate failover to the secondary 
server in case of communication failure with the primary server.
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11PIC Failover Behavior

The intent of this section is to explain the behavior implemented in the Oracle 
Communications Internet Name and Address Management Base PIC (which is 
implemented in all the current Oracle Communications Internet Name and Address 
Management PICs) when connecting to the LDAP directory server and specifically in 
the case of redundant LDAP server configurations. 

Introduction
The Internet Name and Address Management PICs are implemented to read/write 
data from the central LDAP repository and then provision and activate services on the 
downstream service/server that it supports. Currently the support PICs are: BIND 
DNS Server, Nominum ANS Server, Solaris DHCP Server, MS DHCP, and RWHOIS.

When the PIC reads data from the LDAP directory it can be configured to support a 
redundant directory configuration. In the event that the directory server becomes 
unavailable the PIC will attempt to reconnect to the next server defined in its list. The 
PIC will always consider the first LDAP server in its list as the primary and all other 
LDAP servers listed as secondaries.

Configuration and Behavior
The configuration for the PIC server exists in the pic.properties file (e.g., 
inamdnspic.properties) located in the $OCINAM_HOME/etc directory ($OCINAM_
HOME is the home directory where Oracle Communications Internet Name and 
Address Management is installed). The properties of interest that pertain to PIC 
redundancy are:

ldapmanager.ldap.host=10.0.0.10:389,11.0.0.11:489,12.0.0.12:589
ldapmanager.ldap.reconnect=30
ldapmanager.ldap.numretries=4

PIC/LDAP Interaction
Here's an overview of the general PIC/LDAP interaction and the usage of the 
attributes defined in the properties file:

1. On startup, the PIC connects to the first LDAP in the list - the Primary - 
(ldapmanager.ldap.host=10.0.0.10:389,11.0.0.11:489,12.0.0.12:589).

Each connection attempt will be tried 4 times (ldapmanager.ldap.numretries=4) 
with a 30 seconds gap (ldapmanager.ldap.reconnect=30) in between.
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Figure 11–1 PIC/LDAP Interaction: Step 1

2. If the PIC cannot connect to the target after 4 attempts it tries the next in the list. So 
in our example if the primary (10.0.0.10) is unreachable after 4 attempts every 30 
seconds the pic will try the next LDAP server in the list, in our case11.0.0.11:489

Figure 11–2 PIC/LDAP Interaction: Step 2

3. If it connects to an alternate (that is, not the "Primary", or, the first in the list), it 
starts a monitor thread, which continually attempts to connect to the first LDAP in 
the list until successful. Once successful, it disconnects from the current LDAP and 
reconnects to the first in the list (Primary). 

The monitoring thread will use the same attributes (ldapmanager.ldap.reconnect, 
ldapmanager.ldap.numretries) when monitoring the primary connection. If the 
connection to the primary LDAP server is re-established the PIC will re-connect to 
the Primary and disconnected the secondary connection.

Figure 11–3 PIC/LDAP Interaction: Step 3
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4. After successfully connecting to LDAP the PIC registers its persistent searches 
(used for receiving notification regarding specific objects in LDAP). It also 
registers a "dummy" persistent search whose purpose is to take action when an 
error occurs which would prevent notifications from being received (LDAP stop, 
LDAP crashed, etc.). In the event of a failure signal being received, the PIC will 
attempt to re-establish a connection starting with the first address in the list.

5. If the PIC cycles through the entire list of LDAP servers and cannot establish a 
successful connection it restarts from the beginning of the list.

Failure Scenarios
This section considers some failure scenarios and provides related information.

1. Directory server is shutdown. The "dummy" persistent search sends a message 
that the connection is going down and the PIC fails over.

Problem: javax.naming.ServiceUnavailableException: 10.147.251.168:389; socket 
closed
        at com.sun.jndi.ldap.Connection.readReply(Connection.java:410)
        at com.sun.jndi.ldap.LdapClient.getSearchReply(LdapClient.java:611)
        at com.sun.jndi.ldap.LdapClient.getSearchReply(LdapClient.java:579)
        at com.sun.jndi.ldap.LdapCtx.getSearchReply(LdapCtx.java:1878)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.getNextBatch(LdapNamingEnumeration.java
:111)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.hasMoreImpl(LdapNamingEnumeration.java:
198)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.hasMore(LdapNamingEnumeration.java:171)
        at 
com.sun.jndi.ldap.NamingEventNotifier.run(NamingEventNotifier.java:116)
        at java.lang.Thread.run(Thread.java:595)

Each connection attempt will be tried 4 times (ldapmanager.ldap.numretries=4) 
with a 30 seconds gap (ldapmanager.ldap.reconnect=30) in between.

2. Directory is killed (-9) or crashes. Then the "dummy" Persistent search detects tear 
down of the connection and fails over.

Problem: javax.naming.ServiceUnavailableException: 10.147.251.168:389; socket 
closed
        at com.sun.jndi.ldap.Connection.readReply(Connection.java:410)
        at com.sun.jndi.ldap.LdapClient.getSearchReply(LdapClient.java:611)
        at com.sun.jndi.ldap.LdapClient.getSearchReply(LdapClient.java:579)
        at com.sun.jndi.ldap.LdapCtx.getSearchReply(LdapCtx.java:1878)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.getNextBatch(LdapNamingEnumeration.java
:111)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.hasMoreImpl(LdapNamingEnumeration.java:
198)
        at 
com.sun.jndi.ldap.LdapNamingEnumeration.hasMore(LdapNamingEnumeration.java:171)
        at 
com.sun.jndi.ldap.NamingEventNotifier.run(NamingEventNotifier.java:116)
        at java.lang.Thread.run(Thread.java:595)
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3. Network connection is severed. The PIC currently does not detect the loose of the 
network connection and assumes that the directory is just idol. A change request 
has been raised to have the PIC periodically poll the LDAP server.
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