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AaBbCc123
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M

A—HY—=NANTBFE, EHm L
DAZEa—F N ERHLTRL
ES 0

ERERLUERT., EBRICHAT 55
EDHHTEIIMETHESIMA LT,

ZWT2EFEAZRLET,

ZHT DR, fHi, Ry PR
Za—%, WY HHFEERLE
kR

BeCBENZI— RET, FHFA N
MN—SIHERBA DI, M
ERLET.

systems su

password:

77 AIVEHIBRT HI12IE. rnfilename
EANILET,

FO— R 3=y » 2P =LA A
Ry ZBELTEEL,

Hom MEZROEN) 22T
=,

ZDBIENTESD
X, [ A—/)\—21—Y—] ZIFTT,

sun% grep ‘“#define \

XV_VERSION_STRING’

Oracle Solaris OS ICEHEND L TV THEAT S, UNIXOT 74V hDT AT AT
ThEZA—N—2—F =702 T 2RITRLET, I RFIIREINDT
TH)N DI AT AT T M. OracleSolaris D) ) — 21 K> TEIEZDET,

= C>x)lb

machine_name% command y|n [filename]

s CYIIDA—/)N\—1—HY—

machine_name# command y|n [filename]

®» Bash > )b, Korn > x)l. BLWNBourne > )l

$ command y|n [filename]

» Bash 1)l Korn >z, BLWN®Bourne > )l DA —/N—1L—H—

# command y|n [filename]

(A AIERIEH 2R L X9, LELOBE, filename lZEML THINWI EZERL

TWET,

| BXEID T (2L —4)TY., ZOXFTRESNTWDEEDOE1 DT %

EELXT,

F—HR—ROF -4 T, HLFERLFTRLUET (fFl:shift F—Z2HL =
) 72720, F—FR—RIiZk > TidEnter F—NReturn F—OEWEE L £,
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ZOEONBITROEBDTT,

n 21 R—TD [P AT LhFa2UT 40—
n B3R—TD [Fy NIV tEFaUT =T —FFTIF ¥ —|
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ZDOXZa7IVTIE. OracdeSolaris A XL —F 4 > T AT LADEF 1) 7 0 —HERE
IS S0 APT ERBHSPLIZCDWTEHBIL £9., ZNos0tFa Y7 ¢ —HEEN
VAT LEREOHSTEDLDICEMET 5MMITDOWNWTIL.  TOracle Solaris D4 HE:
tFa)F s —P—EZX] ZBRBLTIEZEI N,

Oracle Solaris OS |&, EFHEED A > ¥ T2 —AWXH DXy NT—rtF a2V
TA—T —F T Fv—aRHLET., ERlbINA T —RAEHHATN
2. R by —EZX 2R ERZRETEI 7 T r—awE vFaU T —#
MOESICEDOE TEET HLENR B LT,

CARATALELF2IUT 4 —
SATADEF Y F ¢ —I1ZB L T, OracleSolaris OS 1 7 O Z Kt 212 LU F
9, [TOb 2B 3. BHEMET TV =23 A0 T7 7 AR RO R
2. A== —H—R—Z2 D UNIX FEHEE T )LICRT 2B & U TERATE
F9, VATLEMEZ BHEMNET TV r— a3 A0T7 7 ARFAT S —HE
OOt AEHEEI—Y -5 LET, FOLE
I—HT =i, A—/—2—HY =1tk TH, BHEMfETTUr—2a > 2H
TEET,
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ENHVET, HF28E BHEMEST U r—2a 20K 22RLTLIEIN,

ZDLOTRER AT LAEF 2 T4 —ZFEB T 5720IT. Oracle Solaris OS 121
Trusted Extensions BEEEDMEIL SN TWE T, ZOHEEIZDOWTIEIZD RFa A >
N TIIH N EH Ao Trusted Extensions BEREZ i F 94U, > AT L EHEFIL. FE
DA—Y—=FZINT VIV ATELT7 T r—2a 7 7 AIVEREETEET, &t
HIZDWTIE. http://www.sun.com/software/solaris/ds/trusted extensions.jsp &
ZHLTLEI 0,

Oracle Solaris OS 2 et 5 /8B Solaris TF 2 U F 4 —( > T — AL, RDOEB
NDTY,

s BB —LT—Y LT L —AT— 7@1 Oracle Solaris OS D g =1L
HP—EADLTHETYT., ZOJL—LT—VIE, BB —EZ2Da>a—<&
fuﬂﬁﬁtﬂb\ﬁﬁwmmwuf/57l x%ﬁ&bi? D7
L—AT0—=2713 20086l TtnEd, 1 232—¥—L X)L 7 7Y
F—2a HOI—T -8t T7 L —LT—27, HI1DEF =L N)LE
Pa—IlHO— eI L —LA T =TS, JL—LAT—JIZHERTHO
>a—xiE, A A= EIN TSR SALHEREICBE T 250 72 Hak & Bk
NERA. 7L —LT—DIZTI3742T570N14F3, SEILRMEHEDO
D a—xXNERTBENEO-REAETILENDD T A,
wﬁm7v AU 7OALTa—xELTIE, EFaUFTo—7Obal. B
EOR, R bELEETEY T r—ra hhEnRFonsd, o7
L —LT— 70)71:!/\/(58:7‘;50)&;* N—=ROxT7 T34V 7 o7
T4 CNORE LB Z OO T, Sk L —A7—7 OB
DWTIE, 8% [OracleSolaris 55t 7 L — AT —27 O] ZZRBLTLSZ
W, ZOJL—LT—7DP— tZ’&{EJﬂ?él~4f~l//\‘}lx77°U
r—3a OB HEERERL. FoE - —LN)VorE/LY 7Y
F—TarE7OuNnNA Yol 2SRLTIZIN,

BET7 L —LT—7DI4 77 Uld, RSAPKCS#11v2.11 fEEkZEEL-HDT
T, A22a—xRETONAFIFIEES S, FEEEPKCS#11 MFOHI L 2> T
A=Y =L N L7 L —L T =0 E@fELET,

. thH JavatF U T4 —F 27/ ODITIELED API Y — )V DIEN, —i&H)
RIS NSEFa2 T 10— Yw:UXA %% BT O ROV OEENE
FNTVWET, JavatFaUFT 4 —APLIE, WSLCRHETI>TIANTY
Fy—., TFaUT s —fREINERE. BAE. V7 AR E, JRHI7R 6
EAN—LET, JavatFa VT =727 /02R, 77U —2 a3 zidifd
HIODEENEEF AT —T L — LTV ERBEICIRETSEELED
W2, 7= a  ERRIVEMT L0V )V E LT —EMEICR
L E 9. http://www.oracle.com/technetwork/java/javase/tech/
index-jsp-136007.htmn ZZM L T Z 3 W,
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Security Inc. PKCS#11 Cryptographic Token Interface (Cryptoki) & W5 7z 35 URHED A >
H 7= ATMIELTWET, RN 7 o bha)eA 25 72— A& fAT
LT, BFEFEIE. tFaU T —HIER L THEET 2 BEDRNT
Ya—XETONA T ZRBTEET,

tFa) T4 ——EXEMHHTEY U= a3, IA4T7T5Y, FREh—*
NWEDa—)VF larya—~) EFENET, a2 a—<ictFay

T4 —T—ERERMET DT SV r—a it [FanNa¥) £23 (7574
> EEEINET., BEE LU EEET S T o 7 TR ERIENET
RIS 7L T XA TIEARL, 7IHIVaY XLDEMAHES S AEESTT .,
TZEZX, HOWHIIDES VLI X LAZRIECHEAL 9. —F. Bl
DES 25— {#3#& (70w 7 AL OB BL) ICEA L £ 7.

Iy hNT—=tF 2T 4 —T—FFT I/ Frv—2MFZE, T2 a—<HARBEINR
BTV O X LZEER, R5F. BIORET 20EN2</R0ET., mEfkS
N/REBLEEREN, 7—F 577 F v —0—HMEL TR ENET,

Oracle Solaris OS ME 4t 9 B /NBH Solaris F 2 U T 4 —( > T — AL, KDOEH
D T@_‘O

" PAM- 757 A 2ARERERAEE P 2 — ) (Pluggable Authentication Module)s PAM
EYa—IUIEIC m%&%T/XTA XL TA—Y — %385 DB X
NEd, 1—Y-— imﬁf/F 2. GUL. a2 RfT. £EBZFOMOSGiEEME
ﬁﬁf%i‘g‘o PAM 13, nunE"j‘ tX@LiZ‘)\L ijrj‘/]\\ ‘l’_"y“/a >, B&X
ONNAT— REEHTLHZDDOY—EAHIEHL £, login. rlogin. telnet
REQT TV r—aid, PAMY—EZDO NI 2—<TY, PAM
SPI1d. Kerberosv572EDLF )T —TONA ¥ NE T —EXZRHEINE
o H3F PAMT U —a >BIUOPAM Y —EZADRR] 2SR T<
2,

» GSS-API-AtF VT4 —Y—ERATTUTr—Ta>rarssnt4
7 x.— A (Generic Security Service Application Program Interface)s GSS-API{d, E7
Ehny 7 r—ra iotFa) T —RiESINLBREZTRERICLET, £
7z, GSS-APLIIFRGE. #EoM, WEMORRET —EXBRML £, GSS-API
@ Oracle Solaris 22413, Kerberosvs. SPNEGO. 3 &L U\ Diffie-Hellman B 5L 2%t
JRUTWET, GSS-APIIZEIL, EFaU T —R#ESNLT TV r—ar
[ S ) o Pl e L ?6% CHEASINET, GSS-APIIL. SASL72E. 1IN
ORFEFEO 7O N2V L TH—EAZIREETEET, GSS-APIIL. SASLIERHT
LDAPICH—E A& L E£7,

—fRIZ. GSS-APIIZL. FIHIOEBKMENIZICHRy T —27 ETHEELTWS2D0
E7ERB7 T r—a il&koTHHASNET ., KITGSS-APIIE., O/ 1 >
77U r—2 a3, NFS, BIUfipllk> THAINET,
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GSS-API DRFZEIZ DN TIE, H43E [GSS-APLZ2HHT 2T U r— 3 > DRt
] 2ZRLUTLZIWN, $FH5E [GSS-APIZV T4 7 > MMill 56 [GSS-API
H—/N—Hil] TIE, 2D R GSS-APL 7 7V r—3 > DY —Ad—RIZ
DWTHHLET., kA [CRX—Z D GSS-API 7107 F AfHl] Tid. GSS-API
DY —Ad—ROplZieft LT, 8B [GSS-APIU 77 L > A T

1. GSS-APIDU 7 7 L > ZERZERMEL 9. 4k C [OID DiFE TiX. 7
T4 ) USRS EfRE T S HiEEHBHL £,

SASL - F’ﬁ% #alzF 2 U 5 —J& (Simple Authentication and Security Layer). SASL
IIFEIT, FBEE. BEEE. T EAMELEETLZ VO NIINICE > THEASN
%9, SASL Li tFa) T —HEOEFNITEEFRHL Ty a a2 RET
5, BHOEL NIV DFy NT—=IRX=A7 T r— a JFIcEEE s ntn
F£9, LDAPIZFEA/RSASLI >3 2 —~<D1 DT, SASLIEGSS-APIIZITWN
F79, SASLDIEFDMNGSS-API LD BN RAEL NV TT, SASLIE GSS-API
HY—ERZFEHLET., F7%E [SASLEZHFEHTEY JUr—2a > Oidid] 2%
BLTLZEIWN,
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2B R—TO [EEffET T r—a |
26 X—T D [HHEIZDOWTY

29R—T0 EEERER LD 5327
37 R—TD [HKERIZTDWNTY

HHgEftET7 70— 3>

et =7 7 r—2a ) &g, YATLAREZERL, BEDI—T—ID

(UID). Z)L—7'ID (GID). 7&i®&. BLUOHHEOAREZMETEL7 U r—a >
DZETT, INHEDT7 7V EARIEERII AT LEHREICI>THOYSTENE
T, BEHENINSDOT 7 AHIHERZHHT 2 HEICET 5 ROLHHEIZD
WTIE, [OracleSolaris DEMH: tF 212U F 4 —H—EX] OFEE [MEE|ERHED
i WE)) 22BLT<EI N,

Oracle Solaris AR L —F 4 > 7T AT Ald. ZOMMNWEHERTLEREICT 5720
12, RO2DODEFEZRTFEEICERMEL £,

n FRE-EREEIR, BREOTY TU =2 a VIS ET 5 EDTE LB OHEFR D
ZETY, BEOREZEFD 7ot A3, @% THhIL Oracle Solaris OS 12
Lo THIEEIND I BEEZEITTEET, 22 o RlmE, w@y)
BTy AT Ve IMEF T2l WT = 7y A EHTER A, file dac read
KX, 7 7 MV ABRO FADUNIX 7 7 A IIVT 7 AWM T 2 HEfR &2,
Ot 2 U TRELET, FETT—xIIVL XV THEASNET,

KR -AREER, BETHOHNEEEF TR Il TEEEINSE LD
DT 7 a EETTHHEREOZETY, ARIIKEEH LY —I12E
DY THIENTEET, RRBIZI—Y—-L X THEHAINET,
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. B E 7 T —a o TREDEREZEITTEE . &R

3, =Y =775 —2 a3 LX) THRY O —2MHALET., KBIT BHHEMNS
TV —2a 7 AL, KM ETY T — a D TREDRIEEE
FLEZDTDBICHLEIC RS RN H D £ T,

ANE

KebEld, W% THIUL Oracle Solaris TR L —T 4 TV AT AITE>TEIEEINS
EOMBEREITTEL LD I, FFED 7O AL Hﬁéh%@%@%ﬂf? k
%ﬁ®7D77Ai%%éﬁmbiﬁh EWS0H, OV T AFRIC
FADEF T4 —R) —OERONAITHIET 215 TI,

HHEEEFICX > THOYTENET, FHElLZ. 70V T LDORGHIES THERD
fkxnNEd., aloa UREZEZI7TO7 v 10Iby o)VERERECIE, VN TETS
NEZITARNTOAY Y RIZH LT, EHEFCXAEES DY TNEHINET, 77
U —3a RGN, BECL /A7y s AR EZ S NET,
exec(1) AN REFHALTHLW IOV I LNEEBISND L. 20707 T LITE
Ot ZAOREKTRER DT R TE2HFEHATE LSRNV XTI, /2L, 2D
T I LNIFHLWEEZ 1 DBBMTEEE A,

BEENFEZEVITLIAE

AR RICFHEZEIDETS0lE, PATLEMEORMLTY . FHEOEID LTI
DWTOFMIL.  TOracle Solaris DEE: F 2 74 —P—E A1 O THkE (B
%) %?ﬁﬁbf<7’féblo

FHEDRETTE

IRTOTOALAXRD4DOEHMEL Y FZ2HATHBD, INHIC&-> T, BED
Kb CEDMEDIMMNIRFEDET,

Al E N R v b
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FENREE v b

AFAlSnZBER Y
FaENty MO, TOEANERTE S LG5 5 TN TORMEEED S
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SFHEZHIFRT 2 Z L3 TEETHN. sty MIENORHEZBENT 2 Z
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BEOHAD I —F Ik U T file dac read FMEZITH T 5 EIEH D A EH
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#include <priv.h>

o, BMMNET TV —2a VBT L5 2 72— AOMRABIHRL £
ER

FHEDT — 5 E

Rt > 72— ATHEASNAERT—H T, ROEBDTT,

w BEHERL il 4 OFHEIL. priv t IERICK > TEHEEINET, priv t OE K%
FiHE ID SCFHNTHIIUE T 212id, ROELDICLET,

priv_t priv_id = PRIV_FILE DAC WRITE;
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n KME oy N _BebEt ML privoset t T A RBEERICE > TERIEINET,
F 21 MOEHEHUL T 51213, Table 2-1 DIFHERRERI B O WT NN 2 H L
£9,

w ERHERRERL - Ty AV ERIR T O A0 Yy b ETEFINDBIEOREEIT
priv op t ERICL > TEHINE T, IXRTOFBEOFEHELY N TIRTO
BEDNEREIIR0 A, FHlE. 20— 0 HEZEALZTOr 53>
7 QR Y NOFHESRL T EI 0N,

FRHERRIE & U THOE ATRE/R MBI, RO EB D TT,

m PRIV ON-priv set t iEARTEAINIELZ, fRES N7 71 IVEIZ
Tt ADRHEL Y RNTE LT,

m PRIV OFF -priv set t &R CERIHSNKHEZ, TBESNZ 7 v 1IIVERIZ
Tt A0 Y RN TEH Z7ICLET,

» PRIV SET-fRESI N7 7 IV E7213 70t 2 OkEY v FINOKHE
Z. priv_set t HGEAR TERHINFRHEICREL 7. I OREARNZZITH]
LI NTWZHE. PRIV SETIZHHEL v N % none ICEREL £

YHEA YT 11— R

KROEZ, BEEFHT 720012 T2 —AD—ETT, ZORIHENT, =
R > T2 —ADN DOMITDNWTHBAL XTI,

£21 BHEEFERTI2001 5 T—A

L= BA# 2R
Kbz v D OIS EE setppriv(2), getppriv(2), setppriv() & getppriv() (33
priv_set(3C), AT LB L T
priv_ineffect(3C) 9, priv_ineffect() &
priv_set() I3 S EAEM D
Fw/N—TT9,
FEHEDRFE & 28 priv_str_to_set(3C), NS ORI, HEE I NR
priv_set to str(3C), MEEZI3FEL Y N EREDH
priv_getbyname(3C), MEERETRIIIYYyE T L E
priv_getbynum(3C), ER

priv_getsetbyname(3C),
priv_getsetbynum(3C)
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%21 FHEZHEHT D001 T2—2A (i)

B SR HRHA

Febetz v b OEHE priv_allocset(3C), NS OREEIL. FHED AE
priv_freeset(3C), D—E0D%T, FAK, BXW
priv_emptyset(3C), ity NMRIEICBET 2 HEEE
priv_fillset(3C), et L £9.

priv_isemptyset(3C),
priv_isfullset(3C),
priv_isequalset(3C),
priv_issubset(3C),
priv_intersect(3C),
priv_union(3C),
priv_inverse(3C),
priv_addset(3C),
priv_copyset(3C),
priv_delset(3C),
priv_ismember(3C),
priv _basicset(3C)

TOv AT T DG ERE  getpflags(2), setpflags(2) PRIV_AWARE 7Ot 27577
12, O ANEHEE BT D
OMn, ThEH IO AN
A—=/N—A—HF—FFINDFT
EFINZONERLET,
PRIV_DEBUG |3HED T
Ny TR S NET,

KL NV DERERE ucred get(3C) INHDIN—F . T
N 7 R NIV D2 AT LI
CHL., BEXOH—FIVIEOH
LZETOBICHERESNET,

=L ==

setppriv(): {ERE F
FikER e O EZBIENL. setppriv() TY . TOMXIIRDLEBD TY,

int setppriv(priv_op_t op, priv_ptype_t which, \
const priv_set t *set);

opld. BT THMMERIEEZRLET. op/NTA—FITIE. KO3 DDEDNT N
ZIRETEET,

= PRIV ON-set ZEUZ K > THE S NRMEZ, which &> THRES Nty M
IZEML XY

= PRIV OFF —set 2RI X > THRESINIZRKMHEZ . which K> THRES Ny b
BINSHIFRL £9

m PRIV SET-set BRIC X > THRESNZEHE T, whichiZX-> THRES Nty b
BICEENLRHEZESHMAET
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32

which |21, BT 28MLy FOBEZIFELE T, ROWTNNERHEL £,

PRIV_PERMITTED
PRIV_EFFECTIVE
PRIV_INHERITABLE
PRIV_LIMIT

set \ICIE, AHBETHAINLEELZIREL T,
I 51T, GBI priv set() NI NTWET,

priv_str_to_set(: ¥HEY v E U H

INSOMKIT. BHEAZBEICYYE VT 58AICRIEET.

priv_str to set() &, TDT7 7 I U D—RIZBIETT . priv str to set() DX
ITROEBDTY,

priv_set t *priv_str_to set(const char *buf, const char *set, \
const char **endptr);

priv_str_to_set() I3HFHHES DL FHNZ G IBUTHD £, ZDOXFFN buf ITHE
INET, priv_str to set() WIRTHMMEDO Y NI, 4 DR Y hOWTh
MEHAEDLED T EMNTEET, **endptrid. WEITT I —DT )Ny ZHITHE
HATEET,

buf ICIZRDF—T—RE2EGHDHENTEET,

n aly 1 EBEFADOITRNTORMEZRLE T, lal, priv_name,...] OFERX
IR, BESNFEEZRS ITRTORMEZIEETEET,

E- Tpriv_set,“\priv_name, ...] ZMHHT W IFEE S NIFEO LY SR
EINZRHEZIODED LT, BTty MZEERTTIC Tpriv_name,...) %

FHALBNWTLSZI N, JTICRIFELY RREINTWRNE, #32ED

Rttty b SIRESNIREZIRD RS 2 EITRD, FHELE FBHEN NI L

IZ72> TLEWVET,

= [hone) 13, FbER L ZRLET,

= [pasic] &, R UNIX ARV —T 4 2T AT LNOOATA VFHTTRTD
A=Y —IERN SR SN TN L EIEEFETTHRICHEERDEED Y b
ZRLULET,

BEDI—T 14 T

ZITIE A== =TI &> TRHEZHWALT L HEE, R/t
BTN &> TRHEZVIALT S HiEZ KL X7,

OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118



BEEERLETDSSI VY

RA—/N—A—YHY—FF )L TOEFEDRHE | IAH
ROBITIE, A—/N—D—H—FF ) THEHEREZFVALT 2 HEELLET,

Bl2-1 A —/\— IL—H —RHE D PH VYA B
/* Program start */

uid = getuid();
seteuid(uid);

/* Privilege bracketing */
seteuid(0);
/* Code requiring superuser capability */

/* End of code requiring superuser capability */
seteuid(uid);

/* Give up superuser ability permanently */
setreuid(uid,uid);

R/NFHEET IV TORHEDE L AHL

ZOFITIE, B/NFHEET )V TRHEBRIEZIIVAAT 2 iEE2RLET, ZOHIT
WE ROEXDITREL T,

. 075 A setuido TH 5.

» setuid 0 DFREREL T, FFalan/ztty M EEGDTY MIRA), TXTORMEIC
RESNTND,

» MUK ATRER Ty MIEA). BARHEICRES N TN S,
o iRty MI&EA), TRTORMEICRE SN TN S,

I—RYUZARMIHNT, ZOFIDFHWEND D XTI

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0— KRB =557 >0—-RT5 &
HE[EETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2R L TL/Z &
Uy,

Bl2-2 T/ INRFHE D PH VA F 4]

1 #include <priv.h>

2 /* Always use the basic set. The Basic set might grow in future
3 * releases and potentially retrict actions that are currently
4 * unrestricted */

5 priv_set t *temp = priv_str to set("basic", ",", NULL);

6 /* PRIV_FILE DAC READ is needed in this example */

7 (void) priv_addset(temp, PRIV _FILE DAC READ);

8 /* PRIV_PROC EXEC is no longer needed after program starts */
9 (void) priv_delset(temp, PRIV_PROC EXEC);
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HEeEALALTOISI Y

Bl2-2  He/INFFME OD BH U IA A1 (=)

10 /* Compute the set of privileges that are never needed */
11 priv_inverse(temp);

12 /* Remove the set of unneeded privs from Permitted (and by
13 * implication from Effective) */
14 (void) setppriv(PRIV_OFF, PRIV _PERMITTED, temp);

15 /* Remove unneeded priv set from Limit to be safe */
16 (void) setppriv(PRIV_OFF, PRIV LIMIT, temp);

17 /* Done with temp */
18 priv_freeset(temp);

19 /* Now get rid of the euid that brought us extra privs */
20 (void) seteuid(getuid());

21 /* Toggle PRIV_FILE DAC READ off while it is unneeded */
22 priv_set(PRIV_OFF, PRIV EFFECTIVE, PRIV FILE DAC_READ, NULL);

23 /* Toggle PRIV_FILE DAC READ on when special privilege is needed*/
24 priv_set(PRIV ON, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV _FILE DAC READ off after it has been used */
27 priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ, NULL);

28 /* Remove PRIV _FILE DAC READ when it is no longer needed */
29 priv_set(PRIV_OFF, PRIV_ALLSETS, PRIV_FILE DAC READ, NULL);

ZO7TOT I LTI temp EVWD AFRIOEBNERINE T, temp BEIT. 07
075 N TAERKHEDOEY NZ2HELET., £T517HT. temp DEEARRHE

Tty FEeBOEDITERINTNVWET, 71THT. file dac_read Kt temp IZIBN
INTWET, proc exec Kb, FHL W T O ZIZH L Texec(l) Z2ETT 5720
WZRBETIN, Zo7a7 I ATIEFFISNTOWER A, LER>T, 917H

T. proc_exec M temp MHHIFRINTNET, TMNT. exec(1) AY > R&EM > TH

LWT Ot A&2FETTERSABOET,

ZORHTtemp TEENTNDDIX, 2070V T LNKEET HEMHEZ T, DF
DEALY Y | +file dac read-proc exec TG, 111TH TIE. priv inverse() B9%K

M, temp DRERZFTE L. temp DEZZTOREMEICU Y L TWET, ZOKRER
W& flEREEI Nty b (ZDHEE temp) ZFJREIR T X TORED Y S EL 5]
WEAERTY ., 1LITHZFEITUER. tempZi3. 20707 T LANBEE LN
FHENEZENTWET, 141THT. temp IZK > TERS NN AERFHEN, FFof
Nty MINSZELBIINTWET, ZOHIBRDER., N5 ORHENEY b
MOEBHIREINE T, 161THT, RELRFHENHIREZ Y RO SHIFREINTNET,

1I8TTH T, temp ZEIIMHMENTVERT., EWVWIDB. temp TR L7205

<7
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DT T MNIFHEICRHIELTWET, LaN>T, 207107 T ATl setuid
SN, 20 THTEYUID NI —F—DEBEOUIDICU Yy hENTWE
—é—o

22fTHTIL, file dac read FitEZFENty RS HIERT 5 2 & T, T ORHENTES)
kN TWET, EBEO IOV T LATIL, file dac read DA EE I NSHEIIT, fAT5
MOUENTHONET, 2OV >IN 7Oy I ATIE. 25T7HTT 71 IV EHAE
BHFRIT file dac read AL/ D FT, L7z/N> T, 24fTHT file dac_read VH
PMEENTNET, 77 M OHAWD%HT <IT, file dac_read NFEXL Y Fn o
BEARRINTVET, IXRTOT 7 AINVOHEBMONTETT D E, TRTORHME

v RO file dac read &4 71295 Z & T, file dac read MFERICHIFRENT

RE

KROFZ, 707 T LETHORELZY NOBBEZRLZHDTY., THEEFNER
INTNVET,

x22 FitEt vy N DER

2Ty T temptzv b BRI SNISELY b ROSERY FIRRYFEE v b
FIHIIREE - all all all
S517H —temp ZEARITREL £ A all all all
ER
71TH - file dac_read & temp IZ38 A + all all all
mL %9, file dac_read
9fTH -proc_exec & temp M HHIFR  FHAR + all all all
LET, file_dac_read -
proc_exec
1117H -temp ZREL £, TR - (HA+ all all all
file dac read -
proc_exec)
UiTH -l snzty FNOAR  IXNT-(FEE+  HE+ B + all
TR A TICLUET, file dac read - file dac read - file dac read -
proc_exec) proc_exec proc_exec
1617H -fillRzy FNOAEZRE IXT-FEE+ HE+ FA + HA 4
a2 7IZLET, file dac_read - file dac_read - file dac_read - file dac_read -
proc_exec) proc_exec proc_exec proc_exec
1817H ~temp 7 7 1V &ML E - B + B + HA +
ER file dac_read - file dac_read - file dac_read -
proc_exec proc_exec proc_exec
21TH - B/ D ET - HA —proc_exec HA —proc_exec FAR +
file dac read 4 7IZL £ T, file dac read -
proc_exec
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FHEET 7Y T -2 3 VRARODHA RS>

%22 Kty FOER (=)

ATy tempz v b FRIESN/HERY b RUtHER Y b HIRRYFEL v b
241TH - bEITHR U T - HEA + HEA + HEA +
file dac read 4 ICLET, file dac read - file dac read - file dac_read-
proc_exec proc_exec proc_exec
2717 H - read() #1E#% - HA —proc_exec  FEAR -proc exec HA +
[Zfile dac read 4 7IZL £ 7, file dac_read-
proc_exec

291TH -AREIT o7 -
file dac_read 23 XTDEw ~p
SHIBRL £,

%Zfi —proc_exec

%ZK —proc_exec

%2’_( —proc_exec

THEME T TV T —2 a3 VRARDAA R SA4 >

TR BHEMNETY U — 3 D EBRT DBROEE S ERICHIEL FT,

36

WS N AT LW M ET T r—2 3 > OF7 /)Ny JIIABE S A
TLHETRLUTITORETREDOD ER A, AEEBEEMNETY T r—2 a3 %
E79HE, BFaU T —DMERODNDAEEENH D T,

W72 ID % E: MO Loe D 70t ZADFER v FNICZ proc_setid FibENE £
TWwixhe, Zo7otAld1—3—ID. ZIL—7ID. F/=I3EHMZIL—7ID
EEETEER .

ReHEPHVVAADHH: 7 TU A — 3 DN EZFERT 56, S ATL0t1
FaFs—R)I—XDBHERINTT, BEBRELGRICEIST I EDRWN
£, FAVIALZ M > TRHERIEZERES GIET 20805 0D £9, Ktz P
WIABRT B HEIZDONTIE, 2R—20 HEOa—F7 1 > 7% Z28RLT<
20,

FEARKEMEDN D10 %2 fe/NR DEAIEITITHEARHEN N EL TS, FeteftE 7 7Y
F—a li3EELY MNSHOLIRENRHDET., TO®K, YU r—rar
IR U TRMEDHIBREM 2T D ENH D £,

—RE R EFH T A E, KITRLUET,

. T—EMNA—/N\—1—HY—LLTEFHLET,

2. T—ECHNTEAREHELY A TR0 ET,

3. 7—FE2NT. PRIV_FILE LINK ANY 72 &, RELREARFMHDOTRTHNA T
2D ET,

4. T—F >N T, PRIV_FILE_ DAC READ 7% &, F DD NEEISHHEAGE IS N
ESCIN

5. UDMWNT—E>OUIDICYIDEHD E79,

IV I A =T OEEE: S IV I AT —THNO#H LW IOt A, B ot A
DORETEEL Y FNICEEND TR TCOREELFHTEET, 20D, —fF
A—H =N oIV T AT —TRHET, v+ 50 —Z2EETLAREENHD £
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HEERICDNT

T, 72&E2E. —HORA=)NT T — 3 d. tcommand T2 O~ > K EfER
L. TNEEFLET, LEN>T, —RI—F =13, A= T7TUr— 3>
DIEBORHEZFHAT L2 AU T NEERTEET, AERI NI ATr—T%

HIfgd a2 & 2BEdLET,
EERIZDLT

KBl /etc/security/auth attr 7 7 A I)VINICKM I NE T, RKBEFHT D7V
U —3 a2 RS 5I21d. ROFIEICHENET,

1. RDOES I getent A > REMHL T, auth attr 77— RX—ZAHNDL> hJ %
AFv¥ 2 LET,
% getent auth _attr | sort | more

getent A< > Ridauth attr T—F XR—ANDEZEDO—EEHEL. L =4
AIORBZEZELEEOTY—FLET, AR, BRKSNZEF TREINET,
getent IX > ROMMAIZDWTIE, getent(IM) DX a7 INR—=I 2SR TL

720N,
2. 707 T ABIGAREIZ, chkauthattr(3C) B Z > THEREROLGEEMEL £
‘a_o

chkauthattr() BIEUIE, ROBATTIEICKRZMREL £9,

= policy.conf(4) T—4 X—AND AUTHS_GRANTED F— - AUTHS_ GRANTED
3. T 7N RTED L TENZERKBERLET,

® policy.conf(4) T—4 N— Z KD PROFS_GRANTED F— - PROFS_ GRANTED
2. T 7V RTEIOY TENMRN T O 7 vy IV ERLE
97, chkauthattr() l&. TS ORI T O 7 7 1 IVITHEE SN EKRBNE EH
TWBEMNESMEmELET,

m user attr(4) T—HANR—ZA - Z DT —HFRXR—ZAI2IF, I—F—=IZED LTS5
FaUrs —BUHEMEHINTNET,

® prof attr(4d) T—FR—ZA - Z DT —FRX—=ZAZIL. I—H—IZEDY¥ TN
TZHER] 707 7 AV SN TNET,

chkauthattr() EfTRFICIEL WEKEN I NS5 D EDBFFICH RO S ho 7285
G, FOI—Y =370V T ANDT I A ZHEEINET, chkauthattr() ¥
Bstop 7007 7w A IV ERMH L7z

4. AUTHS_GRANTED. PROFS_GRANTED. B I\ /etc/security/policy.conf
MHEBRHEINZEBRIOTO 7y I EHINET, LEN- T, stop 7O
7 7 A )V setc/security/policy.conf 7 7 -1 JLIN®D PROFS_GRANTED L NN
AUTHS_GRANTED F—Z2fH L T—EXRIND 707 v M) EEET 57280
WHERATEET,

RtanztF )T —BHEEFEHT S HE ilhwtFa) 5T —EHEE2EN
T5hH1E Bttt r s — @21 —v -8 7O02AICE D YU TS HiE
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EERICDNT

G

IZDWTIE, TOracle Solaris DEM: F 21U F 4 —H—E A OFE T EENTH
DL 77 AHEOFER (¥ A7) 28R TLZEN,

F-2—H—lFauth attr(). exec attr(). BELWprof attr() T—F X—ZICL >
N ZBINTEEY, 727201, OracleSolaris KFRIE 2N 5 DT —F X— A NITHRE
INFEH A

Bl2-3 RFBDMAE

KRDA— RIL, chkauthattr() Bk &> Th DL —HF—DEBERET 5 HiEER
L7Z2bDTd, ZOHE., 707 T Lldsolaris. job.admin FKRDAHEEHRE L TW
F9, ZOI—HY—NZOERBEFE> TVWBHEHE., ZOI—F—3FHND
A—H—DT 7 AN EHABSTEXET., TOREBNEVEE, ZO1—Y =7
ETZ20D1E. BENHAT D7 7 AIIVEFITRDET,

/* Define override privileges */
priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV_OFF, PRIV _EFFECTIVE, PRIV FILE DAC_READ,
priv_FILE DAC WRITE, NULL);

priv_addset(override privs, PRIV _FILE DAC READ);
priv_addset(override privs, PRIV_FILE DAC WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {
/* turn off privileges */
setppriv(PRIV_OFF, PRIV EFFECTIVE, override privs);
}
/* Authorized users continue to run with privileges */
/* Other users can read or write to their own files only */
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¢ o0 g 3 =

PAMT 7T —2 3 > EXLUPAMY —E
A DFE

757 A 2 AlREIRERAEE ¥ 2 — ) (Pluggable Authentication Modules, PAM) I&, A
FTLAL N7 TV =g TR L, BiEBLUOEEEF )T —P—EX%E
ML ET., ZOEONRHEED. B, YHT 2 NEH, by a VEH, BX
ONAT— REHZ PAMEY 2 — U TITWEWEEZEZTWSE AT LI R
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/*
* Copyright (c) 2005, 2011, Oracle and/or its affiliates. All rights reserved. */

#include <sys/types.h>
#include <stdio.h>

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <signal.h>

#include <pwd.h>

#include <errno.h>

#include <security/pam_appl.h>

extern int pam_tty conv(int num_msg, struct pam message **msg,
struct pam_response **response, void *appdata ptr);
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/* Disable keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */
static void
disable kbd signals(void)

{
(void) signal(SIGINT, SIG IGN);
(void) signal(SIGTSTP, SIG _IGN);
(void) signal(SIGQUIT, SIG IGN);
}

/* Terminate current user session, i.e., logout */
static void
logout ()
{
pid_t pgroup = getpgrp();

(void) signal(SIGTERM, SIG IGN);
(void) fprintf(stderr, "Sorry, your session can’t be restored.\n")
(void) fprintf(stderr, "Press return to terminate this session.\n")
(void) getchar();
(void) kill(-pgroup, SIGTERM);
(void) sleep(2);
(void) kill(-pgroup, SIGKILL);
exit(-1);
}

int
/*ARGSUSED*/
main(int argc, char *argv)
{
struct pam_conv conv = { pam tty conv, NULL };
pam_handle t *pamh;
struct passwd *pw;
int err;

disable kbd signals();
if ((pw = getpwuid(getuid())) == NULL) {
(void) fprintf(stderr, "plock: Can’t get username: %s\n"
strerror(errno));
exit(1);
}

/* Initialize PAM framework */
err = pam start("plock", pw->pw name, &conv, &pamh);
if (err != PAM SUCCESS) {
(void) fprintf(stderr, "plock: pam start failed: %s\n"
pam strerror(pamh, err));

exit(1);
}
/* Authenticate user in order to unlock screen */
do {
(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw_name);

err = pam _authenticate(pamh, 0);
if (err == PAM USER UNKNOWN) {
logout();

46 OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118



PAMY —EREFERTH7 U — 3 Dtk

H13-1 PAMO> > a—~xX7 7Y 7r—3 3 >0l (=)

} else if (err != PAM SUCCESS) {
(void) fprintf(stderr, "Invalid password.\n")

}
} while (err != PAM_SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam _acct mgmt(pamh, 0)) {
case PAM SUCCESS:
break;
case PAM USER UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;
case PAM_NEW AUTHTOK REQD:
/* The user’s password has expired. Get a new one */
do {
err = pam_chauthtok(pamh, 0);
} while (err == PAM AUTHTOK ERR);
if (err != PAM SUCCESS)
logout();
break;
default:
logout();
}

if (pam_setcred(pamh, PAM REFRESH CRED) != PAM SUCCESS){
logout();
}

(void) pam_end(pamh, 0);
return(0);
/*NOTREACHED*/
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/*
* Copyright (c) 2005, 2011, Oracle and/or its affiliates. All rights reserved.

*/
#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI"

#define __EXTENSIONS /* to expose flockfile and friends in stdio.h */
#include <errno.h>

#include <libgen.h>

#include <malloc.h>

#include <signal.h>

#include <stdio.h>

#include <stdlib.h>

#include <strings.h>

#include <stropts.h>

#include <unistd.h>

#include <termio.h>

#include <security/pam appl.h>

static int ctl c; /* was the conversation interrupted? */
/* ARGSUSED 1 */

static void
interrupt(int x)

{
ctlc=1;
}
/* getinput -- read user input from stdin abort on ~C
* Entry noecho == TRUE, don’t echo input.
* Exit User’'s input.
* If interrupted, send SIGINT to caller for processing.
*/

static char *
getinput(int noecho)
{
struct termio tty;
unsigned short tty flags;
char input[PAM MAX RESP SIZE];
int c;
int i = 0;
void (*sig)(int);

ctl c = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
tty flags = tty.c 1flag;
tty.c_lflag & ~(ECHO | ECHOE | ECHOK | ECHONL);
(void) ioctl(fileno(stdin), TCSETAF, &tty);
}

/* go to end, but don’t overflow PAM MAX RESP SIZE */
flockfile(stdin);
while (ctl c == 0 &&

(c = getchar_unlocked()) != "\n’ &&
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c !'="\r’ &

c != EOF) {

if (i < PAM_MAX RESP SIZE) {
input[i++] = (char)c;

}

}

funlockfile(stdin);

input[i] = '\0’;

if (noecho) {
tty.c lflag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);
(void) fputc(’\n’, stdout);

}

(void) signal(SIGINT, sig);

if (ctl c == 1)
(void) kill(getpid(), SIGINT);

return (strdup(input));
}

/* Service modules do not clean up responses if an error is returned.
* Free responses here.
*/

static void

free resp(int num_msg, struct pam_response *pr)

{
int 1i;
struct pam response *r = pr;
if (pr == NULL)
return;
for (i = 0; 1 < num msg; i++, r++) {
if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);
r->resp = NULL;
}
}
free(pr);
}
/* ARGSUSED */
int

pam tty conv(int num msg, struct pam message **mess,
struct pam response **resp, void *my data)
{
struct pam_message *m = *mess;
struct pam response *r;
int 1i;
if (num_msg <= 0 || num_msg >= PAM_MAX NUM MSG) {

(void) fprintf(stderr, "bad number of messages %d "
<= 0 || >= %d\n"
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num_msg, PAM_MAX_NUM_MSG);
*resp = NULL;
return (PAM_CONV_ERR);

if ((*resp = r = calloc(num msg,
sizeof (struct pam response))) == NULL)
return (PAM BUF ERR);

errno = 0; /* don’t propogate possible EINTR */

/* Loop through messages */
for (1 = 0; i < num _msg; i++) {
int echo off;

/* bad message from service module */
if (m->msg == NULL) {
(void) fprintf(stderr, "message[%d]: S%d/NULL\n"
i, m->msg style);
goto err;
}

/*

* fix up final newline:

* removed for prompts

* added back for messages

*/

if (m->msg[strlen(m->msg)
m->msg[strlen(m->msg)

I =="\n")
1 ="\0";
r->resp = NULL;

r->resp _retcode = 0;

echo off = 0;

switch (m->msg style) {

case PAM PROMPT ECHO OFF:
echo off = 1;
/*FALLTHROUGH*/

case PAM_PROMPT ECHO ON:
(void) fputs(m->msg, stdout);

r->resp = getinput(echo off);
break;

case PAM_ERROR_MSG:
(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);
break;

case PAM_TEXT_ INFO:
(void) fputs(m->msg, stdout);
(void) fputc(’\n’, stdout);
break;

default:
(void) fprintf(stderr, "message[%d]: unknown type
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"sd/val=\"%ss\"\n"
i, m->msg style, m->msg);
/* error, service module won't clean up */

goto err;

}

if (errno == EINTR)
goto err;

/* next message/response */
m++;
r++;

}

return (PAM SUCCESS);

err:
free resp(i, r);
*resp = NULL;
return (PAM_CONV_ERR);
}
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. pam get data(3PAM) & pam set data(3PAM) DMEAINEY., RE—7O2 =V b
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= PAM_IGNORE: Y 2 —)V\R U > —RE ZITORMN o 256,
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/*
* Copyright (c) 2005, 2011, Oracle and/or its affiliates. All rights reserved.
*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>

#include <string.h>

#include <syslog.h>

#include <libintl.h>

#include <security/pam appl.h>

/*

* py default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT GROUP "root"

static char *NOMSG =
"Sorry, you are not on the access list for this host - access denied.";

int
pam_sm_acct mgmt(pam _handle t * pamh, int flags, int argc, const char **argv)
{

char *user NULL;

char *host = NULL;
char *service = NULL;
const char *allowed grp = DEFAULT GROUP;

54 OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118


http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html
http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html

PAMY —EX %R T 2E D 1 —I)LDFER

#13-3 PAMY—EZXEY 2 —)LHi ()

char grp buf[4096];

struct group grp;

struct pam conv *conversation;

struct pam message message;

struct pam message *pmessage = &message;
struct pam_response *res = NULL;

int i;

int nowarn = 0;

int debug = 0;

/* Set flags to display warnings if in debug mode. */
for (i = 0; i < argc; i++) {

if (strcasecmp(argv[il, "nowarn") == 0)
nowarn = 1;

else if (strcasecmp(argv[il, "debug") == 0)
debug = 1;

else if (strncmp(argv[il, "group=", 6) == 0)
allowed grp = &argv[i][6];

}
if (flags & PAM_SILENT)
nowarn = 1;

/* Get user name,service name, and host name. */

(void) pam get user(pamh, &user, NULL);

(void) pam_get_item(pamh, PAM_SERVICE, (void **) &service);
(void) pam_get item(pamh, PAM RHOST, (void **) &host);

/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: user not set", service);
return (PAM_USER UNKNOWN) ;

}
if (host == NULL)
host = "unknown";
/*
* Deny access if vuser group is required and user is not in vuser
* group
*/

if (getgrnam r(allowed grp, &grp, grp buf, sizeof (grp buf)) == NULL) {
syslog(LOG NOTICE|LOG AUTH,
"%s: members only: group \"%s\" not defined",
service, allowed grp);
return (PAM SYSTEM ERR);
}

/* Ignore this module if group contains no members. */
if (grp.gr_mem[0] == 0) {
if (debug)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: group %s empty:
"all users allowed.", service, grp.gr_name);
return (PAM_IGNORE);
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/* Check to see if user is in group. If so, return SUCCESS. */
for (; grp.gr_mem[@]; grp.gr_mem++) {
if (strcmp(grp.gr_mem[@], user) == 0) {
if (debug)
syslog(LOG AUTH|LOG DEBUG,
"%ss: user %s is member of group %s. "
"Access allowed."
service, user, grp.gr_name);
return (PAM SUCCESS);

}

/*
* User is not a member of the group.
* Set message style to error and specify denial message.
*/

message.msg_style = PAM_ERROR_MSG;

message.msg = gettext(NOMSG);

/* Use conversation function to display denial message to user. */
(void) pam get item(pamh, PAM CONV, (void **) &conversation);
if (nowarn == 0 && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata ptr);
if (debug && err != PAM SUCCESS)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: conversation returned
"error %d (%s).", service, err,
pam_strerror(pamh, err));

/* free response (if any) */
if (res != NULL) {
if (res->resp)
free(res->resp);
free(res);

}
/* Report denial to system log and return error to caller. */
syslog(LOG NOTICE | LOG AUTH, "%s: members only: "

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM_DENIED);
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KRDOXIL, RPCSEC_GSS JE@YY 7'V —3 3 > & GSS-API ORICHE L TWBHEET
ZRLIEHOTT,
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4-2 RPCSEC_GSS & GSS-API

VAR B

RPCSEC_GSS

GSS-API

Kerberos RSA

V5 UN:GE:H 20

GSS-API D #lBR

GSS-APLIE. T— Y {REMEEZBEMIL L 37, GSS-API O — R HEEICEH L7

NWNSDODNDIEEZEYR—FLTWER . GSS-APINEST TL7ZARW]) fEEIT. X

w O—Y—FHE 7SV r—aickFal) T —EBERERET S E, B
13, EEOF 2T —HEENERTHIHLENH D ET, GSS-APIIZ. 77U
= a UNEREHEIN X IIIRICES TSI EEREICLTVET,

s VIS —2a VT A EREGEETSHIE, EF YT —BEOT Y F /-
WEHE DT =Y DEELDHEATYH, ETMTIRTOT—¥ Dl Z YT %
ZERB T r—a OERETT,

n ET YOI T IFEEHNT S L, TmEZIE GSS-APLIE. T—# /%
Ty RINT L= F =%, BE LT =Y DNWTNTHEINERHBTEEE .

s JERIMT S —IC Xk BREERRT T &,

s NFTOATOTITLAOT O AM TREESINDIERET 7 4 )V N THRET
% :C‘:o

= GSS-APIBAXICIESNA XL TFHINY Ty —%EHDHKTHI L, 62 RX—

D TGSS-API DX FHEZNCHETHT—4 | ZSRLTLEZIWN,

m GSS-API T —H B ZMHNT 2T &, T L2 AT —fHEEBOMIK
¥, gss release buffer() = gss delete name() 7% & DL 2 fif 5 THH/RIJITIT D
WERH D FT,
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GSS-APIDSEBNA VT 4 ¥

CORF2 AL NTIEBIE. GSS-APID CERHBNA T4 27, DEDEKE
T=HLETICERLTWET . Java/N1T 2T 1 > ZHRD GSS-APL 23 AT REIC 72
DE L7, JavaGSS-APIIZIL. RFC 2853 THIE X 3172 Generic Security Services
Application Program Interface (GSS-API) IZX T % Java/NA > T 4 > I MEENTVE

o

GSS-API [CBE T HEHIBHRD AF

GSS-APLIZDW T DML, RD2DDXFEZEZZHRL T LS,

»  [Generic Security Service Application Program Interface.
(ftp://ftp.isi.edu/in-notes/rfc2743.txt) l&. GSS-API DAL DWW THIEIZHL
BILTWET.

»  [Generic Security Service API Version 2: C-Bindings

(ftp://ftp.isi.edu/in-notes/rfc 2744.txt) I&. C BB N—AD GSS-API IZ[EH D
B L TWET,

GSS-APIDEE/LER

62

Z ZTIE. GSS-API DEH/sM&TH D, FIK. GSS-API T—4 H, GSS-APIIREE
d— R, BELOGSS-API h—7 IZDWTHBHL 7,

n 62 RX—TD [GSS-API T — & Y |
m 2R—TD [GSS-APIIREET— K|
m 73— [GSS-API h—7 >

GSS-APlI 7 — % &Y

ZZTIE. F7RGSS-API T —F RN DWTHHL ET, 9XTOD GSS-API 7 — 4 #i
ZHERT BITIE, 240 R—2 D [GSS-API T—H B Al ZBRLTIZE N,

GSS-API D E&EY
int YA XET T b7 —AICko TR D728, GSS-APLI R DEEET % 7 fit
LET, oM uint32, Z3UL. 32EY NORERLERTT,

GSS-APIDXFH| EFNICEET BT —%

GSS-APIIZ TR TOT—¥ 2NHHR TUHT 5720, XFHH. GSS-APIFERITE
Hal 7=d & T GSS-API BIEUTTE T AENH D £9, GSS-API X, gss buffer desc H§
ERZ > TCFFNEUE L £,
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typedef struct gss_buffer desc_struct {
size t length;
void *value;

} gss buffer desc *gss buffer t;

gss_buffer tid. T2 LIZMEERANDRA > H T, XFHNT. NS 2FHT S
BEIEICIE T RIIC gss buffer desc HEERICEI L THSDLERH D EFT, KROHIT
V&, LAY GSS-API BAE 2> T, EEROA Yy —IRk#EZEH L TWE
@‘O

Bla-1 GSS-APLIZ BT B XXFEHI D %

char *message string;
gss buffer desc input msg buffer;

input_msg buffer.value = message string;
input msg buffer.length = strlen(input msg buffer.value) + 1;

gss generic function(argl, &input msg buffer, arg2...);

gss_release buffer(input msg buffer);

Z ZT. input msg buffer i, #& TWFIZ gss release buffer() Zff> TS B4
ENH D RITERL T ESI N,

gss_buffer desc A7 7 MIXLFAZFITHEHAINDE DT TIEIHD EHAL, &
AW, b= 2% gss buffer descA 7/ FELTUHENET, T 73
NR—=2D [GSS-API b= > | Z2ZRL TS,

GSS-API [ZH (T B & Hi]

(40T BEERERLET, 2wy hT—rtvFa5—0fETIE. [EE &
3. I—H—, TOFTA. FRETICEELET. BRI IAT S FERIR
H—N—DELEHIZTHRVEET,

FROFIZE, KITHWS DONBEITET,

w Jlox a1 29 B L—Y— (user@machine 73 &)
s Xy bT =Y —E R (nfs@machine 73 E)
77V —a »EFETT BN T 2 (myHost@eng.company.com 75 E)

GSS-API Tld. #Hildgss name t A7V hELTHMNESNET., 2047
Px V7 NMIT7 TV a R U TRBHTY . £0i1% gss buffer t 472
RS gss name t FEIRICEHLT B1213, gss import name() BEEEFHL £9, 1
SR — R EINZTRNTOLANCIIEEET S (418 NE 0L ToNET, Ak
Eid, TOAFDOEAERTHDOTY, AHiBIIDOVTIE, 70 R— D [GSS-API
DOID| ZZHMLTEIWV, AIRAFHO—EIIDOWTIL, 241 R—2 D [4H]
Bl 22U TLESIN,

gss_import_name() DHESLIIRD EHB D TT,
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64

OM_uint32 gss_import_name (

OM uint32 *minor-status,
const gss buffer t input-name-buffer,
const gss_OID input-name-type,
gss_name_t *output-name)
minor-status EEROEEMNORINSREI— R, 72X—=20D [GSS-APIIR

Ba—F) Z2ZRL TSN,

input-name-buffer 1 > AR — b INTZARIDFEAN S 115 gss_buffer desc Fiti{A,
ZOMERIZ. 77U —2 g SITHRINCEI D ST L A5
MWHVET, 62X—TD [GSS-API DXLFHEZNTHET %
T—4 | BEXOl42E2BRL TSN, Zo51%T. 77
Uor—2a > TOMAK T, gss_release buffer() Zffio T
T 2 ENDH D X7,

input-name-type input-name-buffer D% R gss_0ID, 71 X— D [GSS-API
CBFHAHH] 2ZRLTIEIN, Fk, 241 X—20 T4
AR 2. BRIRARTHO—BRNHD T,

output-name %ﬁﬁ’&"%”ﬂyé gss _name t %J‘ﬁﬁio

KITRT DI, fl4-1 DINHAFNTHE TFOEHEZMATZHDTH

0. gss_import name() DFHEZERL TWET, I, WHOLFHN

gss buffer desc FERICIHIAINTNE T, RIZT. EDICFEHIIN. gss_import name
() IZ&L > Tgss name t HEEARNITHMI N TNET,

Bl4-2 gss_import_name()() D1 Bl

char *name string;
gss_buffer_desc input_name buffer;
gss_name_t output name buffer;

input_name buffer.value = name_string;
input name buffer.length = strlen(input name buffer.value) + 1;

gss_import name(&minor status, input name buffer,
GSS_C_NT_HOSTBASED SERVICE, &output name);

gss_release buffer(input name buffer);

1 >AR—bhIniz4and. AHRGEDLEATERTESHLDIT. TD
gss_buffer t 7727 NIRRT I EMNAIRETT . £3UTIE. gss_display_name() %
AL ET., 270U, gss display name() I&. FERDOXLFHNILEFLCTHS Z &
Rl L £ . TORKEIL, EROBENARTZENT 2 HIEITH D £,
GSS-APLITIZIENIT B AR ZUE T ZBEN D D X7, 233 X—2 D [GSS-API
¥ 2ZRLTIZIN,

gss_name_t HEHERIZIE, BH—OARTOBEEDN—2 3 > Z M TEET, GSS-API
LSO THR—FSINTWLHEEZ LI, 1 DON—2a DNEREINET, DF
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0. user@company D gss_name_t HEIEARIZIL, Kerberosvs 7 St S N7z T DARETD
1DODON—2a e, BN SRESNLHDON—2a VINEEN D[RR H
DEJ, BI% gss canonicalize name() Id. A& L THER4 E RS 2 2 1 THLD &
9, F/z. gss canonicalize name() (. HJ1&E L TEDOBEREICER O H—
N—2a > AT EZURONEAZRL £,

ZO L7 ICE A R4 D T &% 14 (Mechanism Name, MN)] EMEONET,
WSS 213, B OO ARTTIZR <, FEOHWEICX > TERSNEZEERDA
ACYd., ZOTOCAZRLIZDOMNRDOKTT,
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a3 k% SRS (MN)

joe@machine XF 5
gss_import_name () mech = *%*ﬁ
joe@machine
mech1
AERA R
joe@machine
mech2 (gss_name_t)

joe@machine
mechn

gss_canonicalize_name (mech?2)

REp& .

joe@maChlnﬁ]echZ #1884 (MN)

(gss_name_t)

GSS-API [CH5 (T D EEIDLEE

Y —=N=N 747 > NS HD40H1ZZITIMO. Z045H1Z2 Y 72 AU A b
NTHRERT DHENDHGEEEEAET. 77 A Z B (Access Control
List. ACL)) &ld. FEDTY VL AMZFFDFEERDY A DT LTI,

66 OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118



GSS-APIDEEHLER

ZOLIBRRBRETOICE. ROLXS L HENEZSNET,
1. gss import name() C. 7 717 > h4% GSS-APIL N1 > AR—hLET
(FEA1 A= bF 3N TWRNWER).

GEICE-> T =N—34FZNEEXTZIRD XY, 085G, Z0F
B LES D FRE A, EAE, H—N=37 747 > FAEFOARTERRT S
ARENH D ET., I TFFANOEEHH, 75147 > bEFOAFNINEIER
TEINEXT.

2. gss_import name() C. & ACL%%Z 1 > A— KL ET,

3. gss_compare name() C. f >ihR—hLE&ACLEAZ A >HR—KLETZIA4T 2 b
HE LT,

ROKNZ, ZOTOEAZRLET, ZITEFIEIDALETHS ERELET,
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Ra-4 ZLH1DE GBY)
Y——

-~
-~

(B54T 2 R,
o) A

: gss_import_name ()

gss_compare_name ()

gss_compare_name () gss_compare_name ()

ACL% n
(&% & L)

ACL & 1 ACL#& 2
(REBZ ELT)) \(REREELT)

@ gss_import_name()

gss_import_name () gss_import_name ()

I i
ACL

HHTDEN DI NGEX. ARz @RI KT 5 LD AETHRIED D £H A,
HRTDEMNIEF 12 WG, gss _canonicalize name() BIEL & T 2135 03%h=R
E/\J‘Z:“a—o
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COETIEROFNREZMHETNL X9

1.

gss_import name() T. 747 > "% > AR— R LET (X1 R —FIh
TWBWER),

i 9 RN O 4 EFERIC, AR TN THh 2H/E1CE.
DFNEFLE D D £ A

gss_canonicalize name() ZfEH LTV 5147 > hAOMMHN—a > EERL
i—a—e

gss_export name() ZFHL TIZY AR - HZEERLET, TV AR—L4
. EE LTI ELTDOISA4 T > M4 T,

memcmp() ZEH L TV AR— SNV T4 7 > h4% ACLNOE & DT &
e LEd, 2. mETEET 24— /NN—v RODRWEEKTT,

KO, Zo7atvAZRLET, ZITH, U—N—DNTF71T7 > "M 52ZE
L7=4Hi%1 > hR— b 20ENHDERELET,
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70

Ra-5 ZETDE GEN)

(V54T k
M)

H—/—

<@

gss_import_name()

ACL=T7%U = RHlfEY R +
MN = &4

I34T7 B
(REBR ELT)

gss_canonicalize_name()

gss_export_name()

|
|
‘ A
eeeg
Q

41—

gss_export_name() [3HERES (MN) ZHIFFd 5720, LI T4 7 2 FAITHL T
gss_canonicalize name() ZEITT H2MLENH D ET,

L. gss_export name(3GSS). gss_import name(3GSS). BLN
gss_canonicalize name(3GSS) ZZHRL T Z Xy,

GSS-API D OID

72 =7 N#EBIT (Object Identifier. OID) Id. KD X D727 —% T 5 & =1
fFRLET,

w TFR U T —HEE
= QOP - Quality of Protection (f&7& /&) DfE
LAY it

OID I3, GSS-API D gss 0ID desc iESEARICKHMEINE T, ROFIDEL ST, GSS-API
13F OREEARNDRA >4 gss 01D 2L 7,
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#l4-3 OID DHEEA

typedef struct gss OID desc struct {
OM uint32  length;
void *elements;
} gss OID desc, *gss OID;

I 51T, 1 DL ED OID % gss 0ID set desc HEKICHMT 22 EHTEET,

#la-a OIDt v  OHEEK

typedef struct gss OID set desc struct {
size t count;
gss 0ID elements;
} gss OID set desc, *gss OID set;

FE-T7 7Y —2 3 Ulid free() TOID Z2fRINT HZRETIEH D FH A,

GSS-API [CH T B4 & QoP

GSS-API T, T A Fa T4 —HEELT7 T r—a  INBIRTESL51C
o TWETMN, GSS-APINERL7=T 74 )V SO EZ TE R0 R T 24680
HOFET, [FFKIT. GSS-APITld, T— Y IREDREREL )V ET T

F—2a MEETELLIICHESTVETD, T 74D QOP ETE SR fH
HITBHENHODET, T 74 NOMMEZITANDS ZEZ2RTICIE. HEER
13 QOP % 9 2 BASXITME 6SS ¢ NULL oID Z 5% & L THEL £,

FE-tFU T A E/213QOP ZBI/RIICHRE T 5 T &ld. GSS-API O H
BRI LET., ZHOLEBEORRIE, 77U r—2 a3 > oBHEEZHIRL £

END GSS-API EEET, T D QOP /-3 A BRI L 7= AL THHR— R L TWhan
AREMEM BV £T, 72720, £k C TOID OfgE) Tid. FIFH ATRE/ MRS QOP %
B HiEE, 2056 OB AIEICDOWNT, FEICHHLTWET,

GSS-API [CH (T B & RIE

QOP &tF 2T 4 — DTN, ARIRZRT ZDIZH OID NMEHINE
9, AL, BETZAROERZRTHDTT, LA

IX. gss import name() BIEUIERDF T Z SCFFIMN S gss name t BT L £
N, ZOREBIIERT RELFHORRZGHO 1 DELTZIMD XY, &4
&, £HEi%IAY6SS C NT HOSTBASED SERVICE TH S e, Z DRI, AhEIniz4
A7)0 service@host TEIN T 5 EHIB L £, #ARiIELAY 65S_C_NT_EXPORT NAME Td 55
B, ZOBIKILGSS-API Y AR — hAZEHIFELES, YU r—2a i3
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72

gss_inquire names _for mech() B ZfEA I 2 L., fEE L THEATE 24018
BHIDZEMTEET, GSS-APLICK > THASINDAHIRIO—EIZDWTIE, 241
R=20 4R 22U TN,

GSS-API{RREO — R
FNTD GSS-API BT, B DRI £ /- 13RI T 2 15 22k 3 % 2 fiE D
d—RZRLET, EE50MBEORETI—RH oM uint32fEE L TREINET,
KIZ, ZO2HEORED I— RIZOWTEHHL ET,
n ATy —IREEI—R

ATy —REEI—RIZKOLIT—%ERLET,

s U GSS-APIIIL—F > L5 — (b—F VICER M EIRE L2712 L)

s HEEDGSS-API EBNAT T 4 > ZICEADIERH L T 57— (B D 5180
AEXTERWN, 5IBROELDEE S TR E)

" WSO TDLT—

IHIT, APy —REI—- R, IL—F > DIREITET 22 Em bR TE £
o EARE WEPKTLTWRYD, b—7 COREGBIENHES TWb, I2E
ZRG A= RPRSINET, MOITIT—NRELLBDSTHE, IV—F VI3ERn
GSS S COMPLETE D AT ¥ —{REEO—FZRL £ 7,

ATy —REBI— RIROELDITL TRINET,

OM uint32 major status ; /* status returned by GSS-API */

major_status = gss_generic function(argl, arg2 ...);

AV —{REEFR D O— RIZIO oM uint32 EAU &S ICMBTE XY, HEx
i, KO- REZEAET,

OM uint32 maj stat;
maj sta = gss_generic_ function(argl, arg2 ...);

if (maj stat == GSS_CREDENTIALS EXPIRED)
<do something...>

ATy —IREETI— K3, <~ 1O G6SS ROUTINE ERROR(). GSS CALLING ERROR(). B
J TN GSS SUPPLEMENTARY INFO() CULMETZE £, 236 X—7D [GSS-APIIRAE

d—F] TlE APy —REI— FROHRAED HIEIZTOWTHHL TNW5IZ

N, GSS-APIIRREOD— RO—E 2L TWET,

. A FREET— R
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XA F—IRED— RIZEROEENSRINET, ZN50T—RIZDNT
3. 2O a7 IV TIREARICHHAL 5 A,

FRTD GSS-API BIEUIHRAI D515 E LT oM vint32 BN A F—IREEOI— K%
ZUTED £, BIEDIEOH Lo ORI HIE 2 R FRIC, Z D oM uint32 51k
XA F—IREI— ROPKBMEINET, ROI—REEZFT,

OM uint32 *minor_status ; /* status returned by mech */
major status = gss generic function(&minor status, argl, arg2 ...);

HMRL T —%2RT Ay —IREEI— RWNRSINDG5E TS, minor_status /N
T A—=HIEGSS-APIIV—F LICEK o THTREINET, TOMDIFEALEDH
JINT A—=FINIENRESNERE . L. W—FUiZEoTHOHBTEN
FERUBREE AN DR A & ZRTREHT)/)NT A—FI21E. NULL DSERE SN E
9. NULLIE, FREEENERICITE DS ToNmh>72lEE2RLET. 20D
EOARA HICEHET HESI 7 4 —)L R (gss_buffer desc fiEfkZES8) 1301
REINET, TOLOIRGE, 77U r—2aidInsD)Ny 7 v —&f#iK
THHEIHD EH A,

GSS-API b —2 >

GSS-APIICHBT S i) OREAHENIL Th—2 2] TT, GSS-APIZHHT T
VA —aid, b= 2L TEWIEELET, b—27 & T %E3
Wl tFa)T 4 —Z2BI L0501 fbNET., M7 i

gss buffer t 7T—¥MELTEFSINET. b—2r 2B 77U r—2a izl T
ARBHTY,

h=2 22, TaA2TFFARLNVE=22) & T Ayte—=2b—=20 2] D2
HENHODET., A2TFARNID =D 3T, I2TFAMERLT S
B, DEDIFTFAMZEHL TRZIANSBRIHEREINET. TI>FFAML
NIVh=27 2, A2>TFANZEHTLHNT, RICE>TESINDIENHD
ESIN

Avt—2h—=0 203, AT F A MNP ESN b ETHEREINET,
Avt—CH =7 03, T RET-EAEZBEHIIHNTHASINE T, =
EZE BT T =23 Vil A=V RREELEW T U —3 3 L EEZ
F9., TOTYTUr— 3 ld. GSS-APL &{fio> TR S Lk 724Kkl ., Tz
A=/ LET, TOEITIEN—7 TS NET,

Avt—T =0 03, Avt—EOBERICBWTAROLDITEZRAD I EINT
Z2F9, Awt—2) &, 77— a3 NETIRERETEZT—HTY, =
EZE s aAY R, ftp = N—ICREEINZ A E—JITRDAET,
Awt—IEh—=r7 L3, TDA Y=k LU T GSS-APINERT B4 T
PV DT ETY, Avt—HEN—7 > 0fEL TR, BEY FORElLaN
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74

PIRDO Ay =0 FKIFeonEd., 2720, BEOHIIE T AREKETT ., Bk
INTEAYE—JEFRIEDAYE—THD, F—T 2> TEHDEFRFA. F—T
EFERZ DI, GSS-APLIC L > THERSNZBERZITTY., LirL., ERICTTED
DETAN., Avt—2) & Ayt b—2 2 ZRICEKRTHEHAZINS
ZEMDDET,

KROVEZELZT TV r—2 3 > OBEETT,
1. NV 2EREZETHIE, FREBEZZIDOEIDIRT IV a w2E 73520

‘o
—

N—=2 D [ZDOfd GSS-APIBIEiHl 1 D send token() Bt & recv token() BE%L

B HEYEFEAR O B & EHSIA BB ZIER T 2 LENH D KT, 225

22U TL7ZS N,

2. b= ofEEZXYL, TR T =2 > 28ETH L,
M= 237 7= 3 VIR LU TREHTH D=0, 77— 3>
3. BB END =0 EXPTEERAA, b=V ONENOLNSE
<ThH, 77Ur—2a i3 h—r > 0OfEEXYTEL2HENHDET, 8
5, FOLmWnwE b= 2 Z&i#EY)75 GSS-API BAEICIER 72w 5 T,

YTV —a it ROFETh—7 > OMBEEXFITEET.

%%Kiofw7D77A®ﬂﬂ7m ZELE0),. t&xi d>7F Ak
EZITANDZDICHEL TWE T T r—2a i3, ZELEZN—2 13O
?7“:\:2]\0)11‘%4 %f—ﬁ@“%%@f%%&ﬂiﬁbi? E7E. a>7F A
NNFERICHENLINDET, Avbt—I =02 (DFEDT—F)DEEZIT
b@m& HEINET, WoltAdTF AL INDE, 7T
F—2all3Hlnwh =2 2N Ay bt— =T > THDERELET, Z
DEIH7 b—7 > OB FEL. FEEIC—RNZHDOTYT, Bhoryars <
LEITH ZDOHIEEFEHL TWET,

T3 EH- T, TEAIE. b— 7/72]:7‘\_]_1;3—%)7‘;3@@%&75\\770])
=23 VIEENTWBEE., TOT7 ) r— 3 i bh—2 > OffE%
R T IT DB ENTEET, ROI—REEZIET,

gss_buffer t token; /* declare the token */
OM uint32 token flag /* flag for describing the type of token */

<get token from a GSS-API function>

token flag = MIC TOKEN; /* specify what kind of token it is */
send a token(&token, token flag);

ZEMOT T r—a 2ld. ZEBIEK (get_a_token() 72 E) T token_flag 515X
ZRELET,

RIS T Fick->T, 77U r— 3 ‘/L;t (A5 h—=2 ) ZERT
ZFET, AY =2 23, GSS-APIEEEMN S5 Z T -7 h—2 > 2 /NT 5 7=
DDIL—P—FERDOHEERTT, A¥ ~—27 ITid. GSS-API NSk 7z
F—20 O G EERTI—Y—ER T — IV ENEENET,
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GSS-API [CH(FTHA 7O =2

GSS-APITlL, X F 7Ot A7 7 U r—2aNOdbd 7O AnsHO 7ot %
WtFass—a 7FFAMEERET, @E. 77U —aidro4 7>
OO TFFANEZTIANET, 77U r—2ai3Z0a>57FAKe7 7))
F—a ANOT7ObAMTHAELET, YIF7OeA7 71— a2 iion
Tld. 86— D [GSS-APIICBIFTZ A FTFARDIY AR—KEA >

A=) Z2BRLTLIZI N,

gss_export_context() BAXIZ 7O AM b —27 > &BERLET, ZDO =T IH
EFNcEMEMAIL, 2BFHOTOLANTIA D TFANEEBETEZET., b5
JatAmsRloTat Aot AN —7 > EETOIE. TS —2ard
HETY, ZORBRIE. b= &HOT T r—a ITETONRT T
T—2a DEETHDZEITBTHET,

TOt AR N =27 213, B EOBEBEERNE ENSARENH O ET, HTL
HITNTOD GSS-API EEN T O A b —27 > ZRSHMTHRET 2 LIIED £
o LTEMST, 77U =23 id, 7Ot A N—27 i REZBL7ZHET
R EETHHNENRDDET, 5 LR#lIL. gss wrap() Th—2 > ZH5E1L
THERELTERELET (2L, BEXFIHAIETH 25E5).

F-F755 GSS-API FEEMTIE, YO AM =7 > 2HETE S EFED /A,

GSS-API X {FRHT 577U —2 3 D%

ZZTlE. GSS-APIZFHL TEF a7 —RESINLT I EFEET S
FEITDWTHHALET, 72720, GSS-APIZ2HHT A5 2 THo EBHLERD
BRI Z S TE T, FFME. fH%B IGSS-APIU 77 L > A 2BRL T
IV, ORI, TRTOGSS-APIEE%, REEa— R, BT —~RD—&
MEFNTVET, B GSS-APIBEICDWTOEMIL, HrxDOx_a 7 I R—D%
ZHLTLZI N,

ZORZaTVIIVOPITIEEMEET N EHFHALES, 759147877V

r—ar N E— M —N—CEET—YZ2EELET., RPCHREDNT A
A—r 7O MTNBITEAMMIEFHEEL E5 A
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GSS-API D —fig Y75 {E A%

GSS-API i 9 2B 0— A2 FEL. KDOEBDTI,

L. 87 7Ur—3 3> GEEMEZEMON L) 1TEKZIRINTES L 7 (B
= HBICES L TWaWngES),

2. Bl tF Vs —a2FFALZEHLET., ZEMIZTOITFAL
ZRFANKT,

3. EREMNEEET 2T -2 ICtFa VT —REEZHEHLET. REMIZ
Ay t—T ST 2N, TFIENY T EMNTET., 2% REMIZR
EINTAY =T ZHALEXT,

E-REAET T T —REEREA LA THhENERT AL, TOHE. T
T FDGSS-APIEF 2T 4 —H—EXATHDRFAZTNA Y =10 A
EELESC

4. ZEAZA Y- ESL WETHUL), Avt—T28E0 9 (%Y
T 5.

5. (BWETRE) fERR D=8, ZEMNIFER Y 7 2 R EHNREL £,

6. EEMEZIEMOT TV r—> a Bl EbIALF 20T —ATFA
L ET, BETHIUL., 7TV r— 3 350D D GSS-API T—4 HF
NTHEBRLUET,

FE-EOYBTOENZIRTOT—YHEBERNT S, WO LITO7 7Y
r—3a OBEMETT,

GSS-API1 2T 27 U r—aid, 771 )gssapi.h &1 > 7 )L—R
(include) T HMLENH D £T,

GSS-API [CB (T 5B DIR/E

M) L, ERAICHTLZY TV —2a > OEROGEHERET 5T — 51
BTY, YTUTr—alid, BREME> THSFORETY 17 > 74 T 14 — 2T
LEd, SHICEKIE. T274 74— OHRZERTSEHNTHEHINSSGED
HOET,

GSS-API HH 3 &M M L £ A, BRI, GSS-API BIEUNIE O & 115 i

12, GSS-API DBERICHHF U T4 —HEICE > TERSNET, <D
&, I—H—Znr A CRICERESZITERD X7,
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& BEFED GSS-API BEMITH —~DERITH L TOAERNTY, H—DEKIZIE. £
DERICKTHEENERE S ENDAREND D ET, TNSOERIIHE L
W1DTDERSINET., #ROF )T —HEEHAZ~Y > ETEEL
B, TNEOHBEOY Ty NEIRATZY S VICEESINZEEITENCRD
9. GSS-APIld gss cred id t HHEAZBE U TEKICTY VAL X T, ZOHGER
D&% TEKRN RV EFFOET, BKET TV —2a I U TREHT
T, LENST, 77U r—2a i35 A6 NEKOFEMEZNSLETH D £H
Ao

BRRICII3IDOEANH D FT,

m GSS C INITIATE-EFaUT 4 —d2TFANOEGFHOAZEITD T TV
F—ar EHMNUET

® GSS C ACCEPT-tFaUFT 44— TFTFARDZITFANDAZITDT TV
r—arEHMNUET

" GSS CBOTH-tEFaUT /4 —a2TFANDEHEZITANEITASDT 7Y
F—a EERELET

GSS-API [CH (T HERDES

TFa2UT 4= T FARNPHILTEDLLDICRDETIC, Y—N—=EIF717
S REENEFNOBKEEETHREND D T, BRITEIHENNS £ T
ETHHEATEET., AHIBRENINEE, T TUr—2 3 VIdEKEESLET
BENHDET, V7347 2 MMEATHEKRES—N—0FHT 28K ET
3. TOEMHMNRRLBENDDET,

GSS-APIR—ADTY T Ur—3 a O NEREEST 2 HEITIE, RDO2DOMNH 0D E
@_0

= gss acquire cred() £7/=1d gss add cred() B ZEMHE I 5 Hik
» O T F X NESIFFICT 7 4 )V N D& Z /R T fH 6SS_C NO CREDENTIAL %5 7E 3
%51k

FEAEDES. gss acquire cred() ZMENHT O, 2> FTF A FDZIFAN
fll, DX —N—7ZFTT, T>FTFANDOEEM., DFEOTIF147 > MI—#
2. OJA CRICEREZITIRD EY. LER>T, 79147 > NIEHE., 7
T4 NDEKREIRETEET, J—/V—Id. gss acquire cred() ZFHTT

2. BHOT 74N FOBEKREFHATAHIEHTEET,

DIA4T > NOEKIE, EDIIA4T 2 NOHITLEFNO T O ATk U TR L
X9, Y—N—DNEKEEGTLHLE, EFaU T4 -2 TFAMOZTANNT]
REIC/RDET., LENST, 2747 2 bR —N—ITfp ERZ XD 5H. £D
2547 2 MNEas A DEPS T TICEKRZERL TWaARERH D ET, 75
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A7 MO TFANEREHLID T 5 E, GSS-APLIZHEIMICZF DB % S
LET., L, =—N—=70F 7 LNIERS N —E X (ftp) DEK & HRJIC
HELET,

gss_acquire cred() WIEHH T I 5 &, 655 S COMPLETE DRI NE T, BRI EK
ZIRB WAL, 655 S NO CREDDVRSNET, TDMOLTTI—a— RIZDODNT
13, gss acquire cred(365S) DX a7 I R—=VEZBLTLEZIW, FlITDONT
I, BESED [EKOESR) 2L T<EI N,

gss add cred() {d gss acquire cred() IZITWET, LML, gss add cred() Z{d
HIiud, 77U = a VISBEOEKERITH LW RIVEIER LD, BE
HFOBERICH L WEKERZBIMLZD TEET, 655 C NO CREDENTIAL ZRLFEDE
¥ELUTHEELZSES. gss add cred() 137 7 %)V OEMEIZHES TH L WEK Z
ERRL £9°. FEMIIE. gss add cred(36SS) DX a7 I R—IZHBRLTL7ZX
W,

GSS-API [CH(FA T+ X FDRE

GSS-API Nt F o) 50 — BRI o EHEEEXIL. EFa2UT o —a
TFANEERTZEE, T—YERETHIED2DTY, 7FUr—ar
SN EREKREESLZDbE, EF a2 T4 =T TFANEMLTILEND D

F9., ATFFARNEMLT DI, —HOT TV r— 3> GBEET 14T >

MMWaA>TFFARZEHL, 55 —HDO7 TV r— 3 > @FEITY—N—)NZD
A2TFAREZITANE T, ETVHTEROATFANNPEEL THONENE
A

BEYOT TV r—aid, BiEb—7 > &M THEICE- T, #EE
Fal)F4—d2FFANEHLLET., EFaUTs—a2FF AN 20D
7= a JREITHETREFERDIA S TS XD GSS-API T — ¥ fEiEK T
T, ZOBERIZ. &7 TV r—2aobFa) T —ICBIFRAREEZTRL X
T, BFaUT 4 =T TFAMNIT—YDREDZDITHETT,

GSS-API [CHIT5 TV TH+ R SDIECE)

77— a lE—RETHITEF 2T —a 2 TFANEEEHTSIC
I&. gss_init sec context() BEAMEH I NE T, WHENRIIT S L. OB
. LI REZDTFARD ATFFAINS BV & ZIFATUNTEET
REATFARXN =T 2 ZRLET,
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gss_init sec_context() ZMFONHTRIIC, 7 T4 7 > MIRDIEEZITOLENDHD
S

1. BETHIUL. gss acquire cred() TERZESELET., BEOHE. 7973147
IO r A DRI EREZITID £9 . gss acquire cred() IFEAHIIZ, EfrH
DARL—T 4 2T AT LANS OB EZRIGTEET,

2. gss_import name() T. B —/N\—%% GSS-APINFHERICA >R —FLET, £
A & gss_import_name () IZ DWW T DML, 63 X— D [GSS-APLICHBIT 54
Al ZZWLTZESIN,

gss_init sec context() ZMEUNHTER. 7 I 7 > MW, ROBIEMEZEIEL £
‘a_c

®  GSS C NO CREDENTIAL % 5% cred_handle \CIEL T, T 7))V hDEZRLET
m GSS_C_NULL 0ID & 515 mech_type \ICIEL T, T 74V N OH¥EERL £

®  GSS C NO CONTEXT % 5%k context_handle \ZJEL T, #HIO > FTF A MNNETHD Z
EZ&ERLUET, gss init sec context() [FEH I —TNTIHOHEIND =0, %]
FOFENH LIILET OO L CTRESNZD > TF A NS RIVEETHEND
DETJ,

= GSS_C_NO BUFFER % 51# input_token IZIEL T, b=V >MMEMANIZETHDH I L%
RUET., bDWE 77U —2 3 vidlength 7 4 —)V R OICEHRESI N TN
% gss_buffer descA 7P hADRA A EETIEHTEET

= gss import name() T GSS-APINEERICA >R — RSNz —N—%ZELET

T2 a 3T L Z0LIRT T4 MEEF AT H46EITH D EE
o ETHIT. 7I747 2 MG req flags AL T, otF2UT 1 —/XF
A—=FIIHTHEGZIEETHIEHTEET, gss init sec_context() DHIEIC
DNTOFFMIE. IO THIL £,

I2TFAMZFANMNL, 32 FTFAMEIRICWS DONDON Y Rz — 0 2%
KRTDREMEDNH D T, DR, ZIFATUZ, 32 FF A SPERITHLS N
HET, BEOICTFAMERZEET LR ITEBHMCERTESET., L
Mo T, BIEMEDZZD, a2FF A NOEIIFEIC, T2 TFAMNERITHILS
NIEMEINERET ZIN—TO—HEL TITHONSRENRDH D £,

a2 TF A NMERITHETL SN TGS, gss init sec context() I & AP v —IR
BE1— R & L TGSS C CONTINUE NEEDED ZR L £9 ., L7Z2- T, £0D
gss_init sec context() NS DRVEZMEHL T, EEIL— T 2T 20 E DM D
HIEZITOBENHD £,

747> M3IarTF A MEHREY—/N—IZ, gss_init sec_context() MHR I

e hbh=22) OBKXTELEXS., 771472 M U—N=—D250FHkE TA
b= ELTRTRODET, TO’, TOAN =0 23, B
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gss_init sec_context() FECNH L DB E L TET ZENTEET, ZITH-ZA
=0V >OEZN0DOEE. == N EHT =7 22T RL THRWN
ZENTINDET,

L7=M>T, Jb—7NTgss init sec context() DR DEDIREE ZMET 5 LISt
. AWM= DOEIBMETHLENHVET, TORINDLIDETHS
B, O R—=0 2 &Y —N—IZEETIHENDDET, I—TZHIAET D
2. AWM= DEIZ0ICHHHEL THB<BERHDET., ANhb—22%
GSS_C_NO_BUFFERIZRRET B, T DGR D length 7 1 — )L FOfEZ 0 1Z3E L X
KRB

RO T—RIE, 77347 > MUASOA2TFA OB ZRLIZHDT
3‘0

a5 F A b % GSS_C_NO_CONTEXT THIHLd %
AJI h—7% > % GSS_C_NO_BUFFER THJH{kd 2

do

call gss_init_sec_context(&#%, I > T F A ~, &Hi, AJJb—2 2,
=22, 2oos514.)

if (RTANNTEEITRELT) b= 2 EFET D)
RTATNZH S b= > Z2EET S
Hhb—=2 22T %

if (32 TF A NMERETRN)
ZFATNE AN N—0 2 EZIETD

if (GSS-API T —MWFAE L 77)
d>TF A NZHIFRT S

until I > 7 F A NINFERL

EEOI—TF, SEIERITI—RELEZFAULE., KOEMRBDOICRDET, £
SUL7a>TFAMNEERHI—TOEBEOHIZONTIE, 103 X—2D [H—N—&D
tFaUT o —a2TF AN ZZRLTIZI N, 5

IZ. gss init sec context(3G6SS) DX a7V I R—JIZH, HFED—RLIN TR
WHIRH D 7,

—fRIZ, DT FARNNERITHNL SN TWAWNEICREINS /ST A—4ElE. 3

CTFANNET LERCRINSIZTTOMETY . ML, gss init sec context()
DY T INR=T BT EI 0N,
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gss_init sec_context() WIEHH T 5 &, 655 S COMPLETE DNRESNET, a7
FANMEL N =D >INET ERDZT T r—a nbERINS

5. GSS_S CONTINUE NEEDED 2ViIRINFET, TI—MNFHAELY

. gss_init sec context(36SS) DX Za VI R—JICRH INAZL T —I— RAGR
INETJ,

AXTFARNDEFHNRBE LIS G, 7747 > bMaY—N—D058kanxd,

GSS-API [CHFTHATFRMDZIFTAN

ATFARNDHENIIB TS5 1 D04HIT. 2>TFAMNDZIFANTYT, O
T F A BDZIF AT gss_accept sec_context() B TITWE T, HHE DY
G, 747 > Fhigss init sec context() CEFIL/ZO>FTF AR

T, U= N—INZTFANET,

gss_accept_sec_context() NDERANIL, EEFPNSZTWMTATT =2 2T
T ZOAZTIT—HFE, TTFAMNY RIVEEBHUICETREM N =2 >
RLET., LML, gss accept sec context() ZFEONHTRIIC, H—N—IdV T
A7 MBS ERINIEY—EADOEKREZEG L TBBENRHD LT,

B —=N—lLZ DX D&% gss_acquire cred() BRI TESL ET, HDHWV

13, =N —1d. BEREHRIICEST 2D TIid7a <. gss accept sec context() &
FEONH S BRICT 7 4 )L B D& (6SS € NO CREDENTIAL) ZH§ETH I EHTEET,

gss accept sec context() ZMENHT & &, H—N—ILRDFIEEHRETEET,

= cred_handle - gss_acquire cred() IC& > TRENZEKRN KL, HDHWIE, T
7)) b DEKEZERT GSS C NO CREDENTIAL B T,

= context_handle - GSS C NO CONTEXT VIO > FTF A MM ETHSH I LZRL X
9, gss init sec context() L H I — TN TIENHEIND /=D, Bl OO
LIZBETOMEH U CTRENAZA 2 TF AN RIVEETHLEND D T,

= input_token-27 747 > EMSRFWoLIATFAR =T 2,
gss_accept_sec_context() FIEUIC DWW TOFEMIL, LIROHITHHLET,

TF VT =2 TFAREHLT B2, W<DNDNY R = —T PNib
BEERLAEEENHVET., A TFANNERITHLINS ETIT, EBfl &2
FANRNEES . BEOITF A MERZEFBTLIMHENHDET, LIz

Mo T, BHEMEDZD, 22FFAPOZITANIFEIC, 2> TFA BNERITH
NSNEEMEIMERET 2N —TDO—HEL TITTONABENH VLT, I2F
FANNELMHLINTNRWE S, gss_accept_sec_context() IF A T ¥ —IKEE
J— R GSS_C_CONTINUE NEEDED #iR L £, L7=M->T. I—7IF

gss_accept_sec context() DRVEZMAL T, ZIFAIUL—T &kl T 50 E S50
ZHEL XTI,
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A2TFARZTANNIO > TF A MEHRZ O > T F A NEE

IZ. gss_accept_sec_context() WHRINILMIT =27 > OBEATELET., £D
%, ZTANNZ, KD SEMEREAT =7 > ELTZTRNET. AN
=2 213, #HiD gss accept sec context() FFONH L DB EL TEINET,
EEMANEETRE = >0 /2 <725 &, gss accept sec context() NMHEZ 0D
WA =2 2iNEENET, JIL—"T7NT. gss accept sec context() DR D EDIR
BERETLHIUMNMC, BV OEIZHREL T, O N0 2 EREFETRE
MESMELHIBLET, I—TZBBT SE1IC. Hh— 7/@5375:0 ZHIME
LTHBBENHOET., HHhb—r 2 %&aess. c NO_BUFFER IZEXET D7/, £ DRI
KD length 7 4 =)L FOEZ 0 ITEREL £,

KOO — RiZ, B—N—fNn5D0a>FF A NOMNSHZEZRLEZSD T,

a5 F A M% GSS_C_NO_CONTEXT THIHILT
H —2 > % GSS_C_NO_BUFFER TH#HIHLT %

do
EEFUNS AT =0 222 ET 5

call gss_accept_sec_context(d > T F A N, &N RV, AT b—2 2,
Hhh—r 2 ZOM/MD51%.)

if EENCAEIT NS b= 2 EET %)
EERNZH S b =20 2 Z2RET S
W b—=2 > Z2HiRT %

if (GSS-API T —M0 AL 1)
dA>TFF A RZHIFRT S

until I > 7 F X MINTERL

EEOIN—F, SEIFERITREEZSALE., K0EMRBDICERDET, £
SLEACTFARZFATIUL—TOEBEOFIZDONTIE, 103 X—

D [H—=N=LDtFa) T4 — 3/7‘:\:XF®%4J EHBLTLEZSIWNn, 5
IZ. gss accept sec context() DX a7 I R—IZHHINGEHSNTWET,

BORLICIZDETN, GSS-APIEHFIZ =V > 2EZELEFEAL, =T 2DiE
ZERZT TV —2a DHIMUETILENS D FT, b= 2 2RET S5 OH
IZDWTIE, 225 X—2 D [ZDOM D GSS-API B p]] 2SR TL7ZS W,

IERITHK T L ﬁm gss_accept _sec_context() {&G6SS S COMPLETE #RL £, I
ST FANNERITHEL SN TWARNEGS, BIRUL eSS S CONTINUE NEEDED Z R L £
KR Ii—ﬁi‘%ﬁibf:i}%@\ COBKIITI—a—RERLET., M

1. gss accept sec context(3G6SS) DX a VN R—TUESRLTLZI N,
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GSS-API [CHBIT2FDMmO IV TFR MY —ERDER

gss init sec context() BARLTIE., 77U r—a i3, EANARI D TF A O
LGN, Bnmo T — 5%uﬁ EAZERTEDLDITR>TNET, DX
B —EAZERT SITIE, gss_init_sec context() D req_flags SIEZHH L £9°,

TRTOEENINSTRTOY—EZXZE’TIDOTTIEIHD EH A,
gss_init sec context() D ret_flags 51%E, fEESI N/ TF AR TEDY—ER
PRHTE S0 EZRUET, FRRIC, 327 F A RZITATUT

I&. gss_accept_sec_context() WY ret_flags M 5. EOY—ERAZFMATEZ %)
ZHELET, DBEOHTIE, BMOY—EAITDWTHIL 7.

GSS-API [CHB (T 2EEDEET

FAEINTVIUS, T>FF A MEBINIZI > TF A N2 ATAREEE L TH
ETBEICERTEET, TOLDBEE. ZIFATUNG., BEIAD - TR
DIAFFA R TEET,

RIAEDHDI—HF—IN, YT 2BIlrlogin L7zdHE, SHIIYTOBMNHT
2 ClZrloginT 5 ELFET., #EICK-o T, BIEINZERKIIBZ A EL T
TEHMN, FFAOTOFIELTOBELTH#AILET,

FAEWFFRI SN D &, ret_flags \ZfE 6SS_C DELEG FLAG 2% E TX £, ZITATUINZ
TREI N/ & % gss_accept_sec_context() D delegated_cred_handle 515t & U TR )
HODEd, BROZFTIITFA MOV AR—KMEFELZDET, 86 X—
@[G$AHK$U63>T$XF@Iﬁlﬁ*%&f?ﬁ*ﬁj%?%LT<%§
Ve ZOENWD 1D, 77T —2 3 > OBEKITEICERERFETEET

N, A2TFAMI—EII 19@7DtXTLﬁ%HT%ED EWVWSHTY,

GSS-API [CB(TAET7HETOHEREDETT

ftp U1 BT 7 7 A IV EERET 51— —I3@%. TOY A FDOHITIZTDOWTDIENH
EQHEELERA, UKL, T T S— a3 b LYy b I— REBS DR
ftERD NI =13, TOZEMOHEITLIT DN T OMERIEHZSZWIZT
TY., TOULEEEIC AR NREICRDEYT, I2F7F A NOREMI &2
FAIV DT H, BE DY ILEGEHT 2068NH D E7,

a7 F A MEEMMIAH AFEGE 2 ERT 51213, gss_init _sec_context() O req_flags
Bl 6SS_C MUTUAL FLAG 2% L 9. MARMMNERINS &, ZOBEKIZ
D &%T@—f\_ :\ ret_ﬂags %I;& @{_ﬁ% ﬁbij— *ﬁﬁnuﬁ@gﬂ?”éﬂtﬁ\
HHTERWEE, BYUALETS ORESHOY T r—2a > OEETT,
WEMH#%kéht@@%T%ﬁm%éf% GSS-APLIZHBIMICO > TF AL ZE
MTLULERA. £, #BEOHFIZIE. FRCERDR < TOHARREZHITETT 5
HOHHDET,
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GSS-API [CHIFTHERZRFEEDREIT

GSS-API DB DEAIZHNWTIL, EEHMIOFEMIERIZDT > T+ A METO—EL
T, ZITAIWITHERATESIDICRDET, L., J>FF A NEHFHNIZBEY
DOFANERZ I > TF A NZITAIMNCHASBRWEDICERTHIEHTEE

R

el ZE BET I R—ZANOEGROY 7t A2ttt dT57 T r—2a &
EZET, TOXID Y — E:;Z\O)f7 TAT7 > ME, Y—EADRFLEERT B &
MEAZOGNET, ZOHETHEH, T—IXR=—ANSWOHEINDSTXTOREHRITH
L ClRENHESLENET, bf)\b\ D347 > NITIAN— EOBERREICX
O, @ERZEZAE LBV D LNER A,

E%Iﬁ%“:gkﬁ—é Id. gss_init _sec_context() D req_flags 51%X1T GSS_C_ANON_FLAG

RELET, ELMENFIHATH ﬁ‘c‘:jﬁ"&*ﬁ*'@"é 3. gss init sec context

ifdi gss_accept_sec_context() D ret_flags 514X1T GSS_C_ANON_FLAG AR E NS A
&Dﬁ"%ﬁ@ﬁ LET,

EALENEZNTH 555G, gss accept sec context() £721d gss inquire context()
MBIRSINTZT T4 T > 4% FEE L Tgss display name() ZFEONHd &, LAY
BEADERINET,

F-EAMENERINZDEH TER WSS, i@@]f&ﬂk?&ﬁﬁ DWE7 7Y
r—2alDEMETT ., GSS-APLIZFD LD ARBEEICA TFARNEZRTLEY
/IJO

GSS-API [CB(FDF ¥ RILINA T 4 T DIER

%< D7 TUr—3 > Tld, BEANZI DT A MNELZITOET T, a7+
2 MEFHZEYICEETEET, BMOotFa) 70 —NNERESE, GSS-API
TRFYyFIWNA T4 2T EERLET., FYrI)UNA T4 27 &3, #FRS
NTWBREDT—FF ¥ IVEHNT D005 7D ETT, BRMIC

. Fr R IUNA T4 733 TF A MDA EKS (DT DEHAIEZT AN
i) 2L ET, NS5Oy RS EZITFANROY T r—2 3 IZEAT
HHD, FAMERO L OBERNIRFEHERD ET,

Fx FIINA 2T 4 2 701E, RITRT X IIT. gss channel bindings struct fisE A
ANDIRA > H TdH 5 gss_channel _bindings t T—FHIT L > TREINET,

typedef struct gss_channel bindings struct {

OM uint32 initiator addrtype;
gss buffer desc initiator address;
OM uint32 acceptor_addrtype;

gss buffer desc acceptor address;
gss_buffer desc application data;
} *gss channel bindings t;
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BHID2DD7 4 —)b FIZEEHMOY RL ALY RLAM ESHROY R L ANERE
XINBBR) ZRLET, =& R, initiator_addrtype % GSS_C_AF INET IZ%E L7235
. initiator_address N1 > —% v E 7 RL AKX (DEDIPY RLA)THHZ &
ZoRUET. FRIC, 3FBHEAFHO 7 4 =)V RIIZTATUMOY RLAEY R
AR UET, HfeD T 4 —)V B application_datald, 7 7V ’7*“‘/3 ZINEHIZ
HHTZHZEMTEET, applzcatzon data Z {9 5 TEMNIZ NG D

7 4 =)l R% GSS_C_NO_BUFFER IZRREL £9, 77U r— 13 /ﬁ\?l\l/x%ifaib
WA, 7 RL AR ¢ —)L K% 6SS_C_AF_NULLADDRICEREL ¥4, A%727 KL
ABIDEIZDNTIE, 22 RX=2D [F ¥ XA 2T 4 27 D7 RL AR 228
LTS,

7 R AT, BEDT RL AL ZRTDOTIEE RS, 7 }‘ LAT772J%&RLUE
T, VRLVATy S UNERORETY L AL Z2FH D EDwLEMFERHL T
NWENEHWTE BT OG5 8% . initiator_address c‘: acceptor_address )

T4 =V RIHRETD2HENHDET., FIHELRBRWED, ¥ RL ARy b
T—DNA ME(DED., 7RLAT 7 2 UIZHRA T4 77381 NiE) THEL X
R

FXY XA T4 2T EAL T THFANEHLT 21T, HloETonk
F v FIVNA 2T 4 > T REERZ gss_init_sec context() @ input_chan_bindings 715X
THELEXT., ZOWEKRDOE T —IV ERERESNTA Y 7 v MXCFHNINERS
N, TIMSMICHIREINET, KIZ. TOMICHH b—2 VTR E
T, BWT, 77U Tr—2a i3F0O =7 2>&23>7F A NZITAIENTEEL
F9., b= 2 EZTE- Z%ZTF AT, gss accept sec context() ZMEUNH L
9, M. 81 X—TD [GSS-APLIZBIFT2I > TF A MDZIFAN] Z2RL
TL7ZE W, gss accept sec context() 1d. ZIFHS7ZF ¥ RIVNA T4 27D
MIC Z 5t L £, gss accept sec context() I&. MIC/N—EKL7ZWEEIZ

GSS C BAD BINDINGS ZiXKL £9,

gss_accept _sec_context() N HIFHEE S N=TF ¥ RIVNA 2T 4 TR EI NS 7
O, ZIFANNL, TS OEIcEONWTEF ) T —REZETTEET, &
& Z X application_data DIEZ L F 27 T —FN—AREL THBVW/cId—RT—R
EHB LD TEET,

E-F v RINA 2T 4 T IEROEEEZ R T 20 E D nE, FEEOHEEIC
Lo THREVET, LEN->T, 77Ur— 3 03, EEENMEEEINS F

T, FYRINA T4 2T IEBHREED TR0 ER A, HEMENFIHATHE
MESMMEHIET HI21E, 77— a3 >N Tgss init sec context() £7z1d
gss_accept_sec_context() D ret_flags 514 ZM#&E L £9 . {f 6SS_C CONF_FLAG &
GSS_C_PROT READY FLAG HEFMEZIRL 9. ret_flags ITDWNWTIE, 78 X—

D [GSS-APLIZHT 2T FTF A bDOEE)] 721381 =D [GSS-APLIZBITS
A2TFARDZIFTAN] 2ZRLTLEI N,
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WEIIENETN., Fr 2 INA T4 2 7IZBITFSH7 RLAEY RLZABITEMD
PR 2T ZEMNTEET, 22 BB, Frr NI >T40 27D
initiator_address 7 4 — )l K7\ gss init sec context() 1RSI NBHNE DN EMREEL
FOTEET, LENST, 77U r—a oOBEEE2ED 5123, 7RL A
T4 =)V RICIELWEREZFRET HDHLEND DX T, [ELWERZRE TERNG
A1&. 655 C AF NULLADDR 27 R L ABUZIRE T HHLENH D £7,

GSS-API ICH(FTHAVTFRAMDIVAKR—FEAR—F

GSS-APLiE, I TFARZELIIAR—FBXOA OAR— T 5 HEERELET,
ZoWREEEZIE. N FTOeA T U= a @RI TFEARNZITAN
fihix, s 7oxrspo7at A TFANERETEET, &

. ZFATUNC, a2 FFAMNEBINS OREZEFDOTOEAL, aI2TFA
MCREEEINZT—YZ2FHTH 70 ANEET BREENH D £, 129 R—
@ Ttest import export context() BIEKD A T, NSOk EF-Tar 7
FANEREBIWNMEILT 2 HIEICOVWTHIHL TWET,

BE% gss _export sec context() I, LV AR —hrEINDI2T7F A MIBET S ER

MAS T O AWM b—20 2 2fEk U £, L, 75 X—2 0D [GSS-APLICHIT
L2770t AME—2>] ZBHBLTLZEIW, gss export sec_context () Z ROV

THIC, =22 %&%ZEFETS/)Ny 7 7 —% 6GSS_C_NO BUFFER IZFRET DM FENH D £
KR

RIZ, 7TV —=2a 320 =7 223070t AELEY, HiLnro
T AEXED b =2 2 &2 T AR, TIN% gss_import sec context() ICJEL T, %
<OBE., 7TV r—ra B Th—r  &2ETESHERAINIEEN. Tot
ATh =7 2 2ETEEITHMEHINET,

tFa)T =70 ADA L AF AT —EIZIDUNGFEETEER

Ao gss export sec context() &L AR— }\ézht: CTFAREEYIZL, ZD
A2FF AN RILEGSS. c NO CONTEXT IZF%EL 9, X

7=. gss_export sec_context() ld. ZM > FF A MIEEMIT SN T OEAND
TRTOVY—ABMHLET, A2TFAMDII AR— & T TERWNY
£, gss _export sec context() I&. MEEDLEF 2T 4 —a>FFARNETLOT TR
L. 7OtAB~—7 > 858 biﬁ‘/u

TRTCOWHETI L TFARNEI AR—FTEDZDIFTRHOERA, 77U
r—33 2 Tld. gss accept sec context() £7/zld gss init sec context() D
ret_flags 51 EF vy /7 LT, A>TFANEIY AR— FT%%#E5@%%%T
EFE9d, TDT7TJIT6SS C TRANS FLAG NEZE SN TW5B Y aA2TFARIT
P AR—RNTEET, 81 X—ID [GSS-API! awa:y;#x%w%wxmja
78 X—T D [GSS-APLIZBIT A2 TF A NDESR)] 2ZRL TIEI N,

Bl4-612, XINF 7O ADOZFTANMMNI L TFAREZIT7 AR—FLTIILF
2 ZEHRH L TWAHETZRLUET, ZOFTIE. YaotA 113 h—r > 2%20)
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WoTUBLEY, ZOATy LD, A2TFAMLN) b= 2 EF—%
N—=2 B, TN6D =T N7 ob22iIcEINET, o210
TV a EEOHETT RN LEY, ZOKTIE. 717 2 M
9 TIT gss_init _sec context() MH LY AR—K =0 > ER&ELTWET, 75
A7 > NMEI b= 221 - —FEHKEE send a token() IZIEL £, send_a_token
W3 BETAH =N aTF AR =T D F B3 A= =T 2D
EE5THENERLET, send a token() X h—2r > &Y —/N\N—ITlk L £,
ZOMIZIIRENTWEHAMN, BZ5<, send a token() IFAL Y REITh—7
CEETEZITHHEAINET,
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K46 A2TFARDIYAR—F:TILF AL v RMEEN72Z T AU O

—0—

() send_a_token()

l MSG MSG

TILFTAERAY —/N—

send a token()

Al

send a token ()

e

l wsa|| —
send a token()

4 N\

AT7HFR B

NIV h—=T >
N

send_a_ token() &
=02 &757

(F—2F/~Ea>TFIN)
Z5|8E LTHS

- J

—
<!

-7

4 7AtX1- b =T % )
ZFAND
» get_a_token()
/////{jy%#XbbN»
h—v>0EE
I
@ F-g b=y
DiGE
gss_accept_sec_gontext()
gss_export_ sec_ context ()
- / J
(O MSG
. |
4 / )
gss_import sec context ()
\_ 7AtR2-T-2%0ET S )
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GSS-API [CHIT5 T F R MEROEIEB

GSS-APLIZ, HEESINZEF VT4 =T TFZAMIOWTOHERE ST 55
gss inquire context(3GSS) At L £9, T2 FTFAMIELETARLITHNEDR
WHEIZIEEL T ZZS W,

A2TFF AN RIVERET S &, gss inquire context() IFZD I FTF A NI

DNTROERZIRIEL £

s O 7 F X MEEMH O AR,

s O27F A BZIT AN D AT,

s O2TFANNRERNTH B KR ().

s O2TFFANTHERINSEZF U T 0 —HEHE,

s WSODONDAZTFAMNTA=EI TS, IN6DT I 7
gss_accept_sec_context(3GSS) BI%K D ret flags 5IEEFILCTY, TNHDTTH

13, BRECHAEZRRREEZBTANWET, 81 RX—TD [GSS-APLIZHBIFZa T
FARDZITAN ZBRLTIEIN,

» BEITOT7 TV —2alBna TFAMEBUTHLNEDINERT T T,
s O2TFARNERICHLEINTVENEDINERT T T,

GSS-API [CHBITHRESNIT —F DX

2DOETYHTAYTFAMDPHLEN D E, Ay -V ZRETDHENTLTD
Avt—TZRETEERT,

I2TF A NOHNIFFICHERINDDIT. Ho &EHIEARR GSS-API{RETH 5
[FREE) 72T, EEOLF T 0 —HMICK> TRRD ETH, GSS-API I
RO2DODIFHEDRMEEL F9°,

n BEEPE _gss get mic() BIRIC L TAY =T THEAYE—EHEI—R
MIC) WMAERINET., ZIEMT. MICERETDIET, ZELEAYE—D
MEEINTZAY =D EREICNEDNEMRTEET,

s BB _MICOMAIZMA, Avt—I0 s banExd, BelbziETdT50
Id. GSS-API D gss wrap() A% T,

gss_get mic() & gss wrap() DiEWZE, ROKIRLET, gss get mic() ZFHL
7256, ZEMEBAY =N EEIN TN EZ2RTY T 22T T,
gss wrap() ZfEH L7726, ZEMIEESIEINAyvE—2 85 T 22 TR0 £
‘g_c
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4-7 gss_get_mic() & gss_wrap()

— gss_get_mic() —» MICo ‘

‘ MSG MSG

gss_wrap ()
MSG| T mEtsmY)

(MIC &£ XA yE—TA
ADTL3)

MIC = X vt— / EHEa—FK
MSG = Avt—

I ARSI LT —DRWITS U TR D T, gss wrap() IZESGHEY—E
X%ﬁﬂt®\%<@fuﬁ§Ammgwwnéﬁmbiﬁc7D77Ai P
Y —EZDNFATRENEIDNZHETEET, FnT oy I Ak, TOF AR
BEMEICIN U T, BB ZEEL T, D WIIEE LIRWT, gss wrap() ZIFONHE T
ZEMTEET, FAFAICOVTIE 109X—20 [Ayt—IDTy T ERERF] %
ZILTLZEWN, 72720, gss get mic() Z2FHTHEA =2 Ty THRRT
DNBEINIZ N2, gss wrap() ZFHT 255X 0 CPUTA VILEHKTEE
T, Lo T, #EMENLERZWT OV T AL, gss get mic() TAYE—I %R
HEIDHAEMENH D ET,

gss_get_mic() [CLD AV E—DF T RFHF

gss get mic() ZHHTHE, TOTTALEIKEEEMICZEZ A Yy E—JIBINTEE
T, ZEMNZ. gss verify mic() TAYE—IDMICEZRETEET,

gss_get mic() I& gss wrap() 1T, Awt—TEMICZEZRAXICHILE
T, ZOHEEE. REEMT TUT—a oAy =2 EXIRT D MIC D 5 % 1%
BTV ENDDIEEZERLET, IHICEERDIT, ZEHNAYE—8
MIC ZRBTEBHNENH D, EWDHTT,
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Awt—T & MIC ZBEYNCUIET 2I121E, ROWT OO HEZREHRL X7,

. 7D77A%U1ﬁll(oi@ Reg) #2 WU T, ZEMY TV r— a I3 ERKE
2EMENHT (DX, 1HBEIRAY =Y 28T 5720, 2BHIGFAY =D
DOMICEZHIGT 27-D) L2 oNUDHID I ENTEET,

s JIJ%EUT, EEAEZEMT. EOFBEON—V 2 EBHLINET T T
KRG ZEMTEET,

s AytE—YEMICOMAFZGO LY —ELN—7 UHEERZBEC T

gss get mic() MIEHI T D&, 655 S COMPLETE VR I NE T, F5E S 4172 QOP
IWEZNTIRWEE. 655 S BAD Q0P MR I N F T, FEMIIL. gss get mic(3GSS) &%
LT ZINn,

gss_wrap() [CEB AV E—2DTy T

Awt—1d, gss wrap() BT w 7925 Z ENAIRETT . gss get mic() E[FkE
IZ. gss wrap() IIMIC 22t L £9. £/, HEENERI N, D OEBEOHEHET
FHARETH DL EITIE, gss wrap() IIFEE SN A v =2 O BITVE
To Avt—TDZEMILgss unwrap() TAYE—I% Ty THIRLET,

gss wrap() |3 gss get mic() EIFEW, Avt—IEMICEWVW-SLXIZTY T L,
DO NIAE—IICLET, ZONY RIVEREET L0 LI, IIEIK
FTIAHET, ZHUTKHL. gss_unwrap() [FA V=T 2L ET, MICIEY 7
Vr—a hoidRAEE A,

A —UMNIEEICT Y TEINTZHE. gss wrap() 13655 S COMPLETE 2R L £7,
TR EI N2 QOP MERN TR WG, 655 S BAD QOP VIR I 3E T, gss wrap() Off
ABNZDONTIE, 109 =D [ Awt—TDTy TEEE] Z22BLTIEZEI N,

GSS-API [CH(T DTy TH A XMEBAD L

gss wrap() TAw =225 7 95E, BETXRET—FOYA XNEML £
T, REINTAY =Ty M BESNLEET O NIV ZEET 201
WLEYA X THELENHODET, LMo T, GSS-APIILEIE

gss wrap size limit() 2L TWET ., gss wrap size limit() 3. 7O~
IZEDTRETERWYA XIZT Y TR[EER A v —Y DAY A XEFTHEL E
T, ZOBRKYAAEBA55E. 77— 3 >idgss wrap() ZIFOHTRTIC
Ayt —VEDETEET, AvtE—VFFERIZT Y 7T 50T v THA XOH
PR Z N THREL T ZESI W,

B A ZOEMBEITRD 2 DOERIHKEFL £7

s BRETOEDICEDQOP 7IVIY XAZMEHT 57
WEEZIEPRNHTNE SN
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T74)V E® QOPIE. GSS-API DFEM T L ICB AL EEENHDET, Lz
MoT, T7HINERDQOPZEZIFELEHZETH., Ty THRDOA Yy =T DH A AN
B LAEEMENH D FT, ZORREEEZRLEZONKRDOKTT,

gss_wrap ()

Jokan
gss_wrap ()

\
\
\
\

Jakan

————

gss_wrap_size_limit ()
x5y F#IZ7FO rajLic
BETEDLIBT—HD
AV A XERET S

AR =Pt il
T—R1\7y FDTREK
H4 X

QOP = {REME

MSG=*vt—
(RE7ILTYRL)

WERIEZEHT2NEDNITADND 5T, gss wrap() IKES> TAY =T DY A X
MU £, gss_wrap() &, $REA Y = WITMIC Z#DIAA T, L

L. Avt—2Z2EE L5 & EEZENTLE), AvE—200 1 XRBE5
ML ET, 2070 AZRLZOMNRDKHTT,
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gss_wrap ()
- (m%‘ﬁﬁ) " . i

Jakal

MSG | —— gss_wrap() —
(B2 L) MSG

(MIC $¢
EENTLD),

Joran

\
\
\
\

gss_wrap_size_limit ()

P NL avi=l = 70 Fﬂoibb‘“ﬁfrﬂ'i‘é
BETELLSLT—4D T—Qﬂ7vh®ﬁk
BAYA ERET YA X

MSG=*vyt—o

gss wrap_size limit() WIEHEHK 7T D E. 655 S COMPLETE ARSI NE T, fEEI N
72 QOP INAEZN TR WA, 655 S BAD QOP IR 3 E 9, gss wrap size limit() T
TEDA Y=V DIARY A XERDDFNTDNTIE, 109 RX—TD [Ayt—20
Ty T EREE) EBRLTIZI N,

ZOMENH UMIERIZHR T LIZELTH, gss wrap() 7Y max-input-size /N1 F DS
EROAy—Y2MTRETEDLVIRAIEH D E- A, T OHRE

1. gss wrap() DFFONH LIRF TR BE/R S AT LU ) — ZAWFIF RIEEMN & S TR
FLET, M. gss wrap size 1imit(36SS) DX Za 7 IR—T S T2
I,

GSS-API [CH (T BIEFDORBEDR L

a2 F A MESND > TF A MZITF AN —#H DT —% /N7 - % lEKER%E
T LR, —HOEETIE, FOEFENELWNAESNE T T+ A M2 AN
BMETELLITHE>TWET, INSOBREITIE,. 87y BAIEL WIEF TR
ELED] . X7y MINRREICEBEL TWARWD] NEENET., ROKES
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BLTLEI N, ZITATINING 2 DDIREBZHRET 5D, /Sy ~OMEE
BEENT Y DTy THREREFTY, FlE. 128 R—2D [ Avt—T0F vy T
bRl 2R T 7Z3 0,

Mag UTLAINAyE—DEEFNELLBVAYyE—D

74Tk MSG= A wt—
\
534 TV MSG
\ MSG
MSG 2

Jokran

MSG
3

MSG
1 )TLAEnt-

Fyt—o

MSG
1

MSG
MSG 2
IBFEASTE L < ALy 3 \

Ayt—o MSG ‘
) H—/\—

N
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EFHANIL gss_init sec context() TIEFZMAETEET., £
I&. GSS_C REPLAY FLAG £7z13 GSS C_SEQUENCE FLAG % & OR T req_flags 51 5UITERE
L%,

GSS-API [CH (T D A vz — DEIXDWERR

ZEMI, EEAY =0Ty THRREG E IR, REREIGRT Z
ENTEET, DFD, FOAYE—YOMICZERELET, EFEMNT Y S IL
72N> 7=Mgss get mic() TMICZY JFLTWAAwt—DGEEEZE

—g-‘e

EITFME (K 4-9) 1 FRDEH TR ET,

EENMANT gss get mic() TAY =Y TFHIFLET,

EENIA v E—2 & MIC 221 ATUINZERF L £,

ZIFATUANG gss verify mic() TAYE—IZMEELET,

ZF AU MIC ZE B HNTIRE L 77,

EENMNT gss_verify mic() T, JLDA v t—IITH L TZE L= MIC ZMEEL £
KR

G L=
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49 MICT —4% DHER

MSG=*yt—o
MIC = A wtE—URE]

o— K

22472

o

gss_get_mic ()

/

MSG

@ \\,J

gss_verify mic()

MSG

<1

Ty TENET—F OHE. gss unwrap() BRI A v 2— & MIC 252 IR L
FH A, LENST, ZEMI. ZELEBXET Y THELD) Avt—I0 5

w7 [use

ics

MIC 4T 20 ENH D ET,

T FNE (K 4-10) 1 TRDOEH IR D ET,

EEMENS gss wrap() TAYtE—2 2Ty T LET,
EEHHNTT Yy T LAY =R ELET,
ZIF AT gss_unwrap() TAw =% Ty TR L £,

ZIF AN gss_get mic() TTw TSI NI A v E—TDMIC ZERKL £

Ll o

@——

w

ER

’
’
.
’
.
|
@ ’
.
.
.
.

H—s—

®

EN

.| gss_verify_mic()

wic) 2 |

MSG

'

2 AR U7 MIC & BB RE L3
6. ECENMANT gss verify mic() T, JTLDO AW =T L TZE L7 MIC ZMEEL £
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77U —2ad. GSS-APL T —F HICEID ¥ THENZT RTOT — & FHIH & R
LET., ZHICBERT 2%

4. gss release buffer(3GSS). gss release cred(3GSS). gss release name(3GSS). B
K Wgss release oid set(3GSS) TY .

Ra-10 7w T INZT—4 DR
MSG = A vyt—o
MIC= Ay t—C8EHa—F

9547k - Y=
/” @ Ss \(

0] / ®

gss_wrap () gss_unwrap ()
Jw
SGé ‘ MSG

@ \\‘-3 @ ‘

gss_get_mic ()
gss_verify mic() ¢

[MICY)

‘\
N, ﬂWKDJ ‘ MSG

~fMicy

GSS-API v gD )—27 T

BREINZ, TRTOAY =T ORZENT T L. BHFAlEZTFANHO Y 7Y
F—lal MR TLET, ZOESET, M7y —2a it
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gss delete sec context() ZMOH L THAEI > TFAMEHEL X
9, gss delete sec context() V&I > T F A MIBHET S O0— )L DT — 7 #iEk %
HIFRL 9,

ROLDD, 77— 3 2L GSS-APL T —% HICEID 4Tl — & il 29X
TIHRT H2RETT. 20X BRI

3. gss release buffer(). gss release cred(). gss release name(). BIOX
gss_release oid set() WdH D FT,
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GSS-AP1 2 =54 7 > bl

ZDOETIE, —MEHI/ZGSS-APLI 7 A7 > "7 TV —2 3 I DWTERERIZH
BLET,

ROWEHIZODWTHIAL £,

99 R—T D [GSS-AP1 V7 T4 7 > MM DOHEE |

101 XR—2D [GSSAPI 7 1 7 > MMil:main() BEEL

12 R—TD = N—ELDEHDOF—T > |

103 RX—2D H—N—EDtFaUT 4 —a2FTFANDME |

108 R—2D 7547 > MINZBITDZDMD GSS-API I > 7 F A MMEE]
109R—TD [ Ayt—TDTw T EEE)

12 X—2D [GSS-APLI 7 7147 > MZBWF2EBL T O 7 OFHFAFIO EMEE)
13 XR—=TD [Fa2UF4—a2FTF A NDHIBR]

GSS-AP1 U 24 7 > MHIDHEE

747 > MO T Al gss-client i, —N—&DtEFa2UFr—a>2FF
ARZEERL. EFa2UT 40— NTA—FEZHEIL., XFFHN(AvE—D) %
P—N—IZ#ERELET. 2070V T AITHERIFIC, Bl TCP X—ZDY 7 v K
BEHaeMHL £,

DIBETIL. gss-client WMED KD ITEIET 20 ZBERERIICHIHL £9. gss-client
I&. GSS-API DHEREFIBAHICEREI SN2 T 07 T LAFITH 572, BIEEMITDNT
DHFLLHHELET, 22007 7V r— 3 0%y —Ad— RidftiicsE
FNTHY., Oracle ¥ > O— R —NEF T O—-RTEHIEHTEET,
http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html Z2ZMRL T /Z &
W,
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GSS-AP1 U 24 7 > MM D¥EE

gss-client 7 VU — 3 JIROFNEEETLET,
1. AR L£7,

2.%%ﬁ%iémfmé%é\%®%%@ﬁ7ylﬁhmmmn%¢%biﬁ e
NN DOEE, T T3V bOEENMEIAINET, ZWNT<EBOLEETT,

PT—N—LDERHZHREL X7,
tFaUT 4 —a2TFANEMILET,
Avt—2%7y T LU THERBLET,
B—=N—MEL Ay E—JICBHAL TSI LEMAEL £,
tFaUF—aTFANEHIBRLET,

N e W

GSS-AP1 U =4 7 2 hMEIDRTT
KT, gss-clientHlOIY > RITOERXZRLET,

gss-client [-port port] [-d] [-mech mech] host service-name [-f] msg

» port—host CHRES NI E— MY OADEREMHLT 2720 DR— ~ESFT
ER

n A TTT - N—ADtF T —BEDE ?E%T TLEY. BRI
=S delegﬂag%é@kﬁ\ GSS-API fE GSS_C_DELEG_FLAG IZ 7 ﬁ‘éhi‘@“ d7 7 JMN&
FINTORVEA. delegflag i 0 ICREINE T

®  mech - Kerberos v5 7& ELMHHTEZEF YT —HEEOARITT, HEENEES
NTWRNWEE, GSS-APLIZT 7 4V N O ZFHL £,

m host-H—/N\N—DH4EITTT,

w  service-name- 7 T4 T 2 NINERT By NT—TH—EADALFITY ., TDX
S/ —E DR F E LT, telnet. ftp. login 7R ENHEITFSNET,

n omsg-REINZT—F ELTH—N—ICREINELFEHNTY, 4T ar
PHEESNTVDEHE. mg 3TN EHAMONET 71 IVH T,

KIZ, 94T R T —2arral s AO—ElNEax > RITofZzERL
ECIN

% gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"

ROFITIE, HHE. R— b, BROFEDHEESNTOER A,

% gss-client erebos.eng nfs "ls"
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GSSAPI 2 = A4 7 > b 5ll: main() B8%K
ITRTCOCTOVZ I AERBEIC, 7075 A0 EEKITIT S FURAL > MEE
main() ICEENFT, main() 1TKD 4 DDOMEREZETL £ T,
. O RITHIEERT L. NS5 22 EITRALET,

s TIHINRNUSNOHIEE G T H2LEND DG, parse oid() ZIFOH LT
GSS-APIOID (A 72 =7 RalkhllF) Z21ERR L £9. 727 M#EhlFidt
Fal) T —HEEOLRTINSERINET, 2L, TIUCIIEELNRESIN

LEMNH D LT,
m call server() ZMUH L ET, BT, 2>F7FANDEKRET—F D%
FEERIITWET,

s T—YDEEE. HEIZSUTOID ORLEMEE 2 ML £9°.
main() J—F > DV —AdA—R%Z, KITRLET,

F-ZDYV—AT—RENE, Oracle ¥ 7> O— R =58> 0—-RT52 &
HAJEETT, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L T2 X
VY,

fil5-1  gss-client ffil: main()

int main(argc, argv)
int argc;
char **argv;

char *msg;

char service name[128];

char hostname[128];

char *mechanism = 0;

u short port = 4444;

int use file = 0;

OM_uint32 deleg flag = 0, min_stat;

display file = stdout;
/* Parse command-line arguments. */

argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv,

I-d") — @) {
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il5-1  gss-client ffl]: main() =)

deleg flag = GSS_C _DELEG FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else
break;
argc--; argv++;
}
if (argc !'= 3)
usage();

if (argc > 1) {
strcpy(hostname, argv([0]);

} else if (gethostname(hostname, sizeof(hostname)) == -1) {
perror("gethostname")
exit(1);

}

if (argc > 2) {
strcpy(service name, argv[1l]);
strcat(service name,
strcat(service name, hostname);

}
msg = argv[2];
/* Create GSSAPI object ID. */
if (mechanism)
parse oid(mechanism, &g mech0id);
/* Call server to create context and send data. */
if (call_server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)
exit(1);
/* Release storage space for OID, if still allocated */
if (g _mech0Oid !'= GSS C NULL OID)
(void) gss_release oid(&min_stat, &gmechOid);

return 0;

Y—N—EDEHEOF—T
call server() BEUII. ROO—RZMH > TH—N—LDEHEEHETILET,

if ((s = connect to server(host, port)) < 0)
return -1;

sIZint O 7 7y AR FTH D, B socket() DIENHLNSRINET,

connect_to server() &YV 7w MREH TSR 2 ER T 2 HAI/RBIECTH D . GSS-API
AL TWER A, connect to server() DYV —Ad— Rz, RIZKLET,
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EF-ZDYV—ZAT—RENE, Oracle ¥ 7> O—RbB2 A —N55 7 0—-RTB5 &
HH[EETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

#I5-2 connect_to_server() BA%%

int connect to server(host, port)
char *host;
u short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin_family = hp->h_addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror('creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);
return -1;

}

return s;

Y—N—EDEFa T4 —ATFRX DML

BRI SN 72d & call server() 1d. RDK D ITEIEK
client establish context() Zfi> CtFaUT 4 —d2TFAMZEKL X7,

if (client establish context(s, service-name, deleg-flag, oid, &context,
&ret-flags) < 0) {
(void) close(s);
return -1;

}
= 53, connect to server() THENL S N/fERiEE£T 7 7 (1 IVidib T TY,
= service-name V. BRI NFHy NT—IH—EATT,

» deleg-flagld, U—N—WWU 47> O7OF L ELTHMETELDNE SN ELE
ELET,
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= oid [SHEME T,
n context IZVERSNDH T TFARNTT,

» ret-flags I&. GSS-APIB8%{ gss init sec context() MO RINDILED T T T %%
—é-‘ int Tj—o

client establish context() | RDIEEEEITLET,
n P—E X% GSS-API NI L £9

» LFaUTA—ACTFARNETITZET, 77347 2 bET—N—HD
=2 DRI —T e FITLET

H— E X&ZD GSS-API 2 X A\ D Z#a

client establish context() NEITT M DIEFIT. gss import name() ZfH > T
Y —EALDLFH % GSS-APLNEEIcE#H T2 2 & TT,

#5-3 client_establish_context() - V— & A £ D2

/*

* Import the name into target name. Use send tok to save
* local variable space.

*/

send_tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);

if (maj stat !'= GSS S COMPLETE) {
display status(“parsing name", maj stat, min stat);
return -1;

gss_import name() ¥, Y —E XD E A B/ GSS_API /N 7 7 — send_tok & L
TZITED . ZDOXFH% GSS_API N4 target name IZZ5#2L £97, send tok IZ
#L W gss buffer desc ZEEHET, HEZHNTL2-DIEHINET, 3BHD
5153 gss 0ID T, send tok I TN TWELFETOERERLET., DX
GSS C NT HOSTBASED SERVICE C. H—E ZDERN service@host ThH5H Z EZFHH®KL
9. ZOFEICHRERERZOMOMEITDONTIL, 241 XR—2 D [#7iH] 258
LTLZEZ,

GSS-APIT+ 1T 44— T F X MDWEIL
H—EAD GSS-API NEIEANDEWMNTE T 5HE, A2 TFARNEHILTEX

T, BREEZRKRICTZITE. A>T FA SO EHE I —TE L TETT S46
ENHD T,
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J—"TIZABHIIZ, client establish context() I&. I 2T F A k& token_ptr /N T
A= ZGIWE U £, token_ptr DFEFITIZRIRE DD O £, token_ptr INTRA >
FTEHDIT, = N—ICEET B =T > TH 5 send_tok. H—/N—IN5REZN
TEER—=DT2TH5 recv_tok DT NNTT,

I—7ONAITIE, RO2DOHEEMREINET,

® gss init sec context() D 5R I 115 IREE
ROKEIZ, V—TOREKRTZERT Z0EEOH DT RTOILIT—ZHIEL
%9, gss init sec context() #% GSS_S_CONTINUE_NEEDED Z R 9 Did. 5D
EETRE N7 2PN —N—ICEET DR £,

. H—N—IZEFITRERN—7 D1 X (gss_init sec context() IZ&K > THEKS
%)
c=27 281 Z01d, Y= N—ICEEFETEZHEMN N EFELRNT &
EL =TT AETH D I EEBRLET., b= A XX token_ptr TR
EINET,

KIZ, ZON—TDHERO—RERLET,

do
gss_init sec context()
if (3> TF A BMERS NN T25E)
II7—Z2HNWLTHKTTS
if IREBZY T2 71 F72id Mg ) o 855 THRVER)
Y—EXDAFZERZRHRL, T2 L TKTTS
if(T—N—ICEETE =V 2N H256, DEROYA XN 0 SNOGE
c—=2U 2%k ET5
if (h—=2 > OREENRBLSG
=2 e —EADARTZEMZFRL., T7—Z2HNHLTHKRTTS
EELED-S T =27 > OARIZEM MRS %
it (A2TFABDOHELNTE T L TWERWEGE
P—=—N—ME =V 2 %&%2ETS
while (I > 7 F A FNSET L T2 W)

V=T DEM)T. gss init sec context() DIEONH I NET, ZOREKDSIEITRD
EBbOTY,
o EEOEENRET HREI— R,

n BN R, FITET 74V EOERELTEMES RS20
IZ. GSS_C_NO CREDENTIAL ZfffH L £9.

» gss-contextld, VERRENZIFTF AN RIVERLET,
= GSS_APIN#HB% & L TOY —E A D target-name.,
= oid IIHHED ID TY,
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s ZRTTT, OB IAT O RNERT S EF N EHEHGE
nhnl—E-a—ZQ & )( /'t’_ /@%ﬁﬁé—é%j‘/ ‘3—%) & Ekémﬁ_i}ﬁm
HB—N=—NTOF T ELTHETDHZE, ODVWTNNTT,

» 27 F X bORMGIRIEZS D EE A
» FYRIINA T4 2T DERIEH D FE A
»  foken_ptrid. U—N—NSZTWL b—27 22 EL X7,

w B N—WERICHEAT I8, 7= a N OEEER LW
W, T TIENLLICERESNTNHET,

»  &send_tok 1. gss init sec context() MU —/N—IZEfF T B/ DITERT 2
k=2 >T9,
s RDT757, ZOHFITIREHRTLZO, NLLICRESNTHET,

F-U 947 ME. A TFANORESENHCEKZETST 246 EIIH D EH A,
7747 > MUTIE, BEROEHEILGSS-APLICE > THBICUEINET, DOF
0. ZOERDIZDIZZ OBEBEIMER L 2B E ED XD ITEIST 500 %, GSS-API
BHI->TNWEEVWDZETT, TOEYD, 77U r— 3t
gss init sec context() ICT 7 A )V FDEMKZEEL TNET, LaL. H—/N—4fl
TlE, Y—N—F7 TV r— 333> FF 2 NEZFANDHIC, Y—EADE
%%%Tm CHESTIHILENDDET, 119—20 [EKOES J%ﬁ%bf<%
WY,

connect_to server() l&. A>T FANELIIZED-HNETLLTHBD, 1D
gss_init sec context() WARNBIREZRL TNWH I EaHRL=H

&, gss init sec context() WY —/N—IZEFITXRERN—V 2V ZEHELTVEINED
MEMELEXT. b= NFEELRWES. 21Ul s —7 2N I, BN
Z&E, U= N—DRL TS EEZONET., M=V NI NZES. D
F—=20 2 Y —N—ICEETIHENHODET., F—0 OEREFITERKL 25

B, =0 2T —EADARZERZRE TE/RN/ZD, connect to server() 73
TULET, ROTIVIAVZXLE, b=V > ORIZFRDIET =7 > DFED
ARAZBAEL TWET,

if (send_tok length '= @) {
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;

}

mMJWmU@G%Aﬂ%ﬁTmE<\1~€~K;ofﬁﬁéméﬁﬁﬁ%0i
F, send token() BdEklIZ., h—T &2 T 7y MG FICEZIAAE
T, send token() l&. IEHWKTIFIC0ZE, TI—IC-1Z2RELEY. GSS-APIHEZ
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X b= > OBEZEERITVWER A, GSS-APLIZX > TER SN/ b—2r > 2 E32(E
5L O LY Uy —2 3 OBEMETT,

A2TFANELIN—T DY —Ad—R%Z, RITRLET,

F-ZDYV—AT— RENE, Oracle ¥ 7> O— Ry —m55 > 0—-R3T52 &
HH[EETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

Bls-a 2T F A MHELHDIL—T

/*
Perform the context establishment loop.

*
*
* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss_init sec_context.

*

*

*

*

*

GSS-API guarantees that send tok’s length will be non-zero
if and only if the server is expecting another token from us,
and that gss init sec context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

*/

token_ptr = GSS_C_NO BUFFER;
*gss_context = GSS_C_NO_CONTEXT;
1234567890123456789012345678901234567890123456789012345678901234567890123456

do {

maj_stat =
gss_init sec_context(&min_stat, GSS_C NO_ CREDENTIAL,
gss_context, target name, oid,
GSS C MUTUAL FLAG | GSS C REPLAY FLAG | deleg flag,
0, NULL, /* no channel bindings */
token ptr, NULL, /* ignore mech type */
&send tok, ret flags, NULL); /* ignore time rec */

if (gss context == NULL){
printf("Cannot create context\n");
return GSS S NO CONTEXT;

}

if (token ptr != GSS C NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss release name(&min_stat, &target name);
return -1;

}
if (send tok.length != 0){

fprintf(stdout, "Sending init sec context token (size=%ld)...",
send_tok.length);
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Bls-a AT FANELHDOIN—T FiE)

if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min_stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;
}
}

(void) gss release buffer(&min_stat, &send tok);

if (maj stat == GSS_S CONTINUE NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss release name(&min_stat, &target name);
return -1;
}

token ptr = &recv_tok;
}
printf("\n");
} while (maj stat == GSS S CONTINUE NEEDED);

send token() & recv token() DENMEHIRIZ D W TOFEMIZ. 225 XR—2 D 2Dl
GSS-API BI¥ifil | 2B ML T 7ZE W,

0547 2 MIICHIFTHZED/MD GSS-API DT F X b

#R1E

108

gss-client I3V >IN 7OV T LEL T, WS ONDEKETETHMWTEITLE
T ROV —AO— RIFEAREEICAIREZEHDTIIH D EHEAN, ROBIEDHE
Mtz RTHITHE#RL £,

» O2TFAMOLREEETT
» OXTFARTITTDER
= O257F A bOIREBORE

INSOREZZDY —Ad—R%&, RITRLET,

EF-ZDYV—ZAd—RENE, Oracdle ¥ 7> O— R =557 0—-R§T52 &
HAJEETT . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L T2 X
2%

#5-5 gss-client: call_server() I > 7 F A b DFfEL
/* Save and then restore the context */

maj stat = gss export sec context(&min stat,
&context,
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il 5-5 gss-client: call_server() I > 7 F A ~ DFEIL FiE)

&context_token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min_stat);
return -1;
}
maj stat = gss import sec context(&min stat,
&context token,
&context);
if (maj _stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);
return -1;
}

(void) gss release buffer(&min stat, &context token);

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
display status("inquiring context", maj stat, min stat);
return -1;

}

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n")
display status("Context is expired", maj stat, min stat);
return -1;

AytE—TD5y T EEE
gss-client 7 77U —aid, 7—FERETIHRICT—FETv T (ODFDHE
)y THLENRHVET, 77U —aid, ROFIBEIHE>TAyE—T%
Fv 7T ULET,

T THA ZXTORBEEZRELET, ZOUNMIZED, Sy THBOAyE—%
TORNINDHERICUTES Z ENRIFESINET,

V=A% EY =y NAERELET., ARt T2 RIS TN
BHLUET,
BRAO—E2RELET, R4 T2 o7 NEBIT 6 XXFEINCERHL £
@_‘0

Awt—=I%BNy 7y —IZHHAL, Avt—2%27w T LET,
HY—N—IZ Ay =R ELET,
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Awt—T%5yTIT5H5Y—Ad—R%E, RITRLET,

F-ZDOYV—Ad—REllZ, Oracle ¥ 70— RE Y —n565 7> 0—-RT52 &
HAJEETT ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L T 72X
Uy,

#5-6 gss-client $1: call_server()- A vt— DTy

/* Test gss wrap size limit */
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS_C_QOP_DEFAULT, req_output size, &max_input_size);
if (maj_stat != GSS S COMPLETE) {
display status('wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n"
max_input size , req output size , conf req flag);

conf_req flag = 1;
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS C QOP DEFAULT, req output size, &max input size);
if (maj_stat '= GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
" max input size = %d \n" "for req output size = %d with
"Integrity & Privacy \n", max_input size , req output size );

maj stat = gss display name(&min stat, src name, &sname, &name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min_stat);
return -1;

}

maj_stat = gss_display name(&min_stat, targ name, &tname,
(gss_OID *) NULL);

if (maj_stat != GSS S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;

fprintf(stderr, "\"s.*s\" to \"%.*s\", lifetime %u, flags %x, %s, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,

(is_local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed")

(void) gss release name(&min stat, &src _name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min_stat, &sname);
(void) gss release buffer(&min_stat, &tname);

maj stat = gss oid to str(&min_stat, name type, &oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
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#5-6 gss-client Bil: call_server()- A vt — DT v 7 )

return -1;

}

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid name.length,
(char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat, mechanism, &mech names);
if (maj_stat != GSS_S COMPLETE) {

display status("inquiring mech names", maj stat, min stat);

return -1;

}

maj stat = gss oid to str(&min stat, mechanism, &oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

mechStr = (char *) gss oid to mech(mechanism);

fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech names->count);

(void) gss release buffer(&min stat, &oid name);

for (i=0; i < mech_names->count; i++) {
maj stat = gss oid to str(&min_stat, &mech names->elements[i], &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;
}
fprintf(stderr, %d: %.*s\n", i, (int) oid name.length, (
char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);
}

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in buf);

} else {
/* Wrap the message */
in_buf.value = msg;
in_buf.length = strlen(msg) + 1;

}

if (ret flag & GSS C CONF FLAG) {
state = 1;

else
state = 0;

}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT, &in buf,
&state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status('wrapping message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
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#5-6 gss-client Bil: call_server()- A v t— DT w7 )

return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min_stat, &out buf);

GSS-API VoA 7 MITHBIFHELRZL 7Oy U DinAHEY

EAREL
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gss-client 7OV T AIXZDEMET, RELEAYE—OFMEERIETE £
T, ==&, ZEAYE—JITHTEHIMICZRELET. TDOAvE—IF
recv_token() Zffi> THGTE£7,

Z LT, gss verify mic() BB ZF>TAvt—20 [F£] DFED MIC ZRGEL
F9, gss verify mic() I1d. ZITHS7ZMICZITLDT Y TINTNREWAYyE—
EHUET, ZITH -2 MICIE. out_buf ITHEM S N —N—D b =2 >N 5H
BLET, Fv7anNTORNAY =D MICIH., in_buf NIZEMISNTWE
To 2DOMICIN—HL GG, AvE—20F9MEMEES N2 &IT/kD E
T, TDOB., 7747 > MNIRTWoTe b—2 2D\ T 7 — (out_buf) ZRRIRL £
KRR

KDYV —AD—RiZ, BAHT OV DFAE0 ERMFEETTD HiEERLTWET,

EF-ZDYV—ZAd—RENE, Oracdle ¥ 7> O—RbB2 =055 T7>>0—-R§T52 &
HAJEETT ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
2%

#l5-7 gss-client il - 4T 0w 7 OF A0 EARGE

/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
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BI5-7 gss-client il - B4 T 0 7 OFAHED EHRGE HE)

maj_stat = gss_(&min_stat, context, &in_buf,
&out buf, &qop state);
if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss_release buffer(&min_stat, &out buf);

if (use file)
free(in buf.value);

printf("Signature verified.\n")

TFal)T4—2TFXMOHIRR

call server() BAEUIIHERIC, I TFAMZHIBRLZZH &, main() BAEITRD £
‘g_c

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0—RbB2 A —N55T0—-RT5 &
HH[EETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
Uy,

il 5-8 gss-client #il: call_server() - I > 7 F A b DHIFR

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min_stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss_release buffer(&min_stat, &out buf);
(void) close(s);
return 0;
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ROWEHIZODWTHIAL £,

115 RX— D [GSS-API Y — /N —f| DR TE |

117 XR—2 @D [GSSAPI B —/N—Hil: main () BEEL
119R—2D [EKOEE]

122 X—2D Tinetd DIE ]

122R—=2D [ 7547 RIMEDT—4 D52fE ]
131 R—TD [GSS-API Y —NN—HlD 27 ) —>7 w7

GSS-API B —/N—fH| DI E

H—=N—W{7 1075 Ll gss-server id. #iiE Tt L7z gss-client &iEfE L TEIE
LF9. gss-server DIEAHMIZ, gssapi-client N5 T TIEAA Y =% 5Z1F
BO, ZOAvE—JICBHLTRIZETT,

DABETIX. gss-server MED XD ITEMET MM ZBFERIIZEHL £97, gss-server
\L GSS-API DWEFEFRBAF O 7' 07 5 LB TH B2, BET HH, 7227 L <
BHLET, 2207 7Ur—>arO5Ee/iy) —Ad— RIfHERIcEENTS

D, Oracle ¥ 7> O0— Rt =055 0—-RTBIEHTEET, http://
www.oracle.com/

technetwork/indexes/downloads/sdlc-decommission-333274.html 2SR L T2
W,
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GSS-API - —/N— D E

GSS-API B — /N —fIl DS

gss-structure 7 U —2 a3 SEROFNEEZFEITLET,

L O RTZEMrL£9.

2. HHEOMEE S NG G. TOMAZNERRICE#L £7,
3. MO LHOEK ZESEL £,
4

L inetd T—E X EM SO T T AL ICI—T—AHEEL TVWENE DI MNERE
L7,

D947 2 hEDEREMLL T,
DIA4T O EDEDT =Y EZELET,
THICEHLUTRLET,

HZHiZEM BB, TLET,

® N«

GSS-API Y —/N\—fIDETT
KIZT. gss-server DA RTOERXZRLET,

gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \
[-mech mechanism] service-name

» portld, IBEZFEFDR—FDHFEBFTI, port HEEINTWARWES, J0r 75
LIT 7 H#I)NTHR— b 4444 ZFEH L E7,

= .verbose Z¥HET D &, gss-server EfTRFICA v —INFRINET,

s inetdld, YOV T LAMWinetd T—E 2 EHH5 TR— N TInEEHFORETH S
ZEERLET, -inetdld. stdin & stdout 2T 147 > MR L E
@_‘D

m once ZIRETHE. 1 DO UAMER SN/ D ET,

»  mechanism X, AT ZEF 12U T ¢ —HH (Kerberosv5 72 £) DARITTY . HHE
MIESINTWARWNES, GSS-APLIZT 74 )L FOMEEFEHL 7,

»  service-nameld. 7 T4 T 2 NDNERT B Ry NT—TH—E A
(telnet. ftp. login 72 &) DARITT,

Kz, =z ax > RIToplzRL£T,

% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"
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GSSAPI B —/\—45l: main() B8 %

gss-servermain() BIEIIRDIEH£ZFEITLET,
o OX 2 RTRIEEBITL. ENSZEBITRALET
n BRI T A —E X OB EESL T

= sign server() BIBZIEFUNH L ET ., ZOBEEIE. Avb—JICBA L TREIU
M2 OHEREFEITLET

 EELEERERRLET
= KRS OID DA FIZE 2 R L £
s AT T (EEBWTWSES

F-ZDYV—A3— RElL, Oracde¥ V> O— Rt =068 0—-R§T52 &
HHEHETT . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

fle-1 gss-server ffi: main()
int
main(argc, argv)

int argc;

char **argv;

char *service name;
gss_cred _id t server creds;
OM_uint32 min_stat;

u_short port = 4444;

int s;

int once = 0;

int do inetd = 0;

log = stdout;
display file = stdout;

/* Parse command-line arguments. */

argc--; argv++;

while (argc) {

if (stremp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv,
verbose = 1;

} else if (strcmp(*argv,
once = 1;

} else if (strcmp(*argv,
do inetd = 1;

} else if (strcmp(*argv,
argc--; argv++;

-verbose") == 0) {

-once") == 0) {

-inetd") == 0) {

-logfile") == 0) {
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fl6-1 gss-server ffil: main() )

if ('argc) usage();

log = fopen(*argv, "a’);
display file = log;

if (!'log) {
perror(*argv);
exit(1);
}

} else
break;

argc--; argv++;

}

if (argc !'= 1)
usage();

if ((*argv)[0] == "-")
usage();

service name = *argv;

/* Acquire service credentials. */
if (server_acquire creds(service name, &server creds) < 0)
return -1;

if (do inetd) {
close(1l);
close(2);
/* Sign and return message. */
sign_server(@, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {

do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {

perror("accepting connection")
continue;
}
/* This return value is not checked, because there is
not really anything to do if it fails. */

sign server(s, server creds);
close(s);

} while ('once);

close(stmp);
}

/* Close down and clean up. */
(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/

(void) close(s);
return 0;
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BIRDES

> -8
BERDERSR
EL, 7947 KT TU =gy, B=N=T T U5 —>3 >, £i-id
GSS-APLIZ X > THER I N2 D TId/a <, M EIC K> TIERSNET,
747> NTar I MEEE,. OF 1 CRICEE SN B ERDBET,
B —N—I3HEIT, BERZHRIICESTDIHENDH DT,

gss-server 77 T AIZI3, 1SN Z Y —EZADOEKEZTIET 5720 D%
server acquire creds() 3 D 9, server acquire creds() BIEII, AT S
J—EADARBLOtF 22U T —HEEZ AT EL THIEL X,

server acquire creds() BIEIIZ D%, Y—EXDEKEIRL ET,

server acquire creds() BIEtl3. GSS-APIES%{ gss acquire cred() ZfEHA L

T, Y—N—Dd 29 —EZXDOERZIEL ET,

server acquire creds() 7% gss acquire cred() IZ7 7 AT 5
IZ. server acquire creds() KD 2 DDIEEZITONENH O ET,

1. BRERGTELLOIC. BBUAMomEZREL. TD YU A MIHE—-OHE
RONGENSXIICLET,

1 DDEZEROEKE THATEZ 58, gss acquire cred() BEIZIZ DL D
IBEEE TR TOEKZRLE T, LA > T, gss acquire cred() IFANTEL T
WD T2y b Z2ZU0WMOET, 76 X—T D [GSS-APLIZH T 5 &g D
B 2L TSV, LOLABRS, ZoflbE0TIEEAEDEE, BH—
DEKNEBOMETHET 22 EI3H 0D ER A, gss-server 7OV T AT

W, O RIS E—OEBNMEE I NDD. £2137 7 1)V S O H
SINET FRESNLBNSTZHEE). LIRS T, BIIDOIERE

I&. gss acquire cred() ICIESINZHHEL Y N1 DO (7 4 )V N E7213%
NS T INMA->D TS EZ2HERTHIETT, RiCa—FERLET,

if (mech0id != GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;

} else
desiredMechs = GSS C NULL OID SET;

GSS C NULL 0ID SETIE. T 74V hOWHEEHEH T EZ2RLET,
2. —E X% % GSS-API BT EH L £,

gss acquire cred() WZITH DY —E X413 gss name t IERDOE X TH 5 7=
O, Y—EZXHEZZOHRRIA > AR— T HHLENHDET, gss_import name()
BB Z OEHMEREZITNE T, 130D GSS-API BAE L [FRRIC, ORI TH 5]
BULGSS-API I TH DM ENDH 220, £9. H—EX£% GSS-API
N 77 —=IZAE=T20ENHDET., KIZI—-FZRLEXT,
name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;

maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
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120

if (maj stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS _C NO 0OID)

gss_release oid(&min_stat, &mechOid);
return -1;

}
SEBEEETR N gss_release oid() AL TNA Z EIEELTLZS
Uy,

AT, name_buf OLFHNE L TIRES N/ —EXATY, T
IZ. gss name t HEIEIR server_name ~NDHRA > & TT, 3FHDHIEK
GSS_C_NT_HOSTBASED SERVICE | name_buf IZIEHII L TN DL FH DO 4RTRI T,
ZDGE. SUFHIN service@host &N DT —EADERXTHRINEINS Z L2 RLUE
KR
INSEDEENFTETT B E, Y—N—=707 T LITKRD gss acquire cred() ZIEN
HEET,

maj stat = gss_acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
»  min_stat \FEABNSRINAHIT I —I—RTY,
n  server_name |3V —/N\N—DHFETTI,
» 01, OV T LNEROE RO RKMEZH D BEN RN EEZRUET,
»  desiredMechs 3. ZOBINEH S NHEOLY FTT,

" GSS C ACCEPTIE., BN EFaUT 44— TFANEZITANDOHZITFITAM
HTEBZEERLET,

m  server_creds \ZBAEMN S RINDHERN RV TT,
» NULLIZ. #HIN2EECEROAEDNNMZ T 00 5 LNHIH06ERRNT &
2RLULET,

server acquire creds() B3 DY — A3 —R%, RITRLET,

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0—RbB2 =055 T70—-R§T5T &
HEJEETY, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z &
Uy,

fil6-2 server_acquire_creds() BI%X D I — R

/*
* Function: server acquire creds

Purpose: imports a service name and acquires credentials for it

* * ¥
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BIRDES

fl6-2 server_acquire_creds() BI%L D I — R (Fix)

* Arguments:

*

* service name (r) the ASCII service name
mechType (r) the mechanism type to use
server creds (w) the GSS-API service credentials

Returns: @ on success, -1 on failure
Effects:

The service name is imported with gss import name, and service
credentials are acquired with gss acquire cred. If either operation
fails, an error message is displayed and -1 is returned; otherwise,
0 is returned.

* X X X X X X X X ¥

*/

int server _acquire creds(service name, mechOid, server creds)
char *service name;
gss OID mechOid;
gss cred id t *server creds;

gss_buffer _desc name buf;

gss_name_t server name;

OM uint32 maj stat, min stat;

gss 0ID set desc mechOidSet;

gss_OID set desiredMechs = GSS_C_NULL_OID_ SET;

if (mechOid !'= GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mechOid;

} else
desiredMechs = GSS C NULL OID SET;

name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS_C_NO_0OID)
gss_release oid(&min stat, &mechOid);
return -1;

}
maj_ stat = gss_acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;
}

(void) gss release name(&min stat, &server name);

return 0;

$E6F « GSS-API Y —/N—4l 121



inetd DIRE

fl6-2 server_acquire_creds() BEEL D a1 — K4 )

}

inetd DR

Y —EZXADEDIESINTE 7T D&, gss-server |&, inetd &L —H—2HFE L T
HMEDNEHREL XTI, main BN, KOLIDIZL Tinetd DMEZIT/2> T
£,

if (do inetd) {
close(1l);
close(2);

inetd 2T HLIICI—H—DUFE L TWBHE. 70U T AIEEMER ) L E%
Io5—%2UET, KIT. gss-serverld. inetd DNERH DZFIE LI I 2 EEHEA
J1%18E LT sign server() ML £, NS DS, gss-serverld, vV
7w FEVERR L. TCPRBEE accept() 2> TED 7w NDEERE 2T ANTH
& accept() DR VED 7 7 1 IVRLiRFZH57E L T sign server() ZMEOH L £7,

inetd 2 LBWES, 707 I A3KTEINSETERED S TF A NEERL
F9, LML, I—F—MN-onced 7> a > ZEEL TWBHEAE, I —T3&EID
BHROBTKTLET,

D247 bDPoDT—FDRIF

122

inetd DA, gss-server 7OV T AT, 7OV T LDERIEXZHES
sign server() 2PN L £9, sign server() I&dX . server establish context()
ZIENH LT TF A M ERELL XTI,

sign server() \&RDIEEEETLET,

JAXTFAZRZIFAND
T=Y%Ty TR S
T—HICEHT D
F—HERY

DBETIE, TNSDEZEITDNWTIERFHBHL £9 . sign server() BEDY —A
d—R%&, RITRLET,
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IIAT 2 hDoDT—5DRAF

F-ZDY—Ad— REllE. Oracle ¥ >0O0— Rty —nHy > 0—-R$52 &

HHJEETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

fl6-3 sign_server() A%

int sign server(s, server creds)
int s;
gss cred id t server creds;

gss_buffer desc client name, xmit buf, msg buf;
gss_ctx id t context;

OM uint32 maj stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */

if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client_name.length, (char *) client name.value);
(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)
if (test_import_export_context(&context))
return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {

fprintf(log, "Sealed message token:\n")
print_token(&xmit_buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf_state, (gss_qop t *) NULL);
if (maj stat !'= GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");

cp = msg buf.value;

if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {
fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

$E6E - GSS-API H—/\N—4l

123


http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html
http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html

IIAT Y RDPODT—YDEEF

124

fl6-3 sign_server() BA%L =9

printf("\n");
print_token(&msg buf);
}

/* Produce a signature block for the message */
maj_stat = gss_get mic(&min_stat, context, GSS_C_QOP_DEFAULT,
&msg buf, &xmit buf);
if (maj stat != GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */
if (send_token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */

maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {

display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);

ATFABRDRITAN

—RIZ, A>T FANOHESIRRIZIX, V94T hEY—N—FT—HDO N~ >
DRI NET, 7075 L0BEEEZFEDITE. T2 TFANDZITANEES
DSz, I—TNTEFTTLIHENHVET, I>TFFARMZITFATIIL—T

. A TFFAMEFHI—T EEFICESBTOET (HEZE®RTHETIT D),

103 X—=2D H—N—=EDtFaUT4—a2TFA DML L TAHATL
7ZE,

server establish context() PIE(DYV —A 31— RzZ, KRITRLET,

EF-ZDOYV—A3— KRNI, Oracle¥ 7> O0—RE vy —n54 7 0—-RT52&
HHHET T, http://www.oracle.com/

technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
2
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fl6-4 server_establish_context() B%%

/*

* Function: server_establish context

*

* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated

* client name

*

* Arguments:

*

* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context

* client _name (w) the client’s ASCII name

*

* Returns: @ on success, -1 on failure

*

* Effects:

*

* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned

* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, ret flags)

int s;

gss cred id t server creds;
gss_ctx id t *context;

gss _buffer t client name;
OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss_name t client;

gss_0ID doid;

OM uint32 maj stat, min stat, acc sec min stat;
gss_buffer desc oid name;

*context = GSS_C NO CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv_tok.length);
print token(&recv tok);

}

maj stat =
gss_accept sec context(&acc sec min stat,

context,
server_creds,
&recv_tok,
GSS_C_NO_CHANNEL_BINDINGS,
&client,
&doid,
&send_tok,
ret flags,
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NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n",
send_tok.length);
print_ token(&send tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj_stat!=GSS_S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec _min stat);
if (*context == GSS C NO CONTEXT)
gss delete sec context(&min stat, context,
GSS_C_NO BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n")
else
fprintf(log, "\n");
fflush(log);
H
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {

maj stat = gss oid to str(&min stat, doid, &oid name);

if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

}

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",

(int) oid_name.length, (char *) oid_name.value);
(void) gss release buffer(&min stat, &oid name);

}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {

display status("displaying name", maj stat, min stat);

return -1;
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maj stat = gss release name(&min stat, &client);

if (maj _stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);
return -1;

}

return 0;

sign server() BIEIZ, D> FF A NEZITANDIEIZ, KDYV —AO—R&Efio5T
server_establish context() ZM-UNMH L £7°,

/* Establish a context with the client */
if (server _establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

server establish context() B3I E T, 7 I 7 > "N a > FF A MNEBHPIZHEE
Lizh—=0 2 &R LET, GSS-APIHFIIN—7 > OREZEEITOIRWZD., TN
SOEXETHINETOV I LAPMADIN —F > ZREDHRENH D ET,
H—/N—Id. RDK DI recv token() Zfio Th—V &% EL X7,

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

RIZ. server establish context() &, GSS-APIBI%X gss accept sec context() %K
DXL £,

maj_stat = gss accept_sec_context(&min_stat,
context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

n min_stat [TEEOEENSRIND T T —IRETT,

n context \FMENI SN TVWAIATFARNTT,

w server_creds \ IR T A Y —EAITHTHEKTT 119 X—2 D [EKOESE) %
ZH),

= recv_tokld recv token() TV FA Y > B2 ELIZ—2 2> TY,

®  GSS C_NO CHANNEL BINDINGS {ZF ¥ FIVNA > T 4 > T &R LIANWI EZ2RT T
F7TT B4 R—TD [GSS-APLIZBIFDF ¥ RIVNA 2T 4 27O/ 25
HA),

AN
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s clientl37 717 > b4 (ASCIL XLF) TT,
n 0id IZHEHETT (OID TER),
m send tokl3V AT > NIEETSH N—U 2 TY,

w ret_flagsld, T2 TFARDRFEDA 72 3 > (message-sequence-detection 72 &)
EHR—RNTHENEINERTIEIERTTIITY,

= 2DODNULLEI#IZ. a2 FF A MoEHHME, Y—N=NTF14T7 > DT
OF S ELTEETEDNE D ME, OV I ADRNHLZNEN W EZ2RLT
WET7,

gss_accept_sec_context() 7" maj_stat |Z GSS_S_CONTINUE_NEEDED % #%7E L TSR

D, ZUF AT —T13MEL £ (T 57— DA EFR<). maj_stat DIEINEDETH
GSS S COMPLETE THZWHE, MEMNFHALZIEZRLTHBD, I—TI13K 7L
i—a‘o

7547 2 MTEDRTRE N—7 VINEIET 50 E D NIz

<. gss accept sec context() I send tok DEZIZFXTEDMHEERLET, KDA
T 7T, BEITREN—VCOBFHEOEREZMRAL . GHETI2HAITTD
=202 ZaEFLUET,

if (send_tok.length != 0) {

if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss_release buffer(&min_stat, &send tok);

b

Ayt—205y TR

dA2TF A FDZITANE. sign server() &, 7 IA T 2 ERMBEREINTER
A= %Z MO T, GSS-APLIZIE h—7 > ZEROBEIIAR I N TV
Wi, 207077 MMERDE DI recy token() B ZHEHL TWET,

if (recv_token(s, &xmit_buf) < 0)
return(-1);

Ayt —=PIEREE LI N TS AR H 5720, 707 T L3 GSS-API Bk
gss unwrap() TAYt—2%2 7w TRLET,

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf_state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unwrapping message", maj stat, min stat);
return(-1);
} else if (! conf state) {
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fprintf(stderr, "Warning! Message not encrypted.\n");

}
(void) gss release buffer(&min stat, &xmit buf);

gss_unwrap() /&, recv_token() 2 xmit_buf IZKEFAL Te A v —2 &2 A E L T=IT
PO, ZOAY =%, ZTORE msg buf ITHML £ . gss_unwrap()

AND2DDFIEITEH LU TLZE W, conf_stateld, TDA v t—IITHENE (DD
W) MEH I N TNWENEDINERT 7T/ TY, ®mEDONULLIE, AvtE—2
RIEITMHEM SN/ QOP 27 0T 5 LAINHI B BEINIE NI EZRLET,

AyET—UANDEBEHEA Y- DIRE
ZDKFRT, sign server() BAEIIA v —DICBHTHLENH D ET,

A= ANDELHITF, AvE—PDAYyE—VBEEI-RWMIC) DY T4
O EANDBEPENET, Awvt—TBIRETHIET, AvE—D%EEE

T TRRMIEFICTE T Ll &2 947 2 M TE LT, MICEZRET 5
72912, sign server() |ZBI% gss get mic() ZfEHL £9°,

maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,

&msg_buf, &xmit buf);
gss_get mic() I&. msg buf ND A v —JIZHDINWTMICZERK L., ZDHRE
xmit_buf IR L £9, KIT, Y —/N—Id send token() TMIC %Y T4 7 > MK
ELET., Z7I7147 > M. gss verify mic() TEDMIC ZMAEL £7 .
112 X—=2 D [GSS-APIZ 47 > NIBIBEL T O w7 DinsHID EMRGE) 25
L T7ZEWn,

&I, sign server() I3V DD I U—27 w T EFETLET, sign server()
1%, gss_release buffer() T GSS-API/NY 7 7 —® msg_buf & xmit_buf ZfFH L £
T, MW T. sign server() I&. gss delete sec context() CA>TF A MZEMIEL
7,

test_import_export_context() B Z D {£

GSS-API Zffifid 5 &, A>TFANELY AR—FBEIOA >R —FTEXT,
ZHCED, N FTOEATOT T LORRLZTOCARTI L THF X e
TZEXEY, sign server() IZIFMEEHMRGEEH DBIEL test import export context() 23
DET, ORI, I2TFTFAPDIIAR—MEA ZR— R EDK S ITHEAE
T 5MERLET, test import export context() ld. I TFF A MZE 7Ot AMT
PETHITTIEIH D FH A, test import export context() Ik, IA>TFANEILY
AR—= T 2DITNNo 2R ZERR L, RIT, A 2R — T DD - 7R
ZFRLUET, test import export context() (&, FEFRITIIHEEE L 72 WBEIETT

M, GSS-APIDA >R — b BRUOLY AR — MEREZ ED XS ITEAITIWNZERL
TWET, £/, test import export context() {&. I > TF A NMEERED Y 1 LA
& T DHENHBRLUTWET,

$E6E - GSS-API H—/\N—4l 129



IIAT Y RDPODT—YDEEF

test import export context() D/ —Ad— R%Z, KITRLET,

EF-ZDYV—ZA3—RBNE, Oracde ¥ 7> O— R =055 T7>>0—-R§T5 &
HAJEETT ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z &
Uy,

#l6-5 test_import_export_context()

int test import export context(context)
gss_ctx id t *context;

{
OM uint32 min stat, maj stat;
gss_buffer_desc context_token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss_export_sec_context(&min_stat, context, &context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday(&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied_token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context token.\n")
return 1;
}
memcpy (copied token.value, context token.value, copied token.length);
maj stat = gss import sec context(&min stat, &copied token, context);
if (maj_stat != GSS_S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);
return 0;
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GSS-API Y —N—=fFIDI Y =2 T v T

GSS-API Y —/N\—=fIlD oY =27 w7
main() BIEUICIR S &, 7V U —3 3 »id gss_release cred() TH—E XA DEKZ
HIFRL £9°. #HEED OID MRE I N/AHE. 707 T A, gss release oid() TZ
DOID ZHIFRL7zd & FEITEKTLET.

(void) gss release cred(&min stat, &server creds);
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SASLZE{FERT D7 7Y —2 305

SASL (Simple Authentication and Security Layer. fiZilatttF U7+ —E) 1L, &
FallTF4—TL—=ATU=UD1DTY, SASL( HH)L] EHH) L, HHN—X
D70 kDN L TR —EAZRMETH1EN, AT a > TEREET—EXR
CHEEMET —EXADIRIEL £,

ZOETHOINEF. ROEBDTT,

s 133 R—TD 5 R 2 T ¢ —J& (SASL) DFEAT
n 148 X—D [SASL D]
s 51 R—TD [H—EZX70O/)N1 ¥ HDSASL)

n:L.\nIEtjf: al)T T A }E (SASL) @%Jl:ljjl\

SASLIEZ., 77U —a EHFEIA4 750 OFFEHEICHL., Bit. T—YEBAE
A, BROESLETO O OMEERML X9, SASLEZMEHTS &, HREEIL
WA APLICE ODOWEO—F ¢ >V ETAET, ZUTKD. FrE DD
FEERTEET, SASLIFHKIC, 7O k)L IMAP, SMTP. ACAP. BXLIULDAP
EHEATETY U= a3 VIZELTVWET, EWH0H, s 7okt
FTANTSASLZHHR—FLTWAENS5TY, SASLIZRFC2222 ICREi SN TWET,

SASLTS A 75 DER

SASL 71 7 Z Uld tibsasl EFEIENE T, libsastid. 1EL <Fdib 4172 SASL 1 >
2 a—xT7 TV r—a il AT A ETHIAIEEREZEDSASL 7' 71 > 2
T%%iﬁﬁ?ét@@7b~b7~ﬁf?or77ﬁ4/J&mjm X, SASL
WCH—ERAZRMETEIA T FERTEOICERINET. 77712103
libsasl DAMRICHFEEL F9. SASL T T 71 2T E, BBkt tFal)
T4 —RiE, LT, BXUEB T O/NT 0 — (SAT— R &) DMRE(T
AFET, BEBLTIVTU X ALME tibsast NI TR T 74 NI E
ER

133



BRI+ 21U T 1 —fE (SASL) DFEN

134

libsasllid, A>3 a—~ (T 7V r—a>Eta4 7N L Ty 7Y
7—&;yfnﬁisyﬁ4>&71—xuwnéﬁﬁbiﬁoﬁ—ExﬁnN4
AU Tx—A(SPD)IE. TF71 >0 libsaslL IZY—E XA 21T 572010 E
INZHDTY, libsasliTry U= 7O b))V ER#ELETAL, L
MoT, VAT > REY—N—FTT—YDEZEZTOIDIZ. 77V
r—a OEETT,

SASLIZL—H—I1Zx L C2 DOEELFHNFZHEHL £, [GREEIDI (authid)

%, 1— 'ﬁ- ’&nmﬁ'@’"ét&)@l ']j-“"IDT_g— REEIDE. AT LNDTY 7t
21— —=Z#HF L FT, [HKIBIDJ (userid)lF. I—TF—KED+ 73>
DFEHAZH SN TNENEIDNEMRET HRICHEHINET,

m&ﬁif?yF7707~9ay&maﬁ—ﬁ—77U7~yaym‘ﬁﬁ@
SASLERE Y F a2 U T4 — LRIV OIEZITNET, @ DEA. SASL
Y—=N=T7 TV r—3 3 >N, ﬁ%ﬁ“%bj‘)\hﬂﬁaf;nwﬂﬁk%@ U ALEIA4T
Y hMIREEFELET, O, SASLZ A7 > 77U r—a 2 id, BEOEXRIC
Ho & :E) = 9% A HIHAE*%%H%ET% i@_ :O)H%’;"xb:ﬁ) 5. ﬁ%"c iE'Lbf:_nu DE*I%E*%
HONWT, 3472 bET—=N—MIZBIT 28O SASLFBIET —F OZH &
UCRREEMNFETINE T, ZORMIL, BAEICRINEZIZRLKT D0, HDWITY
AT 2 Y= N—IC &> TUERH FEIND ETHBEEINE T,

uquELEE':P [N SASL—}L?HIE*%E*% j:t:}\"lUT/]) E@?ﬁ@’%ﬁii@‘ 'IZ:‘::LU
T4 —EINEIREI NG, SASLtw i a kT AR D ZDfg &9 5%
MHDET,

SASLY —F T O F v —
RDOHNZ, SASLDEAT —F 577 F v —%RLET,

®7-1 SASLY —F 7V F v —

Gy —Co

| SASLAPI | | sAsLAP |
SASL SASL
5475 54751
| sAsLspl | | sAsLsPl |

SASL SASL
T4 TSI
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BSREL T+ 21U T « —JE (SASL) DIEN

7IAT7 > RT TV =23 ES—N=T T U r— 3 JIEFNTI, libsasl D
O—H)L 3 =125 LT SASL APLFEH TIENH L 297 E 9, libsasl . SASL
Y—ERXTONA YA 2% T — A (SP) FeH TSASL#RE SmiE L £ 9,

Xl T —1E
YER T —HET S 71 03, UbsasliTEF 2T —H—ER 2L £
T, ¥ T —BENRMEET S RO N DN E, KRITRLET,

7947 > MAITTORE

H—/NN—fITDFE3

BEM (RET Y NEEIN TR I &R
B e (B2 25T — % OGSk 15 5 1b)

SASLtz+ 2 U T 1 —3BEE{REX (SSF)

[SSF) (EF oV 74 —ERE) 1L, SASLIR#EOMI ZRL T, HENE
FaUs4—EBEYER—FLTWDEEE, 757147 > &Y —)N—IISSE Dl %
fTWET, SSF DML, SASL T BMARTICIEE S NztF U T — 70N

T4 —ICHEDNWTHRDENET, il ToLIID SSENRE S NG, BT
BRC7 947 > FEYS—N—DOWMFTEOEMOLT ) T4 —J@EEHT20HE
NHET,

SSFIEIRD KX DB TREEINET,

= 0-frRi&72 L,

w1 -BEEERED S,

. iéﬁﬁ‘%éﬁ‘£$6%%ﬁ®ﬁﬁ—Fo%@ﬁ@@%ﬁk@%@ﬁé%%

BEE BRI EF U T 0 — BT K > TEITSINET, libsasliZEN
5OERZRET HHREZRZLET,

E-SASLY T4 7 2 NI ERFIC, BARKDSSEZR DM ZRBINL £9, =72
L. FEBRIGEIR I N7 SASLEEREIZZ D%, Tk D KU SSF O 217 5 rlRENE
MWD FET,

SASL [CH (T 2&E(E

77U —3 3 213 1ibsasl API#&H T libsasl S@fEL F 9, libsaslidZy 7V
= a Il TEEINZI—IVNy 72N L GEINMEROEREZITAET,
TV —a T I TA EEEREOHT Z &3 <, 4T libsasURRHT T Z
TJAEROHLUET., 7T I3EE. libsas\ 7L —LT—0 DT I7A %
MOHLET, 5& JL—LT0—=00NT7 U —3 >Oa—)L)\Nw 7 ZFER
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HUET, SASLT A 37 T r— 3 > 2EHEEOCHET I EHA[FETT, /=
ELZEORR, 77U =23 i, 797140206 DEHL & libsast B DIER
HLUZXRBITEEHE A

T—=IUNY Z71d, ROXDICIEIERDHTHRILE XY,

m libsasUWEO—IVNw V 2FHT 52 & T, RiE2E 79 2DICHERIFEHRZ R
BTEET,

m libsasl A2 a—~X 77U —2 g da— I N\w 7 EHHTEHZZET. 75
TA R T — Y ODRBINAELERE LD, 77 IVERIELZD, SFIF
BT 74 NEMEEAHE LD TEET,

s = N—lZT—IWN\ IV EFHTZHIET, KBAR)—2LELZD, Bz
INAT — REgaE 22 L7720, NAT— RLEEBREZEL/ZDTEET,

s JIAT O REY—N—ZOA—INY I EFHTHIET, TIT—Avt—TD
SHEEETEET,

7TV —a VBT HO—)Ny ZIZid. K&ty a o2 END D
F9, 51T, libsasl TIEZEDOIA—ILNY 7 IDMWERSINTBD, FN5DID
EHEOTIEIERBHOI-INN I EEETEDLLIITHE>TVET, BED
FEEED =)\ I DVBER I NN TR WSS, libsasUiZT 7 4 )V N OEMEZFEITL
EJCIN

twald—IINyZZIKRBEI—INy XD BERLINET, HHIDITHLT
Ty ia d—IUNwINRESINZSGE. DOy a > TRREI—ILNy »
IR ENERE L. TNy Z7ICE> T, KETRIFNERDERA, Ih
1. TNS50a—I Ny IRty a > OIMITIERHE SN 5728 TT,

ROEKDRBI RO —IVNy ZIZT B0 RH D £,

WA R/ OV 2SN =10) = AW ADY, S
7574 > DRGE

T —% OMHR

Io9—Avwt—roaF>r

libsasl\ F7/213 75 7 1 2T 2 2 Dt RIS HE AL

K D SASL I—)L/N 7 ID D SASL 1 —)L/)Nw 7 & LT, NULL I—)L/\v 7 Bi%&
EHEETEET, NULL I—)L/\Ny VEAEIE, BT —% 224t d 280N o
47 > MIZES TNWSHZE&ERLET., SASLI—I)L/Ny 7 IDITIFNT, FE5HEE
SASL_CB_ MWW TWET,

SASLME T 2D O—IVNw 7, 7547 > FERIFY—N—THEATEE
—§_‘O

SASL_CB_GETOPT SASLA 7 a ERELET, 7 aERETD
&, libsasl(3LIB) EZDBEH T 5 /A > ODEMENEE TN
F9., VIA T bERIFY—N—THHTEET,
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BHRATF 21U T 1 —fE (SASL) DFEN

SASL_CB_LOG

SASL_CB_GETPATH

SASL_CB_GETCONF

SASL_CB_LANGUAGE

SASL_CB_VERIFYFILE

libsasl EZTD T T 74 T2 0F > THREZRE L
£, T4V NOEMEIR Tsystog D] TT,
SASL 757 A > MZ/)NADa0 Ky Y 2 hEEEL
i—a—o

T 7))V EDSASL 7T 71 BN ANERD EB DT
j‘o

= 32Ew hSPARC Y —FF U F ¥ —:/usr/lib/sasl

= 32Ev bx8 7 —FTF 7 F v —:/usr/lib/sasl

= 64EY bSPARCTY —F TV F v —:
/usr/lib/sasl/sparcv9

m x64 7 —F T F ¥ —:/usr/lib/sasl/amd64

SASLY—N—DWERT 4 L7 NUANDNNAZEAEL £
T, T 74 M sete/sasl T,

BSENEICN A2 REC1766 i1 — RO O R EID 1) X
FEHRELET, TOUARNEI, 79472 FBLN
HY—=N—DLIT—Ayt—E7I07 > 070> 7 K
THEHINET., T 74 )M i-default TY,

W7 7 ANET I T 7 AV ERGEEL £7.

SASL MR 2 KD —IVNw 73, 7547 > FNEHATT,

SASL_CB_USER

SASL_CB_AUTHNAME
SASL_CB_PASS

SASL_CB_ECHOPROMPT

7I3A4T7 O —Y—-H[ERELET., D
I—Y—HI3KEID £[F—T9., LOGNAME &5
BEMNT T3V MR D ET,

747 > hOEAZRE LR,

54T 2 RDNRAT L —=AN=AD/RAT— R %
WAL ET.
BESNZTFrL o2 7nr 7 hoRERGL X
o VIAT NSO ANELI-TEEXT,

SASL,_CB_NOECHOPROMPT ffESN/=Fv L > 707 hOKEZREL £

SASL_CB_GETREALM

o VAT IMEDANZTI—FTHRNETI
HOERE A

AL T B LIV AEREL T,

SASL MR T 2k a—)VNw 71, U—NN—FHHTT,

SASL_CB_PROXY_POLICY
BAEE NI =D EINZI—Y—ORBEEE L TERINTNWDENES
MERBELET., 2O\ IRBEFEINTWERWES, Btk
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A—Y—ERBEINDEIREL—Y—NE—TRIFNZRDERL. INS5DID
INE—TRWEGE, RAENERL ET, EETRVWARRY > —Z2 T 5
., —=N=T7 7= g3 > EFEHLTLIZI,

SASL_CB_SERVER_USERDB_CHECKPASS
RO LA 5 126 S N e 1 — ' —F— & R— 2 H L TE/SA T — R Z i
[/ ‘i @— o

SASL_CB_SERVER_USERDB_SETPASS
A=Y —=F—=F RX=ANITFXAT = R 2L T

SASL_CB_CANON_USER
7TV = a st s N - —EEBE R A IO L £ T,

BAID SASL 71 7 7 U HHHLERIC, —N—&2 5407 > MISERREI—)1
N DITXRTEESLET, KFa—IL/Ny 7RI RIEE/Z DIL. SASL
twia s WHHbETE SASLEy > a > TY, by a HEMLEICE. TSI
CDEHIHIRF, T=HOOF T, R T 7 A IV DFAEO 2 EOEFENT—)
N ZICES>TEITINET, SASLtw a3 COBARIC, BMod—)L)Ny V%
BEETEET, THLAEI=INYZIE, RESCTREI—ILNy 7 % FEX
TZEE7,

SASLIERE O T+ X b

UibsasU I SASL#ZRED > TF A MZMMA LT, SASLZ T4 7 > b & SASL
H—N—DWFIZHT HESASLy > a > OREEBHLET, £3>FFZ b
3 A1 DOREB LI 1 DOEF 2T —kya > TLMMEHTEEYE
AJO

S NDIREE L T ROXDERNDH D KT,

n B, ARIEHRPBIOY RUAE®R,. 70 N2V 7 T 775 EOHEGER
» HERICEAO =)L)\ 7

m SASLSSF DI ICHbNDF YT —70/NF 4 —

s FEEOREETF AU T —EBOBEH

SASLY A ZIADRT v T

KOBKINZ, SASLTA T A 7INVRNICEENLEMATY T2 RLET, V9147 >
FOFEIRXRO AN, —N—OFEIXEMIC. TNFNRLTHDET, TOD
RN N = KENL, NEERRHTO 7 5147 > EY—N—OMEEH %2R
LTWET,
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®7-2 SASLT 1 791 2L

75477 bDEME H—/IN—DEE
libsasl libsasl
DOEE DOFEAE

R = N
SASL £y arK >SISASL &y ¥ 3>

DOERE < DOFERE

g X b
BIRE N /=148
ETF—% )
=R E, =HE
SASL £33 % — S SASL ER:E

HiET— %

e L m o (€ | i & g A
SASL | BT o sAsL
L= D0): 3,y RDBZEPI0): 3y
libsasl @ libsasl @
g)y=>79 T gy—>7y T

KINEDEIT, ZDOITA THATINVHNDAT Y TITDOWTHHLET,

libsasl D#I AL

7547 > Midsasl client init() 2T Z ETlibsasl 227 717 > MHICH)
ML £9., Y—/N—I13, sasl server init() ZM-ONHT Z & T libsasl &
P—=N—HITHHIEL £

sasl client init() DEITRFICIE, SASLY AT > NTZT142. 7947 hD
BHET S 74>, BROVIAT O MO T S T4 D INGmAHRAENE T, [FEk
IZ. sasl server init() DFENH LIFIZIE, SASLY—N—TF 574 >, H—N\N—D
T 274>, S—=N—0DEEIL TS 71 >, BT —)N—O auxprop 7771
CMHAAENE T, sasl client init() DFFNH L, BIMOZ 54147 > TS
71 213, sasl client add plugin() & sasl canonuser add plugin() ZfffH L TiE
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MTEEY, Y—/N—fITIL. sasl server init() DIENH L&, BIND
Y—NN—=TZ71 >

1. sasl server add plugin(). sasl canonuser add plugin(). BIN
sasl auxprop add plugin() ZfEH L TEMNTEET,

SASL K513 Oracle Solaris V 7 b7 = 7 DRDT 4 L7 YIS NET,

= 32Ew FSPARCY —F 757 F ¥ —:/usr/lib/sasl

» 32Ev bx86 7 —F7 7 F v —:/usr/lib/sasl

m 64 Ew b SPARC Y —F T F ¥ —:/usr/lib/sasl/sparcv9
» x64 7 —F T F ¥ —:/usr/lib/sasl/amd64

7272L. SASL_CB_GETPATH J—I)UNw 7 2 XX, ZOTFT74)V DG %= H
TZ%E9,

ZDORET, m%mkﬁz—wAjﬁmﬁ«fﬂ RESNTWET, SASLY I 7T
>R ESASLY—NN=IZIE, KOOA=INN\w I EED5T EMNTEET,

SASL_CB_GETOPT
SASL_CB_LOG
SASL_CB_GETPATH
SASL_CB_VERIFYFILE

& 5T SASL Y —/N—IZl&, SASL_CB_GETCONF A—I)L\w 7 HF0HLH T ENTEE
@_‘0

SASLtzv > 3 > DFEE

Y—N—=EVITA T2 MNITONIIRHTHEREZMNLL £9, SASLICX SR %E
o886, ==& F7147 2 MISASLER I > TF A MEERLET., 0
Id. sasl server new() & sasl client new() Z2ZNZIUEHA L £9 . SASLZ 717
> N & SASLH—/N—I3. sasl setprop() Zfli> THMHEIZHT 2+ 70—l
TONT A —ERETETET, UKD, SASLA> > a—<xXT7 T r—ar
13, FBE I N/Z SASLEEHE O > T F A M DiER/NSSE. J A SSF. BLUNtF Y

T4 — 7 ONT 4 —ERETEET,

#define SASL SEC_NOPLAINTEXT 0x0001
#define SASL SEC_NOACTIVE 0x0002
#define SASL SEC NODICTIONARY 0x0004
#define SASL SEC_FORWARD SECRECY 0x0008
#define SASL SEC_NOANONYMOUS 0x0010
#define SASL SEC PASS CREDENTIALS 0x0020
#define SASL SEC_MUTUAL AUTH 0x0040
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F-RikEtF T —RI. VA4 7 2 MY —=N—fO7 0 k)L libsasl LA
NOBREZF > TREL THNFENE R A, £O L7EHE. sasl setprop() FHT
HMERERAE ID RN SSE 2R ETEE T, & 21E. 7o b:j)m\ssmi»@ﬂ%bf

H—=N—=IIHT B 7147 > "Rt H55 625 2A£d, Z0DH SV ERREAEE ID
B I47 2 NOWRRIEESLE LT, 5’H§SSF RO A XELT, %m%hﬁﬂﬂ
TZEXET,

H—/N—fITIE. libsasl A, F 2 U T4 —70/)NF ¢ — EFEE SSEITHES THIH
THE/R SASLEME ZTRE L £ T, 7 F14 7 > M. ZTOF|FHRIHE R SASL B % SASL
H—N—n5670 b DVREHETEREL £7,

SASL B — /N—fI T SASL ##5t 1 > 7 F A M Z1ERR T 51T1X. sasl server new() Z I
CHIBERH D FT, T TITHDODN TN NWEEFED SASL #kt 1 > 7 F A k2 A
MITHIEHARETT ., 2L, TOHAIXRD/NTA—=FZ) Yy T H0EN

HOET,
#define SASL DEFUSERREALM 3 /* default realm passed to server new or set with setprop */
#define SASL IPLOCALPORT 8 /* iplocalport string passed to server new */
#define SASL IPREMOTEPORT 9 /* ipremoteport string passed to server new */
#define SASL SERVICE 12 /* service passed to sasl * new */
#define SASL SERVERFQDN 13 /* serverFQDN passed to sasl * new */

sasl _client new() & sasl server new() ICKT BN T A—=FE, I—IL\w 7 &T
D%:w77buﬂiT«T ET%TT

T, U—N—=E7I74 7> ML, BFaUTFT 0 —RY T — DO LLERESG/N T
A= DREBITAET, THUTIL, sasl setprop() Z2fi> TROTO/\FT 1 —%
fBELET,

#define SASL SSF EXTERNAL 100 /* external SSF active (sasl ssf t *) */
#define SASL SEC PROPS 101 /* sasl security properties t */

#define SASL AUTH EXTERNAL 102 /* external authentication ID (const char *)
*/

= SASL_SSF_EXTERNAL - 5 EfRE (DO E v M) O EH

= SASL_SEC_PROPS-tFa2UT 1 —R I —DEEH

= SASL_AUTH_EXTERNAL - #}#{E23E 1D

H—/N—I1d. sasl listmech() ZIEURHTZET, EFaU T4 —R) > —2=T
ﬂ%i%mwa%%muxhém STEET., 7VI47 > MIEE. FIHTEE/n i
YA RE270 N 2)VTEKELZHETH—N—050ETEET,

SASLt vy 3 > O EKRLZZOMN, XOKTT, ZOREEFEOKTIE, 7
ObIFEHTT—YZ2ERELZBOREUEIZ. K2EMLT2EHATEIBL T
WETd,
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7-3 SASLtw i a > ofit

7547‘|/ b DEIE #—/<T®§M’F
H—IN—AD NIEARSA
EE3 BEROZ AN

sasl server new() %
O UT libsasl 3> 5% X b
%{ER., sasl setprop() %
FEOH LT libsasl 3> 5% X b
TONT 4 —EFRTE

sasl listmech() %
FIARTEE L (— RO U THIFRTRE 4 #4148 %
HAE £ S MG, #EBUI %
74T MIEE

sasl client new() &
ﬂ?U.’:Hlf(l/bsasl:/j'-ﬂF N
%{EfK, sasl setprop() %
FEUFH L T libsasl 3> 57 %X b
TANT 4 —RFRE
SASL n?l?\p

nun 77’1)7/}‘&‘6' JN— 'C%"%ﬁéh%)7\7‘170)§ﬂi ﬁﬁ]éhét
Fa U T4 — R T EICR IR0 ET, SASLYTA T > M, HRHTREEF Y
T4 —HERED ) A N &R E L Tsasl client start() ZIFONHLET, ZOU A NI
B, Y—=N—DNS5ES5NTEET, libsaslid, FIFATHEREKEY 54T > FD
tFa)T =R —ITHEDNT, ZTDSASLY vy a3 VITEEERZRINL £
T, VA7 hDOEFaUT o —RY—3, FFAISNsEEERELET., =
IR X NN sas1 client start() HIREINET, V773147 FDt
Fa)T o —HEIL REAERICENERZLEETHEE2HVET, FEIN
=)L\ 7 BB NULL T/RWBR D, libsasU IEEDIRE I N2 — )L\ 7 Z I
OHUET., a—IbNy VBN NULL Th S5, libsasl id. SASL_INTERACT
EVLEEROEREZIRE L F£9, SASL_INTERACT DN I N7zE . RS N/ 1EH
ZHEE L Tsasl client start() ZIFOHTHENH D X7,

sasl client start ) V5 SASL_CONTINUE F /213 SASL_OK WNiREN/=HE. 75
/]’7‘\/ }‘Li ?Réﬂfg%*%&f%%@uunﬁj‘ 5’75: 'ﬁ- JN— \_Lfn-a‘%)/%gﬁ\%
DET, TOMDENRINZES. MENOITIT—NREELTWET, LEZ
W TR PTREZS S DN TE L 72, 7‘;8‘6@‘0
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H—=N—=ld. 77347 Mo GRRESNHEE, BT — 4 22ZEL £,
FEWTH—/N—13. sasl server start() ZffioTZDtya AICHEET—~%
WML L £, F72. sasl server. start()ﬂinhnIET Y OB HITNET,

sasl server start() 7% SASL_CONTINUE ¥ /213 SASL_OK %R S 117245

=N “j’“—/\° Liuunﬁ‘f Y akfgLET, sasl server start() /5 DAMDENIK
INHEE. BBEOZIT AR Uz, RREICRI Lz, RE, MishDT
Z— ﬁ‘%ﬁib’(b)i? Z ORI IET 2 ENHD ET, TDSASLI > T F
A NI T 20, £RIGEFHTIHEND D ET,

RAETOEADS G, LD ERRLZDON, ROKTY,
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7747 l/ hDEE Y —N—DEE

sasl client start() OFFUHL

I7—- /RyEx

V'S

sasl client step() OFFUHL
|
ERkEShi=T—-20ORE

A

F1v7” SASL_INTERACT

SASL_CONTINUE
SASL_OK

EIR&Eh 7= SASL _ .
gL SASL F—4 % SASL##EE V71T~

Al SASL 7— 4 £ B8

A4

sasl server start()

DFUH L

SASL_CONTINUE
SASL_OK

H—/N—MD sasl_server start() MU L5 SASL_CONTINUE 2NiR & 117245
B, Y N3 R %ﬁ’é’d—’\fﬁlhﬁ_%ﬁ_ 2. 79147 > NEDEEE
ML ET, BEOAT Yy TEIIHEE CEICRRDET, BREINCT, 79147
‘/}\@isasliclientistep EIFONH T ZE T, = N—05 OFFET — % Z L
B EERLET, I_H‘% . B —/)N—ld sasl server step() ZFFUNHT Z &
T 77’]'7/}\75“90)%&7‘“—57&9;@[/ INEEERTEET, DO
L;t‘ WREMNTE T T 50, TI—NHETHETHIEEINET . SASL_OK MRS N/
NI4T 2 M E Y — /\“_{EUT@uLuEﬁ\IE.% SETLREZEER
ﬂ*bi@“ 5 DFBFEETE T S H 2 DI G ITEFETREZBMT — 473, SASL #
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BNICELZE S TWAHRERH D T, —N—fEr T4 7 > MU TR
FENTE T TS E, = N—ET AT 2 RME EhoTaNnNT s —ERAETES X
2RV ET.

ROBNE, BIRFET —% 2% T 5D, $—N—&7 7107 > FHEICBIT2H
BERZRLIEZDHDTT,
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7-5 SASL ZR&F: Y —/N—FT— 4 OULHE

’754’7"/ b DEIE #—/de)éJJf’E
SASL R % | SASL P
H— N —p S EYE T | F4aEISAT L MOEE [T

SASL_OK /B0

v RV1E

AT SASL_CONTINUE

sasl client step() OFFUH Uid—

ERKEIhiT—2OMIE

V' N

I7- /EuEr
F1v7/ SASL_INTERACT

SASL_CONTINUE
SASL_OK

SASLTF—4%%
TIIAT > b S5EIE

SASL
F— g %4 — N —DEfE

AV

SASL_OK

SASL_CONTINUE

sasl server step()

SASL_CONTINUE
SASL_OK

DU L

146 OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118



BSREL T+ 21U T « —JE (SASL) DIEN

SASL DHEZ 1 S B E M

tTFaU T —BOFELZBEET SHITIL. sasl getprop(3SASL) B> Tt
FaU T —RELRE(SSF) DEN0OLDHRENNEDINZEHALET., EFaV
T4 —BOWEMNTONTWEGE., 75147 > b &Y — /NIRRT HE R
DSSEFZEMHTHIHENHOET, VI4T7 > FEY—N—FDOT—F ML, B
SEDG G ER = HETHONET, JOhINICE->TIZIAT > MERE

Y —=N—IZT—FNEEFESNDEIT. T—F T sasl_encode() WiEHINET ., ZIE
fITIE, R, sasl decode() ICXO> TTF—NEHLINET, Fa

T A —EOTENRESNTWEN S T2HE. TOSASLER I > TF A MILEDHD
FHA, LENST, ZOATFANMNIEEELZIHEAMAL THENER A,

SASLtzv 3 3 > DRI

SASLEEfi O > T F A NEMRINT HHENHDHDIE. TDrya  ZHEAMALERN
AT T, sasl dispose() Id. SASLEEH I > TF A b EBEHETHTRTDY
V= 2AB IO Z ML £, sasl done() 2O T HE, T DRIIC SASL #46
AT FAREWELTHBSDLEND D ET, SASLERICHTHOATFARY
V=AM 5 Z E1d. sasl done() DEETIEH D EFH A, 147 X—

D Mibsast DV —>27 v 7| 2L TIZIN,

SASLt v T a3 UM S BB, TRTORENREKR S NS TREENH 2 500, B
T A CBEMSNET, SASLty a3 DEMINT DHEND DD, ZD
tyva EEANHLRWESEZTTT., TNUNOEE. Jloty i a > nNeD
SASLIREEZHAITEE T, VI T hETF—N—DEESH, sasl dispose()
Zffi> TSASLHER > TF A M2l £

libsaslD& ) —>7 v

ZDAT YT T SASLTAT IV ET T4 DTRTOY Y —AZfE L F
T, 7I47 > hEY—/N—Id sasl done() ZIF-UHT T & T, libsasl() D
V= AR L. TRTDSASL 7T 7 A > i ABER L £97, sasl done() 1d
SASLEEfi O > T F A MBI L ER A, 77U — a3 VINSASLY 9147 > KT
HHO, MDOSASLT—N—THH 5L, sasl done() ICELDTSASLY T4 7 > b
ESASLH—/N—=HHEDY ) —ANBRINDHICTHEBRELTLESW, V14T >
e B=N=DWTNND) Y —ADAZMRNT S LT TEERA,

FE-71 77 UNTsasl done() ZRFNHTRETIIH D EHAL, 7TV
r—3a W T sasl done() ZMEUNH T ERICIE, libsasl ZfEA L TWAREEMED H
5IRTOIAT IV EDTHERBMETESL LI, MODEEEILDLENDH D
E I

BIE .SASLEFERT ST T UT— a0t 147


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN3Bsasl-getprop-3sasl

SASL D4

SASL D]

148

ZOfiTIR. VAT T TUT—2a & —N=7T )= a > ORIcH
Jo— M7 SASLEy > a & RLET, ZOFOETFIRLROELD TY.

1. 7947 > 77— 3 Uldlibsast ZHHELL £7,

DIAT R TV r—2 3 AIROKRIEIA—)Ny 7 2R ELET.

SASL_CB_GETREALM
SASL_CB_USER
SASL_CB_AUTHNAME
SASL_CB_PASS
SASL_CB_GETPATH
SASL_CB_LIST_END

2. B—=N—=7FUr— 3 ld libsasl ZFIHHLL £

Y—N=T TV r—23 ANIROKBI—=INw 7 2R ELET,

= SASL_CB_LOG
= SASL_CB_LIST_END

3. 79147 2 ME, SASLEER I > TF A MEERL., X 70 —7 0%
T4 —%REL. FHAJREREED ) A M &Y —N—ICERL FT,

4. B—/)N—I&, SASLEEH I > TFARZIER L., EFaUTo—70ONT 4 —%%
E L., MU7/RSASLIEERDY A h2REL, TNE7 9147 > MIEELET,

5. 7947 2 M3, FIAREREEDOY Z N Z2EE L. HREOHKEZRINL., 20
%*Rbfc*%*%&uuuﬁj— & Zeg— )N — ;L{nbi@_

6. HWT, 747> hEY—N=IF, itttV T —BOWENZE 7T 3
F T, SASLT— 2L ET,

7. BANETTDE, 7347 > EY—N—F, tFaU T —BOHENTD
NEESNZEHBLET, V77347 MITAMAy =25l Exd,. £
DAY=V —N—ZEFINET, T—N—iF, RiE1—T—0D
A—Y—-%EZDI—F—-DLILABIRELET,

8. H—N—3, fFFElbkcnNzAyvt—T2%2E, HE5L BXOHEALET,

9. 774147 > &, sasl dispose() ZFFNHLTYZ 47 > D SASL##HD > T
FARNEBBMLUET., HNTYZ IA47 > M. sasl done() ZIFUH LT libsasl
DY —AZMRMLET,

10. B—/N—I3. sasl dispose() ZFEXNH L TZD I I14 7 > FO#FERI > TF A K
TR L £,

/N 77’(7/}\8:‘& =D VIO Dbk TFZRL£T . libsast O
UINRET BTN T DO LINANE RSN THET ., REMBIUZEMI
£BENTNDOT —HHEDFRRINTNET, AdB. T—YRFELINHEL
TEREN, TOEBEITIHEITAREINTWET., BETHNY 7147 > FO5HEIR
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v B=N—08Eds: LFRRESNET, MY 7Ur—ra>0)—A0—

WTIE, 8D [SASLY — 23— Rfil] 2R T 7230,
2947 >k

% doc-sample-client

*#k* Calling sasl client init() to initialize libsasl for client use ***
*** Calling sasl client new() to create client SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Waiting for mechanism list from server...

N

% doc-sample-server digest-md5

*#** Calling sasl server init() to initialize libsasl for server use ***
*** Calling sasl server new() to create server SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***
Forcing use of mechanism digest-md5

Sending list of 1 mechanism(s)

S: ZGLnZXNOLW1kNQ==

7747 > b

S: ZGUnZXNOLW1kNQ==

received 10 byte message

got 'digest-md5’

Choosing best mechanism from: digest-md5
*#*k Calling sasl client start() ***
Using mechanism DIGEST-MD5

Sending initial response...

C: RETHRVNULU1ENQ==

Waiting for server reply...

N

C: RELHRVNULU1ENQ==

got 'DIGEST-MD5’

*** Calling sasl server start() ***

Sending response...

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM\
sbT0iam@xMTQxNDIiLHFvcDOiYXV0aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0@ic\
QwLHIjNCO1INixyYzQilLG1lheGJ1Zj0OyMDQ4LGNoYXIZzZXQ9dXRmLTgsYWxnb3IpdGhtPW1k\
XNz

Waiting for client reply...

7747 2k

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\
sbT@iam@xMTQxNDIiLHFvcD@iYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0ic\
QwLHJIJNCOINixyYzQiLG1lheGJ1Zj@yMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3JpdGhtPW1k\
XNz

received 171 byte message

got 'nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
realm="jm114142",qop="auth,auth-int,auth-conf", cipher="rc4-40, rc4-56,\
rc4",maxbuf=2048, charset=utf-8,algorithm=md5-sess’

*** Calling sasl client step() ***

Please enter your authorization name : zzzz

Please enter your authentication name : zzzz

Please enter your password : zz
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*** Calling sasl client step() ***

Sending response...

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbmOuY2U9IklicGxhRHIZNE4\
yVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM9Iixjbm9uY2U9InlqZ2hMVmhjRFIMa0@Fob\
tDSOP2WVUXMUM4V1INycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODIIMmRmNzY4YTJIjYzkxYjJjZDMyYTkOZWM=

Waiting for server reply...

N

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbm9OuY2U9IklicGxhRHIZNE4\
yVm51Qz L5MTZOYWxUOVcvanUrcmp5YmRqaHM9Iixjbm9uY2U9In1qZ2hMVmhjRFIMa@Fob\
tDSOP2WVUXMUM4V1INycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWdlc3QtdXIpPSJIyY21kLyIscmVzcG9uc2U90TY\
ODIIMMRmMNZY4YTJjYzkxYjJjZDMyYTkOZWM=

got ’'username="zzzz",realm="jm114142",\
nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
cnonce="yjghLVhcDRLkAhoirwKCKIvYU11C8WSrr2UZnHGedrY=", \

nc=00000001, gop=auth-conf,cipher="rc4", maxbuf=2048,digest-uri="rcmd/",\
response=966e978252df768a2cc91b2cd32a94ec’

*** Calling sasl server step() ***

Sending response. ..

S: cnNwYXVQaDQyYjEzMzRjYzU4ANTEAMTEWOWM30TdhMjUwY jkwMzk30Q==

Waiting for client reply...

2747 2k

S: cnNwYXV@aD0OyYjEzMzRjYzU4NTE4MTEWOWM30TdhMjUwY jkwMzk30Q==
received 40 byte message

got 'rspauth=2b1334cc585181109c797a250b903979"’

*k* Calling sasl client step() ***

C:

Negotiation complete

*** Calling sasl getprop() ***

Username: zzzz

SSF: 128

Waiting for encoded message...

N

Waiting for client reply...

C: got ’' *** Calling sasl server step() ***

Negotiation complete

**% Calling sasl getprop() to get username, realm, ssf ***

Username: zzzz

Realm: 22c38

SSF: 128

*** Calling sasl encode() *** sending encrypted message ’'srv message 1’
S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loaj iwABAAAAAA==

747 2k

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==
received 34 byte message

got '’

*** Calling sasl decode() ***

received decoded message ’'srv message 1’

*** Calling sasl encode() ***
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sending encrypted message ’'client message 1’

C: AAAAIRAKTEMYON9X4NXkxPc30TFVAZUnLbZANqzn6gABAAAAAA==

***% Calling sasl dispose() to release client SASL connection context ***
*** Calling sasl done() to release libsasl resources ***

N

Waiting for encrypted message...

C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZANgzn6gABAAAAAA==

got '’

*¥** Calling sasl decode() ***

received decoded message ’client message 1’

*** Calling sasl dispose() to release client SASL connection context ***

H—EX7O/NA 5B SASL

ZZTld SASLY U —2a vicu L THBCZ oMo —EX 27t 5275
TA > DIERIEITDWTHIIL L7,

F-T 7 AR— MRAIO=®, Oracle Solaris SASL SPI 1. Oracle Solaris EASD 7 5 1
7o RBIOY—N—METS 7 HOEF )T — LAV —2 Y R—hL F
‘li‘/u ZD7=%. OracleSolaris ASD Y7 147 > hBELONY—N—WE T 71 >

. BEMEY Y A E I3 HEEY— EX%J‘I{ T&EH A, OracleSolaris D7 T
47/ FBXOY—N—HET 5 71 1 ZOHIRIEH D FH/ A,

SASL TS0 A4 > DHE

SASLY—EATONA YA T—A(SP) Z2ffid &, 571 > & libsasl 71
T UMOBENREE RV FT ., SASLT T4 idlE. £FEI1T770ELT
KEINET, 1D0H-FIAATITVITE, B SASL777”f > % 1 DL EMEH
TEEd., HEIATITUNDT T T A 13, libsasl IZ& > T dlopen(3C) BT

FIcA—T7 > aNET,

7=, TIT7A4 1E. libsasl MR TRED T 71U r—3 a AATEIINA > R
THZEHARETY ., IO LEMEDO T I T A > EimAADI

1. sasl client add plugin() BIEtF /=13 sasl server add plugin() B9EEfEH L £
I, EE5EFHTLINE. TOT7 TV T—a NI4T >~ H—=N—D
WITNTHENTLDET,
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Oracle Solaris 7 XL —F 4 > 7> AT LIND SASL 7 F 7 A &, ROBEM:Ziw7=9
WENDH D ET,

w EITATIUVNDTITTA L, BRNRETREL TP 27 b7 71 )b (S
DT 7 A INIEEFIE .so) NITHRMESNTWALERD D T,

s T NIRRT RERIEFTICIND SN TWABRERH D ET, TI71 DK
ZFI1Z1E SASL,_CB_VERIFYFILE d— )L /)Nw Z M S NET,

n TSI VBHEYBRI RURA R EEGATWAREND D T,

" SASLZTGATRDT T4 DIN—2 3 2, SASLH—N—O%nd 575
TALON=23 VIC—H L TWBLENRHDET,

» TS VBIERICHHHETESLENH D T,

s TISTACDNAFUZ AT, libsasl DINA FU YA FI2—FH L TWBNE
NHDET,

SASL TS 7 A NIKRD4ODHTTVITHEINET,

D47 2 NEWT ST
=N T 571>
BT S 71 >

auxprop 7 7 7 A >~

sasl client init() BAEKZIFOH T &, FIAFERERIXRTOY IAT7 > N TT 74
CINSASL Y AT 2 MZEHAIAENE T, sasl server init() B AT
ELHN=TITA 2 BT ST BEWauxprop 7T A 2 HISASL

B —=N—ICFHAAENFET, sasl done() ZIEONHT &, TRTOT TV A1 ONFHH»
ABRBRE N E T,

libsasUd 7' 5 7 1 > #ERIIZ, SASL_CB_GETPATH J—)L\w ZE%. =7 x )L b
INADNWT NN ZEHL £3 ., SASL_CB_GETPATH L. IV 1 BB T4 L7 b
Joaoa>RYnN ) A R2RLUET, SASL I 22— A SASL_CB_GETPATH
=)\ 7 ZRELEEE. libsasUZZTD =)L\ 7MW BIRSINZ/NA %
o TREEZITVWET, TNLNDEE, SASLI > a—<IENAFUZ A1 Tixt
IS 5TFT T ) N AZEHTEET,

KIZ, TIHIWENAENAF VYA TOMNIEERLET,

m 64 Ew N SPARC Y —F 72 F ¥ —:/usr/lib/sasl/sparcv9
» x64 7 —F T2 F % —:/usr/lib/sasl/amd64
| |
n

32 Ew b SPARC Y —F 57 F ¥ —: /usr/lib/sasl
328w bx86 7 —F T U F ¥ —:/usr/lib/sasl

libsasUIEFHARA T O AD—EEL T, YR— RSN TWERHN—a >0
FA4 2 ENOHLET, TOTITT74 203, N—TarEHEEER UGk
ZRLET, N—23 0N —HLEEE. libsasLiZZD T T 71 > Z2HmArhAE
T, HEDN— 3 »F 51 SASL_UTILS_VERSION TTY,
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BEDTI7A4 > OIMENETTEE, DT T 71 > & libsasl EDDZ LA
FROBBICHEE R DEEREHELT Z2HENHDET, TI71 102
sasl utils t EEMRZ A L T libsasl ZMEONH L £9,

libsasl 71 7 T VIEROEEERDO T NIRA U hE2FERALTT I 74> E@IEL
EJCIN

sasl out params t
sasl _client params_t
sasl server params t
sasl _client _plug t
sasl server plug t
sasl canonuser plug t
sasl auxprop plug t

NS OHERDY — 23— Rid, SASLAY Y —T 7 IVAICEENTWET, #
EERIZDWTIL, ROETHHALET,

SASL 7S04 IR 2EESEER
libsasl & 7571 > OEEIL. ROEERICI > TEHINET,

sasl utils t-sasl utils t#ERICIE, S EIFERI—TFT 0T ¢ —F%k&E3
DOALTFAMERNFENTNET,

COBERICEENTVWEEIL—T 0 U T« —BEIT. 771 BAREERT
OESEBEE L THEELET, TNH5OKD%L<IE. libsast DT >4
T —=ANDRA 2HIZHBO>TWET, TITA1 &, M5NOE M TSASL I
D a—RIBRDIVLEND DILEEERE, libsasl ZEFIFOHITLEITIH D F
A

libsaslid sasl utils t HIZ3 DDA FTF A MZEEKL £,

® sasl conn_t *conn
® sasl rand t *rpool
®m  yoid *getopt context

sasl utils t ND conmn BEIL, 72E AT T4 2 DOFAAARED X SIT, EBE
IIIRFE O ICBEEM T SN TWRWEENH D XTI, ZNLIDEE. conn
ESASL > 22— DSASLEERE I > T F A M TT . rpool ZREULELEL A R BI AL
FTY, getopt context (L. getopt() BRI THAIREI > TFANTT,

sasl _getopt t(3SASL). sasl log t(3SASL). BL W sasl getcallback t(3SASL)%
SZHRLTZ3 0,
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sasl out params t-libsasl!d. sasl out params t &R ZEIER L. TNEV 5
A7 2 FERIFIY—/IN—D mech step() ITTEL £9, ZOMHEEAZIE L T libsasl
IR A 5N IEHRIZ. FBAEDOIRAE, authid. authzid. maxbuf. PTHEFEHD

ssf. BEUOT—F O EL/EFLICET 2EHRTT.

sasl client params t-sasl client params t #iE{RIE. libsast /N7 T4 7 >k
DIRFEZRFED SASL 7 T4 7 > MERIZIET OIS NET. ZOIRE
T—YDREEBITE. 74T 2 MEBOT S FURA b

mech new(). mech step(). BXWmech idle() DMEFHINET, =F

72, canon_user client() T RURA > NMIHT TA 7 > MREEZETHEND
DET,

sasl server params t-sasl server params t fiE{RiL, H—/N—{lIcHB W

T. sasl client params t IZ{l7=¥REZ 7= L £,

OAT U NTS04
DIATRNTITA4 03 7547 > MO SASLITE 2 EMT 572D S
T, VIAT O NT I VIGEE., MndT 20— N—=TI 714> ELEBIT

N Tr—ISNET, 1DV IA T NTIT4 2023, 1D LD 5147 >
RO SASLEEREM S ENTNWET, K SASLY T4 7 > ML, FRFAEOY R — bk
WA, EETEAEEHEEZYR—NLET,

FSASLY T4 7 > MEMIL, T OEIOERRICE T 2 XOFEHRZRZEL X7,

SSE D K AE

tFaVT—T7 T DRKE

7571 HERE

T4 EERT A0 =Ny E T T MID

7947 > NT T4 T sasl client plug init() 2LV AR— T 2HENH D
F9, libsasllidsasl client plug init() ZMONHET I ET, 9712051
7 MHICHEMELET., T A 2idsasl client plug t EERZIRL £,
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sasl _client plug t DMETHRO T2 MU RA > M. libsasl 23S 2 IO 9
BRCHERAINET,

= mech new() -7 T4 7 > NMIEHHAARFIC sasl client start() ZFFUNH L £
M, Z OB mech new() ZFH L £, mech new() 13HEREIZ EH A D)L %R
fTLEY, HBEIONCT, B TFARNNEDETENET,

= mech step() —mech step() /&, sasl client start() & sasl client step() 25
OHENET ., mech new() MIFNHEIN/=H &L mech step() X7 T 7 > MMl
TREZEIT LU £ T . WREICRII L7725 E . mech step() 75 SASL_OK iR S 41
9, BMOT—F N, SASL_CONTINUE AR I NE T, kIR
L7z%HE, SASLTT—O— RMMREINET, TI—DFELLZES. seterror()
PR ENET, BEEICHKRIYIL7Z5E. mech_step() &, BIET 22+
T4 —EOEHRET—IVINY 7 ZE T sasl out_params t HEIEAZIRTHEND
DET, canon user() BIEUIL Z DWEEARD—F T, canon user() &, 7517
> NAFEEE ID EAKGRID 2325 LZBRICIE N S N5 ERH D £,

= mech dispose() —mech dispose() {3, D> TF A MNNELLIZ/ O— XTS84
IO SN E T, mech dispose() 13 sasl dispose() 1L > TR ENET,

= mech free() —mech free() Id libsasl D TRFICIEONH I N FE T, mech free() IZ
£oT. ZFOTITA LITHRT 2T RTORBIRENRLS NET,

Y—N=TS54

Y= NN—=T 5571 L. T—=NN—fIDSASLITEHZEHTH-DIFHINET,
Y= NN—=T I T LB, MISTEDIIAT N TITA L EEBITNy =
ftEnxd., 1 D20 —N—=TF51 12id. 1 DL EDH—)N—{]D SASL HEHEN
GENTVET, B SASLY—/N\—HEIL., B0V R—RNTMA, 723 > T
Gl EEESR—-MLET,

% SASL U —/)N—HEREIL, T O OMREICET 2 ROBMEIEML £,

SSF D K fill

tFa)T 0 —T TV DEKAE

7T T4 HRE

T4 EGERT SO0 a—)VNy 7ET 02T ~NID

B —NN—TF A ld sasl server plug init() 2LV AR— T 2HENH D F

97, libsaslid sasl server plug init() ZMUNHTZET, 971 2%
H—N—HIZHIL L £9. 771 2ld sasl server plug t FEERZIRL £,
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sasl server plug t &KL, libsasl DMEREZIF O T /20 DRDO LT MU RA >
hZfRfE L £,

mech new() — B—/N—I3 K BAIARE I sas1 server start() ZFFNHE L ETN, 2
DEIE N mech _new() 2 L 9, mech new() 13 ICEA OWIILEEITL £
9, mech new() MBI U TR TFANEEIONBTET,

mech step() —mech step() I&. sasl server start() & sasl server step() /5
OCHENET, mech new() MIENHE 725 & mech step() VY —/N—fl] TR
AEFEITUET. I m%bt%énmmu@uﬂéwacmﬂ@émi
o BMOT—F DAEE . SASL_CONTINUE R ENE T, FBFEICRBL
7286, SASL TS — :' Fﬁflﬁéﬂi'ﬁ" ITI7—0RAELREES. seterror()
MIENHEINET, BALICKRI LGS, mech step() (&, BI#HT B EF )
T4 —EHOEREI NNV EFE sasl_out_params_t FhEARZ R T HEEIND
D E9, canon_user() B Z DHEEARD—FTI . canon_user()
X, H—/N— ﬁ\uquID EIKFBID 22 E LRI O SN2 5N H D £7,
canoniuser ) BIBURIE N E 5 & propetx MEXE I NE T, FRal DFEUE(L ]
Z\E&éﬂ%@‘“f@ﬁﬁﬂjﬂf\?4 —EORNEITINDHENDH D ET,
HLHEE@*EE{ETﬁ T, AR IDBRBENETINET,

mech_step() BE%EIT SASL_OK Z iR 9 HijIZ. sasl out params_t PN T DR
T4 =NV RERETDIDHENHDET, TNHDT 4 =)L RIXROHEEEZHES> T
WX,

" doneflag - HAMNTE T L EZRLET
" maxoutbuf - ZF 21U T4 —EORKHIIYA XERLET
s mech ssf-tFaUT ¢ —BITHL TREEE N/ SSF

= encode() —sasl_encode(). sasl _encodev(). BX W sasl decode() IZL > TH-
OHicnEd

= decode() —sasl encode(). sasl encodev(). X sasl decode() IZL > TH:
OCHanET

m  encode context() —sasl encode(). sasl encodev(). BI sasl decode() IZ

Lo THUHENET

®m  decode_context() —sasl_encode(). sasl_encodev(). BLW sasl decode() IZ
Lo TR EINET

mech dispose() —mech dispose() {F. I > TF A MNLEIZ/ O— X TEX555

IO S 3E T, mech dispose() 1 sasl dispose() IZEL > THEONHHENE T,

mech free() —mech free() Id libsasl DI THFICIEONH I FE T, mech free() IZ

£oT. TOTITA KT HTRTOREIRENRRENET,

setpass() [dI—H—D/NAT— RZFHEL X7, setpass() A I1X. HEMAIIN
HINZAT—REFRFDZEMTEET,
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= mech avail() {d sasl listmech() IZ& > TREDNHE 3, B SNz 12— —0V%F
EDOHWHMERATELNESIDNEHREL £, mech avail() ITHLWNWI > TF A
NEERTE 5720, mech new() NOMNURHL ZE#ETEET, NI —T A
WEENHRTNE. ZOHETI S TFANEERLET,

A-—Y-—FELTST4A4 >

BEL TS 74 3. 79407 > MIlES—N—RIOM T, Bkt &RBAITH
THREEET R - Z2RELET, BRLT I 71 25D

/X, sasl canonuser plug init() IMEAINET,

BT 57 A NIROBEMZ /2T HENH D ET,
BB AONY 77 —ICaAE—SNDBENHD LT,
» FCAINY T 7—=0HAONy 77 —E L THEATESHERDH D LT,

w UL TS A F, REEID. RRBIDDEB SN —F ULNEELLEWEET
b, EFICHERET ZHEND D FT,

I—Y—EUE( T F 71 1 sasl canonuser init() B%kzE T 7 AR — b9 D04EN
HOET, sasl canonuser_init() ESEAES sasl canonuser plug t ZIRGTET, &4
ER T NIRA D NEHNLTHRENHDET, I—V—EELT 571 3D
72< &®H. sasl canonuser plug t FEIERD A 2 )N— canon user client() £7z1%
canon_user server() DEBEEN 1 DEREEL TWALENRHD ET,

BN 7 O/8T 4 — (auxprop) 7> 54 >~

auxprop 7 7 7 &, authid & authzid O AT BB 7 0/8T « — &K T

ét@@ﬁf N, SASLH—N—MITREL ET., LA E 77U r—ra>
ko Tid, WEREEH &L Ta—Y— /)N AT — }\E’@'}%bf;b)%éﬁ\%bi?

sasl_auxprop plug init() BEEUL. auxprop 77 71 > &2 WML T 57012 H S

1. sasl auxpropr plug t &R ZRL £,

auxprop 7 7 71 2 &EIEL < EET SITIE. sasl auxprop plug t HEIEERD
auxprop_lookup A > /)N—7ZEETHNHE/NGH D T, auxprop lookup() B
I—HY—ZOERKIC, EELINz2—TF—-42EEL TR INET,
WTT T4 3, BERINZHB 7 0/8T  —OBEICHEREEDORR & FET
TEE9,

i - Oracle Corporation [ZHAE auxprop 77 7 > Z#H L T ER A,
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SASLT S0 A4 VHBEOHA RS A

ZZTIE, SASL T T A HFEICE LT, W< DO DBEIDIESsI 2L £9°,

SASLT S A VICHBIFRHIT—LR—F

WY/E LTI —LR— M, BT S —OFRRZEARECZDMD TNy TIRICEN S
F9, TITA CBFEEITIE. sasl utils t HEIERD sasl_seterror() I—)L/)Nw 7
REHTRE ORI T 25 R T —FHRziRZMt T2 2L 2m< BEID L ET,

SASL TS0 A ICHBITHATY —E|YHT

SASLIZBIT D AT —ED Y To—HANL., BAREEGNE DL TEAE
J—ld, TNENAE > R E TRV EBINT 5] L0580 TY, ZOH
ANCHEAIE, T3 =< P AEBHEENSESINDIEN, AEY—U—2B5IET
=¥E7,

SASLIfTfE B DERE

TITAUEREE, 7oA T R ET—NN—TRDHINS SASLEFEDIEFE. K
DT ITTCFEDNVWTRETDHIENTEET,

= SASL_FEAT WANT_CLIENT FIRST -7 51 7 > MUNZHZBIAL £7,
= SASL _FEAT WANT_SERVER_LAST - U —N—MNEEOT—F¥ %27 717 > Mk
ELET,

EB5DT7 IV BRESNTWRWEE, BT 71 3NN 2 3%E L
9. TOHA, B, ZMEIREST—YOHEE, VI T 2 hEY—N—D
W THRET2HRENRDDET ., 7B, V5347 2 FBREANTEET 5 2R
TE201E. 78 b IVBHIRE ZFFrI T 558723 TY,

M —N—NRZICERET D) 2RI HE. 25y TBIEA SASL_OK &K 9%
W2 T 04 ¥ *serverout ZiXET DHENDH D ET, [H—N—NREZITEET
5] EPRLUTHBELURWBEREIS, *serverout ICNULL Z3%E T 2 HENH D £,

MY —N—DRZITEFT D) 2WIHEHT 28813, *serverout ICRINT—4 %
WETDHHENDDET,
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k=27 > &3, B LEREE R D TNA A2 LzaTd, /2 b—2 >
ISR S L TR T 2 M EKRNT 228 HTEXET, 1 DO =27 2>T1DLL
LoM#EEIR—rTEET, b= 203 7718 L —FHR—ROHE LK
W N—RUzT7Z2RHTEET, MRy 7 7 2RHTH =V 213V 7
=2 2 ENENET., F—r 2 R3ER A0y MIZELAD(FI712) 2 &
MTEET (NN /ZEZATT), A0y ML, BEEY—ERXZ2ERT S
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TONA T HAORED AT Y EDIFEMNIT, Oracle Solaris EHNI A F 210w k EFEIEN
LRI A0y FEEMLET., AF¥ZA0w M3, Oracle Solaris B 51t 7 L — A
77— 94751 (libpkesll.so) DA R—%> T, AF¥ZAOv ML, 7
L—L 0= A= EINTNBEITXRTD =T 20y FOHEEEE S
IHTH-ORBAOY NTRETHIR—F> T, AF¥ZADOv MIX

D, FELE 77U —2a P SHARERT R TOKST—EXICH—DA
Ow hZ2ECTHBBNICERTESXDICR0ET, T U r— 3 VR
HY—EAZFERTBHE, A 20Oy MIboEb@ELZAOy FERL, ZHUTE
D20y NORERUHENHRIC/ZDET, TNnEIdiZas 20y NOBEERSEY
EMBHOETN, TOHEET TV — 3 DHIMEARNCH RN IRER EEITT D0
ENHDET, AY 2Oy MIHEWITAENTRD ., AT LEHRE ORI #
EICX > TOAEHITTEET,

tyiarlid BEEY—ERAZERTLY U r—a & b—r VI
SNDEBDILETY, PRKCSH#IEEETHASINS A TP 27 M, ko2
MHVET, b=V >F TPz hetyvialdr7oer T, Tkyiar
FT72x b FRRA T2 b DDy P a VHIBNTOAGEETE
HZATVxI FTY., v a TRV EHTASF T bR Th=02FT
Pl b ERENET.

N=2>2FT2x7 bOT 7 # )V N OREHBGTIL, $HOME/ . sunw/pkcsll softtoken T
9, F/m. b=V AT k% $SOFTTOKEN DIR/pkcsll softtoken [ZA&HNT % Z
EBHREETT ., RO b= > AT =7 MAMENG#RIFE S (Personal Identification
Number, PIN) ICE > THRESINET, b=V >F TPzl bEIEREZIIEHET S
I—H—3, EREHO =T F TPV M7 VAT HDTRHRWRD., %I
REEZ T HNENHOET,

ZEET7 L —AT—ODHE

160

W=t 7 L — L7 — 2713 Oracle Solaris OS D—H#BTd U . Oracle Corporation 35 & UV
ZHOHETICE AT —EAZRBLET, ZOTL—AT—=2IF, KROK
DRI EIERT—EZXERRERHEL LT,

n Ayt—VELEAYE—PF MDA

s Awt—TFRREd— K (Message authentication Code. MAC)

» TIUYIEH

» BBV ATEHEO0T T r—adar s g4y
7 1 —Z (API)

n B LY —ERERUET IO —ERXATONA YA 5 7 2 — A (SPI)

w Y)Y —AZEMTL-00EMIOT R
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ESE7 L —AT—0 DEE

KOMIZ, BELT L —LAT0—7 OBEEZRLZHDTY ., KHOBNWYT L—DEn
3. BT L —L0T—27 01— —LN)VEEZERLET, BWSL—0Es
. 7L—LT—=0 D=3 L R)ViEEERLET., EREHOY T Y
1. HRICFRHED A TWET,

8-1 Oracle Solaris 5 =1L 7 L — AT — 27 O3

OpenSSL Java
IKE ENGINE JCE Kerberos

Oracle Solaris
EBRS ()T 14—

Trusted
Manager Platform

Module

FILT) R L
(DES. 3DES. AES.
Blowfish, RSA.
MDS. SHA_1. ..)
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EETL—AT—LDAVK—F

Ea=g AV NYES A u g el 74

e 7L—AT— D& 2HR—%2 bOFEAE, KOEBD T,

162

libpkesll.so- 2D 7 L — AT —21d, RSA Security Inc. PKCS#11 Cryptographic
Token Interface (Cryptoki) #HH TO Y 7 A &gt L 9, 77U r—a >id
libpkesll.so 71 7T VI 2T HMENHDET, TDTA 77 UITRSA
PKCS#11v2.11 FEHEZFEE L2 H DT,

TITAREA VI T2 —A-T I A AlREA >4 7 = — A3, Oracle
Corporation B X UHE=FE DR ITTATEA T 2 PRCS#11 B S{L T —EA D720 D
YP—EZXTONAF A 2 T2 —Z(SPI) T, TONAFIFI—HF—L )LD
FA4T7UTY, 7anNAFiE, N—RUz 7 £V 7 by ELUTHERT
RERREH L —EXZFIHL THEINXT,

pkcs1l softtoken.so - Oracle Corporation IZ & o Tt N2 1 —H— L X)L DK
T S OIENFEOIEL TP 27 b, pkesll softtoken(5) 71 7 7 U [3HE
HED RSAPKCS#11v2.11 ZHE L TWET,

pkcs1l kernel.so- 71—V L X)L OB SLHEMICTY 7 L AT 5720 DIERBH D
HBEAT 7 b, pkesll kernel(5) I RSA PKCS#11v2.11 {Ekk 2L T E
I, pkesll kernel.so (&, W—FRINDY—EZXATONA YA > H T — AT T
74 2 INEREBEY—EZICHT 5 PRKCS#11 L—H —1 > 7 = — A&t L
ia—o

/dev/crypto LT INA A R T AN - =)V L X)L O ESLEEZ T 5720
DIERBBUTNA AR TA N, ZOBERERMITHHMIL, BT N1 ART
ANEBS THIBRLIZWE D ICHEEERIET & T,

AT a—7/0— KNI Y et —ERAZROMEH. Afia#. BID
T A ANy FEHFETHEEZHS H—FIIY T T T,

=TT I3IA4 25T z—A - —ERAZMEHTHH—FIL L NIV
A2 a—<XHADA > T —A, IPSec 71 k )b & kerberos GSS HA% I3 BRI
f;ﬂ%%’fbj ‘\/:/:L’_?VG@‘O

F-ZDA > 7 — Ald Oracle Corporation & DRERI7Z KN K > TOHFIHT
EE 9, HMIE. solaris-crypto-req ww@oracle.com IZ A —J)V ZX(E L T2 E W,

Oracle HW B K TN SW 5k 7 1)\ ¥ - Oracle Corporation 23292 71 — )L
LRI DBES LS —EX, HWIRY 725 L —F K= R EDN—- R = Tk
LY —EXZI/LET, swid, BEk7IVTYXLORERE, KLY —E
AT 2= ED 2V 2L XTI,

A= BEFILT L —LT =0T —% > - LA THERINS > AT LY
V- AEERT LR EHSIENHT—E >, £ BELTONAS Y ZREET
5D, TOT—EDOHETT,
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ESERMERIARENM O THEINEZL

. BV a—)UREET 1 7 Y - Oracle Solaris is 5/t 7 L — LT — 27 A > iR— KT
BIRTONA TV OBEGHEEFRAMEERIET 2720DIERNRT 1T,

= elfsign - OracleSolaris 55/ 7 L — LT =212 T T 574 2§ 2NAFY (elf 7
PV N OBHEMETESZLI—T 4T 41—,

= /dev/cryptoadm #EEIT /N1 A R T A )\ = cryptoadm(1M) 731 — %)L L X)L DEEEAL
1‘%’%%%%@?6@5'&@%3‘5#’.&Faﬁﬁﬂﬂ?/\‘"fX RIA4N, ZOEHRERET S
HEZE, LT N1 AR ITANZER S THIRLZWE S ITHEEZRT ZE T,

= cryptoadm - EMENHEH{LY—EAZEMT 52001 —F—L N)bDav >
R. cryptoadm TfT 5 —#RAIRIEZIL. BE ST ONA ¥ EZDOMRED —BEER
TY, F/z, BFa2U T4 —RY —ITHE> TR LR 2 B8t B L OEME
THEE. cryptoadm 2L £97,

g bxiii iR OARBBNM O TEINE L

Z ZTl&. OracleSolaris s 5L 7 L — AT =227 5 71 alfeis a0 7 71
=3 ERFKTEZOOEMHICONTEHIAL £,

dA—Y—LRX)DOA 21— REAREICHTLHE
%
A=Y =L N)NDaA2Ta—ERFET2ITE, ROTRTETVET

<security/cryptoki.h> %1 > 7 )L—RL £,

TRTOIFURH L % PRCS#11 1 > 7 2 — AR TIT/8> T EE W,
libpkesll.so 21 > 7 L ET,

F14 77 UNTC Finalize() BAZIFHTRETIEH D £ A

BEICOVWTIE, H9E [1—F—LNVORELY 7 r—a>erang sy
DEtiR) ZZRL TS Z 30,

W= LX) DA 2 —THRREBICHT HE
%
=L ANDIS S 2= EWET B, KOTRTEFOET

®  <sys/crypto/common.h> & <sys/crypto/api.h>%&1 > 7 )b—RLET,
s IRTOFRHLZ =N T OV IITA 25 T2 —ARHTITVET,
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¢ o0 B 9 F

21— —LNILDES{ET 7Y
T—aETANA Y DELIR

ZDOETIE. BEELHDPKCS#11 B EFH L /=22 —H—L )LD 7 71
F—TarETONAYERIET DL HECONWTHHALET,

KOEBEIZOWTHHL X,

166 X— D [PKCS#11 BE¥ ) 2 )

166 X— D [PKCS#11 Z i[9 % 7= DBE%U
173 R—=2D Ay t—=IF 122 A MOl
176 X— D [ FRIEHAEDH

180 R— D B EMGEDH |

187 R—=2D [T 24 LINA BAERROH )

BEET7 L —LT—=27IZDWTOFEMIZ, % 8% [Oracle Solaris B 51t 7 L — A
J—7 O] SR TLZE N,

cryptoki 71 75 U DFE

Oracle Solaris s 5L 7 L — AT — I NODL—HF—L )T TV r— 3 >

I1Z. libpkcs#ll.so B a2 — )V TSI NS cryptoki 71 7 7 U #H T PKCS #11 B
BIZT7 72 ALU KT, pkesll softtoken.so £ 2 — )L Oracle Corporation 7232 {9
HPKCS#11Y 7 b h—2r > FETH, B LEEEIEHL T, 2OV T b
N=D>2T504 DT 7 )V Y — A2/ £9, Kb Ot

3. B—RN—F 4 —8-DOT574 > ZBCTITIZEHAHETT .

ZIZTI ZOYVT R =72 2E > THR—F TN T2 PKCS#11 B E R D fE
DUARZERLET, ROOI—RE JL—LT—DIXT IS4 >3INb70NA
FZTEICRBOET, £ W< OO BRI ONWTHHHLET,
cryptoki 71 77V ICEEND TR TOERZDERLHHNNLERGE

1¥. 1ibpkcs11(3LIB) DX Za 7 IV R—TJ &S 5 ) . RSA Laboratories Web B
@ TPKCS #11: Cryptographic Token Interface Standard | ZZH L TS\,
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cryptoki 74 75 1 DHE

FRTOTOANAFITHEEN T4 VTDMERIN TS Z 2R L £, &
MZONTIE, W) BEAX T =514 75 Z22RLTIZEIN,

PKCS #11 8%V X

KDY A K. Oracle Solaris i 57 L — AT — 27 IND pkesll softtoken.so HVH
R—hF 9% PKCS#11 B ZE T TURHNTIRLIZBH DT,

n & - C Initialize(). C Finalize(). C GetInfo(). C GetFunctionList()

. w3 g EH - C openSession(). C CloseSession(). C_GetSessionInfo().
C CloseAllSessions(). C Login(). C Logout()

» 20y MEEBIONR—2 DB - C GetSlotList(). C_GetSlotInfo().
C_GetMechanismList(). C_GetMechanismInfo(). C_SetPIN()

s WEE b EE B - ¢ EncryptInit(). C Encrypt(). C_EncryptUpdate().
C EncryptFinal(). C DecryptInit(). C Decrypt(). C DecryptUpdate().
C DecryptFinal()

m Ayt —I4 AP A b -C DigestInit(). C Digest(). C DigestKey().
C DigestUpdate(). C DigestFinal()

n BHEMACHMH - Sign(). C SignInit(). C SignUpdate(). C SignFinal().
C SignRecoverInit(). C SignRecover()

» EBHARGE - C Verify(). C VerifyInit(). C VerifyUpdate().
C_VerifyFinal(). C_VerifyRecoverInit(). C_VerifyRecover()

» " HEHHIOKESILEIE - ¢ DigestEncryptUpdate().
C DecryptDigestUpdate(). C SignEncryptUpdate(). C DecryptVerifyUpdate()

m  ELEAEBR - ¢ SeedRandom(). C_GenerateRandom()

» AT NEP-C CreateObject(). C DestroyObject(). C CopyObject().
C_FindObjects(). C_FindObjectsInit(). C_FindObjectsFinal().
C_GetAttributeValue(). C_SetAttributeValue()

. ﬁ%%?ﬂ?-—C7GenerateKey()‘ C GenerateKeyPair(). C DeriveKey()

PKCS#11 Z{ER I 7= DEE%

Z 2T PKCS#11 2T B0 DD S5, ROBDITOWTHIL LT,

167 X— @D T[PKCS#11 BE%L: ¢ Initialize()

167 X— D [PKCS #11 BH%%: C GetInfo() |

168 X—2 D [PKCS#11 BI%L: C_GetSlotList()]

168 X— D [PKCS #11 BE%L: ¢ GetTokenInfo()

169 X— D [PKCS#11 BE%X: ¢ OpenSession() |

170 X— @D TPKCS #11 PH%L: C GetMechanismList() |
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cryptoki 74 75 1) DIE

iE-libpkesll.so 7 7 F U TIXTRTD PKCS #11 BRI FH ATHEIC /2> T &
9, C GetFunctionList() BA¥k & L CHIH TRE/REI%kD U A N ZHS T 242 1T
HOEYR A,

PKCS #11 BE%4: C_Initialize()

C Initialize() lFPKCS#11 71 7 F U Z#HWMLL £9 . C Initialize() DHETIERK
DEBDTY,

C_Initialize(CK_VOID_PTR plnitArgs);

plnitArgs 13, Z2{ NULL_PTR $7213 CK_C_INITIALIZE ARGS #iEi{A~\DHRA > T,
NULL PTRZMEE S N2HE. -1 7 F U3 Oracle Solaris DM A O 7 210w 7
TVIT4 TELTHERTAIET, BEAL Yy RICKH2NELABERADT 7
T XM L £, OracleSolaris 5/t 7 L — AT — 7 I3 EHM O v 7 22T A
NBNWZEITHERELTLESI WV, ZOFERD cryptoki 71 77 U1d. YILF A
Ly RV 222N DRI L £ OT, NLL PTRREZfFHT S Z &2 BEID
LEd, 77U —a > WNT. phitArgs ZfEH L T
CKF_LIBRARY_CANT_CREATE_OS_THREADS /2 ED 7 T 7 Z&RETH I EHAIEET
9, C Finalize()ld. 77U — 3 »INPKCS#11 74 77V 2R LKbD-7/=C
EERBEHILET,

E-C Finalize() IZRLTTA 7T U AN SIERH L TldWiT £t . — K
IZ. C Finalize() ZIFUHL TRy a &2/ 0—X952&137 ) r—a
DEMETT,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C Initialize() [ ZXDREVEEMFHL ET,

= (KR ARGUMENTS BAD
= (KR CANT LOCK
= (KR CRYPTOKI ALREADY INITIALIZED (EE K TII7nlY)

PKCS #11 B8%4: C_Getinfo()

C GetInfo() I, cryptoki 71 7 VBT BBIFICEREN—T a S IHEREREL
£9. C GetInfo() DHEIIRDEBD T,

C_GetInfo(CK_INFO_PTR plnfo);
C GetInfo() lTRDEZRL E£T,

m  cryptokiVersion = 2, 11
®  manufacturerID = Sun Microsystems, Inc.
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CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR., CKR_HOST_MEMORY. CKR_OK
IZHIA. C GetInfo() IIRODEDEZMEHL 7,

= CKR_ARGUMENTS_BAD
= CKR_CRYPTOKI_NOT_INITIALIZED

PKCS #11 BE%4: C_GetSlotList()

C GetSlotList() I&. FIMRIEER ATy hDU A M ZRIGL £,

pkcs1l softtoken.so LAZNDEEEAL 7 TNA A > A b =)L N TR
£, C GetSlotList() MHIRINZDIE. T 74 bdAOw RZIFTY,

C GetSlotList() DHEIIRDEBD T,

C_GetSlotList(CK _BBOOL tokenPresent, CK_SLOT_ID_PTR pSlotList,
CK_ULONG_PTR pulCount) ;

tokenPresent I TRUE ZiRE L7256, F—0 >0 EFEET 5 A0y MEITFITBREBE S
MEEZNET,

pSlotList IZ NULL_PTR Z&¢7E L7256, C GetSlotlist() FA Oy T ZIRL £
o pulCount |ZA Ty MIZEMMT 2 H/AANDRA >4 TT,

pSlotList I ATy NEAZHIT BNy 7 7 —~DIRA 27 & i@ LIzYia. *pulCount
1213 CK_SLOT_ID EHF D PR A ZRE L £9. ROKITIE. *pulCount 1T
CK_SLOT_ID #EDEBRDEENHRE S NET .

HH. PKCS#11 7 7Ur—3 3 3¢ GetSlotList() Z 2[RI L £9, 1HED
C GetSlotList() MEFLNHH L Tid, ARV —ZEHEHDYTH2HMWTAOY MNZEEL £
9, TLT2EE®C GetSlotList() FFNH L T, Aoy hZ2EEL £,

F-A0v bOIEFIZRE S NS, PKCS#11 71 7 TV ZFHAADTZNTLED 5 Al HE
HERH 0 £T,

CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C GetSlotlist() IZRDREDEZGEHL £

= (KR ARGUMENTS BAD
= (KR BUFFER_TOO SMALL
= CKR CRYPTOKI NOT INITIALIZED

PKCS #11 B8%4: C_GetTokenlInfo()

C GetTokenInfo() {&. BFED h—2 BT HEMREZTEL £9 ., C GetTokenInfo()
DI RDEBDTT,

C_GetTokenInfo(CK_SLOT_ID slotID, CK TOKEN_INFO_PTR plnfo);
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slotID V. HO ~—27 2925 A0y hDID TY, slotIDIE. C GetSlotList()
MBIRINZAZNRID TRIFINIR D £/ Ao plnfold, b—27 NEREKNT 585
FiNDRA 5 TT,

pkcs1l softtoken.so N1 YA R —)LINTWBME—DTONA Y TH 2
£, C GetTokenInfo() IFRD T 4 —)V R&EfEZERL ET,

n T X))l - Sun Software PKCS#11 softtoken.

= 75/ —CKF_DUAL CRYPTO OPERATIONS. CKF TOKEN INITIALIZED. CKF_RNG.
CKF USER PIN INITIALIZED. $ X TNCKF LOGIN REQUIRED, Zi1HD 7 T 7 IZId 1M
WEINET,

= ulMaxSessionCount — CK_EFFECTIVELY INFINITE 2 i%/E S 3£ T,

= ulMaxRwSessionCount - CK EFFECTIVELY INFINITE 2\e%E S FET .

= ulMaxPinLen - 256 D iR E =N E T,

= ulMinPinLen- 1N ESNE T,

= ulTotalPublicMemory |23 CK_UNAVAILABLE INFORMATION 7%i%iE S 11£ 7,

= ulFreePublicMemory {Z 13 CK_UNAVAILABLE INFORMATION ZVi¥iE S 41X 7,

= ulTotalPrivateMemory {Z /& CK_UNAVAILABLE INFORMATION 7Vi%iE S #1E 7,

= ulFreePrivateMemory IZ /& CK_UNAVAILABLE_INFORMATION 7\i¥/E S 11£ 9,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
IZINA. C GetSlotlist() I TRDREDEZEHL 9,

CKR_ARGUMENTS BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

KOROEIL, 5714 >3NEZN—FIx27 b—27 2 ICETSHDTT,

CKR DEVICE ERROR
CKR DEVICE MEMORY
CKR_DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 B§%5: C_OpenSession()

C OpenSession() 21X, 77U r— 3 V3K ED AT Y NNOBKED h—2 >
EOMTHRFILtYy > a > ERIKTEET ., C OpenSession() DT KD EB DT
‘a_c

C_OpenSession(CK_SLOT_ID slotID, CK_FLAGS flags, CK VOID_PTR pApplication,
CK_NOTIFY Notify, CK SESSION HANDLE PTR phSession);
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slotiDIZA Ty D ID TY . flagsld, v a > ZHAZBZARRICTIN. HHWN
AR FHICT 50 ERUET . pApplicationld. 77— a itk ->T
=Ny IVHELTERINLERA >FTT, NotifylZid, 7> a>oa—)b
Ny TBIE DT RUADMEIESNET . phSession 1&. v >3 2N\ BILOKNY
FINDIRA 27 T,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR., CKR_HOST_MEMORY. CKR_OK
IZHNA . C OpenSession() IZRDREVHEEFEHL £7,

= CKR_ARGUMENTS BAD

m (KR CRYPTOKI NOT INITIALIZED

® (KR SLOT ID INVALID

® (KR _TOKEN WRITE PROTECTED (tAMMDFHEHD h—2r7 > TREINZET)

KRORVEIL, 5714 >3NZN—FR Iz T7 b—27 2 ICETEHDTT,

CKR_DEVICE ERROR

CKR_DEVICE MEMORY

CKR_DEVICE REMOVED

CKR_SESSION COUNT
CKR_SESSION PARALLEL NOT SUPPORTED
CKR_SESSION READ WRITE SO EXISTS
CKR_TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

PKCS #11 BE%4: C_GetMechanismlList()

C_GetMechanismList() I&. fEEIN/Z b=V > NYR— T 2HEY 1 TDU A K%
L ET. C GetMechanismList() DHELIIRD EB D TT,

C_GetMechanismList(CK SLOT ID slotID, CK MECHANISM TYPE PTR pMechanismList,
CK_ULONG_PTR pulCount) ;

slotiDVE, HEO =27 2129220y O ID T, pulCount |IHEMEEZA&HAT
BT NDIRA >4 TY . pMechanismList \.Z NULL_PTR Z %€ L 25, *pulCount
ICHERBEDNRENET. TNLSDOHE. pulCount ITIZV A DY A X

% . pMechanismList \Z\&J A N &EAGHT 5N T 7 —~DHRA > ¥ %, ZTNENHRE
THLENDHODET,

PKCS#11V 7 N h—=D 2INT 714 >IN TWBEE. C GetMechanismList() 75
BaInsHPHR—MEHY X ML, ROEBDTTY,

CKM AES CBC
CKM AES CBC PAD
CKM AES ECB
CKM AES KEY GEN
CKM DES CBC
CKM DES CBC PAD
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BB . A—HY—LNIOBEST TV —2 370N, F D5

CKM DES ECB

CKM_DES_KEY GEN

CKM_DES_MAC

CKM DES MAC GENERAL

CKM DES3 CBC

CKM DES3 CBC PAD

CKM _DES3 ECB

CKM _DES3 KEY GEN

CKM DH_PKCS DERIVE

CKM DH_PKCS KEY PAIR GEN
CKM DSA

CKM DSA_KEY PAIR GEN

CKM DSA SHA 1

CKM_MD5

CKM MD5 KEY DERIVATION

CKM MD5 RSA PKCS
CKM_MD5_HMAC

CKM_MD5 HMAC_GENERAL

CKM PBE SHA1 RC4 128
CKM_PKCS5 PBKD2

CKM RC4

CKM_RC4 KEY_ GEN
CKM_RSA_PKCS

CKM RSA X 509

CKM RSA PKCS KEY PAIR GEN
CKM SHA 1
CKM_SHA 1 HMAC_GENERAL
CKM_SHA 1 HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS

CKM SSL3 KEY AND MAC DERIVE
CKM_SSL3 MASTER KEY DERIVE
CKM_SSL3 MASTER KEY DERIVE DH
CKM_SSL3 MD5 MAC

CKM SSL3 PRE MASTER KEY GEN
CKM SSL3 SHA1 MAC
CKM_TLS_KEY AND MAC DERIVE
CKM_TLS_MASTER KEY DERIVE
CKM TLS MASTER KEY DERIVE DH
CKM TLS PRE MASTER KEY GEN
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CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
IZHNA. C GetSlotlist() ITKDREDEZMFHL £,

CKR_ARGUMENTS_BAD
CKR_BUFFER_TOO SMALL
CKR_CRYPTOKI_NOT INITIALIZED
CKR SLOT ID INVALID

KORDEILZ. T4 3NEN—F T2 7 b—27 2 ICETSHDTT,

CKR_DEVICE ERROR
CKR_DEVICE MEMORY

CKR DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

iR PKCS #11 B9%%

Oracle Solaris s 5L 7 L — LT — 2 T, BHED PKCS #11 B DI NIT, XKD 2D
DEGEEN RSN TNET,

n 172 RX—T O [PLER PKCS #11 BE%L: SUNW C_GetMechSession() |
173 X—2 D YLK PKCS #11 B%: SUNW_C_KeyToObject

7R PKCS #11 E8%%: SUNW_C_GetMechSession()

SUNW C GetMechSession() |d. BB TY ., ZDOREEKIZET . Oracle Solaris 5 51k
TL—LTU—0 =L £9., HENWTIOREEIIL, fFESN-#EEDORT
twa U EBIBLUET, SUNW C GetMechSession() DREIIRD EHBD T,

SUNW C GetMechSession(CK MECHANISM TYPE mech, C\
K_SESSION HANDLE PTR hSession)

mech/NT A—% T, AT HEWEIRE L £, hSessionld. v a > O
FiNDIRA 5 TT,

SUNW C GetMechSession() IZNEBAYIZ, € Initialize() ZMEOH L T cryptoki 71 7
Z) &L L £9 . T SUNW C GetMechSession() I&. C GetSlotList() &
C_GetMechanismInfo() Zffi> THIFARIRE/R A Oy R &R L. 1HE SN/ HEHZ M A
TEh—=0 2 ZREDOFHLUET., HHNOEKENE DN - 28

£, SUNW C GetMechSession() I& C OpenSession() ZMN-UMH L TEwaazt—7
CLET,

SUNW_C_GetMechSession() I HIENHTHEIIH D EH AL, LML, KIC
SUNW C_GetMechSession() ZEEEIFENHE LZ2E L TH, KFICHEIZECEE A,
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A—HY—LNIOBESET TV T—2 3> 0f)

YLK PKCS #11 E9%51: SUNW_C_KeyToObject

SUNW_C KeyToObject() I&. FAEB#EA 7 =7 F2IERL ET ., FFOHLIco70r
TLE, HRHTREEEERUEOR T — 5 Z2HRET O LENH D T,
SUNW_C_KeyToObject () IEINERRIIC, HE SN/ I T 28 OEEEZREL £,
C CreateObject() IC&X > CINAHMREEA TP =7 MAOMEREINET ., T

SUNW C KeyToObject() . C GetSessionInfo() & C GetMechanismInfo() ZM-OVH L
TAOy MEHWBOBmZEZIELEY., EL T, C SetAttributevalue() IZ

Lo T B#ATOV FORBMT I DB ORI TRESNET,
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
#define MAXDIGEST 64

/* Calculate the digest of a user supplied file. */

void

main(int argc, char **argv)

{
CK BYTE digest[MAXDIGEST];
CK_INFO info;
CK_MECHANISM mechanism;
CK_SESSION HANDLE hSession;
CK_SESSION INFO Info;
CK_ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulDigestlLen = MAXDIGEST;
CK RV rv;
CK_SLOT ID SlotID;

int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;

/* Specify the CKM MD5 digest mechanism as the target */
mechanism.mechanism = CKM MD5;
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mechanism.pParameter = NULL PTR;
mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports
* the mechanism we plan on using. */
rv = SUNW_C GetMechSession(mechanism.mechanism, &hSession);
if (rv != CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);
}

/* Get cryptoki information, the manufacturer ID */
rv = C GetInfo(&info);
if (rv !'= CKR _OK) {
fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);
}

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */
if ((fs = fopen(argv[1], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

}

/* Initialize the digest session */

if ((rv = C DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C DigestInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Read in the data and create digest of this portion */
while (!feof(fs) && (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0) {
if ((rv = C _DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;
}
bytes read += ulDatalen;
}
fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */

ulDigestlLen = sizeof (digest);

if ((rv = C DigestFinal(hSession, (CK BYTE PTR)digest,

&ulDigestlLen)) != CKR OK) {

fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Print the results */
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fprintf(stdout, "The value of the digest is: ");

for (i = 0; i < ulDigestlLen; i++) {
fprintf(stdout, "%.2x", digest[il]);

}

fprintf(stdout, "\nDone!!!\n")

exit digest:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Declare values for the key materials. DO NOT declare initialization

* vectors statically like this in real life!! */

uchar t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, 0Oxab, Oxcd, Oxef};
uchar_t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, 0Oxcd, 0Oxef};

/* Key
static
static
static
static

template related definitions. */

CK BBOOL truevalue = TRUE;

CK BBOOL falsevalue = FALSE;

CK _OBJECT CLASS class = CKO SECRET KEY;
CK_KEY TYPE keyType = CKK DES;

/* Example encrypts and decrypts a file provided by the user. */

void

main(int argc, char **argv)
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CK RV rv;

CK_MECHANISM mechanism;

CK_OBJECT HANDLE hKey;

CK_SESSION HANDLE hSession;

CK_ULONG ciphertext len = 64, lastpart len = 64;
long ciphertext space = BUFFERSIZ;

CK_ULONG decrypttext len;

CK_ULONG total encrypted = 0;

CK_ULONG ulDatalen = BUFFERSIZ;

int i, bytes read = 0;

int error = 0;

char inbuf[BUFFERSIZ];

FILE *fs;

uchar_t ciphertext[BUFFERSIZ], *pciphertext, decrypttext[BUFFERSIZ];

/* Set the key object */

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof (class) },
{CKA_KEY TYPE, &keyType, sizeof (keyType) },
{CKA TOKEN, &falsevalue, sizeof (falsevalue) },
{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },
{CKA VALUE, &des key, sizeof (des key) }

+

/* Set the encryption mechanism to CKM DES CBC PAD */
mechanism.mechanism = CKM_DES CBC_PAD;
mechanism.pParameter = des cbc iv;
mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports

* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);

/* Open the input file */
if ((fs = fopen(argv[l], "r")) == NULL) {
perror("fopen")
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

/* Create an object handle for the key */

rv = C CreateObject(hSession, template,
sizeof (template) / sizeof (CK ATTRIBUTE),
&hKey) ;

if (rv != CKR OK) {
fprintf(stderr, "C_CreateObject: rv = 0x%.8X\n", rv);
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error = 1;
goto exit session;

/* Initialize the encryption operation in the session */
rv = C_EncryptInit(hSession, &mechanism, hKey);

if (rv != CKR OK) {
fprintf(stderr, "C_EncryptInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Read in the data and encrypt this portion */

pciphertext = &ciphertext[0];

while (!feof(fs) && (ciphertext space > 0) &&
(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {
ciphertext len = ciphertext space;

/* C_EncryptUpdate is only being sent one byte at a

* time, so we are not checking for CKR BUFFER TOO SMALL.

* Also, we are checking to make sure we do not go

* over the alloted buffer size. A more robust program

* could incorporate realloc to enlarge the buffer

* dynamically. */

rv = C EncryptUpdate(hSession, (CK BYTE PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);

if (rv != CKR OK) {
fprintf(stderr, "C EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;

}

pciphertext += ciphertext len;

total encrypted += ciphertext len;

ciphertext space -= ciphertext len;

bytes read += ulDatalen;

}

if (!feof(fs) || (ciphertext space < 0)) {
fprintf(stderr, "Insufficient space for encrypting the file\n")
error = 1;
goto exit _encrypt;

}

/* Get the last portion of the encrypted data */
lastpart len = ciphertext space;
rv = C EncryptFinal(hSession, pciphertext, &lastpart len);
if (rv !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;
}
total encrypted += lastpart len;

fprintf(stdout, "%d bytes read and encrypted. Size of the "
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"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */
fprintf(stdout, "The value of the encryption is:\n")
for (i = 0; i < ciphertext len; i++) {
if (ciphertext[i] < 16)
fprintf(stdout, "0%x", ciphertext[i]);
else
fprintf(stdout, "%2x", ciphertext[il);
}

/* Initialize the decryption operation in the session */
rv = C _DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */

decrypttext len = sizeof (decrypttext);

rv = C Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,
decrypttext, &decrypttext len);

if (rv != CKR_OK) {
fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;

}
fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */
fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n")

exit encrypt:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL_PTR);
exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
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#include <security/pkcsll.h>
#define BUFFERSIZ 8192

/* Define key template */

static CK BBOOL truevalue = TRUE;
static CK BBOOL falsevalue = FALSE;
static CK ULONG modulusbits = 1024;
static CK BYTE public exponent[] = {3};

boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen mech,
CK_SLOT_ID PTR pslot);

/* Example signs and verifies a simple string, using a public/private
* key pair. */

void
main(int argc, char **argv)
{

CK_RV rv;

CK_MECHANISM genmech, smech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
CK_SLOT_ID slotID;

int error, i = 0;

CK_OBJECT HANDLE privatekey, publickey;

/* Set public key. */
CK_ATTRIBUTE publickey template[] = {
{CKA_VERIFY, &truevalue, sizeof (truevalue)},
{CKA_MODULUS BITS, &modulusbits, sizeof (modulusbits)},
{CKA PUBLIC EXPONENT, &public exponent,
sizeof (public exponent)}
+

/* Set private key. */

CK_ATTRIBUTE privatekey template[] = {
{CKA_SIGN, &truevalue, sizeof (truevalue)},
{CKA_TOKEN, &falsevalue, sizeof (falsevalue)},
{CKA_SENSITIVE, &truevalue, sizeof (truevalue)},
{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}

+

/* Create sample message. */
CK_ATTRIBUTE getattributes[] = {
{CKA_MODULUS BITS, NULL_PTR, 0},
{CKA_MODULUS, NULL PTR, 0},
{CKA PUBLIC EXPONENT, NULL PTR, 0}
}i

CK_ULONG messagelen, slen, template size;
boolean_t found slot = B_FALSE;
uchar t *message = (uchar_t *)"Simple message for signing & verifying.";

uchar_t *modulus, *pub_exponent;
char sign[BUFFERSIZ];
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slen = BUFFERSIZ;
messagelen = strlen((char *)message);

/* Set up mechanism for generating key pair */
genmech.mechanism = CKM_RSA PKCS KEY PAIR GEN;
genmech.pParameter = NULL PTR;
genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM_RSA PKCS;
smech.pParameter = NULL PTR;
smech.ulParameterLen = 0;

/* Initialize the CRYPTOKI library */
rv = C _Initialize(NULL PTR);

if (rv !'= CKR OK) {
fprintf(stderr, "C _Initialize: Error = 0x%.8X\n", rv);
exit(1l);

}

found slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {
fprintf(stderr, "No usable slot was found.\n")
goto exit program;

}
fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */
rv = C OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv !'= CKR OK) {
fprintf(stderr, "C_OpenSession: rv = 0x%.8X\n", rv);
error = 1;
goto exit program;

}

fprintf(stdout, "Generating keypair....\n")

/* Generate Key pair for signing/verifying */

rv = C_GenerateKeyPair(hSession, &genmech, publickey template,
(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),
privatekey template,
(sizeof (privatekey template) / sizeof (CK ATTRIBUTE)),
&publickey, &privatekey);

if (rv !'= CKR OK) {
fprintf(stderr, "C_GenerateKeyPair: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;
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/* Display the publickey. */
template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);

rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if this failed */
fprintf(stderr, "C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Allocate memory to hold the data we want */
for (i = 0; i < template size; i++) {
getattributes[i].pValue =
malloc (getattributes[i].ulValueLen *
sizeof (CK VOID PTR));
if (getattributes[i].pValue == NULL) {
int j;
for (j =0; j < 1i; j++)
free(getattributes[j].pValue);
goto sign_cont;

}

/* Call again to get actual attributes */
rv = C_GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv !'= CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C_GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits:
Il%d\nlll
*((CK_ULONG PTR) (getattributes[@].pValue)));

fprintf(stdout, "\tModulus: ");

modulus = (uchar_t *)getattributes[1].pValue;

for (i = 0; i < getattributes[1l].ulValueLen; i++) {
fprintf(stdout, "%.2x", modulus[il);

}

fprintf(stdout, "\n\tPublic Exponent: ");

pub _exponent = (uchar t *)getattributes[2].pValue;

for (i = 0; i< getattributes[2].ulValueLen; i++) {
fprintf(stdout, "%.2x", pub exponent[il);

}

fprintf(stdout, "\n");

}

sign cont:
rv = C_SignInit(hSession, &smech, privatekey);
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if (rv != CKR OK) {
fprintf(stderr, "C_SignInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C Sign(hSession, (CK BYTE PTR)message, messagelen,
(CK BYTE PTR)sign, &slen);

if (rv !'= CKR OK) {
fprintf(stderr, "C_Sign: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}
fprintf(stdout, "Message was successfully signed with private key!\n")
rv = C VerifyInit(hSession, &smech, publickey);

if (rv !'= CKR OK) {
fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C Verify(hSession, (CK BYTE PTR)message, messagelen,
(CK BYTE _PTR)sign, slen);

if (rv != CKR OK) {
fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}
fprintf(stdout, "Message was successfully verified with public key!\n")

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

for (i = 0; i < template size; i++) {
if (getattributes[i].pValue != NULL)
free(getattributes[i].pValue);
}

exit(error);
}
/* Find a slot capable of:
* . signing and verifying with sv_mech

* . generating a key pair with kpgen mech
* Returns B_TRUE when successful. */
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boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen mech,
CK_SLOT ID PTR pSlotID)
{
CK _SLOT ID PTR pSlotList = NULL PTR;
CK SLOT ID SlotID;
CK_ULONG ulSlotCount = 0;
CK_MECHANISM INFO mech info;
int 1i;
boolean_t returnval = B_FALSE;

CK_RV rv;

/* Get slot list for memory alloction */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr, "System error: unable to allocate "
"memory\n");
return (returnval);

}

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv != CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get
“slot count.\n");
goto cleanup;

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot
"list.\n");
return (returnval);

}

/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

/* Check if this slot is capable of signing and
* verifying with sv_mech. */
rv = C_GetMechanismInfo(SlotID, sv_mech, &mech info);

if (rv != CKR OK) {
continue;

}

if (!(mech _info.flags & CKF_SIGN &&
mech info.flags & CKF VERIFY)) {
continue;

}

/* Check if the slot is capable of key pair generation
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}

* with kpgen_mech. */
rv = C_GetMechanismInfo(SlotID, kpgen mech, &mech info);

if (rv = CKR OK) {

continue;

}

if (!(mech_info.flags & CKF_GENERATE_KEY_ PAIR)) {
continue;

}

/* If we get this far, this slot supports our mechanisms. */
returnval = B_TRUE;

*pSlotID = SlotID;

break;

cleanup:
if (pSlotList)

free(pSlotList);

return (returnval);

Z 5 LN NERDH)

Blo-41%. TFLNA NEERTELWELHATZA DY NEMERT 5 HIEER
LTWEY, ZoOH#ITIE. ROFIEZFEITLET,

cryptoki 71 7 1) WL £9°,

GetRandSlot() ZIENH L T, T LNA M EAERTE DA A2 A
Oy hEmBLET,

ZOEEIZBT A 20y MRRBFIEITXKDODEBD T,

1.
2.

a.

BE% C GetSlotList() ZFFONH L TR AIRE/R A Oy hDU A N ZE&EL £
@_‘D

PKCS#11 D THIRE I N TS L DT, ¢ GetSlotList() [F2 B H TN
F9, 1[EHDC GetSlotList() ML TIE, AEYU—2EH DMK THHKYT
A0y MMZERGELET., £LT2EIEODC GetSlotList() MFOHI L Tl A
Oy hZEERELET,

T LA REERTES A0y NERRBLET,

ZOBEIIAOY T EIZ. GetTokenInfo() Z{fi> T h—77 IFH 2 HE
L. CKERNG 777ty hZ2&E&H T N OFEZEEL F9, CKF_RNG
TS5y hEEH A0y RWAEDM- 7284, GetRandSlot () PIENED £
7,
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3. C OpenSession() ZffioCTtkwvia z4—72LF7,

4. C GenerateRandom() Zffi> T > ¥ LA hEAERLET,

5. twalEKRTLET,
D7 T AIE. C CloseSession() Zffio Tty aazro—X
L. C Finalize() Z2ffio T4 75U %/ 0—XLET,

ELEERDY —Ad— RlZE, RITRLET,

F-ZOYV—Ad—RElZ, Oracle ¥ 7> O0—REy—n56¥ o >0—-RT52&
HAJEETT ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z &
Uy,
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define RANDSIZE 64
boolean t GetRandSlot(CK SLOT ID PTR pslot);

/* Example generates random bytes. */

void
main(int argc, char **argv)
{

CK_RV  rv;

CK_MECHANISM mech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
CK_SLOT_ID slotID;

CK_BYTE randBytes[RANDSIZE];

boolean_t found slot = B_FALSE;
int error;
int i;

/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv != CKR _OK) {
fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);
exit(1);

}

found slot = GetRandSlot(&slotID);

if (!found slot) {
goto exit program;
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/* Open a session on the slot found */
rv = C OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv != CKR OK) {
fprintf(stderr, "C_OpenSession: rv = 0x%.8x\n", rv);
error = 1;
goto exit program;

/* Generate random bytes */
rv = C _GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv !'= CKR OK) {
fprintf(stderr, "C_GenerateRandom: rv = 0x%.8x\n", rv);
error = 1;
goto exit session;

}

fprintf(stdout, "Random value: ");

for (i = 0; i < RANDSIZE; i++) {
fprintf(stdout, "%.2x", randBytes[il);

}

exit session:

(void) C CloseSession(hSession);

exit program:

}

(void) C Finalize(NULL_ PTR);
exit(error);

boolean t
GetRandSlot (CK SLOT ID PTR pslot)

{

CK_SLOT_ID PTR pSlotList;

CK_SLOT_ID SlotID;

CK_TOKEN INFO tokenInfo;

CK_ULONG ulSlotCount;

CK_MECHANISM TYPE PTR pMechTypeList = NULL PTR;
CK_ULONG ulMechTypecount;

boolean t result = B_FALSE;

int i = 0;

CK RV rv;

/* Get slot list for memory allocation */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));
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if (pSlotList == NULL) {
fprintf(stderr,
"System error: unable to allocate memory\n");
return (result);

}

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv != CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get "
"slot list.\n");
free(pSlotList);
return (result);

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot"
" count.\n");
return (result);

}

/* Find a slot capable of doing random number generation */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

rv = C GetTokenInfo(SlotID, &tokenInfo);

if (rv != CKR_OK) {
/* Check the next slot */
continue;

}

if (tokenInfo.flags & CKF RNG) {
/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number "
"generation!\n", SlotID);
result = B_TRUE;
break;

}

if (pSlotList)
free(pSlotList);

return (result);
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tokens FORAIREIR TR T D PKCS#11 b—2 > &aFKRL £ T,
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PBLUOBEHEMT SN/ RSABERT 2ER L F9, 220 TlE. KMEIEES N7z
pktool AX > REFHHL T, 77U r—2a >NEHTHD I E2HRT2HED
RLUET,

KMENYy Y —6LU0Z4T7Z
KME B 70 Ny A TBXOBEREANOTOT T LT 7 AT 51
13, kmfapi.h 77 V&A1 27 )—RLET,

#include <stdio.h>
#include <kmfapi.h>

KMEZAT7IU%&) ATy T TA ) —RLTLESIN,

$ cc -o kmftest kmftest.c -lkmf

KMF &EAT —4% 7Y

BEARB LR OERICOWVTIE, kmftypesh 7 7 1 IIVESBL T EI W, ZD
BITld, RO KMFROZERZHFHL E£7,

KMF_HANDLE T KMEMOH L DDty 3 >\ Rb
KMF_RETURN TRTOKMFRERHLORED O— R
KMF_KEY HANDLE KMF F—®D/N\ > R

KMF_CREDENTIAL KMF &%

KMF_ATTRIBUTE NN RBREITHDH I EEMHRL T ZI N
KMF_KEYSTORE_TYPE F— A N7 &I (KMF_KEYSTORE_PK11TOKEN 73 &)
KMF_KEY ALG HEDFELE (KMF_RSA 72 &)

KMF_X509 CERTIFICATE BHINDT—HLO—R

KMF_ X509 NAME ML a—R

KMF DATA BRAGEHE T — L O—R

KMF_BIGINT BEOEROES

KMF7 74— 3 USR0S
I—H—Id pktool(IM) —F 4 U T 4 —Z{iHTZZEICE-> T, 07T ADEE
BHEBLINBERTYZELSIERLEZE2HRATEET,
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$ pktool list objtype=both
Enter pin for Sun Software PKCS#11 softtoken :
Found 1 certificates.
1. (X.509 certificate)
Label: admin@foobar.com
ID:
09:ac:7f:1la:01:f7:fc:a9:1a:cd:fd:8f:d4:92:4c:25:bf:b1:97:fe
Subject: C=US, ST=CA, L=Menlo Park, O=Foobar Inc., OU=Foobar
IT Office, CN=admin@foobar.com
Issuer: C=US, ST=CA, L=Menlo Park, O=Foobar Inc., OU=Foobar IT
Office, CN=admin@foobar.com
Serial: 0x452BF693
X509v3 Subject Alternative Name:
email:admin@foobar.com

Found 1 keys.
Key #1 - RSA private key: admin@foobar.com

o ~ N P - RS
KME7 74— 3 0REeHEY—XO—R

KMF API DEFHIZDNTIE, 1ibkmfBLIB) DX a7 ILR—T 2B LT F X0,
D7 )= a NIROFNEEETLET,

1. KMFBEZFOH RIS, 77U —3 3 13 FE T knf_initialize() 2L
T. KMFtya  HONY RIVEHHET 2068 RHD £, DN R
1. BEAEDKMFEIFOH L ORAO5IEELTHEHASINET., ZHUIAR
BT —HBT, 20y a > ONERERLYT > 7F X MEWMZERFFT
LIOICHHINET,

2. ZO7 TV — 3 UFITIEPKCS#11 F— A KT 2MHAL £,
kmf configure keystore() ZffH L T. SR OEIEDLDITHEHITSH N—r 2%
EELET,

3. FEBAZE £/213 PKCS#10 CSR ZER T DD ATy TIIHARTY Z2ER T2 2 & T
9. kmf_create keypair() ZffH L T, HHE L5 0\BEP L OIENBFHEOM S
ZERR L., FEESNF—A M TICIERE#EZMRE L £9,. BT 7Y
F—a N RIVERT D, FEOH LItld 5% OBE THERE ST/
BBIVIENRBRA TV FEBRTEET,

4. BRI DHRE SN S, knf_set cert pubkey() BL N kmf set cert version() &
FRALT, REEHEZAERTS201CEHTET> 7L —hLd—RiZc5T—4
ZHDIAHET, KMFIIILREREZ Z D, X509v3 it HED &Y ¢+ —)V R &%
ETHODIEIERAPI ZIeM L 9,
kmf _hexstr to bytes(). kmf set cert serial(). kmf set cert validity(). HBL
N knf_set _cert sig alg() ZFHL T U T7IEBSEZRELET, P UTINES
I3 KMF BIGINT L I— KT, kmf dn parser(). kmf set cert subject(). PBIN
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*/

KMF Example code for generating a self-signed X.509 certificate.
This is completely unsupported and is just to be used as an example.

Compile:
$ cc -0 keytest keytest.c -lkmf

Run:
$ ./keytest

Once complete, the results can be verified using the pktool(1l) command:

$ pktool list
This should show an RSA public key labeled "keytest" and a cert labeled "keytest".

The objects created by this program can be deleted from the keystore
using pktool(l) also:

$ pktool delete label=keytest

#include <stdio.h>
#include <strings.h>
#include <fcntl.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <tzfile.h>

#include <kmfapi.h>

int
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main(int argc, char *argv[])

{

KMF_HANDLE T kmfhandle;

KMF_RETURN ret;

char opt, *str = NULL;

extern char *optarg;

KMF_KEY_ HANDLE prikey, pubkey;

KMF CREDENTIAL cred;

KMF_ATTRIBUTE attrlist[16]; /* this needs to be big enough */

KMF_KEYSTORE TYPE kstype;

KMF_KEY_ALG keytype;

KMF KEY HANDLE prik, pubk;

KMF_X509_CERTIFICATE certstruct;

KMF X509 NAME certsubject, certissuer;

KMF_DATA rawcert;

KMF_BIGINT serno;

char *token = "Sun Software PKCS#11 softtoken"

char *keylabel = "keytest";

boolean t readonly = B FALSE;

uint32_t keylen = 1024;

uint32 t ltime = SECSPERDAY * DAYSPERNYEAR; /* seconds in a
year (see tzfile.h) */

char prompt[1024];

int numattrs;

(void) memset(&certstruct, 0, sizeof (certstruct));
(void) memset(&rawcert, 0, sizeof (rawcert));

(void) memset(&certissuer, 0, sizeof (certissuer));
(void) memset(&certsubject, @, sizeof (certsubject));

/*
* Initialize a KMF handle for use in future calls.
*/
ret = kmf _initialize(&kmfhandle, NULL, NULL);
if (ret != KMF _OK) {
printf("kmf initialize failed: 0x%0x\n", ret);
exit(1l);
}

/* We want to use the PKCS1l keystore */

kstype = KMF_KEYSTORE_PK11TOKEN;

numattrs = 0;

kmf set attr at index(attrlist, numattrs, KMF_KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));

numattrs++;

/* Indicate which PKCS11 token will be used */

kmf set attr at index(attrlist, numattrs, KMF TOKEN LABEL ATTR,
token, strlen(token));

numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_READONLY ATTR,
&readonly, sizeof (readonly));
numattrs++;

ret = kmf configure keystore(kmfhandle, numattrs, attrlist);
if (ret != KMF_OK)
exit (ret);
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/* Reset the attribute count for a new command */
numattrs = 0;

/*
* Get the PIN to access the token.
*/
(void) snprintf(prompt, sizeof (prompt), "Enter PIN for %s:'
cred.cred = getpassphrase(prompt);
if (cred.cred != NULL) {
cred.credlen = strlen(cred.cred);
kmf set attr at index(attrlist, numattrs, KMF CREDENTIAL ATTR,
&cred, sizeof (cred));
numattrs++;

, token);

}

kmf set attr at index(attrlist, numattrs, KMF KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));
numattrs++;

keytype = KMF_RSA;
keylen = 1024;
keylabel = "keytest"

kmf_set attr at index(attrlist, numattrs, KMF_KEYALG ATTR,
&keytype, sizeof (keytype));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF KEYLENGTH ATTR,
&keylen, sizeof (keylen));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_KEYLABEL ATTR,
keylabel, strlen(keylabel));
numattrs++;

kmf_set attr at index(attrlist, numattrs, KMF_CREDENTIAL ATTR,
&cred, sizeof (cred));
numattrs++;

/*
* Set the handles so they can be used later.
*/
kmf set attr at index(attrlist, numattrs, KMF PRIVKEY HANDLE ATTR,
&prik, sizeof (prik));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF PUBKEY HANDLE ATTR,
&pubk, sizeof (pubk));
numattrs++;

ret = kmf_create keypair(kmfhandle, numattrs, attrlist);
if (ret != KMF OK) {

printf("kmf create keypair error: 0x%02x\n", ret);
goto cleanup;

/*

200 OracleSolaris 11 ZF a2 UT 4 —HY—EXREHAL . 2001F 118



OracleSolaris BER 7 L —AT—o D7 TV 45— 3 4|

* Now the keys have been created, generate an X.509 certificate
* by populating the template and signing it.
*/
if ((ret = kmf_set cert pubkey(kmfhandle, &pubk, &certstruct))) {
printf("kmf set cert pubkey error: 0x%02x\n", ret);
goto cleanup;

}

/* Version "2" is for an x509.v3 certificate */

if ((ret = kmf_set cert version(&certstruct, 2))) {
printf("kmf set cert version error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Set up the serial number, it must be a KMF_BIGINT record.
*/
if ((ret = kmf hexstr to bytes((uchar t *)"0x010203", &serno.val, \
&serno.len))) {
printf("kmf hexstr to bytes error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert serial(&certstruct, &serno))) {
printf("kmf set cert serial error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert validity(&certstruct, NULL, ltime))) {
printf("kmf set cert validity error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert sig alg(&certstruct, KMF ALGID SHAIWithRSA))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Create a KMF_X509 NAME struct by parsing a distinguished name.
*/
if ((ret = kmf_dn_parser("cn=testcert", &certsubject))) {
printf("kmf dn parser error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf _dn_parser("cn=testcert", &certissuer))) {
printf("kmf dn parser error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf_set cert subject(&certstruct, &certsubject))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf_set cert issuer(&certstruct, &certissuer))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
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goto cleanup;

}

/*

* Now we have the certstruct setup with the minimal amount needed
* to generate a self-signed cert. Put together the attributes to
* call kmf sign cert.

*/

numattrs = 0;

kmf set attr at index(attrlist, numattrs, KMF_KEYSTORE TYPE ATTR,

&kstype, sizeof (kstype));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_KEY HANDLE ATTR,
&prik, sizeof (KMF_KEY_HANDLE ATTR));
numattrs++;

/* The X509 template structure to be signed goes here. */

kmf set attr at index(attrlist, numattrs, KMF X509 CERTIFICATE ATTR,
&certstruct, sizeof (KMF X509 CERTIFICATE));

numattrs++;

/*
* Set the output buffer for the signed cert.
* This will be a block of raw ASN.1l data.
*/
kmf set attr at index(attrlist, numattrs, KMF CERT DATA ATTR,
&rawcert, sizeof (KMF_DATA));
numattrs++;

if ((ret = kmf_sign cert(kmfhandle, numattrs, attrlist))) {
printf("kmf sign cert error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Now we have the certificate and we want to store it in the
* keystore (which is the PKCS11l token in this example).
*/
numattrs = 0;
kmf set attr at index(attrlist, numattrs, KMF KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));
numattrs++;
kmf_set attr at index(attrlist, numattrs, KMF_CERT_DATA ATTR,
&rawcert, sizeof (KMF_DATA));
numattrs++;

/* Use the same label as the public key */

kmf set attr at index(attrlist, numattrs, KMF CERT LABEL ATTR,
keylabel, strlen(keylabel));

numattrs++;

if ((ret = kmf store cert(kmfhandle, numattrs, attrlist))) {
printf("kmf store cert error: 0x%02x\n", ret);
goto cleanup;

}

cleanup:
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kmf_free data(&rawcert);
kmf free dn(&certissuer);
kmf free dn(&certsubject);
kmf_ finalize(kmfhandle);

return (ret);
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/*
* Copyright 1994 by OpenVision Technologies, Inc.
*
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*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

#if
sta

-1 gss-client.c 707 7 AFIDTTAEIRY X~ (FE)

Permission to use, copy, modify, distribute, and sell this software
and its documentation for any purpose is hereby granted without fee,
provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of OpenVision not be used
in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. OpenVision makes no
representations about the suitability of this software for any
purpose. It is provided "as is" without express or implied warranty.

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

!defined(lint) && !defined( CODECENTER )
tic char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\

v 1
#en

#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in

voi

{
msg
}

/*

*
*
*
*
*
*

.16 1998/10/30 02:52:03 marc Exp $";
dif

clude <stdio.h>
clude <unistd.h>
clude <stdlib.h>
clude <string.h>
clude <ctype.h>
clude <sys/types.h>
clude <sys/socket.h>
clude <netinet/in.h>
clude <netdb.h>
clude <errno.h>
clude <sys/stat.h>
clude <fcntl.h>

clude <gssapi/gssapi.h>
clude <gssapi/gssapi_ext.h>
clude <gss-misc.h>
d usage()
fprintf(stderr, "Usage: gss-client [-port port] [-d] host service \

\n");
exit(1);

Function: connect to server
Purpose: Opens a TCP connection to the name host and port.

Arguments:
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* X X X K X X X X X X

host (r) the target host name
port (r) the target port, in host byte order

Returns: the established socket file descriptor, or -1 on failure

Effects:

The host name is resolved with gethostbyname(), and the socket is

opened and connected. If an error occurs, an error message 1is
displayed and -1 is returned.

int connect to server(host, port)

* K K K K X X X X X X X X X X

char *host;
u_short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin family = hp->h addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror('connecting to server");
(void) close(s);
return -1;

}

return s;

Function: client establish context

Purpose: establishes a GSS-API context with a specified service and
returns the context handle

Arguments:
s (r) an established TCP connection to the service
service name (r) the ASCII service name of the service
context (w) the established GSS-API context
ret flags (w) the returned flags from init sec context

Returns: @ on success, -1 on failure

Effects:
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*
* service name is imported as a GSS-API name and a GSS-API context is
* established with the corresponding service; the service should be

* listening on the TCP connection s. The default GSS-API mechanism

* is used, and mutual authentication and replay detection are

* requested.

*

* If successful, the context handle is returned in context. If

* unsuccessful, the GSS-API error messages are displayed on stderr

* and -1 is returned.

*/

int client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)
int s;
char *service_name;
gss_OID oid;
OM uint32 deleg flag;
gss ctx id t *gss context;
OM_uint32 *ret flags;

gss_buffer desc send tok, recv_tok, *token ptr;
gss_name_t target name;
OM uint32 maj stat, min stat, init sec min stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.
*/
send tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min_stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S COMPLETE) {
display status(“parsing name", maj stat, min stat);
return -1;

Perform the context-establishement loop.

*
*
* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss init sec context.

*

*

*

*

*

GSS-API guarantees that send tok’'s length will be non-zero

if and only if the server is expecting another token from us,
and that gss_init sec_context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

token ptr = GSS_C NO BUFFER;
*gss_context = GSS C_NO CONTEXT;
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do {
maj_stat =
gss_init sec context(&init sec min stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,

oid,

GSS_C_MUTUAL_FLAG | GSS_C_REPLAY FLAG |
deleg flag,

0,

NULL, /* no channel bindings */

token ptr,

NULL, /* ignore mech type */

&send_tok,

ret flags,

NULL) ; /* ignore time rec */

if (token ptr != GSS C _NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (send tok.length !'= 0) {
printf("Sending init sec context token (size=%d)...",
send tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss_release name(&min_stat, &target name);
return -1;
}
}

(void) gss release buffer(&min stat, &send tok);

if (maj_stat!=GSS S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat,
init sec_min_stat);
(void) gss_release name(&min_stat, &target name);
if (*gss_context == GSS C NO CONTEXT)
gss_delete sec context(&min stat, gss context,

GSS_C_NO_BUFFER) ;

return -1;

}

if (maj stat == GSS S CONTINUE NEEDED) {
printf("continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss_release name(&min_stat, &target name);
return -1;
}

token_ptr = &recv_tok;

}
printf("\n")
} while (maj stat == GSS S CONTINUE NEEDED);

(void) gss release name(&min stat, &target name);
return 0;
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void read file(file name, in_buf)

char *file name;
gss buffer t in buf;
{
int fd, bytes in, count;
struct stat stat buf;
if ((fd = open(file name, O RDONLY, 0)) < 0) {
perror("open");
fprintf(stderr, "Couldn’t open file %s\n", file name);
exit(1);
}
if (fstat(fd, &stat buf) < 0) {
perror("fstat");
exit(1l);
in_buf->length = stat buf.st size;
if (in_buf->length == 0) {
in_buf->value = NULL;
return;
}
if ((in_buf->value = malloc(in buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n"
in buf->length);
exit(1);
}
/* this code used to check for incomplete reads, but you can’t get
an incomplete read on any file for which fstat() is meaningful */
count = read(fd, in buf->value, in buf->length);
if (count < 0) {
perror("read")
exit(1);
if (count < in buf->length)
fprintf(stderr, "Warning, only read in %d bytes, expected %d\n",
count, in buf->length);
}
/*
* Function: call_server
*
* Purpose: Call the "sign" service.
*
* Arguments:
*
* host (r) the host providing the service
* port (r) the port to connect to on host
* service name (r) the GSS-API service name to authenticate to
* msg (r) the message to have "signed"
*
* Returns: @ on success, -1 on failure
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Effects:

GSS-API context with service name over the connection. It then
seals msg in a GSS-API token with gss seal, sends it to the server,
reads back a GSS-API signature block for msg from the server, and
verifies it with gss verify. -1 is returned if any step fails,
* otherwise 0 is returned. */
int call server(host, port, oid, service name, deleg flag, msg, use file)
char *host;
u_short port;
gss OID oid;
char *service name;
OM_uint32 deleg flag;
char *msg;
int use file;

*
*
*
* call server opens a TCP connection to <host:port> and establishes a
*
*
*
*

gss_ctx id t context;

gss_buffer _desc in_buf, out buf;
int s, state;

OM uint32 ret flags;

OM uint32 maj stat, min stat;

gss name t src_name, targ name;
gss_buffer_desc sname, tname;

OM uint32 lifetime;

gss 0ID mechanism, name type;
int is_local;

OM_uint32 context_flags;

int is_open;

gss_qop_t qop_state;

gss _OID set mech names;

gss buffer desc oid name;

size t i;

/* Open connection */
if ((s = connect to server(host, port)) < 0)
return -1;

/* Establish context */

if (client establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);
return -1;

}

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
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display status("inquiring context", maj stat, min_stat);
return -1;

}

maj stat = gss display name(&min stat, src name, &sname,
&name_type);
if (maj stat != GSS_S COMPLETE) {
display status("displaying source name", maj stat, min_stat);
return -1;
}
maj stat = gss display name(&min_stat, targ name, &tname,
(gss_OID *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;
}
fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context_flags,
(is local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed")

(void) gss release name(&min stat, &src name);
(void) gss release name(&min stat, &targ name);
(void) gss_release buffer(&min_stat, &sname);
(void) gss release buffer(&min stat, &tname);

maj stat = gss oid to str(&min stat,
name_type,
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status(“converting oid->string", maj stat, min_stat);
return -1;
}
fprintf(stderr, "Name type of source name is %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss_inquire names for mech(&min_stat,
mechanism,
&mech names);
if (maj stat != GSS S COMPLETE) {
display status("inquiring mech names", maj stat, min stat);

return -1;
}
maj stat = gss oid to str(&min stat,
mechanism,
&oid name);

if (maj stat !'= GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);
return -1;

}

fprintf(stderr, "Mechanism %.*s supports %d names\n"
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(int) oid_name.length, (char *) oid_name.value,
mech names->count);
(void) gss release buffer(&min stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss oid to str(&min_stat,
&mech _names->elements[i],
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
¥
fprintf(stderr, " %d: %.*s\n", i,
(int) oid name.length, (char *) oid name.value);

(void) gss release buffer(&min_stat, &oid name);

b

(void) gss release oid set(&min stat, &mech names);

if (use file) {

read file(msg, &in_buf);
} else {

/* Seal the message */

in _buf.value = msg;

in buf.length = strlen(msg);
}

maj_stat = gss_wrap(&min_stat, context, 1, GSS_C_QOP_DEFAULT,
&in_buf, &state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context,
GSS_C_NO_BUFFER);
return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);

/* Read signature block into out buf */

if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss verify mic(&min_stat, context, &in buf,
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&out buf, &qop state);
if (maj_stat != GSS_S_COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss release buffer(&min stat, &out buf);

if (use file)
free(in_buf.value);

printf("Signature verified.\n")

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj_stat != GSS_S_COMPLETE) {
display status('deleting context", maj stat, min_stat);
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
(void) close(s);

return 0;
}
static void parse oid(char *mechanism, gss OID *oid)
{
char *mechstr = 0, *cp;
gss_buffer desc tok;
OM_uint32 maj_stat, min_stat;
if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n")
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*cp =" 75
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj_stat != GSS_S COMPLETE) {
display status("str to oid", maj stat, min stat);
return;
if (mechstr)
free(mechstr);
}
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int main(argc, argv)
int argc;
char **argv;

{
char *service name, *server host, *msg;
char *mechanism = 0;
u_short port = 4444;
int use file = 0;
OM_uint32 deleg flag = 0, min_stat;
gss_OID oid = GSS C _NULL OID;
display file = stdout;
/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use_file = 1;
} else
break;
argc--; argv++;
}
if (argc != 3)
usage();
server host = *argv++;
service name = *argv++;
msg = *argv++;
if (mechanism)
parse oid(mechanism, &oid);
if (call server(server host, port, oid, service name,
deleg flag, msg, use file) < 0)
exit(1l);
if (oid != GSS C NULL OID)
(void) gss release oid(&min stat, &oid);
return 0;
}
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*
*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \
v 1.21 1998/12/22 \

04:10:08 tytso Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <unistd.h>
#include <stdlib.h>
#include <ctype.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi ext.h>
#include <gss-misc.h>

#include <string.h>
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\

}
F

i

~

i

oid usage()

fprintf(stderr, "Usage: gss-server [-port port] [-verbosel\n")

fprintf(stderr, [-inetd] [-logfile file] [service name]\n")
exit(1);

ILE *log;

nt verbose = 0;

*

* Function: server acquire creds

*

* Purpose: imports a service name and acquires credentials for it

*

* Arguments:

*

* service name (r) the ASCII service name

* server_creds (w) the GSS-API service credentials

*

* Returns: @ on success, -1 on failure

*

* Effects:

*

* The service name is imported with gss import name, and service

* credentials are acquired with gss acquire cred. If either operation

* fails, an error message is displayed and -1 is returned; otherwise,

* @ is returned.

*/

nt server acquire creds(service name, server creds)
char *service name;
gss cred id t *server creds;

gss_buffer _desc name buf;
gss_name_t server name;
OM uint32 maj stat, min_ stat;

name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
return -1;

}

maj stat = gss acquire cred(&min stat, server name, 0,
GSS C NULL OID SET, GSS C ACCEPT,
server_creds, NULL, NULL);
if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min_stat);
return -1;

}

(void) gss release name(&min stat, &server name);
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return 0;
}
/*
* Function: server establish context
*
* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated
* client name
*
* Arguments:
*
* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context
* client name (w) the client’s ASCII name
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish_context(s, server creds, context, client name, \
ret flags)

int s;

gss cred id t server creds;
gss ctx id t *context;

gss _buffer t client name;
OM_uint32 *ret flags;

gss_buffer desc send tok, recv tok;

gss name t client;

gss_0ID doid;

OM uint32 maj stat, min_stat, acc_sec _min_stat;
gss_buffer desc oid name;

*context = GSS_C_NO_CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv tok.length);
print token(&recv_tok);

}

maj_ stat =
gss_accept sec context(&acc_sec min_ stat,
context,
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server creds,

&recv_tok,

GSS_C_NO_CHANNEL BINDINGS,

&client,

&doid,

&send tok,

ret flags,

NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min_stat, &recv_tok);

if (send tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n"
send_tok.length);
print token(&send tok)

}

if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj_stat!=GSS_ S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc _sec_min stat);
if (*context == GSS_C_NO_CONTEXT)
gss_delete sec context(&min_stat, context,
GSS_C_NO_BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n")
fflush(log);

}
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"

(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min_stat, &oid name);
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}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min stat);
return -1;
}
maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;
}
return 0;
}
/*
* Function: create socket
*
* Purpose: Opens a listening TCP socket.
*
* Arguments:
*
* port (r) the port number on which to listen
*
* Returns: the listening socket file descriptor, or -1 on failure
*
* Effects:
*
* A listening socket on the specified port is created and returned.
* 0On error, an error message is displayed and -1 is returned.
*/

int create socket(port)
u_short port;

{
struct sockaddr_in saddr;
int s;
int on = 1;

saddr.sin_family = AF_INET;
saddr.sin port = htons(port);
saddr.sin addr.s addr = INADDR ANY;

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror(“creating socket");
return -1;

}

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)é&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);
return -1;

}
if (listen(s, 5) < 0) {
perror("listening on socket");
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(void) close(s);
return -1;

}

return s;

}

static float timeval subtract(tvl, tv2)
struct timeval *tvl, *tv2;

{
return ((tvl->tv sec - tv2->tv sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.

* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.

* -TYT

*/

int test import_export context(context)
gss_ctx_id t *context;

{
OM uint32 min_stat, maj stat;
gss buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss_export sec context(&min_stat, context, \
&context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);

if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context \
token.\n");
return 1;
}

memcpy (copied token.value, context token.value, \
copied token.length);
maj stat = gss import sec context(&min stat, &copied token, \
context);
if (maj stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
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if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);
return 0;

~
*

Function: sign_server

Purpose: Performs the "sign" service.

Arguments:
s (r) a TCP socket on which a connection has been
accept()ed
service name (r) the ASCII name of the GSS-API service to

establish a context as
Returns: -1 on error
Effects:
sign_server establishes a context, and performs a single sign request.
A sign request is a single GSS-API sealed token. The token is
unsealed and a signature block, produced with gss sign, is returned

to the sender. The context is then destroyed and the connection
closed.

oK K X K K X K X X K X K X K K X X X X K X X

If any error occurs, -1 is returned.

*/
int sign_server(s, server_ creds)
int s;
gss_cred_id t server creds;
{

gss_buffer desc client name, xmit buf, msg buf;
gss ctx id t context;

OM_uint32 maj_stat, min_stat;

int i, conf_state, ret flags;

char *cp;

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

printf("Accepted connection: \"%.*s\"\n"
(int) client name.length, (char *) client name.value);
(void) gss_release buffer(&min_stat, &client name);
for (i=0; i < 3; i++)
if (test import export context(&context))
return -1;

/* Receive the sealed message token */
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if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n")
print token(&xmit buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg_buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n")

print token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss get mic(&min_stat, context, GSS C QOP _DEFAULT,
&msg buf, &xmit buf);
if (maj stat !'= GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);
/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)
return(-1);
(void) gss release buffer(&min stat, &xmit buf);
/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);
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int

main(argc, argv)
int argc;
char **argv;

{

char *service name;

gss cred id t server creds;
OM_uint32 min_stat;

u short port = 4444,

int s;

int once = 0;

int do inetd = 0;

log = stdout;
display file = stdout;
argc--; argv++;

while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do inetd = 1;

} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv, "a");
display file = log;

if (!log) {
perror(*argv);
exit(1);
}
} else
break;
argc--; argv++;
}
if (argc !'=1)
usage();
if ((*argv)[0] == "-")
usage();

service name = *argv;

if (server_acquire creds(service name, &server _creds) < 0)
return -1;

if (do_inetd) {

close(1l);
close(2);
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sign_server(@, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");
continue;

}
/* this return value is not checked, because there’s
not really anything to do if it fails */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);
}
}

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);
return 0;
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#include <string.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi_ext.h>
#include <gss-misc.h>
#include <stdlib.h>

FILE *display file;

static void display status 1
(char *m, OM uint32 code, int type);

static int write all(int fildes, char *buf, unsigned int nbyte)

{
int ret;
char *ptr;
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for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {

ret = write(fildes, ptr, nbyte);
if (ret < 0) {

if (errno == EINTR)

continue;

return(ret);
} else if (ret == 0) {

return(ptr-buf);

}
}
return(ptr-buf);
}
static int read all(int fildes, char *buf, unsigned int nbyte)
{
int ret;
char *ptr;
for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = read(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {
return(ptr-buf);
}
}
return(ptr-buf);
}
/*
* Function: send token
*
* Purpose: Writes a token to a file descriptor.
*
* Arguments:
*
* s (r) an open file descriptor
* tok (r) the token to write
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* send_token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send token(s, tok)
int s;
gss_buffer t tok;
{
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int len, ret;

len htonl(tok->length);

ret = write all(s, (char *) &len, 4);
if (ret < 0) {
perror("sending token length")
return -1;
} else if (ret !=4) {
if (display file)
fprintf(display file,
"sending token length: %d of %d bytes written\n"
ret, 4);
return -1;

}

ret = write all(s, tok->value, tok->length);
if (ret < 0) {
perror(“sending token data");
return -1;
} else if (ret !'= tok->length) {
if (display file)
fprintf(display file,
"sending token data: %d of %d bytes written\n"
ret, tok->length);
return -1;

}

return 0;

/*
Function: recv_token

Purpose: Reads a token from a file descriptor.
Arguments:

s (r) an open file descriptor
tok (w) the read token

Returns: @ on success, -1 on failure
Effects:

recv_token reads the token length (as a network long), allocates
memory to hold the data, and then reads the token data from the
file descriptor s. It blocks to read the length and data, if
necessary. On a successful return, the token should be freed with
gss_release buffer. It returns @ on success, and -1 if an error

* occurs or if it could not read all the data.

*/

int recv_token(s, tok)

int s;

gss_buffer t tok;

ECEE S SR R S R S SR G S R S R S S G
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}

int ret;

ret = read_all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror(“reading token length")
return -1;
} else if (ret !'=4) {
if (display file)
fprintf(display file,
"reading token length: %d of %d bytes read\n"
ret, 4);
return -1;

}

tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display file)
fprintf(display file,
"Out of memory allocating token data\n")
return -1;

}

ret = read all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data")
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n"
ret, tok->length);
free(tok->value);
return -1;

}

return 0;

static void display status 1(m, code, type)

char *m;
OM uint32 code;
int type;

OM uint32 maj_stat, min_stat;
gss_buffer _desc msg;
OM uint32 msg ctx;

msg_ctx = 0;
while (1) {
maj_ stat = gss display status(&min_stat, code,
type, GSS C NULL OID,
&msg ctx, &msg);
if (display file)
fprintf(display file, "GSS-API error %s: %s\n", m,
(char *)msg.value);
(void) gss release buffer(&min_stat, &msg);

182 A « CR—R D GSS-API 7O S L4 229



Z DD GSS-API B

BA3 ZODfD GSS-APIBI DI — Y A HE)
if (!'msg ctx)
break;
}
}
/*
* Function: display status
*
* Purpose: displays GSS-API messages
*
* Arguments:
*
* msg a string to be displayed with the message
* maj_stat the GSS-API major status code
* min_stat the GSS-API minor status code
*
* Effects:
*
* The GSS-API messages associated with maj_stat and min_stat are
* displayed on stderr, each preceded by "GSS-API error <msg>: " and
* followed by a newline.
*/
void display status(msg, maj stat, min stat)
char *msg;
OM uint32 maj stat;
OM uint32 min_ stat;
{
display status 1(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min_stat, GSS C MECH CODE);
}
/*
* Function: display ctx flags
*
* Purpose: displays the flags returned by context initiation in
* a human-readable form
*
* Arguments:
*
* int ret flags
*
* Effects:
*
* Strings corresponding to the context flags are printed on
* stdout, preceded by "context flag: " and followed by a newline
*/

void display ctx flags(flags)
OM_uint32 flags;

{
if (flags & GSS C DELEG FLAG)

fprintf(display file, "context flag: GSS C DELEG FLAG\n")

if (flags & GSS C _MUTUAL FLAG)

fprintf(display file, "context flag: GSS C MUTUAL FLAG\n")

if (flags & GSS C REPLAY FLAG)
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fprintf(display file, "context flag: GSS C REPLAY FLAG\n")
if (flags & GSS C SEQUENCE FLAG)

fprintf(display file, "context flag: GSS_C_SEQUENCE FLAG\n")
if (flags & GSS C_CONF_FLAG )

fprintf(display file, "context flag: GSS C CONF_FLAG \n")
if (flags & GSS C INTEG FLAG )

fprintf(display file, "context flag: GSS C INTEG FLAG \n")

}

void print token(tok)
gss buffer t tok;
{
int 1i;
unsigned char *p = tok->value;

if (!display file)
return;
for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((i % 16) == 15) {
fprintf(display file, "\n");
}
H
fprintf(display file, "\n");
fflush(display file);
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GSS_C_AF_IMPLINK 3 ARPAnet IMP

GSS_C_AF_PUP 4 pup 7’01 N 3)L (BSP 72 &)
GSS_C_AF_CHAOS 5 MIT CHAOS 'O k )1
GSS_C_AF_NS 6 XEROX NS

GSS_C_AF_NBS 7 nbs

GSS_C_AF_ECMA 8 ECMA

GSS_C_AF_DATAKIT 9 T—%Fv 7O kal
GSS_C_AF_CCITT 10 CCITT

GSS_C_AF_SNA 11 IBM SNA

GSS_C_AF_DECnet 12 DECnet

GSS_C_AF_DLI 13 YAV NT—=F 425 T—A
GSS_C_AF_LAT 14 LAT

GSS_C_AF_HYLINK 15 NSC N1 /S—F + %)L
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GSS-API DR (ZE A 7L HEE

%84 FYRIWNNA T4 2 TDTY RL AR =)

74—V R & (10 25 7 R RE
GSS_C_AF_APPLETALK 16 AppleTalk

GSS_C_AF_BSC 17 BISYNC

GSS_C_AF_DSS 18 D AT LY —ER
GSS_C_AF_OSI 19 OSITP4

GSS_C_AF_X25 21 X.25

GSS_C_AF_NULLADDR 255 T RLAEEEINTVERA

GSS-API D EE [CE B 7 t4aE

GSS-API DFEZIZE > T, WS ODNOMENETRBLGEOHVET. FEA
EDOLE, FEETXZENITOV T LICHER/NMNEOFELNG 2 FR AL, EDLD
IRPETH, FEEITHEAG 7RBIE (Oracle Solaris 2 H &) ITEKE L iU, BAEME
ERABICTHZENTEET,

Oracle Solaris [Z[E B D BE%4

Oracle Solaris DFEHEIZIL, N AY A X372 GSS-APIEEEUIIH D FH A,

AMEFTEDDZANCDNTDEX

GSS-API DFEILIT L > Tid, ATOH N AIREREXITOWTOMINRLR L 560D
DET, BEEZEKBICTZ2EE1E. 77U 5r—2a 2T, ADWED5 (OF0H
NAJRER) B ZMH T 24012 KT H2XRETIEHD LR L. TDOND

V. gss_compare name() ZfHfH L THNER RGN EINDAFTE—HTL2NESI N E
MR L T ZE Y,

Oracle Solaris ¥ D gss_display name() TIEHATIZRDLIICERLET,
input_name FIBUN L —H — ERZHETH G, gss_display name() T
user_principal@realm Z output_name_buffer & L C. gss_0ID % output_name_type &
LTRUEY . Kerberosvs WEEDHEME TH 555, gss_oIp I
1.2.840.11354.1.2.2 1272 D X7,

gss_import name() AYGSS C NO 0ID ZHiHY CTIERL L 7= 44 i % gss_display name() 7352
THL > 72355, gss_display name() {4 GSS_C NO 0ID % output_name_type /N T A —54
TRLET,
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244

B2

gss display name() BE%IL. B4 D GSS-API FARZRT & X, LFH <anonymous> %
HALET, ZOARNIEEET 2 A1 OID 13 655 ¢ NT_ANONYMOUS T, Oracle
Solaris EXE THZNZEIRIMTRE/Z LT O T, TIPSO ED S T (<>) THEN
TW5HDIEH D EH A

EIRENZT —FEORE

gss cred t. gss ctx id t. gss name t DT —FRIIRA ¥ L L TEEINTY
FI(—HOEETIIFEMAE L THRESINILEDH D),

A2 TF A NOHIBRERIMSNIZT —5 DEER

2T F A N DORETIZHRT 5 &, Oracle Solaris 23 TIFE A MIICHEE N2 > T
FARNEHEBWICHIBRL ERA. LEDRS T, 77U —2a > TIOEEEUM
9%, DED., gss delete sec context() TA T FANZHIBRT H2HENDH D E
ba—.o

Oracle Solaris DEETIL, IS N/ZT—% (WL E) %2, AT —EHEZBELCT
HEIMICMILET., LhL., T—FBERNDE TR BozeEliE. 77
r—3a T B (gss release name() 72 &) ZFEOVHITHENH D T,

F v RIVNA 2T 4 2T IFBRDIRE

F v XINA T4 T EYR—RLTWENEDI N, HEEICK->TERDE
9, Diffie-Hellman #é#% & Kerberos v HMIZ E B 5 HF v KIVNA T 4 > T &Y
AR—=KLTWET,

BREIL, FY RINA T4 27T —F I3 B REN RSN TV nH D EL
TL7ZEW, Kerberosvs HEEICITHBERENHE I N TWETMN, Diffie-Hellman
BTIEF vy RN T4 27T =5 OWEERIRFEINE R A,

ATFRMNDODIVRKR—FETOCRE =2
>

Oracle Solaris BETIZ, RUI > TF X MIHTHEED1 > R— MDA ZHRED
FJOESLET,
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GSS-API D3R (Z B 75 HRE

PR— b ENDERDE

GSS-API D Oracle Solaris F22% Tld. gss_acquire cred() IZ&
5. GSS C INITIATE. GSS C ACCEPT. B L UNGSS C BOTH DHEMDESEZTR—FL
TWET,

B OB/ NERRE

GSS-API @ Oracle Solaris ¥ T, EOAMHMOREZEZYR—NLET, L
Mo T, 704 F<Idgss acquire cred() *° gss add cred() 72 E DI T, &K D
ﬁ?‘)ﬁﬂﬂ?ﬁﬁli%ﬁé@_%/\"ﬁf“&%?@ﬂ?@%i@_o

A2 TF X MOFREARE

GSS-API @ Oracle Solaris ¥ T3, 2> FF X hoFHIHMOREETR—NLUE
9, L7zM>T. 704 F<ldgss init sec context() X gss inquire context() 7%
E@%ﬁf\:yf#xb@ﬁ@%%t%@?éﬁ§x~&%@mfﬁiﬁo

Z v 7Y A4 XDOFHIRE QOP{E

GSS-API D Oracle Solaris FZ2E Tl FefE & 72 DM S 13 /2 0. gss wrap() TALHET
BAY =Y DRRTA XHIBZBRLE L, 77U Tr—a i3
gss wrap size limit() TAY =Y DRAKTA A ERETEET,

GSS-API @ Oracle Solaris ¥ Tld. gss wrap size limit() ZIFONHT &=, ER)/n
QOPfEZMH L £

minor_status /X A —% D{FEH

GSS API @ Oracle Solaris B¥ETIL. BAED minor_status /N T A—4 TRI DI, k&
WEAREROATY, MOFEETIZ, RN F—REI—RO—#HELL T
BICEBARREVENEENSZEHHDET,
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Kerberos v5 iKARE 11— R

% GSS-APIBE%IZ 2 DDREO—RZRELET, APy —REI—R| & IxA
F—IREEO—R] T9, AZ v —IREEO— Pl GSS-API OEMEICE L £9, =&
ZIE, EF a2V —a TFANOEEIBNK T LEZHET, 77

T—=a N Ayt—IFEEL XD E LRSS, GSS-API T

GSS_S_CONTEXT EXPIRED E WD ATy —REEI—FZRL 9., APy —REO—FR
DY ZARZDWTIE, 236 X—2D [GSS-APIIREEO— R | 2L T 7Z3 1,

RAF—REI—REZRETDIL. GSS-APIDEETHR—FINDEEOEF
T4 — W TT, 9TXTOD GSS-API BIET, A D5I1E & U T minor_status £7213
minor_stat/NT A—% ZZITMO ET, BEEDNROLEZIZIDINTA—FEHRD
ZERES T, 77U = aid, BEEBERIILENES NI ND ST, EK
DHHEINR UIREBZN D ZENTEET,

RDFEIZ, Kerberosvs 2 minor_status 5IEITRTIREA v —DU A MERLE
T, GSS-APIIREETI— RDFEMIE., 72 XR—2 D [GSS-APIREEO— R | BB L T
<7EEWN,

Kerberosvs CIKEEO— K1 E LTRSS NS
Ayt—

KDZFEIZ, Kerberosvs THREEI—R1ELTRINAY A FT—REAYvE—20D X
FERLET,

%B-5 Kerberosv5IKAEI— R 1

<A F—IREE & B
KRB5KDC_ERR_NONE -1765328384L Io—7xl
KRB5KDC_ERR_NAME_EXP -1765328383L F—HFR=AND T FA
7RO RN DER
RIS T L TWET
KRB5KDC_ERR_SERVICE_EXP -1765328382L F—F RX—AND

P—=N—DL> DK
AR T L TWERT

KRB5KDC_ERR_BAD_PVNO -1765328381L Requested protocol version
not supported (ZE3R L 72 7
O ka)bN—2a gy
R—hEINTHEEA. )

KRB5KDC_ERR_C_OLD_MAST_KVNO -1765328380L 7547 > N OEENEHN
YA —g TR b
TWET
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#B-5 Kerberosv5IRAEETI— R 1 (fe )

A F—IRE

&

B

KRB5KDC_ERR_S_OLD_MAST_KVNO

KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE

KRB5KDC_ERR_NULL_KEY

KRB5KDC_ERR_CANNOT_POSTDATE

KRB5KDC_ERR_NEVER_VALID

KRB5KDC_ERR_POLICY

KRB5KDC_ERR_BADOPTION

KRB5KDC_ERR_ETYPE_NOSUPP

KRB5KDC_ERR_SUMTYPE_NOSUPP

KRB5KDC_ERR_PADATA_TYPE_NOSUPP

KRB5KDC_ERR_TRTYPE_NOSUPP

-1765328379L

-1765328378L

-1765328377L

-1765328376L

-1765328375L

-1765328374L

-1765328373L

-1765328372L

-1765328371L

-1765328370L

-1765328369L

-1765328368L

-1765328367L

P—/N—DHMNEH NI X
& =g TS {EE N T
ESc

7547 > N Kerberos
F—=HR—=ZIZEDMND
Ecy

H—/N—71 Kerberos
F=HR=2IZROMND
Ecy

FAKDY Kerberos T —4
N—2IZEHE DT> Y
ERoTWET

Client or server has a null
key (7 747 > b E72lZ
H—N—DENETT, )

Ticket is ineligible for
postdating (F7 v BT
PRACALIR D ERE N B U
A )

EORE N A IR N A
THoD, MIEET

KDC policy rejects request
(KDCAHY > —I3 TR %
FEBRLET, )

KDC can't fulfill requested
option (KDC 13Kk L 7=
FIra EAMTEE
BT, )

KDC W= b 2
R—hLTWEEA

KDCWNF = w7 L8%E
HR—FLTWEEAL

KDC |3 padata ¥ 7%t
A=K LTWER A,

KDC I3 transited 7 - 7 %
JR—-FLTWER A,
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%85 Kerberosv5IRAEI— R 1 FiE)

A F—iREE 1& 0

KRB5KDC_ERR_CLIENT_REVOKED -1765328366L 7547 > b DOEKIEL
DEINELL

KRB5KDC_ERR_SERVICE_REVOKED -1765328365L H—/NN—DEHEIE D IH

INELL

Kerberosv5 CTIREEO— K2 L TRE NS

Awyt—2

KDZFEIZ, Kerberosvs TIRAEEIA— R2ELTREINAY A FT—IREAYvE—20D X

rERLET,

%B-6 Kerberosv5IKAETI— R 2

A F—iREE 1& =03
KRB5KDC_ERR_TGT_REVOKED -1765328364L TGT WD HINEL
KRB5KDC_ERR_CLIENT_NOTYET -1765328363L 7947 > NINETEHR
TIEHD EHEL. DBEIE
EHEfTL T ET N
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L HY—N—WNEEETIE
HOFETN. DBITEH
fTLT<<7EZETn
KRB5KDC_ERR_KEY_EXP -1765328361L JNA T — R OB
BTLTWET
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L FRIFZAEMNERM L £ L
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L B MO EFIFERE N R X
nExL~=
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L FoRINH—N—EF
Ty MIR—HLERA
KRB5PLACEHOLD_27 - KRB5SPLACEHOLD_30 -1765328357L )2 5 KRB5 .5 —1— K (27 -
-1765328354L 300 THRITEH)
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L Decrypt integrity check
failed ({8 5L THG M
FrzwNERBLEL
7ze )
KRB5KRB_AP_ERR_TKT_EXPIRED -1765328352L Ticket expired (F4 v kD

ANRNTINE LTz, )
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%8-6 Kerberosv5IRAET— K2

(FEZ)

A F—IRE

&

B

KRB5KRB_AP_ERR_TKT_NYV

KRB5KRB_AP_ERR_REPEAT

KRB5KRB_AP_ERR_NOT_US

KRB5KRB_AP_ERR_BADMATCH

KRB5KRB_AP_ERR_SKEW

KRB5KRB_AP_ERR_BADADDR

KRB5KRB_AP_ERR_BADVERSION

KRB5KRB_AP_ERR_MSG_TYPE

KRB5KRB_AP_ERR_MODIFIED

KRB5KRB_AP_ERR_BADORDER

KRB5KRB_AP_ERR_ILL_CR_TKT

KRB5KRB_AP_ERR_BADKEYVER

-1765328351L

-1765328350L

-1765328349L

-1765328348L

-1765328347L

-1765328346L

-1765328345L

-1765328344L

-1765328343L

-1765328342L

-1765328341L

-1765328340L

Ticket not yet valid (F
Ty MIELEARTED
DEEA. )

Request is a replay (=K 13
HIETY, )

The ticket isn't for us (F~
Ty MIbinhbiltodHd
TlEhDEFHA. )

Fr vk tuunﬂzﬁﬁj‘ 4
M—HLEHA

Ay I AF a—INRE
TEET

Incorrect net address
(v BY BL A
EOTWET, )

Protocol version mismatch
(70 RIN—2 3 27
—HLTWEHA. )

At —Y ORIPERT
—a—

Message stream modified
(Avt—TA MY =40
EHINELR )

Message out of order
(A wt— DIEFEND
£9.)

Illegal cross-realm ticket (L
IWAEIDF 7y b VER)
TY. )

F—DON—= 3 2HMEH
TEXEA

Kerberosv5 TIREEO— K3 L L TREREND

Awytz—2

>

KDZFEIZ, Kerberosvs TIREED— R3ELTREINAYA ST —IREAY -0 X

r&ERLET,
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%8-7 Kerberosv5IREE— R 3

A >R

&

B

KRB5KRB_AP_ERR_NOKEY

KRB5KRB_AP_ERR_MUT_FAIL

KRB5KRB_AP_ERR_BADDIRECTION

KRB5KRB_AP_ERR_METHOD

KRB5KRB_AP_ERR_BADSEQ

KRB5KRB_AP_ERR_INAPP_CKSUM

KRB5PLACEHOLD_51 - KRB5PLACEHOLD_59

KRB5KRB_ERR_GENERIC

KRB5KRB_ERR_FIELD_TOOLONG

KRB5PLACEHOLD_62 - KRB5PLACEHOLD_127

EITFE S

KRB5_LIBOS_BADLOCKFLAG

KRB5_LIBOS_CANTREADPWD

KRB5_LIBOS_BADPWDMATCH

KRB5_LIBOS_PWDINTR

-1765328339L

-1765328338L

-1765328337L

-1765328336L

-1765328335L

-1765328334L

-1765328333L 71" 5
-1765328325L

-1765328324L

-1765328323L

-1765328322L 71 5
-1765328257L

-1765328256L

-1765328255L

-1765328254L

-1765328253L

-1765328252L

Service key not available
(—EABENFEHTEE
Hh. )

HERRENER L L

Ay =T OH MR
BEOTWET

R DRRASTIEIN TR S
NELL

A= HNDT—T
AFESDEE> TWERT

Inappropriate type of
checksum in message
Avt—OFz v Y
LDY A TINR#EYT
T )

KRB5 L —1d— R (51-
59, THIFEH)

— IR T —

Field is too long for this
implementation (Z D FE%E
TR74 =V RINRTE
£, )

KRB5 L7 —1d— R (62-
127, THRIER)

WHRELH D &

Invalid flag for file lock
mode (7 7-1)bOw 7
T—ROT 57N T
ER)

NAT — RZHARNE
Th
INAT—=RI—H L EH
o

XA T — R OFAED N
s E Lz
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%B-7 Kerberosv5 kA& — K 3 i)

YA F—IREE & B
KRB5_PARSE_ILLCHAR -1765328251L R BE 5 4 D SCFE DR
<7
KRB5_PARSE_ MALFORMED -1765328250L EXINOF 3wkl
EoTWET
KRB5_CONFIG_CANTOPEN -1765328249L Kerberos # % 7 7 1 )
/etc/krb5/krbs 73BALT E
B (EZ. AonD
FHA)
KRB5_CONFIG_BADFORMAT -1765328248L Kerberos #5% 7 7 1 )
/etc/krb5/krbs DIE N
A cd
KRB5_CONFIG_NOTENUFSPACE -1765328247L SERIERE R I3
WAOAREL TWET
KRB5_BADMSGTYPE -1765328246L FFELHICHEE L
Ayt —DRINES T
KRB5_CC_BADNAME -1765328245L BT v v ahDOBX

NHEES> TWET

Kerberos v5 TIk
Avyt—2

L
BeE
4 SRY

O—kF4ELTREND

KDZFEIZ, Kerberosvs TIREEI— R4 L TREINAYA ST —IREAY -0 X

r&ERLUET,

%8-8 Kerberosv5IKAET— R 4

JAF—IRRE

&

B

KRB5_CC_UNKNOWN_TYPE

KRB5_CC_NOTFOUND

KRB5_CC_END

KRB5_NO_TKT_SUPPLIED

-1765328244L

-1765328243L

-1765328242L

-1765328241L

R v 3 2 BRI
¥

—ET B OMD
e300

BT vy aDi&bD
ICREELELE

BORNT Ty R EREAEL
TWEHA
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%8-8 Kerberosv5IRAET— R 4

YA F—RE

&

B

KRB5KRB_AP_WRONG_PRINC

KRB5KRB_AP_ERR_TKT_INVALID

KRB5_PRINC_NOMATCH

KRB5_KDCREP_MODIFIED

KRB5_KDCREP_SKEW

KRB5_IN_TKT_REALM_MISMATCH

KRB5_PROG_ETYPE_NOSUPP

KRB5_PROG_KEYTYPE_NOSUPP

KRB5_WRONG_ETYPE

KRB5_PROG_SUMTYPE_NOSUPP

KRB5_REALM_UNKNOWN

KRB5_SERVICE_UNKNOWN

-1765328240L

-1765328239L

-1765328238L

-1765328237L

-1765328236L

-1765328235L

-1765328234L

-1765328233L

-1765328232L

-1765328231L

-1765328230L

-1765328229L

Wrong principal in request
(FERUEERIZIEL < H
DR, )

Fory bIRELZT T
Ly e

Requested principal and
ticket don't match (xR L
TFREF Ty ME—3
LEHA. )

KDC reply did not match
expectations (KDC J& 2 13
FHLZHbDE—FHKLE
HATLR, )

70w 7 AF 21— KDC
BEICIIARETEET

Client/server realm
mismatch in initial ticket
request (FJ31 74w MEE
RTUIAT >

N —IN— LIV LI —8
LTWEBA. )

PAEAF NN AL (ks
PR—-—FLTWEEA

ASR/AS N 2130
R—=KRLTWERA

BRI NZREEERN
Awt—THAINT
WEHA

PAEAFNIG s/
LAY R—FLTWE
T

Cannot find KDC for
requested realm (R I 1
2LV D KDC R D
MOEEA. )

Kerberos B— Y A VAR EH
T9
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#B-8 Kerberosv5IRAEI— R4 (fe )

A F—IRE

&

B

KRB5_KDC_UNREACH

KRB5_NO_LOCALNAME

KRB5_MUTUAL_FAILED

KRB5_RC_TYPE_EXISTS

KRB5_RC_MALLOC

KRB5_RC_TYPE_NOTFOUND

-1765328228L

-1765328227L

-1765328226L

-1765328225L

-1765328224L

-1765328223L

Cannot contact any KDC for
requested realm (ZE:R = 1
7z L)V LD KDC I Hfi
TEEEA, )

FRABOO—T)VAINE
DMDREA

MERRENEK L L

V7L ADF vy ail
MY TITHRFSNTNE
_a—

V71D
Frviad—RTIN
DEDQAE)—2EI0 Y
THoNEEA

UTLADF vy 2R
AR TY

Kerberos v5 CIKEE
Ayt—o

d—Rr5LELTREND

KRODFEIZ, Kerberosvs TREI—R5 L TRHERINAY A TFT—REAYE—0U A

r&RLUET,

#B-9 Kerberosv5KfEI— R 5

A F—iREE 1& EC

KRB5_RC_UNKNOWN -1765328222L — 72 A 72 RC T
5_

KRB5_RC_REPLAY -1765328221L UL SNz
Awyt—

KRB5_RC_IO -1765328220L U7 LA DA FTEAEN
KLELE

KRB5_RC_NOIO -1765328219L U7LADF vy all
INIEFEFE MR RO IE S 2
A—hLEHA

KRB5_RC_PARSE -1765328218L U7LA1DOFvyvat
DN BL BT T —
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#B-9 Kerberosv5IRAEI— K5 =)

<A F—IREE & B

KRB5_RC_IO_EOF -1765328217L U7 DFvvaA
HATT7 71N O&DD
WCERELE L

KRB5_RC_IO_MALLOC -1765328216L U7LA1DFvyvaA

HAha—kFTINnLlEA
TU—ZEDHETHNE
Th

KRB5_RC_IO_PERM -1765328215L Permission denied in replay
cache code (FFFEfT
Frviad— RTTY
YT ZMENH D ETF A, )

KRB5_RC_IO_IO -1765328214L AT —) T LA
DOF ¥ vaAthh
I—RT)
KRB5_RC_IO_UNKNOWN -1765328213L — A7 AR 7 RC/AH
HLI—
KRB5_RC_IO_SPACE -1765328212L U T LA ORERERNT
LD DT AT NFEEN
RRELTWET
KRB5_TRANS_CANTOPEN -1765328211L VIV T 7 1 VDB
JEREA(ERIZ. BD
MO ERA)
KRB5_TRANS_BADFORMAT -1765328210L VIVLAEW T 7 1 IV DIE
WAV ST NG
KRB5_LNAME_CANTOPEN -1765328209L lname 25— & X—2Z
MBI ETA (=
2. RO FEHA)
KRB5_LNAME_NOTRANS -1765328208L FoRINZEERTHEAT
ZLEMMNEIELER A
KRB5_LNAME_BADFORMAT -1765328207L BT —H R—=A L
) OB AR#EY) T
KRB5_CRYPTO_INTERNAL -1765328206L W5 AT LANELTT —
KRB5_KT_BADNAME -1765328205L T — 7N AOH AN
BOTWET
KRB5_KT_UNKNOWN_TYPE -1765328204L B — TN ARHTT
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#B-9 Kerberosv5IRAEEI— R 5 (fe )

YA F—IREE & B
KRB5_KT_NOTFOUND -1765328203L Key table entry not found
HT—TN T FUNR
OMD EH A, )
KRB5_KT_END -1765328202L BT — T DD D IZH]
ELELE
KRB5_KT_NOWRITE -1765328201L feEani=#—7)c
EXADERA

Kerberosv5 CIREEO— K6 & L TREND
Avyvt—2

KDZFEIZ, Kerberosvs THREEI—R6 L TREINAYA ST —IREAY -0 R
FERLET,

#8-10 Kerberosv5 IREETI— R 6

YA F—IREE & B
KRB5_KT_IOERR -1765328200L BT — T I ADEEAHA
I —0F8ELEL
7z
KRB5_NO_TKT_IN_RLM -1765328199L BEREINELVIVLDOF
Ty RREODMD FHA
KRB5DES_BAD_KEYPAR -1765328198L DES#D/NY T 4 —VRK
BTT
KRB5DES_ WEAK_KEY -1765328197L DES #NF5WEE T
KRB5_BAD_ENCTYPE -1765328196L B SLENAETT
KRB5_BAD_KEYSIZE -1765328195L B A LR ER & A
e D FH A
KRB5_BAD_MSIZE -1765328194L A=Y A XN
(LR EH e D D 8
M
KRB5_CC_TYPE_EXISTS -1765328193L BERF v v 2N T
ICEBINTWET
KRB5_KT_TYPE_EXISTS -1765328192L T — TIVRIIN G TITR
I Tnkxd
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%8-10 Kerberosv5IREET— R 6

(#EE)

YA F—RE

&

B

KRB5_CC_IO

KRB5_FCC_PERM

KRB5_FCC_NOFILE

KRB5_FCC_INTERNAL

KRB5_CC_WRITE

KRB5_CC_NOMEM

KRB5_CC_FORMAT

KRB5_INVALID_FLAGS

KRB5_NO_2ND_TKT

KRB5_NOCREDS_SUPPLIED

KRB5_SENDAUTH_BADAUTHVERS

KRB5_SENDAUTH_BADAPPLVERS

KRB5_SENDAUTH_BADRESPONSE

-1765328191L

-1765328190L

-1765328189L

-1765328188L

-1765328187L

-1765328186L

-1765328185L

-1765328184L

-1765328183L

-1765328182L

-1765328181L

-1765328180L

-1765328179L

ERF v v 2 a A
R EBLELZ

Credentials cache file
permissions incorrect (&%
Fyrwiadr1IOY
I ZHMEMELLS HD E
Hh. )

No credentials cache file
found (&%
FyrvwiaTdr AV
DM EHEA, )

R A 1% v
FrviaILo—

BExFrviazyraAIb
DEZABHFIZT T —I
FAELELE

BfgFvrvyrad—RT
NP EAEY—ZED
HTHENERA

FiHs v S 2 DR
RETT

KDCH 7' a > DflAs
OENESTT (RIS
AT7I7ULT—)

FERIC2EFEHOF 7w b
MEESNTWEREA

FATIVIN—F UICE
BhfftEn ThEEA

273 sendauth
N—2a ke ng
L7z,

sendauth [T & > TEF S
N7 7V r—a>o
N—=2a VIARTY
sendauth D3 HEH D JRE
HRRTY
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%8-10 Kerberosv5IREET— R 6 (Fix)

T A F—IKRE & BER

KRB5_SENDAUTH_REJECTED -1765328178L sendauth DA
H—N—NFRRE Z A L
FLz

Kerberosv5 CIREEO—RK7&E LU TREND
AvyvE—2

KDZFEIZ, Kerberosvs THREEI—R7ELTREINAYA ST —IREAY -0 X
FERLET,

#8-11 Kerberosv5 IREEI— R 7

<A F—IREE & B
KRB5_PREAUTH_BAD_TYPE -1765328177L FRRRAE AN Y R— b &
NTWEEAL
KRB5_PREAUTH_NO_KEY -1765328176L PR S Nz EATRAESE
BEEINTHERA
KRB5_PREAUTH_FAILED -1765328175L HRIBAENRBM L £ L7
(—RH)ZT 5 —)
KRB5_RCACHE_BADVNO -1765328174L VT ADFvrvad

ERDON—2 3 &SN
PFAR—hINTWERA

KRB5_CCACHE_BADVNO -1765328173L BT v v aDBAD
IN— 3 P EBEINY
F—REINTWLERTA

KRB5_KEYTAB_BADVNO -1765328172L #T— T I DRRD
IN—2 a »FEENY
R—=hEINTWERA

KRB5_PROG_ATYPE_NOSUPP -1765328171L T LMY R AR
ZHR—RLTWERA

KRB5_RC_REQUIRED -1765328170L Awt—UHEEREICIE
rcache /N T A —4 )NWAEE
T9,

KRB5_ERR_BAD_HOSTNAME -1765328169L KA NG EEREETEE
Ry
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%B-11 Kerberosv5IREEI— K 7 )

A F—iktE fi&

B

KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L

KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L

KRB5KRB_AP_ERR_V4_REPLY -1765328166L

KRB5_REALM_CANT_RESOLVE -1765328165L

KRB5_TKT_NOT_FORWARDABLE -1765328164L

KRB5_FWD_BAD_PRINCIPAL -1765328163L

KRB5_GET_IN_TKT_LOOP -1765328162L

KRB5_CONFIG_NODEFREALM -1765328161L

KRB5_SAM_UNSUPPORTED -1765328160L

KRB5_KT_NAME_TOOLONG -1765328159L

KRB5_KT_KVNONOTFOUND -1765328158L

KRB5_CONF_NOT_CONFIGURED -1765328157L

Cannot determine realm for
host ((RA NHD LIV A%
PRETEET . )

AR BT BT —E X
EERANOEENERIN
TWEEA

Ty N OIREN
Version4 D LT —%Z7RL
TWET

Cannot resolve KDC for
requested realm (FE>R = 1
72 LV IND KDC Z itk
TEExtA, )

FERLTWAF 7y g
IR RE/R T 7y b2
"TEEEA

(EHs DI E (kA7
RETE

Looping detected inside
krb5_get_in_tkt
(krb5_get_in_tkt NI T
V=TS nEL
7ze )

K7 7 1)
/etc/krb5/krb5. conf 23T
THIVEDUVIVLAERE
LTWhxtA

obtain_sam_padata {Z &%)
IRSAM 7 U MNH 0 %
ER

WY THNETEET

Key version number for
principal in key table is
incorrect (B 5— 7 )LD F
RKOBN—2 3 > BFN
ELS<HDFREA. )

Kerberos #§5% 7 7 1 )b
/etc/krb5/krb5. conf AV
RENTHWEREAL
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Kerberos v5 {RBE O — N

%8-11 Kerberosv5IREED— R 7 (=)
<A F—IREE & B

ERROR_TABLE_BASE_krb5 -1765328384L default
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¢ o0 & ¢

OID MIEE

TE5721F GSS-API R T 2T 7 )V F D QOP B UMM 2 L T 723 1y,
70 X— D [GSS-API D OID] ZZMLTLEZI W, 2L, oD EHTOID
ZIETHNEND DLEENH D ET, ZOFERTIE, OID ZIEET 5 HEIZDN
THBHLET,

ZDOEONBITROEBD T,

s 261 X—TD [OIDENEEND T 7 1))
m 263 R—TD [HEHE OID DAEEE
n 265 R—TD [F7 )L MU DOHERE D FRE

ODENESEND 771 I

GSS-API Tld, HHEE QOP Z AW Fi 2 A TERTHIENTEET . Oracle
Solaris > A7 INTld. /etc/gss/mech & /etc/gss/qop D2 DD T 71 IVIZ, EHTE
HHEREE QOPIZDWVWTDIBMNEENTVNET, ZD2DDT7 7 AIANDT T A
MEINTR WG S, DY =AM S XFHN TN 2R T 208 NH D £d, €D
BEHE® QOP FHIZABIS N T WA A ¥ —% v MEHEIZ, ZOBEMIZHE> TWE
ER

/etc/gss/mech 7 7 1 )L

/etc/gss/mech 7 7 LIV, HHTESHEOU A RDEENTNE
T, /etc/gss/mech IZ1d. HEEADBEET IV T v Xy FOWH DR THRMINT
WET, /etc/gss/mech DEITIE. KROEXTHRINTVET,

HHE 44 (ASCIT SCF51))

RS D OID

FOMREIC Lo TIRESIND Y —EXZ2RET I 00T 1T T
Y—ERAEEETEEDDON—FINED 2=V (AT a )
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ODENEEND T 7 A

Example C-1 {2, #l C-1 77 1 IV DHlZERL £,

#lc-1 Jetc/gss/mech 7 7 1)l
#

# Copyright (c) 2005, 2011, Oracle and/or its affiliates. All rights reserved.
#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,

# the associated object identifiers (OID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module
[Options]

#

kerberos v5 1.2.840.113554.1.2.2 mech krb5.so kmech krb5
spnego 1.3.6.1.5.5.2 mech_spnego.so.l [msinterop]

diffie hellman_640_0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1
diffie hellman_ 1024 0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

letc/gss/qop 7 7 A )L

/etc/gss/qop 7 7 T IVICIE, BASINZTXRTOEBERIC, SEENTR—KT 5
TARTODQOP A, ASCI XFHNEZIUTHINT % 32 B MEROW G THRMINE
9, RIT. setc/gss/qop 7 7 AIVDHIERL £T,

filc-2 /etc/gss/qop 7 7 1)V

#

# Copyright (c) 2000, by Sun Microsystems, Inc.

# ALl rights reserved.

#

#ident "@(#)qop 1.3 00/11/09 SMI"

#

# This file contains information about the GSS-API based quality of
# protection (QOP), its string name and its value (32-bit integer).

#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5_INTEG_C_QOP_DES_MD5 0 kerberos_v5
GSS_KRB5 CONF_C_QOP_DES 0 kerberos v5
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HHE OID DIBEE

gss_str_to_oid() Bi%L

[H)N—2a > @D GSS-API & D AL EHMED =D, T DEED GSS-API I
gss_str to oid() BAEZYR—KML ET ., gss str to oid() I&. HEFE /=13 QOoP %
RIXLFHNZOIDICEH L 9, ZOXFINT, BEELIIHEOEESTHNE
WEH A

A EE-T 7)) b O E QOP E TS T LM< RS T B 7
. gss str to oid(). gss oid to str(). BXWNgss release oid() ZHHR—KL
TV GSS-APIDFEESH H D FT,

B 2RI CFINL, 7TV —2a  ATN—RIO—RMET 52 &

H, I—P—ANDNSEETSZEBAEETT. LML, BT LHTRTD
GSS-API DEZN gss_str to oid() B Z TR — ML TWHDITTIEARWED, 7
TV —2a I ZOBEBICKETRETIEH D EH A,

A ZRTEMEICIE, 2 D0RBRLEAZIEETEET. 1DI1d{1234}3 TH

D, GSS-APH{EARIC K> TIERICRO SN TNET, ©51D1F1.2.3.4T, T65
DOEMESHEHINTOETN, EABEERATEIHD FH A, gss str_to oid()
IO E L TRIOERZHFRFLET, LEN->T, 2BHOEXZMHL T
WBEEIL. gss str to oid() ZMENHTRIIC 1 HH OB RICEHRT 5040813 H D £
9, gss str to oid() DHFNTDNTIE, HIC-3ZEZSMML T ZIW, HEENEGR)T
72N E . gss str to oid() /£ 6SS S BAD MECH ZRR L £7,

gss_str to oid() |Z GSS-API T — ¥ FHIKZHI D Y TH7=0, #TRITIE, DM T
5172 OID % gss_release oid() BAEUTHIFR T 246 NH D X9, gss str_to oid()
E[EAKIZ. gss release oid() B —RMICHHR—FSINTVHEKTIIHD £

ho LIzio> T, BHEMEZRKBICLZWT OV T AT OBEBICEKETRETIE
HOEH A,

B OID DIEE

gss str to oid() IIFICHHATEZDIF TIIR W=D, BEEZHXTRINT 5 5L
MNENTBNSDNHDET, 1D, HHEOID ZFETHEL., TOMMZEH
TEHEBOERE LT L HETT. O 1D, HHTE H2HIBOEE Z G
LT, TOHN51D%BIRT 2 HIETT,

KiZ. gss oID B X ERL T,

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss OID desc, *gss OID;
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HHE OID DL

264

Z DIEEARD elements 7 4 —)V Rid. gss 0ID D D BERTLV L dA—F 4 > 7D
fEDFS D ASN.IBER L2 O —TF 4 I DBMEINTWB ST T v N XUFFN D HA]
DNA NatE LU ET, length 7 4 —I)V RITIE, ZOEDNA MM INTNE
o & A DASSX.509 iBFEHERE I IN T S gss_0ID DG length 7 4 — )L R
137 T, elements 7 4 —)l RIS X T [53,14,2,207,163,7,5) E/25HEZEEL E
ER

FEHS OID ZHE3E 95 1 DD LEIL. gss 0IDZE S L. RICEOEZRZFE THIHL
LT, TOHBEZRITIDICLET, ARDEBD. elements flIZ/N— K 31— R{ET
52D, ENSHIETAIED, A—Y—NANTEHIEHTEET, ZOHE
1. gss_str to oid() ZHFHT ALV HFELNND EITN, RCERNESNE

KR

KIZ, FEITHE Lz gss 01D %, I TEAMBOESG KL ET, FHTES
FEHE DAL, gss_indicate mechs() E7z1d gss_inquire mechs for name() DBEIEN
SRINEZHDTY, FEITHELHEE OID 2, fHHTZ52HEBOESDHITH
ETHMNEDINEHTRDITIL, gss test oid set member() BIEZMHL £
gss_test oid set member() LT —ZRIRXMo7HE. FEITHZELZ OID X
GSS-API h I > U/ a VHOMME L THEATEXY,

OID ZFH THHE T B8 DIZ. gss indicate mechs() E£7/21T
gss_inquire mechs for name() ZfHAT 5 &, A TE 2HHED gss 01D set Z HUfS
TEE9, RKIT. gss 0ID set DI ERL LT,

typedef struct gss OID set desc struct {
OM_uint32 length;
void *elements;

} gss OID set desc, *gss OID set;

elements [IHREZ KT gss_OID T, 77U —aid, SEEEZMITL. £h
TNOEMERZFZRTEET, I3 0EREZMHFAL THELRINTEE
T RIZ, TTUT—a @R U 72 gss 01D set D)7 A > )\N—I1T7
HEDICHELET., T, HEITLIERMEFEHTEZA2HEO A 2K T 52
EHTEET,

createMechOid() B9%4

ZORKIE, EeEMT DI ZICERINTVWET, @HIX. 655 C NULL 0ID
WL THRESINDT 74N OB ZEZFERATA2LOICL T EI N,

#lc-3 createMechOid() BE%X

gss OID createMechOid(const char *mechStr)

{
gss buffer desc mechDesc;
gss _OID mechOid;
OM uint32 minor;
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T 7 AV N ESOEEDIEE

il c-3

createMechOid() BE%X FE)

if (mechStr == NULL)
return (GSS C NULL 0ID);

mechDesc.length = strlen(mechStr);
mechDesc.value = (void *) mechStr;

if (gss str to oid(&minor, &mechDesc, &mechOid) !
= GSS_S COMPLETE) {

fprintf(stderr, "Invalid mechanism oid specified <%s>"

mechStr);
return (GSS_C NULL OID);
}

return (mech0Oid);

T 7 AV FUSDOBBEDIEE

parse oid() X, AN RITTHRESIN/=tF U T — KWL EHIHMEDOH 5 OID
AL 7,

filc-4 parse_oid() BE%X

stat
{

142

ic void parse oid(char *mechanism, gss OID *oid)

char *mechstr = 0, *cp;
gss_buffer desc tok;
OM_uint32 maj_stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n");
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*ep=" 0
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj stat != GSS S COMPLETE) {
display status("str to oid", maj stat, min stat);
return;
}
if (mechstr)
free(mechstr);

C-ODDIE
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¢ o0 & D

SASLY —X O — R4

Z DRI, 148 R— D [SASL OF] IZFEE SNz — A 3 — REINID 51
TWET, ZOfEIE. KOLOBHINSGHEREINTWET,

m 267 RX—TD [SASLYZ T4 7 > SOl
n 275 X—TD [SASL Y —/N—D4Hi]]
m 284 R—TD [FHFEOI— R

SASLU =4 7 > Dl

KOIA—RY Z MiE, 148 X—2 D [SASL D] IZiEd#HESNTWB 5147 > D
Fl MRl L TVWET,

E-ZDYV—AO—RFNL, Orade ¥ > O0— Ry —N5F T 0—-R§T5IE
HH[EETY ., http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

#pragma ident "@(#)client.c 1.4 03/04/07 SMI"

/* $Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*

Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this 1list of conditions and the following disclaimer.

*
*
*
*
*
*
*
*
*
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the
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268

distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ECE S S S G S G G G R S R D R G S R R R

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK */

#include <assert.h>

#include <sasl.h>

#include "common.h"

/* remove \r\n at end of the line */

static void chop(char *s)

{

char *p;
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}

assert(s);

p =s + strlen(s) - 1;

if (p[o] == "\n") {

*p-- = "\0’";

}

if (p >= s && p[0] == '\r’) {
*p-- = "\0’";

}

static int getrealm(void *context attribute ((unused)),

}

int id,
const char **availrealms,
const char **result)

static char buf[1024];

/* Double-check the ID */
if (id !'= SASL CB GETREALM) return SASL BADPARAM;
if (!result) return SASL BADPARAM;

printf("please choose a realm (available:");
while (*availrealms) {

printf(" %s", *availrealms);

availrealms++;

}

printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;

return SASL OK;

static int simple(void *context attribute ((unused)),

int id,
const char **result,
unsigned *1en)

static char buf[1024];

/* Double-check the connection */
if (! result)
return SASL BADPARAM;

switch (id) {

case SASL CB_USER:

printf("please enter an authorization id: ");
break;

case SASL CB_AUTHNAME:

printf("please enter an authentication id: ");
break;

default:

return SASL BADPARAM;

}

fgets(buf, sizeof buf, stdin);
chop(buf);
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*result = buf;
if (len) *1len = strlen(buf);

return SASL OK;
}

#ifndef HAVE GETPASSPHRASE
static char *
getpassphrase(const char *prompt)

return getpass(prompt);

¥
#endif /* ! HAVE GETPASSPHRASE */

static int

getsecret(sasl conn t *conn,
void *context __attribute__((unused)),
int id,
sasl secret t **psecret)

char *password;
size t len;
static sasl secret t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL CB PASS)
return SASL BADPARAM;

password = getpassphrase("Password: ");
if (! password)
return SASL FAIL;

len = strlen(password);
X = (sasl secret t *) realloc(x, sizeof(sasl secret t) + len);

if (!'x) {

memset (password, 0, len);
return SASL NOMEM;

}

x->len = len;
#ifdef SUN SDK

strcpy((char *)x->data, password);
#else

strcpy(x->data, password);
#endif /* SUN SDK */

memset (password, 0, len);

*psecret = x;
return SASL OK;
}

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL PATH");

if (*path == NULL)
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}

*path = PLUGINDIR;

return SASL OK;

/* callbacks we support */
static sasl callback t callbacks[] = {

+;

¥
¥

SASL _CB_GETREALM, &getrealm, NULL

SASL CB USER, &simple, NULL

It
SASL_CB_AUTHNAME, &simple, NULL

oo
SASL CB_PASS, &getsecret, NULL

¥
¥
¥

SASL_CB_GETPATH, &getpath, NULL

It
SASL_CB_LIST END, NULL, NULL

int getconn(const char *host, const char *port)

{

}

struct addrinfo hints, *ai, *r;
int err, sock = -1;

memset (&hints, @, sizeof(hints));
hints.ai family = PF_UNSPEC;
hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));
exit (EX UNAVAILABLE);

}

for (r = ai; r; r = r->ai next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai addrlen) >= 0)
break;
close(sock);
sock = -1;

}

freeaddrinfo(ai);

if (sock < @) {
perror("connect");
exit (EX UNAVAILABLE);
}

return sock;

char *mech;

int mysasl negotiate(FILE *in, FILE *out, sasl conn_t *conn)

{
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char buf[8192];

const char *data;

const char *chosenmech;
#ifdef SUN SDK_

unsigned len;

#else
int len;

#endif /* SUN SDK */
int r, c;

/* get the capability list */

dprintf (0, "receiving capability list... ");
len = recv string(in, buf, sizeof buf);
dprintf (0, "%s\n", buf);

if (mech) {

/* make sure that ’'mech’ appears in ’'buf’ */

if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech ’%s’\n", mech);
return -1;

}

} else {

mech = buf;

}

r = sasl client start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL OK && r != SASL CONTINUE) {

saslerr(r, "starting SASL negotiation")

printf("\n%s\n", sasl errdetail(conn));

return -1;

}
dprintf(1, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send string(out, chosenmech, strlen(chosenmech));

if(data) {

send string(out, "Y', 1);

send string(out, data, len);

} else {

send_string(out, "N, 1);

}

for (;;) {
dprintf(2, "waiting for server reply...\n")

c = fgetc(in);
switch (c) {
case '0":

goto done ok;

case 'N":
goto done no;

case 'C’: /* continue authentication */
break;
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default:
printf("bad protocol from server (%c %x)\n", c, c¢);
return -1;

}

len = recv_string(in, buf, sizeof buf);

r = sasl client step(conn, buf, len, NULL, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
}
if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);
} else {
dprintf(2, "sending null response...\n");
send_string(out, ", 0);
}
}
done ok:
printf("successful authentication\n");
return 0;
done no:
printf("authentication failed\n")
return -1;

}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);
#else

fprintf(stderr, "usage: client [-p port] [-s service] \

[-m mech] host\n")

#endif /* SUN SDK_ */

exit (EX USAGE);

}
int main(int argc, char *argv[])
{
int c;
char *host = "localhost"
char *port = "12345";

char localaddr[NI_MAXHOST + NI MAXSERV],
remoteaddr[NI_MAXHOST + NI MAXSERV];

char *service = "rcmd"
char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];
int r;

sasl _conn_t *conn;
FILE *in, *out;
int fd;

f18%D « SASLY — R 01— R4l 273



SASLY A4 7 > Dl

int salen;
struct sockaddr storage local ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p':

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

if (optind > argc - 1) {
#ifdef SUN SDK
usage(argv([0]);
#else
usage();
#endif /* SUN SDK */

if (optind == argc - 1) {
host = argv[optind];

/* initialize the sasl library */
r = sasl client init(callbacks);
if (r != SASL OK) saslfail(r, "initializing libsasl")

/* connect to remote server */
fd = getconn(host, port);

/* set ip addresses */

salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");

}

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);
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salen = sizeof(remote ip);

if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),

#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif

snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

/* client new connection */

r = sasl _client new(service, host, localaddr, remoteaddr, NULL,

0, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w');

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {

/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

sasl done();

return 0;
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#pragma ident "@(#)server.c 1.3 03/04/07 SMI"
/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this 1list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ECE S S R SR S G SR S S R G O R G O G R D R S U S o G N R R R SR

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>
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#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK_ */

#include <sasl.h>
#include "common.h"

#if !defined (IPV6 BINDV6ONLY) && defined(IN6P_IPV6 V6ONLY)
#define IPV6 BINDV6ONLY IN6P BINDVG6ONLY

#endif

#if !defined(IPV6 V6ONLY) && defined(IPV6 BINDV6ONLY)
#define IPV6 V6ONLY IPV6 BINDV6ONLY

#endif
#ifndef IPV6 BINDV6ONLY
#undef IPV6 VG6ONLY
#endif

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL_PATH")
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */
static sasl callback t callbacks[] = {

SASL_CB_GETPATH, &getpath, NULL
¥

}

SASL_CB_LIST END, NULL, NULL
+

/* create a socket listening on port ’port’ */
/* if af is PF_UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */
int *listensock(const char *port, const int af)
{
struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;
const int on = 1;

memset (&hints, @, sizeof(hints));

hints.ai flags = AI PASSIVE;
hints.ai family = af;
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hints.ai_socktype = SOCK_STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "ss\n", gai strerror(err));
exit (EX USAGE);

}

/* Count max number of sockets we can open */
for (maxs = 0, r = ai; r; r = r->ai _next, maxs++)

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n")
freeaddrinfo(ai);

exit (EX OSERR);

}

socks[0] = 0; /* num of sockets counter at start of array */
sock = socks + 1;
for (r = ai; r; r = r->ai next) {
fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai_socktype,
r->ai protocol);
*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (*sock < 0) {
perror("socket");
continue;

}
if (setsockopt(*sock, SOL SOCKET, SO REUSEADDR,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (SO REUSEADDR)");
close(*sock);
continue;
}
#if defined(IPV6 VG6ONLY) && !(defined( FreeBSD ) && FreeBSD < 3)
if (r->ai family == AF INET6) {
if (setsockopt(*sock, IPPROTO IPV6, IPV6 BINDVGONLY,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (IPV6 BINDVGONLY)");

close(*sock);
continue;
}
}
#endif

if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");
close(*sock);
continue;

}

if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);
continue;

}

socks[0]++;
sock++;

}
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freeaddrinfo(ai);

if (socks[0] == 0) {
fprintf(stderr, "Couldn’t bind to any socket\n")
free(socks);

exit (EX OSERR);

}

return socks;

}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK_ */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mechl\n", s);
#else

fprintf(stderr, "usage: server [-p port] [-s service] [-m mech]\n")
#endif /* SUN SDK  */

exit (EX USAGE);
}

/* Globals are used here, but local variables are preferred */
char *mech;

/* do the sasl negotiation; return -1 if it fails */
int mysasl negotiate(FILE *in, FILE *out, sasl conn t *conn)
{

char buf[8192];

char chosenmech[128];

const char *data;
#ifdef SUN SDK

unsigned len;
#else

int len;
#endif /* SUN SDK */

int r = SASL FAIL;

const char *userid;

/* generate the capability list */

if (mech) {

dprintf(2, "forcing use of mechanism %s\n", mech);
data = strdup(mech);

} else {

int count;

dprintf(1, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,

&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");
dprintf(1, "sd mechanisms\n", count);

/* send capability list to client */
send string(out, data, len);
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dprintf(1, "waiting for client mechanism...\n")

len = recv_string(in, chosenmech, sizeof chosenmech);
if (len <= 0) {

printf("client didn’t choose mechanism\n")

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

if (mech && strcasecmp(mech, chosenmech)) {
printf("client didn’t choose mandatory mechanism\n")
fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

len = recv string(in, buf, sizeof(buf));

if(len !'= 1) {

saslerr(r, "didn’t receive first-send parameter correctly")
fputc(’'N’, out);

fflush(out);

return -1;

}

if(buf[0] == 'Y") {
/* receive initial response (if any) */
len = recv string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl server start(conn, chosenmech, buf, len,
&data, &len);
} else {
r = sasl _server_start(conn, chosenmech, NULL, 0,
&data, &len);
}

if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "starting SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

while (r == SASL CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n", len);
fputc(’'C’, out); /* send CONTINUE to client */
send _string(out, data, len);

} else {
dprintf(2, "sending null response...\n")
fputc(’'C’, out); /* send CONTINUE to client */
send string(out, ", 0);

}

dprintf(1, "waiting for client reply...\n")
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n")

return -1;
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}

r = sasl server step(conn, buf, len, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
fputc(’'N’, out); /* send NO to client */
fflush(out);
return -1;

}
}

if (r 1= SASL OK) {

saslerr(r, "incorrect authentication")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

fputc(’0’, out); /* send OK to client */
fflush(out);
dprintf(1, "negotiation complete\n")

r = sasl getprop(conn, SASL USERNAME, (const void **) &userid);
printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argv[])

int c;

char *port = "12345";
char *service = "rcmd"
int *1, maxfd=0;

int r, i;

sasl conn_t *conn;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p’:

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}

f18%D « SASLY — R 01— R4l 281



SASL Y —/N— D4l

}

/* initialize the sasl library */
r = sasl_server init(callbacks, "sample");
if (r !'= SASL OK) saslfail(r, "initializing libsasl")

/* get a listening socket */

if ((1 = listensock(port, PF UNSPEC)) == NULL) {
saslfail(SASL FAIL, "allocating listensock");

}

for (i =1; i <= 1[0]; i++) {
if (1[i] > maxfd)
maxfd = 1[i];
}

for (;;) {

char localaddr[NI MAXHOST | NI MAXSERV],
remoteaddr[NI MAXHOST | NI MAXSERV];

char myhostname[1024+1];

char hbuf[NI MAXHOST], pbuf[NI MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd set readfds;

FD ZERO(&readfds);
for (i =1; 1 <= 1[0]; i++)
FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ && errno != EINTR)
perror("select");
continue;

for (i =1; 1 <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(1[i], NULL, NULL);
break;

}

if (fd < 0) {
if (errno != EINTR)
perror("accept");
continue;

}
printf("accepted new connection\n")

/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0)
perror("getsockname");
}
getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
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#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI _NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);
if(r == -1) saslfail(r, "getting hostname");

r = sasl_server new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);
if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r’);

out = fdopen(fd, "w');

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

}

sasl done();
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#pragma ident "@(#) common.c 1.1 03/03/28 SMI"

/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*

Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
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*
~

#include <config.h>

#include <stdio.h>
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#include <ctype.h>
#include <stdarg.h>
#ifdef _SUN_SDK
#include <sysexits.h>
#endif /* _SUN_SDK_ */

#include <sasl.h>
/* send/recv library for IMAP4 style literals.
really not important; just one way of doing length coded strings */

int send string(FILE *f, const char *s, int 1)

{

int al;

al = fprintf(f, "{sd}\r\n", 1);
fwrite(s, 1, 1, f);
fflush(f);

printf("send: {%d}\n", 1);

while (l1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

S++;
}
printf("\n");

return al;

int recv_string(FILE *f, char *buf, int buflen)

int c;
int len, 1;
char *s;

c = fgetc(f);
if (c !'= "{’") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);
if (c !'= "}") return -1;
c = fgetc(f);
if (c !'= '\r’) return -1;
c = fgetc(f);
if (c !'= '\n’) return -1;

/* read string */
if (buflen <= len) {
fread(buf, buflen - 1, 1, f);
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buf[buflen - 1] = '\0’;

/* discard oversized string */
len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);
buf[len] = "\0’;

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

}
S++;

printf("\n");

return len;

int debuglevel = 0;
int dprintf(int lvl, const char *fmt, ...)

va_list ap;
int ret = 0;

if (debuglevel >= lvl) {

va start(ap, fmt);

ret = vfprintf(stdout, fmt, ap);
va_end(ap);

return ret;

}

void saslerr(int why, const char *what)

fprintf(stderr, "%s: %s', what, sasl errstring(why, NULL, NULL));
}
void saslfail(int why, const char *what)
{
saslerr(why, what);
exit (EX TEMPFAIL);
}
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