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sampleBEFﬁf%F?ﬁiﬂ:SolarisStudioSampleApplications Eiﬁ%?@CodeAnalyzerﬁzﬁﬁﬁiquo
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main.c
previse 1l.c
previse all.c
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S A DAGE RS 2 M s T B SE FLrb—Fofr o e 8 = e S Y A 0

W SN R R ARSI IR AR

{5 -xanalyze=code 4 1 as e T A Bk — EHISCPRR . Gideas 2 B B R HUER SR DO R B AR T
TR {E H R binary_name.analyze H¥M static FHERH - AR GiFak IR SR 38
S, 5% %BEWWW%Mﬁﬂﬁi”

1. TERE sample H XM, BT A LL T ARRA BN FHFEFT -

cc -xanalyze=code *.c

FSENR IR S A sample H #H a.out.analyze H ¥ static THFEH -
2. FIHAREE 3 #rds GUI LLE B4

code-analyzer a.out &

3. BRI 2T 38 GUL. "Results” (£5%) PREEHI2 ongai W) 1A & SRR EH (RS [R]
Ao "Results” (£55R) FRETHARHY A R AL T+ =4 H?*,uﬁﬂitﬂ%;

| Resuks x| sl» [=]{o]

|Showing 12 Issues Show; Ignored
@ DFM Double Freeing Memory: i VI .:

texportfhome licode-analyzer/sample/previse_all.c:20
17: Ilbdlbdlbdlédlédlédd-m free Br!Dribdi.di.di.db.db.di‘f
i8: woid test_fur_iouhl.efzeuul
id: char * x = malloc{d)
2@ free(x) ;
21: f* <hbug double-frees &f free(x) [ </bug> *f; j* BAD *f

@ INF Infinite Empty Loop:

T fAERSSEREARSEREARERRInTinite Loop SErOCtesstasAsstREANe )
25: woid Lest for infileep ()

26: |
27 while (1) {
28 ]

@ NUL Mull Painter Dereference, Leaky Pointer Check: *{{{long *)0})
wpart home 1 /code- Brfs revise all.c:64
61: char * gp:
62: int test Tor mulld {int etl)
631 |
G4:  *{lengj0 = 0:
65:  *{int #)0 = Ox123I45678;

B NUL Null Pointer Dereference, Leaky Pointer Check: *(((int *)0))
fexportfhomel/code-analyzersample/previse_all.c:65
62: int test_for_mulld {int ctl)

63: |

[TH *{long*j0 = 0;

65!  *[IRt *)0 = Ox12I4I6TE;
66 char *p = qp

@ NUL Mull Pointer Dereference, Leaky Pointer Check: *({(int *)0))
texport/homelicode-analyzerfsample/previse_all c:72
(1 H pEintf [ "Rcin', *pj;

70: it (e}

Tm: printf (*&pin”, #pj;

121 return [ *({velatile int *)0});
73: }

.2, MFR Missing Function Returm:

1: f* Copyright (o} 2010, Oracle andfor its affilistes. All rights reserved.
2: #f

d: dmk £1(){}

5: woid foa{){}

2, UMR Uninitialized Memory Read: |

79 else ( 3 = 1: }
B1: if (k2) { 3 = 0: }
82: else [ i = 4; } | s

4. XFEAAR AR SR R L %P R IR SRR AR 44 DR AZ SR R s o ok
TR THIARS A B -
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5. HHEERKE M@ ("Double Freeing Memory" (WEFEMIAT) fHix) WELZER. HHE
HIREE @ o IRET R RS AR R . P R R -

& DFM Double Fresing Mermory: i W )
fesparthome Licode analyzersampleprevise all.c:20 M
1T: jecersssssssrasntsdoghle free sErors
18! wold cear_for doublsfresi)i
18! char * x = mallacid4):

201 rreein| !
L1 #% <bug double-freex &f free(x) /* </bugx> */; /% BAD *f
®Stacktrace
= [ Error Path
% test_for_doublefree =& previse o
W test_for_doublefree o o

6. TWIEE. fTUPMERERES. WA EAEIRN @ Bl — . RPEERF KRG .

i - i "Results" (255 ) PREETESH "Reviewed" (ELEHF ) 241 CSE - ak w3 0]
(IR o PO B o I b H T B R ik [P 7 o

7. FHTER IR AR AR HIHERRERES -

8. M{E. #FHHAH— "Unitialized Memory Read" (BEHURWIIALIIAE) B . BliZ&HEIR
O DUFTTFHERRBRER o 151ERE. BLIRDBIAY SRS T A & BRSO 22 % T "Double Freeing
Memory" (BN ) (RIS IRESAZAT A SRR ERM « Wi s — D EORA - HRREET
TRIRSCHE, I HRH BoRZ I - SRR R ER TS T ) "Details Window" (1415 B &
M) He
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| Results "lf;]pmvise_all.: J‘l « »[=][D
% B RE-E aesR au oa@

EL char * gp:

E2 ine test_io:_nulLd jine exl)

&3] ¢

o mAlong?

@ —LAN EAEINBETEE

EE char *p = gp:

E7 it (eoel)

EB p o= 0

® printf (“Nckn®, *pjg

70 it g

71 printf (“Vpim*, *pl;

B Esturn |*{(velacile int ")0)):

o3|l )

Ta

75 .

TE[] int cesc_for_umr (int bhl, int B3 | L

77 ine 1, 3;

T At (B} [ 3 = 0: )

T8 elae { 3 = 1: )

(1]

Bl if b2 [ 3 =0:)

B elae [ i = 47 )

23

@ ceturn & + 37

BS ¥

BE

a7

BB [C] struct tEE |

BE int ar L:

50 int b 1;

al b

L

&3 void test for umcbitop(woid)

#all

g5 struct ttt £}

SE expern woid foo (SLEUCE ELC *1: 1%
Detads window : : ¥
0 135ue UMR Unindialized Mamory Read |
Stacktrace
= [ Error Path

L7 test_for_umr st previse_all o7
0 test_for_umr st pravise_al

D rest_for_umr ol |

0 vest_for_umr at previse all

7] test_for_umr =t previse_all.cove
k7] test_for_umr o oreoce =

W o BRI A2 TP A e B F DU B IR AR B S B R A E .

0. BHEFEHX UMREHREMME S H, % ¥ SRR M nfor ((58) f2kl @ . mepl
P gs R T EREAAIREAR . R EE RSB AT RERY R A

10. KIS A ds GUI -

WS BRASATFER R

Toe AR 7RISR, AT DGR - RIRLE T T R R R B NV R - AR E
15 H Discover #aill B FIFE - 28 J5 1217 N AR - R BN B N7 T MR IR IR . 162 AR 13 1T
PR BRIV R[] -

1. 1E sample HH1, (] -g XA AL BIRIFIRRFE o el n] A2 RIS R N BECiE 7 A as
AJ DL R B AN E S R AT S5 S -

cc -g *.c
2. ASBEFRIE R B — IS R T B 7 o5 B T PR A (e P — e R SR B A -
cp a.out a.out.save
3. f# H Discover ¥l — i il ST -
discover -a a.out
4. B TR g — 3t RS DA S B A A UG (R0 858 -
./a.out
BN R REE R 95 A sample H XM a.out.analyze H 3 dynamic +HFH -
5. FIHFAE M e GUI LB B4

code-analyzer a.out &
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| Asults *|

'Showsng 15 Issues

@ DFM Double Freeing Mamary: [ ] .;
{exportihorme Licode- analyzersampleprevise allc:20

17: fessensenwenweawenngophle fres erportUtiNEANEsNEaNEaNEan)

18: wold teat_fTor_deubletree ()l

18 char * ® = mallocid):
20: free(xl;
Zi: /% <hug double-free> */ freeix) /* </bug> */: /% BaD %/

& INF Infinite Emply Loop:
lexportiho

2ld: Jedwdddbidbidbidbidddinfinite Loop errartédbdidddddibdin)
2%5: woid teli_fcr_incﬁ_'l.ucp 3]

26: {
27: while (1} {
28: 1]

& NUL Null Pointer Dereference, Leaky Pointer Check: *{({long *)0))
61: char * gp:
62: int test_for_nmlld {int ctl)
63: [
(T H *{long*)D = 0;
65:  A(int *)0 = Ox12345678;

& NUL Null Painter Dereference, Leaky Pointer Check: *{({int =)0})

ERPO code-a & efprevise_all.c:
62: int test for nulld {int ctl)
63:

(T H *{leng*)0 = O;
63: 4(int #)0 = Ox123I45678;
L1 H char *p = gp:

@ NUL Null Pointer Dereference, Leaky Pointer Checla *(((int =)0))
[exportihome Lcode-analyzer/sample/previse_all.c; 72
(1 H printf | “%cin®, épj;
To: if (p)

Ti: printf (“wpin®, 4pj:
72:  return {*{{velatile int #)0}):
73: }
& UMR Uninitialized Memory Read: at address 50008 (4 bytes) on the heap
M| = r 5 -

6 Binclude <stdlib, he

8: wold add 0_1_put_in_Z{int *p)
9

10: ®B(?] = B[0] + BI1]:

11: )

@ UMR Uninitialized Memory Read: at address (ibleef8 (4 bytes) on the stack

{exportihomel/code-analyzer/sample/sampled.c:11
T: Binclude <stdlib . h>
9; int uninitialized local 1{inkt #*p} L

6. "Results’ (£553%) PREHAERIIN Borif SR DS AAE S - (R IR A T S ER ] S A
AUEERS ARSI (KEE ) DRENFET R (R&E) .

FUTIELE R U E S RS S NAE RIS, 15 E "Tssues” () FRZEHIEAH "Dynamic' (B17) Hik
HE
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Issues Al Sources

Issues: (@ Core () All
= (@) Analysis: Dynamic
[ static(12)

W Dynamic (3)
= @ Severity

[] @ ERROR (3)

& WARNING

¥ @ Bug type

[ JUmMR (Uninitialized Memory Read) (3)
= =} Binaries

[Ja.out(3)
= I[E Files

[]'8 sample3z.c (2)

[]8 samplel.c (1)

BRFE, "Results” (&5 ) PR35 R = MZ OB R -

- BELR G T RE 2R LM . — MO REEE 2 AL (BTE) ME S A
2N BN, PR S R R B A — A3 FH 20 B e e B (] — s R A [])— s stk |

. BEEFTAESHFAE. (EIEEE Tssues” ([AJE) FRETEAT "AL" (FTE) ki - 2H
TE, "Results” (£5%H) P TR EIASNAE R .
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| Resuts x|
jsfwwing 6 Issues

B UMR Uninitialized Memory Read: at address 8090008 (4 bytes) on the heap
inetidct-06/export/home/analytics-0301/sample/sample 1.c: 10

G: Winciude <stdlib.h>

B: woid al.d_ll_l._put_i.n_t[int g

9: |

10: 2] = plo] + pi1]:

ii: §

@ UMR Uninitialized Memory Read: at address 809000c (4 bytes) on the heap
inetidct-oe/export/home/analtics-0301/sample/sample1.c: 10

G: Hinclude <stdlik. h>

B: woid add 0 1 put_in Z{int #p)
8: {

10: pl2] = p(o] + pl1];

11: }

@ UMR Uninitialized Memory Read: at address 8090014 (4 bytes) on the heap
inetidct-06/exporthome/analytics-0301/sample/sample 1.c; 1%

i1: §

13: woid -L'L_‘]_l_’nl_in_Eli.nl “pj
id: |

15t pI51 = p(3] * pld]:

i6: |

B UMR Uninitialized Memory Read: at address 8090018 (4 bytes) on the heap
inetidct-06/export/home/analtics-0301/sample/samplel.c; 15

11}

13: woid mul 3 4 _put_in_S5{int *p)
14: |

15: pI5] = p[3]1 * pl4];

16: |

& UMR Uninitialized Memory Read: at address 804789c (4 bytes) on the stack
7: #inelude <stdlib,h>
9: int wninitialized local 1j{int *p)
10:
11 return *p;
12: }

& UMR Uninitialized Memory Read: at address B04789¢ (4 bytes) on the stack

12:

14: int uninitialized local 2{int *p)
15: {

16: Eeburn *p;

17: }

nE LA Ll

B o

AF EIINE TR SRR T = AL TR AT S L A SR - F R B T
FHRL R AE B s i A 28 — A [P AT BE D 2 FR 5B — AN = ARl

FIEVA A 55— AL B R A PR LA = B S AU (P (Rl 3 B o A [RDEEXT R

"Ignore” (7Z2H%) 2 ¥ .

i - AT DAE UE 85 #56 "Results” (£58) PRZETTATHY "Ignored” (E72M8) 241 B

T R E SRR AL -

L R @ DL RHERR IR R A SR — R U HERRERER [ Call

Stack" (RFIHERS) F1"Allocated At Stack” (MERE FRYE D EEZS[A]) -
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@ UMR Uninitialized Memary Read; at address BOS0008 (4 bytes) on the heap

£: #include <atdlib.h>

B: wold add D_L_put_im_I{inc *p)

a: |

1o p[2] = plO] + pl2]:

ii: )

% Stacktrace

= [ call Stack |[= [0 Allocated At Stack (size 40)
W add_0_1_put_in_2 ot cample © samplel ot samplel o0
B samplel st samplel F ¥ main at main.cs
iﬁ maln at main.ca 'B start in &.out+0xB050ech
B _start in a.out+0x8050ech |i

i AR A o BT F A B B RS R SR R T o FT TR SCARR
"Details Window" (T£40{5 B&H ) H1.

HERERER RO T Y

| Resuts x| (] samplee x| aisil=li=
* W EE-a n%&. B
]_D y yright ol & cle andsor 1ts ars 41l rights ressrved Am
3
.r‘ Show that four I®F=s hawve th= sam= root L ANL L
Bl - imemery allocaced at m place but not initial
E Minclude <stdlib.b
7
8 wvoid add 0 1 puc_in 2 [lnt "pj
B
@l |l 2l.= plol_+ plil: =
i = 1
iz
13 woad -ll_:i_‘l_'pul:_jn_slint. o 1]
114Gt [l
> 5] = p[3]_* pl4];
15 ™~ |}
i)
18 int samplell)
18
20 int *p = malloc{lD*slzect (lnc)):
Il
22 add 0_1 pue_im 2(p):
23 mul 3 4 puc_in S(p):
24
25 tree (p):
ZE return 0:
4l
28
‘T
| Issue [previse_all.c:84] (LMA) = W
) Issue UMR Uninitiakzed Memory Read at address 50008 (4 bytes) on the heap
Stacktrace
= [ call stack = [ allocated At Stack {slze a0
D add_0_1_put_in_2 at samplel.c 10 T samplel u 20
© samplel st samplel.c22 @ maln at main,
B main at main.c# b 7] _start in a out+0x10ddB
B start in aout+0x10dda i

9. KHIIEHrds GUI.

WEMETREESLE

lﬁl@y;% AU T R SRR RN A T R AT AT DA% R
FRACE
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- TSRS BRI 2 AT EE A - g WETHAE K 1 AR, RN RS 7 2 B PR 7T
T RSO EIA R ST DL RIRAEAD RSO TR, DL S o R

cp a.out.save a.out

. {#FH Uncover f&l — 334 S04 -

uncover a.out

L IBTTRR I g RSO AW B AR T S R -

./a.out

A7 55 B9 5 A sample H 3KHY a.out.uc HKH -
. *%fa.out.uc HXJZTT Uncover -

uncover -a a.out.uc

(RIS 5 BE B 9 5 A sample H H a.out.analyze H FHY uncover  H FH1 -

. IS A as GUI LA B S

code-analyzer a.out &

. "Results” (Z55) FRESIAE RIS EosifaS e S8 mIRER RS 55 (A1 - 20 Res R UUE
VR RS E S M, TETE "Tssues” ([RIR) PR "Coverage" () HIEME -

ITE, "Results” (£553) SRR+ MU E R RIS o B4 (RS HAR P E 5 — N EERY
BE A HCE 75 bR 7RG I 5 A8 5 sk R IR R i Az R R e S S R E S e
ke
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| Rasults *|
| Showsng 12 Issues
| + Uncovered Functliom: Potentlal Coverage 13.0%

= test_for_memorylealk
{exportihomel/code-analyzer/sample/previse_all.c:35

AL: fedkddddbkbbbdbbbbddbbbbimemory leak errortékbibsibbibsibei]

32: Wdefine Il 20
34: woid test for memoryleak(void)

A%: |
ELH int *ptrA, sum = 0;
- Uncovered Function: Potential Coverage 9.6%
= test for_aob
fexportihomel/code-analyzer/sample/previse_all.c;9
[ Jllillillillillillillan. gz[nzIilkilkilkiltiltilt.lk.{
T extern veoid bar (int *);
B: int test for aeh({int lenm)
LR |
10: imt 1, aflen], s = O;
ILl..n"nt.:m'm'eﬂ Function: Potential Coverage B.6%

function_with_large_functionality
fexportihomel/code-analyzer/sample/sample2.c: 38

3%: helper function 2{);

36: |}

37: veid function with large functionality()
3s: |

39: helper function 1{}:

Uncovered Function: Potential Coverage 6.8%
test_for_nulld
fexport/homel/code-analyzer/sample/previse_all.c:63

[=

B0 Jekkbddadkbbbsdkbbdsdbinnl]l pointer dereferencetsdbdibsbidibiif

6l: char * gp:

&2: imt test for mulld {int ctl})
63 |

(T H #{long*}@d = O:

Uncovered Function: Potential Coverage 5.2%
test_for_umr

(i1

T2: return (#{{volatile int *}0)}):
73: )

T T T e ey

T6: imt test for wmr {int b1, int B2} |
TT: int 1, 3:

Uncovered Function: Polential Coverage 4.6%
test_for_urv
expoitihomel/code-analyzer/sample/previse_all.c: 109

(i1}

104: int £1 {dmt):

106: Hpragma ne_ side effect (1)
108: int test for mrv ()

108 |

- EAETCRE B N REIIE L N EEFTE R 15 ol Results” (455 ) FRZETTATHY

"Snippets’ (fXHSF BE) #251 DARG A A B o

7. TE "Issues" ([AJ#) FpZEh, HEE. previse all.c AN NEEIFE . sample2.c i

W = N EEE, 1 previse 1. c HEXHFHE—1

TR 5 s U R S P e T R

sample2.c SRR, B TE "Issues” ([AIEL) HREEHRGE A 59501 X R Y & TEHE
"Results" (5% ) PRZINTE( SERTE sample2. ¢ R B = MRS &5 (Al -
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s 58
shang 2 sas e o
i Uncovered Function: Potential Coverage 8.9% o -
function_with_large functionality -y
35 helper functien 2() :
ELT |
37: void function with large Tunctionality()
ELERN |
39: helper fanotien 10):

. Uncovered Function: Potential Coverage 2,0%
function_with_small_functionality

42: void function with small functionality()
43:
ad: helper fanction 5i);

& Uncovered Function: Potential Coverage 1.2%
report_error

ad: helper functien 5{):

45: |

47: woid repert ervor()

am:

(L H printf{“An error has cccurred\n®);

8. Ff i Frpr— AN RIS P AR R B DUFT TR - ISR i MRS, HEEEE L A 2

EiEle
| Resuts x| 1 samplez.c x| St
B W BE- ReSfEay aa
a5 [ Mlpzr_tum:r_lon_'i (S F &
SE 1
27 | woid helper_function 2|
-1 ol i
28 princt {"helper_funcrion Z\mn"):
0 helper fusceclen 3();
1§ 1
32| |vold helper_function_Li|
LA
34 prinef {"helpesr function Lyn");
a5 helper_tunction_ 2 (17
3E& 1
37| [wvotd function_with_large_functionality ()
'ﬂ,r 1
b4 | helper_ftunction_1():
Ao 1
aL
42 void Eu.n:t.\un_nlth_:wnn_ll_fum:t ionality ()
=] W
44 T helper function 5();
a5 1
45
47 [wold report_erroz()
B
45 PEARCT("AD Srror has ocourcEdint):
s/
51
52 int =mamplel i)
23 o
a4
&5 covered_function();
SE 1t jecroc)
st | [ EEpOET_srrar ||
58 return O;
¥ 1
&0 v

{5 R 5 0 77 45 B SRR R B S A RS . il
P T 2 L A A g P b R
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I F X o A eS B 1Y ja) Rk Ui XD

BB E RS T as BN DR % RETS T R 1E RS HH 2 A AL D K R e (RS A 5
A EME -

AT PITES BRG] DR R i B RSO AU - (HERSER RAG A AT RE 2 7= A2 1R
o 2D A BRI EERIX LR IR S RNRENS AR 1 RS AR AR . RS
o m] A B S AR B SR A -

R ras B a T IX =& RREER . RS E— D TREPXFTE RS T R AERRT 247 -

R res TEHREIREERIR

51%28 « Discover il Uncover W7 fSHY AT 25 Hollh 25 RO - B PAE Vi ] L B T 2
B DL A T EE TR D T B A R

FRZSAGE)
B RAS RS AT AP T R EE

ABR: AUeH ek 51

ABW : B 5

DFM : W ERER N

ECV : 2 il AU L4 35 A

FMR : BEHURE Y N A7

EMW : 5 AR AAE

FOU : PM_OUT 7EE X Hij{# F

INF: JCRRZAHER

EEER i)

MF : SR [Algf /0 B pREL

MRC : #1/D malloc iR [FI{H & ¥

NER : JRBEERYIGE R R E

NUL: NULL fE4t#bRa A IREE G E
REM : iR BRI A AT

UMR : KOG AAFEEEEL  RyTa I A7 BB A E
URV : KR EHE

VES : it H 3 Bl R s A8 &

ENZS A TF 3] () R
BN PR U7 IR 25 ] 25 45 DA T 2T 65

ABR : BUEH e

ABW : Bl @R 5

BFM : FEIEE RN A7 R
BRP: fHiRMIEEHT /AL ES ¥
CGB: ARk
DFM : A ERER N AT
FMR : BRI A AE
FMW : 5 AR AT
IMR : TR A7 B2 Y
IMW : TCHINEE A
AR

OLP: EEHAMHIR
PIR : #85 ¥IEA AL BEEL
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