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Management Access Point Authentication Failure

After upgrading to Oracle Enterprise Manager Ops Center 12.1.4.0.0 or performing a
new installation of 12.1.4.0.0, some assets are repeatedly logging the following
warning incident:

"Management access point failed authentication during login to asset. Access point
is blacklisted from future connections to prevent security lockout."

The severity of the incident increases after the warning repeats 50 times. The failure
might disrupt communication with the asset.

Solution Using the OCDoctor

Use the following procedure to prevent the management access point authentication
failure from occurring. You can run this procedure before or after an installation or
upgrade.

To Download the OCDoctor
If you are performing this procedure before installing Oracle Enterprise Manager Ops
Center, or if you are operating in Disconnected Mode, download the OCDoctor.

1. On an Internet-facing system, navigate to
http://java.net/projects/oc-doctor/downloads and click the
OCDoctor-LATEST.zip download.

2. Move the downloaded file to the target system.
3. Unzip the file.

To Solve the Issue Using the OCDoctor

1. Log in to the Enterprise Controller system and change to the
/var/opt/sun/xvm/OCDoctor directory.

2. Run the OCDoctor.sh script with the --update option. For example:

# ./0CDoctor.sh --update

Ops Center Doctor 4.24 [0OC 12.1.4,Sun0S11]

Trying to download updates...

Using Ops Center Proxy Server:www-proxy.us.oracle.com Port:80




Downloading version file using mirror: updates.oracle.com

OK: Version file was downloaded successfully
OK: Connected successfully - but no updates were found (current: 4.24, online:
4.24).

You may force downloading the online version by running:
# ./0CDoctor.sh --update --force

Run the OCDoctor.sh script with the --troubleshoot option. For example:
For example:

# ./0CDoctor.sh --troubleshoot
== Checking Enterprise Controller...

OK: Total number of agents: 12

OK: Number of agents with inventories: 12

OK: Enterprise Controller requirements are met

OK: SUNWjbrt version matches SUNWj6rtx version (1.6.0_21)

OK: Apache logs are smaller than 2 GB

OK: nlgc folder has the right permissions

OK: All Enterprise Controller packages are installed properly
OK: All agent packages are installed properly

OK: All agent patches are installed properly

OK: Created file /var/tmp/no_os_selfhealing as a workaround for bug 17211690
<output omitted>

If you have managed assets that have had communication disruption issues, go to
the configuration tab of the server asset and delete the service processor access
point, then rediscover the service processor.

a. On the Navigation pane, under Assets, select the asset and click the
Configuration tab.

The access points are displayed.

~| Access Points
a8 ke
Type | Mame Protocol . Proxy Controller Reachable |
damg] rese-t9220 (10.152.227.85) rese-m4000 Yes

F= | rsse-t5220-ilom . SSHJIPMI  rsse-m4000 Yes

b. Select the service processor access point, then click Delete Access Point.

c. Rediscover the service processor. See the Asset Management chapter of the
Oracle Enterprise Manager Ops Center Feature Reference Guide for more
information.

If your Enterprise Controller or Proxy Controller have had communication
disruption issues, use the ecadm and proxyadm commands to stop and restart the
Enterprise Controller and Proxy Controllers. These commands are in the
/opt/SUNWxvmoc/bin directory on Oracle Solaris systems and in the
/opt/sun/xvmoc/bin directory on Linux systems.




For example, on the Enterprise Controller:

# ecadm stop -w
<output omitted>
# ecadm start

For example, on a Proxy Controller:

# proxyadm stop -w
<output omitted>
# proxyadm start

Manual Solution

Use the following procedure to prevent the management access point authentication
failure from occurring. You can run this procedure before or after an installation or
upgrade.

1.

Log in to the Enterprise Controller and create a /var/tmp/no_os_selfhealing file.
For example:

touch /var/tmp/no_os_selfhealing
If you have managed assets that have had communication disruption issues, go to

the configuration tab of the server asset and delete the service processor access
point, then rediscover the service processor.

a. On the Navigation pane, under Assets, select the asset and click the
Configuration tab.

The access points are displayed.

~| Access Points
a 3

Type | Mame Protocol - Proxy Controller Reachable |
| rese-t5220 (10.152.227.85) rase-m4000 Yes

= | rsse-t5220-ilom . SSHJIPMI  rsse-m4000 Yes

b. Select the service processor access point, then click Delete Access Point.

c. Rediscover the service processor. See the Asset Management chapter of the
Oracle Enterprise Manager Ops Center Feature Reference Guide for more
information.

If your Enterprise Controller or Proxy Controller have had communication
disruption issues, use the ecadm and proxyadm commands to stop and restart the
Enterprise Controller and Proxy Controllers. These commands are in the
/opt/SUNWxvmoc/bin directory on Oracle Solaris systems and in the
/opt/sun/xvmoc/bin directory on Linux systems.

For example, on the Enterprise Controller:

# ecadm stop -w




<output omitted>
# ecadm start

For example, on a Proxy Controller:

# proxyadm stop -w
<output omitted>
# proxyadm start

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.
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