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Preface

This guide describes how you can integrate certain components in the Oracle Identity
Management suite to provide a broad range of solutions for application environment
including: integration with LDAP repositories, identity and access management,
advanced login and password security, and identity federation.

This document is intended for administrators who wish to integrate Oracle Identity
Management components using a simple topology without high availability features.
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which you supply particular values.
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What's New

This preface provides a summary of new features and updates to Oracle Identity
Management suite integration.

Updates in November 2012 Documentation Refresh for 11g Release 2
(11.1.2)

The Integration Guide for Oracle Identity Management Suite contains these updates in the
documentation refresh:

= A description of the idm.conf configuration file has been added. See Appendix B.

= "Validating the Integration" and "Troubleshooting Common Problems" has been
added to "Integrating Access Manager and Oracle Identity Manager". See
Section 7.11 and Section 7.13.

s "Troubleshooting Tips" has been added to "Configuring Oracle Virtual Directory
for Integration with Oracle Identity Manager." See Section 4.4.

» Additional parameters, needed to support the preConfigIDStore command for
Oracle Unified Directory, have been included. See Section 2.4.1.

Updates in August 2012 Documentation Refresh for 11g Release 2
(11.1.2)

The Integration Guide for Oracle Identity Management Suite contains these updates in the
documentation refresh:

= idmConfigTool support for Oracle Unified Directory. See Chapter 2.

» Integrating Oracle Access Management Access Manager 11g Release 2 (11.1.2)
with Oracle Identity Federation 11g Release 1 (11.1.1). See Section 10.2.

New and Changed Features for 11g Release 2 (11.1.2)
11¢ Release 2 (11.1.2) includes these new features:
s The IdM Configuration Tool has been updated:
—  The tool supports 11g webgate by default

—  The tool supports cross-domain configuration for Oracle Access Management
Access Manager and Oracle Identity Manager

- A new command, upgradeOIMTollgWebgate, has been added.

xvii



For details, see Chapter 2.

= Integration procedures have been revised. For details, see the chapters for the
relevant components.

Other Significant Changes in this Document for 11g Release 2 (11.1.2)

This is a new book in 11g Release 2 (11.1.2). Some integrations described in this book
were previously covered in the 11g Release 1 (11.1.1) Oracle Access Manager Integration
Guide.
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Part |

IdM Integration Topology and Tools

This part introduces the integration topologies supported by this document, and
describes the tools used during integration.

This part contains the following chapters:
»  Chapter 1, "Introduction”
»  Chapter 2, "Using the idmConfigTool Command"
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Introduction

This chapter explains integration concepts for the Oracle Identity Management suite.
The chapter contains these topics:

s Section 1.1, "Prerequisites to Integration"

= Section 1.2, "Integration Topologies"

= Section 1.3, "About Oracle Identity Management Components"

= Section 1.4, "Integration Quick Links"

= Section 1.5, "Common Integration Scenarios"

= Section 1.6, "System Requirements and Certification"

»  Section 1.7, "Using My Oracle Support for Additional Troubleshooting
Information"

Before proceeding with the topics in this chapter, refer to the following documents for
background information about Oracle Identity Management:

»  Oracle Fusion Middleware Installation Guide for Oracle Identity Management

n  Oracle Fusion Middleware Administrator’s Guide

1.1 Prerequisites to Integration

Before using the procedures in this document to integrate Oracle Identity
Management components, you must install and deploy the components.

For details about installing Oracle Identity Management components, see:
»  Oracle Fusion Middleware Installation Guide for Oracle Identity and Access Management

»  Oracle Fusion Middleware Quick Installation Guide for Oracle Identity and Access
Management

Installation Roadmap

The Introduction chapter in the Oracle Fusion Middleware Installation Guide for Oracle
Identity and Access Management contains background on the IdM deployment
procedure such as the installation roadmap, prerequisites, and the installation and
configuration workflow.

Deployment Topologies

You must also understand the identity management topology and the environment in
which the components will function.
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To learn more about the range of topologies supported in this document, see
Section 1.2.

1.2 Integration Topologies

Oracle Identity Management consists of a number of products, which can be used
either individually or collectively. Two basic types of topology are available in Oracle
Identity Management:

= Basic integration topologies

This topology supports integration between suite components, in an environment
where each component runs on at most one node.

»  Enterprise integration topologies

This topology is meant for configuring integration between suite components in
an enterprise environment. Each component may run on one or more nodes.

Topologies Described in this Document

This book is dedicated to single-node integration topologies. Use the procedures
described in this book when deploying Oracle Identity Management in an
environment where each component runs on a single node. You can also use the
procedures to understand integration tools and techniques, and to understand the
effects and benefits of integrating specific identity management components.

1.2.1 Basic Integration Topologies

1-2

This section describes the component topologies that form the basis of this document.
It also explains the tiers that make up each topology.

See Also: Table 1-1 for definitions of acronyms used in this section.

1.2.1.1 Single Domain Architecture

In the single-domain architecture, the Oracle Access Management Access Manager
and Oracle Identity Manager servers are configured on the same Oracle WebLogic
Server.

Figure 1-1 shows the basic single-domain integration topology:
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Figure 1-1 Basic Integration Topology with One Administration Server
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In this topology all the IdM components are configured in the same WebLogic
domain, so they are administered by one WebLogic administration server.

Note: The figure shows some representative ports. For a complete
list, see About Firewalls and Ports in the Oracle Fusion Middleware
Enterprise Deployment Guide for Oracle Identity Management.

1.2.1.2 Double (Split) Domain Architecture

Figure 1-2 shows a variation of the previous integration topology. Here, the Access
Manager and Oracle Identity Manager servers are configured on separate WebLogic
domains:
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Figure 1-2 Basic Integration Topology with Two Administration Servers
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In this topology the Access Manager server (AMHOST) and the Oracle Identity
Manager server (OIMHOST) are configured in separate WebLogic domains, so each is
administered by its own administration server.

Note: The figure shows some representative ports. For a complete
list, see About Firewalls and Ports in the Oracle Fusion Middleware
Enterprise Deployment Guide for Oracle Identity Management.

1.2.1.3 The Three Tier Architecture

This architecture can be viewed as consisting of three layers or zones:

s The Web Tier consists of the HTTP server and handles incoming Web traffic.

Integration Guide for Oracle Identity Management Suite



Integration Topologies

s The Application Tier contains identity management applications for managing
identities and access, including Oracle Identity Manager and Oracle Access
Manager.

s The Data Tier, here considered to include the directory servers, hosts LDAPs and
database.

1.2.1.4 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP servers are deployed in the web
tier.

Most Identity Management components can function without the web tier. However,
the web tier is required to support enterprise level single sign-on using products such
as Access Manager.

The web tier is structured as follows in the single-node topology:

s WEBHOST has Oracle HTTP Server, WebGate (an Access Manager component),
and the mod_wl_ohs plug-in module installed. The mod_wl_ohs plug-in module
enables requests to be proxied from Oracle HTTP Server to a WebLogic Server
running in the application tier.

s WebGate, an Access Manager component in Oracle HTTP Server, uses Oracle
Access Protocol (OAP) to communicate with Access Manager running on
OAMHOST. WebGate and Access Manager are used to perform operations such
as user authentication.

1.2.1.5 Understanding the Application Tier

The application tier is the tier where Java EE applications are deployed. Products such
as Oracle Identity Manager, Oracle Access Management Identity Federation, and
Oracle Enterprise Manager Fusion Middleware Control are among key Java EE
components deployed in this tier.

The Identity Management applications in the application tier interact with the
directory tier as follows:

= They leverage the directory tier for enterprise identity information.

s They leverage the directory tier (and sometimes the database in the data tier) for
application metadata.

»  Fusion Middleware Control Console provides administrative functions to the
components in the application and directory tiers.

= Oracle WebLogic Server has built-in web server support. If enabled, the HTTP
listener exists in the application tier as well.

1.2.1.6 Understanding the Data Tier

The data tier is the deployment layer where all the LDAP services reside. This tier
includes products such as Oracle Internet Directory (0OIDHOST), Oracle Virtual
Directory (OVDHOST), and Oracle Database (IDMDBHOST).

The data tier stores two types of information:

s Identity Information: Information about users and groups resides in the identity
store.

s Oracle Platform Security Services (OPSS): Information about security policies and
about configuration resides in the policy store.
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Storing Policy Data

Policy information resides in a centralized policy store that is located within a
database. You may store identity information in Oracle Internet Directory or in
another directory.

Storing Identity Data

If you store the identity details in a directory other than Oracle Internet Directory you
can either use Oracle Virtual Directory to present that information or use Oracle
Directory Integration Platform to synchronize the users and groups from the other
directory to Oracle Internet Directory.

1.2.2 The Enterprise Integration Topology

Unlike the single-node topologies described in this document, an enterprise
integration topology takes into account such features as high availability, failover, and
tirewalls, and is beyond the scope of this document.

See the Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity
Management, which explains the concepts of the enterprise integration topology and
provides implementation procedures.

1.2.3 Using Multiple Directories for an Identity Store

Although the integration scenarios in this document focus on a simple identity store
topology consisting of an Oracle Internet Directory LDAP server, your site may have
some user data in a third-party directory, such as Microsoft Active Directory, and
other user data in Oracle Internet Directory.

To account for this topology, you can use Oracle Virtual Directory to present all the
identity data in a single consolidated view that Oracle Identity Management
components can interpret.

For configuration details, see Chapter 12.

1.2.4 Integration Terminology

1-6

Table 1-1 shows key terms and acronyms that are used to describe the architecture
and topology of an Oracle Fusion Middleware environment:

Table 1-1 Oracle Fusion Middleware Integration Terminology

Term Definition

IdM Configuration Tool A command-line tool to verify the status of identity
management components and to perform certain integration
tasks.

IdM Diagnostic Tool A command-line tool to verify the health of integrated
identity management components.

Oracle Access Protocol A secure channel for communication between Webgates and

(OAP) Access Manager servers during authorization.

Oracle Fusion Middleware =~ A Middleware home consists of the Oracle WebLogic Server
home home, and, optionally, one or more Oracle homes.

A Middleware home can reside on a local file system or on a
remote shared disk that is accessible through NFS.

Oracle HTTP Server (OHS)  Web server component for Oracle Fusion Middleware that
provides a listener for Oracle WebLogic Server.
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Table 1-1 (Cont.) Oracle Fusion Middleware Integration Terminology

Term

Definition

WebLogic Server home

Oracle home

Oracle instance

Oracle WebLogic Server
domain

system component

Java component

A WebLogic Server home contains installed files necessary to
host a WebLogic Server. The WebLogic Server home
directory is a peer of other Oracle home directories
underneath the Middleware home directory.

An Oracle home contains installed files necessary to host a
specific product. For example, the Oracle Identity
Management Oracle home contains a directory that contains
binary and library files for Oracle Identity Management.

An Oracle home resides within the directory structure of the
Middleware home. Each Oracle home can be associated with
multiple Oracle instances or Oracle WebLogic Server
domains.

An Oracle instance contains one or more system
components, such as Oracle Web Cache, Oracle HTTP Server,
or Oracle Internet Directory. The system components in an
Oracle instance must reside on the same machine. An Oracle
instance directory contains files that can be updated, such as
configuration files, log files, and temporary files.

An Oracle instance is a peer of an Oracle WebLogic Server
domain. Both contain specific configurations outside of their
Oracle homes.

The directory structure of an Oracle instance is separate from
the directory structure of the Oracle home. It can reside
anywhere; it need not be within the Middleware home
directory.

A WebLogic Server domain is a logically related group of
Java components. A WebLogic Server domain includes a
special WebLogic Server instance called the Administration
Server, which is the central point from which you configure
and manage all resources in the domain. Usually, you
configure a domain to include additional WebLogic Server
instances called Managed Servers. You deploy Java
components, such as Web applications, EJBs, and Web
services, and other resources to the Managed Servers and use
the Administration Server for configuration and management
purposes only.

Managed Servers in a WebLogic Server domain can be
grouped together into a cluster.

An Oracle WebLogic Server domain is a peer of an Oracle
instance. Both contain specific configurations outside of their
Oracle homes.

The directory structure of an WebLogic Server domain is
separate from the directory structure of the WebLogic Server
home. It can reside anywhere; it need not be within the
Middleware home directory.

A system component is a manageable process that is not
WebLogic Server. For example: Oracle HTTP Server,
WebCache, and Oracle Internet Directory. Includes the JSE
component.

A Java component is a peer of a system component, but is
managed by the application server container. Generally refers
to a collection of applications and resources, with generally a
1:1 relationship with a domain extension template. For
example: SOA and WebCenter Spaces.
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Table 1-1 (Cont.) Oracle Fusion Middleware Integration Terminology

Term Definition

Oracle Fusion Middleware  Oracle Enterprise Manager Fusion Middleware Control is a

farm Web browser-based, graphical user interface that you can use
to monitor and administer an Oracle Fusion Middleware
farm.

An Oracle Fusion Middleware farm is a collection of
components managed by Fusion Middleware Control. It can
contain WebLogic Server domains, one or more Managed
Servers and the Oracle Fusion Middleware system
components that are installed, configured, and running in the

domain.
Oracle Identity The suite of identity and access management components in
Management Oracle Fusion Middleware. See Section 1.3 for details.
WebLogic Administration =~ The Administration Server is the central point from which
Server you configure and manage all resources in the WebLogic
domain.

WebLogic Managed Server = The Managed Server is an additional WebLogic Server
instance to host business applications, application
components, Web services, and their associated resources.
Multiple managed servers can operate within the domain.
Certain Managed Servers in the domain are created
specifically to host Oracle Fusion Middleware components.

1.3 About Oracle Identity Management Components

This section provides a brief overview of IdM components whose integrations are
described in this book, and the benefits of integration. Topics include:

s Oracle Internet Directory

s Oracle Virtual Directory

s Oracle Access Management Access Manager

s Oracle Identity Manager

s Oracle Adaptive Access Manager

s Oracle Access Management Identity Federation

s Oracle Identity Navigator

1.3.1 Oracle Internet Directory
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Oracle Internet Directory is a general purpose directory service that enables fast
retrieval and centralized management of information about dispersed users and
network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3 with the high performance, scalability, robustness, and availability of an
Oracle Database.

Oracle Internet Directory can serve as the repository for the identity store, which
contains user identities leveraged by identity management components and other
applications.

For details about integration with Oracle Internet Directory, see:
s Chapter 3, "Enabling LDAP Synchronization in Oracle Identity Manager"

s Chapter 5, "Integrating Oracle Internet Directory with Access Manager"
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1.3.2 Oracle Virtual Directory

Oracle Virtual Directory, an LDAP version 3 enabled service that provides virtualized
abstraction of one or more enterprise data sources into a single directory view. Oracle
Virtual Directory makes many directories appear to be one local repository, hiding the
complexity of data location, format, and protocol from client applications.

For details about integration with Oracle Virtual Directory, see:

s Chapter 6, "Configuring Oracle Virtual Directory for Integration with Oracle
Access Management Access Manager"

1.3.3 Oracle Access Management Access Manager

Oracle Access Management Access Manager provides a full range of Web perimeter
security functions that include Web single sign-on; authentication and authorization;
policy administration; auditing, and more. All existing access technologies in the
Oracle Identity Management stack converge in Access Manager.

For details about integration with Access Manager, see:

s Chapter 8, "Integrating Access Manager and Oracle Adaptive Access Manager"
s Chapter 9, "Integrating Access Manager, OAAM, and OIM"

s Chapter 10, "Integrating with Identity Federation"

1.3.3.1 A Note About IDMDomain Agents and Webgates

By default, the IDMDomain Agent is enabled in the Oracle HTTP Server deployment.
If you migrate from IDMDomain Agent to WebGate Agent, note the following:

s The protection policies set up for IDMDomain can be reused for WebGate if your
webgate uses the IDMDomain preferredHost.

s IDMDomain and WebGate can coexist. If the IDMDomain Agent discovers a
WebGate Agent in the Oracle HTTP Server deployment, IDMDomain Agent
becomes dormant.

See Also: Configuring Centralized Logout for the IDM Domain
Agent in the Oracle Fusion Middleware Administrator’s Guide for Oracle
Access Management.

1.3.4 Oracle Identity Manager

Oracle Identity Manager is a powerful and flexible enterprise identity management
system that automatically manages users' access privileges within enterprise IT
resources. Oracle Identity Manager is designed from the ground up to manage user
access privileges across all of a firm's resources, throughout the entire identity
management lifecycle—from initial creation of access privileges to dynamically
adapting to changes in business requirements.

For details about integration with Oracle Identity Manager, see Chapter 9, "Integrating
Access Manager, OAAM, and OIM".

1.3.5 Oracle Adaptive Access Manager

Oracle Adaptive Access Manager is Oracle Identity Management's solution for web
access real-time fraud detection and multifactor online authentication security for the
enterprise.

For details about integration with Oracle Adaptive Access Manager, see:
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s Chapter 8, "Integrating Access Manager and Oracle Adaptive Access Manager".
s Chapter 9, "Integrating Access Manager, OAAM, and OIM".

1.3.6 Oracle Access Management Identity Federation

To enhance support for federated authentication in cloud, web services, and B2B
transactions, a SAML-based federation service is being introduced in a single access
management server in 11¢ Release 2 (11.1.2). Oracle Access Management Identity
Federation is an enterprise-level, carrier-grade service for secure identity information
exchange between partners. Identity Federation protects existing IT investments by
integrating with a wide variety of data stores, user directories, authentication
providers and applications.

In this initial release Identity Federation is limited to Service Provider mode. Identity
Provider mode still requires an Oracle Identity Federation 11gR1 installation.

For details about using the Identity Federation service with Access Manager, see
Chapter 10, "Integrating with Identity Federation".

1.3.7 Oracle Identity Navigator

Oracle Identity Navigator is a web-based application that you access through a
browser. You can use it to access consoles for Access Manager, Oracle Adaptive
Access Manager, Oracle Identity Manager, Directory Services (ODSM), and other
Oracle Identity Management components.

For details about integration with Access Manager, see Chapter 11, "Integrating with
Oracle Identity Navigator".

1.4 Integration Quick Links

Table 1-2 provides links to the integration procedures described in this document.

Table 1-2  Links to Integration Procedures

Components to Integrate Link

Post-install LDAP Synchronization with Oracle Identity Manager Chapter 3

Oracle Virtual Directory and Oracle Identity Manager Chapter 4
Oracle Virtual Directory and Access Manager Chapter 6
Oracle Internet Directory and Access Manager Chapter 5
Access Manager and Oracle Identity Manager Chapter 7
Access Manager and Oracle Adaptive Access Manager Chapter 8

Access Manager, Oracle Identity Manager, and Oracle Adaptive Chapter 9
Access Manager

Access Manager and Identity Federation Chapter 10
Access Manager and Oracle Identity Navigator Chapter 11
Multi-Directory identity store Chapter 12
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1.5 Common Integration Scenarios

This section describes common scenarios to integration Access Manager, Oracle
Adaptive Access Manager, and Oracle Identity Manager and the resource protection
and collection and password management benefits.

1.5.1 Resource Protection and Credential Collection Scenarios (Advanced Integration)

This section describes the process flow when a user tries to access a protected resource
in an Access Manager and OAAM "Advanced" integration. The Advanced integration
option provides advanced features such as OTP Anywhere and challenge processor
and shared library frameworks, but requires a full OAAM deployment. Figure 1-3
illustrate the following scenarios:

»  Case 1: The User is Authenticated by Access Manager with Oracle Adaptive
Access Manager Performing Step Up Authentication

»  Case 2: User is Not Authenticated by Access Manager

»  Case 3: User is Authenticated by Access Manager and Oracle Adaptive Access
Manager Does Not Perform Step Up Authentication

Figure 1-3 Resource Protection and Credential Collection Flow
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Initial steps that pertain to all three cases are listed as follows:

1. A user tries to access a resource protected by Access Manager via TAPscheme
configured with Oracle Adaptive Access Manager.
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2. The Oracle Access Management Agent intercepts the (unauthenticated) request
and redirects the user to the OAAM Server with encrypted TAP token.

3. The OAAM Server checks for the current authentication status of the user from the
TAP token. The TAP token contains current authentication level. Depending on
the value of the current authentication level, Oracle Adaptive Access Manager can
determine whether the user is authenticated or not. Accordingly, the user will be
taken through one of the following flows.

For information on authentication flows, see "Authentication Flow" in Oracle Fusion
Middleware Administrator’s Guide for Oracle Adaptive Access Manager.

1.5.1.1 Case 1: The User is Authenticated by Access Manager with Oracle Adaptive
Access Manager Performing Step Up Authentication

In this scenario, the user is already authenticated when he recently accessed another
resource with a lower authentication level using Access Manager. When the user tries
to access a resource protected by TAPscheme, Oracle Adaptive Access Manager does
not show the user name and password pages since the user is already authenticated.
However the following flows are executed in Oracle Adaptive Access Manager
depending on whether the user has already registered with Oracle Adaptive Access
Manager or not.

User has registered with Oracle Adaptive Access Manager

If the user has registered with Oracle Adaptive Access Manager, the process flow is as
follows:

1. Oracle Adaptive Access Manager fingerprints the user device (device
fingerprinting)

2. Oracle Adaptive Access Manager runs the post-authentication rules. It determines
the user's risk score and executes any actions (for example, KBA or OTP) or alerts
that are specified in the policy.

3. The user might also be taken to the challenge flow depending on the risk score.

4, If the challenge flow is successful and the user has the appropriate profile
registered, Oracle Adaptive Access Manager constructs the TAP token with the
user name and sends it back to Access Manager. Access Manager asserts the token
sent back. After asserting the token, Access Manager creates its cookie and
continues the normal single-sign on flow in which it redirects the user to the
protected resource.

User has not registered with Oracle Adaptive Access Manager

If the user has not registered with Oracle Adaptive Access Manager, the process flow
is as follows:

1. If the user is not registered, he may be asked to register, for example, KBA or OTP.
Registration is required depending on security requirements, which specify
whether the registration is mandatory or optional.

2. Oracle Adaptive Access Manager fingerprints the user device (device
fingerprinting).

3. Oracle Adaptive Access Manager runs the post-authentication rules. It determines
the user's risk score and executes any actions (for example, KBA or OTP) or alerts
that are specified in the policy.

4, If the risk score is suffi