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Preface

The Oracle Fusion Middleware Administrator’s Guide for Oracle Adaptive Access Manager
provides in-depth information on administering and using Oracle Adaptive Access
Manager's set of tools for fraud monitoring and detection.

Audience
The audience for the Oracle Fusion Middleware Administrator’s Guide for Oracle Adaptive
Access Manager includes:

Users Description

Investigators and Customer Service Investigators and Customer Service Representatives (CSR) use Oracle

Representatives

Adaptive Access Manager's case management tools to handle security and
customers cases day-to-day. They have detailed knowledge about user
activity and security issues. Analysts work with investigators and CSRs to
identify if policies need to be adjusted or new policies need to be created.

Business/Security Analyst Analysts gather intelligence from various sources to identify needs and

develop requirements to address them. Some sources for intelligence
include Investigators, industry reports, antifraud networks, compliance
mandates, and company polices.

Security Administrator Administrators plan, configure and deploy policies based on the

requirements from analysts.

System Administrator A System Administrator configures environment-level properties and

transactions.

Quality Assurance

Quality Assurance (QA) tests the policies to confirm that they meet
requirements.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.
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For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1) documentation set:

Oracle Fusion Middleware Installation Guide for Oracle Identity Management
Oracle Fusion Middleware Developer’s Guide for Oracle Adaptive Access Manager

Oracle Fusion Middleware Administrator’s Guide for Oracle Access Manager with Oracle
Security Token Service

Oracle Fusion Middleware Administrator’s Guide

Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management
Oracle Fusion Middleware High Availability Guide
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Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management

Oracle Fusion Middleware Reference for Oracle Identity Management

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
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What's New in Oracle Adaptive Access
Manager 11g Release 1 (11.1.1)?

This chapter introduces the new and changed administrative features of Oracle
Adaptive Access Manager 11g Release 1 (11.1.1). It contains these topics:

= New Features for Oracle Adaptive Access Manager 11g Release 1 (11.1.1)

s Feature Comparison Chart - Oracle Adaptive Access Manager 11g vs. Oracle
Adaptive Access Manager 10g

= Concepts and Terminology Changes for Oracle Adaptive Access Manager 11g

New Features for Oracle Adaptive Access Manager 11g Release 1
(11.1.1)

Oracle Adaptive Access Manager 11¢ Release 1 (11.1.1) includes many important
features and enhancements that were not available with Oracle Adaptive Access
Manager 10g. The following is a list of the new features and enhancements:
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Areas

Features and Enhancements

Interface

The new rich Oracle Adaptive Access Manager user interface
provides

= Navigation and Policy trees, which allow quick and visible
access to features

= Tabs and accordion panels that reduce real estate usage for
multitasking

= Streamlined flows that capture use case flows of execution. For
example, the flow for rules is search, create, edit, and copy rules

= Improved search and filtering, where you can save searches and
filter directly on columns

= New and improved screens in Oracle Adaptive Access Manager.
Oracle Adaptive Access Manager provides enhanced usability
for fraud analysis and forensic operations

= Advanced table display controls to add and remove columns,
reposition and resize columns, and detach columns

= Additional search filters for alert messages, geographic location,
and IP range

= Export feature that enables search results to be exported to an
Excel file format

= New "Add to Group" feature in search sessions and details
pages that enables entities to be added to groups easily

= Direct access to documentation from Oracle Adaptive Access
Manager

Security Policies

Newly updated security policies that incorporate:

= Patterns and other techniques to improve the accuracy and risk
analysis

= Oracle Data Miner along with new rule conditions and
improved learning patterns to create a unique and optimized
real-time risk analytics solution more capable of profiling
behaviors than previous versions

Policy Creation

New features in policy creation enables you to:
= Copy policies to checkpoints

Policies can be copied to other checkpoints. When policies are
copied, all the details are copied including the nested policies,
trigger combinations, preconditions, group linking, and others

= Configure trigger combinations more easily

The new design enables you to more easily define and manage
trigger combinations and allows the appending or overriding of
actions and alerts

= Execute nested conditions
New conditions support the execution of nested policies
= View indicators

Indicators are available to show the number of policies linked to
a policy, rules, trigger combinations, group linking, conditions
in policies, and so on

Rule Creation

Rules are now much easier to create.

= Rule creation has been simplified with the removal of rule
templates from the product.

= Rules can be copied to different policies under any checkpoint

XX




Areas

Features and Enhancements

OTP Anywhere

OTP Anywhere can create universal delivery options for
auto-generated one-time-passwords used for secondary, risk-based
user challenges to add sophisticated security to basic authentication
flows.

Investigation

New investigation tools have been added to make investigations
quicker and easier

»  Details screen that allow investigators, security administrators,
and other power users to cross reference on data points to find
related data in a quick and easy way

= The new agent cases that make forensic investigations quicker,
easier and more successful. Events can be configured to create a
case automatically. An investigator can quickly view the data
involved in an incident and quickly locate related situations by
easily harnessing the complex data relationships captured by
OAAM

Encryption Keys

Encryption keys required by Oracle Adaptive Access Manager can be
securely managed using Fusion Middleware Control without having
to create Keystore files

Universal Risk Snapshot

Snapshots can be created allowing security administrators to simply
and easily migrate security data across environments or restore
security configuration to a known state

Multitenancy

Multitenant access controls for customer service representative
interface to allow protection of multiple application tenants with a
single instance of OAAM

OAAM Batch Risk Analysis

Oracle Adaptive Access Manager batch risk analysis tool to be used
as:

= A standalone security tool to analyze, detect and alert high risk
transactions

= Aresearch and development tool to create and verify new
policies and rules using offline customer data without impacting
customers in real-time environment

= A supplemental batch analysis tool in the tuning of rules and
verification of rules behavior against real customer and
transaction data without impacting customers in real-time
environment

Audit

Most of the administrative operations are now audited using Oracle
Audit Service. Audit events can be viewed using the standard audit
reports.

Web Services

Oracle Adaptive Access Manager Web services are implemented
using Oracle Web Services.

Application Logging

Oracle Adaptive Access Manager 11g uses Java logging instead of
log4j. Logging can be configured using Fusion Middleware Control.

Integration with the Dynamic Monitoring
System

Some performance metrics are now integrated with Dynamic
Monitoring System. These metrics and related reports can be viewed
using Fusion Middleware Control
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Feature Comparison Chart - Oracle Adaptive Access Manager 11g vs.
Oracle Adaptive Access Manager 10g

Features 10.1.43 10.1.45 11g(11.1.1)

Real-time and offline rules engine

Virtual authentication devices

Knowledge-based authentication

Adaptive device identification*

Base security policies (ongoing updates)

Real-time dashboard (improved)

Customer service module

Real-time access to activity data

XXX XX XX X| X

Actions, alerts, and risk scoring

Rule conditions

Optimized log data management

Enhanced caching of rules data object

XIX|IX|X| XXX XXX X XX

Expanded integration APIs

Investigation agent workflow

Rules authoring user interface

Transaction definition and mapping user interface

Data entity definition and mapping user interface

NI XXX X| XXX X X XXX X XX X| X

X XXX

Behavior pattern configuration interface

=<

Configurable actions X

Server-generated one-time password X (Native X (All
only) deployment

types)

Customizable reporting BI Publisher (bundled) X X

Tree-based navigation and policy browse

Tabular multitasking user interface

Customizable search screens

Common audit framework

Integrated Oracle Identity Manager password management flows

Oracle Installer and Repository Creation Utility

Oracle Patch

XXX X| XX X| X

Oracle Adaptive Access Manager Offline User Interface X X

Document Models X

Globalization X X
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Integrations 10.1.4.3 10.1.45 11g (11.1.1)

Oracle Access Manager integration X X X
Oracle Identity Manager integration X
Oracle Entitlements Server integration X X
Juniper SSL VPN integration X

Concepts and Terminology Changes for Oracle Adaptive Access
Manager 11g

Customers migrating from Oracle Adaptive Access Manager 10g to 11 will notice a
few key conceptual and terminology changes. These changes are intended to align
terminology used across the Identity Management suite products and simplify
administration. Full definitions of these and many other terms can be found in the
glossary.

General Term Changes

10g Term 11g Term

runtime checkpoint

A checkpoint is a specified point in a session when Adaptive Access Manager
collects and evaluates security data using the rules engine.

model policy

Policies contain security rules and configurations used to evaluate the level of risk
at each checkpoint.

manual override trigger combination

Trigger combinations are additional results and policy evaluation that are generated
if a specific sequence of rules trigger.

Application ID Organization ID

From the administration perspective, each application/primary user group is
translated into an "Organization ID." The term, "Application ID" has been renamed
as "Organization ID," which represents the primary user group of a particular user.

For the OAAM Server side, the term "Application ID" remains the same as before.
When communicating with proxies, OAAM Server passes the Applications ID,
which uniquely identifies an application.

Concept Changes
Concepts changes are listed in the following table.

10g Concept 11gR1 Concept

OAAM Adaptive Risk Manager The rules engine is now part of OAAM Server. The Administration
Console is now a separate application named OAAM Admin.

OAAM Adaptive Strong Authenticator The end-user flows including the virtual authentication devices,
Knowledge-Based Authentication and One-Time Password
authentication are now contained in OAAM Server.

rule template The concept has been removed from product

policy type The concept has been removed from the product

xXiii



XXiv

Web Applications
Oracle Adaptive Access Manager's deployed applications in 11g are:

= OAAM Server - Adaptive Risk Manager, Adaptive Strong Authenticator, Web
services, LDAP integration and user Web application used in all deployment types
except native integration

s OAAM Admin - Administration Web application for all environment, Adaptive
Strong Authenticator and Adaptive Risk Manager features

Architecture and Deployment Changes
Architecture and deployment changes are listed as follows:

»  Administration User Interface is now a separate Web application called OAAM
Admin.

= Adaptive Strong Authenticator is now deployed as part of the OAAM Server Web
application.

= OAAM Web applications are now packaged as . ear files. Exploding them is
neither recommended nor supported.



Part |

Getting Started with Oracle Adaptive
Access Manager

This part of the book provides an introduction to the Oracle Adaptive Access Manager
11g Release 1 (11.1.1).

Part I contains the following chapters:
»  Chapter 1, "Introduction to Oracle Adaptive Access Manager"

»  Chapter 2, "Setting Up the Oracle Adaptive Access Manager Environment for the
First Time"

ns  Chapter 3, "Oracle Adaptive Access Manager Navigation"






1

Introduction to Oracle Adaptive Access
Manager

Oracle Adaptive Access Manager protects companies exposing Web applications and
services, and their end users from online threats and insider fraud. It provides
risk-aware authentication, real-time behavior profiling, and transaction and event risk
analysis.

Functionality can be divided into two major areas as summarized in Table 1-1.

Table 1-1 Oracle Adaptive Access Manager Functionality

Functionality Description

Real-time or offline risk analysis Oracle Adaptive Access Manager provides functionality to calculate the
risk of an access request, an event or a transaction, and determine proper
outcomes to prevent fraud and misuse. A portion of the risk evaluation is
devoted to verifying a user's identity and determining if the activity is
suspicious.

Functionality that support risk analysis are:
= Rules Engine

= Entities

=  Transactions

= Patterns

n  Alerts

»  Actions

= Configurable actions

End-user facing functionality to Oracle Adaptive Access Manager protects end users from phishing,

prevent fraud pharming, and malware. The virtual authentication devices secure
credential data at the entry point; this ensures maximum protection
because the credential never resides on a user's computer or anywhere on
the Internet where it can be vulnerable to theft. As well, Oracle Adaptive
Access Manager provides interdiction methods including risk-based
authentication, blocking and configurable actions to interdict in other
systems.

Functionality that supports end-user facing security are:
= Virtual authentication devices

= Knowledge-Based Authentication (KBA)

= OTP Anywhere

= Security policies

Introduction to Oracle Adaptive Access Manager 1-1



Benefits of Oracle Adaptive Access Manager

This chapter provides an overview of Oracle Adaptive Access Manager 11g and
includes the following topics:

Benefits of Oracle Adaptive Access Manager
Oracle Adaptive Access Manager Features
Oracle Adaptive Access Manager Architecture

Deployment Options

1.1 Benefits of Oracle Adaptive Access Manager

Oracle Adaptive Access Manager is a security solution to protect the enterprise and its
end users of the Web applications and services it exposes.

Oracle Adaptive Access Manager provides:

Risk-aware authentication
Authentication security

Real-time and offline risk analytics
Flexible deployment options

Out-of-the-box integrations with single sign-on and identity management

The following illustration shows the functionalities contained in OAAM Server and
OAAM Admin.

Figure 1-1 Security Solution
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1.2 Oracle Adaptive Access Manager Features

Adaptive access systems can provide the highest levels of security with
context-sensitive online authentication and authorization. Thus, situations are
evaluated and proactively acted upon based on various types of data.

This section outlines key components/features used for authentication and fraud
monitoring and detection.

Application Access Security

Oracle Adaptive Access Manager provides a number of rich features that strengthen
existing web application login flows. Regardless of the type of authentication in place,
Oracle Adaptive Access Manager can improve the level of security in a usable manner.
Insider fraud, session hijacking, stolen credentials and other threats cannot be
eliminated by strong, credential based authentication alone. Adding a risk-based
challenge layer behind existing authentication can increase the level of security with
minimal impact to the user experience — a critical factor for large deployments where
desk calls can impact the bottom line. Oracle Adaptive Access Manager's suite of
virtual authentication devices combats phishing personalized images and phrases
known only to the server and the end user. Furthermore, through the use of KeyPad
and PinPad, security of the user's credentials during entry can be assured by not
capturing or transmitting the actual credential of the end user. This protects the
credential from theft by malware and other similar threats. The virtual authentication
devices are server driven; all features are provided without any client-side software or
logic that can be compromised by key-loggers and other common malware.
Additionally, Oracle Adaptive Access Manager performs device fingerprinting and
behavioral profiling on every access to determine the likelihood that the
authentication is being attempted by the valid user.

Device Fingerprinting

Oracle Adaptive Access Manager contains proprietary clientless technologies for
fingerprinting and interrogating devices used during access requests and transactions.
Device fingerprinting is a mechanism to recognize the devices a customer uses
whether it is a desktop computer, laptop computer or other web-enabled device.

Each time the user accesses the system, information about the device is collected.
OAAM generates a unique single-use fingerprint and marks a device for each user
session. It is replaced upon each subsequent fingerprinting process with another
unique fingerprint.

The fingerprinting process can be run any number of times during a user session to
allow detection of changes mid-session that can indicate session hijacking. OAAM
monitors a comprehensive list of device attributes. If any attributes are not available
the device can still be fingerprinted. The single-use capabilities combined with
server-side logic defends against the fingerprint being stolen and reused on another
machine to commit fraud.

Answer Logic

Answer Logic increases the usability of Knowledge Based Authentication (KBA)
questions by accepting answers that are fundamentally correct but may contain a
small typo, abbreviation or misspelling. For example, if abbreviation is enabled in
Answer Logic a user is challenged with the question "What street did you live on in
high school?"They may answer "1st St." which is fundamentally correct even though
when they registered the answer six months ago they entered "First Street". By
allowing a configurable variation in the form of correct answers, Answer Logic
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dramatically increases the usability of registered challenge questions making the
balance between security and usability firmly in the control of the enterprise.

OTP Anywhere

OTP Anywhere allows end users to authenticate themselves by entering a server
generated one-time-password (OTP) which they can receive via SMS, email, instant
message or voice channels. When the OTP is sent via SMS, the user's cell phone serves
as a physical second factor that the user has in their possession. As well, the
authentication is being sent out-of-band to increase the level of assurance that only the
valid user has access to the one-time password. When authentication methods such as
Answer Logic and OTP Anywhere are applied based on the level of risk it can
dramatically increase web application access security in a cost-effective and usable
manner.

Dashboard

The Oracle Adaptive Access Manager Dashboard is a unified display of integrated
information from multiple components in a user interface that organizes and presents
data in a way that is easy to read. The Oracle Adaptive Access Manager dashboard
present monitor data versions of key metrics. Administrators can easily see
up-to-the-minute data on application activity from a security perspective. The reports
that are presented help users visualize and track general trends.

Case Management

Oracle Adaptive Access Manager provides a framework and set of tools for
investigators and customer service representatives.

The Case Management feature of Oracle Adaptive Access Manager is used in two
ways.

= Users of the enterprise using Oracle Adaptive Access Manager can call the
enterprise asking for assistance with customer-facing features of Oracle Adaptive
Access Manager such as images, phrases, or challenge questions, or any issues
with their account. The CSR uses Case Management to create a case which records
all the actions performed by the CSR to assist the user as well as various account
activities of the user.

s The Case Management feature is also used by Fraud Investigators to investigate
potentially fraudulent activity performed on user accounts.

Knowledge-Based Authentication

Oracle Adaptive Access Manager provides out-of-the-box secondary authentication in
the form of knowledge-based authentication (KBA) questions. The KBA infrastructure
handles registration, answers, and the challenge of questions. Since KBA is a
secondary authentication method, it is presented after successful primary
authentication.

KBA is used to authenticate an individual based on knowledge of personal
information, substantiated by a real-time interactive question and answer process.
Oracle Adaptive Access Manager's Rules Engine and organizational policies are
responsible for determining if it is appropriate to use challenge questions to
authenticate the customer.

Policy Management

Policies and rules can be used by organizations to monitor and manage fraud or to
evaluate business elements. The policy and rules are designed to handle patterns or
practices, or specific activities that you may run across in the day-to-day operation of
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your business. Using Oracle Adaptive Access Manager, you can define when the
collection of rules is to be executed, the criteria used to detect various scenarios, the
group to evaluate, and the appropriate actions to take when the activity is detected.

Predictive Analysis

Oracle Adaptive Access Manager integrates with Oracle Data Mining to provide
statistical risk analysis in real-time. This form of risk analysis "trains" over time so it
compliments the highly configurable rules and behavioral profiling which do not
require training. The more training each model does, the more accurate the risk
analysis becomes. The out of the box predictive models are trained in two ways:

s The anomaly detection model trains automatically when fed historical access data.

»  The fraud classification model trains on the findings of human fraud investigators.
Additional models can be configured as required to meet specific deployment use
cases. This open approach to predictive risk analysis allows OAAM customers to
clearly see on which decisions outcomes are based and allows augmentation as
required.

This open approach to predictive risk analysis allows OAAM customers to clearly see
on which decisions outcomes are based and allows augmentation as required.

Configurable Actions

Configurable actions are actions that are triggered based on the result action or risk
scoring or both after a checkpoint execution. Java classes and action templates for
certain configurable actions are provided out-of-the-box, but you have the option to
create configurable actions based on business requirements.

Transaction Definition

A transaction is any process a user performs after successfully logging in. Examples of
transactions are making a purchase, bill pay, money transfer, stock trade, address
change, and others.

With each type of transaction, different types of details are involved. Before the
client-specific transaction with its corresponding entities can be captured and used for
enforcing authorization rules, fraud analysis, and so on, it must be defined and
mapped. Oracle Adaptive Access Manager's Transactions feature allows
administrators to perform this task. With the Transaction Definition feature, an
administrator is able to create entity and data element definitions and map them to the
client-specific data (source data).

Reports

Reporting is available through Oracle Adaptive Access Manager. A limited license of
Oracle Business Intelligence Publisher is included for customizable reporting
capabilities.

Oracle Identity Management BI Publisher Reports uses Oracle Bl Publisher to query
and report on information in Oracle Identity Management product databases. With
minimal setup, Oracle Identity Management BI Publisher Reports provides a common
method to create, manage, and deliver Oracle Identity Management reports.

The report templates included in Oracle Identity Management BI Publisher Reports
are standard Oracle BI Publisher templates—though you can customize each template
to change its look and feel. If schema definitions for an Oracle Identity Management
product are available, you can use that information to modify and generate your own
custom reports.
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1.3 Oracle Adaptive Access Manager Architecture

Oracle Adaptive Access Manager is designed to provide a rich selection of capabilities
with heterogeneous support for a variety of environments. Functionality is
implemented to optimize resources and provide enterprise class scalability and
redundancy.

1.3.1 High Availability

Oracle Adaptive Access Manager is built on a J2EE-based, multi-tier deployment
architecture that separates the platform's presentation, business logic, and data tiers.
Because of this separation of tiers, Oracle Adaptive Access Manager can rapidly scale
with the performance needs of the customer. The architecture can leverage the most
flexible and supported cross-platform J2EE services available: a combination of Java,
XML and object technologies. This architecture makes Oracle Adaptive Access
Manager a scalable, fault-tolerant solution.

The runtime components including the rules engine and end user interface flows are
contained in one managed server while the administration console functionality is
separated out into its own managed server. The administration console contains the
customer service and security analyst case management functionality which must
always be available to employees in potentially large call centers with high call
volumes.

Depending on the deployment method used the topology changes slightly. Native
application integration deployments embed the runtime components so the
administration console is the only additional managed server added to the
deployment. Oracle Adaptive Access Manager is also completely stateless and fully
supports clustered deployments to meet high performance requirements. As well, all
high availability features of the Oracle database are supported for use with Oracle
Adaptive Access Manager.

1.4 Deployment Options

Oracle Adaptive Access Manager supports a number of deployment options to meet
the specific needs of practically any deployment. The decision of which deployment
type to employ is usually determined based on the use cases required and the
applications being protected.

In the Oracle Adaptive Access Manager architecture shown in Figure 1-2, end users
access customer web applications in various deployments.
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Figure 1-2 Sample deployment scenario for performance and scalability
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1.4.2 Universal Installation Option Reverse Proxy

Oracle Adaptive Access Manager can be deployed using an Apache module to
intercept login requests and provide advanced login security. The flows available are
the same as for the advanced single sign-on integration option.

The main benefit of the Oracle Universal Installation Option (UIO) deployment is that
it requires little or no integration with protected applications and SSO is not required.

1.4.3 Native Application Integration

Oracle Adaptive Access Manager can be natively integrated with an application to
provide extreme high performance and highly customizable security. A native
integration embeds OAAM in-process inside the protected applications. The
application invokes the Oracle Adaptive Access Manager APIs directly to access risk
and challenge flows.

1.4.4 Web Services Application Integration

Customers who have advanced requirements similar to native integration but who
prefer to use SOAP web services instead of Java API integration directly can choose
this option.
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Setting Up the Oracle Adaptive Access
Manager Environment for the First Time

All tasks in this book presume that you have Oracle Adaptive Access Manager 11¢
installed with initial configuration completed as described in the Oracle Fusion
Middleware Installation Guide for Oracle Identity Management.

This chapter presents details on setting up the Oracle Adaptive Access Manager
environment for first time users. For information on how to upgrade an existing
Oracle Adaptive Access Manager 10g (10.1.4.5) to Oracle Adaptive Access Manager
11g Release 1 (11.1.1.5.0), refer to the Oracle Fusion Middleware Upgrade Guide for Oracle
Identity Management.

2.1 Installation and Configuration

The Oracle Fusion Middleware Installation Guide for Oracle Identity Management 11g
Release 1 (11.1.1) provides all installation and initial configuration details.

Oracle Adaptive Access Manager is installed into an environment where you may
install other Oracle Identity Management 11¢ components.

The following Oracle Adaptive Access Manager-related components are deployed in a
new WebLogic administration domain using the Oracle Fusion Middleware
Configuration Wizard:

= WebLogic Administration Server
= Managed Server for Oracle Adaptive Access Manager
= Oracle Adaptive Access Manager Console deployed on the Administration Server

For information on how to install and configure Oracle Adaptive Access Manager, see
the Oracle Fusion Middleware Installation Guide for Oracle Identity Management.

2.2 Setting Up the Oracle Adaptive Access Manager Base Environment

After installing and configuring Oracle Adaptive Access Manager, you must complete
the following tasks to set up the initial base Oracle Adaptive Access Manager
environment.

Procedures are provided in the following sections:
s Setting Up CLI Environment

»  Setting Up Encryption and Database Credentials for Oracle Adaptive Access
Manager

s Creating OAAM Users
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s Importing the OAAM Snapshot

s Importing IP Location Data

s Importing Transaction Definitions

s Enabling Components and Features

= Setting the Time Zone Used for All Time Stamps in the Administration Console

2.3 Setting Up CLI Environment

The Oracle Adaptive Access Manager Command-Line Interface (CLI) scripts enable
users to perform various tasks instead of using the Oracle Adaptive Access Manager
Administration Console.

For information on setting up the CLI environment, see Section 29.2, "Setting Up the
CLI Environment."

2.4 Setting Up Encryption and Database Credentials for Oracle Adaptive
Access Manager

Encryption is used to protect data within Oracle Adaptive Access Manager from
unauthorized access. The process uses methods and a key or keys to encode plain text
into a non-readable form. A key is required to decrypt the encrypted information and
make it readable again. Authorized persons who possess the key can decrypt
information that is encrypted with the same key.

This section provides instructions to set up encryption and database credentials for
Oracle Adaptive Access Manager.

2.4.1 Overview of the Process

An overview for setting up encryption and database credentials is provided in this
section.

2.4.1.1 Setting up Encryption

Setting up encryption involves the following steps:

= Ensure the secret keys (a.k.a symmetric keys) for both the configuration value and
database are available. If you do not have a secret key, generate an encoded
symmetric key using the genEncodedKey command.

= Encode the key using the base64encode option of the encodeKey command.
This step is not required if the genEncodedKey command was used to generate
the key.

= Use the Fusion Middleware Control to add the encoded secret key to an alias in
the Credential Store Framework in the domain where Oracle Adaptive Access
Manager is installed.

A credential store is a repository to store user name/password or generic
credentials (a certificate). The value of using a credential store is that the
application does not store passwords in clear text and does not have to invent its
own solutions for protecting passwords, allowing administrators and developers
alike to work with a consistent credential repository.
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2.4.1.2 Configuring Database Credentials in the Credential Store Framework

Configuring database credentials in the Credential Store Framework involves the
following steps:

Use the Fusion Middleware Control to add database credentials (user name and
password) in the Credential Store Framework in the domain where Oracle
Adaptive Access Manager is installed. These credentials are used by the Oracle
Adaptive Access Manager command-line utilities.

Configure the properties files that are used by the Oracle Adaptive Access
Manager CLI utilities with details of the WebLogic administration server and
Oracle Adaptive Access Manager database.

For information on the credential store, refer to "Managing the Credential Store" in the
Oracle Fusion Middleware Application Security Guide.

2.4.2 Prerequisites

Prerequisites for setting up encryption and database credentials for Oracle Adaptive
Access Manager are:

1.

If you do not have access to the Oracle Adaptive Access Manager installation
folder, make sure Oracle Adaptive Access Manager 11g is configured with Fusion
Middleware Control while creating the domain.

If you have access to the Oracle Adaptive Access Manager installation folder then
make sure you have access to running the command-line scripts in the MW_
HOMEN\IDM_ORACLE_HOME\ caam\cl1i folder.

Make sure Sun JDK is installed and check that the java command is in the path by
executing the java command.

Note: If you are upgrading from Oracle Adaptive Access Manager
10.1.4.5 to Oracle Adaptive Access Manager 11g, you can skip

Section 2.4.3, "Setting up Secret Key for Encrypting Configuration
Values,", Section 2.4.4, "Setting Up Secret Key for Encrypting Database
Values,"and Section 2.4.5, "Generating an Encoded Secret Key," since
the Upgrade Assistant automatically migrates the secret keys from
Oracle Adaptive Access Manager 10.1.4.5 to the Credential Store
Framework in Oracle Adaptive Access Manager 11g.

2.4.3 Setting up Secret Key for Encrypting Configuration Values

To set up the secret key for encrypting configuration values, follow the steps in this
section:

1.

Go to the Oracle Adaptive Access Manager command-line folder MW_
HOMENIDM_ORACLE_HOME\ocaam\cli.

Create a file config_secret_key. file and add the secret key to the file by
entering:

tobase64=<secret-key>
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Note: alf you do not have any secret key refer to Section 2.4.5,
"Generating an Encoded Secret Key."

s This is your key to the encryption algorithm.

= Note that 3DES accepts any key, but it must be a minimum of 24
characters.

3. Encode the key using the Base64 algorithm by executing the following command.
a. In Unix

encodeKey.sh config_secret_key.file

b. In Windows

encodeKey.cmd config_secret_key.file

If the encoding command was successful, you see output similar to the following:

basebdencode is done!
Base64 Encoded value =<encoded_value>

If the KeyStore command was not successful, you might see the following error:

Exception in thread "main" java.lang.NoClassDefFoundError: while resolving
class: com.bharosa.vcrypt.common.util.KeyStoreUtil at
java.lang.VMClassLoader.resolveClass (java.lang.Class)
(/usr/lib/libgcj.s0.5.0.0) at java.lang.Class.initializeClass()
(/usr/lib/libgcj.s0.5.0.0) at java.lang.Class.forName(java.lang.String,
boolean, java.lang.ClassLoader) (/usr/lib/libgcj.so0.5.0.0) at
java.lang.Class.forName (java.lang.String) (/usr/lib/libgcj.s0.5.0.0)

4. Note down the encoded value of the key printed on the screen. Make sure there
are no spaces. You need this to add to the Credential Store Framework.

5. Refer to Section 2.4.6, "Adding Symmetric Key to the Credential Store Framework"
for instructions to add the encoded key to the Credential Store Framework.

2.4.4 Setting Up Secret Key for Encrypting Database Values

To set up the secret key for encrypting database values:

1. Go to the Oracle Adaptive Access Manager command-line folder MW_
HOMENIDM_ORACLE_HOME\ ocaam\c1i.

2. Createafile db_secret_key.file and add the secret key to the file by
entering:

tobase64=<secret-key>

Note: alf you do not have any secret key refer to Section 2.4.5,
"Generating an Encoded Secret Key."

= This is your key to the encryption algorithm.

= Note that 3DES accepts any key, but it must be a minimum of 24
characters.

3. Encode the key using Base64 algorithm by executing the following command.
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a. In Unix

encodeKey.sh db_secret_key.file

b. In Windows

encodeKey.cmd db_secret_key.file

If the encoding command was successful, you see output similar to the following:

basebdencode is done!
Base64 Encoded value = <encoded_value>

If the KeyStore command was not successful, you might see the following error:

Exception in thread "main" java.lang.NoClassDefFoundError: while resolving
class: com.bharosa.vcrypt.common.util.KeyStoreUtil at
java.lang.VMClassLoader.resolveClass (java.lang.Class)
(/usr/lib/libgcj.s0.5.0.0) at java.lang.Class.initializeClass()
(/usr/lib/libgcj.s0.5.0.0) at java.lang.Class.forName(java.lang.String,
boolean, java.lang.ClassLoader) (/usr/lib/libgcj.s0.5.0.0) at
java.lang.Class.forName(java.lang.String) (/usr/lib/libgcj.so0.5.0.0)

Note down the encoded value of the key printed on the screen. Make sure there
are no spaces. You need this to add to the Credential Store Framework.

Refer to Section 2.4.6, "Adding Symmetric Key to the Credential Store Framework"
for instructions on adding the encoded key to the Credential Store Framework.

2.4.5 Generating an Encoded Secret Key

To generate an encoded secret key:

1.

Execute the following command:
a. In Unix

genEncodedKey.sh sample.db_3des_input.properties

b. In Windows

genEncodedKey.cmd sample.db_3des_input.properties

If the command is successful you see output similar to the following:

Generated key = <encoded_key>

Note: Encoding the generated key is not necessary since it is already
encoded.

2.4.6 Adding Symmetric Key to the Credential Store Framework

OAAM Servers automatically generate the secret key if you start them after domain
creation. You can choose to use those autogenerated secret keys if you do not want to
use different secret keys.

To add symmetric key to the Credential Store Framework:

1.

2.

Log in to Fusion Middleware Control at http:/ /weblogic_admin_server:port/em
using the Web browser and use the WebLogic Administrator credentials to log in.

Expand the WebLogic Domain icon in the Navigation tree in the left pane.
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10.

Select OAAM domain and right-click and select the menu option Security, and
then the option Credentials in the submenu.

Check if there is a map with the name oaam. If not, click the Create Map option
and enter the Map Name as ocaam. Click OK to save the map.

Click oaam to select the map and then click Create Key.
In the pop-up dialog make sure Select Map is oaam.
Enter:

s Key Name: DESede_db_key_alias if the key is database-related or
DESede_config_key_ alias if itis configuration/application related. Make
sure there are no typos or spaces.

s Type: Generic.

= Credential Value: encoded value of the symmetric key

Enter a description in the Description field.

Click OK to save the secret key to the Credential Store Framework.
Make sure you back up the alias and the secret key.

The backup is required if you must recreate the domain and point the domain to
the existing Oracle Adaptive Access Manager database.

Note: If you lose the secret key, all the existing data in the Oracle
Adaptive Access Manager database becomes unusable since many
important administrative operations involve encrypted data.

2.4.7 Setting Up Oracle Adaptive Access Manager Database Credentials in the
Credential Store Framework

To set up the Oracle Adaptive Access Manager database credentials in the Credential
Store Framework:

1.

Log in to Fusion Middleware Control at http:/ /weblogic_admin_server:port/em
using the Web browser and use the WebLogic Administrator credentials to log in.

Expand the WebLogic Domain icon in the Navigation tree in the left pane.

Select the OAAM domain and right-click and select the menu option Security and
then the option Credentials in the submenu.

Check to see whether there is a map with the name oaam. If not click the Create
Map option and enter the Map Name as oaam. Click OK to save the map.

Click oaam to select the map and then click Create Key.

OAAM Servers automatically generate the secret key if you start them after
domain creation. You can choose to use those auto-generated secret keys if you do
not want to use different secret keys.

In the pop-up dialog make sure Select Map is oaam.

Enter the following;:

s Key: caam_db_key. Make sure there are no typos and spaces.
»  Type: Password

s UserName: database user name of OAAM
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s Password: database password of OAAM
8. Enter the description.

9. Click OK to save the secret key to the Credential Store Framework.

2.4.8 Backing Up Secret Keys and Database and Configuration Keys

You must back up the secret keys used. You may need these keys, if you have to
recreate the Oracle Adaptive Access Manager 11g domain. Make sure you note the
secret key and the alias name.

1. Log in to Oracle Enterprise Manager.

2, Expand the WebLogic Domain on the left pane, and select OAAM domain.
3. From the OAAM Domain, select Security, and then Credentials.
4

Expand oaam and select the symmetric key related entries associated with the
Type Generic.

Click Edit.

o

6. Go to the Credentials section then copy the symmetric key related entries and
note the key name.

7. Repeat the above steps to back-up database and configuration keys.

Note: If you delete and recreate the Oracle Adaptive Access
Manager 11g domain, make sure you use the backed-up secret keys
when setting the encryption keys so that the existing data in the
Oracle Adaptive Access Manager database can be decrypted properly.

2.5 Creating OAAM Users

Before you can access the Oracle Adaptive Access Manager Administration Console,
you must create users. Creating these users allows you to use OAAM.

The user can be created in the WebLogic Administration Console. Details for creating
an administration user in the WebLogic Administration Console are provided below.

If you want to take care of user and group creation in the external LDAP store, see
"Creating Users and Groups for Oracle Adaptive Access Manager" in the Oracle Fusion
Middleware Enterprise Deployment Guide for Oracle Identity Management.

You create a user as follows:

1. Log in to the Oracle WebLogic Administration Console for your WebLogic
administration domain.

2. In the left pane, select Security Realms.

3. On the Summary of Security Realms page select the name of the realm (for
example, myrealm).

4. On the Settings for Realm Name page select Users and Groups > Users.

5. Click New and provide the required information to create a user, such as userl,
in the security realm.

6. Click the newly created user, userl.

7. Click the Groups tab.
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8. Assign any of the groups with the OAAM prefix to the user, userl.
9. Click Save.

2.6 Importing the OAAM Snapshot

A full snapshot of policies, dependent components and configurations is shipped with
Oracle Adaptive Access Manager. The oaam_base_snapshot . zip file is located in
the MW_HOME/IDM_ORACLE_HOME /oaam/init directory.

1.

Log in to the Oracle Adaptive Access Manager Administration Console (OAAM
Admin) using the following URL:

http://host:port/ocaam_admin

Load the snapshot file into the system by following these instructions:
a. Open System Snapshot under Environment in the Navigation tree.
b. Click the Load from File button.

A Load and Restore Snapshot dialog appears.
c. Deselect Back up current system now and click Continue.

A dialog appears with the message that you have not chosen to back up the
current system, and do you want to continue?

d. When the dialog appears with the message that you have not chosen to back
up the current system, and do you want to continue, click Continue.

The Load and Restore Snapshot page appears for you to choose a snapshot to
load.

e. Browse for oaam_base_snapshot. zip and click the Load button to load the
snapshot into the system database.

f. Click OK and then Restore.

The snapshot contains the following items that must be imported into OAAM:

Challenge questions for English (United States)

During registration, which could be enrollment, opening a new account, or
another events such as a reset, the user selects different questions from a list of
questions and enters answers to them. These questions, called challenge questions,
are used to authenticate users.

Questions for the languages you want to support must be in the system before
users can be asked to register. These questions may also be required to log in to
OAAM Server.

Entity definitions

The actors that are tracked during authentication are called authentication entities
and include user, city, device, and so on. These base entities are required to enable
conditions that are used for patterns.

Out-of-the-box patterns

Patterns are used by Oracle Adaptive Access Manager to either define one bucket
or dynamically create buckets. Oracle Adaptive Access Manager collects data and
populates these buckets with members based on pattern parameters, and rules
perform risk evaluations on dynamically changing membership and distributions
of the buckets.
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= Out-of-the-box configurable actions

Configurable actions are actions that are triggered based on the result action or
risk scoring or both after a checkpoint execution. The configurable actions are built
using action templates.

Note: If you are upgrading from Oracle Adaptive Access Manager
10.1.4.5 to Oracle Adaptive Access Manager 11g, you see that the
names and descriptions of the out-of-the-box action templates are
slightly different, since the action templates in Oracle Adaptive Access
Manager 11g are globalized and hence the difference.

= Out-of-the-box policies

Policies are designed to help evaluate and handle business activities or potentially
risky activities that are encountered in day-to-day operation.

= Any groups

Collections of items used in rules, user groups, and action and alert groups are
shipped with OAAM.

If you need to customize any properties, you should import the snapshot into your
new test system, make the changes, export the snapshot, and import it into your new
system. Alternatively you can import the snapshot on the new system and make the
property changes directly, thereby eliminating the test system completely.

Note: For customers who are upgrading from 11.1.1.3.0 to 11.1.1.5.0:

Do not import the snapshot. This procedure is only for first time initial
setup. Importing a snapshot overwrites the existing environment and

replaces it with a new one. For upgrades, import separate zip files for

the entities, definitions, or policies.

For upgrading policies, components, and configurations, perform a backup, and then
import the separate file. The following are available:

= Base policies are shipped in the caam_policies. zip file, which is located in the
MW_HOME/IDM_ORACLE_HOME/oaam/init directory

= Configurable action templates are shipped in the OOTB_Configurable_
Actions. zip file, which is located in the MW_HOME/IDM_ORACLE_
HOME/oaam/init directory.

= Base-authentication required entities are shipped in the Auth_
EntityDefinition.zip file, which is located in the MW_HOME/IDM_
ORACLE_HOME/oaam/init directory.

s Default patterns are shipped in the 00B_Patterns. zip file, which is located in
the MW_HOME/IDM_ORACLE_HOME/oaam/init directory

2.7 Importing IP Location Data

IP location data is used by the risk policies framework to determine the risk of fraud
associated with a given IP address (location).

To be able to determine location of the login or transaction, this data must be
uploaded. For information, see Section 29.4, "Importing IP Location Data."
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2.8 Importing Transaction Definitions

Transaction definitions define the mappings of OAAM transaction elements to source
data (client-specific data) so that OAAM can evaluate the risk associated with a
transaction.

To download Transaction Definitions, visit Oracle Technology Network (OTN) at

http://www.oracle.com/technology

2.9 Enabling Components and Features

Features and components you have to enable are listed below.

2.9.1 Enabling OTP

For information on enabling OTDP, refer to Section 9.5, "Setting Up OTP Anywhere."

2.10 Setting the Time Zone Used for All Time Stamps in the
Administration Console
A time zone identifies an area that always shares the same local time.

Time zones are used throughout Oracle Adaptive Access Manager for a variety of
purposes. A time stamp can indicate when an alert was generated, the process start
and end dates of a job, search pages, and so on. Users often are most comfortable
working in their local time zones. As the administrator, you can configure the
preferred time zones for the OAAM Administration Console.

The property is a system wide time zone setting and not a per-user one. All users must
be in the single time zone.

Note that time zone and the browser locale formatting are independent of each other.
For example, if you set your browser to en-gb, but set your caam.adf.time zone
to America/Los_Angeles, the time stamps are formatted as per British locale
formatting but the time zone is still Pacific Time.

Use the Property Editor to set oaam.adf . timezone to the desired time zone.
For example,
oaam.adf.timezone = Atlantic/Reykjavik

For instructions on using the Properties Editor, refer to Chapter 28, "Using the
Properties Editor."

The property takes the standard values for the time zone as listed in Section 2.10.1,
"Values for the Common Timezones."

2.10.1 Values for the Common Timezones

The time zones are as follows:

Pacific/Midway (GMT-11:00) Midway - Samoa Time (ST)
Pacific/Pago_Pago (GMT-11:00) Pago Pago - Samoa Time (ST)
Pacific/Honolulu (GMT-10:00) Honolulu - Hawaii Time (HT)
America/Anchorage (GMT-09:00) Alaska Time (AKT)
America/Tijuana (GMT-08:00) Tijuana - Pacific Time (PT)
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America/Vancouver (GMT-08:00) Vancouver - Pacific Time (Canada) (PT)
America/Los_Angeles (GMT-08:00) Los Angeles - Pacific Time (PT)
America/Chihuahua (GMT-07:00) Chihuahua - Mexico Time 2 (MT)
America/Denver (GMT-07:00) Denver - Mountain Time (MT)
America/Edmonton (GMT-07:00) Mountain Time

Canada (MT)

America/Phoenix (GMT-07:00) Mountain Time (MT)

America/Mazatlan (GMT-07:00) Mexico Time 2 (MT)

America/Guatemala (GMT-06:00) Guatemala - Central America Time (CT)
America/Regina (GMT-06:00) Regina - Central Time (CT)
America/Chicago (GMT-06:00) Chicago - Central Time (CT)
America/Managua (GMT-06:00) Managua - Central America Time (CT)
America/Winnipeg (GMT-06:00) Central Time (Canada) (CT)
America/El_Salvador (GMT-06:00) El Salvador - Central America Time (CT)
America/Costa_Rica (GMT-06:00) Costa Rica - Central America Time (CT)
America/Mexico_City (GMT-06:00) Mexico City - Mexico Time (MT)
America/Guayaquil (GMT-05:00) Guayaquil - Ecuador Time (ECT)
America/Indiana/Indianapolis (GMT-05:00) Indianapolis

Indiana - Eastern Time (ET)

America/Bogota (GMT-05:00) Bogota - Colombia Time (COT)
America/Lima (GMT-05:00) Lima - Peru Time (PET)

America/Panama (GMT-05:00) Panama - Eastern Time (ET)
America/Montreal (GMT-05:00) Montreal - Eastern Time (Canada) (ET)
America/New_York (GMT-05:00) New York - Eastern Time (ET)
America/Puerto_Rico (GMT-04:00) Puerto Rico - Atlantic Time (AT)
America/Halifax (GMT-04:00) Canada Atlantic Time (AT)
America/Santiago (GMT-04:00) Santiago - Chile Time (CLT)
America/Caracas (GMT-04:00) Caracas - Venezuela Time (VET)
America/Godthab (GMT-03:00) Godthab - Western Greenland Time (WGT)
America/Argentina/Buenos_Aires (GMT-03:00) Buenos Aires - Argentine Time (ART)
America/Sao_Paulo (GMT-03:00) Sao Paulo - Brasilia Time (BRT)
America/St_Johns (GMT-03:30) St Johns - Newfoundland Time (NT)
America/Noronha (GMT-02:00) Noronha - Fernando de Noronha Time (FNT)
Atlantic/ Azores (GMT-01:00) Azores - Azores Time (AZOT)
Atlantic/Cape_Verde (GMT-01:00) Cape Verde - Cape Verde Time (CVT)
Europe/Dublin (GMT+00:00) Dublin - Greenwich Mean Time (GMT)
Europe/London (GMT+00:00) London - Greenwich Mean Time (GMT)
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Etc/UTC (GMT+00:00) Coordinated Universal Time (UTC)
Africa/Casablanca (GMT+00:00) Casablanca - Western European Time (WET)
Europe/Lisbon (GMT+00:00) Lisbon - Western European Time (WET)
Africa/Nouakchott (GMT+00:00) Nouakchott - Greenwich Mean Time (GMT)
Atlantic/Reykjavik (GMT+00:00) Reykjavik - Greenwich Mean Time (GMT)
Europe/Prague (GMT+01:00) Prague - Central European Time (CET)
Europe/Budapest (GMT+01:00) Budapest - Central European Time (CET)
Europe/Madrid (GMT+01:00) Madrid - Central European Time (CET)
Europe/Vienna (GMT+01:00) Vienna - Central European Time (CET)
Africa/Algiers (GMT+01:00) Algiers - Central European Time (CET)
Africa/Lagos (GMT+01:00) Lagos - Western African Time (WAT)
Europe/Belgrade (GMT+01:00) Belgrade - Central European Time (CET)
Europe/Oslo (GMT+01:00) Oslo - Central European Time (CET)
Europe/Rome (GMT+01:00) Rome - Central European Time (CET)
Africa/Tunis (GMT+01:00) Tunis - Central European Time (CET)
Europe/Stockholm (GMT+01:00) Stockholm - Central European Time (CET)
Europe/Copenhagen (GMT+01:00) Copenhagen - Central European Time (CET)
Europe/Tirane (GMT+01:00) Tirane - Central European Time (CET)
Europe/Zurich (GMT+01:00) Zurich - Central European Time (CET)
Europe/Paris (GMT+01:00) Paris - Central European Time (CET)
Europe/Berlin (GMT+01:00) Berlin - Central European Time (CET)
Europe/Warsaw (GMT+01:00) Warsaw - Central European Time (CET)
Europe/Amsterdam (GMT+01:00) Amsterdam - Central European Time (CET)
Europe/Brussels (GMT+01:00) Brussels - Central European Time (CET)
Europe/Luxembourg (GMT+01:00) Luxembourg - Central European Time (CET)
Europe/Bucharest (GMT+02:00) Bucharest - Eastern European Time (EET)
Asia/Nicosia (GMT+02:00) Nicosia - Eastern European Time (EET)
Europe/Kiev (GMT+02:00) Kiev - Eastern European Time (EET)
Europe/Sofia (GMT+02:00) Sofia - Eastern European Time (EET)
Europe/Riga (GMT+02:00) Riga - Eastern European Time (EET)
Africa/Johannesburg (GMT+02:00) Johannesburg - South Africa Time (SAT)
Europe/Athens (GMT+02:00) Athens - Eastern European Time (EET)
Africa/Tripoli (GMT+02:00) Tripoli - Eastern European Time (EET)
Africa/Cairo (GMT+02:00) Cairo - Egypt Time (ET)

Asia/Beirut (GMT+02:00) Beirut - Eastern European Time (EET)
Europe/Tallinn (GMT+02:00) Tallinn - Eastern European Time (EET)

Europe/ Vilnius (GMT+02:00) Vilnius - Eastern European Time (EET)
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Europe/Helsinki (GMT+02:00) Helsinki - Eastern European Time (EET)
Asia/Amman (GMT+02:00) Amman - Eastern European Time (EET)
Asia/Damascus (GMT+02:00) Damascus - Eastern European Time (EET)
Africa/Harare (GMT+02:00) Harare - Central African Time (CAT)
Asia/Jerusalem (GMT+02:00) Jerusalem - Israel Time (IT)
Europe/Istanbul (GMT+02:00) Istanbul - Eastern European Time (EET)
Africa/Khartoum (GMT+03:00) Khartoum - Eastern African Time (EAT)
Asia/Aden (GMT+03:00) Aden - Arabia Time (AT)

Africa/Mogadishu (GMT+03:00) Mogadishu - Eastern African Time (EAT)
Asia/Baghdad (GMT+03:00) Baghdad - Arabia Time (AT)

Asia/Bahrain (GMT+03:00) Bahrain - Arabia Time (AT)

Africa/Djibouti (GMT+03:00) Djibouti - Eastern African Time (EAT)
Africa/Nairobi (GMT+03:00) Nairobi - Eastern African Time (EAT)
Europe/Moscow (GMT+03:00) Moscow - Moscow Time (MSK)
Asia/Qatar (GMT+03:00) Qatar - Arabia Time (AT)

Asia/Kuwait (GMT+03:00) Kuwait - Arabia Time (AT)

Asia/Riyadh (GMT+03:00) Riyadh - Arabia Time (AT)

Asia/Tehran (GMT+03:30) Tehran - Iran Time (IRT)

Asia/Dubai (GMT+04:00) Dubai - Gulf Time (GT)

Asia/Baku (GMT+04:00) Baku - Azerbaijan Time (AZT)

Asia/Muscat (GMT+04:00) Muscat - Gulf Time (GT)

Asia/Kabul (GMT+04:30) Kabul - Afghanistan Time (AFT)
Asia/Yekaterinburg (GMT+05:00) Yekaterinburg - Yekaterinburg Time (YEKT)
Asia/Karachi (GMT+05:00) Karachi - Pakistan Time (PKT)

Asia/Tashkent (GMT+05:00) Tashkent - Uzbekistan Time (UZT)
Asia/Kolkata (GMT+05:30) Kolkata - India Time (IT)

Asia/Colombo (GMT+05:30) Colombo - Sri Lanka Time (LKT)
Asia/Katmandu (GMT+05:45) Katmandu - Nepal Time (NPT)
Asia/Dhaka (GMT+06:00) Dhaka - Bangladesh Time (BDT)

Asia/Almaty (GMT+06:00) Almaty - Alma-Ata Time (ALMT)
Asia/Novosibirsk (GMT+06:00) Novosibirsk - Novosibirsk Time (NOVT)
Asia/Rangoon (GMT+06:30) Rangoon - Myanmar Time (MMT)
Asia/Krasnoyarsk (GMT+07:00) Krasnoyarsk - Krasnoyarsk Time (KRAT)
Asia/Ho_Chi_Minh (GMT+07:00) Ho Chi Minh - Indochina Time (ICT)
Asia/Jakarta (GMT+07:00) Jakarta - West Indonesia Time (WIT)
Asia/Bangkok (GMT+07:00) Bangkok - Indochina Time (ICT)
Asia/Kuala_Lumpur (GMT+08:00) Kuala Lumpur - Malaysia Time (MYT)
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Asia/Shanghai (GMT+08:00) Shanghai - China Time (CT)

Asia/Taipei (GMT+08:00) Taipei - China Time (CT)

Asia/Irkutsk (GMT+08:00) Irkutsk - Irkutsk Time (IRKT)

Asia/Singapore (GMT+08:00) Singapore - Singapore Time (SGT)
Asia/Hong_Kong (GMT+08:00) Hong Kong - Hong Kong Time (HKT)
Asia/Manila (GMT+08:00) Manila - Philippines Time (PHT)

Australia/Perth (GMT+08:00) Perth - Western Time (Australia) (WT)
Asia/Yakutsk (GMT+09:00) Yakutsk - Yakutsk Time (YAKT)

Asia/Tokyo (GMT+09:00) Tokyo - Japan Time (JT)

Asia/Seoul (GMT+09:00) Seoul - Korea Time (KT)

Australia/ Adelaide (GMT+09:30) Adelaide - Central Time (South Australia) (CT)
Australia/Darwin (GMT+09:30) Darwin - Central Time (Northern Territory) (CT)
Asia/Vladivostok (GMT+10:00) Vladivostok - Vladivostok Time (VLAT)
Pacific/Guam (GMT+10:00) Guam - Chamorro Time (ChT)

Australia/Hobart (GMT+10:00) Hobart - Eastern Time (Tasmania) (ET)
Australia/Sydney (GMT+10:00) Sydney - Eastern Time (New South Wales) (ET)
Australia/Brisbane (GMT+10:00) Brisbane - Eastern Time (Queensland) (ET)
Asia/Magadan (GMT+11:00) Magadan - Magadan Time (MAGT)

Pacific/ Auckland (GMT+12:00) Auckland - New Zealand Time (NZT)
Pacific/Fiji (GMT+12:00) Fiji - Fiji Time (FJT)

Asia/Kamchatka (GMT+12:00) Kamchatka - Petropavlovsk-Kamchatski Time (PETT)
Etc/GMT-12 (GMT+12:00) Dateline Standard Time (UTC+12:00)
Pacific/Tongatapu (GMT+13:00) Tongatapu - Tonga Time (TOT)
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Oracle Adaptive Access Manager Navigation

OAAM Admin is a Web application that you can use to manage all environment, and
Adaptive Strong Authenticator, and Adaptive Risk Manager features. Oracle Adaptive
Access Manager 11g provides superior protection for businesses and their customers
through strong yet easy-to-deploy multi-factor authentication and proactive, real-time
fraud prevention.

This chapter describes the navigation panel, major nodes, and pages available in
Oracle Adaptive Access Manager, and it also includes instructions on signing in to the
application.

The chapter contains the following sections:
=  Signing In to Oracle Adaptive Access Manager 11g
= OAAM Admin Console and Controls

= Navigation Panel

= Navigation Tree

= Policy Tree

= Management Pages

= Dashboard

s Online Help

»  Search, Create, and Import

= Export to Excel

s Access Level to OAAM Admin

3.1 Signing In to Oracle Adaptive Access Manager 11g
This section describes how to sign in to OAAM Admin.

The features available when you sign in are based according to roles and business
requirements.

An Oracle Adaptive Access Manager Sign In page is shown in Figure 3-1.
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Figure 3—1 Oracle Adaptive Access Manager Sign In
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To sign in to OAAM Admin, follow these steps:

1. In a browser window, enter the URL to the Oracle Adaptive Access Manager 11g
Sign In page.

http://host:port/oaam_admin/

where
»  host refers to the Oracle Adaptive Access Manager managed server host
»  port refers to the OAAM Admin managed server port
s /oaam_admin/ refers to the OAAM Admin Sign In page
2. On the Sign In page, enter your credentials.
3. Click the Sign In button.

If you have logged in successfully, the Fraud Prevention tab appears on the left
with an expanded navigation tree.

To sign out, select the Sign Out link in the upper-right corner of OAAM Admin.

3.2 OAAM Admin Console and Controls

Upon a successful sign in, Oracle Adaptive Access Manager displays the OAAM
Admin Console.

The Console is divided into the following areas: navigation panel on the left and the
main, active page on the right.

The navigation panel helps users access all environment, Adaptive Strong
Authenticator, and Adaptive Risk Manager features of Oracle Adaptive Access
Manager. Named nodes in the panel identifies these items.
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Initially, no active page is opened on the right side of OAAM Admin. You must open a

node first.

Figure 3-2 shows OAAM Admin with an active page opened.

Figure 3-2 OAAM Admin Console

E Fraud Prevention +

ORACLE Oracle Adaptive Access Manager

Preferences

Fraud
@ MNavigation
Actions = Yiew »
Dashboard
@ Sessions
[ﬂ Cases
E Policy Set
v Policies
Rules
42 Conditions
@ GEroups
ﬂ Patterns
25 Entities
Transackions
v Configurable Actions

2 F

=

g:g Patterns

~|Search

Pattern Mame

Evaluation Priority | -- Select --

Search Results
Actions - View -

3K | < activate

@ Deactivate

B Policies B! Cases ﬂ Patterns

New Pattern | &Ilmport Patterns |

Help  Sign Out o

Signed in as ruleAdminl
N

&

Search for a pattern or click the Mew Pattern button to create a new pattern,

Pattern Status | -- Seleck --

j Transaction Type | - Select --

Saved Search | Search Patterns (v

=
=l

Search | Reset | Save... |

L

>| 12 policy Tree

Action Templates RowlPattern Skatus |Type |Evaluati0n Priarity
P — 1 User: ASH profiling pattern Active Authentication High
i 2 User: Connection bype profiling pattern | Active Authentication High
v &3 kea 3 User: Country profiling pattern Active Authentication High
&) Questions 4 User: Day of Week profiling pattern Active Authentication High
G2 validations 5 User: Device profiling pattern Active Authentication High
] Categories & User: ISP profiling pattern Ackive Authentication High
] Registration Logic 7 User: Locale profiling pattern Active Authentication High
&3 Answer Logic & User: Routing bype profiling pattern Active Authentication High
b &, o — 9 User: State profiling pattern Active Authentication High
S S 10 User: Timerange profiling pattern Active Authentication High
[E3 Properties
i @ Scheduler
@ Jobs - 5
@ Job Gueue

Total Rows: 10

When you open a node, a new tab opens with the corresponding details or search
page. A named tab identifies each open page. The active page generally enables you to

create, view, and modify items.

You can have up to ten pages open at one time, which enables multitasking.

Note:

If you try to open more than ten tabs, an error appears with

the message that only ten tabs are allowed to be kept open. You can
manually close one or more tabs and then try to open the new tab.

When multiple pages are open, only the active page and named tabs of other open
pages are visible. You can click a named tab to return to the corresponding page.

The following sections provide more information about OAAM Admin:

= Navigation Panel
= Navigation Tree
= Policy Tree

= Management Pages
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= Online Help

3.3 Navigation Panel

OAAM Admin provides navigators for easy access to different features of Oracle
Adaptive Access Manager.

The Navigation panel in OAAM Admin contains the following trees:
= Navigation Tree

»  Policy Tree

3.4 Navigation Tree

The Navigation tree, illustrated in Figure 3-3, is a collapsible and expandable tree that
provides quick and visible access to features of Oracle Adaptive Access Manager.

3.4.1 Navigation Tree Structure

The Navigation tree includes named nodes that identify the individual features and
groups of items within the Oracle Adaptive Access Manager product on which you
can take action.

Figure 3-3 illustrates the Navigation tree.

Figure 3-3 Navigation tree
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Depending on your access level, the Navigation tree can display the following nodes:
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Table 3—-1 OAAM Features

Features Function

Dashboard Access feature, which provides a high-level view of real
customer data.

Cases Access tools for creating and supporting Customer Service
Representative (CSR). Cases not available in offline.

Policies Access feature for designing policies to evaluate and handle
business activities or potentially risky activities

Groups Access feature to create groups for simplifying workload.

Sessions Access feature to view the forensic record of a session

Patterns Access feature to create patterns used for profiling behavior

Entities Access feature to create data structure, which comprises of a set
of attributes, that can be re-used across different transactions.

Transactions Access feature to create transaction definitions so that
client-specific transactions and parameters can be captured for
monitoring

KBA Access framework to manage tasks that impact challenge

questions, validations and levels of logic algorithms used for
answers, question categories, and levels of logic algorithms used
for registration.

Scheduler Access feature to manage jobs.

Environment Access feature to manage Oracle Adaptive Access Manager
environment.

Configurable Actions Access feature to create custom actions

3.4.2 Navigation Tree Menu and Toolbar

A menu and toolbar appears above the Navigation tree, as shown Figure 3-3. Menus
provide commands that you can use to take action on the selected item in the
Navigation tree. Many menu commands are also provided as command buttons in the
toolbar for quick access.

Figure 3—4 Menu and Toolbar
w t;k) Mavigation

Ackions - Wiew - [ |2

Create New
Create New opens the corresponding create page of the selected node. Create New is

available only for certain nodes where applicable. See Table 3-2, " Create New of
Selected Nodes" for a list of pages that can be opened by clicking Create New.
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Table 3-2 Create New of Selected Nodes

Node Subnode Create Page or Dialog
Dashboard N/A
Sessions Not available
Cases Create Case
Policy Sets Not available
Policies New Policy
Rules Not available
Conditions Not available
Groups Create Group
Patterns New Pattern
Entities New Entity
Transactions New Transaction

Configurable Actions

Action Templates

New Action Template

Action Instances

New Action Instance

KBA Not available
Questions New Questions
Validations Not Available
Categories New Category
Registration Logic Not available
Answer Logic Not available

Scheduler Not available
Jobs Jobs search
Job Queue Job Queue

Environment Not available
Snapshots Not available
Properties New Property

Open
)

Open opens the corresponding page for the node you have selected.

Import

K

Import opens the Import dialog for the node you have selected.

3-6 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



Navigation Tree

View Menu

Figure 3-5, "View Menu" illustrates the View menu and commands. Menu items that
cannot be used on the selection in the Navigation tree appear in grey.

Figure 3-5 View Menu
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The View menu command descriptions are provided in Figure 3-3.

Table 3-3 View Menu Commands

Command Description

Collapse Immediately closes the node.

Expand All Below Immediately reveals all items below the selection.

Collapse All Below Immediately closes the node and all items below the selection.

Expand All Immediately reveals all the nodes and subnodes along with their leaf nodes in the
Navigation tree.

Collapse All Immediately closes all the nodes and subnodes along with their leaf nodes in the
Navigation tree.

Scroll to First Scrolls to the first node

Scroll to Last Scrolls to the last node

Actions Menu

Figure 3-6 illustrates the Actions menu, which provides appropriate commands for
the selection in the Navigation tree. For instance, if you have Policies selected in the
Navigation tree, one of the commands, New Policy..., on the Actions menu enables

you to open the New Policy page for creating a new policy.

Oracle Adaptive Access Manager Navigation 3-7



Policy Tree

Figure 3—-6 Action Menu
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Table 3—-4 Actions Commands

Command Description

Open Opens the search or details page for the selected item in the Navigation tree.

List Opens the item, search, or details page.

New Activates a new page that you can fill in to define a new item.

Import Displays the Import dialog, which enables you to locate and import the item.

3.5 Policy Tree

The Policy tree gives a visual representation of the policy hierarchy and the
relationship between different policies, user groups, and the checkpoints.

Double-clicking an item in the Policy tree opens a dynamic tab for that item. This
enables administrators to view and edit the configurations in context.

You can expand the Policy tree to view the details about the user groups and policies
under each checkpoint.

For example the Forgot Password policy is under the Forgot Policy Checkpoint and
All Users is assigned to the policy.
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Figure 3—7 Policy Tree
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.{59 "084M does user have prifile
& B "aneaiicy
&5 By "onam Post-authentication Security
ﬂ;ﬁ "08aM does User have prifile
W E Forgok Passwaord
ﬂ:ﬁ "oaam Forgot Password Policy
v E Device Identification
) .;lgl;.‘;@ oaaM Syskem Deep Analysis Flash Policy
45 Y "onam Device ID Policy
W %‘% “oanm Swskem Deep Analysis Mo Flash P
45 Y4 "onaM Device ID Policy
&5 Y "osaM Device ID Policy
7 B Challenoe b
< = L

Policy is the last level in the Policy tree. You cannot drill down further except to see
nested policies.

Table 3-5 provides a legend for the icons which appear on the Policy tree.

Table 3-5 Policy Tree Legend

Icon Definition Description

Checkpoint The checkpoint is a decision and enforcement point when
policies are call to run their rules.

2
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Table 3-5 (Cont.) Policy Tree Legend

Icon Definition Description
Policy The policies available in the system.
Disabled policies are grayed out.
% Policies linked to multiple user groups are bolded and
highlighted.

To open the Policy Details page of a policy, double-click the
Policy node. The Policy Details page can also be opened by
clicking Open Selected from the context menu.

To view nested policies, expand the policy node.

All Users Policy is linked to All Users.

User Groups  Policy is linked to Users

&

w
No user No users are associated with the policy.
group

=l

e
Trigger Trigger combinations exist in the policy.
combination

&

g o~

More... Summary information is available about the policy.

From the Policy tree, you can click the More icon for summary information on the
policy.
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~| 12 Policy Tree

show = Wiew - 7]
W Drefaulk ~
7 E Reqistration F
iﬁ? " CAAT Policy Mame  OaaM does user have profile

7 B Preferances Palicy Skaktus  Active

ﬂ:ﬁ .CIF'.F'.[ 'I.I'I.I'EII;Iht 100

W E Pre-authentic seore 0
Descripkion  This palicy checks if pattern auko-learning is

e e
1%, AT enabled and if 2 user has past behavior recorded,

v E Posk-authent Users with enough recorded behavior will be
é;@ "oar evaluated against their own profile while users 2

: without enough recorded behavior will be
v é‘;@\ .Onnr'l ST ¥ T HISHISTIYSS lam |

W é‘,@ “oaaM User vs, Al Users
n
ég’ CaaM does user have profile
14t .{I'EJ'Faﬁ'i:'y

AA= " .

3.6 Management Pages

The individual features and groups of items are organized on the Navigation tree. To
open a component, double-click its node in the Navigation tree. The details of that
node or a search page opens in a new tab on the right side of the console. A named tab
identifies each open page, like the tabs on manila folders.

Only the active page is visible, with as many named tabs of other open pages that can

fit on one line. You can click a named tab to return to the corresponding page.

The nodes and their corresponding pages are listed in Table 3-6.

Table 3-6 Open Pages

Node Subnode Pages

Dashboard Dashboard

Sessions Sessions

Cases Cases search page

Policy Sets Policy Sets page

Policies Policies search page
Rules Rules search page
Conditions Conditions search page

Groups Groups search page

Patterns Pattern search page

Entities Entities search page

Transactions Transactions search page

Configurable Actions

Not available

Action Templates

Action Templates search page

Action Instances

Action Instance search page
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Table 3—-6 (Cont.) Open Pages

Node Subnode Pages
KBA Not available
Note: KBA is not available in offline
mode.
Questions Questions search page
Validations Validations search page
Categories Categories search page
Registration Logic Registration Logic page
Answer Logic Answer Logic page
Environment Not available
System Snapshot Snapshots search page
Properties Properties search page
Scheduler
Jobs New Job

Job Queue

3.6.1 Search Pages

The search page is the starting place for managing the environment, adaptive strong
authentication, and adaptive risk management features, and groups of like items.

You can open a search page by:
= Double-clicking a node in the Navigation tree

= Right-clicking a node in the Navigation tree and selecting the List command from
the context menu that appears

= Selecting the node in the Navigation tree and then choosing the List command
from the Actions menu

When a search page first appears, you see a search filter and a Search Results table.
The Search Results table is initially empty. You must click the Search button to see a
list of items.

To search for items:

1. Select the criteria to search from the pull-down lists. The lists of available criteria
varies according to the feature.

2. Enter strings to match in the text boxes.
3. Select or specify filters to narrow the search scope.

4. Click the Search button to trigger the search and to display the results in the
Search Results table.

The search returns all items that match the specified criteria; leave the fields empty to
obtain the list of all items of the type.

3.6.1.1 Elements in the Search Form
This section describes the elements in the search forms.
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Search
You can search for items using the attribute search criteria fields.

Reset
The Reset button enables you to reset the search criteria.

Saved Searches

You can create saved searches that persist for the duration of your session. You would
enter the search criteria, then click the Save button to open the Personalize Saved
Search dialog. The Personalize Saved Search dialog is used to specify how you want
to save the search criteria you entered. You can name the search, for example,
myspecialsearch, so that it displays in the Saved Search list.

Personalize Saved Searches L]

Personalize Saved Searches

Delete

Set as Defaulk
L] Run Aukarnatically
f Show in Search Lisk

apply K Zancel

3.6.1.2 Search Results Table
The Search Results table shows at most the first 200 matches found by the search.

You can sort the results by using the Sort Ascending and Sort Descending buttons
next to the column name.

If the description of an item is too long to be fully shown, positioning the cursor over
the visible text displays the entire description.
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‘Descriptinn

_ustomer care challenge rmodel

Forgot password Flow policy

Post-Authentication Security Policy.

This model stops Fraudulent login attempts before the password is entered,
Pre-Authentication model to identify user authentication client bvpe.

Reqgiskration

These rules will run For a user that has questions active and if they are coming

Syatem internal oolicy For Deen Analsis with Flash
Sy These rules will run for a user that has questions active and if they are coming From an
with high traffic,

Sy

Checks to see if a user is registered,

| Transaction Create Maodel
I Trarmearkicm D inAdzabkas Badal

Once an item is selected in the Search Results table, an action can be performed on it
by clicking one of the icons on the toolbar or by selecting a command from the Actions

menu.

If you want to see more details, click the available link for the item.

3.6.1.3 Search Results Menu and Toolbar

A menu and toolbar appears above the Search Results table. Figure 3-8 shows the

Search Results Menu and Toolbar from the Patterns Search page.

Figure 3-8 Results Menu and Toolbar

Search Results

m\a‘ienﬂav x

F| % Mew Pattern...
[ Open Selected. ..
x Delete Selected. ..
L'
) Deactivate Selected, .,
Select All
Deselect Al

|i| Export Selected, .,

o Activate @) Deactivate = Detach
Stakus |T';.-'|:ue
rn Active Authentication
I:uFiIing pattern  |Ackive Authentication
atkern Ackive Authentication
ng patkern Ackive Authentication
lkern Ackive Authentication
m Active Authentication
Eern Ackive Authentication
ng patkern Ackive Authentication
Ern Ackive Authentication
| pattern Ackive Authentication

The Actions menu and command buttons provide appropriate commands for the

selection in the Navigation tree and Search Results table.

Figure 3-8 shows command buttons that may be available, depending on the selection.
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Table 3-7 Results Menu and Toolbar

Button Definition Description
Create Opens a new page, which you can fill in to add a new item of the selected
type. The new page opens as the active page on the right side of the
e Navigation tree.
Delete Removes the selected item.

Create Like

Creates a new item that is similar— or "like"—the existing one.

Activate Activates the selected item.
Deactivate Deactivates the selected item.
Detach Detaches the Results table.

3.6.1.4 Select All

You can select all the results to perform actions on by clicking the header of the Row
column in the upper-left corner of the Search Results table.

Actions +  View - | 5 b4 =

) Policy
Rnw‘F‘nllcy Mame e hats ‘Che
oo AN Customer Lare Ask| Actve ok,
9 DAAM Forgok Password | Ackive Fart
10 2AAM Post-Authenticakion Ackive Paost

3.6.1.5 Create and Import

Generally, buttons to create new items or import items are in the upper-right corner of

the console.

I

Mew Policy | |y Impart Policy | e
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3.6.1.6 Close Multiple Tabs

The small close tabs button in the upper-right corner of the console enables you to
close the tabs you are viewing.

If you have multiple tabs open, a Close Multiple Tabs dialog appears. To close
multiple tabs, highlight the names of the tabs, and press OK.

I—EI Close Multiple Tabs

]
Seleck the open tabs that yvou wish to close
4

|Tab Marme | |
(2@ Answer Logic

(2@ Questions

(@ validations

[z 3 Categories

ﬁ Cancel

3.6.2 Detail Pages

You can view details of a specific item by opening its details page

A Case Details page is shown in Figure 3-9.
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Figure 3-9 Case Details

[¥] Cases E& Policies (il case 106 ]

[ECE!SE 106 Add Motes  More Actions

surmery T

~|Case Details

Case I 106 Disposition
Organization ID Default Case Status Pending

Created By csrml Expiration Date /72011 6:13 PM
Current Owrer  rulesdmin Last Case Action
Case Created 4/8/2011 6:13 PM Last Action Date
Case Type SR Last Global Case Action
Severity Level Low Last Global Case Action
Date

Description  The customer forgot answers o challenge questions.,

~|User Details

User Mame nanl Question Active Ves Last Online Action  Challenge
Organization ID Default OTP Active Mo Date of Last 4)7/2011 4;05 PM
Cnline Action
Completed Yes Active OTP
Registration Methods Temparary Allow Mo

Personalization ‘Yes
active

—

3.7 Dashboard

The dashboard presents a real-time view of activity via aggregates and trending.
The dashboard is divided into three sections:

»  The performance panel (Section 1) presents real-time data. It shows the
performance of the traffic that is entering the system. A trending graph is shown
of the different types of data based on performance.

s The summary panel (Section 2) presents aggregate data based on time range and
different data types.

»  The dashboard panel (Section 3) presents historical data. The detailed dashboards
are used for trending data over time ranges.

3.8 Online Help

To access online help documentation, on the upper right corner of any window, click
Help to bring up the help window. A help topic for the relevant top-level search or
details page is displayed. These help topics contain links to information in an online
version of the Oracle Fusion Middleware Administrator’s Guide for Adaptive Access
Manager.

Selecting Managing Oracle Adaptive Access Manager 11g Online Help displays
several topics in the online documentation.
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Topics that are displayed by selecting Help appear in only English and Japanese
languages. Online Help is not translated into the nine Admin languages.

Refer to the following illustration for an example of an online help window.

) Resetting a Customer’s Image and Phrase - Mozilla, Firefox

OAAM Online Help
(Sl Oracle Adaptive Access Manager 119 Online Help hd _ | Wiew - | B

| Contents Find in Page

o L:J Cracle Adaptive Access Manager 11g Online Help
7 [ Managing Oracle Adaptive Access Manager 11g Resetting a CustQmer's |mage and
v r_-l Managing Oracle Adaptive Access Manager 11g
El Using the Command Line Interface (CLI) Phrase
E' Manitaring Performance and Activity and Trending Analvsis

o ) o If & customer is not willing to reset the image and phrase in user
E| Viewing Session Ackiviey

o preferences, resolve the problem by following the steps outlined
E (SR CUSETE;S below. Included are references to other sections where you can find
[El Resetting a Customer's Image and Phrase specific infarmation.

E' Resetting Challenge Questions
E' Enabling a Temporary Allow

[El Bulk Editing 3R, Cases

El Enabling Challenge Questions

El Creating an Alert Group

E' Removing a User from a Group
E| Creating a Rule Exceptions Group
El Importing a Policy

El Irnporting Groups

& creating New Policies 1. The customer has been authenticated.
E| Adding a Mew Rule

|§| Copying a Rule to a Policy

=l tinking & Group to » Rule Condiion The customer may have needed to complete all of the

&l creating a Trigger Combination following tasks: Personalization (image and phrase),

El Enabling Autolearning registering KBA guestionsfanswars and emailicell phona.
|§| Setting Up Oracle Adaptive Access Manager to Process Aub

If you reset a customer’s image and phrase, the OAMANM Admin
Console generates a new image and phrase and assigns them to
the customer. The authenticator displays a new personal image and
security phrase at the next log in.

Before You Begin

The prerequisites for performing a customer reset are listed below:

2. The customer has completed registration.

B researching KBA Impact on Customers . The customer has an image and a phrase active.

El Defining Transaction Definitions . Ensure that you have the proper permissions to perform the
E| Deploying a Configuration Ackion tacks. More

= setting up oTP
=] working vith Agent Cases Reset a customer's image and phrase
E' Assaociating Fraud Sessions with a Case for Investigation
E| Listing the Cases that I Am Currently Working With

|§| Marking One or More Sessions as Confirmed Fraud

E| Closing a Case 1. Login to the OAAM Admin Console. How?
E' Closing Multiple Cases

E| Blacklisting a Device, Country, or Other Entity

2
|§| Adding a Device or an IP to a Group of Interesk 3. Search open cases by user. How?
4

To reset a customer's image and phrase:

. Mavigate to the Cases search page. How?

El Removing a Device or User from a Group
E' Exporting the Sessions From the Last One Week i . Open a new case. How?
| -

- & graphics f 'IE mandar_way_ne... f [y Adobe FrameMak. ..

3.9 Search, Create, and Import

Oracle Adaptive Access Manager provides more than one way to search, create, and
import.

Search
Depending on the selection, you can open a Search page by:

= Double-clicking the node in the Navigation tree.
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Right-clicking the node in the Navigation tree and selecting List <item> from the
context menu.

Selecting the node in the Navigation tree and then choosing List <item> from the
Actions menu.

Clicking the List <item> button in the Navigation tree toolbar.

Create
Depending on the selection, you can open a Create page by:

Clicking the New <item> button in the upper right of the console.

Right-clicking the node in the Navigation tree and selecting New <item> from the
context menu.

Selecting the node in the Navigation tree and then choosing New <item> from the
Actions menu.

Clicking the Create new <items> button in the Navigation tree toolbar.
Selecting the Create New <item> button from the Search Results toolbar.

Selecting New <item> from the Actions menu in Search Results.

Import
Depending on the selection, you can open a Import page by:

Clicking the Import <item> button in the upper right of the console.

Right-clicking the node in the Navigation tree and selecting Import <item> from
the context menu.

Selecting the node in the Navigation tree and then choosing Import <item> from
the Actions menu.

Clicking the Import <items> button in the Navigation tree toolbar.

3.10 Export to Excel

You can generate a report of the results from the Search pages for policies, questions,
validations, snapshots, properties, entities, transactions, conditions, groups, patterns,
and so on.

To export results to an Excel report:

1.

Ensure the oaam.export.max.rows.allowed property is configured so that you are
able to export all the rows needed. This property limits the maximum row
selection.

In a search page, select rows the rows of interest from the search results.
Click the Export To Excel button.

When the export confirmation dialog is shown, you can view the selected list. The
export table with the selected rows shows the ID number and display name
columns, so that you can easily identity and verify the selected rows before the
export.

Click Export to export the rows to Excel.
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3.11 Access Level to OAAM Admin

OAAM Admin provides functions for security investigators and customer service
representatives (CSRs), business and security analysts, security administrators, system
administrators, and quality assurance. The functions and navigation that are available
depend on the roles.

Refer to Table 3-8 for conceptual roles. These example roles are for reference only and
do not refer to official OAAM out-of-the-box roles.

For information on the Navigation and Policy trees, see Section 3.4, "Navigation Tree"
and Section 3.5, "Policy Tree."

Table 3-8 Access Level

Oracle Adaptive
Access Manager
Conceptual Roles

Descriptions

Access

Security
investigators and
customer service

Security investigators and customer service
representatives (CSR) use Oracle Adaptive
Access Manager's case management tools to

Customer support representatives can
search, open and create CSR type cases.
They do not have any access to the

representatives handle security and customers cases daily. Navigation tree.
(CSR) They have detailed knowledge about user S - tioators h d
activity and security issues. ecurity investigators have wide access
to OAAM Admin.
Security Security administrators plan, configure and  Security administrators configure such
administrators deploy policies based on the requirements items as policy set, patterns, rules,

from analysts.

groups, and so on. They do not have
access to environment properties,
system snapshots, or the OAAM
dashboard, and view-only access to
cases.

They can access the Navigation tree.

Business and
security analysts

Analysts gather intelligence from various
sources to identify business and security
needs and develop requirements to address
them. Their sources for intelligence include
investigators, industry reports, antifraud
networks, compliance mandates, and
company policies.

Analysts work with security investigators
and CSRs to identify the policies that require
adjustment and new policies that must be
created.

Business analysts do not have access to
environment properties and system
snapshots. They have read-only access
the Navigation tree and cases.

System A system administrator configures System administrators have limited
administrator environment-level properties and access to OAAM Admin to manage the
transactions. server environment and Scheduler:
Jobs/Scheduler: Job Queue. The server
environment includes logging,
properties, and enumerations.
QA QA tests the policies to confirm that they QA have access to all the functionality.

meet requirements.

Oracle Adaptive Access Manager 11g users must be defined using the Oracle
WebLogic Administration Console.

For information on defining Oracle Adaptive Access Manager users, see the Oracle
Fusion Middleware Installation Guide for Oracle Identity Management.
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Customer Service and Forensics

This part of the book presents information about the customer service and forensics
tools of Oracle Adaptive Access Manager.

It contains the following chapters:
»  Chapter 4, "Managing and Supporting CSR Cases"
»  Chapter 5, "Investigation Using Agent Cases"

»  Chapter 6, "Viewing Additional Details for Investigation"






4

Managing and Supporting CSR Cases

Oracle Adaptive Access Manager provides a set of tools for creating and supporting
Customer Service Representatives (CSR) cases. This chapter provides information to
CSR and CSR Managers for managing cases and contains the following sections:

s Introduction and Concepts

s CSR and CSR Manager Role Permissions
»  Getting Started

»  Cases Search Page

»  Case Details Page

s Viewing Case Activity

s Viewing Customer's Sessions

s Creating a CSR Case

= Performing Customer Resets

= Performing Challenge Question Resets

= Enabling a Temporary Allow

= Performing Case Actions

= Configuring Expiry Behavior for CSR Cases
= Reporting

= Multitenancy

n  Use Cases

m  Best Practices and Recommendations

4.1 Introduction and Concepts

This section provides an introduction to CSRs and CSR Managers and a high-level
view of how they might use the Oracle Adaptive Access Manager set of tools for
creating and supporting cases. It includes the following sections:

n Case
»  Customer Service Representative (CSR)
= CSR Manager

s Fraud Investigator
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4.1.1 Case

s Fraud Investigation Manager
= Locked Status

s Temporary Allow

s Case Status

= Severity Level

= Expiration Date

s Customer Resets

A case is a record of all the actions performed by the CSR to assist the customer as well
as various account activities of the customer. Each case is allocated a case number, a
unique case identification number. The Case Management feature of Oracle Adaptive
Access Manager is used in two ways.

= Users of the enterprise using Oracle Adaptive Access Manager can call up the
enterprise asking for assistance with user-facing features of Oracle Adaptive
Access Manager such as images, phrases or challenge questions, or any issues with
their account. The CSR uses the Case Management feature to create a case which
records all the actions performed by the CSR to assist the user as well as various
account activities of the user.

s The Case Management feature is also used by Fraud Investigators to investigate
potentially fraudulent activity performed in user accounts.

4.1.1.1 CSR Cases

CSR cases are used in customer service situations associated within the normal course
of doing business online and over the phone when providing assistance to customers.
A CSR case is created for a specific user.

4.1.1.2 Escalated Cases

CSR escalates a case when he cannot resolve a case and needs further investigation by
an investigator or when he determines there is suspicious activity associated with the
specific user and he wants further investigation by an investigator. Once escalated the
case is treated as an Agent case, which is no longer visible to the CSR. However, any
agent can work on the escalated case.

4.1.2 Customer Service Representative (CSR)

Customer service representatives are employed by many different types of companies
to serve as a point of contact for customers who call. They are responsible for ensuring
that their company's customers receive an adequate level of service and help for low
risk issues originating from customer calls. In handling customers' complaints, they
must attempt to resolve the problem according to guidelines established by the
company. These procedures may involve opening a case, entering notes as they are
speaking to customers, asking questions to determine the validity of a complaint,
making changes or updates to a customer's profile information, and, if required,
passing the case on to a CSR Manager who has the appropriate privileges to respond.
In a Multitenant deployment, CSRs only have access to cases limited to an
Organization.
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4.1.3 CSR Manager

The CSR Manager is in charge of overall management of CSR-type cases. A CSR
Manager has all the access and responsibilities of a CSR and access to more operations,
such as:

= bulk edit cases
= temp allow users
= extend expiration

The CSR does not have the permissions to perform these actions. A CSR Manager
routinely searches through the CSR cases to check on status and clean up if needed.

4.1.4 Fraud Investigator

A Fraud Investigator investigates a specific fraud scenario or suspicious pattern. The
Fraud Investigator works on escalated cases.

4.1.5 Fraud Investigation Manager

A Fraud Investigation Manager has access to actions that the Fraud Investigator does
not have.

4.1.6 Locked Status

If the user fails a challenge, he is locked out of the account. The status of the account is
Locked. The Locked status is only used if the Knowledge Based Authentication
(KBA) or One Time Password (OTP) facility is in use.

s Knowledge Based Authentication (KBA): For online challenges, a customer is
locked out of the session after the Online Counter reaches the maximum number
of failures. For phone challenges, a customer is locked out when the maximum
number of failures is reached and no challenge questions are left.

= One Time Password: OTP sends a single-use password to the user through a
configured delivery method, and if the user exceeds the number of retries when
attempting to put in his OTP code, his account becomes locked.

After the lock out, a CSR must reset the status to Unlocked before the account can be
used to enter the system.

4.1.7 Temporary Allow

A temporary allow grants temporary account access to a customer who is being
blocked from logging in or performing a transaction. A customer is blocked when a
security rule is triggered. For example, a customer may be traveling on business and
attempting to log in from a blacklisted country and the system has blocked him or her.

4.1.8 Case Status

Case Status is the current state of a case. Status values used for the case are New,
Pending, Escalated, or Closed. When a case is created, the status is set to New by
default. CSRs cannot Authentication a closed case. CSR Managers and Investigators
can Authentication a closed case. Escalated cases cannot be created.
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4.1.9 Severity Level

The Severity Level is a marker to communicate to case personnel how serious the case
is. The severity level is set by whomever creates the case. The available severity levels
are High, Medium, and Low.

4.1.10 Expiration Date

Note: Depending on the type of the case, the terminology used and
behavior may be different.

The expiration date is the date when a case expires. By default, the length of time
before a case expires is 24 hours, but is configurable.

= CSR cases: For CSR cases, the status of the case changes from the current status to
Expired. The case could have any status when it expires. The CSR can open the
case but cannot perform any actions on it. The CSR Manager can extend an
expired case.

»  Escalated cases: For escalated cases, the status of the case changes from the current
status to Expired. When the case is expired, an expired flag is set for the case to let
managers know that the case requires their attention. For example, if escalated
cases are set to 24 hours and if the case is open and has not been accessed in more
than 24 hours, the flag is set to Expired. When the Fraud Investigator accesses the
expired case, it is reactivated and the expiration date is extended for another 24
hours (or however long it has been configured for). The expired behavior is
configurable using the Properties Editor. CSRs cannot change the expiration date
of escalated cases.

For information, refer to Section 4.13, "Configuring Expiry Behavior for CSR
Cases."

4.1.11 Customer Resets

Oracle Adaptive Access Manager uses images and phrases on virtual authentication
devices as part of the personalization to help prevent fraud. The Customer Resets
feature enables you to reset the customer's image and phrase and unregister his
device. The Customer Reset feature is not be available for a closed, an escalated or an
expired case.

4.2 CSR and CSR Manager Role Permissions

Customer Service personnel can access various functionality in Oracle Adaptive
Access Manager based on the role to they are assigned. The out-of-box roles are CSR
and CSR Manager. A CSR has limited access to the OAAM Administration Console.
Their primary function is to resolve low risk customer issues originating from
customer calls.

A CSR Manager has all the access and responsibilities of a CSR and access to more
sensitive operations. The CSR Manager is in charge of the overall management of CSR
type cases.
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Table 4-1 CSR and CSR Manager Role Permissions

Action CSR Permissions CSR Manager Permissions
Search Cases Search for CSR cases Search for CSR cases

Search for open and closed cases. Search for open and closed cases.
New Case Create only CSR cases Create only CSR cases
View Case Details ~ View closed case details View closed case details

View Transactions in Sessions tab (CSRs do  View Transactions in Sessions tab
not have access to Session details from

Queries)
Edit Case Add notes to closed cases (view only for Authentication closed cases
everything else) Add notes to CSR cases
Perform all customer and KBA resets on a Change status and severity on a CSR case
CSR case
Bulk edit CSR cases

Perform KBA phone challenge on a CSR case
Change status and severity on a CSR case Temp allow users
Extend expiration
Perform all customer and KBA resets

Perform KBA phone challenge

4.3 Getting Started

Before using the case tools, read through Section 4.1, "Introduction and Concepts"—the
section is useful in helping you to understand the concepts presented in this chapter.
To perform the operations listed earlier, log in as a CSR or CSR Manager. When you
log in, you are redirected to the Cases Search page; CSRs do not have access to other
applications (Navigation tree and Policy tree).

If you have the appropriate permissions, you can open to the Cases Search page by
double-clicking Cases in the Navigation tree. Alternatively, you can open the Cases
Search page by:

= Right-clicking Cases in the Navigation tree and selecting List Cases from the
context menu.

= Selecting Cases in the Navigation tree and then choosing List Cases from the
Actions menu.

s Clicking the List Cases button in the Navigation tree toolbar.

The Cases Search page is the starting place for managing CSR cases. From the Cases
Search page, you can:

m create new cases
m create like cases
s bulk edit cases

= perform searches

If you are a CSR, you can open only one case at a time. CSR Managers, Investigators,
and Investigation Managers can open multiple case tabs.
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4.4 Cases Search Page

The Cases Search page contains the search tools to help you find cases that you are
interested in. An example Cases Search page is shown in Figure 4-1.

Figure 4-1 CSR Cases Search page

[l cases @ E‘
Use the search kool ko find cases or click the New Case button ko create & new case, S
~|Search Saved Search | Search Cases (v

* Required
Organization 1D | -- Select -- = Expired |- Show all cases -+
User nams * Create Date | 2010-09-01 12:45:45 AF I?@ - | Z010-12-15 11:59:59 Ph E"(})
User 1D Disposition | - Select -- =]
Case ID Last Action | - Select -- |
Description Motes
Case Type | -- Select -- | Created By
Severity Level | -- Select - | Current Criner
Case Status | -- Select - =
Search | Reset | SavE., ‘
Search Results
Actions +  View - W Create Like Bulk Edit fj' Dietach
Last
Row| Case ID User nare Drescripkion Case Type Last Action Case Severity Case Status Ackion E:xpirakion Date
Date
1)1 vidhya The custamer is not able ko login, CSR Low Pending 12{6/2010 10:06 P
{ v

4.4.1 Searching for Cases

When a customer telephones with a question or problem, you can search all customers
and cases quickly through any combination of factors. For example, you can search for
a customer's open case by entering his User ID and New, Pending, and Escalated for
his case status. Another example is searching for CSR cases created between a month
ago and yesterday.

To search cases:
1. From the Cases Search page, specify criteria in the Search Filter.

The filters are shown in Table 4-2.

Table 4-2 Search Filters

Filter Description

Organization ID To locate cases for an organization, select the Organization ID.

In a Multitenant deployment, CSRs only have access to cases limited to an
Organization. Organization names to which the user has access are presented.

User Name To locate cases for a specific user, enter his user name or part of a user name in the
User Name field.

User ID To locate a case by the user identifier.

Case ID To locate a specific case, enter the Case ID.

Description Keyword To locate a case by a keyword that is in the description, enter the word you want.

Case Type To filter cases by case type, select CSR.
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Table 4-2 (Cont.) Search Filters

Filter

Description

Severity Level

To filter cases by severity level, select Low, High, or Medium.

Case Status

To filter cases by case status, select New, Pending, Closed, Escalated.

Expired

To filer the list by expired, select the option you want.
The options available are:

= Hide Expired

= Show Only Expired

Created Date

To locates cases created within a given create date range, enter the start and end dates
you want for the range.

Disposition

To filter cases by dispositions, you can select:
s Confirmed Fraud

= Duplicate

= False Negative

= False Positive

= Issue Pending

= Issue Resolved

= Not Fraud

The disposition describes the way in which the issue was resolved in a case. Cases
only have dispositions when they are closed. If a case has any status besides closed,
the disposition is left blank.

Last Action

Search based on the last action that was taken in case.

Notes

Search for cases that contain specific keywords in their log. For example, if you search
for all cases that contain the word "chargeback," a case with a note that contains "The
device used seems to be related to a number of chargebacks" would return in the list
of cases.

Created by

Search by user name of the agent who created the case.

Current Owner

Search by user name of the agent who is working on this case currently (who
performed the last action)

2. C(Click Search.

There is a link on the case number. To view the case details, click the link. You can get
the case detail for cases that belonged to any user belonging to the group you have
access to. If the user does not belong to the group you have access to, you do not see
that case in search results.

4.4.2 Viewing a List of Cases

Depending on the criteria entered for the search, the Search Results table can display
a list of cases. In a multitenant environment, if the user does not belong to an
organization you have access to, you do not have access to his case. If you had been
assigned to one organization previously and created cases for users in that
organization and serviced them, when you are reassigned to another organization, you
only see cases for the new organization when you log in again, regardless of whether
you serviced them or not.
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4.4.3 Viewing a List Cases You are Currently Working On

From the Cases Search page, enter your user name in the Current Owner field to
locate cases that you are currently working on and click Search. The Search Results
table displays the list of cases you are currently working on.

4.4.4 Searching for Open and Closed Cases

1. From the Cases Search page, search by Case Status:

= New, Pending, and Escalated to locate open cases

s Closed to locate closed cases

For information, see Section 4.4.1, "Searching for Cases."
2. Click the case number of the case you want.

The Case Details page is displayed (Figure 4-2).

When the CSR or CSR Manager opens the case

s The current owner becomes the CSR or CSR Manager.

s The Created By field remains the same.

s The status of the case is "Pending."

3. Next, the CSR or CSR Manager can perform the necessary actions such as granting
a temporary allow, performing challenge question resets, and other actions.

4.4.5 Searching Case by Description Keyword

Searching by description keywords would display all cases with any matching words
in that was entered as a description during case creation.

1. From the Cases Search page, enter the description keyword to locate cases that
contains the Description Keyword and click Search.

2. Click the case number of the case you want.

The Case Details page appears (Figure 4-2).

4.4.6 Viewing a List of Cases

Searching by description keywords would display all cases with any matching words
that was entered as a description during case creation.

4.5 Case Details Page

By clicking the case number on the Cases Search page, you can review the details of a
specific case perform various actions on cases. The Case Details page provides such
general details about the case as the customer's user name, status, severity level, and
description. For information, see Section 4.5, "Case Details Page."
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Figure 4-2 Case Details
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4.5.1 Case Actions

Case Details also provides access to the actions that can be taken, a log of case activity,
and a list of customer sessions. From the Case Details page, the following options are
available:

= Add Notes

s Ask Question

s Customer Resets

s Temporary Allow (CSR Manager Only)

s Change Severity

s Change Status

= Extend Expiration Date (CSR Manager Only)
= Escalate Case (CSR Manager Only)

You can only act on those case that you can access in the details page. You can open
the case only when you have access to the user's group.
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4.5.2 Viewing Case Details

The following information is displayed in Case Details.

Case Status - The current state of a case. Status values used for the case are New,
Pending, Escalated, or Closed.

Severity Level - The available severity levels are High, Medium, and Low. For
information about severity levels, see Section 4.1.9, "Severity Level."

Description - The details for the case. A description is required.
Case Created - The date and time the case was created.

Last Case Action - The last action executed in the CSR case.
Date of Last Case Action - The date when last action occurred.

Last Global Case Action - The last action that occurred for this user in all CSR
cases. Escalated cases are not taken into account.

Date of Last Global Case Action - The last action performed against the user
online.

Expiration Date (for CSR cases) - The date when a case expires. For information
about expiration dates, see Section 4.1.10, "Expiration Date."

Disposition - The description of how the issue was resolved when the case was
closed. Cases only have dispositions when they are closed. If a case has any status
besides closed, the disposition is left blank.

4.5.3 Viewing User Details

The following information is displayed in User Details.

User Name - Identifier a user uses to log in
Organization ID - The unique identifier for the organization the user belongs in

The combination of User Name and Organization ID is the unique identifier for a
user accessing an application. In a multitenant deployment, CSRs only have access
to cases limited to an Organization.

Completed Registration - If the user has completed registration, this field shows
Yes; otherwise it shows No. To be registered a user may need to complete all of
the following tasks: Personalization (image and phrase), registering challenge
questions/answers and email/cellphone.

Personalization Active - When the user has an image, a phrase and questions
active, this field would display Yes. If any one of these are reset, this field would
display No.

Questions Active - If user has completed registration, but questions have been
reset, and the user has not gone back and registered new ones, this field would
display No. This field shows Yes if the user has completed registration and
questions exists by which he or she can be challenged.

OTP Active - If supported OTP delivery channels are registered, the field shows
Yes.

Last Online Action - The last action that the user executed. For example, Block is
displayed if the user is blocked.

Date of Last Online Action - The date when the last online action was executed.
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s Temporary Allow Active - If temporary allow is active, this field shows Yes;
otherwise the field shows No.

= Temporary Allow Expiration Date - When temporary allow is enabled; this field

tells you when it expires. If temporary allow is 7 days, the expiry date is a week
from today.

4.6 Viewing Case Activity

OAAM Admin maintains a unique log of every customer service action taken while
working on a case. The log is available in the Logs tab of the Case Details page. Each
log entry includes the Log ID, User ID of the CSR, create date, action, subaction, and

notes. You can use this log while you are on the phone with a customer to view the
case history.

Figure 4-3 Logs Tab

i Case 1

[ECEISE 1 Add Mokes a Customer Resets 3 Challenge Questions  More Actions -
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s
~|Search Logs Saved Search | Search Action Logs %
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* Create Date | 2011-05-04 01:39:35 PR E’_’h@ - | 2011-05-05 11:59:59 PN E‘"@
Search | Reset | Save. ., |
Search Results
Wigw - ﬁ' Detach
RDW|LD|;| (] |F\.RM 18] |Create Date |F\.cti0n |Subactian |N0tes
13 csrl S/5/2011 1;36 PM Access Case ACCess case
P csrl S/5/2011 1;34 PM Challenge Questions  Ask Question Other Request For cu
3l csrl 5/5f2011 1:21 PM  Create Case Case created
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4.6.1 Viewing the Case History

To view the case history:

1. From the Cases Search page, specify criteria in the Search Filter.

For information, see Section 4.4.1, "Searching for Cases."
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2. Click the case number of the case you want.

View the activity log for that case (Figure 4-3).

4.6.2 Searching the Log of a Case

To search the log of a case:

1. Display the log for the case you want to search, as described in Section 4.6.1,
"Viewing the Case History."

2. Enter the search criteria and click Search.

Table 4-3 Log Search Filters

Filter Description

Notes Keyword Keyword in notes describing why an action was taken in a case. For example,
suspected fraud.

ARM ID The type of agent that performed the action. For example, csrm1

Created Date The date of the case action.

Action The action taken for the case. For example, escalation.

4.6.3 Viewing Escalated Case Logs and Notes

To view the log and notes of an escalated case:

1. Inthe Cases Search page, search by the case status and by other filters to locate
the case.

For example, search for Agent cases for Alex's user name. For information, see
Section 4.4.1, "Searching for Cases."

2. Click the case number of the case you want.
The Case Details page appears (Figure 4-2).
3. Click the Log tab.
The activity log for that case appears.

4. Enter the search criteria and click Search.

4.7 Viewing Customer's Sessions

OAAM Admin maintains a history of a customer's sessions. Each session entry
includes the Session ID, authentication status, login time, Device ID, location,

transactions, and alerts. Sessions information is available in the Sessions tab of the
Case Details page. You can use the Sessions tab while you are on the phone with a
customer to view the sessions history (a list of that customer's previous sessions).
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Figure 4-4 Sessions Tab
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4.7.1 Viewing a Customer's Session History

To view a customer's session history:

1. From the Cases Search page, specify criteria in the Search Filter.
For information, see Section 4.4.1, "Searching for Cases."

2. Click the case number of the case you want.
The Case Details page appears.

3. Click the Sessions tab (Figure 4-4).

4.7.2 Searching for a Customer's Sessions

To search for a customer's sessions:

1. Display the list of sessions for the case, as described in Section 4.7.1, "Viewing a
Customer's Session History."

2. Enter search criteria and click Search.
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Table 4-4 Sessions Search Filters

Filter Description

Session ID The identifier for the session. For example, 11702.

Device ID The identifier for the device. For example, 1803.

Auth Status The authentication status. For example, Success.

Alert Level The alert level. For example, Info

Transactions The transaction performed.

Login Time The time the customer logged in to perform the transaction. For example, 5/11/09.

You can search sessions belonging to the users that belong to the organizations that
you have access to.

4.7.3 Searching for a Customer's Sessions by Device ID or Date Range

To search for a customer's sessions by Device ID or date range:

1. Display the list of sessions for the case, as described in Section 4.7.1, "Viewing a
Customer's Session History."

2. To search the sessions by Device ID, enter the ID of the device.

3. To search the sessions by login date range, click the calendar icons and select the
start date and the end date.

4. C(Click Search.

4.7.4 Filtering the Session History by Authentication Status or Alert Level

To filter the list of customer's sessions by authentication status or alert level

1. Display the list of sessions for the case, as described in Section 4.7.1, "Viewing a
Customer's Session History."

2. To filter the sessions by authentication status, select the authentication status you
want.

3. To filter the sessions by alert level, select the alert level you want.

4. C(Click Search.

4.7.5 Viewing Transactions in the Sessions History
To view the customer's transactions.

1. Display the list of sessions for the case, as described in Section 4.7.1, "Viewing a
Customer's Session History."

2. Filter the log by transactions.
3. Click Search.

4.8 Creating a CSR Case

A CSR case is a record of related customer care events and actions for a single
customer. Multiple cases also provide a way of segregating unrelated issues and
actions for a customer. CSR cases are used by the CSR while assisting a customer.
Procedures are described in this section for creating new and like cases.
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4.8.1 Creating a Case

The CSR is only able to create cases for users of the organizations he has permissions
for. A new CSR case is created by a CSR Manager or CSR when a customer care
situation occurs either online or through a phone call. The CSR or CSR Manager
searches for cases by the Organizations ID and user name.

In a Multitenant deployment, CSRs only have access to cases limited to an
Organization. He is not be able to see the case if the user belongs to an organization he
does not have permission for.

Depending on the case, the CSR or CSR Manager decides if a new case must be created
or if it can be handled with an existing case for that user.

To create a new case:

1.

In the Cases Search page, click New Case.
The Create Case screen appears.

You could also open the Create Case screen by right-clicking Cases in the
Navigation tree and selecting New Case from the context menu that appears.

Figure 4-5 Create Case

Create Case

For C3R case, enter both the Organization ID and User name or anly User ID, and other attributes

ko creake a new case,

* Drganization ID | -- Seleck -- W

* lser Mame

* Uszer ID
* Severity Level | Low W
Canned Descriptions | -- Select -- W

* Diescription

Create | Zancel |

Select the Organization ID.

A list of Organization IDs for which you have access to is provided. From the list
you can select one Organization ID.

You can select an Organization ID and enter a user name or enter the User ID.
Enter the user name.

User name is the identifier a user uses to log in. The combination of user name
and Organization ID is the unique identifier for a user accessing an application.
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The unique Organization ID and user name combination must be available in the
system. The user name is case-sensitive. If the user name is invalid or does not use
the correct uppercase and lowercase, an error message appears when you press
Create.

Enter the User ID.

User ID is unique identifier generated by the system for the user.
Select a severity level from the Severity Level list

The available severity levels are High, Medium, and Low.

Enter a description of the case in the Description field, or multiple descriptions
from the Description list, or both.

You can enter any description, for example, if a customer calls and says that he or
she cannot "do banking," you could create a case for the customer with the
description "can't do banking."

Description is a required field. The Create button is disabled until a description is
entered.

The Description field can contain alphanumeric and special characters, but it
should not exceed 4000 characters. You can select multiple descriptions from the
Description list for the same case. You can select a description from the
Description list, one at a time for any number of times. Each description selected
from the list is appended to the previous.

Click Create or Cancel.

The Create button is disabled until all the fields are entered. No fields can be left
blank.

If an invalid parameters were entered, an error message is displayed and the new

case is not created. If you click Cancel, the Cases Search page appears. If you click
Create, a new case is created, and you are directed to the Case Details page of the
newly created case.

When the Case Details page is displayed:
s The Case Status shows Pending.
s The Created By field shows the user name of the CSR who created the case.

s The Current Owner field shows his user name because he is the current owner
of the case.

4.8.2 Creating a Case Like Another Case

To create a new case that is similar— or "like"—an existing case:

1.

From the Cases Search page, select a case by clicking in the checkbox next to case
in the Search Results table.

Click the Create Like button.

The Create Like button is disabled if you select multiple rows in the Search
Results table. The Create Case Like screen appears with pre-populated data from
the original case. If you had chosen a closed case, the Create Case Like screen
shows pre-populated data from the case except the Case Status is New.

If you had chosen an escalated case, the Create Like screen shows pre-populated
data from the case except the Case Status is New and the Case Type is CSR.
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Figure 4-6 Create Like
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3. Enter a description in the Description field, or select a description from the
Description list, or both.

Description is a required field. The Create button is disabled until a description is
entered. You can select multiple descriptions from the Description list for the
same case. You can select a description from the Description list, one at a time for
any number of times. Each description selected from the list is appended to the
previous description. If you are entering a description, the Description field can
contain alphanumeric and special characters, but it should not exceed 4000
characters.

4. Edit any of the other fields if you want.
Do not leave any fields blank.
5. Click Create or Cancel.

If you click Cancel, the Cases Search page appears. If you click Create, a new case
is created with data from the original case and your changes, and you are directed
to the Case Details page of the newly created case.

4.9 Performing Customer Resets

Authenticator uses images and phrases on its virtual authentication devices as part of
the personalization to help prevent fraud. Customer Resets enable you to reset the
customer's image and phrase and unregister his device. Customer Resets are not be
available for a closed, escalated or expired case.
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4.9.1 Resetting Image

If you reset a customer's image, OAAM Admin randomly assigns a new image to the
customer. After resetting the image, you can inform the customer that the
authenticator will display a new image at the next log in to the Web site. The same
phrase will continue to be used. If a customer is not registered and does not have an
image to reset, an error message appears if you try to reset his image.

To reset a customer's image:

1. From the Cases Search page, search for an existing case for resetting the image for
the customer, and if it does exist, click the case number in the results table.

2, If the case does not exist, create one for resetting the customer's image.
3. On the menu bar of the Case Details page, click Customer Resets.

The Customer Resets screen is displayed.

Figure 4-7 Customer Resets
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4. In the User Item list, select Image.
5. In the Notes list, select the note you want to add.
6. Edit the note describing why you are taking the action, if necessary.
7. Click Submit.

4.9.2 Resetting Phrase

When the customer's phrase is reset, a new one is randomly assigned to the customer.
After resetting the phrase, you can inform the customer that the authenticator will
display a new phrase the next time he or she logs in to the Web site. The same image
will continue to be used.

To reset a customer's phrase:
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From the Cases Search page, search for an existing case for resetting the phrase for
the customer, and if it does exist, click the case number in the results table.

If the case does not exist, create one for resetting the customer's phrase.
On the menu bar of the Case Details page, click Customer Resets.

The Customer Resets screen is displayed.

In the User Item list, select Phrase.

In the Notes list, select the note you want to add.

Edit the default notes in the Notes field.

Click Submit.

An error message appears if the customer is not registered and does not have a
phrase to reset.

4.9.3 Resetting Image and Phrase

If you reset a customer's image and phrase, OAAM Admin generates a new image and
phrase and assigns them to the customer. Afterward, you can inform the customer that
the authenticator will display a new personal image and phrase at the next log in to
the Web site.

To reset a customer's image and phrase:

1.

N o a &

From the Cases Search page, search for an existing case for resetting the image
and phrase for the customer, and if it does exist, click the case number in the
results table.

If the case does not exist, create one for resetting the customer's image and phrase.
On the menu bar of the Case Details page, click Customer Resets.

The Customer Resets screen is displayed.

In the User Item list, select Image and Phrase.

In the Notes list, select the note you want to add.

Edit the default notes in the Notes field.

Click Submit.

An error message appears if the customer is not registered and does not have a
phrase and an image to reset.

4.9.4 Unregistering Devices

When you unregister devices, OAAM Admin unregisters all of a customer's devices.
The customer can register another device if he wants.

To unregister a customer's devices:

1.

From the Cases Search page, search for an existing case for unregistering the
device for the customer, and if it does exist, click the case number in the results
table.

If the case does not exist, create one for unregistering the customer's device.
On the menu bar of the Case Details page, click Customer Resets.

The Customer Resets screen is displayed.

Managing and Supporting CSR Cases 4-19



Performing Customer Resets

N o a &

In the User Item list, select Unregister Devices.
In the Notes list, select the note you want to add.
Edit the default notes in the Notes field.

Click Submit.

4.9.5 Resetting OTP Profile

When a customer's OTP profile is reset, the system deletes the contact information that
is used to send the OTP. Out of the box, the user is asked to register contact
information on next login, if the OTP profile is reset. OAAM deployments may choose
to use both KBA and OTP. If that is the case, if the OTP profile is reset, but questions
are still active, the customer is asked to reregister OTP information at the next login.

To reset a customer's OTP profile:

1.

N o a &

From the Cases Search page, search for an existing case for resetting the OTP
profile for the customer, and if it does exist, click the case number in the results
table.

If the case does not exist, create one for resetting the customer's OTP profile.
On the menu bar of the Case Details page, click Customer Resets.

The Customer Resets screen is displayed.

In the User Item list, select Reset OTP profile.

In the Notes list, select the note you want to add.

Edit the default notes in the Notes field.

Click Submit.

OTP Delivery Method Reset Example

Jacob calls the CSR and requests that his OTP delivery method be reset and change
from phone to SMS and provides a phone number for SMS.

Carl the CSR performs these steps:

1.

Carl searches for Jacob's logins and verifies with him about last login time and
place.

Carl creates a case for Jacob and resets his OTP delivery method.
He asks Jacob to login again and verify the new OTP delivery method.

After he is done and confirms the new OTP working fine, Carl goes ahead and
closes the case.

4.9.6 Resetting Virtual Authentication Device

A customer may sometimes ask to have the virtual authentication device reset.

4-20

To reset a customer's virtual authentication device:

1.

From the Cases Search page, search for an existing case for resetting the virtual
authentication device for the customer, and if it does exist, click the case number
in the results table.

If the case does not exist, create one for resetting the customer's virtual
authentication device.
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On the menu bar of the Case Details page, click Customer Resets.
The Customer Resets screen is displayed.

In the User Item list, select Reset Authentication Pad.

In the Notes list, select the note you want to add.

Edit the default notes in the Notes field.

Click Submit.

4.9.7 Unlocking OTP

The CSR unlocks the customer who calls because he or she has been OTP-locked.
Unlocking the customer resets the customer's OTP failure counter to 0.

To unlock OTP for the customer:

1.

N o a &

From the Cases Search page, search for an existing case for unlocking the OTP for
the customer, and if it does exist, click the case number in the results table.

If the case does not exist, create one for unlocking the customer's OTP.
On the menu bar of the Case Details page, click Customer Resets.
The Customer Resets screen is displayed.

In the User Item list, select Unlock OTP.

In the Notes list, select the note you want to add.

Edit the default notes in the Notes field.

Click Submit.

4.9.8 Resetting All Registration Data, Challenge Counters, and OTP Contact and
Delivery Information

The Customer (All) option resets all user registration information including security
phrase, image, challenge questions, challenge (question and OTP) counters, and OTP
profile.

To reset all registration data, challenge counters, and OTP profile information:

1.

N o a &

From the Cases Search page, search for an existing case for resetting all
registration data, challenge counters, and OTP contact and delivery information
for the customer, and if it does exist, click the case number in the results table.

If the case does not exist, create one for the customer.

On the menu bar of the Case Details page, click Customer Resets.
The Customer Resets screen is displayed.

In the User Item list, select Customer (All).

In the Notes list, click the note you want to add.

Edit the default notes in the Notes field.

Click Submit.
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4.10 Performing Challenge Question Resets

Authenticator uses questions as additional credentials to help prevent fraud. You can
perform question-related actions for the customer when necessary. The Challenge
Questions feature enables you to reset the following items for a customer:

Reset Questions
Next Question
Reset Question Set
Unlock Customer

Ask Question

4.10.1 Performing Challenge Questions Related Actions

Open the Challenge Questions screen by following these instructions:

1.

From the Cases Search page, search for an existing case for performing the reset
for the customer, and if it does exist, click the case number in the results table.

If the case does not exist, create one for the customer.

On the menu bar of the Case Details page, select More Actions, and then click
Challenge Questions.

The Challenge Questions screen appears.

Figure 4-8 Challenge Questions
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4.10.2 Resetting Challenge Questions

Resetting challenge questions deletes the existing questions and answers and
generates a new question set for the customer to register from. The customer is
informed that registration of challenge questions (select new questions and answers
from his or her question set) is required at the next log in to the Web site.
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To reset a customer's challenge questions:

1. Open the Challenge Questions screen, as described in Section 4.10.1, "Performing
Challenge Questions Related Actions."

2. In the Item list, select Reset Questions.
3. In the Notes list, select the note you want to add.

For example, you could select the Forgot Question/Answers.
4. Click Submit.

After completing the task, you can enter a note about the actions that were taken
(Section 4.12.1, "Adding Notes to Cases") and change the status of the case if
necessary (Section 4.12.3, "Changing Status of a Case").

Question Reset Example

Martha calls the CSR and requests that her questions be reset since she has forgotten
answers to her challenge questions.

Carl the CSR performs these steps:

1. Carl searches for Martha's logins and verifies with her about last login time and
place.

2. Carl creates a case for Martha and resets her questions.
3. He asks Martha to login again and register the questions.

4. After she is done and confirms the new questions are registered, Carl goes ahead
and closes the case.

4.10.3 Resetting Challenge Questions and the Question Set

Resetting the challenge question set resets the challenge questions and the question set
that the customer can register questions from. The customer is informed that
registration of challenge questions is required at the next log in to the Web site.

To reset a customer's challenge questions and the set of questions to pick from:

1. Open the Challenge Questions screen, as described in Section 4.10.1, "Performing
Challenge Questions Related Actions."

2. In the Item list, select Reset Question Set.
3. In the Notes list, select the note you want to add.
4. Click Submit.

After completing the task, you can enter a note about the actions that were taken
(Section 4.12.1, "Adding Notes to Cases") and change the status of the case if
necessary (Section 4.12.3, "Changing Status of a Case").

4.10.4 Incrementing a Customer to His Next Question

If you reset the customer's next question, OAAM Admin advances the customer to the
next challenge question in his list of registered questions. So if he is currently being
asked question A, he is now asked question B or C. The customer is informed that he
will be asked a different challenge question the next time he logs in to the Web site.

To increment a customer to his next question:
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Open the Challenge Questions screen, as described in Section 4.10.1, "Performing
Challenge Questions Related Actions."

In the Item list, select Next Question.
In the Notes list, select the note you want to add.
Click Submit.

After completing the task, you can enter a note about the actions that were taken
(Section 4.12.1, "Adding Notes to Cases") and change the status of the case if
necessary (Section 4.12.3, "Changing Status of a Case").

4.10.5 Unlocking a Customer (KBA)

When you unlock a customer, he or she is forced to register new questions and
answers the next time he successfully logs in.

To unlock the customer:

1.

Open the Challenge Questions screen, as described in Section 4.10.1, "Performing
Challenge Questions Related Actions."

In the Item list, select Unlock Customer.
In the Notes list, select the note you want to add.
Click Submit.

After unlocking the user you can close the case if desired (Section 4.12.3,
"Changing Status of a Case").

4.10.6 Performing KBA Phone Challenge

Users can be authenticated over the phone using their registered challenge questions.
This option is not available for unregistered users or in deployments not using KBA.

To use a customer's challenge questions for phone authentication:

1.

Open the Challenge Questions screen, as described in Section 4.10.1, "Performing
Challenge Questions Related Actions."

In the Item list, select Ask Question.
In the Notes list, select User Challenged.

If you select User Challenged, the Notes field contains the phrase, Request for
customer question, which you can edit to describe why you are taking the action.

Click Submit.
In the confirmation dialog, click OK.

The Ask Question screen appears displaying a challenge question to ask the
customer and a field to enter customer's response.

Ask the customer the question.
Enter the customer's answer in the Answer field.
Click Submit.

Failure counters are used to lock out fraudsters so that they are unable to obtain
the answers/questions.

The maximum number of questions the user is allotted is 3 by default. The
maximum number of attempts per question is 3 by default for phone challenges.
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In phone challenges the CSR enters the user's answers for him. If you enter an
incorrect answer for the user, left the field blank, or closed the screen for the user,
the failure counter is incremented. The same challenge question remains on the
screen until the maximum number of attempts per question is reached. Then,
another question is displayed.

Since the customer is given three attempts per question, a maximum of nine
attempts is allowed for the phone challenge. If a question is answered correctly,
the failure counter is reset and the system automatically takes appropriate actions
depending on the status such as unlocking the customer. If the customer does not
provide correct answers and exceeds the maximum number of failures, he is
locked out.

Figure 4-9 Ask Question Flow
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Ask Questions Example

1. Login as a CSR and create a case for the customer and ask KBA questions through
using the Ask Question case action.
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Enter the user's answers until he answers correctly or is locked out.

If the user answers the question correctly, inform the user he must register new
questions online next time he logs in.

Verify reset questions works for user after asking challenge questions.

You need to actually verify this by doing logins before and after the reset action to
verify that the user is asked to register.

411 Enabling a Temporary Allow

To enable a temporary allow:

1.

From the Cases Search page, search for an existing case for granting a temporary
allow for the customer, and if it does exist, click the case number in the results
table.

If the case does not exist, create one for the customer.
Click Temporary Allow on the menu bar.

In the Allow list, select the desired temporary allow.
= Single Login

= Two Hours

s Select End Date

If you select Select End Date, click the calendar icon and click the end date
you want.

s Cancel

If you want to terminate an active allow for a customer, select Cancel to
remove it

In the Notes list, select the type of note you want.
Edit the note to add information about the action you are taking.

For example, you can add notes about the actions taken and that the customer is
on his trip for three months and should receive an exception for that time.

Click Submit.

Temporary Allow Example

Rita is blocked user and cannot login to bank account and is on vacation in Mexico.
She needs to login in next 2 hours to transfer some money to her account since her
mortgage payment is coming up. She calls Carl (CSR) and requests to let her login for
next 2 hours only.

Carl performs these steps:

1.

Carl searches for Rita's logins and asks her when she logged in last time and from
where.

He crosschecks that information with session data that he sees.
Carl creates a case for Rita.

He opens that case and creates a temporary allow for Rita for 2 hours.
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4.12 Performing Case Actions
You can perform the following case actions:
= Adding Notes to Cases
s Changing Severity Level of a Case
s Changing Status of a Case
» Extending Expiration
= Escalating a Case
= Escalating a CSR Case to an Agent Case
= Bulk-Editing CSR Cases

4.12.1 Adding Notes to Cases

Each time you take an action in a case you should enter a note describing why you are
taking the action. The notes are saved to the case log.

To add notes to cases:

1. From the Cases Search page, search for the case from the Cases Search page.
For information, see Section 4.4.1, "Searching for Cases."

2. Click the case number of the case you want.
The Case Details page appears (Figure 4-2).

3. Click Add Notes on the menu bar.
The Add Notes screen appears.

Figure 4-10 Add Notes
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4. Enter a note.
5. Click Submit.

If you click Cancel, the Add Notes screen is dismissed.
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If you click Submit, the notes are saved to the case log.

4.12.2 Changing Severity Level of a Case

When a case is created it is assigned a severity level to indicate its importance and
allow administrators to filter cases. The severity level is shown on the Case Details

page.
1. Search for the case from the Cases Search page.
For information, see Section 4.4.1, "Searching for Cases."
2. Click the case number of the case you want.
The Case Details page appears (Figure 4-2).
3. On the menu bar, click More Actions, and then click Change Severity.
The Change Severity screen appears.
4. In the Severity List, click the severity level you want.

The available severity levels are High, Medium, and Low. If a customer suspects
fraud, then the severity level assigned would be High. If the customer wants a
different image, then the severity level assigned would be Low. You can escalate
or deescalate the severity level of a case when necessary.

5. In the Notes list, select the type of note you want.
6. Edit the note to add information about the action you are taking.

7. Click Submit.

4.12.3 Changing Status of a Case

Status refers to the current state of a case. The status of a case can be new, pending, or
closed. OAAM Admin automatically assigns the status of New to each case when it is
created. You must change the status to Pending after the case is escalated.

1. Search for the case from the Cases Search page.
For information, see Section 4.4.1, "Searching for Cases."

2. Click the case number of the case you want.
The Case Details page appears (Figure 4-2).

3. Inthe menu bar, click More Actions, and then click Change Status.
The Change Status screen appears.

4. In the Status list, click the status you want.

You can select New, Pending, or Closed.

Table 4-5 Case Status

Status Definition

New The status of a case when it is created.
Pending The status of a case that is not yet resolved.
Closed The status of a case when the issue is resolved.
Escalated The status of a case that has been escalated.
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5. If status is changed to New or Pending, extend the expiration date.
6. If status is changed to Closed, enter the disposition.
7. Enter a note describing the issue.
You can select from existing notes or enter a new note.
8. Click Submit.
A confirmation dialog is displayed.

9. Click OK.

4.12.3.1 Changing Case Status to Pending

Pending is the status of a case that is not yet resolved. To change the case status to
pending.

1. In the Navigation tree, double-click Cases.
The Cases Search page is displayed.
2. For Case Status, select New.
For information, see Section 4.4.1, "Searching for Cases."
3. (Click the case number of the case you want.
The Case Details page is displayed (Figure 4-2).
4. In the menu bar, click More Actions, and then click Change Status.
The Change Status screen appears.
5. For Status, select Pending.
6. Enter a note describing the issue.
Select a description from the Notes list or enter a new note.
7. Click Submit.
A confirmation dialog is displayed.

8. Click OK.

4.12.3.2 Closing a Case

Closed is the status of a case when the issue is resolved. To close a case:
1. In the Navigation tree, double-click Cases.
The Cases Search page is displayed.
2. For case status, select New or Pending.
For information, see Section 4.4.1, "Searching for Cases."
3. Click the case number of the case you want.
The Case Details page appears (Figure 4-2).
4. Click More Actions on the menu bar, and select Change Status.
The Change Status screen appears.
5. For Status, select Closed.
6. Select a disposition from the Disposition list.

7. Enter a note describing the issue.
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Select a description from the Notes list or enter a new note.
8. Click Submit.
A confirmation dialog is displayed.

9. Click OK.

4.12.3.3 Authenticating Closed Cases

To authenticate a closed case:
1. In the Navigation tree, double-click Cases.
The Cases Search page is displayed.
2. Search cases by case status Closed.
For information, see Section 4.4.1, "Searching for Cases."
3. (Click the case number of the case you want.
The Case Details page appears (Figure 4-2).
4. Click More Actions on the menu bar, and select Change Status.
The Change Status screen appears.
5. In the Status list, select New or Pending.
6. Extend the expiration date.
7. Enter a note describing the issue.
You can select from existing notes or enter a new note.

8. Click Submit.

4.12.4 Extending Expiration

To extend expiration:
1. In the Navigation tree, double-click Cases. The Cases Search page is displayed.
2, Search for the case from the Cases Search page.
For information, see Section 4.4.1, "Searching for Cases."
3. (Click the case number of the case you want.
The Case Details page appears (Figure 4-2).
4. Click More Actions on the menu bar, and select Extend Expiration Date.

5. In the Extension list, select the length of time you want the expiration to be
extended to.

6. In the Notes list, click the note you want you want to add.

7. Click Submit.

4.12.5 Escalating a Case

To escalate a case:
1. Inthe Navigation tree, double-click Cases. The Cases Search page is displayed.
2. Search for the case from the Cases Search page.

For information, see Section 4.4.1, "Searching for Cases."
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Click the case number of the case you want.

The Case Details page appears (Figure 4-2).

On the toolbar, click More Actions and then select Escalation.

The Escalation screen is displayed.

In the Type list, select the type of case you want the case to be escalated to.
Provide notes for the case.

Notes are required.

You can provide notes by selecting notes from the Canned Notes list or entering
notes in the Notes box, or both.

s From the Canned Notes list, select a note to describe the reason for the
escalation.

s In the Notes box, enter notes if further details are needed.

Click Submit.

4.12.6 Escalating a CSR Case to an Agent Case

To escalate a case so that Investigators can review it:

1.
2.

In the Navigation tree, double-click Cases. The Cases Search page is displayed.
Search for the case from the Cases Search page.

For information, see Section 4.4.1, "Searching for Cases."

Click the case number of the case you want the Investigator to review.

The Case Details page appears (Figure 4-2).

On the toolbar, click More Actions and then select Escalation.

The Escalation screen is displayed.

In the Type list, select Escalate to Agent Case.

Provide notes for the case.

Notes are required.

You can provide notes by selecting notes from the Canned Notes list or entering
notes in the Notes box, or both.

s From the Canned Notes list, select a note to describe the reason for the
escalation.

s In the Notes box, enter notes if further details are needed.
Click Submit.

The case is escalated to an Agent case and as a CSR, you no longer have
permissions to see the case.

4.12.7 Bulk-Editing CSR Cases

The Cases Search page enables you to change the severity, and status, and extend the
expiration date for multiple cases at once. For example, you can close all cases more
than a year old.
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When the status of the case is set to New or Pending, you are able to extend the
expiration. The option of changing the disposition is not available. When the status of
the case is set to Closed, you can change the Disposition. The option of changing the
expiration is not available.

To change the case settings for multiple cases at once:
1. In the Navigation tree, double-click Cases. The Cases Search page is displayed.
2. Select the cases you want.
For example, you can search cases by type, expiration, and date.
For information, see Section 4.4.1, "Searching for Cases."
3. (Click Bulk Edit Selected.
The Bulk Edit screen is displayed.

Figure 4-11 Bulk Edit
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4. Change the case settings you want and add notes.
5. Click OK to perform the bulk edit.

A confirmation dialog appears with a message that the bulk editing operation was
performed successfully.

6. Click OK to dismiss the dialog.

Bulk Editing Example
Jackie needs to cleanup case back log.

1. She goes ahead and searches for all the expired cases and closes them all.

2. She also goes to all overdue cases and updates the status to pending again.
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4.13 Configuring Expiry Behavior for CSR Cases

The default setting is for CSR cases to expire after 24 hours. After a CSR case expires, a
CSR cannot access them. CSR Managers have to extend the expiration time so that the
CSR can access them.

The properties for setting and disabling expiry behavior are as follows:
To set expiry behavior for CSR cases (default setting), modify the following properties:

customercare.case.expirybehavior.enum.csrcase.behavior = expiry
customercare.case.expirybehavior.enum.csrcase.label = Expired
customercare.case.expirybehavior.enum.csrcase.durationInHrs = 24
customercare.case.expirybehavior.enum.csrcase.resetonaccess = false

To disable the expiry behavior for CSR cases, modify the following property:

customercare.case.expirybehavior.enum.csrcase.behavior = none

Note: You do not need to change the other parameters.

For information on modifying properties, see Chapter 28, "Using the Properties
Editor."

4.14 Reporting

For information on how CSRs use the reporting functionality of Oracle Adaptive
Access Manager, see Chapter 25, "Configuring BI Publisher Reports."

4.15 Multitenancy

In multitenant deployment the CSR's access is limited to only those organizations to
which they are supposed to be servicing. CSRs can work with the cases that are
associated to the users of only those organizations that they service. Agents do not see
and work on cases for the users of other groups for which they do not have access.

4.15.1 Enabling Multitenancy

To turn on the access control in OAAM Admin for multitenant deployments, you must
set the bharosa.multitenant.boolean property to true. By default, the value is set to
false.

4.15.2 Changing Permissions

The Security Administrators of the OAAM application can set up access control for the
CSRs. CSRs cannot change their own access permissions. Only system administrators
are able to change access permissions.

4.15.3 Access to Cases

CSRs can access cases for the users of groups that they have access permissions to.
They cannot access cases for the users of groups that they do not have access to Agent
cases cannot be accessed by CSRs.

If multitenancy is disabled, the CSR Manager, Investigator and Investigation Manager
have access to details screens (links do not appear). If multitenancy is enabled, the CSR
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Manager, Investigator and Investigation Manager do not have access to details screens
(links do not appear). The CSR never has access to details screens.

From the Session Details page the Investigator cannot get to the Detail screens if
multitenancy is on (links are disabled). Multitenant access control only applies for
CSRs and Investigators. Security Administrators and System Administrators have full
access to cases.

4.15.4 Searching Sessions

CSRs and Investigators can only view sessions from organizations they have access to.
If Investigators have access to multiple organizations, they should be able to apply the
search filters to view sessions from specific organizations. If you have access to an
organization, you can search their sessions by Organization ID, Session ID, Alert
Level, User Name, Device ID, IP Address, Authentication Status, and Login Time.

4.15.5 Examples of Multitenancy in OAAM

The following examples illustrate the user seeing restricted amounts of data on the
customer care screens based on permissions.

Table 4-6 CSR Access

Organization Application Users Admin Users
Default
= demouserl = democsrl
= demouser2 = democsr2
= demouser3 = democsr3
NAB
= nabuserl = nabcsrl
= nabuser2 = nabcsr2

= nabuser3

Both organizations
= supercsrl

= supercsr2

No organization democsrm1

In the examples, there are two organizations: default and NAB.

4.15.5.1 CSR Creates a Case

CSR named "democsrl" has permission for group "Default.”
1. The CSR "democsrl"” logs in to the system.
2. He selects the Organization ID, "Default."
He can choose "Default" because he has access only to "Default."
3. He enters "demouserl" in the User Name field and other attributes.
A case for "demouserl" is created.
The Case Details page appears.
»  The Case Status is "Pending."
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s The Created By field shows "democsr1."
s The Current Owner field shows "democsrl."

4. He searches for the case in the Log tab, and sees the "Create Case" action with
ARM ID "democsrl."

5. A session corresponding to the case exists.
6. The CSR, "democsrl" adds notes to the case. (CSRs can add notes to a case.)

7. He goes back to the Logs tabs, and the action for the case is now "Add Notes."

4.15.5.2 CSR is unable to Create Case Successfully for Organization and Login
Combination
CSR named "nabcsrl" has permission for group "NAB."

1. The CSR logs in to the system.

2. The only Organization ID he can choose from is "NAB" because he has access only
to "NAB."

3. He tries to create a case for "demouser1."
s He selects the Organization ID, "NAB"
=  He enters "demouser1" as the user name.
demouserl is a member of "Default.”
4. An error is displayed:

"Invalid application NAB and login demouserl combination.

4.15.5.3 CSRis able to Create Case Successfully for Organization and Login
Combination
CSR named "nabcsrl" has permission for group "NAB."

1. The CSR logs in to the system.

2. The only Organization ID he can choose from is "N AB" because he has access only
to "NAB."

3. He tries to create a case for "demouser1."
= He selects the Organization ID, "NAB"
= He enters "nabuserl" as the user name.
nabuserl is a member of "NAB."

4. The case is created successfully.

4.15.5.4 CSR Has Access to More Than One Organization ID Is Unable to Create
Case
CSR named "supercsrl" has permission for groups "NAB" and Default.

1. The CSR logs in to the system.
2. Both Organization IDs "NAB" and "Default" are available from the dropdown.
3. He tries to create a case for "nabuserl."

= He selects the Organization ID, "Default"

s He enters "nabuserl" as the user name.
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nabuserl is a member of "NAB."

4. An error appears with information that he cannot choose Default as the
Organization ID and create a case for a NAB user.

4.15.5.5 CSR Has Access to More Than One Organization ID is able to Create Case
Successfully
CSR named "supercsrl" has permission for groups "NAB" and Default.

1. The CSR logs in to the system.
2. Both Organization IDs "NAB" and "Default" are available from the dropdown.
3. He tries to create a case for "nabuserl."
= He selects the Organization ID, "NAB"
= He enters "nabuserl" as the user name.
nabuser1 is a member of "NAB."

4. The case is created successfully.

4.15.5.6 CSR Who Cannot Access Any Organization Tries to Create Case

CSR named "democsrm1" cannot access any organization.
1. The CSR logs in to the system.

2. He tries to create a new case, but he cannot select any Organization ID because he
does not have access to any organization. He cannot create a new case with the
necessary attribute.

3. When he tries a search, there are no results.

4.15.5.7 CSR Acts On Case
CSR named "nabcsrl" has permission for group "NAB."

1. The CSR logs in to the system.
2. He performs a search.

a. The Organization ID dropdown presents all the Organization IDs which he
has access to.

b. CSR selects the desired Organization IDs.
c. CSR provides the data required for his search.
3. The results are NAB users only.

The CSR gets back the result which has only those cases whose users belong to
group that he has access to.

4.15.5.8 CSR Views Case Details

CSR named "nabcsrl" has permission for group "NAB."

1. The CSR finishes scenario "CSR Acts On Case".

2. From the search screen, CSR clicks one of the Case IDs.
a. CSRis able to see the details of the case.

b. In the bottom half of the tab he sees action logs for the case.
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4.15.5.9 CSR Searches Sessions
CSR named "nabcsrl" has permission for group "NAB."

1. The CSR finishes scenario "CSR Views Case Details".
2. From the case details page, CSR clicks Search Sessions.

CSR is able to see only the Organization IDs that he has access to in the search
query.

3. CSR selects the Organization IDs he is interested in, fills in the other data for the
filters, and performs the search.

Only the results of the sessions of the users of the groups that he has access to is
shown.

4.15.5.10 Agent Creates a Case

For information, refer to Section 5.5.5, "Creating an Agent Case Manually."

4.15.5.11 CSR Searches Cases

For information, refer to Section 5.4, "Searching for Cases."

4.16 Use Cases

The following sections provide scenarios of how Oracle Adaptive Access Manager's
investigation tools are used.

4.16.1 Use Case: Customer Session Search and Case Creation
Carl is Dollar Bank CSR.

Tim calls Carl because he unable to login because he is blocked.

1. Carl searches for blocked sessions by user to determine if any belong to Tim and
creates a case when he finds none for Tim.

a. Carl must search sessions for users with blocked logins.

b. Carl must search first the session for "Tim" and see his logins history for last
one month.

c. He then must search for cases that might be there for Tim.
Carl finds no cases for Tim.

2. Carl creates a case by choosing out-of-the-box texts for blocked login.

Some days pass and Tim calls again to find out about the case.
3. Carl finds the case and sees that it has expired.
4. Carl escalates the case. After escalation he no longer sees the case in the search.
Jackie is CSR Manager.
1. She logs in and searches for escalated cases.
2. She finds Tim's case and views it.
3. She looks at the action logs of the case and figures who created and acted on it.

4. She adds notes to the case saying she is working on it.
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4.16.2 Use Case: Reset Challenge Questions

You are Jerry, a customer service representative at Acme Corp. You answer phones at
the call center and assist users with issues they may be experiencing. You received a
call from Henry, a user who has forgotten the answers to his challenge questions. You
must verify his personal information before you can reset his answers.

Directions: Part A: Authenticate Henry in another system by verifying personal
information such as home address and last four digits of his Social Security Number.
His User ID is xxxx.

Directions: Part B: Then, open a new CSR case for Henry and reset his challenge
questions.

Directions: Part C: Now, close the case with a resolved disposition and notes.

1.
2.
3.

Log in to OAAM Admin as a Customer Service Representative.
In the Navigation tree, double-click Cases. The Cases Search page is displayed.

In another system enter Henry's User ID and verify his home address and last four
digits of his Social Security Number.

Search open cases by user.

Search for Henry's open cases by entering xxxx into the User ID field and selecting
New, Pending, and Escalated for his case status.

New, pending, and escalated cases do not exist for Henry; therefore, you must
create a new case.

Create a new case.
a. Inthe Cases Search page, click the New Case button.
The Create Case screen is displayed.

b. Enter the Henry's user name, xxxx, in the User ID field and select the
Organization ID (group Henry belongs to).

c. For severity level, select Low from the Severity Level list
The available severity levels are High, Medium, and Low.
d. Select Forgot question answers from the Description list.
e. Click Create.
The Create button is disabled until all the fields are entered.

If invalid parameters were entered, an error message is displayed and the new
case is not created.

If you click Create, the new case is created.

A confirmation message appears.
f. Click OK to dismiss the confirmation message.
Reset Henry's questions.

a. To reset Henry's questions, in the Case Details page, select More Actions and
then select Challenge Questions.

Authenticator uses questions as additional credentials to help prevent fraud.
From the Challenge Questions screen, you can perform questions-related
actions for the customer when necessary.
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b.

e.

In the Item list, select Reset Questions as the question-related action to
perform.

In the Notes list, select Forgot Question/Answers.
Click Submit to reset Henry's questions.

When you reset a customer's challenge questions, OAAM Admin deletes the
existing questions and answers and generates a new question set for
customers to register from.

A confirmation message appears.

Click OK to dismiss the dialog.

7. Add notes on the case.

Each time you take an action in a case you should enter a note describing why you
are taking the action. The notes are saved to the case log.

a.
b.

C.

d.

Click Add Notes on the menu bar to add notes on the case.
Enter a note that Henry's challenge questions were reset.
Click Submit.

If you click Submit, the notes are saved to the case log.

A confirmation message appears.

Click OK.

8. Inform Henry that he will go through challenge questions registration (select new
questions and answers from his question set) the next time he logs in.

9. Close the case with a disposition.

a.

To close the case, in the Case Details page, click More Actions and select
Change Status.

Case status refers to the current state of a case.

In the Status list, click Closed.

Closed is the status of a case when the issue is resolved.

For the disposition select Issue Resolved.

Select Issue Resolved from the Notes list as the note describing the issue.
You can select from existing notes or enter a new note.

Click Submit.

A confirmation message appears.

Click OK to dismiss the dialog.

4.16.3 Use Case: Reset Image and Phrase

You answer a call from Nancy, a user who does not like the virtual device
personalization she registered. She would like you to change it for her. You explain
that Nancy can do this herself on the User Preferences page of the Authenticator, but
she insists that you reset her image and phrase.

Directions: Part A: Open a new CSR case for Nancy and reset her image and phrase.
You tell her that her virtual authentication device will show a new image and phrase
the next time she logs in.
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Directions: Part B: Then, close the case with a resolved disposition and enter some
pertinent notes.

1. Login to OAAM Admin as a Customer Service Representative.
2. In the Navigation tree, double-click Cases. The Cases Search page is displayed.
3. Search open cases by user.

Perform a search by case number or by Nancy's User ID and a Case Status of
Open, Pending, or Escalated to find out whether a case already exists.

Since an open case to reset her personalization does not exist, you create a new
case.

4. Open anew case.
a. Click New Case to create a new case.

The Create button is disabled until all the fields are entered. No fields can be
left blank.

b. Enter the required details.
c. Click Create.

If invalid parameters were entered, an error message is displayed and the new
case is not created.

If you click Create, a new case is created and a confirmation dialog is
displayed with the Case ID number.

d. Click OK in the Create Case confirmation dialog.
The Case Details page for the newly created case is displayed.
5. Reset the user's image and phrase.

a. Inthe menu bar of the Case Details page, select Customer Resets. The
Customer Resets screen appears.

b. Inthe User Item list, select Image and Phrase.
c. Inthe Notes list, select the type of note you want to add.
d. In the Description field, modify the description to suit your needs.

e. Click Submit. A confirmation dialog is displayed with the message that the
customer has been assigned a new image and phrase.

f. Inthe confirmation dialog, click OK.

When you reset a customer's image and phrase, OAAM Admin generates a
new image and phrase and assigns them to the customer.

6. Tell Nancy that her virtual authentication device will show a new image and
phrase the next time she logs in.

7. Close the case with a disposition.
a. Inthe menu bar, click More Actions, and then click Change Status.
The Change Status screen appears.
b. In the Status list, click Closed.
c. For the disposition, select Issue Resolved.

d. Enter a note describing the issue.
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You can select from existing notes or enter a new note.

e. Click Submit. A confirmation dialog is displayed with the message that the
case status was successfully saved.

f. Click OK to dismiss the dialog.

4.16.4 Use Case: Bulk Edit CSR Cases

You are Mike, a customer service manager at Acme Corp. The company policy for CSR
cases is that cases should be closed as soon as the user issue is resolved. After a month
you close out any CSR cases that have been left open by mistake. Directions: Today is
the end of the month, so you are going to bulk-close any cases older than 24 hours and
newer than a month ago.

To bulk edit CSR cases:
1. Login to OAAM Admin as a Customer Service Representative Manager.
2. Inthe Navigation tree, double-click Cases.
The Cases Search page is displayed.
3. Search the pending CSR cases created between a month ago and yesterday.
a. In the Case Status field, select Pending.

b. For Created Date, enter the date and time for the last day of the previous
month.

c. For End Date, enter the date and time 24 hours ago.
d. Click Search.
4. Select all cases and close them with a disposition and notes.
a. Select all cases listed in the Search Results table.
b. Click the Bulk Edit icon on the Search Results toolbar.
The Bulk Edit screen appears.
In the Status list, click Closed.

a o

For the disposition, select Issue Resolved.
e. Enter a note that says that the case was left open by mistake.

f. Click OK. A confirmation dialog is displayed with the message that the bulk
editing operation was performed successfully.

g. Click OK to dismiss the dialog.

4.16.5 Use Case: CSR Manager Bulk Case Edit

Carl is Dollar Bank CSR manager. He comes into work each morning and searches
through the CSR cases to check on status and clean up if needed. First he runs a search
for CSR cases that are expired. There are four cases with the Expired status, so Carl
looks at the creation dates for each. All are more than two days old. One of them has a
High severity and the last action was a Temp Allow. The other three were Low
severity cases with Phone Challenge as the last action. He selects these three and
closes them with a disposition of expired and resolved. Carl opens the high severity
case to look at the log. He sees that the temporary allow is active for another week so
he leaves the case in the expired status as a marker.

1. Login to OAAM Admin.
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7.
8.
9.

10.
11.
12.

In the Navigation tree, double-click Cases. The Cases Search page is displayed.
In the Expired field, select Show Only Expired.

In the Case Type field, select CSR.

Click Search

There are four cases with the Expired status.

View Created Date column for the four cases in the Search Results table.

= All are more than two days old. (View Created Date)

= One of them has a High severity and the last action was a temp allow. (View
Case Severity and Last Action Type columns.

Select the three cases and click Bulk Edit.

In the Status field, select Closed.

In Deposition field, select Issue Resolved.
In Notes, enter expired and resolved.
Click the Case ID for the High severity case.

In the Case Details page, view the log for log code and notes.

4.16.6 Use Case: CSR - Ask Questions

User "customer" is a registered user. He has not been challenged for the past 30 days
and when he had to answer a challenge question, he completely forgot the answer to
this question. He is sure he remembers the answers to his other questions. User
answers the question incorrectly all 3 times. Before he could try it out, he is blocked.
He calls customer support, and the CSR creates a case and asks challenge questions.
She enters the user's answers until he answers correctly or is locked out. He answers
the question correctly. He is unlocked and is able to login successfully. The CSR
informs the user he must register new questions online next time he logs in. The CSR
closes the case.

4.17 Best Practices and Recommendations

This section provides best practices and recommendations:

4-42

A Fraud Investigator looks into suspicious situations either escalated from
customer service or directly from OAAM Admin alerts.

A Fraud Investigation Manager determines which cases must be given attention
by his team.

If a customer suspects fraud, then the severity level assigned is High. For example,
if the customer wants a different image, then the severity level assigned is Low.
Severity levels of a case can be escalated or deescalated when necessary. Anyone
can change the severity of cases.
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Investigation Using Agent Cases

Oracle Adaptive Access Manager allows the creation of Agent cases to make forensic
investigations quicker, easier and more successful. Investigators can link relevant
sessions that may be connected to fraud cases to locate relationships between data that
is linked, sessions in which suspicious activity occurred, or sessions in which alerts
were generated. Investigators can link suspicious sessions. They can also unlink
sessions that they think are no longer suspicious.

This chapter provides information to Investigators for using the new Agent cases. It
contains the following sections:

s Introduction and Concepts

s Fraud Investigation Role Permission

= Opening the Case Search Page

= Searching for Cases

= Viewing, Editing, and Creating Cases

= Editing Agent Cases

= Linking and Unlinking Suspected Sessions to a Case
= Agent Case Feedback

= Configuring Agent Case Access

s Configuring Expiry/Overdue Behavior for Agent Cases
s Agent Use Cases

m Best Practices and Recommendations

5.1 Introduction and Concepts

This section provides an introduction to Investigators and a high-level view of how
they might use the Oracle Adaptive Access Manager Agent cases to investigate
fraudulent activity.

5.1.1 Agent Cases

An Agent case is a tool used for investigation. It can be created manually or
automatically.

= A CSR creates an Agent case when he escalates a case because further
investigation from an Investigator is needed. Refer to Section 5.1.2.3, "Escalated
Cases."
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= A fraud investigator creates an Agent case when a suspicious activity or fraud
scenario is detected and needs investigation.

= A configurable action creates an Agent case automatically as a supplementary
action that is triggered based on a result action and/or risk score after a
checkpoint execution.

Agent cases are not created for specific users. They are created for specific scenarios.
Events can be configured to create a case automatically. Agent type cases are used by
fraud investigators to do the following;:

s Collect investigation findings for audit including which investigators have worked
on a case

= Manage the lifecycle of an investigation including severity, status, ownership
changes, time to resolution, dropped/lost cases and resolution

= When closed findings are fed back into the risk engine to improve accuracy of
future evaluations automatically

= Export findings to Excel for external records or processes

A fraud investigator can quickly view the data involved in an incident and quickly
locate related situations by easily harnessing the complex data relationships captured
by OAAM. Search and detail pages provide fraud investigators the ability to:

s Dirill into individual sessions to see the exact chain of events that led to an alert
= View and search for complex relationships between different data types
= White/black list entities "on the fly" without leaving the investigation flow

= Link session data to a case to further narrow the investigation

5.1.2 Case Status

Case Status is the current state of a case. Status values used for the case are New,
Pending, Escalated, or Closed.

Table 5-1 Case Status

Status Definition

New The status of a case when it is created.

Pending The status of a case that is not yet resolved.
Closed The status of a case when the issue is resolved.
Escalated The status of a case when a CSR escalates a case.

5.1.2.1 New and Pending Cases

Cases are "New" when they are created regardless of the method
(manual/configurable action). When a new case is accessed for the first time, the
status automatically changes to "Pending.” For example, if an Agent case is created by
a configurable action, it contains the session data for which it was created and it has a
"New" status. If an investigator searches for all Agent type cases with a "New" status,
and he opens the case details page for one of the new cases, the case status
automatically changes to "Pending". This allows Investigators to know if someone is
already working on a case.
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5.1.2.2 Closed Cases

Closed is the status of a case when the issue is resolved.

5.1.2.3 Escalated Cases

If a CSR case is escalated to an Agent case, the status changes to "Escalated” in the
process. The first time an investigator accesses the case, the status changes to
"Pending" automatically. The CSR escalates a case when he cannot resolve a case and
needs further investigation by an investigator or when he determines there is
suspicious activity associated with the specific user and he wants further investigation
by an investigator. Once escalated the case is treated as an Agent case, which is no
longer visible to the CSR. However, any agent can work on the escalated case.

5.2 Fraud Investigation Role Permission

Fraud Investigator and Fraud Investigation Manager are out-of-the-box roles
provided by Oracle Adaptive Access Manager. A Fraud Investigator investigates a
specific fraud scenario or suspicious pattern. In order to work on the scenario or
pattern, he creates an Agent case. A Fraud Investigation Manager has access to
actions that the Fraud Investigator does not have. They can reopen closed cases and
bulk edit cases. To act upon the fraudulent sessions, they create Agent cases, and then
link the fraudulent sessions to the case. Based on the type of fraud, they perform
further case actions.

The out-of-the-box permissions associated with fraud investigation are summarized in
Table 5-2. Additional actions are listed in Appendix A, "Access Roles."

Table 5-2 Fraud Investigation Role Permissions

Action

Investigator Permissions Investigation Manager Permissions

Actions

All functions of Investigator role All functions of Investigator role and some
special privileges

Search Cases

m  Search for CSR, Escalated and Agent wu  Search for CSR, Escalated and Agent

cases cases
= Search for open and closed cases = Search for open and closed cases.
New Case Only Agent cases Only Agent cases
View Case Details = View Escalated Case =  View Escalated Case
= View closed case details = View closed case details
Edit Case = Add notes to CSR and Escalated = Add notes to CSR and Escalated
Cases Cases
s Change status and severity = Reopen closed cases
= Cannot bulk edit cases = Change status and severity
= Escalate cases = Bulk edit cases

s Escalate cases

Search session Search sessions Search sessions

Link sessions Link sessions Link sessions
Unlink sessions Unlink sessions Unlink sessions
View linked sessions View linked sessions View linked sessions
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5.3 Opening the Case Search Page

To perform the operations listed earlier, log in as an Investigator. Open to the Cases
Search page by double-clicking Cases in the Navigation tree.

Alternatively, you can open the Cases Search page by:

= Right-clicking Cases in the Navigation tree and selecting List Cases from the
context menu.

= Selecting Cases in the Navigation tree and then choosing List Cases from the
Actions menu.

= Clicking the List Cases button in the Navigation tree toolbar.

The Cases Search page contains the search tools to help you find cases that you are
interested in. The Search Results table displays a list of cases that meet the criteria you
specified. If you upgraded your environment, agent cases from previous releases are
also visible. There is a link on the case number. To view the case details, click the link.
All search tables and dialog boxes should have asterisks for the required fields.

5.4 Searching for Cases

The Cases Search page contains the search tools to help you find cases that you are
interested in.

1. From the Cases Search page, specify criteria in the Search Filter.

Table 5-3 Search Filters

Filter Description

Organization ID To locate cases for an organization, select the Organization ID. CSRs can choose one
from a list of Organization IDs of organizations which they have access to.

User Name The User Name field is blank for Agent cases.

User ID The UserlID field is blank for Agent cases.

Case ID To locate a specific case, enter the Case ID.

Description To locate a case by a keyword that is in the description, enter the word you want.
Search by description displays all cases with any matching words in the description
field.

Case Type To filter cases by case type, select Agent.

Severity Level To filter cases by severity level, select Low, High, or Medium.

Case Status To filter cases by case status, select New, Pending, Closed, Escalated.

Expired To filer the list by expired, select the option you want.

The options available are:
= Hide Expired
= Show Only Expired

Created Date To locates cases created within a given create date range, enter the start and end dates
you want for the range.
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Table 5-3 (Cont.) Search Filters

Filter

Description

Disposition

To filter cases by dispositions, you can select:
s Confirmed Fraud

= Duplicate

= False Negative

= False Positive

= Issue Pending

= Issue Resolved

= Not Fraud

The disposition describes the way in which the issue was resolved in a case. Cases
only have dispositions when they are closed. If a case has any status besides closed,
the disposition is left blank.

Last Action

Search based on the last action that was taken in case.

Notes

Search for cases that contain specific keywords in their log. For example, if you search
for all Agent type cases that contain the word "chargeback," a case with a note that
contains "The device used seems to be related to a number of chargebacks" would
return in the list of cases.

Created by

Search by user name of the agent who created the case.

Current Owner

Search by user name of the agent who is working on this case currently (who
performed the last action)

2. C(Click Search.

If multitenancy is enabled, search results display all the cases whose users belong
to the organizations that the CSR has access to if they match the search criteria.
User less cases are part of the result set if the case owner's Organization ID is on
the agent's access permission list and the case matches the search criteria.

Searching for Overdue Cases

By default Escalated and Agent cases expire after 24 hours and become overdue. The
overdue flag is then set. When Investigators access the case, the expiration date is
reset. To search for overdue Agent cases, select Shown Only Expired as the Expired
filter. The cases with dates and time in red in the Expiration Column are overdue
cases.
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Figure 5-1 Overdue Cases
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5.5 Viewing, Editing, and Creating Cases

Procedures to view, edit, and create are listed below.

5.5.1 Viewing a List of Cases

From the Cases Search page, enter filter criteria and click Search. The Search Results
table displays the list of cases you filtered for.

5.5.2 Viewing a List Cases You are Currently Working On

From the Cases Search page, enter your user name in the Current Owner field to
locate cases that you are currently working on and click Search. The Search Results
table displays the list of cases you are currently working on.

5.5.3 Viewing Agent Case Details

The Agent Case Details page is opened when you create a case successfully. You can
also open the Agent Case Details from the Search results for cases that belong to any
user belonging to a group you have access to or cases that are associated with your
Organization ID.

Note: You can only open one case at a time. An error occurs if you
try to open more than one case.

Agent and Escalated cases contain the following tabs:

= Summary - Lists the details about the case
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s Linked Sessions - Lists the sessions linked to the case
= Logs - Lists the case action logs

The Summary tab shows the case detail and if the case is an Escalated case then it
shows the details of the user associated with the case. Agent cases that are user less
show a User Details section.

5.5.3.1 Summary Tab

The Summary tab shows the case details for Agent cases. If the Agent case is an
Escalated case, it also shows the detail of the user associated with the case.

5.5.3.1.1 Case Details The following information is displayed in Case Details.

Table 5-4 Case Details

Details Description
Organization ID The Organization ID of the case.
Case Created The date when the Agent Case was created

Case Status

The case status is "Pending" when the Agent Case is created manually and "New" when an
Agent Cases is created automatically (with Configurable Action) and changes to "Pending"
once the case is accessed. The case status is "Escalated" for Escalated cases and changes to
"Pending" when the agent accesses this case.

Case status is changed when accessed by various administrators.

Severity Level

The severity level is set by the user who creates the case and used as a marker to
communicate to users how severe the case is. Anyone can change the severity of cases

Case Type

Agent, CSR or Escalated (Escalated cases cannot be created)

Case Number

Unique Case ID

Disposition

When a case is closed the disposition describes the way in which the issue was resolved.
Cases only have dispositions when they are closed. If a case has any status besides closed,
the disposition is blank.

Expiration Date

Agent cases and Escalated cases have a default expiration date of 24 hours from the date of
creation. If the case has not been accessed before the expiration date, it has the status of
Overdue. Each time you access the case, the expiration date of the Agent case or Escalated
Case is reset to a new value; by default the date is reset to 24 hours from the date of
accessing the case. The length of time before a case expires is configurable. Refer to

Section 5.10, "Configuring Expiry/Overdue Behavior for Agent Cases" for details for
configuring the expiry behavior.

Overdue

If the case has not been accessed before the expiration date, the overdue flag is set to allow
managers to see that the cases require attention. For example, if Agent cases are set to
expire in 24 hours, then the flag is set to "overdue" if a case has not been accessed in more
than 24 hours. When Investigators access the case, the overdue date is not affected. When
they perform actions, the overdue is reset. The overdue behavior is configurable. Refer to
Section 5.10, "Configuring Expiry/Overdue Behavior for Agent Cases" for details

Description

The details for the case. A description is required.

Last Case Action

The last action performed in the Escalated or Agent case. There are no user details in Agent
cases.

Date of Last Case The date when last action occurred.

Action

Last Global Case For an Agent case that is not created from an escalated CSR case, the last global case action
Action field is always empty. For an Agent case associated to a user (escalated case), the last global

case action is the last case action performed by the user associated with the Agent case. The
case action could be performed on any case (CSR/Agent)
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Table 5-4 (Cont.) Case Details

Details Description

Date of Last Global  The last action performed against the user online.

Case Action

Current Owner Name of agent who is working on this case currently

Created By This displays the name of the agent who created the case. If the case was created by a
configurable action "Created by" displays "dynamic."

5.5.3.1.2 User Data The following information is displayed in User Data for Escalated

cases.

Table 5-5 User Data

Data Description

User Name User for whom case is created

User ID Auto generated?

Organization ID The identifier of the application. (In a multitenant deployment, CSRs only have access

to cases limited to their primary Application ID. CSR Managers and Investigators can
access cases from multiple applications)

Last Online Action

The last action that user executed. For example, the Answered challenge question
field show "Challenge Question" or if user is blocked, "Block."

Date of Last Online Action

Date when last online action was executed.

Temporary Allow
Expiration Date

When a temporary allow is enabled. This field shows you when it expires. If
temporary allow is 7 days, the expiry date is a week from today.

Temporary Allow Active

If temporary allow is active, this field shows "Yes," otherwise the field shows "No."

OTP Bypass Active Similar to temporary allow but OTP challenges are ignored instead of blocks
OTP Bypass Expiration Date and time OTP Bypass is no longer be active
Date

Completed Registration

If a user completed registration, this field shows "Yes;" otherwise it shows "No." To be
registered, a user may need to complete all of the following tasks: personalization
(image and phrase), registering KBA questions/answers, and providing email/cell
phone contact information.

Questions Active

If user completed registration, but questions were reset, and he did not go back to
register new ones, this field displays "No." This field shows "Yes" if the user
completed registration and questions exist that can be used to challenge him.

OTP Delivery method
active

User has either email or cell phone registered for the OTP challenge

Personalization Active

When an image, a phrase and questions are active for the user, this field displays,
"Yes." If anyone of these are reset, this field displays "No."

5.5.3.2

Linked Sessions

The Linked Sessions tab displays all of the sessions that you linked for the case you are
investigating. The tab also displays information such as the date at which it was linked
and any notes provided at the time of linking. You can link any number of sessions as
you think might be connected to an investigation by clicking the Link Sessions icon,
which opens a Sessions search page. You can unlink one or more sessions already
linked to this case.

5.5.3.2.1

Logs Tab in the Linked Sessions The Logs Tab displays all the actions, date of

action, and User IDs that were used for the action and notes.
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5.5.3.3 Logs

The logs sections to show the logs of action performed on the case. The search filters
are as follows:

Table 5-6 Log Search Filters

Filters Description

Notes Keyword Keyword from Canned Notes

ARM ID CSR identifier

Action Last action in the case. For example, yesterday jsmith called customer service

claiming to have lost money out of his account. The CSR escalated the case and told
jsmith he would be contacted within 24 hours. About 36 hours later, jsmith calls back
to see why he has not been contacted. The CSR must view the case escalated
yesterday for "jsmith". He searches cases for "jsmith" with an "Escalate" action and
ones that are not overdue in the last 48 hours.

Created Date Date case was created.

5.5.4 Creating Agent Cases

Agent cases can be created in one of three ways:
=  Manually
= Automatically

m  CSR Escalation

5.5.5 Creating an Agent Case Manually

A new Agent case is created when a suspicious activity or fraud scenario is detected
and needs investigation. Only an Investigator can create an Agent type case directly.
No user information is shown or required for the creation of an Agent type case. The
only required inputs to create an Agent case are Organization ID, severity, and
description.

To create a new user less Agent case:
1. In the Cases Search page, click New Case.

The Create Case dialog appears with Agent specified as the Case Type because
the system already knows from the login that an Investigator is creating this case.

2. Enter the Organization ID you are creating the case for.

A list of Organization IDs for which you have access to is provided. From the list
you can select one Organization ID. Later, you can create a case for a different
Organization ID if you need to.

Note: You do not have to enter a user name or User ID because the
Agent case is a user less one.

3. Select a severity level from the Severity Level list
The available severity levels are High, Medium, and Low.

4. Enter a description of the case in the Description text box, or select descriptions
from the Description list, or do both.
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The default description type is Custom Description. The Description text box can
contain alphanumeric and special characters, but it should not exceed 4000
characters. You can select a description from the Description list, one at a time for
any number of times. Each description selected from the list is appended to the
previous.

Description is a required field. The Create button is disabled until a description is
entered.

Click Create.

The Create button is disabled until all the fields are entered. Required fields are
marked with a "*" (asterisks). If invalid parameters were entered, an error message
is displayed and the new case is not created.

Click Cancel to cancel changes and return to the Cases Search page. Click Create
to create a new case.

The case is created and the Case Details page opens for the new case. For
information, refer to Section 5.5.3.1.1, "Case Details." The Case Details page shows
"Pending" as the status of the case. The agent is listed in the Created by and
Current Owner fields. There are no user details shown in the Case Details because
the case is a user less Agent case. The new Agent case does not contain any linked
sessions. When you view the logs, Create Case is displayed as the Action.

Manual Agent Case Creation Example

An Agent creates an Agent type case for the 1st Bank Organization ID. He is not given
the option to create cases of other types (CSR case). Organization ID is a required field.
The new Agent case does not contain any linked sessions. He is not required to enter
any user information to create the case since Agent cases are not linked to any single
user.

5.5.6 Creating an Agent Case Automatically by a Configurable Action

To configure an action so that an Agent case is created automatically:

1.
2.

6.
7.

Create a custom rule action called create_agent_case.

Add a rule with the rule condition you want to a policy for the appropriate
checkpoint. Configure it such a way that it triggers and returns the action create_
agent_case whenever the specified conditions are met. For example, whenever a
suspicious activity occurs the create Agent case action is triggered.

Create an action instance of the action template CaseCreationAction and associate
it to the checkpoint.

Set the trigger criteria as the action by selecting create_agent_case action.
Set the parameters of CaseCreationAction as follows:

a. Enter "2" (for Agent type) as value of Case Type.

b. Enter "2" (for Medium) or "3" (for High) for the Severity.

c. Enter a case description. For example, "Failed login."

d. Enter the userld for "Case Creator Userld" parameter. Make sure that userld
has a proper role and access permissions for creating the case. For our
example, the Case Creator is Dynamic.

Save the action instance.

Log in to the application unsuccessfully.
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On every unsuccessful log in, you should see an automatic creation of an Agent
case by the configurable action. The status of the case is "New." The new Agent
case has auto linked sessions based on the action instance parameters. It will
contain the session data for which it was created.

There are two logs for the autocreated Agent case: one for creation and one for the
link session.

If an Investigator opens the case, the Status of the case changes to "Pending." The
Current Owner is the Investigator and the Created by displays the Case Creator
Userld. User Details are also shown for this case.

Verify that the sessions that correspond to the action instance parameters like
checkpoint, score range, execution type are autolinked to the Agent case that is
created by the configurable action.

Agent Case Autocreation Example

1.

A Security Administrator configures an action to create agent cases when specific
rules trigger.

When this case creation action generates a case, the session data in which the rule
triggered is added to the case in the form of a linked session.

Fraud Investigator opens the OAAM Admin Console and sees only the
appropriate user interface views and controls afforded his role.

Fraud Investigator searches cases by new status

Fraud Investigator opens the case at which time he becomes the current owner
and the status of the case changes to pending.

He can continue linking session to the case and/or drill in on the data in the
linked session using the details screens.

When finished, the Investigator closes the case with a disposition and notes.

5.5.7 Creating an Agent Case from an Escalation

To escalate a case so that Investigators can review it:

Escalate CSR to Agent Case Example

1.
2.

CSR Manager escalates CSR case

A fraud investigator picks up the escalated type case and reads the notes entered
by the CSR and CSR Manager. The status automatically changes from escalated to
pending.

He searches for the session history of the user.

Investigator selects the session from the Ukraine and searches for related sessions
and cases. He finds no sessions or cases that seem suspicious

He determines that he can safely add the user to the override group for this rule.

The investigator then closes the case with a resolved "customer override"
disposition.

Every three months a security administrator removes all users from the override

group.

Investigation Using Agent Cases 5-11



Editing Agent Cases

5.5.8 Creating a Case Like Another Agent Case

5.6

To create a new case that is similar— or "like"—an existing Agent case:

1. From the Cases Search page, select an Agent case by clicking in the checkbox next
to case in the Search Results table.

The Create Like button is disabled if you select multiple rows in the Search
Results table.

2. C(lick the Create Like button.

The Create Case Like dialog appears with Organization ID, Severity level and
description pre-populated from the original case.

3. Edit any of these fields if you want.
Do not leave any fields blank.
The Create button is disabled until the required fields are filled in.
4. Click Create.
Click Cancel to cancel changes and return to the Cases Search page.
Click Create to create a new case.

A new Agent case is created with data from the original case and your changes,
and the Case Details page opens for the new case. A new Agent case created like
an escalated Agent case does not contain any user data. The case status is
"Pending."

Editing Agent Cases

You can take action in an Agent case to add notes, change the severity level of a case,
or change the status of a case.

5.6.1 Adding Notes to Cases

Each time you take an action in a case you should enter a note describing why you are
taking the action. The notes are saved to the case log.

To add notes to cases:
1. In the Case Details page, click Add Notes.
The Add Notes dialog appears.
2. Select a canned note or enter notes in the text box or both.
3. Click Submit.
The notes are saved to the case log.

4. Click OK to dismiss the confirmation dialog.

5.6.2 Changing Severity Level of a Case

When a case is created it is assigned a severity level to indicate its importance and
allow administrators to filter cases. The severity level is shown on the Case Details

page.
1. In the Case Details page, click More Actions and select Change Severity.
The Change Severity dialog appears.
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In the Severity List, select the severity level you want.

The available severity levels are High, Medium, and Low. If a customer suspects
fraud, then the severity level assigned would be High. If the customer wants a
different image, then the severity level assigned would be Low. You can escalate
or de-escalate the severity level of a case when necessary.

In the Notes list, select the type of note you want.

If necessary edit the note to add information about the action you are taking.
Click Submit.

The case severity is saved to the case log.

Click OK to dismiss the confirmation dialog.

5.6.3 Changing Status of a Case

The status of a case can be changed manually or automatically.

5.6.3.1 Changing the Status of a Case Manually

The scenarios show how to change the case status manually.

5.6.3.1.1 Changing the Status of the Case to New Manually To change the status of a case to
New manually:

1.

5.

In the Case Details page, click More Actions and select Change Status.
The Change Status dialog appears.

In the Status list, select New.

Enter a note describing the issue.

You can select from existing notes, or enter a new note, or both.
Existing notes to choose from are the following:

= Manager Review

s Other

Click Submit.

A confirmation dialog is displayed.

Click OK.

5.6.3.1.2 Changing the Status of the Case to Pending Manually To change the status of a
case to Pending manually:

1.

In the Case Details page, click More Actions and select Change Status.
The Change Status dialog appears.

In the Status list, select Pending.

Enter a note describing the issue.

You can select from existing notes, or enter a new note, or both.
Existing notes to choose from are the following:

= Manager Review

»  Issue in Progress
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s Other
4. Click Submit.
A confirmation dialog is displayed.

5. Click OK.

5.6.3.2 Configuring Auto Change for Case Status

To enable Auto Change of Case Status set the following parameter:

customercare.case.autostatuschange.enum. flowone.enabled=true

To disable Auto Change of Case Status set the following parameter:

customercare.case.autostatuschange.enum. flowone.enabled=false

Configurable actions create cases with a status of "New". When the case is opened, the
status is changed to "Pending." For these cases to change from "New" to "Pending"
automatically on access, configure the following properties:

customercare.case.autostatuschange.enum. flowone=1
customercare.case.autostatuschange.enum. flowone.name=Flow
onecustomercare.case.autostatuschange.enum. flowone.description=Status flow
onecustomercare.case.autostatuschange.enum. flowone.enabled=true
customercare.case.autostatuschange.enum. flowone. from=new
customercare.case.autostatuschange.enum. flowone. to=pending

Escalated cases have a Case Status of Escalated. When the case is opened, the status is
changed to "Pending". For cases to change from Escalated to Pending automatically on
access, configure the following properties:

customercare.case.autostatuschange.enum. flowtwo=2
customercare.case.autostatuschange.enum. flowtwo.name=Flow Two
customercare.case.autostatuschange.enum. flowtwo.description=Status flow two
customercare.case.autostatuschange.enum. flowtwo.enabled=true
customercare.case.autostatuschange.enum. flowtwo.from=escalated
customercare.case.autostatuschange.enum. flowtwo.to=pending
customercare.case.autostatuschange.enum. flowtwo.casetype=agent

The action log for the auto-change is created with the entry, "Status changed on access
by the system."

5.6.4 Closing Cases

After an investigator finishes investigating a situation and comes up with a
conclusion, he can change the status to close the case and give a disposition.

5.6.4.1 Closing a Case Manually

To close a case manually:

1. In the Case Details page, click More Actions and select Change Status.
The Change Status dialog appears.

2. In the Status list, select Closed.

3. Select a disposition.
Choices for the disposition are the following:

s Confirmed Fraud
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s Duplicate
= False Negative
= False Positive
s Issue Pending
s Issue Resolved
= Not Fraud
4. Enter a note describing the issue.
You can select from existing notes, or enter a new note, or both.
Existing notes to choose from are the following:
s Issue Resolved
= Issue Not Resolved
s Old Case Cleanup
s Duplicate Case
s Other
5. Click Submit.
A confirmation dialog is displayed.

6. Click OK to dismiss the confirmation dialog.

Closing a Case Example

An investigator finishes investigating a situation and determines that the customer
was mistaken, there was no fraud. He uses the change status action to close the case
and give a disposition of "not fraud".

5.6.4.2 Closing Multiple Cases

To close multiple cases:

1. In the Navigation tree, double-click Cases. The Cases Search page is displayed.
In the Search Results table, select the cases you want to close.

Click the Bulk Edit button.

Select Closed as the status.

Select the disposition and enter notes.

Click Save.

N o a » o DN

Click OK to dismiss the Confirmation dialog.

5.6.5 Bulk-Editing Agent Cases

To change the case settings for multiple cases at once:
1. In the Navigation tree, double-click Cases. The Cases Search page is displayed.
2. Select the cases you want.

3. Click Bulk Edit.
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Note: For out-of-the-box OAAM roles, the Bulk Edit button is
disabled for the Investigator role and enabled for the Investigation
Manager role.

4. Change the case settings you want and add notes.
The Close action is allowed regardless of severity.

Severity is editable regardless of status. You can also change the severity of cases
irrespective of their Closed status.

5. Click OK to perform the bulk edit.

A confirmation dialog appears with a message that the bulk editing operation was
performed successfully. If you are closing a case and there are Agent cases that
were already in the Closed status at the time of the bulk edit operation, a message
appears, saying that the Agent cases have to be in the New or Pending status for a
bulk close action to be executed.

6. Click OK to dismiss the dialog.
When you refresh the search, the status is shown for those cases in the results.

"Last Case Action" on the Search page is not updated immediately after a bulk edit. It
is updated when you launch the Search page again.

5.7 Linking and Unlinking Suspected Sessions to a Case

You can link sessions to the cases belonging to the users that belong to the
organizations that you have access to.

5.7.1 Linking Sessions

If the Investigator feels that sessions are involved in the product security, he can
search for those sessions, select them (you can see the sessions of only those groups to
which you have access) and link them to the case with linking notes and descriptions.

To link sessions:
1. On the Case Details page, click the Linked Sessions tab.

2. Click the Link Sessions icon.

Figure 5-2 Links Button

Signed in as demainvestl
P

i) Cose 120 i)
[QCEISE 128 Add Motes  More Actions =

Click the Link Sessions butkaon to search and select sessions ko link to this case

?:‘;.@ Unlink. Sessions. .. Export Linked Sessions W d‘ Detach
| | | |

Row|Linkad on Session ID :Usar TIATE |Dievice ID EDevice Score fLocaticln | terts !Sessinn
Mo data to display

A Linked Session dialog opens where you can find the sessions to add.
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3. Filter sessions on Session ID, User Name, IP Address, Device ID, and Location and

specifying a specific login time range.

Figure 5-3 Linked Sessions Search
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dynaricusere 109 0 148.87.19.39 Unknown, Unknown, 10f27/201C
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dynamicuserd 109 0 145.87.19.539 Unknown, Unknown, 10027 /2010 3
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dvnamicuserz 105 i} 145.87.19.47 Unknown, Unknown, 10/27 /2010
dynamicuserl 105 0 1458.87.19.47 Unknown, Unknown, 10027 /2010
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4. From the results, select the sessions to link to this case and click Next.

You can select one or more sessions to link at a time. These are the sessions that
you think are part of the case that needs investigation.

A dialog appears showing that the sessions that can be linked to the case.
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Figure 5-4 Add Notes About Linking
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5. In the Notes field, select a note from the Note list or enter a note between 1 and
4000 characters into the text box to describe why you are linking the sessions.

6. Click Finish.

The sessions are linked to the case and appear in the Linked Sessions tab.

5.7.2 Export Linked Session for Further Analysis

The Investigator can select one or more linked sessions and export them as MS-Excel
document (XLS) for further analysis. Only MS-Excel document export is available.

The maximum number of linked session you are allowed to export is pre-configured
for 1000. If you want to change the limit, you must edit the following configurable

property:
oaam.x1ls.case.linkedsession.export.row.upperbound=1000
To export linked sessions for further investigation and analysis:
1. In the Case Details page, click the Linked Sessions tab.
The Linked Sessions page opens, listing all the linked sessions.

2. Select the linked sessions you want and click Export.
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3. Select Save Export File, browse for the location for file to be saved and click
Export.

The sessions are exported with the following details:
= Row

s Date and time the session was linked

s Session ID

s User Name

s Device ID

m  Device score

s Location

n  Alerts

= Session date

s Notes

5.7.3 Unlinking Linked Sessions

If they feel that the linked sessions are not relevant to the case, an Investigator can
unlink them from the case.

To unlink linked sessions:
1. On the Case Details page, click the Linked Sessions tab.
2. Click the Unlink Sessions icon.
The Unlink Sessions dialog opens, listing all the selected sessions to be unlinked.
3. Search for and select the linked sessions to unlink and press Next.
A dialog appears showing that the sessions have been unlinked from the case.
4. Enter notes about why you are unlinking the session.
5. Click Finish.

The sessions are unlinked from the case.

5.8 Agent Case Feedback

Agent case feed back closed findings into the risk engine to improve accuracy of future
evaluations automatically.

For example, an investigator creates an Agent case and links several fraudulent
sessions to it. Later, the investigator closes the case with a disposition of confirmed
fraud. A predictive model is rebuilt every "n" hours to take into account data from
sessions linked to cases with a confirmed fraud disposition. Investigators can
determine the frequency of rebuilding the models. Each session in the system is
compared to see how close it is to the fraudulent ones. The closer the match the higher
the risk. An example evaluation would be, was the probability more than 50% that this

login session is fraudulent based on all sessions linked to confirmed fraud cases?
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5.9 Configuring Agent Case Access

By default only Investigators and Investigation Managers have access to create Agent
cases. The property for investigator access is
oaam.permission.creatagentcase=oaam.perm.create.case.type.agent

To give a CSR access to Agent cases, configure the property as follows:
oaam.permission.creatagentcase=oaam.perm.create.case.type.csr

After setting the property, the CSR should have full access to create agent cases.

5.10 Configuring Expiry/Overdue Behavior for Agent Cases
The expiry/overdue behavior can be configured using the Properties Editor.
Agent Cases have a default expiration date of 24 hours from the date of creation.

Information to change the default behavior is provided below.

5.10.1 Set "Overdue" Behavior for Agent Cases (Default Setting)

To set "expiry/overdue" behavior for Agent cases, modify the following properties as
shown below.

customercare.case.expirybehavior.enum.agentcase.behavior = overdue
customercare.case.expirybehavior.enum.agentcase.label = Overdue
customercare.case.expirybehavior.enum.agentcase.durationInHrs = 24
customercare.case.expirybehavior.enum.agentcase.resetonaccess = true

5.10.2 Disable "Overdue/Expiry" Behavior for Agent Cases

To disable the "overdue/expiry" behavior for Agent cases, modify the following
property as shown below.

customercare.case.expirybehavior.enum.agentcase.behavior = none

Note: You do not need to change the other parameters.

5.10.3 Set "Expiry" Behavior for Agent Cases

To set "expiry" behavior for Agent cases, modify the following properties as shown
below.

customercare.case.expirybehavior.enum.agentcase.behavior = expiry
customercare.case.expirybehavior.enum.agentcase.label = Expired
customercare.case.expirybehavior.enum.agentcase.durationInHrs = 24
customercare.case.expirybehavior.enum.agentcase.resetonaccess = false

5.11 Agent Use Cases

Common agent use cases are listed below.

5.11.1 Agent Creation

Agent use cases are provided below. Groups for the examples are presented in the
following chart.
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Table 5-7 CSR Access

Organization Application Users Admin Users
Default
= demouserl s democsrl
= demouser2 s democsr2
= demouser3 = democsr3
NAB
= nabuserl = nabcsrl
= nabuser2 = nabcsr2

= nabuser3

Both organizations
= supercsrl

n supercsr2

No organization democsrm1

Current Owner is the Agent who is Working on the Case Currently
The Current Owner is the agent who is working on the case currently.

1. A manager named "democsrm1" logs in.

2. He searches for the case by Notes.

3. He opens the case.

4. Assoon as he opens the case
a. The Current Owner changes from "democsrl" to "democsrm1."
b. The Created By field still shows "democsrl."
c. The status of the case is "Pending."

5. Next, the CSR Manager can perform the necessary actions such as granting a
temporary allow, performing challenge question resets, and other actions.

CSR Escalates a Case to an Agent Case
CSR escalates a case to an Agent Case.

CSR named "democsrl" has permission for group "Default.”
1. Helogs in to the system.
2. He creates a new case
= He selects the Organization ID, "Default."
s He creates the case for "demouser2."
= He selects the severity and gives the description, "fradulent activity."
3. He escalates the case to an Agent case and adds notes.

4. Now the CSR, "democsr1" does not have permissions to see the details of the case.

Agent Cases Escalated from CSR Case has User Details
User details are shown in escalated Agent cases.

1. An Investigator, "demoinvest1" logs in to the system.
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2. He searches for Escalated cases by filtering on Escalated.
3. He opens the case.

a. Case Status changes from "Escalated” to "Pending."
b. Created By field still shows "democsrl."

c. Current Owner shows "demoinvestl."

e

User details are also displayed because this is not a user less case, but a CSR
case that was escalated to an Agent case

e. Log shows that the case was created, then escalated, then accessed, and then
the status changed.

Investigator can Create Agent Cases
A case can be created by an Investigator.

1. The Investigator, "demoinvestl," logs in to the system.
2. He creates a case
= He selects the Organization ID.
= He does not have to select a user because this is a user less case.
= He selects the severity.
= He gives a description.
The Case Details page appears.
s The Case Status is "Pending."
s The Created By field shows "demoinvest1."
s The Current Owner field shows "demoinvest1."

»  User details are not shown because this is a user less case.

Investigator Can Create Agent Case for a Different Organization ID

Investigator can create Agent case for a different Organization ID if he has permissions
to access multiple organizations. In most scenarios only the Investigation Manager has
access to multiple organizations.

1. The Investigator, "demoinvestl," logs in to the system.
2. He creates a case

= He selects a different Organization ID.

= He selects the severity.

= He gives a description.

3. He views the logs, which shows that the case was created.

Concurrent Access of Case
An example of when two agents try to open a case is described below.

1. demoinvestl logs in and searches for a case with status "New."

2. He can see the case, Case ID 132, in the results.

3. Another user demoinvest2 logs in and searches for a case with status "New."
4

He can also see the case, Case ID 132, in the results.
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demoinvest2 opens the case and the status changes to "Pending."
demoinvest2 is the current owner of the case.

demoinvetl still sees the case as "New" in the results.

® N o o

He tries to open this new case but a message appears saying that demoinvest2 is
the current owner of the case and he can choose to continue or cancel.

9. If he chooses to cancel, nothing happens and demoinvet2 remains the current
owner.

10. If he chooses to continue, he becomes the current owner and the status of the case
is "Pending."

View Overdue Cases

The Investigator searches for Agent cases with Shown Only Expired as the Expired
filter. The cases with dates and time displayed in red in the Expiration Column are
overdue cases.

Search Cases By Action

Users can search both CSR and Agent cases based on actions that were taken in them.
An example is provided below:

Yesterday jsmith called customer service claiming to have lost money out of his
account. The CSR escalated the case and told jsmith he would be contacted within 24
hours. jsmith calls back 36 hours later to see why he has not been contacted. The CSR
needs to view the case escalated yesterday for jsmith. He searches cases for jsmith with
an "Escalate" action and ones that are not overdue in the last 48 hours.

5.11.2 Investigation Workflow Scenario - Blocked Login Attempts

Agent type cases are used by fraud investigators to do the following;:

s Collect investigation findings for audit including which investigators have worked
on a case

= Manage the lifecycle of an investigation including severity, status, ownership
changes, time to resolution, dropped/lost cases and resolution

»  Feed back closed findings into the risk engine to improve accuracy of future
evaluations automatically

= Export findings to Excel for external records or processes

A fraud investigator can quickly view the data involved in an incident and quickly
locate related situations by easily harnessing the complex data relationships captured
by OAAM. Search and detail pages provide fraud investigators the ability to:

s  Dirill into individual sessions to see the exact chain of events that led to an alert

= View and search for complex relationships between different data types

= White/black list entities "on the fly" without leaving the investigation flow
This feeds back into risk evaluation. For example, a high risk device group.

= Link session data to a case to further narrow the investigation

A security administrator configures an action to create an Agent cases when specific
rules trigger. These autocreated cases require a review of the transaction. The details
pages contain the information needed by the investigator in order to accomplish this
task. An example workflow is shown below for an autocreated case.
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Search for New Autocreated Agent Cases

John is a fraud investigator for the bank. John searches for new Agent cases
dynamically created as a result of blocked access requests.

Best Practice: Filter the time-stamp column so the oldest case is on top.

Figure 5-5 Searching for New Autocreated Agent Case
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Review the Generated Alerts

John opens case 109 the oldest case in the listing to start working on it. Automatically
the case status changes from New to Pending and the current case owner becomes
John. Other investigators can now see that this case is actively being worked (since the
case has an owner, John, and the status is not new, but pending). When case 109 was
automatically created the session which was blocked was linked to the case so all the
session data is captured and ready for review. This includes a full set of the alerts
triggered in the session. This example show a session in which five different alerts
were triggered. John can easily read the alert messages to understand what was going
on in this situation. The highest alert was generated because the access attempt was
from an IP known to be an anonymizing proxy. The bank security policy restricts
banking while utilizing an anonymizing proxy as they are often used by criminals to
hide their true geographic location.
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Figure 5-6 Reviewing Alerts
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Review User Accounts Used From High Risk IP Address

John clicks the IP address to drill in on the location to investigate further. Note

Table 5-6, " Log Search Filters" shows the most severe alert as one that concerns an IP
address (an anonymizing proxy). This opens the IP address details screen in an
adjacent user interface tab. John selects the users tab to see what user accounts have
been utilized from this high risk IP address. He can see that there are four different
bank users potentially affected by the activity originating from this location.
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Figure 5-7 Reviewing User Accounts Used From IP Address
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Link Sessions to Agent Case

John clicks the sessions tab of the IP details screen to list sessions from this IP address.
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Figure 5-8 Searching for Sessions to Link to Agent Case
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He selects them all and links them to case 109 that he is working on. This way he
collects the data he has found along with notes as to why he did this. In this case all
the sessions had been blocked but if there were some sessions that had not been
blocked then linking those sessions to the case for further follow up is extremely
useful since without the data cross referencing ability of the details screens such a
situation may have gone undetected.
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Figure 5-9 Linking Sessions to the Agent Case
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* | These sessions contain suspected fraud. There
were multiple access attempts made from the
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Review Linked Sessions in Agent Case

Now all data from these linked sessions is captured in case 109. John can see that the
same device (#14) was used in all these blocked access attempts.
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Figure 5-10 Review Linked Sessions in Agent Case
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Review Details of the Sessions Parameter in Question

John clicks device 14 to open the device details screen. In the device details an
investigator can also see data relationships and sessions for this device but can as well

view the fingerprinting details of the device itself. For example, the browser locale
used.

Investigation Using Agent Cases 5-29



Agent Use Cases

Figure 5-11 Viewing Details About the Sessions Parameter

Preferences

Fraud
@} Navigation
Actions ~ View -
Dashboard
Sessions
|B Cases
E Policy Set
7 [ Policies
Rules
€2 conditions
@ Groups
ﬁ Patterns
E'E Entities
Transactions
i Configurable Actions

=RE

[5] Cases

% Device 14

Summary

~| Basic Information

Device ID 14

IE] Case 109

Groups

Users

Browser Gecko2010(Firefox3.6.6)

| Fingerprint Details

Browser Fingerprint 253

# 12.207.118.212

Locations

Sessions

Operating WinNT 6.1
System

Device 14

Alerts Fingerprint Data

%5 Add Device to Group

Create Time  5/20/2011 9:53 PM

Last Used On  5/20/2011 10:01PM

Flash Fingerprint 254

Help  Sign Out o

Signed in as investm1

R Name |value Name |value -
Browser Gecko2010{Firefox3.6.8) Aspect ratio of screen 1.0 -
{% Action Instances Local Country us Audio/Video disabled by user false B
v &3 kBA Local Language English Contains video encoder true
[} Questions Local Variant Debug version false
23 validations Operating System WinNT 6.1 Dots-per-inch (DPT) 72
(23 Categories User Agent "Mozilla/5.0 (Windows; U; Windows NT 6.1; € Embedded video true =
3 Registration Lagic Flash version WIN 10,2,153,1
(T Had audio encoder true
Has MP3 true
Has accessibility true
Has audio true B
Has input method editor (IME) installed true
1s local file read disabled false
Is screen color color
Language English
Manufacturer Adobe Windows  _
“ . 2 ,-.; |"L"H == [ | S F

|12 policy Tree j

Review Alerts From Activity Involving the Session Parameter

John opens the alerts tab to view the types of alerts and frequency of each generated
from activity by involving this device. For example he can see the aggregate count for
the anonymizer alert is four.
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Figure 5-12 Reviewing Alerts Involving the Session Parameter

ORACLE' Oracle Adaptive Access Manager Hep sgnout O
Preferences Signed in as investm1
N
Fraud
(&) Navigation Ll I¥) Case 109 # 12.207.118.212 Device 14 &
Actions ~ View = [
= AL | L Device 14 5 Add Device to Group
Dashboard
Sessions Summary Groups Users Locations Sessions Alerts Fingerprint Data
|ﬁ Cases
E Policy Set
ird Policies Alerts that have been triggered for this device within the timeframe specified in the search criteria
Rules ~|Search Saved Search | Search Alerts [=]
{3 Conditions * Required
Gi
g Pr:s Checkpoint | — Select — EI Alert Message Session ID
atterns
g,g Entities Policy Name | — Select — El Alertlevel | —Select — >| *Date Triggered | 2011-05-19 10:38:44 PV &29 -2
St Rule Mame | — Select — | Alert Type | - Select - =

W @ Configurable Actions

Search Reset Save...
@ Action Templates r - | | |

4 I b
{'}} Action Instances
3 kBA
3 Questions Search Results
@ validations Actions v View » |i| Export to Excel
8 E:;sgt:g:zn Logic Row|Alert Message Level |Ty'pe EEU?JS’_‘ZH Trigger
@ Answer Logic 1 Recent surge in users from this IP Medium  Fraud "1 Dormar
2 Multiple failures from the device Medium  Fraud "1 Device
3 More than three users logged in within five minutes from this 1P, High Investigation "1 Surge (
4 Login from an active anonymizer. High Investigation "4 Active .,
5 IP is not from a mobile connection and has not been used in thirty days and more than one user has logged in from Medium  Investigation "1 Dormar,
& Device has not been used in thirty days and more than two users have logged in from it within twenty four hours, Medium  Investigation "2 Dormar,
< T | 3
Total Rows: &

|12 Policy Tree j

Export the Linked Cases to Excel

John follows up with phone calls to the four affected customer account holders to
further confirm that they were not the ones attempting these blocked attempts. Feeling
he has investigated this incident to the fullest and confirmed fraud John is ready to
close the case and move on to the next incident. Before closing the case John exports
the linked sessions to Excel.
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Figure 5-13 Exporting Linked Sessions to an Excel Sheet
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He exports the sessions so that he may furnish the evidence to federal law
enforcement as part of an industry wide program.
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Figure 5-14 Evidence to Show to Authorities
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Add Session Parameters to a Restricted Group

John feels confident that this device has only been used for fraudulent access attempts
so he determines it should be blacklisted. Directly from the details screen John adds
the device to the Restricted Devices group. This ensures it cannot be used to access
online banking even if the other session data seems valid and no other rules trigger.
This is very important as fraudsters often hit multiple times testing the security of an
application to see how they can get around it. Device fingerprinting can be the one
data point that stays the same across fraudulent attempts.
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Figure 5-15 Adding Session Parameters to Restricted Group
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Close the Case

John closes the case as confirmed fraud with notes summarizing his findings. His
manager or auditors can view a full log of case activity including actions taken, notes
and individuals involved.
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Figure 5-16 Closing Agent Case with Notes
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Since the case was marked as confirmed fraud the combinations of specific data found
in the fraudulent access requests are automatically consumed by the risk evaluation
engine to "teach" it what fraud looks like. This helps improve accuracy of future risk
evaluations. Likewise, if John has found that the alerts he saw were not the result of
fraud he would have closed the case and marked it as not fraud. This would also
adjust future risk evaluations to reduce false positives.
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Figure 5-17 Agent Case Search Results
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5.11.3 Investigation Workflow for CSR Escalated Agent Cases

A CSR Manager escalates a CSR case. Matt is a fraud investigation agent specializing
in customer specific security issues. He searches for all cases with the Escalated case
status. Best practice is for investigators not to open cases that other investigators are
working on. The first time an investigator accesses a case, the status changes to
"Pending" automatically. This allows investigators to know if another investigator is
already working on the case. Matt opens the escalated case. The status automatically
changes from Escalated to Pending and the Current owner becomes Matt. Best practice
is to open the escalated case and view the logs for notes entered by the CSR and CSR
Manager. He sees they escalated the CSR case to an agent case because they suspected
fraud activity. Because the case originated from a customer service case, it contains
specific user information in the details. Matt looks at the case details and notes that
jsmith is the user. He writes down the user ID because he needs it to search for
sessions. Matt navigates to the Linked Sessions tab and opens Linked Sessions to
search for sessions by the user ID, jsmith. jsmith has sessions so Matt looks for the
most recent session by filtering on the date and the timestamp. Matt wants the most
recent one because it caused the escalation. He reviews the alerts messages to
understand what occurred. The highest alert was generated because the access attempt
was from an IP known to be an anonymizing proxy. Matt clicks the IP address to drill
in on location logins to investigate. He looks at other locations from the past to
determine if a fraud potentially occurred. Since he has more questions, he calls the
actual user, jsmith, and talks to him and takes notes. When Matt is satisfied his
conclusion, he closes the case with a disposition.
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5.11.4 Investigation Workflow for Manually Created Cases

Harry reads about a new type of fraud in an online security magazine. He decides to
configure and run new reports to see if the attack has been attempted at Dollar Bank.
He finds three sessions that seem suspicious. He wants to investigate further so he
creates an Agent case and links these sessions to it. Harry picks some data points from
the three sessions to drill in on. On the details screen one of the devices in the linked
sessions is returning a large amount of sessions for a single user ID. His shift is almost
over but this investigation has enough urgency that he would like another investigator
in the next shift to continue investigating the case. Harry adds some notes to the case
requesting that someone keep working on this case and any insights he has. Harry
changes the status of the case to "attention required" so another Investigator picks it

up.
1. Fraud Investigator opens the OAAM Admin Console and sees only the
appropriate user interface views and controls afforded his role.

Fraud Investigator creates a case.
Fraud Investigator links the session.
Fraud Investigator repeats steps 2 and 3 as required

Fraud Investigator changes the case status to "attention required."

o g k& 0 b

Fraud Investigator adds notes.

5.11.5 Investigation Workflow for Auto-Created Cases

Gary is a Fraud Investigation Agent for Dollar Bank. Gary searches for a new case to
work on. He performs a search for all cases with new status, no current owner and
filters the view by cases with least time to overdue at the top. Gary selects the first
case, looks at the alerts and other data in the linked session. He then searches to find
other sessions from North Korea. One other session is returned when he searches for
the last six months. Gary links this second session to the case so relationships based on
data from both of the sessions can be used to investigate. Gary notices that the two
linked sessions were from the same device. Gary continues the investigation by
looking into other sessions from this device in the past year. He finds there is another
session from this device that says it was from China. He links that session as well.
Each of the three sessions used a different IP address. Next Gary individually looks for
sessions from each IP. Two of the IPs was only used in those sessions. The third IP
from China had 178 sessions in the last three months. He wants to see the users
potentially affected by this situation so he opens the IP details screen and views the
users tab. A listing of all the users with details for each is shown. Gary looks into the
identity management product to investigate each user to see if any have contact
information in China. None of them do, all are Americans living in the continental US.
Gary exports the list of user to XLS and contacts the customers who accounts were
being used to ask a few questions. He finds that none of them had been in North Korea
or China so he enters the conversations in the case notes. He asks them to change their
passwords and resets their challenge questions. He also adds them to a victim watch
list group and the device to a high risk watch list. Gary then closes the case with a
confirmed fraud disposition.

1. Fraud Investigator opens the OAAM Admin Console and sees only the
appropriate user interface views and controls afforded his role.

2. Fraud Investigator searches cases.
3. Fraud Investigator opens a case.

4. Fraud Investigator links session.
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Fraud Investigator repeats step 3 and 4 as required.
Fraud Investigator generates list view of users affected.
Fraud Investigator adds users to victim list.

Fraud Investigator adds device to black list.

© ® N o o

Fraud Investigator closes case.

5.11.6 How Users Use Agent Cases for Investigation

Oracle Adaptive Access Manager allows the creation of Agent cases to make forensic
investigations quicker, easier and more successful.

An Agent case is created when a suspicious activity or fraud scenario is detected and
needs investigation.

An example of how an Investigator uses Agent cases is shown below.
1. The Investigator receives automated high alerts of the type, "Fraud."

2. The Alert message notifies him that there are potentially suspicious sessions from
North Carolina.

3. The Investigator immediately logs in to OAAM and searches sessions based on
various filter criteria, such as the sessions from North Carolina.

4. He determines the sessions that needs investigation.
5. The Investigator creates an Agent case and start the investigation.
6. He selects these sessions and links them to the case.

As part of the linking the Investigator enters notes describing why the sessions
were linked. The case log records the notes as well as the user who performed the
link action. These sessions stay linked to the case unless they are unlinked by an
investigator or manager.

7. The Investigator looks at the city and state in the Location Details page because
many of the suspicious sessions occur in North Carolina.

8. Once the Investigator comes up with a conclusion, he closes the case with a
disposition.

5.11.7 Associating Fraud Sessions with a Case for Investigation

The following section outlines the steps to associate fraud sessions with a case for
investigation.

Before You Begin
Ensure that you have the proper permissions to create and work with Agent cases.

Associating the Fraud Sessions with a Case for Investigation

You receive automated high alerts of the type, "Fraud," and the alert message notifies
you that there are potentially suspicious sessions.

1. Log in to the OAAM Admin Console and search for sessions based on various
criteria.

For example, you might search for all sessions that were blocked in the last 12
hours with High alerts (sessions filtered by Time, Alert Level and Action).

5-38 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



Agent Use Cases

Go to the Session Details page to collect more information about the session you
are interested in.

You could look at:
s Outcomes of checkpoints
= Policies and rules triggered

As an investigator, you are interested in why a particular rule triggered. For
example, you might look at which policy and rules triggered the alert.

Information can be gathered by looking at these details. For example, a user who
successfully went through Pre-Authentication and Post-Authentication
checkpoints knew the password and the questions and answers and there fore,
there is a good chance that he is a valid user. On the other hand, a user who
attempted to answer the questions twice and succeeded in providing a correct
answer on his third attempt might be considered suspicious. This user did not
know the answers right away so there is a chance that he may be a fraud trying
out new answers.

In the Policy Explorer in Session Details, view the runtime values for each one of
the policies and rules that were triggered.

For example, if a rule triggered that showed that the user had logged in from a
country that he did not usually log in from, you would want to look at the runtime
details to see which country he logged in from.

The Policy Explorer shows the policies that were triggered, the condition
parameters, and the actual values.

Determine the sessions you need to investigate.
Create an Agent case and start the investigation.
Search and select these sessions and link them to the case.

As part of the linking enter notes describing why the sessions were linked. The
case log records the notes as well as the user who performed the link action. These
sessions stay linked to the case unless they are unlinked by an investigator or
manager.

Identify the relationship between the sessions and view the appropriate detail
pages.

For example: If the suspicious sessions used the same device, view the Device
Details page. If the suspicious sessions are from the same location, view the
Location Details page. If the suspicious sessions are from the same user, view the
User Details page. If the suspicious sessions all used a Spanish browser, view the
Fingerprint Details page.

a. View Location Details page.

b. View Device Details page.

c. View Fingerprint Details page.
d. View Alert Details page.

e. View User Details page.

Analyze the sessions and when you reach a conclusion, close the case with a
disposition.
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5.11.8 Listing the Cases that | Am Currently Working With

Both CSR and Agent type cases can be searched based on the current owner. This
search filter finds cases for which the last action performed was by the user you are
searching.

Before You Begin
Ensure that you have the proper permissions work with cases.

List Cases I'm Currently Working On
1. Log in to the OAAM Admin Console.

2. Asa CSR or CSR Manager: In the Cases search page, search for the cases you are
currently working on by specifying the following criteria in the search filters:

Table 5-8 CSR Searches for Cases Working On

Filter Value

Current Owner Search by your user name. (The agent who performed the last action)
Case Status Pending

Expired Hide Expired

3. Asan Investigator: In the Cases search page, search for the cases you are currently
working on by specifying the following criteria in the search filters.

Table 5-9 Investigator Searches for Cases Working On

Filter Value

Current Owner Search by your user name. (The agent who performed the last action)
Case Status Pending, Escalated

Expired Hide Expired

5.11.9 Marking One or More Sessions as Confirmed Fraud

The following section outlines the steps to mark one or more sessions as confirmed
fraud. Included are references to other sections where you can find specific
information.

Before You Begin
Ensure that you have the proper permissions to create and work with Agent cases.

Mark One or More Sessions as Confirmed Fraud

To mark a session as Fraud/Not Fraud, create an agent case link the session and close
the Agent case with Disposition as either "Confirmed Fraud" or "Not Fraud".

1. Log in to the OAAM Admin Console as an Investigator.

2. Create an Agent case. Refer to Section 5.5.5, "Creating an Agent Case Manually."
3. Link sessions to the case. Refer to Section 5.7.1, "Linking Sessions."
4

Change the severity of the case to High. Refer to Section 5.6.2, "Changing Severity
Level of a Case."

5. Close the case with Disposition as "Confirmed Fraud." Refer to Section 5.6.3,
"Changing Status of a Case."
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5.11.10 Closing a Case

The following section outlines the steps to close a severity of High.

Before You Begin
Ensure that you have the proper permissions to work with cases.

Close a Case
To close a case:

1.
2.

Log in to the OAAM Admin Console.

Navigate to the Cases search page. Refer to Section 5.3, "Opening the Case Search
Page."

Open the Case Details page. Refer to Section 5.5.3, "Viewing Agent Case Details."

Change the severity of the case to High. Refer to Section 5.6.2, "Changing Severity
Level of a Case."

Change the status of the case. Refer to Section 5.6.3, "Changing Status of a Case."

Close the case with a disposition. Refer to Section 5.6.4.1, "Closing a Case
Manually."

5.11.11 Closing Multiple Cases

The following section outlines the steps to close multiple cases.

Before You Begin
Ensure that you have the proper permissions to work with cases.

Close Cases
To close multiple cases:

1.
2

Log in to the OAAM Admin Console.

Navigate to the Cases search page. Refer to Section 5.3, "Opening the Case Search
Page."

Close multiple cases. Refer to Section 5.6.5, "Bulk-Editing Agent Cases."

5.11.12 Auto-Status Change (Escalated Cases)

Actor: Security Investigator/Security Investigator Manager

CSR case is created via one of the two possible flows (auto/manual).

1.

CSR performs escalate case action. Case is turned into an Agent type case with a
status of "Escalated".

Investigator searches for all the cases with "Escalated" status. He filters the results
on the severity column so the highest severity cases are shown at the top.

He clicks one of the high severity case IDs in the list. Validation checks if the case
still has "Escalated" status before opening the case screen and automatically
changes the status to pending.

Case log displays creation, escalate action, access by user and status change to
pending.
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5.12 Best Practices and Recommendations
Best practices and recommendations are provided below:

= A Fraud Investigator looks into suspicious situations either escalated from
customer service or directly from alerts.

= An Fraud Investigation Manager would want to see which cases need to be given
attention by his team.

= A Fraud Investigation Manager must routinely search for overdue cases to make
sure none of the cases are pending.

= If a customer suspects fraud, then the severity level assigned is "High." For
example, if the customer wants a different image, then the severity level assigned
is "Low." Severity levels of a case can be escalated or de-escalated as necessary.
Anyone can change the severity of cases.
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Viewing Additional Details for Investigation

OAAM provides the capability to gather detailed information about the session
parameters and to allow you to drill down further into the details involved in the
session. The session parameters are users, devices, locations, alerts, and fingerprints.

6.1 Details Pages Overview

The investigators are assigned to perform fraud investigation and leverages all
available data, knowledge, and expertise to determine if in fact there is fraudulent
activity present.

The details pages provide additional details of session parameters such as user, device,
location, alerts, and fingerprints and shows their relationships so that you can cross
references on data points and drill in on related data.

The following are examples of related data:

=  Administration groups to which the session parameters belong
= Sessions in which the parameter was used

= Success and failure login attempts for the parameters

= Policies and rules executed during those sessions

= Alerts generated for the session

= Fingerprint information

Example of relationships between parameters:

You can identify what devices a single user used, which particular location was the
device used, which login attempts were successful, and how many users logged in
from a particular location.

6.2 Details Page Structure
Each details page provides the following items:

= Summary of basic information such as ID, name, creation date, and other
information

For an example, refer to Section 6.11.1, "User Details: Summary Tab."
»  Detail tabs for a view of the entity's relationship with other entities
The relationships are shown through the tabs.

For summaries of the tabs for each details pages, refer to:
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— Table 6-8, " User Details Tabs"
— Table 6-22, " Location Details Tabs"
— Table 6-34, " Device Details Tabs"
— Table 6-48, " Fingerprint Details Tab"
— Table 6-57, " Alert Details Tabs"
= Links to details pages for more information

= Add to Group feature

6.3 Prerequisites

Prerequisites for viewing details pages are listed in this section.

6.3.1 Multitenant Access

To have access to details pages, ensure the multitenancy flag is disabled. If the user's
role is a multitenant enabled role, he may not be able to access the details pages. If
multitenancy is enabled, these users cannot access any of the details pages from the
sessions page or sessions search. If the multitenancy flag is disabled, these users can
access details pages from the sessions page or any sessions search if the link is
available. CSRs do not have access to the sessions search or details pages.

6.3.2 View Transactions in Session Details

Before you can view transactions in the Session Details page, you must set the
property to show transactions to true.

bharosa.trackeradmin.show. transaction.detail=true

Setting the property to false turns off the display for transactions.
Before using the details pages, check that the following properties are enabled.

ocoaam.admin.detail.ip.enabled=false
ocoaam.admin.detail.user.enabled=true
oaam.admin.detail.device.enabled=false
ocoaam.admin.detail.fingerprint.enabled=false
ocoaam.admin.detail.alert.enabled=false
oaam.admin.detail.challengecount.enabled
=false

6.4 Searching for Sessions

To search for sessions:
1. Login to OAAM Admin as an Investigator.

2. In the Navigation tree, double-click Sessions. The Sessions Search page is
displayed.

Alternatively, open the Sessions Search page by:

= Right-clicking Sessions in the Navigation tree and selecting List Sessions
from the context menu.
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Selecting Sessions in the Navigation tree and then choosing List Sessions
from the Actions menu.

Clicking the List Sessions button in the Navigation tree toolbar.

Figure 6—1 Sessions Search Page
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3.

In the Sessions search page, narrow down the number of sessions that are returned
by specifying criteria in the search filters.

For example, search through sessions in the last 12 hours with High alerts and a

Blocked or Locked authentication status (sessions filtered by Time, Alert Level

and Action).

The filters are:

Table 6-1 Session Search Filters

Filters Description

Session ID ID for the session.

Organization ID Identifies the organization to which the user belongs.

Alert Level Severity of the alert whether high, medium, low.

Alert Message Text message configured in the alert.

User Name Login name given by user to login.

Device ID Uniquely identifies each device and is autogenerated by the application.

IP Address Address mapped to a location usually, although some addresses are unknown or

private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Country

Country ID
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Table 6-1 (Cont.) Session Search Filters

Filters Description

State State ID. The State list is dynamically populated with respect to what has been
selected for Country. For example, if United States is selected, whatever states are
available for that country are shown under States.

City City ID. The City list is dynamically populated with respect to what has been selected
for in Country and State.

IP Range Range of IP addresses

Login Time The time the customer logged in to perform the transaction. For example, 5/11/09.

Click the Session ID, User Name, Device ID, IP Address, Location, and Alert
Message to open the corresponding details pages to view additional information.

Note: If the checkpoint is not run, the Pre-Authentication or
Post-Authentication displays a score of -1.

Table 6-2 Search session results

To open the Details page

Click this link

Session Details page

Session ID link

Click the Session ID link from the sessions listing or other pages to
open the corresponding Session Details page, which shows
consolidated information about the session.

Alert Details page

Alert message links from other pages (session details, other detail
pages, and Agent pages)

Click the alert message links from other pages (session details, other
detail pages, Agent pages) to open the Alert Details page. The Alert
Details page provides information on the message, level, type of the
message and cross references on other data types such as user, device,
location, sessions, browser, operating system, locales, and others.
Additionally, information is provided about the way/ways in which
the alert were generated.

User Details page

User Name or UserID links from other pages

Click the User Name or UserID links from other pages to open the User
Details page, which shows additional details regarding that user.

Device Details page

Device ID link in the session details or other listing pages

Click the Device ID link in the session details or other listing pages to
open the corresponding details page. This page displays details for a
device including cross references on other data types such as user,
location, alerts, browser, sessions, full list of fingerprint data, and so
on.
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Table 6-2 (Cont.) Search session results

To open the Details page Click this link

IP Address Details page IP Address links from sessions listing or other pages.

Click the IP Address links from the sessions listing or other pages to
open the corresponding IP Address Details page, which shows
additional details regarding that IP location.

Location Details page Country, State or City links from the sessions listing or other pages

Click the Country, State or City links from the sessions listing or other
pages to open the corresponding Location Details page, which shows
additional details regarding that location.

Fingerprint Details page Flash Fingerprint ID or Browser Fingerprint ID links from the session
details or listing page

Click the Flash Fingerprint ID or Browser Fingerprint ID links from the
session details or listing page to open the Fingerprint Details page. The
Fingerprint Details page provides basic information about the
Fingerprint; the data collected during Device Fingerprinting; lists of
users, devices, and locations used; and a list of login sessions in which
the fingerprint was generated for a particular period.

You can launch a details pages from another details page, up to a maximum of 10 tabs.
The details page tabs also contain hyperlinked parameters, which can launch the
details pages.

Note: When multitenancy is enabled, investigators do not have
access to details pages from anywhere in the OAAM Admin Console.

6.5 Export Sessions to Excel

An export option is available on details pages and tabs for exporting sessions
information to Excel. To export sessions information for further investigation:

1. In the details page or tab, search for and select the sessions to export.
2. Click the Export to Excel button.
3. Click Save File or Open with and click OK.

The Excel sheet shows information on the Row, Session ID, Alerts, Organization
ID, User name, Device ID, IP Address, Location, Authentication Status, Login

Time, Pre-Authentication Score, Pre-Authentication Action, Post-Authentication
Score, Post-Authentication Action, Client Type, User ID, and Internal Session ID.

6.6 Add to Group

An Add to Group feature is available in Search sessions, session details, and each
details page. While searching results, insights can be saved and used later for
rebuilding predictive models, further investigation and rules evaluation. Add a
sessions parameter to a group or create a group and add the sessions parameter to it,
or remove a sessions parameter from a group, using the Add to Group button from
the sessions pages (sessions search results and Session Details page).

One or more data points of various types can be easily selected in search results and
added to an appropriate group.

Only Security Administrators, System Administrators, and Investigators have access
to the Add to Group command.
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Table 6-3 Add and Remove from Group

Feature

Description

Add sessions parameter to Select a sessions parameter group from a list of parameter groups with which the
sessions parameter group parameter is not already associated and add the parameter to it. A User Group can be

either a User ID or User Name group type.

A parameter cannot be added to the same parameter group multiple times with the
exception of the alert.

An alert can be added to an Alert Group multiple times, since whenever an alert is
added to an Alert Group, a new instance of the existing alert is created and added to
the group.

Create a new sessions

Add a new parameter group and add the parameter to it. A user group can be of

parameter group and add  either User ID or User Name group type.

parameter to the newly
created group.

Remove parameter from Select multiple parameter groups with which the parameter is already associated and

parameter group

remove the parameter from the selected groups. Note: Removing users from
Organization ID is not recommended.

Instructions for adding sessions parameters is provided in the following sections.

6.6.1 Add to Group From Sessions

To add a sessions parameter from sessions to an existing group

1.
2

Select sessions of interest from the search results.
Click the Add to Group button.
The Add to Group dialog is displayed.

Choose the type of data to add to a group and click Next. Choose only one data
type at a time.

s Device

s User name

= [P Address

= Country

= State

n City

Search and select existing groups for adding the device to and click Next.

Items to be added to the group are listed below. To go back and change the items,
click the Back button. To proceed with adding these items, click the Finish button.

To add a sessions parameter to a group that is being creating:

1.
2

Click Create New group to create a new group to add the device to.
On Add to Group dialog, enter:

s Group Name

»  Cache Policy

»  Description

Click Next.
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4. Items to be added to the group are listed. To go back and change the items, click

the Back button. To proceed with adding the items, click the Finish button.

6.6.2 Add to Group from Details Pages

To add a sessions parameter to a group:

1. Select a row containing one or more session parameters (user, Device ID, IP, and

So on).

2, Click the Add to Group button in the upper right corner.

The Add to Group dialog appears with the following search filters:

Table 6-4 Add to Group Dialog Filters

Filter

Description

Group Name

The name of the group. Groups for which the sessions parameter is
not a member of are listed.

Group Type The type of group. Groups for which the sessions parameter is not a
member of are listed.
Description The description of the group. Groups for which the session

parameter is not a member of are listed.

3. Select the group or create a new group.

Figure 6-2 shows the dialog for adding a sessions parameter to an existing group.
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Figure 6-2 Add to Existing Group
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Figure 6-3 shows the dialog for creating a group to add a sessions parameter to.
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Figure 6-3 Create a New Group to Add Sessions Parameter to
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Enter the following information to create a group:

Table 6-5 Add to Group Fields

Field Description
Group Name The name of the group.
Cache Policy Groups offer two Cache Policy options: Full Cache or None.

By default, the Cache Policy should be set to "all."

For information, refer to Cache Policy.

Group Type The type of group.

Description Information about the group.

When adding a group to an existing group, data from selected rows of the type the
group can accept are added to the group. If any data is already in the group, an
informational message is displayed. When creating a group to add the entity to,
do not leave any fields blank; otherwise, an error occurs.

4. Select Open this group's detail tab when done.
5. Click Add.
A confirmation dialog appears.

6. Click OK to dismiss the confirmation dialog.

6.7 Session Details Page

The Session Details page consolidates information needed for fraud analysis.
To go to the Session Details page:

1. In the Search Results table, click the Session ID of the session of interest. The
Session Details page for that session is displayed.
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General details and all of the actions performed during the session are captured in
the Session Details page.

2. View the details of the session.

6.8 Looking at Events from a Higher Level with Session Details

A Session Details page displays an overview of the events that transpired during a
particular session for fraud analysis. It contains:

= General session data points such as user, device, location, and other details

= A forensic record of the session, including transactions and checkpoints that were
evaluated. Each checkpoint displays the policies in that checkpoint, alerts that
were triggered during the session for that checkpoint, and the final action for that

checkpoint.

The policy explorer view is also available to provide additional details about policies,
rules, and conditions.

6.8.1 Policy Explorer

The Policy Explorer displays information about rules, conditions, trigger
combinations, group linking, nested policies, and other items.

Figure 6—4 Policy Explorer
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Details about the rule is shown in the Policy Explorer. The session results display the
scores and results of that rule.
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Pre-conditions

Pre-conditions for that rule is displayed in the details panel. The session results show
the confidence factors and other values for the pre-conditions for that session.

Conditions

The values for the condition parameters are displayed. The session results show if the
conditions returned true for this session evaluation.

Trigger Combinations

There is an option to view the triggered override combinations or view all overrides.
Session results show the override information that was evaluated for this session
including the nested policy information.

Group Linking
Group linking for the policy is displayed in the details panel.

6.8.2 Runtime Information

The Session Details page contains several panels. The main panels like checkpoints
and transactions have multiple subpanels. Panel are not displayed if information is not
available. Except for the Session Details panel, all other panels are displayed in the
order of execution. (Looking at the Session Details page, you can see the flow of
events, the sequence when the events happened within the session.)

Figure 6-5 Session Details with Checkpoint, Alerts, Actions, and Policies
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6.8.2.1 Session Details

The Session Details panel shows all the related information regarding the login
transaction. It shows the authentication status, IP address from which the user logged
in, user name, User ID, cookie information, autolearning processing status, and the
login time.
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6.8.2.2 Policies

A list of policies in that checkpoint are displayed in the Policies panel. You can view
the rules and action that triggered.

Table 6-6 Policies in a Checkpoint

ltem Description

Name The name of the policies that are under the checkpoint, rules under the policies, the
conditions under the rules, and the action triggered.

Status Executed (for policies) and Triggered (for rules).

Scoring Engine

A scoring engine is provided at the policy level and at the checkpoint level.

The policy scoring engine is applied to rule scores to determine the risk for each
policy.

Time The time of the occurrence.
Weight Percentage value used to influence the total score.
Score Level of risk that has been calculated for specific situations or parts of a situation,

expressed as a number. There are multiple policies under one checkpoint. The scores
of these policies are used to determine a score for the checkpoint.

As an investigator, you are interested in why a particular rule triggered. For example,
you might look at which policy and rules triggered the alert.

Information can be gathered by looking at these details. For example, a user who
successfully went through Pre-Authentication and Post-Authentication checkpoints
knew the password and the questions and answers and there fore, there is a good
chance that he is a valid user. On the other hand, a user who attempted to answer the
questions twice and succeeded in providing a correct answer on his third attempt
might be considered suspicious. This user did not know the answers right away so
there is a chance that he may be a fraud trying out new answers.

To view more details about the policy, you can launch the Policy Explorer using the
icon on top of the panel or from any of the icons within the table. The policy link
displays the Policy Details page and the rules link displays the Rule Details page.
Only active and triggered rules are displayed. Only active policies are displayed. You
have the option to view all the rules in the Policy Explorer.

In the Policy Explorer, you can view the runtime values for each one of the policies
and rules that were triggered. For example, if a rule triggered that showed that the
user had logged in from a country that he did not usually log in from, you would want
to look at the runtime details to see which country he logged in from. The Policy
Explorer shows the policies that were triggered, the condition parameters, and the
actual values.

6.8.2.3 Transactions

The Transactions panel displays a list of transactions that were created. You can view
the actual transaction data and the entity attribute values used in the transactions. For
example, a fraud investigator analyzing a session can see that a user was blocked
performing a transaction and that a particular rule was triggered, and he can also see
the amount that was passed in and the account number that was used in the
transaction.

Transactions can be created within a checkpoint or without an associating checkpoint.
If a Transaction ID is not provided (as in the case of a transaction without an
associating checkpoint), OAAM processes the last transaction in the session. The
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Transaction data for all transaction types are displayed in the Transactions panel of the
session details page whether associated to a checkpoint or not. The Transaction
checkpoints and policies are displayed in the order of execution along with other
checkpoints, but the order of execution of the transactions and the checkpoints at
which a particular transaction occurred cannot be determined.

6.8.3 Action, Alerts, and Scores

Table 6-6 shows an example of alerts, actions, and scores displayed in a Session Details

page.

Figure 6—6 Session Details: Alerts, Actions, and Scores
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Alerts

The Alerts panel shows alerts that were generated for a checkpoint during the session
and details about the alerts, as shown in the table below. Each checkpoint could
trigger multiple alerts. High-level alerts are displayed in bold red.

Table 6-7 Sessions Checkpoint Actions

Item Description

Level Severity of the alert whether high, medium, low.

Alert Message Text message configured in the alert.

Type Type of the alert whether fraud, investigation, information, or other reason

Trigger Source

Rules that generated the particular alert

Timestamp

The time the alert was generated.
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Actions

All actions are displayed in the Actions panel with a Action Name column and a
separate column indicating whether or not the action is final. The final action is also
displayed in the top right section of checkpoint panel.

Scores

Scores are displayed for the policy and checkpoint. The scores are useful in detecting
the probability of fraud or business scenarios and in decision making.

6.8.4 Outcomes from Each Checkpoints

Checkpoint panels are arranged in chronological order of execution and display the
checkpoints and a list of the actions and alerts that were triggered at those
checkpoints. By default, checkpoint panels are collapsed. In the initial opened view,
only the transactions and the final alerts are displayed in the expanded form. All other
subpanels are collapsed. You can expand all the panels to view additional information
for that checkpoint.

The first checkpoint panel could be one for Pre-Authentication. On top of the panel,
the total amount of time taken for this checkpoint to execute, the final action, and the
final risk score are shown.

6.9 Investigation and the Importance of Details Pages

OAAM provides the capability to gather detailed information about the session
parameters and to allow you to drill down further into the details involved in the
session. For example, you need information to investigate logins so you perform a
sessions search. From the results, you can see the country, location, and other session
information, as shown in Figure 6-7.

Figure 6—-7 Sessions Search
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If you want to know more details about one of these, you can open a details page.
These pages provide more information about the item you are interested in and allow
you to filter out further and look at the related data to that particular item. In this
example, if you open the location details page for the United States, you can look at
the logins that only happened in the United States and all the devices used when users
logged into the United States. Then, you can filter on the date created or updated if
you want to look at the devices that were created during a particular time frame and
used in logins from the United States. In this way, you are able to limit the data you
wanted to view based on the detailed information you are looking at.
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Figure 6—8 Location Details (USA): Devices
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In fraud analysis an Investigator looks at sessions to find out more about what
occurred. For example, to know if there was a pattern with a specific country or
specific user, you would want to see more information about the user and country. For
that, you would use the details pages. If you want to know if the United States belongs
to a blacklist group or a monitor group, you can use the Groups tab of the Location
Details page to search for those groups.

Figure 6-9 Location Details (USA): Groups
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If you want to look at all the users who logged in from the United States, you can use
the Users tab of the Location Details page to search on the authentication status for all
the logins that were successful. You can also view the login failures from the country,
the challenge success, and the challenge failure counts also.
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Figure 6—-10 Location Details: Users
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You can also look at all the different alerts that were generated from the logins or
sessions that occurred from the United States by using the Alerts tab of the Location
Details page to search on the Alert ID, Alert Type, or Alert Level.

Figure 6—11 Location Details: Alert
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6.10 Viewing Alerts

When an alert is generated it is associated with the user, device, and location that has
taken part in the authentication. The login session holds information about the alert.
Any changes to the alert type or alert message are automatically reflected in the alerts
page. It shows the new information. Other than the Alerts tab, the detail pages display
alert instances based on the level/type at the time they were triggered. Alert instances
are grouped with the alert template they belong to. For example, if there were 10
sessions with alert level High last month and then the Administrator changed the level
of that template to low, then the next 10 instances are displayed with the level Low.

6.11 User Details Page

The User Details page provides general details about the user and cross reference on
other data types such as device, location, alerts, browser, OS, and so on. Also shown
are details related to the user such as unique ID, Organization ID, groups the user
belongs to, sessions and cache data, fingerprint, browser, OS, locale, and so on. You
can open a User Details page to view details regarding that user by clicking the User
Name or UserlD link from the Sessions search, Session Details, and other pages.

Figure 6-12 shows a User Details page.

Figure 6—12 User Details: Summary
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The User Details page is divided into the following tabs:
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Table 6-8 User Details Tabs

User Details Tab

Function

Summary

The Summary tab contains basic, registration, and profile information for the user.

Groups

The Groups tab shows a listing of the user groups that the user is a member of.

The user can belong to User ID and User Name groups.

Locations

The Locations tab lists successful and unsuccessful login attempts from all user
locations. This tab enables you to find out which locations and how many times a
user logged in from a particular location.

Devices

The Devices tab lists all the devices that have been used in a session by the user
during the time frame mentioned in the search criteria. It lists both successful and
unsuccessful login attempts from all users' devices. This tab helps you find out which
devices and how many times a device was used by the user.

Alerts

The Alerts tab lists alerts that are triggered and generated for a user by the
application during the transaction process. The information shown is based on alert
templates and not alert instances. Alert templates are displayed with the current
details (level/type).

Sessions

The Sessions tab lists login sessions for a user for a particular period.

Policies

The Policies tab lists default and custom rules that are run for a user by the rules
engine based on the checkpoints during authentication.

Fingerprint Details

The Fingerprint Details tab lists fingerprints created for the user during login.

Detailed information about the User Details tabs follow.

6.11.1 User Details: Summary Tab

The Summary tab contains basic, registration, and profile information for the user.

General Information

Table 6-9 summarizes the basic information about a user that is provided by the User
Details: Summary Tab.

Table 6-9 User Details: Basic Information about the User

Field Definition

User Name Login name given by user to login.

User ID Unique Identifier of that device

Organization ID Identifies the organization to which the user belongs.

Valid User True if the user has authenticated successfully at least once.

Created Date Date on which the user was created. Also, this refers to the first login date of the user.

Registration Information

The first time a user logs in, he must go through the registration process. Information
is capture during the process. Table 6—10 summarizes the properties and attribute
values that identify the status of each action performed by the user during the
registration process.
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Table 6-10 User Details: Registration Information

Field

Definition

Completed Registration

(Yes/No) Identifies whether user has completed the registration process like
registered challenge questions, image and phrase, which are unique for each user and
used for identifying a user for security reasons.

Virtual Device Type

List of device IDs that the user registered as secure device during registration process.
Maximum of three devices can be registered.

Personalization Active

(Yes/No) Identifies whether user registered Image and Phrase.

Question Active

(Yes/No) Identifies whether user registered Challenge Questions.

OTP Active

(Yes/No) Identifies whether user has been assigned One Time Password on
SMS/Email Challenge.

Last Online Action

The last online action performed by user in his most recent transaction.

Date of Last Online Action

Date of last online action performed by user in his most recent transaction.

Temporary Allow

(Yes/No) Identifies whether the user was blocked and is allowed to access his
account temporarily.

Profile Data

This Profile Data section lists important statistics about the user using cached data.
Aggregate values are shown for User Groups, Action Counter Data, Action Override
Data, Fingerprint Data, and Policies. These values use cache data and records are

always shown even if the database is purged.

Figure 6—13 Profile Data
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Table 6-11 User Details; Profile Data
Field Definition
User Groups Lists groups associated with the user.

Action Counter Data

Lists the different actions performed by the user along with the aggregate count for
each one of them. The data is available only if the "incrementCacheCounter" property
is set to true in the "rule.action.enum".

Action Overrides

Lists the checkpoints and the overriding actions for the user if an override is active
like a temporary allow.

For example, if the user was blocked earlier and is now allowed to access his account
temporarily then, during Pre-authentication, instead of blocking the user, the user is
allowed to proceed with the transaction (i.e. Block action is overridden to Allow). The
values for overriding actions are configured in properties file.

Fingerprint Data

Lists the fingerprint information for the user if the cookies and flash are turned off.

The Fingerprint Data ID numbers shown on this panel is the same as those shown in
the fingerprint data tab. The difference between Fingerprint Data and the Fingerprint
Data tab is that the tab shows the ID numbers and other information such as the
browser, locale, and so on.

Failure Counter Data

List of Challenges faced by the user and total number of times the user failed to
answer each one of them respectively.

6.11.2 User Details: Groups Tab

The tab lists groups with which the user is associated. The user can belong to User ID
and User Name groups.

Figure 6—14 User Details: Groups
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The tab contains the following filter parameters.

6-20 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



User Details Page

Table 6-12 User Details: Group Filters

Filters

Description

Group Name

Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Description This filter maps to the User Group: description field

Cache Type Groups offer two Cache Type options: Full Cache or None.
For information, refer to Cache Policy.

Group Type Category to which the group belongs.

The search results show Group Name, Group Type, Cache Type, and Description
columns. The default sorting is on Group Name. You can open the Group Details page
by clicking the Group Name link.

6.11.3 User Details: Devices Tab

This tab lists all the devices that have been used in a session by the user during the
timeframe mentioned in the search criteria.

Figure 6-15 User Details: Device Tab
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The tab contains the following filter parameters:
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Table 6-13 User Details: Device Tab

Field Description

Device ID Uniquely identifies each device and is autogenerated by the application.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On Get all the devices which were used by the user to login during the given time

duration.

Device ID, Authentication Status, Session Success Count, Session Failure Count,

Challenge Success Count, Challenge Failure Count, and Last Used On information are

shown. The default sorting is on the Device ID. Device ID is unique and hence a
Device ID is not repeated more than once in the results.

The login/challenge success and failure counts correspond to the aggregate counts for

the timeframe.

You can open the Device Details page by clicking the Device ID link.

6.11.4 User Details: Locations Tab

This tab lists all the locations from where the user had made successful and
unsuccessful login attempts.

Figure 6-16 User Details: Locations
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The tab contains the following filter parameters:

Table 6-14 User Details: Locations Tab

Filters Description

Country Country ID

State State ID. The State list is dynamically populated with respect to what has been
selected for Country. For example, if United States is selected, whatever states are
available for that country are shown under States.

City City ID. The City list is dynamically populated with respect to what has been selected
for in Country and State.

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On Get all the locations from which the user logged in during the given time duration

Results show the location, IP address, authentication status, session success count,
session failure count, challenge success count, challenge failure count, and so on.

If a location is chosen in the search, the location may appear in the results as many
times as the different IP addresses the user has used for the location. For each location
there are associated success and failure counts.

Authentication Status and success and failure count values are related. For example, if
there is a Success (1) value in the Authentication Status column, the Session Success
Count column should show "1." If there is a Pending (1) value in the Authentication
Status column, the Session Failure Count column should show "1."

Location on the result is always detailed to city level. For example, United States,
California, Fremont. The default sorting is on the location name. Data cannot be edited
on this page.

6.11.5 User Details: Sessions Tab

This tab lists login sessions for a user for a particular period.
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Figure 6-17 User Details: Sessions Tab
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The tab contains the following filter parameters:

Table 6-15 User Details: Sessions tab

Filter Description

Session ID Unique session identifier.

Alert Message Display name describing the alert. Partial searches can be performed on alert
messages.

Alert Level Severity of the alert whether high, medium, low.

Device ID Uniquely identifies each device and is autogenerated by the application.

Organization ID

Identifies the organization the user belongs to

Country Country where the login or transaction occurred.

State State where the login or transaction occurred.

City City where the login or transaction occurred.

IP Address Address mapped to a location usually, although some addresses are unknown or

private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Client Type

Virtual Authentication Devices. Device or application used for authentication or
fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used

Login time

Get all the sessions during which the device logged in for the given time duration.
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Session ID, Alerts, Organization ID, Device ID, IP Address, Location, Authentication
Status, Client Type, Pre-Authentication Action, and Login Time shown.

6.11.6 User Details: Alerts Tab

This tab lists alerts that are triggered and generated for a user by OAAM Admin
during transaction process. The information shown is based on alert templates and not
alert instances. Alert templates are displayed with the current details (level/type).

The tab contains the following filter parameters:

Table 6-16 User Details: Alert Filters

Filters Description

Checkpoint Decision and enforcement point when policies are call to run their rules.
For information, refer to Checkpoint.

Policy Name Name of the policy. The policy list is dynamically populated in respect to what has
been selected for the checkpoint.

Rule Name Rule that generated the alert. The rules list is dynamically populated in respect to
what has been selected for the policy name.

Alert ID ID of an alert.

Alert Message Display name describing the alert.

Alert Level Severity of the alert whether high, medium, low.

Alert Type Type of the alert whether fraud, investigation, information, or other reason.

Session ID Unique identifier for the session.

Date Triggered Given time when the alerts triggered for the user.

Figure 6-18 shows the Alerts tab of the User Details page.
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Figure 6—18 User Details: Alerts
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If you click an Alert Message link, details about the particular alert are shown. Details
are shown for the level, alert types, and session count. In the example graphic above,
the alert on the second row, "IP is not from a local mobile...," had generated in two
sessions (shown in Session Count). If you click the Session Count link and then the
session number, the Session Details page is displayed.

The trigger sources (name of rules) shows the rules that generated this particular alert
and each one is associated with a count.

6.11.7 User Details: Fingerprint Data

This tab lists fingerprints created for the user during login. The tab contains the
following filter parameters:

Table 6-17 User Details: Fingerprint Data Tab

Filters Description

Fingerprint ID Unique ID generated for fingerprint by the application

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Browser Type The type of browser a user is viewing pages with

OS Type Type of operating system

Locale A set of parameters that defines the user's language, country and any special variant

preferences that the user wants to see in their user interface

Last Date Used Get all the fingerprints created for the given time duration
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Information is captured on the devices the user used.

Figure 6—19 User Details: Fingerprint Data
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The Actions menu allows you to open the particular fingerprint.
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Figure 6-20 Fingerprint Details: Summary
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6.11.8 User Details: Policies Tab

This tab lists default and custom rules that are run for a user by the rule engine based
on the checkpoints during authentication. The policies tab displays all the policies and
rules that are run for the user including any nested policies in trigger combinations.
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Figure 6-21 User Details: Policies
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Only active policies and rules are displayed on this tab. If a policy is disabled it is not
listed in this tab. Users can search for a specific checkpoint. The default sorting is on
the name. The checkpoints is sorted alphabetically at the global level and the policies
within each checkpoint is also sorted alphabetically.

6.11.9 User Details Tasks

This section describes how to obtain information about the user through the use of the
User Details pages.

6.11.9.1 View general user information, registration information, and profile
information

To view general user information, registration information, and profile information,
click the User ID or User Name link from the sessions page for a valid user and view
the Summary page.

6.11.9.2 View the actions performed by the user during registration
To view the actions performed by the user during registration:

1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.

2. View the Registration Information section of the Summary tab for the status of
each action performed by the user during the registration process.

6.11.9.3 View statistics about the user
To view statistics about the user:

1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.
2. View the Profile Data / Cache Data section of the Summary tab.
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6.11.9.4 Search and view the different devices used for a user to get additional
information like the number of times a device is used by a user and the successful
and unsuccessful login attempts from each device

To search and view the different devices used for a user to get additional information
like the number of times a device is used by a user and the successful and unsuccessful
login attempts from each device:

1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.

2, Click the Devices tab.

3. Search for the different devices used for a user.

This tab lists all the devices that have been used in a session by the user during the
timeframe mentioned in the search criteria

4. In the search results, view the following information for the devices for each user:
= Login Failures
= Login Successes
s Challenge Failures

s Challenge Successes

6.11.9.5 Search and view the different user groups with which a user is associated
To search and view the different user groups with which a user is associated:

1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.
2. C(Click the Groups tab.

3. Search for the different groups with which the user is associated using the
following parameters:

A user can belong to User ID and User Name groups.

Table 6-18 Group Filters

Filters

Description

Group Name

Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Group Type

Category to which the group belongs.

Cache Type

Groups offer two Cache Type options: Full Cache or None.

For information, refer to Cache Policy.

Group Description

This filter maps to the User Group: description field

6.11.9.6 Search and view the different locations used for a user to get additional
information such as the number of times a location is used by a user and the
successful and unsuccessful login attempts from each location

To search and view the different locations used for a user to get additional information
such as the number of times a location is used by a user and the successful and
unsuccessful login attempts from each location:

1. Click the User ID or User Name link from the Sessions page for a valid user.
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The User Details page is displayed.

2. C(lick the Locations tab.

3. Search for the different locations using the following filter parameters:

Table 6-19 Location Tab

Filters Description
Location Country ID, State ID, City ID
IP Address Address mapped to a location usually, although some addresses are unknown or

private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the locations from which the user logged in during the given time duration

4. In the search results, view the following information for the device from each
location:

Login Failures
Login Successes
Challenge Failures

Challenge Successes

6.11.9.7 Search and view all the alerts triggered and generated for the user

To search and view all the alerts triggered and generated for the user. The alerts are
shown with different color codes to indicate the alert levels whether it is high, medium

or low:

1. Click the User ID or User Name link from the Sessions page for a valid user.

The User Details page is displayed.
2. Click the Alerts tab.

This tab lists alerts that were triggered and generated for a user during the
transaction process.

3. Search for the different alerts using the following filter parameters:

Table 6-20 Alert Filters

Filters Description

Alert Message Display name describing the alert.

Alert ID ID of an alert.

Alert Type Type of this alert whether fraud, investigation, information, or other types.
Alert Level Severity of the alert whether high, medium, low.

Rule Name Rule that generated the alert.

Date Triggered Given time when the alerts triggered for the user.

4. In the search results, view the alerts triggered and generated for the user:

The alerts are shown with different color codes to indicate the alert levels (whether
is high, medium or low).
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6.11.9.8 Search and view all the login sessions or search login sessions for a
particular period for the user

To search and view all the alerts triggered and generated for the device. The alerts are
shown with different color codes to indicate the alert levels whether it is high, medium

or low:

1.

3.

Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.

Click the Sessions tab.

This tab lists login sessions for a user for a particular period.

Search for the different sessions using the following filter parameters:

Table 6-21 Sessions tab

Filter

Description

Session ID

The unique identifier for a session.

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Client Type Virtual Authentication Devices. Device or application used for authentication or
fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used

Alert Level Severity of the alert whether high, medium, low.

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Location The place where the login or transaction occurred

Session Date

Get all the sessions during which the device logged in for the given time duration.

6.11.9.9 View the rules run on the user
To view the rules run on the user:

1.

Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.
Click the Policies tab.

This tab lists default and custom rules that are run for a user.

6.11.9.10 Search and view the fingerprints created for the user
To search and view the fingerprints created for the user:

1.

Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.
Click the Fingerprints tab.

This tab lists fingerprints created for the user during login.
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6.11.9.11 Add user to user group

You could add users to groups and create groups, using the Add User to Group
button from search and details pages.

If you are viewing the details of a specific user, and based on the analysis, you
identified this user as a fraudster, you could add this user to a blacklisted group from
the dialog. You do not have to navigate away to the details page to add the user.

To add a user to a user group:

1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.

2. Click Add User To Group at the upper right corner.
The Add User to Group dialog is displayed.

3. Search for the group you want to add the user to by the group name.
Only those groups that the user is not a member of are displayed.

4. Select the group to add the user to and click the Add button.

6.11.9.12 Create a new user group and add user to the newly created group

The Add User to Group and Add to Group dialogs allow you to search and view the
details of a user group, before adding the user to that group. If you do not find the
group to which this user belongs, a new group can be created.

If you perform a fraud analysis, and you identify that this particular user belongs to a
certain group, but you do not have that group available, you can create that group.
Then, you can add that particular user to that group.

To create a new user group and add user to the newly created group:
1. Click the User ID or User Name link from the Sessions page for a valid user.
The User Details page is displayed.
2. Click the Add User to Group button at the upper right corner.
The Add to User dialog is displayed.
3. Click Create New Group button and specify the details for the new group.
4. Select the Open this Group's details tab when done option.
5. Click the Add button.
The group's details tab is displayed with the user added.

6.11.9.13 Remove user from user group

You can remove a user from the group from detail pages. For example, if you added a
user to a monitor user group, and you have been monitoring the user for three
months, and you realize that he or she is a valid user, you can remove that user from
that group.

To remove a user from the user groups:

1. Click the User ID or User Name link from Sessions page for a valid user.
The User Details page is displayed.

2. View the Groups tab.
The Groups tab shows a listing of the groups.
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3. Remove the user from a group by selecting a specific row and clicking the Remove
from group button.

You can select multiple rows to remove multiple users.
4. Click Remove from Group.

The user is removed from the group selected.

Note: You should not be able to remove a user from the
Organization ID of the primary user group.

6.11.9.14 Navigate to other details pages for groups, alerts, devices, locations,
sessions, policy, rules and fingerprints
You can click a link from a tab to open the corresponding details pages.

»  From the Users tab: click the User Name link to open the User Details page.
s From the Groups tab: click the Group Name link to open the Group Details page.

»  From the Locations tab, click the Location or IP link to open the Location Details
page.

s From the Alerts tab, click the Alert Message link to open the Alert Details page.

s From the Devices tab: click the Device ID link to open the Device Details page.

= From the Fingerprint tab: click the Fingerprint ID to open the corresponding
fingerprint details page.

Links for User Name, IP address, session, and location are available on the Sessions
tab.

6.12 IP or Locations (Country, State, or City) Details Page

IP, Country, State, or City Details pages provide details for an IP Address, country,
state, or city, including mapping of city, state, country, cross reference on other data
types such as device, user, alerts, sessions, browser, OS, locales, fingerprints, and so
on.

You can drill down to the respective Location Details page by selecting either the IP
Address, Country Name, State Name, or City Name shown in the Sessions search
result or Case's sessions tab.

The Location Details page is divided into the following tabs:

Table 6-22 Location Details Tabs

Location Details Tabs Description

Summary The Summary tab provides general location information.

Groups The Groups tab lists groups which the location is associated to.

Users The Users tab lists successful and unsuccessful login attempts by all users from the
location.

Devices The Devices tab lists successful and unsuccessful login attempts by all devices from

the location.
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Table 6-22 (Cont.) Location Details Tabs

Location Details Tabs Description
Alerts The Alerts tab lists alerts that are generated for the location by the application during
transaction process.
The information shown is based on alert templates and not alert instances.
Alert templates are displayed with the current details (level/type).
Sessions The Sessions tab lists login sessions for a location for a particular period.
Fingerprints The Fingerprints tab lists fingerprints created for the location during login.

6.12.1 Location Details: Summary Tab

The Summary tab provides general location information. Information is displayed
about country and state depending on the item selected. For example, if the user
selected a city called "San Jose", the Summary tab displays the state and country name
for that city. If the user selected the state called "California," only the country
information is listed.

If you want to view IP Address details, you can click the IP Address link.

Country Details
Table 6-23, " Country Details" lists the general country details that are displayed in the
Summary tab of a Country Details page.

Table 6-23 Country Details

Country Details

Description

Country ID

The ID of a country which is unique

Country Code

Geographical code (geocode) representing the country.

Country Name

Geographic name of country.

State Details
Table 6-24, " State Details" lists the general state details that are displayed in the
Summary tab of a State Details page.

Table 6-24 State Details

State Details Description

State ID The ID of a state.

State Code Geographical code (geocode) representing the state.
State Name Geographic name of state

Country Name

Geographic name of country the state belongs to.

City Details
Table 6-25, " City Details" lists the general city details that are displayed in the
Summary tab of a City Details page.
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Table 6-25 City Details

City Details Description

City ID The ID of the city.

City Code Geographical code (geocode) representing the city.
City Name Geographic name of the city.

State Name Geographic name of the state the city belongs to.

Country Name

Geographic name of the country the city belongs to.

IP Details

Table 6-26, " IP Details" lists the general IP information that are displayed in the
Summary tab of the IP Details page.

Table 6-26 IP Details

IP Details Description

IP Address Address mapped to a location usually, although some addresses are unknown or
private

City Name Geographic name of the city.

State Name Geographic name of the state.

Country Name

Geographic name of the country.

Connection Speed

Internet connection speeds or bandwidths (high, medium, low).

Connection Type

Describes the data connection between the device or LAN and the internet. See the
Connection Type mapping.

Routing Type Tells how the user is routed to the internet.
Carrier The name of the entity that manages the ASN entry.
ASN Globally unique number assigned to a network or group of networks that is managed

by a single entity.

Top-level Domain

The top-level domain of the URL. For example, .com in www.oracle.com. This is
mapped through the Quova reference file.

Second-level Domain

The second-level domain of the URL. For example, Name in www.oracle.com. This is
mapped through the Quova reference file.

City Confidence Factor

The confidence factor (1-99) that the correct city has been identified.

State Confidence Factor

The confidence factor (1-99) that the correct state has been identified.

Country Confidence
Factor

The confidence factor (1-99) that the correct country has been identified.

6.12.2 Location Details: Groups Tab

The Groups tab shows a listing of the geolocation groups the location belongs to.

Table 6-27, " Location Details: Group Filters" lists the filter parameters available for
group searches.
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Table 6-27 Location Details: Group Filters

Filters Description

Group Name Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Group Description This filter maps to the User Group: description field

Cache Type Groups offer two Cache Type options: Full Cache or None.

For information, refer to Cache Policy.

The group tab shows a listing of the groups which the location is associated to.

Figure 6—22 Location Details (USA): Groups
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If the location belongs to multiple groups, all the groups are listed. Click the Group
Name link to open the Group Details page. Click the IP Address link to view IP
Address Details.

6.12.3 Location Details: Users Tab

This tab lists all the users who used the location during the timeframe mentioned in
the search criteria

Table 6-28, " Location Details: Users Tab" lists filter parameters available for user
searches.

Table 6-28 Location Details: Users Tab

Filter Description

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On The last date the location was used to log in.

The search results display the User Name, Authentication Status, Last Used On, Login
Failures, Login Successes, Challenge Failures, and Challenge Successes for each user.
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Figure 6-23 Location Details: Users
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By default, the results are displayed are sorted by User Name in ascending order. Only
one row is displayed for each User Name. The login and challenge success and failure
counts correspond to the aggregate counts for the timeframe.

The user can open the User Details page by clicking the User Name link.

6.12.4 Location Details: Devices Tab

This tab lists all the devices used from the location during the timeframe mentioned in
the search criteria

Table 6-29, " Location Details: Device Tab" lists the filter parameters available for
device searches.

Table 6-29 Location Details: Device Tab

Field Description

Device ID Uniquely identifies each device and is autogenerated by the application.

No results are shown if you provide an invalid Device ID.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

By default, the Authentication status is set to "all."

You can select multiple authentication status values.

Date Range Get all the devices which were used by the user to login during the given time
duration.

No results are shown if you provide an invalid date range.

The search results display the Device ID, Authentication Status, Last Used On, Login
Failures, Login Successes, Challenge Failures, and Challenge Successes for each user.
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Figure 6-24 Location Details (USA): Devices
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By default, the results are displayed are sorted by Device ID in ascending order. Only
one row is displayed for each Device ID. The login and challenge success and failure
counts correspond to the aggregate counts for the timeframe.

A device details page can be opened by clicking the Device ID link.

6.12.5 Location Details: Alerts Tab

This tab lists all the alerts that have been triggered from the location during the date
range provided. The information shown is based on alert templates and not alert
instances. Alert templates are displayed with the current details (level/type).

The tab contains the following filter parameters.

Table 6-30 Location Details: Alert Filters

Filters Description

Alert Message Display name describing the alert.

Alert ID ID of an alert.

Alert Type Type of the alert whether fraud, investigation, information, or other types. Multiple
alert types can be selected.

Alert Level Severity of the alert whether high, medium, low. Multiple alert levels can be selected.

Rule Name Rule that generated the alert. Multiple rules can be selected.

Date Triggered Get all the alerts triggered during the given time duration for the user.

The results display all the alert sources with the current details (level/type) for each
alert message along with their count (total number of times the alert has been
triggered).
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Figure 6-25 Location Details: Alert
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Clicking the Session ID in the search results opens the Sessions search page with

pre-filled search parameters (Alert Level, Alert Message, Alert Type, Date, and so on).

6.12.6 Location Details: Sessions Tab

This tab lists login sessions for a location for a given timeframe. It contains the
following filter parameters:

Table 6-31 Sessions tab

Filter Description
Session ID The unique identifier for a session.
Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Client Type Virtual Authentication Devices. Device or application used for authentication or
fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used.

Alert Level Severity of the alert whether high, medium, low.

Device ID Uniquely identifies each device and is autogenerated by the application.
User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

Session Date The date the login or transaction occurred.

By default the results are sorted by Session ID, which is unique. Clicking the Device
ID, IP address, User Name, or alerts link opens the corresponding details page.
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6.12.7 Location Details: Fingerprints Tab

This tab lists fingerprints created for the location during login.

Figure 6-26 Location Details: Fingerprint Data
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The tab contains the following filter parameters:

Table 6-32 Fingerprint Data

Filters Description
Fingerprint ID Unique ID generated for fingerprint by the application
Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Browser Type The type of browser a user is viewing pages with

OS Type Type of operating system

Locale A set of parameters that defines the user's language, country and any special variant
preferences that the user wants to see in their user interface

Last Date Used Get all the fingerprints created for the given time duration

By default, the results are sorted by browser Fingerprint ID. The browser/flash
fingerprint combination is unique and hence each combination has only one row in the
results table. The Fingerprint ID has a link and opens the corresponding Fingerprint
Details page.
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6.12.8 Location (Country, State, City, or IP) Details Tasks

This section describes how to obtain information through the use of the Location
Details pages.

6.12.8.1 View general information about the location
To view general information about a location:

1.

From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
View the Summary tab.

On the Summary tab, additional information is displayed about the country and
state depending on the item selected.

For example, if you select a city called "San Jose," the Summary tab displays the
state and country names for that city. If you select the state "California," only the
country information is listed.

For details on the information displayed on the Summary tab, refer to
Section 6.12.1, "Location Details: Summary Tab."

6.12.8.2 Search and view the different location groups to which a location is
associated or belongs

To search and view the different location groups that a location is associated with or
belongs to:

1.

From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
Click the Groups tab.

Search and view the different location groups to which a location is associated or
belongs by using the following filters:

Table 6-33 Location Details: Group Filters

Filters Description

Group Name Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.
Group Name is not case sensitive.
No records are shown if you enter an invalid Group Name.

Cache Type Groups offer two Cache Type options: Full Cache or None.

By default, the Cache Type should be set to "all."

For information, refer to Cache Policy.

Group Description

The description for the group.
Group Description is case insensitive. You can enter part of the group description.

No results are shown if you enter special characters or a description that is too long.

The group tab shows a listing of the geolocation groups the location belongs to. If
the location belongs to multiple groups, all the groups are listed. You can open the
Group Details page by clicking the Group ID link.
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6.12.8.3 Add location to existing location group

Only Security Administrators, System Administrators, and Investigators have access
to the Add to Group command. CSRs do not have access to the Add to Group
command. The Add to Group button is available in the Sessions search and other
details pages.

Locations can be added to geolocation group types. A location can be added to only
one location group at a time.

To add a location to a location group:

1. In the Sessions search or other details page, click the location link.
The Location Details page is displayed.

2. Click the Add Location to Group button at the upper right corner.
The Add to Group dialog is displayed.

3. Search for the group you want to add the location to by the group name.
Only those groups that the location is not a member of are displayed.

If you do not find the country, state, or city group you need, you can create a new
group. Information for doing so is provided later.

4. Select the group to add the location to and the Open this Group's details tab
when done option.

5. Click the Add button.
The group's details tab is displayed with the location added.

6.12.8.4 Create a location group and add location to it
To create a location group and add the location to it:

1. In the Sessions search or other details page, click the location link.
The Location Details page is displayed.
2. Click the Add Location to Group button at the upper right corner.
The Add to Group dialog is displayed.
3. Click Create New Group button and specify the details for the new group.
4. Select the Open this Group's details tab when done option.
5. Click the Add button.
The group's details tab is displayed with the location added.

6.12.8.5 Search and view the different users that logged in from the location get
additional information like the number of times a user logged in from the location
and the successful and unsuccessful login attempts from the location by each user

To search and view the different users that logged in from the location get additional
information like the number of times a user logged in from the location and the
successful and unsuccessful login attempts from the location by each user:

1. From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
2. Click the Users tab.
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= To see additional information such as the number of times a user logged in
from the location, search by User Name. The Login Successes column displays
the number of times a user logged in.

s To see the number of successful and unsuccessful login attempts from the
location by each user, select Blocked and Success as the Authentication Status.

Login failures and successes are displayed for each user.

6.12.8.6 Search and view the different devices that logged in from the location get
additional information like the number of times a device logged in from the location
and the successful and unsuccessful login attempts from the location by each
device

To search and view the different devices that logged in from the location get
additional information like the number of times a device logged in from the location
and the successful and unsuccessful login attempts from the location by each device:

1. From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
2. Click the Devices tab.

= To see additional information such as the number of times a device was used
to log in from the location, search by Device ID. The Login Successes column
displays the number of times a device was used to log in.

= To see the number of successful and unsuccessful login attempts from the
location by each device, select Blocked and Success as the Authentication
Status.

Login failures and successes are displayed for each device.

6.12.8.7 Search and view all the alerts triggered and generated for the location

To search and view all the alerts triggered and generated for the location. The alerts
are shown with different color codes to indicate the alert levels whether it is high,
medium or low

1. From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
2. C(lick the Alerts tab and view the results table for the alert levels.

6.12.8.8 Search and view all the login sessions or search login sessions for a
particular period for the location

To search and view all the login sessions or search login sessions for a particular
period for the location:

1. From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
2. C(lick the Sessions tab.

3. Enter session dates to get sessions for that period for the location.

6.12.8.9 Search and view the fingerprints created for the location
To search and view the fingerprints created for the location:

1. From the results of a session search, click the country, state, city, or IP link.
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The Location Details page for that country, state, city, or IP is displayed.
2. Click the Fingerprint Data tab.

3. Search by OS, locale, browser, Fingerprint ID, and so on.

6.12.8.10 Navigate to other details pages for groups, alerts, devices, users,
sessions and fingerprints
You can click the links in tabs to open the corresponding details page:

= From the Summary tab: click the IP Address link to view IP Address Details.

s From the Groups tab: click the Group Name link to open the Group Details page.
»  From the Devices tab: click the Device ID link to open the Device Details page.

»  From the Users tab: click the User Name link to open the User Details page.

»  From the Alerts tab: click the Session ID to open the Sessions search page with
pre-filled search parameters (Alert Level, Alert Message, Alert Type, Date, and so
on

= From the Fingerprint tab: click the Fingerprint ID to open the corresponding
Fingerprint Details page.

On the Sessions tab, links are provided for the following pages
»  For the Session Details - Links are provided for session ID
»  For IP Details - Links are provided for Country, State and City
s For Country Details - Links are provided for IP, State and City
»  For State Details - Links are provided for IP, Country and City
»  For City Details - Links are provided for IP, Country and State

6.13 Device Details Page

The Device Details page displays details about a device including cross reference on
other data types such as user, location, alerts, browser, sessions, full list of fingerprint
data, and so on. You can open the Device Details page by clicking any Device ID link
from the Sessions search, Session Details, or other listing pages.

The Device Details page is divided into the following tabs:

Table 6-34 Device Details Tabs

Device Details Tabs Descriptions
Summary The Summary tab provides general device information.
Groups The Groups tab list groups with which the device is associated. For example

Restricted Devices Group.

Users The Users tab lists successful and unsuccessful login attempts from all users using the
device. This report helps to find out which users and how many times a user used the
device for login.

Locations The Locations tab lists successful and unsuccessful login attempts from all devices'
locations. This report helps to find out which locations and how many times a device
logged in from a particular location.

Sessions The Sessions tab lists login sessions for a device for a particular period.
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Table 6-34 (Cont.) Device Details Tabs

Device Details Tabs

Descriptions

Alerts The Alerts tab lists alerts that are triggered and generated for a device by OAAM
Admin during transaction process.
The information shown is based on alert templates and not alert instances.
Alert templates are displayed with the current details (level/type).
Fingerprint Data The Fingerprint tab shows browser and flash fingerprint information for the device.
Fingerprint Details The Fingerprint Details tab lists fingerprints created for the device during login.

6.13.1 Device Details: Summary Tab

The Summary tab provides general device information. The following information is
provided:

Basic Information

Table 6-35 Device Details Basic Information

Device Details Summary

Tab Description

Device ID Uniquely identifies each device and is autogenerated by the application.

Operating System Device OS. The information is fetched from the fingerprint data associated with the
device

Browser Device Browser type. The information is fetched from the fingerprint data associated

with the device

Create Date

Date on which the user has first used the device for authentication. Also, this refers to
the first login date of the device.

Last Used On

This date refers to the most recent login time from the device.

Fingerprinting Information

Table 6-36 Device Details Fingerprint Information

Device Details
Fingerprint Tab

Description

Browser Fingerprint Data

This field shows information such OS type, browser type, and so on.

Flash Fingerprint Data

This field shows information such as OS type, browser type, Player Type, Has audio,
Has mp3, Supports streaming audio, and so on.

6.13.2 Device Details: Groups Tab

This tab lists groups to which the device is associated. For example, Restricted
Devices. The tab contains the following filter parameters:
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Table 6-37 Device Details: Group Filters

Filters Description

Group Name Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Description This filter maps to the User Group: description field

Cache Type Groups offer two Cache Type options: Full Cache or None.

For information, refer to Cache Policy.

You can open the Group Details page by clicking the Group ID link.

6.13.3 Device Details: Users Tab

This tab lists successful and unsuccessful login attempts from all users using the
device. The tab contains the following filter parameters.

Table 6-38 Device Details: User tab

Filter Description

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On Get all the users who used the device to login during the given time duration.

The results are sorted by User Name and in ascending order. Each user is displayed
only once in the results. You can open the User Details by clicking the User ID link

6.13.4 Device Details: Locations Tabs

This tab lists successful and unsuccessful login attempts from all locations. The tab
contains the following filter parameters.

Table 6-39 Device Details: Location Tab

Filters Description

Location Country ID, State ID, City ID

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On Get all the locations from which the user logged in during the given time duration

The Locations are displayed multiple times, if the IP is different for the same device
used to log in from the same location. Location is sorted by name and in ascending
order. The login/challenge success and failure counts correspond to the aggregate
counts for the timeframe.

You can open the IP Details page by clicking the IP address link.
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6.13.5 Device Details: Alerts Tab

This tab lists alerts that are generated for a device during transaction process. The
information shown is based on alert templates and not alert instances. Alert templates
are displayed with the current details (level/type).

The tab contains the following filter parameters.

Table 6—-40 Device Details: Alert Filters

Filters Description

Checkpoint Decision and enforcement point when the policies were called to run their rules

Policy Name The name of the policy. The policy list is dynamically populated in respect to what
has been selected for the checkpoint.

Rule Name Rule that generated the alert.

Alert Message Display name describing the alert.

Alert ID ID of an alert.

Alert Level Severity of the alert whether high, medium, low.

Alert Type Type of the alert whether fraud, investigation, information, or other types.

Session ID The ID of the session

Date Triggered Given time when the alerts triggered for the user.

The results displays all the alert sources for each alert message along with their count
(total number of times it has been triggered).

By default the results are sorted by alert messages in ascending order.

Clicking the Session ID opens the Sessions search page with pre-filled search
parameters (Alert Level, Alert Message, Alert Type and Date).

6.13.6 Device Details: Sessions Tab

This tab lists login sessions for a device for a particular period. The tab contains the
following filter parameters.

Table 6—41 Sessions tab

Filter

Description

Session ID

The unique identifier for the session.

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Client Type Virtual Authentication Devices. Device or application used for authentication or
fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used

Alert Level Severity of the alert whether high, medium, low.

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Location The geolocation.

Session Date

Get all the sessions during which the device logged in for the given time duration.
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By default, the results are sorted by Session ID in descending order.

Se

ssion ID is usually unique unless the IP or device has changed while the session is in

progress.

6.13.7 Device Details: Fingerprint Data Tab

This tab lists fingerprints created for the device during login.

Figure 6-27 Device Details: Fingerprint Data
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The tab contains the following filter parameters.

Table 6—-42 Device

Details: Fingerprint Data

Filters

Description

Fingerprint ID

Unique ID generated for fingerprint by the application

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Browser Type

The type of browser a user is viewing pages with

OS Type

Type of operating system

Locale A set of parameters that defines the user's language, country and any special variant
preferences that the user wants to see in their user interface
Last Date Used Get all the fingerprints created for the given time duration
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6.13.8 Device Details Tasks
This section describes how to obtain information through the use of the Device Details
pages.

6.13.8.1 View general information about the device
To view general information about the device:

1. Click the Device ID link in the Session search page or other pages.

The Device Details page is opened and shows additional details.
2. View the Summary tab.

The following general data is displayed:

s DeviceID

= OS

= Browser

s Created Date

= Last Used On

6.13.8.2 View flash and browser fingerprint information created for the device
To view general information about the device:

1. Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
2. View the Fingerprint Data tab.

Flash and Browser Fingerprint data is shown.

6.13.8.3 Search and view the different device groups to which a device is
associated or belongs

To search and view the different device groups to which a device is associated or
belongs:

1. Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
2. View the Groups tab.

3. Search groups using the following filters:

Table 643 Group Filters

Filters Description

Group Name Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Group Type Category to which the group belongs.

Cache Type Groups offer two Cache Type options: Full Cache or None.

For information, refer to Cache Policy.

Group Description This filter maps to the User Group: description field
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6.13.8.4 Add/Remove Device from a Device Group
To add a device to a device group:

1.

In the Sessions search or other details page, click the Device ID link.
The Device Details page is displayed.

Click the Add Device to Group button at the upper right corner.
The Add to Group dialog is displayed.

Search for the group you want to add the device to by the group name and device
group type.
Only those groups that the device is not a member of are displayed.

If you do not find the device group you need, you can create a new group.
Information for doing so is provided later.

Select the group to add the device to and the Open this Group's details tab when
done option.

Click the Add button.
The group's details tab is displayed with the device added.

To remove a device from a device group:

1.

Click the Device ID link in the Session search page.
The Device Details page is opened and shows additional details.
View the Groups tab.

The Groups tab shows a listing of the groups. The device is a member of all these
device groups.

Click the Device Group that contains the device.
In the details page of the group, click the Devices tab.

Remove the device from a group by selecting the specific row and clicking the
Delete selected members button on the toolbar.

Click Delete on the Confirmation dialog.
Click OK to dismiss the Information dialog.

The device is removed from the group selected.

6.13.8.5 Create a device group and add device to it
To create a device group and add the device to it:

1.

In the Sessions search or other details page, click the Device ID link.

The Device Details page is displayed.

Click the Add Device to Group button at the upper right corner.

The Add to Group dialog is displayed.

Click Create New Group button and specify the details for the new group.
Select the Open this Group's details tab when done option.

Click the Add button.

The group's details tab is displayed with the device added.
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6.13.8.6 Search and view the different users that used the device to login to get
additional information like the number of times the device was used by a user and
the successful and unsuccessful login attempts for the device by each user

To search and view the different users that used the device to login to get additional
information like the number of times the device was used by a user and the successful
and unsuccessful login attempts for the device by each user:

1. Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
2. Click the Users tab.

3. Search for the different users using the following filter parameters:

Table 6-44 User tab

Filter

Description

User Name

Login name given by user to login.

Organization ID

Identifies the organization to which the user belongs.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On

Get all the users who used the device to login during the given time duration.

4. In the search results, view the following:
s  Failure Counter (the login fail count)

= Success Counter (the login success count)

6.13.8.7 Search and view the different locations from which the device was used
for login to get additional information like the number of times the device was used
from a location and the successful and unsuccessful login attempts for the device
from each location

To search and view the different locations from which the device was used for login to
get additional information like the number of times the device was used from a
location and the successful and unsuccessful login attempts for the device from each
location:

1. Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
2. Click the Locations tab.

3. Search for the different locations using the following filter parameters:

Table 645 Location Tab

Filters Description

Location Country ID, State ID, City ID

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On Get all the locations from which the user logged in during the given time duration
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4.

In the search results, view the following for the device from each location:

s Failure Counter (the login fail count)

= Success Counter (the login success count)

6.13.8.8 Search and view all the alerts triggered and generated for the device

To search and view all the alerts triggered and generated for the device. The alerts are
shown with different color codes to indicate the alert levels whether it is high, medium
or low:

1.

3.

Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
Click the Alerts tab.

This tab lists alerts that are triggered and generated for a device during transaction
process.

Search for the different alerts using the following filter parameters:

Table 6-46 Alert Filters

Filters Description

Alert Message Display name describing the alert.

Alert ID ID of an alert.

Alert Type Type of the alert whether fraud, investigation, information, or other types.
Alert Level Severity of the alert whether high, medium, low.

Rule Name Rule that generated the alert.

Date Triggered Given time when the alerts triggered for the user.

4.

In the search results, view the alerts triggered and generated for the device:

The alerts are shown with different color codes to indicate the alert levels (whether
is high, medium or low).

6.13.8.9 Search and view all the login sessions or search login sessions for a
particular period for the device

To search and view all the alerts triggered and generated for the device. The alerts are
shown with different color codes to indicate the alert levels whether it is high, medium
or low:

1.

Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
Click the Sessions tab.

This tab lists login sessions for a device for a particular period.

Search for the different sessions using the following filter parameters:
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Table 6—-47 Sessions tab

Filter Description
Session ID The unique identifier for a session.
Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Client Type Virtual Authentication Devices. Device or application used for authentication or
fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used

Alert Level Severity of the alert whether high, medium, low.

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Location Place where login or transaction occurred

Session Date Get all the sessions during which the device logged in for the given time duration.

6.13.8.10 Search and view the fingerprints created for the device
To search and view the fingerprints created for the device:

1. Click the Device ID link in the Session search page or other pages.
The Device Details page is opened and shows additional details.
2. Click the Fingerprint Data tab.

This tab lists the fingerprints created for the device during login.

6.13.8.11 Navigate to other details pages for groups, alerts, users, locations,
sessions and fingerprints
You can click links on a tab in a details page to open other details pages:

s From the Users tab: click the User Name link to open the User Details page.
s From the Groups tab: click the Group Name link to open the Group Details page.
s From the Locations tab, click the Location link to open the Location Details page.
»  From the Alerts tab: click the Alert Message to open the Alert Details page.

s Links for User Name, IP address, session, and location are available on the
Sessions tab.

6.14 Browser or Flash Fingerprint Details

You can drill down to the Fingerprint Details page from the Sessions search results by
selecting a Browser or Flash Fingerprint ID.

There are two different kinds of Fingerprint Details pages:
= Flash Fingerprint

= Browser Fingerprint
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6.14.1 Fingerprint Details: Summary Tab

The Fingerprint Details Summary page shows general fingerprint information and the
data collected during device fingerprinting.

Figure 6-28 Fingerprint Details: Summary
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The basic information provided by this tab include:

Table 6-48 Fingerprint Details Tab

Fingerprint Details Description

Fingerprint ID Unique ID generated for fingerprint by the application

Fingerprint Type Type of fingerprint, whether the fingerprint is a flash or browser fingerprint.
Created Date Date on which the fingerprint was created in the system

Depending on the Fingerprint type, Fingerprint data provided by this tab may include
browser, OS, locale information and digital information such as Player Type, Has
audio, Has mp3, Supports streaming audio, and so on. Flash fingerprint information is
available only if flash is installed on the user-client's machine.

6.14.2 Fingerprint Details: Users Tab

This tab lists all the users who used the fingerprint during the timeframe specified.
The Users tab of the Fingerprint Details page enables you to determine which users
and how many times the fingerprint was used for each user during the login process.
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Figure 6-29 Fingerprint Details: User
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The tab contains the following filter parameters:

Table 6-49 Fingerprint Details: Users tab

Filter Description

User Name Login name given by user to login. (Not for Fingerprint)

Organization ID Identifies the organization to which the user belongs. (Not for fingerprint)

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On Get all the users who used the device to login during the given time duration. (not for
fingerprint)

6.14.3 Fingerprint Details: Devices Tab

This tab lists all devices for which the fingerprint was used.
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Figure 6-30 Fingerprint Details: Devices
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The Device tab of the Fingerprint Details page enables you to determine which devices
and how many times the fingerprint was used for each device during login process.

The tab contains the following filter parameters.

Table 6-50 Fingerprint Details: Devices Tab
Field
Device ID

Description

Uniquely identifies each device and is autogenerated by the application.

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Authentication Status

Get all the devices which were used by the user to login during the given time
duration.

Last Used On

6.14.4 Fingerprint Details: Locations Tab

This tab lists all locations for which the fingerprint was used.
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Figure 6-31 Fingerprint Details: Locations
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The Locations tab of the Fingerprint Details page enables you to determine which
locations and how many times the fingerprint was used for each location during the
login process.

The tab contains the following filter parameters.

Table 6-51 Fingerprint Details: Locations Tab

Filters Description

Country Country ID

State State ID

City City ID

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Used On Get all the locations from which the user logged in during the given time duration

6.14.5 Fingerprint Details: Sessions Tab

This tab lists of login sessions in which the fingerprint was generated for a particular
period.
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Figure 6-32 Fingerprint Details: Sessions
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The tab contains the following filter parameters.

Table 6-52 Fingerprint Details: Sessions tab

Filter

Description

Session ID

ID of the session.

Alert Message Display name describing the alert

Alert Level Severity of the alert whether high, medium, low.

Device ID Unique identifier of each device autogenerated by the application.
User Name Login name given by user to login.

Organization ID

Identifier for the organization to which the user belongs.

Country

Country ID

City

City ID

State

State ID.

IP Address

Address mapped to a location usually, although some addresses are unknown or
private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Login Time

Login time of the session. Field used to get all the sessions during which the device
logged in for the given time duration.
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6.14.6 Fingerprint Details: Alerts Tab

This tab lists alerts that have been triggered for this device within the timeframe
specified in the search criteria.

Figure 6-33 Fingerprint Details: Alerts
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The tab contains the following filter parameters.

Table 6-53 Fingerprint Details: Alerts Tab

Filter Description

Checkpoint Decision and enforcement point when the policies were called to run their rules

Policy Name Name of the policy. The policy list is dynamically populated in respect to what has

been selected for the checkpoint.

Rule Name Name of the rule that generated the alert.

Alert Message Display name describing the alert

Alert Level Severity of the alert whether high, medium, low. Multiple alert levels can be selected.

Alert Type Type of the alert whether fraud, investigation, information, or other types. Multiple

alert types can be selected.

Session ID Unique identifier for a session

Date Triggered Date the alert was triggered for this device. Required field.
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6.14.7 Fingerprint Details Tasks

This section describes how to obtain information through the use of the Fingerprint
Details pages.

6.14.7.1 View flash fingerprint details

The flash fingerprint is only be available if the "flash" is installed on the client
machines. To view flash fingerprint details, click the Flash Fingerprint ID link from the
session details or listing page.

The Fingerprint Details page opens with additional details.

6.14.7.2 View browser fingerprint details

To view browser fingerprint details, click the Browser Fingerprint ID link from the
session details or listing page.

The Fingerprint Details page opens with additional details.

6.14.7.3 Search and view the different users for which the fingerprint was used
To search and view the different users for which the fingerprint was used:

1.

Click the Fingerprint ID link in the Session details or listing page.

The Fingerprint Details page is opened and shows additional details.

Click the Users tab.

This tab lists all the users who used the fingerprint during the timeframe specified.

Search for the different users for which the fingerprint was used using the
following filter parameters:

Table 6-54 Fingerprint Details: Users tab

Filter Description
User Name Login name given by user to login. (Not for Fingerprint)
Organization ID Identifies the organization to which the user belongs. (Not for fingerprint)

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the users who used the device to login during the given time duration. (not for
fingerprint)

6.14.7.4 Search and view the different devices for which the fingerprint was used
To search and view the different devices for which the fingerprint was used:

1.

Click the Fingerprint ID link in the Session details or listing page.
The Fingerprint Details page is opened and shows additional details.
Click the Devices tab.

This tab lists all devices for which the fingerprint was used.

Search for the different devices for which the fingerprint was used using the
following filter parameters:
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Table 6-55 Fingerprint Details: Users tab

Filter Description
User Name Login name given by user to login. (Not for Fingerprint)
Organization ID Identifies the organization to which the user belongs. (Not for fingerprint)

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the users who used the device to login during the given time duration. (not for
fingerprint)

6.14.7.5 Search and view the different locations for which the fingerprint was used

This report helps to find out which devices were used and how many times the
fingerprint was used for each device during login process.

To search and view the different locations for which the fingerprint was used:

1.

Click the Fingerprint ID link in the Session details or listing page.
The Fingerprint Details page is opened and shows additional details.
Click the Locations tab.

This tab lists all locations for which the fingerprint was used.

Search for the different locations for which the fingerprint was used using the
following filter parameters:

Table 6-56 Fingerprint Details: Locations Tab

Filters Description
Location Country ID, State ID, City ID
IP Address Address mapped to location

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the locations from which the user logged in during the given time duration

This report helps to find out which locations and how many times the fingerprint
was used for each location during login process.

6.14.7.6 Search and view all the login sessions or search login sessions for a
particular period for the fingerprint

To search and view all the login sessions or search login sessions for a particular
period for the fingerprint:

1.

Click the Fingerprint ID link in the Session details or listing page.
The Fingerprint Details page is opened and shows additional details.
Click the Sessions tab.

This tab lists of login sessions in which the fingerprint was generated for a
particular period.

Search and view all the login sessions or search login sessions by the Session Date

for the fingerprint.
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Searching by Session Date gets all the sessions during which the device logged in
for the given time duration.

6.14.7.7 Navigate to other details pages for users, devices, sessions and locations
You can access other details pages from a details page:

s From the Users tab: click the User Name link to open the User Details page.

s From the Locations tab, click the Location or IP link to open the Location Details
page.

s From the Devices tab: click the Device ID link to open the Device Details page.

s Links for User Name, IP address, session, and location are available on the
Sessions tab.

6.15 Alert Details Page

The Alert Details page provides information on the message, level, type of the
message and cross references on other data types such as user, device, location,
sessions, browser, operating system, locales, and others. Additionally, information is
provided about the generation of the alert.

The Alert Details page allows you to quickly see the relationship between not just the
users who have generated the alert but also other data relationships that would be
useful like locales that have been used while generating the alert.

You can open the Alert Details page from Alert Message links in the Sessions search
page, Session Details and other details pages, and Agent cases.

Figure 6-34 Alerts Panel
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The Alert Details page presents general information and relationships details in the
following tabs:
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Table 6-57 Alert Details Tabs

Alert Details Tabs Description

Summary This is the general alert information

Users List all users for which the alert was generated.
This report helps to find out which users and how many times the alert was
generated for each user during login process.

Devices List all devices for which the alert was generated.
This report helps to find out which devices and how many times the alert was
generated for each device during login process.

Locations List all locations for which the alert was generated.
This report helps to find out which locations and how many times the alert was
generated for each location during login process.

Sessions List of login sessions in which the alert was generated for a particular period.

Fingerprint Data List of fingerprints created in the login process during which the alert was generated.

6.15.1 Alert Details: Summary Tab

This tab provides general information about the alert and the alert template with the
current details (level/type).

Figure 6-35 Alert Details: Summary
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Table 6-58 Alert Details: Summary Tab

Alerts Summary

Description

Alert Message Text message configured in the alert.

Alert Type Type of alert template currently, whether it is for fraud, investigation, information,
and so on.

Alert Level Severity of the alert template currently, whether it is high, medium, low.

Alert Group Group with which the alert template is linked /associated.

6.15.2 Alert Details: Users Tab

This tab lists the users that have a session in which the alert was triggered.

Figure 6-36 Alert Details: Users
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The tab contains the following filter parameters.

Table 6-59 Alert Details: Users tab

Filter Description
User Name Login name given by user to login.
Organization ID Identifies the organization to which the user belongs.

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Trigger Date

Date the alert was triggered.
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The search results display the User Name, Alert Count, and Last Date Trigger for each
user. Each user is listed only one time. The Alert Count displays the number of times,
the alert was triggered for the user during a timeframe. By default, the results are
sorted by User Name.

You can open the User Details page by clicking the User Name link.

6.15.3 Alert Details: Devices Tab

This tab lists the devices that have been in a session in which the alert was triggered.

Figure 6-37 Alert Details: Devices
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The page contains the following filter parameters.

Table 6—-60 Alert Details: Device Tab

Field Description

Device ID Uniquely identifies each device and is autogenerated by the application.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On Get all the devices which were used by the user to login during the given time

duration.

The search results display the Device ID, Alert Count, and Last Date Trigger for each
device. By default, the results are sorted by Device ID in ascending order. Each Device
ID is listed only one time. Alert Count displays the number of times, the alert was
triggered for the device during a timeframe.
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You can open the Device Details page by clicking the Device ID link.

6.15.4 Alert Details: Locations Tab

This tab lists the locations (country, state and city) that have been in a session in which
the alert was triggered.

Figure 6-38 Alert Details: Locations
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The page contains the following filter parameters.

Table 6-61 Location Tab

Filters Description

Location Country ID, State ID, City ID

IP Address Address mapped to a location usually, although some addresses are unknown or

private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the locations from which the user logged in during the given time duration

The search results display the location, IP address, authentication status, last trigger
date, user name, and alert count for each location. If the alert is generated from the
same city but different IP then that city appears as many times as the unique IP. Alert
Count displays the number of times, the alert was triggered from the location during a
timeframe.

You can open the Location Details page by clicking the Location link.
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Clicking the User Name or IP address link opens the corresponding details page.

6.15.5 Alert Details: Sessions Tab

This tab lists sessions in which the alert was triggered.

Figure 6-39 Alert Details: Sessions
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The tab contains the following filter parameters.
Table 6-62 Sessions tab
Filter Description
Session ID The unique identifier for a session.
Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.
Client Type Virtual Authentication Devices. Device or application used for authentication or

fingerprinting. For example: TextPad, KeyPad, Question Pad, login page, flash
tracker. auth.client.type.enum is the enum used

Device ID Uniquely identifies each device and is autogenerated by the application.

User Name Login name given by user to login.

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Location Where the login occurred

Trigger Date Generation date

By default the results are sorted by Session ID, which is unique.
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You can view the Session Details page by clicking the Session ID link.

Clicking the Device ID, IP address, user name, or location link opens the
corresponding details page.

6.15.6 Alerts Details: Fingerprint Data
This tab displays the fingerprint information used when the alert was triggered during
the timeframe specified.

Figure 6—40 Alert Details: Fingerprint Data
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The tab contains the following filter parameters.
Table 6-63 User Details: Fingerprint Data Tab
Filters Description
Fingerprint ID Unique ID generated for fingerprint by the application
Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.
Browser Type The type of browser a user is viewing pages with
OS Type Type of operating system
Locale A set of parameters that defines the user's language, country and any special variant

preferences that the user wants to see in their user interface

Last Date Used Get all the fingerprints created for the given time duration
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6.15.7 Alert Details Tasks

This section describes how to obtain information through the use of the Alert Details
page.

6.15.7.1 View general information about the alert

To view general information about the alert, click the alert message links from the
session details, other detail pages, or agent pages.

6.15.7.2 View alert groups with which an alert is associated
To view the alert group with which an alert is associated:

1. Navigate to the Sessions search page.
2. Click the yellow box next to the Alert in the Search Results table.
3. (Click the alert message link.

The Alert group is displayed in the Summary tab.

6.15.7.3 Add alert from alert groups

To add an alert from alert groups:
1. Click the alert message links from the session details, other detail pages, or agent
pages.
The Alert Details page is displayed.
2. Click Add Alert To Group at the upper right corner.
The Add Alert to Group dialog is displayed.
3. Search for the group you want to add the alert to by the group name.
Only those groups that the alert is not a member of are displayed.
4. Select the group to add the alert to and click the Add button.

6.15.7.4 Create an alert group and add an alert to it
To create an alert group and add the alert to it:

1. Click the alert message links from the session details, other detail pages, or agent
pages.
The Alert Details page is displayed.

2. Click the Add Alert to Group button at the upper right corner.
The Add to Alert dialog is displayed.

3. Click Create New Group button and specify the details for the new group.

4. Select the Open this Group's details tab when done option.

5. Click the Add button.

The group's details tab is displayed with the alert added.

6.15.7.5 Search and view the different users for which the alert was generated
To search and view the different users for which the alert was generated:

1. Click the alert message links from the session details, other detail pages, or agent
pages.
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The Alert Details page is displayed.
2. Click the Users tab.

This tab lists the users that have a session in which the alert was triggered.
3. Search for the different users for which the alert was generated using the

following filter parameters:

Table 6—-64 Alert Details: Users tab

Filter Description

User Name Login name given by user to login.

Organization ID Identifies the organization to which the user belongs.

Authentication Status Status of the session (each login/transaction attempt creates a new session). For

information, refer to Authentication Status.

Last Trigger Date Date the alert was triggered.

6.15.7.6 Search and view the different devices for which the alert was generated
To search and view the different devices for which the alert was generated:

1. Click the alert message links from the session details, other detail pages, or agent
pages.
The Alert Details page is displayed.

2. Click the Devices tab.

This tab lists the devices that have been in a session in which the alert was
triggered.

3. Search for the different devices for which the alert was generated using the
following filter parameters:

Table 6-65 Device Tab

Field Description
Device ID Uniquely identifies each device and is autogenerated by the application.
Authentication Status Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.
Last Used On dGet all the devices which were used by the user to login during the given time
uration.

6.15.7.7 Search and view the different locations for which the alert was generated
To search and view the different locations for which the alert was generated:

1. Click the alert message links from the session details, other detail pages, or agent
pages.
The Alert Details page is displayed.

2. C(lick the Locations tab.

This tab lists the locations (country, state and city) that have been in a session in
which the alert was triggered.

3. Search for the different locations for which the alert was generated using the
following filter parameters:
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Table 6-66 Location Tab

Filters Description
Location Country ID, State ID, City ID
IP Address Address mapped to a location usually, although some addresses are unknown or

private

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Last Used On

Get all the locations from which the user logged in during the given time duration

6.15.7.8 Search and view all the login sessions or search login sessions for a
particular period for the alert

To search and view all the login sessions or search login sessions for a particular
period for the alert:

1.

Click the alert message links from the session details, other detail pages, or agent
pages.

The Alert Details page is displayed.

Click the Sessions tab.

This tab lists sessions in which the alert was triggered.

Search and view all the login sessions or search login sessions for a particular
period for the alert using Trigger Date.

6.15.7.9 Search and view the fingerprints created
To search and view the fingerprints created:

1.

3.

Click the alert message links from the session details, other detail pages, or agent
pages.

The Alert Details page is displayed.

Click the Fingerprint Data tab.

This tab displays the fingerprint information used when the alert was triggered
during the timeframe specified.

Search and view the fingerprints created by using the following filters:

Table 6-67 User Details: Fingerprint Data Tab

Filters

Description

Fingerprint ID

Unique ID generated for fingerprint by the application

Authentication Status

Status of the session (each login/transaction attempt creates a new session). For
information, refer to Authentication Status.

Browser Type The type of browser a user is viewing pages with

OS Type Type of operating system

Locale A set of parameters that defines the user's language, country and any special variant
preferences that the user wants to see in their user interface

Last Date Used Get all the fingerprints created for the given time duration
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6.15.7.10 Navigate to other details pages for groups, users, devices, locations,
sessions and fingerprints
You can open details pages from other details pages:

»  From the Users tab: click the User Name link to open the User Details page.

s From the Groups tab: click the Group Name link to open the Group Details page.
s From the Locations tab, click the Location link to open the Location Details page.
s From the Devices tab: click the Device ID link to open the Device Details page.

»  From the Fingerprint tab: click the Fingerprint ID to open the corresponding
Fingerprint Details page.

s Links for User Name, IP address, session, and location are available on the
Sessions tab.

6.16 Uses Cases

This section describes example use cases for the Session Details page.

6.16.1 Use Case: Search Sessions

You are a member of the security team at Acme Corp. You work with Oracle Adaptive
Access Manager on a regular basis, following up on escalated customer issues and
security alerts. You perform a session search every couple hours throughout the day to
identify any issues needing your attention and it is time to perform the next search.
Directions: Search for sessions in the last 24 hours that have triggered high severity
alerts and where access was blocked or locked.

To search sessions:

1. Login to OAAM Admin as an Investigator.

2. In the Navigation tree, double-click Sessions.
The Sessions Search page is displayed.

3. Search through sessions in the last 24 hours with high alerts and a blocked or
locked authentication status

a. For Authentication Status, select Blocked and Locked.

b. For Login Time, select the date and time, 24 hours ago, and the current date
and time.

c. For Alert Level, select High.
d. Click Search.

6.16.2 Use Case: Session Details Page

You see a session with a Blocked authentication status. This may be a case of stolen
authentication credentials so you want to look into it. You open the details page for
this session to take a closer look at exactly what went on in this session. You see that
the login had triggered a block. Phillip, the user, was dynamically added to a high risk
users group because of this rule. Directions: Part A: Drill in on the policy that caused
the block to see what rules triggered. Part B: You also want to see if this user has any
CSR cases related to this lockout. Search the CSR cases and determine if Phillip called
in for a temporary allow.

To view session details:
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1. Inthe Sessions Search page, view the Search Results table.
You noticed that for Phillip, one of his sessions shows:

= a"High alert" in the Alerts column. Clicking the information icon, you see a
velocity alert.

= a "Blocked" status in the Authentication Status column.
2. Click the Session ID in the Search Results table to open the Session Details page.
In Session Details panel, the Authentication Status shows Blocked.
3. View the final outcomes of each checkpoint.
a. Expand the checkpoints.
b. View the post-authentication checkpoints.

Expand the post-authentication policies.

a o

Click the policy of interest to show details about the policy.

e. View the rules that are triggered.

=h

View the final outcomes of the rules.

There are two final outcomes: the user is blocked and been added to a high
risk group.

4. Because you want to see if Phillip has any CSR cases related to this lockout, search
the CSR cases and determine if he called in to have his challenge questions reset.

a. In the Navigation tree, double-click Cases. The Cases Search page is
displayed.

b. In Case Type, select CSR.
c. Enter Phillip's user name into User Name field.

d. In Search Results table, look for Temporary Allow in the Last Action Type
column.

e. Click the Case ID for the case that has Temporary Allow in the Last Action
Type column.

f. Inthe Log subtab of the Case Details page, view notes.

The notes said he was traveling overseas when his wife asked him to look at
their account online.

6.16.3 Use Case: Checking for Fraudulent Devices and Adding Them to a Group

Before You Begin
Login with user who has an Investigator or Investigation Manager role.

Checking for Fraudulent Devices and Adding Them to a Group
1. Search by action and alert to see recent blocked sessions.

For example, search for sessions that have been blocked in the last two hours.

You should see blocked sessions and the user who was blocked because of a
device.

For example, you see a user jsmith who was blocked because he was logging in
using device 123 that had been blocked more than three times in the last 24 hours.
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View user details and check the Device tab to view the different devices the user
used.

For example, you compare the blocked device with other devices jsmith has used
in the past. You open the user details for jsmith and view devices for the last six
months. Only three devices are shown (123, 511 and 333).

Compare the blocked device with other devices used using fingerprint details to
see the OS, Browser, and Locale to get a general idea about the device.

Check to see if the blocked device looks different than the successful ones.

For example, you open the fingerprint details for the blocked device 123 and for
device 333 that had been used recently by jsmith successfully and it showed a high
number of successful uses. From the user interface, you can see that the blocked
device 123 was a Linux machine with Opera running in Russian locale among
other fingerprint data points.

The device 333 is a Windows XP machine with IE running in English locale which
seems to be the one the user has used most of the time recently.

You open the fingerprint details for device 511 also and check the fingerprint data.
You see it also is Windows XP machine with IE running in English locale but
jsmith has not used it in a while. This makes you think device 123 was used by
someone impersonating jsmith.

Search sessions by Device ID to check if the device has a lot of blocked sessions
and if there are a lot of different users.

For example, you search for all the sessions device 123 has been involved in to see
what other users may have been victims. There were ten sessions all in the last two
weeks and many of them were blocked. As well each session was for a different
user.

Add the device to the blacklist group from the Sessions search tab.

Export the blocked session to Excel to use as reference to contact the real users
who need to reset their password.

You export table results to Excel. The Excel sheet should contain all the session
details.

6.16.4 Use Case: Exporting the Sessions from the Last One Week

You can export sessions to use as reference or further study and investigation.

To export sessions:

1.
2.

Log in to the OAAM Admin.

In the Sessions search page, specify one week using the date editor and click
Search.

Select the sessions from the Search Results table.
From Actions menu, select Export to Excel.
Click Save File or Open with and click OK.

File shows Row, Session ID, Alerts, Organization ID, User name, Device ID, IP
Address, Location, Authentication Status, Login Time, Pre-Authentication Score,
Pre-Authentication Action, Post-Authentication Score, Post-Authentication Action,
Client Type, User ID, and Internal Session ID.
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6.16.5 Use Case: User Details, Fingerprint Details

Tom, a fraud investigator, opens the OAAM Administration Console and searches for
sessions that contain high-level alerts in the last 24 hours. This search returns a
number of sessions. He orders the results by the User Name column and notices
"jsmith" had several sessions with the "device with implausible velocity alert". Because
"jsmith" has completed registration, every session was challenged.

1.

Tom opens the user details for jsmith by clicking the link in the Session page. He
searches for IPs jsmith has used in the last six months. A large list of IPs is
returned. It appears the jsmith has been logging in from a random location every
login session.

Tom finds only two devices used by jsmith in the last six months in device page
for jsmith.

Tom searches for all of jsmith's sessions in the last three months. He finds almost
every session has the same device velocity alert. Tom then filters all the sessions to
see how many KBA locks occurred. He finds only one.

Tom navigates to fingerprint details and finds that jsmith has logged in from the
same browser and the same OS every time and has used the same locale also. Tom
determines jsmith must be a normal user whose IP is being changed in some way.
He adds jsmith to the group of "traveling users" and excludes this group from the
rule that is triggering for him.

6.16.6 Use Case: Device and Location Details

Tom opens the OAAM Administration Console and searches for sessions that contain
high-level alerts in the last 6 hours. This search returns 5 sessions.

1.

Tom orders the results by the username and notices none of them are from the
same user.

Tom then orders on IP and sees there are different IPs used in each session.

He then orders by the device column and sees there is one device with 2 sessions
and the other devices have one session each.

Tom opens the device details for the device with 2 sessions. He views sessions
from that device in the last month. He sees there were five sessions from this
device in the last 24 hours each for a different user. The most recent session was
blocked.

Tom opens the blocked session details to see why it was blocked. He can see that
the device with maximum users in a short timeframe rule triggered.

Tom drills in on the policy containing this rule and sees the policy and rules. The
rule blocks when a device has had more than four users and from more than three
cities in a 12-hour period. He goes back to the device details screen and sees that
the locale is Finnish, which seems strange.

Tom opens another session screen and searches for sessions in the last three
months using the Finnish locale. There are 23 sessions, all in the last week.

Ordering by location, it seems the sessions were all from unique places within
Washington State. Ordering by devices however he can see there were ten devices
used. Finally, ordering by username Tom could see every session was for a
different user. Feeling that this was not ordinary activity Tom puts together a call
list of the affected users to verify if any of the activity was valid or not.
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After calling 5 users Tom sees that none of them were in the locations these
sessions seemed to come from. He decides to add the Finnish locale to a watch
group that causes users in that locale to be challenged with an OTP via SMS every
login. He also calls the rest of the users to confirm these sessions did not belong to
them.

10. Once sure, he also selects all the devices used and adds them to a black list group.

6.16.7 Use Case: IP Details and Adding to Group

George is a Big Bank user. An impersonator of George gets blocked because he was
logging in from a blocked IP.

1.

The investigator, Tom, wants to compare the IP with other IPs George has used in
the past. He opens the fingerprint details for the blocked IP and for another IP
George has used many times successfully.

From the user interface Tom can see that the blocked IP was a Firefox browser
running in Chinese locale. The IP George seems to use most of the time is a
Windows XP machine with IE running at an private locale. As a result Tom adds
the IP to Restricted IPs group directly from the Sessions IP screen.

6.16.8 Use Case: Viewing the Sessions from a Range of IPs

To view sessions coming in from a range of IPs:

1.
2
3.

Log in to the OAAM Admin Console.
Double-click Sessions in the Navigation tree.
Enter the IP range in the IP range fields and click Search.

Sessions in the IP range are displayed in the Search Results table.

6.16.9 Use Case: Checking If a User Failed to Login From a Particular Device or IP

To search and view the different devices that logged in from the location get
additional information like the number of times a device logged in from the location
and the successful and unsuccessful login attempts from the location by each device:

1.

From the results of a session search, click the country, state, city, or IP link.
The Location Details page for that country, state, city, or IP is displayed.
Click the Devices tab.

= To see additional information such as the number of times a device was used
to log in from the location, search by Device ID. The Login Successes column
displays the number of times a device was used to log in.

= To see the number of successful and unsuccessful login attempts from the
location by each device, select Blocked and Success as the Authentication
Status.

Login failures and successes are displayed for each device.

6.16.10 Use Case: Checking If Users Logging In from This IP Used Spanish Browsers

To search and view the fingerprints created for the location:

1.

From the results of a session search, click the country, state, city, or IP link.

The Location Details page for that country, state, city, or IP is displayed.
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2. Click the Fingerprint Data tab.

3. In the Search Results table, check to see if Spanish is listed as the Locale for the
Fingerprint.

6.16.11 Use Case: Adding Devices Used for Fraud from a Location To a Risky Group

An investigator is viewing a table of devices used from a location and decides two of
them were used for fraud. He can select them and add them to a "high risk devices"
group to be used in future risk evaluations. He should not lose the context of what he
was doing in the process.

1. Open the OAAM Admin Console.

2. Search for sessions.

3. Open location details page.

4. Search for devices used from this location.
5

Select two devices and add them to a high risk group.

6.16.12 Use Case: Adding Suspicious Device to High Risk Device Group

George is a user who gets blocked because he was logging in using a device that had
been blocked more than three times in the last 24 hours. Jeff, an investigator wants to
compare the blocked device with other devices this user has used in the past. He
opens the fingerprint details for the blocked device and for another device the user has
used many times successfully. From the user interface Jeff can see that the blocked
device was a Linux machine with Opera running in Russian locale. The device the user
seems to use most of the time is a Windows XP machine with IE running in English
locale. As a result Jeff adds the blocked device to a high risk devices group, and adds
the IPs used by the device to a high risk IPs group directly from the search screen.

1. Open the OAAM Admin Console.
Search for sessions.
Open 2 device details pages.

2,
3
4. View the full list of fingerprint data for both devices.
5. Select device and add it to a high risk group.

6

Select IP and add it to a high risk group.

6.16.13 Use Case: Mark Devices and IPs as High Risk

An investigator is searching for sessions with high alerts in the last hour. Out of the 30
sessions he thinks two were fraud so he wants to mark the devices and IPs used as
high risk.

1. Open the OAAM Admin Console.
2. Search for sessions with high alerts in the last hour.
3. Select the two sessions and click the add to group button.
A dialog appears asking what data types from these sessions to add.
4. Select devices and IPs.
Message appears which asks the user to select a device group and an IPs group.

5. Select and add the high risk devices and high risk IPs.
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A confirmation appears with message that the devices were added and that one IP
was added and the other was already in the high risk IPs group.

6.16.14 Use Case: Search for Suspicious Sessions and Add Devices to High Risk

Group

Before You Begin
Login with user who has a Fraud Investigator or Fraud Investigation Manager role.

Search for Suspicious Sessions and Add Devices to High Risk Group

Garry is an investigator searching sessions looking for suspicious situations not found
by the currently configured rules. He filters for all sessions in the last month with
block actions from Mexico because of a recent incident. He selects all other sessions
and in a single operation adds all the devices to a high risk device group.

1. Open the OAAM Admin Console.
2. Search sessions.

3. Add to group from search page.

6.16.15 Use Case: Search Sessions by Alert Message

An investigator is searching for sessions with high alerts with a message containing
"speed". The search returns 20 sessions containing high alerts with the following
messages: "Excessive speed navigation" and "User air speed."

1. Open the OAAM Admin Console.

2. Search for sessions with high level alerts and messages containing "speed."

6.16.16 Use Case: Search Sessions by Geography

An investigator is searching for sessions with an ID number that starts with 40 from
Los Angeles, CA, USA in the last two hours.

1. Open the OAAM Admin Console.

2. Search for sessions with an ID number starting with 40 from Los Angeles in the
last two hours.

6.16.17 Use Case: Search by Comma Separated Values

Jeff wants to see what activity has occurred recently from a list of high risk IPs he
pulled from a portal. To gauge the value of the IP data he decides to view the activity
from those IPs in the last six weeks and determine if any of the activity was suspicious.
Jeff starts by searching sessions that have used this comma separated list of IPs and
viewing the sessions that come back.

1. Open the OAAM Admin Console.

2. Search for sessions by pasting a comma separated list of IPs into the search field
and filtering to the last two weeks.

Only sessions from the IPs in the list are shown.
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6.16.18 Use Case: Export Search Sessions Results to Excel

An investigator is searching for sessions in the last two hours. He selects five rows and
exports them to Excel format document that contains all columns.

1.

2
3.
4

Open OAAM Admin Console.
Search for sessions.
Select five sessions.

Export them to Excel.

6.16.19 Use Case: Export Search Sessions Results - Export Page to Excel

An investigator is searching for sessions in the last 2 hours. He selects the column
heading to select all rows and exports them to Excel format document that contains all
columns.

1.

2
3.
4

Open the OAAM Admin Console.
Search for sessions.
Click the heading to select all sessions on that page.

Export the rows to Excel document.
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Managing KBA and OTP

This part of the book provides information on managing Knowledge-Base
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7

Managing Knowledge-Based Authentication

This chapter introduces you to the concepts behind knowledge-based authentication
(KBA), and provides information about managing tasks that impact challenge
questions, validations and levels of logic algorithms used for answers, question
categories, and levels of logic algorithms used for registration.

Sections in this chapter are:

s Introduction and Concepts

= Setting Up KBA Overview

= Setting Up the System to Use Challenge Questions

»  Accessing Configurations in KBA Administration

= Managing Challenge Questions

»  Setting Up Validations for Answer Registration

s Managing Categories

s Configuring the Registration Logic

= Adjusting Answer Logic

s Customizing English Abbreviations and Equivalences
s Customizing Abbreviations and Equivalences for Locales
s Use Cases

s KBA Guidelines and Recommended Requirements

7.1 Introduction and Concepts

This section describes knowledge based authentication (KBA) key concepts.

7.1.1 Knowledge Based Authentication

Oracle Adaptive Access Manager provides out-of-the-box secondary authentication in
the form of knowledge based authentication (KBA). KBA is a secondary authentication
method, an extension to the existing authentication method. It is presented after
successful primary authentication (for example, a user entering a single factor
credentials, such as a user name and password) to improve authentication strength.

KBA provides an infrastructure for

= Users to select questions and provide answers which are used to challenge them
later on
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KBA is used to authenticate an individual based on the user's answers
substantiated by a real-time interactive question and answer process.

= Levels of logic algorithm for registration
Registration Logic manages the registration of challenge questions and answers.
= Levels of logic algorithm for answers

Answer Logic is made up of advanced matching algorithms (fuzzy logic) used by
the system to intelligently detect the correct answers in the challenge response
process. The algorithms and the level of Answer Logic are factors in evaluating
answers.

s Validations

Validations are used to validate the answers given by a user at the time of
registration.

KBA is used during online authentication of the user, which is automated, or a CSR
challenge where the CSR interacts with the user to authenticate him before providing
CSR services.

7.1.2 Challenge Response Process

The KBA solution consists of securing an application using a challenge/response
process where users are challenged with one or more questions to proceed with their
requested sign-on, transaction, service, and so on.

7.1.3 Challenge Response Configuration

The challenge /response process is controlled by a combination of properties and rules.
= Question presented at random or round robin

Presentation logic (random versus round robin) is configurable through
properties. If the deployment supports Oracle Identity Manager integration, the
presentation is round robin. The user is expected to answer all the registered
questions online.

s The number of attempts a user is allowed for each question is set by a property.

s The total number of KBA challenge failures a user is allowed before he is locked
out by Oracle Adaptive Access Manager is configured in a rule condition.

7.1.4 Registration

During registration, which could be enrollment, opening a new account, or another
events such as a reset, the user is asked to select questions and provide answers. The
order of questions that are presented to a user during the registration phase is random
using configurable parameters.

Later on, the challenge questions selected at registration or during a reset may be used
for challenge during high risk log ins, to access transactions, or sensitive information,
or both, and so on. Oracle Adaptive Access Manager's Rules Engine and business rules
are responsible for determining if it is appropriate to use challenge questions to
authenticate the user.
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7.1.5 Challenge Questions

The customer can configure a set of questions that are used to authenticate users. The
Questions are grouped into several categories and the user can select questions from
these categories. The out-of-the-box categories that questions can be grouped into are
listed. The customer can configure questions from these categories.

ns  Childhood

= Sports

= Your Birth

= Parents, Grandparents, Siblings
= Automobile

»  Education

»  Children

= Your Employment
= Significant Other
m  DPets

= Miscellaneous

During registration, users are presented with several question menus. For example, he
may be presented with three question menus. A user must select one question from
each menu and enter answers for them during registration. Only one question from
each question menu can be registered. These questions become the user's "registered
questions."

When rules in OAAM Admin trigger challenge questions, the application displays the
challenge questions and accepts the answers in a secure way for users. The questions
can be presented in the QuestionPad, TextPad, and other pads, where the challenge
question is embedded into the image of the authenticator, or simple HTML. These are
configured through properties.

7.1.6 Question Set

KBA offers a large pool of questions, which is the framework for obtaining answers
from the user during registration or reset. The Question Set is a fixed set of questions
that is allotted to the user. This set is allotted at random and once for the user unless it
is reset. It is generated based on the settings configured in the Registration Logic. This
Question Set prevents any single user from having access to all the challenge
questions. This is to prevent a fraudster from harvesting questions for use in a
phishing exercise. A user can receive a new Question Set if a customer service
representative resets it for the user.

7.1.7 Registration Logic

Registration Logic manages the registration of challenge questions and answers.
During KBA registration each user is presented with a Question Set, a subset of the
challenge questions library. The Question Set is generally broken up into several
drop-downs that have questions to select from. The drop-down with questions is
called a "menu."
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Figure 7-1 Drop-Downs (Menus)

Security Questions
Wie will use your security questions and answers to confirm vour identity attimes when extra safety is needed.

Questions {Choose a question from each list below.) Answers

1) | Select One

v]

2 | Select One

3) | Select One

2refa01l 1210 (F5T)

| mild chickens

The number of questions that appear on each menu, the number of categories per
menu, and the number of questions that a user must register is configurable.
Out-of-the-box, questions are grouped into categories. The challenge questions in the
questions menus do not change unless the question set is changed. The user is
required to select one question from each menu and enter answers for them. Only one
question from each question menu can be registered.

Validations are applied to the answers provided by the user during registration. For
example, if the question, "What year did you start junior high school," is assigned the
Month-Day-Year (MMDDYY) validation, a user registering for this question is not
allowed to provide "April 1st 1920" for the answer.

To configure the Registration Logic, you specify the settings for:
»  The question set generation
— The number of questions to be registered
- The number of questions per menu
—  The number of categories per menu
The Question Set is generated based on the Registration Logic.
s The validations that are applied to the answers
For information on setting Registration Logic, see Section 7.8, "Configuring the

Registration Logic."

How do the KBA Registration Logic Settings Affect a Customer's Question Set?
Example configurations are presented in the following table.

Example Question/Menu Categories/Menu Questions/Category in a Menu

1 7 4 2+2+2+1
2 10 4 3+3+2+2
3 10 1 10

Example #1, shown on line 1, results in registration menus containing 2 questions from
category A and 2 questions from category B and 2 questions from category C and 1
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question from category D. This continues in a round robin fashion as needed. If there
are any categories with an insufficient number of questions or an insufficient number
of categories duplicate questions can result.

The following is an example of a configuration to avoid:
= Number of questions user registers: 3

The number of questions that a user must register. The new user registration
should display the same number of question menus as the number of questions
that a user must register.

= Number of questions per menu: 5

The number of questions that appear on each menu. The new user registration
should display the same number of questions in each menu as the number of
categories for each menu. The total number of questions from all the menus
(number of questions multiplied by the questions in each menu) cannot exceed the
total number of questions available in the database.

= Number of categories per menu: 5

The number of categories per menu. The new user registration should display the
same number of categories for each menu as the number of questions in each
menu.

The Question Set is the fixed set of questions that is allotted to the user. This set is
allotted at random and once for the user. This is to avoid the user from discovering all
the questions. In the example, fifteen or more categories are required, each with at
least one question enabled. But if there are fewer than 15 categories and one of these
categories has only one question enabled, some Question Sets have that question
twice. The algorithm tries to use as many available categories as possible.

For example to generate a Question Set with:
= 3 menus

= 5 questions per menu

= 5 categories per menu

The algorithm tries to pick one question each from 15 categories if 15 categories are
available. The minimum number of questions per category should be equal to the
number of questions in the Question Set divided by the total number of categories.

Pre-requisite for Configuring Registration Logic for Locales

The deployment administrator must ensure that there are enough questions in the
database for each of the supported locale as configured in OAAM Admin during
deployment; otherwise, the application displays only the English language questions
during registration.

The number of locale-specific questions must be equal to or greater than the
"Questions User Will Register" multiplied by the "Questions per Menu" multiplied by
the "Categories per Menu."

7.1.8 Answer Logic

Answer Logic checks to see if the answer provided by the user matches closely to the
ones provided during registration.
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Answer Logic is made up of advanced matching algorithms used by the system to
intelligently detect the correct answers in the challenge response process. The
algorithms and the levels of logic are factors in evaluating answers.

Errors can be caused by simple input errors such as fat fingering, extra characters,
misspellings, and so on. Common misspellings and abbreviations for example can be
accepted if the basic information of the answer is correct.

The following algorithms are available and can be configured for your requirements:
= Phonetics

= Missing character(s)

s Extra character(s)

s Common misspellings

= Common abbreviations

s Common acronyms

= Keyboard fat fingering

s Common nicknames

= Regional spelling differences
s Date Format

The Answer Logic algorithms can be enabled or disabled and the intensity or strength
of some algorithms (the level of Answer Logic used to evaluate answers given for
challenge questions) can also be configured. For example, high risk transactions such
as wire transfers may require a high degree of certainty (i.e. exact match) whereas
accessing personal, non-sensitive information may require a lower degree of response
certainty.

Answer Logic algorithms are available for both the online challenge and CSR phone
challenge processes. Online settings are applied for answers the user provided online
using the application. Phone challenge settings are applied for answers provided by
users over the phone and entered by the CSR. The online challenge and CSR phone
challenge Answer Logic are completely independent of each other. They can be
configured separately.

For example, you can set the online challenge logic strength to high and the CSR
phone challenge logic strength to low. For the CSR phone challenge logic strength, you
may have provided more margin for error, because CSRs are listening to the answers
over the phone and entering the answers.

7.1.9 Validations

Validations are used to validate the answers given by a user at the time of registration.
Validations can be at the local level, to associated with each individual question, or at
the global level, to be applied to all the questions presented to the user.

There are no automated validations to ensure that question specific validations and
global validations do not conflict. Administrators must take care not to configure the
same validations for local and global. For example, validation for a question should
not be set to numeric only if the alpha only is set as a global validation.
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Question Registration Validation (Local)

Each question can be assigned unique validations to control the answers a user is
allowed to register. For example, if the business team wants to force users to answer a
particular question using a specific date format.

The scope of validations applied to an individual question is local. Local validations
are specified during the creation of a question.

Global Registration Validation (Global)

Global validations control the answers a user is allowed to register for all questions.
Global validations influence all answer registration. For example, if the "Four-digit
year (YYYY)" validation is applied globally then only numeral answers are accepted
during KBA registration. This would be a problem if there are questions available to
users that would normally have alphanumeric answers.

Global validations are specified during the configuration of Registration Logic.

Global-Local Validation

The scope of validations can be applied to individual questions or a combination of
questions.

7.1.10 Failure Counters

Failure counters are used to lock out fraudsters so that they are unable to obtain the
answers/questions.

KBA uses two failure counters. They are:
= the Online Counter
= the Phone Counter

The maximum number for online challenges and phone challenges are configurable.
The phone counter maximum is "per question."

For the following example, assume:
= Maxonline =3
= Max phone (per question) =3

If the user is answering challenge questions online, and if the user is given three
attempts to provide a correct answer, a total of three attempts is allowed. Each failure
increments the Online Counter. The user is locked out of the session after three
attempts. The online only challenge is designed to limit the exposure of questions to
fraudsters.

If the user is answering challenge questions over the phone, and if the user is given
three attempts at answering each question, a total of nine attempts is allowed. Each
failure increments the Phone Counter. The user is locked out of the session after nine
attempts.

For the next challenge, the next question is displayed. A success for an online or a
phone challenge automatically resets all counters to zero.

7.1.11 KBA Resets

Authenticator uses questions as additional credentials to help prevent fraud. A
customer service representative (CSR) can reset these questions for the user when
necessary. The CSR can reset KBA-related items for a user, as described.
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7.1.11.1 Reset Challenge Questions

The CSR resets a user's challenge questions. The system deletes the existing questions
and answers and generates a new question set for the user to register from.
Registration of challenge questions is required at the next log in to the Web site.

7.1.11.2 Reset Challenge Questions and the Set of Questions to Choose From

The CSR resets the user's challenge question set (challenge questions and the set of
questions to register from). Registration of challenge questions is required at the next
log in to the Web site.

7.1.11.3 Increment User to the Next Question

The CSR resets the user's next question so the system advances the user to the next
challenge question in the list of registered questions. So if the user is currently being
asked question A, question B or C is now asked. A different challenge question is
presented at the next log in to the Web site.

7.1.11.4 Unlock a User

When the CSR unlocks the user that has been locked out of the system because of
failed challenge questions. Unlocking the user resets the user's failure counter.

7.1.11.5 Ask Question (KBA Phone Challenge)

The CSR uses the user's challenge questions for phone authentication and enters user's
response. If the user answers the question correctly, the question failure counter and
increment question counter are reset. The system automatically takes appropriate
action depending on the status such as unlocking the user. Information about phone
and online failures is provided in Section 7.1.10, "Failure Counters." High level flows
for the Ask Question action is presented in Chapter 4, "Managing and Supporting CSR
Cases." The matrix in Section 7.1.10, "Failure Counters" contains detailed examples for
individual flows.

7.1.12 Disable Question and Category Logic

This section describes the logic to handle disabled questions and categories.

Disabling Logic
The disabling logic is as follows for KBA:

= If you disable the last remaining question in a category, the category is
automatically disabled as well.

= The number of active categories must be equal to or greater than the maximum
number of categories in the question menu. An error message results when you
try to disable a category and this requirement is not met.

Consequences
The following table summarizes the disable results.
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Table 7-1 Disable Results in Question and Category Logic
Disable
Question or
Category New customers user with question in question set  users with question registered
Question The disabled At re-registration or when a user The disabled question continues to
question is not used  changes his preference: Disabled be active.
to generate new question are replaced with another If the user is re-registering or
users' question sets.  question from the same category. X & &
changing user preference, the
disabled question is replaced with
another question from the same
category.
Category The disabled At re-registration or when a user Questions from the disabled

category is not used
to generate new
users' question sets.

changes his preference: All questions
in the disabled category are replaced
with questions from a new category
that has not been used to generate
current question set.

category continue to be active.

If the user is re-registering or
changing user preference, all
questions in the disabled category
are replaced with questions from a
new category that has not been
used to generate the current
question set.

7.1.13 Locked Status

Locked is the status that OAAM Admin sets if the user fails the question challenge.
The "Locked" status is only used if the KBA or OTP Anywhere is in use. A user is
locked out of the session after the failure counter reaches the maximum number of
failures. After the user is locked out, a Customer Service Representative must reset the
status to Unlocked before the account can be used to enter the system.

7.2 Setting Up KBA Overview

This section outlines the steps to manage the library, registration and answer
processing of the challenge questions.

7.2.1 Loading Challenge Questions

The challenge questions must be loaded into Oracle Adaptive Access Manager before
the users can be asked to register. For information on loading challenge questions, see
Section 2.6, "Importing the OAAM Snapshot."

7.2.2 Setting Up KBA

To set up KBA:

s Create Category

If the out-of-the-box categories do not meet your needs, create categories that can
hold relevant questions you plan to create.

For information, see Section 7.7.2, "Creating a New Category."

s Create Questions

Create questions that can be applicable to the users accessing your application.

For information, see Section 7.5.3, "Creating a New Question" and Section 7.13.2,

"Guidelines for Designing Challenge Questions."

= Apply Validations
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Apply validations to the questions.

For information, see Section 7.6.2, "Adding a New Validation."

7.2.3 Setting Up Challenge

To set up challenge:

= Set up the Registration Logic - Validations are used to validate the answers given
by a user at the time of registration.

For information, see Section 7.8, "Configuring the Registration Logic."

= Set up the Answer Logic - The Answer Logic settings can be configured for the
exactness required for challenge question answers and for answering
threshold/tolerance, such as the level of fat fingering, typos, abbreviations, and so
on.

For information, see Section 7.9, "Adjusting Answer Logic."

7.2.4 User Flow

The following diagram illustrates the user experience with the KBA framework
implemented.

Figure 7-2 KBA User Flow
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Use Case: New User Registration
This section illustrates an example of the new user registration experience.

The use case: You are Helen, a new Acme Corp customer. You have heard the horror
stories about online identity theft and it has kept you from utilizing the online service
Acme offers. This month however Acme did a customer education campaign showing
the many ways customers are protected while online. You feel much better and your
trust in the Acme brand has been bolstered. Today you are logging in for the first time.

Directions: Complete the registration flow to log in for the first time.
1. Open the application.

2. On the first sign in page, enter <user name> in the User Name field and press
Continue.

3. On the second sign in page, enter <password> into the secure TextPad and click
Enter.

The Your New Security Profile page is displayed with information about Security
Image and Phrase and Security Questions and Answers.

4. Click Continue to register your security profile.

The Your Security Device page is displayed with a personalized virtual
authentication device. On the page you are given options to learn more about your
device, obtain a new image and phrase, and upgrade to a higher security device.

5. If you want, you can select a new image and phrase by clicking the image and
phrase link or select a new device by clicking the Upgrade link.

Click the image and phrase link until you find a device you want.

If you clicked Upgrade and decided against the upgrade, you can revert to the
default security device by clicking the Revert link.

6. Click Continue to accept the security device, image and phrase.
The Security Questions set up page is displayed.

7. Select a question from the pull-down menu, and then answer the question in the
TextPad, and click Enter.

8. Repeat Step 7 until you have completed selecting the questions and entering the
answers.

A welcome page appears with a message that you are successfully logged in.

Use Case: User Login
This section illustrates an example of the user login experience.

Use case: It has been a week since you completed the registration process on your
laptop at work. Today you are on a business trip to another state and you are logging
in on your laptop from using free Wi-Fi at a local coffee shop.

Directions: Try to log in to the application using a different IP (this should be a public
IP and should belong to a different state).

1. Log in on your laptop using free Wi-Fi at a coffee shop in another state.

a. On the first sign in page, enter <user name> in the User Name field and press
Continue.

b. On the second sign in page, enter <password> into the secure TextPad and
click Enter.
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A page appears asking you to answer a security question. The question
appears in QuestionPad. You are asked a challenge question because the
public IP group and uncommon state rules are triggered.

The public IP group rule contains the "Location: in IP group" condition and
the uncommon state rule contains the "User: state first time for user"
condition.

2. Enter the answer to the security question in QuestionPad and press Enter.

If you answer the question successfully, you are logged in.

7.3 Setting Up the System to Use Challenge Questions

This section provides a summary of the steps you must take to set up your system to
use challenge questions.

For information on performing a phased rollout KBA and enabling challenge
questions, see Chapter 8, "Enabling Challenge Questions."

Task [ 1
Import the OAAM Snapshot

Link the appropriate policies to the user group that you want KBA to be enabled for.

[ ]
[ 1]
Ensure that KBA properties are set [ ]
[ ]

Enable policies for your security and business needs

7.3.1 Ensure Policies are Available

A full snapshot of policies, dependent components and configurations is shipped with
Oracle Adaptive Access Manager. The snapshot is in the oaam_base_snapshot.zip file
and located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory.

If you are using pre-packaged policies, ensure that the OAAM snapshot has been
imported. If you are not using pre-packaged policies, use this chapter as a guideline
for enabling challenge questions.

To import the snapshot, refer to the instructions in Section 2.6, "Importing the OAAM
Snapshot."

7.3.2 Ensuring that KBA Properties/Default Properties are Set

Ensure that the bharosa.kba.active property is set to true. See Chapter 28,
"Using the Properties Editor" for information on modifying properties.

7.3.3 Ensure Challenge Questions are Available

The challenge questions must be present in Oracle Adaptive Access Manager before
the users can be asked to register. Challenge questions are included in the OAAM
snapshot. For information on importing the snapshot which contains the questions, see
Section 2.6, "Importing the OAAM Snapshot."

If you are need to use challenge questions in languages other than English, import the
appropriate oaam_kba_questions_locale.zip files from the MW_HOME/IDM_ORACLE_
HOME/oaam/kba_guestions directory. The locale identifier locale specifies the
language version.
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7.3.4 Enabling Policies

Link policies that pertain to your business and security needs to a user group to which
you want KBA to be enabled. For information on importing policies, see Chapter 10,
"Managing Policies, Rules, and Conditions."

7.4 Accessing Configurations in KBA Administration

This section describes how to navigate to KBA administration tasks in OAAM Admin.
You can navigate to KBA tasks through the Navigation tree. The KBA Infrastructure
provides you with access to all questions, validations, categories, registration and
Answer Logic, and other elements.

These are the subnodes under KBA, which provide access to the configurations in the
KBA infrastructure:

= Questions: For managing the tasks that impact challenge questions, such as
creating new questions; activating, disabling, and editing questions; and
importing questions that belong to a category not currently in the system.

Double-click Questions to open the Questions Search page.

= Validations: For managing the validation for the answers given by a user at the
time of registration, such as creating validations based on the available validation
schemes in the system, editing existing validations, and importing and exporting
validations.

Double-click Validations to open the Validations Search and Edit page.
» Categories: For managing the question categories in the system.
Double-click Categories to open the Categories Search page.

= Registration Logic: For managing the level of logic algorithm used for the
registration for challenge questions and answers.

Double-click Registration Logic to open the Registration Logic configuration
page.

= Answer Logic: For managing the level of logic algorithm used for answer
validation.

Double-click Answer Logic to open the Answer Logic configuration page.

For alternative methods to open search pages, refer to Section 3.9, "Search, Create, and
Import.” Validation Search and Edit, Registration Logic and Answer Logic pages can
be opened in the same manner as the search pages.

Note that you cannot open the KBA node.

7.5 Managing Challenge Questions
The KBA functionality enables you to manage challenge questions.
You can perform the following task for challenge questions:
= Searching for a Challenge Question
s Viewing Question Details and Statistics
s Creating a New Question

s Creating a Question Like Another Question
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= Editing a Question

= Importing Questions

= Exporting Questions

s Deleting a Question

= Disabling a Question

= Activating Questions

7.5.1 Searching for a Challenge Question

Use the Questions Search page to view a list of all challenge questions and search for
a question based on various criteria. The Questions Search page provides access to the

Questions Details page for any question. When the Questions Search page first
appears, the Search Results table is displayed with default filter values.

To search for a question:

1. Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

An example Questions Search page is shown in Figure 7-3.

Figure 7-3 Questions Search page
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The Questions Search page displays a Search section and a Search Results table

that shows a summary of the questions that match your search criteria.
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2.

Specify criteria in the Search Filter to locate the questions and click Search.
The search filter criteria are described in Table 7-2.

If you want to reset the search parameters to the default setting, use the Reset
button.

Table 7-2 Question Search Criteria

Field

Description

Question ID

The ID for the question.

Question Keyword

The keyword in the question.

Status The status of the question: Active or disabled.

Category The category to which the question belong. For example: education, pets, sports and
SO on.

Locale The language the question is in. For example, English, Finnish, Czech, and so on.

Validations Global validations. For example: Four-digit year (YYYY), Month Day (MMDD), and

SO On

Answer Logic Hints

A hint added to questions individually to affect the Answer Logic used to evaluate
given answers. For example: Date Answer Hint.

Created Date

A timeframe within which the question was created

Update Time

A timeframe within which the question was modified.

The Search Results table displays a summary of questions that match the criteria
specified. By default, questions are sorted on Question Name, but you can sort
questions on Update Time, Created Date, Status, Question, and Category.

In the Search Results table, click the question link to view more details. The Question
Details page appears.

Table 7-3, " Question Action menu commands" lists the commands that are available
through the Action menu. You can select one or more questions and perform actions
on those questions.

Table 7-3 Question Action menu commands

Command

Description

New Question

Creates a new question. By default, the question is enabled on create. You can create a
question for any locale.

Create Like Creates a new case that is similar— or "like"—an existing question.
Edit Selected Enables you to edit the selected question.

Edit Category Opens the category of the selected question.

Delete Selected Deletes questions

Activate Selected Activates questions

Deactivate Selected

Deactivates questions

Import Questions

Imports questions

Export Selected

Exports questions as . XML files

Except for creating a question, edit selected, and edit category, all other operations are
bulk operations.
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7.5.2 Viewing Question Details and Statistics

The Question Details page provides information such as:

Question Sets with Question

Users Registered for Question

Percentage of Users Registered For Question
Percentage of Successful Challenges
Percentage of Unsuccessful Challenges
Question ID

Last Updated Date

To view question statistics:

1.

Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

From the Questions Search page, click the question of interest in the Search
Results table

The Question Detail page appears with the statistics.

7.5.3 Creating a New Question

To create a new question

1.

In the Navigation tree, double-click Questions under KBA. The Questions Search
page is displayed.

From the Questions Search page, click the New Questions button.

The New Questions page appears where you can enter details to create a new
question.

Alternative methods to open create pages are listed in Section 3.9, "Search, Create,
and Import."

When the New Question page first appears, the default value for the question
status is Active.

Question, Category, Status, and Locale are required fields.
Pick a locale from the list of locales available.

By default, the Locale menu displays English and 26 other default locale
languages.

Type the new question in the Question field.
The question names must be unique across categories.
From the Category list, select the category of question you want.

By default, there is no data in the Category list. You must import the challenge
questions ZIP files (oaam_kba_questions_<locale>.zip) for data to appear in the
Category menu. You can also create a new category.

In the Locale list, select the language you want.

By default, the Locale menu displays English and 26 other default locale
languages.
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10.

Each question can be assigned unique validations to control the answers a user is
allowed to register. To assign a local validation, select the validation type from the
Registration Validation list.

The local validations you select in this step control the answers a user is allowed to
register for this particular question. It does not control the registration of answers
for all questions.

For information on the difference between global and local validations, refer to
Section 7.1.9, "Validations."

In the Answer Logic Hints list, select the type of Answer Logic Hint you want.

A hint can be added to questions individually to affect the Answer Logic used to
evaluate given answers. This is performed to better tune the logic for the type of
question. This is especially important for date related questions.

These hints help the Answer Logic function more successfully on some questions,
for example, on date related questions. If a question has the date answer hint
applied then the abbreviations, phonetics and fat fingering Answer Logic runs
first, and then special date format logic is applied.

Click Apply. A confirmation dialog appears telling you that the question was
created successfully.

Click OK to dismiss the dialog.
The Question Detail page appears for the newly created question.

After the question has been created, you can edit details.

Note: The deployment administrator must ensure that there are
enough questions in the database for each of the supported locale as
configured in OAAM Admin during deployment; otherwise, OAAM
Server displays only the English language questions during
registration.

The number of locale-specific questions must be equal to or greater
than the "Questions User Will Register" multiplied by the "Questions
per Menu" multiplied by the "Categories per Menu."

7.5.4 Creating a Question Like Another Question

To create a new question that is similar to an existing question:

1.

Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

From the Questions Search page, select the row corresponding to the question of
interest.

Click the Create Like icon.

The Create Like dialog appears with pre-populated data from the original
question. Pre-populated fields are Category, Locale, Status, Answer Logic Hints,
and Registration Validations. Question, Category, Status and Locale are
required fields. The Create Like icon is disabled if multiple rows are selected.

You can create a question for any locale.

Type the new question in the Question field.
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Edit any of the other fields if you want.
Click OK.
The Question Detail page appears for the newly created question.

If you click Cancel, the Questions Search page appears.

7.5.5 Editing a Question

The Question Details page enables you to activate/disable questions and edit the
question, question category, locale, and registration and answer validation. Read-only
question statistics are available in the Question Statistics section. If you edit a
question, users using that question receive the updated question.

To edit a question

1.

Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Questions Search page, search for the questions you are interested in.
Click the hyperlinked question you want to edit.

The Question Details page appears.

Make the changes you want.

You cannot edit the Question ID or last updated time.

Click Apply to save the changes or Revert to discard them.

If you click Revert, the edited details are reverted to the initial state.

7.5.6 Importing Questions

To import questions:

1.

Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Questions Search page, click Import Questions or select Import Selected
from the Actions menu.

In the Import Questions dialog, type the path and name of the file; or use the
Browse (...) button to locate the ZIP file that contains the questions, and then select
the file.

Click Open and then click Import.

If you import questions that belong to a category not currently in the system, the
category is also imported. If you import a question with the same ID number as an
existing question, the existing question is overwritten.

A confirmation dialog displays the status of the operation and a list of questions
that were imported into the system.

Click Done.

7.5.7 Exporting Questions

Multiple questions can be selected and exported.

To export questions:
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1. Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Questions Search page, search for the questions you are interested in.
Select the rows corresponding to the questions of interest.

Select the Export icon or Export from the Actions menu.

o ©Dbd

In the Export dialog, click the Export button.

The selected questions are exported.

7.5.8 Deleting a Question
To delete a question, follow these instructions.

1. Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. Inthe Questions Search page, search for the questions you are interested in.

3. Select the rows corresponding to the questions of interest and click Delete or select
Delete Selected from the Actions menu.

The Delete button and Delete Selected menu item are enabled only if a question
is selected.

A Confirm Delete dialog is displayed with a list of questions and question IDs.
4. Click Delete to delete the questions.

Deleted questions are not available for new registrations but users currently
registered for these questions can continue to use them.

A confirmation dialog is displayed.
5. In the confirmation dialog, click OK.

An error is displayed when you try to delete a question that is in used by a registered
user.

When a user tries to delete multiple questions and if a few questions are associated
with the user, the system bypasses the associated questions and deletes the rest and
displays a message to user that the following list was not deleted. Deleted questions
are not available for new registrations but the user currently registered for these
questions can continue to use them.

7.5.9 Disabling a Question

To disable a question

1. Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2, In the Questions Search page, search for the question you want to disable.

3. Select the rows corresponding to the questions you want to disable.

4, Press the Deactivate button or select Deactivate from the Actions menu.
The selected questions are disabled.

Alternatively, you can disable a question by clicking the hyperlinked question on the
Questions Search page, and then selecting Disable in the Status field on the Questions
Details page.
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The following scenarios occur when a question is disabled:

The disabled question cannot be used to generate a new user's Question Set.

At re-registration or reset, the disabled question is replaced with another question
from the same category for those users who had the disabled question in their
question set.

The disable question remains active for users who have registered the question. If
the user is re-registering or changing user preference, the disabled question is
replaced with another question from the same category.

7.5.10 Activating Questions

To activate questions:

1.

Navigate to the Questions Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Questions Search page, search for the questions you are interested in.
Select the rows corresponding to the questions you want to activate.
Press the Activate button or select Activate from the Actions menu.

The selected questions are activated.

7.6 Setting Up Validations for Answer Registration

You can manage and define validations that are used on answers given by users at the
time of registration.

This section provides instructions to set up global validations that control the answers
a user is allowed to register for all questions. For information on the difference
between global and local validations, refer to Section 7.1.9, "Validations."

7.6.1 Using the Validations Page

The Validations page enables you to perform the following functions:

Adding a New Validation
Editing an Existing Validation
Importing Validations
Exporting Validations
Deleting Validations

Navigate to the Validations page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

An example Validations page is shown in Figure 7—4.
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Figure 7-4 Validations Page
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By default, validations are sorted on Validation Name, but you can sort validations on
Updated.

Table 7—4, " Validation Action menu commands" lists the commands that are available
through the Action menu. You can select one or more validations and perform actions
on those questions.

Table 7-4 Validation Action menu commands

Command Description

Add Adds a new validation.
Import Imports validations
Export Exports validations
Delete Deletes validations

7.6.2 Adding a New Validation

You can add a new validation to the system when needed. Validations are defined for
use during challenge questions registration.

To add a validation:

1. Navigate to the Validations page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. From the Validations page, click the New Validation button.

The Add a New Validation page appears where you can enter details to create a
new validation.

Alternatively, you can open the Add a New Validation page by:
s Selecting the Add Validation button from the Search Results toolbar.
= Selecting New Validation from the Actions menu in Search Results.

3. In the Validation Type list, select the validation scheme you want to add.
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You might, for example, select the validation type, Maximum Length. This
validation scheme allows the customer to create a validation for the maximum
allowed length for the answer.

The parameters of the validation appears in the Validation Parameters Details
area of the Validations page.

Note: -The fields displayed on the page depends on the validation
type selected.

4. In the Name field, enter the name you want for this instance of the validation
scheme.

When you create a validation from available validation schemes in the system,
you are adding an instance of validation. You can then customize that instance.

5. Specify validation parameter that correspond to your validation type.

For example, validation parameter can be 30 for an instance of Maximum Length
validation. This validation instance restricts the user from entering an answer
longer than 30 characters in length.

Table 7-5 Validation Parameters

Validation Type Label for Fields Description for Validation Parameter Example for note
Inappropriate Language  Enter Inappropriate Words Inappropriate language for answer Example: Sloppy,
Wrong, Yucky
Regex Enter Regex Pattern Real expression pattern string for the Example: [0-9]+
answer.

For example, pattern can be
"[A-Za-z0-9]+" for Alpha-numeric
validation.

If the answer entered by the user is not
as per the configured regular
expression pattern; then, the validation
fails and a configured error message is
displayed.

Date Enter Date Notation Date/Time pattern string for the Example: MMDDYY
answer.

For example, the pattern can be
"MMddyy" for Month Day Year
validation.

If the date/time answer entered by the
user is not as per the configured
pattern, the validation fails and a
configured error message is displayed.

Minimum Length Enter Minimum Length Minimum length (number) for the Example: 3
answer.

If the length of the answer entered by
the user is less than the configured
value, the validation fails and a
configured error message is displayed.

Maximum Length Enter Maximum Length Maximum allowed length (number) for Example: 3
the answer.

If length of the answer entered by the
user is above the configured value, the
validation fails and a configured error
message is displayed.
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Table 7-5 (Cont.) Validation Parameters

Validation Type Label for Fields Description for Validation Parameter Example for note
Repeated Character Enter Number of Repeating Allowed number of repeated characters Example: 3
Characters in the answer.

If the answer entered by the user
contains repeated characters more than
the configured value, the validation
fails and the user gets a configured
error message.

Repeated Answers

Enter Number of Repeating Allowed number of repeated answers. ~ Example: 1

Answer:
SWers For example parameter value can be '1'

for unique answer validation.

If the answer entered by the user is
repeated more than configured number
of times, the validation fails and the
user gets a configured error message.

Character

Enter Disallowed Characters Characters that are not allowed. Example: *

6.

Click Add.

OAAM Admin adds this validation instance to the list of validations in the
System.

7.6.3 Editing an Existing Validation

To edit an existing validation

1.

Navigate to the Validations page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

From the Validations page, select the hyperlinked configured validation you want
to edit.

In the Validation Parameter Details section, make the necessary changes. See
Table 7-5, " Validation Parameters".

You can edit strings, numbers, and characters in the validation parameters field.
Click Save
OAAM Admin updates this validation instance in the system.

7.6.4 Importing Validations

You can add a global validation to the global validation list on the Registration Logic
page by importing a global validation into the system. It is added automatically to the
global validation list without any notification.

7.6.5 Exporting Validations

To export validations:

1.

a & 0N

Navigate to the Validations page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Validations page, search for the validations you are interested in.
Select the rows corresponding to the validations you want to export.
Select Export Selected from the Actions menu.

When the Export dialog appears, select Save File, and then Save.
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The file is exported and saved as a ZIP file.

7.6.6 Deleting Validations

To delete validations:

1.

Navigate to the Validations page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

In the Validations page, search for the validations you want to delete.

Select the rows corresponding to the validations of interest and click Delete.

A dialog appears asking you if you want to delete the validation.

Click Delete to confirm.

A dialog appears with the message that the validation was deleted successfully.

Click OK to dismiss the dialog.

7.7 Managing Categories

You can perform the following task for categories:

Searching for a Category
Creating a New Category
Editing a Category
Deleting Categories
Activating Categories

Deactivating Categories

7.7.1 Searching for a Category

On the Categories Search page you can view a list of all categories and search for a
category based on various criteria. The Categories Search page provides access to the
Category Details page for any category.

When the Categories Search page first appears, the Search Results table displays
results from the default search values.

To search for a category:

1.

Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

The Categories Search page displays a Search section and a Search Results table
that shows a summary of the categories that match your search criteria.

Specify criteria in the Search Filter to locate the specific question category and click
Search.

The search filter criteria are described in Table 7-2.

If you want to reset the search parameters to the default setting, use the Reset
button.

7-24 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



Managing Categories

Table 7-6 Question Search Criteria

Field Description

Category The category name. For example: education, pets, sports and so on.
Status The status of the category.

Created Date A timeframe within which the category was created or modified.
Update Time A timeframe within which the category was updated

The Search Results table displays a summary of categories that match the criteria
specified.

In the Search Results table, click the hyperlinked category you interested in to view
more details. The Category Details page appears.

7.7.2 Creating a New Category

If the out-of-the-box categories do not meet your needs, create categories that can hold
relevant questions you plan to create.

To create a new category

1. Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. From the Categories Search page, click the New Category button or the New icon.

Alternative methods to open create pages are listed in Section 3.9, "Search, Create,
and Import."

The New Category page appears where you can enter details to create a new
category.

3. Type the new category in the Category field.
4. Enter a description.
5. Click Apply.
The Category Details page appears for the newly created category.

7.7.3 Editing a Category

The Category Details page enables you to changed the status, name, and description
for an existing category.

To edit a category

1. Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. In the Categories Search page, search for the category you are interested in.
3. Click the hyperlinked category you want to edit.

The Category Details page appears.
4. Make the changes you want.

Category name edits do not affect the questions already registered or new
registrations.

5. Click Apply to save the changes or Revert to discard them.
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If you click Revert, the edited details revert to the initial state.

If questions that belonged to a category are moved to the new category, the user
would be presented with the same questions.

7.7.4 Deleting Categories

To delete a category, follow these instructions.

1. Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. In the Categories Search page, search for the categories you want to delete.
3. Select the rows corresponding to the categories you want and click Delete.
A dialog is displayed asking if you want to delete the categories.
4. Click Delete to confirm.
A dialog is displayed with a message that the categories were deleted successfully.
5. Click OK to dismiss the dialog.

You can delete a category if it is not referenced by questions. If the category is
referenced by a question, an error message appears.

7.7.5 Activating Categories

To activate categories:

1. Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. In the Categories Search page, search for the categories you want to activate.
3. Select the row for each category you want to activate.
4. DPress the Activate button.
A dialog is displayed with a message that the category was activated successfully.

5. Click OK to dismiss the dialog.

7.7.6 Deactivating Categories

The deactivated category is not used to generate a new question set. All questions in
the deactivated category are replaced with questions from a new category that has not
been used to generate a current question set at re-registration or the changing of user
preferences for users with the question in their question set.

For users with the questions registered, the questions from the deactivated category
continue to be active. If the user is re-registering or changing user preferences, all
questions in the deactivated category are replaced with questions from a new category
that has not been used to generate current question set.

To deactivate categories:

1. Navigate to the Categories Search page, as described in Section 7.4, "Accessing
Configurations in KBA Administration."

2. In the Categories Search page, search for the categories you are interested in.
3. Select the row for each category you want to deactivate.

4. Press the Deactivate button.
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5.

A dialog is displayed with a message that the category was deactivated
successfully.

Click OK to dismiss the dialog.

7.8 Configuring the Registration Logic

You can use Registration Logic to set up the configuration for:

Number of questions that appear on each menu
Number of categories per menu
Number of questions that a user must register

Restriction of characters entered for answers

Configure Registration for Questions and Answers
To configure the registration for challenge questions and answers:

1.

In the Navigation tree, double-click Registration Logic under KBA. The
Registration Logic page is displayed.

To enter or change the values for the question set generation, you can specify the
following settings.

= Number of questions that a customer must register
= Number of questions that appear on each menu
= Number of categories per menu

The categories per menu cannot be more than the number of categories
available in the system.

Note: Enter realistic numbers. For example, the number of questions
that a user must register should be 3 to 7 questions

Click Apply.

A confirmation dialog is displayed with the message, "Registration Logic details
updated successfully.”

Click OK.

Add Global Validation
To add global validations (validations you want to apply to all questions):

1.

In the Navigation tree, double-click Registration Logic under KBA. The
Registration Logic page is displayed.

Click the Add button on the results header.
The Add Global Validation dialog appears.
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Figure 7-5 Add Global Validation
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3. Inthe Add Global Validation dialog, search for the global validations you want
to add.

4. Select the row corresponding to the validation you want to add.
You cannot select more than one validation to add at a time.

5. Click Add.
The selected validation is added.

Delete Global Validation
To delete global validations (validations you do not want to apply to all questions):

1. In the Navigation tree, double-click Registration Logic under KBA. The
Registration Logic page is displayed.

2. Select the rows corresponding to the validations you want to delete and then click
the Delete button on the results header

A dialog appears asking if you want to delete the validation.
3. Click Delete to dismiss the dialog.
A confirmation dialog appears.

4. Click OK to dismiss the dialog.

7.9 Adjusting Answer Logic

Answer Logic, a feature of KBA, increases the usability of security questions.

7.9.1 About Answer Logic

Administrators can adjust how exact the challenge answers given by end users must
match the answers they gave at the time of registration. If the answer given by a user
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is fundamentally correct but there are minor variations such as typos, misspellings
and abbreviations they should pass. The increased usability of KBA reduces or
eliminates the need for unnecessary call center involvement in moderate risk
situations and self service flows.

Answer Logic (fuzzy logic) algorithms can be configured on the Answer Logic page.
The algorithms are divided into three categories: Common Abbreviations, Fat
Fingering (accidentally pressing the nearest neighbor on the keyboard), and Phonetics.
The algorithms are available for both the online challenge and phone challenge
processes.

Out-of-the-box Answer Logic is only functional for English. Abbreviations can be
globalized but creation of locale specific text equivalency files is required. For
information, refer to Section 7.11, "Customizing Abbreviations and Equivalences for
Locales."

Example of How It Works
Question: Who was your favorite teacher in high school?

Registered answer: Mrs. Smith
Given answer: Misses Smuth

Logic level: If set to High, the answer is accepted.

Table 7-7 Answer Logic Algorithm Example

Algorithm Description Reason
Abbreviations This algorithm handles common abbreviations, If the file contains Mrs=Misses, the match
common nicknames, common acronyms, and can be made in either direction.
date format. Looks at file for allowed matches.
Phonetics This algorithm handles Answers that "sound Smiith sounds like Smith
like" the registered answer, regional spelling
differences, and common misspellings
Keyboard fat This algorithm handles Answers with typos due "u"is directly to the left of "i" so it is
fingering to the proximity of keys on a standard allowed
keyboard.

7.9.2 Common Response Errors

This section highlights the most common response errors and shows how Answer
Logic algorithms are used for the system to intelligently detect the correct answers in
the challenge response process. Examples of abbreviations, phonetics, and keyboard
fat fingering are also provided.

7.9.2.1 Abbreviations

Common abbreviations, common nicknames, common acronyms, and date format are
handled by this algorithm.

Common Abbreviations

This algorithm matches the words in the following pairs as equivalent. OAAM Admin
has predefined list of word-pairs that cover common abbreviations, common
nicknames and common acronyms.

m Street - St.

s Drive-Dr.
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s California - CA

The list can be customized by creating a new abbreviation file, custom_auth_
abbreviation_config.properties. For information, refer to Section 7.10,
"Customizing English Abbreviations and Equivalences."

Common Nicknames

Oracle has a predefined list of the most common nicknames that is used in the
challenge response process.

s Timothy - Tim

= Matthew - Matt

Date Format

The questions that require date as the answer specify the format in which the user
should enter the answer. The format is either YYYY or MMDD, but not both. However,
from experience, users still use other formats during the challenge response process.
The abbreviation logic for date format sees the following as the same:

= 0713

= 713

s July 13th
s July13

s July 13,1970

7.9.2.2 Phonetics

Answers that "sound like" the registered answer, regional spelling differences, and
common misspellings are handled by this algorithm. The phonetics algorithm is only
supported in English.

Common Misspellings
Oracle's Phonetic Answer Logic algorithm accounts for misspellings.

[ ] ph—f

»  Correct word: elephant - Spelling mistake: elefant

7.9.2.3 Keyboard Fat Fingering

Oracle's Fat Fingering algorithm accounts for typos due to the proximity of keys on a
standard keyboard and transposed letters. Answers with typos due to the proximity of
keys on a standard keyboard are handled by this algorithm.

The number of fat fingering characters allowed depends on the length of the original
word and the level set. The algorithm returns a percentage score associated with the
characters that have an exact match. The intensity determines the minimum score
required to match the answer with the registered answer.

Note: The fat fingering algorithm is only supported in English.

Common Typos
s Switching "w" and "e"

non nen

= Switching "u" and "i
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= Switching "t" and "r"

Examples of Fat Fingering
»  Correct word: signature - Fat finger: signatire

7.9.3 Level of Answer Logic

The level of Answer Logic, the intensity or strength of algorithms, used to evaluate
answers given for challenge questions is adjustable. You can enable or disable each
algorithm and you can also specify the following levels for the algorithms used:

= Off - No Answer Logic is used; answers must exactly match those previously
registered by the user.

= Low - Less Answer Logic; answers provided by the user must be a match or
near-match to the answers that were provided at the time of registration

s Medium — More Answer Logic; the user is given some leeway for the answers that
are provided. For example, St. might be accepted for Street.

= High - Highest level of Answer Logic. The constraints are not strict for matching.

Each algorithm generates a score that represents how close the given answer is to the
registered answer. OAAM Admin can be configured to accept different threshold
score ranges for each algorithm individually. Separate threshold values for each
algorithm (low/medium/high) are set in a properties file. The default thresholds are
described as follows.

7.9.3.1 Abbreviation

For abbreviation:
s Return values: 0 or 100 (no-match OR match)
s Levels: ON or OFF
s Logic
- If an abbreviation entry exists linking the given strings, score is 100

— Elsescoreis0

7.9.3.2 Fat Fingering

For fat fingering:

»  Return values: range 0 to 100

= Levels: OFF, LOW (90+), MEDIUM (75+), HIGH (60+)
s Logic

If the string lengths do not match, score is 0

If a position does not have the expected character or its neighbor, score is 0

Else compute the number of positions that have the neighboring characters.

Score = (StringLength — NeighborPositionCount) * 100 /StringLength

7.9.3.3 Phonetics

For phonetics:

s Return values: 0, 60, 75, 90
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= Levels: OFF, LOW (90), MEDIUM (75), HIGH (60)
s Logic
— Compute primary and alternative phonetic keys for the given strings, using
DoubleMetaphone algorithm
- If primary keys of both strings match, score is HIGH

- Elseif a primary key of one of the strings and alternate key of the other string
match, score is MEDIUM

— Else if the alternate keys of both string match, score is LOW

— Else the score is 0

7.9.3.4 Multiple Word Answers

Answers that contain multiple words are treated in a specific way by the Answer
Logic. If the final score from a complete string match does not meet the "success"
criteria, individual words in the answer are evaluated. If each individual word in an
answer is accepted by any of the algorithms the whole answer is accepted.

Multiple word answers with missing /extra words must be an exact match to the
registered answer. Answers must have the same number of words as the registered
answer to be evaluated with Answer Logic. For example: If the registered answer is
"Mead Elementary School" and the answer given at the time of challenge is "Mesd
Elem Sch™:

Abbreviation: Mead-Mesd=0; Elementary-Elem=100; School-Sch=100
Fat-finger: Mead-Mesd=75; Elementary-Elem=0; School-Sch=0
Phonetics: Mead-Mesd=0; Elementary-Elem=0; School-Sch=0

Assuming that abbreviation was set to anything besides off and fat fingering was set
to medium or high, since all three words would be accepted individually, the whole
answer would be accepted.

7.9.4 Configuring Answer Logic

The KBA Answer Logic tab includes controls for the level of each Answer Logic
algorithm used for answer validation. The higher the level the less exact answers need
to be for acceptance.

To configure Answer Logic:
1. In the Navigation tree, double-click Answer Logic under KBA.
You can specify different settings for Online Challenge and CSR Phone Challenge.
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Figure 7-6 Answer Logic
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2. To change the level of Answer Logic used for keyboard fat fingering and
phonetics, select Off, Low, Medium, or High: the lower the setting the higher
degree of exactness required.

For information on logic levels, see Section 7.9.3, "Level of Answer Logic."

3. C(lick OK.

7.10 Customizing English Abbreviations and Equivalences

Answer Logic checks if the answer provided by the user matches closely to the ones
provided during registration. Answer Logic, in part, relies on pre-configured sets of
word equivalents, commonly known as abbreviations.

Although there are several thousand English abbreviations and equivalences in the
English version of Oracle Adaptive Access Manager, customers can perform
customizations per their business requirements. For example, the customer might
want the following to be considered a match.

Registered Answer Given Answer

nineteen hundred ninety nine 1999

The out-of-the-box English abbreviations and equivalences are in a file named,
bharosa_auth_abbreviation config.properties. Changes cannot be made
to this file.
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To customize abbreviations, a new file must be created with a new set of
abbreviations. This file takes precedence over the original file and all abbreviations in
the original file are ignored.

To customize abbreviations:

1. Create a new abbreviation file, custom_auth_abbreviation_
config.properties, and save it in the IDM_ORACLE_HOME /ocaam/conf
directory.

If the conf folder does not exist, create one.

2. Add abbreviations and equivalences to custom_auth_abbreviation_
config.properties.

There are two different formats to use:

Word=equivalentl
Word=equivalent2

or

Word=equivalentl,equivalent2, equivalent3

For example, in English, some equivalence for James are:
Jim=James, \Jamie, \Jimmy
With the addition of the equivalences, if a user were to enter a response as Jim,

but had originally entered James, Jim would be accepted. Another example is
that St may be equivalent to Street.

Note: Retrieval of abbreviation values is not based on the browser
language; values are retrieved from the properties files.

3. Add the file to the OAAM Extensions Shared Library (WEB-INF/classes).

4. Using the Properties Editor, change the property,
bharosa.authenticator.AbbreviationFileName, to point to the complete
path to the file, WEB-INF/classes/custom_auth_abbreviation_
config.properties in the extensions folder.

The default value for the property
bharosa.authenticator.AbbreviationFileName is bharosa_auth_
abbreviation_config.properties. Create the
bharosa.authenticator.AbbreviationFileName property if it does not
already exist.

Restarting the system is not necessary for the change to take effect.

For information on using the Properties Editor, refer to Chapter 28, "Using the
Properties Editor.".

5. Configure the Answer Logic by following the instructions in Section 7.9,
"Adjusting Answer Logic."

If you want to revert to the original out-of-the-box abbreviations, set
bharosa.authenticator.AbbreviationFileName back to bharosa_auth_
abbreviation_config.properties.
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7.11 Customizing Abbreviations and Equivalences for Locales

Locale-specific abbreviation files are shipped with OAAM. These files are named
bharosa_auth_abbreviation_config_<locale>.properties where
<locale> is the locale string. For example, the Spanish version of the file is
bharosa_auth_abbreviation_config es.properties.

Changes cannot be made to this file. To customize abbreviations, a new file must be
created with a new set of abbreviations. This file takes precedence over the original file
and all abbreviations in the original file are ignored.

If you want to localize for one locale (for example, for Japanese only), perform the
following steps:

1. Create one file specific to the locale with the same prefix as the original
locale-specific abbreviation file. For example, Abbreviations_ja.properties
for Japanese.

2. Add the file to the OAAM Extensions Shared Library (WNEB-INF/classes).

3. Using OAAM, set the value of property
bharosa.authenticator.AbbreviationFileName to that file's absolute

path, WEB-INF/classes/Abbreviations_ja.properties in the extensions
folder.

If you want customize for multiple locales, perform the following steps:

1. Create the files specific to those locales with the same prefix as the original
locale-specific abbreviation file.

For example,

/mydrive/IDM_ORACLE_HOME/oaam/conf/Abbreviations_
es.properties for Spanish

/mydrive/IDM_ORACLE_HOME/oaam/conf/Abbreviations_
ja.properties for Japanese

2. Add the file to the OAAM Extensions Shared Library (WEB-INF/classes).

3. Using OAAM, set the value of property
bharosa.authenticator.AbbreviationFileName to that file's absolute
path, WEB-INF/classes/Abbreviations.properties in the extensions
folder.

The locale prefix is absent in the value of the property because the locale settings
of the end user's browser determine the runtime locale.

7.12 Use Cases

This section describes example use cases for KBA.

7.12.1 Use Case: Create Challenge Question

You have been asked to develop some new challenge questions to augment the
existing out-of-the-box questions. Come up with a new question. Directions: Part A:
Export the existing challenge questions as a backup. Part B: Create the new question in
any category you like in English.

1. Login to OAAM Admin as an administrator.

2. In the Navigation tree, double-click Questions under KBA. The Questions Search
page is displayed.
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10.
11.
12.
13.
14.

15.

16

In the Questions Search page, click the column header on the Search Results table
to select all the rows.

Select Export Selected from the Actions menu.

In the Export dialog, select Save File and click OK.

Browse for the location to save the ZIP file and click Save.

After backing up the questions, search for the question that you are interested in.

If the question does not exist, click New Question. The New Question page is
displayed.

Question, Category, Status, and Locale are required fields.

When the New Question page first appears, the default value for the question
status is Active.

In the Question field, type in the question.
In the Category field, select a category.
Select English as the locale.

Select the registration validation.

Select Answer Logic hints.

Click Apply. A confirmation dialog appears telling you that the question was
created successfully.

Click OK to dismiss the dialog.

The Question Details page appears with information about the question and the
question statistics.

After the question has been created, you can edit details.

7.12.2 Use Case: KBA Registration Logic

The security team has determined that it only wants to have challenge questions about
sports and pets. Part A: You must log in to OAAM Admin and delete all the questions
for all categories except Sports and Pets. Before doing this you should export all the
challenge questions as a backup in case you want to revert. Part B: The security team
has also decided that each user should register four questions and that each
registration menu should contain questions from at least four categories. Configure
this in OAAM Admin.

To configure KBA Registration Logic:

1.
2.

Log in to OAAM Admin as an administrator.

In the Navigation tree, double-click Questions under KBA. The Questions Search
page is displayed.

Select all the questions in the Search Results table to export all the challenge
questions as a backup in case she wants to revert.

Clicking the # in the column header selects all rows in the Search Results table.
Select Export Selected from the Actions menu.
In the Export dialog, select Save File and click OK.

Browse for the location to save the ZIP file and click Save.
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10.
11.
12.
13.

After the export, in the Search Results table of the Questions Search page, sort
questions by Category.

Select questions that are not in the category of Sports and Pets, and click the
Delete.

In the Navigation tree, double-click Registration Logic under KBA. The
Registration Logic page is displayed.

In Categories per Menu, enter 4.
In Questions per Menu, enter 4.
In Questions User will Register, enter 4.

Click Apply.

7.12.3 Use Case: KBA Phone Challenge

CSRs can authenticate a user by asking challenge questions over the phone. KBA
Phone Challenge can be used for any registered user.

1.

CSR sees the user's status (i.e. Block, Locked, and so on) and the date/time of the
last login attempt when a user calls.

CSR requests a question with the Ask Question action and is presented with a
challenge question and the field to enter the user's response.

The challenge question presented is not the same question the user has failed
online if the user is currently locked out.

The next question in the user's registered questions is presented to the CSR.

The user has a limited number of over the phone attempts at each question. See
Section 7.1.10, "Failure Counters" for details and examples.

Error messages are displayed to notify the CSR.

This process continues until the user runs out of questions and attempts or the
user has answered a question correctly.

7.12.4 KBA Question Edits

Jeff is a Security Admin and needs to import and edit KBA questions in English and
Spanish and add a new English question.

To do so:

1.

Import KBA questions in multiple languages.

See Section 2.6, "Importing the OAAM Snapshot."
Edit the questions.

See Section 7.5.5, "Editing a Question."

Add a new question.

See Section 7.5.3, "Creating a New Question."

7.12.5 KBA Answer Logic Edits

Jeff, a Security Admin, needs to set the KBA answer logic so sloppy users are impacted
by typing errors less often.

1.

Set fatfingering answer logic to high.
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See Section 7.9.3, "Level of Answer Logic."

2. Test against specifications.

7.13 KBA Guidelines and Recommended Requirements

These recommendations provide guidelines for implementing KBA authentication.
They provide guidance to institutions for configuring and implementing custom
enrollment and challenge procedures within the guidelines of best practices.

7.13.1 Best Practices for Managing Questions

Applying Validations

Many validations may be applied locally or globally. You must be careful not to apply
any validations globally that you do not want to influence all answer registration. For
example, if the "Four-digit year (YYYY)" validation is applied globally then only
numeral answers are accepted during KBA registration. This is a problem if there are
questions available to users that normally have alphanumeric answers.

Deleting Questions and Categories

You can create, edit, and delete questions and categories. You should take care when
deleting categories and questions. Insufficient numbers of questions and categories
can impact the security of the solution and cause usability issues. For example, if the
Categories per menu Registration Logic is set to a number that is more than the total
number of categories in the system then there may be duplicate questions listed. This
can be confusing to users so it should be avoided.

Questions per Menu Setting

The Questions per menu setting should be between 4 and 7. This range provides a
good mix of questions in a question set but does not expose too many questions to any
single user.

Question User will Register Setting

The Questions user will register setting should be between 3 and 7. This provides
enough questions to offer good security but does not over burden a user's memory.
The basic industry standard for KBA is 3 registered questions.

The max and min limits are configurable through the following properties.

bharosa.config.type.kba_config.enum.regQuestionsCount.validation.minValue=3
bharosa.config.type.kba_config.enum.regQuestionsCount.validation.maxValue=7

Challenge Questions Configuration

It is recommended that you completely configure all of the challenge questions,
including locale, before making the question available to users.

Challenge Question Disabling

If you disable a challenge question, users who previously had that question continue
to have the question even after it is disabled. However, users that are registering for
the first time or re-registering are not presented with the disabled question.
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7.13.2 Guidelines for Designing Challenge Questions

Guidelines for designing challenge questions are listed below:

Question should not require answers that are personally identifiable information.
For example, do not ask for Social Security Number, and other identifiers.

Questions should not require answers that can easily be discovered via public
sources such as the internet. For example, what college did you graduate from?

Questions should not have answers that change over time. For example, what is
your girlfriends name?

Questions should not have answers that are easy to guess. For example, what is
your favorite weekday?

Questions should not be specific to any one religion, culture or sub-culture. For
example, who is your favorite apostle? Which Smurf do you most closely identify
with? What race would you prefer to be in the Star Wars Galaxy?

7.13.3 Guidelines for Answer Input

Recommended requirements for answers are listed below:

Answers must be at least 4 characters.

No more than 2 answers can be the same during registration.
Answers cannot have more than 2 repeating characters.
Special characters are not allowed.

Answers are not case-sensitive.

Extra white spaces are removed.

Fuzzy logic implemented - degree configurable by client.

7.13.4 Other Recommended Requirements

Other tips for challenge questions are:

A unique question set should be generated for each user.

The user should register 3-5 questions. i.e. 15 total questions to select from, 3
drop-down menus of 5 questions each.

There should be a maximum of 2 questions from the same category.

There should be a maximum opt-out - i.e. 3 opt-out attempts before forcing
registration.

When challenged, the same question is to be presented until the user responds
correctly or question is reset by customer service agent.
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Enabling Challenge Questions

Oracle Adaptive Access Manager uses knowledge-based authentication (KBA) to
prompt users for information by using challenge questions. An individual must
provide previously registered answers during authentication.

This section provides guidelines for enabling challenge questions. Topics include
=  Whatis KBA?

= Phased Approach for Registration

»  Checklist for Enabling Challenge Questions

»  Ensure Policies are Available

s Ensuring KBA Properties/Default Properties are Set

=  Ensure Challenge Questions are Available

= Enabling Policies

s Configuring Rules for Policies

s Configuring the Challenge Question Answer Validation

s Configuring the Answer Logic

8.1 What is KBA?

Knowledge-based authentication (KBA) is a form of secondary authentication where
during authentication, the user is prompted by challenge questions and must provide
previously registered answers.

Since KBA is a secondary authentication method it should only be presented after
successful primary authentication. KBA challenge is necessary in medium to high risk
situations. Challenging users too often and without significant risk degrades the user
experience and possibly the security. The goal is to challenge users often enough so
they can successfully recall their answers but not so often that they view it as a
hindrance. As well, displaying the questions excessively increases the slim possibility
of exposure to fraudsters through over-the-shoulder or some other attack. In general, a
challenge roughly every month for a normal user is a good rate. Suspicious users
should be blocked and should not have access to the system.

8.2 Phased Approach for Registration

A phased rollout KBA is necessary to help ease the transition for the organization and
the users. Spacing out the rollout allows for an important learning period and lessens
the impact to customer service.
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s The user is not registered and there is little change to the user experience.
s The user can choose to register.

s The user must register an image, a phrase, and challenge questions to be stored in
a customer profile.

The most successful phased approach generally includes these phases. The first two
generally last between one and three months each depending on user population size
and composition.

8.2.1 Phase 1 - No Registration

Phase one generally consists of Oracle Adaptive Access Manager risk evaluation. In
this phase there is little change to user experience. Users continue to access through
the existing methods. The only slight change to user experience is a block. Blocking is
recommended in the phase for extremely high-risk situations. With blocking actions
applied OAAM Admin can start to prevent fraud from day one. Since only very severe
security violations are blocked normal users should not experience issues with them.
Phase one can last any length of time desired by the business. Generally organizations
stay in phase one for one to three months.

8.2.2 Phase 2 - Optional Registration

Phase two is the gradual introduction of the virtual devices and secondary
authentication to the user population. In this phase registration is made available to
the population or sub-populations of existing users on an optional basis. This opt-in
allows users to register when they have time and feel comfortable. Brand new users
should be given the option to register as soon as they are created. This strategy helps
to distribute load on support over a period and to add convenience for users.

User Experience

The user is prompted to register for challenge questions after successfully
authenticating at sign-on. The user can choose to bypass registration and then proceed
into the session.

Staggered Rollout

Breaking up a rollout phase into sub-groups can further ease efforts. In large
deployments staggering is advised. Phase two is generally the best time to implement
staggering. The most common staggering has the following steps.

s The user population is broken into groups. Geographic region is the most often
used basis for this grouping

»  Staggered start dates are configured for each group.

Enable Optional Registration

To enable optional registration, link the Post-Auth Flow Phase 2 policy to the user
group that you want KBA to be enabled for.

8.2.3 Phase 3 - Required Registration

Phase three closes the door on the opt-in registration process. This phase is the
transition to normal registration procedure that is used going forward for all users. For
this reason phase three has no end. Any existing users that have not registered yet
must complete registration before they can access the protected applications.
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User Experience

The user is prompted to register for challenge questions after successfully
authenticating at sign-on. User proceeds into session after registration is complete.

Enable Required Registration

To enable required registration, link the Post-Auth Flow Phase 3 policy to the user
group that you want KBA to be enabled for.

If the user group was linked to "Post-Auth Flow Phase 2" policy earlier, that linkage
should be removed.

8.3 Checklist for Enabling Challenge Questions

The following chart presents a checklist for enabling challenge questions.

Task [ 1
Import the OAAM Snapshot

Link the appropriate policies to the user group that you want KBA to be enabled for.

Ensure KBA properties are set

Configure the challenge question answer validation using OAAM Admin

| e | et | et | e | e

[
[
[
Change the rules within the registration and challenge policies with appropriate actions [
[
[

Configure the Answer Logic using OAAM Admin

8.4 Ensure Policies are Available

A full snapshot of policies, dependent components and configurations is shipped with
Oracle Adaptive Access Manager. The snapshot is in the oaam_base_snapshot.zip file
and located in the MW_HOME /IDM_ORACLE_HOME/ocaam/init directory.

If you are using pre-packaged policies, ensure that the OAAM snapshot has been
imported. If you are not using pre-packaged policies, use this chapter as a guideline
for enabling challenge questions.

To import the snapshot, refer to the instructions in Section 2.6, "Importing the OAAM
Snapshot."

8.5 Ensuring KBA Properties/Default Properties are Set

Ensure the bharosa.kba.active property is set to true. For instruction on how to
set properties, refer to Section 28.6, "Editing the Values for Database and File Type
Properties."

8.6 Ensure Challenge Questions are Available

The challenge questions must be present in Oracle Adaptive Access Manager before
the users can be asked to register. Challenge questions are included in the OAAM
snapshot. For information on importing the snapshot which contains the questions, see
Section 2.6, "Importing the OAAM Snapshot."
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8.7 Enabling Policies

Ensure that KBA security policies that pertain to your business and security needs are
loaded on your system. Link them to a user group to which you want KBA to be
enabled.

For example, if you want the system to be able to challenge a user over the phone
through a Customer Service Representative (CSR), you must import and enable the
System CC Challenge Policy.

Note: If you have a policy customized, ensure that you do not
import that policy again. Doing so breaks the policy that you had
customized.

If you are using OAAM pre-package policies, enable phase 2 scenarios by adding the
user group to which you want KBA to be enabled to Phase 2 pre- and post-
authentication policies.

Phase 2 provides optional registration scenarios that you may want to try out with
users. If you find that the users like to use the registration process, you may add the
scenarios to your authorization process.

Phase 2 introduces much more user experience changes and includes the use of virtual
authenticators for credential input. They are in charge of securely collecting the login
details, and facilitating registration/challenge.

To enable Phase 2 scenarios

1. Ensure that "Active" has been chosen for the status of the policy.
Refer to Section 10.11, "Activate/Disable Policies."

2. Ensure that all the rules in the policy are active.
Refer to Section 10.23, "Activate/Disable Rule."

3. Ensure that the user group to which you want KBA to be enabled has been
selected for the Run Mode option.

Refer to Section 10.9.1, "Linking a Policy to a Group."

Note that it is important to ensure that the phase you are in corresponds to the
policies you have your users linked to within OAAM Admin.

8.8 Configuring Rules for Policies

Change the rules within the registration and challenge policies with appropriate
actions.

For example, assign a challenge action as one of the actions you want triggered.

For information, refer to Section 10.12.5, "Specifying Results for the Rule."

8.9 Configuring the Challenge Question Answer Validation

Validations are used to validate the answers given by a user at the time of registration.
For answers, you can restrict the users to alphanumeric and a few specific special
characters by adding a Regex validation.

For information, see Section 7.6, "Setting Up Validations for Answer Registration."
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8.10 Configuring the Answer Logic

The Answer Logic settings can be configured for the exactness required for challenge
question answers. For example, high risk transactions such as wire transfers may
require a high degree of certainty (i.e. exact match) whereas accessing personal,
non-sensitive information may require a lower degree of response certainty.

Configure the Answer Logic for answering threshold/tolerance, such as the level of fat
fingering, typos, abbreviations, and so on.

For information, see Section 7.9, "Adjusting Answer Logic."
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Setting Up OTP Anywhere

OTP Anywhere is a secondary risk-based challenge solution consisting of a server
generated one time password delivered to an end user via a configured out of band
channel. Supported OTP delivery channels include short message service (SMS),
email, instant messaging and voice. OTP Anywhere can be used to compliment KBA
challenge or instead of KBA. As well both OTP Anywhere and KBA can be used
alongside practically any other authentication type required in a deployment. Oracle
Adaptive Access Manager also provides a challenge processor framework. This
framework can be used to implement custom risk-based challenge solutions
combining third party authentication products or services with OAAM real-time risk
evaluations.

This chapter focuses on setting up Oracle Adaptive Access Manager to use OTP for
secondary, risk-based user challenges. Out of the box, OAAM provides User
Messaging Service (UMS) as the delivery method. For other custom methods, refer to
the "Developing Custom Challenge Types" chapter of the Oracle Fusion Middleware
Developer’s Guide for Oracle Adaptive Access Manager.

9.1 Introduction and Concepts

This section introduces you to the concept of One Time Password (OTP) and how it is
used in Oracle Adaptive Access Manager.

9.1.1 What is a One Time Password

A one-time password is a randomly generated, single-use authentication credential.
OTP is a form of secondary authentication that is used in addition to standard user
name and password credentials to strengthen the existing authentication and
authorization process, thereby providing additional security for users. When the user
is OTP-challenged, a one-time password is generated and delivered to the user
through one of the configured channels. The user must retrieve the one-time password
and enter it when prompted, before the one-time password expires.

The one-time password may be either numeric or alphanumeric and any configured
length and the randomization algorithm is pluggable.

The following are major benefits of using out-of-band OTP:

s The one time password is delivered to the valid user through one of the
configured channels. These can include SMS, IM, email or voice.

»  The user does not require any proprietary hardware or client software of any kind.
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9.1.2 About Out-of-Band OTP Delivery

Oracle Adaptive Access Manager 11g contains one time password authentication
capabilities that support delivery of the OTP via the following four out-of-band

channels:
s email
s SMS

= Voice messaging
= instant messaging

By default, only cell phone registration is displayed on the OTP Registration page.

9.1.3 How Does OTP Work?

During the Registration process in OAAM, the user is asked to register for questions,
image, phrase and OTP (email, phone, and so on) if the deployment supports OTP.
Once successfully registered, OTP can be used as a secondary authentication to
challenge the user.

The administrator can enable the OTP if the deployment supports OTP. The login
process begins with entering standard user name and password credentials. During a
session, for example, when the user is making a large transaction, if the user is
OTP-challenged, the password is delivered to the user through the configured
delivery channel. The user retrieves the one-time password, then enters it.

If the correct answer is provided, the user is directed to continue with the operation. If
the user answers incorrectly, he is allowed other attempts until he either answers
correctly or is locked out of his account after a certain number of failures. By default,
the user is allowed three attempts to provide the correct answer.

9.1.4 OTP Failure Counters

The failure counter is incremented when the user supplies an incorrect answer during
an OTP-challenge. OTP failures are counted across sessions.

Whether the user is locked out after a number of successive OTP failures or needs to
try providing the OTP again depends on the failure counter value, the maximum
number for OTP challenges set by the administrator. When the failure counter exceeds
this value, the user is "OTP Locked" with no further opportunity for another attempt
to answer. If the user is OTP-locked, he can call the Customer Service Representative
to become unlocked.

When the correct OTP is provided by the user, the failure counter is reset to 0 and the
user is allowed to proceed with the operation.

9.2 Challenge Type

The challenge type is the delivery channel used to send an OTP to the user. For
example, policies can challenge using OTP via the challenge type (email, SMS, IM, or
Voice).
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Table 9-1 OTP Challenge Types

Challenge Type Description

ChallengeEmail OTP challenge via email
ChallengeSMS OTP challenge via SMS
ChallengeIM OTP challenge via instant messaging
ChallengeVoice OTP challenge via voice

An integrator can create or configure a challenge type to handle a challenge that is
required, such as generating the "secret" used for the challenge to delivering the
"secret” to the user and finally validating the user's input.

9.3 KBA vs. OTP

Oracle Adaptive Access Manager deployments may choose to use both KBA and OTP
or each separately or no challenge mechanisms at all. If both KBA and OTP are being
used in a deployment, the security team may choose to use OTP first for high risk
situations and then fall back on KBA.

For example, a user logging in from a new IP in a city he often logs in from is
relatively low risk on its own, so a KBA challenge is a good option to gain additional
verification that this is the valid user. If, however, a user is attempting a funds transfer
of more than $1000 using a device and location he has never accessed from previously
and the user has never performed a transfer, a stronger measure such as OTP
Anywhere would be warranted.

If a customer has both KBA and OTP enabled, the priority is configurable through
properties. The default is to OTP challenge first and then KBA challenge for high risk

situations.

For information on KBA and OTP Anywhere priority, see Table 11-22, " OAAM
Challenge Trigger Combinations".

9.4 Quick Start

The first step in starting to use OTP Anywhere is to enable it using the Properties
Editor in OAAM Admin.

This checklist provides you with the basic steps for enabling OTP Anywhere out of the
box. Included are links to pertinent documentation and prerequisites.
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Table 9-2 Quick Start for Enabling OTP Out of the Box

# Task Details

1 Enable OTP Anywhere Registration OTP Challenge is not enabled by default. It has to be enabled by
setting the following properties to true:

m Dbharosa.uio.default.register.userinfo.enabled

Setting this property to true enables OTP profile in the
registration flow

n bharosa.uio.default.userpreferences.userinfo.ena
bled

Setting this property to true enables the OTP profile in User
Preferences

2 Make SMS Challenge Type Available.  Enable the SMS Challenge Type by setting the following property
to true:

bharosa.uio.default.challenge. type.enum.Challenge
SMS.available

This makes it possible for the policies to challenge using OTP via
SMS.

3 Configure UMS URLs and Credentials. ~ Set the following properties:

n bharosa.uio.default.ums.integration.webservice
- UMS Web service URL

m Dbharosa.uio.default.ums.integration.parlayx.endp
oint - UMS ParlayX URL

. bharosa.uio.default.ums.integration.useParlayX=f
alse - Configures use of Web service or parlayx API. Value is
false by default (preferred).

n bharosa.uio.default.ums.integration.userName -
UMS integration user name

. bharosa.uio.default.ums.integration.password -
UMS integration password

9.5 Setting Up OTP Anywhere

This section contains details for advanced set up of OTP Anywhere and discusses the
following topics:

m  Setup Overview

s Configure UMS

s Configuring UMS Server URLs and Credentials
= Enabling and Defining the OTP Challenge

s Configuring Policies and Rules to Use OTP Challenge
= Enabling Registration and Preferences

s Customizing Registration Fields and Validations
s Customizing Terms and Conditions

s Customizing Registration Page Messaging

s Customizing Challenge Page Messaging

s Customizing OTP Message Text

s Configuring OTP Presentation
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s Customize Failure Counter

9.5.1 Setup Overview

Table 9-3 describes the tasks for customizing OTP usage. The table also provides
information on where to get more details about each task.

Table 9-3 Tasks in the OTP Setup

Task

Description

Documentation

Task 1 - Configure UMS

Enable and configure User
Messaging Service (UMS) for
SMS delivery gateways on the
SOA that the OAAM Server is
configured to send messages
through and the SMS delivery
channel.

UMS comes with a number of
drivers that handle traffic for
a specific channel. Configure
UMS to use SMS for sending
the one-time password.

Refer to Configure UMS.

Task 2- Set up UMS URLs
and credentials.

Set up UMS URLs and
credentials so that OAAM can
communicate with the UMS
server via web services APIs
to send the OTP code to the
user via the challenge type.

Refer to Section 9.5.3, "Configuring UMS Server
URLs and Credentials."

Task 3 - Enable SMS
challenge type.

Enable the SMS challenge
type so that it can be used to
challenge the user if
secondary authentication is
required.

Refer to Section 9.5.4, "Enabling and Defining the
OTP Challenge."

Task 4 - Make sure
out-of-the-box policies are
available and active

Make sure out-of-the-box
policies are available and
active.

Refer to Section 9.5.5, "Configuring Policies and
Rules to Use OTP Challenge."

Task 5 - Enable Registration
and User Preferences and
registration options

Enable registration and user
preferences. The user can use
the pages for profile
registration and resetting OTP
profile.

Refer to Section 9.5.6, "Enabling Registration and
Preferences.”

Task 6 - Set up the
registration and preferences
page input fields and
validations

Set up the registration and
preferences page input fields
for the user. Input properties
includes maximum length for
the email address the user can
enter, validation for the email
address field (expression),
and so on.

Note: Any user facing strings
need to be duplicated into
resource bundle.

Refer to Section 9.5.7, "Customizing Registration
Fields and Validations."
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Table 9-3 (Cont.) Tasks in the OTP Setup

Task

Description Documentation

Task 7 - Define the

Define the properties of the Refer to Section 9.5.10, "Customizing Challenge

properties of the challenge  challenge for the OTP. For Page Messaging."

for the OTP example, define the required

field for registration and

register the challenge

processor that is handling the

type of processor.
Task 8 - Customize the Customize the Message Refer to Section 9.5.11, "Customizing OTP Message
Message Containing the Containing the One Time Text."
One Time Password Password
Task 9 - Configure OTP The type of device is defined ~ Refer to Section 9.5.12, "Configuring OTP
presentation for the specific type of Presentation.”

challenge.

9.5.2 Configure UMS

Ensure that the following prerequisites are met before configuring OTP for your
application.

9.5.2.1 Install SOA Suite

Oracle SOA Suite must be installed outside of the OAAM domains. UMS is a part of
SOA.

For information, refer to the Oracle Fusion Middleware Installation Guide for Oracle SOA
Suite and Oracle Business Process Management Suite.

9.5.2.2 Configure the UMS Driver

UMS must be configured for appropriate delivery gateways on the SOA that the
OAAM Server is configured to send messages through.

UMS Drivers connect UMS to the messaging gateways, adapting content to the
various protocols supported by UMS. Drivers can be deployed or undeployed
independently of one another depending on what messaging channels are available in
a given installation.

9.5.2.21 Email Driver Configure the Email driver to a SMTP server. See the
"Configuring the Email Driver" section of Oracle Fusion Middleware Administrator’s
Guide for Oracle SOA Suite and Oracle Business Process Management Suite for how to
configure the Email driver.

9.5.2.2.2 SMPP Driver Short Message Peer-to-Peer (SMPP) is one of the most popular
GSM SMS protocols. User Messaging Service includes a prebuilt implementation of
the SMPP protocol as a driver that is capable of both sending and receiving short
messages.

Note: For SMS, unlike the Email driver that is deployed
out-of-the-box, you need to deploy the SMPP driver first before
modifying the configurations.

Configure the SMPP driver as described in the "Configuring the SMPP Driver" section
of the Oracle Fusion Middleware Administrator’s Guide for Oracle SOA Suite and Oracle
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Business Process Management Suite. You will need to provide parameter values for
connecting to the driver gateway vendor.

Table 9-4 Connecting to the Vendor

Parameter Description

SmsAccountld The Account Identifier on the SMS-C. This is your vendor account ID
which you need to get from the vendor.

SmsServerHost The name (or IP address) of the SMS-C server. TransmitterSystemId

TransmitterSystemPassword The password of the transmitter system. This includes Type of Password

(choose from Indirect Password /Create New User, Indirect Password /Use
Existing User, and Use Cleartext Password) and Password. This is the
password corresponding to your vendor account ID

TransmitterSystemType The type of transmitter system. The default is Logica.

ReceiverSystemId The account ID that is used to receive messages. ReceiverSystemPassword

ReceiverSystemType The type of receiver system. The default is Logica.

ServerTransmitterPort The TCP port number of the transmitter server.

ServerReceiverPort The TCP port number of the receiver server.

DefaultEncoding The default encoding of the SMPP driver. The default is IA5. Choose from
the drop-down list: IA5, UCS2, and GSM_DEFAULT.

DefaultSenderAddress Default sender address

9.5.3 Configuring UMS Server URLs and Credentials

The properties to set for the UMS server URLs and credentials are listed below. They
can be edited using the Property Editor in OAAM Admin.

Note: End point is the Web Services URL that OAAM uses to send calls into UMS.

Table 9-5 UMS Server URLs and Credentials

Property Default Value Description

bharosa.uio.default.ums.integration.webservice UMS Server Web service URL

http://<UMS Server URL>:<UMS
Port>/ucs/messaging/webservice

bharosa.uio.default.ums.integration.parlayx.endpoint UMS Server ParlayX Endpoint URL

http:/ /<UMS Server URL>:<UMS
Port>/sdpmessaging/parlayx/SendMe
ssageService

bharosa.uio.default.ums.integration.useParlayX false Configures the use of web service or
parlayx APL The value is false by
default (Web services recommended)

bharosa.uio.default.ums.integration.userName Username for UMS server
bharosa.uio.default.ums.integration.password Password for UMS server
bharosa.uio.default.ums.integtaion.policies UMS authentication policies
bharosa.uio.default.ums.integration.fromAddress demo@oracle.com OAAM from address for OTP messages
bharosa.uio.default.ums.integration.message.status.poll.attempts 3 Number of times to attempt status poll
each time the wait page is displayed
bharosa.uio.default.ums.integration.message.status.poll.delay 1000 Delay between status polls while the
wait page is being displayed
bharosa.uio.default.ums.integration.sleepInterval 10000
bharosa.uio.default.ums.integration.deliveryPage.delay 3000
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After you set up the UMS server properties, restart the application.

9.5.4 Enabling and Defining the OTP Challenge

The challenge type is the channel that OTP can use to challenge the user, such as
Email, SMS, IM, and so on. The challenge type properties are used to associate a
Challenge Type with a Challenge Processor, the java code needed to perform any
work for challenges.

Enable the OTP challenge type you want to use to challenge the user if secondary
authentication is required by setting the available flag. Set
bharosa.uio.default.challenge.type.enum.ChallengeSMS.availableto
true.

Then, you can define the properties for the OTP challenge type, such as the required
field for registration, and register the challenge processor that is handling the
challenge processing.

To enable and define a challenge type, such as ChallengeEmail, ChallengeSMS,
ChallengeQuestion, and so on, perform the following steps:

1. Login to OAAM Admin.

2. In the Navigation tree, double-click Properties under the Environment node. The
Properties Search page is displayed.

3. Search for bharosa.uio.default.challenge. type.enumand edit the
properties for the out-of-the-box OTP challenge type:

SMS Challenge Type
The following is an example of an enum defining SMS challenge for OTP:

Table 9-6 Properties for SMS Challenge Type

Property Default Value Description
bharosa.uio.default.challenge.type.enum.ChallengeSMS 2 SMS Challenge enum value
bharosa.uio.default.challenge.type.enum.ChallengeSMS.name SMS Challenge Name of SMS challenge type
bharosa.uio.default.challenge.type.enum.ChallengeSMS.description ~ SMS Challenge Description of SMS challenge
type
bharosa.uio.default.challenge.type.enum.ChallengeSMS.processor com.bharosa.uio.proces Processor class for SMS

sor.challenge.Challeng  challenge type

eSMSProcessor Specifies the java class for

handling challenges of this
type. The challenge
mechanism is customizable
through Java classes. See the
Oracle Fusion Middleware
Developer’s Guide for Oracle
Adaptive Access Manager for
information.
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Table 9-6 (Cont.) Properties for SMS Challenge Type

Property Default Value Description

bharosa.uio.default.challenge.type.enum.ChallengeSMS.requiredInfo  mobile Required fields to challenge
user with SMS challenge type

A comma separated list of
inputs from registration input
enum

bharosa.uio.default.challenge.type.enum.ChallengeSMS.available false Availability flag for SMS
challenge type

Specifies if the challenge type
is available for use (service
ready and configured). To
enable/disable an OTP
challenge type, the available
flag should be set.

bharosa.uio.default.challenge.type.enum.ChallengeSMS.otp true OTP flag for SMS challenge
type

Email Challenge Type

The following is an example of the enum defining the challenge type, email challenge,
for OTP:

Table 9-7 Properties for Email Channel Type

Property Default Value Description

bharosa.uio.default.challenge.type.enum.ChallengeEmail 1 Email Challenge enum value

bharosa.uio.default.challenge.type.enum.ChallengeEmail.name Email Challenge Name of email challenge type

bharosa.uio.default.challenge.type.enum.ChallengeEmail.description ~ Email Challenge Description of email challenge

type

bharosa.uio.default.challenge.type.enum.ChallengeEmail.processor com.bharosa.uio.proces Processor class for email
sor.challenge.Challeng  challenge type
eEmailProcessor

Specifies the java class for
handling challenges of this
type. The challenge
mechanism is customizable
through Java classes. See the
Oracle Fusion Middleware
Developer’s Guide for Oracle
Adaptive Access Manager for
information.

bharosa.uio.default.challenge.type.enum.ChallengeEmail.requiredInfo email Required fields to challenge
user with email challenge
type
A comma separated list of
inputs from registration input
enum

bharosa.uio.default.challenge.type.enum.ChallengeEmail.available false Availability flag for email
challenge type

Specifies if the challenge type
is available for use (service
ready and configured). To
enable/disable an OTP
challenge type, the available
flag should be set.

bharosa.uio.default.challenge.type.enum.ChallengeEmail.otp true OTP flag for email challenge
type
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9.5.5 Configuring Policies and Rules to Use OTP Challenge

Policies in the Challenge checkpoint determine the type of challenge to present the
user. For more information, refer to Section 11.5.5.1, "OAAM Challenge."

To configure a policy with a rule that OTP-challenge users for specific scenarios,
perform the following steps:

1. Login to OAAM Admin.
2. Create a policy with the Challenge checkpoint.
3. Add arule to the policy with the User: Check OTP failures condition.

4. In the Conditions tab, specify the OTP Challenge Type when you define the
condition.

5. In the Results tab, select the Challenge Type for the Action group.

6. If you want challenge questions enabled as well, use the Properties Editor and
ensure that
bharosa.uio.default.challenge.type.enum.ChallengeQuestion.ava
ilable is set to true.

In default policies, if OTP is enabled, KBA challenges occurs after a user is OTP
blocked.

High risk user are OTP Challenged. The user is presented with the appropriate
virtual authentication device and receives the OTP through the proper channel. If
the user fails the OTP challenge, he is KBA-challenged.

7. Link the policy to all users.

9.5.6 Enabling Registration and Preferences

For the end user to be able to enter his profile and reset phases at a later time, the
following properties must be enabled so that the fields that are set up for the pages can
be used.

1. Ensure that the OTP Challenge types are enabled.
2, Use the Properties Editor in the OAAM Admin to enable OTP profile registration

and preference setting. The properties are listed below.

Table 9-8 Enable OTP Profile Registration and Preference Setting

Property Description

bharosa.uio.default.register.userinfo.enabled Setting the property to true enables the profile
registration pages if the OTP channel is enabled and
requires registration.

bharosa.uio.default.userpreferences.userinfo.enabled Setting the property to true enables the user to set
preferences if the OTP channel is enabled and allows
preference setting.

User Preferences is a page that allows the user to
change their image/phrase, challenge questions,
un-register devices, and update their OTP profile.

9.5.7 Customizing Registration Fields and Validations

Set up text and fields on registration and preference pages. Input properties includes
maximum length for the email address the user can enter, validation for the email
address field (expression), and so on.
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If user information registration or user preferences is set to true, the settings are used
for the OTP registration and preferences page. The
bharosa.uio.default.userinfo.inputs.enum property values are shown in

Table 9-9.
Table 9-9 OTP Registration Input Properties
Property Description
inputname Name used for the input field in the HTML form
inputtype Set for text or password input
maxlength Maximum length of user input
required Set if the field is required on the registration page
order The order displayed in the user interface
regex Regular expression used to validate user input for this field
errorCode Error code used to look up validation error message (bharosa.uio.<application
ID>.error.<errorCode>)
managerClass java class that implements com.bharosa.uio.manager.user.UserDataManagerIntf (if

data is to be stored in Oracle Adaptive Access Manager database this property should
be set to com.bharosa.uio.manager.user.DefaultContactInfoManager)

Mobile registration field definitions and validations for the OTP registration page are

shown below.

Add Mobile Input Registration Field Properties to bharosa_server.properties
These properties should be added to bharosa_server.properties.

Table 9-10 Mobile Input - Properties File

Property

Default Value

Description

bharosa.uio.default.userinfo.inputs.enum.mobile 0 Mobile phone enum value
bharosa.uio.default.userinfo.inputs.enum.mobile.name Mobile Phone Name for mobile phone field
bharosa.uio.default.userinfo.inputs.enum.mobile.description Mobile Phone Description for mobile phone field

bharosa.uio.default.userinfo.inputs.enum.mobile.inputname

cell number

HTML input name for mobile
phone field

bharosa.uio.default.userinfo.inputs.enum.mobile.inputtype text HTML input type for mobile phone
field
bharosa.uio.default.userinfo.inputs.enum.mobile.maxlength 15 HTML input max length for mobile
phone field
bharosa.uio.default.userinfo.inputs.enum.mobile.required true Required flag for mobile phone
field during registration and user
preferences
bharosa.uio.default.userinfo.inputs.enum.mobile.order 1 Order on the page for mobile
phone field
bharosa.uio.default.userinfo.inputs.enum.mobile.enabled true Enabled flag for mobile phone

enum item

bharosa.uio.default.userinfo.inputs.enum.mobile.regex

\\D?(\\A{BH\\D2\\D
20\\dBH\\D?2(\\d{4})

Regular expression for validation
of mobile phone field

bharosa.uio.default.userinfo.inputs.enum.mobile.errorCode

otp.invalid.mobile

Error code to get error message
from if validation of mobile phone
entry fails

bharosa.uio.default.userinfo.inputs.enum.mobile.managerClass

com.bharosa.uio.mana
ger.user.DefaultContac
tInfoManager

Java class to use to save / retrieve
mobile phone from data storage
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Add Mobile Input Registration Field Properties to client_resource.properties
These properties should be added to the resource bundle.

Table 9—-11 Mobile Input - Resource Bundle

Property Default Value Description
bharosa.uio.default.userinfo.inputs.enum.mobile.name Mobile Phone Name for mobile phone field
bharosa.uio.default.userinfo.inputs.enum.mobile.description Mobile Phone Description for mobile phone field

Other Examples

The following is an example of an enum for adding a second mobile device to register:

Table 9—-12 Mobile Input

Property

Default Value

Description

bharosa.uio.default.userinfo.inputs.enum.mobile2

2

Mobile phone enum value

bharosa.uio.default.userinfo.inputs.enum.mobile2 name

Mobile Phone 2

Name for mobile phone field

bharosa.uio.default.userinfo.inputs.enum.mobile2.description

Mobile Phone 2

Description for mobile phone field

bharosa.uio.default.userinfo.inputs.enum.mobile2.inputname

cell number 2

HTML input name for mobile
phone field

bharosa.uio.default.userinfo.inputs.enum.mobile2.inputtype text HTML input type for mobile phone
field
bharosa.uio.default.userinfo.inputs.enum.mobile2. maxlength 15 HTML input max length for mobile
phone field
bharosa.uio.default.userinfo.inputs.enum.mobile2.required true Required flag for mobile phone
field during registration and user
preferences
bharosa.uio.default.userinfo.inputs.enum.mobile2.order 2 Order on the page for mobile
phone field
bharosa.uio.default.userinfo.inputs.enum.mobile2.enabled true Enabled flag for mobile phone

enum item

bharosa.uio.default.userinfo.inputs.enum.mobile2.regex

\AD?(A\\A{BHN\D?\\D  Regular expression for validation
?(\\d{3)\\D?(\\d{4}) of mobile phone field

bharosa.uio.default.userinfo.inputs.enum.mobile2.errorCode

otp.invalid.mobile

Error code to get error message
from if validation of mobile phone
entry fails

bharosa.uio.default.userinfo.inputs.enum.mobile2.managerClass

com.bharosa.uio.mana

Java class to use to save / retrieve

ger.user.DefaultContac  mobile phone from data storage

tInfoManager

The following is an example of an enum defining email registration on the OTP
registration page of an authenticator:

Table 9-13 Email Input

Property

Default Value

Description

bharosa.uio.default.userinfo.inputs.enum.email

1

Email address enum value

bharosa.uio.default.userinfo.inputs.enum.email.name Email Address Name for email address field
bharosa.uio.default.userinfo.inputs.enum.email.description Email Address Description for email address field
bharosa.uio.default.userinfo.inputs.enum.email.inputname email HTML input name for email address
field
bharosa.uio.default.userinfo.inputs.enum.email.inputtype text HTML input type for email address
field
bharosa.uio.default.userinfo.inputs.enum.email. maxlength 40 HTML input max length for email

address field
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Table 9-13 (Cont.) Email Input

Property Default Value Description
bharosa.uio.default.userinfo.inputs.enum.email.required true Required flag for email address field
during registration and user
preferences
bharosa.uio.default.userinfo.inputs.enum.email.order 2 Order on the page for email address
field
bharosa.uio.default.userinfo.inputs.enum.email.enabled false Enabled flag for email address enum
item
bharosa.uio.default.userinfo.inputs.enum.email.regex +@[a-zA-Z_ Regular expression for validation of

1+2\\.[a-zA-Z]{2,3}

email address field

bharosa.uio.default.userinfo.inputs.enum.email.errorCode

otp.invalid.email

Error code to get error message from if
validation of email address entry fails

bharosa.uio.default.userinfo.inputs.enum.email. managerClass

com.bharosa.uio.ma
nager.user.DefaultC
ontactInfoManager

Java class to use to save / retrieve
email address from data storage

The following is an example of an enum for adding a

Table 9—14 Email Input

second email to register:

Property Default Value Description
bharosa.uio.default.userinfo.inputs.enum.email2 2 Email address enum value
bharosa.uio.default.userinfo.inputs.enum.email2.name Email Address 2 Name for email address field
bharosa.uio.default.userinfo.inputs.enum.email2.description Email Address 2 Description for email address field
bharosa.uio.default.userinfo.inputs.enum.email2.inputname email2 HTML input name for email address
field
bharosa.uio.default.userinfo.inputs.enum.email2.inputtype text HTML input type for email address
field
bharosa.uio.default.userinfo.inputs.enum.email2. maxlength 40 HTML input max length for email
address field
bharosa.uio.default.userinfo.inputs.enum.email2.required true Required flag for email address field
during registration and user
preferences
bharosa.uio.default.userinfo.inputs.enum.email2.order 2 Order on the page for email address
field
bharosa.uio.default.userinfo.inputs.enum.email2.enabled false Enabled flag for email address enum
item
bharosa.uio.default.userinfo.inputs.enum.email2.regex 4+@[a-zA-Z_ Regular expression for validation of

1+2\\.[a-zA-Z]{(2,3)

email address field

bharosa.uio.default.userinfo.inputs.enum.email2.errorCode

otp.invalid.email

Error code to get error message from if
validation of email address entry fails

bharosa.uio.default.userinfo.inputs.enum.email2. managerClass

com.bharosa.uio.ma
nager.user.DefaultC
ontactInfoManager

Java class to use to save / retrieve
email address from data storage

9.5.8 Customizing Terms and Conditions

The following examples show term and conditions definitions for the OTP registration

page.

Add Terms and Conditions Definitions to bharosa_server.properties
These properties should be added to bharosa_server.properties.
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Table 9-15 Terms and Conditions Checkbox

Property

Default Value

Description

bharosa.uio.default.userinfo.inputs.enum.terms

4

Terms and Conditions enum
value

bharosa.uio.default.userinfo.inputs.enum.terms.name

Terms and Conditions

Name for Terms and Conditions
checkbox

bharosa.uio.default.userinfo.inputs.enum.terms.description

Terms and Conditions

Description for Terms and
Conditions checkbox

bharosa.uio.default.userinfo.inputs.enum.terms.inputname terms HTML input name for Terms and
Conditions checkbox
bharosa.uio.default.userinfo.inputs.enum.terms.inputtype checkbox HTML input type for Terms and
Conditions checkbox
bharosa.uio.default.userinfo.inputs.enum.terms.values true Required values for Term and
Conditions checkbox during
registration and user preferences
bharosa.uio.default.userinfo.inputs.enum.terms.maxlength 40 HTML input max length for
Terms and Conditions checkbox
bharosa.uio.default.userinfo.inputs.enum.terms.required true Required flag for Term and
Conditions checkbox during
registration and user preferences
bharosa.uio.default.userinfo.inputs.enum.terms.order 5 Order on the page for Terms and
Conditions checkbox
bharosa.uio.default.userinfo.inputs.enum.terms.enabled true Enabled flag for Terms and
Conditions enum item
bharosa.uio.default.userinfo.inputs.enum.terms.regex + Regular expression for validation

of Terms and Conditions
checkbox

bharosa.uio.default.userinfo.inputs.enum.terms.errorCode

otp.invalid.terms

Error code to get error message
from if validation of Terms and
Conditions fails

bharosa.uio.default.userinfo.inputs.enum.terms.managerClass

nager

com.bharosa.uio.manager.
user.DefaultContactInfoMa

Java class to use to save /
retrieve Terms and Conditions
from data storage

Add Terms and Conditions Definitions to client_resource.properties
Default messaging for Terms and Conditions is defined by these resource bundle

values:

Table 9-16 Messaging of Terms and Conditions

Property

Descriptions

bharosa.uio.default.userinfo.inputs.enum.terms.name

I agree to the [ENTER COMPANY OR SERVICE NAME HERE]
terms & conditions. Click to view full <a
href="javascript:infoWindow('terms');">Terms & Conditions</a>
and <a href="javascript:infoWindow('privacy');">Privacy
Policy</a>.

bharosa.uio.default.userinfo.inputs.enum.terms.description

Message and Data Rates May Apply. <br/>For help or
information on this program send "HELP" to [ENTER
SHORT/LONG CODE HERE]. <br/>To cancel your plan, send
"STOP" to [ENTER SHORT/LONG CODE HERE] at
anytime.<br/><br/>For additional information on this service
please go to <a href=""target="_blank">[ENTER
INFORMATIONAL URL HERE]</a>.<br/><br/><b>Supported
Carriers:</b><br/>AT&T, Sprint, Nextel, Boost, Verizon Wireless,
U.S. Cellular&reg;, T-Mobile&reg;, Cellular One Dobson,
Cincinnati Bell, Alltel, Virgin Mobile USA, Cellular South, Unicel,
Centennial and Ntelos
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The value for bharosa.uio.default.userinfo. inputs.enum. terms.name
includes placeholder links that use OAAM Server popup messaging for "Terms &
Conditions" and "Privacy Policy". The property and resource keys for the contents of

the pop-ups are listed as follows.

Table 9-17 Terms & Conditions and Privacy Policy Popup Messaging

Property

Descriptions

bharosa.uio.default.messages.enum.terms.name

Terms and Conditions

bharosa.uio.default. messages.enum.terms.description

PLACEHOLDER TEXT FOR TERMS AND
CONDITIONS

bharosa.uio.default.messages.enum.privacy.name

Privacy Policy

bharosa.uio.default.messages.enum.privacy.description PLACEHOLDER TEXT FOR PRIVACY POLICY

9.5.9 Customizing Registration Page Messaging

Add registration properties to client_resource.properties.

Table 9-18 Registration Resource Bundle

Property

Default Value

bharosa.uio.default.register.userinfo.title

OTP Anywhere Registration

bharosa.uio.default.register.userinfo.message

For your protection please enter your mobile telephone
number so we may use it to verify your identity in the
future. Please ensure that you have text messaging enabled
on your phone.

bharosa.uio.default.register.userinfo.registerdevice.message

Check to register the device that you are currently using as a
safe device:

bharosa.uio.default.register.userinfo.continue.button

Continue

bharosa.uio.default.register.userinfo.decline.message

If you decline you will not be asked to register again.

bharosa.uio.default.register.userinfo.decline.button

Decline

Decline Button

To control the presence of the Decline button on the profile registration pages, set the

following properties:

bharosa.uio.default.register.userinfo.decline.enabled = true

bharosa.uilo.default.userpreferences.userinfo.decline.enabled =

true

Note: Even if these are true, the button will not show if the Opt Out

property is false.

When the Decline button is enabled, the user will have another option on the OTP
registration page that will allow him to Opt out of OTP challenges. He will not be
asked to register OTP again, and will not receive OTP challenges. However, if a
Customer Care OTP Profile reset is performed (or reset all) the user will have the
opportunity to register OTP again.

Also, even if the user has opted out of OTP, he can access the OTP page in User
Preferences and add information and click Continue. This will remove the OTP out
flag and the user will now be registered for OTP.
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9.5.10 Customizing Challenge Page Messaging

Add challenge type fields to client_resource.properties.

Table 9—-19 Challenge Type Resource Bundle Items

Property Default Value

bharosa.uio.default.ChallengeSMS.message For your protection please enter the code we just sent to
your mobile telephone. If you did not receive a code please
ensure that text messaging is enabled on your phone and
click the resend link below.

bharosa.uio.default.ChallengeSMS.registerdevice.message Check to register the device that you are currently using as a
safe device:

bharosa.uio.default.ChallengeSMS.continue.button Continue

9.5.11 Customizing OTP Message Text

Add OTP message fields to client_resource.properties.

Note: User facing strings need to be duplicated into resource bundle.
Resource bundle values can be customized by adding them to the
client_resource_<locale>.properties and deploying the file
in OAAM Extensions Shared Library.

Table 9-20 Challenge Type Resource Bundle ltems

Property Default Value
bharosa.uio.default.ChallengeSMS.incorrect. message Incorrect OTP. Please try again.
bharosa.uio.default.ChallengeSMS.message.subject Oracle OTP Code
bharosa.uio.default.ChallengeSMS.message.body Your Oracle SMS OTP Code is: {0}

9.5.12 Configuring OTP Presentation

By default, challenge devices are configured through rules. The rules are under the
Authentipad checkpoint and determine the type of device to use based on the purpose
of the device (ChallengeEmail, ChallengeSMS, ChallengeQuestion, and so on).

To change the OTP Device used for challenges, change the OTP challenge type for the
rule's result action.

Alternatively, if you want to configure challenge devices using properties you can
bypass the Authentication Pad checkpoint by following these instructions:

1. Login to OAAM Admin.

2. Inthe Navigation tree, double-click Properties under the Environment node. The
Properties Search page is displayed.

3. Setbharosa.uio.default.use.authentipad.checkpoint to false.

4. Edit
bharosa.uio.default.<ChallengeType>.authenticator.device=<Dev
ice> with the challenge type and the property for the desired device.

bharosa.uio.default.ChallengeSMS.authenticator.device=DeviceTextPad
bharosa.uio.default.ChallengeEmail.authenticator.device=DeviceTextPad
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Table 9-21 shows the property and the authentication pad that would be used. In
the above example, the SMS authenticator is the Text Pad since the property,
DeviceTextPad, was specified. (DeviceKeyPadAlpha would display a
alphanumeric Keypad.)

For authentication device types, refer to Table 9-21.

Table 9-21 Authentication Device Type

Property Description

None No HTML page or authentication pad

DeviceKeyPadFull Challenge user using KeyPad.

DeviceKeyPadAlpha Challenge user with the alphanumeric KeyPad (numbers and letters only, no special
characters)

DeviceTextPad Challenge user using TextPad.

DeviceQuestionPad Challenge user using QuestionPad.

DevicePinPad Challenge user using PinPad.

DeviceHTMLControl Challenge user using HTML page instead of an authentication pad.

The OTP device is displayed at the next login to the application.

9.5.13 Customize Failure Counter

When a user fails the OTP challenge, a counter is updated to indicate that user has had
a failure. The failure counter looks across sessions.

The failure counter is set by default in the OAAM Challenge Policy, but you can
customize it by following these instructions:

1. Open the OAAM Challenge Policy.

2. Open the appropriate maximum failed OTP rule.

3. In the Conditions tab, select User: Check OTP failures.
4. Edit the appropriate properties.

Table 9-22 User: Check OTP failures Values

Property Description

Description Checks if user's OTP failure counter value is over a specified value.
Failures more than or equal to The number of failed attempts allowed

If above or equal, return True or False

OTP Challenge Type The challenge type is the channel that OTP is using to challenge the user.

9.6 Use Cases

A set of related OTP use cases are provided in this section.

9.6.1 User Case 1: UMS / OTP Configuration

To configure properties for SMS OTP registration and delivery:

1. Login to OAAM Admin with environment administrator privileges.
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2. Set the following properties:

bharosa.uio.
bharosa.uio

bharosa.uio
Server URL>:

bharosa.uio.
UMS server>

bharosa.uio.
UMS server>

bharosa.uio
e = true

default.register.userinfo.enabled = true

.default.userpreferences.userinfo.enabled = true

.default.ums.integration.webservice=http://<UMS

<UMS Port>/ucs/messaging/webservice

default.ums.integration.username = <User name for

default.ums.integration.password = <Password for

.default.challenge. type.enum.ChallengeSMS.availabl

9.6.2 Use Case 2: Always Challenge by Group

If a group of users should be considered high risk every time they log in (regardless of
other factors), a policy can be configured to always challenge the group of users with

OTP (High Risk).

Administrator

1. Login to OAAM Admin.

2. Create a "High Risk Users" group and add high risk users to the group.

3. Create an Action group "High Risk User" with the following values:

Alert type: Fraud
Alert level: High

Alert message: High risk user login attempt

4. Create a policy with the following values:

Policy Name: OAAM OTP RR

Policy Status: Active

Checkpoint: Post-Authentication

Scoring Engine:

Weight: 100

Average

Description: OAAM OTP Release Readiness Policy

5. Add a rule with the following general values:
Rule Name: In High Risk Group
Rule Status: Active

Rule Notes: Checks if user is in high risk user group.

6. Specify the results for if the rule triggers:

Score: 1000
Weight: 100

Action Group: OAAM Challenge
Alert Group: High Risk User
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7. Add the condition "USER: User in Login Group" with the following values:
Is in group: True
User Group: High Risk Users

User

Note: User with user name "Henry" has already logged in once and
completed registration.

"Henry" logs in to OAAM Server again. He is always challenged with SMS.

9.6.3 Use Case 3: CSR OTP Profile Reset with High Risk Always Challenge by Group

A high risk login from a user, who is registered for KBA but has had his OTP profile
reset by customer service, is challenged by other methods before he is allowed to
register a new OTP profile.

Note: The user "Henry" has had his OTP reset.

1. The user logs in to OAAM Server with the user name "Henry."
He is challenged with KBA (since OTP is not registered).

He answers the challenge question.

He completes OTP Registration

Later, he logs in again with user name "Henry."

He is OTP Challenged.

a k& ® N

9.6.4 Use Case 4: Unregistered Low Risk User (Risk Score 500 or Below)

An unregistered user in a low or no risk login situation is asked to register his
image/phrase, challenge questions, and OTP profile.

1. The user logs in to OAAM Server with user name "Stanley." "Stanley" is a low risk
user.

He is presented with the registration screens.

2. He completes user registration.

9.6.5 Use Case 5: Registered Low Risk User (Risk Score 500 or Below)
A registered user logging in with a low risk situation is challenged with KBA.

"Frank" logs in to OAAM Server at 1:00 pm.

-

He does not have to register, so he presses Skip on the Registration page.
"Phil" logs in to OAAM Server with the same device as "Frank" at 2:00 pm.

He does not have to register, so he presses Skip on the Registration page.

a R 0N

"Stanley" logs in to OAAM Server with the same device at 3:00 pm.
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6.

"Stanley" is challenged because four users are logging in from the same device
within 8 hours. The risk score is 500 (Rule Score is 1000, Weight is 100, Scoring
Engine is Average), causing a KBA challenge.

9.6.6 Use Case 6: Unregistered High Risk User (Risk Score Above 500)

A high risk login by an unregistered user is not be permitted to register.

1.

High risk user, "Henry," logs in to OAAM Server with an invalid password four
times.

High risk user, "Henry," logs in to OAAM Server with the correct password.

The user is locked since the risk score is 600 because of the invalid login attempts
and the user is not registered.

9.6.7 Use Case 7: Registered High Risk User (Risk Score Above 500)

A registered user logs in under a high risk situation and an OTP challenge to occur.

1.
2

"Stanley" logs in to OAAM Server with the correct password.

He is OTP (SMS) challenged since his risk score is up to 600 because of the invalid
login attempts.

9.6.8 Use Case 8: Register High Risk Lockout

A user who has failed too many challenges can have their failure attempts reset by
customer service.

In this scenario, a user is locked out by failing to correctly answer a challenge. The CSR
must unlock the user, allowing him to log in. The user logs in and is challenged again.

-

9.

N o a » o DN

"Stanley" logs in to OAAM Server with the correct password

He is OTP (SMS) challenged and types in an incorrect challenge value three times.
He is asked to answer KBA challenge.

He incorrectly answers KBA three times.

He is blocked.

He attempts to log in again but remains blocked.

The CSR who has logged in to OAAM Admin with CSR privileges, creates a case
for "Stanley."

She unlocks OTP for him.
"Stanley" logs in to OAAM Server with the correct password.

10. He is challenged via OTP.

9.6.9 Use Case 9: High Risk Exclusion

If a user is unable to use OTP, he can be added to an exclusion group to prevent the
high risk challenge from occurring.

1.
2
3.

The Security Administrator logs in to OAAM Admin.
He adds "Stanley" to the "High Risk Exclusion” user group.

He modifies the OAAM Challenge Policy "Check for High Risk Score" rule to use
"High Risk Exclusion" as the Excluded User Group in Pre-Conditions.
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4. "Stanley" logs in to OAAM Server.

5. He is KBA challenged instead of OTP challenged even though he has a high risk
score.

9.6.10 Use Case 10: OTP Challenge with Multi-Bucket Patterns

"User: IP" is a multi-bucket pattern that creates a bucket for each IP used by a user. It
enables evaluations such as the following: if Jen falls into an IP bucket that is less than
30% of all application users falling into that bucket, then OTP challenge her.

1. The Security Administrator logs in to OAAM Admin.

2. He creates a multi-bucket pattern for the member type "user" with an operator,
"For each" and attribute "IP."

3. He confirms a policy which contains a rule with the following conditions- Has this
user logged in at least twice in the last 3 months, Compare User Entity with all
entities in picture (30%), and Has this user OTP registered.

Jen logs in the OAM Server
She performs OTP registration

For her 4th login, she logs in from a different IP.

4
5
6. She logs in 2 more times from the same IP.
7
8. The rule triggers.

9

At a different IP, she logs in again.
10. The rule triggers again.
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Part IV

Managing Policy Configuration

This part contains information about managing policy configurations in Oracle
Adaptive Access Manager 11g.

It contains the following chapters:

»  Chapter 10, "Managing Policies, Rules, and Conditions"
s Chapter 11, "OAAM Security and Autolearning Policies"
»  Chapter 12, "Managing Groups"

s Chapter 13, "Managing the Policy Set"

»  Chapter 14, "Using the Scoring Engine"

»  Chapter 15, "Creating Checkpoints"

»  Chapter 16, "Managing System Snapshots"






10

Managing Policies, Rules, and Conditions

Policies are used by organizations to monitor and manage fraud or to evaluate
business elements. Policies contain security rules and configurations used to evaluate
the level of risk at each checkpoint.

This chapter introduces you to the concepts behind policies, rules and conditions and
provides information about creating and managing them.

10.1 Introduction to Policies, Rules, and Conditions

This section introduces you to the concept of policies and rules and how they are used
in Oracle Adaptive Access Manager.

10.1.1 Policies

A policy is a collection of rules associated with a checkpoint. The outcome of the
policy evaluation is a score, actions and alerts. The policy outcomes can be used to
enforce decisions by client applications. For information on rules, see Section 10.1.2,
"Rules."

Using Oracle Adaptive Access Manager, you can create policies based on your
business requirements. The attributes/datapoints of the activities you are interested in
are mapped to conditions and the evaluations to perform are translated into rules.
These rules are added to a policy. Checkpoints are set up in the session for when the
policy evaluates the activity. For example, a policy can be executed during the
Pre-Authentication checkpoint. The Pre-Authentication checkpoint is a point in time
before the user enters the password. When the rules are run, data is collected. For
information, see Section 10.1.4, "Checkpoints."

During the normal course of business, the system looks for datapoints the conditions
were mapped to. When all the conditions met, the system calculates a score, and
depending on the policy that you defined earlier for handling the situation, it may
generate alerts in real-time, or trigger actions, or both. For example, outcomes can be
challenging or blocking the user or activating an alert.

A rule evaluates to true when all the conditions match. The outcome of a rule is a score
and optionally actions or alerts, or answers and alerts. The outcome of a policy is
decided by applying a scoring policy on the rule scores of the policy. In addition to the
score, you can optionally configure trigger combinations which are combinations of
rule results of the policy and that can invoke actions and/or generate alerts. For more
information about trigger combinations, see Section 10.1.10, "Trigger Combinations
and Triggers."
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10.1.2 Rules

Because fraud or the business climate is ever-changing, you must re-evaluate policies
periodically to reflect new situations and use Oracle Adaptive Access Manager to
update and keep them current.

Policy Structure
Figure 10-1 illustrates the policy structure.

Figure 10-1 Policy Structure
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A checkpoint is when a policy is called to run its rules.
Rules contain configurable evaluator statements called conditions.
Policies are scoped by linking them to user groups and Organization IDs.

Actions, alerts, IP, device, and other groups are associated with conditions, trigger
combinations, and checkpoint overrides.

A rule is a collection of conditions. Exceptions can be specified using preconditions. A
rule evaluates the conditions and the outcomes of rules are alerts, an action, and a
score. The rule is evaluated to "true" when all preconditions are met and all conditions
evaluate to "true." When a rule is evaluated to "true", specified alerts are created and
the associated actions and score are given to the policy for further evaluation.

10.1.3 Conditions

Conditions are configurable evaluation statements used in the evaluation of historical
and runtime data. Conditions use data-points (session and/or historical) to evaluate
risk or business logic. They are grouped based on the type of data used in the
condition. For example, user, device, and location.
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Conditions are pre-packaged in the system and cannot be created by a user.

Rules are made up of conditions. Conditions may take user inputs when adding them
to a rule. Conditions can evaluate to true or false based on the available data. When
multiple conditions are added, the conjunction between the conditions is always AND.

Refer to the example in Table 10-1.

Table 10-1 Multiple Conditions

Condition 1 Condition 2 Rule Result

True True True

False False False - Rule is not triggered
True False False

False True False

For information on the conditions available in the system, see Appendix C,
"Conditions Reference."

10.1.4 Checkpoints

The checkpoint is a decision and enforcement point when policies are call to run their
rules. All policies configured for a checkpoint are evaluated and the outcome is a score
and an action or both.

OAAM Server uses out-of-the-box policies and checkpoints to control the user flow.
API-based integrations can create new checkpoints, configure policies, and drive the
flow.
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Figure 10-2 Checkpoints
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Examples of possible checkpoints during a session are listed as:
= Bill pay
The policy is executed during a bill pay.
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= Wire transfer
The policy is executed when the user is on a wire transfer page.

Bill pay and Wire transfer are used as examples of possible points during a session.
They are not available in Oracle Adaptive Access Manager out of the box.

Checkpoint Example

A fraudster has stolen a user's user name and password and wants to perform a wire
transfer. To accomplish the goal of performing a wire transfer, the fraudster must pass
through multiple security gates. The frauster is caught during Post-Authentication. For
example, if the frauster is using an anonomyzing proxy to mask the location, a
challenge might occur during Post-Authentication. When the frauster fails to provide
the correct answers, fraud is prevented.

10.1.5 Groups

Groups are like items that have been gathered together to simplify configuration
workloads. Grouping enables you to view and administer the collection of like items
as a single group instead of administering the individual members of a group. The
types of groups you can create include User ID, User Name, Location, Device, Action,
and Alert.

10.1.6 Actions and Action Groups

Actions are used to control the application flow.

An action is an event activated when a rule is triggered. For example: block access,
challenge question, ask for PIN or password, and so on. An action can be also
activated based on a score for particular checkpoint.

The client applications like OAAM Server or the native integrated client influence the
resultant out-of-the-box actions. Users may also create custom actions that are used by
their applications.

Action groups are used as results within rules so that when a rule is triggered all of the
actions within the groups are activated.

For information on action groups, see Chapter 12, "Managing Groups."

10.1.7 Alerts and Alert Groups

Alerts are messages that indicate the occurrence of an event. An event can be that a
rule was triggered, a trigger combination was met or an override was used.

Alert groups are used as results within rules so that when a rule is triggered all of the
alerts within the groups are created.

For information on creating an alert, see Chapter 12, "Managing Groups."

10.1.8 User Group Linking

In Group Linking, the Run mode can be specified to execute policies for all users or
selected user groups.

Linking enables the policy to execute/run for the set of users within the linked group.

The "Linked Users" option links a policy to a User ID group or several User ID groups.
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The "All Users" option links a policy to all users. If group linking shows "All Users," all
the available linking is ignored. If a user selects group linking as "All Users," the link
option would be disabled.

10.1.9 Run Mode

Run mode is either "All Users" or "Linked Users." It determines if a policy is evaluated
for all users or for the user groups linked to that policy. If a policy is being evaluated
as a nested policy then the run mode is ignored.

10.1.10 Trigger Combinations and Triggers

Trigger combinations are additional results and policy evaluation that are generated if
a specific sequence of rules trigger.

Trigger combinations can be used to override the outcome of rules. Each trigger
combination can specify alerts, actions and either a score or another policy to run.
Trigger combinations evaluate sequentially, stopping as soon as a rule return
combination is matched. Alerts are added to any actions and alerts triggered by
individual rules. Action group replace the actions returned by the individual rules.

When a trigger combination triggers another policy, that policy is said to be nested
within the policy. A policy can be nested within other policies and also can be
evaluated on its own.

For information on trigger combinations, see Section 10.13, "Working with Trigger
Combinations."

For an example of setting up a trigger combination, see Section 10.34.7, "Use Case:
Trigger Combination."

10.1.11 Nested Policies

A nested policy is a secondary policy used to further quantify the risk score in
instances where the original result output by the system is inconclusive. Nested
policies can be assigned to ensure a higher degree of accuracy for the risk score.

A nested policy in a trigger combination is executed only when a specific sequence of
rule results is sent from the primary policy. Nested policies therefore reduce false
positives and negatives.

10.1.12 Evaluating a Policy within a Rule

Oracle Adaptive Access Manager can evaluate another policy as part of a rule by using
the "System: Evaluation Policy" condition. The result of the evaluated policy is
propagated. This is called a "condition execution.”

10.1.13 Scores and Weight

The score is a number configured by the user that is assigned to a rule when the rule
evaluates to true. The user can configure a scoring policy that is used to combine the
scores of the rules in a policy and assign a score to the policy. The scores from various
policies are combined using a policy set level scoring policy.

Weight is the multiplier values used on policies scores to influence the total score.

For more information on scores and weights and how they are used in risk assessment,
see Chapter 14, "Using the Scoring Engine."
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10.1.14 Scoring Engine
A scoring engine is provided at the policy level and at the checkpoint level.
The policy scoring engine is applied to rule scores to determine the risk for each policy.

The policy set scoring engine is applied to the scores of the policies under a checkpoint
to determines the score for the checkpoint. The default scoring engine at the
checkpoint level is "Maximum."

For more information on the scoring engine, see Chapter 14, "Using the Scoring
Engine."

10.1.15 Import Policies

The policy is added to the system or it overwrites/updates an existing policy
depending on whether the same policy name exists. If the name already exists, the
policy is updated. If the name does not exist, the imported policy is added to the
system.

The policy and all of the groups attached to the policy are imported.

10.1.16 Policy Type

The concept of policy type has been removed from the product.

Only security policies are available in 11g. Although policy types for the 10g policies
are retained in the OAAM database, OAAM 11g ignores the policy types of Business,
Third-party, and Workflow in the database and treats all policy types as "Security"
policies for all purposes.

Since there are no policy types, the policy type scoring engine is ignored and the
scoring engine at the checkpoint level is applied for all policies.

10.1.17 Failure Counters

When a user fails a challenge, a counter is updated to indicate that user has had a
failure. The failure counter looks across sessions. When a user has a maximum of three
failures, he is locked from this type of challenge. For example, he could be OTP locked.

10.2 Planning Policies

Read the following section to help you in planning your policy.

Rule Conditions
Oracle Adaptive Access Manager has a library of conditions used to configure rules.

To use these conditions, import them into your system by following the instructions in
Section 10.26, "Importing Conditions."

Planning New Policies

If you have created policies, use this chapter effectively in any order that is convenient
for you.

If you want to start creating policies for your system, follow this outline:

1. As you begin formulating a policy, gather intelligence from various sources to
identify needs and develop requirements to address them.

Managing Policies, Rules, and Conditions 10-7



Overview of Creating a Policy

For example, you can run reports to identify security trends that need to be
addressed.

Given the results, develop requirements to address needs.
s Use cases

= Rule conditions

s Expected outcomes (action, alerts, and scores)

= Applications involved

= User groups involved

Decide which type of scoring engine to apply.

For information on scoring engines, see Chapter 14, "Using the Scoring Engine."
Plan policies based on requirements.

= Datapoints to profile

= Rules for use cases

s Thresholds defined by rules

s Outcomes needed - scores, actions, and alerts

= Exclusion groups

For information on rule modeling, see Appendix E, "The Discovery and OAAM
Policy Development Processes."

Build alert and action groups so that they are available when you build the policy.
For information, see Section 12.10, "Creating a Group."
Create the policy.

For information, see Section 10.8, "Creating Policies."

10.3 Overview of Creating a Policy

This section presents an overview of creating a policy.

To create a policy, the general steps are:

1.
2
3.

Search for the policy to see if the policy exists.
View policy details to see if the rule you need is available in the policy.

Create a policy with the appropriate name (for example, Block-From-BlackList),
type and assign the relevant checkpoint, scoring and weight.

For more information on assigning scores and weight, see Chapter 14, "Using the
Scoring Engine."

Add the required rules with the conditions to the policy and use trigger
combinations to determine the order of rule to be triggered.

The new rules evaluate and handle patterns or practices, or specific activities that
you may run across in the day-to-day operation of your business.

There are two ways to add rules to a policy:
»  Create rules to add to the policy, or

s Copy rules to the policy
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5. Link the policy to the user group as appropriate.

The policy and rules execute for the user group.

Figure 10-3 Overview of Creating a Policy
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Figure 10-4 Overview of Adding a New Rule
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10.4 Navigating to the Policies Search Page

To open the Policies Search page, in the Navigation tree, double-click Policies. The
Policies Search page is displayed.

Alternatively, you can open the Policies Search page by:

= Right-clicking Policies in the Navigation tree and selecting List Policies from the
context menu.

= Selecting Policies in the Navigation tree and then choosing List Policies from the
Actions menu.

= Clicking the List Policies button in the Navigation tree toolbar.

The Policies Search page is the starting place for managing your policies. It is also the
home page for the Security Administrator.

From the Policies Search page, you can:

= Search for a policy

= View a list of policies

»  Create a new policy

= Import a policy

= Export policies

= Export policies and create a delete script
= Delete policies

= Navigate to the Policy Details page
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An example of a Policies Search page is shown in Figure 10-5, "Policies Search Page".

Figure 10-5 Policies Search Page
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10.5 Searching for a Policy

In the Policies Search page, you search for a policy by specifying criteria in the Search
filter.

When the Policies Search page first appears, the Search Results table is empty. You
must press Search to see a list of policies in the Oracle Adaptive Access Manager
environment.

To search for policies:

1. In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

2. Specify criteria in the Search Filter to locate the policy and click Search.
Clicking Reset instead of Search resets the search criteria.

The search filter criteria are described in Table 10-2.
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Table 10-2 Policies Search Filter Criteria

Filters and Fields

Descriptions

Linked Groups Users can filter policies based on the user groups they are linked with.

The Linked Groups filter is disabled when the Run Mode is "Not Linked" since there
are no associated User ID groups.

Policy Name Name of the policy. You can enter the complete name or part of a policy name. For
example, if you enter HTTP, any policy with HTTP in any part of its name will
appear.

Policy Status Status of the policy: Active or Disabled.

Defines the state of the object or its availability for business processes.
For information, refer to Policy Status.
Checkpoints Point during the session the rules in a policy are evaluated.
Run Mode Run mode enables you to select whether to link the policy to all users, a specified

User ID group, or not to link the policy. Linking a policy to a group enables the policy
to execute/run for the set of users within the linked group.

s The "All Users" option links a policy to all users. The policy is targeted for all
users.

= The "Linked Users" option links a policy to a User ID group or several User ID
groups. The policy is targeted to a specified set of users.

Created Date

Time when policy was created.

Update Time

Time when policy was last updated.

10.6 Viewing a Policy or a List of Policies

Depending on the search performed, a policy or a list of policies is displayed in the
Search Results table. The policies that are displayed from a search are those that match
the criteria specified in the Linked Groups, Policy Name, Policy Status, Checkpoint,
and Run Mode fields.

You can sort the Search Results table by sorting on a column.

Each policy has a name. If the description is too long to be fully shown, you can place
the mouse over the text to see the entire description.

The Search Results table provides quick access to the Policy Details page for a policy.
Click the policy name for the policy you are interested in to view more details.

10.7 Viewing Policy Details

By clicking the policy name, the Policy Details page for the specific policy is
displayed.

The Policy Details page enables you to view and edit the details of a policy. You can
also access the Policy Details page through the Policy Tree. For information, refer to
Chapter 3, "Oracle Adaptive Access Manager Navigation."

The Policy Details page provides the following four tabs:
= Summary - Enables you to view and edit the general details of the policy

= Rules - Enables you to view a list of all the rules of the policy, and add and delete
them.

= Trigger Combinations - Enables you to view the trigger combinations of the
policy and to add, delete, and to edit them.
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Group Linking - Enables you to link a policy to a User ID group

The number of rules, trigger combinations, and group links present in the policy is
shown in parenthesis on the Policy Details page tabs. Disabled rules are also included
in the count.

10.8 Creating Policies

A policy is a collection of rules and configured to evaluate and handle patterns or
practices, or specific activities that you may run across in the day-to-day operation of
your business.

For a new policy to function, you must create the policy and then perform edits to the
policy.

To create a new policy:

1.

In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

From the Policies Search page, click the New Policy button.

The New Policy page is displayed where you can specify details to create a new
policy.
Alternatively, you can open a New Policy page by:

= Right-clicking Policies in the Navigation tree and selecting New Policy from
the context menu.

= Selecting Policies in the Navigation tree and then choosing New Policy from
the Actions menu.

»  Clicking the Create new Policy button in the Navigation tree toolbar.

»  Selecting the Create New Policy button from the Search Results toolbar.

= Selecting New Policy from the Actions menu in Search Results.

All fields in the Summary tab are pre-populated except Name and Description.

When the New Policy page first appears, the default values for the new policy are
as follows:

n  Policy Status: Active

= Checkpoint: Pre-Authentication
= Scoring Engine: Average

= Weight: 100

After you create a new policy, you can add rules, trigger combinations, and user
groups.
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Figure 10-6 New Policy
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3. Inthe Summary tab, in the Policy Name box, type the name of the new policy.
Enter between 1 and 255 characters for the policy name and for the description.

4. If you want the policy to be enabled as soon as it is created, keep the default,
Active, for the Policy Status.

If you want to policy to be disabled, select Disabled.
A policy that is disabled is not enforced at the checkpoint.

Disabling a policy does not remove it from the system. You are able to enable the
policy at a later date.

5. From the Checkpoint list, select the point before and during the session when you
want the policy to be executed.

For example, if you want to initiate an action after successful authentication select
post-authentication as a checkpoint.

For more information on checkpoints, see Section 10.1.4, "Checkpoints."
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10.

From the Scoring Engine list, select the fraud analytic engine you want to use to
calculate the numeric score that determines the risk level.

For more information on the Scoring Engine, see Chapter 14, "Using the Scoring
Engine."

From the Weight list, enter a value from 0 to 100 as the multiplier if you want to
use a weighted scoring engine to influence the total score.

If the policy uses a "weighted" scoring engine, both score and weight (multiplier
value) are used to influence the total score calculations. If the policy is not using a
"weighted" scoring engine, only the score is used to influence the total score.

Enter a description for the policy in the Description box.
Click Apply to create the policy.

A confirmation dialog appears with a message that the policy was created
successfully.

Click OK to dismiss the confirmation dialog.

The Rules, Trigger Combinations, and Group Linking tabs are enabled after you
click OK.

The Copy Policy button is enabled if you want to copy the policy to another
checkpoint. For details, see Section 10.16, "Copying a Policy to Another
Checkpoint."

To edit the policy so that it functions:

1.

When the policy is created, you can add a rule to the policy by creating a new rule
within a policy (Section 10.12, "Adding a New Rule").

When you add a rule, you can specify:

s Preconditions. For information, see Section 10.21.2, "Specifying
Preconditions."

"

= Conditions. For information, see Section 10.27, "Adding Conditions to a Rule.
s Order of conditions/parameter values

= Results. For information, see Section 10.21.3, "Specifying the Results for a
Rule."

Then, you must link the policy to a group of type, User ID, or all users in order for
the policy to execute. Group linking enables the policy to execute/run for that set
of users or all users. For information, see Section 10.9, "Linking Policy to All Users
or a User ID Group."

Configure trigger combinations if you want to specify outcomes different from the
ones for the individual rules. For information, see Section 10.13, "Working with
Trigger Combinations."

10.9 Linking Policy to All Users or a User ID Group

Group linking enables you to specify the users that a policy links to. You must link the
policy to a group in order for the policy to function.

Linking a policy to a group enables the policy to execute/run for the set of users
within the linked group.
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The All Users option links a policy to all users. If group linking shows All Users, all
the available linking is ignored. If a user selects group linking as All Users, the link
option would be disabled.

The total number of groups linked in the policy appears in parenthesis next to the
Group Linking tab title.

10.9.1 Linking a Policy to a Group

After the policy is created, you can link the policy to a User ID group or several User
ID groups, which enables the policy and rules to execute/run for that set of users.

1.

Navigate to the Policy Details page.

a. In the Navigation tree, select Policies. The Policies Search page is displayed.
b. Search for the policy that you want.

c. Click the policy name to open its Policy Details page.

From the Policy Details page, click the Group Linking tab.

For Run Mode, specify Linked Users.

In the table header, click the Link icon.

Actions - Wiew » | Z# oF

The Link Group screen appears where you can enter details to link a group to the
policy.

The available target sets appear in the associated box.

From the Group Name list, select the group you want to link to the policy.

Only user groups are listed.

Group Name is a required field.

Enter linking notes.

Click Link Group.

10.10 Editing a Policy's General Information

To edit a policy's general information:

1.

Search for the policy you are interested in, as described in Section 10.5, "Searching
for a Policy."

In the Search Results table, click the name of the policy you want to edit.

The Summary tab displays general details about the policy, as shown in
Table 10-7, "Policy Details Summary Tab".
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Figure 10-7 Policy Details Summary Tab
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Table 10-3 Policy Details Summary Tab

Field Description
Policy Name Name of the policy.
Policy Status Status of the policy: Active or Disabled.

Defines the state of the object or its availability for business processes.

For information, refer to Policy Status.

Checkpoint Point during the session the rules in a policy are evaluated.

Scoring Engine Fraud analytic engine you want to use to calculate the numeric score that determines
the risk level.

Weight Multiplier used to influence the total score at various evaluation levels. Weight is an

integer value from 0 to 100

Description Description for the policy.

3. To edit the policy's general information, make the changes you want in the
Summary tab and then click Apply.

The policy details are updated successfully.
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10.11 Activate/Disable Policies

To activate/disable a policy:

1.

Search for the policy you are interested in, as described in Section 10.5, "Searching
for a Policy."

In the Search Results table, click the name of the policy you want to
activate/disable.

Changes the policy status in the Summary tab and then click Apply.

For information, refer to Policy Status.

10.12 Adding a New Rule

You can only create a rule from within a policy. The new rule cannot be saved until
you add a condition to it.

Creating a rule involves the following steps:

Starting the Rule Creation Process
Specifying General Rule Information
Configuring Preconditions

Adding Conditions

Specifying Results for the Rule
Adding or Copying a Rule to a Policy

10.12.1 Starting the Rule Creation Process

To start the rule creation process:

1.
2.
3.

In the Navigation tree, select Policies. The Policies Search page is displayed.
Search for the policy that you are interested in.

In the Search Results table, click the name of the policy. The Policy Details page
for that policy is displayed.

In the Policy Details page, click the Rules tab.

In the Rules tab, click the Add button on the row header or select New Rule from
the Action menu.

The New Rule page is displayed.
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Figure 10-8 New Rule
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The next steps to the rule creation process are:
1. Specifying General Rule Information
2. Specifying Preconditions
3. Adding Conditions to a Rule
a. Reorder conditions
b. Modify parameters
4. Specifying the Results for a Rule

The Rule Status for new rules has the default value of Active.

10.12.2 Specifying General Rule Information

Table 104, " New Rule Page" summarizes the general information of a rule.
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Table 10-4 New Rule Page

Field Description

Rule Name Name of the rule. Enter between 1 and 4000 characters.

Policy Name Name of the policy. (Read-only)

Rule Status Status of the rule: Active or Disabled. If the rule status is changed from Active to
Disabled, the rule is disabled and cannot be added to a policy. A policy that already
contains the rule is not affected and continues to function as before.

Description Description for the rule. Enter between 1 and 4000 characters.

To add general information about the rule, the procedure is as follows:

1.

In the Summary tab, enter the name of the rule and a description. Duplicate rule
names are allowed across policies, but not within the same policy.

If you try to navigate to one of the other tabs before entering a rule name or
description, an error message reminds you that a value is required.

The policy name cannot be changed.

If you want to disable the rule, select Disabled. Rule Status has the default value
of Active. A rule that is disabled is not run when the policy is enforced.

10.12.3 Configuring Preconditions

To configure preconditions for the rule, follow the procedure in Section 10.21.2,
"Specifying Preconditions."

Through preconditions, you can specify the group to exclude and the geolocation
confidence factor parameters.

10.12.4 Adding Conditions

To add conditions for the rule, follow the procedure in Section 10.27, "Adding
Conditions to a Rule."

10.12.5 Specifying Results for the Rule

To specify the results for if the rule triggers, follow the procedure in Section 10.21.3,
"Specifying the Results for a Rule."

You can select from the following types of results:

Score and Weight
Actions

An action is an event activated when a rule is triggered. For example: block access,
challenge question, ask for PIN or password, and so on. For information about
action groups, see Chapter 12, "Managing Groups."

Alerts

An alert is a message generated when a rule is triggered. For example: login
attempt from a new country for this user. For information about alert groups, see
Chapter 12, "Managing Groups."
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10.12.6 Adding or Copying a Rule to a Policy

The Copy Rule button enables you to copy an existing rule to other policies.

10.13 Working with Trigger Combinations

Trigger combinations enable you to specify outcomes different from the ones for the
individual rules. The outcomes are based strictly on the combinations of rule triggers.

You can specify a score, action group and alert group based on different rule return
combinations or you can point to nested policies to further evaluate the risk.

The trigger combinations evaluate sequentially, stopping as soon as a trigger

combination is matched.

Figure 10-9 Trigger Combination Structure

Evaluation Crder

—_—
POLICY A
Combination A | Combination B
Rule A1 - Aule A1 *
Actions 3 = Rule A2 + Rule A2 + Actions 4
| aoions3 |« IBIEA: - Rue A3 - Alerts 4
Rule A4 - RAule A4 +

Trigger Combinations can be access through the Rule Details page. Each column in

the table corresponds to a trigger combination.
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Figure 10-10 Trigger Combinations
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By default the rules are set to Any. Any ignores the rule whether or not it triggers.

The total number of trigger combinations in the policy appears in parenthesis next to
the tab title.

The first column is frozen to enable you to scroll and see all of the data in the table
while having the labels available for reference.

For information about Action and Alert groups, see Chapter 12, "Managing Groups."
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Table 10-5 Trigger Combination

Fields Description

Description Description for the trigger combination. Each trigger combination has a description. If
the description is too long to display and part of it is obscured, you can place the
mouse over the text to see the entire description.

Name Name of the rule.

Score/Policy If you select score, the score box appears where you can enter an integer value from 0
to 1000. The minimum and maximum scores for the Score are defined as properties.
Scores of 0 or less than 0 are ignored.
If you select Policy, a policy list appears with policies of same checkpoint.

Policy If you select policy, the nested policy must be configured to run in the same
checkpoint.

Action Group An action group indicates all the actions that must occur when the rule is triggered.

Alert Group An alert group is made up of graded messages that are used as results within rules so

that when a rule is triggered all of the alerts within the groups are activated.

Table 10-6, " Trigger Combination Toolbar Options" lists the commands that are
available through the toolbar.

There is no limit to the number of trigger combinations that you can add.

By default, if a policy does not have any trigger combination, a table is created with all
the rules in the policy and one column for the trigger combination. You can make edits
to the combination and then save it.

You can provide the description and other values to the trigger combination. By
default, when the combination is added, Apply and Revert are enabled, even if you do
not make edits to the new combination.

You can edit multiple trigger combinations and save them all at once.

If you navigate away from the tab while editing the trigger combination, the trigger
combination is saved in the session and available when you navigate back.

Columns can be reordered using the Reorder button.

Note: Note that the Add, Delete, and other operations are
irreversible. Ensure that you are ready to perform these operations
before proceeding.
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Table 10-6 Trigger Combination Toolbar Options

Command Description

Add This button adds a new column (trigger combination).

Delete This button is enabled only if a column or row is selected. The Delete button also

enables you to delete multiple trigger combinations.

When the Delete button is clicked, a warning message appears, asking for
confirmation.

Reorder

g

This button invokes the Reorder screen.

10.13.1 Specifying Trigger Combinations

To specify trigger combinations:

1.

@ o » w N

10.
11.

In the Navigation tree, select Policies. The Policies Search page is displayed.
Search for the policy which you want.

Click the policy name to open its Policy Details page.

Navigate to the Trigger Combinations tab.

Select the return value permutations you want for each rule in the first column.

In the Score/Policy row, select Score or Policy to specify whether the result return
a score or point to a nested policy.

s If you selected Score, in the field directly below, specify the score you want to
assign to that combination.

= If you selected Policy, in the field directly below, specify the policy you want
to run to further evaluate the risk.

Only the list of policies of the same checkpoint are available.
Set an action outcome.
Set an alert outcome:

If you want to specify other trigger combinations, click Add to add another
column.

Repeat Steps 5 through 8 for each trigger combination you want.
In the Trigger Combinations tab, click Apply after making all your edits.

You cannot add two trigger combinations of the same combination. When you add
new combinations, each combination is saved and validated automatically.

If you navigate away from the tab while editing trigger combinations, the unsaved
trigger combinations are saved in the session and available when you navigate back.

10.13.2 Changing the Sequence of the Trigger Combination

To change the order of trigger combinations:

1.

In the Navigation tree, select Policies. The Policies Search page is displayed.
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Search for the policy which you want.
Click the policy name to open its Policy Details page.
Navigate to the Trigger Combinations tab.

a k& ® N

To reorder columns, click the Reorder button.

The Reorder Trigger Combinations screen appears.

Reorder Trigger Combinations L]

1
Z

K

5

WO

Ik Zancel

6. Reorder the trigger combinations and click OK.
7. In the Trigger Combinations tab, click Apply.

Reordering of trigger combinations takes effect only after you click Apply. The
changes are lost if you close the tab before you click Apply.

10.13.3 Deleting a Trigger Combination

To delete a trigger combination:

1. Inthe Navigation tree, select Policies. The Policies Search page is displayed.
2. Search for the policy which you want.

3. Click the policy name to open its Policy Details page.

4. Navigate to the Trigger Combinations tab.
5

Select the column header corresponding to the trigger combination and click
Delete.

10.14 Deleting Policies
To delete policies:
1. In the Navigation tree, select Policies. The Policies Search page is displayed.
2. In the Policies Search page, search for the policy or policies you want to delete.
For information on searching for a policy, see Section 10.5, "Searching for a Policy."

3. Select the policies you want to delete and click the Delete button or select Delete
Selected from the Action menu.

A Confirm Delete dialog appears, asking for confirmation. If you selected to
delete more than one policy, a list of policies is shown in the dialog.
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4. Click Delete.

An information screen appears.
In the information screen, click OK.
The policy deleted successfully.

You cannot undo the delete. The changes are permanent.

10.15 Copying a Rule to a Policy

You can copy a rule to a different policy under any checkpoint. For example, you want
to move the rule to a different checkpoint.

Figure 10-11 Overview of Copying a Rule

Search for rule —= | View Rule Details

!

Click Copy Rule to
start copying the
rule to a policy

To copy a rule to a policy:

1.
2
3.

©® N o o

In the Navigation tree, select Rules. The Rules Search page is displayed.

Enter the search criteria you want and click Search.

In the Search Results table, click the name of the rule you want to copy to a policy.
The Rule Details page for that rule is displayed.

In the Rule Details page, click the Copy Rule button.

The Copy Rule page appears pre-populated with the rule name and description
from the original rule.

In the Policy field, select the policy you want to copy the rule to.
In the Rule Name field, enter a new name for the rule that you are copying.
In the Description field, enter a description for the rule.

Click Copy to copy the rule to the policy.

10.16 Copying a Policy to Another Checkpoint

You can copy a policy to other checkpoints.

1.

2
3.
4

In the Navigation tree, select Policies. The Policies Search page is displayed.
Enter the search criteria you want and click Search.

Click the policy name to open its Policy Details page.

In the Policy Details page, click Copy Policy.

You can access the Copy Policy button from any tab in the Policy Details page.
The Copy Policy screen appears with all the fields pre-populated.

Table 10-7, " Copy Policy to Checkpoint" lists the fields in the Copy Policy screen.
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Table 10-7 Copy Policy to Checkpoint

Field Description

Checkpoint The checkpoint you are copying the policy to. By default the field is pre-populated
with the checkpoint from the policy that is being copied.

Policy Name Default value for Policy Name field is policy_nameCopy. You can edit the policy name,
if needed.

Status The policy status of "disabled" is set as the default value.
Defines the state of the object or its availability for business processes.
For information, refer to Policy Status.

Description Current description is set as the default description.

5. In the Copy Policy screen, select the checkpoint and status.
6. Enter a policy name and description.
7. In the Copy Policy screen, click Copy.

If you click Copy, the policy is copied to the checkpoint.

If the rules of the policy are not applicable (cannot be copied) to the new checkpoint, a
"The following rules are not applicable for this checkpoint" message appears.

You are given the option either to abort the copy operation or to continue copying the
policy without those rules.

When policies are copied, all the details are copied including the nested policies,
trigger combinations, preconditions, group linking, and so on.

10.17 Exporting and Importing a Policy

Policies can be exported and imported.

For example, you can export the policies defined in a system and import them into
another system.

10.17.1 Exporting a Policy

To export policies:

1. In the Navigation tree, select Policies. The Policies Search page is displayed.
2. Enter the search criteria you want and click Search.

3. Select the rows corresponding to the policies you want to export.

4. From the Actions menu, select Export selected or Export Delete Script.

5

When the export screen appears, select Save File, and then OK.

10.17.2 Importing a Policy

Note for Policies Migrated from 10gto 11g
Only security policies are available in 11g. Business, third-party, workflow policy types
have been removed from Oracle Adaptive Access Manager.

In 10g, scoring was not used by business policies. In 11g, when business policies are
loaded from the Oracle Adaptive Access Manager database, the policy set scoring
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engine is applied by default and these policies are treated as security policies from 11g
onward.

To import policies:

1. Create a \ tmp folder in the drive where you have installed WebLogic if OAAM
Admin is installed on the Windows platform.

For example, if the WebLogic domain is on the C drive, you would create a
c:\ tmp folder.

This folder is used as a temporary folder for uploading large files into the OAAM
Admin application.

2. In the Navigation tree, select Policies. The Policies Search page is displayed.

3. In the Policies Search page, click the Import Policy button. The Import Policy
screen appears.

Figure 10-12 Import Policy
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4. Inthe Import Policy dialog box, type the path and name of the file; or use the
Browse (...) button to locate the ZIP file that contains the policies, and then select
the file.

Note: a validation is performed for the imported file's MIME type. The MIME type
of the export file should be "Application/ZIP."

5. Click Open and then click OK.

A confirmation dialog appears with the list of policies and the number of policies
that were added, updated, not updated, or not deleted in the system after the
import.

The policies are imported into the system unless the ZIP file contains a delete
script or files in an invalid format or the ZIP file is empty.

If you are importing a delete script, the policies are deleted from the system.

An error occurs if you try to import policies in an invalid format or an empty ZIP
file.

6. Click Done to dismiss the confirmation dialog.

10.18 Navigating to the Rules Search Page

To open the Rules Search page, right-click the Rules node in the Navigation tree. The
Rules Search page is displayed.

Alternatively, you can open the Rules Search page by:
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= Right-clicking Rules in the Navigation tree and selecting List Rules from the
context menu.

= Selecting Rules in the Navigation tree and then choosing List Rules from the
Actions menu.

s Clicking the List Rules button in the Navigation tree toolbar.

An example of a Rules Search page is shown in Figure 10-13, "Rules Search Page".

Figure 10-13 Rules Search Page
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10.19 Searching for Rules

The Rules Search page displays a Search filter and a Search Results table that shows a
summary of the rules that match your search criteria.

From the Rules Search page, you can view and edit the details of the rule, but you
cannot create a rule. Rules can only be created in the context of policies.

1. In the Navigation tree, select Rules. The Rules Search page is displayed.

2. In the Rules Search page, enter the search criteria you want.
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3.

Click Search.

Clicking Reset instead of Search resets the search criteria.

The Search Results table displays a summary of rules that meet the criteria you
specified.

Table 10-8 Rules Results

Field Description

Rule Name Name of the rule

Policy Name Name of the policy where the rule resides.

Checkpoint Point during the session the rules in a policy are evaluated.

Rule Notes Description for the rule.

Rule Status Status of the rule: Active or Disabled. If the rule status is changed from Active to
Disabled, the rule is disabled and cannot be added to a policy. A policy that already
contains the rule is not affected and continues to function as before.

Action Group Group of actions. An action group indicates all the actions that must occur when the
rule is triggered. By default, actions are not specified. You must specify a set of results
for the rule.

Score Integer value from 0 to 1000. The minimum and maximum scores for the Score are
defined as properties.

Weight Integer value from 0 to 100

The Delete button or Delete Selected from the Action Menu enables you to delete
rules. The Delete and Delete Selected are enabled only if a row is selected.

The delete operation either succeeds or fails. There are no partial updates made.

The option to sort is provided on every column in the Search Results table.

Each rule has a name. If the description is too long to be fully shown, you can place the
mouse over the text to see the entire description.

To view and edit the rule details, click the rule name in the Search Results to open the
rule.

10.20 Viewing Rule Details

To view the details of a rule:

1.
2
3.

In the Navigation tree, select Rules. The Rules Search page is displayed.

Search for the rule in which you want to view the details.

Click the rule name in the Search Results table or select the row and select Open
Selected from the Action menu to open its Rule Details page in a new tab.

The Rule Details page enables you to access the complete details of a rule through
four tabs. These pages allow the management of the rule.

The Rule Details page has four tabs

General
Preconditions
Conditions

Results
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These tabs allow the management of the rule.

Figure 10-14 illustrates the tabs in the Rule Details page and the information to
enter for each tab.

Figure 10-14 Policies
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10.21 Editing Rules

To edit a rule:
1. In the Navigation tree, select Rules. The Rules Search page is displayed.

2. Search for the rule which you want to edit.
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3. Click the rule name in the Search Results table to open its Rule Details page in a
new tab.

The Rule Details page provides tabs to the Summary, Preconditions, Conditions,
and Results page.

The total number of conditions in the rule appears in parenthesis next to the
Conditions tab title.

4. Edit the rule's general information (Section 10.21.1, "Modifying the Rule's General
Information").

Edit the Preconditions (Section 10.21.2, "Specifying Preconditions").
Edit/Add Conditions (Section 10.27, "Adding Conditions to a Rule").
Edit the Results (Section 10.21.3, "Specifying the Results for a Rule").

© N o

Click Apply to save the changes or Revert to discard them.

10.21.1 Modifying the Rule's General Information

From the Summary tab, you can modify the rule name, status, and description.
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Figure 10-15 Rule Details Summary Tab
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The fields displayed are listed in Table 10-9.

Table 10-9 Rule Details Summary Tab

Field Description

Rule Name Name of the rule

Policy Name Name of the policy. (Read-only)

Status Status of the rule: Active or Disabled. If the rule status is changed from Active to

Disabled, the rule is disabled and cannot be added to a policy. A policy that already
contains the rule is not affected and continues to function as before.

Description Description for the policy.

10.21.2 Specifying Preconditions

From the Preconditions tab, you can specify the group to exclude and the geolocation
confidence factor parameters.

All preconditions filter whether or not a rule evaluates. The conditions do not process
the rule if the preconditions are not met. The process stops at the preconditions level.
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To specify preconditions for the rule:

1. Navigate to the Rule Details page.
a. In the Navigation tree, select Rules. The Rules Search page is displayed.
b. Search for the rule in which you want to specify preconditions for.

c. Inthe Search Results table, click the name of the rule. The Rule Details page
for that rule is displayed.

2. Inthe Rule Details page, click the Preconditions tab.

3. Excluded User Group: In the Excluded User Group field, select the User ID group
you do not want the policy to applied to.

4. Device Risk Gradient: Device fingerprinting is a mechanism to recognize the
device a customer typically uses to log in. Identification is based on combinations
of the Device ID attributes, secure cookie, flash object, user agent string, browser
characteristics, device hardware configuration, network characteristics,
geolocation and historical context.

Different use cases and exceptions are taken into account and help to define the
device risk gradient. The device risk gradient specifies the certainty of the device
being identified. It is standard in almost all rules as a precondition.

The score ranges to specify the amount of device identification risk are:
= 400 and lower - low risk

= 401-700 - moderate risk

= 701 and higher - high risk

For example, a device risk gradient of 0 is an exact match whereas a device
gradient of 500 is a "similar" device, and a score of 1000 a "different" device.

5. Country Confidence Factor, State Confidence Factor, and City Confidence
Factor: The IP location vendor can assign a confidence level to each of the three
elements: city, state, and country. This confidence factor is based on IP geolocation
information.

The higher the value, the higher the level of confidence from Quova that the
mapping of the location is correct.

If you want the rule you are creating to be dependent on IP location identification
accuracy, specify the amount of geolocation accuracy with which you want to run
the rule.

For example, if the range is 60 to 100, you may specify for the rule to run only if
the IP location is greater than 60% positive.

10.21.3 Specifying the Results for a Rule

Results are the responses, such as the activation of an action and message, when a rule
is triggered. For example, action (event activated) and alert (message activated).

As part of the process, specify:

= Rule score and weight value
= Actions

s Alerts

To specify the results for if the rule triggers, follow these steps:
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1. Navigate to the Rule Details page if you are not on the Rule Details page of the
rule you want.

a. In the Navigation tree, select Rules. The Rules Search page is displayed.
b. Search for the rule for which you want to specify the results.

c. Inthe Search Results table, click the name of the rule. The Rule Details page
for that rule is displayed.

2. Inthe Rule Details page, click the Results tab.
3. Enter arule score and weight value.

You can change the weight value for a rule to instruct OAAM Admin to give more
or less value to the total score.

By default the score is 1000 and the weight is 100.

4. Inthe Actions Group list, select the actions you want triggered by this rule, if
actions are required.

By default, an Actions Group is not selected.

5. In the Alerts Group list, select the alerts you want sent if this rule is triggered.
By default, an Alerts Group is not selected.

6. Click Apply to save the modified rule details.

The rules engine takes the information you specify for the rule and information
specified in other rules in the policy and returns rule results to the policy. All the
policies in the policy set results in multiple actions and multiple scores and multiple
alerts. All these are propagated to the checkpoint. The score, the weight, and so on
result in one final score, one final action, and a couple of alerts.

An example of a final action is Block. An example action list is Block, Challenge,
Background Check and an example score is 800.

Table 10-10 Results Tab

Field Description

Score Integer value from 0 to 1000. The minimum and maximum scores for the Score are
defined as properties.

Weight Integer value from 0 to 100

Action Group Group of actions. An action group indicates all the actions that must occur when the

rule is triggered.

Alert Group Group of graded messages that are used as results within rules so that when a rule is
triggered all of the alerts within the groups are activated.

10.22 Working with Scores and Weights

For information about the processing of policies to come up with scores, actions, and
alerts, see Chapter 14, "Using the Scoring Engine."

10.23 Activate/Disable Rule

To activate/disable a rule:

1. In the Summary tab of Rule Details, select Active or Disable for Status.

10-34 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



Searching Conditions

If the rule status is changed from Active to Disabled, the rule is disabled and
cannot be added to a policy. A policy that already contains the rule is not affected
and continues to function as before.

2. Click Apply.

10.24 Deleting Rules

To delete rules:
1. In the Navigation tree, select Rules. The Rules Search page is displayed.
2. Search for the rule you want to delete.

3. Select the rows corresponding to the rules of interest and press the Delete button
or select Delete Selected from the Actions menu.

A Confirm Delete dialog appears withe a list of rules to be deleted.
The delete operation either succeeds or fails. There are no partial updates made.
4. Click the Delete button.

If you delete the rule, the corresponding row are deleted in the trigger
combinations where this rule was used.

5. When the confirmation appears, click OK.

10.25 Searching Conditions

The Conditions Search page displays a Search filter and a Search Results table that
shows a summary of the conditions that match your search criteria.

For a list of conditions, see Appendix C, "Conditions Reference."

From the Conditions Search page, you can search for a condition or a list of conditions
in the system.

1. From the Navigation tree, click Conditions.
The Conditions Search page is displayed.
Alternatively, you can open the Conditions Search page by:

= Right-clicking Conditions in the Navigation tree and selecting List
Conditions from the context menu.

= Selecting Conditions in the Navigation tree and then choosing List
Conditions from the Actions menu.

s Clicking the List Conditions button in the Navigation tree toolbar.
2. Enter the search criteria you want and click Search.
Clicking Reset instead of Search resets the search criteria.

Table 10-11, " Conditions Search fields" lists the fields in the Search section.

Table 10-11 Conditions Search fields

Field Description

Condition Name Name given to the condition.
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Table 10-11 (Cont.) Conditions Search fields

Field Description

Description Description of the condition

Type Type of condition. For example, Device, Location, and User.
Checkpoints Point during the session the rules in a policy are evaluated.

Each condition has a name. If the description is too long to be fully shown, you can
place the mouse over the text to see the entire description.

Click the name of the condition you are interested in to view more details.

10.26 Importing Conditions
To import a condition:
1. From the Navigation tree, click Conditions.
The Conditions Search page is displayed.
2. Click Import Conditions.

3. Inthe Import Conditions dialog box, type the path and name of the file; or use the
Browse (...) button to locate the ZIP file that contains the conditions, and then
select the file.

4. Click Open and then click OK.

A confirmation dialog appears with the list of conditions and the number of
conditions that were added, updated, not updated, or not deleted in the system
after the import.

5. Click Done to dismiss the confirmation dialog.

10.27 Adding Conditions to a Rule

The Rule page's Condition tab displays the conditions in the rule and enables you to
add other conditions and customize them.

Figure 10-16 Adding conditions

— Add Condition
ﬁgl?c?i;hs — Select Policy —» Policy b6 Tab—»| N®W _ add Conditions —»| SE@TCH J

Detalls Rule Conditions

t Aule Added to Policy

Follow these steps to add a condition:

1. If you are not on the Rule Details page of the rule in which you want to add the
condition to, navigate to that page.

a. Inthe Navigation tree, select Rules. The Rules Search page is displayed.
b. Search for the rule in which you want to add the condition for.

c. In the Search Results table, click the name of the rule. The Rule Details page
for that rule is displayed.
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In the Rule Details page, click the Conditions tab.
In the Conditions tab, click Add. The Add Condition page appears.
Search for the condition you want for the rule.

In the Search Results table, select that condition and click Add.

Figure 10-17 Add Conditions
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Add Cancel

In the Conditions edit page, select the condition in the top subtab.
The bottom subtab displays the parameters of the condition.

In the bottom subtab, modify the parameters per your requirements.
Click Save to save your changes.

A confirmation dialog displays the status of the operation.

Click OK to dismiss the confirmation dialog.

Click Apply. The modified rule details were saved successfully.

An example of the Conditions tab is shown in Figure 10-18, "Condition Parameters".
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Figure 10-18 Condition Parameters
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The top tab displays the conditions in the rule.
Table 10-12 lists the fields in the top subtab of the Conditions tab.
Table 10-12  Rule Details Conditions Tab
Fields Descriptions
Order Order of the condition. Conditions in the rule are evaluated sequentially. Subsequent

conditions are evaluated only if the current one was evaluated to be true. In other
words, the evaluation stops when a condition is evaluated to be false. For the rule to
be triggered all the conditions that constitute the rule must be evaluated to true; if any
of the conditions is evaluated to false, the rule is evaluated to false, and the rule does
not trigger.

Condition Name Name of the condition.

Description Description of the condition.

You can only view/edit one condition's parameters at a time.
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10.28 Viewing the Condition Details of a Rule

To view the details of a condition:

1.

Navigate to the Rule Details page of the rule.
a. Inthe Navigation tree, select Rules. The Rules Search page is displayed.
b. Search for the rule in which you want to add the condition for.

c. In the Search Results table, click the name of the rule. The Rule Details page
for that rule is displayed.

In the Rule Details page, click the Conditions tab.
In the Conditions tab, highlight the condition you are interested in.
The bottom subtab displays the parameters for the condition.

10.29 Exporting a Condition

1.

2
3
4.
5

In the Navigation tree, select Conditions. The Conditions page is displayed.
Enter the search criteria you want and click Search.

Select the rows corresponding to the conditions of interest.

From the Actions menu, select Export selected.

When the export dialog appears, select Save File, and then OK.

10.30 Editing Conditions

The Conditions tab of the Rule Details page displays the conditions in the rule and
enables you to customize conditions within the rule.

To edit a condition in a rule:

1.
2
3.

9.

In the Navigation tree, select Rules. The Rules Search page is displayed.
Search for the rule which you want to edit.

Click the rule name in the Search Results table to open its Rule Details page in a
new tab.

The Rule Details page provides the Summary, Preconditions, Conditions, and
Results tabs.

In the Rule Details page, click the Conditions tab.

In the Conditions tab, select the condition in the top subtab.

The bottom subtab displays the parameters of the condition.

Use the Reorder buttons on the tool menu to change the order of the conditions.
See Section 10.31, "Changing the Order of Conditions in a Rule" for details.

In the bottom subtab, modify the parameters per your requirements.

Click Save to save your changes.

A confirmation dialog displays the status of the operation.

Click OK to dismiss the confirmation dialog.

10. Click Apply. The modified rule details were saved successfully.
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10.31 Changing the Order of Conditions in a Rule

Conditions in the rule are evaluated sequentially. Subsequent conditions are evaluated
only if the current one was evaluated to be true. In other words, the evaluation stops
when a condition is evaluated to be false.

To change the order of a condition in a rule:
1. In the Navigation tree, select Rules. The Rules Search page is displayed.
2. Search for the rule which you want to edit.

3. Click the rule name in the Search Results table to open its Rule Details page in a
new tab.

The Rule Details page provides the Summary, Preconditions, Conditions, and
Results tabs.

In the Rule Details page, click the Conditions tab.
In the Conditions tab, select the condition in the top subtab.

Use the Reorder buttons reorder the condition.

N o a s

Click Save to save your changes.

A confirmation dialog displays the status of the operation.

8. Click OK to dismiss the confirmation dialog.

9. Click Apply. The modified rule details were saved successfully.

10.32 Deleting Conditions

To delete conditions:

1. In the Navigation tree, select Conditions. The Conditions Search page is
displayed.

2. Enter the search criteria for the conditions you are interested in and click Search.

3. Select the conditions in the Search Results table and click Delete.

Note: If rules are using the condition, deleting it affects the rules and
policies that use it.

10.33 Deleting Conditions from a Rule
To delete a condition from a rule:
1. In the Navigation tree, select Rules. The Rules Search page is displayed.
2. Search for the rule that contains the conditions you want to delete.
3. Click the rule name in the Search Results table to open its Rule Details page.
4. In the Rule Details page, click the Conditions tab.
5. Select the condition of interest and click Delete.

The Delete button is enabled only if a row is selected or the search result has at
least two rows.

You cannot delete multiple conditions at a time in a given rule; you must select
one condition at a time.
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You can delete more than one condition, but not all conditions can be deleted.

When the Delete button is clicked, the deletion is performed. You do not receive a
message asking if you are sure you want to delete. The change is permanent.

10.34 Use Cases

This section describes example use cases for policies and rules.

10.34.1 Use Case: Rule Exception Group

Jeff, a Security Administrator, must create an exception user group to be used as a rule
precondition. Jeff is creating a blacklisted country rule and realizes he should have an
exception group so he creates a new user group named "BLC: exception users." In the
description he enters a note that CSR managers can add users that need to be
permanently allowed access from a blacklisted country. When created, the user group
is added as the precondition. After the rule is in production a CSR manager assists a
user who has moved to a blacklisted country. He manually adds his User ID to the
group so he has an exception to the rule and adds a note in his case to this effect.

1. Create a new user group named "BLC: exception users."
Group name: BLC: exception users
Group type: User ID

In the description, enter a note to tell investigators, Add users that need to be
permanently allowed access from a blacklisted country.

2. Select existing User IDs to add to the BLC: exception users group.

For information on creating user groups and then adding members, refer to
Section 12.13, "Searching for and Adding Existing Elements or Creating and
Adding a New Element."

3. Create a rule in a post-authentication blacklisted country policy.
= For rule condition, choose Location: IP in group.
= In Pre-condition, select BLC: exception users as the exception group.

4. After the rule is in production an investigator assists a user who has moved to a
blacklisted country. He manually adds his User ID to the group so he has an
exception to that rule and adds a note in his case to this effect.

10.34.2 Use Case: Import Policy

You are Jennifer, a member of the security team at Acme Corp. You must configure
Oracle Adaptive Access Manager to accomplish one of the use cases the team came up
with focusing on high risk countries. Chuck, another team member, configured a
pre-authentication policy in the Oracle Adaptive Access Manager offline environment
to block login requests from high risk countries before authentication. You know this
policy can work for your purposes. Chuck already exported the policy and now you
must import it into production. Directions: Import the ZIP file that contains Chuck's
configured policies. He has name the file, PreAuth_Block_policy.zip.

To import a policy:
1. Login to OAAM Admin as an administrator.
2. In the Navigation tree, select Policies. The Policies Search page is displayed.
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Click Import Policy in the Policies Search page. The Import Policy screen is
displayed.

Click Browse and search for PreAuth_Block_policy.zip.
Click OK to upload PreAuth_Block_policy.zip.
A confirmation dialog displays the status of the operation.

A list also appears showing numbers for Number of Policies Added, Number of
Policies Updated, Number of Policies Not Updated, and Number of Policies
Deleted.

The imported policy is listed in the Imported List section.

The policy is added to the system or it overwrites/updates an existing policy
depending on whether the same policy name exists. If the name already exists, the
policy is updated. If the name does not exist, the imported policy is added to the
system.

An error is displayed if you try to import files in an invalid format or an empty
ZIP file.

Click OK to dismiss the confirmation dialog.

In the Policy Search page, verify that the policy appears in the Search Results
table.

10.34.3 Use Case: Create a Policy

You must configure a login use case that can result in a KBA challenge. It is usually
best practice to use KBA challenges only after successful authentication by the primary
method. A post-authentication KBA challenge policy did not already exist so you must
create a new one. The security team wants this policy to be applied to all users in the
deployment. Directions: Create a new post-authentication KBA challenge policy that
applies to all users. Name the policy, KBA Challenge.

To create a policy:

1.
2.
3.

Log in to OAAM Admin as an administrator.
In the Navigation tree, double-click Policies.
In the Policies Search page, click the New Policy button.

The New Policy page appears. In the Summary tab, the default values for the new
policy are displayed as follows:

= Policy Status: Active

s Checkpoint: Pre-Authentication

= Scoring Engine: Average

= Weight: 100

Create a new post-authentication security policy.

a. For Policy Name, enter KBA Challenge.

b. For Description, enter a description for the KBA Challenge policy.
c. For Checkpoint, select Post-Authentication.

For information on checkpoints, see Section 10.1.4, "Checkpoints."
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d. Modify the policy status, scoring engine, and weight according to your
requirements.

By default, the policy status is Active. A policy that is disabled is not enforced
at the checkpoint.

For more information on the Scoring Engine, see Chapter 14, "Using the
Scoring Engine."
e. Click Apply.

A confirmation dialog displays the status of the operation.

If you click Apply and the required fields are not filled in an error message is
displayed.

f. Click OK to dismiss the confirmation dialog.
5. Configure the policy to run for all users.

a. Click the Group Linking tab.

b. For Run Mode, select All Users.

Since All Users is selected for the run mode, the policy is executed (run) for all
users.

Specifying a run mode is a mandatory step in order for the policy to execute. It
enables the policy to execute/run for a set of users or all users. For
information, see Section 10.9, "Linking Policy to All Users or a User ID Group."

c. Click Apply.
A confirmation dialog displays the status of the operation.
d. Click OK to dismiss the confirmation dialog.

If the KBA Challenge policy was created successfully, it would be listed in the Search
Results table of the Policies Search page.

Although not covered in this use case, for the policy to function, you must add a rule
to the policy either by creating a new rule within a policy (Section 10.12, "Adding a
New Rule") or by copying an existing one (Section 10.15, "Copying a Rule to a Policy")
to the policy.

10.34.4 Use Case: Add New Rule

After you have created a security policy (see Section 10.34.3, "Use Case: Create a
Policy.") you are ready to create a new rule to perform the risk evaluation in your use
case. The use case requires an evaluation of the physical distance between the location
a user is logging in from now verses the last location he came from. This rule calculates
the velocity /speed required to travel between the location given the time. The security
team has determined that if the user appears to travel faster then 500 miles per hour
between location and the device used is different then the user should be given a KBA
challenge. Directions: Create a new rule, User Velocity and use the out-of-the-box
condition, User: Velocity from last successful login.

To add a new rule:
1. Login to OAAM Admin as an administrator.

2. In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

3. Search for KBA Challenge.
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In the Search Results table, click KBA Challenge. The Policy Details page for
KBA Challenge is displayed.

In the Policy Details page, click the Rules tab.
In the Rules tab, click Add to add a new rule.

10.

11.

12.

The New Rule page is displayed.
Enter User Velocity as the rule name.
Enter a description for the rule.
Select the rule status.

When the New Rule page first appears, the default value for the rule status is
Active.

Add the User: Velocity from last successful login rule condition to create the new
rule.

a. Toadd the User: Velocity from last successful login condition, click the
Conditions tab.

b. In the Conditions tab, click Add. The Add Condition page appears.

c. Search for the User: Velocity from last successful login condition by entering
velocity in the Condition Name field and then clicking Search.

d. In the Results table, select that condition and click OK.

e. Inthe New Rule/User Velocity page, select User: Velocity from last
successful login in the top panel.

The bottom panel displays the parameters of the condition.
f. In the bottom panel, modify the parameters.

a. Enter 500 for Miles per Hour is more than.

b. Select true for Ignore if last login device is same.

g. Click Save to save your changes. A confirmation dialog appears with a
message that the modified rule parameters were saved successfully.

h. Click OK to dismiss the confirmation dialog.
Add a KBA challenge as a result of the User Velocity rule.
a. Click the Results tab.

The Results tab enables you to specify the results for the rule if the conditions
are met.

b. To set up a KBA challenge to occur if the rule is triggered, select
ChallengeQuestionPad in the Actions Group list.

Click Apply. A confirmation dialog appears with a message that the modified rule
details were saved successfully.

If the required fields are not filled in and the user clicks Apply, an error is
displayed.

If the rule was successfully created, the new rule should be listed in the Rules tab
of the Policy Details page.
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13. Click OK to dismiss the confirmation dialog.

10.34.5 Use Case: Link Group to Rule Condition

In this use case, you must link an existing high risk countries group used for various
purposes to a rule in the policy, System - Pre Blocking, you imported in
Section 10.34.2, "Use Case: Import Policy."

Directions: Find a high risk countries group and link it to the rule in the KBA
Challenge policy, you created.

To link a group to a rule condition:

1. Login to OAAM Admin as an administrator.

2. Inthe Navigation tree, double-click Rules. The Rules Search page is displayed.
3. Search for the Blacklisted countries rule.
4

In the Search Results table, click Blacklisted countries. The Rule Details page for
the Blacklisted countries rule is displayed.

5. Select the in group rule condition in the Blacklisted countries rule.
a. Inthe Rule Details page, click the Conditions tab.
b. Inthe Conditions tab, click Add. The Add Conditions page appears.
c. Search for the condition, Location: In Country group.
The condition checks to see if the IP is in the given country group.

d. In the Search Results table, select the Location: In Country group condition
and click OK.

6. Link the existing high risk countries group to the rule condition.

a. In the Conditions edit page, select the Location: In Country group condition
in the top panel.

The bottom panel displays the parameters of the condition.
b. In the bottom panel, modify the parameters by setting:

Is in list: true

Country in country group: Restricted countries.

7. Click Save to save your changes. A confirmation dialog appears with a message
that the modified rule parameters were saved successfully.

8. Click OK to dismiss the confirmation dialog.

9. Click Apply. A confirmation dialog appears with a message that the modified rule
details were saved successfully.

10.34.6 Use Case: Copy Rule

The security team has determined that devices found to be exceptionally high risk
should be blocked. Right now there is a rule to accomplish this but it was configured
in a post-authentication checkpoint. The team feels login attempts should not even be
allowed from these devices. Therefore you must move the rule to a pre-authentication
checkpoint policy. Directions: Find the Black-Listed Devices rule in the System -Post
Blocking policy and copy it to the pre-authentication policy, System - Pre Blocking
policy. Then delete the rule from the post-authentication policy.
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To copy a rule:

-

10.

11.
12.

13.

14.
15.
16.

17.

18.

Log in to OAAM Admin as an administrator.

In the Navigation tree, double-click Rules. The Rules Search page is displayed.
In Search filter, search for:

= Rule Name: Blacklisted device rule

s Checkpoint: Post-Authentication

Click Search.

The System -Post Blocking policy contains the Blacklisted devices rule.

In the Search Results table, click Blacklisted devices in the Rule Name column.

In the Rules Details page for that rule, click the Copy Rule button. The Copy Rule
screen is displayed.

For Policy, select System - Pre Blocking as the pre-authentication policy you want
to copy the rule to.

For Rule Name, keep Blacklisted devices or enter a new name for the rule that
you are copying.

For Description, keep This rule triggers if the device used has been blacklisted
in the past or enter a new description.

Click OK to copy the rule to the pre-authentication policy, System - Pre Blocking.

A confirmation dialog appears with the message, "Rule has been copied
successfully."

Click OK to dismiss the dialog.

Navigate to the Rules Search page and check in the Search Results table to verify
that the Blacklisted device rule appears in the System - Pre Blocking policy.

Navigate to the Policies Search page and search for the System -Post Blocking
policy.

Click System -Post Blocking in the Search Results table.

In the Policy Details page, click the Rules tab.

In the Rules tab, select Blacklisted devices and click Delete.

A screen appears asking, "Are you sure you want to delete the selected rules?" The
Blacklisted devices rule is listed in the screen.

Click Yes.

Another confirmation appears with the message, "Selected rules are deleted
successfully."

Click OK to dismiss the dialog.

10.34.7 Use Case: Trigger Combination

To KBA challenge a user Oracle Adaptive Access Manager must check two things:

First, check to see whether the user has challenge questions registered.

Second, if the user has a questions set active challenge him if a challenge scenario
has to be performed.
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To configure this behavior you must nest your new security policy, which contains
rules that can result in a KBA challenge, under the policy, which contains KBA
business rules to check for registration status.

Directions: Nest the KBA Challenge policy under the System - Questions check
policy using policy trigger combinations.

The KBA Challenge policy was created in Section 10.34.3, "Use Case: Create a Policy."
To create a trigger combination:
1. Login to OAAM Admin as an administrator.

2. In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

3. Search for the System - Questions check policy.

4. In the Search Results table, click System - Questions check. The Policy Details
page for the System - Questions check policy is displayed.

5. In the Policy Details page, click the Trigger Combinations tab.
6. In the Trigger Combinations tab, click Add.
The column added to the table corresponds to a trigger combination.

By default, trigger combinations are created with all the rules in the policy. The
rules used in the policy are represented by a row name.

For example, the rules to check for registration status would appear as rows:
= Registered User with condition User: Account Status
= Question Registered
s Unregistered User
7. In the trigger combination, enter a description in the Description field.

8. For each rule specify the rule result based on which trigger combination must be
executed (performed)

s True: The rule is triggered

= False: the rule is not triggered

= Any: Ignore the rule whether or not it triggers

By default, a trigger combination is executed for a rule result of Any.

9. For a trigger combination, specify that if the trigger combination triggers, the
result returns a nested policy.

Select Policy, and in the field directly below, specify KBA Challenge as the policy
you want to run to further evaluate the risk.

A nested policy is a secondary policy used to further quantify the risk score in
instances where the original result output by the system is inconclusive. Nested
policies can be assigned to ensure a higher degree of accuracy for the risk score.

10. Select the Action Group.
The action is an event generated when the combination is triggered.
11. Select the Alert Group.

The alert is a message generated when the combination is triggered.
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12. Click Apply. A confirmation dialog is displayed, saying that the policy details

were updated successfully.

13. Click OK to dismiss the dialog.

10.34.8 Use Case: Trigger Combination and Rule Evaluation

Jeff, a Security Administrator, must configure two levels of authentication to challenge
the user using KBA for any single rule trigger and OTP for specific combinations of
rules triggering.

The tasks he must perform are the following:

Create a pattern to profile user login times into 4 hour time range buckets.
Create a second pattern to profile states users log in from.

Create the rules to use these patterns in the KBA challenge policy so these
evaluations only run if the user has KBA active.

Create a rule to challenge using KBA if the user falls into a login time bucket he
has fallen into less than 10% of the time in the last month.

Next, create a rule to challenge using KBA if the user logs in from a state he has
used less than 20% of the time in the last two weeks.

Then, create a rule that checks to see if a user has an OTP delivery channel active.

Finally, configures a trigger combination to OTP challenge the user if all three of
these rules returns true.

The steps to accomplish these tasks are:

-

12.
13.
14.

Log in to OAAM Admin as an administrator.

In the Navigation tree, select Patterns. The Patterns Search page is displayed.
Click the New Pattern button.

Create a pattern, Pattern 1, where:

= Member Type: User

s Creation Method: Multi-bucket

Click the Attribute tab.

Click the Add icon.

Select Time (Time when the user is logged in) as the attribute.

Click Next.

Select For Each as the Compare Operator and 4 as the compare value.

Press Add.

. Click the Patterns tab.

. Create a pattern, Pattern 2, where:

= Member Type: User

»  Creation Method: Multi-bucket
Click the Attribute tab.

Click the Add icon.

Select State as the attribute.
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15.

16.

17.

18.

19.

20.

21.

22,
23.

Select compare operator as for each state.
Click Next.

Create Rulel: Add pattern condition, Entity is member of bucket less than some
percentage of times. (Select Pattern 1 and percentage = 10 and select 1 month as
time period.)

Add condition to rule, User: Question status to check if he has registered

questions.

Add action, KBA Challenge to Rule 1." (This rule triggers if the user has
registered questions and he has logged in from time bucket less than 10% of time.
The Result, he is challenged with KBA).

Create Rule 2: Add pattern condition, Entity is member of bucket less than some
percentage of times. (Select Pattern 2, percentage =20 and select 15 days as time
period)

Create Rule 3: Add pattern condition, User: Is OTP enabled. (Using condition
Challenge Channel Status)

Create a policy and add all three rules.

Add trigger combination to policy such that if all rules are triggering (true) then
action is Challenge OTP.

For more information on patterns, see Chapter 17, "Managing Autolearning."

10.34.9 Use Case: Configuring User Flow

Jeff a Security Administrator has a brand new installation and must import the base
security policies into the development environment of the Oracle Adaptive Access
Manager Server. To support the base policies he also configures a black-listed country
group. As well he links user groups to the proper roll-out phase policies to test phase
two for a group of test users.

To import a policy:

1.
2.

Log in to OAAM Admin as an administrator.

In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

Click Import Policy in the Policies Search page. The Import Policy screen is
displayed.

Click Browse and search for oaam_sample_policies_for_uio_integration.zip.
Click OK to upload oaam_sample_policies_for_uio_integration.zip.

A confirmation dialog displays the status of the operation.

The imported policies are listed in the Imported List section.

An error is displayed if you try to import files in an invalid forma or an empty ZIP
file.

Click OK to dismiss the confirmation dialog.

In the Policy Search page, verify that the policy appears in the Search Results
table.

In the Navigation tree, double-click Groups. The Groups Search page is
displayed.
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10.

11.
12.
13.
14.

15.

16.

17.
18.
19.
20.

21.
22,
23.
24.
25.
26.

27.

28.

29.
30.

31.

From the Groups Search page, click the New Group button or icon.
The New Group screen is displayed.

You could also open the New Group screen by right-clicking Group in the
Navigation tree and selecting Create from the context menu that appears.

In the New Group screen, enter Black-listed Country Group as the name and
provide a description.

From the Group Type list, select Countries.

Set the cache policy to Full Cache or None.

Click OK to create the Black-listed Country Group.

Click OK to dismiss the dialog.

The Group Details page for the Black-listed Country Group is displayed.
In the Countries tab of the Group Details page, click Add.

The Add Member dialog is displayed.

From the Available Countries table, select one or more countries to add to the
group.

Click Add.

Navigate to the Policies Search page.

Search for the Post-Authentication policy.

In the Results table, click the Post-Authentication policy.

The Policy Details page appears.

Link the Test Users group to the policy.

In the Policy Details page, click the Rules tab.

In the Rules tab, click Add.

In the New Rule page, enter the rule name as Location: In Country Group.
Click the Conditions tab.

In the Conditions page, click Add.

The Add Conditions page is displayed where you can search for and select the
Location: In Country Group condition and add it to the rule.

Click OK.
The parameters for the condition are displayed in the bottom subpanel.

In the parameters area, for Country in country group, select the Blacklisted
Country group and for Is In Group, select True.

Click Save.
In the Results tab, select RegisterUserOptional as the Action group.

RegisterUserOptional allows the user to opt in or out of selecting a personalized
image.

Click Apply.
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10.34.10 Use Case: Edit Existing Security Policy

Jeff, a Security Administrator wants to change the maximum number of attempts at a
challenge question. He must edit a rule parameter to do this.

Best practice is to set the maximum number of failed KBA challenges to one less than
the total number of challenge questions each user registers. For example, if all users
register for four questions the maximum failures allowed should be three.

To edit an existing Security Policy, follow these steps:
1. Login to OAAM Admin as an administrator.

2. In the Navigation tree, double-click Policies. The Policies Search page is
displayed.

3. In the Search Results table, click Fraud Blocking.

4. In the Rules tab of the Policy Details page, click Maximum Number of Failed
Challenges.

5. In the Conditions tab of the Rule Details page, select User: Challenge Maximum
Failures on the top panel.

This condition checks to see if the user failed to answer the challenge question for
specified number of times.

6. On the bottom panel, change the value of Number of Failures More than or equal
to so that it is one less than the total number of challenge questions each user
registers.

10.34.11 Use Case: Policy Set Scoring Engine

Jeff is a Security Administrator who wants the final risk score at each checkpoint to be
based on the highest individual policy risk score. To meet this requirement he selects
Maximum as the scoring engine at the Policy Set level.

1. Login to OAAM Admin as an administrator.

2. In the Navigation tree, double-click Policy Set. The Policy Set page is displayed.
3. Click the Summary tab.

4. Select Maximum from the Scoring Engine list.

The Maximum Scoring Engine takes the highest policy score and uses it as the
checkpoint score. This scoring engine ignores the policy weights.

5. Click Apply.

A confirmation dialog appears with the message, "Policy Set details updated
successfully."

6. Click OK.

10.34.12 Use Case: Copy Policy

The security team has decided some of the risk evaluations would work better before a
user logs in. Jack, a Security Administrator must move a policy from the
post-authentication checkpoint to the pre-authentication checkpoint to meet this new
requirement. He looks through the rules in this policy to make sure they are all
functional with the data available in pre-authentication.

1. Login to OAAM Admin as an administrator.
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10.

In the Navigation tree, select Policies. The Policies Search page is displayed.
For the Checkpoint filter, select Post-Authentication and click Search.

Look through the policy descriptions in the Search Results table for ones that do
not occur after the password has been entered and ones that do not use conditions
based on challenges.

The Fraud Can't Challenge seems to be one that fits the criteria. The description
for Fraud Can't Challenge is Applied to users with no challenge questions
active.

Open the Fraud Can't Challenge policy to view its rules.

The rules involve devices, IPs, locations as inputs and there are no actions to
challenge the user. Therefore, the policy can be used in the pre-authentication
checkpoint.

In the Policy Details page, click Copy Policy.

In the Copy Policy dialog, select Pre-Authentication as the checkpoint.
Enter a name and description for the policy.

Select Active or Disabled as the policy status.

If you want the policy to be enabled as soon as it is created, select Active for Policy
Status.

If you want to policy to be disabled, select Disabled.

A policy that is disabled is not enforced at the checkpoint.

Click Copy.

A copy of the policy is added to the Pre-Authentication checkpoint.

10.34.13 Use Case: Conditions: IP: Login Surge

William is a Security Administrator and he must configure a policy and rule to track
the number of logins from the same IP and if there are more than 10 logins in 1 hour
from an IP, a high alert should be triggered.

1.
2.

Log in to OAAM Admin as an administrator.

Create a Monitor IP group

a. Inthe Navigation tree, double-click Groups.

b. In the Groups Search page, click the New Group button.
The Create Group screen appears.

c. Enter the group name, Monitor IPs, and select IP as the Group type and click
Create.

d. Inthe Monitor IPs group page, click the IP tab.
e. IntheIP tab, click the Add button.

f. Inthe Add IPs screen, select the Search and select from the existing IPs
option, enter criteria, then click Search.

9. From the Search Results table, select one of the IPs that you want to monitor
and click Add.

A confirmation dialog appears.
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h.

Click OK.

Add IPs to monitor as needed.

Create an IP Surge High Alert group

1.

© ® N o a &

11.

In the Groups Search page, click the New Group button.
The Create Group screen appears.

Enter the group name, IP Surge, and select Alerts as the Group type and click
Create.

A confirmation message appears.
Click OK to dismiss the confirmation dialog.

The new IP Surge alert group is created successfully and the Group Details
page is displayed.

Click the Alerts tab to add alerts to the group.

In the Alerts tab, click the Add (Add Member) button.
In the Add Member page, select Create new element.
For Alert Type, select Investigator.

For Alert Level, select High.

For Alert Message, enter "More than 10 logins from the same IP in 1 hour."

. Click Add to add the alert to the group.

A confirmation dialog appears.

Click OK to dismiss the dialog.

In the Navigation tree, double-click Policies.

In the Policies Search page, click the New Policy button.

The New Policy page appears. In the Summary tab, the default values for the new
policy are displayed as follows:

Policy Status: Active
Checkpoint: Pre-Authentication
Scoring Engine: Average

Weight: 100

Create a new pre-authentication security policy.

a.

b.

For Policy Name, enter Logins_SamelP.

For Description, enter Track the number of logins from the same IP and if
there are more than 10 logins in the last hour from an IP.

Select Active as the policy status; otherwise the policy is not enforced at the
checkpoint.

Enter Weighted Maximum Score for the scoring engine and 100 as the weight.
Click Apply.
A confirmation dialog displays the status of the operation.

If you click Apply and the required fields are not filled in an error message is
displayed.
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f.

Click OK to dismiss the confirmation dialog.

7. Configure the policy to run for all users.

a.

b.

d.

Click the Group Linking tab.
For Run Mode, select All Users.

Since All Users is selected for the run mode, the policy is executed (run) for all
users.

Specifying a run mode is a mandatory step in order for the policy to execute. It
enables the policy to execute/run for a set of users or all users. For
information, see Section 10.9, "Linking Policy to All Users or a User ID Group."

Click Apply.
A confirmation dialog displays the status of the operation.

Click OK to dismiss the confirmation dialog.

8. Create IP Excessive Use rule for the policy.

a.

b.

a o

=h

Click the Rules tab.

In the Rules tab, click Add to add a new rule.

The New Rule page is displayed.

In the Summary tab, enter IP Excessive Use as the rule name.

Enter a description for the rule.

Select Active as the rule status.

Add the Location: IP excessive use rule condition to create the new rule.

a. To add the Location: IP excessive use condition, click the Conditions tab.
b. Inthe Conditions tab, click Add. The Add Condition page appears.

c. Search for the Location: IP excessive use condition by entering IP in the
Condition Name field and then clicking Search.

d. In the Search Results table, select that condition and click OK.

e. Inthe New Rule/IP page, select Location: IP excessive use in the top
panel.

The bottom panel displays the parameters of the condition.
f. In the bottom panel, modify the parameters.

Enter 10 for "Number of Users."

Select 1 for "Within (hours)."

Enter 0 for "and not used in (days)."

9. Create the Location: IP in Group rule for the policy.

a.

b.

Click the Rules tab in the Policy Details page.

In the Rules tab, click Add to add a new rule.

The New Rule page is displayed.

In the Summary tab, enter IP in Group as the rule name.
Enter a description for the rule.

Select Active as the rule status.
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f. Add the Location: IP in Group rule condition to create the new rule.
a. To add the Location: IP in Group condition, click the Conditions tab.
b. Inthe Conditions tab, click Add. The Add Condition page appears.

c. Search for the Location: IP in Group condition by entering IP in the
Condition Name field and then clicking Search.

d. In the Search Results table, select that condition and click OK.

e. Inthe New Rule/IP page, select Location: IP in Group in the top panel.
The bottom panel displays the parameters of the condition.

f. In the bottom panel, modify the parameters.
Select true for "Is in List."

Select the Monitor IPs group.

10. Create a trigger combination in which if both conditions are true, trigger the Block

action and the IP Surge Alert.

-

In the Policy Details page, click the Trigger Combination tab.
Click the Add button.

For the IP Excessive Use, select True.

For the IP in Group, select True.

For Action Group, select Block.

For Alert Group, select IP Surge High Alert.

Click Apply.

N o a Db

10.34.14 Use Case: Canceling Rule Creation

William is a Security Administrator and he creates a new policy. He is not sure which
rule condition would apply for his business use case. Hence he decides to close the
rule without adding any condition.

1.

o g & 0D

10.
11.

12.

Log in to OAAM Admin as an administrator.

In the Navigation tree, double-click Policies.

In the Policies Search page, click the New Policy button.
Create a new policy.

In the Policy Details page, click the Rules tab.

In the Rules tab, click Add to add a new rule.

The New Rule page is displayed.

Enter the rule name.

Enter a description for the rule.

To add the condition, click the Conditions tab.

In the Conditions tab, click Add. The Add Condition page appears.

Search for the condition by entering a name into the Condition Name field and
then clicking Search.

In the Results table, select that condition.
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13. Click Cancel.
You are not sure which rule condition would apply for your business use case.
14. Click the Delete button in the upper-right corner.

An Unsaved Data Warning dialog appears with the message, "You have unsaved
data. Are you sure you want to continue?"

15. Click Yes.
You are returned to the Rules page.

16. Click the Delete button in the upper-right corner again.
You are returned to the Policies Search page.

17. In the Search Results table, click the policy you created.

The rule has not been created.

10.34.15 Use Case: Disable Trigger Combinations

Jim is a Security Administrator. He wants to inactivate his trigger combinations and
enable them later, but he does not want to lose his settings.

He can accomplish that by not setting the Score/Policy, Actions, and Alerts for the
combinations and they are automatically in disabled state. No action would be taken
based on these combinations.

To disable trigger combinations:

1. In the Navigation tree, select Policies. The Policies Search page is displayed.
Search for the policy which you want.

Click the policy name to open its Policy Details page.

Navigate to the Trigger Combinations tab.

Select 0 as the score or make sure no nested policy is specified.

Deselect the actions in the action group lists.

Deselect the alert sin the alert group lists.

® N o g »~ 0 b

In the Trigger Combinations tab, click Apply after making all your edits.

10.34.16 Use Case: Condition: Evaluate Policy

Jeff has two policies. One of the policies Policy B is like a pre-cursor to Policy A so this
policy should be executed every time, no matter what the other rule evaluations turn
out to be. Hence nesting this policy under Policy A may not work all the time. (trigger
combinations)

So Jeff decides to add a new rule condition to Policy A such that it executes Policy B
every time.

1. Open Policy A.

2. In the Rules tab of the Policy Details page, click the Add Rule button.
3. Create arule, Rule C.

4. Inthe Condition tab of the Rule Details page, click Add Condition.

5

Add System: Evaluation Policy condition.
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6.

In Trigger Combination, select Policy B as action.

10.35 Best Practices

This section outlines some best practices for using policies, rules, and conditions.

10.35.1 Adding or Editing Policies/Rules

These general steps outline the process for adding or updating of policies or rules into
a production environment:

1.

Develop the new rule using your offline system (a separate installation of Oracle
Adaptive Access Manager set up for testing or staging).

Test the rule to ensure that it is functioning as expected by running predictable
data through it using your offline system.

When you are satisfied that the policy is functioning as expected, migrate the
policy in pre-production where performance testing can be run.

This is an important step since the new rule, or policy, or both can potentially have
a performance impact. For example, if you define a new policy to check that a user
was not using an email address that had been used before (ever). If the customer
has more than 1 billion records in the database, performing that check against all
the records for every transaction has great impact on performance. Therefore,
testing the policy under load is important.

Only when you are satisfied that your new rule/policy is functioning as expected
and does not adversely affect performance should it be migrated into production.

Managing Policies, Rules, and Conditions 10-57



Best Practices

10-58 Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager



11

OAAM Security and Autolearning Policies

This chapter describes the flows for the main scenarios in authentication and the
policies and rules that are shipped with the product as part of the OAAM base
snapshot. This chapter also includes autolearning policies that are shipped out of the
box.

Policies are also included as separate policy files to import but they require that you
import questions, entities, and patterns, and set up autolearning related properties.

11.1 Authentication Flow

Figure 11-1 shows the authentication flow of OAAM server when a user logs in to an
application that is protected by Oracle Adaptive Access Manager.
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Forgot Password Flow

Figure 11-1 Authentication Flow
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11.2 Forgot Password Flow

The Forgot Password flow allows the users to reset their password after successfully
answering all challenge questions.
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Figure 11-2 Forgot Password Flow
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11.3 Reset Password (KBA-Challenge) Flow

Challenge Reset enables users to reset their challenge registration.
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Figure 11-3 Reset Password
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11.4 OAAM Checkpoints and Responsibilities

The following table lists the OAAM checkpoints and their responsibilities.

Table 11-1 OAAM Checkpoints and Responsibilities

CheckPoint Name

Responsibilities

Pre-Authentication

Determine if the request has to be BLOCKED

Device Identification

Determine how to identify the device

AuthentiPad

Determine which authentication pad to use

Post Authentication

Determine if the user has to be ALLOWED or BLOCKED

Registration Determine which pieces of user information is pending registration
Challenge Determine which mechanism to use to challenge the user
CSR KBA Challenge Applicable when customer calls in for service. Reset settings is performed through

CSR KBA Challenge.

Forgot Password

Activity to reset password performed based on challenge

Preferences

Sets the user information (Image, phrase, OTP settings, and so on)

11.5 Out-of-the-Box OAAM Policies

OAAM comes standard with out-of-the-box policies pre-built to detect suspicious
activity.
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11.5.1 Pre-Authentication Policies

Pre-authentication policies are summarized in this section.

11.5.1.1 OAAM Pre-Authentication

This policy stops fraudulent login attempts before the password is entered.
11.5.1.1.1  Policy Summary

Table 11-2 OAAM Pre-Authentication Policy Summary

Summary Details

Purpose Stops fraudulent login attempts before the password is entered.
Scoring Engine Maximum

Weight 100

Group Linking All Users

11.5.1.1.2 OAAM Pre-Authentication Flow Diagram

Figure 11-4 OAAM Pre-Authentication Flow
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11.5.1.1.3 OAAM Pre-Authentication: Details of Rules

The table below shows the rule conditions and parameters in the OAAM
Pre-Authentication Policy.
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Table 11-3 OAAM Pre-Authentication Policy Rules Details

Rule

Rule Condition and Parameters

Results

Blacklisted Countries

Location: In Country group
Is In List = TRUE

Country in country Group=OAAM Restricted

Countries

Action = OAAM Block

Alert = OAAM Restricted Country
Score = 1000

Weight = 100

Blacklisted devices

Device: Device in group

Is in group = TRUE

Device in group = OAAM Restricted Devices

Action = OAAM Block

Alert = OAAM Restricted Device
Score = 1000

Weight = 100

WEBZIP used Device: Browser header substring Action = OAAM Block
Substring to check = WEBZIP Alert = OAAM Restricted Software
Score =1000
Weight = 100
Blacklisted IPs Location: IP in group Action = OAAM Block
Is in List = TRUE Alert = OAAM Restricted IP
IP List = OAAM Restricted IPs Score = 1000
Weight = 100
Blacklisted ISPs Location: ISP in group Action = OAAM Block

Is in List = TRUE
ISP List = OAAM Restricted ISPs

Alert = OAAM Restricted ISP
Score = 1000
Weight = 100

Blacklisted users

User: In Group
Is in group = TRUE
User Group = OAAM Restricted Users

Action = OAAM Block

Alert = OAAM Restricted User
Score = 1000

Weight = 100

11.5.1.1.4  Trigger Combinations

None

11.5.2 Authentication Pad Policies

The Authentication Pad policy is summarized in this section.

11.5.2.1 OAAM AuthenticationPad
This policy determines the OAAM Authentication Pad to use.

11.5.21.1

Table 11-4 OAAM AuthenticationPad Policy Summary

OAAM AuthenticationPad Policy Summary

Summary

Details

Purpose

Determines which OAAM Authentication Pad to use.
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Table 11-4 (Cont.) OAAM AuthenticationPad Policy Summary

Summary Details
Scoring Engine Average
Weight 100
Group Linking All Users

115212 OAAM AuthenticationPad Flow Diagram

Figure 11-5 OAAM AuthenticationPad Flow
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11.5.21.3 OAAM AuthenticationPad: Details of Rules

The table below shows the rule conditions and parameters in the OAAM
AuthenticationPad Policy.
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Table 11-5 OAAM Authentication Pad Policy Rules Details

Rule Rule Condition and Parameters Results

Challenge SMS Session: Check value in comma separated Action = OAAM Text Pad
values Alert = NONE
Parameter Key = AvailableChallengeTypes Score = 0

Value to Check = ChallengeSMS
Return if in list = TRUE

Registered Image and Caption

User: Authentication Image Assigned

Action = OAAM Personalized Pad

Is Assigned = TRUE Alert = NONE
Score =0
Key Pad User User: Authentication Mode Action = OAAM KeyPad
Authentication Mode is = Full Keypad Alert = NONE
Score =0
Challenge Email Session: Check value in comma separated  Action = OAAM Text Pad
values Alert = NONE
Parameter Key = AvailableChallengeTypes Score = 0

Value to Check = ChallengeEmail
Return if in list = TRUE

Register Challenge Question

Session: Check value in comma separated
values

Parameter Key = AvailableChallengeTypes

Value to Check =
RegisterChallengeQuestion

Return if in list = TRUE

Action = OAAM Question Pad
Alert = NONE

Score =0

Check if mobile browser is used

DEVICE: Check if device is using Mobile
Browser

Mobile Browsers Group = OAAM Mobile
Browsers Group

Default Return Value = FALSE

Action = NONE
Alert =OAAM Mobile Users

Score =0

Challenge Question

Session: Check value in comma separated
values

Parameter Key = AvailableChallengeTypes
Value to Check = ChallengeQuestion
Return if in list = TRUE

Action = OAAM Question Pad
Alert = NONE

Score =0

11.5.2.1.4

OAAM AuthenticationPad: Trigger Combinations
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Table 11-6 OAAM AuthenticationPad Policy Trigger Combinations

Description Combination Detail Result
Empty in the snapshot Check if Mobile Browser is Used = TRUE Action = OAAM HTML Pad
(Detect Mobile Browser) Challenge SMS = Any Alert = NONE

Registered Image and Caption =Any Score =0

Key Pad User = Any

Challenge Email = Any

Challenge Question = Any
Register Challenge Question = Any

Empty in the snapshot Check if Mobile Browser is Used = Any Action = OAAM Text Pad

(Unregistered Users) Register Challenge Question = Any Alert = NONE

Challenge SMS = FALSE Score =0

Registered Image and Caption = FALSE

Key Pad User = FALSE

Challenge Email = FALSE

Challenge Question = FALSE
Empty in the snapshot Register Challenge Question = Any Action = OAAM Text Pad Personalized
(Registered Users) Check if Mobile Browser is Used = Any Alert = NONE

Challenge SMS = FALSE Score =0
Registered Image and Caption = TRUE

Key Pad User = FALSE

Challenge Email = FALSE

Challenge Question = FALSE

11.5.3 Post-Authentication Policies

This section summarizes the post-authentication policies.

11.5.3.1 OAAM Post-Authentication Security

This policy evaluates the level of risk after authentication is successful. The possible
actions are Allow, Block, or Challenge.

11.53.1.1  OAAM Post-Authentication Security Policy Summary

Table 11-7 OAAM Post-Authentication Security Policy Summary

Summary Details

Purpose Evaluates the level of risk after authentication is successful. The possible
actions are Allow, Block, or Challenge.

Scoring Engine Maximum

Weight 100

Group Linking All Users

11.53.1.2 OAAM Post-Authentication Security Flow Diagram
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Figure 11-6 OAAM Post Authentication Security Flow
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11.56.3.1.3

OAAM Post-Authentication Security: Details of Rules

The table below shows the rule conditions and parameters in the OAAM
Post-Authentication Security Policy.

Table 11-8 OAAM Post Authentication Security Policy Rules Details

Rule

Rule Condition and Parameter Values

Results

Active Anonymizer

Location: IP in Group
Is in List = TRUE

IP in group = anonymizer_active

Action = OAAM Block
Alert = OAAM Active Anonymizer IP
Score = 1000

Suspect Anonymizer

Location: IP in Group
Is in List = TRUE

IP in group = anonymizer_suspect

Action = OAAM Challenge

Alert = OAAM Suspected Anonymizer
P

Score =700

Unknown Anonymizer

Location: IP in Group
Is in List = TRUE

IP in group = anonymizer_active

Action = OAAM Challenge

Alert = OAAM Unknown Anonymizer
IP

Score = 600

Private Anonymizer

Location: IP in Group
Is in List = TRUE

IP in group = anonymizer_private

Action = OAAM Challenge
Alert = OAAM Private Anonymizer IP
Score =700

Risky Connection Type  Location: IP Connection Type in Group Action = OAAM Challenge
Isin List = TRUE Alert = OAAM Risky Connection type
Connection type in group = OAAM High Score =700
Risk Connection Types

User Blocked Recently User: Action Timed Action = OAAM Challenge

Check Action = BLOCK
In seconds = 28800
More than =2

Alert = User Blocked Recently
Score =700

Maximum Users per
Device

Device: User Count
Seconds Elapsed = 2592000

Max number of users allowed =5

Action = OAAM Challenge
Alert = OAAM Device Multiple Users
Score = 500

Dormant IP

Location: IP Connection type in group
Is in List = FALSE

Connection type group = OAAM Mobile
Connections

Location: IP Excessive Use
Number of Users = 4
Within (hours) = 24

And not used in days = 30

Action = OAAM Challenge
Alert = OAAM Dormant IP
Score = 500
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Table 11-8 (Cont.) OAAM Post Authentication Security Policy Rules Details

Rule

Rule Condition and Parameter Values

Results

Surge of Users from IP

Location: IP Connection type in group
Is in List = FALSE

Connection type group = OAAM Mobile
Connections

Location: IP is AOL

Is AOL = False

Location: IP Maximum Users
Seconds Elapsed = 300

Max number of users =3

Action = OAAM Challenge
Alert = OAAM IP Multiple Users
Score = 600

Risky countries

Location: In Country Group
Is in List = TRUE

Country in country group = OAAM
Monitoring Countries

Action = OAAM Challenge
Alert = OAAM Monitored Country
Score = 500

Dormant Device

Device: Excessive Use
Number of Users = 4
Within (hours) = 24

And not used in (days) = 30

Action = OAAM Challenge
Alert = OAAM Dormant Device
Score = 500

Device with Many
Failures

Device: Timed not status
Authentication status is not = SUCCESS
Within duration (seconds) = 28800

For more than 4 (times)

Action = OAAM Challenge

Alert = OAAM Many Failures from
Device

Score =600

Maximum Devices per
User

User: Check Devices Used
Maximum number of devices = 2

Within duration (seconds) = 28800

Action = OAAM Challenge
Alert = OAAM Max Devices for User
Score =300

Risky Device

Device: In List
Is in group= TRUE
Device in group = OAAM Risky Devices

Action = OAAM Challenge
Alert = OAAM Risky Device
Score = 700

Device Maximum
Velocity

Device: Velocity from last login
Last Login within (Seconds) = 72000

Miles per Hour is more than = 600

Action = OAAM Challenge

Alert = OAAM Device Maximum
Velocity

Score =700

Risky IP

Location: IP in group
Is in List = TRUE
IP List = OAAM Risky IPs

Action = OAAM Challenge
Alert = OAAM Risky IP
Score =700

11.5.3.14

None

11.5.3.2 OAAM Predictive Analysis

This policy harnesses the predictive capabilities of Oracle Data Miner. The rules in this
policy are only functional if Oracle Data Miner is configured.

11.5.3.2.1

OAAM Post-Authentication Security: Trigger Combinations

OAAM Predictive Analysis Policy Summary
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Table 11-9 OAAM Predictive Analysis Policy Summary

Summary Details

Purpose Harnesses the predictive capabilities of Oracle Data Miner. These rules are only
functional if Oracle Data Miner is configured.

Scoring Engine Maximum

Weight 100

Group Linking Linked Users

11.53.22 OAAM Predictive Analysis Flow Diagram

Figure 11-7 OAAM Predictive Analysis Policy Flow

| sTART

is anomalous

Fredict if currant session

Predict if current session
iz fraudulent

ALERT:; QAAM Anomalous User Request
SCORE: 600

ALERT: OAAM Suspected Fraudulent Reguest
SCORE: 700

11.53.23 OAAM Predictive Analysis Policy: Details of Rules

The table below shows the rule conditions and parameters in the OAAM Predictive

Analysis Policy.

Table 11-10 OAAM Predictive Analysis Policy Rules Details

Rule

Rule Condition and Parameters Results

Predict if
current session
is fraudulent

USER: Check Fraudulent User Request Action = NONE
Classification Model = OAAM Fraud Request Model ~Alert = OAAM Suspected Fraudulent

Required Classification = Fraud request
Minimum Value of Probability required = 0.70 Score =700
Maximum Value of Probability required = 1.00
Default Value to return if error = FALSE
Predict if USER: Check Anomalous User Request Action = NONE
current session
is anomalous Anomaly Model = OAAM Anomalous Request Alert = OAAM Anomalous Request
Model Score = 600

Minimum Value of Probability required = 0.60

Maximum Value of Probability required = 1.00
Default Value to return if error = FALSE

11.53.24 OAAM Predictive Analysis Policy: Trigger Combination

None
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11.5.3.3 Auto-learning (Pattern-Based) Policy: OAAM Does User Have Profile

This policy checks if pattern autolearning is enabled and if a user has past behavior
recorded. Users with enough recorded behavior are evaluated against their own
profile while users without enough recorded behavior are evaluated against the
profiles of all other users.

11.5.3.3.1  OAAM Does User Have Profile Policy Summary

Table 11-11  Auto-learning (Pattern-Based) Policy: OAAM Does User Have Profile Summary

Summary Details

Purpose Checks if pattern autolearning is enabled and if a user has past behavior recorded.
Users with enough recorded behavior are evaluated against their own profile while
users without enough recorded behavior are evaluated against the profiles of all other

users.
Scoring Engine Maximum
Weight 100
Group Linking All Users

11.5.3.3.2 OAAM Does User Have Profile Flow Diagram

Figure 11-8 Autolearning (Pattern-Based) Policy: OAAM Does User Have Profile Flow

“
1

Does this user have a profile?

(ls property "verypt.tracker.autclearning.enabled” == true
AND ves | Execute Policy: OAAM

Is property ——=| Users vs. Themselves
“verypl.tracker. autclearning.use.auth.status.for.analysis” == true

AND

Does the user have more than 7 successiul logins?)

[

Exzcute Policy: OAAM
Users vs. All Users

11.5.3.3.3 OAAM Does User Have Profile: Details of Rules
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Table 11-12  Auto-learning (Pattern-Based) Policy Rules Details: OAAM Does User Have Profile

Rule Rule Condition and Parameters Results

Does user have a profile ~ System - Check Boolean Property Action = None
Property = verypt.tracker.autolearning.enabled Alert = None
Value = True Score =0

Default Return Value = True
System - Check Boolean Property

Property =
verypt.tracker.autolearning.use.auth.status.for.analysis

Value = True

Default Return Value = False
User - Check Login Count
Check only current user = True
Authentication Status = Success
In seconds =0

With Login more than =7

If Error return = False

Consider current request or not = True

11.5.3.34 OAAM Does User Have Profile: Trigger Combination

Table 11-13  Auto-learning (Pattern-Based) Policy: OAAM Does User Have Profile Trigger Combination

Description Combination Detail Result
If a user has enough recorded Does User have profile = TRUE Policy = OAAM users vs.
behavior in his profile he is themselves
evaluated by this policy. Alert = NONE
If a user does not have enough Does User have profile = ANY Policy = OAAM users vs. all users
recorded behavior in his profile he _

Alert = NONE

is evaluated by this policy.

11.5.3.4 Auto-learning (Pattern-Based) Policy: OAAM Users vs. Themselves

If a user has a sufficient amount of historical data captured, this policy is used to
evaluate his current behavior against his own historical behavior. This policy uses
pattern-based rules to evaluate risk.

115341 OAAM Users vs. Themselves Policy Summary

Table 11-14  Auto-learning (Pattern-Based) Policy: OAAM Users vs. Themselves Summary

Summary Details

Purpose Used to evaluate a user's current behavior against his own historical behavior. This
policy uses pattern-based rules to evaluate risk.

Scoring Engine Maximum

Weight 100

Group Linking Linked Users (It is a nested policy)

115342 OAAM Users vs. Themselves Flow Diagram
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Figure 11-9 Auto-learning (Pattern-Based) Policy: OAAM Users vs. Themselves Flow

Davice ACTION: OAAM Challenge
—= [Is this device used less than 10% in last month?] —=( ALERT: OAAM User: Device
SCORE: 700
Country ACTION: OAAM Challenge
— [Is this country used less than 20% in last 3 months?] —=( ALERT: OAAM User: country

SCORE: 700

Country and State

ACTION: CAAM Challenge

—| [Is this state used less than 10%: in last month?) —= ALERT: OAAM User: state
SCORE: 600
Time of day ACTION: OAAM Challenge
= [lIs this time-range used less than 3% in last month?) —»{ ALERT: OAAM User: time of day
SCORE: 500
ISP ACTION: CAAM Challenge
= [Is this ISP used less than 6% in last month?) —=( ALERT: OAAM User: ISP
SCORE:; 600
ASN ACTION: OAAM Challenge
= [I5 this ASMN used less than 6% in last month?] —={ ALERT: OAAM User: ASN

SCORE: 600

Connection type
—| [Is this connection type used less than 6% in last month?) —

ACTION: OAAM Challenge
ALERT: OAAM User: Conn type
SCORE: 600

Routing type used less frequently?
—=| [lIs this routing type used less than 6% in last 3 monthis?] e

ACTION: OAAM Challenge
ALERT: OAAM User: Routing type
SCORE: 600

Day of the week?
| [Is this user logging in for the first time on this day of the week in —»
last three months?]

ACTION: OAAM Challenge
ALERT: OAAM User: day of week
SCORE: 500

11.5.3.4.3 OAAM Users vs. Themselves: Details of Rules
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Table 11-15 Auto-learning (Pattern-Based) Policy Rules Details: OAAM Users vs. Themselves

Rule

Rule Condition and Parameters

Results

ISP

ENTITY: Entity is member of pattern less than some

percent times

Pattern Hit Percent less than = 6

Pattern name for membership = User: ISP profiling pattern
Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months

Time period for pattern membership =1

Member type for pattern membership = User

Action = OAAM Challenge
Alert = OAAM User: ISP
Score = 600

Connection type

ENTITY: Entity is member of pattern less than some

percent times

Pattern Hit Percent less than = 6

Pattern name for membership = User: ASN profiling pattern
Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months

Time period for pattern membership =1

Member type for pattern membership = User

Action = OAAM Challenge

Alert = OAAM User:
connection type

Score = 600

Routing type

ENTITY: Entity is member of pattern less than some

percent times

Pattern Hit Percent less than = 6

Pattern name for membership = User: Routing type profiling

pattern

Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership =1

Member type for pattern membership = User

Action = OAAM Challenge

Alert = OAAM User:
Routing type

Score = 600

Device

ENTITY: Entity is member of pattern less than some

percent times

Pattern Hit Percent less than = 10

Pattern name for membership = User: Device profiling

pattern

Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership =1

Member type for pattern membership = User

Action = OAAM Challenge
Alert = OAAM User: Device
Score =700

Day of the week

ENTITY: Entity is member of pattern bucket for first time

in certain time period

Pattern name for membership = User: Day of Week profiling

pattern

Is ConditionTrue = True

Time period type for pattern membership = Months
Time period for pattern membership =3

Member type for pattern membership = User

First time count = 1

Action = OAAM Challenge

Alert = OAAM User: day of
the week

Score = 500
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Table 11-15 (Cont.) Auto-learning (Pattern-Based) Policy Rules Details: OAAM Users vs. Themselves

Rule Rule Condition and Parameters Results

Country and State ENTITY: Entity is member of pattern less than some Action = OAAM Challenge
percent times Alert = OAAM User: state
Pattern Hit Percent less than = 10 _

Score = 600

Pattern name for membership = User: State profiling pattern
Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership = 1
Member type for pattern membership = User

Time of Day ENTITY: Entity is member of pattern less than some Action = OAAM Challenge
percent times Alert = OAAM User: time of
Pattern Hit Percent less than = 3 day

Pattern name for membership = User: timerange profiling Score = 500
pattern

Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership =1

Member type for pattern membership = User

ASN ENTITY: Entity is member of pattern less than some Action = OAAM Challenge
percent times Alert = OAAM User: ASN
Pattern Hit Percent less than = 6
Score = 600
Pattern name for membership = User: ASN profiling pattern
Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership =1
Member type for pattern membership = User
Country ENTITY: Entity is member of pattern less than some Action = OAAM Challenge
percent times Alert = OAAM User:
Pattern Hit Percent less than = 20 Country
Pattern name for membership = User: Country profiling Score = 700

pattern

Is Membership Count Less than patternHitPercent = True
Time period type for pattern membership = Months
Time period for pattern membership =3

Member type for pattern membership = User

115344 OAAM Users vs. Themselves: Trigger Combinations

None

11.5.3.5 Autolearning (Pattern-Based) Policy: OAAM Users vs. All Users

If a user does not have a sufficient amount of historical data captured this policy is
used to evaluate his current behavior against the historical behavior of all other users.
This policy uses pattern-based rules to evaluate risk.

11.5.3.51 OAAM Users vs. All Users Policy Summary
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Table 11-16  Auto-learning (Pattern-Based) Policy: OAAM users vs. All Users Summary

Summary Details

Purpose Evaluates the user's current behavior against the historical behavior of all other users.
This policy uses pattern-based rules to evaluate risk.

Scoring Engine Maximum

Weight 100

Group Linking

Linked Users (It is a nested policy)

Figure 11-10

| START

last & months?]

last & months?]

11.53.5.2 OAAM Users vs. All Users Flow Diagram

Auto-learning (Pattern-Based) Policy: OAAM Users vs. All Users Flow

Users: Day of the week ACTION: OAAM Challengs
[Has user logged in less than 5% of the times on this —| ALERT: CAAM Users: day of week
day of week, compared to other users' day of login in SCORE: 300

User: Country ACTION: OAAM Challenges
[Has user logged In less than 3% of the times from this ——| ALERT: OAAM Usars: country
country as compared to other users’ country of login in SCORE: 500

Users: Time of Day ACTION: OAAM Challenge

[Has user logged In less than 5% of the times on this —=| ALEAT. CAAM Lisers: time of day
time of day. compared to other user's time of the day of SCORE: 300

login in last & months?)

Users: Connection type ACTION: CAAM Challengs

[Has user logged in less than 5% of the times from this ——=| ALERT: OAAM Users: conn type
connection type as compared to other users’ connection SCORE: 500

type in last & monthis )

Users: Locale C ACTION: CAAM Challenge
[Has user logged in less than 3% of the times with this —| ALERT: OAAM Users: locale
locale as compiared to other users’ locale of login in SCORE: 500

last 1 year?]

11.5.3.5.3 OAAM Users vs. All Users: Details of Rules
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Table 11-17 Auto-learning (Pattern-Based) Policy Rules Details: OAAM Users vs. All User

Rule

Rule Condition and Parameters

Results

Users: Day of the week

ENTITY: Entity is member of pattern bucket less
than some percent with all entities in picture

Pattern Bucket Hit Percent less than =5

Pattern name for membership= User: Day of the
week profiling pattern

Is membership count less than pattern hit percent =
true

Time period type for pattern membership =
Months

Time period for pattern membership = 6

Member Type for pattern membership = User

Action = OAAM Challenge
Alert = Users: Day of the week
Score =300

Users: Country

ENTITY: Entity is member of pattern bucket less
than some percent with all entities in picture

Pattern Bucket Hit Percent less than = 3

Pattern name for membership= User: Country
profiling pattern

Is membership count less than pattern hit percent =
true

Time period type for pattern membership =
Months

Time period for pattern membership = 6

Member Type for pattern membership = User

Action = OAAM Challenge
Alert = Users: Country
Score = 500
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Table 11-17 (Cont.) Auto-learning (Pattern-Based) Policy Rules Details: OAAM Users vs. All User

Rule

Rule Condition and Parameters Results

Users: Time of Day

ENTITY: Entity is member of pattern bucketless Action = OAAM Challenge
than some percent with all entities in picture

Pattern Bucket Hit Percent less than =5

Alert = Users: Time of day

Score = 300
Pattern name for membership= User: Time of day
profiling pattern

Is membership count less than pattern hit percent =
true

Time period type for pattern membership =
Months

Time period for pattern membership = 6

Member Type for pattern membership = User

Users: Connection type

ENTITY: Entity is member of pattern bucketless Action = OAAM Challenge
than some percent with all entities in picture

Pattern Bucket Hit Percent less than =5

Alert = Users: Connection type

Score = 500
Pattern name for membership= User: Connection
type profiling pattern

Is membership count less than pattern hit percent =
true

Time period type for pattern membership =
Months

Time period for pattern membership = 6

Member Type for pattern membership = User

Users: Locale

ENTITY: Entity is member of pattern bucketless Action = OAAM Challenge
than some percent with all entities in picture _ .
Alert = Users: Locale

Pattern Bucket Hit Percent less than = 3 Score = 500

Pattern name for membership= User: Time of day
profiling pattern

Is membership count less than pattern hit percent =
true

Time period type for pattern membership = Years
Time period for pattern membership = 6

Member Type for pattern membership = User

11.5.3.54 OAAM Users vs. All Users: Trigger Combinations

None

11.5.4 Registration Policies

Registration policies are summarized in this section.

11.5.4.1 OAAM Registration

This policy is used to determine the user information that needs to be registered.

11.5.41.1 OAAM Registration Policy Summary
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Table 11-18 OAAM Registration Policy Summary

Summary Details

Purpose Determines what parts of user information has to be registered
Scoring Engine Weighted Average

Weight 100

Group Linking All Users

115412 OAAM Registration Flow Diagram

Figure 11-11 OAAM Registration Flow

———| Check Registration —=| ACTIOMN: OAAM Register

——»| Users Question Status is NOT SET —=| Register Challenge CQuestions

— User Skipped Registration more than 3 times ——| Register Reguirad

——»| User Contact Infarmation is NOT SET —=| Register User Contact Information

—— LUser does not have image —| Hegister Prefarences

11.5.41.3 OAAM Registration: Details of Rules

Table 11-19 OAAM Registration Policy Rules Details

Rule Rule Condition and Parameters Results
Check Registration User: Account Status Action = OAAM Register
User Account Status = ACTIVE Alert = NONE
Is = FALSE Score =0
Register Questions User: Question Status Action = OAAM Register Challenge
User Question Status = Set Questions
Is = FALSE Alert = NONE
Score =0
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Table 11-19 (Cont.) OAAM Registration Policy Rules Details

Rule Rule Condition and Parameters Results
Skipped registration more than 3 User: Action Count Timed Action = OAAM Registration
times Checkpoint (Optional) = NONE Required
Action = Register User Optional Alert = NONE
In seconds = 300 Score =0
Count Action only once per
session? = TRUE
More Than =3
Register User Information User: Check Information Action = OAAM Register User
Information
Key to comma separated values to
check = RequiredChallengelnfo Alert = NONE
If Information is set, return = Score =0
FALSE
Register Image and Caption User: Authentication Image Action = OAAM Register Preferences
Assigned Alert = NONE

Is Assigned = FALSE Score = 0

115414 OAAM Registration: Trigger Combinations

None

11.5.5 Challenge Policies

Challenge policies are presented in this section.

11.5.5.1 OAAM Challenge

This policy determines how the user has to be challenged. All the decision making in
this policy is achieved using trigger combinations.

11.5.5.1.1  OAAM Challenge Policy Summary

Table 11-20 OAAM Challenge Policy Summary

Summary Details

Purpose Determines how the user has to be challenged. All the decision making in this policy
is achieved using trigger combinations.

Scoring Engine Weighted Average

Weight 100

Group Linking All Users

11.5.5.1.2 OAAM Challenge Flow Diagram
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Figure 11-12 OAAM Challenge Flow

| START

Risk Score is NOT HIGH
Mo Challenge Questions
Mo Challenge Email
Mo Challenge SMS

FALSE

=

Risk Score is HIGH
Challenge SMS Available  FALSE

Max Failed SMS=False —l

Risk Score Is HIGH

Max Failed Email is FALSE
Challenge Email available

FALSE

|

Max Failed Questions is FALSE
Questions Active is TRUE

FALSE

]

Challenge SMS5 is TRUE
Max failed SMS is FALSE

FALSE

-

Max Failed Email Is FALSE FALSE

Challenge Email available

SMS Available = FALSE
EMAIL Awvailable = FALSE
Questions Active = FALSE
High Risk Score = TRUE

-

THUE TRUE TRUE TRUE TRUE TRUE TRUE FALSE
ACTION: ACTION: ACTION: ACTION: ACTION: ACTION: ACTION: ACTION:
QAAM QAAM QAAM OAAM QAAM QAAM QDAAM OAAM
Allow Challenge Challenge Challenge Challenge Challenge Block Challenge

SMS Email Question SMS Email Block
11.55.1.3 OAAM Challenge: Details of Rules
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Table 11-21 OAAM Challenge Policy Rules Details

Rule Rule Condition and Parameters Results

Max failed SMS attempts User: Check OTP failures Action = NONE
OTP Challenge Type = ChallengeSMS Alert = NONE
Failure More than or Equal To =3 Score =0

If above or equal = TRUE

Max failed Email attempts

User: Check OTP failures

OTP Challenge Type = ChallengeEmail
Failure More than or Equal To = 3

If above or equal = TRUE

Action = NONE
Alert = NONE

Score =0

Max failed Question attempts

User: Challenge Maximum Failures
Number of Failures More than or equal to =3
Current Question Count only? = False

If above or equal, return = True

Action = NONE
Alert = NONE

Score =0

Questions Active

User: Question Status

Action = NONE

User Question Status = Set Alert = NONE
Is = True Score =0

Challenge Email Available Session: Check value in comma separated values Action = NONE
Parameter Key = AvailableChallengeTypes Alert = NONE
Value to Check = ChallengeEmail Score =0

Return if in list = True

Challenge SMS Available

Session: Check value in comma separated values
Parameter Key = AvailableChallengeTypes
Value to Check = ChallengeSMS

Return if in list = True

Action = NONE
Alert = NONE

Score =0

Check for HIGH Risk Score

Session: Check Risk Score Classification
Risk score classification to check = High Risk

Default value to return in case of errors = False

Action = NONE
Alert = NONE

Score =0

11.55.1.4

OAAM Challenge: Trigger Combinations
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Table 11-22 OAAM Challenge Trigger Combinations

Description

Combination Detail

Result

Allow the user to register if
the risk score is not High and
if the user is not registered

Check for High Risk Score = False
Questions Active = False

Challenge Email Available = False
Challenge SMS Available = False
Max failed Question Attempts = Any
Max failed Email Attempts = Any
Max failed SMS Attempts = Any

Policy = NONE
Action = OAAM Allow
Alert = NONE

Score =0

Challenge the user with SMS
if the risk score is High and
he is registered for SMS and
has not failed the maximum
number of SMS challenges.

Check for High Risk Score = TRUE
Questions Active = Any

Challenge Email Available = Any
Challenge SMS Available = TRUE
Max failed Question Attempts = Any
Max failed Email Attempts =Any
Max failed SMS Attempts = False

Policy = NONE
Action = OAAM Challenge SMS
Alert = NONE

Score =0

Challenge the user with
email if the risk score is High
and he has registered for
email and he did not fail the
email challenge the
maximum number of times
yet.

Check for High Risk Score = HIGH
Questions Active = Any

Challenge Email Available = TRUE
Challenge SMS Available = Any

Max failed Question Attempts = Any
Max failed Email Attempts = FALSE
Max failed SMS Attempts = Any

Policy = NONE
Action = OAAM Challenge Email
Alert = NONE

Score =0

Challenge the user with
questions if he has challenge
questions active and has not
failed the maximum number
of challenges for questions

Check for High Risk Score = Any
Questions Active = TRUE

Challenge Email Available = Any
Challenge SMS Available = Any

Max failed Question Attempts = TRUE
Max failed Email Attempts = Any

Max failed SMS Attempts = Any

Policy = NONE

Action = OAAM Challenge Question

Alert = NONE

Score =0

Challenge the user with OTP
via SMS if he has not failed
Challenge SMS and he is
registered for SMS.

Check for High Risk Score = Any
Questions Active = Any

Challenge Email Available = Any
Challenge SMS Available = TRUE
Max failed Question Attempts = Any
Max failed Email Attempts = Any
Max failed SMS Attempts = FALSE

Policy = NONE
Action = OAAM Challenge SMS
Alert = NONE

Score =0
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Table 11-22 (Cont.) OAAM Challenge Trigger Combinations

Description

Combination Detail

Result

Challenge the user with
email if he is registered for
email and he did not fail the
email challenge the
maximum number of times
yet.

Check for High Risk Score = Any
Questions Active = Any

Challenge Email Available = TRUE
Challenge SMS Available = Any

Max failed Question Attempts = Any
Max failed Email Attempts = FALSE
Max failed SMS Attempts = Any

Policy = NONE
Action = OAAM Challenge Email
Alert = NONE

Score =0

Block the user if he has not
registered for questions or
OTP and the risk score is
High. This block can be
overridden using the "Temp
Allow" functionality.

Check for High Risk Score = TRUE
Questions Active = FALSE
Challenge Email Available = FALSE
Challenge SMS Available = FALSE
Max failed Question Attempts = Any
Max failed Email Attempts = Any
Max failed SMS Attempts = Any

Policy = NONE
Action = OAAM BLOCK
Alert = NONE

Score =0

Challenge Block the user if he ~ All rules with result = ANY

failed to answer all types of

challenge mechanisms. Note:

This block cannot be
overridden through the
"Temp Allow" functionality.

Policy = NONE
Action = OAAM Challenge BLOCK
Alert = NONE

Score =0

11.5.6 Customer Care Policies

Customer care policies are presented in this section.

11.5.6.1 OAAM Customer Care Ask Question

This policy determines if the user has active questions, more questions left for the

challenge, and how many challenges have failed.

11.5.6.1.1

OAAM Customer Care Ask Question Policy Summary

Table 11-23 OAAM Customer Care Ask Question Policy

Summary Details
Purpose Determines if the user has active questions, more questions remaining for challenges,
and how many challenges have failed.
Scoring Engine Weighted Maximum
Weight 100
Group Linking All Users
11.5.6.1.2 OAAM Customer Care Ask Question Flow Diagram
11.5.6.1.3 OAAM Customer Care Ask Question: Details of Rules
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Table 11-24 OAAM Customer Care Ask Question Rule Details

Rule

Rule Condition and Parameters Results

No Questions

USER: Question Status Action = OAAM No

. . User Questions
Triggers when users do not have questions Q

registered. Two possible scenarios are un-registered ~ Alert = NONE
users and users with questions reset by customer

Score =0
care.
Question status of the user Weight=100
User Question Status=Not Set
Is=True
Maximum Answers Failed USER: Challenge Channel Failure Action = OAAM Next
Question

Triggers when user failed maximum allowed
answers with current question. Count is combination Alert = NONE
of customer care and online challenge.

. N Score =0
1t srhas  fllurcounor vl overa spesfied. o
Challenge Channel=<select>
Current Question Count only? = true
Failures greater than or equal to = 3
Question Blocked User: Challenge Question Failure Action = OAAM
Checks how many questions have failures Reset Question
Failure more than or equal to=1 Alert = NONE
Score =0
Weight=100
Maximum Questions Failed User: Question Failure Action = NONE
Triggers when user fails the maximum allowed Alert = NONE
questions. Score = 0
Failure more than or equal to=3 Weight=100

11.5.6.1.4 OAAM Customer Care Ask Question: Trigger Combinations

None

11.6 Use Cases

The following sections provide security policy use case scenarios.

11.6.1 Use Case: WebZIP Browser

All users using a WebZIP browser must be blocked from attempting a login.

1.

2
3
4.
5

userl uses WebZip and tries to log in to the application.
userl is blocked.

The administrator logs in to OAAM Admin.

The administrator views the session for userl.

The administrator sees that Rule: "WEBZIP" used was triggered.
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11.6.2 Use Case: IP Risky User OTP Challenge

User "test user" is a registered user. He is traveling on business to a different country
and does not have access to email or phone. The IP he logs in from is considered a
risky IP and hence, he is challenged by SMS. Since he cannot access his OTP, he fails to
answer the OTP challenge by SMS. He is now challenged via KBA and unfortunately,
he forgot the answers to his challenge questions. He guesses and answers the
questions incorrectly. He is now locked out of the system. He calls the CSR and proves
his identity. The CSR unlocks the user so he can log in again.

1. OTPis set up for SMS and Email.

The auto-learning policy (OAAM does user have profile) is disabled.
The user is registered as testuser.

His IP is in the Risky IP group.

testuser tries to log in to the application.

testuser is challenged via SMS.

testuser answers incorrectly 3 times.

testuser is challenged via KBA.

© ® N o a M 0 Db

testuser answers challenge question incorrectly 3 times.

-
o

. testuser islocked out.
11. CSR must create a case and then unlock challenge questions for the user.

12. testuser is able to log in to the application successfully.

11.6.3 Use Case: Anonymizer IP - From the Group

User "anonymizer" logs in using an IP which is considered an anonymizer in the
Quova geolocation database. The user is blocked and a case is automatically created
with the proper information. The investigator works on the case, adds a disposition,
and closes the case.

Administrator
1. The administrator logs in to OAAM Admin.

2. He creates a new action instance using the action template "Create customer care
"
case".

3. He selects the "post -authentication" checkpoint, the Block action, a score of "1000,"
and case type "2".

User
1. New user "anonymizer" tries to log in to the application.
2. The user is blocked.
A fraud case is automatically created.
Investigator
1. The investigator logs in to OAAM Admin as an Investigator.
2. He opens the case and adds notes.

3. He closes the case with a disposition.
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11.6.4 Use Case: Pattern Based Evaluation

User "test user2" is a registered user. He resides in the United States and hence, all his
logins are typically from the United States. He is traveling on business to China and
performs a few logins from there. Since OAAM identifies that this is not the normal
behavior, it challenges the user.

Rules:

s The rule only triggers when the device used appears to have traveled faster than
600 MPH in the last 20 hours. A trigger results in a challenge action and
appropriate and informative alerts sufficient enough to determine why the
challenge was generated.

s The following rule only triggers a challenge action when both conditions are false:
Has this user used this country more than 2 times ever?

AND
Has this user used this country more than 10% in the last month?

s If a user is challenged post-authentication, and he has KBA active, and he does not
have OTP active and the risk is above 600, then he should be asked a KBA
question.
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Managing Groups

Groups are like items that have been collected to simplify configuration workloads.

This chapter introduces you to the concept of groups and the different types of groups
used in Oracle Adaptive Access Manager, and provides information on creating
groups and editing group memberships, and group details. It also provides details on
importing and exporting groups.

12.1 About Groups

As the security administrator, you must configure rules for actions and alerts, and rule
conditions for users, locations and IPs, and so on.

For example, to create a rule "Restricted IPS," you must add a condition to find out if
the user IP used for login is in the list of restricted IPs configured. The restricted IPs
are grouped together as RestrictedIPSGroup of type IP and the rule condition uses this

group.

12.2 Group Types

The following types of groups are available:

Table 12-1 Group Types

Type Description

ASN This group holds ASNs. Autonomous System numbers (ASNs) are globally unique
identifiers for Autonomous Systems. An Autonomous System (AS) is a group of IP
networks having a single clearly defined routing policy, run by one or more network
operators.

Actions This group holds the different out-of-the-box actions.

An action is an event activated when a rule is triggered. For example, block access,
challenge question, ask for PIN or password, and so on.

This is an enum group type.

Alerts This group contains four kinds of alerts with four levels of severity.

An alert is a message generated when a rule is triggered. For example, "login attempt
from a new country for this user."

Kinds of alerts are Fraud, Customer Care, Information, and Investigation.
Alert levels are Low, Medium, High, and Info.

Alerts are a special enum group type.

Authentication Status This group contains the status of the user when logging in.

This is an enum group type.
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Table 12-1 (Cont.) Group Types

Type

Description

Cities

This group contains cities. For example, Presque Isle, Alakanuk, Chattahoochee, and
SO on.

Connection Speed

This group contains the internet connection speeds or bandwidths (high, medium,
low).

This is an enum group type.

Connection Type

This group contains connection types. Common connection types to the internet are
Optical, T1/T3, Satellite, Cable, ISDN, Wireless, and so on.

This is an enum group type.

Countries This group contains countries. For example, black-listed countries.

Devices This group contains devices IDs. Device IDs are unique identifications for devices
such as PDA, cell phone, kiosk, and so on. For example, black-listed devices.

Generics This group contains members related to string, integer, or long number information.

Generic Longs

This group contains long numbers. For example, stolen Social Security numbers,
credit card numbers, or MAC addresses.

Generic Strings

This group contains generic strings. For example, if you wanted to permit anyone
who has a variation of Smith to log in (Smithson, Smithberg, Smithstein, and so on),
then you could define a prefix string of "Smith" for comparison. Another example: if
you want to block anyone from Pennsylvania, Transylvania, Spotsylvania, and so on,
from logging in, you can define a suffix string.

IP Carriers

This group contains carriers of Internet Protocol (IP) traffic.

IP Ranges This group contains a range of IPs.

IPs This group contains the IP addresses of the users.
Addresses may map to locations, although some addresses are unknown or private
(for example, 10.0.0.1).

ISP This group contains Internet Service Providers. Examples of ISPs are Comcast,
Verizon, AOL, and so on.

User Name This group contains login names of users. It is set up by the user. For example: "Bob"
is the login and the user is "xyz123."
User name may not be unique across applications. The unique combination would be
the Organization ID with the user name.

Routing Type This group contains routing types. Examples of routing types are POP, Satellite,

Anonymizer, International, and so on.

This is an enum group type.

Second-level Domains

This group contains second-level domain names.

A second-level domain is a domain directly below a top-level domain (TLD).
Second-level domains commonly refer to the organization that registered the domain
name.

Second-level domain names can be used to pass and block whole sites such as
*.example.org or entire intranet levels such as *.sales.* or *.admin.*

States

This group contains states. For example, black-listed states.
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Table 12-1 (Cont.) Group Types

Type Description

Top-level Domains This group contains top-level domain names (the last part of an Internet domain
name, that is, the letters that follow the final dot of any domain name).

Top-level domain names can be used to pass and block whole countries, for
example,.uk, .ru, or .ca, and entire communities, for example, .mil, .info, .gov, or edu.

Transaction Status This group contains the status of the user when a transaction is being performed.

This is an enum group type.

User ID This group contains User IDs. The customer uses a scheme to uniquely identify users.

The User ID may not be unique across applications. The unique combination would
be the Organization ID with the User ID.

A special type of group is the Organization ID. Organization ID is a primary user
group. A flag is set so that when users log in from the application, they are
autopopulated into the group if they are not already members. You can use members
of that group to scope policies.

12.3 Group Usage
Groups are used in the following items:
= Policies

A policy is linked to a User ID group or all users and members of the user group
or all users that are evaluated.

The Policy Tree shows the linking of User ID groups to policies.
= Rules within policies

OAAM Admin applies rules on specified users, devices, or location groups to
evaluate whether a fraud scenario occurred and to determine an outcome.

A rule can trigger an action group, or an alert group, or both.
= Conditions

Some conditions use groups as a parameter type. For example, IP in IP Group. The
condition takes IP Group name / IP as a parameter.

s Trigger combinations

Alerts in groups are specified in the trigger combination.
= Pre-condition

User groups can be excluded in a policy.
= Configurable Actions

Members of a User ID group can be added to a User ID group dynamically using
configurable actions.

12.4 User Flows

In the create and edit user flow, you always begin by searching for a group and then
viewing the details before deciding if you want to update group membership, edit
group details, or edit group members, or if you want to define a group.

As an example user flow, the group creation flow, is shown in Figure 12-1.
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Figure 12-1 Group Creation Flow
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12.5 Navigating to the Groups Search Page

From the Groups Search page, you can search, view, create, import, export, and delete
groups.

To open the Groups Search page:
1. Login to OAAM Admin.
2. From the Navigation tree, select Groups. The Groups Search page is displayed.

Alternative methods to open search pages are listed in Section 3.9, "Search, Create,
and Import."

The Groups Search page displays a Search section and a Search Results table that
shows a summary of the groups that match your search criteria.
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Figure 12-2 Groups Search page
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12.6 Searching for a Group

When the Groups Search page first appears, the Search Results table is empty. You
must press Search to see a list of groups in the Oracle Adaptive Access Manager
environment.

In the Groups Search page, you can search for a specific group you are interested in
by using the specific criteria in the search filter.

To search for a group:

1. Navigate to the Groups Search page, as described in Section 12.5, "Navigating to

the Groups Search Page."

2. Specify criteria to locate the group and click Search.

Clicking Reset instead of Search resets the search criteria.

Search parameter values are not required. If you choose to leave the fields blank,

all groups are displayed in your search results.
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The search filters are described in Table 12-2.

Table 12-2 Groups Search Filter Criteria

Filters and Fields

Descriptions

Group Name

Name of the group. You can enter the complete name or part of a group name. For
example, if you enter new, any group with new in any part of its name is displayed.

Cache Policy

Groups offer two Cache Policy options: Full Cache or None.

The "Full Cache" option caches group contents in server memory for the lifetime of
the server. Static lookup groups and read-only groups are good candidates for the
"Full Cache" option. Administrators must be careful using this option as it uses server
memory. A long list of elements can have an adverse affect since groups are re-cached
if there are changes to the list.

The "None" Cache Policy option does not use cache and consults the database every
time. Device group types are set to "None" because in most cases, they are dynamic
and manipulated while the server is running. If you have groups that stay static for
the lifetime of the server, you can use the "Full Cache" option instead of "None."

Group Type

Category to which the group belongs. The types are listed in Table 12-1

The groups that are displayed are those that match the criteria specified in the Group
Name, Group Type, and Cache Policy fields.

The option to sort is provided on every column in the Search Results table.

Each group has a name. If the description is too long to be fully shown, you can place
the mouse over the text to see the entire description.

In the Search Results table, click the hyperlinked group name of the group you are
interested in to view more details.

12.7 Viewing Details about a Group

The Group Details tab has summary, member, and usage tabs.

To view details about a group:

1.

Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

Enter the name of the group in the Group Name field and click Search.
Click the group name to view the Group Details page for that group.

The Summary tab shows general information about the group, such as the name,
type, cache policy, and description of the group.

Note: You cannot change the group type in the Group Details page.

From the members tab, you can add members to the group or select members of
the group to remove.

The members tab is labeled with the data type the group contains. For example, a
User ID group has a member tab labeled User ID.

The members tab shows all the members of the group. The members tab typically
shows member name/ ID, description, and any other critical attributes of
members. The exact information differs depending on the group type.
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Note: -You cannot edit existing Action elements and their properties.

5. From the Usage tab, you can view all the different locations a group is used
(conditions, overrides, configurable actions and so on) in a hierarchical fashion. If
the group is not used, you are not able to access the tab.

You can view the details of any node in the usage tree. For example, when you
click Rule A above Precondition xyz, the right hand side panel shows brief details
about Rule A and you can view additional details, if needed.

6. To view details about the entity that the group is used in, click its link.

Clicking the link launches the details page of that particular item in a new tab.

12.8 Adding an Entity to a Group

You could add an entity to a group or create a group and add the entity to it, or
remove an entity from a group, using the Add to Group button from details pages.

The Add to Group feature is described below:

Table 12-3 Add to Group

Feature

Description

Add entity to entity group

You can select an entity group from a list of entity groups with which the entity is not
already associated and add the entity to it. A User Group can be either a User ID or
User Name group type.

An entity cannot be added to the same entity group multiple times with the exception
of the alert.

An alert can be added to an Alert Group multiple times, since whenever an alert is
added to an Alert Group, a new instance of the existing alert is created and added to
the group.

Create a new entity group
and add entity to the
newly created group.

You can create a new entity group and add the entity to it. A user group can be of
either User ID or User Name group type.

Remove entity from entity

group

You can select multiple entity groups with which it is already associated and remove
the entity from the selected groups. Note: Removing users from Organization ID is
not recommended.

12.9 Group Characteristics

The following table shows a summary of group characteristics.

The Group column shows the type of groups available in the system.

The Group Member Type column shows whether the record is a primitive type (long,
string, and integer) or a structured type. An example of a structured type is Actions,
which has name, ID, and message

The Cache column shows the cache option that is recommended for the group.

The Create column shows whether the group can be created using the user interface
for groups.

The Edit column shows whether the group can be edited using the user interface for

groups.

Managing Groups 12-7



Creating a Group

Table 12-4 Summary of Group Characteristics

# Group Group Member Type Cache Create Edit
1 Actions Struct Yes No No
2 Authentication Long Yes No No
Status
3 Connection type Long Yes No No
4 Connection speed Long Yes No No
5 Routing Type String Yes No No
6 Transaction Status ~ Struct Yes No No
7 Alerts Struct Yes Yes Yes
8 Generic Integers,  Integer, String, Long Yes Yes Yes
Generic Strings,
Generic Long
9 ASN String Yes Yes Yes
10 IP Carriers String Yes Yes Yes
11 Top-level Domains String Yes Yes Yes
16 Second-level String Yes Yes Yes
Domains
12 Cities String Yes No No
13 Countries String Yes No No
14 States String Yes No No
15 ISPs String No Yes Yes
17 Device ID Long Yes Yes Yes
18 IPs P Yes Yes Yes
19 IP Ranges Struct Yes Yes Yes
20 User Name String Yes Yes Yes
21 Userld groups String Yes Yes Yes

12.10 Creating a Group
The process for creating a group involves:
1. Defining a Group
2. Adding Members to a Group

12.10.1 Defining a Group

The same group name cannot exist across the group types. For example, if an action
group called "Block" exists, you cannot create user name group called "block".

The steps for defining a group are:
Group Name and Group Type are required fields.

1. In the Navigation tree, double-click Groups. The Groups Search page is
displayed.

2. From the Groups Search page, click the New Group button or icon.
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Alternative methods to open create pages are listed in Section 3.9, "Search, Create,
and Import."

The Create Group screen is displayed.

3. In the Create Group screen, enter a group name and description.
The group name must be unique.

4. From the Group Type list, select a group type.
The types are listed in Table 12-1

Figure 12-3 Create Group screen
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5. Set the cache policy to Full Cache or None.

Note: ISP groups cannot be cached.

6. Click OK to create the group or Cancel to disregard the changes.
If you click OK, a new group is created.
A confirmation dialog is displayed.

7. Click OK to dismiss the dialog.
The Group Details page for the new group is displayed.

Now, you can add members to the new group.

12.10.2 Adding Members to a Group

You can add members to a new or an existing group.

Because there are multiple group types, the procedure you perform to add members to
a group depends on the group type. Refer to the following tables for the appropriate
procedure for the group you are creating.
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Note: When group members are added to certain group types like
"blacklisted countries," they are processed automatically since the
rules are pre- configured.

For example, the rule "Check if login is from a blacklisted country" is
pre-configured and attached to "blacklisted countries" by default.
Hence adding members to this group automatically starts rules
processing.

When you search for members, the ones that are already part of your group are not
available in your search results.

Note: The server must be restarted for enum elements to take effect.
Enum group types are actions, connection speed, connection type, and
SO on.

Create a new member to add to the group (no search/ filter option)
Table 12-5 lists groups that add members without an option to search or filter.

If you are adding members to a group listed in Table 12-5, see Section 12.11, "Creating
a New Element/Member to Add to the Group (No Search and Filter Options)."

Table 12-5 Create New Member (No Search Option)

Group Group Type  Member Type Create
Generic Integers, Generic Strings, Generic Long ~ Database Integer, String, Long Yes
ASN Database String Yes
IP Carriers Database String Yes
Top-level Domains Database String Yes
Second-level Domains Database String Yes

Add members from cities, states, and countries by filtering an existing list (no
creation option)

Table 126 lists groups that add members from cities, states, or countries by filtering an
existing list to find members and then adding the members to the group. The element
cannot be created for these groups.

If you are adding members to a group listed in Table 12-6, see Section 12.12, "Filtering
an Existing List to Select an Element to Add to the Group (No Creation of a New
Element)."

Table 12-6 Add Members by Filtering Existing (No Creation Option)

Group Group Type Member Type Create
Cities Database String No
Countries Database String No
States Database String No

Search for existing elements or create new elements

Table 12-7 lists groups that add elements by searching existing elements or creating
new elements and then adding them to the group.
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If you are adding elements to a group listed in Table 127, see Section 12.13, "Searching
for and Adding Existing Elements or Creating and Adding a New Element."

Table 12-7 Search for existing or create new elements

Group Group Type Member Type Create
ISPs Database String Yes
Device ID Database Long Yes
IPs Database P Yes
IP Ranges Database Struct Yes
User Name Database String Yes
Userld groups Database String Yes

Adding Alerts

For alerts you have the option to either search for an existing alert or create a new alert
before adding it to the Alert group.

If you are adding alerts to an Alert group, see Section 12.14, "Adding Alerts to a
Group."

Search and add existing elements only (No Creation)

Table 12-8 lists the groups that add members by searching for existing elements and
then adding them to the group. You do not have the option to create a new element
through the Groups user interface. To create a new element, you must use the
Properties Editor.

If you are adding elements to a group listed in Table 12-8, see Section 12.15, "Searching
for and Adding Existing Elements."

Table 12-8 Search and add existing only (no creation option)

Group Group Type Member Type Create
Actions Enum Struct No
Authentication Status Enum Long No
Connection type Enum Long No
Connection speed Enum Long No
Routing Type Enum String No
Transaction Status Enum Struct No

12.11 Creating a New Element/Member to Add to the Group (No Search
and Filter Options)

The following groups add new elements/members by entering values for the
elements.

= ASN
= Generic Integers
= Generic Longs

= Generic Strings
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s IP Carriers
= Second-level Domains
s Top-level Domains
To add an element to a group:
1. In the Group Details page, click Add Member.
The Add Member dialog is displayed.
2. Inthe Add Member dialog, enter the value for the new member that are added to

the group.
Table 12-9 Create Parameters
Group Create Parameters
Generic Integers, Generic Strings, Generic Long Value
ASN ASN
IP Carriers Name
Top-level Domains Name
Second-level Domains Name

3. Click Add to add the member to the group or Cancel to disregard the changes.

If you click Add, the member is created and added. A confirmation is displayed
with the message, "The new element created successfully.”

4. Click OK.
The Group Details page is displayed.

12.12 Filtering an Existing List to Select an Element to Add to the Group
(No Creation of a New Element)

The following groups listed add members by filtering an existing list and then
selecting an element to add. The element cannot be created for these groups.

s Cities
s States

s Countries

Note: To create a city, state, or country location group, you must
populate the geolocation data. Geolocation data provides information
about countries, states, and cities.

12.12.1 Adding a City to a Cities Group

To add cities to a cities group:

1. In the Cities tab of the Group Details page, click Add.
The Add Cities dialog is displayed.

2. Select the country from the available country drop-down.

The states of that country are made available in the states drop-down.
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Select the state from the available states drop-down.

Based on the selection of the state, the cities are listed in the Available Cities table.
From the Available Cities table, select one or more cities to add to the group.
Click Add.

The cities are added successfully to the group.

12.12.2 Adding a State to a States Group

To add states to a states group:

1.

In the States tab of the Group Details page, click Add.
The Add Member dialog is displayed.
Select a country.

On selection of the available country, the available states are listed in the States
table.

From the Available States table, select one or more states to add to the group.
Click Add.
The states are added successfully to the group.

12.12.3 Adding a Country to a Country Group

To add countries to a countries group:

1.

In the Countries tab of the Group Details page, click Add.
The Add Member dialog is displayed.

From the Available Countries table, select one or more countries to add to the
group.
Click Add.

The countries are added successfully to the group.

12.13 Searching for and Adding Existing Elements or Creating and
Adding a New Element

For the following groups listed you have the option to either search for and add
existing elements or create a new element to add.

IP Range
User ID
Devices
User Name
P

Internet Service Provider

When you search for members, the ones that are already part of your group are not
available in your search results.

Because the procedures for alert groups are different from the other groups listed
earlier, separate sections are provided.
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12.13.1 Selecting an Element to Add as a Member to the Group

To add an existing element as a member of the group, follow these steps:
1. In the Group Details page, click Add Member.
The Add Member page is displayed.

2. Inthe Add Member page, select Search and select from the existing elements.
Figure 12-4 Search and Select Member
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3.

Specify the filter criteria to find an element or list of elements and click Search.

Table 12-10 Searching for Elements

Search Filter

Description

Application ID An application identifier used to look up properties based on application.

User ID User's identification number

User Name Login name of the users

Device ID String that uniquely identifies each device and is autogenerated by the application

IP Address Address mapped to a location usually, although some addresses are unknown or
private

Group Name Name of the group. You can enter the complete name or part of a group name. For

example, if you enter new, any group with new in any part of its name is displayed.

Select each element you want to include in the group.

Click Add to add the element as a member of the group or Cancel to disregard the
changes.

If the element is added successfully, a confirmation is displayed.

Click OK to dismiss the dialog.

Example 1: Adding a Device to a Group of Interest Using Groups Interface
To add an existing device to a group:

1.

2
3.
4

@

Log in to the OAAM Admin Console.
Double-click Groups in the Navigation tree.
Search for the Device group.

In the Search Results table, click the name of the Device group. The Device Details
page appears.
Click Members tab.

Click the Add Member to this Group icon on the toolbar. The Add Devices dialog
appears.

Choose the Search and select from the existing Devices option and search for the
Device ID.

Select the Device ID and click Add.

Click OK to dismiss the confirmation dialog.

Example 2: Adding an IP to a Group of Interest Using the Groups Interface
To add an existing IP to a group:

1.

2
3.
4

Log in to the OAAM Admin Console.
Double-click Groups in the Navigation tree.
Search for the Device group.

In the Search Results table, click the name of the Device group. The Device Details
page appears.
Click IPs tab.
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6. Click the Add Member to this Group icon on the toolbar. The Add Devices dialog
appears.

7. Choose the Search and select from the existing IPs option and search for the IP
address.

8. Select the IP address and click Add.
9. Click OK to dismiss the confirmation dialog.

12.13.2 Creating an Element (Member) to Add to the Group

To create a new member and add it to the group:
1. In the member tab of the Group Details page, click Add Member.
2. Inthe Add Member page, select Create New Element.

Figure 12-5 Add Member
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3. Type in the values for the member.

Table 12-11 Create Parameters

Group Create Parameters
ISPs NA
Device ID Device ID
IPs P
IP Ranges From IP
To IP
Description
Login Ids Login ID
Userld groups User ID

4. Click Add to create and add the new member to the group or Cancel to disregard
the changes.

If the new element was created successfully, a confirmation dialog is displayed.

5. Click OK to dismiss the dialog.
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12.14 Adding Alerts to a Group

Procedures for adding alerts to an alert group are provided in the following sections.

12.14.1 Selecting an Existing Alert to Add to the Alert Group

To select from existing alerts to add to an alert group:

1. In the Alerts tab of the Group Details page, click Add Member.

2. Inthe Add Member page, select Search and select from the existing elements.
3. Specify the criteria for the specific alert or a list of alerts you are interested in and

click Search.

Table 12-12 Searching for Alerts

Search Criteria Description

Alert Message Message to notify administrators
Level High, Information, Low, Medium
Type CSR, Fraud, Information, Investigation

4. In the Search Results table, select the alerts you want to include in the alert group.
5. Click Add to add the alerts to the group or Cancel to disregard the changes.

If you click Add, the alerts are added.

A confirmation dialog is displayed.
6. Click OK to dismiss the dialog.

The Group Details page is displayed with the added alerts.

When an existing alert is added to another group, a copy of the alert is added with a
different unique Alert ID. If you were to change the message in one of the alerts, the
change does not propagate to the other alerts.

12.14.2 Creating a New Alert to Add to the Alert Group

To create a new alert to add to the alert group:
1. In the Alerts tab of the Group Details page, click Add Member.

2. Inthe Add Member page, select Create new element.

Table 12-13 Create Parameters for Alerts

Group Create Parameters
Alerts Alert Type

Alert Level

Alert Message

3. Select the alert type.

The alert types you can select from are Fraud, Customer Care, Information,
Investigation.

4. Select the alert level.

The alert levels to select from are Low, Medium, High, and Information.
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Type in the alert message in the Alert Message box.

For example: a "High Fraud" alert may require that you notify a manager (and the
customized message has the manager's phone number), whereas an "Info"
Information alert may have no message at all.

Figure 12-6 Create an alert

Add alerts
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Click Add to create and add the new alert to the alert group or Cancel to disregard
the changes.

If you click Add, the alert is added.
When the confirmation dialog appears, click OK to dismiss the dialog.

12.15 Searching for and Adding Existing Elements

For the following groups listed you can only search and add existing elements to the
group. You do not have the option to create a new element.

Authentication Status
Connection Type
Connection Speed
Routing Type
Transaction Status

Actions

To create or edit elements, you must use the Properties Editor.

When you search for members, the ones that are already part of your group are not
available in your search results.
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Because the procedure for the action group is different from the other groups listed
earlier, a separate section is provided for actions.

12.15.1 Selecting an Element to Add as a Member to the Group

To add an existing element as a member of the group, follow these steps:

1.

a k& ® N

In the Group Details page, click Add Member.

The Add Member page is displayed.

In the Add Member page, select Search and select from the existing elements.
Specify the filter criteria to find an element or list of elements and click Search.
Select each element you want to include in the group.

Click Add to add the element as a member of the group or Cancel to disregard the
changes.

If the element is added successfully, a confirmation is displayed.

Click OK to dismiss the dialog.

12.15.2 Adding Actions to an Action Group

Follow these steps for adding actions to an action group:

12.15.2.1 Selecting an Existing Action to Add to an Action Group

To search and select an action from existing actions:

1.
2.
3.

In the Actions tab of the Group Details page, click Add Member.
In the Add Member page, select Search and select from the existing elements.

Search for a specific action or a list of actions by using the Search filter and clicking
Search.

The list of actions includes actions, such as Allow, Block, Challenge, and others.
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Figure 12-7 Search for an Action
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4. Select the row for each action you want to include in the group and click Add.

5. When the confirmation dialog is displayed, click OK.

The actions are added to the Action Group and the Group Details page displays

the new action.

12.15.2.2 Creating a New Action to Add to an Action Group

You can only search and add existing actions to the Action group. To create or edit
actions, you must use the Properties Editor.

The actions that you create are only intended to be used as trigger actions for
configurable actions. These actions do not have any effect on applications directly.

12.16 Editing a Member of a Group

To edit a member of a group, follow these steps:
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For a list of the groups in which members can be edited, see Table 12-14, " Editing a
Member of a Group".

1. Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

2. Specify criteria in the Search filter to locate the group that contains the member
you want to edit.

Click Search.
In the list of groups, click the name of the group that contains the member.
In the Members tab, select the member and click the Edit button.

In the Edit Element screen, make the appropriate modifications.

N o g k0

Click Apply to save the changes or Revert to discard them.

Table 12-14 Editing a Member of a Group

Group Edit
Actions No
Authentication Status No
Connection type No
Connection speed No
Routing Type No
Transaction Status No
Alerts Yes
Generic Integers, Generic Strings, Generic Long Yes
ASN Yes
IP Carriers Yes
Top-level Domains Yes
Second-level Domains Yes
Cities No
Countries No
States No
ISPs Yes
Device ID Yes
IPs Yes
IP Ranges Yes
Login Ids Yes
Userld groups Yes

12.17 Removing Members of a Group
To remove members of a group:

1. Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."
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Specify criteria in the Search filter to locate the group with the members you want
to delete.

Click Search.
In the Results table, select the group you want to remove members from.
The Group Details page is displayed.

In the Members tab, select members of the group you want to remove and click
Delete.

A confirmation appears, asking if you want to delete the member from the group.
Click Yes.

A dialog appears with the message that the selected member is deleted
successfully.

Click OK to dismiss the dialog.

12.18 Removing a User from a User Group

To remove a user from a user group:

1.

@ o » w N

Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

Specify criteria to locate the group you want to remove the user from.

Click Search.

In the Results table, click the name of the user group.

In the Group Details page, click the User ID tab.

Select the row with the user ID of the user you want to remove and click Delete.

A dialog appears with the message, "Are you sure you want to delete the member
from the group?"

Click Yes to confirm.

A confirmation dialog appears with the message, "Selected members are deleted
successfully."

Click OK to dismiss the dialog.

12.19 Exporting and Importing a Group

You can use the Export and Import Groups commands to export and import a group
as a ZIP file.

12.19.1 Exporting a Group

To export a group:

1.

Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

Specify criteria in the Search filter to locate the group.
Select all the rows corresponding to the groups you want to export.

Select Export Selected from the Actions menu.
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5.

When the export dialog appears, select Save File, and then OK.
The file is exported and saved as a ZIP file.

12.19.2 Importing a Group

To import a group:

1.

Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

In the Groups Search page, click the Import Group button. The Import Groups
screen appears.

In the Import Groups dialog box, type the path and name of the file; or use the
Browse (...) button to locate the ZIP file that contains the groups, and then select
the file.

Click Open and then click OK.

An Imported List dialog appears with the list of groups that have been imported
along with the general details.

Click OK.

If the file contains groups with the same names as the existing groups, the groups
are updated/overwritten. If the file contains groups with names that do not exist,
the groups are added to the system.

If you are importing a delete script, the groups are deleted from the system.

If you try to import groups in an invalid format, an error is displayed.

12.20 Deleting Groups

To delete groups:

1.

Navigate to the Groups Search page, as described in Section 12.5, "Navigating to
the Groups Search Page."

In the Groups Search page, search for a specific group or a list of groups you are
interested in by using the specific criteria in the Search filter and clicking Search.

Select the rows corresponding to each group you want to delete and click Delete.

If the groups selected for deletion are not used or linked to a policy, a confirmation
dialog is shown asking for a confirmation. If you answer "yes," those groups are
deleted.

When multiple groups are selected for deletion and if some of the groups are used
or linked to other systems, a message appears, telling you which ones can be
deleted and which ones are in use or linked and cannot be deleted. Links to a
usage tree are available for each of the used/linked groups. In the dialog, you are
also given the option to delete the ones that are not in use.

A confirmation is displayed, asking if you are sure you want to delete the group.
Click Yes to delete the groups.

A dialog is displayed with the message that selected groups are deleted
successfully.

Click OK to dismiss the dialog.
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12.21 Updating a Group Directly

You can update a group directly in the XML file. For example, you can perform a bulk
update to a blacklisted IP group based on a monthly list of high risk IPs gained from a
3rd party service.

To update a group directly:
1. Export the group you want to update.
For information, see Section 12.19.1, "Exporting a Group."
2. Open the XML and make the edits you want.
3. Import the group to either overwrite or append to the previous version.

For information, see Section 12.19.2, "Importing a Group."

12.22 Use Cases

This section describes example use cases for groups.

12.22.1 Use Case: Migration of Groups

Chuck is an Administrator migrating a 10.1.4.5 deployment to 11g R1+. He must
import his existing groups into the upgraded environment. All group types must be
tested for proper migration between 10.1.4.5 and 11g R1+.

1. Open Group in the Navigation tree.
2. Click Import Group in Groups Search page.
3. Import ZIP file of exported groups.

a. Browse for ZIP file containing groups.

b. Click OK.

4. Import Groups confirmation screen appears with information about the groups
imported (Group Name, Group Type, Cache Type, and Notes). Click OK.

12.22.2 Use Case: Create Alert Group and Add Members

The velocity rule you created (in Section 10.34.4, "Use Case: Add New Rule") needs an
alert group assigned to it so investigators can easily see that a rule was triggered and
why. Directions: Create a new alert group named "High velocity user." Craft a
message about the velocity rule that would be useful to an investigator such as this
"User appears to have traveled faster than 500 MPH since last login."

To create an alert group and add members:
1. Login to OAAM Admin as a security administrator.

2. In the Navigation tree, double-click Groups. The Groups Search page is
displayed.

3. Inthe Groups Search page, search for an existing alert group you can reuse.

a. Search for a group with Alerts as the Group Type and "velocity" as part of the
Group Name.

b. Select the group from the Search Results table.
c. From the Group Details page, click the Alerts tab.
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Alerts in the alerts group appear.
Check to see whether any alerts suit your needs.
Repeat Steps b, c, and d.

The alert groups do not contain the message that applies to your use case, so
you decide to create a new one.

4. Create an Alerts group.

a.

c

a o

Click the New Group to create a new alert group. The New Group screen is
displayed.

In the Group Name field, enter High velocity user.

From the Group Type list, select Alerts.

From the Cache Policy list, select the cache policy as "Full Cache."
Enter a description in the Description field.

Click OK. A confirmation message appears.

Click OK to dismiss the confirmation dialog.

The new High velocity user group is created successfully and the Group
Details page is displayed.

5. Add an alert with messaging about a user with non-plausible velocity.

a.
b.

a o

Click the Alerts tab to add alerts to the group.

In the Alerts tab, click the Add Member button.

In the Add Member page, select Create new element.
For Alert Type, select CSR.

For Alert Level, select Medium.

For Alert Message, enter "User appears to have traveled faster than 500 MPH
since last login."

Click Add to add the alert to the group.

A confirmation dialog appears with the message, "The new element created
successfully.”

Click OK to dismiss the dialog.

The High velocity user group appears in the Search Results table of the
Groups Search page.

An alternative scenario for this adding the alert is to search for the message, "User
appears to have traveled faster than 500 MPH since last login" and add that to the

group.

12.22.3 Use Case: Remove User from Group

The restricted users group is intended for users who have had high risk activity. This
practice helps protect the company and the users. The security team reviews the users
in this group on a quarterly basis or when a customer issue is being looked at.
Directions: Part A: Do a session search filtered to show only Phillip's activity for the
last six months. Add Phillip to the restricted users group. Part B: Oops you made a
mistake, please remove Phillip from the restricted users group since security team
practices recommend this.
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1. Login to OAAM Admin as an investigator.

2, In the Navigation tree, double-click Sessions. The Sessions Search page is
displayed.

3. In the Sessions Search page, perform a search using the following criteria.
a. In the Login Time fields, enter start and end dates for the last six months.
b. In User Name field, enter Phillip's user name.
c. Inthe Alert Level, select High.
There are no other high severity security alerts.
Copy Phillip's User ID from the search result's User ID column.
In the Navigation tree, double-click Groups.

In the Groups Search page, search for the Restricted User group.

4
5
6
7. In the Results table, click the group name, Restricted User.
8. Inthe Group Details page, click the User ID tab.

9. Click Add.

10. In the Add Member screen, select Create new element.

11. For User ID, enter Phillip's User ID and click Add.

A confirmation dialog appears with the message, "The new element created
successfully."

12. Click OK to dismiss the dialog.

You learn that you made a mistake and must remove Phillip from the restricted
users group since security team recommended this.

13. In the Navigation tree, double-click Groups.

14. In the Groups Search page, search for the Restricted User group.
15. In the Results table, click the group name, Restricted User.

16. In the Group Details page, click the User ID tab.

17. Select the row with Phillip's User ID and click Delete.

A dialog appears with the message, "Are you sure you want to delete the member
from the group?"

18. Click Yes to confirm.

A confirmation dialog appears with the message, "Selected members are deleted
successfully."

19. Click OK to dismiss the dialog.

12.22.4 Use Case: Block Users from a Black-listed Country

To block a user if the IP is in a given country group:

1. Navigate to the Policies Search page.

2. Enter the search criteria you want and click Search.

3. In the Results table, click the name of the policy you want to edit.
The Policy Details page appears.
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10.

11.
12.
13.

In the Policy Details page, click the Rules tab.

In the Rules tab, click Add.

In the New Rule page, enter the rule name as Location: From IP.
Click the Conditions tab.

In the Conditions page, click Add.

The Add Conditions page is displayed where you can search for and select the
Location: In Country Group condition and add it to the rule.

Click OK.
The parameters for the condition are displayed in the bottom subpanel.

In the parameters area, for Country in country group, select the Blacklisted
Country group.

Click Save.
In the Results tab, select Block as the action group.
Click Apply.

Figure 12-8 Black-Listed Countries
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12.22.5 Use Case: Company Wants to Block Users

An example of how groups work in policies and rules is described in this section.

In

this example, Company A observes a significant increase in high-risk alerts from a

collection of countries where customers do not normally log in from. Company A
wants to block users in those countries.

The steps to create a policy that blocks user of high-risk countries are summarized in
the following subsections. Three groups are created for this policy.

12.22.5.1 Create Country Blacklist Policy (1): Create Fraudulent Country Policy and
Rule
You must first create a Fraudulent Country policy with the following attributes:
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Table 12-15 Fraudulent Country Policy

Attribute Value

Name BlackListCountry

Checkpoint Post-Authentication (executed after the user enters the password)
Status Active

Scoring Engine Maximum

Weights 100

Rule and Condition

Rule contains "Condition: Location: In Country group - True"

Table 12-16

12.22.5.2 Create Country Blacklist Policy (2): Create Country Group

A group type, "countries" contains the names of countries that have committed fraud.

Next, create a country group with the following attributes and then edit the group to
add members.

Country Group

Attribute

Value

Group Name

Country_Blacklist

Group Type Countries

Cache Policy Full Cache

Description OAAM Country Blacklist Group
12.22.5.3 Create Country Blacklist Policy (3): Create Fraud High Alert Group
Alerts are indicators to fraud analysts. This alert group is used when a user from a
blocked country logs in, the rule triggers and outputs a high alert. The group contains
the alerts to trigger.
Create a Fraud High Alert group with the following attributes:

Table 12-17 Fraud High Alert Group

Attribute Value

Group Name

Loc_Blacklist

Group Type Alerts
Cache Policy Full Cache
Description OAAM Location Blacklist Group

Then, edit the group by setting;:

s Alert Level to ALERT_HIGH

= Alert Type to Fraud

»  Alert Message to LOC_BLACK LIST COUNTRY

12.22.5.4 Create Country Blacklist Security Policy (4 of 5): Create Block Action
Group

The result of a rule is an action that is executed as what should take place if the user
logs in from blocked country and in this case you block him indicating the client
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application to redirect the user to a page with an appropriate message, "You Have
Been Blocked."

Create a Block Action group with the following attributes:

Table 12-18 Block Group

Attribute Value

Group Name Block

Group Type Actions

Cache Policy Full Cache
Description Blacklist Action Group

Edit group by selecting Block from Available Actions.

12.22.5.5 Create Country Blacklist Security Policy (5 of 5): Attach Groups to
Fraudulent Country Rule

Attach the Blacklisted country group to the rule so that when the rule triggers all users
logging in from the countries in this list are blocked.

1. In OAAM Admin, query for BlackListCountry policy.
2. Add LocCountry_Rule that has Location: In Country group condition.
3. Define policy so that:
s Isin group: True
s Country in Country Group: Country_blacklist
= Score: 1000
= Weight: 100
= Action Group: Block
= Alert Group: Loc_Blacklist
4. Group Link - Set Group type to User ID

5. From Group select a group.

12.22.6 Use Case: Block Users from Certain Countries

If the policy is to block users from countries that have been identified for suspicious
activities, you could create Block Country, Fraud High Alert, and Block Action groups.

= Block Country group - Country names are populated in a group type "countries"
that have been identified for fraud

= Fraud High Alert group - This group contains the alerts to trigger to indicate to
analysts that a fraud scenario has occurred. This group is used when a user from a
blocked country logs in and the rule triggers and outputs a high alert.

= Block Action group - The result of a rule is an action that is executed--what
should take place--if the user logs in from a blocked country. In this case you block
him and indicate to the client application to redirect the user to a page with an
appropriate message "You Have Been Blocked."
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12.22.7 Use Case: Allow Only Users from Certain IP Addresses

If the policy is to allow only users from IP Addresses that have been white listed as
safe zones, you could create IP and Investigation Medium Alert groups:

s IP group - IP addresses are populated in a group type "IPs" that have been white
listed as safe zones by an institution. Allow only users from IP Addresses that
have been white listed as safe zones.

s Investigation Medium Alert group - Alerts are indicators to fraud analysts. Users
who log in from IP addresses that are not in the white list group generate a
medium alert. Alert type to Investigation.

12.22.8 Use Case: Check Users from Certain Devices

If the policy is to check users from devices reported for fraudulent activities, you could
create Device and Information Alert groups:

s Device group - Devices that have been identified as suspicious are populated in a
group type "devices." The devices are basically IDs that are generated based on
many attributes such as browser, characteristics, flash, cookie, and so on.

= Information Alert group - Alerts are indicators to fraud Analysts. When a user
from a device that is identified as fraudulent active [registered in the device
group] logs in the rule triggers and outputs an information type alert.

12.22.9 Use Case: Monitor Certain Users

If the policy is to monitor users who have been reported for fraudulent activities, you
could create User ID and Customer Care Alert groups:

s User ID group - Users who have been identified for fraud activity are populated
in a group of type "User ID."

s Customer Care Alert group - Alerts are indicators to fraud Analysts as well as for
Customer care representatives. When a suspicious user logs in the rule triggers
and outputs a customer care alert.

12.23 Best Practices

This section outlines some best practices for using groups.

= Do not set the Cache Policy to "Full Cache" if you are using the group only for
reports or for a group that is only collecting members and not used in any
evaluation. For example, you should not cache a group if you have a long list of
elements since groups are re-cached if there are any changes to the group.

= Ensure that the caching is set to "Full Cache" for action and alert groups.
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Managing the Policy Set

This chapter explains the management and use of the policy set in Oracle Adaptive
Access Manager.

This chapter contains these topics:

s Introduction and Concepts

= Navigating to the Policy Set Details Page
= Viewing Policy Set Details

= Editing a Policy Set

= Adding or Editing an Action Override

= Adding or Editing a Score Override

s Use Cases

= Best Practices for the Policy Set

13.1 Introduction and Concepts

This section introduces you to the concept of policy set and how it is used in Oracle
Adaptive Access Manager. It includes the following sections:

= Policy Set

m Action and Score Overrides

13.1.1 Policy Set

The policy set is a level of evaluation logic above the individual policies. The policy set
logic is a collection of functionality that executes after all the policies have executed for
a checkpoint. This functionality includes the calculation of the final risk score and any
overrides.

The policy set can be used to create action or score based overrides. The overrides
allow an administrator to account for special circumstances where the actions or score
generated by the policies may have an undesired effect. For example, to prevent a call
center from being swamped by calls if a rule is configured too conservatively, an
administrator can create an action override to convert a "Block" action if there are an
extremely high number of blocks in a short period of time.

The policy set has a few key features:

= The scoring engine used to combine the scores generated by the individual
policies into the final risk score is configured here.
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s It can be used to create an action or a score override.

13.1.2 Action and Score Overrides

Action and score overrides can be used to change the outcomes of a checkpoint.

When you create an Action Override, you specify an action to replace the action
triggered by individual rule. For example, an action override, which is based on "time"
and "action," can be used to limit the number of blocks or to control the number of
registrations with a specified time frame.

When you create a Score Override, you specify an action group, or an alert group, or
both to be triggered when the final risk score for a checkpoint falls within the specified
range. For example, if you set the score range to 500 - 1000 and specify an alert group,
the alerts are generated if the checkpoint risk score falls between 500 and 1000.

13.1.3 Before You Begin

Oracle Adaptive Access Manager is shipped with action overrides disabled (default).
If you want this feature enabled, set the following property to "true."

verypt.tracker.rules.allowControlledActions

13.2 Navigating to the Policy Set Details Page
Only one policy set is available.
To access the Policy Set Details page:
1. Expand the Navigation tree.
2. From the Navigation tree, select Policy Set.
Policy Set Details is displayed.
Alternatively, you can open the Policy Set Details page by:

= Right-clicking Policy Set in the Navigation tree and selecting Open Policy Set
from the context menu.

= Selecting Policy Set in the Navigation tree and then choosing Open Policy Set
from the Actions menu.

»  Clicking the Open Policy Set button in the Navigation tree toolbar.

13.3 Viewing Policy Set Details
The Policy Set Details page enables you to view and edit the details of a policy set.
It provides the following four tabs:

= Summary - Shows general details of the policy set and enables you to edit the
details and select a scoring engine.

= Score Overrides - Enables you to set a score override

= Action Overrides - Enables you to set an action override
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13.4 Adding or Editing a Score Override

To add or edit a score override:

1.
2.

Navigate to the Policy Set Details page.

Click the Score Overrides tab.

A list of existing score override appears.

To add a score override, click Add.

To edit a score override, select the override and click Edit.

The Add Score Override or Edit Score Override dialog appears.
Select the checkpoint you want this override to be applied to.
Enter the minimum and maximum scores.

The override triggers if the score falls between the minimum and maximum
scores.

Select the action that you want triggered in an override.
Select the alert to which you want triggered in an override.

Click Apply.

13.5 Adding or Editing an Action Override

To add or edit an action override:

Note: If a user/device/IP is already presented with the action in the
given duration, it continues with the same action and override is not
supplied.

Navigate to the Policy Set Details page.

Click in the Action Overrides tab.

A list of existing action overrides appears.

To add an action override, click Add.

To edit an action override, select the override and click Edit.

The Add Action Override or Edit Action Override dialog appears.
Select the checkpoint you want this override to be applied to.

In the From Action field, select the action that you want replaced.

For example, you might select Block so that you can convert the block to a
challenge question.

Specifying the To Action is optional. The From Action and To Action can be
same.

In the To Action field, select the action you want to use for the replacement.
For example, you might select Challenge to convert a block to a challenge.

From the Alert Group list, select the alert you want generated when this event
occurs.
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Alerts are indicators (messages) to personnel (CSR, Investigators, and so on). An
alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered all of
the alerts within the groups are activated.

For Duration, enter the number of minutes within which you want the To Action
to be triggered.

For example, you might enter the number "30" so that if within 30 minutes there
are more than 100 block, the system stops blocking people and starts challenging
those people who would have been blocked.

For Count, enter the number of events generated by the From Action.
For example, you might enter "100" to indicate more than ten blocks.

The count of the actions are incremented only if the action is from a different user,
IP, and device.

The count is updated only when the user, IP, and device are all unique. For
example, if these are not unique and if a device is blocked, the device continues to
be block in the specified duration instead of being challenged.

10. Click Apply.

13.6 Editing a Policy Set

To edit a policy set:

1.
2

Navigate to the Policy Set Details page.

To edit the policy set's general information, make the changes you want in the
Summary tab and then click Apply.

You can change the Policy Set's scoring engine and description.

For information on Scoring Engines, see Chapter 14, "Using the Scoring Engine."
OAAM Admin uses the scoring engine to calculate the numeric score applied
when calculating risk level.

If the changes are successful, a confirmation that the policy set details have
updated successfully appears.

To add or edit the score overrides, follow the instructions in Section 13.4, "Adding
or Editing a Score Override."

To edit the action overrides, follow the instructions in Section 13.5, "Adding or
Editing an Action Override."

13.7 Use Cases

This section describes example use cases for using policy set.

13.7.1 Use Case: Policy Set - Overrides

William is a Security Administrator and he must set the score and action overrides
such that when the score is between 500 and 700 for Pre-Authentication, a special alert
is triggered for immediate attention by the fraud investigators and the users are
"blocked instead of being "challenged."

1.

Edit Score Override
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When you create a Score Override, you specify an action group, or an alert group,
or an action and an alert group you want to be triggered when a score falls within
a specific range. For example, if you have set a minimum score of 500, you can
specify an action or alert group that you want to be triggered when the score
reaches 501.

a. Checkpoint: Pre-Authentication
b. Minimum score: 500

500 is the minimum score allowed before the score override is triggered.
c. Maximum score: 700

700 is the maximum score allowed before the score override is triggered.
d. Alert Group: new alert

Alerts are indicators (messages) to personnel (CSR, Investigators, and so on).
An alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered
all of the alerts within the groups are activated.

e. Action Group: Block

Oracle Adaptive Access Manager does not allow the user to access the system
if he is blocked.

Edit Action Override

When you create an Action Override, you specify an action to replace the action
triggered by individual rule. For example, an action override, which is based on
"time" and "action," can be used to limit the number of blocks or to control the
number of registrations with a specified time frame.

a. Checkpoint: Pre-Authentication
b. From Action: Challenge
To Action: Block

o

e

Alert Group: new alert

13.7.2 Policy Set - Overrides (Order of Evaluation)

William is a Security Administrator and he must set the score and action overrides
such that when the score is between 500 and 700 for Pre-Authentication, a special alert
is triggered for immediate attention by the fraud investigators and the users are
"blocked instead of being "challenged." But there are about 10 training folks and they
are given temp allows for the next 1 week. How do the action and score overrides
affect these users?

1.

Edit Score Override

When you create a Score Override, you specify an action or alert group, or an
action and an alert group you want to be triggered when a score falls within a
specific range. For example, if you have set a minimum score of 500, you can
specify an action or alert group that you want to be triggered when the score
reaches 501.

a. Checkpoint: Pre-Authentication
b. Minimum score: 500

500 is the minimum score allowed before the score override is triggered.
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c. Maximum score: 700
700 is the maximum score allowed before the score override is triggered.
d. Alert Group: new alert

Alerts are indicators (messages) to personnel (CSR, Investigators, and so on).
An alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered
all of the alerts within the groups are activated.

e. Action Group: Block

Oracle Adaptive Access Manager does not allow the user to access the system
if he is blocked.

Edit Action Override

When you create an Action Override, you specify an action to replace the action
triggered by individual rule. For example, an action override, which is based on
"time" and "action," can be used to limit the number of blocks or to control the
number of registrations with a specified time frame.

a. Checkpoint: Pre-Authentication
b. From Action: Challenge

c. To Action: Block

d. Alert Group: new alert

Create Training Folks group.

Select group in Exclude group of Pre-conditions of all Challenge rules.

13.8 Best Practices for the Policy Set

This section outlines some best practices for using policy sets.

Before you import a policy set into a production system, you should be aware that
you are about to replace the entire system configuration in the production system.
Export the current policy set before the actual import since you do not want to lose
the current configuration. If the import fails or if there are any other issues that
you did not anticipate. After you have imported the policy set, there is no way for
you to perform an undo. When you have a backup available, you can import that
configuration into your system immediately if the import fails.

Only when an export is successful, should you import the policy set from the
offline system into the online system.

When the configurable actions are exported with a policy set. You should copy the
Java classes to the specified directory after the import so that the configurable
actions are not broken when they are imported back into a system.
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Using the Scoring Engine

Oracle Adaptive Access Manager uses scoring engines to calculate the risk associated
with access requests, events, and transaction.

Scoring engines are used at the policy and policy set levels. The Policy Scoring Engine
is used to calculate the score produced by the different rules in a policy. The Policy Set
Scoring Engine is used to calculate the final score based on the scores of policies.

Where there are numerous inputs, scoring is a able to summarize all these various
points into a score that decisions can be based on.

This chapter describes how the scoring engine calculates scores.

14.1 Concept of Scores

14.1.1 Score

14.1.2 Weight

Oracle Adaptive Access Manager incorporates risk scoring into its decision making.
When a user logs in to the online application, Oracle Adaptive Access Manager
evaluates dozens of criteria. The transaction is scored according to their level of risk.
The scores are then used to calculate a final score. Institutions can determine the level
of risk they are willing to accept. Then, all the scores are used to calculate the final
score as a summary.

Important term that you should know about are listed in this chapter.

Score refers to the level of risk that has been calculated for specific situations or parts
of a situation, expressed as a number.

The score is a number configured by the user that is assigned to a rule when the rule
evaluates to true. The user can configure a scoring engine that is used to combine the
scores of the rules in a policy and assign a score to the policy. The scores from various
policies are combined using a policy set level scoring engine.

Higher scores indicate higher risk. The maximum score is 1000. The lowest score is 0,
which means that the situation is safe.

Weight is a percentage value used to influence the total score. Policies have default
weights. Weight is only used when a given policy or checkpoint uses a "weighted"
scoring engine.

The Weighted Scoring Engines uses weights from subcomponents. For example, if you
choose the Weighted Scoring Engine at the policy level, Oracle Adaptive Access
Manager uses the weight specified for each rule level when calculating the policy
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14.1.3 Rule

14.1.4 Policy

score. Similarly, when you choose a weighted scoring engine at the policy set level,
Oracle Adaptive Access Manager uses weights specified for each policy.

The range is 0 to 1000.

A rule defines datapoints for suspicious patterns or practices, or specific activities, and
the outcome when the pattern, practice or specific activity is detected. The possible
outcomes of a rule are actions, a list of actions, alerts, a list of alerts, and a score. A rule
score is always calculated; the other outcomes are optional.

A policy is a collection of rules specifically assembled and tuned to run inside a
specific checkpoint and at a single time.

The policy score is evaluated from the score results of the policy's rules.

Note for Policies Migrated from 10gto 11g

Only security policies are available in 11g. Business, third-party, workflow policy
types have been removed from Oracle Adaptive Access Manager.

In 11g, all policies are treated as security policies.

14.1.5 Policy Type

The concept of policy type has been removed from the product. All policies are treated
as security policies in 11g.

14.1.6 Checkpoint

Checkpoints are the points before and during the session when specific rules are run
to evaluate the risk for the user actions. There are multiple policies under one
checkpoint. The scores of these policies are used to determine a score for the
checkpoint.

Oracle Adaptive Access Manager performs a separate evaluation for each checkpoint
and provides a score for each. The score for a particular checkpoint must be between
0-1000.

The checkpoint score is evaluated from the score results of its policies.

14.1.7 Policy Set

A policy set is a logical collection of policies that has been used to assess risk at
checkpoints.

There is one Policy Set per application.

Through the Policy Set you can specify the scoring engine and the weight multiplier
you want to use for evaluating risk for the checkpoints.

14.1.8 Scoring Engines

A scoring engine is provided at the policy level and at the checkpoint level.

The policy scoring engine is applied to rule scores to determine the risk for each
policy.
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The policy set scoring engine is applied to the scores of the policies under a checkpoint
to determines the score for the checkpoint. The default scoring engine at the
checkpoint level is "Aggregate."

Table 14-1 Scoring Engines

Scoring Engine

Description

Maximum

Use this engine when you want to score based on the single rule with the highest
level of risk. The rule and policy weights are not used by this scoring engine.

Minimum

Use this engine when you want to score based on the single rule with the lowest level
of risk. The rule and policy weights are not used by this scoring engine.

Aggregate

Similar to a percentage evaluation for what rules triggered versus the total number of
rules. Use this engine when you do not want to score based on any single rule but
instead want to make one based on the average level of risk computed based on the
number of rules triggered. The rule and policy weights are not used by this scoring
engine. Total score of triggered rules divided by the total number of rules

Average

Use this engine when you do not want to score based on any single rule but instead
want to make one based on the average level of risk found. The rule and policy
weights are not used by this scoring engine.Total score of triggered rules divided by
the total number of triggered rules

Weighted Average

Use this engine when you do not want to score based on any single rule but instead
want to make one based on the average level of risk found. The weights in this case
would be determined by how much each rule or policy indicates a risky situation.

Weighted Maximum

Use this engine when you want to score based on the single rule with the highest
level of risk. The weights in this case would be determined by how much each rule or
policy indicates a risky situation.

Weighted Minimum

Use this engine when you want to score based on the single rule with the lowest level
of risk. The weights in this case would be determined by how much each rule or
policy indicates a risky situation.

14.2 How Does Risk Scoring Work?

To determine a risk score, each level applies its scoring engine to the results from one
level below.

Checkpoint = Policy A + Policy B +Policy C
Policy = Rule A + Rule B + Rule C

Policy C = Policy D + Policy F (if nested policies)

1.

Each triggered rule returns a score.

Each rule has its own default score and weight. The score and weight are used for
the calculation of the rule score.

The alerts configured at the rule level are propagated to the final level.
Each policy returns a score.

To obtain the policy score, the policy scoring engine is applied to the scores of the
rules underneath.

If the policy does not use a "weighted" scoring engine, the scores of the individual
rules are used in determining the policy score.

If the policy uses a "weighted" scoring engine, a percentage value is applied to the
individual rule scores before the policy score is determined. The "weight" is
specified in the policy.
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In Figure 14-1, if a weighted policy scoring engine is used, the score for Policy A
would be:

Scoring Engine (Rule A * weight, Rule B * weight)

For example, if the policy scoring engine is "Weighted Maximum Score" and the
policy weight is 50% and if Rule A returned 1000 and Rule B returned 500, the
policy score for Policy A is 500.

Policy A = Maximum of (1000* 50%, 500*50%)
Policy A = Maximum of (500, 250)
Policy A =500

3. The checkpoint returns a score

The checkpoint score is determined by applying the policy set scoring engine to
the score result of the policies underneath the checkpoint.

The default scoring engine at the checkpoint level is Aggregate.
The checkpoint score and the action is the final score and action returned.

All the alerts are propagated from rule configurations.
Figure 14-1 Scoring

Policy - 1
Rule - 1

Rule -2 —r‘ Scoring Engine——

Rule - 3

Policy - 2
Rule - 1

| Check Point

Rule - 2 _’*‘ Scoring Engine | Scoring Engine o

Hule - 3

Policy - 3
Rule -1

Rule - 2 —:-‘ Secoring Engine  —

14.2.1 Score Propagation

Risk scoring (risk assessment) is useful in detecting the probability of fraud or
business scenarios and in decision making. Oracle Adaptive Access Manager provides
risk scoring at many levels and multiple gateways (checkpoints). From an aggregate of
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the risk scores, the Rules Engine generates a single, high-level risk score to evaluate
the total risk of a transaction.

There are multiple policies under one checkpoint. There are multiple rules under one
policy. A score is determined at the policy level and then at the checkpoint level.

Figure 14-2 Score Propagation
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The result from the 1st level is used to determine the result for the 2nd level and so on
until the final level is reached.

Scores at these levels are determined by applying the scoring engine from these levels
to the scores a level below.

For example, to determine the policy score, the scoring engine of the policy is applied
to the scores of the rules within the policy. To determine the checkpoint score, the

scoring engine of the checkpoint is applied to the scores of the policies within the
checkpoint.

The checkpoint score and action are the final score and action in the assessment. The
alerts are propagate from the rules level to the final level.
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14.2.2 Nested Policies

Nested policies are evaluated based on scoring overrides. If the trigger combination
itself is a policy, the score for the parent policy is retained, and the new policy gets its
own score to be used for the evaluation of the checkpoint. If m1 has two rules, r1 and
r2, and in the trigger combination, r1 contains m2. If the override triggers, r1 is used to
calculate m1's score, and m2 is evaluated and used in the evaluation of the checkpoint.
In calculating a score for the policy set, the score from m1 is used and the score from
m?2 is evaluated and used for the checkpoint score.

14.2.3 Scoring Override

Score overrides are used within a policy and within a policy set.

In policies, score overrides are specified in trigger combinations. Each rule has scores
assigned. In trigger combinations, you can specify scores that are different from the
defaults for the rules. Then, if the trigger combination is executed (triggered), the score
of the trigger combination places the default score. If the trigger combination does not
trigger, then the default score is used.

In a policy set, you can create a score override in which you specify an action group, or
an alert group, or an action and an alert group you want to be triggered when a score
falls within a specific range.

14.2.4 Action and Alert Overrides

You can create an Action or Alert Override to specify the action or alert to triggered as
a final alert or action for a checkpoint.

14.3 Score Calculations

Policy score and checkpoint score are described in this section.

14.3.1 Policy Score

The different types of policy scores are listed in this section.

14.3.1.1 Aggregate Score

Sum of the scores of all triggered rules divided by count of rules.

14.3.1.2 Average Score

Sum of the scores of all triggered rules divided by count of triggered rules

14.3.1.3 Maximum Score
Higher score out of all triggered rules

14.3.1.4 Minimum Score
Lower score out of all triggered rules

14.3.1.5 Weighted Average Score

Sum of the scores (Score * weight modifier specified by the policy) of all triggered
rules divided by the count of all rules
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14.3.1.6 Weighted Maximum Score
larger score (S * weight modifier specified by the policy) out of all triggered rules

14.3.1.7 Weighted Minimum Score

lower score (S * weight modifier specified by the policy) out of all triggered rules

14.3.2 Checkpoint Score

The different types of checkpoint scores are listed in this section.

14.3.2.1 Average Score

Sum of the scores of all policies within the checkpoint divided by the count of all
policies

14.3.2.2 Maximum Score
Higher score out of all policies

14.3.2.3 Minimum Score

Lower score out of all policies

14.3.2.4 Weighted Average Score

sum of policies (5* weight multiplier specified by the policy set) within the checkpoint
divided by count of all policies

14.3.2.5 Weighted Maximum Score

larger score out of all policies (s* weight multiplier specified by the policy set)

14.3.2.6 Weighted Minimum Score

lower score out of all policies (s* weight multiplier specified by the policy set)

14.4 Best Practices

This section outlines a few examples on when certain scoring engines are used.

Using a Maximum Scoring Engine

Whether a high score or low score is considered "bad" is dependant on the policy and
how the developer models the policy. For example, the higher the score in device
policies, the higher the risk for the situation.

For example, if you want "1000" to be considered a "bad" score, use the Maximum
scoring engine. Then, model the rules so that whatever generates a maximum score is
"bad." For example, you can model the policy such that if a user logs in from a
particular location, the score is 200 points, and if a user logs in from a bad device, the
score is 500 points. In this case, the one that has the maximum score is considered the
worse of the two.

Using an Aggregate Scoring Engine

If you do not know how risky a situation is, you can use an aggregate scoring engine.
For example, for a Device ID, you can apply six or seven rules. For each rule, specify a
score of 200 or 300 weight. If you the scores are more than this, it is considered "bad."
If there are six rules, and two of them trigger, you would get the lower aggregate. If six
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rules triggers, you get the higher aggregate, which means that this situation is the
riskier.

Using an Average Scoring Engine

Use the Average scoring engine when none of the rules are more important than the
others or there are a lot of rules that trigger for the evaluation. For example, each rule
can view a particular part of a situation, but each part is not enough for you to base a
decision on.

Score Does Not Matter for Some Policies in a Checkpoint

If there are multiple policies in a checkpoint and if the score does not matter for some
of the policies, set the rule score to 0 for these policies, so that they are ignored when
scores are aggregated.
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Creating Checkpoints

A checkpoint is a specified point in a session when Oracle Adaptive Access Manager
collects and evaluates security data using the rules engine.

New checkpoints can be added and existing checkpoint properties can be modified
using the Properties Editor.

This chapter provides information on how to create and configure a new checkpoint
and how to modify an existing checkpoint.

15.1 Creating a New Checkpoint
To create a new checkpoint, use the Properties Editor.
The enumeration for a checkpoint is shown below for your reference.

profile.type.enum.<nameofcheckpoint>=<Checkpoint Value>
profile.type.enum.<nameofcheckpoint>.name=<Checkpoint Name>
profile.type.enum.<nameofcheckpoint>.description=<Checkpoint Description>
profile.type.enum.<nameofcheckpoint>.ruleTypes=user,device, location
profile.type.enum.<nameofcheckpoint>.listTypes=vtusers
profile.type.enum.<nameofcheckpoint>.finalactionrule=process_results.rule
profile.type.enum.<nameofcheckpoint>.isPreAuth=true

The Checkpoint value must unique number. Make sure no other checkpoint uses the
identifier. This ID is like a primary key in database terminology. For example, "1001."

The Checkpoint name must be user-presentable and meaningful. The name is used in
Oracle Adaptive Access Manager.

If the checkpoint creation is successful, add the appropriate properties by clicking the
Add New button under the Properties box.

The Checkpoint's required properties are:
» finalactionrule=process_results.rule

The "finalactionrule” property specifies the Rule file that decides the final action.
When the Rules Engine processes the policies for the checkpoint, it determines the
score and a list of actions. The rule file is consulted to see what action should be
given as final action. If you are not sure, set the value as in the other
checkpoints.The out-of-the-box "process_results.rule" file is sufficient for most
actions.

n listTypes= vtusers

Always set listTypes to "vtusers."
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The policy can be linked to only usergroups.
ruleTypes= user,device location,in_session

The "ruleTypes" property defines the list of rule types supported during the
checkpoint. Depending on the context of the checkpoint, possible values are
"user," "device," "location,"” and "in_session." Use commas to separate multiple
values. All Rules of the comma separated types can be used in this checkpoint.

For example if ruleTypes is set to "user,location," the Rules of the type "user" and
"location" can be used in this checkpoint, and the user and location information is
available for this checkpoint.

Another example, for the "Cancel Order" checkpoint, if "user,device,location" are
specified for ruleTypes, the "user" Rule type expects that the user information to
be available during the "Cancel Order" checkpoint. If the user information is not
available at the time of the "Cancel Order" checkpoint, "user" should not be
included in the list.

Other properties you may add are:

isPreAuth

True indicates that this checkpoint is a pre-authentication checkpoint. OAAM
Admin updates the user details with the pre-auth score and pre-auth action. The
default for isPreAuth is "false.” Note that there cannot be two checkpoints with
this flag set to "true." Also the same checkpoint cannot be marked as postAuth and
preAuth.

isPostAuth

True indicates that this checkpoint is a post-authentication checkpoint. OAAM
Admin updates the user details with the post-auth score and post-auth action. The
default for isPostAuth is "false." Note that there cannot be two checkpoints with
this flag set to "true." Also the same checkpoint cannot be marked as postAuth and
preAuth.

After creating the checkpoint, you need to restart the server.

15.2 Creating a Checkpoint Example

Below is an example for creating the "addressChange" checkpoint.

profile.type.enum.addressChange=88
profile.type.enum.addressChange.name=Address Change
profile.type.enum.addressChange.description=Address Change checkpoint
profile.type.enum.addressChange.ruleTypes=user,device, location
profile.type.enum.addressChange.listTypes=vtusers
profile.type.enum.addressChange.finalactionrule=process_results.rule
profile.type.enum.addressChange. isPreAuth=true

For finalactionrule, "process_results.rule” was provided because the Final Action for a
given checkpoint during rules evaluation is determined by this rule file. File process_
results.rule is supplied out-of-the-box and no additional steps are required.
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Managing System Snapshots

This chapter describes the Universal Risk Snapshot feature, which is new in Oracle
Adaptive Access Manager 11g.

16.1 Concepts

This section introduces you to the concept of snapshots and how they are used in
Oracle Adaptive Access Manager.

Using Universal Risk Snap shot, system snapshots can be created allowing security
administrators to simply and easily migrate security data across environments or
restore security configuration to a known state.

16.1.1 Snapshots

A snapshot is a backup of the current system configuration. In the event of an error on
the original system, you can restore the system to a pre-defined point.

Universal Risk Snapshot only handle configuration data (metadata). It does not handle
runtime data, such as sessions, transaction data, cases, rule logs, action logs, and
others.

Universal Risk Snapshot enables System Administrators to store and manage a system
image. They can:

= Back up the system configuration for safety, security, or versioning purposes

= Replicate the system configuration for use with other servers--for example, from
test to production environment, for production troubleshooting, and others.

= Restore the system configuration from a pre-defined point

16.1.2 Snapshot Storage

When the snapshot is created, the OAAM Server metadata is copied from the
database.

A snapshot can be restored from a file or from the database depending on where it was
stored.

16.1.3 Snapshot Metadata

For snapshots, the metadata is stored with the following items:
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Artifact Comments Additional clarifications

Policy Sets Policy Set overrides

Policies All Policies Trigger combinations are
included

Rule Instances
Conditions

Groups

Patterns

Transaction Definitions
Entities

Properties

Enums

Configurable Actions

Challenge Questions

All rule instances
All rule conditions

Group Definitions for all groups =~ Group Members for alerts and
whether linked or not actions only will be exported

All patterns

All transaction definitions

All entities whether linked or not
Only the ones in the database
Only the ones in the database

Includes validations, categories,
and configurations (Answer
Logic and others)

16.1.4 Backup

A backup saves all the existing configurations (both active and inactive items)
including all group definitions. Only Action and Alert group members are included in
the backup. Other group members can be exported using the group user interface if
needed.

You can choose to create a backup snapshot in the database or to a local file system or
both.

16.1.5 Restore

You can restore the new system configuration from a file or database.

Restore replaces the current system configuration with the restored configuration and
also deletes and disables the additional configurations in the existing system.

Note: The exception is when a group definition is imported into the
system. The restore does not delete the additional group members that
are already available.

When you create a snapshot, all the configurations for functional areas are
selected, both active and disabled. For example, if you have ten policies within
your policy set, and five of them are active and five of them are disabled, all
policies, their configuration, and their status information are included when the
snapshot is created.

Snapshots do not include the members of any groups with the exception of actions
and alerts. However the groups themselves are included in the snapshot. To back
up group members, the export groups function must be used separate from

snapshot. These group members must be imported using the Group user interface
if needed
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s Though configurable action definitions are included on restore, you must ensure
that the necessary java classes are manually copied into the required folders.

s The status of the items are preserved on backup and restore. For example. disabled
items should remain disabled on backup and restore.

= You cannot selectively select individual items to include in a snapshot or perform
selective restoration. If you only want to include certain configurations in your
snapshot, you can export them from their module (separate user interfaces), and
import them back and then create the snapshot.

16.1.6 How Restore Works

The metadata existing in the system is deactivated. Data cannot be deleted (policies or
patterns) because it would violate database constraints. Therefore, all the active
artifacts are set to an "inactive" or a "deleted" state as appropriate.

Afterward, the artifacts being imported are inserted into the current database.

During this insert process, if there are artifacts in the old system and also in the
incoming snapshot, the artifacts are re-stored as they appear in the incoming snapshot.

Groups in the incoming snapshot do not contain members. If the same group exists (by
name) in the existing system, after the system restore, the restored group contains
members.

16.2 Navigating to the System Snapshot Search Page
To go to the System Snapshot Search page, perform the following steps:
1. Login to OAAM Admin as a system administration.
2. In the Navigation tree, select System Snapshots under Environment.

Alternative methods to open search pages are listed in Section 3.9, "Search, Create,
and Import."

On the System Snapshot Search page, you can perform the following tasks:
= Search for a snapshot

= Restore a snapshot from the database

= Restore a snapshot from a file

= Back up the current system to a file or database

s Delete selected snapshots from the database

16.3 Searching for a Snapshot

In the System Snapshots Search page, you search for a snapshot by specifying criteria
in the Search filter.

When the System Snapshot Search page first appears, the Search Results table shows a
list of snapshots in the Oracle Adaptive Access Manager environment.

To search for snapshots:
1. In the Navigation tree, open System Snapshots under Environment.
The System Snapshots Search page is displayed.
2. Specify criteria in the Search Filter to locate the snapshot and click Search.

Managing System Snapshots 16-3



Viewing Details of a Snapshot

= Searches are not case sensitive

= Searches can return results if you enter part of the name in the search.
= Searches trim the spaces entered.

Clicking Reset instead of Search will reset the search criteria.

The search result is shown based on the entered search criteria.

Table 16-1 System Search Filter Criteria

Filter and fields Description

Snapshot Name Name of the snapshot. For a snapshot from a database, it is the
name provided by the user; for file based backups, it is the file
name.

The snapshot with the specified name is displayed in the Results
Table.

Notes Notes describing why the snapshot was created. All backup
names with the specified Notes keyword is displayed in the
Results Table.

Backup date Date at which the backup was taken. To locates a backup taken
within a given create date range, enter the start and end dates
you want for the range. All backup names that were backed up
during the specified date range is displayed.

16.4 Viewing Details of a Snapshot
To view details for a snapshot:
1. Inthe Navigation tree, select System Snapshots under Environment.
The System Snapshots Search page is displayed.
2. Specify criteria in the Search Filter to locate the snapshot and click Search.
Clicking Reset instead of Search will reset the search criteria.

3. Click the snapshot name in the Results table, the Snapshot Details page for the
specific snapshot is displayed.

The backup name, notes, system user, client IP, server IP, and server name for the
backup is displayed in the Summary tab.

The Snapshot Preview tab displays the configuration details for the following
= Answer Hint

s Question Category

= Conditions

= Validations

s Questions

s Groups

= Policies

= Entity Definition

»  Scheduler Task Group

s Pattern
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16.5 Creating a Backup

To create a backup:

1.

In the Navigation tree, open System Snapshots under Environment.
The System Snapshots Search page is displayed.

Click the Backup button on the right upper corner of the page or Back up from the
Actions menu.

The Backup Current System page is displayed.From this page, you can choose an
option and provide the necessary information.

The current system can be backed up to the system database or to a file or to both.
Select Backup type.

= Database

= Database and File

= File

16.5.1 Backing Up the Current System to the System Database

To back up the current system to the system database:

1.

2
3.
4

From the Backup Current System page, select Database for the Backup Type.
Enter a name for the backup.

Enter notes for the backup.

Click Back Up.

A dialog appears with a message that the current system has been successfully
stored in the database.

Click OK.

The system snapshot is created in the databa