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Oracle Configuration Manager is a standalone utility, distributed with Oracle products, used to collect product configuration information and upload it to the Oracle repository. When the product configuration data is uploaded on a regular basis, customer support representatives can analyze this data and provide better service to customers.
Oracle Configuration Manager may not be installed in customer environments because of restricted connectivity to the Internet or it may not have been bundled with the product at the time of installation. Utilities are now available to solve these problems. The Oracle Support Hub provides a tunnelling service which enables many systems on a corporate intranet to access the Oracle server. The Mass Deployment Utility enables the installation or configuration of Oracle Configuration Manager into many homes from a central location. The two utilities comprise the Oracle Companion Distribution kit.
This chapter provides the following information:
The Companion Distribution kit contains two utilities:
Installs the Oracle Configuration Manager into the homes of Oracle products that do not have Oracle Configuration Manager installed. This is done from a central location.
Updates and configures various systems from a single location
Enables access to sites that are not on the Internet or have limited Internet access.
There are Oracle products that currently do not bundle Oracle Configuration Manager as part of their kit. Also, there are previous product installations where Oracle Configuration Manager was installed, but not configured. The manual installation of Oracle Configuration Manager in these environments can be tedious and time consuming. The Oracle Mass Deployment Utility can facilitate the deployment of Oracle Configuration Manager in these environments from a single location.
The Mass Deployment Utility enables you to:
This distribution is accomplished from a single location to many systems where Configuration Manager is not installed, not configured, or running an older version of Configuration Manager.
Chapter 2, "Mass Deployment" explains the Mass Deployment Utility in detail.
The Oracle Support Hub (formerly known as Oracle Configuration Manager Repeater) is an HTTP tunnel that enables the upload of the configuration data from individual Oracle Configuration Manager instances to the repository maintained at Oracle.
The Support Hub is deployed in the customer's network but it contains a connection to the external network. Therefore, the Support Hub becomes the only point of access needed between inside the network and the outside Internet.
Chapter 3, "Oracle Support Hub" explains the Support Hub in detail.
The Companion Distribution kit is available for download from both the Collector tab on My Oracle Support and Automated Release Update (ARU).
https://support.oracle.com
): where <full_path> represents the full path where you want to locate the kit
For example:
http://aru.us.oracle.com:8080/
): where <full_path> represents the full path where you want to locate the kit
For example:
The following will be placed in the ocm_companion/distributions destination directory:
Therefore the ocm_companion/distributions destination directory looks like the following:
Copy these zip files to the location where you want to install the kits.
There are Oracle products that currently do not bundle Oracle Configuration Manager as part of their kit. Also, there are previous product installations where Oracle Configuration Manager was installed, but not configured. The manual installation of Oracle Configuration Manager in these environments can be tedious and time consuming. Mass Deployment can facilitate the deployment of Oracle Configuration Manager in these environments, as well as update and configure various systems from a single location.
This chapter provides the following:
The Oracle Configuration Manager Mass Deployment Utility (Mass Deployment) provides a mechanism by which you can distribute Oracle Configuration Manager to any Oracle home where the Oracle Configuration Manager is not installed, or installed but not configured. Mass Deployment also updates existing homes where Oracle Configuration Manager installations are out of date, reconfigures existing installations, and instruments the database located in that Oracle home.
Mass Deployment is made up of the following components:
Manages the encryption of passwords in both the password file and the input file used in the deployment process.
Comma separated value file that maps user name and password to a group name. The group name is then used in the input file rather than the user name and password, therefore making the credentials more secure.
Causes actions to be performed in an Oracle home at a remote site.
Lists the fields used as input into the remote_op utility. Use this file as a template for your input file.
Comma separated file that provides a list of entries where each entry acts on a specified target and is input to the remote_op utility.
Results of running the remote_op utility. The format is comma separated value. Each entry from the input file will have an entry in the output file with the results of the operation.
Contains details of each action executed on the remote target home. The .log file is named like the output file but with .log appended.
The following prerequisites are needed.
While SSH is typically present on most Linux/UNIX systems, Windows hosts do not usually support SSH access by default. To allow the Mass Deployment Utility to connect to Windows hosts, SSH services need to be installed. The Mass Deployment Utility needs this along with other software tools that come with the Cygwin suite. The full suite can be downloaded from:
http://www.cygwin.com
See Appendix B, "Setting Up SSH (SSHD) Server on Microsoft Windows" for information of how to do these installs.
When this property is set, all installations done by the Mass Deployment utility will configure the Support Hub.
For information on how to install the Companion Distribution kit, see Section 1.2, "How to Install the Companion Distribution Kit".
After you install the kit, unzip the ocm_massdeployment-10.0.1.0.0.zip file. This will install Mass Deployment in <your_directory>/ocm/md directory.
The following components in <your_directory>/ocm/md/bin directory make up the Mass Deployment Utility:
This component installs, updates, or configures the homes on remote systems with the appropriate Configuration Manager details.
This component manages the encryption of passwords in the password.csv file and the input file.
All configuration properties for the Mass Deployment Utility are in the <your_directory>/ocm/md/config/md.properties file. Copy the md.properties.template file to create your own md.properties file. You can edit this file to modify configuration properties. The important properties follow.
Location of the temporary directory on the remote machine with any version of Windows operating system. All the files required for remote operations are copied at this location on the remote machine. Default value is C:\
. If required you can modify the default.
Ensure that this directory is available on all the remote machines and all the users have read and write privilege on this directory.
Note: You must use a double slash (\\) in the md.properties file to configure themd.win.tmp file, for example, md.win.tmp=d:\\tmp\\md-tmp . |
Location of the temporary directory on the remote machine with an operating system other then Windows. All the files required for remote operations are copied at this location on the remote machine. Default value for this is /tmp
. If required you can modify the default.
Ensure that this directory is available on all the remote machines and all the users have read and write privilege on this directory.
Use this property to provide the Support Hub URL if you need the Support Hub to connect to an Oracle server. See Chapter 3, "Oracle Support Hub" for information regarding the Support Hub. If thisproperty is set, all installations done by this utility will configure the Support Hub.
Note: Remember to remove the number sign (#) from the beginning of the line.
When you run either of the Mass Deployment utilities for the first time, you will be prompted for a password. This password will be required each time either the remote_op or secure_password utility is used. The password must be at least 8 characters long.
Since the purpose of the Mass Deployment Utility is to take action on remote target homes in your enterprise, you need a mechanism by which to provide input to the Mass Deployment Utility. The mechanism is an input csv file which contains the necessary data.
To facilitate the use of the input file, the Mass Deployment Utility contains a template (sample_input.csv) for you to use to provide the field values.
The password.csv file is used to associate a group name with credentials (user name/password pair). By defining a password group, you can use the name of the password group as input into the user name field and leave the password field empty in the input file. This enables you to store all your passwords, in encrypted form, in one file.
When you add a password group for the first time:
password.csv.template
file located in the ocm/md/config
directory and name it password.csv
ocm/md/config
directory The password.csv file is made up of the following fields: password group name, user name, and password. The password group name replaces the user name in the input csv file. For example, the first line in the password.csv file could look like:
For example, the first line of the password.csv file could be:
Therefore, a line within the input file that uses the password group could look like:
Note the following:
The secure_password utility encrypts passwords located in the password.csv and input files. Consider running the secure_password utility when you create or modify the password.csv file. This encrypts the passwords immediately.
An example of the output follows:
Lines with errors are displayed with an explanation of the errors, for example, user name missing. On success, the prompt is displayed.
Note the following:
There is a help option available for the secure_password utility. To access help, type:
secure_password -help
For example:
Once the input file is created from the template, execute the Mass Deployment Utility using this file:
for example:
You will then see the following text displayed on the screen:
There is a help option available for the remote_op utility. To access help, type:
remote_op -help
For example:
The arguments for the remote_op utility are:
Name of the input file. There are no restrictions on the name of the file. For example, the name of the input file could be account_payables.csv
Optional argument. If specified, this is the name of the output file. If this argument is not specified, the output file name will default to the input file name prepended by output- and the timestamp, for example, output-2009-07-21_10-39-36-AM-account_payables.csv and will be located in the ocm/md/out directory.
Verifies that the information is correct in the input file without performing the actual remote operation.
The results of running the remote_op utility are as follows:
Contains the commands that were executed and the resulting status of each execution. See Section 2.4.6, "Mass Deployment Output File".
Contains detailed information about the remote operation. See Section 2.4.7, "Log File".
Credentials is the general term for the various user names and passwords in the input file (host credentials, MetaLink credentials, proxy credentials, and database credentials). There are 3 ways to provide credentials in the input file.
install,host123,jsmith,__PROMPT__,
The word PROMPT is case sensitive and must be in upper case. Otherwise, the word will be considered a password. Once processed, __PROMPT__ is replaced with the encrypted password (starts with ENCR_) in the input file.
You can also use __PROMPT__ instead of the password in the password.csv file. In this case, the user will be prompted for the password when secure_password (or remote_op) is executed.
Here is an example of the output when using __PROMPT__. (The prompting is in bold.)
The input file no longer contains __PROMPT__, it now contains the encrypted password.
The input csv file is the input to the remote_op utility. The file contains a line for each action / host /target home combination. If a password group name is used rather than credentials, the group name in brackets replaces the user name and the password is left empty.
A template, named sample_input.csv, is available and looks like the following:
Note that the pound sign (#) in the template is used to denote a comment. The remote_op and secure_password commands ignore lines starting with a pound sign (#).
The following table describes the elements in the input file. The sample input file is located at ocm/md/sample_input.csv. You can use a spreadsheet for easier input.
Table 2-1 Fields in the Input csv File
Field | Description |
---|---|
Mandatory field. Specifies what action is to be performed in the Oracle Home. Options are:
| |
Mandatory field. Host domain name or host IP. | |
Mandatory field. Host user or group name as input [group]. | |
Host password or blank if group name is provided in the Host-User field. See Section 2.4.4, "Credentials" | |
Mandatory field. Location where the command will be executed | |
Optional field. Specify if this is a shared Oracle home. | |
Output only. OCM version installed in an Oracle home. | |
Output only. OCM status. | |
Output only. OCM connection mode: connected, connected (unauthenticated) for e-mail only registrations, or disconnected. | |
Database system identifier. Used for install and instrument actions. If specified for Install action, the database will automatically be instrumented. | |
EM, ebiz, db. Specify only for Install and Instrumentation actions. | |
MetaLink User (can be a group name [group]). Required for install, config, and chmod_con actions. | |
MetaLink Password (blank if group name is provided in the ML-User field). This field is not mandatory. If the MetaLink password is not provided, the Oracle Configuration Manager is configured in unauthenticated registration mode. See Section 2.4.4, "Credentials" | |
Proxy host (optional, only used if required) | |
Proxy port (optional, only used if required) | |
Proxy user (or group) (optional, only used if required) | |
Proxy password (blank if group used) (optional, only used if required) | |
SYSDBA user - This field is not required if OS Authentication is enabled on the database | |
Password for the SYSDBA user. This field is not required if OS Authentication is enabled on the database. | |
When DB type is Ebiz, specify the Ebiz application user name. | |
Ebiz application user password if DB Type is Ebiz or SYSMAN password if DB type is EM. | |
Output only. Status of the remote operation. Provides detailed error message for each operation. |
The checks performed by the Oracle Configuration Manager operations are described in Table 2-2.
Table 2-2 Checks Performed By Oracle Configuration Manager Operations
Oracle Configuration Manager Operation | Checks To Be Performed |
---|---|
install |
|
upgrade |
|
chmod_con |
|
config |
|
get_info |
|
instrument |
|
After you run the input file through the Mass Deployment Utility (remote_op), the results are in the output file. If you specify the -out_file argument and provide a file name, that is the name of the file.
However, if you do not specify the -out_file argument, the output file name will default to the input file name prepended by output- and the timestamp, for example, output-2009-07-21_10-39-36-AM-account_payables.csv and located in the ocm/md/out directory.
The fields in the out csv file are the same as the fields in the input csv file with the following fields updated.
Action name is replaced with a set of double quotes ("") if the action is successful.
Output only. OCM version installed in an Oracle home.
Output only. Current OCM status (for example, idle or scheduled collection running).
Output only. OCM connection mode: connected, connected (unauthenticated) for e-mail only registrations, or disconnected
Status of the remote operation. Provides detailed error message for each operation.
Along with the output CSV file, the Mass Deployment Utility also generates a log file. This file gives details of all the files copied and commands executed along with their output on the remote host.
The log file is located in the same directory as the output file and has the same name as the output file with .log appended, for example, <output_file.csv>.log
The following restrictions apply when you are working with Mass Deployment.
When Oracle makes enhancements to the Mass Deployment Utility, Oracle suggests that you upgrade your version of the utility. To upgrade Mass Deployment, perform the following steps:
Copy the ocm_companion-10.0.1.0.0.zip
file to the location where you want to install the Companion Distribution kit.
Unzip the file as follows:
where <full_path> represents the full path where you want to locate the companion distribution kit
For example:
As a result, the Mass Deployment Utility kit (ocm_massdeployment-10.0.1.0.0.zip
) will be placed in the ocm_companion/distribution
destination directory. For example,
Copy the ocm_massdeployment-10.0.1.0.0.zip
file to the location where you want to install the Mass Deployment Utility.
Unzip the ocm_massdeployment-10.0.1.0.0.zip
file. This will install the Mass Deployment Utility in <your_directory>/ocm/md directory.
get_info
. In the output file, check the value of the OCM Mode field for any homes with the value of "Connected (unauthenticated)" and check the MetaLink User field which indicates the MetaLink User who can access the authentication mode. See Example 2-1 and Example 2-2. config
. See Example 2-3 and Example 2-4. Example 2-4 Output File
You may see the following errors when running Mass Deployment:
"Error in Decrypting credentials for host, metalink, proxy. This can happen if credentials are encrypted using a different password. Type the credentials in clear text and re-try the operation."
To upload the collected configuration data to Oracle, each Oracle Configuration Manager instance needs a connection to the Internet. Oracle Configuration Manager supports connecting either directly or through a proxy server. However, these techniques may be insufficient for network topologies in which systems have access to other internal systems but not to the Internet.
The Oracle Support Hub (formerly known as Oracle Configuration Manager Repeater) is designed to address this situation. It allows many Oracle Configuration Manager instances to connect to a single internal point (the Support Hub) and upload their configuration data, eliminating the need for each individual Oracle Configuration Manager instance to access the Internet.
The Support Hub currently ships with Enterprise Manager Grid Control release 10.2.0.5. Oracle is now making the Support Hub available outside of Grid Control 10.2.0.5 in the form of the Oracle Configuration Manager Companion Distribution kit.
This chapter provides the following:
The Support Hub is an HTTP tunnel that conveys the configuration payload from individual Oracle Configuration Manager instances to the repository maintained at Oracle. The Support Hub is situated inside the customer network, so that it becomes the only point of access needed between inside the network and the outside Internet.
The Support Hub is not the same as a proxy server. If a proxy server can be used to connect from Oracle Configuration Manager instances to the Internet, then the Support Hub is not required. However, some network topologies do not even provide proxy server access from internal systems to the Internet; the proxy server (if available) only connects such a machine to the local intranet. In these cases, the proxy server can be used to access the Support Hub, which in turn accesses the Internet and Oracle.
Individual Oracle Configuration Manager instances communicate with a Support Hub using HTTP, whereas all communication from the Support Hub to Oracle (and thus across the Internet) is through HTTPS. The Support Hub does not interpret data passing through it (other than destination information). The configuration details being uploaded are encrypted such that only the endpoint at Oracle can read it, not the tunnel through which it passes. Configuration uploads are immediately transmitted to Oracle; there is no storage or staging of uploads at the Support Hub for later uploading.
Locate the output of the companion distribution kit installation described in Chapter 1, "Introduction". Unzip the <dist_kit>/ocm_companion/distribution/oracle_support_hub-10.3.1.1.0.zip file into an Application Server or WebLogic home (<OCM_REPEATER_HOME>). It creates the Support Hub directory structure: <OCM_REPEATER_HOME>/ocm/repeater/.
Note the following:
The Support Hub is an EAR file that is located in the ocm/repeater/ears
directory. This EAR file is named OCMRepeater.ear
and deployed with the use of the ocm/repeater/bin/oc4j_OCMRepeaterDeploy
. sh file (on Linux systems) or the ocm/repeater/bin/oc4j_OCMRepeaterDeploy
.bat file (on Windows systems). If the ORACLE_HOME variable is not set, it must be specified on the command line when deploying the Support Hub.
A singular configuration file, ocmrepeater.properties, is placed in the <OCM_REPEATER_HOME>/ocm/repeater/config
directory.
The deployment of the Support Hub is independent of any Oracle Management Service deployment and configuration. The deployment of the Support Hub and creation of the OC4J component through the use of the oc4j_OCMReapeterDeploy script automatically starts the Support Hub upon successful deployment.
The following is an example of deploying the Support Hub.
This section describes the deployment of the Support Hub in the WebLogic environment.
Deployment of the Support Hub is done to an existing WebLogic Server. No attempt is made to create and configure a Server by the deployment script. On Windows, the Support Hub install directory cannot contain spaces.
The server needs to be started with the following Java Option:
One way to add this option is to insert the following line in the setDomainEnv.sh script located under the domain directory of the Server and bouncing the Server.
Note that the kit in the previous example is unzipped under the /scratch/w12/ocmrepeater directory.
The Support Hub is an EAR file that is present in the ocm/repeater/ears
directory. This ear file is named OCMRepeater.ear
and deployed with the use of the ocm/repeater/bin/wls_OCMRepeaterDeploy.sh
file or the ocm/repeater/bin/wls_OCMRepeaterDeploy.bat
file. The ear is deployed in a user-specified Server.
An example of the deployment follows:
Note: If using a secure protocol (https) to connect to the AdminServer, you will need to specify additional SSL arguments in the environment. |
Set JAVA_OPTIONS to the appropriate arguments to use before invoking the deployer script. Details regarding the Java Options are available at:
http://edocs.bea.com/wls/docs103/deployment/wldeployer.html
The SSL Arguments include:
The following configuration files are placed under the <OCM_REPEATER_HOME>/ocm/repeater/config
directory after a successful deployment:
The Repeater application is Active after deployment as long as the Server to which it is deployed is running.
To manage the Support Hub, use the ocmrepeaterctl utility. This enables you to reconfigure or get status for the Support Hub. Prior to running this utility:
Also set the OCM_DOMAIN_PATH environment variable to the location of the corresponding WebLogic domain.
To check the status of the Support Hub, run the following command from the home where the Support Hub has been installed.
This command provides useful information including any proxy settings being used by the Support Hub, the location of the log file, and whether the process is alive or not. Sample output for the OC4J environment:
Sample output for the WebLogic environment:
This command can also be used to reconfigure the Support Hub by adding, removing, or changing any proxy server settings needed to connect to the Internet:
When using the configure
parameter, you will be prompted for proxy server information. If a proxy server is not required, type NONE at the prompt. Otherwise enter the appropriate proxy server information, using the following format [username@]host:port. If a user name is specified, you will be prompted for a password.
Sample of running ocmrepeaterctl configure
for OC4J follows:
To use the Support Hub to upload configuration data to Oracle, those Oracle Configuration Manager instances must be a minimum version of Oracle Configuration Manager release 10.3.1. Configuring an Oracle Configuration Manager instance to use a Support Hub is done by first creating a response file using the emocmrsp utility, with the “-repeater” parameter and the URI at which the Support Hub can be accessed.
Specifying a port is optional; if none is selected, a default port of 80 is used. To use the Support Hub built into Enterprise Manager Grid Control, specify the same hostname and port used to access the Grid Control console in a web browser – however, make sure not to include any path information after the hostname and port (“/em/”, for instance).
Once the response file has been generated, it must be used to configure (or re-configure) the Oracle Configuration Manager instance. To do this, run the setupCCR (for initial configuration) or configCCR (for re-configuration) command with the –R parameter along with the name of the response file. For more information on using response files, see the Oracle Configuration Manager Installation and Administration Guide.
The response file is also used to re-configure an Oracle Configuration Manager instance when a Support Hub is no longer required to access the Internet. To do this, create a new response file using the emocmrsp command with the arguments -repeater NONE
, and use that response file with configCCR -R
to re-configure the Oracle Configuration Manager instance.
Note that if you want to reconfigure Oracle Configuration Manager to change parameters other than Support Hub usage (the My Oracle Support credentials associated with that system, for instance), you need not use a response file. Once a Support Hub is configured, it is maintained throughout any reconfiguration until it is explicitly removed.
To verify the Support Hub is being used to upload configuration data to Oracle, execute the command $ORACLE_HOME/ccr/bin/emCCR -verbose test
. The results of this command will identify the Support Hub being used.
You may see the following errors when running Support Hub:
After prompting for the password, the Support Hub gives the previous error and again asks for the user name and password (optional). This happens on Solaris releases 5.8, 5.9, and 5.10.
Q: Does the Support Hub support proxy servers?
A: Yes, if there is no direct connection found from the Support Hub to Oracle, you can specify proxy server details (supported authentication methods are basic or digest), just as with an individual Oracle Configuration Manager instance connecting to Oracle in the no-Support Hub case.
Q: What is the difference between the Repeater and the Support Hub?
A: The Repeater is the implementation of the Support Hub.
Q: How does configuring an Oracle Configuration Manager instance to use a Support Hub differ from configuring Oracle Configuration Manager in disconnected mode?
A: When configured to use a Support Hub, an Oracle Configuration Manager instance is running in connected mode – the difference is that the connection to Oracle is through the Support Hub rather than a direct connection or a connection using a proxy server. Systems that would have run in disconnected mode because they lacked a connection to Oracle can now run in connected mode, using the Support Hub to connect to Oracle. If an Oracle Configuration Manager instance is configured in disconnected mode, it cannot make use of a Support Hub.
Oracle Configuration Manager instance (version 10.3.1 or later) in disconnected mode can be switched to connected mode and configured to use a Support Hub by running configCCR -R
with a response file. If the response file used was created by specifying a Support Hub argument in the emocmrsp
command, subsequent to the re-configuration of the Oracle Configuration Manager instance, will automatically start using the Support Hub.
This appendix contains licensing information in the form of third-party dependency attribution requirements for products included with Oracle Configuration Manager release 10.0.1. Unless otherwise specifically noted, all license information herein is provided for notice purposes only.
Licensing information is included for the following products:
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are under common control with that entity. For the purposes of this definition, "control" means (i) the power, direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications, including but not limited to software source code, documentation source, and configuration files.
"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, including but not limited to compiled object code, generated documentation, and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, "submitted" means any form of electronic, verbal, or written communication sent to the Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that is conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently incorporated within the Work.
END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.
To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file format. We also recommend that a file or class name and description of purpose be included on the same "printed page" as the copyright notice for easier identification within third-party archives.
Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License. You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and limitations under the License.
Copyright Kohsuke Kawaguchi 2003-2009. All rights reserved.
Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions: The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
Copyright (c) 2002,2003,2004,2005,2006,2007,2008 Atsuhiko Yamanaka, JCraft,Inc. All rights reserved.Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JCRAFT, INC. OR ANY CONTRIBUTORS TO THIS SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
Before starting with the SSHD setup, ensure you are not using OpenSSH and MKSNT when using the Mass Deployment Utility. The Mass Deployment Utility uses the complete Cygwin suite (full collection of the software tools packaged in Cygwin). To get the complete collection of Cygwin, do the following:
Note: Ensure you rename the installation directories of OpenSSH and MKSNT. Also remove the Cygnus Solutions Key (HKEY_LOCAL_MACHINE\SOFTWARE\Cygnus Solutions) from the Registry. To do it, go to a windows command prompt, type regedit. It will open the Registry Editor. Search for the Cygnus Solutions key under SOFTWARE, which is under HKEY_LOCAL_MACHINE). Right click Cygnus Solutions entry in the Registry tree, click Delete and confirm yes.
http://www.cygwin.com
, and install Cygwin in your C:\cygwin directory. While installing Cygwin, ensure you choose the following binaries:
c:\cygwin\bin
path is before any other path in the PATH system environment variable. The -y option will assume yes for all questions and proceed.Choose the default option if asked for value for CYGWIN environment variable.Choose the default option if asked for permission while overwriting '/etc/sshd_config'.
For local users, type:
/usr/sbin/sshd
Alternatively, from the same BASH prompt, you can also execute:
cygrunsrv -S sshd
Note: Use cygrunsrv -E sshd
to stop the SSH daemon.
or from your Windows machine
For example,
This command will prompt you to specify the password. When you specify the correct password, the command should return the accurate date.
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