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Chapter 1
Introduction

This document provides guidelines for installing Content Server on WebSphere Portal
Server 6.1, connecting to the supported database of your choice.

Note

Anyone using this guide is expected to have experience installing and
configuring databases, and portal servers. Selected information regarding
the configuration of third-party products is given in this guide. For

detailed information about a particular third-party product, refer to that
project’s documentation.

This chapter provides information that will help you prepare for the Content Server
installation. It contains the following sections:

e About This Guide
* Prerequisites
« Installation Quick Reference
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Chapter 1. Introduction

About This Guide

About This Guide

This guide covers the installation, configuration, and maintenance of the WebSphere
Portal Server, as required to support Content Server. This includes configuration of one or
more WebSphere Portal Server instances, and backend databases.

How This Guide Is Organized

The content of this guide is organized by function rather than the order in which
installation steps are completed. For example, a function such as portal deployment is
associated with the portal server. It is presented in Part 1l (which covers the portal server),
even though it is performed, later, when Content Server is installed (Part I11). Each major
component of the Content Server installation is covered in its own part. A summary of the
installation steps in the required order is given at the end of this chapter (see “Installation
Quick Reference,” on page 8).

Graphics in This Guide

Many steps in this guide include screen captures of dialog boxes and similar windows that

you interact with in order to complete the steps. The screen captures are presented to help

you follow the installation process. They are not intended to be sources of specific

information, such as parameter values, options to select, or product version number.
Acronyms and Variables

This guide uses the following acronyms and variables:

CS Content Server

DM Deployment Manager

Ibe LDAP Browser/Editor

WAS WebSphere Application Server

<appserv_node> The name of the application server node.

<DM_console port> The port number on which the Deployment
Manager console is listening for connections.

<DM_host> The host name or IP address of the Deployment
Manager host.

<server name> The name of the WebSphere Portal server.

<WAS_home> Path to the directory where WebSphere Portal

Server is installed. The path includes the name of
the directory.

<WAS_ host> The host name of the machine running the
WebSphere Portal Server.
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Prerequisites

Prerequisites

Before installing and configuring Content Server with WebSphere Portal Server, make
sure the prerequisites are satisfied:

¢ You have read the Supported Platform Document (SPD) and you are installing
licensed copies of the certified software.

Note

The Supported Platform Document is available on the e-docs site:

http://support.fatwire.com

The site is password protected. New e-docs users can obtain their
passwords from FatWire Technical Support at the same site.

* The LDAP server is supported by WebSphere Portal 6.1.0.1 (Tivoli Directory Server
is recommended).

¢ You have downloaded the required WebSphere Portal 6.1.0.1 installation archives (the
archives are determined by the operating system you are using). For more information
about which archives are required, refer to the following URL.:

http://www-01.1ibm.com/support/docview.wss?uid=swg21363952

Note

» The installation documented in this guide is based on a 32-bit Linux
installation. The following packages were downloaded for this
operating system: C1TL1ML, C1TQ8ML, C1U2UML, C1U2XML,
C1U30ML, and C1U34ML.

» WebSphere Portal 6.1.0.1 contains WebSphere 6.1.0.19 and IBM
Java 1.5 (SR8a). Therefore, no updates are required for the
Application Server or the JDK.

e Under UNIX, the shell ksh command is installed and present in the path.
e Complete the following steps:

1. Install the LDAP server. Instructions can be found in Configuring Third-Party
Software.

2. Ensure that your operating system meets requirements. For information about
your operating system’s requirements, visit the following URL.:

http://www-01.ibm.com/support/docview.wss?uid=swg24012959

3. Unzip all WebSphere portal archives (the zip and tgz files that you downloaded)
into a temporary directory (you may have to overwrite a few files during the
extraction process).

- For .zipfiles, execute: unzip -d <files name>
Example: #unzip -d ClU2UML.zip

- For .tgzfiles, execute: tar -xvzf <file name>
Example: #tar -xvzf C1lTQ8ML.tgz
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Installation Quick Reference

4. (Optional) If you need to free up disk space, remove the zip and tgz files.

Installation Quick Reference

After you install and configure the J2EE components that support Content Server, you will
run the Content Server installer, which will guide you through the installation process.
You will run the installer on each development, delivery, and management system on
which you plan to use Content Server. During the Content Server installation, you will
have the option to install sample sites and sample content.

Note

The names of the systems in your Content Server environment might differ from
the names used in this document. Typically, the management system is also called
“staging,” and the delivery system is also called “production.”

The steps below summarize the installation and configuration of Content Server and its
supporting software. Keep the steps handy as a quick reference to installation procedures
and to chapters that provide detailed instructions.

To install Content Server and its supporting software

Complete the steps below for each development, content management, and production
environment.

|. Set Up the Database

Set up your choice of supported databases by installing the database management system,
creating a database for Content Server, and configuring the database. For instructions, see
Configuring Third-Party Software.

[I. Set Up the Portal Server

Install and configure WebSphere Portal Server by following the steps described in
Chapter 3, “Installing and Configuring WebSphere Portal Server, and summarized below:

1. Configure the LDAP server for the WebSphere Portal Server, and add the required
WebSphere Portal entries to the LDAP server. For more information and detailed
instructions, see “Configuring LDAP for WebSphere Portal,” on page 18.

2. Install WebSphere Portal Server and integrate it with LDAP. For more information
and detailed instructions, see “Installing WebSphere Portal,” on page 24, and
“Integrating the WebSphere Portal with LDAP,” on page 33.

3. Configure the WebSphere Portal instance for database communications, as shown in
“Configuring the WebSphere Portal Server Instance for Database Communications,”
on page 48. This step requires you to:

a. Create a J2C Authentication. For instructions, see “A. Creating a J2C
Authentication,” on page 48.

b. Create a JDBC Provider. For instructions, see “B. Creating a JDBC Provider,” on
page 52.
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C.

Installation Quick Reference

Create a JDBC Data Source. For instructions, see “C. Creating a JDBC Data
Source,” on page 57.

lll. Install and Configure Content Server

1.

Install Content Server by running the supplied installer. The installer provides online
help at each screen, should you need guidance. For more information, see Chapter 4,
“Installing Content Server.”

Complete the Content Server installation by performing the following steps:

a.

Verify that Content server has been installed properly. For instructions, see
“A. Verifying the Installation,” on page 82

Integrate the Content Server installation with LDAP. For instructions, see
“B. Integrating Content Server with LDAP,” on page 84.

Configure the portlets by adding new pages and then adding portlets to the new
pages. For instructions and detailed informations, see Chapter 5, “Configuring
Portlets.”

Once the entire installation is completed and verified, set up Content Server for its
business purpose. For instructions, see the Content Server Administrator’s Guide
and the Content Server Developer’s Guide.
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Installation Quick Reference
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Part 1
Database

This part contains a short chapter summarizing the databases that Content Server uses.

Instructions on creating and configuring databases are given in Configuring Third-Party
Software.

This part contains the following chapter:
e Chapter 2, “Setting Up a Database
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Chapter 2
Setting Up a Database

Content Server requires access to a database that is configured specifically for Content
Server. Supported databases (and other third-party components) are listed in the Supported
Platform Document (SPD), available on the e-docs site at:

http://support.fatwire.com
(New e-docs users can obtain their passwords from FatWire Technical Support at the same
site.)

Before installing any other of Content Server’s supporting software, you must complete
the following steps:

1. Install the database management system.
For instructions, refer to the product vendor’s documentation.

2. Create and configure a database for Content Server.
For instructions, consult our guide Configuring Third-Party Software. Note that
database configuration is identical across different application servers.

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server
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Part 2
Portal Server

This part contains information about installing and configuring WebSphere Portal Server
to support Content Server.

This part contains the following chapter:
» Chapter 3, “Installing and Configuring WebSphere Portal Server
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Chapter 3

Installing and Configuring WebSphere Portal
Server

This chapter provides you with instructions about installing the WebSphere Portal on your
operating system.

This section includes the following:

» Start/Stop Commands and Default Ports

e Configuring LDAP for WebSphere Portal

» Installing WebSphere Portal

e Configuring the WebSphere Portal Server Instance for Database Communications
« Verifying the WebSphere Portal Installation
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Start/Stop Commands and Default Ports

Start/Stop Commands and Default Ports

All commands are based on <WAS Portal Roots.

Stop servers

* AppServer/bin/stopServer.sh
serverl

* AppServer/bin/stopServer.sh
WebSphere Portal

Start servers

* AppServer/bin/startServer.sh
serverl

* AppServer/bin/startServer.sh
WebSphere Portal

Path to the Configuration Wizard

wp_profile/PortalServer/wizard/
configwizard.sh

URL for the WebSphere Portal
interface

http://vmrh5.vm.fatwire.com:10040/
wps/portal

URL for the Admin console

https://10.120.19.188:10041/ibm/
console/logon. jsp

Configuring LDAP for WebSphere Portal

In this guide we assume that you have installed and configured the Tivoli Directory Server
as specified in Configuring Third-Party Software. If you are using a different LDAP server
the configuration commands may differ from the commands documented in this guide. For
commands of the LDAP server you are using, refer to Configuring Third-Party Software.

Note

All commands are executed on the server where Tivoli Directory Server is

installed.

1. Change to the sbin directory under the location where Tivoli is installed (the default
location is: /opt/IBM/1dap/V6.1).

2. Execute the command . /idsilist, to return a list of configured instances:

# ./idsilist

Directory server instances:

idsinst
3. Shut down the instance:

# ./idsslapd -k -I <instance name>

GLPSRV176I Terminated directory server instance 'idsinst'

normally.

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server
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Chapter 3. Installing and Configuring WebSphere Portal Server 19

Configuring LDAP for WebSphere Portal

4. Start the LDAP server “Configuration Tool” using the following command:
# ./idsxcfg -I <instance name>
The “Configuration Tool” window loads:

1BM Tiwoli Direclory Server Conliguration Tool

¢

b
-]
B
i]
<]
-]
b
]
<]
-]
b
]
<]
-]
b
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Configuring LDAP for WebSphere Portal

5. Inthe “Configuration Tool” window, select Manage suffixes from the left navigation
tree.

1BM Tiwoli Direclory Server Conliguration Tool

b
-]
B
i]
<]
-]
b
]
<]
-]
b
]
<]
-]
b

a. Inthe Suffix DN field, enter a new suffix DN.

Note

For this example (and throughout this guide), the test suffix used for the
portal is: dc=test,dc=com.

b. Click Add.
6. Click OK.
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Chapter 3. Installing and Configuring WebSphere Portal Server 21

Configuring LDAP for WebSphere Portal

7. In the left navigation tree, click Manage administrator DN. Make sure the
“Administration DN field is set with the value cn=root.

I6M Tivoli Direciary Server Conliguration Tool

|

b
-]
B
i]
<]
-]
b
]
<]
-]
b
]
<]
-]
b
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Configuring LDAP for WebSphere Portal

8. In the left navigation tree, click Manage administrator password. Fill in the
following fields, and then click OK:

- Administration password: Enter a password.
- Confirm password: Re-enter the password.

1BM Tiwoli Direclory Server Conliguration Tool

b
-]
B
i]
<]
-]
b
]
<]
-]
b
]
<]
-]
b

9. Inthe top menu, select File > Close
10. Start the LDAP Server:

# ./idsslapd -I <instance name>
GLPSRV041I Server starting.

GLPSRV180I Pass-through authentication is disabled.
GLPCOM0O03I Non-SSL port initialized to 389.

11. The Tivoli Directory Server setup is complete. Throughout the rest of this guide you
will not have to access the Tivoli server again.

12. Continue to next section, “Adding Required WebSphere Portal Entries to the LDAP
Server,” on page 23.
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Adding Required WebSphere Portal Entries to the LDAP Server

Adding Required WebSphere Portal Entries to the
LDAP Server

To set up WebSphere Portal with LDAP authentication, a number of entries must be added
to the LDAP server via an LDIF file.

1.

Navigate to the portalUsers.1dif file, located in the WebSphere Portal installer
directory (the temporary directory where install.sh is located).

Edit the PortalUsers.1dif file:
a. Openthe portalUsers.1dif file in a text editor.

b. Replace every occurrence of dc=yourco, dc=com with the suffix in the LDAP
server (for this guide the suffix is dc=test, dc=com).

For example, locate the following section:
dn: dc=yourco,dc=com
objectclass: domain
objectclass: top

# Add lines according to this scheme that correspond to
your suffix

dc: yourco,dc=com
dc: yourco

and replace it with:
dn: dc=test,dc=com
objectclass: domain
objectclass: top

# Add lines according to this scheme that correspond to
your suffix

dc: test,dc=com
dc: test

c. Save the modified file.
Start an LDAP browser (LDAP Browser\Editor Ibe is suggested).

For information and instructions about starting LDAP Browser\Editor Ibe (or if you
wish to start an LDAP browser other than LDAP Browser/Editor Ibe), see Configuring
Third-Party Software.

Import the LDIF file that you created in step 2.

Close Ibe.

The LDAP server setup for the WebSphere Portal is complete.
Continue to the next section to install WebSphere Portal.

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server
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Installing WebSphere Portal

Installing WebSphere Portal

1. Switch to the temporary directory in which you extracted the WebSphere Portal
Archives.

2. Execute the command: # ./install.sh

rootigevmrh3:/ul1/downloads

File Edit Wiew Terminal Tabs Help

[root@vmrhS downloads]# . /install.sh [~]
IBM WebSphere Portal €.1.08.1

Licensed Materials - Property of IBM

5724-E76

Copyright IEBM Corp. 2081, 2888

Installshield Wizard
Initializing InstallShield Wizard. ..

Freparing Java(tm) Yirtual Machine...

@

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server
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Installing WebSphere Portal

3. The WebSphere portal installer opens. Click Next.

& IBM WebSphere Portal 6.1.0.1 Installer

Launch Information Center

| <sak [ [ Nea> ] |

25
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Installing WebSphere Portal

4. Accept the terms in the license agreement and then click Next.

3
=

IBM'WehSphere Portal 6.1.0.1 Installer -

ware License Agreement

Please read the following license agreement carafully.

International Program License Agreement
Part 1 - General Terms

EY DOWNLOADING, IMSTALLING, COPYING, ACCESSING, OR UsING THE PROGRAM YOU AGREE TO THE
TEEMS OF THIS ACREEMENT. IF ¥OU ARE ACCEPTIMNG THESE TERMS OM BEHALF OF ANOTHER PERSON
OF A COMPANY OR OTHER LEGAL EMTITY, YOU REPRESEMT ANMD WARRANT THAT YOU HAYE FULL
AUTHORITY TO BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO THESE TERMS. IF YOU DO MNOT
WOREE TO THESE TERMS,

- DO NOT DOWNLDAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE PROGRAM AMD PROCF OF ENTITLEMENT TO THE PARTY FROM WHOM YOU
ACQUIRED IT TO OBTAIM A REFUND OF THE AMOUNT YOU PAID. IF YOU DOWNLOADED THE PROGRAM,
COMNTACT THE PARTY FROM WHOM YOU ACQUIRED IT.

‘[BM" iz International Business Machines Corparation or one of its subsidiaries.

"License Information" "LI" is a document that provides information specific to a Program. The Program's
Ll i= available at hitp: /v ibm. camfsoftwarefslaf . The Ll may also be found in a file in the Program's

directary, by the use of a systern command, or as a booklet which accompanies the Program.

"Program” is the following, including the original and all whole or partial copies: 1) machine-readahle

instructions and data, 2) components, 2) audio—wisual content (such as images, text, recordings, or
A 4 _li e il er=l i

it e, | el Y licmmem en dlocinomnte o | Aoe

[ »

-

Installzhield

'@ | accept the terms in the license agreement

| do nat accept the terms in the license agreement

< Back Mext > | | Cancel
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Installing WebSphere Portal

5. Inthe “Installation Type” screen, select Full, and then click Next.

IBM WebSphere Portal 6.1.0.1 Installer

| <Back | [ Next> | |

27
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Chapter 3. Installing and Configuring WebSphere Portal Server 28

Installing WebSphere Portal

6. Once the initial validation is completed, fill in the Node name and Host name fields,
and then click Next.

IBM WehSphere Portal 6.1.0.1 Installer

Wmrh S wm. fatwire. com

| <Back [ [ Nea> | |

Note

If the system has a proper DNS name, the fields will be pre-populated
with the value of the DNS name.
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Chapter 3. Installing and Configuring WebSphere Portal Server 29

Installing WebSphere Portal

7. Fill out the Administrative user ID field and the password fields:
- Administrative user ID — wpsadmin
- Password — Enter the password for the administrative user.
Click Next.

1BM WebSphere Portal 5107 Installes
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Installing WebSphere Portal

8. Inthe summary screen confirm all information is correct, and then click Next.

1BM WebSphere Portal 5107 Installes

9. Inthe CD location field, enter the temporary directory where WebSphere Portal is
located (this is the same directory where install. sh is located), then click Next.

1BM WebSphere Portal 5107 Installes
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Installing WebSphere Portal

The automated installation starts. You can determine the status of the installation by
monitoring the installer and logs.

1BM WebSphere Portal 5107 Installes

Once the installation is complete, WebSphere portal starts.

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server
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Installing WebSphere Portal

10. In the summary screen, deselect the Launch First Steps check box, then click
Finished.

1BM WebSphere Portal 5107 Installes

11. Continue to the next section to integrate WebSphere portal with LDAP.
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Integrating the WebSphere Portal with LDAP

Integrating the WebSphere Portal with LDAP

In this section, you will be using the WebSphere Portal configuration wizard to configure
LDAP integration for your WebSphere Portal installation.

1. Inthe Configuration wizard’s “Welcome” screen, click Next.

WehSphere Portal Configuration Wizard

Launch Infarmation Center

| <gack | [ Ned> | |

33
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Integrating the WebSphere Portal with LDAP

2. Select Configuring Security, then click Next.

WehbSphere Portal Configuration Wizard

| <Back | [ Next> | |

34
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Integrating the WebSphere Portal with LDAP

3. Specify the administrator 1D and password for the WebSphere Portal Server by filling
in the following fields:

- Username: Do not change the information in this field.

- Password: Enter the password given during the WebSphere Portal installation,
(see step 7 on page 29).

Click Next.

WehSphere Portal Configuration Wizard

35
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4. Select the Configuring Standalone LDAP registry option, then click Next.

WehbSphere Portal Configuration Wizard

| <Back | [ Next> | |
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5. Enter the Host name and port of the LDAP server you previously configured. Click
Next.

WehbSphere Portal Configuration Wizard

10.120.19.92|
389
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Specify the LDAP user settings for authentication with the servers. Fill in the fields:

LDAP Type — Select the LDAP server type.

Bind distinguished name — Enter the same DN that you used to connect when
using lbe.

Password — Enter the password you used to connect using Ibe.

WehSphere Portal Configuration Wizard

IEM Directory Servers u

e nl

38
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7. Inthis screen, specify the primary administrative user and group. Fill in the fields:

- Primary administrative user name and
Primary Portal administrative user name — Set the user names to wpsadmin,
and set the DN to the value you entered in step 5 on page 20 when setting up the
LDAP server (in this guide the DN value is DC=TEST, DC=COM).

- Password fields — for both the “Primary administrative user name” and the
“Primary Portal administrative user name,” enter the password you used when
setting up lbe.

- Primary Portal administrative group name — Enter the user name wpsadmin,
and the DN that you entered when setting up the LDAP server step 5 on page 20
(in this guide the DN value is DC=TEST, DC=COM).

Click Next.

WehbSphere Portal Configuration Wizard

Please specify the primary administrative user and group:

Primary administrative user name:
|uicl=wpsadmin, ch=users, de=test| de=com |
Password:

|nm-wwwwwnr |

Primary Portal administrative user name:;
|uid=wpsadmin,cn=users,dc=test,dc=c0m |
Passward:

|nm1vwwwwnr |

Primary Partal administrative group name:
|cn=wpsadmins,cn=groups,dc=test,dc=c0m |

| -

InstallShield

< Back Mext = | | Cancel
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8. Make sure all field information is correct. (The “Realm name” should be correct for
the install, but confirm the “Base DN” before you proceed with the rest of this
section.) Click Next.

WehbSphere Portal Configuration Wizard

RepositondD_10.120.19.92:289
dc=test,dc=com
Realm_10.120.19.92:289

| <Back [ [ Nea> | |

tWire Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server



Chapter 3. Installing and Configuring WebSphere Portal Server

Integrating the WebSphere Portal with LDAP

9. In this screen, leave the default values and click Next.

WehbSphere Portal Configuration Wizard

inetOrgPerson

| <Back | [ Next> | |
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10. In this screen, leave the default values and then click Next.

WehbSphere Portal Configuration Wizard

groupOfUnigueMames

| <Back | [ Next> | |
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11. In this screen, leave the default values and then click Next.

e

WehbSphere Portal Configuration Wizard

| <Back [ [ Nea> | |
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12. In this screen, leave the default values and then click Next.

WehbSphere Portal Configuration Wizard

| <Back [ [ Nea> | |

44

Note

Write down the values of the User and Group parents. These values will be
needed when integrating Content Server with LDAP.
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13. In this screen, leave the default values and then click Next.

iguration Wizard

(&iuid=%v{ (objectclass=inetOrgPersoni{obhjectclass =ePerson)))
(&{cn=%wi|{objectclass =groupOfiamesifobjectclass =groupOfldnigqueNamesi{ohjectclass =group OfURL=)

ibm-allGroups:member; ibm-allGroups:unigueember

| <Back [ [ Nea> | |
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14. Review the information in the fields and click Next.

WehbSphere Portal Configuration Wizard

ch=users,do=test,dc=cam
ch=groups,dc=test,di=cam

Lid=
id
il
‘uid
ch

[
C

(&{uid =%i (ohjectclass =inetOrgPersanifobjectclass =ePersan))

{

Gicn=>%vi{|{ohjectclass =groupOfMames)iohjectclass = groupOflnigueMamesi{objectclass = groupOfURELS

ibm-allGroups:member; ibm-allGroups:unigqueMember

| <Back [ [ Nea> | |
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15. Allow the installation to complete.
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16. Click Finish.

WehbSphere Portal Configuration Wizard

Wiew Log File

e
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17. Continue to the next step to configure database communications.
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Configuring the WebSphere Portal Server Instance
for Database Communications

Before installing Content Server, a data source is required. The data source must be
created under the Server named webSphere Portal. This section explains how to
configure the WebSphere Portal Server instance you created in the previous section to
communicate with the database Content Server will be using.

This section contains the following steps:
e A Creating a J2C Authentication

» B. Creating a JDBC Provider

» C. Creating a JDBC Data Source

Note

Before completing the steps in the rest of this chapter, start the following
WebSphere Portal Server components, in the order shown:

1. Deployment Manager
2. Node Agent
3. Application Server

The list of commands for starting and stopping WebSphere Portal components is
available in “Start/Stop Commands and Default Ports,” on page 18.

A. Creating a J2C Authentication

The J2C authentication contains the login information that the WebSphere Portal Server
will use to connect to the Content Server database. A J2C authentication is the first of
three components required to set up your WebSphere Portal Server instance to connect to
your database.

To create a J2C authentication

1. Log in to the Deployment Manager console:

Note
The default Deployment Manager console port is 9060.

a. Point your browser to the following URL:
http://<DM host>:<DM console ports>/admin
b. Enter your user name and password.
c. Click Login.
The Deployment Manager console loads.
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In the left-hand pane, expand the Security node.

View: | All tasks hd
Welcame

Guided Activities

Servers

Applications

Resources

E Security

Secure administration, applications, and
infrastructure

SSL certificate and key management
Bus Security

Web sarvices
Environment
Swstem administration
Usars and Sroups
Manitaring and Tuning
Troubleshooting
Service integration

uobI

Under the Security node, select Secure administration, applications, and

infrastructure.

In the “Authentication” area in the right-hand pane, expand the Java Authentication
and Authorization Service node and click J2C authentication data.

Security Configuration Wizard | Security Configuration Report |

Administrative security

O Enable administrative security Administrative User Roles

Administrative Group Roles

Application security

Enable application security

Java 2 security
D Use Java 2 security to restrick application access to local rezources
Warn if applications are granted custorn permissions

Restrict access to resource authentication data

User account repository

Current realm definition
Local operating system

Available realm definitions

Local operating systerm b Configure Set as current

Authentication
D Use domain-qualified user names
Web security
RMIFIIOR security
g Jawa Authentication and Authorization Service

Application lagins
Systemn logins
J2C authentication data

Authentication mechanisms and expiration

Euternal authorization providars

Custom properties
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The console displays the “JAAS — J2C authentication data” screen.

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure = JAAS - 12C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use,

FPreferences

Mew Delete
]| [
ClE
Select Alias & User ID O Description 22

Mone

Total 0

5. Inthe “JAAS - J2C authentication data” screen, click New. The console displays the
“Configuration” tab.

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure = JAAS - 12C authentication data = New

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use,

Configuration

General Properties

* Alias
|csuser

# User ID
|csuser

4% Passward
|********

Crescription

Apply | Ok | Reset Cancel

6. In the “Configuration” tab, do the following:
a. Inthe Alias field, enter a unique alias for the J2C authentication.

b. Inthe User ID and Password fields, enter the credentials of the database user
account WebSphere Portal Server will use to connect to the Content Server
database. (Re-enter the password for verification).
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When you have finished, click OK. The J2C authentication you created appears in
the list in the “JAAS — J2C authentication data” screen.

Secure administration, applications, and infrastructure

[E Messages
&Changes have been made to your local configuration, wou can:
* Saue directly to the master configuration,
* Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after
saving can be enabled in Preferences,

M The server may nead to be restarted for these changes to take
effect.

Secure administration, applications, and infrastructure > JAAS - 12C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use,

Praferencas

Mew Delata

Select | Alias o User ID Description

D autowinZk3CellManagerdl/csuser CEUzer

Total 1

In the “Messages” box, click Save.
In the “Save” screen, do the following:

Select the Synchronize changes with nodes check box.
Click Save.

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > JAAS - 12C authentication data > Save
Save vour workspace changes to the master configuration.
Click Save to update the master repository with vour changes, Click Discard to discard your changes

and begin work again using the master repaository configuration, Click Cancel to continue working
with your changes.

Total changed docurments: 1

Synchronize changes with Modes

Save Discard Cancel
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9. In the “Synchronize changes with nodes” screen, click OK.

Secure administration, applications, and infrastucture

Secure administration, applications, and infrastructure > JAAS - 12C authentication data >
Synchronize changes with Nodes

The current status of the Modes being synchronized.

G} ADM=s02001 The configuration synchronization started for cell.

[} aDMS02028 Atamstic synchronization mode iz disabled for node:
autowvin2kShode0 .

G} ADMS02011 The configuration synchronization started for node;
autowvin2k3Mode0] .

[} a0ms020a; The configuration synchronization completed successfully for node:
autovvin2k3hoce0 .

[ ADMS0203: The automatic synchronization made is enabled for nods: v

ok |

10. Restart the application server for the changes to take effect. For a list of start and stop
commands, see “Start/Stop Commands and Default Ports,” on page 18.

B. Creating a JDBC Provider

A JDBC provider encapsulates all data sources that use a vendor-specific JDBC driver
implementation. A JDBC provider is the second of the three components required to set up
your WebSphere Portal Server instance to connect to your database.

To create a JDBC provider

1. Ifyou are using a DB2 or Oracle database, place the following jar files in the
<WAS_home>/universalDriver/libdhECKWy

Note
If you are using SQL Server, skip this step.

- ForDB2:
- db2jcc.jar
- db2jcc_license cu.jar
- For Oracle:
- ojdbcl4.jarorojdbc5.jar
2. Log in to the Deployment Manager console:

Note
The default Deployment Manager console port is 9060.

a. Point your browser to the following URL:

http://<DM host>:<DM _console ports>/admin
b. Enter your user name and password.
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c. Click Login.
The Deployment Manager console loads.
3. Inthe left-hand pane, expand the Resources node.

View: | All tasks w

Walcome
Guided Activities
Servers
Applications
[E Resources

Schedulers
Object poal managers
IMs
g iCec
JDBC Prowiders
Crata sources

Data sources (WebSphare Application Server
wd)

Resource Adapters
Asynchranous beans
Cache instances
Mail

URL

Resource Environment

4. Under the Resources node, expand the JDBC node and click JDBC Providers. The
console displays the “JDBC providers” screen.

JDBC providers

JDBC providers

Use this page to edit properties of 2 JDBC provider, The JDBC provider object encapsulates the spacific JIDBC driver
implementation class for access to the specific vendor database of your environment. Learn more about thiz tazk in 2 guided
activity, A guided activity provides a list of task steps and more general information about the topic

E Scope: Cell=autowin2k3cCellol, Node=autowin2k3Nodell, Server=serverl

Scope specifies the level at which the resource definition is vizible, For detailed information on what scope
iz and how it works, see the scope settings help

| Mode=autowinzk3Mode0l, Server=sarverl %

Preferencas

Hew Delete
ElEle

Select Mame & Scope X Description 2
Mone

Total 0
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In the “Scope” area of the “JDBC providers” screen, select Node=<appserv_node>,

Server=<server_name> from the drop-down list, and click New.

Note

The default name of the first application server node created is

<WAS_ host>NodeO1.

The default server name is serverl.

In the “Create a new JDBC provider” screen, do the following:

a. Inthe “Database type” drop-down list, select the database Content Server will be

using.

b. Inthe “Provider type” drop-down list, select the provider corresponding to the

database you selected in step a, as shown in the following table:

DB2 Universal JDBC Driver Provider
Oracle Oracle JDBC Driver
SQL Server WebSphere embedded ConnectJDBC driver for

MS SQL Server.

c. Inthe “Implementation type” drop-down list, select Connection pool data

source.

d. Inthe Name field, enter a unique name for this JDBC provider.

e. Click Next.

Create a new JDBC Provider =

Create a new JDBC Provider

=3 Step 1: Create new

JDBC provider

Next Cancel

Create new IJDBC provider

Set the basic configuration values of 2 JDBC provider, which encapsulates the
specific vendar JOBC driver implementation classes that are required to access
the database. The wizard fills in the name and the description fields, but you
can type different values,

Scope

|ce||s:autowianSCeHDl:nodes:autowinZkSNodeol:seruers:seruerl

# Database type
# Provider type
| DBZ Universal JDBC Driver Provider (% |

# Implementation type

Connection pool data source % |

# Marme
|DBZ Universal JDBC Driver Provider

Description

Mon-#4 DBZ Universal JDBC Driver-compliant Pravider,
Datasources created under this provider support anly
1-phase commit processing except in the case where
driver type 2 is used under WAS z/0OS5, On WAS z/ 05,

driver type 2 uses RRS and supports 2-phase commit
processing

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server

54



Chapter 3. Installing and Configuring WebSphere Portal Server

55

Configuring the WebSphere Portal Server Instance for Database Communications

7. In the “Enter database class path information” screen, do one of the following:

- If you selected DB2 or Oracle in step 6, enter the location containing the
database-specific jar files you copied in step 1, that is:

<WAS homes>/universalDriver/lib

When you have finished, click Next.
- If you selected SQL Server in step 6, click Next.

Create a new JDBC Provider =

Create a new JDBC Provider

Enter database class path information

=3 Step 2: Enter
database class path
information

Set the environment variables that represent the JDBC driver class
files, which WebSphere(R) Application Server uses to define vaour
JDBEC provider. This wizard page displays the file narmes; you supply
only the directary lacations of the files, Use complete directary paths
when you type the JDBC driver file locations, For example:
fhome/dbzinstl/zqllibfjava an Linux(TM). If a value is specified for

Class path:

you, you may click Mext to accept the value,

${DB2ZUNIVERSAL IDBC_DRIVER_PATHY db2jccjar
F{UNIVERSAL_JDBC_DRIVER_PATH}M dbZjcc_license_cujar
DB 2UNIVERSAL_JDBC_DRIVER_PATH} db2jcc_license_cisuz.jar

Directary location for "dbZjccjar, db2jcc_license_cisuz.jar" which is
saved as WebSphere variable ${DBZUNIVERSAL JDBC_DRIVER _PATH}

|3:\uD1\soFtware\AppS\WebsphereSl\AppSeruer\uniuersaIDriuer\Iill

Mative library path

Directory location which is saved as WebSphere variable
${DB2UNIVERSAL JDBC_DRIVER _MATIVEPATH}

Previous | Mext | Cancel |

8. Inthe “Summary” screen, review the settings you have chosen, then click Finish.

Create a new JDBC Provider

Summary

Surmrnary of actions:

Cptions

Values

ma

Scope

cellsiautowinZk3Celldlinodes:autowinZk2Mode0l i servarsiserverl

=3 Step 3: Summary

JDBC provider name

DB2 Universal JDBC Driver Provider

Description

Mon-#4 DBZ Universal JDBC Driver-comnpliant Pravider,
Datazources created under this provider support only 1-phase
cornrmit processing except in the case whare driver type 2 iz uszed
under WAS z/ 05, On WAS z/ 0S5, driver type 2 uses RRS and
supports 2-phase commit processing

Class path

${DBZUNIVERSAL_IDBC_DRIVER_PATH} dbZjccjar
${UNIVERSAL_IDBC_DRIVER_PATH}/ dbZjce_license_cu.jar
${DBZUNIVER SAL_IDBC_DRIVER_PATHY} db2jcc_license_cizuz.jar

${DBZUNIVER SAL_JDBC_DRIVER_PATH}

Cryullysoftware\Apps\Websphered 1\ AppServeruniversalDriverlib

${UNIVERSAL_JDBC_DRIVER_PATH}

null

Mative path

${DBZUNIVER SAL_IDBC_DRIVER_MATIVERATH}

${DBZUNIVER SAL_JDBC_DRIVER_MATIVEPATH}

Previous | Finish |

Implermentation class name

corn.ibm.db2.jee DBEZConnedionPoolDataSource

Cancel |

9. Inthe “Message” box, click Review.
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10. In the “Save” screen, do the following:
a. Select the Synchronize changes with nodes check box.
b. Click Save.

11. In the “Synchronize changes with nodes” screen, click OK.

The console re-displays the “JDBC Providers” screen. The new JDBC provider
appears in the list of providers in the right-hand pane.

12. If you selected DB2 in step 6, do the following:

Note

If you selected Oracle or SQL Server in step 6, skip the steps below and
proceed to the next section.

a. Inthe list of JIDBC providers in the right-hand pane, select the JDBC provider you
created earlier in this section.

b. In the Class path field of the “DB2 Universal JDBC driver provider” screen do
the following:

1) Delete the path to the db2jcc_license cisuz.jar file.

2) Change the variable name for the db2jcc_license cu.jar file:
From: ${UNIVERSAL JDBC DRIVER PATH}
To: $ {DB2UNIVERSAL JDBC DRIVER PATH}

JDBC providers > DBZ Universal JDBC Driver Provider

Use this page to edit properties of a JDBC provider, The JDBC provider object encapsulates the specific JDBC driver
implermentation class for access to the specific vendaor database of your environment.

Configuration

General Properties
# Scope

Additional Properties

Data sources

Dats sources (WebSphere
Application Server W4

cellziautowinzk3Cell0linodes: autowin2k 3Mode0lserversizervarl

# Mamne
|DBZ Universal JDBC Driver Provider

Description

Mon-¥A DBZ Universal JDBC A
Driver-cornpliant Provider,

Datasources created under this
provider support only 1-phase

cornmit processing except in the

case where driver type 2 iz used v

Class path

${UNIVERSAL_JDBC_DRIVER_PATH}/ db:
$UNIVERSAL_JDBS_DRIVER_PATHY db:

< >

Mative library path
${DB2ZUNIVER SAL_IDBC_DRIVER_MATIV

< >

# Implementation class name
|c0m.ibrn.db2.jcc.DBZConnectionF‘ooIDataSource

Apply | (o133 Reset Cancel
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Click OK.
In the “Messages” box, click Review.
e. Inthe “Save” screen, do the following:
1) Select the Synchronize changes with nodes check box.
2) Click Save.
f.  In the “Synchronize changes with nodes” screen, click OK.

C. Creating a JDBC Data Source

Note
Before starting this procedure, make sure you have done the following:

1. Created a J2C authentication by following the steps in
“A. Creating a J2C Authentication.”

2. Created a JDBC provider by following the steps in “B. Creating a
JDBC Provider.”

Once you have created the J2C authentication and the JDBC provider, you must create a
data source. The data source is the final component required to set up your WebSphere
Portal Server instance to connect to your database.

To create a JDBC data source

1. Log in to the Deployment Manager console:

Note
The default Deployment Manager console port is 9060.

a. Point your browser to the following URL.:
http://<DM host>:<DM console ports/admin
b. Enter your user name and password.

c. Click Login.
The Deployment Manager console opens.
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2. Inthe left-hand pane, expand the Resources node.

‘ Wiew: | All tazks w |

Walcome
Guided Activities
Servers

B applications

Enterprize Applications
Install Mew Application

E Rescurces
Schedulers
Object pool managers
FH IMs
g JoeC
JDBC Providers
[rata sources

[rata sources (WebSphare Application Server
W

Resource Adapters
Asynchronous beans
Cache instances
Mail

URL

Resource Environment

3. Under the Resources node, expand the JDBC node, and click Data sources. The
console displays the “Data sources” screen.

Data sources

Data sources

Use this page to edit the settings of a data source that is assaociated with your selected JDBC provider. The data source object
supplies your application with connecions for accessing the databasze, Learn more about this tazsk in a guided ackivity, A
guided activity provides a list of task steps and more general information about the topic,

B Scope: Cell=autowinzk3tello 1, Node=autowin2kiNoded 1, Server=serverl

Scope specifies the level at which the resource definition is visible, For detailed information on what scope

is and how it works, see the scope settings help

| Mode=autowinzk3Modell, Servarsservarl % |

Preferences

Mew | Delete Test connection Manage state... |

Rl

Select | Mame & JNDI name I Scope O Provider Description 5 | Category O
More
Total O

4. Inthe “Scope” area of the “Data sources” screen, select Node=<appserv_node>,
Server=<server_name> from the drop-down list and click New.

Note

The default name of the first application server node created is
<WAS host>NodeO1.

The default server name is serverl.
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5. Inthe “Enter basic data source information” screen, do the following:
a. Inthe Data source name field, enter a unique name for this data source.
b. Inthe INDI name field, enter the INDI name for this data source.

c. Inthe “Component-managed authentication alias” drop-down list, select the J2C
authentication you created in A. Creating a J2C Authentication.

d. Click Next.

Create a data source -

Create a data source

=3 Step 1: Enter hasic Enter basic data source information

data source

T Tam Set the basic configuration values of 5 data saurce for azzodiation with your JDBC
provider, A data source supplies the physical connections between the application server
and the database.

Requirernant: Usze the Data sources (WebSphere(R) Application Server ¥4 conszole pages
if vour applications are based on the Enterprise JavaBeans(TM] (EIB] 1.0 specification or
the Java(TM) Servlet 2.2 specification,

P a
d: Scope

|cells:autowin2k3Ce|IDi:nodes rautowinZk3Nodelliserversiserverd

Step 41 Surnmary

# Data source marme
|csDataSource |

# JMDI nare
|csDataSource |

Component-managed authentication alias and XA recovery authentication alias

Select a compeonent-rmanaged authentication alias, The seleced
authentication alias will also be set as the XA recovery authentication alias if
vour JDBC Provider supports XA, If you choosze to create a new J2C
autherntication alias, the wizard will be cancaled,

autowinZk3CellManagerll/csusar ¥

Mext Cancel

6. Inthe “Select JDBC provider” screen, do the following:
a. Select the Select an existing JDBC provider option.

b. Inthe drop-down list, select the JDBC provider you created in step “B. Creating a
JDBC Provider.”

c. When you are finished, click Next.

Create a data source =

Create a data source

Select IDBC provider

Specify 2 JDBC provider to support this data source,
=3 Step 2: Select IDEC

provider O i
Create new JDBC provider

@ Select an existing JDBC prowider

| DB2 Universal JDBC Driver Provider %

: Surnrmary

Previous Mext Cancel |
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7. In the “Enter database-specific properties for the data source” screen, do one of the
following:

- If you selected a DB2 JDBC provider in step 6, do the following:

1)

2)
3)

4)

5)

6)

In the Database name field, enter the name of the database Content Server
will be using.

In the “Driver type” drop-down list, select 4.

In the Server name field, enter the host name or IP address of the machine
running the Content Server database.

In the Port number field, enter the port number on which the Content Server
database is listening for connections.

Select the Use this data source in container managed persistence (CMP)
check box.

Click Next.

Create a data zource

Enter database specific properties for the data source

Set these database-specific properties, which are required by the
database vendor JDBC driver to support the connections that are
rmanaged through this data zource.

# Database name
Step Z: Enter |autodb
database specific

properties for the # Driver type

data source

Step 4! Summmary

# Server name
wow. fatwire, com

# Port number
S0001

Use this data source in container managed persistence [(CMP)

Previous | Next | Cancel |

- If you selected an Oracle JDBC provider in step 6, do the following:

1)

2)

3)

In the URL field, enter the URL of the database Content Server will be using.
The URL you enter must be in the following format:

jdbc:oracle:thin:@//<db_host>:<db port>/<db namex>
where:

- <db_host> is the host name or IP address of the machine running the
Content Server database.

- <db_port> is the port number on which the Content Server database is
listening for connections.

- <db names> is the name of the Content Server database.

In the “Data store helper class name” drop-down list, select Oracle10g data
store helper.

Select the Use this data source in container managed persistence (CMP)
check box.
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4) Click Next.

Create a data source =

Create a data source

Erter basic Enter database specific properties for the data source

Set these database-specific praperties, which are required by the
database vendor JDBC driver to support the connections that are
rnanaged through this data source.

4 LUFRL
—3 Step 3: Enter |Jracle:thin:@.n".-"reaper.fatwire.com:1521fautodb|
database specific
properties for the # Data store helper class name
A crouTrED | OraclelOg data store helper b |

2 4 Surnrmary

Use this data source in container managed persistence [(CMP)

Previous | Mext | Cancel |

- If you selected a SQL Server provider in step 6, do the following:

1)

2)
3)

4)

5)

6)

In the Database name field, enter the name of the database Content Server
will be using.

In the “Driver type” drop-down list, select 4.

In the Server name field, enter the host name or IP address of the machine
running the Content Server database.

In the Port number field, enter the port number on which the Content Server
database is listening for connections.

Select the Use this data source in container managed persistence (CMP)
check box.

Click Next.

Create a data source

p 1: Enter basic Enter database specific properties for the data source

Set these database-specific properties, which are required by the
database vendar JOBC driver to support the connections that are
rnanaged through this data source.

4 Database name
Step 3: Enter |autodb |

database specific
properties for the % Server narne

data source |apiw2k3.fatwire.com |

Step 4: Sumrmary # Port number

Uze this data source in container managed persistence [(CMP]

Frevious | Mesxt | Cancel |

8. Inthe “Summary” screen, review the settings you have chosen, then click Finish.
9. In the “Messages” box, click Review.

10. In the “Save” screen, do the following:

a. Select the Synchronize changes with nodes check box.
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b. Click Save.
11. In the “Synchronize changes with nodes” screen, click OK. The console re-displays
the “Data sources” screen showing the data source you just created.
12. In the list of data sources, select the data source you just created.
13. In the “Additional Properties” area of the “Data source” screen, click Connection
pool properties.
Data sources == csDataSource
Use this page to edit the settings of a data source that iz associated with your selected JDBC provider. The data source
object supplias your application with conneacions for acceszing the databaze,
Configuration
Test connection
General Properties Additional Properties
* Scope Connection poaol
|cells:autowin2k3Ce|IDl:nodes:autowin2k3Node01:seruer’s:seruerl | propetkias
# Provider .:VQEQ‘JIiiaEEr:Seruer
[DB2 Universal JDBC Driver Provider | data source
properties
14. In the “Connection pools” screen, do the following:
a. Inthe Maximum connections field, enter 100 (or a value appropriate to your
configuration, if known).
b. Inthe Minimum connections field, enter 10 (or a value appropriate to your
configuration, if known).
c. Click OK.
Data sources weE

Data sources = csDataSource > Connection pools

Use this page to set properties that impack the timing of connedion management tasks, which can affect the performance of
vour application, Cansider the default values carefully; your application requirernents might warrant changing these values,

Configuration

General Properties Additional Properties
Scope

Advanced connection pool properties

|cells:autowin2k3Ce|IDi:nodes:autowinZkSNDdeﬂi:servers:serueri | Connection pool custom properties

Connection timeaout
|180 zeconds

Maxirnurn conneckions
|1DD connections

Minirnurn connedhions
|1D connections

Reap tirne
1g0 zeconds

Unuzed timeout
|1SDD seconds

Aged timeout

|D seconds
Purge policy

EntiraPoal R |

Apply | Ok | Reset | Cancel
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15. In the “Messages” box, click Review.
16. In the “Save” screen, do the following:
a. Select the Synchronize changes with nodes check box.
b. Click Save.
17. In the “Synchronize changes with nodes” screen, click OK.
18. For installations running DB2:
a. Inthe list of data sources, select the data source you just created.
b. Inthe “Additional Properties” area of the “Data source” screen, click Custom
properties.
Cata sources Close
Data sources > csDataSourceDBE2
Use this page to edit the settings of a data source that is associated with your selected JDBC provider, The data
source object supplies your application with connections for accessing the databaze,
Configuration
Test connection
General Properties Additional Properties
* Scope Connedction pool
|ce||s:r'ea|hpDDCe||01:nodes:r’ealhpDDNodeDl:seruers:seruerl | properties
* Provider :«VQEQ‘TiScaEErneSeruer
|DBZ Universal JDBC Driver Provider | data source
propetties
# Marne Custarn <
|csDataSourceDB2 —Ero pertties
INDT narme
|csDataSource

Related Items
Use this data source in container managed persistence [CMP)
JAAS - 120
- authentication
Description data

CB2 Universal Driver Datasource
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In the “Custom properties” screen, click on resultSetHoldability.

Data sources

Data sources = csDataSourceDB2 > Custom properties

Use this page to specify customn properties that vour enterprise information system (EIS) requires for the resource providers
and resource factories that vou configure, For example, most database vendors require additional custorn properties for

data sources that access the databasze,

Preferences

Mew Delete

k| [
T
~
Select | Marme 3 Value 2

O description

O tracelevel

O traceFile

O fullyMaterializelobData true
] P | resultSetHoldability 2

O currentPackageSet

D readCnly false
O deferPrepares true

Description 3 Required
The description of thiz datasource, falze

The DBZ trace level for logging to the logWriter | falze
or trace file. Poszible trace levels are:

TRACE MOME = O,TRACE COMMECTIOMN CALLS =
1 TRACE STATEMEMT CALLS =

2, TRACE RESULT SET CALLS =

4, TRACE DRIVER CONFIGURATION =

16, TRACE COMMECTS = 32, TRACE DRDA FLOWS
=564, TRACE RESULT SET META DATA =

128 TRACE PARAMETER META DATA =

256, TRACE DIAGNOSTICS = 512, TRACE SQU1 =
1024, TRACE ALL = -1, .

The trace file to store the trace output, If you falze
zpecify the trace file, the DB2 Joc trace will be

logged in thiz trace file. If this property is not

zpecified and the WAS. database trace group is
enabled, then both WebSphere trace and DB2

trace will be logged into the WebSphere trace

file.

Thiz zetting controlz whether or not LOB locators | false
are used to fetch LOB data. If enabled, LOB
data iz not strearmed, but is fully rmaterialized

with locators when the user requests 5 stream
on the LOB column, The default value iz true.

Determine whether ResultSets are cozed or kept| false
open when cormmitting & transaction. The
possible values are: 1

[HOLD CURSORS OWER COMMIT), 2

CLOSE CURSORS AT COMMIT),

Thiz property iz used in conjunction with the falze
DBEZBinder - collection option which is given when

the JDBC/CLI packageset iz bound during
inztallation by the DBA,

Thiz property creates a read only connection. By | false
default this value is falze,

Thiz property provides a performance directive falze
that affacts the internal sermantics of the inout
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d. Inthe “Value” field enter 1, and click OK.

Crata sources Close page

IE T

Data sources = csDataSourceDE2 > Custom properties > resultSetHoldability Field help

Data sources

For field help information,
Use this page to specify customn properties that vour enterprise information system (EIS) requires for the resource providers

zelect a field label or list
and resource factories that vou configure, For example, most database vendars require additional custom properties far markar when the help
data sources that access the database, cursor appears.
Configuration Page help
More information about
thiz page

General Properties

# Scope

cellsirealhp00Cellil:inodesirealhpOONodellserversiserverl

Required

Marme

|resuItSetHoIdabilitl,I

Value
— > [1

Description

Determine whether RezultSets are
clased or kept open when comritting
atranzaction. The possible values are:
1 (HOLD_CURSORS_OVER_COMMIT), 2
(CLOSE_CURSORS_AT_COMMIT).

-

Apply | Ok Reset | Cancel

e. Inthe “Messages” box, click Review.
f. Inthe “Save” screen, do the following:

1) Select the “Synchronize changes with nodes” screen, click OK.
2) Click Save.

19. In the “Synchronize changes with nodes” screen, click OK.
20. Continue to the next step to verify your WebSphere Portal installation.
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Verifying the WebSphere Portal Installation

WebSphere Portal is now installed and configured so that it authenticates against LDAP.
Log in to WebSphere Application Server and WebSphere Portal Server to ensure they are

working properly.

Note

This guide uses the default ports for the WebSphere servers. The default ports are
https 10041 for the application server and http 10040 for the portal server.

1. Connect to the WebSphere Application Server Console:
https://<hostname>:10041/ibm/console/logon. jsp. Inthe “Login” screen,

log in with the wpsadmin user ID and password.

Integrated Solutions Consale  Mozilla Firefox

Fllg Edit Mew Historr Qookmarks Tosls  Help u‘f w uT Pjnl:n?.'.'w1:_I.i-_1'i1EIH1qu41_f.tmton_:0|uﬂog{|muo

Irbegrated Sohsions Conecle e | WM Wehipheere Fortal | ;i

| Infugrated Solutions Consgl
| Wolcame, eoler your informalion. .

| LI

| | =i aderain

aEoEa-

| Bagsuard:

Lagin |
»

y 4

-
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2. Expand the left navigation tree under Servers, then click Application Servers. Two
servers should be displayed.

Infegrated Selutions Consele  Mozilla Firafoxn

L3 L5 & P nmns 0120191 8610041 omicansolenogn. dovacsan-s 1y EIG =
] Integrated Sohuions Conaole 0| FIM Welriphere Fartal o

e — o L

| Wiwwr:  All Lagka |

| &3

Close paign

= Walcamw
Il Guldad Aztivities
lppl’l:lliml LECWIETS Field help
Bl Sesvern ; A ; For field help
= [y mian nhreeey Use this page to view a list of the applcation servers in your environmant and the status of infarmation, sl
& b aareR = @ach of these sarvers. You can also usa this page to change the status of a specific figld labal or list
B WabSphers MO sarveri application server. whan ther huslp o
E Aonlicatee R prafarances appears,
[l Henauecas B Page help
Berurity | £
B Hame & | Mode & | warsion & | | | e
i St WubSpharn Porlal vnihs D £.1.0.19
[ fopatem adminiptratian = T T
- BEMErL wmrh's HND 6,1.0,19
E Users and Graups T - -
Total 2

1 Menitering and Tuning

I Traiiblashasting

[ fervice integrariss
F uoot

3. Log out of the Admin Interface.

= i
FatWire
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4. Connect to the WebSphere Portal Interface:

http://<hostname>:10040/wps/portal. Inthe “Login” screen, log in with the
wpsadmin user 1D and password.

[OM WabSphara |"_EZIIT|'|! h1l:rl'|||!'| ’.'il'l'l|l:!..'.

Emwmuu.m.ﬁm

Uner i

Fazswoernd

Mol egivkered T Sign uy

Cagin] [ Gancal]

F.ii':."'.l'i e
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The following interface is displayed.:

1OM

Wk 2.0 Imrodustian Faods Cimdayets

Start with
templa
Was nevy

Manage

Set Up Your Modify Your Add New

=
- - T "
Site: [as Theme: @ Content: %
A poarial panas dispisys Wiard | hange tha sathinas such a3 cﬂ tent
ppitent, such-as porilals and rsvigation siruciures of tha pages af "!“ LS
3 g | asingke ama L =it Nesdd Lo Lte. riwtort colors [ BREMONS Bra SvaUane
I ou oo and graphics of change (hie [onlsused £ "_1 i niew corment 8010
yoLr miarrmakon and 0N Yo vith the Themea f'lfne"'- HUOrS Lo Yt
add naw neagainnal slamants : s pordol o of this can' b '_"” B8 5
I III, sl l-: dona from ana Incation whila ; rLI it e =
Users wilh eppropriate [raviewiTE] yoir chanaas inline R L L ab contont for
privileges carl craate pUblic o Mf.'ldlr'j yol LS £ he :l" :'Irl'l I| I"I'Ir"'ll'll—l"rI Ard axiran Ir :
private pages Grig: 5iiEs Wl HArREeZ 8l
Raad mare about managing selvices [or improvad contEnl
nanas i delivery. Yol can alsd Sedodt
- T - from Hundreds of general
By Using a Jumpstart T Y Y Cubniiainn business and industry: spesifit
template L T partal fferings avallabla on the L.
B Mg i ® | ‘orlul -

5. Log out of the portal interface.
6. Continue to the next part to install and configure Content Server.
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Part 3
Content Server

This part shows you how to install Content Server and configure portlets for the users.
This part contains the following chapters:

» Chapter 4, “Installing Content Server”
Chapter 5, “Configuring Portlets”
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Chapter 4
Installing Content Server

Now that you have confirmed that the portal is set up and working properly, you can
install Content Server on the WebSphere portal.

This chapter contains the following sections:

» Installing Content Server on the WebSphere Portal
» Post-Installation Steps
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Installing Content Server on the WebSphere Portal

To install Content Server with Patch 2 on the WebSphere portal

1.
2.
3.

Start the Content Server installer.

Select Portal Server Platform, then select WebSphere Portal 6.1.

For the installation location, enter: <WAS Portal Home>/wp profile/
installedApps/<node names>/ContentServer.ear/cs.war

Continue with the installation. Stop at the midway point, when you see the dialog box
that prompts you to deploy.

To deploy, do the following:

5. Modify the cs . war file for use on WebSphere Portal 6.1.

a.

b
C.
d.
e

Change to: <CS HOME>/ominstallinfo/app/

Make a new directory called 1.

Rename cs.war t0 cs_org.war.

Change to directory 1.

Uncompress cs . war into directory 1.

# jar -xvf ../cs.war

Edit the file WEB- INF/classes/commons-logging.properties:

1) Locate and remove the line priority=1.

2) Create a new line at the very beginning of the file that states priority=1.
3) Save the changes.

6. Edit the file WEB-INF/classes/ibm-web-ext .xmi:

a.

Go the < /webappext : WebAppExtension> tag:

<webappext : WebAppExtension xmi:version="2.0"
xmlns:xmi="http://www.omg.org/XMI"
xmlns:webappext="webappext .xmi"
xmlns:webapplication="webapplication.xmi"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmi:id="WebAppExtension 2" reloadInterval="5"
reloadingEnabled="true" defaultErrorPage="error.jsp"
additionalClassPath="" fileServingEnabled="true"
directoryBrowsingEnabled="true"
serveServletsByClassnameEnabled="false">

<webApp href="WEB-INF/web.xml#WebApp ID"/>
</webappext : WebAppExtension>

Add the following lines before the tag:

<jspAttributes xmi:id="JSPAttribute 1237644990616"
name="jdkSourceLevel" value ="15"/>

<jspAttributes xmi:id="JSPAttribute 1237644990617"
name="disabledJspRuntimeCompilation" value="false"/>

<jspAttributes xmi:id="JSPAttribute 1237644990618"
name="reloadEnabled" value= "true"/>
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<jspAttributes xmi:id="JSPAttribute 1237644990619"
name="reloadInterval" value ="10"/>

The new file now looks like this:

<webappext : WebAppExtension xmi:version="2.0"
xmlns:xmi="http://www.omg.org/XMI"
xmlns:webappext="webappext .xmi"
xmlns:webapplication="webapplication.xmi"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmi:id="WebAppExtension 2" reloadInterval="5"
reloadingEnabled="true" defaultErrorPage="error.jsp"
additionalClassPath="" fileServingEnabled="true"
directoryBrowsingEnabled="true"
serveServletsByClassnameEnabled="false">

<webApp href="WEB-INF/web.xml#WebApp ID"/>
<jspAttributes xmi:id="JSPAttribute 1237644990616"
name="jdkSourceLevel" wvalue ="15"/>

<jspAttributes xmi:id="JSPAttribute 1237644990617"
name="disableJspRuntimeCompilation" value="false"/>

<jspAttributes xmi:id="JSPAttribute 1237644990618"

name="reloadEnabled" value= "true"/>
<jspAttributes xmi:id="JSPAttribute 1237644990619"
name="reloadInterval" value ="10"/>

</webappext : WebAppExtension>
c. Save the changes.
7. Compress the changes into a new cs . war file:
a. Change to: <Cs HOME>/ominstallinfo/app/1
b. Run the following command:
# jar -cvf ../cs.war *

8. Copy the cs.war file (located in <CS HOME>/ominstallinfo/app/) to your local
file system (from which you are starting the browser).

Complete the installation:

9. Logintothe portal: http://<hostname>:10040/wps/portal
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10. On the top menu bar, click Administration.
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g Welcome to WebSphere Portal Administration
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11. In the left navigation tree, click Web Modules, located under Portlet Manager.
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12. Click the Install option.
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13. Select the copy of cs.war you moved to your local file system, then click Next.
The following summary screen is displayed:
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Installing Content Server on the WebSphere Portal

a. Fill in the following fields:

- Enterprise Application display name — Replace the default name
PA defaultName With the name Content Server .

- Context root — Replace the default /wps/PA defaultName with the
context root given in the installer (/servilet is the default).

b. Click Finish.
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14. Upon completion, the application will be installed and started. Go back to the Content
Server installer and click Test. Once the test is completed successfully, click OK.

Note

If you wish to uninstall the application, do so through the Portal Admin
interface and not through the WebSphere Admin interface.
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Installing Content Server on the WebSphere Portal
15. When the installation completes, restart the application from the WebSphere Admin
interface, in order for the changes to take effect:
a. Log into the Deployment Manager console:
Note
The default Deployment Manager console port is 9060.
1) Point your browser to the following URL:
http://<DM host>:<DM console port</admin
2) Enter your user name and password.
3) Click Log in.
The Deployment Manager console loads.
b. In the left-hand pane, expand the Applications node.
‘ View: | All tasks w~
Welcarme
Guided Activities
Saervers
Bl Applications
Enterprise Applications
Install Hew Application
Resources
Security
Under the Applications node, click Enterprise Applications.
In the “Enterprise Applications” screen, select the check box next to the CS
application you want to restart.
Enterprise Applications
Enterprise Applications
Use this page to manage installed applications, A single application can be deployed onto multiple servers,
Preferances
Stark | Stop Install Uninstall Update Raollout Update Rermouwe File Export Export DDL

El=lEaE

Select Marme 2 Application Status Q
ContentServer ®
Total 1

e. Click Stop, then click OK.
f. Click Start, then click OK.
16. Install patch 2.
17. Perform the post-installation steps in the next section as required for your installation.
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Post-Installation Steps

When the Content Server installation completes successfully, perform the following steps:

A. Verifying the Installation
B. Integrating Content Server with LDAP

A. Verifying the Installation

Verify the installation by logging in to Content Server as the administrator.

Logging in to the Advanced Interface

1.

Point your browser to the following URL.:
http://<hostnames>:<port>/<context>/Xcelerate?LoginPage.html
Content Server displays the Advanced interface login form.

Enter the following credentials:
- User name: fwadmin

- Password: xceladmin
Click Login.

One of the following happens:

- If you did not install any sample sites, you are logged in to the built-in Content
Server management site. Only system administration functionality is available.

- If you installed one sample site, you are logged in to that site.

- If you installed more than one sample site, Content Server displays the “Select
Site” screen. In such cases, select the sample site you wish to log in to.

- If the screen continues to refresh, it means the jsproot was set incorrectly.
a) From the WebSphere Admin interface, stop the application.
b) Fix the jsproot in futuretense. ini and restart the application.

Logging in to the Dash Interface

1.

Point your browser to the following URL:
http://<hotnames:<port>/<context>
Content Server displays the Dash interface login page.
Enter the following credentials:

- User name: fwadmin

- Password: xceladmin
Click Login.

One of the following happens:

- If you did not install any sample sites, Content Server displays a message
notifying you of that fact. You will not be able to log in to the Dash interface until
at least one site exists on your system.
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- If you installed more than one sample site, Content Server displays the “Select

Site” screen. Select the sample site you wish to log in to.
- If the Dash interface does not load, then the class loading is set improperly.

To set the class loading:

Open the WebSphere Admin interface and do the following:

1) Click Class loading and update detection.

Enterprise Applications d

Enterprise Applications > ContentServer

Use this page to configure an enterprise application. Click the links to access pages for further configuring of the application
or its modules,

Configuration

General Properties Madul

5

+ Name

Manage Modules

| ContentServer

Web Module Properties

Application reference validation
| [ssue warnings j| Session management
Context Root For Web Modules

Detail Properties

JSP reload options for web modules

Target specific application status

Startup behavior
Application binaries References

\firtual hosts

Class loading and update detection Shared library references

Remote request dispatcher properties

View Deployment Descriptor

Last participant support extension

Apply | OK | Reset | Cancel |

2) In the screen that appears, do the following:
a) Inthe Polling interval for updated files field, enter 30.

b) Inthe “Class load order” section, select Classes loaded with application
class loader first.

c) Inthe “WAR class loader policy” section, select Single class loader for
application.
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d) Click OK.

Enterprise Applications Ll

Enterprise Applications > ContentServer > Startup behavior > Class loader

Use this page to configure the reloading of classes when application files are updated.

Configuration

General Properties

[7 Reload classes when application files are updated

Polling interval for updated files
|3O Seconds

Class loader order

{" Classes loaded with parent class loader first
& Classes loaded with application class loader first

WAR class loader policy

(" Class loader for each WAR file in application
& Single class loader for application

Apply | QK | Reset| Cancel

B. Integrating Content Server with LDAP

In this guide, we assume you are working with the Tivoli Directory Server. If you are
using an LDAP other than Tivoli Directory Server, the default values used by Content
Server will not be compatible, resulting in issues for getting single sign-on to work.

1. Start the Content Server LDAP integrator:
# ./configureLDAP.sh

2. Inthe drop down list, select Tivoli.
In the “LDAP Parameters” screen, do the following:
a. For the Username field, enter cn=root.

b. For the INDI password field, enter the password you entered when setting up
Tivoli.
c. People and Group parents are correct, but the DN needs to be updated

4. Once the installation completes, import the LDIF file created by the Content Server
LDAP integrator (use Ibe or another LDAP browser to import the file).

The path to the LDIF file is: <CS_HOME>/ldap/tivolildap.ldif

Note

Upon file import, three of the entries will fail (because they are duplicate
entries). You can safely ignore the failure.

5. Change the passwords of the following users: fwadmin, ContentServer and
defaultreader in order for the passwords to be encrypted correctly.
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Next Step

For each user do the following:

a.

b
c
d.
e

f.

Click the user name under the cs=users tree.

On the right side, double-click the userpassword entry.

In the dialog, click Set.

Enter the password and click Save as.

(Optional) To verify your password, click Verify and re-enter the password.

Once your password has been successfully verified, the message “password
verified” is displayed.

Click Apply.

6. Confirm that the integration is successful by logging in to the Content Server
administrator interface and the WebSphere portal interface, using the fwadmin user
account.

Next Step

Go to Chapter 5 to configure the Content Server portlets.
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Next Step
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Chapter 5
Configuring Portlets

This chapter contains instructions for configuring pages, tabs, and portlets for your
Content Server installation.

This chapter contains the following sections:

Configuring Content Server Portlets in WebSphere Portal
Setting Up Content Server for Its Business Purpose
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Configuring Content Server Portlets in WebSphere Portal

Configuring Content Server Portlets in WebSphere
Portal

To configure Content Server portlets in the WebSphere Portal, follow the steps listed
below:

¢ Adding Content Server Users to the wpsadmin Group
e Configuring Portlets

e Adding New Pages

* Adding Portlets to Pages

Adding Content Server Users to the wpsadmin Group

1. Log in to the WebSphere Portal interface with the wpsadmin user name.
2. Inthe top menu, click Administration.
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3. Inthe left navigation tree, select Users and Groups, located under Access.
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Click the All Portal User Groups option.
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5. Click the user name wpsadmin.
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6. Click the Add Member option.

|||M ~-| Sphare Patal 5
LYY GILE R, b - Wems Tar vt el it Wi, |
wpnadmin | By Peble | Bel | LegOw

* Porial et nterface
iarmge Fagey

Thwwid seud Shing

Thewse Cusdomissr

Mannge Users and Groups

Senrch: | Uisas groups =

Saarch 'hr!..ﬂl winlable

¢ [Sameh]

Uipr g whets i waiians cnemproding cregruup -l s
cnampadring rne

Siie Managenmeni
* Parthel Bamagemen

phach b m et reasibera and glob DR o add b

qtmupa et i descnim

Viie by Mliocnas o I‘nlulz@@hn—r-h |E|
Appleate |
A
o } -
[ wwpahingd
Wb G i =
] DedoniiFiete
Wk Glpping k= L
o
* Mscess = May
..... I [ras
Unaen and Groups = rocea
| L Mk
Besolme Raemininmn &
Ulasr fnt Ot Paimdiani ) Arthur
Orrtheridid Vsl | U Conad
Ms sourcs Paliclss | 5 Bparklocwnani
¥ Prtal Gutiegs (D ConmraSanm
ikt e mings A= Dl tie ey -
AL Wagsing Page 1otz [&] [ dunp pespll | 2]
Cunmm Usiqus bnms s
fuppnried Watkogs ﬁﬁ] [Cancel

Yuggraried Claedy
vy 1 ML
* Bearch Admmmimdian
[ PR
* Pacial Analpaia
Frrguin U et
Enable Trscing
Abniul W Wabfipham Paital
* Virlusl Partals
Marmem W rraat Frrtain

7. Select fwadmin, then click OK.
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Configuring Portlets

In the WebSphere portal server, there exists a hierarchy of pages and channels. A page is

a parent object and can contain many channels (child objects).
A tab in the portal interface is an instance of a page and the portlets it contains are

channels. To display the portlets on your site, you must first create the appropriate tabs,

and then populate them with the appropriate portlets.

The table below shows which portlets belong to which tabs. Use this information when
naming your tabs and populating them with portlets.

Table 1: Object Names

FatWire_Content FatWire Content

Active Content, Checked Out Content,
Content Assignments, Search Content,
Create Content, Content History,
Publish Console

FatWire_Documents FatWire Documents

Active Documents, Checked Out
Documents, Document Assignments,
Search Documents, Document History,
My Documents

FatWire_ Admin Admin

RolesAdmin, ClearCheckouts,
ContentDefinition, Clear Assignments,
Publish Target

Spark_Display Spark Display

SparkAd, Spark Documents,
SparkJobs, SparkNews

a. These are portlet names as they are displayed in the portal interface. The portlet object
names you need to select from the drop-down list when creating portlet channels are the
same, except they have a cs. prefix and contain no spaces.

When creating portlet channels, type the portlet channel names exactly as the portlet names

shown above, but without the spaces.
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Adding New Pages
Log in to the WebSphere Portal interface with the user name wpsadmin.
In the top menu, click the Administration option.
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3. Inthe left navigation tree click Manage Pages, located under Portal User Interface.
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4. Click the Content Root option.

Manoge Poges

1 Use the conmols below 10 woek with your page 5. Browss of senrch for pages o work with. Ghci New 1o ool new pogs . inbels and
e Bctiomie s danctivate paged. m-geder, adl pinpe i s and Byl mive, dxpad, Adnign permissians and dalaw pages Far mes

Inkermanian, click Help,

Search by Tdle slaits wilh

Pages in Content Reod Acdd, Cdi Dslei, ancd Mo pagas

[ Baw Page | (4 baw Latel
!

Tife

|“uﬂr|'l'

TR inimnan

Dﬁﬂ

[} Permrmt mm| Fh'dl

o Smriie List

D Fie s Piilley Evliist

| Dﬁ- waurts Paley Fd.i.-u L‘A

| ST, Garms

Eslin M P-nl h
£

Um- i h' L
It porid Hnrr-

I garmi Asminirimtien
Ihmwmmlhﬁnl

w Liagm

.Ihm.nfhl P'lJnmlInlnﬂ P:hll

Im gl nodie pik
|hm|-;n1-|:Fn.‘E]-Eﬂh|¢P‘F'
Thm portal PeleyBelimiCA
v jpoerid Sec f

wit Gallenm

Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server

Fage 1ol [&] [ seppme [t | [2]

Ardva

N N B
B 2 #E
BEE SEH

IIEICEEE

(&) (21 () () (9 (21 (2 )
HENRELEEE
NEREREEE

AnDEEEEE

dy SuEw
BEFEEEE

Poge tol4 (1 Ay et | @)

g —— - ——— R




Chapter 5. Configuring Portlets

FatWire

AEsraEd

97
Configuring Content Server Portlets in WebSphere Portal

Click the Applications option.
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Click the New Page option.
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7. Inthe Page Properties screen, fill in the following fields:
- Title — Enter a page name (from Table 1, on page 93).
- Unique Name — Enter a unique name (FW_<Title> is recommended).
Click OK.
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8. Repeat step 7 for each page you wish to create.

FatWire Installing Content Server 7.5 Patch 2 with IBM WebSphere Portal Server

REE A



Chapter 5. Configuring Portlets

99

Adding Portlets to Pages
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Log in to the WebSphere portal interface with the wpsadmin user name.

In the top menu, click the Administration option.
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3. Inthe left hand tree, under Portal User Interface, click Manage Pages.
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4. Click the Content Root option.
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5. Click the Applications option.
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BQ- Ooogis

6. Locate the page you wish to modify and click the pencil icon to edit the page layout,
(in this example we use the page spark Samples).
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7. From the top row, select a page layout for the page you are modifying (“Spark

Samples” page in this example).
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8. In the bottom row, click the + Add portlets option.
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9. Select the check boxes next to the portlets you wish to add from the list, then click
OK.
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Note
Content Server Portlets are located at the end of the “Portlets” list.

10. Repeat step 9 for each column on the page.
11. Click Done.
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The following shows the completed “Spark Sample” page:
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The following shows how the page will be rendered to the end user when you navigate to
that page:
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Setting Up Content Server for Its Business
Purpose

Once you have completed your Content Server installation, you are ready to configure it
for business use. For instructions, see the Content Server Administrator’s Guide and the
Content Server Developer’s Guide. These guides explain how to create and enable a
content management environment including the data model, content management sites, sit
users, publishing functions, and client interfaces.
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