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About This Guide

This guide contains procedures for integrating Content Server with a supported LDAP
server, using either FatWire’s LDAP integration program or a standalone manual method.

Who Should Use This Guide

This guide is for installation engineers who have experience installing and configuring
enterprise-level software, including LDAP servers and databases.

Graphics Used in This Guide

Graphics in this guide are screen captures of dialog boxes and similar windows that you
will interact with during the integration process. These graphics are presented to help you
follow the integration process. They are not intended to be sources of information such as
parameter values, options to select, and product version numbers.

FatWire Publications

This guide refers to various product manuals and data sheets, such as installation guides
and the Supported Platform Document (SPD). These publications are available on the
e-docs site at:

http://e-docs.fatwire.com

where they are organized by product version number.

Note

The e-docs site is password-protected. Obtain your password from FatWire
Technical Support (click Request for a New Account).

Other publications, such as white papers, offer information about Content Server’s feature
set and its business applications. To obtain these publications, contact
salese@efatwire.com.
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About This Guide

Technical Support

Technical Support

Help is available from FatWire Technical Support at the following website:
http://www.fatwire.com/Support
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Chapter 1
CS-LDAP Integration Overview

This chapter provides an overview of your options to integrate Content Server with an
LDAP server.

This chapter contains the following sections:
e Introduction

* LDAP Integration Options

Integrating Content Server 7.5 with LDAP



Chapter 1. CS-LDAP Integration Overview

Introduction

Introduction

Content Server connects to an authentication system through the Directory Services API.
This API provides out-of-the-box support for two types of authentication systems:

¢ The native authentication system, which validates CS users against Content Server’s
user management tables SsystemUsers and SystemUserAttrs.

e External directory servers (LDAP servers), which must be integrated with Content
Server in order to validate CS users against the users in their own databases.

Native
authentication

CS Database

— Content Server

¢

| g Directory
Services API

:

.ini files

Note

External
authentication

LDAP Server

External user managers can also be integrated with Content Server, but must
be customized to authenticate and/or authorize users.

LDAP Integration Options

The following types of external directory servers can be integrated with Content Server:

» Flat schema LDAP, which provides authentication and authorization services for web
and portal applications. LDAP schema is automatically configured when you run the
CS-LDAP integrator (included with Content Server). The integrator requires you to
first install a supported LDAP server (a listing is available in the Supported Platform
Document at the URL cited on page 5).

» Hierarchical schema LDAP, which provides authentication and authorization services
for web applications and requires manual integration with Content Server.

Both integration options involve connecting the LDAP server to the Directory Services
API by setting connection properties in Content Server’s futuretense.ini,
futuretense xcel.ini, and dir.ini files. Integration is complete when Content

Integrating Content Server 7.5 with LDAP



Chapter 1. CS-LDAP Integration Overview

LDAP Integration Options

Server’s user data is written to the LDAP server. Which type of data must be written

depends on LDAP schema:

Flat schema LDAP requires authentication and authorization to be managed in the
LDAP server, which means that Content Server users, ACLs, roles, and sites must be
written to LDAP. Users include user accounts, user profiles, and user attributes.

Hierarchical schema LDAP requires only authentication to be managed in the LDAP
server, which means that only users and ACLs must be written to LDAP. (Again, users
include user accounts, user profiles, and user attributes.)

Writing roles and sites is optional. Choosing this option requires you to create a site
organizational unit in the LDAP server by subordinating Content Server’s roles to

their relevant sites.

Table 1 summarizes LDAP schema and integration requirements.

Table 1: LDAP Integration Requirements

Installation
Type

CS Web
Application

Required

Required

Required

Optional

CS Portal
Application

Required

Required

N/A

N/A

---------

Integrator writes CS
users and ACLs to
LDAP.

Integrator or you can
write CS roles and
sites to LDAP

Integrate manually

Integrate manually

For procedures on integrating with flat schema LDAP, see Chapter 2, “Integrating
with Flat Schema LDAP Servers.”

For procedures on integrating with hierarchical schema LDAP, see Chapter 3,
“Integrating with Hierarchical Schema LDAP Servers.”
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LDAP Integration Options
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Chapter 2
Integrating with Flat Schema LDAP Servers

This chapter provides instructions for using FatWire’s integrator to automatically integrate
Content Server with a supported LDAP server. The integrator configures a flat schema for
authentication and authorization services for Content Server portal and web applications.

This chapter contains the following sections:
* The CS-LDAP Integrator

* Running the CS-LDAP Integrator

» Completing the Integration

e Testing the Integration

Integrating Content Server 7.5 with LDAP



Chapter 2. Integrating with Flat Schema LDAP Servers

The CS-LDAP Integrator

The CS-LDAP Integrator

FatWire’s LDAP integrator requires a fully functional Content Server system (web or
portal) and a pre-installed, supported LDAP server.

The integrator works by first prompting you for parameters relating to your CS installation
and LDAP server. When you click Install, the integrator uses your inputs to perform the
following steps:

1. The integrator sets LDAP connection properties in Content Server’s
futuretense.ini, futuretense xcel.ini,and dir.ini files in order to:

Establish communication between the LDAP server and Content Server’s
Directory Services API.

Enable the LDAP server to recognize the user that Content Server will invoke to
query the LDAP server.

Configure a flat schema.
Modify the LDAP database to use Content Server ACLs in LDAP format.

For a listing of the LDAP connection properties that are set by the integrator, see
Chapter 3, “Integrating with Hierarchical Schema LDAP Servers.” (Note that the
properties for flat and hierarchical schema are identical; only the values differ.)

2. Inits final steps, the integrator does one of the following, depending on the option you
selected:

If you selected the Automatic option, the integrator loads the LDAP server with
Content Server’s information — users, ACLs, roles, and sites to which the roles
apply.

If you selected Manual, the LDAP integrator requires an LDAP user with write
permissions to manually write users, ACLs, and roles (including their relevant
sites) to the LDAP server, either directly or via an 1d1i£ file. This information is
written once the integrator completes its process.

3. Regardless of which option you selected (Automatic or Manual), you will have to
complete the integration by re-setting (in the LDAP server) the passwords of Content
Server users.

Running the CS-LDAP Integrator

To integrate with flat schema LDAP, complete the steps in the following sections:

e Prerequisites

« Integration Steps

Prerequisites

Before integrating Content Server with LDAP, prepare your system:.

1. Make sure Content Server is installed on one of the supported platforms and is fully
functional. Currently supported platforms are listed in the Supported Platform
Document, available at the following URL: http://e-docs.fatwire.com

Integrating Content Server 7.5 with LDAP
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

For CS installation instructions and verification tests, refer to the Content Server
installation guide for your platform.

Back up the entire Content Server system. If the integration fails, you can recover the
1dif file and import it manually to restore Content Server’s users and permissions.

Make sure the LDAP server is ready for integration:

a. Ifasupported LDAP server is not installed, install it now. (For the list of currently
supported LDAP servers, refer to the Supported Platform Document (available at
http://e-docs.fatwire.com).

b. Note the following parameters. You will supply values for them during the
integration process:

- LDAP host name (or IP address)

- LDAP port number

- People parent DN

- Group parent DN

- Base DN, if you are using Sun JES Directory Server

c. Determine whether the user connecting to LDAP will be the same user that is
logged in to Content Server. If the connecting user is not a Content Server user,
you will need to provide a user name and password.

During the integration process, you will be prompted to select either the Automatic or
Manual integration option.

- If you have write permissions to the LDAP server, select Automatic. The
integrator will write Content Server’s users, ACLS, roles, and sites to the LDAP
server.

- If you do not have write permissions to the LDAP server, you will select Manual
and continue to run the integrator. When the integrator completes its process,
make sure that an LDAP user with write permissions is available to complete the
integration.

Integration Steps

This section shows you how to use the CS-LDAP integrator (included on the Content
Server CD) to integrate Content Server with a supported LDAP server of your choice.

Note
Instructions in this section apply to both Content Server and Spark.

To integrate Content Server with LDAP

1.

If you have not already done so, decompress the CS installation archive to a temporary
directory and change to that directory.

Run the CS integrator by executing the following command:
- OnWindows: configureLDAP.bat
- OnUnix: ./configureLDAP.sh

Integrating Content Server 7.5 with LDAP
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

3. Inthe “Pre-Installation Requirements” screen, make sure you have satisfied the
requirements shown, then click Next.

Installer FatWire | Content Server 7

Pre-Integration Requirements

IBu'Iuru eyt v dysbes with &0 LDAP worver, eviues Lhe [ollowrng:

1, ¥ewr Contert Server (or Spaek]) syshess s eonfaqured
For Ly bawmss aigdcation s d & oy Daolonel.

2, Thes LDGP server 5 sad Up Frr inkagrakion,

el L]

1
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

4. In the “Content Server/Spark information” screen, enter the location of the directory
in which Content Server has been installed.

Installer FatWire | Content Server 7

Content Server/Spark Information

Path Lo Uhe Cordend Server velalsbon dreciory;
J#s |

Frévaous Tt

1

s AT
E=t\Al e
ratvyire
et e s
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

5. Inthe “LDAP Server” screen, do the following:
a. Select the LDAP server you are using.

Note

The Sun Directory Server option is displayed only if you are integrating
with Sun Portal Server 7.

b. Specify whether you are integrating with a standalone instance of Content Server,
or a member of a CS cluster.

c. Click Next.
Installer FatWire | Content Server 7
LDAF Server
SEE Elul.D.l'l.P:.um g el huld.qldf.
[l.‘.ﬂu'lm.l‘* --]
Speciy whether this installabion k chistered or non ol ered!
anghe Serves -
Bt Previous et
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

6. Inthe “LDAP Parameters” screen, enter the following information:

Installer FatWire | content Server 7

LDAP Parameters

LDAP it
e almrt

RO prt

389

Liser niame:

wrr=Daediory Manager

M padsword

Papld panent DN

wrPreople, o=FATWIRE, de=COM
Corrusp panend Dh:

o ouds dosl ATWIRE, de= 0

a. LDAP Host — host name or IP address of your LDAP server.

b. LDAP Port — port number on which your LDAP server is listening for
connections. The default port, 389, is displayed in the field. Do not change this
default value unless you are creating a specialized integration.

c. User name — name of the LDAP user used to access your LDAP server. (This
field does not appear if you selected WebLogic Embedded LDAP in step 5 on

page 16.)

The value you enter determines whether Content Server accesses the LDAP server
through a Content Server user or an independent user. Do one of the following:

Integrating Content Server 7.5 with LDAP

Leave this field blank if you want the LDAP user to be the same user that is
logged into Content Server. The integrator will set the value of the
jndi .connectAsUser property (in dir.ini) to true.

Enter a value if you want the LDAP user to be a user that you specified within
your LDAP server. Your value must be a fully qualified, fully distinguished
LDAP user name. The integrator will assign the user name to the
jndi.login property (indir.ini). It will also set jndi.connectasUser

Valid entry: cn=<username>, dc=<domains, dc=<extensions

Example: cn=Manager, dc=fatwire, dc=com
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

d. JNDI Password — password of the LDAP user who will access the LDAP
server. Enter a value only if you provided a user name in the preceding field.

Note

If you selected WebLogic Embedded LDAP in step 5 on page 16, enter
the password you provided when you enabled the WebL ogic Embedded
LDAP Server.

The integrator will assign this password in an encrypted form to the
jndi.password property (in dir.ini).

e. People parent DN — DN of the People parent node in your LDAP server.
Content Server users will be stored under this node. (This field does not appear if
you selected WebLogic Embedded LDAP in step 5 on page 16.)

Valid entry: ou=People, dc=<domain>,dc=<extension>
Example: ou=People,dc=fatwire,dc=com

f. Group parent DN — DN of the Groups parent node in your LDAP server.
Content Server ACLs will be stored under this node. (This field does not appear if
you selected WebLogic Embedded LDAP in step 5 on page 16.)

Valid entry: ou=Groups, dc=<domain>, dc=<extension>
Example: ou=Groups,dc=fatwire, dc=com
g. Click Next.

Integrating Content Server 7.5 with LDAP



Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

7. Inthe “Existing Content Server Password” screen, enter the user name and password for
your installation’s CS System Administrator account. (The default values are
ContentServer/password.) Re-enter the password for verification, then click Next.

Installer FatWire | content Server 7

Existing Content Server Password

Phegis erler Ue EXISTING Username wiach v used lor Conlent. Server ademinishnalion;
| CnntertSeres

Prace enker the EXTSTING passwond,
[
|

Wiy the passwnrd sntered:

The exebieg Leer nane has been debecied o Conlend Sever

]
i
d

Note

Make sure the information you enter here exactly matches the information
used in your CS system. If you enter incorrect information, your CS system
will not function properly.

Integrating Content Server 7.5 with LDAP
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Chapter 2. Integrating with Flat Schema LDAP Servers

Running the CS-LDAP Integrator

8. Inthe “Content Server Configuration” screen enter the user name and password of
your installation’s CS Application Administrator account. (The default values are
fwadmin/xceladmin). Re-enter the password for verification, then click Next.

Installer FatWire | content Server 7

Content Server Configuration

Fleape Lrker LX1STING UDsarname b be upad For Applcstion sdmnesirabon:

ilﬂdlh

Passyeond Lo be e lor U Conbent Server aderilistor,
Dot el pagsword & oelsdmen':

(st be ot least U charachers)
Weaify the password enbared:
i..."“..
Lok, Frévious Mot
Note

Make sure that the information you enter here exactly matches the
information used in your CS system. If you enter incorrect information,
your CS system will not function properly.

Integrating Content Server 7.5 with LDAP
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Chapter 2. Integrating with Flat Schema LDAP Servers 21

Running the CS-LDAP Integrator

9. In the next “Content Server Configuration” screen, enter the password that will be
assigned to all users on your CS system (except the CS System Administrator, CS
Application Administrator, and DefaultReader accounts).

Installer FatWire | coment Server 7

Content Server Configuration

Fleagpe Lrker the password For ol obber users;
Al e s vl bes creab e bo DR vaibh Bhis passeond,

| FRERERER
[Mhrst e it Inast & characters)
Yewify thee passemrd entered:

Note

For added security, Content Server passwords are one-way encrypted,
which means they cannot be decrypted and duplicated in the LDAP server.

The password that you provide in this screen is a dummy password that
will be assigned to all Content Server users (except the CS System
Administrator, CS Application Administrator, and DefaultReader). At
the end of the integration process, the users’ original passwords must be
re-assigned to them. Special instructions also apply to OpenLDAP with
encrypted passwords. (Instructions for re-assigning passwords are given in
“Completing the Integration,” on page 24.)

Re-enter the password for verification, then click Next.

Integrating Content Server 7.5 with LDAP
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Running the CS-LDAP Integrator

10. In the “LDAP Integration Option” screen, do one of the following and click Next:
- If you have write permissions to the LDAP server, select Automatic.

The integrator will write CS users, ACLSs, roles, and sites to the LDAP server. (All
users will be assigned the password you specified in step 9 on page 21.)

- If you do not have write permissions to the LDAP server, select Manual.

When the integrator completes its task, an LDAP user with write permissions will
have to write Content Server’s users, ACLs, roles, and sites to the LDAP server,
either directly or via an 1di £ file.

Note

If you chose the WebL ogic or OpenLDAP option, the integrator will
create an 1dif file in the <cs_install dir>/1dif directory.

Installer FatWire | Content Sarver 7

LDAP Integration Option

LA ragrahean

T Marwal ¢ o vl doplicate C5fSnok users, roles, and A1 5 in DA
¥ Faomatic = this pragram will dupbeate CS[Spark imers, foles, and &005 in LDAR
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Chapter 2. Integrating with Flat Schema LDAP Servers

11. In the “Settings Summary” screen, review the choices you have made. If you need to
make changes, click the Back button to return to the appropriate screen. Otherwise,

click Next to proceed with the integration.

Installer

Lee.d

12. In the “Installation Progress” screen, click Install and wait for the integration process
to complete.

Installer

Settings Summary

Irestalstuon Diectory : Ji5

Licerrse File Path @ frs[FWE ioense. vl
Trelalabign Tipe  Seagle sernsy
whared Folder Path - fesfihared
erst Name ! bingran. Fabvne, oosm
Peuk Ml ; 80
Phstform Typs ;| AFPLULRVLE
Appleakion Sereer | Enmeals
Sarver Palh i Nossl,
Dustabase : Oracley

W Mt Scwree Mame § cslakaSnisce

Farstbe [ Sample Tbe:—

[l Vs vl Saingles

Dovumment whems

Engags Exleveume o Fore Desw Dala
Frighure snd Baergaton
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FatWire | Content Server 7

[k | [Lpemus | [ men |

Installation Progress
Clich, DrreLall Lo by Bl ieslasflabion provess,

l

E70

FatWire | coment Server 7

|

When the “Successful” pop-up dialog appears, the integrator’s process is complete.

-

1mmllu... . T i [

[ nee
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Chapter 2. Integrating with Flat Schema LDAP Servers

Completing the Integration

13. Test your LDAP integration by logging in to Content Server, then continue with the
next step.

Completing the Integration

Note

To complete the steps in this section, you must have write permissions to the
LDAP server.

Assuming the Manual integration option was chosen in the previous section, you will
now load the LDAP server with CS users, ACLSs, roles, and sites. Independently of the
Manual option, you will also reset the passwords of Content Server users.

To complete the CS-LDAP integration

1. If the LDAP integrator’s Automatic option was chosen (in step 10 on page 22), skip
to step 3. Otherwise, continue with the next step.

2. If the LDAP integrator’s Manual option was chosen (in step 10 on page 22), load the
LDAP server with CS users, ACLs, roles, and sites, using one of the following
options:

- Importan 14if file.

Note

If you are integrating with WebLogic or OpenLDAP, an 1di £ file was
created inthe <cs_install dirs>/1dif directory by the integrator. For
any other LDAP server, you must create your own 141 £ file.

- Write users, ACLs, roles, and sites directly to the LDAP server. For information
about which users, ACLSs, roles, and sites to write, see the following sections:

“Step 3. Check the mail Attribute,” on page 32
- “Step 4. Create LDAP User Groups (Content Server ACLs),” on page 33

- “Step 5. Create Required Users and Assign Them to LDAP Groups,” on
page 34

- “Step 6. Create Sites and Roles in the LDAP Server,” on page 35
3. Inthe LDAP server, change the passwords for all Content Server users as follows:

- All LDAP servers:
Set the users’ passwords to their original values, except for the CS System
Administrator, CS Application Administrator, and DefaultReader accounts.

If you do not change the passwords, the following will happen:

- Users will not be able to log in to Content Server with their originally
assigned passwords.

Integrating Content Server 7.5 with LDAP

24



Chapter 2. Integrating with Flat Schema LDAP Servers o5

Post-Integration Steps: If No Sample Sites are Installed

- Ifyou installed sample sites, the sample user passwords listed in the Content
Server documentation will no longer be valid.

- OpenLDAP with encrypted passwords:
If you are using OpenLDAP and have configured it to use encrypted passwords,
you must change the passwords for all Content Server users including passwords
for the CS System Administrator, CS Application Administrator, and
DefaultReader accounts.

This step is required because the LDAP integrator writes user passwords to the
LDAP directory as plaintext, whereas OpenLDAP expects password hashes when
password type is configured as ssHA. If you fail to complete this step, your
Content Server system will not function properly.

For instructions on changing user passwords on supported LDAP servers, see
Configuring Third-Party Software.

Post-Integration Steps: If No Sample Sites are
Installed

If ContentServer is installed and no sites are currently deployed, then after integrating
ContentServer with LDAP you will be unable to log in, as no sites are assigned to the
fwadmin user. The solution is to manually create the following new group entries in your
LDAP server and assign fwadmin to each of these groups:

Management Site-SiteAdmin
Management Site-GeneralAdmin
Management Site-WorkflowAdmin

Example LDIF

dn: cn=Management Site-SiteAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

dn: cn=Management Site-GeneralAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

dn: cn=Management Site-WorkflowAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
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Testing the Integration

Testing the Integration

Test your LDAP-integrated system by opening a browser and entering the following URL.:

http://<servernames>:<port>/servlet/CatalogManager?ftcmd
=login&<username>=ContentServer&<passwords>=password

where
<servername> is the name of the machine that is hosting the CS system
<port> IS the port number of that server
<username> is user-defined (Content Server, in this example)
<passwords> IS user-defined (password, in this example)
» Ifyour browser displays a “Login Successful” message, you have integrated your
LDAP plug-in correctly.

e If you do not see the “Login Successful” message, verify that you created the
ContentServer user in the LDAP server, and that all properties are set to the correct
values.
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Chapter 3

Integrating with Hierarchical Schema LDAP
Servers

This chapter provides instructions for integrating Content Server with hierarchical schema
LDAP servers.

This chapter contains the following section:
* Integration Steps
» Testing the Integration
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Integration Steps

To integrate with hierarchical schema LDAP, you will complete the following steps:

Step 1. Configure Content Server’s LDAP Connection Properties (page 28)
Step 2. Configure the LDAP Server (page 32)

Step 3. Check the mail Attribute (page 32)

Step 4. Create LDAP User Groups (Content Server ACLSs) (page 33)

Step 5. Create Required Users and Assign Them to LDAP Groups (page 34)
Step 6. Create Sites and Roles in the LDAP Server (page 35)

Step 7. If You Completed Step 6 (page 36)

Note

In hierarchical schema LDAP, management of users and ACLSs is required.
Management of sites and roles is optional.

Step 1. Configure Content Server’s LDAP Connection Properties

In this step, you will configure several properties in Content Server’s . ini files to
establish communication with LDAP. The files are:

A.

futuretense.ini

dir.ini

futuretense xcel.ini (optional, if you wish to manage sites and roles directly in
the LDAP server).

Start the Property Editor

Execute the following scripts at the MS DOS prompt or in a UNIX shell:

Windows: propeditor.bat, which is usually located in <cs_install dir/>
Solaris: propeditor. sh, which is usually located in <$HOME/cs install dirs

If you need detailed instructions on starting the Property Editor or you would like more
information on the properties to be modified, see the Content Server Property Files
Reference.

B.

1
2.
3

Configure Properties in futuretense.ini
Open futuretense. ini in the Property Editor.

Select the Authentication tab.

Set the following properties as shown in the table below:

cs.manageproperty |dir.ini

cs.manageUser com.openmarket.directory.jndi.auth.JNDILogin
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4. Select File > Save to save the values.
5. Select File > Close.

Ly
e

C. Configure Proper

1. Opendir.ini inthe Pro

ties in dir.ini
perty Editor.

2. Select the Attribute Names tab and set the following values for the following
properties:

cn OpenLDAP: cn
loginattribute OpenLDAP: cn

password OpenLDAP: userPassword
uniguemember OpenLDAP: uniguemember
username OpenLDAP: uid

3. Select the Global Data tab and set the following values for the following properties:

groupparent

OpenLDAP: cu=groups, dc=companyname, dc=com

peopleparent

OpenLDAP: cn=pPeople, dc=companyname, dc=com

4. Select the Interface Imp
following properties:

className.IDir

lementations tab and specify the following values for the

com.openmarket.directory.jndi.JNDIDir

className . IName

com.openmarket.directory.jndi.NameWrapper

className.IUserDir

com.openmarket.directory.jndi.LDAPUserDir

5. Select the INDI SPI Env tab and specify the following values for the following

properties:

jndi.baseurl

ldap://<servername:port>
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jndi.connectAsUser |If Content Server can query the LDAP server for
information as the user who is logged in to the Content
Server interface and is making the query, set this property
to true. (The same user must be defined in the LDAP
server.)

If Content Server must query the LDAP server as a specific
user other than the user who is logged in to the Content
Server interface, set this property to false. Then specify a
valid user name/password combination with the
jndi.login and jndi.password properties.

OpenLDAP: false

jndi.custom (leave this value blank)

jndi.login If the jndi.connectAsUser property is setto false,
specify the fully qualified, fully distinguished name of the
user account that Content Server will use to query the
LDAP server. (The same user must be defined in the LDAP
server.)

OpenLDAP: cn=Manager, dc=companyname, dc=com

Note: yndi . connectAsUser determines how a Content
Server user is connected to the LDAP server, and therefore
defines the LDAP user to be either administrative or non-
administrative.

e If yndi.connectAsUser=true, then Content Server
defines the LDAP user to be the same one that is logged
in to Content Server and connects that user to the LDAP
server. For example, jndi . connectAsUser=true
connects a Content Server administrator to LDAP as an
administrator of the LDAP system.

* If yndi.connectAsUser=false, then Content Server
defines the LDAP user to be the one that is specified in
the yndi.login property (in dir.ini) and connects
that user to the LDAP server.

jndi.password If the yndi . connectAsUser property is set to false,
specify the password for the user account that Content
Server will use to query the LDAP server.

This value is encrypted.
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6. Select the Schema Defaults tab and specify the following values for the following
properties:

defaultGroupAttrs |OpenLDAP:

objectclass\=top&objectclass
\=groupOfUniqueNames

defaultPeopleAttrs OpenLDAP:

objectclass\=top&objectclass\=Person&
objectclass\=organizationalPerson

objectclassGroup OpenLDAP:

groupOfUniqueNames

objectclassPerson |OpenLDAP: organizationalPerson

requiredGroupAttrs |(leave this value blank)

requiredPeopleAttrs|Specify all the required user attributes for this LDAP
server.

For example: sn=Last Name&cn=Full Name

Select File > Save.
8. Select File > Close.

D. Configure Properties in futuretense_xcel.ini

Note

If you do not wish to manage sites or roles in the LDAP server, skip the steps
in this section.

Open futuretense xcel.ini in the Property Editor.
Select the Xcelerate tab.
Set values for the following properties:

xcelerate.usermanagerclass|The value depends on the type of deployment
you are using.

Example value:

com.openmarket .xcelerate.user.
UserManager

xcelerate.rolemanagerclass|Example value:

com.openmarket .xcelerate.roles.
RoleManager
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4. Select the User Management tab.
Set values for the following properties:

xcelerate.sitesroot Example value:
ou=sites.dc=<domainname>.dc=com

xcelerate.sitenameattr Example value: ou

xcelerate.displayablenameattr|The name of the user attribute describing the
displayable name, if different from the login
name.

6. Select File > Save.
Select File > Close.
8. Stop and restart the application server for your changes to take effect.

Step 2. Configure the LDAP Server

1. Configure the LDAP server to recognize the user that is specified in the
jndi . connectAsUser and jndi . login properties (given on page 30).

2. Assign the same user correct permissions to connect to LDAP, to look up groups, to
look up user attributes, and so on.

Note

Assign permissions judiciously. Once Content Server is LDAP-integrated, any
CS administrator who connects to the LDAP server as a user with write
permissions can still manage ACLs, users, sites, and roles from the Content
Server interface. Some of the operations will propagate to the LDAP server,
while other operations might result in errors.

For information about management operations in the CS interface and their
effect on the LDAP server, see the appendix “Managing Users, Sites, and
Roles in LDAP-Integrated CS Systems” in the Content Server Administrator’s
Guide.

Step 3. Check the mail Attribute

Each Content Server user must have a mail attribute (an attribute that stores an e-mail
address). Before proceeding, check that the LDAP server’s user entries have a mail
attribute. For information about Content Server’s mail attribute, see the Content
Server Administrator’s Guide.
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Step 4. Create LDAP User Groups (Content Server ACLS)

Use the tools provided by your LDAP server to create groups that correspond to Content
Server ACLs. The required ACLs are listed in this section.

Note

e Using Idif. You can create groups in the LDAP server by writing an 141 £ file
that contains the groups specified in this step, and the user and group
memberships in “Step 5. Create Required Users and Assign Them to LDAP
Groups,” on page 34. You can then import the 1di £ file into your user
directory.

The actual method of importing the 141 f file varies for each directory, but
the structure of the file is standardized among LDAP servers. For a sample
1dif file, see Appendix A.

* Naming conventions. In the steps that follow, you will be duplicating
Content Server’s users and ACLs (optionally, sites and roles) in the LDAP
server. All names must be duplicated exactly, including case, spaces,
underscores, and special characters (if any).

Default ACLs

The following list names the Content Server system default ACLs. You must create groups
in the LDAP server whose names exactly match the ACL names below. For information
about the access privileges that are granted by these ACLs, see the “System Defaults”
appendix in the Content Server Administrator’s Guide.

» Browser  TableEditor
 ContentEditor » TableReader
» ContentReader » UserEditor

» ElementEditor » UserReader
» ElementReader * Visitor
 PageEditor * VisitorAdmin
» PageReader » xceladmin

» RemoteClient * xceleditor

* SiteGod * xcelpublish

Web Services ACLSs

If you are using web services, create an LDAP group for each of the following ACLs. A
group name must exactly match the ACL name:

«  WSAdmiIn
 WSEditor
e WSUser

For information about the access privileges granted by these ACLs/groups, see the
“System Defaults” appendix in the Content Server Administrator’s Guide.
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Custom ACLs

If any custom ACLs have been created in Content Server since its installation, duplicate
the ACLs as groups in the LDAP server. Group names must exactly match the names of
the ACLs.

Step 5. Create Required Users and Assigh Them to LDAP Groups

In this step, you will duplicate the following users and their group memberships in the
LDAP server:

e Content Server’s Default Users

e Sample Site Users

e Custom Users

Content Server’s Default Users

1. Table 2 lists default users of the Content Server application. Duplicate the default
users in the LDAP server, making sure to name them exactly as shown in Table 2.

2. Make the duplicated users members of the groups shown in Table 2:

Table 2: Default Users and Group Memberships

ContentServer Browser,

; ; ContentEditor
(the user that is created in the P
database during the installation E;%rgEeg%E)orlltg;,glgll_\?gggReader,
of Content Server) SiteGod,
TableEditor, TableReader,
UserEditor, UserReader

fwadmin Browser,

ElementEditor,

PageEditor,

RemoteClient,

TableEditor, UserEditor, UserReader,
Visitor, VisitorAdmin,

xceladmin, xceleditor

DefaultReader Browser, Visitor

Custom Users

1. Duplicate in the LDAP server all of Content Server’s active custom users (all users
who are assigned to Content Server’s active sites). Name the users exactly as they are
named in Content Server.

2. Assign each custom user to the LDAP groups (created in “Custom ACLs,” on
page 34) that correspond to the user’s ACLs in Content Server.
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Sample Site Users

FatWire advises against installing sample sites on CS management and delivery systems.
However, if you installed any of the sample sites and intend to use them, create the
associated sample users in the LDAP server. (Procedures are similar to those for custom
users.) For information about sample users and sample sites, see the Content Server
Administrator’s Guide.

Step 6. Create Sites and Roles in the LDAP Server

Note

If you do not wish to manage sites and roles in the LDAP server, then you have
completed the CS-LDAP integration. To verify the integrated system, continue
with “Testing the Integration,” on page 37.

If you plan to use LDAP attribute mapping to manage sites and roles in your LDAP server,
you will need to hierarchically order the sites and roles, as shown by the example in
Figure 1. Continue with the steps in this section.

Figure 1: LDAP Hierarchies

® [ oU=5ites - 1. Create an organizational unit for sites.
& OJ OU=EutingtonFinancial  —e— |
@ ] CN=Approver
@ ] CN=Author
@ ] CN=Checker
©- [ CM=Designer 3. Assign groups (roles) to the site.
@ 3 Ch=Editor
@ ] CN=GeneralAdrmin
@ 3 CH=SiteAdrmin
@ ] CN=Workflowadmin
@ [ 0U=GE Lighting
@ 3 0U=HelloAssetworld
@ ] CN=System
@ [ CN=Users
@ ] CN=admin
@ ] CN=Administrator

@ ] CN=ASPMET (The list of users includes users who
_ access LDAP-integrated applications

©- [ Ch=Bobo other than Content Server.)

@ [ CH=Browser

@ [ CM=Cert Publishers

2. Create a site entry.

4. Assign users to the groups.
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To create a hierarchical schema, complete the following steps in the LDAP server:

1.

Create an organizational unit for sites. For an example, see step 1 in Figure 1, on
page 35.

Create a site entry under the site’s organizational unit:

Complete this step by duplicating the names of Content Server’s active sites exactly as
they are named in the Content Server interface (Admin tab). For an example, see
step 2 in Figure 1, on page 35.

Note

If the sites you plan to use do not yet exist in Content Server, you can first
create them in the LDAP server, then duplicate them (with identical
names, including case) in Content Server.

Assign groups to each site:

Complete this step for each site by exactly duplicating the names of the Content
Server roles that are assigned to the site. For an example, see step 3 in Figure 1.

When creating a group for a system default role, name the group to exactly match the
role names listed here:

- GeneralAdmin (always assign this group to a site)
- SiteAdmin
- WorkFlowAdmin

Note

If the roles you plan to use do not yet exist in Content Server, you can first
create them as groups in the LDAP server, then duplicate them as roles
(with identical names, including case) in Content Server.

Assign users to the groups. Name the users exactly as they are named in Content
Server. For an example, see step 4 in Figure 1.

Step 7. If You Completed Step 6

1.

If in the previous step you created sites and roles in the LDAP server, but they do not
exist in the Content Server database, create the same sites and roles in Content Server,
naming them exactly as in the LDAP server. For instructions on creating sites and
roles in the CS database, see the following section and chapter in the Content Server
Administrator’s Guide:

- “Creating a Role”
- Chapter 7, “Assembling and Organizing CM Sites”

Assign the users to their relevant sites. For instructions, see “Granting Users Access to
a Site” in the Content Server Administrator’s Guide.
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Step 8. Post-Integration. If No Sample Sites are Installed

If ContentServer is installed and no sites are currently deployed, then after integrating
ContentServer with LDAP you will be unable to log in, as no sites are assigned to the
fwadmin user. The solution is to manually create the following new group entries in your
LDAP server and assign fwadmin to each of these groups:

Management Site-SiteAdmin
Management Site-GeneralAdmin
Management Site-WorkflowAdmin

Example LDIF

dn: cn=Management Site-SiteAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

dn: cn=Management Site-GeneralAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-WorkflowAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

Testing the Integration

Test your LDAP-integrated system by opening a browser and entering the following URL.:

http://<servernames>:<port>/servlet/CatalogManager?ftcmd
=login&<username>=ContentServer&<passwords>=password

where
<servername> IS the name of the machine that is hosting the CS system
<port > is the port number of that server
<username> iS user-defined (Content Server, in this example)
<password> IS user-defined (password, in this example)
» If the browser displays a “Login Successful” message, you have integrated your
LDAP plug-in correctly.

e If you do not see the “Login Successful” message, verify that you created the
ContentServer user in the LDAP server, and that all properties are set to the correct
values.
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Sample LDIF for Hierarchical Schema LDAP

This appendix contains a sample 1di £ file for LDAP servers configured with a
hierarchical schema.
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Sample Idif File

Sample Idif File

The sample 14if file below defines users and groups for Content Server’s sample sites
HelloAsetWorld, Burlington Financial, GE Lighting, and Spark. The file re-creates the
system default users, sample site users, their ACLs, and their roles.

Note

The structure of the sample file below applies to any LDAP server using a
hierarchical schema.

0 J o0 Ul b WN K

N NMNMNNMNNMNHRRRRPRPRPRPRREREREO
B W NERE O WO UL WDKK O

25
26
27
28
29
30
31
32
33
34
35
36
37
38

dn: dc=fatwire,dc=com

dc: fatwire

objectClass: dcObject

objectClass: organization

description: OpenLDAP test pre cs_setup
o: Fatwire Software

dn: cn=Manager, dc=fatwire,dc=com
objectClass: organizationalRole
cn: Manager

dn: ou=People, dc=fatwire,dc=com
ou: People

objectClass: organizationalUnit
objectClass: top

dn: ou=Groups, dc=fatwire,dc=com
ou: Groups

objectClass: organizationalUnit
objectClass: top

dn: cn=fwadmin mine, ou=People, dc=fatwire,dc=com
telephoneNumber: (123) 123-4567

userPassword: :
el1NTSEF9endxNDRoUStuUlNrOU84clJuTUSRSzBXTF1PdEN3azQ=
objectClass: organizationalPerson

objectClass: top

description: admin user mine

sn: fwadmin nime

cn: fwadmin mine

dn: cn=newgroupOfUniqueNames, ou=Groups, dc=fatwire,dc=com
objectClass: groupOfUniqueNames

objectClass: top

uniqueMember: cn=fwadmin mine, ou=People,dc=fatwire,dc=com
cn: newgroupOfUniqueNames

dn: cn=Browser,ou=Groups, dc=fatwire,dc=com
objectClass: top
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39
40

41
42
43
44
45
46
47
48

49
50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72
73

Sample Idif File

objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer, ou=People,dc=fatwire,dc=com

uniqueMember:

cn=DefaultReader, ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire, dc=com
cn=Joe, ou=People,dc=fatwire, dc=com
cn=Moe, ou=People,dc=fatwire, dc=com

cn=user_ designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=user_ author,ou=People,dc=fatwire, dc=com

cn=user_ approver,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ checker,ou=People,dc=fatwire,dc=com
cn=user_ editor,ou=People,dc=fatwire, dc=com
cn=editor,ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ pricer,ou=People,dc=fatwire, dc=com
cn=user_ analyst,ou=People,dc=fatwire,dc=com
cn=user_ expert,ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
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75
76
77
78
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108

109

110

111

112

113

Sample Idif File

uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: Browser

dn: cn=SiteGod, ou=Groups, dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames
uniqueMember:

cn=ContentServer,ou=People,dc=fatwire, dc=com
cn: SiteGod

dn: cn=ElementReader,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:
cn=ContentServer,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Joe,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Moe,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ approver,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkContentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=Spark-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-
SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-
SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=Spark-
SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
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uniqueMember:
uniqueMember:
uniqueMember :
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

Sample Idif File

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree,ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire,dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire, dc=com
cn=Mary, ou=People,dc=fatwire, dc=com

cn: ElementReader

dn: cn=ElementEditor, ou=Groups,

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com

cn=user_designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=editor,ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com

cn: ElementEditor

dn: cn=PageReader,ou=Groups,

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer,ou=People,dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=Coco, ou=People,dc=fatwire,dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire,dc=com
cn=Joe, ou=People,dc=fatwire, dc=com
cn=Moe, ou=People,dc=fatwire, dc=com
cn=user_ author,ou=People,dc=fatwire, dc=com

cn=user_approver,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ checker,ou=People,dc=fatwire,dc=com
cn=user_ editor,ou=People,dc=fatwire, dc=com

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember:

cn=user pricer,ou=People,dc=fatwire, dc=com
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157
158
159

160

161

162

163

164

165

166

167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182

183

184

185

186

187

188

189

190

191

192

193
194

Sample Idif File

uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkContentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-

SparkContentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-
SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: PageReader

dn: cn=PageEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:
cn=ContentServer,ou=People,dc=fatwire, dc=com
uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
cn: PageEditor
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195
196
197
198

199
200
201
202
203
204
205

206
207

208

209

210

211

212

213

214

215

216

217

218

219

220

221

222

223

224

225

226

227

228

229
230

dn: cn=UserReader, ou=Groups,
top

objectClass:

Sample Idif File

dc=fatwire,dc=com

objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer, ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire, dc=com
cn=Joe, ou=People,dc=fatwire, dc=com
cn=Moe, ou=People,dc=fatwire, dc=com

cn=user_ designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=user_ author,ou=People,dc=fatwire, dc=com

cn=user_ approver,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ checker,ou=People,dc=fatwire,dc=com
cn=user_ editor,ou=People,dc=fatwire, dc=com
cn=editor,ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ pricer,ou=People,dc=fatwire, dc=com
cn=user_ analyst,ou=People,dc=fatwire,dc=com
cn=user_ expert,ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
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231
232
233
234
235
236
237
238
239
240
241
242
243

244
245
246

247

248

249

250
251
252
253
254
255
256
257

258
259
260

261
262

263

264

265

266
267
268
269
270
271

uniqueMember:
uniqueMember:
uniqueMember :
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn: UserReader

dn: cn=UserEditor, ou=Groups,
top

objectClass:

Sample Idif File

cn=Desiree, ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire,dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire, dc=com
cn=Mary, ou=People,dc=fatwire, dc=com

dc=fatwire,dc=com

objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer,ou=People,dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:
uniqueMember:

cn: UserEditor

dn: cn=TableEditor, ou=Groups,

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Napoleon,ou=People,dc=fatwire, dc=com

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember:

cn=ContentServer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire,dc=com

cn=user_ designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=mirroruser,ou=People,dc=fatwire,dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree,ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
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272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303

304
305

306
307
308
309
310

311
312
313
314
315

316

Sample Idif File

uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: TableEditor

dn: cn=ContentServer,ou=People,

userPassword:
objectClass:

dc=fatwire,dc=com
cGFzc3dvcmQ=

top

objectClass: person

objectClass:

organizationalPerson

sn: ContentServer
cn: ContentServer

dn: cn=DefaultReader,ou=People,

userPassword:

dc=fatwire,dc=com
U29tZVJ1YWR1lcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson
sn: DefaultReader

cn: DefaultReader

dn: cn=xceleditor, ou=Groups,

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Joe,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Moe,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember:
cn=user_approver,ou=People,dc=fatwire,dc=com

uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com
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317

318

319

320

321

322

323

324

325

326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345

346

347

348

349
350
351
352
353
354
355

uniqueMember:

Sample Idif File

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
cn:

dn: cn=xceladmin, ou=Groups,

xceleditor

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree,ou=People,dc=fatwire, dc=com
cn=Napoleon,ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire,dc=com
cn=Mark, ou=People,dc=fatwire, dc=com
cn=Mary,ou=People,dc=fatwire, dc=com

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire,dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:
uniqueMember:
cn:

dn: cn=xcelpublish, ou=Groups,

xceladmin

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames
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356
357
358
359
360
361
362

363
364

365

366

367

368

369

370

371

372

373

374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

389

390
391

uniqueMember:
uniqueMember:
uniqueMember :
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

Sample Idif File

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com
cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire, dc=com
cn=Joe, ou=People,dc=fatwire, dc=com
cn=Moe, ou=People,dc=fatwire, dc=com

cn=user_designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=user_author,ou=People,dc=fatwire,dc=com

cn=user_approver,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_checker,ou=People,dc=fatwire,dc=com
cn=user_ editor,ou=People,dc=fatwire, dc=com
cn=editor,ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ pricer,ou=People,dc=fatwire, dc=com
cn=user_ analyst,ou=People,dc=fatwire,dc=com
cn=user_ expert,ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkContentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkContentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:
uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Napoleon,ou=People,dc=fatwire, dc=com

cn: xcelpublish

dn: cn=Visitor, ou=Groups,

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames
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392

393
394

395
396

397
398
399
400

401
402
403
404
405

406

407

408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

424

425

426
427

uniqueMember:

Sample Idif File

cn=DefaultReader, ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_designer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:

cn=user_author,ou=People,dc=fatwire,dc=com

cn=user_approver,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_checker, ou=People,dc=fatwire,dc=com
cn=user_editor,ou=People,dc=fatwire,dc=com
cn=editor, ou=People,dc=fatwire, dc=com

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:

cn=user_ pricer,ou=People,dc=fatwire, dc=com
cn=mirroruser,ou=People,dc=fatwire,dc=com
cn=user_ analyst,ou=People,dc=fatwire,dc=com
cn=user_ expert,ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkContentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkContentUser, ou=Groups,dc=fatwire,dc =com

uniqueMember:

cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkContentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups, dc=fatwire,dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
cn: Visitor

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree,ou=People,dc=fatwire, dc=com
cn=Napoleon,ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire,dc=com
cn=Mark, ou=People,dc=fatwire, dc=com
cn=Mary, ou=People,dc=fatwire, dc=com
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428
429
430
431
432
433

434
435

436
437
438
439
440
441
442
443
444
445

446
447

448

449

450

451

452

453

454

455

456

457

458

459

460

461

462

Sample Idif File

dn: cn=VisitorAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
uniqueMember:
cn=user_designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
cn: VisitorAdmin

dn: cn=RemoteClient,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:
cn=user_designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember:
cn=user_approver,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=HelloAssetWorld-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkContentUser, ou=Groups, dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-

SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
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464

465

466

467
468
469
470
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472
473
474
475
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477
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480
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482

483
484

485

486

487

488

489

490

491

492

493

494

495

496

497

498

499

uniqueMember:

Sample Idif File

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: RemoteClient

dn: cn=WSUser, ou=Groups,

dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUniqueNames

uniqueMember:

cn=user_ designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ approver,ou=People,dc=fatwire,dc=com

uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com

uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkAdmin, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=HelloAssetWorld-
SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=GE Lighting-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=Spark-

SparkContentUser, ou=Groups,dc=fatwire, dc=com
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529

530

531

532

533

534

535

536

Sample Idif File

uniqueMember: cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkDocumentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=GE Lighting-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: WSUser

dn: cn=WSEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:

cn=user_ designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ approver,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=HelloAssetWorld-

SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=BurlingtonFinancial-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=GE Lighting-
SparkContentUser, ou=Groups, dc=fatwire,dc=com
uniqueMember: cn=Spark-

SparkContentUser, ou=Groups,dc=fatwire, dc=com
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538
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540
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545
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558

559

560
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569
570
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574
575
576
577
578

579

uniqueMember:

Sample Idif File

cn=HelloAssetWorld-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember:

cn=Spark-

SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
uniqueMember:
cn: WSEditor

dn: cn=WSAdmin, ou=Groups,

objectClass:
objectClass:
uniqueMember:
uniqueMember:

cn=firstsite,ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree, ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire, dc=com
cn=Mary,ou=People,dc=fatwire,dc=com

dc=fatwire,dc=com

top

groupOfUniqueNames

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=BurlingtonFinancial-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=GE Lighting-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:

cn=Spark-

SparkAdmin, ou=Groups,dc=fatwire, dc=com

uniqueMember:
cn: WSAdmin

dn: cn=fwadmin, ou=People,

userPassword:
objectClass:
objectClass:
objectClass:
sn: fwadmin
cn: fwadmin

dn: cn=Analyzer,ou=Groups,

objectClass:
objectClass:
uniqueMember:
cn: Analyzer

cn=firstsite,ou=People,dc=fatwire,dc=com

dc=fatwire,dc=com
: eGN1bGFkbWlu

top

person

organizationalPerson

dc=fatwire,dc=com

top

groupOfUniqueNames

cn=fwadmin, ou=People,dc=fatwire, dc=com

dn: cn=HelloAssetWorld-HelloAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass:

top
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Sample Idif File

objectClass: groupOfUniqueNames
uniqueMember: cn=Joe,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Moe, ou=People,dc=fatwire,dc=com
cn: HelloAssetWorld-HelloAuthor

dn: cn=HelloAssetWorld-HelloDesigner, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
cn: HelloAssetWorld-HelloDesigner

dn: cn=HelloAssetWorld-HelloEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com
cn: HelloAssetWorld-HelloEditor

dn: cn=Coco,ou=People, dc=fatwire,dc=com
userPassword:: aGVsbG8=

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Coco

cn: Coco

dn: cn=HelloAssetWorld-GeneralAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: HelloAssetWorld-GeneralAdmin

dn: cn=Bobo,ou=People, dc=fatwire,dc=com
userPassword:: aGVsbG8=

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Bobo

cn: Bobo

dn: cn=HelloAssetWorld-WorkflowAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: HelloAssetWorld-WorkflowAdmin
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628 dn: cn=Flo,ou=People, dc=fatwire,dc=com

629 userPassword:: aGVsbG8=

630 objectClass: top

631 objectClass: person

632 objectClass: organizationalPerson

633 sn: Flo

634 cn: Flo

635

636 dn: cn=Joe,ou=People, dc=fatwire,dc=com

637 userPassword:: aGVsbG8=

638 objectClass: top

639 objectClass: person

640 objectClass: organizationalPerson

641 sn: Joe

642 cn: Joe

643

644 dn: cn=Moe,ou=People, dc=fatwire,dc=com

645 userPassword:: aGVsbG8=

646 objectClass: top

647 objectClass: person

648 objectClass: organizationalPerson

649 sn: Moe

650 cn: Moe

651

652 dn: cn=HelloAssetWorld-Designer, ou=Groups,
dec=fatwire,dc=com

653 objectClass: top

654 objectClass: groupOfUniqueNames

655 cn: HelloAssetWorld-Designer

656

657 dn: cn=HelloAssetWorld-Author, ou=Groups,
dec=fatwire,dc=com

658 objectClass: top

659 objectClass: groupOfUniqueNames

660 cn: HelloAssetWorld-Author

661

662 dn: cn=HelloAssetWorld-Editor, ou=Groups,
dec=fatwire,dc=com

663 objectClass: top

664 objectClass: groupOfUniqueNames

665 cn: HelloAssetWorld-Editor

666

667 dn: cn=HelloAssetWorld-Approver,ou=Groups,
dec=fatwire,dc=com

668 objectClass: top

669 objectClass: groupOfUniqueNames

670 cn: HelloAssetWorld-Approver

671

672 dn: cn=HelloAssetWorld-Checker, ou=Groups,
dec=fatwire,dc=com

673 objectClass: top

674 objectClass: groupOfUniqueNames
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Sample Idif File

cn: HelloAssetWorld-Checker

dn: cn=user designer,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user_ designer

cn: user designer

dn: cn=BurlingtonFinancial-Designer, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:

cn=user_ designer,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-Designer

dn: cn=user author,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user author

cn: user author

dn: cn=BurlingtonFinancial-Author, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

cn: BurlingtonFinancial-Author

dn: cn=user approver,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user_approver

cn: user approver

dn: cn=BurlingtonFinancial-Approver,ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:
cn=user_approver,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-Approver
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Sample Idif File

dn: cn=user checker,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user_ checker

cn: user_ checker

dn: cn=BurlingtonFinancial-Checker, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

cn: BurlingtonFinancial-Checker

dn: cn=user editor,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user_ editor

cn: user editor

dn: cn=BurlingtonFinancial-Editor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

cn: BurlingtonFinancial-Editor

dn: cn=BurlingtonFinancial-SiteAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-SiteAdmin

dn: cn=BurlingtonFinancial-WorkflowAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-WorkflowAdmin

dn: cn=BurlingtonFinancial-GeneralAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

Integrating Content Server 7.5 with LDAP

58



Appendix A. Sample LDIF for Hierarchical Schema LDAP

768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790

791

792
793
794
795
796
797
798
799
800
801

802
803
804
805
806
807

808
809
810
811
812
813
814
815

Sample Idif File

cn: BurlingtonFinancial-GeneralAdmin

dn: cn=editor,ou=People, dc=fatwire,dc=com
userPassword: : eGN1lbGVkaXRvcg==
objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: editor

cn: editor

dn: cn=mirroruser,ou=People, dc=fatwire,dc=com
userPassword:: bWlycm9ydXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: mirroruser

cn: mirroruser

dn: cn=GE Lighting-Designer, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
uniqueMember:
cn=user_designer,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Designer

dn: cn=GE Lighting-SiteAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

cn: GE Lighting-SiteAdmin

dn: cn=GE Lighting-WorkflowAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: GE Lighting-WorkflowAdmin

dn: cn=GE Lighting-GeneralAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: GE Lighting-GeneralAdmin

dn: cn=GE Lighting-Checker, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames
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Sample Idif File

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user checker,ou=People,dc=fatwire,dc=com
cn: GE Lighting-Checker

dn: cn=GE Lighting-Editor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user editor,ou=People,dc=fatwire,dc=com
cn: GE Lighting-Editor

dn: cn=GE Lighting-Author, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user author,ou=People,dc=fatwire,dc=com
cn: GE Lighting-Author

dn: cn=GE Lighting-Approver,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember:
cn=user_approver,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Approver

dn: cn=HelloAssetWorld-Pricer, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Pricer

dn: cn=BurlingtonFinancial-Pricer, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-Pricer

dn: cn=GE Lighting-Pricer,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user pricer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Pricer

dn: cn=user marketer,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user marketer

cn: user marketer
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Sample Idif File

dn: cn=user pricer,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user pricer

cn: user pricer

dn: cn=HelloAssetWorld-Marketer, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Marketer

dn: cn=BurlingtonFinancial-Marketer, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-Marketer

dn: cn=GE Lighting-Marketer,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember:

cn=user_ marketer,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Marketer

dn: cn=HelloAssetWorld-Analyst, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Analyst

dn: cn=BurlingtonFinancial-Analyst,ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user analyst,ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-Analyst

dn: cn=GE Lighting-Analyst,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-Analyst

dn: cn=HelloAssetWorld-Expert, ou=Groups,
dc=fatwire,dc=com
objectClass: top
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910
911
912
913

914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940

941
942
943
944
945

946
947
948
949
950

951
952
953
954
955
956
957

Sample Idif File

objectClass: groupOfUniqueNames
cn: HelloAssetWorld-Expert

dn: cn=BurlingtonFinancial-Expert, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=user expert,ou=People,dc=fatwire,dc=com
cn: BurlingtonFinancial-Expert

dn: cn=GE Lighting-Expert,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-Expert

dn: cn=user analyst,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user analyst

cn: user analyst

dn: cn=user expert,ou=People, dc=fatwire,dc=com
userPassword:: dXNlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: user_ expert

cn: user expert

dn: cn=HelloAssetWorld-SparkAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-SparkAdmin

dn: cn=BurlingtonFinancial-SparkAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-SparkAdmin

dn: cn=GE Lighting-SparkAdmin, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-SparkAdmin

dn: cn=Spark-SparkAdmin,ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames
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958
959
960
961

962
963
964
965
966

967
968
969
970
971

972
973
974
975
976

9717
978
979
980
981
982

983
984
985
986
987

988
989
990
991
992

993
994
995
996
997

998
999
1000
1001

Sample Idif File

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: Spark-SparkAdmin

dn: cn=HelloAssetWorld-SparkContentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-SparkContentUser

dn: cn=BurlingtonFinancial-SparkContentUser, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-SparkContentUser

dn: cn=GE Lighting-SparkContentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-SparkContentUser

dn: cn=Spark-SparkContentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: Spark-SparkContentUser

dn: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-SparkDocumentUser

dn: cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-SparkDocumentUser

dn: cn=GE Lighting-SparkDocumentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-SparkDocumentUser

dn: cn=Spark-SparkDocumentUser, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: Spark-SparkDocumentUser
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1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045
1046
1047
1048
1049
1050
1051
1052
1053

Sample Idif File

dn: cn=Spark-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: Spark-WorkflowAdmin

dn: cn=Spark-SiteAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
cn: Spark-SiteAdmin

dn: cn=Spark-GeneralAdmin,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com
cn: Spark-GeneralAdmin

dn: cn=ContentEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha, ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: ContentEditor

dn: cn=firstsite,ou=People, dc=fatwire,dc=com
userPassword:: Zmlyc3RzaXR1

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: firstsite

cn: firstsite

dn: cn=FirstSiteIIl-Approver,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-Approver

dn: cn=FirstSiteII-Designer,ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames
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1054
1055
1056
1057
1058

1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072

1073
1074
1075
1076
1077
1078
1079

1080
1081
1082
1083
1084

1085
1086
1087
1088
1089

1090
1091
1092
1093
1094
1095
1096
1097
1098
1099

Sample Idif File

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-Designer

dn: cn=FirstSiteII-WorkflowAdmin, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-WorkflowAdmin

dn: cn=FirstSiteII-SiteAdmin,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com

cn: FirstSiteII-SiteAdmin

dn: cn=FirstSiteII-GeneralAdmin, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-GeneralAdmin

dn: cn=HelloAssetWorld-MarketingAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-MarketingAuthor

dn: cn=BurlingtonFinancial-MarketingAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-MarketingAuthor

dn: cn=GE Lighting-MarketingAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-MarketingAuthor

dn: cn=Spark-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-MarketingAuthor

dn: cn=FirstSiteII-MarketingAuthor, ou=Groups,
dec=fatwire,dc=com
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1100
1101
1102
1103
1104
1105
1106

1107
1108
1109
1110
1111

1112
1113
1114
1115
1116

1117
1118
1119
1120
1121
1122
1123
1124
1125
1126

1127
1128
1129
1130
1131
1132
1133

1134
1135
1136
1137
1138

1139
1140
1141
1142
1143

1144

Sample Idif File

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark, ou=People,dc=fatwire,dc=com

cn: FirstSiteII-MarketingAuthor

dn: cn=HelloAssetWorld-MarketingEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-MarketingEditor

dn: cn=BurlingtonFinancial-MarketingEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-MarketingEditor

dn: cn=GE Lighting-MarketingEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-MarketingEditor

dn: cn=Spark-MarketingEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-MarketingEditor

dn: cn=FirstSiteII-MarketingEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: FirstSiteII-MarketingEditor

dn: cn=HelloAssetWorld-ArtworkAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-ArtworkAuthor

dn: cn=BurlingtonFinancial-ArtworkAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ArtworkAuthor

dn: cn=GE Lighting-ArtworkAuthor, ou=Groups,
dc=fatwire,dc=com
objectClass: top
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1145
1146
1147
1148
1149
1150
1151
1152
1153

1154
1155
1156
1157
1158
1159
1160
1161

1162
1163
1164
1165
1166

1167
1168
1169
1170
1171

1172
1173
1174
1175
1176
1177
1178
1179
1180
1181

1182
1183
1184
1185
1186
1187
1188

1189
1190

Sample Idif File

objectClass: groupOfUniqueNames
cn: GE Lighting-ArtworkAuthor

dn: cn=Spark-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ArtworkAuthor

dn: cn=FirstSiteII-ArtworkAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-ArtworkAuthor

dn: cn=HelloAssetWorld-ArtworkEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-ArtworkEditor

dn: cn=BurlingtonFinancial-ArtworkEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ArtworkEditor

dn: cn=GE Lighting-ArtworkEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-ArtworkEditor

dn: cn=Spark-ArtworkEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ArtworkEditor

dn: cn=FirstSiteII-ArtworkEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-ArtworkEditor

dn: cn=HelloAssetWorld-ContentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames
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1191
1192
1193

1194
1195
1196
1197
1198

1199
1200
1201
1202
1203
1204
1205
1206
1207
1208

1209
1210
1211
1212
1213
1214
1215

1216
1217
1218
1219
1220

1221
1222
1223
1224
1225

1226
1227
1228
1229
1230
1231
1232
1233
1234
1235

Sample Idif File

cn: HelloAssetWorld-ContentAuthor

dn: cn=BurlingtonFinancial-ContentAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ContentAuthor

dn: cn=GE Lighting-ContentAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-ContentAuthor

dn: cn=Spark-ContentAuthor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ContentAuthor

dn: cn=FirstSiteII-ContentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-ContentAuthor

dn: cn=HelloAssetWorld-ContentEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-ContentEditor

dn: cn=BurlingtonFinancial-ContentEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ContentEditor

dn: cn=GE Lighting-ContentEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-ContentEditor

dn: cn=Spark-ContentEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ContentEditor

dn: cn=FirstSiteII-ContentEditor, ou=Groups,
dec=fatwire,dc=com
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1236
1237
1238
1239
1240
1241
1242

1243
1244
1245
1246
1247

1248
1249
1250
1251
1252

1253
1254
1255
1256
1257
1258
1259
1260
1261
1262

1263
1264
1265
1266
1267
1268
1269

1270
1271
1272
1273
1274

1275
1276
1277
1278
1279

1280

Sample Idif File

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-ContentEditor

dn: cn=HelloAssetWorld-ProductAuthor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-ProductAuthor

dn: cn=BurlingtonFinancial-ProductAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ProductAuthor

dn: cn=GE Lighting-ProductAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-ProductAuthor

dn: cn=Spark-ProductAuthor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ProductAuthor

dn: cn=FirstSiteII-ProductAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com

cn: FirstSiteII-ProductAuthor

dn: cn=HelloAssetWorld-ProductEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-ProductEditor

dn: cn=BurlingtonFinancial-ProductEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-ProductEditor

dn: cn=GE Lighting-ProductEditor, ou=Groups,
dc=fatwire,dc=com
objectClass: top
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1281
1282
1283
1284
1285
1286
1287
1288
1289

1290
1291
1292
1293
1294
1295
1296
1297

1298
1299
1300
1301
1302

1303
1304
1305
1306
1307

1308
1309
1310
1311
1312
1313
1314
1315
1316
1317

1318
1319
1320
1321
1322
1323
1324

1325
1326

Sample Idif File

objectClass: groupOfUniqueNames
cn: GE Lighting-ProductEditor

dn: cn=Spark-ProductEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-ProductEditor

dn: cn=FirstSiteII-ProductEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: FirstSiteII-ProductEditor

dn: cn=HelloAssetWorld-DocumentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: HelloAssetWorld-DocumentAuthor

dn: cn=BurlingtonFinancial-DocumentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-DocumentAuthor

dn: cn=GE Lighting-DocumentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-DocumentAuthor

dn: cn=Spark-DocumentAuthor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-DocumentAuthor

dn: cn=FirstSiteII-DocumentAuthor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Conrad,ou=People,dc=fatwire,dc=com
cn: FirstSiteII-DocumentAuthor

dn: cn=HelloAssetWorld-DocumentEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames
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1327
1328
1329

1330
1331
1332
1333
1334

1335
1336
1337
1338
1339
1340
1341
1342
1343
1344

1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375

Sample Idif File

cn: HelloAssetWorld-DocumentEditor

dn: cn=BurlingtonFinancial-DocumentEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-DocumentEditor

dn: cn=GE Lighting-DocumentEditor, ou=Groups,
dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

cn: GE Lighting-DocumentEditor

dn: cn=Spark-DocumentEditor,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

cn: Spark-DocumentEditor

dn: cn=FirstSiteII-DocumentEditor, ou=Groups,
dec=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
uniqueMember: cn=Connie, ou=People,dc=fatwire,dc=com
cn: FirstSiteII-DocumentEditor

dn: cn=Connie,ou=People, dc=fatwire,dc=com
userPassword:: Zmlyc3RzaXR1

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Connie

cn: Connie

dn: cn=Conrad, ou=People, dc=fatwire,dc=com
userPassword:: Zmlyc3RzaXR1

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Conrad

cn: Conrad

dn: cn=Desiree,ou=People, dc=fatwire,dc=com
userPassword:: Zmlyc3RzaXR1

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Desiree

cn: Desiree

dn: cn=Napoleon,ou=People, dc=fatwire,dc=com
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1376 userPassword:: Zmlyc3RzaXR1

1377 objectClass: top

1378 objectClass: person

1379 objectClass: organizationalPerson

1380 sn: Napoleon

1381 cn: Napoleon

1382

1383 dn: cn=Arthur,ou=People, dc=fatwire,dc=com
1384 userPassword:: Zmlyc3RzaXR1

1385 objectClass: top

1386 objectClass: person

1387 objectClass: organizationalPerson

1388 sn: Arthur

1389 c¢n: Arthur

1390

1391 dn: cn=Martha,ou=People, dc=fatwire,dc=com
1392 userPassword:: Zmlyc3RzaXR1

1393 objectClass: top

1394 objectClass: person

1395 objectClass: organizationalPerson

1396 sn: Martha

1397 c¢n: Martha

1398

1399 dn: cn=Rose,ou=People, dc=fatwire,dc=com
1400 wuserPassword:: Zmlyc3RzaXR1

1401 objectClass: top

1402 objectClass: person

1403 objectClass: organizationalPerson

1404 sn: Rose

1405 cn: Rose

1406

1407 dn: cn=Mark,ou=People, dc=fatwire,dc=com
1408 wuserPassword:: Zmlyc3RzaXR1

1409 objectClass: top

1410 objectClass: person

1411 objectClass: organizationalPerson

1412 sn: Mark

1413 c¢n: Mark

1414

1415 dn: cn=Mary,ou=People, dc=fatwire,dc=com
1416 wuserPassword:: Zmlyc3RzaXR1

1417 objectClass: top

1418 objectClass: person

1419 objectClass: organizationalPerson

1420 sn: Mary

1421 cn: Mary
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