








transport-window-size

DS replication agreement configuration (RAG) properties


Description

A replication agreement governs how a Directory Server supplier updates a Directory Server consumer. Although this configuration element is called an agreement, it concerns the configuration only of the supplier.


PROPERTY: auth-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the bind DN used by the supplier to bind to the consumer in order to perform replication-related updates. This bind DN must be present on the consumer.


PROPERTY: auth-protocol


	Characteristic	Value
	
Syntax

	
clear|ssl-simple|ssl-client


	
Default Value

	
clear


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the protocol used by the supplier to bind to the consumer in order to perform replication-related updates. The default is to bind with simple authentication in clear text without securing the connection, as most replications connections are made on an internal network. You may however configure replication to use SSL and simple authentication to protect the connection from malicious snooping, or SSL with client authentication to further protect the connection.


PROPERTY: auth-pwd


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the password used by the supplier to bind to the consumer. You provide it using auth-pwd-file.


PROPERTY: auth-pwd-file


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
""


	
Is readable

	
No


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the file from which the bind password for replication is read to create the replication agreement. The file is read once on replication agreement creation, and the password is stored for future use.


PROPERTY: repl-fractional-exclude-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes not to replicate. This property is mutually exclusive with repl-fractional-include-attr.


PROPERTY: repl-fractional-include-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes to replicate. This property is mutually exclusive with repl-fractional-exclude-attr.


PROPERTY: repl-schedule


	Characteristic	Value
	
Syntax

	
INTERVAL | always


	
Default Value

	
always


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the times and days when replication can take place.


PROPERTY: transport-compression


	Characteristic	Value
	
Syntax

	
best-compression | best-speed | default-compression | no-compression


	
Default Value

	
no-compression


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the level of libz compression used on replication updates from the supplier to the consumer. Supported settings are as follows.

	no-compression
	
No compression


	default-compression
	
Default zlib compression (zlib numeric value = -1)


	best-speed
	
Fastest zlib compression (zlib numeric value = 1)


	best-compression
	
Strongest zlib compression (zlib numeric value = 9)




If the bottleneck for replication in your environment is network bandwidth, this property can potentially help you tune the replication protocol for better performance.


PROPERTY: transport-group-size


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
1


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how many replication messages are grouped on the supplier before being sent to the consumer. Valid range is 1 to 255.

If the bottleneck for replication in your environment is network bandwidth, this property can potentially help you tune the replication protocol for better performance.


PROPERTY: transport-window-size


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
10


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of replication messages sent from the supplier to the consumer before waiting for a response from the consumer to continue. Valid range is 1 to 65535.

If the bottleneck for replication in your environment is network latency or network bandwidth, this property can potentially help you tune the replication protocol for better performance.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), desc(5DSCONF), enabled(5DSCONF)












employeeType

inetOrgPerson attribute type


Synopsis


( 2.16.840.1.113730.3.1.4
 NAME 'employeeType'
 DESC 'inetOrgPerson attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'inetOrgPerson Internet Draft' )



Description

Identifies the entry's type of employment.


Syntax

Directory String, multi-valued.


Examples


employeeType: Full time



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, RFC 2798 (http://www.ietf.org/rfc/rfc2798.txt)


















def-repl-manager-pwd

DS server instance configuration (SER) property def-repl-manager-pwd


Description

The behavior of a Directory Server instance is configured according to server properties such as def-repl-manager-pwd.


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
See the description that follows.


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property lets you read the password used for replication binds performed using simple authentication. Either you specify the password before setting up replication by setting def-repl-manager-pwd-file to specify the file containing the password you want to use, or you accept the password value generated by the dsconf accord-replication subcommand.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












num-write-limit

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
integer


	
Default value

	
1024


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the maximum number of connections that can be made to an LDAP data source to perform write operations.

This property takes an integer.

The value of this property must be at least 1.

This property can also take the following values:

	unlimited
	
This value means no limit is set for this property.




This property is used to configure the following features:

	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












searchrate

measure search performance for an LDAP directory


Synopsis


install-path/dsrk/bin/searchrate 
 [options] -b baseDN -f filter



Description

The searchrate command measures the rate at which an LDAP directory can perform random, user-defined searches. As with all measures of performance, results depend on many factors, including what options you pass to the searchrate command, and also how the directory service itself is tuned.


Options

The searchrate command supports the following options:

	-A attribute
	
Retrieve only the specified attribute.

Repeat this option to specify multiple attributes.


	-a
	
Run in asynchronous mode, not waiting for results before requesting subsequent searches. The maximum number of threads the searchrate command can use is limited by the number of file descriptors the operating system allows the process to use. The time is measured starts when the request is sent and finishes when the result is received.


	-b baseDN
	
Use the specified base DN for the target entry.

Default is the root DSE, "".

Refer to Random Target Syntax and Random Target Substitution for details on number and string substitutions.


	-C messages
	
Display the specified number of results messages before exiting. Results messages appear by default as output on standard out, similar to the following.


Avg r=2731.00/thr (1092.40/sec), total=  5462


This shows output for two threads searching for five seconds. The average search rate per thread is 2731 searches per thread for the interval measured, for 1092.40 searches per second on average. The total shown for both threads is 5462.

Default is to continue iterating until the command is interrupted.


	-D bindDN
	
Use the specified bind DN to authenticate to the directory.

If the bind DN is not specified, the searchrate command attempts anonymous authentication.


	-E
	
Display the bind DN and filter for searches that failed to retrieve an entry.


	-e
	
Display the number of attempted searches that failed to retrieve an entry.


	-f filter
	
Use the specified RFC 2254 conformant filter for all searches.

Refer to Random Target Syntax and Random Target Substitution for details on number and string substitutions.


	-h hostname
	
Connect to the directory on the specified host.

Enclose IPv6 addresses in brackets ([]) as described in RFC 2732.

Default is to connect to the local host on the loopback address, 127.0.0.1.


	-i filename
	
Use the file specified to generate target entry base DNs at random.

Refer to Random Target Syntax and Random Target Substitution for details.


	-j seconds
	
Display results each specified number of seconds.

Default is to display results every 5 seconds.


	-K
	
Keep connections open and only bind once, measuring only the time required to perform the search operation.

Default is to measure the duration the connection is active as the search sequence.


	-k
	
Keep connections open, measuring only the time required to perform the bind and search operations.

Default is to measure the duration the connection is active as the search sequence.


	-l seconds
	
Set the search time-out at the specified number of seconds for synchronous searches.

Default is 10 seconds.


	-m maxIter
	
Perform no more than the specified number of searches per thread.

Default is for each thread to continue iterating until the command is interrupted.


	-p port
	
Connect to the directory on the specified port.

Default is to connect to the default simple authentication port for LDAP, 389.


	-q
	
Run in quiet mode, not displaying results.

Default is to display results every 5 seconds, which you can adjust using the -j option.


	-r maxRand
	
Use the specified maximum to determine the range for random numbers replacing %d formatting specifications when searching random target entries.

When you use this option twice, the first occurrence generates random numbers in the range [0,maxRand1–1] for the first %d, the second [1,maxRand2] for the second %d.

Refer to Random Target Syntax and Random Target Substitution for details.


	-S randSeed
	
Use the specified seed, an unsigned int, for random number generation.

Default seed is 0.


	-s scope
	
Use the specified scope when searching.

The following values are supported for scope:

	base
	
Examine only the entry specified by the argument to the -b option.


	one
	
Examine only to the entry specified by the argument to the -b option and its immediate children.


	sub
	
(Default) Examine the subtree whose root is the entry specified by the argument to the -b option.





	-t threads
	
Use the specified number of the threads to connect to the server.

Default is to use one thread.


	-v
	
Display verbose output.


	-W filename
	
Read the bind password from the specified file.


	-w password
	
Use the specified bind password to authenticate to the directory.


	-w –
	
Prompt for the bind password so it does not appear on the command line or in a file.





Extended Description

The searchrate command repeatedly requests search operations of a directory server. Threads may be configured to keep open connections or perform LDAP binds with each operation. The command-line options let you specify the bind credentials.

The command uses LDAP v3, and cannot be used to authenticate to an LDAP v2 directory not supporting LDAP v3. Furthermore, the searchrate command uses simple authentication, not secure binding.

By default, the searchrate command continues its task indefinitely, displaying results periodically, and displaying any errors encountered as well without interrupting operation.


Random Target Syntax

Include randomly generated numbers by specifying %d and %s placeholders in the base DN and filters. These placeholders are then replaced according to the following rules:

	%d
	
Replace this placeholder with random integer values depending on the maxRand parameter to the -r option.

The -r option may be used at most two times to generate random base DNs or filters. Replacement values for the %d placeholder range over [0,maxRand1–1].


	%s
	
Replace this placeholder with random strings from the file specified using the -i option.

Replacement values for this placeholder are randomly selected lines of the file specified.




Multiple -r and -i options are matched to the %d and %s placeholders, respectively, in the order they are used.


Random Target Substitution

The searchrate command requires that you apply the following rules for substitutions, displaying an error message when the used incorrectly:

	
Use only one type of placeholder, either %d or %s, per invocation of the searchrate command.


	
Specify at least as many uses of the -r as %d placeholders used.


	
Use %%d and %%s to specify literal strings %d and %s, respectively.




In order to use this random mechanism, you must populate your directory accordingly. For example, you can measure the search rate using the following command:


$ searchrate -b "ou=test,dc=example,dc=com" -f "uid=test%d" -r 100


In order for the searchrate command to find entries, your directory must contain entries corresponding to the following LDIF excerpt:


dn: uid=test0,ou=test,dc=example,dc=com
userPassword: auth00

dn: uid=test1,ou=test,dc=example,dc=com
userPassword: auth11

dn: uid=test2,ou=test,dc=example,dc=com
userPassword: auth22
…

dn: uid=test10,ou=test,dc=example,dc=com
userPassword: auth1010
…

dn: uid=test99,ou=test,dc=example,dc=com
userPassword: auth9999



Examples

Examples in this section use the following conventions:

	
The searchrate command is found in a directory present in the PATH used for the examples.


	
The directory server is located on a system named host.


	
The directory has been configured to support anonymous access for search and read. Therefore, you do not have to specify bind information.


	
The directory server listens on port 389, the default for non-SSL connections.




	
	Example 1   searchrate: Sample Output
	
The following command performs searches until it has displayed five results messages. Notice that each line concerns only the elapsed interval.


$ searchrate -h host -b dc=example,dc=com -f "(uid=bjensen)" -C 5
Avg r=1349.00/thr (269.80/sec), total=  1349
Avg r=1312.00/thr (262.40/sec), total=  1312
Avg r=1334.00/thr (266.80/sec), total=  1334
Avg r=1346.00/thr (269.20/sec), total=  1346
Avg r=1340.00/thr (268.00/sec), total=  1340
All threads exited


Notice also that a result message provides the following items of information:

	
The average search rate per thread of execution


	
The average search rate per second


	
The total number of search operations performed during the interval the results message concerns





	
	Example 2   searchrate: Search Rate Alone
	
The following command keeping the connection open and binds only once:


$ searchrate -h host -b dc=example,dc=com -f "(uid=bjensen)" -C 5 -K
Avg r=2706.00/thr (541.20/sec), total=  2706
Avg r=2706.00/thr (541.20/sec), total=  2706
Avg r=2739.00/thr (547.80/sec), total=  2739
Avg r=2717.00/thr (543.40/sec), total=  2717
Avg r=2731.00/thr (546.20/sec), total=  2731
All threads exited


	
	Example 3   searchrate: Using a Filter File
	
The following commands substitute filters from a file to perform searches:





$ cat filters
=Jen*
=Jensen>=Jensen
<=Jensen
~=Jensen
$ searchrate -h host -b dc=example,dc=com -f "(sn%s)" -i filters -C 5 -K
Avg r=  59.00/thr ( 11.80/sec), total=    59
Avg r=  64.00/thr ( 12.80/sec), total=    64
Avg r=  63.00/thr ( 12.60/sec), total=    63
Avg r=  64.00/thr ( 12.80/sec), total=    64
Avg r=  61.00/thr ( 12.20/sec), total=    61
All threads exited



Exit Status

The searchrate command returns the following exit status codes.

	0
	
Successful completion.


	non-zero
	
An error occurred.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
Zip distribution only


	
Stability Level

	
Evolving









See Also

authrate(1), makeldif(1), modrate(1)












c

Standard LDAP attribute type


Synopsis


( 2.5.4.6
 NAME ( 'c' 'countryName' )
 DESC 'Standard LDAP attribute type'
 SUP name
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 SINGLE-VALUE
 X-ORIGIN 'RFC 2256' )



Description

This attribute is designed to contain the two-character code representing a country name, as defined by ISO, in the directory.


Syntax

Directory String, single-valued.


Examples


c: FR



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















gidNumber

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.1
 NAME 'gidNumber'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 SINGLE-VALUE
 X-ORIGIN 'RFC 2307' )



Description

Group ID number.


Syntax

Integer, single-valued.


Examples


gidNumber: 162035



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















ipServiceProtocol

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.16
 NAME 'ipServiceProtocol'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2307' )



Description

The IP service protocol.


Syntax

Directory String, multi-valued.


Examples


ipServiceProtocol: tcp
ipServiceProtocol: udp



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















cert-search-attr-mappings

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
Yes


	
Requires restart

	
No








This property specifies mappings that map attributes in the certificate subject to attributes in the LDAP server.

The syntax of this string is <subject-attr>:<user-attr>.

An attribute mapping of the form <subject attribute>:<user attribute>

The value of this property must match the pattern ^[a-zA-Z][-a-zA-Z0-9]*:[a-zA-Z][-a-zA-Z0-9]*$.

The default behavior for this property is as follows: No attributes in the certificate subject are mapped

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












passwordRetryCount

Sun ONE defined password policy attribute type


Synopsis


( 2.16.840.1.113730.3.1.93
 NAME 'passwordRetryCount'
 DESC 'Sun ONE defined password policy attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 SINGLE-VALUE
 USAGE directoryOperation
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Counts the number of consecutive failed attempts at entering the correct password.


Syntax

Directory String, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.

Operational attribute used by the directory service; returned in ldapsearch only when specifically requested.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release


















nsDS5ReplicaHost

Host name of consumer


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=agreement name,cn=replica,cn=suffix name,cn=mapping tree,cn=config


	
Valid Range

	
Any valid host name


	
Default Value

	
N/A


	
Syntax

	
DirectoryString








This attribute is part of replica configuration for nsDS5ReplicationAgreement entries.

Specifies the hostname for the host where the consumer replica is located. Do not modify this attribute after it has been set.


Examples


nsDS5ReplicaHost: ds.example.com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

replication(5DSCONF)












mmldif

combine multiple ldif files into a single, authoritative set of entries


Synopsis


install-path/bin/mmldif 
 [-c ] [-D ] [-o out.ldif] files



Description

The mmldif command combines multiple LDIF files into a single authoritative set of entries. Typically each LDIF file is from a master server cooperating in a multi-master replication environment (for example, masters that refuse to sync up). Optionally, the mmldif command can generate LDIF change files that could be applied to the original file to bring it up to date with the authoritative version. At least two input files must be specified.


Options

The following options are supported:

	-c
	
Write a change file (.delta) for each input file.


	-D
	
Print debugging information.


	-o
	
Write authoritative data to this file. If not specified, the command compares the input files, but does not generate output LDIF files.


	files
	
Two or more LDIF files to combine into a single set of entries. For example, in1.ldif in2.ldif.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

insync(1)












nsslapd-errorlog-logging-enabled

Enable or disable access, audit, or error logging


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=config


	
Valid Range

	
on|off


	
Default Value

	
Access logging on, Audit logging off


	
Syntax

	
DirectoryString








This attribute is used in conjunction with the nsslapd-accesslog, nsslapd-auditlog, or nsslapd-errorlog attribute to disable and enable access, audit, or error logging. The nsslapd-accesslog, nsslapd-auditlog, or nsslapd-errorlog attributes specify the path and filename of the access, audit, and error logs, respectively.

For logging to be enabled, the nsslapd-accesslog-logging-enabled, nsslapd-auditlog-logging-enabled, or nsslapd-errorlog-logging-enabled attribute must be switched to on, and the respective nsslapd-accesslog, nsslapd-auditlog, or nsslapd-errorlog attribute must have a valid path and filename.

For information about the combinations of values for these attributes, see the nsslapd-accesslog, nsslapd-auditlog, or nsslapd-errorlog man page.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Unstable


















nsslapd-changelogmaxentries

maximum number of changelog records


Description

Specifies the maximum number of records the change log may contain. If this attribute is absent, there is no maximum number of records the change log can contain.

	Entry DNs
	
cn=Retro Changelog Plugin,cn=plugins,cn=config


	Valid Range
	
0 (no limit to the number of entries) to the maximum 32 bit integer value (2147483647).


	Default Value
	
0


	Syntax
	
Integer


	Example
	
nsslapd-changelogmaxentries: 0





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












email-alerts-message-subject-includes-alert-code

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
boolean


	
Default value

	
false


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property is a flag indicating whether or not Directory Proxy Server should add the alert code to the subject line for alert messages.

This property is true or false.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












roomNumber

Standard LDAP attribute type


Synopsis


( 0.9.2342.19200300.100.1.6
 NAME 'roomNumber'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 1274' )



Description

Specifies the room number of an object. Note that the commonName attribute should be used for naming room objects.


Syntax

Directory String, multi-valued.


Examples


roomNumber: 230



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 1274 (http://www.ietf.org/rfc/rfc1274.txt)


















nsslapd-distribution-funct

distribution plug-in function


Description

Specifies the name of your distribution function within the library named by nsslapd-distribution-plugin. This attribute is required along with nsslapd-distribution-plugin when you have specified more than one database in the nsslapd-backend attribute.




	
Note:

Use Directory Proxy Server, rather than a Directory Server plug-in, for distribution.









	Entry DN
	
cn="suffixName",cn=mapping tree,cn=config


	Valid Range
	
The name of the distribution function.


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-distribution-funct: alphaNumDistrib





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












ds5ReplicaConsumerTimeout

Timeout for replication operations


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=replica,cn=suffix name,cn=mapping tree,cn=config


	
Valid Range

	
0 maximum integer (seconds)


	
Default Value

	
300 (seconds)


	
Syntax

	
Integer








This attribute is part of replica configuration for nsDS5Replica entries.

When set, this attribute causes the consumer to close a replication connection with the current supplier, allowing it to open a replication session with another supplier.

This attribute takes effect under the following conditions on the consumer.

	
The supplier sending updates on the current replication session connection has been idle for ds5ReplicaConsumerTimeout seconds.


	
No local operation on the consumer is currently replaying updates from the current supplier.


	
Another supplier is currently attempting to start a replication session.





Examples




	
Note:

Do not change the value of this attribute unless requested to do so by qualified support personnel.










ds5ReplicaConsumerTimeout: 300



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

replication(5DSCONF)












vlv-control-page-size

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
integer


	
Default value

	
1024


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the page size used to retrieve entries for VLV control.

This property takes an integer.

The value of this property must be at least 1.

This property is used to configure the following features:

	join-data-view
	
A join data view is an aggregation of multiple data views. The current release of Directory Proxy Server supports the aggregation of two data views into one join data view.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












documentAuthor

Standard LDAP attribute type


Synopsis


( 0.9.2342.19200300.100.1.14
 NAME 'documentAuthor'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
 X-ORIGIN 'RFC 1274' )



Description

Contains the distinguished name of the author of a document entry.


Syntax

DN, multi-valued.


Examples


documentAuthor: cn=John Doe, dc=example, dc=com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 1274 (http://www.ietf.org/rfc/rfc1274.txt)


















connection-write-data-timeout

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
duration


	
Default value

	
3600000


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the maximum length of time that the listener can wait to send results back to clients.

The duration is expressed in milliseconds.

This property is used to configure the following features:

	ldap-listener
	
The LDAP listener represents the network interface of Directory Proxy Server.


	ldaps-listener
	
The LDAP listener represents the network interface of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












cosPointerDefinition

Sun ONE defined objectclass


Synopsis


( 2.16.840.1.113730.3.2.101
 NAME 'cosPointerDefinition'
 DESC 'Sun ONE defined objectclass'
 SUP cosSuperDefinition
 STRUCTURAL
 MAY costemplatedn
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Identifies the template entry associated with the CoS definition using the template entry's DN value. The DN of the template entry is specified in the cosTemplateDn attribute.


Origin

This object class is defined by Directory Server.


Type

Structural object class


Superior

cosSuperDefinition(5DSOC)


Required Attributes

Entries of this object class require no attribute types other than those inherited from the superior(s).


Allowed Attributes

Entries of this object class may have the following optional attribute types in addition to those inherited from the superior(s):

costemplatedn(5DSAT)


Usage

Configuration object specific to this Directory Server instance, not replicated.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















monitoring-bind-pwd

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
No


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the password used for binding to an LDAP data source to check the data source's availability.

This property is read-only. To change the password, use the monitoring-bind-pwd-file property.

The default behavior for this property is as follows: Proxy uses an anonymous access to access the LDAP data source.

This property is used to configure the following features:

	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












heap-low-threshold-size

DS server instance configuration (SER) property heap-low-threshold-size


Description

The behavior of a Directory Server instance is configured according to server properties such as heap-low-threshold-size.


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

See the description for heap-high-threshold-size.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












ssl-rsa-cert-name

DS server instance configuration (SER) property ssl-rsa-cert-name


Description

The behavior of a Directory Server instance is configured according to server properties such as ssl-rsa-cert-name.


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
defaultCert


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies the name of the SSL certificate for the server.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












allowed-ldap-ports

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
enumeration


	
Default value

	
ldap


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
Yes


	
Requires restart

	
No








This property specifies a set of IP port numbers. A client connection must come through one of the specified ports in order for the connection to be accepted by the connection handler.

This property can take the following values in addition to the default.

	ldap
	
The LDAP port of Directory Proxy Server


	ldaps
	
The LDAPS port of Directory Proxy Server




This property is used to configure the following features:

	connection-handler
	
Connection handlers define the resource limits and filters that apply to a connection, and the data views that are exposed to the connection.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












db-url

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
Default behavior is not defined.


	
Must be set

	
Yes


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
Yes








This property specifies the database URL of the JDBC data source.

This property is used to configure the following features:

	jdbc-data-source
	
A JDBC data source is defined for each relational database to which you want LDAP clients to have access. Currently, only one JDBC data source is supported per JDBC data view.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsSSL3

SSL v3 support


Description

Supports SSL version 3.

	Entry DN
	
cn=encryption,cn=config


	Valid Range
	
on | off


	Default Value
	
off


	Syntax
	
DirectoryString


	Example
	
nsSSL3: on





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












monitoring-inactivity-timeout

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
duration


	
Default value

	
120


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








The availability monitor polls inactive connections to keep them alive. This property specifies how long a connection can be inactive before the availability monitor performs a search on the idle connection to keep it alive.

The duration is expressed in seconds.

The value of this property must be at least 1.

This property is used to configure the following features:

	jdbc-data-source
	
A JDBC data source is defined for each relational database to which you want LDAP clients to have access. Currently, only one JDBC data source is supported per JDBC data view.


	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












supportedExtension

Standard LDAP attribute type


Synopsis


( 1.3.6.1.4.1.1466.101.120.7
 NAME 'supportedExtension'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 USAGE dsaOperation
 X-ORIGIN 'RFC 2252' )



Description

The values of this attribute are the object identifiers (OIDs) that identify the supported extended operations supported by the server. When the server does not support extensions, this attribute is absent.


Syntax

Directory String, multi-valued.


Usage

Operational attribute used by a Directory Server instance; returned in ldapsearch only when specifically requested.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt)


















aci-manager-bind-dn

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
dn


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the distinguished name of the identity used by Directory Proxy Server to access the access control data view.

This property takes a Distinguished Name (DN) value.

The default behavior for this property is as follows: Proxy uses an anonymous access to access the access control data view.

This property is used to configure the following features:

	virtual-aci
	
The virtual ACI contains pools of access controls applicable to all entries. This will be used for the purpose of virtualization.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












departmentNumber

inetOrgPerson attribute type


Synopsis


( 2.16.840.1.113730.3.1.2
 NAME 'departmentNumber'
 DESC 'inetOrgPerson attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'inetOrgPerson Internet Draft' )



Description

Identifies the entry's department number.


Syntax

Directory String, multi-valued.


Examples


departmentNumber: 2604



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, RFC 2798 (http://www.ietf.org/rfc/rfc2798.txt)


















monitoring-bind-timeout

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
duration


	
Default value

	
5000


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the maximum length of time that the availability monitor waits to establish a connection to the LDAP data source.

The duration is expressed in milliseconds.

The value of this property must be at least 1.

This property is used to configure the following features:

	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsslapd-securelistenhost

listen to IP address for secure connections


Description

Allows multiple Directory Server instances to run on a multi-homed machine, using secure SSL/TLS connections, and makes it possible to limit listening to one or more interfaces of a multi-homed machine. Provide the hostname or host names corresponding to the IP interface or interfaces you want to specify as the values for this attribute. Directory Server responds only to requests sent to the interface or interfaces corresponding to the host name or host names specified. This prevents other programs from using the same port as Directory Server on the interfaces specified.

	Entry DN
	
cn=config


	Valid Range
	
Any secure host name or host names


	Default Value
	
Not applicable


	Syntax
	
DirectoryString


	Example
	
nsslapd-securelistenhost: secure-hostname





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












mail

Standard LDAP attribute type


Synopsis


( 0.9.2342.19200300.100.1.3
 NAME ( 'mail' 'rfc822mailbox' )
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 1274' )



Description

Identifies a user's primary email address (the email address retrieved and displayed by white pages lookup applications).


Syntax

Directory String, multi-valued.


Examples


mail: banderson@example.com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 1274 (http://www.ietf.org/rfc/rfc1274.txt)


















javaFactory

Fully qualified Java class name of a JNDI object factory


Synopsis


( 1.3.6.1.4.1.42.2.27.4.1.10
 NAME 'javaFactory'
 DESC 'Fully qualified Java class name of a JNDI object factory'
 EQUALITY caseExactMatch
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 SINGLE-VALUE
 X-ORIGIN 'RFC 2713' )



Description

Stores the fully qualified class name of the object factory that can be used to create an instance of the object identified by the javaClassName attribute.


Syntax

Directory String, single-valued.


Examples


javaFactory: com.sun.jndi.ExampleObjectFactory



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2713 (http://www.ietf.org/rfc/rfc2713.txt)


















repldisc

discover a replication topology


Synopsis


install-path/bin/repldisc 
 [-D bindDN] [-w password] [-j file ] [-t ] [-n ] [-a ]
 [-p port] [-T timeout] [-J file] [-W keypassword] [-K keydbpath]
 [-N certname] [-P certdbpath] [-e SSL port] [-b ReplicaRoot]
 -s |  -S  HostSpec



Description

The repldisc command enables the discovery of a replication topology. Topology discovery starts with one server and constructs a graph of all known servers (using the RUVs and Replication Agreements). repldisc then prints an adjacency matrix describing the topology.


Options

The following options are supported:

	-a
	
Specifies that only the arcs between pairs of connected hosts are printed. For more information, see EXAMPLES.




	
Note:

If the total line length of the output exceeds 80 characters, symbolic host names are used, accompanied by a legend. Otherwise, full host names are printed. Using the -a option ensures that symbolic host names are not used.










	-b
	
The suffix (replica root) that has been specified for replication. If -b is not specified, the delay for all suffixes is printed.


	-D
	
Distinguished name with which to bind to the server. This parameter is optional if the server is configured to support anonymous access. If a DN is specified in the HostSpec option, this overrides the -D option.


	-j
	
If specifying the default password at the command-line poses a security risk, the password can be stored in a file. The -j option specifies this file.


	-n
	
Specifies that repldisc should not run in interactive mode. Running in interactive mode allows you to re-enter the bindDN, password, host and port, if a bind error occurs.


	-p
	
The TCP port used by the instance. The default port is 389. If a port is specified in the HostSpec, this overrides the -p option.


	-t
	
Prints the mode of transport (SSL or CLEAR).


	-T
	
Specifies the number of seconds after which repldisc times out if the server connection goes down.


	-w
	
Password associated with the distinguished name specified by the -D option. If a password is specified in the HostSpec, this overrides the -w option.


	HostSpec
	
Host specification, which takes the form [binddn:[password]@]host[:port]. The following is an example:

cn=admin,cn=Administrators,cn=config:mypword@myserver:1389

If you are using SSL, use -S in the server specification. In this case, HostSpec specifies the certificate name and key password, rather than the bindDN and password.





SSL Options

You can use the following options to specify that repldisc uses LDAPS when communicating with Directory Server. You can also use these options if you want to use certificate-based authentication. These options are valid only when LDAPS has been turned on and configured.

	-e
	
Default SSL port, 636.


	-J
	
This option has the same function as the -j option, for the key password.


	-K
	
Specifies the name of the certificate key used for certificate-based client authentication. For example, -K Server-Key.


	-N
	
Specifies the certificate name to use for certificate-based client authentication. For example, -N Server-Cert. If this option is specified, the -W option is required.


	-P
	
Specifies the location of the certificate database.


	-W
	
Specifies the password for the certificate database identified by the -P option. For example, -W serverpassword.





Examples

	
	Example 1   Single Replication Scenario
	

$ repldisc -D cn=admin,cn=Administrators,cn=config -w pwd \
 -b o=rtest -s myserver:1389

Topology for suffix: o=rtest

Legend:

^ : Host on row sends to host on column.

v : Host on row receives from host on column.

x : Host on row and host on column are in MM mode.

H1 : france.example.com:1389

H2 : spain:1389

H3 : portugal:389

   | H1 | H2 | H3 |

===+===============

H1 |    | ^  |    |

---+---------------

H2 | v  |    | ^  |

---+---------------

H3 |    | v  |    |

---+---------------


	
	Example 2   Using the -a Option
	

Topology for suffix: o=rtest 

Legend: 

The direction of the replication is indicated with arrows. 

Single-master: suppliers appear on left, consumers on right (->). 

Multi-master : servers are shown linked by a double arrow (<->).


france.example.com:1389 -> spain:1389 

spain:1389 -> portugal:389





Exit Status

The following exit values are returned:

	0
	
Successful completion.


	1
	
An error occurred.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Stable









See Also

insync(1), entrycmp(1)


Notes

The node on which you are running the entrycmp, insync, and repldisc tools must be able to reach all the specified hosts. If these hosts are unavailable, you will encounter difficulties using these tools. Ensure that all servers are up and running before using these tools.

When you identify hosts, you must use either symbolic names or IP addresses for all hosts. The replication monitoring commands do not address resolution between symbolic names and IP addresses. Using a combination of symbolic names and IP addresses can cause problems. Moreover, on multi-homed hosts, referring to the same Directory Server instance using different names may cause unexpected results.

When SSL is enabled, the directory server on which you are running the tools must have a copy of all the certificates used by the other servers in the topology.

repldisc takes the host specification from the replication agreement, unless otherwise specified at the command line.

The replication monitoring tools rely on access to cn=config to obtain the replication status. This should be taken into account, particularly when replication is configured over SSL.












delete-weight

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
integer


	
Default value

	
disabled


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the proportion of delete requests that are sent to the attached data source.

This property takes an integer.

The value of this property must be at least 1.

This property can also take the following values:

	disabled
	
Do not forward any delete requests to the data source




This property is used to configure the following features:

	attached-ldap-data-source
	
A data source can be attached to one or more data source pools for load balancing and failover. When attached to a data source pool, a data source is called an attached data source.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












cert-search-base-dn

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
dn


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the base DN of a search operation that finds user entries when a user's name is not specified in their certificate.

This property takes a Distinguished Name (DN) value.

The default behavior for this property is as follows: This property is required when proxy should not use a user certificate subject as the user DN.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsslapd-pluginEnabled

Directory Server plug-in legacy configuration


Description

The nsslapd-plugin attribute on cn=config is multi-valued, read-only attribute lists the syntaxes and matching rules loaded by the server. This manual page covers server plug-in configuration, rather than the nsslapd-plugin attribute.

This manual page provides an overview of legacy configuration information for server plug-ins. This manual page covers the individual plug-in configuration entry attributes. Also, this manual page covers the plug-ins provided with Directory Server, including configurable options, configurable arguments, default setting, dependencies, general performance related information, and further reading.




	
Note:

In most circumstances, you configure plug-in functionality using the dsconf(1M) command. See plugin(5DSCONF) for a list of configurable properties.










ATTRIBUTES FOR PLUG-IN CONFIGURATION ENTRIES

The following list covers each plug-in configuration entry attribute.

	nsslapd-plugin-depends-on-named
	
This is a multivalued attribute, used to ensure that plug-ins are called by the server in the correct order. It takes a value that corresponds to the cn value of a plug-in. The plug-in whose cn value matches one of the values below it is started by the server prior to this plug-in. If the plug-in does not exist, the server fails to start.

	Entry DN
	
cn=pluginName,cn=plugins, cn=config


	Valid Range
	
Plug-in name


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-plugin-depends-on-named: Class of Service





	nsslapd-plugin-depends-on-type
	
This is a multivalued attribute, used to ensure that plug-ins are called by the server in the correct order. It takes a value that corresponds to the type of a plug-in, contained in the attribute nsslapd-pluginType, and requires that plug-ins of that type are started before the present plug-in.

	Entry DN
	
cn=pluginName,cn=plugins, cn=config


	Valid Range
	
Plug-in type


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-plugin-depends-on-type: database





	nsslapd-pluginDescription
	
Provides a description of the plug-in.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any DirectoryString


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginDescription: acl access check plug-in





	nsslapd-pluginEnabled
	
Specifies whether or not the plug-in is enabled. This attribute can be changed over protocol, but will only take effect when the server is next restarted.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
on | off


	Default Value
	
on


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginEnabled: on





	nsslapd-pluginId
	
Specifies the plug-in ID.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any valid plug-in ID.


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginId: chaining database





	nsslapd-pluginInitfunc
	
Specifies the plug-in function to be initiated.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any valid plug-in function.


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginInitfunc: NS7bitAttr_Init





	nsslapd-pluginPath
	
Specifies the full path to the plug-in.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any valid path


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginPath: /opt/SUNWdsee7/lib/sparcv9/uid-plugin.so





	nsslapd-pluginType
	
Specifies the plug-in type.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any valid plug-in type.


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginType: preoperation





	nsslapd-pluginVendor
	
Specifies the vendor of the plug-in.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any approved plug-in vendor.


	Default Value
	
Sun Microsystems, Inc.


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginVendor: Sun Microsystems, Inc.





	nsslapd-pluginVersion
	
Specifies the plug-in version.

	Entry DN
	
cn=pluginName,cn=plugins,cn=config


	Valid Range
	
Any valid plug-in version.


	Default Value
	
Product version


	Syntax
	
DirectoryString


	Example
	
nsslapd-pluginVersion: 11.1.1.5.0








7-BIT CHECK PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
7-Bit Check (NS7bitAttr)


	DN of Configuration Entry
	
cn=7-bit check,cn=plugins,cn=config


	Description
	
Checks certain attributes are seven-bit clean.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
List of attributes, uid mail userpassword, followed by a comma, and then by the suffix or suffixes on which the check is to occur.


	Dependencies
	
None


	Performance Related Information
	
None


	Further Information
	
If your Directory Server uses non-ASCII characters such as Japanese and other languages for some attributes, remove those attributes from the list of attributes checked by this plug-in.

When adding or modifying an attribute value checked by this plug-in, and the new value violates the seven-bit check, the client receives a LDAP_CONSTRAINT_VIOLATION (19) return code, and a message such as the following: Value of attribute attr contains extended (8-bit) characters: value





ACL PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
ACL Plugin


	DN of Configuration Entry
	
cn=ACL Plugin,cn=plugins,cn=config


	Description
	
ACL access check plug-in


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Leave this plug-in running at all times.





ACL PREOPERATION PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
ACL preoperation


	DN of Configuration Entry
	
cn=ACL preoperation,cn=plugins,cn=config


	Description
	
ACL access check plug-in.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
Database


	Performance Related Information
	
Leave this plug-in running at all times.





BINARY SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Binary Syntax


	DN of Configuration Entry
	
cn=Binary Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling binary data.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





BOOLEAN SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Boolean Syntax


	DN of Configuration Entry
	
cn=Boolean Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling booleans.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CASE EXACT STRING SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Case Exact String Syntax


	DN of Configuration Entry
	
cn=Case Exact String Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling case-sensitive strings.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CASE IGNORE STRING SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Case Ignore String Syntax


	DN of Configuration Entry
	
cn=Case Ignore String Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling case-insensitive strings.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CHAINING DATABASE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Chaining Database


	DN of Configuration Entry
	
cn=Chaining database,cn=plugins,cn=config


	Description
	
Syntax for handling DNs.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CLASS OF SERVICE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Class of Service


	DN of Configuration Entry
	
cn=Class of Service,cn=plugins,cn=config


	Description
	
Allows for sharing of attributes between entries.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
Set the nsslapd-pluginarg0 attribute to:

	
0 (default) to enable fast lookup of classic CoS templates


	
1 to disable fast lookup for classic CoS template selection


	
2 to disable checks for ambiguous pointer and classic CoS definitions

Ambiguous definitions result when more than one value could be returned for the same attribute of the same entry. When checking remains enabled, Directory Server logs an informational message upon encountering such an ambiguity, provided you have set the log level to allow plug-ins to log informational messages.


	
3 to disable both




Restart Directory Server for modifications to take effect.


	Dependencies
	
None


	Performance Related Information
	
Leave this plug-in running at all times.





COUNTRY STRING SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Country String Syntax


	DN of Configuration Entry
	
cn=Country String Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling countries.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





DISTINGUISHED NAME SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Distinguished Name Syntax


	DN of Configuration Entry
	
cn=Distinguished Name Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling DNs.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





DSML FRONTEND SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Frontend


	DN of Configuration Entry
	
cn=DSMLv2-SOAP-HTTP,cn=frontends,cn=plugins, cn=config


	Description
	
Enables you to access the directory using DSML v2 over SOAP/HTTP.


	Configurable Options
	
on | off


	Default Setting
	
off


	Configurable Arguments
	
ds-hdsml-soapschemalocation

ds-hdsml-dsmlschemalocation


	Dependencies
	
None


	Performance Related Information
	
None





GENERALIZED TIME SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Generalized Time Syntax


	DN of Configuration Entry
	
cn=Generalized Time Syntax,cn=plugins,cn=config


	Description
	
Syntax for dealing with dates, times, and time zones.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.


	Further Information
	
The Generalized Time String consists of the four digit year, two digit month (for example, 01 for January), two digit day, two digit hour, two digit minute, two digit second, an optional decimal part of a second and a time zone indication. We strongly recommend that you use the Z time zone indication (Greenwich Mean Time).





INTEGER SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Integer Syntax


	DN of Configuration Entry
	
cn=Integer Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling integers.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





INTERNATIONALIZATION PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Internationalization Plugin


	DN of Configuration Entry
	
cn=Internationalization Plugin,cn=plugins,cn=config


	Description
	
Syntax for handling DNs.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None. In contrast to previous versions of Directory Server, the collation orders and locales used by the internationalization plug-in are now stored in the configuration.


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





LDBM DATABASE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
ldbm database plug-in


	DN of Configuration Entry
	
cn=ldbm database plug-in,cn=plugins,cn=config


	Description
	
Implements local databases.


	Configurable Options
	
None


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Leave this plug-in running at all times.





MULTIMASTER REPLICATION PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Multimaster Replication Plugin


	DN of Configuration Entry
	
cn=Multimaster Replication plugin,cn=plugins, cn=config


	Description
	
Enables replication between two Directory Server suffixes.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
database


	Performance Related Information
	
None


	Further Information
	
You can turn this plug-in off if you have only one server, which will never replicate.





OCTET STRING SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Octet String Syntax


	DN of Configuration Entry
	
cn=Octet String Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling octet strings.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CLEAR PASSWORD STORAGE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
CLEAR


	DN of Configuration Entry
	
cn=CLEAR,cn=Password Storage Schemes,cn=plugins, cn=config


	Description
	
CLEAR password storage scheme used for password encryption.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





CRYPT PASSWORD STORAGE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
CRYPT


	DN of Configuration Entry
	
cn=CRYPT,cn=Password Storage Schemes,cn=plugins, cn=config


	Description
	
CRYPT password storage scheme used for password encryption.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





NS-MTA-MD5 PASSWORD STORAGE SCHEME PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
NS-MTA-MD5


	DN of Configuration Entry
	
cn=NS-MTA-MD5,cn=Password Storage Schemes, cn=plugins,cn=config


	Description
	
NS-MTA-MD5 password storage scheme for password encryption.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.


	Further Information
	
You can no longer choose to encrypt passwords using the NS-MTA-MD5 password storage scheme. The storage scheme is still present, but for backward compatibility only. The data in your directory still contains passwords encrypted with the NS-MTA-MD5 password storage scheme.





RMCE PASSWORD STORAGE SCHEME PLUG-IN

This password storage scheme plug-in is used for example by the administration framework and is reserved for internal use.


SHA PASSWORD STORAGE SCHEME PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
SHA


	DN of Configuration Entry
	
cn=SHA,cn=Password Storage Schemes,cn=plugins, cn=config


	Description
	
SHA password storage scheme for password encryption.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
If there are no passwords encrypted using the SHA password storage scheme, you may turn this plug-in off. If you want to encrypt your password with the SHA password storage scheme, choose SSHA instead. SSHA is a far more secure option.





SSHA PASSWORD STORAGE SCHEME PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
SSHA


	DN of Configuration Entry
	
cn=SSHA,cn=Password Storage Schemes,cn=plugins, cn=config


	Description
	
SSHA password storage scheme for password encryption.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





STRONG PASSWORD CHECK PLUG-IN

When Directory Server is configured to check password quality, and this plug-in is enabled, the plug-in checks the following each time a password is added or modified.

	
Clear text password values contain the classes of characters specified by the configuration.


	
Clear text password values do not contain any sequence of four characters present in the dictionary file specified by the configuration.




Hashed password values such as {SSHA}0Ri1g2yqlH3GTZcuRQ4uS22syCQLBKAU2ypLSw== are not checked.

Consider the following aspects of this plug-in.

	Plug-In Name
	
Strong Password Checking plug-in


	DN of Configuration Entry
	
cn=Strong Password Check,cn=plugins,cn=config


	Configurable options and arguments
	
on | off

nsslapd-pluginarg0, which takes an integer representing a mask of values representing the character classes that must be present in a valid password. Set nsslapd-pluginarg0 to one of or a sum of the following values, not counting the special values 16 and 17.

	
1 means the password must contain special characters.


	
2 means the password must contain numeric characters.


	
4 means the password must contain upper case characters.


	
8 means the password must contain lower case characters.


	
16 is a special value meaning at least three of the four character classes.


	
17 is a special value meaning at least two of the four character classes.




The default setting is 15.

nsslapd-pluginarg1, which takes the absolute file system path to an ASCII dictionary file. If the argument is missing, the dictionary check is skipped. The plug-in does not initialize and Directory Server does not start if the value of this attribute is invalid or refers to an inaccessible file.


	Default settings
	
off


	Dependencies
	
Default password file, install-path/resources/plugins/words-english-big.txt





POSTAL ADDRESS STRING SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Postal Address Syntax


	DN of Configuration Entry
	
cn=Postal Address Syntax,cn=plugins,cn=config


	Description
	
Syntax used for handling postal addresses.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





PTA PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Pass Through Authentication


	DN of Configuration Entry
	
cn=Pass Through Authentication,cn=plugins, cn=config


	Description
	
Enables pass-through authentication, the mechanism that allows one directory to consult another to authenticate bind requests.


	Configurable Options
	
on | off


	Default Setting
	
off


	Configurable Arguments
	
The LDAP URL to the configuration directory.

nsslapd-pluginarg0: ldap://config.example.com/o=example


	Dependencies
	
None





REFERENTIAL INTEGRITY POSTOPERATION PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Referential Integrity Postoperation


	DN of Configuration Entry
	
cn=Referential Integrity Postoperation, cn=plugins,cn=config


	Description
	
Enables the server to ensure referential integrity.

All attributes in all databases that are used by the referential integrity plug-in must be indexed. The indexes need to be created in the configuration of all the databases. When the retro change log is enabled, the cn=changelog suffix must be indexed.


	Configurable Options
	
All configuration and on | off


	Default Setting
	
off


	Configurable Arguments
	
When enabled, the post operation Referential Integrity plug-in performs integrity updates on the member, uniquemember, owner, and seeAlso attributes immediately after a delete or rename operation. You can reconfigure the plug-in to perform integrity checks on all other attributes.

The following arguments are configurable:

	
(nsslapd-pluginarg0) Check for referential integrity

-1 = no check for referential integrity

0 = check for referential integrity is performed immediately

positive integer = request for referential integrity is queued and processed at a later stage. This positive integer serves as a wake-up call for the thread to process the request, at intervals corresponding to the integer specified.


	
(nsslapd-pluginarg1) Log file for storing the change, for example /local/dsInst/logs/referint


	
(nsslapd-pluginarg2) Reserved for future use.


	
(Other nsslapd-pluginarg* attributes) Attribute names to be checked for referential integrity.





	Dependencies
	
database type


	Tuning Recommendations
	
Do the following when you use the referential integrity plug-in in a multi-master replication environment:

	
Enable the referential integrity plug-in on all servers containing master replicas


	
Enable the referential integrity plug-in with the same configuration on every master




Set the first argument to a positive value, such as 10, meaning ten seconds, to ensure that work performed by this plug-in happens asynchronously, rather than synchronously.

When enabling the plug-in, also create equality indexes for all attributes configured for use with the plug-in. The plug-in uses such indexes when searching for entries to update. Without equality indexes for the attributes it uses, the plug-in must perform costly unindexed searches that have negative impact on performance.





RETRO CHANGE LOG PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Retro Changelog Plugin


	DN of Configuration Entry
	
cn=Retro Changelog Plugin,cn=plugins,cn=config


	Description
	
Used by LDAP clients for maintaining application compatibility with Directory Server 4.x versions.

Maintains a log of all changes occurring in Directory Server. The retro change log offers the same functionality as the changelog in the 4.x versions of Directory Server.


	Configurable Options
	
on | off


	Default Setting
	
off


	Configurable Arguments
	
The following arguments can be configured for the retro change log plug-in:

	
nsslapd-pluginarg0: -ignore_attributesconfigures the retro change log plug-in to ignore attributes specified by the following nsslapd-pluginarg. This argument is configured by default.


	
nsslapd-pluginarg1: copyingFromspecifies a list of attributes to be ignored by the preceding nsslapd-pluginarg. This argument is configured by default.


	
nsslapd-pluginarg2: suffixes="suffix1","suffix2" configures the retro change log to record updates to specified suffixes only


	
nsslapd-pluginarg3: deletedEntryAttributes=attribute1,attribute2 configures the retro change log to record specified attributes of an entry when that entry is deleted





	Dependencies
	
None


	Performance Related Information
	
May slow down Directory Server performance.


	Example Configuration
	

dn: cn=Retro Changelog Plugin,cn=plugins,cn=config
objectClass: top
objectClass: nsSlapdPlugin
objectClass: ds-signedPlugin
objectClass: extensibleObject
cn: Retro Changelog Plugin
nsslapd-pluginPath: /opt/SUNWdsee7/lib/sparcv9/retrocl-plugin.so
nsslapd-pluginInitfunc: retrocl_plugin_init
nsslapd-pluginType: object
nsslapd-plugin-depends-on-type: database
nsslapd-pluginarg0: -ignore_attributes
nsslapd-pluginarg1: copyingFrom
nsslapd-pluginarg2: suffixes="ou=people","dc=example","dc=com"
nsslapd-pluginarg3: deletedEntryAtrributes="objectclass","employeenumber"
nsslapd-changelogdir: /local/dsInst/db/changelog
nsslapd-pluginEnabled: on
nsslapd-pluginId: retrocl
nsslapd-pluginVersion: 11.1.1.5.0
nsslapd-pluginVendor: Sun Microsystems, Inc.
nsslapd-pluginDescription: Retrocl Plugin
ds-pluginSignatureState: valid signature





ROLES PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Roles Plugin


	DN of Configuration Entry
	
cn=Roles Plugin,cn=plugins,cn=config


	Description
	
Enables the use of roles in Directory Server.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
State Change Plugin


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





STATE CHANGE PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
State Change Plugin


	DN of Configuration Entry
	
cn=State Change Plugin,cn=plugins,cn=config


	Description
	
State change notification service plug-in for detecting updates, such as configuration changes, and triggering callbacks when updates happen.

This plug-in is used internally by the roles plug-in.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None





SUBTREE ENTRY COUNTER PLUG-INS

Consider the following aspects of this plug-in.

	Plug-In Name
	
Subtree Entry Counter For ObjectClass


	DN of Configuration Entry
	
cn=Subtree Entry Counter for ObjectClass,cn=plugins, cn=config


	Description
	
Maintain a count of entries with a particular object class. The following plug-ins are provided.

	
Subtree entry counter for departments in domains


	
Subtree entry counter for domains within a domain


	
Subtree entry counter for mail lists


	
Subtree entry counter for nested departments


	
Subtree entry counter for total domains


	
Subtree entry counter for users





	Configurable Options
	
on | off


	Default Setting
	
off


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
These plug-ins are provided for use with Messaging Server only, and are disabled by default. Leave these plug-ins disabled unless your Messaging Server requires them.


	Counter Attributes Maintained
	
	nsNumDepts
	
Either the number of departments within a domain, or the number of departments within a department (nested departments), depending on the DN of the entry.


	nsNumDomains
	
Either the number of total domains, or the number of domains within a domain or nested domain, depending on the DN of the entry.


	nsNumMailLists
	
Number of mail lists.








TELEPHONE SYNTAX PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
Telephone Syntax


	DN of Configuration Entry
	
cn=Telephone Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling telephone numbers.


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





UID UNIQUENESS PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
UID Uniqueness


	DN of Configuration Entry
	
cn=UID Uniqueness,cn=plugins,cn=config


	Description
	
Checks that the values of specified attributes are unique each time a modification occurs on an entry.


	Configurable Options
	
on | off


	Default Setting
	
off


	Configurable Arguments
	
You may configure this plug-in in either of two different ways.

	
Specify attributes that must be unique for a series of one or more subtrees identified by DNs. For example, to specify that employeeNumber and uid attribute values must be unique across both o=org1,dc=example,dc=com and o=org2,dc=example,dc=com , configure the arguments in the configuration entry as follows:


nsslapd-pluginarg0: employeeNumber
nsslapd-pluginarg1: uid
nsslapd-pluginarg2: o=org1,dc=example,dc=com
nsslapd-pluginarg3: o=org2,dc=example,dc=com


	
You specify attributes that must be unique inside congruent subtrees, optionally only on entries of a specified object class. For example, to specify that employeeNumber and uid attribute values must be unique in either o=org1,dc=example,dc=com or o=org2,dc=example,dc=com, but only on entries of the inetOrgPerson object class, configure the arguments in the configuration entry as follows:


nsslapd-pluginarg0: employeeNumber
nsslapd-pluginarg1: uid
nsslapd-pluginarg2: MarkerObjectClass="organization"
 RequiredObjectClass="inetOrgPerson"





	Dependencies
	
database type


	Performance Related Information
	
Directory Server provides the UID Uniqueness plug-in by default. To ensure unique values for other attributes, you can create instances of the UID Uniqueness plug-in for those attributes.

The UID Uniqueness plug-in may slow down Directory Server performance.





URI PLUG-IN

Consider the following aspects of this plug-in.

	Plug-In Name
	
URI Syntax


	DN of Configuration Entry
	
cn=URI Syntax,cn=plugins,cn=config


	Description
	
Syntax for handling URIs (Unique Resource Identifiers) including URLs (Unique Resource Locators.)


	Configurable Options
	
on | off


	Default Setting
	
on


	Configurable Arguments
	
None


	Dependencies
	
None


	Performance Related Information
	
Do not modify the configuration of this plug-in. Leave this plug-in running at all times.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












rotation-interval

DS logging configuration (LOG) properties


Description

Directory Server writes to three main types of log files you can configure, the INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, and INSTANCE_PATH/logs/errors logs, where INSTANCE_PATH is the full path where the server instance is located, such as /local/dsInst.

When you specify one of these properties with dsconf get-log-prop or dsconf set-log-prop, you must specify which type of log configuration, access, audit, or error, you want to examine. For example, to see whether audit logging is enabled for a server instance:


$ dsconf get-log-prop audit enabled
enabled  :  off
$



PROPERTY: buffering-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, not applicable to audit and errors logs


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether Directory Server writes access log entries directly to disk, or use a buffer, by default.


PROPERTY: enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, off for audit, on for errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether the specified log type is enabled.


PROPERTY: level


	Characteristic	Value
	
Syntax

	
See the description that follows.


	
Default Value

	
default


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property defines which kinds of messages get logged. This property is applicable only to access and errors logs.

	access log levels
	
The following settings are supported:

	acc-internal
	
Log access information for internal operations.


	default
	
Log client access to entries.


	acc-default_plus_referrals
	
As default, but also log access to referrals.


	acc-timing
	
Use precise timing for microsecond resolution of elapsed times.





	errors log levels
	
The following settings are supported:

	default
	
Log startup, shutdown, errors, and warnings.


	err-function-calls
	
Log when server enters or exits a function.


	err-search-args
	
Log search arguments.


	err-connection
	
Connection management.


	err-packets
	
Log packets sent and received.


	err-search-filter
	
Log search filter information.


	err-config-file
	
Log information for changes to the configuration file dse.ldif.


	err-acl
	
Log access control processing information.


	err-ldbm
	
Log information from the ldbm database plugin.


	err-entry-parsing
	
Log LDIF parsing errors.


	err-housekeeping
	
Log event queue information.


	err-replication
	
Log information about replication operations.


	err-entry-cache
	
Log entry cache information.


	err-plugins
	
Log information from server plug-ins.


	err-dsml
	
Log information from DSML front end.


	err-dsml-advanced
	
Debugging information for DSML.








PROPERTY: max-age


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1M (one month)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the age beyond which the specified type of log file is deleted.


PROPERTY: max-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
500M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum disk space the specified type of log is allowed to consume. When the limit is reached, the server deletes the oldest log file to reclaim disk space.


PROPERTY: max-file-count


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
10 for access, 2 for errors, 1 for audit


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum number of log files, including rotated logs, of the specified type that the server allows to be created in the log file directory. When the limit is reached, the server deletes the oldest log file to reclaim disk space.

When you set this property to 1, the specified log is not rotated.


PROPERTY: max-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
100M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum file size for the specified log. When the limit is reached, the server rotates the log file, unless max-file-count is set to 1.


PROPERTY: min-free-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
5M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum free space allowed on the disk where the specified log is stored. When the limit is reached, the server deletes the oldest log files until enough space is available.


PROPERTY: path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, INSTANCE_PATH/logs/errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the full path to the specified log file type.


PROPERTY: perm


	Characteristic	Value
	
Syntax

	
OCTAL_MODE


	
Default Value

	
600


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the read, write, and execute permissions on the specified log file.


PROPERTY: rotation-interval


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1d (one day) for access, 1w (one week) for audit and errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the duration between rotations of the specified log file.


PROPERTY: rotation-min-file-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum size the specified log file must have before the server rotates it.


PROPERTY: rotation-time


	Characteristic	Value
	
Syntax

	
TIME | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the time of day when the server rotates the specified log file.


PROPERTY: verbose-enabled


	Characteristic	Value
	
Syntax

	
on|off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether extra informational messages are written to the errors log.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), enabled(5DSCONF)












nsLicenseUser

Sun ONE defined objectclass


Synopsis


( 2.16.840.1.113730.3.2.7
 NAME 'nsLicenseUser'
 DESC 'Sun ONE defined objectclass'
 SUP top
 STRUCTURAL
 MAY ( nsLicensedFor $
  nsLicenseStartTime $
  nsLicenseEndTime )
 X-ORIGIN 'Sun ONE Administration Services' )



Description

Used to track licenses for servers that are licensed on a per-client basis. nsLicenseUser is intended to be used with the inetOrgPerson object class. You can manage the contents of this object class through the Users and Groups area of the Administration Server.


Origin

This object class is defined by Administration Services.


Type

Structural object class


Superior

top(5DSOC)


Required Attributes

Entries of this object class require no attribute types other than those inherited from the superior(s).


Allowed Attributes

Entries of this object class may have the following optional attribute types in addition to those inherited from the superior(s):

nsLicenseEndTime(5DSAT), nsLicenseStartTime(5DSAT), nsLicensedFor(5DSAT)


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















allow-persistent-searches

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
boolean


	
Default value

	
true


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property is a flag indicating whether or not Directory Proxy Server allows clients to use persistent searches. As persistent searches can also be (dis)allowed using their control id, the server will keep them synchronized.

This property is true or false.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












enable-log-rotation

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
boolean


	
Default value

	
true


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies whether log files are rotated or not.

This property is true or false.

This property is used to configure the following features:

	access-log
	
The access log contains information about the requests being processed by the Directory Proxy Server.


	bind-log
	
The bind log contains information about the successful bind operations


	connection-log
	
The connection log contains information about the connections extablished to the Directory Proxy Server.


	error-log
	
The error logs contain information about the health of the Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












contains-shared-entries

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
boolean


	
Default value

	
false


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property determines what should be done if an entry in a secondary data view is used by more than one entry in a primary data view.

This property is applicable to secondary data views only.

If it is set to TRUE, the secondary data view entry is deleted when the virtual entry is deleted. If the entry does not exist in the secondary data view, it is created when the virtual entry is created.

This property is true or false.

This property is used to configure the following features:

	coordinator-data-view
	
A coordinator data view is a coodinator of multiple data views.


	jdbc-data-view
	
A JDBC data view enables you to make a relational database accessible to LDAP client applications.


	jdbc-table
	
A JDBC table is created for each relational database table that will be used in the JDBC data view. When you create a JDBC table you specify the name of the table in the relational database, and the name you want to assign to this table in the JDBC data view.


	join-data-view
	
A join data view is an aggregation of multiple data views. The current release of Directory Proxy Server supports the aggregation of two data views into one join data view.


	ldap-data-view
	
An LDAP data view exposes data in an LDAP server to a client request and specifies the data source pool that responds to the request.


	ldif-data-view
	
An LDIF data view allows data in an LDIF file to be present to LDAP applications as if it were LDAP data.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsslapd-disk-low-threshold

low disk threshold to limit database updates


Description

Specifies the ”low" free space on the disk (in MB). When the available free space on any one of the disks used by a database instance falls below the value specified by this attribute, protocol updates on that instance are permitted only by Directory Manager.

	Entry DN
	
cn=config,cn=ldbm database,cn=plugins,cn=config


	Valid Range
	
0 to unsigned 4-byte integer


	Default Value
	
100


	Syntax
	
Integer


	Example
	
nsslapd-disk-low-threshold: 100





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












max-ldap-message-size

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
dataSize


	
Default value

	
unlimited


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the maximum size of an LDAP message. Messages above the maximum size are not accepted by the listener.

This property is expressed in bytes.

The value of this property must be at least 4k.

The value of this property must be no greater than 2g.

This property is used to configure the following features:

	ldap-listener
	
The LDAP listener represents the network interface of Directory Proxy Server.


	ldaps-listener
	
The LDAP listener represents the network interface of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












associatedDomain

Standard LDAP attribute type


Synopsis


( 0.9.2342.19200300.100.1.37
 NAME 'associatedDomain'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 1274' )



Description

Specifies a DNS domain associated with an object in the directory tree. For Example, the entry in the directory tree with a distinguished name c=US, o=example Corporation might be associated to the domain example.com. Note that all domains should be represented in rfc822 order.


Syntax

Directory String, multi-valued.


Examples


associatedDomain: example.com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 1274 (http://www.ietf.org/rfc/rfc1274.txt)


















objectClass

Standard LDAP attribute type


Synopsis


( 2.5.4.0
 NAME 'objectClass'
 DESC 'Standard LDAP attribute type'
 EQUALITY objectIdentifierMatch
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256 (XXX: syntax should be ...38)' )



Description

Specifies the object classes of the object. Must include the object.


Syntax

Directory String, multi-valued.


Examples


objectClass: person



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















nsConcurrentOperationsLimit

maximum concurrent operations for chaining


Description

The maximum number of concurrent operations allowed.

	Entry DN
	
cn=default instance config,cn=chaining database, cn=plugins,cn=config


	Valid Range
	
1 to 50 operations


	Default Value
	
50


	Syntax
	
Integer


	Example
	
nsconcurrentoperationslimit: 50





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












nsLookthroughLimit_5dsconf

maximum number of entries checked during search


Description

This performance-related attribute specifies the maximum number of entries that Directory Server checks when examining candidate entries in response to a search request. If you bind as Directory Manager, unlimited is set by default and overrides any other settings you may specify here.

Binder based resource limits work for this limit, which means that if a value for the operational attribute nsLookThroughlimit is present in the entry used to bind, the default limit is overridden. If you attempt to set a value that is not a number or is too big for a 64-bit signed integer, you receive an LDAP_UNWILLING_TO_PERFORM error message with additional error information explaining the problem.

	Entry DN
	
cn=config,cn=ldbm database,cn=plugins,cn=config


	Valid Range
	
-1 to the maximum number of entries, where -1 is unlimited


	Default Value
	
5000


	Syntax
	
Integer


	Example
	
nsLookthroughLimit: 5000





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












nsslapd-exclude-from-export

attributes excluded during database export


Description

Specifies a list of attributes that are excluded when the database is exported.

	Entry DN
	
cn=config,cn=ldbm database,cn=plugins,cn=config


	Valid Range
	
N/A


	Default Value
	
entrydn entryid dncomp parentid numSubordinates


	Syntax
	
DirectoryString


	Example
	
nsslapd-exclude-from-export: entrydn entryid





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












verbose-enabled

DS logging configuration (LOG) properties


Description

Directory Server writes to three main types of log files you can configure, the INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, and INSTANCE_PATH/logs/errors logs, where INSTANCE_PATH is the full path where the server instance is located, such as /local/dsInst.

When you specify one of these properties with dsconf get-log-prop or dsconf set-log-prop, you must specify which type of log configuration, access, audit, or error, you want to examine. For example, to see whether audit logging is enabled for a server instance:


$ dsconf get-log-prop audit enabled
enabled  :  off
$



PROPERTY: buffering-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, not applicable to audit and errors logs


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether Directory Server writes access log entries directly to disk, or use a buffer, by default.


PROPERTY: enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, off for audit, on for errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether the specified log type is enabled.


PROPERTY: level


	Characteristic	Value
	
Syntax

	
See the description that follows.


	
Default Value

	
default


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property defines which kinds of messages get logged. This property is applicable only to access and errors logs.

	access log levels
	
The following settings are supported:

	acc-internal
	
Log access information for internal operations.


	default
	
Log client access to entries.


	acc-default_plus_referrals
	
As default, but also log access to referrals.


	acc-timing
	
Use precise timing for microsecond resolution of elapsed times.





	errors log levels
	
The following settings are supported:

	default
	
Log startup, shutdown, errors, and warnings.


	err-function-calls
	
Log when server enters or exits a function.


	err-search-args
	
Log search arguments.


	err-connection
	
Connection management.


	err-packets
	
Log packets sent and received.


	err-search-filter
	
Log search filter information.


	err-config-file
	
Log information for changes to the configuration file dse.ldif.


	err-acl
	
Log access control processing information.


	err-ldbm
	
Log information from the ldbm database plugin.


	err-entry-parsing
	
Log LDIF parsing errors.


	err-housekeeping
	
Log event queue information.


	err-replication
	
Log information about replication operations.


	err-entry-cache
	
Log entry cache information.


	err-plugins
	
Log information from server plug-ins.


	err-dsml
	
Log information from DSML front end.


	err-dsml-advanced
	
Debugging information for DSML.








PROPERTY: max-age


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1M (one month)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the age beyond which the specified type of log file is deleted.


PROPERTY: max-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
500M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum disk space the specified type of log is allowed to consume. When the limit is reached, the server deletes the oldest log file to reclaim disk space.


PROPERTY: max-file-count


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
10 for access, 2 for errors, 1 for audit


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum number of log files, including rotated logs, of the specified type that the server allows to be created in the log file directory. When the limit is reached, the server deletes the oldest log file to reclaim disk space.

When you set this property to 1, the specified log is not rotated.


PROPERTY: max-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
100M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum file size for the specified log. When the limit is reached, the server rotates the log file, unless max-file-count is set to 1.


PROPERTY: min-free-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
5M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum free space allowed on the disk where the specified log is stored. When the limit is reached, the server deletes the oldest log files until enough space is available.


PROPERTY: path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, INSTANCE_PATH/logs/errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the full path to the specified log file type.


PROPERTY: perm


	Characteristic	Value
	
Syntax

	
OCTAL_MODE


	
Default Value

	
600


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the read, write, and execute permissions on the specified log file.


PROPERTY: rotation-interval


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1d (one day) for access, 1w (one week) for audit and errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the duration between rotations of the specified log file.


PROPERTY: rotation-min-file-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum size the specified log file must have before the server rotates it.


PROPERTY: rotation-time


	Characteristic	Value
	
Syntax

	
TIME | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the time of day when the server rotates the specified log file.


PROPERTY: verbose-enabled


	Characteristic	Value
	
Syntax

	
on|off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether extra informational messages are written to the errors log.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), enabled(5DSCONF)












nsds5replicaLastInitStatus

Replica initialization status


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=agreement name,cn=replica,cn=suffix name,cn=mapping tree,cn=config


	
Valid Range

	
A message concerning initialization


	
Default Value

	
None


	
Syntax

	
DirectoryString








This attribute is part of replica configuration for nsDS5ReplicationAgreement entries.

This read-only attribute shows the status of the most recent replication initialization.


Examples


nsds5replicaLastInitStatus: 0 Consumer Initialization Succeeded



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

replication(5DSCONF)












associatedName

Standard LDAP attribute type


Synopsis


( 0.9.2342.19200300.100.1.38
 NAME 'associatedName'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
 X-ORIGIN 'RFC 1274' )



Description

Specifies an entry in the organizational directory tree associated with a DNS domain.


Syntax

DN, multi-valued.


Examples


associatedName: c=us



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 1274 (http://www.ietf.org/rfc/rfc1274.txt)


















oncRpcNumber

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.18
 NAME 'oncRpcNumber'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 SINGLE-VALUE
 X-ORIGIN 'RFC 2307' )



Description

The Open Network Computing (ONC) Remote Procedure Call (RPC) number.


Syntax

Integer, single-valued.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















controls

LDAP controls handled by Directory Server


Description

LDAPv3 controls specify extension information sent as part of a request. An explanation of what an LDAPv3 control is can be found in RFC 2251.

Directory Server handles the LDAP controls listed here according to their interface stability. See attributes(5) for descriptions of interface stability.


INTERFACE STABILITY: STANDARD

	1.2.840.113556.1.4.473
	
Server-side sort request, described in RFC 2891


	2.16.840.1.113730.3.4.2
	
Manage DSA IT control, described in RFC 3296


	2.16.840.1.113730.3.4.15
	
Authorization bind identity response control, described in RFC 3829


	2.16.840.1.113730.3.4.16
	
Authorization bind identity request control, described in RFC 3829


	2.16.840.1.113730.3.4.18
	
Proxied authorization (version 2) control, described in RFC 4370.





INTERFACE STABILITY: EXTERNAL

	1.3.6.1.4.1.42.2.27.8.5.1
	
Password policy control


	2.16.840.1.113730.3.4.3
	
Persistent search control


	2.16.840.1.113730.3.4.9
	
Virtual list view request control





INTERFACE STABILITY: STABLE

	1.3.6.1.4.1.42.2.27.9.5.2
	
Get effective rights request control


	1.3.6.1.4.1.42.2.27.9.5.8
	
Account usability control


	2.16.840.1.113730.3.4.4
	
Password expired notification control


	2.16.840.1.113730.3.4.5
	
Password expiring notification control


	2.16.840.1.113730.3.4.14
	
Specific backend search request control


	2.16.840.1.113730.3.4.17
	
Real attributes only request control


	2.16.840.1.113730.3.4.19
	
Virtual attributes only request control





INTERFACE STABILITY: PRIVATE

	1.3.6.1.4.1.1466.29539.12
	
Chained request control


	1.3.6.1.4.1.42.2.27.9.5.6
	
Directory Server initialization control


	2.16.840.1.113730.3.4.13
	
Replication update information control





INTERFACE STABILITY: DEPRECATED

The following control is scheduled for removal.

	2.16.840.1.113730.3.4.12
	
Proxied authorization (version 1) control















number-of-worker-threads

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
integer


	
Default value

	
100


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
Yes








This property specifies the number of worker threads available for processing operations in the work queue.

This property takes an integer.

The value of this property must be at least 1.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












client-affinity-criteria

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
enumeration


	
Default value

	
connection


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the criteria used to determine if requests come from the same client.

This property can take the following values in addition to the default.

	connection
	
Requests coming from the same connection are considered as coming from the same client.


	bind-dn
	
Requests using the same bind DN are considered as coming from the same client.


	ip-address
	
Requests coming from the same IP Address are considered as coming from the same client.


	ip-address-and-bind-dn
	
Requests coming from the same IP Address and using the same bind DN are considered as coming from the same client.




This property is used to configure the following features:

	ldap-data-source-pool
	
One or more data sources are attached to a data source pool for load balancing and failover.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












ldif

format input by adding base64 encoding to make it suitable for inclusion in an LDIF file


Synopsis


install-path/bin/ldif 
 [-b] attrtype



Description

The ldif command formats input by adding base64 encoding to make it suitable for inclusion in an LDIF file. This makes it easy to include binary data, such as JPEG images, along with other textual attribute values. In an LDIF file, base64 encoded attribute values are indicated as ::encoded data.

In addition to binary data, other values that must be base64 encoded include any value that begins with a semicolon (;) or a space, and any value that contains non-ASCII data, including newlines. The ldif command takes any input and formats it with the correct line continuation and appropriate attribute information.


Options

The following options are supported:

	-b
	
Specifies that the ldif command should interpret the entire input as a single binary value.

As an alternative to the -b option, you can use the :<URL specifier notation, which is simpler to use. For example, jpegphoto:<file:///tmp/myphoto.jpg. Although the official notation requires three /// the use of one / is tolerated.





Exit Status

The following exit values are returned:

	0
	
Successful completion.


	1
	
An error occurred.




On error, verbose error messages are output to standard output.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

ldapmodify(1)












changeNumber

Changelog attribute type


Synopsis


( 2.16.840.1.113730.3.1.5
 NAME 'changeNumber'
 DESC 'Changelog attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 SINGLE-VALUE
 X-ORIGIN 'Changelog Internet Draft' )



Description

This single-valued attribute is always present. It contains an integer that uniquely identifies each change made to a directory entry. This number is related to the order in which the change occurred. The higher the number, the later the change.


Syntax

Integer, single valued.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Changelog Internet Draft


















entry-cache-preload-enabled

DS suffix configuration (SUF) properties


Description

Each Directory Server suffix you create is configured according to the suffix properties documented here and in the documentation specified under the SEE ALSO section.


PROPERTY: compression-entries


	Characteristic	Value
	
Syntax

	
all|overflow


	
Default Value

	
overflow


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies entry eligibility for compression.

	all
	
All the entries will be compressed.


	overflow
	
Only entries in overflow pages will be compressed.





PROPERTY: compression-mode


	Characteristic	Value
	
Syntax

	
none|DSZ


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how entries are compressed.

	none
	
No entries compression mechanism will be used.


	DSZ
	
Entries will be compressed using the DSZ method.





PROPERTY: db-name


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
suffixName


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
Yes








This property specifies the suffix that is used to process requests involving the database.


PROPERTY: db-path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
server-instance-dir/db/suffix-dir


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the absolute path to the suffix database.


PROPERTY: entry-cache-count


	Characteristic	Value
	
Syntax

	
INTEGER | unlimited


	
Default Value

	
unlimited


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of entries allowed in the entry cache of the suffix.


PROPERTY: entry-cache-mode


	Characteristic	Value
	
Syntax

	
automatic | manual


	
Default Value

	
automatic


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the server should automatically manage the entry cache size based on the load.

When you create a SUFFIX, the entry-cache-mode property is set to automatic by default.

To manually modify cache size, set entry-cache-mode to manual,and then you can manually manage the SUFFIX properties entry-cache-count and entry-cache-size.


PROPERTY: entry-cache-preload-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether SUFFIX entry cache is preloaded at server startup.


PROPERTY: entry-cache-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
20M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum amount of memory Directory Server requests for the entry cache of the suffix.


PROPERTY: entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the number of entries stored in the suffix.


PROPERTY: entry-crc-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether a CRC is computed on each entry.


PROPERTY: index-filter-analyzer-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether the index filter analyzer is running.


PROPERTY: index-filter-analyzer-max-entries


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
2000


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies the maximum number of entries that the index filter analyzer may contain.


PROPERTY: parent-suffix-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
DN of the parent entry


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the DN of the parent entry for the suffix. The value of this property must logically be a parent of the suffix.

For instance, if you have a suffix with DN dc=com and a suffix dc=example,dc=com, you can set dc=com as the parent-suffix-dn of dc=example,dc=com, and subtree searches with based DN dc=com then also travers dc=example,dc=com.


PROPERTY: referral-mode


	Characteristic	Value
	
Syntax

	
disabled | enabled | only-on-write


	
Default Value

	
disabled


	
Is readable

	
Yes


	
Is modifiable

	
Yes, if the suffix is not replicated


	
Is multi-valued

	
No








This property specifies how referrals are used when a client makes a request involving the suffix.

	disabled
	
Handle requests locally; do not return referral URLs.


	enabled
	
Return referral URLs to client requests.


	only-on-write
	
Return referral URLs to client requests only for write operations.





PROPERTY: repl-accept-client-update-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the replicated suffix accepts write operations from client applications, or instead returns referral URLs.


PROPERTY: repl-cl-max-age


	Characteristic	Value
	
Syntax

	
DURATION | undefined


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age for a record in the replication changelog. Older records are purged.


PROPERTY: repl-cl-max-entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0 (meaning undefined)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum number of records in the replication changelog. When the limit is exceeded, older records are purged.


PROPERTY: repl-id


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the replica identification number, 1-65534 for a supplier, 65535 for a consumer or a hub. Once set, this property cannot be modified.


PROPERTY: repl-manager-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the bind DNs of users allowed to bind to perform replication operations on the suffix.


PROPERTY: repl-purge-delay


	Characteristic	Value
	
Syntax

	
DURATION | never


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age of tombstone entries used by replication. Tombstone entries are entries marked for deletion that have not yet been removed, and also replication state information associated with the entries. When setting this attribute, ensure that the purge delay is longer than the longest replication cycle in your replication policy to avoid incurring conflict resolution problems and divergence between replicas.


PROPERTY: repl-rewrite-referrals-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether referrals you set can be automatically overwritten by the server to reference replicas.


PROPERTY: repl-role


	Characteristic	Value
	
Syntax

	
not-replicated | master | hub | consumer


	
Default Value

	
not-replicated


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the role played by the suffix in a replicated topology.

	not-replicated
	
The suffix is not part of a replicated toplogy.


	master
	
This suffix is a supplier of replication updates in a replicated topology. It can accept both read and write operations.


	hub
	
This suffix is a supplier of replication updates in a replicated topology. It can accept read operations and replication updates.


	consumer
	
This suffix is a dedicated consumer of replication updates in a replicated topology. It can accept read operations and replication updates, but not writes from clients.




To promote a replica, use the dsconf promote-repl command. To demote a replica, use the dsconf demote-repl command.


PROPERTY: require-index-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether unindexed searches are allowed. When on, unindexed searches return LDAP_UNWILLING_TO_PERFORM.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
11g R1 (11.1.1.7.0)


	
Stability Level

	
Evolving









See Also

dsconf(1M), all-ids-threshold(5DSCONF), db-path(5DSCONF), enabled(5DSCONF), moddn-enabled(5DSCONF), referral-url(5DSCONF)












ref-integrity-check-delay

DS server instance configuration (SER) property ref-integrity-check-delay


Description

The behavior of a Directory Server instance is configured according to server properties such as ref-integrity-check-delay.


	Characteristic	Value
	
Syntax

	
DURATION | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies the delay between referential integrity checks. The default is no delay.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












nsFilteredRoleDefinition

Sun ONE defined objectclass


Synopsis


( 2.16.840.1.113730.3.2.97
 NAME 'nsFilteredRoleDefinition'
 DESC 'Sun ONE defined objectclass'
 SUP nsComplexRoleDefinition
 STRUCTURAL
 MUST nsRoleFilter
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Specifies assignment of entries to the role, depending upon the attributes contained by each entry.


Origin

This object class is defined by Directory Server.


Type

Structural object class


Superior

nsComplexRoleDefinition(5DSOC)


Required Attributes

Entries of this object class require the following attribute types in addition to those inherited from the superior(s):

nsRoleFilter(5DSAT)


Allowed Attributes

Entries of this object class have no optional attribute types other than those inherited from the superior(s).


Usage

Configuration object specific to this Directory Server instance, not replicated.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















dsSaslConfig

Sun ONE defined objectclass


Synopsis


( 1.3.6.1.4.1.42.2.27.9.2.116
 NAME 'dsSaslConfig'
 DESC 'Sun ONE defined objectclass'
 SUP top
 STRUCTURAL
 MUST ( dsSaslPluginsEnable $
  dsSaslPluginsPath )
 MAY ( dsSaslMinSSF $
  dsSaslMaxSSF $
  dsSaslMaxBufSize ) 
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Used as the object class for the SASL configuration entry. The dse.ldif entry governing SASL configuration has DN cn=SASL, cn=security, cn=config.


Origin

This object class is defined by Directory Server.


Type

Structural object class


Superior

top(5DSOC)


Required Attributes

Entries of this object class require the following attribute types in addition to those inherited from the superior(s):

dsSaslPluginsEnable(5DSAT), dsSaslPluginsPath(5DSAT)


Allowed Attributes

Entries of this object class may have the following optional attribute types in addition to those inherited from the superior(s):

dsSaslMaxBufSize(5DSAT), dsSaslMaxSSF(5DSAT), dsSaslMinSSF(5DSAT)


Usage

Configuration object specific to this Directory Server instance, not replicated.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















nsslapd-errorlog-logrotationtime

Specify the time interval, the time of the day, and the minimum file size for rotation of the access log, audit log, or error log


SYNOPSIS


nsslapd-accesslog-logrotationtime:
 {time-interval}  [time-of-day | *]  [min-file-size | *]



Description


	PROPERTY	VALUE
	
Entry DN

	
cn=config


	
Valid Range

	
See description that follows.


	
Default Value

	
1 * *


	
Syntax

	
DirectoryString








This attribute specifies the time interval, the time of the day, and the minimum file size for access, audit, or error rotation. The unit of the time interval is specified by the nsslapd-accesslog-logrotationtimeunit, nsslapd-auditlog-logrotationtimeunit, or nsslapd-errorlog-logrotationtimeunit attribute.

The valid range for this attribute is as follows.

	
time-interval

Time interval at which the log is rotated. The unit of the time interval is given by the nsslapd-auditlog-logrotationtimeunit attribute.


	
time-of-day

Time of the day, on a 24-hour clock, at which the log is rotated.

The value * means that no time of day is specified.


	
min-file-size

Minimum file size in kilobytes at which the log file is rotated. The log file is rotated if the file size is greater than the specified number of kilobytes.

The value * means that no minimum file size is specified.




This attribute must be used in conjunction with the nsslapd-accesslog-logrotationtimeunit, nsslapd-auditlog-logrotationtimeunit, or nsslapd-errorlog-logrotationtimeunit attribute.


Examples

	
	Example 1   To Rotate the Access Log at 11:30 pm Every Day Regardless of the Size of the Log File
	
To specify when the access log is rotated, the nsslapd-accesslog-logrotationtime and the nsslapd-accesslog-logrotationtimeunit attributes must be set.

To rotate the log daily, the nsslapd-accesslog-logrotationtimeunit must be set as follows:


nsslapd-accesslog-logrotationtimeunit: day


To rotate the log at 11:30 pm daily, the nsslapd-accesslog-logrotationtime must be set as follows:


nsslapd-accesslog-logrotationtime: 1 2330


The min-file-size is not specified, therefore,the log is rotated irrespective of the file size.


	
	Example 2   To Rotate the Error Log at 11:30 pm Every Day if the File Size is Greater Than 10 KB
	
To specify when the error log is rotated, the nsslapd-errorlog-logrotationtime and the nsslapd-errorlog-logrotationtimeunit attributes must be set.

To rotate the log daily, the nsslapd-accesslog-logrotationtimeunit must be set as follows:


nsslapd-accesslog-logrotationtimeunit: day


To rotate the log at 11:30 pm daily if the file size is greater than 10 KB, the nsslapd-accesslog-logrotationtime must be set as follows:


nsslapd-accesslog-logrotationtime: 1 2330 10


	
	Example 3   To Rotate the Error Log at Any Time if the File Size is Greater Than 10 KB
	
To specify when the error log is rotated, the nsslapd-errorlog-logrotationtime and the nsslapd-errorlog-logrotationtimeunit attributes must be set.

To rotate the log every minute if the file size is greater the 10 KB, the nsslapd-errorlog-logrotationtimeunit attribute must be set as follows:


nsslapd-accesslog-logrotationtimeunit: Minute


To rotate the log when the file size is greater than 10 KB , the nsslapd-errorlog-logrotationtime must be set as follows:


nsslapd-errorlog-logrotationtime: 1 * 10


The time-of-day is specified as *, therefore, no specific time of day is specified.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Unstable


















pwdGraceAuthNLimit

Password Grace Login


Synopsis


( 1.3.6.1.4.1.42.2.27.8.1.8
 NAME 'pwdGraceAuthNLimit'
 DESC 'Password Grace Login'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 X-DS-USE 'internal'
 X-ORIGIN 'Password Policy for LDAP Directories Internet Draft' )



Description

Specifies the number of times an expired password can be used to authenticate.

If this attribute is not present, or if the value is 0 authentication will fail.


Syntax

Integer, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Examples


pwdGraceAuthNLimit: 3



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Password Policy Internet-Draft


















db-batched-transaction-count

DS server instance configuration (SER) property db-batched-transaction-count


Description

The behavior of a Directory Server instance is configured according to server properties such as db-batched-transaction-count.


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies how many server transactions are gathered into a batch before being written to the transaction log. If writes to the transaction log are a bottleneck, you may potentially improve performance by increasing this value. Valid range is 0-30, 0 meaning that batching is turned off.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












cosIndirectSpecifier

Sun ONE defined attribute type


Synopsis


( 2.16.840.1.113730.3.1.577
 NAME 'cosIndirectSpecifier'
 DESC 'Sun ONE defined attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 SINGLE-VALUE
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Specifies the attribute values used by an indirect CoS to identify the template entry.


Syntax

Directory String, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















pwdLastAuthTime

Last authentication time


Synopsis


( 1.3.6.1.4.1.42.2.27.9.1.797
 NAME 'pwdLastAuthTime'
 DESC 'Last authentication time'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.24
 SINGLE-VALUE
 NO-USER-MODIFICATION
 USAGE directoryOperation
 X-DS-USE 'internal'
 X-ORIGIN 'Sun Directory Server' )



Description

The timestamp of the last successful authentication involving the entry. Activate this attribute by setting pwdKeepLastAuthTime in the password policy entry to on.


Syntax

Generalized Time, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.

Operational attribute used by the directory service; returned in ldapsearch only when specifically requested.

The value of this attribute may only be modified by the server.


Examples


pwdLastAuthTime: 20060103121520Z



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















monitoring-bind-dn

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
dn


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the DN used for binding to an LDAP data source to check the data source's availability.

This property takes a Distinguished Name (DN) value.

The default behavior for this property is as follows: Proxy uses an anonymous access to access the LDAP data source.

This property is used to configure the following features:

	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












pwdLockoutDuration

Password Lockout Duration


Synopsis


( 1.3.6.1.4.1.42.2.27.8.1.10
 NAME 'pwdLockoutDuration'
 DESC 'Password Lockout Duration'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 X-DS-USE 'internal'
 X-ORIGIN 'Password Policy for LDAP Directories Internet Draft' )



Description

Holds the number of seconds that the password cannot be used to authenticate due to too many failed bind attempts.

If this attribute is not present, or if the value is 0 the password cannot be used to authenticate until reset by a password administrator.

The maximum value allowed in seconds is 315360000.


Syntax

Integer, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Examples


pwdLockoutDuration: 300



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Password Policy Internet-Draft


















nsslapd-allidsthreshold

Maximum number of values per index key in an index list


Description

This attribute defines a threshold to limit the length of an index list. The threshold is called the index list threshold. If the number of entries in the list for a particular key exceeds the index list threshold, an unindexed search is performed.

The value of the nsslapd-allidsthreshold attribute can be configured globally for a Directory Server instance, or can be configured for a suffix, or can be configured for an index type. If the value of the nsslapd-allidsthreshold attribute is configured globally for a suffix, it can then be changed for a specific index.

You must rebuild all indexes after you change the nsslapd-allidsthreshold attribute.

	Entry DN
	
cn=config,cn=ldbm database,cn=plugins,cn=config


	Valid Range
	
	0
	
The nsslapd-allidsthreshold attribute is not used. The global configured value is used.


	<2000
	
Values less than 2000 are rounded up to 2000.


	>2000
	
The value is the minimum guaranteed value. Because of internal mechanisms, the real value can be slightly more than the specified value.


	-1
	
No limit





	Default Value
	
4000


	Syntax
	
Integer


	Error Messages
	
LDAP_UNWILLING_TO_PERFORM means ou have set a value that is not a number or the value is too big for a 64-bit signed integer. Additional error information is provided to explain the problem.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












macAddress

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.22
 NAME 'macAddress'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2307' )



Description

The MAC address in maximal, colon separated hex notation.


Syntax

Directory String, multi-valued.


Examples


macAddress: 8:0:20:c0:5c:96



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















owner

Standard LDAP attribute type


Synopsis


( 2.5.4.32
 NAME 'owner'
 DESC 'Standard LDAP attribute type'
 SUP distinguishedName
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
 X-ORIGIN 'RFC 2256' )



Description

Identifies the distinguished name of the person responsible for the entry.


Syntax

DN, multi-valued.


Examples


owner: cn=Babs Jensen, dc=example, dc=com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















dmdName

LDAP attribute type


Synopsis


( 2.5.4.54
 NAME 'dmdName' 
 SUP name
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256' )



Description

The value of this attribute specifies a directory management domain (DMD), the administrative authority that operates Directory Server.


Syntax

Directory String, multi-valued.


Examples


dmdName: example.com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















attr-name-mappings

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
Yes


	
Requires restart

	
No








This property defines a list of attribute name mappings.

When a client makes a request, the mapped attributes are renamed to match the names on the server side. When the result is returned to the client, the attributes are renamed back to match the names on the client side.

The syntax of this string is <client-attr>#<source-attr>[#<qualifier>].

An attribute mapping of the form <client attribute>#<source attribute>[#qualifiers]

The value of this property must match the pattern ^[a-zA-Z][-a-zA-Z0-9]*+#[a-zA-Z][-a-zA-Z0-9]*+(#[=-a-zA-Z0-9]+)?$.

The default behavior for this property is as follows: No attribute name mappings

This property is used to configure the following features:

	coordinator-data-view
	
A coordinator data view is a coodinator of multiple data views.


	jdbc-data-view
	
A JDBC data view enables you to make a relational database accessible to LDAP client applications.


	join-data-view
	
A join data view is an aggregation of multiple data views. The current release of Directory Proxy Server supports the aggregation of two data views into one join data view.


	ldap-data-view
	
An LDAP data view exposes data in an LDAP server to a client request and specifies the data source pool that responds to the request.


	ldif-data-view
	
An LDIF data view allows data in an LDIF file to be present to LDAP applications as if it were LDAP data.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsBindConnectionsLimit

maximum TCP connections for chaining


Description

Maximum number of TCP connections the chained suffix establishes with the remote server.

	Entry DN
	
cn=default instance config,cn=chaining database, cn=plugins,cn=config


	Valid Range
	
1 to 50 connections


	Default Value
	
3


	Syntax
	
Integer


	Example
	
nsbindconnectionslimit: 3





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












is-read-only

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
boolean


	
Default value

	
false


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property is a flag indicating whether or not the data view should accept read operations only.

This property is true or false.

This property is used to configure the following features:

	coordinator-data-view
	
A coordinator data view is a coodinator of multiple data views.


	jdbc-data-source
	
A JDBC data source is defined for each relational database to which you want LDAP clients to have access. Currently, only one JDBC data source is supported per JDBC data view.


	jdbc-data-view
	
A JDBC data view enables you to make a relational database accessible to LDAP client applications.


	join-data-view
	
A join data view is an aggregation of multiple data views. The current release of Directory Proxy Server supports the aggregation of two data views into one join data view.


	ldap-data-source
	
The common name of the LDAP data source


	ldap-data-view
	
An LDAP data view exposes data in an LDAP server to a client request and specifies the data source pool that responds to the request.


	ldif-data-view
	
An LDIF data view allows data in an LDIF file to be present to LDAP applications as if it were LDAP data.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












shadowInactive

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.9
 NAME 'shadowInactive'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 SINGLE-VALUE
 X-ORIGIN 'RFC 2307' )



Description

Related to the /etc/shadow file, this attribute specifies the number of days of inactivity allowed for the specified user.


Syntax

Integer, single-valued.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















enhancedSearchGuide

Standard LDAP attribute type


Synopsis


( 2.5.4.47
 NAME 'enhancedSearchGuide'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256' )



Description

Used by X.500 clients when constructing search filters.


Syntax

Directory String, multi-valued.


Examples


enhancedSearchGuide: (uid=mhughes)



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















pwdSafeModify

Password Safe Modify


Synopsis


( 1.3.6.1.4.1.42.2.27.8.1.15
 NAME 'pwdSafeModify'
 DESC 'Password Safe Modify'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
 X-DS-USE 'internal'
 X-ORIGIN 'Password Policy for LDAP Directories Internet Draft' )



Description

Specifies whether or not the existing password must be sent along with the new password when being changed.

If this attribute is not present, a value of FALSE is assumed.


Syntax

Boolean, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Examples


pwdSafeModify: TRUE



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Password Policy Internet-Draft


















cert-search-bind-dn

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
dn


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies an optional identity to be used when searching for certificates.

This property takes a Distinguished Name (DN) value.

The default behavior for this property is as follows: Proxy uses an anonymous access to bind when searching for certificates.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












client-affinity-timeout

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
duration


	
Default value

	
20000


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the duration of the client affinity.

The duration is expressed in milliseconds.

This property is used to configure the following features:

	ldap-data-source-pool
	
One or more data sources are attached to a data source pool for load balancing and failover.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsMaxResponseDelay

maximum delay for chained response


Description

This error detection, performance related attribute specifies the maximum period of time it can take a remote server to respond to an LDAP operation request made by a chained suffix before an error is suspected. Once this delay period has been met, the chained suffix tests the connection with the remote server.

	Entry DN
	
cn=config,cn=chaining database,cn=plugins,cn=config


	Valid Range
	
Any valid delay period in seconds.


	Default Value
	
60 seconds


	Syntax
	
Integer


	Example
	
nsMaxResponseDelay: 60





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












changeTime

Sun ONE defined attribute type


Synopsis


( 2.16.840.1.113730.3.1.77
 NAME 'changeTime'
 DESC 'Sun ONE defined attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Defines a time, in a YYMMDDHHMMSS format, when the entry was added.


Syntax

Directory String, multi-valued.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















javaContainer

Container for a Java object


Synopsis


( 1.3.6.1.4.1.42.2.27.4.2.1
 NAME 'javaContainer'
 DESC 'Container for a Java object'
 SUP top
 STRUCTURAL
 MUST cn
 X-ORIGIN 'RFC 2713' )



Description

Represents a container for a Java object.


Origin

This object class is defined by RFC 2713 (http://www.ietf.org/rfc/rfc2713.txt).


Type

Structural object class


Superior

top(5DSOC)


Required Attributes

Entries of this object class require the following attribute types in addition to those inherited from the superior(s):

cn(5DSAT)


Allowed Attributes

Entries of this object class have no optional attribute types other than those inherited from the superior(s).


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2713 (http://www.ietf.org/rfc/rfc2713.txt)


















Intro_2Admin

introduction to Directory Server Enterprise Edition administration commands


Description

This section describes commands used for Directory Server Enterprise Edition maintenance and administration purposes.


LIST OF COMMANDS

This reference manual section includes the following pages.

	dpadm(1M)
	
Manage the administration of Directory Proxy Server


	dpconf(1M)
	
Manage the configuration of Directory Proxy Server


	dsadm(1M)
	
Manages a Directory Server instance


	dsccagent(1M)
	
Manages a DSCC agent instance


	dsccmon(1M)
	
Monitor servers registered with Directory Service Control Center


	dsccreg(1M)
	
Register servers with Directory Service Control Center


	dsccsetup(1M)
	
Set up Directory Service Control Center


	dsconf(1M)
	
Manages Directory Server configuration


	dsmig(1M)
	
Migrates a Directory Server Instance


	dsrepair(1M)
	
repair replicated directory entries


	idsktune(1M)
	
generate system tuning recommendations for running Directory Server Enterprise Edition server software


	dsutil(1M)
	
activates or inactivates a user or a domain of users.















supportedAlgorithms

Standard LDAP attribute type


Synopsis


( 2.5.4.52
 NAME 'supportedAlgorithms'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
 X-ORIGIN 'RFC 2256' )



Description

This attribute is to be stored and requested in the binary form, as supportedAlgorithms;binary.


Syntax

Binary, multi-valued.


Examples


supportedAlgorithms;binary: AAAAAA==



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















pwd-safe-modify-enabled

DS server instance configuration (SER) property pwd-safe-modify-enabled


Description

The behavior of a Directory Server instance is configured according to server properties such as pwd-safe-modify-enabled.


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies whether the current password must be provided with the request to modify the password.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












pwdInHistory

Number of Passwords in history


Synopsis


( 1.3.6.1.4.1.42.2.27.8.1.4
 NAME 'pwdInHistory'
 DESC 'Number of Passwords in history'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
 X-DS-USE 'internal'
 X-ORIGIN 'Password Policy for LDAP Directories Internet Draft' )



Description

Specifies the maximum number of used passwords stored in the pwdHistory attribute.

If this attribute is not present, or if the value is 0, used passwords are not stored in the pwdHistory attribute and thus may be reused.

Maximum allowed values in seconds are: Off - 0, Minimum - 1, Maximum - 24.


Syntax

Integer, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Examples


pwdInHistory: 3



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Password Policy Internet-Draft


















houseIdentifier

Standard LDAP attribute type


Synopsis


( 2.5.4.51
 NAME 'houseIdentifier'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256' )



Description

Identifies a building in a location.


Syntax

Directory String, multi-valued.


Examples


houseIdentifier: B105



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















sql-table

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
Default behavior is not defined.


	
Must be set

	
Yes


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the name of the relational database table.

This property is used to configure the following features:

	jdbc-table
	
A JDBC table is created for each relational database table that will be used in the JDBC data view. When you create a JDBC table you specify the name of the table in the relational database, and the name you want to assign to this table in the JDBC data view.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)
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nsslapd-accesslog-maxlogsperdir

Specify the total number of access, audit, or error logs that can be contained in the access, audit, or error logs directory


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=config


	
Valid Range

	
1 to the maximum 32–bit integer value (2147483647)


	
Default Value

	
10


	
Syntax

	
Integer








This attribute specifies the total number of access, audit, or error logs that can be contained in the respective directory.

Each time the access log is rotated, a new log file is created. When the number of files contained in the access log directory exceeds the value stored on this attribute, the oldest version of the log file is deleted. The same scenario is true for audit logs and error logs.

If you set this value to 1, the server will not rotate the log and it will grow indefinitely.

If the value for this attribute is higher than 1, check the nsslapd-accesslog-logrotationtime,nsslapd-auditlog-logrotationtime, or nsslapd-errorlog-logrotationtime attribute to establish whether or not log rotation is specified.

If the nsslapd-accesslog-logrotationtime, nsslapd-auditlog-logrotationtime, or nsslapd-errorlog-logrotationtime attribute has a value of -1, there is no rotation of the respective log.

For more information, refer to the nsslapd-accesslog-logrotationtime, nsslapd-auditlog-logrotationtime, or nsslapd-errorlog-logrotationtime man page.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Unstable


















shadowAccount

Standard LDAP objectclass


Synopsis


( 1.3.6.1.1.1.2.1
 NAME 'shadowAccount'
 DESC 'Standard LDAP objectclass'
 SUP top
 AUXILIARY
 MUST uid
 MAY ( userPassword $
  shadowLastChange $
  shadowMin $
  shadowMax $
  shadowWarning $
  shadowInactive $
  shadowExpire $
  shadowFlag $
  description )
 X-ORIGIN 'RFC 2307' )



Description

Auxiliary object class. Related to the /etc/shadow file.


Origin

This object class is defined by RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt).


Type

Auxiliary object class


Superior

top(5DSOC)


Required Attributes

Entries of this object class require the following attribute types in addition to those inherited from the superior(s):

uid(5DSAT)


Allowed Attributes

Entries of this object class may have the following optional attribute types in addition to those inherited from the superior(s):

description_5dsat(5DSAT), shadowExpire(5DSAT), shadowFlag(5DSAT), shadowInactive(5DSAT), shadowLastChange(5DSAT), shadowMax(5DSAT), shadowMin(5DSAT), shadowWarning(5DSAT), userPassword(5DSAT)


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















nsds5replicaLastUpdateStart

Time of last update


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=agreement name,cn=replica,cn=suffix name,cn=mapping tree,cn=config


	
Valid Range

	
A valid timestamp


	
Default Value

	
None


	
Syntax

	
GeneralizedTime








This attribute is part of replica configuration for nsDS5ReplicationAgreement entries.

This read-only attribute shows when the most recent update of the replica started.


Examples


nsds5replicaLastUpdateStart: 20051223113214



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

replication(5DSCONF)












suffix

DS suffix configuration (SUF) properties


Description

Each Directory Server suffix you create is configured according to the suffix properties documented here and in the documentation specified under the SEE ALSO section:

compressed-entries(5DSCONF), compression-mode(5DSCONF), db-name_5dsconf(5DSCONF), db-path(5DSCONF), entry-cache-count(5DSCONF), entry-cache-mode(5DSCONF), entry-cache-preload-enabled(5DSCONF) entry-cache-size(5DSCONF), entry-crc-enabled(5DSCONF), index-filter-analyzer-enabled(5DSCONF), index-filter-analyzer-max-entries(5DSCONF), parent-suffix-dn(5DSCONF), referral-mode(5DSCONF), repl-accept-client-update-enabled(5DSCONF), repl-cl-max-age(5DSCONF), repl-cl-max-entry-count(5DSCONF), repl-id(5DSCONF), repl-manager-bind-dn(5DSCONF), repl-purge-delay(5DSCONF), repl-rewrite-referrals-enabled(5DSCONF), repl-role(5DSCONF), require-index-enabled(5DSCONF)


PROPERTY: compression-entries


	Characteristic	Value
	
Syntax

	
all|overflow


	
Default Value

	
overflow


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies entry eligibility for compression.

	all
	
All the entries will be compressed.


	overflow
	
Only entries in overflow pages will be compressed.





PROPERTY: compression-mode


	Characteristic	Value
	
Syntax

	
none|DSZ


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how entries are compressed.

	none
	
No entries compression mechanism will be used.


	DSZ
	
Entries will be compressed using the DSZ method.





PROPERTY: db-name


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
suffixName


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
Yes








This property specifies the suffix that is used to process requests involving the database.


PROPERTY: db-path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
server-instance-dir/db/suffix-dir


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the absolute path to the suffix database.


PROPERTY: entry-cache-count


	Characteristic	Value
	
Syntax

	
INTEGER | unlimited


	
Default Value

	
unlimited


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of entries allowed in the entry cache of the suffix.


PROPERTY: entry-cache-mode


	Characteristic	Value
	
Syntax

	
automatic | manual


	
Default Value

	
automatic


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the server should automatically manage the entry cache size based on the load.

When you create a SUFFIX, the entry-cache-mode property is set to automatic by default.

To manually modify cache size, set entry-cache-mode to manual,and then you can manually manage the SUFFIX properties entry-cache-count and entry-cache-size.


PROPERTY: entry-cache-preload-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether SUFFIX entry cache is preloaded at server startup.


PROPERTY: entry-cache-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
20M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum amount of memory Directory Server requests for the entry cache of the suffix.


PROPERTY: entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the number of entries stored in the suffix.


PROPERTY: entry-crc-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether a CRC is computed on each entry.


PROPERTY: index-filter-analyzer-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether the index filter analyzer is running.


PROPERTY: index-filter-analyzer-max-entries


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
2000


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies the maximum number of entries that the index filter analyzer may contain.


PROPERTY: parent-suffix-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
DN of the parent entry


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the DN of the parent entry for the suffix. The value of this property must logically be a parent of the suffix.

For instance, if you have a suffix with DN dc=com and a suffix dc=example,dc=com, you can set dc=com as the parent-suffix-dn of dc=example,dc=com, and subtree searches with based DN dc=com then also travers dc=example,dc=com.


PROPERTY: referral-mode


	Characteristic	Value
	
Syntax

	
disabled | enabled | only-on-write


	
Default Value

	
disabled


	
Is readable

	
Yes


	
Is modifiable

	
Yes, if the suffix is not replicated


	
Is multi-valued

	
No








This property specifies how referrals are used when a client makes a request involving the suffix.

	disabled
	
Handle requests locally; do not return referral URLs.


	enabled
	
Return referral URLs to client requests.


	only-on-write
	
Return referral URLs to client requests only for write operations.





PROPERTY: repl-accept-client-update-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the replicated suffix accepts write operations from client applications, or instead returns referral URLs.


PROPERTY: repl-cl-max-age


	Characteristic	Value
	
Syntax

	
DURATION | undefined


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age for a record in the replication changelog. Older records are purged.


PROPERTY: repl-cl-max-entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0 (meaning undefined)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum number of records in the replication changelog. When the limit is exceeded, older records are purged.


PROPERTY: repl-id


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the replica identification number, 1-65534 for a supplier, 65535 for a consumer or a hub. Once set, this property cannot be modified.


PROPERTY: repl-manager-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the bind DNs of users allowed to bind to perform replication operations on the suffix.


PROPERTY: repl-purge-delay


	Characteristic	Value
	
Syntax

	
DURATION | never


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age of tombstone entries used by replication. Tombstone entries are entries marked for deletion that have not yet been removed, and also replication state information associated with the entries. When setting this attribute, ensure that the purge delay is longer than the longest replication cycle in your replication policy to avoid incurring conflict resolution problems and divergence between replicas.


PROPERTY: repl-rewrite-referrals-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether referrals you set can be automatically overwritten by the server to reference replicas.


PROPERTY: repl-role


	Characteristic	Value
	
Syntax

	
not-replicated | master | hub | consumer


	
Default Value

	
not-replicated


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the role played by the suffix in a replicated topology.

	not-replicated
	
The suffix is not part of a replicated toplogy.


	master
	
This suffix is a supplier of replication updates in a replicated topology. It can accept both read and write operations.


	hub
	
This suffix is a supplier of replication updates in a replicated topology. It can accept read operations and replication updates.


	consumer
	
This suffix is a dedicated consumer of replication updates in a replicated topology. It can accept read operations and replication updates, but not writes from clients.




To promote a replica, use the dsconf promote-repl command. To demote a replica, use the dsconf demote-repl command.


PROPERTY: require-index-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether unindexed searches are allowed. When on, unindexed searches return LDAP_UNWILLING_TO_PERFORM.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), all-ids-threshold(5DSCONF), db-path(5DSCONF), enabled(5DSCONF), moddn-enabled(5DSCONF), referral-url(5DSCONF)












cn

Standard LDAP attribute type


Synopsis


( 2.5.4.3
 NAME ( 'cn' 'commonName' )
 DESC 'Standard LDAP attribute type'
 SUP name
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256' )



Description

Identifies the name of an object in the directory. When the object corresponds to a person, the CN is typically the person's full name.


Syntax

Directory String, multi-valued.


Examples

When identifying the common name or full name of an entry:


commonName: Barbara Jensen


or


cn: Barbara Jensen


When in reference to LDAPReplica or LDAPServer object classes:


commonName: replicator.example.com:17430/dc%3Dexample%2Cdc%3Dcom


or


cn: replicator.example.com:17430/dc%3Dexample%2Cdc%3Dcom



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















max-psearch-count

DS server instance configuration (SER) property max-psearch-count


Description

The behavior of a Directory Server instance is configured according to server properties such as max-psearch-count.


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
30


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies the maximum number persistent searches allowed. You can read the number of active persistent searches in the value of currentpsearches on cn=monitor.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












organizationalUnitName

Standard LDAP attribute type


Synopsis


( 2.5.4.11
 NAME ( 'ou' 'organizationalUnitName' )
 DESC 'Standard LDAP attribute type'
 SUP name
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2256' )



Description

Identifies the name of an organizational unit.


Syntax

Directory String, multi-valued.


Examples


organizationalUnitName: Marketing


or


ou: Marketing



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















jpegPhoto

inetOrgPerson attribute type


Synopsis


( 0.9.2342.19200300.100.1.60
 NAME 'jpegPhoto'
 DESC 'inetOrgPerson attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
 X-ORIGIN 'inetOrgPerson Internet Draft (XXX: syntax should be ...28)' )



Description

Contains a JPEG photo of the entry.

The syntax for this attribute differs from the standard syntax, which should end with .28, meaning JPEG syntax.


Syntax

Binary, multi-valued.


Examples


jpegPhoto:: AAAAAA==



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, RFC 2798 (http://www.ietf.org/rfc/rfc2798.txt)


















path

DS logging configuration (LOG) properties


Description

Directory Server writes to three main types of log files you can configure, the INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, and INSTANCE_PATH/logs/errors logs, where INSTANCE_PATH is the full path where the server instance is located, such as /local/dsInst.

When you specify one of these properties with dsconf get-log-prop or dsconf set-log-prop, you must specify which type of log configuration, access, audit, or error, you want to examine. For example, to see whether audit logging is enabled for a server instance:


$ dsconf get-log-prop audit enabled
enabled  :  off
$



PROPERTY: buffering-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, not applicable to audit and errors logs


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether Directory Server writes access log entries directly to disk, or use a buffer, by default.


PROPERTY: enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, off for audit, on for errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether the specified log type is enabled.


PROPERTY: level


	Characteristic	Value
	
Syntax

	
See the description that follows.


	
Default Value

	
default


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property defines which kinds of messages get logged. This property is applicable only to access and errors logs.

	access log levels
	
The following settings are supported:

	none
	
Nothing is logged in ACCESS log.


	acc-internal
	
Log access information for internal operations.


	default
	
Log client access to entries.


	acc-default_plus_referrals
	
As default, but also log access to referrals.


	acc-timing
	
Use precise timing for microsecond resolution of elapsed times.





	errors log levels
	
The following settings are supported:

	default
	
Log startup, shutdown, errors, and warnings.


	err-function-calls
	
Log when server enters or exits a function.


	err-search-args
	
Log search arguments.


	err-connection
	
Connection management.


	err-packets
	
Log packets sent and received.


	err-search-filter
	
Log search filter information.


	err-config-file
	
Log information for changes to the configuration file dse.ldif.


	err-acl
	
Log access control processing information.


	err-ldbm
	
Log information from the ldbm database plugin.


	err-entry-parsing
	
Log LDIF parsing errors.


	err-housekeeping
	
Log event queue information.


	err-replication
	
Log information about replication operations.


	err-entry-cache
	
Log entry cache information.


	err-plugins
	
Log information from server plug-ins.


	err-dsml
	
Log information from DSML front end.


	err-dsml-advanced
	
Debugging information for DSML.








PROPERTY: max-age


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1M (one month)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the age beyond which the specified type of log file is deleted.


PROPERTY: max-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
500M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum disk space the specified type of log is allowed to consume. When the limit is reached, the server deletes the oldest log file to reclaim disk space.


PROPERTY: max-file-count


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
10 for access, 2 for errors, 1 for audit


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum number of log files, including rotated logs, of the specified type that the server allows to be created in the log file directory. When the limit is reached, the server deletes the oldest log file to reclaim disk space.

When you set this property to 1, the specified log is not rotated.


PROPERTY: max-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
100M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum file size for the specified log. When the limit is reached, the server rotates the log file, unless max-file-count is set to 1.


PROPERTY: min-free-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
5M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum free space allowed on the disk where the specified log is stored. When the limit is reached, the server deletes the oldest log files until enough space is available.


PROPERTY: path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, INSTANCE_PATH/logs/errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the full path to the specified log file type.


PROPERTY: perm


	Characteristic	Value
	
Syntax

	
OCTAL_MODE


	
Default Value

	
600


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the read, write, and execute permissions on the specified log file.


PROPERTY: rotation-interval


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1d (one day) for access, 1w (one week) for audit and errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the duration between rotations of the specified log file.


PROPERTY: rotation-min-file-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum size the specified log file must have before the server rotates it.


PROPERTY: rotation-time


	Characteristic	Value
	
Syntax

	
TIME | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the time of day when the server rotates the specified log file.


PROPERTY: verbose-enabled


	Characteristic	Value
	
Syntax

	
on|off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether extra informational messages are written to the errors log.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), enabled(5DSCONF)












pwd-supported-storage-scheme

DS server instance configuration (SER) property pwd-supported-storage-scheme


Description

The behavior of a Directory Server instance is configured according to server properties such as pwd-supported-storage-scheme.


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
See the following description.


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
Yes








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies the set of encryption storage schemes supported for Directory Server user passwords. Supported storage schemes include CLEAR, CRYPT, SHA, SSHA, SHA256, SSHA256, SHA384, SSHA384, SHA512, SSHA512.

SHA256, SSHA256, SHA512, SSHA512 are supported in Directory Server Enterprise Edition 11g Release 1 (11.1.1.5.0) or later versions. SHA384, SSHA384 are supported in Directory Server Enterprise Edition 11g Release 1 (11.1.1.7.0) or later versions.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












coordinated-data-view

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
Default behavior is not defined.


	
Must be set

	
Yes


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property defines the Data views that are coordinated by the coordinator data view.

This property is used to configure the following features:

	coordinator-data-view
	
A coordinator data view is a coodinator of multiple data views.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












entry-crc-enabled

DS suffix configuration (SUF) properties


Description

Each Directory Server suffix you create is configured according to the suffix properties documented here and in the documentation specified under the SEE ALSO section.


PROPERTY: compression-entries


	Characteristic	Value
	
Syntax

	
all|overflow


	
Default Value

	
overflow


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies entry eligibility for compression.

	all
	
All the entries will be compressed.


	overflow
	
Only entries in overflow pages will be compressed.





PROPERTY: compression-mode


	Characteristic	Value
	
Syntax

	
none|DSZ


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how entries are compressed.

	none
	
No entries compression mechanism will be used.


	DSZ
	
Entries will be compressed using the DSZ method.





PROPERTY: db-name


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
suffixName


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
Yes








This property specifies the suffix that is used to process requests involving the database.


PROPERTY: db-path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
server-instance-dir/db/suffix-dir


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the absolute path to the suffix database.


PROPERTY: entry-cache-count


	Characteristic	Value
	
Syntax

	
INTEGER | unlimited


	
Default Value

	
unlimited


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of entries allowed in the entry cache of the suffix.


PROPERTY: entry-cache-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
20M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum amount of memory Directory Server requests for the entry cache of the suffix.


PROPERTY: entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the number of entries stored in the suffix.


PROPERTY: entry-crc-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether a CRC is computed on each entry.


PROPERTY: index-filter-analyzer-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether the index filter analyzer is running.


PROPERTY: index-filter-analyzer-max-entries


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
2000


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies the maximum number of entries that the index filter analyzer may contain.


PROPERTY: parent-suffix-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
DN of the parent entry


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the DN of the parent entry for the suffix. The value of this property must logically be a parent of the suffix.

For instance, if you have a suffix with DN dc=com and a suffix dc=example,dc=com, you can set dc=com as the parent-suffix-dn of dc=example,dc=com, and subtree searches with based DN dc=com then also travers dc=example,dc=com.


PROPERTY: referral-mode


	Characteristic	Value
	
Syntax

	
disabled | enabled | only-on-write


	
Default Value

	
disabled


	
Is readable

	
Yes


	
Is modifiable

	
Yes, if the suffix is not replicated


	
Is multi-valued

	
No








This property specifies how referrals are used when a client makes a request involving the suffix.

	disabled
	
Handle requests locally; do not return referral URLs.


	enabled
	
Return referral URLs to client requests.


	only-on-write
	
Return referral URLs to client requests only for write operations.





PROPERTY: repl-accept-client-update-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the replicated suffix accepts write operations from client applications, or instead returns referral URLs.


PROPERTY: repl-cl-max-age


	Characteristic	Value
	
Syntax

	
DURATION | undefined


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age for a record in the replication changelog. Older records are purged.


PROPERTY: repl-cl-max-entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0 (meaning undefined)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum number of records in the replication changelog. When the limit is exceeded, older records are purged.


PROPERTY: repl-id


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the replica identification number, 1-65534 for a supplier, 65535 for a consumer or a hub. Once set, this property cannot be modified.


PROPERTY: repl-manager-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the bind DNs of users allowed to bind to perform replication operations on the suffix.


PROPERTY: repl-purge-delay


	Characteristic	Value
	
Syntax

	
DURATION | never


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age of tombstone entries used by replication. Tombstone entries are entries marked for deletion that have not yet been removed, and also replication state information associated with the entries. When setting this attribute, ensure that the purge delay is longer than the longest replication cycle in your replication policy to avoid incurring conflict resolution problems and divergence between replicas.


PROPERTY: repl-rewrite-referrals-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether referrals you set can be automatically overwritten by the server to reference replicas.


PROPERTY: repl-role


	Characteristic	Value
	
Syntax

	
not-replicated | master | hub | consumer


	
Default Value

	
not-replicated


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the role played by the suffix in a replicated topology.

	not-replicated
	
The suffix is not part of a replicated toplogy.


	master
	
This suffix is a supplier of replication updates in a replicated topology. It can accept both read and write operations.


	hub
	
This suffix is a supplier of replication updates in a replicated topology. It can accept read operations and replication updates.


	consumer
	
This suffix is a dedicated consumer of replication updates in a replicated topology. It can accept read operations and replication updates, but not writes from clients.




To promote a replica, use the dsconf promote-repl command. To demote a replica, use the dsconf demote-repl command.


PROPERTY: require-index-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether unindexed searches are allowed. When on, unindexed searches return LDAP_UNWILLING_TO_PERFORM.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), all-ids-threshold(5DSCONF), db-path(5DSCONF), enabled(5DSCONF), moddn-enabled(5DSCONF), referral-url(5DSCONF)












nsslapd-distribution-plugin

distribution plug-in library


Description

Specifies the full path and filename of the shared library for the custom distribution plug-in. This attribute is required along with nsslapd-distribution-funct when you have specified more than one suffix in the nsslapd-backend attribute.




	
Note:

Use Directory Proxy Server, rather than a Directory Server plug-in, for distribution.









	Entry DN
	
cn="suffixName",cn=mapping tree,cn=config


	Valid Range
	
The full path and filename of the plug-in library.


	Default Value
	
None


	Syntax
	
DirectoryString


	Example
	
nsslapd-distribution-plugin: /custom/plugins/myDistrib.so




Once you have distributed entries, you cannot redistribute them. The following restrictions apply.

	
You cannot change your distribution function once you have deployed entry distribution.


	
You cannot use the ldapmodify command to change an entry if that would cause them to be distributed into a different database.


	
You cannot replicate databases that are distributed over multiple databases.

Violating these restrictions prevents Directory Server from correctly locating and returning entries.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












nsDS5ReplicaTransportInfo

Transport used for replication


Description


	PROPERTY	VALUE
	
Entry DN

	
cn=agreement name,cn=replica,cn=suffix name,cn=mapping tree,cn=config


	
Valid Range

	
LDAP | SSL


	
Default Value

	
N/A


	
Syntax

	
DirectoryString








This attribute is part of replica configuration for nsDS5ReplicationAgreement entries.

Specifies the type of transport used for replication. When this attribute is set to LDAP, standard LDAP connections are used. When this attribute is set to SSL, LDAPS connections are used. Do not modify this attribute after it has been set.


Examples


nsDS5ReplicaTransportInfo: SSL



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

replication(5DSCONF)












hosts_access

Format of host access control files for Directory Server Enterprise Edition


Synopsis


instance-path/config/hosts.allow
instance-path/config/hosts.deny



Description

This manual page describes a simple access control language that is based on client (host name/address, user name), and server (process name, host name/address) patterns. Examples are given at the end. The impatient reader is encouraged to skip to the EXAMPLES section for a quick introduction.

In the following text, daemon is the the process name of a network daemon process, and client is the name and/or address of a host requesting service.

Note that the version of hosts_access supplied with Directory Server Enterprise Edition is different from the version delivered with Solaris. The Directory Server Enterprise Edition version of hosts_access has the following characteristics:

	
Shell commands are not available on Microsoft Windows.


	
hosts_options are not available on any OS.


	
IPv6 is supported on all platforms.


	
PARANOID mode is not available.


	
You cannot replace the lib with your own lib, as it is statically linked to the server.


	
There is no support of NIS Netgroups. Any '@' symbols in rules are ignored.


	
The daemon_list process name is the port number of the server. For example, 3389:eng.example.com or 636:192.168.11.254. Port numbers are server properties: ldap-port, ldap-secure-port, dsml-port, dsml-secure-port. Use the dsconf command to view and modify these properties.


	
Server instances can share files by pointing the instance name at the same file (instance-path/config/hosts.allow). Use the dsconf command to view and modify the server property host-access-dir-path. For example, to have all server instances pointing to /etc/hosts.{deny,allow}, run the following command on all servers: $ dsconf set-server-prop —h host —p port host-access-dir-path: /etc


	
You can make changes to the hosts_access or hosts_deny files without needing to restart the server. You can safely ignore the dsconf server restart message.


	
Two conditions must be met in order for acess to be allowed. Firstly, the permissions of the file(s) must be owned by nsslapd-localuser or root and secondly write permission must be allowed for the owner, but not for group or other. Ensure that you use correct permissions, as incorrect permissons on shared files can cause problems. Note that these conditions are not checked on Windows platforms.





ACCESS CONTROL FILES

The access control software consults two files. The search stops at the first match:

	
Access will be granted when a (daemon,client) pair matches an entry in the instance-path/config/hosts.allow file.


	
Otherwise, access will be denied when a (daemon,client) pair matches an entry in the instance-path/config/hosts.deny file.


	
Otherwise, access will be granted.




A non-existing access control file is treated as if it were an empty file. Thus, access control can be turned off by providing no access control files.


ACCESS CONTROL RULES

Each access control file consists of zero or more lines of text. These lines are processed in order of appearance. The search terminates when a match is found.

	
A newline character is ignored when it is preceded by a backslash character. This permits you to break up long lines so that they are easier to edit.


	
Blank lines or lines that begin with a `#' character are ignored. This permits you to insert comments and whitespace so that the tables are easier to read.


	
All other lines should satisfy the following format:

Hosts are identified by server port numbers. If there is no port number match or wildcard, the access control check skips that line of the file.

List elements should be separated by blanks and/or commas.

All access control checks are case insensitive.





PATTERNS

The access control language implements the following patterns:

	
A string that begins with a `.' character. A host name is matched if the last components of its name match the specified pattern. For example, the pattern `.tue.nl' matches the host name `wzv.win.tue.nl'.


	
A string that ends with a `.' character. A host address is matched if its first numeric fields match the given string. For example, the pattern `131.155.' matches the address of (almost) every host on the Eindhoven University network (131.155.x.x).


	
An expression of the form `n.n.n.n/m.m.m.m' is interpreted as a `net/mask' pair. A host address is matched if `net' is equal to the bitwise AND of the address and the `mask'. For example, the net/mask pattern `131.155.72.0/255.255.254.0' matches every address in the range `131.155.72.0' through `131.155.73.255'.


	
When using IPv6 for matching, be aware that an expression of the form [n:n:n:n:n:n:n:n/m] is interpreted as a [net/prefixlen] pair. An IPv6 host address is matched if prefixlen bits of net is equal to the prefixlen bits of the address. For example, the [net/prefixlen] pattern [3ffe:505:2:1::/64] matches every address in the range 3ffe:505:2:1:: through 3ffe:505:2:1:ffff:ffff:ffff:ffff.





WILDCARDS

Wildcards `*' and `?' can be used to match hostnames or IP addresses. However, this method of matching cannot be used in conjunction with the following: net/mask matching, hostname matching beginning with `.' , IP address matching ending with `.' or a IPv6 rule (begins with '[').

The access control language supports explicit wildcards:

	ALL
	
The universal wildcard, always matches.


	LOCAL
	
Matches any host whose name does not contain a dot character.


	UNKNOWN
	
Matches any user whose name is unknown, and matches any host whose name or address are unknown. This pattern should be used with care: host names may be unavailable due to temporary name server problems. A network address will be unavailable when the software cannot figure out what type of network it is talking to.

It is not recommended to use the UNKNOWN wildcard. Directory Server always fills in both host and address, so there is never a case when the host name is unknown. The user is unavailable because of no NIS netgroups support.


	KNOWN
	
Matches any user whose name is known, and matches any host whose name and address are known. This pattern should be used with care: host names may be unavailable due to temporary name server problems. A network address will be unavailable when the software cannot figure out what type of network it is talking to.

In Directory Server the user is always marked as unknown and is unavailable because of the NIS Netgroup restriction.





OPERATORS

	EXCEPT
	
Intended use is of the form: `list_1 EXCEPT list_2'; this construct matches anything that matches list_1 unless it matches list_2. The EXCEPT operator can be used in daemon_lists and in client_lists. The EXCEPT operator can be nested: if the control language would permit the use of parentheses, `a EXCEPT b EXCEPT c' would parse as `(a EXCEPT (b EXCEPT c))'.





SHELL COMMANDS

Note that shell commands are not available on Microsoft Windows.

	
If the first-matched access control rule contains a shell command, that command is subjected to %letter substitutions (see next section). The result is executed by a /bin/sh child process with standard input, output and error connected to /dev/null. Specify an `&' at the end of the command if you do not want to wait until it has completed.


	
Shell commands should not rely on the PATH setting of the inetd. Instead, they should use absolute path names, or they should begin with an explicit PATH=whatever statement.





% EXPANSIONS

The following expansions are available within shell commands:

	%a (%A)
	
The client (server) host address.


	%c
	
Client information: user@host, user@address, a host name, or just an address, depending on how much information is available.


	%d
	
The daemon process name (argv[0] value).


	%h (%H)
	
The client (server) host name or address, if the host name is unavailable.


	%n (%N)
	
The client (server) host name (or "unknown").


	%p
	
The daemon process id.


	%s
	
Server information: daemon@host, daemon@address, or just a daemon name, depending on how much information is available.


	%u
	
The client user name (or "unknown").


	%%
	
Expands to a single `%' character.




Characters in % expansions that may confuse the shell are replaced by underscores.


Examples

The language is flexible enough that different types of access control policy can be expressed with a minimum of fuss. Although the language uses two access control tables, the most common policies can be implemented with one of the tables being trivial or even empty.

When reading the examples below it is important to realize that the allow table is scanned before the deny table, that the search terminates when a match is found, and that access is granted when no match is found at all.

The examples use host and domain names. They can be improved by including address and/or network/netmask information, to reduce the impact of temporary name server lookup failures.


MOSTLY CLOSED

In this case, access is denied by default. Only explicitly authorized hosts are permitted access.

The default policy (no access) is implemented with a trivial deny file:


instance-path/config/hosts.deny:  ALL: ALL


This denies all service to all hosts, unless they are permitted access by entries in the allow file.

The explicitly authorized hosts are listed in the allow file. For example:


instance-path/config/hosts.allow:  
ALL: LOCAL ALL: .foobar.edu EXCEPT terminalserver.foobar.edu


The first rule permits access from hosts in the local domain (no `.' in the host name). The second rule permits access from all hosts in the .foobar.edu domain (notice the leading period), with the exception of terminalserver.foobar.edu.


MOSTLY OPEN

Here, access is granted by default; only explicitly specified hosts are refused service.

The default policy (access granted) makes the allow file redundant so that it can be omitted. The explicitly non-authorized hosts are listed in the deny file. For example:


instance-path/config/hosts.deny:   
ALL: some.host.name, .some.domain
ALL EXCEPT 1389: other.host.name, .other.domain 


The first rule denies some hosts and domains all services; the second rule still permits connections to directory port 1389 from other hosts and domains.


BOOBY TRAPS

The next example permits requests to Directory Server port 1389 from hosts in the local domain (notice the leading dot). Requests from any other hosts are denied. Instead of the requested file, a finger probe is sent to the offending host. The result is mailed to the superuser.


instance-path/config/hosts.allow:
1389: LOCAL, .my.domain 

instance-path/config/hosts.deny:
ALL: (/usr/sfw/sbin/safe_finger -l @%h | \
      /usr/ucb/mail -s %d-%h root) &


The above example assumes that the safe_finger command is installed in /usr/sfw/sbin. For Solaris, the safe_finger command is in the SUNWtcpd package. The default location for the safe_finger command in the SUNWtcpd package is "/usr/sfw/sbin". For other operating systems the safe_finger command should be installed in a suitable place. The safe_finger command limits possible damage from data sent by the remote finger server, and gives better protection than the standard finger command. Shell commands for Windows is not supported, so Windows users should not use this rule.

The expansion of the %h (client host) and %d (service name) sequences is described in the section on shell commands.

Warning: do not booby-trap your finger daemon, unless you are prepared for infinite finger loops.

On network firewall systems this trick can be carried even further. The typical network firewall only provides a limited set of services to the outer world. All other services can be "bugged" just like the above tftp example. The result is an excellent early-warning system.


Diagnostics

An error is reported when a syntax error is found in a host access control rule; when the length of an access control rule exceeds the capacity of an internal buffer (2048); when an access control rule is not terminated by a newline character; when the result of %letter expansion would overflow an internal buffer; when a system call fails that should not. All problems are written to the Directory Server instance access log.


Files

instance-path/config/hosts.allow, (daemon,client) pairs are granted access. instance-path/config/hosts.deny, (daemon,client) pairs are denied access.


See Also

tcpd(1M) tcp/ip daemon wrapper program. tcpdchk(1M), tcpdmatch(1M), test programs.


Bugs

If a name server lookup times out, the host name will not be available to the access control software, even though the host is registered.


AUTHOR

Wietse Venema (wietse@wzv.win.tue.nl)

Department of Mathematics and Computing Science

Eindhoven University of Technology

Den Dolech 2, P.O. Box 513,

5600 MB Eindhoven, The Netherlands


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External


















passwordCheckSyntax

Sun ONE defined password policy attribute type


Synopsis


( 2.16.840.1.113730.3.1.103
 NAME 'passwordCheckSyntax'
 DESC 'Sun ONE defined password policy attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-DS-USE 'internal'
 X-ORIGIN 'Sun ONE Directory Server' )



Description

Indicates whether the password syntax will be checked before the password is saved. The password syntax checking mechanism verifies that the password meets the password minimum length requirement. The password syntax checking mechanism also verifies that the password does not equal any attribute value stored in the uid, cn, sn, givenName, ou, or mail attributes of the user entry.

This attribute may be on or off. The default value is off.


Syntax

Directory String, multi-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release


















log

DS logging configuration (LOG) properties


Description

Directory Server writes to three main types of log files you can configure, the INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, and INSTANCE_PATH/logs/errors logs, where INSTANCE_PATH is the full path where the server instance is located, such as /local/dsInst.

When you specify one of these properties with dsconf get-log-prop or dsconf set-log-prop, you must specify which type of log configuration, access, audit, or error, you want to examine. For example, to see whether audit logging is enabled for a server instance:


$ dsconf get-log-prop audit enabled
enabled  :  off
$



PROPERTY: buffering-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, not applicable to audit and errors logs


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether Directory Server writes access log entries directly to disk, or use a buffer, by default.


PROPERTY: enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on for access, off for audit, on for errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property indicates whether the specified log type is enabled.


PROPERTY: level


	Characteristic	Value
	
Syntax

	
See the description that follows.


	
Default Value

	
default


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property defines which kinds of messages get logged. This property is applicable only to access and errors logs.

	access log levels
	
The following settings are supported:

	acc-control-oids
	
Log Control OIDs for incoming operations.


	acc-internal
	
Log access information for internal operations.


	acc-default_plus_referrals
	
As default, but also log access to referrals.


	acc-timing
	
Use precise timing for microsecond resolution of elapsed times.


	default
	
Log client access to entries.


	none
	
Nothing is logged in the access log.





	errors log levels
	
The following settings are supported:

	default
	
Log startup, shutdown, errors, and warnings.


	err-function-calls
	
Log when server enters or exits a function.


	err-search-args
	
Log search arguments.


	err-connection
	
Connection management.


	err-packets
	
Log packets sent and received.


	err-search-filter
	
Log search filter information.


	err-config-file
	
Log information for changes to the configuration file dse.ldif.


	err-acl
	
Log access control processing information.


	err-ldbm
	
Log information from the ldbm database plugin.


	err-entry-parsing
	
Log LDIF parsing errors.


	err-housekeeping
	
Log event queue information.


	err-replication
	
Log information about replication operations.


	err-entry-cache
	
Log entry cache information.


	err-plugins
	
Log information from server plug-ins.


	err-dsml
	
Log information from DSML front end.


	err-dsml-advanced
	
Debugging information for DSML.








PROPERTY: max-age


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1M (one month)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the age beyond which the specified type of log file is deleted.


PROPERTY: max-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
500M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum disk space the specified type of log is allowed to consume. When the limit is reached, the server deletes the oldest log file to reclaim disk space.


PROPERTY: max-file-count


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
10 for access, 2 for errors, 1 for audit


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum number of log files, including rotated logs, of the specified type that the server allows to be created in the log file directory. When the limit is reached, the server deletes the oldest log file to reclaim disk space.

When you set this property to 1, the specified log is not rotated.


PROPERTY: max-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | unlimited


	
Default Value

	
100M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the maximum file size for the specified log. When the limit is reached, the server rotates the log file, unless max-file-count is set to 1.


PROPERTY: min-free-disk-space-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
5M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum free space allowed on the disk where the specified log is stored. When the limit is reached, the server deletes the oldest log files until enough space is available.


PROPERTY: path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
INSTANCE_PATH/logs/access, INSTANCE_PATH/logs/audit, INSTANCE_PATH/logs/errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the full path to the specified log file type.


PROPERTY: perm


	Characteristic	Value
	
Syntax

	
OCTAL_MODE


	
Default Value

	
600


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the read, write, and execute permissions on the specified log file.


PROPERTY: rotation-interval


	Characteristic	Value
	
Syntax

	
DURATION | unlimited


	
Default Value

	
1d (one day) for access, 1w (one week) for audit and errors


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the duration between rotations of the specified log file.


PROPERTY: rotation-min-file-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the minimum size the specified log file must have before the server rotates it.


PROPERTY: rotation-time


	Characteristic	Value
	
Syntax

	
TIME | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property defines the time of day when the server rotates the specified log file.


PROPERTY: verbose-enabled


	Characteristic	Value
	
Syntax

	
on|off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether extra informational messages are written to the errors log.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), enabled(5DSCONF)












ssl-server-cert-alias

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
string


	
Default value

	
none


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the alias of the certificate used to negotiate SSL connections with clients.

The default behavior for this property is as follows: Proxy applies chooses an alias based on the public key type and the list of certificate issuer authorities recognized by the peer (if any). After instance creation, the value of this property is defaultServerCert.

This property is used to configure the following features:

	server
	
The global configuration of Directory Proxy Server contains properties that affect the overall operation of Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












nsslapd-security

security


Description

Enables the use of security features, SSL/TLS and attribute encryption, in Directory Server. If you require secure connections, or the use of the attribute encryption feature, this attribute should be set to on.

	Entry DN
	
cn=config


	Valid Range
	
on | off


	Default Value
	
off


	Syntax
	
DirectoryString


	Example
	
nsslapd-security: off





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












log-level-client-connections

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
enumeration


	
Default value

	
inherited


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the log level for events related to client connections.

This property can take the following values in addition to the default.

	info
	
Informational logging


	all
	
All logging levels


	inherited
	
Use the global logging level


	none
	
All logging disabled




This property is used to configure the following features:

	access-log
	
The access log contains information about the requests being processed by the Directory Proxy Server.


	connection-log
	
The connection log contains information about the connections extablished to the Directory Proxy Server.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












ssl-rsa-security-device

DS server instance configuration (SER) property ssl-rsa-security-device


Description

The behavior of a Directory Server instance is configured according to server properties such as ssl-rsa-security-device.


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
internal (software)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies the name of the security device used by the server.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












pwdChangedTime

Directory Server defined password policy attribute type


Synopsis


( 1.3.6.1.4.1.42.2.27.8.1.16
 NAME 'pwdChangedTime'
 DESC 'Directory Server defined password policy attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.24
 SINGLE-VALUE
 NO-USER-MODIFICATION
 USAGE directoryOperation
 X-DS-USE 'internal'
 X-ORIGIN 'Password Policy for LDAP Directories Internet Draft' )



Description

Specifies the last time the entry's password was changed. This is used by the password expiration policy.

If this attribute is not present, the password will never expire.


Syntax

Generalized Time, single-valued.


Usage

Attribute specific to this Directory Server instance and version of the schema.

Operational attribute used by the directory service; returned in ldapsearch only when specifically requested.

The value of this attribute may only be modified by the server.


Examples


pwdChangedTime: 20050103121520Z



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Password Policy Internet-Draft


















person

Standard LDAP objectclass


Synopsis


( 2.5.6.6
 NAME 'person'
 DESC 'Standard LDAP objectclass'
 SUP top
 STRUCTURAL
 MUST ( sn $
  cn )
 MAY ( description $
  seeAlso $
  telephoneNumber $
  userPassword )
 X-ORIGIN 'RFC 2256' )



Description

Used to define entries that generically represent people. This object class is the base class for the organizationalPerson object class.


Origin

This object class is defined by RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt).


Type

Structural object class


Superior

top(5DSOC)


Required Attributes

Entries of this object class require the following attribute types in addition to those inherited from the superior(s):

cn(5DSAT), sn(5DSAT)


Allowed Attributes

Entries of this object class may have the following optional attribute types in addition to those inherited from the superior(s):

description_5dsat(5DSAT), seeAlso(5DSAT), telephoneNumber(5DSAT), userPassword(5DSAT)


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2256 (http://www.ietf.org/rfc/rfc2256.txt)


















targetUniqueId

RetroChangelog attribute type


Synopsis


( 1.3.6.1.4.1.42.2.27.9.1.596
 NAME 'targetUniqueId'
 DESC 'RetroChangelog attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 SINGLE-VALUE
 NO-USER-MODIFICATION
 USAGE directoryOperation
 X-ORIGIN 'Sun Directory Server' )



Description

This attribute is used for the retro change log. When the retro change log is enabled, this attribute provides the unique ID of the target entry for each record in the retro change log.


Syntax

Directory String, single-valued.


Usage

Operational attribute used by the directory service; returned in ldapsearch only when specifically requested.

The value of this attribute may only be modified by the server.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving


















transport-group-size

DS replication agreement configuration (RAG) properties


Description

A replication agreement governs how a Directory Server supplier updates a Directory Server consumer. Although this configuration element is called an agreement, it concerns the configuration only of the supplier.


PROPERTY: auth-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the bind DN used by the supplier to bind to the consumer in order to perform replication-related updates. This bind DN must be present on the consumer.


PROPERTY: auth-protocol


	Characteristic	Value
	
Syntax

	
clear|ssl-simple|ssl-client


	
Default Value

	
clear


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the protocol used by the supplier to bind to the consumer in order to perform replication-related updates. The default is to bind with simple authentication in clear text without securing the connection, as most replications connections are made on an internal network. You may however configure replication to use SSL and simple authentication to protect the connection from malicious snooping, or SSL with client authentication to further protect the connection.


PROPERTY: auth-pwd


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the password used by the supplier to bind to the consumer. You provide it using auth-pwd-file.


PROPERTY: auth-pwd-file


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
""


	
Is readable

	
No


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the file from which the bind password for replication is read to create the replication agreement. The file is read once on replication agreement creation, and the password is stored for future use.


PROPERTY: repl-fractional-exclude-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes not to replicate. This property is mutually exclusive with repl-fractional-include-attr.


PROPERTY: repl-fractional-include-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes to replicate. This property is mutually exclusive with repl-fractional-exclude-attr.


PROPERTY: repl-schedule


	Characteristic	Value
	
Syntax

	
INTERVAL | always


	
Default Value

	
always


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the times and days when replication can take place.


PROPERTY: transport-compression


	Characteristic	Value
	
Syntax

	
best-compression | best-speed | default-compression | no-compression


	
Default Value

	
no-compression


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the level of libz compression used on replication updates from the supplier to the consumer. Supported settings are as follows.

	no-compression
	
No compression


	default-compression
	
Default zlib compression (zlib numeric value = -1)


	best-speed
	
Fastest zlib compression (zlib numeric value = 1)


	best-compression
	
Strongest zlib compression (zlib numeric value = 9)




If the bottleneck for replication in your environment is network bandwidth, this property can potentially help you tune the replication protocol for better performance.


PROPERTY: transport-group-size


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
1


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how many replication messages are grouped on the supplier before being sent to the consumer. Valid range is 1 to 255.

If the bottleneck for replication in your environment is network bandwidth, this property can potentially help you tune the replication protocol for better performance.


PROPERTY: transport-window-size


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
10


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of replication messages sent from the supplier to the consumer before waiting for a response from the consumer to continue. Valid range is 1 to 65535.

If the bottleneck for replication in your environment is network latency or network bandwidth, this property can potentially help you tune the replication protocol for better performance.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), desc(5DSCONF), enabled(5DSCONF)












updatedByDocument

Pilot attribute type


Synopsis


( 0.9.2342.19200300.102.1.6
 NAME 'updatedByDocument'
 DESC 'Pilot attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
 X-ORIGIN 'Internet White Pages Pilot' )



Description

Contains the distinguished name of a document that is an updated version of the document entry.


Syntax

DN, multi-valued.


Examples


updatedByDocument: cn=Doc Version 2, ou=Document Library,dc=example, dc=com



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
External: IETF, Internet White Pages Pilot


















ipHostNumber

Standard LDAP attribute type


Synopsis


( 1.3.6.1.1.1.1.19
 NAME 'ipHostNumber'
 DESC 'Standard LDAP attribute type'
 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
 X-ORIGIN 'RFC 2307' )



Description

IP address, expressed as a dotted decimal, omitting leading zeros.


Syntax

Directory String, multi-valued.


Examples


ipHostNumber: 10.0.0.1



Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Standard: IETF, RFC 2307 (http://www.ietf.org/rfc/rfc2307.txt)


















nsslapd-nagle

delay sending responses


Description

When the value of this attribute is off, the TCP_NODELAY option is set so that LDAP responses, such as entries or result messages, are sent back to a client immediately. When the attribute is turned on, default TCP behavior applies. That is, the sending of data is delayed, in the hope that this will enable additional data to be grouped into one packet of the underlying network MTU size, which is typically 1500 bytes for Ethernet.

	Entry DN
	
cn=config


	Valid range
	
on | off


	Default value
	
off


	Syntax
	
DirectoryString


	Example
	
nsslapd-nagle: off





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Obsolete: Scheduled for removal after this release









See Also

dse.ldif(4)












pwd-lockout-enabled

DS server instance configuration (SER) property pwd-lockout-enabled


Description

The behavior of a Directory Server instance is configured according to server properties such as pwd-lockout-enabled.


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








In the preceding table, syntax values shown in lower case or partly in lower case are literal values. Those shown in upper case are syntax types, as described in server(5DSCONF).

This property specifies whether the server locks accounts after a specified number, pwd-max-failure-count, of consecutive failed attempts to bind.


Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), server(5DSCONF)












repl-manager-bind-dn

DS suffix configuration (SUF) properties


Description

Each Directory Server suffix you create is configured according to the suffix properties documented here and in the documentation specified under the SEE ALSO section.


PROPERTY: compression-entries


	Characteristic	Value
	
Syntax

	
all|overflow


	
Default Value

	
overflow


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies entry eligibility for compression.

	all
	
All the entries will be compressed.


	overflow
	
Only entries in overflow pages will be compressed.





PROPERTY: compression-mode


	Characteristic	Value
	
Syntax

	
none|DSZ


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies how entries are compressed.

	none
	
No entries compression mechanism will be used.


	DSZ
	
Entries will be compressed using the DSZ method.





PROPERTY: db-name


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
suffixName


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
Yes








This property specifies the suffix that is used to process requests involving the database.


PROPERTY: db-path


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
server-instance-dir/db/suffix-dir


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the absolute path to the suffix database.


PROPERTY: entry-cache-count


	Characteristic	Value
	
Syntax

	
INTEGER | unlimited


	
Default Value

	
unlimited


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the number of entries allowed in the entry cache of the suffix.


PROPERTY: entry-cache-size


	Characteristic	Value
	
Syntax

	
MEMORY_SIZE


	
Default Value

	
20M


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum amount of memory Directory Server requests for the entry cache of the suffix.


PROPERTY: entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the number of entries stored in the suffix.


PROPERTY: entry-crc-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether a CRC is computed on each entry.


PROPERTY: index-filter-analyzer-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies whether the index filter analyzer is running.


PROPERTY: index-filter-analyzer-max-entries


	Characteristic	Value
	
Syntax

	
Integer


	
Default Value

	
2000


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No


	
Restart needed

	
No








This property specifies the maximum number of entries that the index filter analyzer may contain.


PROPERTY: parent-suffix-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
DN of the parent entry


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the DN of the parent entry for the suffix. The value of this property must logically be a parent of the suffix.

For instance, if you have a suffix with DN dc=com and a suffix dc=example,dc=com, you can set dc=com as the parent-suffix-dn of dc=example,dc=com, and subtree searches with based DN dc=com then also travers dc=example,dc=com.


PROPERTY: referral-mode


	Characteristic	Value
	
Syntax

	
disabled | enabled | only-on-write


	
Default Value

	
disabled


	
Is readable

	
Yes


	
Is modifiable

	
Yes, if the suffix is not replicated


	
Is multi-valued

	
No








This property specifies how referrals are used when a client makes a request involving the suffix.

	disabled
	
Handle requests locally; do not return referral URLs.


	enabled
	
Return referral URLs to client requests.


	only-on-write
	
Return referral URLs to client requests only for write operations.





PROPERTY: repl-accept-client-update-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
on


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether the replicated suffix accepts write operations from client applications, or instead returns referral URLs.


PROPERTY: repl-cl-max-age


	Characteristic	Value
	
Syntax

	
DURATION | undefined


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age for a record in the replication changelog. Older records are purged.


PROPERTY: repl-cl-max-entry-count


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
0 (meaning undefined)


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum number of records in the replication changelog. When the limit is exceeded, older records are purged.


PROPERTY: repl-id


	Characteristic	Value
	
Syntax

	
INTEGER


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the replica identification number, 1-65534 for a supplier, 65535 for a consumer or a hub. Once set, this property cannot be modified.


PROPERTY: repl-manager-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the bind DNs of users allowed to bind to perform replication operations on the suffix.


PROPERTY: repl-purge-delay


	Characteristic	Value
	
Syntax

	
DURATION | never


	
Default Value

	
7d


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the maximum age of tombstone entries used by replication. Tombstone entries are entries marked for deletion that have not yet been removed, and also replication state information associated with the entries. When setting this attribute, ensure that the purge delay is longer than the longest replication cycle in your replication policy to avoid incurring conflict resolution problems and divergence between replicas.


PROPERTY: repl-rewrite-referrals-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies whether referrals you set can be automatically overwritten by the server to reference replicas.


PROPERTY: repl-role


	Characteristic	Value
	
Syntax

	
not-replicated | master | hub | consumer


	
Default Value

	
not-replicated


	
Is readable

	
Yes


	
Is modifiable

	
Yes, using the subcommands to manage replication


	
Is multi-valued

	
No








This property specifies the role played by the suffix in a replicated topology.

	not-replicated
	
The suffix is not part of a replicated toplogy.


	master
	
This suffix is a supplier of replication updates in a replicated topology. It can accept both read and write operations.


	hub
	
This suffix is a supplier of replication updates in a replicated topology. It can accept read operations and replication updates.


	consumer
	
This suffix is a dedicated consumer of replication updates in a replicated topology. It can accept read operations and replication updates, but not writes from clients.




To promote a replica, use the dsconf promote-repl command. To demote a replica, use the dsconf demote-repl command.


PROPERTY: require-index-enabled


	Characteristic	Value
	
Syntax

	
on | off


	
Default Value

	
off


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property determines whether unindexed searches are allowed. When on, unindexed searches return LDAP_UNWILLING_TO_PERFORM.


Syntax Values

Syntax values shown in lower case or partly in lower case are literal values.

Those shown in upper case are syntax types, defined as follows:

	ATTR_NAME
	
A valid attribute type name such as cn or objectClass.


	BOOLEAN
	
true or false.


	DN
	
A valid distinguished name such as ou=People,dc=example,dc=com.


	DURATION
	
A duration specified in months (M), weeks (w), days (d), hours (h), minutes (m), seconds (s), and miliseconds (ms), or some combination with multiple specifiers. For example, you can specify one week as 1w, 7d, 168h, 10080m, or 604800s. You can also specify one week as 1w0d0h0m0s.

DURATION properties typically do not each support all duration specifiers (Mwdhms). Examine the output of dsconf help-properties for the property to determine which duration specifiers are supported.


	EMAIL_ADDRESS
	
A valid e-mail address.


	HOST_NAME
	
An IP address or host name.


	INTEGER
	
A positive integer value between 0 and the maximum supported integer value in the system address space. On 32-bit systems, 2147483647. On 64-bit systems, 9223372036854775807.


	INTERVAL
	
An interval value of the form hhmm-hhmm 0123456, where the first element specifies the starting hour, the next element the finishing hour in 24-hour time format, from 0000-2359, and the second specifies days, starting with Sunday (0) to Saturday (6).


	IP_RANGE
	
An IP address or range of address in one of the following formats:

	
IP address in dotted decimal form.


	
IP address and bits, in the form of network number/mask bits.


	
IP address and quad, in the form of a pair of dotted decimal quads.


	
All address. A catch-all for clients that are note placed into other, higher priority groups.


	
0.0.0.0. This address is for groups to which initial membership is not considered. For example, for groups that clients switch to after their initial bind.


	
IP address of the local host.





	LDAP_URL
	
A valid LDAP URL as specified by RFC 2255 (http://www.ietf.org/rfc/rfc2255.txt).


	MEMORY_SIZE
	
A memory size specified in gigabytes (G), megabytes (M),kilobytes (k), or bytes (b). Unlike DURATION properties, MEMORY_SIZE properties cannot combine multiple specifiers. However, MEMORY_SIZE properties allow decimal values, for example, 1.5M.


	NAME
	
A valid cn (common name).


	OCTAL_MODE
	
A three-digit, octal file permissions specifier. The first digit specifies permissions for the server user ID, the second for the server group ID, the last for other users. Each digit consists of a bitmask defining read (4), write (2), execute (1), or no access (0) permissions, thus 640 specifies read-write access for the server user, read-only access for other users of the server group, and no access for other users.


	PASSWORD_FILE
	
The full path to the file from which the bind password should be read.


	PATH
	
A valid, absolute file system path.


	STRING
	
A DirectoryString value, as specified by RFC 2252 (http://www.ietf.org/rfc/rfc2252.txt).


	SUPPORTED_SSL_CIPHER
	
An SSL cipher supported by the server. See the Reference for a list of supported ciphers.


	SUPPORTED_SSL_PROTOCOL
	
An SSL protocol supported by the server. See the Reference for a list of supported protocols.


	TIME
	
A time of the form hhmm in 24-hour format, where hh stands for hours and mm stands for minutes.





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dsconf(1M), all-ids-threshold(5DSCONF), db-path(5DSCONF), enabled(5DSCONF), moddn-enabled(5DSCONF), referral-url(5DSCONF)












num-bind-limit

Directory Proxy Server configuration property


Description


	Characteristic	Value
	
Syntax

	
integer


	
Default value

	
1024


	
Must be set

	
No


	
Is modifiable

	
Yes


	
Is multivalued

	
No


	
Requires restart

	
No








This property specifies the maximum number of connections that can be made to an LDAP data source to perform bind operations.

This property takes an integer.

The value of this property must be at least 1.

This property can also take the following values:

	unlimited
	
This value means no limit is set for this property.




This property is used to configure the following features:

	ldap-data-source
	
The common name of the LDAP data source





Attributes

See attributes(5) for descriptions of the following attributes:


	ATTRIBUTE TYPE	ATTRIBUTE VALUE
	
Availability

	
SUNWdsee7


	
Stability Level

	
Evolving









See Also

dpconf(1M)












transport-compression

DS replication agreement configuration (RAG) properties


Description

A replication agreement governs how a Directory Server supplier updates a Directory Server consumer. Although this configuration element is called an agreement, it concerns the configuration only of the supplier.


PROPERTY: auth-bind-dn


	Characteristic	Value
	
Syntax

	
DN | undefined


	
Default Value

	
undefined


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the bind DN used by the supplier to bind to the consumer in order to perform replication-related updates. This bind DN must be present on the consumer.


PROPERTY: auth-protocol


	Characteristic	Value
	
Syntax

	
clear|ssl-simple|ssl-client


	
Default Value

	
clear


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the protocol used by the supplier to bind to the consumer in order to perform replication-related updates. The default is to bind with simple authentication in clear text without securing the connection, as most replications connections are made on an internal network. You may however configure replication to use SSL and simple authentication to protect the connection from malicious snooping, or SSL with client authentication to further protect the connection.


PROPERTY: auth-pwd


	Characteristic	Value
	
Syntax

	
STRING


	
Default Value

	
None


	
Is readable

	
Yes


	
Is modifiable

	
No


	
Is multi-valued

	
No








This property specifies the password used by the supplier to bind to the consumer. You provide it using auth-pwd-file.


PROPERTY: auth-pwd-file


	Characteristic	Value
	
Syntax

	
PATH


	
Default Value

	
""


	
Is readable

	
No


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the file from which the bind password for replication is read to create the replication agreement. The file is read once on replication agreement creation, and the password is stored for future use.


PROPERTY: repl-fractional-exclude-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes not to replicate. This property is mutually exclusive with repl-fractional-include-attr.


PROPERTY: repl-fractional-include-attr


	Characteristic	Value
	
Syntax

	
ATTR_NAME | ""


	
Default Value

	
""


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the list of attributes to replicate. This property is mutually exclusive with repl-fractional-exclude-attr.


PROPERTY: repl-schedule


	Characteristic	Value
	
Syntax

	
INTERVAL | always


	
Default Value

	
always


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
Yes








This property specifies the times and days when replication can take place.


PROPERTY: transport-compression


	Characteristic	Value
	
Syntax

	
best-compression | best-speed | default-compression | no-compression


	
Default Value

	
no-compression


	
Is readable

	
Yes


	
Is modifiable

	
Yes


	
Is multi-valued

	
No








This property specifies the level of libz compression used on replication updates from the supplier to the consumer. Supported settings are as follows.

	no-compression
	
No compression


	default-compression
	
Default zli