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Preface

The Oracle Fusion Middleware Provisioning Gateway Administrator's Guide explains how to use the
Provisioning Gateway Administrative Console to remotely add, modify, and delete application
credentials directly within each user's Logon Manager credential store, eliminating the need for
local credential capture and granting the user instant access to the target application.

Audience

This guide is intended for experienced administrators responsible for the planning,
implementation, and deployment of Provisioning Gateway. Administrators are expected to
understand single sign-on concepts and be familiar with Internet Information Services, Windows
Registry settings, and the Oracle Enterprise Single Sign-On Administrative Console. Persons
completing the installation and configuration procedure should also be familiar with their
company’s system standards

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing impaired.

Related Documents

For more information, see the other documents in the Oracle Enterprise Single Sign-On Suite
Plusdocumentation set for this release.

Oracle Enterprise Single Sign-On Suite Plus

Release Notes

Installation Guide
Administrator's Guide
Secure Deployment Guide

User's Guide
Oracle Enterprise Single Sign-On Logon Manager

Deploying Logon Manager with Microsoft Active Directory

Deploying Logon Manager with Microsoft Active Directory Application Mode and Active Directory
Lightweight Directory Services

Deploying Logon Manager with a Lightweight Directory Access Protocol Directory
Template Configuration and Diagnostics for Windows Applications
Template Configuration and Diagnostics for Web Applications

Template Configuration and Diagnostics for Mainframe Applications
Oracle Enterprise Single Sign-On Provisioning Gateway

Administrator's Guide
Command Line Interface Guide

Oracle Identity Manager Connector Guide
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Sun Java System Identity Manager Connector Guide

IBM Tivoli Identity Manager Connector Guide
Oracle Enterprise Single Sign-On Universal Authentication Manager

Administrator's Guide

User's Guide

Conventions

The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with an action,
or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in examples,
text that appears on the screen, or text that you enter.
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Overview of the Provisioning Gateway Administrative
Console

The Provisioning Gateway Administrative Console enables administrators to set up, gather, and
manage information from the Provisioning Gateway Web service. The following modules can be
accessed from the Provisioning Gateway Administrative Console:

e Settings
e Users
e Reports & Logs

Accessing the Provisioning Gateway Administrative Console

Open a Web browser and enter the following URL:
https://yourserverhost/v-go pm console/logon.aspx
where yourserverhost is the name of the server where you installed Provisioning Gateway.

The Provisioning Gateway Administrative Console Logon Page opens.

Version Information

The About module provides information about which versions of Provisioning Gateway and
Microsoft .NET Framework are installed.

e Product Version. Indicates which version of Provisioning Gateway is installed.
¢ .NET Framework. Indicates which version of Microsoft .NET Framework is installed.
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Logon Page

Enter your logon credentials to access the Provisioning Gateway Web Service and click Log On.
The username and password should be the same as the directory authentication credentials.

For example, for Active Directory or ADAM, the username would be in the format:
domainname\username.

For Sun or IBM, the username would be in the format: uid=username.

The Provisioning Gateway server only recognizes credentials that it has access to. On

= AD or ADAM, those recognized credentials are domain accounts. For Sun and IBM, the
account must exist in the storage. If no storage has been defined, the account is
authenticated against the local accounts on the server where the Web service is
running.
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Security Settings

Provisioning Gateway can be run without changing the default security settings. Security can be
increased by changing several of the settings.

You can edit the Provisioning Gateway security settings through the Microsoft .Net Framework
ASP.NET Configuration Settings. These settings are then changed in the Provisioning Gateway
configuration files:

e <Jocal directory>\Provisioning Gateway\Service\web.config

e <Jocal directory>\Provisioning Gateway\Console\web.config

Granting Access to the Provisioning Gateway Management
Console

By default, all users are denied access to the Provisioning Gateway Management Console. You can
assign users provisioning rights through the Oracle Enterprise Single Sign-On Administrative
Console. You can perform the following actions on users:

e Provisioning a logon (adding, modifying, deleting credentials) for a user. Assign these rights in
the "Provisioning" tab of a template.

e Deleting an SSO user. Do this on the "Delete SSO User Right" tab of the Provisioning Gateway
node.

Configure these settings and publish them to the repository to grant users access to the
Provisioning Gateway Management Console.

See the Oracle Enterprise Single Sign-On Suite Administrator's Guide for more information on
using these settings.

Changing the Encryption Algorithm

By default, the Provisioning Gateway Web service uses 3DES encryption. To increase security, you
can change encryption to AES. In order to enable this feature, you must edit a setting in Oracle
Service Properties:

1. Goto Control Panel > Internet Information Services.

2. Right-click the Provisioning Gateway Service Web site. Select Properties.

3. Click the ASP.NET tab. Verify that the ASP.NET version is set to 2.0.x. (Ifit is not set to 2.0,
change the setting and click Apply.) Click Edit Configuration.

4. Inthe ASP.NET Configuration Settings dialog box, highlight EncryptionAlgorithm and click
Edit.

5. Inthe Value field, replace 3DES with AES_256. This value causes the Provisioning Gateway
Service to use the AES encryption method.

Enabling SSL

For testing purposes, you can enable SSL by changing the localhost.UP key in Provisioning
Gateway Console Properties:

1. Inthe ASP.NET Configuration Settings dialog box, highlight localhost.UP and click Edit.
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Go to Control Panel > Internet Information Services. Right-click the Provisioning Gate-
way Console Web site. Select Properties.

Click the ASP.NET tab. Verify that the ASP.NET version is set to 2.0.x. (If it is not set to 2.0,
change the setting and click Apply.) Click Edit Configuration.

In the Value field, replace:

http://localhost/Provisioning Gateway Service/UP.asmx

by entering

https://localhost/Provisioning Gateway Service/UP.asmx

. You can now edit the properties for the Provisioning Gateway Service in IIS to turn on SSL.
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Setting Permissions

When you install Oracle Enterprise Single Sign-On Provisioning Gateway (Provisioning Gateway),
you must create a specific service account, at the domain level, in order for Provisioning Gateway
to function properly. This guide describes how to increase security by creating such an account
with a specific set of permissions to certain objects within Active Directory.

In order to increase security, Oracle now recommends that this service account be created as a
member of the Domain Users group. (For the purposes of this document, the service account is
named PMSERVICE; however, you can follow any naming convention you choose).

The instructions in this document describe how to:

e Create the service account (PMSERVICE) as a member of the Domain Users group.

e Grant a specific set of permissions to certain objects within Active Directory to the serviced
account.

e Configure the Oracle Enterprise Single Sign-On Administrative Console.
e Create templates for provisioning.
e Provision a user.

T, The PMSERVICE account must also be a member of the local administrator’s group on
= the IIS server that the Provisioning Gateway server-side components are installed on.

You will need an account with Domain Admin and Schema Admin privileges in order to
complete certain tasks involving the installation of Logon Manager, extending the
schema, installing software, and modifying certain permissions within Active Directory.

This guide is intended for experienced administrators and software engineers who are responsible
for the installation, configuration, and maintenance of Provisioning Gateway and Oracle Enterprise
Single Sign-On Logon Manager (Logon Manager). Administrators are expected to understand the
installation, configuration, maintenance, and troubleshooting of the following Microsoft products
and technologies:

e Windows® Server 2003
e Microsoft Active Directory
e Microsoft Internet Information Server (version 6.0)

e Oracle Logon Manager software in a Microsoft Active Directory environment, including instal-
lation of the Oracle Enterprise Single Sign-On Administrative Console and the Logon Manager
Agent, schema extension, and configuring the Provisioning Gateway Agent through the Oracle
Enterprise Single Sign-On Administrative Console.
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General Recommendations and Notes

Microsoft recommends that you not install Internet Information Server (IIS) on a Domain
Controller. Oracle recommends that you install the Provisioning Gateway Server-side components
on a member server, not a Domain Controller.

The procedures and recommendations presented in this document have been tested in a
controlled environment where the desired results were achieved. Oracle recommends that you
test these procedures in a non-production environment that resembles your working network as
closely as possible.

The procedures outlined in this document involve changes that can affect your entire domain.
Specialized policies, trust, inheritance issues, and intra- and inter-site replication issues,
particularly as they exist in large enterprises, cannot be fully tested outside of the actual
environment.

As with any issues that could affect a large number of users, Oracle recommends a prudent, error-
on-the-side-of-caution approach to testing and deploying this product by those who are
responsible for installing, configuring, and maintaining it.
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Installing the Server-Side Components

To install the Provisioning Gateway Server-side components:

1.

On a domain controller, through a Terminal Server session to a domain controller, or through a
workstation that has the Active Directory Users and Computers snap-on installed, create an
account called PMSERVICE.

Provide the account with a very secure password.

Verify that the account is not required to change its password on next logon. This account
need only be a member of the domain users group.

On a member server in your domain, log onto that machine as a domain-level administrator.

In the Application Server dialog box, verify that Internet Information Server 6.0, as well as the
ASP.NET components, are installed:

application Server x|

To add of remove a component, click the check box. A shaded box means that only part
of the component wall be installed. To see what's included in & component, chick Details.

Subgomponents of Application Server
[ “) Application Server Console 00ME =]
¥ By ASPNET 0.0 MB
W @ Enable network COM+ access 0.0ME
] I Enable netwoik DTC access 0.0 ME
M :3'[ Internet Infomation Services [11S]
] =@ Message Queuing 6.5 MB H

Dezcription: IS Includes Web, FTP, SMTP, and NNTP suppost, slong with support
for FrontPage Server Extensions and Active Server Pages [(ASP).

Total disk space requied: 4 5ME Details...
3J960.7 ME —I

Space avalsble on disk:
ok | cancel |

You can install the .NET framework, version 2.0, manually by downloading it from the
4 Microsoft Web site.

There are no special configurations or options to consider during the installation of the Pro-
visioning Gateway Server-side components. Accept the defaults after agreeing to the End-User
License Agreement.

In the Setup Type dialog box, select Complete.
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Inst allShield Wizard

|;' v-Gl Provisioning Manager Server -
Setup Type
Chioiesa Ehwr Sebup bypes that besh susks your nesds,

Please sebect a setup bype.

& Complete
J Al program festures will be installed, (Requires the most disk.
SpacE.)

" Custom
{ Chocss which program festures you want installed and where they
will ba installad, Recommendad for advanosd users.,

Instaliohield

< Rack _Eut:- Cancel [

4

As part of the installation process, one or more DOS windows will flash momentarily on
this server as services start and stop. This is normal behavior during the installation
process.
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Installing the Logon Manager and Provisioning
Gateway Agents

1.

Install and configure Logon Manager on a workstation within your domain. Install the Oracle
Enterprise Single Sign-On Administrative Console, the Logon Manager Agent, and extend your
schema. Refer to the Logon Manager Installation and Setup Guide for more information.

Verify that Logon Manager is functioning properly.

Install the Provisioning Gateway client-side components on the workstation where you
installed Provisioning Gateway. Refer to the Provisioning Gateway Installation and Setup Guide
for more information.

'a When you deploy the Logon Manager Agent to workstations, you must also deploy the
4 Provisioning Gateway client-side component to each workstation where Logon Manager
will reside.
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Verifying the Provisioning Gateway Server-Side
Installation

To verify that you have successfully installed the Provisioning Gateway Server-side components on
your IIS Member Server, look for the following:

e Virtual directories within IIS Manager
e Folders and files in the C:\Program Files\Oracle directories on the server.

Examples of these entities are shown in the followingillustrations:

I Internet Information Services (11S) Manager

¥ Fle Action View Window Help

¢« BB RS >=u

€ Internet Information Services I

= llil ORCAMS (local computer)
#-_J Application Pools
=-_J Web Sites
= D Default Web Site
= -;:;3 ¥=-GO PM Console 2
*-_J App_LocalResources
- _J bin
B-_Ji ) |
[+ _J WebHelp
= -Jj w-GO PM Service
- _J bin
_J) Resources
#-_J aspnet_client
_J Web Service Extensions

=

| L

@& C:\Program Files\Oracle\ESSO-PG

File Edit VYiew Favorites Tools Help
DBack v ) » T | ) search | Folder
Address |r_:1 C:\Program Files\Oracle\ESSO-PC

]
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Configuring the Provisioning Gateway IIS Server

In order for the Provisioning Gateway Server-side components to function properly, you must
make the PMSERVICE account a member of the local administrator’s group on the IIS Server that
houses the Oracle server-side components.

1. Inthe control panel of the Provisioning Gateway IIS member server, click the Local Users and
Groups icon in the Computer Management Group.

2. Addthe PMSERVICE account.

3. Open the Internet Information Server, then Default Website.

4. Locate the Provisioning Gateway Management Console and Provisioning Gateway Service vir-
tual directories. For both directories, make the PMSERVICE account responsible for anony-
mous access.

| T Erternet dnlormation Servipa L S inl i
T B oon Yew  inde DI R— 2
&= M@ XFE HTTF Heaers | it Ervaes. | AP ET FF Evable grorgmos moess
Wirtusal Dschiory | Donuments Dwectory Seourt  Lisa the fobowing Windosss wser aocount for sronymous soosss
[y Wtermet Information Servces
=3 CRCAMS flocsl computer} Aot e ard acceni ortral (v name:  [ORCAPMRRVICL  frosss...
B Apphcation Pooks Enasble sronymous sooess and ed the [—
i Winh Stes % andthentication methods for this resorce. .. I Emeprord: bl ahald
= el wel Stn
PO s T —
w0 ey Lol B ackdress and domain name restrictions.
- bin e r dery atEeia bS B ekdur o LRy Btherticated acce  FlasE sh-aiel th passwend b2 confes
wil P ackinpioed or Intentiok doman fame. Fioe thee Fioewireg s [erveeanes
1 Wbl e et e
5 4 -
23 —e | SR o] o |
B __.th-SvaE-‘.M =} ar ohed Wi
I™ Digest suthentation for Windws doman servers.
o e 1™ Bag suthantication (password i sent iniclaar bt}
=0 rabl drk atfcates when ths | e
o« | caes | we |

5. From the RUN line, type iisreset to restart the IIS service.
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Granting Special Permissions to the PMSERVICE
Account

The next procedure is to grant special rights to specific containers within Active Directory on a
domain controller to the PMSERVICE account. Remember that, to Active Directory, the
PMSERVICE account is simply an ordinary user account.

To grant the special permissions:

1. Inthe Permission Entry for SSOConfig dialog box, grant the PMSERVICE account read-only
access to the SSOConfig container (the container where the application templates are stored)
as shown in the following illustration:

Permission Entry for SSOConfig ﬂﬂ

Dbject | Properties

[T PhA s Db [ [PRAAD MM @0RCA EDL Change... |

Apply onta: IThis object and all child objects j

Permizzions: Allows Deny

'a Steps 2 through 8 must be repeated for each Organizational Unit that exists within your
4 organization that contains users.

2. Inthe Permission Entry for the Users container grant the PMSERVICE the ALLOW permission
applied onto the User objects as it pertains to both the Create vGOUserData Objects and Delete

vGOUserData Objects.
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Permission Entry for Users 2] x|

Object | Properties

(R P A0 [PRADMINGEOBCA EDL

Apply onto; |Llser ohjects ﬂ

Pemizzions: Allo Derny

TR Y TrrTeT

Al alidated Writes

All Extended Rightz

Create All Child Qbjects
Delete All Child Qbjects
Create vGOConfig Objects
Delete vGOConfig Objects
Create vGOUzerD ata Objects
Delete vGOUzerD ata Objects
Allowed to Authenticate

Change Paszzword
Receive Az

Rezet Pazzword

IO0O000EO0O0000C
000000000000t

=
r Apply theze permizzions to objects and/or Clear All |

cohtainers within this container only

(] I Cancel |

3. Grant List Contents, Read all Properties, and Read Permissions to the User Objects containers.
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Permission Entry for Users 2

Object | Properties

M amne:
Apply onta: ILIser ohjectz j
Permizsions: Allows Deny

Full Cantral (=

List Contents
Read All Properties
Write All Properties
Delete

Delete Subtres

Fead Permizsions
Maodify Permizzions
Modify Owner

Al alidated Wwiites

Al Extended Rights
Create All Child Objects

[ TP PR TP T e Y T o Y S

r &pply these permizsions to objects and/ar Clear &l |

containers within thiz container anly

OF. I Cancel |

10000080 00®EO
lOoOOoOoOoOooOoooon
|

-

4. Grantthe ALLOW permission applied onto the User objects as it pertains to both the Create
vGOConfig Objects and Delete vGOConfig Objects.
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Permission Entry for Users : 2 x|

Object | Properties

A0 MM [PMADMINEORCA.EDL] Change... |

Apply onko: ILIser objects j
A

Pemizzions: Al Drery
oy Pemizsions

kdadify Qs

Al alidated Wites

All Extended Rights

Create All Child Objects
Delete All Child Objects
Create wG0Config Objects
Delete wGOCanfig Objects
Create vGOUzerD ata Objects
Delete vGOUzerD ata Objects
Allowed to Authenticate

Change Pazzwaord
Receive Az

r Apply these permizsions to objects and/or Clear Al |

containers within thiz container anly

o I Cahcel |

OO0O000EEO0O000C
OOO0O00O0000O0000C

L

Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOConfig objects.

; lDix]
o Bl Mton Vew Wndow  ep =l =]
ol |[:] s Prepeeties L 1 xil
— Perrnission Lnbry for Lsers J_]ﬂ
Active Deector; | Ganasl| Dbsct | Secuty | Posminsionn | udting| Gwnes | Effect
# ) Saved Ques )  Dtgct | Propestes |
= G ocacor e of e names T wites et il camhicn bl apecie
# 1 Bt 0 Ervesprise Acdming [DRCANEntesprine Adming]
525 Compud P g Home:  [ETIAEONEOEGII  Change
S oot || € cvrereRE pouss conTROLLERS s |
@ = [Nama | =
@ ) Ferrinr | 10 PMADNEN [PMADMINEORCA COM) T e : dpely griee [VG0Conig ctwects =
5 Lenibien ﬂpu.wm: 2000 Compatble Aoceas [DRCAPreWirdees T dlow  PMADHIN PMEDM F Ao Dery
0 WSS | Pard Opsssios [ORCAWPIR Opsisions] Alows  PMADMIN PMADM.. [ gu"'""'z_
a1 ) Prograr e e Al PMADMIM PMEDM . F Full Corited [ =] O
x Alow  PMADMIN PMADM F L Conaris
G 00 L Bete | ipees  PMADMIN PMEDM. F e =
il ———  |iaow  Pecoumpmenn po | FesddiProoste a a
= Users Prerres ot bt FMADIMIN Ao Diers Alow  Print Opesshors ORC.. € b 4 Properies [ =] [m]
EHE Woh Full Cortal [m] [u] o o Dedere B a
Flead [m] o A Ede Fead Pessuriarn H o
\alatn [m] o : bty Peerar ior B o
imhestabie permg iy |
Conate A0 Chikd Objects o O | P e v orior stcity doied || | "o 0 B o
Dibete & [ Objects (] o A1V slcdghed Writes =] [m]
Spennd Permatacnt =] m]
Fion wpecial pesmsmons o b advanced 1etings. By Vormplecn o pesisiion enivies with §
cheh Aibaried LTz
L e abonadl JC0813 Coninol
Sl Thean peerratzins by obpects areddior Cear &l
o Canced r conbarens valhir B contsres ory _I
, (] o |
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6. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOLocatorClass objects.

4- - Imm_ mm x|

3_{ ek Gerwaal| Object Secay | Puerivsions | fudtng | Qv | EB bt | Propasses |
=P oRcacor  Grupol usel names T g irbornation about ipec
B O | IORCAE toprivn A Hoe: [T Do |
2 ;' c"'""“: €3 ENTERPRISE DOMAIN CONTROLLERS. R i [+ o 5|
# Foregn | 1 PMADME FAMADMINEORCA tOM) i s
B tosthre | 0 Prevwindows 2000 Compuanbis Access [IRCAPE-Windows 2 e Mow Dery
wCIMDS G | T Price Opesstors (ORCANFrint Opecstors] Fidl Coniral B m]
B Clrops lom.e.. Lint Contarts B o
i 8 S50Cor Agd [y Poeard 48 Fropestes =] [m]
5 (20 System —_— ik A Progesties B m]
= Eaerissina for PUADMIN L Diery. rsbate a o
B wol o [a] [u] Fenird P s B o
Faaed o o Moy Faemizzsons =] u)
Wike o o Hodly Orner B o
Casahe Al Chdd Obgecty [m] [m] ANV aldshed Wiikes B m}
Drsioke AN Chid Dbaescty o o
Sgscid Pasniisons B [ ]
Fix tpecsal posrisucns o lof chvanced selings, Adpars
e nt 1 bt andlfor Al
mwlnl-w_ni LI

[oc ] cmw |

]

a_,qj:mm;.;' Geneal| Obiect Sty | Pemitsen | Audtg | Owerr | st e Ot | Progestes |
-
= D ORCACor G O e e T wien e infamation aboust pacial pemits.
T Qinan T [y o TGN (raoe |
= ’m.“
558 b I ENTERPRISE DOMAN CONTROLLERS Pecty e [G0est dn chrects =
= ) Foeesne Al Forrsin: Al Dery
{_ILH.WI oo
& CANTDSE | ] Pt lomatoss ORCANPo Dicssstors) Al PMADMN [PMEDM . CrasaDy Full Cortecd =] o =
SO 1270 i nuatmets Fatenf o 5 0O
&89 Hoc A1 || e |l PGPS FlCos | Feril gt B O
= ot Alow  PMADMN [PME004_  Full Corin: ks A Progaetns =] o
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8. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOSecret objects.
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Granting Provisioning Rights to Domain Users

If you want regular domain users (users who do not have administrative permissions to the AD
repository) to have the ability to provision other users, you must create a security group for them
in AD. Grant permissions to this new group as outlined in this manual. Add to this group the names
of any users you want to enable to view provisioning activity using the PM Console.

l"a The Provisioning Gateway Service User account should be included in this security
4 group by default.

For details on creating user groups, see the Provisioning Gateway Administrator's Guide.
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Settings

Settings > Web Service Account

Use the Web Service Account page to set or change the Anonymous Logon for IIS Web Services.
The Provisioning Gateway Web service runs as this domain account. The Web Service Account
dialog box displays the current Anonymous Logon account and provides a logon form for changing
this account.

"": You must be authenticated to the Provisioning Gateway Console as a member of the
hd administrator group of the Provisioning Gateway Web server to change the account

The Web service account requires the following privileges:

e Read and write access to the Registry path HKLM\Software\Passlogix.
e Connect, read, and write access to the storage if AD or ADAM.

To change the Web service account, type in the account User Name (in the format
Domain\Username) and Password, confirm the password, and click Save.

Settings > Storage

Use the Storage page to view or change connection settings for the directory service (Oracle
Internet Directory, Microsoft Active Directory, Microsoft ADAM, IBM LDAP Directory, or Sun
Directory Server) that is used as the repository for Provisioning Gateway data.

Fields marked with an asterisk [*] are required

When you have completed your changes, click Save Changes to apply the new settings to
Provisioning Gateway. After the storage settings are saved, you will be prompted to re-
authenticate to Provisioning Gateway.

The information on this page is encrypted and saved to the registry under
HKIM\Software\Passlogix\PM\Server\Storage.

baring — Jrawe

*Storage Type Choose one of the following storage locations:

e Oracle Internet Directory

e Oracle Directory Server Enterprise Edition
e Oracle Virtual Directory

e Sun Directory Server

e Microsoft Active Directory

e Microsoft ADAM

e IBM LDAP Directory

e Novell eDirectory

*Server Enter either the name of the server or the IP address of the server.

*Root DN | The root directory. For example, DC=mydir,DC=com.

Provide this setting for Oracle Directories, Active Directory, IBM LDAP Directory, Novell eDirectory,
and Sun Directory Server storage only:
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*User Path(s)

The fully qualified path indicating the location of user accounts. There can be
unlimited paths to search. The paths are searched in the order they are entered
and are separated by a semicolon (;). For example,
CN=users,DC=mydir,DC=com

Provide these settings for Active Directory and or ADAM storage only:

Prepend Domain

Select this option to add the user's domain to the username when naming the
user's container. For example, for the domain passl/ogix and user jamesk, the
container is named jamesk with this flag disabled and pass/ogix.jamesk with
this flag enabled.

Provide this setting

for Active Directory storage only:

Locate in User

Select to enable searching for Provisioning Gateway user data under the Active
Directory user objects.

Provide this setting

for Sun LDAP storage only.

User Prepend

Specifies the user naming attribute for user objects in the directory.This setting
is used to form the relative distinguished name (RDN) of a user object. Typical
values include "CN" or "UID."

Provide these settin

Server storage only:

gs for Oracle Directories, IBM LDAP Directory, Novell eDirectory, or Sun Directory

*Connect as
User

The user name of the directory administrator.

*Password

The password of the directory administrator.

Provide this setting

Sun Directory Server storage only:

for Oracle Directories, Active Directory, IBM LDAP Directory, Novell eDirectory, or

Use secure
connection
(SSL)

Select to enable secure socket layer.

If using Configurati
types:

on Objects or Role/Group support, provide these settings for all directory storage

Use
configuration
objects instead
of application
list

Select to enable the use of configuration objects (COs) instead of application
configuration lists, also known as the entlists.

The Provisioning Gateway Server obtains the access control rights of its
provisioning clients by searching the directory for provisioning objects. It finds
only the objects it has access to.

Role/Group
support

Select to enable Role/Group-based access control of administrative users.
Enabling Role/Group support activates configuration object support.

If Role/Group support is enabled, permissions should be specified. If no
permissions are specified, by default, all users and groups are denied access
for all actions.

See Setting up Role and Group Support for information on setting up
permissions.
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baing — Jrawe

Configuration Specifies where to begin the search for configuration and provisioning objects.
and role/group | The search moves from the specified locations downward. For example,
objects root DN | ou=vgoconfig,dc=test2003,dc=com or dc=passlogix,dc=com.

The path to this container must exist and contain at least one template prior to
the input of these storage settings. The template can be in a sub-container
rather than in the path itself. If this container does not exist, you will get an
error message.

See Setting up Role and Group Support for information on setting up
permissions.

Settings > Event Log

Use the Event Log page to configure the server where events will be logged. When you have
completed your changes, click Save Changes to apply the new settings to Provisioning Gateway.

Database Select the database you are using:
Type

e Oracle database
e Microsoft SQL Server
e Syslog Daemon

The Syslog Daemon is not a database; however, you select it on the Event Log
Settings page from the Database Type drop-down list in order to send events to the
daemon. There are no parameters to set for the Syslog daemon. Configuration is
done manually following installation. See the Oracle Enterprise Single Sign-0On
Suite Installation Guide for more information.

Provide this setting for Oracle Database only:

Connection Enter the database connection string.
String For example, this string should be in the following form when using: Oracle using
external authentication:

Provider=[OLE DB Provider] ;Data Source=[SID]; User Id=/;
Microsoft's Oracle OLE Provider:

Provider=MSDAORA ;Data Source=ORCL; User Id=/;

Provide this setting for Microsoft SQL Server database only:

Server Enter the name of the server where events will be logged. SQL Server must be
running on this machine, although the Provisioning Gateway database does not
have to exist. If this is the first time this server is used by Provisioning Gateway,
the Initialize Event Log box must also be checked so the Provisioning Gateway
database is created.

You cannot use the IP address of the server to specify the current machine. You
must use the actual machine name (for example, pdevrx2).

The name localhost cannot be used to refer to the local machine. You must use the
name of the machine.

Provide this setting for the Oracle and SQL databases:

Initialize When enabled, this setting creates the Provisioning Gateway database on the
Event Log specified server. If the database already exists, all existing data in the database is
erased. Typically, this setting is used on the initial install and when you want to
clear the log entries in the database. This setting is not saved.
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Managing Users

Users > Manage SSO Users

This page allows you to search for users and to add, modify, or delete their credentials. Users can
be searched for by name or by the logons they have.

Find Users

Show user(s) with User Name. Enter the user name to search for. Leave this field blank to
perform a search on all users. In the drop-down list, select either substring match or exact
match.

Only show users who have logons for. This list includes all the possible applications available
to users in your organization. Select one or more application to filter the result to show only users
who have logons for these applications.

Show additional information. The search results list the usernames. The search results can
also show Logons or Pending Provisioning Instructions. Select either of these options if
desired.

Click Find Users when all information has been entered.

Search Results

The results list the User Name and, depending on whether additional information was selected,
Logons and, if applicable, any Pending Provisioning Instructions. Use the buttons (which
highlight on mouse-over) to add, delete, and modify users. Click on a user's name to view or edit
that user's profile.

l"a Applications that are not predefined (for example, on-the-fly Web applications) cannot be
« provisioned.

[+ | Add New Logon

B Delete SSO User or
Delete Logon or

Cancel Provisioning Request
Modify Logon

user 1 Click on User Name
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Users

Users > Manage SSO Users > Add New Logon

This page allows you to create a provisioning instruction to add a new application logon for a
specific user. This page is accessed by searching for a user on the Manage SSO Users page and

clicking the [:] button next to the User Name.

Add Logons

SSO User. The Logon Manager user name selected from the user search results.

Application. Lists all of the available applications. There is also an option to not list applications
that user already has a logon for. After an application is selected, the Logon Information
section refreshes and text boxes appear for each field required by the selected application.

Description. Allows you to modify a logon's description field as seen in the Logon Manager Logon
Manager. This field is optional.
Logon Information

User ID. User's username or ID for the application.

Password/Confirm Password. User's password for the application.

'a After the User ID field is created, it cannot be modified. If a User ID must be changed,
= you must delete the existing logon and add a new logon with a new User ID. Depending
on the requirements of the application being added, you might be prompted for
additional fields, such as a Third or Fourth Field. Similarly, some applications might not
require all of the fields. In such cases, the unnecessary fields do not appear.

When you have entered all the required information, click Add Logon to submit your
add request.

Users > Manage SSO Users > Delete SSO User

This dialog asks if you are sure that you want to delete the selected SSO user. Click OK to delete or
Cancel if do not want to delete this user. When you click OK, a message will confirm that this user
has been deleted.

Access this dialog box by searching for a user on the Manage SSO Users page and clicking the B
button next to User Name.

Users > Manage SSO Users > Delete Logon

This dialog box asks if you are sure that you want to delete the selected logon. Click OK to delete or
Cancel if do not want to delete this logon. When you click OK, a message will confirm that this
logon has been deleted. Access this dialog box by searching for a user on the Manage SSO Users

page and clicking the B button next to Logon.

Users > Manage SSO Users > Cancel Request

This dialog asks if you are sure that you want to cancel the pending provisioning instruction. Click
OK to cancel or Cancel if do not want to cancel this request. When you click OK, the page will
refresh and the pending provisioning instruction will no longer be displayed. Access this dialog box
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by searching for a user on the Manage SSO Users page and clicking the B button next to Pending
Provisioning Request.

Users > Manage SSO Users > Modify Logon

This page allows you to modify an application logon. Any fields that you leave blank on this page
will not be changed. Access this page by searching for a user on the Manage SSO Users page and

clicking the &l button next to User Name.

Logon to Modify

SSO User. The Logon Manager user name selected from the user search results.
Application. The application to be modified.

User ID. Username or ID for the application.

'a After the User ID field is created, it cannot be modified. If a User ID must be changed,
4 you must delete the existing logon and add a new logon with a new User ID.

If a logon does not have User ID associated with it, the password field cannot be
modified. A User ID must exist in order to modify the password. Logons that do not have
a User ID associated with them should be deleted and recreated with a User ID, if a new
oneis required.

New Logon Information

Password/Confirm Password. User’s password for the application.

Description. Allows you to modify a logon's description field as seen in the Provisioning Gateway
Logon Manager.

Third Field. The third field for this logon.
Fourth Field. The fourth field for this logon.

Third and Fourth Fields are required only if the identified application is configured with

L2 aThird or Fourth Field. Depending on the requirements of the application being added,
you might be prompted for additional fields. Some applications might not require all of
the fields. In such cases, the unnecessary fields do not appear.

When you have entered all the necessary information, click Modify Logon to submit
your modify request.

Users > Manage SSO Users > Edit User

This page displays the selected user’s logons and any pending provisioning instructions. Access this
page by searching for a user on the Manage SSO Users page and clicking on the user's name in the
search results list.
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Edit User

User Name Displays the selected user's name.
[:] Click to add a new logon for this user
B Click to delete this user.

Logons Lists the logons assigned to the user.

Use the links and buttons (which highlight on mouse-over) to add, delete, and modify user
logons.

Delete All Removes all logon credentials from the user's directory.
Logons

Advanced Allows you to generate a custom delete request.
Delete

B Deletes the specific logon associated with this user.
Changes a user's logon credentials for a specific logon.

A If a logon does not have user ID associated with it, the password field cannot be
A modified. Any credentials that do not have a user ID associated with them should be
deleted and replaced.

Pending Displays any provisioning instructions pending for the selected user.

Provisioning Displays the provisioning instruction (such as add or delete), the

Items application, and the creation and execution date for the provisioning
instruction. Click Cancel Instruction to delete this instruction from the
repository.

Advanced Delete

SSO0 User. Displays the Logon Manager user name selected from the user search results.

Application. Lists the applications that can be deleted from this user. Select the application to
delete from the drop-down list. The credential fields associated with the selected application are
displayed. You must fill in all the credential fields exactly as they are stored in the directory:

e User ID. Enterthe UserID.

o Password/Confirm Password. User's password for the application. These fields only appear
if the application is configured to only have a password field.

o Description. Logon's description field as seen in the Logon Manager Logon Manager.
e Third Field. The third field for this application logon.
e Fourth Field. The fourth field for this application logon.

When you have entered all the information has been entered, click Submit to submit your delete
request.
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Users > Add New SSO User

This page allows you to create new Logon Manager users. This creates a storage object in the
repository for the user. After the user is created, the Add New Logon page appears so that you can
add applications for the new user.

Add New SSO User

User Name. Enter the user name to add. Click Next. The Add New Logon screen opens.

la.. The user name must exist in the directory. If it does not, an error will occur.
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Reports

Reports & Logs > Event Log
Use the Event log page to view the Provisioning Gateway event log. Events can be viewed by date
periods and can be filtered by event type.

1. To select a date, click Choose.

2. Enter appropriate search parameters and click View Log. The log entries appear at the bottom
of the screen:

¢ Date/Time
e EventType
e Provisioned User
e Application

e Execute Date

3. Click the D button for details on the status of the instruction.

The log is exportable to a CSV file, which can be loaded into many optional tools (Microsoft Excel,
for example) for analysis.

1. Toexport the log file, click Export Log.

2. Select the export destination for the log file and click OK. These are the list of fields exported to
this file:

e Time Stamp
e EventType
e User Name
e Application

e Execute Date

e Provisioning Agent

Reports & Logs > Status Request

The Status page provides a summary of the status of the selected provisioning instruction.
State. The state of the instruction:

e Pending

e Retrieved

e Processed

Result. The result of the instruction:

e Success

e Failure

e Retrieved

Description. A detailed textual description of the instruction processing result.

Modified Date. The last time the instruction was modified. If the state of the instruction is
“Pending,” all the other fields are left blank.
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Click Back to Event Log to return to the Event Log page.

Reports & Logs > Generate Report

Use the Generate Report page to download a CSV-formatted file containing all the data stored in
the repository.

Select the type of report to generate:

Logons. This option generates an application report (user's credentials). This report contains the
following fields:

User DN (for example, cn=userl,ou=people,ou=vgo,dc=passlogix,dc=com)
User name (for example, userl)

Application Name

Last Used Date

Modified Date

Provisioning Instructions. This option generates a provisioning item report (user's provisioning
instructions). This report contains the following fields:

Instruction Type
Instruction GUID
Current Status
Provisioned User
Application

Create Date/Time
Execute Date/Time
Provisioning Agent

Select the type of report to generate and click Download Report.
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Obtaining a Certificate

In order to use Provisioning Gateway, you must obtain an X.509 Certificate for SSL and Certificate
Chain from a trusted certificate authority.

Certificates can be obtained from any trusted certificate authority. This purpose of this guide is to
demonstrate how certificates can be obtained through Microsoft® Certificate Services.

These instructions will guide you through installation of a standalone CA, which can be used to
issue certificates to anyone, even non-Windows entities.

Certificates can be installed on Windows Server 2003, Windows Server 2003 R2, Windows Server
2008, and Windows Server 200 R2. The instructions and screen shots in this guide are primarily
for Windows 2000. The instructions in this guide can easily be followed using either operating
system.

T, Thefollowing articles from the Microsoft Web site can be referred to for information on
= jnstalling certificates and setting up SSL:

“Install an Enterprise Root Certificate Authority (Windows 2003)”",
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-
fcd8c3102d621033.mspx

“How to Set Up SSL on a WebServer”,
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-
fcd8c3102d621033.mspx

The following pages contain the procedures involved in certificate setup:

e Installing the Microsoft Certificate Authority
e Enabling SSL for Your Web Site
e Submitting a Certificate Request to a CA Manually
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Installing the Microsoft Certificate Authority

1. Click Start > Settings > Control Panel > Add/Remove Programs.

2. Click Add/Remove Windows Components.

li'.; Add Remoye Programs

Currently installad progeams:

1 Marosoft o QE3IRES

M3 Cutiook Exprass Q823353
S wirrdowes 2000 Heafix - KBBZ3162
) Windows 2000 Hotfix - KBAZ3559
13 Wiredowes 2000 Hotfix - KBE24105
1 erdowes 2000 Hotfix - KBE24141
5 eredows 2000 Hotfis - KEEZ4146
i Windowes 2000 Hotfix - KESZ4151
1 Windowes 2000 Hotfix - KBEZ5119
S Wirdones 2000 Hotfix - KBAZ6232
) Weredowes 2000 Hotfi - KBEZBO2E

't. Microsoft Data Access Components KBS TOG69

3. Check Certificate Services and click Next.

x

Windows Components

Yo coarn e oo nemaene components of Windows 2000,

Too achd of remove & component, chick the checkbax & shaded box mears that onky
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Detals.
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[ @ Indesang Senvice
W T Intmiret Information Services (115
By anarnmend and Morininn Tonks

Drescription:  Instals a cotificaton suthonty (CA] ko izsue certificales for ue vith

pubic key secunly apphcaion:.
Total disk space requued 1.9 Ml
Space avalsble on didk: S2Z.0ME

cgack [ Het: | Concel |

121M8 =
oOME

Z1.6 M8
5rmRt I

Detals... I

4. When you are asked if you want to continue, click Yes.

Microsoft Certificate Services

lr,r! After instaling Certificate Services, the computer cannot be renamed and the computer cannok join or be removed

Fricen & domnain. (Do you want b continus?

=

Ho




Provisioning Gateway Administrator's Guide

5. Select Stand-alone root CA.

x|
Ceilication Authorly Type
Thete aoe lour types of cetificaton sthontes. “
Catifaz st Avthonity hepes: Degeriplion:
= Ertrrite iet A 'Tmmwmmm =]
hiesaicky., ok pequine
 Er Lafpehe gfhardale O Anhwﬂim
c
T Sjand-akne subordnate CA =l

To install an Enderpene CA, the Active Dieclony must be sccessble and you must be 2
eesmbses of Hree Dcamain Admiristeslon group. Flease go back to the previous screen and
depebect Cotificate Sericen

™ Advanced opbions

< Back Bt > Concel |

6. Enter CA Identifying Information. Enter the length of time that this certificate should be valid.
Click Next.

X
CA Identilying Information
Erer information 1o identily this T4 E
T mame: [EBUMQMF'M
Clrganization: [m,-u.;{
Osganizational yrit |
a [
Slabe o province: ﬁ Conmiryrageonc IF
Ermai |
G gescription: |
Wabd for [ [vews =] Eweex [sasz007 z4aPM
< Bock Hewt > Conced |

7. Specify the storage location for the configuration data. Click Next.
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Data Storage Location
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Certifcate database:
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[ AWINNT \spatemn3i\CertLog

FF Etore configerstion imformation in @ shared folder
Shased holder:
[C\CAConig

.

T Freserve petng cetficate datobase

¢ Back et > Concel |

8. You might be prompted to stop IIS. If so, click OK.

Microsoft Certificate Services 5 HI

Irterriet Information Sarvices i nunning on this compuber. You must stop this senvice bafore procesding. Do you want

1 ship bhe sérvice now?
[

9. You might be prompted to insert the Windows CD. If so, insert it and click OK.

e

ﬁ, Please ingest the Compact Dinc Labeded “Windowes 2000 — oF |
E:mm'iwnmmﬂﬂﬂd‘hcﬂ::]mﬂmﬁck
Cancel I
‘o can aleo chck OF. § pou want fes 1o bs copled
liom an slemste locabon, such a5 & lopey disk ol &
nebwork served,

10. At this point, you might be prompted to enable ASP pages. You must select Yes.
11. Click Finish.
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Enabling SSL for Your Web Site

1. Open Microsoft IIS and expand the Default Web Site. You will perform the following steps for
each Provisioning Gateway Web site.

2. Right-click the Web site (for example, Default Web Site). Click Properties.

=101 =]
[| aten wom || 4= = | BE X PR (2|2 r _
Trea | [ e [ path =
m Beberrat [nFormation Services Sariphs cxynetpublsoripts
= B * poss I i et el e
3 .’_ 1A AWM Sritesnti Pt i i acdnin
o Ademarestration Web Ste 115 Saemples e inetpubiisamples
# 1iSddmiry MEADC criprogram fles\commen Flesierstemimead:
+ IS+ _]_-.t._m 7\ Py Flees | Coavnon FilesMicrogolt Shared] sl 8.
% L1l hirvidocs gnﬂm CAWDBTreebilpeinders
® ] mages CartSey CAWINNT syt ern 32 CortSie
= ibeoerer _dlCertContial CAWPNT st em A Cort S CentControl
FEHE] TShrtrowsar _denttercd CAWTNT system | LS CartErvcl
a] o Dol ol SMTP Wirbual Servme =] images
) prreske
'_|_m_m‘ b |
i g
0 _vEi_pret
=) _vai_sorigt
1 _vei bt
9] b i
8] it g
'I]Io-cmt.a-:-p =
L ] ¥
I -

3. Select the Directory Security tab. Under Secure communications, click Server Cer-
tificate.

2%

‘et Site | Dperslors | Pedomance | 154P1 Flters | Home Dissctory | Documents
Disctory Secssty | HTTPHeodses | CustomEnos | Server Evtensions

Ernsabler anongweciis sccess ard adit the
Bl aeriicaion methods fos tis rssourca. [——

1 IP e e ooy Firen BeivCions:

@

Geant or dery aconss |0 this resouce using
I skt of indereed diomain names.

ok |

4. The Web Server Certificate Wizard appears. You will use the wizard to generate a request for a
certificate. Click Next.
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Welcome to the Web Server
Centificate Wizard

This wizand hellps yous oeate and sdminisies server
coithealng uind 0 ERcLng Wish ComLresahond
Bt pinn darved arsd & chanl

Shabus of pour Wish perver
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Cestificate Wized wall heslp pou o creste & rew
cotificale bor thit Wiels Sereer o aitach B an
esastng carthcshs

To continis, click Nest

Hoir || Cancel |

5. Select Create a new certificate and click Next.

Server Cetilicate
There e thise methods for asngnmg a certhicebs 1o .4 Wb e,

Splenct thes o o wwand bo v o Bria weeh sl
= Croate & e corti:nbe

™ Avign an maiting ceithcals
™ Impgrt & certificate from a Key Mansger backup e,

« ek Hest » Cancel |

6. Select Prepare the request now, but send it later and click Next. If you have an Enter-
prise-level CA and the machine is part of the domain, a request can be directly prepared. The
Send the request immediately to an online certification authority will be available. If
you select this option, you do not need to follow the steps in Submitting a Certificate Request
to a CA Manually.
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O —
Delayed on Immediate Aequest
"Yioua G prapaie & reques! b be sand Lales. of pou can berd one

Diio oo ekt hos peepare & certificate raquest bo be sent lster, or do pou want o send &
immedabely bo an onling certification suthonty?

©

« Back et » Cancel |

7. Enteraname for the new certificate. Ensure that the name is easy to refer to and to
remember. Choose the bit length. The higher the bit length, the stronger the encryption, but
the slower the performance. Choose a bit length that will balance strength and performance
for your needs. For a root CA, you should use a key length of at least 2048 bits. This option is
not available if you use existing keys. Click Next.

115 Certificate Wizard k

Hame and 5ecwily Seltings
‘o resw cartificste must havs & name snd & specific b length

Type & name bor the rews cestiicale. The nome thould be easy for pou bo refier bo and
b

Hagme:

The bit largth ol the encipplion key detesmines b cortifacate’s enciyphion diendgth.
meumhmmmm. Hiwatreed, & grester bt baroth may

L e
B length
[s:12 -

™ Serves G sbed Crypbogeaphy [SGC] cerificate [lor suport vessions onk]

<ok [ mear | cowe |

8. Enter your site’s common name. This name must match the machine name or site URL. Click
Next.
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IT5 Cerkllicabe Wizard

Youwr Site's Common Mame
Yioux Wb pte's Comimon name 15 i hlly qualfed domar name

Toppees thete comimeon Fuarmes I poun 1ite [F the server i on the Inbemed, ube & vald DNS
v, [t srve i o the inliarest. pou may peeler o use B compuber’'s NesB105

nesme
1§ thes comiman name change:, wou wil need ho obdan a rew ceificate
Correnon rome:
< Back et » Cancel |

9. Enter your geographical information and click Next.

Geographical Infosmation
T cotiacaton suthonty mquees S olowng geographecal miamabon

Lountiy/Regon:

LS [Urded Siabey] =

Stae/povnce:

| |
CitpYosz bty

I =

Shate/pirance and Ciyflocally ruit be complste. alhzial name: and may nol conlsn
Priwoky

[ epaee | nevr | canew |

10. Enter afile name for the certificate request. Click Browse to locate it. Remember the location
of this file as you will open it after completing the request.
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115 Certificate Wizard x|

Cestificate Request File Hams
ioux cosfiihcale nagusl o tanved &5 & baud Rle wath the B rume pou
speciy.

Erer a ke nawms Bor the certificate iequeat.
Eile ruaerar:.

oo Biowse

chock [ Hmtr | Conen |

11. Review the summary of your request. Click Next.

115 Certificate Wizard 3

Requezt File Swemmary
You harve choden 1o gersssle & nequest s

T gorerate the folovwrng tegue, chck Het
Fia e c\carireg bt
“fioun request condair: the followsng nfiomation:

:gl_l.l:d'l: paadis

riexwdlly H ame: pl;oll

Coundry / Regon (1]

Siale / Provarce Mew Yedk
Hew o

a . e
Organizational st vai

<k [THeas ]| cacel

12. Click Finish.
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Completing the Web Server
Cenrificate Wizard

"fiois have suctedthilly complelad the Wb Serveai
Caitdcsba wazand & cerbhoale maquest was ciealed and
wirveed Lo Hhe hle

&l el

Serad of el et fe bo pous esitification authodty, who will
el oo 0 s Tl CORLAINIY POLE Py Coithale
st dhas wizard bo altach the s coitifieshs b pous
P

Chck bpe
fior & kel of cavtihcabon suthonte: who oller sernoes for
Mictogol prodhucis

To clogm et wizard, clck Firish

[ Frah |
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Submitting a Certificate Request to a CA Manually

1. Locate the certificate request document (refer to Step 11 for the location). Open the text file
and copy all of the contents to a clipboard. You will paste the contents into a request in Step 5.

i) cerinegat - Mobepad E _-_I_n!l

-====BEGIN MEW CERTIFICATE REQUEST===== =]
I ICw 2 AM AW T EQMA GALUE A xMieCHF TG | P 2E SMBAGALEC xM Q2 ST CGFU

ESETMAR IWEATOVOOKEW] Db LS ST FQRETAPDGNVEBACTCE S | dyBZb3 IrMEEwDwr D

Ewhiixic AZELMAkGALUEEHMC ANEgh qhl 1GIwlBAGEF AANLADET

ELL § Iwerwy Ky BBAGCHWIBD § FTRGS Wiy DVROPAGH,/ B

S:Itl DQE:MSHDMQVIKGZIM{NF-II.‘J MGCCQGEIbiWE Ii-';ﬂhH

DgHCEzAKBooghk 1 GImODBZAT BV HSUEDDAK grmrwunrcs vxlcwa

hewOC A ] GET CBAwT BAR § A0E0ALGE] AHI AbwE ZAGHAZEOACABIGET AEEAT ABTAEHA

anahmmgmw:mnmummmhmnmzqusjm AE-HA
g By RAG1ACdS, ATk 1T+ TZVES0N] + 1B DGOER-F DINT XF BB

l'='| ux-l-\'L*Mm!:swaujpnzupﬁtuaemuﬂkwgnz?‘I:ULm-c-&:kngq m

1PT D Tuwes Tr 5,5 3100G0k Tyod OmLa] 2 Tvire? JuGHmpIuamnedVZ th1 59354 2

K2 T e CHAGE F B AL soRSItF] od er B8 TviEwr MUy TW33209

BeTbedst P21 r Gotet 10+ 1 SINI Pl +allvemr ok SkISsoezdmhe

--—--END HEW CERTIFICATE REQUEST-----

4] I

2. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select
Request a Certificate and click Next.

T ol Contafic ale Servioes - Microsoll Tntemnet Explorer =10 =l
B R Yew Faortes [ok Heb [ & |
ek - = - DD A Dsewch SFewce Feds | B S - ]
Agichess [] barp: {Jocrtasjoetre] =] #e |l-l'l=-""|

‘Welcome

You use this web site o request a certificate for your web browser, a-mail chant, or other secure
program, Once you acquire a cemificata, you will be able to securely idanbty yoursell to other peaple aver
thee wiaky, sign your e-mail messages, encrypt yow e-mail messages, and more depending wpon the ps
of certificate you request

Select atask:
€ Rateve the CA certificate or certificats revocation list
= Raguest a certificate
€ Check on a pending cerificate
Mext =
@] Do T

3. Select Advanced Request and click Next.
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http://yourmachinename/certsrv/

W -mcrosolt Contilficale Servioes - Microsolt Internet Explorer

Ele £t Mew Fgeortes ook Heb

Mrerosol Carid

Choose Request Type

Flaase salact the type of réquest you would like b make

™ User certificate request

& Advanced request

[Mex=T]

=l
&itons T e

4. Select Submit a certificate request using a base64 encoded... file and click Next.

T~ rosolt Corificale Services - Microsoll Internet Explorer

Fie & Yew Fgeortes Jook Heb
ek - = - [N A Dseweh Efevertes Treds | I S5 [ -
Agichess [{] zp: {foamtesjomtirecertraad, mo =l e |"""‘“I

Mrcrosoll Canif

Advanced Certificate Requests

Wou can request a certificate for yourself, another wser, or & computer using one of the followang methods
Mot that the policy of the ceification authorty (CA) will datermine the cenificates that you can obtain

 Subrmit & cemificale requast bo this CA wsing a farm

& Submit a cemificate request using a basetd encoded PRCS #10 file or & renswal request using a
basetd encoded PRCS #7 file

© Request a cartficats for a smart card on bieha¥f of another user using the Smant Card Enralimend
Staton

Yo mwst fivd an anrolient spent certdicate fo subvnd & requesd for anolin s

[en> |
=l

fig oo [T T Ewdmes &

5. Inthe Saved Request text box, paste the contents of the certificate request file copied in
Step 1 (or you can browse to locate the file and insert it). Click Submit.
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W -mcrosolt Contilficale Servioes - Microsolt Internet Explorer

B E% Yow Faoctss ok teb '

Mrcrosalt Cardid

Sk - - DA A Dsead GlFeertes Preds (3| Ly S0 H -
Agiress [ @] bty ocmbinfertind erteget g =] oo |unis ®

Submit A Saved Request

Hame

authority (CA)

Savod Request:

Paste a basefd encoded PKCS #10 cortificate request o PKCS 87 renewal requast gensrated by an
eatemal application (such as & web Server) into the request field to submit the request 1o the corificaton

(PHICS #10 or #7)

Basebd Encoded
Cedficate Regquest

Addition al Afributes:

=

: o

Brgearia for & file 1o ingen

Be £ Yow Fawtss ook teb .' '

Mrerosal Cail

sk - = - DD A Dsewh GlFwertss Freds J| - S H -
e (] beep: farbinfomtiryJomtrget g = e s >

Submit A Saved Reguest

Hame

uthority {CA)

Saved Requesi:

Faste a basefd encoded FKCS #10 certificate request or PRCS #T renewal request gensrated by an
etemal application (Such a5 & weab enved) inta the request ield o subrit the request t the cerification

Basebd Encoded
Cenificate Reques
(PHICS w10 or #7)

Additional Anributes:

AgBpAGTATOBY RAGIACAS aqTkIqC+ XTIVESIN =1 2]

kx P TVEAYLAXvOnF IevTdUi pBzvApdvkBaGhau/ 4k

JFIDLu+sTeS, 53 100G0kKIYE, DmlB L2 Twlwe 3udks

AAALAARVEOT IR D IecHACEF DOAD COD Ve oo RISD

AP TeBASePIIXIE6DNer LO+ 1SN fmlbal Iﬂzﬂiclj

————— END NEW CERTIFICATE REQUEST----- =
L]

Browge for a file 1o inged

Arirbules

] £

] oora

El
[T Eodrmes
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Your certificate request has been received and is pending.

Wi rosolt Covidicale Servicors - Microsolt Inbernet Explorer - =10 =l
B G Yew Fyortes Dok b [ o |
back v o - D) Q) Dsewch [aifwortes Fede | Dy O - !
Pd‘l’wl{ltup:r.lmrmhrv.&m&uhm :I (e |Ll'h-"'i

Microsoft Centibhtale Seraces -

Certificate Pending

Your certificate request has been recaived, Howesver, you must wait for an administrator to issue the
certificate you requastad

Flease retum o this web site ina day or two o retneve your cerificate

Mole: You must relam with this web browser within 10 days to relisve your certificate

AT (Bl [ —

6. Open the Certificate Authority tool by clicking Start > Programs > Administrative Tools >
Certificate Authority. Expand the certificate authority.

[ Certification Authority E =100 =|
aton yew ||+ = | BE B (R =

Tree | Nosme [ Deseription I

[ Cortifcation Athorty (Local) L Acertiicate for P Certification Authority

= ) Certiicate for PM

N

Click on the Pending Requests folder. Click the certificate request in the right pane, and click
All Tasks > Issue.
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M =loix
| fton pow || = =» | D@ DB @ |

ree | O Y A S| s
[ cortication suthorty (Local) E3: weeBEGINME...  Taban Under Submission 442005 3:071
= {23 Certificate For FM
[0 Reervokad Crrtificates
(2 Issund Certificates
R [Poes Ryt

1 Faded Rmquests

K i

The Pending Requests folder is now empty.

M-‘ =loixi
| aton yew || = | G@ BB @ l

Tree | It Hame Cartficate | Serisl Mumber | Cortificate Effective Bt
[ Centhication Authorty (ool [ E PORANSIUSR...  ==BEGINCERTL.. 6150655000, 4/M/2005 2759 FM
= [£2) Certificate for P
(2] Reevokad Contificates
a
[ Pronaing Rpurits
(1] Faled Requests

Ll | | |
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The certificate moves to the Issued Certificates folder.

M =lol x|
| gton yow || &= | BB DR @ l

=

1D Haames

[ certiication futhority (Local) =5 PQASTISHUSE. ...
= {2} Certificate for FM

[ Reervoknd Cortiicates

=

= Poncing Regusts
(£ Fabed Fimquests

Certificate | Serisl umber | Certificats Effective Dt
cere BEGINCERTL.. S1S08558000... 4/4J2005 2:59 PM

1] I i

8. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select
Check on a pending certificate and click Next.

a S rout el sle Sservioes - Hicrovolt i ennet Explioner

B B Pew Fgeorte ook ek

detak + = - () 5 | Dsewcr Sfeotes Greds (3 5 S -
Achdress | ] barc (fpassientand

Homie

Walcome

Wil LSE this vah Sibi 00 Meguest @ cortificata Tor your wil Drowsar, a-masl chent, of othar Securs
Progran, Cce you Soquine & camificate, vou will De able 10 Secunely Ienily worsell to oihel Deopls over
the webs, sign your e-mail messages, encrypt your e-mail messages, and more dapending upon the typs
of certificate you request
Select a task:

© Ratridens thi CA comificate or camiicats rvacation kst

© Réquest a cerdifcate

& Check on a pendng cerificate

=
[ivem [ Bt

9. Select the certificate that was just created and click Next.


http://yourmachinename/certsrv/
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T Mcrosolt Cetifiale srrvioes - Hicrosolt infennet Bgploner

) =100 %]
Bl [ ew Fgerte Nk teb =
detak - o - @[ | Dhsewch GiFworkes Freds F D S -
Achdress | @] hirc: (fpmstidiortarefomcign.ap

Check On A Pending Certificate Request

Prhigrgie Sobct e Cormlicale request you wanl [ chack

s

Meat > I
=
[Eivem [ B eirten

10. Click Download CA certificate. You can select either DER or Base 64 encoded.

7_] S rowt Cetili sle Srrvioes - Microvoll e ermet Exploner

E =101
B G Yew Fperter ok peb =
depack - = - G 2] | Pisewh (GFwertes Freds F L O -
Agireas | ] btz {fprprtin i ertarefomrtirah g

Certificate Issued

Ther Cortificate you requésisd was issued 1o you

& DER encodad or ¢ Base 64 encodad

EE :-ll;llf amilcEd CA comfcata

weioad CA CENBCANOn Dail

i) borm

=
- T

11. Save thefile to a location on your computer. Download the certificate.

File Download

SomeFlos con horm yous conpuer ¥t fle nfomatcn bokow

SUSERCIoLES. of you do not hully tnest the source. do not open o
save thas fiba,

]

File name:  camnew.car
File type:  Secunity Ceitificate
Frame paade:
/T, This bype of fle could haim your computer if it contains
abcics code.

‘whould you ke to open the fle o save it bo your computer?

goen | [CSsve )| comcel | Moelnio |

| Alueys ash before opening this tioe of e
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12. Locate the certificate that was just downloaded and double-click it to open it.

coticate N T

General | Detais | Certification Path |

l:mtl'muiwmﬂnn

This certilicate is interded bo:
SErgares e lenkiy of & iemohe (ot e

Issued bos  poartin

Tzzued by:  Certfcste for PR

Wil froam 442005 bo 4/4/2006

13. This certificate must now be installed into IIS. Open IIS and locate the Web site where Pro-
visioning Gateway is installed. Right-click the Web site and click Properties.

*§ Internet Information Services E =10] x|
| aton vew || & =» | BB EFRDE 22> = 0 | |
Tree | | Description [state | Host Header Name | 1P Addres:
[ 1rternet rformation services o Defauk Web Ste Running * All Unass
BT oo o) tdrinistration Web Sie Running * ll Unas:

& ) Default ‘Web Ske S Default SMTP Virbusl Server Running * all Unias:

i o Administration Web Ste

- Default SMTP Virtusl Server

| | |

l [ [

14. Select the Directory Security tab and click Server Certificate.
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Default Web Site Properties E ed 1 |

‘Wb Sibe | Dperalor: | Pedomance | I15AP1 Flters | Home Diectony | Documents
Diectony Secusly | HTTF Headers | Custom Emois I Server Exenmons

Anonigecus sccest ard authentication corieol
> ; Ensabiy arvonymmciss scoess ard ool the

authantication methods for this resoucs

IP icrecss e choaman Fuastren pesinctions
Grant or deny accest Io ths sesowce using

& IP addeesses or indemeed domain names:
EdiL.. I

Seiund COmmUrcaiont
Reque secure communscshons and
ST enablle clent certficate: wheon this Serve: Coscats_ |
TEROUICH i AcCesped i

ok | Cacd | st | hee |

15. On the Web Server Certificate Wizard panel, click Next.

‘Welcome to the Weh Server Certilicate Wizard. ; x|

Welcome to the Web Server
Certificate Wizard

This wizard heflps you cosate and sdmirisles server
caitficalng used n secuns Web commuricationd
Lt o el e & clent

Stabus of yous 'Web perver

Viour Wish Servel dosie® have a ceithcals nslalled
sl pou ort hires By pending regusts
Cestificate 'Wizad wall heslp poun o creste & rew
cotficale bor thir Wb Seres o sitach io an
maring certhcsle

To continue, chck Mest

Heds || Cancel |

16. Click Process the pending request and install the certificate. Click Next.
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x
Penideng Costilicale Hegue
iy pending cerihicate tequest is a request bo which the cestihication
authonty has rot yet responded,

A corticate sequesl iz pending, "Wihat would vou e to do?
7 Progess te perdeg neguedt and nlal the cetiicals
™ [elete the pending request

cgack [ Hea> Corcel |

17. Browse to the location of the saved certificate file. Click Next.

Procezs a Pending Regquest
Frocess a pending certificats request by retieving the fils thal contans
the: certihcsbion suthonty's responme

Erdor the path ared fle name of the fle contairang the cortification authooly's response,
Bath ared fs nams:
F: \Drocurments and Setimgsddmetsl oD eskl ophositrsw.cer Beowea... I

18. The Wizard asks for the SSL port to use with this Web site. The default SSL Port is 44 3. Click
Next.
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S5L Port

Sipecily the 551 pout for Bhiz wed sile,

S5, et his wesh s should use:

e

o [How | Come |

19. Review the summary of your request. If there are any problems, you might have to issue a
new certificate. If everything is correct, click Next to install the certificate.

x

Ceidicate Semmary
"o b chogen 1o mstall 5 certhoate rom & response he

Tovirestoll the followsng certificate. chok Newd
[File e CA\Documants and SettmgsddminstslotD ek lop\cernew. car
Cestificate delads:
lspued To poadis
lssued By Cedihicate lor FM
Expaation Date 4542006
Interded Pupose Servel Buthenbcation
Frendly N;ne pqsadn
Coundry 7 Region 1]
Sasle / Peonrice Mew ioek
Eﬂy : Hew ek

Cm'nrgl A
ﬂmrgmmu List Compary

+« Hack I Hesd » I Cancel

20. When the IIS Certificate Wizard is done, click Finish.
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Setting Up Role or Group Support

Provisioning Gateway Role/Group support provides the capability to manage provisioning rights for
specific applications and users. These provisioning rights are configured and managed in the Oracle
Enterprise Single Sign-On Administrative Console. To set up Role/Group support, open the Oracle
Enterprise Single Sign-On Administrative Console by clicking Start > Programs > Oracle>
Logon Manager Console.

Two panels are available to manage provisioning rights:
e A Provisioning tab, which is located on the individual application panel. This tab enables you to
manage provisioning rights for specific applications.

e A Provisioning Manager node, which is located in the Oracle Enterprise Single Sign-On Admin-
istrative Console tree (left pane). This node enables you to manage provisioning rights for
users.

Using the Provisioning Tab

To access the Provisioning tab, expand Applications on the left side of the Oracle Enterprise
Single Sign-On Administrative Console and double-click any application. Click the Provisioning
tab.

From this tab, you can add or remove permissions. You can also select the level of access rights
(add, modify, or delete applications) for those permissions.

O Templates.xml - Oracle Enterprise Single Sign-on Logon Manager Administrative Console EI@E]
File Edt [nsert Repository Toolk Help

Ded af

= [P Applications A || Enc Loop | Miscelaneous | Password Change | Secwity || Previtioning | L
i Act
¥ Adobe Acrobat Reader Diectony; hd
i Al
& Cibiise ICA Chient/Progean Meigh MName D Access

¥ Cibiie |C4, Cherit/Progeam Nesgh
g Cibize MFuse Classic [2-held)
Citiize NFuse Classic (3-hield)

i Citii Program Neighborhood &

¥ Cibizx Program Nesghborhood &

¥ Erfrust
@ Ertrust Getbecess
+¥ Eudora
i GoldMine
i ICQ
i ICQ 4.0
& Lotus Motes
i Lotus Organizer
i Mesting Makes
B Mirrnenkt FroniBans b [ Copy Permissions To... ] Hdd Remawve
< »
Ready
Directory | Enables you to select the target directory server.
Name | Lists the groups or users who currently have access to this item.
ID | Lists the user’s account name.
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Access Indicates the permissions that have been granted to the user or group (Add, Modify
or Delete Logon). To change a user or group's access rights, right-click the user or
group and select Add Logon, Modify Logon, or Delete Logon from the shortcut

menu.

Copy Enables you to apply the provisioning rights for the current application to multiple
Permissions | applications. Click this button to display a dialog box listing all the applications.

To Select the applications that you want these provisioning rights to be copied to. Use

Ctrl+click or Shift+click to select multiple entries. Click OK.

Remove Removes selected users or groups from the list. Select a user or group to remove;
use Ctrl+click or Shift+click to select multiple entries.

Adding Users or Groups

The dialog box that you use to add users or groups depends upon which directory server is being
used:

e LDAP
e Active Directory or ADAM

LDAP

Use the Add Users and Groups dialog box to select the individual users or user groups that are to be
added to the access list for the current configuration item (Add Logon, Modify Logon, or Delete

Logon).
Add Users and Groups @

Cearch Base: dc=passiogix, do=com | Change ][ Seach ]
Uzerz and Groups:
M arme DM A
uger uid=uszer,ou=llzers do=passhogo, do=com
ugerfl uid=uzer/1 ous=llzers de=passlogx, de=com
uzerl uid=uzer] ousllsers do=passlogin.doscom
Ligsi2 uid=isei? ousll seis de=passlogix descom
userd uid=user3, ousl sers despasslogix, descom
userd uid=userd, ou=lsers de=passlogix,de=conm
ugers uid=uzers, ou=0 serz de=pastlogix, de=com
W

4 >

[ Cancel ] [ Help
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Search Base The base (highest-level) directory to begin searching for user or group accounts.

All subdirectories of the base directory are searched. Enter a location or click
Change to browse the directory tree.

Change Displays the Select Search Base dialog box to browse for a base directory for the
search. Use this dialog box to browse to and select the base (highest-level)
directory to search for user and group names. Click OK when finished.

Search Begin searching the base directory for users and groups.
Users or Lists the search results. Select the names to be added to the access list for the
Groups current configuration item. Use Ctrl+click or Shift+click to select multiple

entries. Click OK when finished to copy your selections to the access list.

Active Directory and ADAM

Use the Select User or Group dialog box to select the individual users or user groups that are to be
added to the access list for the current configuration item (Add Logon, Modify Logon, or Delete

Logon).
Select User or Group @

Ligt Mames From: | 21\ POOCHM2* w

MNames:
Power Users Power Users pogsess most administratie
Femote Deskiop Users tembers in this group are granted the i
R eplicataor Supparts file replication in a domain
SYSTEM The operating zystem

_‘ |Jzers |Jzers are prevented from making accid
# Administrator Buil-in account for administening the co
ﬁ ASPHET [ASP.MET Maching Ao Account used for running the 85P.MET
ﬁ Guest Buil-in account for guest access to the ™

i

Add Mames:

[ k. ] [Ear‘n::el] [ Help ]

List Names
From

Select an Active Directory domain or server.
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Names Lists the names of users and groups for the selected domain or server. Select one
or more names to add to the access list.

Add Copies users and groups selected in the Names list to the Add Names list. Use
Ctrl+click or Shift+click to select multiple entries.

Members When a group is selected the Names list, displays the Global Group Membership
dialog box, which lists the members of the selected group.

Search When a group is selected the Names list, displays the Global Group Membership
dialog box, which lists the members of the selected group.

Add Names Displays the names of the users or groups that you have you have added so far.
Click OK to add these names to the access list for the current configuration item.

You can type or edit user names in this list. However, entries are checked for
invalid account names, and duplicate account selections are automatically removed
when you click OK.

Using the Provisioning Manager Node

Use the Provisioning Manager node to manage provisioning rights for users. To access, click the
Provisioning Manager node from the tree in the left pane. When you select the node, a pane
(the right pane) is displayed with two tabs:

e Default Rights
e Delete SSO User Right

When you change the settings in this node, you must publish them to the repository in order for
them to take effect. Right-click the Provisioning Gateway node in the Oracle Enterprise Single
Sign-On Administrative Console, and select Publish .

Default Rights

Use the Defaults Rights tab to define the provisioning rights for each new application created.
This feature sets standard rights for each application created. After each application is created,
change the rights as needed.

The controls on this tab function the same as the controls on the Provisioning tab.
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Delete SSO User Right

Use the Delete SSO User Right tab to define the users to grant the Delete SSO User
functionality to in the Provisioning Gateway Management Console.

The controls on this tab function in the same manner as those on the Provisioning tab.
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