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GettngStarted  HWierarchy Template Collections Associatons

Defining the Hierarchy

Levels: Select 2 target praperty far each Levelof the Hierarchy. Add the levels in rder, from top to bottom.

Nodes: Each nod within a Level represets an Adiristration Group. By dsfaul, sach Target Property valus becomes a node. Valuss ay be addsd, removed, or combined nto a single

node. IF sing new valuss, ensure they are added to the sctusltargets 35 wel,

Review: Use the <Previews> controls to 200m or bring nto focus portions of the Hierarchy. Nates For Adrinistration Groups are auto generated using Short Values specfied for Property
values. Cick on a nade name to change It to 3 meaningful name, F required. Click <Calcuiate Members> to estimate the number of members that would be janing each
Adrinstration Group,

Define/Save: Clck <Creste’> to definethe Hisarchy. This wil cause the nodss inthe Hisrarchy to become Adrinistration Groups, which can then be used lis other Groups. Define s

reauired befare moving ko cther tabs; changing tabs without defning il cause al changes to be ost

Calcuate Members Greate | 3¢ Dekte
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& Add e R Remove
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Getting Started With Administration Groups and Template Collections
Acmiistration Groups are a specal type of aroup used ko fuly automate the application of management setings (manitoring settings, complence standerds, and cloud polies) o targets Upon joning the group. When a target s added
tothe group, Enterprise Manager automeically applies management setings associated with the oroup to the nevly added target, You defne target management settings i a Template Collection. Any pdates to the Template Collsction
ere cutomeically applied o ol tergets n the Administration Group. Adminisiration Groups and assoceted Template Colctions need iy be set up once.

The following graphic shows @ completed Administration Group ierarchy with associeted Templete Collctons. Tt lustrates how Enterprise Manager uses this to automate the applicaton of terget monitoring setings

Auto-Applying Monitoring Settings to Tagets thraugh Administration Groups i Targets
and Template Callections

% Step 1. The Administrator sets the target property Lifecycle Status to "Production” E

e 2. v e ot
%a e 2 T encs %% [ Advinistration roupsProduction T Admiistration Grou Test
Group. (Targets whose Lifecycle Status roduction) (Targets whose Lifecycle Status = Test)

pesocted pssocted
%;5 B 8 8 8 8 @ 8 8 8

\ Step 3. Enterprise anager sgplies Template Collection: Production Template Collection: Test
the morkaig templte t he trget (Froduction Honioting Settings) (lest Monioting Settings)

Elvontorng Tmplte: & Moritoring Template: B
CPU Utizaton: Warning > B0°% CPU Utlization: Warring > 95°%

Before You Begin

Step 1: Plan your group hierarchy
A target can belong ko at most ane Adrinistration Group. This prevents any corficts accurting as aresult of joning multiple Adrinistration Groups with potentialy diferent monioring settings. To ensure & target belongs to orly one
Adrinstration Group, only a single Adiristration Groups herarchy can be treated and a trget can join only one aroup n the fierarchy. Each Adrinsration Group n th ierarchy i defined by membership criteri and a target is added

tothe group only i t meets the oroup's membership critera

When defning the hierarchy, tirk sbout how you wouldfirt break down alltargets nto roups such that targsts that are monitored and managed inthe same way are put together nthe same group. The attrbutes that are used to
define the membership criteia of the groups are based on target praperties. Target praperties include attrbutes such as Lecycle Status, Locatian, and Line of Business. In the lustration above, tuo Adminstation Groups are created,
Production and Test, because monitoring settings For production targets are cifferent from the monitoring settings for tes targsts. The group metbership criteia are based on the Lfecycle Status target property. Targets whose
Lfecycle Status is Productior jointhe Production aroup and targets whose LiFecycle Status s "est' o the Test group. Lifecycle Status s thus the target praperty that determines the firt level in the Adminitration Group hierarchy, and
ach value o the Lty Status property dtermines the membership criteria of each Adriistration Group i the ist level. Additional Ievels i the Adrinistration Group hierarchy can be added based on other target propeties
Typicaly, addtion leves are added if there are addtional monitoring (or management) settings that need ko be applied and these could be diferent for different subsets of targets n the Admiistration Group. For example, n the
Production group, there could be addtianal maitaring settingsFor targets in Finance ne of busingss that are dfferent rom targets in Sales Ine of business. In s case, an addtional level based on Line of Business target property level
wold be added to the herarchy.

Step 2: Assign Properties To Targets

after establshing the desived organizations hierarchy, you must ensure properties are set corectly for each targst 5o that they jonthe right Adrinistration Group. Using target propeties, Enterprise Manager automtically places
targets into the appropriate Adminstration Group withaL user ntervention

Vou can use Al Trges page to view properties across al targets n your enterprise. Al raets

For <l i f barbe untscan chae barnet raonertins et from e Eofermyice Mananer concole. For by ruimhers of banete. & i hock e P T f<oh barnst mrnerhy wbie verb)
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Name value

Comment
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Notfication Methads 5 Add SUHP Trep
Add SNMP Trap
Define a new Notficaton Method so thet SNIMP traps can be sent by means of Incident Rules Test SUMP Trap)

e PG

Descrption ot

AP Community [public

TFTef blank, the default commmunity, publc, willbe used.

+¥our ntfication methad nseds to be event compatible n order to be executed surcessfuly.

Repeat Notifications
Wihen an event metches a repeat enabled ncidrt rs and s associated ncident i ot acknowledged, notfication il be sent repeatedly unti the confiaured maximum it i reaches

Supports repeat notications [
& TIP Repeat notiications willnot b st to thisdice Unless repeat noification i enabled by a Super Adninistrator globaly and for the associated .
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E-mail Customization 4
Enterprise Manager uses e-mal templates to generate e-mai notifications for event, incdent, and problem type and forme lonajshort) combinations. You can ses some sample e-mailsthat wil be generated
for the selected type, format combination below. You can custamize the e-malk that you recéive by changing the e-mail template.

Type Metric lert Events v| Fomat [Long Format v

Currently using the default svent template.
Customize.

Sample E-mails
Shown below e sample e based on the current e-mal template for Metric Alert using Long format, This emplate i a default e-mai template shipped with Enterpriss Manager.

E-mail sent when a critical sample event is generated.

subject
EMEvent: Crtical:Sample Target - This s a sample event message,

ample Target Type

Target name=Sample Target.

Message=This is a sample event message.
Severity=Critical

Event reparted tine=Aug 21, 2010 11:07:24 PM PDT
Deployment Type=Deployment Type sample value
Contact=Contact sample value

Line o Business=Line of Business sample value
Lacation=Location sample value
Commert=Comment sample value
Department=Department sample value

Customer Service 1dentifier=Customer Service Identifier sample value
Cost Center—Cost Center sample value

Event Type=Metric Alert

Event name=Sample Event Name:

Metric Group=Load

Metric=CPU Utilization(%)

Metric vaue=92

Key Value=Sample Key Value

Key Colutn 1=Sample Key Column 1

Key Column 1 Value=Sample Key Column 1 Value
Key Colutn 2=Sample Key Column 2

Key Column 2 Value=Sample Key Column 2 Value
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Notification Methods ]
Motification Methads allow you to globally define different mechanisms for sending natifications. These include e-mal, SNMP traps, PL/SQL procedures and running custom scripts. Once defined, Notification
Wethods are sed by ncdent Res to send nokfications o adiitrators Fr events, incdents, o problns

Mail Server

Eterpis Hanager reqres th folowing Hforaton o ser -l ncatons by means ofIcden: Ruls, Whenspecying il SHTPsrvers,separa sach server by  conma_Revet | ey |
epas.

Test Ml Servers

Qutgeing Ml (SHTP) Server

s th Frmat SERVERIPORT (Evample SMITPLSE7). Prt 25 used o e i spaciid or the sarvar, Erampls SMITPA, MyServerser)
User Name

Specky user name I your SWITP serverrequires asthentication.
Passuord

Specky the auhenticaton password. The name and pssword il be used for all SHTP servers,
Confirm Password

Ideniy Sender As

Sender's E-mall Adcress
Use Secure Connection @i

O, F avaiable
Osst

Scripts and SNMP Traps

Before Enterprise Manager can send notfications by means of OS commands, PLSQL procedures, or SNMP traps, they must first be defined as Notfication Methods. Adinistrators can then uss these
methads n Incdert Rules

#dd [05 Command v, Go
Name Type Support Repest Notifications
o natfication methads found.

@ TIP Remember to create Incident Rules n order to send notfications by means of these methods.

Repeat Notifications

Repeat notfications alow you to be nokifisd repeatedy abous the same events, incidents or problems. Once ensbled) you willstilneed to chooss the repeat notfication option n sach Incdent Rule that wil
Use I, IF you diable repeat notications on this page, a repeat notications wil stop.

[ send Repeat Notifications
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Enterprise Manager requires the folowing nfarmation ta send e-mail notfications by means of Incdent Rules. When specifying mltiple SMTP servers, separate each server by a comma _NEVErt | _ABRlY | o

or space. Test Ml Servers

Qutgeing Ml (SHTP) Server

e th Frmat SERVER PORT (Esarmples SMITPLSE7). Part 25 used o e i spaciid or the sarvar, Erampls SMITPA, My Serverser)
User Name

Specky user name I your SMITP serverrquires authetication
Passuord

Specky the auhenticaton password. The name and pssword il be used for all SHTP servers,
Confirm Password

Ideniy Sender As
Sender's E-mall Adcress
Use Secure Connection @ N

O, F avaiable
Osst

Scripts and SNMP Traps

Before Enterprise Manager can send notfications by means of OS commands, PLSQL procedures, or SNMP traps, they must first be dsfined as Notfication Methods. Adinistrators can then uss these
methads n Incdert Rules

add [0sCommand v Go| =
Name Type Support Repest Notifications

o natfication methads found.

@ TIP Remember to create Incident Rules n order to send notfications by means of these methods.

Repeat Notifications

Repeat notfications alow you to be nokifisd repeatedy abou the same events, incidents or problems. Once enabled) you willstileed to chooss the repeat notfication option n sach Incdent Rule that wil
Use I, IF you diable repeat notications on this page, a repeat notications wil stop.

[Csend Repeat Notfications
Repeat Frequency (inutes) 15

Maxinum Repeat Notfications (3
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P Openiiew Console (SVP Trap) Notfication method to send trp to HP Openiiew console:

1> Repeat Notifications(Not specified)

~IClear events

For most events, Enterprise Manager detects when the underlying issu is clared and will enerate a lear svet, Thess types of svents cannot be cleared using this option, However, for
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Define actions to be taken when an incident matches this rule.

| Conditions for actions

You can define the actions to apply whenever the rule matches or apply them conditonaly.
© Always execute the actions
Only execute the actions f specfied conditions match (@
Inadent matches the folowing crtera
Incdent has been open for some time and is in a particular state (select time and optional expressions)
* Time in this state 48[ Hours [=]
[ severity
[ Acknowledged
[ owner
[ Priority
status [Not in [z] [Resolved;Closed
[ Escalation level
[ Unassigned

INotifications

Assign recipients for notfications. Reciients for the "To" it can only be added or removed in this section. Users who subscribe to this rule will be added to the "Cc" Ist; users who unsubscribe to this rule wil be removed from the "Cc” ist. You could specfy multiple users separated
by commas. Recpients could be Enterprise Manager users, direct E-mail address or predefined variables.

7 Basic Notifications
Emai To  [DBA_MGR@MYCOM.COM Q
E-mail Cc Q

Page qQ
> Advanced Notifications
> Repeat Notifications(Not specified)

~lUpdate Incident
Automatically update the incidents to help triage your incoming incidents.

Assion to Q

Set priority to | =]
Set status to None [=]

Escalate to | Level 1 [=]

~lCreate Ticket
No ticket device has been configured.
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Add targets is a process that allows you to choose targets to be monitored and managed by Enterprise Manager. Use the folowing to configure the targets to be monitored.

Add Targets Manually
© Add Host Targets
© Add Non-Host Targets Using Guided Process (Also Adds Related Targets)
(© Add Non-Host Targets by Specifying Target Monitoring Properties.

Add Host ... | Add Host Resuts
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1P Ranges for Scan

Use this section to select an agent that performs the IP scan, and for each agent, specify the IP ranges for the scan. The folowing formats are supported: host name, TP a
192.168.0.1 128.16.10.0/24 10.0.0-255.1-250,254)

2 Advanced
& To perform host discovery scans, configure the hosts of the scanning agents with Sudo Priviege Delegation, and use credentials that have Run As 'Toot’ attrbute set.

View + x Remove

|Agent to Perform Scan 1P Ranges for Scan [Host Name.

o data to dplay.
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