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Application Roles

‘Applcation roles are the roles used by security sware applcations that are speciicto the appication. These roles are seeded by
applications i sinle glabal poiy store when the applcatians are registered. These are aka application roles that are created In
the cantext of end Users accessing the applcatian.

9o manage users and aroups n the WebLagic Domain, use the Orace Weblogic Server Securiy Pravider,
lPolicy Store Provider
search

Select an application and enter search keyword far role name to search for role defined by this applicaton, Use application
Siripe to search F spplcation uses 3 strpe that is difererent from spplcation name.

applcaton Stripe [ obi v
Role Nome [ Starts With ®
[Rcrecte.. | [freatelie.. PEdt.. 3 ekt
[Role Name. g [Display Neme [Descripton
BlSystem Bl 5ystem Role
Bladnintrator Bl Adrministrator Role
Blathor Bl Author Role
BlConsumer B1 Consumer Role

vIMembership for MyNewRole
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Stfuthors o
Operatrs o

[BlAdministrator BI Administrator Role. Applcation Role
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‘Application Polcies > Create Applicaton Grant

Create Application Grant Like Grant To : BIAuthor ok | _cancel
Applcation Stripe. obi
Grantee

Select the grantees (user, group or application role) you want to add to the policy.
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‘Application Polcies > Create Application Grank

Create Application Grant Like Grant To : BIAuthor ok | _cancel
Anrication Stive. i
Add Principal

Specify crtera to search and select the application rols that you want o grant permisions to
Isearch

Type | Application Role v/ [Description
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[prncpsl [oiplay e Desertion ]
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Create Application Grant Like Grant To : BIAuthor
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Application Policies

‘Applcation polcies are the authorization polices that an applicaion relies upen for cantroling access to s resources,
E7To manage Users and oroups n the WebLagic Domain, use the Orack Mieblogic Server Securiy Pravider,
/Policy Store Provider

search

Select an spplicaton strpe in polcy store , select princpal type and enter ssarch keyword to query spplicaton securty grents
assigned to the principals. Click on searched principa to query polcies assigned.

Applcaton Stripe [ obi v
Principal Type | Applcaton Role (¥
Hame [Starts ith . @
Cratelie...  PEdt. 3 Delete
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A new security grant has been added successfuly.

Application Policies

i

‘Applcation polcies are the authoriztion polices that an applicaion relies upen for cantroling access to s resources,
%1 To manage Users and oroups n the WebLagic Domain, use the Orack WebLogic Server Security Provider
>/Policy Store Provider

viSearch

Select an spplicaton strpe i policy store , select princpal type and enter ssarch keyword to query application securty grents
assigned to the princpal. Click an searched principa to query polcies assigned.
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applcation Polcies > Create Appcaton Grant
Create Application Grant ok | concel
Add Permission L

Select from permisions and resources used in this spplication. Enter search criters to search for right permisions,
viSearch

@vermissions O Resource Types
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Search Resuks
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@ TIP Continue to 9o to next step I you wank to enter polcy detais

continue | _cancel
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Application Policies

‘Applcation polcies are the authoriztion polices that an applicaion relies upen for cantroling access to s resources,
%110 manage Users and oroups n the WebLagic Domain, use the Oracl Wieblogic Server Securiy Pravider,
>/Policy Store Provider

viSearch

Select an spplication strpe i policy store , select princpal type and enter ssarch keyword to query spplicaton securty grents
assigned to the principals. Click on searched principa to query polcies assigned.
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Home [Starts With ®

R create. CreateLiks...  PEdt.. 9@ Delets,

[prncpal oy e oescrpion
W etadninstator oL Adminstrator ke

isystem o1 Syseem Role

Siconsumer o1 Consume Role

Stauthor

BI Author Role
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Permissions
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A new applcation role MyliewRole has been added.

Application Roles
gplcatio roles are the cles used by secuity aware appicatons tha are specic tothe spplcaton. Thes roes are seeded by
applcations nsingle labal polcy store when the applcations ae regisered, These are o applcation cls that arcreated i the
Context of end uses accesaing the applcation,
(of o manage users an roups i the WebLogic Dorman, use the Orade Weblogc Sever Securty Provider
>|Policy Store Provider
“isearch

Select an application and enter search keyword Far rle name to search for roles defined by this applicaton, Lise applicaton stripe to
Search  application uses a strps that s dffererent From appiication name.

Applcation Stripe | cbi

Role Neme [ Starts With ®
G create. CreateLiks...  PEdt.. 3¢ Delets,
[roleame [Diplay e Desertion
oisystem o1 Syseem Role
Stadnisator o1 Adminstrator Role
Stuthor o1 Author Roe
Siconsumer o1 Consue Role
M yticle

MyNiewRole 15 based upon BlAuthor
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Application Roles > Create Appication Role
Create Application Role Like : BIAuthor ok | _cancel
General

Applcation obi
Strpe

* Role [iytienRole
Name Enter between 0 and 256 characters.

Disley iyNewRole]
g ]

Descripton [ 5 based upon EJAuthar.

Members
0 application role may need o be mapped to users or groups defined n enterprise LDAP server,or the role can be mapped to other
spplcation rols.

padd 3¢ Delets.
[name [Diplay e e
Stfuthors o
Stadnisrator Applston Roe
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Application Roles
plcaio roles are the cles used by secuity aware appications tha are specic tothe spplcaton. Thes roes are seeded by
applcations nsingle dlabal polcy store when the applcations ae regisered, These are o applcation cls that ar created i the
Context o end uses accesaing the applcation.

(of o manage users an roups i the WebLogic Dorman, use the Orade Webloge Server Securty Provider

IPolicy Store Provider

search
Select an application and enter search keyword Far rle name to search for roles defined by this applicaton, Lise applicaton stripe to
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