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oraclefwss_http_token_service_policy

Version

Description

This policy provides message-level protection and SAML V2.0
based authentication for outbound SOAP messages in
accordance with the WS-Security 1.0 and SAML Token profile 1.1
standards. It uses WS-Security's Basic 128 suite of asymmetric
key technologies, specifically RSA key mechanisms for message
confidentialty, SHA-1 hashing algorithm for message integrity, and
AAES-128 bit encryption. The keystore on the client is configured
either on a per-request basis or through the security configuration.
ASAML V2.0 token, included in the SOAP message, is used in
‘SAML-based authentication with sender vouches confirmation.
These credentials are provided either programmatically or through
the security configuration.

This policy includes SAML V2.0 token in outbound SOAP request
messages. The SAML token is automatically created. The issuer
name and subject name are provided either programmatically or
through the current Java Authentication and Authorization Service
(JAAS) subject_ Optionaly, attesting entity and audience restriction
condition can b specified. The policy also verifies that the
transport protocol provides SSL message protection. This policy
can be attached to any SOAP-based client

This policy faciltates the disabling of a globally attached WS Mtom
policy.

This policy uses the credential in the HTTP header to authenticate
users against the configured identity store. The credentials are
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Deployment Tasks
The table below lss common tasks that you may wish to do before deploying the spplication. Once you have made
deployment settings chanqes, typically you would save the deployment plan for later use.

Name GoTo Task Des
Configure Wieb Modules 7 Configure the web moces nyour applcaton.
Confgure EXs 7 Configure the Enterprie Java Beans i your aplcation.

Advanced Deployment Plan Editing
ou can optionally s the Ect Deployment Plan opton to set more advanced deployment optons | i Deplayment Flan
‘which the deployment taks above do ot cover. |t Deplayment Pen )

Save Deployment Plan
ou can optianaly save the deployment plan to your lacal dsk, You can redeploy ths application

later using your saved deployment plan and not have to edit the deployment plan. _Save Deployment Plan |





OEBPS/Images/image00860.gif
ORACLE Enterprise Manager 11g Fusion Middieware Control
O AdminServer(Oracle WebLogic Server) @ : Deploy
« s———@———a

Select Target._ Application Attributes _ Deployment Settings

Application Attributes Concel | | Back | Step 30 4 | Nevt

archive Typs Java EE Appication (EAR fe)
archive Location homejskiuise/tempjearfes/jaxwseib3ows.ear
Deployment Plan Create a new plan

Deployment Target. Adminserver

* Appliction Nare [jsxmseib3ons-test
Applcatian Version |1

Context Root of Web Modules

The cantext raat s nct configurable from EM i the web madhe aiready has the cantext roat canfigured in applicaton. i,

ieb Mode Context Root
Jmwseib30ms-ebmar Joseib
Distribution
(@ Distribute and start application (servicing all requests)
O Distrbute and start application in admin mod (servicing orly adrin requests)
O istribute orly.
£0ther Options

Source Accessbily @ Use the defaultsdefined by the deployment’s argets. Recommended selection

(© Copy this application onto every target. During deployment, the files will be copied automatically to th
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Java EE archive, Web Hodules (WAR fils), E38 Modules (£8 J4R fils) and Resource Adspter Modues (RAR fles)
eployed. You can alsa deplay an exploded archive that is resent o the server where Enterprise Manager is runni

(@ Archive is on the machine whers this web browser is running.

Browse.

O Archive or exploded directory is on the server whers Enterpriss Manager is running.

Deployment Plan

The deployment plan s il that contains the deployment settings for an appication. If you do not have a deployme
one wil be created automaticaly during the deployment process. Later in e deployment process, you can optionslh
deployment plan and save I For a uture deployment of thi appicaton.

® Automatically create a new deplayment plan or use the deployment plan from appiication installation dirsctory if
O eployment plan is on the machine where this web browser is runing.
Browse.

(O Deployment plan is on the server where Enterprise Manager is running.
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