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Audience

Preface

This manual explains the features and administration of the Oracle Platform Security
Services.

This preface is divided into the following sections:
= Audience

= Documentation Accessibility

= Related Documentation

s Conventions

The intended audience of this guide are experienced Java developers, administrators,
deployers, and application managers who want to understand and use Oracle
Platform Security Services.

The overall structure of the guide is divided into parts, each of which groups related
major topics. Parts I through III are relevant to administrators; parts IV contains
information about the OPSS policy model and is intended for developers; and part V
contains reference information.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documentation

Additional information is found in the following documents:
»  Oracle Fusion Middleware Administrator’s Guide

»  Oracle Fusion Middleware 2 Day Administration Guide
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»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory
»  Oracle Fusion Middleware Integration Guide for Oracle Identity Management

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Federation

»  Oracle Fusion Middleware Fusion Developer’s Guide for Oracle Application Development
Framework

»  Oracle Fusion Middleware Security Overview

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Entitlements Server
»  Oracle Fusion Middleware Third-Party Application Server Guide

s For links to API documentation, see Section H.1, "OPSS API References."

For a comprehensive list of Oracle documentation or to search for a particular topic
within Oracle documentation libraries, see
http://www.oracle.com/technology/documentation/index.html.

Conventions

XXX

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action.

italic Italic type indicates book titles, emphasis, terms defined in text, or
placeholder variables for which you supply particular values.

monospace Monospace type within a paragraph indicates commands, URLSs, Java
class names and method names, file and directory names, text that
appears on the screen, or text that you enter.




What’s New in This Guide

This chapter describes the most important changes introduced in releases 11gR1,
11gR1 PS1, 11gR1 PS2, Oracle Identity Management 11gR1, 11gR1 PS3, Oracle Identity
Management 11gR1 PS1, and 11gR1 PS5.

New Features in Release 11gR1 PS5

The features introduced in release 11gR1 PS5 include the following;:

Encrypting credentials. For details, see Section 10.2, "Encrypting Credentials."

Trusted Header Assertion with the Oracle Access Manager Identity Assertion
Provider. For details, see Chapter 15, "Introduction to Single Sign-On in Oracle
Fusion Middleware" and Chapter 16, "Configuring Single Sign-On with Oracle
Access Manager 11g".

Integrating application security with OPSS. For details, see Chapter 19,
"Integrating Application Security with OPSS."

Developing applications using the Audit Service. For details, see Chapter 28,
"Developing with the Audit Service".

Using the Identity Directory API in your applications. For details, see Chapter 26,
"Developing with the Identity Directory API".

Administering the Keystore Service. For details, see Chapter 11, "Managing Keys
and Certificates with the Keystore Service".

Developing applications using the Keystore Service. For details, see Chapter 27,
"Developing with the Keystore Service".

Upgrading to PS5 with upgradeOpss. For details, see Appendix G, "Upgrading
Security Data."

Documentation updates include the following:

Updates to the discussion of the Common Audit Framework. For details, see
Chapter 12, "Introduction to Oracle Fusion Middleware Audit Framework" and
Chapter 13, "Configuring and Managing Auditing".

Procedures to enable SSL for the Identity Store Service. See Section 7.5.

New Features in Oracle Identity Management 11gR1 PS1

The features introduced in Oracle Indentity Management 11gR1 PS1 include the
following:
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Oracle Entitlements Server, a tool that supersedes Oracle Authorization Policy
Manager. For details, see Oracle Fusion Middleware Administrator’s Guide for Oracle
Entitlements Server.

The stand-alone audit loader.

New Features in Release 11gR1 PS3

The features introduced in release 11gR1 PS3 include the following:

Support for DB-based stores.

Support for the IBM WebSphere Application Server.

Support for identity virtualization, which allows querying multiple identity stores.
Support for security administrative scripts on IBM WebSphere Application Server.

The OPSS script upgradeOpss to upgrade security data from 11gR1 PS1 or 11gR1
PS2 to 11gR1 PS3.

Additional OPSS scripts.

Improved Fusion Middleware Control security pages.

Enhanced OAMCfgTool for OAM 10g SSO, with additional parameters.
User and Role API support for IBM Tivoli and Microsoft ADAM directories.

New Features in Oracle Identity Management 11gR1

The features introduced in Oracle Identity Management 11gR1 include the following:

Oracle Authorization Policy Manager, a tool to manage application security
artifacts. The set of available tools to administer application security is expanded
to Oracle WebLogic Administration Console, Oracle Enterprise Manager Fusion
Middleware Control, WLST commands, and Oracle Authorization Policy
Manager.

Additions to This Guide
New material in this guide includes:

An appendix that lists all security-related WLST commands.

New Features in Release 11gR1 PS2

The features introduced in release 11gR1 PS2 include the following:
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The Resource Catalog, a way of specifying resource types, resources, actions, and
entitlements in an application policy grant. Starting with this release, OPSS
supports resource-based policies with the introduction of the resource catalog.

Instructions for developing custom User and Role providers.
Use of the class ResourcePermission in permissions.
New WLST commands to manage resource types.

The system property jps.deployment .handler.disabled of the Oracle
WebLogic Server has been introduced.

A new use of the command upgradeSecurityStore.



A new argument to the command migrateSecurityStore to control the
migration behavior upon encountering duplicate items. It applies only when
migrating application policies.

New Features in Release 11gR1 PS1

The features introduced in release 11gR1 PS1 include the following:

The class Resource Permission.
Principal name comparison has been enhanced.

Manual settings for policy migration have been simplified. In particular,
versioning the application is no longer required.

The WLST command migrateSecurityStore supports the embedded LDAP
store as a target.

The configuration of the identity store has been simplified. For example,
previously required properties such as username.attr and login.name.attr are no
longer needed when configuring an LDAP identity store.

The WLST command reassociateSecurityStore supports an existing LDAP
node as a target.

New and improved Oracle Fusion Middleware Control pages. In particular, using
these pages, one can specify the SSO service to use in a domain.

New Features in Release 11gR1

The single most important new feature in the 11gR1 release is the introduction of the
Oracle WebLogic Server as the environment where applications run and where
security is provisioned.

The features introduced in release 11gR1 include the following:

Support for application policies and roles, and the authenticated and anonymous
users and roles

Credential Store Framework

Auditing framework for Oracle Platform Security Services (OPSS) events for
credential and policy management, and authorization checks

Support for application lifecycle security integrated with JDeveloper

Enhanced authorization framework

Consolidation of code-based and subject-based policies in system-jazn-data.xml
Management of security with Oracle Fusion Middleware and WLST commands

New security-related WLST commands

Desupported Features from 10.1.3.x

The features de-supported in release 11gR1 include the following;:

Jazn is replaced with OPSS.
Jazn Realm API is replaced by the User and Role API.
Migration of OSDT toolkit from proprietary objects to JCE is desupported.
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The identity store, as previously configured in system-jazn-data.xml, is replaced
by the use of WebLogic authenticators.

The functions of Oracle Jazn Administration Tool are replaced as follows:

- User and Role CRUD operations are replaced by the use of the Embedded
LDAP configured and operated with the Oracle WebLogic Administration
Console

—  The configuration of login modules is replaced with the use of the Oracle
WebLogic Administration Console to configure authenticators

JavaSSO is no longer supported. On a Oracle WebLogic Server domain, Single
Sign-On (SSO) is automatic