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Preface

This guide describes how to administer the Oracle Fusion Applications environment,
including how to start and stop components, change ports and passwords, manage the
Oracle Database, monitor the environment, logging, back up and recover, configure
high availability, move components across environments, and troubleshoot runtime
issues.

This document is intended for administrators of the Oracle Fusion Applications
environment. The Oracle Fusion Applications administrator performs tasks to manage
the Oracle Fusion Applications environment. These tasks are performed to the Oracle
Fusion applications, Oracle Fusion Middleware components, and the Oracle Database.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.
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For more information, see the following documents in the Oracle Fusion Applications
technology library:

»  Oracle Fusion Applications Administrator and Implementor Roadmap
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»  Oracle Fusion Applications Installation Guide

»  Oracle Fusion Applications Post-Installation Guide

»  Oracle Fusion Applications Customer Relationship Management Enterprise Deployment
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»  Oracle Fusion Applications Common Implementation Guide

»  Oracle Fusion Applications Master Glossary

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

UNIX s used as a generic reference to all UNIX-based platforms. Where information
for a particular UNIX platform is different, this is noted in the text.
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What's New in This Guide

The following topics introduce the new and changed features of Oracle Fusion
Applications and other significant changes that are described in this guide, and
provides pointers to additional information.

New and Changed Features for 11g Release 6 (11.1.6)

Oracle Fusion Applications 11g Release 6 (11.1.6) includes the following new and
changed administrative features for this document:

The ability to use Oracle Enterprise Manager Cloud Control to view and manage
targets across domains. See Section 4.3.

The ability to use Cloud Control to save and reuse criteria for log file searches. See
Section 15.3.4 and Section 15.3.5.

The ability to use Cloud Control to implement pre-seeded compliance parameters
that ensure various Fusion Applications settings are performing optimally. See
Chapter 5.

Procedures for enabling SSL in Oracle Fusion Applications domains and identity
management domains. See Section 6.7.3.

New and Changed Features for 11g Release 5 (11.1.5)

Oracle Fusion Applications 11g Release 5 (11.1.5) includes the following new and
changed administrative features for this document:

The schemaPasswordChangeTool utility, which enables you to modify the Oracle
Fusion applications passwords in the Oracle Database. See Section 4.6.1.

The password-reset-tool utility, which enables you to change the passwords for
the FAAdmin, IDROUser, IDRWUser, PolicyRWUser, and oamadminuser users. See
Section 6.8.5.3.

The facertsutil utility, which enables you to renew your self-signed certificates.
See Section 6.8.6.

The fastartstop utility, which starts and stop components in the Oracle Fusion
Applications was modified to support starting and stopping Oracle HTTP Server
and Oracle Business Intelligence. See:

- Section 4.4.2.1 and Section 4.4.2.2 to review the syntax changes.

- Section 4.4.5 for instructions on starting and stopping Oracle HTTP Server.
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—  Section 4.4.6 for instructions on starting and stopping Oracle Business
Intelligence.

s The procedure for working with class histograms, deploying /upgrading agents
and engines, and working with pool threshold violations. See:

— Section 13.3 for information about class histograms.

- Section 13.4 for information about deploying bulk diagnostic agents.

- Section 13.5 for information about upgrading engines.

- Section 13.6 for information about working with pool threshold violations.

s Inthe logging.xml file, the logger previously named oracle.apps was renamed
to oracle.apps.appslogger. See:

- Section 15.4 for information about using this logger to specify the value of the
Oracle Diagnostics Logging Level.

- Section 15.4.4.1 for information about how this logger may be involved in
changes to log file rotation policies.

- Section 17.3.3 for information about which setting takes precedence when the
AFLOG_LEVEL profile option and the odlLevel setting for the
oracle.apps.appslogger logger are both set.

s The process of using the AFLOG_FILENAME profile option value to set the location of
an individual user's C log file now requires use of the Setup and Maintenance
area. See Section 15.4.5.

s The process for moving Oracle Identity Management components during a
test-to-production content movement has been changed and simplified. See
Section 20.3.3 for details.

Other Significant Changes in this Document for 11g Release 6 (11.1.6)

For 11g Release 6 (11.1.6), this guide has been updated in several ways. Following are
the sections that have been added or changed.

= Added a chapter that describes how to maintain languages. See Chapter 3.
s Completely revised the usage of the Password Change Utility. See Section 4.6.

= Reorganized information concerning log files, diagnostic tests, and related
troubleshooting, to resemble the way related information is organized in the
Oracle Fusion Middleware Administrator’s Guide. Renamed some chapters and
section headings. See:

— Chapter 15 for information about configuring and using log files during
normal operation.

— Chapter 16 for information and configuring and using diagnostic tests during
normal operation.

— Chapter 17 for information about troubleshooting using log files, diagnostic
tests, incidents, and QuickTrace.

Other Significant Changes in this Document for 11g Release 5 (11.1.5)

For 11¢ Release 5 (11.1.5), this guide has been updated in several ways. Following are
the sections that have been added or changed.
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Enhanced getting started information for Oracle Fusion Functional Setup
Manager. See Section 2.8.

Added a section that describes how to modify Oracle Data Integrator
configuration. See Section 4.11.

Enhanced information about diagnosing Java applications in the middle tier using
Cloud Control. See Section 13.2.

Added a section that describes how to configure non-standard logging to use
when troubleshooting for the Oracle Fusion Human Capital Management Payroll
application. See Section 17.3.10.

Moved detailed information about recommended troubleshooting steps from
Section 17.2.1 to the "Basic Tasks for Troubleshooting" section of the Oracle Fusion
Applications Administrator’s Troubleshooting Guide.

Added a section that describes how to view non-standard log files for the Oracle
Fusion Human Capital Management Payroll application. See Section 17.5.2.

Updated the data masking section to use cloud control examples. See Section 6.9.
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Part |

Understanding Oracle Fusion Applications

This part provides an overview to Oracle Fusion Applications and its concepts as they
relate to administering Oracle Fusion Applications.

Part I contains the following chapters:

»  Chapter 1, "Introduction to Oracle Fusion Applications for Systems
Administrators”






1

Introduction to Oracle Fusion Applications
for Systems Administrators

Oracle Fusion Applications is Oracle's next-generation applications suite built on a
service-oriented platform. It brings together next-generation enterprise technologies,
applications, and services, including Oracle Fusion Applications and Oracle Fusion
Middleware, to fundamentally change the dynamics in the applications marketplace
and revolutionize business. This chapter provides an introduction to the architecture,
components, and concepts of Oracle Fusion Applications.

This chapter contains the following topics:
= Section 1.1, "Architecture of Oracle Fusion Applications"
= Section 1.2, "Key Oracle Fusion Applications Concepts"

= Section 1.3, "Roadmap for Administering Oracle Fusion Applications"

1.1 Architecture of Oracle Fusion Applications

Oracle Fusion applications are built on the Oracle Fusion Middleware stack and utilize
the Oracle Database. This architecture is depicted in Figure 1-1.
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Figure 1-1 Oracle Fusion Applications Architecture
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The section contains the following topics

»  Section 1.1.1, "Oracle Fusion Applications Product Families"

s Section 1.1.2, "Oracle Fusion Middleware Infrastructure Components"
»  Section 1.1.3, "Oracle Fusion Middleware Components"

s Section 1.1.4, "Oracle Database"

= Section 1.1.5, "Oracle Enterprise Manager Fusion Applications Control"

= Section 1.1.6, "Oracle Enterprise Manager Cloud Control"
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= Section 1.1.7, "Oracle Enterprise Manager Database Control"

1.1.1 Oracle Fusion Applications Product Families

An installation of Oracle Fusion Applications is logically broken up into groups of
features. Each set of features is known as product offerings, which represent the
highest-level collection of functionality that you can license and implement. A
provisioning configuration is a collection of one or more product offerings. During
installation, you select a product offering or a combination of offerings as a way to
install the product families. Product families are comprised of one or more Java EE
applications specific to Oracle Fusion Applications.

An application can contain multiple products, and a product can also span multiple
applications. A product typically has a one-to-one correspondence with an EAR file.
Figure 1-2 shows two applications, PayablesApp and ReceivablesApp, each of which
is mapped to the same product, Payments.

Figure 1-2 Relationship of Products and Applications

Products Oracle Fusion
Assets L Applications
Cash Managsament 1
Expenses —_._ FayablesApp
Payables f
Payments —_
Advanced Collections ———H ReceivablesApp
Receivables e

Oracle Fusion Applications includes the product families described in Table 1-1.

Table 1-1 Product Families

Oracle Fusion
Applications Product
Families Description

Oracle Fusion Customer Manages customers, contacts, and resources, including data
Relationship Management quality configuration.

Oracle Fusion Financials Manages financial flows, including assets, ledgers, cash cycle,
invoices and payments, accounts receivable, collections, and
setup of subledger accounting and tax configuration.
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Table 1-1 (Cont.) Product Families

Oracle Fusion
Applications Product
Families

Description

Oracle Fusion Governance,
Risk, and Compliance

Provides critical business controls to manage risk,
multi-regulatory compliance, and controls enforcement. The
connector for Oracle Fusion Applications provides a prebuilt
solution for managing Separation of Duties (SoD) within and
across product families. You can also utilize Oracle Fusion
Governance, Risk, and Compliance to analyze suspect
transactions and configuration settings based on user defined
conditions. This allows organizations to actively determine the
risk that exists within their application that can materially
impact the reliability of the information that exists for reporting
and decision making purposes. Finally, Oracle Fusion
Governance, Risk, and Compliance can apply preventive
controls that will limit what a user can see and do within an
Oracle Fusion Applications user interface according to
user-defined conditions. The objective is to pro-actively mitigate
the risk of extraneous access or improper transactions from
existing.

Oracle Fusion Human
Capital Management

Provides employee management for an organization.

Oracle Fusion Procurement

Manages the procurement process including requisitions,
purchase orders, and supplier negotiations.

Oracle Fusion Project

Manages projects, including how to plan, budget, forecast,
collect costs, bill customers, and report performance.

Oracle Fusion Supply Chain
Management

Integrates and automates all key supply chain processes, from
design, planning and procurement to manufacturing and
fulfillment, providing a complete solution set to enable
companies to power information-driven value chains.

Oracle Fusion Setup

Supports the other product families.

In addition to Oracle Fusion Functional Setup Manager for
setting up functional data, this product family includes
applications to assist application users:

s The Oracle Fusion Home page provides a Welcome
dashboard with a collection of portlets and task flows for
answering common questions.

s Oracle Fusion Applications Help delivers content users
need to complete their tasks. You can optionally install a
local version of Oracle Fusion Applications Help, enabling
you to extend and customize the help. For more information
about using and customizing a local install of the help, see
the Oracle Fusion Applications Installation Guide and the
Oracle Fusion Applications Common Implementation Guide.

To aid with performing current-state analysis of the applications, you can use Oracle
Transactional Business Intelligence, which is built on Oracle BI Enterprise Edition. For
more information about configuring Oracle Transactional Business Intelligence, see the
Oracle Fusion Administrator’s Guide for Transactional Business Intelligence.

1.1.2 Oracle Fusion Middleware Infrastructure Components

The product families use the following common core framework and infrastructure for
Oracle Fusion Applications described in Table 1-2.
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Table 1-2  Oracle Fusion Middleware Infrastructure Components

Oracle Fusion Middleware
Infrastructure
Components Description

Oracle Fusion Middleware = Provides design time and runtime infrastructure to help

Extensions for Applications standardize complex development patterns for Oracle Fusion

(Applications Core) Applications. It simplifies the development process of these
patterns and provides a consistent user experience. Examples of
these patterns include extensibility (Flexfields), hierarchical
relationships (Trees), data security, and Ul patterns. Applications
Core creates simplified methods of implementing these complex
requirements by providing robust metadata and comprehensive
UI components and services. All of the Applications Core
components have been intricately integrated with the rest of the
Oracle Fusion Middleware infrastructure so they are available
across every layer of the Oracle Fusion Applications platform.

Applications Core provides shared libraries referenced by all the
Oracle Fusion Applications, a standalone application for
application setup and configuration, an Oracle JDeveloper
extension to seamlessly integrate our components with the rest
of the Oracle Fusion Applications technology stack, PLSQL
APT's, C libraries, and common seed data.

See the "Overview of Oracle Fusion Middleware Extensions for
Applications" section in the Oracle Fusion Applications Concepts
Guide.

Oracle Enterprise Scheduler Enables you to manage and schedule jobs for Oracle Fusion
Applications.

See Chapter 7, "Managing Oracle Enterprise Scheduler Service
and Jobs."

Oracle Enterprise Crawland Oracle Enterprise Crawl and Search Framework (ECSF) enables

Search Framework (ECSF)  Oracle Fusion Applications Search for performing full-text
searches securely and simultaneously against multiple logical
business objects. Any application that connects to multiple data
sources or manages a significant amount of unstructured
(non-database) information—or both—needs advanced search
capabilities so that application users can easily locate and take
action on data that is relevant to them.

See Chapter 9, "Managing Search with Oracle Enterprise Crawl
and Search Framework."

1.1.3 Oracle Fusion Middleware Components

Oracle Fusion Middleware includes the following components described in Table 1-3.

Table 1-3 Oracle Fusion Middleware Components

Oracle Fusion Middleware

Components Description

Oracle Application Provides an end-to-end application framework that builds on
Development Framework Java Platform, Enterprise Edition (Java EE) standards and
(Oracle ADF) open-source technologies to simplify and accelerate

implementing service-oriented applications.

See the Oracle Fusion Middleware Administrator’s Guide for Oracle
Application Development Framework.
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Table 1-3 (Cont.) Oracle Fusion Middleware Components

Oracle Fusion Middleware
Components

Description

Oracle Business Intelligence

Oracle Business Intelligence provides a complete, integrated
solution of analytics and reporting for Oracle Fusion
Applications.

See the following documentation on Oracle Business Intelligence
components in Oracle Fusion Applications:

s Oracle Bl Enterprise Edition: Oracle Fusion Middleware
System Administrator’s Guide for Oracle Business Intelligence
Enterprise Edition

= Oracle Business Intelligence Publisher: Chapter 8

s Oracle Essbase: Oracle Essbase Database Administrator’s Guide
and Oracle Essbase Technical Reference

s Oracle Enterprise Performance Management:
http://www.oracle.com/technetwork/middleware
/performance-management/documentation/index.
html

= Oracle Real-Time Decisions: Oracle Fusion Middleware
Platform Developer’s Guide for Oracle Real-Time Decisions

s Oracle Transactional Business Intelligence: Oracle Fusion
Administrator’s Guide for Transactional Business Intelligence

After the Oracle Fusion applications are running, you can
configure the Oracle Business Intelligence Applications for
analyzing historical data. See the Oracle Fusion Middleware
Installation and Configuration Guide for Oracle Business Intelligence
Applications.

Oracle Data Integrator

Oracle Data Integrator provides a comprehensive data
integration platform that covers bulk data movement
requirements for Oracle Fusion Applications.

See the Oracle Fusion Middleware Developer’s Guide for Oracle Data
Integrator.

Oracle HTTP Server

Provides a web listener for applications and the framework for
hosting static and dynamic pages and applications over the web.
Based on the proven technology of the Apache HTTP Server,
Oracle HTTP Server includes significant enhancements that
facilitate load balancing, administration, and configuration.

See the Oracle Fusion Middleware Administrator’s Guide for Oracle
HTTP Server.
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Table 1-3 (Cont.) Oracle Fusion Middleware Components

Oracle Fusion Middleware

Components Description

Oracle Identity Provides a shared infrastructure for all applications, enabling

Management developers to incorporate identity management into
applications.

For more information about documentation for Oracle Identity
Management components in Oracle Fusion Applications, see the
following guides:

s Oracle Platform Security Services (OPSS: Oracle Fusion
Middleware Application Security Guide and Oracle Fusion
Middleware Security Overview

= Oracle Access Manager: Oracle Fusion Middleware
Administrator’s Guide for Oracle Access Manager with Oracle
Security Token Service

= Oracle Authorization Policy Manager: Oracle Fusion
Middleware Oracle Authorization Policy Manager
Administrator’s Guide (Oracle Fusion Applications Edition)

= Oracle Identity Manager: Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Manager

s Oracle Internet Directory: Oracle Fusion Middleware
Administrator’s Guide for Oracle Internet Directory

= Oracle Virtual Directory: Oracle Fusion Middleware
Administrator’s Guide for Oracle Virtual Directory

Oracle SOA Suite Provides a complete set of service infrastructure components for
designing, deploying, and managing composite applications.
Oracle SOA Suite enables services to be created, managed, and
orchestrated into composite applications and business processes.
Composites enable you to easily assemble multiple technology
components into one SOA composite application.

An important component of Oracle SOA Suite is Oracle WSM
Policy Manager. Oracle WSM Policy Manager provides the
infrastructure for enforcing global security and auditing policies.
By securing various endpoints and setting and propagating
identity, it secures applications. Oracle WSM Policy Manager
provides a standard mechanism for signing messages,
performing encryption, performing authentication, and
providing role-based access control. You also can change a
policy without having to change the endpoints or clients for this
endpoints, providing greater flexibility and security monitoring
for your enterprise.

The Oracle Business Process Management (Oracle BPM) Suite
provides an integrated environment for developing,
administering, and using business applications centered around
business processes. The Oracle BPM Suite is layered on the
Oracle SOA Suite and shares many of the same product
components.

See the Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite and Oracle Business Process Management Suite.
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Table 1-3 (Cont.) Oracle Fusion Middleware Components

Oracle Fusion Middleware

Components Description
Oracle Secure Enterprise Provides a search engine for Oracle Fusion Applications Search.
Search (Oracle SES)

For more information on Oracle SES, see the following guides:
»  Oracle Secure Enterprise Search Administrator’s Guide

»  Oracle Secure Enterprise Search Administration API Guide

s Oracle Secure Enterprise Search Java API Reference

For more information on how Oracle SES and ECSF provide
Oracle Fusion Applications Search, see Chapter 9, "Managing
Search with Oracle Enterprise Crawl and Search Framework."

Oracle WebCenter Content  Provides a comprehensive suite of digital content management
tools. These tools can be used across the enterprise to cohesively
track, manage, and dispose of content whether written, in digital
images, or as email.

For more information about documentation for Oracle
Enterprise Content Management components in Oracle Fusion
Applications, see:

s WebCenter Content: Oracle WebCenter Content System
Administrator’s Guide for Content Server

= Oracle WebCenter Content: Imaging: Oracle WebCenter
Content Administrator’s Guide for Imaging

Oracle WebCenter Portal Enables you to create social applications, enterprise portals,
collaborative communities, and composite applications, built on
a standards-based, service-oriented architecture. Oracle
WebCenter Portal combines dynamic user interface technologies
with which to develop rich internet applications, the flexibility
and power of an integrated, multichannel portal framework, and
a set of horizontal Enterprise 2.0 capabilities delivered as
services that provide content, collaboration, presence, and social
networking capabilities. Based on these components, Oracle
WebCenter Portal also provides an out-of-the-box,
enterprise-ready customizable application, WebCenter Spaces,
with a configurable work environment that enables individuals
and groups to work and collaborate more effectively.

See the Oracle Fusion Middleware Administrator’s Guide for Oracle
WebCenter Portal.

Oracle WebGate Acts as a communicator plug-in that accepts users requests
through Oracle HTTP Server and communicates with Oracle
Access Manager.

See the Oracle Fusion Middleware Administrator’s Guide for Oracle
Access Manager with Oracle Security Token Service.

Oracle WebLogic Provides click-to-dial functionality for applications primarily

Communication Services through contextual actions. Contextual actions provide related
information and actions to users within the immediate context of
the object instances upon which they act.

For more information for enabling these services, see Chapter 10,
"Managing Oracle WebLogic Communication Services for
Click-to-Dial Functionality."

Oracle WebLogic Server Supports the deployment of mission-critical applications in a
robust, secure, highly available, and scalable environment.
Oracle WebLogic Server is an ideal foundation for building
applications based on service-oriented architecture (SOA).

See the Oracle Fusion Middleware Introduction to Oracle WebLogic
Server.
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1.1.4 Oracle Database

The Oracle Database contains the schemas and tablespaces required for both the
Oracle Fusion Applications and for your applications. Oracle Fusion Applications does
not support other databases.

Oracle Fusion Applications encryption APIs mask data such as credit card numbers in
application user interface fields. For encryption and masking beyond that, Transparent
Data Encryption (TDE) and Oracle Database Vault (ODV) are certified but optional
with Oracle Fusion Applications.

TDE and ODV provide information lifecycle protections, such as the following:

s Data access restrictions on database administrators and other privileged users
=  Sensitive data at rest in database files and file backups

= Sensitive data in transit

= Sensitive attributes in non-production databases

ODV establishes limitations on the power of privileged users to access sensitive data
through segregation of duties policies on DBA roles and by securely consolidating
application data in the database. These limitations prevent DBAs and other privileged
users from overriding the protections placed on sensitive data by the Virtual Private
Database (VPD). Oracle Fusion Applications deploys with the ODV enabled when it is
installed.

TDE prevents access to PII in the file system or on backups or disk. TDE protects
confidential data, such as credit card and social security numbers. TDE encrypts
sensitive table data stored in data files at the tablespace level.

For more information about ODV and TDE, see the Oracle Fusion Applications Security
Guide.

1.1.5 Oracle Enterprise Manager Fusion Applications Control

Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control)
enables you to manage a single product family in an Oracle WebLogic Server domain
for the Oracle Fusion Applications environment, including the products, applications,
and Oracle Fusion Middleware components. As a part of management, you can
monitor the runtime performance metrics for the various Oracle Fusion Applications
and Oracle Fusion Middleware components. See Section 2.5 for more information
about Fusion Applications Control and Section 2.2 for a comparison with Cloud
Control.

1.1.6 Oracle Enterprise Manager Cloud Control

Oracle Enterprise Manager Cloud Control (Cloud Control) enables you to monitor and
manage the complete IT infrastructure for Oracle Fusion Applications from a single
console. You can monitor all the product families, Oracle Fusion Middleware
components, and the Oracle Database. For example, you can monitor all the Oracle
WebLogic Server domains for all the product families from one console. See Section 2.7
for more information about Fusion Applications Control and Section 2.2 for a
comparison with Fusion Applications Control.

1.1.7 Oracle Enterprise Manager Database Control

Oracle Enterprise Manager Database Control (Database Control) enables you to
manage the Oracle Database.
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Using Database Control, you can perform administrative tasks such as creating
schema objects (tables, views, indexes, and so on), managing user security, managing
database memory and storage, backing up and recovering your database, and
importing and exporting data. You can also view performance and status information
about your database.

For more information, see the "Introduction to Oracle Enterprise Manager Database
Control" section in the Oracle Database 2 Day DBA.

1.2 Key Oracle Fusion Applications Concepts

Before you begin administering Oracle Fusion Applications, it is important to
understand the basics of installation, how Oracle WebLogic Server domains are
configured, and the basic directory structure.

This section contains the following topics:
= Section 1.2.1, "Provisioning and the Installation Process"
= Section 1.2.2, "Oracle WebLogic Server Domains Configuration"

= Section 1.2.3, "Provisioned Oracle Fusion Applications Home Directories"

1.2.1 Provisioning and the Installation Process

Provisioning is the entire set of operations required to install, configure, and deploy
applications product offerings from a system point of view. It performs these
operations:

» Installation provides the operations related to laying down all the component
needed to create an Oracle Fusion Applications environment.

= Configuration tailors components based on the applications topology, the creation
of Oracle WebLogic Server Managed Servers and clusters, and the updating of
endpoints and virtual hosts.

= Deployment starts the Managed Servers and clusters and facilitates the actual use
of product offerings.

This orchestration by a single processing engine ensures that all components interact
smoothly and consistently in the applications environment.

For detailed information about provisioning and installing an Oracle Fusion
Applications environment, see Oracle Fusion Applications Installation Guide.

This section contains the following topics:
= Section 1.2.1.1, "Installation Options"
= Section 1.2.1.2, "Installing an Oracle Database and Loading Content"

1.2.1.1 Installation Options

You choose options from the Provisioning Wizard menu to initiate one
installation-related processes:

» Install an empty, single-instance Enterprise database
»  Create a new provisioning plan
» Install, configure, and deploy the product offerings in a provisioning plan

s Uninstall an existing environment
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1.2.1.2 Installing an Oracle Database and Loading Content

You must have installed and configured a transaction database before you install
product offerings. You can use the Provisioning Wizard to create an empty,
single-instance database instance. This is a discrete and separate task from the other
provisioning options. Alternatively, you can install the database manually without
using the wizard.

In either case, you finish the database installation by running the Oracle Fusion
Applications Repository Creation Utility (Applications RCU) to load applications and
middleware content into the database. This process creates the applications and
middleware schemas, loads seed data, and creates the tablespaces, as well all other
required packages.

For more information about creating a database with Applications RCU, see the Oracle
Fusion Applications Installation Guide.

1.2.2 Oracle WebLogic Server Domains Configuration

See "What Is an Oracle WebLogic Server Domain?" in the Oracle Fusion Middleware
Administrator’s Guide to understand the following concepts for Oracle WebLogic
Server:

»  Oracle WebLogic Server domains
= Managed Servers and the Administration Server

During installation, the applications for a single product family are deployed to one
Oracle WebLogic Server domain. Within a single domain, an Administration Server
hosts the application for Fusion Applications Control and Oracle WebLogic Server
Administration Console, and the Managed Servers host the Java EE applications for the
product family. The Managed Servers are grouped together into a cluster for each
application of the product family. Figure 1-3 shows a domain with an Administration
Server and three Managed Servers in clusters. If you want to scale out the Java EE
application, you simply add new servers to the cluster. In an Oracle Fusion
Applications environment, the domains are predefined so that the product families
and their dependencies are always stored in a standardized arrangement.

Figure 1-3 Oracle WebLogic Server Domain

Administration Cluster Cluster Cluster
Server
| Managed Server | Managed Server Managed Server

Administration
Console | Managed Server | Managed Server Managed Server

Fusion Applications
Control

As an example of greater detail for a product family, Figure 1-4 shows a portion of the
domain for the Oracle Fusion Financials product family with an Administration Server
and eight Managed Servers in a cluster. The applications are each deployed to a
Managed Server within a cluster. In addition to the applications for Oracle Fusion
Financials, the domain also contains an Oracle Enterprise Scheduler cluster and a SOA
cluster. The Oracle Enterprise Scheduler (ESSAPP) application manages job requests for
the product family. The SOA Infrastructure (soa-infra) application hosts the SOA
composites for the applications in the product family.
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Figure 1-4 Oracle WebLogic Server Domain for the Oracle Fusion Financials Family
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Figure 1-5 shows an Oracle Fusion Applications environment with multiple product
families, each in separate Oracle WebLogic Server domains. The CommonDomain is the
domain in the Oracle Fusion Setup product family.
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Figure 1-5 Multiple Product Families
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1.2.3 Provisioned Oracle Fusion Applications Home Directories

An installation of Oracle Fusion Applications contains two mount point directories,
APPLICATIONS_BASE for the binaries and APPLICATIONS_CONFIG for the configuration
files. The APPLICATIONS_BASE and APPLICATIONS_CONFIG directories contain various
types of home directories. The home directories described in Table 1-4.
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Table 1-4 Home Directories

Home Directory

Description

Variable Representation

Applications base

This directory is the top-level directory for the Oracle
Fusion Applications binaries. You specify the location
of this top-level directory at the time of provisioning.
Figure 1-6 represents this directory as
/net/mountl/appbase for the purpose of showing an
example directory structure.

APPLICATIONS_BASE

Applications
configuration

This directory is the top-level directory for the Oracle
Fusion Applications configuration files. You specify a
location for this top-level directory at the time of
provisioning. Provisioning automatically creates a
subdirectory named instance as a container for the
configuration files. Figure 1-6 represents this directory
as /net/mount2/instance for the purpose of showing
an example directory structure.

APPLICATIONS_CONFIG

Middleware home

This directory provides a container for the Oracle
WebLogic Server home, an Oracle Common home,
and one or more Oracle homes for components. A
Middleware home can reside on a local file system or
on a remote shared disk that is accessible through
Network File System (NFS).

An installation of Oracle Fusion Applications creates
two Middleware homes:

= fusionapps for the Oracle WebLogic Server home
and Oracle homes for Oracle Fusion Middleware
components, such as Oracle Business Intelligence,
Oracle SOA Suite, Oracle Data Integrator,
WebCenter, Oracle Enterprise Content
Management, Oracle Secure Enterprise Search,
and Oracle Fusion Middleware Extensions for
Applications (Applications Core)

= webtier mwhome for the system components, such
as Oracle HTTP Server

For operations on specific Middleware home
directories, this guide refers to each Middleware home
by its product name or specifies the directory. For
example, the Middleware home for Oracle Fusion
Applications is referred to as the Oracle Fusion
Applications Middleware home or the fusionapps
Middleware home directory and its variable is FA_Mi_
HOME, while the Middleware home for Oracle Web Tier
is referred to as the Web Tier Middleware home or the
webtier_mwhome Middleware home directory and its
variable is WT_Mw_HOME. In cases where differentiation
is not necessary, this guide refers to the Middleware
home and uses the Miw_HOME variable.

MW_HOME
FA_MW_HOME
WT_MyW_HOME

Oracle Business
Intelligence
configuration home

This directory contains the configuration files for the
Oracle Business Intelligence installation.

BI_CONFIG_HOME

Oracle Common
home

This directory contains the binary and library files
required for Fusion Applications Control, test to
production, and Java Required Files (JRF). The Java
Required Files include the Oracle ADF libraries, a
number of other components shared by the product
suites included in a given installation, and
components such as Oracle Metadata Service (MDS)
and Oracle Platform Security Services (OPSS).

ORACLE_COMMON_HOME
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Table 1-4 (Cont.) Home Directories

Home Directory Description Variable Representation
Oracle Database This directory provides a container for the Oracle DBCLIENT_ORACLE_HOME
client home Database client software files.

Oracle WebLogic This directory contains installed files necessary to host WwI._HOME

Server home Oracle WebLogic Server. The Oracle WebLogic Server

home directory is a peer of Oracle home directories
and resides within the directory structure of the
Middleware home.

Oracle home This directory contains installed files necessary to host ATGPF_ORACLE_HOME
a specific component or software suite. For example, = Fa_ORACLE_HOME
the files for Oracle SOA Suite are stored in an Oracle  JrROCKIT ORACLE HOME
home directory named soa, and the application SOA ORACLE HOME
artifacts for Oracle Fusion Applications are stored in .+ 002 10 Houm
an Oracle home directory named applications. WG_ORACLE_HOME

An Oracle home resides within the directory structure wr_ ORACLE HOME
of the Middleware home. There can be multiple Oracle
homes within each Middleware home.

This guide refers to each Oracle home by product
name or specifies the directory. For example, the
Oracle home for Oracle SOA Suite is referred to as the
SOA Oracle home or the soa Oracle home directory
and its variable is SOA_ORACLE_HOME, while the Oracle
home for Oracle Fusion Applications is referred to as
the Oracle Fusion Applications Oracle home or the
applications Oracle home and its variable is FA_

ORACLE_HOME.
Oracle Web Tier This directory contains the configuration files for the = WI_CONFIG_HOME
configuration home Oracle Web Tier installation.
Oracle WebLogic This directory contains the configuration files for the = DOMAIN_HOME
Server domain home Administration Server and the Managed Servers for

the product family.

Figure 1-6 shows the relationship of the home directories using the Oracle Fusion
Financials product family on a UNIX environment as an example. This figure does not
show all the subdirectories under APPLICATIONS_BASE and APPLICATIONS_CONFIG
directory. For example, the APPLICATIONS_CONFIG directory contains several more
directories for component-specific configuration files. Also, the Oracle Database and
Oracle Identity Management is not represented in this figure, as they are installed
separately.
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Figure 1-6 Relationship of Home Directories
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For more information about the detailed directory structure, see the Oracle Fusion
Applications Installation Guide.
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1.3 Roadmap for Administering Oracle Fusion Applications

To gain a better understanding of where administration fits into the overall process for
installing, administering, and implementing Oracle Fusion Applications, see the Oracle
Fusion Applications Administrator and Implementor Roadmap.

Prior to using the administrative procedures in this guide, ensure the Oracle Fusion
Applications environment is provisioned, as described in the Oracle Fusion Applications
Installation Guide.

The following provides a summary of the steps to configure, manage, and perform
ongoing maintenance of an Oracle Fusion Applications environment after you have
installed the software:

1. Start components. See Section 4.4.

Configure ports. See Section 4.5.

Configure passwords. See Section 4.6.
Manage the Oracle database. See Section 4.7.
Configure security. See Chapter 6.

Deploy customizations. See the Oracle Fusion Applications Extensibility Guide.

N o g » 0 Db

Monitor your environment. See Chapter 11, Chapter 12, Chapter 13, and
Chapter 14.

©

Manage log files and diagnostic information. See Chapter 15.
9. Backup your environment. See Chapter 18.

10. Configure load balancing between different components or applications. See
Chapter 19.

11. Configure Oracle Transactional Business Intelligence to perform real-time analysis
of the Oracle Fusion applications. See the Oracle Fusion Administrator’s Guide for
Transactional Business Intelligence.

12. After the Oracle Fusion applications are running, configure the Oracle Business
Intelligence Applications applications for analyzing historical data. See the Oracle
Fusion Middleware Installation and Configuration Guide for Oracle Business Intelligence
Applications.

In addition to this guide, refer to the following guides for tasks that you may need to
perform, depending on your business needs:

»  Oracle Fusion Applications Common Implementation Guide for common setup and
maintenance tasks for Oracle Fusion applications

»  Oracle Fusion Applications Post-Installation Guide for configuration tasks to perform
after installation

»  Oracle Fusion Applications Administrator’s Troubleshooting Guide for common issues
in the runtime environment
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Part li

Basic Administration

This part describes basic administration tasks.

Part II contains the following chapters:

Chapter 2, "Getting Started with Administering Oracle Fusion Applications"
Chapter 4, "Performing Routine Administrative Tasks"

Chapter 6, "Securing Oracle Fusion Applications"

Chapter 7, "Managing Oracle Enterprise Scheduler Service and Jobs"
Chapter 8, "Managing Report Delivery Servers"

Chapter 9, "Managing Search with Oracle Enterprise Crawl and Search
Framework"

Chapter 10, "Managing Oracle WebLogic Communication Services for
Click-to-Dial Functionality"






2

Getting Started with Administering Oracle
Fusion Applications

This chapter provides information you need to get started administering your Oracle
Fusion Applications environment, including information about the tools you use.

Prior to using the administrative procedures in this chapter and the rest of this guide,
ensure the Oracle Fusion Applications environment is provisioned, as described in the
Oracle Fusion Applications Installation Guide.

This chapter contains the following topics:

s Section 2.1, "Introduction to the Tools Used to Administer Oracle Fusion
Applications"

= Section 2.2, "Key Differences Between Fusion Applications Control and Cloud
Control"

= Section 2.3, "When to Use Fusion Applications Control Tool, When to Use Oracle
WebLogic Server Administration Console"

= Section 2.4, "Finding the Administration Server Port and Other Administrative
URLs for Domains"

= Section 2.5, "Using Fusion Applications Control"

= Section 2.6, "Using Oracle WebLogic Server Administration Console"
= Section 2.7, "Using Cloud Control"

= Section 2.8, "Using Oracle Fusion Functional Setup Manager"

= Section 2.9, "Using Database Tools to Modify Oracle Fusion Applications Data"

2.1 Introduction to the Tools Used to Administer Oracle Fusion
Applications

Oracle provides several tools to administer the Oracle Fusion Applications, the Oracle
Fusion Middleware layer, and the Oracle Database within your Oracle Fusion
Applications installations. Use these tools, rather than directly editing configuration
files, to perform all administrative tasks unless a specific procedure requires you to
edit a file. Editing a file may cause the settings to be inconsistent and generate
problems.

The primary administration tools for Oracle Fusion Applications are described in
Table 2-1.
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Table 2-1 Administration Tools for Oracle Fusion Applications

Tool

Description

Oracle Enterprise Manager
Fusion Applications Control
(Fusion Applications
Control)

Enables you to monitor and administer a product family within
the Oracle Fusion Applications environment. See Section 2.5.

Oracle Enterprise Manager
Cloud Control (Cloud
Control)

Enables you to monitor and administer the entire Oracle Fusion
Applications environment, including product families, Oracle
Fusion Middleware components across all Oracle WebLogic
Servers, and the Oracle Database. See Section 2.2 to understand
the key difference between Cloud Control and Fusion
Applications Control, and see Section 2.7 to get started with
using Cloud Control.

Oracle Fusion Functional
Setup Manager

Guides you through the tasks of setting up the functional data
and reference data. See Section 2.5.

Oracle Fusion Applications
Diagnostic Dashboard

Enables you to register, execute, and monitor diagnostic tests for
Oracle Fusion Applications, and also work with diagnostic test
registration tags and purge diagnostic test results. See

Chapter 15.

The primary administration tools for Oracle Fusion Middleware are described in

Table 2-2.

Table 2-2 Administration Tools for Oracle Fusion Middleware

Tool

Description

Fusion Applications Control

Enables you to monitor and administer Oracle Fusion
Middleware components within an Oracle WebLogic Server
domain for a specific product family. Within a single domain, an
Administration Server hosts the applications for Fusion
Applications Control and Oracle WebLogic Server
Administration Console. The Managed Servers in the domain
host the Java EE applications for the product family. The
Managed Servers are grouped together into a cluster for each
application of the product family. See Section 2.5.

Fusion Applications Control also includes a System MBean
Browser that enables you browse the MBeans for an Oracle
WebLogic Server or for a selected application. See "Getting
Started Using the Fusion Middleware Control MBean Browsers"
in the Oracle Fusion Middleware Administrator’s Guide.

Oracle Enterprise Manager
Cloud Control (Cloud
Control)

Enables you to monitor and administer the entire Oracle Fusion
Applications environment, including product families, Oracle
Fusion Middleware components across all Oracle WebLogic
Servers, and the Oracle Database. See Section 2.2 to understand
the key difference between Cloud Control and Fusion
Applications Control, and see Section 2.7 to get started with
using Cloud Control.

Oracle Data Integrator

Enables you to manage and monitor an Oracle Data Integrator

Console runtime architecture and browse design-time objects. For an
overivew of this console, see Oracle Fusion Middleware Developer’s
Guide for Oracle Data Integrator. For common modifications in an
Oracle Fusion Applications environment, see Section 4.11.

Oracle WebLogic Server Enables you to manage the Oracle WebLogic Server in each

Administration Console

domain. The Administration Server hosts the application for the
Oracle WebLogic Server Administration Console. See Section 2.3
to understand the when to use Administration Console, and see
Section 2.7 to get started with using the Administration Console.
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Table 2-2 (Cont.) Administration Tools for Oracle Fusion Middleware

Tool Description

Oracle Fusion Middleware  Enables you to manage Oracle Fusion Middleware components.

command-line tools See "Getting Started Using Command Line Tools" in the Oracle
Fusion Middleware Administrator’s Guide to learn about the Oracle
WebLogic Scripting Tool (WLST) and the Oracle Process
Manager and Notification Server (OPMN).

Middleware support for The Oracle Fusion Applications environment includes the
application security following tools for managing application security:

= Oracle WebLogic Server Administration Console enables
you to manage policies of enterprise applications. See the
Oracle Fusion Middleware Securing Resources Using Roles and
Policies for Oracle WebLogic Server.

= Oracle Authorization Policy Manager enables you to
manage application policies. See the Oracle Fusion
Middleware Oracle Authorization Policy Manager
Administrator’s Guide (Oracle Fusion Applications Edition).

= Oracle Access Manager Administration Console enables
you to manage system configurations, including Oracle
Access Manager server instances and data sources, access
policies, agent profiles, and other security elements. See the
Oracle Fusion Middleware Administrator’s Guide for Oracle
Access Manager with Oracle Security Token Service.

= Oracle Identity Manager Administrative and User Console
enables you to access the organization's resources (through
self-service) and enable administrators to manage the access
(by creating users and roles, and defining authorization
policies). See the Oracle Fusion Middleware Administrator’s
Guide for Oracle Directory Integration Platform.

= Oracle Web Service Policy Manager enables you manage
and secure web services for SOA composite applications.
See the Oracle Fusion Middleware Security and Administrator’s
Guide for Web Services.

For an overview and information about Fusion security as it is
relevant specifically to Oracle Fusion Applications, including
details about how to interact with the Fusion Security
infrastructure to implement and administer security for your
enterprise, see the Oracle Fusion Applications Security Guide.

The primary administration tools for the Oracle Database are described in Table 2-3.

Table 2-3 Administration Tools for the Oracle Database

Tool Description

Oracle Enterprise Manager ~ Enables you to monitor and manage the Oracle Database for the
Database Control Oracle Fusion Applications. See the Oracle Database 2 Day DBA.
Cloud Control Enables you to monitor historical data for the Oracle Database.

See Section 2.7.

2.2 Key Differences Between Fusion Applications Control and Cloud
Control

You can manage your Oracle Fusion Applications environment using Fusion
Applications Control or Cloud Control.

Fusion Applications Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the farm, cluster,
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domain, servers, components, and applications. The Fusion Applications Control
home pages make it easy to locate the most important monitoring data and the most
commonly used administrative functions all from your Web browser. Fusion
Applications Control is automatically installed with each Oracle WebLogic Server
domain for each product family during an Oracle Fusion Applications installation. For
more information about this control, see Section 2.5.

Managing several farms from different, distinct Fusion Applications Controls becomes
very difficult in an Oracle Fusion Applications environment. For centralized
management and additional management functionality (such as historical data
collections for performance trending, email and page notifications for potential
availability or performance problems, and service level management), you can use
Cloud Control.

Cloud Control enables you to monitor all the product families, Oracle Fusion
Middleware components, and the Oracle Database across the entire Oracle Fusion
Applications environment from one console. To use Cloud Control, you need to
separately install Oracle Enterprise Manager Cloud Control 12¢ (12.1.0.1) with the
Application Management Pack for Oracle Fusion Applications. For more information
about this control, see Section 2.7. For more information about installing Cloud
Control, see the following documentation:

»  Oracle Enterprise Manager Cloud Control Basic Installation Guide for more
information about the installation process

»  Oracle Enterprise Manager Licensing Information for more information about the
Application Management Pack

2.3 When to Use Fusion Applications Control Tool, When to Use Oracle
WebLogic Server Administration Console

Fusion Applications Control and Oracle WebLogic Server Administration Console are
graphical user interfaces that you can use to monitor and administer your
environment. Use Table 2—4 to locate the task you are performing.

Table 2-4 Comparing Fusion Applications Control and WebLogic Server Administration

Console

Task

Tool to Use

Manage Oracle WebLogic Server

Use:

Create additional Managed Servers

WebLogic Server Administration Console

Clone Managed Servers

WebLogic Server Administration Console

Cluster Managed Servers

WebLogic Server Administration Console

Start and stop Oracle WebLogic Server

Fusion Applications Control or WebLogic Server
Administration Console

Add users and groups

WebLogic Server Administration Console if using the
default embedded LDAP:; if using another LDAP
server, use the LDAP server's tool

Manage Data Sources

Use:

Create data sources

WebLogic Server Administration Console

Create connection pools

WebLogic Server Administration Console

Manage JMS Resources

Use:

Create JMS queues

WebLogic Server Administration Console
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Table 2-4 (Cont.) Comparing Fusion Applications Control and WebLogic Server

Administration Console

Task

Tool to Use

Configure advanced queuing

WebLogic Server Administration Console

Manage SOA environment

Use:

Deploy and undeploy SOA Composite
applications

Fusion Applications Control

Monitor SOA Composite applications

Fusion Applications Control

Modify Oracle BPEL Process Manager
MBean properties

Fusion Applications Control

Debug applications such as Oracle
BPEL Process Manager applications

Fusion Applications Control

ADF Applications

Use:

Deploy and undeploy ADF applications

Fusion Applications Control

Java EE applications

Use:

Deploy and undeploy Java EE
applications

WebLogic Server Administration Console or Fusion
Applications Control

Security

Use:

Configure and manage auditing

Fusion Applications Control

Configure SSL

WebLogic Server Administration Console for Oracle
WebLogic Server

Fusion Applications Control for Java components
and system components. See Chapter 6.

Change passwords

WebLogic Server Administration Console

Manage Components

Use:

View and manage log files

Fusion Applications Control for most log files. See
Section 15.3.

WebLogic Server Administration Console for the
following logs:

DOMAIN_HOME/servers/server.
name/logs/access.log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAP. log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAPAccess.log

Change ports

WebLogic Server Administration Console for Oracle
WebLogic Server and Java components

For some system components, Fusion Applications
Control.

Manage Oracle HTTP Server

Fusion Applications Control

Start and stop components

Fusion Applications Control

Start and stop applications

Fusion Applications Control
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2.4 Finding the Administration Server Port and Other Administrative
URLs for Domains

Within a single Oracle WebLogic Server domain, an Administration Servers hosts the
application for Fusion Applications Control and Oracle WebLogic Server
Administration Console. To locate the port for the Administration Server and other
administrative URLs for the Oracle WebLogic Server domains, use the provisioning
summary file saved during provisioning.

During provisioning of Oracle Fusion Applications, on the Summary page of the
Provisioning Wizard, you used the Response File Name and Provisioning Summary
fields to specify the response and provisioning summary file locations. For more
information about these files, see the "Summary" section in the Oracle Fusion
Applications Installation Guide.

In the provisioning summary file, under the Admin Server entry for the domain, locate
the following subentries:

» Managed Server Port for the Administration Server port
m Enterprise Manager Welcome Page for the URL for Fusion Applications Control

= Admin Console for the URL for the Oracle WebLogic Server Administration
Console

Example 2-1 shows an excerpt of the summary file.
Example 2-1 Summary File Excerpt

Common Domain
Admin Server
Host: hostname.domain
Managed Server Port: 7001
Secure Managed Server Port: 7002
Admin Console
http://commoninternal.domain:7777/console
Enterprise Manager Welcome Page
http://commoninternal .domain:7777/em
Functional Setup Manager

Host: hostname
Managed Server
Secure Managed
Home Page
Host: hostname
Managed Server
Secure Managed
Home Page
Host: hostname.
Managed Server
Secure Managed
Help Portal
Host: hostname.
Managed Server
Secure Managed
Business Process
Host: hostname.
Managed Server
Secure Managed
Content Server
Host: hostname.

.domain
Port: 7004
Server Port: 7005

.domain

Port: 7006
Server Port: 7007
domain

Port: 7006
Server Port: 7007
domain

Port: 7008
Server Port:
Server
domain

Port: 7010
Server Port:

7009

7011

domain
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Managed Server Port: 7012

Secure Managed Server Port: 7013
Secure Enterprise Search

Host: hostname.domain

Managed Server Port: 7016

Secure Managed Server Port: 7017
Enterprise Scheduler

Host: hostname.domain

Managed Server Port: 7020

Secure Managed Server Port: 7021
WebCenter Spaces

Host: hostname.domain

Managed Server Port: 7022

Secure Managed Server Port: 7023
WebCenter Collaboration

Host: hostname.domain

Managed Server Port: 7024

Secure Managed Server Port: 7025
OWLCS Server

Host: hostname.domain

Managed Server Port: 7030

Secure Managed Server Port: 7031
OWLCS SIP State Server

Host: hostname.domain

Managed Server Port: 7032

Secure Managed Server Port: 7033
Web Tier

Host: hostname.domain

CRM Domain

Admin Server

Host: hostname.domain

Managed Server Port: 9001

Secure Managed Server Port: 9002

Admin Console

http://crminternal.domain:7777/console
Enterprise Manager Welcome Page
http://crminternal .domain:7777/em

Financial Domain
Admin Server
Host: hostname.domain
Managed Server Port: 7401
Secure Managed Server Port: 7401
Admin Console
http://fininternal.domain:7777/console
Enterprise Manager Welcome Page
http://fininternal.domain:7777/em

2.5 Using Fusion Applications Control

Fusion Applications Control is a Web browser-based, graphical user interface that you
can use to monitor a product family and its products. It also enables you to monitor
and administer Oracle Fusion Applications and an Oracle Fusion Middleware farm.

A farm is a collection of components managed by Fusion Applications Control. It can
contain an Oracle WebLogic Server domain, one Administration Server, one or more
Managed Servers, clusters, and the Oracle Fusion Middleware components that are
installed, configured, and running in the domain.
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Fusion Applications Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the product family,
products, Oracle Fusion Applications, farm, domain, servers, and Oracle Fusion
Middleware components. The Fusion Applications Control home pages make it easy
to locate the most important monitoring data and the most commonly used
administrative functions for various targets—all from your Web browser.

The section contains the following topics:

»  Section 2.5.1, "Understanding How Fusion Applications Control Compares with
Fusion Middleware Control"

= Section 2.5.2, "Starting Fusion Applications Control"

= Section 2.5.3, "Using Fusion Applications Control Help"

= Section 2.5.4, "Navigating within Fusion Applications Control"

= Section 2.5.5, "Understanding the Targets in the Target Navigation Pane"

= Section 2.5.6, "Navigating to the Product Family and Product Administration
Pages"

= Section 2.5.7, "Viewing the Performance of Targets"
= Section 2.5.8, "Understanding Users and Roles for Fusion Applications Control"

For information about the System MBean Browser, see the "Getting Started Using the
Fusion Middleware Control MBean Browsers" section in the Oracle Fusion Middleware
Administrator’s Guide.

2.5.1 Understanding How Fusion Applications Control Compares with Fusion
Middleware Control

If you have worked with Oracle Fusion Middleware, then you may already be familiar
with Fusion Middleware Control. Fusion Middleware Control enables you to monitor
and administer a farm. Fusion Applications Control provides all the functionality
available in Fusion Middleware Control plus functionality specific to Oracle Fusion
Applications.

Many procedures throughout this guide reference content in Oracle Fusion
Middleware guides, which describes using Fusion Middleware Control. Where these
references occur, the same procedures also apply to Fusion Applications Control.
Where the controls vary, the procedures for Fusion Applications Control are contained
within this guide.

2.5.2 Starting Fusion Applications Control
To display Fusion Applications Control for a given Oracle WebLogic Server domain:
1. Enter the URL in your Web browser:
http://product_familyinternal.domain:port/em
where product_familyinternal.domain. port is the host and domain of the
Oracle HTTP Server or a Load Balancer.

During provisioning of Oracle Fusion Applications, on the Summary page of the
Provisioning Wizard, you used the Response File Name and Provisioning
Summary fields to specify the response and provisioning summary file locations.
For more information about these files, see the "Summary" section in the Oracle
Fusion Applications Installation Guide.
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In the provisioning summary file, for the domain, find the Enterprise Manager
Welcome Page entry to locate the URL. For example:

CommonDomain
Enterprise Manager Welcome Page
http://commoninternal .domain:7777/em

CRM Domain
Enterprise Manager Welcome Page
http://crminternal .domain:7777/em

Financial Domain
Enterprise Manager Welcome Page
http://fininternal .domain:7777/em

The login page displays.

ORACLE 0

Enterprise Manager 11g
Fusion Applications Control

Login to Fusion Applications Control
Farm Farm_FinandalDomain
* User Name ||

*Password |

Liaon |

Ymmrdymmtﬂ{;ﬂ'le—bm(avﬂd:itya’ld e i e

pﬂ'fn'mmce_ metrics eml.rng your Fusion pages for Fusion Applications by choosing the
Applications are performing as expected. performance metric charts to xdmlayed, arranging the
5 Diagnose Performance Problems Easier order of the charts, and selecting to display performance
I lationships via 1! Map data from multiple Fusion Applications in a single chart.
Configure Logging and Search Log Files

Improve Performance by Scaling Out

2. Enter Oracle Fusion Middleware administrative user name and password, and
then click Login.

In an Oracle Fusion Applications installation, this user is the super user specified
on the Identity and Policy Management page of the Provisioning Wizard. See
"Identity and Policy Management Configuration" section in the Oracle Fusion
Applications Installation Guide for information about using the Identity and Policy
Management Configuration page and Section 6.8.5.2 to change the password.

2.5.3 Using Fusion Applications Control Help

At any time while using the Fusion Applications Control, you can click Help >
Enterprise Manager at the top of the page to get more information. In most cases, the
Help window displays a help topic about the current page. Click Contents in the Help
window to browse the list of help topics, or click Search to search for a particular word
or phrase.
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2.5.4 Navigating within Fusion Applications Control

Fusion Applications Control displays the target navigation pane on the left and the
content pane on the right. For example, when you first log in to Fusion Applications
Control, the product family home page is displayed on the right.

From the target navigation pane, you can expand the tree and select either targets for
the product family or the farm. See Section 2.5.5 for more information about the target
navigation pane.

When you select a target, the target home page displays in the content pane and that
target's menu is displayed at the top of the page, in the context pane. For example, if
you select a product family, the product family menu is displayed. You can also view
the menu for a target by right-clicking the target in the navigation pane.

Figure 2-1 shows the target navigation pane and the home page of a product family.
Because a product family was selected, the dynamic target menu listed in the context
pane is the product family menu.

Figure 2-1 Overview of Fusion Applications Control

Topology Viewsr Dynamic Target Menu
Target Navigation Pane General Information lcon Context Pane
Farm Meny Target Name Content Pane Refresh Icon
t“fl“t"——o ALCL_E Enterprise Manager 11g Fusion Applitations Control Setp~ Helpw Log
o login
HiFam | | 2 Topolgy |
Expand A5 ~ Projects @ Logged in as faadmin
Collapse All | = 'j Product Family + Page Refreshed Feb 23, 2011 3:33:33 PM PST
fl | Applications and Infrastructure @~ [ Topology (518
T;';“E'L'M’e“:r u Control ? Database Instance URL jdbe: orae thin @(DESCRIPTION={ADDRESS_LIST=(ADDRESS= Products
§ |logs > (PROTOCOL=TGPKHOST=host example.com)PORT=1521)))
A (CONNECT_DATA=(SERVICE _| example. E_| Grants Accounting
6 KeyPerformance Indicators lision Applications Fusion Middleware St
[ syctem Pecformance [ Project Billing
Y Applcations and Infrastructure Jonee Project Cantrol
i . Project Costing
A General Information . :

&

(] Property Manager
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% (@] ProjectsFinancialsApp

# [C) Metadata Reposkories
# 3 Scheduling Services
# [ User Messaging Service

Project Costing: Import and Pracess Time
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Project Integration Gateway [@ProjectsFnancialsapp
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T Aa B
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15 Project Costing: Impert and Process Request ID Job Definition Product Elapsed Time
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8 10 Tranisactions Rur Tins (Seconds)
5
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A

g 7 1e A 0 21 22 M Vision Services - .
February 2011

15 L Project Costing: Impart and Process show Al
2 40 Receipts and Inverfory Cost
& Trensactions Run Time (secands) [ Recently Completed Job Requests (last 24 hours) S~
2 s W vision Operations
A

M Vision Services Successful
o Job Definion Product srril B Eyed
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£ w0 ;’;‘ér:spagtigr\asnlgu'ﬂs'(’i:rﬁlaneeDcuusné:?)m EssHealthchecklobDe 2 0 100.00 0:00:01
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In the preceding figure, the following items are called out:

» Target Navigation Pane lists all of the targets for an Oracle Fusion Applications
product family and the farm navigation tree.

= Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

s Dynamic Target Menu provides a list of operations that you can perform on the

currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.
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= Right-Click Target Menu provides a list of operations that you can perform on the
currently selected target. The menu is displayed when you right-click the target
name in the target navigation pane. In the figure, the user has right-clicked the
product family.

The menu for a specific target contains the same operations as those in the
Dynamic Target Menu.

= Topology Viewer displays the topology of the product family, including the
middleware relationships and the products and applications in the product family.

»  Target Name is the name of the currently selected target.

= General Information Icon provides information about the target. For example, for
a domain, it displays the target name, the version, and the domain home.

= Context Pane provides the name of the target, the name of the current user, the
host name, and the time of the last page refresh, as well as the Refresh icon.

= Expand All/Collapse All lets you expand or collapse the navigation tree.

= Refresh indicates when the page is being refreshed. Click it to refresh a page with
new data. (Refreshing the browser window refreshes the page but does not
retrieve new data.)

= Go To Home takes you to the product family home page, when you click the
Oracle logo.

Table 2-5 describes some common ways you can navigate within Fusion Applications
Control.

Table 2-5 Navigating within Fusion Applications Control

To: Take This Action:

View all of the targets in the Click the Expand All icon at the top of the target navigation
farm pane.

Navigate to a target Select the target in the target navigation pane.

Selecting the product family from the top of the displays the
product family home page and selecting the farm displays the
farm home page. You can expand the product family and the
farm for additional targets.

Operate on a target Right-click the target in the target navigation pane. The target
menu display.

Alternatively, you can select the target and use the dynamic
target menu in the context pane.

Return to the target's home Click the target name at the top left-hand corner of the context
page pane.

Refresh a page with new Click the Refresh icon in the top right of the context pane.
data

Return to a previous page Click the breadcrumbs, which appear below the context pane.
The breadcrumbs appear when you drill down in a target. For
example, from the WebLogic Server menu, choose Logs >View
Log Messages. Select a log file and click View Log File. The
breadcrumbs show:

Log Messages > Log Files > View Log File: logfile_name

View the host on which the  Select the target in the target navigation pane and view the host
target is running name in the target's context pane. You can also view the host
name by clicking the General Information icon.
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Table 2-5 (Cont.) Navigating within Fusion Applications Control

To: Take This Action:

Return to the product family Click the Oracle Enterprise Manager logo at the top left of the
home page page.

View the topology Click Topology.

View a server log file Right-click the server name in the target navigation pane.

Choose Logs > View Log Messages to see a summary of log
messages and to search log files.

In addition, from Fusion Applications Control, from the home pages of targets such as
the Administration Server or Managed Servers, you can access the WebLogic Server
Administration Console. For information about configuring single sign-on between
Fusion Middleware Control and the WebLogic Server Administration Console, see
"Configuring Single Sign-On for Administration Consoles" in the Oracle Fusion
Middleware Enterprise Deployment Guide for Oracle Identity Management (Oracle Fusion
Applications Edition).

2.5.5 Understanding the Targets in the Target Navigation Pane

Figure 2-2 shows the target navigation pane. The product family tree enables you to
view an Oracle Fusion Applications product or application target. The farm tree
enables you to select an Oracle WebLogic Server domain, an Oracle WebLogic Server
Managed Server, an Oracle Fusion Middleware component, an application, or an
Oracle Metadata Repository.
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Figure 2-2 Target Navigation Pane
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2.5.6 Navigating to the Product Family and Product Administration Pages

To navigate to the product family and product administration pages in Fusion
Applications Control:

1. Navigate to the product family and product home page:

= To access the product family home page, from the navigation pane, select the
name of the product family.

= To access the product home page, from the navigation pane, expand the
product family, then Products, and then select the product.

2. Select the Product Family or Product menu.

The following figure shows the Product Family menu:
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[&] Praduct Family +

Home

Control

Logs

Key Performance Indicators

System Performance

General Information

Applications and Infrastructure

The following figure shows the Product menu:

Product «

Home

Key Performance Indicators

Syskem Performance

General Information

The Product Family and Product menu displays the options described in

Table 2-6.

Table 2-6 Product Family and Product Target Menu Options

Menu Option

Description

Home

Displays the product family or product home page. For more
information about this page, see Section 11.2 and Section 11.3.

Control

This option provides options for starting and stopping all the
cluster applications in the product family. These options do not
start and stop the Managed Servers, which is recommended
when starting and stopping all applications in a product family.
Instead of these options, use one of the start and stop use cases
described in Section 4.4.

Logs

Displays the options to either view log messages or configure
log messages for all the applications in the product family. For
more information, see Section 15.3.

Key Performance
Indicators

Displays the Key Performance Indicators page for viewing the
middle-tier metrics for the product family or product. see
Section 2.5.7, Section 11.9, and Section 11.10.

System Performance

Displays the System Performance page for viewing the
middle-tier metrics for the product family, see Section 2.5.7 and
Section 12.3.1.

Applications and
Infrastructure

Displays the Applications and Infrastructure page to view the
status of Oracle Fusion Applications and Oracle Fusion
Middleware components for the product family. See Section 11.8
for more information about using this page for monitoring
applications, and see Section 12.2.1 for more information about
using this page for monitoring Oracle Fusion Middleware.

General Information

Displays general details about the target.
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2.5.7 Viewing the Performance of Targets

Fusion Applications Control automatically and continuously measures run-time
performance. The performance metrics are automatically enabled; you do not need to
set options or perform any extra configuration to collect them.

If you encounter a problem, such as an application that is running slowly or is
hanging, you can view more detailed performance information, including
performance metrics for a particular target, to find out more information about the
problem. In many cases, these metrics are shown in interactive charts; other times they
are presented in tabular format. The best way to use and correlate the performance
metrics is from the Performance Summary page for the component or application you
are monitoring.

To view the performance of a target with Fusion Applications Control:

1.

ORACLE Enterprise Manager 119 Fusion Applications Centrol

EiFarm +
-
3 [ Projects
¥ [ Products
# [ Fusion Applications
1 5 Farm_Projectshomain

2 Topology

From the menu for a specific target, choose Performance Summary. If the target is
a product family or product, choose Key Performance Indicators to view business
metrics or System Performance to view middle tier metrics.

The Performance Summary page displays.

To see additional metrics, click Show Metric Palette and expand the metric
categories.

The following figure shows the System Performance page for a product family
with the Metric Palette displayed:
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Select additional metrics to add them to the Performance Summary.

To re-organize the display of performance charts in the System Performance page,
select View > Reorder Chart Sets and move charts up or down, or remove a
particular chart from the page.

To overlay another target, click Overlay, and select the target. The target is added
to the charts, so that you can view the performance of more than one target at a
time, comparing their performance.

Alternatively, you can display historical business metrics of the same product
instance. Select Overlay > Today with Yesterday, This Week with Last Week or
This Month with Last Month.
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6. To customize the time frame shown by the charts, you can:

s Click Slider to display a slider tool that lets you specify that more or less time
is shown in the charts. For example, to show the past 10 minutes, instead of
the past 15 minutes, slide the left slider control to the right until it displays the
last 10 minutes.

s Click the Enter Time clock icon. Then, enter the Start Time and End Time, and
click OK. If there is no data available from the earlier time point, a
confirmation message displays, explaining the timeline will be automatically
adjusted to the time period for which the data is available.

7. To save the chart set so as to preserve a specific set of metrics selected for display,
as opposed to the default metrics, select View > Save Chart Set and enter a name
for the chart set to be saved.

Use the Fusion Applications Control online help to obtain a definition of a specific
performance metric. There are two ways to access this information:

= Browse or search for the metric in the Fusion Applications Control online help.

= Navigate to the Performance Summary page for your component or application
and perform the following:

a. Click Show Metric Palette.

b. Browse the list of metrics available for the component or application to locate
a specific metric.

¢. Right-click the name of the metric and select Help from the context menu.

2.5.8 Understanding Users and Roles for Fusion Applications Control

To access Fusion Applications Control and perform tasks, you must have the
appropriate role. Fusion Applications Control uses the Oracle WebLogic Server
security realm and the roles defined in that realm. If a user is not granted one of these
roles, the user cannot access Fusion Applications Control.

Each role defines the type of access a user has. For example, a user with the role
Admin has full privileges. A user with the role Operator has privileges to perform
essential day-to-day operations. A user with the role Monitor has privileges only to
view the configuration.

For more information, see "Users, Groups, and Security Roles" in the Oracle Fusion
Middleware Securing Resources Using Roles and Policies for Oracle WebLogic Server.

2.6 Using Oracle WebLogic Server Administration Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical
user interface that you use to manage an Oracle WebLogic Server domain.

While Fusion Applications Control is the primary administrative interface, use
Administration Console as specified by Table 2—4 and wherever recommended in
procedures in this guide.

The section contains the following topics:
= Section 2.6.1, "Starting Oracle WebLogic Server Administration Console"

= Section 2.6.2, "Locking the WebLogic Server Configuration"
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2.6.1 Starting Oracle WebLogic Server Administration Console

To display Oracle WebLogic Server Administration Console for a given Oracle
WebLogic Server domain:

ORACLE

1.

Enter the URL in your Web browser:

http://product_familyinternal.domain:port/console

where product_familyinternal.domain. port is the host and domain of the
Oracle HTTP Server or a Load Balancer.

During provisioning of Oracle Fusion Applications, on the Summary page of the
Provisioning Wizard, you used the Response File Name and Provisioning
Summary fields to specify the response and provisioning summary file locations.
For more information about these files, see the "Summary" section in the Oracle
Fusion Applications Installation Guide.

In the provisioning summary file, for the domain, find the Admin Console entry to
locate the URL. For example:

CommonDomain
Admin Console
http://commoninternal .domain:7777/console

CRM Domain
Admin Console
http://crminternal.domain:7777/console

Financial Domain
Admin Console

http://fininternal.domain:7777/console

;l".l{e login page displays.

WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

Username: | |

Password: |

Enter Oracle Fusion Middleware administrative user name and password, and
then click Login.

In an Oracle Fusion Applications installation, this user is the super user specified
on the Identity and Policy Management page of the Provisioning Wizard. See
"Identity and Policy Management Configuration" section in the Oracle Fusion
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ORACLE WebLogic Server® Administration Console

Change Center

¥Yiew changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.

Lock & Edit

Applications Installation Guide for information about using the Identity and Policy
Management Configuration page and Section 6.8.5.2 to change the password.

The home page displays, as shown in the following figure:

&) Home Log Out Preferences Help | Q
Welcome, FAadmin |C0nnected to: CommonDomain

Home

Home Page

Fieleaze Configuration

Information and Resources

Domain Structure

ComrmonDomain

B -Erviranment
-~Deployments
E-Services
--Security Realms
[#-Interoperability
B -Diagnostics

= Configure applications

= Configure Gridlink for RAC Data
Source

Common Administration Task Descriptions

Read the documentation

Ask a question on My Oracle Support
= Recent Task Status

Oracle Guardian Crverview
» Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

S--SipServer
= Domain = Messaging « WTC Servers
m M3 Servers * Jolt Connection Pools
= Store-and-Forward
Agents
* Servers e
= JMS Modules
How do I... S| ® Cluskers * Log Files

* Search the configuration
® |Jse the Change Center
* Record WLST Scripts

» Change Console preferences

* Monitor servers

4 Path Services
 Yirtual Hosts

.

Diagnostic Modules
m Eridges

» Migratable Targets Diagnostic Images

* Coherence Servers LaldiooUices

.

Request Performance

Persistent Stores

» Coherence Clusters * Archives
* Machines g L Beaitiics * Conkexk
= ‘Work Manaoers SRl viCaches * SHMP

Alternatively, you can access the Administration Console from Fusion
Applications Control, from the home pages of targets such as the Administration
Server or Managed Servers.

2.6.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can
make changes to the configuration while preventing other accounts from making
changes during your edit session. To lock the domain configuration:

1. Locate the Change Center in the upper left of the Administration Console screen.

2. Click Lock & Edit to lock the configuration edit hierarchy for the domain.

As you make configuration changes using the Administration Console, you click Save
(or in some cases Finish) on the appropriate pages. This does not cause the changes to
take effect immediately. The changes take effect when you click Activate Changes in
the Change Center. At that point, the configuration changes are distributed to each of
the servers in the domain. If the changes are acceptable to each of the servers, then
they take effect. If any server cannot accept a change, then all of the changes are rolled
back from all of the servers in the domain. The changes are left in a pending state; you
can then either edit the pending changes to resolve the problem or revert to the
previous configuration.
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2.7 Using Cloud Control

Cloud Control enables you to monitor runtime and historical data for the Oracle
Fusion applications, Oracle Fusion Middleware components, and Oracle Database
across the entire environment.

For an overview of Cloud Control, see the "Overview of Enterprise Manager Cloud
Control 12¢" chapter in Oracle Enterprise Manager Concepts.

Application Management Pack for Oracle Fusion Application is required to be licensed
with Oracle Fusion Applications, and must match the number of licenses for the
associated Oracle WebLogic Suite and Oracle WebLogic Suite for Oracle Fusion
Applications and Oracle SOA Suite for Oracle Middleware or Oracle SOA Suite for
Oracle Middleware for Oracle Fusion Applications. For more information about other
Oracle Enterprise Manager products that can be licensed with Oracle Fusion
Applications, see the Oracle Enterprise Manager Licensing Information.

The section contains the following topics:

= Section 2.7.1, "Starting Cloud Control and Discovering Oracle Fusion Applications
Targets"

= Section 2.7.2, "Rediscovering Oracle Fusion Applications Targets"
= Section 2.7.3, "Removing Oracle Fusion Applications Targets"

= Section 2.7.4, "Navigating the Fusion Applications Target Home Page in Cloud
Control"

= Section 2.7.5, "Using Cloud Control Help"

For specific uses of Cloud Control with an Oracle Fusion Applications environment,
see the following sections:

= Section 12.5, "Performing Proactive Performance Monitoring with Cloud Control"

s Chapter 13, "Diagnosing the Oracle Fusion Applications Middle Tier Performance"

2.7.1 Starting Cloud Control and Discovering Oracle Fusion Applications Targets

To use Cloud Control, you need to separately install Oracle Enterprise Manager Cloud
Control 12¢ (12.1.0.2) with the Application Management Pack for Oracle Fusion
Applications. For more information about installing Cloud Control, see the Oracle
Enterprise Manager Cloud Control Basic Installation Guide.

To display Cloud Control:
1. Enter the URL in your Web browser:

http://oms_hostname.domain:port/em

where oms_hostname and oms_hostname are the host and port number of the
Oracle Management Service.

The login page displays.

Getting Started with Administering Oracle Fusion Applications 2-19



Using Cloud Control

Login

User Mame

Passward

Login

2. Enter the default super administrator account, SYSMAN, that is created with the
password you specified during the installation, and then click Login.

The home page displays. This page provides a high-level view of your entire
enterprise. For more information about this page, see Section 2.7.4 and click the
Help link at the top of the page.

3. Enable licenses according to your licensing agreement with Oracle.

For more information, access the Enterprise Manager documentation library at the
following URL and view the Oracle Enterprise Manager Licensing Information Guide:
http://www.oracle.com/technetwork/indexes/documentation/index
.html

4. To enable business metrics, perform the following prior to performing discovery:

a. Install the agent on the host where the specified Administration Server is
running.

b. Give the agent read access to all the files in the directory that contains the
jps-config-jse.xml file. The jps-config-jse.xml file is located in one of the
following directories:

(UNIX) DOMAIN_HOME/config/fmwconfig
(Windows) DOMAIN_HOME\config\fmwconfig

The agent must be installed a host that has NFS access to the domain home
directory using the path as would be used on the Administration Server host.
In addition, the agent user must have read access to this file.

5. Discover the Oracle Fusion Applications environment:
a. From the Targets menu, choose Fusion Applications.
b. Click Add Fusion Instance.
The Add Fusion Instance: Functional Setup wizard displays.

c. Enter the host name for the Administration Server for the CommonDomain is in
the Administration Server Host field.

d. Enter the Administration Server port in the Port field.

e. In the Username and Password fields, enter the username and password for
the Administration Server.

f. In the Unique Fusion Instance Identifier, enter an intuitive name for the
Fusion Instance. This name will be used to identify the Fusion Instance
throughout Cloud Control. It must be unique and can include alphanumeric
as well as dash (-), underscore (_) or period (.) characters.
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g. If the Fusion Instance is deployed within a secured Functional Setup Domain,
click Secured.

h. Enter the host name and port for the Management Agent that will enable
monitoring of the Fusion Instance targets. To search for an agent, click the icon
next to the Agent field. Local Agents deployed on the WebLogic Admin Server
host will be displayed first.

i. Click Next to complete the configuration.

2.7.2 Rediscovering Oracle Fusion Applications Targets

As you work with your Oracle Fusion Applications environment, you may add
additional targets through provisioning and scalability. When these types of changes
occur, you can refresh the instance to add the new components as targets within a
Fusion Instance already being managed by Cloud Control. You will typically do this
because you need to:

Add a new product family that is part of an already managed Fusion Instance as
an additional target

Add new instances within a product Family or an Oracle WebLogic Server domain
that is already being managed by Cloud Control as new targets

To re-discover Oracle Fusion Applications environment:

1.

From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page displays.

From the table, choose the Fusion Instance you want to refresh.
From the Fusion Instance menu, choose Refresh Fusion Instance.

The Refresh Fusion Instance wizard opens, pre-populated with existing data for
the Fusion Instance.

Use the wizard to complete the refresh.

2.7.3 Removing Oracle Fusion Applications Targets

To re-discover the Oracle Fusion Applications environment:

1.

From the Targets menu, choose Fusion Applications.
The Fusion Applications target home page displays.

From the table, choose the Fusion Instance, Product Family, or Product you want
to remove.

From the Fusion Instance, Product Family, or Product menu, choose Target Setup
> Remove Target.

In the Remove Target page, choose Yes to remove the target.

2.7.4 Navigating the Fusion Applications Target Home Page in Cloud Control

Figure 2-3 shows the Fusion Applications target home page. This page displays the
instance as a whole, product families, and products, giving an aggregate status of
incidents and recent configuration changes.
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Figure 2-3 Fusion Applications Target Home Page of Cloud Control
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To access the Fusion Applications target home page in Cloud Control:

1.

From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page displays. The table on the page lists the
Fusion Instances, product families and products for the environment.

The Targets menu enables you to select the type of target you want to monitor. For
more information about the Middleware option, see Section 12.5.1.

View the current data reported for each target.

The Fusion Applications overview page displays a table of Fusion instances. You
can expand a given Fusion instance to display the Fusion Applications product
families deployed to that instance. Each Fusion Applications product family can
be expanded to display the applications within each product family. The following
information displays for each item in the table.

= Name: This column displays the name of the Fusion instance or Fusion
Applications product family.

»  Type: This column indicates whether the item in the row is a Fusion instance,
a Fusion Applications product family or a product.

= Database: This column displays the name of the database to which the Fusion
instance is written.

= Incidents: This column displays incidents that have occurred within the scope
of each item in the table. Incidents are categorized in sub-columns from left to
right as follows: fatal, critical, warning and escalation level.

= Configuration Changes (last 7 days): This column displays any configuration
changes to the given item in the row during the last seven days.

»  Patches Applied: This column displays the number of software patches
applied to the Fusion instance.

The Fusion Applications overview page allows you to create and view Fusion
instances. Use the View menu to expand and collapse instances in the table. Click
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the Add Instance button to add a Fusion instance as a managed target in Cloud
Control.

You can drill down to a Fusion instance, product family or product by clicking the
relevant item in the table.

From this page, you can also access the global operations for the enterprise from the
Enterprise menu:

= Summary enables to view the aggregate status of all managed targets, giving a big
picture of system availability, alerts, and job status. Use this page to manage the
grid by exception. Even with hundreds of managed targets, this page enables you
to quickly detect and begin troubleshooting of problem areas without being
distracted by noncritical issues.

= Monitoring provides options for global monitoring.

= Job provides information about all scheduled, currently running, and past jobs. It
also enables you to display and manage jobs in the job library. The job library
allows users to share and re-use library jobs that have been created.

= Reports enables you to manage all report definitions to which you have been
granted access.

= Configuration enables you to manage configuration changes. For example, you
can compare configuration to track down updates.

= Compliance enables you to view the policies for specific targets and obtain a
summary of all the policy violations in your enterprise.

= Quality Management provide a complete testing solution for the Oracle Fusion
applications.

= My Oracle Support provides access to software and patches.

2.7.5 Using Cloud Control Help

If you need information about the page or the use cases supported by a particular
functionality exposed by the page, then click the Help link on that page at the top of
the page. In most cases, the Help window displays a help topic about the current page.
Click Contents in the Help window to browse the list of help topics, or click Search to
search for a particular word or phrase

2.8 Using Oracle Fusion Functional Setup Manager

Oracle Fusion Functional Setup Manager guides you through the tasks of setting up
the functional data and reference data after installation and helps you move the setup
data from one environment to another (such as from the development environment to
the production environment).

To access the administrative area of Oracle Fusion Functional Setup Manager:

1. Sign in to Oracle Fusion Applications with a user account that is provisioned with
the necessary role. Contact your security administrator for details.

2. From the Administration menu in the work area of Oracle Fusion Applications,
choose Setup and Maintenance.
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W Help Sign Qut APP_IMP|

Customize Setup and Maintenance Pages...
Customize Global Page template. ..

Manage Customizations. ..

Manage Sandboxes..,

Setup and Maintenance. ..

Highlight Flexfiglds. ..

The Setup and Maintenance options display:

Setup and Maintenance

~| Tasks
Implementations

® Getking Started
» Configure Offerings
= Manage Implementation Projects

Setup Data Export and Inport

# Manage Configuration Packages
& Manage Export and Inport Processes

Implementation Objects

& Manage Offerings and Options
= Manage Features

= Manage Business Processes

# Manage Task Lists and Tasks

# Manage Business Objects

Topology Objects

& Manage Domains
» Manage Enterprise Applications
* Manage Modules j

Topology Registration

* Review Topology

The following table describes the options in the Tasks pane.

Option Description
Implementations
Getting Started Research and review the different offerings or business

solutions to determine which fit your requirements.

Configure Offerings Select options and the related features associated with each
offering to dynamically create an implementation task list based
on just the functionality you are implementing. This enhances
productivity by presenting a targeted list of tasks presented in
the appropriate implementation order.

Manage Implementation Create implementation projects to define the structure of an

Projects implementation. They contain task lists and tasks required to
implement the functionality you select. Multiple
implementation projects may exist within a single instance and
may be managed by one or more implementers.

Setup Data Export and

Import
Manage Configuration Create and manage configuration packages. A configuration
Packages package is the combined unit of an implementation project and

its related setup data. Configuration packages can be exported,
imported or uploaded from this page.
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Option Description

Manage Export and Import Export a configuration package multiple times by creating

Processes multiple versions. While the export definition remains the same
in each version, the setup data can be different if you modified
the data in the time period between the different runs of the
export process. Since each version of the configuration package
has a snapshot of the data in the source instance, you can
compare and analyze various versions of the configuration
package to see how the setup data changed.

In the target application instance, the setup import process will
insert all new data from the source configuration package that
does not already exist and update any existing data with
changes from the source. Setup data that exists in the target
instance but not in source will remain unchanged.

Implementation Objects

Manage Offerings and Create and maintain offerings and options. Offerings are the

Options highest level grouping of functionality and are the starting
points for configuration decisions. Options represent specific
pieces of functionality for offerings. The selection of the
offerings and options begin to define the task lists and related
implementation tasks required to complete an implementation.

Manage Features Create and maintain features. A feature is a decision point a
person evaluates to customize their business needs and
processes. Features are the lowest level in this hierarchy:
offering, option, feature. Features determine how and to what
extent a specific business process is included in an
implementation.

Manage Business Processes Create and maintain business processes, detailed business
processes and activities and the relationships within the
business process hierarchies.

Manage Task Lists and This is the entry point for managing setup task lists and tasks.

Tasks You can edit tasks or create new ones and edit predecessor
tasks. You can also view all occurrences of task lists and tasks
and any associated features.

Manage Business Objects ~ Business objects and associated features can be created, edited
and deleted from the search dialog.

Topology Objects

Manage Domains Manage the Oracle WebLogic Server domain in the Oracle
Fusion Applications environment.

Manage Enterprise Register and manage enterprise applications.

Applications

Manage Modules Register and manage modules for enterprise applications.

Topology Registration

Review Topology Display the topology of the Oracle WebLogic Server domains

for the product families.

To review procedures and view demonstrations of the most common procedures:
1. Access the Oracle Fusion Applications Help.

2. In the Search by Functional Setup section, choose Functional Setup Manager and
then Manage Application Implementation.
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~| Search by Functional Setup
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» Offerings

3. Inthe Manage Application Implementation section, from the Sort By list, choose
Help type, as shown in the following figure:
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4. Select the topic you want to review.

5. When the topic displays, use the Viewing Options section to either view the
procedure in a demonstration or read the steps to perform the task.

For additional information about Oracle Fusion Functional Setup Manager, see Oracle
Fusion Functional Setup Manager User’s Guide and Oracle Fusion Functional Setup
Manager Developer’s Guide.

2.9 Using Database Tools to Modify Oracle Fusion Applications Data

Do not use SQL*Plus, Oracle Data Browser, database triggers, or any other tool to
modify Oracle Fusion Applications data unless otherwise instructed.

Oracle provides powerful tools you can use to create, store, change, retrieve, and
maintain information in an Oracle database. But if you use Oracle tools such as
SQL*Plus to modify Oracle Fusion Applications data, you risk destroying the integrity
of your data and you lose the ability to audit changes to your data.

Because Oracle Fusion Applications tables are interrelated, any change you make
using an Oracle Fusion Applications form can update many tables at once. But when
you modify Oracle Fusion Applications data using anything other than Oracle Fusion
Applications, you may change a row in one table without making corresponding
changes in related tables.

If your tables get out of synchronization with each other, you risk retrieving erroneous
information and you risk unpredictable results throughout Oracle Fusion
Applications.

When you use Oracle Fusion Applications to modify your data, Oracle Fusion
Applications automatically checks that your changes are valid. Oracle Fusion
Applicationsalso keeps track of who changes information. If you enter information
into database tables using database tools, you may store invalid information. You also
lose the ability to track who has changed your information because SQL*Plus and
other database tools do not keep a record of changes.
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Maintaining Oracle Fusion Applications
Languages

This chapter provides an introduction to the tools you use to install and maintain a set
of languages in Oracle Fusion Applications.

This chapter includes the following topics:
» Installing and Upgrading Languages

= Maintaining Language Content

3.1 Installing and Upgrading Languages

Oracle Provisioning installs and RUP Installer upgrades only the English language. To
add a language or upgrade an existing language, use Language Pack Installer. For
more information about Language Pack Installer, see "Maintaining Oracle Fusion
Applications Languages" in the Oracle Fusion Applications Upgrade Guide.

3.2 Maintaining Language Content

Oracle Fusion Applications content is translated to different languages and fixes are
made available as individual patches. If your environment uses multiple languages,
whenever you apply a patch with translatable content, you may choose to also apply
the associated translated patch for each of your installed languages. If a patch does not
contain any translated content, such as a PL/SQL package, only the English patch is
available.

If an Oracle Fusion Applications environment contains languages other than English,
the recommended method for applying patches is to apply the English patch first and
then apply the translation patch for each installed language.For example, after you
apply a language pack for another language, such as Korean, whenever you apply a
patch that involves translatable content, you must apply the base English patch and
also the Korean patch for that fix.

For detailed information about how to apply a patch, see "Applying Patches" in the
Oracle Fusion Applications Patching Guide .

Maintaining Oracle Fusion Applications Languages 3-1



Maintaining Language Content

3-2 Product Title/BookTitle as a Variable



4

Performing Routine Administrative Tasks

This chapter describes the common, essential tasks for administering your Oracle
Fusion Applications environment.

This chapter contains the following topics:
= Section 4.1, "Introduction to Performing Routine Administrative Tasks"

= Section 4.2, "Running Administration Servers and Managed Servers from Shared
and Local Disks"

= Section 4.3, "Viewing and Managing Targets Across Domains (Optional)"
= Section 4.4, "Starting and Stopping"

= Section 4.5, "Viewing and Changing Ports for Components"

= Section 4.6, "Changing Passwords"

»  Section 4.7, "Managing the Oracle Database"

= Section 4.8, "Patching”

= Section 4.9, "Managing Oracle Fusion Applications-Specific Labels in the Oracle
Metadata Repository"

= Section 4.10, "Modifying Oracle Application Development Framework
Connections in Oracle Fusion Applications"

= Section 4.11, "Modifying Oracle Data Integrator Configuration"

4.1 Introduction to Performing Routine Administrative Tasks

An important aspect of system administration of the Oracle Fusion Applications
environment is performing a range of maintenance life-cycle and management
operations. Section 1.3 provides a roadmap of when to perform these essential
administrative tasks. In addition to following this roadmap, if you run into
performance or security issues, then use the tasks in the chapter to maintain the
environment.

In addition to the tasks in this guide, refer to the following documentation for tasks
that you may need to perform, depending on your business needs:

»  Oracle Fusion Applications Common Implementation Guide for common setup and
maintenance tasks for Oracle Fusion applications

»  Oracle Fusion Applications Post-Installation Guide for configuration tasks to perform
after installation
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»  Oracle Fusion Applications Administrator’s Troubleshooting Guide for common issues
in the runtime environment

4.2 Running Administration Servers and Managed Servers from Shared
and Local Disks

Configuration for domains is stored centrally on a shared disk. This location is
accessible to all hosts, so the Administration Servers can run from this shared location.
Managed Servers can run from either the shared location or from a local disk, that is, a
non-network disk, visible only to the processes running on that host. During
provisioning of Oracle Fusion Applications, in the Installation Location page of the
Provisioning Wizard, you make this decision with the Enable Local Application
Configuration option. When you select this option, provisioning copies the domain
configuration from the shared server location to the specified local disk, and you run
the Managed Servers from the local disk. If you chose not to select this option, then all
the Managed Servers are configured to run from the shared disk. See the "Installation
Location" section in the Oracle Fusion Applications Installation Guide for information
about using the Installation Location page.

4.3 Viewing and Managing Targets Across Domains (Optional)

In Fusion Applications, certain business process flows or operational requirements can
span domains and/or product families. (For example, a Customer Relationship
Management (CRM) process can rely on the availability of certain Human Capital
Management (HCM) components. Out-of-the-box tools (such as Fusion Applications
Control) are limited to monitoring the domains within their product family

In addition, administrators might want to monitor by target type across domains. For
example, they might want o monitor all of the J2EE application targets across multiple
WebLogic Server domains.

The only way to accomplish this is via the Group functionality in Oracle Enterprise
Manager Cloud Control. (Your system must have Cloud Control installed and
configured.)

For general information on Groups, see "Managing Groups," in the Oracle Enterprise
Manager Cloud Control Administrator’s Guide.

The following example shows how to create a Dashboard to view Enterprise
Scheduling Service (ESS) components which are spread across the Common, HCM,
CRM, and Financial Domains in the system. Use the same principles to create a
Dashboard that fits your parameters.

1. Log in to Enterprise Manager Cloud Control and select Targets and Groups.

2. Select Create and choose Group from the drop-down menu.

3. On the resulting Create Group page, enter a Name and click Search for Members.
A list of all available Targets is displayed in a Group home page.

4. In the Search field at the top of the page, type ESSAPP to find all the
Scheduler-related elements.
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5. Choose Select All, or selectively click the results you want to include, then click
OK.

You see your Group with the chosen Members listed.
6. If it is correct, click OK. The list of all Groups is displayed.
7. Select your newly created Group by Name. The Group Dashboard is displayed.
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4.4 Starting and Stopping

You start and stop the Oracle Fusion Applications environment and its components to
perform a range of maintenance operations that require process downtime.
Understanding the state (that is, up, down, starting, and stopping) of each component
in the Oracle Fusion Applications environment is an essential activity when
diagnosing and resolving availability and performance issues, and when performing
life-cycle and management operations.

A typical Oracle Fusion Applications environment contains the applications, the
Oracle Database, and the Oracle Fusion Middleware components. Depending on
whether you need to start and stop an individual component or the entire
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environment, there are many several supported scenarios for performing these
operations correctly.

This sections contains the following topics:

= Section 4.4.1, "Starting and Stopping Components in the Oracle Fusion
Applications Environment"

"

= Section 4.4.2, "Understanding Starting and Stopping with the fastartstop Utility

»  Section 4.4.3, "Starting and Stopping the Entire Oracle Fusion Applications
Environment"

= Section 4.4.4, "Starting and Stopping the Administration Servers and Managed
Servers"

»  Section 4.4.5, "Starting and Stopping Oracle HTTP Server"
= Section 4.4.6, "Starting and Stopping Oracle Business Intelligence"

»  Section 4.4.7, "Starting and Stopping a Product Family Oracle WebLogic Server
Domain"

»  Section 4.4.8, "Starting and Stopping an Oracle WebLogic Server Cluster in a
Product Family for a Configuration Change"

»  Section 4.4.9, "Starting and Stopping Specific Applications"

4.4.1 Starting and Stopping Components in the Oracle Fusion Applications
Environment

For many of the Oracle Fusion Middleware components, you can start and stop in
different ways, depending on your requirements.

Table 4-1 describes the Oracle Fusion Applications, Oracle Fusion Middleware, and
Oracle Database components you can start and stop, and provides information on
where to find related documentation for each component.

The procedures referenced in the Oracle Fusion Middleware guides describe using
Fusion Middleware Control. These procedure also apply to Fusion Applications
Control.

Table 4-1 Starting and Stopping

Component Description Documentation

Oracle Fusion Applications

Oracle Fusion You can start and stop applications Section 4.4.9, "Starting and Stopping Specific
applications using the WLST command line, Fusion ~ Applications”
Applications Control, Cloud Control, or
WebLogic Server Administration
Console.

"Start applications and modules" and "Stop
applications and modules" in the Oracle Fusion
Middleware Oracle WebLogic Server Administration
Console Online Help for the WebLogic Server
Administration Console

Oracle Fusion Middleware
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Table 4-1 (Cont.) Starting and Stopping

Component Description Documentation
Administration The Administration Server operates as  Section 4.4.4.1, "Starting the Administration
Server the central control entity for the Servers and Managed Servers"

configuration of the entire Oracle
WebLogic Server domain. It maintains
the domain's configuration documents
and distributes changes in the
configuration documents to Managed
Servers. The Administration Server
serves as a central location from which
to manage and monitor all resources in
a domain.

You can use the fastartstop utility to
start the Administration Server in one or
more domains.

Section 4.4.4.2, "Stopping the Administration
Servers and Managed Servers"

Managed Servers
for the Oracle
Fusion applications
and Oracle Fusion

A Managed Server can host Oracle
Fusion applications, application
components, Web services, and their
associated resources. Managed Servers

Section 4.4.4.1, "Starting the Administration
Servers and Managed Servers"

Section 4.4.4.2, "Stopping the Administration
Servers and Managed Servers"

Middleware also host applications for the following
components Oracle Fusion Middleware components:
»  Oracle Business Intelligence
= Oracle Data Integrator
= Oracle Enterprise Scheduler
»s  Oracle Secure Enterprise Search
= Oracle SOA Suite
= Oracle WebCenter Content
= Oracle WebCenter Content:
Imaging
= Oracle WebCenter Portal's
Discussion Server
= Oracle WebCenter Portal: Spaces
You can use the fastartstop utility to
start one or more Managed Servers in
one or more domains. Alternatively, you
can use Fusion Applications Control or
WebLogic Server Administration.
Node Manager Node Manager is an Oracle WebLogic ~ "Starting Node Manager" section in the Oracle

Server utility that enables you to start,
shut down, and restart the
Administration Servers and the
Managed Server instances.

On Windows, Node Manager is
configured to automatically start by
default.

Fusion Middleware Node Manager Administrator’s
Guide for Oracle WebLogic Server

Section 4.4.3.1.3, "Task 3: Start Node Manager"

Oracle Business
Intelligence Suite

You can use Fusion Applications
Control or the opmnctl command to
start and stop Oracle Business
Intelligence system components.

You can use the fastartstop utility to
start and stop the BI Presentation Server
component.

"Starting and Stopping Oracle Business
Intelligence" chapter in the Oracle Fusion
Middleware System Administrator’s Guide for Oracle
Business Intelligence Enterprise Edition
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Table 4-1 (Cont.) Starting and Stopping

Component Description

Documentation

Oracle Enterprise ~ You can use Fusion Applications
Scheduler Control to start and stop the Oracle
Enterprise Scheduler.

Section 7.7, "Starting and Stopping Oracle
Enterprise Scheduler Service Components"

Oracle HTTP Server You can use Fusion Applications
Control or the opmnctl command to
start and stop Oracle HTTP Server.

"Starting, Stopping, and Restarting Oracle HTTP
Server" section in the Oracle Fusion Middleware
Administrator’s Guide for Oracle HT'TP Server

Oracle SOA Suite You can use Fusion Applications
Control to start and stop the SOA
Infrastructure and the Managed Servers
for Oracle SOA Suite.

"Stopping and Starting the Managed Server and
SOA Infrastructure" section in the Oracle Fusion
Middleware Administrator’s Guide for Oracle SOA
Suite and Oracle Business Process Management Suite

Oracle WebCenter ~ Always ensure Content Server is

Portal: Spaces running when starting Oracle
WebCenter Portal: Spaces. If Content
Server is not running when Spaces is
started up Spaces will consider the
Document service as unavailable. After
Content Server is started, a restart of
Spaces is needed for it to recheck if the
Document service is configured.

"Starting Content Server" section in the Oracle
WebCenter Content System Administrator’s Guide for
Content Server

"Starting and Stopping the Spaces Application”
section in the Oracle WebCenter Content System
Administrator’s Guide for Content Server

Oracle WebLogic When applying a patch that only

Server domain fora applies to one product family, stop the

product family Oracle WebLogic Server domain for the
product family and restart it after you
apply the patch without stopping the
entire Oracle Fusion Applications
environment.

Use the fastartstop utility for this task.
You can alternatively use Fusion
Applications Control.

Section 4.4.7, "Starting and Stopping a Product
Family Oracle WebLogic Server Domain"

Oracle WebLogic If you modify the Oracle WebLogic

Server cluster fora Server configuration, you must stop and

product family restart the cluster for the configuration
changes to take effect.

Use the fastartstop utility for this task.
You can alternatively use Fusion
Applications Control and WebLogic
Server Administration Console.

Section 4.4.8, "Starting and Stopping an Oracle
WebLogic Server Cluster in a Product Family for a
Configuration Change"

Oracle Database

Oracle Database You can start and stop the Oracle
database with the Oracle Enterprise
Manager Database Control.

"Accessing the Database Home Page" section in
the Oracle Database 2 Day DBA

4.4.2 Understanding Starting and Stopping with the fastartstop Utility

The fastartstop script is installed with the Oracle Fusion Applications patching
framework. After installation, the registry file for each product family is populated
with Oracle WebLogic Server domain entries for all product families, including the
Oracle Fusion Applications Common Domain in the Oracle Fusion Setup product
family. You can use this utility to start all the domains or a select domain. When the
fastartstop utility is used to start a domain, all the Managed Servers will be started
and the Administration Server of the domain will be stopped after all the Managed
Servers have been started. The fastartstop utility uses Node Manager to start and
stop servers. fastartstop will fail if Node Manager is not already running.
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While the utility starts and stops the domains, it does not start and stop Oracle
Identity Management and the Oracle Database. Therefore, you must start these
components separately.

This section contains the following topics:
»  Section 4.4.2.1, "fastartstop Syntax"
»  Section 4.4.2.2, "fastartstop Examples"

4.4.2.1 fastartstop Syntax

If the Oracle Fusion Applications patching framework was installed, the fastartstop
utility is available from the following directories:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications

The fastartstop utility supports the following syntax:

(UNIX) ./fastartstop.sh -Start|-Stop|-Bounce|-StartBIPS|-StopBIPS
-all|-domains domain_name, domain_nameN, domain nameN|-BIPServerComponents
—all|—domains "domain_name(server:all, server:managed_server.
name|AdminServer),domain_name(server:all,server:managed_server_
name|AdminServer) " | -BIPServerComponents

[-componentType OHS |—componentDomain component_domain_name] [iasInstance=instance_
1d] [iasComponent=component_1id] [-processType=component_type]
[-clusterType soal

-username user._name

-appbase FA_ORACLE_HOME

[-loglevel Iog level]

[-timeout timeout_period]

[--help]

(Windows) fastartstop.cmd -Start|-Stop|-Bounce|-StartBIPS|-StopBIPS
—all|—domains domain_name,domain_nameN,domain_nameN|—BIPServerComponents
—all|—domains "domain_name(server:all, server:managed_server.
name|AdminServer),domain_name(server:all,server:managed_server_
name|AdminServer) " | -BIPServerComponents

[-componentType OHS |-componentDomain component_domain_name] [iasInstance=instance_
1d] [iasComponent=component_1id] [-processType=component_type]
[-clusterType soal

-username user._name

-appbase FA_ORACLE_HOME

[-loglevel log level]

[-timeout timeout_period]

[--help]

Table 4-2 describes the options for the fastartstop script.
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Table 4-2 Options for the fastartstop Script

Options Description

-Start|-Stop|-Bounce|-St Specify the operation to execute:
artBIPS|-StopBIPS s Use -Start to start Managed Servers.

s Use -Stop to stop Managed Servers.

s Use -Bounce to restart Managed Servers.

»  Use -StartBIPS to start Oracle Business Intelligence.

= Use -StopBIPS to stop Oracle Business Intelligence.

-all|-domains|-BIPServer Specify what to start, stop, or restart:

Components = Use -all for all components in all the domains.

Components that are started include the Administration
Server, Managed Servers, OPMN-based components Oracle
Business Intelligence and Oracle HTTP Server.

= Use -domains for Managed Servers and the Administration
Server in specific domains. Delineate the domain names
with a comma, (domain_name, domain_name); white space is
not allowed in the domain name list. This option does not
manage OPMN-based components Oracle Business
Intelligence and Oracle HTTP Server.

= Use -BIPServerComponents for Oracle Business Intelligence
components. This option should be used only in conjunction
with the -StartBIPS or -StopBIPS option.

= Use suboption server to specify the Administration Server
or Managed Servers for the domains you want to start, stop,
or bounce. When the server suboption is used, enclose the
-domains argument in quotes:

-domains "domain_name(server:all, server:managed_
server_name | AdminServer)"

This -domains option is mutually exclusive to the following
options:

-startAdminServer
-clusterType

-adminServersOnly

You cannot include these options in the same fastartstop
command as the -domains options.

If you use the server suboption for one domain, you must use it
for all domains. Example 4-21 shows a mix, which would
generate an error.
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Table 4-2 (Cont.) Options for the fastartstop Script

Options Description

-componentType | -componen Specify the operation to execute:

thomain = Use -componentType to start Oracle HTTP Server. It is a

customized form of -componentDomain option.

s Use -componentDomain an alternative to starting or
stopping Oracle HTTP Server managed through Oracle
Process Manager and Notification (OPMN) component. You
use the -iasInstance, -iasComponent, and -processType
suboptions to completely specify a component. For general
information about these attributes, see the Oracle Fusion
Middleware Oracle Process Manager and Notification Server
Administrator’s Guide.

- Use -iasInstance to specify the instance ID. Enter a value
of CommonDomain_webtier for Oracle HTTP Server.

- Use -iasComponent to specify the component ID for the
component. The value is ohs for Oracle HTTP Server.

- Use -processType to specify the component type. The
valid value is OHS for Oracle HTTP Server.

-iasComponent is a child of -iasInstance. Therefore, you cannot
issue a fastartstop command using -iasComponent without its
hierarchical parent command. You can use -iasInstance

independent of -iasComponent commands.

For example, -componentDomain CommonDomain -iasInstance
CommonDomain_webtier will act upon all components under the
CommonDomain_webtier instance ID. Similarly -componentDomain
CommonDomain -iasInstance CommonDomain_webtier
-iasComponent ohsl will act upon all process types under ohsl
component ID. However, -componentDomain CommonDomain
-iasComponent ohsl will result in an error, as the hierarchy is
not maintained. The component named ohs1 can be present
under any instance, so the hierarchy needs to be maintained to
ensure the correct Oracle HTTP Server.

-clusterType Specify to start, stop, or restart Managed Servers within a
cluster. This parameter is currently only supported for Oracle
SOA Suite clusters (soa).

This option is mutually exclusive to the server suboption of the
-domain option. You cannot include this option in the same
fastartstop command as the server suboption.

This option is mutually exclusive to the following options:
] -adminServersOnly
= server suboption of the -domains option

You cannot include the -clusterType option in the same
fastartstop command as these options.

-username Specify an user with Oracle Fusion Middleware administration
user privileges.

-appbase Specify the complete directory path to the Oracle Fusion
Applications Oracle home. This directory is located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications
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Table 4-2 (Cont.) Options for the fastartstop Script

Options Description

-adminServersOnly Use to start, stop, or restart the Administration Servers only,
leaving the Managed Servers untouched.

This option is mutually exclusive to the following options:
m  -startAdminServer

u -clusterType

= server suboption of the -domains option

You cannot include the -adminServersOnly option in the same
fastartstop command as these options.

When used with Bounce, fastartstop performs a restart for
Administration Servers. If some Administration Servers fail
during the Bounce command, in next run, failed servers will be
acted upon. The servers bounced successfully in the previous
runs will be skipped in the next run.

-startAdminServer Specify true to start the Administration Server; specify false to
stop the Administration Server. The default is false.

This option is mutually exclusive to the following options:
n -adminServersOnly
= server suboption of the -domains option

You cannot include the -startAdminServer option in the same
fastartstop command as these options.

--help Specify to display the syntax.

-loglevel Specify the log level for the fastartstop.log file:
= INFO: Provides informational messages.
= FINER: Provides detailed log messages.
= WARNING: Provides messages for potentially problems.
INFO is the default.

-timeout Specify the number of seconds to wait for the start, stop, or
restart the domain or a server. When all the servers in the
domain are started in parallel, the timeout is associated with the
domain. When individual Administration Sever or Managed
Sever are started instead of a domain, the timeout is associated
with the server.

The default timeout is 40 minutes. In addition, this option has a
minimum guard value of 12 minutes. If you provides a value
less than 12 minutes, then guard value will be used instead.

The fastartstop utility prompts you for the password for the user with Oracle Fusion
Middleware administrator privileges specified by the -username argument. If you
pass this argument to the fastarstop utility on the standard input, the utility will not
prompt.

See Section 6.8.5.2 for more information about changing this password.
The fastartstop utility generates fastartstop.log in the following subdirectories:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications
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(Windows) APPLICATIONS_BASE\fusionapps\applications

4.4.2.2 fastartstop Examples

The following examples provide syntax examples for common scenarios:

»  Section 4.4.2.2.1, "Starting Examples with fastartstop"

»  Section 4.4.2.2.2, "Stopping Examples with fastartstop"

»  Section 4.4.2.2.3, "Bouncing Examples with fastartstop"

= Section 4.4.2.2.4, "Using the AdminServersOnly Option with fastartstop"

m  Section 4.4.2.2.5, "Using Combination Commands with fastartstop"

4.4.2.21 Starting Examples with fastartstop

Example 4-1 shows starting the Administration Server and all the Managed Servers in
the SCMDomain domain.

Example 4-1 Syntax Sample to Start the Administration Server and All Managed Servers
in a Single Domain

./fastartstop.sh -Start -domains "SCMDomain (server:all)" -username FAAdmin
-appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-2 shows starting the Administration Server and the soa_serverl Managed
Server in the SCMDomain domain.

Example 4-2 Syntax to Start the Administration Server and Another Managed Server in
a Single Domain

./fastartstop.sh -Bounce -domains "SCMDomain (server:AdminServer, server:soa_
serverl)" -username FAAdmin -appbase
/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-3 shows starting Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain.

Example 4-3 Syntax to Start Multiple Managed Servers in a Single Domain

./fastartstop.sh -Start -domains "SCMDomain (server:soa_
server, server:AdvancedPlanningServer_1)" -username FAAdmin -appbase
/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-4 shows starting Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain and soa_server from the
HCMDomain domain.

Example 4-4 Syntax to Start Multiple Managed Servers in Multiple Domains

./fastartstop.sh -Start -domains "SCMDomain (server:soa_
server, server :AdvancedPlanningServer_1) ,HCMDomain (server:soa_server)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-5 shows starting all the Managed Servers and the Administration Server in
the HCMDomain domain.
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Example 4-5 Syntax to Start the Managed Servers and Administration Server in the SOA
Cluster of a Single Domain

./fastartstop.sh -Start -domains HCMDomain -username username
appbase /scratch/aimel/appltop/fusionapps/applications
-clusterType soa -startAdminServer true

Example 4-6 shows starting the CommonDomain domain. Starting a domain starts its
Managed Servers and Administration Server. Starting a domain includes starting its
Administration Server, followed by the Managed Servers. Once all the Managed
Servers are up, the Administration Server is stopped. If you want the Administration
Server to continue to run, use -startAdminServer true, as shown in Example 4-5.
This command does not start OPMN-based components Oracle Business Intelligence
and Oracle HTTP Server.

Example 4-6 Syntax to Start a Specific Domain

./fastartstop.sh -Start -domains CommonDomain -username FUSION_APPS_PROV_PATCH_
APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications

Example 4-7 shows starting all the domains. Starting a domain includes starting its
Administration Server, followed by the Managed Servers. Once all the Managed
Servers are up, the Administration Server is stopped. If you want the Administration
Servers to continue to run, use -startAdminServer true, as shown in Example 4-8.
The -all option also starts OPMN-based components Oracle Business Intelligence and
Oracle HTTP Server.

Example 4-7 Syntax to Start All Domains

./fastartstop.sh -Start -all -username FUSION_APPS_PROV_PATCH_APPID -appbase
/slot/ems7770/oracle/apphome/fusionapps/applications

Example 4-8 shows starting multiple domains. Starting domains starts all the
Managed Servers and Administration Server for each product family domain.

Example 4-8 Syntax to Start Multiple Domains

./fastartstop.sh -Start -domains HCMDomain,BIDomain,ProjectsDomain -username
FUSION_APPS_PROV_PATCH_APPID -appbase
/scratch/aime/V1HCM/APPTOP/fusionapps/applications -startAdminServer true
-clusterType soa

4.4.2.2.2 Stopping Examples with fastartstop

Example 4-9 shows stopping the Administration Server and all the Managed Servers
in the SCMDomain domain.

Example 4-9 Syntax to Stop the Administration Server and All Managed Servers in a
Single Domain

./fastartstop.sh -Stop -domains "SCMDomain(server:all)" -username FAAdmin -appbase
/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-10 shows stopping Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain.

Example 4-10 Syntax to Stop Multiple Managed Servers in a Single Domain

./fastartstop.sh - Stop -domains "SCMDomain (server:soa_
server, server :AdvancedPlanningServer_1)" -username FAAdmin -appbase
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/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-11 shows stopping Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain and soa_server in the
HCMDomain domain.

Example 4-11 Syntax to Stop Multiple Managed Servers in Multiple Domains

./fastartstop.sh - Stop -domains "SCMDomain (server:soa_
server, server :AdvancedPlanningServer_1) ,HCMDomain (server:soa_server)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-12 shows stopping the CommonDomain domain. Stopping a domain stops its
Managed Servers and Administration Server.

Example 4-12 Syntax to Stop a Specific Domain

./fastartstop.sh -Stop -domains CommonDomain -username FUSION_APPS_PROV_PATCH_
APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications

Example 4-13 shows stopping all the product family domains. Stopping all the
domains stops the Managed Servers, Administration Server, and the OPMN-based
components Oracle Business Intelligence and Oracle HTTP Server for each domain.

Example 4-13 Syntax to Stop All Domains

./fastartstop.sh -Stop -all -username FUSION_APPS_PROV_PATCH_APPID -appbase
/slot/ems7770/oracle/apphome/fusionapps/applications

Example 4-14 shows stopping multiple domains. Stopping domains stops all the
Managed Servers and Administration Server for each product family domain.

Example 4-14 Syntax to Stop Multiple Domains

./fastartstop.sh -Stop -domains HCMDomain,BIDomain, ProjectsDomain -username
FUSION_APPS_PROV_PATCH_APPID -appbase
/scratch/aime/V1HCM/APPTOP/fusionapps/applications -startAdminServer true
-clusterType soa

4.42.2.3 Bouncing Examples with fastartstop

Example 4-15 shows restarting the Administration Server and all the Managed Servers
in the SCMDomain domain.

Example 4-15 Syntax to Bounce the Administration Server and All Managed Servers in
a Single Domain

./fastartstop.sh -Bounce -domains "SCMDomain (server:all)" -username FAAdmin
-appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-16 shows restarting Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain.

Example 4-16 Syntax to Bounce Multiple Managed Servers in a Single Domain

./fastartstop.sh - Bounce -domains "SCMDomain (server:soa_
server, server:AdvancedPlanningServer_1)" -username FAAdmin -appbase
/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER
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Example 4-17 shows restarting Managed Servers soa_serverl and
AdvancedPlanningServer_1 in the SCMDomain domain and soa_server in the
HCMDomain domain.

Example 4-17 Syntax to Bounce Multiple Managed Servers in Multiple Domains

./fastartstop.sh - Bounce -domains "SCMDomain (server:soa_
server, server :AdvancedPlanningServer_ 1) ,HCMDomain (server:soa_server)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER

Example 4-18 shows restarting the CommonDomain domain. Restarting a domains
restarts the Managed Servers and Administration Server in the domain.

Example 4-18 Syntax to Bounce a Specific Domain

./fastartstop.sh -Bounce -domains CommonDomain -username FUSION_APPS_PROV_PATCH_
APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications

4.4.2.2.4 Using the AdminServersOnly Option with fastartstop

Example 4-19 Syntax to Restart all the Administration Servers

./fastartstop.sh -Bounce -all -username FAAdmin -appbase
/scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER
-adminServersOnly

4.4.2.25 Using Combination Commands with fastartstop

If the server suboption is set to all and another Managed Server or Administration
Server with the -domain option (Example 4-21), all will take precedence and the start,
stop, or restart operation will occur on all servers.

Example 4-20 Syntax with Contradicting server Suboption Settings

./fastartstop.sh -Bounce -domains "SCMDomain (server:all, server:soa_serverl)"
-username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications
-loglevel FINER

If you use the server suboption for one domain, you must use it for all domains. In
addition, you cannot use the server suboption with the -adminServersOnly option.
Example 4-21 shows server:all for the SCMDomain domain, but not for the HCMDomain
domain. It also shows the -adminServersOnly option in combination with the server
suboption. This syntax would generate an error.

Example 4-21 Syntax with server Suboption Settings Not Consistently Used

./fastartstop.sh —Start|Stop|Bounce -domains "SCMDomain (server:all),HCMDomain"
-username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications
-loglevel FINER -adminServersOnly

If the server suboption of the -domains option is used, the following options cannot
be used:

m -startAdminServer

m -clusterType

s -adminServersOnly

Example 4-22 shows incorrect combinations of these commands. If these examples are
entered, you would see error messages.
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Example 4-22 Sample Syntax with Contradicting server Suboption Settings

./fastartstop.sh —Start|Stop|Bounce -domains "SCMDomain (server:all)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER
-clusterType SOA

./fastartstop.sh —Start|Stop|Bounce -domains "SCMDomain (server:all)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER
-startAdminServer true

./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain (server:all)" -username
FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER
-adminServersOnly

./fastartstop.sh —Start|Stop|Bounce -domains "SCMDomain (server:all),HCMDomain"
-username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications
-loglevel FINER -adminServersOnly

4.4.3 Starting and Stopping the Entire Oracle Fusion Applications Environment

Some components in the Oracle Fusion Applications environment dependent on one
another. Therefore, it is important to start and stop components in the proper order. In
the course of normal IT operations, common operations include shutting down
computers and starting them back up. Therefore, it is crucial to start and stop Oracle
Fusion Applications in a sequential manner.

This section contains the following topics:
»  Section 4.4.3.1, "Starting an Oracle Fusion Applications Environment"

»  Section 4.4.3.2, "Stopping an Oracle Fusion Applications Environment"

4.4.3.1 Starting an Oracle Fusion Applications Environment

To perform a complete start of the Oracle Fusion Applications environment, you must
start the Oracle WebLogic Server domain for the Oracle Fusion Setup product family
before the domains for the other product families.

Applications may not work correctly until all the Managed Servers in all domains
have been started.

The section contains the following topics for performing a complete start of the Oracle
Fusion Applications environment:

s Task 1: Start the Oracle Database

s Task 2: Start the Oracle Identity Management Suite

s Task 3: Start Node Manager

s Task 4: Start the Key Oracle Fusion Middleware Components on the Provisioned
Environment

4.43.1.1 Task 1: Start the Oracle Database

To start the Oracle database instance using Oracle Database Control:

1. Go to the Database Home page.

For information about how to access the Database Home page in Oracle Enterprise
Manager, see "Accessing the Database Home Page" section in the Oracle Database 2
Day DBA.

2. In the Database Home page, click Startup.
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The Startup/Shutdown Credentials page appears.
3. Enter credentials as follows:

a. Enter the host computer credentials of the user who installed Oracle Database,
or of any user who is authorized to use SQL*Plus.

b. Enter the database credentials consisting of the user name SYS and the
password that you assigned to SYS during the installation.

c. From the Connect As list, select SYSOPER.
4. Click OK.

A confirmation page appears.
5. Click Yes.

The Startup page appears, indicating that the database is being started up. When
startup is complete, the Login page appears.

6. Log in to the database.

The Database Home page appears indicating that the database instance status is
Up.

For information about shutting down and starting up the Oracle database instance, see
the "Shutting Down and Starting Up the Oracle Instance" section in the Oracle Database
2 Day DBA.

4.4.3.1.2 Task 2: Start the Oracle Identity Management Suite

To start the Oracle Identity Management system components:

1. Setthe ORACLE_HOME environment variable to the Oracle home for the Oracle
Identity Management components.

2. Start Oracle Process Manager and Notification Server (OPMN) and all system
components:

opmnctl startall

4.4.3.1.3 Task 3: Start Node Manager

Each host has its own copy of the Node Manager and all the Node Managers should
be running before attempting to start any Administration Servers or Managed Servers.

Start Node Manager for each of the hosts for which you want to start the
Administration Servers:

1. Set the JAVA_OPTIONS environment variable:

setenv JAVA_OPTIONS "${JAVA_OPTIONS} -Dserver.group=AdminServer"

2. Set the WLST_PROPERTIES environment variable:

setenv WLST_PROPERTIES "-Dweblogic.security.SSL.trustedCAKeyStore=APPLICATIONS
CONFIG/keystores/fusion_trust.jks"

where APPLICATION_CONFIG is one of the following directories:

(UNIX) APPLICATIONS_BASE/instance
(Windows) APPLICATIONS_BASE\instance

3. Start Node Manager with the startNodeManagerWrapper utility from the following
locations:
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(UNIX) APPLICATIONS_CONFIG/nodemanager/host_name/startNodeManagerWrapper.sh
(Windows) APPLICATIONS_CONFIG\nodemanager\host_name\startNodeManagerWrapper .cmd

4. For all the hosts, verify that Node Manager is running. For example, on UNIX
platforms, enter the following command:

netstat -a|grep 5556

The 5556 port should be in a listening state. If your environment uses a different
port, then use the port number in the System Port Allocation page during the
creation of a provisioning plan. See the "System Port Allocation" section in the
Oracle Fusion Applications Installation Guide.

4.4.3.1.4 Task 4: Start the Key Oracle Fusion Middleware Components on the Provisioned
Environment

To start the Administration Servers, Managed Servers, Oracle HTTP Server, and
Oracle Business Intelligence on the provisioned environment:

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin
FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:
(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications
2. From the shared host location, run the fastartstop utility with the -all option for
all the domains:

fastartstop.sh/fastartstop.cmd -Start =-all
-username user._name

-appbase APPLICATIONS_BASE

[-loglevel log level]

[-timeout timeout_period]

For more information about the fastartstop syntax, see Table 4-2.

4.4.3.2 Stopping an Oracle Fusion Applications Environment

You can follow these procedures when you need to completely shut down the Oracle
Fusion Applications environment. For example, when preparing to perform a
complete backup of your environment, or apply a patch.

The section contains the following topics for performing a complete stop of the Oracle
Fusion Applications environment:

s Task 1: Stop the Key Oracle Fusion Middleware Components on the Provisioned
Environment

»  Task 2: Stop the Oracle Identity Management Suite

»  Task 4: Stop the Oracle Database

4.4.3.2.1 Task 1: Stop the Key Oracle Fusion Middleware Components on the Provisioned
Environment

To start the Administration Servers, Managed Servers, Oracle HTTP Server, and
Oracle Business Intelligence on the provisioned environment:
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At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS BASE\fusionapps\applications

From the shared host location, run the fastartstop utility with the -all option for
all the domains:

fastartstop.sh/fastartstop.cmd -Stop =-all
-username user._name

-appbase APPLICATIONS_BASE

[-loglevel Iog level]

[-timeout timeout_period]

For more information about the fastartstop syntax, see Table 4-2.

4.4.3.2.2 Task 2: Stop the Oracle Identity Management Suite To stop the Oracle Identity
Management system components:

1.

Set the ORACLE_HOME environment variable to the Oracle home for the Identity
Management components.

Start OPMN and all system components:

opmnctl stopall

4.4.3.2.3 Task 4: Stop the Oracle Database

To stop the Oracle database instance using Oracle Database Control:

1.

Go to the Database Home page.

For information about how to access the Database Home page in Oracle Enterprise
Manager, see "Accessing the Database Home Page" section in the Oracle Database 2
Day DBA.

In the Database Home page, click Shutdown.
The Startup/Shutdown Credentials page appears.
Enter credentials as follows:

a. Enter the host computer credentials of the user who installed Oracle Database,
or of any user who is authorized to use SQL*Plus.

b. Enter the database credentials consisting of the user name SYS and the
password that you assigned to SYS during the installation.

c. From the Connect As list, select SYSOPER.

(Optional) Select the Save as Preferred Credential option if you want these
credentials to be automatically filled in for you the next time that this page
appears.

Click OK.
A confirmation page appears.

Click Yes to start the SHUTDOWN IMMEDIATE operation on the database.
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The Shutdown: Activity Information page appears, informing you that the
database is being shut down.

7. After a short period (approximately 2 minutes), click Refresh to be returned to the
Database Home page.

The Database Home page indicates that the database instance status is Down.

For information about shutting down and starting up the Oracle database instance, see
the "Shutting Down and Starting Up the Oracle Instance" section in the Oracle Database
2 Day DBA.

4.4.4 Starting and Stopping the Administration Servers and Managed Servers

This section contains the following topics:
s Section 4.4.4.1, "Starting the Administration Servers and Managed Servers"

»  Section 4.4.4.2, "Stopping the Administration Servers and Managed Servers"

4.4.4.1 Starting the Administration Servers and Managed Servers

You must start the Oracle WebLogic Server Administration Server for the
CommonDomain domain in the Oracle Fusion Setup product family from a shared disk.
The applications and other product families depend on topology information in the
Administration Server in the Oracle Fusion Setup product family. For more
information about running the Administration Server and Managed Servers from a
shared location, see Section 4.2.

Optionally, if you need to perform administration tasks for other product families,
start the Administration Server for those product families.

When you start an Administration Server, you also start the applications that run on
the Administration Server, including the WebLogic Server Administration Console
and Fusion Applications Control.

To start the Administration Servers and Managed Servers:

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME s a directory named applications, located under the fusionapps
Oracle Fusion Applications Middleware home.

2. From the shared host location, run the fastartstop utility to start the
Administration Servers and the Managed Servers:

= To start only Administration Servers, use the -adminServersOnly option. Use
the -startAdminSever option to keep Admin Servers running after
starting /stopping Managed Servers. Use the -all option to start the
Administration Servers for all the domains or the -domains option to start the
Administration Server for specific domains.

fastartstop.sh/fastartstop.cmd -Start

-a11|-domains domain_name, domain_namelN, domain_nameN
-username user._name

-appbase APPLLICATIONS BASE

-adminServersOnly

[-loglevel log level]

[-timeout timeout_period]
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fastartstop.sh/fastartstop.cmd -Start

-a11|-domains domain_name, domain_namelN, domain_nameN
-username user._name

-appbase APPLLICATIONS BASE

-startAdminServer true

[-loglevel log level]

[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Start

-all|-domains "domain name (server:AdminServer), domain_
name (server :AdminServer) "

-username user._name

-appbase APPLLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:AdminServer), domain_name (server:AdminServer)"

= To start only the Managed Servers, use the -domains option with the server
suboption to specify the Managed Servers to start:

fastartstop.sh/fastartstop.cmd -Start

-domains "domain_name(server:managed_server name,Server:managed_server.
name) , domain_name (server:managed_server_name, Server:managed_server_name)"
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:managed_server_name, server:managed_server._
name) , domain_name (server:managed_server_name, Server:managed_server_name)"

s To start the Administration Servers and Managed Servers in one fastartstop
command, use the -domains option to specify the domains and the
-startAdminServer true, or use the -domains option with the server:all
suboption:

fastartstop.sh/fastartstop.cmd -Start

-domains domain_name, domain_nameN, domain_nameN
-username user_name

-appbase APPLICATIONS BASE

-startAdminServer true

[-loglevel Iog level]

[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Start

-domains domain_name(server:all),h domain name(server:all)
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:all),domain name(server:all)"

For more information about the fastartstop syntax, see Table 4-2.
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Note: Do not use the following Oracle WebLogic Server scripts to
start the Administration Servers:

(UNIX) DOMAIN_HOME/bin/startWebLogic.sh
(Windows) DOMAIN_ HOME\bin\startWebLogic.cmd

Starting Managed Servers with Fusion Applications Control

If you are working on a specific domain in Fusion Applications Control, you can also
start the Managed Servers for that domain.

To start the Managed Servers for a specific domain with Fusion Applications Control:
1. From the navigation pane, expand the farm, WebLogic Domain.

2. From the WebLogic Domain menu, choose Control, then Start Up.

Starting Managed Servers with WebLogic Server Administration Console

If you prefer to use the WebLogic Server Administration Console instead of Fusion
Applications Control, see "Start Managed Servers from the Administration Console"
and "Start Managed Servers in a cluster” in the Oracle Fusion Middleware Oracle
WebLogic Server Administration Console Online Help.

4.4.4.2 Stopping the Administration Servers and Managed Servers

When stopping the Oracle Fusion Applications environment, stop the Administration
Server for the product families other than the Oracle Fusion Setup product family first,
and then stop the Administration Server for the Oracle Fusion Setup product family.
The applications and other product families depend on topology information in the
Administration Server in the Oracle Fusion Setup product family. Therefore, you need
to stop the Administration Server in the Oracle Fusion Setup product family after the
other product families. You stop the Administration Servers from a shared disk.

When you stop the Administration Server, you also stop the applications that run on
the Administration Server, including the WebLogic Server Administration Console
and Fusion Applications Control.

To stop the Administration Servers and Managed Servers:

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME s a directory named applications, located under the fusionapps
Oracle Fusion Applications Middleware home.

2. From the shared host location, run the fastartstop utility to stop the
Administration Servers and the Managed Servers:

= To stop only Administration Servers, use the -adminServersOnly option. Use
the -startAdminSever option to keep Admin Servers up after
starting /stopping managed servers. Use the -all option to stop the
Administration Servers for all the domains or the -domains option to stop the
Administration Servers for specific domains.

fastartstop.sh/fastartstop.cmd -Stop

-a11|-domains domain_name, domain_namelN, domain_nameN
-username user._name

-appbase APPLLICATIONS BASE
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-adminServersOnly
[-loglevel log level]
[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Stop

-all|-domains domain name, domain_namelN, domain_nameN
-username user._name

-appbase APPLLICATIONS BASE

-startAdminServer false

[-loglevel Iog level]

[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Stop

—all|—domains "domain_name (server:AdminServer) , domain_
name (server :AdminServer) "

-username user._name

-appbase APPLLICATIONS BASE

[-loglevel Iog level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:AdminServer), domain_name(server:AdminServer)"

= To stop only the Managed Servers, use the -domains option with the server
suboption to specify the Managed Servers to stop:

fastartstop.sh/fastartstop.cmd -Stop

-domains "domain name (server:managed server_name, server:managed_server._
name) , domain_name (server:managed_server_name, server:managed_server._name)"
-username user._name

-appbase APPLICATIONS_BASE

[-loglevel Iog level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:managed_server name,server:managed_server.
name) , domain_name (server:managed_server _name,Server:managed_server_name)"

s To stop the Administration Servers and Managed Servers in one fastartstop
command, use the -domains option with the server:all suboption to stop the
servers for specific domains.

fastartstop.sh/fastartstop.cmd -Stop

-domains domain_name, domain_nameN, domain_nameN
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Stop

-domains "domain_name(server:all),h domain name(server:all)"
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:all),domain name(server:all)"
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For more information about the fastartstop syntax, see Section 4.4.2.1.

Note: Do not use the following Oracle WebLogic Server scripts to
stop the Administration Servers:

(UNIX) DOMAIN_HOME/bin/stopWebLogic.sh
(Windows) DOMAIN_HOME\bin\stopWebLogic.cmd

Stopping Managed Servers with Fusion Applications Control

If you are working on a specific domain in Fusion Applications Control, you can also
stop the Managed Servers for that domain.

To stop the Managed Servers for a specific domain with Fusion Applications Control:
1. From the navigation pane, expand the farm, WebLogic Domain.

2. From the WebLogic Domain menu, choose Control, then Shut Down.

Stopping Managed Servers with WebLogic Server Administration Console

If you prefer to use the WebLogic Server Administration Console, see "Start Managed
Servers from the Administration Console" and "Shutdown servers in a cluster” in the
Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.

4.4.5 Starting and Stopping Oracle HTTP Server
This section contains the following topics:
»  Section 4.4.5.1, "Starting the Oracle HTTP Server"
»  Section 4.4.5.2, "Stopping the Oracle HTTP Server"

4.4.5.1 Starting the Oracle HTTP Server
To start Oracle HTTP Server:

s fastartstop

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin
FA ORACLE_HOME is a directory named applications, located under the

fusionapps Oracle Fusion Applications Middleware home.

2. From the shared host location, run the fastartstop utility with
-componentType option:

fastartstop.sh/fastartstop.cmd -Start -componentType OHS
—-username user_name

-appbase APPLICATIONS_BASE

[-loglevel Iog level]

[-timeout timeout_period]

The -username option is not needed for starting Oracle HTTP Server.
For more information about the fastartstop syntax, see Table 4-2.

s opmnctl

(UNIX) WT_CONFIG_HOME/bin/opmnctl startproc process-type=0HS
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(Windows) WT_CONFIG_HOME\bin\opmnctl startproc process-type=0HS

= Fusion Applications Control:

1. From the navigation pane, expand the farm and then the Web Tier installation
type.
2. Select the Oracle HTTP Server.

3. From the Oracle HTTP Server menu, choose Control, then Start Up.

4.4.5.2 Stopping the Oracle HTTP Server
To stop Oracle HTTP Server:

s fastartstop

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME is a directory named applications, located under the
fusionapps Oracle Fusion Applications Middleware home.

2. From the shared host location, run the fastartstop utility with
-componentType option:

fastartstop.sh/fastartstop.cmd -Stop -componentType OHS
-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

The -username option is not needed for stopping Oracle HTTP Server.
For more information about the fastartstop syntax, see Table 4-2.
s opmnctl

(UNIX) WT_CONFIG_HOME/bin/opmnctl stopproc process-type=0HS
(Windows) WT_CONFIG_HOME\bin\opmnctl stopproc process-type=0HS

= Fusion Applications Control:

1. From the navigation pane, expand the farm and then the Web Tier installation
type.
2. Select the Oracle HTTP Server.

3. From the Oracle HTTP Server menu, choose Control, then Shut Down.

4.4.6 Starting and Stopping Oracle Business Intelligence

This section contains the following topics:
= Section 4.4.6.1, "Starting Oracle Business Intelligence"

= Section 4.4.6.2, "Stopping Oracle Business Intelligence"

4.4.6.1 Starting Oracle Business Intelligence
To start Oracle Business Intelligence:

m fastartstop
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At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA ORACLE_HOME\lcm\ad\bin
FA_ORACLE_HOME is a directory named applications, located under the

fusionapps Oracle Fusion Applications Middleware home.

From the shared host location, run the fastartstop utility with -StartBIPS
and -BIPServerComponents options:

fastartstop.sh/fastartstop.cmd -StartBIPS -BIPServerComponents
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

These options start the BIDomain, including the Administration Server and all
the Managed Servers, as well as the following Oracle Business Intelligence
components:

— JavaHost

— Oracle BI Presentation Server
— Oracle BI Scheduler

— Oracle BI Server

For more information about the fastartstop syntax, see Table 4-2.

Other tools

See "Starting and Stopping Oracle Business Intelligence" in the Oracle Fusion
Middleware System Administrator’s Guide for Oracle Business Intelligence Enterprise
Edition.

4.4.6.2 Stopping Oracle Business Intelligence
To stop Oracle Business Intelligence:

fastartstop

1.

At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME is a directory named applications, located under the
fusionapps Oracle Fusion Applications Middleware home.

From the shared host location, run the fastartstop utility with -StopBIPS and
-BIPServerComponents options:

fastartstop.sh/fastartstop.cmd -StopBIPS -BIPServerComponents
-username user._name

-appbase APPLICATIONS_BASE

[-loglevel Iog level]

[-timeout timeout_period]

These options stop the BIDomain, as well as the following Oracle Business
Intelligence components:
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— JavaHost

— Oracle BI Presentation Server

— Oracle BI Scheduler

— Oracle BI Server

For more information about the fastartstop syntax, see Table 4-2.
n  Other tools

See "Starting and Stopping Oracle Business Intelligence" in the Oracle Fusion
Middleware System Administrator’s Guide for Oracle Business Intelligence Enterprise
Edition.

4.4.7 Starting and Stopping a Product Family Oracle WebLogic Server Domain

When applying a patch that only applies to a product family, you can stop the Oracle
WebLogic Server domain for the product family and restart it after you apply the
patch. Your environment may require a restart of a domain for reasons other than a
patch.

This section contains the following topics:

= Section 4.4.7.1, "Stopping an Oracle WebLogic Server Domain for a Product
Family"

m  Section 4.4.7.2, "Starting an Oracle WebLogic Server Domain for a Product Family"

4.4.7.1 Stopping an Oracle WebLogic Server Domain for a Product Family
You stop an Oracle WebLogic Server domain for a product family before applying a
patch.

This section contains the following topics for stopping an Oracle WebLogic Server
domain for a product family:

s Task 1, "Stop the Oracle HTTP Server"
s Task 2, "Stop the Product Family Domain"

Task 1 Stop the Oracle HTTP Server
See Section 4.4.5.2.

Task 2 Stop the Product Family Domain

When you stop an Oracle WebLogic Server domain for a product family, you stop all
the applications on the cluster of Managed Servers in the domain. For example, the
Oracle Enterprise Scheduler ESSAPP application and the SOA Infrastructure soa-infra
application stop running.

To stop a product family domain, use the fastartstop utility with the -domains
option.

fastartstop.sh/fastartstop.cmd -Stop

-domains domain_name, domain_nameN, domain_nameN
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

For more information about the fastartstop syntax, see Section 4.4.2.1.
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To stop a product family domain using Fusion Applications Control:
1. From the navigation pane, expand the farm, then WebLogic Domain.
2. Select the Oracle WebLogic Server domain.

3. From the WebLogic Domain menu, choose Control, then Shut Down.

4.4.7.2 Starting an Oracle WebLogic Server Domain for a Product Family

You start an Oracle WebLogic Server domain for a product family after applying a
patch.

This section contains the following topics for starting an Oracle WebLogic Server
domain for a product family:

s Task 1, "Start the Oracle HTTP Server"
s Task 2, "Start the Product Family Domain"

Task 1 Start the Oracle HTTP Server
See Section 4.4.5.1.

Task 2 Start the Product Family Domain

When you start an Oracle WebLogic Server domain for a product family, you start the
cluster of Managed Servers in the domain and all the applications.

To start a product family domain, use the fastartstop utility with the -domains
option.

fastartstop.sh/fastartstop.cmd -Start

-domains domain_name, domain_nameN, domain_nameN
-username user._name

-appbase APPLICATIONS BASE

[-loglevel Iog level]

[-timeout timeout_period]

For more information about the fastartstop syntax, see Section 4.4.2.1.
To start a product family domain using Fusion Applications Control:

1. From the navigation pane, expand the farm, then WebLogic Domain.
2. Select the Oracle WebLogic Server domain.

3. From the WebLogic Domain menu, choose Control, then Start Up.

4.4.8 Starting and Stopping an Oracle WebLogic Server Cluster in a Product Family for
a Configuration Change

If you modify the Oracle WebLogic Server configuration, you must stop and restart the
cluster for the configuration changes to take effect. Starting and stopping a cluster
stops all the Managed Servers within that cluster.

This section contains the following topics:

»  Section 4.4.8.1, "Starting and Stopping an Oracle WebLogic Server Cluster Using
fastartstop”

»  Section 4.4.8.2, "Starting and Stopping an Oracle WebLogic Server Cluster Using
Fusion Applications Control"
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= Section 4.4.8.3, "Starting and Stopping an Oracle WebLogic Server Cluster
WebLogic Server Administration Console"

See "Using Node Manager to Start Managed Servers in a WebLogic Domain or Cluster"
section in Oracle Fusion Middleware Oracle WebLogic Scripting Tool.

4.4.8.1 Starting and Stopping an Oracle WebLogic Server Cluster Using fastartstop

The fastartstop utility enables you to start or stop a cluster in a product family
domain. Starting and stopping a cluster stops all the Managed Servers within the
cluster.

To start the Oracle WebLogic Server cluster:

1. At an operating system command prompt, navigate to the location of the
fastartstop script:

(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ ORACLE_HOME\lcm\ad\bin

FA_ORACLE_HOME s a directory named applications, located under the fusionapps
Oracle Fusion Applications Middleware home.

2. From the shared host location, run the fastartstop utility.

From the shared host location, run the fastartstop utility with the -domains
option with the server suboption to specify all the Managed Servers in the cluster
to start:

fastartstop.sh/fastartstop.cmd -Start

-domains "domain_name (server:managed_server_name, Server:managed_server_name)"
-username user._name

-appbase APPLICATIONS BASE

[-loglevel log level]

[-timeout timeout_period]

When the server suboption is used, enclose the -domains argument in quotes:

-domains "domain_name(server:managed_server_name, Server:managed_server_name)"
For a SOA cluster, you can start all the Managed Servers in the cluster with the
-domains option and the -clusterType option. The -clusterType option only
supports SOA clusters.

fastartstop.sh/fastartstop.cmd -Start

-domains domain_name, domain_nameN, domain_nameN
-clusterType soa

-username user._name

-appbase APPLICATIONS BASE

[-loglevel Iog level]

[-timeout timeout_period]

For more information about the fastartstop syntax, see Section 4.4.2.1.

4.4.8.2 Starting and Stopping an Oracle WebLogic Server Cluster Using Fusion
Applications Control
To stop or restart a cluster using Fusion Applications Control:

1. Modify the Oracle WebLogic Server configuration as required.

2. From the navigation pane, expand the farm, WebLogic Domain, and then domain
name.

3. Select the Oracle WebLogic Server cluster.
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4. Expand the Oracle WebLogic Server cluster to show each target Managed Server.
5. From the WebLogic Cluster menu, choose Control, then Shut Down or Start Up.

4.4.8.3 Starting and Stopping an Oracle WebLogic Server Cluster WebLogic Server
Administration Console

If you prefer to use the WebLogic Server Administration Console, see "Start Managed
Servers in a cluster” and "Shutdown servers in a cluster" in the Oracle Fusion
Middleware Oracle WebLogic Server Administration Console Online Help.

4.4.9 Starting and Stopping Specific Applications

Applications may not work correctly until all Managed Servers in all domains have
been started.

This section contains the following topics:
= Section 4.4.9.1, "Starting and Stopping Java EE Applications Using WLST"

= Section 4.4.9.2, "Starting and Stopping an Individual Application Instance for a
Cluster Using Fusion Applications Control or Cloud Control"

= Section 4.4.9.3, "Starting and Stopping All Application Instances for a Cluster
Using Fusion Applications Control or Cloud Control"

4.4.9.1 Starting and Stopping Java EE Applications Using WLST
To start or stop applications with the WebLogic Scripting Tool (WLST):

1. At an operating system command prompt, navigate to the location of the WLST
script:

(UNIX) FA MW _HOME/oracle_common/common/bin
(Windows) FA_MW_HOME\oracle_common\common\bin
FA_Mw_HOME is named fusionapps and located under the APPLICATIONS BASE.
2. Run the wlst script:
(UNIX) wlst.sh
(Windows) wlst.cmd
3. Connect to Oracle WebLogic Server with the following WLST command:
connect ([options])
See the "connect" section in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.
4. Use the following WLST commands:
startApplication (appName, [options])

stopApplication (appName, [options])

The application must be fully configured and available in the domain. The
startApplication command returns a WLSTProgress object that you can access to
check the status of the command. In the event of an error, the command returns a
WLSTException. For more information about the WLSTProgress object, see
"WLSTProgress Object" in the Oracle Fusion Middleware Oracle WebLogic Scripting Tool.
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4.4.9.2 Starting and Stopping an Individual Application Instance for a Cluster
Using Fusion Applications Control or Cloud Control
To start or stop an application using Fusion Applications Control or Cloud Control:

1. Navigate to a product family home page:

s From Fusion Applications Control, from the navigation pane, select the
product family.

s From Cloud Control:
a. From the Targets menu, choose Fusion Applications.
The Fusion Applications target home page displays.

b. In the table on the Fusion Applications target home page, click the
appropriate Product Family target.

2. From the navigation pane, expand the product family, then Fusion Applications,
and then the cluster application.

3. Select the application instance you want to stop.

4. From the Fusion J2EE Application menu, choose Control, then Start Up or Shut
Down.

If you prefer to use the WebLogic Server Administration Console, see "Start
applications and modules" and "Stop applications and modules” in the Oracle Fusion
Middleware Oracle WebLogic Server Administration Console Online Help.

4.4.9.3 Starting and Stopping All Application Instances for a Cluster Using Fusion
Applications Control or Cloud Control

To start or stop all the application instances in a cluster using Fusion Applications
Control or Cloud Control.

1. Navigate to a product family home page:

s From Fusion Applications Control, from the navigation pane, select the
product family.

s From Cloud Control:
a. From the Targets menu, choose Fusion Applications.
The Fusion Applications target home page displays.

b. In the table on the Fusion Applications target home page, click the
appropriate Product Family target.

2. From the navigation pane, expand the product family, then Fusion Applications,
and then the cluster application.

3. From the Fusion Cluster Application menu, choose Control, then Start Up or
Shut Down.

4.5 Viewing and Changing Ports for Components

Oracle Database and Oracle Fusion Middleware components and services use ports.
Most numbers are assigned during installation. As an administrator, it is important to
know the numbers used by these services, and to ensure that the same number is not
used by two services on your host.

For some ports, you can specify a number assignment during installation.
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Table 4-3 lists the port types and provides information on where to find
documentation related to changing ports. The procedures referenced in the Oracle
Fusion Middleware guides describe using Fusion Middleware Control. These
procedure also apply to Fusion Applications Control.

Table 4-3 Changing Ports

Port Type

Documentation for Changing Ports

Oracle Database

"Changing the Oracle Database Net Listener" section in the Oracle
Fusion Middleware Administrator’s Guide

Oracle Business Intelligence Suite

"Using Fusion Middleware Control to Scale System Components"
section in the Oracle Fusion Middleware System Administrator’s Guide
for Oracle Business Intelligence Enterprise Edition

Oracle Essbase

"Using Fusion Middleware Control to Scale System Components"
section in the Oracle Fusion Middleware System Administrator’s Guide
for Oracle Business Intelligence Enterprise Edition

You may also need to modify the port range used by Essbase
Applications. These are managed separately from the rest of the
ports.

To modify the port range:

1. Atan operating system command prompt, navigate to the
location of the opmn . xml file:

(UNIX) APPLICATIONS_
BASE/instance/BIInstance/config/OPMN/opmn

(Windows) APPLICATIONS_
BASE\Instance\BIInstance\config\OPMN\opmn

This is the port range used by Essbase Applications. These are
allocated by the Essbase server as required. The Essbase server
will use the ports, even if they are explicitly allocated elsewhere
to another component. Therefore, it is important to not use the
same port range as the rest of the Oracle Business Intelligence
domain port range.

2. Modify the port range:
<port id="essbase-port-range" range="9500-9599"/>

3. Ensure that the OPMN server re-reads its configuration after
changing the contents of opmn.xml1:

(UNIX) APPLICATIONS
BASE/instance/BIInstance/bin/opmnctl reload
(Windows) APPLICATIONS.
BASE\instance\BIInstance\bin\opmnctl reload

4. Restart the Essbase server:

(UNIX) APPLICATIONS._
BASE/instance/BIInstance/bin/opmnctl restartproc
process-type=Essbase

(Windows) APPLICATIONS.
BASE\instance\BIInstance\bin\opmnctl restartproc
process-type=Essbase

Oracle HTTP Server

"Manage Ports" section in the Oracle Fusion Middleware
Administrator’s Guide for Oracle HTTP Server

Oracle Enterprise Content Management
Suite

"Modifying Server Configuration Parameters for Oracle UCM
Content Server" section in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Internet Directory for information
about changing the for Oracle WebCenter Content Content Server
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Table 4-3 (Cont.) Changing Ports

Port Type Documentation for Changing Ports

Oracle Internet Directory "Configuring Server Properties" section or the "Setting System
Configuration Attributes by Using ldapmodify" section in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Internet Directory

Oracle Virtual Directory "Configuring Oracle Virtual Directory to Listen on Privileged Ports"
section in the Oracle Fusion Middleware Administrator’s Guide for
Oracle Virtual Directory

Node Manager "Overview of Node Manager Configuration” section in the Oracle
Fusion Middleware Node Manager Administrator’s Guide for Oracle
WebLogic Server

4.6 Changing Passwords

Before you begin configuration, change the passwords for the various accounts to
secure passwords. Table 4—4 describes the accounts and provides information on
where to find related documentation for each account. The procedures referenced in
the Oracle Fusion Middleware guides describe using Fusion Middleware Control.
These procedure also apply to Fusion Applications Control.
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Table 4-4 Changing Passwords

Password Account Description

Documentation for Changing the Passwords

Oracle Fusion

During the Oracle Fusion Applications

Section 6.8.5.2

Middleware installation, you must provide a
administration for ~ password for the Oracle Fusion
the Oracle Middleware administration user. By
WebLogic Server default, this administrator takes the
domain Super User value you specified on the
Identity Management page when
creating the provisioning plan. The
super user is described in the next row
of this table.
Super User The super user has the following Section 6.8.5.2 to change the administrative

privileges:

= Administrative privileges for all
Oracle WebLogic Server domains
and all middleware.

= Functional setup privileges for all
Oracle Fusion applications.

= Administrative privileges to Oracle
Fusion applications. These do not
include transactional privileges.
You use this username and
password to access the Fusion
Applications Control and the
Oracle WebLogic Server
Administration Console.

You can change the credentials using
Fusion Applications Control or Oracle
Platform Security Services (OPSS)
scripts.

This user is specified on the Identity and
Policy Management page of the
Provisioning Wizard during installation.
See "Identity and Policy Management
Configuration" section in the Oracle
Fusion Applications Installation Guide for
information about this page. Installation
establishes the same username and
password for all the domains.

password

"Managing the Credential Store" section in the
Oracle Fusion Middleware Application Security Guide

Oracle Identity
Management

The password-reset-tool utility
enables you to modify the passwords
for the FAAdmin, IDROUser, IDRWUser,
PolicyRWUser, and oamadminuser users.
For a configuration that does not use
FAAdmin as the Oracle Fusion
Middleware administrative user, use
one of the methods described in
Section 6.8.5.2.

Section 6.8.5.3

Oracle Metadata
Repository schema

Oracle Metadata Services (MDS)
repository contains metadata for the
Oracle Fusion Applications and some
Oracle Fusion Middleware component
applications. The schema passwords are
stored in the Oracle database.

"Changing Metadata Repository Schema
Passwords" section in the Oracle Fusion Middleware
Application Security Guide
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Table 4-4 (Cont.) Changing Passwords

Password Account Description Documentation for Changing the Passwords

App IDs

Oracle Fusion Applications must rely on Section 6.8.5.1
a type of credential known as the App
ID. Each application has its own App ID
which is initially provisioned for the
application.

Oracle Fusion Applications Security Hardening Guide

Node Manager

The Node Manager account "Specify Node Manager Username and Password"
authenticates the connection between a  section in the Oracle Fusion Middleware Node

client (for example, the Administration ~ Manager Administrator’s Guide for Oracle WebLogic
Server) and Node Manager. Server

In an Oracle Fusion Applications
installation, this user is specified on the
Installation Location page of the
Provisioning Wizard. See the
"Installation Location" section in the
Oracle Fusion Applications Installation
Guide for information about using this

page.

BISystemUser

The BISystemUser account provides "Default Users and Passwords" section in the
access to the Oracle Business Oracle Fusion Middleware Security Guide for Oracle
Intelligence system components. Business Intelligence Enterprise Edition

4.6.1 Changing Oracle Fusion Applications Passwords in the Oracle Database

As part of routine maintenance, it is security best-practice to reset the schema
passwords in an environment according to a schedule. Use the Password Change
Utility for this purpose.

The Password Change Utility changes the passwords for critical schemas in the Fusion
Applications Database. It also updates schema passwords stored outside of the
database to match the new schema passwords in the database. Database schema
passwords are stored outside the database in the Credential Store, in WLS data
sources, and in other configuration files/repositories used by Fusion Middleware.

The Password Change Utility changes the passwords for all critical schemas at once. It
cannot change the password for only a subset of schemas. However, it allows you to
specify the existing password for a schema, so you can change the password for only
one schema by specifying the existing passwords for all other schemas in the tool's
input file and specifying a new password for the schema you want to modify.

The Password Change Utility can be run interactively or non-interactively. The steps
required for running interactively and non-interactively are different and are
explained in the following sections. Running the Password Change Utility
interactively is simple, but may require more user input. Running the Password
Change Utility non-interactively is more complex, but may require less user input.

The Password Change Utility can be run in a special mode in which it only ensures
that all critical schemas are registered in the credential store. This special mode is
called CSF-only mode. The CSF-only mode is not documented in detail in this
document, because it is mainly used to ensure that the credential store is up-to-date
prior to running the RUP Installer to upgrade to a new Fusion Applications release
level. Running the Password Change Utility interactively in CSF-only mode is
documented in detail in the "Register Database Schema Information" section of the
Upgrade Guide. Running the Password Change Utility non-interactively in CSF-only
mode is possible, but is not currently documented.
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For most configurations, you can run the Password Change Utility on any Fusion
Applications Middle Tier host. However, specifically for the case where you have
installed BI on a separate host, you must run the Password Change Utility on the BI
host. The Password Change Utility will fail when updating BI artifacts, if Bl is installed
on a separate host and you run the tool on a middle tier host instead of the BI host.

At a high level, running the Password Change Utility consists of the following three
steps:

Step 1: Create a template input file using the templateGen utility

Run the templateGen utility to create template input files appropriate for your current
Fusion Applications Release version. The templateGen utility generates template input
files for both normal mode and CSF-only mode, but only the normal-mode template
file is used for changing database schema passwords.

Step 2: Create an input file using the iniGen utility

The Password Change Utility relies on an input configuration file that specifies the
new database schema passwords and other important information about your Fusion
Applications installation. This input file is generated by the iniGen utility using
template files produced by the templateGen utility. The iniGen utility writes password
values to the input configuration file in encrypted format. It writes other values in
plain text.

As part of running the Password Change Utility non-interactively, a temporary plain
text file is created and is encrypted immediately. The file is later decrypted and the
contents are provided as input to iniGen. Oracle provides a tool named lcmcrypt to
perform encryption and decryption on all platforms. You can use an alternative
encryption tool if you prefer. If you use an alternative encryption tool (like gpg
provided by Linux), you are responsible for using it properly. This document explains
how to perform the required encryption/decryption using lcmcrypt.

Step 3: Change schema passwords using the Password Change Utility

Run the Password Change Utility to change the database schema passwords and
update other artifacts/repositories to reflect the new schema passwords. The
Password Change Utility prompts you for the password for decrypting the input file.
To avoid this prompt, you can send the passcode as the standard input of the
Password Change Utility.

The tasks for running the Password Change Utility are explained in the following
sections:

s Task 1: Stop the Oracle Fusion Applications Environment
s Task 2: Create the Template Input Files

s Task 3: Create the Input File

s Task 4: Change the Database Schema Passwords

s Task 5: Restart the Oracle Fusion Applications Environment.

4.6.1.1 Task 1: Stop the Oracle Fusion Applications Environment
To stop the environment before running the Password Change Utility:

1. Stop all incoming user requests by stopping the Oracle HTTP server. See
Section 4.4.5.2.

2. Stop all the WebLogic Servers. See Section 4.4.4.2.
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3. Start up only Admin Servers. See Section 4.4.4.1.

4.6.1.2 Task 2: Create the Template Input Files

Run the templateGen utility to create template input files appropriate for your current
Fusion Applications Release version. The templateGen utility generates template input
files for both normal mode and CSF-only mode, but only the normal-mode template
file is used for changing database schema passwords.

At an operating system command prompt: navigate to the location of the various
password-change utility scripts:

1. Navigate to the location of the various password-change utility scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin

2. Run the templateGen utility:

(UNIX) templateGen.sh -appbase APPLICATIONS_BASE

(Windows) templateGen.cmd -appbase APPLICATIONS_BASE

For the -appbase argument, specify the complete directory path to the
Applications Base directory.

The templateGen utility generates the following template files in the config
directory using the existing pre-template files:

s standard_pre_template.ini -> standard_template.ini

m csf_pre_template.ini ->csf_template.ini

4.6.1.3 Task 3: Create the Input File

The Password Change Utility relies on an input configuration file that specifies the
passwords. This input file is generated by the iniGen utility using template files
produced by the templateGen utility. The iniGen utility writes password values to the
input configuration file in encrypted format. It writes other values in plain text.

The iniGen utility has two optional command-line arguments: -templatefile and
-outputfile. If the -templatefile argument is not specified, it defaults to standard_
template.ini in the config directory. If the -outputfile argument is not specified,
the output file will be input<TIMESTAMP>.ini in the config directory.

By default, the iniGen utility creates the Password Change Utility input file in the
config directory:

(UNIX) APPLICATIONS_BASE/lcm/util/config

(Windows) APPLICATIONS_BASE\lcm\util\config

Steps to run the tool in Interactive Mode:
To run the Password Change Utility in interactive mode, run the iniGen utility and
respond to the prompts.

At an operating system command prompt:
1. Navigate to the location of the various password-change utility scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
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(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin

2. Run the iniGen utility:

(UNIX) iniGen.sh -appbase APPLICATIONS_BASE
(Windows) iniGen.cmd -appbase APPLICATIONS_BASE

3. Respond to the iniGen prompts to create the input configuration file.

The iniGen character-based user interface prompts for a master password for
encrypting sensitive information in the input file. You must enter the master password
twice. In general, you must enter password values twice and non-password values
once.

iniGen has a feature that allows you to reset all schema passwords to the same value.
If you select this option, the utility will only ask for the schema password twice, and
skip all the other schema-related prompts. Otherwise, the iniGen utility prompts you
for the password for each schema individually.

Steps to run the tool in Non-interactive Mode:
To run the Password Change Utility in non-interactive mode, perform the following
steps:

1. Copy the standard_template.ini from the config directory to a temporary file.
For example, standard_plain.ini.

2. Edit the temporary file as follows:

= Provide actual value for the master_password property. This is the master
password that will be used for encrypting sensitive information in the input
file generated by iniGen. When you later run iniGen in non-interactive mode
to create the schemaPasswordResetTool input file, it will reset the value of the
master_password property to ignore_me.

= Replace every occurrence of #text# or #password# with the correct value for
your environment.

Note: Do not make any other changes to the temporary file
(standard_plain.ini). The iniGen tool cross references this file along
with standard_template.ini in the config directory while generating
the output file. Additional changes to the temporary file might lead to
incorrect results.

3. Create an encrypted version of the temporary file (standard plain.ini) and
delete the clear-text version of the file.

1. Navigate to the location of the various password-change utility scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin

2. Run the lemerypt utility:

(UNIX)
export PATH=/usr/local/bin:$PATH
echo <file_encryption_password> \ ./lcmerypt.sh -encrypt -inputfile <temp_

dir>/standard_plain.ini
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(Windows)

SET PASSCODE=<file_encryption_password>

lcmerypt.cmd -encrypt -inputfile <file that needs to be encrypted>
SET PASSCODE=

For example,

SET PASSCODE=welcome

lemerypt.cmd -encrypt -inputfile ..\config\standard_slcah286.ini
SET PASSCODE=

The lcmerypt utility reads the file passed into it and encrypts the file contents
using the password supplied. lcmcrypt generates an encrypted file with an
additional . enc extension in the same directory as that of the original file. It
deletes the original input file after creating the encrypted version. In the given
example, an encrypted file is created (<temp_dir>/standard plain.ini.enc)
and the plain text file (<temp_dir>/standard_plain.ini) is deleted.

The <file_encryption_password> for lcmcrypt is not related to the master
password used by iniGen. <file_encryption_password> is used to
encrypt/decrypt the plain-text file standard_plain.ini. The iniGen master
password is used to encrypt/decrypt passwords stored in the Password
Change Utility input file.

4. Run the iniGen utility in non-interactive mode.
1. Navigate to the location of the various password-change scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin

2. Run the lcmerypt utility and pipe its output to the iniGen utility:

(UNIX) echo <file_encryption_password> | ./lcmcrypt.sh -decrypt -inputfile
<temp_dir>/standard_plain.ini.enc | ./iniGen.sh -nonlInteractive -appbase
APPLICATIONS_BASE

(Windows)

SET PASSCODE=<file_encryption_password>

lemerypt.cmd -decrypt -inputfile <file that needs to be decrypted> |
.\iniGen.cmd -appbase APPLICATIONS_BASE -nonlInteractive

SET PASSCODE=

For example,

SET PASSCODE=welcome

lemerypt.cmd -decrypt -inputfile ..\config\standard_slcah286.ini.enc
.\iniGen.cmd -appbase c:\APPLTOP -nonInteractive

SET PASSCODE=

During decryption, lcmcrypt reads the encrypted input file and decrypts the file
contents using the password supplied. The decrypted file is streamed to the standard
output of lemerypt. lemerypt -decrypt does not generate a clear-text file.

In non-interactive mode, iniGen creates the Password Change Ultility input file using
the data it receives on standard input. The Password Change Utility input files
generated by iniGen in non-interactive mode have exactly the same format as that of
the files generated in interactive mode.
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4.6.1.4 Task 4: Change the Database Schema Passwords

Run the schemaPasswordChangeTool to change the database schema passwords and
update other artifacts/repositories to reflect the new schema passwords.

For most configurations, you can run the schemaPasswordChangeTool on any Fusion
Applications Middle Tier host. However, specifically for the case where you have
installed BI on a separate host, you must run the schemaPasswordChangeTool on the
BI host. The schemaPasswordChangeTool will fail when updating BI artifacts if Bl is
installed on a separate host and you run the tool on a middle tier host instead of the BI
host.

Steps to run the tool in Interactive Mode:
At an operating system command prompt:

1. Navigate to the location of the various password-change utility scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin

2. Run the schemaPasswordChangeTool:

(UNIX) ./schemaPasswordChangeTool.sh -appbase APPLICATIONS_BASE -inputfile
../config/input1335820380736.1ini

(WINDOWS) schemaPasswordChangeTool.cmd -appbase APPLICATIONS_BASE -inputfile
..\config\input1335820380736.1ini

The schemaPasswordChangeTool prompts you for the master password for
decrypting passwords in the input file.

Steps to run the tool in Non-interactive Mode:

Windows does not support running the schemaPasswordChangeTool in
non-interactive mode.

At an operating system command prompt:
1. Navigate to the location of the various password-change utility scripts:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin

2. Run the schemaPasswordChangeTool:

(UNIX) echo <master_password> | ./schemaPasswordChangeTool.sh -appbase
APPLICATIONS_BASE -inputfile ../config/inputl1335820380736.ini

4.6.1.5 Task 5: Restart the Oracle Fusion Applications Environment
To restart the environment after running the Password Change Utility:

1. Shut down the Administration Servers. See Section 4.4.4.2.
2. Start all the Servers. See Section 4.4.4.1.

3. Start Oracle HTTP Server, so users can resume sending requests. See
Section 4.4.5.1.

4.6.1.6 Reference Information

The structure of the template files for both Standard Mode and CSF-only Mode are
described in this section:

Performing Routine Administrative Tasks 4-39



Changing Passwords

Structure of the template for STANDARD Mode:

#

# Sample input parameters file for the password change utility

#

# You must verify/edit ALL entries in this file to match your environment
# and your actual database schema passwords

=

#
#
[Password Change Utility]
#
#

Utility Parameters

=

#

# Master password

#

# This password is needed in Non-Interactive mode for decryption during the
password change run

#

master_password=ASD

#

# This is the top level directory under which the password change tool lives
#

# It is normally something like /fusionapps/applications/lcm/util

#

HOME=/APPTOP/fusionapps/applications/lcm/util

[WALLET]

#

# Used for updating Fusion Runtime schema entry in the wallet

# Top level directory where Fusion Apps is installed

#

appltop=/APPTOP/

#

# Wallet store password

#

# Set to standard admin password when Fusion Apps is installed
# May have been changed later

#

esswalletpassword=welcomel

#

# Service Name for connecting to the Fusion Apps Database

#

# Used to identify the correct wallet entry to update

#

servicename=ems9558

[WLS]

#

# Used for connecting to the WLS admin console and running WLST scripts

# FA WLS Console admin user name
#

USER=faadmin

#

# FA WLS Console admin password
#

PASSWORD=fusionfal

#
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# IDM WLS Console admin user name

#

IDM_WLADMIN_USER=o0im_admin

#

# IDM WLS Console admin password
#

IDM_WLADMIN_PASSWORD=Fusionappsl

#

# The [*Domain] sections list all Fusion Apps WLS domains that contain
# data sources to be updated.

#

# The list will not change in a given Fusion Apps release, but could
# change in future releases.

# _____________________________________________________________
#

[CommonDomain]

#

# The WLS admin URL for the Common Domain

#
fa.domain.url.t3=t3://slcac574.example.com:7001
[FinancialDomain]

#

# The WLS admin URL for the Financials Domain

#
fa.domain.url.t3=t3://slcac574.example.com: 7401
[SCMDomain]

#

# The WLS admin URL for the SCM Domain

#
fa.domain.url.t3=t3://slcac574.example.com:7801
[HCMDomain]

#

# The WLS admin URL for the HCM Domain

#
fa.domain.url.t3=t3://slcac574.example.com: 9401
[ICDomain]

#

# The WLS admin URL for the IC Domain

#

fa.domain.url.t3=#text#

[CRMDomain]

#

# The WLS admin URL for the CRM Domain

#
fa.domain.url.t3=t3://slcac574.example.com:9001
[PRCDomain]

#

# The WLS admin URL for the PRC Domain

#

fa.domain.url.t3=#text#

[PRJDomain]

#

# The WLS admin URL for the PRJ Domain

#
fa.domain.url.t3=t3://slcac574.example.com:8601
[BizDomain]

#

# The WLS admin URL for the BI Domain

#

fa.domain.url.t3=t3://slcac574.example.com:10201
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[OIMDomain]

#

# The WLS admin URL for the OIM Domain
#

idm.domain.url.t3=t3://slc0lgey.example.com:17001

[BIDomain]

#

# Used for updating the BI RPD file, reg.properties file and EPM Resgistry
# ___________________________________________________________________________
#

# Directory for BI home

#

BI_HOME=/scratch/aime/work/APPTOP/fusionapps/bi

#

# Directory containing configuration files for your BI domain

#

BI_INSTANCE=/scratch/aime/work/APPTOP/instance/BIInstance

#

# Password for editing the BI RPD file

#

RPD_PASSWORD=welcomel

#

# Full pathname for the current active BI RPD file

#

# Should be $(BI_INSTANCE)/bifoundation/OracleBIServerComponent/
# coreapplication_obisl/repository/OracleBIApps_BI.rpd
#

# Where 1is updated every time the RPD file is updated.

#

RPD_INPUT

FILENAME=/scratch/aime/work/APPTOP/instance/BIInstance/bifoundation/OracleBIServer
Component /coreapplication_obisl/repository/OracleBIApps_BI0004.rpd

#

# The WLS admin URL for the BI Domain

#

# Should be the same value as in the [BizDomain] section above
#

fa.domain.url.t3=t3://slcac574.example.com:10201
IDM.SCHEMAS]

Passwords for schemas in the IDM database which
are used by Fusion Apps and could have corresponding
data sources.

the new schema passwords.

NOTE: Provide uppercase entries for schema usernames
even if they are in lowercase in the datasources.
Never provide lowercase schema usernames.
B o
#
OIM_MDS=oim_mds
[FUSION_DB_INFO]
#
# Information about the Fusion Apps database
#
# Declare if DB is RAC or non-RAC, then fill in values for relevant
# properties. Set of properties for RAC and non-RAC are different.

[
#
#
#
#
#
# Used to update data sources to contain
#
#
#
#
#
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# Only need to fill in properties relevant to your DB configuration

# Is your Fusion Apps database configured with RAC?

#

# Should be "true" for RAC databases, and "false" for non-RAC.

#

IS_RAC_DB=false

#

# Must provide values for the following properties if IS_RAC_DB is true

# No need to provide values for the following properties if IS_RAC_DB is false
# DB_RAC_INSTANCEs, DB_RAC_SERVICE_NAME

+=

List of RAC instances

Example for property: DB_RAC_INSTANCES
3;adc6161377.example.com; 1616;0RCL1;adc6161378.example.com;1616;0RCL2

HH H H H H

DB_RAC_INSTANCES=NA

#

# RAC service name

#

# Example for property: DB_RAC_SERVICE_NAME

# ORCL

#

DB_RAC_SERVICE_NAME=NA

#

# Must provide values for the following properties if IS_RAC_DB is false
# No need to provide values for the following properties if IS_RAC_DB is true
# DB_HOST NAME, DB_PORT, DB_SERVICE_NAME

# _______________________________
#
# Host on which your Fusion Apps database is running
#
DB_HOST NAME=slc0lgey.example.com
#
# Port for the database listener service
#
DB_PORT=1579
#
# Name of the database listener service
#
DB_SERVICE_NAME=ems9558
IDM_DB_INFO]

Information about the IDM database

[

#

#

#

# Provide IDM DB Credentials. Generally the SYS user or users with
# SYSDBA privilege. This username/password will be used to connect
# as SYSDBA to execute password changes in the database.

#

DB_USER=sys as sysdba

#

DB_PASSWORD=welcomel

#

# Declare if DB is RAC or non-RAC, then fill in values for relevant
# properties. Set of properties for RAC and non-RAC are different.
# Only need to fill in properties relevant to your DB configuration
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#

# Is your IDM database configured with RAC?

#

# Should be "true" for RAC databases, and "false" for non-RAC.

#

IS_RAC_DB=false

#

# Must provide values for the following properties if IS_RAC_DB is true
# No need to provide values for the following properties if IS_RAC_DB is false
# DB_RAC_INSTANCEs, DB_RAC_SERVICE_NAME

oo o o o o D o e e D o e f D D f f D m e f oo oo o

List of RAC instances

Example for property: DB_RAC_INSTANCES
3;adc6161377.example.com;1616;0RCL1;adc6161378.example.com;1616;0RCL2

H H H H H

DB_RAC_INSTANCES=NA

#

# RAC service name

#

# Example for property: DB_RAC_SERVICE_NAME

# ORCL

#

DB_RAC_SERVICE_NAME=NA

#

# Must provide values for the following properties if IS_RAC_DB is false
# No need to provide values for the following properties if IS_RAC_DB is true
# DB_HOST NAME, DB_PORT, DB_SERVICE_NAME

# Host on which your IDM database is running

#

DB_HOST_NAME=slc0lgey.example.com

#

# Port for the database listener service

#

DB_PORT=1521

#

# Name of the database listener service

#

DB_SERVICE_NAME=o0imdb.example.com

[oracle.patching]
FUSION_APPS_PATCH_FUSION_SCHEMA-KEY=FUSION
FUSION_APPS_PATCH_FUSION_DYNAMIC_SCHEMA-KEY=FUSION_DYNAMIC
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
FUSION_APM-KEY=FUSION_APM

FUSION_APPS_AQ-KEY=FUSION_AQ

FUSION_APPS_BI-KEY=FUSION_BI

FUSION_APPS_DQ-KEY=FUSION_DQ
FUSION_APPS_ODI_STAGE-KEY=FUSION_ODI_STAGE
FUSION_ORA_ESS-KEY=FUSION_ORA_ESS
FUSION_APPS_CRM_MDS_SOA_SCHEMA-KEY=CRM_FUSION_MDS_SOA
FUSION_APPS_FIN_MDS_SOA_SCHEMA-KEY=FIN_FUSION_MDS_SOA
FUSION_APPS_HCM_MDS_SOA_SCHEMA-KEY=HCM_FUSION_MDS_SOA
FUSION_APPS_OIC_MDS_SOA_SCHEMA-KEY=0IC_FUSION_MDS_SOA
FUSION_APPS_PRC_MDS_SOA_SCHEMA-KEY=PRC_FUSION_MDS_SOA
FUSION_APPS_PRJ_MDS_SOA_SCHEMA-KEY=PRJ_FUSION_MDS_SOA
FUSION_APPS_SCM_MDS_SOA_SCHEMA-KEY=SCM_FUSION_MDS_SOA
FUSION_APPS_SETUP_MDS_SOA_SCHEMA-KEY=SETUP_FUSION_MDS_SOA
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FUSION_APPS_MDS-KEY=FUSION_MDS
FUSION_APPS_MDS_ESS-KEY=FUSION_MDS_ESS
FUSION_APPS_MDS_SPACES-KEY=FUSION_MDS_SPACES
SEARCHSYS-KEY=SEARCHSYS
FUSION_APPS_UCM-KEY=FUSION_OCSERVER11G
FUSION_APPS_IPM-KEY=FUSION_IPM
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
FUSION_APPS_OTBI-KEY=FUSION_OTBI
FUSION_APPS_ORASDPLS-KEY=FUSION_ORASDPLS
FUSION_APPS_ORASDPXDMS-KEY=FUSION_ORASDPXDMS
FUSION_APPS_ORASDPSDS-KEY=FUSION_ORASDPSDS
FUSION_APPS_ORASDPM-KEY=FUSION_ORASDPM
FUSION_APPS_CRM_SOAINFRA-KEY=CRM_FUSION_SOAINFRA
FUSION_APPS_FIN_SOAINFRA-KEY=FIN_FUSION_SOAINFRA
FUSION_APPS_HCM_SOAINFRA-KEY=HCM_FUSION_SOAINFRA
FUSION_APPS_OIC_SOAINFRA-KEY=0IC_FUSION_SOAINFRA
FUSION_APPS_PRC_SOAINFRA-KEY=PRC_FUSION_SOAINFRA
FUSION_APPS_PRJ_SOAINFRA-KEY=PRJ_FUSION_SOAINFRA
FUSION_APPS_SCM_SOAINFRA-KEY=SCM_FUSION_SOAINFRA
FUSION_APPS_SETUP_SOAINFRA-KEY=SETUP_FUSION_SOAINFRA
FUSION_APPS_WEBCENTER-KEY=FUSION_WEBCENTER
FUSION_APPS_PORTLET-KEY=FUSION_PORTLET
FUSION_ACTIVITIES-KEY=FUSION_ACTIVITIES
FUSION_APPS_DISCUSSIONS-KEY=FUSION_DISCUSSIONS
FUSION_APPS_DISCUSSIONS_CRAWLER-KEY=FUSION_DISCUSSIONS_CRAWLER
FUSION_APPS_ODI_SCHEMA-KEY=FUSION_ODI
FUSION_APPS_DBA-KEY=SYS

[oracle.apps.security]
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
SEARCHSYS-KEY=SEARCHSYS

[oracle.bi.enterprise]
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
[SCHEMAS]

FUSION=fusion

FUSION_DYNAMIC=fusion_dynamic
FUSION_RUNTIME=fusion_runtime
FUSION_APM=fusion_apm

FUSION_AQ=fusion_aqg

FUSION_BI=fusion_bi

FUSION_DQ=fusion_dg
FUSION_ODI_STAGE=fusion_odi_stage
FUSION_ORA_ESS=fusion_ora_ess
CRM_FUSION_MDS_SOA=crm_fusion_mds_soa
FIN_FUSION_MDS_SOA=fin_fusion_mds_soa
HCM_FUSION_MDS_SOA=hcm_fusion_mds_soa
OIC_FUSION_MDS_SOA=oic_fusion_mds_soa
PRC_FUSION_MDS_SOA=prc_fusion_mds_soa
PRJ_FUSION_MDS_SOA=prj_fusion_mds_soa
SCM_FUSION_MDS_SOA=scm_fusion_mds_soa
SETUP_FUSION_MDS_SOA=setup_fusion_mds_soa
FUSION_MDS=fusion_mds
FUSION_MDS_ESS=fusion_mds_ess
FUSION_MDS_SPACES=fusion_mds_spaces
SEARCHSYS=searchsys
FUSION_OCSERVER11G=fusion_ocserverllg
FUSION_IPM=fusion_ipm
FUSION_BIPLATFORM=fusion_biplatform
FUSION_OTBI=fusion_otbi
FUSION_ORASDPLS=fusion_orasdpls
FUSION_ORASDPXDMS=fusion_orasdpxdms
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FUSION_ORASDPSDS=fusion_orasdpsds
FUSION_ORASDPM=fusion_orasdpm
CRM_FUSION_SOAINFRA=crm_fusion_soainfra
FIN_FUSION_SOAINFRA=fin fusion_soainfra
HCM_FUSION_SOAINFRA=hcm_fusion_soainfra
0IC_FUSION_SOAINFRA=oic_fusion_soainfra
PRC_FUSION_SOAINFRA=prc_fusion_soainfra
PRJ_FUSION_SOAINFRA=prj_fusion_soainfra
SCM_FUSION_SOAINFRA=scm_fusion_soainfra
SETUP_FUSION_SOAINFRA=setup_fusion_soainfra
FUSION_WEBCENTER=fusion_webcenter
FUSION_PORTLET=fusion_portlet
FUSION_ACTIVITIES=fusion_activities
FUSION_DISCUSSIONS=fusion_discussions
FUSION_DISCUSSIONS_CRAWLER=fusion_dicussions_crawler
FUSION_ODI=fusion_odi

SYS=manager

OIM_MDS=oim_mds

#

# End of Sample input parameters file for the password change utility

# _____________________________________________________________

#

[INTERNAL]

#

# The following two values are used internally by the tool and may be updated
# by the tool itself. DO NOT CHANGE THEM!

#

tool.algorithm=PBEWithSHAIAndDESede
tool.transformation=PBEWithSHAIAndDESede/CBC/PKCS5Padding
ini.type=STANDARD

Structure of the template for CSF-only Mode:

#

# Sample input parameters file for the password change utility

#

# You must verify/edit ALL entries in this file to match your environment
# and your actual database schema passwords

# _____________________________________________________________
#

[Password Change Utility]

#

# Utility Parameters

# _____________________________________________________________
#

# Master password

#

# This password is needed in Non-Interactive mode for decryption during the
password change run

#

master_password=ignore_me

#

#

# This is the top level directory under which the password change tool lives
#

# It is normally something like <prov_top>/fusionapps/applications/lcm/util
#

HOME=#text#

[WLS]

#

4-46 Oracle Fusion Applications Administrator's Guide



Changing Passwords

# Used for connecting to the WLS admin console and running WLST scripts

# WLS Console admin user name
#

USER=#text#

#

# WLS Console admin password
#

PASSWORD=#password#

#

# The [*Domain] sections list all Fusion Apps WLS domains that contain
# data sources to be updated.
#
#
#

The list will not change in a given Fusion Apps release, but could
change in future releases.

=

CommonDomain]

The WLS admin URL for the Common Domain

HH H H - HF

fa.domain.url.t3=#text#

[oracle.patching]
FUSION_APPS_PATCH_FUSION_SCHEMA-KEY=FUSION
FUSION_APPS_PATCH_FUSION_DYNAMIC_SCHEMA-KEY=FUSION_DYNAMIC
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
FUSION_APM-KEY=FUSION_APM
FUSION_APPS_AQ-KEY=FUSION_AQ
FUSION_APPS_BI-KEY=FUSION_BI
FUSION_APPS_DQ-KEY=FUSION_DQ
FUSION_APPS_ODI_STAGE-KEY=FUSION_ODI_STAGE
FUSION_ORA_ESS-KEY=FUSION_ORA_ESS
FUSION_APPS_CRM_MDS_SOA_SCHEMA-KEY=CRM_FUSION_MDS_SOA
FUSION_APPS_FIN_MDS_SOA_SCHEMA-KEY=FIN_FUSION_MDS_SOA
FUSION_APPS_HCM_MDS_SOA_SCHEMA-KEY=HCM_FUSION_MDS_SOA
FUSION_APPS_OIC_MDS_SOA_SCHEMA-KEY=0IC_FUSION_MDS_SOA
FUSION_APPS_PRC_MDS_SOA_SCHEMA-KEY=PRC_FUSION_MDS_SOA
FUSION_APPS_PRJ_MDS_SOA_SCHEMA-KEY=PRJ_FUSION_MDS_SOA
FUSION_APPS_SCM_MDS_SOA_SCHEMA-KEY=SCM_FUSION_MDS_SOA
FUSION_APPS_SETUP_MDS_SOA_SCHEMA-KEY=SETUP_FUSION_MDS_SOA
FUSION_APPS_MDS-KEY=FUSION_MDS
FUSION_APPS_MDS_ESS-KEY=FUSION_MDS_ESS
FUSION_APPS_MDS_SPACES-KEY=FUSION_MDS_SPACES
SEARCHSYS-KEY=SEARCHSYS
FUSION_APPS_UCM-KEY=FUSION_OCSERVER11G
FUSION_APPS_IPM-KEY=FUSION_IPM
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
FUSION_APPS_OTBI-KEY=FUSION_OTBI
FUSION_APPS_ORASDPLS-KEY=FUSION_ORASDPLS
FUSION_APPS_ORASDPXDMS-KEY=FUSION_ORASDPXDMS
FUSION_APPS_ORASDPSDS-KEY=FUSION_ORASDPSDS
FUSION_APPS_ORASDPM-KEY=FUSION_ORASDPM
FUSION_APPS_CRM_SOAINFRA-KEY=CRM_FUSION_SOAINFRA
FUSION_APPS_FIN_SOAINFRA-KEY=FIN_FUSION_SOAINFRA
FUSION_APPS_HCM_SOAINFRA-KEY=HCM FUSION_SOAINFRA
FUSION_APPS_0IC_SOAINFRA-KEY=0IC_FUSION_SOAINFRA
FUSION_APPS_PRC_SOAINFRA-KEY=PRC_FUSION_SOAINFRA
FUSION_APPS_PRJ_SOAINFRA-KEY=PRJ_FUSION_SOAINFRA
FUSION_APPS_SCM_SOAINFRA-KEY=SCM_FUSION_SOAINFRA
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FUSION_APPS_SETUP_SOAINFRA-KEY=SETUP_FUSION_SOAINFRA
FUSION_APPS_WEBCENTER-KEY=FUSION_WEBCENTER
FUSION_APPS_PORTLET-KEY=FUSION_PORTLET
FUSION_ACTIVITIES-KEY=FUSION_ACTIVITIES
FUSION_APPS_DISCUSSIONS-KEY=FUSION_DISCUSSIONS
FUSION_APPS_DISCUSSIONS_CRAWLER-KEY=FUSION_DISCUSSIONS_CRAWLER
FUSION_APPS_ODI_SCHEMA-KEY=FUSION_ODI
FUSION_APPS_DBA-KEY=SYS
FUSION_APPS_BEEHIVE_BEE_CODE-KEY=BEE_CODE
FUSION_APPS_BEEHIVE_BEE_DATA-KEY=BEE_DATA
FUSION_APPS_BEEHIVE_BEE_MDS-KEY=BEE_MDS
[oracle.apps.security]
FUSION-DB-KEY=FUSION_RUNTIME
FUSION_APPS_ECSF_SES_ADMIN-KEY=SEARCHSYS
[oracle.bi.enterprise]
scheduler.schema=FUSION_BIPLATFORM
[SCHEMAS]

FUSION=#password#
FUSION_DYNAMIC=#password#
FUSION_RUNTIME=#password#
FUSION_APM=#password#
FUSION_AQ=#password#

FUSION_BI=#password#

FUSION_DQ=#password#
FUSION_ODI_STAGE=#password#
FUSION_ORA_ESS=#password#
CRM_FUSION_MDS_SOA=#password#
FIN_FUSION_MDS_SOA=#password#
HCM_FUSION_MDS_SOA=#password#
0IC_FUSION_MDS_SOA=#password#
PRC_FUSION_MDS_SOA=#password#
PRJ_FUSION_MDS_SOA=#passwordi#
SCM_FUSION_MDS_SOA=#passwordi#
SETUP_FUSION_MDS_SOA=#password#
FUSION_MDS=#password#
FUSION_MDS_ESS=#password#
FUSION_MDS_SPACES=#password#
SEARCHSYS=#password#
FUSION_OCSERVER11G=#password#
FUSION_IPM=#password#
FUSION_BIPLATFORM=#password#
FUSION_OTBI=#password#
FUSION_ORASDPLS=#password#
FUSION_ORASDPXDMS=#password#
FUSION_ORASDPSDS=#password#
FUSION_ORASDPM=#password#
CRM_FUSION_SOAINFRA=#password#
FIN_FUSION_SOAINFRA=#password#
HCM_FUSION_SOAINFRA=#password#
OIC_FUSION_SOAINFRA=#password#
PRC_FUSION_SOAINFRA=#password#
PRJ_FUSION_SOAINFRA=#password#
SCM_FUSION_SOAINFRA=#password#
SETUP_FUSION_SOAINFRA=#password#
FUSION_WEBCENTER=#password#
FUSION_PORTLET=#password#
FUSION_ACTIVITIES=#password#
FUSION_DISCUSSIONS=#password#
FUSION_DISCUSSIONS_CRAWLER=#password#
FUSION_ODI=#password#
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SYS=#password#

BEE_CODE=#password#

BEE_DATA=#password#

BEE_MDS=#password#

#

# End of Sample input parameters file for the password change utility

INTERNAL]

H o—

# The following values are used internally by the tool and may be updated
# by the tool itself. DO NOT CHANGE THEM!

#

tool.algorithm=PBEWithSHA1AndDESede
tool.transformation=PBEWithSHAIAndDESede/CBC/PKCS5Padding

ini.type=CSF

4.7 Managing the Oracle Database
To manage your Oracle database:
1. Start the Oracle database instance, if not already started. See Section 4.4.3.

2. Review database initialization parameters. Modify initialization parameters as
needed. See Section 4.7.1.

3. Review your database storage structures: tablespaces and data files, online redo
log files, and control files. Create or modify storage structures as needed. See
Section 4.7.2.

4. Review memory allocation and adjust as needed. See Section 4.7.3.

5. Review, unlock, and reset passwords for predefined database users as needed.
Create new users, and assign privileges and roles to them as needed. See
Section 4.7 4.

6. Create or review the backup strategy for the database and back up the database.
See Chapter 18.

4.7.1 Viewing and Modifying Initialization Parameters

Managing an Oracle instance includes configuring parameters that affect the basic
operation of the Oracle instance. These parameters are called initialization parameters.
The Oracle instance reads initialization parameters from a file at startup.

After being read from a file, initialization parameters are retained in memory, where
the values for many of them can be changed dynamically. There are two types of
parameter files. The type of file used to start the instance determines if dynamic
initialization parameter changes persist across database shutdown and startup. The
parameter file types are:

= Server parameter file

The server parameter file is a binary file that can be written to and read by the
database. It must not be edited manually. It is stored on the host system on which
Oracle Database is running. Changes are made when you use Database Control to
modify one or more initialization parameters, or when Oracle Database itself
makes changes for self-tuning purposes. Any changes to it persist across database
shutdown and startup operations.
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s Text initialization parameter file

A text initialization parameter file is a text file that can be read by the Oracle
instance, but it is not written to by the instance. You can change a text initialization
parameter file with a text editor, but changes do not take effect until you restart the
Oracle instance. When you start the instance with this type of file, you can still
change many initialization parameters dynamically with Database Control, but
only for the current instance. Unless you also edit the text initialization parameter
file and make the same change, the change is lost when you restart the database
instance.

As the number of database users increases and the workload increases, you might
have to alter some initialization parameters. You can make these changes using the
Initialization Parameter page in Oracle Enterprise Manager Database Control,
accessible from the Database Configuration section of the Server tab.

Table 4-5 lists specific initialization parameters that you should set and their
recommended values.

Table 4-5 Initialization Parameters

Parameter Recommended Values

CONTROL_MANAGEMENT_PACK_  Set this parameter to DIAGNOSTIC+TUNING (default) or

ACCESS DIAGNOSTIC to enable Automatic Database Diagnostic Monitor
(ADDM).

STATISTICS_LEVEL Set this parameter to TYPICAL (default) to enable the automatic

performance tuning features of Oracle Database, including
Automatic Workload Repository (AWR) and ADDM.

For information about viewing and modifying initialization parameters, see the
"Viewing and Modifying Initialization Parameters" section in the Oracle Database 2 Day
DBA.

4.7.2 Managing Database Storage Structures

Oracle Database is made up of physical and logical structures. Physical structures can
be seen and operated on from the operating system, such as the physical files that store
data on a disk.

Logical structures are created and recognized by Oracle Database and are not known
to the operating system. The primary logical structure in a database, a tablespace,
contains physical files. The applications developer or administrator may be aware of
the logical structure, but may not be aware of the physical structure. The database
administrator (DBA), on the other hand, must understand the relationship between the
physical and logical structures of a database.

Oracle Database can automate much of the management of its structure. To view a
database storage structure using Oracle Enterprise Manager Database Control, go to
the Storage section of the Server tab, where you can access the following storage
options:

= Control files

= Tablespaces

=  Temporary tablespace groups
s Datafiles

= Rollback segments
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= Redo log groups

= Archive legs

= Disk groups

s Other storage structures

For more information about managing database storage structures, see the "Managing
Database Storage Structures" chapter in the Oracle Database 2 Day DBA.

4.7.3 Managing Memory

Memory management involves maintaining optimal sizes for the Oracle instance
memory structures as demands on the database change. The memory that must be
managed are the System Global Area (SGA) memory and the instance Program
Global Area (PGA) memory. The instance PGA memory is the collection of memory
allocations for all individual PGAs.

Oracle Database can manage the SGA memory and instance PGA memory
automatically. You designate only the total memory size to be used by the instance,
and Oracle Database dynamically exchanges memory between the SGA and the
instance PGA as needed to meet processing demands. This capability is referred to as
automatic memory management. In this memory management mode, the database
also dynamically tunes the sizes of the individual SGA components and the sizes of
the individual PGAs.

To have more direct control over the sizes of the SGA and instance PGA, use the
Memory Advisors page of Oracle Enterprise Manager Database Control to disable
automatic memory management and enable automatic shared memory management.
With automatic shared memory management, you set target and maximum sizes for
the SGA. Oracle Database then tunes the total size of the SGA to your designated
target, and dynamically tunes the sizes of all SGA components. In this memory
management mode, you also implicitly enable automatic PGA memory management.
With automatic PGA memory management you set a target size for the instance PGA.
The database then tunes the size of the instance PGA to your target, and dynamically
tunes the sizes of individual PGAs.

If you want complete control of individual SGA component sizes, then use the
Memory Advisors page of Oracle Enterprise Manager Database Control to disable
both automatic memory management and automatic shared memory management.
This is called manual shared memory management. In this mode, you set the sizes of
several individual SGA components, thereby determining the overall SGA size. You
then manually tune these individual SGA components on an ongoing basis. Manual
shared memory management mode is intended for experienced DBAs only. Note that
in this mode, automatic PGA memory management remains enabled.

To manage memory, use the Memory Advisor page in Database Control, accessible
from the Database Configuration section of the Server tab.

For more information about memory management, see the "Managing Memory"
section in the Oracle Database 2 Day DBA.

4.7.4 Administering User Accounts

For users to access your database, you must create user accounts and grant
appropriate database access privileges to those accounts. A user account is identified
by a user name and defines the attributes of the user, including the following;:

s Authentication method
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= Password for database authentication

s Default tablespaces for permanent and temporary data storage
= Tablespace quotas

s Account status (locked or unlocked)

= Password status (expired or not)

When you create a user account, you must not only assign a user name, a password,
and default tablespaces for the account, but you must also do the following:

s Grant the appropriate system privileges, object privileges, and roles to the account.

= If the user will be creating database objects, then give the user account a space
usage quota on each tablespace in which the objects will be created.

In addition, you may want to create user accounts that are used by applications only,
such as Fusion Applications. Users do not log in with these accounts; instead,
applications use these accounts to connect to the database, and users log in to the
applications. This type of user account avoids giving application users the ability to
log in to the database directly, where they could unintentionally cause damage.

To administer user accounts using Oracle Enterprise Manager Database Control, go to
the Security section of the Server tab, where you can access users and roles.

For more information about administering user accounts, see the "Administering User
Accounts and Security" chapter in the Oracle Database 2 Day DBA.

4.8 Patching

It is necessary to perform various maintenance actions on your applications, their
middleware dependencies, and their database components. Maintenance actions
include fixing issues that affect the way the applications perform, adding new
functionality and features, updating to a higher maintenance level, or providing
interoperability to new technology stacks. Patches may be required for maintenance of
middleware artifacts, database artifacts, or both. Table 4-6 describes the types of
patching and provides information on where to find related documentation.

Table 4-6 Patching

Type of Patching

Description Documentation for Patching

Oracle Fusion
Applications

The Oracle Fusion Applications Oracle Fusion Applications Patching Guide
Patching Framework provides the tools

needed to sup updates to Oracle Fusion

Applications software between major or

patch set releases. These tools manage

the processes for applying individual

patches, patch sets, and release update

packs.

Oracle Fusion
Middleware

OPatch patches any Oracle Fusion Oracle Fusion Middleware Patching Guide for
Middleware component, except Oracle  information about patching middleware artifacts
WebLogic Server. For Oracle WebLogic

Server, use Smart Update.

Oracle Database

Oracle Universal Installer and OPatch Oracle Universal Installer and OPatch User’'s Guide

manage the patching for Oracle for Windows and UNIX
database and third-party software.
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4.9 Managing Oracle Fusion Applications-Specific Labels in the Oracle
Metadata Repository

The Oracle Metadata Repository (MDS Repository) contains metadata for Oracle
Fusion Middleware components. It can also contain metadata about the configuration
of Oracle Fusion Middleware and metadata for your applications. For general
instructions on managing the metadata for Oracle Fusion Middleware components in
the Oracle Metadata Repository, see the "Managing the Metadata Repository" chapter
in the Oracle Fusion Middleware Administrator’s Guide.

As a part of MDS Repository management, you work with metadata labels. You select
a version for the repository to select a particular version of each object from a metadata
repository partition. Also, if you take actions that affect the MDS Repository, such as
deploying, patching, or doing some customizations, you can potentially put the
repository into a broken state. When this happens, you can rollback to a previous label.
For example, when you roll back to a label, all objects within that repository move to
that state. To manage labels, note the following prefixes for Oracle Fusion Applications
in the MDS Repository:

»s postDeployLabel_ for labels created by MDS Repository at deployment time

» Creation_ for labels created by Oracle Fusion Middleware Extensions for
Applications (Applications Core) in the MDS Repository

»  PrelMerge_ for labels created by Applications Core in the MDS Repository during
sandbox creation.

» composer_PostMerge_ for labels created by Applications Core in the MDS
Repository during a sandbox publish operation

» mds_ for labels created during a Flexfield changes applied during a patch
» soa_ for labels created during SOA deployments

= composer_ for labels created by Oracle Composer when using the Save and Label
button. For more information about Save and Label button, see "Create Labels On
Saving Application Customizations" in the Oracle Fusion Middleware Developer’s
Guide for Oracle WebCenter Portal (Oracle Fusion Applications Edition).

For more information about managing labels, see the "Managing Metadata Labels in
the MDS Repository" section in the Oracle Fusion Middleware Administrator’s Guide.

4.10 Modifying Oracle Application Development Framework Connections
in Oracle Fusion Applications

A connection configuration (connections.xml) contains information that a client
application uses to identify the Oracle Application Development Framework (Oracle
ADF) application module's deployment scenario. For more information about
modifying the configuration of a single application, see the following sections in the
Oracle Fusion Middleware Administrator’s Guide for Oracle Application Development
Framework:

= How to Modify Connection Configurations
s Configuring Application Properties Using the MBean Browser

In an Oracle Fusion Applications environment, you may need to change the internal
and external settings for several applications. For example, if there was an outage of
the Oracle Fusion Customer Relationship Management (Oracle Fusion CRM)

applications due to a lost Oracle HTTP Server host, then you would need update all
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the applications that depend on the Oracle Fusion CRM-provided web services. If all
the applications in an Oracle WebLogic Server domain use the same connections.xml,
which is the default behavior after provisioning, you can make this edit in one place
using Fusion Applications Control.

To modify the connections for all the applications in an Oracle WebLogic Server
domain using Fusion Applications Control:

1. From the navigation pane, expand the farm and then WebLogic Domain.
2, Click the domain.
The Oracle WebLogic Server Domain home page displays.
3. From the WebLogic Domain menu, choose ADF Domain Configuration.
The ADF Common Properties page displays.

4. In the Property Sets table, click the property set to modify, and in the Details for
Property Set table, modify the property values.

These property sets and properties reside in the adf-domain-config.xml file, and
are used in the ELs in the connections.xml file.

5. Click Save.

4.11 Modifying Oracle Data Integrator Configuration
Oracle Data Integrator (OD]) is installed with the following product families:
s Oracle Fusion Customer Relationship Management
s Oracle Fusion Human Capital Management
s Oracle Fusion Supply Chain Management

The Oracle Fusion applications use Oracle Application Development Framework and
Oracle SOA Suite, which in turn use ODI for bulk data movement requirements. This
section describes how to modify key aspects of ODI configuration without
interrupting the service of the applications.

This section contains the following topics:

= Section 4.11.1, "Editing the Oracle Data Integrator Topology for Database Endpoint
Changes"

= Section 4.11.2, "Modifying ODI Agent Host and Port Configuration”

4.11.1 Editing the Oracle Data Integrator Topology for Database Endpoint Changes

ODI moves data between two databases. In some cases, a database endpoint changes
or the JDBC password changes for security reasons. When these types of changes
occur, you must modify the configuration of the database topology.

To modify the database topology:
1. Log into Oracle Data Integrator Console.

http://product_familyinternal.domain:port/odiconsole

where product_familyinternal.domain. port is the host and domain of the
Oracle HTTP Server or a Load Balancer.

2. From the Browse pane, expand Topology and then Data Servers.

3. Select the database server and click the Edit icon ().
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The Edit Data Server page displays.
4. Scroll to the JDBC Details section at the bottom of the page.
5. Modify the JDBC fields for the endpoint:

Field Description

JDBC Driver The JDBC driver for the data source connection.
The value in this field must conform to the
database specifications.

JDBC URL The JDBC URL for the data source connection
in the format of jdbc:oracle:thin:@//DB_
host_name.domain/sid.

User The Oracle Database schema name (user name)
to log into the database.

JDBC Password The password for the user.

6. Click Save.

4.11.2 Modifying ODI Agent Host and Port Configuration

The ODI agent connects to a master repository and connects to different technologies
to move data. If the ODI agent host or port configuration has been modified in Oracle
WebLogic Server, then you reflect those changes in ODL

To modify the configuration of an agent:
1. Log into Oracle Data Integrator Console.

http://product_familyinternal.domain:port/odiconsole

where product_familyinternal.domain. port is the host and domain of the
Oracle HTTP Server or a Load Balancer.

2. From the Browse pane, expand Topologies, Agents, and then Physical Agents.
3. Select an agent click the Edit icon (4#).
The Edit Physical Agent page displays.
4. In the Definition section, modify the Host Name and Port Number fields.
5. Click Save.
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Managing Oracle Fusion Applications
Configuration and Compliance

This chapter describes how to utilize the Enterprise Manager Cloud Control
Configuration and Compliance Framework to enforce implementation and operational
best practices for Fusion Applications. In particular, it describes the seeded
Compliance Rules that are delivered in the Cloud Control Plug-in 12.1.0.3, for Oracle.
Fusion Applications.

This chapter includes the following topics:
s Introduction: What Is Compliance? (Section 5.1)
Understanding Rules, Standards, and Frameworks (Section 5.1.1)
Prerequisites and Related Documentation (Section 5.1.2)
» Implement Compliance (Section 5.2)
Access Rules, Standards, and Frameworks in the Compliance Library (Section 5.2.1)
Apply Pre-Seeded Standards to Targets in Your Fusion Instance (Section 5.2.2)
= Monitor and Manage Compliance Activity (Section 5.3)
Use the Compliance Results Interface (Section 5.3.1)

5.1 Introduction: What Is Compliance?

Oracle has determined an array of configuration details that optimize the performance
and handling of Oracle Fusion Applications, and now delivers seeded compliance
rules with Cloud Control 12¢. "Compliance"” means having a system adhere to, or
comply with, such performance standards. This chapter explains how compliance
Rules are defined, and how they are organized (into Standards and Frameworks). It
explains how to associate the Standards to your Fusion instance, how to create, edit, or
delete configurations if desired, and how subsequently to monitor and respond to the
results in Cloud Control.

5.1.1 Understanding Rules, Standards, and Frameworks

Compliance is implemented as a hierarchy, wherein configuration details -- such as
cache sizes, connection time-outs, and more-- are codified into individual Rules. The
Rules are collected into logical groups called Standards, which are further organized
into a Framework.

Out of the box, you can associate the predefined compliance Standards to your own
installation. Each of these components-- Rules, Standards, and Frameworks-- can also
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be created, edited, or deleted by a Fusion Applications administrator who has the
appropriate privileges. You can freely mix-and-match custom Rules or Standards with
predefined ones.

5.1.1.1 What are Real-Time Monitoring Facets?

It is also possible to create "real-time monitoring facets" if you want to create security
warnings associated with particular files on your system. Facets, which can be
associated with multiple Rules, define particular entities that should be monitored on
an ongoing basis. (Only critical files should be chosen, to avoid excess CPU load and
data generation.) See Section 5.2.2.2 for more information.

5.1.2 Prerequisites and Related Documentation

It is necessary to have the Fusion Applications plug-in for Oracle Enterprise Manager
Cloud Control 12¢, version 12.1.0.3 or above, installed and configured.

There are two additional guides that contain how-to steps on using the Compliance
interface. This guide gives specific cross-references to them when needed. These
guides are:

»  Part VIII of the Oracle Enterprise Lifecycle Management Guide

»  All of the Oracle® Enterprise Manager Cloud Control Oracle Database Compliance
Standards

5.2 Implement Compliance

This section explains how to access and implement the Compliance components for
Fusion Applications.

5.2.1 Understand the Rules, Standards, and Framework in the Compliance Library

The Compliance components are created, edited, and stored in the Compliance
Library.

5.2.1.1 Access the Compliance Library
1. Log in to the Cloud Control Console.

2. Select Enterprise and Compliance and Library.

ORACLE' Enterprise Manager Cloud Control 12¢

@ Targets ~ W Favorites ~ @ History ~
Summary
Monitoring L
Job »
Reports L
Configuration
Compliance

L3

v Dashboard
Provisioning and Patching * Results

L3

L3

Library
ReaI-Tin[%ObseNations

Cloud 5 l W Up (349)

Quality Management
My Oracle Support

W Down (791)
Unknown (192)

Chargeback
Consolidation Planner

The Compliance Library homepage is displayed.
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ORACLE Enterprise Manager Cloud Conbel 12¢ getup pelpr | iLoemol-  Lgow O
@ Targets~ ¥ Faw Search Target Name v
Complance Library ® o |
Compliance Frameworks | Compliance Standards | Complance Standard Rudes | Reabtime Montaring Facets
* Search Aghvanced
To perform an operation on & framewark, hig and sehiect an operatio o rows and d
Actions = View = | [§ Create. d Sharw Detals dit
Auther Keywords Compliance Framework Description Compliance Framework
) A 50t of andards for tracking cortficatians of racle .
Canfiguratien B centication products across your [T infrastruchure [Fracuction
[ —— . Pl A sat of standards for tracking suppartability of Oracle Product
8 products across your IT infrastructure
A sat of standards for performance tuning and best
—— racke Mdenbty Management Comph Froducton
Configuraoon B oracke Mentey Managemen COMP ot of Oracte Identty Management componens roductio
Fusien App Compliance Fra Froduction
Patching Compliance Standards Production
Configuration @ Compliance Framework for Fusion » Compliance Framework for Fusion Applications Production =
Configuration ce-agent-bundle-patchl-inud4bit € Checks if the gven target is applical Development
Custos noe framework
Configuration, Security Corpurate Apphcation Comphane ¥ datac WSS, and un Eroduction
comg arporate sands
Custorn compliance framewark to ensur that your
DWWOLF  Configuration, Security Corporate Datahase Compliance Fri datacenter's D&s, WLSs, and underlying hosts are Froduction
compkant with carporate standards
KRAXTER Compliance Framewark for Siebal  Complisnce Framevork for Siebel Applications Froduction
A standard set of polies and associated controls for
sacking cher ents taking place across your IT
ORACIE  Securtty B orack Genanc Compliance Eraman o < o vents g e e s Froduction
ining howe wel your organizat -
« T - v
Rows Selected 1 Coblumns Hidden 4 Total Rows: 13

Select the relevant tab for the Compliance component you want to use.

5.2.1.2 View the Pre-seeded Rules for Oracle Fusion Applications
To find the Rules delivered for Oracle Fusion Applications:

1.
2

Access the Compliance Library, as described in Section 5.2.1.1.
Select the Compliance Standard Rules tab.

Expand the Search item at the top left of the page, and select Applicable To:
Fusion Instance in the Search drop-down.

The defined Rules for Oracle Fusion Applications are listed in the table.

To adjust the columns that you see, click View, and Columns. You can
select/deselect items to include in the overview. Note: selecting Manage Columns
has the same effect.

Follow the same steps to search for the Fusion Applications-specific Standards or
Frameworks.

The 42 defined Rules are organized in four separate Standards. This section describes
the primary details of the Rules delivered in:

Table 5-1, " Java Platform Security Standard Rules"

Table 5-2, " Oracle HTTP Server Configuration Standard Rules"
Table 5-3, " WebLogic Server Configuration Standard Rules"
Table 54, " Java Virtual Machine Configuration Standard Rules"
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Note: All the compliance Rules for Fusion Applications currently

share the following attributes:

Type: Repository Rule

Compliance Rule State: Production

Severity: Minor warning

Description: Fusion Applications Configuration Rule for <Rule name>.

Rationale: <Rule name>

Table 5-1 Java Platform Security Standard Rules

Rule Name

Recommended Value

JPS_jps.authz
JPS_jps.combiner.lazyeval

JPS_jps.combiner.optimize

Java Platform Security permission cache size

Java Platform Security permission cache

strategy

Java Platform Security Enable Policy Lazy

Load Property
JPS_jps.policystore. hybrid.mode

Java Platform Security rolemember cache size

Java Platform Security rolemember cache

strategy

Java Platform Security rolemember cache type

ACC

true

true

1000
PERMISSION_FIFO

TRUE

false
1000
FIFO

'STATIC

Table 5-2 Oracle HTTP Server Configuration Standard Rules

Rule Name

Recommended Value

Oracle HTTP Server keep alive timeout
Oracle HTTP Server maximum clients

Oracle HTTP Server maximum keep alive

requests

Oracle HTTP Server server limit

Fusion Applications Configuration rule for

Oracle HTTP Server StartServers

Oracle HTTP Server threads per child
Oracle HTTP Server WLIOTimeoutSecs

61
1000

20
10

50
900

Table 5-3 WebLogic Server Configuration Standard Rules

Rule Name

Recommended Value

WebLogic domain log severity
WebLogic log file severity

WebLogic memory buffer severity
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Table 5-3 (Cont.) WebLogic Server Configuration Standard Rules

Rule Name

Recommended Value

WebLogic stdout severity

Error

Table 5-4 Java Virtual Machine Configuration Standard Rules

Rule Name

Recommended Value

JVM_HTTPClient.socket.connectionTimeout
JVM_HTTPClient.socket.read Timeout
JVM_HeapDumpOnOutOfMemoryError

JVM_VOMaxFetchSize

JVM_Xgc

JVM_Xmanagement
JVM_Xverbose
JVM_jbo.ampool.minavailablesize
JVM_jbo.ampool.timetolive
JVM_jbo.doconnectionpooling
JVM_jbo.load.components.lazily
JVM_jbo.max.cursors
JVM_jbo.recyclethreshold
JVM_jbo.txn.disconnect_level
JVM_jps.auth.debug

JVM_jrockit
JVM_weblogic.ProductionModeEnabled
JVM_weblogic.SocketReaders

JVM_
weblogic.http.client.weblogic.http.client.defaul
tConnectTimeout

JVM_weblogic.http.client.defaultRead Timeout

JVML_
weblogic.security.providers.authentication.LD
APDelegatePoolSize

300000
300000

+HeapDumpOnOutOfMemoryE
rror

n/a
genpar
1

gc

1

-1

true
true

5

75

1
FALSE
jrockit
true

3
300000

300000
20

5.2.2 Apply Standards to Targets in Your Fusion Instance

To associate the compliance Rules on your own Oracle Fusion Applications instance, it
is necessary to apply the relevant Standards to the relevant targets.

To associate predefined Standards to targets:

1. Select Enterprise, then Compliance, then Library, and choose the Compliance

Standards tab.

2. Expand the Search item at the top of the page and choose Applicable To: Fusion

Instance. Click Search.

The predefined Standards are listed.
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3. Select a Standard and click Associate Targets.
4. On the Target Association page, click +Add. A search page is displayed.
5. Choose the relevant target name(s) from the list and click Select.
The host(s) appear in the Target Association page.
6. Select the host(s) and click Enable.

Once a Compliance Standard is associated to a specific target, the results can be seen
almost immediately in the Compliance Results page. See Section 5.3 for details.

5.2.2.1 Optional: Create, Edit, or Delete Compliance Details

Rules, Standards, and Frameworks can all be created, edited, or deleted as desired. To
do so requires having the correct user permissions. Thereafter, it is a simple matter to
click the appropriate button (such as Create) and fill out the subsequent page.

For information on Compliance user permissions, see: "Privileges and Roles Needed to
Use the Compliance Features", in the "Managing Compliance" chapter of the Oracle®
Enterprise Manager Lifecycle Management Administrator’s Guide.

For information on how to create, edit, or delete, see:
= "Operations on Compliance Frameworks,"
= "Operations on Compliance Standards," and

= "Operations on Compliance Standards Rules," in the Oracle® Enterprise Manager
Lifecycle Management Administrator’s Guide

5.2.2.2 Optional: Create Real-Time Monitoring Facets

Real-time monitoring facets allow an administrator to receive warnings that are
generated on-the-fly, should certain sensitive files be accessed or changed. This is
especially useful as a security alert in case of any potential unauthorized activity to
important parts of the system.

There are no real-time monitoring facets delivered with Cloud Control 12¢, version
12.1.0.3, for Fusion Applications. To create your own and apply them to your system,
see "Real Time Monitoring Facets" in the "Managing Compliance" chapter of Oracle®
Enterprise Manager Lifecycle Management Administrator’s Guide

5.3 Monitor and Manage Compliance Activity

Once a Standard is associated with your Fusion Applications target(s), the system
begins to evaluate that target's adherence to the Compliance Rules. Violations to a
Compliance Rule will be displayed in the Results page. Depending on the Severity
level assigned in the Rule, violation warnings may be categorized as minor, warning, or
critical. See below for links describing how to interpret and resolve any violations and
other compliance reporting.

5.3.1 Use the Compliance Results Interface

Once a Compliance Standard is associated to a specific target, the results can be seen
almost immediately in the Compliance Results page.

From the Enterprise menu, select Compliance, then select Results.

If desired, search by Fusion Instance, Standard, or to narrow the list.
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Results can be viewed by Compliance Framework, Compliance Standard, and Target.
The Target Compliance tab shows the compliance score of a target across all
compliance Standards. This allows users to focus on their least compliant targets by
sorting by the average score column. Likewise the Compliance Standard tab shows the
results of each Compliance Standard currently being evaluated. Compliance Standards
that do not have any targets associated with them do not show in the list.

See "1.3 Viewing and Understanding Compliance Results," in the Oracle Enterprise
Manager Cloud Control Oracle Database Compliance Standards, for details on interpreting
the results and tips on how to research any violations and bring your system back into
compliance.

Note: Itis also possible to select Enterprise, then Compliance, then
Dashboard to see the same information in a more graphical display.
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Securing Oracle Fusion Applications

This chapter explains the security features available to all Oracle Fusion applications.
It explains the enterprise identity store, identity provisioning, authorization policies,
roles, audit trail, SSL configuration, data masking, securing Web services, and
customizing security.

This chapter contains the following topics:

= Section 6.1, "Introduction to Security"

= Section 6.2, "About the Enterprise Identity Store"

= Section 6.3, "Provisioning Identities"

= Section 6.4, "Managing Authorization Policies"

= Section 6.5, "Configuring Roles"

= Section 6.6, "Configuring Audit Trail"

= Section 6.7, "Configuring SSL for Oracle Fusion Applications"

= Section 6.8, "Managing Wallets, Keystores, Credentials, and Certificates"
= Section 6.9, "Data Masking"

= Section 6.10, "Securing Web Services"

= Section 6.11, "Securing Oracle Fusion Middleware Products"

= Section 6.12, "Extracting Data from an LDAP- Based Store to a File"

= Section 6.13, "Customizing Security from Installation to Deployment"

The high-level information presented in this chapter includes links to other documents
where the topic is explained in detail.

For additional information about application security, see the following documents:
»  Oracle Fusion Applications Security Guide
»  Oracle Fusion Applications Security Hardening Guide

For a detailed list of administrative tasks and pointers to further documentation, see
Oracle Fusion Applications Administrator and Implementor Roadmap.

6.1 Introduction to Security

Oracle Fusion Applications use the services of the Oracle Platform Security Services
(OPSS) to secure applications.
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OPSS is a security platform that provides enterprise product development teams,
systems integrators, and independent software vendors with a standards-based
enterprise-grade security framework for Java SE and Java EE applications. Using
OPSS, Oracle Fusion Applications benefit from the same, uniform security, identity
management, and audit services across the enterprise.

The intended audience for this chapter are application security administrators and
system security administrators.

Oracle Fusion Applications provisioning sets up the security infrastructure, including:
= theidentity store

= authorization policies

= enterprise roles

= SSL wiring and its support structure including keystores and certificates

= data masking

= setting protected URISs for the infrastructure to work as expected

For instructions about protected URIs and configuring Oracle ADF applications with
Oracle Access Manager SSO, see the "Integration with Oracle ADF Applications"
section in the Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager
with Oracle Security Token Service.

For details about security tasks, including creating and managing users and roles,
function and data security, audit, and compliance tasks, see the Oracle Fusion
Applications Security Guide.

6.2 About the Enterprise Identity Store

Oracle Fusion applications run within a container in the Oracle WebLogic Server. This
container handles authentication automatically for the application running in it by
intercepting all requests to the application and ensuring that users are properly
authenticated and the security context is propagated, as appropriate, before the
request can proceed forward.

Note: The Subject creation is automatic, but the security context
propagation requires application configuration.

Fusion Applications use LDAP-based authenticators; Fusion Application identity
provisioning sets up and wires WebLogic domains with the appropriate
authenticators during the Fusion Application installation.

Important: Any LDAP-based authenticator, other than the
DefaultAuthenticator, requires that the flag
UseRetrievedUserNameAsPrincipal be set. During installation, this
flag is automatically set in the DefaultAuthenticator.

For details about bootstrap identity provisioning, such as super administrators for
Fusion pillars, see Section 6.3.
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6.2.1 Supported LDAP Identity Providers
Fusion Applications support the following LDAP identity store types:
s Oracle Internet Directory 11g
= Active Directory 2008

6.2.2 Configuring the Identity Store

Multiple LDAP authenticators can be configured in a given context. For the algorithm
that selects the identity store to initialize from a stack of authenticators, see the
"Configuring the Identity Store Service" section in the Oracle Fusion Middleware
Application Security Guide.

Note: The Oracle WebLogic Server Administration Console is the
recommended tool to configure authenticators, but this configuration
can also be alternatively carried out with WLST commands. For the
list of all available WLST commands, see Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

The specification and configuration of LDAP authenticators is carried out with the
Oracle WebLogic Administration Console. For details, see the "Configuring
Authentication Providers" chapter in the Oracle Fusion Middleware Securing Oracle
WebLogic Server.

It is important to keep the username attribute on the authenticator synchronized with
the corresponding identity store property. For details, see note at the end of the table
of identity store properties in the "LDAP Identity Store Properties” section in the
Oracle Fusion Middleware Application Security Guide.

It is also important that the following two time intervals be equal:

s The number of seconds that cached entries stay in the cache. This value is
controlled by the WebLogic authenticator parameter Group Hierarchy Cache TTL,
which by default is 60 seconds.

s The number of seconds after which group membership changes are in effect. This
value is controlled by the system property jps.subject.cache.ttl, which by
default is 60 seconds.

If the Group Hierarchy Cache TTL value is changed, then that new value must also be
set with the system property jps.subject.cache.ttl. For example, if the value of
Group Hierarchy Cache TTL is changed to 55,000 (milliseconds), then
jps.subject.cache.ttl must be reset as follows:

-Djps.subject.cache.ttl 55000

6.3 Provisioning Identities

Provisioning as a whole encompasses all the operations required to install, configure,
and deploy applications product offerings. Identity provisioning is a subset of this
process which populates the users and groups needed for deployment and ongoing
administration.

This section contains the following topics:
»  Section 6.3.1, "Identity Provisioning Concepts"

= Section 6.3.2, "WebLogic Authenticators and the Primary Identity Store"
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= Section 6.3.3, "Provisioning Steps"
»  Section 6.3.4, "Best Practices for the Administrator Groups"

= Section 6.3.5, "Managing Identities after Deployment"

6.3.1 Identity Provisioning Concepts

During the identity provisioning stage of installation, Oracle Fusion Applications
require the existence of certain users with specific privileges. These administrative
users reside in a secure, central repository called the identity store. This section
explains the phases of identity provisioning, what users or groups are needed for
provisioning, and the users and groups that exist at the end of the process.

This section contains the following topics:
= Section 6.3.1.1, "Administrators For Fusion Applications"

s Section 6.3.1.2, "Two Types of Users During Provisioning"

6.3.1.1 Administrators For Fusion Applications

The application provisioning process bootstraps the provisioned environment with
two administrator groups for each application family.

These two administrator groups are:
= A system administrator

A directory group representing the WebLogic Server domain administrators for all
the domains.

= An application administrator

A directory group with an assigned enterprise role reflecting all the application
roles and delegation privileges for all the applications in a given family.

The purpose of creating these "Super Administrators" during provisioning is to enable
ongoing administration and /or delegation privileges.

The above process facilitates separation of duties between system administration and
application administration responsibilities, but you are free to assign the same user to
both hierarchies ("system admin" and "application admin").

Table 6-1 shows the groups that are created for each application family:

Table 6—-1 Provisioned Administrator Groups

Product
Family/Product System Administrator Group Application Administrator Group

Oracle Fusion FSCMSysAdmin FSCMAppAdmin
Supply Chain
Management

Oracle Fusion CRMSysAdmin CRMAppAdmin
Customer

Relationship

Management

Oracle Fusion HCMSysAdmin HCMAppAdmin
Human Capital
Management

Oracle Fusion FINSysAdmin FINAppAdmin
Financials
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Table 6-1 (Cont.) Provisioned Administrator Groups

Product
Family/Product System Administrator Group Application Administrator Group

Oracle Fusion PRCSysAdmin PRCAppAdmin
Procurement

Oracle Fusion PRJISysAdmin PRJAppAdmin
Project

Oracle Fusion 0ICSysAdmin OICAppAdmin
Incentive
Compensation

In addition a single user, known as the super user, is set up to belong to all the
administrator groups. That user becomes the administrator for all middleware and the
application administrator for all product families.

Figure 6-1 shows the relationship between these groups.

Figure 6—1 Super-User and Administrators
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6.3.1.2 Two Types of Users During Provisioning

It is important to distinguish between the two types of super-administrators that exist
in the provisioning process.

»  Pre-seeded bootstrap user
s Designated super-user

In the context of the pre-seeded user, provisioning employs an identity known as the
App ID that is required to bootstrap the WebLogic domains. The pre-configuration
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phase of provisioning automatically generates the credential needed for this App ID
user.

In the context of the designated super user, during the interview phase of
provisioning, you are asked to specify the user ID of the designated "real" user who
will be set up as the Middleware Administrator and Functional Setup Manager.

For example, if you want a "real" user such as

"cn=john.doe, cn=users, cn=acme, cn=con" to be the super user, provide "john.doe"
as the user ID during provisioning. This user will be set up as the super user in the
identity store.

Note: It should be emphasized that the identity seed data that is
used in the LDIF file to configure the WebLogic domains does not use
real user DNs.

6.3.2 WebLogic Authenticators and the Primary Identity Store

When Oracle WebLogic Server is installed, the default authenticator is based on an
embedded LDAP store.

As part of Oracle Fusion Applications provisioning, the default authenticator based on
the embedded LDAP is deleted. Upon completion of Oracle Fusion Applications
provisioning, the primary and only identity store will be your external LDAP store.
The bootstrap identity used to configure the domains during the provisioning process
will be pre-seeded in the external LDAP through the LDIF file, as explained in

Section 6.3.1.2.

6.3.3 Provisioning Steps

The identity provisioning process consists of distinct phases.
In the interview phase, Provisioning Wizard collects the following information:

s The DN of the user designated as the super user. This user must already exist in
the identity store.

= Whether the system administrators group exists or must be created.
= If the group exists, the DN of the group.

s The LDAP authenticator, either Oracle Internet Directory (0OIDAuthenticator) or
Oracle Virtual Directory (OvDAuthenticator) that will serve as the LDAP identity
store.

The next step of the process verifies that the designated super-user exists in the
identity store.

The system administrator group is created if needed, and the super user is made a
member of the group.

Next, the application domains are created, the LDAP authenticator is enabled, and the
WebLogic domain is started up.

Following configuration, the system administrator groups are assigned the
appropriate family-level enterprise roles.

At the end of this process, the super user has:
= Administrator privileges for all WebLogic domains and all middleware.

= Function setup privileges for all Oracle Fusion applications.
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= Administration privileges to Oracle Fusion Applications. These do not include
transactional privileges.

For more information about identity provisioning and using the interview wizard to
create a provisioning plan, see the Oracle Fusion Applications Installation Guide.

6.3.4 Best Practices for the Administrator Groups

While there are logical sets of "super" administrative groups (a set of two per
application family, consisting of the super-user administrator and the application
administrator) you can choose to distribute these functions among fewer individuals.
The recommended best practice is to carefully plan the separation of duties, taking
into account the real-world operational needs of your site.

6.3.5 Managing Identities after Deployment

Oracle Identity Manager is the best-in-class user provisioning and administration
component in Oracle Fusion Middleware.

Oracle Identity Manager automates the process of adding, updating, and deleting user
accounts from applications and directories.

Identities can be created and managed when user records are created through
activities such as employee hiring and creation of contacts through Oracle Fusion
CRM.

In addition, identities can also be created and managed administratively through the
Oracle Identity Manager Administrative Console.

For more information about provisioning and managing identities, see:
»  Oracle Fusion Middleware User’s Guide for Oracle Identity Manager
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Manager

6.4 Managing Authorization Policies

Authorization is the most sensitive and application-specific security concept. At its
very core, authorization protects access to application resources through the
enforcement of policies, which are stored in the domain policy store. Authorization
determines what types of actions, tasks, or services a user can access.

In most cases, the definition of application policies begins during the design of the
application. This definition includes identifying application privileges and application
roles, the hierarchical relationships between application roles, and categorizing them
into products and Java EE applications.

The policy model is based on a number of logical entities, such as resource types,
resource instances, entitlements (also known as permission sets), application roles, and
enterprise roles. For details about these entities and the logical model of a policy, see
the "Terminology" section in the Oracle Fusion Middleware Application Security Guide.

This section includes the following topics:

= Section 6.4.1, "Managing Oracle Fusion Application Policies"
= Section 6.4.2, "Managing System Policies"

= Section 6.4.3, "Reconciling GUIDs"

= Section 6.4.4, "Managing Data Security"
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6.4.1 Managing Oracle Fusion Application Policies

An Oracle Fusion application policy is either a functional policy or a data security
policy. Both these policies define who can do what on a resource.

A data security policy includes a condition, while a functional policy does not. The
condition identifies a row or a set of rows in a business object, and the privileges the
data security grants are for only the data that meets the condition. A functional policy,
instead, assigns permissions to resources or code artifacts (such as task flows, pages,
Java methods, or UI components) and grants a specific set of actions on each resource.

Data security policies are stored in the transactional database; functional policies are
stored in the domain policy store.

Oracle Authorization Policy Manager is the recommended tool to administer
application policies once the application has been deployed. This graphical interface
tool allows application security administrators to provision, search, and modify
application functional and data security policies. Using this tool they can, for example,
remove a resource from an entitlement or change the actions granted to a resource in
an entitlement.

For details about the most frequently uses of Oracle Authorization Policy Manager, see
the "Managing Policies and Policy Objects" section in the Oracle Fusion Middleware
Oracle Authorization Policy Manager Administrator’s Guide (Oracle Fusion Applications
Edition) where the following typical administrative tasks are described:

»  Managing application roles

= Managing application resource types

= Managing application resources

»  Managing application entitlements

s Creating and modifying an application policy
= Viewing the enterprise role hierarchy

= Managing the application role hierarchy

= Mapping application roles to an enterprise role
= Mapping enterprise roles to an application role

For details about configuring application roles, see Section 6.5.1.

6.4.2 Managing System Policies

Oracle Enterprise Manager Fusion Middleware Control is the recommended tool to
administer system policies. These are policies that pertain to the whole domain, as
opposed to application policies, which pertain a particular application.

A principal policy is a system policy that grants permissions to a list of users or
enterprise groups. A codebase policy is a system policy that grants permissions to a
piece of code or a URL (typically represented by an EAR or a JAR file); for example, an
application using the Credential Store Framework requires an appropriate codebase

policy.
Fusion Middleware Control allows the creation and modification of both these types

of system policies. For details about the procedure to follow, see the "Managing
System Policies" section in the Oracle Fusion Middleware Application Security Guide.

An alternative way to administer policies (both system and application policies),
although not as convenient but occasionally useful, is using WLST commands. For a
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complete list of security-related commands, see the "OPSS Scripts" appendix in the
Oracle Fusion Middleware Application Security Guide.

6.4.3 Reconciling GUIDs

The recipient of a grant can be either an application role or an enterprise role. In
Oracle Fusion Data Security and policy grants this recipient is identified by a GUID,
and it is crucial for the security system to work as expected that these GUIDs be
consistent. Since GUIDs are not preserved by migration, the GUIDs in the Oracle
Fusion Data Security policies and in the policy store policies must be reconciled when,
for instance, migrating to a staging or a production environment.

The java utility program DSDataMigrator reconciles GUIDs by modifying GUIDs in
Oracle Fusion Data Security so that the GUIDs of the role entries in the identity and
policy stores are consistent with those in Oracle Fusion Data Security.

DSDataMigrator needs not be run when:
= The user interface is used to create new policies or to modify existing ones.

s The system is provisioned for the first time (GUID reconciliation happens
automatically in this case).

= A patch containing Grants Seed Data is applied to the environment (GUID
reconciliation happens automatically in this case).

DSDataMigrator must be run when:

= A policy stripe was dropped or recreated.

= A role was dropped or recreated.

= AnSQL script was used to upload grants data.

s Patching the infrastructure fails, such as, when the LDAP server went down.
s The LDAP server was swapped out.

= FndGrantsSD.xml data was loaded to the database using SDF programs directly
bypassing the patching infrastructure.

s The file jps-config-jse.xml contains invalid or incorrect configurations.
= Security data was migrated to a staging or to a production environment.

= Enterprise roles in the identity store were dropped and imported again using a
migration tool.

This section includes the following topics:
»  Section 6.4.3.1, "Prerequisites to Running DSDataMigrator"
= Section 6.4.3.2, "DSDataMigrator Syntax"

6.4.3.1 Prerequisites to Running DSDataMigrator

Before an administrator runs this command, it is assumed that:

s The Fusion Application has been installed (so that Oracle Fusion Data Security has
been loaded).

s The XML policies (jazn-data.xml) have been migrated to an Oracle Internet
Directory server.

s The FND_GRANTS table has been backed up, as illustrated in the following
invocation:
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>sglplus sys as sysdba
create table FUSION.FND_GRANTS OLD as select * from FUSION.FND_GRANTS;

s The classpath in the shell where the command is to be run contains the following
JAR files:

— MW_HOME/atgpf/atgpf/modules/oracle.applcore.model_
11.1.1/Common-Model. jar.

— MW_HOME/atgpf/atgpf/modules/oracle.applcore.model_
11.1.1/DataSecurity-Model.jar.

— MW_HOME/oracle_common/modules/oracle.adf.model_11.1.1/adfm.jar.

— MW_HOME/oracle_common/modules/oracle.adf.share_
11.1.1/adf-share-support.jar.

— MW_HOME/oracle_common/modules/oracle.adf.share.ca_
11.1.1/adf-share-ca.jar.

— MW_HOME/oracle_common/modules/oracle.adf.share.ca_
11.1.1/adf-share-base.jar.

— MW_HOME/oracle_common/modules/oracle.adf.share_
11.1.1/jsp-el-api.jar.

— MW_HOME/oracle_common/modules/oracle.adf.businesseditor_
11.1.1/adf-businesseditor.jar.

— MW_HOME/oracle_common/modules/oracle.adf.share_
11.1.1/adflogginghandler. jar.

— MW_HOME/oracle_common/modules/oracle.jps_11.1.1/jps-manifest.jar.
— MW_HOME/modules/javax.jsp_1.2.0.0_2-1.jar.
— MW_HOME/oracle_common/modules/oracle.mds_11.1.1/mdsrt.jar.

— MW_HOME/oracle_common/modules/oracle.javatools_
11.1.1/resourcebundle. jar.

— MW_HOME/oracle_common/modules/oracle.javatools_
11.1.1/javatools-nodeps. jar.

— MW_HOME/wlserver_10.3/server/ext/jdbc/oracle/11g/ojdbch. jar.

= Optionally, the identity store has been seeded.

Notes: The files Common-Model.jar and DataSecurity-Model.jar
are expected to be in the paths indicated above, but, depending on the
environment, the could be installed in some other location. To find out
the location of those files in your environment, invoke the following
commands at the top of the Mi_HOME directory:

>find . -name "Common-Model.jar"

>find . -name "DataSecurity-Model.jar"

DSDataMigrator is executed automatically when (and only when) a
patch containing the data security grants seed data file
FndGrantsSD.xml is applied to the environment. In particular, the
script is not executed automatically if the seed data file is applied
manually.

6-10 Oracle Fusion Applications Administrator's Guide



Managing Authorization Policies

6.4.3.2 DSDataMigrator Syntax

DSDataMigrator is located in the directory
oracle.apps.fnd.applcore.dataSecurity.util, and it has the following syntax
(arguments are written in separate lines for the sake of clarity only):

java -classpath S$SCLASSPATH
-Doracle.security.jps.config=path to the jps-config-jse.xml file
-DFND_DS_GUID_RECON_LOG_DIR=path to the log output directory
DSDataMigrator -dsdburl dsdbURL
-dsdbuser dsdbUser
-silentMode <true_or_false>
-forceProcessAllRows truelfalse
-policyStripe FA policy stripe name
-idStoreOnly true|false
-validationMode true|false
-multiTenantAware true|false
-enterprise_id enterpriseId

When run and before processing security data, the command prompts the
administrator for the database password.

The meaning of the arguments is as follows:

m oracle.security.jps.config specifies the location of the configuration file
jps-config-jse.xml where the policy store and identity store are configured. This
file must include the appropriate bootstrap credentials to access the policy store.
The following fragment of a configuration file illustrates the specification of
credentials for a policy store instance:

<serviceInstance provider="ldap.policystore.provider" name="policystore.ldap">
<property value="OID" name="policystore.type"/>
<property value="bootstrap_123456" name="bootstrap.security.principal.key"/>
<property value="cn=myFarml23" name="oracle.security.jps.farm.name"/>
<property value="cn=FusionAppsPolicies"
name="oracle.security.jps.ldap.root.name" />
<property value="ldap://example.com:33060" name="ldap.url"/>
</servicelnstance>

<servicelInstance location="./bootstrap" provider="credstoressp"
name="bootstrap.cred">

<property value="./bootstrap" name="location"/>
</servicelnstance>

Typically, the file jps-config-se.xml is located in the directory DOMAIN_
HOME/servers/server_name/CommonDomain/config/fmwconfig. If this file is
moved to a different location, the bootstrap directory (which contains the file
cwallet.sso) must also be moved to that new location.

= dsdburl specifies the URL of the data base where Oracle Fusion Data Security is
stored.

= dsdbuser specifies the name of the user that can access the data base.

= silentMode specifies whether the command should raise exceptions when an
entry is not found in the OID server. Set to TRUE to prevent raising these kind of
exceptions; otherwise, set to FALSE. Default value: FALSE.

» forceProcessAllRows specifies whether all rows in the FND_GRANTS table should
be processed. Set to TRUE to process all rows in that table; otherwise, set to FALSE.
The default behavior is FALSE and processes just those rows with the compile_
flagissettoY.
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»s policyStripe specifies the name of the Oracle Fusion application stripe in the
policy store. Typical values are fscm, crm, and hem.

= idStoreOnly specifies whether only data security grants granting to enterprise
roles should be processed. Set to TRUE to process only grants granting to
enterprise roles; otherwise, set to FALSE to process all grants. When set to TRUE, the
value of the argument policyStripe is ignored. Default value: FALSE.

= validationMode specifies to run the script in read only mode (validation mode).
Set to TRUE to run the script without updating the database data. Set to FALSE to run
the script and update database data. Default value: FALSE. A validation run of the
script is useful to find out if any reconciliation is needed between the database and
the LDAP store.

s multiTenantAware specifies whether the environment is a multi-tenant
environment; applies only to multi-tenant environments; set to TRUE to indicate a
multi-tenant environment. Default value: FALSE. When set to TRUE, the argument
enterprise_id must be passed.

m enterprise_id specifies the tenant id for which the reconciliation will be
performed; if specified, the value passed for mutiTenantAware must be TRUE. This
value is the attribute orc1MTTenantGUID in the LDAP repository that is stored in
the ENTERPRISE_ID column of the ApplCore/Application tables.

6.4.3.3 Examples of Use

Running the program without any arguments prints out the usage instructions; a
sample invocation (in a non-multi-tenant environment) is the following:

java -classpath $CLASSPATH
-Doracle.security.jps.config=/home/sayarram/work/jps/jps-config-jse.xml
oracle.apps.fnd.applcore.dataSecurity.util.DSDataMigrator

-dsdburl myURL -dsdbuser fusion -silentMode true

-forceProcessAllRows true -policyStripe fscm

When run, the program generates a log file with the details of records processed,
warnings, errors, and a summary of what has been processed.
A sample invocation in a multi-tenant environment is the following;:

java -classpath $CLASSPATH
-Doracle.security.jps.config=/home/sayarram/work/jps/jps-config-jse.xml
oracle.apps.fnd.applcore.dataSecurity.util.DSDataMigrator

-dsdburl myURL -dsdbuser fusion -silentMode true -forceProcessAllRows true
-policyStripe fscm -multiTenantAware true -enterprise_id 202

6.4.4 Managing Data Security

For details on topics related to data security management, see the following
documents:

»  Oracle Fusion Applications Security Guide
»  Oracle Fusion Applications Security Hardening Guide

For details about creating data role templates, see the "Oracle Fusion Applications
Data Role Templates" chapter in the Oracle Fusion Middleware Oracle Authorization
Policy Manager Administrator’s Guide (Oracle Fusion Applications Edition).
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6.5 Configuring Roles

An enterprise role or enterprise group is a collection of users and other enterprise
roles, and it is stored in the domain identity store. An application role is a collection of
users, enterprise roles, and application roles, and it is stored in the domain policy
store.

In the Oracle Authorization Policy Manager environment, enterprise roles are referred
to as external roles. In the Oracle WebLogic Administration Console, enterprise roles
are referred to as enterprise groups.

Roles can be structured in a hierarchy by the relation "inherits." If a parent role inherits
a child role, then the parent role can do anything that the child role can do (in addition
to what the parent role can do).

Mapping an enterprise role to an application role establishes that the enterprise role
inherits the application role, thus, the privileges of the enterprise role become the
union of its privileges and those of the application roles to which it is mapped.

For details about managing the role mapping after the application has been deployed,
see the following topics in Oracle Fusion Middleware Oracle Authorization Policy Manager
Administrator’s Guide (Oracle Fusion Applications Edition):

= Managing Role Mapping Policies

= Mapping External Roles to an Application Role

For details about managing data security policies in Oracle Fusion applications, see the
"Managing Oracle Fusion Applications Data Security Policies" section in the Oracle

Fusion Middleware Oracle Authorization Policy Manager Administrator’s Guide (Oracle
Fusion Applications Edition).

For details about generating data roles with data role templates, see the "Oracle Fusion
Applications Data Role Templates" section in the Oracle Fusion Middleware Oracle
Authorization Policy Manager Administrator’s Guide (Oracle Fusion Applications Edition).

This section includes the following topics:
= Section 6.5.1, "Configuring Oracle Fusion Application Roles"

= Section 6.5.2, "Configuring Enterprise Roles"

6.5.1 Configuring Oracle Fusion Application Roles

Oracle Fusion applications use the following enterprise and application roles in their
application policies and data security policies:

= Data role, an enterprise role used exclusively in data security policies. It can
inherit Job, Duty, and Abstract roles. A number of data roles are provisioned with
each Oracle Fusion application.

= Job role, or Business role, is an enterprise role that corresponds with a job or
business occupation. A Job role must inherit at least a Duty role.

= Duty role, or Task role, is an application role that corresponds with the duties of a
job.

»  Abstract role is an enterprise role that can be associated with any user, irrespective
of his job or duties. Typical examples of this role are Employee, Manager,
Customer, and Supplier. Several job roles are provisioned with each Oracle Fusion
application. An Abstract role must inherit at least a Duty role.
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Oracle Authorization Policy Manager is the recommended tool to manage application
roles once the application has been deployed. Using this tool an administrator can, for
example, create, remove, or modify an application role; or modify the hierarchy of
application roles; or create, remove, or modify the application role category. For
details about the tool, see the "Managing Applications" section in the Oracle Fusion
Middleware Oracle Authorization Policy Manager Administrator’s Guide (Oracle Fusion
Applications Edition).

Table 6-2 lists the equivalent terms used in the physical and reference
implementations. The terminology in the physical implementation follows the one
used in Oracle Fusion applications; the terminology in the reference implementation
follows the one used in the Oracle Authorization Policy Manager graphic interface.

Table 6-2 Equivalent Terminology

Physical Implementation Reference Implementation

Data role Enterprise role used only in data security policies. Typically,
the name of a data role has the suffix _DATA.

Job Enterprise role mapped to application role. Typically, the name
of this role has the suffix _JOB.

Abstract role Enterprise role, which are persisted as LDAP groups and can
be managed with Oracle Authorization Policy Manager and
Oracle Identity Management.

Duty Application role used only in application policies.
Privilege Entitlement (or permission set).

FND Grant (or Foundation Data security policy, which ties a data role or job role to a
Grant) specific set of data.

For definitions and details about the terms in the reference implementation, see the
"Understanding the Policy Model" section in the Oracle Fusion Middleware Oracle
Authorization Policy Manager Administrator’s Guide (Oracle Fusion Applications Edition).

6.5.2 Configuring Enterprise Roles

A security administrator uses integrated Oracle Identity Management pages to create
and manage enterprise (job) roles in Oracle Fusion applications. For details, see the
"Organization and Role Management" section in the Oracle Fusion Middleware User’s
Guide for Oracle Identity Manager.

6.6 Configuring Audit Trail

Auditing features are provided through Audit Trail, a history of the changes that have
been made to data in Oracle Fusion Applications. Audit Trail enables you to track who
made changes to data, at what time, and how the value changed.

Note: Oracle Fusion Middleware Audit Framework is a separate
service that provides a centralized audit framework for the
middleware family of products. For details about this feature, see
"Configuring and Managing Auditing" in the Oracle Fusion Middleware
Application Security Guide.
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6.7 Configuring SSL for Oracle Fusion Applications

SSL provides secure communication between the paths that connect endpoints. For
example, the path between Oracle WebLogic Server and an LDAP directory server is
secured through SSL.

This section contains the following topics:

= Section 6.7.1, "SSL Configuration in Oracle Fusion Middleware"

= Section 6.7.2, "SSL Configuration for Oracle Fusion Applications"
= Section 6.7.3, "End-to-End SSL for Oracle Fusion Applications"

= Section 6.7.4, "Checklist of SSL Connections for IdM Components"
= Section 6.7.5, "Additional SSL Configuration"

= Section 6.7.6, "Enabling Secure Sockets Layer on ECSF"

6.7.1 SSL Configuration in Oracle Fusion Middleware

Oracle Fusion Middleware provides SSL configuration features across the three tiers
of the enterprise stack (Web, Middle, and Data tiers). SSL configuration is consistent
and uniform across all Oracle Fusion Middleware system components and
applications.

This section contains the following topics:
= Section 6.7.1.1, "SSL and Infrastructure Hardening"

m  Section 6.7.1.2, "Communication in the Three-Tier Model"

6.7.1.1 SSL and Infrastructure Hardening

SSL-enabling communication paths is one element in a hardening process whose aim
is to ensure that all appropriate security features are activated and configured
correctly in the various major systems and subsystems that comprise Oracle Fusion
Middleware.

The discussion in this document is limited to SSL features available to Oracle Fusion
applications. For information about other elements of hardening, see the Oracle Fusion
Applications Security Hardening Guide.

6.7.1.2 Communication in the Three-Tier Model

Oracle Fusion Middleware supports a three-tier structure: the Web tier contains load
balancers and other components outside the firewall, the middle tier hosts Oracle
WebLogic Server and its applications, and the Data tier contains databases and
directories. Different administration tools are shown at the top of the figure.

Figure 6-2 shows the location of key elements in this architecture:
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Figure 6-2 Oracle Fusion Middleware and the Three-Tier Model
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In the figure, the vertical broken lines represent firewalls. The circles represents
listeners that can be SSL-enabled for secure communication. As the figure shows, all
critical communication paths can be protected with SSL regardless of the tier(s)
involved.

For more information, see the "About SSL in Oracle Fusion Middleware" section in the
Oracle Fusion Middleware Administrator’s Guide.

6.7.2 SSL Configuration for Oracle Fusion Applications

Key connections in Oracle Fusion Applications can be secured either during
provisioning or post-provisioning.

This section contains the following topics:
= Section 6.7.2.1, "Basic Network Topology"

s Section 6.7.2.2, "Provisioned SSL Connections"
6.7.2.1 Basic Network Topology

Figure 6-3 shows a high-level representation of a three-tier network topology in the
typical Oracle Fusion Applications environment:
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Figure 6-3 SSL Connections for Basic Network Topology
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Notes:
s The diagram shows some representative domains.

s OAP is the Oracle Access Protocol used by Oracle Access
Manager. LDAPS is the LDAP-over-SSL protocol.

Several approaches to configuring SSL are available in the Oracle Fusion Applications
environment:

1. You can choose not to enable SSL connections during provisioning.

2. You can choose to SSL-enable connections to certain components during
provisioning.

These connections are shown as solid lines (red) in the diagram and include IdM
components like Oracle Access Manager and Oracle Internet Directory. Table 6-3
lists these connections.

3. You can SSL-enable connections post-provisioning.

If you started with Option 2, you can now protect service-to-service connections
like those shown in dotted lines (blue) in the diagram; this includes, for example,
connections to Oracle Business Intelligence, ECSF, and external Web services. For
details about this wiring, see Section 6.7.5.

If you started with Option 1, you would SSL-enable Oracle Identity Management
first (see Section 6.7.3), followed by the service-to-service connections (see
Section 6.7.5).

Note the following assumptions about this topology:
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= In most environments, the Fusion Applications middleware servers operate on an
isolated network within the larger corporate network.

This means that such components as Oracle HTTP Server (OHS), Oracle WebLogic
Server, Oracle Business Intelligence, and others required for the Oracle Fusion
Applications instance all run within a single isolated network.

s Likewise, the Oracle Fusion Applications database runs in either the same isolated
network or on its own isolated network that can only be reached by means of the
application's private network.

= Because most business applications do not face the extranet, the HITTP server
(OHS) tier is typically not segregated into its own DMZ.

= External dependencies for Oracle Identity Management components, represented
in the figure by Oracle Access Manager and Oracle Internet Directory servers, are
assumed to reside outside this isolated network.

6.7.2.2 Provisioned SSL Connections

As mentioned earlier, Oracle Fusion applications are configured with SSL for client
traffic inbound to OHS and traffic to and from the identity management zone.
Table 6-3 shows the connections that are SSL-enabled at provisioning:

Table 6-3 Provisioned SSL Connections

Connection Path Protocol Default SSL Connection

Incoming HTTP Traffic (client to HTTP server) HTTPS One-way SSL (trust in server)

mod_webgate to Oracle Access Manager OAP One-way SSL (trust in server)

Oracle WebLogic Server to LDAP server (Oracle LDAPS One-way SSL (trust in server)
Internet Directory/Oracle Virtual Directory)

SSL can also be enabled for these connections post-provisioning by following the
instructions in Section 6.7.3.

6.7.3 End-to-End SSL for Oracle Fusion Applications

This section provides step-by-step procedures to enable SSL between Oracle HTTP
Server (OHS) and Oracle WebLogic Server (WLS). This includes SSL traffic to Oracle
HTTP Server, on Oracle Fusion Applications domains, and between Oracle Fusion
Applications domains and components in the Identity Management (IdM) domain.
SSL is enabled using a self-signed certificate, with one-way SSL communication
(server-auth mode).

Procedures for supplementary tasks like keystore and certificate maintenance are also
included.

This document contains the following topics:

= Background and Scope

= Enabling SSL on Oracle Fusion Applications Domains and Apps OHS

= Enabling SSL between Oracle Fusion Applications Domains and IdM Components

s Known Issues

6.7.3.1 Background and Scope

Keep the following points in mind as you work through this section:
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s The procedures apply to Oracle Access Manager version 10g.

s The procedures are illustrated using the benefits server in HCMDomain but are
generally applicable.

= The configuration tools prompt you for passwords when necessary. The examples
shown here do not display password input or entry.

s The procedures typically rely on the self-signed certificates that are created by
Oracle Fusion Application provisioning tools, and you do not need to recreate
them again.

= APPLTOP is a placeholder that refers to the top-level directory where Oracle Fusion
Applications is installed.

Figure 64 illustrates the SSL wiring:

Figure 6-4 SSL Connections on Oracle Fusion Applications Domains

SSL
ssL (User Iogl; r?dlrectlon] ssL

OHS + WebGate - OHS + WebGate -
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Two distinct component stacks are pictured here. On the left is the identity
management stack, front-ended by an Oracle HTTP Server which is referred to as the
Authentication OHS or Auth OHS. On the right are WebLogic and the application
stack, front-ended by an Oracle HTTP Server which is referred to as the Application
OHS or Apps OHS.

6.7.3.2 Enabling SSL on Oracle Fusion Applications Domains and Apps OHS

We illustrate the steps using the Benefits managed server in the HCMDomain domain.
The procedure can be applied to any managed server that needs to be SSL-enabled.

This procedure consists of two distinct tasks:

= Enable SSL on your application’s WebLogic managed server
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Enable SSL on the OHS which front-ends the Oracle Fusion Applications domain

This section contains these topics:

Section 6.7.3.2.1, "Enabling the SSL Listener on your application’s WebLogic
Managed Server"

Section 6.7.3.2.2, "Enabling SSL on the Oracle HTTP Server for the Oracle Fusion
Applications domain"

Section 6.7.3.2.3, "Verify SSL Configuration”

Section 6.7.3.2.4, "mod_ossl Directives for Inbound SSL Configuration to Oracle
HTTP Server"

Section 6.7.3.2.5, "List of Managed Servers for Oracle Fusion Applications
Domains"

6.7.3.2.1 Enabling the SSL Listener on your application’s WebLogic Managed Server

Take these steps to complete this task:

1.
2.

a

© ®» N O

Log in to the Weblogic Administration Console as the "faadmin" user.

Navigate to Environment, then Servers, then BenefitsServer_1.

Note: The Benefits server in HCMDomain is used as an example.
Substitute the relevant server in your environment.

Check the "SSL Listener Port Enable" box. Make sure that the SSL listener port
number you select is not in use. Remember this port number for later use in the
OHS configuration file.

Scroll down the page and click Advanced to unhide the advanced server options.

Check the WebLogic Plug-In Enabled box so that the server can receive proxied
requests.

Click Save.
Stop the managed server.
Restart the managed server to enable the SSL listener.

Repeat Steps 1 through 6 for each managed server in your domain that must be
SSL-enabled. For tables of managed servers by domain, see Section 6.7.3.2.5, "List
of Managed Servers for Oracle Fusion Applications Domains".

Figure 6-5 shows a sample configuration:
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Figure 6-5 Enabling SSL on a Managed Server
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6.7.3.2.2 Enabling SSL on the Oracle HTTP Server for the Oracle Fusion Applications domain

Take these steps to enable SSL on the Apps OHS server which front-ends the Oracle
Fusion Applications domain:

1. Locate the configuration file FusionVirtualHost_hcm. conf, which resides in the
following directory:

ohs_instance/CommonDomain_webtier/config/0HS/ohsl/modulecont
/FusionVirtualHost_hcm.conf

This file is generated during provisioning. Out-of-the-box, SSL is not enabled and
the file must be modified manually.

2. Update the virtual host file to enable SSL:

a. Open the FusionVirtualHost_hcm.conf file using a text editor.

b. Search for the string "External virtual host for hcm".

c. Include the SSL configuration file in the OHS configuration by adding a line
similar to the following below this string, ensuring the correct path:

include "/root_dir/APPLTOP/instance/CommonDomain_
webtier/config/OHS/ohsl/FusionSSL.conf"

For example:

#External virtual host for hcm
<VirtualHost appohs.myoutsource.com:10620 >
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ServerName https://hcmppbr.host.example.com
include "/u0l/APPLTOP/instance/CommonDomain_
webtier/config/0OHS/ohsl/FusionSSL.conf"

d. Scroll down in the file to "Context roots for application HcmBenefits".

e. Change the port number for WebLogicCluster configuration to the SSL
listener port specified in the earlier task in Section 6.7.3.2.1, "Enabling the SSL
Listener on your application’s WebLogic Managed Server".

f. Next, configure the outbound connection to Oracle WebLogic Server by
adding the following two lines:

SecureProxy On
W1lSSLWallet ~/fusionapps/wlserver_ 10.3/server/lib"

Here is an example for the hcmBenefits context root:

## Context roots for application HcmBenefits
<Location /hcmBenefits >
SetHandler weblogic-handler
WebLogicCluster fscmh-primary.myvhost.com:9411
WLProxySSL ON
WLProxySSLPassThrough ON
RewriteEngine On
RewriteOptions inherit
SecureProxy On
WlSSLWallet "/u01/APPLTOP/fusionapps/wlserver_ 10.3/server/lib"
</Location>

Note:

s The port number must match the SSL listen port on the managed
server (as shown in Figure 6-5).

»  The directory “~/fusionapps/wlserver_10.3/server/lib” is the
location where cwallet . sso resides.

»  This directive assumes that the Web Tier shares the top-level
directory with Oracle Fusion Application domains. If, however,
the Web Tier is in a DMZ or it cannot share the drive with Oracle
Fusion Application domains, do not perform this step. Instead,
export all certificates from the wallet in "/roof_
dir/ APPLTOP/fusionapps/wlserver_10.3/server/lib" and import
them to the Web Tier wallet.

3. Save and close the file.
4. Stop and restart the OHS server:

/root_dir/APPTOP/instance/CommonDomain_webtier/bin/opmnctl stopall
/root_dir/APPTOP/instance/CommonDomain_webtier/bin/opmnctl startall

6.7.3.2.3 Verify SSL Configuration
Take these steps to ensure SSL is operational:

1. Bring up the application URL and try to log in over the SSL protocol. For the
Benefits application example:
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https://hcmppbr.host.example.com/hcmBenefits/faces
/HcmBenefitsProcessesAdministerBenefitsWorkArea

2. Repeat for other application URLs for that managed server.

6.7.3.2.4 mod_ossl Directives for Inbound SSL Configuration to Oracle HTTP Server

mod_ossl is the plug-in to Oracle HTTP Server that enables the server to use SSL. This
section describes certain key directives you configure for mod_ossl to configure secure
inbound client connections to Oracle HTTP Server.

The SSLProtocol Directive

The ssLprotocol directive specifies SSL protocol(s) for mod_ossl to use when
establishing the server environment. Clients can only connect with one of the specified
protocols.

Context: server configuration, virtual host
Syntax:

SSLProtocol [+-] protocol

where protocol is one of: SSLv3, TLSv1, TLSv1.1, TLSv1.2, ALL
Default: SSLProtocol ALL
Example 1: To specify only SSL version 3.0, set this directive to the following:

SSLProtocol +SSLv3
Example 2: To specify all flavors, but not SSL version 3.0, set this directive to the
following:

SSLProtocol ALL -SSLv3

The SSLCipherSuite Directive

The SSLCipherSuite directive specifies the SSL cipher suit that the client can use
during SSL handshake. This directive uses a colon-separated cipher specification
string consisting of prefixes and tags to identify the cipher suite.

Context: server configuration, virtual host, directory
Syntax:

SSLCipherSuite cipher-spec

where cipher-spec is a colon-separated string consisting of prefixes plus allowed or
excluded ciphers. The prefixes are shown in Table 6—4:

Table 6-4  Prefixes in SSLCipherSuite

Prefix Description

none Adds the cipher to the list .

+ Adds the cipher to the list and places it in the correct location in
the list .

- Removes the cipher from the list (it can be added later).

! Removes the cipher from the list permanently.

Default: ALL: | ADH: +HIGH: +MEDIUM: +LOW
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Example: To specify all ciphers except MD5 strength ciphers:

SSLCipherSuite ALL:!MD5
Table 6-5 lists the available cipher suite tags:

Table 6-5 Tags for Cipher Suite Specification

Function Tag Description

Key Exchange kRSA RSA key exchange

Key Exchange kDHr Diffie-Hellman key exchange with RSA key
Authentication aNULL No authentication

Authentication aRSA RSA authentication

Authentication aDH Diffie-Hellman authentication

Encryption eNULL No encryption

Encryption DES DES encoding

Encryption 3DES Triple DES encoding

Encryption RC4 RC4 encoding

Encryption ECC Elliptic curve cryptography encoding

Data Integrity MD5 MDS5 hash function

Data Integrity SHA SHA hash function

Data Integrity SHA256 SHA256 hash function

Data Integrity SHA384 SHA384 hash function

Aliases SSLv3 All SSL version 3 ciphers

Aliases TLSv1.1 All TLS version 1.1 ciphers

Aliases TLSv1 .2 All TLS version 1.2 ciphers

Aliases LOW All low strength ciphers (export and single DES)
Aliases MEDIUM All ciphers with 128-bit encryption

Aliases HIGH All ciphers using triple DES

Aliases AES All ciphers using AES encryption.

Aliases RSA All ciphers using RSA key exchange
Aliases DH All ciphers using Diffie-Hellman key exchange

6.7.3.2.5 List of Managed Servers for Oracle Fusion Applications Domains

This section contains tables of the managed servers for each domain, showing which
managed servers need to be SSL-enabled using the procedure shown in

Section 6.7.3.2.1, "Enabling the SSL Listener on your application’s WebLogic Managed
Server".
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Table 6-6 Managed Servers in the Oracle Fusion Human Capital Management Domain

Managed Server

SSL? Application URLs

AdminServer

BenefitsServer_1

CompensationServer_1

CoreProcessesServer_1

CoreSetupServer_1

Ess_serverl
HCMAnalyticsServer_1
Odi_serverl

PayrollServer_1

Soa_serverl

TalentManagementServer_1 Yes

No

Yes https:/ /hemppbr.host.example.com /hcmBenefits / faces/
HcemBenefitsProcessesAdministerBenefitsWork Area

Yes https:/ /hemppbr.host.example.com /hecmCompensation/
faces/HemCompWorkbenchWorkarea

https:/ /hemppbr.host.example.com /hemCompensation/faces/

HemCompAdminWorkarea

https:/ /hemppbr.host.example.com/hcmCompensation/faces/
HcemCompPersonStatementWork Area

https:/ /hemppbr.host.example.com/hcmCompensation/faces/

SetupMainPage

Yes  https://hemppbr.host.example.com/hemCore/faces

/MyPortrait

https:/ /hemppbr.host.example.com /hemCore/faces

/PersonSearch

Yes  https://hemppbr.host.example.com/hecmCoreSetup /faces

/HecmWSIntWA

Yes https:/ /hemppbr.host.example.com/hcmPayroll /faces/

ChecklistUI

https:/ /hemppbr.host.example.com/hcmPayroll /faces/

PayrollAdminWorkArea

https:/ /hemppbr.host.example.com /hemPayroll / faces/

PayrollCalculationWorkArea

https:/ /hemppbr.host.example.com/hemPayroll / faces

/PaymentDistributionWorkArea

https:/ /hemppbr.host.example.com/hcmPayroll /faces

/ AccountingWorkarea

https:/ /hemppbr.host.example.com/hcmPayroll /faces

/StatutoryReportsWorkArea
No

PerformanceWorkArea

ttps:/ /hemppbr.host.example.com/hcmTalent/faces/

https:/ /hemppbr.host.example.com/hcmTalent/ faces/Manage

GoalsWorkArea

https:/ /hemppbr.host.example.com/hcmTalent/ faces/Manage

ProfilesWorkArea

https:/ /hemppbr.host.example.com /hecmTalent/faces/

FacilitatorOverviewWorkArea

Table 6-7 Managed Servers in the Oracle Fusion Financials Domain

Managed Server

SSL? Application URLs

Admin Server

No
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Table 6-7 (Cont.) Managed Servers in the Oracle Fusion Financials Domain

Managed Server SSL? Application URLs

Ess_serverl No

Financial AnalyticsServer_1  No

Financial CommonServer_1  Yes https:/ /hemfinppbr.host.example.com/financial Common/faces
/LegalEntityDashboard

FinancialSearchServer_1 No

GeneralLedgerServer_1 Yes https:/ /hemfinppbr.host.example.com /ledger/faces/
JournalEntryPage
https:/ /hemfinppbr.host.example.com/ledger/faces/
LedgerWorkArea
https:/ /hemfinppbr.host.example.com/ledger /faces/
XlaEssMain

PayableServer_1 Yes https:/ /hemfinppbr.host.example.com /payables/faces/Invoice
Workbench
https:/ /hemfinppbr.host.example.com/payables/faces
/ExpenseShell
https:/ /hemfinppbr.host.example.com/payables/faces
/PaymentLandingPage

ReceivableServer_1 Yes https:/ /hemfinppbr.host.example.com /receivables/

faces/ReceiptsWorkArea

https:/ /hemfinppbr.host.example.com /receivables/
faces/TransactionsWorkArea

Table 6-8 Managed Servers in the Oracle Fusion Setup Domain

Managed Server SSL? Application URLs

AdminServer No

Ess_serverl No

FunctionalSetupServer_1 Yes https:/ /hememppbr.host.example.com/setup /faces
/TaskListManagerTop

HelpPortalServer_1 No

HomePageServer_1 Yes https:/ /hememppbr.host.example.com /homePage
/faces/ AtkHomePageWelcome

IPM_serverl No

Search_serverl No

Soa_serverl No

UCM_serverl No

WC_Collaboration No

WC_Spaces No

Wilcs_serverl No

Wics_sipstatel No
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Table 6-9 Managed Servers in the Oracle Fusion Customer Relationship Management

Domain

Managed Server SSL?

Application URLs

AdminServer No

ContractManagementServer_1 Yes

CRMAnalyticsServer_1 No
CRMCommonServer_1 Yes
Ess_serverl No
Odi_serverl No
Soa_serverl No

https:/ /hemermppbr.host.example.com
/contractManagement/faces /ContractsDashboard

https:/ /hemermppbr.host.example.com /crmCommon/ faces
/CdmFoundationResourcesWorkArea

https:/ /hemermppbr.host.example.com /crmCommon/ faces
/InteractionsDashBoard

Table 6-10 Managed Servers in the Oracle Fusion Supply Chain Management Domain

Managed Server SSL? Application URLs

AdminServer No

AdvancedPlanningServer_1  Yes

https:/ /hemscmppbr.host.example.com
/advancedPlanning /faces/ViewCollectedData

https:/ /hemsemppbr.host.example.com
/advancedPlanning/faces/MscCentralEssUi

https:/ /hemscmppbr.host.example.com
/advancedPlanning/faces/testAtpRule

https:/ /hemscmppbr.host.example.com
/advancedPlanning/faces
/testManageDataCollectionProcess
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Table 6-10 (Cont.) Managed Servers in the Oracle Fusion Supply Chain Management

Managed Server

SSL? Application URLs

CostManagementServer_1

Ess_serverl

GlobalizationServer_1

Yes

No
Yes

https:/ /hemsemppbr.host.example.com/costManagement
/faces /TtemCostProfileWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ManageCostElementWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ManageAnalysisGroupsWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ManageComponentGroupWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/CostOrganizationsWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/DefaultCostProfileWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/CostElementGroupWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces /RunControlWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/CostAccountingWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ManageCostElementWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/CostProfilesWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ValuationStructureWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/CostProfilesWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ValuationStructureWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/CostProfilesWorkArea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ExpensePoolWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ValuationUnitsWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces /ExpensePoolWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ValuationUnitsWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces /ExpensePoolWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ReviewAccountingWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces /ReceiptAccountingWorkarea

https:/ /hemscmppbr.host.example.com/costManagement
/faces/ReviewDistributionsWorkarea

https:/ /hemsemppbr.host.example.com/globalization/faces
/IntrastatWorkarea
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Table 6-10 (Cont.) Managed Servers in the Oracle Fusion Supply Chain Management

Managed Server

SSL? Application URLs

LogisticsServer_1

Odi_serverl

OrderOrchestrationServer_1

ProductManagementServer_1

Yes https:/ /hemscmppbr.host.example.com/logistics / faces
/RcvWorkArea

https:/ /hemscmppbr.host.example.com/logistics /faces
/ScmInvWorkArea

https:/ /hemscmppbr.host.example.comlogistics / faces
/WshDeliveriesWorkarea

Yes https:/ /hemsemppbr.host.example.com
/orderOrchestration/faces
/ProcessConstraintWorkarea

https:/ /hemscmppbr.host.example.com
/orderOrchestration/faces
/DooOrchManageProcessDashBoard

Yes https:/ /hemscmppbr.host.example.com
/productManagement/faces/ItemDashboard

SCMCommonServer_1 No
SCM_PDQ No
Soa_serverl No
Table 6-11  Managed Servers in the Oracle Fusion Project Domain

Managed Server

SSL? Application URLs

AdminServer
Ess_serverl

ProjectsFinancialsServer_1

Soa_serverl

Yes https:/ /hemprjppbr.host.example.com/ projectsFinancials/faces
/PR]ProjectWorkarea

https:/ /hemprjppbr.host.example.com/projectsFinancials /faces
/PrjCostWorkArea

https:/ /hemprjppbr.host.example.com/projectsFinancials/faces
/CapitalWorkArea

https:/ /hemprjppbr.host.example.com/ projectsFinancials/ faces
/InvoiceWorkareaUI

https:/ /hemprjppbr.host.example.com/ projectsFinancials/faces
/RevenueWorkArea

https:/ /hemprjppbr.host.example.com/ projectsFinancials/ faces
/ProjectPerformanceDashboard

No

Table 6-12

Managed Servers in the Oracle Fusion Procurement Domain

Managed Server

SSL? Application URLs

AdminServer
Ess_serverl

ProcurementServer_1

Yes https:/ /hempreppbr.host.example.com/procurement/faces
/NegotiationWorkarea

https:/ /hempreppbr.host.example.com/procurement/faces
/PrcPozSuppliersDashboard
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Table 6-12 (Cont.) Managed Servers in the Oracle Fusion Procurement Domain

Managed Server SSL? Application URLs
Soa_serverl No
SupplierPortalServer_1 Yes https:/ /hempreppbr.host.example.com/supplierPortal / faces

/PrcPosSupplierPortalWorkarea

Table 6-13 Managed Servers in the Business Intelligence Domain

Managed Server SSL? Application URLs
AdminServer No
Bi_serverl Yes https:/ /hembippbr.host.example.com/xmlpserver

https:/ /hembippbr.host.example.com/analytics
https:/ /hembippbr.host.example.com/workspace
https:/ /hembippbr.host.example.com /rtd

6.7.3.3 Enabling SSL between Oracle Fusion Applications Domains and IdM
Components

As shown by the topology in Figure 6-6, the Authenticating WebGate handles all the
authentication requests on Oracle HTTP Server (OHS) host (identified by
authohs.example.com), which also protects Oracle Identity Manager in the IdM
domain. You must SSL-enable this Auth OHS host, communication between the Apps
OHS host and the IDM domain, and the Oracle Identity Manager managed server
itself using the instructions in this section.

6-30 Oracle Fusion Applications Administrator's Guide



Configuring SSL for Oracle Fusion Applications

Figure 6-6 SSL to IdM Components

Authentication SsL Oracle Fusion Applications
Oracle HTTP Server Oracle HTTP Server
LER LBR
ISSL
SSL
Oracle HTTP Server WebLogic Managed Server
WebGate - for OIM

Sign In
Enter your single sign on
user id and password

User ID
| Listen authohs.mycompany.com:4444
Password <VirtualHost authohs.mycompany.com:4444 >

ServerName https://fscm-h-bl8-r-ext.mycompany.com:7777
| include

| */ull/chsauth/chsauth_inst/config/OHS/ohsl/FusionSsL.conf”
Sign In

Forgot Password

# oim self and advanced admin webapp conscles (cancnic webapp)

SSL
<Location /oim> -~

SetHandler weblocic - handler
WLCookieName cimjsessicnid
WLProxySsL ON
WLProxySsLPassThrough ON
SecureProxy ON
WlsSsLwallet
*/ull/chsauth/chsauth_inst/config/oHS/ohsl /keystores/default”
wWebLogicHost oimfl.mycompany.com
webLogicPort 14001
WLLogFile
"5 {0ORACLE_INSTANCE}/diagnostics/logs/mod_wl/oim_component.log®
</Location>

This section contains these topics:

= Section 6.7.3.3.1, "Create the Identity Keystore"

= Section 6.7.3.3.2, "Configure SSL on the Apps OHS Server on the IdM Domain"
= Section 6.7.3.3.3, "Configure SSL on the Authentication OHS Server"

= Section 6.7.3.3.4, "Configure SSL on the Managed Server for Oracle Identity
Manager"

= Section 6.7.3.3.5, "Configure SSL for Oracle Access Manager"

6.7.3.3.1 Create the Identity Keystore

This section explains how to create a new Oracle Identity Manager identity keystore
which is required to process incoming requests, and how to export a certificate from
the new keystore.

The steps are as follows:
1. Log in to the IdM node as the Oracle Identity Manager administrator.

2. Create a new keystore with a self-signed certificate using the following keytool
syntax:

MW_HOME/jdké6/bin/keytool -genkey -keyalg RSA -alias selfsigned
-keystore /root_dir/Certs/oimkeystore.jks -validity 360 -keysize 1024

You will be prompted to specify the keystore password.

Here is an example:
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[applmgr@myhost u0l1]$ /ul0l/oim/jdk6/bin/keytool -genkey -keyalg RSA -alias
selfsigned -keystore /u0l/Certs/oimkeystore.jks -validity 360
-keysize 1024

Enter password: ****x*%

What is your first and last name?
[Unknown]: Mycorp PPBR

What is the name of your organizational unit?
[Unknown]: PPBR

What is the name of your organization?

[Unknown]: Mycorp
What is the name of your City or Locality?
[Unknown]: Anytown

What is the name of your State or Province?
[Unknown]: CA

What is the two-letter country code for this unit?
[Unknown]: CA

Is CN=Mycorp PPBR, OU=PPBR, O=Mycorp, L=Anytown, ST=CA, C=CA correct?
[no]: vyes

Enter key password for <selfsigned>
(RETURN if same as keystore password) :***x**x
Re-enter new password: ***xxxx

3. Export the self-signed certificate from the new keystore using the following
keytool syntax:

/root_dir/oim/jdk6/bin/keytool -export -v -rfc -alias selfsigned
-keystore /root_dir/Certs/oimkeystore.jks
-file /root_dir/Certs/oimcert.crt -trustcacerts

You will be prompted for the keystore password.
For example:

/u0l/0im/jdk6/bin/keytool -export -v -rfc -alias selfsigned -keystore
/u0l/Certs/oimkeystore. jks
-file /u0l/Certs/oimcert.crt -trustcacerts

Enter password: ****¥¥x
Certificate stored in file </u0l/Certs/oimcert.crt>

4. Verify that the certificate is exported:

[applmgr@0IM-node-al Certsl]$ pwd

/u0l/Certs

[applmgr@myhost Certs]$ 1ls -1rt

-rw-r--r-- 1 applmgr dba 1348 Nov 10 23:54 oimkeystore.jks
-rw-r--r-- 1 applmgr dba 833 Nov 10 23:56 oimcert.crt

5. Make a note of this certificate as you will need it in the next section for Oracle
HTTP Server configuration.

6.7.3.3.2 Configure SSL on the Apps OHS Server on the IdM Domain

Take these steps to enable secure communication between the Application Oracle
HTTP Server (Apps OHS) and IDM components:

1. Locate the Oracle Fusion Applications Oracle HI'TP Server configuration file
“APPLTOP /instance/CommonDomain_
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webtier/config/OHS/ohs1/FusionSSL.conf”, and copy it to
“OHS-Instance/config/OHS/ohs1/”.

Locate the IDM configuration file
“OHS-Instance/config/OHS/ohs1/moduleconf/idm.conf” and copy it to
“OHS-Instance/config/OHS/ohs1/moduleconf/idm.ssl.conf”.

Note: Be sure to use the new file name in the target location. Use
descriptive file names; for example, you can specify oam.ssl.conf to
indicate that you are configuring SSL for Oracle Access Manager only.

Add a virtualHost block to the Oracle Identity Manager configuration file and
include the FusionSSL. conf file in the block.

Modify each Location block in the idm.ssl.conf (or similar) file as follows:

WLProxySSL ON

WLProxySSLPassThrough ON

SecureProxy On

W1lSSLWallet "/root_dir/ohsauth/ohsauth_inst/config/OHS/ohsl/keystores/default"

Modify "WebLogicPort nnnn"to point to Oracle Identity Manager's SSL managed
server port (several occurrences).

After Steps 3 through 5, the configuration file appears like this:

## <start> Entries added as part of SSL configuration ##
Listen authohs.company.com:4446

<VirtualHost authohs.company.com:4446>
ServerName https://host.example.com
include "/root_dir/idm/ohsauth/ohsauth_instl/config/OHS/ohsl/FusionSSL.conf"

## <End> Entries added as part of SSL configuration ##

# OAM Related Entries

# Admin Server and EM

<Location /console>
SetHandler weblogic-handler
WebLogicHost host.example.com
WeblogicPort nnnn <--- Set to Weblogic Admin SSL Port
WLProxySSL ON
WLProxySSLPassThrough ON
WLCookieName oimjsessionid
WLProxySSL ON
WLProxySSLPassThrough ON
SecureProxy On
WlSSLWallet "/root_dir/idm/ohsauth/ohsauth_
instl/config/OHS/ohsl/keystores/default"
WLLogFile "${ORACLE_INSTANCE}/diagnostics/logs/mod_wl/oam component.log"

</Location>

Only the first of several Location blocks is shown in this file fragment. Additional
Location blocks, for such components as oamconsole, Oracle Identity Manager
admin consoles, and so on, must be similarly configured.

Note that root_dir/idm/ohsauth/ohsauth_
instl/config/OHS/ohsl/keystores/default is the SSL wallet used by OHS (mod_
wl_ohs) containing the trusted certificate for Oracle Identity Manager server.
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7. Create a new CA certificate for signing OHS wallets (Apps OHS and Auth OHS).
The steps are as follows (the order of steps is critical when importing the root CA
certificate):

a. Create an Oracle Wallet with certificates. For details, see the "Common Wallet
Operations" section in the Oracle Fusion Middleware Administrator’s Guide.

b. If youintend to use a Certificate Authority (CA) to sign Auth OHS and Apps
OHS certificates, you must obtain the signed certificates from the CA. Here is

an example of an Oracle Wallet, certificates and related files for a Microsoft
CA:

[applmgremyhost Certs]$ pwd
/root_dir/fa/Certs
[applmgr@myhost Certs]$ 1s -1tr

total 27

-rw------- 1 applmgr dba 4976 Jan 12 14:51 ewallet.pl2

-rw------- 1 applmgr dba 5053 Jan 12 14:51 cwallet.sso

—rW------- 1 applmgr dba 1022 Jan 12 14:51 ohsserverOlreqg.csr =-->

certificate request

-rw-r--r-- 1 applmgr dba 2392 Jan 24 15:12 signingCAQOl.cer --> certl
obtained from authority:Microsoft CA

-rw-r--r-- 1 applmgr dba 1834 Jan 24 15:12 rootcal.cer -=-> root
(trusted) cert obtained from :Microsoft CA

-rw-r--r-- 1 applmgr dba 2202 Jan 24 15:12 ohsServer.cer --> cert2 obtained
from authority:Microsoft CA

Create a Certificate Signing Request (CSR) based on the OHS Oracle Wallet.
The CSR is a wildcard certificate as shown in this example:

[applmgr@myhost Certs]$ /root_dir/fa/APPLTOP/webtier_mwhome
/oracle_common/bin/orapki wallet display -wallet .

Oracle PKI Tool : Version 11.1.1.5.0

Copyright (c) 2004, 2011, Oracle and/or its affiliates. All rights
reserved.

Requested Certificates:

Subject: CN=*, company.com, <your_organization>, O=<your_company>
,L=<your city>,ST=<your State>,C=US

User Certificates:

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification
Authority,0O=VeriSign, Inc.,C=US

Subject: OU=Class 3 Public Primary Certification
Authority,0=VeriSign, Inc.,C=US

Subject: QU=Class 2 Public Primary Certification
Authority,0=VeriSign, Inc.,C=US

Subject: CN=GTE CyberTrust Global Root,OU=GTE CyberTrust Solutions,

Inc.,0=GTE Corporation,C=US
c. Import the root CA certificate(s) into the wallet using orapki. For a root
certificate file rootcal. cer, for example, the syntax is:

/root_dir/fa/APPLTOP/webtier mwhome/oracle_common/bin/orapki
wallet add -wallet

/root_dir/fa/Certs/

/root_dir/fa/Certs/rootcal.cer -trusted cert

d. Import the CA’s signing certificate into the wallet using orapki. For a signing
certificate file signingca0l. cer, for example, the syntax is:

/root_dir/fa/APPLTOP/webtier_mwhome/oracle_common/bin/orapki
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wallet add -wallet
/root_dir/fa/Certs/
/root_dir/fa/Certs/signingCAOl.cer -trusted_cert

e. Import the OHS server certificate. For a certificate file ohsServer. cer, for
example, the syntax is:

/root_dir/fa/APPLTOP/webtier mwhome/oracle_common/bin/orapki
wallet add -wallet

/root_dir/fa/Certs/

/root_dir/fa/Certs/ohsServer.cer -user_cert

f. Check the wallet using orapki:

/root_dir/fa/APPLTOP/webtier_mwhome/oracle_common/bin/orapki
wallet display -wallet .

Oracle PKI Tool : Version 11.1.1.5.0

Copyright (c) 2004, 2011, Oracle and/or its affiliates. All rights
reserved.

Requested Certificates:
User Certificates:
Subject: CN=*,company.com, OU=<your_organization>,O=<your_ compnay>
,L=<your_city>, ST=<your_state>,C=US
Trusted Certificates:

Subject: CN=rootcal <--------- The root CA as a trusted cert
Subject: 0U=Class 1 Public Primary Certification
Authority,0O=VeriSign\, Inc.,C=US

Subject: CN=GTE CyberTrust Global Root,OU=GTE CyberTrust Solutions\,
Inc.,0=GTE Corporation,C=US

Subject: CN=signingCA, DC=company,DC=com <---------- The signing CA
as a trusted cert

Subject: OU=Class 3 Public Primary Certification
Authority,O=VeriSign\, Inc.,C=US

Subject: OU=Class 2 Public Primary Certification

Authority,0=VeriSign\, Inc.,C=US

g. Check the listing of wallet files:

[applmgr@myhost Certs]$ pwd

/root_dir/fa/Certs/

[applmgr@myhost Certs]$ 1ls -ltr

total 60

- -rw-r--r-- 1 applmgr dba 2392 Jan 24 15:12 myca0l.cer
-rw-r--r-- 1 applmgr dba 1834 Jan 24 15:12 rootcal.cer
-rw-r--r-- 1 applmgr dba 2202 Jan 24 15:12 ohsServer.cer

—rwW------- 1 applmgr dba 9816 Jan 24 23:15 ewallet.pl2 <-- newly updated
-rw------- 1 applmgr dba 9893 Jan 24 23:50 cwallet.sso <=-- newly updated

As shown here, both the required wallet files (ewallet.p12 and cwallet.sso)

should have updated date stamps; they will be used for Apps OHS and Auth

OHS.
Restart the Oracle HTTP Server:

[applmgr@myhost bin]$ pwd
/root_dir/fa/APPLTOP/instance/CommonDomain_webtier/bin
[applmgr@myhost bin]$ ./opmnctl stopall

opmnctl stopall: stopping opmn and all managed processes...
[applmgr@myhost bin]$ ./opmnctl startall

opmnctl startall: starting opmn and all managed processes...

Securing Oracle Fusion Applications 6-35



Configuring SSL for Oracle Fusion Applications

9. Verify that a virtual server is running on the SSL port you configured:

OHS_instance/bin/opmnctl status -1
Processes in Instance: CommonDomain_webtier

ohsl | oHS | 20088 | Alive | 0:02:59 |
http:10621,https:10622,http:10615, https:10616,http:10605,https: 10606, http: 10617
,https:10618,http: 10623, https:10624, https: 7046, https:10604,http:10603

10. Repeat Steps 1 through 10 for any additional Apps OHS servers.

6.7.3.3.3 Configure SSL on the Authentication OHS Server
Take these steps to enable SSL on the Authentication Oracle HTTP Server (Auth OHS):
1. Replace the existing wallet files.

a. Navigate to the wallet directory located at /root_dir/idm/ohsauth/ohsauth_
instl/config/OHS/ohs1/keystores/default.

b. Move the existing cwallet.sso and ewallet.pl2 files to a backup location.
c. Copy over the new cwallet.sso and ewallet.pl?2 files. For example:

[applmgr@myhost default]$ scp -p
applmgr@myhost:/root_dir/fa/Certs/cwallet.sso
/root_dir/idm/ohsauth/ohsauth_instl/config/OHS/ohsl/keystores/default
applmgr@myhost's password:

cwallet.sso

100% 9893 9.7KB/s 00:00

[applmgr@myhost default]$ scp -p
applmgre@myhost:/root_dir/fa/Certs/ewallet.pl2
/root_dir/idm/ohsauth/ohsauth_instl/config/OHS/ohsl/keystores/default
applmgr@myhost's password:

ewallet.pl2

100% 9816 9.6KB/s 00:00

[applmgr@myhost default]s$

2. Import the certificate for the Oracle Identity Manager’s managed server as a
trusted certificate, oimcert.crt, into the default Auth OHS wallet:

a. Confirm that that /root_dir/idm/Certs/oimcert.crt is also accessible from
the IDM node.

b. List the contents of the cwallet.sso file for Auth OHS using orapki:
[applmgr@myhost default]$ /root_dir/idm/oim/oracle_common/bin/orapki

wallet display -wallet .

c. Add the Oracle Identity Manager certificate, oimcert.crt, to the Auth OHS
SSL wallet:

[applmgr@myhost default]$ /root_dir/idm/oim/oracle_common/bin/orapki
wallet add -wallet
/root_dir/idm/ohsauth/ohsauth_instl/config/0OHS/ohsl/keystores/default
-cert /root_dir/idm/Certs/oimcert.crt -trusted cert

A listing of the directory shows the updated files:

[applmgr@myhost default]$ 1ls -ltr
total 23
drwxr-xr-x 2 applmgr dba 3 Jan 25 12:28 backup
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—YWm—————— 1 applmgr dba 10557 Jan 25 14:39 cwallet.sso
—IW-—————- 1 applmgr dba 10480 Jan 25 14:39 ewallet.pl2

d. List the wallet contents using orapki to confirm that the Oracle Identity
Manager certificate was imported:

[applmgr@myhost default]$ /root_dir/idm/oim/oracle_common/bin/orapki
wallet display -wallet .

Oracle PKI Tool : Version 11.1.1.5.0

Copyright (c) 2004, 2011, Oracle and/or its affiliates. All rights
reserved.

Requested Certificates:

User Certificates:

Subject:

CN=* . company.com, OU=ABCD, O=Company, L=Anytown, ST=Anystate, C=US
Trusted Certificates:

Subject: 0U=Class 2 Public Primary Certification
Authority,0=VeriSign\, Inc.,C=US

Subject: CN=0IM server host,OU=your organization,O=your
company, L=your city,ST=your state,C=US

Subject: CN=rootcal

Restart the Oracle HTTP Server:

[applmgr@myhost bin]$ ./opmnctl stopall
opmnctl stopall: stopping opmn and all managed processes...
[applmgr@myhost bin]$ ./opmnctl startall
opmnctl startall: starting opmn and all managed processes...

Verify that a virtual server is running on the SSL port you configured:

OHS_instance/bin/opmnctl status -1
Processes in Instance: ohsauth_instl

ohsl | OHS | 4650 | Alive
https:4444,https:7779, https:4446,http:7777

Configure the load balancer to point to the new SSL virtual host created on the
authenticating WebGate.

6.7.3.3.4 Configure SSL on the Managed Server for Oracle Identity Manager

Take these steps to configure a trust store (used for outgoing requests) and enable SSL
on the managed server hosting Oracle Identity Manager:

1.
2.

Log in to the Apps OHS node.

Export the certificates in the Oracle Wallet used at this node using orapki. This
example exports the root certificate:

[applmgr@myhost Certs]$ /root_dir/fa/APPLTOP/webtier_ mwhome/oracle_
common/bin/orapki

wallet export -wallet .

-dn "CN=*.company.com, OU=FAHR, O=Company, L=Anytown, ST=Anystate, C=US"
-cert /root_dir/fa/Certs/rootcal.cer

You should have two certificates in the /root_dir/fa/Certs location: the CA’s root
certificate and its signing certificate.
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3. Copy these certificates from the Apps OHS node to the node where the managed
server for Oracle Identity Manager resides.

4. Set the environment as shown in this example:

[applmgr@myhost ~]$ export ORACLE HOME=/root_dir/idm/oim/oim_home
[applmgr@myhost ~]$ export OIM_ORACLE_HOME=/=/root_dir/idm/oim/oim_home
[applmgr@myhost ~]1$ export SOA_HOME=/root_dir/idm/oim/soa_home
[applmgr@myhost ~]$ export DOMAIN HOME=/root_dir/idm/oim
/user_projects/domains/idm_domain

5. Create the trust store with the OHS server’s CA chain using the keytool
command. For example:

[applmgr@myhost Certs]$ /root_dir/idm/oim/jrockit-jdkl.6.0_24/bin/keytool
-import -v

-alias authohs.host.example.com

-keystore /root_dir/idm/Certs/trustkeystore.jks

-file //root_dir/idm/Certs/rootcal.cer -trustcacerts

[applmgr@myhost Certs]$ /root_dir/idm/oim/jrockit-jdkl.6.0_24/bin/keytool
-import -v

-alias authohs.host.example.com

-keystore /root_dir/idm/Certs/trustkeystore.jks

-file //root_dir/idm/Certs/signingCAl.cer -trustcacerts

6. Confirm the new keystore is created:

[applmgr@myhost Certs]$ pwd

/root_dir/idm/Certs

[applmgr@myhost Certs]$ 1ls -ltr

total 9

-rw-r--r-- 1 applmgr dba 1349 Jan 24 13:39 oimkeystore.jks
-rw-r--r-- 1 applmgr dba 833 Jan 24 13:49 oimcert.crt

- IW-—————- 1 applmgr dba 2161 Jan 25 18:10 rootcal.cer
rw------- 1 applmgr dba 2161 Jan 25 18:10 signingCAl.cer
-rw-r--r-- 1 applmgr dba 1636 Jan 25 19:12 trustkeystore.jks

7. Log in to the WebLogic domain console as the “oim_admin” user.

8. Navigate to Environment, then Servers, then oim_serverl. Click the
Configuration tab, then General.

9. Check the “SSL Listen Port Enabled” box and provide an SSL port, as in this
example:
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Settings for AdminServer
Configuration = Protocols  Logging  Debug | Monitoring  Comtrol | Deployments | Services | Security | Notes
General = Cluster Services  Keystores  SSL Federation Services | Deployment Migration Tuning  Overload — Health Monitoring — Server Start

Web Services

Save

Use this page 1o configure general features of this server such as default network communications

Tiew DI Tree &

Name: AdminServer An alphanumeric name for this server instance.  More Info
Machine: Mone) The WebLogic Server host computer (machine) on which this
serveris meant to run. More Info

Cluster: (Standalone) The cluster, or group of WebLogic Server instances, 1o which
this server belongs. More Info

@ Listen Address: The IF address or DMNS name this server uges 1o listen for
incoming connections.  More Info...

[¥ IListen Port Enabled Specifies whether this server can be reached through the
default plain-text non-£51) listen port.  More Info

Listen Port: 17837 The default TCP port that this server uges to listen for regular
(non-38L) incoming connections.  More Info...

[V $SL Iisten Port Enabled Indicates Wl?elher the gerver can be reached through the
default 251 listen port.  More Info...

$5L Listen Port: 17018 The TCP/IP port at which thiz server listens for 851 connection

requests.  More Info...

10. Scroll down to the Advanced portion of the page. Check the "WebLogic Plug-In
Enabled" box:

EVeNts generated tor Rocklt Fught Recorder.  More Indo...

V¥ Advanced

Virtual Machine Name: When WLE iz running on JEVE, this specifies the name of the

base_domam_AdmmSen wirtusl machine running this server More Info

O @ ‘WebLogic Flug-In Enabled Specifies whether thiz server uses the proprietary WL-Froxy-
Client-IP header, which iz recommended if the server instance
will receive requests from a proxy plug-in,  More Info

11. Navigate to Environment, then Servers, then oim_serverl, then Configuration,
then Keystores. Here you will change the keystore type from "Demo Identity
Demo Trust" to "Custom Identity Custom Trust".

12. Provide the keystore details as in this example:
For identity:

Custom Identity Keystore: /root_dir/idm/Certs/oimkeystore.jks
Custom Identity Keystore Type: jks

For trust:

Custom Trust Keystore: /root_dir/idm/Certs/trustkeystore.jks
Custom Trust Keystore Type: jks

13. Navigate to Environment, then Servers, then oim_serverl, then Configuration,
then SSL.

14. Provide the alias for the private key:
Private Key Alias: selfsigned
15. Save the changes.
16. Restart Oracle WebLogic Server if prompted to do so by the server.

6.7.3.3.5 Configure SSL for Oracle Access Manager

This section provides background for configuring 10g WebGates and the Oracle
Access Manager server for secure communication.
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You must provision a WebGate agent to use Oracle Access Manager 11g
authentication and authorization services. After installation and registration, Oracle
Access Manager 10g WebGates directly communicate with Oracle Access Manager 11g
servers through a JAVA-based Oracle Access Manager proxy.

In Oracle Access Manager 11g, credential collection occurs using the HTTP(S) channel;
authorization occurs over the NetPoint Access Protocol (NAP) channel, which is also
referred to as the Oracle Access Manager Protocol (OAP) channel.

Securing communication between Oracle Access Manager servers and WebGate
agents means defining the transport security mode for the NAP channel. There are
two options for SSL. communication between Oracle Access Manager 11g and Webgate
10g: Simple Mode and Cert Mode.

Oracle recommends enabling the secure sockets layer (SSL) for communication across
the HTTP(S) channel to transport credentials and to exchange security tokens. Both
functions require signing or encryption with certificates. Oracle Access Manager 11g
provides a central facility to manage certificates used across all Oracle Access Manager
components, including WebGates.

For WebGate configuration details, see the "Provisioning a 10g WebGate with OAM
11g" section in the Oracle Fusion Middleware Administrator’s Guide for Oracle Access
Manager.

To configure SSL for the NAP channel to Oracle Access Manager 11g, see the
"Securing Communication with OAM 11g" section in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Access Manager.

6.7.3.4 Known Issues

This section lists known issues with the SSL configurations described in this
document. This section contains these topics:

»  Section 6.7.3.4.1, "Oracle Access Manager Operation Error"
s Section 6.7.3.4.2, "SSL connection Error"

»  Section 6.7.3.4.3, "Issue 3: Webpage Not Available Error"

6.7.3.4.1 Oracle Access Manager Operation Error
Problem

In Google Chrome, attempt to access the Benefits Server URL:

https:/ /hcmppbr.host.example.com /hcmBenefits / faces/ HemBenefitsProcessesAdmi
nisterBenefitsWorkArea displays SSL Warning. Upon clicking on “Continue Any
Way”, returns message:

Oracle Access Manager Operation Error

The credentials
(Resource=/hcmBenefits/faces/HcmBenefitsProcessesAdministerBenefitsWorkArea
RequesterIP=141.147.0.3 HostTarget=https://hcmppbr.domain.com Operation=GET) used
in the login do not correspond to a user profile in the Identity System.

This issue is likely due to an authentication problem such as invalid credentials.
Solution

Contact your website administrator to remedy this problem.

6.7.3.4.2 SSL connection Error
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Problem

Attempt to connect to Access Server URL: https:/ /hcmssoppbr.domain.com/ returns
error:

SSL connection error

Unable to make a secure connection to the server. This may be a problem with the
server, or it may be requiring a client authentication certificate that you don't
have.

Error 107 (net::ERR_SSL_PROTOCOL_ERROR): SSL protocol error.

This issue is due to a configuration mismatch between client and server
configurations.

Solution

Check for configuration issues such as mismatched authentication modes between
client and server.

6.7.3.4.3 Issue 3: Webpage Not Available Error

Problem

Attempts to log in to URL:

https:/ /hemfinppbr.domain.com/financial Common/faces/LegalEntityDashboard
result in this error message:

This webpage is not available
Google Chrome's connection attempt to hcmfinppbr.host.example.com was rejected.
The website may be down, or your network may not be properly configured.

Issue: Direct URL to Benefits server:
https://myhost.example.com:10620/hcmBenefits/faces/HcmBenefitsProcessesAdministerB
enefitsWorkArea

Report error:

[2011-10-11T15:44:20.1733-04:00] [OHS] [INCIDENT ERROR:32] [OHS-2171] [core.c]
[host_id: myhost] [host_addr: 10.200.12.63] [pid: 31977] [tid: 1425013056] [user:
applmgr] [VirtualHost: hcmsscppbr.domain.com:0] NZ Library Error: SSL protocol
error [Hint: the client probably speaks HTTPS over HTTP protocol]

From the Oracle HTTP Server error log in
/root_dir/ohsauth/ohsauth_inst/diagnostics /logs/OHS/ohs1/ohs1.log:

[2011-10-11T16:08:34.3706-04:00] [OHS] [INCIDENT ERROR:32] [OHS-2171] [core.c]
[host_id: myhost] [host_addr: 10.200.12.61] [pid: 28467] [tid: 1349544256] [user:
applmgr] [VirtualHost: hcmcrplsso.domain.com:0] NZ Library Error: SSL fatal alert

This problem occurs when the browser gets two SSL certificates with the same serial
key. Mozilla Firefox shows this message:

Secure Connection Failed

Your certificate contains the same serial number as another certificate issued by
the certificate authority.

Solution
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Take these steps to manually delete and recreate the Oracle Identity Manager trust key
store with a new certificate (substitute actual paths for the samples shown here):

/root_dir/oim/jdk6/bin/keytool -list -keystore /root_dir/Certs/oimkeystore.jks
/root_dir/oim/jdk6/bin/keytool -list -keystore /root_dir/Certs/oimkeystore.jks -v
/root_dir/oim/jdk6/bin/keytool -list -keystore /root_dir/Certs/trustkeystore.jks
-v

/root_dir/oim/jdk6/bin/keytool -delete -keystore trustkeystore.jks -alias
authohsoim.example.com

/root_dir/oim/jdk6/bin/keytool -delete -keystore trustkeystore.jks -alias
authohsoim2.example.com

/root_dir/oim/jdk6/bin/keytool -import -keystore trustkeystore.jks -alias
authohsoim.example.com -file <location of cert.txt> -rfc

6.7.4 Checklist of SSL Connections for IdM Components

This section contains checklists of the SSL connections required by the various IdM
components that can operate within the Oracle Fusion Applications environment.

For each component, there is a table listing the server, inbound client connections to
that server, and outbound clients from the server, with links to the SSL configuration
details for each path.

Table 6-14 shows the connections for Oracle Internet Directory:

Table 6-14  Connections for Oracle Internet Directory

Server Component Inbound Clients to Server Outbound Clients from Server

Oracle Internet Directory - See the Oracle Identity Manager - See the = Database - See the "Enabling

"Enabling SSL on Oracle Internet ~ "Enabling SSL for LDAP Outbound SSL from Oracle

Directory Listeners" section in the Synchronization" section in the Internet Directory to Oracle

Oracle Fusion Middleware Oracle Fusion Middleware Database" section in the Oracle

Administrator’s Guide. Administrator’s Guide for Oracle Fusion Middleware Administrator’s
Identity Manager. Guide

Oracle Access Manager - See the
"Outbound SSL from LDAP
Authenticator to LDAP" section in
the Oracle Fusion Middleware
Administrator’s Guide.
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Table 6-14 (Cont) Connections for Oracle Internet Directory

Server Component

Inbound Clients to Server Outbound Clients from Server

Oracle Directory Integration
Platform - See the "Configuring
Oracle Directory Integration
Platform for SSL Mode 2
Server-Only Authentication"
section in the Oracle Fusion
Middleware Administrator’s Guide
for Oracle Directory Integration
Platform.

Oracle Directory Services
Manager - See the "Logging Into
the Directory Server from Oracle
Directory Services Manager Using
SSL" section in the Oracle Fusion
Middleware Administrator’s Guide
for Oracle Internet Directory.

Oracle Enterprise Manager - See
the "Oracle Enterprise Manager
Fusion Middleware Control"
section in the Oracle Fusion
Middleware Administrator’s Guide.

Table 6-15 shows the connections for Oracle Virtual Directory:

Table 6-15 Connections for Oracle Virtual Directory

Outbound Clients from

Server Component Inbound Clients to Server Server
Oracle Virtual Directory - See  Oracle Identity Manager - See  LDAP - See the
the "Enabling SSL on Oracle the "Enabling SSL for LDAP "Configuring LDAP

Virtual Directory Listeners"
section in the Oracle Fusion
Middleware Administrator’s

Synchronization" section in the
Oracle Fusion Middleware

Adapters" section in the
Oracle Fusion Middleware

Administrator’s Guide for Oracle

Administrator’s Guide for

Guide for Oracle Virtual
Directory.

Identity Manager.

Oracle Virtual Directory.

Table 6-16 shows the connections for Oracle Access Manager:

Table 6-16

Connections for Oracle Access Manager

Server Component Inbound Clients to Server

Outbound Clients from
Server

WebGate - See the
"Configuring Cert Mode
Communication for OAM
11g" section in the Oracle
Fusion Middleware
Administrator’s Guide for
Oracle Access Manager with
Oracle Security Token Service.

Oracle Access Manager -
Section 6.7.3.3.5,
"Configure SSL for Oracle
Access Manager"

mod_wl_ohs - See the
"Enable SSL for Outbound
Requests from Oracle HTTP
Server" section in the Oracle
Fusion Middleware
Administrator’s Guide.

Oracle Internet Directory -
See the "Enable Inbound
SSL on an Oracle Internet
Directory Listener Using
Fusion Middleware
Control" section in the
Oracle Fusion Middleware
Administrator’s Guide.

Oracle Virtual Directory -
See the "Enable SSL for
Oracle Virtual Directory
Using Fusion Middleware
Control" section in the
Oracle Fusion Middleware
Administrator’s Guide.
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Table 6-17 shows the connections for Oracle Identity Manager:

Table 6-17  Connections for Oracle Identity Manager

Outbound Clients from

Server Component Inbound Clients to Server Server
Oracle Identity Manager - See  OHS through mod_wl_ohs - SOA managed server - See the
Section 6.7.3.3.4, "Configure See the "Enable SSL for "Enabling SSL for Oracle
SSL on the Managed Server for Outbound Requests from Identity Manager and SOA
Oracle Identity Manager". Oracle HTTP Server" section in Servers" section in the Oracle
Also see the "Enabling SSL for the qucle Fus/zon Mzddleware Fuszo.n .Mzddlefvare .
Oracle Identity M B Administrator’s Guide. Administrator’s Guide for Oracle

y Vianager by Identity Manager.

Y g

Using Default Setting" section
in the Oracle Fusion Middleware
Administrator’s Guide for Oracle
Identity Manager.

SOA through SPML - See the
"Changing OimFrontEndURL
to Use SSL Port" section in the
Oracle Fusion Middleware
Administrator’s Guide for Oracle
Identity Manager.

Table 6-18 shows the connections for Oracle Identity Federation:

Table 6-18  Connections for Oracle Identity Federation

Server Component Inbound Clients to Server Outbound Clients from Server

Oracle Identity Federation Oracle WebLogic Server - See the ~ LDAP Server - See the

- See the "Configuring "Configuring Oracle WebLogic "Connecting to an LDAP Server
Oracle Identity Federation Server" section in the Oracle Fusion over SSL" section in the Oracle

as an SSL Server" section ~ Middleware Administrator’s Guide ~ Fusion Middleware Administrator’s
in the Oracle Fusion for Oracle Identity Federation. Guide for Oracle Identity Federation.
Middleware Administrator’s

Guide for Oracle Identity

Federation.
Table 619 shows the connections for Oracle HTTP Server (OHS):
Table 6-19  Connections for Oracle HTTP Server
Server Component Inbound Clients to Server Outbound Clients from Server
OHS Server in Apps Section 6.7.3.2.4, "mod_ossl Applications OHS -
Domain - Section 6.7.3.2.2, Directives for Inbound SSL Section 6.7.3.3.2, "Configure SSL
"Enabling SSL on the Configuration to Oracle HTTP on the Apps OHS Server on the
Oracle HTTP Server for Server" IdM Domain"

the Oracle Fusion
Applications domain"

Auth OHS -

Section 6.7.3.3.3,
"Configure SSL on the
Authentication OHS
Server"

6.7.5 Additional SSL Configuration

Besides the connections that are SSL-enabled during provisioning, there are additional
connections in the Oracle Fusion Applications environment that can be SSL-enabled.
For example, you can secure traffic to Oracle Database.
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This section contains the following topics:

= Section 6.7.5.1, "SSL-enable Oracle Business Intelligence"
s Section 6.7.5.2, "SSL-enable Oracle WebCenter Content"
m  Section 6.7.5.3, "SSL to External Web Services"

6.7.5.1 SSL-enable Oracle Business Intelligence

You can configure the components of Oracle Business Intelligence to communicate
over SSL.

For configuration details, see "SSL Configuration in Oracle Business Intelligence"
chapter in the Oracle Fusion Middleware Security Guide for Oracle Business Intelligence
Enterprise Edition.

6.7.5.2 SSL-enable Oracle WebCenter Content

You can configure SSL for Oracle WebCenter Content applications running in a
production or development environment.

For configuration details, see "Configuring SSL for Oracle WebCenter Content
Applications" section in the Oracle WebCenter Content Installation Guide.

6.7.5.3 SSL to External Web Services

For information about securing Oracle Fusion Web Services, see the following;:

= "Locking Down Web Services: Points to Consider" section in the Oracle Fusion
Applications Security Hardening Guide

» "Hardening Web Services" section in the Oracle Fusion Applications Security
Hardening Guide

6.7.6 Enabling Secure Sockets Layer on ECSF

Enable Secure Sockets Layer (SSL) on ECSF to secure all connections that transmit
passwords. These include connections to Oracle WebLogic Server, the ECSF servlet,
and the Oracle SES server.

To enable SSL for ECSF, perform the following tasks:

»  Task 1, "Generate a Certificate for the Oracle WebLogic Server Instance"

s Task 2, "Enabling SSL on the Oracle WebLogic Server Instance"

s Task 3, "Add the Oracle WebLogic Server's Certificate to Oracle SES's Trust Store"
s Task 4, "Enabling SSL for Oracle SES Services"

»  Task 5, "Configure Search Engine Instances to Use SSL"

Task 1 Generate a Certificate for the Oracle WebLogic Server Instance

A certificate that contains the public key of the Oracle WebLogic Server instance
hosting ECSF must be generated. This can be either a CA-signed certificate or a
self-signed server certificate.

For information about how to generate the certificate, see Oracle Fusion Middleware
Securing Oracle WebLogic Server.

As described later (Task 3), if this is a self-signed certificate, then it must be imported
to Oracle SES's truststore. If it is a CA-signed certificate, it likely already exists in the
truststore; if not, you must import the CA certificate into Oracle SES's truststore.
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Task 2 Enabling SSL on the Oracle WebLogic Server Instance

Enabling SSL connections on the Oracle WebLogic Server instance, on which the ECSF
application is running, secures the ECSF servlet connections used to access the feeds
and the security service. For more information, see the "Configuring SSL" chapter in
Oracle Fusion Middleware Securing Oracle WebLogic Server.

To enable SSL on Oracle WebLogic Server:
1. Configure SSL.
= Select the server on which the ECSF application is running.

= Make sure that the Allow Unencrypted Null Cipher checkbox is deselected
(default).

2. Configure the listen ports to enable the SSL listen port (check the SSL Listen Port
Enabled checkbox).

Note: The SSL Listen Port is usually set as 7002. You can use this
port number to access the ECSF servlet through SSL (for example
https://mywlsserver.host.com:7002/approot/searchfeedservlet/
ConfigFeed). Also note that the protocol in the URL must be https.

3. Save your changes.

Task 3 Add the Oracle WebLogic Server's Certificate to Oracle SES's Trust Store

When Oracle SES initiates SSL connections to ECSF, the Oracle WebLogic Server
instance on which the ECSF Servlet is running sends a digital certificate containing its
public key to Oracle SES. If this certificate is a self-signed certificate, then the certificate
must be extracted from Oracle WebLogic Server and added to Oracle SES's trust store.
(If a CA certificate, ensure that it exists in the SES trust store.) For more information
about adding the certificate to the trust store, see the Oracle Secure Enterprise Search
Administrator’s Guide.

To add the Oracle WebLogic Server certificate to the Oracle SES trust store:

1. Use the keytool utility (located in ORACLE_HOME/jdk/bin) to export the Oracle
WebLogic Server's certificate from the keystore, for example:

keytool -export -alias weblogic -keystore JAVA_
HOME/jre/lib/security/cacerts -file /temp/weblogic.cer

where Oracle WebLogic Server's certificate, located in the keystore at JAVA_
HOME/jre/lib/security/cacerts, is exported to the weblogic.cer file in the
/temp directory; this file now contains the server's certificate.

2. Navigate to the Oracle SES installation directory, and use keytool to import the
Oracle WebLogic Server's certificate into the Oracle SES keystore, for example:

keytool -import -alias weblogic -file weblogic.cer -keystore ORACLE_
HOME/jdk/jre/lib/security/cacerts

where Oracle WebLogic Server's certificate in the weblogic. cer file is imported
into the Oracle SES keystore at ORACLE_HOME/jdk/jre/lib/security/cacerts.

Task 4 Enabling SSL for Oracle SES Services

You must also enable SSL on Oracle SES Query and Admin Services. For more
information about how to enable SSL, see Oracle Secure Enterprise Search Administrator’s
Guide.
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Since the Oracle SES server's certificate has not been signed by a reputable certificate
authority (CA) but instead is a self-signed certificate, you must extract the certificate
from Oracle SES and add it to both Oracle WebLogic Server's trust store and ECSF
Command Line Administration Utility's trust store using these steps:

1. Use keytool to add the extracted Oracle SES server's certificate to the trust store
that Oracle WebLogic Server is configured to use, for example:

keytool -import -alias oses -file oses.cer -keystore WLS_keystore

where Oracle SES server's certificate in the oses. cer file is imported into WLS_
keystore, which is the keystore that Oracle WebLogic Server is configured to use.

2. Add the extracted Oracle SES server's certificate to ECSF Command Line
Administration Utility's trust store by modifying the runCmdLineAdmin.bat and
runCmdLineAdmin. sh scripts, located in ORACLE_HOME/ jdeveloper/ecsf, so that
JAVA_HOME points to the path of the keystore that Oracle WebLogic Server is using.

Task 5 Configure Search Engine Instances to Use SSL

After SSL is enabled, you must reconfigure the search engine instance parameters that
contain URLs that point to the ECSF server. These parameters are ECSF_DATA_SERVICE,
ECSF_SECURITY_SERVICE, and ECSF_REDIRECT SERVICE.

The protocol must change from http to https, and the http port must change from
7101 to 7002, the SSL port. For example, you need to change
http://wlsserver.com:7101/approot/searchfeedservlet to
https://wlsserver.com:7002/approot/searchfeedservlet.

You must also reconfigure the search engine instance parameters that contain URLs
that point to the Oracle SES server. These parameters are SES_ADMIN_SERVICE and SES_
QUERY_SERVICE.

The protocol must change from http to https. For example, you need to change
http://sesserver.com:7777/search/api/admin/AdminService to
https://sesserver.com:7777/search/api/admin/AdminService. You do not need to
change the port number because the instructions will switch the current port to be an
SSL port instead of adding a separate SSL port.

You can use Fusion Applications Control to configure the engine instance parameters.
For information, see Section 9.5.3.2.

6.8 Managing Wallets, Keystores, Credentials, and Certificates

Enabling SSL requires the use of a number of security artifacts such as certificates and
keys, as well as the containers (keystores) where they are stored. Oracle Fusion
Middleware provides a number of tools to create and maintain these artifacts.

This section contains the following topics:

= Section 6.8.1, "Wallets and Keystores"

= Section 6.8.2, "Management Tools"

= Section 6.8.3, "Managing Wallets and their Contents"

= Section 6.8.4, "Managing Keystores and their Contents"

= Section 6.8.5, "Managing Credentials"

= Section 6.8.6, "Updating Certificates with the Certificate Renewal Utility"
= Section 6.8.5.3, "Changing Oracle Identity Management Passwords"
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6.8.1 Wallets and Keystores

Oracle Fusion Middleware provides two types of repositories (keystores) for keys and
certificates:

= Section 6.8.1.1, "JKS Keystore and Truststore"
s Section 6.8.1.2, "Oracle Wallet"

For more information about wallets and keystores, see Section 6.7.2.

6.8.1.1 JKS Keystore and Truststore

A JKS keystore is the default JDK implementation of Java keystores. In 11g Release 1
(11.1.1), all Java components and Java EE applications use the JKS-based keystore and
truststore.

While creating a keystore, you can pre-populate it with a keypair wrapped in a
self-signed certificate. Such a keystore is typically used in development and testing
phases.

You can also generate a certificate signing request for a keypair and request a signed
certificate back from a Certificate Authority (CA). Once the CA sends the certificate
back, it is imported into the keystore. The keystore now contains a trusted certificate
since it comes from a trusted third-party. Such a keystore is typically used in
production.

For more information about creating and managing keystores, see the"JKS Keystore
and Truststore" section in the Oracle Fusion Middleware Administrator’s Guide.

6.8.1.2 Oracle Wallet

An Oracle wallet is a type of keystore or container that stores your credentials, such as
certificates, trusted certificates, certificate requests, and private keys. You can store
Oracle wallets on the file system or in LDAP directories such as Oracle Internet
Directory.

In the Oracle Fusion Applications environment, Oracle wallets are used by Oracle
HTTP Server, LDAP clients, and SQL*net clients.

When creating a wallet, you can pre-populate it with a self-signed certificate. Such a
wallet is called a test wallet and is typically used in development and testing phases.

You can also create a certificate request and request a signed certificate back from a
Certificate Authority (CA). Once the CA sends the certificate back it is imported into
the wallet. Such a wallet is called a third-party wallet.

For more information about creating and managing wallets, see the "Oracle Wallet"
section in the Oracle Fusion Middleware Administrator’s Guide.

6.8.1.3 Keystore Types Used by Products

Table 6-20 shows the type of keystore, either Oracle wallet or JKS keystore, used by
various products:

Table 6-20 Keystore Types for Products

Product Type of Keystore Used
Oracle HTTP Server Oracle Wallet

Oracle Internet Directory Oracle Wallet
Oracle Virtual Directory JKS-based Keystore
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Table 6-20 (Cont.) Keystore Types for Products

Product Type of Keystore Used
Oracle WebLogic Server JKS-based Keystore
Oracle SES Services JKS-based Keystore
Oracle ECM JKS-based Keystore

Oracle Business Intelligence JKS-based Keystore

See Section 6.8.2 for a survey of common tools used to create and manage keystores.
See the SSL references in Section 6.7 for the keystore management tools used by
individual products.

6.8.2 Management Tools

Oracle Fusion Middleware provides these tools for keystore operations:
s WLST, a command-line interface for JKS keystores and wallets

= orapki, a command-line tool for wallets

= Fusion Middleware Control, a graphical user interface

s Oracle Wallet Manager, a stand-alone GUI tool for wallets, recommended for
managing PKCS#11 wallets

s the keytool utility

For more information about these management tools, see the "Keystore Management
Tools" section in the Oracle Fusion Middleware Administrator’s Guide.

6.8.3 Managing Wallets and their Contents

When working with certificates and the wallets in which they are stored, you must be
aware of the operations that can be performed on these objects in the course of routine
administration:

= Section 6.8.3.1, "Wallet Lifecycle"

= Section 6.8.3.2, "Wallet Operations"

= Section 6.8.3.3, "Certificate Lifecycle"

»  Section 6.8.3.4, "Certificate Operations"

6.8.3.1 Wallet Lifecycle

Typical life cycle events for an Oracle wallet are as follows:

»  The wallet is created. Wallets can be created directly, or by importing a wallet file
from the file system.

»  The list of available wallets is viewed and specific wallets are selected for update.

= Wallets are updated or deleted. Update operations for password-protected wallets
require that you enter the wallet password.

»  The wallet password can be changed for password-protected wallets.
s The wallet can be deleted.

= Wallets can be exported and imported.
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6.8.3.2 Wallet Operations
Typical operations for the Oracle Wallet include the following:

Creating wallets, including auto-login, self-signed, and password-protected
wallets

Changing a self-signed wallet to a third-party wallet

Note: Third-party wallets contains certificates signed by a trusted
Certificate Authority (CA).

Exporting and importing wallets to and from the file system

Deleting a wallet.

6.8.3.3 Certificate Lifecycle

The following provides a summary of the steps in a certificate's lifecycle:

1.

o a & 0 N

Create an empty wallet (that is, a wallet that does not contain a certificate request).
Add a certificate request to the wallet.

Export the certificate request.

Use the certificate request to obtain the corresponding certificate.

Import trusted certificates.

Import the certificate.

6.8.3.4 Certificate Operations

Common certificate operations include:

Creating a certificate request

Exporting a Certificate, Certificate Request, or a Trusted Certificate
Importing a Certificate or a Trusted Certificate

Deleting a Certificate Request, a Certificate, or a Trusted Certificate

Converting a Self-Signed Certificate into a Third-Party Certificate.

Note: Third-party certificates are signed by a trusted Certificate
Authority (CA).

6.8.4 Managing Keystores and their Contents

When working with JKS certificates and the keystores in which they are stored, you
must be aware of the operations that can be performed on these objects in the course of
routine administration:

Section 6.8.4.1, "Keystore Lifecycle"
Section 6.8.4.2, "Keystore Operations"
Section 6.8.4.3, "Certificate Lifecycle"
Section 6.8.4.4, "Certificate Operations"
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6.8.4.1 Keystore Lifecycle

Typical life cycle events for a JKS keystore are as follows:

»  The keystore is created. Keystores can be created directly, or by importing a
keystore file from the file system.

»  The list of available keystores are viewed and specific keystores selected for
update.

= Keystores are updated or deleted. Update operations require that the keystore
password be entered.

s The keystore password can be changed.
»  The keystore can be deleted.

= Keystores can be exported and imported.

6.8.4.2 Keystore Operations

Typical keystore operations include the following:
»  Creating or updating a keystore.

= Exporting and importing keystores.

s Deleting a keystore.

s Changing the keystore password.

6.8.4.3 Certificate Lifecycle

Typical life cycle events for a certificate residing in a keystore are as follows:
= A self-signed certificate is automatically created for the keypair.
= A certificate signing request (CSR) is generated, and can then be exported to a file.

»  Certificates are imported into the keystore. You can import both user certificates
and trusted certificates (also known as CA certificates) in this way.

»  Certificates or trusted certificates are exported from the keystore out to a file.

»  Certificates or trusted certificates are deleted from the keystore.

6.8.4.4 Certificate Operations
Common operations on JKS certificates include the following:

= Generating a new key (that is, a new self-signed certificate) for a keystore.
= Generating a certificate signing request.
» Importing/exporting a certificate or trusted certificate into/from a keystore.

s Deleting a certificate or trusted certificate from a keystore.

6.8.5 Managing Credentials

In Oracle Fusion Applications, user and role information such as passwords are
maintained in a domain credential store. The tools you use to update existing
passwords (for routine administration or regulatory compliance), depend on the type
of credentials:

= WebLogic data sources
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These objects contain properties such as the URL or user name and password.
Application components use data sources to obtain connections to a relational
database.

You can create and manage JDBC data sources using the administration tools
provided with Oracle WebLogic Server. For more information about managing
data sources, see Oracle Fusion Middleware Configuring and Managing JDBC Data
Sources for Oracle WebLogic Server and the "Configure JDBC data sources" topic in
Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.

= Application-specific credentials

These credentials provide access to different components of your application. An
example is the credential associated with the designated super-user.

Application credentials are maintained through Fusion Middleware Control or
Oracle WebLogic Scripting Tool (WLST). For details, see the "Configuring the
Credential Store" topic in the Oracle Fusion Middleware Application Security Guide.

This section contains the following topics:
= Section 6.8.5.1, "Changing App ID Passwords"

»  Section 6.8.5.2, "Changing the Oracle Fusion Middleware Administrative User
Password"

6.8.5.1 Changing App ID Passwords

When invoking Web services, Oracle Fusion Applications must rely on a type of
credential known as the Application ID or App ID. Each application has its own App
ID which is initially provisioned for the application.

For information about resetting App ID passwords (a task typically done during
scheduled downtime), see the Application Identity Password Reset And Password
Policy Management section in the Oracle Fusion Applications Security Guide.

6.8.5.2 Changing the Oracle Fusion Middleware Administrative User Password

During the Oracle Fusion Applications installation, you must provide a password for
the Oracle Fusion Middleware administration user. By default, this administrator
takes the Super User value you specified on the Identity Management page when
creating the provisioning plan. The password is the one specified when adding the
user to the identity store.

Then, you can use this account to log in to Fusion Applications Control and the Oracle
WebLogic Server Administration Console for the first time. You can create additional
administrative accounts using the WLST command line or the Oracle WebLogic Server
Administration Console.

You can change the password of the administrative user using the Oracle WebLogic
Server Administration Console or the WLST command line.

This section contains the following topics:

= Section 6.8.5.2.1, "Changing the Oracle Fusion Middleware Administrative User
Password Using the Command Line"

= Section 6.8.5.2.2, "Changing the Oracle Fusion Middleware Administrative User
Password Using the Administration Console"

If your configuration uses FAAdmin as the Oracle Fusion Middleware administrative
user, you can also use the password-reset-tool script to change the password. See
Section 6.8.5.2.
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6.8.5.2.1 Changing the Oracle Fusion Middleware Administrative User Password Using the
Command Line

To change the Oracle Fusion Middleware administrative user password or other user
passwords using the command line, you invoke the
UserPasswordEditorMBean.changeUserPassword method, which is extended by the
security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the Oracle Fusion
Middleware Oracle WebLogic Server MBean Reference.

6.8.5.2.2 Changing the Oracle Fusion Middleware Administrative User Password Using the
Administration Console

To change the password of the Oracle Fusion Middleware administrative user using
the Oracle WebLogic Server Administration Console:

1. Navigate to the Oracle WebLogic Server Administration Console. (For example,
from the home page of the domain in Fusion Applications Control, select To
configure and managed this WebLogic Domain, use the Oracle WebLogic
Server Administration Console.)

2. From the target navigation pane, select Security Realms.
The Summary of Security Realms page is displayed.

3. Select a realm, such as myrealm.
The Settings for the realm page is displayed.

4. Select the Users and Groups tab, then the Users tab. Select the user.
The Settings for user page is displayed.

5. Select the Passwords tab.

6. Enter the new password, then enter it again to confirm it.

7. Click Save.

6.8.5.3 Changing Oracle Identity Management Passwords

In production environments, certain passwords are required to be reset periodically.
For UNIX environments, the password-reset-tool utility provides a way to reset
passwords of bind users used by Oracle Fusion applications and stored in Oracle
Fusion Applications domains. Specifically, this tool can be used to reset passwords of
the following users: FAAdmin, IDROUser, IDRWUser, PolicyRWUser, and ocamadminuser.
For a configuration that does not use FAAdmin as the Oracle Fusion Middleware
administrative user, use one of the methods described in Section 6.8.5.2.

Notes: Typically, a system outage is scheduled and expected while
the password-reset-tool utility is running.

Make a note of the new passwords you submit to the tool (those
passwords cannot be retrieved in plain text and may need to be
provided later on).

6.8.5.3.1 Syntax and Example of Use

To use the password-reset-tool utility:
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Prepare the Oracle Fusion Applications environment for the password-reset-tool
utility by ensuring the following prerequisites are fulfilled:

= Javais installed on the system and inserted in the path.
= ANT is installed on the system and inserted in the path.

= Ensure the provisioning plan is available at APPLICATIONS_
BASE/provisioning/plan/provisioning.plan.

= You know the password for cn=orcladmin (the administrative user for Oracle
Identity Management).

Ensure the Administration Servers for all domains are up. See Section 4.4.4.

At an operating system command prompt for the CommonDomain domain, navigate
to the location of the password-reset-tool utility:

(UNIX) FA ORACLE_HOME/lcm/idmpasswordreset/bin

FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications

The password-reset-tool utility is not available on Windows.

Run the password-reset-tool utility:

password-reset-tool.sh APPLICATIONS_BASE/provisioning/plan/provisioning.plan
where provisioning.plan is the file generated at the beginning of the preverify
phase with the Provisioning Wizard. For more information about the preverify

phase, see "Provisioning a New Applications Environment" table in the Oracle
Fusion Applications Installation Guide.

When prompted, enter the password for cn=orcladmin.

When prompted, enter Y for the password of the users you want to change, and
enter N for all other users.

If you are not using faadmin for the Oracle Fusion Middleware administrative
user, then answer N for that user.

Provide the new password for the users.
Let the utility run to completion (without interruption).

Stop and restart all the Administration Servers. See Section 4.4.4.

6.8.6 Updating Certificates with the Certificate Renewal Utility

Self-signed certificates created in Oracle Fusion Applications 11g Release 4 (11.1.4) and
earlier provisioning versions have a six month life span. Beginning in Oracle Fusion
Applications 11g Release 5 (11.1.5), certificates have a three year life span.

The Certificate Renewal Utility enables you to update your self-signed certificates. You
must run this utility on pre-Release 5 environments to keep those environments
working.

This section contains the following topics:

Section 6.8.6.1, "About the Certificate Renewal Utility"
Section 6.8.6.2, "Location of the Certificate Renewal Utility"
Section 6.8.6.3, "Before Using the Certificate Renewal Utility"
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= Section 6.8.6.4, "Using the Certificate Renewal Utility"
= Section 6.8.6.5, "After Using the Certificate Renewal Utility"

6.8.6.1 About the Certificate Renewal Utility

The certificate renewal utility updates and replaces old self-signed certificates with
new self-signed certificates with a three year life span. The utility updates the
following keystores:

Note: For details about the home directories mentioned here, see
Table 1-4 and Figure 1-6.

= OWSM keystore default-keystore. jks for all available domains under every
host, that is, under:

(UNIX) APPLICATIONS_CONFIG/domains/host_name/domain_home/config/fmwconfig
(Windows) APPLICATIONS_CONFIG\domains\host_name\domain_home\config\fmwconfig

s OWSM keystore owc_discussions. jks for the CommonDomain domain only.

m fusion_trust.jks and host_fusion_identity.jks located in either WL _
HOME/server/1lib or APPLICATIONS _CONFIG/keystores.

s Oracle wallet cwallet. sso file present under WL_HOME/server/1ib.

Note: In a multi-host environment, there are as many host_fusion_
identity.jks files as there are hosts.

6.8.6.2 Location of the Certificate Renewal Utility
The certificate renewal utility is located at:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/facertsutil
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\facertsutil
The utility makes use of a properties file with path definitions. A reference properties

file is located at:

(UNIX)
APPLICATIONS_BASE/fusionapps/applications/lcm/facertsutil/config/crutil.properties
(Windows)

APPLICATIONS BASE\fusionapps\applications\lcm\facertsutil\config\crutil.properties

6.8.6.3 Before Using the Certificate Renewal Utility

Take these steps before running the certificate renewal utility:
1. If SSLis not enabled:

a. Stop all the Administration Servers, either manually or using the fastartstop
utility.

b. Stop the Node Manager.
2. IfSSL is enabled:
a. Stop all the Administration Servers.

b. Stop middle tier components; however, the database and identity
management components can continue running.
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3. Navigate to the location of fusion_trust. jks, either:

(UNIX) APPLICATIONS_CONFIG/keystores
(Windows) APPLICATIONS_CONFIG\keystores

or

(UNIX) WL_HOME/server/lib
(Windows) WL_HOME\server\1lib

4. Run keytool to check the validity of current certificates in the keystore:

keytool -list -keystore fusion_trust.jks
-alias fa-internal.example.com_fusion -v

keytool will prompt for the store password.

5. Ensure that the properties file is configured with the correct paths required during
utility execution.

Here is an example properties file:

# For all the paths append _path as suffix so that the validation
# will be done at the time of loading the properties

# Uncomment either 0ld Path or New Path depending on your environment.
# Best practice to use '/' as path separator

# fusion trust, cwallet_sso and *_fusion identity keystore locations
# 01d path

#wlks_path=APPLICATIONS BASE/fusionapps/S$WL_HOME/server/lib

# New path with flex clone changes

#wlks_path=APPLICATIONS CONFIG/keystores

# Instance specific files FUSION_env and FUSION_prov properties files
# 01d path

#fusion_props_path=APPLTICATIONS BASE/fusionapps/applications/admin

# New path with flex clone changes

#fusion_props_path=APPLICATIONS CONFIG/fapatch

# default and owc_discussions keystore locations across all domains
#domainks_path=APPLICATIONS_ CONFIG/domains

# Certificate validity period in days, configured for 3 years by default.
# This value can be changed as per the renewal requirement
validity_period=1095

# Path of intermediate config property file generated by this utility
# which stores information of all the domains that needs to be updated
# generated with name "domains.properties"
config_prop_path=APPLICATIONS_BASE/fusionapps/applications/admin/

# Application config directory
appnconfig path=APPLICATIONS CONFIG

# domains folder suffix under

# APPLICATIONS_CONFIG/domains/<host_name>/<domains_suffix>

# Based on this suffix we identify the list of domain folders from this

# location

# NEED NOT BE CHANGED unless the convention is changed in creating domain
# folders
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domains_suffix=Domain

6.8.6.4 Using the Certificate Renewal Utility
Take these steps to execute the utility:

1.

Navigate to:

(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/facertsutil/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\facertsutil\bin

Set the JAVA_HOME environment variable to:

(UNIX) APPLICATIONS_BASE/fusionapps/jdké

(Windows) APPLICATIONS_BASE\fusionapps\jdké6

Run the certificate renewal utility using this syntax:

(UNIX)
./facertsutil.sh -inputfile path_ to_properties_file -appbase APPLICATIONS_ BASE

(Windows)
facertsutil.cmd -inputfile path to_properties_file -appbase APPLICATIONS BASE
For example:

./facertsutil.sh -inputfile ../config/crutil.properties -appbase APPLICATIONS
BASE

6.8.6.5 After Using the Certificate Renewal Utility

Take these steps after running the certificate renewal utility:

1.

Navigate to the location of fusion_trust.jks, either:

(UNIX) APPLICATIONS_CONFIG/keystores
(Windows) APPLICATIONS_CONFIG\keystores

or

(UNIX) WL_HOME/server/lib
(Windows) WL_HOME\server\lib

Run keytool to check that certificate validity was extended by the period specified
in the properties file:

keytool -list -keystore fusion_trust.jks
-alias fa-internal.example.com_fusion -v

keytool will prompt for the store password.
If SSL is not enabled:
a. Start the Node Manager.

b. Start all the Administration Servers either manually or using the fastartstop
utility.

If SSL is enabled:
a. Start all middle tier components.

b. Start all the Administration Servers.
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6.9 Data Masking

Data masking is the ability to replace sensitive data with realistic but false data on test
and development databases. Features include:

the ability to keep data properties (data type, width, and so on) intact and provide
realistic data sets for analysis and testing.

ensuring various constraints like (Primary Keys, Uniqueness, Foreign keys) are
maintained, preserving relational integrity.

using user specified formatting rules that ensure custom and packaged
applications continue to work after the data is masked.

This section contains the following topics:

Section 6.9.1, "Introduction to Data Masking"

Section 6.9.2, "Data Masking in Oracle Fusion Applications"

Section 6.9.3, "Managing the Masking Definitions"

Section 6.9.4, "Data Masking in Oracle Enterprise Manager Cloud Control"
Section 6.9.5, "Best Practices when Masking Test Databases"

Section 6.9.6, "References"

6.9.1 Introduction to Data Masking

Data masking is an on-going activity for the Oracle Fusion Applications administrator.
It requires an understanding of masking concepts, methodology, and the
implementation tools:

Section 6.9.1.1, "Masking Terminology"
Section 6.9.1.2, "Types of Sensitive Data"
Section 6.9.1.3, "The FAST Methodology"

Section 6.9.1.4, "Administration Tools"

For more information, also see Oracle Database Real Application Testing User's Guide.

6.9.1.1 Masking Terminology

Key terms used in data masking are as follows:

Pre Masking script - A SQL script that runs prior to the start of masking.

Post masking script - A SQL script that executes after all masking completes. For
example, such a script can be used to recompute aggregated columns after the
detailed data is masked. This ensures that aggregated and masked columns are
consistent and the totals match.

User-Defined Function (UDF) - A user-defined function takes the original value,
the row id, and column name to generate the mask value. A single column format
can be a combination of one of more formats including UDFE.

Post-processing function - This is a special case of a user-defined function. A post
processing function (PPF) is called after the mask value is generated using the
specified format. The function takes the generated mask value and further
modifies it to produce the actual mask value.

For example if the format used Random Number (1000,10000) and Post Processing
Function (checksum) a number between 1000 and 10000 is generated and this
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value is fed into the PPF. The PPF computes the checksum and appends it to the
original number and returns the new mask value.

There can be only one PPF to a column. A PPF cannot be the only format for a
column. There has to be some other format preceding the function.

6.9.1.2 Types of Sensitive Data

Examples of sensitive data include:

= Salary information

s Government IDs like drivers' license numbers and social security numbers
s Geographical data such as GPS coordinates

Each product family has its own set of sensitive data types.

For details about sensitive data types, see the Oracle Fusion Applications Security Guide.

6.9.1.3 The FAST Methodology

Data masking requires the user to implement the FAST (Find, Assess, Secure, Test)
methodology:

[ ] Find

The first step is to identify sensitive data that should be subject to data masking.
This includes personally identifiable data or information that could be misused.
Examples include:

- Salary Information

— Diriver's License Number
- Military Service ID

— Biometrics Data

Another aspect of this effort is to determine where this data is located. The
recommended procedure involves:

- Defining pattern-matching rules against sensitive tables and columns.
Examples of such rules include a column name like "*SSN*" or column format
T - H

For database independence, applications typically do not store the primary
key-foreign key relationships in the database itself; rather, the relationships
are enforced in the application. To support this, the Data Masking Pack
provides administrators with the ability to register these relationships so that
columns in related tables, such as EMPLOYEE_ID, MGR_ID, are masked identically
using the same masking rules.

- Searching Oracle databases to find these patterns.
— Importing the relevant database fields into a data privacy catalog.
— Maintaining the catalog as new fields are identified.

= Assess

In this phase you specify how each sensitive field is to be masked, that is,
transformed into a non-sensitive representation while maintaining the field's
structure. This is typically accomplished through a data masking definition, which
associates tables and columns in a schema with appropriate masking formats. An
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example is a mask format that converts the name "John" in the Employee table to
IVAndy".

The Data Masking definition contains a list of sensitive columns in the application
tables, such as employee social security numbers, and its corresponding
association with data masking formats, such as a fictitious social security number
generator.

Note: Oracle Fusion Applications provide a set of default mask
templates for basic sensitive fields; administrators can update these
definitions according to application requirements. For details about
viewing and updating masking templates, see Section 6.9.3

s Secure

This phase enables the masks to be executed securely to generate the masked data.
Notable aspects of this phase include:

—  Production database cloned in restricted mode for the execution

- Privilege delegation allowing the mask to be executed with tools like sudo or
PowerBroker

— Generation of test database
s Test

The test phase involves comparing before and after values for verification. Redo
logs are available to restore data to pre-mask state.

6.9.1.4 Administration Tools

Data masks and masking definitions are created and managed with Oracle Enterprise
Manager Cloud Control.

6.9.2 Data Masking in Oracle Fusion Applications

The Oracle Fusion Applications administrator must take certain considerations into
account when implementing data masking for an application. For example, free space
requirements must be evaluated to ensure that adequate resources are available to the
masking job. The following instructions provide guidelines:

= Section 6.9.2.1, "Requirements for Data Masking"
= Section 6.9.2.2, "Sensitive Data in Oracle Fusion Applications"

= Section 6.9.2.3, "Masking Definitions"

6.9.2.1 Requirements for Data Masking

You should be aware of certain background information, prerequisites, and
requirements before undertaking data masking operations in your environment.

This section contains the following topics:

= Section 6.9.2.1.1, "Data Model Descriptions”
= Section 6.9.2.1.2, "Required Versions"

= Section 6.9.2.1.3, "Preliminary Steps"

m  Section 6.9.2.1.4, "Temporary Space Requirements"
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= Section 6.9.2.1.5, "Database Free Space Requirements"

= Section 6.9.2.1.6, "Database and Operating System Parameters"

= Section 6.9.2.1.7, "Role Requirements"

s Section 6.9.2.1.8, "Custom Field Masks"

= Section 6.9.2.1.9, "Production-to-Test Requirement"

6.9.2.1.1 Data Model Descriptions You must understand the data model for your
application data when deciding how and what to mask. For data model descriptions,
see the product-specific documentation from Oracle Enterprise Repository for Oracle
Fusion Applications.

6.9.2.1.2 Required Versions

Data masking requires the following:

s Oracle Database 10g Release 2 or Oracle Database 11g Release 1

s Oracle Enterprise Manager Grid Control 10g Release 4 or Oracle Enterprise
Manager Cloud Control 12c

s The Oracle Data Masking Pack

6.9.2.1.3 Preliminary Steps

You must perform certain steps, such as installing a format library and configuring
temp spaces, before using data masking in an Oracle Fusion Applications
environment:

1. Install the FMTLIB package, which contains functions needed to perform data
masking.

a. Locate these scripts in your Oracle Enterprise Manager installation:

$PLUGIN_HOME/sqgl/db/latest/masking/dm_fmtlib_pkgdef.sqgl
SPLUGIN_HOME/sql/db/latest/masking/dm_fmtlib_pkgbody.sqgl

b. Copy these scripts to a directory in your target database installation.

c. Execute the scripts using SQL*Plus, connected as a user that can create
packages in the DBSNMP schema (SYSTEM or SYS).

2. Apply any required patches. Data masking requires a specific Oracle Database
version and patch set. See Section 4.8.

3. Install the agent on the database host using Oracle Enterprise Manager.
4. Discover the database using Oracle Enterprise Manager.

5. Change the temp spaces used for data masking to "Auto Extend" from Cloud
Control Console:

a. Click Targets, then Databases.
b. Select the database and log in.

0

Navigate to Administration, then Storage, then Datafiles.

o

On the Datafiles page, enter temp in the Object Name search box. Press Go.
The temp spaces are displayed:
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Datafiles
Ohbject Type| Datafile -
Search
Select an object type and optionally enter an object name to filter the data that is displayed in your results set.
Ohject Narne. Go

By default Datafiles ave case-sensitive searches To yun am exact match, double quote the search string Tou can use the wildeard symbol (%) in 3 double quated string

Create
Edit | View | Delete |Actions| Create Like ~| Go

File Name &
Jtest/srkd3z/mycorp
Jdbjapps_st ADES_TEMP ONLINE 100000 cooo I 000 327E7.000 vES
fdataadbstemp dbf

ftest/srkd32 fmycorp

€ fdb/apps_st FUSION_TEMF ONLINE 2,550 000 oono N C00 32,767,000 VES
fdataffusion_tempol dbf

Auto

Select Tablespace | Status | Size MB) | Used ME) |Used t4) Maximum File Size (ME) |Eaend

f1es1/srkd 32 fragcorp

©  jdbjapps_st FUSION_TEMP ONLINE 4,096 000 cooo I 000 32,767.000 YVES
fdatafTusion_tempoZ. duf

ftest/srkd32 fmyeorp

€ jdb/apps_st TEMPL OMNLINE 4,350.000 oono N C00 32,767,000 VES

Jdataftempl_03.dbf %
ftest/srkd 3z /mycorp

 jdbjapps_st TEMPZ ONLINE 2,550 000 3000 012 32,767 000 YES
Jdataftempl_04.dbf

ftest/srkd32 fmyeorp

€ jdb/apps_st TEMPZ ONLINE 2,550.000 zo00 [N 00E 32,767,000 VES

Jdataftempl_05.dbf
ftest/srkd 3z /mycorp

© fdbjapps_st TEMPL ONLINE 4,200 000 oo0 I 00 32767000 YES
Jdataftempl_08.dbf
When configured correctly for masking, as in this example, auto-extend is
enabled for the temp spaces.

e. If you need to set auto-extend, edit each temp space in turn by selecting its
radio button and clicking Edit. Change the value for each space as shown
here:

Datafilez = Edit Datafile: adbzstemp.dbf
Edit Datafile: adbstemp.dbf

File Mame adbztemp.dbf
File Directory Aslot/abcd 344/ mpcorp/db/apps/data
Tablezspace ADES_TEMP

Statuz @ Online
~ Offline

File Size |100 IMB vl
Storage

Il Automatically extend datafile when full (AUTOEXTEND)

Increment |150 IMB vl
Maxdmum File Size ¢ Unlimited

G‘Value|32767| IMB .[

6.9.2.1.4 Temporary Space Requirements As shown in Step 3 of Section 6.9.2.1.3 it is
recommended that you auto extend your temp files as masking requires additional
space for processing. The amount of additional space you need depends on your data.
Broadly speaking, masking takes up approximately two times the size of the largest
table being masked.

The temp space is needed for two reasons:
s To perform sort and join operations during masking.

The space requirement is not straightforward to estimate as it depends on whether
sorts and joins go to disk, which in turn depends on how much memory is
available on the machine. Try to keep at least as much space as the size of your
biggest masked table for sort and join processing.

=  For space taken up in the default user tablespace for temporary masking tables.

The size of the temp tables is twice the size of all the columns being masked. Since
these tables are dropped after processing, the space is released after masking
completes.
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6.9.2.1.5 Database Free Space Requirements

Ensure that sufficient free space is available to the database before executing the
masking job.

Calculate the free space requirements as follows:

largest table being masked +

total size of mapping tables for all columns in that table +

temporary tablespace (roughly twice the size of the largest mapping table, as
stated under Temporary Space Requirements above)

6.9.2.1.6 Database and Operating System Parameters The following database
configuration is recommended:

max_dump_file _size = 200M
memory_target = 26G
pga_aggregate_target = 6G
sga_max_size = 26G
sga_target = 0

The following operating system configuration is recommended:

= Memory Address Space: Unlimited. For example, in the
/etc/security/limits.conf file:

oracle soft memlock unlimited
oracle hard memlock unlimited
s Memory Map Areas: 200000. For example,
[my@host ~/rhel]$ /usr/local/packages/aime/ias/run_as_root su

[root@host rhel# echo 200000 > /proc/sys/vm/max_map_count

6.9.2.1.7 Role Requirements

The user executing the data masking script must have the dba role. If Virtual Private
Database (VPD) security policies are used or Oracle Database Vault is enabled for the
database, the user must be SYS.

Additionally, the user may need to have direct grants to objects for any PL/SQL
objects provided to user-defined functions or post-processing scripts.

Optionally, you can grant EXEMPT ACCESS POLICY privilege to the masking user to
bypass all VPD policies.

6.9.2.1.8 Custom Field Masks

Oracle Fusion Applications include a set of out-of-the-box masking definitions to mask
common sensitive data like employee information and credit card numbers. However,
these default mask templates cannot account for custom data such as flex fields since
these are specific to your application.

You can update the standard masking definitions to include additional flex fields and
custom data. For details about viewing and updating masking templates, see
Section 6.9.3.
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Note: Be aware that certain sensitive custom attributes may depend
on tables in other product families. For example, Procurement
masking is dependent on Oracle Fusion CRM (for Suppliers and
related entities, and for Procurement Contract terms and deliverables),
on Oracle Fusion Supply Chain Management (for Items), on Oracle
Fusion HCM (for Workers and Organizations), on Oracle Fusion
Financials (for Ledgers), and on Oracle Fusion Project (for Projects and
related entities).

6.9.2.1.9 Production-to-Test Requirement

During the production-to-test process, you must replace the production user names
with dummy user names. This mandatory step is needed to avoid breaking
anonymization.

6.9.2.2 Sensitive Data in Oracle Fusion Applications
Oracle Fusion Applications identify the common sensitive data types for each product
family.

You can use Oracle Enterprise Manager Cloud Control to view the sensitive attributes
specified in the masking definitions. You can update the definitions with any
additional desired sensitive attributes, such as flex fields or other customized fields.

For details about how to view and update masking templates, see Section 6.9.3 and
Section 6.9.4.

For additional information about data masking, see the Oracle Fusion Applications
Security Guide.

6.9.2.3 Masking Definitions

A masking definition specifies the columns to be masked and the format of the
masked data. Out-of-the-box "template” masking definitions are provided for each
family of Oracle Fusion Applications.

Masking definitions in XML format masks enable the data masking utility to identify
the database tables, columns, and column formats of the data being masked.

For details, see the Oracle Fusion Applications Security Guide.

6.9.3 Managing the Masking Definitions

You can modify the default masks provided with Oracle Fusion Applications, and
create your own masking definitions. Use Cloud Control Console to manage and
maintain the data masking definitions.

Note: To configure Oracle Enterprise Manager Cloud Control, see
Section 6.9.4.

This section contains the following topics:
= Section 6.9.3.1, "Viewing and Modifying Data Masking Definitions"
= Section 6.9.3.2, "Generating the Masking Script"

= Section 6.9.3.3, "Customizing Mask Formats"
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Oracle Enterprise Manager Cloud Control Console online help provides more details
on these topics.

Note: You must follow the instructions in Section 6.9.2.1 before you
can perform the operations described here.

6.9.3.1 Viewing and Modifying Data Masking Definitions

Note: The procedure in this section assumes that the masking
template file has been imported. If you have not done so already, see
Section 6.9.4.1, "Importing the Masking Templates".

You can view and modify out-of-the-box data masking definitions as follows with
Cloud Control Console:

1. Ensure that the masking template file has been imported. For details about this
task, see Section 6.9.4.1, "Importing the Masking Templates".

2. Navigate to Enterprise, then Quality Management, then Data Masking
Definition.

3. Click the Targets tab.
4. Click the Databases secondary tab.

5. Select the database whose mask definition you are configuring from the list of
databases.

6. Under Related Links, select Data Masking Definitions. The Data Masking
Definitions page lists the current masks for the database:

Data Masking Definitions

Datamasking iz the process of making sensitive information in test or non-production databazes safe. It disguizes sensitive information by overwriting it
wwith realistic looking but false data of a similar type. 4 masking definition definez the columns to be masked and the format of masked data. You can create
a new mazking definition or uze an exizting definition for a masking operation. The Format Library containz a collection of ready-to-use masking formars

Search | Masking Definition ;I Go Import | Create

View| Edit | Generate Script | Schedule Job | Delete |Act1ons Clone Database ;l 30

Application Data
Model

Mozt Recent Job
Select | Mazking Definition 4 Description | Columns | Status Ended

SOL Performance inalyzer
ask

[ CRM masking crm admz 41 Seript Generated

Format Library
4 mazking format definez the format of masked data. Tou can create a new masking format and reuse it later when creating a masking definition.
Format Librazy

7. Select the mask definition you wish to view or update and click Edit.
8. Login to the database.

9. The Edit Masking Definition page appears. It lists the columns included in the
mask definition.
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Edit Masking Definition: CRM masking
Cancel [ OF
#Mame |CRM masking
* Application Data Model [crm adm2 45
#Reference Databaze | mpdb_abodd ;l
Deszcription
Workleads

Capture filez and $QL Tuning Sets may be masked slong with the sensitive columns in the databage, Uze of the $QL Expression format and conditional
magking iz not allowed while Workload Mazking is enabled.

[ Ensure Workload Masking Compatibility

Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain
referential integrity. Dependent cohunne are columns that do not have foreign key constraints defined, but reference a masked column due to
application level constraints. Tou can manually add dependent columns to a masked column, Removing 2 column from thiz list will remose all
foreign key and dependent columnzs

Remove 1-100fdl v | Mext 10

Select AL | Select None

Add

Sensitive

Column Column
Select | Owmer | Table Calumn Type Group | Data Type Format | Foreign Fey Columns | Dependent Cohimns
[T FUSION MFL LM LEADS BUDGET_4MOUNT UNDEFINED HUMEER giﬁ’ 0 0
[T FUSION MKL LM LEADS DEAL SIZE UNDEFINED HUMEER g‘:f 0 0
[T FUSION MKL_IM_IEADS DESC_TEXT LMD EFIMED WARCHARZ(ZO00) gii’ Q Q
[T FUSION MEL_LM_LEADS LEAD _NAME [INDEFINED VARCHARZ{ZS0) g‘zy [ 0
[T FUSION MOO_OPTY MAME LMD EFIMED VARCHARZ(Z75) gii’ 0 0

10. A number of operations are available on this page:
s To add another column to the definition, click Add.
s To modify a column format, click the Format icon.

s Toremove a column from the mask definition, check the box and click
Remove.

11. To introduce a new column into the definition, for example, click Add. The Add
Columns page appears.

12. To locate the column, enter the schema and table name and click Search.

In this example, we search the MOO_REVN table in the FUSION schema:

Data Masking Definitions = Edit Masking Definition: CEM mazking = Add Columnz
Add Columns

Application Data Model crm adm?2 Database mpdb abcdd Cancel | idd | Define Format and 4dd
LoggedIn iz FUISION

Add one or more columns for masking. Foreign key columns will be added automatically. You can define masking format at once for all selected columns if
they have the same data type.

Search
Schema |FUSION % Cohamn Mame
Table Mame |MOO_REVIT Column Comment

Search

O Mask zelected colnns ag a group

Sensitive Column Type Enter 2 string in colimn conuments.

Select 4l | Select Mone
Sensitive

Select | Owmer Table Name Column Mame Column Type Data Type Comment
O FUSION  MOOQ_REVH COST_4MT Undefined NUMEBER Cost amount
[ FNION Moo _REVH DOWRSIDE_AMT TUndefined NITMEER Worst case amount
O FIISION MOO_REVM EFECT_AMT Undefined MUTMEBER Expected revernie am ot
v FIOSIOM  MOO_REVH MARGIMN_AMT TUndefined IMUTMEER Margin amount.
O FUSIOI\% MO _REVM QT¥ TUndefined IMUTMEBER Product quantity.
r FIOSION  MOO_REVH RECMD _REVI_aMT TUndefined MUIMEBER RECMD _REVIH_4MT

13. Select the checkbox for the MARGIN_AMT column and click Add.

The Edit Masking Definition page reappears, with MARGIN_AMT added to the
column list.
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Unlike the other columns, the format toolbox icon for MARGIN_AMT is
displayed in red, which means that no mask format has yet been defined for the
column. You must specify a format for this column to complete the definition.

14. Click on the toolbox icon. The Define Column Mask page appears.

Data Masking Definitions = Edit Mazking Definition: CEM masking = Define Column Mask
Define Column Mask

Owner FUSION Table MOO_REVH
Column MARGIN_AMT Data Type NIMBER Mﬂ

By default 21l records in the table will be masked using the specified formar. You can optionally identify more than one subzet of records uging
conditions. Each subzet can be masked using a corresponding masking format. The subzets will be masked in the order they are specified 4 subset will
not be masked again even when it matches a subsequent condition.

Add Condition
M Format Entry | Random Mumbers = A
Expand A1 | Collapse AT
Format Entry Properties
Select | Condition Property |Va1ue Property Talue | Sample Remuovre
% Conditions
o 7 Defaudt Condition
(hdd aformat entry

Cancel | OK

15. You can now specify a mask format entry for MARGIN_AMT using the
drop-down box. Click Add to complete the process.

In this example we select a random number format and specify the start and end
lengths. To see how the masked data will appear in this format, click the Sample
icon.

Data Masking Definitions > Edit Masking Definition: CRM masking = Define Column Mask
Define Column Mask

Owner FUSION Table MOO_REVH
Column MARGIN_4MT Data Type NIMEER Mﬂ

By default all records in the table will he masked uzing the zpecified formar. You can optionally identify more than one subget of records using
conditions. Each zubzet can be masked using a corresponding masking format. The subzets will be masked in the order they are specified 4 subeet will
not be masked again even when it matches a subgequent condition.

Add Condition
Import Format Format Entry | Random Numbers ;I Add
Expand Al | Collapse AT
Format Entry Properties |
Select | Condition Property | Talue | Property | Value | Sample Remoye
7 Conditions
ol 7 Default Condition 52 e
Random Mumbers Start Value |2 End Value 156 :§
Cancel | OF

Note: You can use the Import Format button to import an existing
format entry.

16. Click OK. Cloud Control checks that the entry is valid for the column's data type.
The Edit Masking Definition page reappears, and the MARGIN_AMT column
now has a valid mask format.

Click OK to save the masking definition.

Likewise, starting at the Edit Masking Definition page (Step 7 above), you can modify
the definition of an existing column by clicking its Format icon. This is useful, for
example, when you wish to customize the properties of a column's format entry, or
specify a different format entry for the column.
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6.9.3.2 Generating the Masking Script

When you modify a data masking definition by adding or removing columns, or by
modifying an existing column's mask format, you must regenerate the SQL masking
script to incorporate your changes. To generate the script:

1. Follow Steps 1 through 7 of Section 6.9.3.1 to display the data masking definitions
for the database.

2. After a masking definition is modified, its status is listed as Script Not
Generated."

Select the definition and click Generate Script.
3. After processing is complete, you can:
= Integrate the masking script with the clone database process

= Schedule execution of the script to perform the masking operation.

Script Generation Results: MASKING_DEF_437

Databaze mpdb_abcdd Mumber of Tables 1 Retwrn
LoggedIn &z FUSION Columns 5

Script Options

Usze zcript to clone and mask the database. Clone And Mask

Schedule the data masking job. The script will be executed by the job to perform the masking operation. Schedule Job
W Script
The zcript summary iz alist of the databaze commands that will be uzed to mask the gelected columnsz. The full zcript
iz a FL/30L script that includes functions, procedures, and other commands needed during the masking operation.
The full zcript will be executed by the job to perform the masking operation.
View (% Script Summary ¢ Full Script

Sawe Full Seript

-- Target databaze: mypdb_abcdd ﬂ
-- Script generated at: 15-TOL-2012 14:43
COMMIT

ALTER SESSION ENAELE PARATTFT DML
DEOF TABLE "MGMT _DM_TT_441" PURGE
declare
adj mumber: =0;
num maunber: =0;
begin
zelect lengthicount ) into adj from (zelect distinet "EXPECT_AMT" from "FUSION""MOO_REVI'";
num (= adj;
adj ;= greatest(adj - 3, O;
execute immediate 'create table MGMT _DM_TT 441
forig_wal rull, new _wal mull, delete _sal null) NOLOGGING PARALLEL as
zelect CASTinull 45 NUMEER) orig_val, CASTinull 45 NUMEER) new_val, CASTID 45 NUMEER) delete_val from dual
union all LI
select s.orig_val,

= Impact Report

Return

Note: The results page also displays the generated SQL script, which
can be modified as well.

6.9.3.3 Customizing Mask Formats

The format library is a collection of common, ready-to-use masking formats you can
use in masking definitions. Oracle Data Masking enables you to extend the default
mask format library by tailoring the existing formats, or creating new formats to meet
your own business needs.

Take these steps to add a new format:
1. Follow steps 1 through 3 of Section 6.9.3.1 to select the database instance.
2. Under Related Links, select Data Masking Format Library.
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Format Library
The Format Library containg a collection of ready-to-use masking formats which can be uzed when creating a masking definition.

Search Fnrmat;l ﬂ Export | Import | Create

Views ‘ Create Like ‘ Edit | Delete |

Data
Select | Format Type Sengzitive Cohamn Type Sample Degcription Owher
American Express Credit

~10 hillion unigque American Express
ol Card Mumber Character CREDIT_CARD _MNUMEER 3445515660530201 credit card numbers SYSMAN

Dizcover Card Credit Card ~10 billion unique Discover Card credit

@ (e Character CREDIT_CARD NUMEER 6011727165448065 oy Clon un STSMAN
MasterCard Credit Card ~10 billlon unigque MasterCard credit card

@ |EaEs Character CREDIT_CARD NUMEER SSE6461165748424 1o b STSMAN

" Visa Credit Cardfumber  Character CREDIT_CARD NUMEER 4455562152571154 L0 bllion vnique Visa credit card STSMAN

" Generic Credit Cavd Mumber Character CREDIT_CARD_NUMBER 4532700865807105 L0 billion unique generic credit card gy
Generic Credit Card Mumber ~ ~ o ~10 billion unique generic \:rliu card

O | Feneric Cr Character CREDIT_CARD _NUMBER 100-0984-2095-2078 7 bl STSMAN
Mational Insurance Mumber Generates unique UK National Insurance

) [ Character NATIONAL_[NSURANCE_NTUMEER ZZ 614363 D enerale STSMAN

" Sociallnsurance Mumber  Character SOCIAL INFURANCE NUMBER 222467045 -1 billion unique Canadian 3ocial STSMAN

Insurance Humbers

3. When adding a new format, you can take an existing format as a starting point.
For example, to create a new format for credit card number fields, you can select
an existing credit card format and click Create Like.

Create Format

*Mame |Custom Credit Card Humber
* Zensitive Column Type |CREDIT_CARD _NUMEBER. ‘-h
Dezcription |~10 billion unique Viza credit card mambers

Format Entries
Define magking format by adding one or more format entries of different types.

4dd | Array List =l Go
Type Dezcription kEd.u Remove
Random Digits Digits Length Range: 10 - 10 g? =?

Post Processing Punction  |DBSMMP DM_FMTLIB MGMT_DM_GEN_VC

The funetion can either be a standalone funetion (Example scottimasking fune) or 3 function specified inside «
seottmasking pkg checksum).

Sample Masked Data
Samples are generated uzging defined format. Use Refresh to re-generate samples Refresh

* 4435557541583041
* 4027587506240861

4. Enter a descriptive name for the new format, and use the drop-down list under
format entries to select a masking format. You may also specify a different
post-processing function if desired.

Similarly, you can modify existing formats or create new formats on the Format
Library page.

6.9.4 Data Masking in Oracle Enterprise Manager Cloud Control

This section contains these topics:
= Section 6.9.4.1, "Importing the Masking Templates"
= Section 6.9.4.2, "Submitting the Masking Script"

6.9.4.1 Importing the Masking Templates

Data masking on Cloud Control requires the following templates, which are shipped
in the emfa sysman directory:

ADM_Oracle_Fusion_Applications_1.0_EM 12.1.0.1.0_Combined_Template.xml
Mask_Oracle_Fusion_Applications_1.0_EM_12.1.0.1.0_Combined_Template.xml
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Note: Data masking templates will be made available in a future
Oracle Database plug-in release through the Self Update feature in
Cloud Control, which enables you to obtain information about new
updates and to review, download and apply the updates.

Use the following procedure to import the out-of-the-box data masking templates on
Cloud Control:

1. Grant Permissions.

Use the FUSION user for all subsequent steps. Grant select_catalog_role and
select any dictionary and DBA to the FUSION user.

2. Deploy the TDM package.

a.

b.

Navigate to Enterprise, then Jobs, then Job Activity.

From the os command list, select Deploy Test Data management packages
and click Go.

Enter the job name, click add, and add the database where masking is to be
run.

Click parameters. From the list, select fusion driver.

Click credential and enter the FUSION credentials. This user must have all the
privileges specified in Step 1.

Click parameters. Change Application Type to Oracle Fusion
Applications.

Click submit.

When the job completes, verify that it succeeded. Review the job details and
make sure there are no errors.

3. Import the Application Data Model (ADM).

a.

Navigate to Enterprise, then Quality Management, then Data Discovery and
Modelling menu.

Click Action, then Import. Provide the ADM XML file ADM_Oracle_Fusion_
Applications_1.0_EM_12.1.0.1.0_Combined_Template.xml, the ADM name,
and the FUSION database.

If prompted for database credentials, provide the FUSION user credentials.

You might see one or more warnings indicating that duplicate sensitive types
were not imported; these warnings can be safely ignored.

4. Create a verification job.

a.

o

a o

f.

Navigate to Enterprise, then Quality Management, then Data Discovery and
Modeling.

Select the ADM you just imported. Navigate to Action, then Verify.
Click Create Verification Job.

Provide a job name and job description.

Click New Credential, and provide the FUSION credentials.

Schedule the job to start immediately, and click Submit.

5. Check the job status.
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a. When the verification job completes, navigate to Enterprise, then Job Activity,
then select all job status.

b. Click go and check that your job completed successfully.
6. Import the masking template file.

a. Navigate to Enterprise, then Quality Management, then Data Masking
Definitions. A list of masking definitions appears. Click Import.

b. Import the masking template file Mask_Oracle_Fusion_Applications_1.0_
EM_12.1.0.1.0_Combined_Template.xml.

¢. Provide the masking definition name.
d. For the ADM name, specify the name of the FUSION ADM you created.
e. For the database name, specify the FUSION database.

7. Select the mask definition and click the generate script button.

Script generation can take a few hours, so consider running it on VNC or on a
terminal that will be available for a while to allow the job to complete. (If you run
it on a laptop and have to disconnect it during execution, you will lose the browser
that was generating the script.)

8. When the job completes, you can view the impact report and save or view the
script.

6.9.4.2 Submitting the Masking Script

After you have imported the masking template and generated the masking script by
using the procedure described in Section 6.9.4.1, "Importing the Masking Templates",
submit the masking script for execution by clicking submit job at the script generation
page in Cloud Control.

6.9.5 Best Practices when Masking Test Databases

Identity data can reside in a number of repositories: the Oracle Database, the
production identity store (an LDAP store), and the Oracle Identity Manager database.

In the current release, when you implement data masking, the identity attributes are
only masked (anonymized) in the Oracle Fusion Applications database. To preserve
masked values, ensure that these best practices are followed when using the masked
data for a test database:

1. Do not run the Enterprise Scheduler Service (ESS) job to synchronize the LDAP
identity store and the Oracle Fusion Applications database, since doing so would
reset the identity attributes in the database to their unmasked values.

2. Setup "dummy" test users to perform the testing.
3. Donot:
= Log in to the test database as a real user.

= Update a user's attributes in either the LDAP identity store or the Oracle
Identity Manager database.

Doing so will reset that user's attributes to their unmasked values, allowing them
to see their own masked record in employee self-service, deduce other people's
identities by following the hierarchy, and so on.

In short, it is essential that you maintain close access control to databases holding live
cloned data, and make testers aware of their obligations and responsibilities regarding
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the data. As far as is possible, the processes around test data based on live data should
mirror the processes around the live data itself. In particular, testers must not use
privileged access to look beyond what they need to perform the required tests. For
example, they must not try to work out to whom the data pertains, or try and find
private information to satisfy their own curiosity.

6.9.6 References

For a detailed tutorial of data masking:
1. Gotohttp://www.oracle.com/technetwork/tutorials/index.html.
2. Click the link to access the learning library.

3. In the search field, enter Replacing Sensitive Data Using the Data Masking
Pack and press Return.

4. Select a lesson by clicking the link, then click Begin OBE.

For additional information about securing sensitive data, Oracle Fusion Applications
data security policies, and related topics, see the Oracle Fusion Applications Security
Guide. The Privacy chapter explains how Personally identifiable information (PII) is
defined and protected.

For deployment guidelines, see Oracle Fusion Applications Customer Relationship
Management Enterprise Deployment Guide.

6.10 Securing Web Services

Oracle Web Services Manager (WSM) provides a policy framework to manage and
secure Web services consistently across your organization. Oracle WSM is available to
the following users:

= Developers, at design time through Oracle JDeveloper

= System administrators in production environments by means of Fusion
Middleware Control and command-line tools

The Oracle WSM policy framework secures Web services with policies, which describe
capabilities and requirements such as whether and how a message must be secured,
whether and how a message must be delivered reliably, and so on.

This section contains the following topics:

= Section 6.10.1, "Local Policy Attachment”

= Section 6.10.2, "Global Policy Attachment"

= Section 6.10.3, "Web Services Security Profiles"

= Section 6.10.4, "Key Exchange with the Domain Hosting Oracle Identity Manager"
= Section 6.10.5, "Web Services Security Hardening"

For more information about the Oracle WSM policy framework, see the
"Understanding Oracle WSM Policy Framework" section in the Oracle Fusion
Middleware Security and Administrator’s Guide for Web Services.

6.10.1 Local Policy Attachment

A policy subject is the target resource to which the policies are attached. Examples
include Web services endpoints, Web service clients, SOA service endpoints, SOA
clients, and SOA components.
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Directly attaching one or more policies to a policy subject is referred to as "Local Policy
Attachment" (LPA). Table 6-21 lists key tasks related to LPAs.

Table 6-21 Common LPA Operations

Operation Reference

Configure LPA using "Attaching a Policy to a Single Subject" section in the Oracle Fusion Middleware Security
Fusion Middleware and Administrator’s Guide for Web Services

Control and WLST

Attach "no behavior" "Disabling a Globally Attached Policy" section in the Oracle Fusion Middleware Security

policies for Web Services  and Administrator’s Guide for Web Services
and Web Service Clients

Remove LPAs for all Web ~ "Attaching a Policy to a Single Subject” section, subsection titled Attaching a Policy to
services a Web Service Using WLST (Step 4) in the Oracle Fusion Middleware Security and
Administrator’s Guide for Web Services

Troubleshoot Web service "Diagnosing Problems" chapter in the Oracle Fusion Middleware Security and
security Administrator’s Guide for Web Services

6.10.2 Global Policy Attachment

A policy set, which can contain multiple policy references, enables you to attach
policies globally to a range of endpoints of the same type. By attaching policies
globally in this way, referred to as Global Policy Attachment (GPA), you can ensure
that all subjects are secured by default. Table 6-22 lists key tasks related to GPAs.

Table 6-22 Common GPA Operations

Operation Reference

GPA concepts and usage; "Attaching Policies Globally Using Policy Sets" section in the
determining if a Web Oracle Fusion Middleware Security and Administrator’s Guide for
service or client is Web Services

security-enabled

Create GPAs using Fusion ~ "Creating and Managing Policy Sets" section in the Oracle
Middleware Control and Fusion Middleware Security and Administrator’s Guide for Web

WLST Services

Disable GPAs "Enabling and Disabling a Policy Set" section in the Oracle
Fusion Middleware Security and Administrator’s Guide for Web
Services

Determine what policies are "Calculating the Effective Set of Policies" section in the Oracle
enforced when both LPA Fusion Middleware Security and Administrator’s Guide for Web
and GPA are defined Services

View policies attached toa  "Viewing the Policies That are Attached to a Web Service"
Web service section in the Oracle Fusion Middleware Security and
Administrator’s Guide for Web Services

Validate a policy set "Validating a Policy Set" section in the Oracle Fusion
Middleware Security and Administrator’s Guide for Web Services

6.10.3 Web Services Security Profiles

Oracle Web Services Manager supports three Web services security profiles:
= AuthN Profile
»  SSL Profile - provides transport-level security

= Message Security Profile - provides message-level security
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Out-of-the box, Oracle Fusion applications are provisioned with the AuthN profile.
You can move your deployment to a different profile if needed.

6.10.4 Key Exchange with the Domain Hosting Oracle Identity Manager

During provisioning, all Oracle Fusion Applications domains are set up to use a
common keystore and credential store, whereas the Oracle Identity Management
domain (which includes Oracle Identity Manager) uses a separate keystore, and stores
credentials in a logical domain. Provisioning does not set up trust between these
keystores. This section explains how to exchange trust with the Oracle Identity
Manager domain, enabling Web services security when this domain is involved.

For additional background and information on the certificate exchange needed to set
up Web services security trust, see the Oracle Fusion Applications Security Hardening
Guide.

Exporting a Keystore Alias from Application Domain
Take these steps to export the keystore alias:

1. Navigate to the DOMAIN_HOME/config/fmwconfig directory of the domain.

2. Run the keytool command to export the alias into a file called orakey.cert using
syntax like in this example:

JAVAHOME /bin/keytool -exportcert -alias orakey -file orakey.cert -keystore
default-keystore.jks -storepass keystore-password

This command creates a file called orakey.cert containing the exported orakey
alias.

When using this command, specify the alias name and keystore password
applicable to your environment.

Importing a Keystore Alias into Oracle Identity Manager Domain
Take these steps to import the keystore alias:

1. Copy the file generated by the export procedure (orakey.cert in the export
example) into the DOMAIN_HOME/config/fmwconfig directory of the Oracle Identity
Manager domain where you wish to import the alias.

2. Run the keytool command using the following syntax to import the certificate:

JAVA_HOME/bin/keytool -importcert -alias orakey -file orakey.cert -keystore
default-keystore.jks -storepass keystore-password

This command imports the alias into the Oracle Identity Manager domain's keystore.

Similar steps are used to export the Oracle Identity Manager key and import it into the
other domain.

6.10.5 Web Services Security Hardening

For detailed instructions about Web Services Security hardening, see the "Locking
Down Web Services: Points to Consider" section in the Oracle Fusion Applications
Security Hardening Guide.
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6.11 Securing Oracle Fusion Middleware Products

This section describes security guidelines recommended for Oracle Fusion
Middleware products in the context of Fusion Applications. These administrative
tasks, typically carried out with Oracle Authorization Policy Manager, Oracle
Enterprise Manager Fusion Middleware Control, or WLST scripts, apply only to a
specific product.

6.11.1 Administrative Tasks and Features Specific to the IDCCS Stripe

This section describes administrative tasks and features specific to Oracle WebCenter
Content in the IDCSS stripe of the policy store, and they do not apply to any other
stripe.

The grants specified in the stripe IDCCS must conform to one of the grants described
in Section 6.11.1.1.

Section 6.11.1.2 explains why not to delete groups or accounts in that stripe.

6.11.1.1 Grants Supported by Oracle WebCenter Content

Oracle Authorization Policy Manager allows an administrator to specify grants to
accounts and groups in a number of combinations, but not all these combinations are
supported by Oracle WebCenter Content. The following list identifies the grants in the
IDCSS stripe that are supported and unsupported.

s Grants to Accounts
- User to account resource: supported.
- Enterprise role to account resource: supported.
- Application role to account resource: supported.
= Grants to Security Group Resources
- User to security group resource: not supported.
- Enterprise role to security group resource: not supported.
- Application role to security group resource: supported.
= Grants to Entitlements
- None supported.

Even though Oracle Authorization Policy Manager allows an administrator to define a
non-supported grant in for Oracle WebCenter Content, such grants are ignored at
runtime.

6.11.1.2 Security Groups and Accounts Associated with Documents

Oracle Authorization Policy Manager allows deleting a security group or account
associated with a document; but Oracle WebCenter Content does not allow deleting
such artifacts.

Security administrators should be cautious never to delete a security group or account
associated with a document stored in the Oracle Content Server. If, however, such
deletion takes place accidentally, the deleted artifact will automatically reappear.
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6.12 Extracting Data from an LDAP- Based Store to a File

This section describes the use of the OPSS script migrateSecurityStore to extract the
contents of one stripe and save it in an XML file.

To extract the policies in a given application stripe from an LDAP-based store, proceed
as follows:

1.

Create a file with the following content and save it as, for example,
exported-jazn-data.xml in the same directory where your jps-config.xml file is
located:

<?xml version = '1.0' encoding = 'UTF-8' standalone = 'yes'?>
<jazn-data xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xs1:noNamespaceSchemaLocation="http://xmlns.oracle.com/oracleas/schema/jazn-dat
a-11_0.xsd">
<jazn-realm default="jazn.com">
<realm>
<name>jazn.com</name>
</realm>
</jazn-realm>
</jazn-data>

Copy of your jps-config.xml file to, for example, copy-jps-config.xml.

Edit the file copy-jps-config.xml to contain an instance and two contexts like the
following:

<servicelInstance location="./exported-jazn-data.xml"
provider="policystore.xml.provider"
name="export.xml"/>

<jpsContext name="ldap_source">
<servicelInstanceRef ref="policystore.ldap"/>
</jpsContext>

<jpsContext name="xml_target">
<servicelInstanceRef ref="export.xml"/>
</jpsContext>

Run the script migrateSecurityStore as in the following invocation (the
arguments are written in separate lines for the sake of clarity only):

migrateSecurityStore (type="appPolicies",
configFile="./copy-jps-config.xml",
src="1dap_source",
dst="xml_target",
srcApp="hcm")

The above illustrates the extraction of the contents of the application stripe hcm to
the XML file exported-jazn-data.xml. To extract the contents of any other stripe,
specify the appropriate stripe name in the argument srcApp. No more than one
stripe can be extracted at a time.

Note that in the above example, both copy-jps-config.xml and
exported-jazn-data.xml are assumed to be located in the same directory.
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6.13 Customizing Security from Installation to Deployment

This section describes the typical flow of application security data from the application
installation to the application deployment to a production environment, and, in
particular, how to handle GUIDs in application policies throughout that flow; its
phases, performed by developers and administrators, are explained in the following
sections:

= Section 6.13.1, "Installing a New Oracle Fusion Application”
= Section 6.13.2, "Customizing and Testing Security with Oracle JDeveloper"
= Section 6.13.3, "Migrating to a Staging Environment"

= Section 6.13.4, "Migrating to a Production Environment"

6.13.1 Installing a New Oracle Fusion Application

In this phase, an administrator installs a new Oracle Fusion environment whereby the
following application-specific artifacts are installed and provisioned:

= Anidentity store, containing users and security enterprise roles.
= An LDAP-based policy store, containing functional policies.

= An Oracle Fusion Data Security policy store, containing database resources and
data security policies.

6.13.2 Customizing and Testing Security with Oracle JDeveloper

In this phase, a developer uses Oracle JDeveloper to customize and test functional
security artifacts in the installed application. First, the developer needs an XML
version of the application stripe in the installed LDAP-based store, the XML format
been required by JDeveloper.

The obtain this file, the administrator proceeds as follows:

1. Runs the OPSS script migrateSecurityStore with the argument
preserveAppRoleGuid set to True to export the contents of the application stripe in
the LDAP-based policy store to the XML file (called jazn-data.xml throughout
this section). For details on this procedure, see Section 6.12.

Important Note: The use of the argument preserveAppRoleGuid is
strictly restricted to the scenario described above; in particular, that
argument should not be used with migrateSecurityStore ina
production environment or when migrating from a staging to a
production environment.

2. Edits the generated file jazn-data.xml to replace the group principal for
enterprise roles with the group principal required by Oracle JDeveloper.
Specifically, it runs a command that replaces, in that file, every instance of the
string weblogic.security.WLSGroupImpl with the string
oracle.security.jps.internal.core.principals.JpsXmlEnterpriseRoleImpl.

3. Delivers the edited jazn-data.xml to the developer, who copies it to the directory
<jdevapphome>/src/META-INF.

Then, within Oracle JDeveloper, the developer proceeds as follows:

1. Defines a data source to point to the installed database security policy store.
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2.

Uses the security policy overview editor to customize function security (in the
XML-based policy store), as documented in the "Implementing Function Security"
chapter of the Oracle Fusion Applications Developer’s Guide.

Creates test users and test groups, and run the application within Oracle
JDeveloper. When the application is run, the WebLogic Server integrated in Oracle
JDeveloper, merges jazn-data.xml with the domain file-based store
system-jazn-data.xml.

Once customization and testing within Oracle JDeveloper are completed, hands
the file jazn-data.xml back to the system administrator.

6.13.3 Migrating to a Staging Environment

In this phase, the administrator proceeds as follows:

1.

If the staging environment already has a stripe for the application and that stripe is
to be preserved, merges the file jazn-data.xml with the staging application policy
store, using Oracle Authorization Policy Manager as described in the "Upgrading
Oracle Fusion Applications Policies" chapter of the Oracle Fusion Middleware Oracle
Authorization Policy Manager Administrator’s Guide (Oracle Fusion Applications
Edition). The relevant artifacts involved in this merge are the baseline store,
represented by the original XML file jazn-data.xml; the production store,
represented by the staging policy store stripe; and the patch store, represented by
the new, customizedjazn-data.xml file

Otherwise, if the application stripe is not present or is present but need not be
preserved, the administrator uses the OPSS script migrateSecurityStore with the
argument overWrite set to TRUE to migrate application policies in the file
jazn-data.xml to the staging policy store.

Reconciles GUIDs in the Oracle Fusion Data Security policy store with GUIDs in
application roles by running the command DSDataMigrator as described in
Section 6.4.3. This operation does not modify the file jazn-data.xml but updates
GUIDs in data security policies.

Important Note: When migrating to a staging environment,
reconciling GUID's is required only before deploying the application
in the staging environment that will merge policies (from a
developer's file-based policy store) containing newly introduced
custom application roles that are also referenced in data security
policies.

Packs the file jazn-data.xml with the application EAR and deploys the
application to the staging environment with the following system property set:

-Djps.deployment .handler.disabled="true"
The above setting disables the OPSS listeners and ensures that when the EAR is

deployed, domain policies do not get overwritten or appended with those in the
packed jazn-data.xmnl file.

Note: Typically, the application deployment is set so that users and
groups are not migrated during deployment. For details about this
setting within Oracle JDeveloper, see the "Implementing Function
Security" chapter in the Oracle Fusion Applications Developer’s Guide.
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6.13.4 Migrating to a Production Environment

In this phase, the administrator proceeds as follows:

1.

Migrates the staging policy store to the production policy store in one of the
following two ways:

s If the production environment has not undergone changes since the
customization was tested in the staging environment, the administrator moves
the staging policy store to the production store as described in Section 20.3.2.

n  Otherwise, if the production policy store has undergone changes since the
customization was tested in the staging environment and those changes must
be preserved, the administrator uses Oracle Authorization Policy Manager as
described in the Upgrading Oracle Fusion Applications Policies chapter of the
Oracle Fusion Middleware Oracle Authorization Policy Manager Administrator’s
Guide (Oracle Fusion Applications Edition) to merge the customized, pillar-level
jazn-data.xml with the production policy store.

Reconciles GUIDs in the Oracle Fusion Data Security policy store with GUIDs in
the Oracle Internet Directory LDAP-based policy store by running the command
DSDataMigrator as described in Section 6.4.3.

Important Note: When migrating to a production environment,
reconciling GUID's is required only if application roles or data security
have been modified in the production environment..

Packs the file jazn-data.xml with the application EAR and deploys the
application to the production environment with the following system property set:

-Djps.deployment .handler.disabled="true"

The above setting disables the OPSS listeners and ensures that when the EAR is
deployed, domain policies do not get overwritten or appended with those in the
packed jazn-data.xmnl file.

Securing Oracle Fusion Applications 6-79



Customizing Security from Installation to Deployment

6-80 Oracle Fusion Applications Administrator's Guide



7

Managing Oracle Enterprise Scheduler
Service and Jobs

This chapter describes how to configure and manage Oracle Enterprise Scheduler and
Oracle Enterprise Scheduler jobs. Oracle Enterprise Scheduler enables scheduling and
running jobs within a particular time frame, or workshift, using rules to create work
assignments. Oracle Enterprise Manager Fusion Applications Control enables you to
define, control and manage Oracle Enterprise Scheduler job metadata. The job
metadata includes job definitions, job requests, job sets (a collection of job requests),
incompatibilities (job definitions and job sets that cannot run at the same time for a
given application), and schedules governing the execution of job requests. Oracle
Enterprise Manager Cloud Control (Cloud Control) enables you to manage a subset of
Oracle Enterprise Scheduler components, including job requests, schedules, alerts, and
the starting and stopping of request processors and dispatchers.

This chapter includes the following topics:

= Section 7.1, "Introduction to Managing Oracle Enterprise Scheduler"

= Section 7.2, "Viewing the Oracle Enterprise Scheduler Administration Pages"
= Section 7.3, "The Scheduling Service Home Page"

= Section 7.4, "Configuring Oracle Enterprise Scheduler"

»  Section 7.5, "Searching for Configuration Changes to Oracle Enterprise Scheduler
in Cloud Control"

= Section 7.6, "Viewing General Oracle Enterprise Scheduler Instance Information"

»  Section 7.7, "Starting and Stopping Oracle Enterprise Scheduler Service
Components"

= Section 7.8, "Managing Oracle Enterprise Scheduler Requests"

= Section 7.9, "Monitoring Oracle Enterprise Scheduler Service Activity"
= Section 7.10, "Managing Purge Policies in Fusion Applications Control"
= Section 7.11, "Managing Job Metadata"

s Section 7.12, "Managing Work Assignments and Workshifts"

= Section 7.13, "Managing Oracle ADF Connections"

= Section 7.14, "Managing Application Properties"

= Section 7.15, "Managing Application and Role Policies"

= Section 7.16, "Managing Oracle Enterprise Scheduler Web Services"

= Section 7.17, "Managing Logging for Oracle Enterprise Scheduler"
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= Section 7.18, "Managing Alerts for Oracle Enterprise Scheduler in Cloud Control"

7.1 Introduction to Managing Oracle Enterprise Scheduler

Oracle Enterprise Scheduler provides the ability to define, schedule, and run different
types of jobs, including Java, PL/SQL, spawned jobs, and binary scripts. You can run
jobs on demand, or schedule them to run in the future.

Oracle Enterprise Scheduler provides scheduling services for the following purposes:
= Distributing job request processing across a grid of application servers

= Running Java, PL/SQL, spawned, and binary script jobs

= Processing multiple jobs concurrently

Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control)
enables you to start and stop, monitor, configure, and manage Oracle Enterprise
Scheduler services, components, and job requests.

The main Oracle Enterprise Scheduler page provides an overview of the status of the
scheduler components, the top running, and completed scheduled job requests, and a
performance summary of scheduled job requests. You can further monitor activity and
diagnose problems by examining Oracle Enterprise Scheduler logs and comparing
current to historical performance data.

Drilling down to the main components of Oracle Enterprise Scheduler, you can
configure job request processors and dispatchers. A job request processor is bound to a
particular Oracle Enterprise Scheduler server, and is responsible for allocating threads
for job requests. A job request dispatcher polls for job requests.

After the Oracle Enterprise Scheduler components are configured, you can define
work allocation and purge policies. Work allocation definitions enable you to
configure windows of time during which jobs can run (workshifts), rules that govern
their execution and bindings to a particular server and request processor (work
assignments). Purge policies enable you to define for a particular request processor the
conditions for retaining and purging job requests associated with that request
processor. You can define a schedule for managing the execution of work assignments,
workshifts, and purge policies.

7.2 Viewing the Oracle Enterprise Scheduler Administration Pages

To view the Oracle Enterprise Scheduler administrative tasks in Fusion Applications
Control or Cloud Control:

1. From the navigation pane, expand the farm name and then Scheduling Services,
and select the Oracle Enterprise Scheduler component.

-
= % Farm
+ [ Application Deployments
+ [ WeblLogic Domain
# [ Metadata Repositories
= [ Scheduling Services
'ESSAPP [AdminServer)
+ [ WebCenter

The Scheduling Service home page appears. For more information about the
contents of the home page, see Section 7.3.

2. Select the Scheduling Service menu.
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1r ESSAPP @
@ Scheduling Service «

Home

Logs

Job Reguests

Performance

Request Processor
Request Dispatcher

Purge Policies

Wark Allocation

Job Metadata
ESS Connections
Web Services

Security

General Information

{} ESSAPP ®

m [@startUp [ Shut
Home 1
Monitoring k f
Contral *
Logs 3
Job Activity |

Information Publisher Reports

Members b
Routing Topology

Job Reguests b
Performance * |
Request Processor 4 :
Regquest Dispatcher b I
Configuration b
Compliance v

B Weblogic Server Administration Console

& Fusion Middleware Control
Target Setup k
Target Information f

The Scheduling Service menu displays the following options.

Menu Option

Description

Home

Displays the Scheduling Service home page. For more
information about the contents of this page, see Section 7.3.

Control

Displays the following options:

= Start Up: This option runs the Oracle Enterprise Scheduler
server. For more information, see Section 7.7.

= Shut Down: This option shuts down the Oracle Enterprise
Scheduler server. For more information, see Section 7.7.

Logs

The View Log Message option displays the Log Messages page
for viewing the contents of event log files. For more information,
see Section 7.17.

The log files are stored in the following directories:
. DOMAIN_HOME/servers/SERVER _HOME/logs
. DOMAIN_HOME/servers/SERVER_HOME/logs/apps

. DOMAIN_HOME/servers/SERVER
HOME/logs/owsm/msglogging/diagnostic.log

n DOMAIN_HOME/servers/SERVER_
HOME/sysman/log/emoms.log
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Menu Option

Description

Job Requests

Displays the following options:

= Search Job Requests: This option enables you to search for
job requests according to particular parameters. For more
information, see Section 7.8.2.

= Submit Job Request: This option enables you to submit an
execution request for a particular job. For more information,
see Section 7.8.1.

= Define Schedules: This option enables you to create a
schedule for submitting job requests. For more information,
see Section 7.8.1.2.

Performance

Displays the following options:

= Service Summary: This option displays a brief overview of
the service performance. For more information, see
Section 12.4.2.1.

s Current Activity: This option displays the current Oracle
Enterprise Scheduler activity. For more information, see
Section 12.4.2.2.

= Historical Reports: This option displays a chart or table
depicting previous Oracle Enterprise Scheduler data. For
more information, see Section 12.4.2.3.

Request Processor

Displays the following options:

= Start/Stop: This option causes the request processor to start
or stop running. For more information, see Section 7.7.

= Configure: This option displays the Configure Request
Processor page, which enables the request processor, creates
work assignment bindings, and so on. For more
information, see Section 7.4.

Request Dispatcher

Displays the following options:

= Start/Stop: This option causes the request dispatcher to start
or stop running. For more information, see Section 7.7.

= Configure: This option displays the Configure Request
Dispatcher page, which enables the request dispatcher,
manages polling intervals, and so on. For more information,
see Section 7.4.

Purge Policies

This option enables you to configure and manage job request
purge policies including job request purge criteria, retention
criteria and purge policy schedules. For more information, see
Section 7.10. Available in Fusion Applications Control only.

Work Allocation

Displays the following options:

= Work Assignments: This option displays the Work
Assignments page which enables you to create, edit, and
delete work assignments. For more information, see
Section 7.12.

= Workshifts: This option displays the Workshifts page which
enables you to create, edit, and delete workshifts. For more
information, see Section 7.12.

= Schedules: This option displays the Schedules page which
enables you to create, edit, and delete schedules for work
assignments, workshifts, and job request purge policies. For
more information, see Section 7.12.

Available in Fusion Applications Control only.
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Menu Option

Description

Job Metadata

Displays the following options:

= Job Definitions: This option displays the Job Definitions
page, which enables you to manage job definitions. For
more information, see Section 7.11.1.

= Job Sets: This option displays the Job Sets page, which
enables you to create and edit job sets for a given
application. For more information, see Section 7.11.2.

= Incompatibilities: This option displays the Incompatibilities
page, which enables you to create and edit incompatibilities
for a given application. For more information, see
Section 7.11.3.

Available in Fusion Applications Control only.

ESS Connections

Displays a page that enables defining connections to Oracle
ADF. For more information, see Section 7.13.

Available in Fusion Applications Control only.

Web Services

Displays a page that provides an overview of the web services in
the application including web service endpoints and
application-level metrics. For more information, see Section 7.16.

Available in Fusion Applications Control only.

Security

Displays the following options:

= Application Policies: This option displays the authorization
policies that an application relies upon for controlling access
to its resources. For more information, see Section 7.15.

= Application Roles: This option displays the roles used by
security aware applications specific to the application. For
more information, see Section 7.15.

Available in Fusion Applications Control only.

General Information

Target Information

Displays general details about the Oracle Enterprise Scheduler
instance. Known as Target Information in Cloud Control. For
more information, see Section 7.6.

7.3 The Scheduling Service Home Page

The Scheduling Service home page provides an overview of the performance of Oracle
Enterprise Scheduler components and jobs, including the component status, the
number of completed job requests in the last hour, and the processing times for

running jobs.

You can use this page as a starting point for monitoring and administering Oracle
Enterprise Scheduler. Figure 7-1 shows a portion of the Scheduling Service home

page.
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Figure 7-1 Scheduling Service Home Page

¢ ESSAPP @
@ Scheduling Service

Top 10 Long Running Job Requests | Top 10 Ready Job Requests

Page Refreshed Apr 29, 2011 2:36:12 PM PDT [}

Scope (3 Current Scheduling Service O al Scheduling Services sharing the ESS repository
Request ID Run Time £ Job Definition Submitted By Application Execution Type Description
19267 269:39:59,356 CskCostProcess SCMOPERATIONS ScmEssApp Java Type Computes ikem cos... A
19276 268:28:29,252 (CshCostProcess COST_ACCT_ALL..  ScmEssApp Java Type Computes item cos... s
£ >
Show All Running
= Scheduler Components #~ [ Response and Load By
J start Stap e
——
Component Skatus Enabled Deployed On 01
Request Processor  Started ‘fes ess_server]l
Request Dispatcher  Started es es5_serverl 0o
40
—
v 20
= Completed Job Requests - Last Hour B 0
02:37 PM 0241 0245 0245
Apr 2811
.%-%(Sauucscess 4 »
g VAP TING = Average Processing Time over last hour (minot...
im = Fequests Completed per hour
Errar
(209 Table Wiew 2
Cancelled — “
(1 =l Performance Sy
4 Maximum Processing Time  00:05:06
Average Processing Time  00:00:07
IMaxirmurn Wit Time  00:00:00
Average Wait Time  00:00:00

@Tip: This data is since the Procesor start, The
Processar is up since Apr 29, 2011 4:57:24 AMPDT &

This page contains the following regions:

= Section 7.3.1, "Top 10 Long Running Requests and Top 10 Ready Job Requests

Regions"

= Section 7.3.2, "Scheduler Components Region"

= Section 7.3.3, "Completed Requests Region"

= Section 7.3.4, "Response and Load Region"

= Section 7.3.5, "Performance Region"

= Section 11.4.1.1, "Monitoring and Diagnostics Region" (Cloud Control only)

7.3.1 Top 10 Long Running Requests and Top 10 Ready Job Requests Regions

The Top 10 Long Running Requests region displays the top 10 long running scheduled
job requests, including request ID, job runtime, job definition used, executing
application, job execution type, and description. You can set the scope of the top 10
long running requests displayed to the current scheduling service only, or all
scheduling services sharing the Oracle Enterprise Scheduler repository.

The Top 10 Ready Job Requests tab displays the top 10 scheduled job requests that
await execution. The tab displays the same information as the Top 10 Long Running
Requests tab, except the wait time is shown for each job rather than the runtime.

7.3.2 Scheduler Components Region

The Scheduler Components region displays the components of Oracle Enterprise
Scheduler, including the job request processor and dispatcher. The tab displays the
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status of each component, the name of the server to which it is deployed, and whether
or not the component is enabled. You can start and stop each component as required.

7.3.3 Completed Requests Region

The Completed Requests region displays the scheduled jobs completed within the last
hour.

7.3.4 Response and Load Region

The Response and Load region displays performance monitoring statistics regarding
the time required to process job requests.

Table 7-1 describes the performance monitoring statistics in the Response and Load
region.

Table 7-1 Response and Load Statistics

Statistic Description

Average processing time for ~ This metric specifies the average time required to process
last hour jobs during the last hour.

Requests completed per hour  This metric specifies the number of scheduled job requests
completed within the last hour.

7.3.5 Performance Region

The Performance region displays performance data for job requests, such as processing
times and wait times.

Table 7-2 describes the performance monitoring statistics in the Performance region.

Table 7-2 Performance Statistics

Statistic Description

Maximum processing time This metric specifies maximum amount of time required to
process a scheduled job.

Average processing time This metric specifies average amount of time required to
process a scheduled job.

Maximum wait time This metric specifies maximum amount of time during
which a scheduled job waits before running.

Average wait time This metric specifies the average amount of time during
which a scheduled job waits before running.

7.4 Configuring Oracle Enterprise Scheduler

You can run Oracle Enterprise Scheduler as a single instance or as a cluster of servers.
Each Oracle Enterprise Scheduler server includes a request processor and dispatcher,
both of which must be configured.

Configuring Oracle Enterprise Scheduler involves the following main steps:

1. (Optional). Configure a cluster. Configure a cluster of Oracle Enterprise Scheduler
servers. For more information about configuring a cluster, see the section
"Expanding an Oracle Enterprise Scheduling Service Cluster" in the chapter
"Performing Basic Administration Tasks" in Oracle Fusion Middleware
Administrator’s Guide for Oracle Enterprise Scheduler.
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2. Configure the request processor. Configure the Oracle Enterprise Scheduler
component that receives and manages job requests. For more information about
configuring the request processor, see the section "Configuring a Request
Processor" in the chapter "Performing Basic Administration Tasks" in Oracle Fusion
Middleware Administrator’s Guide for Oracle Enterprise Scheduler.

3. Configure the request dispatcher. Configure the Oracle Enterprise Scheduler
component that polls the request processor for job requests and dispatches jobs.
For more information about configuring the request dispatcher, see the section
"Configuring a Request Dispatcher" in the chapter "Performing Basic
Administration Tasks" in Oracle Fusion Middleware Administrator’s Guide for Oracle
Enterprise Scheduler.

7.5 Searching for Configuration Changes to Oracle Enterprise Scheduler
in Cloud Control

You can search for changes made to configurations using the search page in Cloud
Control.

To search for changes to configurations to Oracle Enterprise Scheduler in Cloud
Control:

1. Display the alerts for Oracle Enterprise Scheduler as described in Section 7.18.2.

2. In the Monitoring and Diagnostics pane, click the number of configuration
changes to display on the search page for configuration changes to Oracle
Enterprise Scheduler alerts.

{} ESSAPP @
[ scheduling Service Group ~ Page Refreshed Oct 7, 2011 2:11:03 PM PDT
Enterprise Manager automatically collects configuration information for targets such as hosts and databases. Changes to these configurations are recorded and may be
viewed from this page.
~|Search
Target Type | Scheduler Service Group =] Include Member Target Changes
Target Name | is E /domain_name Q @ Changes Discovered In Last 7§‘ Days E
Configuration Clear F Changes Discovered
Trem After
Type of 4 E Before

Change

Show History Grouped E
Records

Search ‘ Schedule and Notify | History Job Activity | Add Eilters =
Configuration Changes(0) Relationship Changes(0)

| view~ | (@Export | LfiDetach
Change
Discovered

No data to display

Target Name History Records

3. Configure your search.
»  Target Type: Select the Scheduler Service or Scheduler Service Group.

»  Target Name: Search for or enter the name of the target. From the dropdown
list, select the criterion by which you want to search for the target name:
contains, is, is not, does not contain, starts with, ends with.

= Type of Change: From the dropdown list, select the type of configuration
change for which you want to search.

= Show History Records: From the dropdown list, select the way you want the
records to display, Grouped or Show All
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s Include Member Target Changes: Select to display configuration changes
made to members of the target.

= Changes Discovered in Last: Select to search for changes discovered within a
given number of days, weeks, or months.

= Changes Discovered: Select to search for changes discovered within a
particular time period. Use the After and Before fields to enter the relevant
time period.

4. Click Search to search for the changes.

7.6 Viewing General Oracle Enterprise Scheduler Instance Information

Oracle Fusion Applications Control enables viewing information regarding the
particular instance of Oracle Enterprise Scheduler. The general information popup
window displays the locations of Oracle Fusion Middleware, the domain and the
target application, and the version of Oracle Fusion Middleware currently running
and the URI of the hosting server also are displayed.

To view general information about Oracle Enterprise Scheduler:
1. From the Scheduling Service menu, select one of the following:
= In Fusion Applications Control, select General Information.
s In Cloud Control, select Target Information.
2. Oracle Fusion Applications Control displays the following information:

»  Target Name: The location of the target application, in this case, Oracle
Enterprise Scheduler, running on the domain.

= Version: The version number of Oracle Fusion Middleware.

» Middleware Home: The location of the Oracle Fusion Middleware directory.
s Domain Home: The full path of the domain.

= Host: The URI of the hosting server.

7.7 Starting and Stopping Oracle Enterprise Scheduler Service
Components

You can start and stop an instance of Oracle Enterprise Scheduler from Oracle Fusion
Applications Control.

The following components can be started and stopped:
= Oracle Enterprise Scheduler instance.

= Job request processor and dispatcher.

Note: Stopping an Oracle Enterprise Scheduler instance or
component is not recommended. Stopping an Oracle Enterprise
Scheduler component does not stop job requests from accumulating in
the queue.

For more information about starting and stopping Oracle Enterprise Scheduler
components, see the section " Starting and Stopping Oracle Enterprise Scheduling
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Service Components" in the chapter "Performing Basic Administration Tasks" in Oracle
Fusion Middleware Administrator’s Guide for Oracle Enterprise Scheduler.

7.8 Managing Oracle Enterprise Scheduler Requests

A job request is a request sent from a deployed application to Oracle Enterprise
Scheduler to execute a job. Jobs are configured using job definitions, which specify the
parameters of the job and associate them with a particular application. A job set is a
collection of job requests that is grouped together.

This section contains the following topics:
= Section 7.8.1, "Submitting an Oracle Enterprise Scheduler Job Request"
= Section 7.8.2, "Searching for Oracle Enterprise Scheduler Job Requests"

For more information about searching for jobs, viewing job request details, and
holding and canceling jobs, see the section "Searching for Oracle Enterprise Scheduling
Service Job Requests" in the chapter "Managing Oracle Enterprise Scheduler Requests"
in the Oracle Fusion Middleware Administrator’s Guide for Oracle Enterprise Scheduler.

7.8.1 Submitting an Oracle Enterprise Scheduler Job Request

You can submit a job request for a particular application using a job definition and a
schedule by which you want the job to run.

This section contains the following topics:
= Section 7.8.1.1, "Creating a Job Request"
= Section 7.8.1.2, "Specifying a Job Request Schedule"

7.8.1.1 Creating a Job Request

To create a job request, select a job definition for the job request, then select or create a
schedule.

You may want to configure system properties for the job request, such as the number
of retries to attempt in the event of an execution error and a time out value for the job.

To submit a job request:

1. Use a pre-existing job definition, or create a new job definition, as described in
Section 7.11.1.2.

2. Go to the Submit job request page by clicking the Scheduling Service menu and
selecting Job Requests. Then, select Submit Job Request.

3. Select the application for which you want to submit the job request.

From the application dropdown list, select the Java EE application deployment
name.

4. Under Job Request Details, enter information about the job request in the Details
field.

5. Select a job definition.
a. Under Job Definition, click the search button next to the Job Definition field.
b. Search for the required job definition.

In the Job Definition Name field, enter the name of the job definition you
want to find.
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Click the arrow next to the field to search for the job definition.
c. From the search results table, select the job definition name.

6. Inthe Parameters region, define any parameters you want to use with the
scheduled job request.

a. Inthe Parameters region, click Add to add a parameter.
Enter a name and value for the parameter.

b. You can set a value for any of the system properties available. Table 7-3 lists
the names and descriptions of system properties.

For example, you may want to configure the number of permissible retries for
the job (SYS_retries) or a time out value (SYS_request_timeout).

7. Select a schedule by which the job is to run.
= Once: Select a single date and time by clicking the calendar icon.

s Use existing schedule: Click the search button to search for and select an
existing schedule.

= Specify schedule: Create your own schedule as you need it. Follow the
instructions in Section 7.8.1.2.

7.8.1.2 Specifying a Job Request Schedule

In the Submit Job Request page, select Specify a Schedule to enable configuring your
own schedule for a job request. You can configure a recurring job request using a job
request schedule. Alternatively, you can configure a job request to run immediately or
before a specified end date. Use a pre-existing job definition, or create a new job
definition, as described in Section 7.11.1.2.

To specity a schedule:

1. In the Start section, select the starting date and time for the job request.
Select Immediately to submit the job request right away.
Select Later to select a subsequent start date.

2. In the Repeating section, select the desired frequency of the job request submission
schedule.

From the Repeat dropdown list, select Every N minutes, Every N hours, Every N
days or Every N weeks.

In the Frequency field, enter the number of minutes, hours, days, or weeks.

3. In the End Date section, select the date and time at which the schedule job is to
end.

= No End Date: Select to specify a continuous schedule for the job request.

= Specified End Date: Select to specify a particular end date for the schedule.
Click the calendar icon next to the Date field and select a date and time. You
can save the schedule by selecting the Save Schedule checkbox and entering a
name for the schedule in the Name field. You can also enter the package name
and description.

7.8.2 Searching for Oracle Enterprise Scheduler Job Requests

The Request Search page enables searching for job requests. Using the Request Search
page, you can:
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s Conduct a simple search that returns a list of job request details, including job
request ID, executing application, job request status, and so on.

s Conduct an advanced search that returns the same information as the simple
search, and the date and time of execution, the runtime or wait time of the job
request, the number of retries, and any error type that may have occurred during
execution.

= Modify the column display in the search results table.

This section contains the following topics:

»  Section 7.8.2.1, "Searching for a Job Request Using Simple Search"

»  Section 7.8.2.2, "Searching for a Job Request Using the Advanced Search Feature"
= Section 7.8.2.3, "Configuring the Display of Columns in the Search Results Table"

7.8.2.1 Searching for a Job Request Using Simple Search

A simple search enables you to find a job request according to particular criteria such
as job request ID, related application, job request status, and so on, or by any one of a
number of preconfigured quick searches.

To search for a job request:

1. Go to the Request Search page by clicking the Scheduling Service menu and
selecting Job Requests. Then select Search Job Requests.

2. Select the scope of the job request search by selecting one of the following options:

s Current Scheduling Service: Select this option to search for job requests
submitted only to the scheduling service with which you are currently
working.

s All Scheduling Services sharing the ESS repository: Select this option to
search for job requests submitted to all scheduling services sharing the
repository, for example all scheduling services in a cluster of scheduling
services.

3. To run a fast search, from the Quick Search dropdown list, select a pre-configured
search option as shown in the following list:

= Requests submitted in the last hour
= Pending requests submitted in the last 24 hours
= Errored requests submitted in the last 24 hours
= All running requests
= All pending requests
= Requests currently being retried
= Requests retried in the last 24 hours
= Requests that resulted in a system error in the last 24 hours
= Requests that resulted in a business error in the last 24 hours
To run a regular job request search, skip this step.
4. Select the criteria by which to search for job requests:

= Request ID: Enter the ID of the job request for which you want to search.
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Application: From the Application dropdown list, select the name of the
application related to the job request for which you want to search.
Alternatively, select All to search for job requests in all applications.

Status: Select the status of the job request for which you want to search.
Alternatively, select All to search for job requests with all statuses. Statuses are
listed in the following table.

WALT VALIDATION_FAILED
READY RUNNING
PENDING_VALIDATION BLOCKED
EXPIRED SCHEDULE_ENDED
WARNING
= Execution Type: Select JAVA_TYPE, SQL_TYPE, or PROCESS_TYPE.
= Submitted: From the dropdown list, select the time period in which the job
request to be searched has been submitted. Options include Last Hour, Last 24
Hours, Last 7 Days, and Last 31 Days.
= Submitted By: In the field, enter the name of the user who submitted the job
request you want to find.
= Job Definition: Click the Search button next to the field and select the relevant
job definition name.
= Work Assignment: Click the Search button next to the field and select a work
assignment from the list.
5. (Optional). Conduct an advanced search by clicking the Advanced button.

Click Search to submit the job request search.

7.8.2.2 Searching for a Job Request Using the Advanced Search Feature

You can perform an advanced search in the Request Search page by clicking the
Advanced button.

To search for a job request:

1.

Enter a basic search for a job request. Go to the Request Search page by clicking the
Scheduling Service menu and selecting Job Requests. Then Select Search Job
Requests.

Select the scope of the job request search by selecting one of the following options:

Current Scheduling Service: Select this option to search for job requests
submitted only to the scheduling service with which you are currently
working.

All Scheduling Services sharing the ESS repository: Select this option to
search for job requests submitted to all scheduling services sharing the
repository, for example all scheduling services in a cluster of scheduling
services.

Select your basic search criteria. For more information, see Section 7.8.2.1.

Click Advanced to display the fields for the advanced search.

In the Date Range section, configure the date range in which to search for job
requests. The date on the left is the beginning date and the date on the right is the
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end date. For each date, click the calendar icon to the right of the field to select the
date and time.

= Submitted between: Enter the start and end dates during which the job
request was submitted.

= Scheduled between: Enter the start and end dates during which the job
request is scheduled to run.

= Completed between: Enter the start and end dates during which the job
request finished running.

6. In the Run Time/Wait Time section, select the run time or wait time of the job
request for which you are searching, such as long or short running requests.

= None: Select if no run time or wait time is to be specified.

= Long running requests: Select to search for requests running longer than a
specified number of seconds, minutes, hours, or days.

In the Minimum Run Time field, enter the lower limit of the time period for
which the job request runs. From the dropdown list, select the required unit of
time.

= Short running requests that waited: Select to search for job requests running
longer than a specified period of time and waiting less than a specified period.

In the Maximum Run Time field, enter the upper limit of the time period for
which the job request runs. From the dropdown list, select Seconds, Minutes,
Hours, or Days.

In the Minimum Wait Time field, enter the lower limit of the time period
during which the job request waits to run. From the dropdown list, select
Seconds, Minutes, Hours, or Days.

= Waiting requests by time: Select to search for job requests waiting to run for a
specified time period.

In the Minimum Wait Time field, enter the lower limit of the time period
during which the job request waits to run. From the dropdown list, select
Seconds, Minutes, Hours, or Days.

In the Maximum Wait Time field, enter the upper limit of the time period
during which the job request waits to run. From the dropdown list, select
Seconds, Minutes, Hours, or Days.

7. In the Retry of Failed Runs section, use the Number of Retries dropdown list to
select an operator such as equal to, greater than, greater than or equal to, and so
on.

In the field, enter the number of retries.
8. In the Error Type section, use the dropdown list to select the type of error:

= Business: A job ends in a business error when it must stop prematurely due to
unforeseen conditions, but the job is otherwise able to exit with its data in a
consistent state. A job request might end in a business error as a result of an
application setup or configuration condition, a functional conflict that requires
an early exit or corrupt or inconsistent data. You cannot retry running a job
request that ends in a business error.

= System: A job ends in a system error when a technical problem occurs from
which the job cannot recover, but the job otherwise exits on its own.
Alternatively, the computer running the job fails. Examples include table space
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issues and unhandled runtime exceptions. You can retry running a job request
that ends in a system error.

9. Click Search to submit the job request search.

7.8.2.3 Configuring the Display of Columns in the Search Results Table

After running a search for job requests, you can configure how the columns are
displayed in the search results table.

To configure job request search results table display columns:

1. Display the main Oracle Enterprise Scheduler Request search page and display the
search interface.

2. Display the list of available column names.
Click the View dropdown list and select Columns, then Show More Columns.

3. Use the arrows between the columns to move the column names from the Visible
to the Hidden column, or vice versa.

4. (Optional). Reorder the columns by selecting the relevant column names and
using the vertical arrows on the right to move them up or down.

5. Alternatively, display all columns by clicking the View dropdown list and select
Columns, then Show All.

7.9 Monitoring Oracle Enterprise Scheduler Service Activity

The main Oracle Enterprise Scheduler page displays information regarding the top 10
long running scheduled jobs and the top 10 job requests awaiting execution in two
different tabs. By default, only the job requests within the current scheduling service
appear. However, you can change the scope such that all relevant scheduled jobs
running on all scheduling services sharing the Oracle Enterprise Scheduler repository
appear in the tabs.

Each of the Oracle Enterprise Scheduler tabs includes a table that displays a short list
of top 10 long running and waiting job requests, respectively. The Show All Ready or
Show All Running link at the bottom of the region goes to a search page in which it is
possible to search for a more comprehensive list of relevant job requests.

Each tab displays the following information about scheduled job requests:
s Request ID: The ID associated with the job request.

= Run Time/Wait Time: The period of time during which the job request has been
running or awaiting execution, respectively.

= Job Definition: The job definition associated with the job request.

= Submitted by: The name of the user who submitted the job request.

= Application: The name of the application with which the job request is associated.
s Execution Type: The category of job being executed—Java, SQL, or process job.

»  Description: An optional description of the scheduled job request.

You can also monitor Oracle Enterprise Scheduler job requests related to a product. For
more information about viewing the top scheduled job requests related to a product,
see Section 11.2.4.

This section contains the following topics:
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= Section 7.9.1, "Viewing Top 10 Long Running Oracle Enterprise Scheduler
Requests"

= Section 7.9.2, "Viewing Top 10 Oracle Enterprise Scheduler Jobs Ready to Be
Executed"

7.9.1 Viewing Top 10 Long Running Oracle Enterprise Scheduler Requests

Use the Top 10 Long Running Job Requests tab to view the job requests that have
been running for the longest period of time on the Oracle Enterprise Scheduler service.
You can alternatively change the scope of the region to display the top 10 long running
job requests on all scheduling services sharing the same repository.

The job requests that are displayed will all have a status of RUNNING.
To view the top 10 long running requests:

1. From the navigation pane, expand Scheduling Services and select the Oracle
Enterprise Scheduler application.

2. At the top of the Oracle Enterprise Scheduler page, click the Top 10 Long Running
Requests tab to display the 10 job requests that have been running the longest.

3. To display all running job requests, click Show All Running at the bottom of the
chart. This displays a search form that searches for all requests that are currently
running. Click Search to display the requests.

7.9.2 Viewing Top 10 Oracle Enterprise Sche