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PREFACE

Welcome to the Oracle Insurance Insbridge Rating and Underwriting SoftRater for Windows Node
Installation Guide. This guide describes how to install and configure a SoftRater for Windows Node.
SoftRater may be used in conjunction with the Oracle Insurance Insbridge Rating and Underwriting
RateManager (RateManager) system to process rating requests or it may stand alone.

NOTE: SoftRater for Windows Node has been tested and certified on MS Windows 2008 64-bit.

SOFTRATER NODE

A SoftRater for Windows installation is also called a SoftRater node installation. A SoftRater node is an
IBFA instance on a machine that allows for packages to be copied and loaded from environment to
environment. A SoftRater node installation is done on a Windows machine and utilizes a SQL Server
database.

This type of install is like a Full RateManager Installation with the RateManager option set to not install.
Also, a Virtual File Server will be set up to allow this machine to communicate with the RateManager
machine.

This installation will be the same for the Production environment with a Virtual File Server set up to allow
it to communicate with the QA machine.

SoftRater Nodes can be added any time after RateManager has been installed.

AUDIENCE

This guide is intended for technical personnel, such as installers, system administrators and others
tasked with configuring SoftRater that would be involved in the maintenance and operation of SoftRater or
RateManager. The audience for this guide should have a thorough knowledge of Windows.

PLANNING YOUR IBRU SYSTEM

Prior to installation, you should have an idea of the type of setup you want to create. What kind of
equipment do you have available and how many environments do you need? If you do not have
everything completely planned out, you can still proceed. Environments can be removed or added later
on. The Oracle Insurance Insbridge Rating and Underwriting system (IBRU) is expandable and can
accommodate a few different configurations.

For more on planning your IBRU system, please see the Insbridge Implementation Guide.
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TYPES OF INSTALLATION

There are various types of installations:

RateManager Installation

o Full RateManager — This installation will install RateManager and the Insbridge Framework
Administrator (IBFA). This is for a Windows only environment using a SQL Server database.

SoftRater Installation

o Full SoftRater for Java Installation — This installation will deploy SoftRater to an application
server; WebLogic, WebSphere or JBoss, using a SQL Server database or an Oracle database.

o Full SoftRater for Windows Node — This installation is for existing environments that want to
add a SoftRater for Windows node to an environment. This is for a Windows only environment
using a SQL Server database.

Upgrading a Current Installation

o Upgrade — This installation is for existing customers and will take their current version of IBRU up
to version 04.05.01.

This guide is for a Full SoftRater for Windows Node.

Definitions

Some commonly used terms when installing or using the Oracle Insurance Insbridge Rating and
Underwriting system:

e IBRU - Insbridge Rating and Underwriting System. This is the entire system.

e IBFA - Insbridge Framework Administrator. IBFA is an administrative tool used to configure
Insbridge applications and setup RateManager database connections. IBFA will be located on a
Windows Server machine. IBFA/SR-WIN is an Insbridge Framework Administrator/SoftRater for
Windows.

e IBSS - Insbridge SoftRater Server. IBSS is the administrative tool for the SoftRater engine. The
SoftRater engine is a multi-platform component within IBRU that executes the rules, rating and
underwriting instructions as defined by the user in RateManager. IBSS is usually located on a
Java machine. IBSS/SR-JAVA is an Insbridge SoftRater Server/SoftRater for Java.

o SoftRater Node — A SoftRater node is either an IBFA (without RateManager) or IBSS instance
on a physical environment.
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o SoftRater Native — SoftRater Native is a remote instance of SoftRater that can execute rules and
rating logic in environments where access via the SoftRater web-services is not desired or
possible.

o RM - RateManager. RateManager is a component within IBRU that enables users to manage the
product definition and modification process, including rating and underwriting logic.

e SR - SoftRater. The engine that executes the rating, rules and underwriting instructions defined
within RateManager. The rating environment for runtime execution and processing of business
content. SoftRater can be further defined by the operating system where it has been loaded.

e SR-WIN — SoftRater for Windows. This is also another name for IBFA.

e SR-JAVA - SoftRater for Java. This is also another name for IBSS.

e SRP - SoftRater Packages. A package that holds all the RateManager logic for a specific
program and version.

e VFS - Virtual File Servers. Virtual file server management allows you to access environments
that are located on other machines in different locations where packages can be downloaded.

o Package Location — A pointer to a location where SoftRater Packages (SRP’s) are stored.
e Physical Environment — A physical environment is generally referred to as a physical machine.
o Authoring Environment — The physical machine where RateManager is installed.

e Rating Environment — The physical machine(s) where SoftRater is installed. This is typically the
same as a SoftRater node.

e Logical Environment — An environment created for a subscriber in IBFA. It defines package
location, engine location and database location in addition to several other supporting data items.

This environment is used for rating and/or SRP management. Each database connection will
have a logical environment.

RELATE DOCUMENTS

For more information, refer to the following Oracle resources:
e The Oracle Insurance Insbridge Rating and Underwriting Framework Administrator.
e The Oracle Insurance Insbridge Rating and Underwriting SoftRater Server Guide.
e You can view these guides in-line at this address:

http://www.oracle.com/technetwork/documentation/insurance-097481.html



http://www.oracle.com/technetwork/documentation/insurance-097481.html
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CONVENTIONS

The following text conventions are used in this document:

Convention  Description

bold

action.

italic

monospace

Boldface type indicates graphical user interface elements associated with an

Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.

Manual History

New editions incorporate any updates issued since the previous edition.

Edition PUB e Prod_uct Publication Date Comment
Number Version
~1% Edition P01-702-01 May 2011 Initial Release
2" Editon  P01-702-02 R 45.1 September 2011  Update Release
3" Edition P01-702-03 R 4.6 May 2012 Update Release




Chapter 1

SYSTEM REQUIREMENTS

Prior to installing a SoftRater for Windows node (SR-WIN), a full installation of RateManager should be
installed and running. You will need to enter the properties of the SR-WIN in the IBFA associated with
RateManager.

IBRU installers should be familiar with managing a Windows server. For help with verifying or installing
required components for Windows 2003, please see Windows 2003 Settings and Permission Notes on
page 59. For a 64-bit machine, please see Insbridge Installation for 64-bit.

Required Components

The following components are required:

A full installation of Microsoft Windows Server 2008 or Windows Server 2003
Microsoft .NET Framework version 3.5

IIS — Internet Information Services version 6.0 or 7.0

For Windows 2008 Server — 1IS 6 Metabase Compatibility

For Windows 2008 Server — Web Server (1IS) — Static Content is required
For Windows 2008 Server — WCF http activation needs to be enabled
For Windows 2008 Server — The ASP.NET roll must be installed

MSMQ — Microsoft Message Queuing Services — basic functionality only
Insbridge User Account

Database name or Environment name

Database login information

Database server name, either IP or DNS

Database backup file, IBSR_Template for SQL Server. This file is located in the 04.06.00
Insbridge IBRU folder.

Access to the server where the IBRU system was installed
URL of the current IBFA
Subscriber ID

Package location where you want the packages stored

10



Chapter 1 — System Requirements

These components will be needed at various times during the installation and implementation of
SoftRater for Windows Nodes.

Oracle Software Delivery Cloud

Prior to installation, please make sure the source machine(s) where IBRU will be loaded has an unzip
utility. An unzip utility for most platforms is available on the Oracle Software Delivery Cloud download

page.

Documentation from Oracle Software Delivery Cloud is in PDF format. Prior to installation, please make
sure the source machine(s) where IBRU documentation will be loaded has a PDF reader.

Files are downloaded with part numbers as file names. Please make note of the part numbers you have
downloaded and the corresponding file name. You may be asked to provide the part numbers or the
filename if you contact Oracle Insurance Support.

The installation downloads you can select are:
o Insbridge IBRU Install — This is required for all RateManager installations
o SoftRater for WebSphere — This is required if you are using WebSphere
o SoftRater for WebLogic — This is required if you are using WebLogic
e SoftRater for Jboss — This is required if you are using Jboss

o Documentation — It is recommended that you download the documentation. Installation guides
and user guides are located here.

The 04.06.00-Insbridge-IBRU folder contents:

- Databases
¢ DB2
- SoftRater — IBSR
o DDL
¢ Oracle
- SoftRater — IBSR
o DDL
0 Update:Usp_IBSR_v04.05.00.oracle
¢ SQL Server
- RateManager — IBRM
0 Latinl_General_BIN
= DATABASE_BACKUP_IBRM_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE BACKUP_IBRM_TEMPLATE.bak
- Security — IB_CLIENT
0 SQL_Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IB CLIENT_TEMPLATE.bak
- SoftRater — IBSR
0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak

11



Chapter 1 — System Requirements

o0 Update:Usp_IBSR_v04.05.01.sql

- |IE7_IE8 Users
¢ Insbridge IE7 Active X Control Update PDF
¢ RateManager_ |IE7_IE8.exe

- Oracle Bl Publisher
¢ OBI_PUBLISHER.exe

- Oracle Client
¢ Oracle_client.exe

- Oracle Insurance — Insbridge Rating and Underwriting.exe

The SoftRater for Windows 04.06.00 requires:
e Oracle Insurance — Insbridge Rating and Underwriting.exe

e SQL Server
- SoftRater — IBSR

¢ Latinl_General BIN

- DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
¢ SQL_Latinl_General CP1 _CI_AS

- DATABASE_BACKUP_IBSR_TEMPLATE.bak
¢ Update:Usp_IBSR_v04.05.01.sq|

No license file is required.

SoftRater for Windows can be installed any time after the Insbridge Framework Administrator and
RateManager have been installed. SoftRater must be installed prior to any users creating packages.

The folders and files that you download will depend upon the kind of setup you want. Everything for an
SR-WIN installation is in the 04.06.00-Insbridge-IBRU folder. If you want to incorporate a Java
environment, please download the corresponding SoftRater file.

12



Quick View

SOFTRATER FOR WINDOWS INSTALLATION

Installing SoftRater for Windows will require that you:

1. Set up Windows. There are two steps in setting up Windows for a SoftRater deployment.

2. Install IBFA (SoftRater for Windows) using a SQL Server Database.

Setting up Windows

Step 1: Set up an Insbridge User
Step 2: For Windows 2008, allow permissions

Installation Procedures — SoftRater for Windows

Step 1: Install Insbridge Rating and Underwriting

Step 2: Configuring Registry Access

Step 3: Assigning Permissions — Windows Temp Folder
Step 4: Assigning Permissions — Insbridge Folder

Step 5: Restoring IBRU Databases in SQL Server
Step 6: Configuring Insbridge Framework Administrator
Step 7: Verifying the Component Services

Step 8: Allowing for WCF Activation

Step 9: Installing the OBI Publisher

Step 10: Starting Insbridge Services

Step 11: Import the RateManager/IBFA Registry Key
Step 12: Enter SoftRater information in IBFA

13



Chapter 2

SETTING UP WINDOWS

IBRU installers should be familiar with managing a Windows server. For help with verifying or installing
required components for Windows 2003, please see Windows 2003 Settings and Permission Notes on
page 59. For a 64-bit machine, please see Insbridge Installation for 64-bit.

Windows Server should be up and running prior to RateManager being installed. There are two steps that
should be performed prior to the install:

e Step 1: Set up an Insbridge User. This is a required step.

e Step 2: For Windows 2008, allow permissions.

STEP 1: INSBRIDGE LOCAL USER ACCOUNT SETUP

Before starting the installation, create a local user account where the Insbridge Framework is being
installed. This user needs to be a member of the User group and requires certain privileges in order to
fully control the entire IBRU environment. For ease of installation and if the server is dedicated to the
Insbridge Rating and Underwriting System, it is suggested that this user be added to the local machine
Administrators group.

If the installer has permissions, an Insbridge user can be created during the installation.

To Create a New User in Windows Server 2008:

1. Select Start->Administrative Tools—> Server Manager.
2. Select Configuration->Local Users and Groups.
3. Select Users.

4. Right click and select New User.

14
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E== Server Manager

I [=] Y
File Action View Help
b il A0 ] NS RES
% Server Manager (WINSRPOO1) Actions
o Roles "
= Eoatures Mame Full Mame Descripkion Users S
% Diagnostics A admin Account For IGEU IT Access Do not change Mare fctions »
= i‘r; Configuration !," Administrator Built-in account For administering the. ..
& Fo - s . S Insbridge -
MNew User ﬂ m
g Windows Firewall with Adve | & More Actions 3
d ) 1
CL Services &
5 WL Control 1 e s Il
= % Local Users and Groups Full Feri I
7] Users
|| Groups Description: I
&5 storage
Password: I
Confirm password: I
[ User must change password at next logon
™| User cannet change password
™| Password never expires
[~ Accourt is disabled
K — ol

Figure 1 Creating New User

5. Add a new Insbridge user. Enter user name and password information. Uncheck User must

change password at next logon. Check User cannot change password and Password never
expires.

6. Click Create.
Close the Add New User screen and select the Insbridge user. Right click and select Properties.

The Insbridge User should be assigned to the local Users group and have the same permissions
as the internet guest account.

Ideally, the Insbridge user should be added to the local Administrators group. If the Insbridge user
cannot be a part of the local administrators groups, please make sure that the Insbridge user has
permissions on the Insbridge Messaging Service and the Insbridge Task Manager Service.

15
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Insbridge Properties I

Rermate cantral | Terminal Services Profile | Dial-in
General | b ember OF I Prafile I E nvironment I Seszionz

L Inzbridge
F

Full narme: Ilnsbridge

Descrption: Inzbridge Uzer

[T Wzer must change password &t next logon
¥ Uszer cannot change password

v Pazzword never expires

[ Account is dizabled

[T Aceount is locked out

0k, I Cancel Amply Help

Figure 2 Adding User information

9. Click OK. Please keep the Insbridge user information close at hand. You will need it for the
installation.

NOTE: You also can create the Insbridge User from within the install. If you create an Insbridge user from
the install, you may not be able to set the permissions you need. Please be sure to verify the
proper permissions are in place before continuing.

To Create a New User in Windows 2003:

1. Right click the My Computer icon on the desktop and select Manage.
2. Under System Tools, Select Local Users and Groups.
3. Select Users and right click.

4. Select New User.
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5. Add a new Insbridge user. Enter user name and password information. Uncheck User must
change password at next logon. Check User cannot change password and Password never

expires.
New User E| E|
User name: Inzbridge
Full name; [BRL Uzer
D escription; [BRU User
Pazsward: TITITIY
Canfirm passward: sessssne

Uzer cannot change paszword
Fazzwiord newver expires
[ ] &ccount iz dizabled

Create J [ Cloze

Figure 3 Adding User information

6. Click Create.
7. Close the Add New User screen and select the Insbridge user. Right click and select Properties.

8. The Insbridge User should be assigned to the local Users group and have the same permissions
as the internet guest account.

Ideally, the Insbridge user should be added to the local Administrators group. If the Insbridge user

cannot be a part of the local administrators groups, please make sure that the Insbridge user has
permissions on the Insbridge Messaging Service and the Insbridge Task Manager Service.

9. Click OK. You can close out computer management. Please keep this information close at hand.
You will need it for the installation

Insbridge User Password

The password can be set to any password that meets your company standards. The IBRU administrator
must make note of the password for future configuration.

For ease of maintenance, the IBRU user should not have to change the password and the password
should never expire.
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The installation will automatically apply the Insbridge user name and password to the necessary libraries,
virtual directories and, if used, Internet Proxy settings in IBFA. If you change the Insbridge user password,
you will have to change the password in all three of the Insbridge Com+ libraries, all three of the Insbridge
virtual directories and, if you are using it, the Internet Proxy settings in IBFA.

NOTE: Please note that if your company requires passwords to be re-set, you will have to make changes
to the COM+ Application libraries, virtual directories and if you are using it, the Internet Proxy
settings in IBFA after you change your password. You also may re-install the application. This will
recreate the COM+ applications, virtual directories and IBFA instance with the updated Insbridge
user password. Be aware that re-installing the application will also reset security settings in IBFA
as well.
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STEP 2: WINDOWS 2008 PERMISSIONS

Windows 2008 requires certain permissions be in place prior to running the install.
e For Windows 2008 Server — IIS 6 Metabase Compatibility
e For Windows 2008 Server — Web Server (lIS) — Static Content is required
e For Windows 2008 Server — WCF http activation needs to be enabled

e For Windows 2008 Server — The ASP.NET roll must be installed

NOTE: If you are running Windows 2003, you will not need to set these permissions.

E. server Manager = E3 |

File Action View Help
€| 5w

* Roles

Configuration

&

Features

% Diagnostics § View the health of the roles installed on your server and add or remove roles and features.
j kg

53 Storage

e E ez

-~ Web Server (IIS) Web Server (II5) Help LI
Provides a reliable, manageable, and scalable Web application infrastructure.
*! Role Status Go to Web Server (IIS)

Messages: None
System Services: 3 Running, 1 Stopped
Events: None in the last 24 hours

~! Role Services: 13 installed _E_ﬁ:ﬁ Add Role Services
T I e I &5 Remove Role Services
&. Web Server Installed
&. Common HTTP Features Installed L
L Static Content Installed
&, Default Document Installed
Directory Browsing Mot installed
HTTP Errors Not installed
HTTP Redirection Not installed
&. Application Development Installad
s ASPNET Installed
& NET Extensibility Installed
ASP Not installed
CGI Not installed
& ISAPI Extensions Installed
L ISAPI Filters Installed
Server Side Indudes Mot installed
Health and Diagnostics Mot installed
HTTD | anaina Mot inetallad LI

%‘: Last Refresh: 5/26/2011 2:09:41PM Configure refresh

Figure 4 Windows 2008 Permissions
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To Add a Role:

1. Start-> Administrative Tools—> Server Manager—> Roles—> Web Server (1IS)=> Add Role Services.

E: Server Manager

File — Acton \View Help
e A= el
i.! Roles e n ''senmbmrnnr. z«»«/«“«“»/«
Eﬁ Features

f‘! Diagnostics | . View the health of the roles installed on your server and add or remove roles and features.
i configuration =
22 storage —

Basic Authentication Mot installed
Windows Authentication Mot installed
Digest Authentication Mot installed
Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed
URL Authorization Mot installed
&. Request Filtering Installed
IP and Domain Restrictions Mot installed
Performance Mot installed
Static Content Compression Mot installed
Dynamic Content Compression Mot installed
&. Management Toals Installed
.‘i,,. 115 Management Console Installed
IIS Management Scripts and Tools Mot installed
Management Service Mot installed
&. 115 & Management Compatibility Installed
&. 115 & Metabase Compatibility Installed
115 & WMI Compatibility Mot installed
115 6 Scripting Tools Mot installed
115 & Management Console Mot installed
FTP Publishing Service Mot installed
FTP Server Mot installed
FTP Management Console Mot installed
Description:

1156 Management Compatibility provides forward compatibility for
your applications and scripts that use the two IIS APIs, Admin Base
Object (ABO) and Active Directory Service Interface (ADSI). You can
use existing II5 6 scripts to manage the I1S 7 Web server.

Figure 5 Adding 1IS 6 Metabase Compatibility

2. Install IS 6 Metabase Compatibility.

Extended Permission Required by the Insbridge User

In order to start the Insbridge services from IBFA, the Insbridge user must be given full access to both the
Insbridge Message Service and the Insbridge Task Manager Service. If the Insbridge user account will
not have full administrative permissions on the server where the Insbridge Framework is installed, then
certain operations from IBFA will not be available. A system administrator may be required to start the
Insbridge services from the server.
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SOFTRATER FOR WINDOWS NODE INSTALLATION

Before installing, please verify that the requirements are in

place.

The installation should be performed in the following order:

1.
2.

10.
11.
12.

Install the IBRU application without RateManager.
Registry Access.

a. Assigning Insbridge Access.

b. Exporting Key for safe keeping.

Assigning permissions to the Insbridge User for the
Windows Temp Folder. This is necessary for MSMQ.

Assigning permissions to the Insbridge User for the
Insbridge Folder

Creation of the IBSR databases is next.
Open the IBFA instance and Configure:

a. Create your subscriber.

b. Create your logical environments.

c. Create a Virtual File Server.
Verifying Component Services.

FOR WIN 2008 ONLY. Allowing for WCF Activation
and Static Content.

Install OBI Publisher.
Start Insbridge Message Service
Import Backup of RateManager/IBFA Registry Key.

Enter the IBFA instance on the original IBRU install-
the one where RateManager was installed.

For a Windows 2008 Server installation, you must run
as Administrator.

QA

Test Rating

INSTALL:

IBFA
OBl Publisher

CREATE
SUBSCRIBER
Must be the same
in all emvironments

CREATE:

Logical
Environments:

SR — o identify the
location of the
local SRPs and

the QA IBSR DB.

-

CREATE:
VFS:

To tha OA_SR
environment on
the Development
maching

PURPOSE of this Physical
Environment

This environment s for the lesting
of packages (SRPs).

SR
Restore This IBSR DB
1o SOL holds SRPs for
Servar tha tast

anvironmant
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STEP 1 — INSTALL INSBRIDGE RATING AND UNDERWRITING

1. Begin with the Oracle Insurance - Insbridge Rating and Underwriting Install file.

NOTE: The installation program requires that the installer have administrator rights on the
machine where the install is occurring.

NOTE: Please close all open applications before running the Oracle Insurance — Insbridge
Rating and Underwriting file.

2. Open the Oracle Insurance — Insbridge Rating and Underwriting file. A Welcome screen will
be displayed.

i'él‘ Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M =] |

4  Oracle Insurance Insbridge Rating and Underwriting

[t iz gtrongly recommended that you exit all Windows programs befare running this setup progranm.

Click Cancel to quit the setup program, then cloze any programs you have wnning,  Click Hest to
continue the installation,

wiARMIMG: Thiz program iz protected by copyright law and international treaties.

|Inauthorized reproduction or digtribution of this program, or ang portion of i, may result in zevere civil
and criminal penalties, and will be prozecuted to the masimum exstent pogzsible under law.

ORACLE

INSURANCE

Cancel |

Figure 6 Installing Insbridge

3. Click Next to continue.
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i'él‘ Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M =] |

Destination Folder ORACLE

Select a folder where the application will be installed. INSURANCE

The “Wize Inztallation ‘wWizard will install the files for Oracle Insurance - Insbridge Bating
and ndenwriting in the following falder.

T inztall inta a different falder, chck the Browse button, and select anather folder.
Y'ou can chaose not ta inztall Oracle Inzurance - Inzbridae Bating and Undenariting by
clicking Cancel bo exit the YWize [ntallation wizard.

Destination Falder

:4%Frogram FileshOracle| GELA nsbridge Browse. .. |

Wize Inztallation Wizard [R]

< Back | Hest » I Cancel

Figure 7 Entering the Destination Folder for Insbridge

Choose the location where the Insbridge installation will be installed. A default installation

folder will be created for all new installs. This will be the location for all future installations for

Insbridge applications. Select Browse if you want to install in a different location. After
selecting a location, click Next to continue.
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i'él‘ Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M =] |

Logon Information DRACLE=

The fallovaing logon information iz uzed by Insbidge. INSURANCE

Specify a user account bo be used by the application, either for running a service or for
logainig anto other zervers. Uze the Brawse buttan to choose wuzers fram vaur network.
For domainz, uzer names must be in the format of DORMAINY ] zerHame.

Uzer Marne: |Insl:uriu:|ge Browse... |

Pazzward: | [[[]I1]

Create Hew Uszer...

Wize Inztallation Wizard [R]

Cancel |

Figure 8 Logon Information

5. Enter the Insbridge user name and password for the local user account you set up earlier.
The logon information screen will be displayed. You must specify a user account to be used
by the application. Please use the Insbridge user account that you set up on page 14.

NOTE: You can Create a New user at this point, if needed. Click the Create New User button to
be placed on New User screen to setup an Insbridge user.

6. Click Next to continue.
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;;l Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M =] |

Select Features DRACLE=

Pleasze select which features pou would ke o install.
Y INSURANCE

------- | |nzbridoe R ating & U ndenwriting

--------- - A atebd anager

Feature Description:

Ratetd ananer allmas bozinegs ysers to create,
=3 Wil be installed on local hard drive. rates and rules

e 3 .,l _ ting enaing in an

=08 Entire feature will be installed on local hard drive,

=0 Feature will be installed when required. r the local hard

Entire Feature will be unawvailable,

o hard drive.

Current location;
CAPROGRAR FILESYORACLEMGEUMMNSEBRIDGEY

Wize Inztallation Wizard [R]

Diigk Cozt Beset < Back | Hest » I Cancel

Figure 9 Selecting Features for Installation

7. The next screen will list the applications to be installed. To expand the options and view
details, click on the downward arrow. All features are checked for installation. RateManager
is the only one that you will be allowed to not install. Check Entire feature will be
unavailable. Click Next to continue.

Options are:

e Insbridge Rating and Underwriting:
- The default option is: Entire feature will be installed on local hard drive. This
includes IBFA.
- You will not be able to opt out of this selection.

o RateManager:

- The default option is: Entire feature will be installed on local hard drive.

- You will be able to opt out of this option. Select Entire Feature will be
unavailable. RateManager will not be installed. You do not need to install
RateManager.

e IBFA:
- The default option is: Entire feature will be installed on local hard drive.
- You will not be able to opt out of this selection.

e Oracle Bl Publisher:
- The default option is: Entire feature will be installed on local hard drive.
- You will not be able to opt out of this selection.
- This option does not install the OBI Publisher. Only the templates required by the
IBRU application will be installed on local hard drive.
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i'e!:l‘ Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M= B |

Ready to Install the Application ORACLE

Click Mext to beain installation. INSURANCE

Click the Back buttaon to reenter the inztallation information or click Cancel to exit
the wizard.

Wize Installation ‘fizard [R]

¢ Back

Cancel |

Figure 10 Ready to Install

8. A Ready to Install screen will be displayed. If you are ready, click Next. Otherwise click Back
to check the options you want to install.

i'e!:l‘ Oracle Insurance - Insbridge Rating and Underwriting Setup M= B |

Updating System ORACLE

The features you selected are currently being installed.
! v hEna INSURANCE

Y alidating inztall...

Wize |natallation YWizard [R]

Figure 11 Installation Progress
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i'él‘ Oracle Insurance - Insbridge Rating and Underwriting 04.06.00 Setup M =] |
Readme Information C}R ACLE‘
Inzbridge haz been succeszsfully inztalled. INSURANCE
Microsoft Windows 20032008 Server =

A full installation of Microsoft Sereer 2003/2008 is required. The following
configuration assumes that the administrator of the server to be generally
familiar with managing a Windows server.

Internet Information Services (l1S)

The InsBridge Rating and Underwriting System is a web based application and
requires 115 to be installed before installation to facilitate the default web virtual
directories creations.

The subcomponents of 15 needed by IBREL:

. Comrmon Files
. Docurmentation
. Internet Information Services Snap-In hd

Wize Inztallation Wizard®

< Back

Cancel |

Figure 12 Install ReadMe Screen

9. Click Finish to finish the installation. The installation should complete successfully.
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STEP 2 — CONFIGURING REGISTRY ACCESS

NOTE: If you use Registry Editor incorrectly, you may cause serious problems to the operating
system. These problems may require you to reinstall your operating system. Insbridge
cannot guarantee that you can solve problems that result from using Registry Editor
incorrectly.

By default, only administrative and power user accounts have full permissions over this key. The
insbridge user must also be given full control over the following registry key:

HKEY_LOCAL_MACHINE/SOFTWARE/Insbridge
Assigning Permissions for the Registry Access

1. Selecting Run from the Start Menu.
2. Type regedt32. Click OK. The Registry Editor will open.
3. Browse to HKEY_LOCAL_MACHINE. Select SOFTWARE->Insbridge.

& Registry Editor

File Edit Yiew Favorites Help

= ‘l- Computer Marme Type | Data

#- | HKEY_CLASSES_ROOT ab](Default) REG_SZ {value not set)

[+~ | HKEY_CURRENT_USER

B HKEY_LOCAL_MACHINE
- . BCDOO00OOOO

. COMPOMENTS

. HARDWARE

. SAM

""" . SECURITY

Bl | SOFTWARE

-1 Classes

. Clients

. G

| Hewlett-Packard

Expand
Mew 3
Find...

Delete
Rename

e T T - P -
(£ R E R E BB X Y R E R

Export
""" Permissions. ..

..... 1 P Copy Key Mame

----- . Registeredapplications
- | WOWE43ZNode

B [ SYSTEM

[+~ | HKEY_USERS

[ | HKEY_CURRENT _COMFIG

|ComputerHKEY_LOCAL_MACHINE|\SOFTWARE\Insbridge 4

Figure 13 Configure Registry Access Windows Server
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Right click and select Permissions.
Scroll through the users. Select the Insbridge user.
Verify that the Insbridge user has Full Control.

If the Insbridge user does have Full Control, cancel out of the registry and continue with
the installation.

If the Insbridge user does not have Full Control, change permissions to allow for Full
Control. Save your entry and close out the registry. Continue with the installation.

If the Insbridge user is not listed, follow the step to add the Insbridge user.

Adding the Insbridge User:

10.

11.

12.

13.

From the Permissions screen, click Add.

On the Select Users or Groups popup, you can leave the defaults for the Object Types
and Locations or enter the values you require.

Select Users or Groups ﬂ

Select thiz object tupe:

ILlsers, Groups, or Built-in security principals Object Tupes...

Frarm thiz location:
IWIN:L‘-.F'F'IZIEH Lacations...

Enter the object names to zelect [examples]:
Insbridge] Check Mamesz

i

Advanced... | k. I Cancel |

e

Figure 14 Entering the User

Enter in the user name (insbridge) and click Check Names. If the user name is found, it
will be listed. If the name is not found, an error screen will be displayed. Cancel out and
to return to the Select Users or Groups popup. Click Advanced to search. To search the
directory, click Find Now and scroll through the list until you find the user name you need.
If the user name is not listed, return to User Accounts and verify the user name was
created.

Once the name is listed, click OK.

29



Chapter 3 — SoftRater for Windows Installation

. Permissions for Insbridge |
Security |

GTDUD ar Uzer name:s:

52 CREATOR OWwWMER

52 SYSTEM

l Inzbridge [*WIMHO0T Y nsbridge]
‘ﬂ}.-’-‘-.dministratu:urs [T 007 & dminiztrators]

51 Ugers [WINDOT4U zers)
Add... | Remove |
Permizsions for Inzbridoe Alloy Deny
Full Cortral O
Read O
Special permizzions O O

For special permizzions or advanced settings, Advanced |
click Advanced.

Learn about access caontral and permigsions

] I Cancel | Apply |

Figure 15 Applying Permissions

14. On the Permissions screen, make sure the insbridge user is highlighted and check to
give Full Control to the entire Insbridge key.

15. Click OK.

16. Close the registry and continue with the install.
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STEP 3 — ASSIGNING PERMISSIONS — WINDOWS TEMP FOLDER

Permissions must be assigned for the Windows Temp Folder for MSMQ and for Windows 2008,
the application pool default identity. Prior to assigning permissions, please verify the default
application pool identity.

Identifying the Application Pool Default Identity:

Open IIS. Start->Administrative Tools>11S Manager.

Expand the server and select Application Pools.

Select the DefaultAppPool.

Right click and select Advanced Settings.

Take note of the Identity under Process Model. This user will need to be added to the
Windows Temp file. In this example, the Identity is NetworkService.

agrwdNE

“-"!E Internet Information Services (IIS) Manager

@ GJ [3 b WINSRPOO1 »  Application Pools

File View Help

rEEIET Q‘g’ Application Pools

~&l5 Start Page

=i E . This page lets you vi n
= 5] WINSRPOOL{WINSRPOO 1\Admini applications, and pro Advanced Settings EHE

Application Pools
=-e] Sites Filter: B (General) -
E@ DPTfault Web Site Name = MET Framework Version V20
B aspret_dlient | P Classic .NET Apo Enable 32-Bit Applications False
an . PP A
' ¥ 1BFA @Dei’aultAppPool Managed Pipeline Mode Integrated
= U DefautappPod
-? RM Queue Length 1000
Start Automatically True
= cru
Limit a
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294567295
JrProcess rioaer
Identity NetworkService
Idle Time-out (minutes) 20
o rHiee
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time {seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startun Time |imit feernnds=) an T
Name
[name] The application pool name is the unique identifier for the application pool.

Ok Cancel |

4

Figure 16 Verifying Application Pool Settings
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6. Click OK to close the Advanced Settings screen.
7. Close IIS. No more information is needed from the Application Pool.

NOTE: This step is for Windows 2008 only.

Assigning Permissions in the Windows Temp Directory:

1. Open Documents. Find the WINDOWS folder, most likely on your C drive.
2. Right click the Windows->Temp folder.

E temp [_ o]
‘;( ;P | - Computer = Local Disk (C:) = Windows ~ Temp - v lml ISearch lE_ﬂJ
File Edit Wwiew Tools Help
Organize * 1= Views (7]
Eavarite Links Mame = |v| Date modified |v| Type |v| Size |-| Tags |v|
TestEngDatad 2162010 12:54 PM  File Folder
'T Documents || DMI7FE.tmp 2082010 10:30 M TMP File 0KB
‘E Pictures || DMIFCE6. trmp 21812010 10:30 AM - TMP File OkE
"[]h PMusic || Frtsgfile0d, sgm 7112)2010 12:58... SOM File LKE
Mare || Fksgmfile0l.sgm 7119§2010 1:18 PM S0QM File LKE
|| Fwtsgmfile0z.sgm 7126/2010 1:34 PM S0M File LKE
Falders w | |fmtsgmfile03. sqm SI2/2010 147 PM SOM File LKE
|| Fwksgmfileqs.sgm 8/9/2010 1:53PM  S0QM File LKE
Tasks [ || FstsgmFile0s. sqm Bi16/2010 1:54 PM  SQM File 1 KB
m || Fksgfile0s, sgm 812352010 2:02 PM 50QM File LKB
SIPEILL || FtsgmFile0?. sqm 8i30/2010 2:07 PM  5QM File 1 KB
Explaore || Fksgmfile0s, sgm 4/12§2010 3:23 PM  S0QM File LKE
Cpen J || Frtsgmfile03,sgm 4/19)2010 3:26 PM  S0QM File LKB
|| Fwksgnfileln.sgm 412652010 3:41 PM S50QM File LKE
Share... || Fustsgmfile11.sqm SI6/Z010 2:35 &M SOM File 1 KB
F L DD §J Scan For threats... || Fwksgmfilel2.sgm 5i13/2010 9:50 &M S0M File 1 KB
= E" Metwo ] ] || Fksgmfilel 3.50m Sf24j2010 11:12,..  S0QM File LKE
| pn  RESEOrE previous versions || FstsgmFile14.sqm 5i31/2010 11:27... SQM File 1 KB
:g AMS| Send Ta || FksgmfilelS.sgm BI7IZ2010 11:42 AM  S0QM File LEKE
M| aps o || Frtsgmfilel &, sgm 6/14)2010 11:58... SOM File LKE
W S CEW _Fwtsqu?lel?.sqm Bf21j2010 12:06,.. S0M F?Ie LKE
K Aps || Fwtsgmfile15.sgm GlEaE010 12:21,..  S0M File 1 KB
M| aREl Delete || Fwksgnfilel.sgm . FISIZ01012:37 PM 30M File L KB
W psc|  Rename | FXSTIFFDebuglogFile  4/23j2010 9:35 AM Text Document 0KE
W ATE ey
=M ATL
M ATL Froperties v|

Figure 17 Assigning Permissions for the Insbridge User on Windows Temp

Clic

o gk w

k Edit.

Select Properties. The Temp Properties screen will open.
Select the Security tab.

On the Permissions for Temp screen, select the Insbridge user and click Add. If the

Insbridge user is not found, cancel out and return to the Local Users and Groups area in
Server Manager and verify the Insbridge user was created.

7. Update the permissions. The Insbridge user requires Full Control.
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10.
11.

l Temp Properties |
. Generall Sharing  Security I Previouz \:"ersiansl Eustn:-mizel

Object name:  C:\WindowshT emp

Gfl:lul:l ar Uzer name::

Inzbridge (I OOT Y nebridge]
"'ﬂ,.-’-'-.dministratn:nrs [N 007 Administratars]
"‘ﬂ_ I zerz WINOODT W] 2ers)

S SRS MaSROms IS SRS
J

i

To change permiszions, click Edit. I« Edit...

Permizsions for Inzbridoe Alloy Deny

Full control

kadify

Read & execute
Ligt folder contents
Read

Wik

SCANASNANASS

|_ILI_I>_

Faor zpecial permizsions or advanced zettings, Advanced
click Advanced.

L earn about access contral and permigszions

k. I Carnicel | Smply |

Figure 18 Temp File Properties

Next add the Application Pool identity.

Update the permissions. The Application Pool identity requires the default permissions
plus WRITE.

Click OK to close the Permissions for Temp screen.
Click OK to close the Temp Properties screen.

For Windows 2003:

o g LN e

Open Windows Explorer. Find the WINDOWS folder, most likely on your C drive.
Right click the Windows=>Temp folder.

Select Properties.

Change to the Security tab.

Click Add.

On the Select Users or Groups popup, enter in the user name (insbridge) and click
Check Names. If the user name is found, it will be listed. If the name is not found, an
error screen will be displayed. Cancel out and return to the Select Users or Groups
popup. Click Advanced to search. To search the directory, click Find Now and scroll
through the list until you find the user name you need. If the user name is not listed,
return to User Accounts and verify the user name was created.
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7. Once the name is listed, click OK.

8. Onthe Temp Properties screen, make sure the insbridge user is highlighted and check to
give Full Control.

9. Click OK.
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STEP 4 — ASSIGNING PERMISSIONS — INSBRIDGE FOLDER

Assigning Permissions for an Insbridge Folder Location

1. Open Documents. Locate the INSBRIDGE folder, most often the Insbridge folder is
located at: C:\Program Files\Oracle\IGBU\Insbridge.

2. Right click the Insbridge folder.

E Insbridge _ O] x|
(;( ;;v | + Local Disk (C:) = Program Filles = Oracle = IGEU = Insbridge - lﬁ_lj ISearch LE]J
File Edit Wiew Tools Help
Organize v 135 Views ¥ @
Favarite Links MEmE _— | -| Date modified |~ Type | -| size | =] Tags |-l
COoM+ 2/15J2011 4:31 PM  File Falder
[ Documents Framework, 4/29j2010 8154 AM  File Folder
B Pictures Expand 2/15{2011 4:31 PM  File Folder
-*'[._J" PMUsic Ele tRater 4/29/2010 5:54 AM  File Folder
Mare ¥ Open bs 42902010 5:54 M File Faolder
Faolders Share...
inetpub K Scan For threats. ..
Instridge Restore previous versions
Perflogs
=] Program Files Send To L4
Comrmon Fils| = ¢
Hyper-¥ Copy
Internet Exp
McAfes Delete
ML Renams
= Cracle e 3
=l IGEL
Packaged Programs
Reference Assemblias
Windows Calendar
Windows Defender
Windows Mail
Windows Media Player
Windows NT
Windows Photo Gallery
Users
Windaows
240 DVD Drive (D)
£ Network,
Conkrol Panel
£ Recycle Bin z

Figure 19 Assigning Permissions for the Insbridge User on Insbridge

3. Select Properties. The INSBRIDGE Properties screen will open
4. Select the Security tab.
5. Click Edit.
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0

M inshridge Properties |
. Generall Sharing  Security I Prewviouz R-"ersiu:unsl Eustnmizel

Object name:  C:\Program Files\Oracles GBI nebridge

GTDUD ar Lzer name:s:

Inzbridge [*WINOO1 \nsbridge]
52 Administrators [wINO01 \Administrators]
52 Users [wWINOOT4 sers)

\1 Trtedlnstaller
4

L

To change permizziong, click Edi. I Edi...
Permizzionz far Inzbrdge Al Dery

Full contral o -

b cadify .

FRead & execute o

Ligt folder contents vy

Read wy

White o ;I
Faor zpecial permizsions or advanced zettings, Advanced |

click Advanced.

L earn about acces: cantral and permiszions

k. I Canicel | Smply |

Figure 20 Insbridge Folder Properties

On the Permissions for INSBRIDGE screen, select the Insbridge user and click Add. If
the Insbridge user is not found, cancel out and return to the Local Users and Groups area
in Server Manager and verify the Insbridge user was created.

Update the permissions. The Insbridge user requires Full Control.
Click OK to close the Permissions for INSBRIDGE screen.
Click OK to close the Temp Properties screen.

For Windows 2003:

o gk wnN

Open Windows Explorer. Locate the INSBRIDGE folder, most often the Insbridge folder
is located at: C:\Program Files\Oracle\IGBU\Insbridge.

Right click the Insbridge folder.

Select Properties.

Change to the Security tab.

Click Add.

On the Select Users or Groups popup, enter in the user name (insbridge) and click
Check Names. If the user name is found, it will be listed. If the name is not found, an

error screen will be displayed. Cancel out and return to the Select Users or Groups
popup. Click Advanced to search. To search the directory, click Find Now and scroll
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through the list until you find the user name you need. If the user name is not listed,
return to User Accounts and verify the user name was created.

Once the name is listed, click OK.

On the Insbridge Properties screen, make sure the insbridge user is highlighted and
check to give Full Control.

Click OK. You can close out Windows Explorer.
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STEP 5 — RESTORING A SOFTRATER DATABASE

Because many corporate environments have a separation between the system administrator and
the database administrator, the following process may require both administrators’ access and
permissions. Make sure you have a SQL Server account called ibru.

NOTE: If you do not have database permissions, you will not be able to perform the following
database procedures.

NOTE: If you are unsure how to perform a database restore, please consult with your database
administrator.

Currently supported is the default SQL Server collation using SQL_Latin1_General CP1_CI_AS
and sort order plus case sensitivity using Latinl_General_BIN as the server collation. The
security database (IB_CLIENT) supports the default SQL Server collation using
SQL_Latinl_General_CP1_CI_AS. The RateManager and SoftRater databases can use either
case sensitive or non-case sensitive. Please check with Oracle Insurance for any questions
regarding database server sort orders or collations.

1. Located in the Insbridge Installation Directory:

¢ SQL Server
- SoftRater — IBSR
o0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General_ CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak
o0 Usp_IBSR_v04.05.01.sql

2. Select the SoftRater backup file you want to use, case sensitive or non-case sensitive.

3. Copy the file to an appropriate database folder on the machine where SQL Server is
installed. For example, [Drive]:\\Program Files\Insbridge\Databases. If you are unsure of a
location, please consult with your database administrator.

4. Rename the file. It is not required but it is strongly suggested that the database file name
be changed from TEMPLATE to something that defines the database more accurately. At
a minimum, it is recommended that you remove “_TEMPLATE” from the name. You can
change the names after they have been restored also.

5. Open the SQL Server Management Studio either on the server or remotely using either
an administrative account with sa privileges or as the sa account.

NOTE: If you do not have SQL Server Management Studio, check to see that the SQL Server
Client has been installed. For a SQL Server install, you must have the SQL Server Client
installed.
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Figure 21 Restoring a Database to SQL Server

6. Go to Databases.

icrosoft SOL Server Management Studio - [Object Explorer Details]

* v w w v
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L4 Configuration Tools 3
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b & 50U Server Business Inteligence Development Studio
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Figure 22 Right Click to Restore Database
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7. Right click on Databases.

8. Select Restore Database... A separate screen will be displayed.

P Restore Database - IB_CLIENT [_[O]
Selecta ‘l._ts Script - m Help

2 General

12 Optiong

Destination for restore

Select or type the name of a new or existing database for your restare operation.

To database: fIE_CLIENT |
To a point in time: IMu:ust recent possible |

Source for restore

Specify the gource and location of backup zets to restore.

£ From database: I j
% From device: ID:'\DBTempIates'\IB_ELIENT.bak |
Select the backup zets to restore:
Restore I M arme I Comporett I T_I,Ipel Server I Database I Fe
I~ Databaze Full  PLDWIGDEWOO1 IB_CLIEMT_TEMPLATE 1

Server:
Server

Connection:
za

3¢ View connection properties

< | 2
(]9 I Cancel |

4

Figure 23 Restoring a Database

9. Enter your IBSR database name in To Database.:.

10. Select From Device. Click ... to browse to the location where the database files were
placed in step 2.

11. Select your database IBSR_ xxxx.BAK, where xxxx equals the renamed file from step
3.

12. Click OK. Your database will be populated.

13. Verify your information. Check the Restore box.

40



Chapter 3 — SoftRater for Windows Installation

14.

15.

16.

Click OK.

If the database was restored successfully, it will be displayed in the database folder. If
not, please correct any errors and try again.

Once the database is restored to SQL Server, you will need to create or assign a SQL
Server user account for the application. This user will be used for the connection to the
databases when setting up the connections from the Insbridge Framework Administrator.
Make note of the account you want to use. This information will be entered into the
Insbridge Framework Administrator.

For ease of administration, the database user should have db_owner permissions on the
IBSR_xxxx database.
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STEP 6 — CONFIGURING INSBRIDGE FRAMEWORK
ADMINISTRATOR

Open an Internet Explorer web browser either remotely on the local IBRU web server and browse
to the following location, replacing SERVERNAME with the actual server name:

http://SERVERNAME/ibfa/

{Z Framework Administrator, - Windows Internet Explorer [BEET
() - @] tpsocahestibrajdafaut aspx] DIEER
fle Edt View Favorites Tools  Help
— : - i)
T & [@Framawnrkndmlmstralm I } - B - & v [ prage - G Took v
ORACLE msurance Insbridge Framework Administrator Version 04.06.00 (x86)
3] ~
B Confiquration File [C:\PROGRAM FILES\ORACLE\IGBU\THSBRIDGE \FRAMEWORK\3.5.0\Insbridge.Xml]
2 Sofater The Framesork Adriristrator Wieb wil configure any Tnsbridge Framework Corfiguration fie (Insbridge. xm) found on your
network, Althauch all Incbridge Applications may have their onn version of this configuration file, we suggest that all apps
[ SoftData that reside on the same Frameork Server share the same fie.
~[ Services
5108 Logs Change Config File location: Browse. Update
3 Security
5 Softlibraries Add Subscriber
@ Heb The subscriber identifiegs an unique number that you would ike to represent your company. Please consult vith an

Insbridge support repgfEentstive if you have any questions.

# No Subscribers found,

Add Database Connection

Create or sdit database connection, This database connection can be global to the Insbridge Framework or unique to the
Subscriber.

Click on the name of the connection to edit.
Global

# ho Connections Found.

Copyright © 2000,2003, Orade and/or its affiiates. Al rights reserved.

Done & Local intranet. #100% -

Figure 24 IBFA Home

NOTE: If you receive an access denied error message, please verify that you have given the
Insbridge user full control of the Insbridge folder.

NOTE: If you receive an IDNX denied error message, please verify that the Insbridge user has
full control over the Insbridge directory. Regedt->Insbridge Directory-> Security.

NOTE: If you receive an error regarding MCSiMenuCltl, please verify that you are using Internet
Explorer 7.0 or 8.0 (32-bit). Release 4.6 does not support Internet Explorer 8.0 (64-bit).
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To continue, you will need to exact names of the databases you restored in Step 5, IBSR
database.

There are three steps that will need to be done in IBFA:
e Step 1 - Creating a Subscriber
e Step 2 — Creating a RateManager Environment

e Step 3 —Creating a Virtual File Server

Step 1 — Creating a Subscriber:

For this step you will need the subscriber information from the RateManager IBFA instance that
you created previously. The subscriber created here must match that subscriber.

The ID and Name are fixed after the first time you save. These entries cannot be edited. Only the
description can be edited. If you have made a mistake, you will have to create another subscriber
and delete the incorrect entry.

1. Click on Add Subscriber on the Main IBFA screen. A separate screen will be displayed.

2. Enter the ID, Name and Description for your subscriber.

3. When you finish entering the information, click Save. The new subscriber will now be
displayed in the list of subscribers.

2 Subscriber -- Webpage Dialog @

Subscriber
Flease enter fupdate your Insbridge Customer information below.

1 3659
Mame: Alamere

Desc:  Alamere Insurance

Save Cancel

Figure 25 Enter ID

43



Chapter 3 — SoftRater for Windows Installation

If you require assistance or are unsure of what action to take, please log a Service
Request using My Oracle Support at https://support.oracle.com/.

Troubleshooting Subscriber Entries:

If you receive an error message or have difficulty creating a subscriber, you may need to add the
Insbridge user to the Windows Machine Keys.

1. Go to C:\Documents and Settings\All Users\Application
Data\Microsoft\Crypto\RSA\MachineKeys.

2. Right click and select Sharing and Security. Select the Security tab.

3. Add the Insbridge user.

Step 2 — Creating a SoftRater Environment:

Next, create the default rating environment for the SoftRater node.
It is recommended that you create one logical environment:
e SR —to identify the location of the local SRPs and the IBSR DB.

1. Browse to SoftRater=>Explorer=>Subscriber name.

(= Framwwork Administrator (WINAPPOO1) - Windows Internat Cxplorer

@ = ] hero: ocshost/IAdst ot ap] 2
Eie Edk  Yow Fyawies Jook Hebp

PO L e—————— L fx- 8

- FPoge + ) Tacks
ONRALCLE e nsbridge Frarmemoek Adinistrstor Vieeion 04.06.00 (6)
i $rcm yonr Expiorer corfgpr aten
e riiruriiers ane idenitfied by an i and & desaription. Ther ma bmit b the rusber of LOF° e
....... contan
# 4 Lines fourd
o 5§ " -
[ [ Tr— H100% -

Figure 26 Create a Rating Environment
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2. Click on Add Environment.

/2 Environments -- Webpage Dialog

A SoftRater configuration can suppart an unlimited number of environments,

Mame: SR_WL

Type: Prod W

Save Cancel

Figure 27 Entering Name and Environment

3. Enter a Name and select a Type. The name and type are totally dependent on how your
IBRU system is designed.

There are three types of Logical Environments:

o Development
e Quality Assurance
e Production

After you have entered your logical environment, you must define it.

ORACL_E nsurance Insbridge Framework Administrator

%]
E-[3 Insbridge Seftings

EIL] SoftRater

|_] Engine

Ell_] Explorer Add Environment

B Add, edit, or remaove environments from your Explarer configuration,

~[ Softdata
- Services
-1 Logs % SR_WL - Production
FH-A Security

Figure 28 Obtaining Environment Information
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4. Select the Environments link under the Config header on the left hand side to enter the
configuration information for the newly created logical environment. You will be placed on the
Environments screen.

{2 Framework Administrator (WINAPPOO1) - Windows Internet Explorer

@ Sk ] httpifLocalnost/Ir A deFault asp| DIEES

Fie Edt View Favorites Took  Help

* & [@Framewom Adrtinistrator (WINAPPOOL) 17} SR B v msee - GBTeck - T
ORACL_E msurance Insbridge Framework Administrator Version 04.06.00 (x86)
[x]
E-ER Insbridge Settings
=4[ SoftRater
i Engine =
& 3 Explorer Configuration PRODUCTION
- ’ Environment(s) you may use for production purposes. Selecting an enviranment below will denote it a5 the defaut.
Environments
[ SoftData
2 servies Environment: SR_Alamere (0]
B3 Logs Package Locaton:  C:\Insbridge\SRP Test Environment. .
[ Security DB Server: LOCALHOST
~4% Softlibraries DB ServerType:
~ @) Help DB Catalog: IBSR_Alamere
DB CatalogType:
DB Query Buffer:
DB Tablespace:
DB Schema:
DB User: =
DB Password: seeernee
Ergine Type:
Engine location:  LOCALHOST
Engine EnvDef: Discover
v
< | & Copyright © 2000,2009, Orade and/or its affiiates. Al rights reserved.
Done % Local intranet: R T e

Figure 29 Editing Environment

Creating a SoftRater Environment

A SoftRater environment may be completed at installation or can be added at a later time. A
SoftRater environment can only be on a Windows. There is no limit to the number of SoftRater
environments that you can have.

1. The Environment Name will be complete. No changes are needed.

2. Enter in the file path where you want packages stored in the Package Location. Use the
Test Environment option to have the location created for you.

3. Enter in the DBServer name or IP address. This is the database server where the
SoftRater database was restored or created.

4. The DB Server Type will be SQL Server.

5. The DB Catalog is the name of the SoftRater database restored in SQL Server.
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6. The DB Catalog Type is SoftRater.

7. DB Query Buffer, DB Tablespace and DB Schema are not required for a SoftRater for
Windows (SoftRater Node) environment.

8. Enter the DB User name and Password.

9. The Engine Type is Windows.

10. The Engine Location is the location of where you installed the SoftRater engine. You
can use the machine name or IP address. Most SoftRater installations have a local
engine location. If the engine location is not on the local machine, enter the server name
or IP address where the IBFA engine is located. Do not change LOCALHOST to the
name or IP address of the local machine.

11. The Engine EnvDef is the machine name if the engine is located on a different server.
You can use the machine name or IP address.

12. Click SAVE to save your entries.

Step 3 — Adding a Virtual File Server

Virtual file server management allows you to set up a link to servers that are in different locations
where packages can be downloaded. In a typical QA environment, you will set up a Virtual File
Server to point back to the QA logical environment that you created in your RateManager
Development environment.

This step is necessary if you want to copy and load packages from environment to environment,
however, if you do not have the information ready. You can do this at a later time.

1. From the Configuration Page, click the Virtual File Server Management link.

¥irtual File Server Manangemen

are kimes when wou m nad SoftRater packages from different locations, These locations require a domain
name of an ip-a & particular server,

DESCRIPTION - SERYER - TYPE - ENW¥IROMMENT

# Mo file servers found,
Figure 30 Virtual File Server Management Screen

2. This will open the Virtual File Server Management window.
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22 Virtual File Server -- Web Page Dialog

¥irtual File Server Management
Femote SEP Server Management

I Add

# Nofile servers found.

Delete Selected Server(s) _ Edit Selected Server

Save Cancel

Figure 31 Virtual File Server Management Window

3. Enter the name of the server and a description. Take care when entering the server
name. This field cannot be edited. If you have made a mistake, you must delete and re-
enter.

4. Click| Add | to add the server to the list. Enter in as many servers as you need.

5. When you are finished, click Save to save your work and return to the previous screen.
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STEP 7 — VERIFYING THE COMPONENT SERVICES

Next, you should verify the component services.

For Windows Server 2008:

1. Click Start=>Administrative Tools=>Component Services.
2. Expand the Component Services option under console Root.

3. Expand Computers>My Computer>COM+ Applications.

4. Expand each Insbridge COM+ library to make sure there are components listed
underneath each compartment.

(+) Component Services
% File  Action  Wiew Window Help | _18] x|

*=2 20 XE0 o @m0 D

[_ Console Root ? % ? % Actions
= = Clgmponent Services h B COM+ Applications S
Bl Computers COM+ COM+QC  COM+ Utiities  Inshridge

El (& My Computer Explorer  Dead Let.., Comet Ad... More Actions 4
= CoM+ Applications

COM+ Explarer ﬁ _ﬁ @
COM+ Qi Dead Letter Queue Listener L

COM+ Utilities Insbridge Insbridge Syskem
Insbridge Com+ Administrakor 3.5 Com+ ... Comt Application
Insbridge Com+ SoftRater Engine
Insbridge Com+ SoftRater Library
a@ System Application
~ | DiZOM Config
| Running Processes

~| Distributed Transaction Coordinator
2] Event: Viewer (Local)
. Services (Local)

e E |

+

\EE @
SRR R

Figure 32 Component Services

There should be 3 Insbridge Com+ Applications libraries:

¢ Insbridge Com+ Administrator 3.5
¢ Insbridge Com+ SoftRater Engine
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e Insbridge Com+ SoftRater Library

Please note that you will not have to make any changes to any COM+ Application library. The
installation will automatically apply the Insbridge user name and password that you created
earlier to the necessary libraries. If you change the password, you will have to change the
password in all three of the Insbridge Com+ libraries. On each library, right click, select
Properties, select the Identity tab, enter in the new password.

NOTE: If any COM+ library is missing, run the IBRU install again from the msi file and choose
uninstall. Then rerun the IBFA install. Uncheck the RateManager Install. Then check
again to see if all the libraries are listed. If they are still not listed, please log a Service
Request using My Oracle Support at https://support.oracle.com/.

For Windows Server 2003

1. Click Start>Administrative Tools=>Component Services.
2. Expand the Component Services option under console Root.
3. Expand Computers>My Computer>COM+ Applications.

4. Expand each Insbridge COM+ library to make sure there are components listed
underneath each compartment.
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STEP 8 — ALLOWING FOR WCF ACTIVATION

FOR WINDOWS SERVER 2008 ONLY. Windows Server 2003 can skip this step.

WCF Activation is required for web services. RateManager makes call using IBFA web services.
If this is not activated, users will experience errors.

1. Select Start->Administrative Tools—> Server Manager.

2. Select Features Summary. Scroll through the list to verify WCF Activation has been
activated.

3. If not, select Add Features. The Add Features Wizard will be displayed.

Add Features Wizard E3

=

(@1

%}' Select Features
Select one or more Features to install on this server,
Confirmation Features: Descripkion:
Frogress = MET Framework 3.0 Features {Installed) .| ¥indows Communication Foundation

— [WCF) Ackivation uses Windows

Resulks MET Framework 3.0 (Installed) Process Activation Service ko invoke
%P3 Wiewer (Installed) applications remotely aver the

WCF Activation (Installed) network using protocols such as

|: BitLacker Drive Encryption HTTP, Message Queuing, TCP, and

|: BITS Server Extensions named pipes. Consequenthy,
applications can start and stop

|: Zonnection Manager Administration Kik dwnamically in respanse ta incaming
[ Desktop Experience waork items, resulking in application
|: Group Policy Management hiasking that is more robust,

] 1nternet Prinking Client manageable, and efficient.

|: Internet Storage Mame Server
[ LPR Port Monitor
[E Message Queding (Installed)
] mulkipath 1o
[ metwork Load Balancing
[ peer Mame Resolution Protocol
[ cuality Windows Audio Yideo Experience
|: Remaote Assistance
[ remote Differential Compression
Remoke Server Administration Tools {Installed)
[] removable Storage Manager LI

More about Features

= Preyious | ext = | Install | Zancel I

Figure 33 Selecting WCF Activation

4. Select WCF Activation. Click NEXT.
5. Confirm your selection and click INSTALL. The installation will proceed.
6. You can close out when complete.
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STEP 9 — INSTALLING THE OBI PUBLISHER

OBI Publisher is necessary for reports. If you do not plan on using reports in IBFA, you do not
need to install this program.

1. Unzip the OBI_PUBLISHER

# 0Bl Publisher, Setup E@ig

OBl Publizher
Release Nokes, (47

date khe current

Install l [ Cancel

Figure 34 Installing OBI Publisher

2. Click Install. A progress screen will be displayed.
3. When complete, click Close.

4. In order for OBI Publisher to be available to users, you must start the Insbridge
Message Service. The Insbridge Message Service can be started from IBFA or from
Services in Windows 2003 or the Server Manager in Windows 2008.

It is also recommended that you start the Insbridge Task Manager as well. The
Insbridge Task Manager is a task queue that lists the tasks that are scheduled to be
performed as well as the last time the task was run and the status.
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STEP 10 — STARTING INSBRIDGE SERVICES

It is also recommended that you start the Insbridge Task Manager as well. The Insbridge Task
Manager is a task queue that lists the tasks that are scheduled to be performed as well as the last
time the task was run and the status.

Insbridoe Message Service Stop

The Insbridge Message Service is a Message Queue Listener that will route all batched messages to an assembly (process)
for execution. These processes may take resources and time to execute, Please consult with you system admin before
configuring the number of listeners per process.

| Batch Rating W | View Messages Edit Process Canfiguration

If vou see this message, yvou have not requested a listing from the s=elected spoke client. Clicking
Wiew Messages will provide you with a list wiew of the first in - first out messages that are waiting to
execute.

Insbridoe Task Manager Stop
The Insbridge Task Manager gives you the ability to execute daily, weekly, hourly, or by the minute.

View Tasks (This process may take a while to execute)

TASK LAST RUN-DATE START-TIME STATUS

Figure 35 Insbridge Services Screen

1.

2.

In IBFA, navigate to the Services page.

Next to Insbridge Message Service, click Start. After a few seconds, the buttons will refresh
to indicate that the service is started.

Next to Insbridge Task Manager, click Start. After a few seconds, the buttons will refresh to
indicate that the service is started.

NOTE: The location and port for OBI Publisher is http://localhost:9704/xmlpserver/. This

information may be needed if you have to make a request to your company’s
infrastructure and request the security team to open the ports used by Publisher.
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STEP 11 — IMPORT INSBRIDGE REGISTRY KEY

The registry key from the RateManager/IBFA instance must be imported into the machine where
the SoftRater for Windows is located. This will allow packages to be loaded and rated.

On the RateManager/IBFA Machine:

The Insbridge registry key located in HKEY _LOCAL_MACHINE->SOFTWARE~>Insbridge is
used to store all information for proper encryption of the SoftRater Packages (SRPs). This
registry key should be exported to a text file and then imported into the SoftRater for Windows
machine.

1. Select the Insbridge key: HKEY_LOCAL_MACHINE->SOFTWARE->Insbridge.

2. Right click and select Export.

3. Select a storage location for the file and Save.

4. Close out of Registry Editor.

On the SoftRater for Windows Machine:

1. Place the file you exported anywhere on the machine.
2. Click the file to start the import.

3. If the import fails, please correct any errors and try again.
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STEP 12 — CONNECTING SR-WIN TO THE IBFA

The new instance of SoftRater for Windows will now need to be connected to the original
installation of RateManager/IBFA. This will allow packages and SRPs to be loaded and unloaded
from development to QA or Production environments.

Open an Internet Explorer web browser and browse to the location of the original
RateManager/IBFA.

http://SERVERNAME/ibfa/

Creating Environments

Next, you will need to create the same rating environment of the SoftRater for Windows.

1. Browse to SoftRater=>Explorer=>Subscriber name.

{2 Framework Administrator (WINAPPDO2) - Windows Internet Explorer [m=1E3
3 4
@ o w [ b itomies: v [#2][x
Ele Edt Yiew Favortes Toals  Help
- = >
g Favorites | 88 Framework Administrator (WINAPPDOZ) & - B - () @ - page~ Safety- Tods- (@~
ORACLE msueance Insbridge Framework Administrator Version 04.06.00 (x86)
[x
- Content
=3 Insbridge
=3 softRater
L3 Engne
B3 Explorer Configuration Add Environment
Environmente Add, edit, or remove enfltonments from your Explorer configuration.
{3 softData
3 Services TR o pment
3 Logs @ 0A - Quality Assurance
# SR_WebLogic - Production
s
@'Ja ety # SR Wative - Production
oo Softlibraries @ SR WebSphere - Production
@) Help
Line-of-Business Management
Your rating book of businesses are identified by an id and a description. There is no limit to the number of LOF's (ine-of-
business) that your Explorer can contain.
ID - DESCRIPTION
1 - auto
[z - HoMe
(1100 - ERRORS OMISSIONS
Virtual File Server Manangement
There are tmes when you must download SoftRater packages from different locatons. These locations require & domain
name of an ip-address of the particular server.
DESCRIPTION - SERVER - TYPE - ENVIRONMENT
SR WEBLOGIC 003 - WINAPPOO3\SQL - Windows - Default Environment
WIN2008 - WINSRPOO1 - Windows - Production
< | 3 Copyright © 2000,2008, Oracle andjor its affilates, Al rights reserved.

Figure 36 Create a Rating Environment

2. Click on Add Environment.

55


http://servername/ibfa/

Chapter 3 — SoftRater for Windows Installation

/2 Environments -- Webpage Dialog

A SoftRater configuration can suppart an unlimited number of environments,

Mame: SR_WL

Type:

Secure: |

Save Cancel

Figure 37 Entering Name and Environment

3. Enter the same Name and Type as the SoftRater for Windows instance.

4. After you have entered your logical environment, you must define it. Select the Environments
link under the Config header on the left hand side to enter the configuration information for
the newly created logical environment. You will be placed on the Environments screen.

5. Enter the exact same information as the SoftRater for Windows.

6. Click Save to save your information.

You can test connections and verify that you can load and unload packages.
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SOFTRATER DATABASE REQUIREMENTS

For the Insbridge 4.6 release:

e The IBSR database has been tested and certified on MS SQL Server 2008 R2 on MS
Windows 2008 64-bit.

IMPORTANT: Itis strongly recommended that any database modification be performed by a
qualified database administrator (DBA). The database setup procedures and
tasks require the skill set of a database administrator. If you are not a database
administrator, please stop. Improper setup may result in unwelcome changes to
the database. Please consult with a qualified database administrator before
proceeding.

DATABASE USER ROLES AND PERMISSIONS

If a more granular approach is required for management of security of the IBRU databases, then
the following guidelines can be used to set the required permissions.

NOTE: These are only guidelines. If not properly configured, certain processes within the
Insbridge Rating and Underwriting System will fail. An experienced database
administrator’s expertise is highly recommended before making any security changes.

Recommended SoftRater for Windows Permissions:

The recommended permissions are required for new tables to be created in the SoftRater (IBSR)
database dynamically when or if a new line of business SRP (SoftRater Package) is loaded to the
SoftRater system. If the recommended permissions are not possible, manual steps will need to
be performed that will allow for packages to be loaded.

SoftRater can utilize SQL Server.
e Insbridge SoftRater SQL Server Database.

It is recommended that the Insbridge login be granted permission to connect to the
database engine and be enabled. It is also recommended that the Insbridge login be
mapped to the Insbridge database with the db_owner role checked.

It is recommended that the databases be on separate machines from the applications due to
performance and security issues. The IBRU applications and databases can be tenants in a
larger setup. No known conflicts exist between IBRU and other applications or required server
settings.
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It is recommended that db_owner permissions be given to the Insbridge user. This will allow
scripts to be run automatically when a new package is loaded for a new line of business. If this is
not possible, DT scripts for each new line will have to be run manually before the package can be
loaded.

Microsoft SQL Server

Microsoft SQL Server should not be installed on the same machine where the Insbridge web
applications reside. The SQL Server should reside on a separate host from the IBRU web front
end with a properly configured network connection from the web server front end to SQL Server.
Testing can be performed by using the Data Sources application in Administrative Tools to make
a default connection to the database server.

NOTE: All these settings are available during installation of SQL Server or by using SQL Server
Enterprise Manager, and right clicking the server and selecting properties.

If any of these settings conflict with existing application’s databases residing on the SQL
Server, then a separate instance is required.

Depending on the load expected, the databases can be placed on a separate SQL Server
machines that can either be independent or shared as long as the following conditions are met.

e Server Authentication: Should be set to SQL Server and Windows Authentication
mode.

e Collation and Sort Order: Currently supported is the default SQL Server collation using
SQL_Latinl_General_CP1_CI_AS and sort order plus case sensitivity using
Latinl_General BIN as the server collation. The security database (IB_CLIENT) supports
the default SQL Server collation using SQL_Latinl_General CP1_CI_AS. The
RateManager and SoftRater databases can use either case sensitive or non-case
sensitive. Please check with Oracle Insurance for any questions regarding database
server sort orders or collations.

NOTE: For SQL Server, please make sure the SQL Server Client is installed.

JDBC Driver Class

“com.microsoft.jdbc.sqlserver.SQLServerDriver”

Supported Versions — 2005 SP/2 and 2008 R2

User Account Requirements

Create Table
Create Index
Execute on the SoftRater User Defined Stored Procedures
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WINDOWS 2003 SETTINGS AND PERMISSION NOTES

Microsoft .NET Framework

It is suggested that the Microsoft .NET Framework version 3.5 be installed prior to the Insbridge
Rating and Underwriting System install. .NET Framework version 3.5 can be obtained from
Microsoft's website or from using Microsoft's Windows Update.

We also highly recommend installing the .NET Framework after installing IIS in order to update all
the web applications to utilize the ASPNET system.

This can be doubled checked by:

Open Internet Service Manager and right click the Default Web Site.
Select Properties.

Select the Home Directory tab.

Click Configuration....

Scroll until you find the ASPNET extensions (.asax, aspx, .asmx, etc.).
To get a detailed look, select an extension and click Edit.

ouhrwbE

Liatr
Default Web Site Properties [ 7] %]

Directory Security | HTTPHeaders | CustomEmors | AsPhEr |
webSte | FPeformence | ISaPlFitars  HomeDroctory | Documents |
Application Pocls The content For this resource should come: From:
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i redirection to & URL
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A
I Seript sourc
J¥ Read Mappings |0ptmns | Debugaing |
I wirite
I Directorybr ¥ Cache ISAPI extensions
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Py Extens... | Executable Path [werbs |
g ashc CH\WINDOWS|Microsoft.NET\Framew..,  GET,HEA.._I
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;ﬁ'starl |{@ & | 4 Download detais: NeTF. .| £ Ioternet information ser... | | @@ 1zaoem
Figure 38 Installing .NET Framework
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If you don’t see any of the ASPNET extensions (.asax, aspx, .asmx, etc.) pointing to
%WINDIR%\Microsoft. NET\Framework\v2.0.50727\aspnet_isapi.dll, then the .NET framework
was probably installed prior to installation of IIS.

To install the ASPNET ISAPI extensions, use the aspnet_regiss.exe located in the
Framework\v2.0.50727 folder. If you want to upgrade all default web applications under IIS to use
the 2.0 framework ASPNET ISAPI, use the following syntax:

C:\WINNT\Microsoft_.NET\Framework\v2.0.50727>aspnet_regiis.exe

Install this version of ASP.NET and update script maps at the [IS metabase root and for
all script maps below the root. Existing script maps of lower version are upgraded to this
version.

Please see pagel0 in regards to the permissions required by the local ASPNET user account.

Internet Information Services (11S) 6.0

The Insbridge Rating and Underwriting System is a web based application and requires IIS to be
installed before the Insbridge Rating and Underwriting System installation to facilitate the default
web virtual directories creations.

The subcomponents of Application Server needed by the Insbridge Rating and Underwriting
System:

Application Server Console

ASP.NET

Enable network COM+ access

Internet Information Services (1IS)

- Common Files (default)

- SMTP Service — Although not required, the SMTP service will allow the Insbridge
Rating and Underwriting System to notify users via email when extended jobs have
been completed. If the SMTP service is located on a corporate network, then the
service must be properly configured for authorization to relay mail internally to a
smart host. Please check with your information services support group for proper
configuration.

- World Wide Web Service

= Active Server Pages
= World Wide Web Service

e Message Queuing

- Active Directory Integration (default)

- Common (default)

After installing 1IS and .NET 3.5, Active Server Pages and ASP.NET v2.0.xxxx must be
enabled in order for the IBRU applications to work.

1. Open Internet Information Services (IIS) Manager in the administration tools.
2. Select the Web Service Extensions on the left hand side and make sure they are
Allowed as shown below:
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[0
| =t

[ Internet Information Services (IIS) Manager
1 e
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Figure 39 Enabling Active Server Pages and ASP.NET v2.0

Message Queuing Services

The Insbridge Rating and Underwriting system utilizes the Microsoft Message Queuing Service
(MSMQ) for batching jobs and other types of extended functions. The Microsoft Messaging
Queuing Service can be configured for stand-alone operation without need to access any Active
Directory unless specified by your information support services. The Insbridge Rating and
Underwriting System utilizes by default private message queues that have no need for routing.

Component Services

File
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Figure 40 Message Queuing Type
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Installing Java Runtime Environment for PDF creation

In order to create reports as PDF files from the RateManager web interface, the Java Runtime
Environment version 1.4 or above must be installed on the web server. The JRE can be
downloaded from the http://java.com/en/download/manual.jsp.

MDAC 2.8

If the Insbridge Rating and Underwriting application is split between a web server and a database
server, then Microsoft's Data access component version 2.8 needs to be installed on the web
front-end server. MDAC version 2.8 is included with Windows Server 2003.

Special Considerations for Windows Server 2003

Microsoft has identified some known issues with Windows Server 2003. Oracle Insurance is
aware that these issues may surface during the installation of Insbridge Rating and Underwriting
System, depending upon your network setup and choice of operating system. Oracle Insurance
offers the following solutions for known issues. Please discuss and involve your System
Administration Group or IT Department prior to making any change. The suggestions listed below
will allow the Insbridge Rating and Underwriting System to function in most environments. Oracle
Insurance makes no claim to knowing what effects these changes may have on other areas of
your network.

Prior to making any changes, please consult with your System Administration Group or IT
Department and Insbridge support.

FIPS Encryption

PROBLEM: A Windows Server 2003 server with an encryption level set to FIPS Compliant will
not allow Remote Assistance connections from a Windows XP box. When you try to connect, you
will receive an error message.

SUGGESTED SOLUTION: Disable the FIPS encryption.

There are two ways to enable the FIPS encryption level. If you have to disable the FIPS
encryption level for Terminal Services, you must do this by using the same method that you
originally used to enable the FIPS encryption level. *

Method 1

To disable the FIPS encryption level by changing the Encryption level setting in the RDP-
Tcp Properties dialog box, follow these steps:

1. Click Start, click Run, type tscc.msc in the Open box, and then click OK.
2.Click Connections, and then double-click RDP-Tcp in the right pane.

! From Microsoft Knowledge Base Article #811770.
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3.1n the Encryption level box, click to select a level of encryption other than FIPS
Compliant.

Note If the Encryption level setting is disabled when you try to change it, the system-wide
setting for System cryptography: Use FIPS compliant algorithms for
encryption, hashing, and signing has been enabled, and you must disable this
system-wide setting by using method 2.

Method 2

To use the Group Policy Object to disable FIPS data encryption system-wide, follow these steps:

1. Click Start, click Run, type gpedit.msc in the Open box, and then click OK.

2.Expand Computer Configuration, expand Windows Settings, expand Security
Settings, expand Local Policies, and then click Security Options.

3.1n the right pane, double-click System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing, click Disable, and then click
OK.

Note Encryption level settings in Terminal Server are unavailable when FIPS is enabled.

For more information, please visit http://support.microsoft.com/kb/811770.

Distributed Transaction Coordinator (DTC)

PROBLEM: Network DTC access is disabled by default in Windows Server 2003 server. If
network DTC access is not enabled, applications can only use transactions that are located on
the same box. If you want a client to access the server, you will receive an error message.

SUGGESTED SOLUTION: Enable DTC Access.

Please note that you must restart the server. 2

Steps to enable network DTC access

1. Click Start, point to Control Panel, and then click Add or Remove Programs.
2. Click Add/Remove Windows Components.

3. Select Application Server, and then click Details.

4. Select Enable network DTC access, and then click OK.

5. Click Next.

6. Click Finish.

7. Restart the computer.

If you are running Windows Server 2003 SP1, there are additional steps that must be taken.
Please see http://support.microsoft.com/kb/817064/en-us for more information.

2 From Microsoft Knowledge Base Article #817064.
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Chapter 6

CREATING AN INSBRIDGE APPLICATION POOL

Insbridge currently uses the default application pool and requires .NET framework setting of v2.0.
This may present conflicts with other applications in the default pool that require a higher setting.
Or if after a new install you receive an error when accessing IBFA:

CS0016: Could not write to output file
‘c:\Windows\Microsoft. NET\Framework64\v2.0.50727\Temporary ASP.NET
Files\ibfa\783d6267\bccaOb3e\App_global.asax.zf-kqiii.dll' — 'Access is denied. '
You may need to create a separate Insbridge Application Pool.
There are three steps to creating an Insbridge application pool and then assigning the virtual

directories.

e Step 1: Complete the RateManager installation. Make sure that Static Content is enabled
in the Server Manager Roles.

e Step 2: Create a new Application pool in IIS called Insbridge. Be sure to configure the
application pool to use the Insbridge user.

e Step 3: Associate the Insbridge application pool with virtual directories IBFA, IBRU, RM

| 3
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R Server Merager (WINGRPO01)
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E active Directory Domain Se | 2 e
= é‘% ‘eh Server (I15) %“2’ Provides a relisble, manageable, and scalable Web application infrastructure,
ih Internet Information Se Ea
%j E:gt:;::cs ~! Role Services: 25 installed %} Add Role Services ;I
Sl Corfiguration Role Service [ Status | L35 et el SER{Es
5 Storage Cw WebServer Installed
e Installzd
Installed
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o Directory Browsing Installed
a HTTF Errors Installed
HTTP Redirection Not installed
a Application Development Installed
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P MET Extensibility Installed
Py ASP Installed
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P ISAPI Extensions Installed
= ISAPI Filkers Installed
= Server Side Includes Installed
s Health and Diagnostics Installed
s HTTP Logging Installed
Logging Tools Mot installed
s Request Monitar Installed
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Custom Logging Mot installed
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e Security Installed
Basic Authentication Mot installzd
‘Windows Authentication Mot installzd
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115 Client Certificate Mapping Authentication Mok installed ;I
4 | _>| 27U Last Refresh: /232011 10:18:41 PM Confiqure: refresh
|

Figure 41 Enabling Static Content
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Step 2 — Updating the Insbridge Application Pool

The Insbridge installation must be complete prior to creating an application pool.

1. Click Start > Administrative Tools - select [IS Manager.

2. Expand the Local Computer and select Application Pools. Right click and select Add
Application Pool.

|
™ Internet Information Services (I15) Manager [_To[ =]
@ & [ [} » WINSRPOOL »  Application Pools ] W e @ -
Fie view Help
_- - [“E ] lication Pools _
L-Rd |2 |8 4 Appl (& add Application Pool. .
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B | wmswgm | (wiismpop | This Pagelets you view snd manage the st of applcation pools on the server. Appication pooks are associated Set Anplication Fool DRI
d o || with worker processes, contain one or more appiccations, and provide isolation among dfferent applcations. @ Heb
6] Sites - Add Applcation Pool.. - (6o -Gy showal |Groupby: Na Grouping H Gniine Help
£ Refresh | [status [ .NETFrame... | Managed Pipeli... | Identit | appl
5 Classic .NET AppPacl Started  v2.0 Classic NetwarkService [
i Defaultapppool Started  v2.0 Integrated Networkservice 1
[ Insbridge Started  v2.0 Integrated Insbridge 3
4 I o
Ready L=

Figure 42 Navigating to Application Pool

3. Enter “Insbridge” for the Application pool Name. Select the v2.0 for the .NET Framework

version. Click OK. You will be returned to the IIS screen. Your new application pool will be
listed.

Add application Pool E I

WENR
MET Eramework version:

|.NET Framewark v2.0.50727 |

Managed pipeling mode:

v Start application pool immediately
(] I Cancel

Figure 43 Creating a New Application Pool
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4. Right click the Insbridge Application Pool you created and select Advanced Settings.

Advanced Settings [ 7]

B {General) =
MET Framework, Yersion w2, 0
Managed Pipeline Mode Integrated
rame Insbridge
Queus Length 1000
Skark Automatically True
E Cru
Lirmit 0
Lirnit Ackion Modckion
Limit Interwval {minukes) 5
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el
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Ping Enabled True
Ping Maximum Response Time (seconds) 20
Ping Period (seconds) 30
Shukdawn Time Limit (seconds) a0
Starkup Time Limit (seconds) an
E Process Orphaning
Enabled False -
Identity

[identity Twpe, username, passwiord] Configures the application pool ko run as builk-in
account, i.e, Metwork Service (recommended), Local Syskem, Local Service, or as a sp...

Ik Cancel |

4

Figure 44 Selecting Application Pool Properties
5. Verify that the .NET Framework Version is v2.0.

6. For the Identity select Insbridge.

7. Click OK to save your changes.

Step 2 — Associate the Virtual Directories with the Insbridge Application Pool

Next, you will need to association the Insbridge virtual directories with the new Insbridge
application pool.
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8. Stayin IIS Manager. Under Local Server = Sites = Default Web Site, select IBFA. Right
click and select Add Application.
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Figure 45 Adding Application to Virtual Directory

9. A separate window will be displayed. Select the Insbridge Application Pool.

Add Application E |
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Path: select Application Pool E |
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Figure 46 Selecting the OIDC Application Pool
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10. Click OK to save your selections.

11. Repeat the process for IBRU and RM of selecting the Insbridge Application Pool.

12. Restart IIS. On the 1IS screen, Actions - Restart IIS.

. Server Manager
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Figure 47 Restarting 1S

This issue may be more prevalent on a Windows 2008 64-bit machine. If you are not

experiencing issues, you do not need to create an Insbridge application pool.
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CONTACTING SUPPORT

If you need assistance with an Oracle Insurance Insbridge Rating and Underwriting System
product, please log a Service Request using My Oracle Support at https://support.oracle.com/.

Address any additional inquiries to:

Oracle Corporation
World Headquarters
500 Oracle Parkway
BegvAvood Shores, CA 94065

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200
oracle.com

TTY ACCESS TO ORACLE SUPPORT SERVICES

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services within the
United States of America 24 hours a day, seven days a week. For TTY support, call
800.446.2398.
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