
Part I



Overview

This part provides an overview of the Oracle Identity System Administration interface.

It contains the following chapter:

	
Chapter 1, "Oracle Identity System Administration Interface"






Part III



Identity Certification

This part describes identity certification in Oracle Identity Manager.

It contains the following chapter:

	
Chapter 6, "Managing Identity Certification"






Part V


Application Management

This part describes application management in Oracle Identity Manager.

It contains the following chapters:

	
Chapter 9, "Managing Application Instances"


	
Chapter 10, "Managing Disconnected Resources"


	
Chapter 11, "Managing Lookups"


	
Chapter 12, "Managing Connector Lifecycle"


	
Chapter 13, "Managing Reconciliation"







9 Managing Application Instances 


Application instance is a new abstraction used in 11g Release 2 (11.1.2.1.0). It is a combination of IT resource instance (target connectivity and connector configuration) and resource object (provisioning mechanism).

In pre-R2 releases, requests creation was based on name of resources and it was Administrator-centric, which needed good knowledge of technology. However in 11g Release 2 (11.1.2.1.0), accounts and entitlements of users are associated with application instances, and not with the IT resource instance or resource object. This makes it easier for an end user to operate.

Application instance will be published to organizations and can be requested by users of those organizations. Suppose Microsoft Active Directory (AD) is to be provisioned to users across different organizations or departments across the world. You can define application instances consisting of the following:

	
AD as the resource object


	
Each AD server instance with the connectivity information, such as URL and password, as IT resources




This is because the resource object is same for all users, but the connectivity information, such as port number, can be different for users who are part of different organizations. Therefore, the AD resource object can be provisioned as an application instance without the user being aware of the connectivity information.

Application Instance is the provisionable entity. In order to get an account in a specific target, end users will need to request for the application instance. Instead of requesting for a resource and configuring IT resource instance separately, end user can request for an application instance. The request is subject to approval by an approver. When the request is approved, the resource is provisioned to the user, and an account is created in the target system.




	
Note:

If the request is coming from an administrator, then it may not require approval, where as a request coming from an end user needs approval by approver.







This chapter describes application instances in the following topics:

	
Section 9.1, "Application Instance Architecture and Concepts"


	
Section 9.2, "Managing Application Instances"


	
Section 9.4, "Developing Entitlements"






9.1 Application Instance Architecture and Concepts

An Application Instance is the provisionable entity which will be published to the catalog. 11g Release 2 (11.1.2.1.0) provides the functionality to create catalog-based request to grant application instance, entitlements, and roles. The architecture includes enhancements required in provisioning module to support request for application instances and entitlements. Figure 9-1 illustrates the Application Instance architecture.


Figure 9-1 Application Instance Architecture

[image: Surrounding text describes Figure 9-1 .]



The application instance concepts are described in the following sections:

	
Section 9.1.1, "Multiple Accounts Per Application Instance"


	
Section 9.1.2, "Entitlements"


	
Section 9.1.3, "Disconnected Application Instances"


	
Section 9.1.4, "Application Instance Security"






9.1.1 Multiple Accounts Per Application Instance

Users in an enterprise can have multiple accounts in a single application instance. This is required in a scenario in which an HR administrator performs various tasks for other employees in the organization by using an administrative account. The same HR administrator logs in by using a separate user account when performing certain tasks for self. In this example, the same user requires two different accounts for logging in to the system and performs different types of operations.

In addition, supporting multiple accounts for users is required to prevent potential security threats. Suppose a user uses the same account for logging in to the environment, and performs administrative tasks, regular business tasks for self and others, and tasks related to IT infrastructure. If there is an intrusion in the system and the account is hacked, the hacker can access infrastructure data and other confidential information. If the user has multiple accounts for each type of task and the regular account is hacked, the confidential information related to IT infrastructure and other sensitive resources are secured from the hacker.

Oracle Identity Manager supports multiple accounts in a single application instance. The first account that is created is tagged as primary account, and there can be only one primary account for a user. The subsequent accounts created on the same application instance would be tagged as Other. When the user requests entitlements, the entitlements are appended to the primary account.

When the user gets provisioned to an application instance, the Oracle Identity Manager checks if it is the first account getting provisioned for the user in that application instance. If it is the first account, then the account is marked as primary. When existing user accounts are reconciled from application instances, the first account that gets reconciled is marked as primary. If the account marked as primary is not the actual primary account, then you can manually change the primary tag for the account and mark another account as primary.






9.1.2 Entitlements

An entitlement granted to an account on a target system enables the account owner (user) to perform a specific task or function. An entitlement can be a role, responsibility, or group membership. For example, if user Richard is granted the Inventory Analyst role on a target system, then Richard has a child process form that holds Inventory Analyst role data.

In Oracle Identity Manager, there is one process form for each account (resource) provisioned to an OIM User. Entitlement data is stored in child process form. In the example described earlier, the process form for Richard's account on the target system has a child process form that holds Inventory Manager role data.




	
Note:

To reconcile entitlements created in the target system into Oracle Identity Manager, you must first run the scheduled job for lookup field synchronization, and then run the Entitlement List scheduled job.







Attributes that constitute entitlement data stored on a child process form may vary from one target system to another. In addition, different types of entitlements, such as roles and responsibilities, may have different attributes.

Entitlements that are required to be associated to the administrative accounts are provisioned by requesting a modify resource on the administrative account. From the user's resource (account) profile, the administrator can request for modifying the administrative account and add the administrative entitlements to this account's child table, which then provisions this entitlement to the respective administrative account. Entitlements can also be requested through Entitlement request.

All types of entitlements are available for request in the request catalog. If the request for an administrative entitlement is approved, then it is associated to the primary account and not the administrative account.

You can edit the entitlements by using the Application Instances section of the Oracle Identity System Administration.

See "Developing Entitlements" for detailed information about entitlements.






9.1.3 Disconnected Application Instances

You might deploy self service, delegated administration, request management, and role-based provisioning features in Oracle Identity Manager, and might not deploy provisioning and reconciliation connectors to automate provisioning. After completion of delegated administration operation, request-approval, or role-based provisioning, a manual provisioning task is assigned to an administrator. The administrator then manually performs the provisioning in the target application instance. An example of this is provisioning of an access card, which is physical. Because Oracle Identity Manager cannot provision a physical access card, the application instance of the disconnected resource is to be provisioned.

Oracle Identity Manager supports provisioning of disconnected resources by using the SOA worklist for manual provisioning of disconnected resources. After the role-based provisioning decision or SOA request approval is complete and the corresponding application instance is determined to be a disconnected application instance, a new SOA workflow is started. This new SOA workflow is assigned to the manual provisioning administrator.

To achieve provisioning of disconnected resource, you can create application instances of the disconnected type. The manual provisioning administrator can use the Pending Approvals section of the Oracle Identity Self Service to update all fields in the request. After the manual provisioning administrator submits the manual provisioning worklist item, the provisioning infrastructure marks the underlying provisioning task to be completed based on the response of the manual provisioning administrator. If the administrator specifies that task is manually completed, then the status is changed to provisioned.






9.1.4 Application Instance Security

The Application Instance is also the entity with which security primitives are associated via the organization publishing mechanism. In multi-tenant environments, resource definitions can be shared by multiple organizations, but only those organizations that have the application instance published to them will be actually able to provision to the targets.








9.2 Managing Application Instances

You manage application instances by using Oracle Identity System Administration. This includes:

	
Creating Application Instances


	
Searching Application Instances


	
Modifying Application Instances


	
Deleting Application Instances


	
Creating and Modifying Forms







	
See Also:

""Converting a Disconnected Application Instance to Connected" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about converting a disconnected application instance to a connected application instance









9.2.1 Creating Application Instances

To create an application instance:

	
Login to Oracle Identity System Administration.


	
In the left pane, under Configuration, click Application Instances. The Application Instances page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The Create Application Instance page is displayed.


	
Enter the values of the attributes, as listed in Table 9-1:


Table 9-1 Fields in the Create Application Instance Page

	Attribute	Description
	
Name

	
The name of the application instance. This is a required field.

Note: If you enter non-ASCII characters in the Name field, then an error message is displayed when you try to save the application instance. It is recommended that you enter only ASCII or alphanumeric characters in the Name field.


	
Display Name

	
The display name of the application instance. This is a required field.


	
Description

	
A description of the application instance.


	
Disconnected

	
Select if you want to specify the application instance as disconnected. Selecting this option creates a new approval process that is assigned to the manual provisioning administrator. See "Disconnected Application Instances" for more information.

Note: Disconnected application instance can only be created when a sandbox is active. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for more information about sandbox.


	
Resource Object

	
The resource object name. You can click the search icon next to this field to search and select a resource object.


	
IT Resource Instance

	
The IT resource instance name. You can click the search icon next to this field to search and select an IT resource instance.


	
Form

	
Select the form or dataset name. The forms associated with the selected resource object are populated in the Forms list.

Here, you can create a new form, or edit an existing form. See "Creating and Modifying Forms" for more information.


	
Parent AppInstance

	
The application instance name that you want to specify as a parent to the new application instance. The new application instance inherits all the properties of the parent application instance.








	
Click Save. The application instance is created, and the details of the application instance is displayed in a page.









9.2.2 Searching Application Instances

To search for application instances:

	
In the Oracle Identity System Administration, under Configuration, click Application Instances. The Application Instances page is displayed.


	
Select any one of the following:

	
All: On selecting this option, the search is performed with the AND condition. This means that the search operation is successful only when all the search criteria specified are matched.


	
Any: On selecting this option, the search is performed with the OR condition. This means that the search operation is successful when any search criterion specified is matched.





	
In the searchable application instance attribute fields, such as Display Name, specify a value. You can include wildcard characters (*) in the attribute value.

For some attributes, select the attribute value from the lookup. For example, to search all application instances with a particular resource object, specify the resource object name in the Resource Object field.


	
For each attribute value that you specify, select a search operator from the list. The following search operators are available:

	
Starts with


	
Ends with


	
Equals


	
Does not equal


	
Contains




The search operator can be combined with wildcard characters to specify a search condition. The asterisk (*) character is used as a wildcard character.


	
To add a searchable application instance attribute to the Application Instances page, click Add Fields, and select the attribute from the list of attributes.

For example, if you want to search all application instances under a parent application instance, then you can add the Parent AppInstance attribute as a searchable field and specify a search condition.


	
Optionally click Reset to reset the search conditions that you specified. Typically, you perform this step to remove the specified search conditions and specify a new search condition.


	
Click Search. The search result is displayed in a tabular format, as shown in Figure 9-2:


Figure 9-2 Application Instance Search

[image: Description of Figure 9-2 follows]











	
Tip:

You can use the Query By Example feature to refine your search based on specific values. For more information, see "Query By Example" in Oracle Fusion Middleware User's Guide for Oracle Identity Manager.












9.2.3 Modifying Application Instances

You can open an application instance and modify the attributes, assign and revoke organizations to which the application instance is available, and edit the entitlements associated with the application instance. These tasks are described in the following sections:

	
Modifying Application Instance Attributes


	
Managing Organizations Associated With Application Instances


	
Managing Entitlements Associated With Application Instances






9.2.3.1 Modifying Application Instance Attributes

To modify the attributes of an application instance:

	
In the Application Instances page, search and select the application instance that you want to open.


	
From the Actions menu, click Open. Alternatively, click Open on the toolbar. You can also click the Display Name of the application instance.

The Application Instance details page is displayed.


	
Ensure that the Attributes tab is displayed. The fields that you are not allowed to modify are grayed out.


	
Edit the values in the fields, such as Display Name, Description, Form, and Parent AppInstance.


	
Click Apply. The attribute modifications are saved.







	
Note:

After modifying an application instance, if the modified details are reflected in the Catalog page of Oracle Identity Self Service, but are not reflected in the User Details page, then close and reopen the User Details page. The updated application instance details will be reflected now.












9.2.3.2 Managing Organizations Associated With Application Instances

You must make an application instance available for requesting and subsequent provisioning to users by publishing the application instance to an organization. The users in that organization or the users who has User Viewer role in that organization or the users who has Application Instance Viewer role + User Viewer Role in that organization can request for application instance. For information about authorization in Oracle Identity Manager, see Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.

In the Organizations tab of the Application Instance details page, you can publish the application instance to organizations, and revoke organizations from the application instance.

In addition, you can publish the application instance to an organization and its suborganizations so that users of the suborganizations can also request for the application instance. You can also publish an application instance to organizations with entitlements so that users of the organization can request for the application instance with the entitlements associated with it.




	
Note:

An administrator user can publish an entity to any organization that the administrator can view. For example, an Entitlement Administrator can publish entitlements with administrative permissions to any organization on which the Entitlement Administrator has view permission.







This section describes the following tasks:

	
Publishing an Application Instance to Organizations


	
Revoking Organizations From an Application Instance






9.2.3.2.1 Publishing an Application Instance to Organizations

To publish an application instance to organizations:

	
In the Application Instance details page, click the Organizations tab. A list of organizations to which the open application instance is published is displayed.

For each organization, the include sub-orgs option is displayed in the Hierarchy Aware column. Select this option to make the open application instance available to the organization and its suborganizations. Deselect this option to make the open application instance available to the organization only.


	
From the Actions menu, click Assign. Alternatively, click Assign on the toolbar. The Select Organizations dialog box is displayed.


	
Search for the organizations to which you want to publish to the open application instance.




	
Note:

If you are using Oracle Identity System Administration in French on Google Chrome web browser, the right arrow may be missing or truncated in the search panel of the Select Organizations dialog box. To fix this issue, verify the display language setting in Chrome and change it to French if necessary.








	
Click Add Selected. The selected organizations are added to the Selected Organizations table.

If you want the select all organizations, then click Add All.


	
For each organization added to the Selected Organizations table, a checkbox is displayed in the Hierarchy column. Select the Hierarchy option to publish the open application instance to the suborganizations of the selected organization.

To publish the open application instance to the selected organizations only, leave the Hierarchy option deselected.


	
Select the Apply to Entitlement option to publish the open application instance to the selected organizations with the entitlements associated with the application instance. Otherwise, leave this option deselected.

Figure 9-3 shows the Select Organizations dialog box with the Hierarchy and Apply to Entitlement options:


Figure 9-3 The Select Organizations Dialog Box

[image: Description of Figure 9-3 follows]






	
Click OK. The application instance is published to the selected organizations.

The include sub-orgs option is displayed for the organizations for which you selected the Hierarchy option in the Select Organizations dialog box.









9.2.3.2.2 Revoking Organizations From an Application Instance

To revoke an organization from an application instance:

	
In the Organizations tab, select an organization that you want to revoke from the open application instance.


	
From the Action menu, select Revoke. Alternatively, click Revoke on the toolbar. A confirmation box is displayed with the selected organization.


	
Click Yes to confirm. The organization is revoked from the application instance.











9.2.3.3 Managing Entitlements Associated With Application Instances

To modify entitlements associated with an application instance:

	
In the Application Instance details page, click the Entitlements tab. A list of entitlements associated with the open application instance is displayed.


	
Select the entitlement that you want to modify.


	
From the Actions menu, select Edit. Alternatively, click Edit on the toolbar. The details of the selected entitlement is displayed in a page.


	
Change the attributes of the attributes, and click Save. The entilement modifications are saved.











9.2.4 Deleting Application Instances

An application instance can be deleted in any one of the following ways:

	
Deleting the application instance from the Application Instances section of the Oracle Identity System Administration.


	
Deleting the IT resource, which is a constituent of the application instance.




When you delete an application instance by using any one these methods, the application instance is not hard-deleted from Oracle Identity Manager. The application instance is soft-deleted. This is because accounts provisioned as a result of the application instance might exist in the target system. Therefore, after deleting an application instance, you must run a scheduled job to achieve the following:

	
Unpublish the application instance from the entity publication


	
Unpublish the associated entitlements from the entity publication


	
Revoke, or hard-delete, or mark as deleted all the accounts for the application instance




To delete an application instance:

	
In Oracle Identity System Administration, under Configuration, click Application Instances. The Application Instances page is displayed with a list of application instances that are published to your organization.


	
Search and select the application instance that you want to delete.


	
From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A message box is displayed asking for confirmation.


	
Click Delete to confirm. The application instance is soft-deleted in Oracle Identity Manager.

You can also delete an application instance by deleting the IT resource of the application instance. For information about deleting IT resources, see "Managing IT Resources" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.


	
Run the Application Instance Post Delete Processing Job scheduled job. This scheduled job can be run in any one of the following modes:

	
Revoke: This mode is used when the application instance is deleted, but the provisioned accounts in the target system still exist. Using the Revoke mode deletes the accounts from the target system.




	
Note:

Do not use the Revoke mode with disconnected application instances.








	
Delete: This mode is used when the target system no longer exists, and there are no traces of the accounts in Oracle Identity Manager. Using the Delete mode hard-deletes the accounts from all provisioning tasks and targets, and subsequently from Oracle Identity Manager. If this mode is used when the accounts are assigned in Oracle Identity Manager, then the accounts are listed as deprovisioned under the users they are assigned to.


	
Decommission: This mode is used when the target system no longer exists and the provisioned accounts cannot be revoked from the target system. Using the Decommission mode changes the account status to Revoke without keeping the accounts in Oracle Identity Manager in provisioned state.




For information about scheduled jobs, see "Managing the Scheduler".




	
Note:

The Application Instance Post Delete Processing Job scheduled job can be run after deleting each application instance.








	
Run the Catalog Synchronization Job scheduled job. This scheduled job identifies the soft-deleted application instances, and removes them from the catalog.




	
Note:

	
The Catalog Synchronization Job scheduled job run is independent of the Application Instance Post Delete Processing Job run. This means that the Catalog Synchronization Job scheduled job removes the soft-deleted application instances from the catalog even if Application Instance Post Delete Processing Job is not run after soft-deleting the application instances.


	
Catalog Synchronization Job should be run preferably in Incremental mode so that changes, such as add, update, and delete, in base entity application instance and entitlements are synced to catalog DB.












Figure 9-4 shows the flow and changes that will be made upon Application Instance soft-deletion.


Figure 9-4 Application Instance Soft Deletion Flow

[image: Surrounding text describes Figure 9-4 .]










9.2.5 Creating and Modifying Forms

In the Application Instances section of Oracle Identity System Administration, you can create and modify forms associated with the resource objects, and subsequently with the application instances.




	
See Also:

	
See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about sandbox


	
See Chapter 7, "Managing Forms" for information about creating forms


	
See Chapter 8, "Configuring Custom Attributes" for information about configuring custom attributes












This section describes the following topics:

	
Creating Forms Associated With Application Instances


	
Modifying Forms Associated With Application Instances


	
Localizing Application Instance Form






9.2.5.1 Creating Forms Associated With Application Instances

To create a form associated with an application instance:




	
Note:

You cannot create forms directly. Before creating forms, you must create a sandbox and activate it. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about creating and activating a sandbox.







	
Open the Create Application Instance page or the Attributes tab of the Application Instance details page.


	
Adjacent to the Forms field, click Create. The Create Form page is displayed.


	
In the Name field, verify that the name of the resource object with which the form is associated is displayed. To change the resource object name, click the search icon next to the Name field, and search and select a name from the Search and Select: Name dialog box.


	
In the Form Name field, enter a form name.


	
In the Available form fields section, a list of form field names along with description and Display Name are displayed. These fields are available for the form you are creating. For each available form field, select one or more of the following options:

	
Bulk Update: Selecting this option makes the form field available for updating the entities in bulk.


	
Encrypted: Selecting this option displays the value of the form field in encrypted format.





	
Click Create. A message is displayed stating that the form is created.


	
In the Create Application Instance page or the Attributes tab of the Application Instance details page, click Refresh adjacent to the Form field. The newly created form is available for selection in the Form list.









9.2.5.2 Modifying Forms Associated With Application Instances




	
Note:

You cannot modify forms directly. Before creating forms, you must create a sandbox and activate it. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about modifying and activating a sandbox.







To modify a form associated with an application instance:

	
Open the Create Application Instance page or the Attributes tab of the Application Instance details page.


	
From the Form list, select the form you want to modify.


	
Click Edit to right of the Form field. The Manage Form page is displayed, as shown in Figure 9-5:


Figure 9-5 The Manage Form Page

[image: Description of Figure 9-5 follows]






For detailed information about modifying forms, see "Developing Process Forms" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.

For information about creating and editing custom fields, see "Configuring Custom Attributes".









9.2.5.3 Localizing Application Instance Form

To localize the application instance form:

	
Create an application instance of connector with a form attached to it.


	
Login to Oracle Enterprise Manager.


	
Go to Application Deployments, oracle.iam.console.identity.sysadmin.ear, MDS Configuration.


	
Click Export and save the archive to the host.


	
Unzip the archive, and open the SAVE_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle.xlf file in a text editor.




	
Note:

This file may not exist in MDS. If it does not exist, then create a new one, but the path must be the same.








	
Edit the BizEditorBundle.xlf file in the following way:

	
Search and replace the following:


<file source-language="en"  
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.xlf"
datatype="x-oracle-adf">


With the following for Japanese language:


<file source-language="en" target-language="ja"
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.xlf"
datatype="x-oracle-adf">


	
Search for the application instance code. This procedure shows a sample edit for JDE application instance. The original code is:


<trans-unit id="${adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle']['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userEO.UD_JDE_LANGUAGE__c_description']}">
<source>Language</source>
</target>
</trans-unit>
<trans-unit id="sessiondef.oracle.iam.ui.runtime.form.model.JDEArj.entity.JDEArjEO.UD_JDE_LANGUAGE__c_LABEL">
<source>Language</source>
</target>
</trans-unit>


	
Open the resource file from the connector package, for example JDEdwards_ja.properties, and get the value of the attribute from the file, for example, global.udf.UD_JDE_LANGUAGE=\u8A00\u8A9E.


	
Replace the original code shown in step 6b with the following:


<trans-unit id="${adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle']['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userEO.UD_JDE_LANGUAGE__c_description']}">
<source>Language</source>
<target>\u8A00\u8A9E</target>
</trans-unit>
<trans-unit id="sessiondef.oracle.iam.ui.runtime.form.model.JDEArj.entity.JDEArjEO.UD_JDE_LANGUAGE__c_LABEL">
<source>Language</source>
<target>\u8A00\u8A9E</target>
</trans-unit>


	
Repeat steps 6a through 6d for all attributes of the process form.


	
Save the file as BizEditorBundle_ja.xlf.





	
Repackage the ZIP file and import it to MDS.




	
See Also:

"Deploying and Undeploying Customizations" chapter in Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager, for more information about exporting and importing metadata files








	
Logout or Oracle Identity Manager and login again.












9.3 Configuring Application Instances

You can configure application instances by using Oracle Identity System Administration. This includes:

	
Section 9.3.1, "Configuring Provisioning for Connected Application Instances"


	
Section 9.3.2, "Configuring a Resource Object"


	
Section 9.3.3, "Configuring IT Resource"


	
Section 9.3.4, "Configuring Password Policies for Application Instances"






9.3.1 Configuring Provisioning for Connected Application Instances

To configure the provisioning for connected (AD User) application instances:

	
Go to Oracle Identity System Administration.


	
Under Configuration, click Application Instances.


	
Select the connected application instance, for example ActiveDirectoryApplicationInstance (AD User).


	
Enter the required fields and click Apply.





Figure 9-6 Connected Application Instance

[image: Surrounding text describes Figure 9-6 .]







9.3.2 Configuring a Resource Object

For information about configuring a resource object, see "Resource Objects Form" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.






9.3.3 Configuring IT Resource

For information about configuring an IT resource, see "Creating IT Resources" and "Managing IT Resources" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.

An application instance can be configured for only one IT resource. If the process form requires value of two or more IT resources for provisioning an account, then it cannot be configured directly from the UI. To configure two or more IT resources for provisioning an account:

	
Identify the main IT resource for the account and configure the application instance with that.


	
Use entity adapter to populate the value for other required IT resources. For example, the Microsoft Exchange connector 9.1.1.7 requires an IT resource value of AD IT resource and Exchange IT resource to provision Exchange account. Here are the steps to make it work in R2

	
Create an application instance with Exchange IT resource, and choose AD application instance as parent application because it is a dependent resource for Exchange.


	
Configure an entity adapter to pass the value of the AD IT resource to the process form. To do so:

i.) Keep a track of the dependent IT resource name, such as Exchange, and independent IT resource name, such as AD. This can be in the code, or externalized in a lookup and then initialized in the code.

ii.) Create an entity adapter that takes long as a parameter. This is the parent IT resource key that will be populated.

iii.) In the adapter code, find the parent IT resource name and do a reverse lookup on the child IT resource name by using the map mentioned in step i.

iv.) From the child IT resource name, get the child IT resource key as a long and return it. The entity adapter return value gets set on the child IT resource field on the process form.












9.3.4 Configuring Password Policies for Application Instances

Perform the following steps to configure the password policy for application instances:

	
Go to Oracle Identity System Administration.


	
Under Policies, click Password Policy.


	
Set the required field to set a new rule for the password.

shows the Policy Rules fields and Custom Policy fields that you can configure.


Figure 9-7 Password Policy for Application Instance

[image: Surrounding text describes Figure 9-7 .]



	
After you set the password policy for an Application Instance, you need to attach the new policy to the connected (AD User) application instance. To do so:

	
Go to Design Console.


	
Under Resource Management, click Resource Objects.


	
Click on Password Policies Rule tab.


	
Select the new password policy (AD pwdpolicy) that you created to attach it to the connected application instance.


	
Click Add.


Figure 9-8 Attach Password Policy to Application Instance

[image: Surrounding text describes Figure 9-8 .]















9.4 Developing Entitlements

An entitlement granted to an account on a target system enables the account owner (user) to perform a specific task or function. An entitlement can be a role, responsibility, or group membership. For example, if user Richard is granted the Inventory Analyst role on a target system, then Richard can use that entitlement to access and generate inventory-related reports from the target system.

In Oracle Identity Manager, there is one process form for each account (resource) provisioned to an OIM User. Entitlement data is stored in child process forms of the process form. In the example described earlier, the process form for Richard's account on the target system has a child process form that holds Inventory Manager role data.

Attributes that constitute entitlement data stored on a child process form may vary from one target system to another. In addition, different types of entitlements, such as roles and responsibilities, may have different attributes. For example, Target System A contains the following role data attributes:

	
Role Name


	
Role Description


	
Start Date


	
End Date




The same target system can have a different set of attributes for responsibility data:

	
Responsibility ID


	
Date Assigned


	
Proxy User


	
Escalation User




You can mark or highlight the attribute that uniquely identifies an entitlement on a target system. For the sample role and responsibility data attributes listed earlier, the Role Name and Responsibility ID attributes uniquely identify the role and responsibility entitlements on Target System A. By marking attributes that uniquely identify entitlements, you enable the capture of entitlement data that can be used by other identity management solutions and also displayed in reports.




	
Note:

If you are using the SAP User Management connector release 9.x with this release of Oracle Identity Manager, then perform the following steps for the Roles and Profiles entitlements to work correctly:
	
In the Role Child Form, from the Role System Name field, remove the Entitlement and Required properties.


	
In the Profiles Child Form, from the Profile System Name field, remove the Entitlement and Required properties.












This section discusses the following sections:

	
Available Entitlements and Assigned Entitlements


	
Entitlement Data Capture Process


	
Marking Entitlement Attributes on Child Process Forms


	
Duplicate Validation for Entitlements or Child Data


	
Configuring Scheduled Tasks for Working with Entitlement Data


	
Deleting Entitlement


	
Refreshing the Entitlement List Post Delete for New Entries


	
Disabling the Capture of Modifications to Assigned Entitlements


	
Entitlement-Related Reports






9.4.1 Available Entitlements and Assigned Entitlements

A target system can have a set of entitlements defined and ready for assignment to accounts (users) on the target system. When you integrate this target system with Oracle Identity Manager, you can import (synchronize) entitlement data from the target system into the LKV table on Oracle Identity Manager.




	
Note:

If you use a predefined connector to integrate the target system, then you can use scheduled tasks to fetch entitlement data into this table.







The schedule job, Entitlement List will synchronize the entitlements from LKV to ENT_LIST. This job will also kick off Catalog Synchronization job to synchronize the entitlements to Catalog. An entitlement is available when it can be found in Catalog. See Section 17.3.2.3, "Ongoing Synchronization" for more information about configuring Catalog Synchronization.

During a provisioning operation, you request the entitlement through the Catalog. You can also populate the entitlement data along with the parent data as request data set when submitting a request for an application instance. In this guide, entitlements assigned to accounts are called assigned entitlements. Data about assigned entitlements is stored in child process form tables.






9.4.2 Entitlement Data Capture Process

After you mark the entitlement attribute in each child process form, the following processes take place:

	
Capture of Data About Available Entitlements


	
Capture of Data About Assigned Entitlements






9.4.2.1 Capture of Data About Available Entitlements

The following steps describe how data about available entitlements is captured:




	
Note:

	
You must mark the entitlement attribute in each child process form to enable the process described in these steps. The procedure is described later in this chapter.


	
Make sure that the parent form has the latest child form version. It does not automatically happen when you create, edit, and activate the child parent without doing the same with the parent form.












	
Data about available entitlements is stored in the LKV table through synchronization with the target system.


	
You schedule and run the Entitlement List scheduled task.


	
The schedule task identifies the entitlement through the entitlement property in process form.


	
The scheduled task copies data about available entitlements from the LKV table to the ENT_LIST table.









9.4.2.2 Capture of Data About Assigned Entitlements

This section describes how data about assigned entitlements is captured. When the entitlement attribute is marked in a child process form, a trigger is created on the corresponding UD table. The same holds true when a form with entitlement attribute marked is imported via connector installation.




	
Note:

You must mark the entitlement attribute in each child process form UD_ table to enable the process described in these steps. The procedure is described later in this chapter.







Entitlement assignment is mostly performed in real time via triggers.

The trigger:

	
Copies assigned entitlements from UD tables to ent_assign table when the entitlement is inserted to the UD tables.


	
Moves assigned entitlements from ent_assign to ent_assign_list when the entitlement is removed from UD tables.Copies newly assigned entitlement from UD tables to ent_assign table when the entitlement is updated in UD tables and moves the old assignment to ent_assign_list table.




In case entitlement does not get assigned properly via trigger, then you can use the Entitlement Assignments scheduled task to do a full synchronization.

For example, if an Account Reconciliation scheduled task runs and brings in new entitlement assignments from the target, but the entitlement definitions do not exist in ENT_LIST, then the trigger-based mechanism will not work. In this condition, you need to ignore such entries in the trigger, and handle them via the scheduled task. This is applicable after the entitlement is reconciled from the target.








9.4.3 Marking Entitlement Attributes on Child Process Forms

You must mark the entitlement attribute in the child process form UD_ table for resources for which you want to capture entitlement data. Suppose there are 15 target systems in your operating environment. If you want to capture entitlement data from 12 of 15 resources, then you must mark the entitlement attribute in those 12 resources.

Apply the following guidelines while performing the procedure described in this section:

	
On a child process form, only one attribute holding entitlement data can be marked.


	
The attribute that you mark must be of the LookupField type and its property must be one of the following:

	
Lookup code


	
Lookup query

The Lookup query must satisfy the following conditions:

	
The query uses the LKU and LKV tables


	
The Lookup code in the query is from the LKU table


	
The LKV_ENCODED column value is used for saving


	
The LKV_DECODED column value is used for display purposes










To mark a field as an entitlement in a child process form:

	
Log in to the Design Console.


	
Expand Development Tools, and then double-click Form Designer.


	
Search for and open the child form on which you want to mark an entitlement.

For example, you might want to mark an entitlement on the UD_ADUSRC child form.


	
Click Create New Version.


	
Enter a label for the new version, click the Save icon, and then close the dialog box.


	
From the Current Version list, select the version that you create.


	
On the Properties tab, select the field that you want to mark as an entitlement and then click Add Property.


	
From the Property Name list in the Add Property dialog box, select Entitlement.




	
Note:

You can set Entitlement as the property of a field only if the column type is set to LookupField and the property name is set to Lookup Code.








	
In the Property Value field, enter true.

You need not specify values for any of the other fields in the dialog box.

The following screenshot shows the Edit Property dialog box for the lookup field:

[image: Edit Property dialog box for the lookup field]

	
Click the Save icon and then close the dialog box.


	
If you want to enable the capture of Start Date and End Date values for the entitlement, then:




	
Note:

You can enable the capture of the Start Date and End Date values only if the column type for both fields is DateFieldDlg.







	
On the Properties tab, select the Start Date field and then click Add Property.


	
From the Property Name list in the Add Property dialog box, select Entitlement Valid From.


	
In the Property Value field, enter true.


	
Click the Save icon and then close the dialog box.


	
On the Properties tab, select the End Date field and then click Add Property.


	
From the Property Name list in the Add Property dialog box, select Entitlement Valid To.


	
In the Property Value field, enter true.

The following screenshot shows the Edit Property dialog box for the Start Date field:

[image: Edit Property dialog box for Start Date field]

	
Click the Save icon, and then close the dialog box.





	
Click the Save icon to save the changes made to the child process form.

The following screenshot shows the Properties tab of the child process form:

[image: Properties tab of child process form]




	
Note:

Marking Start Date and End Date are optional.








	
Click Make Version Active.




	
Note:

Make sure that the parent form has the latest child form version. It does not automatically happen when you create, edit, and activate the child parent without doing the same with the parent form.















9.4.4 Duplicate Validation for Entitlements or Child Data

Oracle Identity Manager validates duplicate entitlement or child data based on the following attributes, which ever is set:

	
Key attribute


	
Entitlement attribute




The configuration of the above mentioned attributes are checked prior to validating duplicates in the child data. Table 9-2 summarizes the possible valid and invalid configurations.


Table 9-2 Possible Scenarios and Duplicate Validation Basis

	Entitlement Attribute	Key Attribute for Reconciliation Field Mapping	Configuration Validation
	Connected Application Instance	Disconnected Application Instance
	
Not defined

Note: In this scenario, the user is at a risk of adding duplicate entitlements or child data as the configurations are not defined properly. A warning message is logged on the server asking the user to define entitlement attribute and matching reconciliation field mapping.

	
Not defined

	
Valid

	
Valid


	
Defined.One attribute, say UD_CHILD1_ENT1 has Entitlement=true

Note: Entitlement attribute does not have a matching key attribute defined in reconciliation field mapping.

	
Not defined

	
Invalid

	
Valid


	
Not defined

	
Defined.

One attribute, say UD_CHILD1_ENT1 is set as the key attribute in recon field mapping.

	
Valid

	
Valid


	
Defined.

One attribute, say UD_CHILD1_ENT1 has Entitlement=true

	
Defined.

One attribute, say UD_CHILD1_ENT1 is set as the key attribute in recon field mapping.

	
Valid

	
Valid


	
Defined.

One attribute, say UD_CHILD1_ENT1 has Entitlement=true

Note: Entitlement attribute is a subset of the reconciliation field mapping key attributes.

	
Defined.

Two or more attributes, say UD_CHILD1_ENT1 and UD_CHILD1_ENT2 are defined as key attributes in recon field mapping for child table UD_CHILD1.

	
Valid

	
Valid


	
Defined.

One attribute, say UD_CHILD1_ENT1 has Entitlement=true

Note: Entitlement attribute does not have a matching key attribute defined in reconciliation field mapping.

	
Defined.

One or more attributes, say UD_CHILD1_ENT2 and UD_CHILD1_ENT3 are defined as key attributes in recon field mapping

	
Invalid

	
Invalid








Oracle recommends configuring both the entitlement attribute and the matching key attribute for the child data in reconciliation field mappings to enable effective validation.

Once a valid configuration is detected, duplicates are validated based on the operation as listed in Table 9-3.


Table 9-3 Duplicate Validation Based on Operation

	Operation	Duplicate Validation Description
	
Adding entitlement(s)

	
The attribute for which "Entitlement=true" property is defined.


	
Adding child data

	
The attribute that is the key attribute in the reconciliation field mappings.











	
Note:

Oracle recommends configuring both the entitlement attribute and the key attribute for the child data in reconciliation field mappings to enable effective duplicate entitlement or child data validation.












9.4.5 Configuring Scheduled Tasks for Working with Entitlement Data

You configure the following scheduled tasks for working with entitlement data:

	
Entitlement List


	
Entitlement Assignments






9.4.5.1 Entitlement List

The Entitlement List scheduled task identifies the entitlement attribute from the child process form table and then copies entitlement data from the LKV table into the ENT_LIST table. A record created in the ENT_LIST table corresponds to an entitlement defined on a particular target system.

You must set a schedule for this task depending on how frequently new entitlements are defined on the target systems in your operating environment. In addition, you must run this scheduled task when new target systems are integrated with Oracle Identity Manager. In other words, you must run this task each time you mark a new entitlement. After the connector scheduled tasks fetch lookup field data from the target system into the LKV table, you can run the Entitlement List scheduled task to copy that entitlement data into the ENT_LIST table.

This scheduled task also handles updates to or deletion of entitlements from the target system. For example, if the Senior Accounts Analyst role is removed from the target system, then the connector scheduled task removes the entry for that role from the LKV table. When the Entitlement List scheduled task is run, it marks the row containing the role in the ENT_LIST table as a deleted row.






9.4.5.2 Entitlement Assignments

The Entitlement Assignments scheduled task is used for copying data about assigned entitlements into the ENT_ASSIGN table, in case when triggers fail to synchronization entitlement from UD table to ENT_ASSIGN. This task identifies the entitlement attribute from the child process form table, and then copies data about assigned entitlements from the child process form table into the ENT_ASSIGN table. A record created in the ENT_ASSIGN table corresponds to an entitlement assigned to a particular user on a particular target system.

In addition, it creates INSERT, UPDATE, and DELETE triggers on the child process form tables from which it copies entitlement data. See "Capture of Data About Assigned Entitlements" for information about the function of these triggers.

You can use the RECORDS_TO_PROCESS_IN_BATCH attribute of this scheduled task to specify the number of records in each batch. The default batch size is 5000.








9.4.6 Deleting Entitlement

Entitlements can get deleted in any one of the following ways:

	
Deleting the Entitlement in the target, followed by synchronizing it via lookup reconciliation and further by the Entitlement List schedule job.


	
Direct deletion of the Entitlement from Entitlement List via APIs.


	
Deleting via corresponding application instance.




In all the ways of deleting, the Entitlement will be marked as soft-deleted, that is, the "valid" flag on the Entitlement will be updated to mark it as soft-deleted.

In all the cases of deleting, you need to perform the following post-processing.

	
Unpublish the entitlement from the organization to which it is published


	
Update the Modify_date on the Entitlement in Entitlement List to the current date


	
Purge the instances of the Entitlement in the child table and Entitlement AssignRemove the Entitlements that are picked up by Catalog harvesting, that are marked as soft-deleted, and all request profiles.







	
Note:

	
In-flight requests that have references to soft-deleted Entitlements will fail.


	
Access Policies having deleted Entitlements should be manually updated to remove the same.












To perform post-processing of Entitlement soft-deletion in the provisioning component:

	
Run the EntitlementPostDeleteProcessing scheduled job.

This task will take the following inputs:

	
Application Instance Name/ALL


	
Mode: Revoke/Delete





	
The task will perform the following functionality:

	
Revoke mode: The scheduled task will revoke the entitlement-grant for all the accounts in Oracle Identity Manager, which have that specific entitlement granted.


	
Delete mode: The schedules task will simply hard-delete the entitlements from OIM database in the UD_CHILD table.


	
In both the above cases, the Entitlement grant entry will be removed from ENT_ASSIGN.





	
Run the Entitlement List scheduled task. This is an existing scheduled task that will go to all the resources that have an entitlement field, get the corresponding lookup definition and populate ENT_LIST with the values from the lookup definition, setting the correct SVR_KEY in the process.




Figure 9-9 shows the flow and changes that will be made upon Entitlement soft-deletion.


Figure 9-9 Entitlement Soft-Deletion Flow

[image: Surrounding text describes Figure 9-9 .]







9.4.7 Refreshing the Entitlement List Post Delete for New Entries

When an entry with the same encoded value is deleted and added consecutively in a lookup code, you need to perform the following steps to synchronize the data to the entitlement list:

	
Login to Oracle Identity System Administration.


	
Run the Entitlement List job to soft delete the existing entry.


	
Run the EntitlementPostDeleteProcessing job with Delete mode to clean up soft deleted items.


	
Run Entitlement List job again to add the new entry.









9.4.8 Disabling the Capture of Modifications to Assigned Entitlements

You can manually disable incremental synchronization of assigned entitlement data in the ENT_ASSIGN table. In other words, you can disable the capture of modifications to assigned entitlements. To achieve this, you create and run an SQL script to drop the following triggers created on the child process form tables:




	
Note:

These triggers are created by the Entitlement Assignments scheduled task.







	
The OIU_UDPATE trigger created on the OIU table


	
The TABLE_NAME_ENT_TRG triggers created on the UD_ tables:




After you run the script, modifications to assigned entitlements are not copied into the staging table.

The following is a sample SQL script to drop the triggers on the child process form tables:


create or replace
TRIGGER UD_LDAP_GRP_ENT_TRG
AFTER INSERT
OR DELETE
OR UPDATE OF UD_LDAP_GRP_GROUP_NAME
ON UD_LDAP_GRP
FOR EACH ROW
BEGIN
CASE
WHEN INSERTING THEN
OIM_SP_MANAGEENTITLEMENT('UD_LDAP_GRP',:NEW.UD_LDAP_GRP_GROUP_NAME,NULL,
:NEW.UD_LDAP_GRP_KEY,:NEW.ORC_KEY,NULL,NULL,NULL,
NULL,NULL,'INSERT');
WHEN UPDATING THEN
IF :NEW.UD_LDAP_GRP_GROUP_NAME != :OLD.UD_LDAP_GRP_GROUP_NAME
THEN
OIM_SP_MANAGEENTITLEMENT('UD_LDAP_GRP',:NEW.UD_LDAP_GRP_GROUP_NAME,
:OLD.UD_LDAP_GRP_GROUP_NAME,:NEW.UD_LDAP_GRP_KEY,:NEW.ORC_KEY,NULL,
NULL,NULL,
NULL,NULL,'UPDATE');
END IF;
WHEN DELETING THEN
OIM_SP_MANAGEENTITLEMENT('UD_LDAP_GRP',:OLD.UD_LDAP_GRP_GROUP_NAME,
NULL,NULL,:OLD.ORC_KEY,NULL,NULL,NULL,
NULL,NULL,'DELETE');
END CASE;
END;






9.4.9 Entitlement-Related Reports

The following predefined reports provide data about assigned entitlements:




	
Note:

You must be a member of the ADMINISTRATORS group to be able to view these reports.

Duplicate assignments of the same entitlement to a particular user are suppressed in the reports because they are not copied to the ENT_ tables. For example, if user John Doe has been assigned the Sales Superintendent role twice on a target system, then the reports show only one instance of this entitlement.









	
Entitlement Access List


	
Entitlement Access List History


	
User Resource Entitlement


	
User Resource Entitlement History






9.4.9.1 Entitlement Access List

The Entitlement Access List report lists users who are currently assigned the entitlements that you specify while generating the report. The report provides basic information about the entitlements and the list of users to whom the entitlements are assigned.






9.4.9.2 Entitlement Access List History

The Entitlement Access List History report lists users who had been assigned the entitlements that you specify while generating the report. The report provides basic information about the entitlements and the list of users to whom the entitlements were assigned.






9.4.9.3 User Resource Entitlement

The User Resource Entitlement report lists the current entitlements of users whom you specify while generating the report. The report displays basic user information and entitlement details.






9.4.9.4 User Resource Entitlement History

The User Resource Entitlement History report lists details of past entitlements assigned to users whom you specify while generating the report. The report displays basic user information and entitlement details.












10 Managing Disconnected Resources 


Disconnected resources are targets for which there is no connector. Therefore, the provisioning fulfillment for disconnected resources is not automated, but manual. In earlier releases of Oracle Identity Manager, disconnected provisioning is not supported as a first class use case, it is supported by using manual tasks in the provisioning process. This approach has a number of limitations, which are taken care in Disconnected Resources model. In Oracle Identity Manager 11g Release 2 (11.1.2.1.0), disconnected resources are an enhanced configuration for manual provisioning that leverage SOA integration to provide higher flexibility and configurability of the manual provisioning workflow.

Some examples of disconnected resources include a Badge, Laptop, Pager, or any such item wherein the fulfillment is manual.

This chapter enlists the following topics:

	
Section 10.1, "Disconnected Resources Architecture"


	
Section 10.2, "Managing Disconnected Application Instance"


	
Section 10.3, "Provisioning Operations on a Disconnected Application Instance"


	
Section 10.4, "Managing Entitlement for Disconnected Resource"


	
Section 10.5, "Status Changes in Manual Process Task Action"


	
Section 10.6, "Customizing Provisioning SOA Composite"


	
Section 10.7, "Troubleshooting Disconnected Resources"






10.1 Disconnected Resources Architecture

The Disconnected Resource feature makes use of the existing Oracle Identity Manager provisioning engine artifacts such as the Provisioning Process, Process Task, Adapters and so on while providing BPEL Integration in a seamless and configurable manner.

When a Disconnected Application Instance is created from the UI, it automatically seeds a number of backend configuration artifacts, including a resource object (of type Disconnected), a provisioning process with tasks for the basic provisioning operations, an IT resource, and a process form with the minimal fields (which can be further customized).

Figure 10-1 illustrates the provisioning process architecture for disconnected resources.


Figure 10-1 Disconnected Resource Architecture

[image: Description of Figure 10-1 follows]






When a disconnected application instance is provisioned to a user (via request or otherwise), the specific workflow in the provisioning process is triggered. This fires the corresponding process task and executes the manual provisioning adapter that invokes the out of the box disconnected provisioning SOA composite. A SOA manual task is assigned to System Administrator by default. When the assignee acts on the manual task, the provisioningcallback webservice is invoked with the assignee specified response and it then completes or aborts the provisioning operation and updates the account appropriately.

Table 10-1 displays the attributes for manual provisioning SOA composite payload that is available in the composite.


Table 10-1 Manual Provisioning SOA Composite Payload Attributes

	Attribute	Description
	
Account ID

	
Account ID (oiu_key) for the account under consideration


	
AppInstance Name

	
Disconnected Application Instance Display Name


	
Resource Object Name

	
Disconnected Resource Object Name


	
ITResource Name

	
Disconnected ITResource Name


	
Beneficiary Login

	
Login of the account beneficiary


	
Entity Key

	
Application Instance Key in case of Provision, Revoke, Disable, and Enable account operations.


	
Entity Type

	
Type is set to ApplicationInstance, in case of Provision, Revoke, Disable, and Enable account operations.


	
Beneficiary First Name

	
First name of the account beneficiary


	
Beneficiary Last Name

	
Last name of the account beneficiary


	
Descriptive Field

	
Account descriptive field for the account under consideration


	
URL

	
Oracle Identity Manager callback URL for the webservice.


	
Request Key

	
Request Key if operation is through request.


	
Requester Login

	
Login of the requester if operation is through request.












10.2 Managing Disconnected Application Instance

Managing disconnected application instance includes the following tasks:

	
Section 10.2.1, "Creating a Disconnected Application Instance"


	
Section 10.2.2, "Creating a Disconnected Application Instance for an Existing Disconnected Resource"






10.2.1 Creating a Disconnected Application Instance




	
Note:

Before creating the application instance, you must create a new sandbox and publish it after creating the application instance. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about creating and publishing a sandbox.







To create disconnected application instance:

	
Log in to Oracle Identity System Administration.


	
In the left pane, under Configuration, click Application Instances. The Application Instances page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The Create Application Instance page is displayed.


	
In the respective attribute fields, enter the values as shown in the following table:


	Attribute	Value
	Name	Enter the name of the application instance. This is a required field.
	Display Name	Enter the display name of the application instance. This is a required field.
	Description	Specify a description of the application instance.
	Disconnected	Select the checkbox. This is the flag to indicate whether the application instance is not connected.
Note: This is a UI only flag and is not persisted in the backend. Checking this flag will disable Resource Object and ITResource Instance fields, as these will be automatically created in the back end.








Figure 10-2 shows the attributes for Create Application Instance attributes:


Figure 10-2 Create Application Instance Attributes

[image: Surrounding text describes Figure 10-2 .]



	
Click Save. The application instance is created, and the details of the application instance is displayed.


	
The UI form for the disconnected resource is automatically created and set, click Apply.


	
In addition to the application instance, in the back end, the following provisioning artifacts are automatically created:

	
Resource object of type Disconnected


	
ITresource type definition with the following parameters:

	
Configuration Lookup


	
Connector Server Name


	
Identity Gateway Name




	
Note:

IT resource type definition parameters are for future use and the values for the same need not be set.











	
IT resource of type definition


	
Parent process form with the following fields:

	
Account ID


	
Password


	
Account login


	
IT resource





	
Process definition with workflows for the following operations:

	
Provision Account


	
Enable Account


	
Disable Account


	
Revoke Account


	
Modify Account Attributes





	
Adapters

	
Manual Provisioning


	
Manual Entitlement Provisioning








	
From the System Administration UI, search for schedule job called "Catalog Synchronization Job" and execute it.









10.2.2 Creating a Disconnected Application Instance for an Existing Disconnected Resource

To create a disconnected application instance for an existing disconnected resource, see Section 9.2.1, "Creating Application Instances".




	
Note:

You must not select the Disconnected option, as this will create artifacts including the resource object and IT resource in the backend.














10.3 Provisioning Operations on a Disconnected Application Instance

When provisioning process is triggered for Enable, Disable, Revoke, or Provision operations, the corresponding process task is inserted which runs the Manual Provisioning adapter. This adapter invokes the out of the box provisioning SOA composite. A SOA Human Task is assigned to the System Administrator by default.

The System Administrator from the pending approvals page can:

	
Check the task details


	
Check the account details


	
Change process form data in OIM by changing data and clicking the Fulfill button


	
Perform the operation manually in the target


	
Act on the pending task by clicking Complete or Reject.

Figure 10-3 displays the field options for provisioning operations for beneficiary.


Figure 10-3 Provision Operation for Disconnected Resources

[image: Surrounding text describes Figure 10-3 .]





When the assignee acts on the pending manual tasks, the provisioning callback webservice is invoked which continues with the Oracle Identity Manager operation and updates the account appropriately. See Section 10.5, "Status Changes in Manual Process Task Action" for details on changes to account status based on assignee action.


10.3.1 Process Form Updates

When a process form field of a disconnected resource is updated, the "<FORM_NAME> Updated" process task will be inserted into the provisioning process. This would generate a manual SOA human task, so that the assignee can manually update the changes in the corresponding target.




	
Note:

The "<FORM_NAME> Updated" task will be inserted irrespective of whether updates are to a single process form field or multiple process form field. This behavior is different from that of a connected resource. In addition, note that the individual process form field update tasks need not be configured for a disconnected resource.














10.4 Managing Entitlement for Disconnected Resource

Managing entitlement for disconnected resource includes the following tasks:

	
Section 10.4.1, "Configuring Entitlement Grant"


	
Section 10.4.2, "Configuring for Entitlement Revoke"






10.4.1 Configuring Entitlement Grant

Configuring Entitlement Grant for disconnected resource involves configuring the following:

	
Section 10.4.1.1, "Creating a Child Form and Configuring Entitlement Lookup via Form Designer"


	
Section 10.4.1.2, "Configuring the Process Task that Invokes the SOA Composite"






10.4.1.1 Creating a Child Form and Configuring Entitlement Lookup via Form Designer

To create a child form and configure the lookup definition for entitlements:

	
Once the disconnected application instance is created, the IT Resource Instance field will be populated by the name of the IT Resource instance created. Note down the IT resource instance name (this step is referring to Create Application Instance page).


	
Using SQL Plus, open a connection to Oracle Identity Manager database and run the following query:

	
Select svr_key, svr_name from svr where svr_name=<IT_RESOURCE_NAME>


	
Use the IT resource name from Step 1 as the svr_name. Note down the svr_key that this query returns.





	
Go to Oracle Identity System Administration. Under Configuration, click Form Designer and perform the following steps:

	
Select Type as Resource.


	
Click on the Resource Type and search for the Disconnected Resource.


	
From the search result, click on the disconnected application instance form name.





	
Go to Child Objects tab and click Add to add a child form.


	
In the Name field, provide a name to the child table and click OK.

[image: Surrounding text describes add_child_form.gif.]

	
Click the UD_<CHILD_TABLE_NAME> link to open it for editing.


	
Provide the following values for the entitlement field:

	
In the Display Label field, enter a display name.


	
In the Name field, enter a name for the lookup.





	
Select the following check boxes:

	
Searchable


	
Entitlement


	
Searchable Picklist




	
Note:

It is mandatory that you must select Searchable, Entitlement, and Searchable Picklist check boxes to create an entitlement field on the child form.







[image: Surrounding text describes config_lookup.gif.]




	
Create a new custom field of Lookup Type and click OK.

[image: Surrounding text describes create_lookup.gif.]

	
In the List of Values section, click the create a new lookup type icon and provide values for Meaning (for example, Lookup.Laptop.apps), Code (for example, Lookup.Laptop.apps) and description as follows:

	
Click new to add entitlement values to add Lookup Codes. The value in the Code and Meaning columns should have the following format:


	Code	Meaning
	<svr_key>~<ENTITTLEMENT_NAME>	<ENTITLEMENT_DESCRIPTION>






	
Click Save and Close.

[image: Surrounding text describes entitlement_lookup.gif.]




	
Click Back to Parent Object to return to the parent form.


	
Click Regenerate View to regenerate UI artifacts and dataset, and confirm by clicking OK.

[image: Surrounding text describes confirm_reg_lookup.gif.]

	
Go back to Oracle Identity System Administration, System Management, Scheduler.


	
Search for a scheduled job called Entitlement List and execute it.


	
After the scheduled job execution completes, search for another schedule job called Catalog Synchronization Job and execute it.









10.4.1.2 Configuring the Process Task that Invokes the SOA Composite

To configure the process task that invokes the SOA composite:

	
From the Design Console, navigate to the Process Definition form of the disconnected resource.


	
Click Add Task to add a new process task with the name for example, Grant UD_ENT Entitlement.




	
Note:

You must make sure:
	
that the following flags are set:

	
Conditional


	
Allow Multiple Instances





	
to deselect the "Required for Completion" flag.













	
Select the child table, for example, UD_ENT from the combo box and set Trigger Type as Insert.


	
Save the task. Figure 10-4 displays the process task fields.


Figure 10-4 Create Process Task

[image: Surrounding text describes Figure 10-4 .]



	
Navigate to the Responses tab for the same task, and add Response, Description, and Status as shown in Figure 10-5.


Figure 10-5 Edit Entitlement

[image: Surrounding text describes Figure 10-5 .]



	
Navigate to the Integration tab for the same task.


	
Click Add and select the Adapters radio button.


	
Select the adpMANUALENTITLEMENTPROVISIONING adapter. The adapter has seven variables. Figure 10-5 shows a sample adapter variable mapping.


Figure 10-6 Sample Adapter Variable Mapping

[image: Surrounding text describes Figure 10-6 .]



	
Configure the adapter variable mappings to Literal Strings as shown in Table Table 10-2.




	
Note:

While performing this step, you must ensure that there are no trailing spaces.








Table 10-2 Adapter Variable Mappings for Entitlement Grant

	Variable Name	Map To
	
AccountKey

	
Process Data, Process Instance


	
CompositeName

	
default/DisconnectedProvisioning!1.0


	
ProvisioningOperation

	
Grant Entitlement


	
OperationKey

	
Task Information, Task Instance Key


	
Service Name

	
manualprovisioningprocess_client


	
CompositeURL

	
http://xmlns.oracle.com/DefaultProvisioningComposite/DisconnectedProvisioning/ManualProvisioningProcess


	
Adapter Return Value

	
Response Code








Once the above configuration is done, a disconnected resource entitlement can be requested for a user with the account. This will insert the process task created in Step 4. A SOA Human Task will be assigned to the System Administrator for granting the entitlement in the target manually. When the assignee acts on the pending human task, the provisioning call back webservice is invoked which completes or aborts the Oracle Identity Manager Operation. See Section 10.5, "Status Changes in Manual Process Task Action" for more information about changes to status based on assignee action.











10.4.2 Configuring for Entitlement Revoke

To configure entitlement revoke:

	
Go to Design Console, navigate to the Process Definition form of the disconnected resource, and click Add Task.


	
Add a new process task with name, ManualRevokeEntitlementStart.




	
Note:

You must make sure:
	
that the following flags are set:

	
Conditional


	
Allow Multiple Instances





	
to deselect the "Required for Completion" flag.













	
Navigate to the Responses tab for the same task, and add the following responses and statuses:


	Response	Description	Status
	Completed	Completed	C
	Rejected	Rejected	R






	
Navigate to the Integration tab for the same task.


	
Click Add and select the Adapters radio button.


	
Select the adpMANUALENTITLEMENTPROVISIONING adapter. The adapter has seven variables.


	
Click Save to save the process task and close.


	
Configure the adapter variable mappings to Literal Strings as shown in Table 10-3.




	
Note:

You must make sure that there are no trailing spaces.








Table 10-3 Adapter Variable Mappings for Entitlement Revoke

	Variable Name	Map To
	
AccountKey

	
Process Data, Process Instance


	
CompositeName

	
default/DisconnectedProvisioning!1.0


	
ProvisioningOperation

	
Revoke Entitlement


	
OperationKey

	
Task Information, Task Instance Key


	
Service Name

	
manualprovisioningprocess_client


	
CompositeURL

	
http://xmlns.oracle.com/DefaultProvisioningComposite/DisconnectedProvisioning/ManualProvisioningProcess


	
Adapter Return Value

	
Response Code











	
Note:

While performing this step, you must ensure that there are no trailing spaces.

















10.5 Status Changes in Manual Process Task Action

Table 10-4 provides details about status changes based on manual task action:


Table 10-4 Manual Process Task Action Statuses

	Provisioning Operation	Manual Task Action	Provisioning Action
	
Provision

	
Complete

	
Account status will be set to Provisioned.


	
Provision

	
Reject

	
Account status will not be updated.


	
Disable

	
Complete

	
Account status will be set to Disabled.


	
Disable

	
Reject

	
Account status will not be updated.


	
Enable

	
Complete

	
Account status will be set to Enabled.


	
Enable

	
Reject

	
Account status will not be updated.


	
Revoke

	
Complete

	
Account status will be set to Revoked.


	
Revoke

	
Reject

	
Account status will not be updated.


	
Update

	
Complete

	
No Operation


	
Update

	
Reject

	
No Operation


	
Grant Entitlement

	
Complete
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11 Managing Lookups

 
This chapter describes how to manage lookups in Oracle Identity Manager by using the Form Designer in the Oracle Identity System Administration.

The Form Designer in the Oracle Identity System Administration enables you to perform the following:

	
Searching a Lookup Type


	
Creating a Lookup Type


	
Modifying a Lookup Type






11.1 Searching a Lookup Type

To search for a lookup type:

	
Login to Oracle Identity System Administration.


	
In the left pane, under Configuration, click Lookups. The Search and Select: Lookup Type window is displayed.


	
Select any one of the following options:

	
All: On selecting this option, the search is performed with the AND condition. This means that the search operation is successful only when all the search criteria specified are matched.


	
Any: On selecting this option, the search is performed with the OR condition. This means that the search operation is successful when any search criterion specified is matched.





	
In the Meaning field, enter the humanly readable description of the lookup value you want to search.




	
Note:

Meaning is the decoded value, and Code is the encoded value. The value in the Meaning field is a humanly readable description of the field. The value in the Code field is the actual code value that is used for provisioning. For example, decoded value can be a LDAP group name, and encoded value is the LDAP group GUID.








	
In the Code value, enter the Code value of the lookup type that you want to search.




	
Note:

To specify the search criteria, you can use the percent (%) wildcard character.








	
In the Description field, you can enter a description of the lookup type.


	
Click Search. The lookup types that match your search criteria are displayed in a tabular format.


	
Select a row in the search results table. The details of the selected lookup type is displayed in the Lookup Values section, as shown in Figure 11-1:


Figure 11-1 The Search and Select: Lookup Type Window

[image: Description of Figure 11-1 follows]






	
The lookup values are enabled by default. You can deselect the checkboxes in the Enabled column for each lookup value to disable the lookup value.


	
When finished, click OK.









11.2 Creating a Lookup Type

To create a lookup type:

	
Open the Search and Select: Lookup Type window.


	
Click the Create Lookup Type icon on the toolbar. The Create Lookup Type dialog box is displayed, as shown in Figure 11-2:


Figure 11-2 The Create Lookup Type Dialog Box

[image: Description of Figure 11-2 follows]






	
Enter values in the Meaning and Code fields. These are mandatory fields. For a description of the Meaning and Code fields, see step 4 in "Searching a Lookup Type".


	
In the Description field, optionally enter a description of the lookup type.


	
Create one or more lookup codes for the lookup type. To do so:

	
In the Lookup Codes section, click the Create Lookup Code icon. A row is added to the Lookup Codes section in which you can specify values for the attributes of the lookup code.


	
Enter values for the Meaning, Code, and Description attributes.


	
Select the checkbox in the Enabled column if you want to enable the lookup code.


	
In the Sequence field, enter a number to specify a sequence for the lookup code. A lower number indicates higher priority. For example, 1 indicates highest priority.


	
Repeat steps a to d to create as many lookup codes you want. To remove a lookup code, you can select the row for the code, and click the Remove Lookup Code icon.





	
Click Save. The lookup type is created.









11.3 Modifying a Lookup Type

To modify a lookup type:

	
Open the Search and Select: Lookup Type window.


	
Click the Edit Lookup Type icon on the toolbar. The Edit Lookup Type dialog box is displayed, as shown in Figure 11-3:


Figure 11-3 The Edit Lookup Type Dialog Box

[image: Description of Figure 11-3 follows]






	
To modify the values of the Meaning and Description attributes, specify values in the respective fields. The Code field is a read-only field.


	
To modify lookup codes, select a row for the lookup code, and change the attribute values.


	
Add or remove lookup values by clicking the Create Lookup Code and Remove Lookup Code icons respectively. For more information, see step 5 of "Creating a Lookup Type".




	
Note:

The Remove Lookup Code icon is enabled when you are adding or creating new lookup codes before you save the page. This icon is disabled when you save the page.








	
Click Save. The Lookup Type is modified.







	
Note:

PurgeCache utility must be run after updating lookup definition, without which you must re-save lookup UDF in a sandbox before the new lookup values can be used.
See Oracle Fusion Middleware Performance and Tuning Guide for information about purging the cache.
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Part VI



Managing Infrastructure Services

This past describes infrastructure services in Oracle Identity Manager.

It contains the following chapters:

	
Chapter 14, "Managing Notification Service"


	
Chapter 15, "Managing the Scheduler"


	
Chapter 16, "Managing System Properties"
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20 Using the Archival Utilities


This chapter describes how to use the various archival utilities in the following sections:

	
Using the Reconciliation Archival Utility


	
Using the Task Archival Utility


	
Using the Requests Archival Utility


	
Using the Audit Archival and Purge Utility







	
Note:

You can use the Reconciliation Archival utility, the Task Archival utility, and the Requests Archival utility in both offline and online modes.









20.1 Using the Reconciliation Archival Utility

This section describes how to use the Reconciliation Archival utility. It contains the following topics:

	
Understanding the Reconciliation Archival Utility


	
Prerequisite for Running the Reconciliation Archival Utility


	
Archival Criteria


	
Running the Reconciliation Archival Utility


	
Log File Generated by the Reconciliation Archival Utility






20.1.1 Understanding the Reconciliation Archival Utility

Oracle Identity Manager stores reconciliation data from target systems in Oracle Identity Manager tables called active reconciliation tables:

During the reconciliation process, Reconciliation Manager reconciles data in the active reconciliation tables with the Oracle Identity Manager core tables. Because Reconciliation Manager does not remove reconciled data from the active reconciliation tables, they might eventually grow very large, resulting in decreased performance during the reconciliation process. You can use the Reconciliation Archival utility to archive data that has been reconciled with Oracle Identity Manager. The Reconciliation Archival utility stores archived data in the archive reconciliation tables, which have the same structure as the active reconciliation tables.

Table 20-1 lists the active reconciliation tables with the corresponding archive reconciliation tables in which data from the active reconciliation tables are archived.


Table 20-1 Active and Archive Reconciliation Tables

	Active Reconciliation Tables (Oracle Identity Manager Tables)	Archive Reconciliation Tables
	
RECON_EVENTS

	
ARCH_RECON_EVENTS


	
RECON_JOBS

	
ARCH_RECON_JOBS


	
RECON_BATCHES

	
ARCH_RECON_BATCHES


	
RECON_EVENT_ASSIGNMENT

	
ARCH_RECON_EVENT_ASSIGNMENT


	
RECON_EXCEPTIONS

	
ARCH_RECON_EXCEPTIONS


	
RECON_HISTORY

	
ARCH_RECON_HISTORY


	
RECON_USER_MATCH

	
ARCH_RECON_USER_MATCH


	
RECON_ACCOUNT_MATCH

	
ARCH_RECON_ACCOUNT_MATCH


	
RECON_CHILD_MATCH

	
ARCH_RECON_CHILD_MATCH


	
RECON_ORG_MATCH

	
ARCH_RECON_ORG_MATCH


	
RECON_ROLE_MATCH

	
ARCH_RECON_ROLE_MATCH


	
RECON_ROLE_HIERARCHY_MATCH

	
ARCH_RECON_ROLE_HIER_MATCH


	
RECON_ROLE_MEMBER_MATCH

	
ARCH_RECON_ROLE_MEMBER_MATCH


	
RA_LDAPUSER

	
ARCH_RA_LDAPUSER


	
RA_MLS_LDAPUSER

	
ARCH_RA_MLS_LDAPUSER


	
RA_LDAPROLE

	
ARCH_RA_LDAPROLE


	
RA_MLS_LDAPROLE

	
ARCH_RA_MLS_LDAPROLE


	
RA_LDAPROLEMEMBERSHIP

	
ARCH_RA_LDAPROLEMEMBERSHIP


	
RA_LDAPROLEHIERARCHY

	
ARCH_RA_LDAPROLEHIERARCHY


	
All horizontal tables mentioned under RECON_TABLES

	
"ARCH_" + substr(HTnames,1,25)








You can use the Reconciliation Archival utility to perform the following tasks:

	
Archive all or specific data from the active reconciliation tables to the archive reconciliation tables


	
Delete all data from the active reconciliation tables




When you archive data by moving it from the active reconciliation tables to the archive reconciliation tables, you must specify the date in the YYYYMMDD format, such as all records on or before this date will be archived, and a reconciliation event status parameter value, which defines the data that you want to archive. For information about these archiving criteria, refer to "Archival Criteria".

If you choose to archive selective data, then the utility archives reconciliation data based on selected event status that have been created on or before the specified date and event status.

When you archive all data from the active reconciliation tables to the archive reconciliation tables, the Reconciliation Archival utility archives all reconciliation data that have been created on or before the specified date.

The files that constitute the Oracle Database version of the Reconciliation Archival utility are located in the following directory:


OIM_ORACLE_HOME/server/db/oim/oracle/Utilities/Recon11gArchival


You can run the Reconciliation Archival utility in offline mode with Oracle Identity Manager stopped, or in online mode with Oracle Identity Manager running.

Before running the utility in offline mode, you must stop Oracle Identity Manager.






20.1.2 Prerequisite for Running the Reconciliation Archival Utility

Before running the Reconciliation Archival utility, the OIM_RECON_ARCH tablespace must be created in the database. To do so, you can run the following sample command as a DBA privilege user, for instance SYS or SYSTEM.


CREATE TABLESPACE OIM_RECON_ARCH
        LOGGING DATAFILE 'ORADATA/OIM_RECON_ARCH.dbf'
        SIZE 500M REUSE AUTOEXTEND ON NEXT 10M;





	
Note:

	
You must replace ORADATA in the preceding sample command with the full path to your ORADATA directory.


	
You must set LD_LIBRARY_PATH to start Oracle utilities such as SQL*Plus in the environment where you want to run Oracle Identity Manager utilities.


	
Data that has been archived from the active reconciliation tables to the archive reconciliation tables will no longer be available through Oracle Identity Manager. To access this data, you must query the archive reconciliation tables in your Oracle Identity Manager database.












If you are using ASM, Exadata (ASM) or Oracle Managed Files (OMF), then follow the instructions described here.

If you are using ASM, then you can use the name of a diskgroup say DATA 1 to create the tablespace in the database as follows:


CREATE TABLESPACE OIM_RECON_ARCH
       LOGGING DATAFILE '+DATA1'
       SIZE 500M AUTOEXTEND ON NEXT 10M;


If you are using Oracle Managed Files, then you can omit the datafile and run the command as follows:


CREATE TABLESPACE OIM_RECON_ARCH
       LOGGING DATAFILE
       SIZE 500M AUTOEXTEND ON NEXT 10M;


If you want to run the utility in offline mode, then you must stop Oracle Identity Manager before running the utility.






20.1.3 Archival Criteria

To select reconciliation data to archive, provide the following criteria. Data with matching values will be archived.

	
Date must be in the format YYYYMMDD. All records on or before this date that match the specified reconciliation event parameter value will be archived.


	
Select Closed, Linked, Closed or Linked, or All for the reconciliation event parameter.

	
Closed describes events that have been manually closed in Reconciliation Manager.


	
Linked describes events that were reconciled in Oracle Identity Manager, including the following states:

	
Creation Succeeded


	
Update Succeeded


	
Delete Succeeded


	
Creation Failed


	
Update Failed


	
Delete Failed





	
Closed or Linked


	
Select status for reconciliation events to be archived.

	
Enter 1 for Closed


	
Enter 2 for Linked


	
Enter 3 for Closed and Linked


	
Enter 4 for Exit















20.1.4 Running the Reconciliation Archival Utility

To run the Reconciliation Archival utility:

	
Ensure that the Oracle Identity Manager database is available and that no reconciliation processes are running.




	
Note:

Oracle recommends that you run the Reconciliation Archival utility during off-peak hours.








	
If you want to run the utility in offline mode, then stop Oracle Identity Manager by following the instructions in the "Starting and Stopping Servers" chapter.

To run the utility in online mode, ignore this step and proceed to step 3.


	
On Microsoft Windows platforms, you must specify the short date format as M/d/yyyy. In addition, you must specify the time format as H:mm:ss. To customize the date and time formats, use the Regional and Language Options command in Control Panel.




	
Note:

	
When you change the date and time format, the change is applied to all the applications running on the Microsoft Windows platform.


	
Minimal validation is done on date before calling the utility, and you can scan logs files for any ORA-18xx errors for invalid date-related errors.













	
On Linux or UNIX platforms, run the following commands to set execution permission for the oim_recon_archival.sh file and to ensure that the file is a valid Linux or UNIX text file:


chmod 755 path/oim_recon_archival.sh
dos2unix path/oim_recon_archival.sh


	
On Linux or UNIX platforms, run the path/oim_recon_archival.sh file to run the utility.

On Microsoft Windows platforms, run the path\oim_recon_archival.bat file to run the utility.


	
For Oracle Database installations, enter values for the following parameters when prompted:

	
Oracle home directory


	
Oracle Identity Manager database user name and password





	
Enter the reconciliation creation date in the YYYYMMDD format. All records on or before this date with required status value will be archived.


	
When prompted, select a reconciliation event status for the data that you want to archive:

	
Enter 1 for Closed


	
Enter 2 for Linked


	
Enter 3 for Closed or Linked


	
Enter 4 for Exit





	
When prompted to specify the mode of running the utility, enter 1 if you want to run the utility in online mode. Otherwise, enter 2 to run the utility in offline mode.


	
Enter the batch size for processing.

The default batch size is 5000.




	
Note:

Batch size is a value for the number of records to be processed in a single iteration of archival/purge, also as an internal commit at the database level. You must provide the batch size as an input parameter value while starting the operation of Archival Utilities at run time.
This batch size by default is 5000. When purging greater than few hundred thousand recon_events, a higher batch size can be opted for. This may need more resources from RDBMS, such as more space from the TEMP and UNDO tablespaces.









The utility archives the reconciliation data and provides an execution summary in a log file.


	
On Microsoft Windows platforms, reset the short date format to the date format for your region or locale after you run the utility. Use the Regional and Language Options command in Control Panel to reset the date format.


	
Because the data from active reconciliation tables are removed, your DBA must analyze the active reconciliation tables and their indexes in order to update the statistics. Perform this step only if you are using Oracle Database as the database for Oracle Identity Manager.









20.1.5 Log File Generated by the Reconciliation Archival Utility

After running the Reconciliation Archival utility, the following log file is generated:

./logs/oim_recon_archival_summary_TIMESTAMP.log

If running the utility fails, then the log file records the batch number at which the utility fails along with the error messages.








20.2 Using the Task Archival Utility

This section describes how to use the Task Archival utility. It contains the following topics:

	
Understanding the Task Archival Utility


	
Preparing Oracle Database for the Task Archival Utility


	
Running the Task Archival Utility


	
Reviewing the Output Files Generated by the Task Archival Utility






20.2.1 Understanding the Task Archival Utility

In Oracle Identity Manager, a task refers to one or more activities that comprise a process, which handles the provisioning of a resource. For example, a process for requesting access to a resource may include multiple provisioning tasks. Oracle Identity Manager stores task data in the following tables, which are called active task tables:

	
OSI


	
OSH


	
SCH




By default, Oracle Identity Manager does not remove completed tasks from the active task tables. As the size of the active task tables increases, you might experience a reduction in performance, especially when managing provisioning tasks. After a task executes successfully, you can use the Task Archival utility to archive the task data and remove it from the active task tables. Archiving task data with the Task Archival utility improves performance and ensures that the data is safely stored.

The Task Archival utility stores archived task data in the following archive task tables, which have the same structure as the active task tables:

	
ARCH_OSI


	
ARCH_OSH


	
ARCH_SCH




You can use the Task Archival utility to archive the following types of tasks:

	
Provisioning tasks for resource instances that have been revoked for disabled or deleted users


	
Provisioning tasks for resource instances that have been revoked




When you archive tasks with the Task Archival utility, you can specify the type of archive operation, the user status, the task execution date, and the number of records above which to drop the indexes before archiving. The archive operation represents the type of task data to archive and the user status determines whether to archive data for users who have been deleted, disabled, or both. The task execution date represents the date on which a task is executed and must be in the format YYYYMMDD.

All executed tasks, up to the task execution date you specify, will be archived. To reduce the time that the archiving process takes, the utility drops the indexes on all active task tables when the number of records to be archived is greater than 200000. The indexes are re-created after the archived data is deleted from the active task tables. You can change the value 200000 to your preferred value. You can change the value in the following lines of code in the OIM_TasksArch.bat file or in the OIM_TasksArch.sh file:

In the .bat file, set INDXRESP=200000

In the .sh file, indxopt=200000

The files that constitute the Oracle Database version of the Task Archival utility are located in the following directory:


OIM_HOME/db/oim/oracle/Utilities/TaskArchival





	
Note:

Data that has been archived from the active task tables to the archive task tables will no longer be available through Oracle Identity Manager. To access this data, you must query the archive task tables in your Oracle Identity Manager database.







You can run the Task Archival utility in offline mode with Oracle Identity Manager stopped, or in online mode with Oracle Identity Manager running.

Before running the utility in offline mode, you must stop Oracle Identity Manager.






20.2.2 Preparing Oracle Database for the Task Archival Utility

Before you can use the Task Archival utility with Oracle Database, you must perform the following steps:

	
Start SQL*Plus and connect to Oracle Database as a SYS user.


	
Create a separate tablespace for the archival task tables by entering the following command. Replace DATA_DIR with the directory in which you want to store the data file and adjust the size and other parameters as necessary for your environment.


CREATE TABLESPACE TasksArch
    DATAFILE 'DATA_DIR\tasksarch_01.dbf' SIZE 1000M REUSE
    EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO;





	
Note:

Oracle recommends that you allocate a large UNDO tablespace when archiving large amounts of data. In addition, turn on parallel execution by configuring the parallel_max_servers and parallel_min_servers initialization parameters. Parallel execution helps improve the performance of the archival process.








	
Connect to Oracle Database as the Oracle Identity Manager database user.


	
Enter the following command to run the cr_taskarchival_ddl_table.sql script, which creates a table named OIM_TASK_ARCH_DDL. This table is used by the Task Archival utility.


@ path/cr_taskarchival_ddl_table.sql


	
Enter the following command to run the Create_TasksArch_Tables.sql script, which creates the archive task tables:


@ path/Create_TasksArch_Tables.sql


	
Enter the following command to run the OIM_SP_TASKS_ARCHIVAL.sql script, which creates a stored procedure that the Task Archival utility uses to archive and delete task data:


@ path/OIM_SP_TASKS_ARCHIVAL.sql







	
Note:

You must set LD_LIBRARY_PATH to start Oracle utilities such as SQL*Plus in the environment where you want to run Oracle Identity Manager utilities.












20.2.3 Running the Task Archival Utility

Perform the following steps to run the Task Archival utility:

	
Ensure that the Oracle Identity Manager database is available but it is not open to other Oracle Identity Manager transactions.




	
Note:

Oracle recommends that you run the Task Archival utility during off-peak hours.








	
Ensure that you have created a backup of the OSI, SCH, and OSH tables.


	
If you want to run the utility in offline mode, then stop Oracle Identity Manager by following the instructions in the "Starting and Stopping Servers" chapter.

To run the utility in online mode, ignore this step and proceed to step 4.


	
On Microsoft Windows platforms, you must specify the short date format as dddd M/d/yyyy. In addition, you must specify the time format as H:mm:ss. To customize the date and time formats, select the Regional and Language Options command in the Control Panel.




	
Note:

	
When you change the date and time format, the change is applied to all the applications running on the Microsoft Windows platform


	
Minimal validation is done on date before calling the utility, and you can scan logs files for any ORA-18xx errors for invalid date-related errors













	
On Linux and UNIX platforms, run the path/OIM_TasksArch.sh file. On Microsoft Windows platforms, run the path\OIM_TasksArch.bat file.


	
For Oracle Database installations, enter values for the following parameters when prompted:

	
Oracle home directory


	
Oracle Identity Manager database name or TNS string if the Oracle Identity Manager database is running on a remote computer


	
Oracle Identity Manager database user name and password





	
When prompted, select one of the following options:

	
Archive all provisioning tasks on resource instances that have been revoked for disabled or deleted users.


	
Archive all provisioning tasks on resource instances that have been revoked.


	
Exit.





	
When prompted to specify the mode of running the utility, enter 1 if you want to run the utility in online mode. Otherwise, enter 2 to run the utility in offline mode.


	
If you chose to archive all provisioning tasks for resource instances that have been revoked for disabled or deleted users, select one of the following options:

	
Users at Deleted status


	
Users at Disabled status


	
Users at Deleted and Disabled status


	
Go back to Main Menu





	
Enter a task execution date in the format YYYYMMDD when prompted. All executed tasks, up to the task execution date you specify, will be archived. To archive all tasks that were executed on or before the current date, press Enter without entering a date.


	
Summary information is displayed before the utility starts the archival process. The summary information gives you the total number of tasks to be archived. Read the summary information carefully and make sure your database can support the delete volume listed in the summary.

Enter a value of y or Y when prompted to archive the tasks. Otherwise, enter a value of n or N to exit the utility.




	
Note:

You must enter the value of Y or N when prompted. If you press Enter without selecting a value, then the utility again counts the number of tasks to be archived and prompts you without beginning the archive.








	
On Microsoft Windows platforms, reset the short date format to the date format for your region or locale after the Task Archival utility finishes running. Use the Regional and Language Options command in the Control Panel to reset the date format.




	
Note:

You must analyze the active task tables and their indexes for updated statistics, because the data from active task tables is removed. Perform this step only if you are using Oracle Database as the database for Oracle Identity Manager.















20.2.4 Reviewing the Output Files Generated by the Task Archival Utility

Table 20-2 describes the output files that are generated by the Task Archival utility.


Table 20-2 Output Files Generated by the Task Archival Utility

	File	Description
	
Err_DB_Conn_timestamp.log

	
Generated when the utility is unable to connect to the database with the specified credentials


	
Err_Arch_Tasks_timestamp.log

	
Generated when the archival or deletion processes fail


	
Arch_TaskData_timestamp.log

	
Generated when the archival or deletion processes succeed











	
Note:

These error log files are deleted when you run the utility again.














20.3 Using the Requests Archival Utility

This section describes how to use the Requests Archival utility. It contains the following topics:

	
Understanding the Requests Archival Utility


	
Prerequisites for Running the Requests Archival Utility


	
Input Parameters


	
Running the Requests Archival Utility


	
Log Files Generated by the Utility






20.3.1 Understanding the Requests Archival Utility

By default, Oracle Identity Manager does not remove closed or withdrawn requests from the active request tables. To archive these requests and free up the disk space and thereby enhance database performance, the Requests Archival utility is used. You can archive request data based on request creation date and request status. Archiving requests based on the request status is optional. By using request status, you can archive:

	
Completed requests such as requests with status Withdrawn, Closed, and Completed. This is specified by selecting the 1 for Completed option.


	
Completed and failed requests such as requests with status Withdrawn, Closed, Completed, Failed, and Partially Failed. This is specified by selecting option 2 for Completed and Failed.


	
All requests based on request creation date. This is specified by selecting option 3 for All.




Table 20-3 lists the names of the tables which are to be archived and the corresponding archival table names.


Table 20-3 Archival Tables

	Main Table	Archival Table
	
REQUEST

	
ARCH_REQUEST


	
REQUEST_HISTORY

	
ARCH_REQUEST_HISTORY


	
REQUEST_APPROVALS

	
ARCH_REQUEST_APPROVALS


	
REQUEST_ENTITIES

	
ARCH_REQUEST_ENTITIES


	
REQUEST_ENTITY_DATA

	
ARCH_REQUEST_ENTITY_DATA


	
REQUEST_BENEFICIARY

	
ARCH_REQUEST_BENEFICIARY


	
REQUEST_BENEFICIARY_ENTITIES

	
ARCH_REQUEST_BE


	
REQUEST_BENEFICIARY_ENTITYDATA

	
ARCH_REQUEST_BED


	
REQUEST_TEMPLATE_ATTRIBUTES

	
ARCH_REQUEST_TA


	
WF_INSTANCE

	
ARCH_WF_INSTANCE


	
REQUEST_COMMENTS

	
ARCH_REQUEST_COMMENTS








The files that constitute the Oracle Database version of the Requests Archival utility are located in the following directory:


OIM_HOME/db/oim/oracle/Utilities/RequestArchival


You can run the Requests Archival utility in offline mode with Oracle Identity Manager stopped, or in online mode with Oracle Identity Manager running.

Before running the utility in offline mode, you must stop Oracle Identity Manager.






20.3.2 Prerequisites for Running the Requests Archival Utility

Before running the Requests Archival utility:




	
Note:

You must set LD_LIBRARY_PATH to start Oracle utilities such as SQL*Plus in the environment where you want to run Oracle Identity Manager utilities.







	
Create the OIM_REQUEST_ARCH tablespace. When the Requests Archival utility is run for the first time, a corresponding archival table is created for all the tables that are to be archived. The archival tables are created in a separate tablespace named OIM_REQUEST_ARCH. This tablespace must be created before running the utility.


	
Create the required archival tables for the request tables by running the oim_create_request_arch_tables.sql script. This is the PL/SQL script to create archival tables against all tables that are to be archived.


	
If you want to run the utility in offline mode, then you must stop Oracle Identity Manager before running the utility.









20.3.3 Input Parameters

Table 20-4 lists the input parameters used by the Requests Archival utility:


Table 20-4 Input Parameters

	Parameter	Description
	
Oracle Home

	
The value of ORACLE_HOME environment variable on the system.


	
Oracle SID

	
The SID of the Oracle Identity Manager database, which is a TNS name or TNS alias.


	
OIM DB User

	
The database login ID of the Oracle Identity Manager database user.


	
OIM DB Pwd

	
The password of the Oracle Identity Manager database user.


	
Request Status

	
The request status based on the user inputs 1, 2, or 3.


	
Request Creation Date

	
The utility archives all requests created on or before this request creation date with the required request status.


	
Batch Size

	
The utility processes a group of records or batch as a single transaction. The batch size can influence the performance of the utility.

Default value of Batch Size is 2000.


	
Utility Running Mode

	
The mode in which you want to run the utility, online or offline. You must enter 1 for online mode, or 2 for offline mode.

The utility runs faster when you run it in offline mode than online mode. However, running the utility in offline mode requires downtime. The archival operation can be speeded up by running in offline mode, but Oracle Identity Manager is not usable until the utility completes the archival operation. Therefore, make sure that Oracle Identity Manager is not running before choosing this option.












20.3.4 Running the Requests Archival Utility

To run the Requests Archival utility:

	
Ensure that the Oracle Identity Manager database is available.




	
Note:

It is recommended that you run the Requests Archival utility during off-peak hours.








	
If you want to run the utility in offline mode, then stop Oracle Identity Manager by following the instructions in the "Starting and Stopping Servers" chapter.

To run the utility in online mode, ignore this step and proceed to step 3.


	
On Microsoft Windows platform, you must specify the short date format as dddd M/d/yyyy. In addition, you must specify the time format as H:mm:ss. To customize the date and time formats, use the Regional and Language Options command in Control Panel.




	
Note:

	
When you change the date and time format, the change is applied to all the applications running on the Microsoft Windows platform.


	
Minimal validation is done on date before calling the utility, and you can scan logs files for any ORA-18xx errors for invalid date-related errors.













	
On UNIX platform, run the following commands to set execution permission for the OIM_request_archival.sh file and to ensure that the file is a valid UNIX text file:


chmod 755 path/OIM_request_archival.sh
dos2unix path/OIM_request_archival.sh


	
On UNIX platform, run the path/OIM_request_archival.sh file. On Microsoft Windows platform, run the path\OIM_request_archival.bat file.

The oim_request_archival script validates the database input and establishes a connection with the database. It then calls the oim_request_archival.sql script, the script is used to compile PL/SQL procedures related to the utility.


	
For Oracle Database installations, enter values for the following parameters when prompted:

	
Oracle home directory.


	
Oracle Identity Manager database name or TNS string if the Oracle Identity Manager database is running on a remote computer. Otherwise, enter ORACLE SID.


	
Oracle Identity Manager database user name and password.





	
When prompted, enter one of the following options:

	
Enter 1 to archive the requests with status Request Withdrawn, Request Closed, or Request Completed, and requests with creation date on or before the request creation date specified by the user in the format YYYYMMDD.


	
Enter 2 to archive the requests with status Request Withdrawn, Request Closed, Request Completed, or Request Partially Failed, and requests with creation date on or before the request creation date specified by the user in the format YYYYMMDD.


	
Enter 3 to archive all the requests with request creation date on or before the request creation date specified by the user in the format YYYYMMDD.





	
When prompted to specify the mode of running the utility, enter 1 if you want to run the utility in online mode. Otherwise, enter 2 to run the utility in offline mode.


	
Specify the batch size, when prompted.




	
Note:

Batch size is a value for the number of records to be processed in a single iteration of archival/purge also an internal commit at the database level. You must provide the batch size as an input parameter value while starting the operation of Archival Utilities at run time.
This batch size by default is 2000. A higher batch size can be opted for, but this might require more resources from the database, such as more space from the TEMP and UNDO tablespaces.









The utility archives the request data and provides an execution summary in a log file.


	
On Microsoft Windows platforms, reset the short date format to the date format for your region or locale after you run the utility. Use the Regional and Language Options command in Control Panel to reset the date format.


	
Because the data from active request tables are removed, your DBA must analyze the active request tables and their indexes in order to update the statistics. Perform this step only if you are using Oracle Database as the database for Oracle Identity Manager.









20.3.5 Log Files Generated by the Utility

All the logs are written to the logs/ directory created in the current folder. Table 20-5 lists the log files generated by the utility.


Table 20-5 Logs Generated by the DB Archival Utility

	Log File	Description
	
oim_create_request_arch_tables.log

	
Created when the utility fails to create the archival tables


	
oim_request_archival.log

	
Created when the utility fails to create the procedures required for archival


	
validate_date.log

	
Created when the input REQUEST_CREATION_DATE is invalid


	
oim_request_archival_summary_TIMESTAMP.log

	
Contains the summary of the run


	
Err_DB_Conn_TIMESTAMP_ATTEMPTNUMBER.log

	
Created when the utility is unable to connect to the database with the credentials provided














20.4 Using the Audit Archival and Purge Utility

This section describes how to use the Audit Archival and Purge utility. It contains the following topics:

	
Overview


	
Prerequisites for Using the Utility


	
Preparing the UPA Table for Archival and Purge


	
Archiving or Purging the UPA Table







	
Note:

The partitioning feature of Oracle Database Enterprise Edition is required for implementing audit archival and purge.









20.4.1 Overview

Continuous data generation in the Oracle Identity Manager database schema and the audit data growth results in a gradual increase in the storage consumption of the database server. The audit data is populated in the UPA table. The growth of data in the UPA table can pose disk space and maintenance issues. Therefore, old audit data in the UPA table must be cleaned or archived.

To keep this disk space consumption in control, you can use the Audit Archival and Purge utility. This utility controls the growth of the audit data by purging the data in a logical and consistent manner.




	
Note:

	
The audit archival and purge solution is only applicable to the UPA table. It is not applicable to audit reporting tables, which are tables with the UPA_ prefix.


	
The utility is compatible with Oracle Identity Manager release 9.1.0 and later.












You must shut down Oracle Identity Manager to fetch the latest data, which is to retrieve EFF_TO_DATE as null records. You can retrieve the remaining data later when Oracle Identity Manager is running with the new partitioned UPA.

Oracle recommends partitioning of the UPA table on the basis of calendar year, which allows you to archive or drop partitions. The advantage of partitioning is that the old partitions can be archived or purged because Oracle Identity Manager does not use old audit data lying in those partitions. Oracle Identity Manager uses the latest audit data and the current calendar year data. Therefore, the UPA table is partitioned based on date range-partitioning approach by calender year using EFF_TO_DATE column. After partitioning, the latest audit data where EFF_TO_DATE is NULL, can be grouped in one partition, and there will be one partition for each calendar year. Oracle Identity Manager do not read or write into any other partitions except the latest and current year partitions.

For instance, if you are using Oracle Identity Manager audit feature since 2005 and implementing the audit archive and purge solution in calendar year 2011, then you will have seven partitions after this exercise, assuming that you create a partition for each calendar year. In those seven partitions, Oracle Identity Manager will only read or write the following partitions:

	
The latest partition


	
The partition for the current year, for example 2011




All the previous year partitions can be archived and then purged. If you do not want to archive, then you can purge those old partitions. You can reclaim the space by archiving and purging those old partitions. You must keep the latest and current year partitions untouched for Oracle Identity Manager to continue working.






20.4.2 Prerequisites for Using the Utility

The following prerequisites must be met before or when using the Audit Archival and Purge utility:

	
Database partitioning is supported only on Enterprise Edition of Oracle Database. Therefore, to implement the audit archival and purge solution, you must run Enterprise Edition of Oracle Database.


	
The UPA table must be range-partitioned. Time interval can be any value as per data distribution. Other modes of partition methods are not supported.


	
Make sure that the latest backup of the UPA table is available. Creating a backup of the UPA table is a compulsory prerequisite before applying this solution. It is recommended to try out this solution in the development or staging environment before implementing it on the production database.


	
Decide how many previous year's of audit data you require to keep online before implementing this solution. This helps in creating partitions beforehand.


	
Each partition should be placed on its own tablespace. Do not share the tablespace between partitions of different year or with some other data.


	
During partitioning, the audit data for each calendar year is copied into a table before it is moved into a final destination. You must have provision for disk space to hold the copied data.









20.4.3 Preparing the UPA Table for Archival and Purge

To prepare the UPA table for the audit and purge solution:

	
Make sure that Oracle Identity Manager database has no transaction against it until the UPA table is partitioned.


	
Query the UPA table to get the minimum and maximum calendar year for the audit data. Following queries can help you get the minimum and maximum year. The maximum year should be the current calendar year.


SELECT EXTRACT (YEAR FROM MIN (eff_to_date)) min_year,EXTRACT (YEAR FROM MAX (eff_to_date)) running_year FROM upa;


This helps in deciding the partitions for each calendar year starting from minimum year.


	
Make sure that Oracle Identity Manager is not running and is not available for off-line utilities.


	
Create a new partition table.

Assuming 2005 as minimum year and 2011 as running or current calendar year, the following decisions are to be made before creating a newly partition table:

	
How many years of old audit data you want to keep? If it is important to keep only three years of audit data, then you have to create newly partitioned table starting from year 2008. The data older than 2008 will get cleaned up when the original UPA table gets dropped.


	
After deciding the years of old data to keep, the next question is how and where the old data should be kept? Do you want to keep all the old data partitions in the active UPA table, or create backup of the old partitions and then drop the old partitions? Oracle recommends moving the old partitions into tapes and then purging them from the UPA table. As stated earlier, you must keep the latest and running calendar year partition untouched.




The following sample assumes that you want to keep three years of audit data in UPA table and current calendar year is 2011:


SQL> SELECT 'Create Table UPA_PART
(
UPA_KEY NUMBER (19) Not Null,
USR_KEY NUMBER (19) Not Null,
EFF_FROM_DATE TIMESTAMP (6) Not Null,
EFF_TO_DATE TIMESTAMP (6),
SRC VARCHAR2 (4000),
SNAPSHOT CLOB,
DELTAS CLOB,
SIGNATURE CLOB
)
PARTITION BY RANGE (EFF_TO_DATE)
(PARTITION UPA_2008 VALUES LESS THAN (TO_DATE(''01/01/2009'', ''DD/MM/YYYY'')) Tablespace upa_2008,
PARTITION UPA_2009 VALUES LESS THAN (TO_DATE(''01/01/2010'', ''DD/MM/YYYY'')) Tablespace upa_2009,
PARTITION UPA_2010 VALUES LESS THAN (TO_DATE(''01/01/2011'', ''DD/MM/YYYY'')) Tablespace upa_2010,
PARTITION UPA_2011_PART1 VALUES LESS THAN (TO_DATE('''||TO_CHAR(SYSDATE,'DD/MM/YYYY HH24:MI:SS')||''',''DD/MM/YYYY HH24:MI:SS'')) TABLESPACE UPA_2011_PART1,
PARTITION UPA_2011_PART2 VALUES LESS THAN (TO_DATE(''01/01/2012'',''DD/MM/YYYY'')) TABLESPACE UPA_2011_PART2,
PARTITION UPA_LATEST VALUES LESS THAN (MAXVALUE) TABLESPACE UPA_MAX
)
ENABLE ROW MOVEMENT;' FROM DUAL;


	
Create another non-partitioned table with similar structure as the UPA table, by running the following statement:


SQL> Create table upa_non_part Tablespace TBS_NAME as select * from upa where 1=2;


Here, TBS_NAME is the name of the same tablespace as of partition, which is to be exchanged.

This table is temporary in nature. The purpose of this table is to facilitate the loading of audit data to a newly partitioned UPA table.




	
Note:

UPA_NON_PART or temporary non-partitioned table must be created on same tablespace as the partition to be exchanged.








	
Load the latest audit data into the non-partitioned UPA table, as shown:


SQL> Insert /*+ parallel */ into upa_non_part select /*+ parallel */   * from upa where eff_to_date is null;
SQL> COMMIT;





	
Note:

Using hint /*+parallel*/ in the INSERT statement is optional and you can use other hints also to improve performance according to the available resources.








	
Swap the data into the partitioned table by using the ALTER TABLE command, as shown:


SQL> ALTER TABLE upa_part EXCHANGE PARTITION UPA_LATEST WITH TABLE UPA_NON_PART WITH VALIDATION UPDATE GLOBAL INDEXES;


	
Drop the upa_non_part table, as shown:


SQL> DROP TABLE upa_non_part;


While exchanging partitions, the data dictionary is updated instead of writing data physically. Therefore, it is necessary to drop and re-create the temporary non-partitioned UPA_NON_PART table in the same tablesapce associated to the partition to be exchanged.


	
Rename the original non-partitioned UPA table to UPA_OLD, as shown:


SQL> ALTER TABLE upa rename TO upa_old;


	
Rename the newly partitioned UPA_PART table to UPA:


SQL> RENAME UPA_PART to UPA;


	
Manage the constraints for the new UPA table. To do so:

	
Rename the constraint from old UPA table to some other name, as shown:


ALTER TABLE UPA_old RENAME CONSTRAINT PK_UPA TO PK_UPA_old;
ALTER INDEX IDX_UPA_EFF_FROM_DT RENAME TO IDX_UPA_EFF_FROM_DT_old;
ALTER INDEX IDX_UPA_EFF_TO_DT RENAME TO IDX_UPA_EFF_TO_DT_old;
ALTER INDEX IDX_UPA_USR_KEY RENAME TO IDX_UPA_USR_KEY_old; 
ALTER INDEX PK_UPA RENAME TO PK_UPA_OLD;


	
Create the necessary indexes and primary key constraint on the newly partitioned UPA table. Make sure to add storage characteristics, such as tablespace and size. To do so, run the following SQL query:


SQL>create index IDX_UPA_EFF_FROM_DT on UPA (EFF_FROM_DATE) Local;
SQL>create index IDX_UPA_EFF_TO_DT on UPA (EFF_TO_DATE) Local;
SQL>create index IDX_UPA_USR_KEY on UPA (USR_KEY) Local;
SQL>ALTER TABLE UPA add constraint PK_UPA primary key (UPA_KEY) using index;





	
Note:

The global non-partitioned index is created to support the primary key. Global index becomes unusable every time a partition is touched. You must rebuild the index when required.











	
Run the statistics collection for the UPA table, as shown:


SQL>Exec dbms_stats.gather_table_stats(ownname => 'SCHEMA_NAME',tabname => 'UPA',cascade => TRUE,granularity => 'GLOBAL and PARTITION');





	
Note:

Global statistics must be gathered by default. Oracle 11g includes improvements to statistics collection for partitioned objects so untouched partitions are not rescanned. This significantly increases the speed of statistics collection on large tables where some of the partitions contain static data. When a new partition is added to the table, you need to collect statistics only for the new partition. The global statistics is automatically updated by aggregating the new partition synopsis with the existing partitions synopsis.








	
Start Oracle Identity Manager. The database is ready to be opened for transactions. Test and make sure that applications are running as expected.


	
Bring current year data in UPA_2011_PART1 to have all data and maintain consistency for current year. To do so, run the following SQL queries in sequence:


SQL> CREATE TABLE upa_non_part Tablespace TBS_NAME AS SELECT * FROM upa WHERE 1=2;


Here, TBS_NAME is the same tablespace name as of the partition, which is to be exchanged.


SQL> Alter Table UPA_NON_PART add constraint PK_UPA_NON_PART primary key (UPA_KEY) using index;

.............
.............
SQL> Insert into upa_non_part select * from upa_old where eff_to_date >= to_date('01/01/2011', 'mm/dd/yyyy');

.............
............. 
SQL> COMMIT;

.............
.............
 
SQL> ALTER TABLE upa_part exchange partition UPA_2011_PART1 WITH table upa_non_part WITH VALIDATION UPDATE GLOBAL INDEXES;

.............
............. 
SQL> Drop table upa_non_part;


	
If required, bring previous year's data into the newly partitioned UPA table. To do so:

	
Run the following SQL queries in sequence:


SQL> CREATE TABLE upa_non_part Tablespace TBS_NAME AS SELECT * FROM upa WHERE 1=2;


Here, TBS_NAME is the same tablespace as of the partition, which is to be exchanged.


.............
.............
SQL> Alter Table UPA_NON_PART add constraint PK_UPA_NON_PART primary key (UPA_KEY) using index;
.............
.............
SQL> Insert into upa_non_part select * from upa_old where eff_to_date >= to_date('01/01/YEAR', 'mm/dd/yyyy') and eff_to_date < to_date('01/01/<YEAR+1>', 'mm/dd/yyyy');


Here, YEAR is the year for which you want to bring the data into newly partitioned UPA table.


.............
.............
        SQL>COMMIT;

.............
.............
        SQL> Alter table upa exchange partition UPA_<year> with table upa_non_part with validation Update global indexes;


	
Rebuild indexes if they are unusable. The Following SQL query shows the indexes that are unusable:


SQL> Select index_name, partition_name, tablespace_name, status from user_ind_partitions;


	
Drop the table upa_non_part, as shown:


SQL> Drop table upa_non_part;







	
Note:

Repeat step 15 for each old year.








	
All partition operations against UPA table are done and all the data is brought into. Run the statistics collection for the UPA table, as shown:


SQL>Exec dbms_stats.gather_table_stats(ownname => '<Schem_name>',tabname => 'UPA',cascade => TRUE,granularity => 'GLOBAL and PARTITION');


	
Drop the UPA_OLD table if it is not required. You can create a backup of this table before dropping.









20.4.4 Archiving or Purging the UPA Table

Archiving and purging the UPA table is described in the following sections:

	
Partitions That Must Not Be Archived or Purged


	
Ongoing Partition Maintenance


	
Archiving or Purging Partitions in the UPA Table






20.4.4.1 Partitions That Must Not Be Archived or Purged

Oracle Identity Manager always requires the latest and the current calendar year audit data. The following are the names of latest and calendar year partitions:

	
UPA_LATEST: The latest partition


	
UPA_2011_PART1 and UPA_2011_PART2: Partitions for the current year if current year is 2011




You must keep these two partitions untouched for Oracle Identity Manager to continue working. These two partitions should never be archived or purged.






20.4.4.2 Ongoing Partition Maintenance

A new partition must be added to the UPA table before the new calendar year arrives. To do so, use the following SQL template:


SQL> Alter table UPA split partition UPA_LATEST at (TO_DATE('01/01/YEAR+1','DD/MM/YYYY')) into (partition UPA_YEAR tablespace UPA_YEAR,partition UPA_LATEST tablespace UPA_MAX) update global indexes;


Here, YEAR in the TO_DATE function represents the new calendar year plus one. YEAR for partition name and tablespace name represents new upcoming calendar year.

An example of SQL statement for adding new partition for new calendar year 2012 is as follows:


SQL> Alter table UPA split partition UPA_LATEST at (TO_DATE('01/01/2013','DD/MM/YYYY')) into (partition UPA_2012 tablespace UPA_2012,partition UPA_LATEST tablespace UPA_MAX) update global indexes;


Oracle recommends adding new partition with the given SQL template before the new calendar year arrives. However, if you do not add the same before the arrival of the next calender year, then the same can be done after the next year has started by using the same SQL command.






20.4.4.3 Archiving or Purging Partitions in the UPA Table

To archive or purge partitions in the UPA table:

	
If you use the attestation feature of Oracle Identity Manager, then make sure that the partition to be archived or purged does not have any active attestation records. You can use the following SQL to verify that.


SQL> SELECT COUNT(1) FROM UPA PARTITION(<PARTITION_TO_BE_DROPPED>) WHERE UPA_KEY IN (select distinct (upa_key) from apt apt, atr atr, atd atd where apt.atr_key=atr.atr_key and atr.atr_completion_time is NULL and apt.apt_key = atd.apt_key);


This query should return zero records, which means there are no active attestation records. If this returns non-zero value, then it means that there are still active attestations pointing to the partition to be dropped. This is not common, but you must make sure that there are no active attestation records before dropping an old year partition.


	
Make sure that there are no custom reports or queries that needs the data from partition to be dropped.


	
Archive the partition to be dropped to tape or any other media. There are many ways to archive a partition. One of the ways is to use data pump or export utility to archive the partition to be dropped. Choose a way that works best in your environment.


	
Purge the partition. To do so:


SQL> Alter table UPA drop partition PARTITION_NAME UPDATE GLOBAL INDEXES;
SQL>Drop tablespace TBS_NAME including contents and datafiles;


Here, TBS_NAME is the tablespace associated with the partition to be dropped, and it must not contain any other data.




	
Note:

	
The current year contains two partitions named UPA_2011_PART1 and UPA_2011_PART2. When current year becomes an old year and the data for that is ready to be archived or purged, make sure to archive or purge these two partitions.


	
It is your responsibility to restore the archived data later, if required.
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21 Configuring Logging


Oracle Identity Manager uses two logging services: Oracle Diagnostic Logging (ODL), which is the logging service used by most Oracle Fusion Middleware applications, and Apache log4j.

Oracle Identity Manager logging is primarily done with ODL. Apache log4j is only used with third-party applications, such as Nexaweb for Deployment Manager and Workflow Designer, and OSCache for caching.

This chapter contains the following sections:

	
Logging in Oracle Identity Manager By Using ODL


	
Logging in Oracle Identity Manager By Using log4j


	
Setting Warning State






21.1 Logging in Oracle Identity Manager By Using ODL

Oracle Diagnostic Logging (ODL) is the principal logging service used by Oracle Identity Manager. For ODL logging to work, both loggers and log handlers need to be configured. Loggers send messages to handlers, and handlers accept messages and output them to log files.

Logging configuration is controlled by the logging.xml file described in "Log Handler and Logger Configuration". This file can either be edited directly or edited through the Enterprise Manager. On the Enterprise Manager, the logging configuration can be accessed by clicking the OIM server link and by selecting the WebLogic Server drop down from the top, and then clicking on Logs - Log Configuration.

To access the logging configuration on the Enterprise Manager:

	
Click the OIM server link.


	
From the WebLogic Server list, select Logs - Log Configuration. All the packages available for logging are displayed on the log configuration screen.




For any additional packages to be logged that are not available in the Enterprise Manager (such as, for connector packages), follow the instructions to manually edit the logging.xml file. The packages specific to Oracle Identity Manager can be accessed under oracle.iam. The different log levels are available for selection under the Oracle Diagnostic Logging Level column. Select a particular log level, and then click Apply for the changes to take effect. In addition, new log handlers can be created and configured by clicking the Log Files tab.

Each Oracle Identity Manager module has its own logger that can be configured independently to send different amounts of information to one or more log handlers. Table 21-2, "Oracle Identity Manager Loggers" lists the more than twenty different Oracle Identity Manager loggers that can be configured to send messages to log handlers.

You can output more or less information to a log by adjusting the level attribute for each logger. To select a logging level, choose from one of five message types (INCIDENT_ERROR, ERROR, WARNING, NOTIFICATION, and TRACE). Each message type can also take a numeric value between 1 (highest severity) and 32 (lowest severity) that you can use to further restrict the volume of messages that a logger will output. Table 1 on page 2 lists the message type and level combinations that are used most often.

Log handlers specify the target where log messages should appear. For example, log handlers can write messages to the console, to various log files, and to additional outputs.

This section contains the following topics:

	
Message Types and Levels


	
Log Handler and Logger Configuration


	
Configuring Log Handlers


	
Configuring Loggers


	
Sample ODL Log Output






21.1.1 Message Types and Levels

ODL recognizes five message types: INCIDENT_ERROR, ERROR, WARNING, NOTIFICATION, and TRACE. Each message type can also take a numeric value between 1 (highest severity) and 32 (lowest severity) that you can use to further restrict message output.

When you specify a message type, ODL returns all messages of that type, as well as the messages that have a higher severity. For example, if you set the message type to WARNING, ODL also returns messages of type INCIDENT_ERROR and ERROR.

Message types and levels are described in greater detail in "Setting the Level of Information Written to Log Files" of the Oracle Fusion Middleware Administrator's Guide. Table 21-1 lists the diagnostic message types that you can use most often with Oracle Identity Manager.


Table 21-1 Oracle Identity Manager Diagnostic Message Types

	Message Type and Numeric Value	Description
	
INCIDENT_ERROR:1

	
A serious problem that may be caused by a bug in the product and that should be reported to Oracle Support.

Examples are errors from which you cannot recover.


	
ERROR:1

	
A serious problem that requires immediate attention from the administrator and is not caused by a bug in the product.

An example is if Oracle Fusion Middleware cannot process a log file, then you can correct the problem by fixing the permissions on the document.


	
WARNING:1

	
A potential problem that should be reviewed by the administrator.

Examples are invalid parameter values or a specified file does not exist.


	
NOTIFICATION:1

	
A major lifecycle event such as the activation or deactivation of a primary sub-component or feature.

This is the default level for NOTIFICATION.


	
NOTIFICATION:16

	
A finer level of granularity for reporting normal events.


	
TRACE:1

	
Trace or debug information for events that are meaningful to administrators, such as public API entry or exit points.


	
TRACE:16

	
Detailed trace or debug information that can help Oracle Support diagnose problems with a particular subsystem.


	
TRACE:32

	
Very detailed trace or debug information that can help Oracle Support diagnose problems with a particular subsystem.












21.1.2 Log Handler and Logger Configuration

Both log handlers and loggers can be configured by editing logging.xml, which is located in:

DOMAIN_NAME/config/fmwconfig/servers/SERVER_NAME/logging.xml

Here, DOMAIN_NAME and SERVER_NAME are the domain name and server name respectively specified during the installation of Oracle Identity Manager.

The logging.xml file has a <log_handlers> configuration section, followed by a <loggers> configuration section. Each log handler is defined within the <log_handlers> section, and each logger is defined within the <loggers> section.

The file has the following basic structure:


<logging configuration>
  <log_handlers>
    <log_handler name='console-handler' level="NOTIFICATION:16"></log_handler>
    <log_handler name='odl-handler'></log_handler>
    <!--Additional log_handler elements defined here....-->
  </log_handlers>
  <loggers>
    <logger name="example.logger.one" level="NOTIFICATION:16">
      <handler name="console-handler"/>
    </logger>
    <logger name="example.logger.two" />
    <logger name="example.logger.three" />
    <!--Additional logger elements defined here....-->
  </loggers>
</logging_configuration>


When configuring a logger to write messages to either the console or a file, make configuration changes to both the logger and the handler. Setting the level attribute for the logger configures the amount of detail (and therefore, the volume of messages) that the logger sends to the handler. Similarly, setting the level attribute for the handler configures the amount of detail that the handler accepts from the logger.




	
Note:

If you are not getting the volume of output that you expect in a log, then verify that the level attribute for both the logger and the log handler are set appropriately. For example, if the logger is set to TRACE and the log handler is set to WARN, then the handler does not generate messages more detailed than WARN.












21.1.3 Configuring Log Handlers

Individual log handlers are configured in the <log_handlers> section of the logging.xml file. Configure the level attribute for the handler to set the amount of detail that the handler will accept from loggers.

To configure the log handler-level attribute:




	
Note:

You must have a basic understanding of XML syntax before you attempt to modify the logging.xml file.







	
Open the DOMAIN_NAME/config/fmwconfig/servers/SERVER_NAME/logging.xml file.


	
Change the level attribute as shown in the following examples.

In this example XML code, the level attribute for the console-handler is set to WARNING:32.


<log_handler name='console-handler' class='oracle.core.ojdl.logging.ConsoleHandler' formatter='oracle.core.ojdl.weblogic.ConsoleFormatter' level='WARNING:32'/>


For the console-handler to be able to write TRACE level messages to the console, change the level attribute as shown:


<log_handler name='console-handler' class='oracle.core.ojdl.logging.ConsoleHandler' formatter='oracle.core.ojdl.weblogic.ConsoleFormatter' level='TRACE:1'/>


	
Save your changes and restart the application server.





21.1.3.1 Log Handler Configuration Tools

Log handlers that write to a file have additional properties that can be configured. For example, this excerpt from logging.xml configures the odl-handler:


<log_handler name='odl-handler' class='oracle.core.ojdl.logging.ODLHandlerFactory'     filter='oracle.dfw.incident.IncidentDetectionLogFilter'>
    <property name='path'     value='${domain.home}/servers/${weblogic.Name}/logs/${weblogic.Name}-diagnostic.log'/>
    <property name='maxFileSize' value='10485760'/>
    <property name='maxLogSize' value='104857600'/>
    <property name='encoding' value='UTF-8'/>
    <property name='useThreadName' value='true'/>
    <property name='supplementalAttributes' value='J2EE_APP.name,J2EE_MODULE.name,     WEBSERVICE.name,WEBSERVICE_PORT.name,composite_instance_id,component_instance_id,     composite_name,component_name'/>
</log_handler>


To make changes to log handler properties, you can use either the Fusion Middleware Control tool or the WLST command-line tool.




	
See Also:

	
"Configuring Settings for Log Files" in the Oracle Fusion Middleware Administrator's Guide for information about both the Fusion Middleware Control tool and the WLST command-line tool


	
"Logging Custom WLST Commands" in the Oracle Fusion Middleware WebLogic Scripting Tool Command Reference for information about the WLST command-line tool



















21.1.4 Configuring Loggers

Individual loggers are configured in the <loggers> section of the logging.xml file. More than twenty different Oracle Identity Manager loggers that can be configured to send messages to log handlers. Oracle Identity Manager loggers are described in Table 2 on page 7.Setting the level attribute for the logger configures the amount of detail (and, hence, the volume of messages) that the logger sends to its handlers. Nesting one or more <handler> elements inside of <logger> elements assigns handlers to loggers.The following excerpt shows a logger called OIMCP.PSFTCOMMON. The level attribute is set to WARNING:32 and the logger sends messages to three handlers:


<logger name="OIMCP.PSFTCOMMON" level="WARNING:32" useParentHandlers="false">
<handler name="odl-handler"/>
<handler name="wls-domain"/>
<handler name="console-handler"/>
</logger>


A logger can inherit a parent logger's settings, including the parent's level setting and other attributes, as well as the parent logger's handlers. To disable inheritance, set the useParentHandlers attribute to false, as shown in the previous excerpt.

At the top of the logger inheritance tree is the root logger. The root logger is the logger with an empty name attribute, as shown in the following example.


<loggers>
    <logger name="" level="WARNING:1">
      <handler name="odl-handler"/>
      <handler name="wls-domain"/>
      <handler name="console-handler"/>
    </logger>

    <!-- Additional loggers listed here -->
</loggers>


If a logger is configured with only its name attribute, the logger will inherit the rest of its attributes from the root logger, as shown in the following example:


<loggers>
    <logger name="oracle.iam.identity.rolemgmt"/>
    <!-- Additional loggers listed here -->
</loggers>


To configure loggers:

	
Open the DOMAIN_NAME/config/fmwconfig/servers/SERVER_NAME/logging.xml file.


	
Locate the logger you want to configure. Table 21-2 lists the Oracle Identity Manager loggers.


Table 21-2 Oracle Identity Manager Loggers

	Logger	Description
	

oracle.iam.request
oracle.iam.requestdatasetgeneration
oracle.iam.requestactions
oracle.iam.platform.workflowservice

	
Logs events related to request and request dataset management.


	

oracle.iam.selfservice

	
Logs events related to authenticated and unauthenticated self-service operations.


	

oracle.iam.ChangePasswordtaskflow

	
Logs events for the password change functionality UI.


	

oracle.iam.forgotpasswordtaskflow

	
Logs events for the "forgot password" functionality UI.


	

oracle.iam.identitytaskflow

	
Logs events for the administrative UI identity operations.


	

oracle.iam.identity.orgmgmt

	
Logs events related to the organization manager service operations.


	

oracle.iam.identity.rolemgmt

	
Logs events related to the role manager service operations.


	

oracle.iam.identity.usermgmt

	
Logs events related to the user manager service operations.


	

oracle.iam.identity.scheduledtasks

	
Logs events related to scheduled tasks in the identity feature.


	

oracle.iam.platform.utils

	
Logs events related to utilities provided by the platform (mainly used by other features). Includes utilities for message resources handling, logging handling, internationalization, caching, and so on.


	

oracle.iam.platformservice

	
Logs events related to utilities that are mainly executed from the client side. For example, the plug-in registration utility, the purge cache utility, and so on. Some server-side utilities, such as the date-time utility and the exception handling utility, also use this logger.


	

oracle.iam.platform.canonic

	
Logs events related to the platform UI framework.


	

oracle.iam.consoles.faces
oracle.iam.consoles.common

	
Logs messages generated from the UI framework.


	

oracle.iam.platform.kernel

	
Logs events related to the kernel. This includes the logging generated during the handling of orchestrations by the platform. The event handlers executed in the orchestrations within each feature use that feature's respective logger.


	

oracle.iam.platform.context

	
Logs events related to the context management feature.


	

oracle.iam.platform.entitymgr

	
Logs events related to the entity manager feature. This feature provides generic handling of different types of entities, such as users, roles, and so on, and appropriate routing to the respective operations on them.


	

oracle.iam.scheduler
oracle.iam.platform.scheduler
Xellerate.Scheduler
Xellerate.Scheduler.Task

	
Logs events related to the scheduler. Note that certain scheduled tasks may also use other loggers.


	

oracle.iam.reconciliation

	
Logs events related to the reconciliation feature.


	

oracle.iam.accesspolicy

	
Logs events related to the access policy feature.


	

oracle.iam.autoroles

	
Logs events related to the auto role membership assignment feature.


	

oracle.iam.callbacks

	
Logs events related to the callbacks feature.


	

oracle.iam.configservice

	
Logs events related to the Configuration service APIs that are used for configuration of entity attributes.


	

oracle.iam.ldap-sync

	
Logs events related to the Oracle Identity Manager and LDAP synchronization feature.


	

oracle.iam.notification

	
Logs events related to e-mail templates and the notifications handling feature.


	

oracle.iam.passwdmgnt

	
Logs events related to the password management feature.


	

oracle.iam.platform.pluginframework

	
Logs events from the plug-in framework feature that handles the management of plug-ins.


	

oracle.iam.platform.async

	
Logs events from platform that handles asynchronous operations.


	

oracle.iam.spmlws
oracle.iam.wsschema

	
Logs events related to web services used for Fusion applications that generate requests for different operations.


	

oracle.iam.diagnostic

	
Logs messages from the diagnostic service APIs used to run diagnostic checks.


	

oracle.iam.oimdataproviders

	
Logs events related to the Oracle Identity Manager data providers. The Oracle Identity Manager data providers provide code to update and fetch data from the Oracle Identity Manager database.


	

Xellerate.Database

	
Logs database operations.


	

Xellerate.PreparedStatement

	
Same as Xellerate.Database, but logs only PreparedStatement details.


	

Xellerate.Performance

	
Logs database performance, such as time to execute a statement (query), or time to iterate through a result set to get data/metadata.


	

oracle.iam.platform.auth

	
Logs events for the authentication handling feature.


	

oracle.iam.platform.authz
oracle.iam.authzpolicydefn

	
Logs events for the feature that handles authorization policies.


	

oracle.iam.sod
Xellerate.SoD

	
Logs events related to SoD (Segregation of Duties).


	

oracle.jps

	
Logger for the embedded Oracle Entitlements Server MicroSM engine. Note that the log file is created in the OIM_ORACLE_HOME folder named as Managed Server name-microsm.log (for example, OIMServer1-microsm.log).


	

Xellerate.Entitlement

	
Provides logging for entitlement operations used for provisioning entitlements.


	

oracle.iam.conf

	
Logs events related to the system configuration services feature that includes handling system properties.


	

oracle.iam.transUI

	
Logs events related to the transitional UI feature that handles initiation of legacy APIs from the 11g code. This includes operations such as initiation of provisioning during user creation, and so on.


	

Xellerate.AccountManagement

	
Provides logging in legacy user operations APIs.


	

Xellerate.Server

	
Provides logging in data objects.


	

Xellerate.ResourceManagement
Xellerate.ObjectManagement

	
Provides logging for resource object operations.


	

Xellerate.Workflow

	
Provides logging for provisioning process operations.


	

Xellerate.WebApp

	
Provides logging for the transitional UI operations.


	

Xellerate.Adapters

	
Provides logging for the adapter factory.


	

Xellerate.JavaClient

	
Provides logging for client-side data objects.


	

Xellerate.Policies

	
Provides logging for data objects related to access policies.


	

Xellerate.Rules

	
Provides logging for data objects related to rules.


	

Xellerate.APIs

	
Provides logging for legacy public APIs.


	

Xellerate.JMS

	
Provides logging for JMS operations where messages are produced.


	

Xellerate.RemoteManager

	
Provides logging in remote manager.


	

Xellerate.Auditor

	
Provides logging in audit framework.


	

Xellerate.Attestation

	
Provides logging in the attestation UI and operations.


	

Xellerate.GC.StartUp
Xellerate.GC.ProviderRegistration
Xellerate.GC.ImageGeneration
Xellerate.GC.FrameworkProvisioning
Xellerate.GC.Provider.ProvisioningFormat
Xellerate.GC.Provider.ProvisioningTransport 
Xellerate.GC.FrameworkReconciliation Xellerate.GC.Provider.Reconciliation
Format
Xellerate.GC.Provider.Validation
Xellerate.GC.Provider.Transformation
Xellerate.GC.Model 
Xellerate.GC.Server

	
Provides logging for the Generic Technology Connector (GTC).


	

oracle.iam.connectors.icfcommon

	
Provides logging for connector framework.








	
Define the level attribute for the <logger> element. See the example at the beginning of this section.


	
Add one or more <handler> elements to the <logger> element.


	
When you are finished editing both the <loggers> and <log_handlers> sections of logging.xml, save the file.


	
Restart the application server for the changes to take effect.









21.1.5 Sample ODL Log Output

The following ODL log excerpt illustrates the kind of output you can expect.


<Jun 15, 2010 2:01:20 AM IST> <Error> <oracle.iam.platform.authz.impl>
<IAM-1010032> 
<No OES Policy found for the given Action.>
<Jun 15, 2010 2:02:02 AM IST> <Warning> <oracle.iam.platform.canonic.agentry>
<IAM-0091108> <readme.txt is not a valid connector resource file.>
<Jun 15, 2010 2:02:52 AM IST> <Error> <oracle.iam.configservice.impl>
<IAM-3020003> <The attribute User Type does not exist!>


For information about managing and interpreting log output, see "Managing Log Files and Diagnostic Data" in the Oracle Fusion Middleware Administrator's Guide.








21.2 Logging in Oracle Identity Manager By Using log4j

Apache log4j is used with third-party applications, such as Nexaweb for Deployment Manager and Workflow Designer, and OSCache for caching. The location of the log4j configuration file is:

OIM_HOME/config/log.properties

Logging in Oracle Identity Manager by using log4j is described in the following sections:

	
Log Levels


	
Loggers


	
Configuring and Enabling Logging






21.2.1 Log Levels

Table 21-3 lists the log levels for log4j:


Table 21-3 Log Levels for log4j

	Log Level	Description
	
DEBUG

	
The DEBUG level designates fine-grained informational events that are useful to debug an application.


	
INFO

	
The INFO level designates informational messages that highlight the progress of the application at coarse-grained level.


	
WARN

	
The WARN level designates potentially harmful situations.


	
ERROR

	
The ERROR level designates error events that might allow the application to continue running.


	
ALL

	
The ALL level has the lowest possible rank and is intended to turn on all logging.


	
OFF

	
The OFF level has the highest possible rank and is intended to turn off logging.












21.2.2 Loggers

The loggers for the third-party applications used are:

	
com.nexaweb.server for Nexaweb


	
com.opensymphony.oscache for OSCache









21.2.3 Configuring and Enabling Logging

Any of the log levels can be used for the third-party applications as follows:


log4j.logger.com.nexaweb.server=WARN
log4j.logger.com.opensymphony.oscache=ERROR








21.3 Setting Warning State

To set the Oracle Identity Manager server warning state:

	
Set the re-delivery limit on all OIM JMS queues to 1. To do so:

	
Login to the WebLogic Administration Console as the administrative user.


	
Click JMS Modules on the Home page.


	
Click OIMJMSModule.


	
Click Lock & Edit.


	
For each of the queues, click the queue, and then click the Delivery Failure tab. Change the Redelivery Limit value from -1 to 1, and then click Save.


	
Make sure you have performed steps 1.d and 1.e for all the queues under OIMJMSModule.


	
Release the configuration and restart Oracle Identity Manager.

This re-delivery is not applicable for existing messages. When the server is restarted, wait for all the good messages to be processed. After that, all the bad messages must be purged.





	
To purge all bad messages:

	
Login to the WebLogic Administration Console as the administrative user.


	
Click JMS Servers on the home page.


	
Navigate to OIMJMSServer, Monitoring, Active Destinations.


	
Select the queues that contain messages. Click Consumption, Pause.


	
Delete the messages, as described in the following URL:

http://docs.oracle.com/cd/E12840_01/wls/docs103/ConsoleHelp/taskhelp/jms_modules/queues/ManageQueues.html


	
After messages are deleted, resume the consumption that has been paused in step 2.d.





	
Restart Oracle Identity Manager.
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22 Managing Asynchronous Execution


This chapter describes the AsyncService provided by the Oracle Identity and Access Management (IAM) platform and contains the following topics:

	
Section 22.1, "Overview of AsyncService"


	
Section 22.2, "Async Routing and Configuration"


	
Section 22.3, "Troubleshooting Failed Async Tasks"


	
Section 22.4, "Working with the Diagnostic Dashboard UI"






22.1 Overview of AsyncService

The AsyncService is one of the services provided by the IAM platform to run tasks asynchronously. Tasks are executed asynchronously to improve performance and throughput.

Some Identity Management operations take a long time to complete. So, it makes sense to split these operations into two parts, a short synchronous interaction followed by a long asynchronous process. The user is provided a response at the end of the synchronous interaction, and the remaining operation is performed asynchronously.

The AsyncService allows the Oracle Identity Manager component to submit tasks for asynchronous execution. The caller then performs other tasks. It is the responsibility of the AsyncService to execute this task whenever the computing resources are available.






22.2 Async Routing and Configuration

The AsyncService uses a configuration file, async-messaging.xml, to route and configure Async tasks. This configuration file is stored in the MetaData Store (MDS) schema in Oracle Identity Manager database. The MDS path of the file is /file/async-messaging.xml.

Example 22-1 shows a snippet of the configuration file.


Example 22-1 Sample Configuration File


<tns:async-config>
<task-config>
<class>oracle.iam.reconciliation.impl.ActionTask</class>
<destination>queue/oimReconQueue</destination>
</task-config>
<task-config>
<class>com.thortech.xl.schedule.jms.messagetype.AttestationTaskMessage</class>
<destination>queue/oimAttestationQueue</destination>
<priority>NORMAL</priority>
<maxRetries>2</maxRetries>
</task-config>
<task-config>
<class>com.thortech.xl.schedule.jms.messagetype.AttestationRequestMessage</class>
<destination>queue/oimAttestationQueue</destination>
<priority>HIGH</priority>
</task-config>
<default-config>
<destination>queue/oimDefaultQueue</destination>
<maxRetries>3</maxRetries>
</default-config>
</tns:async-config>




To modify the configuration file, import it from MDS, make changes in the file, and then export the modified file to MDS. For more information about importing and exporting MDS files, see "Migrating User Modifiable Metadata Files" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.


22.2.1 Configuration Parameters

The System Administrators can configure the following parameters in the configuration file for Async tasks:

	
Destination: You can assign high-volume tasks to their own dedicated queues. For instance, in Example 22-1, all the Async tasks are assigned to the same destination queue attestationQueue. You can decide where to send each massage by creating separate destination queues for each Async task.




	
Note:

You must ensure that the queue exists in the Application Server before assigning a task to it. For information about creating queues, see Oracle Fusion Middleware Configuring and Managing JMS for Oracle WebLogic Server.








	
Priority: You can set a priority when multiple types of Async tasks are assigned to the same destination queue. Its value can be one of the following:

	
NORMAL


	
HIGH


	
LOW





	
Max Retries: Async task execution error recovery is handled in two ways, automated and manual. The automated retry mechanism uses a scheduled task to retry all failed tasks at specific intervals. Max Retries parameter allows the System Administrator to specify the maximum number of times a task can be retried in the event of an execution failure. See "Troubleshooting Failed Async Tasks" for detailed information about error handling and recovery mechanisms.











22.3 Troubleshooting Failed Async Tasks

Errors may occur during execution of tasks or messages. The Async task execution error recovery is a combination of automated retries and manual intervention. If a task encounters an error during task execution, then it is added to a FailedTasks table and the System Administrator is notified. See "Automated Retry Error Handling Mechanism" and "Manual Retry Error Handling Mechanism" for detailed information about error handling mechanisms.



22.3.1 Automated Retry Error Handling Mechanism

A scheduled task is provided to automate retries of failed tasks at periodic intervals. The maximum number of times a task is retried by the scheduled task can be configured by using the max-retries property of the async task, as shown in Example 22-2.


Example 22-2 Configuring Max Retries


<async-task>
    <class>oracle.iam.reconciliation.impl.ActionTask</class>
    <destination>reconQueue</destination>
    <max-retries>2</max-retries>
</async-task>








22.3.2 Manual Retry Error Handling Mechanism

The System Administrator can use the Oracle Identity Manager Diagnostic Dashboard User Interface (UI) to view the failed tasks and retry a task after taking the appropriate remedial action. See "Working with the Diagnostic Dashboard UI" for more information on Oracle Identity Manager Diagnostic Dashboard UI.








22.4 Working with the Diagnostic Dashboard UI

The Diagnostic Dashboard provides a UI for the System Administrator to view and retry failed Async tasks. This section contains the following topics:

	
Starting the Diagnostic Dashboard UI


	
Viewing Failed Async Tasks


	
Retrying Failed Async Tasks


	
Resubmitting Failed Async Tasks


	
Purging Failed Async Tasks







	
See Also:

Chapter 25, "Working with the Diagnostic Dashboard" for information about installing and enabling the Diagnostic Dashboard









22.4.1 Starting the Diagnostic Dashboard UI

To start the Diagnostic Dashboard UI:

	
Access the Diagnostic Dashboard home page by using the following URL:

http://host:port/XIMDD


	
Click the Manage Failed Tasks link on the left menu pane.


	
Enter the user name and password. The Manage Failed Tasks page is displayed.




	
Note:

You need System Administrator privileges to access the Diagnostic Dashboard UI.















22.4.2 Viewing Failed Async Tasks

The System Administrator can view the details of each failed task, for instance the cause for the task to fail and the remedial action to be undertaken.

The user can view the details of the failed tasks by either providing the filter criteria or by clicking the Search button.



22.4.2.1 To view failed async tasks

	
Log in to the Diagnostic Dashboard main page. See "Starting the Diagnostic Dashboard UI" for more information.


	
Perform one of the following to view a list of failed tasks.

	
Click Search to view a list of all the failed tasks.


	
Search for the failed task based on the following filter criteria.

	
Task Name: Type the name of the failed task.


	
Category: Type the category of the failed task.


	
Between: Specify the date range.


	
Select the Exclude if retries are remaining option if you do not want to view the tasks for which automated retries are still pending.




Click Search after providing the filter criteria. The list of failed async tasks are displayed, as shown in Figure 22-1:


Figure 22-1 Failed Async Tasks

[image: Description of Figure 22-1 follows]









	
Click the Identifier link to view detailed information about the failed task. In this scenario, click 222. The following information is displayed:

	
Task Name


	
Instance ID


	
Category


	
Last Execution Time


	
Cause


	
Action


	
Stack Trace














22.4.3 Retrying Failed Async Tasks

The System Administrator can retry a specific failed task directly from the Diagnostic Dashboard UI and then view the results of the retry.


22.4.3.1 To retry failed Async task

	
Search for the failed task that you want to retry. See "To view failed async tasks" for more information.


	
Click the Retry link. The retry status for the task is displayed. The following details are provided.

	
Retry Status


	
Task Summary


	
Stack Trace


	
Cause


	
Resolution














22.4.4 Resubmitting Failed Async Tasks

All the failed tasks are resubmitted to the Async queue. These are later executed asynchronously.

To resubmit failed tasks, click ResubmitAll.






22.4.5 Purging Failed Async Tasks

There are situations when there are numerous failed Async tasks. The System Administrator might feel that there is no use retrying these tasks. In such a scenario, the failed tasks can be purged. The action purge removes all the failed Async tasks from the database. In other words, there no more tasks to retry.


22.4.5.1 To purge failed Async tasks

	
Search for the failed task that you want to retry. See "To view failed async tasks" for more information.


	
Click PurgeAll.













Enabling Diagnostics






26 Enabling Diagnostics


The IdM Diagnostic tool is a standalone diagnostic tool that is intended to accomplish the following:

	
Identify problems in Identity Management deployments


	
Suggest fixes to resolve application problems


	
Run diagnostic tests and collect detailed diagnostic reports


	
Assist Oracle Support and development teams conduct analysis and troubleshoot application problems




This chapter provides the details on enabling diagnostics in Oracle Identity Manager for dynamic configuration-related test cases. Dynamic configuration relates to changes made to the configurations at run time and are not easily detected through the static configuration diagnostic tests when there is an issue. In addition, the dynamic issues are encountered while Oracle Identity Manager is running.

Enabling diagnostics in Oracle Identity Manager and test cases related to dynamic configuration are described in the following sections:

	
Enabling Diagnostics in Oracle Identity Manager


	
Troubleshooting Dynamic Configuration-Related Problems






26.1 Enabling Diagnostics in Oracle Identity Manager

You can enable diagnostics in Oracle Identity Manager at run time. To do so:

	
Log in to Oracle Identity System Administration, and go to System Configuration.


	
Create a system property with the following details:

	
Property Name: OIM Diagnostic Enabled


	
Keyword: OIM.DiagnosticEnabled


	
Value: True




You must set the OIM Diagnostic Enabled system property to enable Oracle Identity Manager diagnostics for debugging purpose. To enable diagnostics, set the vale of this property to TRUE. If the value is set to FALSE or the property is missing, then diagnostics is disabled. See "Creating and Managing System Properties" for information about creating system properties.


	
Add a logger for the diagnostic-related logging. To do so:

	
In the DOMAIN_NAME/config/fmwconfig/servers/SERVER_NAME/logging.xml file for the application server, add a new log handler, as shown:




	
Note:

Here, DOMAIN_NAME and SERVER_NAME are the domain name and server name respectively specified during the installation of Oracle Identity Manager.








<log_handler name='ldap-diagnostic-handler' class='oracle.core.ojdl.logging.ODLHandlerFactory' level='TRACE:16'>
<property name='logreader:' value='off'/>
<property name='path' value='${domain.home}/servers/${weblogic.Name}/logs/ldapsync-diagnostic.log'/>
<property name='format' value='ODL-Text'/>
<property name='useThreadName' value='false'/>
<property name='locale' value='en'/>
<property name='maxFileSize' value='5242880'/>
<property name='maxLogSize' value='52428800'/>
<property name='encoding' value='UTF-8'/>
</log_handler>





	
Note:

	
You can change the value of the path property to a different location.


	
See "Log Handler and Logger Configuration" and "Configuring Log Handlers" for detailed information about configuring loggers.













	
Add a new logger as shown:




	
Note:

Make sure that the value of the handler name attribute is same as in step 3a.








<logger name='oracle.iam.ldapsync.diagnostic.logger' level='TRACE:16' useParentHandlers='false'>
<handler name="ldap-diagnostic-handler"/>
</logger>


	
Save the logging.xml file.




	
Note:

Restarting Oracle Identity Manager is not required for the new logger to take effect.


















26.2 Troubleshooting Dynamic Configuration-Related Problems

This section describes the following dynamic configuration-related problems and troubleshooting steps:

	
Roles in Oracle Identity Manager and Identity Store in Inconsistent State


	
Postenablement of the oamEnabled Flag Causes Issues


	
Run-time Evaluation of LDAP Containers Defined in LDAPContainerRules.xml






26.2.1 Roles in Oracle Identity Manager and Identity Store in Inconsistent State

Roles in Oracle Identity Manager database and the identity store, such as Oracle Internet Directory (OID), Microsoft Active Directory (AD), and Oracle Directory Server Enterprise Edition (ODSSE), can be in inconsistent state causing unexpected behavior.

As part of the provisioning process, some data, such as roles, are populated into the backend directory server, such as OID. These roles are reconciled into Oracle Identity Manager via a scheduled job so that Oracle Identity Manager and OID are in sync with respect to the roles. There can be various sets of operations that lead Oracle Identity Manager to be in an inconsistent state, as described in Table 26-1.


Table 26-1 Troubleshooting Inconsistent Roles

	Problem	Solution
	
The following operations are performed:

	
Roles are seeded into backend identity store as part of running provisioning, bulk load utility, or LDAP Data Interchange Format (LDIF) files.


	
The scheduled task is run and the roles are reconciled into Oracle Identity Manager based on the changelog entries. The roles in Oracle Identity Manager and backend identity store are in sync.


	
In Oracle Identity Manager, some of the roles are assigned to some users. This creates a referential integrity between users and the roles.


	
The seeded roles are deleted from the backend tdentity store either manually via Oracle Directory Services Manager (ODSM), LDAP browser, or LDIF file.


	
At the next run of the scheduled task, the delete reconciliation event is triggered and the corresponding roles must be deleted from Oracle Identity Manager.


	
The delete reconciliation event fails in Oracle Identity Manager because the roles have dependency, and therefore, are not deleted from Oracle Identity Manager.


	
New roles are seeded in the backend. The new roles are created under a different container. Therefore, the roles have a different DN and GUID.


	
Assuming that the rules specified in the LDAPContainerRules are in place, the new roles with different DNs and GUIDs are reconciled into Oracle Identity Manager under different namespace. As a result, there are two roles with same display names, but under different namespace and different GUIDs. Therefore, Oracle Identity Manager and backend identity store are in inconsistent state.


	
When an attempt is made to assign a role that is not present in the backend identity store to a user, an error occurs stating that the role does not exist in the backend identity store.




	
To fix the issue, perform the following steps:

	
Identify the root cause of the error, which might involve running some subtests.


	
Analyze the data in the diagnostic logs.


	
Perform any suggested action in the diagnostic logs.


	
Identify the inconsistent data for the current operation and all the related inconsistent data if there are more roles that are not in sync.





	
The following operations are performed:

	
Roles are seeded into backend identity store as part of running provisioning, bulk load utility, or LDIF files.


	
The scheduled task is run and the roles are reconciled into Oracle Identity Manager based on the changelog entries. The roles in Oracle Identity Manager and backend identity store are in sync.


	
The backend identity store administrator changes the remote base in the Oracle Virtual Directory (OVD) configuration to a different container. Because of the change in the OVD configuration, there is a possibility that another role with same name but a different DN and GUID exists under the new container.


	
LDAPContainerRules is also modified to add a new namespace for the new role DNs.


	
After reconciliation, roles with the same name but different DNs or GUIDs are brought into Oracle Identity Manager. This leads to an inconsistent state in Oracle Identity Manager because the original roles cannot be mapped back into the identity store due to remote base change.




	
To fix the issue, perform the following steps:

	
Identify the root cause of the error, which might involve running some subtests.


	
Analyze the data in the diagnostic logs.


	
Perform any suggested action in the diagnostic logs.


	
Identify the inconsistent data for the current operation and all the related inconsistent data if there are more roles that are not in sync.















26.2.2 Postenablement of the oamEnabled Flag Causes Issues

When the oamEnabled flag in OVD configuration is set after user provisioning is done, the provisioned users do not get the reset password page.

After Oracle Identity Manager and Oracle Access Manager (OAM) is configured, the OVD adapters must be configured with the oamEnabled flag to true. The OVD adapters rely on this flag to set the appropriate Oblix attributes. Failure to do so causes the Password Reset page not being displayed as expected for the first time. This occurs because of the missing ObPasswordChangeFlag attribute in the provisioned user entry. This situation arises when the following steps are performed:

	
Users are provisioned to Oracle Identity Manager and also created in the backend identity store, such as OID, via LDAP synchronization.


	
A user tries to access a protected resource for the first time with the temporary password assigned.

The user is to be redirected to Oracle Identity Manager Reset Password page by OAM based on the oamEnabled flag. Because the flag is not set, the user is instead allowed access to the protected resource.


	
OVD administator sets the oamEnabled flag for the OVD adapter to true.


	
A user tries to reset the password via the self service page. An error similar to the following is displayed:


LDAP: error code 65 - Failed to find orclpwdexpirationdate in mandatory or optional attribute list.




To troubleshoot this issue, perform the following steps:

	
Make sure that all the Oblix-related classes are loaded in the backend identity store.


	
Add the required objectclasses and attributes to the existing user entries.









26.2.3 Run-time Evaluation of LDAP Containers Defined in LDAPContainerRules.xml

When LDAP synchronization is enabled in Oracle Identity Manager, the LDAP container in which the entries (user and role) are created is determined based on the rules defined in LDAPContainerRules.xml. The following types of container evaluations are defined in LDAPContainerRules.xml:




	
See Also:

"Configuring LDAP Container Rules" in Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about LDAP container rules







	
Static: Static containers are predetermined and do not go through parameter substitution, such as:


"<container>cn=Groups,dc=us,dc=mydomain,dc=com</container>"


	
Dynamic: Dynamic containers cannot be predetermined and are evaluated at runtime after the parameter substitution, such as:


<container>cn=FusionGroups,cn=$Role
Description$,dc=us,dc=mydomain,dc=com</container>




For dynamic containers, when the value of "$Role Description" is substituted determines the container for entry creation. In addition, there can be one or more such rule elements defined with each having a different expression or container element. If the parameter passed satisfies the expression for a given rule, then the corresponding container is evaluated at runtime after parameter value substitution. Therefore, it is not possible to determine a priority for the container DN. This often leads to difficulty in analyzing the issue when an entity creation (user/role) fails because of nonexistence of evaluated container value. The diagnostics when enabled, provides run-time container evaluation, and additionally lists the possible container values based on RDN for a given rule. For instance, consider the following rule defined in LDAPContainerRules.xml:


<rule>
<expression>Role Description=*</expression>
<container>cn=FusionGroups,cn=$Role Description$,dc=us,dc=mydomain,dc=com</container>
<description>$Role Description$</description>
</rule>


Because the <expression> element contains "Role Description=*", the value of "cn=$Role Description$" in the <container> element is evaluated to a parameter passed as Role Description during role creation.

If a role being created has the Role Description as Temporary Admin, then it matches the "Role Description=*" expression, and the value of the container is "cn=FusionGroups,cn=Temporary Admin,dc=us,dc=mydomain,dc=com".

If the "cn=FusionGroups,cn=Temporary Admin,dc=us,dc=mydomain,dc=com" container does not exist in the backend directory server, for example OID, then the diagnostics logs this information in the configured log file. In addition, the diagnostics performs a search on RDN, which is "cn=FusionGroups", for all the possible LDAP containers in the configured backend directory server and logs it. This assists in inspecting the possible containers.
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27 Handling Errors


You may encounter the following error message due to slow database connection:


<Error> <oracle.iam.oimdataproviders.impl>
<BEA-000000> <java.sql.SQLException: Internal error: Cannot obtain
XAConnection weblogic.common.resourcepool.ResourceDisabledException: Pool
oimOperationsDB is Suspended, cannot allocate resources to applications..
oracle.iam.platform.entitymgr.vo.ConnectivityException:


If you come across such error messages, perform the following steps:

	
Open the DOMAIN_HOME\bin\setSOADomainEnv.cmd file.


	
Uncomment the following lines:


EXTRA_JAVA_PROPERTIES="${EXTRA_JAVA_PROPERTIES}
-Dweblogic.resourcepool.max_test_wait_secs=30"
export EXTRA_JAVA_PROPERTIES


	
Save your changes and restart the Oracle Identity Manager managed Oracle WebLogic Server.
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Part X



Additional Components

This part describes a number of additional features for Oracle Identity Manager administrators.

It contains the following chapters:

	
Chapter 28, "Installing and Configuring a Remote Manager"


	
Chapter 29, "Using the Form Version Control Utility"


	
Chapter 30, "Starting and Stopping Servers"


	
Chapter 31, "Enabling Secure Cookies"


	
Chapter 32, "Integrating with Other Oracle Components"


	
Chapter 33, "Handling Lifecycle Management Changes"


	
Chapter 34, "Managing Identity and Resource Information"


	
Chapter 35, "Securing a Deployment"
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29 Using the Form Version Control Utility


Process forms and child forms are used to hold account data of OIM Users. You can upgrade a form by adding, modifying, or removing fields on the form. For example, as part of an upgrade operation, you might add the Hire Date field and remove the Country of Origin field from a form. In addition, fields might be moved from the parent form to the child form. The Oracle Identity Manager Form Version Control (FVC) Utility facilitates the management of form data changes after a form upgrade operation.

The FVC Utility is a command-line utility that works directly on the Oracle Identity Manager database. When you install the Oracle Identity Manager Design Console, the utility is present in the OIM_DC_HOME directory. You use a properties file to specify the form data updates that the utility must perform.

The utility supports field mapping and data updates on a provisioning process form and its associated child forms.




	
Note:

The FVC Utility cannot perform the following functions:
	
Manage data updates on object forms


	
Move rows across forms




In addition, you need not run the FVC Utility if there are no form-related changes from one release to the next release.









This chapter contains the following sections:

	
Use Cases Supported by the FVC Utility


	
Use Cases That Are Not Supported by the FVC Utility


	
Summary of the Form Version Control Process


	
Components of the FVC Utility


	
Using the FVC Utility


	
Troubleshooting






29.1 Use Cases Supported by the FVC Utility

In a single run, the FVC Utility can be used to manage form data updates corresponding to the following form changes:




	
See Also:

"Summary of the Form Version Control Process" provides information about the validation performed by the utility before it starts processing form data.







	
A field on the parent form is renamed.


	
A field on the child form is renamed.


	
A field is moved from the parent form to a child form.


	
A field is moved from the parent form to a parent form.


	
A field is moved from a child form to the parent form. This scenario is supported only if the child form contains a single record.


	
A field is moved from a child form to another child form of the same parent form. This scenario is supported only if the source child form contains a single record.


	
A field is moved from one child form to another child form of the same parent form. This scenario is supported only if the child form contains a single record.


	
A field is moved from a child form to the parent form and also the data type of the moved field is changed from Lookup Field or Combo Box type to Check Box type in parent form.


	
In any of the above use cases, the data type of the field in parent form is changed from Lookup Field or Combo Box type to Check Box type.


	
In any of the above use cases, the case of a field name is changed. For example, the field name is changed from MyField to myfield.


	
The data type of a field is changed from Lookup Field or Combo Box type to Check Box type, without any other change being made to the form.


	
For a particular OIM User, the utility proceeds with updating account data only if the status of the user's record in the USR table is not Deleted.

For an OIM User whose status in the USR table is not Deleted, the utility updates account data in a UD_ table only if the status of the account is not Revoked.









29.2 Use Cases That Are Not Supported by the FVC Utility

The FVC Utility cannot be used to update form data in the following scenarios:

	
Fields are modified across multiple process (parent) forms.


	
A field is mapped to multiple fields on the same form.


	
A field is mapped to multiple fields on different child forms.


	
The data type of a field is changed from any type other than the Lookup Field or Combo Box type.


	
The data type of a field is changed from Lookup Field or Combo Box type to any type other than a Check Box type.


	
Multiple fields are combined into a single field.









29.3 Summary of the Form Version Control Process

The following steps take place during each run of the FVC Utility:

	
The properties file holds information about the data conversion actions to be performed by the FVC Utility. The utility reads the contents of this properties file.


	
The utility checks the object status of the record in the USR table. The next step depends on the status of the record:

	
If the user's record is in the Deleted state, then the utility moves on to the next user's record.


	
If the user's record is not in the Deleted state, then the utility checks the status of the account records in the connector-specific (UD_) tables for that user. For each account record, the next step depends on the status of the account record:

	
If the account record is in the Revoked state, then the utility moves on to the next account record for that user.


	
If the account record is not in the Revoked state, then the utility performs the updates specified in the properties file.








	
For a particular account record, the utility first updates the version of the record and then updates the data as specified in the properties file.




	
Note:

If an error is encountered, then an error message is displayed in the command window. After you fix the cause of the error and rerun the utility, records that have been updated before the error was encountered are not processed again.















29.4 Components of the FVC Utility

The following are components of the FVC Utility:




	
Note:

When you install the Design Console, these files are copied into the OIM_DC_HOME directory.







	
Properties file: You use a file with the ".properties" extension to provide details of the process form, child forms, and resource object on which you want to run the utility. The fvc.properties file is provided as a sample. If a new properties file is used, then the name of the file must be changed in fvcutil.sh or fvcutil.cmd.


	
xlFvcUtil.jar: This JAR file contains the utility classes required to run the FVC Utility.


	
fvcutil.sh and fvcutil.cmd: You use this script to run the utility.









29.5 Using the FVC Utility

The following sections describe the procedure to use the FVC Utility:

	
Preparing the Properties File


	
Addressing Prerequisites for Using the FVC Utility


	
Running the Utility






29.5.1 Preparing the Properties File

As mentioned earlier in this chapter, you use a properties file to define the data conversion actions that you want the FVC Utility to perform. Whether you must create or update the properties file depends on the upgrade scenario:

	
If you are upgrading from a predefined release to a predefined release of a connector, then look for a properties file in the connector deployment package.


	
If you are upgrading from a custom release or upgrading to a custom release, then you must add the required entries in the properties file.


	
If you are upgrading from a custom release to a predefined release of a connector, then see if the connector guide provides information about changes to the process form and child forms of the connector. You can use this information to determine the entries that you must add in the properties file.




The following are sample entries for the properties file:


ResourceObject;OID User
FormName;UD_OID_USR
FromVersion;8
ToVersion;9
Parent;UD_OID_USR_DEFTVAL;ABC
Child;UD_OID_GRP_NORMALFIELD;XYZ;Update
ParentChild;UD_OID_USR_FNAME;UD_OID_GRP_NORMALFIELD
ChildChild;UD_OID_GRP_GROUP_NAME;UD_OID_GRP_NORMALFIELD
ChildParent;UD_OID_GRP_NORMALFIELD;UD_OID_USR_LNAME
ParentParent;UD_OID_USR_FNAME;UD_OID_USR_LOGIN;
ParentParentLookupOrComboToCheckBox;UD_OID_USR_PREF_LANG;UD_OID_USR_CHKBOXTEST
ChildParentLookupOrComboToCheckBox;UD_OID_GRP_GROUP_NAME;UD_OID_USR_CHKBOXTEST
ChildDiffChild;UD_OID_GRP_NORMALFIELD;UD_OID_ROLE_DIFFFIELD


Apply the following guidelines while adding or modifying entries in the properties file:




	
Note:

See the sample entries listed earlier to get a better understanding of the guidelines.







	
In the properties file, each line consists of the use case name, followed by old field name and the new field name. Each of these are separated by semicolon.

For Example consider following entry in properties file:


ParentChild;UD_OID_USR_FNAME;UD_OID_GRP_NORMALFIELD


ParentChild: represents that the fields of the parent have been renamed/moved to be in the new child form

UD_OID_USR_FNAME: represents the old field name in parent form

UD_OID_GRP_NORMALFIELD: represents the new name of the field to be upgraded in the new form.




	
Note:

There can be spaces in the value as long as a space does not appear immediately after the semicolon.








	
You must include the following lines in the properties file:




	
Note:

The location and order of these 4 lines in the properties file does not matter.







	
ResourceObject;RESOURCE_OBJECT_NAME

In this line, replace RESOURCE_OBJECT_NAME with the name of the resource object.

Sample line:

ResourceObject;OID User


	
FormName;FORM_NAME

In this line, replace FORM_NAME with the name of the process (parent) form.

Sample line:

FormName;UD_OID_USR


	
FromVersion;CURRENT_VERSION_OF_FORM

In this line, replace CURRENT_VERSION_OF_FORM with the current version of the form.




	
Note:

When you run the FVC Utility, only records whose version is the same as CURRENT_VERSION_OF_FORM are updated by the utility.







Sample line:

FromVersion;8


	
ToVersion;NEW_VERSION_OF_FORM

In this line, replace NEW_VERSION_OF_FORM with the new version of the form.




	
Note:

If you want to update form data on a form whose version has not changed, then set NEW_VERSION_OF_FORM to the same value as CURRENT_VERSION_OF_FORM.







Sample line:

ToVersion;9





	
You can include any combination of the following lines in the properties file:

	
Parent;FIELD_NAME;DEFAULT_FIELD_VALUE;Update

For all records on the parent form, the utility updates the value of the FIELD_NAME field with DEFAULT_FIELD_VALUE.




	
Note:

If a mandatory (required) field has been added on the parent form, then you must include this line in the properties file for the mandatory field.







Sample line:

Parent;UD_OID_USR_DEFTVAL;MyString;Update


	
Child;FIELD_NAME;DEFAULT_FIELD_VALUE;Update

For all records on the child form, the utility updates the value of the FIELD_NAME field to DEFAULT_FIELD_VALUE.




	
Note:

If a mandatory (required) field has been added on the child form, then you must include this line in the properties file.







Sample line:

Child;UD_OID_GRP_NORMALFIELD;XYZ;Update


	
ParentParent;OLD_FIELD_NAME;NEW_FIELD_NAME

On the parent form, the utility moves data from the OLD_FIELD_NAME field to the NEW_FIELD_NAME field.

Sample line:

ParentParent;UD_OID_USR_FNAME;UD_OID_USR_DEFTVAL;


	
ParentParentLookupOrComboToCheckBox;OLD_FIELD_NAME;NEW_FIELD_NAME;

On the parent form, for a Lookup Field or Combo Box type field that has been changed to a Check Box type field and also renamed, the utility sets the check box for each record to the selected state if the field value is True (case insensitive). For all other values, the utility sets the check box to the deselected state.

Sample value:

ParentParentLookupOrComboToCheckBox;UD_OID_USR_PREF_LANG;UD_OID_USR_CHKBOXTEST


	
ChildChild;OLD_FIELD_NAME;NEW_FIELD_NAME

On the child form, the utility copies data from the OLD_FIELD_NAME field of the earlier version to the NEW_FIELD_NAME field of the new version.

Sample line:

ChildChild;UD_OID_GRP_GROUP_NAME;UD_OID_GRP_NORMALFIELD


	
ParentChild;OLD_FIELD_NAME;NEW_FIELD_NAME

The OLD_FIELD_NAME field was moved from the parent form to the child form and renamed to NEW_FIELD_NAME. The utility moves data from the OLD_FIELD_NAME field to the NEW_FIELD_NAME field.

Sample line:

ParentChild;UD_OID_USR_FNAME;UD_OID_GRP_NORMALFIELD


	
ChildParent;OLD_FIELD_NAME;NEW_FIELD_NAME

The OLD_FIELD_NAME field was moved from the child form to the parent form and renamed to NEW_FIELD_NAME. The utility moves data from the OLD_FIELD_NAME field to the NEW_FIELD_NAME field.

Sample line:

ChildParent;UD_OID_GRP_NORMALFIELD;UD_OID_USR_DEFTVAL


	
ChildParentLookupOrComboToCheckBox;OLD_FIELD_NAME;NEW_FIELD_NAME

From a child form, a Lookup Field or Combo Box type field (OLD_FIELD_NAME) has been changed to a Check Box type field and moved to the parent form. On the parent form, the utility sets the check box for each record to the selected state if the field value is True (case sensitive). For all other values, the utility sets the check box to the deselected state.

Sample line:

ChildParentLookupOrComboToCheckBox;UD_OID_GRP_GROUP_NAME;UD_OID_USR_CHKBOXTEST


	
ChildDiffChild;OLD_FIELD_NAME;NEW_FIELD_NAME

The utility moves data from the OLD_FIELD_NAME field on the source child form to the NEW_FIELD_NAME field on the target child form.




	
Note:

This update is carried out only if the source child form contains a single row. A scenario in which the source child form contains more than one row is not supported.







Sample line:

ChildDiffChild;UD_OID_GRP_NORMALFIELD;UD_OID_ROLE_DIFFFIELD












29.5.2 Addressing Prerequisites for Using the FVC Utility

Before you run the utility:

	
Set the Java home directory path in the FVC Utility script as follows:

	
Depending on the operating system and application server that you are using, open one of the following files in a text editor:

fvcutil.sh

fvcutil.cmd


	
Search for set JAVA_HOME.


	
Set the Java home directory path as shown in the following example:


set JAVA_HOME=C:\Java\


	
Set the following if you are running the FVC Utility on Microsoft Windows and Oracle WebLogic Application Server:


set APPSERVER_TYPE=wls


	
Save and close the file.





	
Verify that the version of the process (parent) form on which you want to run the utility is the Active version.

To check if the version of a form is the Active version:

	
Log in to the Design Console


	
Expand the Development Tools folder, and then double-click Form Designer.


	
Search for and open the form.


	
Active Version field of the form displays the active version of the form.





	
The utility cannot update a form field if the field is associated with error-handling adapters. If any field is associated with error-handling adapters, then dissociate the adapters as follows:




	
Note:

After you run the utility, you can again set up the association between the field and its error-handling adapters. The procedure is described later in this chapter.







	
Log in to the Design Console


	
Expand the Process Management folder, and then double-click Process Definition.


	
Search for and open the process definition of the connector.


	
Make a note of the name of the task that updates the field.


	
Double-click the task. For example, if the userID field has an error-handling adapter, then double-click the updateUserID task.


	
On the Integration tab of the Editing Task dialog box, make a note of the adapter variable names and their descriptions.


	
Click Remove.


	
To confirm that you want to remove the event-handler adapter, click OK in the message that is displayed.


	
Click Save.












29.5.3 Running the Utility




	
Note:

You must execute the FVC utility every time the form version is changed.







Run the following script:

For Unix:


sh fvcutil.sh 


For Windows:


fvcutil.bat


This will prompt you to enter the following details:

	
Enter Oracle Identity Manager admin username: Enter Oracle Identity Manager administrator username.


	
Enter Oracle Identity Manager admin password: Provide Oracle Identity Manager administrator password.


	
Enter logger level: Enter the logger level. It can be DEBUG, WARN, INFO, or ERROR.


	
Enter logger location: Provide the location and name of the log file that you want the utility to create at the end of each run. For example, <Path name>/FVC.log.











29.6 Troubleshooting

Table 29-1 lists the error messages that you might encounter in the log file and the corresponding actions that you can take to fix the issues:


Table 29-1 Error Messages and Solutions

	Error Message	Solution
	
Could not find objects with name=OBJECT_NAME

	
Check the name of the resource object provided in the properties file. Ensure that it is spelled correctly.


	
Could not find form with name=FORM_NAME

	
Check the name of the form provided in the properties file. Ensure that it is spelled correctly.


	
Could not find active version of the form.

	
A newly created form might not have been committed and set to the Active state. Ensure that the form is in the Active state.


	
ToVersion value and active version of the form do not match.

	
Ensure that the ToVersion value is the same as the version of the form that is currently active.


	
Either ToVersion or FromVersion values are not valid versions.

	
Ensure that the ToVersion and FromVersion values are correct.


	
FIELD_NAME field does not exist in the Oracle Identity Manager database.

	
Ensure that the name of the field is spelled correctly.
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34 Managing Identity and Resource Information


This chapter describes managing users in Oracle Identity Manager Design Console. It contains the following sections:

	
Overview of User Management


	
Managing Organization Information


	
Viewing Resources Allowed or Disallowed for Users


	
Assigning Role Entitlements






34.1 Overview of User Management

The User Management folder provides tools to create and manage information about a company's organizations, users, roles, and resources.

This folder contains the following forms:

	
Organizational Defaults: Use this form to view records that reflect the internal structure of your organization and to designate information related to these entities.


	
Policy History: Use this form to view user records that your employees require.


	
Roles: Use this form to view records for roles, called user groups in earlier releases of Oracle Identity Manager, to whom you can assign some common functionality.









34.2 Managing Organization Information

The Organizational Defaults form is in the User Management folder. You use this form to view records that reflect the structure of your organization and to enter and modify information related to organizational entities. An organization record contains information about an organizational unit, for example, a company, department, or branch.

A suborganization is an organization that is a member of another organization, for example, a department in a company. The organization that the suborganization belongs to is referred to as a parent organization.

You use the Organizational Defaults tab to specify default values for parameters on the custom process form for resources that can be provisioned for the current organization. Each process form is associated with a resource object that is allowed for the organization, or with a resource that has the Allow All option on the associated Resource Objects form selected.

The values that you provide on the Organizational Defaults tab become the default values for all users in the organization. Oracle recommends that you do not specify default values for passwords and encrypted parameters.

Figure 34-1 shows the Organizational Defaults form.


Figure 34-1 Organizational Default Form

[image: Description of Figure 34-1 follows]






Table 34-1 describes the fields of the Organizational Default form.


Table 34-1 Fields of the Organizational Defaults Form

	Field Name	Description
	
Organization Name

	
Name of the organization.


	
Type

	
The classification type of the organization, for example, Company, Department, Branch.


	
Status

	
The current status of the organization (Active, Disabled, or Deleted).


	
Parent Organization

	
The organization to which this organization belongs. If a parent organization is displayed in this field, this organization is displayed on the Sub Organizations tab for the parent organization. If this field is empty, this organization is a top-level organization.












34.3 Viewing Resources Allowed or Disallowed for Users

You use the Policy History form to view information about the resources that are allowed or disallowed for a user.

There are two types of users in Oracle Identity Manager:

	
End-user administrators: This user can access Oracle Identity Manager Design Console and the Oracle Identity Self Service. The system administrator sets permissions to enable end-user administrators to access a subset of the forms in Oracle Identity Manager Design Console.


	
End-users: This user can access only the Oracle Identity Self Service and generally has fewer permissions than end-user administrators. Only resource objects that are defined as self-service on the Objects Allowed tab of the user's organization are available for provisioning requests by using Oracle Identity Self Service.




Table 34-1 shows this form.


Figure 34-2 Policy History Form

[image: Description of Figure 34-2 follows]






Table 34-2 describes the fields of the Policy History form.


Table 34-2 Fields of the Policy History Form

	Field Name	Description
	
User ID

	
The user's Oracle Identity Manager login ID.


	
First Name

	
The user's first name.


	
Middle Name

	
The user's middle name.


	
Last Name

	
The user's last name.


	
Email Address

	
The user's e-mail address.


	
Start Date

	
The date on which the user's account will be activated.


	
Status

	
The current status of the user (Active, Disabled, or Deleted).


	
Organization

	
The organization to which the user belongs.


	
User Type

	
The user's classification status. Valid options are End-User and End-User Administrator. Only end-user administrators have access to Oracle Identity Manager Design Console.


	
Employee Type

	
The employment status of the user at the parent organization (for example, full-time, part-time, intern, and so on).


	
Manager ID

	
The user's manager.


	
End Date

	
The date on which the user's account will be deactivated.


	
Created on

	
The date and time when the user record was created.









34.3.1 Policy History Tab

Use this tab to view resource objects that are allowed or disallowed for a user, based on the following:

	
Access policies for the user group to which the user belongs


	
Resource objects that are allowed by the organization to which the user belongs




The Policy History tab contains a Display Selection region. To organize the contents of this tab, go to the uppermost box in this region and select an item from one of its menus, as follows:

	
Resource Policy Summary: Displays resource objects that are allowed or disallowed based on the user's organization and applicable access policies.


	
Not Allowed by Org: Displays only resource objects that are disallowed, based on the user's organization.


	
Resources by Policy: Displays a second box that contains the access policies for the user groups to which the user is a member.

Select an access policy from this box to display the resource objects that are allowed or disallowed for the user, based on this access policy.




A tracking system enables you to view resources that are allowed or disallowed for a user, based on the organizations the user is a member of and the access policies that apply to the user.

The resource objects that are allowed for the user are displayed in the Resources Allowed list. This list represents resource objects that can be provisioned for the user. It does not represent the resource objects that are provisioned for the user.

The resource objects that are disallowed for the user are displayed in the Resources Not Allowed list.

To view the tracking system:

	
Go to the Policy History tab.


	
Find the Display Selection region on this tab.


	
Click Policy History.




From the User Policy Profile History window, you can view resources that are allowed or disallowed for a user for the date and time you selected, as follows:

	
From the History Date box, you can select a date.


	
From the Display Type box, you can display resources that are allowed or disallowed based on the organizations the user is a member of, the access policies that apply to the user, or both.


	
From the Policy box, you can display the access policy that determines what resource objects are allowed or disallowed for the user.











34.4 Assigning Role Entitlements

The Group Entitlements form is displayed in the User Management folder. You use it to create and move forms, and to designate the forms and folders that members of a role can access through the Explorer.

To designate forms and folders to roles by using the Group Entitlements form:

	
In the Explorer, double-click Group Entitlements.

The User Group Information page is displayed, as shown in Figure 34-3:


Figure 34-3 Roles Form

[image: Description of Figure 34-3 follows]






	
In the Group Name field, enter the name of the role.


	
Click Assign.

The User Form Assignment lookup table is displayed.


	
From the lookup table, select the user form for this role.

Use the arrow buttons to either add or delete from the Assigned Forms list.


	
Click OK.

The newly added user forms are listed in a Group Entitlements table. The Group Entitlements Table displays all available roles. This table shows the name of the user form and the type. In the Group Entitlements table, there are two types, javaform and folder. A javaform is a Java-based, graphical interface. A folder is a container of one or many javaforms.







	
See Also:

"Default Roles" for information about pre-existing roles in Oracle Identity Manager
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35 Securing a Deployment


Securing an Oracle Identity Manager deployment is achieved through authorization and hardening. Authorization controls the access to various components. Hardening secures the components from potential security threats.

Table 35-1 lists the various topics that you can refer for information about securing an Oracle Identity Manager deployment:


Table 35-1 Securing a Deployment

	Topic	Topic Type	Information Covered
	
"Managing the Scheduler"


	
Hardening

	
Scheduled tasks and scheduled jobs. Ensure that only required scheduled tasks are enabled.


	
"System Properties in Oracle Identity Manager"


	
Hardening

	
System properties related to system behavior. Ensure that password policies and challenge questions and answers are defined.


	
"Creating the User Account for Installing Connectors"


	
Hardening

	
Specific permissions required to install connectors.


	
"Enabling Secure Cookies"


	
Hardening

	
Enabling Oracle Identity Manager to work over SSL.


	
"Enabling SSL Between Identity Store Service and the Directory Server" in the Oracle Fusion Middleware Integration Guide for Oracle Identity Management Suite

	
Hardening

	
Instructions specific to Microsoft Active Directory, iPlanet Directory Server, and Oracle Internet Directory for Identity Store Service


	
"Configuring LDAP Authentication When LDAP Synchronization is Enabled" in the Oracle Fusion Middleware Integration Guide for Oracle Identity Management Suite

	
Hardening

	
Enabling LDAP authentication.


	
"URL Changes Related to Oracle Identity Manager"


	
Hardening

	
Steps to make the corresponding changes in Oracle Identity Manager and Oracle WebLogic configuration for any change in the integrated and dependent applications


	
"Password Changes Related to Oracle Identity Manager"


	
Hardening

	
Steps to make the changes to the password in Oracle Identity Manger and Oracle WebLogic configuration for any change in the dependent or integrated products.


	
"Configuring SSL for Oracle Identity Manager"


	
Hardening

	
Securing Oracle Identity Manager by configuring SSL.


	
"Managing Password Policies"


	
Hardening

	
Password policy configuration.


	
"Adding the Trust Relation"


	
Hardening

	
Remote Manager SSL configuration.


	
"Configuring the Remote Manager by Using Your Own Certificate"


	
Hardening

	
Remote Manager configuration by using your own certificate instead of the default Oracle Identity Manager certificate.


	
"Security Architecture" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager

	
Authorization

	
Authorization and security model in Oracle Identity Manager


	
"Check Permissions for Roles" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager

	
Authorization

	
Permissions for role while importing and exporting roles. Check for any errors in setting data object permissions if data object is missing.











	
See Also:

Oracle Fusion Middleware Installation Guide for Oracle Identity Management and Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management for information about Oracle Identity Management software integrations and related security aspects










Configuring SSO Providers for Oracle Identity Manager






A Configuring SSO Providers for Oracle Identity Manager


This appendix contains the configuration steps for enabling Oracle Identity Manager for Single Sign On (SSO). To do so, Oracle Identity Manager is enabled to use third-party SSO providers, such as OpenSSO, IBM Tivoli Access Manager, and CA SiteMinder.

This appendix contains the following sections:

	
Enabling Oracle Identity Manager to Work With OpenSSO


	
Enabling Oracle Identity Manager to Work With IBM Tivoli Access Manager


	
Enabling Oracle Identity Manager to Work With CA SiteMinder


	
Configuring SSO for XIMDD






A.1 Enabling Oracle Identity Manager to Work With OpenSSO

This section contains the following topics:

	
Prerequisites


	
Integrating Oracle Identity Manager with OpenSSO


	
Running Validation Tests to Verify the Configuration






A.1.1 Prerequisites

The prerequisites for integrating Oracle Identity Manager with OpenSSO are:

	
Oracle Identity Manager 11g Release 2 (11.1.2.1.0) is installed and running.


	
OpenSSO 8.0 is installed and configured


	
OpenSSO Enterprise Policy Agent 3.0 for Oracle WebLogic Server/Portal 10 (weblogic_v10_agent_3) is installed.


	
It is expected that identity information in Oracle Identity Manager is synchronized with LDAP server configured as user data store in OpenSSO. For example, the LDAP synchronization feature of Oracle Identity Manager can be used for this purpose.









A.1.2 Integrating Oracle Identity Manager with OpenSSO

To integrate Oracle Identity Manager 11g Release 2 (11.1.2.1.0) with OpenSSO 8.0 on Oracle WebLogic Server:

	
Start OpenSSO.


	
Start Oracle Identity Manager.


	
Install OpenSSO policy agent on Admin Server of Oracle Identity Manager domain. To do so:

	
Create a J2EE agent profile on OpenSSO. Refer to the policy agent section in OpenSSO documentation for creating the profile.


	
Install agent on WebLogic Admin Server. Install the agent by using the agentadmin utility. Refer to the policy agent section in OpenSSO documentation.





	
Install OpenSSO policy agent on Oracle Identity Manager Managed Server of Oracle Identity Manager domain. To do so, install agent on Oracle Identity Manager Managed Server. Refer to the policy agent section of OpenSSO documentation for installing the agent on a managed server. Use the same agent profile that you created in step 3.a.




	
Note:

For a clustered deployment of Oracle Identity Manager, install the policy agent on each Oracle Identity Manager Managed Server.








	
To configure OpenSSO policy agent after installation:




	
Note:

For a clustered deployment of Oracle Identity Manager, OpenSSO policy agent must be configured on each Oracle Identity Manager Managed Server.







	
Configure WebLogic Server instances with set Agent classpath and JAVA options.


	
Deploy agent application on Admin and Managed Servers.


	
Deploy and configure agent authentication provider.


	
Add WebLogic admin to bypasslist.


	
Install agent filter to oim web-apps. In this step, add OpenSSO Agent filter to all the Oracle Identity Manager web-apps that support OIM user login. To do so:




	
Note:

The corresponding deployment-descriptors are located at:
	
IDM_ORACLE_HOME/server/apps/oim.ear/iam-consoles-faces.war/WEB-INF/web.xml


	
IDM_ORACLE_HOME/server/apps/oracle.iam.console.identity.self-service.ear/oracle.iam.console.identity.self-service.war/WEB-INF/web.xml


	
IDM_ORACLE_HOME/server/apps/oracle.iam.console.identity.sysadmin.ear/oracle.iam.console.identity.sysadmin.war/WEB-INF/web.xml












i) Go to the IDM_ORACLE_HOME/server/apps/ directory.

ii) Create a backup of the oim.ear/iam-consoles-faces.war/WEB-INF/web.xml file, and then edit it to add the filter element as mentioned in OpenSSO documentation. Save the changes.

iii) Create a backup of the oracle.iam.console.identity.self-service.ear file, and then extract it in a temporary location. Then extract the oracle.iam.console.identity.self-service.war file. Edit WEB-INF/web.xml to add the filter element as mentioned in OpenSSO documentation. Repackage oracle.iam.console.identity.self-service.war with the modified web.xml, and then repackage oracle.iam.console.identity.self-service.ear with modified oracle.iam.console.identity.self-service.war.

iv) Create a backup of oracle.iam.console.identity.sysadmin.ear, and then extract it in a temporary location. Then extract the oracle.iam.console.identity.sysadmin.war file. Edit WEB-INF/web.xml to add the filter element as mentioned in OpenSSO documentation. Repackage oracle.iam.console.identity.sysadmin.war with the modified web.xml, and then repackage oracle.iam.console.identity.sysadmin.ear with modified oracle.iam.console.identity.sysadmin.war.




	
Note:

Ensure that after performing steps iii and iv, the only difference between the modified EAR files and the original EAR files is in the web.xml files.







v) Shutdown Oracle Identity Manager instance.

vi) Go to OIM_DOMAIN_HOME/servers/OIM_SERVER_INSTANCE/tmp/_WL_user/ directory. Go to OIM_DOMAIN_HOME\servers\OIM_SERVER_INSTANCE\tmp\_WL_user\ directory if the setup is on Microsoft Windows.

vii) Delete the directories specific to oracle.iam.console.identity.self-service.ear and oracle.iam.console.identity.sysadmin.ear UI applications. In a typical Oracle Identity Manager setup, the directories to be deleted are oracle.iam.console.identity.self-service.ear_V2.0 and oracle.iam.console.identity.sysadmin.ear_V2.0.

viii) Restart Oracle Identity Manager Managed Server instance, and then check that the directories are re-created in the directory path mentioned in step vi.





	
Update the agent profile for Oracle Identity Manager Managed Server with Oracle Identity Manager URL information. To do so:

	
Login to OpenSSO application, and select the Oracle Identity Manager Managed Server agent profile.


	
Click the general tab. Change the Agent filter mode. Remove all existing values. Add new value with empty key and corresponding map value as J2EE_POLICY.


	
Click the applications tab. Update the various sections as follows:

	
Login Form URI. Add the following:


/oim/faces/pages/Login.jspx
/identity/faces/signin
/sysadmin/faces/signin


	
Login Error URI. Add the following:


/identity/faces/signin
/sysadmin/faces/signin
/oim/faces/pages/LoginError.jspx


	
Not Enforced URI Processing. Add the following:


/identity/faces/register
/identity/faces/forgotpassword
/identity/faces/trackregistration
/identity/faces/forgotuserlogin
/identity/faces/accountlocked
/identity/adfAuthentication
/identity/afr/blank.html
/sysadmin/adfAuthentication
/sysadmin/afr/blank.html
/sysadmin/faces/noaccess
/oim/afr/blank.html
/workflowservice/*
/callbackResponseService/*
/spml-xsd/*








	
Configure SSO in Oracle Identity Manager. To do so:

	
Set up WebLogic authenticators. To do so:

i) Add and configure WebLogic authentication provider for LDAP server corresponding to the user data store used by OpenSSO. For example, if OpenSSO uses Sun DSEE, then configure iPlanet authentication provider. Set the control flag as SUFFICIENT.




	
Note:

Ensure that all the Oracle Identity Manager users are synchronized with the LDAP server to which the authenticator points to.







ii) Add and configure Oracle Identity Manager signature authentication provider (OIMSignatureAuthenticator). Set the control flag as SUFFICIENT.

iii) Arrange the authenticator chain in the following order:

	
DefaultAuthenticator - SUFFICIENT


	
OIMSignatureAuthenticator - SUFFICIENT


	
AgentAuthenticator - OPTIONAL


	
LDAPAuthenticator - SUFFICIENT


	
DefaultIdentityAsserter





	
Change the Oracle Identity Manager logout to execute OpenSSO logout URL by running the following command:


cd <IDM_ORACLE_HOME>/common/bin
./wlst.sh
connect()
addOAMSSOProvider(loginuri="/${app.context}/adfAuthentication", logouturi="http(s)://openssohost:openssoport/opensso/UI/Logout", autologinuri="/obrar.cgi")
exit()


	
Set Oracle Identity Manager ssoenabled flag to true. To do so:

i) Login to Enterprise Manager. Open System Mbean Broswer.

ii) Open the oracle.iam:Location=oim_server1,name=SSOConfig,type=XMLConfig.SSOConfig,XMLConfig=Config,Application=oim,ApplicationVersion=11.1.1.3.0 mbean.

iii) Set the value of ssoEnabled to true.





	
Restart Oracle Identity Manager domain.


	
Test the configuration by navigating to the following URL:

http://OIM_HOST:OIM_PORT/identity/

The page is redirected to the OpenSSO login page. Login as valid Oracle Identity Manager user.









A.1.3 Running Validation Tests to Verify the Configuration

Run the following validation steps to verify if the integration between Oracle Identity Manager and OpenSSO is successful:


User Login to Oracle Identity Manager Through SSO

Prerequisite: Create a user, for example ENDUSER001 in Oracle Identity Manager and LDAP.

Step: Try logging in to Oracle Identity Manager through SSO as the user you created, for example ENDUSER001, and check if the login is successful.

Expected output: Login is successful.


Client-Based Login to Oracle Identity Manager

Prerequisite: Make sure that Oracle Identity Manager Design Console is installed and configured.

Step: Try logging in to the Design Console as system administrator with SSO password.

Expected output: Login to the Design Console is successful, assuming that LDAPAuthenticator is configured properly for SSO login.


Signature-Based Authentication

To test signature-based authentication:

	
Try accessing the scheduler service URL. It should be running on Oracle Identity Manager Managed Server port, as shown:

http://OIM_HOST:OIM_PORT/SchedulerService-web


	
Login as system administrator with SSO password.


	
If the login is successful and you can see the following details on the screen, then signature login is successful:

Scheduler Current Status: STARTED

Last Error: NONE


	
Click Start on the page if the following is displayed:

Scheduler Current Status: STOPPED

If no errors are displayed on the page, then signature login is successful.











A.2 Enabling Oracle Identity Manager to Work With IBM Tivoli Access Manager

This section contains the following topics:

	
Prerequisites


	
Integrating Oracle Identity Manager with IBM Tivoli Access Manager


	
Running Validation Tests to Validate the Configuration






A.2.1 Prerequisites

The prerequisites for integrating Oracle Identity Manager with OpenSSO are:

	
Oracle Identity Manager 11g Release 2 (11.1.2.1.0) is installed.


	
IBM Tivoli Access Manager (TAM) for e-business 6.1 is installed.


	
IBM Tivoli Access Manager Adapter for Oracle WebLogic Server for TAM 6.1 and Oracle WebLogic Server 10g or 11g are installed.


	
The identity information in Oracle Identity Manager is synchronized with identity information in the LDAP registry used by TAM. For example, the LDAP synchronization feature of Oracle Identity Manager can be used for this purpose.


	
Form based login is enabled in TAM.









A.2.2 Integrating Oracle Identity Manager with IBM Tivoli Access Manager

To integrate Oracle Identity Manager 11g Release 2 (11.1.2.1.0) with IBM Tivoli Access Manager for e-business 6.1:

	
Start IBM Tivoli Access Manager.


	
Start Oracle Identity Manager.


	
Setup connection between webseal and WebLogic. To do so:

	
Create junctions to connect webseal to Oracle Identity Manager WebLogic Server.


	
Configure webseal logout and login page.


	
Deploy weblogic security providers.

Refer to TAM-weblogic integration documentation provided as part of IBM Tivoli Access Manager Adapter for Oracle WebLogic Server. The additional details are as follows:

	
Keep both non-SSL and SSL ports on Oracle Identity Manager into consideration while creating junctions.


	
While creating webseal junction(s) for protected resources, make sure to use the "-c iv-user" (insert iv-user HTTP header) option.


	
List of resources that needs to be protected/unprotected:

Protect the following resources:

/oim

/xlWebApp

/Nexaweb

/identity

/sysadmin

Unprotect following uris:

/identity/faces/register

/identity/faces/forgotpassword

/identity/faces/trackregistration

/identity/faces/forgotuserlogin

/identity/faces/accountlocked

/identity/adfAuthentication

/identity/afr/blank.html

/sysadmin/adfAuthentication

/sysadmin/afr/blank.html

/sysadmin/faces/noaccess

/oim/afr/blank.html

Unprotect following resources:

/workflowservice

/callbackResponseService

/spml-xsd


	
Only configure Tivolli Access Manager Identity assertion provider (AMIdentityAsserterLite). Select the iv-user option while configuring it.


	
Do not configure Tivolli Access Manager Identity authentication provider.


	
Configure WebLogic authentication provider for LDAP server corresponding to the LDAP registry used by TAM. For example, if TAM uses Sun DSEE, then configure iPlanet authentication provider. Set its control flag as SUFFICIENT. Ensure that all usersin Oracle Identity Manager are synchronized to this LDAP server. If any Oracle Identity Manager user is not present in the LDAP server, then that user will not be able to login to Oracle Identity Manager.


	
Configure Oracle Identity Manager signature authentication provider (OIMSignatureAuthenticationProvider). Provide the Oracle Identity Manager database details while configuring it. You can use the same details as specified in OIMAuthenticationProvider. Set its control flag as SUFFICIENT.


	
Arrange the authenticator chain in the following order:

TAMIdentityAsserter

OIMSignatureAuthenticator - SUFFICIENT

LDAPAuthenticator - SUFFICIENT

DefaultAuthenticator - SUFFICIENT

DefaultIdentityAsserter








	
Change the Oracle Identity Manager logout to execute TAM logout URL by using the following commands:


cd <IDM_ORACLE_HOME>/common/bin
./wlst.sh
connect()
addOAMSSOProvider(loginuri="/${app.context}/adfAuthentication", logouturi="http(s)://<webseal-host:port>/pkmslogout", autologinuri="/obrar.cgi")
exit()


	
Set OIM ssoenabled flag to true. To do so:

	
Login to Enterprise Manager. Open System Mbean Broswer.


	
Open the oracle.iam:Location=oim_server1,name=SSOConfig,type=XMLConfig.SSOConfig,XMLConfig=Config,Application=oim,ApplicationVersion=11.1.1.3.0 mbean.


	
At the value of ssoEnabled to true.





	
Restart Oracle Identity Manager.


	
Test the configuration by navigating to the following URL:

http(s)://WEBSEAL_HOST:WEBSEAL_PORT/identity/faces/home

TAM login page is displayed. Login as valid Oracle Identity Manager user, and the login should be successful.









A.2.3 Running Validation Tests to Validate the Configuration

Run the following validation steps to verify if the integration Oracle Identity Manager and TAM is successful:


User Login to Oracle Identity Manager Through SSO

Prerequisite: Create a user, for example ENDUSER001, in Oracle Identity Manager andLDAP.

Step: Try logging in to Oracle Identity Manager through SSO as the user that you created, for example ENDUSER001, and check if the login is successful.

Expected output: Login should be successful.


Client-Based Single Login to Oracle Identity Manager

Prerequisite: Make sure that Oracle Identity Manager Design Console is installed and configured.

Step: Try logging in to the Design Console as system administrator with SSO password.

Expected output: Login to the Design console must be successful, assuming that LDAPAuthenticator is configured properly for SSO login.


Signature-Based Authentication

To test signature-based authentication:

	
Try accessing the scheduler service URL. It should be running on Oracle Identity Manager Managed Server port, as shown:

http://OIM_HOST:OIM_PORT/SchedulerService-web


	
Login as system administrator by providing SSO password.


	
If the login is successful and you can see the following details on the screen, then signature login is successful:

Scheduler Current Status: STARTED

Last Error: NONE


	
Click Start on the page if the following is displayed:

Scheduler Current Status: STOPPED

If there are no errors on the page, then the signature login is successful.











A.3 Enabling Oracle Identity Manager to Work With CA SiteMinder

This section contains the following topics:

	
Prerequisites


	
Integrating Oracle Identity Manager with CA SiteMinder


	
Running Validation Tests to Validate the Configuration






A.3.1 Prerequisites

The prerequisites for integrating Oracle Identity Manager with CA SiteMinder are:

	
Oracle Identity Manager is installed.


	
Identity information in Oracle Identity Manager is synchronized with identity information in the LDAP registry used by Siteminder. The LDAP synchronization feature in Oracle Identity Manager can be used for this purpose.









A.3.2 Integrating Oracle Identity Manager with CA SiteMinder

To integrate Oracle Identity Manager with CA SiteMinder:

	
Install Siteminder WebLogic Agent by referring to Siteminder installation documentation. Follow install GUI instructions.


	
Edit the setDomainEnv.sh file to set the variables, as shown:


ASA_HOME='PATH_TO_SITEMINDER_AGENT_HOME'
export ASA_HOME

SMASA_CLASSPATH="$ASA_HOME/conf:$ASA_HOME/lib/smagentapi.jar:$ASA_HOME/lib/smjavasdk2.jar:$ASA_HOME/lib/sm_jsafe.jar:$ASA_HOME/lib/smclientclasses.jar:$ASA_HOME/lib/sm_jsafeJCE.jar"
export SMASA_CLASSPATH

SM_JAVA_OPTIONS=" -Dsmasa.home=$ASA_HOME"
export SM_JAVA_OPTIONS

CLASSPATH=${SMASA_CLASSPATH}:${CLASSPATH}
export CLASSPATH


	
Edit the startWebLogic.sh file to add SM_JAVA_OPTIONS to the JAVA command, as shown:


$JAVA_HOME/bin/java ${JAVA_VM} ${MEM_ARGS} -Dweblogic.Name=${SERVER_NAME} -Djava.security.policy=${WL_HOME}/server/lib/weblogic.policy ${JAVA_OPTIONS}
${SM_JAVA_OPTIONS} ${PROXY_SETTINGS} ${SERVER_CLASS}


	
Edit the ASA_HOME/conf/WebAgent.conf file to change the value of the EnableWebAgent parameter to YES.


	
Restart all Managed and Admin servers.


	
Add/Configure SiteminderIdentityAsserter and SiteminderAuthenticationProvider in the Weblogic authentication chain. In Identity Asserter common configuration, select SMSESSION.


	
In the Provider Specific subtab, set the "SMIdentity Asserter Config File:" field to ASA_HOME/conf/WebAgent.conf.


	
In SiteminderAuthenticationProvider 'ProviderSpecific', update "SMAuth Provider Config File:" to ASA_HOME/conf/WebAgent.conf.


	
Remove existing OIMAuthenticationProvider from the authentication chain.


	
Add OIMSignatureAuthenticator to the authentication chain. Set the control flag to SUFFICIENT.


	
Rearrange the authentication chain, as listed in Table A-1:


Table A-1 Authentication Chain

	Authentication Provider	Control Flag
	
SiteminderIdentityAsserter

	

	
DefaultAuthenticator

	
SUFFICIENT


	
OIMSignatureAuthenticator

	
SUFFICIENT


	
SiteminderAuthenticationProvider

	
SUFFICIENT


	
DefaultIdentityAsserter

	
SUFFICIENT











	
Note:

In the order shown in Table A-1, OIMAuthenticationProvider has been removed. Therefore, all authentication either via browser (http/https) or non-http, such as Design Console login or t3/t3s route, must be handled by Siteminder SSO. Only signature authentication will be handled by Oracle Identity Manager.








	
Restart Admin server and all the Managed Servers in the domain.


	
Configure SSO logout for oim by using the following command:


cd <IDM_ORACLE_HOME>/common/bin
 
./wlst.sh
 
connect()
 
addOAMSSOProvider(loginuri="/${app.context}/adfAuthentication", logouturi="SITEMINDER_LOGOUT_URL", autologinuri="/obrar.cgi")
 
exit()





	
Note:

The connect() call will ask for Admin server URL and WebLogic Admin username and password.








	
Set the ssoenabled flag for Oracle Identity Manager to true. To do so:

	
Login to Enterprise Manager, and open System MBean Browser.


	
Open the oracle.iam:Location=oim_server1,name=SSOConfig,type=XMLConfig.SSOConfig,XMLConfig=Config,Application=oim,ApplicationVersion=11.1.1.3.0 mbean.


	
Set the value of ssoEnabled to true.





	
Restart Admin Server and all Managed Servers in the domain.


	
Protect/unprotect the following Oracle Identity Manager resources:

	
Protect following resources:

/identity

/sysadmin

/oim

/xlWebApp

/Nexaweb


	
Unprotect the following URIs:

/identity/faces/register

/identity/faces/forgotpassword

/identity/faces/trackregistration

/identity/faces/forgotuserlogin

/identity/faces/accountlocked

/identity/adfAuthentication

/identity/afr/blank.html

/sysadmin/adfAuthentication

/sysadmin/afr/blank.html

/sysadmin/faces/noaccess

/oim/afr/blank.html


	
Unprotect the following resources:

/workflowservice

/callbackResponseService

/spml-xsd





	
To support client-based login to Oracle Identity Manager, the smclientclasses.jar must be added to the client classpath. To set the client classpath:

	
Go to the OIM_ORACLE_HOME/server/bin/ directory using the cd command.


	
Open the setEnv.sh file in VI Editor.


	
Add smclientclasses.jar to the CLASSPATH variable at the end. This setting ensures successful client login to Oracle Identity Manager while executing most of the client utilities present in OIM_ORACLE_HOME/server/bin.

However, client classpath must be separately set for the Design Console login to work. To do so:




	
Go to the OIM_ORACLE_HOME/designconsole directory.


	
Open the classpath.sh file in VI Editor.


	
Add smclientclasses.jar to the CLASSPATH variable at the end.












A.3.3 Running Validation Tests to Validate the Configuration

Run the following validation steps to verify if the integration Oracle Identity Manager and CA SiteMinder is successful:


User Login to Oracle Identity Manager Through SSO

Prerequisite: Create a user, for example ENDUSER001, in Oracle Identity Manager and LDAP.

Step: Try logging in to Oracle Identity Manager through SSO as the user that you created, for example ENDUSER001, and check if the login is successful.

Expected output: Login should be successful.


Client-Based Login to Oracle Identity Manager

Prerequisite: Make sure that Oracle Identity Manager Design Console is installed and configured.

Step: Try logging in to the Design Console as the system administrator with SSO password.

Expected output: Login to the Design console should be successful, assuming that SiteminderAuthenticationProvider is configured properly for SSO login.


Signature-Based Authentication

To test signature-based authentication:

	
Try accessing the scheduler service URL. It should be running on Oracle Identity Manager Managed Server port, as shown:

http://OIM_HOST:OIM_PORT/SchedulerService-web


	
Login as system administrator by providing SSO password.


	
If the login is successful and you can see the following details on the screen, then signature login is successful:

Scheduler Current Status: STARTED

Last Error: NONE


	
Click Start on the page if the following is displayed:

Scheduler Current Status: STOPPED

If there are no errors on the page, then the signature login is successful.











A.4 Configuring SSO for XIMDD

To configure SSO for XIMDD:

	
Edit the web.xml file in XIMDD. To do so:

	
Locate the XIMDD.ear file on the server. The location is OIM_ORACLE_HOME/server/webapp/optional/XIMDD.ear.


	
Unjar the XIMDD.ear file at a temporary location. This contains XIMDD.war.


	
Untar XIMDD.war, and edit the WEB-INF/web.xml file.


	
The login-config section in at the end of the web.xml file. Here, for <auth-method>, add CLIENT-CERT in addition to the already present value FORM, as shown:


<auth-method>CLIENT-CERT, FORM</auth-method>


	
Recreate the JAR with the updated web.xml, and pack it in the XIMDD.ear.





	
Deploy the XIMDD.ear. To do so:

	
Select the XIMDD.ear from the Deployments screen, and click Start to start the application.


	
Log in to Oracle WebLogic Administration Console.


	
In the left navigation pane, click Deployments. It lists all the applications deployed on the server.


	
Click Install.


	
Navigate to the location for deploying the EAR file. Typically, the EAR file is located in the following directory:

OIM_ORACLE_HOME/server/webapp/optional/


	
Select XIMDD.ear from the Current Location panel.


	
Click Next on the Choose targeting style page.


	
Select OimServer (Oracle Identity Manager Server) from the Available targets for XIMDD panel, and click Next.


	
Click Finish. The following message appears:


All changes have been activated. No restarts are necessary. The deployment has been successfully installed.


	
Select the XIMDD.ear from the list of applications on the Deployment page. Click Start to start the application.





	
Update the /u01/ohsauth/ohsauth11g_inst/config/OHS/ohs1/moduleconf/idm.conf file to add a new section for /XIMDD. There are multiple virtual hosts. Add the section for the Admin virtual host, as shown:


<Location /XIMDD>
    SetHandler weblogic-handler
    WLCookieName  oimjsessionid
    WebLogicHost myhost.mycompany.com
    WebLogicPort 14000
 
WLLogFile "${ORACLE_INSTANCE}/diagnostics/logs/mod_wl/oim_component.log"
</Location>


	
Change the /XIMDD to protected resource from /oamconsole. To do so:

	
Login to the /oamconsole as oamAdminUser.


	
Navigate to Policy Configuration, Application Domains, IAMSuiteAgent, Resources. Edit the entry for /XIMDD, so that the screen is similar to Figure A-1:


Figure A-1 The Resources Screen

[image: Description of Figure A-1 follows]






	
From the Protection Level list, select Protected, and click Apply.





	
Login to /XIMDD. To do so, login to Oracle Identity System Administration as the system administrator. Then, navigate to http://HOST:PORT/XIMDD. The Diagnostic Dashboard is displayed after auto login.


	
Run the tests on the Diagnostic Dashboard. For information about the various tests in the Diagnostic Dashboard, see "Working with the Diagnostic Dashboard".









Localizing Challenge Questions and Responses






B Localizing Challenge Questions and Responses

The following default challenge questions are localized automatically in Oracle Identity Manager:

	
What is the name of your pet?


	
What is the city of your birth?


	
What is your favorite color?


	
What is your mother's maiden name?




Localized default challenge questions are located in the CommonModelBundle_LANG.properties file. Here, LANG is the locale code. Depending on the application server on which Oracle Identity Manager is deployed, the CommonModelBundle_LANG.properties file is available in one of following locations:

	
For IBM WebSphere Application Server

To locate the CommonModelBundle_LANG.properties file:

	
Navigate to the OIM_HOME\server\apps\was\lib\oracle.iam.ui.view directory.


	
Extract the contents of the adflibCommonModel.jar file.


	
Navigate to the oracle/iam/ui/common/model directory. The CommonModelBundle_LANG.properties file is available in this directory.





	
For Oracle WebLogic Application Server

To locate the CommonModelBundle_LANG.properties file:

	
Navigate to the OIM_HOME/server/apps/oracle.iam.ui.view.war directory and extract the contents of the WAR file.


	
Navigate to the WEB-INF/lib directory and extract the contents of the adflibCommonModel.jar file.


	
Navigate to the oracle/iam/ui/common/model directory. The CommonModelBundle_LANG.properties file is available in this directory.










	
Note:

The CommonModelBundle_LANG.properties file is also available in the OIM_HOME/server/apps/oracle.iam.ui.model.ear!APP-INF/lib/adflibCommonModel.jar location. To locate the CommonModelBundle_LANG.properties file, first extract the contents of the EAR file, and then the contents of the CommonModel.jar file.







If you add custom challenge questions to Oracle Identity Manager Design Console for lookup code Lookup.WebClient.Questions, then add corresponding properties to the common model bundles to localize the question text in the supported languages. Corresponding translations should be saved to the CommonModelBundle_LANG.properties file.

For example, you might add the new challenge question "What is your favorite sport?". To localize this text, add properties to the property files in the following format:


KEY_QUESTION-TEXT?=VALUE


Replace any white spaces in the question text with an underscore (_). For example, to localize the "What is your favorite sport?" challenge question in French, add the following property to the CommonModelBundle_fr.properties file:


KEY_WHAT_IS_YOUR_FAVORITE_SPORT?=Quel est votre sport favori?


To modify the text of the default challenge questions, add corresponding properties to the common model bundles (specific to the locale). For example, to modify the text of the "What is your favorite color?" question to use the British spelling (favourite and colour) instead of the American version (favorite and color), modify the following property in the CommonModelBundle_en.properties file:


KEY_WHAT_IS_YOUR_FAVORITE_COLOR?=What is your favourite colour?
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