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Preface

Oracle® Endeca Information Discovery Studio is an enterprise data discovery platform for advanced, yet
intuitive, exploration and analysis of complex and varied data.

Information is loaded from disparate source systems and stored in a faceted data model that dynamically
supports changing data. This integrated and enriched data is made available for search, discovery, and
analysis via interactive and configurable applications. Oracle Information Discovery Studio includes a
Provisioning Service that allows you to upload data directly from spreadsheet files.

Oracle Endeca Information Discovery Studio enables an iterative “model-as-you-go” approach that
simultaneously frees IT from the burdens of traditional data modeling and supports the broad exploration and
analysis needs of business users.

About this guide

This guide provides information on configuring, administering, and customizing Oracle Endeca Information
Discovery Studio.

Who should use this guide

This guide is intended for administrators who need to configure and monitor Studio, and developers who want
to extend and customize Studio.

Conventions used in this document

The following conventions are used in this document.

Typographic conventions

The following table describes the typographic conventions used in this document.

Typeface Meaning

User Interface Elements This formatting is used for graphical user interface elements such as
pages, dialog boxes, buttons, and fields.

Code Sanpl e This formatting is used for sample code phrases within a paragraph.

Variable This formatting is used for variable values.

For variables within a code sample, the formatting is Var i abl e.

FilePath This formatting is used for file names and paths.
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Symbol conventions

The following table describes symbol conventions used in this document.

Symbol

Description

Example

Meaning

>

The right angle bracket,
or greater-than sign,
indicates menu item
selections in a graphic
user interface.

File > New > Project

From the File menu,
choose New, then from
the New submenu,
choose Project.

Contacting Oracle Customer Support

Oracle Customer Support provides registered users with important information regarding Oracle software,
implementation questions, product and solution help, as well as overall news and updates from Oracle.

You can contact Oracle Customer Support through Oracle's Support portal, My Oracle Support at

https://support.oracle.com.
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Chapter 1
Configuring Framework Settings

Framework settings are used to configure state, security, and other settings for Studio.

About the Framework Settings page
Configuring Framework Settings from the Control Panel

Configuring Framework Settings in portal-ext.properties

About the Framework Settings page
The Framework Settings page on the Control Panel allows you to view and configure the framework
settings.

f Note: If you do not see the Framework Settings option in the Control Panel menu, it probably
means you did not install the endeca- f r anewor k- set ti ngs- portl et - <versi on>. war file.

Please review your installation settings.

The default values of these settings are created automatically upon first use. You can only edit the settings.
You cannot add or delete settings.

Settings only appear after the feature(s) that use them have been executed at least once.

Settings that have been configured in port al - ext. properti es are displayed, but cannot be edited.

Configuring Framework Settings from the Control Panel

You use the fields on the Framework Settings page to modify the settings. You cannot modify settings that
already have been configured in port al - ext . properti es. If a setting has been configured directly in the
portal - ext. properti es file, then the field on the Framework Settings page is locked.

Framework Settings

Warning! Incorrect values for these Seftings can cause serious problems with your Studio application. Please do not change these seftings

iou must res! der for Changes 1o thess seflings 1o take e ffect
Seffings that ane read-only in this component are controbed by The portal properties file. To change. pkase act the value i the properties file

S{Meray
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The Framework Settings page contains the following settings:

Setting

Description

df.dataSourceDirectory

The directory from which existing data source files will be uploaded into
the database.

This directory also is used to store keystore and certificate files for
secured data sources.

df.deepLinkPortletName

The name of the deep link component.

df.defaultChartColorPalette

The default set of colors to use to display charts in the Chart
component.

The value is a comma-separated list of 16-30 hex color values.

For reference, the default value is:

#57BCCL, #F3A900, #A5C500, #9C2E5B, #CAB25D, #0072B1, #229903, #D55E00,
#F2D900, #A279CD, #ABDEEQ, #AA7600, #D2E280, #6D2040, #E2DIAE, #00507C,

#91CC81, #954200, #F9ECB0, #71548F, #3D8387, #F9D480, #738A00, #CE97AD,
#897CA1, #80B9D8, #186B02, #EAAF80, #A99700, #D1BCE6

df.defaultDataSource

The name of the data source to use as the default.

df.defaultExporter

The default exporter class.

df.exportPortletName

The default name of the export portlet.

df.healthCheckTimeout

The time (in milliseconds) for query timeout when checking data source
availability on initialization.

df.mapLocation

The URL for the Oracle MapViewer eLocation service.

The eLocation service is used for the text location search on the Map
component, to convert the location name entered by the user to latitude
and longitude.

By default, this is the URL of the global eLocation service.

If you are using your own internal instance, and do not have Internet
access, then set this setting to "None", to indicate that the eLocation
service is not available. If the setting is "None", Studio disables the text
location search.

If this setting is not "None", and Studio is unable to connect to the
specified URL, then Studio disables the text location search.

Studio then continues to check the connection each time the page is
refreshed. When the service becomes available, Studio enables the text
location search.

Oracle® Endeca Information Discovery Studio:
and Customization Guide
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Setting

Description

df.mapTileLayer

The name of the MapViewer Tile Layer.
By default, this is the name of the public instance.

If you are using your own internal instance, then you must update this
setting to use the name you assigned to the Tile Layer.

df.mapViewer

The URL of the MapViewer instance.
By default, this is the URL of the public instance of MapViewer.

If you are using your own internal instance of MapViewer, then you
must update this setting to connect to your MapViewer instance.

df.maxExportBaseRecords

The maximum allowable number of non-EQL records that can be
exported.

df.maxExportEQLRecords

The maximum allowable number of EQL records that can be exported.

df.mdexCacheManager

The fully-qualified class name to use for the MDEX Cache Manager.

Changing this setting is currently experimental and unsupported, and
should be used only for research purposes. This interface will change in
upcoming releases.

df.mdexSecurityManager

The fully-qualified class name to use for the MDEX Security Manager.

df.mdexStateManager

The fully-qualified class name to use for the MDEX State Manager.

df.metadataCacheEnabled

Whether to use the metadata cache.

The default value is t r ue, indicating that whenever Studio needs
attribute metadata, it retrieves it from the metadata cache.

If this setting to f al se, then whenever Studio needs attribute metadata,
it retrieves it directly from the data source, which is usually slower.

Any change to this setting takes effect for new sessions.

Note that the cache only becomes out of synch with the data source if
you use the Endeca Server web services to update the metadata
manually, for example using Integrator or a custom application. If you
update the metadata from within Studio, the cache is updated
automatically. So unless you know you will be making manual updates,
you should leave the setting setto t r ue.

If the cache does get out of synch, then to update the cache:
1. Go to the Attribute Settings page.
2. From the drop-down list, select the data source.
3. Click Reload Attribute Cache.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013

and Customization Guide



Configuring Framework Settings 12

Setting Description

df.provisioningServiceLimit The maximum number of data domains created by the Provisioning
Service that can be present on the Endeca Server.

Once this limit is reached, the file upload option becomes unavailable
until one or more of those data domains is removed.

To indicate that there is no limit, set this value to O.

df.wsConnectionTimeout The time in milliseconds before a connection to the Conversation,
Configuration, Entity Configuration, or EQL Parser web service times
out.

The default value is 300000.

If these connections are timing out frequently, then some possible
causes are:

¢ The Endeca Server is overloaded, and might benefit from upgraded
hardware.

e A problem in the networking hardware is causing bottlenecks.

On the Framework Settings page, to change a setting:
1. Provide a new value in the setting configuration field.

/s Note: Take care when modifying these settings, as incorrect values can cause problems with
/ your Studio application.

If the setting is configured in port al - ext . properti es, then you cannot change the setting from
this page. You must set it in the file.

2.  Click Update Settings.
3. To apply the changes, restart Studio.

Configuring Framework Settings in portal-ext.properties

By default, you configure settings from the Framework Settings page. You also can add one or more of the
settings to the endeca- portal \ portal -ext. properti es file.

Configuring settings in port al - ext . properti es makes it easier to migrate settings across different
environments. For example, after testing the settings in a development system, you can simply copy the
properties file to the production system, instead of having to reset the production settings manually from the
Control Panel.

In the file, the format for adding a setting is:
<setti ngnane>=<val ue>
Where:
e <settingname> is the name of the setting from the Framework Settings page.

e <value> is the value of the setting.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
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For example, to set the default data source in the file, the entry would be:
df . def aul t Dat aSour ce=nydef aul t

If a property is configured in port al - ext. properti es, you cannot edit it from the Control Panel. The field
on the Framework Settings page is read only.

To move the configuration for a setting to the properties file after Studio has been started:
1. Stop the server.
2. Add the setting to port al - ext . properties.
3. Restart Studio.

On the Framework Settings page of the Control Panel, the setting is now read only. You can no longer
edit the value from the Control Panel.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
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Chapter 2
Configuring Logging for Studio

Studio logging helps you to monitor and troubleshoot your Studio application.

About logging in Studio

About the log4j configuration XML files

About the Studio log files

Using the Control Panel to adjust logging verbosity

How log4j.properties is used in Studio

About logging in Studio

Studio uses the Apache log4j logging utility.

The Studio log files include:
* A main log file with most of the logging messages
* A second log file for performance metrics logging

You can also use the Performance Metrics page of the Control Panel to view performance metrics
information.

For more information about log4j, see the Apache log4j site, which provides general information about and
documentation for log4j.

About the log4j configuration XML files

The primary log configuration is managed in port al -1 og4j . xm , which is packed inside the portal
application file WEB- I NF/ 1 i b/ portal -inpl.jar.

To override settings in port al -1 og4j . xm , you use the file port al -1 0og4j - ext . xm , which is located in
the portal application's / VEEB- | NF/ cl asses/ META- | NF/ directory.

Both files are in the standard log4j XML configuration format, and allow you to:
» Create and modify appenders
» Bind appenders to loggers
» Adjust the log verbosity of different classes/packages
By default, port al -1 0g4j - ext . xm specifies a log verbosity of INFO for the following packages:

e com endeca

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
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e com endeca. portal . net adat a
e com endeca. portal .instrumentation
It does not override any of the default log verbosity settings for non-Information Discovery components.

/s Note: If you adjust the logging verbosity, it is updated for both log4j and the Java Utility Logging
/ Implementation (JULI). Code using either of these loggers should respect this configuration.

About the Studio log files

For Studio, one log file contains all of the log messages, and a second file is used only for metrics logging.

About the main Studio log file
In the Studio log file configuration, the main root logger prints all messages to:

e The console, which typically is redirected to the application server's output log (For Tomcat,
cat al i na. out and for WAS, Syst enfut . | og)

« Afile called ei d- st udi 0.1 og

The main logger does not print messages from the com endeca. portal . i nstrunent ati on classes.
Those messages are printed to the metrics log file.

Location of eid-studio.log

By default, the logger tries to create ei d- st udi 0. | og in the following directory:

App Server Default Log File Location

Tomcat: The default location of ei d- st udi 0. | og is:
<val ue of catal i na. hone>/1 ogs

For example, if cat al i na. hone is set to C. \ endeca- portal \t ontat -
6. 0. 29, then ei d- st udi o. | og is located in:

C.\endeca-portal \tontat-6.0.29\I ogs

WebLogic 11g: The default location of ei d- st udi 0. | og is the root directory of the WebLogic
domain.

If the logger can't place the file in the default directory, then you typically can find ei d- st udi 0. | og in one of
the following locations:

App Server Configuration Alternate Log File Location

Tomcat - startup script: If you started Tomcat by running a startup script, the log file is located
where the script was run.

For example, if you ran the startup script from t oncat -
<ver si on>/ bi n, the log file also is in t ontat - <ver si on>/ bi n.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
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App Server Configuration Alternate Log File Location

Tomcat - Windows service: If you registered and started Tomcat as a Windows service, the log file
may be in C: \ W ndows\ Syst enB2 or C: \ W ndows\ Sys\WWOW64.

Tomcat - Eclipse server: If Tomcat is a server inside of Eclipse, the log files may be located in
the root of the Eclipse directory.

WebLogic 11g: Does not apply. The log file is always in the domain directory.

Specifying an absolute path to the log file

The custom appender used for Studio logging contains the logic for determining the log file directory.

<appender nanme="FILE" cl ass="com endeca. portal.util.Contai ner AwareRol | i ngFi | eAppender ">
<param nanme="Fi | e" val ue="ei d-studi o.10g"/>
<par am nane="MaxFi | eSi ze" val ue="10MB"/ >
<par am nanme="MaxBackupl ndex" val ue="10"/>
<l ayout cl ass="org. apache.| og4j.PatternLayout">

<par am nane="Conver si onPattern" val ue="%l{|1 S08601} %5p [%{1}] %P&" />
</l ayout >
</ appender >

If you want to specify an absolute file path for the log files, then you will need to update the appender
configuration to use the regular log4j appender class.

In portal -1 og4j - ext.xm , make the following changes to the appender configuration:
1. Change the class to be or g. apache. | og4j . Rol | i ngFi | eAppender .
2. Change the value of the Fi | e parameter to specify the full path to the file.

For example:

<appender name="FI|LE" cl ass="org. apache.| 0g4j. Rol|ingFi | eAppender">
<param nane="Fi | e" val ue="C:\ endeca-portal \l ogs\ei d-studio.log"/>
<par am nanme="MaxFi | eSi ze" val ue="10MB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout cl ass="org.apache.| og4j. PatternLayout">

<par am nane="Conver si onPattern" val ue="%l{| SC8601} % 5p [%{1}] %Pm" />
</ | ayout >
</ appender >

About metrics logging

An additional file appender captures metrics logging, including all log entries from the
com endeca. portal .instrunentation classes.

The metrics log file, ei d- st udi o- metri cs. | og, is in the same directory as ei d- st udi o. | og.

You also can view metrics data on the Performance Metrics page. For details on metrics logging, see
Monitoring the Performance of Queries on page 18.
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Using the Control Panel to adjust logging verbosity

For debugging purposes in a development environment, you can use the Control Panel to dynamically adjust
logging verbosity levels for any class hierarchy.

/a Note: When you adjust the logging verbosity, it is updated for both | og4j and the Java Utility Logging
£ Implementation (JULI). Code using either of these loggers should respect this configuration.

To adjust logging verbosity from the Control Panel:
1. From the Studio menu, choose Control Panel.
2. From the Control Panel menu, choose Server Administration.
3. Inthe Server Administration page, click the Log Levels tab.
Server Content for Guest ¥ 4= Back to Guest

Server Administration
Liferay Portal Enterprize Edition 5.2 EE SP5 (Augustine / Build 5209 / October 20, 2010}
Uptime: 02:16:48

Log Levels Properties  Data Migration File Uploads Mail  OpenOffice  Shutdown

Update Categories Add Category

Showing 1 - 20 of 243 results. ltems per Page | 20 El Page | 1 El of 13 l4First | 4 Previous | Next p | Last p]
Category (]
com.ecyrd jspwiki ERROR [+ |
com.endeca NFO  [¥]
com.endeca.portal.instrumentation INFO El
com.endeca.portal metadata NFO  [¥]

LoMITETE, . ptntil o, S8 z8L00. g

[
com.liferay.portal.cache WARN El

com liferay. portal.cache.ehcache.Eh or ERROR [+ |
Showing 1 - 20 of 243 resutts. tems per Page | 20 [w| Page 1 [w]of13 4 First | 4 Previous | Nextp | Lastp|

Save

4.  Onthe Update Categories tab, locate the class hierarchy you want to modify.
5.  From the logging level drop-down list, select the logging level.

/a Note: When you modify a class hierarchy, all classes that fall under that class hierarchy also
£ are changed.

6.  When you have finished adjusting log levels, click Save.

You also can use the Add Category tab to set the verbosity for a specific class or package.
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How log4j.properties is used in Studio

In Studio, a | og4j . properti es configuration file is used to start up the Tomcat bundle. Otherwise, all log4j
configuration comes from the XML configuration files.

Using log4j.properties when starting up the Tomcat bundle

The version of | og4j . properti es in common/ endor sed/ | og4j . properties.jar is used to configure
logging for the Tomcat bundle. Because | og4j is initialized before Studio in the Tomcat bundle, this file is
needed to ensure that there is some preliminary | og4j configuration.

This version of | og4j . properti es provides minimal configuration, so that the initial messages are logged
to the console in the same format as the default configuration in port al -1 0g4j - ext . xmi . Its settings only
affect a small number of messages printed as the server is starting.

When Studio starts, it loads its XML configuration file, which overrides the settings in | og4j . properti es.
Therefore administrators should not need to modify | og4j . properti es.

Other log4j.properties files

In addition to the | og4j . properti es file used for the Tomcat startup, all deployed portlets, as well as the
Studio application itself, have their own | og4j . pr operti es files, located in .EB- | NF/ cl asses.

Because Studio uses XML configuration files, the settings in these files have no effect.
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Chapter 3
Monitoring the Performance of Queries

You can get access to performance metrics data both from the metrics log file and from the Performance
Metrics page. A setting in port al - ext. properti es controls the amount of metrics data to record.
Configuring the amount of metrics data to record

About the metrics log file

About the Performance Metrics page

Configuring the amount of metrics data to record

To configure the metrics you want to include, you use a setting in port al - ext. properti es. This setting
applies to both the ei d- st udi o-netri cs. | og file and the Performance Metrics page.

The metrics logging can include:
» Endeca Server queries by data source
» Portlet server executions by component. The server side code is written in Java.

It handles configuration updates, configuration persistence, and Endeca Server queries. The server side
code generates results to send back to the client side code.

Server executions include portlet render, resource, and action requests.

» Portlet client executions by component. The client side code lives in the browser and is written in
JavaScript.

It issues requests to the server code, then renders the results as HTML. The client code also handles any
dynamic events within the browser.

By default, only the Endeca Server queries and portlet server executions are included.

You use the df . per f or mancelLoggi ng setting in port al - ext. properti es to configure the metrics to
include. The setting is:

df . performancelLoggi ng=<netrics to include>

Where <metrics to include> is a comma-separated list of the metrics to include. The available values to
include in the list are:

Value Description
QUERY If this value is included, then the page includes information for Endeca Server
queries.
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Value Description

PORTLET If this value is included, then the page includes information on portlet server
executions.

CLI ENT If this value is included, then the page includes information on portlet client

executions.

In the default configuration, where only the Endeca Server queries and portlet server executions are included,

the value is:

df . per f or mancelLoggi ng=QUERY, PORTLET

To include all of the available metrics, you would add the CLI ENT option:
df . per f or mancelLoggi ng=QUERY, PORTLET, CLI ENT

Note that for performance reasons, this configuration is not recommended.

If you make the value empty, then the log file and Performance Metrics page also are empty.

df . per f or mancelLoggi ng=

About the metrics log file

The ei d- st udi o- et ri cs. | og file contains the metrics logging information. It is located in the same
directory as the ei d- st udi o. | og file.

The metrics log file contains the following columns:

Column Name

Description

Total duration (msec)

The total time for this entry (End time minus Start time).

Start time (msec since
epoch)

The time when this entry started.
For Endeca Server queries and server executions, uses the server's clock.

For client executions, uses the client's clock.

End time (msec since
epoch)

The time when this entry was finished.
For Endeca Server queries and server executions, uses the server's clock.

For client executions, uses the client's clock.

Session ID

The session ID for the client.

Page ID

If client instrumentation is enabled, the number of full page refreshes or actions
the user has performed. Used to help determine how long it takes to load a
complete page.

Some actions that do not affect the overall state of a page, such as displaying
attributes on a Guided Navigation component, do not increment this counter.
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Column Name Description
Gesture ID The full count of requests to the server.
Portlet ID This is the ID associated with an individual instance of a component.

It generally includes:
* The type of component
* A unique identifier

For example, if a page includes two Chart components, the ID can be used to
differentiate them.

Entry Type The type of entry. For example:

* PORTLET_RENDER - Server execution in response to a full refresh of a
component

» DI SCOVERY_SERVI CE_QUERY - Endeca Server query

» CONFI G_SERVI CE_QUERY - Configuration service query

* SCONFI G_SERVI CE_QUERY - Semantic configuration service query
* LQL_PARSER_SERVI CE_QUERY - EQL parser service query

* CLI ENT - Client side JavaScript execution

* PORTLET_RESQURCE - Server side request for resources

* PORTLET_ACTI ON - Server side request for an action

Miscellaneous A URL encoded JSON object containing miscellaneous information about the
entry.

About the Performance Metrics page

The Performance Metrics page on the Control Panel displays information about component and Endeca
Server query performance.

It uses the same logging data recorded in ei d- st udi o-netrics. | og.

However, unlike the log file, the Performance Metrics page uses data stored in memory. Restarting Studio
clears the Performance Metrics data.
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For each type of included metric, the table at the top of the page contains a collapsible section.

Performance Metrics
Performance Metrics.
Hame & Count Total Time, ms Avg Time, ms Max Time, ms

~ Oracle Endeca Server Queries

adventureworks n 20886 673 8555

bizwine 1 n7 n7 M7

bizwine-chid 1 240 240 240 =
bizwine-grandchid 1 s s ns

bizwine-secure 1 TS 8 s

bizwine-sibing 1 ) 20 201

cluster-for-auto-tests 1 72 2 2

cluster-nvalid-update-.. | 1 242 242 242

detaul 1 n m m

detoub-a1 1 04 304 304

detauli-chid 1 w2 262 262

detaul-data 1 B4 284 284

detaul-negative-refin.. 1 Fal) 210 2n

At Brwn . Ghar 1 183 173 183 i
—— _— —— —

For each data source or component, the table tracks:
» Total number of queries or executions
» Total execution time
» Average execution time
* Maximum execution time

For each type of included metric, there is also a pie chart summarizing the average query or execution time
per data source or component.
Oracle Endeca Server Queries by Avg Time, ms

W adventuramerts

cluster-for-auto-tests

dafault-range-filtar

W quickstart
datault-rafinemant-filtar
W dafault-child
bizwine
W ssl-enabled
B bizrina-chitd
B bizwine-sibling

default-scshema
B cluster-invalid-update-part

bizwina-sacura

M bizeene-grandehild
datault-negative-rafinsmant-filtar
dafault-all
a
fraeforall
W fadaral
W default

default-data

Portlet Serves Exeeutions by Aug Time, ms.

B endecaattributesettingsportiet

andacaabautpeniat

—

f Note: Endeca Server query performance does not correlate directly to a Studio application page, as a
single Studio page often uses multiple Endeca Server queries.
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Chapter 4

Determining and Configuring the Locale
Used in Studio

The Studio Ul can be displayed in different locales.

About locales and their effect on the Ul

How Studio determines the locale to use

Setting the available locales for Studio

Setting the default locale used by Studio
Configuring the preferred locale for a Studio user

Including the locale in a URL

About locales and their effect on the Ul

The locale determines the language in which to display the Studio Ul. It can also affect the format of displayed
data values.

Studio is configured with a default locale as well as a list of available locales.

Each user account also is configured with a preferred locale, and the Studio menu includes an option for users
to select the locale to use.

How Studio determines the locale to use

When users enter Studio, it needs to determine the locale to use to display the Ul.

Locations where the locale may be set

The locale is set in different locations in Studio.
Studio can get the locale from the following locations:
» Studio cookie
» Browser locale
» Studio default locale

e User preferred locale, stored as part of the user account
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e Locale selected using the Change locale option in the Studio menu.

Welcome Admin Admin!

Control Panel

My Account

Gr‘arge Locale )
|

Sign Dut

The menu option also is available to users who have not yet logged in.

Welcome!
Change Locale

Sign In

e Locale provided as part of a deep linking URL into Studio. For example:

http://1 ocal host: 8080/ web/ nyapp/ ny-
page?doAsUser Languagel d=zh_CN&deepl i nk=[ {"defaul t": {queryFunctions:[{"class":"R
efinementFilter","attributeVvalue":"1997", "attri buteKey":"Vintage"}]}}1]

Scenarios for selecting the locale

The locale used depends upon the type of user, the Studio configuration, and how the user entered Studio.

For the scenarios listed below. Studio determines the locale as follows:

Scenario How the locale is determined

A new Studio user is created The locale for a new user is initially set to Use Browser Locale,
which indicates to use the current browser locale.

This value can be changed to a specific locale.

If the user is configured with a specific locale, then that locale is
used for that user unless they explicitly select a different locale
or they enter Studio with a URL that includes a supported
locale.

A non-logged-in user navigates to Studio | For a non-logged-in user, Studio first tries to use the locale from
the cookie.

If there is no cookie, or the cookie is invalid, then Studio tries to
use the browser locale.

If the current browser locale is not one of the supported Studio
locales, then Studio uses its configured default locale.
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Scenario

How the locale is determined

A registered user logs in to Studio

When a user logs in, Studio first checks the locale configured
for their user account.

» |f the user's locale is set to Use Browser Locale, then
Studio tries to use the locale from the cookie.

If there is no cookie, or if the cookie is invalid, then Studio
tries to use the browser locale.

If the current browser locale is not a supported Studio
locale, then Studio uses its configured default locale.

 If the user account is configured with a locale value other
than Use Browser Locale, then Studio uses that locale,
and also updates the cookie with that locale.

A non-logged-in user uses the Studio
menu option to select a different locale

When a non-logged-in user selects a locale, Studio updates the
cookie with the new locale.

Note that this locale change is only applied locally. It is not
applied to all non-logged-in users.

A logged-in user uses the Studio menu
option to select a different locale

When a logged-in user selects a locale, Studio updates both the
user's account and the cookie with the selected locale.

A non-logged-in user navigates to Studio
using a URL that includes a locale

If the locale from the URL is supported by Studio, then Studio
uses that locale and also updates the cookie with that locale.

If the URL locale is not a supported Studio locale, then Studio
tries to use the locale from the cookie.

If there is no cookie, or if the cookie is invalid, then Studio tries
to use the browser locale.

If the current browser locale is not one of the supported Studio
locales, then Studio uses its configured default locale.
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Scenario How the locale is determined
A logged-in user navigates to Studio If the URL locale is supported by Studio, then Studio uses that
using a URL that includes a locale locale. Studio updates both the cookie and the user's account to

reflect that URL.

If the URL locale is not a supported Studio locale, then Studio
gets the locale configured for the user's account.

» |f the user's locale is set to Use Browser Locale, then
Studio tries to use the locale from the cookie.

If there is no cookie, or if the cookie is invalid, then Studio
tries to use the browser locale.

If the current browser locale is not a supported Studio
locale, then Studio uses its configured default locale.

» |f the user's locale is a value other than Use Browser
Locale, then Studio uses that locale and also updates the
cookie with that locale.

Setting the available locales for Studio

Studio is configured with a list of available locales. This list is used to populate the drop-down list for
configuring the Studio default locale, user default locale, and the available locales displayed for the Change
locale option.

You can customize the setting to constrain the list. Supported locales are specified in port al . properti es.
| ocal es=de_DE, en_US, es_ES, fr_FR it_IT, ja_JP, ko KR pt_PT, zh_CN, zh_TW
To reduce this list:
1. Copy this parameter into port al - ext. properti es.
2. Update the list to remove the locales that you do not want to be available.
For example, to only support English, French, and Japanese, you would update it to:

| ocal es=en_US, fr_FR ja_JP

Setting the default locale used by Studio

Studio is configured with a default locale, which you can update from the Control Panel.

Note that if you have a clustered implementation, make sure to configure the same locale for all of the
instances in the cluster.

To configure the default locale for an instance of Studio:
1. From the Studio menu, select Control Panel.
2. On the Control Panel menu, in the Portal section, click Settings.

3.  On the Portal page, in the menu on the right, click Display Settings.
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4.  On the Display Settings page, from the Locale drop-down list, select the default locale for studio.

Settings

Display Settings

Locale
English (United States) [ |

Time Zone
(UTC ) Coordinated Universal Time [+]

5. Click Save.

Configuring the preferred locale for a Studio user

Each user account is configured with a preferred locale. The default value for new users is Use Browser
Locale, which indicates to use the current browser locale.

To configure the default locale for a user:

1. To display the setting for your own account:
(a) From the Studio menu, select My Account.
(b) Onthe My Account page, in the menu on the right, click Display Settings.

Admin Admin

My Account

Display Settings

Locale
English (United States) [ |

Time Zone
(UTC ) Coordinated Universal Time [+]

Greeting

Welcome Admin Admin!

2. To display the setting for another user:
(a) From the Studio menu, select Control Panel.
(b) In the Control Panel menu, under Portal, click Users.
(c) On the Users page, click the Actions button for the user you want to edit.
(d) From the Actions menu, select Edit.
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(e) On the user edit page, in the menu on the right, click Display Settings.

Users

0 ViewAl @ ) =
Display Settings

Locale

Use Browser Locale El
Time Zone

(UTC ) Coordinated Universal Time [+]
Greeting

Welcome Admin Admin!

3.  From the Locale drop-down list, select the preferred locale for the user.
4. Click Save.

Including the locale in a URL

To include the locale in the URL, add the locale as a value of the doAsUser Languagel d parameter.

For example, to include the locale in a deep linking URL:

http://1 ocal host: 8080/ web/ nyapp/ ny-
page?doAsUser Languagel d=zh_CN&deepl i nk=[ {"defaul t": {queryFuncti ons:[{"cl ass": " Refi
nenentFilter”,"attributeVal ue":"1997", "attri buteKey":"Vintage"}]}}]

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
and Customization Guide



Part Il

Controlling Access to Studio



Chapter 5
About Managing Users in Studio

You can create users directly in Studio, or connect to an LDAP system.

About user roles

About the default user

About user roles

In Studio, each user is assigned a user role. The user's role controls the functions that the user has access to.

The basic user roles are:

Role Description

Power User For a new user, the default role is Power User. These users can:

¢ View Studio applications, based on the application and page type
and their application membership

e Create Studio applications

¢ Configure and manage applications for which they are an
administrator

* Edit their account information

They do not have access to Control Panel functions.

Administrator Administrators have full access to Studio and Studio applications. They
can:

¢ View all Studio applications
* Create Studio applications
* Configure and manage all Studio applications

¢ Use all of the Control Panel functions

For information on application access and assigning application roles to users, see the Studio User's Guide.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
and Customization Guide




About Managing Users in Studio 31

About the default user

When you first install Studio, a default user is created.
The default user is an administrator and has full privileges to:
» View all Studio applications and pages, including private applications and pages
» Create Studio applications
» Configure and manage all Studio applications, including private applications
» View and use all of the Control Panel functions

To log in as the default user for the very first time, use the following user name and password:

Field Value to Enter
Email address: admin@oracle.com
Password: Welcomel23

You are immediately prompted to change the password. The new password must contain:
» At least 6 characters

» At least one non-alphabetic character
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Creating and Editing Users in Studio

The Users page provides options for creating and editing Studio users.

Configuring the type of user name for Studio

Creating a new user

Editing a Studio user

Deactivating, reactivating, and deleting Studio users

Configuring the type of user name for Studio

Each Studio user has both an email address and a screen name. By default, users log in to Studio using their
email address.

To change the configuration so that users log in with their screen name:

1.

2
3.
4

From the Studio menu, select Control Panel.

On the Control Panel menu, click Settings.

In the Settings page menu to the right, click Authentication.

On the General tab, from the How do users authenticate? drop-down list, select the name used to

log in.
Settings

Authentication

General LDAP  CAS NTLM OpenlD  Open SSO  SiteMinder

How do users authenticate?
By Email Address ||

Allow users to automatically login?

Allow users to req t forgott: ds?

p

Allow strangers to create accounts?
Allow strangers to create accounts with a company email address?

Require strangers to verify their email address? D
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Save Cancel
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5.

Click Save.

Creating a new user

Even if you are importing users from LDAP, you may still want to create a few users directly in Studio.

For example, for a small development instance, you may just need a few users to develop and test pages. Or
if your LDAP users for a production site are all end users, you may need a separate user account for
administering and editing the site.

To add a new user:

1. From the Studio menu, select Control Panel.
2. On the Control Panel menu, click Users.
3. On the Users page, click Add.
Users
Search
4.  On the Details page, to provide the minimum required information:
(a) Inthe Screen Name field, type the screen name for the user.
The screen name must be unique, and cannot match the screen name of any current active or
inactive user.
(b) In the Email Address field, type the user's email address.
(c) Inthe First Name field, type the user's first name.
(d) Inthe Last Name field, type the user's last name.
5. Click Save.
The new user is added, and the configuration menu is updated to add the rest of the options.
6. To create the password for the user:
(&) On the user page, on the configuration menu to the right, click Password.
(b) On the Password page, enter the password to assign to the new user.
(c) Click Save.
7. To add the user to an application:
(&) On the user page, from the list to the right, click Applications.
(b) Click the Select link.
(c) On the applications list, click the application to add the user to.
8. To assign a role to the user:
(&) On the user page, from the list to the right, click Roles.
(b) Select the roles for the user.
(c) Click Save.
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For the Power User role, in order for the user to be able to manage pages, they must be a Application

Administrator or Application Owner. On the Roles page for the user:

(&) Under Application Roles, click the Select link.
(b) On the application roles list, click the role you want to assign to the user.
(c) Click Save.

Editing a Studio user

The Users page also allows you to edit a user's account.

From the Users page, to edit a user:

1.
2.

3.

Click the Actions button next to the user.

In the Actions menu, click Edit.

Job Title Organizations E‘ Edit _

) Permissions | ¢ _,} Actions

After making your changes, click Save.

Deactivating, reactivating, and deleting Studio users

From the Users page of the Control Panel, you can make an active user inactive. You can also reactivate or
delete inactive users.

Note that you cannot make your own user account inactive, and you cannot delete an active user.

From the Users page, to change the status of a user account:

1.

To make an existing user inactive:
(&) Inthe users list, click the Actions button for the user you want to deactivate.

[ Edit

- Fermissiens -

& Impersonate User | 4 _’1‘ Actions

® Deactivate P _Jb Actions

44 & pctions

(b) From the Actions menu, select Deactivate.
Studio prompts you to confirm that you want to deactivate the user.
The user is then removed from the list of active users.

Note that inactive users are not removed from Studio.
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2. To reactivate or delete an inactive user:
(a) Click the Advanced link below the user search field.

Studio displays additional user search fields.

(b) From the Active drop-down list, select No.
(c) Click Search.

The users list displays only the inactive users.
(d) Click the Actions button for the use you want to re-activate.
[ Edit
& Permissions

«& Impersonate User

1 I —

{3 Delete 4 _’3‘ Actions

(e) To reactivate the user, from the Actions menu, select Activate.

(f) To delete the user, from the Actions menu, select Delete.
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Integrating with an LDAP System to
Manage Users

If you have an LDAP system, you can allow users to use those credentials to log in to Studio.

About using LDAP
Configuring the LDAP settings and server
Configuring the Studio password policy when using LDAP

Assigning roles based on LDAP user groups

About using LDAP

LDAP (Lightweight Directory Access Protocol) allows you to have users connect to your Studio application
using their existing LDAP user accounts, rather than creating separate user accounts from within Studio.
LDAP is also used when integrating with a single sign-on (SSO) system.

Configuring the LDAP settings and server

You configure the LDAP connection from the Control Panel. The settings include whether LDAP is enabled
and required for authentication, the connection to the LDAP server, and whether to import or export users to or
from the LDAP directory.

To display the LDAP configuration page and configure the basic settings:
1. From the Studio menu, click Control Panel.
2. On the Control Panel menu, click Settings.

3. Inthe Settings page menu to the right, click Authentication.
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4. Click the LDAP tab.

Portal
Settings

Authentication

Required D

Default Values

(©) Apache Directory Server

(©) Fedora Directory Server

©) Microsoft Active Directory Server
©) Novell eDirectory

©) OpenLDAP

©) Oracle Internet Directory

(©) Other Directory Server

Reset Values

. i oo b a— S e .

5.  On the LDAP tab:
6. To enable LDAP authentication, check the Enabled checkbox.
7. To only allow users to log in using an LDAP account, check the Required checkbox.

If this box is checked, then any users that you create manually in Studio cannot log in.

To make sure that users you create manually can log in, make sure that this box is not checked.

8.  To populate the LDAP server configuration fields with default values based on a specific type of

server:
(a) Under Default Values, click the radio button for the type of server you are using.
(b) Click Reset Values.
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9. The Connection settings cover the basic connection to LDAP:

Connection

Base Provider URL
ldap:/fiocalhost: 10389

€

Base DN

€

dc=example dc=com

Principal

uid=admin,cu=system

Credentials

Test LDAF Connecticn

Field Description

Base Provider URL The location of your LDAP server.

Make sure that the machine on which Studio is installed can
communicate with the LDAP server.

If there is a firewall between the two systems, make sure that the
appropriate ports are opened.

Base DN The Base Distinguished Name for your LDAP directory.

For a commercial organization, it may look something like:

dc=conpanynaneher e, dc=com

Principal The user name of the administrator account for your LDAP
system.

This ID is used to synchronize user accounts to and from LDAP.

Credentials The password for the administrative user.

After providing the connection information, to test the connection to the LDAP server, click the Test
LDAP Connection button.
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10. The Users section contains settings for finding users in your LDAP directory. The first couple of
settings are filters for finding and identifying users.

Users

Authentication Search Filter

(mail=@email_address@) L°

Import Search Filter
(objectClass=inetOrgPerson)

User Mapping
Screen Name

cn

Password

userPassword

Email Address

Dl g Ay ittt il g

Field

Description

Authentication Search Filter

Determines the search criteria for user logins.

By default, users log in using their email address. If you have
changed this setting, you must modify the search filter here.

For example, if you changed the authentication method to use the
screen name, you would modify the search filter so that it can
match the entered login name:

(cn=@creen_name@

Import Search Filter

Depending on the LDAP server, there are different ways to identify
the user.

The default setting (obj ect Cl ass=i net Or gPer son) usually is
fine, but to search for only a subset of users or for users that have
different object classes, you can change this.
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11. Under User Mapping, map your LDAP attributes to the Studio user fields:

User Mapping
Screen Name

cn

Password

userPassword

Email Address

mail

Full Hame

First Name

givenName

Last Hame

sn

Job Title
title

Group
groupMembership

Test LDAP Users
After setting up the attribute mappings, to test the mappings, click Test LDAP Users.

12. Under Groups, map your LDAP groups.

Groups

Import Search Filter
(objectClass=groupOfUniqueN:

Group Mapping
Group Name

cn

Description

description

User

unigueMember

Test LDAP Groups

In the Import Search Filter field, type the filter for finding LDAP groups, then map the following fields:
e Group Name
» Description
e User

To test the group mappings, click Test LDAP Groups. The system displays a list of the groups
returned by your search filter.
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13. The Import/Export section is used to configure importing and exporting of LDAP user data:

Import / Export

Import Enabled D

Export Enabled D

(a) If the Import Enabled checkbox is checked, then when you start Studio, it can import all of your
LDAP groups and users.

If the box is not checked, then Studio synchronizes each user as they log in.
It is recommended that you leave this box unchecked.

(b) If the Export Enabled checkbox is checked, then any changes to the user in Studio are exported
to the LDAP system.

It is recommended that you leave this box unchecked.

14. To use the password policy from your LDAP system, instead of the Studio password policy, check the
Use LDAP Password Policy checkbox.

Password Policy

Use LDAP Password Policy ||

15. To save the LDAP configuration, click Save.

Configuring the Studio password policy when using LDAP

When you are using LDAP, it is likely that you want user passwords to be managed outside of Studio. So if
you are not using the LDAP password policy, then you may want to update the password policy to prevent
users from changing their password in Studio.

To update the password policy:
1. From the Studio menu, select Control Panel.
2. In the Control Panel menu, click Password Policies.

3. Onthe Password Policies page, click the Actions button, then click Edit.

- f Permissions -

& Assign Members | ¢ M Actions
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4. Onthe Password Policies page:

Password Policies
O ViewAl O
Hame Defaut Password Pobcy

Defaul Password Policy

Descriglion

Changeabie el
Change Required (¥ &)
Minimum Age MNone [« @

Save | Cancel |

(a) To prevent users from being able to change passwords from within Studio, uncheck the
Changeable checkbox.

(b) To prevent users from being prompted to change their password the first time they log in to
Studio, uncheck the Change Required checkbox.

5. To save the changes, click Save.

Assigning roles based on LDAP user groups

For LDAP integration, it is recommended that you assign roles based on your LDAP groups.

To ensure that users have the correct roles as soon as they log in, you create groups in Studio that have the
same name as your LDAP groups, but in lowercase, then assign the correct roles to each group.

To create a group and then assign a role to that group:
1. From the Studio menu, select Control Panel.

2. On the Control Panel, click User Groups.
User Groups
0 View Al @ Ade

Search

Delete

) Name ¥ Description

No user groups were found.

Showing 0 results.
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3.  Onthe User Groups page, to add a new group:
(a) Click the Add button.

The new group page is displayed.
User Groups
& &) Add

Name |

Description

Save Cancel

(b) On the new group page, in the Name field, type the name of the group.

Make sure the name is the lowercase version of the name of a group from your LDAP system. For
example, if the LDAP group is called SystemUsers, then the user group name would be
systemusers.

(c) Inthe Description field, type a description of the group.

(d) Click Save.

The group is added to the User Groups list.

4. To assign the group to a role:
(&) Inthe Control Panel menu, click the Roles option.
(b) On the Roles page, for the role you want to assign the group to, click the Actions button.
(¢) Inthe menu, click Assign Members.
(d) Click the User Groups tab.
(e) To display the list of available groups to assign to the role, click the Available tab.
(f) Check the checkbox next to the group, then click the Update Associations button.

The group is added to the Current tab as a group assigned that user role.
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Setting up Single Sign-On (SSO) for Studio

Studio supports integrating with an SSO system.

About single sign-on and Studio

Overview of the process for configuring SSO with Oracle Access Manager
Configuring the reverse proxy module in OHS

Registering the Webgate with the Oracle Access Manager server

Testing the OHS URL

Configuring Studio to integrate with SSO via Oracle Access Manager

Completing and testing the SSO integration

About single sign-on and Studio

Integrating Studio with single sign-on (SSO) allows your users to be logged in to Studio automatically once
they are logged in to your system.

Note that once Studio is integrated with SSO, you cannot create and edit users from within Studio. All users
get access to Studio using their SSO credentials. This means that you will no longer be able to use the default
administrative user provided with Studio. You will need to make sure that there is at least one SSO user with
an Administrator user role for Studio.

Studio does provide multiple options for SSO integration, including integrating with OpenSSO or SiteMinder.

However, the recommended method for integrating with SSO, and the method we have tested and are
documenting here, is to use Oracle Access Manager, with an Oracle HTTP Server in front of the Studio
application server.

The information in this guide focuses on the details and configuration that are specific to the Studio
integration. For general information on installing Oracle Access Manager and Oracle HTTP Server, see the
associated documentation for those products.

Overview of the process for configuring SSO with Oracle
Access Manager

Here is an overview of the steps for using Oracle Access Manager to implement SSO in Studio.

1. Install Oracle Access Manager 11g, if you haven't already. See the Oracle Access Manager
documentation for details.

2. Install Oracle HTTP Server (OHS) 11g. See the Oracle HTTP Server documentation for details.
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3. Install OHS Webgate 11g. See the Webgate documentation for details.

. Create an instance of OHS, and confirm that it is up and running. See the OHS documentation for details.

5. Configure the reverse proxy module for the Studio application server in Oracle HTTP Server. See

10

Configuring the reverse proxy module in OHS on page 45.

. Install the Webgate module into the Oracle HTTP Server. See Registering the Webgate with the Oracle

Access Manager server on page 46.

. In Studio, configure the LDAP connection for your SSO implementation. See Configuring the LDAP

connection for SSO on page 49.

. In Studio, configure the Oracle Access Manager SSO settings. See Configuring the Oracle Access

Manager SSO settings on page 50.

. Configure Studio's web server settings to use the OHS server. See Completing and testing the SSO

integration on page 51.

. Disable direct access to the Studio application server, to ensure that all traffic to Studio is routed through
OHS.

Configuring the reverse proxy module in OHS

You

must configure your OHS instance to pass traffic back to Studio as a reverse proxy. Use the appropriate

instructions for your Studio application server (Tomcat or WebLogic).

Reverse proxy configuration for Tomcat

Reverse proxy configuration for WebLogic

Re

For

verse proxy configuration for Tomcat

Tomcat, the reverse proxy configuration consists of a t ontat - pr oxy. conf file that contains the reverse

proxy settings.

To configure the reverse proxy for Tomcat:

1.

Orac

Find the conf i g directory for your OHS instance
(MW HOVE/ Or acl e_WI'1l/i nst ances/ | NST_DI R/ confi g/ OHS/ ohs1/).

2. Within the nodul econf/ subdirectory, create a file called t ontat - pr oxy. conf with the following
content:

ProxyPass /oberr.cgi !

Pr oxyPass /oam | ogout _success http://host Nane:tontat Port/c/ portal /| ogout
ProxyPassRever se / oam | ogout _success http://host Nane:tontat Port/c/ portal/l ogout
ProxyPass / http://host Nane:t ontat Port/

ProxyPassReverse / http://host Nane:tontat Port/

Where:
* host Nane is the host name for the Studio application.

e tontat Port is the port number used by Tomcat for Studio.
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The / oam | ogout _success proxy rule redirects this request (after the Webgate handles it) to
Studio's logout URL. With this configuration, when users sign out of SSO from another application, it is
reflected in Studio.

3. Restart the OHS instance using the opmct | command, which is run on the command line from
MW HOVE/ Or acl e_WI'l/ i nstances/ I NST_DI R

bi n/ opmmct| restartproc

4, Test the OHS URL in your browser.

You should be forwarded to Studio.

Reverse proxy configuration for WebLogic

For WebLogic, you need to update the file rod_w s_ohs. conf to add the logout configuration for SSO.
Here is an example of the file with the / oam | ogout _success section added:

LoadMbdul e webl ogi c_npdul e " ${ ORACLE_HOVE}/ ohs/ nodul es/ nod_wl _ohs. so"
<I| f Mbdul e webl ogi c_nodul e>

WebLogi cHost host Nane

WebLogi cPort port Nunber
</| f Modul e>

<Locati on /oam | ogout_success>
Pat hTri m / oam | ogout _success
Pat hPrepend /c/ port al
Def aul t Fi | eNanme | ogout
Set Handl er webl ogi c- handl er
</ Locati on>
<Location />

Set Handl er webl ogi c- handl er
</ Locati on>

The / oam | ogout _success Locat i on configuration is special for Studio. It redirects the default Webgate
Logout Callback URL (/ oam | ogout _success) to an application tier logout within Studio. With this
configuration, when users sign out of SSO from another application, it is reflected in Studio.

Registering the Webgate with the Oracle Access Manager
server

After you have installed the OHS Webgate, you use the remote registration (RREG) tool to register the OHS
Webgate with the OAM server.

To complete the registration:

1. Obtain the RREG tarball (rreg. t ar. gz) from the Oracle Access Manager server and extract it to the
OHS server.

2. Modify the script r r eg/ bi n/ oanr eg. bat or oanr eg. sh.
Correct the OAM_REG_HOME and JAVA HOVME environment variables.
OAM_REG_HQOVME should point to the extracted r r eg directory created in the previous step.

You may not need to change JAVA_ HOME if it's already set in your environment.
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3. Inthei nput directory, create an input file for the RREG tool. The file can include the list of resources
secured by this Webgate.

You can omit this list if the application domain already exists.

Here is an example of an input file where the resources have not been set up for the application
domain and host in Oracle Access Manager:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<OAML1CGRegRequest >

<server Address>htt p: // oanser ver. us. nyconpany. com 7001</ ser ver Addr ess>
<host | denti fier>nmyserver-1234</ host | dentifier>
<agent Name>nyser ver - 1234- webgat e</ agent Nane>
<appl i cati onDomai n>| nf ormati on Di scovery Studi o</ applicati onDomai n>
<pr ot ect edResour cesLi st >
<resour ce>/ </ resour ce>
<resource>/.../*</resource>
</ pr ot ect edResour ceslLi st >
<publ i cResour cesLi st >
<resour ce>/ public/index. htm </resource>
</ publ i cResour cesLi st >
<excl udedResour cesLi st >
<resour ce>/ excl uded/ i ndex. ht m </ resour ce>
</ excl udedResour cesLi st >

</ OAML1GRegRequest >

In this example, the resources have already been set up in Oracle Access Manager:
<?xm version="1.0" encodi ng="UTF- 8" ?>

<OAML1CGRegRequest >

<server Address>htt p: // oanser ver. us. nyconpany. com 7001</ ser ver Addr ess>

<host | denti fi er>nmyserver-1234</ host | dentifier>

<agent Name>nyser ver - 1234- webgat e</ agent Nane>

<appl i cati onDomai n>| nf ormati on Di scovery Studi o</ applicati onDomai n>

</ OAML1GRegRequest >

In the input file, the parameter values are:

Parameter Name Description

server Addr ess The full address (htt p: // host : port) of the Oracle Access
Manager administrative server.

The port is usually 7001.

host I dentifier The host identifier string for your host.

If you already created a host identifier in the Oracle Access
Manager console, use its name here.

agent Nanme A unique name for the new Webgate agent.

Make sure it doesn't conflict with any existing agents in the
application domain.
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Parameter Name Description

appl i cati onDomai n A new or existing application domain to add this agent into.
Each application domain may have multiple agents.

An application domain associates multiple agents with the same
authentication and authorization policies.

4.  Run the tool:
./ bi n/ oant eg. sh i nband i nput/i nput Fi | eNane
or

.\ bi n\ oanr eg. bat inband i nput\inputFil eNarme

For example:

bi n\ oant eg. bat i nband
i nput \ ny- webgat e- i nput . xm

When the process is complete, you'll see the following message:

I nband registration process conpl eted successfully! Qutput artifacts are created in the
out put folder.

5.  Copy the generated output files from the out put directory to the OHS instance conf i g directory
(under webgat e/ confi g/ ).

6. Restart the OHS instance.
7.  Test your application URL via OHS.
It should forward you to the SSO login form.

Check the OAM console to confirm that the Webgate is installed and has the correct settings.

Testing the OHS URL

Before continuing to the Studio configuration, you need to test that the OHS URL redirects correctly to Studio.
To test the OHS URL, use it to browse to Studio.
You should be prompted to authenticate using your SSO credentials.

Because you have not yet configured the Oracle Access Manager SSO integration in Studio, after you
complete the authentication, the Studio login page is displayed.

Log in to Studio using an administrator account.
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Configuring Studio to integrate with SSO via Oracle Access
Manager

In Studio, you configure the LDAP connection and Oracle Access Manager connection settings.

Configuring the LDAP connection for SSO

Configuring the Oracle Access Manager SSO settings

Configuring the LDAP connection for SSO

The SSO implementation uses LDAP to retrieve and maintain the user information. For the Oracle Access
Manager SSO, you configure Studio to use Oracle Internet Directory for LDAP.

In Studio, to configure the LDAP connection for SSO:

1.

o o M 0w N

10.

From the Studio menu, select Control Panel.

In the Control Panel menu, under Portal, click Settings.

In the Settings page menu to the right, click Authentication.

On the Authentication page, click the LDAP tab.

Check the Enabled checkbox. Do not check the Required checkbox.

Under Default values, click the Oracle Internet Directory radio button, then click Reset Values.

m LDAP Oracle Access Manager S50 CAS NTLM Open S50 SiteMinder

Enabled

Required D

Default Values

8] Apache Directory Server

) Fedora Directory Server

©) Microsoft Active Directory Server
© Novel eDirectory

©) OpenLDAP

@ Oracle Internet Directory

© Other Directory Server

Reset Values

Configure the LDAP connection, users, and groups as described in Configuring the LDAP settings and
server on page 36.

To save the LDAP connection information, click Save.

Configure the application roles for your user groups as described in Assigning roles based on LDAP
user groups on page 42.

Make sure that the password policy is configured to not require users to change their password. See
Configuring the Studio password policy when using LDAP on page 41.
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Configuring the Oracle Access Manager SSO settings

After you configure the LDAP connection for your SSO integration, you configure the Oracle Access Manager
SSO settings.

The settings are on the Oracle Access Manager SSO tab on the Authentication page.

Settings

Authentication

General LDAP Oracle Access Manager 550 [ NTLM Open S50 SiteMinder

Enabled ]

import from LDAP | &

User Header

OAM_REMOTE_USER

Logout URL
hitp://{OAMSERVER: 14100/oam

To configure the SSO settings:

1.

N o gk~ w0 DN

From the Studio menu, select Control Panel.
In the Control Panel menu, under Portal, click Settings.

In the Settings page menu to the right, click Authentication.

On the Authentication page, click the Oracle Access Manager SSO tab.

Check the Enabled checkbox.
Check the Import from LDAP checkbox.
Leave the default user header OAM REMOTE_USER.
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8. Inthe Logout URL field, provide the URL to navigate to when users log out.

Make sure it is the same logout redirect URL you have configured for the Webgate:

slc02xfd-webgate Apply

Mame slel2afd-webgate Logout Callbad: URL | foam_logout_success

Arcess Clent Password Logout Redrect URL ||":l:~:.".::cw:n:': wd-riel 5 :nlE._s.cr.]

* Sequnity g Open

Logout Target URL
Simple
Cart Liser Defined Perameters | proxySSLHeaderVar=15_S5L
- _ LIRLTALTFEFarmat="1rus
State g Enable dient_request_retry_attempts=1
Disable InactveReconfigPeriod=10
* Max Cache Bements | 100000 3]
- . . = * Sleep for =
* Cache Tmeout (Seconds 1800 g - " =|
* Token Validity Period (Seconds) 3600 g e o™
* Man Connechions 1 :| Cadhe Control Header |no-cache
Db
= Max Session Time 34400 j :
- IP Validaton
* Failover Threshold 1 :|

| Dery On Mot Protected ?l
. )

AAA Timeout Threshoid i Alow Management Operations |

* preferred Host | ge02xfd

Logaut LRL

For the logout URL, you can add an optional end_ur | parameter to redirect the browser to a final
location after users sign out. To redirect back to Studio, configure end_ur | to point to the OHS host
and port.

For example:

http://oanserver. us. myconpany. com 14100/ oani server/| ogout ?end_ur| =htt p:/
/ st udi ohost . us. conpany. com 7777/

9. To save the configuration, click Save.

Completing and testing the SSO integration

The final step in setting up the SSO integration is to add the OHS server host name and port to port al -
ext. properties.

To complete and test the SSO configuration:

1. Inportal-ext.properties, add the following lines:

web. server. host =ohsHost Nane
web. server . htt p. port =ohsPor t Nunber

Where:

e ohsHost Nane is the fully qualified domain name (FQDN) of the server where OHS is installed.
The name must be resolvable by Studio users.

For example, you would use webser ver 01. conpany. com and not webser ver 01.

You need to specify this even if OHS is on the same server as Studio.

Oracle® Endeca Information Discovery Studio: Studio Administration Version 3.0.0 « March 2013
and Customization Guide



Setting up Single Sign-On (SSO) for Studio 52

» ohsPort Nunmber is the port number used by OHS.
2. Restart Studio.

Make sure to completely restart the browser to remove any cookies or sessions associated with the
Studio user login you used earlier.

Navigate to the Studio URL. The Oracle Access Manager SSO form is displayed.
4.  Enter your SSO authentication credentials.
You are logged in to Studio.

As you navigate around Studio, make sure that the browser URL continues to point to the OHS server
and port.
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Chapter 9
Changing the Look and Feel of Studio

Users with CSS expertise can customize the look and feel of the Studio application.

About customizing the Studio look and feel
Location of the Studio CSS and images
Updating the Studio CSS and images for a Tomcat instance

Updating the Studio CSS and images for a WebLogic instance

About customizing the Studio look and feel

Studio allows you to customize the Studio CSS and use your own images.

Note that updating the CSS is not recommended, and you should only attempt to do this type of customization
if you are very familiar with cascading style sheets.

When replacing images, if you only want to replace the image and don't want to have to update the CSS, then
you should make sure that the images are the same size.

If you have a clustered instance of Studio, also be sure to make the same changes on all of the Studio
instances.

Location of the Studio CSS and images

The CSS and images that control the Studio look and feel are located in the ht m \ css\ ei d- def aul t
directory.

For Tomcat deployments, the directory is in endeca- port al \ webapps\ ROOT.

For WebLogic deployments, the directory is embedded in endeca- port al - <ver si onNunber >. war , which
in turn is embedded in endeca- port al - webl ogi c- <ver si onNunber >. ear .

The directory contains:

* endeca- ski n. css — The main CSS file for Studio. The CSS selectors are split among multiple CSS
files. This file contains pointers to those files.

* endeca- ski n-i dNunber . css - The CSS files containing the CSS selectors. i dNunber is a generated
identifier.

* images\extjs-default-imges — Contains third-party images used on the Studio Ul.
 images\liferay-default-inmges — Contains third-party images used on the Studio Ul.

* i mages\oracl e-def aul t-i nages — Contains our custom images to display the Ul. The images are
grouped by function.
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Updating the Studio CSS and images for a Tomcat instance

For a Tomcat instance, you can go directly to the css\ ei d- def aul t directory.

To update the CSS and images for a Tomcat instance:

1
2
3.
4

Stop Studio.

Navigate to endeca- port al \ webapps\ ROOT.
Update the CSS and images.

Restart Studio.

If needed, clear the browser cache in order to see the changes on the Studio UI.

Updating the Studio CSS and images for a WebLogic
instance

For a WebLogic instance, before you can update the files, you need to extract the css/ ei d- def aul t
directory from the .ear file.

To extract and update files in WebLogic:

1. Stop Studio.

2.  Open endeca- portal - webl ogi c- <ver si onNunber >. ear .

3. Inthe .ear file, navigate to endeca- port al - <ver si onNunber >. war .

4. Open endeca- portal - <ver si onNunber >. war .

5. Inthe .war file, navigate to ht m / css/ ei d-defaul t.

6. Update the CSS and images as needed.

7. Resave endeca- portal - <ver si onNunber >. war , then resave this .war file in endeca- port al -
webl ogi c- <ver si onNunber >. ear .

8. Redeploy endeca- port al - webl ogi c- <ver si onNunber >. ear in Weblogic.
The method used to deploy the .ear file will vary based on whether you are in a development or a
production environment.
Once the file finishes deploying, the CSS and images are updated.
If needed, clear the browser cache in order to see the changes on the Studio UI.
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Chapter 10
Security Extensions to Studio

You may require more than the default data source role-based security discussed in the Studio User's Guide.
If so, you can customize the automated filtering of data from the Oracle Endeca Server (based on user profile
details such as the user's role or group association) by creating a custom Security Manager.

Security Manager class summary

Creating a new Security Manager

Implementing a new Security Manager

Using the Security Manager

Security Manager class summary

A Security Manager is a concrete class that implements
com endeca. portal . data. security. MDEXSecurityManager.

Class Summary Item Item value or Description

Abstract base class com endeca. portal . dat a. security. MDEXSecuri t yManager

Default implementation class com endeca. portal . dat a. Def aul t MDEXSecur i t yManager

Description Handles pre-execution query modification based on the user, role, or
group-based security configuration of filters.
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Class Summary Item Item value or Description

Default implementation behavior | The default Security Manager implementation uses the following

properties:

e securityEnabl ed. If the value is not present, then
securit yEnabl ed defaults to f al se.

e securityFilters. DataSourceFilters are the only supported type
of securityFilter.

e rol ePerm ssi ons

e inheritSecurity. If the data source has a parent, then
i nheritSecurity defaults to t r ue. Otherwise, the value defaults
to f al se.

e parent Dat aSour ce

These properties are defined in data source configurations in order to
apply role-based security filters to queries issued to the Endeca Server
backing a given data source.

Users are assigned to Studio roles in the Control Panel. The related
associations are made available to every component throughout the
user's session.

For each data source, the Security Manager maintains an internal map
of security filters to always apply to queries issued during that user's
session.

Creating a new Security Manager

The Studio Component SDK includes Windows and Linux batch scripts for creating a new Security Manager.

To create a new Security Manager project:

1.

In a terminal, change your directory to endeca- ext ensi ons within the Component SDK's root
directory (normally called conponent s).

Run one of the following commands:

* On Windows: .\ creat e- ndexsecurit ymanager . bat <your-security-nmanager - nanme>
e OnLinux:./create-ndexsecuritymanager.sh <your-security-nmanager-nanme>

This command creates a your - securi t y- manager - namne directory under endeca- ext ensi ons.
This directory is an Eclipse project that you can import directly into Eclipse, if you use Eclipse as your
IDE.

This directory also contains a sample implementation that you can use to help understand how the
Security Manager can be used. The sample implementation is essentially identical to the default
implementation of the Security Manager used by Studio.
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Implementing a new Security Manager

Your Security Manager must implement the appl ySecuri ty method.
There are two versions of the appl ySecuri ty method, one of which your Security Manager must implement:

public void applySecurity(Portl|etRequest request, MDEXState ndexState, Query query) throws
MDEXSecuri t yExcepti on;

The Query class in this signature is com endeca. portal . dat a. Query. This class provides a simple wrapper
around an ENEQuery.

Using the Security Manager
In order to use your Security Manager, you must specify a new class for Studio to pick up and use in place of
the default Security Manager implementation.

The your - securi ty- manager - namne directory you created contains an ant build file. The ant depl oy task
places a .jar file containing your Security Manager into the portal /t ontat - <ver si on>/1i b/ ext directory.

To configure Studio to use your new class:
1. From the Studio menu, section Control Panel.

2. Inthe Information Discovery section of the Control Panel navigation panel, select Framework
Settings.

3. Change the value of the df . ndexSecuri t yManager property to the full name of your class, similar to
following example:
df . ndexSecurityManager = com endeca. portal . ext ensi ons. Your Securi t yManager Cl ass

4.  Click Update Settings.

Restart Studio so the change can take effect. You may also need to clear any cached user sessions.
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Chapter 11
Managing Data Source State in Studio

Studio allows you to define your own interaction model for data sources by creating a custom State Manager.
For information on the default interaction model between related data sources, see the Studio User's Guide.

About the State Manager interface
Creating a new State Manager
Implementing a State Manager

Using the State Manager

About the State Manager interface

The State Manager controls how data sources interact during updates and query construction.

State Manager Interface Iltem Item Value or Description

Interface (required) com endeca. portal . dat a. MDEXSt at eManager
Abstract base class (optional) com endeca. portal . dat a. Abst ract MDEXSt at eManager
Default implementation class com endeca. port al . dat a. Def aul t MDEXSt at eManager
Description Handles:

» Updating a data source with a new query state (called from
Dat aSour ce. set Quer ySt at e( QuerySt at e newSt at e))

» Retrieving the current query state from a data source (called from
Dat aSour ce. get QueryState())

* Resetting a data source's query state to its initial state (called from
Dat aSour ce. reset QueryState())

» Retrieving a copy of the data source's initial state without resetting
the data source (called from
Dat aSource. getlnitial QueryState())
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State Manager Interface ltem Item Value or Description

Default implementation behavior | The default State Manager implementation uses the

Par ent Dat aSour ce property from the data source configuration to
propagate state changes throughout the hierarchy of data source
relationships.

When a component changes the query state of its data source, that
modification is applied to:

e The parent data source
 All of the children of the parent data source

This is recursive, applying all the way up and back down an ancestor
tree.

Configuring a hierarchy of data source relationships allows application
developers to create more advanced interfaces, such as a tabbed
result set where a single Guided Navigation component controls the
query state for Results Table components on different tabs.

Creating a new State Manager

The endeca- ext ensi ons directory of the Component SDK includes scripts for creating a State Manager
project on either Windows or Linux.

To create a new State Manager project:

1. Inaterminal, change to the endeca- ext ensi ons directory within the Component SDK's root
directory (normally called conponent s).

2. Run one of the following commands:
 On Windows: .\ cr eat e- ndexst at emanager . bat <your - st at e- manager - nane>
e OnLinux:./create-ndexst at emanager . sh <your - st at e- nanager - nane>
This command creates a <your - st at e- manager - nanme> directory under endeca- ext ensi ons.
This directory is an Eclipse project. If you use Eclipse as your IDE, you can import the project directly
into Eclipse.
The directory also contains a sample implementation, which is essentially identical to the default
implementation of the State Manager used by Studio. You can use this sample implementation to help
understand how to use the State Manager.
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Implementing a State Manager

Custom State Managers implement the MDEXSt at eManager interface. There are methods for updating,
retrieving, and resetting the data source query state.

Recommendations for implementing

To create a custom State Manager, you must at minimum implement the
com endeca. port al . dat a. MDEXSt at eManager interface. The recommended approach is to extend
com endeca. port al . dat a. Abst r act MDEXSt at eManager , which in turn implements MDEXSt at eManager .

You also should extend com endeca. port al . dat a. Abst r act MDEXSt at eManager , which in turn implements
MDEXSt at eManager . The Abst r act MDEXSt at eManager abstract class contains the useful utility method
addEvent Tri gger (Port| et Request, MDEXSt ate) .

The default state manager implementation is com endeca. port al . dat a. Def aul t MDEXSt at eManager . The
Studio Component SDK creates state managers that extend Def aul t MDEXSt at eManager , because they will
work without any modification. If you want your custom state manager to inherit some of the default
functionality, you can extend Def aul t MDEXSt at eManager instead of Abst r act MDEXSt at eManager .

Required methods
Your State Manager must implement the following methods:

public void handl eSt at eUpdat e( Port| et Request request, NMDEXState ndexState, QueryState newQuerysState)
throws QueryStateException;

public QueryState handl eSt at eMerge(Portl et Request request, MDEXState ndexState) throws
Quer ySt at eExcepti on;

public void handl eSt at eReset (Port| et Request request, MDEXState ndexState) throws QueryStateException;

public QueryState handl eStatelnitial (PortletRequest request, MDEXState ndexState) throws
Quer ySt at eExcepti on;

Method Name Method Description

handl eSt at eUpdat e() Called when a component calls Dat aSour ce. set Quer ySt at e(gs) .

This method should eventually call ndexSt at e. set QuerySt at e() .
However, it is not required to make this call if it determines that the
MDEXSt at e' s Quer ySt at e should not change.

If the data source state is changed by handl eSt at eUpdat e() , you must
mark the affected data sources.

To mark the data sources, you call the

addEvent Tri gger (Port | et Request request, MDEXSt at e ds) method,
passing in the request object and any MDEXSt at e objects that are
changed.
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Method Name

Method Description

handl eSt at eMer ge()

Called when a component calls Dat aSour ce. get QuerySt at e() .

You are expected to return the Quer ySt at e that the component should
get access to for the data source represented by the ndexSt at e, taking
into account any data source relationships or other aspects of your

St at e Manager that might affect the query state.

handl eSt at eReset ()

Called when a component calls Dat aSour ce. r eset QueryState().

This method returns the data source to the "initial state" defined by your
state manager.

The default implementation (Def aul t MDEXSt at eManager ) clears all

query functions from the data source except those defined in the
baseFunct i ons key of the data source's .json file, and similarly updates

all parent and child data sources.

If the data source state changes while it is being reset, you must mark
the affected data sources.

To mark the data sources, you call the

addEvent Tri gger (Port | et Request request, MDEXSt at e ds) method,
passing in the request object and any MDEXSt at e objects that are
changed.

handl eStatelnitial ()

Called when a component calls
Dat aSource. getlnitial QueryState().

This method returns a copy of the data source's initial state as defined
by your state manager.

The default implementation (Def aul t MDEXSt at eManager ) returns a
Quer ySt at e with query functions made up of the union of the
baseFuncti ons from:

¢ The current data source

e All of the current data source's parents

Using the State Manager

In order to use your State Manager, you must specify a new class for Studio to pick up and use in place of the
default State Manager implementation.

The <your - st at e- manager - nanme> directory you created contains an ant build file. The ant depl oy task
places a . j ar file containing your State Manager into the portal / t ontat - <ver si on>/ | i b/ ext directory.

To configure Studio to use your State Manager:

1. From the Studio menu, select Control Panel.

2. Inthe Information Discovery section of the Control Panel navigation panel, select Framework

Settings.
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3. Change the value of df . ndexSt at eManager property to the full name of your class, similar to following
example:

df . ndexSt at eManager = com endeca. port al . ext ensi ons. Your St at eManager Cl ass

4.  Click Update Settings.

Restart Studio so the change can take effect. You may also need to clear any cached user sessions.
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Installing and Using the Component SDK

The Studio Component SDK is a packaged development environment that you can use to add or modify
components and layout templates.

f Note: To develop components using the Studio Component SDK, you must work with the Tomcat
bundle version of Studio. Once the components are completed, you can deploy them on any platform.

Software and licensing requirements for component development
Downloading and configuring the Component SDK

Configuring Eclipse for component development

Developing a new component

Modifying the Component SDK build enhancements

Software and licensing requirements for component
development

To develop custom components, you need the following software and licenses.

Software requirements

In addition to the Studio Component SDK, component development requires the following software:
» Eclipse
» JDK 1.5 or above
e Apache Ant 1.7.1 or higher

Ext JS license requirement
Studio uses Ext JS in its components and in the default components created by its SDK.
The Oracle Endeca Information Discovery license does not bundle licensing for Ext JS.

Therefore, customers developing components with Ext JS must either purchase their own development
licenses from Ext JS, or remove Ext JS and develop components without using that Javascript framework.

About obtaining junit.jar for component unit tests
If you are planning to create unit tests for your custom components, you will need to first obtain j uni t. j ar.

The Component SDK can use JUnit for unit tests, but does not come with the juni t. j ar file.
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Downloading and configuring the Component SDK

The Studio Component SDK .zip file is available from the Studio Media Pack.
To download and install the Component SDK:

1. From the Oracle Endeca Information Discovery Studio Media Pack for Windows or Linux, download
the Oracle Endeca Information Discovery Studio SDK.

For Windows, the file is El DSt udi o<ver si on>_W ndSDK. zi p.
For Linux, the file is EI DSt udi o<ver si on>_Li nuxSDK. zi p.
2. Unzip the file into a separate directory.

f Note: Do not install the Component SDK in a directory path that contains spaces.

3.  Within the Component SDK:
(a) Create the following file:

conponent s/ bui | d. <user >. properties
In the file name, <user > is the user name that you use used to log in to the current machine.
(b) Within that file, add the following property:

portal . base. di r=<absol ute_pat h_t o_portal >

The value <absol ute_path_to_port al > is the path to the endeca- port al directory for the
Studio instance.

f Note: On Windows, backslashes in paths must be escaped. For example, use:

portal . base. di r=C:\\ ny_fol der\\ endeca- port al

instead of:
portal . base. di r=C:\ ny_f ol der\ endeca- port al

(c) Inthe shared/ directory, create a shar ed. properti es file .
(d) Inshared. properti es, add the following property:

portal . base. di r=<absol ute_path_to_portal >

The value <absol ut e_pat h_t o_port al > is the path to the endeca- port al directory for the
Studio instance.

f Note: On Windows, you must escape backslashes in paths. For example, use:

portal . base. di r=C:\\ny_f ol der\\ endeca- port al

instead of:
portal . base. di r=C:\ ny_f ol der\ endeca- port al
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Configuring Eclipse for component development

Before using the Component SDK to develop Studio components in Eclipse, you need to create two Eclipse
classpath variables.

f Note: Depending on your version of Eclipse, the steps below may vary slightly.

To configure the Eclipse classpath variables for Studio component development:
1. In Eclipse, go to Window >Preferences>Java>Build Path>Classpath Variables.

2. Create two new variables:

Name Path
DF GLOBAL_LIB Path to the application server global library.
Example:

C./ endeca-portal /tontat-<version>/lib

DF PORTAL_LIB Path to the Studio ROOT Web application library.
Example:

C. / endeca- portal / t ontat - <ver si on>/ webapps/ ROOT/ V\EB-
INF/1ib

Once these variables have been created, the components generated by the Component SDK can be
imported into Eclipse.

Developing a new component

Here is a high-level overview of the component development process.
To develop a new Studio component:

1. Create the component.

2. Import the project in Eclipse.

3.  Build and test the new component.

Creating a new component
New Studio components are extensions of the EndecaPort| et class.

To create a new component:

1. Atacommand prompt, navigate to the Component SDK directory, and from there to
conponent s/ portlets.

2. Run the command:
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create. bat <conponent - nane- no- spaces> "<Conponent Di spl ayNanme>"

For example:

create. bat johns-test "John's Test Conponent"

In the command, the first argument is the component name. The component name:
e Cannot have spaces.

» Cannot include the string - ext , because it causes confusion with the ext plugin extension. For
example, my- conponent - ext ensi on would not be a valid name.

» Has the - portl et automatically appended to the name. For example, if you set the name to
j ohns-t est, the name will actually be j ohns-test-portlet.

The second argument is intended to be a more human-friendly display name. The display name can
have spaces, but if it does, it must be enclosed in quotation marks.

Importing the project in Eclipse

Before beginning component development, you have to import the component project you just created into
Eclipse.

To import the Studio Component SDK project you just created into Eclipse:
1. Within Eclipse, choose File>Import>General >Existing Projects into Workspace.

2. As the root directory from which to import, select the directory where you installed the Component
SDK.

You should see multiple projects to import.
3. Import the components you need to work with.

If your components depend on shared library projects located within the / shar ed directory, import
those as well.

f Note: It takes some time for projects to build after they are imported.

Building and testing your new component

Next, you can build your new component in Eclipse and ensure that it is available in Studio.
To build your new component in Eclipse:

1. Inyour new project, open the bui | d. xm file at the top level.

2. Inthe outline view, right-click the deploy task and select Run as...>Ant Build.

/~ Note: This step is only necessary if you do not have Build Automatically checked in the
/ Eclipse Project menu.

3.  If Studio is not already running, start Studio and log in.

4. Look at the Studio logs to confirm that the component was picked up successfully.
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5. To test your new component within Studio:
(&) From the Studio menu, select Add Component.
(b) Inthe Add Component dialog, expand the Sample category.

Your component should be listed in that category.

(c) To add the new component to the Studio page, drag and drop it from the Add Component dialog.

Adding and removing components from the WebLogic .ear file

If you have installed Studio on Oracle WebLogic Server, then you can also add the component to the
deployed .ear file, so that it will be deployed automatically the next time you deploy the file, for example when
installing a production instance after you have completed testing on a development instance.

To add components to and remove components from the WebLogic .ear file:
1. To add a custom component to the .ear file:

(&) Copy your component to the <LI FERAY_HOME>/ depl oy directory.

(b) After the component has been processed and moved to the <LI FERAY HOVE>/ webl ogi c-
depl oy directory, undeploy the .ear file.

(c) Add the processed component .war file to the root of the zipped .ear file.
(d) In the .ear file, add an entry for the new component to META- | NF/ appl i cati on. xni .

2. To remove a component from the .ear file:
(&) Remove the component .war file from the root of the .ear file.
(b) In the .ear file, remove the component entry from META- | NF/ appl i cati on. xm .

Modifying the Component SDK build enhancements

The bui | d. xnl file in the root directory of each component created by the Component SDK contains
properties that control whether to include the build enhancements.

By default, these properties are:

<property nanme="shared.|ibs" val ue="endeca- conmon-resour ces, endeca- di scovery-taglib" />
<property nanme="endeca-common-resources.includes" val ue="**/*" [|>
<property nanme="endeca- conmon-resour ces. excl udes" val ue="" />

The properties control the following behavior:

Property Description

shared. | ibs Controls which projects in the shar ed/ directory to
include in your component.

These shared projects are compiled and included as
. ] ar files where appropriate.
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Property Description

endeca- commpn-r esour ces. i ncl udes Controls which files in the shar ed/ endeca-
conmon- r esour ces project are copied into your
component.

The default value is "**/*" | indicating that all of the
files are included,

These files provide:

* AJAX enhancements (pr eRender . j spf and
post Render . j spf)

e The ability to select a different data source for
the component (dat aSour ceSel ect or. j spf)

endeca- common- r esour ces. excl udes Controls which files from the shar ed/ endeca-
common- r esour ces project are excluded from your
component.

By default, the value is " ", indicating that no files are
excluded.

If your component needs to override any of these
files, you must use this build property to exclude
them. If you do not exclude them, your code will be
overwritten.

The i ncl udes and excl udes properties can be specified for any shared library, for example:

<property nanme="endeca-di scovery-taglib.includes" value="**/*" />
<property nane="endeca- di scovery-taglib. excludes" val ue="" />
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Working with QueryFunction Classes

Studio provides a set of Quer yFunct i on classes to allow you to filter and query data. You can also create and
implement your own Quer yFuncti on classes.

Provided QueryFunction filter classes

Provided QueryConfig functions

Creating a custom QueryFunction class

Implementing a custom QueryFunction class

Deploying a custom QueryFunction class

Adding the custom QueryFunction .jar file to your Eclipse build path

Obtaining query results

Provided QueryFunction filter classes

Studio provides the following filter classes. Filters are used to change the current query state. They can be
used in the definition of a Studio data source, or called by a custom component.

The available filter classes are:
* Dat aSourceFilter
* RefinenmentFilter
* NegativeRefinementFilter
* RangeFilter
e SearchFilter

Note that the examples below use the syntax for calling the filters from a component. For details on
configuring filters in a data source definition, see the Studio User's Guide.

DataSourceFilter
Uses an EQL snippet to provide the filtering.

When used in a data source definition, a Dat aSour ceFi | t er is a permanent filter designed to be used for
security purposes.
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The available properties are:

Property Description

filterString The EQL snippet containing the filter information.

For a Dat aSour ceFi | t er, this would be the content of a WHERE
clause for an EQL statement.

For details on the EQL syntax, see the Oracle Endeca Server
EQL Guide.

For example, to filter data to only show records from the Napa Valley region with a price lower than 40 dollars:

Expressi onBase expressi on = dataSour ce. par seLQLExpressi on("Regi on=' Napa Val |l ey’ and P_Price<40");
Dat aSour ceFi | t er dat aSourceFilter = new Dat aSourceFilter(expression);

RefinementFilter

Used to filter data to include only those records that have the provided attribute values. End users can remove
Refi nenment Fi | t er refinements.

The properties for a Refi nement Fi | ter are:

Property Description

attri buteVal ue String

The attribute value to use for the refinement.

For a managed attribute, this is the value ID.

attri but eKey String
The attribute key. Identifies the attribute to use for the
refinement.

mul ti Sel ect AND | OR| NONE

For multi-select attributes, how to do the refinement if the filters
include multiple values for the same attribute.

If set to AND, then matching records must contain all of the
provided values.

If set to OR, then matching records must contain at least one of
the provided values.

If set to NONE, then multi-select is not supported. Only the first
value is used for the refinement.

In the following example, the data is refined to only include records that have a value of 1999 for the Year
attribute.

RefinenentFilter refinementFilter = new RefinementFilter("1999", "Year");
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NegativeRefinementFilter

Used to filter data to exclude records that have the provided attribute value. End users can remove
Negat i veRefi nenent Fi | t er refinements.

The properties for a Negat i veRef i nement Fi | t er are:

Property Description

attri buteVal ue String

The attribute value to use for the refinement.

attri but eKey String
The attribute key. Identifies the attribute to use for the
refinement.

attribut eType BOOLEAN| STRING| DOUBLE | LONG| GEOCODE | DATETI ME |

TI ME| DURATI ON

The type of value to use for the refinement.
The default is STRI NG.

If the attribute is a standard attribute of a type other than string,
then you must provide the type.

attri but eVal ueNane String

Optional. The value to display on the Breadcrumbs component
for the refinement.

If you do not provide a value for at t ri but eVal ueNane, then the
Breadcrumbs component displays the value of
attri but eVal ue.

You may want to provide a separate display value if the
selected attribute is a managed attribute for which the value
names are different from the actual stored value.

ancestors String List

Optional. The display names of the ancestor values to display
on the Breadcrumbs component.

You would most likely want to provide ancestor values when
selecting a managed attribute value from a value hierarchy.

In the following example, the data is refined to only include records that do NOT have a value of Washington
for the Region attribute. Because Region is a string attribute, no other configuration is needed.

Negat i veRefi nenent Fi |l ter negativeRefinenentFilter
= new NegativeRefinementFilter("Region", "Wshington");

In the following example, the data is refined to only include records that do NOT have a value of 1997 for the
P_Year attribute. Because P_Year is not a string attribute, the attribute type LONG is specified.
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Negat i veRefi nenent Fi | ter negativeRefinenentFilter
= new NegativeRefinementFilter("P_Year", "1997", "LONG');

In the following example, the data is refined to only include records that do NOT have Caterer as the value for
the Outlet attribute. The values for Outlet are stored as codes, so a display name to use for the breadcrumb is
provided. Also, Outlet is a hierarchical attribute, and the breadcrumb indicates that Caterer is a subcategory of
Nonstore Retailers under the category Retail Sales.

Li st<String> ancestors = new Arraylist<String>();

ancestors. add("Retail Sales");

ancestors. add("Nonstore Retailers");

Negat i veRef i nenent Fi | t er negati veRefinenentFilter

= new NegativeRefinenentFilter("Qutlet", "454210", "Caterer", ancestors);

RangeFilter

Used to filter data to include only those records that have attribute values within the specified range. End
users can remove RangeFi | t er refinements.

The properties for a RangeFi | t er are:

Property Description

attri but eKey String

The attribute key. Identifies the attribute to use for the filter.

rangeQper at or LT | LTEQ| GT | GTEQ BTWN| GCLT | GCGT | GCBTWN
The type of comparison to use.
e LT- Lessthan
e LTEQ- Less than or equal to
e GT - Greater than
e GIEQ- Greater than or equal to
e BTWN - Between. Inclusive of the specified range values.
e GCLT - Geocode less than
e GCGT - Geocode greater than
e GCBTWN - Geocode between

rangeType NUVERI C| CURRENCY | DATE | GEOCODE

The type of value that is being compared.

val uel Numeric
The value to use for the comparison.
For BTWN, this is the low value for the range.

For the geocode range operators, the origin point for the
comparison.
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Property Description

val ue2 Numeric
For a BTW\, this is the high value for the range.
For GCLT and GCGT, this is the value to use for the comparison.

For GCBTWW, this is the low value for the range.

val ue3 Numeric

Only used for the GCBTWN operator. The high value for the
range.

In the following example, the data is refined to only include records where the value of P_Score is a number
between 80 and 100:

RangeFi | ter rangeFilter
= new RangeFilter("P_Score", RangeType. NUMERI C, RangeQperat or. BTWN, "80", "100");

SearchFilter

Used to filter the data to include records that have the provided search terms. End users can remove
Sear chFi | ter refinements.

The properties for a SearchFi |l ter are:

Property Description

searchl nterface String

Either the name of the search interface to use, or the name of
an attribute that is enabled for text search.

terms String

The search terms.

mat chMbde ALL | PARTI AL | ANY | ALLANY | ALLPARTI AL | PARTI ALMAX |
BOOLEAN

The match mode to use for the search.

enabl eSni ppetl ng boolean
Whether to enable snippeting.
Optional. If not provided, the default is f al se.
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Property Description

sni ppet Lengt h int
The number of characters to include in the snippet.
Required if enabl eSni ppeti ng is true.

To enable snippeting, set enabl eSni ppeting totrue, and
provide a value for sni ppet Lengt h.

In the following example, the filter uses the "default" search interface to search for the terms "California" and
"red". The matching records must include all of the search terms. Snippeting is supported, with a 100-

character snippet being displayed.

SearchFil ter.Buil der builder = new SearchFilter.Builder("default", "California red");
bui | der . mat chMbde( Mat chMbde. ALL) ;

bui | der. enabl eSni ppeti ng(true);

bui | der . sni ppet Lengt h( 100) ;
SearchFilter searchFilter = builder.build();

Provided QueryConfig functions

Studio provides the following Quer yConfi g functions, used to manage the results returned by a query. These
are more advanced functions for component development.

Each Quer yConfi g function generally has a corresponding function in Di scoveryServi celti |l s to get the
results.

Quer yConfi g functions are specific to a component. Because of this, Quer yConf i g functions should never be
persisted to a data source using set Quer ySt at e( ), as this would affect all of the components bound to that
data source. Instead, Quer yConf i g functions should only be added to a component's local copy of the

Quer ySt at e object.

The available Quer yConfi g functions are:
* AttributeVal ueSearchConfig
* BreadcrunbsConfig
* ExposeRefi nenment
* LQLQueryConfig
* NavConfig
* RecordDetail sConfig
* ResultsConfig
* Resul t sSunmaryConfi g
* Sear chAdj ust ment sConfig
* SearchKeysConfig
e SortConfig
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AttributeValueSearchConfig

Used for typeahead in search boxes. For example, used in Guided Navigation to narrow down the list of
available values for an attribute.

Attri but eval ueSear chConfi g has the following properties:

Property Description

searchTerm String

The term to search for in the attribute values.

maxVal uesToRet ur n int (optional)

The maximum number of matching values to return.

If you do not provide a value, then the default is 10.

attribute String (optional)
The attribute key for the attribute in which to search.

Use the at t ri but e property to search against a single attribute.
To search against multiple attributes, use sear chW't hi n.

searchWthin List<String> (optional)

A list of attributes in which to search for matching values.

mat chMbde ALL| PARTI AL| ANY| ALLANY| ALLPARTI AL| PARTI ALMAX| BOOLEAN
(optional)

The match mode to use for the search.

rel evanceRanki ngSt r at egy String (optional)

The name of the relevance ranking strategy to use during the
search.

The following example searches for the term "red" in the WineType attribute values:

AttributeVal ueSear chConfi g attributeVal ueSearchConfig
= new Attri buteVal ueSearchConfig("red", "WneType");

BreadcrumbsConfig

Used to return the breadcrumbs associated with the query. Allows you to specify whether to display the full
path for hierarchical attribute values.
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Br eadcr umbsConf i g has the following property:

Property Description

returnFul | Pat h boolean (optional)

For a hierarchical managed attribute, whether to return the full
path to the selected value.

The default is t r ue, indicating to return the full path.

To not return the full path, set this to f al se.

This example returns the breadcrumbs, but does not return the full path for hierarchical managed attributes:

Br eadcrunbsConfi g breadcrunbsConfi g = new BreadcrunbsConfi g(fal se);

ExposeRefinement

Affects results from a NavConf i g function. Used to implement Guided Navigation. Controls whether to display
available attributes within groups, and whether to display available refinements for attributes.

ExposeRef i nement has the following properties:

Property Description

The ID of the selected attribute value.

You would provide an attribute value ID if you were displaying
the next level of available values in a managed attribute
hierarchy.

di nensi onld String

The name of the attribute.

You must provide at least one di nval | d or di nensi onl d.

owner | d String (optional)
The ID of the associated NavConfi g instance.

If not provided, then uses the first NavConf i g instance.

di nExposed boolean (optional)

Whether to display the available values for the attribute, to the
number specified in maxRef i nenent s.

The default is t r ue.
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Property Description

exposeAl | boolean (optional)
Whether to display the complete list of available values.

For example, on the Guided Navigation component, would
indicate whether the "More..." link is selected.

The default is f al se.

maxRef i nenent s int (optional)

The maximum number of available values to display.
The default is 1000.

gr oupKey String (required)

The name of a group.

gr oupExposed boolean (optional)
Whether to display all of the attributes in the specified group.

The default is t r ue.

The following example shows the available attributes for the Flavors attribute within the Characteristics group.

ExposeRef i nenent exposeRefi nenent = new ExposeRefinenent("/", "Flavors", "Characteristics");

LQLQueryConfig
Executes an EQL query on top of the current filter state.

LQ.Query has the following property:

Property Description

LQLQuery AST
The EQL query to add.

To retrieve the AST from the query string, call
Dat aSour ce. parseLQLQuery.

The following example retrieves the average of the P_Price attribute grouped by Region:
Query query
= dat aSour ce. parseLQ.Query("“return nystatenent as sel ect avg(P_Price) as avgPrice group by Region",

true);
LQLQueryConfig | gl QueryConfig = new LQLQueryConfi g(query);

NavConfig

Used to retrieve a navigation menu, such as in the Guided Navigation component.
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NavConf i g has the following properties:

Property Description

exposeAl | Refi nements boolean
Whether to display all of the available values for the attributes.

Determines the initial state of the menu. The associated
ExposeRef i nenent function is then applied.

The default is false.

Li st <Refi nement G oupConf i gs> List of groups for which to return the available attributes.

If no Ref i nenent G oupConf i gs are specified, no attribute
groups or attributes are returned.

The following examples returns attributes in the Source and Characteristics groups:

Li st <Refi nenent G- oupConfi g> refinenent G oups = new Arrayli st <Refi nenent G oupConfi g>();
Ref i nenment G oupConfi g source = new Refinenment G- oupConfi g();

sour ce. set Nanme( " Sour ce") ;

sour ce. set Expose(true);

ref i nenent G oups. add( sour ce) ;

Ref i nenent G- oupConfi g characteristics = new Refinenent G oupConfig();
characteristics. set Nanme("Characteristics");

characteristics. set Expose(true);

ref i nenent G oups. add(characteristics);

NavConfi g navConfig = new NavConfig();

navConfi g. set Ref i nenent G- oupConfi g(refi nenent G oups);

RecordDetailsConfig

Sends an attribute key-value pair to assemble the details for a selected record. The complete set of attribute-
value pairs must uniquely identify the record.

Recor dDet ai | sConf i g has the following property:

Property Description

recordSpecs List<RecordSpec>

Each new Recor dDet ai | sConfi g is appended to the previous
Recor dDet ai | sConfi g.

The following example sends the value of the P_WinelD attribute:
Li st <Recor dSpec> recordSpecs = new Arrayli st <RecordSpec>();

recor dSpecs. add(new Recor dSpec("P_W nel D', "37509"));
RecordDet ai | sConfig recordDetail sConfig = new RecordDet ai | sConfi g(recordSpecs);

ResultsConfig

Used to manage the returned records. Allows for paging of the records.
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Resul t sConfi g has the following properties:

Property Description

recor dsPer Page long

The number of records to return at a time.

of f set long (optional)

The position in the list at which to start. The very first record is
at position 0.

For example, if r ecor dsPer Page is 10, then to get the second
page of results, the offset would be 10.

col umms String[] (optional)
The columns to include in the results.

If not specified, then the results include all of the columns.

nunBul kRecor ds int (optional)

The number of records to return. Overrides the value of
recor dsPer Page.

The following example returns a selected set of columns for the third page of records, where each page
contains 50 records:

Resul t sConfi g resultsConfig = new Resul tsConfig();

resul t sConfig. set Of f set (100) ;

resul t sConfi g. set Recor dsPer Page( 50) ;

String[] colums = {"Wne_I D', "Nane", "Description", "WneType", "Wnery", "Vintage"};

resul t sConfi g. set Col uims( col umms) ;

ResultsSummaryConfig
Gets the number of records returned from a query.

Resul t sSummar yConfi g resul t sSummaryConfi g = new Resul t sSunmar yConfig();

SearchAdjustmentsConfig
Returns "Did you mean" and auto-correction items for a search.

Sear chAdj ust ment sConfi g sear chAdj ust nent sConfi g = new Sear chAdj ust ment sConfig();

SearchKeysConfig
Returns the list of available search interfaces.

Sear chKeysConfi g searchKeysConfig = new Sear chKeysConfi g();
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SortConfig
Used to sort the results of a query. Used in conjunction with Resul t sConfi g.

Sort Confi g has the following properties:

Property Description

ownerld String (optional)

The ID of the Resul t sConfi g that this Sor t Conf i g applies to. If
not provided, uses the default Resul t sConfi g ID.

If you configure a different ID, then you must provide a value for
owner | d.

property String

The attribute to use for the sort.

ascendi ng boolean
Whether to sort in ascending order.

If set to f al se, then the results are sorted in descending order.

For example, with the following Sort Confi g, the results are sorted by the P_Score attribute in descending
order:

Sort Config sortConfig = new Sort Config("P_Score", false);

Creating a custom QueryFunction class

The Component SDK directory includes scripts for creating new Quer yFuncti on classes.

/s Note: Before you can create Quer yFuncti on classes, you must install the Component SDK, which is
/ a separate download. See Downloading and configuring the Component SDK on page 65.

To create a new Quer yFi | ter or Quer yConfi g class:

1. In aterminal window, change to the endeca- ext ensi ons subdirectory of the Component SDK's root
directory (normally called conponent s).

2. Run the appropriate command to create the Quer yFi | t er or Quer yConfi g class.

To create a Quer yFi | ter class:

Operating System Command Syntax
Windows: .\create-queryfilter.bat <your-query-filter-nanme>
Linux: .lcreate-queryfilter.sh<your-query-filter-nane>
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To create a Quer yConfi g class:

Operating System Command Syntax
Windows: .\create-queryconfig. bat <your-query-confi g-nanme>
Linux: ./ create-queryconfig.sh<your-query-config-nane>

The command creates in the endeca- ext ensi ons directory a new directory for the QueryFi |l ter or
QueryConfi g class:

e For a QueryFilter, the directory is <your - query-filter-name>-filter.
» For a QueryConfi g, the directory is <your - quer y- confi g- name>- confi g.
This directory is an Eclipse project that you can import directly into Eclipse, if you use Eclipse as your IDE.

It contains an empty sample implementation of a Quer yFi | t er or Quer yConfi g. This has no effect on
Quer ySt at e in its original form.

The skeleton implementation creates source files that:
e Extend either QueryFi |l ter or QueryConfi g.
e Create stubs for the appl yToDi scover yServi ceQuery, toStri ng, and bef or eQuer ySt at eAdd methods.
appl yToDi scoveryServi ceQuery and t oSt ri ng are required methods that you must implement.

bef or eQuer ySt at eAdd is an optional method to verify the query state before the function is added. This
method is used to prevent invalid query states such as duplicate refinements.

» Create a no-argument, protected, empty constructor. The protected access modifier is optional, but
recommended.

» Create a private member variable for logging.

Implementing a custom QueryFunction class

After you create your new Quer yFunct i on class, you then implement it.
To implement your new Quer yFunct i on, you must:
e Add private filter or configuration properties.
e Create getters and setters for any filter properties you add.
» Define a no-argument constructor (protected access modifier optional, but recommended).

» Optionally, implement the bef or eQuer ySt at eAdd( Quer ySt at e st at e) method to check the current query
state before the function is added.

Deploying a custom QueryFunction class

Before you can use your new Quer yFunct i on, you must deploy it to Studio.

The directory that you created for the new Quer yFi | t er or Quer yConfi g contains an ant build file.
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The ant depl oy task places a . j ar file containing the custom Quer yFuncti on into the endeca-
portal /tontat-<version>/1ib/ext directory.

f Note: If you are not using the default portal bundle, put the new Quer yFuncti on. j ar into the
container's global classpath.

To deploy the new Quer yFuncti on:
1. Run the ant build.
2. Restart Studio.

The portal picks up the new class.

After you deploy your custom Quer yFunct i on, you can use it in any component.

Adding the custom QueryFunction .jar file to your Eclipse
build path

If you are using Eclipse as your IDE, you need to add the new . j ar file to the build path of your custom
component.

To add the new . j ar file to your Eclipse build path:

Right-click the project, then select Build Path>Configure Build Path.
Click the Libraries tab.

Click Add Variable.

Select DF_GLOBAL_LIB.

A

You should have added this variable when you set up the SDK.
Click Extend.

Open the ext / directory.

Select the . j ar file containing your custom Quer yFuncti on.

Click OK.

© N o O

After adding the . j ar file to the build path, you can import the class, and use your custom Quer yFi | ter or
Quer yConf i g to modify your QuerySt at e.

Obtaining query results

The Resul t s class is used to represent results of queries.

You must add the relevant Quer yConf i gs to a component in order to specify the types of results it needs.

QueryState query = get Dat aSour ce(request).get QueryState();

query. addFuncti on(new NavConfig());

QueryResul ts results = getDat aSour ce(request). execute(query);

You can then get the underlying API results and do whatever manipulation is required by your component.

Resul ts di scoveryResults = results.getDi scoveryServiceResults();
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Before executing, you can also make other local modifications to your query state by adding filters or
configurations to your query:

QueryState query = get Dat aSour ce(request).get QueryState();
query. addFuncti on(new Resul t sConfig());

Expr essi onBase expression =

get Dat aSour ce(request) . par seLQLExpressi on("Region = 'Mdwest'");
query. addFuncti on(new Sel ecti onFi |l ter (expression));

QueryResults results = getDataSource(request). execute(query);

When you need to update a data source's state to update all of the associated components, you must use
Quer ySt at e instances.

Dat aSour ce ds = get Dat aSour ce(request);

QueryState query = ds.get QueryState();

Expr essi onBase expression =

get Dat aSour ce(request). parseLQ.Expressi on("Region = ' M dwest'");
query. addOper ati on(new Sel ectionFil ter(expression));

ds. set QuerySt at e(query);
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