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Application Management Pack for Oracle Utilities extends Oracle Enterprise Manager
Cloud Control to allow monitoring and management of Oracle Utilities Application
Framework-based products on remote servers.

When Application Management Pack for Oracle Utilities is deployed, the following
features and capabilities are available:

» Product discovery

» Environment assessment

« Environment cloning

» Patch identification and installation

 Patch migration from one environment to another
» View product configuration files

This document describes the various configuration and operationa activities available to
administrators of Application Management Pack for Oracle Utilities.

Related Documentation and Resources

The Help menu provides links to Enterprise Manager Help, Oracle Online
Documentation, Oracle Online Forums, and the Oracle Technology Network (OTN),
where the compl ete documentation for Oracle Enterprise Manager 12c is available.

This document and other Application Management Pack for Oracle Utilities-specific
documentation is available in the Oracle Utilities Applications section of the Oracle
Software Delivery Cloud at https://edelivery.oracle.com.

Additional information on Oracle Enterprise Manager-specific features and functionality
relating to this product is available in the Enterprise Manager Cloud Control
Documentation (http://docs.oracle.com/cd/E24628_01/index.htm).

Note: The documentation that accompanies this product is subject to revision
and updating. Additional information that may relate to the functionality and
featuresin this product may be found in article number 1456097.1 on My Oracle
Support (MOS) https:.//support.oracle.com (sign-in required).
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Architecture

Plug-in Architecture

The following diagram illustrates the Application Management Pack for Oracle Utilities
architecture.

I Plug-in [Aeslication
P il g me] IPE e P

’ Coaela Ui Haes)

Management Agent Management Agent —_—

. J e
L Load Balancer® [:>'- —

i Plug-in [Agplication

Bl g Pk (=]
Crpgle {mtwrprive Tawsilon
arad Py Massgenant|

omMs omMs Cloud Control Console

M Phpin [Appiication N g [Aopication
Ml na g e mae Pach for Mlarnagerorn Pack for
Crrpcle R thes] Drache Erterprise Taxatlion
J and Policy Maragement]

Figure 1: Architecture

Note: * Theload balancer and multiple OM Ses depicted in the diagram above
are included only to indicate how a sample Enterprise Manager Cloud Control
architecture would look in alarge organization. They are not a prerequisite or a
requirement for an Enterprise Manager system installation. If you do not have
aload balancer, then the Management Agents communicate directly with the
OM Ses.

Plug-in Functionality




Product Discovery

Any manageable entity is of atarget type. A specific instance of atarget typeisa
target. For example, sf-sunapp-00.us.oracle would be atarget of target type host; sf-
mydb-00: 1521/CD0000SF would be atarget of target type database.

For extensibility purposes, Application Management Pack for Oracle Utilities provides
adiscovery framework and the functionality to monitor an Oracle Utilities Environment
target type (an installation of the Oracle Utilities Application Framework (OUAF) and/or
OUAF-based products).

High-Level View of the Discovery Process

The discovery process involves Oracle Utilities Application Framework (OUAF)-
based products. Each environment comprises the files necessary for the operation of
the web application, the database, and the threadpool worker. Thus, each OUAF-based
environment can be modeled as an Enterprise Manager target that contains information
about the following:

» Host (the machine on which the application server runs)
» Installed products and releases

« Web application

+ Database host (the machine on which the database runs)
» Database

» Threadpool worker

Environment Discovery

In order for atarget to be monitored, it must first be discovered and promoted. Discovery
is the process of making atarget instance known to OEM. Once this has been done, the
target needs to be promoted from an unmanaged to a managed state.

Availability of the environment as awhole is evaluated based on the status of the
application server. Other parts of the system that are being monitored, such as the
database and threadpool worker, may be up "Up" but the target's overall statusis based on
whether or not the application server is available via http.

To discover target environments:
1. Loginto Enterprise Manager.
2. Choose Setup > Add target > Configure Auto Discovery.
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Figure 2: Selecting Auto Discovery

3. Onthe Configure Auto Discovery page, select the Application M anagement Pack
for Oracle Utilities module in the Discovery Module list, then click the item's

Configureicon.
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Figure 3: Configuring Auto Discovery

4. Ensurethat thetarget host ison thelist. If the target host is not on thelist, add it by
clicking the 'Add host' button and opening the Add Host dialog. Choose the host and
click OK.
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Figure 4: The Add Host dialog

5. Reopen the Configure Auto Discovery page, choose M ultiple Target-Type
Discovery on Single Host, and click the Configur e button.
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Figure 5: Choosing Multiple Target-Type Discovery on Single Host

The Target Discovery (Agent Based) window opens.
6. Choose the host to discover and press the Run Discovery Now button.
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Figure 6: Choosing a host to discover

A confirmation dialog appears on successful discovery of the host.
7. Click Close to dismiss the confirmation dia og.




Figure 7: Host discovery confirmation dialog

Promoting Targets

To promote targets so they can be managed:
1. Loginto Enterprise Manager.
2. Choose Setup > Auto Discovery Results.
The Target Discovery (Agent Based) window opens.
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Figure 8: Target Discovery (Agent Based) window

3. Click the Non-Host Targetstab.
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Figure 9: Auto Discovery Results window

In the Resultslist, select the target environment you want to promote from an

Unmanaged to Managed state, then press the Promote button.

ORACLE Enmterprise Manager CloudConts ol 13

fies = (@) History =

‘ Enterprese = i@ Tarpess = * Fa

et - el w

Search Tarpet Hame =

Auto Discovery Results
= Instruction
Arviem disrrreered unmansged terpets srd promcie barpets o be managed by Emiepnse Mansger

Page Refreshed Feb 47, 2012 3

Add Taspets from fusto
hscovery Results

a &g Ngn-Host Targess

n Aol Ckscovstiad Hosks

= Jgnore Disoyvensd Tangets:

Confagure Ayt Decovery
u Sl chicovery Lsing IF Soan
« et dscoveny on Single Host
# Setup dscovery on Multiple Hosts

=

&

Add Targets Hanuaily or Using
= ftanded Process
# A Targets Maryaly
+ Add Relatd Targeis
L5 Discosvery Modules

ot Targets () Hon-Host Targets (218} onored Targets ()
x| Seanth

Ve H_{‘t'e-‘. W Deiet2 A inore | [ Refresh
Tarpet Hame

1_Tax_F = 13, 145,88, 18 e %

E72A_ SGIG_0EH _skal Loghs.oradie . com Oraxde Utites Emvironment

E725_v200_550_0EM_CLONE_sieD 1ag. us. or e com Cr ache Liilias Srror srmvint

BT _N D EM_sioli 1ogt. us oracke. com Drode Ubibes Ersironment
GG _DEM_SIN L5 _slal togh L orace. oy Oraacle: Utlithes Enwironsen

Figure 10: Promoting a target environment

5. The Promote Unmanaged Target window appears, displaying properties for the

target. Press the Promote button.
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Figure 11: Unmanaged target properties

Most of the fields are pre-populated, but, depending on the Framework version of the
target environment, some fields may need to befilled in.

For all Framework version 2.2.0-based target environments, enter the location for
Oracle Home and Java Home.

For al Framework version 2.2.0 based environments running on Linux with

WebL ogic, enter (in addition to Java Home and Oracle Home) the Web Server Home
and Web Server Java Home values. Note that Web Server Home is the location on
which the WebL ogic softwareisinstalled (e.g., / spl / mi ddl ewar e10. 3. 3./

W server _10. 3). Web Server Java Home is the Javalocation that is used as
JAVA_HOME by the Web Server. For WebL ogic serverson Linu, it is same value
as JROCKIT_HOME.

A confirmation dial og appears when the promotion is successful.
Click Close to dismiss the confirmation dia og.

If any changes are made to the environment configuration using the command-line
utilities (e.g., conf i gur eEnv. sh/ cmd), the corresponding changes must also

be made to the target properties. The quickest way to do thisisto remove the target
and perform the discovery and promotion process. Y ou can also make changes by
choosing Target > Setup > Monitoring Configuration and making the appropriate
updates on the Ul page.
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Viewing a Target's Home Page
To view atarget's home page:
1. Loginto Enterprise Manager.
2. Click Targets> All Targets.
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Figure 13: Viewing all targets

3. Toview its home page, locate and double-click atarget from the sortable and

searchableAll Targetslist.
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Figure 14: All Targets list
A target home page is divided into regions. Three of these regions are provided in the
default interface provided by Oracle Enterprise Manager, and four are custom regions.
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Figure 15: Target Home Page

The default regions are:

» Job Activity. Thisregion lists all submitted jobs, including any submitted through the
Common Operations region.
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«| Owerall Status

» Reports. Select from All Reports or Host Performance Reports.

» Incidents & Problems. Problems are classified as issues that cause the plug-in
to malfunction or throw errors and exceptions. Incidents are issues that need not
necessarily impact plug-in operations, but are related to the target being monitored.
Most incidents are thrown when certain defined criteria, such asthresholds, are met. If,
for example, the administrator sets athreshold of 95 percent for disk space usage, an
incident is reported when that level of usage is exceeded.

Custom Regions

The four custom regions are:
» Overall Status

e Common Information

» Performance

e Common Operations

Target Overall Status

The Overall Status region provides a snapshot of the status of the Application Server,
Database Server, and Batch Daemon. It indicates the status of each as either Up (green up
arrow), Down (red down arrow), or Unreachable (Unreachable icon).

Application Server status is monitored using Enterprise Manager's URL timing fetchlet.
The environment is marked as Up if the environment URL responds to the fetchlet.

Database Server statusis determined by running thet nspi ng utility on the environment
database. Thet nspi ng utility must be available and installed in the environment's
ORACLE_HOME/bin directory as specified on the target’ s properties.

Batch daemon statusis determined by executing thespl . sh —b check command-line
utility.

Note: The status of atarget is collected at intervals by the agent and the results
are transmitted back to OMS. Thus, the reported statusis based on the last time
the status was collected and uploaded from the agent to OMS.

Application Server ﬁ}

Database Server

Batch Daemon

Lip

U
i

Figure 16: Target Home Page: Overall Status Region
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Target Common Information

The Common Information region lists the products installed in this environment. It shows
the environment name, host name, database information, and lists all top-level products
and their versions, including the version of the Oracle Utilities Framework installed in the
environment.

v | Common Information

Erwironment  Y410GF_GF3_FUNCI_WEEK3_LIN_WLS_sf-ugbu-23.us.oracle, com
Product{s) OCBY4.1.0
Framework  Y4.1.0
Host  sf-ughu-23.us.oracle, com
Databass Host  sf-indb-03
Database Mame FWw410QGF

Figure 17: Target Home Page: Common Information Region

Note: A delay in the gathering of configuration metrics may result in
incomplete information in this region, and can result in execution errorsin
certain features. If you suspect that the region information is not complete

(see incompl ete data in the Common Information Region in the following
image), choose Target > Configuration > Last Collected from the Target
Home page, then choose Actions > Refresh This action triggers a refresh of the
configuration metrics so that the common information region is compl ete.

14
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Figure 19: Target Home Page: Refreshing Common Information

Target Performance

The Performance region plots three metrics that indicate environment performance. The
metrics are:

Response time (measured in terms of the time it takes to load the login page for the
environment)

Historical up-time (displayed as a pie chart)
Status history
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Figure 20: Target Home Page: Performance Region

Target Common Operations

The Common Operations region provides access to common operations performed by
the administrator. It includes buttons to start and stop the application server and batch
daemon, view log and configuration files, clone an environment (application server only),
and manage the installation or migration of patches.

It also confirms that the environment is properly installed by checking that the
configuration files contain all the values necessary to bring up the environment.

These are job-based operations that run the appropriate utilities that an administrator
would normally submit from the command line. As such, it is the administrator's
responsibility to ensure that jobs submitted do not conflict with each other. For example,
during patch installation, the Start button will still be available, so if astart jobis
submitted, that operation will interfere with the running patch process (and vice-versa).

v | Common Operations

| Stop || star |
| Wiew Logs | | YWiew Config File |
| Clone | | Assess |

Import Pakches

| IMigrate Patches | | Install Patches |

Figure 21: Target Home Page: Common Operations Region

Start/Stop

These buttons open a dialog in which the operator enters the credentials to connect to the
server for the purpose of either starting or stopping it.

The operator must select atarget (Application Server, Batch Daemon, or Both) from
the dropdown Component list.

Note: Thisfunctionaity is available for WebL ogic environments only. If run
on a non-WebL ogic environment, a pop-up is displayed to indicate that the start
or stop operation is unavailable.
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Figure 22: Credentials Dialog

The types of credentials that can be selected are:

» Credentialsto connect to the host on which environment is running (e.g., "cissys" or
"oracle")

» Credentials that were used to configure the environment (e.g., "cissys")

Y ou can either enter these values or select a saved credential.

When credentials are entered, clicking OK executes the selected command (Start server
or Stop server). Clicking Cancel or closing the dialog exits without starting (or stopping)
the server.

Note: The Start/Stop buttons submit jobs that perform the same function
provided by the spl . sh/spl . cnd start/stop command-line utility. Thus, the
environment in which you are working must be set up so that these utilities are
available and properly functioning.

View Logs

The View Logs button allows the operator to view the contents of log files generated at
the application server level.
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View Configuration Files

The View Configuration Files function lets the operator view the contents of
configuration files used by the application server.

Clone

The Clone function lets the operator clone the current environment (application server
only).

Assess

The Assess function assesses an environment's configuration.

Import Patches

Patching an environment involves three steps:
1. Download the patches from My Oracle Support (performed manually outside of the
Application Management Pack).

2. Import the patches into Application Management Pack for Oracle Utilities (viathe
Import Patches button in the Common Oper ations panel).

3. Install/Migrate the patches.
The Import Patches function must be used for the second step. This function isrequired

for patch installs and patch migration within the Application Management Pack for
Oracle Utilities plug-in.

Install Patches

The Install Patches function is used to install patches that have already been imported into
the Application Management Pack for Oracle Utilities plug-in in the current environment.

Migrate Patches

The Migrate Patches function is a specia form of patch installation wherein a source
environment is compared to a destination environment. The source environment is used
to identify patches that the administrator intends to install in the current/destination
environment. The identified patches should have been imported previoudly for the current
target's product, release and platform.

Environment Assessment

Environment assessment allows administrators to perform basic validation of correct
installation of Oracle Utilities Application Framework applications.

The following files, settings, and definitions are checked:

» Correct positioning of key files

» Key configuration settings

» Correct setting of security definitions

 Patch validation
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Note: Thisfunctionality is available for WebL ogic environments only. It will
fail on non-WebL ogic environments.

Assessing Environments

To assess the current environment:

1. Openthe Target Ul Home Page and click the Assess button in the Common
Operations region.

~ | Common Operations

| Stop | | Start |
| Wiew Logs | | YWiew Config File |
| Clone | | Bespss |

Import Patches

| Migrate Patches | | Inskall Patches |

Figure 23: Target Home Page: Common Operations Region

2. Onthe Credentials page, choose a set of saved credentials or enter your user name
and password, then click Next to proceed.
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Figure 24: Environment Assessment: Entering Credentials

3. TheResult page displays the results of the assessment.
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Environment Assessment ﬂ

Credentials Result

Result Back | Step2of2 Finish

Assessing Environment: Y210_MWM_OEM_LIN_ORA_WLS

Verifying directories..........0K

Verifying key files..........O0K

Verifying jar files.......... oK

Verifying security files..........OK

Verifying product information..........0K

'v'erifying PErMISSIONS, ... OK

Verifying configuration state.......... QK

Yerifying system resources..........0K

Figure 25: Environment Assessment: Result

4. Click Finish to return to the Target Home Page.

Environment Cloning

Environment cloning allows operators or administrators to duplicate the application
server portion of any Oracle Utilities Application Framework-based environment,
creating new environments using the same software and definitions that exist on the
source server.

Two cloning options are available:

» Simple cloning copies software and existing parameters to a target environment
using minimal specifications. It can be particularly useful for backing up an existing
environment prior to applying patches.

» Advanced cloning lets you modify configuration information—memory arguments,
installation software locations, batch configurations for coherence settings, etc.—
to create new environments with new characteristics. Other configuration changes,
such as web application server-related credentials, must be changed after the cloning
operation is complete by running the conf i gur eEnv command line utility.
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Note:

» To minimize performance issues, the clone of an environment must be on the
same host as the original environment. Only the application server is cloned,
not the database.

» Thisfunctionality is available for WebL ogic environments only. It will fail on
non-WebL ogic environments.

» For WebL ogic environments, an automatic shutdown is performed during
Environment Cloning. Non-WebL ogic environments must be shut down
manually to avoid errorsthat can occur due to locked files.

Environment Cloning: Simple Method

To clone an environment using the simple method:

1. Openthe Target Ul Home Page and click the Clone button in the Common
Operations region.

v | Common Dperations

| Stop | | Shart |
| Wiew Logs | | YWigw Config File |
| Clone | | Bssess |

Import Patches

| Migrate Patches | | Inskall Patches |

Figure 26: Target Home Page: Common Operations Region

2. Onthe Clone Type page, choose Simple Clone from the dropdown list, then click
Next to proceed.

Serg

Sample Clone 24vanced Clone # veith opbions same s the sounce ervironment, Advanced Clone wil slow you to change all the parsmeters of the ervironment.

Figure 27: Simple Cloning: Select Clone Type

3. Onthe Credentials page, choose a set of saved credentials or enter your user name
and password, then click Next to proceed.
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=/ HostCreds
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Figure 28: Simple Cloning: Entering Credentials

4. Onthe Details page, provide the name and mount point for the new environment, a
description of the environment, and the Web server port number. Other options on the
target environment will match the source environment. Select the check box if you
would like to restart the source environment. Click Next to proceed after the basic

details are entered.

Figure 29: Simple Cloning: Entering Details

5. On the Schedule page, choose either Execute Immediately (upon completion of the
walk-through), or Execute L ater with adate and time for execution of the cloning

operation, then click Next to proceed.
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Figure 30: Simple Cloning: Scheduling

6. On the Confirmation page, review al details of the cloning operation, then click
Finish to compl ete the process and return to the Target Ul Home Page.

»| Scheduled Time

Schedule Mode:  Late

Scheduled For:  Wed Feb 22 12

=/ Web Application Server Configuration

Murrber

Figure 31: Simple Cloning: Confirmation

Simple cloning allows you to create a copy of an environment and start it for testing
(since you can change the web port number). In order to make more complex
configuration changes after creating a simple clone, the operator must set the appropriate
values on the target environment by running the conf i gur eEnv command-line utility.
The operator must, for example, ensure that coherence settings are properly set up if
clustered mode is being used.

Environment Cloning: Advanced method

To clone an environment using the advanced method:

1. OpentheTarget Ul Home Page and click the Clone button in the Common
Operationsregion.
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Credential (&) Named Credentil () Mew Credertisls
redertisl o [NEW_CISSYS_TEWP

Usertiame
Faov—
Moee et

= ousfCredsType

Credentisl (&) Mamed Credential () New Ceedertisls

4,

+ | Common Operations

| Stop | | Start |
| Wiew Logs | | YWiew Config File |
| Clone | | Bespss |

Import Patches

| Migrate Patches | | Inskall Patches |

Figure 32: Target Home Page: Common Operations Region

On the Clone Type page, choose Advanced Clone from the dropdown list, then click
Next to proceed.

Mo Type -

# weth cpbars sarme 35 the source ersrorenerd . Advanced Clore vl alow o to change ol the par smeters of the ervr oreent

Figure 33: Advanced Cloning: Select Clone Type

On the Credentials page, choose a set of saved credentials or enter your user name
and password, then click Next to proceed.

Credentials Detais

Septeld [ Mt | [Concd

Figure 34: Advanced Cloning: Entering Credentials

The Progr ess page |ets you know that required details are being collected from the
source environment.
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e

¥ This operation can ot be canceled. It wll contirue sven f the brosesss wendoer s cosed.

Figure 35: Advanced Cloning: Entering Details

Important: The details collection process cannot be interrupted, and will
continue even if the browser window is closed.

After retrieving the source environment details, the page automatically advancesto
the Details page.

5. Usethe Details page to make any necessary adjustments to the collected information,
then click Next to proceed.

L
b Progr Details achis
Detalls Back | step3ofs | et | [ Corcel
»/ Third Party Software Configuration
=/ Emvironmnent Installation Options
Database Type cracke
Ervircrement Mourt Port ol
Lo Fles Mourt Point Isplfsploutpu
cremert s I+ _oea,
Web Apckcation Server Type
Install Apphcation e true 1
< Emaronement eserption
Ervirorement Desergtion V210_MWH_CEM_ALY_ORA_WLS Ermvrcermrt

2| Business Application Server Configuration
= Web Application Server Conlaguration

Web Server Appkcation Name. SPuweb
Web Contet Rioot

Apphcation Vewer Mods

Expanded Diectivies

Figure 36: Advanced Cloning: Entering Details

6. On the Schedule page, choose either Execute Immediately (upon completion of the
walk-through), or Execute L ater with a date and time for execution of the cloning
operation, then click Next to proceed.
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| Third Party Software Configuration

ADF Home Directory

trestall Appleation Viewsr Modube

| Enviroement Description

Schedule
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Figure 37: Advanced Cloning: Scheduling

7. Onthe Confirmation page, review al details of the cloning operation, then click
Finish to compl ete the process and return to the Target Ul Home Page.

Dotk chechie Confirm

IspliCracke] Devebper 111140 R

Schedule Mode:  Tnnedate

Figure 38: Advanced Cloning: Confirmation

Other configuration changes, such as web application server-related credentials

and coherence settings (if clustered mode is being used), must be changed after the
cloning operation is complete by running the conf i gur eEnv command-line utility
(confi gur eEnv. bat or, on Linux/UNIX, conf i gur eEnv. sh).

Patch Import and Installation

Patching is a three-step process:

1. Download patches from My Oracle Support (MOS): This step is performed through
the My Oracle Support Plug-in within Oracle Enterprise Manager from the top-
level menu, choose Enter prise > Provisioning and Patching > Patching &
Updates.
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2. Import the downloaded patches: This process alows you to import downloaded
patches which are subsequently unpackaged into aformat that is compatible with the
Application Management Pack's installation process.

3. Install theimported patches: This process allows you to import downloaded patches
and install them into atarget environment, updating relevant filesin $SPLEBASE.

If you deploy manually to the web server, you must perform this step after the
installation process completes.

Patch Import/Installation Notes

» Read-write access to the download directory is required.

» Application server patch components are installed using the standard patch install
script. Database patch components are installed using a Java version of the standard
CDXPat ch. exe utility. Note that patches using the database upgrade-install utility
cdxdbi . exe are not supported and the database component of the patch will not be
installed.

 During patch installation and patch migration, the installation job copies the individual
patch directories from the download staging directory to a directory on the target
environment ($SPLEBASE/ oeni pat ch/i nstal | /t np/ YYYY- M DD- HH
M - SS). The subdirectories are sorted by install sequence, e.g., 001- gf , 002- gf ,
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003- sf s. Thejob output clearly states the directories from which patch installation
OCCurs.

» During theinstallation process, WebL ogic environments are shut down automatically
using the command-line utility spl . sh/ spl . cnd. Non-WebL ogic environments
must be shut down manually.

» Dueto packaging differences, only standard single fixes and group fixes are supported.
An error is generated if you choose a service pack or rollup for import, or if the single
fix or group fix is packaged in a non-standard manner.

Importing Patches

To import patches:

1. Openthe Target Ul Home Page and click the Import Patches button in the
Common Oper ations region.

+ | Common Operations

| Stop | | Start |
| Wiew Logs | | YWiew Config File |
| Clone | | Assess |

Import Pakches

| Migrate Patches | | Inskall Patches |

Figure 39: Target Home Page: Common Operations Region

2. Thefirst page of the Import Patches walk-through appears. Click Next..
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Import Patches 0

Owerview Seleck Source Credentials Schedule Confirmatics
Overview Seplof S | Mext | | Cancel

Patch Import alloves you bo import e patches alkeady downloaded from My Dracle Support inbo Oracle Enterprise Manager's staging area,  This wil
alow the subsequent skep of Pabch Instal and Patch Migration bo be able bo evaluabe patch dependancies and ko deploy the patches inbo target
anvironment from a central repository without e need to re-download them. Oracle Management Pack for Oracle Utilities osrenty supports e

import of Single Fzes and Group Fixes,

Figure 40: Import Patches: Overview

3. On the Select Sour ce page, enter the patch download directory. Thisis the directory
on the server where the downloaded zip files are stored when you manually
downloaded them from My Oracle Support. The path entered here should be
accessible from the server on which the target environment is hosted. After entering
the path, click Next.
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Import Patches

Owerview Sebect Source Credentials Schedule Confirmatior

Select Source Back | Step2eof s Cancel

Patch Download Directory

W recommend using a shared drive to download the patches from My Oradle Support. Pleass provide here the path to such & download directory,
PMote this path should be as & appears on the server where Oracke Enterprise Manager is hoshed.

Figure 41: Import Patches: Select Source

4. Onthe Credentials page, enter the patch download directory. Thisisthe directory on
the server where the downloaded zip files are stored when you manually downloaded
them from My Oracle Support. The path entered here should be accessible from the
server on which the target environment is hosted. After entering the path, click Next.
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Figure 42: Import Patches: Credentials

5. On the Schedule page, choose either Execute Immediately (upon completion of the
walk-through), or Execute L ater with a date and time for execution of the import
action. Click Next to proceed.
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Import Patches

et e Select Source Credertizls s hedule “onfirmation

Schedule Back | Stepdof S | et | Cancel

=) Execute Immadiataly Exsciibs Laker

Figure 43: Import Patches: Schedule

6. On the Confirmation page, click Finish to submit the patch import job.

Vg ks

Figure 44: Import Patches: Confirmation

On completion of the patch import job, the imported zip file is unpackaged in the
appropriate staging directory and a* . zi p- unpacked fileis created.

Example: A FW V4.1.0 patch zip file called p12548444_4100_GCeneric. zipis
imported and placed in/ t ugbu_oem downl oad. Upon completion of the import
procedure, the following occurs:
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1. /tugbu_oenm downl oad/ p12548444_4100_Ceneri c. zi p- unpacked is
created. This prevents patches that have already been imported from being processed
again. If you would like a patch to be re-imported, deleteits*. zi p- unpacked file.

2. /tugbu_oeni downl oad/ st agi ng_di rect ory/ FW
V4. 1.0/ mul tiplatform FW V4. 1. 0-12548444/
12548444 sf _pat ch_i nf o. xm iscreated. Thisfile containsinformation
about the patch. The contents of the file are al'so placed in the proper product, release,
platform, and patch number directory.

Installing Patches

Toinstall patches:

1. Openthe Target Ul Home Page and click the Install Patches button in the
Common Oper ations region.

~ | Common Operations

| Stop | | Start |
| Wiew Logs | | YWiew Config File |
| Clone | | Bespss |

Import Patches

| Migrate Patches | | Inskall Patches |

Figure 45: Target Home Page: Common Operations Region

2. Thefirst page of the Install Patches walk-through appears. Click Next..
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Install Patches =
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Owerview Step 1of 7 | Met | | Cancel
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target ervirorment, This is potentialy destructee process and we strongly advise backing up the ervirorment before proceeding, Orade Management Pack
currently supports the install of Sngle Fixes and Group Fies,

Figure 46: Install Patches: Overview

3. Onthe Download Directory page, enter the download directory used during patch
import relative to the target environment. After entering your selection, click Next to
proceed.
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Install Patches .

Crearyiew Downdoad Director Credentials Diatabasa Patcheas Schaduls Confirrnation

Download Directory Step 2f 7 Cancel

Patch Download Directory

Whe recommend using a shared dove bo downlioad the patches from My Dracke Support. Pleass provide hers the path bo such & download direckory,  Note this path
should be as k appears on the sarver where Oradle Enterprise Manager is hosted.

Figure 47: Install Patches: Download Directory

4. Onthe Credentials page, choose a set of saved credentials or enter the user name and
password for the environment, then click Next to proceed.
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Figure 48: Install Patches: Credentials

5. If the patch to be installed has a database component, details about the target's
database configuration must be entered on the Database page. All fields must be
completed. If the patch does not have a database component, you can enter any value
(eg., "XXX") into the fields. After completing al fields, click Next to proceed.
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Crverviaw Downlnad Diradoory Credentials Database Patches Schedule Corfirmation
Database Back | Stepdof?
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Figure 49: Install Patches: Database

6. The Patches page lists candidate patches. Thelist includes only patchesthat are
valid for the target environment (based on product, release and platform), exist on the
download directory, and have not yet been installed on the target environment. Select
the patch or patches to be installed. Use Cont r ol +Cl i ck or Shi ft +Cl i ck to
select multiple patches. After making your choice(s), click Next to proceed.

38



Install Pabches .

- = - - - =} =l
Crerview Daowinload Directory Credentials Database Patches Schedule Confirmation
patches sepsit7 [oma ]
Patch Bumber Praduct Releate Platfarm
13341093 P ¥4.1.0 multiplatfoim

13330762 P ¥4.1.0 multplatform

134453357 P ¥4.1.0 multiplatform

Figure 50: Install Patches: Select Patches

7. On the Schedule page, choose either Execute lmmediately (upon completion
of the walk-through), or Execute L ater with a date and time for execution of the
installation. Click Next to proceed.
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Figure 51: Install Patches: Schedule

8. On the Confirmation page, click Finish to complete the installation.

Note: After clicking Finish, ajob submission confirmation dialog appears.
To monitor the patch installation job, click Show Statusin the dialog.
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Figure 52: Install Patches: Confirmation

Additional detailsregarding patch installations.
Installation occursin the following sequence:

» Patches are copied from the download staging directory to atemporary directory on
the target ($SPLEBASE/ oem pat ch/ t np).

» Patchinstallation is grouped by product, according to the order in which the products
arelisted in the PRODUCT. t xt file.

» Within a product, group fixes areinstalled first, in order of patch number. Single-
fix patches are combined as arollup, and agroup install is performed. For each of
these, the database components are installed first, followed by the application server
component, and, finally, an error-checker is executed.

Patch Migration

During the product implementation lifecycle, patches are normally installed and tested on
an environment, and the process is repeated on each environment. The patch migration
featurein Application Management Pack for Oracle Utilities allows administrators to
migrate patches to all environments from a central location.

Patch migration is special form of patch installation wherein a source environment is
compared to a destination environment. The source environment is used to identify
patches that the administrator intends to install in the current/destination environment.
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Theidentified patches should have been imported previously for the current target's
product, release and platform.

The workflow is as follows:
1. Onthe destination environment's target home page, click the Migrate button.
2. A sourcetarget containing the patches to migrate is selected from the dropdown list.

3. Existing patchesinstalled on both targets are analyzed and alist of patches that
are installed on the source (but not on the destination target) is created. Thislistis
compared to the contents of the download staging directory and only the patches that
have been previoudly imported are displayed for selection.

4. The selected patches are then installed by the patch installation job (the same one
used in the patch installation process), updating relevant filesin $SPLEBASE. If you
deploy manually to the web server, you must perform this step after the installation
process completes.

The Process

Patch migration is a three-step process:

1. Download patches from My Oracle Support (MOS): This step is performed through
the My Oracle Support Plug-in within Oracle Enterprise Manager from the top-
level menu, choose Enter prise > Provisioning and Patching > Provisioning &
Patching.
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2. Import the downloaded patches: This process allows you to import downloaded
patches which are subsequently unpackaged into aformat that is compatible with the
Application Management Pack's installation process.

3. Migrate/install the imported patches.

Note: Application server patch components are installed using the standard
patch install script. Database patch components are installed using a Java version
of the standard CDXPat ch. exe utility. Note that patches using the database
upgrade-install utility cdxdbi . exe are not supported and the database
component of the patch will not be installed.

Migrating Patches

To migrate patches:

1. Openthe Target Ul Home Page and click the Migrate Patches button in the
Common Oper ations region.
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| Stop | | Start |
| Wiew Logs | | YWiew Config File |
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Figure 53: Target Home Page: Common Operations Region

2. Thefirst page of the Migrate Patches walk-through appears. Click Next..

Migrate Patches L]

s

Dhverview Dovvniload Dinsctory
iew step 1 o5 [t | [Cores |

Faibch Migrat alows wou to instal the patches that ane installed in another ersironment inbo ourment emdironment. Plesss nobe this reguires the pabchs to be already downloaded from My DFaechs

Support snd importsd into Oracle Entenprive Manager's stsging area.  This is pobenbisly destructive process and we strongly sdvise backing up the environment before procssding. Oracle
Management Pack currently supports the migration of Singls Foss and Group Fiees,

Figure 54: Migrate Patches: Overview

3. Onthe Download Directory page, enter the download directory used during patch
import relative to the destination environment. After entering your selection, click
Next to proceed.

44



Migrate Patches !

—a =

Cmrmrview Doemiload Director Sources

Download Directory Back | TtepZof9d | Mest | | Carcel

Patch Downdoad Directory |

‘e Fecominend using & shared deive bo download the patches from My Dracke Suppart. Flease provide here the path bo such & dosnload directory. Mote this path should be as | appears on the
server whers Dracle Enterprise Manager & hosted

Figure 55: Migrate Patches: Download Directory

4. On the Sour ce page, choose the source target environment from the dropdown list.
Note that only targets with identical product/version combinations areinincluded in
the list. After making your selection, click Next to proceed.
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Figure 56: Migrate Patches: Source

5. Onthe Sour ce Credentials page, choose a set of saved credentials or enter the user
name and password for the source environment, then click Next to proceed.
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Figure 57: Migrate Patches: Source Credentials

6. Onthe Destination Credentials page, choose a set of saved credentials or enter the
user name and password for the destination environment, then click Next to proceed.
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Figure 58: Migrate Patches: Destination Credentials

7. If the patch to be migrated has a database component, details about the target's
database configuration must be entered on the Database page. All fields must be
completed. If the patch does not have a database component, you can enter any value
(eg., "XXX") into the fields. After completing al fields, click Next to proceed.

Migrate Pabches

. ]
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Enter user id For thee schema cwner of Bhe destination datsbase(skii0erd us.oracks. com: THZ30EMT)

Enter the passvaord for te schema owner of the destnstion datsbeess

Enter a colon-ssparabed kst of Oracke wsers in which synormymes need to bs orests (e.g, CISUESER:CISREAD)

Enter a databaia rola viich had & resd-wrils pradags (8.6, CISUSER)

Entier a database robes wihich has a read only privilsge (.9, CISREAD)

Figure 59: Migrate Patches: Database

8. The Select Patches page lists candidate patches. The list includes only patches
that are valid for the target environment based on product, release and platform),
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exist on the download directory, and have not yet been installed on the destination
environment but are already installed in the source environment.

For a patch to be displayed in the list, it must meet al of the following criteria:
» |tisvalid for the product, release and platform of the environment;

» It must have been already been successfully imported, and, thus, exist on the
download directory;

e It must not yet have been installed on the destination environment; and,
e It must already be installed on the source environment.

Migrate Patches L]
R Droreariomadl Dirchory SOLFCE Sourcl Cridertisk  Destination Credentia Duababase Gedeck Palchies Schuischbe
Select Palches Back | SenTofs Careel
Fabch Numiber Product FEssss Fstform
13392376 P ¥4.1.0 mredtipdatfomn

Figure 60: Migrate Patches: Select Patches

9. Select the patch or patches to be migrated. Use Cont r ol +Cl i ck or Shi f t
+Cl i ck to select multiple patches. After making your choice(s), click Next to
proceed.
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Figure 61: Migrate Patches: Select Patches: Selecting

10. On the Schedule page, choose either Execute | mmediately (upon completion of the
walk-through), or Execute L ater with a date and time for execution of the migration,
then click Next to proceed.
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Figure 62: Migrate Patches: Schedule
11. On the Confirmation page, click Finish to complete the migration.

Note: After clicking Finish, ajob submission confirmation dialog appears.
To monitor the patch migration job, click Show Statusin the dialog.
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Figure 63: Migrate Patches: Confirmation

Viewing Target Metrics

Application Management Pack for Oracle Utilities allows the administrator to view the
details remotely without logging into the server or the environment. Thisinformation
can help to compare metrics in different environments and diagnose installation or setup
issues.

To view the configuration metrics for atarget:

1. Open the target's home page (per the procedurein Viewing a Target's Home Page).

2. Select Target > Configuration > Last Collected....
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Figure 64: Selecting a target configuration
3. Thetarget'sLatest Configuration page appears. Use the I nstalled Products and
Environment Configuration links on the | eft of the page to view the configuration
parameters associated with the target environment.
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Figure 65: Latest Configuration page

Theinformation is delivered as shown in the following diagrams:
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Figure 66: Installed Products page
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Figure 67: Environment Configuration page

Viewing Configuration Files

The View Configuration Files feature lets you review configuration details remotely
without logging into the server or the environment. This information lets you compare
environments and diagnose customer setup issues.

To view configuration files:

1. Openthe Target Ul Home Page and click the View Config File button in the
Common Operations region.
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Figure 68: Target Home Page: Common Operations Region

2. Onthe Credentials page, choose a set of saved credentials or enter your user name
and password, then click Next to proceed.

Credentiss

=/ HostCreds

Credertis (5) M Crederiis () Mew Comertists

«! ousfcredsType

Figure 69: Viewing Configuration Files: Entering Credentials

3. The Configuration Files page offers a selection region to let you choose
configuration filesto view, aswell asadisplay areafor the selected file.
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Figure 70: Viewing Configuration Files: File Viewer

4. Choose aconfiguration file by either clicking an option button from the listed
items or by selecting the Other file option and entering the path (from SPLBASE)
of avalid configuration file. et ¢/ ENVI RON. | NI , will, for example, display
$SPLEBASE/ et ¢/ ENVI RON. | NI .

Config File

Online

(O web.xml

() spl.properties

(O hibernate.properties
XAI

@ web.xml

() spl.properties
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Please enter valid partial path of file. e.g.: etc/ENVIROMN.INI

Figure 71: Viewing Configuration Files: Choose Configuration File

5. Click Submit to display thefile in the scrollable text area.
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Figure 72: Viewing Configuration Files: View File

6. After viewing the selected configuration file, you can select other configuration files
to view, or click Finish to return to the Target Ul Home Page.

Note: On non-WebL ogic environments, viewing WebL ogic-specific
configuration files will generate a"file not found" error.

Viewing Logs

The View Logs feature allows you to view the contents of log files, including the latest
thread pool worker |log, that are generated at the application server level.

To view logs:

1. Openthe Target Ul Home Page and click the View L ogs button in the Common
Operationsregion.

~| Common Dperations

| Stop || stat |
| Wiew Logs | | YWiew Config File |
| Clone | | Assess |

Impart Pakches

| Migrate Patches | | Install Patches |

Figure 73: Target Home Page: Common Operations Region

2. Onthe Credentials page, choose a set of saved server credentials or enter your user
name and password, then click Next to proceed.
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Figure 74: Viewing Logs: Entering Credentials

3. ThelLog Info page offers a selection region to et you choose from among all
availablelogs, aswell as adisplay areafor the selected log.
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[o— Log Infa
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Figure 75: Viewing Logs: Log Info

4. Chooseal og Type from the dropdown list.
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Figure 76: Viewing Logs: Log Info: Choose Log Type

5. Choose aL og Name from the dropdown list.

Log Info
Log Type Application Logs (v
Log Mame —select-- ™
Mo. of Lines spl_web.log -

weblogic_current.log u would like to see.Eq:100,

) 2 displayed
spl_service.log
wl_domain.log

mpl.log

Figure 77: Viewing Logs: Log Info: Choose Log Name

6. Enter the number of lines that you would like to view from the selected log. If no
valueis entered or the value exceeds the number of lines in the selected log, the
complete log is displayed.
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Figure 78: Viewing Logs: Log Info: Set Line Limit

7. Click Submit to display thelog in the scrollable text area.

Log Mame: weblogic_currant.log at weblogic vork. SafTuning " Warkad run{SelfTuningWorkM |java:3zE) .
at wablogic. work. ExecutaThrasd. executel ExecutaThresd java: 207) 1
st veblogic.vork. ExecuteThresd, runiExecuteThresd javs:176)

Caused by! java.net. ot 21/ tud 11. i 19304 hable; nested is1
java.nat. ConnactExcaption: Connaction refusad; Mo available router to destination
3% wablogic duen RIVMFindar. findOrCrastalntarn sl FIVMFindar. java: 216)
at wabl ® 4 RIVMFind 1170)
at weblogic fum. ServerUR L findOrdreste R VM ServerURL javai 153)
at wablogic.jndi. WLInitialContaxtFactoryDalagatad L. run{WLInitialContaxtFactoryDalegate.java: 345)
at vablogic sacurity, scLinternal. Authant d java:363)
at webl it vice. ¥ Az M. +146)
at weblogic.jndi. WLinitial ContextF actoryDelegate. getinitialContext{ Wilinitial ContextFactoryDelegate.javai 340)
< 26 mare

Causad by: java.rmiC Dastinat hable: nasted phion is:
java.net Connedtixception: Connection refusad; No avsilable router to destinstion

b 1470) —
at wablogic.fum.C ger agerjavard2l)
at wabl RIVMM find O IR IMM java:254)
at wabl FLIVMM 4 el RLIVMM, 1197)
at weblogic furm. A IVMFInder. findO 3 d 238)
at wablogic. gum. RIVMFinder. findOrCreate Interm al{ ROVMFinder.java: 200)
. 32 mare
<lan 30, 2012 1104129 AM PST> <Warning> <EJB> <BEA-010061> <The ge-Driven EJ81 OU equest is unable to
connect to the JMS d rnsfLocaloy The Error was:

The dastination for the MDB OUMDMIMaterConfigSyneRsquastiApplication: SPLSarvi
resalved at this time, Please ensure the destination is available st the JNDT name jms/Locall . The EJB container
will periodizally attempt to resolve this MOB destination and additional wamin ¥ be issued. >

- 813766-3-1 2012-01-30 11:04:32,611 [[ACTIVE] ExecuteThread: '0° for queus: "weblogic kemel. Default (self-tuning)’] INFO

(support. contaxt. CachaManagar) eacha " J

$topping Weblogic

LD_LIBRARY_PATH=/jre/lib/ amdé4 ifjre/lib/ amdé 4/ serveri/jre/lib/ amdéd/native_threadsi/bini/flibi/orasw/ app/orade/product/11.2.0.1/Nbi/spl/8 758 _
VZ00_MASTER_OEM_LIN_ORA_WLS/runtime:/spl/middlevare10.3.4/wiserver_10.3/server/lib/linux/x86_e4:/spl/middleware10.3.4/vIservar_10.3/serve
wlibflinusxi 86_g4/ccB17_8

CLASSPATH=/ splljavalidki. 6.0_20/libitools. jari/ spl .34l vlservar_10. 3/ serverispl 3. _10. weblagic |4

EJBCormponant: 1pl-rarvicabasn-4.1.0.jar) could not be

Figure 79: Viewing Logs: Log Info: View File

8. After viewing the selected log, you can select other logs to view, or click Finish to
return to the Target Ul Home Page.

Note: On non-WebL ogic environments, viewing WebL ogic-specific logs will
generate a"file not found" error.

Tips and Troubleshooting

 Discovery and metric configuration collection log information can be found in the
agent perl tracefile(. . . / agent _i nst/ sysman/ | og/ enagent _perl .trc).

 Environment-specific log files can be found in $SPLEBASE/ | ogs/ syst em and are
named ouaf _oent. | og.
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Documentation Accessibility

Our goal isto make Oracle products, services, and supporting documentation accessible
to al users, including users that are disabled. To that end, our documentation includes
features that make information available to users of assistive technology.

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.convpls/topic/lookup?ctx=acc& id=docacc.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an otherwise
empty line; however, some screen readers may not always read aline of text that consists
solely of abracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations
that Oracle does not own or control. Oracle neither evaluates nor makes any
representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pl s/topic/l ookup?ctx=acc&id=info or visit
http: //mww.oracle.convpl s'topic/lookup?ctx=acc& id=trs if you are hearing impaired.
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