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T A —HERICDVWTI AT LAEREOREAMNSHHL THET,
= [Generic Security Service Application Program Interface] R =2 A >k

(ftp://ftp.isi.edu/in-notes/rfc2743.txt) Id. GSS-API DHE&IT D W T EHIZFR
AL TWET,

= [Generic Security Service API Version 2: C-Bindings] RF a2 A2k
(ftp://ftp.isi.edu/in-notes/rfc2744.txt) &£, C & N— A D GSS-API I[Z[HEH D
HHRZRMIEL THET,

s [ONC+ Developer’s Guide J &, UE—hF 7O — v =R UICEET 5 E#H %
REELTWET,

Oracle Y 7/R— bADT7 IR

Oracle DBk, My Oracle Support 23l U TE TR R — FZ2FIHTH I ENT
Z2FE9, ML, http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info % ZH
LTLEZESW, BRICHEEEZBES OHAIL. http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=trs ZZMRL T 723,


http://www.oracle.com/pls/topic/lookup?ctx=E37932&id=SYSADV6
ftp://ftp.isi.edu/in-notes/rfc2743.txt
ftp://ftp.isi.edu/in-notes/rfc2744.txt
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=ONCDG
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

[FC®BIC

Kac EDRA

ZOXRZaTIVTIE, ROKDBTFHRPEL S 2R ERZRF DO OE L THEAL
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ESCIR

&p-1 FKic LORHI

FRHRELILS

B

il

AaBbCc123

AaBbCc123

AaBbCcl23

ry

I

AR, Ty AIVAk. T4 LY
MU, B O3 —FH
71, O—RHIZRLET,

A—Y—=NANTBXF%, L
DAL Ea—F N ERFILTRL
ES 0

ERERLUERT., EBRICHAT 55
EDLHTE/IIMETES A LT,

ZRTL2EFEAZEZRLET,

ZRT 2, Hi, RY PR
Za—%, WY SHFEERLE
kR

PeTHEN/Za— RFIT, TFA b
MAR—DITIRZ B A DA, Mk
ZRLET,

Jogin 7y T IIVERELET,

ls-aZffiHLTIXRTOT 71 IV %E
FRLET,

system%
systemS su

password:

77 AINZEHIBRT SI12IE. rmfilename
EANLET,

M—Rxx—% « A—F—XJA
K1 2L TEI N,

W EZROMLE) 2B T2
=,

ZDBEINTEDD
1%, TA—=/N—21—%¥—] FEiFTY,

sun% grep ‘“#define \

XV_VERSION_STRING’

Oracle Solaris OS IZH EFNS L IV THHAT S, UNIXOT 74 )L MDD AT LT O
TREZA—N—A—F =70 T rERIRLET, IX 2 RFITRSNDT
THI DT AT AT T M, OracleSolaris DU U — 21 k> TR D F T,

= Cx)lb

machine_name% command y|n [filename]

n CPTIIDA—/\—I—H—

machine_name# command y|n [filename]

= Bash >z )V, Korn > x)l. BL N Bourne > )l
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[FL®IC

$ command y|n [filename]
= Bash >’z )l. Korn >z )b, BEL WU Bourne > Il DA —/S—1—H—

# command y|n [filename]

(1AM PIRERHE 2R L £9, LitDBlE. filename lFEMEL THI NI EEIRL
TWET,

| BEEO T (BN —=F)TT, ZOXFTRRSNTWLEHDOOE1DETZ
fEEL£9.

F—R—RFOF—HIFHELT, EXFERLFTRLUET Bil:shift F—2H#L £
). 72720, F—AR— RiZk > TlidEnter F—NReturn F—DEHEE L £ 7,

Fya()d2D00F—2RFIFCIT I EEZRLET. AR ctri-pid
Control ¥F—ZML/zxFoF—2MI I L EEKL £T.
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¢ o0 g1 =

Oracle Solaris DFIFEEMR T+ 2 U
T 4 —HEE (I E)

ZDOXZ a7 )V TIE. OracleSolaris XL —F ¢ > 77 2 A F A (Oracle Solaris OS) Dt
FaUT 4 —HREICETAHRETY T r—aoar s3> 4257 2—A
(AP) BELUOH—EXTONA T A 2 T2 —Z (SPDIZDWTHHLET,

ZOEONBITROEBDTT,

n 21 R—TD [P AT LhFa2UT 40—
n 5R—TD [Fy NIV tEFaUT =T —FFTIF ¥ —|

OracleSolaris DFARER T+ 1) 7 4 —H#BEDHETE

DX 7))V T, OracleSolaris 7 XL —F 4 > AT LDF a2V 7 0 —HRE
WX 0B APT ERNBASPLICDOWTHBHLEY ., ZNsDtF U T 0 —HREN >
AT LANEMEORE TEDLDICEHHET MM DWTIE,  TOracle Solaris 11.1 D4
tFa)Fs—P—EZX] ZBRLTLIZIWN,

Oracle Solaris OS |&, EFHEED A > ¥ T2 —AWXH DXy NT—rtF a2V
TA—T —FT 0 F v —aRHLET., Bt r Yy 7z —AZHHITN
2. R by —EZX 2R ERZRETEI 7 T r—awE vFaU T —#
MOESICEDOE TEET HLENR B LT,

CARATALELF2IUT 4 —
SATADEF Y F ¢ —I1ZB L T, OracleSolaris OS 1 7 O Z Kt 212 LU F
9, 7O 2] 1 BHEMET T r—2a > A07 7 A 2175 B
2. A== —H—R—Z2 D UNIX FEHEE T )LICRT 2B & U TERATE
F9, PATLEREL. BHEMNETY TV —2a A AO7 7 AEFT 5
OO AEHEELI—Y -5 LET, TOHLE
I—HT =i, A—/—2—HY =1tk TH, BHEMfETTUr—2a > 2H
TEET,
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AT ALEFaVTA—

BHew AT, AT LEHEIL. AT LhEFa) T —2F—NN—=F1 R
T OMRZ L — =T 52 DRI, R/ A—/\—L—F—HRTII/R<HRE
MR ZEH5 22 EMTEFET, LT, HiLWEHENEY U r— 3 %
TERR T 2 BAFEE L. UIDDOME DM EMETHDTIIR<., FEDRHEDOREE
METDIHENDDET, F2E KEMNESTY T r—2a O 28R T
<7EEWN,

OO TEER AT LEF 2T —Z2FEBT 57201, Oracle Solaris OS 1213
Trusted Extensions f§EEAMERE SN TWET A, ZOWREICDOVWTIIZD FF o A >
T3V EHE Ao Trusted Extensions BEREZ M UL, 2 AT LA EHEIL, FE
DA—Y—LEINT IV CATELTY T U r—2a 7 7 (IVERETEET,
ML, [Trusted Extensions Developer’s Guide J 33 &7} [Trusted Extensions L—H— X
A4 Rl 2R TSN,

Oracle Solaris 2T B8N0 Solaris tF 2 U T 4 —( > 72— A, ROEBDT
—é_‘o

s BT L —LT—7 BB T L — AT —2713. Oracle Solaris OS DHF 51t
T—EADLETY, ZOT7L—AT7—27L BEEY—EADI T a—-<E
TONAFIZH L. BEHED Extended PKCS#11, v2.20 Amendment 3 Library (24
T, PKCS#11 EMER) A > Tz —AZRHL£d., ZOTL—AT—21F2D
DA MEBERINTNET, 1 D3I =L N7 TUr—a flo
A—Y—WE 7L —LT =27, I 1DEFHN—FIVLNIVEZ 2 —IVHD
H—IIEFE T L —LT—0TY, JL—ALT—VIlERITHO2 12—
1. A 2AR=ILEINTWSRESEHEREICBI T 2Rl HEk 2 Bk Nk
o TFL—LT—=DI2T 3742327001 71E,. SEIERhEEOT
Ta—XNERTHERH LI - REZHBETHHEND D EHE A,

BEt7L—LAT7—2Da>>a—<xELTE EFaVFTo—7 O bral. &
EOHKE, BEbabBEETLEY T r—rahENEToNET, 207
L—LAT—=2O7aONAY ERDLZDE,. N—Ru7 TS T I
T4 CNORE BT DO T, BEL7 L —LAT7— 7 OBEIC
DNWTIE, 58 [OracleSolaris 5.7 L — AT —27 OS] 2L TLSZ
SV, ZOTL—LT—V DY —ERXEFHTZI—H—LX)LT7 T
r—3a O HIEEESNL, BoE [I—F— L X)VowEEbkY 71
r—3a @ik ] EZBLTIEI N,
a7 L —LT—2DF14 7513, RSAPKCS#11 {LkkZEELZHDT
T, A2 a—xETONAFIIEESH, EREPKCS#11 NEFONH L 2> T
A—HF =L NS T L —LT—7 EEELET,

 JavaAPI-JavatF a4 —F 7/ OIIIELED API Y — )L DIFh, —KH)
WHERAINDEFa) T —=7IVTY XL, #E BT o ha)loRENS
FNTVWET, JavarF 2T 1 —APLIL. BEE(LORNREEA > T TARNT Y
Fy—., bFaT7REIE. Fit. 7Y/ ARELE, LEi/afEEE D N—-L F
T, JavatFaUT o —F77 /0%, 7 TU— 3 UEERT D000
WiatFa )T —TJL—LU—VEHFEEICRETIEEDIZ, 7T
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AT ALEFaVTA—

r—a EREEMTLHEOOY I HE I —OEHFITRMEL E
9, http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136007.htm
BT EE N,

7 RURZERBED S >4 L1k (ASLR)

ASLRIE, A& w7, T4 T T, brkR—ZADb—TENWo7/=2708AD7T KL X
ZEROTFEIL D OBBY RL 2% 5 > AT %, Oracle Solaris > A7 L DHERET
T, T 7A4)V N TIE. ASLRIZASLR Z#ERT 5 K5 ITHRIICY FfHFENTW 5D
NAFVICHLUTEMCARDET, KOAX > Rid, ASLROAT—4 AT 51
R A D= N

% sxadm info

EXTENSION STATUS CONFIGURATION
aslr enable (tagged-files) enable (tagged-files)

L <IEREINADA TP 7 MTASLRERDY 721551213, d(1) I RO
AT arEFERLET, HHEIROEBDTT,

1d -z aslr[=mode]

mode |4 enable £7213 disable ICFRE TEE T, mode NIRE SN TR WEE
¥, enable ERZINET,

KOFNZ, ASLR Z2HNZ L TEFTRRET 7 1V BER T 27200 -2+ T2 a > D
HREEZRLTWET,

% cat hello.c

#include <stdio.h>

int

main(int argc, char **argv)

(void) printf("Hello World!\n")
return (0);

}

% cc hello.c -z aslr

ASLRY 7 {HF13, #7227 ho#tr s a oL hMJICko THEBEE
1. elfdump(l) CTHANRD ZENTEET,

% elfdump -d a.out | grep ASLR
[28] SUNW ASLR  0x2  ENABLE

elfedit(1) AV REMHAL T, BEFEOA TP 7 MO ASIREINT > b U ZBINE
FIIEETHZENTEET,
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% cc hello.c

% elfedit -e ’dyn:sunw_aslr enable’ a.out
% elfdump -d a.out | grep ASLR

[29] SUNW_ASLR ©0x2 ENABLE

% elfedit -e ’'dyn:sunw_aslr disable’ a.out
% elfdump -d a.out | grep ASLR
[29] SUNW_ASLR  ©0x1 DISABLE

HDT O AT D ASLR ERIZ, FO 70t X OREIFICHNL.Z3, 7O AN
EELZHEIFLETEETA, ZOEH, ASLRY VFHT1E. 7ot A0 7514 <
DEFRREA TV 7 MR L TOAEREREBET,

pmap(1) 1—F 4 U T4 —Z&HHL T, 7O0LADT7 RLARYELVERFHRSE &
INTEET, ASLRDENTIB O TWBETRRET 7 A IIVDX v E 2 T EFNRDY
G AT, TA4TIIUIRvEST, BLUPbkR—ZADb—TIEHIND EE
W77 KL Z1d, MOHLOEZRCRE D 7,

SATLDT T4V N ASLRDT 7 4 )b FNEMEZ IS 51213, sxadm(1) Y > K&

L E£T . ASLR Z2HHNITT 2 XD ITHIRIICY 1T S 17281 F UL, sxadm
SR> THLS N2 AT LADT 7 4)V FEIER D L EINET,

T/\v 7 & ASLR
7 RV AZEMODT & LMEIZT Ny TRFICREEIC/RD ZENHDET, —EHDT
Ny R TIE. 7OV I L0 EEDRLULECHTHEICECY RLAYYyE T %
FHATOZHERDDET, RONWTINDHET, ASLR 2 —FRFICHENICT 5 2 &
MNTEET,
s AT AERTASLR 2 —IRFHNIC EhIC T 5

% sxadm exec -s aslr=disable /bin/bash

s dEZFelfedit AV RZFHAL T, f8ED/)NT U TASLR Z2ENTT B L
SN TITT S

n ASLRMNEEINC /25722 T IIVERENL L, £ TCTT N\ T 2ETTD

% sxadm exec -s aslr=disable /bin/bash

E- D ASLRDAEREL, SUID K7z 3FHeEM &N FUITIEHATE L8 A,

SRR, sxadm(IM) DX Z a2 7 IV R—T B LN [OracleSolaris 11 F 2V 574 — A
RIA1 20 O 23 [OracleSolaris TF 2 7 —DRERL] 2L T 7Z 30,
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Ry RT—btFUTA—T—FTHF v —

2y RD—oEF2UTFA—T—FT0F v —

Fy NT=0%FaUT =7 —F77F v —Id PAM. GSS-API. SASL. RSA
Security Inc. PKCS#11 Cryptographic Token Interface (Cryptoki) & W5 7z 35 URHED A >
F 72— ATHIEL TWET, S NZT7ObVSA 25 T2 —AZHHT
LT, BFEFEIE. tFaU T —HIER L THEET 2 BEDRNT
Ya—XETONA T ZRBTEET,

tFa) T4 ——EXEMHHTEY U= a3, IA4T7T5Y, FREh—*
WEDa—)E Taria—~) EENET, a>ia—~ictFay

T A4 —P— l:‘x%:ﬁﬁ%?é?7°1)7~“/a E. oAy £R3 17554
T EEINET., RS AEEETDEY T Ny o 7 THERE ) SIEIENnE
ER %%iﬁﬁ%?»jUxbfiﬁ< TN AU X LD A ESEUIEERT
T, 2ExX, HOWHIIDES VIV I X LZRIECHEAL 9. — 4. Bl
IEDES 2T — ¥ {Ri& (T Oy VB O EL) IC@EHA L £,

Iy hNT—=tF 2T 4 —T—FFT I/ Frv—2MFZE, T2 a—<HARBEINR
BTV XLz, R5F. BIORELT 208N /R0ET, mEkS
N/REBLEEREN, 7—F 577 F v —0—HMEL TR ENET,

Oracle Solaris OS ME 4t 9 B /NBH Solaris F 2 U T 4 —( > T — AL, KDOEH
D T@_‘O

" PAM- 7571 2 AIRE7REREEE ¥ 2 — )1 (Pluggable Authentication Module)s PAM
TV a—IUEEIC m%&%T/XTA XL TA—Y — %385 DB X
NnExI, 1—Y— imb4/h . GUL, O~ Rfr, X232z fH
HATEET, PAMIZ, BEFTF—EZADEMNT, YHT >~ Eyial, LY
INAT— REEMT L7200 —EA DML £, login. rlogin, telnet/2&E
D7 TV —aid, PAMY—EZDO KRR 2—<TY ., PAMSPI
l1Z. Kerberosvs 72 EDFa) T4 —7TONA I NS T —EXERHEINE
T, HHIE [PAMT7 7Ur—2a > BIUOPAM P —EZXDRER] 2281 T
2,

» GSS-API-AtF VT4 —Y—ERATTUTr—Ta>rarssnt4
7 x.— A (Generic Security Service Application Program Interface)o GSS-APIIE., EY
L7 TV —a Mot Fa Y REEERICLET. £/2. GSS-APLIE
E}J BEW. HEEORIREY —EXBIREL i@— GSS-API @ Oracle Solaris

Gi Kerberosvs. SPNEGO. B & Diffie-Hellman B S{LIZHRHEL T E
'9“ GSS-APLIZEIC, EFa 7Ry U r—a 7o) aRat£i3kE
ERsYAY @ﬁéh&?‘G$AHm SASL/2 &, I OfEEO 70 ka)LiTx L
TH—EAZRUETETET, GSS-APIIF. SASLFFH TLDAPICH —E A &L
£,

—fRIZ. GSS-APIIL. FIHIO BRIy T —27 ETHELTWS2D0D
E7ER57 7V r—a ko THEAINET, FFITGSS-APIIEZ. Or 1 >~
77— a3, NFS, BIUfipllk> THAINET,
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2y RT—0EF2UTA—T—FFHF v —

26

GSS-API DRFZEIZ DN TIE, H43E [GSS-APLZ2HHT 2T U r— 3 > DRt
] E2ZRLUTLZEIWN, 52 IGSS-APIVZ 717 > hMill &% 63 [GSS-API
H—N—fil] Tl 2 DDO— AR GSS-AP1 7 U r— 3 >0 —Ad1— RIiZ
DWTHHLET, 8B [CRX—Z D GSS-API 7147 F Afiil] Tld. GSS-API
DY —Ad— ROFIZIEML £9, T8 C [GSS-APIU 77 L > A] T

13, GSS-APID Y 77 L > AIEHMERMEL £, 8D TOID DIFE) TlE, T
T4 ) NUSN O ZfRE T 5 HiEEHBHL £,

SASL - F’ﬁ% #alzF 2 U 5 —J& (Simple Authentication and Security Layer). SASL
IIFEIT, FBEE. BEEE. T EAMELEETLZ VO NIINICE > THEASN
EJC RN M&i tFaU T —HEEOBNITEEZFERL Ty a s RET
5, BHOEL NIV DFy NT—=IRX=A7 T r— a JFIcEEE s ntn
F9, LDAPIZEA/RSASL I3 2—<D 1D TY, SASLIE GSS-API Tl TWE
G, SASLDIFIDINGSS-API LD H N RAE LRIV TT, SASL I GSS-API
Y—EAEFEHLET, FB7F [SASLEHEHTZ27 7Yy —2 3 > oidik] 2%
BLTLZZWN,
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¢ o0 B 2 =

YHEMET7 TV T —2 3 > DFRE

ZOETIE, BHEMNET TV r—2a L Z2HETDIHECDOWTHBHLET,
ZDEOHNBITROEBD T,

27 R—=TD [EEffET T r—2a |
28 R—TD [HHEIZDOWTY

3IR—T0 RHEEFERLZTOT T3]
39 R—TD [HKERIZTDWNTY

HHgEftET7 70— 3>

Rt E T T r—a > & SATARIEZ A —N—F14 KL, BED

I—H—ID (UID). Z)L—7ID(GID). A&id. BIUVEHEOEFEEZMETEZST
Jr—2a>dDIETT, IN6DT7 7 AREEREIZS AT LAEHZEICK > TE|
DU TENET, BHENINSOT 7 AHIEER 2T 2 H5iEICHET 2%
M7 BHIZ DWW TIE.  TOracleSolaris 11.1 OFH: L+ 2 5 —H—E ZJ] DES
T OMEEICRHEDOM A () 2R TEI N,

Oracle Solaris A R L —F 4 > 7 T AT AlE. ZOMMNWEHERTLZEREICT 5720
12, RO2DODEFEZRTFEHEICERMEL £,

n BRE-REEIL, BEOT U= 3 JIET S EDTE B OHER D
ZETY, BEOREZED 7O 213, @H ThHid Oracle Solaris OS 1L > T
ElEansEOnErRiTTcEEd., AR oL@, EwYk
Ty AINT I AMEFZTa T —% 7 7 A )V EH A, file dac read Hf
WX, 77 A INVEBAROHDUNIX 7 7 IV 7V C AMEZEF—/)N—TF 1 BT S
Rz, Yot 2ick Uit L, BT —FIV LX)V TEHASINET,

s JKER KR EL. BETHNEEF TR itk TEIEEINDE LD
B—EOT 7 a EETTAHEEOZETY, KRIIEEEIT1——12H
DY THZENTEET, KBRZI—T—L NV TEHAINET,
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BECDINT

FHEICD
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B ERMHEOBEWT, [ENNMIZ2iT72560] EWSHRY—0@EHL NILizhD
T3, BHEIH—IL LX) THEHAINET, @EE2REZznw ot X

. B E T U —a o TREDEREZRITTEE . KR

3, =T —=7 75— a3 LRV THRY —2 AL ET ., AR, Bl =
TV —2a 7 AL, KM ETY T — a D TREDRIEEE
FLEZDTDBICHLEIC RS RN H D £ T,

ANE

KebEld, W% THIUL Oracle Solaris TR L —T 4 TV AT AITE>TEIEEINS
EOMBEREITTEL LD I, FFED 7O AL Hﬁéh%@%@%ﬂf? ﬁ
%ﬁ®7D77Ai%%éﬁmbiﬁh EWS0H, OV T AFRIC
FADEF T4 —R) —OERONAITHIET 215 TI,

BEIIEHEFICL > TEOYToNET, KL, 7075 LA0RGHIE> THER
ftenxd., arA o RERII7TO7 vy (I ) VEREFHCIE, ) VN TETS
NBHZITRTOAT Y RIZH LT, EHFICIDFEE 0L THNEHASINES, 77
U —3a CETRIE. KO /1A 7n 7075 A0 EZSNE

T, exec(1) AR REMFHLTH LW TOT I LANEEBIENS L, 20707 T A
W T O A OMKITRERFHED T RTEMHTE D[N DD T, 7272

L. 20707 I LM3IFHLWEHEZ 1 DBEBIMTE £ A,

BEENFEZEVITLIAE

AR RICKHEZEID S TSDIE, PATLAEMEOEMLTY . FHEOEID Y TIC
DNWTOFEMIE. TOracleSolaris 11.1 DEM: F a2 U F 40 —H—E A1 O M (1%
%) %?ﬁﬁbf<7’féblo

FHEDRETTE

IRTOTOALAXRD4DOEHMEL Y FZ2HATHBD, INHIC&-> T, BED
Kb CEDMEDIMMNIRFEDET,

Al E N R v b
VI VAR e
HIBRFFHEZ > b
FENREE v b

AFAlSnZBER Y
FaENty Mo, TOEANERTE SO 55 TN TORMEEED 5

WBENHDFET, WIIE AT, FHIARETRRVWEHEIL. o707 I A0/ S
Nty MZEDTIEWTER A,
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BECDINT

TOovZAnNE#HINESE,. T 7O T O AN S FHR I N FEE Y B
AL X9, —RIC, Dﬁ’f CEERH LW DT 7 LIV o VNEEIEND

BE, PRI S NZRHEOANUE Y MITIZIT R TORMENEGENET. 2oty FHOD
FHEIZEBRHFICL > THESNET, FrotAFenen, FvfInizty b»
SRMEZHIBRT 5 2 L3 TEEIN, Fasnizty MIENORMEEZENT 5 Z
LIFTEERA, BFaUT o — L TOVILNRUTHEALBWEHEIL, §Fo]
SNty POSHIRL THBSBENHD LT, €595 LT, #HoTEHO YT
Too ERF#H TR S NFiEZ T 00 5 LADER T 50ENR< /B0 £,

FERI S NRHEL Y R SHIBR S NZRHER, 230y RS © BEIRYICHIBR S 11
ESCIN

HEER RIS ER Y b

Oy UERHLWTO7 7Ly zIVNEBIINDE,. BHEICI> THEESN
TEMEDNRE R AT REZREy MICEOSNE T, NS OMRBJRE/REHEIL. exec(1) D
IEH LZRICF 7T O ZICES NS AREENH D £, 7Ot 2 I ARE Kb & H
BRL., TNSOEENT T O AICEINDDEIETNETT, ZWTWhid, #F
Nty ~EMRTEER Y FORFIZFR CIZ/R D E£9, #7Z L. MR EER
Ty " SHIBRS NZEENTFTS Ny FRICES NS EEBH D FT,

HIREFIEZ v

HIEtw b 2# 201X, BREER. 7o ANMTELZD 7O AIICELZD TS
DRI CEEY., O AR TR Ot A0S T%é@ HREtw ~
NICE ETNDEHEZ VT TY ., setuid(o) Bk 23179 %5 %@77U7~9a/
ﬁﬁﬁf%é%%u‘ﬁﬁtjbk$of&ibi? ﬁmt/%iamm®%ﬁ
RRICEH SN E T, KRty S SKHEZHIFRL TH. exec(l) WETEINSHEXT

3. ENoty MIIEEIZH D EH .

EEFEL Y b
TOCANERIZHHATE D EHEN, 7ot 20ES Yy PRI 5N ET, 7

07 LAESRFOFES Y I, #FalEn/zty hEFELLED T, TOE,
By ME FRENty hEFELWDA, HHVEEOT Ty M fgbi’é‘

Kty NEEARMEL Y NMCHIRT2ZE2B80 L ET, FRELZSDHEAR
Mt v M3 30 =20 TRHEOREME] IS NTWET, 707 I LANTH
HALBWRHEZTRTHIFRL ET, DEIZRDETIXRTOEREMEE A 7ICL T
BEET, =LA file dac_read FHEMH UL, TXRTOT 7y I ZFHARNE
I, IOV I LNICT 7 A INanAHERO I —F D INERE EN D AHeEN D D F

T TOLAETOTILTIE, BT RTORMEEA 7ITUETN, #@YRHH
HOIL—F 2k LT file dac_read 24 L ET, LRS- T, 707 T LNM
BEO A OD I —F Ik U T file dac read FMEZITHTH5 3DV A EH
o T ULEHIET TRMEOFHVIAA ] EEENET ., FHEDOFHVABDHFIZ DN
T 34 R—=20 TRHED O —F 1 > 7] 2B TSN,
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A=N—A—HY—FETI)ILEEFEET IO E#E

PERDT TV r—2 a3 VICHMIRTEDLDIT, KEDRRE

2. A== —H—FEFI)IEHETETINDOEESTHEELET., ZORIG

1Z. PRIV_AWARE 7 7/ 2T 5 ETEHINET, 2077, 7arso
LDEEREIZHIG L TWB Z &R LUET, PRIV AWARE 7 7713, XL —F 1~
T AT LI X > THEBWICUEENE T,

HEZ R L BVWF IO RAICODOWTHRHLTLES W, 2070t AD
PRIV_AWARE 7 7 73 false 12782 TWET, BT O AN SHMEA I NIZHHED TN
TH, ﬁﬁémtt/htiﬁt/b CEENET., TTOBANUID 0 ICHRE
L= %@%ﬁt;%&$iémtt/hi HIBRAz v N DRHEZ HIBE & 41
*7, %7Dtxmx N—A—HF—DHhZEE2IIFFHETEETA, Lz
ﬁof\%%Kﬂﬁbtfﬂtl@ﬁ@tv%ﬁ\%%Kﬁﬁbfm@ﬁ?&f@
F7OBADZA—/NN—2—F—KEZHIRT 2 Z IR0 ET, 7708 ANKHE
tw FEWTNN1DTHERET D E, PRIV_AWARE 7 T 7 D true IR EINE
ER

YEDIESE

Rl T OB EICEDWTHHENITRO L DITHHINET,

n JEARERME - EEARMEIL. LARTO Oracle Solaris V) U — A TRiMEZ Ri7= 72> 7= 70

M5 EINET, 7740 FTHE &E7O0CABIOEL—F —ITTXRTOD

HARHENE DL TENET, 2L, BARELZREL T 78X %2 3 5I12H]
Re2ZEMNTEET,

» PRIV FILE LINK ANY - 7Ot ZAHFDHER) UID SO UID AT 25 7 7 A
WANDN—=RY 27 ZEfTE5RIICLET,

m PRIV _PROC_EXEC- 7 HOt A7/ execve() ZIFONHESLHICLET,

= PRIV PROC FORK- 7 Tt A7 fork(). forkl(). E7zld vfork() ZMEUNHES X
ICLET,

m PRIV PROC SESSION- VO AN T FINEREFLZD, Ly aéoro
TAZBHLEZDTESLLDICLET,

= PRIV _PROC_INFO- 7Ot AN, METOLANI VI ERETESL O
DD TOCADAT = AEFRENDEIICLET, ZORHENRNE
. /proc D FICARD ZEDOTERNW T O AITHRL Z LT TEER A,

" PRIV FILE READ- JOECANT 7y A IV AT LNDA TP 7 M EHHID T
EMTELXDITLET,

" PRIV FILE WRITE- VOV AMT 7y AN AT LANDOF TP 27 NEEBETE
5EDITLET,

= PRIV NET ACCESS- 7' Ot ZAZTCP. UDP. SDP. £7/lISCTP v hTU—/ T
RRA 2 NEFA -T2 TELLDITLET,
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BONE. 70T MBI SEARMEL FERTIER< Yy hELTEDDSTS
WERH D FT, 5T UL, OracleSolarisOS DT v 75— K TU YU —Z3IN/=
HAMEOTNTHN, oY TICEENL I ENMRIFESINET, 2L, Jay
TLIHE Ly hEEIHT EE, REREAREHEEZREL, TOV I A
WL BERMORMHEZBINT 5 ENEETT, LA exec) T 7O A%
KT LW OV T A TIE. proc exec MR A TIZTHRETT,

. Ty AV AT LR

= System V 7 0t ZARiE#(E (IPC) Rt

s Xy MU — UKk,

Ot AR,

n AT LR,

Oracle Solaris FH & B D2 R/ —EIZT DWW T, privileges(5) DX =2 7 )b
R=VZaHHRL TN,

3¥ -OracleSolaris 1%, V' — U HEEZRIRML L 9, ZOMEERZHHL TEHEE LY 7V
= a PETHORBSNZREZFRT TEET, FMIL. zones(s) 25 T
I, ZOV =D AT LADEFENOHEILS —>NO T O A EEHLZD
FTHLEZDTERWEZD, TOTOAICHT I NTORHED Y — ITRE SN
£9, L. BERGE, JEREY — O TERIET 2 RNV E K — >N
» 7Ot A2 PRIV_PROC_ZONEKiEZ A T £ 7,

HigEZERL/T7Rnoo3I2 0

IOt a TE BHEEBIETEEDODOA Y T2 —AICDWTHHL F
T, KT O TSI T T —ABERT I, RONY Y —T 71 )V
VBT D £,

#include <priv.h>

o, BMMNET TV —2a VBT L5 2 72— AOMRABIHRL £
ER

FHEDT — 5 E

Rt > 72— ATHEASNAERT—H T, ROEBDTT,

w BEHERL 4 OFHEIL. priv t IERICK > TEHEINET, priv t HOEKZE
FiHE ID SCFHNTHIIME T 212id. ROELDICLET,

priv_t priv_id = PRIV_FILE DAC WRITE;
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w ket R-REL Y M3 priv_set t T REERICK o TERBINE
T, F2-1 OB ZENILT H11E. Table 2-1 DRHMEREIERI B D W N0 2 i
ALET,

o FRERMER - 7y AV ERR T O A0 Y Y N ETHEITI NS BIEOTREEIT
priv op t ERICE > TEEHEINET, IXRTOEHEOFHLY NTITRTD
BUEDNE IR TR A, FllE, 31— [HEE2FEHL-707 53 >
71 OFHE Yy FOFBZESRL T<7Z3 W,

FRHERRIE & U THOE ATRE/R MBI, RO EB D TT,

m PRIV ON-priv set t iEARTEAINIELZ, fRES N7 71 IVEIZ
Tt ADRHEL Y RNTE LT,

m PRIV OFF -priv set t &R CERIHSNKHEZ, TBESNZ 7 v 1IIVERIZ
Tt A0 Y RN TEH Z7ICLET,

» PRIV SET-fRESI N7 7 IV E7213 70t 2 OkEY v FINOKHE
Z. priv_set t HGEAR CTERHINFRHEICERE L £9 . Z ORREARNZIZYIN
fEENTWz8E, PRIV SETIZRMEL Y N % none ICEREL £7,

YHEA YT 11— R

ROEFIL, BFHEEAERTH-200( T2 —AD—ETY, ZOXRITHENWT, =
R > T2 —ADN DOMITDNWTHBAL XTI,

£21 BHEEFERTI2001 5 T—A

L= BA# 2R
Kbz v D OIS EE setppriv(2), getppriv(2), setppriv() & getppriv() (33
priv_set(3C), AT LB L T
priv_ineffect(3C) 9, priv_ineffect() &
priv_set() I3 S EAEM D
Fw/N—TT9,
FEHEDRFE & 28 priv_str_to_set(3C), NS ORI, HEE I NR
priv_set to str(3C), MEEZI3FEL Y N EREDH
priv_getbyname(3C), MEERETRIIIYYyE T L E
priv_getbynum(3C), ER

priv_getsetbyname(3C),
priv_getsetbynum(3C)
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%21 FHEZHEHT D001 T2—2A (i)

=L EE28

W

KebEz v b OHRIE priv_allocset(3C),
priv_freeset(3C),
priv_emptyset(3C),
priv_fillset(3C),
priv_isemptyset(3C),
priv_isfullset(3C),
priv_isequalset(3C),
priv_issubset(3C),
priv_intersect(3C),
priv_union(3C),
priv_inverse(3C),
priv_addset(3C),
priv_copyset(3C),
priv_delset(3C),
priv_ismember(3C),
priv _basicset(3C)

TOv AT T DG ERE  getpflags(2), setpflags(2)

KL NIV DERERIE ucred get(3C)

N5 OREKIL. KFHED AT
J—ED4T, FAK, BEIO
Bty MEEICET 2HEEE
AL X9,

PRIV_AWARE 7Ot 27577
3. Ot AR E BT S
OMn, ThEH IO AN
A—=/N—A—HF—FFINDFT
EITEINH2ONERLE

3. PRIV_DEBUG l3KiHED T
Ny TRACERENET,

IN5ON—FE. 7

Ny 7 AR LRIV DT AT LT
CHL., BIOH—FIVIERH
LZETOBICHAINET.

=

setppriv(): $ERTE FH

FRMERR E H O EERIRUSL.  setppriv() TY . TOEUIRDEBD TT,

int setppriv(priv_op_t op, priv_ptype_t which, \
const priv_set t *set);

oplE. EFTOBMEBEEELET, op/STA—FITIE. KD 3 DOBONTIH

EIRETEEXT.

= PRIV ON-set ZEUZ K > THE S NRMEZ, which &> THRES Nty M

WZEML £9

= PRIV OFF —set 2RI X > THRESINIZRKMHEZ . which K> THRES Ny b

BMSHIBRL £9

® PRIV SET-set 28I X > TIHRESINIZRHMET. which \IZX > THRES N1y b

MIZEENIRHELZESIRATT
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which |21, BT 28MLy FOBEZIFELE T, ROWTNNERHEL £,

PRIV_PERMITTED
PRIV_EFFECTIVE
PRIV_INHERITABLE
PRIV_LIMIT

set \ICIE, AHBETHAINLEELZIREL T,
I 51T, GBI priv set() NI NTWET,

priv_str_to_set():41EV Vv E I A

INSOMKIT. BHEAZBEICYYE VT 58AICRIEET.

priv_str to set() &, TDT7 7 I U D—RIZBIETT . priv str to set() DX
ITROEBDTY,

priv_set t *priv_str_to set(const char *buf, const char *set, \
const char **endptr);

priv_str_to_set() I3HFHHES DL FHNZ G IBUTHD £, ZDOXFFN buf ITHE
INET, priv_str to set() WIRTHMMEDO Y NI, 4 DR Y hOWTh
MEHAEDLED T EMNTEET, **endptrid. WEITT I —DT )Ny ZHITHE
HATEET,

buf ICIZRDF—T—RE2EGHDHENTEET,

n aly 1 EBEFADOITRNTORMEZRLE T, lal, priv_name,...] OFERX
IR, BESNFEEZRS ITRTORMEZIEETEET,

E- Tpriv_set,“\priv_name, ...] ZHHT 2 OIFEE S NIFEO LY b SIE
EINTZRHEZID LD XY, ROty FEEEETIC Npriv_name,...| &

FHALBNWTLZI N, JTTICRIFELY RPfRESINTWRNE, #32ED

Rty b SIRESNIREZIRD RS 2 EITRD, FHELE FBHEN NI L

IZ72> TLEWVET,

= [hone) 13, FbER L ZRLET,

= [pasic] &, R UNIX ARV —T 4 2T AT LNOOATA VFHTTRTD
A=Y —IERN SR SN TN L EIEEFETTHRICHEERDEED Y b
ZRLULET,

BEDI—T 14 T

oty a>TiE, A=N—2—Y =TI &> THHEZHWVALT S HE
& BRAFHEET IV EM > THRHEZHWIAR T 2 EZ L £,
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RA—/N—A—YHY—FF )L TOEFEDRHE | IAH
ROBITIE, A—/N—D—H—FF ) THEHEREZFVALT 2 HEELLET,

Bl2-1 A —/\— IL—H —RHE D PH VYA B
/* Program start */

uid = getuid();
seteuid(uid);

/* Privilege bracketing */
seteuid(0);
/* Code requiring superuser capability */

/* End of code requiring superuser capability */
seteuid(uid);

/* Give up superuser ability permanently */
setreuid(uid,uid);

R/ISET T )L TOEEDEH | IAL

ZOBITIE, B/INFFHET T )V CHEHERIEZ I VVIAART 5 HiEZRLET, ZOHIT
3, ROLHITREL ET,

. 075 A setuido TH 5.

» setuid 0 DFREREL T, FFalan/ztty M EEGDTY MIRA), TXTORMEIC
RESNTND,

» MUK ATRER Ty MIEA). BARHEICRES N TN S,
o iRty MI&EA), TRTORMEICRE SN TN S,

I—RYUZARMIHNT, ZOFIDFHWEND D XTI

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0— KRB =557 >0—-RT5 &
HIHET T, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2R L TL/Z &
Uy,

Bl2-2 T/ INRFHE D PH VA F 4]

1 #include <priv.h>

2 /* Always use the basic set. The Basic set might grow in future
3 * releases and potentially retrict actions that are currently
4 * unrestricted */

5 priv_set t *temp = priv_str to set("basic", ",", NULL);

6 /* PRIV_FILE DAC READ is needed in this example */

7 (void) priv_addset(temp, PRIV _FILE DAC READ);

8 /* PRIV_PROC EXEC is no longer needed after program starts */
9 (void) priv_delset(temp, PRIV_PROC EXEC);
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Bl2-2  He/INFFME OD BH U IA A1 (=)

10 /* Compute the set of privileges that are never needed */
11 priv_inverse(temp);

12 /* Remove the set of unneeded privs from Permitted (and by
13 * implication from Effective) */
14 (void) setppriv(PRIV_OFF, PRIV _PERMITTED, temp);

15 /* Remove unneeded priv set from Limit to be safe */
16 (void) setppriv(PRIV_OFF, PRIV LIMIT, temp);

17 /* Done with temp */
18 priv_freeset(temp);

19 /* Now get rid of the euid that brought us extra privs */
20 (void) seteuid(getuid());

21 /* Toggle PRIV_FILE DAC READ off while it is unneeded */
22 priv_set(PRIV_OFF, PRIV EFFECTIVE, PRIV FILE DAC_READ, NULL);

23 /* Toggle PRIV_FILE DAC READ on when special privilege is needed*/
24 priv_set(PRIV ON, PRIV EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV _FILE DAC READ off after it has been used */
27 priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ, NULL);

28 /* Remove PRIV _FILE DAC READ when it is no longer needed */
29 priv_set(PRIV_OFF, PRIV_ALLSETS, PRIV_FILE DAC READ, NULL);

ZO70OY I LTI temp EVWD AFDOEBNERINE T, temp BEIE, ZO7
075 N TAERKHEDOEY NZ2HELET, £ 51THT. temp NIEAKHE
Ty FEeBOEDITERINTWET, 71THT. file dac_read Kt/ temp (2B
INTWET, proc exec FHEIL, HL W7 Ot ZITH L Texec(1) ZEITT D720
WRHETIN, Zo7a7 I ATIEFIINTWER ., LERS T, 917H

T. proc_exec M temp MHHIFRINTNE T, TMNT. exec(1) AY > R&EM > TH
LW OEAZETTERIEDET,

ZORHTtemp TEENTNDDIX, ZOTOT T LNKEET HEHMEZ T, DF
DHEAL Y ; +file dac read-proc exec TG, 111THTIE, priv inverse() B%k
M, temp DREZFTE L. temp DEZZTDOREMEIZCU Y FLTWET, ZOKER
id. fBEEI Nty b (ZDHEE temp) ZFJREIR T X TORED Y S EL 5]
WERERTY, NITHZETLUAME. temp i3, 20T 0OV I LN EE LxN
FHENEZENTWET, 141THT. temp ITXK > TERS NI AELRFHEN, FFof X
Nty EDHSELBIDNTNET, ZOHIBROIER, 2N 5 ORHENERNt Y h
MO BHIREINET . 161TH T, ANERFHENGIPRtE Y RO SHIBRENTNE

T, 181THT. temp ZEIIMBIINTVET, EWVDDH, temp [ LR L 72N
MH5TY,
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D707 T MIEEICHIGLTWET, L5 T, 20785 T ATl setuid
SN, 20 THTEYUID NI —F—DEBEOUIDICU Yy hENTWE
—é—o

22fTHTIL, file dac read FitEZFENty RS HIERT 5 2 & T, T ORHENTES)
fbENTWET, EBEOT OV T L TIE. file dac read DNAE & I NDHGIT, 5
MOMENTONET, 2O >IN Tary I A TIE 2551T7HTT 71 IV & HAHE
BHFRIZ file dac read AL/ D ET, L7z/N> T, 24fTHT file dac_read VH
PMEENTNET, 77 MV OHRAID%HT <IT, file dac_read NFEXL Y Fn 5
BEARREINTVET, IXRTOT 7 MIVOHRAWMONTTTSHE, TRTORHE
v RO file dac read &4 7129 5 Z & T, file dac read MFEEICHIFRENT
WET,

KROFZ, 707 T LETHORELZY NOBBERLZHDTY, ITHENER
INTNVET,

x22 FitEt vy N DER

2Ty T temptzv b BRI SNISELY b ROSERY FIRRYFEE v b
FIHIIREE - all all all
S517H —temp ZEARITREL £ A all all all
ER
71TH - file dac_read & temp IZ38 A + all all all
mL %9, file dac_read
9fTH -proc_exec & temp M HHIFR  FHAR + all all all
LET, file_dac_read -
proc_exec
1117H -temp ZREL £, TR - (HA+ all all all
file dac read -
proc_exec)
UiTH -l snzty FNOAR  IXNT-(FEE+  HE+ B + all
TR A TICLUET, file dac read - file dac read - file dac read -
proc_exec) proc_exec proc_exec
1617H -fillRzy FNOAEZRE IXT-FEE+ HE+ FA + HA 4
a2 7IZLET, file dac_read - file dac_read - file dac_read - file dac_read -
proc_exec) proc_exec proc_exec proc_exec
1817H ~temp 7 7 1V &ML E - B + B + HA +
ER file dac_read - file dac_read - file dac_read -
proc_exec proc_exec proc_exec
21TH - B/ D ET - HA —proc_exec HA —proc_exec FAR +
file dac read 4 7IZL £ T, file dac read -
proc_exec
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FHEET 7Y T -2 3 VRARODHA RS>

%22 FilEty NOER (&)
ATy tempz v b FRIESN/HERY b RUtHER Y b HIRRYFEL v b
241TH - bEITHR U T - HEA + HEA + HEA +
file dac read 4 ICLET, file dac read - file dac read - file dac_read-
proc_exec proc_exec proc_exec
2717 H - read() #1E#% - HA —proc_exec  FEAR -proc_exec FER +
[Zfile dac read 4 7IZL £ 7, file dac_read-
proc_exec

291TH - REIZ/2o 7

- %Zfi —proc_exec %ZK —proc_exec %2’_( —proc_exec

file dac_read 9 X TDt v b

SHIFRL £

HEMET 7 U T —2 a3 VRARDHA RS A >

38

Zotra T BHMNEY T U —2a 2 2RET 2O

R RITHEE

[/ ij—o

OracleSolaris 11 £F+ 2 U7 1 —H—ERBEHSA K

BREES N2 AT LD MM ET TV r—2a > OF )Ny TIEARBE > A
TLAETRLUTTORETED D FHA. FNERBFHENEY T r—2a %
FETI2E EF U T —DHEBONDSAREENRDH D 7.

Y2 ID % E: FFOH Lo 7 Bt Z0ERhw FNIC proc_setid FiHENE 4
TWwixhe, To7otAld1—3—1ID, ZIL—7ID. F/=I13EHZI)IL—7 1D
EERTEER A,

HAEFVAADIEH: 7 7 r— 3 O 0VEER T 258, 2 ATLDO®
FaFa—RY—FA—-N—F41 RaNFT., WEEBEREZGRICIST L
DIENE D, FVIARZE S TRHESY A7 213 BRI T H2H0ENDH D £
T, BtEZPHVABZT D HEICDWTIE, 34R—20 HeEpd1—54 27
#l) #ZRLTLIEI N,

FEARKEHEDN D10 %2 e/ NR DIERIEITITHEARHEN L EL TS, Rt =Y 7
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/* Define override privileges */
priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC_READ,
priv_FILE DAC WRITE, NULL);

priv_addset(override privs, PRIV _FILE DAC READ);
priv_addset(override privs, PRIV_FILE DAC_WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {
/* turn off privileges */
setppriv(PRIV_OFF, PRIV _EFFECTIVE, override privs);

/* Authorized users continue to run with privileges */
/* Other users can read or write to their own files only */
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13 /etc/pam.d/plock ND., RO T —E AT 2 —ILF A T auth IZHIT 5
H—E XL plock ITHERL SN TWVWAED a— )V EES L 9, plock i —EZAD
auth T2 B U setc/pam. conf E 7zl /etc/pam.d/plock ICHFEFE L7/ WHE

13, other —E A D auth T s U 7N /etc/pam.conf TR I, BEIC
/etc/pam.d/other 7 7 1 )V THREBINE T,

3. YA b OAMIEZHREL XTI,
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B TId. pam acct mgmt(3PAM) B¥tZifH L C. L —TF—DT7HhHT > DK
AR LUET, ZOFTIE, pam acct mgmt () 23X AT — RDEZNIRE % MR
LE7,
pam acct mgmt () B%E. PAM_DISALLOW_NULL AUTHTOK 7 7 &L £
9, pam acct mgmt() 7 PAM_NEW_AUTHTOK_REQD %X 3 &3, #23
I—HY—|Z/NAT— ROEHEEFHA]T B2, pam chauthtok(3PAM) INFETNH
INET,

4. NAT— ROBFHHBRNYINTNDE ZENT AT LTI > THRBENZ85E
&, ==X AT— ROEHEZ®RHIL £7,
FITIE.  TERIh) NREINDETIV—T7ZH L T pam chauthtok() ZIFUNH L
F9, I—HP—DRFEER GEFIZ/SAT— R) OLFEIZEI L 728
£, pam_chauthtok() BEEIE TpkDh) ZIRLU X9 . ZOHITIX. TEIh NREN
HDETI—TNELET, BFIET TV r—2a 2T ETTDH5ETORKR
friogzde L ET,

5. pam setcred(3PAM) ZIMENH L £9,

pam setcred(3PAM) BI%IT, I —H—&EM DML, 25, HIBRZITOBRICHHE S
NFET . pam setcred() Il T—H—iLDO%E TRICIFOHENET, 0D
MEH LI, 7hAY > FORKGESE T, Yy a ot =7 hiicfrbng
T, FilLWwal—HF—t v a 2T 55513, pan setcred() BIET
PAM_ESTABLISH_CRED 7 7 7 ZffiflHL £, lockscreen DFHD L D

2. vy alinBtEty s a  OEFRTH S5, pam setcred() &
PAM_REFRESH_CRED 7 77 & E HITHOHTRETY, su A LZDEED
RENEZFEZITZ0TIHEDOLDIC, By a lBKELEET 5

. pam_setcred() Z PAM_REINITIALIZE_CRED 7 7 & &E HITIENHTRET
ER

6. PAMtyaz/7O0—-AL%ET,
PAMt v a &, pam end 3PAM) BB LICK> T/ O—XLET, £
72, pam end() 1Z. TRTDOPAM YUY — A &ML £,

ZDOPAM > a—xXT7 TV r—2a D) —Ad— Rz, RIRLET,

F-ZDOYV—Ad—REllZ, Oracle¥ 7> O0—RE Y —n565 7> 0—-R9T5 &
HEJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z &
2
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/*
* Copyright (c) 2005, 2012, Oracle and/or its affiliates. All rights reserved. */

#include <sys/types.h>
#include <stdio.h>
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#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <signal.h>

#include <pwd.h>

#include <errno.h>

#include <security/pam_appl.h>

extern int pam_tty conv(int num_msg, struct pam message **msg,
struct pam_response **response, void *appdata ptr);

/* Disable keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */
static void
disable kbd signals(void)

{
(void) signal(SIGINT, SIG IGN);
(void) signal(SIGTSTP, SIG IGN);
(void) signal(SIGQUIT, SIG IGN);
}

/* Terminate current user session, i.e., logout */
static void
logout ()
{
pid_t pgroup = getpgrp();

(void) signal(SIGTERM, SIG IGN);
(void) fprintf(stderr, "Sorry, your session can’t be restored.\n")
(void) fprintf(stderr, "Press return to terminate this session.\n")
(void) getchar();
(void) kill(-pgroup, SIGTERM);
(void) sleep(2);
(void) kill(-pgroup, SIGKILL);
exit(-1);
H

int
/*ARGSUSED*/
main(int argc, char *argv)
{
struct pam conv conv = { pam tty conv, NULL };
pam_handle t *pamh;
struct passwd *pw;
int err;

disable kbd signals();
if ((pw = getpwuid(getuid())) == NULL) {
(void) fprintf(stderr, "plock: Can’t get username: %s\n",
strerror(errno));
exit(1l);
}

/* Initialize PAM framework */
err = pam_start("plock", pw->pw name, &conv, &pamh);
if (err != PAM SUCCESS) {
(void) fprintf(stderr, "plock: pam start failed: %s\n"
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pam_strerror(pamh, err));

exit(1);
}
/* Authenticate user in order to unlock screen */
do {
(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw name);

err = pam_authenticate(pamh, 0);
if (err == PAM_USER_UNKNOWN) {
logout();
} else if (err != PAM SUCCESS) {
(void) fprintf(stderr, "Invalid password.\n")

}
} while (err != PAM_SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam acct mgmt(pamh, 0)) {
case PAM_SUCCESS:
break;
case PAM USER UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;
case PAM NEW AUTHTOK REQD:
/* The user’s password has expired. Get a new one */
do {
err = pam_chauthtok(pamh, 0);
} while (err == PAM AUTHTOK ERR);
if (err != PAM SUCCESS)
logout();
break;
default:
logout();

if (pam setcred(pamh, PAM REFRESH CRED) != PAM SUCCESS){
logout();

(void) pam_end(pamh, 0);
return(0);
/*NOTREACHED*/

ZTDth DB A7: PAM E8%

MRt OHHMZ Y U r—3 3 > #3-1 Tld, FEPAM B DS HIFADEFEEL H
RSN TWERL,. 20187 a > Tld, TOMDAET7: PAM BEEZ W< DGR
MTLET,

pam_open session(3PAM) BE¥i3, I —H—FBRNRINIL=dH &, Hlnvktya
EA—T T BRI ENET,
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PAMED 2 =)V (77U r—2a)idn< oo HiETa—Y—LlETEET,
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BT R E T A N E L SHEMINCT S EE, P—EXEDa—I)VOEET
HDZEITHEELTLEI N,

Kt EERIEL D pam_tty conv() Z. KRITIRLFET, pam tty conv() DEIEITRDEH
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num_msg- Z DBIEUITIE S NDE Ay E—T D,

tess — L—HT—INE DAy E—J2MT2)Ny 77 —~NDIRA{ >4
Hresp - L—H —~\DIGEZEMNT /Ny T 7 —~\ORA >4,
my_data-7 TV —a T = NDRA 2H,
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J—DED Y TIE, ZON—F OB TOLERDDXT, RAHE
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HHJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72X
2

%13-2 PAM K 5ERE R

/*
* Copyright (c) 2005, 2012, Oracle and/or its affiliates.
* ALl rights reserved.

#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI"

#define ~ EXTENSIONS
/* to expose flockfile and friends in stdio.h */
#include <errno.h>

#include <libgen.h>

#include <malloc.h>

#include <signal.h>

#include <stdio.h>

#include <stdlib.h>

#include <strings.h>

#include <stropts.h>

#include <unistd.h>

#include <termio.h>

#include <security/pam_appl.h>

static int ctl c; /* was the conversation interrupted? */
/* ARGSUSED 1 */

static void
interrupt(int x)

{
ctl c =1;
}
/* getinput -- read user input from stdin abort on ~C
* Entry noecho == TRUE, don’t echo input.
* Exit User’s input.
* If interrupted, send SIGINT to caller for processing.
*/

static char *
getinput(int noecho)

struct termio tty;

unsigned short tty flags;

char input[PAM MAX RESP SIZE];
int c;

int i = 0;

void (*sig)(int);

ctl c = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
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tty flags = tty.c 1flag;
tty.c 1flag & ~(ECHO | ECHOE | ECHOK | ECHONL);
(void) ioctl(fileno(stdin), TCSETAF, &tty);

}
/* go to end, but don’t overflow PAM_MAX RESP_SIZE */
flockfile(stdin);
while (ctl c == 0 &&
(c = getchar _unlocked()) != "\n’ &&
c = "\r" &&
c != EOF) {
if (i < PAM_MAX RESP SIZE) {
input[i++] = (char)c;
}
}
funlockfile(stdin);

input[i] = "\0’;
if (noecho) {
tty.c 1flag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);
(void) fputc(’\n’, stdout);
}
(void) signal(SIGINT, sig);
if (ctl c == 1)
(void) kill(getpid(), SIGINT);

return (strdup(input));

}

/* Service modules do not clean up responses if an error is returned.
* Free responses here.

*/

static void

free resp(int num msg, struct pam response *pr)

int i;
struct pam response *r = pr;

if (pr == NULL)
return;

for (i = 0; i < num msg; i++, r++) {

if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);
r->resp = NULL;
}
}
free(pr);

}

/* ARGSUSED */

int

pam_tty conv(int num msg, struct pam message **mess,
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struct pam response **resp, void *my data)

struct pam message *m = *mess;
struct pam_response *r;
int i;

if (num_msg <= 0 || num_msg >= PAM_MAX NUM MSG) {
(void) fprintf(stderr, "bad number of messages %d "
<= 0 || >= %d\n"
num_msg, PAM_MAX NUM_MSG);
*resp = NULL;
return (PAM_CONV_ERR);

if ((*resp = r = calloc(num_msg,
sizeof (struct pam_response))) == NULL)
return (PAM BUF ERR);

errno = @; /* don’t propogate possible EINTR */

/* Loop through messages */
for (i = 0; 1 < num_msg; i++) {
int echo off;

/* bad message from service module */
if (m->msg == NULL) {
(void) fprintf(stderr, "message[%d]: %d/NULL\n"
i, m->msg style);

goto err;
}
/*
* fix up final newline:
* removed for prompts
* added back for messages
*/
if (m->msg[strlen(m->msg)] == '\n’)
m->msg[strlen(m->msg)] = '"\0Q’;

r->resp = NULL;
r->resp_retcode = 0;
echo off = 0;

switch (m->msg style) {

case PAM PROMPT ECHO OFF:
echo off = 1;
/*FALLTHROUGH*/

case PAM PROMPT ECHO ON:
(void) fputs(m->msg, stdout);

r->resp = getinput(echo off);
break;

case PAM_ERROR_MSG:

(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);
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break;

case PAM TEXT_INFO:
(void) fputs(m->msg, stdout);
(void) fputc(’\n’, stdout);
break;

default:
(void) fprintf(stderr, "message[%d]: unknown type
"osd/val=\"%s\"\n"
i, m->msg style, m->msg);
/* error, service module won’t clean up */
goto err;

}
if (errno == EINTR)
goto err;

/* next message/response */
m++;
r++;

}
return (PAM_SUCCESS);

err:
free resp(i, r);
*resp = NULL;
return (PAM CONV_ERR);
}

PAMY —EXZRHETHED 12 —)LDELHR

IOt a T, PAMY—ERZAED 2 =)Dtk FiEEHHAL £ 7,

PAMY—EXR7ONA YT DEMH

PAM B —YE ZXAET 2 —J)UIE, pam get item(3PAM) & pam set item(3PAM) Z{fi—>TY
=2 a lDBEEEITVWET, Y—EZXAEY a—I)VFELTO@EEIC
Id. pam get data(3PAM) & pam set data(3PAM) MEHINET., F—7 O/ k
NOY—ERAEY 2 VHTT =Y 2T 20BN HH5E, To702 b
NT—RICREDLT—YADMIINET, TOHE, Y—EXEI 2—IUid, B
pam get data() & pam set data() Zffi>o TZDT—F EHEFTEET,

Y—EAET 2L, ROZFEEOPAMED I— ROWTNNEIRTHEND D
i-a—o

= PAM_SUCCESS: ZRENTNSHRY T —IZABL TWS EWD HEMRIRE
., BYa—IMTiso 28HA,
» PAM IGNORE: EZ 2 —I)LVRY > —REZEIfTORN S 256,
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= PAM_error: B a—I)VBINL TWERENERM L 2856, errortd. VAT
==K, Y—ERAEZ 2 TICEEDI—FDOWTNNTT . HIO
P—EAEI2a— NI TOLIT—d—RfEAEE L, TT—T—RiZDONWT
I&. pam_sm_module-type DX Z a7 IIR—TEHMIL T30,

1 DD —EZEY a—IVNICEBOBENE ENTNWBEEE, 215 OEEITZEN
FIUERDED a—INIZRBTH 2RO LET, THTBHIET. VAT A
EEEZ, R —ERRFICI D EDMMANHIEZITAS X DI/ ET,

LW —ERAET a2 LSS, BTV Za Y I R—=22 407 %
MERHDET, XZaTINR=I2E, ROEHREGDDHENHD T,

BV a2 ZITFANDSEIE
EDa—IMNEEL TNWDEITRTOREEK,
TITAY XLIZHT BT 57 DR,
WEEINDZTRTDOPAM T A1 T Lo
ZDEZa—IVIEAEDOII—RD I— K,

P—EAET 2 —)VE, Ay t—TZfd 57200 PAM_SILENT 7 5 7/ Z B H

LT EMROENET., TN\ TIEHRE syslog ;nﬂﬁ'd_é V&, debug 5B ZEFRET

L EEBEHOLET, TNy VIERERLET 5113, syslog(3C) i FHIRFIZ

IDQMHH&umjmweéﬁﬁbi?O%@@@%yt~ym\umjum&

Y/ E A RE L Tsyslog() ICEDRETT, openlog(3C). closelog(3C).

JZU\ setlogmask(3C) ENWI3DOBEEIEY TU S — 3 > DOREITE wé’?%ﬁ'—?ié
RUTHALRZNWTLSZS N,

PAM 7 ONA Y H—ERXED 12— )LD

ZZTlE. PAMY—EZREZ 2a—)VOFIZERLET., ZOFTIE, ZT—F—NZD
Y —EZANDT 7 AMHFAEINTNBE T I)I—T DA )N— #ajﬂéﬁ%bi
T, TaNAFIE, RIOBEITT VAR L, RMOEEIC
T—Awt—TE2O0 IZEELET,

ZOBITIE, ROFIREFETLET.

1. PAMBERNS COED a—IVIZESI AT a > 2T L E T, pan.conf(4)
ML TSI,

ZDEYa—)VE. nowarnFd 7T a B WdebugA 7> a >, ISICEADA
Tagroup BZIFTANET, group A T a EFERTEESE. 774 KT
FHEXNS 7 IV—"T root LANDEED VI —TITRLTTY 7 v A ZHFIT5LD
WCEDa—IVEBRTEET, ZoflIicOVTIE, V—ZAdI—ROD
DEFAULT_GROUP DEFAZSMWL T LI, AR VI —T staff lT@T
51— —I2X 5 telnet(l) 7 7 A ZFH T 5HIT1d. /etc/pam.conf D telnet A
7B ROITEHEHATEET,

telnet account required pam members only.so.l group=staff
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[IZED setc/pam.d HEEL TlE. /etc/pam.d/telnet WIRDITNEZ EN T T,
account required pam members only.so.l group=staff

2. A—HY—%, H—EX%, BIXOKRAMAZEREL ET,
I—H¥—4F, BIEOI—Y—%%Z PAM/\> BILNSED H
9, pam get user(3PAM) DU LICK > THRGENET, I—HF—ZHNRES
NTWRWEE, 77 2ARBEGINET, —EXHAERA N
1. pam get item(3PAM) DMENH LIZ& > THISEESNET,

3. AN D EMERGEEL £,
I—HY—FZNHESNTNRWGEES, 778X 3ESESINET, AT
W—TNERINTOWRNWGEE, 77 EARBEGINET,

4. BIEOI—H =0, ZORAANDOT 7 ANHFAINTWDRHRT I —T D A
ON—THHIEZMHRL. 7 AZIHFAIL X,

FADZIN—TNERESN TN THAIN=—DNIDHEENTVAVESIE. =
DEZa—IMNEDTHT > MEEET O ZIZHB ML eI & 2R
9, PAM_IGNORENRESNFET, HEIL. A v 7 EDOIENDOED 2 —)VICE
NHENET,

5. I—H =KL —T DA N—TIFRWEAIE., 77 AN EGESINZ &
EA—Y—IZHALERIA v E—2ERLET,
Avt—T207ICEELTIOAIR MERELET,

ROBINE., PAM 7ONA FH DY — A 21— RTY,

F-ZOYV—ZAd—RENE, Oracle¥ 7 >O0— Rty —mnud o> O0—RT52 &
HA[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2R L T /Z &
VY,

#13-3 PAMY—EZAED 2 —)LH

/*
* Copyright (c) 2005, 2012, Oracle and/or its affiliates. All rights reserved.
*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>

#include <string.h>

#include <syslog.h>

#include <libintl.h>

#include <security/pam appl.h>

/*
* by default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT GROUP "root"
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static char *NOMSG =
"Sorry, you are not on the access list for this host - access denied.";

int
pam_sm_acct mgmt(pam_handle t * pamh, int flags, int argc, const char **argv)
{
char *user = NULL;
char *host = NULL;
char *service = NULL;
const char *allowed grp = DEFAULT GROUP;
char grp buf[4096];
struct group grp;
struct pam conv *conversation;
struct pam message message;
struct pam message *pmessage = &message;
struct pam response *res = NULL;
int 1i;
int nowarn = 0;
int debug = 0;

/* Set flags to display warnings if in debug mode. */
for (i = 0; i < argc; i++) {

if (strcasecmp(argv[il, "nowarn") == 0)
nowarn = 1;

else if (strcasecmp(argv[i], "debug") == 0)
debug = 1;

else if (strncmp(argv[il, "group=", 6) == 0)
allowed grp = &argv[il[6];
}
if (flags & PAM_SILENT)
nowarn = 1;

/* Get user name,service name, and host name. */

(void) pam_get user(pamh, &user, NULL);

(void) pam get item(pamh, PAM SERVICE, (void **) &service);
(void) pam get item(pamh, PAM RHOST, (void **) &host);

/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG_AUTH|LOG DEBUG,
"%s: members_only: user not set", service);
return (PAM USER UNKNOWN) ;

}
if (host == NULL)
host = "unknown"
/*
* Deny access if vuser group is required and user is not in vuser
* group
*/

if (getgrnam r(allowed grp, &grp, grp buf, sizeof (grp buf)) == NULL) {
syslog(LOG _NOTICE|LOG AUTH,
"%s: members only: group \"%s\" not defined"
service, allowed grp);
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return (PAM_SYSTEM ERR);
}

/* Ignore this module if group contains no members. */
if (grp.gr mem[0] == 0) {
if (debug)
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: group %s empty:
"all users allowed.", service, grp.gr_name);
return (PAM IGNORE);

}

/* Check to see if user is in group. If so, return SUCCESS.
for (; grp.gr mem[@]; grp.gr mem++) {
if (strcmp(grp.gr_mem[@], user) == 0) {
if (debug)
syslog(LOG AUTH|LOG DEBUG,
"%ss: user %s is member of group %s.
"Access allowed.",
service, user, grp.gr_name);
return (PAM_SUCCESS);

}

/*
* User is not a member of the group.
* Set message style to error and specify denial message.
*/

message.msg_style = PAM_ERROR_MSG;

message.msg = gettext(NOMSG);

/* Use conversation function to display denial message to user.
(void) pam get item(pamh, PAM CONV, (void **) &conversation);

if (nowarn == @ && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata ptr);
if (debug && err != PAM SUCCESS)
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: conversation returned
"error %d (%s).", service, err,
pam_strerror(pamh, err));

/* free response (if any) */
if (res !'= NULL) {
if (res->resp)
free(res->resp);
free(res);

}

/* Report denial to system log and return error to caller. */

syslog(LOG NOTICE | LOG AUTH, "%s: members only: "

*/

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM_DENIED);

BE3F . PAMT T U —2 3 BLUPAMY —E XD
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typedef struct gss_buffer desc_struct {
size t length;
void *value;

} gss buffer desc *gss buffer t;

gss_buffer tid. T LIMERANDRA ¥ TY, XFHNT. N5 2HHT S
BEIEICIE I RIIC gss buffer desc HOERICEAHL THSDBLERH D ET, ROHIT
13, LAHBY78 GSS-API BE 2 fli> T, EFAIDOA Yy —JICR#EZHEHAL TWE
@‘O

Bla-1 GSS-APLIZ BT B XXFEHI D %

char *message string;
gss buffer desc input msg buffer;

input_msg buffer.value = message string;
input msg buffer.length = strlen(input msg buffer.value) + 1;

gss generic function(argl, &input msg buffer, arg2...);

gss_release buffer(input msg buffer);

Z ZT. input msg buffer i, #& TWFIZ gss release buffer() Zff> TS B4
ENH D RITERL T ESI N,

gss_buffer desc A 727 MILFHZFITHEHINEZDITTIEHOERHA, =&
AW, =2 2% gss buffer descA 7/ FELTUHENET, FML, 77
NR—=2D [GSS-API b= > | Z2ZRL TS,
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A= R EINEZTXRTOARNIIBEET 2 [Hai8) NE0 L TENET, Akl s
W TOAATORREZRT DT, AHTRICDONTIE, 74 X—2D [GSS-APID
OID| ZZMWL T EIWV, ARRLRIHO—EIIDOWTIE, 251 X—2 D (447
Bl 22T ESIN,

gss_import_name() DHESLIIRD EHB D TT,
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OM_uint32 gss_import_name (

OM uint32 *minor-status,
const gss buffer t input-name-buffer,
const gss_OID input-name-type,
gss_name_t *output-name)
minor-status EROBWENSREINDIAT—HF AO— R, 76 X"—

D [GSS-API AT —X ZAd— R ] #BRLTLIFI N,

input-name-buffer 1 > AR — b INTZAFIDHKEN S 115 gss_buffer desc fitifk, =
OR&ERIZ. 77V — a ITHRIITE D 24T 20580
HOVET, 66 X—TD [GSS-API DX FHN EZNITHET 5
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Uor—2a > TOMAK T, gss_release buffer() Zffio T
T 2 ENDH D X7,

input-name-type input-name-buffer DR gss_0ID. 75 X—"D [GSS-API
BT 24T 2SRLTIEZIN, £z, 2551 R—20 [#
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output-name %ﬁﬁ’&"%”ﬂyé gss _name t %J‘ﬁﬁio
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0. gss_import name() DFHEZEZRL TWET, £T. EHOLFEFHIN

gss _buffer desc FEIRICIHFAINTNE T, KRIT. ZDLFHIA. gss_import name
() IZ&L > Tgss name t HEEARNITHMI N TNET,

#la-2 gss_import name() () D F il

char *name string;
gss_buffer_desc input_name buffer;
gss_name_t output name buffer;

input_name buffer.value = name_string;
input name buffer.length = strlen(input name buffer.value) + 1;

gss_import name(&minor status, input name buffer,
GSS_C_NT_HOSTBASED SERVICE, &output name);

gss_release buffer(input name buffer);

1 iR — h NN AEPHFEODZEATERTES LI, LD
gss_buffer t 7727 NIRRT I EMNAIRETT . £3UTIE. gss_display_name() %
FHLET., 72720, gss display name() I&. FEROXFINNILERUETHS I &
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1DODON—2a e, BN SRESNLHDON—2a VINEEN D[RR H
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gss_canonicalize name() ZEITT H2MLENH D ET,

L. gss_export name(3GSS). gss_import name(3GSS). BLN
gss_canonicalize name(3GSS) ZZHRL T Z Xy,

GSS-API D OID

72 =7 N#EBIT (Object Identifier. OID) Id. KD X D727 —% T 5 & =1
fFRLET,

w TFR U T —HEE
= QOP - Quality of Protection (f&7& /&) DfE
LAY it

OID I, GSS-API D gss 0ID desc SR ICKHMINE T, KROBID I DI, GSS-API
13ZF OREEARNDRA >4 gss 01D 2t L 7,
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GSS-APIDEEHLER

#l4-3 OID DHEEA

typedef struct gss OID desc struct {
OM uint32  length;
void *elements;
} gss OID desc, *gss OID;

I 51T, 1 DL ED OID % gss 0ID set desc HEKICHMT 22 EHTEET,

#la-a OIDt v  OHEEK

typedef struct gss OID set desc struct {
size t count;
gss 0ID elements;
} gss OID set desc, *gss OID set;

FE-T7 7Y —2 3 Ulid free() TOID Z2fRINT HZRETIEH D FH A,

GSS-API [CH T B4 & QoP

GSS-API T, T A Fa T4 —HEELT7 T r—a  INBIRTESL51C
o TWETMN, GSS-APINERL7=T 74 )V SO EZ TE R0 R T 24680
HOET, FEKIT, GSS-APITIE, T— Y REOREREL NN ET SV r—a
MRETEDLIDICHESTVETN, TN FDQOPZETEARDEHT 2/
MHOVET, TT7HI MO EZTAND Z EE2RTITIE. X713 QoP 21
9 DBEEUTME GSS ¢ NULL oID ZH[E & L TIEL £9.,

FE-tFU T A E/213QOP ZBI/RIICHRE T 5 T &ld. GSS-API O H
MICKLET, ZHOLEEEORNIL. 77U r—2 a3 > oBiEEZ2HEL £

T, 1EFND GSS-API FEHIL, D QOP £/-13EZEX L = HiETHR—FLTW
BWAREME N B D £ 9, 72720, {18k D [OID OFFE ] TIE. FIF ATAE 2R
QOP ZH1% Ak L., ENS DBINAKIZTONT, EHICHHL TWE T,

GSS-API [CH (T B & RIE

QOP &tF 2T 4 — DTN, ARIRZRT ZDIZH OID NMEHINE
7. Atk Eld, BEETLAMOBRERTHDTT, L&A

IX. gss import name() BIEUIERDF T Z SCFFIMN S gss name t BT L £
N ORI T RELFIOERZSED 1 DELTRITROET, &
&, £HEi%IAY6SS C NT HOSTBASED SERVICE TH S e, Z DRI, AhEIniz4
A28 service@host X TH B S HIW L 97, #ARTHIAYGSS C NT_EXPORT NAME TdH 55
By ZOBEILGSS-API Y AR — A ZEMIFELET, 77U r—2a > id

BA4E . GSS-API E(ERT AT U —3 3 Dtk 75



GSS-APIDEERER

gss_inquire names _for mech() B ZfEA I 2 L., fEE L THEATE 24018
ZHI DI EMTEET ., GSS-APLIZ K > THAI NS ARTRO—EITDNWTIL, 251
R=20 4R 22RLTZIN,

GSS-API AT —4# XA — R

T RTD GSS-API BRI, BEER DRI F 72 13U BT 2 5 m A fft 3 2 2 D
I—FRZRLET, EE5DOFBEOAT—F AI—RH oM uint32fiE L TRINE
j_‘o
KIZ, ZO2EORD I—RIZDOWTHHLET,
" APY—AF—FAI—R
APy —AT—HFAdA—RELROLIT—Z/RLXT,
» A GSS-API—F > LT — (Ob—F AR s 2 e Lic iz &)
» KT D GSS-API E#ENA > T 4 27 IEA DR L LT — (BEO5IED G
HEZITERN., SIBOERADME > TNBHRE)
» WEDYATDLT—
IHIIT APy —AT—F 20— Rid. IV—F > OIREICEE T 2 i 2 iE R B i ft
TEEY, HEAF WHEMETLTWRWN, h—7 > OREEIENES TW
5, IREZERTI—FNRINET, MBI —NRELBN>TZHEE. IV—F
NIMEAYGSS S COMPLETE DAY ¥ — AT —F AfEZRL £ 7,
APy —AT—HF AA—RIZROELHICLTREINET,
OM uint32 major status ; /* status returned by GSS-API */

major_status = gss_generic_function(argl, arg2 ...);

ATy —AT—H AR0DI— RO oM vint32 EFRC LD ITUETEET, 7=
EZE. ROO—REEZET,
OM uint32 maj stat;

maj sta = gss_generic_function(argl, arg2 ...);

if (maj stat == GSS_CREDENTIALS EXPIRED)
<do something...>

ATy —AF—FAI—RlF, 7o

GSS ROUTINE ERROR(). GSS CALLING ERROR(). ¥ TNGSS SUPPLEMENTARY INFO() C
MBTEET, 246 X—2D [GSS-API AT —H A d— K] Tid, APy —2A
T—F A0 — ROFHAO FIEITDOWTHAL TWBIED, GSS-API AT —4% A
I—RO—EZEMHL TWET,
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n XA F—ATFT—HFAOD—R
RAFT—AT—FAD— RIEBROEENSREINET, ZTN5OT—RIZON
Tid, ZOXZa7IVTIZEARINCHIAL =8 A,
T RTD GSS-API BIEUIHRA DFIEE LT oM uint32 MO A F—A 57— A
O— RZEZIFTED £9, BN LtoREEICH#EZRETERIC. 20
oM uint32 1IN A F—AFT—F A I— RS NET, KOoa—KEE%
i—a—o

OM uint32 *minor status ; /* status returned by mech */
major status = gss _generic_function(&minor status, argl, arg2 ...);

HMMRBRLI—Z2RITAD Yy — AT —F AD— RPNIRINBHEET

B, minor_status /N T A —HF 1L GSS-APL)—F LI X T TRESINET, £D
MDIFEALEDHIIINT A—FITIIMENRESNE T, ZZL. W—F
Lo TEID Y TENZREEBADRA > Y Z2IRTNEHN/NT A=

&, NULL SE%E SN E T, NULLIE, RelEMEB/NERICITE D S TS5NA
Mol EEZRLET, TOLIRRA CHICEHBETLIES 7 4 —)V R
(gss_buffer desc EAZZI) IZ0ICHRESINE T, TDLHIREE. 77V
=23 i3 INSDONY Ty —ZRRT H06EIEH D R .

GSS-API k—2 >

GSS-APLICHIT D [ OFREARBINL [h—2 2] TY., GSS-APIZfHT 27 7
Vhr—2aid, =22 ZFEHLTEWCEELET., b—220F. T2
WlL7=20tFa )T 4 —Z2HEILEZ0DTH0ICbNET., b—7 i

gss buffer t T—FBMELTESINET, h—rV B 7 7 r—a LT
ABHTY,

h=222iF, TaFFARLN =22 & [ Avte—=—2F—22] O2
HENHDET., I2TFARLNVM=T VEFEIC, A2TFAMEHLT S
Bf, DEDIOCTFARZEHL TZTANSEICEAENET, a>FFA ML
N b= 23, AT FANEERTLHMT, BIIES>TESINLSZENHD
ECIN

Ayt—JFh—7 20, I2TFFANDELEINZHETHEASINE

T, Avt—Bb—r 23, TV REY-—EXERETHIEMTHERINE
T, 2EZR BOT7 TV 5= a il Ayt—CRREELEWT T =g >
EZET, TOT TUr— 3 3. GSS-APL Z{fi-> TR S L T2 4m L. =
NEAy =R LET, ZOEMFIE =2 I nNEd,

A== 23 Ay =P EOBERICBVNTROEIITEADL ZENT

XY, [ Avt—2) &l 7TV Tr—2a  RETIRERETLS2T—4TY, &
EZFE s AR ftp = N—ICREBINDHA Y E—JITRD A X
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78

T, Awt—EEb—V 2 &3, TORA =Tk L T GSS-APIINERRT 547
P DI ETY, Avt—2EN—2 > OHEL TR BEY IR LN
PIRDOA Yy t—INFKIFsNET, 2720, BEOHNIE TAEHKETT. Bt
INAYE—2IIRNE0OAYE—THD, b=V > THEIAOEFAL, b—T

EIERDDIE, GSS-APLIC K » THEMESNIZEHRAZITTY, LML, EXICTIEHD
FEAN, Avt—2) & TAybe—2b—2 ) iﬂbﬁ”}‘k“(ﬁ)ﬂéhé‘_
ENHDET,

ROEERY TV r—2a > OBEETY,

1.

F—=0 2 EREZIETHIE, ARBEIZOIIRT Va2 aF 792520

2. . ARG AI DB EHEZAHBEREERT 208 NH D 9, 235
N—=2 D [ZDOfd GSS-API BIEiHl | D send token() BIEL & recv token() BHEL
LTSN,

F—2 > OEEEZXML., FNUIGCTR—2 D 28ETH T &,

=27 237 7TV —2 3 VIR LU TREHTHD =D, 7S r—3 >

3. BB D EHD =0 EXPTEER L, b=V 2 ONENHONS L
<TH, 77— a3 b=V > OEEEZXPTELVLENH D FT, e
256, TOLanWE b—r &Y GSS-API BAEUICIER s W 5 T,

77U7~>a>m‘k@ﬁ&fh~ﬁ>®@ﬁ%8%fgiﬁo

s REEICK->T(FOY I LOHIE T O— %mbf)t&x@ aA25FF A%
%thét&)k FL TWB T T U —2 a3, ZELEZN— 3O
FTFEZNOHNICERTA2HDTHIERELET, ET7IE. a>FFAMN
TRICHNLINDET, Awvb— =22 (DF0DT—F)DREETDR
WETFHEINET, WoltAdTFARNNELINDE, TS Tr—ar
FH LW =D WAy = =V > THBERELET, ZDLDMR
k=27 > OB EL. FEFIC—RARDBDTT, B 7TOr7 I L6 TH
DOHEEFHLTWET,

s IS EHS T, EEZIR I\ 7 oEEY qJE.@“éK&D@BEJA?O\‘YfU

F—2a IlEENTWBAEEG, 077U r—2a 3 h—7 > OffE%s
ENCIVA /R =t PR tﬁ\f%i? ROA—FRZEEZET,

gss_buffer t token; /* declare the token */

OM uint32 token flag /* flag for describing the type of token */

<get token from a GSS-API function>

token flag = MIC TOKEN; /* specify what kind of token it is */
send a token(&token, token flag);

ZEMOT T r—a 3. ZIERE (get_a_token() 72 &) T token_flag 515K
ERELET,
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s RS TAFICE ST 77— aid TAY b—r 2 Z2HRATE
F9, AY F—27 2ld. GSS-API BN SZITW -7z h—20 > 2N T 2729
DI—HY—EEDOEEARTT, AY b= 2ITIE, GSS-API M S gt x /=
N—27 > O EERT I —ER T4 — IV RDNEENET,

GSS-API [CH(THT7ORB =2

GSS-APITIL, X F 7Ot A7 7 U —2aHNOdbd 7O AnSHO 7ot 2
WWtFa)ss—a2FFAMEERET, @F., 7TV r—2a i3 roa47 >
cNOOATFFANEZTANET, YU r—2a @3E0asF A 8277
= a ANOT7OvAMTHAELET., “IVF 7O AT7 U r— 3 ion
Tid. 90— D [GSS-APLICBIFZ A TFARDIY AR—KEA >

A=k Z22BLTIEIN,

gss_export context() B 7O AM h—27 > EERLET, ZOM—V IZEE
N5EHREFEZIL, 2&BOTOVARNTI TF A MNEEBERETEET, H5 70
taAMSHIO Ot Ao A N—r > EETDIZ. 7T 5= a OEE
TY, ZOWRWIZ, b=V 2ROT7 T r—2a ETORY T r— 3 >
DEETH D ZEITPMTNET,

TOt AR N—27 213, B EOBEBEERNS ENDSAREND D ET, BT L
HITRTD GSS-APIFEEN T O AM N —27 > 2R SHEMTHRET 2 SR £
o LTS T, 77U =23 id, 7O AM =7 D ICREEZLI=HET
R EMTHNEND D ET, £S5 LRI, gss wrap() Th—27 > Z2REE1L
T5RELTEHLET (L. BRI AEETH DHEE).

F-H755 GSS-API FEEMTIE, YO AM =27 > 2WRETE S EFED /A,

GSS-API Z{ERTH7 7)o —2 3 DR

IOt 3 TiE, GSS-APL 2 L T a7 inT — 4 UL 23239 5 ik
WCOWTHHHLET, 72720, GSS-APIZfFHT 25X THo> EbH0ERDEEIC
EEEYTET, FE. 8 C TGSS-APIY 77 L > A #HRLTLZE

W, ZORERITIE. TRTDGSS-APIBEE. A7 —FA0— R, BLUOT—FHD
—EBNEENTNET, & GSS-APIBIIC OWTOFEMIZ. axD~x=a7 )b
R=TZZRLTLIZEIWN,

ZORZaTIVOFITIREMAETIVEFALET, 751477 7Y
r—ar N E— M —N—CEET—YZEELET. RPCBEEDRT X
R—h7ObaVBIckaMmiEsEs L £8 A,
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GSS-API D —fig Y75 {E A%

GSS-API i 9 2B 0— A2 FEL. KDOEBDTI,

L. 87 7Ur—3 3> GEEMEZEMON L) 1TEKZIRINTES L 7 (B
= HBICES L TWaWngES),

2. B3t F VT —a2FFALZEFHLET, ZEMRZTOITFAR
ZRFANKT,

3. EEMNTIEET LT -2 ICtFa VT —REZHEHL XTI, EEANZ
Ay t—TZEST 20, TFIENY T EMNTET., 2ok, REMSKk
EINTAY =T ZHALEXT,

E-REAET T T —REEREA LA THhENERT AL, TOHE. T
T FDGSS-APIEF 2T 4 —H—EXATHDRFAZTNA Y =10 A
EELESC

4. ZEAZA Y- ESL WETHUL), Avt—T28E0 9 (%Y
T 555).

5. (AT a )ROD. ZEMNIEY 7 2R EMNORELET,

6. REMEZEHOT ) r—a idlifEbatFayr s —a F7F A
EHINCLUET, HRETHIUL, 7TV r— 3 35D D GSS-API T —4 9
NTHRBLUET,

FE-EOYBTOENZIRTOT—YHEBERNT S, WO LITO7 7Y
r—3a OBEMETT,

GSS-API1 2T 27 U r—aid, 771 )gssapi.h &1 > 7 )L—R
(include) T HMLENH D £T,

GSS-API [CB (T 5B DIR/E

M) L. ERAICHTL2Y TV —2a > OEROGHERET 5T — 51
BTY, YU Tr—arid, EREf>THFOREY A T2 F 4 74 — &L
LET, SHIREKIE, 27474 —OHERZH#ZTHSHNTHEHSINSHED
HOET,

GSS-API HHI3BEK At L A, BIIL. GSS-API BIEDIT:- U & 5 i

12, GSS-API DBERICHHF U T4 —HEICE > TERSNET, <D
&, I—H—3nr A CRICEKESZITERD X7,
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& BEFED GSS-API BEMITHE D EERICH L TOAERNTY, H—DEKIZIE, £
DERICKTHEENERE S ENDAREND D ET, TNSOERIIHE L
W1DTDERSINET., #EOF YT —HEEHEA -~ > ETEELR
B, TNEOHBEOY Ty NEIRATZY S VICEESINZEEITENCRD
F9 ., GSS-APIld gss cred id t EARZBE TERICT VAL ET, ZOREK
DZEZE TEBN RV EERET, BRI 75— 3 JICHLUTRBHT
T, LEDNST, 77Ur—2a 3526 NEKOFMEM20EIIH D EH
Puo

BRICII3IDOEANH D £,

m GSS C INITIATE-EFaUT 4 —d2TFANOEGFHOAZEITD T TV
F—ar EHMNUET

® GSS C ACCEPT-tFaUFT 44— TFTFARDZITFANDAZITDT TV
r—arEHMNUET

" GSS CBOTH-tEFaUT /4 —a2TFANDEHEZITANEITASDT 7Y
F—a EERELET

GSS-API [CH (T HERDES

TFa2UT 4= T FARNPHILTEDLLDICRDETIC, Y—N—=EIF717
S RNEENFNOBKEEETHUREND D T, ERITELHENTINS E T
ETHHEATEET., AHIBRENINEE, T TUr—2 3 VIdEKEESLET
BENHDET, 77347 2 ENERTHIEREY—N—0MEHT 28K ET
3. TOEMHMNRRLBENDDET,

GSS-APIR—ADTY T Ur—3 a O NEREEST 2 HEITIE, RDO2DOMNH 0D E
@_0

= gss acquire cred() £7/=1d gss add cred() B ZEMHE I 5 Hik
» O T F X NESIFFICT 7 4 )V N D& Z /R T fH 6SS_C NO CREDENTIAL %5 7E 3
%51k

FEAEDES. gss acquire cred() ZMENHT O, 2> FTF A FDZIFAN
fil, DFEVDH—N—FF T, a>TFALNOEEMA, DFEDIIFA47 > MI—M
W2 O A URFICEKEZITIROET, LEN->T, 79147 > NMIUBE., 7
T4 NDOEKEIRETEET, Y—/N—Id. gss acquire cred() ZFHET

2. BHOT 74N FOBEKREFHATAHIEHTEEXT,

DIA4T > NOEKIE, EDIITAT 2 NOHITLEEFNO T O ATk U TR L
X9, U—N—D0EKEZEGFT DL, EFa VT —22TFAMDZTFANDA
REIC/RDET. Lo T, 7947 2 MY —N—IZ fep ERE XK D55, €D
2547 23O s A NS T TICERZEGL TWLARERH D ET, 75
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A7 MO TFANEREHLID T 5 E, GSS-APLIZHEIMICZF DB % S
LET., LML, $=N=707F AFERINZH—E A (ftp) DEK ZHHRIVIC
HELET,

gss_acquire cred() WIEH# 795 &, 655 S COMPLETE DR S NET ., AR ERKZ
BEZNWEEIE, 655 S NO CRED AR ENET, TDMOLTT—I— RIZDODWTIL,
gss acquire cred(36SS) DX Za 7 I R—VZ2ZBL T EZI W, FllcDOVWTIE, 8
8D [EDES] 2L TIZEI N,

gss add cred() {3 gss acquire cred() I TWET, LML, gss add cred() Zff
HIiud, 77U —a VIZBEOEKRERITH LW Y RIVEIER LD, BE
FOBEBICH LUNWEKRERZEBIMLZD TEET ., 655 C NO_CREDENTIAL 7 D&
¥ELUTHEELZSES. gss add cred() 17 7 %)V NOEEICHES TH L WEK Z
ERRL £9°, #FMlIE. gss add cred(365S) DX a7 IR—YZBRL T2
W,

GSS-API [CH(FA T+ X FDRE

GSS-API Nt F o) F 0 — RIS o EHEE LY AL, BFaUFT 4 —O
CTFANEBERTEHIEE, T ERETHED2DTT, 7Y

r—a RN EREKREESELEZDE, EF AT = TFANEHLT D
WENRHDET, ITFANEMLTZITE, —HOY TUr— a3 > G@EIEY
FATN)MACTFARERHL, S —HDOT TUr—3 3 > (@HFIE
H—=N—=)NZDI>FTFANEZIFTANET., ETHMTERDD > TF X NINEE
LTHMFEWNERA,

BEYOT TV r—aid, BiEb—7 > &M THEICE- T, #EH
Fal)F4—a2FFANEHLLET, EFaUT—22FTF AN 2007
TV —a VETHAETREBHRNA D TND KD GSS-API 77— ¥ iR T
T, ZOBHRIZ. &7 TV =T alotFaU T —IZBIFSRERZERL F
T, EFaVT = TFANMNIT Y OREDZDITHITT,

GSS-API [CHIT5 TV TH+ R SDIECE)

77— a lE—RETHITEF 2T —a 2 TFANEEEHTSIC
I&. gss_init sec context() PAEAMEH I N E T, WHNKIIT HE. ORI
. LI REZDTFARD ATFFAINS BV & ZIFATUNTEET
REATFARXN =T 2 ZRLET,

OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108



GSS-APIZ(ERT 27 U — 3 > DA%

gss_init sec context() ZM-ONHT R, 7V TF4A4 T > MIRDY AT BT OHENDH
DXT,

1. BRETHINUL, gss acquire cred() TEKZERLET., BEOHE. 7917
IO r A DRI EREZITID £9 . gss acquire cred() IFEAHIIZ, EfrH
DARL—T 4 2T AT LANS OB EZRIGTEET,

2. gss_import name() T. Y —/N—%4% GSS-API NIERERICA > AR— ML £ . 40
& gss_import_name() I DWW T DML, 67 X—TD [GSS-APLIZHBIT 5%

Al ZZWLTZESIN,

gss_init sec context() ZMEUNHTER. 7 I 7 > MW, ROBIEMEZEIEL £
‘a_c

®  GSS C NO CREDENTIAL % 51%X cred_handle \CIEL T, T 7))V hDEKZRLET
m GSS_C_NULL 0ID & 515 mech_type \ICIEL T, T 74V N OH¥EERL £

®  GSS C NO CONTEXT % 5%k context_handle \ZJEL T, #HIO > FTF A MNNETHD Z
L&ERLUET, gss init sec context() (Ll HF I — TN TIHERHEIND =D, #
BOMOH UIBLRTON-OHE L TREENZI > TF A RN RIVEETHEND
DEJ,

= GSS_C_NO BUFFER % 51# input_token IZIEL T, b=V >MMEMANIZETHDH I L%
RUET., HdWE. 77U —a vidlength 7 4 —)V RN 0ICRESI N TN
% gss_buffer descA 7P hADRA A ZETIEHTEET

= gss import name() T GSS-APINEERICA >R — RSNz —N—%ZELET

T2 a 3T L Z0LIRT T4 MEEF AT H46EITH D EE

ho BT, 7747 > M5 E req_flags ZfHEHAL T, hotF2UT 10 —/8F
A—=FITHTHEMGZIEETHIEHTEET, gss init sec context() DHIEITD
WTOFFMNL, DABEOHEITHIL £9,

I2TFAMZFANMNL, 32 FTFAMEIRICNWS DONDON Rz — 0 2%
KRTDREMEDNH D T, DFD, T AL, T2 FTF A NERITHLSN
HET, BEOICTFAMERZABT LR ITEIHMICERTEET., L
Mo T, BIEMEDZD, aA2FF A NOEIIFEIC, T2 TFAMNERITHILS
NEEMEINERET ZIN—TO—HEL TITONSRENRDH D £,

2T FANNERITHELIN TR NEA. gss init sec context() ITAT ¥ — A
F—4& A 21— R&ELTGESS C CONTINUE NEEDED ZR L 9, LN > T, €D
gss_init sec context() MNHDRVEZMEHL T, EEIL— T 2T 20 E DM D
HIEZITOBENHD £T,

7947 > M3IarTF A MEHREY—/N—IZ, gss_init sec_context() MHR I

e hbh=22) OBXTELXS., 75147 > M, S—=N—0ofFHkz TA
b= ELTRTROD LT, TOH%, TOAN =2 213, &Ko
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gss_init sec_context() FECNHH L DB ELTET I ENTEET, ZIFH-ZATN
r—=2 2 OEINoDHE, Y—N—3ZNLLETT =7 > Z2ERL TN
EMNDMNDET,

L7225 T, Jb—7INTgss init sec context() DR DED AT —H A =HET 5
DAz, A= ORI bMETHIHLENHDE T, ZOEIN LI DET
HBEGE. BIO =0 2T —N—IZEET2LENHDET, —TZEHHET S
A, AW =220z 0Ll TB<BENHDET, A= %
GSS_C_NO_BUFFERIZRRET B, T DGR D length 7 1 — )V FOfEZ 0 1Z3E L X
KRB

ROBEI—RIE, 7747 > MUINSDOI L TFA OB ZRLIZHDT
—§-0

a5 F A b % GSS_C_NO_CONTEXT THIHLd %
AJI h—72 > % GSS_C_NO_BUFFER THJ#{kd %

do

call gss_init_sec_context(&#%, I > T F A ~, &Hi, AJJb—2 2,
W b—2 2, Z2omos514.)

if (R ANANTEEITRELT) b= 2 EFET D)
RTANZH S b =2 > Z2EET S
Hhb—=2 22T %

if (32 TF A NMERETRN)
ZIFATN S AN =0 > %5ZET 5

if (GSS-API T —MWFAE L 72)
d>TFANZHIFRT S

until I > 7 F A NINFERL

EEOI—TF, SEIERITI—BREEZFAULE., KOEMRBDOIIRDET, &
SUL7a>TFAMNEERHI—TOEBEOHIZONTIE, 107 X—2D [H—N—&D
tFaUT 4 —aA2TFANOML] ZBRLTIEI N, 25

IZ. gss init sec context(3G6SS) DX a7V I R—JIZH, HFED—RLIN TR
WHIRH D 7,

—MIZ, A TFFAIDNERICHELINTVARVRICEIND/NT A—FfEiE, O
CTFARNMNET LIRS NDITTOMTY ., ML, gss_init sec context()
DY T INR=T BT EI 0N,
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gss_init sec_context() WIEHH T 5 &, 655 S COMPLETE DNRENET, a7 F
ARSI N—2 N ET L7827 TV r—arh BRI NG

5. GSS S CONTINUE NEEDED 2NiIRINFET, TIT—MWHELLY

. gss_init sec context(36SS) DX Za VI R—JICRH INAZL T —I— RAGR
INETJ,

AXTFARNDEFHNRBE LIS G, 7747 > bMaY—N—D058kanxd,

GSS-API [CHFTHATFRMDZIFTAN

ATFARNDHENIIB TS5 1 D04HIT. 2>TFAMNDZIFANTYT, O
T F A B DZIF AT gss_accept sec _context() B TITWE T, #E DY

G, 747 > Fhigss init sec context() CEFIL/ZO>FTF AR

T, U= N—INZTFANET,

gss_accept_sec_context() NDERANIL, EEFPNSZTWMTATT =2 2T
T, ZOAZIT—XIE, A2TFAMPIVEEFHNICRIREH I N—0 >
RLET., LML, gss accept sec context() ZIEONHTHIIC, Y—/N—idr T+
7 EMOSERINIZY—EADOERZEG L THBHENHD T, —N—IX
ZDE DB % gss acquire cred() BATESLET., HD WV

13, =N —1d, BEREHRIICHEST 2D TIid7a <. gss accept sec context() &
FEONH S BRICT 7 4 )L B D& (6SS € NO CREDENTIAL) ZH§ETH I EHTEET,

gss_accept sec context() ZMEONHT & &, H—N—ILRDFIEEHRETEET,

= cred_handle - gss_acquire cred() IC& > TREINZEK/N R, HHWIE. T
7)) b DEKEZERT GSS C NO CREDENTIAL B T,

= context_handle - GSS C NO CONTEXT VIO > FTF A MM ETHSH I LZRL X
9, gss_init sec_context() &I — TN TIENH I NS 720, K DIFOH
LIZBETOMEH U CTRENAZA 2 TF AN RIVEETHLEND D T,

= input_token-27 747 > EMSRFWoLIATFAR =T 2,
gss_accept_sec_context() FIEUIC DWW TOFEMIL, LIROHITHHLET,

TF VT =2 TFAREHLT B2, W<DNDNY R = —T PNib
BEERDLAEEENHDET, I TFANNTERITHELINDS L TIZ, HE &L
FATUINES . EEOI > TF A MEMZEETHAHENRHD LT, Lz

Mo T, BHEMEDZD, 22FFAPOZITANIFEIC, 2> TFA BNERITH
NSNEEMEIMERET 2N —TDO—HEL TTTONABERH VLT, 2>
FARNELERELIN TR NS, gss_accept sec_context() [FAT ¥ —AT—%
A J— R 6SS_C_CONTINUE NEEDED ZBRL £, LMN>T. I—7IF

gss_accept_sec context() DR VEZMAL T, ZIFAITUL—T &Mkl 50 E S50
zZHEL XTI,
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A2TFARZTANNIO > TF A MEHRZ O > T F A NEE

z. gssiacceptisecicontext YINSRSINEH D =27 > DA TELET, 20

%, ZFANNZ, EEED) SEMEREAT N—2 > ELTZTRNET, AT

=2 13, #HiD gss accept sec context() FFONH L D5 E L TEINE

T, REMANCEETRE =T >N <7/25 &, gss accept sec context() NHES

0DHINI b= 2RI NET, JL—T AT, gss accept sec_context() DR D fED

AT = AERET LM, b=V > ORI EMEL T, MO M= &%

{nﬁ_’\%f}\&’)ﬁ\’&ﬂ[ﬁbiﬁ_ NV—T &S A, Hh— 7/@@375:0
WML L TBLBENRH D ET, M h—2 > % 6ss_ c NO_BUFFER IZFZET %

N, Z DREEIRD length 7 1 —)V RO Z 0ICREL £

KOO — RiZ, B—N—fIn50aFF A NOMNSEZERLEZDD T,

d>5F A M% GSS_C_NO_CONTEXT THIHILT 5
H b—2 > % GSS_C_NO_BUFFER T#HIHLT %

-

do
EERUNS AN =0 > 2%2ET 5

call gss_accept_sec_context(d > T F A N, &N RV, AT h—2 2,
Hhh—r2 ZO/MDO51%...)

if (EBRNCEET NS b =0 2 NFHET D)
EERNZH T b =20 2 Z2RET S
W b—=2 > Z2HRT %

if (GSS-API T —0 AL 1)
dA>TFF A FZHIFRT S

until I > 7 F X MINTERL

EBEDOI—F, SEIERIT-KREEZSALE. JOEMRBDIIRDET, &
DL TFARZTFIATIL—TOEBEOFITDONTIE, 107 R—

D TH—N—EDtFaUT—a22TFA T\@ﬁ%ij EHBLTLEIN, 5
IZ. gss accept sec context() DX a7 I R—IZHHINGEHSNTWET,

BORLICIEDETN, GSS-APIEFHIZ =V > 2EZELEFEL, =T DEZ
BR7 75— a NI 20ERNHDET, b= 22k dT 5B OHIC
DNTIE, 235 X—2D [ZDD GSS-API Bl 2L TL7Z3 W,

IERITHK T L ﬁm gss_accept _sec_context() {$6SS S COMPLETE #R L £, O
ST FANNERITHEL SN TWARNEGS, BIRUL eSS S CONTINUE NEEDED Z R L £
KR Ii—ﬁi‘%ﬁzbfci%é‘ COBKIZITI—a—RERLET., M

1. gss accept sec context(3GSS) DN Za VN R—TUESRLTLZI N,
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GSS-API [CHBIT2FDMmO IV TFR MY —ERDER

gss init sec context() BARLTIE., 77U r—a i3, EANARI D TF A O
LGN, Bnmo T — 5%uﬁ EAZERTEDLLDICR>TVET, ZDED
B —EAZERT SITIE, gss_init_sec context() D req_flags SIEZHH L £9°,

TRTOEENINSTARTOY—EZXZ2EH’TIDOTTIIHD £H

Hus gss_init_sec_context() D ret flags 5IEUI. EESN/ZITFARTED
HB—EADNFHTEHMERLUET, FKIC, A2TFARZTAIUT

I&. gss_accept_sec_context() WY ret_flags M 5. EOY—ERAZFMATEZ %)
ZHITLE T, DIBEOtr > a > Tl BMOY—EZXIZDWTHAL £,

GSS-API [CHB (T 2EEDEET

FAEINTVIUS, T>FF A MEBINIZI > TF A N2 ATAREEE L TH
ETBEICERTEET, 2OLIREE, AL, BB > THI
DIASFFANERHTEET,

RIAEDHDI—HF—IN, YT 2BIlrlogin L7zdHE, SHIIYTOBMNHT
T2 CITrlogin B ELET, ML T, B INAEERIIBZ A EL THY
TEHMN, FRFAOTOFELTOBELTHAILET,

FAEWFFA SN D & ret_flags \ZfE 6SS_C DELEG FLAG &% E TX £, ZIF AN

FREI N/ &R % gss_accept_sec_context() D delegated_cred_handle 515 & L TR F

WO FET, BROEZLIZI>TFAMOIY AR—MEIZRABOET, 90—

D [GSS-APIIZBIT 22> TFARNDII AR —hEA 2R — K] Z2BRLTIZS
o TOEND1IDIE, 77U T —2a OBBII—EITERRIRETEET

ﬁ ATFFANMI—EIZ1 D070 A TUNMRRETERN, ENWSHTY,

GSS-API [CB(TAET7HETOHEREDETT

ftp U1 BT 7 7 A IV EERET 51— —I3@%. TOY A FDOHITIZTDOWTDIENH
EQHEELERA, ZHUHL, 7T =37 LYy M— RBSDIE
ftERD NI =13, TOZEMOHEITLIT DN T OMERIEHZSZWIZT
TY, o5 LAEEIC THARRRE] PNREICARDET, J27F A NOEEMI &2
FAIV DT H, BE DY ILEGEHT 2068NH D E7,

a7 F A MEEMMIAH AFEGE 2 ERT 51213, gss_init _sec_context() O req_flags
Bl 6SS_C MUTUAL FLAG 2% L 9. MERINRRIND &, ZOMKIZZ
D &%T@—f\_ :\ ret_ﬂags %I;& @{_ﬁ% ﬁbij— *E—_E‘Luuuﬂii)\g—kéjqj:_ﬁ\
HHATERNWES, BN ETS OIRESHOY 7 r—2a > OEET

ER mﬁmuﬂgkéht@ﬁﬁfgmm%Af% GSS-APLIZHEIMICO > TF X
T UERA. £/, BEOHFIZIE. FRCERDN 2 < THHEAEGRREZ HITET
THHDHHDET,

BA4E . GSS-API E(ERT AT U —3 3 Dtk 87



GSS-API Z(ERT 27 U — 3 > DR

88

GSS-API [CHIFTHERZRFEEDREIT

GSS-API DB DEAIZHNWTIL, EEHMIOFEMIERIZDT > T+ A METO—EL
T, ZITAIWITHERATESIDICRDET, LrL, I>FFA NEFHMIZES
DOFANERZ I > TF A NZITAIMNCHASBRWEDICERTHIEHTEE

R

el ZE BET I R—ZANOEGROY 7t A2ttt dT57 T r—2a &
EZET, TOLD Y — l’_7\0)7 TAT 2 ME, Y= ADRFEEERT B &
MEZLNEXT. TOHETIE —IR=AMEIWMD HENDZ T XN TOFHRITH
L ClRENHESLENET, b?ﬁ‘b\ 7747 RITIANT— OB EICK
O, @ERZEZAE LBV D LNER A,

E%Iﬁ%“:gkﬁ—é Id. gss_init _sec_context() D req_flags 51%X1T GSS_C_ANON_FLAG
RELET, EHRMENFIHATE 73\&97537%@*@“5 1¥. gss init sec context
ifdi gss_accept_sec_context() O ret_flags 514%1T GSS_C_ANON_FLAG 7% REN B
&Dﬁ"%ﬁ@ﬁ LET,

EALENEZNTH 555G, gss accept sec context() £721d gss inquire context()
MBIRSINTZT T4 T > 4% FEE L Tgss display name() ZFEONHd &, LAY
BEADERINET,

F-EAMENERINZDEH TER WSS, i@@]f&ﬂk?&ﬁﬁ DWE7 7Y
=3 DEETT, GSS-APLIZFDEIBRBEAICI L TFAMEKTLER A,

GSS-API [CB(FTDF ¥ RILINA T 4 T DER

£D7 TUr— 3> TlE, EANRI D FF A MELZTH7ZT T, a>57F
A MEEMIZEYICERFTEET, BMOEF )T —DNRNESREA, GSS-API T
WEF XY FRIWNA T4 2T EFERALET, FyxIUNA T4 2781 FHIN
TWBKEDT =Y F ¥ IV EH#HNT 572005 7D ETT, BRI

. FYRIUNA T4 271330 TF A MDA EKS (DO DEEHHEZIT AN
fih 2o LET., INSDY TITEEBHIEZIFANMDY 7Y r— 3 VICEAT
HHD, HAMEROLOBENIRFEHERD ET,

F v 2INA 2T 4 271 KIKRT L DIZ, gss channel bindings struct FiER
ANDIRA > TdH 5 gss_channel _bindings t T—FHIC L > TREINET,

typedef struct gss _channel bindings struct {

OM uint32 initiator addrtype;
gss_buffer desc initiator address;
OM uint32 acceptor addrtype;

gss_buffer desc acceptor address;
gss_buffer desc application data;
} *gss channel bindings t;
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BAD2DOD7 4 =)L RIFEBHOT RLAELT RL AR RED 7 R L ARG
XINBR) ZRLET, L&A, initiator_addrtype % GSS_C_AF_INET IZR%E L 7235
. initiator_address N1 > —% v E 7 RL AKX (DEDIPY RLA)THHZ &
ZRLUET, FRIC, 3/ BEEAFHO 7 4 =)V RIIZITFANHOY RLAEY RL
AR UET, ®IEDT 1 —)V R application_datald, 7 7V r—a >HMBIC
FHT 5D ENTEEXT, application_data Z AT 2 TFENRZWES., 2D

7 4 —)V R%&GSS C NO BUFFERICEREL ET, 77U —a N7 RLAZEEL
BWEE, 7 RLAR T ¢+ —)LV K% GSS C AF NULLADDR IZFXEL £9 . AT KL
ARDEIZDONWTIE, 252 X=TD [FvXI)UNA 2T 4 2T D7 RLAR| &7
TarESRLTIEZEI N,

7 RL AL, BrEDTY RL AKX ZRTDOTIEIARLS, YRVAT7yIVERLE
To 7RLVLZATZ7 7y SUNERORE Y RL AR Z2RHO5E. EoBXE#HL T
WENZEHWTTE BT O/ EM%E . initiator_address & acceptor_address D

T4 =V RIHEET HHENHDET ., FRIHEELRBRWRED, ¥ RL A%y b
T—27DONNA BEOED, 7RLVAT 7 IVIZHRA T4 775N NiE) THEEL X
R

FXYRIWNA T4 2T FEHL T TFANEMLT HITIE, H0LTENE
F v FIVNA 2T 4 > T REERZ gss_init_sec context() @ input_chan_bindings 715X
THELEd. ZOMEEROE T 4 — IV EDNEFESINTH I T v S CFFNNERK S

N, ZIMS5MICHIREINE T, KIZ. TOMICHHH b—27 VITRfFEnE
T HNWT, 77U —2a 32O =0 2 &I TFANZITANMNCERFL
¥9., b=V 2 EZTHRo 72T ATUNZ. gss accept sec context() ZFEUN L &
o FFEMlIE. 85 X—TD [GSS-APIICBIT A2 TFANDEZITAN 22U T
<7ZE W, gss accept sec context() V&, ZIFTE > 7=F ¥ FIVNA > T 4 > 7 D MIC
ZEtE L £ 9, gss accept sec context() I&. MIC/N—EHL7ZWEHEEIZ

GSS C BAD BINDINGS ZiXKL £,

gss_accept _sec_context() M HIFHEE S N=TF ¥ RIVNA 2T 4 2 TDNREI NS 7
B, ZIFATUNL, ZNSOEICE DN TEF 2 T —MEZETTEET,. &
& Z X application_data DIEZE L F 27 T —FIN—AREL THBW/cId—RT—R
EHB LD TEET,

E-F v RINA 2T 4 T IEROEEEZ AT 20 E D nE, FEEOHEEIC
Lo THREVET, LEN->T, 77U —a i3, WEENMEESINS

T, FYRIWNA T4 2T IHEBHREED TR0 8 A, BEMENFIH I EE
MESMMEHIET HI21E, 77— a3 >N Tgss init sec context() £7z1d
gss_accept_sec_context() D ret_flags 514 ZM#&E L £9 . fH GSS_C_CONF_FLAG &
GSS_C_PROT_READY FLAG WHE#EMEZ/RL £, ret_flags ICDWNWTIL, 82 X—2

D [GSS-APLIZHTZ I FTF A bDOEE) ] 721385 X—D [GSS-APLIZHBITS
A2TFARDZIFTAN] 2ZRLTLEI N,
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BRI ZTNEN, FYyRINA T4 2B TFBHT7 RLAETY RLARIGEND
FIRZET ZENTEET, 2L BB, FyxIINNAM T4 27D
initiator_address 7 4 — )l K7\ gss init sec context() 1RSI NBHNE DN EMREEL
FOTEET, LENST, 77U r—2a 0Bk EED 21213, 7T RLA
T4 =)V RIZIELWERZHRETHHLENH D E T, [ELWEFERERE TERNE
A1&. 655 C AF NULLADDR 27 R L ABUZIRE T HHLENH D £7,

GSS-API ICH(FTHAVTFRAMDIVAKR—FEAR—F

GSS-APLIE, I>TFARZEII AR—FBIOA PR—FTHHEERMEL X
T, ZOMREZHFEZIX, I FTORAT U —2a > @FIFaCTFEA T
ATUN I, BB 7O ZANSROT Ot A TFARNERETEET, &L
. Z2FATUNC, a2 FFAMEBRINS OREZEFDOTOEAL, I2TFA
MCREEEINT =Y 2FHTSH 70 ZANEET DEENDH D 9, 133 X—2
@D Ttest import export context() B DEM) 7 a > Tid, INs Dk z
FoTaATFANEREBINETLT B HEICDODNTHAL TWET,

BE% gss _export sec context() I, LV AR —hrEINDI2T7F A MIBET S ER
MAS T O AWM b =20 2 2fEk U £, FMld. 79 X—2D [GSS-APIIZHIT
L70VAM =22 Z2BRLTEI N, gss_ export sec_context ( ) Z WO
BN, h—2 2 %&%{59%/)\w 7 7 —% GSS_C_NO_BUFFER I3 ﬁ’é‘%%%f)\b‘@@i
KR

RIZ, 7TV —2a 320 =7 23070t AELEY, HiLnwro
T AXED b =2 > %2 T AT, T3 % gss_import sec context() IZJEL XT, £
<OBE., 77U r—ra B Th—r  &2ETESHERAINLEEN. Tot
ATh =2 2 2ETEEITHMEHINET,

tFa)T =70 ADA AF AT —EIZIDUNGFETEER

Ao gss export sec context() &L AR— }\ézht: CTFAREEIZL, 2D
A2FF AN RILE GSS. c NO CONTEXT IZF%EL 9, X

7=, gss_export sec_context() ld. ZM > FF A MEEMIT SN T OEAND
TRTOVY—ABMHLET, A>TFAPDII AR—FET T TERNG
£, gss _export sec context() I&. MEEDLEF 2T 4 —a>FFARETLOT TR
L. 7OtAB~—7 > 858 biﬁ‘/u

TRTCOWHETI L TFANEI IV AR—NTEDDIFTREOOEREAL, 7TV
r—3/3 > Tld. gss_accept sec_context() £/l gss init sec context() D
r&ﬂwﬁﬁ%?l/ﬁbf A2TFARNELI AR—RNTELNESIMEHET
Z2ET, TDTTVITGSS C TRANS FLAGMNERE SN TWALE, I FTFAMIT
DAR—PTEZXT, 85X—TD [GSS-APIIZHBITZ I TFARDZIFAN &
82 RX—TD [GSS-APLIZBITHI>TF A NDESR)] 2ZRL T EI W,

Bl4-612, XINF 7O ADOZFTANMMNI L TFAREZIT7 AR—FLTIILF
A ZEH L TWAHEETZRLET, ZofTld. 7ot X1idbh—27 > 227
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R TUMLET, ZORATYTICKD, A2FFAMLRNV =D 2 E&T—%
N—=27 2 BESN., TSSO =y N7 ob22iIcEINET, YOt Z 2137
TV r—a BEBEOHETT—YEUELET, ZOKTIE. 79147 > MIT
TIZ gss_init_sec_context() MEILY AR—hK h—2 2V ZRELTWET, 7 T4
7> MNMIb—=r 2 E I —FFKEIE send a token() IZIEL £J . send_a_token

13 BMET A= 2RO TF AR NI =T VERZRBAYE—D =2 2D
EE5THENERLET, send a token() X h—2r > &Y —/N—ITHk L £

T, ZOMIZIIREINTNERTAMN, BEL5<, send a token() ITAL v REAT
=0 ZETEZICHHEHAINET,
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K46 A2TFARDIYAR—F:TILF AL v RMEEN72Z T AU O

—0—

() send_a_token()

l MSG MSG

TILFTAERAY —/N—

send a token()

Al

send a token ()

e

l wsa|| —
send a token()

4 N\

AT7HFR B

NIV h—=T >
N

send_a_ token() &
=02 &757

(F—2F/~Ea>TFIN)
Z5|8E LTHS

- J

—
<!

-7

4 7AtX1- b =T % )
ZFAND
» get_a_token()
/////{jy%#XbbN»
h—v>0EE
I
@ F-g b=y
DiGE
gss_accept_sec_gontext()
gss_export_ sec_ context ()
- / J
(O MSG
. |
4 / )
gss_import sec context ()
\_ 7AtR2-T-2%0ET S )
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GSS-API [CHIT5 T F R MEROEIEB

GSS-APLIZ, HEESINZEF VT4 =T TFZAMIOWTOHERE ST 55
gss_inquire context(3GSS) et L £9, I FTFAMIEZETHRLITHNEDR
WHEIZIEEL T ZZS W,

A2TFF AN RIVERET S &, gss inquire context() IFZD I FTF A NI

DNWTROERZRHEEL 7,

s O 7 FZ MNEBHO AR

s O27F A BZIT AN D AT,

s O2TF X DAEFTH DR (7).

s O2FTFARTHEHINSCF U T 0 — B

s WONDALTFAITGA—I TSI, ZTN6DT 71T
gss_accept_sec_context(3GSS) BI¥X D ret flags 51 EF LU TY, INH6DT T
3. BRECCHAERRER EZFTANET, 85— D [GSS-APIICBIT S 7
FARDZITAN] Z2ZRLTIEI N,

» BEITOT7 TV —2alBna TFAMEBUTHLNEDINERT T T,
s O2TFARNERICHLEINTVENEDINERT T T,

GSS-API [CHBITHRESNIT —F DX

2DOETYHTAYTFAMDPHLEN D E, Ay -V ZRETDHENTLTD
Avt—TZRETEERT,

I2TF A NOHNIFFICHERINDDIT. Ho &EHIEARR GSS-API{RETH 5
[FREE) 72T, EEROtF 21U T ¢ —HEICK > THRARD FT1, GSS-API LXK
D2DODORESBRMLET,

n BEEPE _gss get mic() BIRIC L TAY =T THEAYE—EHEI—R
(MIC) AR ENFET, ZEMIT. MICEZHBRETSHIET, ZELEZAYE—
MEEINTZAY =D EREICNEDNEMRTEET,

s BB -MICOMHIZMA, Avt—I0 s banExd, BEbzERTT50
Id. GSS-API D gss wrap() A% T,

gss_get mic() & gss wrap() DiEWZE, ROKIZRL ET, gss get mic() ZEHL
72858 ZEAEA Y E—NEBEINTWENWI EZRTHY T EZITRD £

9, gss wrap() 2 L7256, ZEMIEELINTZA Y-85 T2 ZITH
D i@_o
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R 4-7 gss get mic() & gss wrap()

— gss_get_mic() —» MICo ‘

‘ MSG MSG

gss_wrap ()
MSG| T mEtsmY)

(MIC &£ XA yE—TA
ADTL3)

MIC = X vt— / EHEa—FK
MSG = Avt—

FHTREENI I —DRITITBR C TR D 97, gss wrap() IFESHEY—E
AHF0EH, <0707 T LMdgss wrap() ZFEAL FI ., 707 T L3, #EE
‘l‘iﬁ——l:“}ﬁ%ﬂﬂ%ﬂﬁﬁﬁ\&ﬁﬁxfﬁlJﬁT%i@“o FnwTryory I L3, ORI
BEPEICIN U T, B ZEEL T, D WIIEE LIRWT, gss wrap() 2T
ZEMTEET, HAFNICONTIE, 113R—=TD [ Ayt—TDT7v T EREE &
ZILTLZEWN, 72720, gss get mic() ZHEHATEHERA =% Ty THRRT
DNBEINIZ NI, gss wrap() ZFHT 255X 0 CPUTAT VILEHKTEE
T, Lo T, EEENBHERNT O I AT, gss get mic() TAYE—T %R
ET LR D D T,

gss_get_mic() [CLDA Y E—2DFTHIF

gss get mic() ZHHTHE, TOTTALEIKEEEMICZEZ A Yy E—JIBINTEE
T, ZEMNL. gss verify mic() TAYE—DMICEZMETEET,

gss_get mic() I& gss wrap() 1T, AwtE—TEMICZERAXICHILE
T TONEEL, RERT TV —2a 2 inAy =Y ERIET B MIC O/ & 1%
BTN ENDDHIEEZERLET, SSICHEHERDIL. ZEMNAYE—DL
MIC ZRB|TEBNENH D, EWDHTT,
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Awt—T & MIC ZBEYNCUIET 2I121E, ROWT OO HEZREHRL X7,

» TOUIAHE(DED, REE) ZEC T, ZEMY TV r—a V3RERKE
2EMEOHT (DXD, 1RIBEAY =2 Z2BGT 5720, 2EEHIEAY -
DOMIC ZHGT 2720) ZEZ2HEMEDHBS I ENTEEXT,

» JIJ%EUT, REMEZEML. EOBBEO N0 22T NET T T
KRG ZEMTEET,

n Ayt—YEMICONAFZELLI—Y—ER 7 Gk EEL T,

gss get mic() MWIEHWI 79I B &, 6SS S COMPLETE DNR I NFE T, FHE 4172 QOP N
BRI TRWEE. 655 S BAD Q0P VR I NE T, FFEMIL. gss get mic(3GSS) ZZHE L
TLESWn,

gss_wrap() [CEBDA Y E—2D5y T

Awt—0d, gss wrap() BT v 795 Z ENNAIRE T, gss get mic() &[EER
IZ. gss wrap() [ MIC 22k L 9, Tz, BWEMENERI N, DDEBROENT
FIFARIRE TH AL EITIL. gss wrap() IITEES N A v - DAL HITVE
To Avt—2D%EMIL gss unwrap() TAY =% T v TRERL £7,

gss wrap() l&gss_get mic() EITEWN, Ay t—IEMICEWVS L XIZTY T L., 1
DO NAvE—JICLET, TONY RIVEREETHEBOPECH UK, 1[EZT
TIHAET, ZFUIHKL. gss unwrap() 1FA v E—TZHMHLET, MICIZT 7V
F—ar b3 AER A,

A —UNIEFICT Y T EINTZHE. gss wrap() 13655 S COMPLETE Z R L £

T, BRI N QOP AR TR NEA. 655 S BAD Q0P ANR I #VE T, gss wrap()
OFERAFICONTIZ, 113X—=2D [Ayb—TDTy T EREE] 2BRLTLIES
(/)o

GSS-API (CH(FT DT v TH A XEBENDXLE

gss wrap() TAw =259 795E, BEITXRET—FOYA XNEML £
T, RESINTAY =Ny MEL BESNZEE 7O N2V E BT 501
HWMLEYA X THEZLENHDET, LMo T, GSS-APIILEI%

gss wrap size limit() ZfEfftL TWET ., gss wrap size limit() (3. 7O k)l
WCEDTRETERWNY A XIZTy TH[RER A v —Y DAY A XEEHEL F
T, TOmAKYA XEBADELE. 77— a idgss wrap() ZIFOHTRTIC
At =Y RETEET, Avt—T2ERICT Y TIT 50Ty T A1 XOH
REZNHTHREL T ZI N,

PA ZOWIMEIZKD 2 DDOERITKFEL £,

s BRETOZDIZEDQOP VLI X LZMHT 50
o BREMEEZFCHITNE SN
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T 74V E® QOPId. GSS-API DFEM T LICEADREENHDET., Lz
MoT, T7HINERDQOPZEZIFELEHZETH., Ty THRDOA Yy =T DH A AN
Bl BaREMENH D F T, ZORREEHZRLIZONRDKTT,

gss_wrap ()

Jokan
gss_wrap ()

\
\
\
\

Jakan

————

gss_wrap_size_limit ()
x5y F#IZ7FO rajLic
BETEDLIBT—HD
AV A XERET S

AR =Pt il
T—R1\7y FDTREK
H4 X

QOP = REME

MSG=*vt—
(RE7ILTYRL)

WERIEZEHT2NEDNITADND 5T, gss wrap() IKES> TAY =T DY A X
ML £9. gss_wrap() &, #RIEA Y = WITMIC ZHDIAAR T, L)

L. Avt—2Z2E L5 & (EEZENTLE), AvE—200 1 XRBE5
ML Ed, 2OTOEAZRLEZDMBRDKTY,
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gss_wrap ()
- (m%‘ﬁﬁ) " . i

Jakal

MSG | —— gss_wrap() —
(B2 L) MSG

(MIC $¢
N EENTLD),

Joran

\
\
\
\

gss_wrap_size_limit ()

P NL avi=l = 70 Fﬂoibb‘“ﬁfrﬂ'i‘é
BETELLSLT—4D T—Qﬂ7vh®ﬁk
BAYA ERET YA X

MSG=*vyt—o

gss wrap_size limit() WIEHERK 7T D&, 655 S COMPLETE ARSI NE T, fHEIN
72 QOP NAEZN TR WA, 655 S BAD QOP MR T3 EJ, gss wrap size limit() T
TEDAY =Y DIRAT A XERDDFNTDONTIE, 113 RX—TD [Ayt—20
Ty T EREE) EBRLTIZI N,

ZOMENH UMIERIZHR T LIZELTH, gss wrap() 7Y max-input-size /N1 F DS
EROAy =DM THRETEDLENIRFIEIH 0 EE . T OHERE

1. gss wrap() DFFONH LIRF TR BE/R S AT LU ) — ZAWFIF RIEEMN & S TR
FLET, #HllE. gss wrap size 1imit(365S) DX Za VI R—I 2B T
I,

GSS-API [CH (T BIEFDOEEDRE

ALFF A MEEBENT L TF A RZF AN —HEOTF— 8y K
THE, OB TR, ZOEFNELVLMAESNETLTF A MZF AN
BETEXSL5I0h>TUET. CNSOREICIE. /S v FAE L WIERFTH
BELED] . 7y MAARBREICEBLTOAELD] NEENET. KOKES
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BLTLEI N, ZITATUHININS 2 DDIREZHRET DD, /N7y NOWKEE
BEENT Y bOTw THRBREFTY, 3fllE. 132R—20 [ Avt—20Fy T
bRl 2R T 7Z3 0,

Mag UTLAINAyE—DEEFNELLBVAYyE—D

74Tk MSG= A wt—
\
534 TV MSG
\ MSG
MSG 2

Jokran

MSG
3

MSG
1 )TLAEnt-

Fyt—o

MSG
1

MSG
MSG 2
IBFEASTE L < ALy 3 \

Ayt—o MSG ‘
) H—/\—

N
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EFHANIL gss_init sec context() TIEFZMAETEET., £
I&. GSS_C REPLAY FLAG £7z13 GSS C_SEQUENCE FLAG % & OR T req_flags 51 5UITERE
L%,

GSS-API [CH (T D A vz — DEIXDWERR

ZEMI, EEAY =0Ty THRREG E IR, REREIGRT Z
ENMTEFET, DFD, TOAYE—VDOMICZRELFT., EHEMNT Y TIEL
72> 7zMgss get mic() TMICZY JFLTWAHAwt—DEEEZE
—g-‘e

EITFME (K 4-9) 1FRDELH IR ET,

EENMANT gss get mic() TAY =Y TFHIFLET,

EENIA v E—2 & MIC 221 ATUINZERF L £,

ZIFATUANG gss verify mic() TAYE—IZMEELET,

ZF AU MIC ZE B HNTIRE L 77,

EENMNT gss_verify mic() T, JLDA v t—IITH L TZE L= MIC ZMEEL £
KR

G L=
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49 MICT —4% DHER

MSG=*yt—o
MIC = A wtE—URE]

o— K

22472

o

gss_get_mic ()

/

MSG

@ \\,J

gss_verify mic()

MSG

<1

Ty TENET—F OHE. gss unwrap() BRI A v 2— & MIC 252 IR L
FH A, LENST, ZEMI. ZELEBXET Y THELD) Avt—I0 5

w7 [use

ics

MIC 4T 20 ENH D ET,

T FNE (K 4-10) 1 TRDOEH IR D ET,

EEMENS gss wrap() TAYtE—2 2Ty T LET,
EEHHNTT Yy T LAY =R ELET,
ZIF AT gss_unwrap() TAw =% Ty TR L £,

ZIF AN gss_get mic() TTw TSI NI A v E—TDMIC ZERKL £

Ll o

@——

w

ER

’
’
.
’
.
|
@ ’
.
.
.
.

H—s—

®

EN

.| gss_verify_mic()

wic) 2 |

MSG

'

2 AR U7 MIC & BB RE L3
6. ECENMANT gss verify mic() T, JTLDO AW =T L TZE L7 MIC ZMEEL £
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77U —2ad. GSS-APL T —F HICEID ¥ THENZT RTOT — & FHIH & R
LET. ZHUCERT 2B%K

4. gss release buffer(3GSS). gss release cred(3GSS). gss release name(3GSS). B
K Wgss release oid set(3GSS) TY .

Ra-10 7w T INZT—4 DR
MSG = A vyt—o
MIC= Ay t—C8EHa—F

9547k - Y=
/” @ Ss \(

0] / ®

gss_wrap () gss_unwrap ()
Jw
SGé ‘ MSG

@ \\‘-3 @ ‘

gss_get_mic ()
gss_verify mic() ¢

[MICY)

‘\
N, ﬂWKDJ ‘ MSG

~fMicy

GSS-API v gD )—27 T

BREINZ, TRTOAY =T ORZENT T L. BHFAlEZTFANHO Y 7Y
F—alMETLET, ZOSET. M7y 77U yr—a g
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gss delete sec context() ZMOH L THAEI > TFAMEHEL X
9, gss delete sec context() V&I > T F A MIBHET S O0— )L DT — 7 #iEk %
HIFRL 9,

ROLDD, 77— 3 2L GSS-APL T —% FHICEID YTl — & il 29X
TS 2 NETT, ZOKD BRI

3. gss release buffer(). gss release cred(). gss release name(). BIOX
gss_release oid set() WdH D FT,
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GSS-AP1 2 =54 7 > bl

ZDOETIE, —MEHI/ZGSS-APLI 7 A7 > "7 TV —2 3 I DWTERERIZH
BLET,

ROWEHIZODWTHIAL £,

103 X—2 D [GSS-APL Y T4 7 > M| OB )

105 X— D [GSSAPI 7 T4 7 > bMjil: main() BH%L

106 XR—2 D [H—N—E DDA —T >

107 X—2 0 H—=N—EDtFaUF 1 —I>FF A FORET]

12 R—=2D 7547 > MIIZBIT2ZDMOD GSS-API I > 7 F A MER{E)
H3R=VD [AyE—TDTy T EREF]

116 R—2 D [GSS-APLZ T4 7 > MIBIFDBLT 0w 7 DB 0 EMREE
17 RX—2D [FaysF4—a2TF A ~OHIK]

GSS-AP1 U 24 7 > MHIDHEE

747 > MO T Al gss-client i, —N—&DtEFa2UFr—a>2FF
ARZEERL. EFa2UT 40— NTA—FEZHEIL., XFFHN(AvE—D) %
P—N—IZERFLET, 20707 T LIERRIC, BMARTCPX—ADY 7y
EHaeMHL X,

LBDt 7 2 a > Tld, gss-client NED XD ICEMET 202 BERREICHIBAL £

T, gss-client |&. GSS-API DHEFEFEHRICEREI SN2 0V I LB TH 57, B4
B MCONWTORFELLSHAHALET, 22007 T U r—a > ORERRY — A
I— RIIMBRICEENTBO, Orade ¥V > O0— Rty —n5¥y > 0—R7T5
ZEBHTEET, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html Z2ZMRL T /Z &
W,
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104

GSS-AP1 U 24 7 > MM D¥EE

gss-client 7 VU — 3 JIROFNEEETLET,
1. AR L£7,

2.%%ﬁ%iémfmé%é\%®%%@ﬁ7ylﬁhmmmn%¢%biﬁ -
NN DOEE, T T3V bOEENMEIAINET, ZWNT<EBOLEETT,

PT—N—LDERHZHREL X7,
tFaUT 4 —a2TFANEMILET,
Avt—2%7y T LU THERBLET,
B—=N—MEL Ay E—JICBHAL TSI LEMAEL £,
tFaUF—aTFANEHIBRLET,

N e W

GSS-AP1 U =4 7 2 hMEIDRTT
KT, gss-clientHlOIY > RITOERXZRLET,

gss-client [-port port] [-d] [-mech mech] host service-name [-f] msg

» port—host CHRES NI E— MY OADEREMHLT 2720 DR— ~ESFT
ER

n A TTT - N—ADtF T —BEDE ?E%T LY., BRI
=S delegﬂag%é@kﬁ\ GSS-API fE GSS_C_DELEG_FLAG IZ 7 ﬁ‘éhi‘@“ d =777 mE
FINTORVEA. delegflag i 0 ICREINE T

®  mech - Kerberos v5 7& ELMHHTEZEF U T —HEOARITT, HEENEES
NTWRNWEE, GSS-APLIZT 7 4V N O ZFHL £,

m host-H—/N\N—DH4EITTT,

m  servicename-7 717 2 FINERTBHy NT—TH—EZADLRITY., DX
S/ —E DR F E LT, telnet. ftp. login 7R ENHEITFSNET,

" omsg-REINT Y ELTH—N—ICREBEINDEILFHTY, -f4 T ar
PHEESNTVDEHE. mg3XTHNEHAMDNET 71 IVH T,

KIZ, 29477 T —2ardar s AO—ElNEax > RITofZzERL
ECIN

% gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"

ROFITIE, HHE. R— b, BROFEDHEESNTOER A,

% gss-client erebos.eng nfs "ls"
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GSSAPI & 5 A 7 > MMll:main () BE%L

GSSAPI 2 = A 7 > Ml:main () BE%KX
ITRTCOCTOVZ I AERBEIC, 7075 A0 EEKITIT S FURAL > MEE
main() ICEENFT, main() 1TKD 4 DDOMEREZETL £ T,
. O RITHIEERT L. NS5 22 EITRALET,

s TIHINRNUSNOHIEE G T H2LEND DG, parse oid() ZIFOH LT
GSS-APIOID (A 72 =7 hakhllF) ZERR L £T ., 727 M#kplFidt
Fal) T —HEEOLRTINSERINET, 2L, TIUCIIEELNRESIN

LEMNH D LT,
m call server() ZMUH L ET, BT, 2>F7FANDEKRET—F D%
FEERIITWET,

s T—YDEEE. HEIZSUTOID ORLEMEE 2 ML £9°.
main() J—F > DV —AdA—R%Z, KITRLET,

F-ZDYV—AT—RENE, Oracle ¥ 7> O— R =58> 0—-RT52 &
HAJEE T, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L T2 X
VY,

fil5-1  gss-client ffil:main ()

int main(argc, argv)
int argc;
char **argv;

char *msg;

char service name[128];

char hostname[128];

char *mechanism = 0;

u short port = 4444;

int use file = 0;

OM_uint32 deleg flag = 0, min_stat;

display file = stdout;
/* Parse command-line arguments. */

argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv,

I-d") — @) {
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Y—N—EDEHROF—T

fil5-1  gss-client fFll: main () (i)

deleg flag = GSS_C _DELEG FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use file = 1;

} else
break;
argc--; argv++;
}
if (argc !'= 3)
usage();

if (argc > 1) {
strcpy(hostname, argv([0]);

} else if (gethostname(hostname, sizeof(hostname)) == -1) {
perror("gethostname")
exit(1);

}

if (argc > 2) {
strcpy(service name, argv[1l]);
strcat(service name,
strcat(service name, hostname);

}
msg = argv[2];
/* Create GSSAPI object ID. */
if (mechanism)
parse oid(mechanism, &g mech0id);
/* Call server to create context and send data. */
if (call_server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)
exit(1);
/* Release storage space for OID, if still allocated */
if (g _mech0Oid !'= GSS C NULL OID)
(void) gss_release oid(&min_stat, &gmechOid);

return 0;

Y—N—EDEHEOF—T
call server() BEUII. ROO—RZMH > TH—N—LDEHEEHETILET,

if ((s = connect to server(host, port)) < 0)
return -1;

sIZint O 7 7y AR FTH D, B socket() DIENHLNSRINET,

connect_to server() &YV 7w MREH TSR 2 ER T 2 HAI/RBIECTH D . GSS-API
ZHEAL TWER A, connect to server() DYV —Ad—R%Z, RITRLET,
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P—N—EDEFa VT4 —20TFX DI

EF-ZDYV—ZAT—RENE, Oracle ¥ 7> O—RbB2 A —N55 7 0—-RTB5 &
HE[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2SR L TL 72 &
Uy,

15l 5-2 connect_to_server()E@i&

int connect to server(host, port)
char *host;
u short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin_family = hp->h_addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror('creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);
return -1;

}

return s;

Y—N—EDEFa T4 —ATFRX DML

BRI SN 72d & call server() 1d. RDK D ITEIEK
client establish context() Zfi> CtFaUT 4 —d2TFAMZEKL X7,

if (client establish context(s, service-name, deleg-flag, oid, &context,
&ret-flags) < 0) {
(void) close(s);
return -1;

}
= 53, connect to server() THENL S N/fERiEE£T 7 7 (1 IVidib T TY,
= service-name V. BRI NFHy NT—IH—EATT,

» deleg-flagld, U—N—WWU 47> O7OF L ELTHMETELDNE SN ELE
ELET,
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= oid [SHEME T,
n context IZVERSNDH T TFARNTT,

» ret-flags I&. GSS-APIB8%{ gss init sec context() MO RINDILED T T T %%
—é-‘ int Tj—o

client establish context() {ZXKDY A7 #FEiTL £ T,
» P—EXH% GSS-APINERERICEH L £§

» LFaUTA—ACTFARNETITZET, 77347 2 bET—N—HD
=2 DRI —T e FITLET

H— E X&ZD GSS-API 2 X A\ D Z#a

client establish context() WEITT DM DY AL, gss import name() %
> TH—ERAADILFH % GSS-API NEI B ITE# T 5 Z & TT.

#15-3 client_establish context() - ¥ —tE X4 DA

/*

* Import the name into target name. Use send tok to save
* local variable space.

*/

send_tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min stat, &send tok,
(gss O0ID) GSS C NT HOSTBASED SERVICE, &target name);

if (maj stat !'= GSS S COMPLETE) {
display status("parsing name", maj stat, min stat);
return -1;

gss_import name() ¥, Y —E XD E A B/ GSS_API /N 7 7 — send_tok & L
TZITED . ZDOXFH% GSS_API N4 target name IZZ5#2L £97, send tok IZ
# L gss buffer desc ZEEHT, HEZHKNTL2DIEHEINET, 3FEHD
5153 gss 0ID T, send tok IS N TVBELFETIOERERLET., ZDFHIL
GSS C NT HOSTBASED SERVICE C. H—E ZDERN service@host ThH5H Z EZFHEKL
9, ZORBIHERRERZTOMDEITDONTIE, 251 =20 [#iH] 258
LTL7EZZ,

GSS-APIT+ 1T 44— T F X MDWEIL
H—EAD GSS-API NEIEANDEWMNTE T 5HE, A2 TFARNEHILTEX

T BHEMEZRKRICTHITIE, I TFA MO EHITI—TELTHETT S4
ENHD T,
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J—"TIZABHIIZ, client establish context() I&. I 2T F A k& token_ptr /N T
A= ZGIE L £, token_ptr DFEFHICITRIREL D H O £, token_ptr INTRA >
FTEAHDIF. = N—ICEET B =T > TH 5 send_tok. —/N—IN5REZN
TEERN—=T2TH5 recv_tok DT NNTT,

N—TORMAITIE, KO2DDHEEMEEINET,

® gss init sec context() MHRINDAT—H A
ROZT—% 203, V=T OREKTEZERTLAEEOH DTN TOLT—%
HIEL £9 . gss _init sec_context() A GSS_S_CONTINUE_NEEDED % K9 D
13, FIOREETRE M= 2PN —N—ICEFEET BHEICED E7,

. H—N—IZEFITRERN—7 D1 X (gss_init sec context() IZ&K > THEKS
%)
F—=2 A ZX0ld, —N—ITEFETELRBERN N EFELRNWT &
EL =TT AEETH D I EEBRLET., b—2 281 X3 token_ptr TR
EINET,

KIZ, ZON—T7DHERa—RERLET,

do
gss_init sec context()
if (3> TF A BMERSNEDN S T25E)
II7—Z2HNWLTHKTTS
f(AT—F AN 15871 £2id UEF] &5 5 THRVWEE)
Y—EXDAFZERZHHRL, T7—2H N L TKTTS
if(T—N—ICEETE =V 2NH256, DEROYA XN 0 SNOGE
c—=2U %Rk ET5
if (b—=2 > OREENRBLZSG
=2 2T —EADARTZEMZFRL, T7—Z2HNHLTKTIS
EELED-S T =27 > OARIZEM MRS %
if (AT FANOHELNTE T L TWRWES
P—=—N—ME =V 2 %&%2ETS
while (I > T F A RMNSET L TW 2 W)

V=T DEM)T. gss init sec context() DIEONH I NET, ZOREKDSIEITRD
EBbOTY,
o EEOBENRET HAT—FAI—L,

n BN R, BITIET 72V NOFERELTEMESE S0
IZ. GSS_C_NO CREDENTIAL ZfffH L £9.

» gss-contextld, VERRENZIFTF AN RIVERLET,
= GSS_APIN#HB% & L TOY —E A D target-name.,
= oid IIHHED ID TY,
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s ZRTTT, ZOEBITTITAT S NNERT B L. YN EHLEH%E
BAETBHZ &, A /“IZ SO EF NTT B L, BERINZEEIC
H—=N—=NTOFELTIMETEZE. DNWTNNTT,

s O F A NOREMGIRIZD D F£8 A
s FrRINA T4 T DERIZH O FH A
» token_ptrid. H—N—MNSZITWA5 =7 2 ZBLET,

. Y= N—NERICHEHTAHE, 7= a NI DOlEEFH LW
O, TZTHENLLICRESNTVWET,

m  ohsend_tok 1. gss init sec context() WY —/N—ITEFE T HDITERT 5
k=2 >T9,
» RDT757, ZOFTIEERT S0, NLLICRESNTNET,

EF-7I947 M ACTFANOERESEICEKZTGTAHEIXHD EE A, U
T4 7 > MITIE, BROEITGSS-APLIC X > THBHICUEINET, OF
0. ZOERDZDIZZ DBEMMPER L &K E EDL D ICHIGT 2%, GSS-API
WBHISTVWBENWS ZETT, ZOD, 77— 3 i

gss_init sec context() ICT 7 )V hOEKEEL TWET, LML, —N—fIT
1, —=N=7 7= 32033 TF A RNEZITANDHNC, T—EADEK
EHRMICESET 2ENH D FET, 123 X—20D [EHDOES J%ﬁﬁﬁ'bfﬁlé
W,

connect to server() |d., AT FANELIZZDO—HNFELTHBD, 1D

gss init sec context() WENBR AT —H AZRL TWA I LR LD

&, gss init sec context() WY —/N—ITEFITXRE =V ZEHELTVEINED
MEMELET, b=V N EELRBRWES. ZUd h—27 >R 2Nl EnEizn
Z&E, U= N=DRL TS EEZSNET, b—T 2 0REINLHEE. 20
F—=0 2 &Y —N—ICERETHILENHDET, b= ORERFITRKL =S

B, =02 —EZXDARIZERMZRE TE/RNZD, connect_to server() M&
TLULET, XKOT7INITYXLF, b=V OEIZFHARDLZETA—V > OHFEED
AREZBAEL THWET,

if (send tok length '= 0) {
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);
return -1;

}
send _token() /& GSS-API RS Cld/e <, I—HF—IZXo TRIREINDILENH D £
9, send token() BAEIE. b=V 2% T v Il FICEZIAAE T, send token()
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P—N—EDEFa VT4 —20TFX DI

3, EEETRIC0Z, TI9—FIC-12ZELET, GSS-APIHFIE h—27 > Dik%Z
BEITVWERT A, GSS-APLICE > TIERS N M= > 2 EZET ST &, O
L7 T r—2 3 > OFRETT,

A2TFAMELIIN—TDY—Ad— K%, RITRLET,

EF-ZDY—ZAd—RENE, Oracle ¥ 7> 0O—RE2H—N55 T 0—-RTB5 &
HAJEE T, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL7Z&
Uy,

Bls-a 2T F A MHELHDIL—T

/*
Perform the context establishment loop.

*
*
* On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss_init_sec_context.

*

*

*

*

*

GSS-API guarantees that send tok’s length will be non-zero
if and only if the server is expecting another token from us,
and that gss_init sec_context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

*/

token _ptr = GSS_C_NO BUFFER;
*gss_context = GSS_C_NO_CONTEXT;
1234567890123456789012345678901234567890123456789012345678901234567890123456

do {

maj_ stat =
gss_init sec_context(&min_stat, GSS C_NO CREDENTIAL,
gss_context, target name, oid,
GSS_C_MUTUAL_FLAG | GSS_C_REPLAY FLAG | deleg_flag,
0, NULL, /* no channel bindings */
token ptr, NULL, /* ignore mech type */
&send tok, ret flags, NULL); /* ignore time rec */

if (gss context == NULL){
printf("Cannot create context\n");
return GSS S NO CONTEXT;

}

if (token_ptr != GSS_C_NO BUFFER)
(void) gss release buffer(&min stat, &recv_tok);

if (maj stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss_release name(&min_stat, &target name);
return -1;

}

if (send tok.length !'= 0){
fprintf(stdout, "Sending init sec context token (size=%ld)...",
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(S

112

Bls-a AT FANELHDOIN—T FiE)

send_tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss_release name(&min_stat, &target name);
return -1;
}
}

(void) gss_release buffer(&min_stat, &send tok);

if (maj stat == GSS S CONTINUE NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv_tok) < 0) {
(void) gss_release name(&min_stat, &target name);
return -1;
}

token_ptr = &recv_tok;

}
printf("\n");
} while (maj stat == GSS_S CONTINUE NEEDED);

send token() & recv token() DENMELIEICD W TOFEMIZ, 235 X—2 D [ZDlD
GSS-API B3] 2L T30,

> MACHIFDHZEDMD GSS-APIA T F X b

gss-client 1IZT >IN 707 T LELT, WONDOBEEZTEHMTERFLE
T KDYV —AD— RIFELRIT AV ITARRIEZBDTIEH D EHEAUMN. ROBIED
fERiEERTHMTIEERL 7.

» J2TFAPORELEET
» O2FTFAMTITDOER
s AT FANDAT—F ADOHIE

INHLOEERZEDY — XA —R2&, RIRLET,

EF-ZDYV—ZA3—RENIE, Oracdle ¥ 7> 0O— R =055 T7>0—-R§T5 &
HEJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
Uy,

fil5-5 gss-client:call _server() 127 F A s DL
/* Save and then restore the context */

maj stat = gss export sec_context(&min_stat,
&context,
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#l5-5 gss-client: call_server() O > 7 F A ~ DL ()

&context_token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min_stat);
return -1;
}
maj stat = gss import sec context(&min stat,
&context token,
&context);
if (maj _stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);
return -1;
}

(void) gss release buffer(&min stat, &context token);

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
display status("inquiring context", maj stat, min stat);
return -1;

}

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n")
display status("Context is expired", maj stat, min stat);
return -1;

AytE—TD5y T EEE
gss-client 7 77U —aid, 7—FERETIHRICT—FETv T (ODFDHE
)y THLENHVDET, 77U r—aid, ROFEIK->TAYE—V%
Fv 7T ULET,

S THA ZOHIBMEZRELET, ZOUEICED., S THEDODAYE—D%
TORNINDHERICUTES Z ENRIFESINET,

V=28 EY =Ty NGERIGLET, LHized T2 7 MERTn 5 CFHIC
B ET,
HEAO—EZHSLET, LRizd 727 MEBITINS XFEINCEWHRL £
j_‘o

Awvt =Ny Ty —IZHAL, AvtE—2259 7L ET,
HY—N—IZ Ay =R ELET,

BE5F . GSS-API Y S A 7 > Ml 113



Ayv—2DTy T EEE

Awt—T%5yTIT5H5Y—Ad—R%E, RITRLET,

F-ZDOYV—Ad—REllZ, Oracle ¥ 70— RE Y —n565 7> 0—-RT52 &
HA[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L T 72
Uy,

#5-6 gss-client fil: call_server() - AvtE— DT w7

/* Test gss wrap size limit */
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS_C_QOP_DEFAULT, req_output size, &max_input_size);
if (maj_stat != GSS S COMPLETE) {
display status('wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n"
max_input size , req output size , conf req flag);

conf_req flag = 1;
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS C QOP DEFAULT, req output size, &max input size);
if (maj_stat '= GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
" max input size = %d \n" "for req output size = %d with
"Integrity & Privacy \n", max_input size , req output size );

maj stat = gss display name(&min stat, src name, &sname, &name type);
if (maj stat != GSS S COMPLETE) {
display status("displaying source name", maj stat, min_stat);
return -1;

}

maj_stat = gss_display name(&min_stat, targ name, &tname,
(gss_OID *) NULL);

if (maj_stat != GSS S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;

fprintf(stderr, "\"s.*s\" to \"%.*s\", lifetime %u, flags %x, %s, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,

(is_local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed")

(void) gss release name(&min_stat, &src_name);
(void) gss release name(&min_stat, &targ name);
(void) gss release buffer(&min_stat, &sname);
(void) gss release buffer(&min_stat, &tname);

maj stat = gss oid to str(&min_stat, name type, &oid name);

if (maj stat != GSS S COMPLETE) {
display status(“converting oid->string", maj stat, min stat);
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#5-6 gss-client fil: call_server() - AvtE—2 DT w7 ()

return -1;

}

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid name.length,
(char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat, mechanism, &mech names);
if (maj_stat != GSS_S COMPLETE) {

display status("inquiring mech names", maj stat, min stat);

return -1;

}

maj stat = gss oid to str(&min stat, mechanism, &oid name);

if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

mechStr = (char *) gss oid to mech(mechanism);

fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech names->count);

(void) gss release buffer(&min stat, &oid name);

for (i=0; i < mech_names->count; i++) {
maj stat = gss oid to str(&min_stat, &mech names->elements[i], &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, %d: %.*s\n", i, (int) oid name.length, (
char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);
}

(void) gss release oid set(&min stat, &mech names);

if (use file) {
read file(msg, &in buf);

} else {
/* Wrap the message */
in_buf.value = msg;
in_buf.length = strlen(msg) + 1;

}

if (ret flag & GSS C CONF FLAG) {
state = 1;

else
state = 0;

}

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT, &in buf,
&state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status('wrapping message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
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#5-6 gss-client fil: call_server() - Ay —D T v )

return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min_stat, &out buf);

GSS-API VoA 7 MITHBIFHELRZL 7Oy U DinAHEY

EAREL

116

gss-client 7OV T AIXZDEMET, RELEAYE—OFMEERIETE £
T, B—N—d, EEAYE—JICTHTEIMICEZRLET., TDOAvE—0F
recv_token() Zffi> THGTE£7,

Z LT, gss verify mic() BB ZF>TAvt—20 [F£] DFED MIC ZRGEL
F9, gss verify mic() 3. ZITHS7ZMICZITLDT Y TINTNREWNWAYyE—
B LU ET, ZITWSZ MICIE, out buf KM Nz —N—D =27 >N 5H
BLET, Iy 7INTVREBVNAY =D MICIKE, in_buf NIZEMS N TInE
T 2DDOMICH—HLIZHE. Ay -2 0TI SN LITRD %
T, TDE, V747 > NEIZTW T2 =27 > DINy 7 7 — (out_buf) ZRERL £
KR

KDYV —AD—RiZ, BAHT O Y DFAI0 EMFEETTD HIEERLTWET,

EF-ZDYV—ZAd—RENE, Oracdle ¥ 7> O—RbB2 =055 T7>>0—-R§T52 &
HHHET T, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
2%

#l5-7 gss-client il - 4T 0w 7 OF A0 EARGE

/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
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BI5-7 gss-client il - B4 T 0 7 OFAHED EHRGE HE)

maj_stat = gss_(&min_stat, context, &in_buf,
&out buf, &qop state);
if (maj stat != GSS S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss_release buffer(&min_stat, &out buf);

if (use file)
free(in buf.value);

printf("Signature verified.\n")

TFal)T4—2TFXMOHIRR

call server() BAEUIIHERIC, I TFAMZHIBRLZZH &, main() BAEITRD £
‘g_c

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0—RbB2 A —N55T0—-RT5 &
HH[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L T2 X
Uy,

i 5-8 gss-client #il: call_server() - I > 7 F A b DHIBR

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss_release buffer(&min_stat, &out buf);
(void) close(s);
return 0;
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GSS-AP| Y — /XN — 43l

ZDETIE. gss-server F > IV T 0OT T LD — A T— RITDWTEMEMICHA
LE9d,

ROWEHIZODWTHIAL £,

119 R— D [GSS-API Y — /N —fi| DR TE |

121 R—2 D [GSSAPI B —/N—Hil: main () BEEL

123 R—2D [EKROEE]

126 R—T D Tinetd DIRE ]

126 =D 74T RIMEDT—4 D2[E ]
135 R—TD [GSS-API Y —N—HlD 27 ) —>7 w7

GSS-API B —/N—fH| DI E

H—=N—W{7 1075 Ll gss-server id. #iiE Tt L7z gss-client &iEfE L TEIE
LF9. gss-server DFEAHMIL, gssapi-clientNB T THEA A v b —I %21
RO, ZOAvE—JICBHLTRIZETT,

LDt 27 2 a > Tld, gss-serverME DK D ITENET 20 2 BRERICEIBAL £

9. gss-server |3 GSS-API DHEEEHIIH DO 707 T LAFITH 570, BEHET 50
FEFELHHLET, 2007 7Ur—a > DLy — A d— RidfHEicsE
FNTHD, Oracdle ¥ 7 > O— R —MNEF T O0—-RTEHIEHTEE

g, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2SR L T2
W,

119


http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html
http://www.oracle.com/technetwork/indexes/downloads/sdlc-decommission-333274.html

GSS-API - —/N— D E

GSS-API B — /N —fIl DS

gss-structure 7 U —2 a3 SEROFNEEZFEITLET,

L O RTZEMrL£9.

2. HHEOMEE S NG G. TOMAZNERRICE#L £7,
3. MO LHOEK ZESEL £,
4

L inetd T—E X EM SO T T AL ICI—T—AHEEL TVWENE DI MNERE
L7,

D947 2 hEDEREMLL T,
DIA4T O EDEDT =Y EZELET,
THICEHLUTRLET,

HZHiZEM BB, TLET,

® N«

GSS-API Y —/N\—fIDETT
KIZT. gss-server DA RTOERXZRLET,

gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \
[-mech mechanism] service-name

» portld, IBEZFREFDR—FDFEBTT, port MIHESINTWARNWES, T07 T
LIT 7 A NTHR— b 4444 ZFH L E7,

= .verbose Z¥HET D &, gss-server EfTRFICA v —INFRINET,

s inetdld, YOV T LAMWinetd T—E 2 EHH5 TR— N TInEEHFORETH S
ZEERLET, -inetdld. stdin & stdout 2T 147 > MR L E
@_‘D

m once ZIRETHE. 1 DO UAMER SN/ D ET,

= mechanism %, FEHAT2EF 21U T ¢ —HEH Kerberosvs 72 &) DRI TY . M
MEEEINTWEWES, GSS-APLIZT 74+ )V bOMEZFHL £9,

»  service-nameld. 7 T4 T 2 NDNERT B Ry NT—TH—E A
(telnet. ftp. login 72 &) DARITT,

Kz, =z ax > RIToplzRL£T,

% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"
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GSSAPI Y —/\—%l:main () 8%
gss-servermain() BAEIIRDY A7 & HIT L £T,
o OX 2 RTRIEEBITL. ENSZEBITRALET
n BRI T A —E X OB EESL T

= sign server() BIBZIEFUNH L ET ., ZOBEEIE. Avb—JICBA L TREIU

HIZODDSIEEEEITLET
o EBRLEEREMKLET
= BERE OID O ARTZERMIZ M L £
» BEREHAUCET (EEHNWTWSES

F-ZDYV—ZAd— RENE, Oracle ¥ 7> O— Ry =58> 0—-R3T52 &

HHHET T, http://www.oracle.com/

technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L T 72 &

W,

151 6-1 gssserverﬂﬂ:main()
int
main(argc, argv)

int argc;

char **argv;

char *service name;
gss_cred _id t server creds;
OM_uint32 min_stat;

u_short port = 4444;

int s;

int once = 0;

int do inetd = 0;

log = stdout;
display file = stdout;

/* Parse command-line arguments. */

argc--; argv++;

while (argc) {

if (stremp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv,
verbose = 1;

} else if (strcmp(*argv,
once = 1;

} else if (strcmp(*argv,
do inetd = 1;

} else if (strcmp(*argv,
argc--; argv++;

-verbose") == 0) {

-once") == 0) {

-inetd") == 0) {

-logfile") == 0) {

$E6E - GSS-API H—/\N—4l
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Bl6-1 gss-server B1: main () =)

if (largc) usage();
log = fopen(*argv, "a’);
display file = log;

if (!'log) {
perror(*argv);
exit(1);
}

} else
break;

argc--; argv++;

}

if (argc !'= 1)
usage();

if ((*argv)[0] == "-")
usage();

service name = *argv;

/* Acquire service credentials. */
if (server_acquire creds(service name, &server creds) < 0)
return -1;

if (do inetd) {
close(1l);
close(2);
/* Sign and return message. */
sign_server(@, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {

do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {

perror("accepting connection")
continue;
}
/* This return value is not checked, because there is
not really anything to do if it fails. */

sign server(s, server creds);
close(s);

} while ('once);

close(stmp);
}

/* Close down and clean up. */
(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/

(void) close(s);
return 0;
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GSS-APLIZ X > THEREINZDTId/a<, B EIBBEICL> TERESNET., 7
FAT NI LALEE. O 1 CRICEIS SN ERER B £
9, = N\—IHIT. EXETZIHRMITESTHI2LENHD ET,

gss-server 77 T AIZI3, 1SN Z Y —EZADOEKEZTIET 5720 D%
server acquire creds() 23 D F£9 ., server acquire creds() BEIS. HHT 2
—EADARIBLOEF 2 U T —HEZ AN EL THIELE

9§, server acquire creds() BAEIIZDH. U—EZADEKEIRL £

9, server acquire creds() BIEI. GSS-APIBI#%K gss acquire cred() ZfFH L
T, UY—N—D T 29 —EXADERZIEL ET,

server acquire creds() 7% gss acquire cred() IZ7 7 AT 5
IZ. server acquire creds() [ZRD2DDY AT {1 DOMHENH D ET,

1. BREZRGTELLOIC. MBI A MOMEZREL. TDYU A MIHE O
EONGENSXSICLET,

1 DDOEZEE O TILAE TZ 254G, gss_acquire cred() BEIZZ DL S
IBEEE TR TOEKZRLE T, Lo T, gss acquire cred() IFATTEL T
WD Ty b 220D ET, 80 X—TD [GSS-APIIZHIT 5 EKD#:
B 2L T3V, LMLAEDNS, ZoFHFZFDTIZEALEDEE, H—
DEKNEHOMETIHET 22 E13H 0 ER A, gss-server 7OV T AT

W, X RTINS E—OEBNEE I NDD. £2137 7 1)V S O H
SINET FRESINLBNSTZHEB). LIEN>T, mIIDT A

1%, gss acquire cred() ICIESINZHHEL Y N1 DO (7 4 )V N E7213%
NS ZTFINA->D TS EZHERTHIETT, RiCa—RFERLET,

if (mech0id != GSS C NULL 0ID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;

} else
desiredMechs = GSS C NULL OID SET;

GSS C NULL 0ID SETIE. T 74V hOWHEEHEH T EZ2RLET,
2. —E X% % GSS-API BT EH L £,

gss acquire cred() WZITH DY —E X413 gss name t IERDOE X TH 5 7=
O, Y—E2XHEZORRITA >R — T HHENH D ET, gss_import_name()
BB Z OEHNEREZITNE T, 1T/ D GSS-APIBIE S [FIFRIC, Z OB THAI
BULGSS-API I TH DM ENDH 220, £9. H—EX£% GSS-API
N 77 —=IZAE—T20ENHDET., KIZI—-FZEZRLEXT,
name_buf.value = service name;
name buf.length = strlen(name buf.value) + 1;

maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
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if (maj stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS _C NO 0OID)

gss_release oid(&min_stat, &mechOid);
return -1;

}
SEBEEETR N gss_release oid() AL TNA Z EIEELTLZS
Uy,

ATNEL name_buf OLFHNE L THRES NI —EZAL4A T,

1d. gss name t FEIEIR server_name ~NDHRA > & T, 3HFHDGIE
GSS_C_NT_HOSTBASED SERVICE | name_buf {ZHHIS 11T\ 5 L FFHN D4 HTHIT
T, ZOHEE. XTI service@host ENDH—E XD THERI NG Z EER
LET,

INEDYATIMNETTBHE, —=/)N—=T107 T AILKRD gss acquire cred() %M
CHEET,

maj stat = gss_acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
»  min_stat \FEABNSRINAHIT I —I—RTY,
n  server_name |3V —/N\N—DHFETTI,
» 01, OV T LNEROE RO RKMEZH D BEN RN EEZRUET,
»  desiredMechs 3. ZOBINEH S NHEOLY FTT,

" GSS C ACCEPTIE., BN EFaUT 44— TFANEZITANDOHZITFITAM
HTEBZ L2 RUET,

m server_creds lIZBABMN S REINDER/N RILTT,

» NULLIZ, @A SIN2EECEROAERMME 707 T LINASBENRNT &
ZRLUET,

server acquire creds() B3 DY — A3 —R%, RITRLET,

EF-ZDYV—ZAd—RENE, Oracle ¥ 7> O0—RbB2 =055 T70—-R§T5T &
HEJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 22 ML TL/Z &
Uy,

#l6-2 server acquire creds() B D I — RH

/*
* Function: server acquire creds

Purpose: imports a service name and acquires credentials for it

* * ¥
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#l6-2 server acquire creds() B I — R Fix)

* Arguments:

*

* service name (r) the ASCII service name
mechType (r) the mechanism type to use
server creds (w) the GSS-API service credentials

Returns: @ on success, -1 on failure
Effects:

The service name is imported with gss import name, and service
credentials are acquired with gss acquire cred. If either operation
fails, an error message is displayed and -1 is returned; otherwise,
0 is returned.

* X X X X X K X X ¥

*/

int server acquire creds(service name, mechOid, server creds)
char *service name;
gss OID mechOid;
gss cred id t *server creds;

gss_buffer desc name buf;

gss_name_t server name;

OM uint32 maj stat, min stat;

gss 0ID set desc mechOidSet;

gss_O0ID set desiredMechs = GSS_C_NULL_OID_ SET;

if (mechOid !'= GSS C NULL 0ID) {
desiredMechs = &mech0idSet;
mechOidSet.count = 1;
mechOidSet.elements = mechOid;

} else
desiredMechs = GSS C NULL OID SET;

name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS_C_NO_OID)
gss_release oid(&min_ stat, &mechOid);
return -1;

}
maj stat = gss_acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,
server creds, NULL, NULL);
if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min stat);
return -1;
}

(void) gss release name(&min stat, &server name);

return 0;
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#l6-2 server acquire creds() B D I — R FEZ)

}

inetd DIRE

Y —EZXADEDIESINTE 7T D&, gss-server |&, inetd &L —H—2HFE L T
HMEDNEREL X9, main B, ROKDIZL Tinetd DA ZTT/ZD TV
ES

if (do inetd) {
close(1l);
close(2);

inetd 2T HLIICI—H—DUFE L TWBHE. 70U T AIEEMER ) L E%
Io5—%2UET, KIT. gss-serverld. inetd DNERH DZFIE LI I 2 EEHEA
J1%38E LT sign server() ML E9, ZNLIANDESE. gss-serverid,
7w FEVERR L. TCPBEE accept() 2> TEDV 7w NDEERE 2T ANTZH
&, accept() DR VED 7 7 1 VLR FZH57E L T sign server() ZMEOH L £7,

inetd 2 LBWES, 707 AR TEINSETERED S TF A NEERL
F9, LML, I—HF—MN-onced 7> arZEELTVWEEE, I —TI3HEVOH#
OB THRTLET,

D247 bDPoDT—FDRIF

126

inetd DMEH. gss-server 7OV T AL, 70T T LADERIMEEEHD
sign server() 2PN L £9, sign server() I&dX . server establish context()
ZIENH LT TF A M ERELL XTI,

sign_server() [RDY AV #FITLET,

JAXTFAZRZIFAND
T=Y%Ty TR S
T—HICEHT D
F—HERY

LIBEDtE 7 2 a > Tld, INEDF ATITOWTIERHAL £9, sign server() B
¥ —23—KR%Z, KITRLET,
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IIAT 2 hDoDT—5DRAF

F-ZDY—Ad— REllE. Oracle ¥ >0O0— Rty —nHy > 0—-R$52 &

HA[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL 72 &
Uy,

ffl6-3 sign server() B

int sign server(s, server creds)
int s;
gss cred id t server creds;

gss_buffer desc client name, xmit buf, msg buf;
gss_ctx id t context;

OM uint32 maj stat, min_stat;

int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */

if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client_name.length, (char *) client name.value);
(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)
if (test_import_export_context(&context))
return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {

fprintf(log, "Sealed message token:\n")
print_token(&xmit_buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf_state, (gss_qop t *) NULL);
if (maj stat !'= GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");

cp = msg buf.value;

if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {
fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {
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#l6-3 sign server() BH%K ()

printf("\n");
print_token(&msg buf);
}

/* Produce a signature block for the message */
maj_stat = gss_get mic(&min_stat, context, GSS_C_QOP_DEFAULT,
&msg buf, &xmit buf);
if (maj stat != GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */
if (send_token(s, &xmit buf) < 0)
return(-1);

(void) gss release buffer(&min_stat, &xmit buf);

/* Delete context */

maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {

display status("deleting context", maj stat, min_stat);
return(-1);

}
fflush(log);

return(0);

ATFABRDRITAN

—RIZ, A>T FANOHESIRRIZIX, V94T hEY—N—FT—HDO N~ >
NI NET, 707 T LOBMEMEZREDICE. T2 TF A MOZIFTANLIESR
DSz, I—TNTEFTTIHENHDET, A>TFANZITFAIIL—T

. A TFFAMEFHI—T EEFICESBTOET (HEZE®RTHETIT D),

107 X=2D H—N—=EDtFaUT 4 —a2TFANOMHET] L TAHATL
7ZE,

server establish context() PIE(DYV —A 31— RzZ, KRITRLET,

EF-ZDYV—ZAd— RENE, Oracdle ¥ 7> O— R =557 0—-R§T52 &
HHHE T, http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
2
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/*

* Function: server_establish context

*

* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated

* client name

*

* Arguments:

*

* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context

* client _name (w) the client’s ASCII name

*

* Returns: @ on success, -1 on failure

*

* Effects:

*

* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned

* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, ret flags)

int s;

gss cred id t server creds;
gss_ctx_id t *context;

gss _buffer t client name;
OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss_name_t client;

gss_O0ID doid;

OM uint32 maj stat, min stat, acc sec min stat;
gss_buffer desc oid name;

*context = GSS_C NO CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv_tok.length);
print token(&recv tok);

}

maj stat =
gss_accept sec context(&acc sec min stat,

context,
server_creds,
&recv_tok,
GSS_C_NO_CHANNEL_BINDINGS,
&client,
&doid,
&send_tok,
ret flags,
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#l6-4 server establish context() BI%X )

NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n",
send_tok.length);
print_token(&send tok);

}

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj_stat!=GSS_S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc_sec _min stat);
if (*context == GSS C NO CONTEXT)
gss delete sec context(&min stat, context,
GSS_C_NO BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n")
else
fprintf(log, "\n");
fflush(log);
H
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {

maj stat = gss oid to str(&min stat, doid, &oid name);

if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

}

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",

(int) oid_name.length, (char *) oid_name.value);
(void) gss release buffer(&min stat, &oid name);

}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {

display status("displaying name", maj stat, min stat);

return -1;
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maj stat = gss release name(&min stat, &client);

if (maj _stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);
return -1;

}

return 0;

sign server() BIEIZ, D> FF A NEZITANDIEIZ, KDYV —AO—R&Efio5T
server_establish context() ZM-UNMH L £7°,

/* Establish a context with the client */
if (server _establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

server establish context() B3I E T, 7 I 7 > "N a > FF A MNEBHPIZHEE
Lieh =0 22 LUET, GSS-APLHHIT N—27 > OREZFEEITORVWED, Thb
DY AT #1751 T 0T I L0MA DI —F > ZREDBEND D E

9, B—/N—ld. RDOXDIT recv token() Zfio Th—r > 2ZEL X7,

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

RIZ. server establish context() &, GSS-APIBI%X gss accept sec context() %K
DXL £,

maj_stat = gss accept_sec_context(&min_stat,
context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */
NULL) ; /* ignore del cred handle */

» min_stat [ TEBROEENSREINDEZTTI—AT—H ATT,

n context \FMENI SN TVWAIATFARNTT,

w server_creds [ IR T A Y —EAITHTHEKTT 123 X—2 D [EKOEE) %
ZH),

= recv_tokld recv token() TV FA Y > B2 ELIZ—2 2> TY,

®  GSS C_NO CHANNEL BINDINGS {ZF ¥ FIVNA > T 4 > T &R LIANWI EZ2RT T
F7TT (88 R—TD [GSS-APLIZBIFDF ¥ RIVNA 2T 4 27O/ 25
HA),

AN
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s clientl37 717 > b4 (ASCIL XLF) TT,
n 0id IZHEHETT (OID TER),
m send tokl3V AT > NIEETSH N—U 2 TY,

w ret_flagsld, T2 TFARDRFEDA 72 3 > (message-sequence-detection 72 &)
EHR—RNTHENEINERTIEIERTTIITY,

= 2DODNULLEI#IZ. a2 FF A MoEHHME, Y—N=NTF14T7 > DT
OF S ELTEETEDNE D ME, OV I ADRNHLZNEN W EZ2RLT
WET7,

gss_accept_sec_context() 7" maj_stat |Z GSS_S_CONTINUE_NEEDED % #%7E L TSR

0. ZUHATUL—TI3MHE L ET (T T —DBFEERL). maj_stat DIENTDIETH
GSS S COMPLETE THRWHE, MEMNFHALZIEZRLTED, I—TI13K 7L
i—a‘o

7547 2 MTEDRTRE N—0 VINEIET 50 E D NIz

<. gss accept sec context() L send tok DEZZFXTIEDMHEERL ET, KDA
T 7T, BEITREN—VCOBFHEOEREMREL . GHETI2HBITTD
=22 ZaERFLET,

if (send_tok.length != 0) {

if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n")
return -1;

}

(void) gss_release buffer(&min_stat, &send tok);

b

Ayt—205y TR

A2TFABNDZIF AL, sign server()1d. 7 IF7A4 7 M BREFINTE
Ayt —T%ZITRO 9, GSS-APLIZIZ h—7 VZEAOEKIIAR I N TN
=, 20707 T MMIRDOEDIT recv token() B EFEHL TWET,

if (recv_token(s, &xmit_buf) < 0)
return(-1);

Ayt —=PIEREE LI N TS AR H 5720, 707 T L3 GSS-API Bk
gss unwrap() TAYt—2%2 7w TRLET,

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf_state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unwrapping message", maj stat, min stat);
return(-1);
} else if (! conf state) {
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fprintf(stderr, "Warning! Message not encrypted.\n");

}
(void) gss release buffer(&min stat, &xmit buf);

gss_unwrap() /&, recv_token() 2 xmit_buf IZKEFAL Te A v —2 &2 A E L T=IT
PO, ZOAY =ML, ZORERE msg buf ITHML £, gss_unwrap() N
D2DDFIBITIEH L TLIZE W, conf stateld, TDA Yy = ITHEEBEME (DX DK
B NEHENTWENEINERT T IV T, BIEDNULLIE, AvtE—IF
EIZHHENZQOP 27 0T T LANHI B MENENI LR £,

Ayt—IUNDERZREA Y E—DIRIE

Z DEFEE T, sign server() BIEUIIA v —DICBHATHILENH D

T, AvtE—IADBLIIE, AvE—DOA v —YEEEI—-RMIC) DY 5
AT 2 RANDBRENENET, Avb—VZBRETDHIET, Avt—TDEEE
Ty TRBRINERICTE T LI EZ2 T4 7 > M TE XY, MIC Z2HiSd 5
729012, sign server() IB9%K gss get mic() ZfFHL £7,

maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,

&msg_buf, &xmit buf);
gss_get mic() I&. msg buf ND A v —JIZHDINWTMICZERK L., ZDHRE
xmit_buf IR L £9, KIT, B—/N—Id send_token() TMICZ YV 717 > MK
ELET., V7147 > M, gss verify mic() TEDMIC ZMGFEL F£9, 116 R—
D [GSS-APIZ T4 7 > NIBIF 2B/ T Oy I DA ERGE] 28BL T
Uy,

BIZIZ. sign server() IZW DMND I U—27 T EFETLET, sign server()
I&. gss_release buffer() T GSS-API/NY 7 7 —® msg_buf & xmit_buf Zf#H L £
T, HWT, sign server() Id. gss delete sec context() TA>TFTFANZEMEEL
7,

test_import_export_context() F8Z{DEF

GSS-API Zffifid 5 &, A>TFAMELY AR—EBIOA 2R —FTEXT, &
KD, NV FTOEATOT I LAORELTOCAMTI Y TFANERET
Z X9, sign server() [ZIIBEEMGEH DBIEL test import export context() A3 1
F9. OB, I TFAMDOIIAR—FEA ZR—FREDK D ITHRET
BINERLET, test import export context() (&, A>T F A %Ot AR T
THOTTIEIHD EH A, test_import_export context() Id. I>TFARZEILT A
R—=RrT20IZ0N >R ZFRRL. KIZT. 1 2R — T 5D Kz
FRLU ET, test import export context() I, EFRICIIHEHEL W BAX T

M, GSS-APIDA >R — b BRUOLY AR — MEREZ ED XS ITEAITIWNZERL
TWET, £/, test import export context() {&. I > TF A NMEERED Y 1 LA
& T DHENHBRLUTWET,
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test import export context() D/ —Ad— R%Z, KITRLET,

EF-ZDYV—ZA3—RBNE, Oracde ¥ 7> O— R =055 T7>>0—-R§T5 &
HHAJEETT . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z X
Uy,

f5l6-5 test import export context()

int test import export context(context)
gss_ctx id t *context;

{
OM uint32 min stat, maj stat;
gss_buffer_desc context_token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss_export_sec_context(&min_stat, context, &context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday(&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied_token.length = context token.length;
copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context token.\n")
return 1;
}
memcpy (copied token.value, context token.value, copied token.length);
maj stat = gss import sec context(&min stat, &copied token, context);
if (maj_stat != GSS_S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);
return 0;
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GSS-API Y —N—=fFIDI Y =2 T v T

GSS-API Y —/N\—=fIlD oY =27 w7
main() BIEUICIR S &, 7V U —3 3 »id gss_release cred() TH—E XA DEKZ
HIFRL £9. D oD NEESINHE. 707 T AL, gss release oid() TX
DOID ZHIFRL7zd & FEITEKTLET.

(void) gss release cred(&min stat, &server creds);
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SASLZE{ERT D7 7UT—2 30D

ﬁ

SASL (Simple Authentication and Security Layer. fiZilatttF 2V 7+ —E) 1L, &
FaUTA—TL—=LT=UD1DTT, SASL( [TH)L] LFEH) I, HEHEN—X
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L. W&EZERLET, I_H‘ik H—/N—Id sasl _server step() ZIFUNHT Z &
T, VA7 2 DS DFBIET —F #HE L, Fﬁ%’i%iﬁﬁ'@%i@‘o Z DAHA
m\mﬁﬁm??éﬁ ITI—FRETHETHIFESINET, SASL_ OK RSN/
. ENET T4 T 2 M E RS — /\“_@U'f@uquﬁ\IE.% SETLREZEER
%Li? s DFRFEZETE T S DTG ITEE T REBIMT — A, SASL B
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RENICELZE S TWAHRERD D XT ., T—N—MET F17 > MIOH TR
FENTE T TS E, = N—ET AT 2 RME EhoTaNnNT s —ERAETES X
2RV ET.

ROBNE, BIRFET —% 2% T 5D, $—N—&7 7107 > FHEICBIT2H
BERZRLIEZDHDTT,
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7-5 SASL ZR&F: Y —/N—FT— 4 OULHE

’754’7"/ b DEIE #—/de)éJJf’E
SASL R % | SASL P
H— N —p S EYE T | F4aEISAT L MOEE [T

SASL_OK /B0

v RV1E

AT SASL_CONTINUE

sasl client step() OFFUH Uid—

ERKEIhiT—2OMIE

V' N

I7- /EuEr
F1v7/ SASL_INTERACT

SASL_CONTINUE
SASL_OK

SASLTF—4%%
TIIAT > b S5EIE

SASL
F— g %4 — N —DEfE

AV

SASL_OK

SASL_CONTINUE

sasl server step()

SASL_CONTINUE
SASL_OK

DU L
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SASL DR Z M L BEM

tTFaU T —BOFELZBEET SHITIL. sasl getprop(3SASL) B> Tt

Fa )T ¢ —BRELRE(SSE) DEN 0 LD HREVWNESINZHRLET, EFaV
T4 —BOWEMNTONTWEGE., 75147 > b &Y — /NIRRT HE R
DSSEEMHTHILENHODET., 7 IA47 > hEY—N—[HDOTFT—& L, &
SEDG G ER = HETHONET, JOhINICE->TIZIAT > MERE

Y —=N—IZT—FMNEEINDAEIIT. T—F T sasl_encode() WiEHINET, ZE
fITIE, EZIZ. sasl decode() ICL-> TT—NEFLINET, &F2V

T A —EOTENRESNTWEN S T2HE. TOSASLER I > TF A MILEDHD
FHA, LENST, 2OATFAMIBEELZIIEFHAL TOhENER A,

SASLtzv 3 3 > DRI

SASLEEfi O > T F A NEMRINT HHENHDHDIE. TDrya  ZHEAMALERN
AT T, sasl dispose() Id. SASLEEH I > TF A b EBEHETHTRTDY
V= 2AB IO MR L £, sasl done() ZIEONHTHE. T ORIIC SASL #4f5¢
AT FAREWELTHBSDLEND D ET, SASLERICHTHOATFARY
V=AM 5 Z &1, sasl done() DEETIEH D FH A, 151 X—

D Mibsast DV —>27 v 7| 2L TIZIN,

SASLt v T a3 UM S BB, TRTORENREKR S NS TREENH 2 500, B
B AR INET ., SASLE v a E2BlT20ENH LD, D
tyva  EHENHALRWEEZTTT., 2NDNOSE. Jloty s a > NED
SASLIREEZHAIATEET, VIA4T7 2 hEY—N—DEESH, sasl dispose()
Zffi> TSASLHER > T F A M2l £,

libsas\D o U —>7 v

ZDAT YT T SASLTAT IV ET T4 DTRTOY Y —AZfE L F
9. 77147 > hEY—/)N—IT sasl done() ZMEUNHT I & T, libsasl() DY
V= AEMRIL . TNTDSASL 7T 7 A > i ABEER L £9 . sasl _done() 13
SASLEEfE I > T F A NEMMLER A, 77U —2a > MNSASLY A7 > KT
HHO., MDOSASLT—N—THH 5L, sasl done() ICELDTSASLY T4 7 > b
ESASLY—/N—RFHFDU) — AR EINZHITEBR LT ZSW, VI14T >
re B=N=DWTNND) Y —ZADAZEMRNT S LT TEERA,

FE-7177UNTsasl done() ZFNHIRETIIH D FH AL, 7TV

r—3a YW T sasl done() ZMFUNH T ERICIE, libsasl 2 L TWAREEMED H
H5IRTOIAT IV EDTHERBMETESL LI, MODEEEILDLENDH D
E I
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oty a Tid, VAT N T T = a e —N=T T =3
ORNZBIT 2 — A2 SASL Y > a3 > &2 RLET., ZOFOEGFFIEIXDERD
T—a—o

1.

10.

Y/

24T T TUr— 3 i libsasl ZHIH{LL £9,

DA R TN —=2a NEROKRFEA—IINY U EREL XTI,
SASL_CB_GETREALM

SASL_CB_USER

SASL_CB_AUTHNAME

SASL_CB_PASS

SASL_CB_GETPATH

SASL_CB_LIST_END

HY—N—T7TUr— 3 lid libsasl ZFHHLL £

Y—N—T7TUr—2 a3 JNEROKREI—IV Ny 72 ELET,
= SASL CB_LOG
= SASL_CB_LIST_END

7I47 > ME SASLEEFR O > T F A NEERL., EF )T — 70N

T4 —%REL. FAREREROY A N2 —/N—IZERLET,
H—/N—I3, SASLEEHEO > TF A MEIER L. EFaUT 4 —70/T 1 — %%
FEL. WY SASLEED ) Z N ERGEL. TNEV I147 > MIERBLET,
7547 > ME. FIAATREREO D) A REIEL., BEOEBEZREINL, Z0
BN - E BT — Y 20— N—IZEELET.

AT, V9T Y REY—N—I, BALEEF 2 ) T —HOIENE 7T
LT, SASLT—H 2L KT,

REANTTTDE, 793147 > hET—N=1F. tFaU 571 —@OHENTD
NEZESNEHWLET, V7IA4T7 > MNEITAMAytE—2T>0—-RLE
T, TOAY =N —N—ZEEINET, v—N—1F, &Fit1—H—0D
A—Y—-%HEZDI—F—DLILLABRELET,

F=N—ld, T2aA—=RENFEAYE—DEERF, Fa—K, BROHALE
ER

7947 > M. sasl dispose() ZM-ONH LTV 147 > MDD SASL ki > 5
FARNEMBMLUET, HNTTZ T147 > Mid. sasl_done() ZFFONH LT libsasl
DI — AL ET,

H—/N—Id. sasl dispose() ZMENHLTEDY S 7 > bO#EHEI > TF A b
a3y O S A

Ze 7947 2 b EY—N—HDOPLOERD DT ZERLET. libsast NDOIFUH

UINRET BTN T DO LNAENE RSN THET ., BEHBIOZEMNC
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IHFNFNDOT—HEEDERINTVET, b, T—ldT>a—Ranrx
X THERIN, TOLHICHERETTNRINTWET, BBETNT T4 7 > FDY;
Blidc:, Y—=N—0HEEEs: EERINET, W7 TV r—a >Ny —Ad1—R
IZDWTIE. f1$%E [SASLY —ZXJ— Rffil] Z22BLTL7ZI W,

7747 2k

% doc-sample-client

*#**k Calling sasl client init() to\
initialize libsasl for client use ***

*** Calling sasl client new() to\

create client SASL connection context ***
*** Calling sasl setprop() to\

set sasl context security properties ***
Waiting for mechanism list from\
server. ..

% doc-sample-server digest-md5

**k* Calling sasl_server init() to\
initialize libsasl for server use ***

***% Calling sasl server new() to\

create server SASL connection context ***
**% Calling sasl setprop() to\

set sasl context security properties ***
Forcing use of mechanism digest-md5
Sending list of 1 mechanism(s)

S: ZGLnZXNOLW1kNQ==

S: ZGLnZXNOLW1kNQ==

received 10 byte message

got 'digest-md5’

Choosing best mechanism from: digest-md5
*¥**k Calling sasl client start() ***
Using mechanism DIGEST-MD5

Sending initial response...

C: RELHRVNULU1ENQ==

Waiting for server reply...

C: RETHRVNULU1ENQ==

got ’'DIGEST-MD5’

**% Calling sasl server start() ***
Sending response. ..

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15M\
TZOYWxUOVcvanUrcmp5YmRqaHMsbT@iam@xMTQx\
NDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWN\
vbmYiLGNpcGhlcj@icQwLHIjNCOINixyYzQilLG1\
heGJ1Zj0yMDQ4LGNoYXJzZXQ9dXRmLTgsYWxnb3\
JpdGhtPW1kXNz

Waiting for client reply...
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S: bm9uY2U9IklicGxhRHIZNE4Z1gyV\
m51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHMsbTO1\
am@xMTQxNDIilLHFvcDOiYXV@aCxhdXRoLWludCx\
hdXRoLWNvbmYiLGNpcGhlcj0icQwLHIjNCOINix\
yYzQiLG1lheGJ1Zj@yMDQ4LGNoYXIZzZXQ9dXRmLT\
gsYWxnb3JpdGhtPW1kXNz

received 171 byte message

got 'nonce="IbplaDrY4N4szhgX2VneC9y16Na\
1T9W/ju+rjybdjhs=", realm="jm114142",\
qop="auth,auth-int,auth-conf",cipher="rc4-40,\
rc4-56, rc4",maxbuf=2048,charset=utf-8,\
algorithm=md5-sess’

**k* Calling sasl client step() ***

Please enter your authorization name : zzzz
Please enter your authentication name : zzzz
Please enter your password : zz

*#** Calling sasl client step() ***

Sending response...

C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSJqbTEX\
NDE@OMiIsbm9uY2U9Ik1licGxhRHIZNE4yVm51Qz1\
5MTZOYWxUOVcvanUrcmp5YmRgaHM9IixjbmOuY2\
U9InlgZ2hMVmhjRFIMa@FobtDSOp2WVUXMUMAV1\
NycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb\
3A9YXV0aCljb25mGhlcj0icmMOIixtYXhidWY9M\
jA0OCxkaWd1c3QtdXIpPSJyY21kLyIscmVzcGOu\
Cc2U90TYODI1IMmMRMNZY4YTJIjYzkxYjJjZDMyYTkO\
ZWM=

Waiting for server reply...

C: dXNlcm5hbWU9Inp6enoilHI1YWxt\
PSJgbTEXNDE@OMiIsbm9uY2U9Ik1licGxhRHIZNE4\
yVm51Qz 15MTZ0YWxUOVcvanUrcmp5YmRqaHM9I i\
xjbm9uY2U9In1gqZ2hMVmhjRFIMa@FobtDSOp2WY\
UXMUM4V1NycjJIVWm5IR2Vkc1k9IixuYz@wMDAWM\
DAWMSxxb3A9YXV0aCljb25mGhlcj0icmMOIixtY\
XhidWY9MjAQOCxkaWdlc3QtdXIpPSIyY21kLyIs\
cmVzcG9uc2U90TYODIIMMRmMNZY4YTIjYzkxYjJj\
ZDMyYTkQZWM=

got 'username="zzzz",realm="jm114142",\
nonce="IbplaDrY4N4szhgX2VneC9y16NalToW/\
ju+rjybdjhs=", cnonce="yjghLVhcDRLkAhoi\
rwKCKIvYU11C8WSrr2UZnHGedrY=", nc=00000001,\
qop=auth-conf, cipher="rc4", maxbuf=2048,\
digest-uri="rcmd/", response=966e978252\
df768a2cc91b2cd32a94ec’

*#%% Calling sasl server step() ***
Sending response. ..

S: cnNwYXV@aD0OyYjEzMzRjYzU4ANTE4MTEWOWM3\
0TdhMjUwY j kwMzk30Q==

Waiting for client reply...

S: cnNwYXV@aD0@yYjEzMzRjYzU4NTE4\
MTEwOWM30TdhMjUwY j kwMzk30Q==
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received 40 byte message

got 'rspauth=2b1334cc585181109c797a250b903979"
*k* Calling sasl_client step() ***

C:

Negotiation complete

*¥** Calling sasl getprop() ***

Username: zzzz

SSF: 128

Waiting for encoded message...

Waiting for client reply...

C: got '' ***k Calling sasl server step() ***
Negotiation complete

*** Calling sasl getprop() to get username,\
realm, ssf **x*

Username: zzzz

Realm: 22c38

SSF: 128

**k* Calling sasl_encode() *** sending encrypted\
message 'srv message 1’

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VDloaj\
iwABAAAAAA==

S: AAAAHVArjnAvDFuMBgAAxkqdumzJ\
B6VD1loajiwABAAAAAA==

received 34 byte message

got '’

**k* Calling sasl_decode() ***

received decoded message ’'srv message 1’

*#** Calling sasl encode() ***

sending encrypted message ’'client message 1’
C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZA\
Ngzn6gABAAAAAA==

*** Calling sasl dispose() to release client\
SASL connection context ***

*** Calling sasl done() to release libsasl \
resources ***

Waiting for encrypted message...

C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZA\
Ngzn6gABAAAAAA==

got '’

*#**k Calling sasl decode() ***

received decoded message ’‘client message 1’
*** Calling sasl dispose() to release \
client SASL connection context ***
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IOt a TR, SASLY U r—3 3 IR LU TS Z oMo —E X 242
T2 T DERFIECOVWTHHL ET,

F-T 7 AR— MRAIO=%, Oracle Solaris SASL SPI 13, Oracle Solaris AS D 7 5 1
7B —N—ET S CHOEF AT — LAY —2 Y R—FL &
Hh, TDD. OracleSolaris UND 7 T4 7 > " BL T —/)\N—WE 75 71 >
13, BEMY—EXAFHIIHENEY —E A 2R TEFEH . Oracle Solaris D7 T 1
7 EBROY—N—HHET S 71 id. ZOHIBRIZH D £H A,

SASL TS5 A > DE

SASLY—EZXTONA T A 2 H T —Z(SP) &ffid &, 7F 741 > & libsasl 71
T VEDBENTREE RV ET, SASLT T/ A 3., HEF1T770&ELT
FEINET, 1D0H-ETA T IVITIE. SO SASL 7T 71 > % 1 DL EA&H
TZFET, HETATITIVNDT T 71 13, libsasl 12 > T dlopen(3C) BAE TH
A —T > INET,

7z, T4 23 libsasl ZFEOHTRED Y 71U 7 —3 3 AATEITNA > R
THILEBARETYT., IO LAEFEDOT I 7 1 > ZHHmALIT

I3, sasl client add plugin() Ba%tE /=13 sasl server add plugin() BA%ZfEAH L £
TN, EE5EFHTINE, TOT7 SV r—aNrIA4 7>~ —=N—D
NWITNTHBEMNTED ET,

Oracle Solaris 7R L —F 4 > 7 AT AKND SASL 75 7 A &, ROBEMZ2H-T

WERH D FT,

w ESATIVNDTITTA L, BRNRETREL T 7 b7 71 )b (s
DT 7 A IIEERETIE . so) NI I N TWABHRENH D ET,

s T 5T NIREE T REIRIBTICIND SN TWAMLERH D ET, TT77 1 DK
ZFI1Z1% SASL,_CB_VERIFYFILE d—)L/)Nw ZMEH S NET,

n TSI VFEYBI RURA D REEATVWARENDH D T,

m SASLTZIA T hDTSTADIN—=3 2N, SASLY—N—DXIET 5T 5
TAON=23 IC—H L TWBLENRHDET,

» T4 VRBEFCHIMETE 2 0ENH D T,

s TITADONAFTUEIA TN, libsast DINA FUF A TIZ—HL TV HLHE
MHD XTI,

OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Adlopen-3c
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SASL 757 A NIRD4DDOHTFITVICHHEINET,
n UIAT TS T

n B N—HET ST

(LTI

= auxprop /I A >

sasl client init() BIEZIFOHT &, FIARIGEERIRTOIIA T > N TI74
CINSASL 7 TA T 2 MIZEAIAENE T, sasl server init() B EMEOH T
ELHN=T IS4 BT ST . BEWauxprop 7T A > HISASL
B —N—ICFHmHAAENE T, sasl done() ZMENHHT E, TRTDT T T A 2 0HH
ABRRENET,

libsasUIE 7 5 71 > RERIKFIC, SASL_CB_GETPATH JI—JLNvw Z7E8%., =7 %)L b
INADNWT NN ZEHL £9 ., SASL CB_GETPATHIZ. 7571 >B&ZE T4 L7 b
Joao KN U A RERLET, SASL I > 12— SASL_CB_GETPATH
d—=)U)Nw 7 ZEELEHA. libsasUZF D=L\ I NSRS NZ/INA %
ffio TRRZITVWET., THNLUNDEE, SASLI > > 2 —<IEINAFU &A1 Tt
T BT I FIINNABFHTEET,

KIZ, TIFIWENAENAF VI TOMIEERLET,

64 Ew K SPARC 7V —F 52 F v —:/usr/lib/sas1/sparcv9
x64 7 —F T F ¥ —:/usr/lib/sas1/amd64

32 Ew b SPARCY —F 57 F ¥ —:/usr/lib/sasl

32Ew Fhx86 7 —F T F + —:/usr/lib/sasl

libsasUEFHARAAT OV AD—HEL T, YR—hINTWEHEHIN—a DT
FGTAEROHLET, 20771 2013, N—Ya a2l LGRS
ZRLULET, N—=Ta3 0N —H LG, libsasLZZFDT IV A1 > 2imsrABE
T, WHEDN— 3 >%F =1L SASL_UTILS_VERSION TT,

BEDTIT7A4 > OIMENZETTSE, DT T 71 > & libsasl EDEDZE L,
FBEDOBEEICHE LR DEEREHLT IV ENHDET, 7771212
sasl utils t &R Z A LT libsasl ZIENH L £9,

libsasl 71 7 7 VIXLROEEERDO T FURA > h2EHLTT 71 > E@EEL
*x7,

sasl out params t
sasl client params t
sasl server params t
sasl client plug t
sasl server plug t
sasl_canonuser_plug_t
sasl auxprop plug t
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NS OEEARDY — 23— Rid, SASLAY Y —T 7L IVHIZEENTWET,
BIRIZDNWTIE, XOotvr >3 > THBALET,

SASLT S04 ICBT AEELEIER
libsasl & 7T 741 > DOEEIZ,. ROEERICL> TERINET,

sasl utils t-sasl utils tHERICIE, X FRhI—FT 40U T —BEE3
DDA TFAMERNEENTVET,

COBERICEENTVWAEELI—T ¢ U T 0 —B%IZ. 7571 D RFEERT
OfFZEAE L THREL 9. TN o DB DL <L, libsast DA >4
T —=ANDRA 2HIZHBO>TWET, TI714 03, 5N OMETSASL O
T a—RIZEDHIVEND HIEEERE. libsasl ZHEENFONHIHEITZH D F
A

libsaslld sasl utils t HIZ3 DDA FF A MZERL £7,

®  sasl conn_t *conn
®  sasl rand t *rpool
®  yoid *getopt context

sasl utils t ND connBEUI, 72X T T 1 2 DiAHRARED L ST, EBE
IZIIRFE DEICBEM T SN TWRBRWEENH D £T ., TNLIDEE. conn
[TSASLO > 2 a—RDSASLEER I > TF A NTTY, rpool ZEUIFELEA: pkBE%EL
FTT . getopt context &, getopt() B THHAIREI > FTFANTY,

sasl getopt t(3SASL). sasl log t(3SASL). LW sasl getcallback t(3SASL)%
ZHRLTLEE N,

sasl out params t-libsasl!d. sasl out params tHhEfAZ{ERRL. TN&Er o
A7 > hERIFTT—/N—Dmech step() ICIEL £9 ., ZOHEAZE L T libsasl
WA 6 N5 EHRIE. FRAED AT —4 A, authid. authzid. maxbuf. HT{EEHD
ssfo. BERNT =D >a— /73— RICET2ERTT,

sasl client params t-sasl client params t #iE{RIZ. libsast N7 T4 7 > b
DIRFEZRFED SASL 7 747 > MMERMIZET DI EINET. ok
T—YDEEFITE. VAT MEBEOTZ Y FURA b

mech new(). mech step(). BXUWmech idle() NMEHINET, £

72, canon_user client() T FNURA > MIHT T4 T > MREZETLEND
DEJ,

sasl server params t-sasl server params t EERIE, =N —flizHBn
T. sasl _client params t {Z{l/z#pEZ R/ L £7,
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DAT o NTS04 >

DIAT RT3 7 I4 7 2 MO SASL 1l 2 & B9 2 7= S 1
T, VIAT U NTITA TR, ST Y- N—=T 71 EEBIT

N —IbENET, 1 D07 IAT T4 20120, 1 DU LD 147 >
NMAID SASLBEREN S ENTNET, K SASLY T1 7 > ME#IZ, ZEDOTR— K
WA, 7> a > TEAEEEHEEEZYR—-NLET,

FSASLZ T4 7 > MMERIL, TOEMEOEARICET 2 RDEMZRZMIEL X7,

SSF D KA

tFaT =TT T DERKIE

7571 HERE
TITADEEHT S0 —)\Nw s ET O T MID

7547 > N T T4 id sasl_client plug init() Z L7 AR— M THLENHD
F9, libsasllidsasl client plug init() ZMOHT I ET, T4 20 T4
7ML L £, 7T A ldsasl client plug t iR ZIRL £,

sasl client plug t MR T 2RO MURA > M. libsasl 232 IOV S
BRICHEHENET,

= mech new() -7 T4 7 > NMIBEHBIAREIC sasl client start() ZFEONH L £
N, ZDOBEAEN mech new() 2 L £, mech new() [IHEME ICEA O %5
fTLET, HEIGCT, I TFAMNNEHOLTENET,

= mech step() —mech step() Id. sasl client start() & sasl client step() 25 M-
U\‘Hjéﬂi'ﬂqo mech new ﬁfﬂﬁiUﬂjéﬂt%&\ mech step() N7 T4 7 > MMl

RAEETFLET, #i Eﬁyﬂztfﬁm mech step() 75 SASL_ OKﬁiLém

i? EM®T~&#%E@ m&mmwmqmﬁﬂéhi? FETA NN 1
L7=%; SASL T — :l F?ﬁﬁéﬂi@‘ II7—MNFAELRS seterror()
ﬁ\ﬂﬁiUHjéﬂi'T uuu Eiyjbfcb%é\ mechfstep()bi\ E@ﬁ@‘%t’:\::U
T4 —JEDOERET—IVINY 7 EZET sasl out_params_t HEERZ R THEN D
DX, canon user() BIEUL Z DFEEARD—EETI canon user() I&. 77147
> NONREEE ID EFRGRID 2525 LZBRICPENH S N2 B H D £,

= mech dispose() -mech dispose() &, I TF A MMNERII/ O— A TELHHEG
IR X 31 E 97, mech dispose() 1 sasl_dispose() WX TR ENET,
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EERBEHILET,

E-C Finalize() IFIRLTITA 7T UNNSIENHL TIWTET A, —#
2. C Finalize() 2L TEwva zr0—X352&37 U r—a >
DEMLETT,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C Initialize() [ ZXDREVEEFHL ET,

= CKR_ARGUMENTS_ BAD
= CKR CANT LOCK
= CKR CRYPTOKI ALREADY INITIALIZED (EE K TIZ72L))

BIE . A—Y—LRIDES{T7 TUr— 3 Dtk 173



cryptoki 74 75 1 DHE

PKCS #11 B8%: C_GetInfo()

C GetInfo() Id. cryptoki 71 7T VIR T HHFEICIBEREN—T a IEREREL
£9, C GetInfo() DHXIIRDEBDTT,

C_GetInfo(CK_INFO_PTR plnfo);
C GetInfo() ITXRDfEZIRL X7,

m  cryptokiVersion =2, 11
= manufacturerID = Oracle Corporation.

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
WA, C GetInfo() lERDREDEZEHL £

= (KR ARGUMENTS BAD
= (KR CRYPTOKI NOT INITIALIZED

PKCS #11 B8%%: C_GetSlotList()

C GetSlotList() /&, FIAAIAE/RA Oy DU A FZEfSEL £

9, pkesll softtoken.so ATNDEFHAL T TOINA ¥ 31 > A b =)L SN TV
. C GetSlotList() MHIRINBDIE. T 74N hDZAOy REZWTFT

9, C GetSlotList() DHEIIRDEBD T,

C_GetSlotList(CK_BBOOL tokenPresent, CK_SLOT _ID_PTR pSlotList,
CK_ULONG_PTR pulCount) ;

tokenPresent I TRUE ZiRE L7256, F—0 O0EFEET B A0y MEITITREBE S
MEEISNET,

pSlotList \Z NULL_PTR %% L7286, C GetSlotlist() lFA Oy MKZ T ZIKRL £
o pulCount |ZA Ty MEZEMMNT 2 H/AINDRA >4 TY,

pSlotList IC ATy R &S 2N T 7 —~DIRA ¥ Zi%E LI2BE. *pulCount
1213 CK_SLOT_ID EH D PR A ZRE L £9. ROKHITIE. *pulCount IZ
CK_SLOT_ID EHZEDEEDOREEMNRESINET,

HH. PKCS#11 7 7Ur—3 3 3¢ GetSlotList() & 2B L £9, 1[HIHD
C GetSlotList() MELNHHL Tld, ATU—ZED Y THHWTAOY MEESEL £
9, ZLT2EHE®DC GetSlotList() FEXH L TIZ, A0w hZ2EEL £,

E-AOY FOMEFIIRIES NG, PKCS#11 T 7 T U ZiRAHMAD =N E D 5 AlEE
16 RY: SRS
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CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST MEMORY. CKR_OK
IZHNA. C GetSlotlist() IEIRDEVEZEFHL £7,

= (KR ARGUMENTS BAD
= (KR BUFFER TOO SMALL
= (KR CRYPTOKI NOT INITIALIZED

PKCS #11 B8%%: ¢_GetTokenInfo()

C GetTokenInfo() X, FFED b —27 VT A5 EHRZTSEL £,
C GetTokenInfo() DHEITKRDEB D TY,

C_GetTokenInfo(CK SLOT ID slotID, CK_TOKEN_INFO_PTR plnfo);

slotiD V&, HWIO =27 2695 A0y hDID T, slotID &, C GetSlotList()
MBIRINIZAHZN/RID TRIFINUIR D £/ . plnfold, b—27 NEREKNT 585
FrNDRA 5 TY,

pkcs1l softtoken.so N1 2 A R —)LINTWVWBME—DTONA ¥ TH 23
. C GetTokenInfo() IIRD T 4 — )V REfEZRL X7,

» T X))l - Sun Software PKCS#11 softtoken.

= 75/ —CKF_DUAL CRYPTO OPERATIONS. CKF TOKEN INITIALIZED. CKF RNG.
CKF_USER PIN INITIALIZED. FB L TNCKF LOGIN REQUIRED, Zi3ILHD T T 7 IZid 1M
REINET,

= ulMaxSessionCount — CK_EFFECTIVELY INFINITE 2Vi%E S 1E T,

= ulMaxRwSessionCount - CK EFFECTIVELY INFINITE 2\i%E S FET .

= ulMaxPinLen - 256 D\G% € SN E T,

»  ulMinPinLen-1 N EZNET,

= ulTotalPublicMemory |2 CK_UNAVAILABLE INFORMATION 7%i%iE S 11£ 7,

= ulFreePublicMemory {Z {3 CK_UNAVAILABLE INFORMATION 7Ni%iE X 41E T,

= ulTotalPrivateMemory |Z {3 CK_UNAVAILABLE_INFORMATION 7%E¥%7E S 41E£ 7,

= ulFreePrivateMemory IZ /& CK_UNAVAILABLE_INFORMATION 7\Z¢/iE S 11£ 9,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR. CKR_HOST_MEMORY. CKR_OK
IZINA. C GetSlotlist() ITRDREVEZMHL 97,

= (KR ARGUMENTS BAD
= (KR BUFFER TOO SMALL

= CKR_CRYPTOKI NOT INITIALIZED
= (KR SLOT ID INVALID
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ROROEE, T34 >SNN—RU 27 b= VICBTHHDTY,

CKR DEVICE ERROR
CKR DEVICE MEMORY

CKR DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR TOKEN NOT RECOGNIZED

PKCS #11 B8%%: C_openSession()

C OpenSession() ZfiZIX. 77U r—a  idfFEDOA Oy NNORED h—2 >
EOMTHE{bt Yy 2 a > EBBTEX T, C OpenSession() DHEIIRD EHB DT
@_‘0

C_OpenSession(CK_SLOT_ID slotID, CK_FLAGS flags, CK_VOID_PTR pApplication,
CK_NOTIFY Notify, CK SESSION HANDLE PTR phSession);

slotIDIZA Ty bDID T, flagsld, v a X 2HEAHEZIMREICT 0. HDW
WA HERICT 20 &R U E T, pApplication 13, 77U r—2 3 212k ->T

=Ny ZHELTERSNIERA > F T, NotifylZld, A7 a>oa—)b
INY ZBEE DT R L ADKEINEINET . phSession 1&. v a >\ RO
FINDRA 25T,

CKR_FUNCTION_FAILED. CKR_GENERAL_ERROR., CKR_HOST_MEMORY. CKR_OK
IZHNA. C OpenSession() IZRDREDEZMHL 9,

CKR_ARGUMENTS_BAD

CKR_CRYPTOKI_NOT INITIALIZED

CKR_SLOT_ID INVALID
CKR_TOKEN_WRITE_PROTECTED (#tAH D EHD h—27 > TREINET)

KRORDEILZ. TS5 >3NEN—F T2 b—27 2 ICETSHDTT,

CKR_DEVICE ERROR

CKR_DEVICE MEMORY

CKR_DEVICE REMOVED

CKR_SESSION COUNT
CKR_SESSION PARALLEL NOT SUPPORTED
CKR_SESSION READ WRITE SO EXISTS
CKR_TOKEN_NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

PKCS #11 B8%%: ¢C_GetMechanismList()

C GetMechanismList() I, fREI N/ b—2V 2INYR— T HEY 1 T7OU A K%
5L £9 . C GetMechanismList() DFESIIRDEB D TT,

C_GetMechanismList(CK_SLOT_ID slotID, CK_MECHANISM_TYPE_PTR pMechanismList,
CK_ULONG_PTR pulCount) ;
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slotIDVE, HO =27 226925 A0y bDID TY . pulCount |IFEREZHANT
LG ANDRA > 5 TY, pMechanismList \IZ NULL_PTR Z&%7E L7288, *pulCount
IR S NE T, ZNESNOBFE. *pulCount ITIZU A S DY A X

% . pMechanismList \Z\3VU A R ZIEMT 2Ny 7 7 —~DRA > ¥ %, ZTNTHNHE
TOMENDH DT,

PKCS#11V 7 N h—=0 2INT 714 > INTNWBEA. C GetMechanismList() 75
BEINsHPHR—MEHEY X MI, ROEBDTY,

CKM_AES_CBC

CKM AES CBC PAD

CKM AES ECB

CKM AES KEY GEN

CKM DES_CBC

CKM DES CBC PAD

CKM DES ECB

CKM DES_KEY GEN

CKM DES MAC

CKM DES MAC_GENERAL
CKM DES3 CBC
CKM_DES3_CBC_PAD

CKM DES3 ECB

CKM _DES3 KEY GEN

CKM DH_PKCS DERIVE

CKM DH_PKCS_KEY PAIR GEN
CKM DSA

CKM DSA KEY PAIR GEN
CKM DSA SHA 1

CKM_MD5

CKM_MD5_KEY DERIVATION
CKM MD5 RSA PKCS
CKM_MD5_HMAC

CKM MD5 HMAC GENERAL
CKM_PBE_SHA1 RC4 128
CKM_PKCS5 PBKD2

CKM RC4

CKM RC4 KEY GEN

CKM RSA PKCS

CKM RSA X 509

CKM RSA PKCS KEY PAIR GEN
CKM SHA 1

CKM SHA 1 HMAC GENERAL
CKM_SHA 1 HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS
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CKM SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER KEY DERIVE
CKM SSL3 MASTER KEY DERIVE DH
CKM SSL3 MD5 MAC
CKM_SSL3_PRE_MASTER_KEY GEN
CKM SSL3 SHA1 MAC

CKM TLS KEY AND MAC_DERIVE
CKM TLS MASTER KEY DERIVE
CKM_TLS MASTER KEY DERIVE DH
CKM TLS PRE MASTER KEY GEN

CKR_FUNCTION_FAILED., CKR_GENERAL_ERROR. CKR_HOST _MEMORY. CKR_OK
IZINA. C GetSlotlist() IZRDREDEZEMHL £7

CKR_ARGUMENTS BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI_NOT INITIALIZED
CKR SLOT ID INVALID

KRORVEIL, 5714 >3NZN—FR Iz T7 b—27 2 ICETEHDTT,

CKR_DEVICE_ ERROR
CKR DEVICE MEMORY
CKR_DEVICE REMOVED
CKR_TOKEN NOT PRESENT
CKR_TOKEN_NOT RECOGNIZED

17K PKCS #11 B8 %

Oracle Solaris {5t 7 L — LT — 27 Tld, EZHED PKCS #11 B DIFNIT, KD 2D
DEGEEN RSN TNET,

w178 X—T D [HL5E PKCS #11 BI%L: SUNW C GetMechSession() |
w179 X—2 D [HE5E PKCS #11 BY%L: SUNW_C_KeyToObject

7R PKCS #11 BAZ%4: SUNW_C_GetMechSession()

SUNW C GetMechSession() |3, BB TY ., ZDOREEKIZET . Oracle Solaris 5 51t
T —LT—07%&HHHE L £9, ST ZOBEEKIE. HEI N EDORT
twa ZEBKBLUET, SUNW C GetMechSession() DIEIIRD EHB D TT,

SUNW C GetMechSession(CK MECHANISM TYPE mech, C\
K_SESSION HANDLE PTR hSession)

mech/NT A—% T, HHTHHEWEIREL £, hSessionld. v a > O
FINDRA 7 TT,
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SUNW_C_GetMechSession() IZPNERAYIZ. ¢ Initialize() ZFECNH LT cryptoki 71 7
Z 1) 2L £9. HVYTSUNW C GetMechSession() Id. C GetSlotList() &
C_GetMechanismInfo() Zff> THIFARIHE/R A T w R 2K L., 5T S 172 HHE 2 0 2
TEh—=0 2 ZADFMLET., HIOEENE Dho 728

£, SUNW C GetMechSession() I& C OpenSession() ZMUM L TEwa a2t —7
CLET,

SUNW_C GetMechSession() {3 HIENHTHEIIH D EFH AL, LA L. KIT
SUNW C GetMechSession() & EIFNHE L2ELTH, RFICHEIZECEE A,

YR PKCS #11 E3%51: SUNW_C_KeyToObject

SUNW_C KeyToObject() I&. FWEB#EA 7 7 FEMERLET, MO LITOTOY S
IE. T REERS SR ORT — 5 ZI8ETHHRENH D £

. SUNW_C_KeyToObject () IZINFFRYIC, #57E S N/HMITH T 2R OfEZRE L £
9, C CreateObject() \IC& > CINAMAR#EA 7 27 MAMERSNET ., HT
SUNW C KeyToObject() I, C GetSessionInfo() & C GetMechanismInfo() ZME-ONH L
TAOw N EEBOBRETSLET, £ L T, C SetAttributeValue() IZ

EoT. #AT Y NOREET T TR OREEICHE > TRESNE T,

A—Y—URNIOBEIT 77U T—2 3 > 0DH|
Ot a TR, ROFIZDNTHHAL £9,
m 179R—=TD [ Ayt—=I5 A2 A SO

n 12— RSO )

187 R—T D [ 4 ERGEE DB
193 XR—2D [T 24 LINA MERDOH]

Ayt—o54 2 X DB
ZDOHFITIE, PKCS#11 BB ZE> TAN T 7 AIVINE Y A P2 A M EERL £
T, ZOHITIE, ROFIEZEFEITLET,
. 1Mz A NOBEEEEL £7,
ZOHITIE. CKM_MD5 %1 2= X MEEMNERINET,
2. MESNEZAYA P AN YINTAY AL EYHR—RT5 20y FE2RRLET,

Z DB TIL. Oracle Solaris D 5 BI% SUNW_C_GetMechSession() ZfifH L T E
., SUNW C GetMechSession() I&. cryptoki 71 77U a4+ —7>LET, ZDF
1 7 ZUIZId. Oracle Solaris Fs 5t 7 L — A7 — 2 T Z 4159 X TD PKCS
#11 BRI ENTWE T, KT SUNW C GetMechSession() 1. HBYDHEME % i
AlzAOy FERBLET, LT, By a i nEd, ZOMSREE
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13EFEE, ¢ Initialize() MFOVH L. C_OpenSession() MFOVHH L, BIIEE SN
T AT R — 9520y NOBMRICHIERTNTOI— R & [FEZOHEE % fiF
A TWET,

3. cryptoki DIFWRZTUFL £

COEMTFERIZIE, Avt—IF A4 D A NOERICEREBERL THA
N, C GetInfo() BAKKDMEMEZRTERTIZICEDTHDET., ZOHITIE
BARTOID ZHEL TWET, TOMDIEROA T a> LT, N—23 >
EIAMT IV TF—IHEETEET,

4, 20w hBFS5THY AP A MU ZETFLET,

ZDHIATIIBIF DAy =I5 1P A NDERFIEIZRD EBD TT,
a. ANMT7ryAIVet—720%7,

b. C DigestInit() ZM-OHL TH 1P = X ML ZWHEL £7°

c. C DigestUpdate() Zffio CTTF—# % —EIZ 0T DUHEL TWEFT,

d Y12 AMUEZKT T 5201, C DigestFinal() Zffi> TS A
VI AbZRGLEXT,

5. bwvlalERTLET,
D70 T AZ. C CloseSession() Zffio Tty aar/o—X
L. C Finalize() Z2ffio T4 77U/ 0—-XLET,

Ay E—=IF AP 2 A MDY —Aa— Rz, RITRLET,

F-ZDYV—ZAd— RENE, Oracle ¥ 7> O — R =587 >0—-R§T52 &
HEJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2R L T2 X
(2

Hl9-1 PKCS#11 BIC I D AWt —T %1 2 A hOERK

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
#define MAXDIGEST 64

/* Calculate the digest of a user supplied file. */
void
main(int argc, char **argv)

CK_BYTE digest[MAXDIGEST];

CK_INFO info;
CK_MECHANISM mechanism;
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CK_SESSION HANDLE hSession;
CK_SESSION INFO Info;

CK_ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulDigestLen = MAXDIGEST;
CK_RV rv;

CK_SLOT_ID SlotID;

int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;

/* Specify the CKM MD5 digest mechanism as the target */
mechanism.mechanism = CKM MD5;

mechanism.pParameter = NULL_PTR;
mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki

* library, and open a session with a slot that supports

* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);

if (rv != CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);

}

/* Get cryptoki information, the manufacturer ID */
rv = C GetInfo(&info);
if (rv != CKR OK) {
fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);
}

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */
if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

}

/* Initialize the digest session */

if ((rv = C DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C DigestInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Read in the data and create digest of this portion */
while (!feof(fs) && (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0) {
if ((rv = C _DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C _DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;
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bytes read += ulDatalen;
}
fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */
ulDigestlLen = sizeof (digest);
if ((rv = C DigestFinal(hSession, (CK BYTE PTR)digest,
&ulDigestLen)) != CKR OK) {
fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit digest;

}

/* Print the results */

fprintf(stdout, "The value of the digest is: ");

for (i = 0; i < ulDigestLen; i++) {
fprintf(stdout, "%.2x", digest[il]);

}

fprintf(stdout, "\nDone!!!\n")

exit digest:

fclose(fs);

exit session:

(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);

exit(error);

SRR S DB

#19-21%, DES7ILJdYU XL D CBCE— RZ{Fio> THESLT 572008 Ty
FEERLET, 2OV —2Ad— RIZROFEZFETLET,

1.

B7—yEEELET.

DES EWIHEAMER 7 MV EEERL T, Z I TIERYIEERZ MLV EBICES LT
WETH, ZNEHLETHTEHATY ., FIEEXRZ MUVIEICERICES

L. IRUTHAMALBRNWTSZI N,
BATO U NEERELET,

ZDHAT TR, BOT> T — b ERETIHENDDET,
BESNMSLEELZ Y R— 520y hERBLET,

Z DHFITIX. Oracle Solaris D 5 B4 SUNW_C GetMechSession() ZffH L TWE
3, SUNW C GetMechSession() . cryptoki 71 75U ZEA—T>LFT, TDT
A1 7 ZUIZI3. Oracle Solaris Fs 5t 7 L — AT — 27 T H X415 9 R TD PKCS

OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108



A—HY—LNIOBESET TV T—2 3> 0f)

#11 BB EENTWE T, H)TSUNW C_GetMechSession() 1. HBI DM % i
AlAOy FERRLET, LT, vy ia 2K NET, ZOMSEE
1 3HFEE, ¢ Initialize() FEHI L. ¢ OpenSession() FEFONH L. BIIRE I
THEEZ TR — R 520y FORRBICHERTRTOI— R EAZFEOHEEZ i
A TNET,

4, ZOAOy N THREBS{EUEEZEITLET,

ZDIAZITHBT B FALDITFIRIRDOEBD TT,
ANT 7 ANEF—T 2 LET,
BOF Tl M\ RIVEERLET,
mechanism fiE K Z i > THE 5 (LS 2 CKM_DES_CBC_PAD IZ&%E L X9
C EncryptInit() ZMEOVH L THESLALE Z WL L £ 97
e. C EncryptUpdate() Zffi>CTTF—4# % —FEIZ 0T DU L TWEFT,
f. BES LA 2 T3 5720IC. € EncryptFinal() &> TR HLT — % D HfE
DO EHAFL £,
5. ZOAOy bTESVUHEZETLXT,
DY AV IZBTHEFALOETFIRIKRDOESL D TY ., ZOES(LAHEIL, T
A MHETOAREEINTNET,

a. C DecryptInit() ZIFONH L THE S Z L £7.
b. C Decrypt() TXFAIEMARZUMIL £7,

6. Ly alEKTLET,
Zo7ar T AE, € CloseSession() ZffioTtwiarzro—xX
L. C Finalize() ZfioTI4 75U 0—XL X7,

K SLDY —A3— R, RITRLEXT,

ISHEN

a0

F-ZOYV—Ad—RElE, Oracle ¥y 70— Rty —mnud o> 0—RT52 &
HA[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL7Z &
VY,

Blo-2 PKCS#11 BEEIC KB Hb#EA T =7 N DIERR

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192
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/* Declare values for the key materials. DO NOT declare initialization

* vectors statically like this in real life!! */

uchar t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, 0xef};
uchar t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, Oxcd, 0Oxef};

/* Key template related definitions. */
static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;

static CK OBJECT CLASS class = CKO SECRET KEY;
static CK _KEY_TYPE keyType = CKK_DES;

/* Example encrypts and decrypts a file provided by the user. */
void
main(int argc, char **argv)
{
CK RV rv;
CK_MECHANISM mechanism;
CK_OBJECT HANDLE hKey;
CK_SESSION_HANDLE hSession;
CK_ULONG ciphertext len = 64, lastpart len = 64;
long ciphertext space = BUFFERSIZ;
CK_ULONG decrypttext len;
CK_ULONG total encrypted = 0;
CK_ULONG ulDatalen = BUFFERSIZ;

int i, bytes read = 0;

int error = 0;

char inbuf[BUFFERSIZ];

FILE *fs;

uchar_t ciphertext[BUFFERSIZ], *pciphertext, decrypttext[BUFFERSIZ];

/* Set the key object */

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof (class) },
{CKA_KEY TYPE, &keyType, sizeof (keyType) },
{CKA_TOKEN, &falsevalue, sizeof (falsevalue) },
{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },
{CKA VALUE, &des key, sizeof (des key) }

+

/* Set the encryption mechanism to CKM DES CBC PAD */
mechanism.mechanism = CKM_DES CBC_PAD;
mechanism.pParameter = des cbc iv;
mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports

* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);

if (rv != CKR OK) {

fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);
exit(1);
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/* Open the input file */
if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen")
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;
goto exit session;

}

/* Create an object handle for the key */

rv = C CreateObject(hSession, template,
sizeof (template) / sizeof (CK ATTRIBUTE),
&hKey) ;

if (rv != CKR OK) {
fprintf(stderr, "C_CreateObject: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

/* Initialize the encryption operation in the session */
rv = C EncryptInit(hSession, &mechanism, hKey);

if (rv != CKR OK) {
fprintf(stderr, "C EncryptInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Read in the data and encrypt this portion */

pciphertext = &ciphertext[0];

while (!feof(fs) && (ciphertext space > 0) &&
(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {
ciphertext len = ciphertext space;

/* C _EncryptUpdate is only being sent one byte at a

* time, so we are not checking for CKR BUFFER TOO SMALL.

* Also, we are checking to make sure we do not go

* over the alloted buffer size. A more robust program

* could incorporate realloc to enlarge the buffer

* dynamically. */

rv = C_EncryptUpdate(hSession, (CK BYTE PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);

if (rv !'= CKR OK) {
fprintf(stderr, "C _EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;

}

pciphertext += ciphertext len;

total encrypted += ciphertext len;

ciphertext space -= ciphertext len;

bytes read += ulDatalen;

}

if (!feof(fs) || (ciphertext space < 0)) {
fprintf(stderr, "Insufficient space for encrypting the file\n")
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error = 1;
goto exit encrypt;

}

/* Get the last portion of the encrypted data */
lastpart _len = ciphertext space;
rv = C_EncryptFinal(hSession, pciphertext, &lastpart len);
if (rv != CKR OK) {
fprintf(stderr, "C_EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;
}
total encrypted += lastpart len;
fprintf(stdout, "%d bytes read and encrypted. Size of the "
"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */
fprintf(stdout, "The value of the encryption is:\n")
for (i = 0; i < ciphertext_len; i++) {
if (ciphertext[i] < 16)
fprintf(stdout, "0%x", ciphertext[il);
else
fprintf(stdout, "%2x", ciphertext[il]);
}

/* Initialize the decryption operation in the session */
rv = C DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */

decrypttext len = sizeof (decrypttext);

rv = C Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,
decrypttext, &decrypttext len);

if (rv != CKR OK) {
fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);
error = 1;
goto exit encrypt;

}

fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */
fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n")

exit encrypt:
fclose(fs);

exit session:
(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);
exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Define key template */

static CK BBOOL truevalue = TRUE;
static CK BBOOL falsevalue = FALSE;
static CK_ULONG modulusbits = 1024;
static CK BYTE public exponent[] = {3};

boolean_t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen_mech,
CK_SLOT_ID_PTR pslot);

/* Example signs and verifies a simple string, using a public/private
* key pair. */

void
main(int argc, char **argv)
{

CK RV rv;

CK_MECHANISM genmech, smech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;

CK SLOT ID slotID;

int error, i = 0;

CK_OBJECT HANDLE privatekey, publickey;

/* Set public key. */
CK_ATTRIBUTE publickey template[] = {
{CKA VERIFY, &truevalue, sizeof (truevalue)},
{CKA_MODULUS BITS, &modulusbits, sizeof (modulusbits)},
{CKA_PUBLIC EXPONENT, &public_exponent,
sizeof (public_exponent)}

3
/* Set private key. */

CK_ATTRIBUTE privatekey template[] = {
{CKA_SIGN, &truevalue, sizeof (truevalue)},
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{CKA_TOKEN, &falsevalue, sizeof (falsevalue)},

{CKA_SENSITIVE, &truevalue, sizeof (truevalue)},

{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}
}i

/* Create sample message. */
CK_ATTRIBUTE getattributes[] = {

{CKA MODULUS BITS, NULL PTR, 0},

{CKA_MODULUS, NULL PTR, 0},

{CKA PUBLIC EXPONENT, NULL PTR, 0}
I

CK_ULONG messagelen, slen, template size;

boolean_t found_slot = B_FALSE;

uchar_t *message = (uchar t *)"Simple message for signing & verifying."
uchar_t *modulus, *pub _exponent;

char sign[BUFFERSIZ];

slen = BUFFERSIZ;

messagelen = strlen((char *)message);

/* Set up mechanism for generating key pair */
genmech.mechanism = CKM_RSA PKCS KEY_ PAIR GEN;
genmech.pParameter = NULL PTR;
genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM RSA PKCS;
smech.pParameter = NULL_PTR;
smech.ulParameterLen = 0;

/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv !'= CKR OK) {
fprintf(stderr, "C_Initialize: Error = 0x%.8X\n", rv);
exit(1l);

}

found slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {
fprintf(stderr, "No usable slot was found.\n")
goto exit program;

}

fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */

rv = C OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,
&hSession);

if (rv != CKR OK) {

fprintf(stderr, "C OpenSession: rv = 0x%.8X\n", rv);
error = 1;
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goto exit program;

}
fprintf(stdout, "Generating keypair....\n")

/* Generate Key pair for signing/verifying */

rv = C_GenerateKeyPair(hSession, &genmech, publickey template,
(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),
privatekey template,
(sizeof (privatekey template) / sizeof (CK ATTRIBUTE)),
&publickey, &privatekey);

if (rv != CKR OK) {
fprintf(stderr, "C GenerateKeyPair: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

/* Display the publickey. */
template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);

rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if this failed */
fprintf(stderr, "C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Allocate memory to hold the data we want */
for (i = 0; i < template size; i++) {
getattributes[i].pValue =
malloc (getattributes[i].ulValueLen *
sizeof(CK VOID PTR));
if (getattributes[i].pValue == NULL) {
int j;
for (j = 0; j < i; j++)
free(getattributes[j].pValue);
goto sign_cont;

}

/* Call again to get actual attributes */
rv = C GetAttributeValue(hSession, publickey, getattributes,
template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C_GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits:
"ssd\n",
*((CK_ULONG_PTR) (getattributes[0@].pValue)));
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fprintf(stdout, "\tModulus: ");

modulus = (uchar_ t *)getattributes[1].pValue;

for (i = 0; 1 < getattributes[1l].ulValueLen; i++) {
fprintf(stdout, "%.2x", modulus[il]);

}

fprintf(stdout, "\n\tPublic Exponent: ");

pub_exponent = (uchar t *)getattributes[2].pValue;

for (i = 0; i< getattributes[2].ulValuelen; i++) {
fprintf(stdout, "%.2x", pub_exponent[il]);

}

fprintf(stdout, "\n");

}

sign cont:
rv = C SignInit(hSession, &smech, privatekey);

if (rv !'= CKR _OK) {
fprintf(stderr, "C SignInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C_Sign(hSession, (CK BYTE PTR)message, messagelen,
(CK_BYTE PTR)sign, &slen);

if (rv != CKR_OK) {
fprintf(stderr, "C Sign: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}
fprintf(stdout, "Message was successfully signed with private key!\n")
rv = C VerifyInit(hSession, &smech, publickey);

if (rv !'= CKR OK) {
fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

rv = C_Verify(hSession, (CK BYTE_PTR)message, messagelen,
(CK_BYTE_PTR)sign, slen);

if (rv !'= CKR_OK) {
fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
error = 1;
goto exit session;

}

fprintf(stdout, "Message was successfully verified with public key!\n")

exit session:
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(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

for (i = 0; i < template size; i++) {
if (getattributes[i].pValue != NULL)
free(getattributes[i].pValue);
}

exit(error);

}

/* Find a slot capable of:
* ., signing and verifying with sv_mech
* ., generating a key pair with kpgen mech
* Returns B TRUE when successful. */
boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen_mech,
CK_SLOT_ID PTR pSlotID)
{
CK SLOT ID PTR pSlotList = NULL PTR;
CK SLOT ID SlotID;
CK_ULONG ulSlotCount = 0;
CK_MECHANISM INFO mech_info;
int 1i;
boolean t returnval = B FALSE;

CK RV rv;

/* Get slot list for memory alloction */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr, "System error: unable to allocate
"memory\n");
return (returnval);

}

/* Get the slot list for processing */
rv = C_GetSlotList(@, pSlotList, &ulSlotCount);
if (rv != CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get
"slot count.\n");
goto cleanup;

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot
"list.\n");
return (returnval);
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/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

/* Check if this slot is capable of signing and
* verifying with sv mech. */
rv = C GetMechanismInfo(SlotID, sv _mech, &mech info);

if (rv != CKR OK) {
continue;

}

if (!(mech info.flags & CKF SIGN &&
mech_info.flags & CKF_VERIFY)) {
continue;

}
/* Check if the slot is capable of key pair generation
* with kpgen mech. */
rv = C_GetMechanismInfo(SlotID, kpgen mech, &mech info);

if (rv 1= CKR OK) {

continue;

}

if (!(mech info.flags & CKF GENERATE KEY PAIR)) {
continue;

}

/* If we get this far, this slot supports our mechanisms. */
returnval = B TRUE;

*pSlotID = SlotID;

break;

}

cleanup:
if (pSlotList)
free(pSlotList);

return (returnval);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>
#include <security/pkcsll.h>

#define RANDSIZE 64
boolean t GetRandSlot(CK SLOT ID PTR pslot);

/* Example generates random bytes. */

void
main(int argc, char **argv)
{

CK_RV rv;

CK_MECHANISM mech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
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CK_SLOT ID slotID;
CK_BYTE randBytes[RANDSIZE];

boolean_t found slot
int error;

int 1i;

B_FALSE;

/* Initialize the CRYPTOKI library */
rv = C Initialize(NULL PTR);

if (rv !'= CKR OK) {
fprintf(stderr, "C _Initialize: Error
exit(1l);

}

found slot GetRandSlot (&slotID);

if (!found slot) {
goto exit program;
}

/* Open a session on the slot found */

0x%.8X\n", rv);

rv = C_OpenSession(slotID, CKF_SERIAL SESSION, NULL PTR, NULL_PTR,

&hSession);

if (rv != CKR_OK) {

fprintf(stderr, "C _OpenSession: rv = 0x%.

error 1;
goto exit program;
}

/* Generate random bytes */

8x\n", rv);

rv = C _GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv != CKR OK) {

fprintf(stderr, "C_GenerateRandom: rv = 0x%.8x\n", rv);

error 1;
goto exit session;

}

fprintf(stdout, "Random value: ");
for (i 0; i < RANDSIZE; i++) {
fprintf(stdout, "%.2x", randBytes[i]);

}

exit session:
(void) C CloseSession(hSession);

exit program:
(void) C_Finalize(NULL_PTR);
exit(error);

}

boolean t
GetRandSlot (CK SLOT _ID PTR pslot)
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CK_SLOT_ID_PTR pSlotList;

CK_SLOT_ID SlotID;

CK_TOKEN INFO tokenInfo;

CK_ULONG ulSlotCount;

CK_MECHANISM TYPE PTR pMechTypelList = NULL PTR;
CK_ULONG ulMechTypecount;

boolean t result = B FALSE;

int 1 = 0;

CK_RV rv;

/* Get slot list for memory allocation */
rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);
pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr,
"System error: unable to allocate memory\n");
return (result);

}

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);
if (rv !'= CKR OK) {
fprintf(stderr, "GetSlotList failed: unable to get
"slot list.\n");
free(pSlotList);
return (result);

}
} else {
fprintf(stderr, "GetSlotList failed: unable to get slot"
" count.\n");
return (result);

}

/* Find a slot capable of doing random number generation */
for (i = 0; i < ulSlotCount; i++) {
SlotID = pSlotList[i];

rv = C GetTokenInfo(SlotID, &tokenInfo);

if (rv != CKR OK) {
/* Check the next slot */
continue;

}

if (tokenInfo.flags & CKF _RNG) {
/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number
"generation!\n", SlotID);
result = B _TRUE;
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break;
}
}
if (pSlotList)
free(pSlotList);

return (result);
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KMF O >3 a2 —<I2id, X509 fFHEIC X 2R —EAPCANY— M — RERGE/z
E. HEZFHIAEZO IO FREENET,
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IOt aTiE, ROKMEI Y AR—% > MIOWTHHL £,
= pktool(l) BETEY —)l

" KMFRU I —F—FX—2

» kmfcfg(l) R P—EBBLONT IV A kI —FT 1T 4 —

»  kmftypes.h TEFRIIND KMF T—F T &, kmfapi.h BE O libknf (3LIB) TEF
SNBETaTII T T—R

KMF &2 —)l

KIZRT pktool(l) DY T A< > Ri&, KMF 2R HR— KL ET,

delete F—ARNTHNOF T NZHIBRLET,
download CRL /213G EHE Y 7 1INV B — AN ST >
O—RLULZET,
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export FTx I NEF—ARTME T 7L IVICIT T A
A—KhLET,

gencert HOEEAM & X 509v3 sEHZEZER L £77,

gencsr PKCS#10 Certificate Signing Request (CSR) 7 7 1 )L Z &
L%,

genkey F—A BT RNITHHF—ZERL £7,

help NIVT Ay =D 2R RUET,

import FT 7 NENER) —ANSA R —RLET,

inittoken PKCS#11 b—27 > 2L £9°.

list §~x NYHROF TP hOYI ) —E2FKRLE

setpin F—2ANT T ADZDDI—Y —FRFE/NA T
L —X%&ZHLET,

signcsr PKCS#10 CSRICEHA L £7

tokens ZORAREIR T RT D PKCS#11 h—27 > &R RLET,

KMF 7R U o — RS

KMERY > —13HR) o —DE YY) —T9, T 74N ER)—Id, S ATLNA
AR EINBZEZICERINET., T3 >0 BOR) —E2FKHL
TWED, 73 )V hRY I —NEHEINET,

7TV =3 KB X509 FEHEDHMIIRY 2=/ A=FIZX o THIEHE N
9, KMFRY > — 39X TOGAFICEH SN, REOF—A M7 ICHIBREINE
ENIVN

KMERY > —F—FR—ZADEMET 71 > ORERRIL kmfcfg(l) T—F 1 1
TA—EHEALET, knfcfg Z2HHLT. PATLDT I H I b T —FRX—2

7 74 /etc/security/kmfpolicy.xnl N T, #HDWEL—F—ERDT—F X—Z
T7y7AIVNT., RU—EZEEFR. Bk, £F, HIFR., 1 >F—K BXUXLY
AR—FTEEXT, ATLKMERY > —F—IXR—=ZANDT 7+ )l bR > —IF
EETEER N, TI71 ORI DWTIL, knfcfg ZEHL T, 7571 1%
WMOER, KMET 774 >DA AR —IVEREZT oA A=), BT TS
AF T a DEEETHENTEET,
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KiZ, KMERY >—BlEO 2 rLET., ZNs0oR) o —EBlEoxehr—&EE

FHZDNTIE, kmfefg(l) DY Za T IV R—T 2B TL7ZS 0,

s RUS—F, 7TUr—2 3 3 Z0L4FTZSRLET,

s F74)RhF—ZAKT, NSS. 771 ). PKCSI1172&ETT,

s HffZ2MEE, GEHZEOENMEZMEY 5 & S ICHEHEBICER SN TS E RN
=EL FT,

s RHA7R EKU 2 845, 53R S 372866 F OIE5RIC B W TERE S N7/ WEE D EKU
R =

s =2 2IN), ZOFEMEIZINSS £7/21XPKCS11 F—A MY ICOAMEHINE
ER

s REEAHR., 72EZIEOCSP CRL TY,

» A, OB EEINSIRY S —ICLo THEELDHEMFMED I >
IXYDYZARTYT, INEDOE Y MIGEHEZFER T 572D T T DTN
HDET,

s JRINZEERME. OB ERINEZRY —ICL o> THE LR DILE
SNEBFEHOIDDOIYXYD Y ANTY, sEHEZFEHTSICIIZINSD
OIDS WFFET 2 EMNH D £,

R —DF—=FROEFRICDNWTIE, kmfpolicy.h 7 7 1 IVEBIRL T Z X,

Oracle Solaris KME TIZRD T T 714 >4 T U NMREINTWET,

= PKCS#11 F—A N7 7574 >:kmf_pkesll
» OpenSSLF—ZA N7 75774 > :kmf_openssl
m NSSF—ZX 7T 5571 > :kmf nss

KMF7 7 Uo—2g>7R002200420%
11— A

Oracle Solaris KMF {3, PKI#/ED 7= D5 API 2424 L £ 9, KMFIZx L Tadib
N7 U r— a3, 771V (OpenSSL). NSS. PKCS11 h—72 > 72 & D#Ek
DF—AFT7 &, OCSPBEIUNCRLEBER EDEBDOKRITEEY 2 —ILICT VAT

E2FT, KMFAPLIZE=ZFICEL > T, FHERIO L —OREMICIETE
—g_o
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KMF AP I3 EH 7 L — LT —2 T4 7 F Y libknf(3LIB) TRt NET., N5
DAPLICEK ST, 77U r—2 3 > T3NS/ IENBEOER Y. FEH

. CSR. AFHHEMEE. CRL. BIUNOCSP JHBEUIE S EDNHEEA T2 = 7 b &21E
KLU TEMITSZENTEET,

» P GEE. BRUNCSR ORAE: ERB I OHIBR, REBIOHUS, BRR, 1>
A=k, BLRUOZZAR—F

s O SCERIE BLBXOREE. EHEZBEL CHERTZ I EICKZES
ftB I NEEL

s @M PKIA TP bADT 7 A:X509 )@iER L OMEED#RTE B L OEH
. AN alEEIE R TOT—4 Ot

KMF API [ kmfapih 7 7 1)V TER S 1. #EAS K OEUT kmftypesh 7 7 1)L T
EFEINZET, knfapi.h 7 7 1IVICIE, BEENKD I —T TRENET,

FREHRE

BEHRAE

Al R AE

BEEZIIFEHAZ M L 2R S{biEE
CRL #1E

CSR #1E

ZEBHE O BUSHRE

Al B2 D % E R AE

PK12 f1E

OCSP #1E

AU > —HfE

I —RLE

ARY =T U—27 vy THE
PKCS#11 b—7% > API

JE M PR

OracleSolaris BB 7 L — A —0 D7 U5 — 3>

(tl

pktool 7 7 U r—3 3 > id. KMFAPLI Offi ik &R ENZHITT,

ZOtr T a  TIIKME 2R 5847 7)) r—a &z RrLET, 20t
TarTlid, 77U = a DNKMEF BIEEEITT B0 ETT H0EN D H I
AAT Y TIZOWTHHLET, ZOHITIE, SENCTOTTI 2T ORBRZEF;
5. NBEEFENB X OZOHBITONWT OB RIEENS 2 EZ2BELTHE
I, ZOFITIE. FHTSKMEZHEHET S A5y TeikE R, HEBAMNE
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X.509v3 FEFHE D L OBIEAHT S5 /2 RSA BT Z2ER L £, /2 OHIT
1d. KMFIEIR S 7z pktool AX > RZHH LT, 77U r—aREFETHD T
LR T D HIEBRLUET,

KMENYy Y —6LU0Z4T7Z
KME B 70 Ny A TBXOBEREANOTOT T LT 7 AT 51
13, kmfapi.h 77 V&A1 27 )—RLET,

#include <stdio.h>
#include <kmfapi.h>

KMEZAT7IU%&) ATy T TA ) —RLTLESIN,

$ cc -o kmftest kmftest.c -lkmf

KMF &EAT —4% 7Y

BEARB LB OERICOWNTIE, kmftypesh 7 7 1 IIVESBL T EI W, ZOH]
TlE. ROKMFROEEZHEHL £,

KMF_HANDLE T KMEMOH L DDty 3 >\ Rb
KMF_RETURN TRTOKMFRERHLORED O— R
KMF_KEY HANDLE KMF F—®D/N\ > R

KMF_CREDENTIAL KMF &%

KMF_ATTRIBUTE NN RBREITHDH I EEMHRL T ZI N
KMF_KEYSTORE_TYPE F— A N7 &I (KMF_KEYSTORE_PK11TOKEN 73 &)
KMF_KEY ALG HEDFELE (KMF_RSA 72 &)

KMF_X509 CERTIFICATE BHINDT—HLO—R

KMF_ X509 NAME ML a—R

KMF DATA BRAGEHE T — L O—R

KMF_BIGINT BEOEROES

KMF7 74— 3 USR0S
I—H—Id pktool(IM) —F 4 U T 4 —Z{iHTZZEICE-> T, 07T ADEE
BHEBLINBERTYZELSIERLEZE2HRATEET,
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$ pktool list objtype=both
Enter pin for Sun Software PKCS#11 softtoken :
Found 1 certificates.
1. (X.509 certificate)
Label: admin@foobar.com
ID:
09:ac:7f:1la:01:f7:fc:a9:1a:cd:fd:8f:d4:92:4c:25:bf:b1:97:fe
Subject: C=US, ST=CA, L=Menlo Park, O=Foobar Inc., OU=Foobar
IT Office, CN=admin@foobar.com
Issuer: C=US, ST=CA, L=Menlo Park, O=Foobar Inc., OU=Foobar IT
Office, CN=admin@foobar.com
Serial: 0x452BF693
X509v3 Subject Alternative Name:
email:admin@foobar.com

Found 1 keys.
Key #1 - RSA private key: admin@foobar.com

KME7 74— 3 0REeHEY—XO—R
KMF API DEFHIZDNTIE, 1ibkmfBLIB) DX a7 ILR—T 2B LT F X0,

DY TV —2a VIRROFIEEFETLET,

1. KMFBEZFOH RIS, 77U —3 3 13 FE T knf_initialize() 2L
T, KMFty2a HONY FIVEIET 2068 RNHD LT, TON BV
W, I EEAEDKMFREEITFOH L ORAIOFIEE L THERASNET, ZUdrR
BT —HBT, 20y a > ONERERLYT > 7F X MEWMZERFFT
LHleDITHINET,

2. ZOT7 TV r—3 a3 FITIEPKCS#11 F—A M7 2L £
9, kmf configure keystore() ZfEifL T. GRBRDODEIEDL=DICHEHT L ~—7
CEEFRLET,

3. FEBAZE £/213 PKCS#10 CSR ZAERR T DI D ATy TIIHART Z2ER T2 2 & T
. kmf_create keypair() ZfEH L T, HEE72 50N\ X OIENBE O
ZIERR L. EESIN/zF— A MNTIOIERNBEZRE L £, BT 7V
F—a N RIVERT D, FFOH LItld 5% OBRE THERE ST/
BBIVIENRBRA TV NEBRTEET,

4. BEXRTDEEI NS, kmf set cert pubkey() BX U kmf set cert version() &
FRALT, REKEHEZAERTS201CEHTST> 7L — L O—RiZc5T—4
ZHDIABE T, KMFIIHLIREREZ S0, X5090v3 AEHEO /R T « —)L R &=k
ETHEDDIEIERAPIZRML £
7, kmf hexstr to bytes(). kmf set cert serial(). kmf set cert validity().
LW kmf_set cert sig alg() ZFHL T UV IINBEERELET, U TILE
FIZ KMF BIGINT L I— R T, kmf dn parser(). kmf set cert subject(). PBX
N kmf_set cert issuer() Zffif L T KMF X509 NAME RS Z1ERR L £9°,
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CZHUIHCHWHEHEDEREYE TH 5720, ZOT7 FUr—3 3 3 kil TE
RENZAAET > T — %, GEAEZTNEHEONEE S > HERTEA
LET, ZODknf sign cert() BIEDKERIZ. ASN.1 TI > I— R I N/= X.509v3
AHET—% NI S KMF DATA L O — RIZ/Z D X7,
FEAEIIBA SN TR T +—< v NMZRo 72k, GEHFEIZEDOF—A b
TICHRETEE T, knf _store cert() ZHEHL T, 27 TUTr— a3 > Dk
SHTEFR SN TND PKCS#11 b —7 VICEEAZZRE L 9, SFHEIX I ORES
TNSS £7z1& OpenSSL 7 7 T IVITIRE T H T EHARETT,

KMFIZEL > TERSN/ZT — Y EERICH L TED LY TENZAE

=13, T—IBERDPABEIZ R EER V=T v T T50ENH 0 E

9, KMFIZIZ, 20604 T2 7 MCBEEMT SN ATY —Z2@u)icE Dy
TREBRT 272 DFEF7 API MRS N TWE T, VY —ZAZHKT H720DIT A
TY—ZHEYNI) 2T v T TEHEEMIBEDOLET, VU—2T v TIA
>4 77— A1, kmf free data(). kmf free dn(). BI N knf finalize() &5
ATWET,

KIZ, TRTOT=YRBIONINN—BEZEDTY T r— 3 HO%ELT:
VA= RERLET, T2ANO%. KMFTA(7FU %A 27— RLTL
&,

/

¥ OX K K X X K X X K K X X K X X X X X X

*/

KMF Example code for generating a self-signed X.509 certificate.
This is completely unsupported and is just to be used as an example.

Compile:
$ cc -0 keytest keytest.c -lkmf

Run:
$ ./keytest

Once complete, the results can be verified using the pktool(1l) command:

$ pktool list
This should show an RSA public key labeled "keytest" and a cert labeled "keytest".

The objects created by this program can be deleted from the keystore
using pktool(l) also:

$ pktool delete label=keytest

#include <stdio.h>
#include <strings.h>
#include <fcntl.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <tzfile.h>

#include <kmfapi.h>

int
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main(int argc, char *argv[])

{

KMF_HANDLE T kmfhandle;

KMF_RETURN ret;

char opt, *str = NULL;

extern char *optarg;

KMF_KEY_ HANDLE prikey, pubkey;

KMF CREDENTIAL cred;

KMF_ATTRIBUTE attrlist[16]; /* this needs to be big enough */

KMF_KEYSTORE TYPE kstype;

KMF_KEY_ALG keytype;

KMF KEY HANDLE prik, pubk;

KMF_X509_CERTIFICATE certstruct;

KMF X509 NAME certsubject, certissuer;

KMF_DATA rawcert;

KMF_BIGINT serno;

char *token = "Sun Software PKCS#11 softtoken"

char *keylabel = "keytest";

boolean t readonly = B FALSE;

uint32_t keylen = 1024;

uint32 t ltime = SECSPERDAY * DAYSPERNYEAR; /* seconds in a
year (see tzfile.h) */

char prompt[1024];

int numattrs;

(void) memset(&certstruct, 0, sizeof (certstruct));
(void) memset(&rawcert, 0, sizeof (rawcert));

(void) memset(&certissuer, 0, sizeof (certissuer));
(void) memset(&certsubject, @, sizeof (certsubject));

/*
* Initialize a KMF handle for use in future calls.
*/
ret = kmf _initialize(&kmfhandle, NULL, NULL);
if (ret != KMF _OK) {
printf("kmf initialize failed: 0x%0x\n", ret);
exit(1l);
}

/* We want to use the PKCS1l keystore */

kstype = KMF_KEYSTORE_PK11TOKEN;

numattrs = 0;

kmf set attr at index(attrlist, numattrs, KMF_KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));

numattrs++;

/* Indicate which PKCS11 token will be used */

kmf set attr at index(attrlist, numattrs, KMF TOKEN LABEL ATTR,
token, strlen(token));

numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_READONLY ATTR,
&readonly, sizeof (readonly));
numattrs++;

ret = kmf configure keystore(kmfhandle, numattrs, attrlist);
if (ret != KMF_OK)
exit (ret);
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/* Reset the attribute count for a new command */
numattrs = 0;

/*
* Get the PIN to access the token.
*/
(void) snprintf(prompt, sizeof (prompt), "Enter PIN for %s:'
cred.cred = getpassphrase(prompt);
if (cred.cred != NULL) {
cred.credlen = strlen(cred.cred);
kmf set attr at index(attrlist, numattrs, KMF CREDENTIAL ATTR,
&cred, sizeof (cred));
numattrs++;

, token);

}

kmf set attr at index(attrlist, numattrs, KMF KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));
numattrs++;

keytype = KMF_RSA;
keylen = 1024;
keylabel = "keytest"

kmf_set attr at index(attrlist, numattrs, KMF_KEYALG ATTR,
&keytype, sizeof (keytype));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF KEYLENGTH ATTR,
&keylen, sizeof (keylen));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_KEYLABEL ATTR,
keylabel, strlen(keylabel));
numattrs++;

kmf_set attr at index(attrlist, numattrs, KMF_CREDENTIAL ATTR,
&cred, sizeof (cred));
numattrs++;

/*
* Set the handles so they can be used later.
*/
kmf set attr at index(attrlist, numattrs, KMF PRIVKEY HANDLE ATTR,
&prik, sizeof (prik));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF PUBKEY HANDLE ATTR,
&pubk, sizeof (pubk));
numattrs++;

ret = kmf_create keypair(kmfhandle, numattrs, attrlist);
if (ret != KMF OK) {

printf("kmf create keypair error: 0x%02x\n", ret);
goto cleanup;

/*
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* Now the keys have been created, generate an X.509 certificate
* by populating the template and signing it.
*/
if ((ret = kmf_set cert pubkey(kmfhandle, &pubk, &certstruct))) {
printf("kmf set cert pubkey error: 0x%02x\n", ret);
goto cleanup;

}

/* Version "2" is for an x509.v3 certificate */

if ((ret = kmf_set cert version(&certstruct, 2))) {
printf("kmf set cert version error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Set up the serial number, it must be a KMF_BIGINT record.
*/
if ((ret = kmf hexstr to bytes((uchar t *)"0x010203", &serno.val, \
&serno.len))) {
printf("kmf hexstr to bytes error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert serial(&certstruct, &serno))) {
printf("kmf set cert serial error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert validity(&certstruct, NULL, ltime))) {
printf("kmf set cert validity error: 0x%02x\n", ret);
goto cleanup;

}

if ((ret = kmf set cert sig alg(&certstruct, KMF ALGID SHAIWithRSA))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Create a KMF_X509 NAME struct by parsing a distinguished name.
*/
if ((ret = kmf_dn_parser("cn=testcert", &certsubject))) {
printf("kmf dn parser error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf _dn_parser("cn=testcert", &certissuer))) {
printf("kmf dn parser error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf_set cert subject(&certstruct, &certsubject))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
goto cleanup;

if ((ret = kmf_set cert issuer(&certstruct, &certissuer))) {
printf("kmf set cert sig alg error: 0x%02x\n", ret);
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goto cleanup;

}

/*

* Now we have the certstruct setup with the minimal amount needed
* to generate a self-signed cert. Put together the attributes to
* call kmf sign cert.

*/

numattrs = 0;

kmf set attr at index(attrlist, numattrs, KMF_KEYSTORE TYPE ATTR,

&kstype, sizeof (kstype));
numattrs++;

kmf set attr at index(attrlist, numattrs, KMF_KEY HANDLE ATTR,
&prik, sizeof (KMF_KEY_HANDLE ATTR));
numattrs++;

/* The X509 template structure to be signed goes here. */

kmf set attr at index(attrlist, numattrs, KMF X509 CERTIFICATE ATTR,
&certstruct, sizeof (KMF X509 CERTIFICATE));

numattrs++;

/*
* Set the output buffer for the signed cert.
* This will be a block of raw ASN.1l data.
*/
kmf set attr at index(attrlist, numattrs, KMF CERT DATA ATTR,
&rawcert, sizeof (KMF_DATA));
numattrs++;

if ((ret = kmf_sign cert(kmfhandle, numattrs, attrlist))) {
printf("kmf sign cert error: 0x%02x\n", ret);
goto cleanup;

}

/*
* Now we have the certificate and we want to store it in the
* keystore (which is the PKCS11l token in this example).
*/
numattrs = 0;
kmf set attr at index(attrlist, numattrs, KMF KEYSTORE TYPE ATTR,
&kstype, sizeof (kstype));
numattrs++;
kmf_set attr at index(attrlist, numattrs, KMF_CERT_DATA ATTR,
&rawcert, sizeof (KMF_DATA));
numattrs++;

/* Use the same label as the public key */

kmf set attr at index(attrlist, numattrs, KMF CERT LABEL ATTR,
keylabel, strlen(keylabel));

numattrs++;

if ((ret = kmf store cert(kmfhandle, numattrs, attrlist))) {
printf("kmf store cert error: 0x%02x\n", ret);
goto cleanup;

}

cleanup:

210 OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108



OracleSolaris BER 7 L —AT—o D7 TV 45— 3 4|

kmf_free data(&rawcert);
kmf free dn(&certissuer);
kmf free dn(&certsubject);
kmf_ finalize(kmfhandle);

return (ret);
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Oracle Solaris 7 XL —F 4 T AT LDT7 TV r—aziid T 5#ERL.
Fa7aA=T4 2 THA RITA WS BERD D ET, Bt FaT
d—F 4 27, SiEEEDI—FT 4 > 7, BXWOracleSolaris EADI—F 1 > 77
EV—IVIZETHHA RIA >NEELET,

KDWebH1 FTld, I—F 4 7Ot %E8H L., tFar7a—F 1 2T DFE
HAEHEL TWET,

Common Weakness Enumeration

National Vulnerability Database Version 2.2

CERT Secure Coding Standards

ISO/IECJTC 1/SC 22/ WG 23 Programming Language Vulnerabilities

CERTWeb ¥ MZIE, €Fa7a—7 4 > OFEKRIIETL2IEa—FFiEDY
Ty L2 ANHOET, ZNH5DYU 77 L > AIZd. Oracle Solaris D API 2w hdD—
H8TdH 5 POSIXAPLICBAT 7 2 a OMNEFENTVWAEENH D £,

= C-CERT C Secure Coding Standard

Oracle Solaris THEHEC 741 7 7 U ZtF a7V ICHERAT 520 0EMHT 1 B
- >1&. CLibrary Functions (Community Group security funclist) Tt ST X
—§-°

®  C++ - CERT C++ Secure Coding Standard

= Java - CERT Oracle Secure Coding Standard for Java

= Per]l - CERT Perl Secure Coding Standard

Open Web Application Security Project (OWASP) IZi, 2 DD Web A7 U 7 FFiED 1
FaUT A —HARIANHDET,

= PHP - OWASP PHP Security Cheat Sheet
= Python - OWASP @ Python Security Web ¥ k
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*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

#if
sta

Permission to use, copy, modify, distribute, and sell this software
and its documentation for any purpose is hereby granted without fee,
provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of OpenVision not be used
in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. OpenVision makes no
representations about the suitability of this software for any
purpose. It is provided "as is" without express or implied warranty.

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

'defined(lint) && !defined( CODECENTER )
tic char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\

v 1
#en

#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in
#in

voi

{
msg
}

/*

*
*
*
*
*
*

.16 1998/10/30 02:52:03 marc Exp $";
dif

clude <stdio.h>
clude <unistd.h>
clude <stdlib.h>
clude <string.h>
clude <ctype.h>
clude <sys/types.h>
clude <sys/socket.h>
clude <netinet/in.h>
clude <netdb.h>
clude <errno.h>
clude <sys/stat.h>
clude <fcntl.h>

clude <gssapi/gssapi.h>
clude <gssapi/gssapi_ext.h>
clude <gss-misc.h>
d usage()
fprintf(stderr, "Usage: gss-client [-port port] [-d] host service \

\n");
exit(1);

Function: connect to server
Purpose: Opens a TCP connection to the name host and port.

Arguments:
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* X X X K X X X X X ¥

host (r) the target host name
port (r) the target port, in host byte order

Returns: the established socket file descriptor, or -1 on failure

Effects:

The host name is resolved with gethostbyname(), and the socket is

opened and connected. If an error occurs, an error message 1is
displayed and -1 is returned.

int connect to server(host, port)

* K K K K X X X X X X X X X X

char *host;
u_short port;

struct sockaddr in saddr;
struct hostent *hp;
int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);
return -1;

}

saddr.sin family = hp->h_addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin addr));
saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");
return -1;

}

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror('connecting to server");
(void) close(s);
return -1;

}

return s;

Function: client establish context

Purpose: establishes a GSS-API context with a specified service and
returns the context handle

Arguments:
s (r) an established TCP connection to the service
service name (r) the ASCII service name of the service
context (w) the established GSS-API context
ret flags (w) the returned flags from init sec context

Returns: @ on success, -1 on failure

Effects:
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*
* service name is imported as a GSS-API name and a GSS-API context is
* established with the corresponding service; the service should be

* listening on the TCP connection s. The default GSS-API mechanism

* is used, and mutual authentication and replay detection are

* requested.

*

* If successful, the context handle is returned in context. If

* unsuccessful, the GSS-API error messages are displayed on stderr

* and -1 is returned.

*/

int client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)
int s;
char *service_name;
gss_OID oid;
OM uint32 deleg flag;
gss ctx id t *gss context;
OM_uint32 *ret flags;

gss_buffer desc send tok, recv_tok, *token ptr;
gss_name_t target name;
OM uint32 maj stat, min stat, init sec min stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.
*/
send tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min_stat, &send tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat != GSS_S COMPLETE) {
display status("parsing name", maj stat, min stat);
return -1;

Perform the context-establishement loop.

*
*
* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by
* the next call to gss init sec context.

*

*

*

*

*

GSS-API guarantees that send tok’'s length will be non-zero

if and only if the server is expecting another token from us,
and that gss_init sec_context returns GSS S CONTINUE NEEDED if
and only if the server has another token to send us.

token ptr = GSS_C NO BUFFER;
*gss_context = GSS C_NO CONTEXT;
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do {
maj_stat =
gss_init sec context(&init sec min stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,

oid,

GSS_C_MUTUAL_FLAG | GSS_C_REPLAY FLAG |
deleg flag,

0,

NULL, /* no channel bindings */

token ptr,

NULL, /* ignore mech type */

&send_tok,

ret flags,

NULL) ; /* ignore time rec */

if (token ptr != GSS_C_NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (send tok.length != 0) {
printf("Sending init sec context token (size=%d)...",
send tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss_release name(&min_stat, &target name);
return -1;
}
}

(void) gss release buffer(&min stat, &send tok);

if (maj_stat!=GSS S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("initializing context", maj stat,
init sec_min_stat);
(void) gss_release name(&min_stat, &target name);
if (*gss_context == GSS C NO CONTEXT)
gss _delete sec context(&min stat, gss context,

GSS_C_NO_BUFFER) ;

return -1;

}

if (maj stat == GSS S CONTINUE NEEDED) {
printf("continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss_release name(&min_stat, &target name);
return -1;
}

token_ptr = &recv_tok;

}
printf("\n")
} while (maj stat == GSS S CONTINUE NEEDED);

(void) gss release name(&min stat, &target name);
return 0;
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void read file(file name, in_buf)

char *file name;
gss buffer t in_buf;
{
int fd, bytes in, count;
struct stat stat buf;
if ((fd = open(file name, O RDONLY, 0)) < 0) {
perror("open");
fprintf(stderr, "Couldn’t open file %s\n", file name);
exit(1);
}
if (fstat(fd, &stat buf) < 0) {
perror("fstat");
exit(1l);
in_buf->length = stat buf.st size;
if (in_buf->length == 0) {
in_buf->value = NULL;
return;
}
if ((in_buf->value = malloc(in buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n"
in buf->length);
exit(1);
}
/* this code used to check for incomplete reads, but you can’'t get
an incomplete read on any file for which fstat() is meaningful */
count = read(fd, in buf->value, in buf->length);
if (count < 0) {
perror("read")
exit(1);
if (count < in buf->length)
fprintf(stderr, "Warning, only read in %d bytes, expected %d\n",
count, in buf->length);
}
/*
* Function: call_server
*
* Purpose: Call the "sign" service.
*
* Arguments:
*
* host (r) the host providing the service
* port (r) the port to connect to on host
* service name (r) the GSS-API service name to authenticate to
* msg (r) the message to have "signed"
*
* Returns: @ on success, -1 on failure
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Effects:

GSS-API context with service name over the connection. It then
seals msg in a GSS-API token with gss seal, sends it to the server,
reads back a GSS-API signature block for msg from the server, and
verifies it with gss verify. -1 is returned if any step fails,
* otherwise @ is returned. */
int call server(host, port, oid, service name, deleg flag, msg, use file)
char *host;
u_short port;
gss OID oid;
char *service name;
OM_uint32 deleg flag;
char *msg;
int use file;

*
*
*
* call server opens a TCP connection to <host:port> and establishes a
*
*
*
*

gss_ctx id t context;

gss_buffer _desc in_buf, out buf;
int s, state;

OM uint32 ret flags;

OM uint32 maj stat, min stat;

gss name t src_name, targ name;
gss_buffer_desc sname, tname;

OM uint32 lifetime;

gss 0ID mechanism, name type;
int is local;

OM_uint32 context_flags;

int is_open;

gss_qop_t qop_state;

gss OID set mech names;

gss buffer desc oid name;

size t i;

/* Open connection */
if ((s = connect to server(host, port)) < 0)
return -1;

/* Establish context */

if (client establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);
return -1;

}

/* display the flags */
display ctx flags(ret flags);

/* Get context information */
maj stat = gss inquire context(&min stat, context,
&src _name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
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display status("inquiring context", maj stat, min_stat);
return -1;

}

maj stat = gss display name(&min stat, src name, &sname,
&name_type);
if (maj stat !'= GSS_S COMPLETE) {
display status("displaying source name", maj stat, min_stat);
return -1;
H
maj stat = gss display name(&min_stat, targ name, &tname,
(gss_OID *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("displaying target name", maj stat, min stat);
return -1;
}
fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context_flags,
(is local) ? "locally initiated" : "remotely initiated"
(is_open) ? "open" : "closed");

(void) gss release name(&min stat, &src name);
(void) gss release name(&min_stat, &targ name);
(void) gss_release buffer(&min_stat, &sname);
(void) gss release buffer(&min stat, &tname);

maj stat = gss oid to str(&min stat,
name_type,
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status(“converting oid->string", maj stat, min_stat);
return -1;
}
fprintf(stderr, "Name type of source name is %.*s.\n"
(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss_inquire names for mech(&min_stat,
mechanism,
&mech names);
if (maj stat != GSS S COMPLETE) {
display status("inquiring mech names", maj stat, min stat);

return -1;
}
maj stat = gss oid to str(&min stat,
mechanism,
&oid name);

if (maj stat !'= GSS S COMPLETE) {
display status(“converting oid->string", maj stat, min_stat);
return -1;

}

fprintf(stderr, "Mechanism %.*s supports %d names\n"
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(int) oid_name.length, (char *) oid_name.value,
mech names->count);
(void) gss release buffer(&min stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss oid to str(&min_stat,
&mech _names->elements[i],
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;
}
fprintf(stderr, " %d: %.*s\n", i,
(int) oid name.length, (char *) oid_name.value);

(void) gss release buffer(&min_stat, &oid name);

}

(void) gss release oid set(&min stat, &mech names);

if (use file) {

read file(msg, &in_buf);
} else {

/* Seal the message */

in buf.value = msg;

in buf.length = strlen(msg);
}

maj_stat = gss_wrap(&min_stat, context, 1, GSS_C_QOP_DEFAULT,
&in_buf, &state, &out buf);
if (maj stat != GSS S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context,
GSS_C_NO_BUFFER);
return -1;
} else if (! state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}

/* Send to server */

if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);

/* Read signature block into out buf */

if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

/* Verify signature block */
maj stat = gss verify mic(&min_stat, context, &in buf,
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&out buf, &qop state);
if (maj_stat != GSS_S _COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;
}

(void) gss release buffer(&min stat, &out buf);

if (use file)
free(in_buf.value);

printf("Signature verified.\n")

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, &out buf);
if (maj_stat != GSS_S_COMPLETE) {
display status('deleting context", maj stat, min_stat);
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);
(void) close(s);

return 0;
}
static void parse oid(char *mechanism, gss OID *oid)
{
char *mechstr = 0, *cp;
gss_buffer desc tok;
OM_uint32 maj_stat, min_stat;
if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n")
return;
}
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*cp =" 75
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj_stat != GSS_S COMPLETE) {
display status("str to oid", maj stat, min stat);
return;
if (mechstr)
free(mechstr);
}
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int main(argc, argv)
int argc;
char **argv;

{
char *service name, *server host, *msg;
char *mechanism = 0;
u_short port = 4444;
int use file = 0;
OM_uint32 deleg flag = 0, min_stat;
gss_OID oid = GSS C _NULL OID;
display file = stdout;
/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use _file = 1;
} else
break;
argc--; argv++;
}
if (argc != 3)
usage();
server host = *argv++;
service name = *argv++;
msg = *argv++;
if (mechanism)
parse oid(mechanism, &oid);
if (call server(server host, port, oid, service name,
deleg flag, msg, use file) < 0)
exit(1l);
if (oid != GSS C NULL OID)
(void) gss release oid(&min stat, &oid);
return 0;
}
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*
*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \
v 1.21 1998/12/22 \

04:10:08 tytso Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <unistd.h>
#include <stdlib.h>
#include <ctype.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi ext.h>
#include <gss-misc.h>

#include <string.h>
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\

}
F

i

~

i

oid usage()

fprintf(stderr, "Usage: gss-server [-port port] [-verbosel\n")

fprintf(stderr, [-inetd] [-logfile file] [service name]\n")
exit(1);

ILE *log;

nt verbose = 0;

*

* Function: server acquire creds

*

* Purpose: imports a service name and acquires credentials for it

*

* Arguments:

*

* service name (r) the ASCII service name

* server_creds (w) the GSS-API service credentials

*

* Returns: @ on success, -1 on failure

*

* Effects:

*

* The service name is imported with gss _import name, and service

* credentials are acquired with gss acquire cred. If either operation

* fails, an error message is displayed and -1 is returned; otherwise,

* @ is returned.

*/

nt server acquire creds(service name, server creds)
char *service name;
gss cred id t *server creds;

gss_buffer _desc name buf;
gss_name_t server name;
OM uint32 maj stat, min_ stat;

name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss 0ID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
return -1;

}

maj stat = gss acquire cred(&min stat, server name, 0,
GSS C NULL OID SET, GSS C ACCEPT,
server_creds, NULL, NULL);
if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min_stat);
return -1;

}

(void) gss release name(&min_stat, &server name);

£1§%B « CRX—R D GSS-API 7O S L

227



Y—N—fT7 TV -3

228

#IB-2 gss-server.c 7 O7 T AFIDELEILI—RY A b )

return 0;
}
/*
* Function: server establish context
*
* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated
* client name
*
* Arguments:
*
* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred
* context (w) the established GSS-API context
* client name (w) the client’s ASCII name
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish_context(s, server creds, context, client name, \
ret flags)

int s;

gss cred id t server creds;
gss ctx id t *context;

gss buffer t client name;
OM_ uint32 *ret flags;

gss_buffer desc send tok, recv_ tok;

gss name t client;

gss_0ID doid;

OM uint32 maj_stat, min_stat, acc_sec _min_stat;
gss_buffer desc oid name;

*context = GSS_C_NO_CONTEXT;

do {
if (recv_token(s, &recv_tok) < 0)
return -1;

if (verbose && log) {
fprintf(log, "Received token (size=%d): \n", recv tok.length);
print token(&recv_tok);

}

maj_ stat =
gss_accept sec context(&acc_sec min_ stat,
context,
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server creds,

&recv_tok,

GSS_C_NO_CHANNEL BINDINGS,

&client,

&doid,

&send tok,

ret flags,

NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min_stat, &recv_tok);

if (send tok.length !'= 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n"
send_tok.length);
print token(&send tok);

}

if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");
return -1;

}

(void) gss release buffer(&min stat, &send tok);
}
if (maj_stat!=GSS S COMPLETE && maj_ stat!=GSS S CONTINUE NEEDED) {
display status("accepting context", maj stat,
acc _sec _min stat);
if (*context == GSS_C_NO_CONTEXT)
gss_delete sec context(&min_stat, context,
GSS_C_NO_BUFFER);
return -1;

}

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n")
fflush(log);

}
} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */
display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min stat);
return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n"

(int) oid name.length, (char *) oid name.value);
(void) gss release buffer(&min_stat, &oid name);
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}

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min stat);
return -1;
}
maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;
}
return 0;
}
/*
* Function: create socket
*
* Purpose: Opens a listening TCP socket.
*
* Arguments:
*
* port (r) the port number on which to listen
*
* Returns: the listening socket file descriptor, or -1 on failure
*
* Effects:
*
* A listening socket on the specified port is created and returned.
* 0On error, an error message is displayed and -1 is returned.
*/

int create socket(port)
u_short port;

{
struct sockaddr_in saddr;
int s;
int on = 1;

saddr.sin_family = AF_INET;
saddr.sin port = htons(port);
saddr.sin addr.s addr = INADDR ANY;

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror(“creating socket");
return -1;

}

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);
return -1;

}
if (listen(s, 5) < 0) {
perror("listening on socket");
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(void) close(s);
return -1;

}

return s;

}

static float timeval subtract(tvl, tv2)
struct timeval *tvl, *tv2;

{
return ((tvl->tv sec - tv2->tv sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.

* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.

* -TYT

*/

int test import_export context(context)
gss_ctx_id t *context;

{
OM uint32 min_stat, maj stat;
gss buffer desc context token, copied token;
struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss_export sec_context(&min_stat, context, \
&context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);
return 1;
}
gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n"
context token.length, timeval subtract(&tm2, &tml));
copied token.length = context token.length;
copied token.value = malloc(context token.length);

if (copied token.value == 0) {
fprintf(log, "Couldn’t allocate memory to copy context \
token.\n");
return 1;
}

memcpy (copied token.value, context token.value, \
copied token.length);
maj stat = gss import sec context(&min stat, &copied token, \
context);
if (maj stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);
return 1;
}
free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
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if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n"
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);
return 0;

~
*

Function: sign_server

Purpose: Performs the "sign" service.

Arguments:
s (r) a TCP socket on which a connection has been
accept()ed
service name (r) the ASCII name of the GSS-API service to

establish a context as
Returns: -1 on error
Effects:
sign_server establishes a context, and performs a single sign request.
A sign request is a single GSS-API sealed token. The token is
unsealed and a signature block, produced with gss sign, is returned

to the sender. The context is then destroyed and the connection
closed.

ECEEE S R S S S R G S R S R S DR R R G SR R SR

If any error occurs, -1 is returned.

*/
int sign_server(s, server_ creds)
int s;
gss_cred_id t server creds;
{

gss_buffer desc client name, xmit buf, msg buf;
gss ctx id t context;

OM_uint32 maj_stat, min_stat;

int i, conf_state, ret flags;

char *cp;

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)
return(-1);

printf("Accepted connection: \"%.*s\"\n"
(int) client name.length, (char *) client name.value);
(void) gss_release buffer(&min_stat, &client name);
for (i=0; i < 3; i++)
if (test import export context(&context))
return -1;

/* Receive the sealed message token */
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if (recv_token(s, &xmit buf) < 0)
return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n")
print_ token(&xmit buf);

}

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj stat != GSS S COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {
fprintf(stderr, "Warning! Message not encrypted.\n")

}
(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg_buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[1]))) {

fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n")

print token(&msg buf);
}

/* Produce a signature block for the message */
maj stat = gss get mic(&min_stat, context, GSS C QOP DEFAULT,
&msg buf, &xmit buf);
if (maj stat !'= GSS S COMPLETE) {
display status("signing message", maj stat, min stat);
return(-1);

}
(void) gss release buffer(&min stat, &msg buf);
/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)
return(-1);
(void) gss release buffer(&min stat, &xmit buf);
/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
return(-1);

}
fflush(log);

return(0);
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int

main(argc, argv)
int argc;
char **argv;

{

char *service name;

gss cred id t server creds;
OM_uint32 min_stat;

u short port = 4444,

int s;

int once = 0;

int do inetd = 0;

log = stdout;
display file = stdout;
argc--; argv++;

while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do inetd = 1;

} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv, "a");
display file = log;

if (!log) {
perror(*argv);
exit(1);
}
} else
break;
argc--; argv++;
}
if (argc !'= 1)
usage();
if ((*argv)[0] == "-")
usage();

service name = *argv;

if (server_acquire creds(service name, &server _creds) < 0)
return -1;

if (do_inetd) {

close(1l);
close(2);
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sign_server(@, server creds);
close(0);

} else {
int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");
continue;

}
/* this return value is not checked, because there’s
not really anything to do if it fails */
sign server(s, server creds);
close(s);
} while ('once);

close(stmp);
}
}

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/
(void) close(s);
return 0;

FDfth D GSS-API BE #5431
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/*
Copyright 1994 by OpenVision Technologies, Inc.

*

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
*
*
*
*
*
*
*
*

OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $"

#endif

#include <stdio.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#include <string.h>

#include <gssapi/gssapi.h>
#include <gssapi/gssapi_ext.h>
#include <gss-misc.h>

#include <stdlib.h>

FILE *display file;

static void display status 1
(char *m, OM uint32 code, int type);

static int write all(int fildes, char *buf, unsigned int nbyte)

{
int ret;
char *ptr;
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for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {

ret = write(fildes, ptr, nbyte);
if (ret < 0) {

if (errno == EINTR)

continue;

return(ret);
} else if (ret == 0) {

return(ptr-buf);

}
}
return(ptr-buf);
}
static int read all(int fildes, char *buf, unsigned int nbyte)
{
int ret;
char *ptr;
for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {
ret = read(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {
return(ptr-buf);
}
}
return(ptr-buf);
}
/*
* Function: send token
*
* Purpose: Writes a token to a file descriptor.
*
* Arguments:
*
* s (r) an open file descriptor
* tok (r) the token to write
*
* Returns: @ on success, -1 on failure
*
* Effects:
*
* send_token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send token(s, tok)
int s;
gss_buffer t tok;
{
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int len, ret;

len htonl(tok->length);

ret = write all(s, (char *) &len, 4);
if (ret < 0) {
perror("sending token length")
return -1;
} else if (ret !=4) {
if (display file)
fprintf(display file,
"sending token length: %d of %d bytes written\n"
ret, 4);
return -1;

}

ret = write all(s, tok->value, tok->length);
if (ret < 0) {
perror("sending token data");
return -1;
} else if (ret !'= tok->length) {
if (display file)
fprintf(display file,
"sending token data: %d of %d bytes written\n"
ret, tok->length);
return -1;

}

return 0;

/*
Function: recv_token

Purpose: Reads a token from a file descriptor.
Arguments:

s (r) an open file descriptor
tok (w) the read token

Returns: @ on success, -1 on failure
Effects:

recv_token reads the token length (as a network long), allocates
memory to hold the data, and then reads the token data from the
file descriptor s. It blocks to read the length and data, if
necessary. On a successful return, the token should be freed with
gss_release buffer. It returns @ on success, and -1 if an error

* occurs or if it could not read all the data.

*/

int recv_token(s, tok)

int s;

gss_buffer t tok;

ECEE S SR R S R S R G S R S R G R I S
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}

int ret;

ret = read_all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror(“reading token length")
return -1;
} else if (ret !'=4) {
if (display file)
fprintf(display file,
"reading token length: %d of %d bytes read\n"
ret, 4);
return -1;

}

tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display file)
fprintf(display file,
"Out of memory allocating token data\n")
return -1;

i

ret = read all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data")
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n"
ret, tok->length);
free(tok->value);
return -1;

}

return 0;

static void display status 1(m, code, type)

char *m;
OM uint32 code;
int type;

OM uint32 maj_stat, min_stat;
gss_buffer _desc msg;
OM uint32 msg ctx;

msg_ctx = 0;
while (1) {
maj_ stat = gss display status(&min_stat, code,
type, GSS C NULL OID,
&msg ctx, &msg);
if (display file)
fprintf(display file, "GSS-API error %s: %s\n", m,
(char *)msg.value);
(void) gss release buffer(&min_stat, &msg);
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if (!'msg ctx)
break;

~
*

Function: display status
Purpose: displays GSS-API messages

Arguments:

Effects:

*OX K X K K X K X X K X X X X

followed by a newline.
*/
void display status(msg, maj stat, min stat)
char *msg;
OM uint32 maj stat;
OM uint32 min_ stat;

(FEZ)

msg a string to be displayed with the message
maj_stat the GSS-API major status code
min_stat the GSS-API minor status code

The GSS-API messages associated with maj_stat and min_stat are
displayed on stderr, each preceded by "GSS-API error <msg>: " and

display status 1(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min_stat, GSS C MECH CODE);

Function: display ctx flags

a human-readable form
Arguments:
int ret flags

Effects:

stdout, preceded by "context flag:

void display ctx flags(flags)
OM_uint32 flags;

{
if (flags & GSS C DELEG FLAG)

Purpose: displays the flags returned by context initiation in

Strings corresponding to the context flags are printed on
and followed by a newline

fprintf(display file, "context flag: GSS C DELEG FLAG\n")

if (flags & GSS C _MUTUAL FLAG)

fprintf(display file, "context flag: GSS C MUTUAL FLAG\n")

if (flags & GSS C REPLAY FLAG)

240 OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108



Z Db D GSS-API BB 15

BIB-3 ZDMD GSS-APIBI¥ DI — KU X b HiE)

fprintf(display file, "context flag: GSS C REPLAY FLAG\n")
if (flags & GSS C SEQUENCE FLAG)

fprintf(display file, "context flag: GSS_C_SEQUENCE FLAG\n")
if (flags & GSS C_CONF_FLAG )

fprintf(display file, "context flag: GSS C CONF_FLAG \n")
if (flags & GSS C INTEG FLAG )

fprintf(display file, "context flag: GSS C INTEG FLAG \n")

}

void print token(tok)
gss buffer t tok;
{
int 1i;
unsigned char *p = tok->value;

if (!display file)
return;
for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((i % 16) == 15) {
fprintf(display file, "\n");
}
H
fprintf(display file, "\n");
fflush(display file);

£1§%B « CRX—R D GSS-API 7O S L 241



242



¢ o0 & ¢

GSS-APLU 7 7 L2 A

ORI, RoLkH by a noERINTHETD,
m 243 X—D [GSS-APIBE%) T, GSS-APIBIR D EZ/RL £,

m 246 X—TD [GSS-API AT —H XA 11— K] Tld, GSS-APIFEMNRET AT —4 X
d—RIZDOWTHBHL, A7 AI—ROUYANERLET,

m 250 R—TD [GSS-API T— M L] Tld. GSS-API TSN Fe
F—HZENZONWTEHHLET,

m 253 R—D [GSS-API DFEEICHEIHLHEEE] TIE. GSS-API @ Oracle Solaris FE%%
ICEE BHEEEIZ DWW T L £ 97,

m 256 XR—D [Kerberosvs A7 —4% Ad— K] Tld. Kerberosvs TR 2 Z &0
HAHAAT—HAI—RDODYARERLET,

I D GSS-API EFRICDWTIL. 77 1)l gssapi.h 2SR T 7Z3 W,

GSS-API B8%4

Oracle Solaris ¥/ 7 b7 = 7 T, KD GSS-API Bz EEL £9, KBEKOEM
1. FNTNORZaTINR=UESBRLTLZE N, F/2, 245 =20 [[H
IN—3a > D GSS-APIBEE HSIRL T EI W,

gss_acquire cred() T TICHELEL TS EK D GSS-API BN > Rb
ZRETAHIEICRD,. REMRID ZEL T

gss_add_cred() B Z O NTHERR L £9°

gss_inquire_cred() BRI T 5w ERSLET

gss_inquire cred by mech() BRICBET DM OBEmE2RE L £
gss release cred() BN RIVEWELET

243



GSS-API B8%%

244

gss_init sec context()

gss_accept sec context()

gss _delete sec context()
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gss_unwrap()

gss_import name()
gss _display name()
gss_compare name()
gss_release name()

gss_inquire names for mech()

gss_inquire mechs for name()

gss _canonicalize name()

gss_export name()

E7&R57 7V r—a>TeFaldr4—0
CTFALBEHLET

E7&ER27 TV r—2a  NEELzFa
TA—ATFANEZITANET

tFa) T —aFFANEWELET

E7Emsa7 7V r—rainsotday
TA—ATFAPTh—=U 2ENHL X9

ATFAIDENTH DK ZREL X7

TFa2UT 44— TFAMTHET L E®RZ N
LET

gss wrap() 2> TFANTEITTHDIC
=27 >OY A ZOHBEERELET

tFa T —a FFA MO T ORI
ELET
REINza>TFANEA 2 R—MLET

Ayt —2 DB Ay =8O —R
(MIC) 5t R L £ 7

MICE Ay = Z2BEL T, ZELE
Awt— DG EMRIEL £

MIC Z Ay t—IZHRM L. Avt—0ORNE%E
BELLET (BE I T al)

WRENZMIC TAYy =2 BEELET, HHE
WWIEC T, Awvbt—Y0ORNEBZESLLET

HE T 2 LT NIIERA AL X7
W2 TF A MTEHBLET

2 DOONEBRAZ KL XT

WA Z2BEEL X7

fRE LN R — b9 2 AR DO Y A b2k
~UET

RE LA EYR— IO U A h &k
ZNZ=Sch

a4 2 B4 (MN) ICEH L 9
MN Z L7 Ah— MERICEHL £9
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gss_duplicate name() NEHLDOIE—Z/ER L £9

gss add oid set member() FTxU N T EESIEMLET

gss display status() %SS—API AT —HAA—RETFANIERLE

gss_indicate mechs() HHTE2EBORMEEEZRELXT

gss_release buffer() N Ty —ZiELET

gss_release oid set() FTTxT N TORGEWELET

gss create empty oid set() FT7 ) N FOEOESEERL £

gss test oid set member() FTO T NETFREEDAN—ThHENE
IMMERERLEXT

|IB/N— < 3 > GSS-API B8%4

IOt arTld, IHN—23 > GSS-API IS OWTHBAL £9°,

OID = 4LIB 4 5 E8%%

GSS-API @ Oracle Solaris EHE T, HEH EBIN IV ABED=DIZ, KROBEENE
fENTVWET, LML, 25 ORE%IE GSS-API @ Sun DA DFEETIIHHR— k
INTVRWEENRHD XTI,

®  gss delete oid()
® gss oid to str()
® gss str to oid()

HEREZISCFHIMM S OID ICAM I N E I 2N, AlREZRBR D, GSS-API MR35 5
THIV OB EMFERLTIZI N,

ZRINEE I N/=EE

KOBEEITH L WEBICELEZASNELZ, EOBED., H L WEEIIHWEEE
CHEREMYICIRI ST, HWBEEDB I R—FEINTWEITAN, AJRERED. HLWEY
BICEZHMZITLI/Z3N,

gss sign() ld gss get mic() WWESHASNEL =,

gss verify() Id gss verify mic() ICESMZI S5NE Lz,
gss seal() ldgss wrap() ICESHZ S5NEL =,
gss_unseal() I3 gss unwrap() ICESEHZ S5NE L.
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GSS-API R T —% ZX1— R

GSS-API X T —4# X — R

ATy —=AT—=F A= Rid, ROKITRTXDIT, oM uint32 I L I—RENX
‘3_0

Bl AVY—AT—FADIL>A—T4 5

ATy —ikEEO— K (OM_unit32)

&LEHIEY k (MSB) LSB
HFUHLIS—|IL—FoI5— HEIER
Ew k 31 24 23 16 15 0

GSS-APL)L—F >N EAr 16 E M OLISDIEN ASTZGSS AT —H A 21— RZ& R
THE, TONRDTH UMK L2 EE2RLET, OB LIZI—7 40—V R0
PAHOBE, 7TV =2 a D) —F OO LICT I —NH>7=Z &R L
F9, £C-112. MOHLITI—) OUARERLET, I—F LT

F—T 4=V RWOUNDEE., N—F VEHAEDLIT— DDV —F Nk L
ZEERLET, £C212. N—FCEEFOLI—] ODUARERLET, £
fr16 By MWK EZIZRIDOES S ZRTNITHNDSET, AT—F ZAT— KD
fRER 74— )V ROEY hERETEET, £C-312. HLXDEY hOEKZR
LET,

GSS-API A ¥ —RT—4 X J— KRDE

RDOFEIZ, GSS-APIMRERIIENH L TF5—D U XA M2RLET, ZNHDL
T—Id. BEDSENA T4 27 (ZOHEIELC0) ICEE T,

£c1 GSS-APIDIERH L T —

I5— T4 —ILRDIE =0
GSS_S_CALL_INACCESSIBLE_READ 1 BERINTEATIINTG A—F %
FABRNER A
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%=1 GSS-APIDIEONH L T 5 —

()

Io—

74 —ILRDfE BB

GSS_S_CALL_INACCESSIBLE_WRITE

GSS_S_CALL_BAD_STRUCTURE

2

FREINZHMNIINTA—=FIT
HIRADFEEA

INT A= DR DEES T
WET

KDFEIZ, GSS-API )L —F > T T — (GSS-API BIEMNR T — )72 25 —) DY A h %

~LUET,

#c2 GSS-APIL—F > LTF—

74 —=I)LED

Io— {[ED B

GSS_S_BAD_MECH 1 FREI NN R — NI T0hER
Ao

GSS_S_BAD_NAME 2 RSN EZTT,

GSS_S_BAD_NAMETYPE 3 Rt S NARIRN T R—-FINTNE
.

GSS_S_BAD_BINDINGS 4 BEINZF v RINA > T 4 > 7
EOTWET,

GSS_S_BAD_STATUS 5 et NZ=AT—% 20— RN T
7,

GSS_S_BAD_MIC, GSS_S_BAD_SIG 6 =27 203> TW5 MIC WX T
7,

GSS_S_NO_CRED 7 BEREMFHEZLT VA TEER
o BBV, BENMREESNTNER
Ao

GSS_S_NO_CONTEXT 8 AT FAMNESTZLSHEIINTNE
e

GSS_S_DEFECTIVE_TOKEN 9 =2 OB TT,

GSS_S_DEFECTIVE_CREDENTIAL 10 BERRNIEE T,

GSS_S_CREDENTIALS_EXPIRED

GSS_S_CONTEXT_EXPIRED

11

12

RSN EROARIEFET LT
ES N

AT F A SOAWRDH T L TR
kR
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GSS-API R T —% ZX1— R

%£c2 GSS-API)L—F > T F— (Fi =)
74 —I)LE®D
55— & ok
GSS_S_FAILURE 13 ZOMD LT —, EEOBEREIC
Eo T, BEDGSS-API AT —4 A
O— RPMEFEEINTORNT T —AH
INFELE. ZOHE. BIBICHEA DA
F—HAA— R (XA F—AT—H A
I—R)ICTS—DFNRENET.
GSS_S_BAD_QOP 14 FoREINTREREZIRIETEEE A,
GSS_S_UNAUTHORIZED 15 WHEMEIO— NI DOEF ) T —R
U —IllLoTEIEINTNET,
GSS_S_UNAVAILABLE 16 WHBEEZI3A T a V3R TEE

GSS_S_DUPLICATE_ELEMENT

GSS_S_NAME_NOT_MN

17

18

T,

BEORE N ERERITT TITHEEL TW
0

fefit S N7 ARIDHERS (MN) THES D
EcWvR

GSS S COMPLETE & WD A HIL. 20 T, APITZ T — /3B RE Y hDEB S

HEELBEWI EERLET,

RDFEIZ, GSS-API BB R T Hi e BEHROMED I A hZERL KT,

£c3 GSS-APIHEERI— R

-k By hES 0

GSS_S_CONTINUE_NEEDED 0 (LSB) gss_init sec context() E£7/zliX
gss_accept sec_context() 72T MNER L E
T, BEKEETIRDITE, b —F
W—F 2 FOHTHEND D ZEERL
EC I

GSS_S_DUPLICATE_TOKEN 1 N—2 ZLETD h—2 > OB TT,

GSS_S_OLD_TOKEN 2 =2 > ORI T L TWET,

GSS_S_UNSEQ_TOKEN 3 BHICHD =0 T TIUHL TN E
ER

GSS_S_GAP_TOKEN 4 WEL T Ayt —2 =7 2 253215

LTWERBA,

AT —H A A— ROFME. 76 R—2D [GSS-API AT —HF Ad1— K] 2B T

<7ZEW,
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AT—HRXd1— ROFRRK

gss display status() BIEId. GSS-API A7 —#% X 0— RZ7TF A MERITEHL £
T, CORXEFHATSHE, I—REI—F—ICFERLED, TF A MOJITHMN
L7Z0TEXET, BEEOPITIIEROREZRTHOBH D ET

N, gss display status() B3EUE —EIC1 DDAT—HY AI—RLMNEXRTEEHE
o ZDJ=¥. gss display status() Z2)L—TD— & L TIHEONHETHEND D T
F, gss_display status() WOLND AT —H 20— RERT &1L, BEEIIRHID A
T—HAA—RZEZRETEXT,

#lc-1 gss_display status() ICL D AT —F A 01— RDFEIR

OM uint32 message context;

OM uint32 status_code;
OM_uint32 maj_status;
OM_uint32 min_status;

gss buffer desc status string;

message context = 0;
do {

maj status = gss display status(
&min_status,
status_code,
GSS C_GSS CODE,
GSS C NO 0OID,
&message context,
&status string);

fprintf(stderr, "%.*s\n", \
(int)status_string.length, \
(char *)status_string.value);

gss release buffer(&min status, &status string,);

} while (message context != 0);

ATFT—4RA—KDO~o O

< /7 O GSS CALLING ERROR(). GSS ROUTINE ERROR (). PBL N

GSS SUPPLEMENTARY INFO() & GSS AT —4F A d— RZZITHWODET, Znsnvxr o
X, BROH D7 4 =)L RUSNDOEREZ TR THIBRLET, &4

/&, 6SS ROUTINE ERROR() & AT —# Ad— RIZHEHT 5 &, MUIHL T

T—T 4=V REMEERT 4 — IV RIFHIRENE T, ZORIETIE, V—F T
F—TA4—IVROANEDET, ZOXIHY 7 ONZMdT 2413, @Y RAD
GSS_S_xxx > ARV EBEBEILE TEET, £/2. Y G6SS ERROR() 1. AT —F A
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GSS-API T — % B L (&

d—RMBEDNH L T T—F 23N —F > 27—~ 530N DMEZEL. £
HTHRVWHEEIZ0ZRELET, GSS-API TEHRINDTRTOY Y OE5%%E1 D72
FUNZITID £/ A,

GSS-API T — 4~ Bl (B

250

oy arTid, SEIRBRY A TDGSS-API T —F B EEIZTDNWTHML X
T, gss cred id t £7/21d gss name t 7R EDN L DND T —F BT T —H — T RFEH
TY, ZNEOT—FRIZDODNWTIFFHHATH2HENH D EE L, 2OV a2 T
3. ROEHIZDWTHHAL X7,

» 250 X—TD [THAGSS-APIT—4 /] -
OM uint32, gss buffer desc. gss OID desc. gss OID set desc struct.
gss channel bindings struct D& T —YHMOEFRERLET,

m 251 R—=TD [£HIH] - HEIZ2fEET D &I GSS-API NR#H T 2D LRITD
BRXERLET,

n 252 R—TD [FyRIVNA 2T 4 2>7D7 R AHL] —gss channel bindings t
WEIEAR D initiator_addrtype 35 KX WX acceptor_addrtype D7 4 — )V RTHEATE % S
FIERMEERLET,

E 7N GSS-API T — & &Y

Dt a>TlE, GSS-API THEHAINSZT—F AU DWTHHL £7,

OM_uint32
oM uint3213 7T v 7 —AIKGEL BV Ey O/ LERTT,

gss_buffer_desc
gss_buffer t i1 > % Z & T gss buffer desc DEFHIL., KOEZTATRedINE T,

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss buffer desc, *gss buffer t;

gss_OID desc
gss 0ID Ih-T 7 Z5E 0 gss 0ID desc DEFHIL., KOEAX TR SN E T,
typedef struct gss OID desc struct {

OM uint32 length;

void*elements;
} gss OID desc, *gss OID;
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GSS-API 7 — & Bl L &

gss_OID set_desc
gss 0ID set A >4 Z 5T gss 0ID set desc DEFHIL, KOEBA Tt 9.

typedef struct gss OID set desc struct {
size t count;
gss OID elements;

} gss OID set desc, *gss OID set;

gss_channel_bindings_struct

gss_channel bindings struct REER & gss_channel bindings t A 5 DESE
& ROEATRBESNET,

typedef struct gss channel bindings struct {
OM uint32 initiator_addrtype;
gss_buffer desc initiator_address;
OM uint32 acceptor addrtype;
gss_buffer desc acceptor _address;
gss_buffer desc application data;

} *gss_channel _bindings t;

Bt
BAPIE. BT B AMORRERLTOET, AELIHOHME, o7 <—3

D [GSS-APIIZ BT B 4HT BEUR74X— D [GSS-APID OID| #ZHRL T/
IV, GSS-APIIE. RODFEITRT gss 01D 4RI Z TR —KL TWET,

GSS_C_NO_NAME
2R w74 GSS_C_NO_NAME 13, FRTDEEE TR S N DMEN/RWN T & &R
TNNTA—FHEEL THREINET,

GSS_C_NO_OID
EEOA TV 7 b TTIE7R<, NULLO ANMEICHS L F9., ZOEZE
ELESE. BET 24010 EICE G727 7 4 )L N ORI TRE/2 Iz EE D
TR NHZELEE2RLET,

GSS_C_NT_ANONYMOUS
B2 ZMRT D15, COMEERETSZEICE> T 4HiMNESDEKES]R
TEMEDMEREIIKE LWL THRTEET,
GSS_C_NT_EXPORT NAME
gss_export name() BTV AR — kI N/=4Hi.

GSS_C_NT_HOSTBASED_SERVICE
RARIE2—FICHEEMToNEY—ERAZRLET, ZOH4HTE
¥, P —E X (service) &R A 44 (hostname) D 2 DDEFEN 573
0. servicc@hostname DEIL Talib I NE T,
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252

GSS_C_NT_MACHINE_UID_NAME

O—HANWVI AT ALEOI—F—0, Bl X5 1—Y—FlF52RLET, 20D
E DFFEFR 5 1E1T 0S IZIE A TY . gss_import name() BA¥IZ Z D UID 21— —%
IR L, 12— &AL THRNET,

GSS_C_NT_STRING_STRING_UID_NAME

O—HIVI AT A EOLI—F—DI{EIC

L1 —P—FH TR ITHT LTI ZE

RLUET., ZOMEOHERGEIZOSICHEATY, ZOARIEIIY > > UID BRI
PTHETN, Ny 77 —IZIF1—Y—ID 2ETLFENAS> TVET,

GSS_C_NT_USER_NAME

O—MIVS AT A LEDOIREINZI—YT—, ZOMOMREKRGEIL 0SS ICHEA T
T, ZOMHEIL username DEX TitR N E 9,

FrvxINA T4

RDOFEIZ,

D7 FLURE

gss_channel_bindings_struct &K D initiator_addrtype 7 4 —IV R &

acceptor_addrtype 7 4 —)V RTHHTE5EZRLET., TD2DD7 4 —JV R

&, BRTEZITHS 2 &N TE SHI (ARPAnet IMP 7 B L A %> AppleTalk 7 R L A
BE)ERLET, FrRIUNA T4 2 7IZD0TIE, 88 X—2 D [GSS-APLICH
F5F X FINA T4 2O 22RLTIEI N,

£c4 FYXINA T4 TDT R AR

74—V R & (10 #£25) 7 RLRE
GSS_C_AF_UNSPEC 0 REDT B L AR
GSS_C_AF_LOCAL 1 RAN-O—H)
GSS_C_AF_INET 2 A2 =2y b7 RLABIIP7R L)
GSS_C_AF_IMPLINK 3 ARPAnet IMP
GSS_C_AF_PUP 4 pup 70 k)L (BSP 72 &)
GSS_C_AF_CHAOS 5 MIT CHAOS 'O k )1
GSS_C_AF_NS 6 XEROX NS
GSS_C_AF_NBS 7 nbs

GSS_C_AF_ECMA 8 ECMA
GSS_C_AF_DATAKIT 9 T—%Fv h7Okra)l
GSS_C_AF_CCITT 10 CCITT

GSS_C_AF_SNA 11 IBM SNA
GSS_C_AF_DECnet 12 DECnet
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GSS-API DR (ZE A 7L HEE

x4 FYRIWNA T4 27D RL AR (Fix)

74—V R & (10 25 7 R RE

GSS_C_AF_DLI 13 TAVI "NT—=F U242 T—2A
GSS_C_AF_LAT 14 LAT

GSS_C_AF_HYLINK 15 NSCN\A /S—F ¥ )b
GSS_C_AF_APPLETALK 16 AppleTalk

GSS_C_AF_BSC 17 BISYNC

GSS_C_AF_DSS 18 D AT LT —EX

GSS_C_AF_OSI 19 OSITP4

GSS_C_AF_X25 21 X.25

GSS_C_AF_NULLADDR 255 7 RLVAFHEESNTWEEA

GSS-API (D EE (CE B 7R tsE

GSS-API DEILIT L > T, WS DONOEENE TRZLZ55HHDRT. FLAE
OHE, BEICLEVWITOV I LAIR/NEORELNGZAEF L. EDXDT
BETH, EEITHEA REIME (Oracle Solaris F2%E & & T ITHKAFE L 72U, BAal:z
RARICT S EMTEET,

Oracle Solaris [Z[E & D BE%4

Oracle Solaris DFEHIZIE, N AF A X372 GSS-APIEHEUITIH D £H A,

AMEFEODZRICDNTDEX

GSS-API DT X > T, AiOH N AIRERERXICONWT ORI L5680 D
DET, BHMEZRARICT 25T, 77U r—2a 2T, ADEHd (OFE0H
NAJRER) R ZMH T 24012 KT HRETEHD EH L. TDND

V. gss_compare name() ZfHfH L THEIR RGN IENDARTE—HT 2N ESI N E
MERLTLZEI0,

Oracle Solaris 2 D gss_display name() TIIHATEZRDLDICERL E

9o input_name SIEN I — —FKZEIR T, gss display name() I

user principal@realm Z output_name_buffer & L C. gss_0ID % output_name_type &
LTRLUETY, Kerberosvs WEBRDHMHETH 5855, gss 0ID 13 1.2.840.11354.1.2.2
(AN A= S
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254

gss_import_name() %Y GSS_C NO_0ID ZHiiTY TIERL L /= 44 % gss_display name() 7352
WEL S 728515, gss_display name() I GSS_C NO OID % output_name_type /N7 A —%4
TRLET,

ExDEX

gss_display name() BE%IE. FEE4 D GSS-API ERZ/RT & X, FF| <anonymous> %
HALET, ZOA4FNITEHET 5475 OID 14 655 C NT_ANONYMOUS T9 . Oracle
Solaris 23 THRNRHIRFTRE/RARTOF TIE. THNLIMTNEN > T (<>) THEN
TW5HDIEH D EH A

BEIRENZT —FRORE

gss_cred t. gss ctx id t. gss name t DET—FRIIRA ¥ L TEREINTY
FI(HORETIREMAUEL L THESINHAEDDH D).

AVTFRXNDHIBREBIASNIZT — 5 DEEI

2T F A N DOMETIZHRT 5 &, Oracle Solaris 23 TIFE A MIICHE N> T
FZNZEZEHBCHIBRL 8, L7zWNo T, 77U —2a > T DOHEZUE
G5, DFED., gss delete sec context() CA>TF A NZHIRTHHEND D £
‘3_0

Oracle Solaris DFEHETIL, BNIN/IZT—% (NE#RE)E. ATU—EFEHEZEL T
HENWICHMLET. UL, T—YEENRE TR BozEEITE. 77
r—3a T B (gss release name() 72 E) ZIEOVHITHENRH D 7,

F o RIVNA 2T 4 2 TERDIRE

F v XINA T4 T EYR—=FLTWENEDI N, HICk->TERDE
9", Diffie-Hellman #4# & Kerberosvs #fEIZ E B S HF v RIVNA > T4 > T %Y
A=K LTWET,

BAREIL, FY RIUNA T4 7T —F B RENESN TV RN HDEL
TL7ZE W, Kerberos vs MEREICIIHEBRENHE I N TWE T A, Diffie-Hellman 1
BTIEF v RINA > T4 27T —5 OEERIIRFEI N E A,

ATFRAMNDODIVRKR—FETORCRB =2
>

Oracle Solaris B TIL, FUI > TF X MIRTHEHD1 > AR— MDA ZHRIED
FHERLET,
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GSS-API D3R (Z B 75 HRE

PR— b ENDERDE

GSS-API D Oracle Solaris F22% Tld. gss_acquire cred() IZ&
5. GSS C INITIATE. GSS C ACCEPT. B L UNGSS C BOTH DHEMDESEZTR—FL
TWET,

B OB/ NERRE

GSS-API @ Oracle Solaris ¥ T, BEOANHMOREETR—FLET, L
Mo T, 704 F<Idgss acquire cred() *° gss add cred() 72 E DI T, &K D
ﬁ?‘)ﬁﬂﬂ?ﬁﬁli%ﬁé@_%/\"ﬁf“&%?@ﬂ?@%i@_o

A2 TF X MOFREARE

GSS-API @ Oracle Solaris ¥ T3, 2> FF X hoFHIHMOREETR—NLUE
I, LED> T, 707 T <3 gss init sec_context() 2 gss inquire context() 7%
EOBEKT. a>TF A NOFMMICEET 2/ T A—F 2 FHTEET,

Z v 7Y A4 XDOFHIRE QOP{E

GSS-API D Oracle Solaris FZ2E Tl FefE & 72 DM S 13 /2 0. gss wrap() TALHET
LA =Y ORKYA XHIBRERLER AL, 77U T—2a i
gss wrap size limit() TAY =Y DRAKTA A ERETEET,

GSS-API @ Oracle Solaris ¥ Tld. gss wrap size limit() ZIFONHT &=, ER)/n
QOPfEZMH L £

minor_status /N7 * — 45 D{EF

GSS API @ Oracle Solaris B¥ETIL. BAED minor_status /N T A—4 TRI DI, k&
WCEBREROATY, MOFEETIE., REINEIAF—AT—F A0 —FDO—§8
ELTHEEICEHARBRRVENEGENSDZEHDHVET,
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Kerberosvs A7 —4 X 11— R

Kerberosv5 X 57— XA 1— R

% GSS-APIBEUIS 2 DD AT —4# Ad—REZRLET, APy —AFT—F XA
d—F] & IRAF—AT—FAOD—FK] TT, ADY—AF7—FAI—Fi&
GSS-API DEMEICEE#H L 9, 72 Z21F, BFaUT 0 —a27F 2 boFHREMN
MTLEHET, 7TUTr—2anAyvte—U%EELED ELEHEA,. GSS-API
|d GSS S CONTEXT EXPIRED EWVWD AT ¥ — AT —F AA—RZRLXT, ATVr—A
T—HAA—ROY A MIDOWTIL, 246 X—T D [GSS-APIAT—H A1— K| %
ZHLTL7ZE N,

RAF—ATF—H AT— RERTDIL. GSS-APIDEETHR—rINDHEEOL
FaUs g —HHETT, TXTD GSS-APIEEEUIT. B#IDEIE & U T minor_status £
7oVE minor_stat )NT A—HF 2 FRO £9, BEEDNRSTZEEZICTD/INTA—F %
NBZEWCEST, 77U —a i3, BB LI=nE D hThhb s

T, EBEOEBNRLUIEAT—Y A E D ENTEET,

KDFRIT, Kerberosvs 2 minor_status BIFITRT AT —F A A v t—T DU A MR

L 9., GSS-API A7 —4 XA I— RDFHEMIE. 76 R—2 D [GSS-API AT —4 A
d—R] Z2RLTIEI N,

Kerberosv5 CRAT—4YX1—RK1¢ELUTRENS
Ayt—2

KDEIZ, Kerberosvs TAT—HY AA—R1ELTREINDAIAFT—AT—5 A
Avt—2DY A RERLET,

%5 Kerberosvs A7 —% A 01— R 1

YA F—RT—HR {1 B
KRB5KDC_ERR_NONE -1765328384L Io—7/l
KRB5KDC_ERR_NAME_EXP -1765328383L F—=HIR—=AND7 T4
7RO MY DER
RIS TLTWET
KRB5KDC_ERR_SERVICE_EXP -1765328382L F—F R—AND
H—N—DL> N DH
NI T L TWET
KRB5KDC_ERR_BAD_PVNO -1765328381L Requested protocol version

not supported (Z:Rk L 7= 7
OkIVN—=2a gy
A—hINTVERA, )
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Kerberosvs R 7 —4 X 1— R

%5 Kerberosvs A7 —#F Ad—R1 FiZ)

NAFT—RT—52R

&

B

KRB5KDC_ERR_C_OLD_MAST_KVNO

KRB5KDC_ERR_S_OLD_MAST_KVNO

KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN

KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE

KRB5KDC_ERR_NULL_KEY

KRB5KDC_ERR_CANNOT_POSTDATE

KRB5KDC_ERR_NEVER_VALID

KRB5KDC_ERR_POLICY

KRB5KDC_ERR_BADOPTION

KRB5KDC_ERR_ETYPE_NOSUPP

KRB5KDC_ERR_SUMTYPE_NOSUPP

KRB5KDC_ERR_PADATA_TYPE_NOSUPP

-1765328380L

-1765328379L

-1765328378L

-1765328377L

-1765328376L

-1765328375L

-1765328374L

-1765328373L

-1765328372L

-1765328371L

-1765328370L

-1765328369L

-1765328368L

7547 2 NOENE N
XA —ETRE LI N
TWET

H—=N—DEENHNT A
& —gETREE LS TN
ESC)

7547 > NI Kerberos
F=HR=2IZROMND
Ecy

H—/N—71 Kerberos
F—=H R=ZIZHDMD
FHA

FAKDY Kerberos T — 4
N—RAIEREDOT > MY
RO TWET

Client or server has a null
key (7 Z4 7 > b ERZIX
H—N—DHMNETT, )

Ticket is ineligible for
postdating (F7 v MZIE
PEAEALIR D ERE N B U
A )

EORE N A IR E
THoD, MIEET

KDC policy rejects request
(KDC AR > —I3 2Rk 2z
ESLET, )

KDC can&';t fulfill
requested option (KDC I
ERLeA T a v all
HTEETA. )

KDC 23K 5 b5 %+
R—=—FLTWEEA

KDCWNF = w7 J L8%E
HR—FLTWEEAL

KDC |3 padata ¥ 1 7%
A=K L TWER A,
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Kerberosvs A7 —4 X 11— R

%5 Kerberosvs A7 —F Ad1—R1 (feZ)

YA F—RT—F R & B

KRB5KDC_ERR_TRTYPE_NOSUPP -1765328367L KDC I3 transited % - 7 %
HYR—FLTWEEA.

KRB5KDC_ERR_CLIENT_REVOKED -1765328366L 7547 > N DEMKIEL
DHINELE

KRB5KDC_ERR_SERVICE_REVOKED -1765328365L H—/N—DEREIEL D IH
INELE

Kerberosv5 CTRAT—4YX1—RK2¢& LUTREREND
Ayt—o

KDEIZ, Kerberosvs TAT—H AA—R2ELTREINDAIYAFT—AT—45 A
Ayvt—2DY A RERLET,

# -6 Kerberosvs A7 —F Ad— R 2

RAF—RF 52 f& BT
KRB5KDC_ERR_TGT_REVOKED -1765328364L TGT WD I NE L
KRB5KDC_ERR_CLIENT _NOTYET -1765328363L 7I147 > NNEEER
TlEHD EHFAL, DBIE
EFHifTLTLEZS N
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L H—N—INFELEHFZTIZ
HOEBAL, OBIZEH
AfTLTL7Zan
KRB5KDC_ERR_KEY_EXP -1765328361L INA T — R OGRS
BTLTWET
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L HATRRREMN R L £ L7z
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L BN O FHFTFRAENE R X
NELE
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L BRI NP —N—EF
Ty IR L EREA
KRB5PLACEHOLD_27 - KRB5PLACEHOLD_30 -1765328357L 7N 5 KRB5 T5—d— K (27-
-1765328354L 300 THRIBEA)
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L Decrypt integrity check
failed ({2 5L THEG M
FrvIPNRBLEL
72o )
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Kerberosvs R 7 —4 X 1— R

#c-6 Kerberosvs A7 —# A1 — K2 FiZ)

NAFT—RT—52R

&

B

KRB5KRB_AP_ERR_TKT_EXPIRED

KRB5KRB_AP_ERR_TKT_NYV

KRB5KRB_AP_ERR_REPEAT

KRB5KRB_AP_ERR_NOT_US

KRB5KRB_AP_ERR_BADMATCH

KRB5KRB_AP_ERR_SKEW

KRB5KRB_AP_ERR_BADADDR

KRB5KRB_AP_ERR_BADVERSION

KRB5KRB_AP_ERR_MSG_TYPE

KRB5KRB_AP_ERR_MODIFIED

KRB5KRB_AP_ERR_BADORDER

KRB5KRB_AP_ERR_ILL_CR_TKT

KRB5KRB_AP_ERR_BADKEYVER

-1765328352L

-1765328351L

-1765328350L

-1765328349L

-1765328348L

-1765328347L

-1765328346L

-1765328345L

-1765328344L

-1765328343L

-1765328342L

-1765328341L

-1765328340L

Ticket expired (77 v b D
ARWRNINE L2, )

Ticket not yet valid (5~
Ty MIEEREDTIESD
DEBA. )

Request is a replay (Z2=K 13
HATY, )

The ticket isn&';t for us (F~
Ty MIbithbihddHd
TIEHDEE A, )

Firy N ERRT—5
DB L EEA

0w I AFa—INKE
TEXT

Incorrect net address
(v b7 L ANMH
EOTWET, )

Protocol version mismatch
(Foha)N—=an
—HLTWEEA, )

Ay t—Y ORIPNEYT
-

Message stream modified
Ay t—=I AU —L0
BEINELE. )

Message out of order
(A= DIEFFAE N
7. )

Illegal cross-realm ticket (L
VARIDTF 4y B INEES)
TY. )

F—DON—= a3 HOMEA
TEFEHA
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Kerberosvs A7 —4 X 11— R

Kerberosv5 CTRAT—4YX1—R3&E LUTREREND

Ayt—

KDEIZ, Kerberosvs TAT—HY AIA—R3ELTREINAIATFT—AT—45 A

Avt—=—2DUARERLET,

%c-7 Kerberosv5 AT —4 A1—R3

RAF—RAF—5 R

&

=

KRB5KRB_AP_ERR_NOKEY

KRB5KRB_AP_ERR_MUT_FAIL

KRB5KRB_AP_ERR_BADDIRECTION

KRB5KRB_AP_ERR_METHOD

KRB5KRB_AP_ERR_BADSEQ

KRB5KRB_AP_ERR_INAPP_CKSUM

KRB5PLACEHOLD_51 - KRB5PLACEHOLD_59

KRB5KRB_ERR_GENERIC

KRB5KRB_ERR_FIELD_TOOLONG

KRB5PLACEHOLD_62 - KRB5PLACEHOLD_127

(EUEGR=E g VAN

KRB5_LIBOS_BADLOCKFLAG

-1765328339L

-1765328338L

-1765328337L

-1765328336L

-1765328335L

-1765328334L

-1765328333L 0 5
-1765328325L

-1765328324L

-1765328323L

-1765328322L 71" 5
-1765328257L

-1765328256L

-1765328255L

Service key not available
(U—EA#NEHTEE
A, )

HAERRENEBK L £ L7

A= O HRHNNHE
EoTWET

B ORRRE LN R S
NEkL~Z

Ayt—HNDT—7 >
AFESIMEE > TWET

Inappropriate type of
checksum in message
(Avt—COFz v oY
LDEA TIAREY T
¥ )

KRB5 ZZ—1d— R (51-
59, THRITFEH)

— R 7T T —

Field is too long for this
implementation (Z @ =t
TR74 =V RINETE
x£7.)

KRB5 T —1d— R (62-
127, THRIFEH)

PWHREE D &

Invalid flag for file lock
mode (7 7-1)bOw 7
T—-RO7 I TN T
¥ )
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Kerberosvs R 7 —4 X 1— R

%7 Kerberosvs AT —F Ad1— R 3

(#EE)

NAFT—RT—52R

&

B

KRB5_LIBOS_CANTREADPWD

KRB5_LIBOS_BADPWDMATCH

KRB5_LIBOS_PWDINTR

KRB5_PARSE_ILLCHAR

KRB5_PARSE_MALFORMED

KRB5_CONFIG_CANTOPEN

KRB5_CONFIG_BADFORMAT

KRB5_CONFIG_NOTENUFSPACE

KRB5_BADMSGTYPE

KRB5_CC_BADNAME

-1765328254L

-1765328253L

-1765328252L

-1765328251L

-1765328250L

-1765328249L

-1765328248L

-1765328247L

-1765328246L

-1765328245L

NAT—RZHHRNE
‘A

NAT = RIP—HLEHE
H

INAT — R OFAERD N
sk L

aA2R—% > bADLF
NN T

ERUNOFSTH Wit
EOoTWET

Kerberos 5k 7 7 1 )
/etc/krb5/krbs ZNBHLT E
A (EREFE. BOnD
FHA)

Kerberos #§%k 7 7 1 )
/etc/krb5/krbs DFE LA
Ay TY

SERTRIERE R I ICIEHE
HOARELTWET

I a—RHIRELE
Ay — DRIINIESH TS
BEHF v v a DR
MhE-> TWET

Kerberosv5 CTRAT—4YX1—F4EL LUTREREND

Aytz—

RDFEIZ, Kerberosvs TAT—HF AA— R4 ELTRINAIAFT—AT—F A

Ayt—=2DUARERLET,

%8 Kerberosvs A7 —%F A 11— R4

YAF—RTF—HR

&

B

KRB5_CC_UNKNOWN_TYPE

-1765328244L

Bk 1 v o o BAVRY]
TF
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Kerberosvs A7 —4 X 11— R

#c-8 Kerberosvs AT —F A 01— R4 (feZ)

RAFT—RT—F R &

B

KRB5_CC_NOTFOUND -1765328243L

KRB5_CC_END -1765328242L

KRB5_NO_TKT_SUPPLIED -1765328241L

KRB5KRB_AP_WRONG_PRINC -1765328240L

KRB5KRB_AP_ERR_TKT_INVALID -1765328239L

KRB5_PRINC_NOMATCH -1765328238L

KRB5_KDCREP_MODIFIED -1765328237L

KRB5_KDCREP_SKEW -1765328236L

KRB5_IN_TKT_REALM_MISMATCH -1765328235L

KRB5_PROG_ETYPE_NOSUPP -1765328234L

KRB5_PROG_KEYTYPE_NOSUPP -1765328233L

KRB5_WRONG_ETYPE -1765328232L

KRB5_PROG_SUMTYPE_NOSUPP -1765328231L

—HT2EKNRDMND
Ecly

EtkFr v aDDD
ICEELELE

BORMWTF 7w M EfRfE L
TWEEA

Wrong principal in request
(BERUIZERIZIELLSBH
DEEA. )

Firy MRELET T
Y TY

Requested principal and
ticket don&';t match (FxK
LBk ETF Ty ME—
HLEEA. )

KDC reply did not match
expectations (KDC J& 213
THILEZSDE—HLE
BATLR. )

70y 7 AF 2 —KDC
BEIIIRETEET

Client/server realm
mismatch in initial ticket
request (RS F 7w b2
RTUIAT >

A —IN— L)V L%
LTWwEHA, )

AL A NN N =Y (iR
HYR—FLTWEEAL

VAU NN LR
K RLTWEEA

FoR I N=wEE RN
Avwvt—THHAINT
WEHA
Ty I LANF Ty 7Y
LEIZEYR—RNLTWE
Hh
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Kerberosvs R 7 —4 X 1— R

#c-8 Kerberosvs A7 —# A1 — K4 FiZ)
RAF—RT—H R & B

KRB5_REALM_UNKNOWN -1765328230L Cannot find KDC for
requested realm (ZE:R = 1
VIV LD KDC AR D
Mo FEREA, )

KRB5_SERVICE_UNKNOWN -1765328229L Kerberos — E Z 3 RHH
T7

KRB5_KDC_UNREACH -1765328228L Cannot contact any KDC for
requested realm (F:>R = 1
72 LIV D KDC I 45
TExHA, )

KRB5_NO_LOCALNAME -1765328227L ERBOO—HIVHINA
DM EHEA

KRB5_MUTUAL_FAILED -1765328226L MERBREN LB L E L

KRB5_RC_TYPE_EXISTS -1765328225L U7LADF vy all
N TIZBFRINTNE
—g—

KRB5_RC_MALLOC -1765328224L V71D
Fyviad—RTINn
PlEDAET) —ZEDY
THNFERA

KRB5_RC_TYPE_NOTFOUND -1765328223L U7LADF vy all
INARHTY

Kerberosv5 CTRAT—4YX1— K5, LUTREREND
Ayt—2

RDZFEIZ, Kerberosvs TAT—H AA—R5ELTREINAIAFT—AT—F A
Awt—2DY A RERLET,

%9 Kerberosvs A7 —% A1—R5

RAF—RT—H 2R & =1

KRB5_RC_UNKNOWN -1765328222L — W72 A 72 RC T
5 —

KRB5_RC_REPLAY -1765328221L UL SN
Avyt—
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Kerberosvs A7 —4 X 11— R

%9 Kerberosvs A7 —% Ad1— K5

(FEZE)

NAFT—RT—52R

&

B

KRB5_RC_IO

KRB5_RC_NOIO

KRB5_RC_PARSE

KRB5_RC_IO_EOF

KRB5_RC_IO_MALLOC

KRB5_RC_IO_PERM

KRB5_RC_IO_IO

KRB5_RC_IO_UNKNOWN

KRB5_RC_IO_SPACE

KRB5_TRANS_CANTOPEN

KRB5_TRANS_BADFORMAT

KRB5_LNAME_CANTOPEN

KRB5_LNAME_NOTRANS

-1765328220L

-1765328219L

-1765328218L

-1765328217L

-1765328216L

-1765328215L

-1765328214L

-1765328213L

-1765328212L

-1765328211L

-1765328210L

-1765328209L

-1765328208L

U7 LA QAL EED
KBLELE

UTLADF v
AR R T
B—hLEEA

U7 L1 DFvyviat
DI B LR T T —

U7LADFvyvaA
HATT7 71N O&DD
WCERELE L

U7LA1DFvyvaA
HAha—RTcZnll kA
BU—ZEODYTENE
Hh

Permission denied in replay
cache code (FF 91T
Frviad—RTTY
T AERH D EE A, )

AHHTI— )T+
DFvvaAthh
d—RT)

— A7 AR 75 RC/AH
Lo —

U7 LA O E KT
D7D AT NFEEN
ARRELTWET

VIV INZEH T 5 A V7N
FEREA(FEIF AD
MO EEA)

VIVLERT 7 IV DY
ADFHYTT

lname 25— & X— %
MNHETETA (E2
3. RO EHA)

RSN BAETHEAT
ELLEMINEEL £H A
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Kerberosvs R 7 —4 X 1— R

#£c-9 Kerberosvs A7 —# A1 — K5 FiZ)

NAFT—RT—52R

&

B

KRB5_LNAME_BADFORMAT

KRB5_CRYPTO_INTERNAL

KRB5_KT_BADNAME

KRB5_KT_UNKNOWN_TYPE

KRB5_KT_NOTFOUND

KRB5_KT_END

KRB5_KT_NOWRITE

-1765328207L

-1765328206L

-1765328205L

-1765328204L

-1765328203L

-1765328202L

-1765328201L

LT —H X—2AL> bk
U ORABREY)TY

BB AT AR LT —
BT — T IO
BEOTWET

YT — T IVRINRIH TS

Key table entry not found
@ET—7) T2 FUMNAE
DM EEA, )

BT —T I D#DDIZH
ELELZ

RESNHT—TIVIC
EZAOETA

Kerberosv5 CTRAT—4YXJ1—FK6E, LU TREREND

Aytz—

RKDFEIZ, Kerberosvs TAT—HF AA—R6ELTREINAIAFT—AT—H A

Ayt—=2DUARERLET,

%10 Kerberosvs A7 —4% A1—R6

RAF—RF—H2

&

B

KRB5_KT_IOERR

KRB5_NO_TKT_IN_RLM

KRB5DES_BAD_KEYPAR

KRB5DES_WEAK_KEY
KRB5_BAD_ENCTYPE

KRB5_BAD_KEYSIZE

-1765328200L

-1765328199L

-1765328198L

-1765328197L
-1765328196L

-1765328195L

T — TN ANDEZIAL
I —0FELEL
7z

EoRENZ VIV LDOTF
Ty RRADMND EE A

DES#D/NU T 4 —IVR
BETY

DES #0g5 W\ T
BB LN ARTTY

BH A SR EE
MDD EEA
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Kerberosvs A7 —4 X 11— R

#£C-10 Kerberosv5 AT —#% A1 — K6 ()

NAFT—RT—52R

&

B

KRB5_BAD_MSIZE

-1765328194L

KRB5_CC_TYPE_EXISTS -1765328193L

KRB5_KT_TYPE_EXISTS -1765328192L

KRB5_CC_IO

KRB5_FCC_PERM

KRB5_FCC_NOFILE

-1765328191L

-1765328190L

-1765328189L

KRB5_FCC_INTERNAL -1765328188L

KRB5_CC_WRITE

KRB5_CC_NOMEM

KRB5_CC_FORMAT

-1765328187L

-1765328186L

-1765328185L

KRB5_INVALID_FLAGS -1765328184L

KRB5_NO_2ND_TKT -1765328183L

KRB5_NOCREDS_SUPPLIED -1765328182L

A —IHA XS
LB E BN D D £E
o

BRF v v a2y T
BRI NTVET

T — TN TITH
FENTHET

EhF v v 2 a A
R EBLELZ

Credentials cache file
permissions incorrect (&%
Fyrviadr1IOT
I ZMEMNELLS H D E
Hh. )

No credentials cache file
found (E#%
FrywiadZr IV
DM EHA, )

R 1% v
FrviaILo—

BEkFrviazyr1b
DEZABHFIZT T —I
FAELELE

BHFr v ad—RT
NP EATY —ZED
BToHENERAL

BHF v v aDFERN
RETY
KDCH 7 a > OflAs
OENETT (RIS
AT7I7ULI—)
FERIC2H/BHDOF v b
MRESNTHERA
FA4 T —F UITE
KBRS THWERA

266
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Kerberosvs R 7 —4 X 1— R

#£C-10 Kerberosv5 A7 —#% A 1— K6 (&)

NAFT—RT—H R & BER
KRB5_SENDAUTH_BADAUTHVERS -1765328181L LN 75 sendauth
IN—T a3 UINREINE
L7,
KRB5_SENDAUTH_BADAPPLVERS -1765328180L sendauth IZ &> TEES

N7 TV r—a D
N—2 3 VINRRTY

KRB5_SENDAUTH_BADRESPONSE -1765328179L sendauth D 3 H D %
IMARTY

KRB5_SENDAUTH_REJECTED -1765328178L sendauth D AHEHIZ
H—N—GREE A S L
FL

Kerberosvs CTRAT—4YX1— K7L LTRSS
Ayt—2

KDEIZ, Kerberosvs TAT—H AA—R7ELTREINDAIAFT—AT—45 A
Awt—2DYARNERLET,

%c-11 Kerberosv5 AT —4% A 1— K7

YA F—RT—FR & B
KRB5_PREAUTH_BAD_TYPE -1765328177L HRTRE AR — b &
NTWEEA
KRB5_PREAUTH_NO_KEY -1765328176L PR & N HRTSRESE N
RBEINTHERA
KRB5_PREAUTH_FAILED -1765328175L HRIBAEN LB L E L
(—RMIzT T —)
KRB5_RCACHE_BADVNO -1765328174L U7LADFvy v ad

BRON—2 3 PFESN
FR—hINTWERA

KRB5_CCACHE_BADVNO -1765328173L BFr v aDEAD
N— 3 > HBENY
R—hahTwEth

KRB5_KEYTAB_BADVNO -1765328172L W —T7IIOEAD
N— 3 > HENT
R—hEhTwEtA
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Kerberosvs A7 —4 X 11— R

#&c-11 Kerberosvs AT —4% A1 — K7 ()

RAFT—RT—F R &

B

KRB5_PROG_ATYPE_NOSUPP -1765328171L

KRB5_RC_REQUIRED -1765328170L

KRB5_ERR_BAD_HOSTNAME -1765328169L

KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L

KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L

KRB5KRB_AP_ERR_V4_REPLY -1765328166L

KRB5_REALM_CANT_RESOLVE -1765328165L

KRB5_TKT_NOT_FORWARDABLE -1765328164L

KRB5_FWD_BAD_PRINCIPAL -1765328163L

KRB5_GET_IN_TKT_LOOP -1765328162L

KRB5_CONFIG_NODEFREALM -1765328161L

KRB5_SAM_UNSUPPORTED -1765328160L

KRB5_KT_NAME_TOOLONG -1765328159L

PAEVA N IVEN S
EYR—FLTWEREA

Awt—UEREREICE
rcache /N T A — 4% DNpAEE
T9,

A NHEREELTESR
=

Cannot determine realm for
host ((RA FNHD LIV A%
PRETEET . )

AR BT BT —E X
ERANOEENERIN
TWEEA

Ty N DOIREMN
Version4 D LT —%ZRL
TWET

Cannot resolve KDC for
requested realm (ZE>R = 1
72 LV IND KDC Z itk
TEEHA, )

FERLTWAF 7y g
IR RE/R T 7y b2
"TEEEA

(EHs DR E (R4 7S
RETE

Looping detected inside
krb5_get_in_tkt
(krb5_get_in_tkt NI T
V—ThRmitEnEL
7ze )

K7 7 1)
/etc/krb5/krb5. conf 23T
THIVEDUVIVLAERE
LTWhxtA

obtain_sam_padata {Z &%)
IRSAM 7 UM 0 %
ER

WY THNETEET
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Kerberosvs R 7 —4 X 1— R

#c-11 Kerberosvs AT —4% A d1— K7 (&)

NAFT—RT—52R

&

B

KRB5_KT_KVNONOTFOUND

KRB5_CONF_NOT_CONFIGURED

ERROR_TABLE_BASE_krb5

-1765328158L

-1765328157L

-1765328384L

Key version number for
principal in key table is
incorrect (85— 7))L D FE
KOEEN— 3 > FFN
ELS<HDFREA, )

Kerberos #§p% 7 7 1 )
/etc/krb5/krb5. conf 2V
BN TWERTA

default
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¢ o0 & D

OID MIEE

TE5721F GSS-API R T 2T 7 )V F D QOP B UMM 2 L T 723 1y,
74 X—2 @D [GSS-APID OID] ZZMLTL7ZE W, 72720, 51O ETOID
ZIETHDNEND DLEENH D ET, ZOFMEERTIE. OID 2¥5E T 5 HEICDN
THBHLET,

ZDEONBITROEBD T,

s 271 R—TD [OIDENEEND T 7 1))
n 273 R—TD [HEHE OID DAEEE
n 275 R—T0D [F7 ) MU OHERE D FRE

ODENESEND 771 I

GSS-API Tld, HEHEE QOP Z AN Fi 2 A TERTH I EMNTEE T, Oracle
Solaris > A7 INTld. /etc/gss/mech & /etc/gss/qop D2 DD T 714 IVIT, EHTE
LHEREE QOPIZDWTDIBERMNEENTVNET, ZD2DDT 7 AILANDTY T
MEMMTR WG S, DY —AMSFHN TN ERIETH20ENH D £, 2D
BEHE® QOP FHIZABI SN T WA A ¥ —% vy MEHEIZ, ZOBEMIZHE> TWE
ER

/etc/gss/mech 7 7 1 )l

/etc/gss/mech 7 7 LIV, HHTESHEOU A RDEENTNE
T, /etc/gss/mech IZ1d. HEEADBEET IV T v Xy FOWH DR THRMINT
WET, /etc/gss/mech DEITIE. KROEXTHRINTVET,

HHE 44 (ASCIT SCF51))

RS D OID

FOMREIC Lo TIRESIND Y —EXZ2RET I 00T 1T T
Y—ERAZEETEEDDON—FINED 2=V (AT a)
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gss_str_to oid() BI%L

il D-11Z. setc/gss/mech DHIZRL FT,

#ID-1 /etc/gss/mech 7 7 1)l

#
# Copyright (c) 2005, 2012, Oracle and/or its affiliates. All rights reserved.
#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,

# the associated object identifiers (0ID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module
[Options]

#

kerberos v5 1.2.840.113554.1.2.2 mech _krb5.so kmech krb5
spnego 1.3.6.1.5.5.2 mech spnego.so.l [msinterop]

diffie_hellman_640_0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1
diffie_hellman_1024_0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

/etc/gss/qop 7 7 A1 )b

/etc/gss/qop 7 7 T IVICIE, BASINZTXRTOEBERIC, SEENTR—KT 5
TRTODQOP A, ASCI FHNEZHUTHIRT S 32 B MEROM G THEMN I N E
9, RKIT. setc/gss/qop 7 7 LIV DFIEIRL T,

#lp-2 /etc/gss/qop 7 7 1)l

#

# Copyright (c) 2000,2012 by Oracle and/or its affiliates. All rights reserved.
# ALl rights reserved.

#

#ident "@(#)qop 1.3 00/11/09 SMI"

#

# This file contains information about the GSS-API based quality of

# protection (QOP), its string name and its value (32-bit integer).

#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5_INTEG_C_QOP_DES_MD5 0 kerberos_v5
GSS KRB5 CONF_C QOP DES 0 kerberos v5

gss_str_to oid() BA%K
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[HN—23 > @ GSS-API & O MIAHMED /=80, T DFELLD GSS-API I

gss str to oid() BA%tZEHY R — ML EJ, gss str to oid() II. M E/=IZQoPr %
KILTHNZOIDICAHL X9, ZOXTHNT, BUERZIBHEFEDOEL S THNE
WEH A,
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A EB-F7 4L b O & QOP AT 5 T LA HERIN TV DT
®. gss_str to oid(). gss _oid to str(). BLWNgss release oid() ZHHR—KL
TWRWGSS-APIDEESHH D £7,

W Z2EITXFINE, 77U —2a N TN—RaO—-R{T52 &

b, - —ANNSEETHIEHARETT, LML, 4T LHTRTD GSS-API
DEHENgss str to oid() B ZEZTR—KL TWB DT TIERWEZD, 771
F—32a I T ORRKITEKETRETIEH D £H A,

B2 R ITHMICIE, 2 D0ORBABAZEETEET, 1 D13 {12343 TH

D. GSS-API{EARICE > TERICRODSENTVET, 51D1d1.2.3.4T. ZTHB5
DAMLLEHEINTHWETA, EXBEERATIIH D EH A, gss str to oid()
IO E L TRIIOEX 2L E£T. LT, Z%H@ﬂ‘éﬂﬁ:ﬁiﬂﬂ LT
WAEGHEIL. gss str to oid() ZFFNHTEGIC 1 HH OB RICEH T 206N H D £
9. gss str_to oid() DFNIDNTIE, HID-3ZZRL T ZI W, EENEEIT

RWEA, gss str to oid() I&GSS S BAD MECH #RR L 7,

gss_str_to oid() /& GSS-API 7 — ¥ fHIN ZE| D Y TH-d, & TRITIE. 0 YT

5317z OID % gss_release oid() BIEUTHIFR T 24 EENH D £, gss str to oid()
EEARIZ. gss release oid() B —RMICTHHR— RSN TWBHEKTIEIH D £

lo L2 T, BREEZEARRBICLIZWTOY T A3 OBEEICTEET RETIE
HOEH A,

S OID DB EE

gss str to oid() IZEICMHEHTE SO TIIRWED, HEZHINTERIRT % 5k
MENMZTHBNSDOMHD ET, 1DIL, HEIEOID ZFETHEL., T OWHHEZ M H
TELWBOES LTS HIETT., O 1213, HHATEZIHEOES ZEE
LT, ZO0OHN5 1 DEBEIRTBHETT,

KIZ. gss oIDBIDEXZERL T,

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss_OID desc, *gss_OID;

Z DHEEARD elements 7 4 — )L Rid. gss 0ID D@ D BERTLV > dA—F 4 > 7D
B D ASNIBER T O —F 4 > TGS N TWB AT 7 v NCFFNDEA)
DINA REELUET, length 7 4 —)V BIZIE. ZOEDNA MM INTHE
T, 72 & AIE. DASSX.509 RAEHEME I g % gss OIDMED B A length 7 4 — IV B
127 T, elements 7 4 —) RIZ 85T [53,14,2,207,163,7,5] &L/ 5fEZIEL £
R
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FEHS OID Z ML 5 1 DD HEIL. gss 0IDZE S L. RICEOEZRZFETHIHL
LT, ZOHHBZEZRITIOICLET, AiiROEBD., elements fliid/N— K a— k9
52D, ENSHIETAIED, A—HY—NANTEIEHTEET, ZOHE
1. gss_str to oid() ZFHT AL D HFELNND LT, RCENESNE

KR

KIZ, FEITHE Lz gss 01D %, I TEA2MBOESG KL ET, FHTES
FEHE DAL, gss_indicate mechs() E721d gss_inquire mechs for name() DBIEN
SRINZHDTY, FEITHELZEMOIDY., FHTEZA2EBOESOHICHE
ETHINEDINETRBITIE. gss test oid set member() BIELZEMEFH L £

F, gss_test oid set member() ML T —ZRIBN-> A, FEITHEL /2 0ID
L GSS-API h T >H V2 a CHOMME L THEATEXY,

OID Z FH THHE T 5/ DIZ. gss indicate mechs() F£7/zid
gss_inquire mechs for name() ZfiHAT 5 &, A TE 2HHD gss 01D set Z HUfS
TEET, KIT, gss 0ID set DX ERL ET,

typedef struct gss OID set desc struct {
OM_uint32 length;
void *elements;

} gss OID set desc, *gss OID set;

elements [IHREZE KT gss_ OID T, 77U r—a 3. SHEELZMITL. Th
TNOEMEHZFRTEET, -V —IIZOFRREFHL THEELZEIRTEE
T, RIZ, 7TV —2a P BIR LU 72850 gss 01D set DIEL)/R A 2 )N—1T72
HEDICHELET., /oo HETHHEEMEHTEHHBOY X M2tk dT 52
EHTEET,

createMech0id () B9%4

ZORKIE. EeETOICI ZITERSINTWET, @I, 655 C NULL 0ID
WL THRESINDT 74 OB ZEZFERTA2LDICL T EI N,

#1D-3 createMechoid () BE%X

gss _OID createMechOid(const char *mechStr)

{
gss _buffer desc mechDesc;
gss_OID mechOid;
OM uint32 minor;

if (mechStr == NULL)
return (GSS C NULL 0OID);

mechDesc.length = strlen(mechStr);
mechDesc.value = (void *) mechStr;

if (gss _str to oid(&minor, &mechDesc, &mechOid) !
= GSS S COMPLETE) {
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#ID-3 createMech0Oid () BE%L =)

fprintf(stderr, "Invalid mechanism oid specified <%s>"
mechStr);
return (GSS C NULL OID);
}

return (mech0id);

T 7 AV F S DOBBEDIEE

parse oid() |&. AN RITTHREINLtF U 70 —HELZ EHEDDH S OID
AL T,

f5lD-4 parse oid() BE K

static void parse oid(char *mechanism, gss OID *oid)

{

char *mechstr = 0, *cp;
gss_buffer desc tok;
OM uint32 maj stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’t allocate mechanism scratch!\n");
return;
H
sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == "."
*cp =" "
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj _stat != GSS_S COMPLETE) {
display status("str _to oid", maj stat, min_stat);
return;

if (mechstr)
free(mechstr);
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SASLY —X O — R4

Z DRI, 152 XR—2 D TSASL OfF] ICFEE SNz — A d— REINID 51
TWET, ZOfEIE. ROXIDBHEINSERINTHET,

w 277 R—2D [SASL7 147 > SOl
m 285 X—TD [SASL Y —/N—D4Hi]
m 204 R—TD [FHFEOI— R

SASLU =4 7 > Dl

KOIA—RY Z B, 152 X—=2D [SASL O] IZi#HESNTWE 53147 > hD
Fl MRl L TVWET,

E-ZDYV—AO—RFNL, Orade ¥ > O0— Ry —N5F T 0—-R§T5IE
HH[EETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 25 L TL7Z&
Uy,

#pragma ident "@(#)client.c 1.4 03/04/07 SMI"

/* $Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*

Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this 1list of conditions and the following disclaimer.

*
*
*
*
*
*
*
*
*
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the
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distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ECE S S S G S G G G R S R D R G S R R R

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK */

#include <assert.h>

#include <sasl.h>

#include "common.h"

/* remove \r\n at end of the line */

static void chop(char *s)

{

char *p;
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}

assert(s);

p =s + strlen(s) - 1;

if (p[o] == "\n") {

*p-- = "\0’";

}

if (p >= s && p[0] == '\r’) {
*p-- = "\0’";

}

static int getrealm(void *context attribute ((unused)),

}

int id,
const char **availrealms,
const char **result)

static char buf[1024];

/* Double-check the ID */
if (id !'= SASL CB GETREALM) return SASL BADPARAM;
if (!result) return SASL BADPARAM;

printf("please choose a realm (available:");
while (*availrealms) {

printf(" %s", *availrealms);

availrealms++;

}

printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;

return SASL OK;

static int simple(void *context attribute ((unused)),

int id,
const char **result,
unsigned *1en)

static char buf[1024];

/* Double-check the connection */
if (! result)
return SASL BADPARAM;

switch (id) {

case SASL CB_USER:

printf("please enter an authorization id: ");
break;

case SASL CB_AUTHNAME:

printf("please enter an authentication id: ");
break;

default:

return SASL BADPARAM;

}

fgets(buf, sizeof buf, stdin);
chop(buf);
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*result = buf;
if (len) *1len = strlen(buf);

return SASL OK;
}

#ifndef HAVE GETPASSPHRASE
static char *
getpassphrase(const char *prompt)

return getpass(prompt);

¥
#endif /* ! HAVE GETPASSPHRASE */

static int

getsecret(sasl conn t *conn,
void *context __attribute__((unused)),
int id,
sasl secret t **psecret)

char *password;
size t len;
static sasl secret t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL CB PASS)
return SASL BADPARAM;

password = getpassphrase("Password: ");
if (! password)
return SASL FAIL;

len = strlen(password);
X = (sasl secret t *) realloc(x, sizeof(sasl secret t) + len);

if (!'x) {

memset (password, 0, len);
return SASL NOMEM;

}

x->len = len;
#ifdef SUN SDK

strcpy((char *)x->data, password);
#else

strcpy(x->data, password);
#endif /* SUN SDK */

memset (password, 0, len);

*psecret = x;
return SASL OK;
}

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL PATH");

if (*path == NULL)
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}

*path = PLUGINDIR;

return SASL OK;

/* callbacks we support */
static sasl callback t callbacks[] = {

+;

¥
¥

SASL _CB_GETREALM, &getrealm, NULL

SASL CB USER, &simple, NULL

It
SASL_CB_AUTHNAME, &simple, NULL

oo
SASL CB_PASS, &getsecret, NULL

¥
¥
¥

SASL_CB_GETPATH, &getpath, NULL

It
SASL_CB_LIST END, NULL, NULL

int getconn(const char *host, const char *port)

{

}

struct addrinfo hints, *ai, *r;
int err, sock = -1;

memset (&hints, @, sizeof(hints));
hints.ai family = PF_UNSPEC;
hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));
exit (EX UNAVAILABLE);

}

for (r = ai; r; r = r->ai next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai addrlen) >= 0)
break;
close(sock);
sock = -1;

}

freeaddrinfo(ai);

if (sock < @) {
perror("connect");
exit (EX UNAVAILABLE);
}

return sock;

char *mech;

int mysasl negotiate(FILE *in, FILE *out, sasl conn_t *conn)

{
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char buf[8192];

const char *data;

const char *chosenmech;
#ifdef SUN SDK_

unsigned len;

#else
int len;

#endif /* SUN SDK */
int r, c;

/* get the capability list */

dprintf (0, "receiving capability list... ");
len = recv string(in, buf, sizeof buf);
dprintf (0, "%s\n", buf);

if (mech) {

/* make sure that ’'mech’ appears in ’'buf’ */

if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech ’%s’\n", mech);
return -1;

}

} else {

mech = buf;

}

r = sasl client start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL OK && r != SASL CONTINUE) {

saslerr(r, "starting SASL negotiation")

printf("\n%s\n", sasl errdetail(conn));

return -1;

}
dprintf(1, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send string(out, chosenmech, strlen(chosenmech));

if(data) {

send string(out, "Y', 1);

send string(out, data, len);

} else {

send_string(out, "N, 1);

}

for (;;) {
dprintf(2, "waiting for server reply...\n")

c = fgetc(in);
switch (c) {
case '0":

goto done ok;

case 'N":
goto done no;

case 'C’: /* continue authentication */
break;
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default:
printf("bad protocol from server (%c %x)\n", c, c¢);
return -1;

}

len = recv_string(in, buf, sizeof buf);

r = sasl client step(conn, buf, len, NULL, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
}
if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);
} else {
dprintf(2, "sending null response...\n");
send_string(out, ", 0);
}
}
done ok:
printf("successful authentication\n");
return 0;
done no:
printf("authentication failed\n")
return -1;

}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);
#else

fprintf(stderr, "usage: client [-p port] [-s service] \

[-m mech] host\n")

#endif /* SUN SDK_ */

exit (EX USAGE);

}
int main(int argc, char *argv[])
{
int c;
char *host = "localhost"
char *port = "12345";

char localaddr[NI_MAXHOST + NI MAXSERV],
remoteaddr[NI_MAXHOST + NI MAXSERV];

char *service = "rcmd"
char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];
int r;

sasl _conn_t *conn;
FILE *in, *out;
int fd;
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int salen;
struct sockaddr storage local ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p':

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
}

if (optind > argc - 1) {
#ifdef SUN SDK
usage(argv([0]);
#else
usage();
#endif /* SUN SDK */

if (optind == argc - 1) {
host = argv[optind];

/* initialize the sasl library */
r = sasl client init(callbacks);
if (r != SASL OK) saslfail(r, "initializing libsasl")

/* connect to remote server */
fd = getconn(host, port);

/* set ip addresses */

salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
perror("getsockname");

}

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);
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salen = sizeof(remote ip);

if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),

#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif

snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

/* client new connection */

r = sasl _client new(service, host, localaddr, remoteaddr, NULL,

0, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w');

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {

/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

sasl done();

return 0;

SASL H—/N\— D4

KOIA—RY Z M, 152 X—2 0 [SASL O] 12 SN TS Y —/)N—D %

MREELTHET,
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F-ZDYV—ZAd— RENE, Oracle ¥ 7> O— Ry =58> 0—-R§T52 &
HAJEETY . http://www.oracle.com/
technetwork/indexes/downloads/sdlc-decommission-333274.html 2L TL/Z &

Uy,

#pragma ident "@(#)server.c 1.3 03/04/07 SMI"
/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this 1list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ECE S S R SR S G SR S S R G O R G O G R D R S U S o G N R R R SR

*
~

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>
#include <string.h>
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#ifdef HAVE UNISTD H
#include <unistd.h>
#endif

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#ifdef SUN SDK
#include <sysexits.h>
#endif /* SUN SDK_ */

#include <sasl.h>
#include "common.h"

#if !defined (IPV6 BINDV6ONLY) && defined(IN6P_IPV6 V6ONLY)
#define IPV6 BINDV6ONLY IN6P BINDVG6ONLY

#endif

#if !defined(IPV6 V6ONLY) && defined(IPV6 BINDV6ONLY)
#define IPV6 V6ONLY IPV6 BINDV6ONLY

#endif
#ifndef IPV6 BINDV6ONLY
#undef IPV6 VG6ONLY
#endif

static int getpath(void * context attribute ((unused)),
const char **path)

{
*path = getenv("SASL_PATH")
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */
static sasl callback t callbacks[] = {

SASL_CB_GETPATH, &getpath, NULL
¥

}

SASL_CB_LIST END, NULL, NULL
+

/* create a socket listening on port ’port’ */
/* if af is PF_UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */
int *listensock(const char *port, const int af)
{
struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;
const int on = 1;

memset (&hints, @, sizeof(hints));

hints.ai flags = AI PASSIVE;
hints.ai family = af;
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hints.ai_socktype = SOCK_STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "ss\n", gai strerror(err));
exit (EX USAGE);

}

/* Count max number of sockets we can open */
for (maxs = 0, r = ai; r; r = r->ai _next, maxs++)

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n")
freeaddrinfo(ai);

exit (EX OSERR);

}

socks[0] = 0; /* num of sockets counter at start of array */
sock = socks + 1;
for (r = ai; r; r = r->ai next) {
fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai_socktype,
r->ai protocol);
*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (*sock < 0) {
perror("socket");
continue;

}
if (setsockopt(*sock, SOL SOCKET, SO REUSEADDR,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (SO REUSEADDR)");
close(*sock);
continue;
}
#if defined(IPV6 VG6ONLY) && !(defined( FreeBSD ) && FreeBSD < 3)
if (r->ai family == AF INET6) {
if (setsockopt(*sock, IPPROTO IPV6, IPV6 BINDVGONLY,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (IPV6 BINDVGONLY)");

close(*sock);
continue;
}
}
#endif

if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");
close(*sock);
continue;

}

if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);
continue;

}

socks[0]++;
sock++;

}
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freeaddrinfo(ai);

if (socks[0] == 0) {
fprintf(stderr, "Couldn’t bind to any socket\n")
free(socks);

exit (EX OSERR);

}

return socks;

}

#ifdef SUN SDK

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK_ */

{
#ifdef SUN SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mechl\n", s);
#else

fprintf(stderr, "usage: server [-p port] [-s service] [-m mech]\n")
#endif /* SUN SDK  */

exit (EX USAGE);
}

/* Globals are used here, but local variables are preferred */
char *mech;

/* do the sasl negotiation; return -1 if it fails */
int mysasl negotiate(FILE *in, FILE *out, sasl conn t *conn)
{

char buf[8192];

char chosenmech[128];

const char *data;
#ifdef SUN SDK

unsigned len;
#else

int len;
#endif /* SUN SDK */

int r = SASL FAIL;

const char *userid;

/* generate the capability list */

if (mech) {

dprintf(2, "forcing use of mechanism %s\n", mech);
data = strdup(mech);

} else {

int count;

dprintf(1, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,

&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");
dprintf(1, "sd mechanisms\n", count);

/* send capability list to client */
send string(out, data, len);
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dprintf(1, "waiting for client mechanism...\n")

len = recv_string(in, chosenmech, sizeof chosenmech);
if (len <= 0) {

printf("client didn’t choose mechanism\n")

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

if (mech && strcasecmp(mech, chosenmech)) {
printf("client didn’t choose mandatory mechanism\n")
fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

len = recv string(in, buf, sizeof(buf));

if(len !'= 1) {

saslerr(r, "didn’t receive first-send parameter correctly")
fputc(’'N’, out);

fflush(out);

return -1;

}

if(buf[0] == 'Y") {
/* receive initial response (if any) */
len = recv string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl server start(conn, chosenmech, buf, len,
&data, &len);
} else {
r = sasl _server_start(conn, chosenmech, NULL, 0,
&data, &len);
}

if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "starting SASL negotiation")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

while (r == SASL CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n", len);
fputc(’'C’, out); /* send CONTINUE to client */
send _string(out, data, len);

} else {
dprintf(2, "sending null response...\n")
fputc(’'C’, out); /* send CONTINUE to client */
send string(out, ", 0);

}

dprintf(1, "waiting for client reply...\n")
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n")

return -1;

290 OracleSolaris 11 ZF 2T 4 —HY—EXRFEHA L . 2025108



SASL H—/X— D4l

}

r = sasl server step(conn, buf, len, &data, &len);
if (r != SASL OK && r != SASL CONTINUE) {
saslerr(r, "performing SASL negotiation");
fputc(’'N’, out); /* send NO to client */
fflush(out);
return -1;

}
}

if (r 1= SASL OK) {

saslerr(r, "incorrect authentication")
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

}

fputc(’0’, out); /* send OK to client */
fflush(out);
dprintf(1, "negotiation complete\n")

r = sasl getprop(conn, SASL USERNAME, (const void **) &userid);
printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argv[])

int c;

char *port = "12345";
char *service = "rcmd"
int *1, maxfd=0;

int r, i;

sasl conn_t *conn;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {
switch(c) {

case 'p’:

port = optarg;
break;

ret

s':
service = optarg;
break;

case

case 'm’:
mech = optarg;
break;

default:
#ifdef SUN SDK
usage(argv[0]);

#else
usage();
#endif /* SUN SDK */
break;
}
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}

/* initialize the sasl library */
r = sasl_server init(callbacks, "sample");
if (r !'= SASL OK) saslfail(r, "initializing libsasl")

/* get a listening socket */

if ((1 = listensock(port, PF UNSPEC)) == NULL) {
saslfail(SASL FAIL, "allocating listensock");

}

for (i =1; i <= 1[0]; i++) {
if (1[i] > maxfd)
maxfd = 1[i];
}

for (;;) {

char localaddr[NI MAXHOST | NI MAXSERV],
remoteaddr[NI MAXHOST | NI MAXSERV];

char myhostname[1024+1];

char hbuf[NI MAXHOST], pbuf[NI MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd set readfds;

FD ZERO(&readfds);
for (i =1; 1 <= 1[0]; i++)
FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ && errno != EINTR)
perror("select");
continue;

for (i =1; 1 <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(1[i], NULL, NULL);
break;

}

if (fd < 0) {
if (errno != EINTR)
perror("accept");
continue;

}
printf("accepted new connection\n")

/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0)
perror("getsockname");
}
getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
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#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {
perror("getpeername")

}

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN_SDK /* SOLARIS doesn’t support NI _WITHSCOPEID */
NI _NUMERICHOST | NI NUMERICSERV);
#else
NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif
snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);
if(r == -1) saslfail(r, "getting hostname");

r = sasl_server new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);
if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here
sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here
sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r’);

out = fdopen(fd, "w');

r = mysasl negotiate(in, out, conn);
if (r == SASL OK) {
/* send/receive data */

}

printf("closing connection\n")
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

}

sasl done();
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#pragma ident "@(#) common.c 1.1 03/03/28 SMI"

/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

/*

Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The name "Carnegie Mellon University" must not be used to
endorse or promote products derived from this software without
prior written permission. For permission or any other legal
details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by Computing Services
at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ECEE S SR S G S SR R SR L S G G N S U R R S S R R R R R R R R

*
~

#include <config.h>

#include <stdio.h>
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#include <ctype.h>
#include <stdarg.h>
#ifdef _SUN_SDK
#include <sysexits.h>
#endif /* _SUN_SDK_ */

#include <sasl.h>
/* send/recv library for IMAP4 style literals.
really not important; just one way of doing length coded strings */

int send string(FILE *f, const char *s, int 1)

{

int al;

al = fprintf(f, "{sd}\r\n", 1);
fwrite(s, 1, 1, f);
fflush(f);

printf("send: {%d}\n", 1);

while (l1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

S++;
}
printf("\n");

return al;

int recv_string(FILE *f, char *buf, int buflen)

int c;
int len, 1;
char *s;

c = fgetc(f);
if (c !'= "{’") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);
if (c !'= "}") return -1;
c = fgetc(f);
if (c !'= '\r’) return -1;
c = fgetc(f);
if (c !'= '\n’) return -1;

/* read string */
if (buflen <= len) {
fread(buf, buflen - 1, 1, f);
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buf[buflen - 1] = '\0’;

/* discard oversized string */
len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);
buf[len] = "\0’;

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("sc", *s);

} else {
printf("[%X]", (unsigned char) *s);

}
S++;

printf("\n");

return len;

int debuglevel = 0;
int dprintf(int lvl, const char *fmt, ...)

va_list ap;
int ret = 0;

if (debuglevel >= lvl) {

va start(ap, fmt);

ret = vfprintf(stdout, fmt, ap);
va_end(ap);

return ret;

}

void saslerr(int why, const char *what)

fprintf(stderr, "%s: %s', what, sasl errstring(why, NULL, NULL));
}
void saslfail(int why, const char *what)
{
saslerr(why, what);
exit (EX TEMPFAIL);
}
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