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local-trusted-extensions-desktop-defaults.path

# cp local-trusted-extensions-desktop-mandatory.path.inactive \
local-trusted-extensions-desktop-mandatory.path

Huld F& 9 illabeld HH| 2 & Ao 8 AR g}
# svcadm enable -s labeld

labeld A1 0] 27} el o] &5 A| 2~ Hlof] F7hal a1 A A| e A ] 25 A &g o)

-AXT ZE 2R bghd w7k A A| ' o A oh 2 2 el & A ob o gt
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Trusted Extensions A 4] 2 2 & 7.9l A}-&-

SECEED)

Qul27b A g0 2 AR g A g ek

# svecs -x labeld
svc:/system/labeld:default (Trusted Extensions)
State: online since weekday month date hour:minute:second year
See: labeld(1M)
Impact: None.

Zo] - 1A © Z Trusted Extensions= A2 & A A st A= 74912 7 “Trusted
Extensionsol| A €174 &2](Z4]) & F 2] 2 A 74 E*g}_/\] AR B E- R R )

Al 28l S A& o 7L 2] A R E S A] npA Al 2. A e E ¢ 8l
ﬂiﬂé?”ﬂﬂméﬁ%ﬂﬁd*ﬁﬂﬁﬂlﬂﬂ 317

usted Extensmns

Tr
Hy ek

Al2" s A FE

# /usr/sbin/reboot

47 ¥ o] 2] “Trusted Extensions®ll & 71917& A & A3 ghc},

Trusted Extensions®l] & 14l

= 191 5}¥ MAC(Mandatory Access Control) & 1A 5132 A& ah= gH7d 2l A d o=
Zalgych

o Ato] Bl Al AHls AT 27 A H 4TS ste T ol

e A7E s

46 9] o] A] “Trusted Extensions A& 2. 2 A A W A L E>Z 2t g 3l G5},

AR FubE A2 A A QL AHske] 22 A e}
2l o 3} b Abel| A usernames 9 E g vhE S

H
EFE A8 AL 8 E 9] helolit Ay of g o] Efofl A 2B F QomE

okoﬁ

L A S A a8 A AL 2 1o Alasdes i uss
ThE Abg Aol A A ste] A A 0 2 k5t B Y S 9, 5 E vl B A
AR 48 2 E ek A e ohs A BAR 4 94 o Tt

Extensions™= H.0F 5| A] 952 o} 5 of o 8] B3 7]%% d] & 5} & v, A& 27} 24D €
At 5 Z T A v makA] Bl EE S = gl

u}-$- 2~ E 2}-8-3} o] Status(AH ) B 7} Clearance(F &l o] © ~) &2 9l 4 e}

PUBLIC l o] &l €A 3t Dl %i“f}-* o3 AAE Yy
l— o

root <
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"= shedd 53 Tlﬂ o A] “#| o] Ho| 3= wtE7|7E o] F gt}

o]l Eo] o= dFdE whE7| Aol Al 28 & AFS-AF A o] 51w 49 7] o] & “Trusted
Extensions®| X1 oded H x>0 7 OIESLL]D]-

s A Ao ) g AZd o] 7F 9le 7912 &, “Trusted Extensionsell A 4
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Trusted Extensions 74 (2 4)

o| Aol A= X B 7} ol = A| 2~ Bl o) 4| Trusted Extensions S T4 5F+ HH o] o 5
Aty o} Ao 2 =] *]- 2 ™ Trusted Extensions 4~ Z E g o] of] g o] & & o o G- o]
4

o
Dok R ES T B4, AU AL RE S UL AEAE T
it
H .

= 49 9| o] &] “Trusted Extensions 2] %1 o o A #}»

s 539 o]A] “Blo]Eo] 9l A wE7)”

» 64 ¥ o] A “Trusted Extensions2] & & & A}-&-A} ntE-7]”

» 70 ¥ o] A] “Trusted Extensions®l| ] &<+ & t]& & 2] ut&7]”
. |

. |

73 ¥ o] | “Trusted Extensions -4 A 3l 2~
74 ¥ o] Z| “Z=7} Trusted Extensions -4 233"
PVE 4 T £ A2 HESFAIA S,

Trusted Extensions -3 & A8 7 A 9| H o3 Zhed o] AAE st Al L. 7]
TAE AR steH 53 9 o] x| “Ylo| Eo] Y= F o HHEI|E o] FIA AL
=] A T3
=R LS E=3 Stedlo A S HASHH YT E LYY EF Oracle Solaris 11.1 &2]: B.QF 4] u] £~ 9]
H g o) 835t 3= °4]°‘] H g o) “A] 2Bl SEE S o o T gk o A
A e (Zhed)”
ol =& FAT YT | AFEAF Alo] Eofl th gt ] o] &5 WhEA] A 3 of 50 9 o] ] “el| o] & ) T 9} U &
gt} 7] & 1abel encodings 34 & 2851w o] 2ol sl A A 5h= W
A AU 5 gl
IPv6e U EH I E Trusted Extensions IPv6 CIPSO H| E 9] 7.9} 2] 5 348 | 52 9| o] A] “Trusted Extensions®l| 4 IPv6
Tk Ao 7 AR o) CIPSO Y| E 9 T & A 5}+= W
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Trusted Extensions2] A & od & A A

=

a9 40y

DOIE ¥ 73 g o}

1°] o} DOI(Domain of Interpretation) & #| 3 v th. |53 5| o] Z] “DOI(Domain of
Interpretation) & 74 8} W~

LDAP A HE Trusted Extensions LDAP U] & & 2] AW E A3t} | 5% “Trusted Extensions©l] T & LDAP
P4 g e, FA )
LDAP F o] EE o] A| 2~ ¥l & Trusted Extensions LDAP U] & E 2] A ¥ 2] |93 7] o] #] “Trusted Extensionsl| 41 51 %
TAE T Zelold EE gt} %= LDAP Sete|d E & 7h57)”
x 3il- 0] O 35 = %
v glo]&E iy 3} d-& &elsta A X 5= W
ol Ao 9} U2 FA15}+= Trusted Extensions & 2~ E 8} & $+5| of oF ghut},

A\

A1 2s}7) Aol

50

Z - Trusted Extensions+ 7] & label encodlngs o dE 4
o802 f8gh) 1)) o] 7l E AL g el A o)
AbgsteH o] AALE 7 g ol

LA &P""OﬂDHSH T

A Ab= Bl | A v o) Bek 32| A= label encodings H o] A A, 2l H 7]
S B3t label encodings ¥t -& A shedw 3L ApA| 7} 22 7] 715 dHA]

gholghu] b, AFA g W82 label encodings(4) "l 772 = o] ] & F 25141 A] £

label encodings ¥} ¥ S #4521 ™ root & &S 7}Al AF-g-AFod o g},

label_encodings 3} ¥ & t] 232 BAFgH o},

o] FA] i A| o] A & A5} ™ 79 7] 0] Z] “Trusted Extensionsel| 4] o] -&4] v 2| ¢ 3} 4 &

sabehi whp - BRI £,

Blud ol A st o] F+ES S ek

a. chk_encodings ¥ 3= A3 g}
# /usr/sbin/chk_encodings /full-pathname-of-label-encodings-file
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Trusted Extensions] A & od o A A

ol 4-1

W

o2 Frhe F e ST
= eFEHEFYCL
el 255 Baleks AF Al Gete v WA 255 s A2 8l of gt AR ¢
-8 Trusted Extensions Label Administration | 3 %, “Creating a Label Encodings
File (Tasks)” & X 544 A] &

E

b. 282

s I Y-S &4 1abel_encodings 32 2 95U ¢},

# cp /full-pathname-of-label-encodings-file \
/etc/security/tsol/label.encodings.site

# cd /etc/security/tsol

# cp label_encodings label_encodings.tx.orig

# cp label.encodings.site label_encodings

9] - A 45} 1abel encodings ¥t o] )15 22l H| A E & F 33 oF g o},

o & E ol A 1abel encodings T A A}

o] of of| Al = | AL 7} W B &5 AF-§-5Fod of 2] 1abel encodings ¥} ¥ & | A~ E§H T},

# /usr/sbin/chk_encodings /var/encodings/label_encodingsl
No errors found in /var/encodings/label encodingsl
# /usr/sbin/chk_encodings /var/encodings/label_encodings2
No errors found in /var/encodings/label_encodings2

2] 2p o 4] 1abel encodings2 ¥} 4 & AH$-5t =5 A A sl ] A= ot o]
=& A3}

# /usr/sbin/chk_encodings -a /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010
---> CLASSIFICATIONS <---

Classification 1: PUBLIC

Initial Compartment bits: 10

Initial Markings bits: NONE
---> COMPARTMENTS AND MARKINGS USAGE ANALYSIS <---

---> SENSITIVITY LABEL to COLOR MAPPING <---

Fe| A= 7155 Al T A HAE S e F el 9 Y S Jete/security/tsol
Elel = o] & o] E e

# cp /var/encodings/label_encodings2 /etc/security/tsol/label.encodings.10.10.10
# cd /etc/security/tsol
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A1zl 7] "ol

# cp label_encodings label_encodings.tx.orig
# cp label.encodings.10.10.10 label_encodings

ulz] 2t o 2 2] A= label encodings 2} o] 3| A} 1} 9l x] 2ol gt}
# /usr/sbin/chk_encodings -a /etc/security/tsol/label_encodings | head -4
No errors found in /etc/security/tsol/label encodings

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010

deol&e] e g e nta7| Aol A28/ A FEdl of gt

o
Trusted Extensionsl| 4] IPv6 CIPSO ¥| E ¥ 2
TA s W
IPv62] 74 % Trusted Extensionst= CALIPSO(Common Architecture Label IPv6 Security
Option)& Hetelol & A 22 g% *}%%LIE} T o] 8 shA e 14. e e
Trusted Extensions IPv6 CIPSO = % & &5 4 & 5} = A| 2~ 8l 3} F Al 5 of ]’t $- o]
AAE S Y5414 & T E CALIPSO A =93} FAlskel W o] AA4E S shA
RES

ZF9) _IPv6 T & EFo|| tff 3] CALIPSOS A&3l= A28l 22 B F

o] A2 T 3|
oo m g Q7% TXIPv6 CIPSO T & EZF S 2}-&351= *Vﬁ*‘ I 5 4 HY

o}

A

2 2§ ¥l Trusted Extensions IPv6 CIPSO 4 ol = 3H Zl 2] IPv6 Option Type(IPv6 w4 )
3 = o 4] A}-8-3 TANA(Internet Assigned Numbers Authority) & 7} gl 551 t}. o]
m Aatol| A ARSI = 3B 24 W EY T A 223 H 5 E A F3h ),

2 # Trusted Extensions IPv6 CIPSO K et o] & A A &4 &
Alalfof 5t= 79 o] BAE T skA Al &

] o ol A root & &g 7HA ARS A T}

/etc/system I ol o} FE5-& F71g e},

set ip:ip6opt_ls = 0x0a

F-E Fof IPv6 CIPSO T-Ad o] X = glth= 57 W A A| 7} A = &5 A g o)
o & Fo] AAE 2% 835 sorry, variable 'ip6opt 1d’ is not defined in the

"ip’ module. Verify that the entry is spelled correctlyZt= ™ A A7} XA v},
. GBI,

» Jetc/system It Lol EHtE FHE FIHE Fol A28 & A FEH A 2l



glo]Eo] gl= 44 uhE7]

'

v DOI(Domain of Interpretation) = 74 3}l = 9

~lo] Eof 4] DOI(Domain of Interpretation) 15 AF-8-3F7] 9= 74 -¢- & Bt
Bl & 2| E ol A doi gh& A 3l oF 3l oh AR gk W 82200 7 o] A] “H.<} Bl &2 E 9]

DOI”g =z oP*‘*Ii.
A7 7) Aol A o Dol A root DG 7} AL A Y T
o J|EREZg EADOIZS AR

# tncfg -t cipso set doi=n
# tncfg -t admin_low set doi=n

F-EE R FE| Eo| A DOI gh& A A 8 oF g},

Zx w198 ¥ o] X] “Trusted Extensions 2| Y| E ¢ = W gk 444>
2169 0] A “HoltEHl FE| EE gt =M

b2 &4  LDAPE AH§-3lel &= 7% 54, “Trusted Extensions®ll ™} 3l LDAP 743 (%1453)" =
FastA Al L. Bl ol Eo] 9l d d & w5 7] Aol LDAPE Al of Fith

A e A 53 9 o] 2] Bl o] Fol Sl G WEIE AL AW sHA AL

o) 448 2] 2] 3ol ahe} 2] o] ol Q= o o] & T4 G T A0 2 o) ] &l o] o]
S ddetEAUYFTELE dGdEwE T oues vl sy
ZF -LDAPE A}-83} 8 = 7 %5 &, “Trusted Extensions®l] © 8l LDAP 74 (21)"&
A a4 A] 9. ol o] o] 9l o9 & WS 7] Alo) LDAPE T4 ol o ek,

el 4% T

la. 7] Trusted Extensions T-*d = | txzonemgr -c ™ <> label encodings I} ol 4] 54 ¥ o] Z| “7] & Trusted Extensions
i1

Eie=asi=4 77l #olEol e S wEY o Al B S ks = b

1b. GUIE A}-§-3}o] 7] Trusted txzonemgr 22 A E = Al A8 & AT uf] A 3hgl 549 o] A] “E| o] Ho] =S
Extensions T~ & w5t} Zd S e = GUI‘S Ela=a= = v shA] o & mh= = ukag

le. 9 57| DA E F52E | txzonemgr 2AHE & Al 28 S AT o) AgHel | 545 o] A] “Hlo] Eo] gl ddS
T3y o ZHel & e = GUIE wHE U T s o g gt = ke

2.8 o) Bl = A B S 7|8 Aol A = Ahe] F7e] el o] B2 puBLIC 2 7uﬂolzl “F o o] Abo] kol
ukE o}, INTERNAL USE ONLYE Xlz gt el g o]l & Xl d 5l >

47} .« Trusted Extensions 743 (Z+ 4) 53



zhe) Aw 53

3.(AY A U E Y Z 9 o & HolEol = dd VEY T AE 58 3 o] | “ProductShort;°l| 4]

Al 2~Ellof| A A g o} FAstL A ofd Leo]Ee] =g S ot [UEYZAEH |2 74>
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54

A 28L& ule = u}y)
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U= SF7 Trusted Extensions 23 A 2~ 8 &
o) ql ¥l el Eoll 2| 54| 229E0. 5 % o A AELS

47 9] o] | “Trusted Extensions®l] 12172 <4 Z ¥ S5 root @ &S Wok5y o)
vl A 2] F7hell A Hud F-& gk

(% 4) txzonemgr "+ 4 H o] A| & A E g},

# man txzonemgr

71 & 74 & Yk

# /usr/sbin/txzonemgr -c

o] & Oracle Solarls OS ¥ Trusted Extens1ons AZE Y oS FFol Fafslal of o o

b HE 3 2] o1 o) o] 2 & A G e by Ak Algsto] T

Aol o] ol o3 & w9 o] FEF e

s A WA ol Eo] 3l -2 label encodings 3% ] Default User Sensitivity
Label (7] AF-&-AF RIZE #H o] &) 3t 7|F o F g}

. FHA o] 5ol 3= %2 label encodings 3% 2] Default User Clearance (7] &
ARgA ZEld | s e V=o'

o] thA| = 2F 20+t 0] 28" F olFHTh d S AASH] Sl 2aHE= o] Eol

=g ol o gk A o o 9] root 43 E AFE-gH T}

Trusted Extensions T4 & A}-&3} 2] ™ 57 9] o] x| “F o o =}Fo] -7kl gl o] &5
A A sl= W7o 7 o] 55k Al 2.
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A Aol A = = 7H °] | Ol*‘iol Sl "—ﬂ.% Th5 1 o}, Trusted Extensions label encodings
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47 9| o] | “Trusted Extensions®ll 1917 $#E W F Yt} root F &S HEt5v ol

o} #] of o & qtE ] edokF th
txzonemgr ¥ = 54 glol APl

# txzonemgr &

o] 237 E = Labeled Zone Manager t 3} A&7} A gl U T}, o] zenity t] 8} Al Aol =
A o A4 Aef ol whel s 2Hed & == Al A 7F B A | o

A4S AL o7 L U S Eover ] OK(HDE T e,

622 = & 92 Shehiz vl A1 2] 7} B A5 9 8] 5 2 9] 2]k b Bnter 7] £
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I E T E | exits Y Eﬂ 5} 3L Zone Console(%3 & <)l 4] Close window(%
27)E Aok
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HA ] A= o 8FA] 2= o A txzonemgr 2~ H EE Gy
# txzonemgr &

I oh B A= H o o 0 & o] F 3l restricted ©] 59 o & whE U th
Create a new Zone:restricted

a2 o fe| A SvtE ol &5 A3 ok

Select label:CNF : RESTRICTED

==l A 2] A} = Clone(&Al) w41 S A E 3F t} & snapshot= Al o & of] o gt
WEele s e g

e

restricted %3 & o| A}-§ 7h55kA ® F
YE gk

restricted % & ol AA| 23 4= 91 & 5 32| A= 1abel encodings ¥} ] Default User
Clearance (7] & A& F2) o] | ~) 713 CNF RESTRICTED E *H 7 §h T}

e

l2] A} = Boot(F-E )& 58 FHA 9
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service(%d &2 ol & Al & F4) & A # sk oK(=H Q))& FF Ytk
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7t 4 A nscd A ¥ 25 FAF e}
AA g U 82 nscd(1M) Wil 7+ #l o] A| & FHE 5] A L.

A 2d e A e e,
# /usr/sbhin/reboot
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AR ol 2t d el FAH YTk Hle]Eol Sle @3t A= ot E AR L el
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Zone Console(%d & Z£)o A nscd A1 ¥ 25 V&2 g}

zone-name # svcs -X name-service/cache
svc:/system/name-service/cache:default (name service cache)
State: online since September 10, 2012 10:10:12 AM PDT
See: nscd(1M)
See: /var/svc/log/system-name-service-cache:default.log
Impact: None.

o
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zone-name # netstat -rn
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SECEED)

o ¥-L 72 Y roleadd B B & A& F ok
w2 o] o gk AFA| & W] £ roleadd(1M) "l 774 #| o] A & F xR AT A 2.
o} & o) upe} Aol S S=a) gk v},

= Role name(% & ©] &) - secadmin
= -c Local Security Officer

Ao AR E Al sHA Al Al 2
= -mhome-directory
= -urole-UID
®  -Srepository
= -Kkey=value

Information Security % User Security # &+ = 2 3} A & #] A g o},

F_E e o] tisl # ol & M9 i}ﬂl g o] && 283131, pfexec B ¥
AF2S 7HAFE  lock after retries=nos A5}, 93 w8 Fat= A A 5HA|
ot

# roleadd -c "Local Security Officer" -m \

-u 110 -K profiles="Information Security,User Security" -S files \
-K lock_after_retries=no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

el N 27| 5 EATH

# passwd -r files secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>

passwd: password successfully changed for secadmin

#
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A Tbed S vk AE Y

® admin 92 - System Administrator W3 Z 2 1} Y
= oper 3% —Operator ¥ e T & 1}

A Al 2wl & 27 Hol e A &7 A g F 3e] A= LDAP A A 4ol 4] B.qh
Hel A} & w5t} o] AJuhg] 2ol 4] LDAP F2le] ol E+= LDAPO A A 2] = B.gk
He| A Az e = gl

# roleadd -c "Site Security Officer" -d serverl:/rpool/pooll/BayArea/secadmin
-u 111 -K profiles="Information Security,User Security" -S ldap \

-K lock_after_retries=no -K audit_flags=1o,ex:no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

e Abe Aol 3 27 G55 AFFh

# passwd -r ldap secadmin

New Password: <Type password>
Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin
#
A IS 24 AL A Al X A 5Fed ™ 67 9] o] A] “Trusted Extensionsoll 4] & &&
T 5 Qe A AE e W R AL
3 o 3l o c >yl
Al 2" B A s ey

N

e of o of| A root H &S 717

System Administrator 4 & = 2 3} ¥ & & ghoj] x| A g},

# roleadd -c "Local System Administrator" -m -u 111 -K audit_flags=1lo,ex:no\
-K profiles="System Administrator" -K lock_after_retries=no \
-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH sysadmin

el i 27 5 EATF

# passwd -r files sysadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for sysadmin
#
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root © & Bz A| 28] Fhe) A o go) o] BHA & £ Tl L),
FA o) 1 Q0 E F7h5HA mhal Al e

# useradd -c "Second User" -u 1201 -d /home/jdoe jdoe
AbgAbe] w4 S ST
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root 913 T = 5 ak 3] A o go] o] whA & 3 ik,

laots vt I s

ol

3| Al

1‘
T af

R kLR
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[e]
=
fexec B 8 A5 7HAbghy o}

v

# usermod -K lock_after_retries=no -K idletime=5 -K idlecmd=lock \
-K audit_flags=lo,ex:no jdoe

F - 1d1et1me L idlecmdoll o &k 3 AR A7 AT S S S

o
AFA) & U] 82 134 7 o] A] “Trusted Extens10ns/] policy.conf ¥t 7| 2L 7k&
B £

6% ol 4o A5 AZFAY FEE AF Tk

# passwd jdoe
New Password: Type password

Re-enter new Password: Retype password
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Agpoll Al o g 5 R ek
root 9 & W= 3 ek el 2} o o] o] A& F ATk

# usermod -R oper jdoe
A 87 & A8 7R & ek

a. Convenient Authorizations(3H 2] 3} A 3t H- o) & 2] A g o},
Abol E H ok A A S 5ol gk & A W & A}-g Aol Al Convenient Authorizations(H 2] 3k
A Fof) A Z 2 a9t & Fod ¢ glF ) o] 2R3t d & 7HAl A A= A
gk do]l & glo] s, 4 A 21l Y A $8 5
ravtdgutEed e o] A “Held A Fod & Hs AT zastd e tEE
W g xR A L

b. AH&&t 27]3} 5t A& A& A A o Pl )
139 7 o] A] “H.qkZ 91 gk AR-&-AF 7 AFE- AL A o] (2He] W) E F A AL
¢ HEEd A s
ohs #l i A 2wl o A7
vtedahs g & Abgshe] Abg ARt TS AT T ol
137 3| o] 7] . copy_files % .link files 747 FHE3HAI A L.

useradd & ¥ & A}-&-3}o] 2 A}-&-x

o] el of] A root & &> Mgk | A} o shg ¢ =
W £ useradd(1M) % atohexlabel(1M) ¥l 77 ¥ o] %]

—F
=
mu{r
N

o] AbgAHE 7|8 #o] & 9l nh i & 7o) &
B 16415 FA ) e 3 4 do] &g FeloU s

# atohexlabel public

0x0002-08-08

# atohexlabel -c "confidential restricted"
0x0004-08-78

Th5 0 2 root &2 3E 125 FH AT 5ol ALEAE vES U et e A e AR AR F

b =1
o g 2] & 7] Egkal sexport/home Tt Al /export/homelell 51 T},

# useradd -c "Local user for Security Admin" -d /export/homel/jandoe \
-K idletime=10 -K idlecmd=logout -K lock_after_retries=no
-K min_label=0x0002-08-08 -K clearance=0x0004-08-78 jandoe

IH o} root &2 £7] o5 5 A F3 o}

# passwd -r files jandoe
New Password: <Type password>

Re-enter new Password: <Retype password>
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passwd: password successfully changed for jandoe
#

00 % root o & A48 2ol Bak el 4 o B R L) o B
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# usermod -R secadmin jandoe
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a. AT 5 Y= 2ETO|Z oA AHEA o] F& FF U ek

b. AH&AtelA AR D 4 FFoll A 2 A F e}
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AbEAL 55 AR E WA= o D83 A3 Yol = passwd(1) Wl T2 H o] A &
RS A L.

n A 2E e A g g2 AL ALE S AREARS] 2l A ) o
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solaris.user.manage A g+ -4 7} '” SR SHFAHEE FTAHST 7 9lo]of
huoh Al 2~ 8l he] AF o &2 solarls account.setpolicy A gt Fof 7} = g 3k
AFEA 52 QRS M E of gttt
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k=3
root &<

2 A2 U E FA G
# svcs zones

STATE STIME FMRI
offline - svc:/system/zones:default

3 A8 A= )] A =Y ),

# svcadm restart svc:/system/zones:default
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®  hostname & &2 ]2 o] pF A4, S dlH go]Eof g NFS & o H E 2] A&
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» 2AYEE o]l Eoll A Fetold EE A n] A 5k= o & o] NFS 41 H of A

TE=2
-
ST

ﬁa =

#!/bin/sh
hostname=$(hostname)
scope=ldap

for j in $(getent passwd|tr ' ' ); do
uid=$(echo $j|cut -d: -f3)
if [ $uid -ge 100 1; then
home=$(echo $j|cut -d: -f6)
if [[ $home == /home/* 11; then
user=$(echo $j|cut -d: -f1)
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echo Updating home directory for $user
homedir=/export/home/$user
usermod -md ${hostname}:$homedir -S $scope $user
mp=$(mount -p|grep " $homedir zfs" )
dataset=$(echo $mp|cut -d" " -f1)
if [[ -n $dataset ]1]; then
zfs set sharenfs=on $dataset
fi
fi
fi
done

ZENFS A 8 ofl 4, 3 5 3 o] ol A F2ho] A =5 A u] 2 3h A o] o] S G ol 4
slel zaY=g AR o,
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cd $HOME/.gconf/apps/panel/toplevels
1s
gconf.xml bottom panel screend/  top panel screen@/
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% cd top_panel_screen0
% 1s
%sgconf.xml top panel screen0/
b. Al d o] $IRE A 28t %gconf.xml 3t LS H A e},

3 Alz"el 4 230
NPT EETE ENERSS X JEE I

% vi %gconf.xml

¢ BEUFYPS Foltop ALY S bottom e ZE HFE Y e},
ol & 5ol Wk & vhgat f4bshAl vhebahu e,
/toplevels/orientation” type="string">
<stringvalue>bottom</stringvalue>
A zd o) BE A gAbo ol o) g ol Sehew Bl 22w AL A ek

oot % 2] B Bl 4 o

H H K HH

= T3

export SETUPPANEL="/etc/gconf/schemas/panel-default-setup.entries”

export TMPPANEL="/tmp/panel-default-setup.entries”

sed ’'s/<string>top<\/string>/<string>bottom<\/string>/’ $SETUPPANEL > $TMPPANEL
cp $TMPPANEL $SETUPPANEL

svcadm restart gconf-cache
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o of ool A root F &S 7HA Ab-G Ao of G},
T LER Y
e E ot gl o] Eo] 9l+= 9 GUI txzonemgre A& 4 sl th
- WAEAE
# tncfg -z secondary-label-service primary=no
# tncfg -z secondary-label-service label=public

txzonemgr AH-&

# txzonemgr &

Createanewzone(# °3 % 9F57]) 0 & o| &3} ZF T E S wpF o}
-dvpa g AR FA o2 gl sl of vt} o] & 50 255.255.254.0
L}LHV\ENH = A Fol230] e}
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# tncfg -z zone info primary
primary=no

FE2aYES YT

3 g e
of el ol A e A AT HE Y A2l Aol e Ao 9 B g A

R iasia

# tncfg -z public-scripts primary=no
# tncfg -z public-scripts label=public

t}5 @ ¥ o o] ] A E& wHE AL F -5k W

£ 2l ool e Al E = 8 & che 18 o] =5} v} ) el o] =2 o) 8-

Qe o] Ul 8 vk A 2 8- 181 0] | sl o) & o] § ehA] )4 912 e ol
o] €] 4| £2% 22 5414 2. o A el o] o] A 1= of o] o] ol 4 o of Fs
Febold Eol 912 & A 831 £ 5 ol W NFS 5 A vl ol = #-8 g,

thz el dl o] Al EE wtE el A o el A root Aol ofof gt}

o}E @ % o o] ) A E & wHE o},
# zfs create -o mountpoint=/multi -o multilevel=on rpool/multi

rpool/multi= " % 4 ol A /muttiol vh E 5= vhg 2 vl o] B Al Eq) ot
o] B Al E o] AH9] #| o] & M 915 A ghst e ol 478 Fshal Al 2.

t}5 @2 ©) o] B A E7} w2 E 5 o] Q)i upgE | A of apMIN_Low B o] E-0] A
gl stel.

# getlabel /multi

/multi: ADMIN LOW

A9 ot A 2"’ S B33
Fo| BE g Al 2Hlof thal ZFS 55 A HE of fE A A Hoh
# zfs set devices=off rpool/multi

# zfs set exec=off rpool/multi
# zfs set setuid=off rpool/multi

FA)EAGFSFAREAA I

o
AbH © 2 5o 7P 9] 74 Al 22w el W o] A AR Heh skt o] Fo| W E shol
Al 2~'ll St o] g 3ho] B g qF 52 F 0| F A W o] Al Eo A ARt}
# zfs set compression=on rpool/multi
%3} Oracle Solaris 11.1 ¥2]: ZFS 3} Y A 2 ® o] “ZES V&5 5 | A 2 9} 5.5} 5=

X—]E 7} 0] M—E 7(1—3—” xl—7<——]_/ﬂ/1]v]_
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cd /multi

mkdir public internal

chmod 777 public internal

setlabel PUBLIC public

setlabel "CNF : INTERNAL" internal

H R H K H

RA 232 B 5 E ZE 8ol Eo] 3= 9 Gl A LOFSE AF-§-314] t}5 & & bl o] ¢
A EE vl E )
o & Eo] o2 Y& 2| zonecfg ™ &2 public & P ol 4] t] o] ] A| EE v} E g},

# zonecfg -z public

zonecfg:public> add fs
zonecfg:public:fs> set dir=/multi
zonecfg:public:fs> set special=/multi
zonecfg:public:fs> set type=lofs
zonecfg:public:fs> end
zonecfg:public> exit

EFE el ol o] ) A E = vhe
S R EREE R

NFSE 2Hg-5he] o2 1293} b5 W ol o] o] A 25 FHrahel W b 58 ok,

a. A dHAANFS A u] 25 vhF 8 e A 22 g5y

# tncfg -z global add mlp_private=2049/tcp
# tncfg -z global add mlp_private=111/udp
# tncfg -z global add mlp_private=111/tcp

b. NFS 41 H] & t}A] A] 23 o},

# svcadm restart nfs/server

. T AR elole A= FHch

# share /multi
NES o} & 251 o5 el ol | HLE S B E = ofaf F el ol o ol o A 7]
shel el w4 97 E S 8ok rk g ol gol &gt Ao E H AL
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Ee=YEdEe & whEA] X ok o]l &e] Sl o ZE A Ak b o] B A Eof
f e 2 ad&vbE F 55Uk multilevel 53 A X7}
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# zfs create -o mountpoint=/multiIUO0 -o multilevel=on \
-0 mlslabel="CNF : INTERNAL" rpool/multiIUO

28 ohg el Abs 72 o] o) o) d el 2 1else] uhe-E g ulo]E A Eel a2
#l o) 2ol v 2 = 2] & k5 o)

zlogin public

mkdir /multiIUO
chmod 777 /multiIUO
zlogin internal
mkdir /multiIUO
chmod 777 /multiIUO
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# mkdir /export/commonfiles

# cp /etc/security/policy.conf \

# cp /etc/default/login \

# cp /etc/default/passwd \

# cp /etc/security/tsol/label_encodings \

/export/commonfiles
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# cp /etc/security/tsol/label_encodings /etc/security/tsol/label_encodings.orig
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# svcadm disable labeld
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- o] LDAP 4] % NFS 4] ¥ 1} Sun Ray 22k o] 21 = 0] 4w 2 A}-§-3 7] k1= 7 §- o]
Aol o] o] ot el & AT H 2} gle,

LDAP-£- Directory Server®l| o g+ J ¥ 57
t} & =9 g+ AA I},

-2 System Install Wizard(A] 2~ 8 A & mpi] Abyol] 3 A| 5] = = A o & vfed v o},

A}

£

AlZEZE AdEegdR

Oracle Directory Server Enterprise Edition version

Administrator User ID(Z2] A 7] B2 admin Y o}
olo] 1:])
Administrator Password(Z2] A admin1233 #2435 & whE o)

4z)

Directory Manager 7] -3k cn=Directory Manager $} -] T},
DN(t] ¥ 2 2| 2] 7} DN)

Directory Manager dirmgrgg®t #2 ¢t 5 & RbE T}
Password(t] #] £ 2] 3] A}
4E)

Directory Server Root(F1 8 & 2] 7] 3t /var/sun/mps YU Th ZHA] X E o) 7} X | 79 o]
Al $E) Azt UFE AL H
3

Server Identifier(#] ® 4] #}) 7]

Server Port(*] ™ L E) Directory Server & }% slo] Fetold E A A Elof off 3} 3 5= LDAP
ol & AR Au| 2 E Al gatelw 7] 3 3895 A3 ok

Directory Serverg A+-&-5}oq ]—?—O] 22 A AR E R Dslew
=

103899} > W] X+ LEE 1o},

Suffix( 7] o) dc=example-domain,dc=com®l 4] 2} Zo] Tw|Ql 4 S £ &
EZ

Administration Domain (¥ 2] example-domain. com®ll A1 &} Zo| Suffix(F vl o])oll & A 5} = =

o <)) By

System User(A| 228l A}-&-7#}) 71 &5 root L th.

System Group(A] 2~ &l 15 7] 32 root Y o}

Data Storage Location(H] ©] E] 7182k store configuration data on this server (T4 ©l o8&

A 7F 2 91 A o] Aulel g rh Yuich
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AX YA ZEZE A EsAR
Data Storage Location(d] o] € 7] E-3+2 Store user data and group data on this server (A&}
A A A) dl ol el 9} 1§ dlolE & o] Aol AR} )

Administration Port(¥+2] £E) 7] ZZF2 Server Port(A ¥ EE) )Yt} 7| EZF W7 S 98l Al ok= &=
I+ =< software-version x 100053 V] T & Z E 9 o] WA 5.29] 7 ¢- o]
It o] A3} 3 E s2000] i Th

Oracle Directory Server Enterprise Edition 2 3]

v & & 2] A 3] 7] A] = Oracle web site for Sun Software Products (http://
www.oracle.com/us/sun/sun—products—map—075562.html)oﬂ A & 4= 9l o

Trusted Extensions A] 2~ &l of] A & o &J o] 9l 0w & o] Eo] 9l= o] hFh A
of o of| A root & &S 7}l AFEAFed o gt}

Trusted Extensions LDAP 41 ¥ = LDAP A & 4ol ¢1%5 3l dl pam unixE AF&35+=
Sefo]d Eo A3l 74 = o shsuth wheka Sekold E o A pam_unixE
Ab&-shed ks A g 9l gk s A A & A A3 ok 53], LDAP AW ol A A A 5 A A 2
A& 7] edF k. Feto| A Eo AR 4 9l 9% v 7H ¥ = Oracle Solaris 11.1
Bl ek Auj Ao <ot s AR e E F AR A Al 2. pam_unixoll o] &+ AFA &F &2
pam.conf(4) " 574 | o] A| & FH £} A 2.,

o

Z _LDAP £ }o]| o E o] A] Trusted Extensions®l| t &ll pam ldapE AF-&5F+= 72 3 71 =

F4ol ohg ek,

Directory Server 3| 7] X] & A A| 5} 7] A o] WA A 28 2] 3~ E o] & §Eo FQDN=
F7rg el

FQDN- Fully Qualified Domain Name(%3 7 3+ 5 = #| 2] o] 5) 2] efo] & t}3-3} o]
S AE o] 53 ] Ev el e £,

## /etc/hosts

192.168.5.5 myhost myhost.example-domain.com

Oracle web site for Sun Software Products (http://www.oracle.com/us/sun/
sun-products-map-075562. html) ) 4] Oracle Directory Server Enterprise Edition 3} 7] x| &
ez,

S T Fo| e FA Az EY S A g
Directory Server 3 7] X] & 4 3| gt}

85 7 o] Z] “LDAP-& Directory Serverell T g+ R B =417 2] A W& A}-§-5} o Ao
wetyoh AE, 7] 23 A A S5 AL 2] A A EF 2 Oracle Solaris Administration:
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Trusted Extensions 4] 2~ & ¢f] 4] Oracle Directory Server Enterprise Edition 74

Naming and Directory Services®| 11 7, “Setting Up Oracle Directory Server Enterprise
Edition With LDAP Clients (Tasks)” % Oracle Solaris Administration: Naming and
Directory Services®] 12 7, “Setting Up LDAP Clients (Tasks)”= B &5} A| &

(% 4) Directory Server®l] ™ g 3+ W45 A8 & A 2ol 71 el

# $PATH
/usr/sbin:.../opt/SUNWdsee/dsee6/bin:/opt/SUNWdsee/dscc6/bin:/opt/SUNWdsee/ds6/bin:
/opt/SUNWdsee/dps6/bin

(+%41) Directory Server ™l 57 & 3| ©] A] & MANPATH®I 5= 7} 3+ o},
/opt/SUNWdsee/dsee6/man

cacacadn ZEZ2IN L AL o 2 AAG LN G ZTZIMo] AL 0 7 AAFILEXR
gyt

# /usr/sbin/cacaoadm enable
# /usr/sbin/cacaoadm start
start: server (pid n) already running

3 E & uj u}r} Directory Server 7} A] 2 5] = #] &<l g},

o] @ E 2] 4] ¥ -§- SMF 4] ] 2 Bl & 2] E = Oracle Directory Server Enterprise Edition
3 7] 2] of] o5 T}

= Trusted Extensions t] &) E 2] A ¥ o] B 3] A u]| 25 A8 2 A3},

# dsadm stop /export/home/ds/instances/your-instance
# dsadm enable-service -T SMF /export/home/ds/instances/your-instance
# dsadm start /export/home/ds/instances/your-instance

dsadm ™ & o] o) 3k A}A| gk W £-2 dsadm(1M) "l 7+ & | o] A| & F R F}A A &

w ZEA Y EE Aol e AU 25 Ao g AR}

# dpadm stop /export/home/ds/instances/your-instance
# dpadm enable-service -T SMF /export/home/ds/instances/your-instance
# dpadm start /export/home/ds/instances/your-instance

dpadm ™ 7 o] o) 3k A}A| gk U] 82 dpadm(1M) "l 572 | o] X| & FF AR} A L.

AAE I3 eh

# dsadm info /export/home/ds/instances/your-instance

Instance Path: /export/home/ds/instances/your-instance
Owner: root(root)

Non-secure port: 389

Secure port: 636

Bit format: 32-bit

State: Running

Server PID: 298

DSCC url: -

SMF application name: ds--export-home-ds-instances-your-instance
Instance version: D-A00
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dul ¢ %  LDAP 74 A& all 2317 98 A 22 Oracle Solaris 11.19] 4] o] & A A 4 ¢] &) & g]

SECEED)

v 1
A1H) 2 2 ed 0] 13 4, “LDAP Al 8 A (R 2)7& FHESHI Al 2

Directory Server- LDAP & 2} o] &

E
o] Ze}to| el E & A}-§-3} o] LDAP-E Directory Servers A & = 3155 1] t}. Directory
ServerE A §-7| Aol M A o] Z¢] & 3 &l of i}

Trusted Extensions Directory Serveroll & 2te| 1 E & QA & 1t
SetolAdEE A A AU 51 Sete|dES RS

7o o Aol A root F &S 7FA AFE AL B}

Trusted Extensions 2= = E §l] o] & 2] ~ ¥l o] 27} 3 ] o},
Trusted Extensions ©] & E 2] A ¥ & A}-8-3} 7 1} Trusted Extensions & B = 2] A] 2~ &l o]

Z7}ak 2 o) &),
Z2} o] &l E 9] hame-service/switch 4] 8] 2ol 4] LDAPS 4 &t}

a. @A FAS ZAF e

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

config/printer astring "user files ldap"

b. the 55 AR S 7| Rkl 4 WA Pk,

# svccfg -s name-service/switch setprop config/host = astring: "files ldap dns"

A A o Qoll A 1dapclient init H HF = A 3F gl
o| o o 4] LDAP & 2}o] ¢l E = example-domain.com =W ¢lel sls5vch A 2] Ip
F4215192.168.5.5% Y o}

# ldapclient init -a domainName=example-domain.com -a profileName=default \
> -a proxyDN=cn=proxyagent,ou=profile,dc=example-domain,dc=com \

> -a proxyDN=cn=proxyPassword={NS1l}ecc423aad0 192.168.5.5

System successfully configured

4] ¥ 2] enableShadowUpdate " 7] ¥ 4~ 5 TRUEZ A A g o}

# ldapclient -v mod -a enableShadowUpdate=TRUE \

> -a adminDN=cn=admin, ou=profile,dc=example-domain,dc=com

System successfully configured

enableShadowUpdate P} 71} ¥ 4=of| off &+ &}A) g+ W] -8--2 Oracle Solaris Administration:
Naming and Directory Services 2| “enableShadowUpdate Switch” ¥ ldapclient(1M)
v 5ol o o] 2| & F AR Al 2
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o] Axte| =374 R gl AN~ E T AR
o5 7| AR W R A F ok
- mERaEAso AgE LR
= % 7+ 3% /export/home/ds/instances/ your-instance/logs/LOG_TYPE t] & E 2| o]
ul] &) 5 U o}
s oW E = 27 #5600 A 7] S5tk
» 2600700 Y AR Ao R BT g
n AN~ ETE YHE A

» 2FEI=FHEE A
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S EI

et

T4 gt

ol AAbol o= RS THe T A4S FHY

. A zoEdWE s,

. hgol Al 2R 21w e wrag o
.TV_
o

<

o}

» B 279k F ) 20,000MB2] T2~

v 22 s o 10070 2 A F M, 2 skl o] 27 FHf 500MBE A RS
et

» W23 7bke] 500MB v Rte] = 7h @ el 5l 2 7 ARA gy o

=25t 22 A A S

|

- 2w

Az el A ool 4 root 9 @& 7HE] AHgAped of g o,

N A A& LOG_TYPE ACCESS Y H th 21 74 &2 th5 3 25t
dsconf set-log-prop LOG_TYPE property:value

# dsconf set-log-prop ACCESS max-age:3M

# dsconf set-log-prop ACCESS max-disk-space-size:20000M
# dsconf set-log-prop ACCESS max-file-count:100

# dsconf set-log-prop ACCESS max-size:500M

# dsconf set-log-prop ACCESS min-free-disk-space:500M

2 AAEIEFAIYCL

# dsconf set-log-prop AUDIT max-age:3M

# dsconf set-log-prop AUDIT max-disk-space-size:20000M
# dsconf set-log-prop AUDIT max-file-count:100

# dsconf set-log-prop AUDIT max-size:500M

# dsconf set-log-prop AUDIT min-free-disk-space:500M
# dsconf set-log-prop AUDIT rotation-interval:ld
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Z|EA o Z At 219 3] A2 15 o

3 LREISTFAHEC
ol FA e A &7 2ol M AT Fohdl o] E AF T st
# dsconf set-log-prop ERROR max-age:3M
# dsconf set-log-prop ERROR max-disk-space-size:20000M
# dsconf set-log-prop ERROR max-file-count:30
# dsconf set-log-prop ERROR max-size:500M
# dsconf set-log-prop ERROR min-free-disk-space:500M
# dsconf set-log-prop ERROR verbose-enabled:on
4 (FA)E2EF A AAE FAFYC
7 2ol o) b A G FAHE SR vl

# dsconf set-log-prop LOG_TYPE rotation-min-file-size:undefined
# dsconf set-log-prop LOG_TYPE rotation-time'undqﬁned

dsconf " & ol o gk ApA| & W &2 dsconf(1M) " 572 3 o] X & F AR 54 Al 2.

v Oracle Directory Server Enterprise Edition-$- t}5
#2574

Trusted Extensionsll 4] 2] 6} 2] ™ Directory Server2] A ¥ £ E 7} Ao of o o] A T} 5
2 E(MLP)Z -4 5| o] of §hv ),

Akt gel 5o od ool A root ¥ 3 7} A Ab-&xo] of G},
1  txzonemgr= A| =g},
# /usr/sbin/txzonemgr &

PEEEZ ictF e TES A dFo F71F Yt
E W3 =389t}

m o

3 UDPZZEF 3ctF alY TS AY o G F71g ).
E W3 =389t}

I

v Oracle Directory Server Enterprise Edition * -§-7]

2 7] o] LDAP t o B{ v o] 27} &l o] & A, A8 AF B A A2 H]) o] off 3 Trusted
Extensions U] o| B & 2. 33t ¢ ol &= Z A4 5| vt A = ol 51 o o] A Aol A =
Directory Server | o] E] #] o] 2~ o] Trusted Extensions 4 2.5 A &t}
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SECEED)

ﬁ§%°lﬁmm 4812 747 AL g Apod of FlTh Al £ % il o] E7p Abg o 7
A7 = LDA I_"/]'O]O‘] o] )5 th U A o] tff dlj 4] =88 H| o] A “Directory
Server-§- LD Zelold EmtE7E XA 4] L.

o) & ) Au] 2 vl o] g W] o] 2 A $E o AHE T kA o) 2| o] R 9 o & wHE L Th
# mkdir -p /setup/files

A etc 7L 28 0] Y G ol Eabghui,

# cd /etc

# cp aliases group networks netmasks protocols /setup/files

#

cp rpc services auto_master /setup/files

# cd /etc/security/tsol
# cp tnrhdb tnrhtp /setup/files

Fo| _*attr Y2 HALSEA] dFu b oA A AL ] g =
HX%‘G];7F+L‘ﬂﬁﬂ]SIMpQ“4 *F&EH4Q‘°H3@“§%L_ueraur
auth attr exec attr & prof attr H]O]F/ﬁlﬂ]o]/\‘ﬂ] o gt &5 F g o ARA g

/setup/files/auto_master 3} ¢ o] 4 +auto_master &5 A A g},

EREXTE LRSS R IeE

# cp /zone/public/root/etc/auto_home_public /setup/files

# cp /zone/internal/root/etc/auto_home_internal /setup/files

# cp /zone/needtoknow/root/etc/auto_home_needtoknow /setup/files

# cp /zone/restricted/root/etc/auto_home_restricted /setup/files

b AE Y B o 4] 2t o] Al Yol 5 o] Fo| ATk 7 o) Fula)
Yol = vt Y &o] At} o o o] &2 Trusted Extensions 4= Z E 9| o] 2} g7
A &%l 7] 1abel encodings ¥} & ol A @ o] &5 A1 g}

n AEAC] o] o] Zo] o] W] oo o] B2 v Aghr v},

»  myNFSserver= & Ut @ E 2] ol tf g NFS A ¥ & A H gk},

/setup/files/auto home public
* myNFSserver_FQDN:/zone/public/root/export/home/&

/setup/files/auto home internal
* myNFSserver _FQDN:/zone/internal/root/export/home/&

/setup/files/auto home needtoknow
* myNFSserver_FQDN:/zone/needtoknow/root/export/home/&

/setup/files/auto home restricted
* myNFSserver_FQDN:/zone/restricted/root/export/home/&
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Z 52 vHE7)

ldapaddent % 3 -2 A}-§3} o Directory Server ~ Bl o] o] » & 5} 2 A F ).
o5 Sof, oh5 HE S 2H o] A 9 2] hosts I YU E A E A F 1t}

# /usr/sbin/ldapaddent -D "cn=directory manager" \
-w dirmgrl23 -a simple -f /setup/files/hosts hosts

Trusted Extensions Directory Server il ©H 3l ldapclient WS Ay
A| ¥ o 2] ZEto] A EE AHE-Qhe 2 ARt}

o] o ool A 1dapclient uninit &= APt AN A H E2H S A&
Al 2~Hlo] o o] A LDAP Z 2to|d E7} ofd A] 2l g},

# ldapclient -v uninit

A gF W] &2 1dapclient(1M) "l 57 & 3 o] X & FH X544 A £

&

7

o
S

2

shed

Trusted Extensions Yl E.$] 2 ] o] €] #] o] ~ & LDAP®l ] -2 &
A3 A A& el
AA G Y L2137 0] A “TAE WY ES

tncfg ™ H & -sldap

= # o] & 715 (2ol

7] & Oracle Directory Server Enterprise Edition®l] &
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A1 2}7) Aol

H & Trusted Extensions ] ©] E] ] ] 2~ E- Oracle Solaris A] 2~ &l &] 7| & t] &) & 2] A B o]
= 7}alf of vk 217 o} Trusted Extensions A 2~ & ol 4] Directory Serverell o Al 2~ &
T UEEAS o 7 AA T F 312 Trusted Extensions A 2~ Bl S LDAP . EA| A H &

T M-J——l
A A7k

LDAP Z. 54| A1 ¥ wh= 7|

Apo] Eo] o]u] LDAP 41117} 91
qhE e,

2 Trusted Extensions A] 2~ Bl o] 4] Z 2] A &

= A= Fehold E A LDAP
LDAP Zefo|d E

enableShadowUpdate Vil 71| ¥ <= & TRUEZ 2 A 3l =
AME AR F U 87 b 88 ¥l o] Al “Dlrectory Server-&-
S E ?5}5 A2 9.

3} enableShadowUpdate Tl 71 ¥ <=7} TRUEZ A & 5l S 2} o] &l E of] A Trusted Extensions

AR 7F 3 bl o] B M| o] 25 LDAP A ¥ ol F71 5 o, AR & W 82 90 ] ©] A
“Oracle Directory Server Enterprise Edition A -%-7]"& 3 £ 3} 4 A] &

A A} 7o) of 3 e,
2¥ol 4 252 4 E Uk
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Trusted Extensions LDAP Z2} o] &1 E wHE7]

- 7}A] ldapclient ™ % & A & alf oF 3+ o} 1dapclient init Ué‘ g A 3¢
ldapclient modify ™ % & 4 3] 5} o enableShadowUpdate ¥l 7| 1 =& TRUEZ
AR gk

(

o

e

52 A& W& vt} tdapclient init W 82 ZEA] g

i

# ldapclient init \

-a proxyDN=cn=proxyagent,ou=profile,dc=west,dc=example,dc=com \
-a domainName=west.example.com \

-a profileName=pitl \

-a proxyPassword=test1234 192.168.0.1

System successfully configured

ldapclient mod B H 2 A £ oo EE A} 0 7 A g},
# ldapclient mod -a enableShadowUpdate=TRUE \
-a adminDN=cn=admin, ou=profile,dc=west,dc=example,dc=com \

-a adminPassword=admin-password
System successfully configured

ZHA) g W} &2 Oracle Solaris Administration: Naming and Directory Services ] 12 7,
“Setting Up LDAP Clients (Tasks)” & 32514 A] 2.

2 ZF-2] A ¥ o)) A Trusted Extensions 5] o] E] ¥l] o] 2 & & 4~ Q) =] &l ).
# ldaplist -1 database

duk © % LDAP T4 A S 8l 2 sl7] ¢ A 22 Oracle Solaris 11.191] 4] o] & A A 9 ] & & 7]
Au) 2 #hd o] 13 4 “LDAP i Al sl A (B ER) & FH ARSI AL

Trusted Extensions LDAP -2} o] g E wtE-7]

T}2 A z} o]l A = 7] & Trusted Extensions T @ £ 2] A B8] o] tJ 3+ LDAP S t}lo|HEE
gis- LS
v Trusted Extensions®l] 4] A & ¢ 9-& LDAP
%ﬂﬂﬂziﬁ%ﬂ
o] A x}tol| = LDAP Z2to] A E 2] Ao of o) tf g LDAP o] & A A Mu| A~ A4S
AR}

txzonemgr 223 EE AR&-g o},
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http://www.oracle.com/pls/topic/lookup?ctx=E37933&id=SVNAMsetupproblems-1
http://www.oracle.com/pls/topic/lookup?ctx=E37933&id=SVNAMsetupproblems-1
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A 2k 8}7) Aol

F-_#Ho|Eo] Az ol A o] F AHE AA S = B A A7 el i o o ol g
LDAP Zelo|d E 1S A A &l o g},

Oracle Directory Server Enterprise Edition, & T # £.2] 4] 7} & sl of ghth AW &
Trusted Extensions t] o| Bl #] o] 2~ & A} -¢-31 o] S2fe]d E /\]Z:E” of| A} A o] AT 4=
stofof gttt upebs t 2] Au oA Bel )l E2| ES o] Fetold B A A H of
oot S AR S F 85k g o, kd=gte x A o] U‘j FTEIYTh

e of ol A root &S 7} Al A}-E-AFod of g T}
DNSE- A}-&3l+= 7 % dns= name-service/switch 74 ol &7} & o}
LDAP?] 3% 5 o| & A A An] 2 A 3t 9} Y o] Trusted Extensions®ll Y7+ #| gFA ) 1] t}.

a AR FHL EAGYL

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

b. dnsE host 55 A E | F7}5I3L U] 25 HE LYl

# svccfg -s name-service/switch setprop config/host = astring: "files dns ldap"
# svccfg -s name-service/switch:default refresh

¢ AT AR

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/host astring files dns ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

Trusted Extensions H] o] EJ ¥ o] 2~ = 7] B 4] files ldap= A58 22 v}l 5] %]
s th

LDAP Z&}o] 9 E & 9HE 2 W txzonemgr H H 2 34 o] AT},

# txzonemgr &
a A YA T FEYLh

b. Create LDAP Client(LDAP Z2}o]|d E wtE7])E A & g},
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¢ e EEEeol $HEohe 24 $H FOKENE FFoh
Enter Domain Name: Type the domain name
Enter Hostname of LDAP Server: Type the name of the server
Enter IP Address of LDAP Server servername: Type the IP address
Enter LDAP Proxy Password: Type the password to the server
Confirm LDAP Proxy Password: Retype the password to the server
Enter LDAP Profile Name: Type the profile name
d. 2418 & SdsA Y H ek
Proceed to create LDAP Client?
g9l 3} txzonemgr 2~ =¥ E 7} ldapclient init ™ &S A 8 g o},
NES Qe =g AHE o2 AHate) FetoldE T4 S FR T

# ldapclient -v mod -a enableShadowUpdate=TRUE \
> -a adminDN=cn=admin,ou=profile,dc=domain,dc=suffix
System successfully configured

Aol A A 1wt GuER S

)

w7 3-& I IDAP A H E H e Fc),
# ldapclient list

=Y v A o
NS LDAP FILE VERSION= 2.0
NS LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS LDAP BIND TIME= number

#E
F7L U Bk A% 2 23-E] 9 b opa] A o o) ol ok
52 Al 2% o) LDAP A9 ] 85 0] gl & vheby v o,

LDAP ERROR (91): Can’t connect to the LDAP server.
Failed to find defaultSearchBase for domain domain-name

o] & 72 3 Aslelwl LDAP A ¥ = <l of g},
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9 7, “Trusted Extensions®l] 4] & W 2k 4=383 7 of] A] = Trusted Extensions ¥ 2] &

E e

0 A, “Trusted Extensions 2] AF-8 A}, 7 gk 2l o & (7)) 8.)” o) 4] = Trusted Extensions2]
“ﬂﬂ%ﬂwiﬂﬂmmoé N g

11 7, “Trusted Extensionsoll 4] AF-8- 7}, 74 g & o & 3} 2] (=} 43 )ol] 4] = Trusted

Extens1ons/] AHE AL A} he]of] o g 2] A & Al g o

r°"

12 &, “Trusted Extensions©ll 4] € 7 32| (= ¢d)”ol| A4 = Trusted Extensions &
HAA o7 Hest7] 9 A S Al gl

13 7, “Trusted Extensions©l| 4] &3 & Z2|7ol| A= @ o] H-o] gl += o o ] ol off gk
A& AFg o)
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14 7, “Trusted Extensions©l] A] ¥} ¥k2] & v} € ”of] 4] = Trusted Extensions©l] 4]
ope whe), A28 el 9 7]eh kel 2el A adol et 4] A2 A e o,

15 4, <A1 2] 8k 4= 9l = v| E 9] 7] (7)) 8.)” ol 4 = Trusted Extensions2] Y| E 9] =
oo ]E1Hﬂ°|’\ U AZ 2 Ao gt 7} 8 & Al Fjh o

16 7¢, “Trusted Extensions®ll 4 ¥l 9] = 2] (%} 43)” el 4 = Trusted Extensions ]
LﬂE%i o] e o] 2~ L AHZ x| A e]of gt x| H & A5

18 7, “Trusted Extensions 2| TF% & w] & (7] 8.)”oll 4] = Trusted Extensions2| W & ¥+
A E AT g o

19 7, “#l| o] &0 gl el 4l FHe](#F3d)”oll Al = Trusted Extensions®l| 4] &1l =] 2] of] = 3k

20 7, “Trusted Extensions 2] 7 & (7] 8.)” ¢l 4] = Oracle Solaris2] &#| 2.5 5 $] 3l Trusted

Extensions®l| 4] Al F5}= 24 7] 58 A g

?TLO

21 7, “Trusted Extensions®l| o &+ & 4] 22| (%)) ol == Device Manager(73 A &1
]

e RS AL-gsto] AA 2 e 6l o)

22 7, “Trusted Extensions 7 AH(7] &)l 4] += 7+ AFell o] &k Trusted Extensions 573 & X &
A3 z3 2k o}
23 &, “Trusted Extensions©ll A4 4

4 Z E 9 o 2|70l A= Trusted Extensions A| 2~ Bl of] A
%% .—ilf%,* Fe) sl vl S A ey o)

Trusted Extensions 4 % #&] . 20124 10¥



6 %

Trusted Extensions &2 7}

o] Aol 4] = Trusted Extensions 7|5 O & 74 ¥l A| 2~ 8] & 3] 5h= v} of off 8
227 g o}

» 99 | o] | “Trusted Extensions % Oracle Solaris OS”

= 101 9] o] A “Trusted Extensions2] 7]+ 7§ 3>

Trusted Extensions % Oracle Solaris OS

Trusted Extensions 4> = E ¢]] ©] = Oracle Solaris OS% Ay ol A AH o] Hlo| &S
F7hd et gl o] &> MAC(BF QA 2= A o) 5 T 3w ID} MACE DAC(% 2] 4 Al ~
Al o) 2} §HA Al 2~ Hl) Xﬂ](ﬁi‘ﬂ 22y ep A A (] O]Ei)% % 3t o} Trusted Extensions
LZES=HolE = T4, dlelE AR Lol & FAE Helsl= el g ol AE

Al g g o}

Trusted Extensions £} Oracle Solaris 052 A3

Trusted Extensions 2~ Z E 9 o] = A3 = 2 11 38 7FAF 2 Oracle Solaris©] 7] E} Xt
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BRI

Trusted Extensions©l] A1 = & o] Bo|gt= S Bl e L2 ¢ o|E{ o] tff 3t J A ~ 5
Aol g ok 8l o] £ MAC(E 5 YA 2 Al o) & A 33 o UNIX J}"' A8
Agko| Ll DAC(S o] A 2 Al o) o] 2] o] MAC RS & %%LIE} gl o] &2 ARt
o:lo:) ;c].;] 7:P u] Lﬂ E;q_:,v__iﬂoﬂ Xlx-l ;qx«]Ell/]E]_ E.ﬂo] 2o _«i/‘ﬂ/“ _L]_ol ) 7]1:/]_
A 2% Aol 94 A 0 2 7R v,

U HF AL A= MACE t) Al & 4= 95511 tf. Trusted Extensionsoll ] Y HE AF-&2}=
gl o] Eo] o= g Fol A AAd sl of ) 7| £ A 0 &2 o] Eo] sl 9

11—

AR AR} Z R A A= MACE YA 5 %1/5 uth,

Oracle Solaris OSell A &} v} &7} 2] 2 H ob A A & o) 7| 5} = 7| 5= MACS Al &
Sl 58 2 AN AR Aol A A AR 5 sl e o8 Eof, shele
g o] & “471“‘“"“71]4&@‘2 iﬂ o] & = ol F ) o] gl gt A 2 Sl

Trusted Extensions+ 7| & 74 3} ‘i—l “é‘ ol 7} o}, o)l & 5o, Trusted
Extensions®l| 4] = 7+ A} o] ¥l & A —‘?“”4, Al A T2 9 d S Frhghy o
o)

21 & ¥ 7] 50| Trusted Extensions
Al 2Bl ol A= H 460“" LlE}. aﬂ% =°1,Tr

rusted Extensions & T4 ¥

H
A2 wol A o3} ol go] B2 Abatal Lok,
Oracle Solaris A] 2~ Bl of] 4] = A & A}g}kol o - 7] 5-o] Trusted Extensions
Al 2" A= Alg o7 AHA % Yt} o & £ o], Trusted Extensions & T4 8l = &<
Apol Eol A A A E RS T ek 4 AT W Aol o] W e gk
Trusted Extensions+= Oracle Solaris®] 7| & & 2S WA S 4= gl ol & 591,
Trusted Extensions = 7"‘4 H A A~E °ﬂ A AR S gl L] 1:]-

of| & & ¢4, Trusted Extensmns °ﬂ /\i
Solaris®} ©2] # o] Eo] 9l = oo

ghu o}, &3} Trusted Exten51ons°1

R Ads

Trusted Extensions+= Oracle Solaris B 2~ . &F2] ©}5 2| ® ¥ & 2l Solaris Trusted

Extensions (GNOME)E A &3 1]t} Trusted GNOME 2. & & of A H- 2 7| &= gh ),

Trusted Extensions®l| 4] = &7} GUI(ZL 2| & A} &} 9l E] 5 o] 2~) &} CLI(Y &

ole] o o] 2)E A F 3t o}, ol & & o, Trusted Extensions®l| A= 7 %] & i"ﬂl sh=
3+

Device Manager(“d#| & 2] A}) GUIE Al 5§ o} B8t updatehome CLIE
Apgafe] wE B0l el A A F el 2ol 2| 5l g 9 g 5 Qv
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= Trusted Extensions®l| 41+ 54 GUIS 2] ol A}&3l of - t}. ol & 5o, Trusted
ExtensionsZ T4 ¥ A] 28l of| 4| zonecfg ™ & o] 2] o] = Labeled Zone
Manager(#l o] & o] sl 3 | AHE AF§slod Hlol&ol Sle dd S el T+
9l o).

»  Trusted Extensions®l] A1 = A& Aol A A 5] = 3 5-o] Al gg L Tth o & S0,
AHE AL SR 5 G A A A Al E AT A e,

»  Trusted Extensions®l| Al = AF-& AL o) A3 8 34 & Al gty o & & 1,
AR AL AT A2 4 912 2B o 41 &AM 5 A 228 A% shle] 2RIk
7| &R o2 Yk Al G A= A AH S FES 7 lF U

™ g] &) v] £ A] ~ ¥ 2 Trusted Extensions & ~ 3 &

M E] 3l ] = Trusted Extensions A] 281 ] U E| 7} =3 0 2 A% A9 A2 ¢l
SEeho] = b wulE] WA % Sol kil th R E 7} S Ao 2 pAR A 4192 4
N ~Egto| b ul ofel B Efof vpER Y o}

gk A E ohE Ay F3bo] HE] S| v = Al ') o] BB A= 7 ¢ Trusted
GNOME 7 U Efof| A1 8|8 &= 9l = ~Eglo| Z & A g o,

Trusted Extensions 2] 7] 2 71

Trusted Extensions 4~ = E 9| ] & Oracle Solaris A] 2~ &l ol &l o] &-& F 7} g o} Label
Builder(#| o] & F+37]) 2 Device Manager(ﬂxl st e Ah b 22 glo] Bo] 9l 2]
T A el s 22 T FUbEY ‘4 o] 7] A = "]'&Xl'g} Fe| A} mF7
Trusted Extensions=- ©| &l 3} d] 2 9 &k 7l \J of] vl &) A gk}, o] 23k 7l g 2
Trusted Extensions A& #} 4 9 4] °ﬂ A o Q)5 T/]-

Trusted Extensions X. <.

Trusted Extensions 4~ 3 E $J] o] += Oracle Solaris OS®l| o} g+ ¥ 3 & 7| 4 gt o}, Trusted
Extensions= AF-&AF 2 o &5 59l 5 g o] & W 9] 2 A|3kgh ). o] # o] & W ¢ o )z}
AF-§-Ape} o o] A A A% A B 7 A R Y o}

&
ar

Trusted Extensions &= Z E 9| o] = A1 2|k 4= ¢l = A E 2lo| L 9] 91 & o] e} += &AL g
H 2 Hkx] o 55l TrustedPa h(A1 88 4= 9l= 7 2) 7] 55 X A3 o} Trusted
GNOME?®!| 4] ~E o] Z = 3} o] Wl $fof] )5t} Trusted Path(A 2| & = = 74 &)
7| &= AR A7 Al 2~ E 9 E"L HH FES AFE 5 v vl b AR A7 A E S
FoassdtzrzalsAdd o o] 7| a7t }X] U= S g g9 H%
o] lF = ol =4 A Falstd Al & Al =& 7 3l ——EE]'OI Z I vbERA] 9=
At aagS Az Fosy S dAaad A= 1961

FRsHA AL
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2% 6-1 Trusted Extensions U} 2| & d] A~ = &}

MEE 5 T B2t % #lo|g MEE S s
Ae71= glo| & HA| ofcl AEglO|Z
Tr;sted Path M|+ / / /

|'n/11'usted Path - root / 4 IDENTIAL : INTERN/

{#l Change Login Password... / Change Workspace Labeli#
@ Change Workspace Password
= Allocate Device...

° ﬁ:l“'p'l‘_'_w'"d“ abel.- AL : INTERNAL USE (
Home

PUBLIC
textfileinfo.txt (~) - gedit
Fle Edit Yiew Search Jools Documents Help
.8 a ¢ XxBh O QX
New Open Save Print.. Undo Redo  Cut Copy Paste  Find Replace
[ textfileinfo.xt. @ |

This is a PUBLIC file. This file does not contain
confidential information.

Fle Edit View JTerminal Tabs Help
thought<root > 33 ELEN
CONFIDENTIAL : INTERNAL USE ONLY
thought<root> 34

Ln 1, Col 76

CONFIDENTIAL : INTERNAL USE ONLY
Privilege Limit Set for Labeled Zone
file Edit Yiew Jerminal Tabs Help

ppriv $%

s Trusted Path i, =D
Terminal
File Edit View Terminal Tabs Help

3072: csh

flags = <none=>
E: basic
I: basic
P: basic

L: basic,contract_event,contract_identity,co
ile chown_self,file dac execute,file dac_read,file d
e downgrade sl,file owner,file setid,file upgrade sl
ipc_owner,net_bindmlp,net_icmpaccess,net mac_aware,n
r,proc_audit,proc_chroot,proc_lock _memory,proc_owner
acct,sys_admin,sys_audit,sys _mount,sys_nfs,sys resou
rmap,win_config,win_dac_read,win_dac_write,win_devic
,win mac write,win selection

= Terminal < textfileinfo.txt (~) - gedit S L Ed)

H oto|2 oy

o] Bol iy A X EY é, TCB(Trusted Computing Base) = A %] 3 & of] 4]
A8 = o), ok ALL A= A ol o odof o A sl ALl Ao o o o] g

AFHth AHE A do S WA T W o 2ol TCB X EF o] o] o aF& tFvtt
Trusted Path(A! | & = 2= A 2) 7] 3= A A7 TCBS A 5 =H-8-3F wjj wic}

EREIIES

1m r1r

fr
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UNIX g v E 9 A A A Al o] FF-v o} MACE A 2Bl o A A5 02 A 8-51=
WA elu ol MACE Z2 A A9 do] &3 Edl A A d|o|E| & Eelslo] L&

EdAA e Ao g o}

A].%;].g] ,-5]] o] A]_ﬁ_x].ﬂ. 7<1-04 i Fa 2l 7.] 1,]_ Z}o g—]_l: =2 M= ;]_‘— =] 71-1: gﬂ W o
vhEby o} ‘”HP | o] &2 Secret BE‘C Public Hth. Eﬂ o] &of wef AR-&-AF7}

NN AT F ol R4 7:‘ A= Utk MAC 2 DACE R Oracle Solaris®l| A4 A &3} =
B o s REoE 4ol uirh ARE T2 A Lol 88 5oL B A8
Aok Ak Fo] & pe| A 7b ALgApef o Shof| Hood & - 9l = 55 *P*‘l
Agkdy e

e 2t = Aol E O] Bl A Mof ulgl Al-LAbol A A A utel W o] E g Hol AAE
W&l of ok e AFE A 7F A A g Al 7] of] ] o] E& ¢ L o] =5 A
th 1 o] =¥ B oy Foof gt

Trusted Extensions 2= = E ¢]] o] 2] #] o] £

g o] &3} Z 2] o] H 2~ = Trusted Extensions©ll 4] MAC(ZE = 4 Al 2~ A o]) 2] Fof ol
sSadrh o] &3 Felodd sof mpet o =AM AT G 22 O8] 3l gl
tE Ee]of YA A% ol =2 7 A oo el o] =3 iﬁl o ‘34/\% shto] 5
T4 84207l o] 49 ‘T"Q T4 842 AU &5 74 84+ HekA
)| ¥ (of|: TOP SECRET - SECRET - PUBLIC) = YEFH Lok 738 74 84 += A5 2] ok
ol A A 23l of h= AR A 1TF& ER Y U Th dREA ] o R o R
“EX“ E, 54, =2 A oA Seol lsych At F-od "l A Al o] E& ¢
AR ", LH TR0z =HolEeo]l TAE RAFH T oAl ¢ 7] e A S
label encodings 3} < ol & ¢ | o] ‘”éblr/]-

m

rr

rulo
¥

Trusted Extensions®l| 4] & A| & 5]+ K. J'l&'%'ﬂ Egx

LT E Y o]ol A e N AGtE ol EE|(YHEA 0 F T 2 A )9} A A o 4

AE[E] (A 2 2 5190 A 250 23] o o] & vl ieh. ) e g A wh )

g o] Eof whe} E A E 5 &t AU AR g o] B2 of & Al A H 2] Ao
Sk 7bs gt AR W ES A, Z# o) M 3], o} & A 28/l o & °—‘Vﬂ/‘ A& AA s =
o = A FH ok
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AEejel o o] Eo| v 2 F 2SS FEFS= T rhE ol &5 Awjgria
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w A QEE] Hol B 7 74 L4 FHA ol & 9:‘?:7‘—-:;‘1 =Av
5y b Bek 2] A= label encodings 3F ol A 5ol H & E 2] A g v},
LEZE Yoo A= o] o & u|wsle] x| u) A = 7”’7@3“”]5]'

w AR Qe E] o] 73] A Eof T NE]E] o] BE T8 o] 23§t

Vet T A ES 5 U A S F o) Eo] FLstrta ) o) Eo] T LR S
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SR NEDED
CBEEED
o),

o1 2 o] &= Th2 2l o] B¢ AWl 5Hx] 9= A9 % 2l o] B Bl H Hrh e ]
27behm g o),

Th& Fof A= A uf o
INTERNALE.T} ] =&

F7hd AV Elo] =2 ER7EE L ekA Rk gl o] & 2| & o] FHA
T3 A EQ] A ARA e o] =o] FHA ol &S A 8] A Friar

| 2] of| & Al g gk o}, of| of A NEED TO KNOW=
Fduth o] ol ol = Eng, Mkt, Fin2] A| 7} 2| -8 o] gl },

#6-1 dlo]E A

gl o] &1 A o] &2

NEED TO KNOW Eng Mkt (534 &) ] ui INTERNAL Eng Mkt
NEED TO KNOW Eng Mkt (3745 ]l NEED TO KNOW Eng
NEED_TO KNOW Eng Mkt (s34 gk Al wil INTERNAL Eng
NEED_TO KNOW Eng Mkt Al (FF) NEED_TO KNOW Eng Mkt
NEED TO KNOW Eng Mkt L NEED TO KNOW Eng Fin
NEED TO KNOW Eng Mkt w2 NEED_TO KNOW Fin
NEED TO KNOW Eng Mkt e INTERNAL Eng Mkt Fin

e B ol =

Trusted Extensions®l| 4]+ @] o] &0} ia] oAHA T ALEE = ADMIN_HIGH gl
ADMIN LOWEt= 7 7HA] S5 e] ol &5 Alg gt o] #lo] E2 A| A8l 2|2 A E
H 5 5= o ARgE ] YRk AR AL} OPLJ e A& o},

ADMIN HIGH+= Z| A $] &l o] &gl ch ADMIN_HIGH‘C Al sl 2 Yol B BF

Al she] A| 2~ 8] o] B (el k2] o] o] El ¥ o] 2, 3 }xﬂ 297 Eo 2 W s e
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Trusted Extensions 4 % #&] . 20124 10¥



Trusted Extensions 2] 7] & 7

ADMIN LOW+ Z| OM gl o] & th ADMIN Low U HE AF-E- A} 8| o] &5 E g5} o]

Al 2Bl o] eh 2 B E o] Bo A& whu Tk LS oA 2 A o] = *F‘”PP A}Al 2]

g o] EH oh vk ﬂﬂOl Eo g dlole & 2= A& 5§54 s oh uhebA] duk
A}%X]'%ADMINiLOW #ol &2 ¥ ‘é 2 He T AR A = A F o ADMIN Lows
IHbA o & F 5= -5 A 3L (el susr/bin ¥

ALg g,

CEERELED
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Z27|8} 3 & AP A A o) sh= WS ARSI AL

A
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r

29}90 41 ¢l A4 Aol o 3 skelp 3F9] £l A E 2] & wHE L o,
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Bel

o

9

%

Apg 7} 73 A8 A A 0 (ke )

6 AH&A ALY AL AR TA vl 2ol Ak

7 AFEAE 9HE W) A A skelX A E o] S-S AFE-jH o}
XA o] 59 A& AHE vHERY Y ool Bourne A ©] 73 -%- B, Korn 4 ¢] 73 %-K,C A& 9
73 %- ¢, Profile & 2] 7 %-p).

A AHEA] 212 oh Q2147 A o]

qﬂﬂﬁMi@%ﬂﬂ%i%4%ﬂﬂ§qwiﬂﬂwa4%
A4 R 7L 210l 8h7) Aol 51 S ) x| g o) 5 & xFg A} o) &
a5l o] Alo] Eof A] /\}&x},l 7B Ao Al 011/11;]_

Al 2~®l Fej A= o5 U F 22 copy files H . link files ¥}L & wFEu o},

## .copy files for regular users

## Copy these files to my home directory in every zone
.mailrc

.mozilla

.soffice

1w

## .link files for regular users with C shells

## Link these files to my home directory in every zone
.bashrc

.bashrc.user

.cshrc

.login

|

## .link files for regular users with Korn shells

# Link these files to my home directory in every zone
.ksh

.profile

1wq

A %7) 8 5ol A 2] A AFE A2 Q4] AL ajo] el o] o] Qi ZAHE HES

gk,

## .cshrc file
setenv PRINTER conf-printerl
setenv LPDEST conf-printerl

## .ksh file
export PRINTER conf-printerl
export LPDEST conf-printerl

ARt A o) ® Bl & R A g B4 v e B 2le] ks o),
$ cp .copy_files .link_files .bashrc .bashrc.user .cshrc \
.login .profile .mailrc /etc/skelC

$ cp .copy_files .link_files .ksh .profile .mailrc \
/etc/skelK
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dut o F  TPA 2 o] Eoll A Lcopy files I Y-S HEE v} A9 oo 0 & & 79]5 0]
updatehome ¥ &S A3 sl W o] NN A 7ol A A& H-of &S
]l:ﬁ]—bl ];]_
n A9 ) o el A k] B HE B & & ¢ = A Feloh

higher-level zone# 1ls /zone/lower-level-zone/home/username
ACCESS ERROR: there are no files under that directory

- HYES B G A A9 A J ol A AT ohEE A 2 T
A AR e,

higher-level zone# svcadm restart autofs

F T =)ol Bl ol NFS UHE £ & A1 8ol e A9 49l oW odod o) AF vhpE L
/zone/lower-level-zone/export/home/ username®l A1
/zone/lower-level-zone/home/username 2. = =1 uh-g-E 5| of of g},

v Trusted Extensions®l] 4] ¥] A} ¢+ A A A o
2=y

Trusted Extensions®l| 4] B A} obHd & 1912 B 5 % o] gl<51 ), AHE A} g2 7) A £ 7] 8}
ol &=

=
S abga Gel g F 29l 5 bl =29l & AhE-sted
AR Shed & A 5 ol o),

2 #=sL7) el root TS Ul 9l ook &)
1 22 5ol A 18R o) B¢ Yo,

2 3td s}k o) v A 3 &} w579l 4] Solaris Trusted Extensions Failsafe Session(H] 4+ ¢+ A
Al A& A3yl

3 WAAZLEAIEE 42 E dY ek

4 FYgEE "J galeh=
&

EZ e B Hroot 2 E YH I}
o] A A} < 3

A8 A & el (2 )

o
Trusted Extensionsoll A] AF-&#}F, A gk F-of {3t 2 o &S yhe| sl v Bqk ke &}
ST R gL o ohg 2] ol A= 2] 0| o] ol Ao A 2l stz AHE kel o
‘%#Pt AHEA ¢l 2ol & A g},
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g i A
L&A o] o] & W 9 5 AL AL A ol e ol B 145 ¥ o] &| “A}-g-x}o] o] & W 91 &
TR oh FA ol =4 2 2 1abel_encodings FA 5=

3ol 4] 5 -&-5k= W 91 & Al gsh A B

= 98 At

g Ake] )2 A E

ARGALE] 7] B A A Bl TS

147 | o] A “Ak-&- AL o] ARG A EE

AT e AA T, Aabs
S ARA NG AT | ARERE S AEARAARA AT | 1479 ol A S A N A G FE
RS AT o, 22 oA o of Tl 7| ki

A2 7L o] B # o] & AP A7 R BE v o] =8} 148 9| o] Z] “A}-§- A7} o] o] B o] W.qk
MAAG L =5 et Qaglo] =38 gl A A7 Fof g}, s HEE 5 A st W

Al 2Bl of| A AF&-AE APE AL L AL AL o] 2 A AE A B 149 #| o] A] “Trusted Extensions A] 2~ Bl of] A4
A A g o}, Al A g o A& AR AR & A A sF = B

SECMED)

o B o] & X =L

A& A2l #l o] & H H & A sh= W

ARG Abe Al Fhe] &8 T2 TR o i 3k ¢ 7] A A A ZhS Fodsr] sl AR AL
dolEHAE TS T UFH A E S0, A el 20T+ A=A A=
5 g0 Bol ) A E| = A2 HEE B ol Tk AR U S8 2

S AIREH A S gl e

e ALg o) Po] 2 W E AR S Asieh o Fol, guest AHEAFE Bhpel
tol =& Algtd 4 sl Th

EDEREY

191 S st ed o A9l o Felo

0ok 3] 2} o g 7Ha] Abg abed of ek,

2% A4k,

# usermod -K min_label=INTERNAL -K clearance=ADMIN_HIGH jdoe

Z Lol EE

o] Abg Aol dl ol ¥ W9 S

e e A I =

# usermod -K min_label=PUBLIC -K clearance=INTERNAL jdoe

ApA| &F W) &2 usermod(1M)

1%
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AR AR el (3 )
DR EEE S PR N L S BEP P PR BN
et
# usermod -K min_label=INTERNAL -K clearance=INTERNAL jdoe
Halsl A5 Hol=olz] A3 = = glo)o r
v A AT FAE N AT =2 g S vlEE
HH
Apol 2 gk A Ao A 3 gakE A5 AB Holh Bad A FAY 5 ol
Ab-g-Abel il Ak o7 EFE A 2RI LS whE F sy eh 5A A 28 9
EEAEATE A Fo ST = 5Fed 140 9] o] ] “policy.conf 7|23t A k=
MPHE A4 L.

SECEED)

146

Ao o odof] A 1k el 2} & & 7hAl AFg AR o] of g ),

t}& A Ho F 5l o]Ato] £¢HE Pk = 23l Y Sk}
A A A= Oracle Solaris 11.1 2] B.oF A v] 22 “AH3F Z 2yl & whe = vlW»&
A IAI A L.

A Aol W2l g 4 ol Ak o,

_LL

m solaris.device.allocate - AF-& A7} vlo] 21} CD-ROM 3} 22 FH A A & &g
oA B el gy,
7] ¥ © 2 QOracle Solaris AF&#F+= CD-ROM< ¢ 22 £ = 551tk 22| v} Trusted
Extensmns"ﬂ A AR E ddE 4 3}% A}-8-Aut CD-ROM E g} o] Hoof| o} 4] A~ &k 4=
UsHTh A& =Eefol B % ddste A F-o9 7} H 8 g o} whebA] Trusted

Exten310ns°ﬂ 4] CD-ROM < &) 22 222 % A}-g- A} Al Allocate Device(74 A &) A gk

oi7h sl 2 g,

» solaris.label.file.downgrade — A-§-At7} 3} o] Bk #| Wl & & 4= o)A Azt
Folg)eh

" solaris.label.file.upgrade - Ab-&A7} 3h L4 o Bk & Mg =< 4 oA gt
Fof g

m solaris.label.win.downgrade - A}-5 A7} AF9] &)l g} Yol A A R E Al 51 519
g g dol i AEE DS g UA A Fo g

m solaris.label.win.noview- Al SAL7l o]l TR = AR E RA R AW E o| 5T
1A A o 5B,

" solaris.label.win.upgrade - A& AF7}F 519 2 T} Lol A A BE A el 5131 49
A shedol = A 0 98 4 QA A ol e

= solaris.login.remote - AF-&AL7F A 0 2 2 771918 4= Q) A A g F-of g},

= solaris.print.nobanner - AF-& Aol Al B 3] o] 2] ¢l o] HARELE 9l s & = )
Aahe ol
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SECHED)

A\

i
N

A2k 7) Aol

= solaris.print.unlabeled - AF-& Aol Al gl o] &5 B A5} A| b= BALE S ¢l &
A= AdLS Hoghr},
®  solaris.system.shutdown — A}-5 A7} A A8l 3} of od 5 F 5 &k 4= 9l A| A%

Bof g},

AR = G el A =29 A& A A )
oA ¥ A 2} = Oracle Solaris 11.1 T2]: B.QF A 8] 2 0] “AL8-%}2] H ol &4 8 H 7 st=

H]—H‘]” e) % ]_/J/(]v]_

4§ 7] W3 A 2 A S

Abo] E X Qlof| whe} AL AL o 7ﬂ 7| EA o g AT = AR AL o AghE

& -&all oF & = 9l55H th ol & 5 ¢ Sun Ray A| 228l of| 4] Trusted Extensions & A& 3} =

/\} | E o] 4 = A}-&- A7} Sun Ray "1 wol| A thE A& AL TR A AE WA EahA B 5
Syt

F9] —proc_fork ®+=proc_exec A &> A AT A] mp4d 2] & o] 2 gk Hglo] Gl o™
ARG A Al 2 H 2 *]‘ﬁ‘ﬂ?‘ Mk

# usermod -K defaultpriv=basic, !proc_info, !proc_session,!file_link_any

proc_info A gha Al A5 ARG AL 7F ARl o] A3 EHA] = TR A A AL Gl
Huth proc_session A gHe A A AFEA7E A A Al A 2] ol S) h ZREAAEE
T @ "y th file link any A gha A ASEH AR A 7F sk AL SLA] 952 9Hd o]
o3k st= W 22 ukE S gl F e

A = Z 5t Y ol A A3k A g A aHE =3 5F+= ol = Oracle Solaris 11.1 #2]: B¢k
Aul 20 A 23 & e = el Sl ol & FRFAAL.

Al 2Bl ol A BE AL ALe] S A gt o 1128 FER 5 A L.
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148

A\

SECMED)

o 11-5

27 g Aol 3 AR AFL A G ek
# usermod -K lock_after_retries=no jdoe

LDAP A& #ol] o 3+ Al A &2 8l Al 5} 2] H LDAP A F A4 =S & A g o},

# usermod -S ldap -K lock_after_retries=no jdoe

AH&- 7} o o) B o] Bk W& W A 5 YA ke
v}

sd gz At g Ae o Holk el B o]l B 4 A it
ARG AR o @& gk Roddh = gl Th Rk o Ol o] o) #l o] Sl A A jl g
NES AR A AL FA ol of }MD} Leladels A A sl gt e
Hlol ol st S s ok vk A A= 173 5] o] 7] el o] So] Sli= o o ell 4]
v ol ol =2 AL 7 A AR k= e RSl L

-dlo]E] o] Mol # Wl WL Agte] At At o] A A 4 9l
Abg- ARt = 3l of gh T,

o of ool 4] mak 32| x} ol & 71 AL8 xfed of Gl T

= A 3k A1-§-A} W o & of] Object Label Management A 3t = 2 3} ¥ & A 3 i}‘/] c}.
A}

= Oracle Solaris 11.1 ¥2]: B.QF A v] 2 o] “A}- g7} o] B ol £ A& W 75l =
"8 7 51 A 4] 0

A7} o o] Be YA ET S YAW hETA | ET FE
d=g 4%

Object Label Management %1 gt Z & 3} U 3 A}-g-35lof gl o] &5 o el o] = &
th- 2 o] =3k ¢ ol o] el of| A 2] Ab= A = 5 gl = AR A fﬂ °|H £
2 o] =5k A2 & & ek ARt ok e o] =5k A2 5 & ekAl F Tk

2] A= Object Label Management = 2 3t 45 7|HF . 2 A7 = 2 9} U3 vb5 31 A

2 2 3} 9 of| 4] Downgrade File Label(Z} % Eﬂ ol &

DragNDrop or CutPaste Info(DragNDrop = += CutPaste 3 X th&- 12| o] =) 3 Fof &
Al A o

ofe 22

# profiles -p "Object Label Management"
profiles:0Object Label Management> set name="Object Upgrade"
profiles:0bject Upgrade> info auths

profiles:0Object Upgrade> remove auths="solaris.label.file.downgrade,
solaris.label.win.downgrade"

profiles:0Object Upgrade> commit

profiles:0Object Upgrade> end
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AR A el (e

=)

SELEEL)

1

2

SR ke el A A 5 ol ARG Aol A L2 st g A Y P,

# usermod -P +"Object Upgrade" jdoe

Trusted Extensions 2] 2= ©l ol] ] A}-&-=} A A &
AA| 5} = HH

AHE A7} A ol A A S| a2 AR A e T ] 9 Abg AL &R B E
A 5 ALA ) 9} = 7] 2ol o of Gl ek A& A7 43k A & ALA o v 4l o] 2] 7
AR £ADE FEDASAZ WAL FE A5 e,

LS AL S AL} A A E B
Ap&Tpol| A 45} 2] 9k A A

rln

A A o] = AA| = 9= A 2Hel
z 2 A e Al 2E el A = E T

-

(&

o of of o 4] 2] 28 Fe] A o g 7} AL§ Ao of g,

BE # o] Zol A A4 7] & T8 2] & o} el m g ),
RE o o] ol 4 AH-§ o] o & L2 obFhol B k.

A} A & A G ek,

# userdel -r jdoe

BE Aol o] Yt ol g Aol HlY el Lo L A& 5502 A Fuleh

F/tnp Tl = 2] 0] 5}2d & 0] 5o] BE 2l o] Bl 4] AL A} o] 7 A] B & Bo}
Ap 7| af of gl e},

F7F are] bk 120 9l o] A| ARG AR AA RS A ESFA A L
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» 151 #| o] | “Trusted Extensions®l| 4] 44 I&]”
152 ¥ o] Z| “Trusted Extensions®l| 4] £ 4 # A 2~ ' & e shs uhe>

153 ¥ o] A] “Trusted Extensions©l| A1 44 A] A~ 4] 2l 32| (2F<d

m%

y

F - 011531* /‘l*“‘ 71 eF A Al 8ol H gk A v 2 ke T 2
R T ok ARA g W 8> 26 | o] A| “Alo] E H ok A A o] o] 8l &

2514

Trusted Extensionsl] 4] #e
AA A= B S 5 =, 58] Al B 5 ol = Al A H 9] AF&- A9
74¢ L2 283t} 7| A © Z Trusted Extensions+= 0] = A] 2~ Bl of] *1 U oA A E
5185k A| 5 oh
U ESZ7E FAE 7t A & LA S22 Eof = admin_low K.t 8§l F 2| E7} 2] 4 & o]
Ho| o] gl s AER QAT #lo] Bo] gl o o] ?“‘E‘ wj 742 = A o

i % ]E} Trusted Extenswns‘)ﬂ *1 o od & Fel oo 01‘/]‘;} o gt

> o ’3%6} 2] 7| 7] ol] ADMIN LOW ~

% %o
;0
L
L
-LI
2
2
O
HU
2
12
O.u.
i r_l_z

151



Trusted Extensions®ll 4 ¥4 2 A 2~ ¥ & ] s} = Wy

152

A o] g

n AR A oA S A Qg AA A u| A= v EY Tl A FAlo] b0 7 A E A
AR =
v H .
A"t ssh A B] 2= ssh, 191 W PAM & M © & Ql3)| roottf thE & shef| A 914
a9l Yl A 4 glF Tk

» rootv G| BE AA 25 Al root AR S AHETE G Gl o T
PAMC Z Qlsl] 2 1213 gl )
root7F AFEA ARG o2 WA R HElE 7|2 29 W ss
U4 Z2el8 W)

=0
o
2
2
>
35
o
o
S
>~
>
ofo
>
>
o

pam roles ZE-2 role 3
Trusted Extensions PAM 5% ¢l pam_tsol account+ CIPSO =& EF5 A}-8-35} %]
Ue AT A dqdoer 2305 AN} o] A2 k& Trusted
=
=

=
Extensions A| ~El ol A 174 Ze] & 43 5} 7] &3 7 d v}

P o
a

tw} 2} 4 Oracle Solaris A] 2~ Bl 3} v} 27} 2] & 94 32
Extensions®l| += F & od o)) HTal=d] L3
FECEPEEREEE NEVEN

T-Ad &l oF v o} Trusted
H 2] 2 pam tsol account

I

AL&- AL A A o] 1 A Trusted Extensions©l] A &85 & 4= 2l 5t}

SR U QIE S ALEE u) Bk FebollEt Aol AL G} o] B3} T o] 5 S
W A A28 ol Awo] Bluieh o] s gl A F2E A EE pan
g A este] ALg At A Qo] Aol 21l ehA RIE AT LS T UEE

g e,
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Trusted Extensionsoll 4] 42 A| =~ & 4 2 ge] (=g W)

Trusted Extensions®l| Al += Tt} 23} 222wl o & 917 2| & 3k 4 9l 5 o)

= Trusted Extensions A] =8l o] 4] 2] - off L2 2] Wl A ]| o| A= F A AH o]
al & 1] o] = CIPSO W ot 'l Z 2] Eof A| At} o 12-18 F ARSI A &

= Eﬂ °] o] § = A] 2"l o] A 2] - Trusted Extensions A] 2~ 8l ol] 4] Ft2] }%7}—‘3‘?}
739 PAM 2~ ¥ o] A pam tsol account EE°l ™3l allow unlabeled
x]x-]ﬂ.o:] HEY I T2 EF X-Ixﬂ ] 3]—§]_‘6]-/‘ o)l & 1/]1;]_

o] BA& Y34 A4 Y] Aol A ol T 5 GEF S ug)

mo

HEeES WA FELL]‘:]' admin low Bl = 2] E &= 74 A}-&4-3]] of 3}
3}°1E7}E %20.0.0.02 7] 23ko] ADMIN. Lowi'ﬂ 1% | =l qF o, ApA gk

<226 3] o] A| “4] Elf*# QEUEYINN AAT 4 9l ZAEE A del s
Ho]'tH” xR Al L.

el Alibel 2o A 9 20l
allow remote w415 %] & 5}o

dubA o 2 | Ahs ssh B & AFgoto] HE Eol A (A Al 28 we) g x
3)
=

O
= RS =
%4 & %3l Trusted Extensions ¥ 2] GUIE A}

g Xyne A ¥ & A}-§5}o] 214 Trusted Extensions & 14 3F = 355U o). 1% EH%
P4 M E 912 2R VNG A& AL 5ol 2 £ oW o 228 3

Al 288 e sk = gl T} 156 3 o] A A M A E 2]8)] XvncE 4
Extensions A| 2~ 8l & A 3= v & S 2 OHJ Al Q.

Trusted Extensions®l| A 4 7 A 2 A 2 ] (=4 H)

AA A~ ‘:71_3 & Trusted Extensions = A F-E35}7] Aol 44 pe| & Ao 2 AR+
TPV E Y A 75T (VNC) == ssh Z 2 EZF S AL-&5bo] A A8l S A5k 4=
AFU ok

=t A 3wy
Trusted Extensions A| 2~ 81 2] | 2] A = ssh Z 2} o] &1 E ol 4] Trusted Extensions 154 9| o] A “%d A Trusted Extensions
9A |2 AL Al 28 o] |2 Apg o7 AR} Al 2~El o] A e AL

A4 g e,

7VP HE 9 a

Zlo|d E ol A ¥ A Trusted Extensions A| 2~ 8l 2] | 156 3| o] A “4 A N A 2~ E- 9] 8] Xvnc s

SR | Xvnc AWM E AR She] FEfo| dE R A A}-8-3} o] Trusted Extensions A] 2~ & <
S AR A T A A S AR | FAshe
Trusted Extensions A| 2~ 8l ol] | 14 A A8 & e 4= gl ks W) 158 3| o] A] “%d 4 Trusted Extensions
HAA o7 Z el Al 2~ellof] & 19l 5h a1 Fhe] sk W
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SETEED)

154

Bl A ARt Abo] Eel A 5] &5 = A Hel S 2

H
I

o
)
-
k)

=
ZTrE IH} °‘ 4%3& ARk 44 A 272 Bok A 4w qlu e},

A7 A 28l of| = Oracle Solaris 7} 2 | =] o Q1oL af o A| 8l of] 4| A3 4= gl F o)
root & &S 7HAl AF-&-Zpod of gh o},

FA 2o A 2 2E IS &AM o2 AR P}
A 2} + Oracle Solaris 11.1 T &]; X ¢F A4 ¥] 22| “Secure Shelloll t] g+ & A~ E 7|8l ¢l 5
A e BRI

-,

F_cat Y S AFEEHA| rRA A 2 Bt A A& Tl Il 7] E EAbsle] 2o
5ok 2ok A Felo] d E 7} Oracle Solaris A| 228 o] o}l 7 -¢- B ok Al Zelo]dEE

F2E AT OR T ST AT FAE A WG HEA AL,

F Al 228 o]l A root PSS TS }
ID, GID % O-ﬂuf%}o] P R R = e SR e D R I e =

o
r
c

oA AW ol A ssh WS $3h5te] root 7t AL 2 ZIAFES AFEO R
ARG ek,
# pfedit /etc/ssh/sshd_config

## Permit remote login by root
PermitRootLogin yes

o] o Al = root Z1R1E 5A Al ~H W ARG AR A ghgh o)

o

F -2 A7} root G S BA F P Z YA root 2L S T 21 A S 43

4 97k gl ek

B QHA A W ol A ssh A ¥] 25 e} 4] 2] &3 e},

# svcadm restart ssh

AR gy o,

# cd
# pfedit .shosts
client-host username

Trusted Extensions 4 % #&] . 20124 10¥


http://www.oracle.com/pls/topic/lookup?ctx=E37933&id=SYSADV6sshuser-12
http://www.oracle.com/pls/topic/lookup?ctx=E37933&id=SYSADV6sshuser-12
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ok

.shosts ¥ Y2 F4/7) 2l 7] 7} T =19 client-host A 7~Bl 2] username©| 41 ¥ ol 4 root
51

ol 5O 1l o - =
‘-ﬂl?ﬂ}e E= T A

ek AW o A 5 7hA] PAM A B & $3h L o),

a. /etc/pam.d/otherZ /etc/pam.d/other.orig® A} c}.
# cp /etc/pam.d/other /etc/pam.d/other.orig

b. pam_roles @5 A5l 9 dA 2103 SF ek
# pfedit /etc/pam.d/other
# Default definition for Account management

# Used when service name is not explicitly mentioned for account management
# ...

#account requisite pam_roles.so.1
# Enable remote role assumption
account requisite pam_roles.so.1l allow_remote

o| AL client-host A 2~8l 2] username©] Aol A A& WS 9T =
2 gk

¢. pam_tsol_account &5 & 4% 3lo] & o] & o] §)= &2~ E 7} Trusted Extensions ¥ 2
A|2deo) AAE F Y =F et

# pfedit /etc/pam.d/other

# Default definition for Account management

# Used when service name is not explicitly mentioned for account management
# ...

#account requisite pam_roles.so.1l

# Enable remote role assumption

account requisite pam_roles.so.1 allow remote

#

account required pam_unix_ account.so.1l

#account required pam_tsol account.so.l

# Enable unlabeled access to TX system

account required pam_tsol_account.so.l allow_unlabeled

SR PR L

B3]

A A 2R el A A EHuld-& gy

b

b. client-hostol A username®) =3k el A YA A 2€ 9] root F 2 L5},

% ssh -1 root remote-system

T4 =ZH5& 2l 3k F 4 A A 28 ol A Trusted Extensions S A}-8- 2 2 A A 5l 3

# svcadm enable -s labeld
# /usr/sbin/reboot
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973 S AT APSOZ2E 3 A A

o] o of] A F2| A} = Trusted Extensions A| 2~ & & A}-8-3} o9 € 2 Trusted Extensions
SAEE A o] & Y e e A= 2 7 /\li%‘ ol Al tncfg ™ ¥ S A}-§-5}Foq I of
A|~H 2] 5 ~E F3S Xé o] ghch

remote-system # tncfg -t cipso add host=192.168.1.12 Client-host

client-host # tncfg -t cipso add host=192.168.1.22 Remote system

dlo] Eo| gl= Al A8 % 24 Trusted Extensions @ ~E & AT ¢ 9l 0B 7 e At =
HA 5~ E ° pam.d/other I+ 4 ol A allow unlabeled &A1& 1t 2 51T}

A3 AA2E 93 XvncE AH-£-35} 4 Trusted
Extensmns /‘] 28-S FA 5=y

VNC(Virtual Network Computing) 7 %E}O AEE 44 Ao A3 o}-L-
SelolAdEQ Fo| A A vl AT EHS A F Y el Xvnes BT XAHE 7S 2
3} VNC2| UNIX H% 7 93}, Trusted Extensions®l| A= & Z P F 9| Selo|dEV}
Trusted Extensions & A 8 %2l Xvnc A1 ¥ ol &1 2 3} o Xvne A1 ol 22913t} & v} 5
gl o] A3 B F A8 E ARl dE 4= gl o),

ARA B U 82 Xvne(1) = vncconfig(l) P+ ol o] A| & FF AR 3FA] A £

Xvne A B & A}-&-5 o] A] 2~ El of] A Trusted Extensions= *d Z| 5} 1L T4 8 57 L] t}. o]
Al ol o o S AP FAE VA RE AF UESN T 4 223 d &
AF-8-5}1A] %GL]‘:} netcfg(1IM) "l 372 | o] ] & R 5FA A £

o) ALY T o § EEPFLE VNG Eehol 5 E QAT FAA 22
admin low Ho Bl S| EE WA H o2 F=91dE }F—% AF-g-8}ed o] AW 2] YNC
Zebola £l © 4 gl A2 8e AR e 1k el 1 P4 ol e AA R o) S
226 Hl o] A| Al F = EHFA AR F 3+ 5 AE S A sl WS
7:]—7<——]_)x]/1]vj_

v] 2] Trusted Extensions Xvnc A1 % 2] GNOME Al| A1 ol 4] & &l A3 F¢l 7 -
U AT FFT AR 07 A E A s T

w] 2l| Trusted Extensions Xvnc A1 ¥ 2] 5% o o o] A root & &5 7} T},

Xvnc £ ZES| o] ZEA U ¢l o] EF Y e}

# packagemanager &

Package Manager(¥H 7| Z| 2| Ab) GUI A “vnc” & 74 31 3L AF-8- 7}a g Al ¥ ol A
Aed gt o}, g 7FA] 5412 TigerVNC X11/VNC A1 ¥ & Z E g of gl o},
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GUIE % 7 Sl A+ XA A 2= Al o] H-Fofl 27 root Al & F7FH th X
Aell 2113 AREALR o] B E S A T

% xhost +si:localuser:root

ARA 8 U 82 xhost(1) E Xsecurity(5) "l 5772 | o] XA| & FF 2 5HA 4] £

Xt&2Zd o] A Ao] Z2 EF S AE o 2 AR}

GNOME t] && 2 o] ¥2] AH(gdm) AH-&- A A o] 74 3+ & A 3ot
/etc/gdm/custom. conf ¥} ol A [xdmep] ™ 2l F o}l ol Enable=trueE & & 1t}
[xdmcp]

Enable=true

/etc/gdm/Xsession 3} ¥ 9] 273 F9] o] o} & 4 gl

B - H7As7] Aol |2 xsession IFL 2] HAFE-S A AT

DISPLAY=unix:$(echo $DISPLAY|sed -e s/::ffff://|cut -d: -f2)

A 2 L A 39 31U L 9 7] X] S preserve=true® A FH | th 3 7] A] o] o] =
2 3| 7] 2] =7 <t o] J—r*é o] =& & 3} Lol u] &= o ol off 7 ApA| & | £ pkg(5)
UHTF H o] A & F A4 A 2.

Xvnc AW A ]| 25 AHE 0 2 AR}
# svcadm enable xvnc-inetd
o] Aol A B E E4 GNOME A A& Z 1ot}

# svcadm restart gdm

o225 el Aot oha] A1 W 7kA) 12 5 7)ok ek el W VNG Zetel A 7
AR Y % ol

Xvnc ZZES o7} g2 2 AR S A=A g

# svcs | grep vnc

o] Xvnc A W &) ZEVNCZ o] g Eo| UNCFE}o|dE £ Z ESo] & A A 3}
SeloldE A 2O A AT EY | E AT 4 ?\l%‘/]D}.OradeSolaris A A} A of] A]

VNCAZEHE /\]-B.UEL 2 o)z T},

(FA)UNC A Z & 72 e
Al el 9l A g a7 2L o]l EE wl ] A s W o] off g A} A g W] 8-> Oracle
Solaris 11.1 #&]: B ¢k A u] 2 9] “ZhA} A u] 2 A4 (Z4])”
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X1 5k5}7) ol

VNCZ 2ol d Eell Xvnc A1 ¥ ZH4] 3242 2413818 o} & A& 53 et

a. 2eholdE o) Bluld ol 4 4w ol Aok,
% /usr/bin/vncviewer Xvnc-server-hostname

e 542 vneviewer(1l) " 97 # o] X & A EFH Al 2.

b. EA| 5= A AHSA o] F2 ¢ E Y Yl
29 AAE AL o v & A of] o & AF A g A -2 Trusted Extensions
Ab-2- A} A 9 A 2] “Trusted Extensions®©l| & 191”5 ZF 2 5}

Vino= A} 2 5}e] | 2~ E 3t A o) A o] A2 B L&

o] o of] A 1= 5 7l ¥ AL 7} GNOME Vino 41 B] 2~ & A}-8-8} o] Launch(A| &) —

System(A| 22 8]) — Preferences(”| - 4 &) — Desktop Sharing(t| 2~ 2.5 &) | 57 ol 4]
31 & S Ie ] WA 9} o2 e] o) & AU A XTeST S AHE 4§02

*d 73 &} o Trusted Extensions 3 & & ¢35} 3k v},

# pfedit /usr/X11/lib/X11/xserver/TrustedExtensionsPolicy
## /usr/X11/1lib/X11/xserver/TrustedExtensionsPolicy file

#extension XTEST
extension XTEST

% A Trusted Extensions A] =¥l o] 2 12135}

Ehb%%ﬂ}%

i e

Ir

T 45

ol 4
%9l

& E L txzonemgr GUIE A8 3Fo] ¥4 Trusted Extensions A 2~ &l &

e},

!
2]

oy [

rl‘i_

[
=

154 7 o] X] “4 A Trusted Extensions A| 2~ &) o] 74 | 2§70 A v & tf = A}-§-A}
3t

AR e ARE 22 W A AL A oA P el D,

EEELC P PU P EEER P PELY P VLS

desktop $ xhost + remote-sys

S A 2do 5 5 AatA o Eol A AT A A AR el g ch,

Buld Rol 4 47 A 2w 21 g1 o),
ssh ™ % & A}g-5he] 21819 o),

desktop $ ssh -X -1 identical-username remote-sys
Password: Type the user's password

remote-sys $
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remote-sys $ su - root
Password: Type the root password

o] %] Abg- 27k Al o o o] Q1] ek, o Ejn] g AL gaho]
2@ 5 914l o GUIZH 3hwloll A1 B e ol = ol 12-3

ﬂllm o

X) 2o A o] Zo] Y o} 74

o] of of] 4 = 3 2] AL 7} txzonemgr GUIE AF-8-8hoq 2l o] S0l Sl d 2 2T A| 28] of] 4]
dlolEo] sl A Al 2g o &l o] & o] $l= o & & 74§l vk Oracle Solarisell 4 2}
npR7bA| 2 Fe| A ssh i B ol x 3 A S AFE-8hed X A ‘ﬂ °ﬂ *1 ol 2~ S5 A] 25 of
A 2 & 4= gl A ek AHE A jandoes Al 2RIl A T A5k Aol s o] 9l o

remoterole & &5 523 = gl 5o}

TXdeskl $ xhost + TXnohead4

TXdeskl $ ssh -X -1 jandoe TXnohead4
Password: InslPwD1
TXnohead4 $
o o o)) A Z5}7] 98 2] A= jandoe Al A2 AF-25}0] remoterole & &S
4 ok o] & WS A 2ol Mo Sl 5} 4 o] 5] of i<t
TXnohead4 # su - remoterole
Password: abcdlEFG

S Y3 Eu]doll A remoterole ¥ &g W2 2] A7} txzonemgr GUIE A| &g o}

TXnohead4 $ /usr/sbin/txzonemgr &

Labeled Zone Manager(#| o] £-0] S\ ¢ & Ihe| Ah) 7} 47 A| ~Hllof| A A3 | 72 2 7
Al 2~ Ellof] FE A o}

A7 do]Zo] Y G el 214l

2] Ab= pusLIc Bl o] Foll 4] A Al ~¥ o] 4] 3} & W7 sk A g oh

el Aol Al = 5 7hA) f Ao gl e,
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>

1ol Jodo] 902 2aelstn 94 A G Ay T3

A = > <
%léwmuﬂﬂﬂiﬁéﬂ Huojd F& do| uld S H
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BE IS AL i ~Agke] B shA| b2 AR AE 753l o] Al “W A& | o] Eo] 9l= S
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& zRaded gt chF A s X EE ol Eol sl o el 231 o] A “J Aol gt i F W L ES
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1= ]TI'OH ]E]' ‘4]16—19
NFS vh-&E 2 o) A 2 A & uhg-E 9 of o of] o &F U HE A A A FA S | 191 ¥ o] A| “Trusted Extensions©ll 4] P} E.
a2 ek EERRE A 5 A2 8 A o wh
HolEol =9 g HlolEo] Q=S Al ~Blof A A F omm&mmnlﬂﬂOmm&mm
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g o] &, = el 2l el o] &2 GUI E A o}
2 X+ zoneadm list -v % &S A&}
# zoneadm list -v
ID NAME STATUS PATH BRAND IP
0 global running / ipkg shared
5 internal  running /zone/internal labeled shared
6 public running /zone/public labeled shared
824 gol &g s @H
2 o] g o] B2 H X 5}=
v ulL-E 5l 1} gl o] &3 F A 5l=
o] Aate A= HA| of o] L E X 9 A AH S FAStE A AT HES R
o) 2R el Jedol 4 A sh o A 8| wpe e E 1w E 5} A 2 H
g o] Eo] A FH T
Aababs) del  Alod of ool 4] A 28] Fh2| A} o -2 7}5] AFE Ao of gL )

ol A2
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H#] 7] o A getmounts 2 I Y EE 1t

| E ol 3 & o] &( ]:/usr/local/scripts/getmounts)
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e W g& S & A A o)

#!/bin/sh

#

for i in ‘/usr/sbin/mount -p | cut -d " " -f3° ; do
/usr/bin/getlabel $i

done

e ool 4 23YES o2 EF ),

# /usr/local/scripts/getmounts

/: ADMIN HIGH

/dev: ADMIN HIGH
/system/contract: ADMIN HIGH
/proc: ADMIN_HIGH
/system/volatile: ADMIN HIGH
/system/object: ADMIN HIGH
/lib/1libc.so.1: ADMIN HIGH
/dev/fd: ADMIN HIGH

/tmp: ADMIN HIGH
/etc/mnttab: ADMIN HIGH

/export: ADMIN HIGH

/export/home: ADMIN_HIGH
/export/home/jdoe:  ADMIN HIGH

/zone/public: ADMIN HIGH
/rpool: ADMIN HIGH
/zone: ADMIN HIGH
/home/jdoe: ADMIN HIGH
/zone/public: ADMIN_ HIGH
/zone/snapshot: ADMIN HIGH

/zone/internal: ADMIN HIGH

restricted g & 2] 3t L A 2 € & o] & F 4|

UHb AL 27 o] Zo] )&= o o of| A getmounts 2T FH EE A3 51 3l & o & o

1l EE 7 E glo) | AE 9 ]O]%O] F A F U Th Al 28l o] 4] 7] & 1abel encodings
o mE ol & tal oS vk A F restricted 39 o A E EH 2 b5
2

# /usr/local/scripts/getmounts

/: CONFIDENTIAL : RESTRICTED
/dev:  CONFIDENTIAL : RESTRICTED
/kernel: ADMIN_LOW

/lib:  ADMIN_LOW
/opt:  ADMIN_LOW
/platform: ADMIN LOW
/sbin: ADMIN_LOW
/usr:  ADMIN_LOW

/var/tsol/doors: ADMIN_LOW

/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW
/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY
/proc: CONFIDENTIAL : RESTRICTED

/system/contract: CONFIDENTIAL : RESTRICTED
/etc/svc/volatile: CONFIDENTIAL : RESTRICTED

/etc/mnttab: CONFIDENTIAL : RESTRICTED
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/dev/fd: CONFIDENTIAL : RESTRICTED
/tmp: CONFIDENTIAL : RESTRICTED
/var/run: CONFIDENTIAL : RESTRICTED
/zone/public/export/home: PUBLIC
/home/jdoe: CONFIDENTIAL : RESTRICTED

R PR S—

oﬂ
>

o g ol A Al 28] A AL A5 7HA g AFo of g o},

FAEUAT L AP

# zoneadm -z zone-name halt

stdel el g £ el & F 2 whg = ek

d & 5o, Y AFE AT setc HE Bl A 9L & &

# zonecfg -z zone-name
add filesystem
set special=/etc/filename
set directory=/etc/filename
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit

SRS 8

# zoneadm -z zone-name boot

/etc/passwd 3} FZ W ul-&-E

o] dlof| A Hol | A= el A} T2 a7 2 457

3 =5 gt} sandbox % & o] 5 A El ¥ passwd 3} é%

TR 2 vy d ol ohA] Al A g YT

# zoneadm -z sandbox halt
# zonecfg -z sandbox
add filesystem
set special=/etc/passwd
set directory=/etc/passwd
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit
# zoneadm -z sandbox boot
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o 13-3

sl 9] #l Y ot d o] mpE EE ALE- Rt e 2 A A 8=

W

RS2 ASAE 5 A UL & F AP S ool 4 RE 9
e

v%
L& B A] X3} E net mac aware A A g} net mac aware A 3hel H
ApA 8 o) g2 pr1v11eges(5) ) <3 o o] x| 2 FHE 3] A 2.,

O

FHE AT IA e TAGUL

# zoneadm -z zone-name halt

st Y 9t A S RA X ES 9 AR
3 ™ ol 4 net_mac_aware H g2 A A g o}

# zonecfg -z zone-name
set limitpriv=default, !net_mac_aware
exit

o o & chA] 212 o,

# zoneadm -z zone-name boot

& Yo7 A a7 sk A P

o el ol 4] 2.k 32| A= 5 &
. 2t %2 915 o, mheb A ek
A

1 Iiﬂ} A}iLX}“ AFAL o]

x)
He A= mE ke Y vt B S F A ) o] A Al o] A L&A= puBLIC
dlol 5ol A 2] Fel A7t ol T A E AL s U & B sy
T3k ol o g °l o] g}l uk NFS vp&- E 3 = gl 51t}

# zoneadm -z restricted halt

# zonecfg -z restricted
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z restricted boot

# zoneadm -z needtoknow halt

# zonecfg -z needtoknow
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z needtoknow boot

# zoneadm -z internal halt

# zonecfg -z internal
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z internal boot
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PUBLIC> 3|3} $] o] & o] =2 Bl Je] Ah= puBLIC °d 4 ol th 3l ™ & & Al &) 5} 7]

o} o)
) =) )
v #lo]Eo] =g A ZFS Ul o] E] A| EE
7. 0 =]
5ok W
o] Aol A= o] Eo] sl el A H7l/27] Ao 2 ZESH o] H A EE
npEEG o R EHE S A d oA A s B E A of o | &b gl o] ol
913 o3 ol vl 2 ZES vl o] €] Al £ 5712 7] o] g e},
o] e N EE Fslel™ & A g o] &0 o= Y o] ready AEH ol 9o ofF Tt
o3 o] running AE} & 4= 51 o}

A=atz) el dlolB AlER od s T st WA o2 FAsl oF Fvh A el A root

1 ZFSHl o] H A EE w5 Yt}
# zfs create datasetdir/subdir
dlo]E] Al E 9] o] Z-of| t] & E2](|: zone/data) 7} ETE 4= 5 o}

2 A ol A o] o] G A& FAFHch

# zoneadm -z labeled-zone-name halt

3 dloHAEL uEEAFS AR F L
# zfs set mountpoint=legacy datasetdir/subdir
ZFSmountpoint o5 A & A st vl E A Hol HolEo] =3 g3 LA sl=
A5 vheE A9 o) o] o] 4TI,

4 dH oY ANEJNFTHIESAHAI YL

# zfs set sharenfs=on datasetdir/subdir

5 HOlHAEE A LA LD g FIHR el

zonecfqg -z labeled-zone-name

zonecfg:labeled-zone-name> add fs
zonecfq:labeled-zone-name:dataset> set dir=/subdir
zonecfq:labeled-zone-name:dataset> set special=datasetdir/subdir
zonecfq:labeled-zone-name:dataset> set type=zfs
zonecfq:labeled-zone-name:dataset> end
zonecfq:labeled-zone-name> exit

do]e] M EZS 3t 2| A8 0 7 F7tald o o] ] A E 7} ] o 9] sdatac] nF-EF U Th
o] A& 3 sl of o o] HE) 57| Aol do]E] | EV}upE-E 5] x] gk o)

HoH R K W KR
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°i'} ;z}g](xl-og un

6 HolEode=dgdEFEF ]
# zoneadm -z labeled-zone-name boot

gojo] HeE =W do]g A E 7]‘ labeled-zone-name 3 2 #| o] & & A}-8 5} o]
labeled-zone-name °3 2 ol A1 &1 7]/~ 7] n}=E A A P_i Ao 2 npE S}

d13-4 Bl olEo] J=dHdo A zFS vl o] E A E T/ L vl E

b L LN
o| o of] A 2| A} = ZFS ©l| o] E] 4| EE- needtoknow % % °ﬂ F7tsbed g ol
zone/data Bl o] B} A E = /mnt v} E A A o] X & =] o]
AFEAE o] Hlo|E] Al EE 2 gl eh
WA Fe| A7) o 9 & F A g o}

# zoneadm -z needtoknow halt

o o] B A E7} ohE b x| g ol 24 5o 9o m 2 el ahi o) | x| A& A A %
& A Pk E A e g e,

# zfs set zoned=off zone/data
# zfs set mountpoint=legacy zone/data

28 o #e A ol B A B & F g ok

# zfs set sharenfs=on zone/data

2% t}5 zonecfg T 38 Q] & o] 2~ of] A FH2] A= ] o] E] Al E & needtoknow 3 & ©l]
WA Mo g F7Hgh o}

# zonecfg -z needtoknow

# zonecfg:needtoknow> add fs

# zonecfg:needtoknow:dataset> set dir=/data

# zonecfg:needtoknow:dataset> set special=zone/data
# zonecfg:needtoknow:dataset> set type=zfs

# zonecfg:needtoknow:dataset> end

# zonecfg:needtoknow> exit

1% o} ] AF = needtoknow % & & FE gt}
# zoneadm -z needtoknow boot
ol Al t o] B M| EE H A A% ol F T}

needtoknow 3 & <= #] H’S‘}% restricted ° & &] A} A= /data Ul 8] E 2] 2 ¥ 7 5} o
S E=E do|H A EE E £ 9SG o U:g},x-]oﬂ o of o] A o] A v} E F ¢ o] ]

A E 2] AA 74 25 AF&3h e} o] ool A machinel &l o] Eo] Sl F & £33l +=
A AHe) 5 e o] gL e Wel ATh BAE o £8 F 55 A g 1P ol

A A 5 o

# cd /net/machinel/zone/needtoknow/root/data
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Labeled Zone Manager(#l o] & °] 9l 94 & #e| AHE ).

# /usr/sbin/txzonemgr &
ol #g w5 A G4 FH U
a. 99 FH TS

b. &-5-ol| 4] PermitRelabeling(#] o] & & x| A 3] §)& 48 g}

o:l o:l o

gl o] & vt 7| & & 5l A A Ei*ﬂi 8 T A} setflabel(3TSOL) " 77
o] 2 & FHARFA A L. 3 Hl o] && HlE %71] AFSALE A Hofshew

148 | o] Z] “A}-&- A} 7} ¢ o] B 2] E°Wﬂ iRy Hﬂ b Al s WS RS AL

Boot(FE)E A ® 5to] 4 & vhA] A =3 et
2z

Z Fo}7}8 W Cancel(F &)= 54t}

=

A chg 2 o x5 &

o o
o] ofjof A X & 2| AH= zonecfg W ¥ = AF-&-3Fo] CNF: INTERNAL USE ONLY ©3 & of 4]
A ohe ool m i AL 2 2 4R shAl Rt A ol el o] = ALE ahgho 2
AR g o}

internal <3

# zonecfg -z internal set limitpriv=default,file_downgrade_s1l

internal % & ol 4] t}-2- 18 o] = "} %]

o] ol of] A Xk Fe| A= o] Aol 3} U & vf- 1 o] = 5h= d] AFE-H A] 2~ E] o] A eNF:
INTERNAL USE ONLY ¥} o] vt} 18 o] = & W x| 5} 22 ghv ),

2] AF = Labeled Zone Manager(&l| o] o] 8= ¢ & 2] AhHE AF-&-3le internal
°d & A A g vk internal % % ®| 57 °ll 4] Deny Relabeling(2l| o] & 2} #| A A )=
delgh e,
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v} U2 ADMIN Low &l o] Eof el o= & =&k = gl

t}% @ ¥ ) o] ] A E ¢ off 3} Trusted Extensions
A

o} @4 ol o] ¥ Al =9 7 MAC 7] % 227] A2 o] 59} 2] 25 w] 7} o] 2} 7}l
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# tncfg list
cipso
admin_low
adapt
netif
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# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_ label=ADMIN LOW
max_label=ADMIN_HIGH
host=127.0.0.1/32
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# tncfg -t admin_low info
name=admin_low
host type=unlabeled
doi=1
def label=ADMIN_LOW
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=0.0.0.0/0
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# tncfg -t adapt info
name=adapt
host type=adapt
doi=1
min_label=ADMIN LOW
max_label=ADMIN HIGH
host=0.0.0.0/0
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# tncfg -t netif info
name=netif
host type=netif
doi=1
def label=ADMIN LOW
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
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# pfedit /etc/hosts

192.168.111.121  ahost
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# atohexlabel "confidential : internal use only"
0x0004-08-48
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# tncfg -t newunlabeled
tncfg:newunlabeled> info

name=newunlabeled

host_type=unlabeled

doi=1

def_label=ADMIN_LOW

min_label=ADMIN_ LOW

max_label=ADMIN HIGH
tncfg:newunlabeled> set m<Tab>
set max_label=" set min label="
tncfg:newunlabeled> set ma<Tab>
tncfg:newunlabeled> set max_label=ADMIN_LOW

tncfg:newunlabeled> commit
tncfg:newunlabeled> exit

B Eol A Bk REe B gt A £4 H5S AT FE dFHh

Ao 2 EL set abs] M H & TR Th AE 52 AR /) wgh e AL,

# tncfg -t newunlabeled set host_type=unlabeled;set doi=1; \
set min_label=ADMIN_LOW;set max_label=ADMIN_LOW

- ERGREEE BATA £ Yo,

# tncfg -t cipso

tncfg:cipso> set name=newcipso
tncfg:newcipso> info
name=newcipso

host type=cipso

doi=1

min_label=ADMIN LOW
max_label=ADMIN HIGH

71E Bl Rl e Eofl A

ol
-
fol
[
[t
rlr
)
i
)
lu

ol B Abs) 2] o4},

= export 3t WH ol Wt =Wl EE| E 9} Y& A&

# tncfg -f unlab_1 -f template-file
tncfg: unlab_ 1> set host_type=unlabeled

# tncfg -f template-file

7N E A~ HEFE EE WE & o= tnefg(IM) W74 3 o] A
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ofr
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>
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Z2EY U EYFH oL AHEY)

ok
o
r [
o
e
A
(m

d16-1 IS 3} H o] E & A | dt= Al o] ES o]l |

whE 7]

o el of] 4] 3.k 2] A= puBLIC 2 o] ol Ak 3} 21 AL QL= Ao =5 0] &
A ol g,

# tncfg -t cipso_public

tncfg:cipso public> set host_type=cipso
tncfg:cipso _public> set doi=1

tncfg:cipso public> set min_label="public"
tncfg:cipso public> set max_label="public"
tncfg:cipso public> commit

tncfg:cipso public> exit

a2 ohy Bk Be| A Aol Ef o] EAEES Bl R FE| Eo gt Fohe
dl 16-3= FE A Al L.

dl16-2 PUBLIC #l| o] &l A] & o] & o] §l = Kot &l FE| E vh& 7]
o| d| ol Al = X gt ] AF7} puBLIc El o] Sl A ut s 21 & A 2 A S 4= 9l = Al 2| &
S gl BaEd o ah e ol Ho gl W Ee] =8 Y

o
ﬂllﬂ‘, ¢
2
o
=2

Extensions A| 2~ 8l o] A 5} A ~ =] & pysLIC
AR 4 5k

# tncfg -t public

tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1

tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"
tncfg:public> set max_sl="public"
tncfg:public> exit

I o5 Hek e A= T AE S Hol Bl e Eo FUgh ot 7= o 16-125
FRFA A L.

= = =>=

B RE o 2 E F7HEY)

o] Aol = Holt HlEe|Eof| 3 AEE F716l= Aol thah ol = 2B 7F 23 5| of
ANFUCE EALSIP T4 392199 o] A “TAEE Mol Hl ZF2| Eof 75+
WS ARG AA 2. S AE MY A4 0] A “TAE WS HelEl ZE]| E o
FItehs WS FREAA L

o] Ao ool =53 22 U4 T AE #o| & AAHS B Forh

n A1E|S ol = A Alo]E g olof| A puBLic E 2 A 2] - o 16-3

s Gd Yol S tHE AF AT U= dH T AE o 16-4

n AT AEd A EY IS F2 ol EHSE A - 16-5

s A Fol=dA s AE AGHHoo| B A E XA -9 16-6
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n AET Fole A ZAE YA U ES Tl A el E # ol & A A - o 16-7
s A2 & 4 9= netif 32 E 7hadapt Al 2~E 9] sl Zle] # o] B A A - o 16-8

. élﬁ%?%i%ada;;ti E7}netif 3 AEof 37l AE - o 16-9

n AEF F ol TFTUEATAA SA HolEol HEINAE F4 F7- o 16-10
n HolEIZE|Eo|A] & AE A A - o 16-11

s AP EgEsrEAYEY I HolE AA - o 16-12

Of

V Z2ES A RLETE F7}
&5k Aol thSo| I g gt}
» [P F 47t /etc/hosts THY ol 9 A DNSol| 4] 2l & = gl of of ghv o),
hosts 3o 215 3 0] 7] “A] 28l o] e} 2l Y| E 9] 0] EAEES 7}
EEE RIAEY

DNS<+= Oracle Solaris 11.1°1 4] o] & A 3 ¥ ¢ & & 2] A 8] 2 =+4¢] ©] 3 4} “DNS
T (FGYE FRTA AL

by

n o] & EA o] U A &) oF gt} 5F &2 203 # o] A] “Trusted Extensions2] 7 & A| &

<
Ao o odof A Ml | o3t

& 75 ARg- Ao of g T},
1 (FA)FNEZLENEEEPFALIAAZT S Jd=A &}
o| gl ol = 192.168.1.29 A& & gl = A el ),

# arp 192.168.1.2
gateway-2.example.com (192.168.1.2) at 0:0:0:1:ad:cd

arp 382 3 AE T A AE 9 setc/hosts I of] A 2] =] o] 3l A1} DNSOIl A4
9 =7 #elgch

tok
£
it

s

r1°-
mltl
)
1m

2 BLEOFEEIPFLER o F7h3 o}
£01,192.168.1.2IP F4 5 ?7};}%4.

# tncfg -t cipso

tncfg:cipso> add host=192.168.1.2

oo thE BB Eo) 2R BAES

uHEehe v A 2 7h chebgh e, ol & S ohg 2k 24

# tncfg -t cipso

tncfg:cipso> add host=192.168.1.2

192.168.1.2 previously matched the admin low template
tncfg:cipso> info

host=192.168.1.2/32
tncfg:cipso> exit
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2D UEH I L AR (F])
3 WA RGUTES FUn
o & 5o, t}5-2192.168.1.2 T4 7} cipso Bl S 2| Eof| 7} o5& B o F o).
tncfg:cipso> info
...host=192 168.1.2/32
/329) Fo) Zole F47h AL vheb .
4 WAAYLASILRAYSEESFETh
tncfg:cipso> commit
tncfg:cipso> exit
ZAEFES AAGHH o 16-115 FRIA AL
A163 WAL sl dl o] B2 A2 sk A o] =9 o] BE 7]
| 16-101 4] Tke] Ak= puLIC | o] Eoll A vt 3 7l & A D& 7 sl = Al o] E S o] &
A olshs Bt HlE| EE uhyth o] ool 4] Bol | A= Alo] Eflo] Z~E Q[P
708 el & olEA Helghrh
# arp 192.168.131.75
gateway-1l.example.com (192.168.131.75) at 0:0:0:1:ab:cd
arp B H 2 5 A E T A AE 9] setc/hosts THL of] A o] 5| o] 3] A} DNSO| A &l sk 4=
o] A )(] ;]—0]-51—1/]1;}_
2% th5 B A= gateway-1 ZAE S Hol Bl Z 2] Eof 71t}
# tncfg -t cipso_public
tncfg:cipso public> add host=192.168.131.75
tncfg:cipso public> exit
A 2282 ZA] gateway- 19 &8l public 3 2 & 5541& = 5o
d16-a HolEol A=W AR AR H ol Eol fleBHrH BE7
2h-¢-Efoll A WAl A o & Eﬂ ol & A A3k el gt E B E P gt9-E &= CALIPSO =+
CIPSO &l o] &= W A A & A& & a5t o] 2f gt el o] £o] gl eh-F-H el = DH7H
eh5-8 Hel S H @ et H A2 & A2l of st & A ol skr] A7 7] o] =l
%a@qwqﬂﬂaiw%aﬂéibﬂlﬂlﬁ%zﬂ@%ﬁ%é$%%
298 & gt Ak g e eh o] BE A 4§41 7] & 8 o] &<l pusLICel A]
Aol gy ch
Heb el As A HH HE EE Sy
# tncfg -t unl_public_router
tncfg:unl public router> set host_type=unlabeled
tncfg:unl public router> set doi=1
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tncfg:unl _public_router> set def_label="PUBLIC"
tncfg:unl public router> set min_label=ADMIN_LOW
tncfg:unl_public_router> set max_label=ADMIN_HIGH
tncfg:unl public router> exit

28 g Bl A B9 HE wel Bl Ee ol ol o)

# tncfg -t unl_public_router
tncfg:unl public router> add host=192.168.131.82
tncfg:unl public router> exit

Al 288 FA] router-15 §38l & do| &l A 2l & $54T = 5o

o 16-5 7‘1]?:5}% Eﬂ ol & ¥ 91 & A}-E-3td Al o] ESll o] wH= 7]
b el A 2l Fo o] 2w 912 A akah s Alo] E9o] & W51

# arp 192.168.131.78
gateway-ir.example.com (192.168.131.78) at 0:0:0:3:ab:cd

# tncfg -t cipso_iuo_rstrct
tncfg:cipso iuo rstrct> set host_type=cipso
tncfg:cipso_iuo rstrct> set doi=1
tncfg:cipso iuo rstrct> set min_label=0x0004-08-48
tncfg:cipso_iuo_rstrct> set max_label=0x0004-08-78
tncfg:cipso_iuo rstrct> add host=192.168.131.78
tncfg:cipso_iuo rstrct> exit

A 2~E-& HA] gateway-ire 59l internal ¥ restricted 2| o] Eo] A A= s 71 &
ST 5 ol
d16-6 L2 # o] &l A T2 E qHE7]
o| dloll A H. ot F+&| A= confidential : internal use only % confidential :
restricted®| - 7}A| @l o] &Rt )l A k= Mol Bl Ee| EE whg vk 7B B E
Eg22 AR h
WA Bl pe At 7t FAE | pRAS 3HIE F olix| FlghT,
# arp 192.168.132.21
host-auxsetl.example.com (192.168.132.21) at 0:0:0:4:ab:cd
# arp 192.168.132.22
host-auxset2.example.com (192.168.132.22) at 0:0:0:5:ab:cd
# arp 192.168.132.23
host-auxset3.example.com (192.168.132.23) at 0:0:0:6:ab:cd
# arp 192.168.132.24
host-auxset4.example.com (192.168.132.24) at 0:0:0:7:ab:cd
a2 o Rel A el ES A dH s of otk AT E ol = A E A
o] B gl ZHe o] 2 9] gl o] B8 9l A} x| ut T o] B 3hg) ) o] B8 ¢l A 5} A|
Eg o} of| & £ enf :irestricted 8l o] &2 &3 g o] Eo] o} g}
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# tncfg -t cipso_int_and_rst
tncfg:cipso _int and rst> set host_type=cipso
tncfg:cipso_int _and rst> set doi=1

tncfg:cipso_int and rst> set min_label="cnf : internal use only"
tncfg:cipso _int and rst> set max_label="cnf : internal use only"
tncfg:cipso_int _and rst> set aux_label="cnf : restricted"

tncfg:cipso_int and rst> exit

a2

o

& 3| A o] Wo| 2 Abgatel P E

# tncfg -t cipso_int_rstrct
tncfg:cipso int rstrct> set host=192.168.132.0/24

7 Rbel] o G B o) Fo] 9l EAE WHET)

o] o of] A B.qk 2] AF+= cipso_sandbox §l E 2| EE T
A28 = gl 4T E 9 o] o] AL} AL ELE A

[

EDES Y

2] E o

5 th o] HelHl Ze|E =
of| A1 A 5 o}, SANDBOX
H

28
i’ﬂ l-—~bﬂ Ao v eoleat ol gloemg A H AE = o E o] =l

ol B AEo] A e £ bl

# tncfg -t cipso_sandbox

tncfg:cipso sandbox> set host_type=cipso
tncfg:cipso sandbox> set doi=1
tncfg:cipso_sandbox> set min_sl="SBX"
tncfg:cipso_sandbox> set max_s1="SBX"
tncfg:cipso sandbox> add host=196.168.129.102
tncfg:cipso sandbox> add host=196.168.129.129
tncfg:cipso sandbox> exit

196.168.129.102 % 196.168.129.129 A] 2~ Bl & A}-8-5}+= 7| 2 A} = sanDBoX ] o] E-oll A

xﬂji}ﬁix]ﬁl»*~o] L4t4

netif & A~ E o th 3t ¥ ¢t &l Z ] E qtE-7)

o] ofjo]| A B el e A= netif HetBI S EE v
e ol ol A 1ok o

10.121.10.3% T~ Esl= o] Bol = v EY A
A& © Z Trusted Extensions IP 2. &> adaptive &2 E
7] & e o] B puBLICS F 7} o},

# tncfg -t netif_public

tncfg:netif public> set host_type=netif
tncfg:netif public> set doi=1

tncfg:netif public> set def_label="PUBLIC"
tncfg:netif public> add host=10.121.10.3
tncfg:netif public> commit

tncfg:netif public> exit
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o 16-9

< 16-10

ol 16-11

Y ZLE 3 B AET E w7
A

o] dlofl A Bl ] A= w] ] A E gt Fe| A= T AR E B RSt EY 29}
Wi AHE B Gl U EY Tl tfalf A Z o} & A Bl S by ok 13 ob%
Fe] A= F 70 2 adapt TAEE A o h 8 A Byl o] A] A" o] = pUBLIC

ol Eo] A FH U U U E JEL o] Al 2~ El ol = 1U0 #| o] o] XWE‘PID} o]
HEYaLneg Adsoz Y EYI=ER o] B I WA

AEgch & op & AR g 7l o] ol A5 1E | o] 20 A vl =] %] Ls—t—%‘ ¢

o = v

M ES TS AA tH 2 5 sk Ay ek

# tncfg -t adpub_192_168_10

tncfg:adapt public> set host_type=adapt
tncfg:adapt public> set doi=1

tncfg:adapt public> set min_label="public"
tncfg:adapt public> set max_label="public"
tncfg:adapt public> add host=192.168.10.0
tncfg:adapt public> commit

tncfg:adapt public> exit

# tncfg -t adiuo_192_168_20

tncfg:adapt _public> set host_type=adapt
tncfg:adapt public> set doi=1
tncfg:adapt_public> set min_label="iuo"
tncfg:adapt public> set max_label="iuo"
tncfg:adapt public> add host=192.168.20.0
tncfg:adapt public> commit
tncfg:adapt_public> exit

#l o] & 3l
B

L
.
U= HEAH A

HE| ) 2 E H X X] B 7]

% LANoI| 4] 2] A= puBLIC 2 0] 2] ) & wuf &= o] AFE2 5
%28 A

# tncfg -t cipso_public
tncfg:cipso public> add host=224.4.4.4
tncfg:cipso public> exit

o] of of| ] Mot | A}= cipso Kot Hl F 2| Eof| 4] of 8] & A2 EE A Ak e A=
info ol 9] W & AF85te] T A EE FAIGth3 remove s Y B 5L 470 0] host= &5
Bapsho] $o] it

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.1.2/32
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host=192.168.113.0/24
host=192.168.113.100/25
host=2001:a08:3903:200::0/56

# tncfg -t cipso

tncfg:cipso> remove host=192.168.1.2/32
tncfg:cipso> remove host=192.168.113.0/24
tncfg:cipso> remove host=192.168.113.100/25
tncfg:cipso> remove host=2001:a08:3903:200::0/56
tncfg:cipso> info

max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.75.0/24
SAES AT F Hel A HA AEE ARGt Bt e EE SR

tncfg:cipso> commit
tncfg:cipso> exit

ZLEHSEHGRAEEE Fotet= U

ST AFE 219 ¥ o] A “EAES Bk Rl E2| Bl Frbshe e FERAU AL
HA I ES A BY AAQsHH A B FLEAEE Eo F7HE Yt

o & 5o] FIPv4 A B Ul & cipso Bl E 2| Eoll F7}g th & Wl R 2| EE E A gt}
# tncfg -t cipso

tncfg:cipso> add host=192.168.75.0

tncfg:cipso> add host=192.168.113.0

tncfg:cipso> info

host=192.168.75.0/24

host=192.168.113.0/24

tncfg:cipso> exit

/249 AT Aol & 00 & b F AT A Bl S vHERY U ol

F-o| o] th2 Bl Ee) Eof F7hak 2E WIS Fobshe S He W ELEARE

apg e v 2] A 7} e e,

# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/25
192.168.113.100/25 previously matched the admin low template

RAHEFEEFL U ANAS}HHIPFALL HFo] ZolEAAHF Y}
t}S- ool A 25 5 o] Z o]ef| =192.168.113.0°] 4] 192.168.113.127 Alo| 2] 1< 1Pv4
F a7} 23U F 4o =192.168.113.1000] 3 T}

# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/25
tncfg:cipso> exit
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t}-5 ol ol] 4] /56 A o] Z o] ol = 2001:208:3903:200: : 0°1 A
2001:208:3903:2ff: ffff: ffff: ffff: Ffff Ao AL 1Pve F47F £ Lt}
4ol = 2001:208:3903:201:20e: cff: fe08:58c 7} £ 35 Lt}

# tncfg -t cipso
tncfg:cipso> add host=2001:a08:3903:200::0/56
tncfg:cipso> info

host=2001:a08:3903:200::0/56

tncfg:cipso> exit

o Fzol A 2008 AFelE 53} o] FBL AT I ah vhe3t 2wl 4|27}
EAH
# tncfg -t cipso

tncfg:cipso> add host=2001:a08:3903::0/56
Invalid host: 2001:a08:3903::0/56

w oAl BE BB B RolR BAES FobeE A S
vt th= W A A 7 b Y ok el B S ok 2
# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/32

192.168.113.100/32 previously matched the admin low template
tncfg:cipso> info

host=192.168.113.100/32
tncfg:cipso> exit

201 9 o] A “A1 8] & = o) = | E 9] 7 Z ) vl Al7o) v F v} & Trusted Extensions
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PUBLIC 8| o] E-oll A & o] & o] = 3FS VI EH I 9HE7]
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# tncfg -t public
tncfg:public> add host=10.10.0.0/16
tncfg:public> exit

ah9) W B9 2= 2 A puBLIC 2l 0] ol A AT 5 9l )
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# tncfg -t admin_low info
tncfg:admin low> remove host=0.0.0.0 Wildcard address

tncfg:admin low> exit

# tncfg -t public

tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1

tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"

tncfg:public> set max_sl="public"

tncfg:public> add host=0.0.0.0 Wildcard address

tncfg:public> exit

ol 16-14 H-E A] Trusted Extensions A] 2= &l o] A] &1 A 3} x| ~ &l o A

o ofl A FHE] A= F W E Y = 9l B H] o] ~ &5 A5} o Trusted Extensions A| 2~ El 2]
gy od=vE 43- TAF T A A~H 2 e g2 v EY T Y etE e}

ghuth 47 3 2 E = cipso,admin_low =+ public?] Al Bl 2] E F sli}ol
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# tncfg -t cipso
tncfg:admin low> add host=127.0.0.1 Loopback address

tncfg:admin_low> add host=192.168.112.111 Interface 1 of this host
tncfg:admin_low> add host=192.168.113.111 Interface 2 of this host
tncfg:admin_ low> add host=192.168.113.6 File server

tncfg:admin low> add host=192.168.112.255 Subnet broadcast address
tncfg:admin low> add host=192.168.113.255 Subnet broadcast address
tncfg:admin low> add host=192.168.113.1 Router

tncfg:admin low> add host=192.168.117.0/24 Another Trusted Extensions network
tncfg:admin low> exit

# tncfg -t public

tncfg:public> add host=192.168.112.12 Specific network router
tncfg:public> add host=192.168.113.12 Specific network router
tncfg:public> add host=224.0.0.2 Multicast address
tncfg:admin low> exit

# tncfg -t admin_low
tncfg:admin low> add host=255.255.255.255 Broadcast address

tncfg:admin low> exit

HEANAZT 5 ~ES A F #2745 0.0.0.0/0 T2 admin_low B Z 2] Eof 4

# tncfg -t admin_low
tncfg:admin_low> remove host=0.0.0.0
tncfg:admin low> exit

d16-15 F2E F40000/325 FES £V FLE S
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# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN_LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.128.1/32 Application server address

host=192.168.128.0/24 Application’s client network
Other addresses to be contacted at boot time

# tncfg -t admin_low info
name=cipso
host type=cipso
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doi=1

def label=ADMIN LOW

min_ label=ADMIN LOW

max_label=ADMIN HIGH

host=192.168.128.0/24 Application’s client network
host=0.0.0.0/0 Wildcard address

Other addresses to be contacted at boot time

ol H| AE A 7} A 3-gt & e A= 7| B Y == 4 0.0.0.0/0= A A5kl H 7
Abee Anld oS 5 F 45 Fhste] AS Aok

# tncfg -t admin_low info

tncfg:admin low> remove host=0.0.0.0

tncfg:admin_low> commit

tncfg:admin_low> add host=0.0.0.0/32 For initial client contact

tncfg:admin_low> exit

Z % admin_low T4 th 3} A AFshAl vhebgy o},

# tncfg -t admin_low
name=cipso
host type=cipso
doi=1
def label=ADMIN_ LOW
min_label=ADMIN_LOW
max_label=ADMIN HIGH

192.168.128.0/24 Application’s client network
host=0.0.0.0/32 For initial client contact
Other addresses to be contacted at boot time

0.0.0.0/2F 5SS Tz Felo|ldEnt SE& ZZ T Ao AAET 4
NEF 5 g3}

d16-16 & ©] & o] 3l SunRay Al ¥ o] 3 - &

o] off ol A 1<l %a]x}‘— AN A Zetelod | o
TAF o A =719l EiEXIQ}Su Ray A ™ 7] &3k A3y

# utadm -a net0

28 ok el A A o) A1 E % S gl W EY S PR Th AN 2 Fetol A=
Gme 24 Azl g,

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.128.1/32 Sun Ray server address
host=192.168.128.0/24 Sun Ray client network

Other addresses to be contacted at boot time
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# tncfg -t admin_low info
name=cipso
host type=cipso
doi=1
def label=ADMIN LOW
min_label=ADMIN_LOW
max_label=ADMIN HIGH
host=192.168.128.0/24 Sun Ray client network
host=0.0.0.0/0 Wildcard address

Other addresses to be contacted at boot time

ol HlAE TA 7 &3 F el Ahs 7L Q=TI 42 0.0.0.0/02 Al 7 5EL WA
AtgE ABR o S48 F42E Flet A& A

# tncfg -t admin_low info

tncfg:admin_low> remove host=0.0.0.0

tncfg:admin low> commit

tncfg:admin low> add host=0.0.0.0/32 For initial client contact

tncfg:admin_low> exit
2% admin_low 7-4 & th5 2k frAFsHAl R U o}

# tncfg -t admin_low
name=cipso
host type=cipso
doi=1
def label=ADMIN_ LOW
min_label=ADMIN LOW
max_label=ADMIN HIGH
192.168.128.0/24 Sun Ray client network

host=0.0.0.0/32 For initial client contact
Other addresses to be contacted at boot time

0.0.0.0/32 &5 SunRay Z2to| A Evt AW o] A2 5 1A vt
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# txzonemgr &
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# route add default 192.168.113.1 -static

A<l T MLPE #llo] ol 9l cd o 2l o] ool 74 gl o,
o] A # o] ol Qi ol 4 AW = ¢ L2 o] oJodn} FA1517] 9]
£FE el ZE(MLP)7HE 8.3 A A H ek o) Aol 4] 8] 224 ool
FAIg e,

e g ool 4] root % &E 71A ALg Ao of Gl ok A| 2l el i o 4] 1P F)
3 AL EES

EXA Z2E W) AH] A TAEE /etc/hosts L o F7Hg U e},
## /etc/hosts file

érlo.xy-host-name IP-address
web-service-host-name IP-address

d9& T
ﬁ%%ﬂﬁﬂﬁoiwmmﬂﬂ%lﬂ%%ﬂ
TG o] FA L A HelEHZE|EL 0

# tncfg -t webprox

tncfg:public> set name=webprox

tncfg:public> set host_type=cipso

tncfg:public> set min_label=public

tncfg:public> set max_label=public

tncfg:public> add host=mywebproxy.oracle.com host name associated with public zone

167 « Trusted Extensions®l 4] ] E.$] 2 @] (=H ) 231



BE2YoFdd e 7474

tncfg:public> add host=10.1.2.3/16 IP address of public zone
tncfg:public> exit

3 MLPETFAEYC
o 5 Sof, §) ZEX] AH] A =38080/tcp ¢l Bl H o] A5 Ealf pusLIC & & 3} EA
I

# tncfg -z public add mlp_shared=8080/tcp
# tncfg -z public add mlp_private=8080/tcp

N
1—'I’“

it

4 MLPE Aol F7eEE d o FEF
# zoneadm -z zone-name boot

5 A el A Frol et FEE FAF L

7AEE F7bste ™ 230 #| o] A] 7| & A 2 E F st W T oL

d16-18 txzonemgr GUIE AH-&-3Fe] MLP +4
2] A= Labeled Zone Manager(# o] & o] ol= 3 el AHE dof §) ZFA| Au| &
PR
# txzonemgr &

= e Configure Multilevel Ports(F}5 &Y £ E
FA)E FH F5Ueh 29 o5 #e| AF= Private interfaces (70 ¢ Q1 €l # o] )
de et FH FE ok Addlo] o33 g Y H == wpu o

Private interfaces:111/tcp;111/udp

e A Au| FE TR AS AL g ehe] 3 24| ¢

o

A2 e,

Private interfaces:111/tcp;111/udp;8080/tcp

Mol S S E3 F Be| A= ) T EA]E Shared interfaces (5 ¢ E 3 o] ~)
P of dE3 o
— -1 H

Shared interfaces:111/tcp;111/udp;8080/tcp

public % ol gt ot 5 el £ E7} oo o] th 3 -

pEpe L )

[m
>
ik
o,
o
i
T
fr
i)
il
=
>
R
N
3

d16-19 udpE &3l NFSv3ell ef gt A clF el £ & 74

# tncfg -z global add mlp_private=2049/udp
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) o] &o] 9= IPsec A (2 W)

txzonemgr GUI= MLP
Labeled Zone Manager(Zl| o] &

o)

24T % 9l E shbel WoH e AT e,

o] St=d o He| Abell A Fe] A= global ¥ A= F W

T2 v} Configure Multilevel Ports(th5 #l¥ £ E F4)E F ¥ F5F Ut MLP

o ol 4] kel A

tfs 2 E /T2 EFS Fo3 )

Private interfaces:111/tcp;111/udp;8080/tcp

global & el ti gk o} 2l L EV} o5&

Private interfaces (7] ¢l ¢JEl s o] ~) & A e sl FH T &

RE A B shE che e 2] A7)

Chebih e
d16-20 A|ZEH o t}Z #w £ E F4
o] ofl ofl A A| 2812 2l o] o] 91z of o} o © = FAIHo] o] ch E o] &
FUGIPFAE TP B G d S ddH FLE A5 slFH T o]
T ol 4] %) 12k 2 919 TCP £ = goso £ = & 39 B el H o] o) A
MLPJ U T}, 3 3] AF= telnet§ TCP E.E 230] 3§ o o o 4 MLP7} 5| & &
AR5 ol 81 g F MLP= 35 "JEiﬁﬂ"l.éOH NemE Ao ofo & u| R hE
o ol A= F - el E o] o] ~ 2] 8pgo W 23 E Eof| A W 1 & WHS = gl o
B3t ssholl i3 TCP £ ER] 22 X E & 3§ o Aol 4] of o8 MLPY VI th 3-8 < 9
sshAB| A= F ool dlo]E Mo Hell sle g FaolA zls T4+
S
o E S T8 G A MLPE B F T
$ tninfo -m public
private: 22/tcp
shared: 23/tcp;8080/tcp
= e e R °§°—1°ﬂ et MLPE HolFuoh A od g & dda 43t
FAE FHel 2 23 8080 EE = A of ol A MLP7} 2 4 9l 5T
$ tninfo -m global
private: 111/tcp;111/udp;514/tcp;515/tcp;631/tcp;2049/tcp;
6000-6003/tcp;38672/tcp;60770/tcp;
shared: 6000-6003/tcp
o] - A (XF o wh
#] o] £ o] 3} = IPsec 74 (2 W)
thF ZHd Well A = 8l o] &5 IPsec B G of] F7t5h= tl AF8-5 = Al & A gl o
=] A9 3 uhy
Trusted Extensions 2} 37 IPsecS t o] 55 IPsec X5 ol F7}3hu e}, | 234 9] o] ] “t}% 2| ¥ Trusted Extensions
AH&-3h ot V| E 9] ol A [Psec B3 & = -§5h= Wy
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A E| S = v E S Fol A ol Eo] R=UES T4 236 9| o] Z] “A1 2| & 4= Gl V| E 9 ol A
Trusted Extensions2} 7 IPsec S gl o] & o] 3+ IPsec ¥ 21 & B & 74 5k ik

AR-S-Fh o} Bl & gy D}.

SECEED)

234

t} % @) ¥ Trusted Extensions VY] E $] =9l 4] IPsec
ii%ﬁ%&%%%

1

o] Ax}o]| A=t &S A 2] 5}7] 98] T Trusted Extensions A] 2~ 8l o] 4] [PsecE

P A g e

= enigma % partym?] 7 A| 28l o] v} | W | E 9] 0| 4] & 55l v} @l ¥ Trusted
Extensions A| 2~ 8l 8] 1] ¢},

n SRl YIS EH T UEY I WA FREHASE HES BT 5o

15,

m do]El o] Bl g o]E2enigma 2 partym Al 2Bl Alo] 2] A Z o] gl vl d
2h-9-8] 2 H QF A of] A AF-§-8} =5 CALIPSO %+ CIPSOIP w41 o] S e =

ESE T

= enigma % partymo] R 3sl= Heolglo]| B FokHAS W E B 5 FH U}

A9 3ol 4] root 4 8& 744 g AL e,

enigma ¥ partym 32 E | E
2133 0] A “T A E YU E 9T 2 l =3 Xl (s
Fred ol gl E e EE AR g ok

o Z7h g ek,
3)7 8 AAE mhF Y th cipso A E

enigma ¥ partym A] 2= &) o] B 3}l IPsecE 74 &}

A A} = Oracle Solaris 11.12] ¥l E 9] 2 R ¢k “IPsecE A}-&3}o] S+ A| A8 2lo] ¢
EEE A5t WS FERsAA L ohg Aol A E g 2 7] FHe]E 96
IKEE AH&-3hu o},

g o] &5 IKE Aol 713 oh
Oracle Solaris 11.12] V| E$ 3 ». ‘ﬂ’o] “nlg] FF3 7| ZIKEE T4 6F= W7ol o2
A5 upE th ike/config I L & th 3 2ol A g o}

a. label_aware, multi_label ¥ wire_label inner 7] ) =5 enigma A| 28 2
/etc/inet/ike/config u}°‘ o] &7} e},
A3} b o5 3 FAFSHA VR e o] & F b= AE R A E o] lF U ek

### ike/config file on enigma, 192.168.116.16
## Global parameters
#
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## Use IKE to exchange security labels.
label_aware
#
## Defaults that individual rules can override.
pl xform
{ auth_method preshared oakley group 5 auth_alg sha encr_alg 3des }
p2_pfs 2
#
## The rule to communicate with partym
# Label must be unique
{ label "enigma-partym"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label inner
pl xform
{ auth_method preshared oakley group 5 auth alg shal encr_alg aes }
p2 pfs 5
}

b. & Y3 I ¥ =5 partym A =¥ 2] ike/config T} & ol F713H e}

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform

{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2
## The rule to communicate with enigma
# Label must be unique
{ label "partym-enigma"

local addr 192.168.13.213

remote addr 192.168.116.16

multi_label

wire_label inner
pl xform

{ auth _method preshared oakley group 5 auth alg shal encr_alg aes }
p2_pfs 5

}

CALIPSOE=EE=CIPSOIP S A AH EZ SV EY I A AT+ Y= A ESPAUS S

ARy

/etc/inet/ipsecinit.conf 3 9] auth alg s 4l encr auth algs®E AH-&3}od ol

Z
A2t A 2 ESP ol 52 1Pl o] HIP 5415 £33} A] ek x| uk ESP &l ] o] 2] B
HRE S5}

{laddr enigma raddr partym} ipsec {encr algs any encr auth algs any sa shared}
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Trusted Extensions A 2~ 8] 2] & o o o]] 4] 2] L t}. Oracle Solaris 11.12] V| E Y =

B «Fl 7] ] z’\iiIKE ‘_r"/H >of b2 A A E ¢ E Sl ike/config I YU S
FrAFSHAl A g o}

SEEE N ECER R IR S

o| A x}ol| A = F Trusted Extensions VPN #| o] E ¢ o] A] ~ 8l Alo] o] F8 | E S 70| A
[Psec E| & :[L/“ gt} o] A Afol| A AL 5 ol = Oracle Solaris 11.12] ¥ E ¢ 3 ¥ ¢F9]
“VPN= 2 53}7] 913 IPsec At sdoll et vl E9 3 EZ 2 X Aw>ol v} 7 A&
7|E0 2 3T},

)%
A

o] FAl o A thg 3} 22 A A}gko] 9l t}.

n 10 4B DP‘ g A 2|8k 4= 9l = vl E 9] = 9] Y vk CALIPSO X+ CIPSO IP 4
Hol#lo]&& o] LANI A & 4= sl oh

= 192,168 A B Ul 2 puBLIC #l o] Eoll A A5 8l= oY Hlo| & A1 & = 9l =
Y E 9 79t} o] 83 v E 9 3= CALIPSO ¥+ CIPSO IP 54 2 A 5} A
Al h=

= euro-vpn ¥ calif-vpn 2| dlo]| Eo] = E| o2 F b o 2 HE B35 5o}

2133 o] A2 2 E gl W] E 9] T & o] & A A (2 )" o] A Aol wEh vhE-& ol Fu et

a. 10.0.0.0/8IPF A& # o]Fo] Q= R HEe|E Fr1g )

8|
c1pso SE 53O B E2 EE AF-E-§h| Th ADMIN LOW ~ ADMIN HIGH®S] 7] & #| o] &
WS A

b. 192.168.0.0/16 IP 5245 PuBLIC 8l o] £l 4] & o] & o] $l= R} S| E o
F 71 e}

dolEo] = 2E FY Y RIEFES AIEE Y 7|2 o] &S5 PUBLICS &
A4 % g ] T}, ADMIN LOW ~ ADMIN_HIGH«] 7|2 ol & ¥ E FA g}

c. Calif-vpn ¥ Euro-vpn Y E1Yl A2 F491192.168.13.213 ¥ 192.168.116.16%
cipso ¥ | E o 71§ e}

7] el o] & W 91 & A g ok
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gl o] & o] = IPsec T4 (ZHad W)

IPsec B & 75Ut}

Oracle Solaris 11.18] V]| E$) 3 B k9] “BE{d T = o] A [PsecE A}-8-5}o] VPNS X 5 51+
ol U2 AAE up o obg WAl o] A E d 2 7] B E 98 IKES
AFS-gh o}

#) o] & IKE @ Aol F743H o}
Oracle Solaris 11.18) Y| E °-]-‘—i eko] “ml 2] F 73k 7| & IKEE T4 8} W7ol b2
AAE w2 thF ike/config ¥ U & thF 3} o] FA g e

a. label_aware, multi_label % w1re label none PUBLIC 7] $J E& euro-vpn A 2~H 9
/etc/1net/1ke/conflg¢4°'QIﬂ—7}§}L]E}

At ohd 2 ok 3t Ak v o Bl o] = F b AR A F o slss T

### ike/config file on euro-vpn, 192.168.116.16
## Global parameters
#
## Use IKE to exchange security labels.
label_aware

#
## Defaults that individual rules can override.
pl xform
{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
#

## The rule to communicate with calif-vpn
# Label must be unique

{ label "eurovpn-califvpn"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label none PUBLIC
pl xform

{ auth_method preshared oakley group 5 auth alg shal encr alg aes }
p2 pfs 5
}

b. TY¢e I Y EZE calif-vpn A =8 9 ike/config 3L ol 57} e},

### ike/config file on calif-vpn, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform

{ auth method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
## The rule to communicate with euro-vpn
# Label must be unique
{ label "califvpn-eurovpn"

local addr 192.168.13.213

remote addr 192.168.116.16

multi_label

wire_label none PUBLIC
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AT 5 YE

WEN T EA A A )

pl_xform
{ auth _method preshared oakley group 5 auth alg shal encr alg aes }
p2_pfs 5
}
F FAEZHTE A A #Hol &S F7HE 75 35 th Oracle Solaris 11.19]
U ES 3 Bk «F 7l 7] <l z‘iiIKE? Aol 2 A AE 25 8 )] ike/config

s}el & f bl 54 g e,

I EOEEY EETET R

t}-& =9l wl o] A = Trusted Extensions Y| E Y I & v] ¥ 7) 5} = o] =& o] 5= =F9]
A 75“/1 r/}.

o

B 47 Fq
Azws A s aE b AR ek Al 2B Qe o] 27l 2E FalA] 2385l o] ) “x] 28l o] <l Ef i o] 27}
gl ol & Shelgh o, el g o, % el SHelsh

Al2Bg AA S AETFAME FAS 4 91S | 239 9] o] A] “Trusted Extensions

o o7 =75 A3 o VEZE M7 st= W
LDAP Z2}o]d E7} LDAP A1 o] | LDAP A v &} Seto|d E 7o) o174 #7) 242 #| o] ] “LDAP 4] ¥ o] tf] gk
AR F gl olfE A S s Ao}, FaloldE A S v 7] st Wy
ol gk},
— = = = =]
v 212" o) Qe s o] 27h 25 F A el sk

X7t 5}7) Qo

238

A dFo A v EH T A 3h2 ST 5 = d &5 7HA ARS-AFod of g o}, H ot
el o @ 0 A A5 B2 5 o) ol ol el ah 4G el A sl

A 2W o v E ] 2 Qg H| o] 27} &ZHF Tl A 2l e

Labeled Zone Manager(#| ] & ©| 91+ °3 & 2] AH) GUI %= ipadm ™ & & A}-8-5} o

| =4
Al 2w o] ol o] 25 E AR olF Ut

= Labeled Zone Manager(#l ©] £ °] ¢
TS 4rh
# txzonemgr &

A le el F4)E A

Configure Network Interfaces( 4 E
el 7] 2Hel g o},

Status (A El) 22 Ftol up(ZHE F
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A gevded A NZEFHL W)

A1 %3} 7] A el

= = jpadmshow-addr ¥ & AF-&gH o},

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

lo0/v4 static ok 127.0.0.1/8
netd/ a dhcp down 10.131.132.133/23
net0:0/_a dhcp down 10.131.132.175/23

neto 1B 3 o] 29] FLo] okolof of Hu Tt ipadm ¥ & ofl o & ARA Fh o &2
ipadm(1M) " 57 # o] A] & £ 4] 2.

——

Qe o) 27} 25 Fol ol A4 FEA Ak,

a. Labeled Zone Manager(#] ©] &-°] 3= 4 9 Te]#) GUIel 4] ¥ 3] o] 2 ZH-F-o] F-x] %
d9&FHl Sy

b. Configure Network Interfaces(Vl E $] 2 2l e] 7l o] = F4) & A & g o},
¢ Ae7bpown(ZE FTA)A JHANLE F W FF el
d. BringUp(ZH& A1 ZH) & A 8 g o} oK(E )& A 8 g et

e. Cancel(3] &) EE0KE)E 5.

Trusted Extensions Y| E ¥ 2 & t| ¥ 7] 5} = W4

o| o}d &+ 3~ E & t]¥ 7] 5} 2] H Trusted Extensions ¥ Oracle Solaris ] ¥ 7
AR o} Al & 91, snoop E netstat 2t 7 Oracle Solaris Y| E 9 2 T ¥ 7J
Abg-k = ol H ok ARA g W $-2 snoop(1IM) B netstat(1M) ™l 57 = o] x| &
£ Trusted Extensionsell ™} &+ 54 ™ ¥ 5= D, “Trusted Extensions "l 71 %
= TR Al L.

o ol

N ol
= -
2
>

e
o

=)

b o H of
O Pl >

U= el gk A7 T A =166 H o] A] “of o 2| (A W) E

| ]
i
°
e
> °

FrasHA Al 2.
= NFS"HEE t] ¥ 72191 3] o] A] “Trusted Extensions®l| 4] v}-+E A 3] &4 &

o) 4 sl = S RS Al L
g ool A v EH T EA kS S 3= g &S 7HE ARgApod o gh o}, Hgl
Fel At o & s Al 28] e| At o] o] gk ghE =¥ 4 9l F T root &t
dgHAE 7 U5
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1

ST U= Z2ETNTLENF AR AU LEAHS T AR S 7Y et

a. Z+ A] Z®l ol A name-service/switch SMF 4] B] 2= 9] Trusted Extensions B ©] €] #] o] X ¢j]
o aS St
# svccfg -s name-service/switch listprop config
config/value authorization astring solaris.smf.value.name-service.switch

config/default astring 1ldap
config/tnrhtp astring "files ldap"
config/tnrhdb astring "files ldap"

BolAB TLEqA AR E R FANTEZLEL FSFA I
# svccfg -s name-service/switch setprop config/tnrhtp="files ldap"
# svccfg -s name-service/switch setprop config/tnrhdb="files ldap"

¢ I™E S ELENA o] F AR A v L HE2 chA] A 2 o}

# svcadm restart name-service/switch

<y ]'E-’ﬂ ’gflﬂ R=A 23}
W ES bS5t M ES 3 AR EutEA] el o) 7F & 4 Eof o gt %]
letol M| ES T 0t} & S A Eo tf gt A| A AL} A5

7)ol whel tncfg ™ ¥, tninfo ™ ¥ 1= txzonemgr GU

AF T L HALAESIo) ZLE et B EHY S FA|8l 25~ EV}

>

tz
i
>
>
oo
2 |
z
oy

HE2|E QoL B4
tninfo -t §H S elol & T AR " 164 @A 2 H AT

$ tninfo -t template-name

template: template-name

host_type: oneof cipso or UNLABELED
doi: 1

min sl: minimum-label

hex: minimum-hex-label

max_sl: maximum-label

hex: maximum-hex-label

] EeEY °’]7]°ﬂ AR z2EE FA )
tncfg tHEEHeolES T AE A0 E A A H s AEE vpdgiy )

$ tncfg -t tenqﬂate info
name=<template-name>
host_type=<one of cipso or unlabeled>
doi=1
min label=<minimum-label>
max_label=<maximum-label>

host=127.0.0.1/32 /**Localhost **/
host=192.168.1.2/32 /**LDAP server **/
host=192.168.1.22/32 /** Gateway to LDAP server **/
host=192.168.113.0/24 /** Additional network */
host=192.168.113.100/25 /** Additional network **/

host=2001:2a08:3903:200::0/56 /** Additional network *¥/
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wl

AT e vEST A4 A 2= W)

£y

o

ERQZ2ENUIIPFALALARZIRAGAEEEE A F L]
tninfo-h M E 2 A AH T A2ES[PFA LU A HE Heol Bl Z2|EQ o] 55

ESLIRIES

$ tninfo -h hostname
IP Address: IP-address
Template: template-name

tncfgget host="4 8 2 A A H T A2EE A |sl= Hol B ZE|EQ o] 55

AR

$ tncfg get host=hostname|IP-address[/prefix]
template-name

Qg ol H it ehF A e ZEMLP)E EA) et

tnefg -z % ek shbe] MLPE thed gk,

$ tncfg -z zone-name info [mlp private | mlp shared]
mlp_private=<port/protocol-that-is-specific-to-this-zone-only>
mlp_shared=<port/protocol-that-the-zone-shares-with-other-zones>

tninfo -m ™ ¥ A HA Y of] 7§l MLPE vd 5l a2, FH A 3ol ¥ MLPE
vhed gl ok MLPE Al p] 22 0. 75 e,

$ tninfo -m zone-name
private: ports-that-are-specific-to-this-zone-only
shared: ports-that-the-zone-shares-with-other-zones

MLP®| GUI 34| <= txzonemgr ™ & & AF-&-3ku th & & & F W *F & t}5 Configure

Multilevel Ports(th% @™ X E FA)E A= g},

FEAREFAI e

L‘“E"-]ii""’ﬂ EHASAYU NS HAAIN T F IV EN T B HF
tncfg ¥ txzonemgr= AH-&-§H o}, o] o] e W] o] 2 2] F-F-& &<l 3} 8 W tnchkdb
HH S AHE e

o & 5o, ths 82 B E2E o] & internal cipso”} B2 = A $E3ko<
vHERY ot

# tnchkdb
checking /etc/security/tsol/tnrhtp ...
checking /etc/security/tsol/tnrhdb ...
tnchkdb: unknown template name: internal cipso at line 49
tnchkdb: unknown template name: internal cipso at line 50
tnchkdb: unknown template name: internal cipso at line 51
checking /etc/security/tsol/tnzonecfg Cas

L 5+ internal cipso B¢+ 8l Z2|EE 7h511 A A 8F+= | tncfg 2 txzonemgr
W o] AbS-E A ok ‘/]’E}L“ Y ‘4.

E7-5l21 W tnrhdb 32 S A Y E vpE ohF tnefg S AHESked Bk
HEe| S w3 A A g ok
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AT g gevadzEANZ=ZE D)

242

X172t 5}7) ol

b. AEMAE A FHHAFEF ]
F8 A A Al = dl o] E{ W o] 2~ A B2 A 9] A | th SMF A 8] 2~
name-service/switcht 45 A+ o 272 == LDAP dl o|E{ ¥ o] 27}
AFEE =2 2 A g ok

e AR E SR H Mol E20] ok,

a. BEARZFAASEIZYL
$ route get [ip] -secattr sl=label,doi=integer

AFA & 82 route(1M) "l 572 | o] A & F A& 314 Al &

b. {9 #H ol EAFRE Fr)
$ snoop -v

SAZHelEAQRE 23
Al A e)S A st E o
W42 snoop(1M) 774 3 o]

¢ BEARZHNEITEL LA RAEAE FL
$ netstat -aR
-aR 3 A= 2ol o gF 2 Bl A& A Th

$ netstat -rR
-rREAS A E A A " o] & 58S A oh A & W &2 netstat(1IM) ¥ 57
slo] 2 & 2 234 Al

-,

LDAP Aol gt S Elo]d E AZA S I A 5=

q}%

LDAP AW o]l 4] Zeto]d E & 58 ZE A5 Felo|d E T} A n e} A4 Z

F AT rlA R 2 SefoldEo| A utd & AR FA T T4l vhell 7L = 4
ui]

SlgrvIth Zetol B 4w 7 B4 BAE M) wl ohg B 53w
SNERRES

LDAP ZE2to|d E 2] 4 & ¢ ol A Bk te] A} 35 7Hxl AR-g-Apof of gt
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A gevded A NZEFHL W)

LDAPHBMltHi VA s 2EHET|EYIDAPAH Y Alo]Eg oo g UH T2 E
dZg| eyl E&uE lfz}‘ﬂimv}.

a. tncfg =+ tninfo W H & A&l R E ).
# tncfg get host=LDAP-server
# tncfg get host=gateway-to-LDAP-server

# tninfo -h LDAP-server
# tninfo -h gateway-to-LDAP-server

b. AWel g F 25 Al
# route get LDAP-server
WEelE A go] SubEA @S A FAES SuHE WS el 2o Fohgch

/etc/hosts 3t Y-S &elslun H 83k H
/\]/\E-ﬂ /\]/KE-HO] %ﬂ ].g_o] ol_t_ogo:l
2 LDAP Al ¥ 7} 3} o] 1}ed = ofo

99 5g Aok o2 A 2ne golEol e dAA FHE AAG ) A
E°1,Lserver”} LDAP A1 ¥ 2] o] F-0| 3L LServer-zones”7} & © ]%01 = oo o gk
T+ el el 5 o] 2291 7% setc/hosts I L ol A] LServer-zones& Al 7 g v},

DNSZE A}-£-3F= 7 $- svc:/network/dns/client A1 8] =~ 2] T4 & gl 3 o},

# svccfg -s dns/client listprop config

config application

config/value authorization astring solaris.smf.value.name-service.dns.switch
config/nameserver astring 192.168.8.25 192.168.122.7

Zt2 WA she  svecfg W F S AH2 3o}

svccfg -s dns/client setprop config/search = astring: examplel.domain.com
svccfg -s dns/client setprop config/nameserver = net_address: 192.168.8.35
svccfg -s dns/client:default refresh

svccfg -s dns/client:default validate

svcadm enable dns/client

svcadm refresh name-service/switch

nslookup some-system

Server: 192.168.135.35

Address: 192.168.135.35#53

HH oW H R HH

Name:  some-system.examplel.domain.com
Address: 10.138.8.22
Name:  some-system.examplel.domain.com
Address: 10.138.8.23

name-service/switch “] H] 2 9] tnrhdb 2 tnrhtp & Fo] A &3kA] gl g},

th-S Z ol A tnrhdb & tnrhtp B 52 1 5| A] ek of wheb A o] 2] gk
oo A= 7]—%7‘01 files ldap °| 5 A& A2 & A 2 AL&-35l= 2 o)

# svccfg -s name-service/switch listprop config
config application
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config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

6 ZEtolAdETFA WA a2 A FAE =R FAF el
# ldaplist -1 tnrhdb client-IP-address

7 #lolEeo] = F G ot E F o] 27} LDAP A W ol A L ul A T4 = = A
sl g o).
# ldaplist -1 tnrhdb client-zone-IP-address

8 JAMAYTAEEJYAALDAP Aol AT =4 A3t
# ldapclient list

NS LDAP SERVERS= LDAP-server-address

# zlogin zone-namel ping LDAP-server-address
LDAP-server-address is alive

# zlogin zone-name2 ping LDAP-server-address
LDAP-server-address is alive

9 LDAPE T4 3} A K& g},

a. A A+=93 9 o] A] “Trusted Extensionsll 4] & o & & LDAP FElo|JdEZ W75
BRI A L.

b. ZE#ol&ol Sle FHAALDAP AW ] FElo|dERZ S M2 et

# zlogin zone-namel

# ldapclient init \

-a profileName=profileName \

-a domainName=domain \

-a proxyDN=proxyDN \

-a proxyPassword=password LDAP-Server-IP-Address
# exit

# zlogin zone-name2 ...

« EEI9ERAGLAFEF )

# zoneadm list
zonel
zone2

# zoneadm -z zonel halt
# zoneadm -z zone2 halt

# reboot

th 4l txzonemgr GUIE AH-&-3led Bl o] &0 Sl= 9 S AA T = sl
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Trusted Extensions % LDAP(7} &.)

o] Zoll 4 = Trusted Extensions & A}-8-3} o] 74 &1 A] 28] o]l 4] Oracle Directory Server
Enterprise Edition(LDAP 41 ¥) & A}-8-5} = Zl ol th 3l A v gk},

m 245 9| o] &] “Trusted Extensions®l| 4] LDAP o] & A & 4| 8] 2~ A}
m 247 9] o] A “Trusted Extensions ] o] & x| & 4] ~of off gF w2 25>

Trusted Extensions®l] 4] LDAP ©] & A] A A v] £ A}-&

o] 2 Trusted Extensions A] 2~ Bl o] 9} = H el E=r|elof| A A} &2 s ~E QY E =3
A0 FYAE A Al o 74 AR v E A] o] F A& A u] 27}

AFE-FE Ut} sve:/system/name-service/switch A ¥ 2= AFE 5| = o] & A A A v 2 E
74 A g o} Trusted Extensions©l| = LDAPE o] & A| A A 8| A2 A}-8-3}= 7 o]

Ttk

LDAP #] ¥ = Trusted Extensions ¥ Oracle Solaris = 2}o| 1 E of| o] 3 LDAP ©| & A| &
A u] 25 A& 4 gl 5Lt} A B of] Trusted Extensions Y E & =1t o] E{ W] o] ~ 7}

¥ 35| of oF 5}, Trusted Extensions 2 2to] d E7} v} 5 e X EE 53 8l & A o]
AZA =] ool gt} Hol Fe| A= A 28 A FohEs EE X EE A Ao}

ol el 2 E= A el A A ool sl 74 H e whebA]
o+ ¢ el = LDAP H g E 2] o tf gt 2~ 7] ko] gl Ttk e Al & o] =-o]
A Al AR e v EY T of & A2 S gls Al AEl e A AldY F]l
FA AU A5 58l ¢17] 84S Byl Trusted Extensionsoll A1 =
Lo b E 2] A & o] Fo{ % LDAP T4 & Al A gtk A&-AL2] AHA
EHE o E Aol Aol B agth

Ot g M X
ol g g 2 [0
g 1

off & TL 0 T g0
ol Soofirr &=
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_— T

[e]

=
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246

Trusted Extensionst= LDAP A Hof| =7 2] A1 2] & 4= ol = U E Y I dlo|E{ W o] 2 &
tnrhdb} tnrhtpE F7FgH o
m  Oracle Solaris®l| 4] LDAP ©| & X A A v] 2~ AF-&of off 3k AFA) &F W] -22 Oracle Solaris

Administration: Naming and Directory Services 2| A|TII*-, “LDAP Naming Services” &

xL?:o}xlA]J"

»  Trusted Extensions®l| ™ 8+ LDAP 418 A A 2 5 %} “Trusted Extensions®l] Tl 8] LDAP
TA(Eedy el A =] o] 95U o Trusted Extensmnsi TAE T2 E A}L5) o
Trusted Extensions A| 2~ &l ol Oracle Solaris LDAP A1 ¥ 2] Z-glo]d E7} = 4= 9l 51t}

= Trusted Extensions LDAP A ¥ 2] 22to]d E A A2 93 5| o] 7] “Trusted Extensions
Inw%ﬂﬂﬁé%%ﬁw@@ﬂﬂMAqq

24 2 37 5 = Trusted Extensions 2] 2~ &

Apo] Eol| 4] B4k o] 5 2| G AW] 27} A1g 5| 2] ebis A9 Fe) A L E A 28 ol 4]
AR, A] 28 8 | 2 9] Lol o gk 74 A 7h 5 kA 3kl o of gl o). 3
A2 B o) 4 R 2 7 5hE BB A 28 ol A 1 7 5] o] of g o,

Z A 2 2] %] += Trusted Extensions A| 228l of] 4] 4] A H.+= /etc, /etc/security 2
/etc/security/tsol U] & B 2] 2] 9} Y 3} name-service/switch SMF A 0] A~ 2] 14 55
AR E A e o)

Trusted Extensions LDAP ©)] o] €] #] o] ~

Trusted Extensions<= Directory Server®] 2~ 7|7} 275} tn rhdb 2 tnrhtp

d| o] E{ W] o] 2~ & 4=-§-3+] o} Trusted Extensions<+= ipTnetNumber %
ipTnetTemplateName©] 2t = 5+ 71| ¢ *HEE—P“‘*4ﬁ}lanetTemplate ! ipTnetHost2h+=
e 2 AA FH s Ao

S A oe o AEyTh
ipTnetNumber

( 1.3.6.1.1.1.1.34 NAME ’'ipTnetNumber’
DESC ’'Trusted network host or subnet address’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

ipTnetTemplateName
(1.3.6.1.1.1.1.35 NAME 'ipTnetTemplateName’
DESC 'Trusted network template name’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

AR Fe) 2 el ohe Tt 2o,
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Trusted Extensions®] o] & A A A 6] 2= ¢)) o g w2 Fx

ipTnetTemplate
(1.3.6.1.1.1.2.18 NAME ’'ipTnetTemplate’ SUP top STRUCTURAL
DESC 'Object class for Trusted network host templates’
MUST ( ipTnetTemplateName )
MAY ( SolarisAttrKeyValue ) )

ipTnetHost
(1.3.6.1.1.1.2.19 NAME 'ipTnetHost’ SUP top AUXILIARY
DESC 'Object class for Trusted network host/subnet address
to template mapping’
MUST ( ipTnetNumber $ ipTnetTemplateName ) )

LDAP] cipso Bl E2| E A o] = th5- 7} AR ok

ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top
objectClass=organizationalUnit
ou=ipTnet

ipTnetTemplateName=cipso,ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

ipTnetTemplateName=cipso

SolarisAttrKeyValue=host type=cipso;doi=1;min_s1=ADMIN LOW;max_s1=ADMIN HIGH;

ipTnetNumber=0.0.0.0,ou=ipTnet,dc=example,dc=examplel, dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

objectClass=ipTnetHost

ipTnetNumber=0.0.0.0

ipTnetTemplateName=internal

Trusted Extensions 2
LDAP o| 5 A& 1]
el Pk oo e 5
L3H5|o] 9l ] e).

4

= LDAP 74 Al £ 3l %
o] & E g Av] A =y

o] % A Aul 2ol H 3t whE FE

"E racle Solarisol| A ¥+2] 5] + 71 & ¥ Trusted Extensions®ll 4]
i of o] o o] m] XA g A W E ol B 4 )= 27}

43} 7] 93 A B2 Oracle Solaris 11.1°1 4] o] & x| 3 &
13 7, “LDAP A 8 2 (3 2)"& 2 A 2

9
A E A v LDAP 12 &4 & ol A 5} ¥ 242 7 o] A] “LDAP
E o

1735 ]| 7] O}L Hh > 2k R FAL A

n o] 5 2l Fetol
1 of] o &+ F2to] o
n o|e|o] Flo]d E-A B LDAP 12 _,_;q]# 3l 74 5} 21 " Oracle Solaris 11.1°1] 4] ©] &
AR Y od g Au] A = 9] 134 “LDAP A 8 A (G x) »g A7 A 9.
= LDAP ZEto|dEof A LDAPﬁP%% A o5& 9

$ ldaplist -1
$ ldap_cachemgr -g

= LDAP A ¥ ol A LDAP &5-& Z A sted &S o Hela Al L.
$ ldap_cachemgr -g

$ idsconfig -v
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LDAP7} @] dl= S A2 EE vpdsteld o &S sl A 2.

$ ldaplist -1 hosts Long listing
$ ldaplist hosts One-line listing

LDAP 9| DIT(Directory Information Tree) 3 B.& v} 5} th & o Y34 Al &

$ ldaplist -1 services | more
dn: cn=apocd+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com
objectClass: ipService
objectClass: top
cn: apocd
ipServicePort: 38900
ipServiceProtocol: udp

$ ldaplist services name
dn=cn=name+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

Zetol I E S LDAP AR A A E & E A8l W vh &S sl Al &
# svcs -xv network/ldap/client
svc:/network/ldap/client:default (LDAP client)
State: online since date
See: man -M /usr/share/man -s 1M ldap cachemgr

See: /var/svc/log/network-ldap-client:default.log
Impact: None.

LDAP Zeto|dEE A &sta T A ot W o5& 4 et

# svcadm enable network/ldap/client

# svcadm disable network/ldap/client

Oracle Directory Server Enterprise Edition 2= 2= E 9| o ] ¥ 6 == 71| 4] LDAP
A 2 A 2h sl o % A el oheg o) g o),

# dsadm start /export/home/ds/instances/your-instance

# dsadm stop /export/home/ds/instances/your-instance

Oracle Directory Server Enterprise Edition 423 E 9| o] 2] ¥ ¢ H= = 70]| 4] Z 4]
LDAP A ¥ 5 A| A6k il Al shed v ehira 8 g o

# dpadm start /export/home/ds/instances/your-instance
# dpadm stop /export/home/ds/instances/your-instance
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# lpinfo -m | grep Xerox

gutenprint.5.2://xerox-able 1406/expert Xerox Able 1406 - CUPS+Gutenprint v5.2.4
gutenprint.5.2://xerox-able 1406/simple Xerox Able 1406 - CUPS+Gutenprint v5.2.4 ...
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gutenprint.5.2://xerox-dc_400/simple Xerox Document Centre 400 - ...
gutenprint.5.2://xerox-dp_4508/expert Xerox DocuPrint 4508 - ...
gutenprint.5.2://xerox-dp_4508/simple Xerox DocuPrint 4508 - ...
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gl o] & FA o] E f T

st

Z Il o s 385

A7t L5 =HolEel e B dGdA ZAHEFAF L
7o o ool th 3l all-zones IP FA4E 14l A & AF&-§hv o},
a. dlo]Eol d=d9 dg ¥l rootE Z 1A}
# zlogin -C labeled-zone
b. Z¥HE F71g e}
# lpadmin -p zome-printer-name -E \

-v ipp://global-zone-1P-address/printers/printer-name-in-global-zone

Trusted Extensions 4 % #&] . 20124 10¥


http://localhost:631
http://localhost:631

ool %ol gt s 74 (shed )

i
2

SECEED)

« (FA)ol=ZdE S ZdHZ AARFF e}

# lpadmin -d zone-printer-name
HolEol YeBEddNA =S HEEF YT
root & LGHF AFEAL R o} 5 A E Y g o}

a. W ENA & 2E 9 postScript I+ L& A sl e}

1p /etc/motd ~/PostScriptTest.ps
°/o 1p $HOME/filel.txt $HOME/PublicTest.ps

b. I ¢, Oracle OpenOffice, Adobe Reader ¥ B 2}-$-A &} 22 &&= 2 I W o A o} Y&
eSS

c. Wy selx], Ed A 3 o] x] Y ZF 7 o] A] B o] £-o] THLE A F =4
gk o},

v Z e H o] & W A - 265 3 o] A “ZRIE of| i A A 2l o] & HHE TS
nlu>

n o] Eo] Ql= &Y WA - 266 ¥ o] A| “Trusted Extensions®l 4 ¢l 4] A g H 4 (=]
UI]:IJ )»

o] & A3 AW ZE AF§ - 263 7 o] A| “Trusted Extensions Z 2} 0] 2 E 7} Z g E o]
WA A~ ol = F A= W

ZYE 7 FAEE AT A Ao o1 2 & 4 )= 2 & Trusted Extensions & 2~ E 7}
T ZHHEANEE T sy
7o o o] A o] Ql gl A o] A 2H] Fhe]| A} o &5 7} A AR Afo] of g T,

VeI =2e o 54 & gk
259 o] 2] “ch &l ol A e s RIS A sl Wy e ©h A 1ol A
A 67H A 3 st M E 9 2 2B & AP

A 3ol A 2RI E %% st o] ol Aol AR S = vl EH T EE A AF o]
ol ZelH = Al = s Th

U E I =2 e] & o 2 EF o)
root 3 GRE ARG AR o] Q1 AW & AF&-5h= Al 2R ol A b5 B A & 3 o)
a. WHENA g 2E Y PostScript I+ ¥ & ¢l 3] el

# 1p /etc/motd ~/PostScriptTest.ps
% 1p $HOME/filel.txt $HOME/PublicTest.ps

19% .« dlel&o] Y U Hel (=) o



gl ol 5ol e A T

4 )

ol
3

v

SECEED)

262

b. "l ¢, Oracle OpenOffice, Adobe Reader ¥ B2} $-A 8} 2 gL =2 a1 oA 3} Y&
HE ‘?J"/l c}.

c. WU o] x], = ol Qe o] X B L2 3 o] A ) o] o] bz A HER
shel ek,

» ZEH # o] & S AT - 265 3 o] 2| “ZrlEfof] 3l Al ghE B o] & WA E A5k
nlu»

w #Ho]Eo] =5 WA -266 7 o] Z] “Trusted Extensionsl| 4] 14} | g &4~ (%4
%B)n

F55h7] Sdobok qhuieh Ao of ool 4] A] 28 Fhel 4

=] F 2 Fksh e

A}A| @ W] 82 Trusted Extensions AF-&-#F A W 4] o] “Z| 4= ] o] S0l 4] #}e] 37k F7}
WS xS Al &

Az FzHe ol g g o] B A AWzt E Jg o HolEE HA Tl
ZpA) g W] £ Trusted Extensions AF-5-AF A ™ 4] o] “zke] A 7F g o] &-& H A 5l =

F_Hokako] o] 2 FHe| @ o] & ADMIN HIGH =+ ADMIN Low”} 9l 3t 2 ¢l4f &3 <
E ol ADMIN HIGHE ¢l gt e} vy 2 E 4 0‘31 g o] 7] o} label encodings J]-%_‘Oﬂ
ol 2 A9 8l o] B3} 77 & Ab-g5to] &l o] Bo] 2 Py Tk,

root 3 YRF ARG AR o} F oA B e o}
a. Y ZEo|A ¥ 2 E U postScript I L& ol 3 g},

# lp /etc/motd ~/PostScriptTest.ps
% lp $HOME/filel.txt $HOME/PublicTest.ps
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ool %ol gt s 74 (shed )

b
P

A ZH3t7] A el

b. ¥l €, Oracle OpenOffice, Adobe Reader ¥ H.e}-$-A 2} 22 S & =2 1A 5l LS
HE i}"l =3

¢ WY o)A, =8 Qe 5l o A B EF 3 o] A o] Fo] LupE A HEA
shel ek,

n Fo]Eo] J=FH WA -266 ¥ o] A “Trusted Extensionsl| 4] 13} A| gt =4~ (=Fd
wull \»
W)

o] 8 Q3 A ¥ & AL - 263 ¥ o] ] “Trusted Extensions = 2}0] ¢ E 7} Z 2l ] of|
WA 2T 5 SRS AR S

of A 23 5 9) cix-l;%]:-]_{_ H} o

gl Q14 A7k A ododuk ol ek 2l Al o] Zelefel] Q4@ 4 sl e
SHE ot ol B A2 e} 0 2 ol el = elel ol of
o 4 25 F7bal of ek b5 @ A & the st 2 g el

o Aol ofelo) A9 rhE x| ane] A Qoo AR Ui FH e B
oA 22 % S b g e

o Eo] ol gl cdeie] A% s Al sw el A Fdol] AR o] ol T ZelE|o
ek o) 4 2 8 2o,

= #lo] o) 9l alele] 719 alah oo ol sl A dde] FAH o] ol B
2ol U ek oA 2 8 b g e

o Eo] ol gl cdeie] A ThE Al sw el A Fdo] AR o] ol FH ZIE|o
o5 o) 4 2 8 Fohsh e,

e A E el &
&

91 T
ZHHE TG T A ST A g WSS e
A

= 259 9| o] ] “r}F & Q4
m 262 0] x| “of & ke
267 9| o] Z] “&| o] &-©]

Ko 