Oracle® VM Server for SPARC 3.0 2 £ F5/

S5 E37593

ORACLE’ 201212 H



AL © 2007, 2012, Oracle Fll/al Hf @A 7 - AR EEATE R -

ANER A FIAE S SCRZARBETF AT LE SR LR . %R AER RLE T 5% TR R A TR AR R SORA & FIRR A HFSZHIR BRI PR - BRAELE
VF AL E R APRT AT s RE AR, SR LUEATIE R  ER7 000 #8000 S @0 #6 . Bk 3R (648 k- o i
T~ A B R AR R SR BT A3 o BRAFEAREOR SN EIRE, 75 W™ S0 AR AT 1 o) TR - ST 8l S G 1% -
BESCRYAT S5 BT RERER 918 8 A BITIEAL BATABIEIZE B EE IR - RS AU mlE . 35 B rEm A -

USRS A SRS SORY S AT 43 SE B B0 AT 4 LASEEIBUR 44 SCPEASVF FTTERAEATAILRL . 204 & DUTFALAE -

U.S. GOVERNMENT END USERS:

Oracle programs, including any operating system, integrated software, any programs installed on the hardware, and/or documentation, delivered to U.S.
Government end users are "commercial computer software" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental
regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including any operating system, integrated software, any programs

installed on the hardware, and/or documentation, shall be subject to license terms and license restrictions applicable to the programs. No other rights are granted to
the U.S. Government.

AR BB A2y T A A R S5 BRI P AT PR — PR Sl PR T A2 B B R P T AR SRS i (E SRR A 1 ATk A2 Y BT T

iy L iRl AE 27 A N B (IR UK « QISR Sl B AU B AP BBE L 5177 R DRI I8 4 WP, Ay - TCRA
%Eﬁﬁi%??@‘;ﬂ%z&ﬁﬁﬁﬂﬁ#%%ﬁﬁo R PR A P AT P4 o PR A SR A T R A — DDA K B . Oracle Corporation Je HEBH i 23 FIBEA
i

Oracle fll Java s Oracle FlI/8 T g 2 FIREM bR - HAZ PR AT RER & B ATE & R -

Intel il Intel Xeon 2 Intel Corporation [ bRECEMHE 7 - FTH SPARC [éi#7/2 SPARC International, Inc B PRECE M f7. HERALIRE IR ALE (8
F o AMD- Opteron~ AMD #{#7LL &2 AMD Opteron #7572 Advanced Micro Devices I SR B M FR - UNIX /& The Open Group FF MR 7
REAFERE(E DL R SORS T RESR (L T 5 [RISE =7 % ~ P MR S5 107 el X e« P FIIRSSIVE R « XT3 =07 0% « P FIkSS . Oracle
Corporation [z FCRHf & 28 wlBARf 2R A AT AR RG LR IRAX HASTAT 5T o« X T E VRIS AT =07 % 7= il 5% i B (T 453

Je v RAREAIEE . Oracle Corporation [z Hift e /A WIREAS 7177

130417@25097



L B eeeiiiieiiteee e eeerr e e e ee et e e et et e bar e e e e e e b ——aaeeeea b —raaeeteaaabataeeeeaaabaaaeeeeaabarateeeearbaraeeeeearrraaeeeeeenrrareeeeanans 5
Oracle VM Server for SPARCZZEHEIZR ...t se et se s es e nesa e
Oracle VM Server for SPARC {# FH 1Y% 2 ThEE
Oracle VM Server for SPARC = BRI oo e s e e s es s s s ses s
P 22 2 TR B E] Oracle VM Server fOr SPARC oo eeseses s ssesseseessenes 12
L LIEFNELE Oracle VM Server fOr SPARC .........o.cooeeoeeeeeeeeeeeeeeee e eeeeeseesseeseesseesseeseess s 17
DT ettt ettt e e et es e ee e ee e s eees e seneae 17
B ETIE R ettt e et te et e e et e st e et eeeaeeee e nee e neeaeeenen 17
Oracle VM Server for SPARC ZZEIIIHE ... eeeeeeeeeseeeeese s e e eese st se s seseses e seaseseseeseen 19
TEREREITRL et seeeee s sttt s ettt s e et e e s sesrnes e 19
TIE B FE T IRIIE oo ee e ses e ee s sesseeseeesessseeesens 19
BB FE T RBAC oo ssssss s sss s s sss s ssssssssssssssssssssons 20
B B I T LT oot s e seese e es s ses e s e sessaese s ses s sessaeee s 20
TI B T T LA ZE AR IITHE oot ee et eese st et e s es s sene s eeenenans 21
T R B T B B A TR EEII oot e e e e e e e e eees s e eee e e eeeees

Oracle VM Server for SPARC XML #[]

e ot L 75 G N
Oracle VM Server for SPARC L2 %%} 7%







S

il

{Oracle VM Server for SPARC 3.0 & 51) /47 7 WU 22 %4E « Bl B {# A Oracle
VM Server for SPARC 3.0 B EHI{E E -

FHR
TNZRERT Oracle VM Server for SPARC 3.0 % 1T g o] F A FH 2 SCRY o

w1 ISR

57 F 42

Oracle VM Server for SPARC 3.0 #X {Oracle VM Server for SPARC 3.0 ‘& FEFE 1)

(i {Oracle VM Server for SPARC 3.0 ZZ 25 1)

{Oracle VM Server for SPARC 3.0 Reference Manual)
{Oracle VM Server for SPARC 3.0 & 1T 1)

Oracle VM Server for SPARC 3.0 Oracle Solaris OS % Fiit :
drd(1M) I vntsd(1M) T 1T ®  Oracle Solaris 10 Documentation (Oracle Solaris 10 3(f% )
®  Oracle Solaris 11 Documentation (Oracle Solaris 11 3.f%)

Oracle Solaris OS : Z2E Il & Oracle Solaris OS ZZ3E AL B 5
®  Oracle Solaris 10 Documentation (Oracle Solaris 10 3Zf%)
®  Oracle Solaris 11 Documentation (Oracle Solaris 11 3Z£4)

Oracle VM Server for SPARC F/l Oracle VM Server for SPARC 1 JZ 5l Oracle Solaris OS Z 245
Oracle Solaris OS %24 -
®  (Secure Deployment of Oracle VM Server for SPARC)
(http://www.oracle.com/
technetwork/articles/systems-hardware-architecture/
secure-ovm-sparc-deployment-294062.pdf) ( {Oracle VM
Server for SPARC Z£H#) )

u {Oracle Solaris 10 Security Guidelines)
m  (Oracle Solaris 11 Security Guidelines)



http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAG
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSEG
http://www.oracle.com/pls/topic/lookup?ctx=E37707&id=LDSRM
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSRN
http://www.oracle.com/technetwork/documentation/solaris-10-192992.html
http://www.oracle.com/technetwork/documentation/solaris-11-192991.html
http://www.oracle.com/technetwork/documentation/solaris-10-192992.html
http://www.oracle.com/technetwork/documentation/solaris-11-192991.html
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7

2l
i

N http://www.oracle.com/technetwork/indexes/documentation/index.html B
S51EIIRSS 8 - BB Oracle Solaris OS FHICHYSCRY o i "Search" (#2) HEE AT
T SCEFIE R -

AJ LA1Ji R Oracle VM Server for SPARC 132, HitikJy http://forums.oracle. com/
forums/forum.jspa?forumID=1047 -

¥£EY Oracle Sz 3

Oracle % 7 ] LU My Oracle Support V7[RI FL 345 - HRAZE . VIR http://
www.oracle.com/pls/topic/lookup?ctx=acc&id=info: wE . MREETHEE. Ei
5] http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs-

ENRIZy7E
FRAAT K HBRHEIRILE

wp2 HIRIZYE

FHEGES &y il

AaBbCc123 e SCHERTE AR TR R | S . login M-
HH s -a FIIH AR SCHF -
machine names you have mail.

AaBbCc123 FFP#ARINE . SiFEVEREREES | machine names su

AH Password:

aabbccl23 el IS 4 BB B i 1T SO TR SCAERI & 42 rm filename -

AaBbCcl23 PR EE KRR BT I BOA T DL K S5 R ) 17 IXEEFRA Class 13 -
EE AR E TEBEL
DU B

FARIERE HOABOATE LK s VA ] BIERETFRAGTEA AR -
BRI XA -

(H#) B4 i (PR 5 6 o

6 Oracle VM Server for SPARC3.0 %&£ $5/ - 2012 12 A


http://www.oracle.com/technetwork/indexes/documentation/index.html
http://forums.oracle.com/forums/forum.jspa?forumID=1047
http://forums.oracle.com/forums/forum.jspa?forumID=1047
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

=

i

S HY shell IR <5451

F#RE/R T Oracle Solaris OS L & FUHE UNIX shell R IFREESH P R
o HIEE, Ead b RRiEhE RS R TRE S ERAE,. BAREET

Oracle Solaris % {THg -

%p-3 shell JER7F

shell BREF
Bash shell + Korn shell #ll Bourne shell $
Bash shell ~ Korn shell #ll Bourne shell #825 Fi /7 #

Cshell

machine name%

C shell #8251

machine_name#







* o0 g 1 E

Oracle VM Server for SPARC ZZ £ #if 4

KEZEA T Oracle VM Server for SPARC A Y LT L2 ThEe

= 39 T “Oracle VM Server for SPARC {5 F 1 22 £ T RE”
w5510 TTHAY “Oracle VM Server for SPARC /= 4>
512 TUHAN B #1222 RS F 2] Oracle VM Server for SPARC”

Oracle VM Server for SPARC {(F FH =X £ IHEE

Oracle VM Server for SPARC B2 — M EFUL . Al R E— I ARG izt 24
Oracle Solaris & fU#/L (virtual machine, VM) BN Z24EH H CLHY Oracle Solaris 10
8¢ Oracle Solaris 11 OS - #> VM R JyiB4g1E « 1XLLIAE ML), AistT AR
FiZA Y Oracle Solaris OS LA K A Rl SL FARE FP KA F B4, X sk i B 225 AN [R] UK
PRERRAS. BT ANRIRIARSS DL R AP AE B AR AR G < 452K Oracle Solaris %4
512, 1EZ I (Oracle Solaris 10 Security Guidelines ) H1 (Oracle Solaris 11 Security
Guidelines ) -

WTERE IR A IZAT Lam @ & A REAC BB AR R RS E R - X T RIERSE LETT
P 2 2m . BREDS R HIEAT Ldm a0 A 2 0 B2 o SRR Sk B R PR
PilE), 15 {# FH Oracle VM Server for SPARC ZZ&IhHE. #IWl. Oracle Solaris FH4T % #2114
MR T F (i3 [A1$%5] (role-based access control, RBAC) IHEF solaris. ldoms A - 1
Z . {Oracle VM Server for SPARC 3.0 EBEF5FE) HH“Logical Domains Manager Pt &
GRIE S

Oracle VM Server for SPARC ¥ F LL N &2 ThE -

= Oracle Solaris 10 OS Fll Oracle Solaris 11 OS H1 A [} % 2T RETEIZTT Oracle VM Server
for SPARC KRB FH L2 T Y - 15 UL (Oracle Solaris 10 Security Guidelines
) 1 {Oracle Solaris 11 Security Guidelines ) o

= Oracle Solaris OS Z £ REF] N A T Oracle VM Server for SPARC {1 - KMk
Oracle VM Server for SPARC Z & TER5E#(F 2, 165 L (Secure Deployment of
Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z&HE) ) -


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGauthorization
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGauthorization
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf

Oracle VM Server for SPARC 7= fh#iti

= Oracle Solaris 10 OS I Oracle Solaris 11 OS & 7] A TEMI RN Z2EH - Oracle
Solaris 10 OS & E N L B #ME/F SEHHE it - Oracle Solaris 11 OS {EHE ¢
A Yi{5 B FEEHT (Support Repository Updates, SRU) £t -

»  FEERHIN Oracle VM Server for SPARC & Pl i < Fll3k 2 H & 1915 A1 H: )2 F Oracle VM
Server for SPARC BT ThEE. 1S L (Oracle VM Server for SPARC 3.0 & HRFEFH) TRy
% 3 # “Oracle VM Server for SPARC 24" o

Oracle VM Server for SPARC /= qn {4

10

Oracle VM Server for SPARC /] Oracle i) SPARC T & ¥ Al 55 g £ 3t = £\l g i $Ul 4k
IhHE - {#F Oracle VM Server for SPARC ¥, FJLATER R 4% AR % 128 T REHLAR
e (WRBEEE) o XPCEEEEED R B SPARC T R 51l 5547 1 Oracle Solaris
OS FRHL IR L PR A I -

BRI — I & B AL AR TR o AR o R E M RALAR SN AR B
CHURIERGIM S0 - W] LR g - 45 - EpTIC B S B 5 | S 4 AR, e
R M T T iR S5 ds FLIR o ] DIEAN R B Iz 1T & RN R B R AR
FEHEL AL DURFHAHR R PERERN 22 22 -

G Ff# H Oracle VM Server for SPARC ¥XFHIEE . 1S L (Oracle VM Server for
SPARC 3.0 EH+Em) 1 (Oracle VM Server for SPARC 3.0 Reference Manual) o & X/
FEEMEER,. 2L (Oracle VM Server for SPARC 3.0 Z1T1HHH) o

Oracle VM Server for SPARC3.0 Z£$5/ - 2012 12 B


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsecurity
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsecurity
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAG
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAG
http://www.oracle.com/pls/topic/lookup?ctx=E37707&id=LDSRM
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSRN

Oracle VM Server for SPARC 7= ik

B1-1 RPN A R UL B R

N [ ™
BiEE A BigiE B
2k
B /BB S SRR
gz Eeds
R RIERG A RIERS B
Bl ERNEEER
CPU. HEM 1/0
i L e |

Oracle VM Server for SPARC {45 A LL T H A £2 (i R G R UL, -

» EUWEERERF. BHUEREFENEGE, R T MR ELIA R
GERY, WEHPRZERERS . (HHEUYLVE BEREF Y Oracle Sun AR S5 as it 7 —
SERFECEDRE . @ X EETNRE 0] SRR R U MUE R e AR 8 R R IR E R G D -
FE R SPARC FEFUMNLE FRRR FF B S Fr s AL & A 3 MRV T RE 2 5 AR 55 28 FH S B e
o REFUNLE BERRFF 1] LLIA 45 8 1018 BRI 0 L AR 55 28 HY CPU ~ TR 1/O BHIRAY T
%o @I BOE T AR SR 2 MRIER S, B MRERGIINLT H CHZHEE
N o B AT EAS [R] A & k2 0] DU AL R B HES « 540, o] DL¥% CPU £-F2 ki
&4 CPU 7B 4h 12 #RIE -

MRS 4L BEES (service processor, SP) PR R G #EHlSF (system controller, SC). F T
MHLZTTYIER TR, (EAE P - Logical Domains Manager & FEZ #813 -

» $ZHE . Logical Domains Manager TEMISHUETT . DUE AT GG PR H Ath 2 4 4
DL Kz ) A o BC B FUBRUR » B B IR S5 o BB — DB HlE - i3 Hl 272 d
Oracle VM Server for SPARC #AFHT G111 58 — Nk o #2538 44 7 primary o

% 12 . Oracle VM Server for SPARC &2 £ 1T iA 11



18 & % £ [FE N 52 2 Oracle VM Server for SPARC

BE

12

w RS ARSSIEON MR SR LIRSS (B, REFUSSHAL - R fU ] & 4
e U B AR S5 A% ) o AT IS u] LLRC B 0 AR 553K -

s [/O1E . /O NYIHE /0 %4 (f5I41 PCI EXPRESS (PCle) f& e h M+ ) BEHH
FEVI AR - 1/0 s8] LU PCle ARICE A Bl0R] DLEE 8 A B2 1/0 (direct 1/0,
DIO) LhREHIH PCle fHfE B, PCle X% - 155 M. {Oracle VM Server for SPARC 3.0
EYEFERE) HAY< /D PCle Ui SRR
/0 AL ATERR S5 IRET . 1/0 saes LR ik & X S HAus L =08 1/0 %45 -

w RIS FUSECE PCle IREK A 1A o IS PCle 251 S IFTH 5 45 F9AH ST R
55 WEEFIERRALTE o fRISARE VO Ik, BN EHIAR X PIRE 1/O A HY B H: VT [IAL
B -

{a T DU RO RS R BB R T FR A S (R RESH - BilAl. QIR EEIRY2 Oracle
Sun SPARC Enterprise T5440 IR 5545 % % 0] LA VU R -

o SREN . REHZIE O, EEAH— e % P ARSSIEEE AR L AR SS - oK
A BAEPHE /0 e . ERAEBI O Ba (B4 RE FIE S A AU 2% 12
M) .

%, Oracle VM Server for SPARC A% HUH — Mg, H THEItE 1/0 SRIAR 558k
ITHIARSS - RS TURMF-& T4 1. 15 TE Oracle VM Server for SPARC R %t il &
£ 1/0 88 -

#1 %2 2 & M 7 A 21 Oracle VM Server for SPARC

fEnr Ll SRy U B R T, MR (L & R Bl R FE bR« BB (3L = ek
B2 o IXBLREMIEL T JEE Oracle VM Server for SPARC it B 22 22 1], uf % (b il B N
FHUAR 5 L2 R W g &R 20 s -

» CREEER/NE SRR -

o I T WL RGER SRS ITHEN R IMICE B DR D F R (ERRR
& . 1% L (Secure Deployment of Oracle VM Server for SPARC) ( {Oracle VM
Server for SPARC Z 4% ) ) Hf) "Counter Measure #1: Operational
Guidelines" (“5% 1 WLH R F 0 - GBI THEN”) o

o ETEALNE FUFR SR A R G5 LU KPR HIRR I8 . 762 UL (Secure Deployment
of Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z (&) ) H
f] “Threat #2: Errors in the Architecture of the Virtual Environment” (“Z8 2 Tji/gk
W RIS REEFIFPRIERIR”) /MR TT EEs i -

o EEAE IR BRR DL B 5 BN Hodk T = . 1S L (Secure Deployment of
Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z (&) ) FHIHY
“Counter Measure #7: Carefully Assigning Hardware Resources” I “Counter Measure
#8: Careful Assignment of Shared Resources” (“Z8 7 Tl & asteifit - 1E1H 7 BCBE
TR A58 8 Wit Brds it - 1EH NI =THR") -

Oracle VM Server for SPARC3.0 Z£$5/ - 2012 12 B


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGusingdio
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGusingdio
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf

18 & # % £ [E W 52 F 2 Oracle VM Server for SPARC

» JEITRA (Secure Deployment of Oracle VM Server for SPARC) ( {Oracle VM
Server for SPARC Z 4% ) ) HIf “Threat #4: Manipulation of the Execution
Environment” ] “Counter Measure #28: Securing the Guest OS” (“Z8 4 gl .
PEPATHER R 28 28 TUUT RS H5 1t - IR B IRIER IR 27) NI EER TS
it T PRAZ BRI S SR

o (AR N TR TE A o T DL R U 52 AL il RS2 sk o 28 12
% DU SR A IEHI I .

» {2 (Oracle Solaris 10 Securlty Guidelines ) I {Oracle Solaris 11 Security
Guidelines ) TR AT R LLRF Oracle Solaris 10 £l Oracle Solaris 11 F it [Fi
NEIERARPR I -

» I (Secure Deployment of Oracle VM Server for SPARC)  ( {Oracle VM Server
for SPARC Z 4 #%) ) H) “Counter Measure #15: Validating Firmware and
Software Slgnatures” I “Counter Measure #16: Validating Kernel Modules” (“Z8 15 Tl
THECER A - DO R AR R RS M 16 TLHELER 8t - BE N RZARR”) iy
ARG RS B P L

o PRIPESIESRETE LR S5 YL - S UL (Secure Deployment of Oracle VM Server
for SPARC) ( {Oracle VM Server for SPARC 485 ) ) I “Counter Measure
#17: Console Access” (“# 17 Wit Eds il . #EHIE VA7) -

» PRSI 7 JCEEIZ1T Logical Domains Manager - 155 L (Secure Deployment
of Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z (&) ) H
] “Threat #8: Unauthorized Use of Configuration Utilities” (“Zf 8 Tijgifll : R4
R AL E SE R F)

o AR P EGHR TCEE VT R S538 - 7H5 UL (Secure Deployment of Oracle
VM Server for SPARC)  ( {Oracle VM Server for SPARC Z (&) ) HI “Threat
#9: Manipulation of a Service Domain” (“28 9 Wikl : #4zRsSH) -

PRI 1O BER S R EE L S5 Bl it - 155 L (Secure Deployment of Oracle
VM Server for SPARC)  ( {Oracle VM Server for SPARC Z 2% ) ) HIfY “Threat
#10: Denial-of-Service of IO Domain or Service Domain” (“Z8 10 g/} : 1/0 3 Ak
SRS )

o AP P EGHRETCE VIR /O 8- 155 L (Secure Deployment of Oracle
VM Server for SPARC)  ( {Oracle VM Server for SPARC Z 4% ) ) HIfY “Threat
#11: Manipulation of an IO Domain” (“3% 11 Tl : ##E1/038”) -

o BERRDLERISE RS - Logical Domains Manager 33t [A] ~ I HHALTRS 12
MG SS o A DU E— g AR SShT . 1A

= TCP Ui 8101 FRTFFEARSS

TEERNRSS . 1E2 L tdnd(1M) FH TTHRY
ldmd/incoming migration enabled ] ldmd/outgoing migration enabled &
LR

= TCP Uil 6482 A fEiH B AL B PX (Extensible Messaging and
Presence Protocol, XMPP) 37§

% 12 . Oracle VM Server for SPARC &2 £ 1T iA 13


http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E37707&id=LDSRMldmd-1m

18 & % £ [FE N 52 2 Oracle VM Server for SPARC

14

FIEEFAIARSS . S UL (Oracle VM Server for SPARC 3.0 EHHE4ER)
XML {& 4 -

= UDP Ui [ 161 YT 5 [0 26 & PR /MY (Simple Network Management Protocol,
SNMP)

T € & 75 Z{# H Oracle VM Server for SPARC PR {5 2 /£ (Management
Information Base, MIB) WL 215 - It IhEE T 55 FH SNMP AR5 - IRIBIERTE
£ PUTU T #BEZ —

» FH SNMP BR$L{ER Oracle VM Server for SPARC MIB « %423 %%
Oracle VM Server for SPARC MIB - 152 Il {Oracle VM Server for SPARC 3.0
IR YU 284S Oracle VM Server for SPARC MIB ¥X4:

F1 {Oracle VM Server for SPARC 3.0 & 45 ) HRY“EH 2.

» EFSNMPRRSE - BEAIMRS. EZ UL (Oracle VM Server for SPARC 3.0
EPRFERE) PR UITNER Oracle VM Server for SPARC MIB ¥ {460 o

L fEHIbE 239.129.9. 27 Flu ] 64535 _FRY A ERARSS

T FTiEAE Logical Domains Manager SFA i F2 tdmd i21TISEEFH LRSS - A

it {8 Oracle Solaris i) IP ot U &5 LHE AT FELIE VI [FIIHEARSS . X AR Logical
Domains Manager {5 i [ /N B B ARBREE o BHL k15 1) T B b S FH AR e i
R - 1K AT DU S0 T 55 HE {0 Al 55 X o USRI R P X BE I 24 i S5 1 L
2R KEL - 1S L (Oracle Solaris Administration: IP Services) H1*%E 20

# “IP Filter in Oracle Solaris (Overview) Fl1 {Oracle Solaris Administration: IP
Services) Hf)“Using IP Filter Rule Sets” -

5155 UL (Secure Deployment of Oracle VM Server for SPARC)  ( {Oracle VM
Server for SPARC Z 2% ) ) HIf] “Counter Measure #14: Securing the ILOM” fll
“Counter Measure #20: Hardening LDoms Manager” (“Z5 14 Wit £ as 160t . -9
ILOM”H1“5 20 Wi £ s Htifiti : 981L LDoms Manager”) o

» AHITRFRER/NFR .

» RRGUD NARREZE, 2R R %o TR AR A
GIRRHIE o IR R — 2 R iR SR A M BB — R S W] Rl
PREERL ATRG IS AR L 23 - 1ES UL (Secure Deployment of
Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z &%) )
"] “Counter Measure #2: Carefully Assigning Guests to Hardware Platforms” (“Z§ 2
W B AR - R IR A BERE )

»  {diF RBAC SRR Lam i & & BRIUR DOAE o R v AL 06 75 BRIk )
PR INEE - KA "LDoms Management" (LDoms B P ) AUBRELE SCHEHY
AR T ZVTFIFTE Ldn £ SRR o KA "LDoms
Review" (LDoms # % ) FUPRMAC & LA 7 Bl gs 2 707 7] tdm 51 177 Y
Fan A - 152 UL (Oracle VM Server for SPARC 3.0 B FRFE ) FHAY“{HiH
AR AL E SR 7 -

Oracle VM Server for SPARC3.0 %&£ $5/ - 2012 12 A


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmltransport
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmltransport
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGinstallldomsmibpackagetask
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGinstallldomsmibpackagetask
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGinstallldomsmibpackagetask
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGmibsecurity
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGremoveldomsmibpackagetask
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGremoveldomsmibpackagetask
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV3eupsq
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV3eupsq
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV3ezecx
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV3ezecx
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts

18 & # % £ [E W 52 F 2 Oracle VM Server for SPARC

»  {fiH RBACBEHIX AR & 1510 : 2 Oracle VM Server for SPARC (=g in|
WA (Rl SR A I 5 15 1R - 16 QJ XTﬁﬁ HERLERTIA - 155
I {Oracle VM Server for SPARC 3.0 E HRFE T ) HH A% “{i AR AL & SCA- R
>,
» BWMRGEED -
J&i F Oracle VM Server for SPARC #1f - 1§ I {Oracle VM Server for SPARC 3.0
EHYER) R HEA L

H KL Oracle VM Server for SPARC # RN, 1ES UL (Secure Deployment of
Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC Z 2 #8%E) ) HIf
“Recommended Deployment Options” ( “@EILHIHFRE L) -

% 12 . Oracle VM Server for SPARC &2 £ 1T iA 15


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGenablingandusingauditing
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGenablingandusingauditing
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf

16



* o0 g 2 =

L ZIZEFNBLE Oracle VM Server for SPARC

>

HAHT 5% ERECE Oracle VM Server for SPARC FH 2% ) 22 2y E 2 SH 0 -

=y
TR
Oracle VM Server for SPARC ¥X{4{F /7 Oracle Solaris 10 B Oracle Solaris 11 ¥4 H 5l %

edE . BETRIE. EUIEAEE R e HEE T A E 0975 [ (role-based
access control, RBAC) ~ H LT FIFZANTRE AL Bk o BRIAE I T A JE X LETIRE -

TR E

ZZ%E Oracle VM Server for SPARC X2 )5 TBEHUTLL TS LR R il RE %
o

o [EHFTRRYEI O RS (1A, FEFISSHRAIL - R UL 2 IR 5% a1 RE FUL4%5 1 2 S
#ss) BUEEHIER - 52 UL (Oracle VM Server for SPARC 3.0 HHEFHFT) HIIIE 4
B BB AR SS FEle -

= ACERRE . iES5 L (Oracle VM Server for SPARC 3.0 FEEFE) HIH 5 % “IX'E
R .
JanT DUE P RE AU S ST eyt 8 B I 24 M A 7 R 24 e B R P8k o 7EX RO T
A7 o i 1A A RE USSR R LSS 28 13t 4 - 155 L (Secure
Deployment of Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC %2t
%) ) HY “Counter Measure #13: Dedicated Management Network” (“Z8 13 T2
hift - T HEHMLE) .
QR TEIRA (AT FE FUE L 2 BN, WRZR T2 IRAY 22 e th 22 B - (AL,
ﬁﬁﬁm%ﬁ(5@%@%%@%\K%ﬁ%%@ﬁ%@yﬁﬁ%ﬁ@ﬁ)ﬁ%ﬁ
EAE A=
BRI OL T 25 vntsd STAPUERE o R RILSFIPOERESS . (A0 28 S B Pk T 0 2
ARUERERR G & o 27 1L Z R R], BRI vntsd SFEE
Fe. U] RBAC FRHMZRI G &R NS VFRLHERI - U5 R fZH &


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsettingupservicesandldoms
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsettingupservicesandldoms
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsettingupguestdomains
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsettingupguestdomains
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf

TREERE

w BRIANTE LT RUARSSALEE SR (service processor, SP) it Bl 2 & /) - H X{f H Integrated
Lights Out Management (ILOM) X EE SPU(E E . 15S ULLL T W TiHEH T-14°F
BEHISTRY - http://www.oracle.com/
technetwork/documentation/sparc-tseries-servers-252697.html -

18 Oracle VM Server for SPARC3.0 %&£ $5/ - 2012 12 A


http://www.oracle.com/technetwork/documentation/sparc-tseries-servers-252697.html
http://www.oracle.com/technetwork/documentation/sparc-tseries-servers-252697.html

* o0 £ 3 E

Oracle VM Server for SPARC 2 £ IH&E

AREZEMEAR T Oracle VM Server for SPARC B FH 1) 22 4 ThiE -

A RENE ViR ETER, 1550 (Oracde VM Server for SPARC 3.0 & H {5
B HHYEE 3 E “Oracle VM Server for SPARC 22427 o

LR

Oracle VM Server for SPARC #X {437 7E Oracle Solaris OS N ELHY %2 R A1 D1 6E
F o B Oracle Solaris OS Z &HENIFE . 1HZ UL (Oracle Solaris 11 Security
Guidelines ) F1 {Oracle Solaris 10 Security Guidelines ) -

Bic & {3 A Bk

5184/ Oracle Solaris ZHE—H, (LA EAMK T By a] &k 2@ k. 5 2 2%
- Oracle VM Server for SPARC XA 2 AT - i5S UL (Oracle VM
Server for SPARC 3.0 B PE¥E ) H1HY“%%E Logical Domains Manager” » < 411 f& 4/
Oracle Solaris 1 #{F &> 1S UL (Oracle Solaris 11 Security Guidelines) Hf*J“Securing
Users” o

SRR /1 Logical Domains Manager HUTIVE VG, L 2#% 7 H P LN 5
ABLEEERIRFE R . 152 M. {Oracle VM Server for SPARC 3.0 ‘E FEEE) HY

i “Logical Domains Manager Bt & S 1A% (Oracle VM Server for SPARC 3.0 EHi5
Fel) FHA“fof FAR PR ME B SR £


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsecurity
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsecurity
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGinstallldmandsst
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGinstallldmandsst
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7conf-sec-users-1
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7conf-sec-users-1
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGauthorization
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGauthorization
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts

i 8 F {8 F RBAC

At & F £ RBAC

"] LA FH Oracle Solaris OS 1 (2 1175 [FI4%7] (role-based access control, RBAC) HJfE>
B AR AL &SR bk - B f - X RBACHI(E R, 1HZ UL (System
Administration Guide: Security Services) F*JZ8 9 F& “Using Role-Based Access Control
(Tasks)” o

%% Logical Domains Manager 23 [ 4830 SO FRES L 77 AR R AL E S - 165
L {Oracle VM Server for SPARC 3.0 & ¥RF ) HH Y “fill AL SR AL B SRR A 27

LA Z MRS PECEM T - 528 PERECESXFMAE. HZS U (System
Administration Guide: Naming and Directory Services (DNS, NIS, and LDAP) ) -

BLEFHEA T

20

TR AR T2 R BRI 1 Oracle Solaris SEf5,  SUGIETEGWLARSE IZ1THY Oracle
Solaris OS AT —FF o #&TT LLE Hll Oracle Solaris OS Hi 1t TEE .  DUE L H T ARLEX]
AER 8 2 X E R DDREMI RGERSS - X T Oracle VM Server for SPARC it H T REFUUL
R o T DLHAT BAth Bt AR AR SS - 162 UL (Oracle Solaris 11 Security
Guidelines) H1fJ“Using the Audit Service”fll (Oracle Solaris 11 Security Guidelines) H?

Y “How to Audit Significant Events in Addition to Login/Logout” o

Logical Domains Manager SIJ% 51 115 {1 5§ H A% 12245 Oracle Solaris i+ R 4t LAt
FIHERAE o XL S RARAEHER, KA EHITARIE - SERIE - $TH
DARFHEER - R, BRENRGEGIREE LN IHEE -

R, X T RGehRgR N, AT DR T RS8BT Oracle Solaris OS FURRA . #241
YL a2

= Oracle Solaris 10 OS - {#H bsmconv B bsmunconv @< « 152 I bsmconv(1M)
bsmunconv(1M) FMH 1. LK Oracle Solaris 10 it (RGEPEERT : 2 MR
%) o

= Oracle Solaris 11 OS . {# [ audit 7% - 155 L audit(IM) FMTT. LK Oracle
Solaris 11 FiJ (RGEMIER . L2MERS) -

GFHELZER. 1§20 (Oracle VM Server for SPARC 3.0 & FEFE ) Ak« F - FH B
17

Oracle VM Server for SPARC3.0 %&£ $5/ - 2012 12 A


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6rbactask-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6rbactask-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6rbactask-1
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGcreateauthorizationandprofilesandassignrolestouseraccounts
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7mon-audit-3
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7mon-audit-3
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7audit-sig-1
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7audit-sig-1
http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=REFMAN1Mbsmconv-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=REFMAN1Mbsmunconv-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=REFMAN1Maudit-1m
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGenablingandusingauditing
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGenablingandusingauditing

REFERAEMREINEE

BLEH(EREftt =T £I6E

Oracle VM Server for SPARC {4 € E UL THRERI A - WIERIEH T vntsd. ERIATE L
TR DR B R BZ TR . R EOR AR HIEER:. MA@
RIEGIIERE - WIRFFE, Ol S — DL 2 EERAEN. LA i 155
JL vntsd(1IM) FMTTH vntsd/listen addr J& AR -

BB vntsd 257 SRR E0EE « iR BIREZ M, RIF U B BHE
2, BUEEH vntsdo 155 IS 12 TR <R 5 HLZ2 2 R W FH 2] Oracle VM Server for
SPARC” »

Oracle VM Server for SPARC T # IO e i FH 22 260 - IR R AL LAY Logical Domains
Manager #2521 FM3IN 16 K . @32 5 B FRIEREML 21T Logical Domains Manager (1)
LARMERIER  TEEMIER )G, R TIER o XEEZ % Bl e AN 2 Dh e
Al . WS UL (Oracle VM Server for SPARC 3.0 HHEFERE) IV TR RIFL 214

o ERFBIFE AR BT AR EAEERIAS O T (% 7R (Secure Sockets Layer,
SSL) N eI P 2 A A MRS T (5 i - 4 m] DA R N T 7 Bie g STRe
BT R GE BRI R TR TERE -

AT LT RIS AT SRR DORE LARH AR Ldmd #ERR 7EE R v 1 L A0

UNSRECFTITRS . T Lana 7RI B A E TR WA R BT - A RRIA
.

% 3Z . Oracle VM Server for SPARC £ £ Ih&E 21


http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=REFMAN1Mvntsd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGsecuritymigoperations

22



* o0 g 4 E

FAEFERITENRESEI

KEBEBNE T HBTIT % E 5% Oracle VM Server for SPARC {61 N FHFE R HIE E -

Oracle VM Server for SPARC XML &= [

] At nT i R FRICTE & (Extensible Markup Language, XML) J8{Z#L# 5 Oracle VM
Server for SPARC KT INERRE - AL 6 FH T 9 Fee T S AL BRI P
(Extensible Messaging and Presence Protocol, XMPP) »

Wi F T RE A AR L & P [ RS, R, (TR EE AR XMPP . %4k
Fi XMPP )55, E3 I (Oracle VM Server for SPARC 3.0 & HIFE ) HAY“XML %
fi” « K Logical Domains Manager AT i Z 2 ALHIEE . 12 0L (Oracle VM
Server for SPARC 3.0 B HEfE ) FHY“XMPP IRF54:”

THERE, 55 XMPP 2 FH 1k 845 F HELE 2288 Oracle VM Server for SPARC THRE. 413,
1T~ WSS EHACE LA Ldm init-system mi 2 o

23


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmltransport
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmltransport
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmpp
http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAGxmpp

24



¢ o0 Mt & A

L ERREZXTR

I AZ X FRCJE T 584K, Oracle VM Server for SPARC P35 ] SRENAY 2798 o 7F HA SRy g
T IEE R XEESORYANT -

(Oracle VM Server for SPARC 3.0 B FE+5 )
{Oracle Solaris 10 Security Guidelines)
(Oracle Solaris 11 Security Guidelines)

(Secure Deployment of Oracle VM Server for SPARC)  ( {Oracle VM Server for SPARC
BREEE) )

Oracle VM Server for SPARC &= £ %31 3%

a
a

a

aaaoaaoaa

K RFEIINIT Oracle Solaris 3L VPR, LGSR B AUMLER ST AT IR —FF -

{iF] "LDoms Management" (LDoms B PE) I "LDoms Review" (LDoms &% ) FFR
M B SR A G AR IR T

S FHEE T A E a5 a5 H] (role-based access control, RBAC) PR il % sl & 15
[A] . R4} Oracle VM Server for SPARC & B 51 201 17 [ B3 B 428 1] 5 175 1]

}J Oracle VM Server for SPARC & ] Oracle Solaris OS # it I fE
LA L ZH I E P AR AR 55

FE— P& P E R — 2 2 LPRRERS -
BPRAE T PP TRR S S5 SR TR 8N, TR & 2 (R T AT WY 2% 1 432
(R L TR BT L4 R TE R 5 -

25


http://www.oracle.com/pls/topic/lookup?ctx=E38739&id=LDSAG
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV7
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/secure-ovm-sparc-deployment-294062.pdf

26



	Oracle® VM Server for SPARC 3.0 安全指南
	前言
	相关文档
	获取 Oracle 支持
	印刷约定
	命令中的 shell 提示符示例

	Oracle VM Server for SPARC 安全概述
	Oracle VM Server for SPARC 使用的安全功能
	Oracle VM Server for SPARC 产品概述
	将常规安全原则应用到 Oracle VM Server for SPARC

	安全安装和配置 Oracle VM Server for SPARC
	安装
	安装后配置

	Oracle VM Server for SPARC 安全功能
	安全模型
	配置并使用验证
	配置并使用 RBAC
	配置并使用审计
	配置并使用其他安全功能

	开发者需要注意的安全事项
	Oracle VM Server for SPARC XML 接口

	安全部署核对表
	Oracle VM Server for SPARC 安全核对表


