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This document describes how to configure security settings for the Argus Insight
application. You configure these settings after you install Argus Insight. For details
about installing the application, see the Oracle Argus Insight Installation Guide.
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1 Configuring PwReports.exe Permissions

You need to grant permissions to the PwReports.exe file, which is the executable for
the Argus Insight application.

In addition, you need to create a domain user who will have access to the web servers
and all network services that will be configured in Argus Insight. The instructions in
this document use an example user, named safety_user. You need to substitute
safety_user with the name of the domain user that you create.

Note: You need to complete the instructions in this section for each
web server and report server in your installation.

To configure the permissions for the Argus Insight application:
1. Go to the web server or the report server.

2. Click Start and select Control Panel.

3. Double-click Administrative Tools.

4. Double-click Component Services.
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Navigate to Console Root, Component Services, Computers, My Computer, and
select DCOM Config.
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6. Right-click PwReports (that is, Argus Insight application) and select Properties
from the menu.

7. Click the Security tab.




8. Modify the Launch and Activation Permissions as follows:
a. Select the Customize option.

b. Click Edit. The Launch and Activation Permission dialog box opens.
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c. Click Add to add the domain user who will have launch and activation
permissions.

d. Select the Allow check box for the Local Launch option and the Local
Activation option.

e. Select the Deny check box for the Remote Launch option and the Remote
Activation option.

f. Click OK.

g. Click Yes in response to the message about Deny permissions.

Windows Security B

¥ou are setting a deny permissions entry, Deny entries kake

! . precedence over allow entries, This means that if a user is a
member of bwo groups, one that is allowed a permission and
another that is denied the same permission, the user is denied
that permission,
Do wou wank to continue?




9. Modify the Access Permissions as follows:
a. Select the Customize option.

b. Click Edit. The Access Permission dialog box opens.
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Click Add to add the domain user who will have access permissions.
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Select the Allow check box for the Local Access option.
e. Select the Deny check box for the Remote Access option.
f. Click OK.

g. Click Yes in response to the message about Deny permissions.




10. Modify the Configuration Permissions as follows:

a. Select the Customize option.

b. Click Edit. The Change Configuration Permission dialog box opens.
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c. Click Add to add the domain user who will have configuration permissions.

d. Select the Allow check box for the Full Control option and the Read option.

e. Click OK.

11. Click OK to save your changes and close the PwReports Properties dialog box.

2 Configuring Permissions in the Windows Registry

To configure permissions in the Windows system registry:

1. Open the Windows Registry Editor:
a. Click Start and select Run.
b. Enter regedit.
c. Click OK.

2. Navigate to the following folder:
HKEY_USERS\S-1-5-20




3. Right-click the S-1-5-20 folder and select Permissions. The Permissions for
S-1-5-20 dialog box opens.
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4. Click Add to add the domain user.
5. Select the Allow check box for the Full Control option.
6. Click OK.

3 Granting Permission to IS Metabase

To grant permission to IIS metabase:

1. Use the Run as administrator option to open and run Command Line.

E

]
?f Server Manager

Open file lacation

Note: Make sure you run the following command as administrator.

2. Grant the safety_user permission to access IIS metabase:

C: \WINDOWS\Microsoft .NET\Framework\v2.0.50727>aspnet_regiis.exe -ga
"safety_user"

C:sWindows“Microsoft .NET“Framework w2 B_58727>aspnet_regiis.exe —ga "safety_user
i

Btart granting safety_user access to the IIS metabase and other directories used
by ASP.HET.

Finished granting safety_user access to the II§ metabase and other directories u
sed by ASP.NET.

C:sWindows“Microsoft .NET“Framework w2 @_L8727>_




4 Configuring Folder Access to the Web User Account

This section, which describes how to configure folder access to the web user account,
includes the following topics:

= Section 4.1, "Configuring Anonymous Access"

= Section 4.2, "Configuring Virtual Directories"

The instructions in this section assume your installation has a domain server and all

servers are configured in that domain.

4.1 Configuring Ano

nymous Access

On every web server, configure Anonymous access as follows:

1. Navigate to Internet Information Services (IIS) Manager.
2. Double-click Authentication.
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3. Select Anonymous Authentication and click Edit. The Edit Anonymous

Authentication Credentials dialog box opens.
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4. Click Set to define the user credentials for the Safety domain user (safety_user).

5. Click OK to save your changes.

4.2 Configuring Virtual Directories

On every web server, you must configure the following virtual directories to connect
as the Safety domain user (safety_user):

= Cancel

= InsightNet

s PDFReports

= Scheduled Reports

To configure these virtual directories:

1. Select one of the virtual directories and click Basic Settings. The Edit Application
dialog box opens.
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Click Connect as. The Connect As dialog box opens.
Select the Specific user option and click Set. The Set Credentials dialog box opens.
Enter the user name and password for the Safety domain user (safety_user).

Click OK until you close all the open dialog boxes.
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Repeat the process for the other virtual directories.




5 Configuring Application Pools

You must configure the following application pools to run under the safety_user

identity:

= Argus Insight App Pool

= CancelQuery Pool

= InsightNet Pool

To configure these pools:

1. Select Application Pools to open the Application Pools page.

2. Select one of the application pools that you must configure.

3. Click Advanced Settings. The Advanced Settings dialog box opens.
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6. Select the Custom account option and click Set. The Set Credentials dialog box

opens.

7. Enter the user name and password for the Safety domain user (safety_user).

8. Click OK until you close all the open dialog boxes.

9. Repeat the process for the other application pools.




6 Configuring Permissions for Log/Application Files and Folders

You must assign the Safety domain user (safety_user) the proper read, modify, and
execute permissions for the following folders and files:

C:Windows\ ALini

C:Windows\ ArgusSecureKey.ini

C:\Temp

Insight_Installation_Directory\ ArgusInsight\Bin\Log
Insight_Installation_Directory\ ArgusInsight\Bin\Logs
Insight_Installation_Directory\ ArgusInsight\CacheTemp
Insight_Installation_Directory\ ArgusInsight\PDFReports
Insight_Installation_Directory\ ArgusInsight\Scheduled Reports
Insight_Installation_Directory\ ArgusInsight\Upload

To configure the permissions:

1.
2.

Navigate to the appropriate file or folder.

Open the Permissions dialog box.
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Select the Allow check box for the following permissions:
u MOdify
= Read & execute

s Read

Note: Do not provide Full control for any of these folders or files.

Click OK to save your changes.

Repeat the process for the other files and folders.
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7 Configuring HTTPS

To configure HTTPS:

1. Log in to the web server.

2. Start Internet Information Services (IIS) Manager.

3. Select the server node, select the Server Certificates icon in the IIS section, and
click Open Feature.

" Internet Information Services {I15) Manager [_ O]
65) [ej b SYMBOXDEVIOOZ » Jm < 1@~
File  Wiew Help
@ SYMBOXDEVI002 Home
d.' H | |&, K Open Feature
5 Start Page —
- : Y- M [
45 syMBONDEVINE (SvECKDEVID | TP by: Area . g St
(5} Application Pools Compllation  Globalzation  Levels Settings Strings (= Jf = Restart
Bl (%] Sites _ B Start
& frgus Insight B 2 g 4 B stop
& Default Web Site — 182 i} =
Pages and Providers  Session State  SMTP E-mail Wiew Application Pools
Contrals View Sites
Hel
115 @ &
online Help
& ;\; ce1 \‘i
= o | L]
ASP Authentication Gl Compression  Default Directary
Document EBrowsing
&1 T & &
Error Pages Handler HTTP 154PT and CGI  1SAPI Filkers Logging
Mappings Respo. .. Restrictions |
n i S Y
= & 2 [ @y
MIME Types Madules Output Worker
Caching Processes _I
| | » | Features view (= Content View
Ready =W
4. Create or import your SSL certificate.
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5. Wait until the certificate is created.
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6. Navigate to Sites, select Argus Insight, and click Bindings.
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7. Click Add. The Add Site Binding dialog box opens.
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a. In the Type field, select https from the list.

b. In the Port field, enter the SSL port to bind.

c. Inthe SSL certificate field, select Argus Insight from the list.
d. Click OK to save your changes.

HTTPS is now enabled for Argus Insight.
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To ensure the SSL connection is required:
1. Navigate to Sites and select Argus Insight.
2. Select the SSL Settings icon in the IIS section.

™E Internet Information Services (II5) Manager H= &
@!_‘ [Q » SYMBOWDEVIODZ b Sites b Argus Insight b | = @ -

Fie  View Help

i |2 Argus Insight Home T—
- [ | # |8 0 g g Open Featurs
-85 Start Page =
1 - - Explore
595 SvMBOLDEVION? (svpoxpevg | SIOUE B Area o
i .;' Application Paols ﬁ: ;I Edit Permissions...
B8] Sttes ; Edit Site
=4 Argus Tnsight SMTP E-mail -
& Default tweb Site Lo
[=] Basic Settings...
s wiew Applications
8 [ég E \§| = Wiew Yirtual Dirsctories
= g Iﬂ = Manage Web Site 2/
asp Authentication cal Compression  Default Dirsctory 9 :
Document Browsing o Restart
_ s B Start
é;_q & % = B Sstop
ErrorPages  Handler HTTP ISAPIFiters  Logging  MIME Types Browse web ol
Mappings Respo... J—
Browss 084 (HHp)
é?ﬂ iw& Advanced Settings. ..
Modules Qutput 1 Configure
=i Limits. ..
Management '9 Help
[ online Help
4 | v| [ElFeatures view |1 - Content View
Ready T

3. Click Require SSL.
4. Click Apply.
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8 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.
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