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26 Installing and Configuring a Remote Manager


This chapter describes how to configure the remote manager in the following topics:

	
Overview of the Remote Manager Configuration


	
Configuring the Remote Manager


	
Stopping and Starting the Remote Manager


	
Troubleshooting Remote Manager






26.1 Overview of the Remote Manager Configuration

While performing provisioning or reconciliation actions, Oracle Identity Manager must communicate with the target to perform the business operations. To do so, Oracle Identity Manager uses the target APIs to directly communicate with the target during provisioning and reconciliation. However, Oracle Identity Manager cannot directly communicate with the target in some instances, such as:

	
The target is behind a firewall, and the target communication port is not exposed.


	
The target does not provide APIs that can be invoked over the network.


	
The target APIs cannot be invoked over a secure connection.




In these instances, instead of directly communicating with the target system, Oracle Identity Manager must use an Oracle Identity Manager component that acts like a proxy. This component is known as remote manager.

The remote manager is used for:

	
Invoking non-remotable target APIs through Oracle Identity Manager


	
Invoking target APIs that do not support SSL over secure channel







	
Note:

Oracle recommends migrating your connectors to the Identity Connector Framework (ICF). The Remote Manager feature will be deprecated in future releases. Therefore, upgrade your connectors provided by Oracle to the ICF equivalent. Otherwise, if you have developed custom connectors, then you can migrate them.












26.2 Configuring the Remote Manager

Remote manager configuration consists of the following steps:

	
Install the remote manager. See Oracle Fusion Middleware Installation Guide for Oracle Identity Management for information about installing the remote manager.


	
Establish trust relationship with remote manager and Oracle Identity Manager. See "Adding the Trust Relation" and "Configuring the Remote Manager by Using Your Own Certificate" for details.


	
Test the remote manager. See "Creating the Remote Manager Connection" for details.




This section contains the following topics:

	
Adding the Trust Relation


	
Configuring the Remote Manager by Using Your Own Certificate


	
Creating the Remote Manager Connection


	
Updating the xlconfig.xml File to Change the Port for Remote Manager






26.2.1 Adding the Trust Relation

The remote manager and Oracle Identity Manager communicate by using SSL. You must enable a trust relationship between Oracle Identity Manager and the remote manager.

Oracle Identity Manager must trust the remote manager certificate. To achieve this, you must import the remote manager certificate into the Oracle Identity Manager keystore and set it up as a trusted certificate.

If required, you can also enable client-side authentication in which the remote manager trusts the server certificate. For client-side authentication, import the certificate for Oracle Identity Manager into the remote manager keystore and set it up as a trusted certificate.

You might have to manually edit the configuration file (xlconfig.xml) associated with Oracle Identity Manager and the remote manager.

Perform the following steps to ensure that the trust relation between the application server and the remote manager is established through the certificate. The keytool utility is used to import/export the certificates.

	
Using a command prompt, navigate to the $XLREMOTE_HOME directory and use the keytool utility to list the certificate fingerprints.


	
Enter the following command:


$JAVA_HOME/jre/bin/keytool -list -keystore ./config/default-keystore.jks





	
Note:

The Oracle Identity Manager keystore is called default-keystore.jks. In Oracle Identity Manager, it is located in the $DOMAIN_HOME/config/fmwconfig/ directory.
For the remote manager, the keystore is located in the $XLREMOTE_HOME/config/ directory. The keystore name is default-keystore.jks.









On running the keytool command shown in this step, you will be prompted to enter the default password for the keystore. When you enter the keystore password, the entries in the keystore along with their certificate fingerprints (MD5 hashes) are displayed, as follows:


Enter the default password for xellerate keystore: KEYSTORE_PASSWORD
Your keystore contains 1 entry
xell, Jan 7, 2005, keyEntry,
Certificate fingerprint (MD5):
B0:F2:33:C8:69:E4:25:A3:CB:59:E8:51:27:EE:5C:52


The certificate fingerprint is marked in bold. This is used to uniquely identify the certificate in the keystore.


	
To establish a trust relationship between Oracle Identity Manager and the remote manager:

	
Copy the remote manager certificate to the server computer. Export the remote manager certificate from $XLREMOTE_HOME/remote_manager/config/default-keystore.jks, store in the rmcert.cer file, and copy it to the server computer.

To export the certificate by using the keytool utility, use the following command:


$JAVA_HOME\jre\bin\keytool -export -alias xeltrusted -keystore $XLREMOTE_HOME/remote_manager/config/default-keystore.jks -storepass KEYSTORE_PASSWORD


The output is:

Certificate stored in file <rmcer.cer>


	
Open a command prompt on the server computer.


	
To import the certificate by using the keytool utility, use the following command:


$JAVA_HOME\jre\bin\keytool -import -alias rm_trusted_cert -file RM_CERT_LOCATION\xlserver.cert -trustcacerts -keystore $DOMAIN_HOME\config\fmwconfig\default-keystore.jks -storepass KEYSTORE_PASSWORD


$JAVA_HOME is the location of the Java directory for the application server, the value of alias is the name for the certificate in the store, and RM_CERT_LOCATION is the location in which you copied the certificate.


	
Enter Y at the prompt to trust the certificate.


	
On to the remote manager computer, in a text editor, open the $XLREMOTE_HOME/xlremote/config/xlconfig.xml file.


	
Locate the <KeyManagerFactory> property. If you are using the IBM JRE, then set the value to IBMX509. For example:


<KeyManagerFactory>IBMX509</KeyManagerFactory>


For all other JREs, set the value to SUNX509. For example:


<KeyManagerFactory>SUNX509</KeyManagerFactory>


	
Save the file.




	
Note:

The server certificate in OIM_HOME is also named xlserver.cert. Ensure that you do not overwrite that certificate.








	
Restart Oracle Identity Manager.












26.2.2 Configuring the Remote Manager by Using Your Own Certificate

When the remote manager is installed, the installer generates a keypair and certificate with some default parameters, such as key password, certificate expiration time, and CN. However, you might need to change some of the parameters because of business security requirements. As a result, you need to generate and use a keypair and certificate, instead of the default certificates that are installed.

To configure the remote manager by using your own certificate on the remote manager server:




	
Note:

Perform the procedure given in this section only if you want to use your own certificate instead of the default Oracle Identity Manager certificates. Otherwise, skip this section.







	
Generate a new custom keystore and certificate. To do so, use the keytool utility, as shown in the following example:


keytool-genkeypair -keystore test.jks -alias rmcert -storepass welcome1 -keyalg DSA -keysize 1024 -dname "CN=TestUser, OU=fmw, O=Oracle, C=US" -keypass PASSWORD -validity 3650


Note the password that you use for the new keystore.


	
Copy the new keystore to the $XLREMOTE_HOME/config/ directory.


	
In a text editor, open the $REMOTE_MANAGER/config/xlconfig.xml file.


	
Locate the <RMSecurity> tag and change the value in the <Location> and <Password> tags as follows:

	
If you are using the IBM JRE, then change the values to:


<KeyStore>
<Location>new_keystore_name</Location>
<Password encrypted="false">new_keystore_pwd</Password>
<Type>JKS</Type>
<Provider>com.ibm.crypto.provider.IBMJCE</Provider>
</KeyStore>


	
For all other JREs, change the values to:


<KeyStore>
<Location>new_keystore_name</Location>
<Password encrypted="false">new_keystore_pwd</Password>
<Type>JKS</Type>
<Provider>sun.security.provider.Sun</Provider>
</KeyStore>





	
Restart the remote manager server, and reopen the xlconfig.xml file to ensure that the password for the new keystore is encrypted.




To configure the remote manager by using your own certificate on Oracle Identity Manager:

	
Export the certificate from the newly created keystore on the remote manager computer, as shown in the following example:


keytool-export -keystore test.jks -storepass welcome1 -alias rmcert -file test.cer


	
Copy the new certificate file to the $DOMAIN_HOME/config/fmwconfig/ directory.


	
Import certificate into default-keystore.jks, as shown in the following example:


keytool-import -keystore test.jks -storepass welcome1 -alias test_alias -file test.cer -trustcacerts


	
Check if the connection between remote manager and Oracle Identity Manager is established, as described in "Creating the Remote Manager Connection".









26.2.3 Creating the Remote Manager Connection

To create a Remote Manager connection:

	
Login to Oracle Identity System Administration as the System Administrator.


	
Under Configuration, click IT Resource.


	
Under Resource Management, click Create IT Resource.


	
Enter IT Resource Name and IT Resource Type as Remote Manager. Click Continue.


	
Enter the service name as RManager. This is the remote manager service name used during the Remote Manager installation.


	
Enter the URL in the format rmi://REMOTE_MANAGER_HOST:PORT, for example, rmi://rmhost.mycompany.com:1234.


	
Continue with the wizard with default values, and click Finish.









26.2.4 Updating the xlconfig.xml File to Change the Port for Remote Manager

Changing the port for the remote manager is not required at the time of configuring the remote manager. This is required if you need to change ports while using the product.

To update the xlconfig.xml file and start the remote manager on a new port as opposed to what was set during installation:

	
In a text editor, open the $XLREMOTE_HOME/xlremote/config/xlconfig.xml file.


	
Edit the following tags and change the port number:

	
ListenPort under RMSecurity for remote manager SSL Listen port


	
RMIRegistryPort under RMSecurity for RMI Registry





	
Restart the remote manager. See "Stopping and Starting the Remote Manager" for details.











26.3 Stopping and Starting the Remote Manager

To stop remote manager, navigate to the console from which the remote manager was started, and press CTRL+C. The remote manager is a command-line application, which will stop on this signal.

To start the remote manager, run the following script:

For UNIX:

$XLREMOTE_HOME/xlremote/remotemanager.sh

For Microsoft Windows:

$XLREMOTE_HOME\xlremote\remotemanager.bat






26.4 Troubleshooting Remote Manager

Table 26-1 lists the troubleshooting steps that you can perform if you encounter problems with the remote manager:


Table 26-1 Troubleshooting Remote Manager

	Problem	Solution
	
You encounter certificate trust issues.

	
Ensure that the remote manager certificate is trusted on the Oracle Identity Manager side.


	
	
Ensure that the remote manager certificate has not expired.


	
	
Ensure that the remote manager port is correctly configured on the Oracle Identity Manager host. In other words, ensure that the port configured on the Oracle Identity Manager host must be the same port in the remote manager configuration.


	
	
Ensure that the remote manager configuration, such as keystore location, alias, password, and key password, in the xlconfig.xml file and Oracle Identity Manager host configuration in the oim-config.xml file are correct.


	
	
Ensure that the correct server certificate is trusted on the remote manager if client-auth is set.


	
After ensuring all the conditions to resolve certificate trust issues, failure occurs while communicating between the remote manager and Oracle Identity Manager.

	
Restart Oracle Identity Manager and remote manager by passing the following flag:


-Djavax.net.debug={all|ssl}


This flag, when turned on stores all the information related to the SSL/TLS handshake in the logs. Here, all turns on all debugging, and ssl turns on SSL debugging.

Note: Use this flag only for debugging purpose. When turned on, it dumps a huge amount of information in the logs.


	
The remote manager connection fails.

	
Ensure that there is no firewall between Oracle Identity Manager and remote manager that is blocking tcp traffic on the specific port. To do this, telnet from the Oracle Identity Manager host to the remote manager host on the remote manager port.


	
Provisioning through the remote manager fails.

	
Ensure that the adapter JAR files (which are usually located in the $OIM_HOME/JavaTasks/ directory or in the database) are copied on the remote manager host in the JavaTasks/ directory.


	
	
Ensure that the remote manager-based adapters have a Remote Task to invoke target APIs, as opposed to regular adapters, which can just use Java Task to do the same.


	
	
Ensure that the remote manager-based connectors:

- Define a remote manager IT resource.

- Set the remote manager IT resource on the remote manager field on the regular IT resource, which contains the connectivity information of the target













Part XI



Appendixes

This part contains the following appendixes:

	
Appendix A, "Default User Accounts"


	
Appendix B, "Configuring SSO Providers for Oracle Identity Manager"


	
Appendix C, "Localizing Challenge Questions and Responses"


	
Appendix D, "XSD for Registering XML Schema"


	
Appendix E, "Using Database Roles/Grants for Oracle Identity Manager Database"


	
Appendix F, "Enabling Transparent Data Encryption"


	
Appendix G, "Determining the Server Version"


	
Appendix H, "Integrating with Access Management"







24 Setting the Language for Users


In Oracle Identity Manager 11g Release 2 (11.1.2.2.0), the language preference of the user for the UI is not set according to the locale specified by the user in the Preferences section of the Self Service. However, this locale preference is used to determine the language of notification messages.

The logic to determine the UI locale gives precedence to other ways a locale can be specified, such as through Fusion Apps or Oracle Access Manager (OAM) login page, before using the browser locale.

The oracle.fusion.appsMode system property is used internally and is automatically set when the environment is with fusion Apps. Based on this property's value, the appropriate attribute within a cookie called ORA_FUSION_PREFS (set and used internally), is used to determine the locale.

To determine the UI locale for a user, the following logic is used internally:

	
Check if the oracle.fusion.appsMode system property is available.


	
If the oracle.fusion.appsMode system property is not available or the value is set to false, then preferredLanguage attribute is checked. The value of this attribute is the UI locale for the user. The preferredLanguage attribute is checked inside the ORA_FUSION_PREFS cookie.


	
If the oracle.fusion.appsMode system property is available and the value is set to true, then the locale attribute is checked inside the ORA_FUSION_PREFS cookie. The value of this attribute is the UI locale for the user.




	
Note:

The ORA_FUSION_PREFS cookie is internal to Oracle Identity Manager.








	
If the ORA_FUSION_PREFS cookie is not present, then check the browser language setting. The UI locale for the user is same as the browser language setting.




	
Note:

If none of the above can provide a locale value, then check the server setting.















19 Using Reporting Features


This chapter includes the following sections:

	
Reporting Features


	
Starting Oracle Identity Manager Reports


	
Running Oracle Identity Manager Reports


	
Supported Output Formats


	
Reports for Oracle Identity Manager


	
Exception Reports


	
Creating Reports Using Third-Party Software


	
Required Scheduled Tasks for BI Publisher Reports







	
Note:

	
Oracle Identity Manager Reports enables you to use Oracle BI Publisher as the reporting solution for Oracle Identity and Access Management products.


	
To use reports on Oracle Identity Manager 11g Release 2 (11.1.2.2.0), you must install Oracle BI Publisher 11g (11.1.1.7.1). To install Oracle BI Publisher 11g (11.1.1.7.1), first install Oracle BI Publisher 11g (11.1.1.7.0), and then apply the patch for Oracle BI Publisher 11g (11.1.1.7.1) by using OPATCH. The patch number for Oracle BI Publisher 11g (11.1.1.7.1) is 16556157, which can be downloaded at the following URL:

https://support.oracle.com

You can download Oracle BI Publisher 11g (11.1.1.7.0) by navigating to the following URL:

http://www.oracle.com/technetwork/middleware/bi-enterprise-edition/downloads/bi-downloads-1923016.html

See Oracle Fusion Middleware Installation Guide for Oracle Business Intelligence for information about installing BI Publisher 11g (11.1.1.7.0).


	
Oracle Identity Manager Reports are classified based on the functional areas. For instance, Access Policy Reports, Attestation, Request and Approval Reports, Password Policy Reports and so on. It is no longer named Operational and Historical.


	
Oracle Identity Manager Reports provides a restricted-use license for Oracle BI Publisher and easy-to-use reporting packages for multiple Oracle Identity Management products.


	
For large-scale deployments, especially those taking advantage of the extensive auditing capabilities of Oracle Identity Manager, it is highly recommended that you deploy a dedicated enterprise-class reporting solution. A solution based on tools such as Oracle Business Intelligence Enterprise Edition can provide the flexibility, automation, and performance required for a large-scale organizations.














19.1 Reporting Features

The following are Oracle Identity Manager reporting features:

	
Select and view reports from a predefined list in the BI Publisher.


	
Filter report information.


	
View reports on-screen in the desired format.


	
Provide interactive reports.









19.2 Starting Oracle Identity Manager Reports

Start BI Publisher server explicitly as managed server from the Oracle WebLogic Server Administrative Console.

To start BI Publisher:

	
Login to the WebLogic Administrative Console.


	
Under the Domain Structure, expand Environment.


	
Click Servers to display the Summary of Servers table.


	
Click Control. Select the BI Publisher server, for example bi_server1, and then click Start.









19.3 Running Oracle Identity Manager Reports

To run a report:




	
Note:

BI Publisher cannot be accessed through Oracle Identity Manager UI. You must open BI publisher explicitly to access the Oracle Identity Manager 11g reports.







	
Start Oracle Identity Manager Reports. See Section 19.2, "Starting Oracle Identity Manager Reports" for more information.


	
Expand Shared Folders.


	
Expand Oracle Identity Manager Reports to display the reports classified according to their functional areas.


	
To view a report:

	
In the left menu, select the report functional area, for example, Access Policy Reports.


	
On the right side page, under the desired report, for example Access Policy Details, click Open.




The Report Input Parameters page is displayed. This page displays the input parameters that must be provided to run a report. The report input parameters act as a filter criterion.

In some cases, at least one or more parameter fields are required fields. Some reports do not require any input parameter. If this is not the case, then you must populate at least one of the fields to run a report.




	
Note:

If you leave the input parameter field blank, and then click Apply, then all the information associated with the report is displayed.








	
Enter the information required to identify what information the report contains.


	
Click Apply to run the report.

The report is displayed.









19.4 Supported Output Formats

BI Publisher supports multiple report output formats. All reports are generated in a native XML format which can be transformed into different other output formats. The following formats are supported:

	
HTML


	
PDF


	
RTF


	
MHTML









19.5 Reports for Oracle Identity Manager

All the reports containing Date type input parameters must to provide the date range in the Date Input Parameters before running the report. Otherwise, the report will not display any data.

Oracle Identity Manager Reports are now classified based on the functional areas. For instance, Access Policy Reports, Attestation, Request and Approval Reports, Password Policy Reports, and so on. It is no longer named Operational and Historical.

Oracle Identity Manager Reports are classified into the following categories based on their functional areas:

	
Access Policy Reports


	
Attestation, Request, and Approval Reports


	
Role and Organization Reports


	
Password Reports


	
Resource and Entitlement Reports


	
User Reports


	
Certification Reports


	
Exception Reports


	
Best Practices for Running Oracle Identity Manager Reports






19.5.1 Access Policy Reports

Oracle Identity Manager BI Publisher Reports provides the following access policy reports for Oracle Identity Manager:

	
Access Policy Details


	
Access Policy List by Role






19.5.1.1 Access Policy Details

It provides administrators or auditors the ability to view a current snapshot of all the policies defined in Oracle Identity Manager system, along with key information about each policy, and the number of instances in which each policy has been activated.

Input Parameters

The following table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Access Policy Name	Name of the Access Policy






Fields

The following table lists the fields of the report:


	Report Field	Description
	Description	Description of the policy
	Approval Required	Approval required for the policy
	Creation Date	Date when the policy is created
	Retrofit Access Policy	Retrofit of the access policy
	Created By	Name of the person who created the policy
	Priority	Priority of the policy






Columns

The following table lists the columns of the report:


	Report Column	Description
	Resource Name	Name of the resource










19.5.1.2 Access Policy List by Role

It lists all policies defined in Oracle Identity Manager system by role. This report can be used for operational and compliance purposes.

Input Parameters

The following table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Role Name	Name of the role






Fields

The following table lists the fields of the report:


	Report Field	Description
	Description	Description of the policy
	Approval Required	Approval required for the policy
	Creation Date	Date when the policy is created
	Retrofit Access Policy	Retrofit of the access policy
	Created By	Name of the person who created the policy
	Priority	Priority of the policy






Columns

The following table lists the columns of the report:


	Report Column	Description
	Role Name	Name of the role












19.5.2 Attestation, Request, and Approval Reports

Oracle Identity Manager BI Publisher Reports provides the following attestation, request, and approval reports for Oracle Identity Manager:

	
Approval Activity


	
Attestation Process List


	
Attestation Request Details


	
Attestation Requests by Process


	
Attestation Requests by Reviewer


	
Request Details


	
Request Summary


	
Task Assignment History







	
Note:

The Attestation feature has been deprecated. It can be used only if you have upgraded Oracle Identity Manager from Release 9.1.x or 11g Release 1.









19.5.2.1 Approval Activity

This report provides the administrators the ability to view the approval activity including requests that are approved, rejected, or pending.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Approver's First Name	First name of the approver
	Approver's Last Name	Last name of the approver
	Approver's User ID	User ID of the approver
	Organization	Name of the organization






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	Approver's First Name	First name of the approver
	Approver's Last Name	Last name of the approver
	Approver's User ID	User ID of the approver
	Organization	Organization of the approver
	Approval Accepted	Count of the accepted approval
	Approval Rejected	Count of the rejected approval
	Approvals Pending	Count of the pending approval
	Approval Requests Total	Total number of approval requests










19.5.2.2 Attestation Process List

This report displays details of all the attestation process. The security model is implemented in this report.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Attestation Process Name	Name of the attestation process
	Attestation Process Owner	Owner of the attestation process






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	Attestation Process Name	Name of the attestation process
	Owner User ID	ID of the owner of attestation process
	Date of Current Request	Data on which the request was made
	Date of Last Completion	Data on which the request was completed
	Certified	Attestation process certified
	Rejected	Attestation process rejected
	Declined	Attestation process declined
	Delegated	Attestation process delegated
	Total	Sum of certified, rejected, and declined










19.5.2.3 Attestation Request Details

It lists details of selected Oracle Identity Manager attestation requests.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Attestation Process Name	Name of the attestation process
	Attestation Request ID	ID of the attestation process
	Request Initiation Date Range From	Start date of the attestation request
	Request Initiation Date Range To	End date of the attestation request






Fields

The following table lists the fields of the report:


	Report Field	Description
	Attestation Process Name	Name of the attestation process
	Attestation Request ID	ID of the attestation request
	Request Initiation Date	Date on which the request is initiated
	Completion	Date on which the request is completed
	Certified	Attestation process certified
	Rejected	Attestation process rejected
	Delegated	Attestation process delegated
	No Action	Number of attestation processes on which no action is taken






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user who initiated the attestation request
	Last Name	Last name of the user who initiated the attestation request
	User ID	ID of the user who initiated the attestation request
	Resource	Name of the resource
	Descriptive Data	Date on which the request is completed
	Reviewer's First Name	First name of the reviewer
	Reviewer's Last Name	Last name of the reviewer
	Reviewer's User ID	ID of the reviewer
	Action	Action taken by the reviewer










19.5.2.4 Attestation Requests by Process

This report displays details of all the attestation process and the request for each process, where the logged in user is a member of the administrator or the owner role of the attestation process.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Attestation Process Name	Name of the attestation process
	Attestation Process Owner	Owner of the attestation process






Fields

The following table lists the fields of the report:


	Report Field	Description
	Attestation Owner	Name of the attestation process owner
	Total Number of Requests	Total number of requests
	Last Completion Date	Date by which attestation should be completed
	Current Request Initiation Date	Date on which attestation is initiated






Columns

The following table lists the columns of the report:


	Report Column	Description
	Request ID	ID of the attestation request
	Initiation Date	Date on which attestation is initiated
	Completion Date	Date by which attestation should be completed
	Certified	Attestation process certified
	Rejected	Attestation process rejected
	Declined	Attestation process declined
	Delegated	Attestation process delegated
	Total Attested	Sum of certified records, rejected records and declined records










19.5.2.5 Attestation Requests by Reviewer

It displays list of attestation requests by reviewer. The report includes the number of requests associated with each reviewer and information about each request. In addition, it displays the time at which the request is created and completed.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Reviewer First Name	First name of the reviewer
	Reviewer Last Name	Last name of the reviewer
	Reviewer User ID	User ID of the reviewer






Fields

The following table lists the fields of the report:


	Report Field	Description
	Reviewer 's First Name	First name of the reviewer
	Reviewer 's Last Name	Last name of the reviewer
	Reviewer 's User ID	User ID of the reviewer
	Total Number of Requests	Count of requests to review






Columns

The following table lists the columns of the report:


	Report Column	Description
	Request ID	ID of the attestation request
	Process Name	Name of the process
	Initiation Date	Date on which attestation is initiated
	Completion Date	Date by which attestation should be completed
	Certified	Attestation process certified
	Rejected	Attestation process rejected
	Declined	Attestation process declined
	Delegated	Attestation process delegated
	Total Attested	Count of requests to attest










19.5.2.6 Request Details

This report provides administrators the ability to view the details (requestor, current approver and so on) of all requests with the input current status. Additionally, this report displays the details of all users (user name, organization, manager details, user status and so on) that will be provisioned as a result of the request approval. This helps administrators in planning and prioritizing operational activities so that they may expedite the closure of pending requests.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Requestor User First Name	First name of the requestor
	Requestor User Last Name	Last name of the requestor
	Request User ID	ID of the requestor
	Request ID	Request ID
	Request Parent ID	Parent ID of the request
	Request Status	Status of the request
	Request Type	Type of the request
	Request Date From	Start date of the request
	Request Date To	End date of the request
	Beneficiary User First Name	First name of the beneficiary
	Beneficiary User Last Name	Last name of the beneficiary
	Beneficiary User ID	ID of the beneficiary






Fields

The following table lists the fields of the report:


	Report Field	Description
	Request ID	Request ID
	Request Type	Type of the request
	Requester User ID	ID of the requester
	Request Date	Date on which request is initiated
	Approver User ID	ID of the approver
	Current Status	Status of the request
	Parent Request ID	ID of the parent Requester






Columns

The following table lists the columns of the report, if a beneficiary is present:


	Report Column	Description
	First Name	First name of the beneficiary
	Last Name	Last name of the beneficiary
	User ID	ID of the beneficiary
	User Type	Type of user
	User Status	Status of the beneficiary
	Organization	Organization of the beneficiary
	Request Value	Request value of the resource






The following table lists the columns of the report, if a beneficiary is not present:


	Report Column	Description
	Request Name	Name of the request
	Request Value	Value of the request






The following table provides the approver details:


	Report Column	Description
	Approver User ID	User ID of the approver of the request
	Approver User Name	User name of the approver of the request










19.5.2.7 Request Summary

This report provides administrators the ability to view the current status of all requests raised in the specified time interval. This helps administrators in planning and prioritizing operational activities so that they may expedite the closure of pending requests.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Request Type	Type of request
	Request Date From	Start date of the request
	Request Date To	End date of the request
	Organization	Details of the organization






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	Request ID	Request ID
	Parent Request ID	ID of the parent Requester
	Request Type	Type of request
	Request Status	Status of request
	Requester User ID	ID of the requester
	Requester User Name	Name of the requester of the request
	Beneficiary User ID	ID of the beneficiary
	Request Details	Details of the request
	Approver User ID	ID of the approver
	Approver User Name	Name of the approver of the request
	Request Date	Date of request










19.5.2.8 Task Assignment History

It lists the history of all task assignments.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Assignee User ID	ID of the assignee user
	Assignee First Name	First name of the assignee user
	Assignee Last Name	Last name of the assignee user






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	User ID	ID of the beneficiary
	Assignee First Name	First name of the assignee
	Assignee Last Name	Last name of the assignee
	Assignee User ID	ID of the assignee
	Assignee Role Name	Role name of the assignee
	Assignee User Name	User name of the assignee
	Employee Type	Type of employee












19.5.3 Role and Organization Reports

Oracle Identity Manager BI Publisher Reports provides the following role and organization reports for Oracle Identity Manager:

	
Role Membership History


	
Role Membership Profile


	
Role Membership


	
Organization Details


	
User Membership History






19.5.3.1 Role Membership History

This report displays membership history of all the roles. The report will not show indirect memberships.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Role Name	Name of the role
	Role Category	Category of the role
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor
	Employee Status	Status of the employee: Active, Disabled, Deleted, Disabled Until Start Date
	Membership Status	Status of membership: Revoked, Active
	Effective From	Role membership effective from date
	Effective To	Role membership effective to date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Created By	Name of the person who created the role
	Creation Date	Date on which the role was created






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Type	Type of employee
	Employee Status	Status of the employee
	Membership Status	Membership date of the user
	Effective From	Membership start date of the user
	Effective To	Membership end date of the user
	Manager's First Name	First name of the manager
	Manager's Last Name	Last name of the manager
	Manager's User ID	ID of the manager
	Updated By	Name of the user who updated the record










19.5.3.2 Role Membership Profile

This report shows number of users present for number of roles and the details of users belonging to count number of roles.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Organization	Organization of the user






Fields

The following table lists the fields of the report:


	Report Field	Description
	Membership in Number of Roles	Number of members in number of roles
	Number of Users	Number of users in the role






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor










19.5.3.3 Role Membership

This report displays membership details of all roles.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Role Name	Name of the role
	Role Category	Category of the role
	Organization	Name of the organization
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor
	Employee Status	Status of the employee: Active, Disabled, Deleted, Disabled Until Start Date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Created By	Name of the person who created the user
	Creation Date	Date on which the user is created






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of user
	Employee Status	Status of the user
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor
	Member Since	Joining date of the user
	Manager's First Name	First name of the manager
	Manager's Last Name	Last name of the manager
	Manager's User ID	ID of the manager










19.5.3.4 Organization Details

It lists the hierarchical organization structure and details about users in the organization.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Organization Name	Name of the organization






Fields

The following table lists the fields of the report:


	Report Field	Description
	Parent Organization Name	Name of the parent organization






Columns

The following table lists the columns of the report:


	Report Column	Description
	Role	Name of Administrator User roles
	First Name	First name of the user in the organization
	Last Name	Last name of the user in the organization
	User ID	ID of the user
	User Status	Status of the user
	User Type	Type of user
	Start Date	Joining date of the user
	End Date	Leaving date of the user










19.5.3.5 User Membership History

This report lists the logged in users with their membership history.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Last Name	First name of the user
	First Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Status	Status of the employee: Active, Disabled, Deleted, Disabled Until Start Date
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	User First Name	First name of the user
	User Last Name	Last name of the user
	Organization	Organization of the user
	Employee Status	Status of the employee: Active, Disabled, Deleted, Disabled Until Start Date
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor






Columns

The following table lists the columns of the report:


	Report Column	Description
	User Role	Name of the user role
	Membership Status	Status of membership
	Effective From	Date from which the membership is effective
	Updated By	User who updated the record












19.5.4 Password Reports

Oracle Identity Manager BI Publisher Reports provides the following password reports for Oracle Identity Manager:

	
Password Expiration Summary


	
Password Reset Summary


	
Resource Password Expiration






19.5.4.1 Password Expiration Summary

This report shows the list of all active users whose Oracle Identity Manager passwords are about to expire within a specified period.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Last Name	Last name of the user
	First Name	First name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Expiration Date Range From	Start date of the expiration date
	Expiration Date Range To	End date of the expiration date






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Field	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Type	Type of the employee: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor
	Employee Status	Status of the employee: Active, Disabled, Deleted, Disabled Until Start Date
	Organization	Organization of the user
	Password Expiration Date	Date on which the password expires










19.5.4.2 Password Reset Summary

This report provides the ability to view the aggregated metrics around password change attempts done by users themselves or on behalf of them. The metrics include all password change attempts, successful or failure outcome of password change attempt, users locked due to multiple concurrent unsuccessful password change attempts.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Aggregation Frequency	The frequency of the report generated
	Date Range From	Start date of the report generated
	Date Range To	End date of the report generated
	Organization	Name of the organization






Fields

The following table lists the fields of the report:


	Report Field	Description
	Aggregation Frequency	The frequency of the report generated






Columns

The following table lists the columns of the report:


	Report Column	Description
	Time Period	Date and time of reset attempts performed
	Reset Attempts	Number of reset attempts
	Failed Reset Attempts	Number of failed reset attempts
	Locked Users due to Failed Reset Attempts	Number of users locked due to a failed reset attempt
	Resets by non-beneficiary	Number of resets by non-beneficiary










19.5.4.3 Resource Password Expiration

It lists users whose resource passwords will expire in a specified time period.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	User Status	Status of the user
	Password Expiration Date From	The password expiry starting date
	Password Expiration Date To	The password expiry ending date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Field	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	User Status	Status of the user: Active, Disabled, Deleted, Disabled Until Start Date
	User Type	Type of the user: Full-Time, Part-Time, Temp, Intern, Consultant, Contractor
	Password Expiration Date	Date on which the password expires












19.5.5 Resource and Entitlement Reports

Oracle Identity Manager BI Publisher Reports provides the following resource and entitlement reports for Oracle Identity Manager:

	
Account Activity In Resource


	
Delegated Admins and Permissions by Resource


	
Delegated Admins by Resource


	
Entitlement Access List


	
Entitlement Access List History


	
Financially Significant Resource Details


	
Resource Access List History


	
Resource Access List


	
Resource Account Summary


	
Resource Activity Summary


	
User Resource Access History


	
User Resource Access


	
User Resource Entitlement


	
User Resource Entitlement History






19.5.5.1 Account Activity In Resource

It lists all account activities in each resource. It also provides information on how each user is associated with a specific activity of that resource.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Date Range From	Date from which reports are displayed
	Date Range To	Date to which reports are displayed






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Name	Name of the resource
	Activity Type	The type of activity
	Resource Authorizer User Role(s)	Name of the role which authorize the role
	Resource Administrator User Role(s)	Name of the role which authorize the resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	User Status	Status of the user: Active, Disabled, Deleted, Disabled Until Start Date
	Organization	Organization of the user
	Manager's User ID	ID of the manager
	Timestamp	Date when the report is created










19.5.5.2 Delegated Admins and Permissions by Resource

This report displays the list of user roles with write and delete access that are administrators of the resource.

Input Parameters

The table lists the report parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	Administrator Role Name	Name of the Administrator role
	Administrator Role Information	Information about the Administrator role
	Read Access	Indicates whether the resource has read access
	Write Access	Indicates whether the resource has write access
	Delete Access	Indicates whether the resource has delete access
	Authorizer Role	Authorizer role name
	Name Priority	Priority of the resource
	Created By	Name of the person who created the resource
	Creation Date	Resource creation date










19.5.5.3 Delegated Admins by Resource

The report displays the list of user roles that are the administrators or authorizers of the resource and members of those roles.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Resource Type	Type of resource
	Resource Audit Objective	Objective to carry out the audit for the resource






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource
	Target	Indicates whether the resource is a target for organization or user
	Write Access	Indicates whether the resource has write access
	Delete Access	Indicates whether the resource has delete access
	Creation By	Resource creation source
	Creation Date	Date on which resource is created






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	User Status	Status of the user
	Member Since	Joining date of the user
	Manager's First Name	First name of the manager
	Manager's Last Name	Last name of the manager
	Manager's User ID	ID of the manager










19.5.5.4 Entitlement Access List

This report provides administrators or auditors the ability to query all existing users, who have a specified entitlement. This report can be used for operational and compliance purposes.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Entitlement Code	Code of the entitlement
	Resource Name	Name of the resource
	Organization	Organization of the user
	Role Name	Name of the role
	User Status	Status of the user: Active, Disabled, Deleted, Disabled Until Start Date
	User Type	Type of user
	Provisioning Date From	Date from which the resource is provisioned to the user
	Provisioning Date To	Date to which the resource is provisioned to the user






Fields

The following table lists the fields of the report:


	Report Field	Description
	Entitlement Code	Code of the entitlement
	Entitlement Name	Name of the entitlement
	Entitlement status	Status of the entitlement.
	Resource Name	Name of the resource
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	User Id	ID of the user
	First Name	First name of the user
	Last Name	Last name of the user
	User Status	User Status
	User Type	Type of the user
	Organization	Organization of the user
	Valid To Date	Entitlement valid from date
	Valid From Date	Entitlement valid to date










19.5.5.5 Entitlement Access List History

This report provides administrators or auditors the ability to query all existing users provisioned to a entitlement over its lifecycle. This is a lifetime report showing entire history of resource's access list or entitlements.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Entitlement Code	Code of the entitlement
	Resource Name	Name of the resource
	Organization	Organization of the user
	Role Name	Name of the role
	User Status	Status of the user: Active, Disabled, Deleted, Disabled Until Start Date
	User Type	Type of user
	Effective From Date	Entitlement effective from date
	Effective To Date	Entitlement effective to date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Entitlement Code	Code of the entitlement
	Entitlement Name	Name of the entitlement
	Resource Name	Name of the resource
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	User Id	ID of the user
	First Name	First name of the user
	Last Name	Last name of the user
	User Status	Status of the user
	User Type	Type of user
	Effective From	Entitlement effective from date
	Effective To	Entitlement effective to date










19.5.5.6 Financially Significant Resource Details

This report provides Administrators to get a list of financially significant resources to prioritize various administrative and cleanup activities. It also helps Compliance or Privacy and Security officers assessing effectiveness of preventive and detective controls in financial significant resources and Auditors to understand the IT resources that host financial data.

Input Parameters

The table lists the report parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	User Roles	Lists the resource administrator user roles










19.5.5.7 Resource Access List History

This report provides administrators or auditors the ability to query all existing users provisioned to a resource over its lifecycle. This is a lifetime report showing entire history of resource's access list or entitlements.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	User Status	Status of the user
	User Type	Type of the user
	Snapshot Date From	Effective start date of resource access to the user
	Snapshot Date To	Effective end date of resource access to the user
	Changes Date From	Resource changed from date to user
	Changes Date To	Resource changed to date to user






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Resource Descriptive data	Descriptive data to identify the resource
	User Status	Status of the user
	Resource Status	Status of the resource
	Effective From	Effective start date
	Effective To	Effective end date










19.5.5.8 Resource Access List

This report provides administrators or auditors the ability to query all existing users provisioned to a specified resource. This report can be used for operational and compliance purposes.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	User Type	Type of the user
	Provisioning Date From	Resource provision start date
	Provisioning Date To	Resource provision end date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	User Type	Type of the user
	User Status	Status of the user
	Organization	Organization of the user
	Provisioning Date	Date on which the resource is provisioned










19.5.5.9 Resource Account Summary

This report lists the number of users for each status within each resource.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Resource Type	Type of resource
	Account Status	Status of the account






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource
	Total Number of Users	Total number of users associated with the account






Columns

The following table lists the columns of the report:


	Report Column	Description
	Account Status	Status of the account
	Number of Users	Number of users with that account status










19.5.5.10 Resource Activity Summary

It lists the history of all provisioning and approval activities for a resource.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Date Range From	Start date
	Date Range To	End date






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	Accounts Provisioned	Number of accounts provisioned
	Accounts De-Provisioned	Number of accounts de-provisioned
	Approval Requests	Number of approval requests
	Approval Accepted	Number of approved requests
	Approval Rejected	Number of rejected requests










19.5.5.11 User Resource Access History

This report provides administrators or auditors the ability to view user's resource access history over user's lifecycle. This report can be used for compliance and forensic auditing purposes. This is not a user access profile snapshot report. This is a lifetime report showing entire history of user's entitlements.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Status	Status of the user
	Employee Type	Type of employee






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	User First Name	First name of the user
	User Last Name	Last name of the user
	Manager User ID	ID of the reporting Manager
	Manager First Name	First name of the reporting Manager
	Manager Last Name	Last name of the reporting Manager
	Organization	Organization of the user
	Employee Status	Status of employee
	Employee Type	Type of employee
	Identity Creation Date	User creation date






Columns

The following table lists the columns of the report:


	Report Column	Description
	Resource Name	Name of the resource
	Resource Descriptive Data	Description of the resource
	Provisioned Date	Date on which the resource is provisioned
	Provisioned By	Name of the person who provisioned the resource
	Effective From	Effective start date of resource access to the user
	Effective To	Effective end date of resource access to the user










19.5.5.12 User Resource Access

This report provides administrators or auditors the ability to query all existing users provisioned to a specified resource. This report can be used for operational and compliance purposes.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Status	Status of employee
	Employee Type	Type of employee






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	User First Name	First name of the user
	User Last Name	Last name of the user
	Manager User ID	ID of the reporting Manager
	Manager First Name	First name of the reporting Manager
	Manager Last Name	Last name of the reporting Manager
	Organization	Organization of the user
	Employee Status	Status of employee
	Employee Type	Type of employee
	Identity Creation Date	User creation date






Columns

The following table lists the columns of the report:


	Report Column	Description
	Resource Name	Name of the resource
	Resource Descriptive Data	Description of the resource
	Resource Status	Status of the resource
	Provisioned Date	Date on which the resource is provisioned










19.5.5.13 User Resource Entitlement

This report provides administrators or auditors the ability to query all existing entitlements provisioned to specific users. This report can be used for operational and compliance purposes.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	User ID	ID of the user
	First Name	First name of the user
	Last Name	Last name of the user
	Email	Email of the user
	Resource Name	Name of the resource
	Organization	Organization of the user
	Role Name	Name of the role
	User Status	Status of the user
	User Type	Type of the user






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	First Name	First name of the user
	Middle Name	Middle name of the user
	Last Name	Last name of the user
	Email	Email of the user
	Organization	Organization of the user
	User Status	Status of the user
	User Type	Type of the user
	Manager First Name	First name of the manager
	Manager Last Name	Last name of the manager
	Start Date	Entitlement of resource start date
	End Date	Entitlement of resource end date






Columns

The following table lists the columns of the report:


	Report Column	Description
	Entitlement Code	Code of the entitlement
	Entitlement Name	Name of the entitlement
	Entitlement Status	Status of the entitlement
	Resource	Type of the resource
	Provisioning Start	Date from which the resource is provisioned to the user
	Valid From Date	Entitlement of resource valid start date










19.5.5.14 User Resource Entitlement History

This report provides administrators or auditors the ability to view user's resource entitlement history over user's lifecycle. This report can be used for compliance and forensic auditing purposes. This is not a user access profile snapshot report. This is a lifetime report showing entire history of user's entitlements.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	User ID	ID of the user
	First Name	First name of the user
	Last Name	Last name of the user
	Email	Email of the user
	Resource Name	Name of the resource
	Organization	Organization of the user
	Role Name	Name of the role
	User Status	Status of the user
	User Type	Type of the user
	Effective From Date	Resource entitlement effective start date
	Effective To Date	Resource entitlement effective end date






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	First Name	First name of the user
	Last Name	Last name of the user
	User Status	Status of the user
	User Type	Type of the user
	Organization	Organization of the user
	Email	Email of the user
	Start Date	Start date of resource entitlement
	End Date	End date of resource entitlement
	Identity Creation Date	Date of identity creation
	Manager First Name	First name of the manager
	Manager Last Name	Last name of the manager






Columns

The following table lists the columns of the report:


	Report Column	Description
	Entitlement Code	Code of the entitlement
	Entitlement Name	Name of the entitlement
	Resource	Type of the resource
	Effective From Date	Resource entitlement effective start date
	Effective To Date	Resource entitlement effective end date












19.5.6 User Reports

Oracle Identity Manager BI Publisher Reports provides the following user reports for Oracle Identity Manager:

	
User Creation


	
User Profile History


	
User Summary


	
Users Deleted


	
Users Disabled


	
Users Unlocked






19.5.6.1 User Creation

This report lists all Oracle Identity Manager users created between a specified date range. In addition, it provides the source of information on the users created.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Status	Status of the user
	Employee Type	Type of employee
	Creation Date From	Start date of user summary
	Creation Date To	End date of user summary
	Organization	Organization of the user






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Current Status	Status of the user
	Employee Type	Type of employee
	Manager ID	ID of the Manager to whom the user reports
	Source of Creation	User creation source
	Creation On	Date on which the user is created
	Created By	User who created the user










19.5.6.2 User Profile History

This report shows all the users and their details based on the input parameters.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Role Name	Role of the user
	Manager User ID	ID of the Manager to whom the user reports
	Employee Status	Status of the user
	Employee Type	Type of employee
	Changes Date Range From	Effective start date of the changes
	Changes Date Range To	Effective end date of the changes
	Snapshot Date Range From	Effective start date of resource access to the user
	Snapshot Date Range To	Effective end date of resource access to the user






Fields

The following table lists the fields of the report:


	Report Field	Description
	User ID	ID of the user
	User First Name	First name of the user
	User Last Name	Last name of the user
	Manager User ID	ID of the reporting Manager
	Manager First Name	First name of the reporting Manager
	Manager Last Name	Last name of the reporting Manager
	Organization	Organization of the user
	Employee Status	Status of employee
	Employee Type	Type of employee
	Identity Creation Date	User creation date






Columns

The following table lists the columns of the report:


	Report Column	Description
	Profile Parameter	Name of user profile
	Value	Value of user profile
	Date Effective From	Effective from date
	Time Effective From	Effective from time
	Updated By	User who updated the record










19.5.6.3 User Summary

It lists all Oracle Identity Manager User's summary in a specified time period. It includes user details along with source of creation, and who created it and when.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Status	Status of the user
	Employee Type	Type of employee
	Creation Date From	Start date of user summary
	Creation Date To	End date of user summary
	Organization	Organization of the user






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Status	Status of the user
	Employee Type	Type of employee
	Manager ID	ID of the Manager to whom the user reports
	Source	User creation source
	Creation Date	Date at which the user is created










19.5.6.4 Users Deleted

This report shows all the deleted users and their details based on input parameters.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Type	Type of employee
	Deletion Date From	Start date of summary of deleted users
	Deletion Date To	End date of summary of deleted users
	Organization	Organization of the user






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Type	Type of employee
	Manager ID	ID of the Manager to whom the user reports
	Source	User creation source
	Deletion Date	Date at which the user is deleted










19.5.6.5 Users Disabled

This report provides the ability to view the details of users whose accounts are disabled. The account may be disabled for various reasons. For example, rejection in attestation, unsuccessful login or password reset attempts failure and so on.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Type	Type of employee
	Disabled Date From	Start date of user disabled
	Disabled Date To	End date of user disabled
	Organization	Organization of the user






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Status	Current status of the employee
	Employee Type	Type of employee
	Manager ID	ID of the Manager to whom the user reports
	Source	User creation source
	Disabled Date	Date at which the user is disabled
	Updated By	Users who updated the record










19.5.6.6 Users Unlocked

This report provides the ability to view the details of users whose disabled accounts are unlocked by administrators. Delegated administrators of the organizations to whom the user belongs may enable the accounts.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Type	Type of employee
	Unlocked Date From	Start date of user unlocked
	Unlocked Date To	End date of user unlocked
	Organization	Organization of the user






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	Employee Status	Status of the user
	Employee Type	Type of employee
	Manager ID	ID of the Manager to whom the user reports
	Source	User creation source
	Unlocked Date	Date at which the user is unlocked
	Updated By	User who updated the record












19.5.7 Certification Reports

Certification reports select data from the certification tables of the Oracle Identity Manager database. There are a list of predefined or default certification reports in Oracle Identity Manager. Table 19-1 lists the default certification reports for each type of certification.


Table 19-1 Default Certification Reports

	Certification Type	Certification Report	Description
	
User certification

	
Complete Certification Report

	
Presents comprehensive data of a user certification. This report includes a list of all employees and their access.


	
	
Certified Access Report

	
Lists access marked as certified.


	
	
Revoked Access Report

	
Lists access marked as revoked.


	
	
Abstained Access Report

	
Lists certification items that the certifier declined to complete because the certifier is not responsible for verifying the user's assigned roles and entitlements.


	
	
Certified Conditionally Access Report

	
Lists access that the certifier approved temporarily, even though the access may not be appropriate or justified in the long term. Reviewers are required to enter an end date, which is included in this report. However, the access is not revoked and notices are not sent out about expired end dates.


	
	
Complete Certification Task Report

	
Presents user-certification data based on certification tasks. This is a subset of the Complete Certification Report.


	
Role certification

	
Complete Certification Report

	
Presents comprehensive data of a role certification.


	
	
Certified Access Report

	
Lists entitlements marked as certified.


	
	
Revoked Access Report

	
Lists entitlements as revoked.


	
	
Abstained Access Report

	
Lists certification items that the certifier declined to complete because the certifier is not responsible for verifying the role's assigned memberships.


	
	
Certified Conditionally Access Report

	
Lists access that the certifier approved temporarily, even though the access may not be appropriate or justified in the long term. Reviewers are required to enter an end date, which is included in this report. However, the access is not revoked and notices are not sent out about expired end dates.


	
	
Complete Certification Task Report

	
Presents role-certification data based on certification tasks. This is a subset of the Complete Certification Report.


	
Application instance certification

	
Complete Certification Report

	
Presents comprehensive data of an application instance certification.


	
	
Certified Access Report

	
Lists entitlements marked as certified.


	
	
Revoked Access Report

	
Lists entitlements marked as revoked.


	
	
Abstained Access Report

	
Lists certification items that the certifier declined to complete because the certifier is not responsible for verifying the application instances's assigned users and accounts.


	
	
Certified Conditionally Access Report

	
Lists access that the certifier approved temporarily, even though the access may not be appropriate or justified in the long term. Reviewers are required to enter an end date, which is included in this report. However, the access is not revoked and notices are not sent out about expired end dates.


	
	
Complete Certification Task Report

	
Presents certification data for application instances based on certification tasks. This is a subset of the Complete Certification Report.


	
Entitlement certification

	
Complete Certification Report

	
Presents comprehensive data of an entitlement certification.


	
	
Certified Access Report

	
Lists access marked as certified.


	
	
Revoked Access Report

	
Lists access marked as revoked.


	
	
Abstained Access Report

	
Lists certification items that the certifier declined to complete because the certifier is not responsible for verifying the entitlement's assigned accounts and attributes.


	
	
Certified Conditionally Access Report

	
Lists access that the certifier approved temporarily, even though the access may not be appropriate or justified in the long term. Reviewers are required to enter an end date, which is included in this report. However, the access is not revoked and notices are not sent out about expired end dates.


	
	
Complete Certification Task Report

	
Presents entitlement-certification data based on certification tasks. This is a subset of the Complete Certification Report.












19.5.8 Exception Reports

In Oracle Identity Manager, exception refers to the difference between accounts that a user is entitled to and the accounts that are actually assigned to a user. The user is assigned these accounts as a result of access policies, provisioning of resources, approval requests, and reconciliation events. Any difference of these accounts assigned to a user in the target system and the ones assigned to the user in Oracle Identity Manager comprises an exception. Exception reports are enabled by default.

Oracle Identity Manager provides the following exception reports:

	
Rogue Accounts By Resource

This report returns a list of all the rogue accounts existing in a resource. The following exceptions are reported:

	
Account exists in the target system, but has been deprovisioned for the corresponding user in Oracle Identity Manager


	
Account exists and is active in the target system, but account does not exist in Oracle Identity Manager (user exists)


	
Account exists and is active in the target system, but user does not exist in Oracle Identity Manager


	
Account exists and is active in the target system, but OIM user has been disabled


	
Account exists and is active in the system target, but OIM user has been deleted





	
Orphaned Account Summary Report: An account that exists in the target system, but the corresponding user to whom the account is provisioned has been deleted in Oracle Identity Manager. For the given input resource, it lists the rogue accounts that exist in the target system, but the corresponding users to whom the accounts are provisioned has never existed in Oracle Identity Manager.


	
Fine Grained Entitlement Exceptions By Resource

This report returns a list of all the accounts in a resource for which the process form data being reconciled is different from the expected values. It means that this report returns any account existing in the target system that is also provisioned to the corresponding user in Oracle Identity Manager, but for which the process data does not match.




	
Note:

	
After completion of initial target reconciliation, all account-related activities performed directly on a target resource are tracked as exception activity. Account-related activities include account creation, account modification, and entitlement assignment/revocation. The exception reports should be used only if the organization policies enforce that all account-related activities in target resources would always be initiated in Oracle Identity Manager. In addition, remember that exception detection and recording are an extension of account data reconciliation and, therefore, may result in a drop in performance during reconciliation.


	
All the exception reports depend on reconciliation data. Therefore, these reports will not display any data if the corresponding reconciliation events are archived.















This section describes the following exception reports:

	
Fine Grained Entitlement Exceptions By Resource


	
Orphaned Account Summary


	
Rogue Accounts By Resource






19.5.8.1 Fine Grained Entitlement Exceptions By Resource

This report enables administrators, signing officers, internal and external auditors to analyze discrepancies in various process forms and related child tables of various resources and mitigate material weaknesses in the resources through remediation activities.

Input Parameters

The table lists the report parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Employee Type	Type of the employee such as fulltime, part time
	Organization Name	Name of the organization
	Role Name	Name of the role






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Name	Name of the resource
	User ID	ID of the user
	First Name	First name of the user
	Last Name	Last name of the use
	Organization Name	Name of the organization
	Employee Status	Status of the user
	Employee Type	Type of the user
	Exception Approved in Attestation	Indicates whether the exception is approved or not
	Reviewer First Name	First name of the reviewer
	Reviewer Last Name	Last name of the reviewer
	Unique ID Attribute	Unique ID attribute in account profile
	Unique ID Value in Account Profile	Unique ID value in account profile






Columns

The following table lists the columns of the report:


	Report Column	Description
	Form Name	Name of the form
	Form Type	Type of the form
	Form Field Name	Field name of the form
	Expected Form Field Value	Old value of the field
	Actual Form Field Value	New value of the field









	
Note:

Before running this report, you must populate data for account audit and reconciliation exceptions.







To populate the data for account audit and reconciliation exceptions:

	
Provision an user to any target.


	
Modify any of the user's attribute in the target and reconcile the user.


	
Find data in UPA_UD_FORMFIELDS and UPA_UD_FORMS tables.


	
Go to Oracle Identity Manger server and run RefreshMaterializedViewScheduler Task.


	
Log in to BIP and view the report.









19.5.8.2 Orphaned Account Summary

It lists the rogue accounts for the input resource for which a user existed in the target system, but the associated user to whom the account is provisioned never existed in Oracle Identity Manager.

Input Parameters

The table lists the report parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	Reconciliation Date Range From	Start date of reconciliation
	Reconciliation Date Range To	End date of reconciliation






Fields

N/A

Columns

The following table lists the columns of the report:


	Report Column	Description
	Resource	Name of the resource
	Account Information	Information of the orphaned account
	Account Detail	Details of the account associated with this orphaned account
	Reconciliation Date	Date of reconciliation










19.5.8.3 Rogue Accounts By Resource

This report includes all rogue accounts for the input resource. This report also includes the corresponding attestation data to analyze if the rogue accounts represent outstanding or accepted exceptions in the system. This enables administrators, signing officers, internal and external auditors to identify material weaknesses in the resources and plan their mitigation through remediation activities.

Input Parameters

The table lists the report input parameters used to specify a criterion for subsetting data:


	Report Parameter	Description
	Resource Name	Name of the resource
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization Name	Organization of the user
	User Status	Status of the user
	User Type	Type of the user
	Exception Type	Type of exception






Fields

The following table lists the fields of the report:


	Report Field	Description
	Resource Type	Type of resource






Columns

The following table lists the columns of the report:


	Report Column	Description
	Exception Type	Type of exception
	First Name	First name of the user
	Last Name	Last name of the user
	User ID	ID of the user
	Organization	Organization of the user
	User Status	Status of the user
	User Type	Type of the user
	Account Details	Details of the rogue account
	Exception Approved in Attestation	Indicates whether the exception is approved or not
	Reviewer First Name	First name of the reviewer
	Reviewer Last Name	Last name of the reviewer
	Reviewer User ID	User ID of the reviewer












19.5.9 Best Practices for Running Oracle Identity Manager Reports

As a best practice, you must consider the following points before running Oracle Identity Manager BI publisher reports:

	
Do not run Oracle Identity Manager reports with null value in date range parameters. You must run Oracle Identity Manager reports always with date range values in data range parameters, otherwise report will not display anything.


	
Invoke the reports with the set of values as input parameters to provide the selectivity, thus improving the performance.


	
Create a valid OIM User in BIP domain, for example system administrator user, and use it to log in to BIP, and run Oracle Identity Manager reports. Most of the Oracle Identity Manager reports do not display any data on the report UI if the logged-in user is not a valid OIM User.











19.6 Creating Reports Using Third-Party Software

Oracle Identity Manager supports the creation of reports by using third-party tools such as Crystal Reports. You can use a third-party tool to create the reports listed in Section 19.5, "Reports for Oracle Identity Manager".




	
Note:

To learn how to create reports by using third-party software, see the third-party software documentation.












19.7 Required Scheduled Tasks for BI Publisher Reports

Table 19-2 lists the scheduled tasks required for Oracle Identity Manager BI Publisher reports:


Table 19-2 Scheduled Tasks for BI Publisher Reports

	Report Name	Scheduled Task Name	Description
	
Fine Grained Entitlement Exceptions By Resource

	
RefreshMaterializedView

	
To refresh the Materialized View used in this report with the latest data


	
User Profile History

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
User Unlocked

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
User Membership History

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
Role Membership History

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
Resource Access List History

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
User Resource Access History

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
Resource Activity Summary

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
Password Reset Summary

	
IssueAuditTask

	
To populate the audit tables with the latest data


	
Entitlement Reports

	
Entitlement List

	
To populate the Entitlement List table with the marked entitlements


	
	
Entitlement Assignment

	
To populate the Entitlement Assignment tables with the assigned entitlements


	
	
Entitlement Updates

	
To populate the latest data into the Entitlement Assignment tables, if any entitlement has assigned to any user periodically or later
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Part VI



Managing Infrastructure Services

This past describes infrastructure services in Oracle Identity Manager.

It contains the following chapters:

	
Chapter 14, "Managing Notification Service"


	
Chapter 15, "Managing the Scheduler"


	
Chapter 16, "Managing System Properties"







10 Managing Disconnected Resources 


Disconnected resources are targets for which there is no connector. Therefore, the provisioning fulfillment for disconnected resources is not automated, but manual. In earlier releases of Oracle Identity Manager, disconnected provisioning is not supported as a first class use case, it is supported by using manual tasks in the provisioning process. This approach has a number of limitations, which are taken care in Disconnected Resources model. In Oracle Identity Manager 11g Release 2 (11.1.2.2.0), disconnected resources are an enhanced configuration for manual provisioning that leverage SOA integration to provide higher flexibility and configurability of the manual provisioning workflow.

Some examples of disconnected resources include a Badge, Laptop, Pager, or any such item wherein the fulfillment is manual.

This chapter enlists the following topics:

	
Section 10.1, "Disconnected Resources Architecture"


	
Section 10.2, "Managing Disconnected Application Instance"


	
Section 10.3, "Provisioning Operations on a Disconnected Application Instance"


	
Section 10.4, "Managing Entitlement for Disconnected Resource"


	
Section 10.5, "Status Changes in Manual Process Task Action"


	
Section 10.6, "Customizing Provisioning SOA Composite"


	
Section 10.7, "Troubleshooting Disconnected Resources"






10.1 Disconnected Resources Architecture

The Disconnected Resource feature makes use of the existing Oracle Identity Manager provisioning engine artifacts such as the Provisioning Process, Process Task, Adapters and so on while providing BPEL Integration in a seamless and configurable manner.

When a Disconnected Application Instance is created from the UI, it automatically seeds a number of backend configuration artifacts, including a resource object (of type Disconnected), a provisioning process with tasks for the basic provisioning operations, an IT resource, and a process form with the minimal fields (which can be further customized).

Figure 10-1 illustrates the provisioning process architecture for disconnected resources.


Figure 10-1 Disconnected Resource Architecture

[image: Description of Figure 10-1 follows]






When a disconnected application instance is provisioned to a user (via request or otherwise), the specific workflow in the provisioning process is triggered. This fires the corresponding process task and executes the manual provisioning adapter that invokes the out of the box disconnected provisioning SOA composite. A SOA manual task is assigned to System Administrator by default. When the assignee acts on the manual task, the provisioningcallback webservice is invoked with the assignee specified response and it then completes or aborts the provisioning operation and updates the account appropriately.

Table 10-1 displays the attributes for manual provisioning SOA composite payload that is available in the composite.


Table 10-1 Manual Provisioning SOA Composite Payload Attributes

	Attribute	Description
	
Account ID

	
Account ID (oiu_key) for the account under consideration


	
AppInstance Name

	
Disconnected Application Instance Display Name


	
Resource Object Name

	
Disconnected Resource Object Name


	
ITResource Name

	
Disconnected ITResource Name


	
Beneficiary Login

	
Login of the account beneficiary


	
Entity Key

	
Application Instance Key in case of Provision, Revoke, Disable, and Enable account operations.


	
Entity Type

	
Type is set to ApplicationInstance, in case of Provision, Revoke, Disable, and Enable account operations.


	
Beneficiary First Name

	
First name of the account beneficiary


	
Beneficiary Last Name

	
Last name of the account beneficiary


	
Descriptive Field

	
Account descriptive field for the account under consideration


	
URL

	
Oracle Identity Manager callback URL for the webservice.


	
Request Key

	
Request Key if operation is through request.


	
Requester Login

	
Login of the requester if operation is through request.












10.2 Managing Disconnected Application Instance

Managing disconnected application instance includes the following tasks:

	
Section 10.2.1, "Creating a Disconnected Application Instance"


	
Section 10.2.2, "Creating a Disconnected Application Instance for an Existing Disconnected Resource"






10.2.1 Creating a Disconnected Application Instance




	
Note:

Before creating the application instance, you must create a new sandbox and publish it after creating the application instance. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about creating and publishing a sandbox.







To create disconnected application instance:

	
Log in to Oracle Identity System Administration.


	
Create and activate a sandbox.


	
In the left pane, under Configuration, click Application Instances. The Application Instances page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The Create Application Instance page is displayed.


	
In the respective attribute fields, enter the values as shown in the following table:


	Attribute	Value
	Name	Enter the name of the application instance. This is a required field.
	Display Name	Enter the display name of the application instance. This is a required field.
	Description	Specify a description of the application instance.
	Disconnected	Select the checkbox. This is the flag to indicate whether the application instance is not connected.
Note: This is a UI only flag and is not persisted in the backend. Checking this flag will disable Resource Object and ITResource Instance fields, as these will be automatically created in the back end.








Figure 10-2 shows the attributes for Create Application Instance attributes:


Figure 10-2 Create Application Instance Attributes

[image: Surrounding text describes Figure 10-2 .]



	
Click Save, and then click OK on the information dialog box. The application instance is created, and the details of the application instance is displayed.


	
Publish the sandbox.


	
The UI form for the disconnected resource is automatically created and set, click Apply.


	
In addition to the application instance, in the back end, the following provisioning artifacts are automatically created:

	
Resource object of type Disconnected


	
ITresource type definition with the following parameters:

	
Configuration Lookup


	
Connector Server Name


	
Identity Gateway Name




	
Note:

IT resource type definition parameters are for future use and the values for the same need not be set.











	
IT resource of type definition


	
Parent process form with the following fields:

	
Account ID


	
Password


	
Account login


	
IT resource





	
Process definition with workflows for the following operations:

	
Provision Account


	
Enable Account


	
Disable Account


	
Revoke Account


	
Modify Account Attributes





	
Adapters

	
Manual Provisioning


	
Manual Entitlement Provisioning








	
From the System Administration UI, search for schedule job called "Catalog Synchronization Job" and execute it.









10.2.2 Creating a Disconnected Application Instance for an Existing Disconnected Resource

To create a disconnected application instance for an existing disconnected resource, see Section 9.2.1, "Creating Application Instances".




	
Note:

You must not select the Disconnected option, as this will create artifacts including the resource object and IT resource in the backend.














10.3 Provisioning Operations on a Disconnected Application Instance

When provisioning process is triggered for Enable, Disable, Revoke, or Provision operations, the corresponding process task is inserted which runs the Manual Provisioning adapter. This adapter invokes the out of the box provisioning SOA composite. A SOA Human Task is assigned to the System Administrator by default.

From the Inbox in Oracle Identity Self Service, the System Administrator can:

	
Check the task details


	
Check the account details


	
Change process form data in OIM by changing data and clicking the Fulfill button


	
Perform the operation manually in the target


	
Act on the pending task by clicking Complete or Reject.




When the assignee acts on the pending manual tasks, the provisioning callback webservice is invoked which continues with the Oracle Identity Manager operation and updates the account appropriately. See Section 10.5, "Status Changes in Manual Process Task Action" for details on changes to account status based on assignee action.


10.3.1 Process Form Updates

When a process form field of a disconnected resource is updated, the "<FORM_NAME> Updated" process task will be inserted into the provisioning process. This would generate a manual SOA human task, so that the assignee can manually update the changes in the corresponding target.




	
Note:

The "<FORM_NAME> Updated" task will be inserted irrespective of whether updates are to a single process form field or multiple process form field. This behavior is different from that of a connected resource. In addition, note that the individual process form field update tasks need not be configured for a disconnected resource.














10.4 Managing Entitlement for Disconnected Resource

Managing entitlement for disconnected resource includes the following:

	
Section 10.4.1, "Configuring Entitlement Grant"






10.4.1 Configuring Entitlement Grant

Configuring entitlement grant for disconnected resource involves creating a child form and configuring the lookup definition for entitlements, which is as follows:




	
Note:

Before creating child forms, create and activate a sandbox.







	
Go to Oracle Identity System Administration. Under Configuration, click Form Designer and perform the following steps:

	
Click on the Resource Type and search for the Disconnected Resource.


	
From the search result, click on the disconnected application instance form name.





	
Go to Child Objects tab and click Add to add a child form.


	
In the Name field, provide a name to the child table and click OK.


	
Click the name link to open it for editing.


	
Click Create. In the Select Field Type dialog box, select Lookup, and click OK.


	
Provide the following values for the entitlement field:

	
In the Display Label field, enter a display name.


	
In the Name field, enter a name for the lookup.





	
Select the following check boxes:

	
Searchable


	
Entitlement


	
Searchable Picklist




	
Note:

It is mandatory that you must select Searchable, Entitlement, and Searchable Picklist check boxes to create an entitlement field on the child form.







[image: Surrounding text describes config_lookup.gif.]




	
Create a new custom field of Lookup Type and click OK.


	
In the List of Values section, click the create a new lookup type icon and provide values for Meaning (for example, Lookup.Laptop.apps), Code (for example, Lookup.Laptop.apps) and description as follows:

	
Click new to add entitlement values to add Lookup Codes. The value in the Code and Meaning columns should have the following format:


	Code	Meaning
	<ENTITTLEMENT_NAME>	<ENTITLEMENT_DESCRIPTION>






	
Click Save. The Create Lookup Type dialog box closes.


	
Click Save and Close.





	
Click Back to Parent Object to return to the parent form.


	
Click Regenerate View to regenerate UI artifacts and dataset, and confirm by clicking OK.

See "Modifying Forms By Using the Form Designer" for information about the options available in the Regenerate View popup window.


	
Publish the sandbox.


	
Go back to Oracle Identity System Administration, System Management, Scheduler.


	
Search for a scheduled job called Entitlement List and execute it.


	
After the scheduled job execution completes, search for another schedule job called Catalog Synchronization Job and execute it.











10.5 Status Changes in Manual Process Task Action

Table 10-2 provides details about status changes based on manual task action:


Table 10-2 Manual Process Task Action Statuses

	Provisioning Operation	Manual Task Action	Provisioning Action
	
Provision

	
Complete

	
Account status will be set to Provisioned.


	
Provision

	
Reject

	
Account status will not be updated.


	
Disable

	
Complete

	
Account status will be set to Disabled.


	
Disable

	
Reject

	
Account status will not be updated.


	
Enable

	
Complete

	
Account status will be set to Enabled.


	
Enable

	
Reject

	
Account status will not be updated.


	
Revoke

	
Complete

	
Account status will be set to Revoked.


	
Revoke

	
Reject

	
Account status will not be updated.


	
Update

	
Complete

	
No Operation


	
Update

	
Reject

	
No Operation


	
Grant Entitlement

	
Complete

	
Completes the child table insert trigger process task and sets entitlement status to Provisioned.


	
Grant Entitlement

	
Reject

	
Cancels the child table insert trigger process task, which deletes the child table entry.


	
Revoke Entitlement

	
Complete

	
Deletes the child table entry from Oracle Identity Manager.


	
Revoke Entitlement

	
Reject

	
No Operation












10.6 Customizing Provisioning SOA Composite

Provisioning SOA composite includes the following customizations:

	
Section 10.6.1, "Customizing Human Task Assignment via SOA Composer"


	
Section 10.6.2, "Customizing by Modifying the Out of the Box Composite"






10.6.1 Customizing Human Task Assignment via SOA Composer

The manual disconnected provisioning SOA composite, has a default rule, ManualProvisioningRule, which assigns the human task to the System Administrator.

A custom rule with higher priority, based on the payload, for example Application Instance Name, can be created from the SOA Composer UI, based on which the manual task assignment can be customized.

To add a custom rule:

	
Access Oracle SOA Composer by navigating to the following URL:

http://SOA_HOST:SOA_PORT/soa/composer


	
Log in to the SOA Composer UI and click Open Task and select DisconnectedProvisioning_rev1.0 composite.


	
From the ManualProvisioningTaskRules.rules tab, click Edit to add a custom rule.


	
Add Rule by providing the rule name and the conditional assignment rule.


	
Using the Up arrow, move the custom rule above the ManualProvisioningRule.


	
Save and commit changes. The manual provisioning rule is added.




	
See Also:

SOA Composer documentation for more information about creating rules















10.6.2 Customizing by Modifying the Out of the Box Composite

To modify the out of the box Disconnected Provisioning composite:

	
Copy the composite from OIM_HOME/workflows/composites/DisconnectedProvisioning.zip to a local JDeveloper working location. Unzip it in the same directory to create the DisconnectedProvisioning directory.


	
Open the composite in JDeveloper in Default Role.




	
Note:

You must install the version of JDeveloper that is compatible with the Oracle Identity Manager deployment. In addition, install any patches for JDeveloper so that JDeveloper works correctly with the SOA composites.








	
As part of customization do not alter the following:

	
Payload attributes defined in DisconnectedProvisioning\xsd\ManualProvisioningTaskPayload.xsd


	
ProvisioningCallbackService partnerlink and mappings





	
Double-click composite.xml to open the composite and modify as per your requirements.


	
Deploy the SOA composite from Jdeveloper to Oracle SOA server. Make sure that you do not update the Revision ID and select the Overwrite any existing composites with the same revision ID option.











10.7 Troubleshooting Disconnected Resources

Table 10-3 displays the common problems that you may encounter while performing provisioning and other tasks for disconnected resources.


Table 10-3 Troubleshooting Disconnected Resources

	Problem	Solution
	
Upon provisioning disconnected application instance, manual task is not assigned to assignee.

	
Perform the following steps:

	
Make sure that the SOA server is running.


	
Check Open tasks page for rejected process tasks, and check the error information in the task, if it exists.


	
Check Oracle Identity Manager logs to check if adapter is running.





	
Upon manual task completion, account status is not modified.

	
Perform the following steps:

	
Make sure that the provisioning callback webservice, Provcallback is deployed.


	
Test the Webservice from the application server console.

















22 Using Enterprise Manager for Managing Oracle Identity Manager Configuration


Oracle Identity Manager stores the configuration files in MDS. Most of the configurations are exposed as MBeans. Therefore, you can control the configuration values by using Enterprise Manager. In some instances, might have to export the complete files to file system, make the necessary changes, and then import the files back into the repository, as described in the following sections:

	
Using MBeans for Configuration Changes


	
Exporting and Importing Configuration Files






22.1 Using MBeans for Configuration Changes

To change configuration settings by using Mbeans:

	
When the administrative server and at least one Oracle Identity Manager managed server is running, login to Oracle Enterprise Manager Fusion Middleware Control by using the URL in the following format:

http://ADMINSTRATION_SERVER:PORT/em


	
Navigate to Identity and Access, oim. Right-click and navigate to System MBean Browser.


	
Under Application Defined MBeans, navigate to oracle.iam, Application:oim, XMLConfig, Config.

All the configuration files are in this location.









22.2 Exporting and Importing Configuration Files

To export or import configuration files:

	
When the administrative server and at least one Oracle Identity Manager managed server is running, login to Oracle Enterprise Manager Fusion Middleware Control by using the URL in the following format:

http://ADMINSTRATION_SERVER:PORT/em


	
Navigate to Identity and Access, oim. Right-click and navigate to System MBean Browser.


	
Under Application Defined MBeans, navigate to oracle.mds.lcm, Server:oim_server1, Application:OIMMetadata, MDSAppRuntime.


	
To export the configuration files:

	
Click the Operations tab, and then click exportMetaData.


	
In the toLocation field, enter /tmp or the name of another directory.


	
Select createSubDir as false.


	
In the docs field, enter the complete file location as the Element.


	
Also select false for excludeAllCust, excludeBaseDocs, and excludeExtendedMetadata. Then, click Invoke.

This exports the file specified in the docs field to the directory specified in the toLocation field.





	
To import the configuration files:

	
Click importMetaData.


	
In the fromLocation field, enter /tmp or the name of the directory in which you have the configuration files.


	
Select createSubDir as false.


	
In the docs field, enter the complete file location as the Element. For example, /db/oim-config.xml.


	
Also select false for excludeAllCust, excludeBaseDocs, and excludeExtendedMetadata. Then, click Invoke.

This imports the file specified in the docs field to MDS in the toLocation field.














D XSD for Registering XML Schema


To seed hierarchical attribute data in Oracle Identity Manager, an XML is created per the XSD and loaded into Oracle Identity Manager schema via the Catalog Synchronization scheduled job. Based on the database version on which Oracle Identity Manager schema resides, an appropriate XML storage model is used to store the hierarchical data. The XSD structure used to register XML schema in the database differs only on the XSD schema annotations used according to the database versions, as described in the following sections:

	
For Oracle Database 11g Release 1 or Later


	
For Oracle Database Earlier Than 11g Release 1






D.1 For Oracle Database 11g Release 1 or Later

If Oracle Database 11g Release 1 or later is used, then Binary XML storage model is used to register XML schema. The XSD schema URL and structure are as follows:

schemaurl:

http://localhost/public/xsd/hierarchicalEntitlement.xsd

schemadoc:


<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified"  xmlns:xdb="http://xmlns.oracle.com/xdb">
<xs:element name="oim" xdb:defaultTable="" >
  <xs:complexType>
    <xs:sequence>
      <xs:element ref="applicationInstances"/>  <!-- instead of namesapces/endpoints in OIA we can take in a list of application instances-->
      <xs:element ref="attributes"/>            <!-- you start with the attributes instead of the values -->
    </xs:sequence>
  </xs:complexType>
</xs:element>
<xs:element name="applicationInstances" xdb:defaultTable="" >
    <xs:complexType>
        <xs:sequence>
          <xs:element minOccurs="1" maxOccurs="1" ref="applicationInstance" />
        </xs:sequence>
    </xs:complexType>
</xs:element>
<xs:element name="applicationInstance" type="xs:string" xdb:defaultTable=""/>
<xs:element name="attributes"  xdb:defaultTable="">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" maxOccurs="unbounded" ref="attribute"/>
      </xs:sequence>
    </xs:complexType>
</xs:element>
<xs:element name="attribute"  xdb:defaultTable="">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" maxOccurs="1" ref="entitlementValues"/>
      </xs:sequence>
      <xs:attribute name="name" use="required"/>
    </xs:complexType>
</xs:element>
<xs:element name="entitlementValues" xdb:defaultTable="">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" ref="entitlementValue" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_EVAL"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
<xs:element name="entitlementValue" xdb:defaultTable="">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="1" maxOccurs="1" ref="value"/>
        <xs:element minOccurs="0" maxOccurs="1" ref="description"/>
        <xs:element minOccurs="0" maxOccurs="1" ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="id"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="value" type="xs:string"  xdb:defaultTable=""/>
  <xs:element name="description" type="xs:string"  xdb:defaultTable=""/>
</xs:schema>


Using the XSD structure, XML schema registration is done, as shown:


DBMS_XMLSCHEMA.REGISTERSCHEMA
(
   SCHEMAURL => schemaurl,
   SCHEMADOC => schemadoc,
   LOCAL     => TRUE,
   GENTYPES  => FALSE,
   GENTABLES => TRUE,
   OPTIONS   => DBMS_XMLSCHEMA.REGISTER_BINARYXML
 )
/


Table D-1 lists the database objects created in Oracle Identity Manager schema post successful XML schema registration.


Table D-1 Database Objects Created After XML Schema Registration

	Object Type	Count	Object Name
	
LOB

	
1

	
System generated


	
TRIGGER

	
1

	
System generated


	
TABLE

	
1

	
CATALOG_HIERARCHICAL_ATTR_EVAL


	
INDEX

	
1

	
System generated








You can then run the following queries to verify the XML schema existence and fetch the list of underlying tables created in Oracle Identity Manager schema:

	
To verify XML schema registration:


SELECT SCHEMA_URL FROM USER_XML_SCHEMAS;


	
To view the underlying tables created for the registered XML schema:


SELECT * FROM USER_XML_TABLES;









D.2 For Oracle Database Earlier Than 11g Release 1

If Oracle Database earlier than 11g Release 1 is used, then Unstructured (CLOB) XML storage model is used to register XML schema. The XSD schema URL and structure are as follows:

schemaurl:

http://localhost/public/xsd/hierarchicalEntitlement.xsd

schemadoc:


<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified"      xmlns:xdb="http://xmlns.oracle.com/xdb">
  <xs:element name="oim" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_OIM" >
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="applicationInstances"/>  <!-- instead of namesapces/endpoints in OIA we can take in a list of application instances-->
        <xs:element ref="attributes"/>            <!-- you start with the attributes instead of the values -->
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="applicationInstances" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_AINS" >
      <xs:complexType>
          <xs:sequence>
            <xs:element minOccurs="1" maxOccurs="1" ref="applicationInstance" />
          </xs:sequence>
      </xs:complexType>
  </xs:element>
  <xs:element name="applicationInstance" type="xs:string" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_AIN"/>
  <xs:element name="attributes"  xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_ATRS">
      <xs:complexType>
        <xs:sequence>
          <xs:element minOccurs="0" maxOccurs="unbounded" ref="attribute"/>
        </xs:sequence>
      </xs:complexType>
  </xs:element>
  <xs:element name="attribute"  xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_ATR">
      <xs:complexType>
        <xs:sequence>
          <xs:element minOccurs="0" maxOccurs="1" ref="entitlementValues"/>
        </xs:sequence>
        <xs:attribute name="name" use="required"/>
      </xs:complexType>
  </xs:element>
  <xs:element name="entitlementValues" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_EVLS">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" maxOccurs="unbounded" ref="entitlementValue"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="entitlementValue" xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_EVL">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="1" maxOccurs="1" ref="value"/>
        <xs:element minOccurs="0" maxOccurs="1" ref="description"/>
        <xs:element minOccurs="0" maxOccurs="1" ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="id"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="value" type="xs:string"  xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_VAL"/>
  <xs:element name="description" type="xs:string"   xdb:defaultTable="CATALOG_HIERARCHICAL_ATTR_DESC"/>
</xs:schema>


Using the XSD structure, you can register the XML schema, as follows:


DBMS_XMLSCHEMA.REGISTERSCHEMA
(
   SCHEMAURL => schemaurl,
   SCHEMADOC => schemadoc,
   LOCAL     => TRUE,
   GENTYPES     => FALSE,
   GENTABLES => TRUE
 )
/


Table D-2 lists the database objects created in Oracle Identity Manager schema post successful XML schema registration.


Table D-2 Database Objects Created After XML Schema Registration

	Object Type	Count	Object Name
	
LOB

	
9

	
System generated


	
TABLE

	
9

	
CATALOG_HIERARCHICAL_ATTR_OIM

CATALOG_HIERARCHICAL_ATTR_AINS

CATALOG_HIERARCHICAL_ATTR_AIN

CATALOG_HIERARCHICAL_ATTR_ATRS

CATALOG_HIERARCHICAL_ATTR_ATR

CATALOG_HIERARCHICAL_ATTR_EVLS

CATALOG_HIERARCHICAL_ATTR_EVL

CATALOG_HIERARCHICAL_ATTR_VAL

CATALOG_HIERARCHICAL_ATTR_DESC


	
TRIGGER

	
9

	
System generated


	
INDEX

	
9

	
System generated








You can then run the following queries to verify the XML schema existence and fetch the list of underlying tables created in Oracle Identity Manager schema:

	
To verify XML schema registration:


SELECT SCHEMA_URL FROM USER_XML_SCHEMAS;


	
To view the underlying tables created for the registered XML schema:


SELECT * FROM USER_XML_TABLES;











13 Managing Reconciliation


Reconciliation is the process by which operations, such as user creation, modification, or deletion, started on the target system are communicated to Oracle Identity Manager. The reconciliation process compares the entries in Oracle Identity Manager repository and the target system repository, determines the difference between the two repositories, and applies the latest changes to Oracle Identity Manager repository.

Reconciliation of roles, role memberships, and role hierarchy changes are handled as separate reconciliation events. Ideally role events must be submitted first and then only the membership events in order to avoid race conditions. For race conditions, the automatic retry logic allows the reconciliation engine to handle it.




	
See Also:

"Handling of Race Conditions" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about race conditions







Figure 13-1 shows that provisioning and reconciliation involve synchronization from Oracle Identity Manager to the target system or from the target system to Oracle Identity Manager. Provisioning and reconciliation enable the provisioning system to build the managed identities in the target system as well as replicate the managed identities as they already exist in the target system.


Figure 13-1 Provisioning and Reconciliation

[image: Description of Figure 13-1 follows]






In Figure 13-1, a user is created by the HR representative when a new employee joins. The user is reconciled to Oracle Identity Manager by trusted source reconciliation. When the user is created in Oracle Identity Manager, the account for the user is provisioned in the target system. In the target system, the target system administrator can make changes in the account, which must be reconciled to Oracle Identity Manager.

In terms of data flow, provisioning provides the outward flow from the provisioning system by using a push model, in which the provisioning system indicates the changes to be made to the target system. Reconciliation provides the inward flow into the provisioning system by using either a push or a pull model, by which the provisioning system finds out about any activity on the target system.

The reconciliation process involves generation of events to be applied to Oracle Identity Manager. These events reflect atomic changes in the target system, and contain the data that has changed, the type of change, along with other information. The reconciliation events that are generated consequently because of changes occurring in the target system are managed by using the Event Management section in Oracle Identity System Administration, which addresses these event management needs. See "Managing Reconciliation Events" for information about managing reconciliation events by using Oracle Identity System Administration.

This section consists of the following topics:

	
Types of Reconciliation


	
Managing Reconciliation Events







	
See Also:

"Customizing Reconciliation" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about reconciliation features and architecture









13.1 Types of Reconciliation

Reconciliation can be of different types, as shown in Table 13-1:


Table 13-1 Types of Reconciliation

	Classification Criteria	Reconciliation Type
	
Object being reconciled

	
Based on identity being reconciled, such as user, account, role, organization, or relationship that includes role hierarchy and role membership


	
Mode of reconciliation

	
Changelog


	
	
Regular


	
Approach used for reconciliation

	
Incremental reconciliation


	
	
Full reconciliation








This section describes the following topics:

	
Reconciliation Based on the Object Being Reconciled


	
Mode of Reconciliation


	
Approach Used for Reconciliation






13.1.1 Reconciliation Based on the Object Being Reconciled

Reconciliation depends on the entity object that is being reconciled. The following entities in Oracle Identity Manager are reconciled:

	
User: A user is an identity that exists within and is managed through Oracle Identity Manager.


	
Account: An account entity is granted to a user in Oracle Identity Manager. It represents a collection of the attributes and privileges for the user that uniquely identifies the user in a provisioning target. The existence of an account in Oracle Identity Manager makes it possible for the user to access the provisioning target.


	
Organization: An organization entity represents a logical container of entities, such as users and other organizations, that exists in Oracle Identity Manager.


	
Role: A role is a logical grouping of users to whom you can assign access rights within Oracle Identity Manager, provision resources automatically, or use in common tasks such as approval and attestation.


	
Role hierarchy: Role hierarchy is the inheritance of the parent role to child roles. The parent role has the same permissions and privileges on the members as the inherited roles.


	
Role membership: Role membership means that the members of the inheritor role inherit from the inherited role. See "Managing Roles" in Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager for detailed information about membership and permission inheritance.




This section discusses the following topics:

	
Trusted Source Reconciliation


	
Account Reconciliation


	
Reconciliation Process Flow






13.1.1.1 Trusted Source Reconciliation

If data is reconciled from a system that drives the creation of users, roles, role memberships, or role hierarchies in Oracle Identity Manager repository, then that reconciliation mode is called identity reconciliation, or authoritative source reconciliation, or trusted source reconciliation. The system that is being reconciled from is referred to as the authoritative source for the enterprise identities, and may be an HR system or a corporate directory.




	
Note:

If the user login is not passed for trusted reconciliation, then the login handler generates the user login. The password is generated in postprocessing event handler, and notification is sent for the same.







As shown in Figure 13-2, the authoritative sources of identity may be more than one. The different authoritative sources may be the source of reconciliation for different categories of user identities or may be the source of reconciliation for different sets of attributes. The various events generated by the reconciliation engine are add, modify, and delete.


Figure 13-2 Trusted Source Reconciliation from Single and Multiple Authoritative Sources

[image: Description of Figure 13-2 follows]






In Figure 13-2, trusted source reconciliation from a single authoritative source and multiple authoritative sources are shown. Creation of user entities can be reconciled from multiple authoritative sources. In addition, different attributes can be reconciled from different multiple authoritative sources. For example, the user ID and e-mail ID can be provided by an authoritative source and role attributes can be provided by another authoritative source.

Trusted source reconciliation must be followed by account reconciliation when the target system is the source for identities as well as accounts. For instance, if Active Directory is the corporate LDAP repository in which user information is stored, then the user information is reconciled from the Active Directory target system. Subsequently, the Active Directory accounts are reconciled into Oracle Identity Manager by using a different connector. Identity reconciliation occurs only from trusted sources, by using connectors specific to those trusted sources.




	
Note:

A reconciliation connector is a component developed to reconcile identities or accounts from a specific target system. Typically, a reconciliation connector is configured to be run as a scheduled task. However, there are push-based connectors, such as the PeopleSoft HR connector, for which there is no scheduled task to trigger the reconciliation.







During trusted recon, it is required to map at least one of the following Oracle Identity Manager user fields:

	
USR_LOGIN


	
USR_EMAIL


	
ACT_KEY


	
USR_TYPE


	
USR_EMP_TYPE


	
USR_START_DATE


	
USR_END_DATE









13.1.1.2 Account Reconciliation

If the target system identities are accounts that get reconciled to Oracle Identity Manager, then that is target resource reconciliation or account reconciliation. This type of reconciliation is to reconcile a specific resource object that represents the target system being managed. There is always a corresponding provisioning flow for it. The identity retrieved from the target system maps to a resource object instance that has been provisioned to a user or organization.

Account reconciliation takes place in the following scenarios:


Scenario I

Identity gets created in Oracle Identity Manager from an authoritative source. The identities are provisioned with resources on the target system. Any change on the target system is reconciled with Oracle Identity Manager. Figure 13-3 shows account reconciliation from a target system:


Figure 13-3 Account Reconciliation From a Target System

[image: Description of Figure 13-3 follows]







Scenario II

In this scenario, the target system initially plays the role of an authoritative source. Later it plays the role of a regular provisioning target. Following are the sequence of steps:

	
Identities are created in Oracle Identity Manager based on the target system entity details. Corresponding accounts are also created for these entities.


	
The entities are updated as provisioned entities in the target system.


	
The resource administrator at the target system makes changes to the accounts.


	
The changes made on the target system are reconciled with Oracle Identity Manager.




Figure 13-4 shows identity reconciliation followed by account reconciliation:


Figure 13-4 Identity and Account Reconciliation

[image: Description of Figure 13-4 follows]









	
Note:

When the value of the XL.UserProfileAuditDataCollection property is set to an audit data collection level, then the account reconciliation performs the matching in the database layer at a batch-level and performs the event action by using the provisioning APIs. This in turn triggers the audit event handlers for account reconciliation. By default, the value of this property is set to Resource Form. See "Administering System Properties" for information about system properties in Oracle Identity Manager in the Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager.












13.1.1.3 Reconciliation Process Flow

The reconciliation process flow is shown in Figure 13-5:


Figure 13-5 Reconciliation Process Flow

[image: Description of Figure 13-5 follows]






Reconciliation process involves the following steps:

	
Changes in the target system: The various activities that can happen in the target system are creation, modification, or deletion of user, account, role, role membership, or role hierarchy.




	
Note:

If you create an entity on an external system and then modify it a short time later, reconciliation processes the create entity step, but the modify entity step fails with the Creation Failed event status. This is because reconciliation cannot process a create and a modify action for the same entity in the same batch process.
However, the entity modification action can be resubmitted for reconciliation at a later time by one of the following built-in mechanisms:

	
The "Automated Retry of Failed Async Task" scheduled task will run to re-process the failed events without any manual intervention.


	
The failed event will be re-processed if the "Manual Retry Error Handling Mechanism" is triggered.




Reconciliation failure messages that are caused by processing conflicts within the same batch process should be regarded as transitory failures only.










	
Providing reconciliation data: When the creation, modification, or deletion event occurs, data about that event is sent to the reconciliation service by using reconciliation APIs.




	
Note:

Reconciliation service refers to the collection of reconciliation engine, reconciliation APIs, and the associated metadata and schema.








	
Creation of reconciliation event record: When the data for a reconciliation event is provided to reconciliation service, a record of that event is stored in Oracle Identity Manager repository.


	
Processing of the reconciliation event data: The data received is then evaluated to determine the actual operation to be performed in Oracle Identity Manager based on the changes in the target system. The evaluation involves application of a specific set of rules that help in:

	
Identifying whether the data is for an account or for an identity that Oracle Identity Manager already has a record of


	
Identifying the owner of the account or identity that the data represents


	
Defining the context-sensitive action to be taken


	
Setting the status of the event at the end of evaluation and the action that the reconciliation engine must take





	
Taking action on the event: Based on the evaluation result of processing the reconciliation event data, the intended action is taken. The various actions can be:




	
Note:

The actions on the event can be manually performed through the UI, or they can be automatic actions.







	
Creating a new account and associating with proper owner identity


	
Updating the matched account


	
Deleting the matched account


	
Creating a new user in Oracle Identity Manager


	
Modifying an existing user in Oracle Identity Manager


	
Deleting an existing user


	
Enabling and disabling account status by updating the status attribute


	
Enabling or disabling user


	
Creating, updating, or deleting role


	
Creating or deleting role membership


	
Creating or deleting role hierarchy







	
See Also:

"Reconciliation Engine" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about role membership and role hierarchy








	
Follow up actions triggered by the reconciliation event: After the action is taken, follow up tasks can be started based on the reconciliation event. An example of follow up tasks or post-processing task is creating a request to provision a resource, such as a laptop computer, after a user creation event.











13.1.2 Mode of Reconciliation

The mode of reconciliation is either pull or push that depends on the connector used. Most connectors, such as Active Directory, use the pull model. For the pull model, a pull reconciliation task is scheduled in the IAM Scheduler. The task runs at recurring intervals.




	
See Also:

"Managing the Scheduler" for information about the IAM Scheduler







Typically, the pull-based reconciliation connectors submit the reconciliation events within a scheduled task. Every time the scheduled task runs, a new reconciliation run is triggered and the reconciliation events are created in batches. When the batch size is met, the batch is submitted for processing. At the end of the scheduled task, an end of job listener is triggered, which submits all the batches whose size is not met.

Other reconciliation connectors, such as the PeopleSoft connector, use a push model. The connector comprises of an HTTP listener that detects any asynchronous messages issued by PeopleSoft. On receiving a message, the listener submits reconciliation events by calling the reconciliation API. The events are processed by the reconciliation engine in batches when the batch size is met. For batches where batch size is not met, a scheduled task runs periodically and submits the batches for reconciliation processing.

Pull or push model is used based on the nature of the target system and how the changes can be detected in the target system. But irrespective of the push or pull model being used, reconciliation is performed by using a scheduled task that runs in the IAM Scheduler.




	
Note:

You can also create the reconciliation events directly by using the reconciliation APIs.







Changelog reconciliation is the default reconciliation mode. In this mode, only changed attributes are reconciled. Unspecified fields are ignored. You typically use the Changelog reconciliation mode when a connector is aware of the list of changed attributes. Along with the changed attributes, Oracle Identity Manager needs a list of required fields for matching. The Changelog reconciliation mode was supported in previous Oracle Identity Manager releases, so all connectors work in this mode.

Regular reconciliation is a new reconciliation mode, introduced in this release, where the reconciliation engine completely replaces the existing snapshot of the entity. You typically use this reconciliation mode when the connector cannot determine which attributes have changed, and therefore, sends an entire snapshot of the entity. For new connectors, you can specify this mode when performing a full reconciliation. Using regular reconciliation mode results in better performance because the events are processed faster.




	
Note:

The mode of reconciliation depends on the connector implementation. For information about connector implementation, see "Connector for Reconciliation" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.







Table 13-2 lists the differences between regular and changelog reconciliation modes:


Table 13-2 Regular and Changelog Reconciliation Modes

	Regular	Changelog
	
Must pass a full set of mapped attributes

	
Must pass a subset of mapped attributes that are required by the specific profile and used by matching a rule


	
Performs better in batch processing mode (no difference in performance while in single event processing mode)

	

	
Creates and updates all fields

	
Creates and updates only specified fields, and all other fields remain unchanged











	
See Also:

"Changing the Profile Mode" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about changing the reconciliation mode












13.1.3 Approach Used for Reconciliation

When you run reconciliation for the first time on a target system, all users and accounts on the target system are reconciled into Oracle Identity Manager by default. This is called full reconciliation. To perform full reconciliation, the connector sends the reconciliation events for each entity in the target system. The reconciliation engine processes the events as create or update events depending on whether or not the entity already exists in Oracle Identity Manager. The connector also identifies all the deleted entries and sends the deletion events to Oracle Identity Manager.

At the end of full reconciliation, the connector typically sets the last execution time parameter to the time when the reconciliation run ends. For the next reconciliation run, only the entity records that have been added, modified, or deleted after the first reconciliation run ended are fetched for reconciliation. This is called incremental reconciliation.

You can manually switch from incremental reconciliation to full reconciliation by setting the value of the timestamp IT resource parameter to 0.








13.2 Managing Reconciliation Events

The reconciliation process involves generation of events to be applied to Oracle Identity Manager. These events reflect atomic changes in the target system, and contain the data that has changed, the type of change, along with other information. The reconciliation events that are generated as a result of changes occurring in the target system must be managed in such a way that they meet various business requirements. The Event Management section in the Oracle Identity Manager Advanced Administration addresses these event management requirements.

You can manage reconciliation events by using the Event Management section, which lets you query the events stored in various ways and display all event data. The events are always displayed in the same form, which is on the Event Details page. You can run custom queries for the events through the Advanced Search feature. It also allows you to perform any necessary action to resolve event issues.

Events are generated by reconciliation runs. These reconciliation runs are scheduled to run by using the Oracle Identity Manager Scheduler.




	
See Also:

""Managing the Scheduler"" for detailed information about the scheduler







You can perform the following event management tasks by using the Event Management section of Oracle Identity Manager Advanced Administration:

	
Searching Events


	
Displaying Event Details


	
Determining Event Actions


	
Re-evaluating Events


	
Closing Events


	
Linking Reconciliation Events






13.2.1 Searching Events

You can display a summary of reconciliation events by performing the following types of search:

	
Performing a Simple Search for Events


	
Performing an Advanced Search for Events






13.2.1.1 Performing a Simple Search for Events

To perform a simple search for events:

	
Login to Oracle Identity System Administration.


	
In the left pane, under Event Management, click Reconciliation. The Advanced Administration is displayed with the Reconciliation section in the Event Management tab active.


	
In the left pane, enter a search criterion in the Search field. You can include wildcard characters (*) in your search criterion.

The simple search takes one argument. The text arguments are searched in the following event fields:

	
Event ID


	
Profile Name


	
Key Fields







	
Note:

In simple search, you cannot perform the search by event dates.








	
Click the icon next to the Search field. The events that match your search criterion is displayed in the search results table.

The search fetches all rows for which the aforementioned attributes contains the string specified in the Search field. The search result displays the Event ID, Profile Name, and Key Fields columns. The Event ID column displays the event ID. The IDs are sorted as integers, not strings. The Profile Name column displays the name of the reconciliation profile. Key field is an attribute that uniquely identifies a row of data. In reconciliation, some attributes are flagged as Key in the profile. These fields are displayed in the Key Fields column.




	
Note:

Simple Search is paginated, meaning it only displays search results 64 rows at a time. This is to improve performance. Scrolling down past the 64th row in the UI triggers another page fetched from the database and so on for every 64 rows beyond that.















13.2.1.2 Performing an Advanced Search for Events

The advanced search takes multiple arguments and lets you fine-tune the list of events. To perform an advanced search for events:

	
In the left pane of the Reconciliation section, click Advanced Search. The Search: Events page is displayed.


	
Select any one of the following options:

	
All: On selecting this option, the search is performed with the AND condition. This means that the search operation is successful only when all the search criteria specified are matched.


	
Any: On selecting this option, the search is performed with the OR condition. This means that the search operation is successful when any search criterion specified is matched.





	
In the Event ID field, enter the event ID that you want to search. You can use wildcard characters (*) in your search criteria. Select a search condition in the list adjacent to the Event ID field.


	
Specify search arguments in the other fields displayed in the Search: Events page. Table 13-3 lists the fields in the Search: events page.


Table 13-3 Advanced Search Fields

	Field	Description
	
Event Id

	
The event ID. The IDs are sorted as integers, not strings.


	
Resource Name

	
The name of the resource object representing the target system the event originates from.


	
Current Status

	
A string representing the current state of the event.


	
Type

	
The type of operation performed by the event: regular (add or modify), delete, or changelog.


	
Profile Name

	
The name of the reconciliation profile this event pertains to.

See Also: "Reconciliation Profile" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for information about reconciliation profile


	
Entity

	
The type of Oracle Identity Manager entity this event pertains to. Can be either user, account, role, role grant, or role hierarchy.


	
Start Date

	
Oldest event creation date to search for.


	
End Date

	
Most recent event creation date to search for.


	
Linked User Login

	
A string representing the login ID of the user linked to the event.


	
Key Fields

	
The fields flagged as key fields in the reconciliation profile that uniquely identifies rows of data.








	
Click Search. The search results are displayed, which consists of the Event ID, Resource Name, Entity, Current Status, Type, Profile Name, Job ID, Key Fields, and Date columns.




From the search results, you can perform event bulk actions, such as close and re-evaluate, and also display the details of any specific event.

If you want to search for events with LDAP profile, use the following LDAP profiles in your search:


	Object	Profile
	User	LDAPUser
	Role	LDAPRole
	Role Membership	LDAPRoleMembership
	Role Hierarchy	LDAPRoleHierarchy












13.2.2 Displaying Event Details

To display the details pertaining to an event:

	
In the left pane of the Oracle Identity Manager Advanced Administration, from the list of events, select an event whose details you want to display.


	
From the advanced search result table, click an event in the Event ID column.


	
From the Actions list, select Lookup. The Event Details page is displayed. The fields in the Event Details page change dynamically based on the event type and event status. Alternatively, you can select an event from the Event Summary on the right pane, and click the magnifying glass icon for lookup to open the Event Details page.




The data in the Event Details page is displayed in the following sections:

	
Event: This section displays the information about the event, such as event ID, whether the event type is User or Account, the time when the event was created, the reconciliation run ID, resource name, the profile name, and the key field values. Reconciliation can use several key fields, and the key field values are shown separated by commas.


	
Linked To: This section shows that the event is linked to a user or account. It displays the user or account ID to which the event is linked, the account description (if any), and the type of linking, such as rule-based linking or manual linking. Rule-based linking means that the reconciliation engine has performed the linking. Manual linking means that the administrator performs the linking manually.


	
Notes: The reconciliation engine adds notes where appropriate. For example, when there is a 'Data Validation Fail', the engine adds a note explaining the reason. This is a read-only field and is blank if no notes are attached to the event.


	
Reconciliation Data: This table displays the reconciliation event data. This shows the attribute name, attribute value, and Oracle Identity Manager mapped field. It also shows the child data of the event, if any. The reconciliation data displays the last name, first name, hiring date, user ID, and the IT resource name.

If there are attributes with multi-language support, then these attribute values are also displayed in a separate table similar to child data.


	
Matched Accounts: This table displays the accounts that are matched. The columns in the Matched Accounts table are listed in Table 13-4:


Table 13-4 Columns in the Matched Accounts Table

	Column	Description
	
Account ID

	
The account ID of the matched account


	
Orc Key

	
An internal key that is stored in the ORC table. This key indicated if the event is matched to a user or an account.


	
Descriptor Field

	
A description that is associated to the account


	
Login ID

	
The user login ID corresponding to the user ID displayed for user events.


	
Account Owner Name

	
A string comprising of the first name and last name and the login ID of the user who owns the account. The event pertains to this account.


	
Account Owner Type

	
The type of account owner, such as user.








	
Matched Users: This table shows the user matches found by the reconciliation engine. For a multiple match, the linked user is not shown in this table.


	
History: This table shows the operations that took place for this event from event creation and data validation to account matching and whether the update was successful. The columns in the History table are listed in Table 13-5:


Table 13-5 Columns in the History Table

	Column	Description
	
Status

	
Event status at the given date and time.


	
Action

	
Action performed on the event at the given date and time.


	
Action Performed by User

	
The ID and login ID of the user who performed the cited action. The engine uses the Default IAM Admin id: xelsysadm, ID = 1.


	
Date and Time

	
Date and time of the cited action.


	
Notes

	
Any notes attached to the event at the specified date and time.













	
Note:

Oracle Identity Manager does not support translation of the reconciliation field names.












13.2.3 Determining Event Actions

The list of actions allowed for an event depends on the status, type, and operation of the event. Table 13-6 lists the possible actions for each type and status of events.


Table 13-6 Actions for Event Status and Types

	Event Status	Event Type	Possible Actions
	
No matches found

	
User

	
Close event

Re-apply reconciliation rules

Create entity

Ad-hoc linking


	
	
Account

	
Close event

Re-evaluate event

Ad-hoc linking


	
Users matched

	
User

	
Close event

Re-apply reconciliation rules

Linking


	
	
Account

	
Close event

Re-apply reconciliation rules

Linking


	
Accounts matched

	
Account

	
Close event

Re-apply reconciliation rules

Linking


	
Event Received

	
Any

	
Close event








The possible actions are described in the subsequent sections.






13.2.4 Re-evaluating Events

Re-evaluating an event means reapplying the reconciliation rules on the event. Reconciliation rule refers to the matching rule used to identify the owner of an event. For instance, if you change the reconciliation rules by using Oracle Identity Manager Design Console, then you can re-evaluate the rules in the Event Management section of the Oracle Identity Manager Advanced Administration.

To re-evaluate an event:

	
From the list of events, select an event. You can select multiple event rows by pressing the Ctrl key if you want to re-evaluate multiple events at a time.


	
From the Actions list, select Reevaluate Event. The Reevaluate Event dialog box is displayed with the event IDs that you have selected.


	
Click Reevaluate. A confirmation message is displayed stating that the reconciliation rules are successfully reapplied for the event. If the selected action fails for any event, a generic message is displayed that shows the event IDs for which bulk processing has failed. The events can then be processed one at a time.




	
Note:

	
The preprocess validation lists the events that are valid and those that are invalid for re-evaluation. If you click Reevaluate, then only the valid events are re-evaluated.


	
All event actions are tracked in the Event History table.




















13.2.5 Closing Events

This action closes or discards the selected events, and the events are removed from any further processing queues. To close an event:

	
From the list of events, select an event.


	
From the Actions list, select Close Event. You can select multiple event rows by pressing the Ctrl key if you want to close multiple events at a time. The Close Event dialog box is displayed.




	
Note:

If closing an event is not a valid option, then en error message is displayed in the Close Event dialog box.








	
In the Justification box, enter a reason to close the event.


	
Click Close. A confirmation message is displayed stating that the event is closed. If the selected action fails for any event, a generic message is displayed that shows the event IDs for which bulk processing has failed. The events can then be processed one at a time.







	
Note:

	
All event actions are tracked in the Event History table.


	
The close event operation needs a justification to be entered. Therefore, when multiple events are closed at a time by performing bulk action, all the closed events will have the same justification.

















13.2.6 Linking Reconciliation Events

Oracle Identity Manager allows you to perform the following operations for linking reconciliation events:

	
Ad Hoc Linking


	
Manual Linking


	
Linking Orphan Accounts






13.2.6.1 Ad Hoc Linking

Ad hoc linking allows you to link an event to any user or role in Oracle Identity Manager. Even if the reconciliation engine finds user matches for the events, you can use ad hoc linking to ignore those matches and select a different user. This allows you to handle exceptions resulting from error matches because the reconciliation matching rules may not work correctly all the time.

This action lets you link an event to any entity other than the already matched entities. In other words, instead of selecting a row from the Matched Users table, you can select another user to link with the event.

To create an ad hoc link for an event:

	
In the Event Details page, from the Actions list, select Ad Hoc Link. The Ad Hoc Link dialog box is displayed.


	
Click the lookup icon, and perform a user search.


	
Select a user from the search result, and click Link. A confirmation message is displayed that states that the ad hoc linking with the event is successful.









13.2.6.2 Manual Linking

When a reconciliation event has multiple matches, each match is displayed on the Matched Accounts (for account entity) or Matched Users (for user entity) tab of the Event Details page. You can manually select any match out of all the matches found by the reconciliation engine. To perform manual linking:




	
Note:

In manual linking, you select a match from a list of matches found by the reconciliation engine instead of selecting from a list of all Oracle Identity Manager users.







	
In the Event Details page, select a row from the table that lists all the matches found by the reconciliation engine.


	
Click Link. A message is displayed asking for confirmation.


	
Click OK to confirm.









13.2.6.3 Linking Orphan Accounts

Orphan accounts refer to accounts in the target system for which there is no corresponding user that exists in Oracle Identity Manager.

You can resolve events for orphan accounts for which the events either have no user match in Oracle Identity Manager, or several users are found for the match. You can therefore perform any one of the following:

	
Re-create the user in Oracle Identity Manager


	
Trigger a provisioning process to delete the user or account from the target system


	
Perform ad hoc or manual linking




The Event Management section allows you to resolve orphan accounts by selecting the correct user for the match in the following scenarios:

	
For an Event With Multiple Matches


	
For an Event With No Matches






13.2.6.3.1 For an Event With Multiple Matches

When several users are matched to the event data by the reconciliation engine, you must select the right user by using ad hoc or manual linking.

For information about ad hoc linking, see "Ad Hoc Linking".

For information about manual linking, see "Manual Linking".






13.2.6.3.2 For an Event With No Matches

When no matches are found for an event, you can either trigger an entity creation, or select an Oracle Identity Manager entity to link to the event. For information about how to select and Oracle Identity Manager entity to link to an event, see "Ad Hoc Linking".
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6 Managing Identity Certification


This chapter describes the concepts related to identity certification, the configuration tasks required for identity certification. It contains the following topics:

	
Certification Concepts


	
Configuring Certifications


	
Managing Certification Definitions


	
Scheduling Certifications


	
Understanding How Risk Summaries are Calculated


	
Understanding Closed-Loop Remediation and Remediation Tracking


	
Understanding Event Listeners


	
Configuring Event Listeners and Certification Event Trigger Jobs


	
Configuring Certification Reports


	
Understanding Multi-Phased Review in User Certification


	
Understanding Certification Oversight


	
Troubleshooting Identity Certification






6.1 Certification Concepts

The concepts related to identity certification are described in the following sections.


6.1.1 Line of Business and Line Item

LOB is a category of industry or business function. For example, an LOB manager is oriented to a business function within an enterprise, such as Sales.

A line item is a row of data that appears on Page One of a certification. Each line item collects or groups together according to the type of certification the set of privilege-assignments related to a particular identity or privilege. A reviewer can open any line-item to see its line item details. For example, within phase one of a user certification, each line item represents a user. Opening the user details displays the access-privileges of that user.





6.1.2 Certification Task

Certification task consists of a set of work to be done within a certification process. Each set of line-items that is assigned to a particular reviewer initiates a Service-Oriented Architecture (SOA) task that contains that particular set of line items and that is routed to SOA Inbox of that particular reviewer. The SOA component also notifies the reviewer that a certification task has been assigned to the reviewer.





6.1.3 Certification Object

Certification object is a generated certification that is assigned to a particular certifier or primary reviewer. Each certification object consists of:

	
A unique certification ID


	
A set of line-items, each of which contains a set of details








6.1.4 Certification Definition

Certification definition is a named set of parameters that is used as input to a certification job to generate certification objects. A certification definition specifies the following:

	
The type of certification to generate, such as user certification, role certification, application instance certification, or entitlement certification


	
Selection criteria that describe which line items, for example users, to select


	
Content-restriction criteria that describe which details to select for each line item


	
Other parameters that control the generation of certification objects or the behavior of review tasks








6.1.5 Certification Jobs

Certification jobs are used to create certifications as requested or as scheduled. A certification job is a background execution-task that generates certification objects based on a specified certification definition. Certification jobs can be:

	
Scheduled to run at regular intervals, such as weekly, monthly, or quarterly, as required


	
Run immediately from the Scheduler section of Oracle Identity System Administration


	
Triggered from an event-listener action




You can create and run certification-generation jobs to create certifications as requested or as scheduled. You can enable and run the risk-aggregation job to calculate the risk-values of entities, such as users, accounts, role-assignments, and entitlement-assignments.





6.1.6 Closed-Loop Remediation

Closed-loop remediation is a feature that utilizes the provisioning system of Oracle Identity Manager to automatically revoke accounts, roles, and entitlements based on the results of the Oracle Identity Manager certification process.





6.1.7 Remediation Tracking

You can use the request catalog to track the remediation status of revoked accounts, access within accounts, or roles. This records whether and when each revocation request is fulfilled.





6.1.8 Event Listener

Event listener is a service that responds to changes in users. Event listeners are supported for all certification types.

Each event listener for certification contains:

	
The selection-criteria specified by an administrator


	
The certification definition to use in response








6.1.9 Certification Authorization

The following Oracle Identity Manager admin roles grant the assignee privileges required to administer the certification feature and monitor the progress of certification instances:

	
Certification Administrator: The Certification Administrator admin role grants the assignee super-user privileges for the certification feature. In particular, this admin role grants access to the certification configuration and scheduler in the Oracle Identity Manager System Administration. This role also grants full access to certification where you can view or take action on any certifications.


	
Certification Viewer: The Certification Viewer is a read-only role, allowing a compliance administrator to view new, in progress, and completed certifications.




See "Security Architecture" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager for detailed information about the permissions and associated authorization policies of the Certification Administrator and Certification Viewer admin roles.








6.2 Configuring Certifications

This section contains the following topics:

	
Prerequisites for Configuring Certifications


	
Configuring Certification Options in Identity System Administration






6.2.1 Prerequisites for Configuring Certifications

Configuring certifications has the following prerequisite steps:

	
Marking a Catalog Item as Certifiable


	
Setting the Certifier in the Request Catalog


	
Setting User Manager and Organization Certifier


	
Setting Risk Levels for Individual Entities


	
Tagging Attributes


	
Configuring the Availability of Identity Certification


	
Configuring Reminders, Notifications, Escalations, and Expiry for Certifications (Optional)







	
Note:

Some of the preconfiguration steps require you to use the request catalog. For detailed information about the request catalog, see the following sections:
	
"Using the Access Request Catalog" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager


	
"Managing the Access Request Catalog"














6.2.1.1 Marking a Catalog Item as Certifiable

A requestable entity, such as user account, role assignment, role membership, application instance, or entitlement, is available for certification only after it is marked as certifiable in the request catalog. Any entity that is not marked as certifiable does not appear in the certification.

To mark an entity as certifiable:

	
Login to Oracle Identity Self Service.


	
On the left pane, under Requests, click Catalog.


	
Search and select the role, application instance, or entitlement that you want to set as certifiable.


	
Under Detailed Information, select the Certifiable option.


	
Click Apply.







	
Note:

By default, all items in the catalog are marked as certifiable. You can deselect the Certifiable option if you do not want a certification task to be generated for that entity.












6.2.1.2 Setting the Certifier in the Request Catalog

When you set a user as the certifier for an entity and select some of the options for selecting reviewers, such as Role Certifier or Application Instance Certifier, the user is automatically set as the certifier or primary reviewer for certifying that entity. For example, if user John Doe is selected as the certifier for the Vision Developers role, then John Doe is automatically set as the primary reviewer for certifying the Vision Developers role depending on the selection in the Reviewers screen of creating certifications. In this example, after the user is set as the certifier for the Vision Developers role and you are creating a Role Certification, selecting the Role Certifier option will pick up this field.




	
Note:

Setting the certifier in the request catalog is required if you want to use some of the options for selecting reviewers in the certification creation screen, such as Role Certifier or Application Instance Certifier.







To set the certifier in the catalog:

	
In Oracle Identity Self Service, navigate to the Catalog page.


	
Search and select the role, application instance, or entitlement for which you want to set the certifier.


	
For the Certifier User field, click the lookup icon. From the lookup, search and select a user that you want to set as certifier for the selected entity.




	
Note:

The Certifier Role field available in the Detailed Information section of the catalog is not used in Oracle Identity Manager 11g Release 2 (11.1.2.2.0).








	
Click Apply.









6.2.1.3 Setting User Manager and Organization Certifier

The user manager and organization certifier are available for selection as the primary reviewer in the certification creation process.

User manager is the user selected in the Manager field in the Attributes tab of the User Details page in Oracle Identity Self Service. If Jane Doe is specified as the manager for Terence Hill, then while creating a user certification definition, as described in "Creating Certification Definitions", when you select user manager as the primary reviewer, Jane Doe is automatically set as the primary reviewer for the certification tasks generated for Terence Hill.

The organization certifier is the user selected in the Certifier User Login field in the Attributes tab of the Organization Details page in Oracle Identity Self Service. If Robert Klein is specified as the organization certifier for the Vision North organization, then while creating the certification definition, when you select organization certifier as the primary reviewer, Robert Klein is automatically set as the primary reviewers for the certifications tasks generated for Vision North.




	
Note:

	
Setting the user manager or organization certifier is required if you want to use the Reviewer option of User Manager or Organization Certifier. Otherwise, this is not required.


	
Role organization certifier does not support the Hierarchy aware option. For the organization certifier, the role must be available in the organization. In other words, the specific organization must be specified for the role. Otherwise, certification will not be generated. Make sure that the role and organization are linked and organization has the certifier user assigned.

















6.2.1.4 Setting Risk Levels for Individual Entities

To set the risk levels for individual entities:

	
In Oracle Identity Self Service, navigate to the Catalog page.


	
Search and select the role, application instance, or entitlement for which you want to set the risk level.


	
Under Detailed Information, from the Risk Level list, select High Risk, Medium Risk, or Low Risk.


	
Click Apply.




After setting the risk level for an individual entity, you must run the Risk Aggregation scheduled job so that the new risk level is correctly picked up when new certifications are created. Note that existing certification objects do not reflect the new risk level.






6.2.1.5 Tagging Attributes

Accounts, IT resources, and entitlements must be tagged for certification in the Design Console. Without tagging, certification for the entities are not generated.

To configure account and IT resource tagging:

	
Login to the Design Console.


	
Under Development Tools, click Form Designer.


	
Click the search icon on the top. The Form Designer Table is displayed with a list of all available forms.


	
Open the child process form, and click Create New Version.


	
Click the Properties tab.


	
Locate only one entitlement field per form, click Add Property, and add the Entitlement = true property setting.

If there are multiple entitlement child forms, then add one Entitlement = true property setting per entitlement form.


	
Save the child form, and click Make Version Active.




	
Note:

If there are multiple child forms, update all of them by repeating steps 4 through 7 before going to the next step.








	
Select the parent forms for each connector that is installed. The parent form has the User ID fields to store the account name in the target system, for example, UD_ADUSER and UD_EBS_USER.


	
Select a form. A new Form Designer tab opens.


	
Click Create New Version. In the popup, enter a name, for example, v2. Click the save icon. Close the popup.


	
In the Current version list, make sure that the newly created version v2 is selected.


	
Click the Properties tab.


	
Locate the field that uniquely identifies the account in the target system, such as UserID, UserName, and AccountName, which are typical fields in the default connectors. Click Add Property, and add the AccountName = true property setting.


	
Locate the IT resource field. For most connectors, this is identified by the text ITResourceLookupField as a property for the target system. Click Add Property, and add the ITResource = true property setting.


	
Save the parent form. Click Make Version Active.


	
Repeat steps 3 through 11 for each IT resource.









6.2.1.6 Configuring the Availability of Identity Certification

Oracle Identity Manager enables you to use the identity certification feature along with the legacy attestation feature. You can also choose to hide attestation or certification if you do not want to use one of them. To configure the usage of certification and attestation, provide any one of the following values for the 'Display Certification or Attestation' system property:

	
both: This value specifies that all the attestation and identity certification navigation menus and pages are displayed in Oracle Identity Self Service and Oracle Identity System Administration.


	
attestation: This is the default value. This value specifies that only attestation feature can be used, and all identity certification navigation menus and pages are hidden in Oracle Identity Self Service and Oracle Identity System Administration.


	
certification: This value specifies that only identity certification feature can be used, and all attestation navigation menus and pages are hidden in Oracle Identity Self Service and Oracle Identity System Administration.







	
Note:

You must have the license for the Certification component in order to set the value of the Display Certification or Attestation system property to both or certification.







After setting the value of this system property, you must restart Oracle Identity Manager.




	
Note:

For information about system properties and setting the values of system properties, see "Managing System Properties".












6.2.1.7 Configuring Reminders, Notifications, Escalations, and Expiry for Certifications (Optional)

If email notifications is configured in SOA, as described in "Configuring SOA Email Notification", then email notifications are sent by default in the following scenarios:

	
When a task is assigned to a user


	
When a task is completed




By default, two reminders are sent one day after and two days after the certification has been created. There is no escalation or expiry set for the certifications by default.

To change the default configuration for certification:

	
Login to Oracle SOA Composer with Admin credentials, such as weblogic, by navigating to the following URL:

http://HOST_NAME:PORT_NUMBER/soa/composer


	
Click Open, and select Open Tasks. The Select a Task to open dialog box is displayed.


	
Select CertificationProcess_rev1.0, and click Open. The CertificationTask : Event Driven Configuration page is displayed.


	
In the Notification Settings section, perform the following:

	
The assignees of the task are selected as recipients of the notification for Assign and Complete tasks. To change the default setting, you can select the task status in the Task Status column, and select the notification recipient in the Recipient column. You can click the pencil icon for each task to edit the default notification message, and click OK.


	
In the drop-down below, change the default setting for reminders.





	
In the Expiry and Escalation Policy section, you can change the default value for escalation and expiry.


	
Click OK.


	
Click Save, and then click Commit.











6.2.2 Configuring Certification Options in Identity System Administration

You can set default options in Oracle Identity System Administration that are used during certification creation based on the type of certification. These options can be changed during the certification creation process for each certification definition.

To configure certification options in Oracle Identity System Administration:

	
In the left pane of Oracle Identity System Administration, under Certifications, click Certification Configuration. The Certification Configuration page is displayed.


	
Set the configuration properties, as listed in Table 6-1.




	
Note:

All the options listed in Table 6-1 set the default configuration that is picked up during certification creation based on the type of certification. These can be changed during the certification creation process for each certification definition.








Table 6-1 Configuration Properties

	Property	Description
	
Password required on sign-off

	
Select to require users to sign off in order to complete a certification.


	
Allow comments on certify operations

	
Select to allow the user to type a comment if a certify action is selected. By default, a comment is required.


	
Allow comments on all non-certify operations

	
Select to allow the user to type a comment if a revoke action is selected. By default, a comment is required.


	
Verify employee access

	
Select to control if you want to view Page 1 in the user certification view. By default, this option is selected. This option is used in user certification.


	
Prevent self certification

	
Select to prevent reviewers from being able to certify their own access. Enabling this option allows the certification creator to assign the certification to an alternate reviewer.

When the Prevent self certification option is enabled, the User Manager option is selected by default, which means that the assignee is the user's manager.

To select any other user, select Select User. Click the Search icon to search and select an alternate reviewer.


	
User and Account Selections

	
Select any one of the following:

	
Include only active users and active accounts:


	
Include any user with active accounts:


	
Include all users and all accounts:





	
Allow advanced delegation

	
Select to enable the ability to delegate a line item to others. This option is not selected by default.

When delegation is enabled, there is a verification stage, in which the certification is routed to the primary reviewer with all the decisions of the delegates as well as the primary reviewer's own decisions for final sign off.


	
Allow multi-phased review

	
Select to enable collaborative certification, for which in phase 1 the business review is completed and that is followed by a phase 2 for the technical review followed by an optional final review, which is completed by the business reviewer again. This is used only in user certification only.


	
Allow reassignment

	
Select to enable the ability to reassign the line items in page 1 of certifications to other users. When line items are reassigned, the items are removed from the certification task and are no longer visible within the review cycle for the original certification object. A new certification object is created containing the reassigned line items. The new assignee is the primary reviewer for the new certification object.


	
Allow auto-claim

	
Select to mark all the items in page 1 as claimed by default. By default, auto claim is enabled. If you deselect this option, then users have to manually claim each item before they can view the item details.


	
Perform closed loop remediation

	
Select to specify closed-loop remediation when certification is completed.


	
Enable Interactive Excel

	
Select to enable ADF DeskTop Integration (DI) for user certification that provides the user the option to download certification data to Microsoft Excel worksheet and work on it in offline mode. See "Completing User Certifications in Offline Mode" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager for information about working on certifications in an offline mode.


	
Enable Certification Reports

	
Select to enable the creation of certification reports and display the Reports tab in the Detailed Information section of the Certification Dashboard.


	
Composite Name

	
Select the SOA composite for the certification workflow. The default composite is default/CertificationProcess. You can select another version of the composite to enable certification oversight in the certification workflow. To do so, select the CertificationOverseerProcess composite. This composite specifies that the reviewer's manager is the overseer for the certification process.








	
Click Save.











6.3 Managing Certification Definitions

This section contains the following topics:

	
Creating Certification Definitions


	
Modifying Certification Definitions


	
Deleting Certification Definitions






6.3.1 Creating Certification Definitions

Creating certification definitions is described in the following sections:

	
Creating a User Certification Definition


	
Creating a Role Certification Definition


	
Creating an Application Instance Certification Definition


	
Creating an Entitlement Certification Definition






6.3.1.1 Creating a User Certification Definition

To create a user certification definition:

	
Log in to Oracle Identity System Administration.


	
On the left pane, under Certifications, click Certification Definitions. The Certification Definitions page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The General Details page of the New Certification wizard is displayed.


	
Enter values as follows:

	
Certification Name: Enter a name for the certification.


	
Type: Select User to create a user certification.


	
Description: Optionally enter a description for the new user certification.





	
Click Next. The Base Selection page of the New Certification wizard is displayed.


	
Select a user-selection strategy in the Base Selection section, as follows:

	
Users from All Organizations: Selects users from all organizations in Oracle Identity Manager.


	
Only Users from Selected Organizations: Allows you to manually select specific organizations. You can select the organizations by clicking Add. To remove a selected organization, click Remove.




	
Note:

When completing a certification, a certifier cannot see the organization name or any other details about the organization unless that person is also the organization administrator for that organization. If the certifier is not the organization administrator, only the users in the organization are displayed.








	
All users: Selects all the users in Oracle Identity Manager.


	
Users criteria: Selects all the users that meet the given search condition. For help with search, See "Searching Users" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager for information about searching. You can preview the results of this selection.


	
Selected users: Allows you to select specific users from a list of users in the system. To select users, click Add. To remove selected users, click Remove.





	
Select any one of the following options to specify constraints to the base selection:

	
Users with Any Level of Risk


	
Only Users with High Risk Summaries


	
Only Users with High Risk Roles


	
Only Users with High Risk Application Instances


	
Only User with High Risk Entitlements





	
Click Next. The Content Selection page is displayed.


	
Select the following:

	
Include users with no accounts: This option includes the users who have no access within the certification.


	
Limit the role-assignments to certify for each user: The list of roles per user can be restricted to the selected option. For example, if you select selected roles and add one role, then that role only will show up in the certification if it is marked as certifiable in the catalog even if the user has other roles.


	
Include accounts with no certification attributes: This includes the accounts in the selected application instances even if there are no certifiable entitlements (access) within the target system. If you deselect this option, then accounts in the target system that do not have any entitlements do not appear in the certification.


	
Limit the application-instance-assignments to certify each user: Similar to roles, you can restrict the application instances you want to see within the certification.


	
Limit the entitlement-assignments to certify for each user: You can limit the entitlements that you can see within the certification.





	
Click Next. The Configuration page is displayed.


	
Select the options, as described in Table 6-1, "Configuration Properties", and click Next. The Reviewers page is displayed.

If you want to enable multi-phased review with advanced delegation, then select the Allow advanced delegation and Allow multi-phased review options.

If you want to enable certification oversight in the certification workflow, then click the search icon, search for the available composites, select the CertificationOverseerProcess composite, and click Add.


	
From the Reviewer list, select a primary reviewer. The primary reviewer can be user manager, organization certifier, or any other user that you select.

For multi-phased review, perform the following:

	
In the Phase 1 section, select any one of the following to select the Phase 1 reviewer:

	
User Manager: Selects the user's manager as the Phase 1 reviewer.


	
Organization Certifier: Selects the organization certifier as the Phase 1 reviewer.


	
Search for a User: Selects any user as the Phase 1 reviewer that you search and specify by clicking the lookup icon.





	
In the Phase 2 (Optional) section, select the Enable Phase 2 review process option to specify that the privilege certifier will be the primary Phase 2 reviewer for each user privilege, such as role, account, and entitlement assignments.


	
In the Final Review (Optional) section, select the Enable Final Review process option to enable a final review process by the Phase 1 reviewer for final validation and sign off.





	
Click Next. The Incremental page is displayed.


	
Select Enabled for Generate Incremental Data. This setting enables certifiers to certify or revoke only changes or inclusions made to a certification. It eliminates the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:

	
Incremental Date Range (required): This includes:

	
Since Last Base (default): When this option is selected, current access of the user is compared against the last certification of the same type, which was created without enabling incremental and all the incremental certifications since then, to the current date when the certification is created.


	
Since Date: When this option is selected, current access of the user is compared against all the certifications of the same type since the given date and when the certification is created.





	
Show Previous Value (optional): This includes:

	
Disabled (default): When this is deselected, then the values that have already appeared in the previous certifications based on the Incremental Date Range parameter are not included in the certification.


	
Enabled: When this is selected, all the current values that existed in previous certifications are displayed with the last decisions taken for those access.








	
Click Next. The Summary page is displayed with the details of the user certification.


	
Click Create to create the user certification. A message is displayed asking if you want to create a certification job based on the definition and run it now. You can edit the job name, and click Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and running the scheduled job. With this option, you must manually create a certification job later.

The new user certification definition is displayed in the Certification Definition page.







	
Note:

For multi-phased review with advanced delegation:
	
The certification is not 100% complete till the Phase 2 reviewers or technical reviewers have completed all the reviews. The certification status displays the phase and percentage completion in each phase the certification is in during the two phased review. To view this status, click the In Progress certification in the Inbox or Dashboard.


	
The certification goes to the Phase 1 primary reviewer for final review. In Page 2, the Phase 1 primary reviewer can review the actions made by the users in the first and second phases (greyed out) as well as the system-generated default actions, which the Phase 1 primary reviewer can override.

















6.3.1.2 Creating a Role Certification Definition

To create a role certification definition:

	
On the left pane of Oracle Identity System Administration, under Certifications, click Certification Definitions. The Certification Definitions page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The General Details page of the New Certification wizard is displayed.


	
Enter values as follows:

	
Name: Enter a name for the certification.


	
Type: Select Role to create a role certification definition.


	
Description: Optionally enter a description for the new role certification definition.





	
Click Next. The Base Selection page of the New Certification wizard is displayed.


	
In the Base Selection section of the page, select a role selection strategy from the list, as shown:

	
All Roles in All Organizations: Selects all roles in all the organizations in Oracle Identity Manager.


	
Roles from Selected Organizations: Selects the roles from the organizations that you specify. Click Add to search and select an organization. To remove a selected organization, click Remove.




	
Note:

When completing a certification, a certifier cannot see the organization name or any other details about the organization unless that person is also the organization administrator. If the certifier is not the organization administrator, only the users in the organization are displayed.








	
All Roles: Selects all roles in Oracle Identity Manager.


	
Role criteria: Selects all of the roles that meet the given search condition. You can preview the results of this selection.




	
Tip:

You can save the search and use it for specifying role criteria while creating another role certification definition. The saved search is not mapped to a specific certification. To use the role criteria saved search for another role certification definition:
	
During certification creation, after selecting the Role Criteria option and specifying the search condition, you must click Update and Preview Results. This associates the selected criteria with the definition.


	
If you want to save this search criteria as a template, then click Save. You are prompted to enter a name for the template that you are saving. You can then save this template and reuse it.


	
The saved template is not specific to a certification. While creating another certification, this template is displayed by default. If you create another new template, then that template is displayed. In other words, the latest template is displayed for all criteria screens associated with a type of certification.


	
If you do not want to use the generated template, then change the value in the Saved Search list to something else that you want to use.













	
Selected roles: Allows you to manually select the roles.





	
Select any one of the following options to specify constraints:

	
Roles with Any Level of Risk:


	
Only High Risk Roles:





	
Click Next. The Content Selection page is displayed.


	
Select Certify Policies to specify the certification of policies. Select Certify Members to specify the certification of role members.


	
Click Next. The Configuration page is displayed.


	
Select the configuration options, as described in Table 6-1, "Configuration Properties", and click Next. The Reviewers page is displayed.

From the Reviewer list, select a primary reviewer. The primary reviewer can be entitlement certifier, role certifier, or any other user that you select.


	
Click Next. The Incremental page is displayed.


	
Select Enabled for Generate Incremental Data. This setting enables certifiers to certify or revoke only changes or inclusions made to a certification. It eliminates the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:

	
Incremental Date Range (required): This includes:

	
Since Last Base (default): When this option is selected, current access of the user is compared against the last certification of the same type, which was created without enabling incremental and all the incremental certifications since then, to the current date when the certification is created.


	
Since Date: When this option is selected, current access of the user is compared against all the certifications of the same type since the given date and when the certification is created.





	
Show Previous Value (optional): This includes:

	
Disabled (default): When this is deselected, then the values that have already appeared in the previous certifications based on the Incremental Date Range parameter are not included in the certification.


	
Enabled: When this is selected, all the current values that existed in previous certifications are displayed with the last decisions taken for those access.








	
Click Next. The Summary page is displayed with the details of the user certification.


	
Click Create. A message is displayed asking if you want to create a certification job based on the definition and run it now. You can edit the job name, and click Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and running the scheduled job. With this option, you must manually create a certification job later.

The new role certification definition is displayed in the Certification Definition page.









6.3.1.3 Creating an Application Instance Certification Definition

To create an application instance certification definition:

	
On the left pane of Oracle Identity System Administration, under Certifications, click Certification Definitions. The Certification Definitions page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The General Details page of the New Certification wizard is displayed.


	
Enter values as follows:

	
Name: Enter a name for the certification.


	
Type: Select Application Instance to create an application instance certification definition.


	
Description: Optionally enter a description for the new application instance certification definition.





	
Click Next. The Base Selection page of the New Certification wizard is displayed.


	
In the Base Selection section of the page, select an application instance selection strategy from the list, as shown:

	
All Application Instances: Selects all application instances in Oracle Identity Manager.


	
Selected application instances only: Allows you to manually select the application instances. Click Add to search and select the application instances. To remove any selected application instance, click Remove.





	
Select any one of the following options to specify constraints:

	
Application Instances with Any Level of Risk


	
Only High Risk Application Instances





	
Click Next. The Content Selection page is displayed.


	
Select any one of the following:

	
Accounts of Users from All Organizations: Selects the accounts of users from all organizations in Oracle Identity Manager.


	
Accounts of Users from Selected Organizations: Allows you to manually select the organizations whose user accounts will be certified.


	
Accounts of All Users: Selects the accounts of all users in Oracle Identity Manager.


	
Accounts of Selected Users: Allows you to manually select the users whose accounts will be certified.





	
Click Next. The Configuration page is displayed.


	
Select the configuration options, as described in Table 6-1, "Configuration Properties", and click Next. The Reviewers page is displayed.


	
From the Reviewer list, select a primary reviewer. The primary reviewer can be application instance certifier, user manager, application instance certifier, organization certifier, or any other user that you select.


	
Click Next. The Incremental page is displayed.


	
Select Enabled for Generate Incremental Data. This setting enables certifiers to certify or revoke only changes or inclusions made to a certification. It eliminates the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:

	
Incremental Date Range (required): This includes:

	
Since Last Base (default): When this option is selected, current access of the user is compared against the last certification of the same type, which was created without enabling incremental and all the incremental certifications since then, to the current date when the certification is created.


	
Since Date: When this option is selected, current access of the user is compared against all the certifications of the same type since the given date and when the certification is created.





	
Show Previous Value (optional): This includes:

	
Disabled (default): When this is deselected, then the values that have already appeared in the previous certifications based on the Incremental Date Range parameter are not included in the certification.


	
Enabled: When this is selected, all the current values that existed in previous certifications are displayed with the last decisions taken for those access.








	
Click Next. The Summary page is displayed with the details of the user certification.


	
Click Create. A message is displayed asking if you want to create a certification job based on the definition and run it now. You can edit the job name, and click Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and running the scheduled job. With this option, you must manually create a certification job later.

The new application instance certification definition is displayed in the Certification Definition page.









6.3.1.4 Creating an Entitlement Certification Definition

To create an entitlement certification definition:

	
On the left pane of Oracle Identity System Administration, under Certifications, click Certification Definitions. The Certification Definitions page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The General Details page of the New Certification wizard is displayed.


	
Enter values as follows:

	
Name: Enter a name for the certification.


	
Type: Select Entitlement to create an entitlement certification definition.


	
Description: Optionally enter a description for the new entitlement certification definition.





	
Click Next. The Base Selection page of the New Certification wizard is displayed.


	
In the Entitlement Selection Strategy section of the page, select a role selection strategy from the list, as shown:

	
Selected entitlements: Allows you to manually select the entitlements. Click Add to search and select the entitlements. To remove any selected entitlement, click Remove.


	
All Entitlements with Selected Certifiers: Allows you to select a list of users including all the entitlements for which they are the certifier user in the catalog.


	
All Entitlements: Allows you to select all entitlements from the catalog.


	
Entitlement Criteria: Allows you to select entitlements based on a criteria.





	
Select any one of the following options to specify constraints:

	
Entitlements with Any Level of Risk


	
Only High Risk Entitlements





	
Click Next. The Content Selection page is displayed.


	
Click Next. The Configuration page is displayed.


	
Select the configuration options, as described in Table 6-1, "Configuration Properties", and click Next. The Reviewers page is displayed.


	
From the Reviewer list, select a primary reviewer. The primary reviewer can be entitlement certifier or any other user that you select.


	
Click Next. The Incremental page is displayed.


	
Select Enabled for Generate Incremental Data. This setting enables certifiers to certify or revoke only changes or inclusions made to a certification. It eliminates the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:

	
Incremental Date Range (required): This includes:

	
Since Last Base (default): When this option is selected, current access of the user is compared against the last certification of the same type, which was created without enabling incremental and all the incremental certifications since then, to the current date when the certification is created.


	
Since Date: When this option is selected, current access of the user is compared against all the certifications of the same type since the given date and when the certification is created.





	
Show Previous Value (optional): This includes:

	
Disabled (default): When this is deselected, then the values that have already appeared in the previous certifications based on the Incremental Date Range parameter are not included in the certification.


	
Enabled: When this is selected, all the current values that existed in previous certifications are displayed with the last decisions taken for those access.








	
Click Next. The Summary page is displayed with the details of the user certification.


	
Click Create. A message is displayed asking if you want to create a certification job based on the definition and run it now. You can edit the job name, and click Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and running the scheduled job. With this option, you must manually create a certification job later.

The new entitlement certification definition is displayed in the Certification Definition page.











6.3.2 Modifying Certification Definitions

To modify a certification definition:

	
In the left pane of Oracle Identity System Administration, under Certifications, click Certification Definitions. The Certification Definitions page is displayed with a list of all certification definitions.


	
Select the certification definition that you want to modify.




	
Note:

If there is a periodic scheduled task tied to this definition, then the next execution of the scheduled task will be run by using the modified changes.








	
From the Actions menu, select Edit. Alternatively, you can click Edit on the toolbar.

A message is displayed stating that the definition is referenced by scheduled jobs and event listeners and asking for confirmation. This message is not displayed if you try to edit a certification definition for which you have not created certification jobs.


	
Click Edit to confirm. The Certification Definition pages are displayed on which you can edit the values in the fields.


	
Edit the fields to modify the certification definition by navigating through the pages by clicking the Next and Back buttons.


	
When finished, click Save. A message is displayed stating that the definition has been successfully updated.


	
Click OK.









6.3.3 Deleting Certification Definitions

To delete a certification definition:

	
In the left pane of Oracle Identity System Administration, under Certifications, click Certification Definitions. The Certification Definitions page is displayed with a list of all certification definitions.


	
Select the certification definition that you want to delete.


	
From the Actions menu, select Delete. Alternatively, you can click Delete on the toolbar.

A message is displayed stating that the definition is referenced by scheduled jobs and event listeners and asking for confirmation. This message is not displayed if you try to delete a certification definition for which you have not created certification jobs.


	
Click Delete to confirm. A message is displayed asking for confirmation.


	
Click OK.











6.4 Scheduling Certifications

Certifications are scheduled as part of the certification creation process. For more information, see "Creating Certification Definitions". Certifications can be scheduled to run once, or to repeat on a daily, weekly, or monthly basis.




	
Note:

You must create a certification definition before you can schedule it. See "Creating Certification Definitions".







After you create a certification definition by clicking Create on the Summary page of the New Certification wizard, a message is displayed asking if you want to create a certification job and run it. You can edit the scheduled job name in the Job Name box. When you click Yes, the certification job is created for the new certification definition and is run. You can go to the Scheduler section in Oracle Identity System Administration and search for the job. The default name of the job is Cert_DEFINITION_NAME.

The certification job is created based on the Certification Creation Task scheduled task. This scheduled task is used to create new certification jobs for a defined certification definition. When the job runs, the certification definition is used and certifications are generated.

See "Predefined Scheduled Tasks" for information about the Certification Creation Task scheduled task. You can modify the certification jobs from the Scheduler section of Oracle Identity System Administration. See "Modifying Jobs" for details.

You can also schedule a certification from the Scheduler section of Oracle Identity System Administration. To do so, follow the instructions in "Creating Jobs". In this method, select Certification Creation Task in the Task field in the Create Job page.

When you modify a certification job, specify the certification definition name in the Certification Definition Name field of the Job Details page.






6.5 Understanding How Risk Summaries are Calculated

You can directly assign high, medium, and low risk levels to roles, application instances, and entitlements, as well as to certain predefined risk factors. A risk-aggregation job calculates Risk Summaries for the remaining higher-order data objects that are required to support identity certification. These objects include every user, user-role assignment, account, and entitlement-assignment in Oracle Identity Manager. During identity certification, certifiers use Risk Summaries to separate high-risk certification items from medium-risk and low-risk items.

This section describes how the system processes risk levels to arrive at Risk Summaries. It also describes the risk-aggregation job, which you can run manually or on a scheduled basis.




	
Note:

Roles, application instances, and entitlements are metadata objects, whereas users, accounts, and entitlement-assignments are instance-data objects.
Metadata objects are structural objects that represent and describe your information systems within Oracle Identity Manager, whereas instance-data objects are the individual instances of application data that populate the systems. For example, consider a customer service application (a resource) that has a predefined role that enables users to create trouble tickets (an entitlement). In this example, a single resource object represents the application and a single entitlement object represents a specific privilege within that application.

Now consider there might be thousands of user accounts on this resource, some subset of which has the entitlement-assignment that allows the user to create a trouble ticket. A single resource (metadata object) can have multiple accounts (instance-data objects), and a single entitlement (metadata object) can have multiple assignment instances (instance-data objects). Oracle Identity Manager calculates the risk levels for instance-data objects because it would not be feasible for a human to process risk levels for every user, account, and entitlement-assignment on a recurring basis.










6.5.1 Understanding Item Risk and Risk-Factor Mappings

Item risk and the risk-factor mappings are settings that are under your direct control.


6.5.1.1 Setting Item Risk

Item risk refers to the risk levels that you and other administrators can assign to specific roles, application instances, and entitlements.




	
Note:

Three bars signifies high risk, two bars signifies medium risk, one bar signifies low risk.







If you do not directly assign an item-risk level to a metadata object, then Oracle Identity Manager assigns a default item-risk level for you. Roles, application instances, and entitlements can each have a default value.

To set the default item-risk level for the metadata objects:

	
Login to Oracle Identity System Administration.


	
On the left pane, under Certifications, click Risk Configuration.


	
Select the High, Medium, or Low risk radio buttons for each item.


	
Click Save.




You should reserve high item-risk levels for metadata objects that confer highly-restricted privileges to users. Note that setting a high item-risk level on an object will cause its parent object to also have a high Risk Summary value. Similarly, setting a medium item-risk level on an object will cause its parent object to have at least a medium Risk Summary value. In order for a higher-order object to have a low Risk Summary value, all of the objects under it in the system hierarchy would have to have low risk settings.





6.5.1.2 Understanding Risk-Level Mappings (Risk Factors)

Risk-Factor Mappings are settings that map risk levels to certain predefined conditions. For example, you might configure "items with open audit violations" as high risk, whereas "items that are closed as risk-accepted" you might configure as medium risk.

Generally speaking, you should reserve high Risk-Factor levels for conditions in which privileges are being extended to users that may be irregular or dangerous.

There are three Risk-Factor categories in Oracle Identity Manager, and each category contains multiple settings. Risk-Factor categories are described in the following table.


Table 6-2 Risk Factors

	Risk Factor	Description
	
Provisioning Scenarios / Assignment Scenarios

	
Provisioning Scenarios define the risk levels that should be associated with the method or mechanism used to assign a role, account, or entitlement-assignment to a user.

For example, you might configure a risk level of Medium for objects that are provisioned directly by an administrator, and a risk level of Low for objects that are provisioned based on Policies that are tied to Roles. You might configure a risk-level of High for objects that are pulled into Oracle Identity Manager via reconciliation.


	
Last Certification Action

	
Defines risk level based on the status of the last certification for the account, entitlement-assignment, or user-role assignment under consideration.

For example, configure a risk level of Low for any item for which the previous certification decision was to approve, and configure a risk level of Medium for any item for which the previous certification decision was to Certify Conditionally. Finally, you might configure a value of High for any item for which the previous certification decision was Abstain or Revoke.











	
Note:

Changing Risk-Level mappings on the Configuration page in the UI can cause major ripple effects that impact Risk Summaries throughout Oracle Identity Manager. During your initial setup you should configure mappings on the Risk Level configuration page, and then avoid making additional unnecessary changes. See "Understanding How Changing Risk Configuration Values Impacts the System" for more information about the ripple effects that impact Risk Summaries.














6.5.2 Understanding Risk Aggregation and Risk Summaries

The Risk Aggregation Task scheduled job processes Item-Risk levels and Risk-Factor levels, and calculates Risk Summaries for each higher-order object that supports identity certification.

Risk aggregation Task is used to seed the predefined Risk Aggregation Job. You do not need to create new jobs using this task. When a job of this task type runs, it calculates the risk of all the users in Oracle Identity Manager since they have been last updated. See "Predefined Scheduled Tasks" for information about this scheduled task. You can enable the Risk Aggregation Task scheduled job by following the instructions in "Disabling and Enabling Jobs".

In the first phase of risk aggregation, the Risk Aggregation Task scheduled job evaluates each individual object's Item-Risk level and its three Risk-Factor levels, and assigns the highest of the four levels to the object's Risk Summary property. A Risk Summary value is calculated for each individual User object, User-Role Assignment object, Account object, and entitlement-assignment object. The following diagram illustrates this process.

[image: Surrounding text describes oiaad_dt_001.gif.]

Once Risk Summaries are calculated for every object, the next phase of aggregation begins, in which the Risk Summary of each individual object rolls up to the Risk Summary of the parent object that contains it.

Above the entitlement-assignment level, each data object's Risk Summary value contributes to the Risk Summary of the parent-object that contains it. For example, Account objects are one hierarchy-level up from entitlement-assignment objects, and User objects are one hierarchy level up from there. So, the Risk Summary of every entitlement-assignment object within an Account object contributes to the Risk Summary for that Account, and, similarly, the Risk Summary for every Account object within the User object contributes to the Risk Summary for that User.

User objects are also one level above User-Role Assignment objects, so the Risk Summary for every User-Role Assignment object contributes to the Risk Summary for that User.

The following diagram illustrates this process.

[image: Surrounding text describes oiaad_dt_002.gif.]

In the diagram, the Risk-Summary value of the entitlement-assignment rolls up to the Account object. The Risk-Summary values of Accounts and the Risk-Summary values of User-Role Assignments roll up to the Risk Summary of any associated User.






6.5.3 Understanding How Changing Risk Configuration Values Impacts the System

There are three main actions or system events that can impact Risk Summary values. Depending on the action or system event, the impact can be minor, moderate, or major. Each action or event and its consequences is described in the following table.


Table 6-3 Actions or System Events That can Impact Risk Summary Values

	Action or Event	Impact	Description
	
Users and/or Oracle Identity Manager make changes to individual entitlements

	
Minor

	
Applies to changes to individual data objects, such as accounts, entitlements, and user-role assignments. These values might change frequently. For example, the following types of changes are included in this category:

	
An entitlement is added to or removed from an account.


	
An account is added to or removed from a user.


	
A role assignment is added to or removed from a user.


	
A risk factor on an individual data object changes.




The impact within Oracle Identity Manager is relatively minor because the changes happen at the level of each individual entitlement.


	
An administrator makes item-risk changes to roles, resources, and entitlements

	
Moderate

	
Applies to situations where you or another administrator change the risk-level of a role, an application instances, or an entitlement.

The ripple-effect of these changes can be large. Changing the risk level on a metadata object can change the item-risk level on every data-object associated with the metadata object. Changing the risk level on a data-object may affect its risk summary and, in turn, the risk summary of every other data-object that contains it.

For example, changing the risk level on an entitlement definition will change the Item Risk on every assignment of that entitlement that corresponds to it. Changing the Item Risk on an entitlement-assignment may change its Risk Summary. Changing the Risk Summary of an entitlement-assignment may affect the Risk Summary of the parent Account. Changing the Risk Summary of an Account may affect the Risk Summary of the User who owns the Account.


	
An administrator makes configuration changes to the Risk-Level Mappings

	
Major

	
Applies to situations where you or another administrator change the Risk-Level Mappings on the Risk Configuration page in Oracle Identity System Administration.

Changing the risk level associated with a specific value of a specific risk factor could affect the risk summary of any user-role assignment, account, or entitlement-assignment that has that risk-factor value. Changing the risk summary of any user-role assignment, account, or entitlement assignment could in turn affect every user associated with an affected user-role assignment, account, or entitlement assignment.

For this reason, you should change risk-level mappings only rarely.














6.6 Understanding Closed-Loop Remediation and Remediation Tracking

Closed-loop remediation is a feature that allows you to directly revoke roles and entitlements from the provisioning solution as a result of roles and entitlements revoked during the certification process.

When a certification is complete and all primary review tasks have been signed off, Oracle Identity Manager attempts to remove every user and privilege for which the final decision was to revoke. Requests are created to de-assign any role-assignment that is revoked, to de-provision any account that is revoked, to remove any entitlement-assignment that is revoked, and to delete or disable any user that is revoked. Specifically:

	
Revoking a user deletes/disables the user and removes all privileges of that user.


	
Revoking a user's role-assignment removes that member from the role. This might eventually cause provisioning to remove accounts and entitlement-assignments granted by the role (if those accounts and entitlement-assignments are not otherwise granted to the user.)


	
Revoking a user's account deletes/disables the account. This implicitly removes/disables any entitlement-assignments associated with that account.


	
Revoking a user's entitlement-assignment removes the assignment from the account that contains it.




The remediation status can be tracked in the request catalog for auditing purposes. Each remediation-request contains the certification ID of the certification that spawned the request, which allows the Dashboard to link to the Track Requests page of Oracle Identity Self Service to display the status of all the requests associated with the certification that is being displayed.


6.6.1 Configuring Challenge Workflows

By default, closed-loop remediation functions in the following way:

	
If the person who signed-off the certification (final reviewer) is the user's (beneficiary's) manager, then the requests are auto-approved.


	
If the final reviewer is not the user's manager, then the requests go through a challenge workflow, which is as follows:

	
A request is sent to the user (beneficiary) whose access is revoked.


	
If the beneficiary accepts the revoke by approving the request, then closed-loop remediation takes place and access is revoked.


	
If the beneficiary challenges the revoke by rejecting the request, then the request is sent back to the person who signed off the certification (final reviewer).

	
If the final reviewer accepts the challenge, then the process stops and the beneficiary's access is not revoked.


	
If the final reviewer rejects the challenge, then closed-loop remediation takes place and the access is revoked.










This logic is defined within the DefaultRequestApproval composites in SOA by using rules. You can modify the rules to have all the closed-loop remediation requests to be auto-approved. To do so:

	
Login to Oracle SOA Composer with Admin credentials, such as weblogic, by navigating to the following URL:

http://HOST_NAME:PORT_NUMBER/soa/composer


	
Click Open, and select Open Rules. The Select a Dictionary to open dialog box is displayed.


	
For the DefaultRequestApproval_rev2.0 composite, click Ruleset1 in the Contents column.


	
Click Edit.


	
Expand Rule 1, as shown in Figure 6-1:


Figure 6-1 Rule for Auto-approval

[image: Description of Figure 6-1 follows]






	
Under THEN, click the pencil icon.


	
In the pop-up, change the value from challenge to auto. This value specifies that all the closed-loop remediation requests will be auto-approved, and the challenge workflow will not be invoked.


	
Click OK.


	
Click Save, and then click Commit.











6.7 Understanding Event Listeners

The Event Listener mechanism detects specific business events and stores the event details for certification. The stored event details are called Certification Event Triggers, and these are processed into certifications by the Certification Event Trigger Task, running as a scheduled job. The business events currently detected by event listeners are modifications of OIM users, either individually or in bulk.

Every event listener contains a ruleset and a certification definition, as described in "Managing Certification Definitions". The ruleset contains one or more rules, each of which tests one or more conditions and specifies an action to take if its conditions are met. The standard action for event listener rules is to store a Certification Event Trigger that identifies the event listener, the user or users that were modified, and the certification definition that should be generated in response to this event.

Triggers accumulate between runs of the Certification Event Trigger Job. When the job runs, it groups the triggers by their event listener identifiers, and then processes each group according to the corresponding event listener's properties. By default, the trigger job creates a certification for all users in each group of triggers, using the listener's certification definition as the template for the certification. After this, the triggers from the completed group are deleted.

There are several properties that affect how an event listener's triggers will be processed by the trigger job. The first property determines whether the listener is in active or disabled state. If a listener is disabled, then its rules are no longer evaluated when business events occur, and therefore, no triggers are stored from that listener. If a listener stored triggers before being disabled, then the next trigger job run deletes those triggers without processing them. When a disabled listener is set back to active state, it can once again store triggers that are processed by the trigger job.

Another event listener property that affects trigger processing is its Event Count, which limits how many triggers may be processed for the listener during a single run of the trigger job. This setting is optional. If it is not specified, then the number is unlimited. If the event count is specified, then it represents the maximum number of triggers that may be processed. When the trigger job runs, it checks the listener's event count for each batch of triggers, and if the number of triggers exceeds the event count, then the triggers are discarded without generating a certification. This feature is useful for preventing huge certifications from being created when users are modified in bulk.

Finally, the trigger job itself may be configured to process the triggers from certain event listeners, but not others. This feature is controlled by a Certification Event Trigger Task parameter titled Event Listener Name List. If this parameter is left blank in the definition of the trigger job, then triggers from all listeners are processed when the trigger job runs. If the name list is defined, then only the listeners in that list have their triggers processed when the job runs; triggers from other listeners are ignored and retained for future trigger job runs. When multiple instances of scheduled jobs are defined for the Certification Event Trigger Task, then each list of event listeners can have its triggers processed on the most appropriate schedule.




	
Note:

If a listener name appears in more than one Event Listener Name List, or if one of the trigger jobs has an empty Event Listener Name List, then the first of these jobs to run consumes all of that listener's triggers. Triggers are always discarded after the first time they are processed.












6.8 Configuring Event Listeners and Certification Event Trigger Jobs

This section contains the following topics:

	
Creating an Event Listener


	
Modifying an Event Listener


	
Deleting an Event Listener


	
Configuring Certification Event Trigger Jobs






6.8.1 Creating an Event Listener

To create a new event listener:




	
Note:

Before creating an event listener, you must create a user certification definition or an application instance definition that will be executed when the Certification Event Trigger job is run.







	
Login to Oracle Identity System Administration.


	
In the left pane, under Certifications, click Event Listeners. The Event Listeners page is displayed.


	
From the Actions menu, select Create. Alternatively, click Create on the toolbar. The Create Event Listener page is displayed.


	
In the Listener Properties section, specify the name with which the event will be identified, and the description.


	
From the Certification Definition list, select a certification definition that will be executed.


	
In the Event Count box, enter the maximum number of events that should be processed for this listener at the time the Certification Event Trigger Job runs. Use this to avoid executing an action for bulk updates.


	
From the Status list, select Active or Disabled status.


	
In the Event Trigger section, add a rule containing conditions that will be evaluated when an event takes place. For example, when a user is updated, a condition can check if the user's title property or location property has changed. Another example can be change of manager for a user.

To add a condition:

	
Click the plus (+) icon, and change Rule 1 to a rule name, for example, Manager Change Condition.


	
Click the expand icon to the left of the condition.


	
Click the lookup icon to open the Condition Browser.


	
Click Modified User, previousValue. Select manager, and click OK. This sets ModifiedUser.previousValue.Manager.


	
Select the condition operation, such as isn't.


	
Click the second lookup icon, search and select the attribute name and click OK, so that the following condition is set:


ModifiedUser.previousValue.Manager isn't ModifiedUser.currentValue.Manager


	
Under THEN, click the plus (+) icon to the left of Add Action.


	
Click the down arrow key and select call.


	
From the list, select certifyThisUser.





	
Click Create to create the event listener.




When the Certification Event Trigger job is run, a certification will be created for a user whose manager has changed.

An example of the event listener rule can be to check for an attribute's change to a specific value. For example:


ModifiedUser.previousValue.country isn't ModifiedUser.currentValue.country and ModifiedUser.currentValue.country is "Brazil"


ModifiedUser.previousValue.country isn't ModifiedUser.currentValue.country checks for a change in the Country attribute. Any change causes this condition to evaluate to TRUE. Then, and ModifiedUser.currentValue.country is "Brazil" adds a second condition to the rule. This checks whether the attribute has changed to a specific value, for example Brazil. This condition is applicable if some special certification is required for employees moving to Brazil. For other employees who have moved to some other place, the rule's action is not triggered.




	
Note:

User-Defined Fields (UDFs) or custom attributes do not appear in ModifiedUser's lists of current and previous values, but these attributes can be specified in the Event Listener rule conditions. To do so, type an expression in the following format into the rule's condition field:

ModifiedUser.{current|previous}Value.get{String|Integer|Long|Date|Boolean}Attribute("NAME")


Here, NAME is the internal name of the UDF. For example, to retrieve the previous value of a string-valued UDF named FavoriteColor, insert the following expression:


ModifiedUser.previousValue.getStringAttribute("FavoriteColor")














6.8.2 Modifying an Event Listener

To modify an event listener:

	
On the left pane of Oracle Identity System Administration, under Certifications, click Event Listeners. The Event Listeners page is displayed with a list of event listeners.


	
Select the event listener that you want to modify.


	
From the Actions menu, select Edit. Alternatively, click Edit on the toolbar. The event listener details page is displayed.


	
Edit the values in the fields to modify the event listener.


	
Click Save.









6.8.3 Deleting an Event Listener

To delete an event listener:

	
On the left pane of Oracle Identity System Administration, under Certifications, click Event Listeners. The Event Listeners page is displayed with a list of event listeners.


	
Select the event listener that you want to delete.


	
From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A message is displayed asking for confirmation.


	
Click Yes to confirm.









6.8.4 Configuring Certification Event Trigger Jobs

As mentioned in "Understanding Event Listeners", the Certification Event Trigger Job offers an optional parameter called Event Listener Name List. If one or more event listener names are supplied in this field, then the trigger job will only process the triggers for those listeners, which implies that you will need multiple trigger jobs to cover processing for your full set of listeners. The sections describes how to set this parameter and how to define multiple trigger jobs. It contains the following sections:

	
Setting the Event Listener Name List


	
Adding More Trigger Jobs






6.8.4.1 Setting the Event Listener Name List

To set the Event Listener Name List:

	
Login to Oracle Identity System Administration.


	
On the left pane, under System Management, click Scheduler.


	
In the search field, enter Certification Event Trigger Job, and perform the search.


	
Click the job name in the search result to display the trigger job details.


	
Scroll down to the Parameters section, where you can see a parameter titled Event Listener Name List (comma separated).


	
Enter one or more event listener names in this field, separated by commas. Make sure to type each listener's name exactly as it appears in the Name column of the Event Listeners table.


	
Click Apply to save the changes.









6.8.4.2 Adding More Trigger Jobs

In addition to the predefined instance of the Certification Event Trigger Job, you can create new trigger job instances by performing the following steps:

	
Login to Oracle Identity System Administration.


	
On the left pane, under System Management, click Scheduler.


	
On the left pane, from the Actions menu, select Create. Alternatively, you can click the icon with the plus (+) sign beside the View list.


	
In the Create Job panel, expand the Task field by clicking the icon to its right.


	
In the Search field, enter Certification Event Trigger Task, and perform the search.


	
In the search result, click the Certification Event Trigger Task row, and then click Confirm.


	
Enter the Job Name and any desired scheduling details for this trigger job instance.


	
In the Event Listener Name List field, enter a comma-separated list of the listener names that this trigger job instance will process.




Every instance of the trigger job can have its own schedule or can be run manually, and can be restricted to handling triggers for a specified subset of listeners. This enables you to trigger different event listeners at different intervals.










6.9 Configuring Certification Reports

Certification reports are implemented in Oracle BI Publisher.




	
Note:

	
Oracle Identity Manager reports must be deployed on BI Publisher. See "Generating Certification Reports" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager for information about the default certification reports and generating certification reports.


	
If BI Publisher credentials and URL are not configured in Oracle Identity Manager, then the Reports tab in the Dashboard and the Export to PDF or Excel option in the Certification page are not available.












To configure BI Publisher URL:

	
Login to Oracle Enterprise Manager.


	
Click Identity and Access.


	
Select OIM cluster, OIM node, System MBean Browser.


	
In the System MBean Browser, navigate to Application Defined MBeans, oracle.iam, Server: oim server, Application: oim, XMLConfig, Config, XMLConfig.DiscoveryConfig, Discovery.


	
Update the value of the BIPublisherURL attribute with BI Publisher URL.


	
Click Apply.




To configure BIP credentials in Oracle Identity Manager:

	
Log in to Oracle Enterprise Manager.


	
In left pane, expand Weblogic Domain. The domain name is displayed.


	
Right-click the domain name, and navigate to Security, Credentials. A list of maps in the credential store, including the oim map, is displayed.


	
Expand the oim map. A list of entries of type Password is displayed.


	
Create a new CSF entry in the oim credential store map, as follows:

	
Select Map: oim


	
Key: BIPWSKey


	
Type: Password


	
Username: ADMINISTRATOR_USER_NAME


	
Password: ADMINISTRATOR_PASSWORD


	
Description: Login credentials for BI Publisher web service.







After configuring BIP credentials and URL, administration needs to go certification configuration screen (in system administration) and check the "Enable Certification Reports".

To configure the display of the Reports tab in the Detailed Information section of the Dashboard:

	
Log in to Oracle Identity System Administration.


	
Under Certifications, click Certification Configuration. The Certification Configuration page is displayed.


	
Select the Enable Certification Reports option.


	
Click Save.




Reports can be generated in the following formats:

	
PDF


	
RTF


	
HTML


	
Microsoft Excel


	
CSV









6.10 Understanding Multi-Phased Review in User Certification

Collaborative certification or two-phased review with advanced delegation (TPAD) provides the following functionalities:

	
Two-phased review, which allows to combine within a single certification the perspectives of business-oriented and technical reviewers.


	
Advanced delegation, which allows a certifier to retain overall responsibility while delegating decisions to others. Advanced delegation of individual line-items within a certification allows a reviewer to spread the work among several people who can work simultaneously. This allows those who are responsible for reviewing access within an enterprise to spread the burden and thus complete the work more quickly.







	
Note:

Oracle Identity Manager supports TPAD for user certification only. TPAD is not supported for role certification, application instance certification, and entitlement certification.







This section describes TPAD in the following sections:

	
Multiple Phases of Review


	
Delegation to Multiple Reviewers Within Each Phase


	
Stages of Certification in TPAD






6.10.1 Multiple Phases of Review

Multiple phases of review combines multiple perspectives on the same set of user-access-privileges. For user certification, the phases are:

	
Business Review: This is the required first phase of review. The business reviewer, typically the manager of each user, views all the certifiable access privileges of a user. First, the manager confirms that the user is a valid holder of privileges, such as an employee, within that enterprise. Then the manager confirms that the user's position within the enterprise justifies the user's access privileges, such as role assignments, account assignments, and entitlement assignments. The business reviewer certifies or approves any privilege that seems appropriate and revokes any privilege that seems unnecessary or unreasonable.


	
Technical Review: This is an optional second phase of review. The technical reviewer, typically the owner or an authorizer of each privilege, reviews the members of the privilege or the assignments of that privilege to specific users or to specific accounts of specific users. The technical reviewer certifies or approves any privilege that seems appropriate and revokes any assignment of that privilege that seems unnecessary or unreasonable.


	
Final Review: This is an optional final phase review. If the certification is configured to enable final review, then the primary reviewer from the first phase, for example the manager of each user, can see the decisions that reviewers made in the first two phases and can override those decisions if required.







	
See Also:

"Who Is Involved in Completing Identity Certifications?" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager for information about primary reviewer, technical reviewer, final reviewer, and delegated reviewer.












6.10.2 Delegation to Multiple Reviewers Within Each Phase

The primary reviewer in Phase One or Phase Two can spread the work to other users in the following ways:

	
The primary reviewer can reassign responsibility for any set of line items to another user. Reassignment transfers the responsibility to another person, whereas delegation retains the responsibility with the primary reviewer. Reassignment of line items in Phase One creates a new certification.


	
The primary reviewer can delegate each line-item, or any set of line-items, to any user that the primary reviewer selects. This user is called a delegated reviewer. Delegating a line-item marks that line-item as delegated in the primary reviewer's task, and prevents the primary reviewer from acting on that line-item.


	
The primary reviewer can undelegate any delegated line-item at any time within the phase before signing off the certification task. Undelegating a line-item removes it from the delegated reviewer's task, and allows the primary reviewer to act on the line-item, for example, by making certification-decisions or delegating or reassigning it.




In Phase One or Phase Two, whenever the primary reviewer delegates line-items and signs off with at least one line-item still delegated, which means that the primary reviewer has not undelegated all of those line-items before signing off, then Oracle Identity Manager generates a review task for Phase-One Verification or Phase-Two Verification, and assigns this task to the primary reviewer. This task allows the primary reviewer to see and override any decision that a delegated reviewer made in that phase.






6.10.3 Stages of Certification in TPAD

Figure 6-2 illustrates the stages of certification in TPAD by combining the required Phase One, the optional Phase Two, and the optional Final Review phase that depends on Phase Two, with the conditional verification tasks.


Figure 6-2 Stages of Certification in TPAD

[image: Description of Figure 6-2 follows]






As shown in Figure 6-2, the overall sequence of stages within TPAD certification are:

	
start: Certification is created, and certification task is generated by running the Certification Creation Task scheduled job.


	
Phase One Review: This is always required.


	
Phase One Verification: This takes place only if Phase One is completed with delegations.


	
Phase Two Review: This is optional depending on configuration.


	
Phase Two Verification: This takes place only if Phase Two is completed with delegations.


	
Final Review: This is optional depending on configuration and takes place only if Phase Two is completed.


	
end: Certification task is completed. If any access has been revoked as a part of the certification completion, then closed-loop remediation takes place.




The certification stages in TPAD are described in the following sections:

	
Phase One With Verification


	
Phase Two With Verification


	
Final Review






6.10.3.1 Phase One With Verification

Figure 6-3 shows the first phase of certification review with TPAD.


Figure 6-3 Phase One With Verification
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Following is the process flow of the Phase One review with verification in TPAD:

	
Start: A set of certification objects are generated, and the review process starts. Every line-item within each particular certification object is assigned to a Phase One Primary Reviewer (P1PR).


	
Task P1PR: When the scheduled jobs for certification generation are run, Oracle Identity Manager uses Service-Oriented Architecture (SOA) to create a task, for each certification object, which is assigned to the Phase One Primary Reviewer (P1PR).

When the primary reviewer opens the task, the primary reviewer can see every line-item within the certification object. If the primary reviewer opens any particular line-item, then the primary reviewer can see every line-item-detail for that line-item.

The primary reviewer can act on any line-item within the task. The primary reviewer can delegate any line-item to another person, or can reassign any line-item to another person. By default, the primary reviewer owns every line-item and can decide, such as certify or revoke, the line-item-details.

After decision has been made for each line-item, or each detail for the line-item has a Phase-One Decision, or has been delegated or reassigned, the primary reviewer can sign off or complete the task.


	
P1PR Reassigns Item(s): If the primary reviewer during Phase One reassigns any set of line-items to another person, then Oracle Identity Manager removes those reassigned line-items (and their details) from the original certification and puts them into a new and separate certification. The person to whom the line-items were reassigned becomes the P1PR for that new and separate certification.

The reassigned line-items disappear from the task of the original P1PR, and does not reappear within this review process. Even if the new P1PR reassigns or delegates the line-items back to the original P1PR, this creates a new task for the original P1PR so that it is part of a different review process in the following way:

	
If the new P1PR reassigns line-items back to the original P1PR, this will be a new certification with its own P1PR task.


	
If the new P1PR delegates the line-items back to the original P1PR, then this will be a new delegated review (P1DR) task within the review-process of the new P1PR.





	
P1PR Delegates Item(s): If the primary reviewer delegates any set of line-items to another person, then that person is the phase one delegated reviewer (P1DR) for each of those line-items. A new task is created and assigned to the new P1DR.




	
Note:

In order to minimize the number of tasks, it is recommended that you select the set of line-items that you intend to delegate to a particular reviewer. Otherwise, the delegated reviewer can receive any number of tasks, each of which contains some subset of line-items from the same phase of the same certification object.







When the primary reviewer delegates a particular set of line-items, the line-items are marked as delegated within the task from which the primary reviewer delegated them. The primary reviewer can no longer act within that task on those line-items unless the primary reviewer undelegates them. The primary reviewer has an opportunity during Phase One Verification to see and override the decisions made by any delegated reviewer.


	
P1PR Undelegates Item(s): The primary reviewer can undelegate or take back from a delegated reviewer any line-item that is delegated. Undelegating a line-item allows the primary reviewer to act on that line-item and removes that line-item from the task of the current delegated reviewer, which prevents the delegated reviewer from acting on it further.


	
P1PR Signs Off: After every line-item has been completed or delegated or reassigned, the primary reviewer can sign off on the task, which completes the task. A line-item is completed when all of its details have a decision for the current phase. At this point, Oracle Identity Manager determines whether or not Phase One Verification (P1V) is required.


	
SOA (De)Proxies Assignee (P1PR): A proxy can be assigned for the assigned reviewer, such as P1PR. For example, when the reviewer is scheduled to go on vacation, the reviewer can activate a proxy. When the reviewer returns from vacation, the proxy is deactivated. When the newly assigned (proxy) reviewer opens the task, the proxy reviewer can view and act on each line-item and line-item-details. See "Managing Proxies" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager for information about adding, modifying, and removing proxies.


	
SOA Escalates Task (P1PR): The certification task can be escalated depending on configuration of the SOA composite that Oracle Identity Manager uses for certification-review tasks. For example, if the reviewer has not signed off or completed a task within a configured time-limit, SOA can escalate the task and reassign it to the manager of the currently-assigned reviewer. After the task is escalated the maximum number of times or has reached some other condition that terminates escalation, the task expires.


	
SOA Expires Task (P1PR): A certification review task can expire in certain conditions. For example, if the reviewer has not signed off a task within a configured time-limit, then the task can expire. If the task is configured to escalate before expiring, then SOA expires the task only after it has escalated the maximum number of times or reaches some other condition that terminates escalation. When a task expires, it cannot be acted upon.


	
Task: P1DR: Each delegated-review task contains a set of line-items that the primary reviewer has delegated to the delegated reviewer. When the delegated reviewer opens the task, the delegated reviewer can see only the line-items that are delegated in the particular delegation-event that produced the task. If the phase-one delegated reviewer (P1DR) opens any particular line-item, P1DR can see every detail for that line-item.

The delegated reviewer can act on any line-item within the task. The delegated reviewer cannot delegate any line-item to another person, cannot undelegate any line-item, and cannot reassign any line-item to another person. By default, the delegated reviewer owns every line-item and can decide, such as certify or revoke, its line-item-details. After every line-item has been decided, or all the details for the line-item has a Phase-One Decision, the delegated reviewer can sign off or complete the task.


	
P1DR Signs Off: After every line-item within a delegated-review task has been decided, the delegated reviewer can sign off or the task. Every delegated-review task must complete or must expire before the certification review process can proceed to Phase-One Verification.


	
Any line-item has P1DR: This branch-point decides whether the Phase One Verification stage is required. This depends on whether any line-item is delegated:

	
If any line-item that is not reassigned remains delegated when the P1PR signs off, then the review process moves to Phase One Verification.


	
If no line-item that is not reassigned remains delegated when the P1PR signs off, then the review-process moves to Phase Two.





	
All P1DR tasks are signed off or expired: This branch loops until every Phase One delegated-review task has either been signed off (completed) or has expired.


	
Task: P1V: After the primary-reviewer (P1PR) has signed off and every delegated-review-task (P1DR) has either completed or expired, Phase One Verification begins. Another task for the same certification-object is created and assigned to the primary reviewer. Within this task, the primary reviewer can see and override any decision made in Phase One. The primary reviewer also can complete any line-item that no delegated reviewer has completed. The primary reviewer cannot reassign and delegate, and therefore, cannot undelegate any line-item within this task.


	
P1PR Signs Off (P1V): After every line-item-detail within the certification-object for every line-item that has not been reassigned to another primary reviewer has a decision, the Phase-One Primary Reviewer can sign off. When the reviewer signs off on the Phase-One Verification task, the certification review process proceeds to Phase Two.


	
SOA can proxy the assignee, and escalate or expire the P1V task (similar to the P1PR task). See steps 7 through 9 for details.









6.10.3.2 Phase Two With Verification

Phase Two is an optional, plural, and rotated version of Phase One.

Optional: Phase Two is optional because it occurs only if Phase Two is enabled in configuration, the administrator specified a strategy to select a Phase Two Primary Reviewer, and the specified strategy assigned a Phase Two Primary Reviewer to at least one line-item within the certification.

Plural: There can be multiple Phase Two Primary Reviewers because each reviewer administers or authorizes a line-item-detail rather than a line-item. For example, in a user certification, each role assignment, account assignment, or entitlement assignment can have a different primary reviewer.

Rotated: Each reviewer in Phase Two can see a rotated view. For example, in Phase One of user certification, the business-reviewer can see users as line-items and each user's access-privileges as line-item-details. In Phase Two of user certification, each technical reviewer can see privilege-definitions, such as role, application instance, or entitlement definitions, as line-items and can see members of each privilege as line-item-details. This privilege-centric view is more useful to a technical-reviewer, who can delegate or reassign responsibility for individual privilege-definitions.

Figure 6-4 shows the second phase of certification review with TPAD.


Figure 6-4 Phase Two With Verification
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The stages in Phase Two are similar to Phase One, except for the following:

	
Task: P2PR: A review task is generated for each type of privilege for which each Phase Two primary reviewer (P2PR) must review assignments within that certification. When a Phase Two primary reviewer opens a P2PR task, that primary reviewer can see a list of line-items for which that primary reviewer is responsible within the certification object. For example, in Phase Two of a user certification, the Technical Reviewer who opens a P2PR task can see a list of privileges, such as role definitions, application instance definitions, or entitlement definitions, for which that primary reviewer is the certifier and for which that certification object contains assignments. Because this type of certification is user-centric, the rotated view is privilege-centric.

If the primary reviewer opens any particular line-item, the primary reviewer can see every line-item-detail for that line-item. The primary reviewer can act on any line-item within the task. The primary reviewer can delegate any line-item to another person or can reassign any line-item to another person. By default, the primary reviewer owns every line-item and can decide, such as certify or revoke, its line-item-details.


	
P2PR Reassigns Item(s): If the primary reviewer in Phase Two reassigns any set of line-items to another person, then that person becomes the new primary reviewer (P2PR) for those line-items. Oracle Identity Manager creates a new primary-review task and assigns it to the new P2PR.




	
Note:

The Reassign operation in Phase Two does not generate a new certification. For example, if a primary technical reviewer reassigns a (rotated) line-item, then this does not split the certification.







The reassigned line-items disappear from the task of the original P2PR. The line-items are displayed within a separate task that is assigned to the new P2PR.









6.10.3.3 Final Review

Final Review is optional and is a tie-breaker. It is the simplest phase in TPAD.

Optional: Final Review occurs only if it is enabled in configuration, the administrator specified in the certification definition that Final Review is to be performed, and Phase Two is performed because at least one line-item had a Phase Two Primary Reviewer.

Tie-breaker: Because the Phase Two reviewers may have made different decisions than the Phase One reviewers, the Phase One primary reviewer can view and override the decisions made in the two earlier phases. Therefore, Final Review is a tie-breaker.

Simplest phase: There is only one Final Reviewer, who is the Phase One Primary Reviewer. The Final Reviewer cannot delegate and cannot reassign. The Final Reviewer can see the decisions made during Phase One, the decisions made during Phase Two, and can override the decisions.

Figure 6-5 depicts the optional Final Review phase of certification review with TPAD.


Figure 6-5 Final Review Phase
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In Final Review, the following stages are different from other review phases:

	
System Calculates FRD: Oracle Identity Manager calculates a Final Review Decision (FRD) in the following manner:

	
For any line-item detail that has a Phase Two decision other than Abstain, the Phase Two decision becomes the Final Review decision.


	
If a particular line-item detail lacks a Phase Two decision, or if the Phase Two decision is to abstain, then the Phase One decision becomes the Final Review decision.





	
Final Review is enabled: This branch decides whether or not to generate a task for Final Review and assign it to the Phase One Primary Reviewer. If Phase Two is disabled in configuration, or if Phase Two is not used in this certification review, or if Final Review is disabled in configuration, then task for Final Review is not generated. If Phase Two decisions have been made and Final Review is enabled in configuration, then the task for Final Review is generated.


	
Task: FR: The Final Reviewer opens the Final Review task, and can see the following:

	
The decision made during Phase One on each line-item detail.


	
The decision made during Phase Two on each line-item detail.


	
The Final Review Decision.




The Final Reviewer can override the FRD in the context of the Phase One and Phase Two decisions. The Final Reviewer cannot reassign and delegate, and therefore, cannot undelegate any line-item within the task. The Final Reviewer can sign off after validating each FRD. At that point, the Final Review task is complete and the overall certification process is complete with the exception of closed-loop remediation, which Oracle Identity Manager performs automatically following signoff. If the Final Reviewer does not sign off and allows the Final Review task to expire, then the certification process is dead.




You can use Final Review to compare the Phase One decision with the Phase Two decisions and make a final decision. If you prefer the Phase Two decision, then do not enable Final Review in configuration.










6.11 Understanding Certification Oversight

Certification oversight is the activity of reviewing, and possibly overriding, the decisions of the primary reviewer within the scope of a particular primary-review task.

A person who has the opportunity to override the certification decisions of a primary reviewer within the scope of a particular primary-review task is called an overseer. The overseer has the following characteristics:

	
An overseer must be an OIM user.


	
Only one overseer at a time can oversee a primary-review task.


	
An overseer has the right to view and override the decisions made by the primary reviewer or by any previous overseer.




As a part of the certification configuration, you can select a certification composite that defines the certification oversight workflow. A certification composite is a SOA workflow that the certification server launches for each primary reviewer, or delegated reviewer, during a phase of certification.

By default, the CertificationOverseerProcess composite defines the following behavior:

	
A primary-review task is not completed until the primary reviewer and every overseer in the sequence has signed off.


	
Decisions signed off by the final overseer in the sequence of overseers are final for that primary-review task.


	
Closed-loop remediation begins after the overall certification is complete. No phase of certification is complete until every primary-review task is complete.


	
For Phase Two and Final Review phase of certification:

	
Since Phase Two can have multiple primary reviewers, each primary-review task can have a separate sequence of overseers, one primary-review task per each primary reviewer. For detailed information about multi-phased reviews, see "Understanding Multi-Phased Review in User Certification".





	
For delegation, oversight takes place only for the verification task of a primary reviewer. If the primary reviewer delegates during the primary-review task, then the primary-review task does not have oversight. Instead, oversight takes place during the subsequent verification-task, which contains all the decisions for that phase.


	
Reassignment of a line-item during Phase One of certification creates a new certification and creates a new primary-review task that is assigned to the re-assignee. Here, a new sequence of overseers are calculated for the new primary-review task.




You can extend the default oversight functionality to specify different levels of oversight or stop the oversight process when a certain stage is reached. To do so, you must create and deploy custom certification composites. For more information on creating and deploying custom certification composites, see "Customizing Certification Oversight".



6.11.1 Customizing Certification Oversight

Certification oversight can be customized to extend the levels of oversight or stop the oversight process when a certain title is reached. The certification composite contains customizable oversight logic that supports queries to Oracle Identity Manager to select a sequence of overseers based on any one or all of the following:

	
The primary reviewer


	
The current phase of certification


	
The management-hierarchy defined in OIM




By default, only a single level of oversight is supported such that a certification task is assigned to one reviewer.

As predefined in the composite for certification oversight, whenever the primary reviewer or an overseer signs off, the primary-review task is automatically routed to the next overseer in the sequence. After a primary reviewer or an overseer, except the final overseer, has signed off on the primary review task, that user will no longer be able to view the task in the inbox by querying for completed tasks.

Customizing the certification oversight involves the following steps:

	
Create the composite. To do so:

	
Go to the OIM_HOME/server/workflows/new-workflow/ directory. The process-template subdirectory contains the ZIP file archives with composite files that are used as the base files to create the new composite.


	
Run the following command:


ant -f new_project.xml certification


	
When prompted, enter a name for the new composite, and press Enter. The composite is created, and a package directory with the composite name that you specified is created in the process-template subdirectory.





	
Open the composite in JDeveloper. To do so:

	
Go to the process-template directory.


	
Go to the directory with the composite name provided in step 1c.


	
Open COMPOSITE_NAME.jpr using JDeveloper.





	
In the Projects pane of the Application Navigator view, expand the project and edit the CertificationTask.task by double-clicking. Click the Assignment tab. Click Stage1.Participant object, and select Edit. The Edit Participant Type dialog box is displayed. By default, the composite defines a single level of certification, and the certifications will be assigned to a single reviewer. For example, to change the level of certification to go to the manager of the current task assignee, set the following values:




	
Note:

The customization described in this procedure is a sample. For further customizations, see the CertificationOverseerProcess default template, and/or refer to SOA documentation.







	
Type: Serial. Only serial certification logic is supported.


	
Build a list of participants using: Management Chain


	
Specify attributes using: Value-based


	
Starting Participant: Select a user from which the certification starts.


	
Top Participant: By Title. Specify a title for the reviewer who is the top participant of the certification review. If you specify VP as the top participant and 5 as the number of levels, then the certification will go up to VP level even though it is level 3. The other levels will be skipped.


	
Number of Levels: By Number. If you specify 1, then it means that certification will up to the manager's level. A value of 2 means that the certification will up to the manager's manager.


	
Auto assign task to a single: User


	
Assignment Pattern: Least Busy





	
Click OK.


	
Compile the composite, and deploy the composite JAR file to SOA by referring to SOA documentation.


	
Login to Oracle Identity System Administration, and create a certification definition by selecting the newly deployed composite in the Configuration page.











6.12 Troubleshooting Identity Certification

Table 6-4 lists possible issues encountered while using identity certification and the steps to resolve the issues.


Table 6-4 Troubleshooting Identity Certification Issues

	Problem	Solution
	
You create certification definition and run the Certification Creation Task scheduled job, but no certification tasks are generated.

	
Make sure that all the certification configuration steps, as described in "Configuring Certifications", have been performed.











	
Note:

Ensure that all required SOA patches are applied. For a list of SOA patches, see Oracle Fusion Middleware Installation Guide for Oracle Identity and Access Management.














H Integrating with Access Management

This appendix describes how to integrate Oracle Identity Manager 11gR2PS2(11.1.2.2.0) with Oracle Access Management (OAM) 10g on Oracle WebLogic Application Server. This integration only enables basic Single Sign On (SSO) login/logout use cases, and does not enable full OIM-OAM integration use cases, for example password management.

This appendix contains the following sections:

	
Performing the Prerequisites


	
Configuring OIM Domain for SSO


	
Validating the Integration






H.1 Performing the Prerequisites

Before integrating Oracle Identity Manager with OAM, perform the following prerequisites steps:

	
Oracle Identity Manager 11gR2PS2 is installed and configured. Oracle Identity Manager must be frontended with OHS or reverse-proxy, which hosts OAM 10g Webgate.


	
OAM 10g server and Webgate 10g are installed and configured. OAM SSO login and logout pages and configurations are in place.


	
Identity information in Oracle Identity Manager is synchronized with LDAP server. For example, the LDAP synchronization can be used for this purpose.









H.2 Configuring OIM Domain for SSO

To configure Oracle Identity Manager domain for SSO:

	
Set the OIM ssoEnabled flag to true. To do so:

	
Login to Oracle Enterprise Manager.


	
Navigate to OIM Domain.


	
Right-click OIMDomain, and select System MBean Browser.


	
Click the search icon, enter ssoconfig, and search.


	
In the details page, look for the SSOEnabled flag, and select true from the dropdown .


	
Click Apply to save the change.





	
Configure authentication providers.

This step would configure the security providers in OIM domain in such a way that the SSO login, and OIM client-based login works fine. For this, OAMIDAsserter and OIDAuthenticator must be setup. Note that OIDAuthenticator is configured in order to authenticate/assert users against Oracle Internet Directory (OID). To authenticate/assert users against any other directory server, which is also used by OAM for authentication, corresponding authenticator must be configured instead of OIDAuthenticator.

To configure the authentication providers:

	
Login to WebLogic Administrative Console, and navigate to Security realms, myrealm, Providers, Authentication.


	
Click New to add OAMIDAsserter of type OAMIdentityAsserter. Click OK. Edit OAMIDAsserter, which has just been added, and set the Control flag to REQUIRED. Ensure the Chosen Active Type is OAM_REMOTE_USER, and then save the configuration.


	
Click New to add OIMSignatureAuthenticator of type OIMSignatureAuthenticator. Click OK. Edit OIMSignatureAuthenticator and set the Control flag to SUFFICIENT. Save the configuration. Ensure that the no properties are displayed in the provider-specific configuration tab.


	
Click New to add OIDAuthenticator of type OracleInternetDirectoryAuthenticator. Click OK. Edit OIDAuthenticator and set the Control flag to SUFFICIENT. Save the configuration. Then, open the provider-specific configuration tab, set the following attributes (only), and save the configuration.


Host: OID_HOST_NAME
Port: OID_PORT
Principal: cn=orcladmin
Credential/Confirm Credential: ORCLADMIN_PASSWORD
User Base DN: cn=Users,dc=us,dc=oracle,dc=com
All Users Filter: (&(uid=*)(objectclass=inetOrgPerson))
User From Name Filter: (&(uid=%u)(objectclass=inetOrgPerson))
UserNameAttribute: uid
User Object class: inetOrgPerson
Use retrieved use name as principal: true
Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com
All groups filter: (&(cn=*)(objectclass=groupOfUniqueNames))
Group from name filter: (&(cn=%g)(objectclass=groupOfUniqueNames))





	
Note:

OIDAuthenticator must be replaced by the appropriate LDAP provider-specific authenticator that is based on the LDAP provider used by Oracle Identity Manager and OAM.








	
Remove OIMAuthenticationProvider, which is already configured.


	
Re-order the remaining authentication providers in the following sequence:

	
OAMIDAsserter


	
OIMSignatureAuthenticator


	
OIDAuthenticator


	
DefaultAuthenticator


	
DefaultIdentityAsserter





	
Activate all the changes done, and then restart all the servers configured in OIM domain.





	
Configure SSO logout for Oracle Identity Manager, as shown:


<IDM_ORACLE_HOME>/common/bin/wlst.sh
  connect()
  addOAMSSOProvider(loginuri= "/${app.context}/adfAuthentication" ,
logouturi= "/oamsso/logout.html" , autologinuri= "/obrar.cgi" )
  exit()





	
Note:

	
The connect() call prompts for Admin server URL and WebLogic administrator username and password.


	
If a custom logout URL is configured, then logouturi must be changed appropriately before running the wlst command.













	
Configure OIM resource policies in OAM 10g server. To do so:

	
Protect the following OIM resources:

	
/sysadmin/adfAuthentication


	
/identity/adfAuthentication


	
/Nexaweb


	
/xlWebApp


	
/oim





	
Unprotect the following OIM resources:

	
/identity/.../*


	
/sysadmin/.../*


	
/identity


	
/sysadmin


	
/SchedulerService-web















H.3 Validating the Integration

Table H-1 describes how to validate the integration.


Table H-1 Validating the Integration

	Validation	Steps and Output
	
End-user login to Oracle Identity Manager through SSO

	
	
As a prerequisite, create an end-user, for example ENDUSER001, in Oracle Identity Manager and LDAP.


	
Login to Oracle Identity Self Service through SSO URL as end-user that you created in step 1, and check if the login is successful.


	
Login to Identity System Administration as the system administrator user. Try accessing various sections of the UI. such as approval policies.


	
Logout from either of the consoles, and login again with same or different credentials.




Expected output: Login is successful, and all the links work as expected.


	
Client-based login to Oracle Identity Manager

	
	
As a prerequisite, make sure that the Design Console is installed and configured.


	
Login to the Design console as the system administrator user with SSO password.




Expected output: Login to the Design Console is successful. For this, LDAPAuthenticator must be configured properly for SSO login.


	
Signature-based authentication

	
	
Try accessing the Scheduler service URL:

http://OIM_HOST:PORT/SchedulerService-web

The Scheduler is running on Oracle Identity Manager Managed Server port.


	
Login as the system administrator with SSO password.




Expected output: Signature login is successful if you can see the following details on the screen:


Scheduler Current Status: STARTED
Last Error: NONE


If login is successful, and the value of Scheduler Current Status is STOPPED, then click Start on the page. Signature login is successful if there are no errors on the page.













Part VII



Requests

This part describes the administration of request catalog and request service.

Part I contains the following chapter:

	
Chapter 17, "Managing the Access Request Catalog"







17 Managing the Access Request Catalog

 
This chapter provides an introduction to the Access Request Catalog and describes the key features, benefits and use cases of the Access Request Catalog. It contains the following sections:

	
Section 17.1, "Access Request Catalog"


	
Section 17.2, "About the Access Request Catalog"


	
Section 17.3, "Administering the Access Request Catalog"


	
Section 17.4, "Managing the Lifecycle of the Catalog"


	
Section 17.5, "Troubleshooting"




The Access Request Catalog provides a simple, intuitive, web-based user interface that allows business users to request access to roles, application instance, and additional access (also known as entitlements) within applications.

The Access Request Catalog allows a business to categorize and publish roles, application instance, and entitlements to the Catalog and provide additional business context using extensible metadata. Users use familiar request access for themselves using an intuitive "Catalog search" and "Shopping Cart" user experience.



17.1 Access Request Catalog

This section provides an introduction to the Access Request Catalog. It contains the following sections:

	
Section 17.1.1, "Access Request Challenges"


	
Section 17.1.3, "Catalog Use cases"


	
Section 17.1.2, "Concepts"






17.1.1 Access Request Challenges

Enterprises have tried to simplify and streamline the process of managing the identity lifecycle and access privileges of end users as part of improving operational efficiency and reducing IT costs. To meet these goals, businesses have tried to implement various solutions to allow end users to manage their own identity and access. However, they have faced several challenges in doing so:

	
End-users had to be trained to understand IT concepts and terminology and use IT processes to request access.


	
The training cycle had to be repeated as new employees joined, lowering productivity, and increasing IT costs.


	
End-users had to get IT assistance when their requests were not fulfilled in a timely manner and did not have visibility into the status of their request.


	
Typically, additional access within an application had to be granted by IT or by Application administrators.


	
This limited business users' view of available access and limited their productivity, while forcing them to rely on IT.




The Access Request Catalog addresses these challenges by providing an easy to use web interface where users can search and browse various types of access and select the ones they need to perform their job duties. It provides the following benefits:

	
The end user does not need to know technical jargon or follow IT processes to request access. The Catalog uses well-known and familiar search and shopping cart patterns to guide the user through the access request process.


	
The end-user does not need to know specific application instance, role or entitlement names. The Catalog provides an extensible metadata model and provides tagging capabilities. This allow business users to specify alternate terms to be used to search for the specific access. End users can search the Catalog using combinations of keywords and wildcards to search for the access they need.









17.1.2 Concepts

The following discussion introduces key access request catalog concepts

	
Catalog

Catalog (aka Request Catalog) offers a consistent and intuitive request experience for customers to request Roles, Entitlements and Application Instances following the commonly used Shopping Cart paradigm. The catalog is a structured commodity with its own set of metadata.


	
Catalog Item

A Catalog Item is an item (Roles, Entitlements or Application Instances) that can be requested by a user, either for themselves or on behalf of other users.


	
Category

A Catalog Item Category is a way to organize the request catalog. Each catalog item is associated with one and only one category. A catalog item navigation category is an attribute of the catalog item. Catalog System Administrators can edit a Catalog Item and provide a value for the category.




	
Note:

You cannot leave Category field blank for a catalog item. Therefore, you must ensure that a value is present for the category.








	
Application Instance

An Application Instance represents an account on particular target. When users request an application instance, they are requesting an account in a particular target. Application Instances can be connected, if fulfillment is automated via a Connector, or disconnected, if fulfillment is manual. Application Instances can have entitlements associated with them.


	
Enterprise Roles

Enterprise Roles are defined by customers. Enterprise Roles have policies associated with them. Users can request enterprise roles via the Catalog. When a role is granted, application instances or entitlements are provisioned to the user.


	
Entitlement

Entitlements are privileges in an application that govern what a user of the application can do.


	
Catalog User-defined field

Catalog User-defined fields are additional attributes that are added by customers to the Catalog entity


	
Catalog Item Metadata

Catalog Item Metadata refers to the values for the Catalog Item attributes. Metadata can be managed on a per-item basis by the Catalog System Administrator or can be populated in bulk.


	
Tags

Tags are search keywords. When users search the Access Request Catalog, the search is performed against the tags. Tags are of three types

	
Auto-generated: The Catalog synchronization process auto-tags the Catalog Item using the Item Type, Item Name and Item Display Name


	
User-defined: User-defined Tags are additional keywords entered by the Catalog System Administrator


	
Arbitrary tags: While defining a metadata if user has marked that metadata as searchable, then that will also be part of tags.





	
Catalog System Administrator

The Catalog System Administrator is a global security role. The Catalog can be managed by members of this role only.


	
Shopping Cart

The Shopping Cart refers to the collection of Catalog Items that are being requested. A user can have only one cart active at any given time and the cart can contain roles, application instances, entitlements, or any combination of the three.


	
Catalog synchronization

Catalog synchronization refers to the process of loading roles, application instances, and entitlements into the Catalog.









17.1.3 Catalog Use cases

Use cases in this section explain how the access request catalog make it easy for end users to request roles, application instance, and entitlements required to perform their duties.


Requesting access

Mary, a Manager in MyCorp, would like to request access to MyCorp Trading application for herself and her directs. To do this, she searches the Catalog using the keyword trading. The catalog returns all items that match Mary's keywords and that she is allowed to request. Mary filters the search results by selecting Application from the list of categories. The Catalog returns a reduced set of search results. Mary adds the MyCorp Trading application to the cart and checks out. She adds herself and her directs to the request and submits the request.

[image: Description of req_acc_1.gif follows]





Administering the Catalog

Jim, a Catalog System Administrator, would like to onboard new application instance and their entitlements, add additional attributes and improve the searchability of the catalog items. He runs the Catalog Synchronization job to harvest the new application instance and their entitlements. Next, he extends the Catalog metadata by adding additional attributes and identifies certain attributes as searchable. Next, he loads the catalog with metadata and tags for the new attributes. For certain Catalog items, he searches the Catalog and edits the Catalog item in place.




	
Note:

The Catalog System Administrator must have the System Configuration Administrator admin role for running the Catalog Synchronization job.







[image: Description of req_acc_2.gif follows]




These use cases are typical examples of using the Access Request Catalog to make applications and entitlements in the applications and roles visible in the Catalog and allowing users to request access to them via simple web-based interface.








17.2 About the Access Request Catalog

This section covers the features and benefits of the Access Request Catalog and its architecture. It contains the following topics

	
Section 17.2.1, "Features and Benefits"


	
Section 17.2.2, "Architecture"






17.2.1 Features and Benefits

The Access Request Catalog is a searchable, categorized collection of entities that are requestable in Oracle Identity Manager. Any authenticated user can access the Catalog and search the Catalog using one or more keywords and search operators, add one or more Catalog items into a shopping cart and submit a request for themselves and others.

Key features of the access request catalog include:

	
Extensible Catalog schema that allows administrators to add additional attributes

and specify how the attribute is rendered using a simple browser-based UI


	
Automated harvesting of roles, applications, and entitlements


	
Automated loading of Catalog metadata using a CSV file


	
Powerful search using keywords with support for complex search operators


	
Flexible categorization model that allows the Catalog to be organized based on customer choice


	
Catalog search results secured based on viewer privileges of the requester


	
Catalog item data available via a web service for use in workflows









17.2.2 Architecture


Figure 17-1 High-Level Catalog Architecture

[image: Description of Figure 17-1 follows]






Figure 17-1 shows the components of the Access Request Catalog and its relationship with other components of Oracle Identity Manager. The Access Request Catalog consists of the following components:

	
Catalog Tables


	
Catalog Loaders


	
Catalog Metadata


	
Catalog User Interface in the Identity Self Service Console











17.3 Administering the Access Request Catalog

This section describes the basic administration of the Access Request Catalog. It consists of the following topics

	
Section 17.3.1, "Pre-requisites"


	
Section 17.3.2, "Common Tasks"


	
Section 17.3.3, "Configuring Catalog Auditing"


	
Section 17.3.4, "Configuring Hierarchical Attributes of Entitlements"


	
Section 17.3.5, "Database Best Practices for Access Request Catalog"






17.3.1 Pre-requisites

The Access Request Catalog is used by end-users to request access to roles and entitlements to help them perform their duties. As a result, it is very important that the Catalog be current, have a rich metadata and be organized so that users can find the right access. To ensure this, you need to have a plan to manage the Access Request Catalog. The ensuring sections give the steps that you should follow to administer the Catalog. Before implementing those steps, there are certain pre-requisites. These include

	
Section 17.3.1.1, "Setting up the Catalog System Administrator"


	
Section 17.3.1.2, "Defining the Catalog Metadata"






17.3.1.1 Setting up the Catalog System Administrator

The Catalog System Administrator is an admin role, similar to the System Administrator and System Configurator role. In Oracle Identity Manager 11g Release 2 (11.1.2.2.0), a member of this role (and those of the System Administrators role) can perform the following actions:

	
Load the Catalog


	
Manage Catalog Items


	
Manage Request Profiles




This role is a global role and not scoped by organization.

To grant the Catalog System Administrator:

	
Log in to Oracle Identity Self Service.


	
Click Organizations.


	
Search and open the Top organization.


	
Click the Admin Roles tab.


	
Select the Catalog System Administrator admin role and click Assign in the toolbar.


	
Search and select the users that you want to assign, and click Add Selected.


	
Click Add to add the users.




The new members of the Catalog System Administrator role can login to the Self Service Console and start managing the Catalog.






17.3.1.2 Defining the Catalog Metadata

A rich catalog metadata is important to for the following reasons:

	
End-users are only interested in getting access to what they need to perform their job duties. When they search and browse the Catalog, the information presented to them must relate to the business. If the Catalog is sparse (minimal attributes), users will not know which access to pick. If the Catalog is rich but technical, users will get confused and will choose not to use the Catalog.


	
Requesters and Approvers need as much contextual information as possible to help them submit a request or approver one. When approvers review a request, the Catalog item detail helps them understand what is being requested, why and the impact of approving the request.


	
Approval workflows use routing rules to correctly determine approvers. These rules need access to additional context about the requested item to do approver resolution. If the Catalog information is sparse, the routing rules will not have enough data available to determine the correct approvers.




To meet these challenges, the Catalog must contain additional metadata that can help place the access, that is the Catalog item, in the correct business context.

To add one or more attributes to the Catalog:

	
Log in to the Oracle Identity System Administration Console.


	
Create and activate a sandbox. See "Managing Sandboxes" in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.


	
Under System Entities, click Catalog.


	
Click Custom New Attribute to add an attribute.




	
See Also:

See "Developing Process Forms" for more information on the Form Designer and its capabilities and "Managing Sandboxes" for more information on the Sandbox and its capabilities








	
Select from one of the pre-defined attribute types and click OK.


	
Provide the necessary information and click Save and Close.


	
Add additional attributes as required.

You have completed the first step in extending the Catalog.


	
If you do not want to modify the Catalog search results or Catalog Item details UI, then you can have your changes reviewed and after approval of the changes, export and publish the sandbox. It is recommended that you export the sandbox to store all the changes made in your sandbox.

If you want to modify the Catalog search results and Catalog Item details UI, then proceed further.


	
Logout and login to the Identity Console as a member of the System Administrator role.


	
Create a new sandbox and activate it.


	
Add the attribute to the catalog details page by referring to Section 8.5, "Adding a Custom Attribute".


	
Export and publish the sandbox.











17.3.2 Common Tasks

This section describes the common tasks to be performed by the Catalog System Administrator. It consists of the following tasks:

	
Section 17.3.2.1, "Onboard Applications and Roles"


	
Section 17.3.2.2, "Bootstrapping the Catalog"


	
Section 17.3.2.3, "Ongoing Synchronization"


	
Section 17.3.2.4, "Enrich the Catalog"


	
Section 17.3.2.5, "Managing Catalog Items"






17.3.2.1 Onboard Applications and Roles

The Access Request Catalog must be populated with enterprise roles, application instances and entitlements so that users can search and request for access. You must develop a process by which enterprise roles, application instances and entitlements can be on-boarded to the Catalog with minimal administrator intervention. This section covers the various steps involved in on-boarding roles, application instances and entitlements into the Catalog.


17.3.2.1.1 Prepare an Onboarding checklist

Use the following oboarding checklist items to develop a high-level process for onboarding roles, application instances and entitlements into the Access Request Catalog. Later, you can follow individual checklists for roles, application instances, and entitlements.

	
Identify Catalog System Administrators


	
Identify and extended Catalog attributes


	
Customize Catalog search results UI


	
Customize Catalog Item Details UI


	
Identify navigational categories


	
Identify Owners, Certifiers, Approvers for roles and applications


	
Identify sources of truth for Catalog Item metadata/glossary


	
Develop procedures to generate and load Catalog item metadata/glossary


	
Develop glossary of tags and a process to maintain tags





17.3.2.1.2 Onboarding Roles

There are no onboarding steps for enterprise roles. Roles, belonging to a role category other than OIM Roles are published directly to the Catalog when they are created.

When user edits the role and changes its category from OIM Role to any other category, then the Catalog Synchronization scheduled job must be run to have the role searchable in the catalog.



17.3.2.1.3 Onboarding Application Instances

Application Instances require additional configuration before they can be requested by end users. Use the following checklist items to make sure that you have performed the configuration required to onboard application instances:

	
Ensure that the Connector is installed (for new targets)


	
If you are upgrading Oracle Identity Manager from Release 9.1.x or 11g Release 1 to 11g Release 2 (11.1.2.2.0), see "Upgrading Oracle Identity Manager 11g Release 1 (11.1.1.x.x) Environments" of the Oracle Fusion Middleware Upgrade and Migration Guide for Oracle Identity and Access Management for information about mandatory post-upgrade steps


	
Verify that the process forms have an IT resource field


	
Verify that you have defined the form field properties correctly


	
Verify that you have created the application instances with suitable display names and descriptions


	
Verify that you have created the forms required for account requests


	
Verify that you have published the application instances to the relevant organizations


	
For disconnected applications, verify that you have created the application instances. See Section 10.2.1, "Creating a Disconnected Application Instance" for detailed description of the steps




After verifying the steps in the check list, follow the instructions below to onboard application instances.




	
See Also:

Section 9.2, "Managing Application Instances" for more information on managing Application Instances








Steps to onboard Application Instances

	
Login to the System Administration Console as a member of the System Administrator role


	
Click Scheduler


	
Search for the Catalog Synchronization job


	
Check the Process Application Instances parameter


	
Set the parameter Mode to Incremental






17.3.2.1.4 Onboarding Entitlements

Use the following checklist items to make sure that you have performed the configuration required to onboard entitlements.




	
Note:

Job entitlement list loader should be executed before executing catalog synchronization job.







	
Ensure that the Connector is installed (for new targets)


	
If you are upgrading Oracle Identity Manager from Release 9.1.x or 11g Release 1 to 11g Release 2 (11.1.2.2.0), see "Upgrading Oracle Identity Manager 11g Release 1 (11.1.1.x.x) Environments" of the Oracle Fusion Middleware Upgrade and Migration Guide for Oracle Identity and Access Management for information about mandatory post-upgrade steps


	
Verify that the process forms have an IT resource field


	
Verify that you have defined the form field properties correctly


	
Verify that you have correctly associated the parent and child forms


	
Verify that you have run the common lookup reconciliation job for ICF-based targets


	
Verify that you have run the connector-specific lookup reconciliation jobs for non-ICF connectors


	
Verify that you have created application instances correctly, corresponding to the resource object and IT resource instance specified in the Lookup Reconciliation job


	
Verify that you have published entitlements to relevant organizations


	
Verify that you have run the entitlement list loader job, so that data can be populated in ent_list table




After verifying the steps in the check list, follow the instructions below to onboard entitlements


Steps to onboard Entitlements

	
Login to the Oracle Identity System Administration Console as a member of the System Administrator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization job.


	
Check the Process Entitlements parameter.


	
Set the parameter Mode to Incremental.




	
Note:

	
If its a first time harvesting, then you should set the parameter to Full.


	
If the parameter mode is Incremental, then only those entities will be picked by scheduled task for processing, whose create date is greater than update date for creation, and update date is greater than update date value.




























17.3.2.2 Bootstrapping the Catalog

Bootstrapping refers to the process of populating the Catalog for the first time. After Bootstrapping large number of any entity, you can gather statistics on base tables. This section refers to bootstrapping the Catalog after you have installed Oracle Identity Manager 11g Release 2 (11.1.2.2.0). If you are upgrading from Oracle Identity Manager 9.1.x or 11g Release 1, then see Chapter, "Upgrading Oracle Identity Manager 11g Release (11.1.1.5.0) Environments" of the Oracle Fusion Middleware Upgrade and Migration Guide for Oracle Identity and Access Management.


Pre-requisites

	
You have extended the Catalog using the Catalog system entities by following the steps given in Section 17.3.1.2, "Defining the Catalog Metadata".


	
You have carried out the necessary UI customization steps required when a user-defined field is added to the Catalog.





17.3.2.2.1 Bootstrapping the Catalog with Roles

There are two ways to bootstrap the Catalog with Roles.

	
Bootstrapping the Catalog with Roles when you are not using Oracle Identity Analytics customer

In Oracle Identity Manager 11g R2, roles are published immediately to the Catalog when they are created and assigned a role category other than the OIM Roles category. If you have made changes to the role categories or need to synchronize the enterprise roles with the Catalog, follow the steps given below

To bootstrap the catalog with roles:

	
Login to the Oracle Identity System Administration Console as a member of the System Administrator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization job.


	
Check the Process Roles parameter.


	
Set the parameter Mode to Full.




	
Note:

If you are running the job for the first time and the Mode is set to Full, then you must not provide any value in the Update Date parameter.








	
Click Run Now to run the job immediately or provide a date and time to run the job later.





	
Bootstrapping the Catalog with Roles when you are using Oracle Identity Analytics for managing the lifecycle of enterprise roles








17.3.2.2.2 Bootstrapping the Catalog with Application Instances

Bootstrapping the Catalog with Application Instances requires additional steps to be carried out. Use the checklist given in Section 17.3.2.1.3, "Onboarding Application Instances" to ensure that you have completed the pre-requisites.

Once you have completed the pre-requisites, follow the steps given below to onboard application instances:

	
Login to the Oracle Identity System Administration Console as a member of the System Administrator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization job.


	
Check the Process Application Instances parameter.


	
Set the parameter Mode to Full.




	
Note:

If you are running the job for the first time and the Mode is set to Full, then you must not provide any value in the Update Date parameter.








	
Click Run Now to run the job immediately or provide a date and time to run the job later.








17.3.2.2.3 Bootstrapping the Catalog with Entitlements

Bootstrapping the Catalog with Entitlements requires additional steps to be carried out. Use the checklist given in Section 17.3.2.1.4, "Onboarding Entitlements" to ensure that you have completed the pre-requisites.

Once you have completed the pre-requisites, follow the steps given below to onboard entitlements.

	
Login to the Oracle Identity System Administration Console as a member of the System Administrator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization job.


	
Check the Process Entitlements parameter.


	
Set the parameter Mode to Full.




	
Note:

If you are running the job for the first time and the Mode is set to Full, then you must not provide any value in the Update Date parameter.








	
Click Run Now to run the job immediately or provide a date and time to run the job later.











17.3.2.3 Ongoing Synchronization

To automate the process of onboarding roles, application instances, and entitlements, you can configure the Catalog Synchronization job in the following manner.

	
Login to the Oracle Identity System Administration Console as a member of the System Administrator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization job.


	
Check the Process Roles, Process Application Instances, and Process Entitlements parameters.


	
Set the parameter Mode to Incremental.


	
Provide a date and time to run the job later.


	
Set the Job frequency to run every five minutes.









17.3.2.4 Enrich the Catalog

Enriching the Catalog refers to the process of populating the Access Request Catalog with data so that the information is available for end-users to see. The additional data helps end-users understand the business context associated with the Catalog Item. The additional data is also available as part of the approval workflow, allowing the workflow to make intelligent routing decisions based on the data about the Catalog Item.

There are two ways to enrich the Catalog:

	
Section 17.3.2.4.1, "Editing a Catalog Item Online"


	
Section 17.3.2.4.2, "Enriching the Catalog in bulk from external sources"





Pre-requisites

	
You have extended the Catalog using the Catalog system entities by following the steps given in Section 17.3.1.2, "Defining the Catalog Metadata".


	
You have added UI customizations required when a user-defined field is added to the Catalog. See Chapter 8, "Configuring Custom Attributes" for information about adding user-defined fields and customizing the UI to display the user-defined field in the UI.


	
You have created a Catalog System Administrator role and assigned users as given in Section 17.3.1.1, "Setting up the Catalog System Administrator"






17.3.2.4.1 Editing a Catalog Item Online

To edit a Catalog Item online, using the Oracle Identity Manager Self Service Console:




	
Note:

Name, Display Name, and Description cannot be edited on the catalog screen. These are base level attributes and you cannot edit from Catalog UI.
When editing a Catalog Item, for list of values (LOV) type of fields, it is recommended to select and specify values by picking from the associated lists, instead of typing the values into the fields directly.









	
Log in to the Oracle Identity Manager Self Service Console as a member of the Catalog System Administrator role.


	
Click Catalog to access the Catalog.


	
Enter one or more keywords and click Search.


	
Use the Refine Search to find the Catalog Item(s) to be edited.


	
Select the Catalog Item to be edited.


	
In the Detailed Information section, edit the Catalog Item and click Apply. Verify the confirmation message.









17.3.2.4.2 Enriching the Catalog in bulk from external sources

While Catalog System Administrators can make use of the robust Catalog Item editing capabilities in the Oracle Identity Manager Self Service Console, there are scenarios where the data needs to be loaded in bulk from external sources. Examples of bulk updates:

	
MyCorp wants to provide users with asset information from their IT CMDB system or from their Corporate Asset Management system. The information cannot be entered manually since the CMDB or AMS system gets updated on a regular basis. In such a scenario, MyCorp needs a way to update the Catalog in bulk.


	
MyCorp was using a home grown access request application prior to implementing Oracle Identity Manager 11g R2. This application contains the glossary and other relevant information about the roles, application instances and entitlements. As part of migrating to Oracle Identity Manager 11g R2, MyCorp Catalog System Administrators would like to move the Catalog Item information from the legacy system.





17.3.2.4.3 Loading data from an external source

Follow the steps given below to load data from an external source into the Catalog:

	
Export the data to be loaded into a comma-separated values format file.


	
Ensure that the first line of the file contains the Catalog attribute names.


	
Move the file to a file system that is accessible from the server on which is Oracle Identity Manager is deployed.


	
Login to the Oracle Identity System Administration Console as a member of the System Administrator or System Configurator role.


	
Click Scheduler.


	
Search for the Catalog Synchronization Job.


	
Provide the full path to the file in the parameter File Path.


	
Set the value of the parameter Mode to Metadata. Table 17-1 provides sample parameter details.


Table 17-1 Catalog Metadata Loader Sample

	Parameter	Value
	
ENTITY_TYPE

	
Role


	
ENTITY_KEY

	
12


	
ENTITY_NAME

	
test


	
IS_REQUESTABLE

	
1


	
USER_DEFINED_TAGS

	
UDTags


	
CATEGORY

	
mycategory


	
AUDIT_OBJECTIVE

	
AO111


	
APPROVER_USER

	
1


	
APPROVER_ROLE

	
1


	
FULFILLMENT_USER

	
1


	
FULFILLMENT_ROLE

	
1


	
CERTIFIER_USER

	
1


	
CERTIFIER_ROLE

	
1


	
ITEM_RISK

	
5


	
CERTIFIABLE

	
1


	
STUDF

	
1








	
Click Run Now to run the job immediately, or select a date and click Apply to run the job later.













17.3.2.5 Managing Catalog Items

This section contains the following topics

	
Deleting a Catalog Items of Type Roles


	
Deleting Catalog Items of Type Application Instances


	
Deleting Catalog Items of type Entitlements






17.3.2.5.1 Deleting a Catalog Items of Type Roles

To delete role Catalog Items:

	
Login to the Oracle Identity Self Service.


	
Search for the role to be deleted and delete the role.


	
The associated Catalog Item will be marked as soft-deleted and will not appear in the Catalog.


	
For deleting large number of roles, use the APIs to delete the role. It is not recommended to use database techniques to delete roles.









17.3.2.5.2 Deleting Catalog Items of Type Application Instances

Application Instances, in almost all use cases, represent a target system (sometimes known as an endpoint) and an account in a target system. When you delete an Application Instance, you are essentially decommissioning the target system from Oracle Identity Manager. Depending upon the scale of your deployment and the number of accounts provisioned to the target system, deleting an Application Instance can have a significant impact to the end users and their access.

To delete application instance Catalog Items:

	
Login to Oracle Identity System Administration.


	
Click Application Instances.


	
Search for application instances.


	
Select one or more application instances. Delete and confirm.


	
Click Scheduler.


	
Search for the Catalog Synchronization Job.


	
Set the Mode to Incremental.


	
Click Run Now to run the job immediately or set it up to run at a particular time.




See "Deleting Application Instances" for more information about deleting application instances.






17.3.2.5.3 Deleting Catalog Items of type Entitlements

To delete entitlement Catalog Items:

	
To delete Entitlements, login to the Oracle Identity System Administration Console.


	
Click Lookups.


	
In the Code column, enter the name of the Lookup Definition that contains the entitlement. Refer to the Connector documentation to find out the name of the Lookup Definition.


	
Delete one or more entitlement values.


	
Click Scheduler.


	
Search for the Entitlement List Load job.


	
Click Run now.


	
Search for the Catalog Synchronization Job.


	
Set the Mode to Incremental.


	
Click Run Now to run the job immediately or set it up to run at a particular time.













17.3.3 Configuring Catalog Auditing

Catalog auditing maintains a footprint of changes in the access request catalog. By enabling catalog auditing, you can track who changes what and when in the access request catalog through the UI.

Catalog auditing stores the footprints of the following changes in the access request catalog:

	
A change in the value of a catalog UDF.


	
Any value of a catalog item attribute is changed from the catalog UI or any other custom UI.


	
Following is the list of consolidated catalog attributes that are part of auditing during updation of catalog item:

Category, Audit Objective, Approver User, Approver Role, Fulfillment User, Fulfillment role, Certifier User, Certifier Role, Item Risk, Certifiable







	
Note:

Auditing takes place only for those entities that can be modified through the Catalog UI. Audit does not happen for entities that are modified in the catalog through synchronization. In addition, auditing is not supported for User Defined Tags.







To configure catalog auditing:

	
Login to Oracle Identity System Administration.


	
Under System Management, click System Configuration.


	
Search for the Catalog Audit Data Collection system property with keyword XL.CatalogAuditDataCollection. The default value of this property is none, which specifies that catalog auditing is disabled.


	
Set the value of the XL.CatalogAuditDataCollection system property to catalog. This enables catalog auditing.


	
Click Save.




After enabling catalog auditing, the changes in the access request catalog are audited. For changes in the access request catalog, such as changing the risk level of a role, the footprints of the changes are stored in the CPA_CATALOG and CPA_CATALOG_FIELDS tables in the database on running the Issue Audit Massages Task scheduled job. For information about this scheduled job, see "Predefined Scheduled Tasks" in the Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager.






17.3.4 Configuring Hierarchical Attributes of Entitlements

You can enable the display of hierarchical attributes of entitlements to requesters, approvers, and certifiers to view additional details of entitlements (hierarchical attributes) in the catalog detail screen. The additional details of entitlements is called technical glossary. The technical glossary is displayed in a list view with bread crumbs at the top showing the navigational path. For information about viewing the additional details in the catalog detail screen, see "Viewing Hierarchical Attributes of Entitlements" in the Oracle Fusion Middleware User's Guide for Oracle Identity Manager.

The additional details or hierarchical attributes is read-only information. This information must be provided in the form of an XML, which is seeded in Oracle Identity Manager. The technical glossary is inserted and replaced in the database. The following is a sample XML code of the hierarchical attributes:


<oim>
      <applicationInstances>
            <applicationInstance>SampleEBS</applicationInstance><!-- Application Name for which entitlements are seeded-->
      </applicationInstances>
      <attributes>
            <attribute name="Responsibility Name"><!-- Label name of the field which is marked Entitlement field in Child form-->
                  <entitlementValues>
                        <entitlementValue><!-- Below is the Hierarchical data XML for Entitlement and Entitlement Display Name is used to denote entitlement -->
<value>Payables Menu</value>
<attributes>
      <attribute name="Menu">
            <entitlementValues>
                  <entitlementValue>
<value>ALR_OAM_NAV_GUI_USER_NAME</value>
<description>Alerts Manager View</description>
<attributes>
      <attribute name="Function Code">
            <entitlementValues>
                  <entitlementValue>
      <value>ALR_OBJ_ACTIVATE_ACCT</value>
      <description>Create, Activate, Deactive User Account</description>
</entitlementValue>
<entitlementValue>
<value>ALR_OBJ_EDIT_FORM</value>
</entitlementValue>
<entitlementValue>
<value>ALR_OBJ_VIEW_PERSON</value>
                  </entitlementValue>
            </entitlementValues>
      </attribute>
</attributes>
                  </entitlementValue>
                  <entitlementValue>
<value>EMPLOYEE_W2_MENU</value>
<description>Alerts Manager View</description>
<attributes>
      <attribute name="Function Code">
            <entitlementValues>
<entitlementValue>
      <value>Employee_OBJ_ACTIVATE_ACCT</value>
      <description>Create, Activate, Deactive User Account</description>
</entitlementValue>
<entitlementValue>
      <value>Employee_OBJ_EDIT_FORM</value>
</entitlementValue>
<entitlementValue>
      <value>Employee_OBJ_VIEW_PERSON</value>
</entitlementValue>
            </entitlementValues>
      </attribute>
                        </attributes>
                  </entitlementValue>
                  <entitlementValue>
<value>VISION_OAM_NAV_GUI</value>
<description>Alerts Manager View</description>
<attributes>
                        </attributes>
                  </entitlementValue>
            </entitlementValues>
      </attribute>
                              </attributes>
                        </entitlementValue>
                  </entitlementValues>
            </attribute>
      </attributes>
 
</oim> 


RDBMS features, such as Securefile LOB and Oracle XML DB, are used for storing hierarchical data in Oracle Database. Securefile is a new re-architecture featuring entirely new disk formats, network protocol, space management, redo and undo formats, buffer caching, and intelligent I/O subsystems. It delivers substantially improved performance along with optimized storage for unstructured data, which resides in Oracle Database as compared to LOB's storage structure. Oracle XML DB provides a high-performance, native XML storage and retrieval technology. It absorbs the W3C XML data model into the Oracle Database, provides new standard access methods for navigating and querying XML, and provides the advantages of relational database technology together with the advantages of XML.

To enable the display of additional details of the entitlements in the access request catalog:

	
Seed the additional hierarchical data in Oracle Identity Manager. To do so, create a XML file per the XSD with all the additional details about the entitlement. The XSD is used to register XML schema in the database. For information about the XSD structure to be used for registering the XML schema, see Appendix D, "XSD for Registering XML Schema".


	
Place the XML file in a directory in the Oracle Identity Manager server. You must have read and write permissions on the directory.


	
Specify the details of the technical glossary in the Catalog Synchronization Job scheduled job. To do so:

	
Login to Oracle Identity System Administration.


	
Under System Management, click Scheduler.


	
Search and open the Catalog Synchronization Job scheduled job.


	
In the Parameters section, in the Mode field, enter Technical Glossary.


	
In the File Path field, enter the directory path of the XML file.


	
Click Apply.







When you run the Catalog Synchronization Job scheduled job, a new link, which is called technical glossary details, is displayed just before the catalog details link for entitlements. Clicking this links opens the technical glossary additional information in a different tab. The XML file is deleted from the directory after processing and is moved to the archive directory with time stamp appended to its name.

Any failed record is logged in a file, which is placed in the xmlprocessedlogs directory. The log file has the name of the XML file with time stamp appended to it.






17.3.5 Database Best Practices for Access Request Catalog

Access Request Catalog uses "Oracle Text" option in Oracle database for text search capabilities. Oracle Text is a fast and accurate full-text retrieval technology integrated with Oracle Database.

The CATALOG table which contains catalog items is indexed using CONTEXT index type of Oracle Text. Although Oracle Text index operates like a regular database index, the architecture and processing behind Text index highlights the importance of best practices when creating the Text index and also the on-going maintenance.

Following sections are aimed at providing more information in this regard for Oracle Identity Manager administrators and database administrators.

	
Section 17.3.5.1, "One-Time Optimizations for Oracle Text Index"


	
Section 17.3.5.2, "Text Index Optimization"






17.3.5.1 One-Time Optimizations for Oracle Text Index

When you install Oracle Identity Manager, the Text index for Access Request Catalog is created with possible optimizations. However, Oracle Text has some more optimizations that are better applied based on the characteristics of the deployment. Following are the optimizations that you should consider applying for improving Access Request Catalog search performance. It is important to note that Access Request Catalog is not usable when applying these and these are recommended to be done during a scheduled maintenance window.




	
Note:

Catalog Synchronization job and Access Request Catalog should be down when these one-time optimizations are applied.








Storage of Text Index

Oracle Text index is stored in relational tables (DR$) which are presently resides in the default tablespace of OIM schema. It is recommended to separate them out to their own tablespace. You can use the following commands to do that. You are recommended to be familiar with these steps and also make changes where needed.

	
Login to SYS schema and create a new tablespace to hold the text index internal tables. You can use the following sample command for it. Replace DATA_DIR with the directory in which you want to store the data file and adjust the size and other parameters as necessary for your environment.


CREATE TABLESPACE catalog_text_ind_tables
 DATAFILE 'DATA_DIR/catalog_text_ind_tables_01.dbf' SIZE 2048M REUSE
 EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO;


	
Connect to the database using OIM schema.


	
Create a storage preference using the commands below. Oracle recommends you to be familiar with BASIC_STORAGE clause of Oracle Text and add more storage clauses if required. You can find more info on BASIC_STORAGE in Oracle Text Reference document.


Begin
Ctx_Ddl.Create_Preference('cat_storage', 'BASIC_STORAGE');
End;
/
 
Begin
ctx_ddl.set_attribute('cat_storage','I_TABLE_CLAUSE','tablespace catalog_text_ind_tables storage (initial 5M next 5M)');
End;
/
 
Begin
ctx_ddl.set_attribute('cat_storage', 'K_TABLE_CLAUSE','tablespace catalog_text_ind_tables storage (initial 5M next 5M)');
End;
/
 
Begin
ctx_ddl.set_attribute('cat_storage', 'R_TABLE_CLAUSE','tablespace catalog_text_ind_tables storage (initial 1M) lob (data) store as (cache)');
End;
/
 
Begin
ctx_ddl.set_attribute('cat_storage', 'N_TABLE_CLAUSE','tablespace catalog_text_ind_tables storage (initial 1M)');
End;
/
 
Begin
ctx_ddl.set_attribute('cat_storage', 'I_INDEX_CLAUSE','tablespace catalog_text_ind_tables storage (initial 1M) compress 2');
End;
/


	
Apply the new storage preference using the following command. Make sure the Text index status is valid after this step.


ALTER INDEX CAT_TAGS rebuild parameters ('replace storage cat_storage');


	
Verify that the above tables are moved to the new tablespace by querying USER_SEGMENTS table.





KEEP Pool Settings for Text Index:

Oracle recommends put all the tables that make up the Text index in database KEEP pool to improve the performance of Access Request Catalog search. You must size the KEEP pool (DB_KEEP_CACHE_SIZE) correctly so that these Text index tables and other OIM objects are retained in KEEP pool. To do so:

	
Connect to the database using OIM schema.


	
Compute the size of the text index using the following query and use that to set/adjust DB_KEEP_CACHE_SIZE accordingly.


SELECT ctx_report.index_size('CAT_TAGS') FROM dual;


	
Run the following commands as OIM schema user to put the tables in KEEP pool.


ALTER INDEX DR$CAT_TAGS$X STORAGE (buffer_pool keep);
ALTER TABLE DR$CAT_TAGS$R STORAGE (buffer_pool keep);
ALTER TABLE DR$CAT_TAGS$R STORAGE (buffer_pool keep) MODIFY lob (data) (STORAGE (buffer_pool keep));
ALTER TABLE DR$CAT_TAGS$K STORAGE (buffer_pool keep);
ALTER TABLE DR$CAT_TAGS$I STORAGE (buffer_pool keep);









17.3.5.2 Text Index Optimization

The Text index could become fragmented due to on-going "Catalog Synchronization" Optimizing the text index on regular basis removes the old data and minimizes the fragmentations, which can improve the search performance of Access Request Catalog. To perform this, Oracle Identity Manager has introduced the following Oracle Database scheduler jobs:

	
FAST_OPTIMIZE_CAT_TAGS


	
REBUILD_OPTIMIZE_CAT_TAGS




These jobs reside in OIM database schema and they are disabled by default. Oracle strongly recommends you to view these jobs, make schedule changes if needed and enable them. When changing the schedule, make sure the new schedule is set on the same line as the default schedule.

FAST_OPTIMIZE_CAT_TAGS meant to be running on frequent basis. By default, it is scheduled to run once a day at 1 AM. REBUILD_OPTIMIZE_CAT_TAGS does a full optimization and rebuilds the Text index. REBUILD_OPTIMIZE_CAT_TAGS is not meant to be running frequent basis. By default, REBUILD_OPTIMIZE_CAT_TAGS is scheduled to run every Sunday at 2 AM. Note that optimization may take a long time if your Text index is big.

Perform the following steps to change the schedule and/or enable these jobs.

	
Make sure the default schedule (daily 1 AM for FAST and every Sunday 2 AM for REBUILD) is acceptable to your environment. If not, change the schedule. If you are not sure, you can keep the default schedule and change later when needed.


	
Enable the jobs using the following commands:


BEGIN
DBMS_SCHEDULER.ENABLE ('FAST_OPTIMIZE_CAT_TAGS');
END;
/
 
BEGIN
DBMS_SCHEDULER.run_job ('REBUILD_OPTIMIZE_CAT_TAGS');
END;
/





	
Note:

The Text index optimization can be done when the server is up and search of Access Request Catalog takes place.



















17.4 Managing the Lifecycle of the Catalog

This section describes how to move Catalog customizations from a test environment to a production environment. You can extend the Catalog, customize the Catalog UI, and develop and test the customizations in a test environment, and then eventually roll out the customizations to your production environment.

This section includes the following topics

	
Section 17.4.1, "Overview of Catalog Customization"


	
Section 17.4.2, "Test to Production procedures for Catalog 