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Part VIII



Scheduling Jobs

Part VIII of the Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager contains information about defining, scheduling, and running jobs for performing batch analysis in Oracle Adaptive Access Manager 11g Release 2 (11.1.2.2). Part VIII contains the following chapter:

	
Chapter 22, "Scheduling and Processing Jobs in OAAM"







16 Managing Configurable Actions

Oracle Adaptive Access Manager provides many standard actions that are handled by a web application. These standard actions include block, KBA challenge, password TextPad, and others. The standard actions can also be used as trigger actions for Configurable Actions. Configurable actions are external Java code that is triggered by OAAM Server. Customers can write any java code they want to perform custom operations without any change to Oracle Adaptive Access Manager. The Configurable Actions feature enables endless customizations.

This chapter provides an overview on configuring a configurable action and instructions on how to define, view, edit, and delete an action instance, and on how to associate action instances to a Checkpoint.

This chapter contains the following sections:

	
Introduction and Concepts


	
Creating Configurable Actions


	
Navigating to the Action Templates Search Page


	
Searching for Action Templates


	
Viewing Action Template Details


	
Creating a New Action Template


	
Navigating to the Action Instances Search Page


	
Searching for Action Instances


	
Creating an Action Instance and Adding it to a Checkpoint


	
Creating a Custom Action Instance


	
Editing an Action Template


	
Exporting Action Templates


	
Importing Action Templates


	
Moving an Action Template from a Test Environment


	
Deleting Action Templates


	
Viewing a List of Configurable Action Instances


	
Viewing the Details of an Action Instance


	
Editing an Action Instance


	
Deleting an Existing Action Instance


	
Standard Configurable Actions


	
Use Cases






16.1 Introduction and Concepts

This section introduces you to the concept of configurable actions and how they are used in Oracle Adaptive Access Manager.


16.1.1 Configurable Actions

OAAM enables you to configure actions, called configurable actions, that are triggered based on the result action or risk scoring or both after a checkpoint execution. The configurable action can be specified so that it executes either in synchronous mode or asynchronous mode. An example of a configurable action is an e-mail that is sent to you whenever a checkpoint execution returns "block" as an action in the result. In this case, "Send Email" is the configurable action and "block" is the trigger criteria. Similarly, there could be configurable actions that can be based on a "risk score" as the trigger criteria.

Java classes and action templates for certain configurable actions are provided by OAAM, but you have the option to develop custom configurable actions based on your particular requirements. For detailed steps on configuring the default configurable actions, see Section 16.20, "Standard Configurable Actions."





16.1.2 Action Templates

Action Templates let you define the common details of the configurable action. You can specify the java class that is tied to the action and also specify default parameter values of the action.

The configurable actions are built using action templates. You can create only one action template per Java class file. You can create custom Java class files and corresponding action templates for your needs.

For example, if you had an action template, "add to a group," you could create four instances of the action template:

	
Add user to a white-list group


	
Add user to black-list group


	
Add IP to IP white-list group


	
Add IP to IP black-list group




Using the action template, you create an action instance based on your scenario. For example, you could have an instance such as "create a case whenever there is a block action" or another instance such as "create a case whenever there is a challenge action."





16.1.3 Deploying a Configurable Action

A flow chart illustrating the deployment of a Configuration Action is shown in Figure 16-1.


Figure 16-1 Develop and Deploy a Custom Configuration Action

[image: Description of Figure 16-1 follows]









	
Note:

Steps to install newly created java class are included in this illustration.







The chapter has been organized into sections by topic. If you have configured configurable actions before, use this chapter as a reference.

If you want configurable actions enabled in your system, follow this process:

	
Enable the configurable action property.

Set dynamicactions.enabled to true.


	
Make sure the configurable action definitions are configured in the Oracle Adaptive Access Manager database. For each custom action there should be a corresponding definition in the OAAM database. Configurable action templates shipped with OAAM are imported when you import the snapshot when you are setting up OAAM's base environment. A user can view the list of available configurable actions before adding a new one.


	
Determine what configurable actions must be added to which checkpoint and the preconditions for executing those configurable actions.


	
Associate the configurable action to the checkpoint. During this step, you select the checkpoint and add the configurable action along with the trigger criteria and execution type to the checkpoint. For the configurable action that is added, you specify the values for all the parameters of that action.


	
Once the configurable action is associated to a checkpoint, it is ready to be triggered after the rules execution of a checkpoint is complete. After the checkpoint is executed, the rules engine returns a result that specifies the final action, score, and the other result actions. Based on the final action and score, relevant configurable actions are executed in synchronous or asynchronous mode.





Custom Configurable Actions

If the existing Configuration Actions are not sufficient, develop and deploy custom ones. See the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager for details on developing a configurable action.

Although some configurable actions are provided with the product, you may have to develop custom templates for your particular requirements.

	
Define the custom action template


	
Load the action template











16.2 Creating Configurable Actions

The configurable action creation flow is presented in this section.

You can:

	
Use an existing action template or create a new one to create a configurable action.


	
Define an action instance/create a configurable action


Figure 16-2 Configurable Action Wizard Flow

[image: Description of Figure 16-2 follows]









16.2.1 Define New Action Template

If you want to define a new action template, see Section 16.6, "Creating a New Action Template" for detailed information.





16.2.2 Use Existing Action Template

If you want to use an existing action template, see Section 16.4, "Searching for Action Templates."





16.2.3 Create Action Instance

To define an action instance, see Section 16.9, "Creating an Action Instance and Adding it to a Checkpoint" for detailed information.








16.3 Navigating to the Action Templates Search Page

You manage action templates in Oracle Adaptive Access Manager from the Action Templates Search page. From this page, you can search, view, create, export, and delete action templates.

	
In the Navigation tree, expand Configurable Actions.


	
Click Action Templates.

The Action Templates Search page is displayed.

Alternative methods to open search pages are listed in Section 3.5, "Using Search, Create, and Import."









16.4 Searching for Action Templates

In the Action Templates Search page, you can narrow down the number of action templates that are shown by specifying criteria in the Search Filter.

To search for action templates:

	
Open the Action Templates Search page, as described in Section 16.3, "Navigating to the Action Templates Search Page."

The Search Results table will display no results when the Action Templates Search page first appears.


	
Specify criteria in the Search Filter to locate the action template.


	
Click Search.

If you do not want to perform the search, click Reset to reset the search parameters to the default setting.




The action templates displayed are those that match the criteria specified in the Name, Java Class Name, and Keyword fields (Table 16-1).


Table 16-1 Action Template Search Filter Criteria

	Filters and Fields	Descriptions
	
Name

	
Name of the action template. You can enter the complete name or part of an action template name. For example, if you enter new, any action template with new in any part of its name is shown.


	
Java Class Name

	
The fully qualified classpath of the java class file.


	
Keyword

	
Keyword in the description.








Each action template has a name. If the description is too long to be fully shown, you can place the mouse over the text to see the entire description.

By default, action templates are sorted on Action Template Name, but you can sort action templates on Description and Java Class name.

In the Search Results table, click the row for the action template you are interested in to view more details.






16.5 Viewing Action Template Details

In the Results table of the Action Template Search page, click the row of the action template you are interested in to review the details of a specific action template. The Action Template Details page provides such general details about the case as the Java class name, action name, description, and Java class parameters.

To view details about an action template:

	
Search for the action template, as described in Section 16.4, "Searching for Action Templates."


	
In the Results table, click the row of the action template you are interested in. The Action Template Details page appears.

The fields are pre-populated with default values.

You can edit the values of the parameters, action names, and description, but you cannot edit the Java Class name.









16.6 Creating a New Action Template

To define a new action template:

	
Create the Java Class file for the configurable action template.


	
Copy the Java Class file.

Now you are ready to create the action template.

You can create only one action template per class file.


	
Open the Action Templates Search page, as described in Section 16.3, "Navigating to the Action Templates Search Page."


	
From the Action Templates Search page, click New Action Template.

Alternative methods to open create pages are listed in Section 3.5, "Using Search, Create, and Import."

The New Action Template page appears where you can enter details to create an action template.


	
In the Java Class Name field, enter the fully qualified classpath of the configurable action.

You will have created the Java Class during the creation of the configurable action. For information on creating a configurable action, see the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.

An example of a Java Class is


com.bharosa.vcrypt.tracker.dynamicactions.impl.AddItemToWatchListAction


You must enter the fully qualified Java class name.

If you enter an incorrect Java class name, an error occurs when you click Load Parameters.

Also, you must ensure that the Java Class is in the correct directory.


	
Click Load Parameters.

Oracle Adaptive Access Manager obtains the list of parameters and displays the names, labels, types, and values.

Examples of parameters are shown in the following table.


	Name	Label	Type	Value
	Item Type	Item Type:	String	value
	Watch-List Name	Enter the Watch-List Name:	String	value
	White-List Name	Enter the White-List Name:	String	value
	Black-List Name	Enter the Black-List Name:	String	value






Only one action template can be created per Java Class file. If you try to create an action template using the same Java Class file, a warning appears after you click Load Parameters.


	
In the Action Name field, enter a name for the action.


	
In the Description field, enter a description of the action.


	
Enter values for the parameters.

All parameter values are required. You cannot save the template until all values are entered.


	
Click Apply.

The message, "Action template created successfully," is displayed.


	
Click OK to dismiss the dialog.




After you defined the action templates, the next step is to configure the action instance. A single action template can have multiple instances. For details on configuring the action instance, see Section 16.9, "Creating an Action Instance and Adding it to a Checkpoint."






16.7 Navigating to the Action Instances Search Page

You manage configurable actions in Oracle Adaptive Access Manager from the Action Instances Search page. From this page, you can search, view, create, activate, deactivate, and delete action instances.

	
In the Navigation tree, expand Configurable Actions.


	
Click Action Instances.

The Action Instances Search page is displayed.

Alternative methods to open search pages are listed in Section 3.5, "Using Search, Create, and Import."









16.8 Searching for Action Instances

In the Action Instances Search page, you can narrow down the number of configurable action instances that are shown by specifying criteria in the Search Filter.

To search for action instances:

	
Open the Action Instances Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
Specify criteria in the Search Filter to locate the action instance.


	
Click Search.




The action instances shown are those that match the criteria specified in the Name, Checkpoint, Keyword, and Execution Type fields (Table 16-2).


Table 16-2 Action Instances Search Filter Criteria

	Filters and Fields	Descriptions
	
Name

	
Name of the configurable action instance. You can enter the complete name or part of a name.


	
Checkpoint

	
The specified point in a session when rules in a policy are run. For example, at Pre-Authentication, Post-Authentication, and In-Session.


	
Execution Type

	
There are two execution types: Synchronous and Asynchronous

	
Synchronous actions are executed in the order of their priority in the ascending order. For example, if you want to create a CSR case and then send an e-mail with the Case ID, you would choose synchronous actions. Synchronous actions will trigger/execute immediately.

If the actions are executing in sequential order and one of the actions in the sequence does not trigger, the other actions will still trigger.


	
Asynchronous actions are queued for execution but not in any particular sequence. For example, if you want to send an e-mail or perform some action and do not care about executing it immediately and are not interested in any order of execution, you would choose asynchronous actions.





	
Keyword

	
Keyword in the description.








Each action instance has a name. If the description is too long to be fully shown, you can place the mouse over the text to see the entire description.

In the Results table, click the row for the action instance you are interested in to view the Action Instance Details page.






16.9 Creating an Action Instance and Adding it to a Checkpoint

To create an action instance, follow the procedure in this section.


Create Action Instance and Associate it to a Checkpoint

	
Open the Action Instance Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
Click New Action Instance.

Alternative methods to open create pages are listed in Section 3.5, "Using Search, Create, and Import."

The New Action Instance page is displayed.


	
Next to Action Instance Template Details, click Choose Action Template.


	
In the Existing Action Templates page, select a template and click OK.


	
In the Action Instance section, enter values for the action instance.

	
Name


	
Description


	
Log Level

The log level indicates whether the execution status of instance should be recorded.

	
Disable turns off logging


	
Enable turns on logging


	
Log if error turns on logging when errors occur

Only if there is an error will the execution status be recorded in the logs. Otherwise, the instance triggering is not recorded in the logs.





	
Checkpoint to associate the configurable actions to

For example, a checkpoint could be Pre-Transaction (a custom checkpoint)








Choose Execution Type for the Configurable Action

	
Select from two Execution Types: "Synchronous" or "Asynchronous."

Synchronous actions are executed in the order of their priority in the ascending order.

Synchronous is selected as the execution type so that the action is executed immediately after the rules action is triggered.

For the synchronous execution type, if actions are executing in sequential order and one of the actions in the sequence does not trigger, the other actions will still trigger.

Synchronous actions can also be used to pass/share data across the configurable actions. This is useful when developing custom configurable actions. Refer to "Configurable Actions" in the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager for details.

Asynchronous actions are queued for execution and are executed not in any particular sequence.


	
Enter the execution order if execution type is Synchronous.

Priority is unique within a checkpoint. An error is displayed when the execution order is not unique.


	
Select Action Priority and Time to Live if execution type is Asynchronous.

Actions are aligned in different queues based on the action priority. When it is time to execute the next action from the queue, the highest-priority action is executed first.

Time to Live denotes the maximum time to wait before the action can be discarded.





Enter Preconditions for the Configurable Action

	
Select the trigger criteria.

Trigger criteria determines when to trigger the action in the session.

The criteria should be either a score or an action or both. These are compared against the values for the selected checkpoint.

	
If the evaluated action matches the action provided, the configurable action is triggered.


	
If the Rules Engine returns a score in the range provided, the configurable action is executed.




For example, if you want to create a case whenever the action type is block, Oracle Adaptive Access Manager will create a case whenever there is an action, "block," in the policy. If you want to create a case whenever the score is greater than 500, Oracle Adaptive Access Manager will create a case when the score is greater than 500 in that particular session.

When both action and score are specified, the configurable action is executed only if both of criteria match with the outcome from the Rules Engine.


	
Enter the values for the action.

Choose an action. For example, the trigger criteria may be that if the Rules Engine returns "Allow" as the action, the action instance is executed.

Normal actions from the Rules Engine are "Allow," "Block," "PasswordTextPad," and others.

In the example, Challenge is selected as the action trigger. When a KBA challenge is returned as a rules result, the configurable action is triggered.


	
Select Only if this is the final action if you want the action to be the final action.

In the example, "Only if this is the final action" is not selected so that the configurable action is triggered for the challenge even though it may not be a final action.


	
Select the score range

A typical score from the Rules Engine is a numeric value between 0 and 1000.

Select a range. For example, if the Rules Engine returns a score between "x" and "y," the configurable action is executed.


	
Enter values for all the parameters related to the action.

For the example, the Watch-List Name is changed to AmtTransferSuspectedList.





Apply Changes

To apply the changes:

	
Click Apply.

If the action instance is created successfully, a confirmation appears.


	
Click OK to dismiss the dialog.









16.10 Creating a Custom Action Instance

To add a custom action instance, you will need to:

	
Develop the action instance by implementing the com.bharosa.vcrypt.tracker.dynamicactions.intf.DynamicAction java interface.




	
Note:

Implementing means writing java code based on the contract specified by the Java interface com.bharosa.vcrypt.tracker.dynamicactions.intf.DynamicAction.








	
Test the implementation of the action instance thoroughly.


	
Compile the Java class and create a JAR file of the compiled class files.


	
Extend/customize Oracle Adaptive Access Manager to add the custom JAR file.

Refer to the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager for steps on adding the custom JAR file to Oracle Adaptive Access Manager.


	
Restart OAAM Server and OAAM Admin Server.


	
Log in to the OAAM Administration Console and create an action definition entry for the newly deployed configurable action.


	
Make sure all the parameters required for the configurable action are displayed in the user interface.


	
Use the newly available configurable action by adding it to the required checkpoints.









16.11 Editing an Action Template

To edit details about a specific action template:

	
Search for the action template, as described in Section 16.4, "Searching for Action Templates."


	
In the Results table, click the row of the action template you are interested in. The Action Template Details page appears.

The default values are pre-populated in the Action Template Details page.


	
Edit the values of the parameters, action name, and description in the action template.









16.12 Exporting Action Templates

To export action templates:

	
Search for the action template, as described in Section 16.4, "Searching for Action Templates."


	
Select the row for each action template you want to export.


	
Click the Export button or select Export Selected from the Actions menu.


	
In the Export Action Template dialog, click Export.


	
In the Save dialog, click OK.









16.13 Importing Action Templates

To import action templates:

	
Open the Action Templates Search page, as described in Section 16.3, "Navigating to the Action Templates Search Page."


	
In the Action Templates Search page, click Import.


	
In the Action Templates Import dialog, click Browse and locate the action templates file you want to import.


	
Click OK.









16.14 Moving an Action Template from a Test Environment

To move an action template from a test environment to a production environment, perform the tasks listed:

	
Export the action template from the test environment. Refer to Section 16.12, "Exporting Action Templates."


	
Import the action template into the target system. Refer to Section 16.13, "Importing Action Templates."


	
If the configurable action is a customized one, skip Steps 1 and 2. Use the OAAM Extensions Shared Library (oracle.oaam.extensions.war) to package the configurable action and related jars and deployed the WAR file into the target system.

For information on adding custom jars, see "Add Customizations/Extensions using Oracle Adaptive Access Manager Extensions Shared Library" in the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.




	
Note:

From 11g, do not copy the custom jars to OAAM webapp folders.











Migrating 10g Action Templates to 11g

In the 11g user interface for Action Templates, the Notes field has been removed. If the Notes field contains text in the 10g Action Templates, after migration to 11g, these notes will be appended (combined) with the description text.






16.15 Deleting Action Templates

To delete action templates:

	
Search for the action template, as described in Section 16.4, "Searching for Action Templates."


	
Select the row for each action template you want to delete and click Delete Action Templates from the Actions menu.




If you select an action template to delete that is used in a checkpoint, an error about the configurable action currently being used by checkpoints is displayed.

When multiple action templates are selected for deletion and if there are checkpoints that contain the instances of some of the action templates selected, a warning message is provided, stating that the instances are linked to Checkpoints and cannot be deleted. You have the option to delete the unlinked action templates.






16.16 Viewing a List of Configurable Action Instances

	
Open the Action Instances Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
In the Search Filter, select a checkpoint to see all the action instances for that checkpoint or select All to see all action instances for the checkpoints.


	
Click Search.

In the Results table, a list of action instances is displayed.

If you want to view a particular instance, click the row of the action instance you are interested in. The Action Instance Details page appears.









16.17 Viewing the Details of an Action Instance

To view the details of an action instance:

	
Open the Action Instance Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
Click the row of the action instance you are interested in viewing.

The details page of the action instance is displayed.









16.18 Editing an Action Instance

To edit an action instance:

	
Open the Action Instance Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
Click the action instance you are interested in editing.


	
In the Action Instance section, change the values for the action instance.

	
Name


	
Description


	
Log Level


	
Checkpoint





	
Change the execution type.


	
Change the trigger criteria.


	
Enter values for all the parameters related to the action.


	
Apply the changes.









16.19 Deleting an Existing Action Instance

To delete an action instance:

	
Open the Action Instances Search page, as described in Section 16.7, "Navigating to the Action Instances Search Page."


	
In the Search Filter, select a checkpoint to see all the action instances for that checkpoint or select All to see all action instances for the checkpoints.


	
Click Search.


	
Select the check box next to an existing action definition you want to delete.


	
Click Delete.




If an action is associated with a checkpoint, you cannot delete it.






16.20 Standard Configurable Actions

The following standard configurable actions are available:

	
CaseCreationAction - Used to create a case


	
AddItemToWatchListAction - Used to add item to a watch list.




Before these configurable actions can be configured for checkpoints, the definitions of these should be added.




	
Note:

To use system provided configurable actions, you must import the configurable action definition. Refer to Section 25.4, "Importing a Snapshot."








16.20.1 Defining CaseCreationAction

To define CaseCreationAction:

	
Log in as a security administrator.


	
In the Navigation tree, expand Configurable Actions.


	
Click Action Templates.

The Action Templates Search page is displayed.


	
From the Action Templates Search page, click New Action Template.

The New Action Template page appears where you can enter details to create an action template.


	
Enter the java class name for the configurable action as


com.bharosa.vcrypt.tracker.dynamicactions.impl.CaseCreationAction


	
In the Action Name field, enter a name for CaseCreationAction.


	
In the Description field, enter a description for CaseCreationAction.


	
For the Case Type parameter, enter 1 for CSR Case or 2 for Agent Case.


	
For the Severity parameter, enter 1 for "Low", 2 for "Medium", or 3 for "High."


	
Enter a value for the Case Description that should be set while creating the case.


	
Enter the userId for Case Creator UserId. Make sure that userId has a proper role and access permissions for creating the case.








16.20.2 Defining AddItemtoListAction

To define AddItemToListAction:

	
Log in as a security administrator.


	
In the Navigation tree, expand Configurable Actions.


	
Click Action Templates.

The Action Templates Search page is displayed.


	
From the Action Templates Search page, click New Action Template.

The New Action Template page appears where you can enter details to create an action template.


	
Enter the Java class name as com.bharosa.vcrypt.tracker.dynamicactions.impl.AddItemToWatchListAction


	
In the Action Name field, enter a name for AddItemToWatchList.


	
In the Description field, enter a description for the action.


	
For the Item Type parameter, enter any one of the following:

	
vtusers - If UserId of current session must be added to the Watch List


	
devices - If DeviceId of current session must be added to the Watch List


	
ips - If IP Address of current session must be added to the Watch List


	
countries - If Country ID of current session must be added to the Watch List


	
states - If State ID of current session must be added to the Watch List


	
cities - If City ID of current session must be added to the Watch List


	
userLogin - If LoginId of current session must be added to the Watch List





	
For the Watch-List Name parameter, enter the name of the Watch List. Make sure there is a group with the same name.


	
For the White-List Name parameter, enter the name of the White List. Make sure there is a group with the same name. Action checks this list before adding an item to Watch List.

If the item is present in the white list, it will not be added to the watch list.


	
For the Black-List Name parameter, enter the name of the Watch List. Make sure there is a group with the same name. Action checks this list before adding an item to Watch List

If the item is present in the blacklist, it will not be added to the watch list.








16.20.3 Add to Group

The Java class to add an item to a group is:

com.bharosa.vcrypt.tracker.dynamicactions.impl.AddToListConfigurableAction





16.20.4 Defining MoveItemBetweenLists Action

To define an action to move items from a list:

	
Log in as a security administrator.


	
In the Navigation tree, expand Configurable Actions.


	
Click Action Templates.

The Action Templates Search page is displayed.


	
From the Action Templates Search page, click New Action Template.

The New Action Template page appears where you can enter details to create an action template.


	
Enter the Java class name as com.bharosa.vcrypt.tracker.dynamicactions.impl.MoveItemBetweenListsAction


	
In the Action Name field, enter a name for Move Item Between Lists.


	
In the Description field, enter a description for the action.


	
For the Item Type parameter, enter any one of the following:

	
vtusers - If UserId of current session must be moved


	
devices - If DeviceId of current session must be moved


	
ips - If IP Address of current session must be moved


	
countries - If Country ID of current session must be moved


	
states - If State ID of current session must be moved


	
cities - If City ID of current session must be moved


	
userLogin - If LoginId of current session must be moved





	
For the From List Name parameter, enter the name of the From List. Make sure there is a group with the same name.


	
For the To-List Name parameter, enter the name of the To List. Make sure there is a group with the same name.


	
For the White-List Name parameter, enter the name of the White List. Make sure there is a group with the same name.


	
For the Black-List Name parameter, enter the name of the Black List. Make sure there is a group with the same name.











16.21 Use Cases

This section describes example use cases for configurable actions


16.21.1 Use Case: Add Device to Black List

Jeff is a Security Administrator at Dollar Bank. He must configure an action to add a device to a black list group whenever there is a device that has more than three failed login attempts from a blacklisted country within a month.

For example, if there were two login attempts from a device in blacklisted country today and two login attempts two weeks ago from the same device, it would be automatically added to the group by the configurable action.

To configure the action:

	
Search for a device rule that evaluates in-group membership.

Look for a rule with a maximum count or authentication status check.


	
If a rule does not exist, create one.

	
Find an existing Post-Authentication policy used for general security rules.


	
Create and add the rule.





	
Configure a new trigger action enumeration named add device to black list and an action group for it.


	
In the group, add a block action.


	
Configure a configurable action to trigger on add device to black list which will add the device to a black list group.








16.21.2 Add Device to Watch-list Action Example

Jeff is a Security Administrator at Dollar Bank. He needs to configure an action to add a device to a watch list group whenever there is a device that has more than three failed login attempts within a month. He starts with the rule he will need. He searches for a device rule that evaluates in-group membership. He finds one for device in-group but it does not have a maximum count or authentication status check. Jeff decides he must create one. He finds an existing Post-Authentication policy used for general security rules, and then creates and adds the rule. Jeff also configures a new trigger action enumeration named "add device to watch list" and an action group for it. In the group he also adds a block action. Next, Jeff configures a configurable action to trigger on "add device to watch list" action which will add the device to a watch list group. Today there were two login attempts from a device in North Korea and two weeks ago the same device, so it was automatically added to the group by the configurable action.

Implementation Notes:

The requirement can be implemented by following these steps:

	
Create a group called "Device Watch List" that will store the devices that must be monitored before they can be classified as whitelisted or blacklisted.


	
Similarly, create groups called "Device White List" and "Device Black List."


	
Create a custom rule action called "add_device_to_watch_list."


	
Add a rule with the rule condition "User: Check login count" to a policy for the Pre-Authentication checkpoint. Configure it in such a way that it will trigger and return the action "add_device_to_watch_list" whenever there are more than three failed login attempts within last 30 days.


	
Now create an action instance of the action template "AddItemToWatchListAction" and associate it to the Pre-Authentication checkpoint.


	
Set the trigger criteria as the action by selecting the "add_device_to_watch_list" action and set the score range as 0 to 1000.


	
Set the Item Type parameter value as devices since deviceid needs to be added to the list.


	
Set the Watch List Name parameter value as Device Watch List.


	
Set the Black List Name parameter value as Device White List.


	
Set the White List Name parameter value as Device Black List.


	
Save the action instance




Simulate logins so that the rule triggers and returns "add_device_to_watch_list" as the rule action. Whenever that happens you will see the current device added to the "Device Watch List."





16.21.3 Custom Configuration Action Example

Jeff is a Security Administrator. He has defined a custom configurable action in the test environment. Now he has to export the custom action template from test and import it into Production. (Tip: He has to manually link the custom JAR (custom class) file before the import action, if not, import would fail. In 11g, he does this by adding his custom jars to the OAAM Extensions Shared Library. The server should be restarted for the changes to take effect)

Implementation Notes:

The use case can be achieved by following these steps:

	
Jeff implements his custom configurable action by writing a java class that implements com.bharosa.vcrypt.tracker.dynamicactions.intf.DynamicAction java interface.


	
He can compile his class by linking the Oracle Adaptive Access Manager JAR files from $IDM_ORACLE_HOME\oaam\native\java\lib folder.


	
He should then test his custom configurable action to make sure it is working correctly.


	
He should then package his class as a JAR file and create the shared library by following the structure of the OAAM Extensions Shared Library that is available in $IDM_ORACLE_HOME\oaam\oaam_extensions\generic folder


	
He should then overwrite the existing oracle.oaam.extensions shared library or deploy his extensions shared library with a different implementation version.


	
He can then create action template and an action instance for the custom configurable action.


	
He should test it by creating an action instance and attach it to a checkpoint and set the trigger criteria and then simulate logins/sessions from OAAM Server to trigger the custom configurable action.


	
Once he is done with testing, he can export his custom action template.


	
Now he has export file that has the custom action template and also the shared library that has custom java code related to his custom configurable action.


	
He can deploy his custom configurable action by redeploying the OAAM Extensions Shared Library using his shared library and then import his custom configurable action template from his export file.








16.21.4 Use Case: Create Case

Matt is a Security Administrator. He needs a configurable action such that an Agent case is created automatically, whenever a user is blocked more than 3 times in the last one month. The Fraud investigator will work on these cases to determine if the user is a risky user.

Implementation Notes:

The requirement can be implemented by following these steps:

	
Create a custom rule action called Create customer care case.


	
Add a rule with the rule condition "User: Check login count" to a policy for the Post-Authentication checkpoint. Configure it such a way that it will trigger and return the action Create customer care case whenever there are more than three blocks for the user within last 30 days.


	
Now create an action instance of the action template CaseCreationAction and associate it to the Post-Authentication checkpoint.


	
Set the trigger criteria as the action by selecting Create customer care case action and set the score range as 0 to 1000.


	
Set the parameters of CaseCreationAction as follows:

	
Enter "2" as value of Case Type parameter


	
Enter "2" (for Medium) or "3" (for High) as Severity parameter value


	
Enter "Case Description" parameter value.


	
Enter the userId for "Case Creator UserId" parameter. Make sure that userId has a proper role and access permissions for creating the case





	
Save the action instance.


	
Try few logins for a user so that it triggers and returns at least three blocks


	
After third block, you should see automatic creation of an agent case by the configurable action.













14 Managing the Policy Set

This chapter explains the management and use of the policy set in Oracle Adaptive Access Manager.

This chapter contains the following sections:

	
Introduction and Concepts


	
Navigating to the Policy Set Details Page


	
Viewing Policy Set Details


	
Adding or Editing a Score Override


	
Adding or Editing an Action Override


	
Editing a Policy Set


	
Use Cases


	
Best Practices for the Policy Set






14.1 Introduction and Concepts

This section introduces you to the concept of policy set and how it is used in Oracle Adaptive Access Manager. It includes the following sections:

	
Policy Set


	
Action and Score Overrides






14.1.1 Policy Set

The policy set is a level of evaluation logic above the individual policies. The policy set logic is a collection of functionality that executes after all the policies have executed for a checkpoint. This functionality includes the calculation of the final risk score and any overrides.

Use the policy set to create action or score based overrides. The overrides allow an administrator to account for special circumstances where the actions or score generated by the policies may have an undesired effect. For example, to prevent a call center from being swamped by calls if a rule is configured too conservatively, an administrator can create an action override to convert a "Block" action if there are an extremely high number of blocks in a short period of time.

The policy set has a few key features:

	
The scoring engine is used to combine the scores generated by the individual policies into the final risk score is configured here.


	
Use the policy set to create an action or a score override.





Example: Policy Set Scoring Engine

Jeff is a Security Administrator who wants the final risk score at each checkpoint to be based on the highest individual policy risk score. To meet this requirement he selects Maximum as the scoring engine at the Policy Set level.

	
Log in to the OAAM Administration Console as an administrator.


	
Double-click the Policy Set node. The Policy Set page is displayed.


	
Click the Summary tab.


	
Select Maximum from the Scoring Engine list.

The Maximum Scoring Engine takes the highest policy score and uses it as the checkpoint score. This scoring engine ignores the policy weights.


	
Click Apply.

A confirmation dialog appears with the message, "Policy Set details updated successfully."


	
Click OK.









14.1.2 Action and Score Overrides

Use action and score overrides to change the outcomes of a checkpoint.

When you create an Action Override, you specify an action to replace the action triggered by individual rule. For example, use an action override, which is based on "time" and "action," to limit the number of blocks or to control the number of registrations with a specified time frame.

When you create a Score Override, you specify an action group, or an alert group, or both to be triggered when the final risk score for a checkpoint falls within the specified range. For example, if you set the score range to 500 - 1000 and specify an alert group, the alerts are generated if the checkpoint risk score falls between 500 and 1000. For example, if you have set a minimum score of 500, you can specify an action or alert group that you want to be triggered when the score reaches 501. This means that when the score exceeds, the minimum score action/alert for that override is triggered. There should not be score overlaps for multiple overrides for the same checkpoint. Limits for minimum and maximum scores are great than 0 and less than 1000.





14.1.3 Before You Begin

Oracle Adaptive Access Manager is shipped with action overrides disabled (default). If you want this feature enabled, set the following property to "true."


vcrypt.tracker.rules.allowControlledActions








14.2 Navigating to the Policy Set Details Page

Only one policy set is available.

To access the Policy Set Details page:

	
Expand the Navigation tree.


	
From the Navigation tree, select Policy Set.




Policy Set Details is displayed.

Alternatively, you can open the Policy Set Details page by:

	
Right-clicking Policy Set in the Navigation tree and selecting Open Policy Set from the context menu.


	
Selecting Policy Set in the Navigation tree and then choosing Open Policy Set from the Actions menu.


	
Clicking Open Policy Set in the Navigation tree toolbar.









14.3 Viewing Policy Set Details

The Policy Set Details page enables you to view and edit the details of a policy set.

It provides the following three tabs:

	
Summary - Shows general details of the policy set and enables you to edit the details and select a scoring engine.


	
Score Overrides - Enables you to set a score override


	
Action Overrides - Enables you to set an action override









14.4 Adding or Editing a Score Override

To add or edit a score override:

	
Open the Policy Set Details page.


	
Click the Score Overrides tab.

A list of existing score override appears.


	
To add a score override, click Add.

To edit a score override, select the override and click Edit.

The Add Score Override or Edit Score Override dialog appears.


	
Select the checkpoint you want this override to be applied to.


	
Enter the minimum and maximum scores.

The override triggers if the score falls between the minimum and maximum scores.


	
Select the action that you want triggered in an override.


	
Select the alert to which you want triggered in an override.


	
Click Apply.









14.5 Adding or Editing an Action Override

To add or edit an action override:




	
Note:

If a user/device/IP is already presented with the action in the given duration, it continues with the same action and override is not supplied.







	
Open the Policy Set Details page.


	
Click in the Action Overrides tab.

A list of existing action overrides appears.


	
To add an action override, click Add.

To edit an action override, select the override and click Edit.

The Add Action Override or Edit Action Override dialog appears.


	
Select the checkpoint you want this override to be applied to.


	
In the From Action field, select the action that you want replaced.

For example, you might select Block so that you can convert the block to a challenge question.

Specifying the To Action is optional. The From Action and To Action can be same.


	
In the To Action field, select the action you want to use for the replacement.

For example, you might select Challenge to convert a block to a challenge.


	
From the Alert Group list, select the alert you want generated when this event occurs.

Alerts are indicators (messages) to personnel (CSR, Investigators, and so on). An alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered all of the alerts within the groups are activated.


	
For Duration, enter the number of minutes within which you want the To Action to be triggered.

For example, you might enter the number "30" so that if within 30 minutes there are more than 100 block, the system stops blocking people and starts challenging those people who would have been blocked.


	
For Count, enter the number of events generated by the From Action.

For example, you might enter "100" to indicate more than a hundred blocks.

The count of the actions are incremented only if the action is from a different user, IP, and device.

The count is updated only when the user, IP, and device are all unique. For example, if these are not unique and if a device is blocked, the device continues to be block in the specified duration instead of being challenged.

The Checkpoint and From Action group combination should be unique for a checkpoint.

From and To actions cannot be the same action.


	
Click Apply.









14.6 Editing a Policy Set

To edit a policy set:

	
Open the Policy Set Details page.


	
To edit the policy set's general information, make the changes you want in the Summary tab and then click Apply.

You can change the Policy Set's scoring engine and description.

For information on Scoring Engines, see Section 10.2.8, "What is a Scoring Engine?" OAAM Admin uses the scoring engine to calculate the numeric score applied when calculating risk level.

If the changes are successful, a confirmation that the policy set details have updated successfully appears.


	
To add or edit the score overrides, follow the instructions in Section 14.4, "Adding or Editing a Score Override."


	
To edit the action overrides, follow the instructions in Section 14.5, "Adding or Editing an Action Override."









14.7 Use Cases

This section describes example use cases for using policy set.


14.7.1 Use Case: Policy Set - Overrides

William is a Security Administrator and he must set the score and action overrides such that when the score is between 500 and 700 for Pre-Authentication, a special alert is triggered for immediate attention by the fraud investigators and the users are "blocked instead of being "challenged."

	
Edit Score Override

When you create a Score Override, you specify an action group, or an alert group, or an action and an alert group you want to be triggered when a score falls within a specific range. For example, if you have set a minimum score of 500, you can specify an action or alert group that you want to be triggered when the score reaches 501.

	
Checkpoint: Pre-Authentication


	
Minimum score: 500

500 is the minimum score allowed before the score override is triggered.


	
Maximum score: 700

700 is the maximum score allowed before the score override is triggered.


	
Alert Group: new alert

Alerts are indicators (messages) to personnel (CSR, Investigators, and so on). An alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered all of the alerts within the groups are activated.


	
Action Group: Block

Oracle Adaptive Access Manager does not allow the user to access the system if he is blocked.





	
Edit Action Override

When you create an Action Override, you specify an action to replace the action triggered by individual rule. For example, use an action override, which is based on "time" and "action," to limit the number of blocks or to control the number of registrations with a specified time frame.

	
Checkpoint: Pre-Authentication


	
From Action: Challenge


	
To Action: Block


	
Alert Group: new alert











14.7.2 Policy Set - Overrides (Order of Evaluation)

William is a Security Administrator and he must set the score and action overrides such that when the score is between 500 and 700 for Pre-Authentication, a special alert is triggered for immediate attention by the fraud investigators and the users are "blocked instead of being "challenged." But there are about 10 training folks and they are given temp allows for the next 1 week. How do the action and score overrides affect these users?

	
Edit Score Override

When you create a Score Override, you specify an action or alert group, or an action and an alert group you want to be triggered when a score falls within a specific range. For example, if you have set a minimum score of 500, you can specify an action or alert group that you want to be triggered when the score reaches 501.

	
Checkpoint: Pre-Authentication


	
Minimum score: 500

500 is the minimum score allowed before the score override is triggered.


	
Maximum score: 700

700 is the maximum score allowed before the score override is triggered.


	
Alert Group: new alert

Alerts are indicators (messages) to personnel (CSR, Investigators, and so on). An alert group contains graded messages that can be triggered by a rule.

Alert groups are used as results within rules so that when a rule is triggered all of the alerts within the groups are activated.


	
Action Group: Block

Oracle Adaptive Access Manager does not allow the user to access the system if he is blocked.





	
Edit Action Override

When you create an Action Override, you specify an action to replace the action triggered by individual rule. For example, use an action override, which is based on "time" and "action," to limit the number of blocks or to control the number of registrations with a specified time frame.

	
Checkpoint: Pre-Authentication


	
From Action: Challenge


	
To Action: Block


	
Alert Group: new alert





	
Create Training Folks group.


	
Select group in Exclude group of Pre-conditions of all Challenge rules.











14.8 Best Practices for the Policy Set

This section outlines some best practices for using policy sets.

	
Before you import a policy set into a production system, you should be aware that you are about to replace the entire system configuration in the production system. Export the current policy set before the actual import since you do not want to lose the current configuration. If the import fails or if there are any other issues that you did not anticipate. After you have imported the policy set, there is no way for you to perform an undo. When you have a backup available, you can import that configuration into your system immediately if the import fails.


	
Only when an export is successful, should you import the policy set from the offline system into the online system.


	
When the configurable actions are exported with a policy set. You should copy the Java classes to the specified directory after the import so that the configurable actions are not broken when they are imported back into a system.










Part III



Configuring and Managing Knowledge-Based Authentication and One-Time Password

Part III of the Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager provides information on managing Knowledge-Base Authentication (KBA) and One-time Password (OTP) in Oracle Adaptive Access Manager 11g Release 2 (11.1.2.2). Part III contains the following chapters:

	
Chapter 7, "Managing Knowledge-Based Authentication"


	
Chapter 8, "Setting Up OTP Anywhere"


	
Chapter 9, "KBA and OTP Challenge Scenarios"







2 Setting Up the OAAM Base Environment


This chapter presents details on setting up the Oracle Adaptive Access Manager base environment for first time users. When you install Oracle Adaptive Access Manager, you install the binary files, such as executable files, JAR files, and libraries. Then, you use configuration tools to configure the software.

For information on how to upgrade an existing Oracle Adaptive Access Manager, see Oracle Fusion Middleware Upgrade Guide for Oracle Identity and Access Management.

This chapter contains the following sections:

	
About Setting Up the Base Environment


	
Prerequisites


	
Setting Up the CLI Environment


	
Setting Up Encryption and Database Credentials


	
Creating OAAM Users


	
Importing the OAAM Snapshot


	
Importing IP Location Data


	
Setting the Time Zone Used for All Time Stamps in the OAAM Administration Console


	
Setting a Limit to the Number of Result Rows in the OAAM Administration Console (Optional)


	
Enabling OTP


	
Securing OAAM Web Service Access






2.1 About Setting Up the Base Environment

After completing the installation process, including post-installation steps, you must set up the Oracle Adaptive Access Manager base environment before you can use the graphical user interfaces or command-line tools to manage authentication mechanisms, risk based challenge methods, policy administration, and integration. Information is also provided on securing OAAM web services.

Table 2-1 lists a summary of the high-level tasks for setting up the base Oracle Adaptive Access Manager environment.


Table 2-1 Setting Up the OAAM Base Environment

	No.	Task	Information
	
1

	
Review prerequisites.

	
For information, refer to Prerequisites.


	
2

	
Set up the CLI environment.

	
For information, refer to Setting Up the CLI Environment.


	
3

	
Set up encryption and database credentials.

	
For information, refer to Setting Up Encryption and Database Credentials.


	
4

	
Create OAAM users.

	
For information, refer to Creating OAAM Users.


	
5

	
Import the OAAM snapshot.

	
For information, refer to Importing the OAAM Snapshot.


	
6

	
Import the IP location data.

	
For information, refer to Importing IP Location Data.


	
7

	
Set the time zone.

	
For information, refer to Setting the Time Zone Used for All Time Stamps in the OAAM Administration Console.


	
8

	
Set a limit to the number of result rows in the OAAM Administration Console (Optional)

	
For information, refer to Setting a Limit to the Number of Result Rows in the OAAM Administration Console (Optional).


	
9

	
Enable OTP if used in your deployment.

	
For information, refer to Enabling OTP.


	
10

	
Secure OAAM web services.

	
For information, refer to Securing OAAM Web Service Access.












2.2 Prerequisites

All tasks in this book presume that you have Oracle Adaptive Access Manager 11g installed with initial configuration completed as described in the Oracle Fusion Middleware Installation Guide for Oracle Identity and Access Management.




	
Note:

The Oracle Database Enterprise Edition is the recommended database version for OAAM.












2.3 Setting Up the CLI Environment

The Oracle Adaptive Access Manager Command-Line Interface (CLI) scripts enable users to perform various tasks instead of using the Oracle Adaptive Access Manager Administration Console.

Setting up the CLI environment involves the following tasks:

	
Set up the CLI work folder


	
Specifying properties for CLI script startup (optional).


	
Set up the Credential Store Framework (CSF) configuration


	
Set up the Oracle Adaptive Access Manager database credentials





2.3.1 Setting Up the CLI Work Folder

In this section, you will copy the CLI folder $IDM_ORACLE_HOME/oaam/cli to a working directory, for example, oaam_cli.




	
Note:

This task is required since it is not recommended to edit or change any files that are inside the IDM_ORACLE_HOME folder (the folder where you installed the Oracle Identity Management software).







	
Create a working directory.

mkdir work

cd work

mkdir oaam_cli


	
Copy the oaam_cli folder to the working directory by executing the following command:





In UNIX:

Execute the following command:


cp -r IDM_ORACLE_HOME/oaam/cli ~/work/oaam_cli



In Windows

Execute the following command:


xcopy/s   IDM_ORACLE_HOME\oaam\cli   c:\work\oaam_cli


Select D=directory when it prompts so that entire folder can be copied.





2.3.2 Specifying Properties for CLI Script Startup (Optional)

The CLI scripts need the location of your middleware home and Oracle WebLogic installation on startup. Starting with 11.1.2.1.0, you have the option to specify these in oaam_cli.properties. Previously, you were required to either set environment variables containing this information or enter this information at the command line when prompted.


Table 2-2 CLI Script Startup Properties in oaam_cli.properties

	Property	Environment Variable	Definition
	
oaam.adminserver.mw.home

	
ORACLE_MW_HOME

	
Location of your middleware home.


	
oaam.server.wls.home

	
WLS_HOME

	
Oracle WebLogic only. Location of your Oracle WebLogic installation.











2.3.3 Setting Up the Credential Store Framework (CSF) Configuration

A credential store is a repository that can hold user name and password combinations, symmetric keys, tickets, or public key certificates. Oracle Platform Security Services includes the Credential Store Framework (CSF), a set of APIs that applications can use to create, read, update, and manage credentials securely. OAAM uses the CSF APIs to access credentials. Credentials are stored in the CSF of the Oracle WebLogic Server domain and managed using Oracle Fusion Middleware Enterprise Manager Control or Oracle WebLogic Scripting Tool (WLST).

Select one of the following mechanisms to access the OAAM encryption keys stored in the CSF:

	
CSF without Mbeans


	
CSF with MBeans





2.3.3.1 Configure OAAM Database Details with CSF without MBeans

Important notes about this approach are listed as follows:

	
This method requires that you run the Oracle Adaptive Access Manager command-line utility scripts on the same computer as the WebLogic Server.


	
This method does not require you to specify the WebLogic Administrator and password.


	
This method is not recommended if Oracle Adaptive Access Manager is deployed in a clustered environment




To use this mechanism, navigate to the work folder where you copied the cli folder and open the file, conf/bharosa_properties/oaam_cli.properties in a text editor and then set the following properties:


Table 2-3 oaam_cli.properties Values for Using CSF Without Beans

	Property Name	Notes about Property Value
	
oaam.csf.useMBeans

	
false


	
oaam.jps.config.filepath

	
Set the absolute file path of jps-config-jse.xml. For example:


$DOMAIN_HOME/config/fmwconfig/jps-config-jse.xml


	
oaam.db.url

	
Specify valid JDBC URL of the Oracle Adaptive Access Manager database. Make sure there are no typos.


	
oaam.db.additional.properties.file

	
Leave this as blank if there are no additional TopLink properties.

Otherwise specify the name of the properties file that has additional Toplink properties. Make sure the file is in the same folder as oaam_cli.properties


	
oaam.db.driver

	
oracle.jdbc.driver.OracleDriver

Change this value only if the Oracle Adaptive Access Manager schema is in non-oracle database.


	
oaam.db.min.read-connections

	
1

Do not change this value unless required.


	
oaam.db.max.read-connections

	
25

Do not change this value unless required.


	
oaam.db.min.write-connections

	
1

Do not change this value unless required.


	
oaam.db.max.write-connections

	
25

Do not change this value unless required.











2.3.3.2 Configure OAAM Database Details with CSF with MBeans

Important notes about this approach:

	
This method is recommended if Oracle Adaptive Access Manager is deployed in a clustered environment.


	
This method permits you to remotely connect to the Oracle Adaptive Access Manager WebLogic Server.


	
This method requires you to specify the Oracle Adaptive Access Manager WebLogic Administrator user and password.




To configure the Oracle Adaptive Access Manager Database details with CSF with MBeans, navigate to the work folder where you copied the cli folder and open the file conf/bharosa_properties/oaam_cli.properties in a text editor and then set the following properties:


Table 2-4 oaam_cli.properties Values for Using CSF With Beans

	Property Name	Notes about Property Value
	
oaam.csf.useMBeans

	
true (Keep it as true)


	
oaam.adminserver.hostname

	
Hostname where WebLogic Administration Server runs


	
oaam.adminserver.port

	
Port number of WebLogic Administration Server. Usually it is 7001


	
oaam.db.url

	
Specify valid JDBC URL of the Oracle Adaptive Access Manager database. Make sure there are no typos.


	
oaam.db.additional.properties.file

	
Leave this as blank if there are no additional Oracle Toplink properties.

Otherwise specify the name of the properties file that has additional Oracle Toplink properties. Make sure the file is in the same folder as oaam_cli.properties


	
oaam.db.driver

	
oracle.jdbc.driver.OracleDriver

Change this value only if the Oracle Adaptive Access Manager schema is in non-oracle database


	
oaam.db.min.read-connections

	
1

Do not change this value unless required.


	
oaam.db.max.read-connections

	
25

Do not change this value unless required.


	
oaam.db.min.write-connections

	
1

Do not change this value unless required.


	
oaam.db.max.write-connections

	
25

Do not change this value unless required.














2.3.4 Setting Up Oracle Adaptive Access Manager Database Credentials

Configuring database credentials in the Credential Store Framework involves the following steps:

	
Use Oracle Enterprise Manager Fusion Middleware Control to add database credentials (user name and password) in the Credential Store Framework in the domain where Oracle Adaptive Access Manager is installed. These credentials are used by the Oracle Adaptive Access Manager command-line utilities.


	
Configure the properties files that are used by the Oracle Adaptive Access Manager CLI utilities with details of the WebLogic administration server and Oracle Adaptive Access Manager database.




For information on the credential store, see Oracle Fusion Middleware Application Security Guide. Figure 2-1 shows the database credential setup.

For instructions on setting up database credentials in the CSF, see Section 2.4.6, "Setting Up Oracle Adaptive Access Manager Database Credentials in the Credential Store Framework."


Figure 2-1 Setting Up Database Credentials in the Credential Store

[image: Description of Figure 2-1 follows]









2.3.5 Using Persistence Instead of Setting Database Credentials in the Credential Store Framework

If you want to use persistence.xml instead of setting the Oracle Adaptive Access Manager database credentials in CSF, use the following steps. However this approach is not recommended nor supported.

	
Navigate to the work folder where you copied the cli folder. Open the file conf/bharosa_properties/oaam_cli.properties in a text editor and set the property value of oaam.db.toplink.useCredentialsFromCSF to false.


	
Update the Oracle Adaptive Access Manager database connection details in the META-INF/persistence.xml file by editing the relevant eclipselink.jdbc properties, as in the following examples:


<property name="eclipselink.jdbc.driver"
   value="oracle.jdbc.driver.OracleDriver"/>
<property name="eclipselink.jdbc.url"
   value="jdbc:oracle:thin:@dbhost.mydomain.example.com:1521/SERVICE_NAME"/>
<property name="eclipselink.jdbc.user" value="OAAM_DB_USER"/>
<property name="eclipselink.jdbc.password" value="DB_Password"/>


where

eclipselink.jdbc.driver is the fully qualified name of the driver class

eclipselink.jdbc.url is the driver-specific URL

eclipselink.jdbc.user is the user name used by database connection

eclipselink.jdbc.password is the password for database connection validation











2.4 Setting Up Encryption and Database Credentials

Encryption keys are automatically generated if they do not exist when oaam_server and oaam_admin are started for the first time. Oracle Adaptive Access Manager uses secret keys to encrypt data stored in the credential store framework. Encryption protects data within Oracle Adaptive Access Manager from unauthorized access. The process uses methods and a key or keys to encode plain text into a non-readable form. A key is required to decrypt the encrypted information and make it readable again. Authorized persons who own the key can decrypt information that is encrypted with the same key.


About Secret Keys

Oracle Adaptive Access Manager requires that secret keys be set up to encrypt data stored in the credential store framework. These secret keys can be added to the WebLogic Server Credential Store Framework using Oracle Enterprise Manager Fusion Middleware Control.

The three keys that need to be created for OAAM to work are:

	
oaam_db_key


	
DESede_db_key_alias


	
DESede_config_key_alias




The oaam_db_key is used to access the database and must be added manually. For information on oaam_db_key, see Section 2.3.4, "Setting Up Oracle Adaptive Access Manager Database Credentials."

The DESede keys are used to encrypt data. As noted in the introduction to this section, if they do not exist, the OAAM servers will create them when it is first started. You can accept these DESede keys or create your own.

If you choose to use your own DESede keys you have two choices for creating and encoding them:

	
Provide your own secret key (a string of characters), encode it using encodeKey.sh, and then store that value, or


	
Use generateEncodedKey.sh to generate a key and encodes it in one step




Note that if you allow the server to generate the value or use generateEncodedKey.sh, you do not know the "secret phrase." You know only the encoded value. This value should be backed up. If you use your own secret key, you can regenerate the encoded value.


Setting Up Encryption

Setting up encryption involves the following steps:

	
Ensure the secret keys (symmetric keys) for both the configuration value and database are available. If you do not have a secret key, generate an encoded symmetric key using the genEncodedKey command.


	
Encode the key using the base64encode option of the encodeKey command. This step is not required if the genEncodedKey command was used to generate the key.


	
Use the Oracle Enterprise Manager Fusion Middleware Control to add the encoded secret key to an alias in the Credential Store Framework in the domain where Oracle Adaptive Access Manager is installed.

A credential store is a repository to store user name/password or generic credentials (a certificate). The value of using a credential store is that the application does not store passwords in clear text and does not have to invent its own solutions for protecting passwords, allowing administrators and developers alike to work with a consistent credential repository.





2.4.1 Prerequisites for Setting Up Encryption and Database Credentials

Prerequisites for setting up encryption and database credentials for Oracle Adaptive Access Manager are as follows:

	
If you do not have access to the Oracle Adaptive Access Manager installation folder, make sure Oracle Adaptive Access Manager 11g is configured with Oracle Enterprise Manager Fusion Middleware Control while creating the domain.


	
If you have access to the Oracle Adaptive Access Manager installation folder then make sure you have access to running the command-line scripts in the MW_HOME\IDM_ORACLE_HOME\oaam\cli folder.


	
Make sure the JDK is installed and check that the java command is in the path by executing the java command.







	
Note:

If you are upgrading from Oracle Adaptive Access Manager 10.1.4.5 to Oracle Adaptive Access Manager 11g, you can skip Section 2.4.2, "Setting Up the Encoded Secret Key for Encrypting Configuration Values,", Section 2.4.3, "Setting Up Encoded Secret Key for Encrypting Database Values,"and Section 2.4.4, "Generating an Encoded Secret Key," since the Upgrade Assistant automatically migrates the secret keys from Oracle Adaptive Access Manager 10.1.4.5 to the Credential Store Framework in Oracle Adaptive Access Manager 11g.












2.4.2 Setting Up the Encoded Secret Key for Encrypting Configuration Values

To set up the encoded secret key for encrypting configuration values, proceed as follows:

	
Navigate to the Oracle Adaptive Access Manager command-line folder MW_HOME\IDM_ORACLE_HOME\oaam\cli.


	
Create a file config_secret_key.file and add the secret key to the file by entering:

tobase64=secret-key

If you do not have any secret key and need instructions to generate an encoded secret key, see Section 2.4.4, "Generating an Encoded Secret Key."

This is your key to the encryption algorithm.

Note that 3DES accepts any key, but it must be a minimum of 24 characters.


	
Encode the key using the Base64 algorithm by executing the following command.

	
In UNIX


encodeKey.sh config_secret_key.file


	
In Windows


encodeKey.cmd config_secret_key.file




If the encoding command was successful, you see output similar to the following:


base64encode is done! 
Base64 Encoded value =encoded_value


If the KeyStore command was not successful, you might see the following error:


Exception in thread "main" java.lang.NoClassDefFoundError: while resolving
class: com.bharosa.vcrypt.common.util.KeyStoreUtil at
java.lang.VMClassLoader.resolveClass(java.lang.Class)
(/usr/lib/libgcj.so.5.0.0) at java.lang.Class.initializeClass()
(/usr/lib/libgcj.so.5.0.0) at java.lang.Class.forName(java.lang.String,
boolean, java.lang.ClassLoader) (/usr/lib/libgcj.so.5.0.0) at
java.lang.Class.forName(java.lang.String) (/usr/lib/libgcj.so.5.0.0)


	
Note down the encoded value of the key printed on the screen. Make sure there are no spaces. You need this to add to the Credential Store Framework.









2.4.3 Setting Up Encoded Secret Key for Encrypting Database Values

To set up the secret key for encrypting database values, proceed as follows:

	
Navigate to the Oracle Adaptive Access Manager command-line folder MW_HOME\IDM_ORACLE_HOME\oaam\cli.


	
Create a file db_secret_key.file and add the secret key to the file by entering:

tobase64=secret-key




	
Note:

	If you do not have any secret key and need instructions for generating an encoded secret key, see Section 2.4.4, "Generating an Encoded Secret Key."
	
This is your key to the encryption algorithm.


	
Note that 3DES accepts any key, but it must be a minimum of 24 characters.













	
Encode the key using Base64 algorithm by executing the following command.

	
In UNIX


encodeKey.sh db_secret_key.file


	
In Windows


encodeKey.cmd db_secret_key.file




If the encoding command was successful, you see output similar to the following:


base64encode is done!
Base64 Encoded value = encoded_value


If the KeyStore command was not successful, you might see the following error:


Exception in thread "main" java.lang.NoClassDefFoundError: while resolving
class: com.bharosa.vcrypt.common.util.KeyStoreUtil at
java.lang.VMClassLoader.resolveClass(java.lang.Class)
(/usr/lib/libgcj.so.5.0.0) at java.lang.Class.initializeClass()
(/usr/lib/libgcj.so.5.0.0) at java.lang.Class.forName(java.lang.String,
boolean, java.lang.ClassLoader) (/usr/lib/libgcj.so.5.0.0) at
java.lang.Class.forName(java.lang.String) (/usr/lib/libgcj.so.5.0.0)


	
Note down the encoded value of the key printed on the screen. Make sure there are no spaces. You need this to add to the Credential Store Framework.









2.4.4 Generating an Encoded Secret Key

To generate an encoded secret key, proceed as follows:

	
Execute the following command:

	
In UNIX


genEncodedKey.sh sample.db_3des_input.properties


	
In Windows


genEncodedKey.cmd sample.db_3des_input.properties





	
If the command is successful you see output similar to the following:


Generated key = encoded_key







	
Note:

Encoding the generated key is not necessary since it is already encoded.












2.4.5 Adding the Encoded Symmetric Key to the Credential Store Framework

OAAM Servers automatically generate the secret key if you start them after domain creation. You can choose to use those auto-generated secret keys if you do not want to use different secret keys.

To add a symmetric key to the Credential Store Framework, proceed as follows:

	
Log in to Oracle Enterprise Manager Fusion Middleware Control at http://weblogic_admin_server:port/em using the Web browser and use the WebLogic Administrator credentials to log in.


	
Expand the WebLogic Domain icon in the Navigation tree in the left panel.


	
Select OAAM domain and right-click and select the menu option Security, and then the option Credentials in the submenu.


	
Check to see whether there is a map with the name oaam. If not, click the Create Map option and enter the Map Name as oaam. Click OK to save the map.


	
Click oaam to select the map and then click Create Key.


	
In the pop up screen make sure Select Map is oaam.


	
Enter the following values:

	
Key Name: DESede_db_key_alias if the key is database-related or DESede_config_key_alias if it is configuration/application related. Make sure there are no typos or spaces.


	
Type: Generic.


	
Credential Value: encoded value of the symmetric key





	
Enter a description in the Description field.


	
Click OK to save the secret key to the Credential Store Framework.


	
Make sure you back up the alias and the secret key.

The backup is required if you must re-create the domain and point the domain to the existing Oracle Adaptive Access Manager database.




	
Note:

If you lose the secret key, all the existing data in the Oracle Adaptive Access Manager database becomes unusable since many important administrative operations involve encrypted data.















2.4.6 Setting Up Oracle Adaptive Access Manager Database Credentials in the Credential Store Framework

To set up the Oracle Adaptive Access Manager database credentials in the Credential Store Framework, proceed as follows:

	
Log in to Oracle Enterprise Manager Fusion Middleware Control at http://weblogic_admin_server:port/em using the Web browser and use the WebLogic Administrator credentials to log in.


	
Expand the WebLogic Domain icon in the Navigation tree in the left panel.


	
Select the OAAM domain and right-click and select the menu option Security and then the option Credentials in the submenu.


	
Check to see whether there is a map with the name oaam. If not click the Create Map option and enter the Map Name as oaam. Click OK to save the map.


	
Click oaam to select the map and then click Create Key.


	
In the pop up screen make sure Select Map is oaam.


	
Enter the following values:

	
Key: oaam_db_key. Make sure there are no typos and spaces.


	
Type: Password


	
UserName: database user name of OAAM


	
Password: database password of OAAM





	
Enter the description.


	
Click OK to save the secret key to the Credential Store Framework.








2.4.7 Backing Up Database Credentials and Encoded Secret Keys for Encrypting the Database and Configuration Values

You must back up the encoded secret keys used. You may need these keys, if you must re-create the Oracle Adaptive Access Manager 11g domain. Make sure you note the encoded secret key and the alias name.

	
Log in to Oracle Enterprise Manager Fusion Middleware Control.


	
Expand the WebLogic Domain on the left panel, and select OAAM domain.


	
From the OAAM Domain, select Security, and then Credentials.


	
Expand oaam and select the symmetric key related entries associated with the Type Generic.


	
Click Edit.


	
Navigate to the Credentials section then copy the symmetric key related entries and note the key name.


	
Repeat these steps to back up database and configuration keys.







	
Note:

If you delete and re-create the Oracle Adaptive Access Manager 11g domain, make sure you use the backed-up secret keys when setting the encryption keys so that the existing data in the Oracle Adaptive Access Manager database can be decrypted properly.











2.4.8 Changing the Encryption Algorithm

All encrypted fields are encrypted with DESede (also known as Triple DES) by default. For example, this algorithm is used to store users answer to challenge questions in OAAM 11g. If you want to, you can change the encryption algorithm by changing the property bharosa.cipher.encryption.algorithm.system.default.

Changing the encryption algorithm is a decision that must be made in the beginning when setting up the environment. Changing it after the fact will not change the underlying data and the existing data becomes unusable.


Standard supported encryption algorithms

The supported standard encryption algorithms are:

	
AES


	
DES


	
DESede (Triple DES)

DESede is the default





To switch to different encryption

Set the property bharosa.cipher.encryption.algorithm.system.default to one of the following:

	
DES


	
AES





To use a new encryption algorithm follow these steps:

	
Write a java a class that implements the interface com.bharosa.common.util.Password.


	
Implement the methods encrypt() and decrypt().


	
Add an element to the bharosa.cipher.encryption.algorithm.enum enum with the following attributes to oaam_custom.properties file:

	
name: Name of the algorithm


	
description: Description of the algorithm


	
classname: Fully qualified Class name of the java class developed in Step 1


	
keyRetrieval.className: Set this to com.bharosa.common.util.cipher.CSFKeyRetrieval


	
prefix.system: Prefix that will be used while encrypting (Optional)


	
alias: Alias of the encryption algorithm




For example:


bharosa.cipher.encryption.algorithm.enum.AES_aa=99
bharosa.cipher.encryption.algorithm.enum.AES_aa.name= <Name of the algorithm>
bharosa.cipher.encryption.algorithm.enum.AES_aa.description= <Description of the algorithm>
bharosa.cipher.encryption.algorithm.enum.AES_aa.classnameProperty=<Fully qualified Class name of the java class developed in Step 1>
bharosa.cipher.encryption.algorithm.enum.AES_aa.keyRetrieval.classname=com.bharosa.common.util.cipher.CSFKeyRetrieval
bharosa.cipher.encryption.algorithm.enum.AES_aa.alias=<Alias of the encryption algorithm>


	
Set the property bharosa.cipher.encryption.algorithm.system.default to the newly added element name.


	
Compile and build the JAR file and related property files.


	
Package them as an OAAM extensions WAR file.


	
Deploy the OAAM extensions WAR file and target it to both oaam_admin and oaam_server.

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.











2.5 Creating OAAM Users

You can create users in an external or embedded LDAP store. This section contains the following topics:

	
Creating OAAM Administrative Roles and User in an External LDAP Store


	
Creating OAAM Users in an Embedded LDAP Store






2.5.1 Creating OAAM Administrative Roles and User in an External LDAP Store

When using an external LDAP store, you must add a number of OAAM roles to the store. In addition to creating these roles, you must create users and assign these users to these roles to facilitate access to the OAAM Admin console.

Use the ldif files documented in this section as a reference to create users and groups in LDAP. You will have different values for the LDAP attributes. For example:


dn: cn=an_oaam_user, cn = Users, dc=us/in/etc, dc=companyname,
dc =com/org/etc



oaam_user.ldif


dn:  cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
cn:  oaamadmin
sn:  oaamadmin
description:  oaamadmin
uid: oaamadmin
objectclass: top
objectclass: person
objectclass: organizationalPerson
objectclass: inetorgperson
objectclass: orcluser
objectclass: orcluserV2
userpassword: mypasswd



oaam_group.ldif


dn: cn=OAAMCSRGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMCSRGroup
displayname: OAAMCSRGroup
description: OAAMCSRGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMCSRManagerGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMCSRManagerGroup
displayname: OAAMCSRManagerGroup
description: OAAMCSRManagerGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMEnvAdminGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMEnvAdminGroup
displayname: OAAMEnvAdminGroup
description: OAAMEnvAdminGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMInvestigationManagerGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMInvestigationManagerGroup
displayname: OAAMInvestigationManagerGroup
description: OAAMInvestigationManagerGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMInvestigatorGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMInvestigatorGroup
displayname: OAAMInvestigatorGroup
description: OAAMInvestigatorGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMRuleAdministratorGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMRuleAdministratorGroup
displayname: OAAMRuleAdministratorGroup
description: OAAMRuleAdministratorGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup
 
dn: cn=OAAMSOAPServicesGroup,cn=Groups,dc=us,dc=oracle,dc=com
cn: OAAMSOAPServicesGroup
displayname: OAAMSOAPServicesGroup
description: OAAMSOAPServicesGroup
uniquemember: cn=oaamadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: top
objectclass: groupofuniquenames
objectclass: orclgroup



Instructions

For information on loading users and groups into LDAP, see "Preconfiguring Oracle Internet Directory (OID)" in Oracle Fusion Middleware Installation Guide for Oracle Identity and Access Management.






2.5.2 Creating OAAM Users in an Embedded LDAP Store

The Oracle Adaptive Access Manager users can access functionality based on the roles they are assigned. These administrator roles have specific permissions assigned to them based on their responsibilities.

The following are instructions to create administration users in the WebLogic Administration Console:

	
Log in to the Oracle WebLogic Administration Console for your WebLogic Domain.


	
Under Domain Structure in the left pane, select Security Realms.


	
On the Summary of Security Realms page, select the realm that you are configuring (for example, myrealm).


	
On the Settings for Realm Name page select Users and Groups and then Users.


	
Click New and provide the required information to create a user, such as user1, in the security realm:

	
Name: oaam_admin_username


	
Description: optional


	
Provider: DefaultAuthenticator


	
Password: Enter a password for the administrator


	
Confirmation: Re-enter the password for the administrator




Important: User names must not include tabs or any of the following characters: semicolons, commas, plus signs, equal signs, and single backslash characters. In addition, it may not start with a pound sign or double quotations. If a user is created with any of the invalid characters, the WebLogic domain can become corrupted.


	
Click OK to save your changes.

user1 appears in the User table.


	
In the Users table, select the newly created user, user1.


	
In the Settings for User Name page, click the Groups tab.


	
Select a group or groups from the Available list box with the OAAM keyword to the user, user1.

To add a user1 to a group, click the right arrow to move the selection to the Chosen list box.


	
Click Save.




For information on creating users and assigning them to groups, see Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.








2.6 Importing the OAAM Snapshot

A full snapshot of policies, dependent components and configurations is shipped with Oracle Adaptive Access Manager. The oaam_base_snapshot.zip file is located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory.

Perform the following steps to import the OAAM snapshot:

	
Log in to the Oracle Adaptive Access Manager Administration Console (OAAM Admin) using the following URL:


http://host:port/oaam_admin


	
Load the snapshot file into the system by following these instructions:

	
Open System Snapshot under Environment in the Navigation tree.


	
Click the Load from File button.

A Load and Restore Snapshot dialog appears.


	
Deselect Back up current system now and click Continue.

A dialog appears with the message that you have not chosen to back up the current system, and do you want to continue?


	
When the dialog appears with the message that you have not chosen to back up the current system, and do you want to continue, click Continue.

The Load and Restore Snapshot page appears for you to choose a snapshot to load.


	
Browse for oaam_base_snapshot.zip and click the Load button to load the snapshot into the system database.


	
Click OK and then Restore.










	
Note:

If you use Mozilla Firefox with the WinXP 32-bit operating system, you may see a Failed to load snapshot file error when you attempt to load the OAAM system snapshot into the OAAM environment.
Use another operating system and/or web browser when loading the OAAM system snapshot.









The snapshot contains the following items that must be imported into OAAM:

	
Challenge questions for English (United States)

During registration, which could be enrollment, opening a new account, or other events such as a reset, the user selects different questions from a list of questions and enters answers to them. These questions, called challenge questions, are used to authenticate users.

Questions for the languages you want to support must be in the system before users can be asked to register. These questions may also be required to log in to OAAM Server.


	
Entity definitions

The actors that are tracked during authentication are called authentication entities and include user, city, device, and so on. These base entities are required to enable conditions that are used for patterns.


	
Standard patterns

Patterns are used by Oracle Adaptive Access Manager to either define one bucket or dynamically create buckets. Oracle Adaptive Access Manager collects data and populates these buckets with members based on pattern parameters, and rules perform risk evaluations on dynamically changing membership and distributions of the buckets.


	
Standard configurable actions

Configurable actions are actions that are triggered based on the result action or risk scoring or both after a checkpoint execution. The configurable actions are built using action templates.




	
Note:

If you are upgrading from Oracle Adaptive Access Manager 10.1.4.5 to Oracle Adaptive Access Manager 11g, you see that the names and descriptions of the standard action templates are slightly different, since the action templates in Oracle Adaptive Access Manager 11g are globalized and hence the difference.








	
Standard policies

Policies are designed to help evaluate and handle business activities or potentially risky activities that are encountered in day-to-day operation.


	
Any groups

Collections of items used in rules, user groups, and action and alert groups are shipped with OAAM.




If you must customize any properties, you should import the snapshot into your new test system, make the changes, export the snapshot, and import it into your new system. Alternatively you can import the snapshot in the new system and make the property changes directly, thereby eliminating the test system completely.




	
Note:

For customers who are upgrading: Do not import the snapshot. This procedure is only for first time initial setup. Importing a snapshot overwrites the existing environment and replaces it with a new one. For upgrades, import separate zip files for the entities, definitions, or policies.







For upgrading policies, components, and configurations, perform a backup, and then import the separate file. The following are available:

	
Base policies are shipped in the oaam_policies.zip file, which is located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory


	
Base-authentication required entities are shipped in the Auth_EntityDefinition.zip file, which is located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory.


	
Default patterns are shipped in the OOB_Patterns.zip file, which is located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory









2.7 Importing IP Location Data

IP location data is used by risk policies to determine the risk of fraud associated with a given IP address (location). To be able to determine location of the login or transaction, this data must be uploaded to an OAAM database. For information on loading the data into the OAAM database, see Section 27.3, "Importing IP Location Data."






2.8 Setting the Time Zone Used for All Time Stamps in the OAAM Administration Console

A time zone identifies an area that always shares the same local time. Time zones are used throughout Oracle Adaptive Access Manager for a variety of purposes. A time stamp can indicate when an alert was generated, the process start and end dates of a job, search pages, and so on. Users often are most comfortable working in their local time zones. As the administrator, you can configure the preferred time zones for the OAAM Administration Console. The property is a system wide time zone setting and not a per-user one. All users must be in the single time zone.

Note that time zone and the browser locale formatting are independent of each other. For example, if you set your browser to en-gb, but set your oaam.adf.time zone to America/Los_Angeles, the time stamps are formatted as per British locale formatting but the time zone is still Pacific Time.

Use the Property Editor to set oaam.adf.timezone to the desired time zone.

For example,

oaam.adf.timezone = Atlantic/Reykjavik

Figure 2-2 shows the Properties page and the property to update for the timezone.


Figure 2-2 Timezone Configuration

[image: Description of Figure 2-2 follows]






For instructions on using the Properties Editor, see Chapter 26, "Using the Properties Editor." Time zones are listed in Section C.29, "Time Zone Properties."






2.9 Setting a Limit to the Number of Result Rows in the OAAM Administration Console (Optional)

The oracle.oaam.db.query.maxrows property allows you to set a limit to the number of result rows. The default value for this parameter is 0. This value should never be set to be smaller than 100 or smaller than the number of members in your largest group with a full cache policy.






2.10 Enabling OTP

OTP Anywhere is a secondary risk-based challenge solution consisting of a server generated one-time password (OTP) delivered to an end user via a configured out of band channel. Supported OTP delivery channels include short message service (SMS), e-mail, and instant messaging. For information on enabling OTP, see Section 8, "Setting Up OTP Anywhere."






2.11 Securing OAAM Web Service Access

Out-of-the-box, OAAM publishes Web services at the URL: /oaam_server/services. Authentication checks whether the user credentials that were passed are correct. Starting with OAAM 11g Release 2 (11.1.2.0.0), the default mechanism to secure OAAM Web Services is by using Oracle Web Services Manager (OWSM) policies. To manage SOAP authentication (HTTP Basic authentication with user name and password request), you must configure Oracle Web Services Manager (OWSM) policies.

Authorization checks whether a user is allowed to access the requested resource based on the user's membership in a configured group of users in the WebLogic embedded user store. Authorization is managed through Oracle Enterprise Manager Fusion Middleware Control.

The requirements for accessing the OAAM web service are the following:

	
Configuration of the SOAP web access requires the OAAM Extensions Shared Library for Native Integration using SOAP.

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
The configurable properties must be specified in oaam_custom.properties and this file should be in the Java Classpath of the client application.




An overview of tasks you need to perform to secure OAAM Web Services is provided below.


Table 2-5 Securing OAAM Web Access

	No.	Task	Information
	
1

	
Enable web services authentication.

Set up the Oracle Web Services Manager (OWSM) Policy to set HTTP Basic Authentication on /oaam_server/services.

	
OAAM Web Services can be protected by Oracle Web Services Manager (OWSM) using the policy oracle/wss_http_token_service_policy. The wss_http_token_service_policy policy enforces authentication and uses the credentials in the HTTP header to authenticate users. SOAP requests would be authenticated (HTTP Basic authentication) against the configured realm (users in WebLogic embedded user store).

For information, see "Enabling Web Services Authentication" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
2

	
Create a user with valid user name and password and associate the user to a group that will be configured to be able to access OAAM web services.

	
SOAP authentication is implemented using a user name and password. Web Services/SOAP clients need to send the user name and password for successful communication with OAAM web services.

The user name and password must be associated with a user that is accessible to the application server. In order for that user to have permissions to perform operations on web services, the user must be in a group that is associated with an authorization policy.

For information, see "Creating User and Group" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
3

	
Configure web services authorization.

	
Using the Oracle Web Services Manager (OWSM) policy oracle/binding_authorization_permitall_policy, authorization can be configured for OAAM Web Services. The binding_authorization_permitall_policy policy provides simple permission-based authorization for the request based on the authenticated user at the SOAP binding level. This policy ensures that the user has permission to perform an operation. This policy should follow an authentication policy where the user is established and can be attached to Web Service Endpoints.

For information, see "Configuring Web Services Authorization" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
4

	
Set up security for web services.

	
Web Services/SOAP clients need to send the user name and password for successful communication with OAAM web services.

The password needs to be stored in a KeyStore for security.

Note: This step is not required if SOAP Authentication is disabled on the OAAM server.

For information, see "Setting Up Client Side Keystore to Secure the SOAP User Password" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
5

	
Configure other SOAP properties.

	
For information, see "Setting SOAP Related Properties in oaam_custom.properties" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.
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C OAAM Properties

This appendix provides essential OAAM properties and enums.

OAAM properties are summarized in the following sections:

	
About Adding User Defined Enum Elements or Changing the Enabled Attribute of an Enum Element


	
Access Manager and Oracle Adaptive Access Manager Integration


	
Agent Cases Properties


	
Autolearning Properties


	
Configurable Action Properties


	
Cookie Properties


	
Customer Care Properties


	
Database Activity


	
Device Registration Properties


	
Digital Fingerprint Properties


	
Encrypted Data Masking Properties


	
Encryption


	
Entities and Transactions Properties


	
Fuzzy Logic


	
Groups Properties


	
Integration Properties


	
Investigation Properties


	
KBA Properties


	
Mobile Properties


	
Offline Scheduler Properties


	
OTP Properties


	
Performance


	
Policies, Rules, and Conditions Properties


	
Properties Editor Properties


	
Proxy Properties


	
SOAP Configuration Properties


	
Status: Account Status Properties


	
Status: Authentication Status


	
Time Zone Properties


	
User Interface Properties


	
Virtual Authentication Devices Properties






C.1 About Adding User Defined Enum Elements or Changing the Enabled Attribute of an Enum Element

The creation of any new user defined enum element or changing the enabled attribute of an enum element from false to true will require a restart of the managed servers.






C.2 Access Manager and Oracle Adaptive Access Manager Integration

These properties and default values are used to create the Oracle Access Manager Client Object Pool. These parameters can be configured to higher values if the login volume is high.


Table C-1 Pool Configuration Properties

	Properties	Description
	
oaam.oam.oamclient.minConInPool

	
Defines the minimum number of OAP connections that OAAM will maintain in its pool. It is recommended to keep this value the same as Max Connections as oaam.uio.oam.num_of_connections.


	
oaam.oam.oamclient.initDelayForWatcher

	
Defines the initial delay (in milliseconds) before the OAAM Pool Watcher thread starts to check connections.


	
oaam.oam.oamclient.periodForWatcher

	
Defines the rest period (in milliseconds) for the OAAM Pool Watcher thread, a thread which periodically checks the health of connections in the pool. Keep this a low value, if connections can go bad frequently.


	
oaam.oam.oamclient.timeout

	
Period (in milliseconds) that a request will wait for an available OAP connection before timing out if no connections are available in the pool. Keep this value to a low number.


	
oaam.uio.oam.num_of_connections

	
Primary OAM Server Setting

Defines the target (maximum) number of OAP connections to the primary OAM server that OAAM will maintain in its pool. Change default to sufficiently high number.


	
oaam.uio.oam.secondary.host.num_of_connections

	
Secondary OAM Server Setting (if used)

Defines the target (maximum) number of OAP connections to the secondary OAM server that OAAM will maintain in its pool. Change default to sufficiently high number.












C.3 Agent Cases Properties


Table C-2 Agent Case Properties

	Properties	Description
	
oaam.customercare.agent.case.allow.userinfo

	
Turns on/off user information for Agent case, which are not in the Escalated status.

When an OAAM Agent Case is autogenerated from the Configurable Action, the User Details panel is populated with user details for the session for which the case was created. When manually creating a case and linking to a session, user details can be populated. As a result, subsequent searches of cases by Username or User ID can locate manually created cases.

The Agent case creation page can optionally accept entry of a valid Username and/or User ID if the oaam.customercare.agent.case.allow.userinfo property is set to true. If a Username and/or User ID is entered it is mapped to the Agent case. Agent cases with a mapped Username and/or User ID are searchable by Username and/or User ID. These cases display the mapped user identifier in the Username and/or User ID column on the search cases page.


	
oaam.admin.investigator.default.landing.page

	
customercare

Changes the landing page to either Cases, Sessions or Search Transactions.


	
oaam.admin.investigator.landing.page2

	
sessions

Changes the landing page to either Cases, Sessions or Search Transactions.


	
oaam.admin.investigator.landing.page3

	
transactionlogs

Changes the landing page to either Cases, Sessions or Search Transactions.












C.4 Autolearning Properties


Table C-3 Autolearning Properties

	Properties	Description
	
vcrypt.tracker.autolearning.enabled

	
Enables/disables the autolearning feature. This property must always be set to true for autolearning to work.


	
vcrypt.tracker.autolearning.use.auth.status.for.analysis

	
Enables/disables the authentication patterns. Authentication patterns are the patterns that analyze the data related to authentication (login) related information only. You can set it to True or False.


	
vcrypt.tracker.autolearning.use.tran.status.for.analysis

	
Enables the transaction-related patterns. Set to true for the transaction-related patterns to work. Transaction related patterns analyze the transaction related data for autolearning. An example is a pattern that profiles users who are performing wire transfer operations.


	
oracle.oaam.transactions.analyzepatterns

	
Enables the collection of pattern data for transactions. Set to true for pattern data to be collected for transactions.


	
vcrypt.bharosa.autolearning.numPriorities

	
Creates the number of thread pools as the number of priorities. These thread pools are used for post processing the autolearning data. This number should be more than 1.


	
vcrypt.bharosa.autolearning.threadMultiplier

	
Create the number of threads for post processing. These threads are part of the thread pool that is used for post processing autolearning data. Keep this number to at least 5.


	
vcrypt.tracker.autolearnin.enabled

	
Controls the status for the product level. Setting the value to false disables some of the post processing for autolearning. Rules continue to run but may be using stale data.


	
vcrypt.tracker.autolearning.use.auth.status.for.analysis

	
Enables/disables autolearning post processing if you do not want to change the client code. Setting this property to true results in autolearning processing for the authentication type of updateAuthStatus requests if the status is SUCCESS for that authentication request. However if the status is not SUCCESS, autolearning does not occur. Running autolearning rules with this property set to false runs the rules on the data that is stale. If this property is set to false and autolearning rules are running, and if the log level is set to "debug" for "com.bharosa.vcrypt.tracker.rules.impl.VCryptTrackerAutoLearningImpl" class; then a message is written to the log saying that this property is disabled and rules are still being run.

Use this property when the client code does not explicitly call the autolearning API.


	
oracle.oaam.transactions.analyzepatterns

	
Enables/disables the collection of pattern data for transactions. Set to true for pattern data to be collected for transactions.


	
vcrypt.tracker.autolearning.use.tran.status.for.analysis

	
Enable this property if you want autolearning (post processing) to occur but do not want to change the client code. Setting this property to true results in autolearning processing for updateTransactionStatus requests if the status is SUCCESS for that transaction request. However if the status is not SUCCESS, autolearning does not occur. Running autolearning rules with this property set to false runs the rules on the data that is stale. If this property is set to false and you have autolearning rules running, and if the log level is set to "debug" for the "com.bharosa.vcrypt.tracker.rules.impl.VCryptTrackerAutoLearningImpl" class; a message is written to the log saying that this property is disabled and rules are still running.


	
vcrypt.tracker.autolearning.use.synchronous.execution.for.pattern.analysis

	
Controls whether the pattern analysis occurs in synchronous mode. If set to true, pattern analysis is performed synchronously. The updateAuthStatus or updateTransactionStatus call may take longer to complete since all the pattern data update occurs as part of the same updateStatus call.


	
vcrypt.tracker.autolearning.update.entity.profile.for.auth.patterns

	
Enables/disables update of profiles for entities as part of pattern analysis.


	
bharosa.menu.queries.entities

	
Determines whether the menu item to view historical data should be shown in the OAAM Administration Console.


	
bharosa.arm.pagetitle.queries.entities.patternworkflow

	
Default location of the menu for the pattern historical data. Use this historical data page to check to see whether pattern data collection is functioning properly.












C.5 Configurable Action Properties


Table C-4 Configuration Action Properties

	Properties	Description
	
dynamicactions.enabled

	
Enables the configurable actions feature if set to true.


	
com.bharosa.vcrypt.tracker.dynamicactions.impl.CaseCreationAction

	
Create case action


	
com.bharosa.vcrypt.tracker.dynamicactions.impl.AddToListConfigurableAction

	
Add to list action












C.6 Cookie Properties


Table C-5 Cookie Properties

	Properties	Description
	
oaam.cookies.secure

	
Sets the Secure Only flag on any cookies set by OAAM applications directly (does not apply to JSESSIONID). It will mainly apply to the VSC cookie ora_oaam_vsc. Other cookies may include ora_oaam_clientoffset. Default value is false. If set to true, the cookie(s) are only sent over HTTPS.












C.7 Customer Care Properties


Table C-6 Customer Care Properties

	Properties	Description
	
bharosa.uio.default.username.case.sensitive

	
If set to false, the user name will be in lower case regardless of the actual case that was typed into the User Name field when creating CSR cases.


	
customercare.case.expirybehavior.enum.csrcase.behavior

	
expiry

Sets expiry behavior for CSR cases


	
customercare.case.expirybehavior.enum.csrcase.label

	
Expired

Sets expiry behavior for CSR cases


	
customercare.case.expirybehavior.enum.csrcase.durationInHrs

	
24

Sets expiry behavior for CSR cases


	
customercare.case.expirybehavior.enum.csrcase.resetonaccess

	
false

Sets expiry behavior for CSR cases


	
customercare.case.expirybehavior.enum.csrcase.behavior

	
none

Disables the expiry behavior for CSR cases


	
oaam.permission.creatagentcase

	
oaam.perm.create.case.type.csr

Allows investigator access to create Agent cases


	
customercare.case.actiontype.enum.accesscase.description

	
The values for the Notes column in the Logs tab for notes that are not added by the user will appear in English by default.

The notes are taken from the action enums "note" field (property).The value of that property is saved into database (as notes). After it is saved, users cannot change that data.

Implementations can customize the "note" in the enum property to the localized value.

"Access case" is inside the oaam_resources.properties file:


customercare.case.actiontype.enum.accesscase.description=Access case


Case creation / access logic will use that string for the creating records after that point.


	
customercare.case.expirybehavior.enum.agentcase.behavior

	
none

Disables the "overdue/expiry" behavior for Agent cases

overdue

Sets "expiry/overdue" behavior for Agent cases


	
customercare.case.expirybehavior.enum.agentcase.label

	
Overdue

Sets "expiry/overdue" behavior for Agent cases


	
customercare.case.expirybehavior.enum.agentcase.durationInHrs

	
24

Sets "expiry/overdue" behavior for Agent cases


	
customercare.case.expirybehavior.enum.agentcase.resetonaccess

	
true

Sets "expiry/overdue" behavior for Agent cases


	
customercare.case.autostatuschange.enum.flowone.enabled

	
Enables Auto Change of Case Status if set to true. Disables Auto Change of Case Status if set to false.


	
customercare.case.autostatuschange.enum.flowone

customercare.case.autostatuschange.enum.flowone.name

onecustomercare.case.autostatuschange.enum.flowone.description

onecustomercare.case.autostatuschange.enum.flowone.enabled

customercare.case.autostatuschange.enum.flowone.from

customercare.case.autostatuschange.enum.flowone.to

	
customercare.case.autostatuschange.enum.flowone=1

customercare.case.autostatuschange.enum.flowone.name=Flow

onecustomercare.case.autostatuschange.enum.flowone.description=Status flow

onecustomercare.case.autostatuschange.enum.flowone.enabled=true

customercare.case.autostatuschange.enum.flowone.from=new

customercare.case.autostatuschange.enum.flowone.to=pending

Configurable actions create cases with a status of "New". When the case is opened, the status is changed to "Pending." For these cases to change from "New" to "Pending" automatically on access, the properties are configured by default to the values.


	
customercare.case.autostatuschange.enum.flowtwo

customercare.case.autostatuschange.enum.flowtwo.name

customercare.case.autostatuschange.enum.flowtwo.description

customercare.case.autostatuschange.enum.flowtwo.enabled

customercare.case.autostatuschange.enum.flowtwo.from

customercare.case.autostatuschange.enum.flowtwo.to

customercare.case.autostatuschange.enum.flowtwo.casetype

	
customercare.case.autostatuschange.enum.flowtwo=2

customercare.case.autostatuschange.enum.flowtwo.name=Flow Two

customercare.case.autostatuschange.enum.flowtwo.description=Status flow two

customercare.case.autostatuschange.enum.flowtwo.enabled=true

customercare.case.autostatuschange.enum.flowtwo.from=escalated

customercare.case.autostatuschange.enum.flowtwo.to=pending

customercare.case.autostatuschange.enum.flowtwo.casetype=agent

Escalated cases have a Case Status of Escalated. When the case is opened, the status is changed to "Pending". For cases to change from Escalated to Pending automatically on access, the properties are configured by default.


	
oaam.comparetrx.max.rows.allowed

	
oaam.comparetrx.max.rows.allowed=10

Limits the number of transaction rows selected for Compare Transaction.


	
oaam.generic.idmshellrhs.tab.width

	
oaam.generic.idmshellrhs.tab.width=400

IDM shell right hand side width


	
oaam.customercare.linksessions.max.rows.allowed

	
oaam.customercare.linksessions.max.rows.allowed=25

Limits the number of session rows to be linked to agent case.


	
oaam.admin.investigator.default.landing.page

oaam.admin.investigator.landing.page2

oaam.admin.investigator.landing.page3

oaam.admin.investigator.landing.showhometab

	
oaam.admin.investigator.default.landing.page=customercare

oaam.admin.investigator.landing.page2=sessions

oaam.admin.investigator.landing.page3=transactionlogs

oaam.admin.investigator.landing.showhometab=false

Default landing page for the investigator


	
oaam.admin.csr.default.landing.page

	
oaam.admin.csr.default.landing.page=customercare

Default landing page for the CSR; points to the taskflowId(oaam.menu.enum)


	
oaam.utility.max.filter.items.allowed

	
oaam.utility.max.filter.items.allowed=15

Maximum filter items under tagged panel


	
oaam.utility.filter.isconjuctionall

	
oaam.utility.filter.isconjuctionall=true

Utility filter items conjunction type (all or any)


	
oaam.utility.filter.timerange.default

	
oaam.utility.filter.timerange.default=oneday

Utility filter default time-range: oaam.session.filter.timerange.enum


	
oaam.customercare.agent.case.allow.userinfo

	
oaam.customercare.agent.case.allow.userinfo=false

Turns on/off user information for Agent case (which is not in escalated status)


	
customercare.case.agent.landingtf.access

customercare.case.csr.landingtf.access

	
customercare.case.agent.landingtf.access=oaam.perm.do.case.agent.landingtf

customercare.case.csr.landingtf.access=oaam.perm.do.case.csr.landingtf

High-level permissions for landing pages for CSR and Investigator


	
bharosa.multitenant.boolean

	
Turns on the access control in the OAAM Administration Console for multitenant deployments, you must set the bharosa.multitenant.boolean property to true. By default, the value is set to false.












C.8 Database Activity


Table C-7 Database Activity

	Property	Description
	
bharosa.db.query.performance.warning.threshold.ms

	
Prints out every SQL if the property is set to zero.


	
oracle.oaam.allentitycache.lifetime.min

	
5

This property should not be changed.


	
oracle.oaam.allentitycache.monitor.sec

	
30

This property should not be changed.


	
oracle.oaam.autolearning.allentities.counts.cache.enabled

	
true

This property should not be changed.












C.9 Device Registration Properties

Table C-8 lists properties to enable device registration for all applications on the server. To enable on a application specific basis, "default" can be replaced with the appropriate appId in each of the prior property names.


Table C-8 Device Registration Properties

	Properties	Description
	
bharosa.uio.default.registerdevice.enabled

	
Enables device registration. Adds text and a check box to the bottom of the challenge page if the property is set to true. When a user is challenged, the check box and text would allow him to register the current device (if it is not already registered). If the device is already registered for that user, the option will not appear unless the user unregisters the device in user preferences.


	
bharosa.uio.default.register.questions.registerdevice.enabled

	
true

Adds device registration to the challenge question registration page.


	
bharosa.uio.default.register.userinfo.registerdevice.enabled

	
true

Adds device registration to the Contact Information registration page.


	
bharosa.uio.default.userpreferences.unregister.this.enabled

	
Enables user to be able to unregister current device in user preferences.


	
bharosa.uio.default.userpreferences.unregister.all.enabled

	
Enables user to be able to unregister all devices in user preferences


	
bharosa.tracker.send.devideId

	
Enables device registration in native integration if property is set to true so that data can be captured.












C.10 Digital Fingerprint Properties


Table C-9 Digital Fingerprint Properties

	Properties	Description
	
bharosa.uio.default.device.identification.scheme

	
Enables use of custom digital fingerprints if you set this property to the type of digital fingerprint you want to capture.

For Instance,

bharosa.uio.default.device.identification.scheme=applet

Note: Flash is set to be the default digital fingerprint in OAAM.












C.11 Encrypted Data Masking Properties


Table C-10 Encrypted Data Masking Properties

	Properties	Description
	
oaam.transaction.encrypted.data.mask.suffix.length

	
Shows the number of characters unmasked. The default length is 3.


	
oaam.transaction.encrypted.data.mask.char

	
Shows mask characters to represent encrypted transaction data. For example, set the property to ********


	
oaam.transaction.encrypted.data.mask

	
Set to true to enables masking of encrypted transaction data globally.


	
oaam.transaction.encrypted.data.unmask.perm

	
Permissions to enable/disable masking at role level.












C.12 Encryption


Table C-11 Encryption Properties

	Property	Description
	
bharosa.cipher.encryption.algorithm.system.default

	
Switches to different encryption types


	
keystorepasswd

	
Password for opening the keystore.


	
keystorealiaspasswd

	
Password reading alias (key) in the keystore


	
keyFile

	
keyFile=soap_key.file

File containing from key. Please note, keys in AES could be binary. Also note algorithms like 3DES require minimum 24 characters in the key


	
keystorefilename

	
keystorefilename=system_soap.keystore

Keystore file name.


	
keystorealias

	
keystorealias=vcrypt.soap.call.passwd

This is the keystore alias.


	
vcrypt.soap.auth.keystorePassword=<base64 encoded keystore password>

vcrypt.soap.auth.aliasPassword=<based64 encoded password to the alias>

vcrypt.soap.auth.username=<user configured for accessing the soap services>

vcrypt.soap.auth.keystoreFile=system_soap.keystore

	
Properties with the encoded passwords and the authentication user name to add to oaam_custom.properties.












C.13 Entities and Transactions Properties


Table C-12 Entity and Transaction Properties

	Properties	Description
	
bharosa.trackeradmin.show.transaction.detail

	
Enables you to view transactions in the Session Details page if set to true.

Turns off the display for transactions is set to false.


	
oaam.admin.detail.ip.enabled

oaam.admin.detail.user.enabled

oaam.admin.detail.device.enabled

oaam.admin.detail.fingerprint.enabled

oaam.admin.detail.alert.enabled

oaam.admin.detail.challengecount.enabled

	
Enables you to be able to use the details pages.


	
oaam.transaction.mapping.startindex.min

	
Starts the substring operation from the first character of the string if you set this property to 0.












C.14 Fuzzy Logic


Table C-13 Fuzzy Logic Properties

	Property	Description
	
bharosa.authenticator.EnableMatchScore

	
Selectively enables/disables the Fuzzy logic functionality in knowledge-based authentication (KBA).












C.15 Groups Properties


Table C-14 Group Properties

	Properties	Description
	
admin.group.userid.maxlength

	
Allows you to increase the maximum length to enter for Login IDs. Default is 255.


	
admin.group.name.maxlength 255

	
Allows you to increase the maximum length to enter for User IDs. Default is 255.


	
admin.group.genstring.maxlength

	
Allows you to increase the maximum length for Gen String fields.












C.16 Integration Properties


Table C-15 Integration Properties

	Properties	Description
	
oaam.uio.oam.integration.stepup.enabled

	
Disables the Step-up use case in Access Manager-OAAM TAP integration, you must set the property to false.


	
oaam.server.integration.app_id.param

	
Configures the HTTP request parameter key that the integration processor will use to try to read AppId from when entering OAAM entry point












C.17 Investigation Properties


Table C-16 Investigation Properties

	Properties	Description
	
bharosa.trackeradmin.show.transaction.detail

	
Set to true to be able to view transactions in the Session Details page.

Setting the property to false turns off the display for transactions.


	
oaam.customercare.agent.case.allow.userinfo

	
Turns on/off user information display for Agent case (which is not in escalated status


	
oaam.admin.investigator.default.landing.page=customercare

oaam.admin.investigator.landing.page2=sessions

oaam.admin.investigator.landing.page3=transactionlogs

	
Changes the landing page to either Cases, Sessions or Search Transactions with the use of property


	
incrementCacheCounter

	
Set to true in the rule.action.enum so that different actions performed by the user along with the aggregate count for each one of them is available in the user details: profile data.












C.18 KBA Properties


Table C-17 KBA Properties

	Properties	Description
	
bharosa.kba.active

	
Enables KBA if set to true.


	
bharosa.config.type.kba_config.enum.regQuestionsCount.validation.minValue

bharosa.config.type.kba_config.enum.regQuestionsCount.validation.maxValue

	
Specifies the maximum and minimum limits for questions the user will register.

bharosa.config.type.kba_config.enum.regQuestionsCount.validation.minValue=3

bharosa.config.type.kba_config.enum.regQuestionsCount.validation.maxValue=7

The setting should be between 3 and 7 to offer security but not over burden a user's memory. The basic industry standard for KBA is 3 registered questions.


	
challenge.question.registration.groups.minimum.questions.per.category.count

challenge.question.registration.groups.categories.count

challenge.question.registration.groups.questions.count

challenge.question.registration.groups.count

challenge.question.registration.groups.maxlimit

	
Controls the listing of questions in the OAAM server.

challenge.question.registration.groups.minimum.questions.per.category.count =1

challenge.question.registration.groups.categories.count=5

challenge.question.registration.groups.questions.count=5

challenge.question.registration.groups.count=3

challenge.question.registration.groups.maxlimit=5


	
bharosa.config.type.kba.config.enum.maxCategoryPerMenuCount.property_name

	
Controls the minimum number of questions in a category that must exists before changes can be made to a question in the category. The default is 5. You cannot edit questions in a category if the number of questions in the category is below the minimum. For example, you cannot change the locale for a question unless there are at least 5 other questions for that locale in that category.












C.19 Mobile Properties


Table C-18 Mobile Properties

	Properties	Description
	
oaam.admin.detail.mobile.enabled

	
Turns off the mobile fields.

Setting it to false hides these fields in the user interface. You want to enable this property if the deployment supports mobile access. If not, set it to false.












C.20 Offline Scheduler Properties


Table C-19 Offline Scheduler Properties

	Properties	Description
	
vcrypt.reports.scheduler.activate

	
Enables/disables scheduler so that jobs are run.

By default, the property is set to false. Jobs can be created, but they will not run until the property is changed to true.


	
bharosa.ra.loadrun.resetbeforerun

	
Performing a Load and Run job multiple times appends rule data to existing sessions, resulting in duplicate checkpoints for each time the job is performed. If you want old checkpoint data to be erased before checkpoint rules are run, ensure that bharosa.ra.loadrun.resetbeforerun has been set to true. If you do not want existing checkpoint data to be erased when performing Load and Run multiple times, set this property to false.


	
oaam.admin.detail.mobile.enabled=true

	
By default, the Client-Application and Latitude and Longitude attributes are not displayed in the Session Details page in the OAAM Offline whereas they are displayed in the same page in OAAM Admin. To display these attributes in the Session Details page, add the oaam.admin.detail.mobile.enabled=true property to the oaam_admin.properties file of the offline server












C.21 OTP Properties


Table C-20 OTP Properties

	Properties	Description
	
bharosa.uio.default.ums.integration.webservice

	
http://UMS_Server_URL:UMS_Port/ucs/messaging/webservice

UMS Server Web service URL


	
bharosa.uio.default.ums.integration.parlayx.endpoint

	
http://UMS_Server_URL:UMS_Port/sdpmessaging/parlayx/SendMessageService

UMS Server ParlayX Endpoint URL


	
bharosa.uio.default.ums.integration.useParlayX

	
False

Configures the use of web service or parlayx API. The value is false by default (Web services recommended).


	
bharosa.uio.default.ums.integration.userName

	
User name for UMS server


	
bharosa.uio.default.ums.integration.password

	
Password for UMS server


	
bharosa.uio.default.ums.integtaion.policies

	
UMS authentication policies


	
bharosa.uio.default.ums.integration.fromAddress

	
demo@example.com

OAAM from address for OTP messages.


	
bharosa.uio.default.ums.integration.message.status.poll.attempts

	
3

Number of times to attempt status poll each time the wait page is displayed.


	
bharosa.uio.default.ums.integration.message.status.poll.delay

	
1000

Delay between status polls while the wait page is being displayed


	
bharosa.uio.default.ums.integration.sleepInterval

	
10000


	
bharosa.uio.default.ums.integration.deliveryPage.delay

	
3000


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS

	
2

SMS Challenge enum value


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.name

	
SMS Challenge

Name of SMS challenge type


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.description

	
SMS Challenge

Description of SMS challenge type


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.processor

	
com.bharosa.uio.processor.challenge.SMSUMSOTPChallengeProcessor

Processor class for SMS challenge type

Specifies the java class for handling challenges of this type. The challenge mechanism is customizable through Java classes. See the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager for information.


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.requiredInfo

	
mobile

Required fields to challenge user with SMS challenge type

A comma separated list of inputs from registration input enum


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.available

	
Makes available the SMS challenge type

Specifies if the challenge type is available for use (service ready and configured). To enable/disable an OTP challenge type, the available flag should be set.


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.otp

	
true

OTP property for SMS challenge type


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail

	
1

Email Challenge enum value


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.name

	
Email Challenge

Name of e-mail challenge type


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.description

	
Email Challenge

Description of e-mail challenge type


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.processor

	
com.bharosa.uio.processor.challenge.EmailUMSOTPChallengeProcessor

Processor class for e-mail challenge type

Specifies the java class for handling challenges of this type. The challenge mechanism is customizable through Java classes. See the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager for information.


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.requiredInfo

	
e-mail

Required fields to challenge user with e-mail challenge type

A comma separated list of inputs from registration input enum


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.available

	
false

Makes available the e-mail challenge type

Specifies if the challenge type is available for use (service ready and configured). To enable/disable an OTP challenge type, the available flag should be set.


	
bharosa.uio.default.challenge.type.enum.ChallengeEmail.otp

	
true

OTP property for e-mail challenge type


	
bharosa.uio.default.userinfo.inputs.enum.terms

	
4

Terms and Conditions enum value


	
bharosa.uio.default.userinfo.inputs.enum.terms.name

	
Terms and Conditions

Name for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.description

	
Terms and Conditions

Description for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.inputname

	
terms

HTML input name for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.inputtype

	
checkbox

HTML input type for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.values

	
true

Required values for Term and Conditions check box during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.terms.maxlength

	
40

HTML input max length for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.required

	
true

Required flag for Term and Conditions check box during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.terms.order

	
5

Order on the page for Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.enabled

	
true

Enabled flag for Terms and Conditions enum item


	
bharosa.uio.default.userinfo.inputs.enum.terms.regex

	
.+

Regular expression for validation of Terms and Conditions check box


	
bharosa.uio.default.userinfo.inputs.enum.terms.errorCode

	
otp.invalid.terms

Error code to obtain error message from if validation of Terms and Conditions fails


	
bharosa.uio.default.userinfo.inputs.enum.terms.managerClass

	
com.bharosa.uio.manager.user.DefaultContactInfoManager

Java class to use to save / retrieve Terms and Conditions from data storage


	
bharosa.uio.default.userinfo.inputs.enum.mobile

	
0

Mobile phone enum value


	
bharosa.uio.default.userinfo.inputs.enum.mobile.name

	
Mobile Phone

Name for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.description

	
Mobile Phone

Description for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.inputname

	
cell number

HTML input name for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.inputtype

	
text

HTML input type for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.maxlength

	
15

HTML input max length for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.required

	
true

Required flag for mobile phone field during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.mobile.order

	
1

Order on the page for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile.enabled

	
true

Enabled flag for mobile phone enum item


	
bharosa.uio.default.userinfo.inputs.enum.mobile.regex

	
If configuring through properties:


\\D?(\\d{3})\\D?\\D?(\\d{3})\\D?(\\d{4})


If configuring through OAAM Admin:


\D?(\d{3})\D?\D?(\d{3})\D?(\d{4})


	
bharosa.uio.default.userinfo.inputs.enum.mobile.errorCode

	
otp.invalid.mobile

Error code to obtain error message from if validation of mobile phone entry fails


	
bharosa.uio.default.userinfo.inputs.enum.mobile.managerClass

	
com.bharosa.uio.manager.user.DefaultContactInfoManager

Java class to use to save / retrieve mobile phone from data storage


	
bharosa.uio.default.userinfo.inputs.enum.mobile2

	
2

Mobile phone enum value


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.name

	
Mobile Phone 2

Name for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.description

	
Mobile Phone 2

Description for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.inputname

	
cell number 2

HTML input name for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.inputtype

	
text

HTML input type for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.maxlength

	
15

HTML input max length for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.required

	
true

Required flag for mobile phone field during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.order

	
2

Order on the page for mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.enabled

	
true

Enabled flag for mobile phone enum item


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.regex

	
If configuring through properties:


\\D?(\\d{3})\\D?\\D?(\\d{3})\\D?(\\d{4})


If configuring through OAAM Admin:


\D?(\d{3})\D?\D?(\d{3})\D?(\d{4})


Regular expression for validation of mobile phone field


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.errorCode

	
otp.invalid.mobile

Error code to obtain error message from if validation of mobile phone entry fails


	
bharosa.uio.default.userinfo.inputs.enum.mobile2.managerClass

	
com.bharosa.uio.manager.user.DefaultContactInfoManager

Java class to use to save / retrieve mobile phone from data storage


	
bharosa.uio.default.userinfo.inputs.enum.email

	
1

Email address enum value


	
bharosa.uio.default.userinfo.inputs.enum.email.name

	
Email Address

Name for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.description

	
Email Address

Description for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.inputname

	
email

HTML input name for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.inputtype

	
text

HTML input type for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.maxlength

	
40

HTML input max length for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.required

	
true

Required flag for email address field during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.email.order

	
2

Order on the page for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email.enabled

	
false

Enabled flag for email address enum item


	
bharosa.uio.default.userinfo.inputs.enum.email.regex

	
Regular expression for validation of email address field

If configuring through properties:


.+@[a-zA-Z_]+?\\.[a-zA-Z]{2,3}


If configuring through OAAM Admin:


.+@[a-zA-Z_]+?\.[a-zA-Z]{2,3}


	
bharosa.uio.default.userinfo.inputs.enum.email.errorCode

	
otp.invalid.email

Error code to obtain error message from if validation of email address entry fails


	
bharosa.uio.default.userinfo.inputs.enum.email.managerClass

	
com.bharosa.uio.manager.user.DefaultContactInfoManager

Java class to use to save / retrieve email address from data storage


	
bharosa.uio.default.userinfo.inputs.enum.email2

	
2

Email address enum value


	
bharosa.uio.default.userinfo.inputs.enum.email2.name

	
Email Address 2

Name for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.description

	
Email Address 2

Description for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.inputname

	
email2

HTML input name for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.inputtype

	
text

HTML input type for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.maxlength

	
40

HTML input max length for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.required

	
true

Required flag for email address field during registration and user preferences


	
bharosa.uio.default.userinfo.inputs.enum.email2.order

	
2

Order on the page for email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.enabled

	
false

Enabled flag for email address enum item


	
bharosa.uio.default.userinfo.inputs.enum.email2.regex

	
.+@[a-zA-Z_]+?\\.[a-zA-Z]{2,3}

Regular expression for validation of email address field


	
bharosa.uio.default.userinfo.inputs.enum.email2.errorCode

	
otp.invalid.email

Error code to obtain error message from if validation of email address entry fails


	
bharosa.uio.default.userinfo.inputs.enum.email2.managerClass

	
com.bharosa.uio.manager.user.DefaultContactInfoManager

Java class to use to save / retrieve email address from data storage


	
bharosa.uio.default.register.userinfo.enabled

	
Enables/disables the profile registration pages if the OTP channel is enabled and requires registration.


	
bharosa.uio.default.userpreferences.userinfo.enabled

	
Enables/disables the ability to set preferences if the OTP channel is enabled and allows preference setting.

User Preferences is a page that allows the user to change their image/phrase, challenge questions, un-register devices, and update their OTP profile.


	
bharosa.uio.default.challenge.type.enum.ChallengeSMS.available

	
Enables the Short Message Service (SMS) Challenge Type.

This makes it possible for the policies to challenge using OTP via SMS.


	
bharosa.uio.default.messages.enum.terms.name

	
Terms and Conditions


	
bharosa.uio.default.messages.enum.terms.description

	
PLACEHOLDER TEXT FOR TERMS AND CONDITIONS


	
bharosa.uio.default.messages.enum.privacy.name

	
Privacy Policy


	
bharosa.uio.default.messages.enum.privacy.description

	
PLACEHOLDER TEXT FOR PRIVACY POLICY












C.22 Performance


Table C-21 Performance Properties

	Properties	Description
	
bharosa.trackernodehistory.enable

	
If the history of the device is not required, then device history logging can be turned OFF by setting the property bharosa.trackernodehistory.enable to false


	
vcrypt.tracker.rulelog.detailed.minMillis

	
Controls threshold and logging for rules. By default, the Session Details page does not display the trigger sources if the execution time for alerts is less than 2000 millisecond (2000 ms) since detailed logging is dependent on the execution time. Set this property to 2000.


	
tracker.wf.createHourlyEntries

tracker.wf.createDailyEntries

	
The Auto-learning feature tracks transactions and authentications being performed by different actors based on patterns you create. This process establishes what is "normal" or average behavior for an individual or a population. By default, Auto-learning collects data for hourly, daily granularity that is not used by the out-of-the-box patterns. If there are no custom patterns that use hourly, daily granular data, then that data collection can be disabled by setting the properties to false. Note: When auto-learning is disabled, no pattern-based risk analysis will be performed. Consider this before you disable auto-learning as the risk analysis may be an important part of your data collection.


	
vcrypt.tracker.soap.url

	
To reduce DNS resolution issues, specify the IP Address of the Oracle Adaptive Access Manager Server where SOAP services are hosted as the value of Oracle Adaptive Access Manager Host in vcrypt.tracker.soap.url property.












C.23 Policies, Rules, and Conditions Properties


Table C-22 Policies, Rules, and Condition Properties

	Properties	Description
	
vcrypt.tracker.rules.trace.policySet.XXXXXX

	
Specifies the checkpoint in which to log the rules. Make sure that "vcrypt.tracker.rules.trace.policySet.XXXXXX" is set to True for that checkpoint. (XXXX corresponds to that checkpoint)


	
vcrypt.tracker.rules.allowControlledActions

	
Enables/disables the Action Override feature. This feature is turned off by default.












C.24 Properties Editor Properties


Table C-23 Properties Editor Properties

	Properties	Description
	
bharosa.config.ui.list.filter.enum

	
Enables the enumerations to be listed in the Properties Editor if set to false.












C.25 Proxy Properties


Table C-24 Proxy Properties

	Properties	Description
	
vcrypt.tracker.ip.detectProxiedIP

bharosa.ip.header.name

	
Enables use of the "X-Forwarded-For" IP, set this property to true. OAAM does not use the header IP by default.

When using OAAM with LBR and SNAT enabled, the client IP address needs to be preserved. This is critical since OAAM relies on the client IP Address when evaluating policies.

Make sure the following OAAM properties are set as follows:

vcrypt.tracker.ip.detectProxiedIP=true

bharosa.ip.header.name=X-Forwarded-For

For information on load balancers preserving the Client IP Addresses, see the "Preparing the Network for an Enterprise Deployment" chapter in Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management.


	
bharosa.uio.proxy.mode.flag

	
Indicates that the application is not protected by the OAAM proxy solution and that OAAM server should not proxy requests for UIO to the OAAM admin system. Set it to true for proxy mode. OAAM Server is configured to be in non-proxy mode with the flag set to false by default.












C.26 SOAP Configuration Properties


Table C-25 SOAP Web Service Access Properties

	Property	Description
	
vcrypt.soap.auth

	
Disables or enables HTTP authentication for Authenticator. set the following property to true (enabled) or false (disabled).


	
vcrypt.tracker.soap.url

	
SOAP Server Side URL. This setting is the location of the web services with which the application will communicate.


	
vcrypt.common.util.vcryptsoap.impl.classname

	
Specifies for the application which libraries to use when creating SOAP messages to exchange with the OAAM services.

The available option is com.bharosa.vcrypt.common.impl.VCryptSOAPGenericImpl


	
vcrypt.soap.call.timeout

	
SOAP call timeout in milliseconds


	
keystorepasswd

	
Password for opening the keystore.


	
keystorealiaspasswd

	
Password reading alias (key) in the keystore


	
keyFile=

	
File containing from key. Please note, keys in AES could be binary. Also note algorithms like 3DES require minimum 24 characters in the key. For example, keyFile=soap_key.file.


	
keystorefilename

	
keystorefilename=system_soap.keystore

Keystore file name.


	
keystorealias

	
keystorealias=vcrypt.soap.call.passwd

Keystore alias.


	
vcrypt.soap.auth.keystorePassword=<base64 encoded keystore password>

vcrypt.soap.auth.aliasPassword=<based64 encoded password to the alias>

vcrypt.soap.auth.username=<user configured for accessing the soap services>

vcrypt.soap.auth.keystoreFile=system_soap.keystore

	
Properties with the encoded passwords and the authentication user name to add to oaam_custom.properties.












C.27 Status: Account Status Properties

The account statuses are globalized values. The base definitions are in oaam_core.properties, but the names and descriptions are used from oaam_resources.properties. Overriding the strings would require adding values to a client_resource_locale.properties file in the OAAM Extensions war file.


Table C-26 Account Status

	Properties	Description
	
vcrypt.user.account.status.enum.pending_activation.name

	
Pending Activation

The user started registration, but has not completed it. He has entered his user name and password and his information has been stored in the database, but he will not be activated until he has completed registration. The user is available in the system, but he is not yet active and cannot perform any operations.


	
vcrypt.user.account.status.enum.active.name

	
Active

The user is active and available in the system. He has completed registration and can perform all operations.


	
vcrypt.user.account.status.enum.disabled.name

	
Disabled

The user is available in the system, but not active. He maybe disabled because of fraud or other reasons and cannot perform any operations.


	
vcrypt.user.account.status.enum.deleted.name

	
Deleted

The user is not available in the system.


	
vcrypt.user.account.status.enum.invalid.name

	
Invalid

The user name is not valid.












C.28 Status: Authentication Status

The authentication statuses are globalized values. The base definitions are in oaam_core.properties, but the names and descriptions are used from oaam_resources.properties. Overriding the strings would require adding values to a client_resource_locale.properties file in the OAAM Extensions war file.


Table C-27 Authentication Status

	Properties	Description
	
auth.status.enum.success.name

	
Success

The user is successfully authenticated.


	
auth.status.enum.invalid_user.name

	
Invalid user

The user name was invalid and not available in the system.


	
auth.status.enum.wrong_password.name

	
Wrong password

The user entered the wrong password. The user name was entered correctly, but the password was incorrect.


	
auth.status.enum.wrong_pin.name

	
Wrong PIN

If user has PIN as a password and it was entered incorrectly.


	
auth.status.enum.session_expired.name

	
Session expired

The user logged in to the application then left it inactive for a length of time. When the user tries to use the application again, a message appears telling him the session has expired. The user will have to log in again.


	
auth.status.enum.session_reused.name

	
Session reused

When the session had expired and the user logged in successfully, the status changes from session expired to session reused.


	
auth.status.enum.user_disabled.name

	
User disabled

The user was available in the system, but had been disabled in the system for a variety of reasons. The user name is valid, but he has been disabled.


	
auth.status.enum.pending_activation.name

	
Pending activation

The user has not completed the registration yet.


	
auth.status.enum.wrong_answer.name

	
Wrong Answer

The user entered the wrong answer to a challenge question.


	
auth.status.enum.db_error.name

	
Database Error

When user was performing a database operation, he encountered an error.


	
auth.status.enum.system_error.name

	
System Error

When user was using the application, he encountered an error.


	
auth.status.enum.block.name

	
Blocked

If a user is "Blocked," it is because a policy has found certain conditions to be "true" and is set up to respond to these conditions with a "Block Action." If those conditions change, the user may no longer be "Blocked." The "Blocked" status is not necessarily permanent and therefore may or may not require an administrator action to resolve. For example, if the user was blocked because he was logging in from a blocked country, but he is no longer in that country, he may no longer be "Blocked."


	
auth.status.enum.challenge_block.name

	
Locked

"Locked" is the status that Oracle Adaptive Access Manager sets if the user fails a challenge. If the user exceeds the number of retries when attempting to provide a correct answer, then his account becomes "Locked." After that, a Customer Service Representative must reset the status to "Unlocked" before the user can use the account to enter the system.


	
auth.status.enum.pending.name

	
Pending

The user has logged into the application, completed registration, but the he did not go through the entire flow.


	
auth.status.enum.expired_password.name

	
Password Expired

The user's password has expired.












C.29 Time Zone Properties


Table C-28 Timezones Properties

	Properties	Description
	
oaam.adf.timezone

	
To set the time zone that will be used for all timestamps in the user interface, use the Property Editor to set oaam.adf.timezone to the desired time zone.

For example,

oaam.adf.timezone = Atlantic/Reykjavik

oaam.adf.timezone = Pacific/Midway

oaam.adf.timezone = America/Anchorage

The time zones are as follows:

Pacific/Midway (GMT-11:00) Midway - Samoa Time (ST)

Pacific/Pago_Pago (GMT-11:00) Pago Pago - Samoa Time (ST)

Pacific/Honolulu (GMT-10:00) Honolulu - Hawaii Time (HT)

Pacific/Fiji (GMT+12:00) Fiji - Fiji Time (FJT)


	
oaam.adf.timezone

	
America/Anchorage (GMT-09:00) Alaska Time (AKT)

America/Tijuana (GMT-08:00) Tijuana - Pacific Time (PT)

America/Vancouver (GMT-08:00) Vancouver - Pacific Time (Canada) (PT)

America/Los_Angeles (GMT-08:00) Los Angeles - Pacific Time (PT)

America/Chihuahua (GMT-07:00) Chihuahua - Mexico Time 2 (MT)

America/Denver (GMT-07:00) Denver - Mountain Time (MT)

America/Edmonton (GMT-07:00) Mountain Time

Canada (MT)

America/Panama (GMT-05:00) Panama - Eastern Time (ET)

America/Montreal (GMT-05:00) Montreal - Eastern Time (Canada) (ET)

America/New_York (GMT-05:00) New York - Eastern Time (ET)

America/Puerto_Rico (GMT-04:00) Puerto Rico - Atlantic Time (AT)

America/Halifax (GMT-04:00) Canada Atlantic Time (AT)

America/Santiago (GMT-04:00) Santiago - Chile Time (CLT)

America/Caracas (GMT-04:00) Caracas - Venezuela Time (VET)

America/Godthab (GMT-03:00) Godthab - Western Greenland Time (WGT)

America/Argentina/Buenos_Aires (GMT-03:00) Buenos Aires - Argentine Time (ART)

America/Sao_Paulo (GMT-03:00) Sao Paulo - Brasilia Time (BRT)

America/St_Johns (GMT-03:30) St Johns - Newfoundland Time (NT)

America/Noronha (GMT-02:00) Noronha - Fernando de Noronha Time (FNT)

Atlantic/Azores (GMT-01:00) Azores - Azores Time (AZOT)

Atlantic/Cape_Verde (GMT-01:00) Cape Verde - Cape Verde Time (CVT)


	
oaam.adf.timezone

	
Europe/Dublin (GMT+00:00) Dublin - Greenwich Mean Time (GMT)

Europe/London (GMT+00:00) London - Greenwich Mean Time (GMT)

Etc/UTC (GMT+00:00) Coordinated Universal Time (UTC)

Africa/Casablanca (GMT+00:00) Casablanca - Western European Time (WET)

Europe/Lisbon (GMT+00:00) Lisbon - Western European Time (WET)

Africa/Nouakchott (GMT+00:00) Nouakchott - Greenwich Mean Time (GMT)

Atlantic/Reykjavik (GMT+00:00) Reykjavik - Greenwich Mean Time (GMT)

Europe/Prague (GMT+01:00) Prague - Central European Time (CET)

Europe/Budapest (GMT+01:00) Budapest - Central European Time (CET)

Europe/Madrid (GMT+01:00) Madrid - Central European Time (CET)

Europe/Vienna (GMT+01:00) Vienna - Central European Time (CET)

Africa/Algiers (GMT+01:00) Algiers - Central European Time (CET)

Africa/Lagos (GMT+01:00) Lagos - Western African Time (WAT)

Europe/Belgrade (GMT+01:00) Belgrade - Central European Time (CET)

Europe/Oslo (GMT+01:00) Oslo - Central European Time (CET)

Europe/Rome (GMT+01:00) Rome - Central European Time (CET)

Africa/Tunis (GMT+01:00) Tunis - Central European Time (CET)

Europe/Stockholm (GMT+01:00) Stockholm - Central European Time (CET)

Europe/Copenhagen (GMT+01:00) Copenhagen - Central European Time (CET)

Europe/Tirane (GMT+01:00) Tirane - Central European Time (CET)

Europe/Zurich (GMT+01:00) Zurich - Central European Time (CET)

Europe/Paris (GMT+01:00) Paris - Central European Time (CET)

Europe/Berlin (GMT+01:00) Berlin - Central European Time (CET)

Europe/Warsaw (GMT+01:00) Warsaw - Central European Time (CET)

Europe/Amsterdam (GMT+01:00) Amsterdam - Central European Time (CET)

Europe/Brussels (GMT+01:00) Brussels - Central European Time (CET)

Europe/Luxembourg (GMT+01:00) Luxembourg - Central European Time (CET)

Europe/Bucharest (GMT+02:00) Bucharest - Eastern European Time (EET)


	
oaam.adf.timezone

	
Asia/Nicosia (GMT+02:00) Nicosia - Eastern European Time (EET)

Europe/Kiev (GMT+02:00) Kiev - Eastern European Time (EET)

Europe/Sofia (GMT+02:00) Sofia - Eastern European Time (EET)

Europe/Riga (GMT+02:00) Riga - Eastern European Time (EET)

Africa/Johannesburg (GMT+02:00) Johannesburg - South Africa Time (SAT)

Europe/Athens (GMT+02:00) Athens - Eastern European Time (EET)

Africa/Tripoli (GMT+02:00) Tripoli - Eastern European Time (EET)

Africa/Cairo (GMT+02:00) Cairo - Egypt Time (ET)

Asia/Beirut (GMT+02:00) Beirut - Eastern European Time (EET)

Europe/Tallinn (GMT+02:00) Tallinn - Eastern European Time (EET)

Europe/Vilnius (GMT+02:00) Vilnius - Eastern European Time (EET)

Europe/Helsinki (GMT+02:00) Helsinki - Eastern European Time (EET)

Asia/Amman (GMT+02:00) Amman - Eastern European Time (EET)

Asia/Damascus (GMT+02:00) Damascus - Eastern European Time (EET)

Africa/Harare (GMT+02:00) Harare - Central African Time (CAT)

Asia/Jerusalem (GMT+02:00) Jerusalem - Israel Time (IT)

Europe/Istanbul (GMT+02:00) Istanbul - Eastern European Time (EET)

Africa/Khartoum (GMT+03:00) Khartoum - Eastern African Time (EAT)

Asia/Aden (GMT+03:00) Aden - Arabia Time (AT)

Africa/Mogadishu (GMT+03:00) Mogadishu - Eastern African Time (EAT)

Asia/Baghdad (GMT+03:00) Baghdad - Arabia Time (AT)

Asia/Bahrain (GMT+03:00) Bahrain - Arabia Time (AT)

Africa/Djibouti (GMT+03:00) Djibouti - Eastern African Time (EAT)

Africa/Nairobi (GMT+03:00) Nairobi - Eastern African Time (EAT)

Europe/Moscow (GMT+03:00) Moscow - Moscow Time (MSK)


	
oaam.adf.timezone

	
Europe/Moscow (GMT+03:00) Moscow - Moscow Time (MSK)

Asia/Qatar (GMT+03:00) Qatar - Arabia Time (AT)

Asia/Kuwait (GMT+03:00) Kuwait - Arabia Time (AT)

Asia/Riyadh (GMT+03:00) Riyadh - Arabia Time (AT)

Asia/Tehran (GMT+03:30) Tehran - Iran Time (IRT)

Asia/Dubai (GMT+04:00) Dubai - Gulf Time (GT)

Asia/Baku (GMT+04:00) Baku - Azerbaijan Time (AZT)

Asia/Muscat (GMT+04:00) Muscat - Gulf Time (GT)

Asia/Kabul (GMT+04:30) Kabul - Afghanistan Time (AFT)

Asia/Yekaterinburg (GMT+05:00) Yekaterinburg - Yekaterinburg Time (YEKT)

Asia/Karachi (GMT+05:00) Karachi - Pakistan Time (PKT)

Asia/Tashkent (GMT+05:00) Tashkent - Uzbekistan Time (UZT)

Asia/Kolkata (GMT+05:30) Kolkata - India Time (IT)

Asia/Colombo (GMT+05:30) Colombo - Sri Lanka Time (LKT)

Asia/Katmandu (GMT+05:45) Katmandu - Nepal Time (NPT)

Asia/Dhaka (GMT+06:00) Dhaka - Bangladesh Time (BDT)

Asia/Almaty (GMT+06:00) Almaty - Alma-Ata Time (ALMT)

Asia/Novosibirsk (GMT+06:00) Novosibirsk - Novosibirsk Time (NOVT)

Asia/Rangoon (GMT+06:30) Rangoon - Myanmar Time (MMT)

Asia/Krasnoyarsk (GMT+07:00) Krasnoyarsk - Krasnoyarsk Time (KRAT)

Asia/Ho_Chi_Minh (GMT+07:00) Ho Chi Minh - Indochina Time (ICT)

Asia/Jakarta (GMT+07:00) Jakarta - West Indonesia Time (WIT)

Asia/Bangkok (GMT+07:00) Bangkok - Indochina Time (ICT)

Asia/Kuala_Lumpur (GMT+08:00) Kuala Lumpur - Malaysia Time (MYT)


	
oaam.adf.timezone

	
Asia/Kuala_Lumpur (GMT+08:00) Kuala Lumpur - Malaysia Time (MYT)

Asia/Shanghai (GMT+08:00) Shanghai - China Time (CT)

Asia/Taipei (GMT+08:00) Taipei - China Time (CT)

Asia/Irkutsk (GMT+08:00) Irkutsk - Irkutsk Time (IRKT)

Asia/Singapore (GMT+08:00) Singapore - Singapore Time (SGT)

Asia/Hong_Kong (GMT+08:00) Hong Kong - Hong Kong Time (HKT)

Asia/Manila (GMT+08:00) Manila - Philippines Time (PHT)

Australia/Perth (GMT+08:00) Perth - Western Time (Australia) (WT)

Asia/Yakutsk (GMT+09:00) Yakutsk - Yakutsk Time (YAKT)

Asia/Tokyo (GMT+09:00) Tokyo - Japan Time (JT)

Asia/Seoul (GMT+09:00) Seoul - Korea Time (KT)

Australia/Adelaide (GMT+09:30) Adelaide - Central Time (South Australia) (CT)

Australia/Darwin (GMT+09:30) Darwin - Central Time (Northern Territory) (CT)

Asia/Vladivostok (GMT+10:00) Vladivostok - Vladivostok Time (VLAT)

Pacific/Guam (GMT+10:00) Guam - Chamorro Time (ChT)

Australia/Hobart (GMT+10:00) Hobart - Eastern Time (Tasmania) (ET)

Australia/Sydney (GMT+10:00) Sydney - Eastern Time (New South Wales) (ET)

Australia/Brisbane (GMT+10:00) Brisbane - Eastern Time (Queensland) (ET)

Asia/Magadan (GMT+11:00) Magadan - Magadan Time (MAGT)

Pacific/Auckland (GMT+12:00) Auckland - New Zealand Time (NZT)

Pacific/Fiji (GMT+12:00) Fiji - Fiji Time (FJT)

Asia/Kamchatka (GMT+12:00) Kamchatka - Petropavlovsk-Kamchatski Time (PETT)

Etc/GMT-12 (GMT+12:00) Dateline Standard Time (UTC+12:00)

Pacific/Tongatapu (GMT+13:00) Tongatapu - Tonga Time (TOT)












C.30 User Interface Properties


Table C-29 User Interface Properties

	Properties	Description
	
bharosa.uio.default.username.case.sensitive

	
Specifies the user name to be in lowercase if set to false

By default this property is set to true.

When it is set to true, the user name is always in lower case. If it is set to false, the user name is taken as is.

For example:

myusername

MyUserName

myUserName

If property is true (default), all of these are the same user and will appear in the OAAM Administration Console as "myusername".

If property is false, all of these are different users and will appear in the OAAM Administration Console as entered.


	
oaam.export.max.rows.allowed

	
Limits the maximum row selection for exporting a report of the results to Microsoft Excel. Reports are the results from the Search pages for policies, questions, validations, snapshots, properties, entities, transactions, conditions, groups, patterns, and so on.


	
fa.default.daterange.in.hours

	
Search screen default time range.


	
oaam.session.filter.timerange.enum.oneday.typevalue

	
Session screen default time range.


	
oaam.alerts.max.rows.display

	
Limits the number of alerts to display in the Transaction and Alert pop-ups for viewing alert messages through the "..." or "more..." option in the Linked Sessions tab of the Agent case and the Search Sessions screens. The other screens that show alerts are the Session tab for the Detail screens (User, Device, Fingerprint, IP, Country, State, City), Transaction Search, and Session Details pages. The maximum limit is currently set to five alerts in the pop-up.


	
oracle.oaam.db.query.maxrows

	
Allows you to set a limit to the number of result rows. The default value for this parameter is 0. This value should never be set to be smaller than 100 or smaller than the number of members in your largest group with a full cache policy.












C.31 Virtual Authentication Devices Properties


Table C-30 Virtual Authentication Device Properties

	Properties	Description
	
bharosa.user.noun.list

bharosa.user.adj.list

	
Customize the phrase in the virtual authentication device by setting the following two parameters.

The authenticator phrase is created by these two properties.

Both are comma-delimited lists of words.

Examples:


actors,age,air,aircraft
abundant,accessible,accommodating


	
vcrypt.user.image.dirlist.property.name=bharosa.image.dirlist

bharosa.image.dirlist=imagePath

	
Set the properties for images to be displayed. bharosa.image.dirlist sets is the location of the image files that the application will use when creating authentication images. The directory contains 1000 images.

bharosa.image.dirlist=/bharosa_images/allpads/textpad/

vcrypt.user.image.dirlist.property.name=bharosa.image.dirlist


	
bharosa.authentipad.questionpad.datafield.input.type

	
The property in client_resource_locale.properties determines whether the QuestionPad is set for visible text input or password (non-visible) input.

Valid values are text and password.


	
bharosa.authentipad.image.url

	
bharosa.authentipad.image.url=kbimage.jspaction=kbimage&

Specifies the URL file and query parameters to use when displaying an image for challenge.


	
bharosa.uio.default.DeviceTextPad.default.image

	
default background property

textpad_bg/TP_NCC_bg.jpg


	
bharosa.authentipad.textpad.datafield.maxLength

	
25

Controls the number of bytes the TextPad accepts for a password.


	
vcrypt.caption.assignDefault

	
Instructs the server not to assign a caption to the user's registration image if set to false.


	
desertref.authentipad.isADACompliant

	
Enables accessible versions of the virtual authentication devices in native integration if this ADA compliant property is set to true.

The accessible versions of the pads contain tabbing, directions and ALT text necessary for navigation via screen reader and other assistive technologies.


	
bharosa.uio.default.authentipad.is_ada_compliant

	
Enables accessible versions of the virtual authentication devices in UIO if this ADA compliant property is set to true.

The accessible versions of the pads contain tabbing, directions and ALT text necessary for navigation via screen reader and other assistive technologies.


	
bharosa.uio.default.signon.links.enum.wherepassword.enabled

	
Enables/disables single login page.













Part X



Deployment Management

Part X of the Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager contains information about managing deployment in Oracle Adaptive Access Manager 11g Release 2 (11.1.2.2). Part X contains the following chapters:

	
Chapter 25, "Managing System Snapshots"


	
Chapter 26, "Using the Properties Editor"







G OAAM Access Roles

This section summarizes the OAAM access roles, sets of functionality, and levels of access in OAAM. "Access roles" control access to functionality within OAAM.

This appendix contains the following sections:

	
Understanding Users and Roles for OAAM


	
CSR (OAAMCSRGroup)


	
CSR Managers (OAAMCSRManagerGroup)


	
Fraud Investigator (OAAMInvestigatorGroup)


	
Fraud Investigation Managers (OAAMInvestigationManagerGroup)


	
Security Administrator (OAAMRuleAdministratorGroup)


	
System Administrator (OAAMEnvAdminGroup)


	
OAAMSOAPServicesGroup


	
Auditor






G.1 Understanding Users and Roles for OAAM

The Oracle Adaptive Access Manager users can access functionality based on the roles they are assigned. These administrator roles have specific permissions assigned to them based on their responsibilities.

Oracle Adaptive Access Manager ships the following default roles:

	
OAAMCSRGroup - Support Personnel


	
OAAMCSRManagerGroup - Support Personnel


	
OAAMInvestigatorGroup - Investigators


	
OAAMInvestigationManagerGroup - Investigators


	
OAAMRuleAdministratorGroup - Security Administrators


	
OAAMEnvAdminGroup - System Administrators




You can create new users and assign the relevant Oracle Adaptive Access Manager roles in the Oracle Adaptive Access Manager domain by using the Oracle WebLogic Administration console. Best practices is to refrain from assigning multiple roles to a single user. If a user has multiple roles assigned to him, the user will have all of the permissions from the different groups.

For information on creating new roles and permissions, see "Managing Policies and Roles" in Oracle Fusion Middleware Administrator's Guide for Oracle Entitlements Server.






G.2 CSR (OAAMCSRGroup)

Support personnel such as CSRs have very limited access to the OAAM Administration Console. Support personnel (CSR and CSR Managers) use Oracle Adaptive Access Manager's case management tools to handle customer cases day-to-day. They have detailed knowledge about user activity.


Table G-1 Support Representatives

	Items	Support Representatives (CSR) have access to these features	Notes
	
	
Users with the Support Representative role have very limited access to the OAAM Administration Console.

	

	
Cases

	
CSRs have access to search, open and create CSR type cases. There are no outward facing hyperlinks in any of the pages CSRs have access to. They have access to a limited list of actions. They have no access to bulk edit functions on search cases page.

	
Search cases

	
They can search for CSR cases; They cannot search for agent and escalated cases


	
They can search for open and closed cases but they cannot reopen closed cases; They can only add notes.


	
They can search for expired cases and view details but they cannot perform any actions





	
	
	
New cases

	
They can open only CSR cases





	
	
	
View case details

	
They can view expired case details


	
They cannot view escalated cases or agent cases


	
They can view closed case details and add notes


	
They can view transactions in sessions tab





	
	
	
Edit case

	
They can change case status and severity


	
They cannot add public notes to Escalated Cases


	
They cannot bulk edit cases


	
They can escalate cases


	
They cannot perform a temporary allow for a user


	
They cannot OTP bypass users


	
They cannot extend expiration


	
All customer and KBA resets


	
KBA phone challenge


	
They can perform Customer Resets - a. Image and Phrase.


	
Challenge Questions

Reset Questions

Reset Question Set

Unlock question

Ask Question


	
Expired status cases - Search Access; No access to open


	
OTP Actions

Reset Email

Reset Phone

Reset All

Unlock OTP















G.3 CSR Managers (OAAMCSRManagerGroup)

CSR Managers have the access privileges of the CSR and access to some other limited functionality. Support personnel (CSR and CSR Managers) use Oracle Adaptive Access Manager's case management tools to handle security and customers cases day-to-day. They have detailed knowledge about user activity and security issues.


Table G-2 Support Manager

	Items	Support Managers have access to these features	Notes
	
	
Support Managers have the access privileges of the Support Representative and some other limited functionality.

	

	
Cases

	
No create agent type cases. Hide actions, log and linked/related tabs in agent cases

	
Search Cases

	
They can search for CSR, Agent and Escalated cases


	
They can search for open and closed cases.


	
They can search for expired cases.





	
	
	
New Case

	
Only CSR cases





	
	
	
View Case Details

	
They can view Escalated Case details (including logs and sessions); but cannot perform any actions


	
They can view closed case details (They can only add notes or change status)


	
They can view Transactions in sessions tab


	
They can view expired case details (They can only add notes and extend expiration date)





	
	
	
Edit cases

	
They cannot perform any actions on Escalated Cases


	
They can

Re-open closed cases

Add notes in CSR cases

Change status and severity

Bulk edit CSR cases

Escalate cases

Grant temporary allow to users

OTP bypass users

Extend expiration

Perform all customer and KBA resets

Perform KBA phone challenge

Change Status

Change Severity




	
Temporary Allow

Single login

2 hours

Set end date


	
Customer Resets

Image

Phrase

Image and phrase

Customer (all)


	
Challenge Questions

Unlock question

Reset Questions

Reset Question Set

Next Question

Ask Question


	
Closed status cases - Search and open Access


	
Expired status cases - Search and Open Access


	
Escalate a CSR case - Full Access


	
Link Sessions tab in escalated status


	
OTP Actions


	
Can search for and view session details; but no access to detail pages or policy explorer















G.4 Fraud Investigator (OAAMInvestigatorGroup)

Fraud Investigators have wide access to the OAAM Administration Console. Fraud Investigators use Oracle Adaptive Access Manager's case management tools to handle security cases day-to-day.


Table G-3 Fraud Investigator

	Items	Fraud Investigators have access to these features	Notes
	
	
Fraud Investigators have wide access to the OAAM Administration Console.

	

	
	
	
Also access to add /remove/delete group memberships from details pages


	
Navigation Tree

	
None

	
	
No access to bulk editing of cases.


	
Full access for CSR, Agents and Escalated cases





	
Cases

	
Full access.

	

	
Search page

	
Search Agent Cases

	

	
Scheduler

	
No access

	

	
Environment

	
No access

	











G.5 Fraud Investigation Managers (OAAMInvestigationManagerGroup)

Fraud Investigation Managers have wide access to the OAAM Administration Console. Fraud Investigation Managers use Oracle Adaptive Access Manager's case management tools to handle security cases day-to-day.


Table G-4 Fraud Investigation Manager

	Items	Fraud Investigation Managers have access to these features	Notes
	
	
Fraud Investigation Managers have wide access to the OAAM Administration Console.

	

	
	
	
Access to add /remove/delete group memberships from other pages


	
Navigation tree

	
None

	
	
Full access to bulk editing of cases


	
Full access to CSR, Agent and Escalated cases





	
Cases

	
Full access.

	

	
Scheduler

	
No access

	

	
Environment

	
No access

	

	
Home Page

	
Search Agent Cases

	











G.6 Security Administrator (OAAMRuleAdministratorGroup)

Security Administrators have wide access to the OAAM Administration Console.

Security Administrators (Rule Administrators) gather intelligence from various sources to identify needs and develop requirements to address them. Some sources for intelligence include Investigators, industry reports, antifraud networks, compliance mandates, and company polices.

Security Administrators plan, configure and deploy policies based on the requirements from analysts.


Table G-5 Security Administrator

	Items	Security Administrators have access to these features	Notes
	
	
Security Administrators have wide access to the OAAM Administration Console.

	

	
	
	
Except Environment node and security dashboard (should be hidden by default)


	
Navigation Tree

	
Full Access

	
Not closable


	
Home Page

	
Search Policies

	

	
Cases

	
View only access

	

	
Scheduler

	
Access for Offline Security Administrators

	

	
Environment

	
No access

	











G.7 System Administrator (OAAMEnvAdminGroup)

System Administrators have limited access to the OAAM Administration Console for system administration duties. They configure environment-level properties and transactions.


Table G-6 System Administrator

	Items	System Administrators have access to these features	Notes
	
	
System administrators have limited access to the OAAM Administration Console for system administration duties

	

	
	
	
	
No access to cases


	
Full access to Environment


	
Read-only access to everything else





	
Navigation Tree

	
Partial access

	

	
Scheduler

	
Access to Online and Offline System Administrators

	

	
Environment

	
Full access

	

	
Home Page

	
Search Properties

	











G.8 OAAMSOAPServicesGroup

Starting with OAAM 11g Release 2 (11.1.2.0.0), the default mechanism to secure Web Services is by using Oracle Web Service Manager policies. OAAMSOAPServicesGroup is no longer used and should not be created. For information on OAAM Web Service group and users, see "OAAM SOAP Integration" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.






G.9 Auditor




	
Note:

There is no auditor role in 11g OAAM.







Auditor has no access to the OAAM Administration Console. They will do their audit work in BIP.


Table G-7 Auditor

	Items	Group has access to these features	Notes
	
	
Auditor has no access to the OAAM Administration Console. They will do their audit work in BIP and the common audit framework.
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Part IX



Reporting and Auditing

Part IX of the Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager contains information about reporting and auditing features in Oracle Adaptive Access Manager 11g Release 2 (11.1.2.2). Part IX contains the following chapters:

	
Chapter 23, "Monitoring OAAM Administrative Functions and Performance"


	
Chapter 24, "Reporting and Auditing"






Part XIII



Troubleshooting

Part XIII of the Oracle Fusion Middleware Administrator's Guide for Oracle Adaptive Access Manager provides information for troubleshooting symptoms and gives solutions to the difficulties you may experience in Oracle Adaptive Access Manager 11g Release 2 (11.1.2.2). Part XIII contains the following chapters:

	
Chapter 29, "Performance Considerations and Best Practices"


	
Chapter 30, "FAQ/Troubleshooting"
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7 Managing Knowledge-Based Authentication


Knowledge-based authentication (KBA) is a method of authentication which is used to challenge the user to prove identity before allowing them to proceed with their requested sign-on, transaction, service, and so on. The KBA feature in Oracle Adaptive Access Manager provides a rich set of challenge questions, logic behind presenting those challenge questions to user, and validations to use to control the answers a user is allowed to register. This chapter introduces you to the concepts behind KBA and provides information about managing tasks that impact challenge questions, validations and levels of logic algorithms used for answers, question categories, and levels of logic algorithms used for registration.

This chapter contains the following sections:

	
Knowledge-Based Authentication Concepts


	
Accessing Configurations in KBA Administration


	
Setting Up KBA


	
Managing Challenge Questions


	
Managing Validations in the System for Answer Registration


	
Managing Categories


	
Deleting Global Validations In Registration Logic


	
Customizing English Abbreviations and Equivalences for Answer Logic


	
KBA Scenarios


	
KBA Guidelines and Recommended Requirements






7.1 Knowledge-Based Authentication Concepts

This section describes knowledge-based authentication (KBA) key concepts. It contains the following topics:

	
About Knowledge-Based Authentication


	
About KBA User Flows


	
About KBA Registration


	
About the Challenge Response Process


	
About Challenge Response Configuration


	
About Challenge Questions


	
About the Question Set


	
About KBA Registration Logic


	
About Local and Global Validations


	
About KBA Answer Logic


	
About Disable Question and Category Logic


	
About Failure Counters


	
About KBA Resets


	
About Locked Status






7.1.1 About Knowledge-Based Authentication

Oracle Adaptive Access Manager provides as standard secondary authentication in the form of knowledge-based authentication (KBA). KBA is a secondary authentication method, an extension to the existing authentication method. It is presented after successful primary authentication (for example, a user entering a single factor credentials, such as a user name and password) to improve authentication strength.

KBA provides an infrastructure for:

	
Users to select questions and provide answers which are used to challenge them later on

KBA is used to authenticate an individual based on the user's answers substantiated by a real-time interactive question and answer process.


	
Levels of logic algorithm for registration

Registration Logic manages the registration of challenge questions and answers.


	
Levels of logic algorithm for answers

Answer Logic is made up of advanced matching algorithms (fuzzy logic) used by the system to intelligently detect the correct answers in the challenge response process. The algorithms and the level of Answer Logic are factors in evaluating answers.


	
Validations

Validations are used to validate the answers given by a user at the time of registration.




KBA is used during online authentication of the user, which is automated, or a CSR challenge where the CSR interacts with the user to authenticate him before providing CSR services.






7.1.2 About KBA User Flows

The following sections illustrate an example user experience with the KBA framework.


New User Registration

	
The user is presented with a page in which he is asked to submit his user name.


	
The user is prompted to enter his password. Since a profile has not been registered, a generic textpad is displayed. It does not contain an image or phrase, but it does contain a timestamp.


	
The user fills in the password and clicks Enter on the device. OAAM verifies the user's password.


	
If the user is not register, he sees a registration information page that describes the registration process.

He can continue through the registration process or "skip" registration and perform the process at another time.


	
The next step in the registration process is the selection of an image and phrase. The user may click the link to Get a new image and phrase, which will generate a new image and phrase.


	
Next the user is required to select challenge questions from the drop-down lists (menus) provided, and enter the answers to those questions in the authentication device. His selected image and phrase is embedded in the device along with a current timestamp of his local time zone.


	
After the questions are selected and answers are provided, the user is logged in to the system.





User Logs in from Different Location

The following screens illustrate an example of the user flow when he logs in using a different IP address and he is challenged.

	
The user is presented with a page in which he is asked to submit his user name.


	
If the user name is accepted and the user is allowed to proceed, he is presented with a password page which contains his selected image and phrase embedded in the device along with a current timestamp of his local time zone.


	
The user fills in the password and clicks Enter on the device. OAAM verifies the user's password. Since OAAM determined the session requires an additional challenge/response for authentication because of the user's location, one of the questions he had selected in registration is displayed. The Challenge Question Authentication Pad device has phishing image and phrase embedded along with a current timestamp.


	
The user answers the question correctly and is then logged in to the system.









7.1.3 About KBA Registration

During registration, which could be enrollment, opening a new account, or another events such as a reset, the user is asked to select questions and provide answers. The order of questions that are presented to a user during the registration phase is random using configurable parameters.

Later on, the challenge questions selected at registration or during a reset may be used for challenge during high risk log ins, to access transactions, or sensitive information, or both, and so on. Oracle Adaptive Access Manager's Rules Engine and business rules are responsible for determining if it is appropriate to use challenge questions to authenticate the user.






7.1.4 About the Challenge Response Process

The KBA solution consists of securing an application using a challenge/response process where users are challenged with one or more questions to provide identity before they are allowed to proceed with their requested sign-on, transaction, service, and so on.






7.1.5 About Challenge Response Configuration

The challenge/response process is controlled by a combination of properties and rules.

	
Question presented at random or round robin

Presentation logic (random versus round robin) is configurable through properties. If the deployment supports Oracle Identity Manager integration, the presentation is round robin. The user is expected to answer all the registered questions online.


	
The number of attempts a user is allowed for each question is set by a property.


	
The total number of KBA challenge failures a user is allowed before he is locked out by Oracle Adaptive Access Manager is configured in the rule condition, User: Challenge Channel Failure.









7.1.6 About Challenge Questions

The customer can configure a set of questions that are used to authenticate users. The Questions are grouped into several categories and the user can select questions from these categories. The standard categories that questions can be grouped into are listed.

The customer can configure questions from these categories.

	
Childhood


	
Sports


	
Your Birth


	
Parents, Grandparents, Siblings


	
Automobile


	
Education


	
Children


	
Your Employment


	
Significant Other


	
Pets


	
Miscellaneous




During registration, users are presented with several question menus. For example, he may be presented with three question menus. A user must select one question from each menu and enter answers for them during registration. Only one question from each question menu can be registered. These questions become the user's "registered questions."

When rules in OAAM Admin trigger challenge questions, the application displays the challenge questions and accepts the answers in a secure way for users. The questions can be presented in the QuestionPad, TextPad, and other pads, where the challenge question is embedded into the image of the authenticator, or simple HTML. These are configured through properties.






7.1.7 About the Question Set

KBA offers a large pool of questions, which is the framework for obtaining answers from the user during registration or reset. The Question Set is a fixed set of questions that is allotted to the user. This set is allotted at random and once for the user unless it is reset. It is generated based on the settings configured in the Registration Logic. This Question Set prevents any single user from having access to all the challenge questions. This is to prevent a fraudster from harvesting questions for use in a phishing exercise. A user can receive a new Question Set if a customer service representative resets it for the user.






7.1.8 About KBA Registration Logic

Registration Logic manages the registration of challenge questions and answers. During KBA registration each user is presented with a Question Set, a subset of the challenge questions library. The Question Set is generally broken up into several drop-down lists that contain questions to select from. The drop-down lists with questions is called a "menu."

Figure 7-1 shows the security questions registration drop-down menus.


Figure 7-1 Security Questions Registration Drop-Down Menus

[image: Description of Figure 7-1 follows]






The number of questions that appear on each menu, the number of categories per menu, and the number of questions that a user must register are configurable. As standard, questions are grouped into categories. The challenge questions in the questions menus do not change unless the question set is changed. The user is required to select one question from each menu and enter answers for them. Only one question from each question menu can be registered.

To configure the Registration Logic, you specify the settings for:

	
The question set generation

	
The number of questions to be registered


	
The number of questions per menu


	
The number of categories per menu




The Question Set is generated based on the Registration Logic.


	
The validations that are applied to the answers




For information on setting Registration Logic, see Section 7.3.7, "Configuring Registration of Challenge Questions."


How do the KBA Registration Logic Settings Affect a Customer's Question Set?

Example configurations are presented in the following table.


	Example	Question/Menu	Categories/Menu	Questions/Category in a Menu
	1	7	4	2+2+2+1
	2	10	4	3+3+2+2
	3	10	1	10






Example #1, shown on line 1, results in registration menus containing 2 questions from category A, and 2 questions from category B, and 2 questions from category C, and 1 question from category D. This continues in a round robin fashion as needed. If there are any categories with an insufficient number of questions or an insufficient number of categories duplicate questions can result. This scenario does not occur with the standard database of questions and default settings. It only occurs if you significantly reduce the questions or categories.

The following is an example of a configuration to avoid:

	
Number of questions user registers: 3

The number of questions that a user must register. The new user registration should display the same number of question menus as the number of questions that a user must register.


	
Number of questions per menu: 5

The number of questions that appear on each menu. The new user registration should display the same number of questions in each menu as the number of categories for each menu. The total number of questions from all the menus (number of questions multiplied by the questions in each menu) cannot exceed the total number of questions available in the database.


	
Number of categories per menu: 5

The number of categories per menu. The new user registration should display the same number of categories for each menu as the number of questions in each menu.




The Question Set is the fixed set of questions that is allotted to the user. This set is allotted at random and once for the user. This prevents the user from discovering all the questions. In the example, fifteen or more categories are required, each with at least one question enabled. But if there are fewer than 15 categories and one of these categories has only one question enabled, some Question Sets have that question twice. The algorithm tries to use as many available categories as possible.

For example to generate a Question Set with:

	
3 menus


	
5 questions per menu


	
5 categories per menu




The algorithm tries to pick one question each from 15 categories if 15 categories are available. The minimum number of questions per category should be equal to the number of questions in the Question Set divided by the total number of categories.


Pre-requisite for Configuring Registration Logic for Locales

The deployment administrator must ensure that there are enough questions in the database for each of the supported locale as configured in OAAM Admin during deployment; otherwise, the application displays only the English language questions during registration.

The number of locale-specific questions must be equal to or greater than the "Questions User Will Register" multiplied by the "Questions per Menu" multiplied by the "Categories per Menu."






7.1.9 About Local and Global Validations

Validations are used to validate the answers given by a user at the time of registration. For answers, you can restrict the users to alphanumeric and a few specific special characters by adding a Regex validation. For example, if the question, "What year did you start junior high school," is assigned the Month-Day-Year (MMDDYY) validation, a user registering for this question is not allowed to provide "April 1st 1920" for the answer. Validations can be at the local level, to associated with each individual question, or at the global level, to be applied to all the questions presented to the user.

There are no automated validations to ensure that question specific validations and global validations do not conflict. Administrators must take care not to configure the same validations for local and global. For example, validation for a question should not be set to numeric only if the alpha only is set as a global validation.


Question Registration Validation (Local)

Each question can be assigned unique validations to control the answers a user is allowed to register. For example, if the business team wants to force users to answer a particular question using a specific date format.

The scope of validations applied to an individual question is local. Local validations are specified during the creation of a question.


Global Registration Validation (Global)

Global validations control the answers a user is allowed to register for all questions. Global validations influence all answer registration. For example, if the "Four-digit year (YYYY)" validation is applied globally then only numeral answers are accepted during KBA registration. This would be a problem if there are questions available to users that would normally have alphanumeric answers.

Global validations are specified during the configuration of Registration Logic.


Global-Local Validation

The scope of validations can be applied to individual questions or a combination of questions.






7.1.10 About KBA Answer Logic

Answer Logic checks to see if the answer provided by the user matches closely to the ones provided during registration.

Answer Logic is made up of advanced matching algorithms used by the system to intelligently detect the correct answers in the challenge response process. The algorithms and the levels of logic are factors in evaluating answers.

Errors can be caused by simple input errors such as fat fingering, extra characters, misspellings, and so on. Common misspellings and abbreviations for example can be accepted if the basic information of the answer is correct.

Answer Logic algorithms are available for both the online challenge and CSR phone challenge processes. Online settings are applied for answers the user provided online using the application. Phone challenge settings are applied for answers provided by users over the phone and entered by the CSR. The online challenge and CSR phone challenge Answer Logic are completely independent of each other. They can be configured separately.

For example, you can set the online challenge logic strength to high and the CSR phone challenge logic strength to low. For the CSR phone challenge logic strength, you may have provided more margin for error, because CSRs are listening to the answers over the phone and entering the answers.






7.1.11 About Disable Question and Category Logic

This section describes the logic to handle disabled questions and categories.


Disabling Logic

The disabling logic is as follows for KBA:

	
If you disable the last remaining question in a category, the category is automatically disabled as well.


	
The number of active categories must be equal to or greater than the maximum number of categories in the question menu. An error message results when you try to disable a category and this requirement is not met.





Consequences

Table 7-1 summarizes the disable results.


Table 7-1 Disable Results in Question and Category Logic

	Disable Question or Category	New customers	user with question in question set	users with question registered
	
Question

	
The disabled question is not used to generate new users' question sets.

	
At re-registration or when a user changes his preference: Disabled question are replaced with another question from the same category.

	
The disabled question continues to be active.

If the user is re-registering or changing user preference, the disabled question is replaced with another question from the same category.


	
Category

	
The disabled category is not used to generate new users' question sets.

	
At re-registration or when a user changes his preference: All questions in the disabled category are replaced with questions from a new category that has not been used to generate current question set.

	
Questions from the disabled category continue to be active.

If the user is re-registering or changing user preference, all questions in the disabled category are replaced with questions from a new category that has not been used to generate the current question set.












7.1.12 About Failure Counters

Failure counters are used to lock out fraudsters so that they are unable to obtain the answers/questions.

KBA uses two failure counters. They are:

	
the Online Counter


	
the Phone Counter




The maximum number for online challenges and phone challenges are configurable. The phone counter maximum is "per question."

For the following example, assume:

	
Max online = 3


	
Max phone (per question) = 3




If the user is answering challenge questions online, and if the user is given three attempts to provide a correct answer, a total of three attempts is allowed. Each failure increments the Online Counter. The user is locked out of the session after three attempts. The online only challenge is designed to limit the exposure of questions to fraudsters.

If the user is answering challenge questions over the phone, and if the user is given three attempts at answering each question, a total of nine attempts is allowed. Each failure increments the Phone Counter. The user is locked out of the session after nine attempts.

For the next challenge, the next question is displayed. A success for an online or a phone challenge automatically resets all counters to zero.






7.1.13 About KBA Resets

Authenticator uses questions as additional credentials to help prevent fraud. A customer service representative (CSR) can reset these questions for the user when necessary. The CSR can reset KBA-related items for a user.

The Reset action resets all challenge failure counters:

	
Reset KBA: The customer must re-register KBA; KBA and OTP counters are reset to zero


	
CSR KBA reset: The customer must re-register KBA; KBA and OTP counters are reset to zero


	
Reset OTP: The customer must re-register OTP; KBA and OTP counters are reset to zero





7.1.13.1 Reset Challenge Questions

The CSR resets a user's challenge questions. The system deletes the existing questions and answers and generates a new question set for the user to register from. Registration of challenge questions is required at the next log in to the website.





7.1.13.2 Reset Challenge Questions and the Set of Questions to Choose From

The CSR resets the user's challenge question set (challenge questions and the set of questions to register from). Registration of challenge questions is required at the next log in to the website.





7.1.13.3 Increment User to the Next Question

The CSR resets the user's next question so the system advances the user to the next challenge question in the list of registered questions. So if the user is currently being asked question A, question B or C is now asked. A different challenge question is presented at the next log in to the website.





7.1.13.4 Unlock a User

When the CSR unlocks the user that has been locked out of the system because of failed challenge questions. Unlocking the user resets the user's failure counter.

The Unlock action unlocks the user account for both KBA and OTP:

	
Unlock KBA: KBA and OTP counters are reset to zero


	
Unlock OTP: KBA and OTP counters are reset to zero.








7.1.13.5 Ask Question (KBA Phone Challenge)

The CSR uses the user's challenge questions for phone authentication and enters user's response. If the user answers the question correctly, the question failure counter and increment question counter are reset. The system automatically takes appropriate action depending on the status such as unlocking the user. Information about phone and online failures is provided in Section 7.1.12, "About Failure Counters." High level flows for the Ask Question action is presented in Chapter 4, "Managing and Supporting CSR Cases." The matrix in Section 7.1.12, "About Failure Counters" contains detailed examples for individual flows.








7.1.14 About Locked Status

Locked is the status that OAAM Admin sets if the user fails the maximum number of challenges. A user is locked out of the session after the failure counter reaches the maximum number of failures. After the user is locked out, a Customer Service Representative must reset the status to Unlocked before the user can use this account to enter the system.








7.2 Accessing Configurations in KBA Administration

This section describes how to navigate to KBA administration tasks in the OAAM Administration Console. You can navigate to KBA tasks through the Navigation tree. The KBA Infrastructure provides you with access to all questions, validations, categories, registration and Answer Logic, and other elements.

These are the subnodes under KBA, which provide access to the configurations in the KBA infrastructure:

	
Questions: For managing the tasks that impact challenge questions, such as creating new questions; activating, disabling, and editing questions; and importing questions that belong to a category not currently in the system.

Double-click Questions to open the Questions Search page.


	
Validations: For managing the validation for the answers given by a user at the time of registration, such as creating validations based on the available validation schemes in the system, editing existing validations, and importing and exporting validations.

Double-click Validations to open the Validations Search and Edit page.


	
Categories: For managing the question categories in the system.

Double-click Categories to open the Categories Search page.


	
Registration Logic: For managing the level of logic algorithm used for the registration for challenge questions and answers.

Double-click Registration Logic to open the Registration Logic configuration page.


	
Answer Logic: For managing the level of logic algorithm used for answer validation.

Double-click Answer Logic to open the Answer Logic configuration page.




For alternative methods to open search pages, refer to Section 3.5, "Using Search, Create, and Import." Validation Search and Edit, Registration Logic and Answer Logic pages can be opened in the same manner as the search pages.

Note that you cannot open the KBA node.






7.3 Setting Up KBA

Table 7-2 lists the tasks required to set up KBA with OAAM.


Table 7-2 Setting Up KBA

	No.	Task	Information
	
1

	
Set KBA properties.

	
For information, refer to Section 7.3.1, "Setting KBA Properties."


	
2

	
Import OAAM snapshot.

	
For information, refer to Section 7.3.2, "Importing the OAAM Snapshot."


	
3

	
Link policies to user groups.

	
For information, refer to Section 7.3.3, "Linking Policies to User Groups."


	
4

	
Configure registration and challenge actions.

	
For information, refer to Section 7.3.4, "Configuring Registration and Challenge Actions."


	
5

	
Create new categories if the standard categories do not meet your needs.

	
For information, refer to Section 7.3.5, "Creating New Categories."


	
6

	
Create new questions if the standard questions do not meet your needs.

	
For information, refer to Section 7.3.6, "Creating New Questions."


	
7

	
Configure registration of challenge questions.

	
For information, refer to Section 7.3.7, "Configuring Registration of Challenge Questions."


	
8

	
Configure restriction of characters entered for answers.

	
For information, refer to Section 7.3.8, "Configuring Question Answers Validation."


	
9

	
Configure Answer Logic.

	
For information, refer to Section 7.3.9, "Configuring Answer Logic."










7.3.1 Setting KBA Properties

KBA properties for enabling KBA, controlling the listing of questions, and randomizing questions are listed in this section.


7.3.1.1 Enabling KBA

Ensure that the bharosa.kba.active property is set to true. See Chapter 26, "Using the Properties Editor" for information on modifying properties.






7.3.1.2 Disabling KBA

To disable KBA:

	
Set property bharosa.kba.active to false.


	
Disable all rules that reference KBA, in particular the "Register Questions" rule in the "OAAM Registration Policy".


	
Defer forgot password to OIM by setting the following properties to point to the OIM URL for forgot password.

	
For split login (default):

bharosa.uio.default.password.links.enum.forgotpassword.url


	
For single login page:

bharosa.uio.default.singlelogin.links.enum.forgotpassword.url







Note that with this configuration OAAM cannot use any KBA challenge flows.

To set up the OIM side, see "System Properties in Oracle Identity Manager" in Administering Oracle Identity Manager.





7.3.1.3 Controlling the Listing of Questions

You can control the listing of questions in the OAAM server. These are the default properties and their values:


challenge.question.registration.groups.minimum.questions.per.category.count=1
challenge.question.registration.groups.categories.count=5
challenge.question.registration.groups.questions.count=5
challenge.question.registration.groups.count=3
challenge.question.registration.groups.maxlimit=5





7.3.1.4 Randomizing KBA Questions

Set the oaam.kba.questions.randomorder property to true to present KBA questions in random order instead of sequentially. Randomization is performed Online only (OAAM Server) if the oaam.kba.questions.randomorder property is missing or is set to true. For the CSR Get Challenge Question flow, question access will always be sequential.





7.3.1.5 Moving Question Sequentially on Successful Answers

Set the oaam.kba.questions.randomorder property to false to move challenge questions in sequentially on successful answers.








7.3.2 Importing the OAAM Snapshot

A full snapshot of policies, dependent components and configurations is shipped with Oracle Adaptive Access Manager. The snapshot is in the oaam_base_snapshot.zip file and located in the MW_HOME/IDM_ORACLE_HOME/oaam/init directory.

The challenge questions must be present in Oracle Adaptive Access Manager before the users can be asked to register. Challenge questions are included in the OAAM snapshot. For information on importing the snapshot which contains the questions, see Section 2.6, "Importing the OAAM Snapshot."

If you are need to use challenge questions in languages other than English, import the appropriate oaam_kba_questions_locale.zip files from the MW_HOME/IDM_ORACLE_HOME/oaam/kba_questions directory. The locale identifier locale specifies the language version.






7.3.3 Linking Policies to User Groups

Link policies that pertain to your business and security needs to a user group to which you want KBA to be enabled. For information on importing policies, see Chapter 11, "Managing Policies, Rules, and Conditions."






7.3.4 Configuring Registration and Challenge Actions

Configure appropriate actions for the rules in the policy. For information on configuring rules, see Chapter 11, "Managing Policies, Rules, and Conditions."






7.3.5 Creating New Categories

If the standard categories that questions can be grouped under do not meet your needs, create categories that can hold relevant questions you plan to create.

To create a category

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
From the Categories Search page, click New Category or the New icon.

Alternative methods to open create pages are listed in Section 3.5, "Using Search, Create, and Import."

The New Category page appears where you can enter details to create a category.


	
Type the new category in the Category field.


	
Enter a description.


	
Click Apply.

The Category Details page appears for the newly created category.









7.3.6 Creating New Questions

If the standard challenge questions do not meet your needs, create questions that are applicable to the users accessing your application.

To create a question

	
In the Navigation tree, double-click Questions under KBA. The Questions Search page is displayed.


	
From the Questions Search page, click New Questions.

The New Questions page appears where you can enter details to create a question.

Alternative methods to open create pages are listed in Section 3.5, "Using Search, Create, and Import."

When the New Question page first appears, the default value for the question status is Active.

Question, Category, Status, and Locale are required fields.


	
Pick a locale from the list of locales available.

By default, the Locale menu displays English and 26 other default locale languages.


	
Type the new question in the Question field.

The question names must be unique across categories.


	
From the Category list, select the category of question you want.

By default, there is no data in the Category list. You must import the challenge questions ZIP files (oaam_kba_questions_locale.zip) for data to appear in the Category menu. You can also create a new category.


	
In the Locale list, select the language you want.

By default, the Locale menu displays English and 26 other default locale languages.


	
Each question can be assigned unique validations to control the answers a user is allowed to register. To assign a local validation, select the validation type from the Registration Validation list.

The local validations you select in this step control the answers a user is allowed to register for this particular question. It does not control the registration of answers for all questions.

For information on the difference between global and local validations, refer to Section 7.3.8, "Configuring Question Answers Validation."


	
In the Answer Logic Hints list, select the type of Answer Logic Hint you want.

A hint can be added to questions individually to affect the Answer Logic used to evaluate given answers. This is performed to better tune the logic for the type of question. This is especially important for date related questions.

These hints help the Answer Logic function more successfully on some questions, for example, on date related questions. If a question has the date answer hint applied then the abbreviations, phonetics and fat fingering Answer Logic runs first, and then special date format logic is applied.


	
Click Apply. A confirmation dialog appears telling you that the question was created successfully.


	
Click OK to dismiss the dialog.

The Question Detail page appears for the newly created question.

After the question has been created, you can edit details.







	
Note:

The deployment administrator must ensure that there are enough questions in the database for each of the supported locale as configured in OAAM Admin during deployment; otherwise, OAAM Server displays only the English language questions during registration.
The number of locale-specific questions must be equal to or greater than the "Questions User Will Register" multiplied by the "Questions per Menu" multiplied by the "Categories per Menu."














7.3.7 Configuring Registration of Challenge Questions

The number of questions that appear on each menu, the number of categories per menu, and the number of questions that a user must register is configurable. The user is required to select one question from each menu and enter answers for them. Only one question from each question menu can be registered.

To configure the registration for challenge questions and answers:

	
In the Navigation tree, double-click Registration Logic under KBA. The Registration Logic page is displayed.


	
To enter or change the values for the question set generation, you can specify the following settings.

	
Number of questions that a customer must register


	
Number of questions that appear on each menu


	
Number of categories per menu

The categories per menu cannot be more than the number of categories available in the system.







	
Note:

Enter realistic numbers. For example, the number of questions that a user must register should be 3 to 7 questions








	
Click Apply.

A confirmation dialog is displayed with the message, "Registration Logic details updated successfully."


	
Click OK.









7.3.8 Configuring Question Answers Validation

Global validations control the answers a user is allowed to register for all questions. Global validations influence all answer registration. For example, if the "Four-digit year (YYYY)" validation is applied globally then only numeral answers are accepted during KBA registration. This would be a problem if there are questions available to users that would normally have alphanumeric answers.

Global validations are specified during the configuration of Registration Logic.

To add global validations (validations you want to apply to all questions):

	
In the Navigation tree, double-click Registration Logic under KBA. The Registration Logic page is displayed.


	
Click Add on the results header.

The Add Global Validation dialog appears.


Figure 7-2 Add Global Validation

[image: Description of Figure 7-2 follows]






	
In the Add Global Validation dialog, search for the global validations you want to add.


	
Select the row corresponding to the validation you want to add.

You cannot select more than one validation to add at a time.


	
Click Add.

The selected validation is added.









7.3.9 Configuring Answer Logic

Answer Logic, a feature of KBA, increases the usability of security questions. Administrators can adjust how exact the challenge answers given by end users must match the answers they gave at the time of registration. If the answer given by a user is fundamentally correct but there are minor variations such as typos, misspellings and abbreviations they should pass. The increased usability of KBA reduces or eliminates the need for unnecessary call center involvement in moderate risk situations and self service flows.

Answer Logic (fuzzy logic) algorithms can be configured on the Answer Logic page. The algorithms are divided into three categories: Common Abbreviations, Fat Fingering (accidentally pressing the nearest neighbor on the keyboard), and Phonetics. The algorithms are available for both the online challenge and phone challenge processes.

The following algorithms are available and can be configured for your requirements:

	
Phonetics


	
Missing character(s)


	
Extra character(s)


	
Common misspellings


	
Common abbreviations


	
Common acronyms


	
Keyboard fat fingering


	
Common nicknames


	
Regional spelling differences


	
Date Format




The Answer Logic algorithms can be enabled or disabled and the intensity or strength of some algorithms (the level of Answer Logic used to evaluate answers given for challenge questions) can also be configured. For example, high risk transactions such as wire transfers may require a high degree of certainty (i.e. exact match) whereas accessing personal, non-sensitive information may require a lower degree of response certainty.

As standard, Answer Logic is only functional for English. Abbreviations can be globalized but creation of locale specific text equivalency files is required. For information, refer to Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


Example of How It Works

Question: Who was your favorite teacher in high school?

Registered answer: Mrs. Smith

Given answer: Misses Smuth

Logic level: If set to High, the answer is accepted.


Table 7-3 Answer Logic Algorithm Example

	Algorithm	Description	Reason
	
Abbreviations

	
This algorithm handles common abbreviations, common nicknames, common acronyms, and date format. Looks at file for allowed matches.

	
If the file contains Mrs=Misses, the match can be made in either direction.


	
Phonetics

	
This algorithm handles Answers that "sound like" the registered answer, regional spelling differences, and common misspellings

	
Smiith sounds like Smith


	
Keyboard fat fingering

	
This algorithm handles Answers with typos due to the proximity of keys on a standard keyboard.

	
"u" is directly to the left of "i" so it is allowed









7.3.9.1 Common Response Errors

This section highlights the most common response errors and shows how Answer Logic algorithms are used for the system to intelligently detect the correct answers in the challenge response process. Examples of abbreviations, phonetics, and keyboard fat fingering are also provided.


7.3.9.1.1 Abbreviations

Common abbreviations, common nicknames, common acronyms, and date format are handled by this algorithm.


Common Abbreviations

This algorithm matches the words in the following pairs as equivalent. OAAM Admin has predefined list of word-pairs that cover common abbreviations, common nicknames and common acronyms.

	
Street - St.


	
Drive - Dr.


	
California - CA




The list can be customized by creating a new abbreviation file, custom_auth_abbreviation_config.properties. For information, refer to the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


Common Nicknames

Oracle has a predefined list of the most common nicknames that is used in the challenge response process.

	
Timothy - Tim


	
Matthew - Matt





Date Format

The questions that require date as the answer specify the format in which the user should enter the answer. The format is either YYYY or MMDD, but not both. However, from experience, users still use other formats during the challenge response process. The abbreviation logic for date format sees the following as the same:

	
0713


	
713


	
July 13th


	
July 13


	
July 13, 1970








7.3.9.1.2 Phonetics

Answers that "sound like" the registered answer, regional spelling differences, and common misspellings are handled by this algorithm. The phonetics algorithm is only supported in English.


Common Misspellings

Oracle's Phonetic Answer Logic algorithm accounts for misspellings.

	
ph - f


	
Correct word: elephant - Spelling mistake: elefant








7.3.9.1.3 Keyboard Fat Fingering

Oracle's Fat Fingering algorithm accounts for typos due to the proximity of keys on a standard keyboard and transposed letters. Answers with typos due to the proximity of keys on a standard keyboard are handled by this algorithm.

The number of fat fingering characters allowed depends on the length of the original word and the level set. The algorithm returns a percentage score associated with the characters that have an exact match. The intensity determines the minimum score required to match the answer with the registered answer.




	
Note:

The fat fingering algorithm is only supported in English.








Common Typos

	
Switching "w" and "e"


	
Switching "u" and "i"


	
Switching "t" and "r"





Examples of Fat Fingering

	
Correct word: signature - Fat finger: signatire











7.3.9.2 Level of Answer Logic

The level of Answer Logic, the intensity or strength of algorithms, used to evaluate answers given for challenge questions is adjustable. You can enable or disable each algorithm and you can also specify the following levels for the algorithms used:

	
Off – No Answer Logic is used; answers must exactly match those previously registered by the user.


	
Low – Less Answer Logic; answers provided by the user must be a match or near-match to the answers that were provided at the time of registration


	
Medium – More Answer Logic; the user is given some leeway for the answers that are provided. For example, St. might be accepted for Street.


	
High – Highest level of Answer Logic. The constraints are not strict for matching.




Each algorithm generates a score that represents how close the given answer is to the registered answer. OAAM Admin can be configured to accept different threshold score ranges for each algorithm individually. Separate threshold values for each algorithm (low/medium/high) are set in a properties file. The default thresholds are described as follows.


7.3.9.2.1 Abbreviation


For abbreviation:

	
Return values: 0 or 100 (no-match OR match)


	
Levels: ON or OFF


	
Logic

	
If an abbreviation entry exists linking the given strings, score is 100


	
Else score is 0











7.3.9.2.2 Fat Fingering


For fat fingering:

	
Return values: range 0 to 100


	
Levels: OFF, LOW (90+), MEDIUM (75+), HIGH (60+)


	
Logic

	
If the string lengths do not match, score is 0


	
If a position does not have the expected character or its neighbor, score is 0


	
Else compute the number of positions that have the neighboring characters.


	
Score = (StringLength – NeighborPositionCount) * 100 /StringLength











7.3.9.2.3 Phonetics


For phonetics:

	
Return values: 0, 60, 75, 90


	
Levels: OFF, LOW (90), MEDIUM (75), HIGH (60)


	
Logic

	
Compute primary and alternative phonetic keys for the given strings, using DoubleMetaphone algorithm


	
If primary keys of both strings match, score is HIGH


	
Else if a primary key of one of the strings and alternate key of the other string match, score is MEDIUM


	
Else if the alternate keys of both string match, score is LOW


	
Else the score is 0











7.3.9.2.4 Multiple Word Answers

Answers that contain multiple words are treated in a specific way by the Answer Logic. If the final score from a complete string match does not meet the "success" criteria, individual words in the answer are evaluated. If each individual word in an answer is accepted by any of the algorithms the whole answer is accepted.

Multiple word answers with missing/extra words must be an exact match to the registered answer. Answers must have the same number of words as the registered answer to be evaluated with Answer Logic. For example: If the registered answer is "Mead Elementary School" and the answer given at the time of challenge is "Mesd Elem Sch":


Abbreviation: Mead–Mesd=0; Elementary-Elem=100; School-Sch=100
Fat-finger: Mead-Mesd=75; Elementary-Elem=0; School-Sch=0
Phonetics: Mead-Mesd=0; Elementary-Elem=0; School-Sch=0


Assuming that abbreviation was set to anything besides off and fat fingering was set to medium or high, since all three words would be accepted individually, the whole answer would be accepted.







7.3.9.3 Configuring Answer Validation

The KBA Answer Logic tab includes controls for the level of each Answer Logic algorithm used for answer validation. The higher the level the less exact answers need to be for acceptance.

To configure Answer Logic:

	
In the Navigation tree, double-click Answer Logic under KBA.

You can specify different settings for Online Challenge and CSR Phone Challenge.

Figure 7-3 shows the Answer Logic tab with controls to configure different levels of Answer Logic algorithms.


Figure 7-3 Answer Logic

[image: Description of Figure 7-3 follows]






	
To change the level of Answer Logic used for keyboard fat fingering and phonetics, select Off, Low, Medium, or High: the lower the setting the higher degree of exactness required.

For information on logic levels, see Section 7.3.9.2, "Level of Answer Logic."


	
Click OK.













7.4 Managing Challenge Questions

The KBA functionality enables you to manage challenge questions.

You can perform the following task for challenge questions:

	
Searching for a Challenge Question


	
Viewing Question Details and Statistics


	
Creating a Question Like Another Question


	
Editing a Question


	
Importing Questions


	
Exporting Questions


	
Deleting a Question


	
Disabling a Question


	
Activating Questions






7.4.1 Searching for a Challenge Question

Use the Questions Search page to view a list of all challenge questions and search for a question based on various criteria. The Questions Search page provides access to the Questions Details page for any question. When the Questions Search page first appears, the Search Results table is displayed with default filter values.

To search for a question:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."

An example Questions Search page is shown in Figure 7-4.


Figure 7-4 Questions Search Page

[image: Description of Figure 7-4 follows]






The Questions Search page displays a Search section and a Search Results table that shows a summary of the questions that match your search criteria.


	
Specify criteria in the Search Filter to locate the questions and click Search.

The search filter criteria are described in Table 7-4.

If you want to reset the search parameters to the default setting, use the Reset button.


Table 7-4 Question Search Criteria

	Field	Description
	
Question Keyword

	
The keyword in the question.


	
Status

	
The status of the question: Active or disabled.


	
Category

	
The category to which the question belong. For example: education, pets, sports and so on.


	
Locale

	
The language the question is in. For example, English, Finnish, Czech, and so on.


	
Validations

	
Global validations. For example: Four-digit year (YYYY), Month Day (MMDD), and so on


	
Answer Logic Hints

	
A hint added to questions individually to affect the Answer Logic used to evaluate given answers. For example: Date Answer Hint.


	
Create Date

	
A timeframe within which the question was created


	
Update Time

	
A timeframe within which the question was modified.










The Search Results table displays a summary of questions that match the criteria specified. By default, questions are sorted on Question Name, but you can sort questions on Update Time, Create Date, Status, Question, and Category.

In the Search Results table, click the question link to view more details. The Question Details page appears.

Table 7-5, "Question Action menu commands" lists the commands that are available through the Action menu. You can select one or more questions and perform actions on those questions.


Table 7-5 Question Action menu commands

	Command	Description
	
Create Like

	
Creates a new case that is similar— or "like"—an existing question.


	
New Question

	
Creates a new question. By default, the question is enabled on create. You can create a question for any locale.


	
Open Selected

	
Opens the selected question to the Questions details page.


	
Open Category

	
Opens the category for the question.


	
Delete Selected

	
Deletes questions.

Deleted questions are not available for new registrations but users currently registered for these questions can continue to use them.


	
Deactivate Selected

	
Selected questions are disabled.


	
Select All

	
"Select All" helps select all the questions.


	
Deselect All

	
Deselect all helps deselect all questions.


	
Export Selected

	
Exports questions as .XML files


	
Export Delete Script

	
Export Delete Script exports a delete script for the questions you might want to delete in the future, and imports the delete script later to delete the questions if they are present.








Except for creating a question, all other operations are bulk operations.






7.4.2 Viewing Question Details and Statistics

The Question Details page provides information such as:

	
Question text


	
Question category


	
Question status


	
Question locale


	
Registration validation


	
Answer logic hint


	
Number question sets with question


	
Number of users registered with question


	
Percentage of users registered for the question


	
Percentage of successful challenges


	
Percentage of unsuccessful challenges


	
Question ID


	
Last Updated Date




To view question statistics:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
From the Questions Search page, click the question of interest in the Search Results table

The Question Detail page appears with the statistics.









7.4.3 Creating a Question Like Another Question

To create a question that is similar to an existing question:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
From the Questions Search page, select the row corresponding to the question of interest.


	
Click the Create Like icon.

The Create Like dialog appears with pre-populated data from the original question. Pre-populated fields are Category, Locale, Status, Answer Logic Hints, and Registration Validations. Question, Category, Status and Locale are required fields. The Create Like icon is disabled if multiple rows are selected.

You can create a question for any locale.


	
Type the new question in the Question field.


	
Edit any of the other fields if you want.


	
Click OK.

The Question Detail page appears for the newly created question.

If you click Cancel, the Questions Search page appears.









7.4.4 Editing a Question

The Question Details page enables you to activate/disable questions and edit the question, question category, locale, and registration and answer validation. Read-only question statistics are available in the Question Statistics section. If you edit a question, users using that question receive the updated question.

To edit a question:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, search for the questions you are interested in.


	
Click the hyperlinked question you want to edit.

The Question Details page appears.


	
Make the changes you want.

You cannot edit the Question ID or last updated time.


	
Click Apply to save the changes or Revert to discard them.

If you click Revert, the edited details are reverted to the initial state.









7.4.5 Importing Questions

To import questions:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, click Import Questions or select Import Selected from the Actions menu.


	
In the Import Questions dialog, type the path and name of the file; or use the Browse (...) button to locate the ZIP file that contains the questions, and then select the file.


	
Click Open and then click Import.

If you import questions that belong to a category not currently in the system, the category is also imported. If you import a question with the same ID number as an existing question, the existing question is overwritten.

A confirmation dialog displays the status of the operation and a list of questions that were imported into the system.


	
Click Done.









7.4.6 Exporting Questions

Multiple questions can be selected and exported.

To export questions:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, search for the questions you are interested in.


	
Select the rows corresponding to the questions of interest.


	
Select the Export icon.


	
In the Export dialog, click Export.

The selected questions are exported.









7.4.7 Deleting a Question

To delete a question, follow these instructions:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, search for the questions you are interested in.


	
Select the rows corresponding to the questions of interest and click Delete or select Delete Selected from the Actions menu.

The Delete button and Delete Selected menu item are enabled only if a question is selected.

A Confirm Delete dialog is displayed with a list of questions and question IDs.


	
Click Delete to delete the questions.

Deleted questions are not available for new registrations but users currently registered for these questions can continue to use them.

A confirmation dialog is displayed.


	
In the confirmation dialog, click OK.




An error is displayed when you try to delete a question that is in used by a registered user.

When a user tries to delete multiple questions and if a few questions are associated with the user, the system bypasses the associated questions and deletes the rest and displays a message to user that the following list was not deleted. Deleted questions are not available for new registrations but the user currently registered for these questions can continue to use them.






7.4.8 Disabling a Question

To disable a question:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, search for the question you want to disable.


	
Select the rows corresponding to the questions you want to disable.


	
Click Deactivate or select Deactivate from the Actions menu.

The selected questions are disabled.




Alternatively, you can disable a question by clicking the hyperlinked question on the Questions Search page, and then selecting Disable in the Status field on the Questions Details page.

The following scenarios occur when a question is disabled:

	
The disabled question cannot be used to generate a new user's Question Set.


	
At re-registration or reset, the disabled question is replaced with another question from the same category for those users who had the disabled question in their question set.


	
The disable question remains active for users who have registered the question. If the user is re-registering or changing user preference, the disabled question is replaced with another question from the same category.









7.4.9 Activating Questions

To activate questions:

	
Open the Questions Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Questions Search page, search for the questions you are interested in.


	
Select the rows corresponding to the questions you want to activate.


	
Click Activate or select Activate from the Actions menu.

The selected questions are activated.









7.4.10 Deleting or De-activating Challenge Questions (Migration)

If you are migrating to 11.1.2.0.0 and you have been using the KBA questions from previous releases, then you must delete or deactivate the questions listed in this section if they are active.


Children Category

Delete or deactivate the following questions:

	
What year was your oldest child born?


	
What year did your oldest child start school?


	
What year did your youngest child start school?


	
What is your eldest child's middle name?


	
What is the first name of your youngest child?


	
What year was your youngest child born?


	
What is the first name of your oldest child?


	
What is your youngest child's birthday?


	
What is your youngest child's middle name?


	
What is your oldest child's birthday?





Education Category

Delete or deactivate the following questions:

	
What year did you graduate from high school?


	
What year did you graduate from junior high school?


	
What city was your high school in?


	
What were your college colors?


	
What year did you graduate from grade school?


	
What was the mascot of your college?


	
What were your high school colors?


	
What was the mascot of your high school?


	
What is the name of a college you applied to but did not attend?


	
In what city was your first elementary school?


	
What year did you start high school?


	
What year did you start junior high school?


	
What year did you start grade school?


	
What year did you graduate from college?


	
What year did you start college?


	
What was your major in college?


	
What was the first school you ever attended?


	
What city was your college in?





Miscellaneous Category

Delete or deactivate the following questions:

	
What is the first name of your closest childhood friend?


	
What is your height?





Parents, Grandparents, Siblings Category

Delete or deactivate the following questions:

	
What year was your father born?


	
What is your father's birthday?


	
What is your oldest sibling's nickname?


	
In which city was your father born?


	
In which city was your mother born?


	
What is your parent's current street address number?


	
What is your parent's current street name?


	
What is your youngest sibling's nickname?


	
What is your parent's current ZIP code?


	
What year was your mother born?


	
What are the last 4 digits of your parent's phone number?


	
What is your maternal grandmother's first name?


	
What is your paternal grandmother's first name?


	
What is the first name of your youngest sibling?


	
What is your paternal grandfather's first name?


	
What is your mother's birthday?


	
What is the first name of your eldest sibling?





Significant Other Category

Delete or deactivate the following questions:

	
Where did you go on your honeymoon?


	
What year did you get married?


	
What year was your significant other born?


	
What is your significant other's birthday?


	
What date is your wedding anniversary?


	
In what city did you meet your spouse for the first time?


	
What city was your significant other born in?


	
What is the first name of your significant other's mother?


	
What is the first name of your significant other's father?


	
What is the last name of your significant other's eldest sibling?


	
What is the first name of your significant other's youngest sibling?


	
What high school did your significant other attend?


	
What was the last name of your best man or maid of honor?


	
What was the first name of your best man or maid of honor?


	
Name of the place where your wedding reception was held.


	
What is your spouse's nickname?


	
What state was your significant other born in?


	
What is the last name of your significant other's youngest sibling?





Sports Category

Delete or deactivate the following questions:

	
What is the mascot of your favorite sports team?


	
What are the colors of your favorite sports team?


	
What team is the biggest rival of your favorite sports team?


	
What is your all time favorite sports team?





Your Birth Category

Delete or deactivate the following questions:

	
What is the ZIP code where you grew up?


	
Who was the US President when you were born?


	
How old was your father when you were born?


	
How old was your mother when you were born?


	
What is the name of the hospital you were born in?


	
What is the ZIP code of your birthplace?


	
What is the holiday closest to your birthday?


	
What state were you born in?


	
What city were you born in?











7.5 Managing Validations in the System for Answer Registration

You can manage and define validations that are used on answers given by users at the time of registration.

This section provides instructions to manage global validations that you can use to control the answers a user is allowed to register for all questions. For information on the difference between global and local validations, refer to Section 7.3.8, "Configuring Question Answers Validation."


7.5.1 Using the Validations Page

The Validations page enables you to perform the following functions:

	
Adding a New Validation


	
Editing an Existing Validation


	
Importing Validations


	
Exporting Validations


	
Deleting Validations




Open the Validations page, as described in Section 7.2, "Accessing Configurations in KBA Administration."

An example Validations page is shown in Figure 7-5.


Figure 7-5 Validations Page

[image: Description of Figure 7-5 follows]






By default, validations are sorted on Validation Name, but you can sort validations on Last Updated.

Table 7-6, "Validation Action menu commands" lists the commands that are available through the Action menu. You can select one or more validations and perform actions on those questions.


Table 7-6 Validation Action menu commands

	Command	Description
	
Add

	
Adds a new validation.


	
Import

	
Imports validations


	
Export

	
Exports validations


	
Delete

	
Deletes validations












7.5.2 Adding a New Validation

You can add a new validation to the system when needed. Validations are defined for use during challenge questions registration.

To add a validation:

	
Open the Validations page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
From the Validations page, click New Validation.

The Add a New Validation page appears where you can enter details to create a validation.

Alternatively, you can open the Add a New Validation page by:

	
Selecting Add Validation from the Search Results toolbar.


	
Selecting New Validation from the Actions menu in Search Results.





	
In the Validation Type list, select the validation scheme you want to add.

You might, for example, select the validation type, Maximum Length. This validation scheme allows the customer to create a validation for the maximum allowed length for the answer.

The parameters of the validation appears in the Validation Parameters Details area of the Validations page.




	
Note:

· The fields displayed on the page depends on the validation type selected.








	
In the Name field, enter the name you want for this instance of the validation scheme.

When you create a validation from available validation schemes in the system, you are adding an instance of validation. You can then customize that instance.


	
Specify validation parameter that correspond to your validation type.

For example, validation parameter can be 30 for an instance of Maximum Length validation. This validation instance restricts the user from entering an answer longer than 30 characters in length.


Table 7-7 Validation Parameters

	Validation Type	Label for Fields	Description for Validation Parameter	Example for note
	
Inappropriate Language

	
Enter Inappropriate Words

	
Inappropriate language for answer

	
Example: Sloppy,Wrong,Yucky

The list of words should not contain blank spaces.


	
Regex

	
Enter Regex Pattern

	
Real expression pattern string for the answer.

For example, pattern can be "[A-Za-z0-9]+" for Alpha-numeric validation.

If the answer entered by the user is not as per the configured regular expression pattern; then, the validation fails and a configured error message is displayed.

	
Example: [0-9]+


	
Date

	
Enter Date Notation

	
Date/Time pattern string for the answer.

For example, the pattern can be "MMddyy" for Month Day Year validation.

If the date/time answer entered by the user is not as per the configured pattern, the validation fails and a configured error message is displayed.

	
Example: MMDDYY


	
Minimum Length

	
Enter Minimum Length

	
Minimum length (number) for the answer.

If the length of the answer entered by the user is less than the configured value, the validation fails and a configured error message is displayed.

	
Example: 3


	
Maximum Length

	
Enter Maximum Length

	
Maximum allowed length (number) for the answer.

If length of the answer entered by the user is above the configured value, the validation fails and a configured error message is displayed.

	
Example: 3


	
Repeated Character

	
Enter Number of Repeating Characters

	
Allowed number of repeated characters in the answer.

If the answer entered by the user contains repeated characters more than the configured value, the validation fails and the user gets a configured error message.

	
Example: 3


	
Repeated Answers

	
Enter Number of Repeating Answers

	
Allowed number of repeated answers.

For example parameter value can be '1' for unique answer validation.

If the answer entered by the user is repeated more than configured number of times, the validation fails and the user gets a configured error message.

	
Example: 1


	
Character

	
Enter Disallowed Characters

	
Characters that are not allowed.

	
Example: *








	
Click Add.

OAAM Admin adds this validation instance to the list of validations in the System.









7.5.3 Editing an Existing Validation

To edit an existing validation

	
Open the Validations page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
From the Validations page, select the hyperlinked configured validation you want to edit.


	
In the Validation Parameter Details section, make the necessary changes. See Table 7-7, "Validation Parameters".

You can edit strings, numbers, and characters in the validation parameters field.


	
Click Save.

OAAM Admin updates this validation instance in the system.









7.5.4 Importing Validations

You can add a global validation to the global validation list on the Registration Logic page by importing a global validation into the system. It is added automatically to the global validation list without any notification.






7.5.5 Exporting Validations

To export validations:

	
Open the Validations page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Validations page, search for the validations you are interested in.


	
Select the rows corresponding to the validations you want to export.


	
Select Export Selected from the Actions menu.


	
When the Export dialog appears, select Save File, and then Save.

The file is exported and saved as a ZIP file.









7.5.6 Deleting Validations

To delete validations:

	
Open the Validations page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Validations page, search for the validations you want to delete.


	
Select the rows corresponding to the validations of interest and click Delete.

A dialog appears asking you if you want to delete the validation.


	
Click Delete to confirm.

A dialog appears with the message that the validation was deleted successfully.


	
Click OK to dismiss the dialog.











7.6 Managing Categories

You can perform the following task for categories:

	
Searching for a Category


	
Editing a Category


	
Deleting Categories


	
Activating Categories


	
Deactivating Categories






7.6.1 Searching for a Category

On the Categories Search page you can view a list of all categories and search for a category based on various criteria. The Categories Search page provides access to the Category Details page for any category.

When the Categories Search page first appears, the Search Results table displays results from the default search values.

To search for a category:

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."

The Categories Search page displays a Search section and a Search Results table that shows a summary of the categories that match your search criteria.


Figure 7-6 Search Categories Page

[image: Description of Figure 7-6 follows]






	
Specify criteria in the Search Filter to locate the specific question category and click Search.

The search filter criteria are described in Table 7-4.

If you want to reset the search parameters to the default setting, use the Reset button.


Table 7-8 Question Search Criteria

	Field	Description
	
Category

	
The category name. For example: education, pets, sports and so on.


	
Status

	
The status of the category.


	
Create Date

	
A timeframe within which the category was created or modified.


	
Update Time

	
A timeframe within which the category was updated










The Search Results table displays a summary of categories that match the criteria specified.

In the Search Results table, click the hyperlinked category you interested in to view more details. The Category Details page appears.






7.6.2 Editing a Category

The Category Details page enables you to changed the status, name, and description for an existing category.

To edit a category:

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Categories Search page, search for the category you are interested in.


	
Click the hyperlinked category you want to edit.

The Category Details page appears.


	
Make the changes you want.

Category name edits do not affect the questions already registered or new registrations.


	
Click Apply to save the changes or Revert to discard them.

If you click Revert, the edited details revert to the initial state.

If questions that belonged to a category are moved to the new category, the user would be presented with the same questions.









7.6.3 Deleting Categories

To delete a category, follow these instructions:

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Categories Search page, search for the categories you want to delete.


	
Select the rows corresponding to the categories you want and click Delete.

A dialog is displayed asking if you want to delete the categories.


	
Click Delete to confirm.

A dialog is displayed with a message that the categories were deleted successfully.


	
Click OK to dismiss the dialog.




You can delete a category if it is not referenced by questions. If the category is referenced by a question, an error message appears.






7.6.4 Activating Categories

To activate categories:

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Categories Search page, search for the categories you want to activate.


	
Select the row for each category you want to activate.


	
Click Activate.

A dialog is displayed with a message that the category was activated successfully.


	
Click OK to dismiss the dialog.









7.6.5 Deactivating Categories

The deactivated category is not used to generate a new question set. All questions in the deactivated category are replaced with questions from a new category that has not been used to generate a current question set at re-registration or the changing of user preferences for users with the question in their question set.

For users with the questions registered, the questions from the deactivated category continue to be active. If the user is re-registering or changing user preferences, all questions in the deactivated category are replaced with questions from a new category that has not been used to generate current question set.

To deactivate categories:

	
Open the Categories Search page, as described in Section 7.2, "Accessing Configurations in KBA Administration."


	
In the Categories Search page, search for the categories you are interested in.


	
Select the row for each category you want to deactivate.


	
Click Deactivate.

A dialog is displayed with a message that the category was deactivated successfully.


	
Click OK to dismiss the dialog.











7.7 Deleting Global Validations In Registration Logic

To delete global validations (validations you do not want to apply to all questions):

	
In the Navigation tree, double-click Registration Logic under KBA. The Registration Logic page is displayed.


	
Select the rows corresponding to the validations you want to delete and then click Delete on the results header

A dialog appears asking if you want to delete the validation.


	
Click Delete to dismiss the dialog.

A confirmation dialog appears.


	
Click OK to dismiss the dialog.









7.8 Customizing English Abbreviations and Equivalences for Answer Logic

Oracle Adaptive Access Manager supports the concept of "fuzzy logic." Fuzzy logic, in part, relies on pre-configured sets of word equivalents, commonly known as abbreviations.

Answer Logic checks if the answer provided by the user matches closely to the ones provided during registration. Answer Logic, in part, relies on pre-configured sets of word equivalents, commonly known as abbreviations.

Although there are several thousand English abbreviations and equivalences in the English version of Oracle Adaptive Access Manager, customers can perform customizations per their business requirements. For example, the customer might want the following to be considered a match.


	Registered Answer	Given Answer
	nineteen hundred ninety nine	1999






The standard English abbreviations and equivalences are in a file named, bharosa_auth_abbreviation_config.properties. Changes cannot be made to this file.

To customize abbreviations, a new file must be created with a new set of abbreviations. This file takes precedence over the original file and all abbreviations in the original file are ignored.

To customize abbreviations:

	
Create a new abbreviation file, custom_auth_abbreviation_config.properties, and save it in the IDM_ORACLE_HOME/oaam/conf directory.

If the conf folder does not exist, create one.


	
Add abbreviations and equivalences to custom_auth_abbreviation_config.properties.

There are two different formats to use:


Word=equivalent1
Word=equivalent2


or


Word=equivalent1,equivalent2, equivalent3


For example, in English, some equivalence for James are:


Jim=James,\Jamie,\Jimmy


With the addition of the equivalences, if a user were to enter a response as Jim, but had originally entered James, Jim would be accepted. Another example is that St may be equivalent to Street.




	
Note:

Retrieval of abbreviation values is not based on the browser language; values are retrieved from the properties files.








	
Add the file to the OAAM Extensions Shared Library (WEB-INF/classes).

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
Using the Properties Editor, change the property, bharosa.authenticator.AbbreviationFileName, to point to the complete path to the file, WEB-INF/classes/custom_auth_abbreviation_config.properties in the extensions folder.

The default value for the property bharosa.authenticator.AbbreviationFileName is bharosa_auth_abbreviation_config.properties. Create the bharosa.authenticator.AbbreviationFileName property if it does not already exist.

Restarting the system is not necessary for the change to take effect.


	
Configure the Answer Logic.




If you want to revert to the original standard abbreviations, set bharosa.authenticator.AbbreviationFileName back to bharosa_auth_abbreviation_config.properties.






7.9 KBA Scenarios

This section describes example scenarios for KBA.



7.9.1 Create Challenge Question Scenario

You have been asked to develop some new challenge questions to augment the existing standard questions. Come up with a new question. Directions: Part A: Export the existing challenge questions as a backup. Part B: Create the new question in any category you like in English.

	
Log in to the OAAM Administration Console as an administrator.


	
In the Navigation tree, double-click Questions under KBA. The Questions Search page is displayed.


	
In the Questions Search page, click the column header on the Search Results table to select all the rows.


	
Select Export Selected from the Actions menu.


	
In the Export dialog, select Save File and click OK.


	
Browse for the location to save the ZIP file and click Save.


	
After backing up the questions, search for the question that you are interested in.


	
If the question does not exist, click New Question. The New Question page is displayed.

Question, Category, Status, and Locale are required fields.

When the New Question page first appears, the default value for the question status is Active.


	
In the Question field, type in the question.


	
In the Category field, select a category.


	
Select English as the locale.


	
Select the registration validation.


	
Select Answer Logic hints.


	
Click Apply. A confirmation dialog appears telling you that the question was created successfully.


	
Click OK to dismiss the dialog.

The Question Details page appears with information about the question and the question statistics.


	
After the question has been created, you can edit details.









7.9.2 Setting Up KBA Registration Logic Scenario

The security team has determined that it only wants to have challenge questions about sports and pets. Part A: You must log in to the OAAM Administration Console and delete all the questions for all categories except Sports and Pets. Before doing this you should export all the challenge questions as a backup in case you want to revert. Part B: The security team has also decided that each user should register four questions and that each registration menu should contain questions from at least four categories. Configure this in the OAAM Administration Console.

To configure KBA Registration Logic:

	
Log in to the OAAM Administration Console as an administrator.


	
In the Navigation tree, double-click Questions under KBA. The Questions Search page is displayed.


	
Select all the questions in the Search Results table to export all the challenge questions as a backup in case she wants to revert.

Clicking the # in the column header selects all rows in the Search Results table.


	
Select Export Selected from the Actions menu.


	
In the Export dialog, select Save File and click OK.


	
Browse for the location to save the ZIP file and click Save.


	
After the export, in the Search Results table of the Questions Search page, sort questions by Category.


	
Select questions that are not in the category of Sports and Pets, and click the Delete.


	
In the Navigation tree, double-click Registration Logic under KBA. The Registration Logic page is displayed.


	
In Categories per Menu, enter 4.


	
In Questions per Menu, enter 4.


	
In Questions User will Register, enter 4.


	
Click Apply.








7.9.3 CSR Authenticating a User by KBA Phone Challenge Scenario

CSRs can authenticate a user by asking challenge questions over the phone. KBA Phone Challenge can be used for any registered user.

	
CSR sees the user's status (i.e. Block, Locked, and so on) and the date/time of the last login attempt when a user calls.


	
CSR requests a question with the Ask Question action and is presented with a challenge question and the field to enter the user's response.


	
The challenge question presented is not the same question the user has failed online if the user is currently locked out.


	
The next question in the user's registered questions is presented to the CSR.


	
The user has a limited number of over the phone attempts at each question. See Section 7.1.12, "About Failure Counters" for details and examples.


	
Error messages are displayed to notify the CSR.


	
This process continues until the user runs out of questions and attempts or the user has answered a question correctly.








7.9.4 KBA Question Edits

Jeff is a Security Admin and needs to import and edit KBA questions in English and Spanish and add a new English question.

To do so:

	
Import KBA questions in multiple languages.

See Section 2.6, "Importing the OAAM Snapshot."


	
Edit the questions.

See Section 7.4.4, "Editing a Question."


	
Add a new question.

See Section 7.3.6, "Creating New Questions."








7.9.5 KBA Answer Logic Edits

Jeff, a Security Admin, needs to set the KBA answer logic so sloppy users are impacted by typing errors less often.

	
Set fatfingering answer logic to high.

See Section 7.3.9.2, "Level of Answer Logic."


	
Test against specifications.











7.10 KBA Guidelines and Recommended Requirements

These recommendations provide guidelines for implementing KBA authentication. They provide guidance to institutions for configuring and implementing custom enrollment and challenge procedures within the guidelines of best practices.


7.10.1 How Often to Challenge Users

KBA is a form of secondary authentication where during authentication, the user is prompted by challenge questions and must provide previously registered answers.

Since KBA is a secondary authentication method it should only be presented after successful primary authentication. KBA challenge is necessary in medium to high risk situations. Challenging users too often and without significant risk degrades the user experience and possibly the security. The goal is to challenge users often enough so they can successfully recall their answers but not so often that they view it as a hindrance. As well, displaying the questions excessively increases the slim possibility of exposure to fraudsters through over-the-shoulder or some other attack. In general, a challenge roughly every month for a normal user is a good rate. Suspicious users should be blocked and should not have access to the system.





7.10.2 Phased Rollout for Registration

A phased rollout KBA is necessary to help ease the transition for the organization and the users. Spacing out the rollout allows for an important learning period and lessens the impact to customer service.

	
The user is not registered and there is little change to the user experience.


	
The user can choose to register.


	
The user must register an image, a phrase, and challenge questions to be stored in a customer profile.




The most successful phased approach generally includes these phases. The first two generally last between one and three months each depending on user population size and composition.

Stagger the rollout of user registration to subgroups of users to lessen impact.


7.10.2.1 Phase 1 - No Registration

Phase one generally consists of Oracle Adaptive Access Manager risk evaluation. In this phase there is little change to user experience. Users continue to access through the existing methods. The only slight change to user experience is a block. Blocking is recommended in the phase for extremely high-risk situations. With blocking actions applied OAAM Admin can start to prevent fraud from day one. Since only very severe security violations are blocked normal users should not experience issues with them. Phase one can last any length of time desired by the business. Generally organizations stay in phase one for one to three months.





7.10.2.2 Phase 2 - Optional Registration

Phase two is the gradual introduction of the virtual devices and secondary authentication to the user population. In this phase registration is made available to the population or sub-populations of existing users on an optional basis. This opt-in allows users to register when they have time and feel comfortable. Brand new users should be given the option to register as soon as they are created. This strategy helps to distribute load on support over a period and to add convenience for users.


User Experience

The user is prompted to register for challenge questions after successfully authenticating at sign-on. The user can choose to bypass registration and then proceed into the session.


Staggered Rollout

Breaking up a rollout phase into sub-groups can further ease efforts. In large deployments staggering is advised. Phase two is generally the best time to implement staggering. The most common staggering has the following steps.

	
The user population is broken into groups. Geographic region is the most often used basis for this grouping


	
Staggered start dates are configured for each group.











7.10.3 Designing Challenge Questions

Guidelines for designing challenge questions are listed below:

	
Question should not require answers that are personally identifiable information. For example, do not ask for Social Security Number, and other identifiers.


	
Questions should not require answers that can easily be discovered via public sources such as the internet. For example, what college did you graduate from?


	
Questions should not have answers that change over time. For example, what is your girlfriends name?


	
Questions should not have answers that are easy to guess. For example, what is your favorite weekday?


	
Questions should not be specific to any one religion, culture or sub-culture. For example, who is your favorite apostle? Which Smurf do you most closely identify with? What race would you prefer to be in the Star Wars Galaxy?








7.10.4 Tips for Managing Questions


Applying Validations

Many validations may be applied locally or globally. You must be careful not to apply any validations globally that you do not want to influence all answer registration. For example, if the "Four-digit year (YYYY)" validation is applied globally then only numeral answers are accepted during KBA registration. This is a problem if there are questions available to users that normally have alphanumeric answers.


Deleting Questions and Categories

You can create, edit, and delete questions and categories. You should take care when deleting categories and questions. Insufficient numbers of questions and categories can impact the security of the solution and cause usability issues. For example, if the Categories per menu Registration Logic is set to a number that is more than the total number of categories in the system then there may be duplicate questions listed. This can be confusing to users so it should be avoided.


Questions per Menu Setting

The Questions per menu setting should be between 4 and 7. This range provides a good mix of questions in a question set but does not expose too many questions to any single user.


Question User will Register Setting

The Questions user will register setting should be between 3 and 7. This provides enough questions to offer good security but does not over burden a user's memory. The basic industry standard for KBA is 3 registered questions.

The maximum and minimum limits are configurable through the following properties.


bharosa.config.type.kba_config.enum.regQuestionsCount.validation.minValue=3 
bharosa.config.type.kba_config.enum.regQuestionsCount.validation.maxValue=7



Challenge Questions Configuration

It is recommended that you completely configure all of the challenge questions, including locale, before making the question available to users.


Challenge Question Disabling

If you disable a challenge question, users who previously had that question continue to have the question even after it is disabled. However, users that are registering for the first time or re-registering are not presented with the disabled question.





7.10.5 Answer Input Recommended Requirements

Recommended requirements for answers are listed below:

	
Answers must be at least 4 characters.


	
No more than 2 answers can be the same during registration.


	
Answers cannot have more than 2 repeating characters.


	
Special characters are not allowed.


	
Answers are not case-sensitive.


	
Extra white spaces are removed.


	
Fuzzy logic implemented - degree configurable by client.








7.10.6 Other KBA Recommended Requirements

Other tips for challenge questions are:

	
A unique question set should be generated for each user.


	
The user should register 3-5 questions, i.e., 15 total questions to select from, 3 drop-down lists of 5 questions each.


	
There should be a maximum of 2 questions from the same category.


	
There should be a maximum opt-out, i.e., 3 opt-out attempts before forcing registration.


	
When challenged, the same question is to be presented until the user responds correctly or question is reset by customer service agent.













E Device Fingerprinting and Identification

Device fingerprinting/identification is one of the many attributes OAAM uses to assess the risk of an access request or transaction. Whether it is a desktop computer, laptop computer, mobile device, or other web-enabled device, depending on the specific situation, Oracle Adaptive Access Manager can use any combination of standard attributes, including browser user agent string data, proprietary secure cookies, Flash shared objects, mobile application data, custom client data and advanced Autolearning device identification logic to identify a device.

This chapter covers the important fingerprinting and identification concepts, technology, and use cases customers need to understand when deploying OAAM. It contains the following sections:

	
OAAM Device Fingerprinting


	
Device Identification


	
Use Cases


	
Device Fingerprinting Troubleshooting


	
Device Identification and Fingerprinting Frequently Asked Questions







	
Note:

Positive device identification is not and should not be considered an authentication method, nor the sole determining factor of an allow or block decision. OAAM provides a full, layered security solution. Device fingerprinting and identification represents only one of the layers.









E.1 OAAM Device Fingerprinting

Oracle Adaptive Access Manager device fingerprinting is a capability used to recognize the devices a user uses to login and conduct transactions. It collects information about the device like browser type, browser headers, operating system type, locale, and so on. Fingerprint data represents the data collected for a device during login process required to identify the device whenever it logs in the next time. The fingerprint details help in identifying whether a device is secure and determine the risk level of the authentication or transaction.

A device is identified using proprietary logic and a set of specialized policies to process available data and arrive at identification. The intelligent identification does not rely on any single attribute type so it can function on user devices not following strict specifications and in both web and non-web channels. The device identification is not merely a static list of attributes but is instead a dynamic capture, evaluation and profiling of the specific combinations of attributes available in each access request or transaction. This is especially important in large consumer facing deployments.


E.1.1 Fingerprinting Types

As standard, OAAM supports browser, Flash, JavaScript, and mobile fingerprints. The fingerprinting functions the same for desktop/laptop PCs and mobile devices and smart phones that run full-function browsers.


E.1.1.1 Web Browser-Based Fingerprinting

By design OAAM provides web browser based fingerprinting in a pure web environment. In other words, no client software is required, which makes deployment of the solution to large and diverse user populations manageable. As well, OAAM does not place any logic on the client side where it may be vulnerable to exploit.

When an end user is accessing a protected application via a web browser, OAAM performs browser based fingerprinting. Browser based fingerprinting and identification uses browser user-agent string data and secure cookie and Flash shared object data if available.





E.1.1.2 Flash Fingerprinting

In the OAAM Admin Console, when viewing fingerprint data in the details pages, a digital fingerprint refers to a Flash, JavaScript, or a custom fingerprint. Flash fingerprint data is only available if Adobe Flash is present on the device. During the login process, digital data is gathered from the user's Adobe Flash installation. The Flash system capability data is used as the Flash fingerprint.





E.1.1.3 JavaScript Fingerprinting

OAAM provides fingerprinting with JavaScript, which is enabled by default. JavaScript fingerprinting can be used as the primary digital fingerprint or co-exist with Flash fingerprinting. When both JavaScript and Flash fingerprinting are enabled (default), Flash will be used if data is available. When no Flash data is present, JavaScript will be used.





E.1.1.4 Mobile Device Fingerprinting

A mobile device is a device that runs a mobile operating system, such as the Android mobile operating system from Google or the iOS mobile operating system from Apple. Mobile device fingerprinting is a form of custom fingerprinting. OAAM has unique handling for mobile devices allowing for a strong binding between user and device if Oracle Access Management Social and Mobile is installed. Mobile application developers may integrate OAAM device fingerprinting into their applications via the Access Management SDK and REST (Representational State Transfer) services layer. Mobile specific data such as application ID, GPS/triangulation location and IMEI (International Mobile Equipment Identity)/MAC address (Media Access Control address) can be collected and communicated to OAAM along with other device data. Through OAAM, device data can be stored and used to create a more comprehensive fingerprint that can be compared to previously stored fingerprints or device attributes, and policies can use the device data to determine risk and respond accordingly. Through custom development, Oracle Adaptive Access Manager is capable of fingerprinting, identifying and tracking mobile devices even when access is not via a browser.





E.1.1.5 Custom Client Fingerprinting

The digital fingerprint that accepts Flash shared object data in the standard browser access use case can instead accept data from a custom client. If you want to capture Java applets, Quick time, and other attributes, you can extend device fingerprinting through custom development. For example, a signed Java applet could be developed to gather the MAC Address of a device and use the Java/.Net/SOAP API to set the data into the digital fingerprint for use in the fingerprinting and identification logic. For more information on setting up custom device fingerprinting, see Section E.1.8, "Setting Up Custom Fingerprinting."







E.1.2 What Makes Up a Device Fingerprint?

The overall fingerprinting of a user device is based on multiple factors which is explained in this section.

OAAM's fingerprinting technology does not solely rely on one element. Oracle Adaptive Access Manager uses dozens of attributes to recognize and fingerprint the device typically used to login, providing greater coverage. For example, where certain elements are unavailable, the system can still provide robust security utilizing other objects (secure cookie, Flash cookie, HTTP header, Real Media, QuickTime, and so on).

The HTML example code includes a Flash shared object and image tags to collect additional device characteristics. The Flash code internally makes a call to the application server thereby uploading the device characteristics.




	
Note:

The most recent OAAM Sample Application can be downloaded from the Oracle Technology Network at:
http://www.oracle.com/technetwork/index.html









Generally the login page is embedded with a few lines of static HTML code. A device is generally fingerprinted as soon as it logs in to a protected application, prior to any authentication attempt. In this way, the device fingerprinting information is available for risk evaluation at any checkpoint. Some common checkpoints are pre-authentication, post-authentication and in-session/transaction. As well, a device may be re-fingerprinted at any time during a session to help detect some forms of man-in-the-middle attack.



E.1.2.1 Secure Cookie and Browser Characteristics

Secure cookies are one of the attributes used to identify the device. Oracle Adaptive Access Manager generates a unique Secure Cookie for each identification and looks for the same cookie the next time any user logs in from the device. The cookie is only valid for that session on that particular device. If the end user logs out and logs back in, that cookie is used to identify the device at that point.




	
Note:

If there is a policy that does not allow cookies, the secure cookie will not persist.







The Secure Cookie are extracted from the HTTP request. Along with the secure cookie, Oracle Adaptive Access Manager also extracts browser characteristics

For additional characteristics that are used to create a unique fingerprint for the device, refer to the browser fingerprint enum and table below.


	OS/Browser	Characteristics
	Operating System	
	
Operating System


	
Version


	
Patch level





	Browser	
	
Browser


	
Version


	
Patch level





	Locale	
	
Country


	
Language


	
Variant











The browser type enum is shown below to illustrate the information to be collected for a browser fingerprint.


#Enum for fingerprint type
vcrypt.fingerprint.type.enum=Enum for fingerprint type
vcrypt.fingerprint.type.enum.browser=1
vcrypt.fingerprint.type.enum.browser.name=Browser
vcrypt.fingerprint.type.enum.browser.description=Browser
vcrypt.fingerprint.type.enum.browser.userAgent=userAgent
vcrypt.fingerprint.type.enum.browser.locallang=localLang
vcrypt.fingerprint.type.enum.browser.localcountry=localCountry
vcrypt.fingerprint.type.enum.browser.localvariant=localVariant
vcrypt.fingerprint.type.enum.browser.header_list=locallang,localcountry,localvariant,userAgent
vcrypt.fingerprint.type.enum.browser.search_list=locallang,userAgent
vcrypt.fingerprint.type.enum.browser.result_list=locallang,userAgent
vcrypt.fingerprint.type.enum.browser.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil





E.1.2.2 Flash Shared Object and Device Characteristics

A "Flash cookie" is a Flash shared object. Shared objects function like secure cookies. Oracle Adaptive Access Manager can use a Flash Shared Object to store a one-time use token and replace it each time the device is fingerprinted.

The Flash shared object is sent to the server using an HTTP request. The Flash shared object captures and communicates additional device characteristics; such as system information and configuration settings, which adds additional granularity to the Device ID.


E.1.2.2.1 What Data is Collected During Fingerprinting

During the login process, data is gathered about a users device to form the device fingerprint. This data can be broken down into two categories: secure and digital.

Each of these categories has within them a fingerprint and a cookie.

Oracle Adaptive Access Manager uses two types of cookies to perform device identification. One is the secure cookie, also known as browser or persistent cookie, and the other is the digital cookie, also known as the Flash cookie. The terms secure cookie and Flash cookie are terms that will be used in this chapter. Flash uses flash shared object which is stored against the domain/webapp by flash. For the flash cookie name, the key for the value is "vc".

Secure data is gathered from the user's browser. This data includes the user-agent string, and an HTTP cookie value. This cookie value is retrieved from the user's browser upon login. A user-agent string provides information on which browser is being used, its version number, and details about the system, such as operating system and version. For more information about browser characteristics, see Section E.1.2.1, "Secure Cookie and Browser Characteristics."

Digital fingerprint can be based on other custom fingerprints such as Java applet, Quick time, or others. This data includes an array of Flash system capability data, and a Flash Locally Stored Object (LSO). The Flash capability data is used as the digital fingerprint representing the Flash system capabilities. The LSO contains a unique one-time use value that is set every time a user logs in. This value is retrieved using a Flash movie that runs upon login. OAAM also provides fingerprinting with JavaScript. When both JavaScript and Flash fingerprinting are enabled (default), Flash will be used if data is available. When no Flash data is present, JavaScript will be used.

In cases where images are blocked, the cookies might be extracted from the login request itself. Oracle Adaptive Access Manager uses these different modes of collecting the cookies to overcome some technical difficulties imposed by browser or the security settings on the device.


	Hardware/Software	Characteristics
	System	
	
Operation system


	
Flash version


	
Player type


	
Debug version


	
Screen DPI


	
Screen resolution


	
Color screen


	
Screen aspect ratio


	
Video embedded


	
Video encoder


	
Streaming video


	
Supports Video


	
Screen broadcast applications


	
Playback screen broadcast applications


	
Audio card


	
Microphone


	
Audio encoder


	
Streaming audio


	
MP3


	
Native SSL support


	
Printer support


	
Input Method Editor (IME)


	
Manufacturer





	Settings	
	
Audio/Video enabled


	
Accessibility enabled


	
Audio enabled


	
Local file read disabled


	
Language











The Flash type enum is shown below to illustrate the information to be collected for a Flash fingerprint.


#Enum for fingerprint type
vcrypt.fingerprint.type.enum=Enum for fingerprint type
vcrypt.fingerprint.type.enum.flash=2
vcrypt.fingerprint.type.enum.flash.name=Flash
vcrypt.fingerprint.type.enum.flash.description=Flash
vcrypt.fingerprint.type.enum.flash.processor=com.bharosa.uio.processor.device.FlashDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.flash.header_list=avd,acc,a,ae,ev,ime,mp3,pr,sb,sp,sa,sv,tls,ve,deb,l,lfd,m,os,ar,pt,col,dp,r,v
vcrypt.fingerprint.type.enum.flash.search_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.result_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.header_name_nv=avd,Audio/Video disabled by user,acc,Has accessibility,a,Has audio,ae,Had audio encoder,ev,Embedded video, ime, Has input method editor (IME) installed,mp3, Has MP3, pr, Supports printer, sb, Supports screen broadcast applications, sp, Supports playback on screen broadcast applications, sa, Supports streaming audio, sv, Supports streaming video, tls, Supports native SSL, ve, Contains video encoder, deb, Debug version, l, Language, lfd, Is local file read disabled, m, Manufacturer, os, Operating System, ar, Aspect ratio of screen, pt, Player type, col, Is screen color, dp, Dots-per-inch (DPI), r, Screen resolution, v, Flash version
#vcrypt.fingerprint.type.enum.flash.header_value_nv=t,true,f,false
vcrypt.fingerprint.type.enum.flash.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil


The JavaScript type enum is shown below to illustrate the information to be collected for a JavaScript fingerprint.


vcrypt.fingerprint.type.enum.javascript.name=Javascript
vcrypt.fingerprint.type.enum.javascript.description=Javascript
vcrypt.fingerprint.type.enum.javascript.processor=com.bharosa.uio.processor.device.JSDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.javascript.header_list=acn,gl,amv,l,ce,an,av,p,u a,o,je,te,w,h,cd,aw,ah,tzo,mt,pl,osc,prod,prods,bid,pd,cc,dnt
vcrypt.fingerprint.type.enum.javascript.search_list=acn,l,ua
vcrypt.fingerprint.type.enum.javascript.result_list=acn,l,ua
vcrypt.fingerprint.type.enum.javascript.header_name_nv=acn,App code name,gl,Geo location,amv,App minor version,l,Language,ce,Cookies enabled,an,App name,av,App version,p,Platform,ua,User agent,o,Online,je,Java enabled,te,Taint enabled,w,Width,h,Height,cd,Color depth,aw,Available width,ah,Available height,tzo,Timezone offset,mt,Mime types,pl,Plugins,osc,OS CPU,prod,Product,prods,Sub product,bid,Build ID,pd,Pixel depth,cc,CPU class,dnt,Do not track
vcrypt.fingerprint.type.enum.javascript.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil
vcrypt.fingerprint.type.enum.javascript.is_device_fingerprint=true







E.1.2.3 Native Mobile Application

OAAM device fingerprinting is integrated into mobile applications via the Access Management SDK and REST services layer. Developers embed the SDK in their application to collect application ID, operating system, OS version, IP Address, one-time fingerprinting value, GPS/triangulation location, IMEI/MAC. These data elements are used by OAAM to fingerprint and identify the device and run risk evaluations.

Mobile cookies are listed in the following table.


Table E-1 Mobile Cookie

	Attributes	Description
	
IMEI Id

	
IMEI (International Mobile Equipment Identity) ID is the mobile device's unique ID. An IMEI is given to every single mobile phone and is stored in a Equipment Identity Register database. The numbers that make up the IMEI provides information about the type approval code (TAC), the country code, the final assembly code, the manufacturer, and the serial number.


	
MAC Address

	
Network MAC address (Media Access Control address) for the device. The MAC address is a hardware address assigned to a network adapter or any device with built-in networking capability. The MAC address is an ID that is unique to a particular device. It provides numbers representing the company that manufactured or sold the device and numbers specific to the device.


	
OS Type

	
Operating system of the device








The mobile type enum is shown below to illustrate the information to be collected for a mobile fingerprint.


#Enum for fingerprint type
vcrypt.fingerprint.type.enum=Enum for fingerprint type
vcrypt.fingerprint.type.enum.native_mobile=900
vcrypt.fingerprint.type.enum.native_mobile.name=Native Mobile
vcrypt.fingerprint.type.enum.native_mobile.description=Native Mobile implementation using OIC
vcrypt.fingerprint.type.enum.native_mobile.processor=com.bharosa.uio.processor.device.NativeMobileDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.native_mobile.header_list=os.type,os.version,hw.imei,hw.mac_addr
vcrypt.fingerprint.type.enum.native_mobile.header_name_nv=os.type,Operating System Type,os.version,Operating System Version,hw.imei,Hardware IMEI Number,hw.mac_addr,Hardware Mac Address
vcrypt.fingerprint.type.enum.native_mobile.header_value_nv=t,true,f,false





E.1.2.4 IP Intelligence and Historical Context

The combinations of users, devices, locations and other context captured by Oracle Adaptive Access Manager are used to evaluate the probability a device is one identified previously. This evaluation is especially useful when the total amount of device attributes is limited. For example, if user accesses via a browser without a secure cookie of Flash shared object.








E.1.3 Setting Up Standard Fingerprinting

Out of the box, standard fingerprint types are provided and require no setup. The standard fingerprint properties are presented below. You can use these properties as examples for creating custom fingerprint types.


#Reference to the "vcrypt.fingerprint.type.enum" elementId for Digital Device Fingerprinting 
bharosa.uio.default.device.identification.scheme=flash 
 
#Enum for fingerprint type
 
vcrypt.fingerprint.type.enum=Enum for fingerprint type
 
vcrypt.fingerprint.type.enum.browser=1
vcrypt.fingerprint.type.enum.browser.name=Browser
vcrypt.fingerprint.type.enum.browser.description=Browser
vcrypt.fingerprint.type.enum.browser.userAgent=userAgent
vcrypt.fingerprint.type.enum.browser.locallang=localLang
vcrypt.fingerprint.type.enum.browser.localcountry=localCountry
vcrypt.fingerprint.type.enum.browser.localvariant=localVariant
vcrypt.fingerprint.type.enum.browser.header_list=locallang,localcountry,localvariant,userAgent
vcrypt.fingerprint.type.enum.browser.search_list=locallang,userAgent
vcrypt.fingerprint.type.enum.browser.result_list=locallang,userAgent
vcrypt.fingerprint.type.enum.browser.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil
 
vcrypt.fingerprint.type.enum.flash=2
vcrypt.fingerprint.type.enum.flash.name=Flash
vcrypt.fingerprint.type.enum.flash.description=Flash
vcrypt.fingerprint.type.enum.flash.processor=com.bharosa.uio.processor.device.FlashDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.flash.header_list=avd,acc,a,ae,ev,ime,mp3,pr,sb,sp,sa,sv,tls,ve,deb,l,lfd,m,os,ar,pt,col,dp,r,v
vcrypt.fingerprint.type.enum.flash.search_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.result_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.header_name_nv=avd,Audio/Video disabled by user,acc,Has accessibility,a,Has audio,ae,Had audio encoder,ev,Embedded video, ime, Has input method editor (IME) installed,mp3, Has MP3, pr, Supports printer, sb, Supports screen broadcast applications, sp, Supports playback on screen broadcast applications, sa, Supports streaming audio, sv, Supports streaming video, tls, Supports native SSL, ve, Contains video encoder, deb, Debug version, l, Language, lfd, Is local file read disabled, m, Manufacturer, os, Operating System, ar, Aspect ratio of screen, pt, Player type, col, Is screen color, dp, Dots-per-inch (DPI), r, Screen resolution, v, Flash version
#vcrypt.fingerprint.type.enum.flash.header_value_nv=t,true,f,false
vcrypt.fingerprint.type.enum.flash.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil
 
vcrypt.fingerprint.type.enum.flash.avd=Audio/Video disabled by user
vcrypt.fingerprint.type.enum.flash.acc=Has accessibility
vcrypt.fingerprint.type.enum.flash.a=Has audio
vcrypt.fingerprint.type.enum.flash.ae=Had audio encoder
vcrypt.fingerprint.type.enum.flash.ev=Embedded video
vcrypt.fingerprint.type.enum.flash.ime= Has input method editor (IME) installed
vcrypt.fingerprint.type.enum.flash.mp3= Has MP3
vcrypt.fingerprint.type.enum.flash.pr= Supports printer
vcrypt.fingerprint.type.enum.flash.sb= Supports screen broadcast applications
vcrypt.fingerprint.type.enum.flash.sp= Supports playback on screen broadcast applications
vcrypt.fingerprint.type.enum.flash.sa= Supports streaming audio
vcrypt.fingerprint.type.enum.flash.sv= Supports streaming video
vcrypt.fingerprint.type.enum.flash.tls= Supports native SSL
vcrypt.fingerprint.type.enum.flash.ve= Contains video encoder
vcrypt.fingerprint.type.enum.flash.deb= Debug version
vcrypt.fingerprint.type.enum.flash.l= Language
vcrypt.fingerprint.type.enum.flash.lfd= Is local file read disabled
vcrypt.fingerprint.type.enum.flash.m= Manufacturer
vcrypt.fingerprint.type.enum.flash.os= Operating System
vcrypt.fingerprint.type.enum.flash.ar= Aspect ratio of screen
vcrypt.fingerprint.type.enum.flash.pt= Player type
vcrypt.fingerprint.type.enum.flash.col= Is screen color
vcrypt.fingerprint.type.enum.flash.dp= Dots-per-inch (DPI)
vcrypt.fingerprint.type.enum.flash.r= Screen resolution
vcrypt.fingerprint.type.enum.flash.v= Flash version
 
vcrypt.fingerprint.type.enum.monitordata=3
vcrypt.fingerprint.type.enum.monitordata.name=MonitorData
vcrypt.fingerprint.type.enum.monitordata.description=Monitor Data
 
vcrypt.fingerprint.type.enum.applet=999
vcrypt.fingerprint.type.enum.applet.name=Applet
vcrypt.fingerprint.type.enum.applet.description=Applet
vcrypt.fingerprint.type.enum.applet.processor=com.bharosa.uio.processor.device.AppletDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.applet.header_list=java.version,java.vendor,os.name,os.arch,os.version
vcrypt.fingerprint.type.enum.applet.header_name_nv=java.version,Java Version,java.vendor,Java Vendor Name,os.name,Operating System Name,os.arch,Operating System Architecture,os.version,Operating System Version
vcrypt.fingerprint.type.enum.applet.header_value_nv=t,true,f,false
 
vcrypt.fingerprint.type.enum.native_mobile=900
vcrypt.fingerprint.type.enum.native_mobile.name=Native Mobile
vcrypt.fingerprint.type.enum.native_mobile.description=Native Mobile implementation using OIC
vcrypt.fingerprint.type.enum.native_mobile.processor=com.bharosa.uio.processor.device.NativeMobileDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.native_mobile.header_list=os.type,os.version,hw.imei,hw.mac_addr
vcrypt.fingerprint.type.enum.native_mobile.header_name_nv=os.type,Operating System Type,os.version,Operating System Version,hw.imei,Hardware IMEI Number,hw.mac_addr,Hardware Mac Address
vcrypt.fingerprint.type.enum.native_mobile.header_value_nv=t,true,f,false



About the Monitor Data Enum

The monitor data enum controls the data captured and displayed by the OAAM Admin dashboard for metrics.





E.1.4 Setting Up JavaScript Fingerprinting

Out of the box, JavaScript fingerprint types are provided and require no setup. The JavaScript fingerprint properties are presented below for your reference.

JavaScript fingerprint uses HTML 5 stored object as the cookie and uses the key "jc".


OAAM Server Properties for JavaScript Fingerprinting


#Enable / Disable javascript fingerprinting
bharosa.uio.default.javascript.fingerprint.enable = true
#Javascript file that contains js fp script
bharosa.uio.default.javascript.fingerprint.file=js/oaam_fp.js
#URL to post js fp data
bharosa.uio.default.javascript.fingerprint.url=jsFingerprint.do
#Delimiter used between fingerprint
bharosa.uio.default.javascript.fingerprint.delim=&
#Delimiter used between fingerprint list items
bharosa.uio.default.javascript.fingerprint.listDelim=,
#Enable / Disable prompting user for location information
bharosa.uio.default.javascript.fingerprint.location.prompt.enabled=true
#Time in milliseconds to wait for user to respond to location prompt
bharosa.uio.default.javascript.fingerprint.location.prompt.time=6000



Properties for JavaScript Fingerprint Type Configuration


vcrypt.fingerprint.type.enum.javascript.name=Javascript
vcrypt.fingerprint.type.enum.javascript.description=Javascript
vcrypt.fingerprint.type.enum.javascript.processor=com.bharosa.uio.processor.device.JSDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.javascript.header_list=acn,gl,amv,l,ce,an,av,p,ua,o,je,te,w,h,cd,aw,ah,tzo,mt,pl,osc,prod,prods,bid,pd,cc,dnt
vcrypt.fingerprint.type.enum.javascript.search_list=acn,l,ua
vcrypt.fingerprint.type.enum.javascript.result_list=acn,l,ua
vcrypt.fingerprint.type.enum.javascript.header_name_nv=acn,App code name,gl,Geo location,amv,App minor version,l,Language,ce,Cookies enabled,an,App name,av,App version,p,Platform,ua,User agent,o,Online,je,Java enabled,te,Taint enabled,w,Width,h,Height,cd,Color depth,aw,Available width,ah,Available height,tzo,Timezone offset,mt,Mime types,pl,Plugins,osc,OS CPU,prod,Product,prods,Sub product,bid,Build ID,pd,Pixel depth,cc,CPU class,dnt,Do not track
vcrypt.fingerprint.type.enum.javascript.header_value_nv=t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,sk,Slovak,sv, Swedish,th,Thai,tr,Turkish,BR,Brazil
vcrypt.fingerprint.type.enum.javascript.is_device_fingerprint=true



Resource Bundle Values for Admin Fingerprint Value Display

The fingerprint definition enum contains name value pairs of the attributes as below:


vcrypt.fingerprint.type.enum.javascript.header_name_nv=acn,App codename,gl,Geo location,amv,App minor version,l,Language,ce,Cookiesenabled,an,App name,av,App version,p,Platform,ua,User agent,o,Online,je,Javaenabled,te,Taint enabled,w,Width,h,Height,cd,Color depth,aw,Availablewidth,ah,Available height,tzo,Timezone offset,mt,Mime types,pl,Plugins,osc,OSCPU,prod,Product,prods,Sub product,bid,Build ID,pd,Pixel depth,cc,CPUclass,dnt,Do not track


In the resource file, you specify for each name and its display string.


 .
vcrypt.fingerprint.type.enum.javascript.acn=App code name
vcrypt.fingerprint.type.enum.javascript.gl=Location
vcrypt.fingerprint.type.enum.javascript.amv=App minor version
vcrypt.fingerprint.type.enum.javascript.l=Language
vcrypt.fingerprint.type.enum.javascript.ce=Cookies enabled
vcrypt.fingerprint.type.enum.javascript.an=App name
vcrypt.fingerprint.type.enum.javascript.av=App version
vcrypt.fingerprint.type.enum.javascript.p=Platform
vcrypt.fingerprint.type.enum.javascript.ua=User agent
vcrypt.fingerprint.type.enum.javascript.o=Online
vcrypt.fingerprint.type.enum.javascript.je=Java enabled
vcrypt.fingerprint.type.enum.javascript.te=Taint enabled
vcrypt.fingerprint.type.enum.javascript.w=Width
vcrypt.fingerprint.type.enum.javascript.h=Height
vcrypt.fingerprint.type.enum.javascript.cd=Color depth
vcrypt.fingerprint.type.enum.javascript.aw=Available width
vcrypt.fingerprint.type.enum.javascript.ah=Available height
vcrypt.fingerprint.type.enum.javascript.tzo=Timezone offset
vcrypt.fingerprint.type.enum.javascript.mt=Mime types
vcrypt.fingerprint.type.enum.javascript.pl=Plugins
vcrypt.fingerprint.type.enum.javascript.osc=OS CPU
vcrypt.fingerprint.type.enum.javascript.prod=Product
vcrypt.fingerprint.type.enum.javascript.prods=Sub Product
vcrypt.fingerprint.type.enum.javascript.bid=Build ID
vcrypt.fingerprint.type.enum.javascript.pd=Pixel depth
vcrypt.fingerprint.type.enum.javascript.cc=CPU class
vcrypt.fingerprint.type.enum.javascript.dnt=Do not track





E.1.5 Disabling Flash or Javascript Fingerprinting

Both Flash and Javascript fingerprinting are enabled by default where Flash is given higher priority. You cannot change the priority (Flash is given priority since it contains more data). Each can be disabled individually. The properties are as follows:


bharosa.uio.default.flash.fingerprint.enable
bharosa.uio.default.javascript.fingerprint.enable





E.1.6 Native Integration and Device Fingerprinting

The most recent OAAM Sample Application that illustrates API integration can be downloaded from the Oracle Technology Network at:

http://www.oracle.com/technetwork/index.html


APIs Used in Device Fingerprinting

Table E-2 lists the APIs used for device fingerprinting.


Table E-2 Device Fingerprinting APIs

	Module	APIs	Description
	
Server

	
VCryptTracker::updateLog()

APIs that construct the fingerprint are:

	
VCryptServletUtil.getBrowserFingerPrint(userAgent, language, country, variant);


	
VCryptServletUtil.getFlashFingerPrint(client, fpStr);




	
For method details on updateLog(), see the Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.


	
Oracle Adaptive Access Manager Sample

	
handleJump.jsp

	
handleJump.jsp:

	
Sets the client's time zone


	
Sets a secure cookie


	
Sets the browser fingerprint


	
Sets the status to pending


	
Calls the pre-authentication rules; expects ALLOW to allow the user to proceed or BLOCK or ERROR to stop the user from continuing


	
Stores the session data bharosaSession


	
Forwards the user to the password page password.jps





	
Oracle Adaptive Access Manager Sample

	
handleFlash.jsp

	
handleFlash.jsp sets the Flash cookie if the browser is Flash-enabled.









Cookies in Device Fingerprinting

The following sample code shows how to fingerprint the device using browser and Flash cookies. See the code in handleFlash.jsp for details:


//Get Browse/Secure cookie
String secureCookie = getCookie(request, "bharosa");
Locale locale = request.getLocale();
String browserFp = VCryptServletUtil.getBrowserFingerPrint(request.getHeader("user-agent"),
locale.getLanguage(),
locale.getCountry(), locale.getVariant());
 
 
 
String client = request.getParameter("client");
String fpStr = request.getParameter("fp");
String flashFp = bharosaHelper.constructFlashFingerPrint( client, fpStr );
 
//Get the flash cookie
String flashCookie = request.getParameter("v");
CookieSet cookieSet = bharosaHelper.fingerPrintFlash(bharosaSession, bharosaSession.getRemoteIPAddr(), request.getRemoteHost(),
BharosaEnumAuthStatus.PENDING, secureCookie, browserFp, flashCookie, flashFp);





E.1.7 Setting Up Flash Fingerprinting in a Native Integration

For specifics of Flash Fingerprinting within an Oracle Adaptive Access Manager native integration, refer to Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.






E.1.8 Setting Up Custom Fingerprinting

OAAM allows you to display and search for custom fingerprinting data generated by a custom device identification applet along with the standard available fingerprint data in various details tabs and pages. Custom fingerprint information is available for native Mobile and applet.

This section provides information on how to create fingerprint types so that Oracle Adaptive Access Manager can capture information about the devices that a user uses when accessing protected applications. Fingerprint types are contained in the oaam_custom.properties. If you want fingerprint types that are not provided out of the box, you must modify your oaam_custom.properties file to include these types at the time of deployment.

	
Open the oaam_custom.properties file in the WEB-INF/classes/bharosa_properties directory of the oracle.oaam.extensions.war file.


	
Add the enumeration for the fingerprint you want to capture. See Section E.1.3, "Setting Up Standard Fingerprinting" for format of the fingerprint enumeration.


	
Set the property bharosa.uio.default.device.identification.scheme to the type of fingerprint you want to capture.

For example, the vcrypt.fingerprint.type.enum elementId for digital device fingerprinting is:


bharosa.uio.default.device.identification.scheme=flash









E.1.9 Modifying the Mobile Device Fingerprint in a Native Integration

Out of the box OAAM provides a default mobile device fingerprint consisting of the following attributes:

	
Operating System Type


	
Hardware IMEI Number


	
Hardware MAC Address




These are specified through the enum element named vcrypt.fingerprint.type.enum.native_mobile. You can use the Properties editor option of OAAM Admin Console to view the attributes of this enum element.

To add mobile fingerprint attributes to capture:

	
Log in to the OAAM Admin Console.


	
In the Navigation pane, double-click Properties under the Environment node. The Properties Search page is displayed.


	
Enter vcrypt.fingerprint.type.enum.native_mobile in the Name field and click Search.

You should see the attributes of the property in the Search Results section.


	
If you must add more attributes that identify your mobile device, enter vcrypt.fingerprint.type.enum.native_mobile.header_list in the Name field and click Search.


	
Click to select the property in the Search Results section, add the list of attributes and click Save.


	
To provide the mapping of attributes to their display value, enter vcrypt.fingerprint.type.enum.native_mobile.header_name_nv in the Name field and click Search.


	
Click to select the property in the Search Results section, add the mapping attributes, and click Save.


	
To provide the mapping of actual value to the display value, enter vcrypt.fingerprint.type.enum.native_mobile.header_value_nv in the Name field and click Search.


	
Click to select the property in the Search Results section, add the actual value to display, and click Save.




Note: Do not add attributes that are very dynamic in nature like IP Address, and so on, as mobile device fingerprint attributes. Add only those that can uniquely identify the device.

The following example shows a mobile fingerprint enum:


vcrypt.fingerprint.type.enum.native_mobile=900
vcrypt.fingerprint.type.enum.native_mobile.name=Native Mobile
vcrypt.fingerprint.type.enum.native_mobile.description=
Native Mobile implementation using Mobile and Social
vcrypt.fingerprint.type.enum.native_mobile.processor=
     com.bharosa.uio.processor.device.NativeMobileDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.native_mobile.header_list=
      os.type,os.version,hw.imei,hw.mac_addr
vcrypt.fingerprint.type.enum.native_mobile.header_name_nv=
       os.type,Operating System Type,os.version,Operating System Version,
       hw.imei,Hardware IMEI Number,hw.mac_addr,Hardware Mac Address
vcrypt.fingerprint.type.enum.native_mobile.header_value_nv=t,true,f,false





E.1.10 Viewing Fingerprinting Data

OAAM allows you to display fingerprinting data in various details tabs and pages.


E.1.10.1 Session Details

To view information about secure and digital cookies, proceed as follows:

	
From the navigation tree, double-click the Sessions node.


	
Search for the session you are interested in viewing details about.


	
In the Search Results table, click the Session ID of the session of interest. The Session Details page for that session is displayed.


	
Click the Device tab.

In Basic Information, you can view the Device ID, Device Type, and Browser.

In Fingerprinting Details, you can view fingerprint type and its parameter in a hierarchical tree format. The Fingerprint Details section lists fingerprints created for the device during login.








E.1.10.2 User Details: Fingerprint Data

This tab shows all the fingerprint (browser, flash, custom) information collected when a particular user logs in. Custom fingerprint information can be collected for Native Mobile and Applet. For information, see Section 6.11.7, "User Details: Fingerprint Data."

	
Click the User ID or User Name link from the Sessions page for a valid user.

The User Details page is displayed.


	
Click the Fingerprints tab.

This tab lists fingerprints created for the user during login.








E.1.10.3 Location Details: Fingerprints Tab

This tab lists fingerprints created for the location during login.

	
From the results of a session search, click the country, state, city, or IP link.

The Location Details page for that country, state, city, or IP is displayed.


	
Click the Fingerprint Data tab.


	
Search by Fingerprint ID and Fingerprint type.





Figure E-1Location Details: Fingerprint Data

[image: Description of Figure E-1 follows]









E.1.10.4 Device Details

To open the Device Detail pages, proceed as follows:

	
Click the Device ID link in the Session search page or other pages.

The Device Details page is opened and shows additional details.


	
View the Summary tab.

The following general data is displayed:

	
Device ID


	
Device Type


	
External Device ID


	
Browser


	
Operating System


	
Create Time


	
Last Used On








E.1.10.4.1 Device Details: Summary Tab

The Fingerprint panel of the summary tab shows fingerprint information.

The Fingerprint Details section of the Device Detail summary page lists fingerprints created for the device during login. Out of the box, OAAM supports browser, mobile application, and digital fingerprints. OAAM provides the framework so users can fingerprint types other than browser, flash, and JavaScript if needed. A digital fingerprint refers to a Flash, JavaScript, or a custom fingerprint defined by the user.


Table E-3 Device Details Fingerprint Information

	Device Details Fingerprint Tab	Description
	
Browser Fingerprint

	
When the user accesses the system, OAAM collects information about the computer. By combining all that data, the site creates a fingerprint of the user's browser. This fingerprint could potentially uniquely identify the user. Information gathered that makes up the browser fingerprint include the browser type used, extensions installed, system fonts, and the configuration and version information from the operating system, and whether or not the computer accepts cookies.

Information is shown such as:

	
ID


	
Browser


	
Local Country


	
Local Language


	
Local Variant


	
Operating System


	
User Agent





	
Digital Fingerprint

	
Information is shown for Flash, JavaScript, or a custom fingerprint defined by the user.

The fields show information such as:

	
ID


	
Digital Fingerprint Type


	
Aspect Ratio of Screen


	
Audio/Video disabled by user


	
Contains video encoder


	
Debug version


	
Dots per inch


	
Embedded video


	
Flash version


	
Has audio encoder


	
Has MP3


	
Has accessibility


	
Has audio


	
Has input method editor installed


	
Is local file read disabled


	
Is screen color


	
Language


	
Manufacturer


	
Operating System


	
Player type


	
Screen resolution


	
Supports native SSL














E.1.10.4.2 Device Details: Fingerprint Data Tab

This tab lists fingerprints created for the device during login.


Figure E-2Device Details: Fingerprint Data

[image: Description of Figure E-2 follows]











E.1.10.5 Fingerprint Details Page

To view digital fingerprint details, click the Digital Fingerprint ID link from the session details or listing page.

To view browser fingerprint details, click the Browser Fingerprint ID link from the session details or listing page.

The Fingerprint Details page opens with additional details.


E.1.10.5.1 Fingerprint Details: Summary Tab

The Fingerprint Details Summary page shows general fingerprint information and the data collected during device fingerprinting.

The Fingerprint Details Summary tab shows the fingerprinting type (Flash, browser, custom) and parameters.

The Fingerprint Details Summary page shows general fingerprint information and the data collected during device fingerprinting.

The Fingerprint Details Summary tab shows the fingerprinting type (browser, digital, or custom) and parameters.

Figure E-3 shows the collected digital fingerprint details in the Summary tab.


Figure E-3Digital Fingerprint Details Shown

[image: Description of Figure E-3 follows]






Figure E-4 shows the collected browser fingerprint details in the Summary tab.


Figure E-4Browser Fingerprint Details Shown

[image: Description of Figure E-4 follows]









E.1.10.5.2 Fingerprint Details: Users Tab

This tab lists all the users who used the fingerprint during the time frame specified. The Users tab of the Fingerprint Details page enables you to determine which users and how many times the fingerprint was used for each user during the login process.


Figure E-5Fingerprint Details: User

[image: Description of Figure E-5 follows]









E.1.10.5.3 Fingerprint Details: Devices Tab

This tab lists all devices for which the fingerprint was used.


Figure E-6Fingerprint Details: Devices

[image: Description of Figure E-6 follows]






The Device tab of the Fingerprint Details page enables you to determine which devices and how many times the fingerprint was used for each device during login process.





E.1.10.5.4 Fingerprint Details: Locations Tab

This tab lists all locations for which the fingerprint was used.


Figure E-7Fingerprint Details: Locations

[image: Description of Figure E-7 follows]






The Locations tab of the Fingerprint Details page enables you to determine which locations and how many times the fingerprint was used for each location during the login process.





E.1.10.5.5 Fingerprint Details: Sessions Tab

This tab lists of login sessions in which the fingerprint was generated for a particular period.


Figure E-8Fingerprint Details: Sessions
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E.1.10.5.6 Fingerprint Details: Alerts Tab

This tab lists alerts that have been triggered for this device within the time frame specified in the search criteria.


Figure E-9Fingerprint Details: Alerts
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E.1.10.5.7 Fingerprint Details Tasks

This section describes how to obtain information through the use of the Fingerprint Details pages.


View digital fingerprint details

To view digital fingerprint details, click the Digital Fingerprint ID link from the session details or listing page.

The Fingerprint Details page opens with additional details.


View browser fingerprint details

To view browser fingerprint details, click the Browser Fingerprint ID link from the session details or listing page.

The Fingerprint Details page opens with additional details.


Search and view the different users for which the fingerprint was used

To search and view the different users for which the fingerprint was used:

	
Click the Fingerprint ID link in the Session details or listing page.

The Fingerprint Details page is opened and shows additional details.


	
Click the Users tab.

This tab lists all the users who used the fingerprint during the time frame specified.


	
Search for the different users for which the fingerprint was used using the filter parameters.





Search and view the different devices for which the fingerprint was used

To search and view the different devices for which the fingerprint was used:

	
Click the Fingerprint ID link in the Session details or listing page.

The Fingerprint Details page is opened and shows additional details.


	
Click the Devices tab.

This tab lists all devices for which the fingerprint was used.


	
Search for the different devices for which the fingerprint was used using the filter parameters.

This report enables you to see which devices were used and how many times the fingerprint was used for each device during login process.





Search and view the different locations for which the fingerprint was used

To search and view the different locations for which the fingerprint was used:

	
Click the Fingerprint ID link in the Session details or listing page.

The Fingerprint Details page is opened and shows additional details.


	
Click the Locations tab.

This tab lists all locations for which the fingerprint was used.


	
Search for the different locations for which the fingerprint was used using the filter parameters.

This report enables you to see which locations and how many times the fingerprint was used for each location during login process.





Search and view all the login sessions or search login sessions for a particular period for the fingerprint

To search and view all the login sessions or search login sessions for a particular period for the fingerprint:

	
Click the Fingerprint ID link in the Session details or listing page.

The Fingerprint Details page is opened and shows additional details.


	
Click the Sessions tab.

This tab lists of login sessions in which the fingerprint was generated for a particular period.


	
Search and view all the login sessions or search login sessions by the Session Date for the fingerprint.

Searching by Session Date gets all the sessions during which the device logged in for the given time duration.










E.1.10.6 Alerts Details: Fingerprint Data

This tab displays the fingerprint information used when the alert was triggered during the time frame specified.


Figure E-10Alert Details: Fingerprint Data

[image: Description of Figure E-10 follows]














E.2 Device Identification

Oracle Adaptive Access Manager uses dozens of attributes to recognize and "fingerprint" the device you typically use to login, providing greater "coverage" for an institution. Concepts about device identification are provided in this section.



E.2.1 Assigning the Device ID

The first time the user logs in, OAAM captures a unique combination of attributes of the device. At this point, the user does not have any cookie because he is logging in for the first time; therefore, the OAAM Server must process the device fingerprint data and determine if the device has ever been seen before. If the combination is found in the OAAM database, for example, a user's wife used the device, OAAM knows it is the same device and assigns the same Device ID to the user.

Oracle Adaptive Access Manager generates a unique secure cookie for each Device ID being created. The secure cookie stored by OAAM in the client's browser is merely a tracking cookie:

	
It does not store any information about the user.


	
It is only used to track if the user had logged in from this browser before to identify a device.


	
It is valid for a single user only.




Device ID is not based on cookie. For each device OAAM stores the cookie value it is expecting next. OAAM looks for the same cookie the next time any user logs in from the device. If OAAM is able to find this cookie in the browser, it compares this cookie with an expected value. If the two values match, OAAM does not look at the Flash data. It goes no further because it knows that the request has come from a previously used device; hence the Device ID is reused.

If it does not match, it may be a stale or a modified cookie, so it is ignored. This cookie is discarded and a new cookie is generated. In this case, configured rules are triggered and a higher score results and a new Device ID is generated. If the cookie is not present in the browser, it is a new request. If the OAAM cookies are not set on the browser, OAAM looks at the Flash shared object. If Flash is not enabled, OAAM looks at the browser user agent string data along with other contextual data available in the session. OAAM looks at and determines if the combination came in before from somewhere else so that it can potentially assign the same Device ID.

If the user disables the cookies on the browser side and prevents the cookies to be set, a default Device ID is given. The Device ID is then based on the other attributes such as the user-agent string.

If the user deletes his cookies, a new Device ID is generated.


Different Web Browser/Different Device ID

When using web browser based fingerprinting, by design each web browser will be given its own unique device identifier except when using Internet Explorer and Mozilla Firefox web browsers installed on the same laptop. In other cases with web browsers which are installed on the same laptop, the device may appear as two distinct Device IDs in the OAAM Admin Console because OAAM is profiling all the Device IDs used in a deployment both in relation to users and independently.


Internet Explorer and Mozilla Firefox Use/Same ID if Flash Available

If Flash is available, the device identifier would be the same even if you use Mozilla Firefox and Internet Explorer on the same machine. This is true only for Mozilla Firefox and Internet Explorer. Other web browsers might act differently. For example, if you use Chrome, a different device identifier results.


Only a Subset of Data is Available

The identification logic and policies are designed to deal with scenarios where only a subset of the data is available. If only the browser user agent string is available the OAAM logic will look at context data such as the composition of devices the user has used previously and locations the user has accessed from in the past. It automatically deals with situations where a user either deletes the cookies and Flash Shared Object or does not have them enabled at all.

OAAM will assign a new ID for a short period (3 logins) then revert back to the first ID from there on if a user's behavior is consistent (same user and IP for example). The device fingerprinting logic also accounts for common changes in device data such as an operating system or browser upgrade.

This scenario shows a what occurs if a user deletes both their secure cookie and Flash shared object after every session but the other data stays consistent across sessions. The OAAM device identification logic and policies determine that after three successful fingerprints the device can be recognized as a consistent Device ID.


	Ses	User	IP	User Agent	Secure Cookie	Flash cookie	Flash cookie Data	Action
	1	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	No expected,
No cookie, Cookies enabled, Set

	No DC expected,
No FSO, Installed and set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	New device
1234


	2	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	Cookie expected,
No cookie, Cookies enabled, Set

	DC expected,
No FSO, Installed, Set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	New device
1235


	3	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	Cookie expected,
No cookie, Cookies enabled, Set

	DC expected,
No FSO, Installed, Set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	New device
1236


	4	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	Cookie expected,
No cookie, Cookies enabled, Set

	DC expected,
No FSO, Installed, Set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	New device
1237


	5	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	Cookie expected,
No cookie, Cookies enabled, Set

	DC expected,
No FSO, Installed, Set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	Device by browser data
1234


	6	jsmith	1.1.1.1	Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.28) Gecko/20120306 Firefox/3.6.28	Cookie expected,
No cookie, Cookies enabled, Set

	DC expected,
No FSO, Installed, Set

	Type=Flash, Screen Aspect=1.0, A/V Disabled=F, Video Encoder=T …	Device by browser data
1234









Cookies Match /Different Fingerprint

There are cases where the user's cookies match, but he has a different fingerprint, for example, the user changed his resolution, OAAM gives the device the same Device ID, but a different score. The device looks the same, but it might be considered suspicious, so the risk score is raised based on what has changed. The Device ID is the same because he came in with the same cookie (cookies match), but the Flash is different from what it was before.





E.2.2 Device Identification Policies

The Device ID is determined by the configuration of the rules and trigger combinations.

Oracle Adaptive Access Manager uses the policy engine for many purposes including business logic to drive user experience, risk analysis and device identification. The device identification policies are designed to function for all customer deployments.




	
Note:

Oracle does not recommend or support alterations to the device identification policies.







The following list of policies are used for device identification and should therefore never be deleted or altered in any way.

	
OAAM Base Device ID Policy


	
OAAM Mobile Device ID Policy (mainly used for Oracle Access Management Mobile and Social integrations)


	
OAAM Device ID Policy


	
OAAM System Deep Analysis Flash Policy


	
OAAM System Deep Analysis No Flash Policy







	
Note:

The OAAM System Deep Analysis Flash Policy and OAAM System Deep Analysis No Flash Policy will not be covered in this chapter.







All the actions of the policies are taken from the trigger combination. Device ID depends heavily on trigger combinations.

For information on policies and trigger combinations, see Chapter 10, "OAAM Policy Concepts and Reference."


E.2.2.1 OAAM Base Device ID Policy

The OAAM Base Device ID Policy determines which Device ID policy to run for the client device identification.

The Base ID policy contains one rule to check if the user is a mobile user and if the login is coming in from a Mobile and Social integration. The rules contains two conditions:

	
The Device: Check if device is using Mobile Browser condition checks whether the current device is using a mobile browser to access the website. This is based on the user agent.


	
The Device: Browser header substring condition checks whether the supplied string exists as a substring in the browser header information.




The Base Device ID Policy trigger combinations determine all actions to be taken.

If the device is mobile and coming in from a Mobile and Social type of integration, OAAM runs the Mobile Device ID policy. If the device is not mobile and is coming in from a UIO deployment or a more traditional deployment, OAAM runs the Device ID policy.

For information on the OAAM Base Device ID Policy, see Section 10.5.2, "OAAM Base Device ID Policy."





E.2.2.2 OAAM Mobile Device ID Policy

The OAAM Mobile Device ID Policy identifies the mobile devices specific to Oracle Access Management Mobile and Social (Mobile and Social) integrations.

The OAAM Mobile Device ID policy contains three rules:

	
Mobile Cookie Valid with the Device ID: Is cookie value condition.

The Device ID: Is Cookie valid condition determines if there is a valid node for the given cookie.


	
Mobile Known Header Match with the Device ID: Header data match condition.

The Device ID: Header data match condition determines if the header is a match.


	
Mobile Device Data Present with the Device ID: Header data present condition.

The Device ID: Header data present condition determines if the header data is present.




All the actions are taken by the Mobile Device ID Policy trigger combinations. They check if there is already a mobile device assigned or if OAAM needs to assign a new one:

	
If the mobile cookie is valid and the device matches, OAAM finds the device by the mobile cookie itself.


	
If the mobile cookie is valid, but the header does not match, OAAM identifies the device by mobile cookie, but there may be some suspicion. Question might arise such as: Why would the header not match? Was there an upgrade? Was the mobile cookie copied from somewhere? Because of the suspicion, a high score is generated.


	
If the mobile cookie is completely not valid at all, which usually means the user is coming in new, a new Device ID is issued and a score of 200 is generated.


	
If there is no mobile cookie present which could mean that the user is always not coming in from the mobile cookie because everything has been disabled, OAAM tries to check if the device always comes in with no mobile cookie and assigns it a standard Device ID.




For information on the OAAM Mobile Device ID Policy, see Section 10.5.3, "OAAM Mobile Device ID Policy."





E.2.2.3 OAAM Device ID Policy

The OAAM Device ID Policy determines if the device should be identified by an existing ID or if a new one should be issued. It contains ten rules.

The Device ID policies check if the browser cookie is valid, if the Flash cookie is valid, if Flash is completely disabled, if Flash is present at all, if the browser fingerprint matches, if the Flash fingerprint matches, if the cookie matches, and other rules. The rules look for certain conditions. If you have customized device identification, you can use these rules or you can use completely new rules through custom development.

OAAM Device ID Policy contains ten rules.

	
The Browser Cookie Valid rule contains the Device ID: Browser Cookie Valid condition.

The Device ID: Browser Cookie Valid condition determines if there is a valid cookie node for a given device value.


	
The Flash Cookie Valid rule contains the Device ID: Flash Cookie Valid condition.

The Device ID: Flash Cookie Valid condition determines if there is a valid node for the given cookie value.


	
The Flash Cookie Disabled rule contains the Device ID: Flash Cookie Disabled condition.

The Device ID: Flash Cookie Disabled condition determines if the cookie is disabled for the user based on the history.


	
The Browser Cookie Disabled rule contains the Device ID: Browser Cookie Disabled condition.

The Device ID: Browser Cookie Disabled condition determines if the browser cookie is disabled for the user based on history.


	
Browser Cookie Present rule contains the Device ID: Browser Cookie Present condition.

The Device ID: Browser Cookie Present condition determines if the cookie value is empty or not empty. The validation check is not included.


	
The Flash Cookie Present rule contains the Device ID: Flash Cookie Present condition.

The Device ID: Flash Cookie Present condition determines if the cookie value is empty or not empty. The validation check is not included.


	
The Browser FP match rule contains the Device ID: Header data match condition.

The Device ID: Header data match condition determines if the header data matches.


	
The Flash FP match rule contains the Device ID: Header data match condition.

The Device ID: Header data match condition determines if the header data matches.


	
The Cookie match rule contains the Device ID: Cookies Match condition.

The Device ID: Cookies Match condition checks the tracker node matches for both cookies.


	
The Flash Data Present rule condition contains the Device ID: header data present condition.

The Device ID: header data present condition determines if the header data is present.




Two trigger combinations will be explained to illustrate how the Device ID policy works. Each row in a trigger combination is one rule presented in the policy. Each vertical column represent the combination of the rules being triggered or not triggered.


Figure E-11Device ID Policy Trigger Combinations 1-3

[image: Description of Figure E-11 follows]






The first column represents a situation where the browser fingerprint match, the Flash fingerprint matches, and the cookies match. If this is the case, the action generated is OAAM device identified by secure cookie. OAAM uses that cookie and if there is already an existing device that uses the cookie, then, OAAM assigns that particular device to the session.

If the user logs in as a separate user from the same device or the same browser, the cookies are the same as well. Even if the user logs in as a different user, he arrives at the same device.

Sometimes it is logical not to use any score, but only generate an action or alert. In column 1, the cookies matched so OAAM reuses the device identified by the secure cookie.

The second column is a second set of conditions. If the first set of conditions were not met, OAAM proceeds to the second column. If the first set of conditions were met, no other column is executed. If not, OAAM proceeds to the second column.

Some of the columns have scores to generate if the conditions are met because the situation appears suspicious, for example in the second column, if the Flash cookie did not match, but the browser cookie matches. OAAM identifies the device by browser fingerprint, but does not understand why the device does not have Flash present, so OAAM generates a score. In this instance, the situation appears suspicious because Flash is not present. In any other policies downstream that generate scores that score will be factored in (the score will be used in post-authentication or challenge). This is called device risk gradient, a pre-conditions in rules. You cannot use the score in the Device Identification because the score is the result of this checkpoint.







E.2.3 Native Integration and Device ID

In addition to delivering the rules result, the Rules Engine can return a device ID, an internal Oracle Adaptive Access Manager identifier for the device used for the login session.




	
Note:

The most recent OAAM Sample Application that illustrates API integration can be downloaded from the Oracle Technology Network at:
http://www.oracle.com/technetwork/index.html










.NET Sample Code to Obtain the Device ID

The following sample code illustrates how the device ID is obtained:


VCryptRulesResult rulesResult = proxy.processRules ...);
 
If (!rulesResult.Response.IsSuccess) {
 BharosaTrace.Error("Error running rules " + rulesResult.Response.ErrorMessage);
}
Long deviceId = rulesResult.DeviceId;





	
Important:

The code shown assumes that:
	
You are using Oracle Adaptive Access Manager 10.1.4.5 or above


	
You have set the property bharosa.tracker.send.deviceId to true in Oracle Adaptive Access Manager:


bharosa.tracker.send.deviceId=true













Java Sample Code to Obtain the Device ID

The following code sample illustrates how to obtain a device ID:


VCryptRulesResult rulesResult = new
VCryptRulesEngineImpl().processRules(<params..>);
 
If (!rulesResult.getVCryptResponse().isSuccess()) {
 
     Logger.error("Error running rules " + 
     rulesResult.getVCryptResponse().getErrorMessage());
 
}
 
Long deviceId = rulesResult.getDeviceId();
 


When obtaining a device ID, ensure that:

	
The Oracle Adaptive Access Manager version is 10.1.4.5 or above


	
The property bharosa.tracker.send.devideId is set to true, so the device ID can be captured:


bharosa.tracker.send.deviceId=true









E.2.4 Extending Device Identification

For most typical deployments, the out-of-the-box device identification satisfies client requirements, but you may be looking to have the ability to extend that process and include additional information in the fingerprint. Out-of-the-box device identification uses data from the browser and OAAM Flash movie. The following are the typical scenarios when you could consider extending device identification:

	
The OAAM Flash movie cannot be used to obtain client details as the client side browser does not support Flash. For example, iPhone, iPad, and so on.


	
There is a need to extract stronger device identification data from the client using a non-Flash extension that can run inside the browser




Starting from the 11.1.1.5 release of OAAM a framework exists that you can use to extend device identification and implement in both native integrations, and non-native integrations. The framework is separated into the client side extension, and the OAAM server device identification extension.


E.2.4.1 Prerequisites

The prerequisites for performing tasks to extend device identification in Oracle Adaptive Access Manager are provided in the following list:

	
You have knowledge of Java programming language since a custom device identification extension must be developed using Java.


	
You have determined what pieces of information about client device must be collected and what technology will be used to collect that. Typical technologies you can consider are applets, JavaScript, and so on.


	
You understand the process of developing and deploying the OAAM Extensions Shared Library.

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.








E.2.4.2 Developing a Custom Device Identification Extension

The custom device identification extension is software that extends the out-of-the-box device identification provided by Oracle Adaptive Access Manager.


E.2.4.2.1 Implement the Client Side Extension

Implementing the client side extension that can run in the client browser involves coding the extension using the appropriate technology.

The client side extension can be implemented in any technology if it can satisfy the following requirements:

	
It can run on the client side browser without altering the web page. It is invisible and does not alter user control flow.

The technology chosen to implement the client side extension must run in the context of the user's browser. Technologies such as Flash, JavaScript, Java Applets are typical choices.


	
It can communicate with OAAM Server and post data using the HTTP protocol.

The fingerprint data and secure cookie must be sent to the OAAM server if the standard integration is using the HTTP POST method.


	
Very Important: It can use the existing OAAM "HTTP Session" while posting the data. This is very important for the device identification to work properly.

The data sent to the server must be sent in the context of the user's session in order for the fingerprinting data to be associated with the user's login. The presence of a valid JSESSIONID is required for this to work.


	
The list of data/values that are collected by the extension uniquely identifies a client device.

In general the fingerprints collected by OAAM should be as unique as possible given the data constraints imposed by the user's device. When extending device identification, this is the best opportunity to gather additional data to uniquely identify a user's device.


	
The extension can retrieve and store a cookie equivalent on the client computer.

The concept of a secure cookie is core to the device fingerprinting process. The device identification must support the capability to store and retrieve the value provided to the extension by the OAAM server.


	
The extension can submit the following parameters to flashFingerprint.do URL on OAAM Server using HTTP Post:

Note: This requirement is only relevant when using the standard OAAM implementation.


Table E-4 Parameters to flashFingerprint.do URL

	Name of the parameter	Description
	
client

	
Name of the client extension. A constant value that indicates the extension type.


	
fp

	
Concatenated string that has all the name-value pairs that identify the client side. Name-value pairs is concatenated using "&" and name-value is separated using "=".

Example: If os_name and os_version are collected by extension then the fp string value looks like "os_name=windows&os_version=7


	
<as determined by the implementation>

	
Send the cookie equivalent value stored/maintained by the client extension.














E.2.4.2.2 Add Properties Related to Custom Device Identification Extension to OAAM Extensions Shared Library

The static values are related to the properties that need to be defined within the OAAM Server to make it aware of the new extension.

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.

To create custom fingerprint types, proceed as follows:

	
Open the oaam_custom.properties file of the OAAM Extensions Shared Library war.


	
Add the following properties as enum element to vcrypt.fingerprint.type.enum.

Note: Replace <extension-name> with a string that represents your extension. Do not use the strings 'flash', 'browser' as they are already used by the OAAM product.


Table E-5 vcrypt.fingerprint.type.enum elements

	Property Name	Value Description
	
vcrypt.fingerprint.type.enum.<extension-name>

	
Integer value above 100


	
vcrypt.fingerprint.type.enum. <extension-name>.name

	
Name that represents the extension


	
vcrypt.fingerprint.type.enum. <extension-name>.description

	
Description of the extension


	
vcrypt.fingerprint.type.enum. <extension-name>.processor

	
Fully qualified java class name of the processor class that implements device identification logic on the server side. See the next section for details on how to implement this class.


	
vcrypt.fingerprint.type.enum. <extension-name>.header_list

	
Comma separated list of data that is collected by the client side extension.


	
vcrypt.fingerprint.type.enum. <extension-name>.header_name_nv

	
Comma separated list of data and readable name of those data.


	
vcrypt.fingerprint.type.enum. <extension-name>. header_value_nv

	
Comma separated list of mappings of value to readable string of those values


	
bharosa.uio.default.device.identification.scheme

	
<extension-name>

Note: This is very important for OAAM to use the custom device identification








	
Set the fingerprint scheme to the fingerprint type enum element ID/key.

For example:

bharosa.uio.default.device.identification.scheme=flash





Example

The following Flash fingerprint type is shown as an example.


vcrypt.fingerprint.type.enum.flash=2
vcrypt.fingerprint.type.enum.flash.name=Flash
vcrypt.fingerprint.type.enum.flash.description=Flash
vcrypt.fingerprint.type.enum.flash.processor=
    com.bharosa.uio.processor.device.FlashDeviceIdentificationProcessor
vcrypt.fingerprint.type.enum.flash.header_list=
    avd,acc,a,ae,ev,ime,mp3,pr,sb,sp,sa,sv,tls,ve,deb,l,lfd,m,os,ar,pt,col,dp,r,v
vcrypt.fingerprint.type.enum.flash.search_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.result_list=deb,l,os,v
vcrypt.fingerprint.type.enum.flash.header_name_nv=
    avd,Audio/Video disabled by user,acc,Has accessibility,
    a,Has audio,ae,Had audio encoder,ev,Embedded video, 
    ime, Has input method editor (IME) installed,
    mp3, Has MP3, pr, Supports printer,   
    sb, Supports screen broadcast applications,
    sp, Supports playback on screen broadcast applications, 
    sa, Supports streaming audio,
    sv, Supports streaming video, tls, Supports native SSL,
    ve, Contains video encoder, deb, Debug version, l, Language, lfd,
    Is local file read disabled, m, Manufacturer, os, Operating System, 
    ar, Aspect ratio of screen, pt, Player type, col, Is screen color,
    dp, Dots-per-inch (DPI), r, Screen resolution, v, Flash version
#vcrypt.fingerprint.type.enum.flash.header_value_nv=t,true,f,false

vcrypt.fingerprint.type.enum.flash.header_value_nv=
    t,true,f,false,en,English,es,Spanish,de,German,it,Italian,ja,Japanese,
     fr,French,ko,Korean,zh,Chinese,ar,Arabic,cs,Czech,
     da,Danish,nl,Dutch,fi,Finnish,el,Greek,iw,Hebrew,hu,Hungarian,
     no,Norwegian,pl,Polish,pt,Portuguese,ro,Romanian,ru,Russian,
     sk,Slovak,sv,Swedish,th,Thai,tr,Turkish,BR,Brazil





E.2.4.2.3 Extend/Implement the DeviceIdentification Extension Class

Extend the DeviceIdentification extension class: com.bharosa.uio.processor.device.DeviceIdentificationProcessorBase and implement the methods documented in this section. The server-side extension extends all of the required methods.


E.2.4.2.4 getPlugInHTML

public String getPlugInHTML();

Implementation should return a valid extension HTML that can be embedded into login pages. The HTML should take care of handling exceptions like if the supporting technology is not available or disabled on the client.

An example of extension HTML is shown as follows:


<applet alt="Browser has Java disabled" name="OAAMDeviceIdentifier" width="0" 
        height="0" 
        code="com.bharosa.uio.processor.device.SampleAppletDeviceIdentifierClient"
        codebase="applet"
        archive="oaam_device_sample_applet.jar">
</applet>


Note: This method is called by the oaamLoginPage.jsp when the user navigates to login page.





E.2.4.2.5 getFingerPrint

public String getFingerPrint();

This method should implement logic that creates a unique fingerprint that identifies the client device using the data sent by the extension.

This method is called when the client side extension submits device identification data to OAAM Server.

This method should call the UIOContext.getCurrentInstance().getRequest to obtain the handle to the HttpServletRequest object to read the data sent by the client extension.

As mentioned in the previous section, the client extension sends a list of data points as a single string as the value of "fp" request parameter.

This class should "tokenize" this string to determine the list of datapoints and their values.





E.2.4.2.6 getDigitalCookie

public String getDigitalCookie();

Implementation should return the Flash cookie sent by the client extension. It is the responsibility of the client and server to designate an Http parameter that indicates the Flash cookie.

This method should call the UIOContext.getCurrentInstance().getRequest to obtain the handle to the HttpServletRequest object to read the data sent by the client extension.





E.2.4.2.7 getClientDataMap

public Map getClientDataMap(HttpServletRequest request);

Implementation should read the data from the request and store it into a map that you can use for logging or auditing purposes.









E.2.4.3 Overview of Interactions

Following is the overview of how the device identification extension works and interacts with OAAM Server:

	
The user navigates to the OAAM user login page on the OAAM Server.


	
The OAAM Server uses the device identification configuration and appropriately instantiates the device identification extension class. It then asks the extension class for the HTML that must be embedded in the user login page. The OAAM Server returns the user login page with the device identification extension HTML.


	
Once the login page is rendered, the client based extension is activated and collects information about the device.


	
The client extension then submits the collected data to the device identification URL on the OAAM Server.


	
The OAAM Server then calls the device identification extension to obtain the fingerprint based on collected data from the client extension.


	
It then checks if the fingerprint corresponds to an existing device. If not, then it creates a new device and associates the fingerprint to that device.


	
The OAAM Server then calls the device identification extension to obtain the Flash cookie. If the Flash cookie does not exist then a new one is created.


	
The Flash cookie is returned to the client extension so that it is stored on the client system.


	
Once the User ID is entered, using the Flash cookie or browser cookie or both, the user request is associated to the device.


	
After the authentication (success/failure), the user request is updated with the authentication result.


	
If the same device is used for future logins, you can use the Flash cookie to look up the device without having to fingerprint.








E.2.4.4 Compile, Assemble and Deploy

Compile the custom device identification extension class and assemble the OAAM Extensions Shared library.

For information on the using the OAAM Extensions Shared Library, see "Using the OAAM Extensions Shared Library to Customize OAAM" in Oracle Fusion Middleware Developer's Guide for Oracle Adaptive Access Manager.





E.2.4.5 Important Note About Implementing the Extension

When implementing the extension, keep the following points in mind:

	
Make sure the custom device identification class outputs a valid HTML required to activate the client side extension.


	
Make sure the client side extension posts the data to OAAM Server using the "existing HTTP Session".













E.3 Use Cases


New Device


	Use Case	Description
	Both secure and Flash cookies are enabled.	Both secure and Flash cookies are missing. Flash request came through successfully.
	Both secure and Flash cookies are disabled.	User has not used device from this location before
	Secure cookies is enabled and Flash is disabled	Both secure and Flash cookies are missing. Also, the Flash request didn't come through successfully.
	Secure cookie is disabled and Flash is enabled	Both secure and Flash cookies are missing. But Flash request came through successfully.







Device Recognized


	Use Case	Description
	Both secure and Flash cookies are enabled.	Both secure and Flash cookie came.
	Both secure and Flash cookies are disabled.	Both secure and Flash cookies are missing. Also, the Flash request didn't come through successfully.
	Secure cookie is enabled and Flash is disabled	Only secure cookie came through successfully.
	Secure cookie is disabled and Flash is enabled	Only Flash cookie came through successfully.







Valid Exceptions


	Use Case	Description
	Browser upgrade.	Browser character mismatched
	Device upgrade.	Flash data mismatched
	Browser and Device upgrade.	Both browser and Flash data mismatch
	Used different browser. Secure cookie is missing.	Secure cookie is missing. Browser characteristics are mismatch. Flash cookie is matching. Flash data is a match (except browser).
	User different browser. Both cookie and browser characteristics mismatch.	Secure cookie is mismatch. Browser characteristics are mismatch. Flash cookie is matching. Flash data is a match (except browser).
	Secure cookie out of sync and Flash is in sync.	Secure cookie is mismatch, but belonged to the same device.
	Flash cookie out of sync and secure cookie is sync.	Flash cookie is a mismatch, but belonged to the same device.
	Both secure cookie and Flash are out of sync.	Both the cookies are mismatch, but they belonged to the same device







Device Risk Gradient

These use cases help to define Oracle Adaptive Access Manager's device risk gradient. The device risk gradient specifies the certainty of the device being identified. This is a standard pre-condition in all device type rules. For example, a device risk gradient of 0 is an exact match whereas a device gradient of 500 is a device with some unexpected by plausible variations from previous sessions, and a score of 1000 a device that has only minimal matching data to make an identification.






E.4 Device Fingerprinting Troubleshooting

The following is the sort of information to collect to aid you in troubleshooting device fingerprinting issues.

	
Does the use case as described seem to be OAAM functionality as designed?


	
Are the device fingerprinting polices loaded?


	
If this is a JAVA/.Net/SOAP integration, are API calls for device fingerprinting the same or similar to the sequence in the Sample application and documentation?


	
If this is a JAVA/.Net/SOAP integration, have all patches containing known bug fixes for device fingerprinting been applied?


	
Review the exact sequences and data.

To capture data execute the following SQL command:


select * from VCRYPT_TRACKER_USERNODE_LOGS where USER_LOGIN_ID=loginId and 
CREATE_TIME > beginTime and CREATE_TIME < endTime;


	
Note the browser and client application and settings of the end point machines involved. Are cookies enabled? Is Flash installed?


	
Try to determine if there was any unaccounted for use case steps such as an operating system or browser upgrade.


	
Collect HTTP header trace; are cookies and Flash object missing when they are expected?









E.5 Device Identification and Fingerprinting Frequently Asked Questions

This section contains answers to commonly-asked questions about the device identification and fingerprinting.

	
Question: Does the Device ID change when accessing Mozilla Firefox and Internet Explorer from the same machine?

Answer: The Device ID should be the same.


	
Question: Device ID is built based on many factors. What are the factors I want to change to obtain another Device ID?

Answer: Use different cookies or clean all the cookies in the browser that are set by OAAM.


	
Question: How do policies make decisions to first look at the top level and see if it should look more deeply for the Device ID?

Answer: There are decision trees in the Device ID policy to see if the device is a match based on cookies. If the cookies match, deep analysis is not performed. If the cookies do not match, then the policies check each element that the Flash or browser data provides and see if there is match of some percentage and which ones must match, and so on.


	
Question: What decides when to use same Device ID or create a new Device ID?

Answer: If the device is matched positively either by cookie or by analysis, then OAAM uses the same Device ID. Otherwise, if none of the devices OAAM has matches that profile, then OAAM creates another Device ID. This is decided in the Device ID policy.


	
Question: What occurs if I disable all the Device ID rules? Would Device ID be 0?

Answer: The same Device ID is used for all devices.


	
Question: What occurs if I disable all the Device ID rules? What is the default value?

Answer: This depends on the current sequence number of the device table, which usually starts at 1 for an empty database.


	
Question: How do you build a fingerprint based on a new client?

Answer: A fingerprint is made up of name=value pairs. For a new client, you need to provide the expected names of attributes in the fingerprint enum. Then OAAM looks for those names in the client data and fingerprints are generated when a unique combination of values is seen for the first time for all the values of the attributes specified by names.


	
Question: What if there is a client that is non-browser and if you want to create a brand new client, what are the rules and conditions we can use to evaluate these values?

Answer: See the answer above. Fingerprint building does not depend on whether data is coming from a browser or not. Oracle Mobile and Social is a good example of a non-browser based fingerprint.


	
Question: The rules work off of configuration. Based on the configuration, what defines a fingerprint, how much policy work must be done to add a new device type?

Answer: If a new device type is to be defined, it needs to be added to the device type enum, and then a new Device ID policy must be created for it.

For example, if your new device type is "ATM machine," you will need to define a new fingerprint type for it, and then provide that data (name=value) as digital data, and write a Device ID policy that defines how a new unique device can be identified. You will need to add known headers information to this new device type enum. Refer to existing device types as an example.


	
Question: How do you set up a new fingerprint type if you have a new custom application? Do you have to set up separate parameters for that?

Answer: To set up a new fingerprint, define a new fingerprint type using the fingerprint.type.enum enum and add values to it. Each parameter of that application will be a new attribute of that new fingerprint type.

When data comes in as part of header that has parameter_name = some_value, OAAM starts building a fingerprint when OAAM sees a unique combination.


	
Question: OAAM APIs for creating sessions take fingerprint data as one of the parameters. What is the API that lets you pass on the parameters?

Answer: createOAAMSession(….) is the API. For more information on this API, see the Oracle Fusion Middleware Java API Reference for Oracle Adaptive Access Manager.


	
Question: How does introducing the session factor prevent against a stolen secure cookie scenario? Does OAAM have to keep the last Session ID of each device per user on the backend adaptive store?

Answer: You could steal the cookie, but it is a "one-time" use cookie. So there are two options; either:

	
The real user has already used his cookie once and the system has updated (changed, used up) the stale cookie so it is no good, or


	
The fraudster uses the cookie before the real user. It is certainly possible that the hacker could beat the user to use the one-time cookie but the device fingerprint would be different for the rogue user and they would then have to answer the user's KBA questions




On the possibility that the fraudster does use the cookie first and it succeeds (this might not even be possible), then the real user can receive a warning that their cookie is now stale, and that may tip them off that something is wrong. The real user can then change their password, and so on.


	
Question: Can you provide us with a device fingerprinting table with the a set of combinations and their expected behavior?

Answer: The device table is Vcrypt_Tracker_Node.

There are fingerprint columns in this table with Digital Fingerprint ID (Flash) and Fingerprint ID (browser). In the VCrypt_Fingerprint table, you will see the values against the fingerprint IDs that are given in the device table. For example, the device table may have a value of 23 for the fingerprint. In the V_Fprints table, you will find the data and hash values of the data that was captured for that fingerprint, if you look for row that matches fprint_id = 23.


	
Question: How do Device ID polices behave?

Answer: Device ID policies behave the same as other policies. Based on some rules there are a set of actions that the Device ID policies emit. Those action decide if the new device or existing device is assigned for the session coming in.


	
Question: The default OAAM Device ID Policy has rules to check if the cookie is disabled for the device. Based on the Cookie Disabled rule, OAAM looks at the last 5 devices. If the user is always passing an empty cookie, from the 6th login, the old Device ID is reused based on this rule. Is the number of devices looked at configurable?

Answer: Configure the value using the vcrypt.tracker.rule.cookiePatternCheck.previousAttemptsToCheck property. The value must be between 2 and 98, both inclusive.


	
Question: How would device fingerprinting be performed (with the standard device identification policy) with NULL secure/Flash cookie?

Answer: It is performed based on the browser cookie and header if the Flash cookie is not present.


	
Question: Both Flash and Javascript fingerprinting are enabled by default where Flash is give higher priority. Is there a property that you can use to change the priority?

Answer: You cannot change priority. Flash is given priority since it contains more data.


	
Question: Are there properties to disable and enable Flash and Javascript fingerprinting?

Answer: The properties are:


bharosa.uio.default.flash.fingerprint.enable
bharosa.uio.default.javascript.fingerprint.enable


	
Question: What is the Javascript file that is used to perform Javascript fingerprinting?

Answer: js/oaam_fp.js is the Javascript file that is included in the page in order to perform Javascript fingerprinting.


	
Question: What is the Flash cookie name?

Answer: Flash uses the Flash Shared Object which is stored against the domain/webapp by Flash. The key for the value is vc.


	
Question: What cookie is used by the JavaScript fingerprint?

Answer: JavaScript fingerprint uses HTML 5 stored object as the cookie and uses the key jc.


	
Question: What is the one time name cookie?

Answer: One time name cookie is ora_oaam_vsc.


	
Question: What is monitor data enum used for?


vcrypt.fingerprint.type.enum.monitordata=3
vcrypt.fingerprint.type.enum.monitordata.name=MonitorData
vcrypt.fingerprint.type.enum.monitordata.description=Monitor Data


Answer: The monitor data enum controls the data captured and displayed by the OAAM Admin dashboard for metrics.


	
Question: What is the HTTP cookie name controlled by?

Answer: The HTTP cookie name is controlled by the property oaam.secure.cookie.name. This is used within the OAAM APIs.






E.5.1 Custom Attribute Use Cases

The following are use cases that illustrate how custom fingerprinting is deployed and how it behaves.


E.5.1.1 Custom Attribute Available

Mike is a web application developer at Acme Corp. He has developed a browser extension which captures the MAC address of an end user's machine and sends it to the OAAM server as part of the browser/server interaction. If OAAM device fingerprinting is set up to use the Media Access Control address (MAC address) as the digital fingerprint and the end user has the extension installed, then the OAAM Administration Console displays the MAC Address labeled as the Digital Fingerprint in the detail pages.





E.5.1.2 Custom Attribute Not Available and Flash Not Installed

In the Acme Corporation deployment, if the end user does not have the extension installed and he does not have Flash installed, OAAM device fingerprinting uses the secure cookie and browser data alone to fingerprint the device. The OAAM Administration Console does not display anything as the Digital Fingerprint in the detail pages.





E.5.1.3 Custom Attribute Search

Jeff is a security analyst at Acme Corp. He opens the Search Transactions page and configures search filters to locate any employee profile access transactions from a device with the specific Media Access Control address (MAC address) and from New York in the last 24 hours. The query returns 25 transactions.





E.5.1.4 Flash cookie Cleared

Oracle Adaptive Access Manager does not solely rely on one element to develop the device fingerprint. If the Flash cookie is cleared, Oracle Adaptive Access Manager still has other information to use in identifying the device. OAAM only supports Flash Shared Object standard, but custom client can also be used. OAAM can uniquely identify the devices, even if the digital fingerprint have changed or altered. OAAM needs some client fingerprint device to identify the device being used, in case, all of the fingerprints are missing (browser, Flash or applet).





E.5.1.5 Secure Cookies Deleted?

Oracle Adaptive Access Manager's fingerprinting technology does not solely rely on one element. Oracle Adaptive Access Manager uses dozens of attributes to recognize and fingerprint the device you typically use to login, providing greater "coverage" for an institution's customer base. If secure cookies are missing or disabled, Oracle Adaptive Access Manager uses other elements such as Flash movies and HTTP headers for device identification.










