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Oracle Identity System Administration
Interface

This chapter discusses the procedure to access and log in to Oracle Identity Manager
System Administration Console. This chapter provides you an overview of the Oracle
Identity Manager System Administration Console.

This chapter discusses the following topics:
s Logging in to Oracle Identity Manager System Administration Console

»  Overview of the Oracle Identity Manager System Administration Console

1.1 Logging in to Oracle Identity Manager System Administration

Console

To log in to Oracle Identity Manager System Administration Console:
1. Browse to the following URL by using a Web browser:

http://HOSTNAME: PORT/sysadmin

In this URL, HOSTNAME represents the name of the computer hosting the application
server and PORT refers to the port on which the server is listening.

Note: The application name, sysadmin, is case-sensitive.

2. After the Oracle Identity Manager System Administration Console login page is
displayed, log in with your user name and password.

1.2 Overview of the Oracle Identity Manager System Administration

Console

The interface of the Oracle Identity Manager System Administration Console is
composed of the following areas:

] Links
s Left and Right Panes

Figure 1-1 shows a sample page and the layout of the interface.
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Figure 1-1 Layout of the Oracle Identity System Administration Console
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1.2.1 Links
This area consists of the following links in the upper-right-hand corner of the interface:
»  Accessibility
= Sandboxes
= Help
s Sign Out

1.2.1.1 Accessibility

The Oracle Identity Manager System Administration Console interface has been
designed to adhere to the standards set in Section 508 of the Rehabilitation Act and the
World Wide Web Consortium's Web Content Accessibility Guidelines 2.0 AA (WCAG
2.0'AA").

When you click the Accessibility link in the upper right corner of the page, the
Accessibility dialog box is displayed. You can select one of the following options from
the Accessibility dialog box:

= Tuseascreen reader
Select this option if you want to use a screen reader.
s I use high contrast colors

Select this option to use the high-contract color scheme that you have specified in
your operating system, rather than using the default color scheme specified in the
Oracle Identity Manager System Administration Console.

s I uselarge fonts
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Select this option if you want to change the font size for easy viewing and
readability.

1.2.1.2 Sandboxes

A sandbox represents an area where metadata objects can be modified without
affecting their mainline usage. In other words, a sandbox is a temporary storage area
to save a group of runtime page customizations before they are either saved and
published to other users, or discarded.

In the Manage Sandboxes page, you can create, delete, activate, deactivate, and
publish sandboxes. See the "Managing Sandboxes" section in Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager for detailed information.

1.2.1.3 Help

The Oracle Identity Manager System Administration Console interface includes a help
system. Clicking the Help link opens the help system in a new window. In addition,
this interface provides context-sensitive help. For example, if you are in the Form
Designer page and click the Help link, then help content related to form designer is
displayed.

Figure 1-2 shows a sample page and default layout of the help interface.

Figure 1-2 Layout of the Help Interface

Eiook. | Help Topics For Oracle Identity Manager w Search View + @ =3 E‘ = G‘m »
-
x| Contents Find in Page G ﬁ

v Help Topics for Oracle Identity Manager
v 3 Managing Oracle Identity Manager 110 Release 2
&= [ Understanding Gracle Identiy Manager Uinauthe FOI’m Designer
&= [ Using Cracle Identity Self Service
% [ Using Oracle Identity System Administration The Form Designer page enables you to create and manage forms in Oracle
Maniage Reconciiation Everts Identity Manager as well as configure custom attributes.
Manage Policies
Approval Policies
Manage Attestation Configuration * Search Forms
Password Policy
Perform Configuration Tasks

Use this page to perform the faollowing tasks:

s Create Forms

¢ Iodify Forms

Application Instances ﬂ

Modify Application Instances s Create Custorm Attributes

LS o Modify Custam Attributes

Perform System Management Tasks MDA ~usiom SUNDUeS

Scheduler Copyright @ 1931, 2013, Oracle andfor t= affiistes. All rights reserved.
Matification Lenal Motices

Syskem Management

Manage Connector

Modify Accessibility

Manage Sandboxes

Lagout of Oracle Identity System Administrat

The default view of the help system consists of three panes:
s TopPane
= Lower Left Pane

s Lower Right Pane

1.2.1.3.1 Top Pane

The top pane consists of the following:
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= Book drop-down list: From this drop-down list you can select one of the following
values:

— Help Topics for Oracle Identity Manager: Select this value to open all help
topics for Oracle Identity Manager.

— Administrator's Guide for Oracle Identity Manager: Select this value to open
the online help version of Oracle Fusion Middleware Administrator’s Guide for
Oracle Identity Manager.

— Developer's Guide for Oracle Identity Manager: Select this value to open the
online help version of Oracle Fusion Middleware Developer’s Guide for Oracle
Identity Manager.

— User's Guide for Oracle Identity Manager: Select this value to open the online
help version of Oracle Fusion Middleware User’s Guide for Oracle Identity
Manager.

— Custom Help Topics for Oracle Identity Manager: Select this value to open
any custom help topics.

= Search field: Specify any word or term to search for in the help system.
= View: From the View menu, you can select any one of the following options:

- Maximize Reading Pane: Collapses the lower left pane to maximize the
reading pane, which is the lower right pane.

— Restore Default Window Layout: Restores the current layout of the help
system to the default layout.

— Contents: Restores the lower left pane to display the Contents region along
with the help topics, if it is not already being displayed.

- Search: Displays the Search region in the lower left pane. In the Search region,
you can search for help topic and the search results are displayed in a tabular
format. Here are a few guidelines on performing a search:

*  Search criterion specified in the Search field can be made case sensitive by

selecting the Case Sensitive option.

To define your search precisely, you can specify the boolean operators &
(for AND), | (for OR), ! (for NOT) in your search criterion, select the
Boolean expression option, and then click Search.

To search for help topics containing all words specified in the search
criterion, select All words.

To search for help topics containing any word specified in the search
criterion, select Any words.

— Show permanent link for this topic page: If you want to save the link to a
help topic for future reference, then from the View menu, select Show
permanent link for this topic page. In the dialog box that is displayed,
right-click the link to the help topic and select one of the following options:

*  Bookmark This Link: Adds the help topic URL to the browser
bookmarks.

*  Copy Link Location: Copies the help topic URL to the clipboard.

s Toolbar: The help system contains a toolbar that provides action buttons for
certain tasks. You can view the name of the button by moving the mouse pointer
over the button. The following buttons are available:
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- Go back one page: Takes you back to the page containing the previous help
topic.

- Go forward one page: This icon is enabled only if you have clicked the Go
back one page icon. Clicking the Go forward one page icon takes you to the
next page in the sequence of topics you visited.

— Print this topic page: Prints the current help topic.

— Email this topic page: Drafts an email with a link to the help topic currently
displayed in the help system. This draft can be sent to the desired email
recipient.

— Link to this topic page: Saves the link to a help topic for future reference by
right-clicking the link to the help topic in the dialog box that is displayed, and
then selecting one of the following options:

*  Bookmark This Link: Adds the help topic URL to the browser
bookmarks.

*  Copy Link Location: Copies the help topic URL to the clipboard.

1.2.1.3.2 Lower Left Pane

The lower left pane contains the Contents and Search regions. By default, the Contents
region is expanded. The Contents region displays links to help topics depending on
the option you select from the Book drop-down list in the top pane. You can click the
arrow icon beside Contents to expand or collapse the Contents region.

1.2.1.3.3 Lower Right Pane

The lower right pane displays any help topic that you search for or open from the
Contents and Search regions in the lower left pane. This pane is also known as the
reading pane.

1.2.1.4 Sign Out

Click the Sign Out link to log out of the Oracle Identity System Administration
Console.

1.2.2 Left and Right Panes

Every page in the Oracle Identity System Administration Console is divided into two
panes. The left pane consists of sections that contain links to regions using which a
variety of tasks can be accomplished. The left pane is the primary navigation tool and
is displayed on all web pages of the System Administration Console. Depending on
the link that you click in the left pane, corresponding details are displayed in the right
pane.

The left pane consists of these regions:
= Event Management

»  Certifications

= Policies

= Configuration

= System Entities

= System Management

s Upgrade
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1.2.2.1 Event Management

The Event Management region contains the Reconciliation page. Use the
Reconciliation page to create and manage reconciliation events. See "Managing
Reconciliation Events" on page 13-10 for more information.

1.2.2.2 Certifications

The Certifications region contains the following:

Certification Configuration

Use this page to set default options that are used during certification creation
based on the type of certification. These options can be changed during the
certification creation process for each certification definition.

See "Configuring Certification Options in Identity System Administration” on
page 6-8 for more information.

Certification Definitions

Use this page to manage certification definitions for user, role, application
instance, and entitlement certifications.

See "Managing Certification Definitions" on page 6-9 for more information.
Event Listeners

Use this page to manage event listeners that allow an administrator to detect
specific business events and store the event details for certification.

See "Configuring Event Listeners and Certification Event Trigger Jobs" on
page 6-26 for more information.

Risk Configuration

Use this page to specify default risk levels for roles, application instances, and
entitlements, as well as to assign risk level mappings for certain predefined risk
factors.

See "Understanding How Risk Summaries are Calculated" on page 6-19 for more
information.

1.2.2.3 Policies

The Policies region contains the following:

Approval Policies

Use this page to create and manage approval policies. An approval policy helps to
associate request types with approval processes defined in the workflow service.

See "Managing Approval Policies" on page 2-1 for more information.
Access Policies

Use this page to create and manage access policies. Access policies define how to
automate the provisioning of target systems to users.

See "Managing Access Policies" on page 3-1 for more information.
Attestation Configuration

Use this page to create, configure and manage attestation processes, and work
with the attestation dashboard.

See "Managing Attestation Processes" on page 5-1 for more information.
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Password Policy

Use this page to create and manage password policies. Password policy
management includes setting password policy rules, and creating, searching, and
deleting password policies.

See "Managing Password Policies" on page 4-1 for more information.

1.2.2.4 Configuration

The Configuration region contains the following:

Form Designer

Use this page to create and manage forms of type users, roles, organizations,
catalog, and resources that are not predefined in Oracle Identity Manager.

See "Managing Forms" on page 7-1 for more information.
IT Resource

Use this page to create and manage IT resources. An IT resource is composed of
parameters that store connection information about a target system. Oracle
Identity Manager uses this information to connect to a specific installation or
instance of the target system.

See Managing IT Resources in the Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager for more information.

Generic Connector

Use the Generic Connector page to create and manage generic connectors. Generic
connectors are basic connectors without advanced features. The connectors utilize
generic connectivity technologies, such as SPML and JDBC.

Application Instances

Use this page to create and manage application instances. An application instance
is a combination of an IT resource instance and resource object. Users have
accounts and entitlements that are associated with application instance and not
with the IT resource instance or resource object.

See "Managing Application Instances" on page 9-1 for more information.
Lookups

Use this page to create and manage lookup definitions. See "Managing Lookups"
on page 11-1 for more information.

1.2.2.5 System Entities

The System Entities region contains the following:

User
Click to customize the User form, such as to create a UDF for the user entity.
Organization

Click to customize the Organization form, such as to create a UDF for the
organization entity.

Role
Click to customize the Role form, such as to create a UDF for the role entity.

Catalog
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Click to customize the Catalog form, such as to create a UDF for the catalog entity.

1.2.2.6 System Management
The System Management region contains the following:

s Scheduler

Use this page to create and manage scheduled jobs. Scheduled jobs are jobs that
are run at specified time intervals to manage various activities in Oracle Identity
Manager.

See "Managing the Scheduler" on page 15-1 for more information.
= Notification

Use this page to create and manage notification templates. A notification template
is used to send notifications.

See "Managing Notification Service" on page 14-1 for more information.
= System Configuration

Use this page to create and manage system properties. System properties define
the characteristics that control the behavior of Oracle Identity Manager.

See "Managing System Properties" on page 16-1 for more information.
= Manage Connector

Use this page to define, install, clone, upgrade, and uninstall predefined
connectors in an Oracle Identity Manager environment. A predefined connector is
designed for commonly used target systems such as Microsoft Active Directory
and PeopleSoft Enterprise Applications.

See "Managing Connector Lifecycle" on page 12-1 for more information.
s Import

Use this page to import Oracle Identity Manager configurations by using the
Deployment Manager.

See "Managing Connector Lifecycle" on page 12-1 for more information.
= Export

Use this page to export Oracle Identity Manager configurations by using the
Deployment Manager.

See "Managing Connector Lifecycle" on page 12-1 for more information.

1.2.2.7 Upgrade

When you upgrade your Oracle Identity Manager environment from 11g Release 1
(11.1.1.5) to 11g Release 2 (11.1.2.2.0), the custom attributes for entities (such as users,
roles, organizations, and application instances) exist in the back-end. However, if you
want to display these attributes as form fields in the Oracle Identity Manager user
interface, then you must customize the associated pages on the interface to add the
custom form fields. To do so, use the links in the Upgrade region of the Identity
System Administration Console.

The Upgrade region contains the following;:
»  Upgrade User Form

Use this page to create and manage custom form fields for the user entity.
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s  Upgrade Role Form

Use this page to create and manage custom form fields for the role entity.
s Upgrade Organization Form

Use this page to create and manage custom form fields for the organization entity.
s Upgrade Application Instances

Use this page to create and manage custom form fields for the application instance
entity.

For detailed information about upgrading Oracle Identity Manager 11¢ Release 1
(11.1.1.5.0) environment to Oracle Identity Manager 11g Release 2 (11.1.2.2.0), see
Oracle Fusion Middleware Upgrade and Migration Guide for Oracle Identity and Access
Management.
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Policy Administration

This part describes Oracle Identity Manager delegated administration functionalities
by using the policy administration features.

It contains the following chapters:

s Chapter 2, "Managing Approval Policies"
s Chapter 3, "Managing Access Policies"

s Chapter 4, "Managing Password Policies"

s Chapter 5, "Managing Attestation Processes"
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Managing Approval Policies

Approval policy is a configurable entity of request management that helps associate
various request types with approval processes defined in the request service only for
request-level and operation-level approvals. It associates approval workflows to be
initiated at request or operation levels for a request type. You can use approval policies
to associate various request types with various approval processes, which are the
SOA-based workflows. Approval policies control which approval process is to be
invoked based on the request data evaluation.

You can define multiple approval policies for a request type. Each approval policy is
associated with an approval process. When the request is submitted, in the approval
initiation phase, all the approval processes associated with the request type are picked
up dynamically. Each approval policy has a priority in the backend. Each approval
policy decides on what process to invoke based on approval policy priority and
approval policy rule.

Approval policy priorities are based on the following:
»  For request level, request type + request level

= For operation level, request type + operation level + scope, which is the specific
entity associated with the request

When the request engine tries to initiate the approval workflow, it picks up all the
available approval policies for that request type in the order of priority. The approval
policy with highest priority is taken up and its approval policy rule is evaluated. If the
evaluation fails, then the approval policy rule of the approval policy with the next
priority is evaluated. If the outcome of the evaluation is true, then the corresponding
approval process associated with the approval policy is selected to be the workflow for
that request. For information about creating approval policy rules, see "Creating
Approval Policies” on page 2-4.

Note: There is only one approval policy rule per approval policy. The
rules can be complex, containing multiple conditions and other rules.
The rules do not exist as independent entities and cannot be reused in
any other approval policy. There is no default rule for an approval
policy. If a rule is not defined, then the approval policy is not
evaluated.

Approval Policy creation and modification supports request types, such as Provision
Application Instance, Provision Entitlement, and Revoke Entitlements. In addition,
approval policies support the heterogeneous request type, in which multiple entities
are being requested in the same request. For the heterogeneous request type, approval
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policies can be created only at the request level. At the operation level, the appropriate
request type is set based on the entity type and operation associated with the child
request. For more information about heterogeneous requests, see "Heterogeneous
Requests" in Oracle Fusion Middleware User's Guide for Oracle Identity Manager.

This chapter describes the following topics:

= Approval Selection Methodologies

s Creating Approval Policies

s Searching Approval Policies

= Modifying Approval Policies

= Modifying the Priority of an Approval Policy
s Deleting Approval Policies

s General Guidelines

2.1 Approval Selection Methodologies

An approval process selection methodology is an algorithm that selects the approval
workflow to be initiated. Based on the request type and the approval level, the request
engine decides which methodology to be used and evaluates the approval process
accordingly.

If no approvals are defined at the request level, it means that a default approval
process is invoked.

Note: Default composites that are invoked at request and operation
levels cannot be changed.

The default approval process is shipped with Oracle Identity Manager and is assigned
to the administrator. If no approvals are defined at the operation level, it means that a
default approval process is invoked.

Note: If the requester has authorizer permissions on an entity, then
operation-level approval request is not generated irrespective of the
approval policies. See "Admin Role Assignment" in the Oracle Fusion
Middleware Developer’s Guide for Oracle Identity Manager for authorizer
permissions.

The following methodologies are used:

= Request-Level Methodology

= Operation-Level Methodology: Organization-Based Selection

s Operation-Level Methodology: Role-Based Selection

= Operation-Level Methodology: Application Instance-Based Selection

2.1.1 Request-Level Methodology

This methodology is used for all request types at the request level of approval. The
determination algorithm of the request-level selection methodology is as follows:
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Search for all the approval policies configured for the request level and for the
request type with which the request is associated in ascending order of approval
policy priority. If the approval policies matching this criteria are found, then:

a. Evaluate the approval policy rules associated with each approval policy to
determine the approval workflow. When evaluating the approval policy rules,
for the first approval policy rule whose evaluation results in true, the
corresponding approval workflow associated with that approval policy is
selected. If auto approval is specified in the approval policy, then request level
approval is automatically approved.

b. If none of the approval policy rules are satisfied, then it is considered that no
approval workflow is configured at the request level.

If no approval workflow is determined, then the default request-level approval is
selected.

2.1.2 Operation-Level Methodology: Organization-Based Selection

This methodology is used for all user-related request types, such as Create User,
Modify User, Disable User, Enable User, and Delete User, at the operation level of
approval. The determination algorithm for the organization-based selection
methodology at operation level is as follows:

1.
2.

Get the user's organization entity for which request is created.

Search for all the approval policies configured for the operation level, for the
request type associated with the request, or for all organizations in ascending
order of the approval policy priority. If the approval policies matching this criteria
is found, then:

a. Evaluate the approval policy rules associated with each approval policy to
determine the approval workflow. When evaluating approval policy rules, for
the first approval policy rule whose evaluation results in true, the
corresponding approval workflow associated with that approval policy is
selected. If auto approval is specified in the approval policy, then the request is
automatically approved at the operation level.

b. If none of the approval policy rules are satisfied, then it is considered that no
approval workflow is configured at the operation level for this organization.

If no approval workflow is configured for that organization entity, then follow the
organization hierarchy till either the root node or the domain boundary, which is
the root organization in the organization hierarchy. Repeat step 2 for each
organization node.

If no approval workflow is determined, then the default operation-level approval
is selected.

2.1.3 Operation-Level Methodology: Role-Based Selection

This methodology is used for all role-related request types at the operation level of
approval. The determination algorithm for the role-based selection methodology at
operation level is as follows:

1.
2.

Get the role entity being assigned to or removed from the user.

Search for all the approval policies configured for the operation level, for the
request type associated with the request, or for all roles being assigned or removed
in ascending order of the approval policy priority. If the approval policies
matching this criteria is found, then:
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3.

a. Evaluate the approval policy rules associated with each approval policy to
determine the approval workflow. When evaluating approval policy rules, for
the first approval policy rule whose evaluation results in true, the
corresponding approval workflow associated with that approval policy is
selected. If automatic approval is specified in the approval policy, then the
request is automatically approved at the operation level.

b. If none of the approval policy rules are satisfied, then it is considered that no
approval workflow is configured at the operation level for this role.

If no approval workflow is determined, then the default operation-level approval
is selected.

2.1.4 Operation-Level Methodology: Application Instance-Based Selection

This methodology is also used for entitlement-related requests
(provision/revoke/modify). The determination algorithm for the application
instance-based selection methodology at operation level is as follows:

1.

Get the application instance entity associated with the request. For entitlement
requests, at this step, application instance associated with the entitlement is
retrieved.

Search for all the approval policies configured for the operation level, for the
request type associated with the request, or for all application instances associated
with the request in ascending order of the approval policy priority. If the approval
policies matching this criteria is found, then:

a. Evaluate the approval policy rules associated with each approval policy to
determine the approval workflow. When evaluating approval policy rules, for
the first approval policy rule whose evaluation results in true, the
corresponding approval workflow associated with that approval policy is
selected. If auto approval is specified in the approval policy, then the request is
automatically approved at the operation level.

b. If none of the approval policy rules are satisfied, then it is considered that no
approval workflow is configured at the operation level for this application
instance.

If no approval workflow is determined, then the default operation-level approval
is selected.

2.2 Creating Approval Policies

Toc
1.
2.

reate an approval policy:
Login to Oracle Identity System Administration.

In the left pane, under Policies, click Approval Policies. The Oracle Identity
Manager Advanced Administration is displayed in a new window.

Note: If Oracle Identity Manager Advanced Administration is
already open, then click the Policies tab, and then click Approval
Policies. Alternatively, you can click Search Approval Policies under
Policies in the Welcome page.

From the Actions menu on the left pane, select Create. You can also start the
Create Approval Policy wizard by clicking the icon with the plus (+) sign on the
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toolbar. The Step 1. Set Approval Policy Details page of the Create Approval Policy
wizard is displayed.

Enter values for the following fields, and then click Next:

Policy Name: Enter a name for the approval policy. This is a mandatory
attribute.

Description: Enter the details about what this approval policy will do.

Request Type: Select the request type by selecting from the LOV, for example,
Assign Roles. This is a mandatory attribute.

Note: The following request types have been deprecated and do not
appear in the LOV:

» Provision Resource

s De-Provision Resource

s Enable Provisioned Resource
» Disable Provisioned Resource
= Modify Provisioned Resource

= Request types related to 'Self'

Level: Select the approval level that you want to implement for this approval
policy. This is a mandatory attribute. See "Workflow Concepts" in the Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager for information
about request-level and operation-level approvals.

Scope Type: Set automatically based on the request type selection. For
example:

- Ifrequest type is set to Create User, then Scope Type is automatically set to
Organization.

— Ifrequest type is set to Assign Roles, then Scope Type is automatically set
to Role.

— Ifrequest type is set to provision application instance or entitlement, then
scope type is automatically set to "Application Instance".

Note: The Scope Type, All Scope, and Scope fields are applicable
only if the Level field is set to Operation Level. These fields are
disabled if the Level field is set to Request Level.

All Scope: Select this option to specify the approval policy associated with all
entities for a particular entity type. For example, for the Create User request
type, Scope Type is Organization. If you select All Scope, then this approval
policy is applicable to all organizations in Oracle Identity Manager. This is
same for AppInstance and Role scopes.

Scope: Select this option to specify the approval policy associated with the
specific entity for a particular entity type. An approval policy can be
associated with a specific Scope based on the Scope Type.

The Scope field is disabled if All Scope field is set. If All Scope field is not set,
then this field becomes mandatory and must be set with some value.
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= Auto Approval: Select this option to specify automatic approval at the request
level or operation level that you select in the Level field.

= Approval Process: Select the workflow that you want to associate with this
approval policy. If Auto Approval is selected, then this field is disabled and
you cannot set any value. If Auto Approval is not set, then this field becomes
mandatory.

Note: Only approval-based composites can be selected.
Non-approval-based composites must not be selected here. For
example,
default/DisconnectedProvisioning!l.0/default/Default
SODApproval!l. 0 cannot be selected.

5. On the Step 2. Set Approval Rule and Component page, enter the name of the
approval policy rule in the Rule Name field, for example, RuleTestl.

6. In the Rule Components section, you can define the parameters of the approval
policy rule. To do so, click the icon next to the View list. The Add Simple Rule
dialog box is displayed. In this dialog box, you must select values for the following
fields, and then click Save.

=  Entity: Entity, such as Requester, Beneficiary, or Application Instance, with
which the approval policy rule is associated. This varies based on the selected
request type and the approval level.

= Attribute: Attribute of the above selected entity.

Note: When writing simple rule expressions, if an entity attribute
has an encoded value, then create the expression by using the encoded
value, not the lookup-code definition. For example, for the account
status attribute, create the expression by using the encoded value 1 or
0, not the decoded value Locked or Unlocked.

= Condition: Condition of the approval policy rule, such as Equals, Not Equals,
or Starts With.

s Value: Value of the condition.

Note: If you use the User Login attribute in a rule expression, the
corresponding User Login ID value must be entered in all uppercase
letters, otherwise the expression will not evaluate to true.

»  Parent Rule Container: The rule container with which this approval policy
rule needs to be associated with.

7. Rule containers can be used for modeling complex conditions with And and Or
combinations. To add a rule container for the approval policy rule, in the Rule
Components section, from the Actions menu, select Add Rule Container. The Add
Rule Container dialog box is displayed. In this dialog box, enter or select values
for the following fields, and then click Add.

s Rule Container Name: The name of the rule container.
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Parent Rule Container: The name of the rule container under which you want
to create this rule container. A rule container can hold either another rule
container or rule elements with the AND or OR operators in a hierarchical
order.

Operator: The operators are AND and OR.

8. After the approval rule creation is complete, click Next.

9. On the Step 3. Review Approval Policy Summary page, verify the information that
you have specified for the approval policy. You can click the Back button to modify
any information if you want. Click Finish to create the approval policy.

10. A message is displayed confirming that the approval policy has been created.
Click OK.

2.3 Searching Approval Policies

To search for approval policies:

1.

In the Oracle Identity Manager Advanced Administration, on the left pane of the
Approval Policies tab, in the Search field, enter a search criterion to search for
approval policies. You can specify the asterisk (*) wildcard character to specify the
search criterion.

Note: Insimple and advanced search for approval policies, searching
with translated approval policy names is not supported. Oracle
Identity Manager supports only English string search for approval
policies. For default approval policies, you can search with English
policy names as stored in the database. However, if you create an
approval policy by specifying its name in another language, then you
can search it by using the same string, and not in any other language.

Click the Search icon. A list of approval policies is displayed in a search results
table, with the following fields:

Policy Name: The name of the approval policy.

Request Type: The name of the request type associated with the approval
policy.
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Note: As mentioned earlier in this chapter, the following request
types have been deprecated:

s Provision Resource

» De-Provision Resource

s Enable Provisioned Resource
s Disable Provisioned Resource
= Modify Provisioned Resource

If you have upgraded to the current release, then these deprecated
request types can appear when you search for or modify approval
policies that were created (based on the deprecated request types) in
the earlier release. In addition, requests based on any of the
deprecated request types that were created in the earlier release can
appear in the Track Request page of Oracle Identity Self Service.

= Scope: The associated application instance, organization, or role name. The
scope is populated only for the approval policies associated with the operation
level request.

= Level: The approval level.

= Rule Name: The name of the approval policy rule.

= Approval Process: The approval process associated with the approval policy.
»  Priority: Priority of the approval policy.

You can also use the Advanced Search option in the Approval Policies tab to search for
approval policies based on advanced search criteria. To do so:

1. On the left pane of the Approval Policies tab, click Advanced Search. The
Advanced Search: Approval Policies page is displayed.

2. Enter values in the fields to specify a search criteria. You can specify a combination
of approval policy name, name of the request type associated with the approval
policy, approval level, scope type such as application instance, organization, or
role, and scope to specify the search criteria.

3. (Click Search. The search result displays a list of approval policies with
information about priority, policy name, request type, scope, level, rule name, and
approval process.

2.4 Modifying Approval Policies
To modify approval policies:

1. From the Actions menu, select Open. The Approval Policy Details form is
displayed.

2. In the Policy Details section, edit the fields to modify the approval policy.

Note: You cannot modify the approval policy rule name and
approval policy priority attribute.
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In the Approval Rules section, modify approval policy rules, if required. To
modify an approval policy rule, you can add a simple rule, add a rule container,
modify rule components, or delete a rule component. For detailed information
about adding approval policy rules and rule containers, see steps 5 through 7 in
"Creating Approval Policies" on page 2-4.

To modify rule components:
a. Select the approval policy rule.

b. From the Actions menu, select Modify Rule Components. The Modify Rule
Components dialog box is displayed.

c. Edit the values in the fields provided, and click Apply.
To delete rule components:
a. Select the approval policy rule that you want to delete.

b. From the Actions menu, select Delete Rule Components. A message box is
displayed asking for confirmation.

c. Click Yes to confirm the deletion.

Click Save to save the changes in the approval policy.

2.5 Modifying the Priority of an Approval Policy

To modify the priority of an approval policy:

1.

From the approval policies search result, select a policy whose priority you want
to modify.

From the Actions menu, select Set Priority. The Modify Approval Policy priority
wizard is displayed.

In the Set Policy Details page, specify values in the fields as required. For
information about the fields in this page, see step 4 in "Creating Approval Policies"
on page 2-4. Then, click Next.

In the Set Policy Priorities page, enter a number to specify the priority of the
approval policy. Then, click Next.

In the Review and Confirm page, the policy name and the priority that you set are
displayed for your review. If you want to change the current priority, then click
Back.

Otherwise, click Finish. A message is displayed stating the approval policy
priority has been changed successfully.

Click OK.

Note: Oracle Identity Manager does not perform any validation and
allows you to set the same priority to multiple approval policies. It is
not recommended to set the same priority to multiple approval
policies.

2.6 Deleting Approval Policies

To delete an approval policy:
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From the approval policies search results, select the approval policy that you want
to delete.

From the Actions menu, select Delete. A message box is displayed asking for
confirmation.

Click Yes to confirm the deletion.

2.7 General Guidelines

Oracle recommends leveraging Oracle Business Rules (OBR) in SOA instead of using
approval policies. See "Developing Workflows for Approval and Manual Provisioning"
in the Oracle Fusion Middleware Developer’s Guide for Oracle Identity Manager for
information about using Business Rules in SOA.

In addition, follow these guidelines:

Review all approval requirements and distill to a set of flows.
Evaluate if request-level approval is required.

In the operational composite, leverage the request web service to have a high-level
split based on the type of request, such as grant, revoke, or moditfy, followed by
fine-grained split. Here, you can again leverage the request web service and the
default payload to make decisions. The evaluation can also be externalized for
ease of use or maintenance by using OBR.

Add one or more Human Tasks and a decision point to pick between the Human
Tasks. The Human Task represents the actual approval workflow.

Create a new composite only as a last option.
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Managing Access Policies

Access policies are a list of roles and resources to be provisioned or deprovisioned.
Access policies are used to automate the provisioning of target systems to users. This
is explained with the help of the following example:

A user belongs to multiple roles created in Oracle Identity Manager. Suppose a role
Vision North has a membership rule assigned to it. Membership rules can be designed
based on the organization that the user belongs to, such as "Organization Name =
"Vision North America". Roles can have access policies assigned to them. An access
policy states which resource would be provisioned and/or denied to a role when the
access policy is applicable. Therefore, when a user is created in the Vision North
America organization, it satisfies a membership rule and grants the Vision North role
to the user. This in turn triggers the access policy assigned to the role and then
provisions or denies the resources mentioned in the access policy.

This chapter describes how to create and use access policies for users and resources in
Oracle Identity Manager. It contains the following sections:

s Terminologies Used in Access Policies

= Features of Access Policies

s Creating Access Policies

= Managing Access Policies

= Provisioning Multiple Instances of the Same Resource via Access Policy

= Troubleshooting Issues with Evaluate User Policy Scheduled Job

3.1 Terminologies Used in Access Policies

The following terminologies are associated with access policies:

Resource

A resource is a logical entity in Oracle Identity Manager that can be provisioned to a
user or an organization in Oracle Identity Manager. For example, Microsoft Active
Directory (AD), Microsoft Exchange, SAP, UNIX, and Database is modeled as a
resource in Oracle Identity Manager.

Resources are templated definitions that are associated with one or more workflows
called Provisioning Process in Oracle Identity Manager, which model the lifecycle
management, such as how to provision, revoke, enable, and disable.

Resources also have entities called forms associated with them. Forms represent a
collection of attributes associated with the resource. For instance, a form associated
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with AD server includes attributes such as SAM Account Name, Common Name, and
User Principal Name. Forms also contain an attribute of type IT Resource (see "IT
Resource Type" on page 3-2 for details).

Account

Accounts are actual instances of a resource that are created and provisioned to a user
or organization in Oracle Identity Manager. For example, an e-mail account on an
Exchange server is an account (instance) of resource type Exchange.

Accounts have specific values for the attributes of the associated form.

IT Resource Type

IT resource type is a logical entity in Oracle Identity Manager used to model a physical
target and all its attributes including (but not limited to) the connectivity information
and the credentials required to connect to the physical computer. For example, IT
resource type AD server is used to model an actual AD server.

IT Resource Instance

These are actual instances of specific IT resource type that represent the actual physical
target. They also have specific values for all the attributes of the physical target, such
as IP address, port, user name, and password. Two physical AD servers in a
deployment are represented by two instances of IT resource type AD Server.

Account Discriminator

Account discriminator is a collection of attributes on a form that uniquely identifies
the logical entity on which accounts are created. This term is sometimes loosely
referred to as a target. For instance, for an AD server, an account discriminator can be a
combination of AD server (an attribute of type IT Resource) and Organization Name.

Typically, account discriminators are attributes of type IT Resource.

Attributes are marked as account discriminators by setting the Account Discriminator
property of a Form field to True.

3.2 Features of Access Policies

This section describes the various features offered by the policy engine in the
following sections:

= Provisioning Options

= Revoking or Disabling the Policy

= Denying a Resource

»  Evaluating Policies

= Evaluating Policies for Reconciled and Bulk Load-Created Accounts
= Access Policy Priority

= Access Policy Data

= Provisioning Multiple Instances of the Same Resource via Access Policy by Using
Account Discriminator
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3.2.1 Provisioning Options

Whenever an access policy is applied, provisioning of resources can take place in any
one of the following ways:

s The resources are directly provisioned to the user without any request being
generated.

= Arequest is created, and provisioning of resources is subject to request approval.

By using the System Administration Console, you can specify whether you want to
create the access policy with request approval or without request approval.

In an access policy with request:

s The default process form for access policy is supported. This means that the data
entered for default process form while creating access policy is used to populate
the form.

= Mandatory fields of the form must be populated by one of the following:

—  Process form defaults of access policy while defining access policy: This is
because process form access policy defaults are used to populate
corresponding form.

- Prepopulate adapters defined for the form.
— Default data in the form.

m  Access policy-based request is not created if all mandatory fields of the form are
not populated by any one of process form defaults, prepopulate adapters, or
default data in the form.

= If request has already been created for a user for a specific resource and it is NOT
in one of the following status, then new request is not created for the same user
and resource combination:

Request Closed

Request Completed

- Request Withdrawn

- Request Failed

- Request Approval Rejected

—  Operation Approval Rejected

Note: If you are using 11g Release 2 (11.1.2.2.0) or later, access policy
defaults should have the ITResource field populated. If the ITResource
field is not populated, then the provisioning engine cannot determine
the application instance to be associated with the account and the
account will not be visible in the UL

3.2.2 Revoking or Disabling the Policy

Oracle Identity Manager access policies are not applied to subroles. Policies are only
applied to direct-membership users (that is, users who are not in subroles) in the roles
that are defined on the access policies. You must specify whether a resource in a policy
must be revoked or disabled when the policy no longer applies. Based on your
selection, the resources are automatically revoked from the users or disabled when the
policy no longer applies to the users.
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In earlier releases of Oracle Identity Manager, to revoke an account and its
entitlements, you had to select the Revoke if no longer applies option in the policy
definition. If you left the Revoke if no longer applies option deselected, then no action
was performed on the accounts provisioned by the policy. From this release onward,
accounts and entitlements can either be revoked or disabled if policy no longer
applies. There is no longer an option to leave any option deselected.

For each resource associated with an access policy, you must select any one of the
following options:

= Revoke if no longer applies: Selecting this option revokes the account and the
entitlements associated with the access policy when the access policy is no longer
applicable.

= Disable if no longer applies: Selecting this option disables the account and the
entitlements associated with the access policy when the access policy is no longer
applicable.

Entitlements are always revoked when the policy with the Revoke if no longer
applies option or Disable if no longer applies option enabled no longer applies.
When a policy that has the Disable if no longer applies option enabled no longer
applies, then the entitlements associated with the resource are revoked because the
entitlements have been originally granted because of the role grant. The entitlements
are added to the resource instance when the role is granted once again.

Note: During an upgrade to Oracle Identity Manager 11¢ Release 2
(11.1.2.2.0), policies which had the Revoke if no longer applies option
deselected will be converted to Disable if no longer applies. Users
associated with these policies will not be updated, but any future
updates to the policy will result in the user being marked with a
Disable if no longer applies flag.

3.2.3 Denying a Resource

While creating an access policy, you can select resources to be denied along with
resources to be provisioned for roles. If you first select a resource for provisioning and
then select the same resource to be denied, then Oracle Identity Manager removes the
resource from the list of resources to be provisioned.

Note: If a resource is denied by an access policy, then the resource is
always denied, even if a different policy provisions it. Denying of
resources is irrespective of access policy priority. Even if an access
policy with lower priority denies a resource, it takes precedence over
an access policy with higher priority.

3.2.4 Evaluating Policies

In Oracle Identity Manager, access policies are evaluated during the run of the
Evaluate User Policies scheduled job. By default, this task is enabled and scheduled to
run every 10 minutes. See "Predefined Scheduled Tasks" on page 15-7 for more
information about the Evaluate User Policies scheduled task.

Access policies can be evaluated in the following scenarios:
= When a user is made a part of a role or removed from a role

The policy for the user is evaluated as part of the add or remove operation.
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If the retrofit flag is set for the policy
The evaluations can happen in the following scenarios:

— Policy definition is updated so that the retrofit flag is set to ON. Policies are
evaluated for all applicable users.

- Aroleis added or removed from the policy definition. Policies are evaluated
only for roles that is added or removed.

Note: In 11g Release 2 (11.1.2.2.0), after the role is applicable to the
user, you must run the Evaluate User Policies scheduled job to make
access policy applicable.

— Arresource is added, removed, or the Revoke If No Longer Applies or
Disable If No Longer Applies options are changed for the resource.

When you change the Revoke if no longer applies and Disable if no longer
applies options from one to the other, the existing resource instances are not
re-evaluated immediately. This policy change takes effect only the next time

the policy is evaluated by the Evaluate User Policies scheduled task.

—  When policy data is updated or deleted. This includes both parent and child
form data. Policies are evaluated for all applicable users.

3.2.5 Evaluating Policies for Reconciled and Bulk Load-Created Accounts

The access policy engine can link access policies to reconciled accounts and to accounts
created by the Bulk Load Utility. The access policies are then evaluated using the
Evaluate User Policies scheduled job. To enable this feature, ensure the following:

Set the values of XL.AllowAPHarvesting and
XL.AllowAPBasedMultipleAccountProvisioning system properties to TRUE .

See "System Properties in Oracle Identity Manager" on page 16-1 for information
about these system properties. See "Creating and Managing System Properties” on
page 16-24 for information about setting the value of a system property.

Set the retrofit flag to ON for the policy to be linked by selecting Retrofit Access
Policy.

For information about the retrofit flag, see "Creating Access Policies" on page 3-8.
For information about updating a policy definition, see "Managing Access
Policies" on page 3-10.

Populate the ITResource field in access policy defaults.

If the ITResource field is not populated, then the provisioning engine cannot
determine the application instance to be associated with the account and the
account will not be visible in the UL

Designate a field on the process form as the discriminator field and set the value of
the Account Discriminator property to True. Then, populate the access policy
defaults for the account discriminator field.

For information about setting the discriminator field, see "Enabling Multiple
Account Provisioning” on page 3-11.
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3.2.6 Access Policy Priority

Policy priority is a numeric field containing a number that is unique for each access
policy you create. The lower the number, the higher is the priority of the access policy.
For example, if you specify Priority =1, it means that the policy has the highest
priority. When you define access policies through Oracle Identity System
Administration, the value 1 is always added to the value of the current lowest priority
and the resultant value is automatically populated in the Priority field. Changing this
value to a different number might result in readjusting the priority of all the other
access policies, thus ensuring that the priorities remain consistent. The following
actions are associated with the priority number:

s If the priority number entered is less than 1, then Oracle Identity Manager will
change the value to 1 (highest priority).

= If the priority number entered is greater than M, in which M is the current lowest
priority, then Oracle Identity Manager will force to specify the value as less than or
equal to M+1.

s Two access policies cannot have the same priority number. Therefore, assigning an
already existing priority number to an access policy will lower the priority by 1 for
all policies of lesser priority.

Conlflicts can arise from multiple access policies being applied to the same user.
Because a single instance of a resource is provisioned to the user through access
policies, Oracle Identity Manager uses the highest priority policy data for a parent
form. For child forms, Oracle Identity Manager uses cumulative records from all
applicable policies.

If there is more than one access policy created for the same resource but granting
different sets of entitlements and having different behavior when policy no longer
applies, then the access policy with Disable if no longer applies (DLNA) option
enabled has the highest priority irrespective of the access policy priorities. For
example, if there is an access policy with Revoke if no longer applies (RLNA) option
enabled and another policy with DLNA option enabled, then the policy with DLNA
option enabled has higher precedence. Irrespective of the order in which the policies
are applied, as long as a policy with DLNA option enabled is applied to the user, the
account is always disabled when the policy no longer applies.

If a policy with Disable if no longer applies is later converted to Revoke if no longer
applies, then existing accounts that are associated with the policy are not updated to
RLNA. The change is effective only for accounts to be created in future.

If a policy with RLNA is later converted to DLNA, then the accounts that are already
revoked are not impacted. The change is effective only for accounts currently
associated with this policy or accounts to be created in the future.

3.2.7 Access Policy Data

There are multiple ways in which process form data is supplied for resources during
provisioning. The following is the order of preference built into Oracle Identity
Manager:

1. Default values from the form definition using Oracle Identity Manager Design
Console

2. Prepopulate adapters
3. Access policy data if resource is provisioned because of a policy

4. Data updated by Process Task
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If a given option is available, then the rest of the options that are at a lower order of
preference are overridden. For example, if Option 4 is available, then Options 3, 2, and
1 are ignored.

3.2.8 Provisioning Multiple Instances of the Same Resource via Access Policy by Using
Account Discriminator

In earlier releases of Oracle Identity Manager, access policies can be used to manage
only a single account for a resource object. In other words, if you already have resource
provisioned to user (account has been created in the target system) and if another
instance of the same resource is to be provisioned to the same user via access policy,
then it is not possible in earlier releases of Oracle Identity Manager. To achieve the
functionality of provisioning multiple instances of resource to a user, prior to access
policy enhancement in Oracle Identity Manager 11¢ Release 2 (11.1.2.2.0), you must
clone the connector that represents the target system in Oracle Identity Manager.
Cloning of connector was error prone needed lot of effort for testing/maintenance of
cloned resource. Access Policy enhancement done for provisioning of multiple
instances of resource in Oracle Identity Manager 11¢ Release 2 (11.1.2.2.0) saves the
time and effort on cloning connectors.

A target system, such as UNIX server, Active Directory (AD) server, database, SAP, or
JD Edwards, is the external system to Oracle Identity Manager that must be
provisioned to users in Oracle Identity Manager. The target system is represented by
an entity called resource in Oracle Identity Manager. The server on which target
system is installed is represented by IT resource in Oracle Identity Manager. And the
login credentials provided to user accessing this target system is represented by an
account in Oracle Identity Manager. A user can have multiple accounts on a single
target system. For example, one account can be a service (administrator) account and
another a regular account. Therefore, it is mandatory to have two accounts for a same
user in a single target system. In addition, it is possible to have different instances of
target system, such as multiple UNIX servers, database servers, and AD servers. As a
result, it is required to create accounts on each instance of the target system for the
same user. For implementation details, see "Creating Separate Accounts for the Same
User and Same Resource on a Single Target System" on page 3-12.

In Oracle Identity Manager 11g Release 2 (11.1.2.2.0), access policies can provision
multiple accounts in the same target system as well as a single account in multiple
instance of the same target system. While evaluating access policies and provisioning
resources to user, Oracle Identity Manager checks if the resource has already been
provisioned to the user or not. This is determined by checking the resource key
(OBJ_KEY) of the resource provisioned to user. To have multiple instances to be
provisioned through access policy, another criteria called account discriminator along
with OBJ_KEY is required to distinguish the multiple instances of the same resource.
Therefore, access policy checks the resource key as well as account discriminator to
decide if the resource has been provisioned or not.

The account discriminator is a field on a process form (account data) that distinguishes
two accounts of the same user, which can be present on the same target system or
different target systems. For example:

»  If user Jane.Doe is to be provisioned two accounts on two different UNIX servers,
then IT resource can be used as account discriminator.

»  If user John.Doe is to be provisioned two accounts on the same database instance,
then distinct login IDs can be used as account discriminator.

Managing Access Policies 3-7



Creating Access Policies

If there are multiple resources that need to be provisioned because of access policy
evaluation, a single bulk request is created. The bulk request requires a single
request-level approval, but operational level request will be auto-approved.

See Also:

s "Workflow Concepts" in the Oracle Fusion Middleware Developer’s
Guide for Oracle Identity Manager for information about
request-level and operation-level approvals.

= "Provisioning Multiple Instances of the Same Resource via Access
Policy" on page 3-11 for the steps to provision data from multiple
target systems

3.3 Creating Access Policies

You can define an access policy for provisioning resources to users who have roles
defined in the policy by using the Access Policy Wizard.

To create an access policy:
1. Login to the Oracle Identity System Administration.

2. Under Policies, click Access Policies. The Manage Access Policies window is
displayed.

3. Click Create Access Policy to open the access policy creation page.

4. Enter information in the required fields indicated with an asterisk (*), such as
access policy name and description.

Note: The following special characters are not allowed in the access
policy name:

Semicolon (;)
Hash (#)
Percentage (%)
Equal to (=)

Bar (1)

Plus (+)

Comma (,)
Forward slash (/)
Back slash (\)
Single quote (')
Double quote (")
Less than (<)
Greater than (>)

5. For the Provision field, select any one of the following options:
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10.

11.

= Without Approval: Selecting this option creates the access policy without
request approval. The resources are directly provisioned to the user without
any request being generated.

= With Approval: Selecting this option creates the access policy with request
approval. When an access policy become applicable, a request is created, and
provisioning of resources is subject to request approval.

Select Retrofit Access Policy to retrofit this access policy when it is created.

Note: If you select Retrofit Access Policy, then the access policy is
applied to all existing roles that you select in Step 14 of this procedure,
after the Evaluate User Policies job is run.

If you do not select this option, then existing role memberships are not taken into
consideration.

Click Continue.

The Create Access Policy - Step 2: Select Resources (to provision) page is
displayed.

Specify the resource to be provisioned for this access policy.
Search for resources by using the filter search menu.
s Select the name of the resource from the results table, and then click Add.

= The names of the desired resources to provision appear in the Selected list. If
you want to create an access policy that only denies resources, click Continue
without selecting a resource.

= To unassign the selected resources, highlight the resource in the Selected list
and click Remove.

Click Continue.

If there is a form associated with this resource, the subsequent pages display the
required fields. Otherwise, the Create Access Policy - Step 2: Select Resources to
Revoke or Disable page is displayed.

Note: Oracle recommends that you do not specify policy defaults for
passwords and encrypted attributes.

For each resource listed in the page, select any one of the following options:

= Revoke if no longer applies: Selecting this option revokes the account and the
entitlements associated with the access policy when the access policy is no
longer applicable.

= Disable if no longer applies: Selecting this option disables the account and
the entitlements associated with the access policy when the access policy is no
longer applicable.

See "Revoking or Disabling the Policy" on page 3-3 and "Evaluating Policies" on
page 3-4 for more information about revoking or disabling accounts and
entitlements when access policies no longer apply.

Click Continue.

The Create Access Policy - Step 3: Selected Resources (to deny) page is displayed.
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12.

13.

14.

15.

16.

17.

Use this page to select resources to be denied by this access policy.
To select resources to be denied:

a. Select the resources from the results table.

b. Click Add to place the resource in the Selected list.

You must select at least one resource to deny if you have not selected any
resources to be provisioned. Selecting the same resources to be denied as to be
provisioned will automatically unassign them from the resources to be
provisioned selection.

Similarly, in Step a, assigning the same resources to be provisioned as you
have already selected to be denied will automatically remove them from the
resources to be denied selection. You can remove the resources that were
selected to be denied. You do this by selecting those resources from the
Selected list, and clicking Remove.

c. Click Continue.
The Create Access Policy - Step 4: Select Roles page is displayed.

Use the Create Access Policy - Step 4: Select Roles page to associate a group with
the access policy.

To associate a role with this access policy:

m  Select the role from the results table, and then click Add. You must select at
least one role. The names of the selected roles appear in the Selected list.

= You can delete the role name by clicking Remove.
Click Continue.

The Create Access Policy - Step 5: Verify Access Policy Information page is
displayed.

If you want to modify any of the selections you made in the preceding steps of this
procedure, then click Change to go to the corresponding page of the wizard. After
making the required modifications, click Continue to return to the Step 5: Verify
Access Policy Information page.

Click Create Access Policy to create the access policy.

Note: When you create an access policy on a resource having a
process form with Password field, the password policy is not
evaluated. For information about password policies, see Oracle Fusion
Middleware Administrator’s Guide for Oracle Identity Manager.

3.4 Managing Access Policies

You can use Oracle Identity System Administration to modify information in existing
access policies.

To manage access policies:

1.

In the Identity System Administration, click Manage Access Policies under
Policies.

The Manage Access Policies page is displayed.
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Use the menu in the search criteria field to select an access policy attribute. You
can use the asterisk (*) wildcard character to search for all access policy instances
that have any value for the attribute selected. Click Search Access Policies.

The Manage Access Policies page is displayed with your search results.
To view the details of the Access Policy you want, click Access Policy Name.
The Access Policy Details page is displayed.

To make modifications to this access policy, use the Change link at the end of each
selection category.

Note: You can change the Revoke if no longer applies and Disable
if no longer applies options as a part of the access policy
modification. See "Revoking or Disabling the Policy" on page 3-3 and
"Evaluating Policies" on page 3-4 for information about the effects of
changing these options in access policies.

After you make the required modifications, click Update Access Policy.

This access policy is updated, and the updated information is displayed on the
Access Policy Details page.

3.5 Provisioning Multiple Instances of the Same Resource via Access

Policy

Provisioning multiple instances of the same resource via access policy by using
account discriminator involves the following;:

Enabling Multiple Account Provisioning

Creating Separate Accounts for the Same User and Same Resource on a Single
Target System

Provisioning Multiple Instances of a Resource to Multiple Target Systems

Limitation of Provisioning Multiple Instances of a Resource via Access Policy

3.5.1 Enabling Multiple Account Provisioning

By default, Oracle Identity Manager does not support multiple account provisioning.
To enable multiple account provisioning:

Set the value of the XL.Allow APBasedMultipleAccountProvisioning system property
to TRUE. See "System Properties in Oracle Identity Manager" on page 16-1 for
information about this system property. See "Creating and Managing System
Properties" on page 16-24 for information about setting the value of a system property.

When multiple account provisioning is enabled, you must define the appropriate
account discriminator attributes. To do so:

1.
2.

Log in to the Design Console.

Update the process form as follows:

a. Expand Development Tools, and then double-click Form Designer.
b. Search and open the process form.

¢. On the Form Designer tab, click Create New Version.
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h.

In the Create a New Version dialog box, enter a label in the Label field, and
then click Save.

From the Current Version list, select the version that you created.

On the Properties tab, select the field that you want to designate as the
discriminator field, and then click Add Property.

In the Add Property dialog box, select Account Discriminator as the property
name, enter True in the Property Value field, and then click Save.

Click Make Version Active, and then click OK.
Click Save.

3. Run the Form Version Control (FVC) utility if you modified existing process
forms. See "Using the FVC Utility" on page 27-3 for more information.

3.5.2 Creating Separate Accounts for the Same User and Same Resource on a Single

Target System

Two distinct accounts can be created for the same user and same resource on a single
target system via access policy. For example, it is required to create two accounts, a
user account and service account on a single AD instance. The Active Directory target
system is represented by the AD User resource in Oracle Identity Manager. This is
implemented in the following way:

1. Create a AD User resource.

2. Create the user, such as JohnD.

3. In the process form, mark UD_ADUSER_ORGNAME as the discriminator field so
that two distinct accounts have different login IDs.

4. Create two access policies as follows:

For regular account:

Access policy name: AP1

Associated to role: Rolel

Resource to provision: AD User

Process form having Discriminator field: User ID (UD_ADUSER_ORGNAME)
Default value in access policy: Accountl

For service account:

Access policy name: AP2

Associated to role: Role2

Resource to provision: AD User

Process form having Discriminator field: User ID (UD_ADUSER_ORGNAME)

Default value in access policy: Account2

Note: You must create a prepopulate adapter associated with the
process form to generate the values for User ID so that unique values
are generated for this field.
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Assign Rolel and Role2 to JohnD. Note that you will not see the resource
provisioned right after completion of role assignment. You must either wait for the
Evaluate User Policies scheduled task to run automatically or you run this
scheduled task manually.

When Rolel is assigned to JohnD, the Accountl account is created in the AD User
target system via the AP1 access policy. When Role2 is assigned to JohnD,
Account2 is created in AD User via AP2. Therefore, two distinct accounts can be
created for the same user and same resource on a single target system via access

policy.

3.5.3 Provisioning Multiple Instances of a Resource to Multiple Target Systems

The following are the broad-level steps to provision multiple instances of a resource
object to multiple target systems via access policy:

1.

Create an IT resource type by using the IT Resources Type Definition Form in the
Oracle Identity Manager Design Console. For information about using this form,
see "IT Resources Type Definition Form" in the Oracle Fusion Middleware Developer’s
Guide for Oracle Identity Manager.

Create multiple IT resource instances of the IT resource type that you created in
step 1. For information about creating IT resources, see "Creating I'T Resources" in
the Oracle Fusion Middleware Developer’s Guide for Oracle Identity Manager.

Here, IT resource instance is the account discriminator. See "Provisioning Multiple
Instances of the Same Resource via Access Policy by Using Account Discriminator"
on page 3-7 for information about account discriminator.

Note: Display the process form default for ITResource. It is
mandatory to display it. By doing so, you can successfully provision
an application instance via access policy.

Create a process form with a field of type that you created in step 1. For
information about creating process forms, see "Developing Process Forms" in the
Oracle Fusion Middleware Developer’s Guide for Oracle Identity Manager.

Create a resource object. For information about creating a resource object, see
"Creating a Resource Object" in the Oracle Fusion Middleware Developer's Guide
for Oracle Identity Manager.

Create a process definition, and associate the resource object and process form. For
information about creating a process definition, see "Creating a Process Definition"
in the Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager.

Create access policies associating a role and resource object. See "Creating Access
Policies" on page 3-8 for details.

When you have two instances of the same resource on different physical server, you
can use access policy to provision both the instances of a resource to the same user,
JohnD. This is described with the help of the following scenario:

You have tow AD instances, one hosted on server with IP as 10.151.14.82 and another
hosted on server with IP 130.35.66.254. The user is to be provisioned to both the
instances via access policy-based provisioning. To achieve this:

1.

Create a AD User resource.
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Create an IT resource with name ADServerl that represents the server with IP
address as 10.151.14.82.

Create an IT resource with name ADServer2 that represents the server with IP
address as 130.35.66.254.

Mark the AD Server (UD_ADUSER_SERVER) process form field as the
discriminator field.

Create two access policies as follows:
»  For the account to be created on ADServerl:
Access policy name: AP3
Associated to role: Role3
Resource to provision: AD User
Process form having Discriminator field: AD Server (UD_ADUSER_SERVER)
Default value for ITResourceLookup field: ADServerl
»  For the account to be created on ADServer2:
Access policy name: AP4
Associated to role: Role4
Resource to provision: AD User
Process form having Discriminator field: AD Server (UD_ADUSER_SERVER)
Default value for ITResourceLookup field: ADServer2
Assign Role3 and Role4 to the user JohnD.

When Role3 is assigned to JohnD, the account is created in the target system on
ADServerl via the AP3 access policy. When Role4 is assigned to JohnD, the
account is created in the target system on ADServer2 via the AP4 access policy.
Therefore, two distinct accounts are created for the same user and same resource
on two different instances of the target system via access policy.

3.5.4 Limitation of Provisioning Multiple Instances of a Resource via Access Policy

Provisioning multiple instances of a resource via access policy has the following
limitations:

A single access policy cannot provision multiple instances of a resource to a user.
Multiple access policies must be created to provision multiple instances of
resource. You must create the same number of access policies as that of instances
of same resource that is to be provisioned.

If a resource object has a process form that has fields marked as account
discriminator fields, then the value of these fields must be specified in any access
policy that provisions that resource. Otherwise, issues might be encountered, such
as multiple accounts might be provisioned when the policies are evaluated next
time.

If a resource object has a process form that has fields marked as account
discriminator fields and if you use the access policy engine to provision this
resource to one or more users, then the values of the account discriminator fields
must remain constant throughout the lifecycle of the account. In other words, the
values of the account discriminator fields must not be changed. This is because the
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access policy engine uses the resource object key and the account discriminator
values to decide whether or not to provision a new account to the user.

By modifying account discriminator values, you modify the basis on which the
provisioning decision had been taken. and the behavior of the access policy engine
cannot be determined. Therefore, it is recommended that you do not modify
account discriminator values. And the process form values of the account
discriminator fields must not be changed.

If access policies are configured with different account discriminator values, they
provision different accounts to the user.

Note: Account discriminator values that are different only in casing
(for example, abc and aBc) are also treated as different values. With
this data, two accounts are provisioned to the end user.

Consider the following scenario:

Two access policies are provisioning the same resource with the same
account discriminator data. The policies are applied through a request.

These two policies apply to a user, and policies are re-evaluated for
the user. Here, only one resource is provisioned to the user through a
request. Now, suppose request approval is in progress. In the
meantime, the priorities of these two policies are swapped, which
means that the higher priority policy becomes the lower one and the
other becomes the higher priority policy.

While the request is in progress, if policies are re-evaluated for the
user, a second request is created to provision the same resource but
through the current higher priority policy. This issue is not currently
handled by the policy engine. To avoid this issue, you must ensure
that all pending requests for a specific resource are either approved or
rejected before modifying the properties of the access policy that
provision the resource, especially through a request.

3.6 Troubleshooting Issues with Evaluate User Policy Scheduled Job

In some cases, the Evaluate User Policy scheduled task may not trigger, process users,
or process only a few users. Any of the following could be the reasons:

The Evaluate User Policy scheduled task ran, but there are no users marked for
policy evaluation.

Users were marked for policy evaluation, however the users are not active.
Policy evaluation was done, however provisioning operations failed.

In this case, the event handlers related to provisioning will be in CANCELLED
state. Therefore, no accounts or entitlements are provisioned to the users.

The Evaluate User Policy scheduled task is not triggered due to an issue with the
scheduler.

In this case, the scheduler issue needs to be troubleshooted separately.

To identify if the issue is with access policy, provisioning, or scheduler, perform the
steps mentioned in the MetaLink note 1563379.1.
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4

Managing Password Policies

Organization administrators can associate a password policy to an organization. All
password policies are created by System Administrators only. The organization
administrators can select a relevant password policy from the password policies
created by system administrators. A password policy set for an organization is
applicable for that organization and all its suborganizations. If the
suborganization-level administrator sets a different password policy for that
organization, then the parent organization password policy is overridden by the new
one, and is applicable to all suborganizations under this organization. If a user is a
member of multiple organizations, then the user's password policy depends on the
home organization and the home organization hierarchy.

In addition, password policy priority determines which password policy is applicable
for a user if the user is a member of multiple organizations. If the organizations are in
hierarchy, then the password policy of the organization that is closest to the user is
applicable even if the password policy associated with the parent organization has
higher priority.

During user creation, Oracle Identity Manager validates the password provided
manually or autogenerated against the default password policy which is attached to
the Top organization. When a user logs in for the first time and changes the password,
the password policy with the highest priority that is applicable to the user's
organization is applied.

This chapter describes password policy management in the following sections:
= Searching Password Policies

= Creating a Password Policy

= Setting Password Policy Rules

= Deleting a Password Policy

= Setting Password Policy for an Organization

4.1 Searching Password Policies
To search for password policies:
1. Login to Oracle Identity System Administration.

2. In the left pane, under Policies, click Password Policy. The Password Policy page
is displayed.

3. For the Policy Name field, select a search operator from the list.
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4. In the Policy Name field, enter the policy name you want to search. If you want to
list all existing password policies, then leave this field blank.

5. Click Search. The password policies that match your search condition are
displayed.

4.2 Creating a Password Policy
By creating password policies, you can:

= Set password restrictions, for example, define the minimum and maximum length
of passwords

= See rules that are associated with a password policy

Note: In an environment in which LDAP synchronization is enabled,
you must ensure one of the following:

= Password policies set on Oracle Identity Manager must be more
restrictive than password policies set on the LDAP server.

= Password policies set on Oracle Identity Manager must match the
password policies set on the LDAP server.

To create a password policy:

1. In the Password Policy page, from the Actions menu, select Create. Alternatively,
click Create on the toolbar. The Create Password Policy page is displayed, as
shown in Figure 4-1:
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Figure 4-1 The Create Password Policy Page

Password Policy Create Password Policy &l
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. Unicode Characters
3, The password does nok conkain any of user 1D, First name, or last name when their length is larger than 2,

~|Custom Policy ®
Mazximurm Length Characters Required
Mazximum Repeated Characters Charackers allowed
Mirirnurn Mumeric Charackers Characters Mot Allowed
Minimurn Alphanumeric Characters Substrings Mot Allowed
IMirirmurn Unique Charackers Special Characters: Min Max
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Mirirnumn Uppercase Characters Start with Alphabet [ Disallow First Mame O
Minimum Lowercase Characters Disallaw User 10 [ Disallow Last Mame []

Password Dictionary Details
Password File

Fil= Delirniter

2. In the Policy Name field, enter the name of the password policy.
3. In the Policy Description field, enter a short description of the password policy.

4. In the Policy Rules tab, specify value in the fields to set the rules for the password
policy. For a description of each field in the Policy Rules tab, see "Setting Password
Policy Rules" on page 4-3.

Note: You can leave the fields blank in the Policy Rules tab, and click
Apply to save the password policy. You can later open the password
policy and set the policy rules by following the instructions in "Setting
Password Policy Rules" on page 4-3.

5. Click Apply.

Note: A password policy is not applied during the creation of an
Oracle Identity Manager user through trusted source reconciliation.

4.3 Setting Password Policy Rules

Setting password policy rules involve specifying criteria for your password policy, for
example, the minimum and maximum length of passwords.

You can use either or both of the following methods to set password restrictions:
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= Enter information in the appropriate fields, or select the required check boxes. For
example, to indicate that a password must have a minimum length of four
characters, enter 4 in the Minimum Length field.

= In the Password File field, enter the directory path and name of the password
policy file (for example, c:\Xellerate\userlimits.txt). This file contains predefined
words that you do not want to be used as passwords. The delimiter specified in
the File Delimiter field separates these words. The predefined words in the file
cannot be used as passwords. For example, if the file contains the word welcome,
then welcome, Welcome, and welcome123 are invalid passwords.

To set the rules for a password policy:

1. In the Password Policy page, search and select the password policy that you want
to open.

2. From the Actions menu, select Open. Alternatively, click Open on the toolbar. The
password policy details page is displayed.

Note: You can also set the password policy rules at the time of
creating the password policy.

3. In the Policy Rules section, enter values in the fields, as listed in Table 4-1:

Note: If a data field of the policy is empty, a password conforming to
this policy does not have to meet the criteria of that field for the
password to be valid. For example, when the Minimum Numeric
Characters field is blank, Oracle Identity Manager will accept a
password, regardless of the number of characters included in it.

Table 4-1 Fields in the Policy Rules Section

Field Name Description

Minimum Length The minimum number of characters that a password must
contain for the password to be valid.

For example, if you enter 4 in the Minimum Length field, then
the password must contain at least four characters.

This field accepts values from 0 to 999.

Minimum Password Age  The minimum duration in days for which users can use a
(Days) password.

For example, if you enter 2 in the Minimum Password Age
(Days) field, then the user cannot change the password before 2
days of creating the password.

The value of this field must be less than the value of the Expires
After (Days) field. For example, if you enter 30 in the Expires
After (Days) field and 31 in the Minimum Password Age (Days)
field, then an error is displayed.

Warn After (Days) The number of days that must pass before a user is notified that
the user's password will expire on a designated date.

For example, you enter 30 in the Expires After (Days) field, and
20 in the Warn After (Days) field, and the password is created on
November 1. On November 21, the user will be informed that
the password will expire on December 1.

This field accepts values from 0 to 999.

4-4 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Setting Password Policy Rules

Table 4-1 (Cont.) Fields in the Policy Rules Section

Field Name

Description

Disallow Past Passwords  The frequency at which old passwords can be reused. This

policy ensures that users do not change back and forth among a
set of common passwords.

For example, if you enter 10 in the Disallow Past Passwords
field, then users are allowed to reuse a password only after
using 10 unique passwords.

This field accepts values from 0 to 24.

Expires After (Days) The maximum duration in days for which users can use a

password.

For example, if you enter 30 in the Expires After Days field, then
users must change their passwords by the thirtieth day from
when it was created or last modified.

This field accepts values from 0 to 999.

Note: After the number of days specified in the Expires After
Days field passes, a message is displayed asking the user to
change the password.

4. Select any one of the following options:

Note: You can configure either a default complex password policy or
a custom password policy. If you select the Complex Password
option, then you cannot use the Custom Policy option setup, and
passwords will be evaluated against the complex password criteria.

= Complex Password: Selecting this option sets the following complex
password criteria:

The password is at least six characters long. This password length
overrides the Minimum Length field if the value entered in the Minimum
Length field is less than 6. For example, if you enter 2 in the Minimum
Length field, at least six characters will be required for the password
because it must have at least six characters according to the complex
password criteria.

The password contains characters from at least three of the following five
categories:

- English Uppercase Characters (A - Z)

- English Lowercase Characters (a - z)

- Base 10 digits (0 - 9)

- Non-alphanumeric characters (for example: !, $, #, or %)
- Unicode characters

The password does not contain any of User ID, first name, or last name
when their length is larger than 2.

The names are parsed for delimiters: commas, periods, dashes or hyphens,
underscores, spaces, pound signs, and tabs. If any of these delimiters are
found, then the names are split and all sections are verified not to be
included in the password. For example, if the user name is john-d, then d
will not be checked in the password because its length is less than 2. Simi-
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larly, if the name is John Richard Doe, then the password cannot contain
john, richard, or doe.

When checking against the user's full name, characters such as commas,
periods, dashes or hyphens, underscores, spaces, pound signs, and tabs
are treated as delimiters that separate the name into individual character

sets. Each character set that has three or more characters is searched in the

password. If the character set is present in the password, the password
change is rejected. For example, the name John Richard-Doe is split into
three character sets: John, Richard, and Doe. This user cannot have a pass-

word that consists of three continuous characters from either John or Rich-
ard or Doe anywhere in the password. However, the password can contain

the substring d-D because the hyphen (-) is treated as the delimiter
between the substrings Richard and Doe. In addition, the search for char-
acter sets in the password is not case-sensitive.

Note: If the user's full name is less than three characters in length,
the password is not checked against it because the rate at which
passwords will be rejected is too high.

= Custom Policy: If you select the Custom Policy option, you can set a custom
password policy by using the fields listed in Table 4-2.

Table 4-2 Fields in Custom Policy Section

Field Name

Description

Maximum Length

Maximum Repeated
Characters

Minimum Numeric
Characters

Minimum
Alphanumeric
Characters

The maximum number of characters that a password can contain.

For example, if you enter 8 in the Maximum Length field, then a
password is not accepted if it has more than eight characters.

This field accepts values from 1 to 999.

The maximum number of times a character can be repeated in a
password.

For example, if you enter 2 in the Maximum Repeated Characters

field, then a password is not accepted if any character is repeated

more than two times. For example, RL112211 would not be a valid
password because the character 1 is repeated three times.

Note: In this example, there are four occurrences of the character 1,
which means that it is repeated three times.

This field accepts values from 1 to 999.

The minimum number of digits that a password must contain.

For example, if you enter 1 in the Minimum Numeric Characters
field, then a password must contain at least one digit.

This field accepts values from 0 to 999.

The minimum number of letters or digits that a password must
contain.

For example, if you enter 6 in the Minimum Alphanumeric
Characters field, then a password must contain at least six letters or
numbers.

This field accepts values from 0 to 999.
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Table 4-2 (Cont.) Fields in Custom Policy Section

Field Name Description
Minimum Unique The minimum number of nonrepeating characters that a password
Characters must contain.

For example, if you enter 1 in the Minimum Unique Characters
field, then a password is accepted if at least one character in the
password is not repeated. For example, 1a23321 would be a valid
password because the character a in the password is not repeated
although the remaining characters are repeated.

This field accepts values from 0 to 999.

Minimum Alphabet The minimum number of letters that a password must contain.

Characters For example, if you enter 2 in the Minimum Alphabet Characters

field, then the password is not accepted if it has less than two letters.

This field accepts values from 0 to 999.

Minimum Uppercase The minimum number of uppercase letters that a password must
Characters contain.

For example, if you enter 8 in the Uppercase Characters: Minimum
field, then a password is not accepted if it contains less than eight
uppercase letters.

This field accepts values from 0 to 999.

Minimum Lowercase The minimum number of lowercase letters that a password must
Characters contain.

For example, if you enter 8 in the Minimum Lowercase Characters
field, then a password is not accepted if it has less than eight
lowercase letters.

This field accepts values from 0 to 999.

Characters Required The characters that a password must contain.

For example, if you enter x in the Characters Required field, then a
password is accepted only if it contains the character x.

The character you specify in the Characters Required field, must be
mentioned in the Characters Allowed field. If you enter a character
in the Characters Required field that is not mentioned in the
Characters Allowed field, then an error is displayed stating that the
required characters must be in the list of allowed characters, and
required characters must not be in the list of not allowed characters.

In addition, if you specify more than one character, then do not
provide delimiters. Commas and white spaces are also considered
as characters in this field. For example, if you specify characters
such as a,x,c, then the password is not accepted unless it contains
comma.

Note: Characters specified and case-sensitive.
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Table 4-2 (Cont.) Fields in Custom Policy Section

Field Name Description

Characters Allowed The characters that a password can contain.

For example, if you enter the percent sign (%) in the Characters
Allowed field, then a password is accepted if it contains a percent
sign, given that all other criteria are met.

Note: If any character is used in the password and that character is
not in the Characters Allowed field, then the password will be
rejected. For example, if the Characters Allowed field has "abc" and
the password is "dad", then the password is rejected because "d" is
not in the Characters Allowed field.

If you specify the same character in the Characters Allowed and
Characters Not Allowed fields, then an error message is returned
when you create the password policy.

Note: Characters specified and case-sensitive.

Characters Not The characters that a password must not contain.

Allowed For example, if you enter an exclamation point (!) in the Characters

Not Allowed field, then a password is not accepted if it contains an
exclamation point.

Note: Characters specified and case-sensitive.

Substrings Not A series of consecutive alphanumeric characters that a password
Allowed must not contain.

For example, if you enter oracle in the Substrings Not Allowed
field, then a password is not accepted if it contains the letters o, 1, a,
¢, 1, and e, in successive order.

Special Characters: Min The minimum number of special characters that a password must
contain.

For example, if you enter 2 in the Special Characters: Min field, then
the password is not accepted if it has less than two special
characters.

The field accepts values from 0 to 999.

Special Characters: Max The maximum number of special characters that a password can
contain.

For example, if you enter 5 in the Special Characters: Max field, then
a password is not accepted if it has more than five special
characters.

This field accepts values from 1 to 999.

Unicode Characters: The minimum number of Unicode characters that a password must
Min contain.

For example, if you enter 3 in the Unicode Characters: Minimum
field, then the password is not accepted if it has less than three
Unicode characters.

This field accepts values from 0 to 999.

Unicode Characters: The maximum number of Unicode characters that a password can
Max contain.

For example, if you enter 8 in the Unicode Characters: Maximum
field, then a password is not accepted if it has more than eight
Unicode characters.

This field accepts values from 1 to 999.
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Table 4-2 (Cont.) Fields in Custom Policy Section

Field Name Description

Start With Alphabet Whether or not the password must begin with a letter.

For example, if you select this option, then the password
123welcome is not accepted because the password does not begin
with a letter. However, if you do not select this option, then the
password can begin with a letter, numeric digit, or special character.

Disallow User ID This check box specifies if the user ID will be accepted as the whole
password or as part of the password.

When this check box is selected, a password will not be valid if the
user ID is entered in the Password field. In addition, the password is
not valid if the user ID occurs as a part of the password specified in
the Password field.

If you deselect this check box, the password will be accepted, even if
it contains the user ID.

Disallow First Name This check box specifies if the user's first name will be accepted as
the whole password or as part of the password.

When this check box is selected, a password will not be valid if the
user's first name is entered in the Password field. In addition, the
password is not valid is the first name is entered as a part of the
password.

If you deselect this check box, then the password will be accepted,
even if it contains the user's first name.

Disallow Last Name This check box specifies if the user's last name will be accepted as
the whole password or as part of the password.

When this check box is selected, a password will not be valid if the
user's last name is entered in the Password field. In addition, the
password is not valid is the last name is entered as a part of the
password.

If you deselect this check box, then the password is accepted, even if
it contains the user's last name.

Password File The path and name of a file that contains predefined terms, which
are not allowed as passwords. The file must be stored on the same
host on which Oracle Identity Manager is deployed.

Note: The settings on the Policy Rules tab get precedence over the
specifications in the password file. For example, a disallowed term
of the password file is used in the policy when no disallowed term
is specified in the Policy Rules tab.

Password File Delimiter The delimiter character used to separate terms in the password file.

For example, if a comma (,) is entered in the Password File Delimiter
field, then the terms in the password file will be separated by
commas.

Note: There are no escape characters defined to be used in password
policies.

5. Click Apply to save the password policy.

Note: After creating a password policy, you must associate the policy
with an organization. The rules of the policy will be applied for the
users of that organization and its suborganizations. For information
about associating password policies to organizations, see "Creating an
Organization" in the Oracle Fusion Middleware User’s Guide for Oracle
Identity Manager.
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4.4 Deleting a Password Policy
To delete a password policy:

1. In the Password Policy page, search and select a password policy that you want to
delete.

2. From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A
message is displayed asking for confirmation.

3. Click Yes to confirm the deletion.

4.5 Setting Password Policy for an Organization

For information about setting password policy for an organization, see "Creating an
Organization" in the Oracle Fusion Middleware User’s Guide for Oracle Identity Manager.
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Managing Attestation Processes

This chapter is divided into the following sections:
= About Attestation

= Attestation Process Configuration

s Creating Attestation Processes

= Managing Attestation Processes

= Using the Attestation Dashboard

Note: The Attestation feature has been deprecated and can only be
used to close existing attestation tasks. This document can be used
only if you have upgraded from Oracle Identity Manager Release 9.1.x
or 11g Release 1. Instead of attestation, you must use the Certification
feature.

5.1 About Attestation

Attestation enables users designated as reviewers to be notified of reports they must
review. These reports describe entitlements of other users. A reviewer can attest to the
accuracy of these entitlements by providing a response. The attestation action, along
with the response the reviewer provides, any associated comments, and an audit view
of the data that the reviewer views and attests to, is tracked and audited to provide a
complete trail of accountability. In Oracle Identity Manager, this process is known as
an attestation task.

In Oracle Identity Manager, attestation is supported through the definition of
scheduled attestation processes. An attestation process is not the same as an Oracle
Identity Manager workflow. It is implemented as a configurable business process in
Oracle Identity Manager, and it creates an attestation task for a user. The user acts as a
reviewer, and must complete this process to provide correct audit information.

Tracking of attestation activity for a provisioned resource instance is done through
tasks in the provisioning processes of resource objects. You can initiate workflow
activity based on attestation actions. Additional activities to be started, and a
workflow that can be modeled in the process definition form or workflow designer
can be initiated, based on an initial attestation action. This is possible due to attestation
subflows in the provisioning processes defined in Oracle Identity Manager.

Attestation activity can be initiated on a periodic basis or when required.
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A reviewer can delegate specific entitlements in an attestation task to another user for
review. This action creates another attestation task that is assigned to the delegated
user.

This section discusses the following topics:

= Definition of an Attestation Process

s Components of Attestation Tasks

»  Attestation Request

= Delegation

»  Attestation Lifecycle Process

= Attestation Engine

= Attestation Scheduled Task

= Attestation-Driven Workflow Capability
= Attestation E-Mail

5.1.1 Definition of an Attestation Process

An attestation process is the mechanism by which an attestation task is set up. Input
that an attestation process requires includes information about how to define the
components that constitute the attestation task and how to associate the attestation
task with a schedule at which the task must be run. This definition is also the basis on
which the attestation task can be initiated when required. An attestation process
definition includes:

= User Scope or Resource Scope: This defines the algorithm by which the target
user entitlements of the attestation process are determined.

= Reviewer Setup: This specifies the reviewer, who attests the entitlements of other
users. An attestation process can specify a particular user as the reviewer, or can
specify more abstractly how to select the reviewer. For example, the reviewer can
be specified as the user's manager, as an administrator of the resource, as an
authorizer of access to the resource, or as a member of the role that grants the
entitlement.

= Definition of Attestation Schedule: This specifies the schedule for running the
attestation process.

= Process Owner: This is a designated group of users that are responsible for
monitoring activities related to the process.

— They will be notified of any issues that occur when the process runs.

— They will have permissions to view the process definition, but will not have
administrative permissions by default.

— They will be able to execute the process whenever required.

A single attestation process could result in multiple attestation tasks, if that process
defines a set of reviewers. In such a case, the process would result in one attestation
task for each reviewer in the set.

5.1.1.1 Attestation Process Control
The following sections describe how you can control attestation processes.
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5.1.1.1.1 Disabling Processes An attestation process can be disabled by the system
administrator to prevent it from running at its preconfigured schedule. This gives an
administrator better control over the environment. A system administrator attestation
process can be enabled, but it cannot be enabled if its Next Run Time value is in the
past. A user who enables an attestation process must set its next run time in the future.

5.1.1.1.2 Deleting Processes An attestation process can be deleted. This is called a
soft-delete. It does not actually delete the records because the records must be
maintained for audit purposes. Instead, the attestation process will be marked as
deleted.

A deleted process is not displayed in Oracle Identity System Administration. Because
process names and codes are unique, a name once used is no longer available, and no
new attestation process can be created with the same name.

5.1.2 Components of Attestation Tasks

The basic purpose of the attestation process is to set up an attestation task in Oracle
Identity Manager. The attestation task is displayed in the Attestation tab of the
TaskList in the Oracle Identity Manager Self Service, where you can manage this task
or delegate it to someone else to manage. The following are the basic components of an
attestation task:

= Reviewer: This specifies the user who performs the attestation.

s Task Source: This specifies whether or not the attestation task is a result of a
process or because of delegation by another reviewer. In the case of delegation, the
task must track the reviewer who delegated the task, and which task is the source
of the entitlements.

= Attestation Data: This is detailed data about user entitlements in the attestation
scope. This data is from the process form of the provisioned resource instance.

m Attestation Date: This defines the date on which the attestation task is initiated.

m Attestation Actions: These are the actions that the reviewer can take on the
attestation scope. The action is not at the level of attestation task overall, but rather
against each entitlement in the attestation scope. The following are attestation
actions:

—  Certify: The reviewer agrees that the user being reviewed is allowed to have
the entitlement in its current form, including any specific data or fine-grained
permissions.

— Reject: The reviewer does not think that the user must have this entitlement in
the form.

— Decline: The reviewer does not want to accept the responsibility of attesting to
the entitlement. This action is usually for cases in which processes have been
configured incorrectly, and is useful in the early stages of a rollout.

A reviewer declines a task when the reviewer wants someone else to act upon
the task. When a task is declined, it gets assigned to a random user in the
System Administrator role.

— Delegate: The reviewer wants to reassign the attestation of this entitlement to
another qualified person.
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Note: The attestation tasks are not workflow tasks in Oracle Identity
Manager definition. They are not created as part of workflow.
Attestation tasks do not support all the task management features that
the workflow engine supports such as dynamic assignment,
escalation, and proxy management.

5.1.2.1 Attestation Inbox

From the Attestation tab of the TaskList in the Self Service, a reviewer can view the
details of each attestation task. Within an attestation task, the reviewer can provide
responses or comments for individual entitlements.

5.1.3 Attestation Request

When an attestation process is executed, an attestation request is created and recorded
in Oracle Identity Manager database. This request records for audit purposes, when an
attestation process is executed. The attestation request record consists of basic identity
and audit data and statistical data that is used in reports. The data includes the
following items:

= Arequest ID: Each attestation request has a unique identifier. Each attestation task
that Oracle Identity Manager creates as a result of a request, stores as part of its
record, the request ID of the associated attestation request.

= Date and time of execution of the process.

= Date and time of completion of the process: The date and time of completion of the
process is considered to be the date and time for that request.

s Total number of entitlements identified for attestation.

The number of provisioned resources that matched the selection criteria (of the
resource scope of the attestation process) during this particular execution of the
attestation process.

= Number of entitlements certified.
= Number of entitlements rejected.

s Number of entitlements declined.

5.1.4 Delegation

The reviewer who is assigned to an attestation task may not be able to attest to all the
entitlements in the task. There may be multiple reasons for this. For example:

s There may be too many entitlements covering too many users in the attestation
task

s The reviewer is not sure about the reasons for which the entitlements were
provisioned

In these cases, the reviewer may want to involve other people in the review. A
reviewer can delegate attestation of certain entitlements in the task.

To delegate attestation, the reviewer selects a set of entitlements in the task and
delegates them to another user. This creates a new attestation task that is assigned to
the selected reviewer.

The new task contains only those entitlements that the original reviewer selected. The
original reviewer is no longer responsible for providing an attestation response for
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those entitlements. The new attestation task assigned to the delegate would track who
performed the delegation, which task it was created from, and some other information,
for example, the request ID. The new attestation task is treated in the same manner as
any other attestation task. It can even be delegated. Figure 5-1 shows delegate
attestation page.

Figure 5-1 Delegate Attestation

Attestation Request >> Save Actions
Process: AD Process

Request Time:  fugust 13, 2010 10:35:36 At [ST

Designate a reviewer for delegated ltems and enter optional notes for all
Use the defaul feature at bottom of the page for bulk action.

User Resource Reviewer Action Delegated Reviewer Comments

james hopes [MAMES HOPES] AD User Delegate 1 dear
thomas muller [THOMAS MULLER AD User Delegate 1 dear
Default Comment (to be used when no comments are
provided):
Default Delegated Reviewer (to be used when no  1Pa
comments are provided): I Cear
Back Save Actions

5.1.5 Attestation Lifecycle Process

The following is a description of the attestation lifecycle in Oracle Identity Manager.
5.1.5.1 Stage 1: Creation of an Attestation Task

This stage starts when an attestation process is run. Figure 5-2 describes the workflow
involved in this stage.
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Figure 5-2 Creating an Attestation Task: Workflow

Schedule Task

’ Attestation Process Initiated ‘

'

[ Create The Attestation Process Instance J
A reviewer is invalid if the reviewer is
deleted or is disabled or has an
active proxy

—

[ Calculate who the Reviewers are

|

T
For Each Reviewer

The reviewer is selected from the Process
Owner group.

Not Valid

Check Reviewer
Validity

Add to Reviewers with no E-mails List is
E-mail address not Defined

[ Create Attestation Task for Reviewer ]4

'

[ Define (and Save) data for Attestation Task ]

!

[ Update Statistics in the Process Instance J

'

[ Send E-mail to Reviewer J
[

Any
Reviewers with no

Yes [
E-mail Defined

Send E-mail to Process Owners ]

When the attestation process is run, it first creates a corresponding attestation process
instance. It then identifies the reviewers for this run of the process. In most cases, there
is only one reviewer. There can even be a set of reviewers.

Whenever an invalid reviewer is found, a new reviewer is fetched from the process
owner group. Oracle Identity Manager will select, if possible, a member of the process
owner group who has not yet been used as a reviewer for this attestation request. If
this is not possible, then Oracle Identity Manager will select a member of the process
owner group who has already been selected to act as a reviewer. If Oracle Identity
Manager cannot find a member of the process owner group, then it will assign
XELSYSADM as the reviewer for the attestation task.

For each valid reviewer, the process calculates all the user entitlements that the
reviewer must attest to as part of that task, as determined by the attestation scope
defined in the process. The process then adds a reference and any related information
regarding those user entitlements to the attestation data of the task. It also adds the
number of entitlements covered by that task to the statistical field for the total number
of entitlements identified for attestation in the process instance. The process then
sends an e-mail message to the reviewer. It also sends e-mail to process owners about
the reviewers with no e-mail address defined.
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At the end of this stage, all the attestation tasks are in the attestation inboxes of the
reviewers.

5.1.5.2 Stage 2: Acting on an Attestation Task

When an attestation task is assigned to a reviewer, the reviewer receives an e-mail, and
the task is displayed in the reviewer's attestation inbox. The reviewer views task
details in this inbox.

From the task details page, the reviewer provides a response and, if required, a
comment for each entitlement. This marks the attestation entitlement detail in the task
as Response Provided.

If the reviewer's response includes delegating the attestation activity for a specific
entitlement, then the reviewer must provide a delegated user. Optionally, the reviewer
can provide comments explaining why the reviewer is delegating the attestation
activity to that user.

After the reviewer provides responses to all entitlements, the reviewer can commit
their action for the attestation task by submitting all responses.

Figure 5-3 Flow of Events When Reviewer Responds to Entitlement

’ Reviewer provides a response for an entitlement ‘

'

{ Record the response for the task entitiement detail }
Yes . .
Is the response Gather delegate information and comments
“Delegate” ‘
{ Save delegate information and comments }

No ‘

Y
{ Mark the task entitlement detail as “Response Provided” }

#

[ Save any comments provided as part of the task entitiement }
detail

#

Has
response been
provided for all entitlements
in the
task

Yes

Enable the “Submit Response” button in the task

At this point, the next stage of the Attestation Business Process begins.

5.1.5.3 Stage 3: Processing a Submitted Attestation Task

The Attestation Task is marked as Submitted. At this point the attestation task is
frozen, and cannot be acted on further. For each entitlement in the attestation task, the
response is examined by the system. If the response is to either certify or reject, then
the provisioned resource instance corresponding to that entitlement is updated
accordingly. At the provisioned resource instance level, the last attestation result, the
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time at which last attestation occurred, and who the reviewer was are recorded. If the
response is to decline or delegate, then the attestation detail at the provisioned
resource level is not changed.

The User Attestation Event Occurred task is inserted into the provisioning process of
the resource instance. This starts any attestation-driven workflows that may have been
defined. Any comments are saved to the notes field of the task.

The attestation entitlement detail in the task is marked as Response Submitted.
Figure 5-4 shows the flow of events after the attestation task response is submitted.

Figure 5-4 Flow of Events After Attestation Task Response Is Submitted

‘ Reviewer Commits Attestation Task Responses ‘

[ Mark the Attestation Task as “Submitted” ]

For each entitlement in the task *
Decline/Delegate What was the Certify/Reject
reviewer’s
response $

Update the sttestation details (state, timestamp, reviewer) of the
appropriate provisioned resource instance

'

Insert an instance of the appropriate “User Attestation Event Occurred” | {Anestation Workflow (if configured)}
,,,,,,,,,,,,,,,,, -

task into the provisionig process of the provisioned resource instance.
Set the appropriate response code and save the comment (if any).

!

is initiated

[ Mark the task entittement detail as “Response Submitted” }
[ Update the appropriate statistics on the Process Instance }

Task Follow-Up Sub-Flow

[ Mark the Attestation Task as “Complete” ]

.

{ Task is removed from the Reviewers Attestation }
Inbox

The following statistics are updated on the process instance:
= Number of entitlements certified

= Number of entitlements rejected

= Number of entitlements declined

= Number of entitlements delegated

After all entitlements are covered, a subflow for follow-up action is initiated. In this
flow, the process examines if the response for any of the entitlements in the task was
declined. If there were any such entitlements, then the process sends e-mail to the
Process Owner outlining the details of the decline action.

Next, the process examines if the response for any of the entitlements in the task was
delegated. If there were any such entitlements, then the process identifies all the users
that the reviewer selected as delegates and creates an attestation task for each. Each
attestation task is only for the entitlements that the reviewer delegated to the user. The
delegated user receives e-mail notification about the delegation.
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After all the delegated attestation tasks are created, the subflow is completed and it
merges back into the main flow. Figure 5-5 shows the flow of events of the follow-up
action subflow.

Figure 5-5 Follow-Up Action Sub-Flow

Task Follow-Up Sub-Flow
START

Were any items “Declined”

{ Gather data about the items declined J

Y

4—[ Send e-mail to Process Owner J

No

Were any items “Delegated”

For Each Delegate Chosen in the Task

\
[ Create Attestation Task for Delegate }

'

{ Define (and Save) data for Attestation J

'

[ Define Task Source (Source Task ID, Reviewer) J

'

[ Send e-mail to Delegate }

With the follow-up subflow complete, the attestation task is marked as Complete.

5.1.6 Attestation Engine

The attestation engine implements the attestation lifecycle. It is a service in Oracle
Identity Manager architecture that exposes APIs to receive instructions to initiate a
particular attestation process. The APl is called from the attestation scheduled task as
well as from the Run Now button on the Attestation Process Detail page to support
on-demand execution. It supports both drivers for initiation of attestation processes.

The attestation engine uses the JMS messaging service to perform offline, queued
processing. This ensures better performance.

Note: Attestation depends on the entry in the user profile audit data.
If the audit entry is not generated for a user who is part of the
attestation process, then the reviewer would not be able to see the user
and process form information in attestation. To avoid such situations,
ensure that the Issue Audit Messages Task scheduled task is run
before performing the attestation run.
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5.1.7 Attestation Scheduled Task

This new system scheduled task is responsible for examining the attestation processes
defined in Oracle Identity Manager, and creating the necessary attestation tasks in the
system.

Features of this scheduled task are:

= By default, this scheduled task is set to run every night. You can change the
schedule according to your requirements.

s This scheduled task examines the attestation process definition table for all active
(not system administrator) attestation processes

n If the scheduled task finds that the next scheduled start time of a process is in the
past, then the task sends a call to the Attestation Engine to initiate the attestation
process.

5.1.8 Attestation-Driven Workflow Capability

You can enhance the provisioning processes predefined in Oracle Identity Manager to
listen to triggers coming from attestation activity. In this way, you can define custom
workflows as part of the provisioning workflow that would respond to attestation
taking place (or not taking place, in case of a refusal), and therefore be initiated when
attestation takes place. This serves two purposes:

s The default attestation task in the flow, User Attestation Event Occurred, would
provide the audit trail for the attestation history of the specific user entitlement.

— There is one instance of this task for each time that resource instance is
attested by the appropriate type of attestation process.

— The response code set on the task indicates what the response provided by the
reviewer is.

— The user tagged as the person creating the task indicates who the reviewer is.
- Any comment provided by the user is in the notes field for the task.

= Using response-generated tasks, the default task can start the workflow to respond
to a particular attestation response received. Therefore, for a particular resource,
you can specify that the Reject response must start the appropriate workflow tasks
in the provisioning process for disabling the account, as an example.

5.1.9 Attestation E-Mail

As part of the attestation processes, the Attestation Engine sends out e-mail to various
interested parties. To make the e-mail configurable with respect to the content, they are
made available as e-mail templates of the General type in Oracle Identity Manager
Email Definition store. For context-sensitivity, the e-mail contain a set of variables that
can be replaced with the required values.

5.1.9.1 Notify Attestation Reviewer

This template is used to build the e-mail to send to the reviewer when an attestation
task is assigned to the reviewer.

5.1.9.1.1 Variables The following are variables in the Notify Attestation Reviewer
template:
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Variable Description

Attestation Definition.Process Name Name of the attestation process
Attestation Definition.Process Code Code for the attestation process
Attestation Task.Task Assigned Date Date the attestation task was assigned

5.1.9.1.2 Subject Line The following is the Subject line of e-mail messages defined by
the Notify Attestation Reviewer template:

A new attestation task for attestation process Attestation Definition.Process Name
has been added to your attestation inbox

5.1.9.1.3 Body The body of the e-mail message contains the following information:

The attestation task details are as follows
Process Name: Attestation Definition.Process Name
Process Code: Attestation Definition.Process Code
Data Type: Access Rights

Assigned Date: Attestation Task.Task Assigned Date

5.1.9.2 Notify Delegated Reviewers

This template is used to build the e-mail to send to a reviewer when an attestation task
is delegated to the reviewer.

5.1.9.21 Variables The following are variables in the Notify Delegated Reviewers
template:

Variable Description

Attestation Definition.Process Name Name of the attestation process
Attestation Definition.Process Code Code for the attestation process
Attestation Task.Task Assigned Date Date the attestation task is assigned
Attestation Task.Delegated By First Name First name of the reviewer who performed

the delegation

Attestation Task.Delegated By Last Name Last name of the reviewer who performed
the delegation

Attestation Task.Delegated By User Id User ID of the reviewer who performed the
delegation action

5.1.9.2.2 Subject Line The following is the Subject line of e-mail messages defined by
the Notify Delegated Reviewers template:

Attestation Task.Delegated By User Id has delegated to you an attestation task
from attestation process Attestation Definition.Process Name

5.1.9.23 Body The body of the message contains the following information:

The attestation task details are as follows

Process Name: Attestation Definition.Process Name

Process Code: Attestation Definition.Process Code

Data Type: Access Rights

Assigned Date: Attestation Task.Task Assigned Date

Delegated By: Attestation Task.Delegated By First Name Attestation Task.Delegated
By Last Name [Attestation Task.Delegated By User Id]
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5.1.9.3 Notify Process Owner About Declined Attestation Entitlements

The Notify Declined Attestation Entitlements template is used to build the e-mail to
send to process owners notifying them of any declined entitlement attestations.

5.1.9.3.1

Variables The following are variables in the Notify Process Owner about
Declined Attestation Entitlements template:

Variable

Description

Attestation Request.Request Id

ID of the attestation request

Attestation Definition.Process Name

Name of the attestation process

Attestation Task.Reviewer First Name

First name of the reviewer

Attestation Task.Reviewer Last Name

Last name of the reviewer

Attestation Task.Reviewer User Id

User ID of the reviewer

Attestation Data.Provisioned User First Name

First name of the user being attested

Attestation Data.Provisioned User Last Name

Last name of the user being attested

Attestation Data.Provisioned User Id

User ID of the user being attested

Attestation Data.Resource Name

Name of the resource being attested

Attestation Data.Entitlement Descriptive Data

Descriptive data of the entitlement being
attested

5.1.9.3.2 Subject Line The following is the Subject line of e-mail messages defined by
the Notify Process Owner About Declined Attestation Entitlements template:

User access rights in attestation request Attestation Request.Request Id have been
declined by Attestation Task.Reviewer User Id

5.1.9.3.3 Body The following is displayed in the body of the message:

Attestation of the following user access rights were declined by the reviewer.
Reviewer: Attestation Task.Reviewer First Name Attestation Task.Reviewer Last Name

[Attestation Task.Reviewer User Id]

Attestation Process: Attestation Definition.Process Name

Attestation Request ID: request Attestation Request.Request Id

Access Rights Data: Attestation Data.Provisioned User First Name Attestation
Data.Provisioned User Last Name [Attestation Data.Provisioned User User Id] -
Attestation Data.Resource Name - Attestation Data.Entitlement Descriptive Data

5.1.9.3.4 Special Comments Each entitlement data item will appear on a new line.

5.1.9.4 Notify Process Owner About Reviewers with No E-Mail Defined

The Attestation Reviewers With No Email Defined template is used to build the e-mail
to send to process owners notifying them of reviewers for whom there is no e-mail

address defined.

5.1.9.4.1

Variables The following are variables in the Notify Process Owner About

Reviewers with No Email Defined template:

Variable

Description

Attestation Request.Request Id

ID of the attestation request
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Variable Description

Attestation Definition.Process Name Name of the attestation process

Attestation Request.Request Creation Date Date when the attestation request was
created

Attestation Task.Reviewer First Name First name of the reviewer that is invalid

Attestation Task.Reviewer Last Name Last name of the reviewer that is invalid

Attestation Task.Reviewer User Id User ID of the reviewer that is invalid

5.1.9.42 Subject Line The following is the Subject line for e-mail defined by the Notify
Process Owner About Reviewers with No Email Defined template:

E-mail address is not defined for some of the reviewers in attestation process
Attestation Definition.Process Name, request Attestation Request.Request Id
5.1.9.43 Body The following is the body of the message:

The following attestation reviewers do not have e-mail addresses defined.
Attestation requests have been generated for these reviewers and can be accessed
by logging in to Oracle Identity Manager. However, notification e-mails were not
sent.

Attestation process: Attestation Definition.Process Name

Attestation Request ID: request Attestation Request.Request Id

Request date: Attestation Request.Request Creation Date

Reviewers Without Email: Attestation Task.Reviewer First Name Attestation
Task.Reviewer Last Name [Attestation Task.Reviewer User Id]

5.1.9.44 Special Comments Each reviewer detail appears on a new line.

5.2 Attestation Process Configuration

A menu item in Oracle Identity System Administration provides access to the
Attestation Process Configuration pages. Oracle Identity Manager administrators can
use these pages to:

= Define new attestation processes.
= Manage existing processes.

» Initiate ad-hoc attestation processes.

5.2.1 Menu Structure

The top-level Attestation menu contains the following links in the Policies section of
Oracle Identity Manager Advanced Administration:

s Create Attestation Process
= Manage Attestation Process

These menu items are governed by the same delegated administration permissions
that govern all menu items in the Advanced Administration.

These menu items are defined but not assigned to any group in Oracle Identity
Manager. They will be assigned to the System Administrators group in Oracle Identity
Manager if audit compliance components are installed.
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5.2.2 System Control

Attestation has the following dependencies:
s The User Profile Audit feature must be enabled.
» Historical data must be collected at least up to the Process Form level.

If the auditing level is set below the required levels, then clicking menu item links
related to attestation generates the Attestation Feature Not Available page, and
prevents the user from defining any attestation processes.

Audit levels are controlled by the system property called
XL.UserProfileAuditDataCollection and the attestation feature expects this value to be
set to at least Resource Form.

5.3 Creating Attestation Processes

Note: Oracle Identity Manager Permission model applies to the
procedure described in this section. This model restricts any list of
targets (for example, users) to only those targets for which the
logged-in user has read access.

To create an attestation process:
1. Login to Oracle Identity System Administration.

2. In the left pane, under Policies, click Attestation Configuration. The Manage
Attestation Process page is displayed.

3. Click Create Attestation Process. The Stepl: Define Process page is displayed.

4. Enter values for the fields described in the following table, and then click
Continue:

Field Description

Name A unique name for the attestation process. The name must be
unique across system administrator and deleted attestation
processes.

Code An identifying code (up to 32 characters) for the process. The
code must be unique across system administrator and deleted
attestation processes.

Note: A code enhances the identification of the attestation process
definition. However, if you do not specify a value in the Code
field, then the attestation process is identified by the unique
name.

Description Detailed description of the attestation process.

5. On the Step 2: Define User Scope page:

a. Select an attribute from the Attribute list. The Attribute list displays the user
attributes given in the FormMetaData.xml file and the user-defined attributes
from the user form. The attribute that you select is used to specify the criteria
that must be met by users on whom the attestation process is applied.

b. From the Condition list, select a condition. The Condition list of values will
change based on the type of attribute selected. For example, if you select User
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ID in the Attribute field, then the conditions displayed are Contains, Does Not
Contain, Is Exactly, and Is Not Exactly. If you select the Start Date attribute,
then the conditions displayed are Before, After, and Between.

In the Value field, enter a value for the user attribute.

Select the Recursive option. The Recursive check box is used for the entities
for which you want to include the child entities while defining user scope. For
example, if you select Organization in the user scope and then select
Recursive, then the operation also includes all the suborganizations.

Click Add to add a new row to the user scope table, and click Continue. If you
add multiple rows to the user scope table, then the attestation process will
apply only to users who match all of the attribute conditions in the user scope.

6. On the Step 3: Define Resource Scope page, select a resource for the attestation
process as follows:

a. From the Attribute list, select one of the resource attributes listed in the
following table:

Attribute Expression Description

Name Full text or wildcard ~ The name of the resource.

Type Lookup values with ~ The type of resource.
the option to select all
or a subset

Resource Audit Lookup values with ~ The audit objectives assigned for a resource,

Objectives the option to select all which is provisioned. For example, whether
or a subset or not the resource is financially significant.

For more information about Resource Audit
Objectives, see "Viewing Resource Details"
on page 12-1.

Administrator User Lookup values with ~ The user groups that have administrative

Groups the option to select all permissions for a resource.
or a subset
Authorized User Lookup values with ~ The user groups that are authorizers or
Groups the option to select all approvers for the resources.
or a subset
Resource Status Full text or wildcard ~ The status displayed when a resource is
provisioned to a user, such as Certify, Reject,
Open, or Closed.
b. From the Condition list, select a search condition.
c. In the Value field, enter a value for the resource attribute.
d. Click Add to add a new row to the resource scope table, and then click

7.

Continue. If you add multiple rows to the resource scope table, then the
attestation process will apply only to resources that match all of the attribute
conditions in the resource scope.

On the Step 4: Define Administration Details page, define the reviewer to attest
data, the attestation process schedule, grace period, and the process owner by
performing the following steps:

a.

From the Reviewer list, select the type of reviewer for the attestation process,
such as a single specific user, role member, or resource administrator. Then,
select the reviewer from the adjoining lookup field.
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When you select "Role Member" as the reviewer type, you must select a role
for reviewing a particular attestation task. Once the attestation task has been
created and run, it will be assigned to the role you selected based on the
following conditions:

- All users who are not in Deleted and Disabled state will be assigned the
attestation task.

- If the reviewer in that role happens to be the beneficiary as well, then that
user will not be assigned the attestation task.

- If after the above checks, there is no eligible user in that role, then the task is
assigned to all the users in the System Administrator role.

b. Specify the attestation process schedule to run the attestation process once or
repeatedly after a specific number of days, months, or years.

c. Specify the grace period, the number of days in which each reviewer must
respond to any attestation task that is generated by this attestation process.

d. In the Starting on field, specify a start date for the attestation process.

e. In the Process owner group lookup field, specify a group that is the process
owner for the attestation process.

f. If you want the process owner to be notified by e-mail if the reviewer refuses
the attestation process, select Email process owner if reviewer refuses
attestation request. Then, click Continue.

On the Step 5: Verify Info page, review the details of the attestation process, and
then click Create Process.

You are redirected to a page with a message that you have successfully created an
attestation process definition. Clicking the process name takes you to the
Attestation Process Detail page. To create another attestation process, click Create
Another Attestation Process Definition.

The Attestation Process Detail page is described in the "Managing Attestation
Processes" section.

5.4 Managing Attestation Processes

To manage attestation processes:

1.

In the left pane of Oracle Identity System Administration, under Policies, click
Attestation Configuration. The Manage Attestation Process page is displayed.

On the Manage Attestation Process page, enter the search criteria for the
attestation process you want to manage. You can search by attestation process
name, process code, reviewer type, or process owner. After you enter your search
criteria, click Search. The Attestation Process Details page is displayed with the
attestation processes that match your search criteria. The attestation processes
displayed are the ones that the logged-in administrator is allowed to view based
on permissions, or by virtue of being a member of the Process Owner group. This
page does not show any deleted processes. The columns displayed on the page are
listed in the following table:

Column Description

Names Specifies the name of the process.

Code Specifies the attestation process code.

5-16 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Managing Attestation Processes

Column Description

Description Specifies a description for the process.

Status Indicates whether the attestation process is active or system
administrator.

Type Specifies the type of resource.

User Scope Specifies the scope of the user who will be a part of the attestation
process.

Resource Scope Specifies the resources that are within the scope of the attestation
process.

Reviewer Type Indicates the type of the reviewer.

Reviewer Name Indicates the name of the reviewer.

Schedule Indicates if the process is scheduled to run only once, or on a
daily, monthly, or yearly basis.

Last Start Specifies the last time an attestation process was run.

Next Start Specifies when the process is scheduled to run next.

Process Owner Group Indicates the process owner group. In addition, it specifies

whether or not the process owner will be notified by e-mail if the
reviewer refuses the attestation request.

Last Completion Specifies the last time an instance of this process was completed.

The rest of this section discusses the following topics:

Editing Attestation Processes

Disabling Attestation Processes

Enabling Attestation Processes

Deleting Attestation Processes

Running Attestation Processes

Managing Attestation Process Administrators

Viewing Attestation Process Execution History

5.4.1 Editing Attestation Processes

To edit an attestation process:

1.
2

On the Attestation Process Detail page, click Edit.

On the Edit Attestation Process page, make the required changes to the attestation
process, and then click Save.

The fields on the Edit Attestation Process page are the same as those displayed in
the "Creating Attestation Processes" section.

5.4.2 Disabling Attestation Processes

To disable an active attestation process:

1.

2.

On the Attestation Process Detail page, click Disable.
Note that the Disable button is displayed only when a process is active.

On the Disable Attestation Confirmation page, click Confirm Disable.
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5.4.3 Enabling Attestation Processes

An attestation process can be enabled only if its next start time is in the future and if
the process is disabled.

To enable an attestation process:
1. On the Attestation Process Detail page, click Enable.

Note that the Enable button is displayed only when the process is disabled.
2. On the Enable Attestation Confirmation page, click Confirm Enable.

5.4.4 Deleting Attestation Processes

You can edit, disable, or delete an attestation process only as a process administrator
with the required permissions.

To delete an attestation process:
1. On the Attestation Process Detail page, click Delete.
2. On the page, click Confirm Delete.

5.4.5 Running Attestation Processes

This feature enables you to run unscheduled attestation processes. To run an
attestation process:

1. On the Attestation Process Detail page, Click Run Now.
2. On the Run Attestation Confirmation page, click Confirm Run Now.
This starts the attestation process independent of the attestation schedule.

Only users in the process owner group can start unscheduled attestation processes.

5.4.6 Managing Attestation Process Administrators

The tasks of adding, deleting, and updating administrative groups for attestation
processes are similar to the tasks of adding, deleting, and updating administrative
groups for users and organizations.

To manage the administrators of an attestation process, select Administrators from the
Additional Details list on the Attestation Process Detail page. The Administrative
Groups page is displayed. You can use this page to add and remove administrators for
an attestation process and update administrator permissions.

The permission model for an attestation process definition is as follows:
s To view the attestation process definition, the user must be either of the following;:

- A member of a group that has the appropriate read permissions in the
administrators group

- A member of the group that is the process owner

s To edit the attestation process definition, the user must be a member of a group
that has the required write permissions in the administrators group.

= To delete the attestation process definition, the user must be a member of a group
that has the required delete permissions in the administrators group.
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5.4.7 Viewing Attestation Process Execution History

To view the execution history of an attestation process, select Execution History from
the Additional Details list on the Attestation Process Detail page. The Attestation
Process Execution History page is displayed.

The following are the columns in the Attestation Process Execution History table:

Column Description
Request ID ID for the attestation process instance that was run
Reviewer Name of the reviewer for the attestation process
Initiated On Date and time when the request was started
Completed On Date and time when the request was completed
If the request is still pending, then it shows Not
Completed.
Age (in Days) Number of days past after the attestation is created

On the Attestation Process Execution History page, click the request ID link to open
the Request Detail page. On this page, you can filter the requests according to the
certified, rejected, open, and closed state.

5.5 Using the Attestation Dashboard

You use the Attestation Dashboard to view the state of attestation processes that are
owned by any group of which you are a member.

To use the Attestation Dashboard, login to Oracle Identity Self Service, and under
Administration, click Attestation Dashboard. The Attestation Dashboard page
displays a table listing the state of attestation processes that are owned by any group
of which you are a member. The Attestation Dashboard table contains the columns
listed in the following table:

Column Description
Process Code The attestation process code.
Process Name The name of the process. The Attestation Process Detail page is

displayed when the link for an attestation process name is clicked.

Last Completion The date and time when the instance was run before the latest one
was completed. If it does not exist, then the value must be None. It
is a link that takes the user to the Attestation Request Detail page
for the required Attestation Request.

Current Request Date  The date and time when the last instance of this Process was run. If
it has never been run, then the value is New. It is a link that takes
the user to the Attestation Request Detail page for the required
Attestation Request.

Current Completion ~ The date and time when the last instance run was completed. If it
has not been completed, then the value is Pending.

Total Records The total number of entitlements identified for attestation and
covered by an attestation task as part of the last process instance.

Certified The number of entitlements certified in the last attestation process
instance.

Rejected The number of entitlements rejected in the last attestation process
instance.
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Column Description

Open All the open records for which no responses have been provided by
the reviewers.

5.5.1 Viewing Attestation Request Details

You can access the drill-down page from the Attestation Dashboard page. The
drill-down page displays the attestation details of all entitlements covered by a
particular run of the Attestation Process.

To view attestation request details:

1. Click the link for the Last Completion or Current Request Date Page fields listed in
the table on the Attestation Dashboard page.

The Attestation Request Detail page displays the request details for the selected
attestation process, along with a table that contains the following columns:

Column Description

User User whose entitlement is being attested. The data is displayed as a
link. When you click the link, the user profile page is displayed with
the user details for the attestation date.

Resource Resource that is the basis for the entitlement being attested. The data
is displayed as a link. When you click the link, a page is displayed
with the process form data of the entitlement for the attestation date.

Descriptive Data Description of the provisioned resource instance.
Attestation Result Last response that was provided for the attestation.
Reviewer User who provided the response. The data is displayed as a link.

When you click the link, the user profile page is displayed with the
current user details.

Delegation Path If the attestation of an entitlement goes through any delegation, then
you can use the View link in this column to see the Delegation Path
Detail page. If no delegation has taken place, then None is displayed.

Comments Reviewer comments. Long comments are truncated, and tooltips are
used to show the full text of the comments.

2. Any attestation requests that require delegation include a link in the Delegation
Path column.

Clicking the link displays a Delegation Path page that provides information about
the delegation path of the attestation request.

The Data Attested field shows details about the entitlement being attested. It
constructs the value by putting together user information, the resource name, and
descriptive data in the following format:

User First_Name User_Last_Name [User ID] - Resource Name - Descriptive Data

The table on the Delegation Path page contains the following fields:

Column Description

Reviewer The reviewer to whom the entitlement for attestation is assigned.
The data is displayed as a link. When you click the link, the
current user profile data is displayed.
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Column Description

Attestation Result Action supplied by the reviewer. Except for the first record, the
value is always Delegated.

Attestation Date The date and time of the attestation response of the reviewer.

Comments Reviewer comments. Long comments are truncated, and tooltips

are used to show the full text of the comments.

5.5.2 E-Mail Notification

As part of the attestation process, the attestation engine sends e-mail to concerned
parties at various stages. You can configure e-mail content by using e-mail templates
of the General type in Oracle Identity Manager Email Definition store.

In the templates, the form user is defined as XELSYSADM. You can change it to a
different user. You must ensure that the e-mail address is defined for the user selected
to use these templates. Otherwise, the system may not be able to send out
notifications.

The following e-mail notification templates are available:

= Notify Attestation Reviewer: Used for sending e-mail when an attestation task is
assigned to a reviewer.

= Notify Delegated Reviewers: Used for sending e-mail to reviewers when an
attestation task is delegated to them.

= Notify Declined Attestation Entitlements: Used for sending e-mail to users in the
Process Owner group if a reviewer declines any entitlements.

= Attestation Reviewers With No E-Mail Defined: Used for sending e-mail to users
in the Process Owner group if an e-mail address is not defined for any of the
reviewers.

5.5.3 Attestation Grace Period Checker Scheduled Task

A system scheduled task called Attestation Grace Period Checker is used to examine
the attestation processes defined in Oracle Identity Manager and to create the required
attestation tasks.

The features of the Attestation Grace Period Checker scheduled task are:

»  The scheduled task is set to run every 30 minutes by default. You can change this
according to your requirement.

»  The scheduled task examines all active attestation processes.
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This part describes identity certification in Oracle Identity Manager.
It contains the following chapter:
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6

Managing Identity Certification

This chapter describes the concepts related to identity certification, the configuration
tasks required for identity certification. It contains the following topics:

»  Certification Concepts

= Configuring Certifications

»  Managing Certification Definitions

= Scheduling Certifications

s Understanding How Risk Summaries are Calculated

s Understanding Closed-Loop Remediation and Remediation Tracking
s Understanding Event Listeners

s Configuring Event Listeners and Certification Event Trigger Jobs
= Configuring Certification Reports

s Understanding Multi-Phased Review in User Certification

s Understanding Certification Oversight

= Troubleshooting Identity Certification

6.1 Certification Concepts

The concepts related to identity certification are described in the following sections.

6.1.1 Line of Business and Line Iltem

LOB is a category of industry or business function. For example, an LOB manager is
oriented to a business function within an enterprise, such as Sales.

A line item is a row of data that appears on Page One of a certification. Each line item
collects or groups together according to the type of certification the set of
privilege-assignments related to a particular identity or privilege. A reviewer can open
any line-item to see its line item details. For example, within phase one of a user
certification, each line item represents a user. Opening the user details displays the
access-privileges of that user.

6.1.2 Certification Task

Certification task consists of a set of work to be done within a certification process.
Each set of line-items that is assigned to a particular reviewer initiates a
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Service-Oriented Architecture (SOA) task that contains that particular set of line items
and that is routed to SOA Inbox of that particular reviewer. The SOA component also
notifies the reviewer that a certification task has been assigned to the reviewer.

6.1.3 Certification Object

Certification object is a generated certification that is assigned to a particular certifier
or primary reviewer. Each certification object consists of:

= A unique certification ID

s A set of line-items, each of which contains a set of details

6.1.4 Certification Definition

Certification definition is a named set of parameters that is used as input to a
certification job to generate certification objects. A certification definition specifies the
following:

»  The type of certification to generate, such as user certification, role certification,
application instance certification, or entitlement certification

= Selection criteria that describe which line items, for example users, to select
s Content-restriction criteria that describe which details to select for each line item

»  Other parameters that control the generation of certification objects or the
behavior of review tasks

6.1.5 Certification Jobs

Certification jobs are used to create certifications as requested or as scheduled. A
certification job is a background execution-task that generates certification objects
based on a specified certification definition. Certification jobs can be:

»  Scheduled to run at regular intervals, such as weekly, monthly, or quarterly, as
required

= Runimmediately from the Scheduler section of Oracle Identity System
Administration

» Triggered from an event-listener action

You can create and run certification-generation jobs to create certifications as requested
or as scheduled. You can enable and run the risk-aggregation job to calculate the
risk-values of entities, such as users, accounts, role-assignments, and
entitlement-assignments.

6.1.6 Closed-Loop Remediation

Closed-loop remediation is a feature that utilizes the provisioning system of Oracle
Identity Manager to automatically revoke accounts, roles, and entitlements based on
the results of the Oracle Identity Manager certification process.

6.1.7 Remediation Tracking

You can use the request catalog to track the remediation status of revoked accounts,
access within accounts, or roles. This records whether and when each revocation
request is fulfilled.
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6.1.8 Event Listener

Event listener is a service that responds to changes in users. Event listeners are
supported for all certification types.

Each event listener for certification contains:

The selection-criteria specified by an administrator

The certification definition to use in response

6.1.9 Certification Authorization

The following Oracle Identity Manager admin roles grant the assignee privileges
required to administer the certification feature and monitor the progress of
certification instances:

Certification Administrator: The Certification Administrator admin role grants
the assignee super-user privileges for the certification feature. In particular, this
admin role grants access to the certification configuration and scheduler in the
Oracle Identity Manager System Administration. This role also grants full access
to certification where you can view or take action on any certifications.

Certification Viewer: The Certification Viewer is a read-only role, allowing a
compliance administrator to view new, in progress, and completed certifications.

See "Security Architecture” in the Oracle Fusion Middleware Developer’s Guide for Oracle
Identity Manager for detailed information about the permissions and associated
authorization policies of the Certification Administrator and Certification Viewer
admin roles.

6.2 Configuring Certifications

This section contains the following topics:

Prerequisites for Configuring Certifications

Configuring Certification Options in Identity System Administration

6.2.1 Prerequisites for Configuring Certifications

Configuring certifications has the following prerequisite steps:

Marking a Catalog Item as Certifiable

Setting the Certifier in the Request Catalog

Setting User Manager and Organization Certifier
Setting Risk Levels for Individual Entities

Tagging Attributes

Configuring the Availability of Identity Certification

Configuring Reminders, Notifications, Escalations, and Expiry for Certifications
(Optional)
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Note: Some of the preconfiguration steps require you to use the
request catalog. For detailed information about the request catalog,
see the following sections:

= "Using the Access Request Catalog" in the Oracle Fusion
Middleware User’s Guide for Oracle Identity Manager

= "Managing the Access Request Catalog" on page 17-1

6.2.1.1 Marking a Catalog ltem as Certifiable

A requestable entity, such as user account, role assignment, role membership,
application instance, or entitlement, is available for certification only after it is marked
as certifiable in the request catalog. Any entity that is not marked as certifiable does
not appear in the certification.

To mark an entity as certifiable:
1. Login to Oracle Identity Self Service.
2.  On the left pane, under Requests, click Catalog.

3. Search and select the role, application instance, or entitlement that you want to set
as certifiable.

4. Under Detailed Information, select the Certifiable option.

5. Click Apply.

Note: By default, all items in the catalog are marked as certifiable.
You can deselect the Certifiable option if you do not want a
certification task to be generated for that entity.

6.2.1.2 Setting the Certifier in the Request Catalog

When you set a user as the certifier for an entity and select some of the options for
selecting reviewers, such as Role Certifier or Application Instance Certifier, the user is
automatically set as the certifier or primary reviewer for certifying that entity. For
example, if user John Doe is selected as the certifier for the Vision Developers role,
then John Doe is automatically set as the primary reviewer for certifying the Vision
Developers role depending on the selection in the Reviewers screen of creating
certifications. In this example, after the user is set as the certifier for the Vision
Developers role and you are creating a Role Certification, selecting the Role Certifier
option will pick up this field.

Note: Setting the certifier in the request catalog is required if you
want to use some of the options for selecting reviewers in the
certification creation screen, such as Role Certifier or Application
Instance Certifier.

To set the certifier in the catalog:
1. In Oracle Identity Self Service, navigate to the Catalog page.

2. Search and select the role, application instance, or entitlement for which you want
to set the certifier.
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3. For the Certifier User field, click the lookup icon. From the lookup, search and
select a user that you want to set as certifier for the selected entity.

Note: The Certifier Role field available in the Detailed Information
section of the catalog is not used in Oracle Identity Manager 11¢
Release 2 (11.1.2.2.0).

4. Click Apply.

6.2.1.3 Setting User Manager and Organization Certifier

The user manager and organization certifier are available for selection as the primary
reviewer in the certification creation process.

User manager is the user selected in the Manager field in the Attributes tab of the User
Details page in Oracle Identity Self Service. If Jane Doe is specified as the manager for
Terence Hill, then while creating a user certification definition, as described in
"Creating Certification Definitions" on page 6-10, when you select user manager as the
primary reviewer, Jane Doe is automatically set as the primary reviewer for the
certification tasks generated for Terence Hill.

The organization certifier is the user selected in the Certifier User Login field in the
Attributes tab of the Organization Details page in Oracle Identity Self Service. If
Robert Klein is specified as the organization certifier for the Vision North organization,
then while creating the certification definition, when you select organization certifier
as the primary reviewer, Robert Klein is automatically set as the primary reviewers for
the certifications tasks generated for Vision North.

Note:

= Setting the user manager or organization certifier is required if
you want to use the Reviewer option of User Manager or
Organization Certifier. Otherwise, this is not required.

= Role organization certifier does not support the Hierarchy aware
option. For the organization certifier, the role must be available in
the organization. In other words, the specific organization must be
specified for the role. Otherwise, certification will not be
generated. Make sure that the role and organization are linked
and organization has the certifier user assigned.

6.2.1.4 Setting Risk Levels for Individual Entities

To set the risk levels for individual entities:
1. In Oracle Identity Self Service, navigate to the Catalog page.

2. Search and select the role, application instance, or entitlement for which you want
to set the risk level.

3. Under Detailed Information, from the Risk Level list, select High Risk, Medium
Risk, or Low Risk.

4. Click Apply.

After setting the risk level for an individual entity, you must run the Risk Aggregation
scheduled job so that the new risk level is correctly picked up when new certifications
are created. Note that existing certification objects do not reflect the new risk level.
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6.2.1.5 Tagging Attributes

Accounts, IT resources, and entitlements must be tagged for certification in the Design
Console. Without tagging, certification for the entities are not generated.

To configure account and IT resource tagging:
1. Login to the Design Console.
2. Under Development Tools, click Form Designer.

3. Click the search icon on the top. The Form Designer Table is displayed with a list
of all available forms.

4. Open the child process form, and click Create New Version.
5. Click the Properties tab.

6. Locate only one entitlement field per form, click Add Property, and add the
Entitlement = true property setting.

If there are multiple entitlement child forms, then add one Entitlement = true
property setting per entitlement form.

7. Save the child form, and click Make Version Active.

Note: If there are multiple child forms, update all of them by
repeating steps 4 through 7 before going to the next step.

8. Select the parent forms for each connector that is installed. The parent form has the
User ID fields to store the account name in the target system, for example,
UD_ADUSER and UD_EBS_USER.

9. Select a form. A new Form Designer tab opens.

10. Click Create New Version. In the popup, enter a name, for example, v2. Click the
save icon. Close the popup.

11. In the Current version list, make sure that the newly created version v2 is selected.
12. Click the Properties tab.

13. Locate the field that uniquely identifies the account in the target system, such as
UserlD, UserName, and AccountName, which are typical fields in the default
connectors. Click Add Property, and add the AccountName = true property
setting.

14. Locate the IT resource field. For most connectors, this is identified by the text
ITResourceLookupField as a property for the target system. Click Add Property,
and add the ITResource = true property setting.

15. Save the parent form. Click Make Version Active.
16. Repeat steps 3 through 11 for each IT resource.

6.2.1.6 Configuring the Availability of Identity Certification

Oracle Identity Manager enables you to use the identity certification feature along
with the legacy attestation feature. You can also choose to hide attestation or
certification if you do not want to use one of them. To configure the usage of
certification and attestation, provide any one of the following values for the 'Display
Certification or Attestation' system property:
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= both: This value specifies that all the attestation and identity certification
navigation menus and pages are displayed in Oracle Identity Self Service and
Oracle Identity System Administration.

= attestation: This is the default value. This value specifies that only attestation
feature can be used, and all identity certification navigation menus and pages are
hidden in Oracle Identity Self Service and Oracle Identity System Administration.

= certification: This value specifies that only identity certification feature can be
used, and all attestation navigation menus and pages are hidden in Oracle Identity
Self Service and Oracle Identity System Administration.

Note: You must have the license for the Certification component in
order to set the value of the Display Certification or Attestation
system property to both or certification.

After setting the value of this system property, you must restart Oracle Identity
Manager.

Note: For information about system properties and setting the values
of system properties, see "Managing System Properties" on page 16-1.

6.2.1.7 Configuring Reminders, Notifications, Escalations, and Expiry for
Certifications (Optional)

If email notifications is configured in SOA, as described in "Configuring SOA Email
Notification" on page 14-19, then email notifications are sent by default in the
following scenarios:

= When a task is assigned to a user
s When a task is completed

By default, two reminders are sent one day after and two days after the certification
has been created. There is no escalation or expiry set for the certifications by default.

To change the default configuration for certification:

1. Login to Oracle SOA Composer with Admin credentials, such as weblogic, by
navigating to the following URL:

http:/ /HOST_NAME:PORT_NUMBER /soa/composer

2, Click Open, and select Open Tasks. The Select a Task to open dialog box is
displayed.

3. Select CertificationProcess_rev1.0, and click Open. The CertificationTask : Event
Driven Configuration page is displayed.

4. In the Notification Settings section, perform the following:

a. The assignees of the task are selected as recipients of the notification for
Assign and Complete tasks. To change the default setting, you can select the
task status in the Task Status column, and select the notification recipient in
the Recipient column. You can click the pencil icon for each task to edit the
default notification message, and click OK.

b. Inthe drop-down below, change the default setting for reminders.
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5. In the Expiry and Escalation Policy section, you can change the default value for

escalation and expiry.

6. Click OK.

7. Click Save, and then click Commit.

6.2.2 Configuring Certification Options in Identity System Administration

You can set default options in Oracle Identity System Administration that are used
during certification creation based on the type of certification. These options can be
changed during the certification creation process for each certification definition.

To configure certification options in Oracle Identity System Administration:

1. In the left pane of Oracle Identity System Administration, under Certifications,
click Certification Configuration. The Certification Configuration page is

displayed.

2. Set the configuration properties, as listed in Table 6-1.

Note: All the options listed in Table 6-1 set the default configuration
that is picked up during certification creation based on the type of
certification. These can be changed during the certification creation
process for each certification definition.

Table 6—1 Configuration Properties

Property

Description

Password required on
sign-off

Allow comments on certify
operations

Allow comments on all
non-certify operations

Verify employee access

Prevent self certification

Select to require users to sign off in order to complete a
certification.

Select to allow the user to type a comment if a certify action is
selected. By default, a comment is required.

Select to allow the user to type a comment if a revoke action is
selected. By default, a comment is required.

Select to control if you want to view Page 1 in the user
certification view. By default, this option is selected. This option
is used in user certification.

Select to prevent reviewers from being able to certify their own
access. Enabling this option allows the certification creator to
assign the certification to an alternate reviewer.

When the Prevent self certification option is enabled, the User
Manager option is selected by default, which means that the
assignee is the user's manager.

To select any other user, select Select User. Click the Search icon
to search and select an alternate reviewer.

User and Account Selections Select any one of the following:

= Include only active users and active accounts:
= Include any user with active accounts:

s Include all users and all accounts:
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Table 6-1 (Cont.) Configuration Properties

Property Description

Allow advanced delegation  Select to enable the ability to delegate a line item to others. This
option is not selected by default.

When delegation is enabled, there is a verification stage, in
which the certification is routed to the primary reviewer with all
the decisions of the delegates as well as the primary reviewer's
own decisions for final sign off.

Allow multi-phased review Select to enable collaborative certification, for which in phase 1
the business review is completed and that is followed by a
phase 2 for the technical review followed by an optional final
review, which is completed by the business reviewer again. This
is used only in user certification only.

Allow reassignment Select to enable the ability to reassign the line items in page 1 of
certifications to other users. When line items are reassigned, the
items are removed from the certification task and are no longer
visible within the review cycle for the original certification
object. A new certification object is created containing the
reassigned line items. The new assignee is the primary reviewer
for the new certification object.

Allow auto-claim Select to mark all the items in page 1 as claimed by default. By
default, auto claim is enabled. If you deselect this option, then
users have to manually claim each item before they can view the
item details.

Perform closed loop Select to specify closed-loop remediation when certification is
remediation completed.
Enable Interactive Excel Select to enable ADF DeskTop Integration (DI) for user

certification that provides the user the option to download
certification data to Microsoft Excel worksheet and work on it in
offline mode. See "Completing User Certifications in Offline
Mode" in the Oracle Fusion Middleware User’s Guide for Oracle
Identity Manager for information about working on certifications
in an offline mode.

Enable Certification Reports Select to enable the creation of certification reports and display
the Reports tab in the Detailed Information section of the
Certification Dashboard.

Composite Name Select the SOA composite for the certification workflow. The
default composite is default/CertificationProcess. You can select
another version of the composite to enable certification
oversight in the certification workflow. To do so, select the
CertificationOverseerProcess composite. This composite
specifies that the reviewer's manager is the overseer for the
certification process.

3. Click Save.

6.3 Managing Certification Definitions
This section contains the following topics:
s Creating Certification Definitions
= Modifying Certification Definitions

s Deleting Certification Definitions
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6.3.1 Creating Certification Definitions

Creating certification definitions is described in the following sections:

Creating a User Certification Definition
Creating a Role Certification Definition
Creating an Application Instance Certification Definition

Creating an Entitlement Certification Definition

6.3.1.1 Creating a User Certification Definition
To create a user certification definition:

1.
2.

Log in to Oracle Identity System Administration.

On the left pane, under Certifications, click Certification Definitions. The
Certification Definitions page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The General Details page of the New Certification wizard is displayed.

Enter values as follows:

»  Certification Name: Enter a name for the certification.

»  Type: Select User to create a user certification.

= Description: Optionally enter a description for the new user certification.
Click Next. The Base Selection page of the New Certification wizard is displayed.
Select a user-selection strategy in the Base Selection section, as follows:

»  Users from All Organizations: Selects users from all organizations in Oracle
Identity Manager.

= Only Users from Selected Organizations: Allows you to manually select
specific organizations. You can select the organizations by clicking Add. To
remove a selected organization, click Remove.

Note: When completing a certification, a certifier cannot see the
organization name or any other details about the organization unless
that person is also the organization administrator for that
organization. If the certifier is not the organization administrator, only
the users in the organization are displayed.

»  All users: Selects all the users in Oracle Identity Manager.

»  Users criteria: Selects all the users that meet the given search condition. For
help with search, See "Searching Users" in the Oracle Fusion Middleware User’s
Guide for Oracle Identity Manager for information about searching. You can
preview the results of this selection.

= Selected users: Allows you to select specific users from a list of users in the
system. To select users, click Add. To remove selected users, click Remove.

Select any one of the following options to specify constraints to the base selection:
= Users with Any Level of Risk
s Only Users with High Risk Summaries
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10.
11.

12.

s Only Users with High Risk Roles

s Only Users with High Risk Application Instances
s Only User with High Risk Entitlements

Click Next. The Content Selection page is displayed.
Select the following;:

s Include users with no accounts: This option includes the users who have no
access within the certification.

s Limit the role-assignments to certify for each user: The list of roles per user
can be restricted to the selected option. For example, if you select selected roles
and add one role, then that role only will show up in the certification if it is
marked as certifiable in the catalog even if the user has other roles.

s Include accounts with no certification attributes: This includes the accounts
in the selected application instances even if there are no certifiable
entitlements (access) within the target system. If you deselect this option, then
accounts in the target system that do not have any entitlements do not appear
in the certification.

= Limit the application-instance-assignments to certify each user: Similar to
roles, you can restrict the application instances you want to see within the
certification.

= Limit the entitlement-assignments to certify for each user: You can limit the
entitlements that you can see within the certification.

Click Next. The Configuration page is displayed.

Select the options, as described in Table 6-1, " Configuration Properties", and click
Next. The Reviewers page is displayed.

If you want to enable multi-phased review with advanced delegation, then select
the Allow advanced delegation and Allow multi-phased review options.

If you want to enable certification oversight in the certification workflow, then
click the search icon, search for the available composites, select the
CertificationOverseerProcess composite, and click Add.

From the Reviewer list, select a primary reviewer. The primary reviewer can be
user manager, organization certifier, or any other user that you select.

For multi-phased review, perform the following;:

a. Inthe Phase 1 section, select any one of the following to select the Phase 1
reviewer:

— User Manager: Selects the user's manager as the Phase 1 reviewer.

— Organization Certifier: Selects the organization certifier as the Phase 1
reviewer.

— Search for a User: Selects any user as the Phase 1 reviewer that you search
and specify by clicking the lookup icon.

b. In the Phase 2 (Optional) section, select the Enable Phase 2 review process
option to specify that the privilege certifier will be the primary Phase 2
reviewer for each user privilege, such as role, account, and entitlement
assignments.
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c. In the Final Review (Optional) section, select the Enable Final Review process
option to enable a final review process by the Phase 1 reviewer for final
validation and sign off.

13. Click Next. The Incremental page is displayed.

14. Select Enabled for Generate Incremental Data. This setting enables certifiers to
certify or revoke only changes or inclusions made to a certification. It eliminates
the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:
= Incremental Date Range (required): This includes:

— Since Last Base (default): When this option is selected, current access of
the user is compared against the last certification of the same type, which
was created without enabling incremental and all the incremental
certifications since then, to the current date when the certification is
created.

— Since Date: When this option is selected, current access of the user is
compared against all the certifications of the same type since the given
date and when the certification is created.

= Show Previous Value (optional): This includes:

— Disabled (default): When this is deselected, then the values that have
already appeared in the previous certifications based on the Incremental
Date Range parameter are not included in the certification.

— Enabled: When this is selected, all the current values that existed in
previous certifications are displayed with the last decisions taken for those
access.

15. Click Next. The Summary page is displayed with the details of the user
certification.

16. Click Create to create the user certification. A message is displayed asking if you
want to create a certification job based on the definition and run it now. You can
edit the job name, and click Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and
running the scheduled job. With this option, you must manually create a
certification job later.

The new user certification definition is displayed in the Certification Definition
page.

Note: For multi-phased review with advanced delegation:

»  The certification is not 100% complete till the Phase 2 reviewers or
technical reviewers have completed all the reviews. The
certification status displays the phase and percentage completion
in each phase the certification is in during the two phased review.
To view this status, click the In Progress certification in the Inbox
or Dashboard.

»  The certification goes to the Phase 1 primary reviewer for final
review. In Page 2, the Phase 1 primary reviewer can review the
actions made by the users in the first and second phases (greyed
out) as well as the system-generated default actions, which the
Phase 1 primary reviewer can override.
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6.3.1.2 Creating a Role Certification Definition
To create a role certification definition:

1.

On the left pane of Oracle Identity System Administration, under Certifications,
click Certification Definitions. The Certification Definitions page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The General Details page of the New Certification wizard is displayed.

Enter values as follows:
s Name: Enter a name for the certification.
= Type: Select Role to create a role certification definition.

s Description: Optionally enter a description for the new role certification
definition.

Click Next. The Base Selection page of the New Certification wizard is displayed.

In the Base Selection section of the page, select a role selection strategy from the
list, as shown:

= All Roles in All Organizations: Selects all roles in all the organizations in
Oracle Identity Manager.

= Roles from Selected Organizations: Selects the roles from the organizations
that you specify. Click Add to search and select an organization. To remove a
selected organization, click Remove.

Note: When completing a certification, a certifier cannot see the
organization name or any other details about the organization unless
that person is also the organization administrator. If the certifier is not
the organization administrator, only the users in the organization are

displayed.

= All Roles: Selects all roles in Oracle Identity Manager.

= Role criteria: Selects all of the roles that meet the given search condition. You
can preview the results of this selection.

Tip: You can save the search and use it for specifying role criteria
while creating another role certification definition. The saved search is
not mapped to a specific certification. To use the role criteria saved
search for another role certification definition:

1. During certification creation, after selecting the Role Criteria option and
specifying the search condition, you must click Update and Preview
Results. This associates the selected criteria with the definition.

2. If you want to save this search criteria as a template, then click Save. You
are prompted to enter a name for the template that you are saving. You
can then save this template and reuse it.

3. The saved template is not specific to a certification. While creating
another certification, this template is displayed by default. If you create
another new template, then that template is displayed. In other words,
the latest template is displayed for all criteria screens associated with a
type of certification.

4. If you do not want to use the generated template, then change the value
in the Saved Search list to something else that you want to use.
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= Selected roles: Allows you to manually select the roles.
6. Select any one of the following options to specify constraints:
= Roles with Any Level of Risk:
= Only High Risk Roles:
7. Click Next. The Content Selection page is displayed.

8. Select Certify Policies to specify the certification of policies. Select Certify
Members to specify the certification of role members.

9. Click Next. The Configuration page is displayed.

10. Select the configuration options, as described in Table 6-1, " Configuration
Properties", and click Next. The Reviewers page is displayed.

From the Reviewer list, select a primary reviewer. The primary reviewer can be
entitlement certifier, role certifier, or any other user that you select.

11. Click Next. The Incremental page is displayed.

12. Select Enabled for Generate Incremental Data. This setting enables certifiers to
certify or revoke only changes or inclusions made to a certification. It eliminates
the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:
= Incremental Date Range (required): This includes:

— Since Last Base (default): When this option is selected, current access of
the user is compared against the last certification of the same type, which
was created without enabling incremental and all the incremental
certifications since then, to the current date when the certification is
created.

—  Since Date: When this option is selected, current access of the user is
compared against all the certifications of the same type since the given
date and when the certification is created.

= Show Previous Value (optional): This includes:

— Disabled (default): When this is deselected, then the values that have
already appeared in the previous certifications based on the Incremental
Date Range parameter are not included in the certification.

— Enabled: When this is selected, all the current values that existed in
previous certifications are displayed with the last decisions taken for those
access.

13. Click Next. The Summary page is displayed with the details of the user
certification.

14. Click Create. A message is displayed asking if you want to create a certification
job based on the definition and run it now. You can edit the job name, and click
Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and
running the scheduled job. With this option, you must manually create a
certification job later.

The new role certification definition is displayed in the Certification Definition
page.
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6.3.1.3 Creating an Application Instance Certification Definition
To create an application instance certification definition:

1.

10.

11.

12.
13.

On the left pane of Oracle Identity System Administration, under Certifications,
click Certification Definitions. The Certification Definitions page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The General Details page of the New Certification wizard is displayed.

Enter values as follows:
s Name: Enter a name for the certification.

= Type: Select Application Instance to create an application instance
certification definition.

= Description: Optionally enter a description for the new application instance
certification definition.

Click Next. The Base Selection page of the New Certification wizard is displayed.

In the Base Selection section of the page, select an application instance selection
strategy from the list, as shown:

= All Application Instances: Selects all application instances in Oracle Identity
Manager.

= Selected application instances only: Allows you to manually select the
application instances. Click Add to search and select the application instances.
To remove any selected application instance, click Remove.

Select any one of the following options to specify constraints:
= Application Instances with Any Level of Risk

= Only High Risk Application Instances

Click Next. The Content Selection page is displayed.

Select any one of the following:

= Accounts of Users from All Organizations: Selects the accounts of users from
all organizations in Oracle Identity Manager.

= Accounts of Users from Selected Organizations: Allows you to manually
select the organizations whose user accounts will be certified.

= Accounts of All Users: Selects the accounts of all users in Oracle Identity
Manager.

= Accounts of Selected Users: Allows you to manually select the users whose
accounts will be certified.

Click Next. The Configuration page is displayed.

Select the configuration options, as described in Table 6-1, " Configuration
Properties”, and click Next. The Reviewers page is displayed.

From the Reviewer list, select a primary reviewer. The primary reviewer can be
application instance certifier, user manager, application instance certifier,
organization certifier, or any other user that you select.

Click Next. The Incremental page is displayed.

Select Enabled for Generate Incremental Data. This setting enables certifiers to
certify or revoke only changes or inclusions made to a certification. It eliminates
the need to review the access of users who have been certified.
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14.

15.

When Incremental Certification is enabled, it takes the following parameters:
= Incremental Date Range (required): This includes:

— Since Last Base (default): When this option is selected, current access of
the user is compared against the last certification of the same type, which
was created without enabling incremental and all the incremental
certifications since then, to the current date when the certification is
created.

— Since Date: When this option is selected, current access of the user is
compared against all the certifications of the same type since the given
date and when the certification is created.

s Show Previous Value (optional): This includes:

— Disabled (default): When this is deselected, then the values that have
already appeared in the previous certifications based on the Incremental
Date Range parameter are not included in the certification.

— Enabled: When this is selected, all the current values that existed in
previous certifications are displayed with the last decisions taken for those
access.

Click Next. The Summary page is displayed with the details of the user
certification.

Click Create. A message is displayed asking if you want to create a certification
job based on the definition and run it now. You can edit the job name, and click
Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and
running the scheduled job. With this option, you must manually create a
certification job later.

The new application instance certification definition is displayed in the
Certification Definition page.

6.3.1.4 Creating an Entitlement Certification Definition
To create an entitlement certification definition:

1.

On the left pane of Oracle Identity System Administration, under Certifications,
click Certification Definitions. The Certification Definitions page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The General Details page of the New Certification wizard is displayed.

Enter values as follows:
= Name: Enter a name for the certification.
»  Type: Select Entitlement to create an entitlement certification definition.

= Description: Optionally enter a description for the new entitlement
certification definition.

Click Next. The Base Selection page of the New Certification wizard is displayed.

In the Entitlement Selection Strategy section of the page, select a role selection
strategy from the list, as shown:

= Selected entitlements: Allows you to manually select the entitlements. Click
Add to search and select the entitlements. To remove any selected entitlement,
click Remove.
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10.

11.
12.

13.

14.

= All Entitlements with Selected Certifiers: Allows you to select a list of users
including all the entitlements for which they are the certifier user in the
catalog.

= All Entitlements: Allows you to select all entitlements from the catalog.

= Entitlement Criteria: Allows you to select entitlements based on a criteria.
Select any one of the following options to specify constraints:

= Entitlements with Any Level of Risk

= Only High Risk Entitlements

Click Next. The Content Selection page is displayed.

Click Next. The Configuration page is displayed.

Select the configuration options, as described in Table 6-1, " Configuration
Properties", and click Next. The Reviewers page is displayed.

From the Reviewer list, select a primary reviewer. The primary reviewer can be
entitlement certifier or any other user that you select.

Click Next. The Incremental page is displayed.

Select Enabled for Generate Incremental Data. This setting enables certifiers to
certify or revoke only changes or inclusions made to a certification. It eliminates
the need to review the access of users who have been certified.

When Incremental Certification is enabled, it takes the following parameters:
= Incremental Date Range (required): This includes:

— Since Last Base (default): When this option is selected, current access of
the user is compared against the last certification of the same type, which
was created without enabling incremental and all the incremental
certifications since then, to the current date when the certification is
created.

—  Since Date: When this option is selected, current access of the user is
compared against all the certifications of the same type since the given
date and when the certification is created.

= Show Previous Value (optional): This includes:

— Disabled (default): When this is deselected, then the values that have
already appeared in the previous certifications based on the Incremental
Date Range parameter are not included in the certification.

— Enabled: When this is selected, all the current values that existed in
previous certifications are displayed with the last decisions taken for those
access.

Click Next. The Summary page is displayed with the details of the user
certification.

Click Create. A message is displayed asking if you want to create a certification
job based on the definition and run it now. You can edit the job name, and click
Yes to run the certification job.

Alternatively, click No to create a certification definition without creating and
running the scheduled job. With this option, you must manually create a
certification job later.
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The new entitlement certification definition is displayed in the Certification
Definition page.

6.3.2 Modifying Certification Definitions

To modify a certification definition:

1.

In the left pane of Oracle Identity System Administration, under Certifications,
click Certification Definitions. The Certification Definitions page is displayed
with a list of all certification definitions.

Select the certification definition that you want to modify.

Note: If there is a periodic scheduled task tied to this definition, then
the next execution of the scheduled task will be run by using the
modified changes.

From the Actions menu, select Edit. Alternatively, you can click Edit on the
toolbar.

A message is displayed stating that the definition is referenced by scheduled jobs
and event listeners and asking for confirmation. This message is not displayed if
you try to edit a certification definition for which you have not created
certification jobs.

Click Edit to confirm. The Certification Definition pages are displayed on which
you can edit the values in the fields.

Edit the fields to modify the certification definition by navigating through the
pages by clicking the Next and Back buttons.

When finished, click Save. A message is displayed stating that the definition has
been successfully updated.

Click OK.

6.3.3 Deleting Certification Definitions

To delete a certification definition:

1.

In the left pane of Oracle Identity System Administration, under Certifications,
click Certification Definitions. The Certification Definitions page is displayed
with a list of all certification definitions.

Select the certification definition that you want to delete.

From the Actions menu, select Delete. Alternatively, you can click Delete on the
toolbar.

A message is displayed stating that the definition is referenced by scheduled jobs
and event listeners and asking for confirmation. This message is not displayed if
you try to delete a certification definition for which you have not created
certification jobs.

Click Delete to confirm. A message is displayed asking for confirmation.

Click OK.
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6.4 Scheduling Certifications

Certifications are scheduled as part of the certification creation process. For more
information, see "Creating Certification Definitions" on page 6-10. Certifications can be
scheduled to run once, or to repeat on a daily, weekly, or monthly basis.

Note: You must create a certification definition before you can
schedule it. See "Creating Certification Definitions" on page 6-10.

After you create a certification definition by clicking Create on the Summary page of
the New Certification wizard, a message is displayed asking if you want to create a
certification job and run it. You can edit the scheduled job name in the Job Name box.
When you click Yes, the certification job is created for the new certification definition
and is run. You can go to the Scheduler section in Oracle Identity System
Administration and search for the job. The default name of the job is
Cert_DEFINITION_NAME.

The certification job is created based on the Certification Creation Task scheduled task.
This scheduled task is used to create new certification jobs for a defined certification
definition. When the job runs, the certification definition is used and certifications are
generated.

See "Predefined Scheduled Tasks" on page 15-7 for information about the Certification
Creation Task scheduled task. You can modify the certification jobs from the Scheduler
section of Oracle Identity System Administration. See "Modifying Jobs" on page 15-27

for details.

You can also schedule a certification from the Scheduler section of Oracle Identity
System Administration. To do so, follow the instructions in "Creating Jobs" on
page 15-23. In this method, select Certification Creation Task in the Task field in the
Create Job page.

When you modify a certification job, specify the certification definition name in the
Certification Definition Name field of the Job Details page.

6.5 Understanding How Risk Summaries are Calculated

You can directly assign high, medium, and low risk levels to roles, application
instances, and entitlements, as well as to certain predefined risk factors. A
risk-aggregation job calculates Risk Summaries for the remaining higher-order data
objects that are required to support identity certification. These objects include every
user, user-role assignment, account, and entitlement-assignment in Oracle Identity
Manager. During identity certification, certifiers use Risk Summaries to separate
high-risk certification items from medium-risk and low-risk items.

This section describes how the system processes risk levels to arrive at Risk
Summaries. It also describes the risk-aggregation job, which you can run manually or
on a scheduled basis.
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Note: Roles, application instances, and entitlements are metadata
objects, whereas users, accounts, and entitlement-assignments are
instance-data objects.

Metadata objects are structural objects that represent and describe
your information systems within Oracle Identity Manager, whereas
instance-data objects are the individual instances of application data
that populate the systems. For example, consider a customer service
application (a resource) that has a predefined role that enables users to
create trouble tickets (an entitlement). In this example, a single
resource object represents the application and a single entitlement
object represents a specific privilege within that application.

Now consider there might be thousands of user accounts on this
resource, some subset of which has the entitlement-assignment that
allows the user to create a trouble ticket. A single resource (metadata
object) can have multiple accounts (instance-data objects), and a single
entitlement (metadata object) can have multiple assignment instances
(instance-data objects). Oracle Identity Manager calculates the risk
levels for instance-data objects because it would not be feasible for a
human to process risk levels for every user, account, and
entitlement-assignment on a recurring basis.

6.5.1 Understanding ltem Risk and Risk-Factor Mappings

Item risk and the risk-factor mappings are settings that are under your direct control.

6.5.1.1 Setting Item Risk

Item risk refers to the risk levels that you and other administrators can assign to
specific roles, application instances, and entitlements.

Note: Three bars signifies high risk, two bars signifies medium risk,
one bar signifies low risk.

If you do not directly assign an item-risk level to a metadata object, then Oracle
Identity Manager assigns a default item-risk level for you. Roles, application instances,
and entitlements can each have a default value.

To set the default item-risk level for the metadata objects:

1. Login to Oracle Identity System Administration.

2. On the left pane, under Certifications, click Risk Configuration.
3. Select the High, Medium, or Low risk radio buttons for each item.
4. Click Save.

You should reserve high item-risk levels for metadata objects that confer
highly-restricted privileges to users. Note that setting a high item-risk level on an
object will cause its parent object to also have a high Risk Summary value. Similarly,
setting a medium item-risk level on an object will cause its parent object to have at
least a medium Risk Summary value. In order for a higher-order object to have a low
Risk Summary value, all of the objects under it in the system hierarchy would have to
have low risk settings.
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6.5.1.2 Understanding Risk-Level Mappings (Risk Factors)

Risk-Factor Mappings are settings that map risk levels to certain predefined
conditions. For example, you might configure "items with open audit violations" as
high risk, whereas "items that are closed as risk-accepted" you might configure as
medium risk.

Generally speaking, you should reserve high Risk-Factor levels for conditions in which
privileges are being extended to users that may be irregular or dangerous.

There are three Risk-Factor categories in Oracle Identity Manager, and each category
contains multiple settings. Risk-Factor categories are described in the following table.

Table 6-2 Risk Factors

Risk Factor Description
Provisioning Scenarios / Provisioning Scenarios define the risk levels that should be
Assignment Scenarios associated with the method or mechanism used to assign a role,

account, or entitlement—assignment to a user.

For example, you might configure a risk level of Medium for
objects that are provisioned directly by an administrator, and a
risk level of Low for objects that are provisioned based on
Policies that are tied to Roles. You might configure a risk-level of
High for objects that are pulled into Oracle Identity Manager via
reconciliation.

Last Certification Action Defines risk level based on the status of the last certification for
the account, entitlement—assignment, or user-role assignment
under consideration.

For example, configure a risk level of Low for any item for which
the previous certification decision was to approve, and configure
a risk level of Medium for any item for which the previous
certification decision was to Certify Conditionally. Finally, you
might configure a value of High for any item for which the
previous certification decision was Abstain or Revoke.

Note: Changing Risk-Level mappings on the Configuration page in
the Ul can cause major ripple effects that impact Risk Summaries
throughout Oracle Identity Manager. During your initial setup you
should configure mappings on the Risk Level configuration page, and
then avoid making additional unnecessary changes. See
"Understanding How Changing Risk Configuration Values Impacts
the System" on page 6-22 for more information about the ripple effects
that impact Risk Summaries.

6.5.2 Understanding Risk Aggregation and Risk Summaries

The Risk Aggregation Task scheduled job processes Item-Risk levels and Risk-Factor
levels, and calculates Risk Summaries for each higher-order object that supports
identity certification.

Risk aggregation Task is used to seed the predefined Risk Aggregation Job. You do not
need to create new jobs using this task. When a job of this task type runs, it calculates
the risk of all the users in Oracle Identity Manager since they have been last updated.
See "Predefined Scheduled Tasks" on page 15-7 for information about this scheduled
task. You can enable the Risk Aggregation Task scheduled job by following the
instructions in "Disabling and Enabling Jobs" on page 15-28.
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In the first phase of risk aggregation, the Risk Aggregation Task scheduled job
evaluates each individual object's Item-Risk level and its three Risk-Factor levels, and
assigns the highest of the four levels to the object's Risk Summary property. A Risk
Summary value is calculated for each individual User object, User-Role Assignment
object, Account object, and entitlement-assignment object. The following diagram
illustrates this process.

Risk Factors
i Provisioning Last
Risk Item & a8t
Summary = MAXof | g & Assignment | Certification
Scenario Action

Once Risk Summaries are calculated for every object, the next phase of aggregation
begins, in which the Risk Summary of each individual object rolls up to the Risk
Summary of the parent object that contains it.

Above the entitlement-assignment level, each data object's Risk Summary value
contributes to the Risk Summary of the parent-object that contains it. For example,
Account objects are one hierarchy-level up from entitlement-assignment objects, and
User objects are one hierarchy level up from there. So, the Risk Summary of every
entitlement-assignment object within an Account object contributes to the Risk
Summary for that Account, and, similarly, the Risk Summary for every Account object
within the User object contributes to the Risk Summary for that User.

User objects are also one level above User-Role Assignment objects, so the Risk
Summary for every User-Role Assignment object contributes to the Risk Summary for
that User.

The following diagram illustrates this process.

Risk
Summary
5
‘ User
Risk Risk
Summary Summary
‘ User-Role Account
Risk
Summary

Assignment
‘ Entitlement

Assignment

In the diagram, the Risk-Summary value of the entitlement-assignment rolls up to the
Account object. The Risk-Summary values of Accounts and the Risk-Summary values
of User-Role Assignments roll up to the Risk Summary of any associated User.

6.5.3 Understanding How Changing Risk Configuration Values Impacts the System

There are three main actions or system events that can impact Risk Summary values.
Depending on the action or system event, the impact can be minor, moderate, or major.
Each action or event and its consequences is described in the following table.
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Table 6-3 Actions or System Events That can Impact Risk Summary Values

Action or Event Impact

Description

Users and/or Oracle Minor
Identity Manager make

changes to individual

entitlements

An administrator makes Moderate
item-risk changes to roles,
resources, and entitlements

An administrator makes Major
configuration changes to the
Risk-Level Mappings

Applies to changes to individual data objects,
such as accounts, entitlements, and user-role
assignments. These values might change
frequently. For example, the following types of
changes are included in this category:

s Anentitlement is added to or removed from
an account.

s Anaccountis added to or removed from a
user.

= Arole assignment is added to or removed
from a user.

»s  Arisk factor on an individual data object
changes.

The impact within Oracle Identity Manager is
relatively minor because the changes happen at
the level of each individual entitlement.

Applies to situations where you or another
administrator change the risk-level of a role, an
application instances, or an entitlement.

The ripple-effect of these changes can be large.
Changing the risk level on a metadata object can
change the item-risk level on every data-object
associated with the metadata object. Changing
the risk level on a data-object may affect its risk
summary and, in turn, the risk summary of
every other data-object that contains it.

For example, changing the risk level on an
entitlement definition will change the Item Risk
on every assignment of that entitlement that
corresponds to it. Changing the Item Risk on an
entitlement-assignment may change its Risk
Summary. Changing the Risk Summary of an
entitlement-assignment may affect the Risk
Summary of the parent Account. Changing the
Risk Summary of an Account may affect the
Risk Summary of the User who owns the
Account.

Applies to situations where you or another
administrator change the Risk-Level Mappings
on the Risk Configuration page in Oracle
Identity System Administration.

Changing the risk level associated with a
specific value of a specific risk factor could affect
the risk summary of any user-role assignment,
account, or entitlement-assignment that has that
risk-factor value. Changing the risk summary of
any user-role assignment, account, or
entitlement assignment could in turn affect
every user associated with an affected user-role
assignment, account, or entitlement assignment.

For this reason, you should change risk-level
mappings only rarely.
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6.6 Understanding Closed-Loop Remediation and Remediation Tracking

Closed-loop remediation is a feature that allows you to directly revoke roles and
entitlements from the provisioning solution as a result of roles and entitlements
revoked during the certification process.

When a certification is complete and all primary review tasks have been signed off,
Oracle Identity Manager attempts to remove every user and privilege for which the
final decision was to revoke. Requests are created to de-assign any role-assignment
that is revoked, to de-provision any account that is revoked, to remove any
entitlement-assignment that is revoked, and to delete or disable any user that is
revoked. Specifically:

= Revoking a user deletes/disables the user and removes all privileges of that user.

= Revoking a user's role-assignment removes that member from the role. This might
eventually cause provisioning to remove accounts and entitlement-assignments
granted by the role (if those accounts and entitlement-assignments are not
otherwise granted to the user.)

= Revoking a user's account deletes/disables the account. This implicitly
removes/disables any entitlement-assignments associated with that account.

= Revoking a user's entitlement-assignment removes the assignment from the
account that contains it.

The remediation status can be tracked in the request catalog for auditing purposes.
Each remediation-request contains the certification ID of the certification that spawned
the request, which allows the Dashboard to link to the Track Requests page of Oracle
Identity Self Service to display the status of all the requests associated with the
certification that is being displayed.

6.6.1 Configuring Challenge Workflows

By default, closed-loop remediation functions in the following way:

= If the person who signed-off the certification (final reviewer) is the user's
(beneficiary's) manager, then the requests are auto-approved.

»  If the final reviewer is not the user's manager, then the requests go through a
challenge workflow, which is as follows:

1. A request is sent to the user (beneficiary) whose access is revoked.

2. If the beneficiary accepts the revoke by approving the request, then
closed-loop remediation takes place and access is revoked.

3. If the beneficiary challenges the revoke by rejecting the request, then the
request is sent back to the person who signed off the certification (final
reviewer).

a. If the final reviewer accepts the challenge, then the process stops and the
beneficiary's access is not revoked.

b. If the final reviewer rejects the challenge, then closed-loop remediation
takes place and the access is revoked.

This logic is defined within the DefaultRequestApproval composites in SOA by using
rules. You can modify the rules to have all the closed-loop remediation requests to be
auto-approved. To do so:

1. Login to Oracle SOA Composer with Admin credentials, such as weblogic, by
navigating to the following URL:
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http:/ /HOST_NAME:PORT_NUMBER /soa/composer

2. Click Open, and select Open Rules. The Select a Dictionary to open dialog box is
displayed.

3. For the DefaultRequestApproval_rev2.0 composite, click Rulesetl in the Contents
column.

4. Click Edit.
5. Expand Rule 1, as shown in Figure 6-1:

Figure 6—1 Rule for Auto-approval
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6. Under THEN, click the pencil icon.

7. In the pop-up, change the value from challenge to auto. This value specifies that
all the closed-loop remediation requests will be auto-approved, and the challenge
workflow will not be invoked.

8. Click OK.
9. C(lick Save, and then click Commit.

6.7 Understanding Event Listeners

The Event Listener mechanism detects specific business events and stores the event
details for certification. The stored event details are called Certification Event Triggers,
and these are processed into certifications by the Certification Event Trigger Task,
running as a scheduled job. The business events currently detected by event listeners
are modifications of OIM users, either individually or in bulk.

Every event listener contains a ruleset and a certification definition, as described in
"Managing Certification Definitions" on page 6-9. The ruleset contains one or more
rules, each of which tests one or more conditions and specifies an action to take if its
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conditions are met. The standard action for event listener rules is to store a
Certification Event Trigger that identifies the event listener, the user or users that were
modified, and the certification definition that should be generated in response to this
event.

Triggers accumulate between runs of the Certification Event Trigger Job. When the job
runs, it groups the triggers by their event listener identifiers, and then processes each
group according to the corresponding event listener's properties. By default, the
trigger job creates a certification for all users in each group of triggers, using the
listener's certification definition as the template for the certification. After this, the
triggers from the completed group are deleted.

There are several properties that affect how an event listener's triggers will be
processed by the trigger job. The first property determines whether the listener is in
active or disabled state. If a listener is disabled, then its rules are no longer evaluated
when business events occur, and therefore, no triggers are stored from that listener. If a
listener stored triggers before being disabled, then the next trigger job run deletes
those triggers without processing them. When a disabled listener is set back to active
state, it can once again store triggers that are processed by the trigger job.

Another event listener property that affects trigger processing is its Event Count,
which limits how many triggers may be processed for the listener during a single run
of the trigger job. This setting is optional. If it is not specified, then the number is
unlimited. If the event count is specified, then it represents the maximum number of
triggers that may be processed. When the trigger job runs, it checks the listener's event
count for each batch of triggers, and if the number of triggers exceeds the event count,
then the triggers are discarded without generating a certification. This feature is useful
for preventing huge certifications from being created when users are modified in bulk.

Finally, the trigger job itself may be configured to process the triggers from certain
event listeners, but not others. This feature is controlled by a Certification Event
Trigger Task parameter titled Event Listener Name List. If this parameter is left blank
in the definition of the trigger job, then triggers from all listeners are processed when
the trigger job runs. If the name list is defined, then only the listeners in that list have
their triggers processed when the job runs; triggers from other listeners are ignored
and retained for future trigger job runs. When multiple instances of scheduled jobs are
defined for the Certification Event Trigger Task, then each list of event listeners can
have its triggers processed on the most appropriate schedule.

Note: If a listener name appears in more than one Event Listener
Name List, or if one of the trigger jobs has an empty Event Listener
Name List, then the first of these jobs to run consumes all of that
listener's triggers. Triggers are always discarded after the first time
they are processed.

6.8 Configuring Event Listeners and Certification Event Trigger Jobs
This section contains the following topics:
s Creating an Event Listener
= Modifying an Event Listener
= Deleting an Event Listener

= Configuring Certification Event Trigger Jobs
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6.8.1 Creating an Event Listener

To create a new event listener:

9.

Note: Before creating an event listener, you must create a user
certification definition or an application instance definition that will
be executed when the Certification Event Trigger job is run.

Login to Oracle Identity System Administration.

In the left pane, under Certifications, click Event Listeners. The Event Listeners
page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The Create Event Listener page is displayed.

In the Listener Properties section, specify the name with which the event will be
identified, and the description.

From the Certification Definition list, select a certification definition that will be
executed.

In the Event Count box, enter the maximum number of events that should be
processed for this listener at the time the Certification Event Trigger Job runs. Use
this to avoid executing an action for bulk updates.

From the Status list, select Active or Disabled status.

In the Event Trigger section, add a rule containing conditions that will be
evaluated when an event takes place. For example, when a user is updated, a
condition can check if the user's title property or location property has changed.
Another example can be change of manager for a user.

To add a condition:

a. Click the plus (+) icon, and change Rule 1 to a rule name, for example,
Manager Change Condition.

b. Click the expand icon to the left of the condition.
c. Click the lookup icon to open the Condition Browser.

d. Click Modified User, previousValue. Select manager, and click OK. This sets
ModifiedUser.previousValue.Manager.

e. Select the condition operation, such as isn't.

f.  Click the second lookup icon, search and select the attribute name and click
OK, so that the following condition is set:

ModifiedUser.previousValue.Manager isn't ModifiedUser.currentValue.Manager

Under THEN, click the plus (+) icon to the left of Add Action.
Click the down arrow key and select call.
i. From the list, select certifyThisUser.

Click Create to create the event listener.

When the Certification Event Trigger job is run, a certification will be created for a user
whose manager has changed.

An example of the event listener rule can be to check for an attribute's change to a
specific value. For example:
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ModifiedUser.previousValue.country isn't ModifiedUser.currentValue.country and
ModifiedUser.currentValue.country is "Brazil"

ModifiedUser.previousValue.country isn't ModifiedUser.currentValue.country
checks for a change in the Country attribute. Any change causes this condition to
evaluate to TRUE. Then, and ModifiedUser.currentValue.country is "Brazil"
adds a second condition to the rule. This checks whether the attribute has changed to a
specific value, for example Brazil. This condition is applicable if some special
certification is required for employees moving to Brazil. For other employees who
have moved to some other place, the rule's action is not triggered.

Note: User-Defined Fields (UDFs) or custom attributes do not
appear in ModifiedUser's lists of current and previous values, but
these attributes can be specified in the Event Listener rule conditions.
To do so, type an expression in the following format into the rule's
condition field:

ModifiedUser. {current |previous}Value.get{String|Integer|Long|Date|B

oolean}Attribute ("NAME")

Here, NAME is the internal name of the UDF. For example, to retrieve
the previous value of a string-valued UDF named FavoriteColor,
insert the following expression:

ModifiedUser.previousValue.getStringAttribute ("FavoriteColor")

6.8.2 Modifying an Event Listener

To modify an event listener:

1. On the left pane of Oracle Identity System Administration, under Certifications,
click Event Listeners. The Event Listeners page is displayed with a list of event
listeners.

2. Select the event listener that you want to modify.

3. From the Actions menu, select Edit. Alternatively, click Edit on the toolbar. The
event listener details page is displayed.

4. Edit the values in the fields to modify the event listener.

5. Click Save.

6.8.3 Deleting an Event Listener

To delete an event listener:

1. On the left pane of Oracle Identity System Administration, under Certifications,
click Event Listeners. The Event Listeners page is displayed with a list of event
listeners.

2. Select the event listener that you want to delete.

3. From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A
message is displayed asking for confirmation.

4. Click Yes to confirm.
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6.8.4 Configuring Certification Event Trigger Jobs

As mentioned in "Understanding Event Listeners" on page 6-25, the Certification
Event Trigger Job offers an optional parameter called Event Listener Name List. If one
or more event listener names are supplied in this field, then the trigger job will only
process the triggers for those listeners, which implies that you will need multiple
trigger jobs to cover processing for your full set of listeners. The sections describes
how to set this parameter and how to define multiple trigger jobs. It contains the
following sections:

s Setting the Event Listener Name List

= Adding More Trigger Jobs

6.8.4.1 Setting the Event Listener Name List
To set the Event Listener Name List:

1. Login to Oracle Identity System Administration.
2.  On the left pane, under System Management, click Scheduler.

3. Inthe search field, enter Certification Event Trigger Job, and perform the
search.

4. Click the job name in the search result to display the trigger job details.

5. Scroll down to the Parameters section, where you can see a parameter titled Event
Listener Name List (comma separated).

6. Enter one or more event listener names in this field, separated by commas. Make
sure to type each listener's name exactly as it appears in the Name column of the
Event Listeners table.

7. Click Apply to save the changes.

6.8.4.2 Adding More Trigger Jobs

In addition to the predefined instance of the Certification Event Trigger Job, you can
create new trigger job instances by performing the following steps:

1. Login to Oracle Identity System Administration.
2. On the left pane, under System Management, click Scheduler.

3. On the left pane, from the Actions menu, select Create. Alternatively, you can click
the icon with the plus (+) sign beside the View list.

4. In the Create Job panel, expand the Task field by clicking the icon to its right.

5. In the Search field, enter Certification Event Trigger Task, and perform the
search.

6. In the search result, click the Certification Event Trigger Task row, and then click
Confirm.

7. Enter the Job Name and any desired scheduling details for this trigger job
instance.

8. In the Event Listener Name List field, enter a comma-separated list of the listener
names that this trigger job instance will process.

Every instance of the trigger job can have its own schedule or can be run manually,
and can be restricted to handling triggers for a specified subset of listeners. This
enables you to trigger different event listeners at different intervals.
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6.9 Configuring Certification Reports

Certification reports are implemented in Oracle BI Publisher.

Note:

»  Oracle Identity Manager reports must be deployed on BI
Publisher. See "Generating Certification Reports" in the Oracle
Fusion Middleware User’s Guide for Oracle Identity Manager for
information about the default certification reports and generating
certification reports.

»  If BI Publisher credentials and URL are not configured in Oracle
Identity Manager, then the Reports tab in the Dashboard and the
Export to PDF or Excel option in the Certification page are not
available.

To configure BI Publisher URL:

1. Login to Oracle Enterprise Manager.

2. Click Identity and Access.

3. Select OIM cluster, OIM node, System MBean Browser.
4

In the System MBean Browser, navigate to Application Defined MBeans,
oracle.iam, Server: oim server, Application: oim, XMLConfig, Config,
XMLConfig.DiscoveryConfig, Discovery.

5. Update the value of the BIPublisherURL attribute with BI Publisher URL.
6. Click Apply.

To configure BIP credentials in Oracle Identity Manager:

1. Log in to Oracle Enterprise Manager.

2. Inleft pane, expand Weblogic Domain. The domain name is displayed.

3. Right-click the domain name, and navigate to Security, Credentials. A list of maps
in the credential store, including the oim map, is displayed.

4. Expand the oim map. A list of entries of type Password is displayed.
5. Create a new CSF entry in the oim credential store map, as follows:

= Select Map: oim

s Key: BIPWSKey

s Type: Password

s Username: ADMINISTRATOR_USER_NAME

s Password: ADMINISTRATOR_PASSWORD

s Description: Login credentials for BI Publisher web service.

After configuring BIP credentials and URL, administration needs to go certification
configuration screen (in system administration) and check the "Enable Certification
Reports".

To configure the display of the Reports tab in the Detailed Information section of the
Dashboard:

1. Log in to Oracle Identity System Administration.
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3.
4.

Under Certifications, click Certification Configuration. The Certification
Configuration page is displayed.

Select the Enable Certification Reports option.
Click Save.

Reports can be generated in the following formats:

PDF

RTF

HTML
Microsoft Excel

Csv

6.10 Understanding Multi-Phased Review in User Certification

Collaborative certification or two-phased review with advanced delegation (TPAD)
provides the following functionalities:

Two-phased review, which allows to combine within a single certification the
perspectives of business-oriented and technical reviewers.

Advanced delegation, which allows a certifier to retain overall responsibility while
delegating decisions to others. Advanced delegation of individual line-items
within a certification allows a reviewer to spread the work among several people
who can work simultaneously. This allows those who are responsible for
reviewing access within an enterprise to spread the burden and thus complete the
work more quickly.

Note: Oracle Identity Manager supports TPAD for user certification
only. TPAD is not supported for role certification, application instance
certification, and entitlement certification.

This section describes TPAD in the following sections:

Multiple Phases of Review
Delegation to Multiple Reviewers Within Each Phase
Stages of Certification in TPAD

6.10.1 Multiple Phases of Review

Multiple phases of review combines multiple perspectives on the same set of
user-access-privileges. For user certification, the phases are:

Business Review: This is the required first phase of review. The business reviewer,
typically the manager of each user, views all the certifiable access privileges of a
user. First, the manager confirms that the user is a valid holder of privileges, such
as an employee, within that enterprise. Then the manager confirms that the user's
position within the enterprise justifies the user's access privileges, such as role
assignments, account assignments, and entitlement assignments. The business
reviewer certifies or approves any privilege that seems appropriate and revokes
any privilege that seems unnecessary or unreasonable.
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Technical Review: This is an optional second phase of review. The technical
reviewer, typically the owner or an authorizer of each privilege, reviews the
members of the privilege or the assignments of that privilege to specific users or to
specific accounts of specific users. The technical reviewer certifies or approves any
privilege that seems appropriate and revokes any assignment of that privilege that
seems unnecessary or unreasonable.

Final Review: This is an optional final phase review. If the certification is
configured to enable final review, then the primary reviewer from the first phase,
for example the manager of each user, can see the decisions that reviewers made in
the first two phases and can override those decisions if required.

See Also: "Who Is Involved in Completing Identity Certifications?"
in the Oracle Fusion Middleware User’s Guide for Oracle Identity Manager
for information about primary reviewer, technical reviewer, final
reviewer, and delegated reviewer.

6.10.2 Delegation to Multiple Reviewers Within Each Phase

The primary reviewer in Phase One or Phase Two can spread the work to other users
in the following ways:

The primary reviewer can reassign responsibility for any set of line items to
another user. Reassignment transfers the responsibility to another person, whereas
delegation retains the responsibility with the primary reviewer. Reassignment of
line items in Phase One creates a new certification.

The primary reviewer can delegate each line-item, or any set of line-items, to any
user that the primary reviewer selects. This user is called a delegated reviewer.
Delegating a line-item marks that line-item as delegated in the primary reviewer's
task, and prevents the primary reviewer from acting on that line-item.

The primary reviewer can undelegate any delegated line-item at any time within
the phase before signing off the certification task. Undelegating a line-item
removes it from the delegated reviewer's task, and allows the primary reviewer to
act on the line-item, for example, by making certification-decisions or delegating
or reassigning it.

In Phase One or Phase Two, whenever the primary reviewer delegates line-items and
signs off with at least one line-item still delegated, which means that the primary
reviewer has not undelegated all of those line-items before signing off, then Oracle
Identity Manager generates a review task for Phase-One Verification or Phase-Two
Verification, and assigns this task to the primary reviewer. This task allows the
primary reviewer to see and override any decision that a delegated reviewer made in
that phase.

6.10.3 Stages of Certification in TPAD

Figure 6-2 illustrates the stages of certification in TPAD by combining the required
Phase One, the optional Phase Two, and the optional Final Review phase that depends
on Phase Two, with the conditional verification tasks.
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Figure 6-2 Stages of Certification in TPAD
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As shown in Figure 6-2, the overall sequence of stages within TPAD certification are:

1.

start: Certification is created, and certification task is generated by running the
Certification Creation Task scheduled job.

Phase One Review: This is always required.

Phase One Verification: This takes place only if Phase One is completed with
delegations.

Phase Two Review: This is optional depending on configuration.

Phase Two Verification: This takes place only if Phase Two is completed with
delegations.

Final Review: This is optional depending on configuration and takes place only if
Phase Two is completed.

end: Certification task is completed. If any access has been revoked as a part of the
certification completion, then closed-loop remediation takes place.

The certification stages in TPAD are described in the following sections:

Phase One With Verification
Phase Two With Verification

Final Review

6.10.3.1 Phase One With Verification

Figure 6-3 shows the first phase of certification review with TPAD.
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Figure 6-3 Phase One With Verification
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Following is the process flow of the Phase One review with verification in TPAD:

1. Start: A set of certification objects are generated, and the review process starts.
Every line-item within each particular certification object is assigned to a Phase
One Primary Reviewer (P1PR).

2. Task P1PR: When the scheduled jobs for certification generation are run, Oracle
Identity Manager uses Service-Oriented Architecture (SOA) to create a task, for
each certification object, which is assigned to the Phase One Primary Reviewer
(P1PR).

When the primary reviewer opens the task, the primary reviewer can see every
line-item within the certification object. If the primary reviewer opens any

6-34 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Understanding Multi-Phased Review in User Certification

particular line-item, then the primary reviewer can see every line-item-detail for
that line-item.

The primary reviewer can act on any line-item within the task. The primary
reviewer can delegate any line-item to another person, or can reassign any
line-item to another person. By default, the primary reviewer owns every line-item
and can decide, such as certify or revoke, the line-item-details.

After decision has been made for each line-item, or each detail for the line-item has
a Phase-One Decision, or has been delegated or reassigned, the primary reviewer
can sign off or complete the task.

P1PR Reassigns Item(s): If the primary reviewer during Phase One reassigns any
set of line-items to another person, then Oracle Identity Manager removes those
reassigned line-items (and their details) from the original certification and puts
them into a new and separate certification. The person to whom the line-items
were reassigned becomes the P1PR for that new and separate certification.

The reassigned line-items disappear from the task of the original P1PR, and does
not reappear within this review process. Even if the new P1PR reassigns or
delegates the line-items back to the original P1PR, this creates a new task for the
original P1PR so that it is part of a different review process in the following way:

= If the new P1PR reassigns line-items back to the original P1PR, this will be a
new certification with its own P1PR task.

»  If the new P1PR delegates the line-items back to the original P1PR, then this
will be a new delegated review (P1DR) task within the review-process of the
new P1PR.

P1PR Delegates Item(s): If the primary reviewer delegates any set of line-items to
another person, then that person is the phase one delegated reviewer (P1DR) for
each of those line-items. A new task is created and assigned to the new P1DR.

Note: In order to minimize the number of tasks, it is recommended
that you select the set of line-items that you intend to delegate to a
particular reviewer. Otherwise, the delegated reviewer can receive any
number of tasks, each of which contains some subset of line-items
from the same phase of the same certification object.

When the primary reviewer delegates a particular set of line-items, the line-items
are marked as delegated within the task from which the primary reviewer
delegated them. The primary reviewer can no longer act within that task on those
line-items unless the primary reviewer undelegates them. The primary reviewer
has an opportunity during Phase One Verification to see and override the
decisions made by any delegated reviewer.

P1PR Undelegates Item(s): The primary reviewer can undelegate or take back
from a delegated reviewer any line-item that is delegated. Undelegating a
line-item allows the primary reviewer to act on that line-item and removes that
line-item from the task of the current delegated reviewer, which prevents the
delegated reviewer from acting on it further.

P1PR Signs Off: After every line-item has been completed or delegated or
reassigned, the primary reviewer can sign off on the task, which completes the
task. A line-item is completed when all of its details have a decision for the current
phase. At this point, Oracle Identity Manager determines whether or not Phase
One Verification (P1V) is required.
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7. SOA (De)Proxies Assignee (P1PR): A proxy can be assigned for the assigned
reviewer, such as P1PR. For example, when the reviewer is scheduled to go on
vacation, the reviewer can activate a proxy. When the reviewer returns from
vacation, the proxy is deactivated. When the newly assigned (proxy) reviewer
opens the task, the proxy reviewer can view and act on each line-item and
line-item-details. See "Managing Proxies" in the Oracle Fusion Middleware User's
Guide for Oracle Identity Manager for information about adding, modifying, and
removing proxies.

8. SOA Escalates Task (P1PR): The certification task can be escalated depending on
configuration of the SOA composite that Oracle Identity Manager uses for
certification-review tasks. For example, if the reviewer has not signed off or
completed a task within a configured time-limit, SOA can escalate the task and
reassign it to the manager of the currently-assigned reviewer. After the task is
escalated the maximum number of times or has reached some other condition that
terminates escalation, the task expires.

9. SOA Expires Task (P1PR): A certification review task can expire in certain
conditions. For example, if the reviewer has not signed off a task within a
configured time-limit, then the task can expire. If the task is configured to escalate
before expiring, then SOA expires the task only after it has escalated the maximum
number of times or reaches some other condition that terminates escalation. When
a task expires, it cannot be acted upon.

10. Task: P1DR: Each delegated-review task contains a set of line-items that the
primary reviewer has delegated to the delegated reviewer. When the delegated
reviewer opens the task, the delegated reviewer can see only the line-items that are
delegated in the particular delegation-event that produced the task. If the
phase-one delegated reviewer (P1DR) opens any particular line-item, P1DR can
see every detail for that line-item.

The delegated reviewer can act on any line-item within the task. The delegated
reviewer cannot delegate any line-item to another person, cannot undelegate any
line-item, and cannot reassign any line-item to another person. By default, the
delegated reviewer owns every line-item and can decide, such as certify or revoke,
its line-item-details. After every line-item has been decided, or all the details for
the line-item has a Phase-One Decision, the delegated reviewer can sign off or
complete the task.

11. P1DR Signs Off: After every line-item within a delegated-review task has been
decided, the delegated reviewer can sign off or the task. Every delegated-review
task must complete or must expire before the certification review process can
proceed to Phase-One Verification.

12. Any line-item has P1DR: This branch-point decides whether the Phase One
Verification stage is required. This depends on whether any line-item is delegated:

= If any line-item that is not reassigned remains delegated when the P1PR signs
off, then the review process moves to Phase One Verification.

s If no line-item that is not reassigned remains delegated when the P1PR signs
off, then the review-process moves to Phase Two.

13. All P1DR tasks are signed off or expired: This branch loops until every Phase
One delegated-review task has either been signed off (completed) or has expired.

14. Task: P1V: After the primary-reviewer (P1PR) has signed off and every
delegated-review-task (P1DR) has either completed or expired, Phase One
Verification begins. Another task for the same certification-object is created and
assigned to the primary reviewer. Within this task, the primary reviewer can see
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and override any decision made in Phase One. The primary reviewer also can
complete any line-item that no delegated reviewer has completed. The primary
reviewer cannot reassign and delegate, and therefore, cannot undelegate any
line-item within this task.

15. P1PR Signs Off (P1V): After every line-item-detail within the certification-object
for every line-item that has not been reassigned to another primary reviewer has a
decision, the Phase-One Primary Reviewer can sign off. When the reviewer signs
off on the Phase-One Verification task, the certification review process proceeds to
Phase Two.

16. SOA can proxy the assignee, and escalate or expire the P1V task (similar to the
P1PR task). See steps 7 through 9 for details.

6.10.3.2 Phase Two With Verification

Phase Two is an optional, plural, and rotated version of Phase One.

Optional: Phase Two is optional because it occurs only if Phase Two is enabled in
configuration, the administrator specified a strategy to select a Phase Two Primary
Reviewer, and the specified strategy assigned a Phase Two Primary Reviewer to at
least one line-item within the certification.

Plural: There can be multiple Phase Two Primary Reviewers because each reviewer
administers or authorizes a line-item-detail rather than a line-item. For example, in a
user certification, each role assignment, account assignment, or entitlement assignment
can have a different primary reviewer.

Rotated: Each reviewer in Phase Two can see a rotated view. For example, in Phase
One of user certification, the business-reviewer can see users as line-items and each
user's access-privileges as line-item-details. In Phase Two of user certification, each
technical reviewer can see privilege-definitions, such as role, application instance, or
entitlement definitions, as line-items and can see members of each privilege as
line-item-details. This privilege-centric view is more useful to a technical-reviewer,
who can delegate or reassign responsibility for individual privilege-definitions.

Figure 6—4 shows the second phase of certification review with TPAD.
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Figure 6-4 Phase Two With Verification
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The stages in Phase Two are similar to Phase One, except for the following:

Task: P2PR: A review task is generated for each type of privilege for which each
Phase Two primary reviewer (P2PR) must review assignments within that
certification. When a Phase Two primary reviewer opens a P2PR task, that primary
reviewer can see a list of line-items for which that primary reviewer is responsible
within the certification object. For example, in Phase Two of a user certification,
the Technical Reviewer who opens a P2PR task can see a list of privileges, such as
role definitions, application instance definitions, or entitlement definitions, for
which that primary reviewer is the certifier and for which that certification object
contains assignments. Because this type of certification is user-centric, the rotated
view is privilege-centric.

If the primary reviewer opens any particular line-item, the primary reviewer can
see every line-item-detail for that line-item. The primary reviewer can act on any
line-item within the task. The primary reviewer can delegate any line-item to
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another person or can reassign any line-item to another person. By default, the
primary reviewer owns every line-item and can decide, such as certify or revoke,
its line-item-details.

s P2PR Reassigns Item(s): If the primary reviewer in Phase Two reassigns any set of
line-items to another person, then that person becomes the new primary reviewer
(P2PR) for those line-items. Oracle Identity Manager creates a new primary-review
task and assigns it to the new P2PR.

Note: The Reassign operation in Phase Two does not generate a new
certification. For example, if a primary technical reviewer reassigns a
(rotated) line-item, then this does not split the certification.

The reassigned line-items disappear from the task of the original P2PR. The
line-items are displayed within a separate task that is assigned to the new P2PR.

6.10.3.3 Final Review

Final Review is optional and is a tie-breaker. It is the simplest phase in TPAD.

Optional: Final Review occurs only if it is enabled in configuration, the administrator
specified in the certification definition that Final Review is to be performed, and Phase
Two is performed because at least one line-item had a Phase Two Primary Reviewer.

Tie-breaker: Because the Phase Two reviewers may have made different decisions
than the Phase One reviewers, the Phase One primary reviewer can view and override
the decisions made in the two earlier phases. Therefore, Final Review is a tie-breaker.

Simplest phase: There is only one Final Reviewer, who is the Phase One Primary
Reviewer. The Final Reviewer cannot delegate and cannot reassign. The Final
Reviewer can see the decisions made during Phase One, the decisions made during
Phase Two, and can override the decisions.

Figure 6-5 depicts the optional Final Review phase of certification review with TPAD.
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Figure 6-5 Final Review Phase
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In Final Review, the following stages are different from other review phases:

= System Calculates FRD: Oracle Identity Manager calculates a Final Review
Decision (FRD) in the following manner:

-  For any line-item detail that has a Phase Two decision other than Abstain, the
Phase Two decision becomes the Final Review decision.

- If a particular line-item detail lacks a Phase Two decision, or if the Phase Two
decision is to abstain, then the Phase One decision becomes the Final Review
decision.

= Final Review is enabled: This branch decides whether or not to generate a task for
Final Review and assign it to the Phase One Primary Reviewer. If Phase Two is
disabled in configuration, or if Phase Two is not used in this certification review, or
if Final Review is disabled in configuration, then task for Final Review is not
generated. If Phase Two decisions have been made and Final Review is enabled in
configuration, then the task for Final Review is generated.

»  Task: FR: The Final Reviewer opens the Final Review task, and can see the
following:

— The decision made during Phase One on each line-item detail.
- The decision made during Phase Two on each line-item detail.
- The Final Review Decision.

The Final Reviewer can override the FRD in the context of the Phase One and
Phase Two decisions. The Final Reviewer cannot reassign and delegate, and
therefore, cannot undelegate any line-item within the task. The Final Reviewer can
sign off after validating each FRD. At that point, the Final Review task is complete
and the overall certification process is complete with the exception of closed-loop
remediation, which Oracle Identity Manager performs automatically following
signoff. If the Final Reviewer does not sign off and allows the Final Review task to
expire, then the certification process is dead.
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You can use Final Review to compare the Phase One decision with the Phase Two
decisions and make a final decision. If you prefer the Phase Two decision, then do not
enable Final Review in configuration.

6.11 Understanding Certification Oversight

Certification oversight is the activity of reviewing, and possibly overriding, the
decisions of the primary reviewer within the scope of a particular primary-review
task.

A person who has the opportunity to override the certification decisions of a primary
reviewer within the scope of a particular primary-review task is called an overseer. The
overseer has the following characteristics:

An overseer must be an OIM user.
Only one overseer at a time can oversee a primary-review task.

An overseer has the right to view and override the decisions made by the primary
reviewer or by any previous overseer.

As a part of the certification configuration, you can select a certification composite that
defines the certification oversight workflow. A certification composite is a SOA
workflow that the certification server launches for each primary reviewer, or delegated
reviewer, during a phase of certification.

By default, the CertificationOverseerProcess composite defines the following behavior:

A primary-review task is not completed until the primary reviewer and every
overseer in the sequence has signed off.

Decisions signed off by the final overseer in the sequence of overseers are final for
that primary-review task.

Closed-loop remediation begins after the overall certification is complete. No
phase of certification is complete until every primary-review task is complete.

For Phase Two and Final Review phase of certification:

- Since Phase Two can have multiple primary reviewers, each primary-review
task can have a separate sequence of overseers, one primary-review task per
each primary reviewer. For detailed information about multi-phased reviews,
see "Understanding Multi-Phased Review in User Certification" on page 6-31.

For delegation, oversight takes place only for the verification task of a primary
reviewer. If the primary reviewer delegates during the primary-review task, then
the primary-review task does not have oversight. Instead, oversight takes place
during the subsequent verification-task, which contains all the decisions for that
phase.

Reassignment of a line-item during Phase One of certification creates a new
certification and creates a new primary-review task that is assigned to the
re-assignee. Here, a new sequence of overseers are calculated for the new
primary-review task.

You can extend the default oversight functionality to specify different levels of
oversight or stop the oversight process when a certain stage is reached. To do so, you
must create and deploy custom certification composites. For more information on
creating and deploying custom certification composites, see "Customizing
Certification Oversight" on page 6-42.
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6.11.1 Customizing Certification Oversight

Certification oversight can be customized to extend the levels of oversight or stop the
oversight process when a certain title is reached. The certification composite contains
customizable oversight logic that supports queries to Oracle Identity Manager to select
a sequence of overseers based on any one or all of the following:

s The primary reviewer
s The current phase of certification
s The management-hierarchy defined in OIM

By default, only a single level of oversight is supported such that a certification task is
assigned to one reviewer.

As predefined in the composite for certification oversight, whenever the primary
reviewer or an overseer signs off, the primary-review task is automatically routed to
the next overseer in the sequence. After a primary reviewer or an overseer, except the
final overseer, has signed off on the primary review task, that user will no longer be
able to view the task in the inbox by querying for completed tasks.

Customizing the certification oversight involves the following steps:
1. Create the composite. To do so:

a. Go to the OIM_HOME //server/workflows/new-workflow/ directory. The
process-template subdirectory contains the ZIP file archives with composite
files that are used as the base files to create the new composite.

b. Run the following command:
ant -f new_project.xml certification
c. When prompted, enter a name for the new composite, and press Enter. The

composite is created, and a package directory with the composite name that
you specified is created in the process-template subdirectory.

2. Open the composite in JDeveloper. To do so:
a. Go to the process-template directory.
b. Go to the directory with the composite name provided in step 1c.
c. Open COMPOSITE_NAME jpr using JDeveloper.

3. Inthe Projects pane of the Application Navigator view, expand the project and edit
the CertificationTask.task by double-clicking. Click the Assignment tab. Click
Stagel.Participant object, and select Edit. The Edit Participant Type dialog box is
displayed. By default, the composite defines a single level of certification, and the
certifications will be assigned to a single reviewer. For example, to change the level
of certification to go to the manager of the current task assignee, set the following
values:

Note: The customization described in this procedure is a sample. For
further customizations, see the CertificationOverseerProcess default
template, and/or refer to SOA documentation.

»  Type: Serial. Only serial certification logic is supported.
s Build a list of participants using: Management Chain

= Specify attributes using: Value-based
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= Starting Participant: Select a user from which the certification starts.

= Top Participant: By Title. Specify a title for the reviewer who is the top
participant of the certification review. If you specify VP as the top participant
and 5 as the number of levels, then the certification will go up to VP level even
though it is level 3. The other levels will be skipped.

= Number of Levels: By Number. If you specify 1, then it means that
certification will up to the manager's level. A value of 2 means that the
certification will up to the manager's manager.

= Auto assign task to a single: User
= Assignment Pattern: Least Busy
4. Click OK.

5. Compile the composite, and deploy the composite JAR file to SOA by referring to
SOA documentation.

6. Login to Oracle Identity System Administration, and create a certification
definition by selecting the newly deployed composite in the Configuration page.

6.12 Troubleshooting Identity Certification

Table 64 lists possible issues encountered while using identity certification and the
steps to resolve the issues.

Table 6—4 Troubleshooting Identity Certification Issues

Problem Solution

You create certification definition and run the Make sure that all the certification configuration steps, as
Certification Creation Task scheduled job, but no described in "Configuring Certifications" on page 6-3, have
certification tasks are generated. been performed.

Note: Ensure that all required SOA patches are applied. For a list of
SOA patches, see Oracle Fusion Middleware Installation Guide for Oracle
Identity and Access Management.
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Part IV

Form Management

This part describes how to manage forms in Oracle Identity Manager to extend users,
roles, organizations, request catalogs, and resources.

It contains the following chapters:
»  Chapter 7, "Managing Forms"
»  Chapter 8, "Configuring Custom Attributes"






7

Managing Forms

You can use Form Designer in Oracle Identity System Administration to create and
manage forms.

This section contains the following topics:

Creating Forms By Using the Form Designer
Searching Forms By Using the Form Designer
Modifying Forms By Using the Form Designer

Note: Before you start performing the procedures described in this
section, it is recommended that you review the "Managing Sandboxes"
section of Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

7.1 Creating Forms By Using the Form Designer

To create forms by using the Form Designer:

1.
2

Login to Oracle Identity System Administration.

Create and activate a sandbox. A warning message is displayed if no sandbox is
activated. For detailed instructions on creating and activating a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The Create Form page is displayed.

In the Resource Type field, specify a resource object with which you want to
associate the form. To do so:

a. Click the lookup icon next to the Name field. The Search and Select: Name
dialog box is displayed.

b. In the Name field, enter the name of the resource object you want to search.
You can leave this field blank if you want to display all resource objects.

c. Click Search. The resource objects that match the search condition are
displayed.
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d. Select the resource object that you want to associate with the form, and click
OK. The resource object name is displayed in the Name field of the Create
Form page.

6. In the Form Name field, enter a form name.

7. In the Available form fields section, a list of form field names along with
description and Display Name are displayed. These fields are available for the
form you are creating. For each available form field, you can select the Bulk
Update option. Selecting this option makes the form field available for updating
the entities in bulk.

8. (Optional) By default, the Parent Form + Child Tables (Master/Detail) option is
selected. You can select a different Form Type option.

9. (Optional) Select the Generate Entitlement Forms option if you want to associate
the new form with the entitlements. Using this form, users can provide additional
information that might help an approver during the approval process. The
following is a sample screenshot:

Form Designer = Create Form * I—El
New form for eBusiness Suite User o Create
Resource Type eBusiness Suite User OQ
* Form Name

Form Type @) Parent Form + Child Tables (Master Detail)
) Parent Form (Master)
Parent Form + Child Tables for Mon Entitement (Master/Detail)
[D Generate Entitlement Forms]

Available form fields

View v i Detach

| # Display Mame Mame Description Bulk Update
1 EBS Server UD_EBS_USER_EBS_ITRES EES Server |:| o
2 User MName UD_EBS_USER_USRMAME User Name |:| =
3 Password UD_EBS_USER_PASSWORD Password [}
4 Description UD_EBS_USER_DESCR Description |:|
5 Email 1UD_FBS_USER_EMAIL Email [
6 Fax UD_EBS_USER_FAX Fax 1
7 Password Expiration Type UD_EBS_USER_PSWD_EXP_TYPE Password Expiration Type |:| -

Note: The Generate Entitlement Forms option is displayed only for
complex entitlements. A complex entitlement is represented by child
object having at least two attributes, one of them marked as
Entitlement attribute.

10. Click Create. A message is displayed stating that the form is created.

11. If required, you can export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see the "Managing
Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

12. Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.
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7.2 Searching Forms By Using the Form Designer

To search forms by using the Form Designer:

1.

In Oracle Identity System Administration, under Configuration, click Form
Designer. The Form Designer page is displayed.

From the Resource Type list, select the type of resource object associated with the
form.

Click Search. The forms that match your search condition are displayed. For each
form, the search result displays the form name, form type, and resource type.

7.3 Modifying Forms By Using the Form Designer

To modify a form by using the Form Designer:

See Also: Section 7.3.1, "Removing or Hiding Form Attributes"

Create and activate a sandbox. A warning message is displayed if no sandbox is
activated. For detailed instructions on creating and activating a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

In the Form Designer page, search for the form you want to modify.
In the Search Results table, select the form you want to modify.

From the Actions menu, select Open. Alternatively, click Open on the toolbar.
Otherwise, click the form name in the search results table.

The Manage Form page displays the form attributes in the Object Information
section. The Standard and Custom sections list the standard and custom fields of
the form. You can edit the standard fields, and create and edit custom fields in
these sections.

(Optional) If you want to associate a form with the entitlements, then you can
regenerate the form to allow users to provide additional information that might
help the approver during the approval process. To do so, click Regenerate View.
In the Regenerate View popup window, select the Generate Entitlement Forms
checkbox, as shown in the following sample screenshot.

Note:

= If you have upgraded Oracle Identity Manager to release
11.1.2.2.0, then you must regenerate all the forms to use this
feature.

= The Generate Entitlement Forms option is displayed only for
complex entitlements. A complex entitlement is represented by
child object having at least two attributes, one of them marked as
Entitlement attribute.
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Table 7-1 lists the options in the Regenerate View popup window.

Table 7-1 Options in the Regenerate View Window

Option Description

Parent Form + Child Tables  Selecting this option generates the appropriate account form.

(Master /Detail) The account form includes all multi-valued attributes
irrespective of whether the forms represent an entitlement or
not.

Parent Form (Master) Selecting this option generates the appropriate account form.

The account form does not include any multi-valued attributes.

Parent Form + Child Tables = Selecting this option generates the appropriate account form.
for Non Entitlement The account form includes all multi-valued attributes that do not
(Master/Detail) represent an entitlement.

Generate Entitlement Forms Selecting this checkbox generates the appropriate Entitlement
forms. The entitlement form is generated only if the
multi-valued attribute that represent an entitlement is complex.
If the multi-valued attribute that represent an entitlement is
scalar, then no form is generated.

6. If required, you can export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see the "Managing
Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

7. Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

See Also: "Configuring Custom Attributes" on page 8-1 for
information about creating and modifying custom fields or
user-defined fields (UDFs)

7.3.1 Removing or Hiding Form Attributes

To remove or hide a form attribute in Oracle Identity Self Service:

1. Login to Oracle Identity Self Service.
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10.
11.

12.

Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

In the left pane, under Requests, click Catalog. The Catalog page is displayed.

Search for and select the application instance whose resource form page must be
updated, and the click Add to Cart.

Click Checkout.

On the Cart Details page, under the Details section, the application instance form
and its attributes are displayed.

Click Customize to open WebCenter Composer. The page opens in customization
mode.

From the View menu at the upper left corner of the page, select Source. The object
tree is displayed.

If you want to delete a form attribute, select the Ul component and click the delete
icon in the Composer panel at the top of the page.

If you want to hide a form attribute, click Edit. Then, select the UI component and
set the Visible property to false.

Click Close to leave customization mode.

If required, you can export the sandbox to move the change from the test to
production environment. For detailed instructions on exporting a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.
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Configuring Custom Attributes

Entity attributes are properties of the entity. The information about the user entity is
stored in the form of attributes, such as first name, last name, user login, and
password. There are default user attributes in Oracle Identity Manager. However, you
can create custom user attributes by using the User form under System Entities in the
Oracle Identity System Administration. The custom attributes are referred to as user
defined fields (UDFs). Oracle Identity Manager lets you create UDFs for the user, role,
resource, organization, and catalog entities.

This chapter describes how to create and manage UDFs in the following sections:

Creating a Custom Attribute

Creating a Custom Child Form

Creating a Custom Child Form Attribute

Modifying a Custom Attribute

Adding a Custom Attribute

Adding a Custom Attribute to an Application Instance Form
Moving UDFs from Test to Production

Synchronizing User-Defined Fields Between Oracle Identity Manager and LDAP
Attribute Definitions

Creating Cascaded LOVs

Localizing Display Labels of UDFs

Configuring a Field as Mandatory Attribute in the Request Catalog

Note: Before you start performing the procedures described in this
section, it is recommended that you review the "Managing Sandboxes"
section of Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

8.1 Creating a Custom Attribute

To create a custom attribute or UDF:

Note: Do not use ParentAccountld as a form field name.
ParentAccountld is used to store system information.
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1. Log in to Oracle Identity System Administration.

2. Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

3. To create a UDF for the user, organization, role, and catalog entities, click the
component under System Entities on the left navigation pane of Identity System
Administration.

4. In the Custom section of the Fields tab, click the Create icon. The Select Field Type
dialog box is displayed.

5. Select a field type you want to create. The available field types are:
s Text: Select this option to create a text field.
s Number: Select this option to create a numeric field.
= Checkbox: Select this option to create a checkbox field.
= Date: Select this option to create a date type field.

= Lookup: Select this option to create a lookup field in which users can search
and select the value. Note that there are two types of lookups that you can
create:

A drop-down list from which you can select a value.

A searchable picklist (ADF name input list of value), from which users can
search and select the value. If you want to create a searchable picklist, then
on the Create Lookup Field page, under the Advanced section, select
Searchable Picklist.

Note: After you create a UDF for dependent lookups (a lookup field
that is created with the Constrain list by parent field value selection
option selected), you must set the partialTriggers property through
WebCenter composer to refresh the values in the dependent lookup.
To do so, see the procedure described in "Creating Cascaded LOVs" on
page 8-150.

If you create a UDF in the User Details page, then the UDF is
recommended to be in read-only mode. If the UDF is of drop-down or
checkbox type, then you must customize it to read-only mode
explicitly. To do so:

1. In the User Details page, click Customize to open WebCenter Composer.
The page opens in customization mode.

2. Click the drop-down or checkbox region to edit its properties. In the
pop-up window, click Edit.

3. Inthe Component Properties window, select the Read Only checkbox
and click OK.

4. Click Close to close the page in customization mode.

Do not add drop-down UDF as outputText to a page if the value of the
Meaning field has to be displayed.

6. Click OK. The page to create a custom field is displayed.

As an example, Figure 8 1 shows the Create Text Field page. The rest of the
procedure in this section has been based on creating a custom text field.
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Figure 8 1 The Create Text Field Page

Create Text Field Save and Close || Cancel

Appearance
Configure how this field will appear when displayed bo your users,
* Display Label
Display Wwidth 40 3 Characters

Name

Each field requires a unigue name in the syskem, Name and description are For internal use only, and are never displaved to your users,

* Name
Descripkion
Constraints
™ searchable
Maximum Length 64 3 Characters

Default Yalue

Enter the walue wou want to set for the Field when an object is created. Select Expression if you want to set the default dynamically.

Advanced

™ Encrypt ™ Certifiable
[ Usein Bulk
LDAP Attribute

7. Enter values in the fields of the Create Text Field page. Table 8 1 lists the fields in
the Create Text Field page. Depending on the type of field that you are creating,
the fields on the Create Text Field page varies.

Table 8 1 Fields in the Create Text Field Page

Section Field Description

Appearance Display Label The custom field label that is displayed in the form.

Note: Display Labels for forms designed by using the
Form Designer must be specified in single default
language, for example English. If there is a
requirement to enter the Display Label in any other
language, then the ROOT resource bundle
(/xliffBundles/oracle/iam/ui/runtime/BizEditorBu
ndle.xIf) containing the Display Labels specified in the
Form Designer can be translated to other languages.
The translated labels will be displayed when the form
is displayed in the request catalog, Inbox, track
requests, and other pages.

Display Width The display width in characters. If you do not specify
a value for this field, then the length of the field is
taken as default.

Name Name The unique custom field name. This field is of internal
use only, and the value of this field is not displayed to
the user.

Description The description of the custom field. This field is of
internal use only, and the value of this field is not
displayed to the user.

Configuring Custom Attributes 8-3



Creating a Custom Attribute

Table 81 (Cont.) Fields in the Create Text Field Page

Section Field

Description

Constraints Searchable

Maximum Length

Default Value Text field
Advanced Encrypt
Use in Bulk
LDAP Attribute
Certifiable

Determines if the custom field can be searched by the
user.

In addition, if the Searchable option is not checked,
then the UDF cannot be used throughout the
application as it is not displayed.

Note: If you select the Searchable checkbox, then in
the Advanced section, you cannot select Encrypt. A
custom field that is marked as searchable cannot be
encrypted.

Note: When you create a searchable UDF in the
catalog, the searchable UDF is automatically
displayed in the advanced search form of the catalog.
You can use the UDF for searching in the catalog. But
no index will be present on that UDF, and as a result,
performance might be compromised. Therefore, you
must manually create an index on those fields. To do
s0, use the following SQL statement:

CREATE INDEX INDEX_NAME ON catalog
NAME_OF_CATALOG_UDF;

The maximum length of the field in characters.

Note: You can increase the maximum length for
default and custom attributes by using the User form.
However, decreasing the maximum length is not
supported.

The default value of the custom field. The value you
specify in this field is set for the field when the object
is created by using Oracle Identity Self Service. But if
user entities are created through GTC trusted source
reconciliation, then these default values are not
populated.

Note: The field below the text field is grayed out and
is not used.

Determines whether the custom field must be
encrypted.

Note: If you select the Encrypt checkbox, then in the
Constrains section, you cannot select Searchable. A
custom field that is encrypted cannot be searchable.

Determines whether the attribute is available in bulk
operations.

Name of the attribute in the LDAP repository to
which this custom attribute must map to.

Note: Unless LDAP synchronization is enabled,
setting a value for this field has no effect. For more
information about enabling LDAP synchronization,
see the "Configuring OIM Server" chapter in Oracle
Fusion Middleware Installation Guide for Oracle Identity
and Access Management.

Determines whether the attribute is certifiable. A
requestable entity is available for certification only if
it is marked as certifiable.
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10.

Click Save and Close. The UDF is created in the backend and is displayed in the
Custom section of the Form Details page.

It is recommended that you export the sandbox to store all the changes made in
your sandbox. For detailed instructions on exporting a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

When you create a UDF by using the Form Designer, it is created in the back-end, and
is not available for use. To make it available for use to the user, you must include the
UDF in the Oracle Identity Self Service page on which it will be displayed. For
information about including a UDF in the Oracle Identity Self Service page, see
"Adding a Custom Attribute" on page 8-9.

8.2 Creating a Custom Child Form

Application instance forms can have child forms. Note that at some places in this
guide, the term resource form has been used to refer to application instance forms.

To create a custom child form:

1.
2

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

Note: You must ensure that sandbox in which the application
instance form for which you are creating the child form must be
published. If it is not published, then you must perform the procedure
described in this section in the same sandbox in which the application
instance form was created.

In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

Search for and open the application instance (resource) form for which you want
to create a child form as follows:

a. Specify a value for the Resource Type lookup field.
b. Click Search.

A list of all resource forms (application instance forms) that meet the search
criteria is displayed.

c. From this list, select the form to open. Alternatively, click Open on the toolbar.
The Manage <APP_INSTANCE_FORM_NAME> page is displayed.

On the Child Objects tab, click the Add icon on the toolbar. The Add dialog box is
displayed.

In the Name field, enter the name of the child form. In the Description field, enter
a description of the child form. Then, click OK. The child form is created in the
backend and is displayed in the Child Objects tab of the application instance form
for which it was created.
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For information about adding a new child form attribute, see "Creating a Custom
Child Form Attribute" on page 8-6.

7. Click Regenerate View to regenerate the application instance form associated with
the child form. If you do not regenerate the view the child form will not be
available in the page for use on which you want it to be displayed.

8. Itis recommended that you export the sandbox to store all the changes made in
your sandbox. For detailed instructions on exporting a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

9. Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

8.3 Creating a Custom Child Form Attribute

To create a custom child form attribute:

Note: Do not use ParentAccountld as a form field name.
ParentAccountld is used to store system information.

1. Log in to Oracle Identity System Administration.

2. Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

Note: You must ensure that sandbox in which the child form for
which you are creating the attribute must be published. If it is not
published, then you must perform the procedure described in this
section in the same sandbox in which the child form was created.

3. In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

4. Search for and open the parent form (application instance form) of the child form
in which you want to create an attribute. See Step 4 of "Creating a Custom Child
Form" on page 8-5 for information about searching and opening a form.

The Manage <APP_INSTANCE_FORM_NAME> page is displayed.

5. On the Child Objects tab, from the list of child forms, select the child form in
which you want to create the attribute. The Manage <CHILD_FORM_NAME>
page is displayed.

6. In the Custom section of the Fields tab, click the Create icon. The Select Field Type
dialog box is displayed.

7. Select a field type you want to create. The available field types are:
»  Text: Select this option to create a text field.
s Number: Select this option to create a numeric field.
= Checkbox: Select this option to create a checkbox field.
= Date: Select this option to create a date type field.
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s Lookup: Select this option to create a lookup field in which users can search

and select the value.

8. Click OK. The page to create a custom field is displayed.

As an example, Figure 8 2 shows the Create Lookup Field page. The rest of the
procedure in this section has been based on creating a custom lookup field.

Figure 8 2 The Create Lookup Field Page

Create Lookup Field

Appearance

Configure hov this field will appear when displayed to your users,

* Display Label
Help Text

Name
Each field requires a unique name in the system. Mame and description are For internal use only, and are never displayed to your users,
* Mame

Description

Constraints

[~ searchable

Maximuri Length 100 5 Charsckers

List of Yalues
Zanfigure the list of walues you want ko display in the choice list. Click the search icon to select a predefined lookup type, or create a new one.

* Lookup Type Q 7

I~ Constrain list by parent field value selection

Default Value

Enter the value you want to set For the field when an object is created, Select Expression if you want ko set the default dynamically,

=

Advanced
[~ Searchable Picklist [~ certifiable

I~ Use in Bulk
LDAP Attribute

Save and Close || Cancel

9. Enter values in the fields of the Create Lookup Field page. Table 8 2 lists the fields

in the Create Lookup Field page:

Table 8 2 Fields in the Create Lookup Field Page

Section Field Description

Appearance Display Label The custom field label that is displayed in the form.

Note: Display Labels for forms designed by using the
Form Designer must be specified in single default
language, for example English. If there is a
requirement to enter the Display Label in any other
language, then the ROOT resource bundle
(/xliffBundles/oracle/iam/ui/runtime/BizEditorBu
ndle.xIf) containing the Display Labels specified in the
Form Designer can be translated to other languages.
The translated labels will be displayed when the form
is displayed in the request catalog, Inbox, track
requests, and other pages.

Help Text Field-level help text that is displayed to the users as a
tooltip.
Name Name The unique custom field name. This field is of internal

use only, and the value of this field is not displayed to

the user.

Configuring Custom Attributes 8-7



Modifying a Custom Attribute

Table 82 (Cont.) Fields in the Create Lookup Field Page

Section

Field

Description

Constraints

List of Values

Default Value

Advanced

Description

Searchable

Lookup Type

Drop-down list

Entitlement

Use in Bulk

Searchable Picklist

The description of the custom field. This field is of
internal use only, and the value of this field is not
displayed to the user.

Determines if the custom field can be searched by the
user.

The lookup whose values are displayed to the user as
a list of available values. You can either specify an
existing lookup type or create a new one.

Note: If you are creating a new lookup, then the name
of this new lookup must not be the same as that of the
UDF (of type lookup) that you are creating.
Otherwise, the lookup is not displayed in the
Manager User page.

The default value of the custom field. The value you
specify in this field is set for the field when the object
is created.

Note: The field below the down-down list is grayed
out and is not used.

Determines whether the custom field is an
entitlement.

Note: If you are creating a child form with a lookup
field for entitlement (in other words, the Entitlement
field is selected), then you must select Searchable and
Searchable Picklist options too.

Determines whether the attribute is available in bulk
operations.

Determines whether the custom field is searchable.

10. Click Save and Close. The UDF is created in the backend and is displayed in the
Custom section of the Form details page.

11. Click Re-generate View.

12. It is recommended that you export the sandbox to store all the changes made in
your sandbox. For detailed instructions on exporting a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

13. Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

8.4 Modifying a Custom Attribute

To modify a custom attribute that you created for a form:

1. Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

2. In the Form Designer, search and open the form which contains the custom

attribute you want to modify.

3. In the Custom section, select the custom attribute that you want to modify.
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4. Click the Edit icon on the toolbar. Alternatively, click the Display Name of the
attribute. The page to edit the field is displayed.

5. Modify the values in the fields by referring to Table 8 1. Note that all the fields in
listed in Table 8 1 are editable.

6. Click Save and Close.
7. Click Re-generate View.

8. Itis recommended that you export the sandbox to store all the changes made in
your sandbox. For detailed instructions on exporting a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

9. Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

8.5 Adding a Custom Attribute

When you create a UDF, it is created only in the backend, and is not available in the
page for use on which you want it to be displayed.

Note: Customizing of the Sandbox link which is at the
upper-right-hand corner of the Oracle Identity Self Service interface is
not supported.

To display a UDF in a page in Oracle Identity Self Service:

1. Create the UDF by using the User form under System Entities in Identity System
Administration. For example, you can create a UDF for the Create User page.

See "Creating a Custom Attribute” on page 8-1 for information about creating a
UDFE.

Note: After adding a UDF through the User form, logout of both
Oracle Identity System Administration and Oracle Identity Self
Service, and then login again to be able to see the newly added UDF
and use it for customization.

2. Log in to Oracle Identity Self Service as the system administrator.

3. Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

4. In the left pane, under Administration, click Users. The Users page is displayed as
shown in Figure 8 3.
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Figure 8 3 Users Page
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5. Click Create User on the toolbar to display the Create User page. Figure 8 4

displays the Create User page.

Figure 8 4 Create User Page

Manags Sandboxes % & Users % a Create User *

Create User

Justification and Effective Date

Justification
Effective Date I‘_?‘@
Basic Information
First Name Manager
Middle Name * Organization
* Last Name * User Type
E-mail Display Name

Account Settings
User Login
Password @

Confirm Password

Account Effective Dates
Start Date [y
Frd Nata 7

Submit  Cancel

6. Click Customize at the upper right corner of the page to open WebCenter
Composer. The Create User page opens in customization mode as shown in

Figure 8 5.
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Figure 8 5 Create User Page in Customization Mode
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7. Enter values for all mandatory fields.

8. In the upper-left corner of the page, from the View menu, select Source. The object
tree is displayed as shown in Figure 8 6.

Configuring Custom Attributes 8-11



Adding a Custom Attribute

Figure 8 6 Object Tree Page in Customization Mode
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9. Select the section of the page on which you want to add the UDF.

10. In the Confirm Task Flow Edit dialog box, click Edit to confirm the edit task. The
corresponding ADF component in the object tree is selected. Figure 8 7 displays
the Confirm Task Flow Edit dialog box.
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Figure 8 7 Confirm Task Flow Edit Dialog Box

& Confirm Task Flow Edit

Are you sure you want to edit this task flow?

‘You are opening a shared task flow for editing. The changes
you make will affect this instance and every other instance of
this task flow on other pages.

[] Do not ask next time

Edit Cancel

11. Select the panelFormLayout component, and click Add Content. The Add
Content dialog box is displayed as shown in Figure 8 8.
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[Eh Add Content
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Figure 8 8 Add Content Dialog Box
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12. Depending on the entity or area on which the UDF was added, select the data

component, and then the view object. Table 8 3 lists the entities, pages, data
components, and view objects that must be selected.

Table 8 3 Entities and Corresponding Data Components and View Objects

Entity Page Data Component View Object
User Create User Data Component - Catalog UserVO
Modify User Data Component - Catalog UserVO
Search Users Data Component - Manage ~ UserVO1
Users
View User Details Data Component - Manage UserVO1
Users
My Information Data Component - My UserVO1
Information
New User Registration =~ Data Component - User UserVO1
Registration
Role Create Role Data Component - Role RoleDetailsVO
Modify Role Data Component - Role RoleDetailsVO
Search Roles Data Component - Role RoleVO1
Organization Create Organization Data Component - EditOrgvVO
Organization
Modify Organization Data Component - EditOrgvVO

Organization
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Table 8 3 (Cont.) Entities and Corresponding Data Components and View Objects

Entity Page Data Component View Object
Search Organizations Data Component - OrganizationVO
Organization
Catalog Access Request Data Component - Catalog = Catalog results table:
CartltemsVO1

s Cartitems under Edit Cart
Popup: CartltemsVO

= Catalog details for a selected
cart item either under
catalog results table or edit

cart popup:
EditCartltemsVO
Certification User Certification Data Component - UserCertificationUserVO1
Certification
UserCertificationUserEntitlemen
tVO1
Role Certification Data Component - RoleCertificationRoleVO1
Certification
RoleCertificationMemberVO1
RoleCertificationPolicy VO1
Application Instance Data Component - ApplicationCertificationApplicat
Certification Certification ionVO
ApplicationCertificationEntitlem
entVO
Entitlement Certification Data Component - EntitlementCertificationEntitlem
Certification entVO

EntitlementCertificationEntitlem
entMemberVO

Figure 8 9 shows the Add Content dialog box with folder options such as Data
Component - Manager Users.
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Figure 89 Add Content Dialog Box Displaying the Data Component - Manage Users

Folder
| |§. Add Content /M|
v | [OTop Search | W)
1
~
! _r Data Component - IT Resource & Cpen -
L E
1
1 _r Data Component - Manage Users = Open
]
1
Data Component - My Access Accounts [ Cpen
1
— 21 Data Component - My Access Admin Roles & Open
|
i Data Component - My Access Entitlements [ Cpen
— 21 Data Component - My Access Roles & Open
|
— 21 Data Component - My Information & Open
[
Data Component - Organization [ Cpen
Data Component - Password Policies = Open
| Data Component - Pending Attestation [ Cpen
v

Close

13. Scroll to find the UDF that you added and click Add. If the UDF is not displayed,
then refresh the content by clicking the refresh icon at the top right hand corner of
the dialog box.

14. Depending on the custom attribute that you created in Step 1 and the type of UDF
that you want to display, select one of the following items from the menu:

For a UDF of Text or Number type:

s ADF Output Text

= ADF Output Text w/Label

= ADF Output Formatted

= ADF Output Formatted w/Label
s ADF Input Text

= ADF Input Text w/Label

= ADF Label

= ADF Readonly Input Text w/Label
= ADF Table Column

For a UDF of Checkbox type:

»  ADF Select Boolean Checkbox

= ADF Table Column

For a UDF of Date type:

= ADF Input Date w/Label
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s ADF Table Column
For a UDF of Lookup type:
= ADF Input List Of Value (select only for searchable PickList)

= ADF Select One Choice (select only for non-searchable PickList; this option is
not visible for a searchable PickList for which you must select ADF Input List
of Value)

s ADF Table Column (select when adding a column within an af:table)

For example, if you have created a UDF of Text type, then select ADF Input Text
wi/Label. Similarly, if you created a searchable UDF of Lookup type, then select
ADF Input List of Value. As an example, Figure 8 10 shows options for a UDF of
Text type.

Figure 8 10 Options for Adding a UDF of Text Type
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15. Click Close to close the Add Content dialog box.

Note: If two attribute labels are displayed for the same field, then
add the attribute that does not end with _ C.

16. From the object tree on the Editing Page, select the UDF on the page, and click
Edit. The Component Properties dialog box, as shown in Figure 8 11, is displayed.
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Figure 8 11 Component Properties Dialog Box
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17. On the Display Options tab:
a. Select Auto Submit.

b. If you have added the UDF on the user form, then in the Value Change
Listener field, enter
#{pageFlowScope.cartDetailStateBean.attributevValueChangedL
istener}.

If you have added the UDF on a form other than the user form, then copy the
value of the Value Change Listener field from any of the existing fields on the
form and paste it as the value of the Value Change Listener field for the newly
added UDFE.
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18.
19.
20.

21.

Note: An error is encountered when you set a value for the Value
Change Listener field by using the Web Composer. As a work around,
perform the following steps:

1. Export all changes made to the sandbox (one that is currently active) to a
ZIP file. To do so, use the Sandbox Export option.

2. Extract the contents of the ZIP file and locate the XML file for the form on
which the UDF was added. For example, the XML file for the Create User
form is
oracle/iam/ui/runtime/form/view/pages/mdssys/cust/site/site/user
CreateForm.jsff.xml.

3. Ina text editor, open the XML file and identify the ADF component (for
example, af:inputText ) that you selected while adding the UDF to the
form.

4. Set the value of the Value Change Listener field, which is the
valueChangeListener property of the ADF component.

5. Save the changes, repackage the zip file (the sandbox archive) and then
import it back to your environment. To do so, use the Sandbox Import
option.

c. If you want to mark this attribute as mandatory, then change the Required
and Show Required properties to true. To set the Show Required property,
select the Show Required option. In the Required field, select Expression
Editor, and in the Expression Editor field, enter the value as true.

d. If you want to display this attribute as read-only, then select the checkbox for
the Read Only property.

e. If you want to bind this attribute to a custom-managed bean method, then
change the Value property.

The custom-managed bean method must include a call to the original method
binding. For more information, see "Developing Managed Beans and Task
Flows" section of Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

Click OK.
Click Close to leave customization mode.

It is recommended that you export the sandbox, in case if you intend to move the
change from test to production environment. See "Managing Sandboxes" in Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager for detailed
instructions on exporting a sandbox.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

To remove a UDEF, you can use the customization mode to open the WebCenter
Composer. In the customization mode, select the component or UDF that you want to
remove, and then delete it or set the rendered property on that UDF to false.

8.5.1 Enabling the Submit Button After Adding a UDF to the Modify User Form

After adding a new UDF to the modify user form by customizing the UI using Web
Composer, the Submit button of the form is not enabled when you try to modify a
user. But modification of other user form fields enable the Submit button.
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To avoid this issue, when you add a new UDF to the modify user form for the first
time:

1. Create a sandbox and activate it. Open the page that contains the UDEF, and click
Customize.

2. Select View, Source.

3. Note the value of the valueChangeListener property of a predefined or default
field. To do so:

a. Click the predefined field, and then click Edit to open the Component
Properties dialog box.

b. Copy the value of the valueChangeListener property.
4. Add the new UDF to the form, as described in "Adding a Custom Attribute” on

page 8-9.
5. Export the sandbox as a ZIP file.
6. Delete the sandbox without publishing it.
7. Extract the ZIP file, and edit the jsff.xml file for the specific screen.
8. Add the following attributes to the ADF tag, for example af:inputText, for the
UDFD field, as shown:
valueChangeListener=VALUE_COPIED_IN_STEP3
autoSubmit="true"
The resulting XML will look similar to the following:
<?xml version='1.0"' encoding='UTF-8'?>
<mds:customization version="11.1.1.61.92"
xmlns:mds="http://xmlns.oracle.com/mds" motype_local_name="root"
motype_nsuri="http://java.sun.com/JSP/Page">
<mds:move node="_xg_12" parent="_xg_pfl5" position="last"/>
<mds:insert parent="_xg_pfl5" position="last">
<af:inputText xmlns:af="http://xmlns.oracle.com/adf/faces/rich"
value="#{bindings.JobCode__ c.inputvValue}"
label="#{bindings.JobCode__c.hints.label}"
required="#{bindings.JobCode__ c.hints.mandatory}"
columns="#{bindings.JobCode_ _c.hints.displayWidth}"
maximumLength="#{bindings.JobCode__c.hints.precision}"
shortDesc="#{bindings.JobCode__ c.hints.tooltip}" id="dtrt_dc_628826708"
autoSubmit="true"
valueChangeListener="#{pageFlowScope.cartDetailStateBean.attributevValueChangedL
istener}">
<f:validator xmlns:f="http://java.sun.com/jsf/core"
binding="#{bindings.JobCode__c.validator}"/>
</af:inputText>
</mds:insert>
<mds:move node="_xg_19" parent="_xg pfl5" position="last"/>
<mds:move node="_xg_20" parent="_xg_pfl5" position="last"/>
<mds:move node="_xg_27" parent="_xg_pfl5" position="last"/>
<mds:move node="_xg_23" parent="_xg_pfl5" position="last"/>
<mds:move node="_xg_41" parent="_xg pfl5" position="last"/>
</mds:customization>
9. Create the ZIP file for the sandbox.

10. Import the sandbox.
11. Publish the sandbox.
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8.5.2 Adding a Custom Attribute Category into Create User Form

You must customize the Create User or Modify User form to add a new category of
fields. To do so:

1.
2.

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

22,
23.

24.

Log in to Oracle Identity Self Service.

Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

In the left pane, under Administration, click Users to open the Users page.
Click Create User on the toolbar to open the Create User page.

Click Customize at the upper right corner of the page to open WebCenter
Composer. The Create User page opens in customization mode.

Enter values for all mandatory fields.

In the upper-left corner of the page, from the View menu, select Source. The object
tree is displayed.

Click the first field of the Create User form and select its ancestor
panelGroupLayout component.

Click Add Content.

In the Add Content dialog box, click Web Components.
Click Add next to the ShowDetailHeader component.
Click Close.

Select the newly added ShowDetailHeader component and click Edit to open the
Component Properties dialog box.

Modify the value of Size to 2.

Modify the default value of Text with a suitable value.

Click Apply and Close.

Click Add Content.

In the Add Content dialog box, click Web Components, if not already open.
Click Add next to the PanelFormLayout component.

Click Close.

Add fields into this new panelFormLayout component as described in Step 11 in
Adding a Custom Attribute.

Click Close to leave customization mode.

It is recommended that you export the sandbox, in case if you intend to move the
change from test to production environment. See "Managing Sandboxes" in Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager for detailed
instructions on exporting a sandbox.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer's Guide for
Oracle Identity Manager.
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8.6 Adding a Custom Attribute to an Application Instance Form

When you create a custom attribute (UDF) on an application instance form, it is
created only in the backend, and is not available in the page for use on which you
want it to be displayed. The following are the options available to display the UDF in a
page in Oracle Identity Self Service:

Regenerating View

Updating the Application Instance Form By Using WebCenter Composer

8.6.1 Regenerating View
To display the UDF in a page in Oracle Identity Self Service:

1.
2.

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

Note: You must ensure that sandbox in which the application
instance form for which you are adding a custom child attribute must
be published. If it is not published, then you must perform the
procedure described in this section in the same sandbox in which the
application instance form was created.

In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

Search for and open the application instance form whose child form (containing
the UDFs that you added) must be displayed in a page in Oracle Identity Self
Service.

On the Child Objects tab, click Regenerate View.

Note:

»  The Regenerate View dialog box is displayed. Select the
appropriate options for Form Type and Generate Entitlement
Forms. See "Modifying Forms By Using the Form Designer" on
page 7-3 for information about the Form Type and Generate
Entitlement Forms options.

= Any customization made to the page will be lost when you click
Regenerate View.

It is recommended that you export the sandbox, in case if you intend to move the
change from test to production environment. See "Managing Sandboxes" in Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager for detailed
instructions on exporting a sandbox.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.
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8.6.2 Updating the Application Instance Form By Using WebCenter Composer
To display the UDF in a page in Oracle Identity Self Service:

1.
2.
3.

10.

11.

12.

13.
14.

15.

16.
17.
18.

19.

Create the UDF by using the Form Designer.
Log in to Oracle Identity Self Service.

Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

In the left pane, under Requests, click Catalog. The Catalog page is displayed.

Search for and select the application instance whose resource form page must be
updated, and the click Add to Cart.

Click Checkout.

On the Cart Details page, under the Details section, the application instance form
and its attributes are displayed.

Click Customize to open WebCenter Composer. The page opens in customization
mode.

Enter values for all mandatory fields.

From the View menu at the upper left corner of the page, select Source. The object
tree is displayed.

Under the Details section, select and click the attributes of the application instance
form. A message confirming whether you want to edit the page is displayed.

Click Edit. In the object tree, the ADF component corresponding to the selection
made in the preceding step is selected.

Click Add Content. The Add Content dialog box is displayed.
Select the data component. To do so:
a. Select Data Component - Catalog.

b. Search for APP_INSTANCEVO and then click Open. Here, APP_INSTANCE is
the name of the application instance for which the attributes are added.

Scroll to find the UDF that you added. If the UDF is not displayed, then refresh the

page.

Select the UDF on the page, and click Add.

Click Close to leave customization mode.

It is recommended that you export the sandbox to move the change from the test
to production environment. For detailed instructions on exporting a sandbox, see
the "Managing Sandboxes" section of Oracle Fusion Middleware Developer's Guide for
Oracle Identity Manager.

Publish the sandbox. For detailed instructions on publishing a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer's Guide for
Oracle Identity Manager.

8.7 Moving UDFs from Test to Production

The following sections discuss the procedure to move a UDF added to a catalog entity
or User form from test to production:
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Moving UDFs Added to Catalog Entities
Moving UDFs Added to User Forms

See Also:

= 'Limitations of the Test to Production procedures" on page 17-27
for information about test to production limitations.

= "Handling Concurrency Conflicts" in the Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager for information about
handling concurrency conflicts when multiple users customize an
application by using sandboxes and troubleshooting concurrency
issues

8.7.1 Moving UDFs Added to Catalog Entities

The procedure to move a UDF added to a catalog entity from test to production is
discussed later in this guide. See "Test to Production procedures for Catalog
customizations" on page 17-24 for more information.

8.7.2 Moving UDFs Added to User Forms

Moving a UDF that is added to a User form from test to production consists of the
following steps:

Exporting the UDF from the Test Environment

Importing the UDF into the Production Environment

Note: Before you perform these procedures, ensure that you do not
have any popup blockers enabled in your browser and that you have
a supported Java Runtime Environment (JRE) installed in the browser.
This is because the Deployment Manager uses a popup window and it
requires JRE to be installed in the browser.

8.7.2.1 Exporting the UDF from the Test Environment

To export the UDF from the test environment:

1.

2
3.
4

© ® N o o

Log in to Oracle Identity System Administration.
Under System Management, click Export.
Search for User Metadata. A list of all available metadata is displayed.

Select the UDF that you want to move from test to production, and then click
Select Children.

Click Select Dependencies, and then click Confirmation.

Click Add for Export.

In the confirmation message that is displayed, click OK to exit the wizard.
Click Export. Alternatively, provide description and then click Export.

Specify the location to which the content must be exported. A message confirming
that the export was successful is displayed.

. Export the sandbox from the test environment to store all the changes made in

your sandbox. For detailed instructions on exporting a sandbox, see the
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"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

Note:

= The sandbox exported here must be the same, which has been
used while creating and adding custom UDFs.

s The sandbox must not have been published before exporting,
because there is no way to export the published sandbox.

8.7.2.2 Importing the UDF into the Production Environment
To import UDF into the production environment:

1.

In Oracle Identity Manager System Administration, under System Management,
click Import.

Specify the path to the XML file that was exported from the test environment by
using the Deployment Manager.

Click Add File, Import, and then confirm the import. A message confirming that
the import was successful is displayed.

Import the sandbox exported from the test environment. For information about
importing a sandbox, see the "Managing Sandboxes" section of Oracle Fusion
Middleware Developer’s Guide for Oracle Identity Manager.

Activate the sandbox to verify the changes. For information about activating a
sandbox, see the "Managing Sandboxes" section of Oracle Fusion Middleware
Developer’s Guide for Oracle Identity Manager.

Publish the sandbox after you verify the changes. For information about
publishing a sandbox, see the "Managing Sandboxes" section of Oracle Fusion
Middleware Developer’s Guide for Oracle Identity Manager.

8.8 Synchronizing User-Defined Fields Between Oracle Identity Manager

and LDAP

Note:

= LDAP synchronization can be enabled during or any time after
installing Oracle Identity Manager. See "Enabling LDAP
Synchronization in Oracle Identity Manager" in the Oracle Fusion
Middleware Integration Guide for Oracle Identity Management Suite
for information about enabling postinstallation LDAP
synchronization in Oracle Identity Manager.

= While creating/modifying an attribute using Form Designer,
provide a value against LDAP Attribute. This is the value of
LDAP attribute name against which the user-defined field (UDF)
will be synchronized, and applicable only in LDAP sync enabled
environment.

s If you are using an OUD LDAP directory, then the Oracle Identity
Manager custom attribute name must not contain a space. OUD
does not allow creating a custom attribute with space in the
attribute name.
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If you enable LDAP synchronization anytime after creating one or more user-defined
tields (UDFs), then you must synchronize these user-defined fields with the
corresponding LDAP attributes. To do so, by using the Form Designer, search for and
open the form containing the UDF, and then save it (no need to make any other
change). Repeat this process of opening the form containing the UDF and then saving
it for all UDFs created before enabling LDAP synchronization.

Note: Extend the RA_LDAPUSER table by adding a new column.
For example, add the RECON_EMPLOYEE_ID column.

8.9 Attribute Definitions

For all attribute definitions, there is a configuration file for each entity for maintaining
the entity attributes. For example, the configuration file for maintaining the user entity
attributes is User.xml. This configuration file defines all attributes of user entity and
their properties. The mapping of the attribute to the backend attributes or columns is
also specified in the file. The attributes to be displayed on the Ul are determined based
on the attribute properties. For example, if an attribute is system-controlled, then the
attribute is not displayed in the UL

Example 8 1 shows the code for a sample User.xml configuration file:

Example 8 1 The User.xml Configuration File

<?xml version="1.0" encoding="UTF-8"?>
<tns:entity-definition xmlns:tns="http://www.oracle.com/schema/oim/entity"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.oracle.com/schema/oim/entity ../entity.xsd ">
<entity-type child-entity="false">User</entity-type>
<!-- Defines the repository and data provider to use for this entity -->
<provider-instance>
<repository-instance>OperationalDB</repository-instance>
<provider-type>UserDataProvider</provider-type>
<parameters>
<parameter name="table">
<value>usr</value>
</parameter>
<parameter name="id_column">
<value>usr_key</value>
</parameter>
<parameter name="usr_foreign_key_column">
<value>usr_manager_key</value>

</parameter>

<parameter name="org_table">
<value>act</value>

</parameter>

<parameter name="org_id_column">
<value>act_key</value>
</parameter>
<parameter name="org_foreign_key_column">
<value>parent_key</value>
</parameter>
<parameter name="foreign_search_table">
<value>act:usr:usr:usr:usr</value>
</parameter>
<parameter name="foreign_search_table_alias">
<value>actorg:usrmgr:usrmgr : USrmgr : usrmgr</value>
</parameter>
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<parameter name="foreign_search_table_to_join_key">

<value>actorg.act_key:usrmgr.usr_key:usrmgr.usr_key:usrmgr.usr_key:usrmgr.usr_key<
/value>

</parameter>

<parameter name="foreign_search_table_from_join_key">

<value>usr.act_key:usr.usr_manager_key:usr.usr_manager_key:usr.usr_manager_key:usr
.usr_manager_key</value>

</parameter>

<parameter name="foreign_search_column">

<value>actorg.act_name:usrmgr.usr_login:usrmgr.usr_display name:usrmgr.usr_first_n
ame:usrmgr.usr_last_name</value>
</parameter>
<parameter name="foreign_search_column_label">
<value>Organization Name:Manager Login:Manager Display Name:Manager First
Name:Manager Last Name</value>
</parameter>
<parameter name="foreign_search_column_alias">

<value>actorg_act_name:usrmgr_usr_login:usrmgr_usr_display_name:usrmgr_usr_first_n
ame:usrmgr_usr_last_name</value>
</parameter>
<parameter name="foreign_search_column_outer_join">
<value>false:true:true:true:true</value>
</parameter>
</parameters>
</provider-instance>
<container-capability>
<enabled>false</enabled>
</container-capability>
<l-- entity-attributes define the attributes at the API level. These are the
attribute names that the API will return and expects -->
<entity-attributes>
<attribute name="usr_key">
<type>number</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<!-- The metadata attachment defines the enttiy attribute properties.
These properties will be common across all entities -->
<metadata-attachment>
<!-- Whether the attribute is searchable by the user -->
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<!-- Whether the attribute can be updated in bulk -->
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<!-- The category in the UI to which this attribute belongs -->
<metadata>
<name>category</name>
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<value>Account Settings</value>
<category>properties</category>
</metadata>
<!-- The display type of the attribute on the UI -->
<metadata>
<name>display-type</name>
<value>ENTITY</value>
<category>properties</category>
</metadata>
<!-- Whether the attribute value needs to be encrypted or not -->
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>
<!-- The maximum size that an attribute value can take -->
<metadata>

<name>max-size</name>

<value>19</value>

<category>properties</category>
</metadata>
<!-- Whether the attribtue is single valued or multivalued -->
<metadata>

<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<!-- Whether an attribute's value can be modified or not -->
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<!-- Whether the value is controlled only by the system -->
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <!-- Whether the attribute is custom or user
defined attribute -->
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="act_key">
<type>number</type>
<searchable>true</searchable>
<required>true</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
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<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>ENTITY</value>
<category>properties</category>
</metadata>
<metadata>
<name>entity-type</name>
<value>Organization</value>
<category>properties</category>
</metadata>
<metadata>
<name>entity-type-attributes</name>
<value>Organization Name</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
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<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="Last Name">
<type>string</type>
<searchable>true</searchable>
<required>true</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
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<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="First Name">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
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<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="Middle Name">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
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<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="Full Name">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>true</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>164</value>
<category>properties</category>
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</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>
</metadata-attachment>
</attribute>
<attribute name="Display Name">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>true</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
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<metadata>
<name>max-size</name>
<value>382</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Xellerate Type">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<default-value>End-User</default-value>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
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<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>30</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.XellerateType</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_password">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Account Settings</value>
<category>properties</category>

</metadata>
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<metadata>
<name>display-type</name>
<value>SECRET</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>ENCRYPT</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>128</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_disabled">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
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<metadata>
<name>category</name>
<value>Account Settings</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="Status">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
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<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Account Settings</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>25</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>

<name>possible-values-code</name>

<value>Lookup.WebClient .Users.Status</value>

<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Role">
<type>string</type>

<searchable>true</searchable>
<required>true</required>
<MLS>false</MLS>
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<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>255</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.Role</value>
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<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="User Login">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Account Settings</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
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<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="usr_manager_key">
<type>number</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>ENTITY</value>
<category>properties</category>
</metadata>
<metadata>
<name>entity-type</name>
<value>User</value>
<category>properties</category>
</metadata>
<metadata>
<name>entity-type-attributes</name>
<value>Manager Login,Manager Display Name,Manager First
Name,Manager Last Name</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
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<value>382</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Start Date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Account Effective Dates</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>

Configuring Custom Attributes 8-43



Attribute Definitions

<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="End Date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Account Effective Dates</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
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<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_provisioning_date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Provisioning Dates</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
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<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="usr_deprovisioning_date">
<type>date</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Provisioning Dates</value>
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<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_provisioned_date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
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<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_deprovisioned_date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
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<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Email">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>
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<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Basic User Information</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="usr_locked">
<type>string</type>
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<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Account Settings</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
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</metadata> <metadata>
<name>possible-values-code</name>
<value>Users.Lock User</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Locked On">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Lifecycle</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
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</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Automatically Delete On">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Lifecycle</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
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</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Manually Locked">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Lifecycle</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
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</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_login_attempts_ctr">
<type>number</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>NUMBER</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
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</metadata>
<metadata>
<name>max-size</name>
<value>19</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="usr_create">
<type>date</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>

8-56 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Attribute Definitions

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_update">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
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<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_timezone">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
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<metadata>
<name>display-type</name>
<value>TIME_ZONE</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>100</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
</metadata-attachment>
</attribute>
<attribute name="usr_locale">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
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<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>100</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>possible-values-code</name>
<value>Notification.Languages</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_cant_change">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>

8-60 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Attribute Definitions

<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>
</attribute>

<attribute name="usr_pwd_must_change">

<type>string</type>
<searchable>true</searchable>
<required>false</required>
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<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>
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</attribute>
<attribute name="usr_pwd_never_expires">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
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<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_expire_date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
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<name>system-controlled</name>

<value>true</value>

<category>properties</category>
</metadata> <metadata>

<name>custom</name>

<value>false</value>

<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_warn_date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
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<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_expired">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
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<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_warned">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
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<name>max-size</name>
<value>l</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_pwd_reset_attempts_ctr">
<type>number</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>NUMBER</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
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<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_change_pwd_at_next_logon">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
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<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>
</attribute>
<attribute name="usr_data_level">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
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<name>display-type</name>
<value>CHECKBOX</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>
</attribute>

<attribute name="usr_pwd_min_age_date">
<type>date</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_createby">
<type>number</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Basic</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_updateby">
<type>number</type>

<searchable>true</searchable>

<required>false</required>
<MLS>false</MLS>

<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>

<metadata-attachment>
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<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="usr_created">
<type>date</type>

<searchable>true</searchable>
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<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
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</metadata-attachment>

</attribute>
<attribute name="usr_policy_update">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
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<name>custom</name>

<value>false</value>

<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Country">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>100</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Department Number">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Description">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>

<value>Other User Attributes</value>

<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>2000</value>
<category>properties</category>
</metadata>
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<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Common Name">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>

8-80 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Attribute Definitions

<metadata>
<name>max-size</name>
<value>240</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Employee Number">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
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<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Fax">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
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<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>4000</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Generation Qualifier">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
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<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Hire Date">
<type>date</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>DATE_ONLY</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value></value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Home Phone">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
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<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Locality Name">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>
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<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Mobile">
<type>string</type>

<searchable>true</searchable>
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<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
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</metadata-attachment>

</attribute>
<attribute name="Pager">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>

<value>Other User Attributes</value>

<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
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<name>custom</name>

<value>false</value>

<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Home Postal Address">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Postal Address">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>

<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>
<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>
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<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Postal Code">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>30</value>
<category>properties</category>
</metadata>
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<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="PO Box">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>
</metadata>
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<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="State">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
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<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Street">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
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<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Telephone Number">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
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<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>4000</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Title">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Initials">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
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<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>10</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Common Name Generated">
<type>number</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>
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<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>NUMBER</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Password Generated">
<type>string</type>

<searchable>true</searchable>
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<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>System</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>l</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>
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</metadata-attachment>

</attribute>
<attribute name="LDAP Organization">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
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<name>custom</name>

<value>false</value>

<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="LDAP Organization Unit">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>80</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="LDAP GUID">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Other User Attributes</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>true</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="LDAP DN">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>

<value>Other User Attributes</value>

<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>256</value>
<category>properties</category>
</metadata>
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<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="FA Language">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
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<metadata>
<name>max-size</name>
<value>100</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Embedded Help">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
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</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>10</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>

<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>possible-values-code</name>
<value>Lookup.Users.EmbeddedHelp</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Number Format">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
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<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>30</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.NumberFormat</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Date Format">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>

<metadata>
<name>user-searchable</name>
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<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.DateFormat</value>
<category>properties</category>
</metadata>

</metadata-attachment>
</attribute>
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<attribute name="Time Format">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
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<value>false</value>

<category>properties</category>
</metadata> <metadata>

<name>possible-values-code</name>

<value>Lookup.Users.TimeFormat</value>

<category>properties</category>
</metadata>

</metadata-attachment>
</attribute>
<attribute name="Currency">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
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<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.Currency</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Font Size">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
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<value>10</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.FontSize</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="Color Contrast">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
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<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>10</value>
<category>properties</category>
</metadata>
<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.ColorContrast</value>

<category>properties</category>

</metadata>

</metadata-attachment>

</attribute>
<attribute name="Accessibility Mode">
<type>string</type>

<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>

<metadata>
<name>user-searchable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
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<value>Preferences</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>
</metadata> <metadata>
<name>possible-values-code</name>
<value>Lookup.Users.AccessibilityMode</value>
<category>properties</category>
</metadata>

</metadata-attachment>

</attribute>
<attribute name="FA Territory">
<type>string</type>

<searchable>true</searchable>

<required>false</required>

<MLS>false</MLS>
<multi-represented>false</multi-represented>

<attribute-group>Extended</attribute-group>

<metadata-attachment>

<metadata>
<name>user-searchable</name>
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<value>true</value>
<category>properties</category>

</metadata>

<metadata>
<name>bulk-updatable</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>

</metadata>

<metadata>
<name>display-type</name>
<value>TEXT</value>
<category>properties</category>

</metadata>

<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>

</metadata>

<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>max-size</name>
<value>100</value>
<category>properties</category>

</metadata>

<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>possible-values-code</name>
<value></value>
<category>properties</category>

</metadata>

</metadata-attachment>
</attribute>

Configuring Custom Attributes

8-117



Attribute Definitions

<attribute name="User Name Preferred Language">
<type>string</type>
<searchable>true</searchable>
<required>false</required>
<MLS>false</MLS>
<multi-represented>false</multi-represented>
<attribute-group>Extended</attribute-group>
<metadata-attachment>
<metadata>
<name>user-searchable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>bulk-updatable</name>
<value>true</value>
<category>properties</category>
</metadata>
<metadata>
<name>category</name>
<value>Preferences</value>
<category>properties</category>
</metadata>
<metadata>
<name>display-type</name>
<value>LOV</value>
<category>properties</category>
</metadata>
<metadata>
<name>lookup-query</name>

<value>select+MLS_LOCALE_CODE+as+USR_NAME_PREFERRED_LANG+from+mls_locale+where+loc
ale_flag=0+OR+locale_flag=1+order+by+mls_locale_code+asc</value>
<category>properties</category>
</metadata>
<metadata>
<name>lookup-query-display-column</name>
<value>USR_NAME_PREFERRED_LANG</value>
<category>properties</category>
</metadata>
<metadata>
<name>lookup-query-save-column</name>
<value>USR_NAME_PREFERRED_LANG</value>
<category>properties</category>
</metadata>
<metadata>
<name>encryption</name>
<value>CLEAR</value>
<category>properties</category>
</metadata>
<metadata>
<name>visible</name>
<value>false</value>
<category>properties</category>
</metadata>
<metadata>
<name>max-size</name>
<value>20</value>
<category>properties</category>
</metadata>
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<metadata>
<name>multi-valued</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>read-only</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>system-controlled</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>custom</name>
<value>false</value>
<category>properties</category>

</metadata>

<metadata>
<name>possible-values-code</name>
<value></value>
<category>properties</category>

</metadata>

</metadata-attachment>
</attribute>
</entity-attributes>

<!-- The target fields define the attribute columns in the DB. These are not
exposed via the User Management APIs. -->
<target-fields>

<field name="usr_key">
<type>number</type>
<required>true</required>

</field>

<field name="act_key">
<type>number</type>
<required>true</required>

</field>

<field name="usr_last_name">
<type>string</type>
<required>true</required>

</field>

<field name="usr_first_name">
<type>string</type>
<required>false</required>

</field>

<field name="usr_middle_name">
<type>string</type>
<required>false</required>

</field>

<field name="usr_full name">
<type>string</type>
<required>false</required>

</field>

<field name="usr_display_name">
<type>string</type>
<required>false</required>

</field>
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<field name="usr_type">
<type>string</type>
<required>false</required>

</field>

<field name="usr_password">
<type>string</type>
<required>true</required>

</field>

<field name="usr_disabled">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_cant_change">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_must_change">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_never_expires">
<type>string</type>
<required>false</required>

</field>

<field name="usr_status">
<type>string</type>
<required>false</required>

</field>

<field name="usr_emp_type">

<type>string</type>
<required>false</required>

</field>

<field name="usr_login">
<type>string</type>
<required>true</required>

</field>

<field name="usr_pwd_expire_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_pwd_warn_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_manager_key">
<type>number</type>
<required>false</required>

</field>

<field name="usr_pwd_warned">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_expired">
<type>string</type>
<required>false</required>

</field>

<field name="usr_start_date">
<type>date</type>
<required>false</required>

</field>
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<field name="usr_end_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_provisioning date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_deprovisioning_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_provisioned_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_deprovisioned date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_email">
<type>string</type>
<required>false</required>

</field>

<field name="usr_locked">
<type>string</type>
<required>false</required>

</field>

<field name="usr_locked_on">
<type>date</type>
<required>false</required>

</field>

<field name="usr_automatically_delete_on">
<type>date</type>
<required>false</required>

</field>

<field name="usr_manually_locked">
<type>string</type>
<required>false</required>

</field>

<field name="usr_login_attempts_ctr">
<type>number</type>
<required>false</required>

</field>

<field name="usr_pwd_reset_attempts_ctr">
<type>number</type>
<required>false</required>

</field>

<field name="usr_data_level">

<type>string</type>
<required>false</required>

</field>

<field name="usr_change_pwd_at_next_logon">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_min_age_date">
<type>date</type>
<required>false</required>

</field>
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<field name="usr_create">
<type>date</type>
<required>false</required>

</field>

<field name="usr_update">
<type>date</type>
<required>false</required>

</field>

<field name="usr_timezone">
<type>string</type>
<required>false</required>

</field>

<field name="usr_locale">
<type>string</type>
<required>false</required>

</field>

<field name="usr_createby">
<type>number</type>
<required>false</required>

</field>

<field name="usr_updateby">
<type>number</type>
<required>false</required>

</field>

<field name="usr_created">
<type>date</type>
<required>false</required>

</field>

<field name="usr_policy_update">
<type>string</type>
<required>false</required>

</field>

<field name="usr_country">
<type>string</type>
<required>false</required>

</field>

<field name="usr_dept_no">
<type>string</type>
<required>false</required>

</field>

<field name="usr_description">
<type>string</type>
<required>false</required>

</field>

<field name="usr_common_name">
<type>string</type>
<required>false</required>

</field>

<field name="usr_emp_no">
<type>string</type>
<required>false</required>

</field>

<field name="usr_fax">
<type>string</type>
<required>false</required>

</field>

<field name="usr_gen_qualifier">
<type>string</type>
<required>false</required>

</field>
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<field name="usr_hire_date">
<type>date</type>
<required>false</required>

</field>

<field name="usr_home_phone">
<type>string</type>
<required>false</required>

</field>

<field name="usr_locality_name">
<type>string</type>
<required>false</required>

</field>

<field name="usr_mobile">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pager">
<type>string</type>
<required>false</required>

</field>

<field name="usr_home_postal_address">
<type>string</type>
<required>false</required>

</field>

<field name="usr_postal_address">
<type>string</type>
<required>false</required>

</field>

<field name="usr_postal_code">
<type>string</type>
<required>false</required>

</field>

<field name="usr_po_box">
<type>string</type>
<required>false</required>

</field>

<field name="usr_state">
<type>string</type>
<required>false</required>

</field>

<field name="usr_street">
<type>string</type>
<required>false</required>

</field>

<field name="usr_telephone_number">
<type>string</type>
<required>false</required>

</field>

<field name="usr_title">
<type>string</type>
<required>false</required>

</field>

<field name="usr_initials">
<type>string</type>
<required>false</required>

</field>

<field name="usr_pwd_generated">
<type>string</type>
<required>false</required>

</field>
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<field name="usr_cn_generated">
<type>number</type>
<required>false</required>
</field>
<field name="usr_ldap_organization">
<type>string</type>
<required>false</required>
</field>
<field name="usr_ldap_organization_unit">
<type>string</type>
<required>false</required>
</field>
<field name="usr_ldap_guid">
<type>string</type>
<required>false</required>
</field>
<field name="usr_ldap_dn">
<type>string</type>
<required>false</required>
</field> <field name="usr_language">
<type>string</type>
<required>false</required>
</field>
<field name="usr_color_contrast">
<type>string</type>
<required>false</required>
</field>
<field name="usr_accessibility mode">
<type>string</type>
<required>false</required>
</field>
<field name="usr_time_format">
<type>string</type>
<required>false</required>
</field>
<field name="usr_date_format">
<type>string</type>
<required>false</required>
</field>
<field name="usr_currency">
<type>string</type>
<required>false</required>
</field>
<field name="usr_number_format">
<type>string</type>
<required>false</required>
</field>
<field name="usr_font_size">
<type>string</type>
<required>false</required>
</field>
<field name="usr_embedded_help">
<type>string</type>
<required>false</required>
</field>
<field name="usr_territory">
<type>string</type>
<required>false</required>
</field>
<field name="usr_name_preferred_lang">
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<type>string</type>
<required>false</required>
</field>
</target-fields>
<!-- The attribute mapping defines which backend DB columns are mapped to the
frontend attributes exposed at the API level -->
<attribute-maps>
<attribute-map>
<entity-attribute>usr_key</entity-attribute>
<target-field>usr_key</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>act_key</entity-attribute>
<target-field>act_key</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Last Name</entity-attribute>
<target-field>usr_ last_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>First Name</entity-attribute>
<target-field>usr_first_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Middle Name</entity-attribute>
<target-field>usr_middle_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Full Name</entity-attribute>
<target-field>usr_full_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Display Name</entity-attribute>
<target-field>usr_display_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Xellerate Type</entity-attribute>
<target-field>usr_type</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_password</entity-attribute>
<target-field>usr_password</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_disabled</entity-attribute>
<target-field>usr_disabled</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_pwd_cant_change</entity-attribute>
<target-field>usr_pwd_cant_change</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_pwd_must_change</entity-attribute>
<target-field>usr_pwd_must_change</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_pwd_never_expires</entity-attribute>
<target-field>usr_pwd_never_expires</target-field>
</attribute-map>
<attribute-map>
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<entity-attribute>Status</entity-attribute>
<target-field>usr_status</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Role</entity-attribute>
<target-field>usr_emp_type</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>User Login</entity-attribute>
<target-field>usr_login</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_expire_date</entity-attribute>
<target-field>usr_pwd_expire_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_warn_date</entity-attribute>
<target-field>usr_ pwd_warn_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_manager_key</entity-attribute>
<target-field>usr_manager_key</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_expired</entity-attribute>
<target-field>usr_pwd_expired</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_warned</entity-attribute>
<target-field>usr_ pwd_warned</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Start Date</entity-attribute>
<target-field>usr_start_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>End Date</entity-attribute>
<target-field>usr_end_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_provisioning_date</entity-attribute>
<target-field>usr_provisioning_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_deprovisioning date</entity-attribute>
<target-field>usr_deprovisioning date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_provisioned_date</entity-attribute>
<target-field>usr_provisioned_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_deprovisioned_date</entity-attribute>
<target-field>usr_deprovisioned_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Email</entity-attribute>
<target-field>usr_email</target-field>

</attribute-map>

<attribute-map>
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<entity-attribute>usr_locked</entity-attribute>
<target-field>usr_locked</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Locked On</entity-attribute>
<target-field>usr_locked_on</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Automatically Delete On</entity-attribute>
<target-field>usr_automatically_ delete_on</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Manually Locked</entity-attribute>
<target-field>usr_manually_locked</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>Automatically Delete On</entity-attribute>
<target-field>usr_automatically_delete_on</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_login_attempts_ctr</entity-attribute>
<target-field>usr_login_attempts_ctr</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_reset_attempts_ctr</entity-attribute>
<target-field>usr_pwd_reset_attempts_ctr</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_data_level</entity-attribute>
<target-field>usr_data_level</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_change_pwd_at_next_logon</entity-attribute>
<target-field>usr_change_pwd_at_next_logon</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_pwd_min_age_date</entity-attribute>
<target-field>usr_pwd_min_age_date</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_create</entity-attribute>
<target-field>usr_ create</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_update</entity-attribute>
<target-field>usr_update</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_timezone</entity-attribute>
<target-field>usr_timezone</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_locale</entity-attribute>
<target-field>usr_locale</target-field>

</attribute-map>

<attribute-map>
<entity-attribute>usr_createby</entity-attribute>
<target-field>usr_createby</target-field>

</attribute-map>

<attribute-map>
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<entity-attribute>usr_updateby</entity-attribute>
<target-field>usr_updateby</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_created</entity-attribute>
<target-field>usr_created</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>usr_policy update</entity-attribute>
<target-field>usr_policy_update</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Country</entity-attribute>
<target-field>usr_country</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Department Number</entity-attribute>
<target-field>usr_dept_no</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Description</entity-attribute>
<target-field>usr_description</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Common Name</entity-attribute>
<target-field>usr_common_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Employee Number</entity-attribute>
<target-field>usr_emp_no</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Fax</entity-attribute>
<target-field>usr_ fax</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Generation Qualifier</entity-attribute>
<target-field>usr_gen_qualifier</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Hire Date</entity-attribute>
<target-field>usr_hire_date</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Home Phone</entity-attribute>
<target-field>usr_home_phone</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Locality Name</entity-attribute>
<target-field>usr_locality_name</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Mobile</entity-attribute>
<target-field>usr_mobile</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Pager</entity-attribute>
<target-field>usr_pager</target-field>
</attribute-map>
<attribute-map>
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<entity-attribute>Home Postal Address</entity-attribute>
<target-field>usr_home_postal_address</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Postal Address</entity-attribute>
<target-field>usr_postal_address</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Postal Code</entity-attribute>
<target-field>usr_postal_code</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>PO Box</entity-attribute>
<target-field>usr_po_box</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>State</entity-attribute>
<target-field>usr_state</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Street</entity-attribute>
<target-field>usr_street</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Telephone Number</entity-attribute>
<target-field>usr_telephone_number</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Title</entity-attribute>
<target-field>usr_title</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Initials</entity-attribute>
<target-field>usr_initials</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Common Name Generated</entity-attribute>
<target-field>usr_cn_generated</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Password Generated</entity-attribute>
<target-field>usr_ pwd_generated</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>LDAP Organization</entity-attribute>
<target-field>usr_ldap_organization</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>LDAP Organization Unit</entity-attribute>
<target-field>usr_ldap_organization_unit</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>LDAP GUID</entity-attribute>
<target-field>usr_ ldap_guid</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>LDAP DN</entity-attribute>
<target-field>usr_ldap_dn</target-field>
</attribute-map>
<attribute-map>
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<entity-attribute>FA Language</entity-attribute>
<target-field>usr_language</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Embedded Help</entity-attribute>
<target-field>usr_embedded_help</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Font Size</entity-attribute>
<target-field>usr_font_size</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Color Contrast</entity-attribute>
<target-field>usr_color_contrast</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Accessibility Mode</entity-attribute>
<target-field>usr_accessibility_mode</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Number Format</entity-attribute>
<target-field>usr_number_format</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Date Format</entity-attribute>
<target-field>usr_date_format</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Time Format</entity-attribute>
<target-field>usr_time_format</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>Currency</entity-attribute>
<target-field>usr_currency</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>FA Territory</entity-attribute>
<target-field>usr_territory</target-field>
</attribute-map>
<attribute-map>
<entity-attribute>User Name Preferred Language</entity-attribute>
<target-field>usr_name_preferred_lang</target-field>
</attribute-map>
</attribute-maps>

<!-- The following section defines various User configurations for the UI -->
<metadata-attachment xmlns="">

<l--1 -->

<!I--

This section defines the categories that will be available in the UI.
Each attribute must belong to one of these categories
-—>
<metadata>
<!-- The unique ID of the category -->
<name>Basic User Information</name>
<!-- The display name of the category. This will be a key in a bundle
which will be fetched by the config API -->
<value>Basic User Information</value>
<category>categories</category>
</metadata>
<metadata>
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<name>Account Settings</name>
<value>Account Settings</value>
<category>categories</category>
</metadata>
<metadata>
<name>Account Effective Dates</name>
<value>Account Effective Dates</value>
<category>categories</category>
</metadata>
<metadata>
<name>Provisioning Dates</name>
<value>Provisioning Dates</value>
<category>categories</category>
</metadata>
<metadata>
<name>Lifecycle</name>
<value>Lifecycle</value>
<category>categories</category>
</metadata>
<metadata>
<name>System</name>
<value>System</value>
<category>categories</category>
</metadata>
<metadata>
<name>Other User Attributes</name>
<value>Other User Attributes</value>
<category>categories</category>
</metadata>
<metadata>
<!-- The unique ID of the category -->
<name>CustomAttributes</name>
<!-- The display name of the category. This will be a key in a bundle
which will be fetched by the config API -->
<value>Custom Attributes</value>
<category>categories</category>
</metadata>
<metadata>
<name>Preferences</name>
<value>Preferences</value>
<category>categories</category>

</metadata>
<l-=2 -->
<!l--

This section defines the ordering amongst the categories

<metadata>
<name>1</name>
<value>Basic User Information</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>2</name>
<value>Account Settings</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>3</name>
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<value>Account Effective Dates</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>4</name>
<value>Provisioning Dates</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>5</name>
<value>Lifecycle</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>6</name>
<value>System</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>7</name>
<value>Other User Attributes</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>8</name>
<value>CustomAttributes</value>
<category>categories.order</category>
</metadata>
<metadata>
<name>9</name>
<value>Preferences</value>
<category>categories.order</category>

</metadata>
<l-=3 -->
<l--

This section defines the ordering of the attributes within each
category. The attributes will be displayed on the UI in the order defined here.
-—>
<metadata>
<name>1</name>
<value>User Login</value>
<category>categories.Account Settings</category>
</metadata>
<metadata>
<name>2</name>
<value>usr_password</value>
<category>categories.Account Settings</category>
</metadata>
<metadata>
<name>3</name>
<value>Status</value>
<category>categories.Account Settings</category>
</metadata>
<metadata>
<name>4</name>
<value>usr_locked</value>
<category>categories.Account Settings</category>
</metadata>
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<metadata>
<name>5</name>
<value>usr_key</value>

<category>categories.Account Settings</category>

</metadata>

<metadata>
<name>1</name>
<value>First Name</value>
<category>categories.Basic
</metadata>
<metadata>
<name>2</name>
<value>Middle Name</value>
<category>categories.Basic
</metadata>
<metadata>
<name>3</name>
<value>Last Name</value>
<category>categories.Basic
</metadata>
<metadata>
<name>4</name>
<value>Xellerate Type</valu
<category>categories.Basic
</metadata>
<metadata>
<name>5</name>
<value>Email</value>
<category>categories.Basic
</metadata>
<metadata>
<name>6</name>
<value>usr_manager_key</val
<category>categories.Basic
</metadata>
<metadata>
<name>7</name>
<value>act_key</value>
<category>categories.Basic
</metadata>
<metadata>
<name>8</name>
<value>Role</value>
<category>categories.Basic
</metadata>
<metadata>
<name>9</name>
<value>Full Name</value>
<category>categories.Basic
</metadata>

<metadata>
<name>10</name>
<value>Display Name</value>
<category>categories.Basic
</metadata>
<metadata>
<name>1</name>
<value>Start Date</value>

User

User

User

e>

User

User

ue>

User

User

User

User

User

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Information</category>

Configuring Custom Attributes  8-133



Attribute Definitions

<category>categories.Account Effective Dates</category>
</metadata>

<metadata>

<name>2</name>

<value>End Date</value>

<category>categories.Account Effective Dates</category>
</metadata>
<metadata>

<name>1</name>

<value>usr_provisioning_date</value>

<category>categories.Provisioning Dates</category>
</metadata>

<metadata>
<name>2</name>
<value>usr_deprovisioning_ date</value>
<category>categories.Provisioning Dates</category>
</metadata>
<metadata>
<name>1</name>
<value>Manually Locked</value>
<category>categories.Lifecycle</category>
</metadata>
<metadata>
<name>2</name>
<value>Locked On</value>
<category>categories.Lifecycle</category>
</metadata>

<metadata>
<name>3</name>
<value>Automatically Delete On</value>
<category>categories.Lifecycle</category>
</metadata>
<metadata>
<name>1</name>
<value>usr_provisioned_date</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>2</name>
<value>usr_deprovisioned_date</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>3</name>
<value>usr_login_attempts_ctr</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>4</name>
<value>usr_create</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>5</name>
<value>usr_update</value>
<category>categories.System</category>
</metadata>
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<metadata>
<name>6</name>
<value>usr_pwd_cant_change</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>7</name>
<value>usr_pwd_must_change</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>8</name>
<value>usr_pwd_never_expires</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>9</name>
<value>usr_pwd_expire_date</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>10</name>
<value>usr_pwd_warn_date</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>11</name>
<value>usr_pwd_expired</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>12</name>
<value>usr_pwd_warned</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>13</name>
<value>usr_pwd_reset_attempts_ctr</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>14</name>
<value>usr_change_pwd_at_next_logon</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>15</name>
<value>usr_pwd_min_age_date</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>16</name>
<value>usr_createby</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>17</name>
<value>usr_updateby</value>
<category>categories.System</category>
</metadata>
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<metadata>
<name>18</name>
<value>usr_created</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>19</name>
<value>usr_policy_update</value>
<category>categories.System</category>
</metadata>

<metadata>
<name>20</name>
<value>Password Generated</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>21</name>
<value>usr_data_level</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>22</name>
<value>Common Name Generated</value>
<category>categories.System</category>
</metadata>
<metadata>
<name>1</name>
<value>Country</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>2</name>
<value>Department Number</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>3</name>
<value>Description</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>4</name>
<value>Common Name</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>5</name>
<value>Employee Number</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>6</name>
<value>Fax</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>7</name>
<value>Generation Qualifier</value>
<category>categories.Other User Attributes</category>
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</metadata>
<metadata>

<name>8</name>

<value>Hire Date</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>9</name>

<value>Home Phone</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>10</name>

<value>Locality Name</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>11</name>

<value>Mobile</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>12</name>

<value>Pager</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>13</name>

<value>Home Postal Address</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>14</name>

<value>Postal Address</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>15</name>

<value>Postal Code</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>16</name>

<value>PO Box</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>17</name>

<value>State</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>18</name>

<value>Street</value>

<category>categories.Other User Attributes</category>
</metadata>
<metadata>

<name>19</name>

<value>Telephone Number</value>

<category>categories.Other User Attributes</category>
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</metadata>
<metadata>
<name>20</name>
<value>Title</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>21</name>
<value>Initials</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>22</name>
<value>LDAP Organization</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>23</name>
<value>LDAP Organization Unit</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>24</name>
<value>LDAP GUID</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>25</name>
<value>LDAP DN</value>
<category>categories.Other User Attributes</category>
</metadata>
<metadata>
<name>1</name>
<value>usr_locale</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>2</name>
<value>usr_timezone</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>3</name>
<value>Number Format</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>4</name>
<value>Currency</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>5</name>
<value>Date Format</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>6</name>
<value>Time Format</value>
<category>categories.Preferences</category>
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</metadata>
<metadata>
<name>7</name>
<value>Accessibility Mode</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>8</name>
<value>Color Contrast</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>9</name>
<value>Font Size</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>10</name>
<value>Embedded Help</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>11</name>
<value>FA Language</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>12</name>
<value>FA Territory</value>
<category>categories.Preferences</category>
</metadata>
<metadata>
<name>13</name>
<value>User Name Preferred Language</value>
<category>categories.Preferences</category>

</metadata>
<!l--4 -->
<!l--

This section defines the attributes that will be available in advanced
search

-—>
<metadata>

<name>User Login</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>First Name</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Middle Name</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Last Name</name>

<value></value>

<category>Advanced Search.Attributes</category>
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</metadata>
<metadata>

<name>Display Name</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Role</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>act_key</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>usr_manager_key</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Start Date</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>End Date</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Status</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Xellerate Type</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>usr_locked</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<metadata>

<name>Email</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>
<!--<metadata>

<name>Phone</name>

<value></value>

<category>Advanced Search.Attributes</category>
</metadata>-->
<metadata>

<name>usr_locale</name>

<value></value>

<category>Advanced Search.Attributes</category>

8-140 Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager



Attribute Definitions

</metadata>
<metadata>
<name>usr_timezone</name>
<value></value>
<category>Advanced Search.Attributes</category>
</metadata>
<metadata>
<name>usr_provisioning_ date</name>
<value></value>
<category>Advanced Search.Attributes</category>
</metadata>
<metadata>
<name>usr_deprovisioning_ date</name>
<value></value>
<category>Advanced Search.Attributes</category>
</metadata>
<metadata>
<name>usr_provisioned_date</name>
<value></value>
<category>Advanced Search.Attributes</category>
</metadata>
<metadata>
<name>usr_deprovisioned_date</name>
<value></value>
<category>Advanced Search.Attributes</category>
</metadata>
<!-=5 -=>
<!--

This section defines attributes that will be used for simple search
-—>

<metadata>

<name>Display Name</name>

<value></value>

<category>Simple Search.Attributes</category>
</metadata>
<metadata>

<name>User Login</name>

<value></value>

<category>Simple Search.Attributes</category>
</metadata>
<metadata>

<name>First Name</name>

<value></value>

<category>Simple Search.Attributes</category>
</metadata>
<metadata>

<name>Last Name</name>

<value></value>

<category>Simple Search.Attributes</category>
</metadata>
<l--6 -—>
<!--

This section defines attributes and their ordering in the advanced
search results table. The simple search results table will use the first two
defined here.

-=>
<metadata>
<name>1</name>
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<value>Display Name</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>2</name>

<value>User Login</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>3</name>

<value>First Name</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>4</name>

<value>Last Name</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>5</name>

<value>act_key</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>6</name>

<value>usr_manager_key</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>7</name>

<value>Status</value>

<category>Search Results.Attributes</category>
</metadata>
<metadata>

<name>8</name>

<value>usr_locked</value>

<category>Search Results.Attributes</category>

</metadata>
<l-=7 -=>
<!I--

This section defines derived attributes. That is, attributes whose
value is based on other attribute values.
-—>
<!--
<metadata>
<name>Full Name</name>
<value></value>
<category>Derived Attributes</category>
</metadata>
-—>
<!--<metadata>
<name>1</name>
<value>Last Name</value>
<category>Derived Attributes.Full Name</category>
</metadata>
<metadata>
<name>2</name>
<value>, </value>
<category>Derived Attributes.Full Name</category>
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</metadata>
<metadata>

<name>3</name>

<value>First Name</value>

<category>Derived Attributes.Full Name</category>
</metadata>-->

</metadata-attachment>
</tns:entity-definition>

The User.xml file must be compliant to the entity schema file (Entity.xsd).

Example 8 2 shows the code for a sample Entity.xsd file:

Example 8 2 Entity XML Schema Definition

<?xml version="1.0" encoding="UTF-8"?>

<schema targetNamespace="http://www.oracle.com/schema/oim/entity"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="http://www.oracle.com/schema/oim/entity">

<element name="entity-definition"
type="tns:entity-definition-type">

</element>

<complexType name="entity-definition-type">
<all>
<element name="entity-type" minOccurs="1" maxOccurs="1">
<complexType>
<simpleContent>
<extension base="string">
<attribute name="child-entity"
type="boolean">
</attribute>
</extension>
</simpleContent>
</complexType>
</element>
<element name="description" type="string" maxOccurs="1"
minOccurs="0">
</element>
<element name="provider-instance"
type="tns:provider-instance-type" minOccurs="1"
maxOccurs="1">
</element>
<element name="container-capability"
type="tns:container-definition-type" maxOccurs="1"
minOccurs="1">
</element>
<element name="entity-attributes" maxOccurs="1"
minOccurs="1">
<complexType>
<sequence>
<element name="attribute"
type="tns:attribute-definition-type" maxOccurs="unbounded"
minOccurs="1">
</element>
</sequence>
</complexType>
</element>
<element name="target-fields" maxOccurs="1" minOccurs="1">
<complexType>
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<sequence>

<element name="field"
type="tns:field-definition-type" maxOccurs="unbounded"
minOccurs="1">

</element>

</sequence>

</complexType>

</element>

<element name="attribute-maps" maxOccurs="1"
minOccurs="0">

<complexType>

<sequence>

<element name="attribute-map"
type="tns:attribute-map-definition-type"
maxOccurs="unbounded" minOccurs="1">

</element>

</sequence>

</complexType>

</element>

<element name="child-entities" maxOccurs="1"
minOccurs="0">

<complexType>

<sequence>

<element name="entity"
type="tns:attribute-definition-type" maxOccurs="unbounded"
minOccurs="1">

</element>

</sequence>

</complexType>

</element>

<element name="metadata-attachment" maxOccurs="1"
minOccurs="0">

<complexType>

<sequence>

<element name="metadata"
type="tns:metadata-attachment-type" maxOccurs="unbounded"
minOccurs="0">

</element>

</sequence>

</complexType>

</element>

<element name="control-attributes" minOccurs="0" maxOccurs="1">
<complexType>

<sequence>

<element name="attribute" minOccurs="1" maxOccurs="unbounded">
<complexType>

<sequence>

<element name="type" type="string"

minOccurs="1" maxOccurs="1">

</element>

<element name="description"

type="string" minOccurs="0" maxOccurs="1">
</element>

<element name="required"

type="boolean" minOccurs="1" maxOccurs="1">
</element>

</sequence>

<attribute name="name"

type="string" use="required">

</attribute>
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</complexType></element>
</sequence>
</complexType></element>
</all>

</complexType>

<complexType name="provider-instance-type">
<all>
<element name="repository-instance" type="string" maxOccurs="1"
minOccurs="0"></element>
<element name="provider-type" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="parameters" minOccurs="0" maxOccurs="1">
<complexType>
<sequence>
<element name="parameter" maxOccurs="unbounded" minOccurs="1">
<complexType>
<sequence>
<element name="value" type="string" maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
<attribute name="name" type="string">
</attribute>
</complexType>
</element>
</sequence>
</complexType>
</element>
</all>
</complexType>

<complexType name="parameter-definition-type">

<all>
<element name="type" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="description" type="string" maxOccurs="1" minOccurs="0">
</element>
<element name="required" type="boolean" maxOccurs="1" minOccurs="1">
</element>
<element name="multi-valued" type="boolean" maxOccurs="1" minOccurs="0">
</element>
</all>
<attribute name="name" type="string"></attribute>
</complexType>

<complexType name="attribute-definition-type">
<all>
<element name="type" type="string" maxOccurs="1"
minOccurs="1">
</element>
<element name="description" type="string" maxOccurs="1"
minOccurs="0">
</element>
<element name="required" type="boolean" maxOccurs="1"
minOccurs="1">
</element>
<element name="searchable" type="boolean" maxOccurs="1"
minOccurs="1">
</element>
<element name="MLS" type="boolean" minOccurs="0" maxOccurs="1"></element>
<element name="default-value" type="string" maxOccurs="1"
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minOccurs="0">

</element>

<element name="attribute-group" type="string" maxOccurs="1"

minOccurs="1">

</element>

<element name="metadata-attachment" maxOccurs="1"

minOccurs="0">

<complexType>

<sequence>

<element name="metadata"

type="tns:metadata-attachment-type" maxOccurs="unbounded"

minOccurs="0">

</element>

</sequence>

</complexType>

</element>

</all>

<attribute name="name" type="string"></attribute>
</complexType>

<complexType name="field-definition-type">
<all>
<element name="type" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="description" type="string" maxOccurs="1" minOccurs="0">
</element>
<element name="required" type="boolean" maxOccurs="1" minOccurs="1">
</element>
</all>
<attribute name="name" type="string"></attribute>
</complexType>

<complexType name="attribute-map-definition-type">
<all>
<element name="entity-attribute" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="target-field" type="string" maxOccurs="1" minOccurs="1">
</element>
</all>
</complexType>

<element name="repository-definition"
type="tns:repository-definition-type">
</element>

<complexType name="repository-definition-type">
<all>
<element name="name" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="class" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="parameters" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="parameter-def" type="tns:parameter-definition-type"
maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
</complexType>
</element>
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<element name="description" type="string" maxOccurs="1" minOccurs="0"></element>
</all>
</complexType>

<element name="provider-definition"
type="tns:provider-definition-type">
</element>

<complexType name="provider-definition-type">

<all>
<element name="name" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="type" maxOccurs="1" minOccurs="1">
<complexType>
<choice>
<element name="DataProvider" type="string"></element>
<element name="RelationProvider" type="string">
</element>
</choice>
</complexType>
</element>
<element name="class" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="description" type="string" maxOccurs="1" minOccurs="0"></element>
<element name="parameters" maxOccurs="1" minOccurs="0">
<complexType>

<sequence>

<element name="parameter-def" type="tns:parameter-definition-type"
maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
</complexType>
</element>
</all>
</complexType>

<element name="repository-instance">
<complexType>
<all>
<element name="name" type="string"></element>
<element name="type" type="string"></element>
<element name="parameters" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="parameter" maxOccurs="unbounded" minOccurs="1">
<complexType>
<sequence>
<element name="value" type="string" maxOccurs="1" minOccurs="1">
</element>
</sequence>
<attribute name="name" type="string">
</attribute>
</complexType>
</element>
</sequence>
</complexType>
</element>
</all>
</complexType>
</element>

<complexType name="container-definition-type">
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<sequence>
<element name="enabled" type="boolean" maxOccurs="1" minOccurs="1"></element>
<element name="contained-entity" type="string" maxOccurs="unbounded"
minOccurs="0">
</element>
</sequence>
</complexType>

<complexType name="relation-definition-type">
<all>
<element name="relation-type" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="description" type="string" maxOccurs="1" minOccurs="0"></element>
<element name="provider-instance" type="tns:provider-instance-type" maxOccurs="1"
minOccurs="1">
</element>
<element name="entityl" type="tns:relation-entity-type" maxOccurs="1"
minOccurs="1">
</element>
<element name="entity2" type="tns:relation-entity-type" maxOccurs="1"
minOccurs="1"></element>
<element name="relation-attributes" maxOccurs="1" minOccurs="1">
<complexType>
<sequence>
<element name="attribute" type="tns:attribute-definition-type"
maxOccurs="unbounded" minOccurs="0">
</element>
</sequence>
</complexType>
</element>
<element name="target-fields" maxOccurs="1" minOccurs="1">
<complexType>
<sequence>
<element name="field" type="tns:field-definition-type" maxOccurs="unbounded"
minOccurs="0">
</element>
</sequence>
</complexType>
</element>
<element name="attribute-maps" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="attribute-map" type="tns:attribute-map-definition-type"
maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
</complexType>
</element>
</all>
</complexType>

<element name="relation-definition"
type="tns:relation-definition-type">
</element>

<complexType name="relation-entity-type">

<all>
<element name="entity-type" type="string"></element>
<element name="attribute" type="string"></element>
<element name="attribute-in-entity" type="string"></element>
<element name="attribute-group" type="string" maxOccurs="1"
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minOccurs="1"></element>
</all>
</complexType>

<element name="datatype-definition"
type="tns:datatype-definition-type">
</element>

<complexType name="datatype-definition-type">

<all>
<element name="name" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="class" type="string" maxOccurs="1" minOccurs="1"></element>
<element name="base-type" type="string" maxOccurs="1" minOccurs="1"></element>
</all>
</complexType>

<complexType name="metadata-attachment-type">
<all>

<element name="name" type="string"></element>

<element name="value" type="string"></element>

<element name="category" type="string"></element>

</all>

</complexType>

<element name="derived-datatype-definition"
type="tns:derived-datatype-definition-type">
</element>

<complexType name="derived-datatype-definition-type">
<all>
<element name="name" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="class" type="string" maxOccurs="1" minOccurs="1">
</element>
<element name="parameters" minOccurs="0" maxOccurs="1">
<complexType>
<sequence>
<element name="parameter" maxOccurs="unbounded" minOccurs="1">
<complexType>
<sequence>
<element name="value" type="string" maxOccurs="1" minOccurs="1">
</element>
</sequence>
<attribute name="name" type="string">
</attribute>
</complexType>
</element>
</sequence>
</complexType>
</element>
</all>
</complexType>
</schema>

The entity XML files are stored in MDS. When a new attribute is added, the database
schema is updated along with the entity XML in MDS. The configuration service APIs
can be used to fetch the attribute information and can be leveraged while building
custom Ul

Configuring Custom Attributes  8-149



Creating Cascaded LOVs

8.10 Creating Cascaded LOVs

To create cascaded LOVs on the My Information page:

Note: In Oracle Identity Manager 11¢ Release 2 (11.1.2.2.0) or later,
LOVs cannot be added on the Self-Registration Page.

1. Log in to Oracle Identity System Administration.

2. Create and activate a sandbox, for example SUJ. For detailed instructions on
creating and activating a sandbox, see the "Managing Sandboxes" section of Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager.

3. Under System Entities in the left pane, click User.
4. Create the following UDFs of Lookup Type:

m  parent- ParentChoice

= dependent - DepChoice

While creating DepChoice, make it dependent on the UDF ParentChoice,
and map the values. To do so:

a. In the List of Values section, search for the parent field and select it.

Select Constrain list by parent field value selection. This enables the
fields to set the parent dependency details.

b. Select the required Parent Choice List and set the Value Map.
5. Click Save and Close.
6. Export the sandbox.
The sandbox is stored as sandbox_SU]J.zip.
7. Unzip the sandbox_SU]J.zip file, and perform the following steps:

a. Inthefile
\persdef\sessiondef\oracle\iam\ui\runtime\form\model\user\view\mdss
ys\cust\site\site\userVO.xml.xml, under tag <ViewAttribute
Name="DepChoice__c", search for the following text:

<Property Name="CascadingParentChoiceList"
Value="ParentChoice__c"/>

<Property Name="CascadingRelationshipId"
Value="100000000002523"/>

b. Copy the text in Step 7 a to
\persdef\oracle\iam\ui\common\model\user\view \mdssys\cust\site\site
\UserVO.xml.xml file under tag <ViewAttribute Name="DepChoice__c".

c. Inthefile
\persdef\sessiondef\oracle\iam\ui\runtime\form\model\user\view\mdss
ys\cust\site\site\userVO.xml.xml, search for the following text:

</mds:insert>

<mds:insert parent=" userVO " position="last">

<ViewAccessor Name="LOVVA_For_DepChoice_ c"
ViewObjectName="oracle.adf.businesseditor.model.views.CascadingLookups "
xmlns="http://xmlns.oracle.com/bcdj">
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10.
11.

<ParameterMap>
<PIMap Variable="Bind_RelationshipId">
<TransientExpression Name="expression"
access="local"><! [CDATA[structureDef.findAttributeDef ("DepChoice__ ¢
") .getProperty ("CascadingRelationshipId")]]></TransientExpression>
</PIMap>
<PIMap Variable="Bind_ParentLookupCode">
<TransientExpression Name="expression"
access="local"><! [CDATA[ParentChoice _ c]]></TransientExpression>
</PIMap>
</ParameterMap>

</ViewAccessor>
</mds:insert>
</ParameterMap>
</ViewAccessor>
</mds:insert>

In the file

\tmp \persdef\oracle\iam\ui\common\model\user\view\mdssys\cust\sit
e\site\UserVO.xml.xml search for the below text and replace it with the text
copied in step 7 ¢ . Change userVO to UserVO:

</mds:insert>

<mds:insert parent="UserVO" position="last">

<ViewAccessor Name="LOVVA_For_DepChoice_ c"
ViewObjectName="oracle.adf.businesseditor.model.views.Lookups"
xmlns="http://xmlns.oracle.com/bcdj">

<ParameterMap>

<PIMap Variable="Bind_LookupType">
<TransientExpression><! [CDATA[ 'Lookup.Conditions.Severity']]></TransientExp
ression>

</PIMap>

</ParameterMap>

</ViewAccessor>

</mds:insert>

In the file
\persdef\sessiondef\oracle\iam\ui\runtime\form\model\user\view\mdss
ys\cust\site\site\userVO.xml.xml, search for the following text:

<mds:insert parent="userVO" position="last">
<Properties xmlns="http://xmlns.oracle.com/bcdj">
<Property Name="__ INTERNAL_EXPR_VALUE_OVERRIDES_ "
Value="userEQ" />
</Properties>
</mds:insert>

Copy the text from 7 e to file
persdef\oracle\iam\ui\common\model\user\view \mdssys\cust\site\site\
UserVO.xml.xml and change userVO to UserVO and userEO to UserEO.

Recreate the zip file with same name as in Step 6.

For example, $zip -r sandbox_SUJ.zip*

Delete the sandbox SUJ from Oracle Identity System Administration.
Import the modified sandbox_SU]J.zip created in Step 8.

Logout from Oracle Identity System Administration.
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12.
13.
14.

15.

16.

17.

18.

19.

Log in to Oracle Identity Self Service.
Activate the sandbox, SUJ.

In the left pane, under My Profile, click My Information. The My Information
page is displayed.

Click Customize to customize the My Information page while the sandbox is
active in Oracle Identity Self Service.

Add parent UDF and child UDF (created in Step 4) on the page as Select one
choice component.

Select ParentChoice and click Edit Property and copy the Id of parent component.
Set the auto submit property to true.

Select DepChoice and click Edit Property and paste the id value of ParentChoice
UDF copied in Step 17 to the partailTrigger field.

Publish the sandbox.

Note: For any LOV, the user details page displays the lookup code as
the output text value. To display the LOV lookup value on the user
details page, create a searchable picklist (ADF name input list of
value), and then make it read-only.

Specifying Cascaded LOVs Without NULL Value

When you set the value of the required property to true in the attributes on the create
user or modify user form, you can still submit a request without selecting a value. To
make the user select a value for the required attribute, you must modify the request
dataset to mark the attribute as mandatory. To do so:

1.

When the administrative server and at least one Oracle Identity Manager managed
server is running, login to Oracle Enterprise Manager Fusion Middleware Control
by using the URL in the following format:

http://ADMINSTRATION_SERVER:PORT /em

Navigate to Identity and Access, oim. Right-click and navigate to System MBean
Browser.

Under Application Defined MBeans, navigate to oracle.mds.lcm,
Server:oim_serverl, Application:OIMAppMetadata, MDSAppRuntime.

To export the request dataset:

a. Click the Operations tab, and then click exportMetaData.

b. In the toLocation field, enter /tmp or the name of another directory.
c. Select createSubDir as false.

d. Specify the doc location as the following;:

/metadata/iam-features-requestactions/model-data/CreateUse
rDataSet .xml.

/metadata/iam-features-requestactions/model-data//ModifyUs
erDataset.xml

Note: Multiple documents can be set in the doc location while
invoking operations exportMetaData or importMetaData.
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e. Also select false for excludeAllCust, excludeBaseDocs, and
excludeExtendedMetadata. Then, click Invoke.

This exports the file specified in the docs field to the directory specified in the
toLocation field.

Edit the CreateUserDataSet.xml file, and change the value of the required’
property to true for the attribute you created.

Edit the ModifyUserDataset.xml file, and change the value of the required’
property to true for the attribute you created.

To import the request dataset:
a. Click importMetaData.

b. In the fromLocation field, enter /tmp or the name of the directory in which
you have the configuration files.

c. Select createSubDir as false.

d. Also select false for excludeAllCust, excludeBaseDocs, and
excludeExtendedMetadata. Then, click Invoke.

This imports the file specified in the docs field to MDS in the toLocation field.

8. Restart Oracle Identity Manager.

8.11 Localizing Display Labels of UDFs

To localize display labels of UDFs:

1.

Add a new custom field for the user object by referring to "Creating a Custom
Attribute" on page 8-1.

Import the BizEditorBundle.xlf file from MDS by referring to "Importing Metadata
Files from MDS" in the Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

Localize the content in BizEditorBundle.xIf to the expected locales. To do so:

a. Create a copy of the BizEditorBundle.xlf file and rename it, for example,
BizEditorBundle _zh CN.xIf.

b. Edit the <file> element from:

<file source-language="en"
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

To the following sample:

<file source-language="en"
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf" target-language="zh-CN">

c. Translate all the contents in the BizEditorBundle_zh CN.xIf file.

Export the BizEditorBundle_zh_CN.xIf file to MDS by referring to "Exporting
Metadata Files to MDS" in the Oracle Fusion Middleware Developer’s Guide for Oracle
Identity Manager.

Customize the Identity Self Service page to add the custom field label. See
"Adding a Custom Attribute" on page 8-9 for details.
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Switch the browser language to zh-CN, and log in to the Identity Self Service
again.

Go to the page on which the custom attribute has been added, and confirm that
the customized field label is using its localized value.

8.12 Configuring a Field as Mandatory Attribute in the Request Catalog

To configure a field as mandatory attribute in the request catalog:

1.

10.

11.

12.

13.
14.

15.

In Oracle Identity Self Service, create and activate a sandbox. For detailed
instructions on creating and activating a sandbox, see "Managing Sandboxes" in
the Oracle Fusion Middleware Developer’s Guide for Oracle Identity Manager.

On the left pane, under Requests, click Catalog. The Catalog page is displayed.

Search for and select the application instance whose form page must be updated,
and the click Add to Cart.

Click Checkout.

On the Cart Details page, under the Details section, the application instance form
and its attributes are displayed.

Click Customize. The page opens in customization mode.
From the View menu, select Source. The object tree is displayed.

Under the Details section, select and click the attributes of the application instance
form. A message confirming whether you want to edit the page is displayed.

Click Edit. In the object tree, the ADF component corresponding to the selection
made in step 8 is selected.

Select the input text that is to be marked as mandatory, and click Edit. The
Component Properties:inputText window opens.

Navigate to the required field, click the drop down icon adjacent to the field, select
Override, and then select Expression Builder.

In the Expression Builder window, select the Type a value or expression option,
and enter true.

Click OK, and then click Apply.

Click OK in the Component Properties:inputText. Click Close to quit
customization mode.

Export the sandbox and publish it.
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Application Management

This part describes application management in Oracle Identity Manager.
It contains the following chapters:

»  Chapter 9, "Managing Application Instances"

s Chapter 10, "Managing Disconnected Resources"

»  Chapter 11, "Managing Lookups"

s Chapter 12, "Managing Connector Lifecycle"

s Chapter 13, "Managing Reconciliation"






9

Managing Application Instances

Application instance is a new abstraction used in 11¢ Release 2 (11.1.2.2.0). Itis a
combination of IT resource instance (target connectivity and connector configuration)
and resource object (provisioning mechanism).

In pre-R2 releases, requests creation was based on name of resources and it was
Administrator-centric, which needed good knowledge of technology. However in 11g
Release 2 (11.1.2.2.0), accounts and entitlements of users are associated with
application instances, and not with the IT resource instance or resource object. This
makes it easier for an end user to operate.

Application instance will be published to organizations and can be requested by users
of those organizations. Suppose Microsoft Active Directory (AD) is to be provisioned
to users across different organizations or departments across the world. You can define
application instances consisting of the following:

= AD as the resource object

= Each AD server instance with the connectivity information, such as URL and
password, as IT resources

This is because the resource object is same for all users, but the connectivity
information, such as port number, can be different for users who are part of different
organizations. Therefore, the AD resource object can be provisioned as an application
instance without the user being aware of the connectivity information.

Application Instance is the provisionable entity. In order to get an account in a specific
target, end users will need to request for the application instance. Instead of requesting
for a resource and configuring IT resource instance separately, end user can request for
an application instance. The request is subject to approval by an approver. When the
request is approved, the resource is provisioned to the user, and an account is created
in the target system.

Note: If the request is coming from an authorizer, then it may not
require approval, where as a request coming from an end user needs
approval by approver.

This chapter describes application instances in the following topics:
= Application Instance Concepts
= Managing Application Instances

s Configuring Application Instances
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= Developing Entitlements

= Managing Sunrise and Sunset of Accounts and Entitlements

9.1 Application Instance Concepts
The application instance concepts are described in the following sections:
= Multiple Accounts Per Application Instance
= Entitlements
= Disconnected Application Instances

= Application Instance Security

9.1.1 Multiple Accounts Per Application Instance

Users in an enterprise can have multiple accounts in a single application instance. This
is required in a scenario in which an HR administrator performs various tasks for
other employees in the organization by using an administrative account. The same HR
administrator logs in by using a separate user account when performing certain tasks
for self. In this example, the same user requires two different accounts for logging in to
the system and performs different types of operations.

In addition, supporting multiple accounts for users is required to prevent potential
security threats. Suppose a user uses the same account for logging in to the
environment, and performs administrative tasks, regular business tasks for self and
others, and tasks related to IT infrastructure. If there is an intrusion in the system and
the account is hacked, the hacker can access infrastructure data and other confidential
information. If the user has multiple accounts for each type of task and the regular
account is hacked, the confidential information related to IT infrastructure and other
sensitive resources are secured from the hacker.

Oracle Identity Manager supports multiple accounts in a single application instance.
The first account that is created is tagged as primary account, and there can be only
one primary account for a user. The subsequent accounts created on the same
application instance would be tagged as Other.

When the user gets provisioned to an application instance, the Oracle Identity
Manager checks if it is the first account getting provisioned for the user in that
application instance. If it is the first account, then the account is marked as primary.
When existing user accounts are reconciled from application instances, the first
account that gets reconciled is marked as primary. If the account marked as primary is
not the actual primary account, then you can manually change the primary tag for the
account and mark another account as primary.

9.1.2 Entitlements

An entitlement granted to an account on a target system enables the account owner
(user) to perform a specific task or function. An entitlement can be a role,
responsibility, or group membership. For example, if user Richard is granted the
Inventory Analyst role on a target system, then Richard has a child process form that
holds Inventory Analyst role data.

In Oracle Identity Manager, there is one process form for each account (resource)
provisioned to an OIM User. Entitlement data is stored in child process form. In the
example described earlier, the process form for Richard's account on the target system
has a child process form that holds Inventory Manager role data.
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Note: To reconcile entitlements created in the target system into
Oracle Identity Manager, you must first run the scheduled job for
lookup field synchronization, and then run the Entitlement List
scheduled job.

Attributes that constitute entitlement data stored on a child process form may vary
from one target system to another. In addition, different types of entitlements, such as
roles and responsibilities, may have different attributes.

Entitlements can be requested directly instead of first requesting a modify resource on
user accounts. Entitlements are not part of the account data as the child forms are
handled independently. A user can provision, modify, or revoke an entitlement. For
the requested entitlements, the user can provide additional information that might
help an approver during the approval process.

All types of entitlements are available for request in the request catalog. If the request
for an administrative entitlement is approved, then it is associated to the primary
account. In addition, the requester can select target accounts, and approvers can also
modify the target account.

You can edit the entitlements by using the Application Instances section of the Oracle
Identity System Administration.

See "Developing Entitlements" on page 9-16 for detailed information about
entitlements.

9.1.3 Disconnected Application Instances

You might deploy self service, delegated administration, request management, and
role-based provisioning features in Oracle Identity Manager, and might not deploy
provisioning and reconciliation connectors to automate provisioning. After completion
of delegated administration operation, request-approval, or role-based provisioning, a
manual provisioning task is assigned to an administrator. The administrator then
manually performs the provisioning in the target application instance. An example of
this is provisioning of an access card, which is physical. Because Oracle Identity
Manager cannot provision a physical access card, the application instance of the
disconnected resource is to be provisioned.

To achieve provisioning of disconnected resource, you can create application instances
of the disconnected type. The manual provisioning administrator can use the Inbox
section of the Oracle Identity Self Service to update all fields in the request. After the
manual provisioning administrator submits the manual provisioning worklist item,
the provisioning infrastructure marks the underlying provisioning task to be
completed based on the response of the manual provisioning administrator. If the
administrator specifies that task is manually completed, then the status is changed to
provisioned.

9.1.4 Application Instance Security

The Application Instance is also the entity with which security primitives are
associated via the organization publishing mechanism. Only those organizations that
have the application instance published to them are able to provision to the targets.
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9.2 Managing Application Instances

You manage application instances by using Oracle Identity System Administration.
This includes:

Creating Application Instances

Searching Application Instances

Modifying Application Instances

Deleting Application Instances

Creating and Modifying Forms
See Also: "Converting a Disconnected Application Instance to
Connected" in the Oracle Fusion Middleware Developer's Guide for

Oracle Identity Manager for information about converting a
disconnected application instance to a connected application instance

9.2.1 Creating Application Instances

To create an application instance:

1.
2

4.

Login to Oracle Identity System Administration.

In the left pane, under Configuration, click Application Instances. The
Application Instances page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The Create Application Instance page is displayed.

Enter the values of the attributes, as listed in Table 9-1:

Table 9-1 Fields in the Create Application Instance Page

Attribute Description

Name The name of the application instance. This is a required field.

Note: If you enter non-ASCII characters in the Name field, then
an error message is displayed when you try to save the
application instance. It is recommended that you enter only
ASCII or alphanumeric characters in the Name field.

Display Name The display name of the application instance. This is a required
field.

Description A description of the application instance.

Disconnected Select if you want to specify the application instance as

disconnected. Selecting this option creates a new approval
process that is assigned to the manual provisioning
administrator. See "Disconnected Application Instances" on
page 9-3 for more information.

Note: Disconnected application instance can only be created
when a sandbox is active. See "Managing Sandboxes" in the
Oracle Fusion Middleware Developer's Guide for Oracle
Identity Manager for more information about sandbox.

Resource Object The resource object name. You can click the search icon next to

this field to search and select a resource object.

IT Resource Instance The IT resource instance name. You can click the search icon next

to this field to search and select an IT resource instance.
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Table 9-1 (Cont.) Fields in the Create Application Instance Page

Attribute Description

Form Select the form or dataset name. The forms associated with the

selected resource object are populated in the Forms list. Here,
only pre-existing forms can be selected.

Parent Applnstance The application instance name that you want to specify as a

parent to the new application instance. The new application
instance inherits all the properties of the parent application
instance. Resource must be assigned as 'Depends on' in the
Design Console to populate this lookup.

5.

Click Save. The application instance is created, and the details of the application
instance is displayed in a page.

9.2.2 Searching Application Instances

To search for application instances:

1.

In the Oracle Identity System Administration, under Configuration, click
Application Instances. The Application Instances page is displayed.

Select any one of the following:

= All: On selecting this option, the search is performed with the AND condition.
This means that the search operation is successful only when all the search
criteria specified are matched.

= Any: On selecting this option, the search is performed with the OR condition.
This means that the search operation is successful when any search criterion
specified is matched.

In the searchable application instance attribute fields, such as Display Name,
specify a value.

For some attributes, select the attribute value from the lookup. For example, to
search all application instances with a particular resource object, specify the
resource object name in the Resource Object field.

For each attribute value that you specify, select a search operator from the list. The
following search operators are available:

= Starts with

= Ends with

= Equals

= Does not equal
= Contains

To add a searchable application instance attribute to the Application Instances
page, click Add Fields, and select the attribute from the list of attributes.

For example, if you want to search all application instances under a parent
application instance, then you can add the Parent Applnstance attribute as a
searchable field and specify a search condition.

Optionally click Reset to reset the search conditions that you specified. Typically,
you perform this step to remove the specified search conditions and specify a new
search condition.
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7. Click Search. The search result is displayed in a tabular format, as shown in
Figure 9-1:

Figure 9—1 Application Instance Search

Application Instances IE'
Search Application Instances S
~|Search Saved Search | Search Application Instances W
Match @ al O any
Resource Object | Starts with w
Display Name | Starts with w
IT Resource Instance | Starts with b
Search | Reset | Save... | Add Fields
Search Results
Actions v View = | op Create g7 Open 3§ Delete .. & Detach
R... |Display Name Description Resource Object IT Resource Instance
1 Vision Purchasing Vision Purchasing eBusiness Suite User EBS-APPS12
2 Vision Employees Domain Vision Employees Domain AD User ADITResource
“

Tip: You can use the Query By Example feature to refine your search
based on specific values. For more information, see "Query By
Example" in Oracle Fusion Middleware User’s Guide for Oracle Identity
Manager.

9.2.3 Modifying Application Instances

You can open an application instance and modify the attributes, assign and revoke
organizations to which the application instance is available, and edit the entitlements
associated with the application instance. These tasks are described in the following
sections:

= Modifying Application Instance Attributes
= Managing Organizations Associated With Application Instances

= Managing Entitlements Associated With Application Instances

9.2.3.1 Modifying Application Instance Attributes

To modify the attributes of an application instance:

1. In the Application Instances page, search and select the application instance that
you want to open.

2. From the Actions menu, click Open. Alternatively, click Open on the toolbar. You
can also click the Display Name of the application instance.

The Application Instance details page is displayed.

3. Ensure that the Attributes tab is displayed. The fields that you are not allowed to
modify are grayed out.
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4. Edit the values in the fields, such as Display Name, Description, Form, and Parent
Applnstance.

5. Click Apply. The attribute modifications are saved.
6. Run the Catalog Synchronization Job scheduled job.

Note:

s The Catalog Synchronization Job should be run preferably in
Incremental mode so that changes, such as add, update, and
delete, in base entity application instance and entitlements are
synced to catalog DB.

=  After modifying an application instance, if the modified details
are reflected in the Catalog page of Oracle Identity Self Service,
but are not reflected in the User Details page, then close and
reopen the User Details page. The updated application instance
details will be reflected now.

9.2.3.2 Managing Organizations Associated With Application Instances

You must make an application instance available for requesting and subsequent
provisioning to users by publishing the application instance to an organization. The
users in that organization or the users who has User Viewer role in that organization
or the users who has Application Instance Viewer role + User Viewer Role in that
organization can request for application instance. For information about authorization
in Oracle Identity Manager, see Oracle Fusion Middleware Developer’s Guide for Oracle
Identity Manager.

In the Organizations tab of the Application Instance details page, you can publish the
application instance to organizations, and revoke organizations from the application
instance.

In addition, you can publish the application instance to an organization and its
suborganizations so that users of the suborganizations can also request for the
application instance. You can also publish an application instance to organizations
with entitlements so that users of the organization can request for the application
instance with the entitlements associated with it.

Note: An administrator user can publish an entity to any
organization that the administrator can view. For example, an
Entitlement Administrator can publish entitlements with
administrative permissions to any organization on which the
Entitlement Administrator has view permission.

This section describes the following tasks:
s Publishing an Application Instance to Organizations

= Revoking Organizations From an Application Instance

9.2.3.2.1 Publishing an Application Instance to Organizations
To publish an application instance to organizations:

1. In the Application Instance details page, click the Organizations tab. A list of
organizations to which the open application instance is published is displayed.
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For each organization, the include sub-orgs option is displayed in the Hierarchy
Aware column. Select this option to make the open application instance available
to the organization and its suborganizations. Deselect this option to make the open
application instance available to the organization only.

2. From the Actions menu, click Assign. Alternatively, click Assign on the toolbar.
The Select Organizations dialog box is displayed.

3. Search for the organizations to which you want to publish to the open application
instance.

Note: If you are using Oracle Identity System Administration in
French on Google Chrome web browser, the right arrow may be
missing or truncated in the search panel of the Select Organizations
dialog box. To fix this issue, verify the display language setting in
Chrome and change it to French if necessary.

4. Click Add Selected. The selected organizations are added to the Selected
Organizations table.

If you want the select all organizations, then click Add All.

5. For each organization added to the Selected Organizations table, a checkbox is
displayed in the Hierarchy column. Select the Hierarchy option to publish the
open application instance to the suborganizations of the selected organization.

To publish the open application instance to the selected organizations only, leave
the Hierarchy option deselected.

6. Select the Apply to Entitlement option to publish the open application instance to
the selected organizations with the entitlements associated with the application
instance. Otherwise, leave this option deselected.

7. Click OK. The application instance is published to the selected organizations.
The include sub-orgs option is displayed for the organizations for which you
selected the Hierarchy option in the Select Organizations dialog box.

9.2.3.2.2 Revoking Organizations From an Application Instance

To revoke an organization from an application instance:

1. In the Organizations tab, select an organization that you want to revoke from the
open application instance.

2. From the Action menu, select Revoke. Alternatively, click Revoke on the toolbar.
A confirmation box is displayed with the selected organization.

3. (Click Yes to confirm. The organization is revoked from the application instance.

9.2.3.3 Managing Entitlements Associated With Application Instances
To modify entitlements associated with an application instance:

1. In the Application Instance details page, click the Entitlements tab. A list of
entitlements associated with the open application instance is displayed.

2. Select the entitlement that you want to modify.

3. From the Actions menu, select Edit. Alternatively, click Edit on the toolbar. The
details of the selected entitlement is displayed in a page.
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4.

5.

Change the attributes of the attributes, and click Save. The entitlement
modifications are saved.

Run the Catalog Synchronization Job scheduled job.

9.2.4 Deleting Application Instances

An application instance can be deleted in any one of the following ways:

Deleting the application instance from the Application Instances section of the
Oracle Identity System Administration.

Deleting the IT resource, which is a constituent of the application instance.

When you delete an application instance by using any one these methods, the
application instance is not hard-deleted from Oracle Identity Manager. The application
instance is soft-deleted. This is because accounts provisioned as a result of the
application instance might exist in the target system. Therefore, after deleting an
application instance, you must run a scheduled job to achieve the following;:

Unpublish the application instance from the entity publication
Unpublish the associated entitlements from the entity publication

Revoke, or hard-delete, or mark as deleted all the accounts for the application
instance

To delete an application instance:

1.

In Oracle Identity System Administration, under Configuration, click Application
Instances. The Application Instances page is displayed with a list of application
instances that are published to your organization.

Search and select the application instance that you want to delete.

From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A
message box is displayed asking for confirmation.

Click Delete to confirm. The application instance is soft-deleted in Oracle Identity
Manager.

You can also delete an application instance by deleting the IT resource of the
application instance. For information about deleting IT resources, see "Managing
IT Resources" in the Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager.

Run the Application Instance Post Delete Processing Job scheduled job. This
scheduled job can be run in any one of the following modes:

= Revoke: This mode is used when the application instance is deleted, but the
provisioned accounts in the target system still exist. Using the Revoke mode
deletes the accounts from the target system.

s Delete: This mode is used when the target system no longer exists, and there
are no traces of the accounts in Oracle Identity Manager. Using the Delete
mode hard-deletes the accounts from all provisioning tasks and targets, and
subsequently from Oracle Identity Manager. If this mode is used when the
accounts are assigned in Oracle Identity Manager, then the accounts are listed
as deprovisioned under the users they are assigned to.

s Decommission: This mode is used when the target system no longer exists
and the provisioned accounts cannot be revoked from the target system. Using
the Decommission mode changes the account status to Revoke without
keeping the accounts in Oracle Identity Manager in provisioned state.
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For information about scheduled jobs, see "Managing the Scheduler" on page 15-1.

Note: The Application Instance Post Delete Processing Job scheduled
job can be run after deleting each application instance.

6. Run the Catalog Synchronization Job scheduled job. This scheduled job identifies
the soft-deleted application instances, and removes them from the catalog.

Note:

s The Catalog Synchronization Job scheduled job run is
independent of the Application Instance Post Delete Processing
Job run. This means that the Catalog Synchronization Job
scheduled job removes the soft-deleted application instances from
the catalog even if Application Instance Post Delete Processing Job
is not run after soft-deleting the application instances.

= Catalog Synchronization Job should be run preferably in
Incremental mode so that changes, such as add, update, and
delete, in base entity application instance and entitlements are
synced to catalog DB.

9.2.5 Creating and Modifying Forms

In the Application Instances section of Oracle Identity System Administration, you can
create and modify forms associated with the resource objects, and subsequently with
the application instances.

See Also:

= See "Managing Sandboxes" in the Oracle Fusion Middleware
Developer's Guide for Oracle Identity Manager for information
about sandbox

= See Chapter 7, "Managing Forms" for information about creating
forms

= See Chapter 8, "Configuring Custom Attributes" for information
about configuring custom attributes
This section describes the following topics:
»  Creating Forms Associated With Application Instances
= Modifying Forms Associated With Application Instances

= Localizing Application Instance Form

9.2.5.1 Creating Forms Associated With Application Instances
To create a form associated with an application instance:

Note: You cannot create forms directly. Before creating forms, you
must create a sandbox and activate it. See "Managing Sandboxes" in
the Oracle Fusion Middleware Developer's Guide for Oracle Identity
Manager for information about creating and activating a sandbox.
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10.

11.

Login to Oracle Identity System Administration.

Create and activate a sandbox. A warning message is displayed if no sandbox is
activated. For detailed instructions on creating and activating a sandbox, see the
"Managing Sandboxes" section of Oracle Fusion Middleware Developer’s Guide for
Oracle Identity Manager.

In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar.
The Create Form page is displayed.

In the Resource Type field, specify a resource object with which you want to
associate the form. To do so:

a. Click the lookup icon next to the Name field. The Search and Select: Name
dialog box is displayed.

b. In the Name field, enter the name of the resource object you want to search.
You can leave this field blank if you want to display all resource objects.

c. Click Search. The resource objects that match the search condition are
displayed.

d. Select the resource object that you want to associate with the form, and click
OK. The resource object name is displayed in the Name field of the Create
Form page.

In the Form Name field, enter a form name.

(Optional) Select any one of the available options for Form Type:

»  Parent Form + Child Tables (Master/Detail)

»  Parent Form (Master)

»  Parent Form + Child Tables for Non Entitlement (Master/Detail)

(Optional) Select the Generate Entitlement Forms option if you want to associate
the new form with the entitlements. Using this form, users can provide additional
information that might help an approver during the approval process.

In the Available form fields section, a list of form field names along with
description and Display Name are displayed. These fields are available for the
form you are creating. For each available form field, you can select the Bulk
Update option. Selecting this option makes the form field available for updating
the entities in bulk.

In the Create Application Instance page or the Attributes tab of the Application
Instance details page, click Refresh adjacent to the Form field.

Select the newly created form in the Form list and click Apply.

9.2.5.2 Modifying Forms Associated With Application Instances

Note: You cannot modify forms directly. Before creating forms, you
must create a sandbox and activate it. See "Managing Sandboxes" in

the Oracle Fusion Middleware Developer's Guide for Oracle Identity
Manager for information about modifying and activating a sandbox.

To modify a form associated with an application instance:
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1. Open the Create Application Instance page or the Attributes tab of the Application
Instance details page.

2. From the Form list, select the form you want to modify.

3. (Click Edit to right of the Form field. The Manage Form page is displayed, as
shown in Figure 9-2:

Figure 9-2 The Manage Form Page

Manage Sandboxes X | Application Instances X || Vision Purchasing Disp X &9 Manage VisionPurchasingFo... x EI
VisionPurchasingForm 4% Regenerate View %) Import/Export

Fields Child Objects

Standard Custom
Action v Viewv B Action ¥ View ¥ Z @ B sesrch Display Label El +
Display Label Mame Display Label MName Type Description Parent Field
Mo standard fields are available. Description UD_EBS_USER_DESC Text
EBS Server UD_EBS_USER_EBS_] Mumber

Effective Date From UD_EBS_UUSER_EFFD, Date
Effective Date To  UD_EBS_USER_EFFD. Date

Email UD_EBS_LISER_EMAI Text
Fax UD_EBS_USER_FAX Text
Password UD_EBS_USER_PASS' Text
Person ID UD_EBS_USER_PERS! Text

Password Expiration ] UD_EBS_USER,_PSWE Number

Password Expiration - UD_EBS_USER_PSWE Lookup <Lockup.EBS
SoDCheckResult UD_EBS_LISER_S0DC Text
SoDCheckStatus UD_EBS_USER_SODC Text
SoDCheckTimestamp UD_EBS_USER_SODC Text
SoDCheckTrackinglD UD_EBS_USER_SODC Text
SoDCheckViolation  UD_EBS_USER_SODC Text

A|550 GUID UD_EBS_LJSER_SS501I Text
550 User ID UD_EBS_USER_SS0U Text
User ID UD_EBS_USER_USER Number
User Name UD_EBS_USER_USRN Text
Service Account serviceaccount Checkbox

For detailed information about modifying forms, see "Developing Process Forms"
in the Oracle Fusion Middleware Developer’s Guide for Oracle Identity Manager.

For information about creating and editing custom fields, see "Configuring
Custom Attributes" on page 8-1.

4. (Optional) If you want to associate a form with an entitlement, then you can
regenerate the form to allow users to provide additional information that might
help the approver during the approval process. To do so, click Regenerate View.
In the Regenerate View popup window;, select the Generate Entitlement Forms
checkbox. See "Modifying Forms By Using the Form Designer" on page 7-3 for
information about the options available in the Regenerate View popup window.

Note: If you have upgraded Oracle Identity Manager to release
11.1.2.2.0, then you must regenerate all the forms to use this feature.

9.2.5.3 Localizing Application Instance Form
To localize the application instance form:

1. Create an application instance of connector with a form attached to it.
2. Login to Oracle Enterprise Manager.

3. Go to Application Deployments, oracle.iam.console.identity.sysadmin.ear, MDS
Configuration.
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Click Export and save the archive to the host.

Unzip the archive, and open the
SAVE_LOCATION\xliffBundles\oracle\iam\ ui\runtime\ BizEditorBundle.xIf file
in a text editor.

Note: This file may not exist in MDS. If it does not exist, then create a
new one, but the path must be the same.

Edit the BizEditorBundle.xlf file in the following way:

a.

Search and replace the following;:

<file source-language="en"
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

With the following for Japanese language:

<file source-language="en" target-language="ja"
original="/xliffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

Search for the application instance code. This procedure shows a sample edit
for JDE application instance. The original code is:

<trans-unit
id="${adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBu
ndle'] ['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.use
rEO.UD_JDE_LANGUAGE__ c_description']}">

<source>Language</source>

</target>

</trans-unit>

<trans-unit

id="sessiondef.oracle.iam.ui.runtime. form.model.JDEArj.entity.JDEArjEOQ.UD_J
DE_LANGUAGE__c_LABEL">

<source>Language</source>

</target>

</trans-unit>

Open the resource file from the connector package, for example
JDEdwards_ja.properties, and get the value of the attribute from the file, for
example, global.udf.UD_JDE_LANGUAGE=\u8A00\u8A9E.

Replace the original code shown in step 6b with the following:

<trans-unit
id="${adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBu
ndle'] [ 'persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.use
rEO.UD_JDE_LANGUAGE__c_description']}">

<source>Language</source>

<target>\uBA00\u8A9E</target>

</trans-unit>

<trans-unit

id="sessiondef.oracle.iam.ui.runtime. form.model.JDEArj.entity.JDEArjEOQ.UD_J
DE_LANGUAGE__c_LABEL">

<source>Language</source>

<target>\uBA00\u8A9E</target>

</trans-unit>
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