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ntroduction

This section includes information about the purpose of this guide and how to use it.

Docum

ent Conventions

This guide uses the following conventions:

<ATGL1di r > represents the ATG installation directory (C: \ ATG ATGL1. 0, for example)

<JBdi r > represents the Red Hat JBoss home directory (C: \ j boss\
j boss-eap-install-dir\jboss-as, forexample)

<WLdi r > represents the Oracle WebLogic home directory (C: \ Or acl e\ M dd| ewar e\ W ser ver _10. 3, for
example)

<WASdi r > represents the IBM WebSphere home directory (C: \ | BM WebSpher e\ AppSer ver , for example)

Important Terms

This section defines terms used throughout this guide.

ATG products. Umbrella name for the software suite, particularly the platform.

ATG installation. Collective name for the tools, files, classes, etc. used for developing and assembling JEE
applications.

ATG application. A piece of software installed independent of the platform, which can be included as a
module or set of modules in a Nucleus-based application.

ATG server. A configuration layer that is available to be added to other configuration layers by the application
assembler when assembling an EAR.

Dynamo Server Admin. Web pages used to configure and monitor the ATG installation.
Component. A Java object instance of a specific configuration for a JavaBean that is registered with Nucleus.

Nucleus-based application. An assembled EAR file created out of components managed by ATG's Nucleus
component manager, running on the application server.
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2 Installation Procedure

This section provides basic instructions for installing Oracle ATG Web Commerce. Use these instructions to
configure evaluation or development Oracle ATG Web Commerce applications or as an overview of the steps
required to install and deploy production Oracle ATG Web Commerce applications.

Following the installation procedure in this section results in a functional server configuration but the procedure
does not contain all the information you need to meet the more sophisticated requirements of live, production
use. If you are installing Oracle ATG Web Commerce for production use, make sure to read the more detailed
configuration information in the other chapters of this guide. This section refers to those chapters where they
are needed.

To install Oracle ATG Web Commerce software:

1.

Install and configure the Java Development Kit (JDK) on your host machine. You need to know the path to
your JDK installation directory later in this installation procedure.

To find the required JDK version and the required versions of other supporting software, refer to the Oracle
ATG Commerce Supported Environments Matrix document in the My Oracle Support knowledge base.

. Install and configure the Java application server to use. See Preparing Java Application Servers (page 4).

. Run the Oracle ATG Web Commerce platform installer. Follow its prompts. See Running the Platform

Installer (page 8).

. Run the installer programs for any other Oracle ATG Web Commerce products that you want to use. See

Installing Other Oracle ATG Web Commerce Products (page 9).

. Install and configure the database application you use. Ensure that you have the latest hot fixes, fix patches or

other updates needed for your database. Create database accounts for the schemas required by your Oracle
ATG Web Commerce application. Start the database application. See Basic Database Configuration (page
5).

. Place the Java Data Base Connectivity (JDBC) driver for your database software on your host machine.

If you have installed Oracle ATG Web Commerce on Microsoft Windows, you can find the JDBC driver for
MySQL at <ATGL1di r >\ MySQL\ mysql - connect or - j ava- ver si on_nunber - bi n. j ar. You can leave the
driver there and use it from that path.

. Run the Oracle ATG Web Commerce Configuration and Installation Manager (CIM) utility to configure your

application, create database schemas, create data sources, and deploy them to your application server. See
Configuration and Installation Manager (CIM) (page 10).

. Start your Oracle ATG Web Commerce application by invoking the start functionality of your Java application

server. You can use the script that CIM creates in the <ATGL1di r >/ hone/ ser ver s/ ser ver - nane directory.
For example:

hone\ servers\atg_production_| ockserver\start Server OnWebl ogi c. bat
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Note: CIM does not create a start script for the IBM WebSphere application server. Use that server’s starting
scripts or administration application to start your Oracle ATG Web Commerce application. See the IBM
WebSphere documentation for instructions.

Preparing Java Application Servers

You must perform some Java application server configurations before running the Oracle ATG Web Commerce
installer program. For example, you must create a base domain in your Oracle WebLogic application server.

This section provides basic information about preparing the application server that runs your Oracle ATG
Web Commerce application. Prepare your application server before you install and configure Oracle ATG Web
Commerce.

This section only contains the minimal information that you need to run an application for evaluation or
development. See information about configuring application servers for production use in Java Application
Server Configuration (page 17).

Oracle WebLogic Server
Before you install and configure Oracle ATG Web Commerce:
1. Make sure that you have the username and password for the administration user.
2. Make sure that the administration application is running.

3. Configure a base domain. See information about creating a domain in the documentation for your Oracle
WebLogic application server.

4. Make sure that you have the paths to the Oracle Middleware directory, the WebLogic application server home
directory, and the Oracle WebLogic base domain directory. You need to know these paths when you run the
Oracle ATG Web Commerce installer and the Configuration and Installation Manager (CIM). For example:

* C\Oacle\Mddl eware
* C\Oacle\Mddl eware\w server _10. 3

* C\Oacl e\M ddl ewar e\ user _pr oj ect s\ domai ns\ base_domai n

Bundled Oracle WebLogic Server Restricted Use

Oracle WebLogic Server Standard Edition is bundled with Oracle ATG Web Commerce. The bundled version of
Oracle WebLogic is subject to restricted use.

You may use the bundled version of Oracle WebLogic Server Standard Edition to run Oracle ATG Web Commerce
applications only. Oracle ATG Web Commerce and the products it contains may be modified, extended, or
integrated with external systems through the use of custom Java development. If you develop custom Java
applications that do not extend, modify, or integrate Oracle ATG Web Commerce applications, you must have a
full-use license.

Note: Oracle WebLogic Server Standard Edition does not support application clustering. If you need to use
clustering, you must purchase or supply Oracle WebLogic Server Enterprise Edition
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JBoss Enterprise Application Platform

Before you install and configure Oracle ATG Web Commerce, make sure you have the path to the JBoss
application server home directory. You need to provide it when you run the Oracle ATG Web Commerce installer
and the Configuration and Installation Manager (CIM). For example:

C.\jboss-eap-install-dir\jboss-as
Set the Bind Address

If you access your Oracle ATG Web Commerce application from a different computer, set the bind address when
you start the JBoss application server. By default, the JBoss application server will not serve applications to users
on other computers.

For example, to access your application from any Internet Protocol (IP) address you can add -b 0.0.0.0 to the start
script that is created by the CIM utility. See Configuration and Installation Manager (CIM) (page 10).

#!'/ bi n/ sh

/j boss-installation-directory/jboss-as//bin/run.sh \
-c server-nane \

-b 0.0.0.0 $*

Note: this script is created by the CIM utility after you have installed and configured the Oracle ATG Web
Commerce platform. It is not present when you are preparing the application server before the platform
installation.

IBM WebSphere Application Server
Before you install and configure Oracle ATG Web Commerce:

1. Make sure you have the path to the IBM WebSphere installation directory. You need to provide it when
you run the Oracle ATG Web Commerce installer and the Configuration and Installation Manager (CIM). For
example:

C:.\' | BM WebSpher e\ AppSer ver
2. Make sure you have the username and password of the IBM WebSphere administration user.
3. Make sure the IBM WebSphere administration application is running.
If you run IBM WebSphere as the root user of a UNIX or Linux operating system, also run CIM as the root user.

The CIM utility uses cell deployment when deploying applications to the IBM WebSphere application server. Use
the IBM WebSphere Network Deployment version for this type of installation, denoted by ND.

If you have installed the IBM WebSphere Network Deployment version, when you run the ATG installer you must
select the IBM WebSphere - cluster setup option even if you are not actually using clustering.

Basic Database Configuration

Oracle ATG Web Commerce applications require one or more relational database schemas. If you are installing
a server for evaluation or development use, you may need only one database schema. The Configuration
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and Installation Manager (CIM) utility determines what schemas are required and configure them later in this
procedure.

If you are installing Oracle ATG Web Commerce for evaluation or development use, you can use the MySQL
database. This database is installed and configured automatically on Microsoft Windows. You can use the MySQL
database on other operating systems but you must install and configure it yourself. See MySQL Databases (page
6).

Make sure your database software is running before you use CIM to configure your Oracle ATG Web Commerce
application. To start the MySQL database on Microsoft Windows, choose ATG11.0 > Tools > Start MySQL Server
from the programs section of the Windows Start menu.

If you need detailed information about databases for a production installation, see Configuring Databases and
Database Access (page 25).

MySQL Databases

Oracle ATG Web Commerce supports the MySQL database for use in evaluation and development installations.
The Oracle ATG Web Commerce platform installer for Microsoft Windows automatically installs MySQL. You can
also use the MySQL database on other operating systems but you must install and configure it yourself.

Use the MySQL database if you want to configure an Oracle ATG Web Commerce server quickly and you are not
concerned about large-scale performance and reliability. Database configuration for production use requires
more sophisticated preparation. Configuring databases for production use is covered in Configuring Databases
and Database Access (page 25).

This section provides information about quickly configuring a MySQL database for an evaluation or
development server.

+ See information about using MySQL on Microsoft Windows in MySQL Installed on Microsoft Windows (page
6).

+ See information about using MySQL on other operating systems in Installing MySQL on Other Operating
Systems (page 7).

MySQL Installed on Microsoft Windows

The Oracle ATG Web Commerce platform installer for Microsoft Windows can also install the MySQL database.
The MySQL database is preconfigured with the user accounts that you use to configure an evaluation or
development application.

To install MySQL with the Oracle ATG Web Commerce platform, choose it from the list of products on the Select
Products to Install screen of the installer wizard.

The Oracle ATG Web Commerce platform installer does not create the actual schemas or import required data.
Use the Oracle ATG Web Commerce Configuration and Installation Manager (CIM) utility to perform these steps
before using the databases to run an application. See Configuration and Installation Manager (CIM) (page

10).

To start the MySQL database that is included in a Microsoft Windows installation, choose ATG11.0 > Tools > Start
MySQL Server from the programs section of the Windows Start menu.

The following table lists the MySQL database accounts and databases that the Oracle ATG Web Commerce
platform installer creates for Microsoft Windows installations.
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Account Name Password Database Name
prod Welcomel production_core
pub Welcome1 publ i shi ng

swi t chA Welcome1 swi t chi nga

swi tchB Welcome1 swi t chi ngb
agent Welcome1 agent

dw Welcome1 dat awar ehouse

The Oracle ATG Web Commerce installation program does not set a password for the root MySQL user. You
can log in as the root user without specifying a password. Additionally, the default MySQL database does not
support i18n content. See information MySQL database documentation for additional information (http://
dev.mysql.com/doc/).

Installing MySQL on Other Operating Systems

You can use the MySQL database for evaluation and development applications on any operating system that

is supported by Oracle ATG Web Commerce. However, the MySQL database software is only included with the
Microsoft Windows version of the installer program. If you install Oracle ATG Web Commerce on an operating
system other than Microsoft Windows, you must install and configure MySQL yourself.

To prepare a MySQL database for evaluating or developing Oracle ATG Web Commerce applications;

1. Install the MySQL server and MySQL client software. To find the required version, refer to the Oracle ATG
Commerce Supported Environments Matrix document in the My Oracle Support knowledge base.

2. Open the MySQL console as the root user. If you have installed the MySQL client software, you may be able to
do this by invoking the nysql executable file.

mysql -u root -p

3. Create the production core database, create a user account for the production core database, and give the
user account access to the database.

nysql > create database production_core;

Query OK, 1 row affected (0.00 sec)

nmysql > create user 'prod @Il ocal host' identified by 'Wlconmel';
Query OK, 0 rows affected (0.09 sec)

nysqgl > grant all on production_core.* to 'prod @I ocal host';
Query OK, 0 rows affected (0.01 sec)

4. Create any other databases that your installation requires. For example, if you use ATG Content
Administration, create the publishing database. Use the MySQL commands shown in the previous step.

See a list of database types and suggested names in MySQL Installed on Microsoft Windows (page 6).
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Running the Platform Installer

The platform installer creates a home directory for Oracle ATG Web Commerce applications on your host
machine. The default path is C: \ ATG ATGL1. 0. These instructions refer to this directory as <ATGL1di r >.

The Oracle ATG Web Commerce platform installer is available as a self-extracting Windows executable
(ATGL1. 0. exe) or UNIX binary file (ATGL1. 0. bi n), which you can download from the Oracle Web site. This
distribution file includes the following Oracle ATG Web Commerce products:

+ Oracle ATG Web Commerce platform
+ Oracle ATG Web Commerce

+ ATG Content Administration

+ ATG Portal

If you are installing on a Linux or UNIX operating system, do not run the platform installer as the root user.
Installing as the root user sets file ownership incorrectly and may introduce security vulnerabilities.

Follow these steps to install the Oracle ATG Web Commerce platform:
1. Run the ATGL1. 0. exe or ATGL1. 0. bi n file to start the setup program.

Note: If you are installing on a Linux variety that includes GCJ, in order to avoid installation errors you must
specify a JVM that includes the j avax. swi ng classes, which are not included in GCJ. Use the following
command:

$sh ./install.bin LAX_VM path_to_java_execut abl e
For example:
$sh ./ ATGL1. 0. bin LAX_ VM /usr/local/j2sdkversion/bin/java

2. After you accept the terms of the license agreement, select the installation folder for the Oracle ATG Web
Commerce software (C: \ ATG ATGL1. 0 or/ home/ ATG ATGL1. 0, for example).

3. Select the Oracle ATG Web Commerce products you want to install.

You can choose to install the Quincy Funds and Motorprise demonstration applications in addition to the
Oracle ATG Web Commerce products.

4. Select your application server.

5. Ifinstalling for WebLogic, enter the following configuration information:
+ The RMI port your Oracle ATG Web Commerce applications uses (defaults to 8860)
+ The listen port that WebLogic uses to listen for incoming connections (defaults to 7001)
+ The WebLogic home directory

+ The path to your WebLogic domain directory (C: \ or acl e\ user _pr oj ect s\ domai ns\ mydonai n, for
example)

« The JDK home directory (C: \ j 2sdkver si on, for example)

If installing for JBoss, enter the following configuration information :
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+ The RMI port your Nucleus-based applications uses (defaults to 8860)

+ The listen port that JBoss uses to listen for incoming connections (defaults to 8080)
+ The JBoss home directory (C: \ j boss- eap-instal | -dir\jboss- as, forexample)
+ The JDK home directory (C: \ j 2sdk1. 6. 0_22, for example)

If installing for WebSphere, enter the following configuration information:

+ The RMI port your Oracle ATG Web Commerce applications use (defaults to 8860)

+ The port that WebSphere uses to listen for incoming connections (defaults to 9080)
+ The WebSphere home directory (C: \ VebSpher e\ AppSer ver, for example)

+ The name of the WebSphere server (server1, for example)

+ The node on which the WebSphere server is installed (Typically, the node name is the same as the host
machine name.)

Installing Other Oracle ATG Web Commerce Products

Some Oracle ATG Web Commerce products are not included in the platform installer. You must run separate
installation programs in order to use these products.

Installing other Oracle ATG Web Commerce products typically adds components to the <ATGL1di r > directory
created by the platform installer. Make sure that you run the platform installer before individual products so that
this directory is in place.

The Oracle ATG Web Commerce platform installation program installs:
+ The Oracle ATG Web Commerce platform software

+ The Commerce and Merchandising products

+ The Content Administration product

+ The Quincy Funds and Motorprise demonstration applications

+ Components for business intelligence

The following table lists Oracle ATG Web Commerce products that are not included in the platform installer and
links to installation instructions for them.

Oracle ATG Web Commerce Product Installation Instructions

Oracle ATG Web Commerce Service Center Commerce Service Center Installation and
Programming Guide

Oracle ATG Web Commerce Reference Store Commerce Reference Store Installation and
Configuration Guide
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Configuration and Installation Manager (CIM)

The Configuration and Installation Manger (CIM) reduces the complexity of configuring Oracle ATG Web
Commerce applications. A series of text-based wizards guide you through configuration procedures, ensuring
that necessary steps are completed, and that steps are performed in the correct order. Menus are dynamically
generated based on your selections to provide choices appropriate for your installation.

The installation guides for individual products contain specific information on what CIM accomplishes for those
products, but in general, CIM handles the following configuration areas:

+ Oracle ATG Web Commerce product selection

+ Data source configuration

+ Database table creation and data import

+ Oracle ATG Web Commerce server instance creation and configuration
+ Application assembly and deployment

The result is a functional installation that can be used as a starting point for further configuration. CIM does not
perform configuration steps while the Oracle ATG Web Commerce application is running.

Note: CIM does not configure a scenario or process editor server. See the Multiple Application Integration Guide
for information on scenario editor servers.

Before Using CIM

Before you use CIM to configure and deploy an application, make sure you have the following prerequisite
information. See information about these basic aspects of installation in Installation Procedure (page 3).

+ The path to your application server home directory. For example:
C:\ Oracl e\ M ddl ewar e\ Wl server_version

+ The path to the profile or similar directory for your application. Some application servers do not use profile
directories. For example:

C.\ O acl e\ M ddl ewar e\ user _pr oj ect s\ donai ns\ base_donai n

« The username and password for the administration account for your application server. If you have not
configured security for your application server, you do not need this information.

+ The account names, passwords, database/schema names, listening port, and server hostname for each
database that your application requires.

+ The path to the Java Data Base Connectivity (JDBC) driver for your database software.

+ The password for the Dynamo Server Admin administrator account. See Connecting to the Dynamo Server
Admin (page 58).

+ The password for the Business Control Center administrator account. Enter this password during database
imports.

+ The password for the Oracle ATG Web Commerce merchandising user account. Enter this password during
database imports. If you are not using Content Administration, do not configure this user account.

10
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+ If you are creating a localized installation, you should know the locale, language and region codes of the
countries. This information should be added into your server’s environment settings. Refer to the Modifying
Environment Settings (page 75) for additional information. Also see the Internationalizing an ATG Web Site
section of the Platform Programming Guide.

Note: To use Microsoft Windows Native Language support, you must have the correct language pack installed
and have the system locale set correctly using the Region and Language > Administrative > Change System
Locale control panel. Refer to your Microsoft Windows documentation on language packs and default
location configuration.

Using CIM
To use CIM, do the following:

1. Install Oracle ATG Web Commerce according to the instructions in Installation Procedure (page 3). Follow
the procedure until you reach the step that requires CIM.

2. Start CIM.

+ On Microsoft Windows, choose ATG11.0 > Tools > ATG Configuration Installation Manager from the
programs section of the Windows Start menu.

+ On any operating system, invoke the following script.
<ATG11Di r >\ hore\ bi n\ ci m bat | sh

3. Follow the prompts to configure your installation. You need the information described in Before Using
CIM (page 10). To access the online help, enter H at any point in the configuration process.

WebSphere Note: In order to use CIM to configure an ATG installation for WebSphere, your WebSphere
installation needs to use cell deployment. Use the IBM WebSphere Network Deployment version for this type of
installation, denoted by ND. Also, note that if you run WebSphere as the root user of a UNIX or Linux operating
system, also run CIM as the root user.

Note: Ensure that you have only one instance of CIM running from the same ATG installation. When more than
one instance of CIM is run, errors will occur.

Adding Modules to Your Application

Use CIM to add modules to your Oracle ATG Web Commerce application. You can add modules to your
application before you deploy it for the first time or after you have deployed it. If you have already deployed
your application to an application server, you will need to redeploy it after adding modules.

To add a module to your Oracle ATG Web Commerce application:
1. Stop the application servers on which your application is installed if they are running.
2. Run CIM by invoking its start script:

<ATGL1di r >/ home/ bi n/ ci m sh| bat

3. If you are configuring your application for the first time, follow the CIM prompts until you reach the Server
Instance Configuration step. If you have already configured your application with CIM, choose Server Instance
Configuration from the main menu.

4. Choose the server to add the module to in the server instance type selection menu.

2 Installation Procedure 11



5. Choose Modify Calculated Module List - OPTIONAL from the server instance type configuration menu.

6. Choose Add A Custom Module from the modaule list editor options menu. Enter the name of the module you
are adding.

——————— MODULE LI ST EDITOR OPTIONS-------- - oo e e e e oo oo
enter [hlelp, [mMain nenu, [q]uit to exit

Current Modul e List:

Bl ZU, PubPortlet, DafEar.Adm n, SiteAdnin.Versioned, DCS. Versioned,
DCS- Ul . Si t eAdmi n. Ver si oned

*[A] Add A Custom Mbdul e

[R] Rernove A Custom Modul e

[D] Done

------- ADD A MODULE- - - - - - - - o oo m e
enter [hlelp, [mMain nenu, [quit to exit
Pl ease enter the name of the customnodule to add. > MyMdul e

7. If you are configuring your application for the first time, continue following the CIM prompts to deploy
your application. If you have already configured your application with CIM, choose Application Assembly &
Deployment from the main menu and follow the CIM prompts to redeploy it.

Configuring Other Oracle Commerce Tools

When installing Oracle ATG Web Commerce, you have the ability to implement Single Sign On (SSO) with Endeca
Workbench, as described in the Appendix D: Using Oracle Access Management for Single Sign On (page 177) of
this document or the ATG-Endeca Integration Guide.

When using SSO, you can configure Endeca Workbench with a link that takes a user directly to the Business
Control Center :

1. Configure your environment, including product selection, application server, and database configuration, as
described in the Using CIM (page 11) section.

2. The Workbench Configuration menu is found under the Publishing Server Instance Configuration menu.
Select option [W] Workbench configuration - OPTIONAL.

Note: If you are not using CIM to configure your environment, ensure that you include the
wor k_bench_ddl . sql to your installation scripts, as it is not included in the BIZUI DDL.

3. Enter the Workbench configuration path, which is a location where the Workbench configuration files will be
stored. For example <ATGL1di r >/ wor kbench/ confi g/ .

4. Enter the Business Control Center host name of the Business Control Center instance that will be accessible
from the Workbench server. For example, nyser ver . exanpl e. com

5. Provide the Business Control Center server port number of the Business Control Center instance that will also
be accessible from the Workbench server. For example: 8080.

This generates a / wor kbench directory that contains the ws- ext ensi ons. xm and
ws- mai nMenu. xni file, as well as a/ wor kbench/ | ocal es directory that contains the configuration resource
file.

6. These XML files must be copied or merged into the / Tool sAndFr amewor ks/
ver si on/ server/ wor kspace/ conf folder on the Endeca Workbench server.

If you have made no modifications to the extensions in Workbench, copy the

12 2 Installation Procedure



ws- ext ensi ons. xn file into the directory. If you have added extensions to Workbench, you must copy the
bcc- honme and bee- access- cont rol extensions into the existing ws- ext ensi ons. xni files. For example:

<extension id="bcc-hone" defaul t Nane="BCC' def aul t Descri pti on ="BCC'
url ="http://nyserver. exanpl e. com 8080/ at g/ bcc"

external URL="true"/>

<extension id="bcc-access-control "

def aul t Name="BCC Access Control "

def aul t Descri pti on="BCC Access Control"

rol e="adm n"

url ="http://nyserver. exanpl e. com 8080/ Control Center/application/
accesscontrol "

external URL="true"/>

If you have made no modifications to the menus in Workbench, copy the
ws- mai nMenu. xni file into the directory. If you have added menus to Workbench, you must copy the new
menus into the existing ws- mai nMenu. xni file. For example:

<menui tem i d="xmgr"/ >

<menui t em i d="bcc- hone"/ >
<menunode i d="user-access">
<menui t em i d="user - managenent "/ >
<menui tem i d="bcc- access-control "/ >
</ menunode>

<menui t em i d="eac- adni n- consol e"/ >
<menui tem i d="eac-settings"/>
<menunode id="reports">

<menui temid="reports.today"/>
<menui temid="reports.daily"/>
<menui tem i d="reports. weekl y"/>
</ menunode>

<menunode i d="search">
<menuitemid="redirects"/>

<menui t em i d="t hesaurus"/ >

<menui t em i d="phrases" />

<menui temid="rel rank" />

</ menunode>

<menunode id="settings">

<menui t em i d="user - segnents"/ >
<menui tem i d="previ ewsettings"/>
<menui temid="report-settings"/>
<menui tem i d="1 ocks"/ >

</ menunode>

. Merge ther esour ce. properti es file located in the / wor kbench/ | ocal es directory with that of the
Workbench servers /| ocal es directory. Add the Business Control Center extension, Access Control extension
and User Access Menu information. For example:

# These resources shoul d be | ocalized.

atg_flags=i 18n,110n

# BCC ext ension

t ool . bcc- hone. nane = Busi ness Control Center

tool . bcc-home. description = Create, preview, and deploy site content and product
cat al ogs.

# @ 18n: begi n:trans(fal se)
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tool . bcc-hone.icon = http://nyserver. exanpl e. com 8080/ at g/ i mages/

BCC _hone/i con_wb_bcc. png

# @18n:end:trans

# BCC Access Control extension

t ool . bcc-access-control . nane = BCC Access Control

# User Access menu

menu. user - access. name = User Access

menu. user - access. description = Add and renpve Oracle Endeca Wrkbench and Busi ness
Control Center Users and nodify their tool access and content permni ssions.

# @ 18n: begi n:trans(fal se)

menu. user-access.icon = /ifcr/apps/ endeca/ wor kbench- asset s/ i nages/ hone/ i con_user. png
# @ 18n:end:trans

Note: These resource configuration changes must be made for all localized files, such as the
Resources_cs. properti es file.

For additional information on copying and merging these files, refer to your Endeca documentation.

Installing Demonstration Applications

The Oracle ATG Web Commerce platform installation includes the Quincy Funds and Motorprise demonstration
applications. You can use the Configuration and Installation Manager (CIM) to include them in an application
and deploy it to your application server.

The user instructions for the demonstration applications include installation instructions. See these instructions
in the documents listed in the table below.

Demonstration Application Instructions
Quincy Funds Quincy Funds Demo Documentation
Motorprise Business Commerce Reference Application Guide

To install the Quincy Funds or Motorprise demonstration applications:

1. Install and configure Oracle ATG Web Commerce according to the instructions in Installation Procedure (page
3).

Choose either the Quincy Funds or Motorprise demonstration application from the list of products that you
want to install.

2. While you are configuring your application in CIM, choose either Quincy Funds or Motorprise from the
Include Demo Application menu during the product selection step.

——————— I NCLUDE DEMO APPLI CATI ON: - - - - - - - m s o e e e e e -
enter [hlelp, [mMain nenu, [quit to exit

I ncl ude Deno Application:

[1] Quincy Funds Deno

14
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[2] MotorPriselJSP
[D] Done

Sel ect zero or one > 1
I ncl ude Denmo Application:
*[1] Quincy Funds Deno

[2] MotorPriselJSP
[D] Done

Sel ect zero or one > D

3. Complete the procedure in Installation Procedure (page 3). When your application is deployed and
running, it includes the demonstration application.

The following table lists the default URLs for accessing the demonstration applications on the supported

application servers.

Demonstration Application

URL and Documentation Link

Quincy Funds
(Personalization)

htt p: // host name: por t/ Qui ncyFunds

Quincy Funds Demo Documentation

Motorprise
(B2B Commerce)

http:// host name: port/ Mot or pri se

Business Commerce Reference Application Guide

On WebSphere, before using a demonstration application, set the following properties in the / at g/ dynano/
servl et/ pi pel i ne/ DynanoHandl er . properti es file:

fi xRequest URI =t rue
fixServl et Pat h=true

Default User Accounts

This section provides information about the default user accounts for Oracle ATG Web Commerce.

Dynamo Server Admin User

Oracle ATG Web Commerce includes an administration application for server configuration. The default user
name and password for this application are:

+ Username: admin

+ Password: your organization sets the password while using the Configuration and Installation Manager (CIM)
utility to configure the server. See Configuration and Installation Manager (CIM) (page 10).

2 Installation Procedure
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Business Control Center User Accounts

Three default user profiles are provided for applications that use the Business Control Center. These profiles are
designed to allow administrators to perform initial setup tasks such as creating profiles for other users. They
have the following login names:

+ admin -- provides access to most areas of the Business Control Center.
« merchandising -- provides access to the Oracle ATG Web Commerce Merchandising interface.
+ service -- provides access to the Service Administration interface.

There are no default passwords for these accounts. Your organization sets the passwords in one of the following
ways:

+ Through CIM. During the post-installation setup process, CIM prompts you to set the passwords for the
default profiles that your environment requires. See Configuration and Installation Manager (CIM) (page
10).

+ Through the ATG Control Center (ACQ). If you do not use CIM to set up your system, you must define
passwords for the default profiles through the ACC.

Important: The default profiles are internal user profiles. You must include the DSS. | nt er nal User s. ACC
module in your assembled application to be able to access and edit these profiles in the ACC. For more
information on editing profiles through the ACC, refer to the Personalization Guide for Business Users.
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3 Java Application Server
Configuration

This chapter provides detailed information about configuring Java application servers for use with Oracle ATG
Web Commerce.

General Configuration

This section provides configuration information that applies to all Java application servers.

Configure SSL

Configure your application server to use Secure Sockets Layer (SSL) connections. SSL authenticates the server
to clients that connect to it and encrypts the data that they exchange. In particular, make sure that connections
to internal, administration interfaces such as the Dynamo Server Admin application, the Oracle ATG Web
Commerce Business Control Center, and the ATG Control Center use SSL.

SSL authentication helps to prevent session hijacking. Do not allow your Web application to transmit or receive
unencrypted session identifiers. Unauthorized users can reuse session identifiers to gain access to your Web
application while an authorized user is logged in. Unauthorized users cannot access session identifiers if they are
encrypted by SSL.

See instructions for configuring SSL in the documentation for your Java application server. The application
server controls SSL for connections to your Oracle ATG Web Commerce application.

GZIP Compression

You should enable GZIP compression for static files. See your application server documentation for information.

File Name Character Encoding

Make sure that your application server is configured to serve the file name characters that you use in your Web
applications. If you serve files that include non-English characters in their file names, configure your application
server to handle URL requests using Unicode (UTF-8) characters.
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For example, if you are using the Oracle WebLogic application server, add the following element to your
webl ogi c. xm file.

<char set - par ans>
<i nput - char set >
<r esour ce- pat h>/ *</ r esour ce- pat h>
<j ava- char set - nane>UTF- 8</ j ava- char set - name>
</i nput - char set >
</ char set - par ans>

See the documentation for your Java application server software for more information about serving files with
non-English characters in their file names.

Application Server Configuration

When installing an application servers, you can install a supported version and a version that is not supported
by allowed. Application server configurations are located at/ at g/ ci mf pr oduct confi g/

appser ver / Support edAppl i cati onServer. properti es. This file allows you to add supported versions

of an application server, as well as to specify a version that is allows to run. When an unsupported but allowed
version of an application server runs, CIM allows the application to run, but issues a warning message in the CIM
console.

The following is an example of the Suppor t edAppl i cati onSer ver file:. Note that the version numbers
used in this example may not reflect the latest supported versions of the application. Refer to the Oracle
Knowledgebase for the latest supported versions:

BLOG C_SUPPORTED=10. 3,12.1.2
WEBSPHERE_SUPPCORTED=7.0.0,8.5.0
TOMCAT_SUPPCRTED=6. 0
JBOSS_SUPPORTED=5.1.0,5.0,5.1.2,6.0

JBOSS_ALLOWED=12.1.1

WEBLOG C_ALLOWED=7.0.5, 8.5.3
TOMCAT_ALLOVWED=6. 1
WEBSPHERE_ALLOWED=5. 1. 1

Oracle WebLogic

If you are using WebLogic and want to run the ACC in a dedicated VM (see Starting the ACC in a Dedicated
VM (page 60) in this guide), you must add the following tag to the confi g. xn file for your WebLogic
application server inside the <securi t y- confi gurati on>tag:

<enf orce-val i d-basi c-aut h-credenti al s>
fal se
</ enforce-val i d-basi c-aut h-credenti al s>
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See your WebLogic documentation for information on the confi g. xni file.

To use XA data sources with WebLogic, add the following line to your <ATGL1di r >/ hone/ ser ver s/
servername/ | ocal confi g/ GLOBAL. properti es file:

| ocal Transacti onMbdel niti ali zati on=fal se

In order to create scenarios in the ACC, you must add the <W.di r >/ server/lib/w client.j ar file to your
class path. To do this, copyw cl i ent . j ar intothe/ | i b directory of your standalone ACC installation, then
modify the bi n/ start Cli ent. bat filetoincludew cl i ent.j ar in the class path.

If you are planning to run SQLIJMBAdNi n on your WebLogic installation, you must change the sessi on-
ti meout value in the SQLIMSAdN n webMbdul e\ VEB- | NF\ web. xmi file from zero to a positive number. The
recommended timeout value is 30.

Oracle ATG Web Commerce does not support Unicast cluster messaging mode. If you are clustering Oracle ATG
Web Commerce servers, set the cluster messaging mode to multicast.

Memory Allocation

To increase the performance of Oracle ATG Web Commerce applications, set the USER_MEM _ARGS environment
variable for your Oracle WebLogic server as shown below.

USER_MEM ARGS=' - Xms1152m —Xnx2048m

See information about Oracle WebLogic memory allocation and environment variables in the documentation for
that product (http://www.oracle.com/technetwork/middleware/weblogic/documentation/index.html).

Controlling Page Recompilation on WebLogic

When you run Oracle ATG Web Commerce applications on WebLogic, WebLogic's JSP container manages

JSP compilation. If you are running WebLogic in development mode, modified pages are automatically
recompiled when they are requested, ensuring that the . j ava files associated with the pages are up to date.
To prevent performance degradation due to unnecessary page recompilation, when you run WebLogic 10 in
production mode, page recompilation is automatically disabled (. j sp files should not change on a production
environment, so in theory recompilation never happens; but disabling recompilation ensures that it is not be
triggered by a timestamp change).

Although recent WebLogic versions automatically disable page recompilation in production mode, you may
want to manually disable recompilation if you are in a testing phase, but not yet running in production mode.
Unnecessary recompilation may distort performance tests and slow down your quality assurance process.

To disable page recompilation, create a webl ogi c. xni file (or modify an existing one) in the VEB- | NF
directory of each web application you want to include in your EAR file. In the webl ogi c. xni file, set these two
parameters to -1:

+ pageCheckSeconds specifies the interval in seconds between stale checks for an individual JSP. When a
request for a JSP is received, if the last stale check on this page was longer ago than the number of seconds
that pageCheckSeconds is set to, a new stale check is performed, and if the page is determined to be stale,
it is recompiled. The default in development mode is 1 second. Setting this parameter to -1 disables stale
checking.
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+ servet-rel oad- check- secs specifies the interval in seconds between checks of a web application’s WEB-
I NF/ cl asses directory to see if any servlets have been recompiled (and therefore need to be reloaded). The
default in development mode is 1 second. Setting this parameter to -1 disables checking.

The following example illustrates disabling both of these checks in the webl ogi c. xni file:

<webl ogi ¢c- web- app>
<cont ai ner - descri pt or >
<servl et -rel oad- check-secs>- 1</ servl et - r el oad- check-secs>
</ cont ai ner-descri pt or >
<j sp-descri ptor>
<page- check- seconds>- 1</ page- check- seconds>
</ j sp-descri pt or>
</ webl ogi c- web- app>

WebLogic Installation Results

The Oracle ATG Web Commerce setup program adds a pr ot ocol . j ar fileto the /| i b subdirectory of the
WebLogic domain directory that you specified during the installation process.

Edit the set Domai nEnv. sh| bat file in the <domai n>/ bi n di r ect ory. For example, you could prepend your
required values to the PRE_CLASSPATH variable, which automatically prepends your values to the WebLogic
CLASSPATH:

set PRE_CLASSPATH=C: \ WbLogi c\ user _proj ect s\ donai ns\ mydonai n\ prot ocol . j ar;
IMEBLOG C_CLASSPATHY %P0 NTBASE_CLASSPATHY %JAVA HOVE%W jre\lib\rt.jar;
9N HOVE% server\ | i b\ webservi ces. j ar; “UCLASSPATHY%

Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).

Working with Managed WebLogic Server Instances

JBoss

When a WebLogic server is started using the WebLogic Admin console, it uses the <WebLogi ¢c_Honme>/ conmon/
bi n/ comEnv script to set up environment variables, including the CLASSPATH. This causes an Unknown
Protocol error. However, when a server is started from a command prompt using the st ar t ManagedWebLogi ¢
script, it calls the <WebLogi ¢c_Domai n_Hone>/

bi n/ set Domai nEnv script, avoiding any errors. To use the st ar t ManagedWebLogi ¢ script with a server that
has been started using the WebLogic Admin console, you must modify the <WebLogi ¢_Home>/ common/
nodemanager / nodemanager . properti es and setthe St art Scri pt Enabl ed property tot r ue.

JBoss-Specific Requirements

After installing JBoss, modify the JVM arguments. Go to <JBdi r >/ bi n/ r un. conf | bat and edit the JAVA_OPTS
line. The following are recommended settings:
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JAVA_OPTS="-server -Xms2048m - Xmx3072m - XX: MaxPer nSi ze=768m
- XX: MaxNewSi ze=768m - Dsun. rm . dgc. server. gcl nt erval =3600000 —
Dsun.rm . client.gclnterval =3600000"

If you are setting up a JBoss instance that is dedicated to lock management, you can run that instance with
a smaller heap size, since the lock manager does not serve pages. To do this, create a new r un. bat | sh file
referring to a new r un. conf file.

Duplicate the r un. bat | shand r un. conf files and rename the duplicates (for example, r unLockMan. sh
and runLockMan. conf ). In the r unLockMan. bat | sh file, change the following section to point to the new
configuration file:

# Read an optional running configuration file
if [ "x$RUN_CONF" = "x" ]; then
RUN_CONF="$DI RNAME/ r unLockMan. conf "
fi
if [ -r "$RUN_CONF" ]; then
" $RUN_CONF"
fi

Ther unLockMan. conf file should include the following settings:

JAVA _OPTS="-server —-Xms512m —Xmx512m - XX: MaxPer nSi ze=128m
- XX: MaxNewSi ze=128m
-Dsun. rm . dgc. server. gcl nt erval =3600000"

Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).

Using ACC Scenarios in JBoss

In order to create scenarios in the ATG Control Center (ACC), you must add the following three JAR files to your
class path:

<JBdi r>/ cormmon/li b/ jboss-javaee.jar
<JBdi r>/ common/ | i b/ j sp-api .| ar
<JBdi r>/ common/ | i b/ servl et-api.jar

To do this, copy the files into the / | i b directory of your standalone ACC installation, then modify the bi n/
start Client. bat file to include the three JARs in the class path.

Disabling Session ID Checking in JBoss
If you are using JBoss on UNIX and expect to run multiple Oracle ATG Web Commerce servers within a single

JBoss instance (as may be the case during development or demonstrations), edit the JBoss r un. conf script by
adding the following line to the end of the file:

JAVA_OPTS="${JAVA_OPTS} -Dorg. apache. catal i na. connect or. Request
. SESSI ON_| D_CHECK=f al se"
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This allows your browser to use a single j sessi oni d cookie for both instances, avoiding unnecessary errors.

JBoss Installation Results

The Oracle ATG Web Commerce installer does not alter your JBoss installation directory.

Note: Do not deploy multiple Oracle ATG Web Commerce application EAR files to a single JBoss server.

JBoss EAP 6

There are some differences between JBoss EAP 6.0.1 and previous versions that impact the way that CIM installs
and configures the application server.

Templates

JBoss EAP 6 uses a single XML configuration file, as opposed to multiple configuration files. When using CIM to
install JBoss, you must select the JBoss EAP 6 template to use:

+ standal one. xm - The default configuration file for web profile configuration

+ standal one-ful | . xm -Java Enterprise Edition full profile configuration

+ standal one- ha. xm - The default profile with clustering capabilities

+ standal one-ful | -ha. xm -The Java Enterprise Edition full profile with clustering capabilities

This file, which contains all configuration information for the server instance, is copied and renamed with the
name of the application server you entered during the installation. Refer to your JBoss EAP 6 documentation for
additional information.

IBM WebSphere

WebSphere-Specific Requirements
The information in the following sections applies only to those using the WebSphere Application Server.
Running WebSphere on AIX

If using WebSphere on AlX, to avoid errors when importing application data using Oracle ATG Web Commerce
import scripts, you must set the following in the <ATGL1di r >/ hone/ | ocal conf i g/ post Envi ronnment . sh file:

JAVA_ARGS="${JAVA_ARGS} -Dj ava.net.preferlPv4Stack=true"

You must also set it in the WebSphere environment:

1. In WebSphere Admin, go to Servers > Application servers > ser ver _nane >Java and Process Management >
Process Definition > Java Virtual Machine.
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2. Under Generic JVM arguments set the following:
-D ava. net. preferl Pv4St ack=true

If you do encounter this problem, you will see errors such as the following:

Error: Jan 30, 2008 12:45:01 PM javax.j ndns. JnDNScl oseMul ti cast Socket
WARNI NG cl oseMul ti cast Socket () C ose socketexception
j ava. net. Socket Excepti on: The socket name is not available on this system

XA Data Sources on WebSphere

To use XA data sources with WebSphere, add the following line to your <ATGL1di r >/ hone/ ser ver s/
server name/ | ocal confi g/ GLOBAL. properti es file:

| ocal Transacti onModel niti alizati on=fal se

Creating ACC Scenarios on WebSphere

In order to create scenarios in the ACC, you must add the <W&di r >/ AppSer ver/j 2ee. j ar file to your class
path. To do this, copyj 2ee. j ar into the/ | i b directory of your standalone ACC installation, then modify the
bi n/startd i ent. bat filetoincludej 2ee. j ar in the class path.

Using Oracle ATG Web Commerce Multisite on WebSphere

If you are using the Oracle ATG Web Commerce multisite feature on WebSphere, in order to use virtual context
roots, do the following:

1. In WebSphere Admin, go to Servers > Server Types > WebSphere application servers > ser ver _nane > Web
Container settings > Web Container > Custom Properties.

2. Setthe com i bm ws. webcont ai ner. i nvokefiltersconpati bility property to true.

In order for session recovery to function across a multisite installation, make sure to set the following properties
as indicated on each application server:

+ Enable URL rewriting — Enabled
+ Enable protocol switch rewriting - Enabled

* Htt pSessi onReuse - True

WebSphere Installation Results

If you are not using CIM to configure your installation, you must manually register the Oracle ATG Web
Commerce URL providers, following this procedure:

1. Copy prot ocol . j ar from the <ATGL1di r >\ DAS\ | i b directory to the\ | i b directory of your WebSphere
installation.

2. Register the following URL providers in the WebSphere Admin Console (see your WebSphere
documentation), using the specified settings:

nane = dynam)syst enresource
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st reanHand! er Cl assNane =
at g. net . waww. pr ot ocol . dynanosyst enr esour ce. Handl er
protocol = dynanosystenresource

nanme = appnodul er esource
streanHandl er O assNane = at g. net. ww. prot ocol . appnodul er esour ce. Handl er
protocol = appnodul eresource

Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).
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Configuring Databases and
Database Access

Before deploying your application in a production environment, configure both your application server and
ATG products to use a production-quality database management system such as Oracle or Microsoft SQL Server.
Your applications can then access application server resources and ATG components simultaneously. For a list of
supported databases, refer to the Oracle ATG Commerce Supported Environments Matrix document in the My
Oracle Support knowledge base.

The Oracle ATG Web Commerce platform includes a number of tools for creating a database, adding and
removing tables, configuring data sources and connection pools, and importing and exporting data. This
chapter covers the following topics:

Creating Database Tables Using SQL Scripts (page 26)

Destroying Database Tables (page 29)

Adding a JDBC Driver (page 32)

Configuring ATG Data Sources for Data Import (page 32)

Configuring Data Sources and Transaction Management (page 34)

Using Oracle ATG Web Commerce Products with an IBM DB2 Database (page 42)

Using Oracle ATG Web Commerce Products with an IBM DB2 Database (page 42)

Copying and Switching Databases (page 47)

Database Sorting for Localization (page 52)

Note: The Configuration and Installation Manager (CIM) utility creates database schemas and data sources for
you. It also imports any required data. See Configuration and Installation Manager (CIM) (page 10).

Note: Changing Oracle ATG Web Commerce’s out-of-the-box database schemas is not recommended, although
you can extend the schemas as necessary. If you do make any schema changes, you must migrate the changes
manually when you upgrade to a new version of Oracle ATG Web Commerce.

Note: JBoss comes with its own demo database, Hypersonic (note the data source hsqgl db- ds. xm in the/
depl oy directory). Some JBoss component require that database, so do not remove it unless you also plan to
remove those components.
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Creating Database Tables Using SQL Scripts

The following sections explain how to create database tables for the Oracle ATG Web Commerce Adaptive
Scenario Engine and Oracle ATG Web Commerce Portal.

+ Creating Database Tables for ATG Adaptive Scenario Engine (page 26)
+ Creating Database Tables for ATG Portal (page 28)

See the installation documentation for your other Oracle ATG Web Commerce products for information on
creating database tables required for those applications.

Note: If you are using a UTF-8 Oracle database, do the following before creating tables:
» Set the database character se (called NLS_CHARACTERSET) to AL32UTF8.
+ Setthe systemnl s_| engt h_semanti cs tochar:

alter systemset nls_|length_semantics=char;

Creating Database Tables for ATG Adaptive Scenario Engine

To create the database tables for the Oracle ATG Web Commerce Adaptive Scenario Engine, run the SQL scripts
provided for the DAS, DPS, and DSS modules, as described in the following sections.

+ Creating the DAS Tables (page 26)
+ Creating the DPS Tables (page 27)
» Creating the DSS Tables (page 27)

Oracle ATG Web Commerce Portal Note: The table creation scripts for Oracle ATG Web Commerce Portal also
create the tables for the Oracle ATG Web Commerce Adaptive Scenario Engine; you do not need to create the
DAS, DPS, and DSS tables separately. See Creating Database Tables for ATG Portal (page 28) for details.

Creating the DAS Tables

To create the database tables in the DAS module, run the das_ddl . sql script from the following directory:

<ATGlL1di r>/ DAS/ sql /i nstal | / dat abase- vendor

The das_ddl . sgl scriptis derived from the subscripts listed in the table below. If necessary, you can run these
subscripts individually from the following directory:

<ATGl1di r >/ DAS/ sql / db_conponent s/ dat abase- vendor

Script Name Purpose

create_gsa_subscri bers_ddl . sql Creates tables for event-listener registrations for distributed
caching mode in the GSA

creat e_sds. sql Creates a table for the switching data source service
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Script Name Purpose

create_sql _jnms_ddl . sql Creates tables for the Dynamo Message System
create_staff_ddl . sql Creates the Dynamo Staff Repository for the GSA
dns_|inbo_ddl . sql Creates tables to store delayed JMS messages

i d_generator. sql Creates a table for managing ID spaces

i ntegration_data_ddl . sql Creates a table for storing caching information from the

integration repository

nucl eus_security_ddl . sql Creates tables for Nucleus security data

Creating the DPS Tables

To create the database tables for DPS, run the dps_ddl . sql script from the following directory:

<ATGl1di r >/ DPS/ sql /i nst al | / dat abase- vendor

The dps_ddl . sqgl scriptis derived from the subscripts listed in the table below. If necessary, you can run these
subscripts individually from the following directory:

<ATGl1di r >/ DPS/ sql / db_conponent s/ dat abase- vendor

Script Name Purpose

| oggi ng_ddl . sql Creates tables for the logging and reporting subsystem
| oggi ng_ini t. sql Initializes the logging and reporting tables

user _ddl . sql Creates tables for the DPS schema

Creating the DSS Tables

To create the database tables for DSS, run the dss_ddl . sql script from the following directory:

<ATGlL1di r>/ DSS/ sql /i nst al | / dat abase- vendor

Thedss_ddl . sql scriptis derived from the subscripts listed in the table below. If necessary, you can run these
subscripts individually from the following directory:

<ATGl1di r >/ DSS/ sql / db_conponent s/ dat abase- vendor
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Script Name Purpose

das_mappers. sql Creates tables used by sample mappers to record Oracle ATG Web Commerce
startup and shutdown events

dps_mapper s. sql Creates tables used by sample mappers to record DPS events
dss_mappers. sql Creates tables used by sample mappers to record DSS audit trail events
scenario_ddl . sql Creates tables for the DSS Scenario Engine

Creating Database Tables for ATG Portal

The install file in the <ATGL1di r >/ Port al /i nst al | / dat abase- vendor directory runs a set of scripts that
create the required tables for the Portal Application Framework (PAF) and baseline gears.

Note: These scripts also create the tables for the Oracle ATG Web Commerce Adaptive Scenario Engine; you do
not need to run the DAS, DPS, and DSS scripts separately. Note also that the install file uses the <ATGL1di r >/
Portal /install/m nimal-data.xm fileto create the minimum set of data structures necessary to run
Oracle ATG Web Commerce Portal.

Use the following syntax to run the install file appropriate for your DBMS:
* install-db2 userid password database

* install-mssql userid password host database

* install-oracle userid password dat abase

Note: Entering passwords as command line arguments entails some security risks. Do not enter passwords as
command line arguments in situations where security is a top priority.

The table creation scripts for Oracle ATG Web Commerce Portal are located in the following directories:

<ATGl1di r>/ Portal / paf/sql /i nstal | /dat abase-vendor
<ATGl1dir>/ Portal / gear _dir/sql/install/database-vendor

Note: These scripts use an Oracle ATG Web Commerce-specific JTDat asour ce and Tr ansact i onManager, and
cannot be used with your application server’s data source or transaction manager.

Script Name Purpose

al ert_ddl . sql Creates tables for the Alerts Gear
booknar ks_ddl . sql Creates tables for the Bookmarks Gear
cal endar _ddl . sql Creates tables for the Calendar Gear
communi ti es_ddl . sql Creates tables for the Communities Gear
di scussi on_ddl . sql Creates tables for the Discussion Gear
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Script Name

docexch_ddl . sql

Purpose

Creates tables for the Document Exchange Gear

menber shi p_ddl . sql

Creates tables for storing membership requests

paf _mappers_ddl . sql

Creates tables used by sample mappers to record portal events

Portal _ddl . sql

Creates tables for the Portal Application Framework

pol | _ddl . sql

Creates tables for the Poll Gear

profile_ddl . sql

Creates tables for storing profile data for personalized communities
and pages

soapcl i ent _ddl . sql

Creates tables for the Web Services Client Gear

Destroying Database Tables

The Oracle ATG Web Commerce platform includes SQL drop scripts for destroying database tables. (If you are
using Oracle ATG Web Commerce Content Administration, see the Content Administration Programming Guide for
information on destroying the database tables for your content administration server.) Run the drop scripts in
the reverse of the order used for table creation.

This section covers the following topics:

+ Destroying Database Tables for ATG Adaptive Scenario Engine (page 29)

+ Destroying Database Tables for ATG Portal (page 31)

Destroying Database Tables for ATG Adaptive Scenario Engine

This section covers the following topics:
+ Destroying the DAS Tables (page 29)
+ Destroying the DPS Tables (page 30)

+ Destroying the DSS Tables (page 30)

Destroying the DAS Tables

To destroy all DAS tables, run the dr op_das_ddl . sql script from the following directory:

<ATGl1di r >/ DAS/ sql /i nst al | / dat abase- vendor

The dr op_das_ddl . sql scriptis derived from the subscripts listed in the table below. If necessary, you can run
these subscripts individually from the following directory:

<ATGl1di r >/ DAS/ sqgl / uni nst al | / dat abase- vendor
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Script Name

drop_dns_l i nbo_ddl . sql

Purpose

Destroys the tables used to store delayed JMS messages

drop_gsa_subscri bers_ddl . sql

Destroys the tables for event-listener registrations for distributed
caching mode in the GSA

drop_i d_generator. sql

drop_i ntegrati on_data_ddl . sql

Destroys the table for managing ID spaces

Destroys the table that stores caching information from the
integration repository

drop_nucl eus_security_ddl . sql

Destroys the tables for Nucleus security data

drop_sds. sql

Destroys the table for the switching data source service

drop_sql _j ms_ddl . sql

Destroys the tables for the Dynamo Message System

drop_staff_ddl . sql

Destroys the Dynamo Staff Repository for the GSA

Destroying the DPS Tables

To destroy all DPS tables, run the dr op_dps_ddl . sql script from the following directory:

<ATGl1di r >/ DPS/ sql /i nst al | / dat abase- vendor

The drop_dps_ddl . sql scriptis derived from the subscripts listed in the table below. If necessary, you can run
these subscripts individually from the following directory:

<ATGl1di r >/ DPS/ sqgl / uni nst al | / dat abase- vendor

Script Name Purpose
drop_| oggi ng_ddl . sql Destroys the tables for the logging and reporting subsystem
drop_user _ddl . sql Destroys the tables for the DPS schema

Destroying the DSS Tables

To destroy all DSS tables, run the dr op_dss_ddl . sql script from the following directory:

<ATGl1di r>/ DSS/ sql / i nst al | / dat abase- vendor

The drop_dss_ddl . sql scriptis derived from the subscripts listed in the table below. If necessary, you can run
these subscripts individually from the following directory:
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<ATGl1di r >/ DSS/ sql / uni nst al | / dat abase- vendor

Script Name Purpose

dr op_das_nappers. sql Destroys the DAS sample mapper tables
drop_dps_mappers. sql Destroys the DPS sample mapper tables
dr op_dss_nmappers. sql Destroys the DSS sample mapper tables
drop_scenari o_ddl . sql Destroys the DSS Scenario Engine tables

Destroying Database Tables for ATG Portal

The reset file in the <ATGL1di r >/ Port al / i nst al | / dat abase- vendor directory runs a set of scripts that
drop the database tables for Oracle ATG Web Commerce Portal. Use the following syntax to run the reset file
appropriate for your DBMS:

* reset-db2 userid password dat abase
* reset-mssqgl userid password host dat abase
* reset-oracle userid password dat abase

Note: Once you run the reset file, you must run the install file again to use your database with the Portal
Application Framework. See Creating Database Tables for ATG Portal (page 28) for details.

Note: Entering passwords as command line arguments entails some security risks. Do not enter passwords as
command line arguments in situations where security is a top priority.

The drop scripts for Oracle ATG Web Commerce Portal are located in the following directories:

<ATGL1di r>/ Portal / paf/ sql / uni nst al | / dat abase- vendor
<ATGl1di r >/ Portal / gear _dir/sql /uni nstall/dat abase-vendor

Note that the lines in these files that drop the DSS, DPS, and DAS tables are commented out by default as a
safety measure. To drop those tables, uncomment the lines before running the script.

Script Name Purpose

drop_al ert _ddl . sql Destroys tables for the Alerts Gear

dr op_bookmar ks_ddl . sql Destroys tables for the Bookmarks Gear
drop_cal endar _ddl . sql Destroys tables for the Calendar Gear
drop_communi ti es_ddl . sql Destroys tables for the Communities Gear
dr op_di scussi on_ddl . sql Destroys tables for the Discussion Gear
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Script Name Purpose

drop_docexch_ddl . sql Destroys tables for the Document Exchange Gear

dr op_nenber shi p_ddl . sql Destroys tables for storing membership requests

drop_paf _mappers_ddl . sql Destroys tables used by sample mappers to record portal events
drop_portal _ddl. sql Destroys tables for the Portal Application Framework

drop_pol | _ddl . sql Destroys tables for the Poll Gear

drop_profile_ddl.sql Destroys tables for storing portal profile data

drop_soapcl i ent _ddl . sql Destroys the tables for the Web Services Client Gear

Adding a JDBC Driver

To configure the Oracle ATG Web Commerce platform to use the JDBC driver for your DBMS, first install the
driver software on your system as instructed by the manufacturer. See your application server documentation
for information on where the driver should be installed.

Oracle users: Use the Oracle JDBC driver version that matches your Oracle server version. To find supported
driver versions, refer to the Oracle ATG Commerce Supported Environments Matrix document in the My Oracle
Support knowledge base.

Oracle WebLogic users: WebLogic ships with an oj dbc6. j ar located at <W.di r >/ Wl server _10. 3/ server/
I'i b/ . More recent Oracle drivers may be available, in which case you should make certain that your CLASSPATH
refers to the latest version, not the shipped version.

Configuring ATG Data Sources for Data Import

Oracle ATG Web Commerce uses its own data sources when running data import scripts. These scripts are
used for initial application configuration. The data source is based on / at g/ dynano/ ser vi ce/ j dbc/
JTDat aSour ce, a Nucleus service that creates new connections to a particular database.

Your running Oracle ATG Web Commerce application uses your application server’s native data sources (see
Configuring Data Sources and Transaction Management (page 34) in this guide).

J2EE JDBC supports the Java Transaction APl (JTA) via the j avax. sql . XADat aSour ce interface. JTA allows
multiple resources from different providers to participate in the same transaction. Using two-phase commits,
data integrity across different services is ensured. Oracle ATG Web Commerce supplies a Dat aSour ce that

sits on top of an XADat aSour ce and returns wrapped Connections that are registered appropriately with the
associated Transaction Manager. Oracle ATG Web Commerce’s Dat aSour ce must get all its Connections from an
XADat aSour ce. Only a true XADat aSour ce produces connections that behave properly in a two-phase commit
controlled by JTA. XADat aSour ces should be included in JDBC 2.0 drivers for the various database vendors.
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The default Dat aSour ce connection pool, JTDat aSour ce, uses the FakeXADat aSour ce component. Configure
the desired connection pool properties, but note that this data source should be used only to run Oracle ATG
Web Commerce data import scripts.

You can set up and configure a connection pool manually by creating two files in your | ocal confi g/ at g/
dynano/ servi ce/ j dbc/ directory:

» connecti onPool Nane. properties
+ connecti onPool NaneFakeXA. properti es
where connect i onPool Nane is the name of the connection pool you want to create.

The connect i onPool Nane. properti es file contains properties and values similar to the following:

$cl ass=at g. servi ce. j dbc. Moni t or edDat aSour ce

m n=10

max=10

bl ocki ng=true

maxFree=-1

| oggi ngSQ.War ni ng=f al se

| oggi ngSQL.Debug=f al se

| oggi ngSQLI nf o=f al se

dat aSour ce=/ at g/ dynano/ servi ce/ j dbc/ <connect i onPool Name>FakeXA
| oggi ngSQLError =f al se

The ni n property determines the number of connections that the pool starts out with. The max property
determines how many connections are to be kept around in the pool. When the pool starts, it immediately
creates the minimum number of connections. Whenever a service requires a connection, it takes one from the
pool. If there are no connections free, then the connection pool creates a new connection, until the maximum is
reached. Due to various initialization calls, Oracle ATG Web Commerce requires at least three JDBC connections
on install or when started with a new database. Setting the JDBC connection pool’s max property to anything
less causes Oracle ATG Web Commerce to hang when starting up.

If the maximum has been reached and a service requires another connection, then the service blocks until some
other service frees up a connection. If the bl ocki ng property is set to f al se, then instead of blocking, the
connection pool fails and results in a SQL exception.

The connect i onPool NaneFakeXA. pr oper ti es file contains properties and values similar to the following:

$cl ass=at g. servi ce. j dbc. FakeXADat aSour ce
server =| ocal host: 1313

user =admi n

needsSepar at eUser | nf o=f al se

URL=j dbc: nysql : / /1 ocal host : 3306

readOnl y=f al se

passwor d=admi n

dat abase=

driver=com nysql .jdbc. Driver

Note: Entering passwords in clear text files entails some security risks. Take steps to secure files that contain clear
text passwords.

These properties tell the connection pool how to make a connection. The dr i ver parameter specifies the name
of the driver that should be used. The URL property specifies the name of the database server machine, the port
of the database server (optional), and the name of the database on the server (optional). The format of the URL
looks like this:
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jdbc:driver nane[:additional server infornation]

By default, the connection pool’s driver and URL are configured for the MySQL database, as follows:

driver=com nysql .jdbc. Driver
URL=j dbc: nysql : / /| ocal host : 3306/ <db- nanme>

The user and passwor d properties provide the connection with login access to the database, and must be
recognized by the target database.

Ther eadOnl y property determines whether the resulting connection will be used only to perform read-only
operations. Some drivers may be able to improve performance if this is true. Most applications require read and
write access, so this property is usually f al se.

Oracle ATG Web Commerce wraps the Connect i on object to separate out SQL warning and info messages. This
lets you see the SQL statements generated by Oracle ATG Web Commerce. It also catches SQLExcept i ons that
occur on the connection and causes the connection to be closed when it is checked by into the resource pool. In
addition to the standard Application Logging log levels (I oggi ngEr r or, | oggi ngWar ni ng, | oggi ngl nf o and

| oggi ngDebug), a monitored connection lets you split off the SQL log messages with these properties:

Property Description

| oggi ngSQLEr r or logs SQL exceptions as errors

| oggi ngSQ.War ni ng logs SQL warnings received by the pool
Loggi ngSQLI nf o logs SQL statements sent by the pool
Loggi ngSQLDebug logs JDBC method calls made by the pool

By default, Oracle ATG Web Commerce turns SQL warnings off since they tend to be informational messages, not
warnings. If you want to log these messages, set | oggi ngSQLWar ni ng to true.

Configuring Data Sources and Transaction Management

When you deploy your sites, you should reconfigure your installation to use the data sources and transaction
manager that your application server uses. Data sources for all application servers should always use the
READ_COWM TTEDisolation level (on DB2, use the equivalent CURSOR STABI LI TY).

Configuring Data Sources for JBoss

Oracle ATG Web Commerce applications running on JBoss use a JTDat aSour ce component, which should be
configured to point to a JNDI reference to a Dat aSour ce component running in JBoss.
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Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).

Where to Configure JBoss Data Sources

You should configure your data source in the | ocal confi g,j bossconfi g, or equivalent named configuratio

n

layer. See “Managing Properties Files” in the Platform Programming Guide for information on application-server-

specific and named configuration layers.
In order to use the j bossconfi g directory:

+ Modify the MANI FEST. MF file for the given Oracle ATG Web Commerce module to include the following
property:

ATG JbossConfi g-Path: jbossconfig

+ Create aj bossconfi g directory and put the properties files there.

Note: If JBoss configuration files are stored in the ATG- 3r dPar t yConf i g- Pat h layer, you might see errors if

you start up applications on other application servers, because the data sources are configured to point to JNDI

names that are not set up on that application server. Data source configuration files that are specific to JBoss
should be in the ATG JBossConf i g- Pat h rather than the ATG 3r dPar t yConf i g- Pat h of those data source
configurations.

Configuring New JBoss Data Sources

Note: The following information does not apply to JBoss EAP 6. Refer to the Configuring MSSQL Data Sources on

JBoss EAP 6 (page 36) for instructions.

To configure a new data source, go to the <JBdi r >\ ser ver\ ser ver _name\ depl oy\ at g- ds. xm file. Edit the

following configuration settings:

JNDI nane

URL

driver class

user nane

passwor d

transaction isolation |Ievel
connection pool nunbers

See your application server documentation for information on the available parameters. For example:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<dat asour ces>
<xa- dat asour ce>

<j ndi - name>at gcor e_ds</j ndi - nane>
<track-connecti on-by-tx>fal se</track-connecti on-by-tx>
<i sSameRM overri de- val ue>f al se</i sSameRM overri de- val ue>
<m n- pool - si ze>5</ m n- pool -si ze>
<max- pool - si ze>100</ max- pool - si ze>
<bl ocki ng-ti meout-millis>5000</blocking-timeout-mllis>
<i dl e-ti meout - m nut es>15</idl e-ti meout - m nut es>
<transacti on-i sol ati on>TRANSACTI ON_READ COWM TTED</tr ansacti on-

i sol ati on>
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<xa- dat asour ce- cl ass>or acl e. j dbc. xa. cl i ent. O acl eXADat aSour ce</ xa-
dat asour ce-cl ass>
<xa- dat asour ce- property
name="URL" >j dbc: oracl e: t hi n: @ryserver: 1521: or al0r 2</ xa- dat asour ce-
property>
<xa- dat asour ce- property nanme="User" >user nane</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="Passwor d" >passwor d</ xa- dat asour ce- property>
<l-- Uncoment the following if you are using Oracle 9i
<xa- dat asour ce- property name="or acl e. j dbc. V8Conpati bl e" >t rue</ xa-
dat asour ce- property>
-->
<exception-sorter-class-nanme>
org.jboss.resource. adapt er. j dbc. vendor. Or acl eExcepti onSorter
</ exception-sorter-class-name>
</ xa- dat asour ce>
</ dat asour ces>

Note: Entering passwords in clear text files entails some security risks. Take steps to secure files that contain clear
text passwords.

If you have changed the JNDI name, you must also change the name configured in the <ATGL1di r >/ hone/
| ocal confi g/ at g/ dynano/ ser vi ce/ j doc/ JTDat aSour ce. properti es file:

$cl ass=at g. nucl eus. JNDI Ref er ence
JNDI Narme=JNDI Dat aSour ceNane

For example, j ava: / ATGOr acl eDS.

Note that if you are using a Wat cher Dat aSour ce, this would be configured instead in a
Di rect JTDat aSour ce. properti es file.

Adding Database Class Files

If your database driver is located anywhere other than the server’s lib directory (for example, C: \ j boss\ j boss-
eap-install-dir\jboss-as\server\atg_server\lib), youmustedit<JBdi r>/ bi n/ run. sh| bat and
add your database class files, such as Oracle’s oj dbc6. j ar, to the JBoss CLASSPATH. To do this, search for
$JIBOSS_CLASSPATHand just above it, create a line:

JBOSS_CLASSPATH=pat h_t o_oj dbc6. j ar

Rebuild and redeploy your EAR file.

Configuring MSSQL Data Sources on JBoss EAP 6

When working with JBoss data sources previous to JBoss EAP 6, you registered data sources using the at g-
ds. xni file, as outlined in the Configuring New JBoss Data Sources (page 35) section. For JBoss EAP 6, data
sources are registered in the server instance configuration file, as outlined in the JBoss EAP 6 section.

The following is an example of a JBoss data source configuration:

<subsyst em xnl ns="ur n: j boss: donai n: dat asources: 1. 1">
<dat asour ces>
<drivers>
<driver nodul e="com nysql ">
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<xa- dat asour ce- cl ass>com nysql . j dbc. j dbc2. opti onal . Mysql XADat aSour ce
</ xa- dat asour ce- cl ass>
</driver>
</drivers>
<xa- dat asour ce enabl ed="true" jndi-nane="java:/ATGProducti onDS
pool - name="nysqgl " use-java-context="true">
<xa- dat asour ce- property nanme="URL">j dbc: nysql :// 1 ocal host: 3306/
product i on</ xa- dat asour ce- property>
<driver>nysql </ driver>
<security>
<user - nane>user </ user - nanme>
<passwor d>passwor d</ passwor d>
</ security>
<!-- To avoid deadl ocks you need set this -->
<transaction-i sol ati on>TRANSACTI ON_READ COW TTED</ t ransacti on-i sol ati on>
</ xa- dat asour ce>
<xa- dat asour ce enabl ed="true" jndi-nane="java:/ATGPubl i shi ngDS"
pool - nane="nysqgl " use-java-context="true">
<xa- dat asour ce- property nanme="URL">j dbc: nysql :// 1 ocal host: 3306/
publ i shi ng</ xa- dat asour ce- property>
<driver>nysql </ driver>
<security>
<user - nane>r oot </ user - nane>
<passwor d>adni n</ passwor d>
</ security>
<!-- To avoid deadl ocks you need set this -->
<transaction-i sol ati on>TRANSACTI ON_READ COW TTED</ t ransacti on-i sol ati on>
</ xa- dat asour ce>
</ dat asour ces>
</ subsyst en»>

Configuring DB2 Data Sources on JBoss EAP 6

When you configure DB2 data sources using JBoss EAP 6, you must use the JBC4 complaint data source driver.
Ensure that you have set up your configuration using the db2j cc4. j ar driver. Refer to your application
documentation for additional information.

Configuring Data Sources for WebLogic and WebSphere

To configure Oracle ATG Web Commerce to use data sources for WebSphere or WebLogic, override the default
configuration of each Oracle ATG Web Commerce data source, replacing it with a pointer to a WebSphere or
WebLogic data source.

For example, several Oracle ATG Web Commerce repositories use as their default data source the component/
at g/ dynamo/ ser vi ce/ j dbc/ JTDat aSour ce, which is of class at g. ser vi ce. j dbc. Moni t or edDat aSour ce.
Rather than reconfiguring the repositories individually, replace the JTDat aSour ce with a component of class
at g. nucl eus. JNDI Ref er ence, so that the “data source” that the repositories now point to is just a JNDI
reference to a WebSphere or WebLogic data source. To do this, you create a JTDat aSour ce. properti es file
that contains these lines:

$cl ass=at g. nucl eus. JNDI Ref er ence
JNDI Nare=j ava: conp/ env/ j dbc/ ATGDat asour ce

where ATGDat asour ce is the JNDI name of the WebSphere or WebLogic data source. Put this file in
<ATGl1di r >/ horne/ | ocal confi g/ at g/ dynano/ servi ce/ j dbc/.
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Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).

Configuring Data Sources for an Oracle RAC Cluster

If you use Oracle ATG Web Commerce Content Administration, you must configure data sources for the
destination repositories that are used during deployment to staging and production servers. These data sources
require special configuration if the following conditions are true:

« The target site database is set up as an Oracle RAC cluster with multiple nodes.
+ The target site runs on WebLogic or WebSphere.

In this case, you must configure an Oracle RAC cluster so that all operations within a given transaction are
directed to a single cluster instance:

1. Set up a database service that runs on a single instance in the production RAC cluster.

2. This RAC cluster instance and its database service must be referenced by the data sources of the destination
repositories that Content Administration uses for deployment. To do this, configure the data sources so their
JDBC URL is set as follows:

j dbc: oracl e: thi n: @GRAC-i nst ance: port: dbservice

For detailed information about destination repositories and how they are used for deployment, see the Content
Administration Programming Guide.

Setting the Transaction Timeout on JBoss

The default JBoss transaction timeout is 300 seconds. This may be too short for your purposes, particularly if you
have a large Oracle ATG Web Commerce catalog.

To increase the transaction timeout:
1. Gotothe <JBdi r >/ server/ server-nane/ depl oy/ transacti on-j boss- beans. xm file.

2. Changethe<attribute name="transactionTi meout">300</attri but e>to ahigher number.

Setting the Transaction Timeout on WebLogic

WebLogic automatically rolls back transactions that do not complete in a certain number of seconds. The default
setting is 30 seconds, which may be too short for compiling certain complex pages, especially pages that embed
many page fragments.

When you are developing an application, a page must be recompiled each time you change it. If your
application includes complex pages (particularly if you are developing a portal with Oracle ATG Web Commerce
Portal), you can avoid transaction timeouts by raising the timeout setting to 600 seconds. Before deploying

the application on a production site, you should pre-compile all of the pages. You can then lower the timeout
setting.

To change the setting, open the WebLogic Server Console, go to the JTA page for the domain Oracle ATG Web
Commerce is installed in, and change the value in the Timeout Second:s field. Oracle ATG Web Commerce
recommends setting the timeout to 120 seconds.
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Setting the Transaction Timeout on WebSphere

WebSphere automatically rolls back transactions that do not complete in a certain number of seconds. The
default setting is 120 seconds, which may be too short for compiling certain complex pages, especially pages
that embed many page fragments.

When you are developing an application, a page must be recompiled each time you change it. If your
application includes complex pages (particularly if you are developing a portal with Oracle ATG Web Commerce
Portal), you can avoid transaction timeouts by raising the timeout setting to 600 seconds. Before deploying

the application on a production site, you should pre-compile all of the pages. You can then lower the timeout
setting.

To change the setting, go to Servers > Application Servers > ser ver > Transaction Service in the console.

Setting the Isolation Level for Transactions in WebSphere

Oracle ATG Web Commerce applications require a READ_COWM TTEDisolation level for transactions. The default
isolation level in WebSphere using MS SQL and DB2 is REPEATABLE_READ. To prevent deadlocks, use the
WebSphere Administration Console to set the isolation level in the at g- boot st r ap. war of your Nucleus-
enabled application to READ_COWM TTED. See your WebSphere documentation for instructions.

Direct SQL Deployment and Microsoft SQL Server

If you are using the direct SQL deployment feature of Oracle ATG Web Commerce and your database software is
Microsoft SQL Server, add the following elements to the data source configuration files for each Oracle ATG Web
Commerce server.

<new- connecti on-sql >SET XACT_ABORT ON</ new connecti on-sql >
<check-val i d- connecti on-sql >sel ect 1</check-valid-connection-sql >

See information about the direct SQL deployment feature in the Content Administration Programming Guide.

Data Source Debugging

This section describes the use of the Wat cher Dat aSour ce class to debug data source problems. This feature is
automatically available for all application servers.

Using Data Source Debugging

The default JTDat aSour ce allows you to monitor and log data source information for debugging purposes. It
does this using the Wat cher Dat aSour ce class. A Wat cher Dat aSour ce “wraps” another data source, allowing
debugging of the wrapped data source. For example:

/ at g/ dynano/ servi ce/ j dbc/ JTDat aSour ce. properties

$cl ass=at g. servi ce. j dbc. Wat cher Dat aSour ce

# The actual underlying DataSource.

dat aSour ce=/ at g/ dynano/ servi ce/ j dbc/ Di r ect JTDat aSour ce

Note: Due to the potential performance impact, the features described here should be used only for debugging
in a development environment. Do not use data source logging in a production environment unless absolutely
necessary.
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To view all logged data from the Wat cher Dat aSour ce, go to/ at g/ dynano/ ser vi ce/ j dbc/ JTDat aSour ce in
the Dynamo Component Browser.

WatcherDataSource Configuration

The default Wat cher Dat aSour ce configuration is:

showOpenConnect i onsl nAdm n=f al se
| ogDebugsSt ackt race=f al se

| oggi ngDebug=f al se

noni t or ed=f al se

| 0ggi ngSQLErr or =t r ue

| oggi ngSQ_Var ni ng=f al se

| oggi ngSQLI nf o=f al se

| oggi ngSQ.Debug=f al se

This default configuration logs the following information:
» current NunConnect i onsCpen

* maxConnecti onsOpen

* nuntetCal | s

* averageCet Ti ne

* maxGet Ti me

* nunCl oseCal | s

* averaged oseTi e

* maxCl oseTi me

* averageQpenTi ne

* nmaxOpenTi me

For additional debugging information, you can set the following properties to t r ue:

« showOpenConnect i onsl nAdnmi n—Lists currently open connections, along with the amount of time they
have been held open and the thread that is holding them open. This information is useful for identifying
Connection leaks. If | ogDebugSt ackt r ace is also true, then stack traces are displayed as well.

Note: This momentarily prevents connections from being obtained or returned from the data source, and
severely affects performance.

» | oggi ngDebug—Logs debug messages on every get Connecti on() and cl ose() call. These messages
include interesting information such as sub-call time, number of open connections, and the calling thread. If
| ogDebugSt ackt race is alsot r ue then a stack trace is logged as well.

» | ogDebugsSt ackt r ace—Creates stack traces on each get Connect i on() call. This allows the calling code
to be easily identified, which can be useful when trying to find Connection leaks, code that is holding
Connections open for too long, or code that is grabbing too many Connections at a time.

Note: This is done by generating an exception, which affects performance.

+ noni t or ed—Gathers additional connection statistics and SQL logging.
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Using the JDBC Browser

The Dynamo Server Admin includes a JDBC Browser (ht t p: / / host nanme: por t / dyn/ adni n/ at g/ dynano/
adni n/ en/ j dbcbr owser /) that enables you to examine the metadata of a database, including a listing of
the tables, columns, and supported data types. The JDBC Browser also allows you to create tables, drop tables,
execute queries, and examine the results of those queries.

All these operations are performed on a generic JDBC driver connection, meaning that the JDBC Browser should
work with all database for which a JDBC driver exists.

Configuring the JDBC Browser

The JDBC Browser obtains its JDBC connections from a JDBC connection pool service. By default, the service is
set to the standard connection pool at/ at g/ dynano/ ser vi ce/ j dbc/ JTDat aSouce. This connection pool
determines which JDBC driver and database to use.

If you want the JDBC Browser to use a different connection pool, modify the connect i onPool property of /
at g/ dynano/ adni n/ j dbcbr owser / Connect i onPool Poi nt er so that it points to the desired connection
pool service, using the following form:

/ at g/ dynano/ ser vi ce/ j dbc/ your - pool - nane

Create Table Operation

The Create table page provides a simple way for you to define a table and create it in the database. You can
fill in the names and types of up to 10 columns in the table (any columns you leave blank will not be put into
the table). The column types are expressed in JDBC types, which may or may not correspond directly to your
database’s data types.

The Nul | abl e, Uni que, and Pri mary Key flags indicate properties of the column. You'll have to be careful to
avoid illegal combinations; for example, most databases do not allow a primary key to be nullable.

The Addi ti onal Constr ai nt's are passed straight through to the CREATE TABLE statement. This allows you
to enter additional constraints, such as foreign keys or indices.

Drop Table Operation

The Drop table page drops the table you name.

Execute Query Operation

The Execute query page allows you to enter an arbitrary SQL statement that is passed through the driver to the
database. The results of the statement are displayed in response. If the statement generates multiple result sets
and update counts, all of those result sets and update counts will be displayed.

The flag marked Show resul ting col um headi ngs in |ong formindicates whether extra result set
metadata should be shown with each column. This tends to be rather extensive and is probably not necessary
for most operations.
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When you submit the query, you can submit with a commit or submit with a rollback. These options are only
meaningful if aut oConmi t isf al se. If aut oConmi t ist r ue, then the query will always be followed by a commit.
The aut oConmi t property is set in the connection pool service.

Metadata Operations

All JDBC drivers provide metadata about the database that can be accessed through the JDBC interface.
This metadata includes runtime information such as a listing of the tables and columns in the database. The
metadata can also include information about the specific dialect of SQL that is understood by the database.

The JDBC Browser allows you to access all the metadata provided by the JDBC driver. Each of the metadata
operations asks you to provide parameters for the requested metadata. For example, the Li st t abl es
operation asks for a Cat al og Name, Schema Nane, and Tabl e Nane. You can leave these fields blank, in which
case all the appropriate metadata is returned.

Using Oracle ATG Web Commerce Products with an IBM
DB2 Database

To use a DB2 database, you must set the par anet eri zedSel ect and useSet Bi nar ySt r eamproperties of the
/ at g/ dynano/ messagi ng/ Sql JnsProvi der componenttof al se.

In order for some import scripts to work, you must also set the following in your <ATGL1di r >/ hone/
| ocal confi g/ GLOBAL. properti es file:

handl eRanges| nMenory=t r ue
| ocal Transacti onModel ni tialization=fal se

Create at least three table spaces and buffer pools: one tablespace/buffer pool with a page size of 4KB, one with
a page size of 16KB, and one with a page size of 32KB. See your DB2 documentation for more information. Oracle
ATG Web Commerce recommends that you create more than one table space in each size; the numbers vary
depending on your data.

The db2_j ns_pr ocedur es_ddl . sql file contains procedures that set the nsgPol | Bat chSi ze property of
Sql JnsPr ovi der . The dns_t opi ¢_f 1 ag and dms_queue_f | ag procedures set a fixed batch size of 5000
(unlike Oracle or MSSQL, DB2 does not compute the batch size, but uses a fixed number).

If you find that the 5000-item configuration is not effective, you can change the setting and recompile the
procedures using the following statements:

db2 connect to db2_alias user schena_owner_nane using password
db2 -td@-v -ffil ename

For example,

db2 -td@-v -fdb2_jnms_procedures_ddl.sqgl > db2_jns_procedures_ddl .| og
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Note: Entering passwords as command line arguments entails some security risks. Do not enter passwords as
command line arguments in situations where security is a top priority.

For web-based applications such as Oracle ATG Web Commerce, the recommended isolation level
READ_COMMITTED. On Oracle and MSSQL, non-modifying transactions are allowed to read data while another
transaction commits. DB2’s treatment of this isolation level is different in two ways: first, it calls the isolation
level CURSOR STABILITY, and second, it locks exclusively on a table that is being modified, preventing other
transactions from reading data from those tables.

To modify DB2 so that it behaves the same way with CURSOR STABILITY that Oracle and MSSQL behave with
READ COMMITTED, create the following registry entries for your database:

DB2_EVALUNCOWM TTED
Do not wait for uncommitted updates.

DB2_SKI PI NSERTED
Do not wait for uncommitted inserts.

DB2_SKI PDELETED
Do not wait for uncommitted deletes.

Using Oracle ATG Web Commerce Products with a
Microsoft SQL Server Database

Oracle ATG Web Commerce products do not support Unicode for MS SQL Server databases. To use Microsoft
SQL Server with Oracle ATG Web Commerce products, be sure the useSet Uni codeSt r eamproperty of

all SQL repository components is set to f al se (default). To ensure that no Oracle ATG Web Commerce
components are configured to use useSet Uni codeSt r eam you can set this property in your | ocal confi g/
GLOBAL. properti es file:

useSet Uni codeSt r ean¥f al se

If you are creating localized content, set the useSet Asci i St r eamproperty to f al se in your| ocal confi g/
GLOBAL. properti es file:

useSet Asci i St rean¥f al se

If you are using the Microsoft SQL Server 2005 JDBC driver, you must set sendSt r i ngPar anet er sAsUni code
tof al se in your URL connection string. For example:

URL=j dbc: sql server:// <SERVER>: <PORT>; dat abaseName=<DATABASE>;
sendSt ri ngPar anet er sAsUni code=f al se

The sendSt ri ngPar anet er sAsUni code=f al se setting avoids Unicode character conversion and enables MS
SQL Server to use indexes in queries.

In addition, to prevent deadlocks and timeout problems, you must turn on READ_COVM TTED_SNAPSHOT. For
example:
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ALTER DATABASE <dat abase_nane> SET READ_COWM TTED_SNAPSHOT ON,

Using iNet (Merlia) Drivers

If you are using iNet drivers on JBoss, bear in mind that this driver does not allow for passing information by URL;
therefore, some additional information must be set in the property fields, as shown in this example:

<xa- dat asour ce>
<j ndi - name>ATGPr oduct i onDS</ j ndi - name>
<track- connecti on-by-tx/>
<i sSameRM overri de- val ue>f al se</i sSameRM overri de- val ue>
<m n- pool - si ze>5</ m n- pool - si ze>
<max- pool - si ze>100</ max- pool - si ze>
<bl ocki ng-ti meout-m||is>5000</bl ocking-timeout-mllis>
<i dl e-ti meout - m nut es>15</i dl e-ti meout - m nut es>
<transacti on-i sol ati on>TRANSACTI ON_READ COW TTED</transacti on-i sol ati on>
<xa- dat asour ce-cl ass>com i net . t ds. DTCDat aSour ce</ xa- dat asour ce-cl ass>
<xa- dat asour ce- property name="Server Nane" >server _nane</ xa- dat asour ce- property>
<xa- dat asour ce- property nane="Dat abaseNane" >dat abase_nane</ xa- dat asour ce-
property>
<xa- dat asour ce- property nane="User">dat abase_user nane</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="Passwor d">dat abase_passwor d</ xa- dat asour ce-
property>
<xa- dat asour ce- property nanme="Mde" >71</ xa- dat asour ce- property>

<l-- sgl to call when connection is created -->

<new connecti on- sql >sel ect 1</ new connecti on-sql >

<l-- sgl to call on an existing pooled connection when it is obtained from
pool -->

<check-val i d- connecti on- sql >sel ect 1</check-valid-connection-sql >

<!-- correspondi ng type-nmappi ng i n the standardjbosscnp-jdbc. xm -->
<net adat a>
<t ype- mappi ng>M5 SQLSERVER2000</ t ype- mappi ng>
</ met adat a>
</ xa- dat asour ce>

Note: Entering passwords in clear text files entails some security risks. Take steps to secure files that contain clear
text passwords.

If you are using iNet drivers with WebLogic, when you create your data source, use the following settings:
+ The type should be DataDirect’s MSSQL type 4 XA.
+ Set the following properties:

+ ur| —The full connection string for your data source.

+ driver —Thedriver nameiscom i net . t ds. DTCDat aSour ce.

+ user —User name for the database account.

+ port —Connection port used for the database.

+ mode—This should normally be set to 71, as Unicode is not supported for MS SQL.

+ ser ver Nane—The machine name of the database host.
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+ secur eLevel —Set this to 0 if you are not using SSL. If you are using SSL, see your database
documentation for information.

Using iNet Merlia Driver with JBoss EAP 6

When configuring an iNet Merlia driver for an MSSQL data source with JBoss EAP 6, you need to manually
identify the correct driver for each data source. During deployment, JBoss creates two different drivers for Merlia,
based on the name of the JARfile, the iNet driver class names and the version of the driver. To register your data
source, you must provide the JBoss internal driver name:

1.

7.

Start JBoss server and deploy the driver (the Mer | i a. j ar . dodepl oy driver is deployed automatically when
the server starts).

. Open the JBoss Management Console atht t p: / / ser ver - nane: port and then clicking on Management

Console.

. Select Profile > Datasources
. Select Add to add a new data source.
. Enter a data source name and a JNDI name.

. Select Next. JBoss displays the option to choose a driver for the data source and displays a list of installed

drivers. Note that there are two different Mer | i a. j ar drivers., which are based on the class type and version
of the driver.

+ .cominet.tds. TdsDat aSour ce - The JDBC 1 data source, a simple data source.
+ .cominet.tds. PDat aSour ce — A pooled data source.

Identify the appropriate driver name to add to the server’s configuration file.

Once you have retrieved the driver, open the server’s configuration file and enter the correct driver information
as outlined in the Configuring MSSQL Data Sources on JBoss EAP 6 (page 36) section. For example:

<xa- dat asource enabl ed="true" jndi-nane="java:/ATGPr oducti onDS"

pool - name="ATGPr oduct i onDS" use-j ava-context="true">
<xa- dat asour ce- property nanme="Server Nane" >| ocal host </ xa- dat asour ce- pr operty>
<xa- dat asour ce- property nanme="Dat abaseNane" >pr od</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="User" >sa</ xa- dat asour ce- property>
<xa- dat asour ce- property name="Passwor d">passwor d</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="Mde" >71</ xa- dat asour ce- property>
<xa- dat asour ce- cl ass>com i net .t ds. DTCDat aSour ce</ xa- dat asour ce- cl ass>
<new- connecti on-sql >sel ect 1</ new connecti on-sql >
<driver>Merlia.jarcominet.tds. TdsDriver_8 0</driver>
<security>

<user - nane>sa</ user - nane>

<passwor d>NB129T</ passwor d>
</security>
<xa- pool >

<m n- pool - si ze>5</ m n- pool - si ze>

<max- pool - si ze>100</ max- pool - si ze>

<i s-same-rmoverride>fal se</is-same-rmoverride>
</ xa- pool >
<ti meout >

<bl ocki ng-timeout-m | 1is>5000</bl ocking-tinmeout-mllis>

<i dl e-ti meout-m nutes>15</idl e-ti meout-m nutes>
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</ti meout >
<val i dati on>
<exception-sorter class-nanme="org.jboss. resource. adapter.jdbc.
vendor . DB2Excepti onSorter"/>
<l-- sgl to call on an existing pooled connection when it is obtained from
pool -->
<check-val i d- connecti on-sql >sel ect 1</check-valid-connection-sql >
</validation>
<!-- To avoid deadl ocks you need set this -->
<transacti on-i sol ati on>TRANSACTI ON_READ COW TTED</transacti on-i sol ati on>

</ xa- dat asour ce>

Moving Data from a Development Database to the
Production Database

If you want to move data from your development database to the database used by your application server, you
can do this using the st ar t SQLReposi t or y script. This script is described in detail in the Repository Guide. To
use this script, follow these steps:

1.

2.

Set the DYNAMD HOME environment variable to <ATGL1di r >/ hone.

In the Dynamo Server Admin, create a new Oracle ATG Web Commerce server that uses data sources that
point to the development database. This is the default configuration for a new server.

. Use the st art SQLReposi t ory script to export data from the development database. Include in the

st art SQLReposi t ory command the —s ser ver nanme switch. For example, if the server you created in
the previous step is called ser ver 1, you can export the data from all of the Oracle ATG Web Commerce
repositories using this command:

bin/start SQLRepository -s serverl -exportRepositories all all.xm

. Use the st art SQLReposi t ory script to import data from the XML file (created in the previous step) into the

database used by your application server. Use the —s switch to specify a Oracle ATG Web Commerce server
that is configured to use an Oracle ATG Web Commerce data source that points to that database. For example:

bi n/start SQLRepository —s server_nanme -inport all.xn

Note that the Oracle ATG Web Commerce data source must use an Oracle ATG Web Commerce-supported
database driver. To see a list of supported database drivers refer to the Oracle ATG Commerce Supported
Environments Matrix document in the My Oracle Support knowledge base.

Oracle users: Before importing the demo data, set the useSet Char act er St r eamproperty of all SQL repository
components to t r ue so that non-8859 characters are displayed correctly. You can set this property in your
| ocal confi g/ GLOBAL. properti es file:

useSet Char act er St rean¥true

Microsoft SQL users: In order to run the Oracle ATG Web Commerce demos with a Microsoft SQL database, you
must configure the database to be case-sensitive. See your MSSQL documentation for instructions. Note that the
Quincy Funds demo is not supported for MSSQL.
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Note: Entering passwords as command line arguments entails some security risks. Do not enter passwords as
command line arguments in situations where security is a top priority.

Transferring the Demo Data

Use the commands in the following tables to transfer the Quincy Funds data from the development database to
the your production database.

Exporting the Demo Data from the Development Database

Use the command below (on one line, with no line breaks) to export the demo data from the development
database to an XML file called al | . xni .

Demo Application Command

Quincy Funds bi n/ st art SQLRepository —s server_nanme - m DSSJ2EEDenD
-exportRepositories all all.xm

Importing the Demo Data to the Production Database

Use the command below (on one line, with no line breaks) to import the data contained inal | . xn to the
database used by your application server.

Demo Application Command

Quincy Funds bi n/ st art SQLRepository —s server_name- m DSSJ2EEDeno
-inport all.xm -repository

Copying and Switching Databases

In most situations, make database changes on an offline copy of the database, rather than on the database that
runs your live site. Making changes on the live site can cause errors or inconsistencies or might adversely affect
the performance of your live site. The Oracle ATG Web Commerce platform includes copying and switching
functionality that lets you copy databases, using the database vendor’s native bulk copy tools, and switch your
live site between two different databases.

This section includes the following topics:

+ Database Copy Operations (page 48)

» Creating a DBCopier Component (page 48)

+ Configuring the DBConnectionInfo (page 49)

+ Configuring the DBCopier (page 49)
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+ Setting the Native SQL Environment (page 50)
» Switching Databases (page 51)
+ Configuring a SwitchingDataSource (page 51)

» Database Switching and Query Caching (page 52)

For information about using the database Copy and Switch features for Oracle ATG Web Commerce, see the

Commerce Programming Guide.

Database Copy Operations

The procedure for copying a database includes three basic steps:

+ exporting data out of the source database to an OS file

+ deleting any data in the destination database

+ importing data into the destination database from the OS file

The base class for the Oracle ATG Web Commerce database copying facility is at g. adapt er . gsa. DBCopi er. It
is important to note that DBCopi er s use vendor-specific bulk copy and SQL utilities for speed, rather than using
JDBC. This is accomplished by executing these commands in separate processes.

If the native bulk copy program operates on one table at a time, the DBCopi er imports table data in the order
in which the tables are specified and deletes table data in the reverse order. Thus, if there are foreign key

constraints among the tables, the copy operation can still work if the tables are specified in dependency order.
The various subclasses of DBCopi er implement copying for different database vendors, using different vendor

tools.

To use a DBCopi er, follow these steps:

1. Create a DBCopi er component. See Creating a DBCopier Component (page 48).

2. Configure DBConnect i onl nf o components for your source and destination databases. See Configuring the

DBConnectionInfo (page 49).

3. Configure the DBCopi er component as described in Configuring the DBCopier (page 49).

4. Set the SQL environment variables as described in Setting the Native SQL Environment (page 50).

5. Run the DBCopi er by invoking its copy() method. For an example, see the Commerce Programming Guide.

Creating a DBCopier Component

The class from which you instantiate the DBCopi er depends on the database you are using. The following are
subclasses of at g. adapt er . gsa. DBCopi er and are in package at g. adapt er . gsa:

DBCopier Vendor

Vendor Program

BcpDBCopi er Microsoft

Bcp
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DBCopier Vendor Vendor Program
DB2DBCopi er IBM export/inmport
Or acl eDBCopi er Oracle exp/inp

For more information about the DBCopi er subclasses, see the ATG Platform API Reference.

Configuring the DBConnectioninfo

The connection information about the source database (the database you are copying from) and

the destination database (the database you are copying to) is maintained in a component of type

at g. adapt er . gsa. DBConnect i onl nf 0. Create a DBConnect i onl nf o for each database and configure it with
the following information:

Property Description

Ser ver The name of the database server

User A valid username to connect to the database

Passwor d A valid password for the username specified by the user property

Note: The DBConnect i onl nf o settings are not expressed in JDBC terms. The settings are the values of the
connection parameters used by OS tools (such as bcp) when connecting to the specified database.

Note: Entering passwords in clear text files entails some security risks. Take steps to secure files that contain clear

text passwords.

Configuring the DBCopier

Set the following properties of the DBCopi er :

Property

Description

Sour ce

Destination

The DBConnect i onl nf o that service holds connection information for the
database to copy from.

The DBConnect i onl nf o that service holds connection information for the
database to copy into.

Tabl es

A comma-separated list of the names of the tables in the sour ce database to
be copied. If the native bulk copy program operates on one table at a time, the
DBCopi er imports table data in the order in which the tables are specified and
deletes table data in the reverse order.
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Property Description

Directory The name of a scratch directory for SQL and data files used during the copy
operation. This directory must exist before the copy is launched. It is strongly
recommended that no other processes or facilities use this scratch directory,
especially other DBCopi er instances.

d eanupDirectory Set this to true to delete the files in the scratch directory after the copy is
performed. Defaults to f al se.

In addition to the above properties, which are common to all DBCopi er classes, each of the DBCopi er
subclasses has the following properties you may need to configure.

BcpDBCopier

This DBCopi er for MSSQL databases uses the bcp utility for copy data. Generally, you can use this copier with
the default property settings, with one exception. You should set the BcpDBCopi er s maxText Or | mageSi ze
property to a value no smaller than the largest text or image column in the tables being copied. See your
Microsoft documentation for details.

DB2DBCopier

This DBCopi er for DB2 databases uses the DB2 export andi nport utilities. If you are running the

DB2DBCopi er on UNIX or any other operating system that uses “/” as a directory separator, set the

useUni xSt yl eDi r property of the DB2DBCopi er component tot r ue. If “\" is the directory separator, set the
useUni xStyl eDi r tof al se. The DB2 export utility wants to store binary objects in their own files, so make
sure that the directory property points to a location in which these files can be stored temporarily. See your DB2
documentation for details.

OracleDBCopier

This class is a DBCopi er for Oracle databases. This copier uses the Oracle exp and i np utilities. You can
configure Or acl eDBCopi er to use direct path for exporting. To enable direct path for exporting, set the
useDi r ect Pat hFor Export property of the Or acl eDBCopi er tot r ue. This property is f al se by default.

See your Oracle documentation for more information on using direct path with the exp utility.

Setting the Native SQL Environment

DBCopi er components use vendor-specific bulk copy and SQL utilities for speed, rather than using JDBC.
Therefore, to use a DBCopi er, the native SQL environment for the database in question must be set up before
starting your Oracle ATG Web Commerce application. This is required by the vendor tools in the database
software. To use a DBCopi er component, you must set up the environment in which the JVM runs as specified
in the database vendor documentation. You can add this environment information to your <ATGL1di r >/
home/ | ocal confi g/ envi ronnment . sh orenvi ronnent . bat file. For information about the settings for your
database, see the documentation from your database vendor.

For example, for Oracle you should set your environment up to look something like this:

ORACLE_HOME=/ or acl e-di rectory
PATH=$PATH: $ORACLE_HOME/ bi n
ORACLE_SI D=or a8
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Switching Databases

In many database-dependent applications, you may want to make changes in an offline

database and then switch over your live application so that the inactive database becomes

the live database. Oracle ATG Web Commerce’s switching facility is based on a class named

at g. servi ce. j dbc. Swi t chi ngDat aSour ce. You can use a Swi t chi ngDat aSour ce in place of a regular
data source (such as at g. ser vi ce. j dbc. Moni t or edDat aSour ce). The Swi t chi ngDat aSour ce can be
switched between two or more underlying Dat aSour ces. All Dat aSour ce method calls are passed through

to the Dat aSour ce specified by the cur r ent Dat aSour ce property of the Swi t chi ngDat aSour ce. Note that
each Dat aSour ce that the Swi t chi ngDat aSour ce points to must be of class at g. nucl eus. JNDI Ref er ence,
with a JNDI Nane property that points to an application server data source. See Configuring Data Sources and
Transaction Management (page 34) for more information.

The switching database is meant to complement the DBCopi er components. For example, if you are using
Oracle ATG Web Commerce, you would update an inactive database, switch your live site to that database, then
copy the currently-active database to the inactive database using the database vendor’s native bulk copy tools.

Note: Unlike DBCopi er, Oracle ATG Web Commerce’s switching facility is a JDBC mechanism.
To set up and use a database switching service:
1. Configure Dat aSour ces that connect to your live and inactive databases.

2. Configure a Swi t chi ngDat aSour ce component, as described in Configuring a SwitchingDataSource (page
51).

3. Configure the Repository components that use the Dat aSour ces to point to the Swi t chi ngDat aSour ce.
Also set the Repository components’ sel ecti veCachel nval i cat i on property (see Configure Selective
Cache Invalidation in the Content Administration Programming Guide).

Important: If you have multiple independent Oracle ATG Web Commerce clusters that share a single
SDSReposi t or y, make sure each cluster uses a unique set of Swi t chi ngDat aSour ce names. Otherwise, the
clusters interfere with each other during the switching process.

Configuring a SwitchingDataSource

Set the following properties of the Swi t chi ngDat aSour ce component:

Name Description

i nitial Dat aSour ceNane The short name for the Dat aSour ce that should be used for the

cur r ent Dat aSour ce on the very first run. On subsequent runs, the
initial cur r ent Dat aSour ce is obtained from the state recorded in the
SDSReposi tory.

dat aSour ces Set to a Ser vi ceNMap of Dat aSour ces. This property maps short names of
Dat aSour ces to their Nucleus component path. The following example
shows how you might set the dat aSour ces property:

dat aSour ces=Fi r st Dat aSour ce=\

/ at g/ dynano/ servi ce/ j dbc/ Fi r st Dat aSour ce, \
SecondDat aSour ce=\

/ at g/ dynano/ ser vi ce/ j dbc/ SecondDat aSour ce
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Name Description

repository Set with a reference to / at g/ dynano/ ser vi ce/ j dbc/ SDSReposi t ory.

This refers to the switching data source repository, which keeps track of
which database the switching data source points to at any time.

This sample shows the default format of the switching data source used by the product catalog in Oracle ATG
Web Commerce:

$cl ass=at g. servi ce. j dbc. Swi t chi ngDat aSour ce

#

# A map fromdata source nanes to data sources

#

dat aSour ces=\
Dat aSour ceA=/ at g/ commer ce/ j dbc/ Product Cat al ogDat aSour ceA, \
Dat aSour ceB=/ at g/ conmer ce/ j dbc/ Pr oduct Cat al ogDat aSour ceB

#

# The nane of the data source that should be used on startup
#

i ni tial Dat aSour ceNanme=Dat aSour ceA

reposi tory=/ at g/ dynano/ servi ce/ j dbc/ SDSReposi t ory

Note: The Configuration and Installation Manager (CIM) utility makes these configurations for you. See
Configuration and Installation Manager (CIM) (page 10).

Database Switching and Query Caching

If you are using a GSA repository and set the cacheSwi t chLoadQuer i es property of the GSAI t enDescri pt or
tot rue, the query cache is loaded for a cache switch. If f al se, the query cache starts out empty after a cache
switch.

Database Sorting for Localization

The order in which records are sorted in your Oracle ATG Web Commerce databases may control the order in
which the corresponding data is presented in user interfaces. If you are configuring Oracle ATG Web Commerce
for use in different language locales, consider how the sorting order of your database records affects user
interfaces.

For example, if you enter non-ASClI characters in the names of content administration projects, those project
names will not appear in the expected order unless you configure your database with a sorting order that
corresponds to the language used.

Find information about setting the character set and multilingual sort order in the documentation for your
database software.
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5 Platform Installation Details

This section provides general information about installing the Oracle ATG Web Commerce platform.

File System Permissions

Make sure the file system permissions for all Oracle ATG Web Commerce application files have the most
restrictive settings possible. Do not allow users other than the user account for the application itself and the
system administrator to read, write, or execute application files.

For example, if you are using a UNIX or Linux operating system, configure a dedicated user account for your
Oracle ATG Web Commerce applications. Set the file permissions for the files created by that user account so that
other users cannot read, write, or execute them. To do this, set the umask configuration for the user account to
077.

Performing a Maintenance Installation

If you have any of the Oracle ATG Web Commerce platform products installed and would like to install additional
platform products, rerun the Or acl e ATG Wb Commer ce setup program. The maintenance installer lists the
products that have not been installed yet, allowing you to select the ones you want. If you need to reinstall

any of the Oracle ATG Web Commerce platform products that are currently installed on your system, you must
uninstall the Oracle ATG Web Commerce platform completely (see Removing the Oracle ATG Web Commerce
Platform from Your System (page 55)) and run the setup program again.

Note: If you have installed any Oracle ATG Web Commerce patches, you must uninstall them before running the
maintenance installer. Once the maintenance install is complete, reinstall the patches. See the Pat chReadne
files under <ATGL1di r >/ pat ch for instructions.

Default Ports

This guide uses the host name: port convention in URLs. The default HTTP ports for the application servers are:

« JBoss: 8080
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+ WebLogic: admin server 7001

» WebSphere: 9080

Sun T1000 and T2000 Requirements

By default the Sun T1000 and T2000 systems run a server that uses port 9010. The Oracle ATG Web Commerce
lock management components also use this port. If you are using lock management, you must either disable the
server or change your lock manager to use a different port.

To disable the server:
1. Login as root.
2. Enter the following command:
mv /etc/rc2.d/S9511im/etc/rc2.d/ K95l 1im
3. Stop the service:
letc/rc2.d/ S9511im stop

To change Oracle ATG Web Commerce lock manager port assignments, when you configure your lock
management components, use the following settings:

1. Forthe d i ent LockManager port assignment in <ATGL1di r >/ hone/ | ocal confi g/ at g/ dynano/ ser vi ce
/ d i entLockManager . properties:

uselLockServer =true
| ockSer ver Port =39010

2. Forthe Server LockManager port assignment in <ATGL1di r >/ hone/ ser ver s/ ser ver name/
| ocal confi g/ at g/ dynano/ servi ce
/ Server LockManager . properties:

port=39010

See the Locked Caching section of the Repository Guide for information on configuring lock managers.

Installing the ATG Control Center on a Client Machine

This section explains how to install a standalone version of the ATG Control Center (ACC) on a client machine,
when you do not need a full Oracle ATG Web Commerce installation. It covers the following topics:

+ Downloading the ACC Installer (page 55)
+ Installing the ACC on a Windows Client (page 55)

+ Installing the ACC on a UNIX Client (page 55)
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Note: To use the standalone version of the ACC, the client machine must have the J2SDK installed.

Downloading the ACC Installer

Contact your Oracle ATG Web Commerce sales representative to obtain one of the following ACC distribution
files:

* ACCL1. 0. exe (Windows)
* ACCL11. 0. bi n (UNIX)

Note: You cannot use any other version of the ACC with Oracle ATG Web Commerce 11.

Installing the ACC on a Windows Client
To install the ACC on a Windows client:
1. Run the ACCL1. 0. exe file to start the setup program.

2. After you accept the terms of the license agreement, select the destination folder for the ACC. The default is
C: \ ATG ACC11. 0. Click Browse to specify a different directory.

3. Enter a name for the ACC program folder on the Windows Start menu.

4. The installer displays the settings you selected. Review the setup information and click Next to start the
installation, or Back to change any of the settings.

Installing the ACC on a UNIX Client
To install the ACC on a UNIX client:
1. Change the permissions on the downloaded installer so you can execute it.
2. Run the binary:
./ ACC11. 0. bin
3. Accept the license agreement.
4. Provide an install directory.

When finished, exit the installer.

Removing the Oracle ATG Web Commerce Platform from
Your System

Use the following methods to remove the Oracle ATG Web Commerce platform from your system.

On Windows: Use the Add/Remove Programs function in the Windows Control Panel.
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On UNIX: Go to the <ATGL1di r >/ uni nstal I /. ASE11. O_uni nst al | directory and run
Uni nstal | _ATG 11. 0.
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6 Running Nucleus-Based
Applications

Nucleus-based applications are assembled into EAR files that include both the application and Oracle ATG Web
Commerce platform resources, and which are then deployed to your application server. The Oracle ATG Web
Commerce platform installation includes the modules required to create Qui ncyFunds. ear, a sample J2EE
application that includes the Quincy Funds demo and the Dynamo Server Admin.
Once the Oracle ATG Web Commerce installation is complete, you can assemble, deploy, and run the
Qui ncyFunds. ear application. You can then access the Quincy Funds demo and the Dynamo Server Admin
through your web browser, and connect to the application with the ACC.
This chapter covers the following topics:

Starting the SQL JMS Admin Interface (page 57)

Starting Oracle ATG Web Commerce Web Services (page 58)

Connecting to the Dynamo Server Admin (page 58)

Starting the ATG Control Center (page 59)

Stopping an Oracle ATG Web Commerce Application (page 63)

Starting the SQL JMS Admin Interface

The Oracle ATG Web Commerce platform includes a browser-based administration interface for its SQL JMS
message system. This interface makes it easy to view, add, and delete SQL JMS clients, queues, and topics. To use
the SQL JMS Admin interface, include the SQLIMSAdni n module in your application.

To access the interface, point your browser to the following URL:

http://host name: port/sql JnsAdmi n

To learn more about the SQL JMS system, see the Platform Programming Guide.
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Starting Oracle ATG Web Commerce Web Services

The Oracle ATG Web Commerce platform includes a number of preconfigured web services that provide remote
access to Oracle ATG Web Commerce repositories and various personalization and commerce features. (For
detailed information about these services, see the Repository Guide, Personalization Programming Guide, and
Commerce Programming Guide.) These services are packaged in three separate applications:

<ATGl1di r >/ DAS/ WebSer vi ces/ r eposi t or yWebSer vi ces. ear
<ATGL1di r >/ DPS/ WebSer vi ces/ user profil i ngWebSer vi ces. ear
<ATGl1di r >/ DCS/ WbSer vi ces/ comrer ce\WebSer vi ces. ear

You can include any of these web services in an assembled EAR file by including the module that contains the
desired services. For example, to include the Commerce services, specify the DCS. WebSer vi ces module when
you invoke the r unAssenbl er command (see the Assembling Applications section of the Platform Programming
Guide for information on using r unAssenbl er).

Note: The Oracle ATG Web Commerce platform also provides REST Web services. See Web Services Guide.

Connecting to the Dynamo Server Admin

The Dynamo Server Admin gives you quick access to the following features:

Configuration Manager
Modify configuration for Oracle ATG Web Commerce server instances.

Component Browser
Browse the Nucleus component hierarchy.

ATG Control Center Administration
Start up the ACC.

Password Management
Change administrator passwords.

JDBC Browser
Browse a database through a JDBC connection, examine database metadata, create and drop
tables, and execute database queries.

Performance Monitor
View performance statistics on Oracle ATG Web Commerce applications.

Web Service Administration
Create and manage web services.

Batch Compiler
Precompile JHTML pages to prevent any delay the first time they load.

Configuration Reporter
Display reports about Oracle ATG Web Commerce component properties and environment.

Personalization Administration
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Find, edit, and create user profiles. If you have access to the Business Control Center, that
should be used instead.

Configuration Reporter
Display reports about Dynamo component properties and environment

Personalization Administration
Find, edit, and create user profiles

Commerce Administration
Administer product inventory, order fulfillment, and the product catalog

Sitemap Administration
Generate Sitemap and Sitemap index information

ATG Platform Documentation
Read the Dynamo documentation set

Running ATG Products
View the products currently running

You can access the Dynamo Server Admin atht t p: / / host name: por t / dyn/ adni n. The Dynamo Server
Admin is password protected. The username is “admin.” Your organization sets the password when you use
the Configuration and Installation Manager (CIM) utility to configure an Oracle ATG Web Commerce server. See
Configuration and Installation Manager (CIM) (page 10)

For information about including the Dynamo Server Admin when you assemble an EAR file, see the Including
the Dynamo Server Admin section of the Developing and Assembling Nucleus-Based Applications chapter of the
Platform Programming Guide.

Connecting to the Business Control Center

If your application includes the Bl ZUI module, you can use the Oracle ATG Web Commerce Business Control
Center to create, preview, approve, deploy, and revise site content, as well as to access other Oracle ATG Web
Commerce applications. To access the Oracle ATG Web Commerce Business Control Center, point your browser
to the following URL:

http://host name: port/at g/ bcc

To learn more about the Oracle ATG Web Commerce Business Control Center, see the Content Administration
Guide for Business Users.

Starting the ATG Control Center

You can start the ACC in several ways, depending on whether you're starting it locally in relation to your
Nucleus-based application, or on a separate client.
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Note: If you are using a UNIX variant, the shell from which you start the ACC must support X11 forwarding.
Depending on your client, you may need to install X11 packages, or use Xni ng or equivalent tools.

Note: Due to a Java bug, if you are running Java 6, you cannot run the ACC in the same virtual machine as an IBM
WebSphere application server. You can run the ACC in a dedicated VM, or install the following IBM iFix:

http://ww 01.i bm com support/docvi ew. wss?ui d=swg24027328

To connect to a Nucleus-based application from a client machine, you must use the client version of the ACC (see
Installing the ATG Control Center on a Client Machine (page 54)). Note that for a Nucleus-based application to
accept connections from the ACC, all of the following must be true:

+ The application includes the DAS- Ul module.
+ Therni Enabl ed property of the / at g/ dynano/ Conf i gur ati on componentissettotrue.

+ The admi nPort property of the/ at g/ dynano/ Conf i gur ati on component is set to the listen port of your
application server (for example, the JBoss default is 8080).

These settings are all part of the default configuration created by the Oracle ATG Web Commerce installer, so you
generally do not need to configure them.

In addition, to enable the client version of the ACC to connect to an application, the application must include

the Daf Ear . Adni n module. This module is not included by default, so you must explicitly specify it when you
assemble the application. See Including the Dynamo Server Admin in the Platform Programming Guide for more
information.

JBoss Note: In order to connect to your running Oracle ATG Web Commerce application from any remote
location (that is, not using localhost), you must start your JBoss server using the —b option. For example, on
Windows use the following command:

run.bat -b 0.0.0.0

See your JBoss documentation for information on this and other settings.

Starting the ACC on a Server

If you're starting the ACC on the machine that’s running your application server, you can run the ACC eitherin a
dedicated VM or in the same VM as the application server.

Note: Starting the ACC in a dedicated VM requires more memory than starting the ACC in the same VM as the
application server. Running the ACC and the application server simultaneously on a production server is not
recommended, as it could affect performance.

Starting the ACCin a Dedicated VM

To start the ACC in a dedicated VM:

On Windows:
On the Start menu, click the ATG Control Center icon in the Tools folder of the ATG 11.0
program group.

On UNIX:
Go to <ATGL1di r >/ hone/ bi n and type the command st ar t ACC.
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You can also start the ACC in a dedicated VM through the Dynamo Server Admin:

1. Open the Dynamo Server Admin (ht t p: / / host nane: por t/ dyn/ admi n, by default), and click the ATG
Control Center Administration link.

The Start ACC page appears, indicating the server VM on which the ACC will be started and the machine on
which the ACC will be displayed.

2. Click the Start ACC in Separate VM button.

When the ACC starts up, it displays the Connect to Server screen. Enter a valid user name, password, and the RMI
port number. By default, the initial settings are:

+ User Name: admin

+ Password: your organization sets the password while using the Configuration and Installation Manager (CIM)
utility to configure the server. See Configuration and Installation Manager (CIM) (page 10).

+ Locale: English (United States)
+ Port: 8860

Note that the host name appears as | ocal host . This value is not editable. To start up the ACC on a remote client
machine, see Starting the ACC on a Client (page 62).

Starting the ACC in the Same VM as the Application Server
To start the ACC in the same VM as your application server, use the Dynamo Server Admin:

1. Open the Dynamo Server Admin (ht t p: / / host nane: por t/ dyn/ admi n, by default) and click the ATG
Control Center Administration link.

The Start ACC page appears, indicating the server VM on which the ACC will be started and the machine on
which the ACC will be displayed.

2. Click the Start ACC in Server VM button.

When the ACC starts up, it displays the Connect to Server screen. Enter a valid user name and password. By
default, the initial settings are:

+ User Name: admin

+ Password: your organization sets the password while using the Configuration and Installation Manager (CIM)
utility to configure the server. See Configuration and Installation Manager (CIM) (page 10).

Note that you cannot specify the host name, locale, or RMI port. The ACC automatically uses the values set in the
Nucleus-based application.

Exporting RMI Objects

If the ACC displays an error message while trying to connect to the server, you may need to modify the
arguments passed to the Java Virtual Machine by configuring Java Remote Method Invocation (RMI) to export
RMI objects on a particular IP address. This can happen under either of the following conditions:

« The server or the client is running on a machine with multiple host addresses; or

+ Oracle ATG Web Commerce is running on a machine that has a primary IP address other than | ocal host, but
the IP address is not functional because the machine is offline.
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If Oracle ATG Web Commerce is running on a multi-homed server, you can enable RMI to export objects to a
particular address by including the following switch in the JAVA_ARGS environment variable:

-Dj ava. rm . server. host nane=l P_Addr ess

For the IP address, specify the IP address or name of the host that the client uses to connect to the server.
Alternatively, you can specify the name of the server instead:

-Dj ava. rm . server. host nane=host nane

If Oracle ATG Web Commerce is running on a machine whose IP address is not functional because the machine is
offline, use the following switch:

-Dj ava. rm . server. host nane=| ocal host

Troubleshooting

If you encounter any errors while using the ACC, check the <ATGL1di r >/ hone/ dat a/ acc. | og file for
information.

Starting the ACC on a Client

To start the ACC on a client machine and connect to an Oracle ATG Web Commerce application running on a
remote application server:

On Windows:
Click the Start ATG Control Center icon in the ATG Control Center 11.0 program group on
the Start menu.

On UNIX:
Go to the ACC 11.0 installation directory and run bi n/ start Cl i ent.

When the ACC starts up, it displays the Connect to Server screen. Enter a valid user name and password, and the
RMI port number. By default, the initial settings are:

+ User Name: admin

+ Password: your organization sets the password while using the Configuration and Installation Manager (CIM)
utility to configure the server. See Configuration and Installation Manager (CIM) (page 10).

+ Locale: English (United States)
+ Port: 8860

In addition, you must specify the name of the host machine on which the Nucleus-based application is running.
This is the name used to identify the machine on a network.

Logging in to a Different Nucleus-Based Application

When the client ACC connects to a Nucleus-based application, it compiles information about the modules
in that application (see the Working with Application Modules chapter in the Platform Programming Guide for
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information). To disconnect the ACC from one application and connect to an application that includes a different
combination of modules, close down the ACC and restart it to ensure that the ACC compiles all the necessary
information.

Troubleshooting

If you encounter any errors while using the client ACC, check the / dat a/ acc. | og file in the ACC installation for
information.

Using the Findclass Utility

Oracle ATG Web Commerce provides a utility that finds the . cl ass or JAR file from which a Java class has been
loaded. It also prints the CLASS_VERSI ONinformation if found.

To use the fi ndcl ass utility, open the following page on your Oracle ATG Web Commerce server.

http://server:port/dyn/dyn/findclass.jhtmn

Enter the name of the class in the Class Name field and click Find Class. The utility accepts class names in several
formats. For example:

* atg.droplet. Cache

* [atg/dropl et/ Cache.java
» atg.dropl et. Cache. cl ass
- atg/dropl et/ Cache. cl ass

You can append &lebug=t r ue to the URL of the f i ndcl ass utility to print debugging information.

Stopping an Oracle ATG Web Commerce Application

How you stop an Oracle ATG Web Commerce application depends on your application server.

Stopping Applications on JBoss

To stop an application, you can remove it from the depl oy directory or shut down the application server. To shut
down the server, go to <JBdi r > and enter the following command:

Windows:
bi n\ shut down -s host nane

UNIX:
bi n/ shut down. sh -s host nanme
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On Windows, you can also use CTRL+C to shut down the JBoss server.

Stopping Applications on WebLogic

You can stop an Oracle ATG Web Commerce application through the WebLogic Server Console or by invoking
the server shutdown scripts provided with the application server. You do not need to shut down the application
server to stop the application.

Stopping Applications on WebSphere

You can stop an Oracle ATG Web Commerce application through the WebSphere administrative console or by
invoking the server shutdown scripts provided with the application server. You do not need to shut down the
application server to stop the application.
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7 Configuring Nucleus Components

This chapter explains how to configure Nucleus components in your Oracle ATG Web Commerce installation.
Components represent a particular configuration for a class. Many different components can be based on a
single class, each representing a different set of properties for that class. When the class is instantiated from the
component, it uses the component properties to configure it.

You can configure components in the following ways:

+ Using the ACC

+ Manually editing properties files

+ Using the Dynamo Configuration Manager in the Dynamo Server Admin (changes are limited)

+ Using the Component Browser in the Dynamo Server Admin (live components only, changes do not persist
beyond restart)

This chapter covers the following topics:
Working with Configuration Layers (page 65)
Finding Components in the ACC (page 68)
Changing Component Properties with the ACC (page 69)
Changing Component Properties Manually (page 71)
Using the Dynamo Component Browser (page 73)
Common Configuration Changes (page 75)
Creating Additional Oracle ATG Web Commerce Server Instances (page 77)
Setting Up a Configuration Group (page 79)
Session Management in Oracle ATG Web Commerce Applications (page 86)

Most of the information in this chapter applies only for applications running in development mode (see the
Developing and Assembling Nucleus-Based Applications chapter of the Platform Programming Guide for the
differences between development and standalone modes).

Working with Configuration Layers

Before changing the configuration of Nucleus-based applications, you should be familiar with the concept of
configuration layers. This section covers the following topics:
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+ Understanding Properties Files (page 66)

+ Understanding Configuration Layers (page 66)

+ Accessing Configuration Layers in the ACC (page 67)
+ Global Configuration Changes (page 68)

+ Locking Configuration Layers (page 68)

Understanding Properties Files

Oracle ATG Web Commerce application modules use properties files to configure Nucleus components. The base
properties files are normally stored in the conf i g subdirectory of the module, either as individual plain text files
or as part of a JAR file (see Modifying Custom Module Resource Settings (page 76) to configure alternative
configuration paths). For example, much of the default configuration is determined by properties files stored in
<ATGl1di r >/ DAS/ confi g/ config.jar.

Note: Do not modify the properties files in these JAR files to change configuration settings, or your changes will
be overwritten when you install a new Oracle ATG Web Commerce platform distribution.

To see the properties file in your Oracle ATG Web Commerce installation, do the following:
1. Start the ACC.
2. Select Pages and Components > Components by Path from the navigation menu.

3. Openthe/ at g/ dynano/ Conf i gur at i on component. When the ACC Component Editor opens, click the
Configuration tab.

Note that there are several Conf i gur ati on. properti es files. You can view the contents of these properties
files by double-clicking the file names.

Understanding Configuration Layers

Oracle ATG Web Commerce platform configuration layers allow you to make configuration changes and
preserve them locally, without modifying the base configuration. Layers contain properties files, and can be
stacked in a variety of ways to create different configurations for different purposes. The configuration stack is
determined from the MANI FEST. M files for the Oracle ATG Web Commerce application modules included in the
application.

Nucleus locates configuration properties by examining the properties files in the directories and JAR files
specified by the configuration path or paths (a module can have any number of configuration paths). The paths
for all modules used in your application are aggregated and ordered based on the module dependencies. The
result is a combination of the property values found in each of the files or directories in the configuration paths.
If the same property value is defined in more than one properties file, values found later in the configuration
path (as determined by the module dependencies) override the values found earlier. The | ocal confi g
directory usually appears last in the configuration path, so that any properties defined there override default
system settings.

For example, suppose you change the port number for Oracle ATG Web Commerce’s internal RMI server, by
setting the r mi Por t property of the / at g/ dynano/ Conf i gur ati on component, and save the new value in
thel ocal confi g directory. The next time you start the application, Nucleus takes the value of the r mi Por t
property from | ocal conf i g, because it is the last directory in your configuration path.
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Any changes you make to | ocal confi g are preserved when you install a new Oracle ATG Web Commerce
version.

For more information on modules, configuration layers, and properties files, see the Nucleus: Organizing
JavaBean Components and the Working with Application Modules chapters of the Platform Programming Guide.

Accessing Configuration Layers in the ACC

When you modify a component’s properties in the ACC, the updated properties file is stored in one of the
following locations:

+ The ACC's default configuration directory, initially set to <ATGL1di r >/ horre/ | ocal confi g

« A server-specific directory if the component already has a configuration in that layer. For example, if you run
an application that does not use the default Oracle ATG Web Commerce server, and you modify a component
using the ACC, the updated properties file is stored in the | ocal conf i g directory for the Oracle ATG Web
Commerce server used by that application.

Note: The ACC shows only the configuration layers used by the application to which you are currently
connected.

Resetting the Default Configuration Layer

Unless you specify otherwise, the ACC editor saves all updates to a component’s configuration in the default
configuration layer. Components that you create, duplicate, or paste are also placed there.

The installation initially sets the default configuration layer to <ATGL1di r >/ hone/ | ocal conf i g. You might
want to change the default configuration directory if you have multiple servers running different applications.
For example, you might have one server running a customer service application and another running an online
store.

You can set any unlocked configuration layer as the default.

You can change the default configuration layer on the server, so it affects all server clients and persists across all
editing sessions; or only on the local client. If you change the default layer locally, the setting remains in effect
until you shut down the host.

1. Navigate to the configuration layer that is currently set as the default, and open its CONFI G. pr oper ti es file,
or create one if it does not yet exist.

For example, the Oracle ATG Web Commerce installation initially sets the default configuration layer to
<ATGL1di r >/ honme/ | ocal confi g/ . Therefore, open this file:

<ATGl1di r >/ home/ | ocal confi g/ CONFI G properties
2. Setdef aul t For Updat es to false.
3. Navigate to the desired configuration directory and open its CONFI G. pr operti es file.

For example, to set <ATGL1di r >/ horre/ ser ver s/ nyNewSer ver as the default configuration directory, open
this file:

<ATGl1di r >/ home/ server s/ nyNewSer ver / CONFI G properties

4. Set def aul t For Updat es to true.

7 Configuring Nucleus Components 67



To temporarily reset the default configuration layer within the ACC:
1. In the ACC, select Set Update Layer from the Tools menu.

2. When the Set a Default Configuration Layer dialog opens, select the configuration layer that you want to
open by default.

Changing a Component in a Non-Default Configuration Layer
To change a component in a non-default configuration layer:
1. Select the component to edit.

2. Choose File > Open Component in Layer.

The dialog box Select a Configuration Layer opens, listing the name and path of each configuration layer.
Check marks identify the layers currently in use.

3. Select the layer to open and click OK. The component opens in a separate Component Editor window.

Global Configuration Changes
Global configuration settings are configured in the GLOBAL. pr operti es (located in confi g/ confi g. j ar) file.
The settings in this file control logging and log listeners and apply to all components in the conf i g tree except
those that set these properties explicitly themselves. To change these values, you must edit this file manually

(see Changing Component Properties Manually (page 71) later in this chapter), or override them by adding
your own GLOBAL. pr oper ti es file in another configuration layer.

Locking Configuration Layers

Locked configuration layers such as Dynamo Base are marked with a padlock icon. Properties in a locked layer
cannot be edited. To lock a configuration layer, modify the CONFI G pr oper ti es file for that layer as follows:

1. Open the CONFI G. proper ti es file for the layer to lock.

2. Add the following line to CONFI G pr operti es:

readOnl y=true

Finding Components in the ACC

When changing Oracle ATG Web Commerce component configuration, you can use the ACC to search for
components by name, class or interface.

To search for a component:

1. Choose File > Find Component in the main ACC window. The Find Component dialog box opens, as shown
below.
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I Find

{+ Search by component name  { Search by class or interface name

|

Search for: I El

Look in: | ;l Browse... | Cancel

[~ Match case 2 |

[v' Include subfolders

2. Click the radio button that indicates the way you want to search: Search by component name or Search by
class or interface name.

3. Type the component name in the Search for field. You can search for partial names by using the asterisk (*) or
question mark (?) wildcard symbols. If you want your search to be case-sensitive, check the Match case box.

4. Type the location you want to search in the Look in field or click the Browse button to select a directory from
the component hierarchy. To search all folders within this directory, make sure the Include subfolders box is
checked.

5. Click the Find button. The search results appear at the bottom of the Find : Component dialog box.

Changing Component Properties with the ACC

The ACC provides a simple way to change many configuration settings. This section uses an example in which
you change the port number of Oracle ATG Web Commerce’s internal RMI server.

To change the port number:

1. Start the ACC.

2. Select Pages and Components > Components by Path from the navigation menu.
3. Openthe/ at g/ dynano/ Conf i gur at i on component.

4. When the ACC Component Editor opens, click the Properties tab. Scroll down to the r ni Por t property:
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M Component Editor - /atg/dynamo/Configuration

File Component Window Help

=18l

_,-:]' Configuration

Class: atg.service dynamo DAFConfiguration

Config Layer: Local

Pathname: /atgfdynamoiConfiguration

Module: Dynamo
Category: Configuration

Propertes | Methods | Events | Basics | Configuration |

Bja|s| gl 2|

[V Include read-only properties

Property Name |Con!igured Value |Live Value I
nucleus ] 4
rmiEnabled true true
ot o0 ] 5550

rmiSystemPathPrefix idynfadminisystemreso... fdyn/adminisystemreso...
root 7 ]

running ru

serviceConfiguration J
servicelnfo DAFConfiguration
servietPaths | iest ll

rmiPort
Class: int

Description: The port used by the RMI server

Note: Certain expert-level properties are visible only if you select the Show expert-level information check
box in the Preferences > Tools > Edit Preferences dialog box.

If the component has been started (indicated by a red dot ), the Properties tab displays two columns of property
values: the Configured Value and the Live Value, described in the table below. You can edit the value of any non-
shaded property by clicking in its value cell and entering a new value.

Configured Value

Live Value

The value specified by the component’s properties file

The current value, which may be different from the
configured value

Changes to the value appear in the ACC immediately,
but the changed values are not used to configure
the component until you restart the Oracle ATG Web
Commerce platform

Changes to the value take place immediately, but
are not retained if you stop the component

Note: If you are configuring a live component and change properties that are referred to by another
component, the references are not updated until you restart the application; they are not updated when you
stop or restart the component. For example, Component A has a status property, the value of which is linked to
the status property of Component B, changes to the value of the Component B status property are not reflected
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in Component A. Stopping or restarting a referenced component leaves the application in an unstable state, and
is not recommended.

Editing options depend on the type of property:

« String values provide a text field for editing. You can type values directly into this field or click the ... button to
open a pop-up editing window.

« Theint,l ong, fl oat,and doubl e values provide a number field for editing.
+ Boolean values provide a pull-down list with true/false options.
+ Enumerated values provide a pull-down list of options.

+ Array, hash table, and component values have a ... button that opens a corresponding pop-up editing
window.

+ All property types have a @ button that lets you set the property value by linking to another component or
component property.

In the case of our example, the port number for the RMI server is set by the r mi Por t property (of typei nt). To
change the port number, click in the value cell and type the new port number.

After you make changes, choose File > Save in the Component Editor window. If the component is live, a dialog
box appears, asking if you want to copy your configuration changes to the live state. If you copy the changes,
restart the Oracle ATG Web Commerce application to ensure that the changes take effect.

Changing Component Properties Manually

As an alternative to using the ACC or Configuration Manager, you can always edit properties files manually.
A few configuration properties can only be configured manually, and are not accessible through the ACC or
Configuration Manager.

Note, however, that when configuring properties manually, no errors are generated if you specify a property
name incorrectly. The component may generate an error if it cannot find the value; in this case, check your
properties file for typos.

To manually edit a properties file, do the following:

1. Create a new properties file in <ATGL1di r >/ hone/ | ocal confi g with the same name and path structure
as the original file. For example, the def aul t Fr omproperty in the / at g/ dynano/ ser vi ce/ SMTPEMi |
component specifies the e-mail address from which messages will be sent via SMTP. To modify def aul t Fr om
create a new file called SMTPEmai | . properti es in the path <ATGL1di r >/ hone/ | ocal confi g/ at g/
dynano/ servi ce.

Note: Step 1 is not necessary for the Conf i gur ati on. properti es file because a file of this name is created
in the <ATGL1di r >/ horre/ | ocal conf i g/ at g/ dynano directory during the installation process.

2. Add the desired property to the new file. For example, to change the setting for def aul t Fr om such as
to test@example.com, add the following line to the SMIPEn=i | . properti es file in <ATGL1di r >/ home/
| ocal confi g/ at g/ dynano/ servi ce:
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def aul t Fr omet est @xanpl e. com

For example, to change the port number of Oracle ATG Web Commerce’s RMI server to 8862 manually, open
your <ATGL1di r >/ horre/ | ocal confi g/ at g/ dynamo/ Conf i gur ati on. properti es file and add (or modify)
the following line:

rm Port=8862

When specifying values for a property, you can add a manual line break using the backslash (\) line continuation
character:

nmyLi st =val ueGOne, \
val ueTwo, \
val ueThr ee

This can help with readability when configuring lists of values.

Save the Confi gurati on. properti es file and restart the application. Because you made the change in the
| ocal confi g directory, the new port number overrides the original value (still stored in the conf i g/ at g/
dynano/ Conf i gur ati on. properti es file) and will be preserved when you install a new Oracle ATG Web
Commerce platform distribution.

Using Forward Slashes (/) and Backslashes (\)

When specifying values for file properties, Nucleus translates the forward slash (/) to the file separator for your
platform (for example, Windows uses a backslash (\) as a file separator).

The backslash (\) is the escape character for properties files, so if you edit a properties file by hand, you must use
two consecutive backslashes (\\) to specify a value that contains a backslash. For example:

docunent Root =\ \ WebSer ver 6. 1\ \ docs

The ACC Component Editor handles the escape character automatically; if you change properties using the ACC,
use single backslashes.

Modifying Lists of Values

When adding to a list of values for a property in a properties file, use the += appending operator. This operator is
commonly used in| ocal confi g/ at g/ dynano/ I ni tial . properti es to specify the components to create at
startup time. For example:

initial Services+=/Start Conps/ servi ces/conpl

The += operator specifies that you want to append / St ar t Conps/ ser vi ces/ conpl to the value of initial
services set elsewhere in the configuration path, rather than replace the value.

Similarly, you can use the - = operator to remove an item from a value list. This allows you to avoid re-declaring
a list when you only want to remove one member. Note that in order for values to be removed, they must match
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exactly; if you specify 2.0 for removal, 2.00 is not removed. If the item to be removed is not found, no errors are
generated.

Specifying Directory Paths

When you specify a directory path as a value in a component, you can do so either relative to the <ATGL1di r >/
hone directory, or relative to your Oracle ATG Web Commerce server’s directory.

Adding Comments to Properties Files

To add comments to a properties file that you've edited manually, you must add the comment in the
$descri pti on field. If you preface the comment with a pound sign (#), the comment will be deleted if you
subsequently modify the properties file using the ACC.

Using the Dynamo Component Browser

The Dynamo Component Browser, an element of the Dynamo Server Admin, is a window into Oracle ATG Web
Commerce’s Nucleus framework. From the Component Browser, you can view and modify components in a
running Nucleus-based application.

To open the Component Browser, connect to the Administration Ul using this URL:

http://host nane: port/dyn/adm n

Enter the username and password. The username is “admin.” Your organization set the password while using the
Configuration and Installation Manager (CIM) utility to configure the server. See Configuration and Installation
Manager (CIM) (page 10). When the Administration Ul opens, click the Component Browser link.

The following topics are covered in this section:

» Component Browser Structure (page 73)

+ Changing the Running Configuration (page 74)
+ Starting Nucleus Components (page 74)

+ Customizing the Interface (page 74)

Component Browser Structure

The Dynamo Component Browser is set up so that you can view and edit component properties. The
Component Browser main page shows a list of components (called services in the Admin Ul) currently running in
Nucleus, such as | ni ti al . When you click Initial, you see a page that shows the hierarchical location and class
reference of that service:

Servicel/lnitial/
Class atg.nucleus.Initial Service
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The forward slash character (/) separates the elements of the name into a hierarchy you can click through.
Note: Clicking the first forward slash (/) character brings you back to the main Nucleus service page.

Below the beginning information, you see tables with Properties, Event Sets, and Methods. The current service's
property names and values are listed. Continuing on the I ni ti al service page, if you click | oggi ngDebug in
the Properties table, you see a page that shows the properties of | oggi ngDebug; you can edit these properties
on this page. For example, to enable debugging statements to be logged, go to New Value and select true.
Then click the Change Value button. To see the changes listed back on the I ni ti al service page, click your
browser’s Reload button to refresh the view of the Properties table.

Note: Avoid changing system property values unless you know what they do. Changes set here remain in effect
while this Oracle ATG Web Commerce instance is running.

Changing the Running Configuration

You can change the configuration of a running Nucleus-based application from the Dynamo Component
Browser. For example, on the | ni ti al service page, click| oggi ngDebug in the Properties table to see the
properties of | oggi ngDebug. To enable logging for debugging statements, go to New Value and select true,
then click the Change Value button. To see the changes listed back on the I ni ti al service page, click your
browser’s Reload button to refresh the view of the Properties table.

Note: Avoid changing system property values unless you know what they do. Values changed in the Dynamo
Component Browser are not written to the properties files; when you stop and restart the application,
configuration properties revert to those in the configuration properties file. To make permanent changes to
configuration, make the change in development mode using the ACC, then redeploy the application.

Starting Nucleus Components

In addition to browsing for running components to change their configuration, you can use the
Component Browser to start a Nucleus component that is not currently running. To start a stopped
component, enter the full Nucleus path of the component in your browser. For example, you can start the
Or der Reposi t or yPi pel i neDri ver by going to this URL:

htt p:// host name: port nunber/ dyn/ adm n/ nucl eus/ at g/ r epor ti ng/ dat awar ehouse/
| oader s/ Or der Reposi t oryPi pel i neDri ver

Customizing the Interface

By default, the Dynamo Component Browser displays a component by listing its contained children and the
values of the component’s properties. You might want to customize a component’s administrative interface,

for example to show more information about a service. To do this, override the methods in the default
administrative servlet, at g. nucl eus. Ser vi ceAdni nSer vl et . The Scheduler service, for example, extends the
standard administration servlet to show information about all the tasks the scheduler is running. To see a list of
these tasks, go to the following URL:

http://host nanme: port/dyn/ adm n/ nucl eus/ at g/ dynano/ ser vi ce/ Schedul er

To customize an administrative interface, create a subclass of at g. nucl eus. Servi ceAdni nSer vl et .
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Common Configuration Changes

This section outlines several common configuration changes.

Modifying Environment Settings

Oracle ATG Web Commerce’s startup behavior is affected by its CLASSPATH, the Java arguments passed to the
Java Virtual Machine, and any custom environment variables you define. You can modify the startup behavior of

these parameters as follows:

+ CLASSPATH: Oracle ATG Web Commerce’s CLASSPATHincludes a <ATGL1di r >/ hone/ | ocal | i b directory,
which you can use for any Java class files you create (classes should be in exploded form). Any classes stored
in this directory are picked up by Oracle ATG Web Commerce automatically. For more information, see the
Nucleus: Organizing JavaBean Components chapter of the Platform Programming Guide.

+ Java Arguments: You can set or add to the arguments passed to the Java Virtual Machine by setting the

environment variable JAVA ARGS.

To customize the CLASSPATHand JAVA ARGS settings, as well as define custom environment variables, see your

application server documentation.

The following table lists some common values for JAVA_ARGS:

Java Argument

-D ava.rm . server. host nane=
| P_Address

Description

Configures Java Remote Method Invocation (RMI) to export RMI
objects on a particular IP address; for more information, see
Starting the ATG Control Center (page 59) in the Running Nucleus-
Based Applications chapter

- Dj ava. conpi | er =NONE

Turns off the just-in-time compiler so that stack traces include full
line number information

- Xnssi ze Minimum size of memory heap for Java Virtual Machine on startup
- Xnxsi ze Maximum size of memory heap for Java Virtual Machine
- Xnocl assgc Prevents garbage collection of classes

-verbose[:class|gc|jni]

Enables verbose output about each class loaded, garbage
collection, or Java Native Interface (JNI) messages

- Duser. country=country
- Duser . | anguage=l anguage
—Duser . r egi on=r egi on

This allows you to set the Java Virtual Machine locale, which is

used by the Local e. get Def aul t method to set the region. This
setting allows you to configure your installation for localization by
specifying the region and language used by the JVM. The following
example sets the JVM locale to Russian:

- Duser. country=RU —Duser . | anguage=ru

—Duser . regi on=RU

For more information about arguments you can use with the j ava command, enter the commandj ava - hel p.

7 Configuring Nucleus Components

75



Note: When setting CLASSPATH be careful to append or prepend your values onto the original value of the
environment variable rather than replace it, or you will omit directories that Oracle ATG Web Commerce needs to
start properly.

Modifying Custom Module Resource Settings

If you create a custom module (see the Platform Programming Guide), you can use the module’s MANI FEST. M-
file to specify paths to the module’s resources, as follows:

+ ATG d ass- Pat h: Specify a space-delimited set of paths to module resources that contain classes required
by the module. For example:

ATG O ass-Path: |ib/resources |ib/classes.jar
Oracle ATG Web Commerce adds the ATG O ass- Pat h value to the CLASSPATH as each module is processed.

+ ATG Confi g- Pat h: Specify a space-delimited set of paths to module resources that provide Nucleus
configuration files needed by the module’s server application components. For example:

ATG Config-Path: config/config.jar config/oca-Idap.jar
Oracle ATG Web Commerce adds the ATG Conf i g- Pat h value to the configuration path.

Note: The path names in a module’s ATG O ass- Pat h and ATG Conf i g- Pat h settings are relative to the
module’s root, not to the <ATGL1di r > install directory.

In the MANI FEST. M- file, the ATG- Requi r ed attribute specifies which modules the custom module requires to
start up. ATG Requi r ed ensures that a given module’s manifest is processed after it processes all the modules
that the module depends on. For example, if you want to place the conf i g directory for your custom module
after the DPS conf i g directories in the configuration path, configure the attributes as follows:

ATG Confi g-Path: config/
ATG Requi red: DPS

Enabling checkFileNameCase on Windows

In order to prevent Nucleus from creating new components unnecessarily during development, you can
configure Oracle ATG Web Commerce to check the case of file names by setting the checkFi | eNaneCase
property of the Nucl eus component to t r ue. This prevents Nucleus from creating new components if, for
example, you create a component named Per son and then mistakenly refer to it as per son.

The checkFi | eNaneCase property has no effect on UNIX platforms. It imposes a small performance cost on
Windows. Therefore, once your application is no longer in active development and you are not creating new
components often, you should set the checkFi | eNaneCase property back to f al se (the default).

The recommended deployment configuration (false) is set in the | i veconf i g configuration layer. To learn more
about liveconfig settings, see Enabling liveconfig Settings (page 91) in the Configuring for Production chapter.

LogListeners

Oracle ATG Web Commerce’s global configuration settings are configured in the GLOBAL. pr operti es file
(located in confi g/ confi g. j ar). The settings in this file control logging and log listeners and apply to all
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Oracle ATG Web Commerce components in the conf i g tree except those that set these properties explicitly
themselves. If you want to edit this file, you must edit it manually.

The components listed in the | ogLi st ener s property receive messages from components that send log
events. By default, two log listeners are set: Scr eenLog and LogQueue. Scr eenLog writes messages to the
console, while LogQueue puts messages into the log files.

| ogLi st ener s=\
at g/ dynano/ servi ce/ | oggi ng/ LogQueue, \
at g/ dynano/ servi ce/ | oggi ng/ Scr eenLog

On JBoss, the Scr eenLog component is an instance of the CommonsLoggi ngLoglLi st ener class, which logs via
the Apache commons logging APIs.

Normally, commons logging uses the class name of the class doing the logging. Oracle ATG Web Commerce
has changed this slightly to provide the component’s Nucleus path, prefixed with nucl eusNamespace and
separated by periods. The prefix prevents collisions with actual class names, and makes it clear that the logging
component is a Nucleus component.

For example, the / at g/ dynano/ Conf i gur at i on component would have a commons logging class name of
nucl eusNanmespace. at g. dynano. Conf i gur at i on. By default, you see the short name of the component in
the JBoss log (Configuration, in this example). To see the entire Nucleus path, set the useFul | Pat hs property to
trueinthe d obal . properti es file. The logging system then prints out at g/ dynano/ Conf i gur at i on as the
short class name.

To disable global logging to the console, set the | oggi ngEnabl ed property of the Scr eenLog component to
fal se.

Creating Additional Oracle ATG Web Commerce Server
Instances

ATG server is the term for a specific collection of configuration information, which can then be included with
your Nucleus-based application when you assemble the EAR file. It can include information such as machine
names and ports, system paths, and connection pools.

The Oracle ATG Web Commerce platform installation comes configured with a default server instance in the
<ATGL1di r >/ home/ server s/ ori gi nal directory. You can create additional, individually configurable Oracle
ATG Web Commerce servers by running the <ATGL1di r >/ hone/ bi n/ makeDynanoSer ver script, or through
the Configuration Manager in the Dynamo Server Admin when the default server is running. If you are using CIM
to configure your installation, CIM creates Oracle ATG Web Commerce servers for you (see Configuration and
Installation Manager (CIM) (page 10)).

Using the MakeDynamoServer Script

Run the makeDynanoSer ver script with the following syntax:

makeDynanoSer ver. bat new_server_name rm _port_nunber drp_port_nunber

7 Configuring Nucleus Components 77



This script creates a new <ATGL1di r >/ horre/ ser ver s/ new_ser ver _nane directory with the following
subdirectories and properties files:

- data

- j2ee

- runtine

- local config (includes CONFI G properti es)

- atg

- dynano (includes Confi gurati on. properti es)
- logs

- archives

- pagebuild

- sessionswap

It sets the nane property in the | ocal confi g/ CONFI G properti es file. For example:

name=Server nyServer

Italso sets the r mi Port, rmi Enabl ed, and dr pPor t propertiesin thel ocal confi g/ at g/ dynano/
Confi guration. properti es file. For example:

rm Enabl ed=true
rm Port=9001
dr pPor t =9002

The DRP port value uniquely identifies the instance; the portitself is not used for communication.

Using the Configuration Manager

To open the Configuration Manager, connect to the Dynamo Server Admin using this URL:

http://hostname: port/dyn/ adm n

Enter your username and password; the initial username is “admin.” Your organization sets the password while
using the Configuration and Installation Manager (CIM) utility to configure the server. See Configuration and
Installation Manager (CIM) (page 10).

When the Dynamo Server Admin opens, click the Configuration Manager link to see your configuration
options.

To add a new server, click Add, Delete, or Reset Servers. Unless you explicitly set its properties, the new server
inherits the properties of the or i gi nal default server.

Configuring a New Server Instance

The Configuration Manager’s server list shows the Oracle ATG Web Commerce servers registered with the
Configuration Manager. Any changes you make to the default configuration affect all Oracle ATG Web Commerce
servers that are using the default configuration for that setting.

To configure an individual server, click the server’'s name in the list. To configure a cluster, see the Configuring for
Production (page 91) chapter.
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The Changing Component Properties with the ACC (page 69) section includes an example of how to change
the port number of Oracle ATG Web Commerce’s internal RMI server. To make that same change using the
Configuration Manager, do the following:

1. Click the name of the server you want to configure (for example, Default Configuration).

The Server page opens, listing the configuration properties that you can modify in various categories.
2. In the Configure Internal Servers section, click the RMI Server link.
3. When the Configure RMI Service page opens, type the new port number in the RMI service port field.
4. Click Apply Changes.

The change is written to a properties file in your Oracle ATG Web Commerce installation, but does not affect the
currently running Nucleus-based application. For a development-mode application, restart the application for
the change to take effect. For a standalone application, reassemble and redeploy the EAR.

Setting Up a Configuration Group

A configuration group provides a mechanism for ensuring consistent configuration among Oracle ATG Web
Commerce server instances. At startup, instances that are members of a configuration group download group
configuration properties from the group’s master server. At runtime, group members can periodically download
updates that pertain to their group.

Note: Like other configuration changes, group configuration changes generally take effect only on instance
startup; they have no effect on a running Nucleus component.

In order to join a group, an Oracle ATG Web Commerce instance must define itself as a group client or server by
setting a Conf i gurati onC i ent ora Confi gurati onServer component:

« AcConfigurationd ient component obtains its group configuration settings from an Oracle ATG
Web Commerce server instance that is designated as the group master. Each / at g/ dynano/ ser vi ce/
groupconfi g/ Confi gurationC i ent component is an instance of this class:

at g. service. configuration. group. Configurati ondient

+ AConfigurationServer component maintains group configuration settings and ensures that
those settings are uniform among all group members. Each / at g/ dynano/ ser vi ce/ gr oupconfi g/
Conf i gur ati onSer ver component is an instance of this class:

at g. service. configuration. group. Configurati onServer

One Confi gur ati onSer ver is designated as the default group master. Changes to group settings must be set
on the master Conf i gur ati onSer ver ; it then distributes those changes to other Conf i gur ati onSer vers
and Confi gurati ond i ent s in the group.

A group can have one or more Conf i gur ati onSer ver s. If the primary master fails, another
Confi gur ati onSer ver assumes the role of group master until the primary master resumes operation. The
order of succession is established by the primary master and distributed to other Conf i gur ati onSer vers.

Note: An Oracle ATG Web Commerce instance that serves as a configuration server can also act as a
configuration client, and typically does so.
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Requirements

To use group configuration, the following requirements apply to each Oracle ATG Web Commerce server
instance in the group:

* The instance must be assembled with the Daf Ear . Adnmi n module. Its / at g/ dynano/
Confi gurati on. admi nPort property must be set to the port where the HTTP server is listening and can
service the Dynamo Server Admin (htt p: / / host :port/ dyn/ adni n/).

+ For each Oracle ATG Web Commerce server instance, set its group properties in the
Confi guration. properti es file, as described later in this section.

Group Identifiers and Node Types

A configuration group is identified by its group name, where each Conf i gur ati ond i ent and

Confi gurati onSer ver in the group is configured with the same Conf i gur ati on. gr oupNane property.
Settings that are specific to a group are known only to the member Oracle ATG Web Commerce instances. An
Oracle ATG Web Commerce instance can belong to only one group at a time.

Note: A configuration group can overlap multiple Oracle ATG Web Commerce server clusters — for example,
publishing and production clusters.

Within a group, Oracle ATG Web Commerce server types are differentiated through their node types. For
example, a configuration group might contain these servers:

» Commerce production
+ Commerce staging
* Asset management

In order to differentiate settings among server types, each server’s configuration client sets its
Confi gur ati on. nodeType property to a value that corresponds to its server type. Given the previous server
types, you might set their respective Conf i gur at i on. nodeType properties as follows:

* comer ce- production
* conmer ce- st agi ng
* publishing
Dynamo Server Admin Administrator Authentication

Enter the Dynamo Server Admin administrator account and password in the properties of the
Ht t pConfi gur ati onServer Access component.

Set the following property in the <ATGL1di r >/ hone/ ser ver s/ ser ver - nane/ at g/ dynano/ servi ce/
groupconfi g/ H t pConfi gurati onServer Access. properti es file.

adm nPasswor d=nyadni nuser nane

WebLogic Application Server Administrator Authentication

If the servers in your configuration group run on the Oracle WebLogic application server, enter the WebLogic
server administrator account and password in the properties of the Ht t pConf i gur ati onSer ver Access
component.
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Set the following two properties in the <ATGL1di r >/ hone/ ser ver s/ ser ver - nane/ at g/ dynano/ servi ce/
groupconfi g/ Ht t pConfi gurati onServer Access. properti es file.

webl ogi cAdm nUser nanme=nyadm nuser nane
webl ogi cAdm nPasswor d=nyadm npasswor d

If your WebLogic server does not require authentication, set the sendWebl ogi cAut h property tof al se.

sendWebLogi cAut h=f al se

Configuration Group Properties

In order to configure an Oracle ATG Web Commerce server instance to participate in a configuration group,
the following properties must be set before startup in Conf i gur ati on. properti es, in one of the following
locations:

<ATGLl1di r >/ horre/ | ocal confi g/ at g/ dynano/ ser vi ce/ gr oupconfi g/

<ATGl1di r >/ home/ server s/ server Nane/ | ocal confi g/ at g/ dynano/
servi ce/ groupconfi g/

Property Type Description

gr oupName String A unique string that defines the group. All group members must
set this property to the same value.

def aul t Mast er Ser ver boolean Set tot r ue for one Oracle ATG Web Commerce instance in
the group, designates this configuration server to serve as the
primary master. If set to t r ue, the property ser ver Enabl ed
must also be set to t r ue. All other configuration servers in the
group should set this property to f al se.

server Enabl ed boolean Set tot r ue for all primary and backup configuration server
instance in the group.

cl i ent Enabl ed boolean Settot r ue on every configuration client, enables an Oracle ATG
Web Commerce instance to participate in a configuration group

cli ent NodeType String Required for all enabled configuration client instances, associates
a configuration client with settings that are specific to that node
type. All configuration clients of the same node type must set this
property to the same value.

For example, you might configure a master configuration server as follows:
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gr oupName=nyUni queGr oupNane
def aul t Mast er Server =true
server Enabl ed=t rue

cl i ent Enabl ed=true

cl i ent NodeType=generic

Optional Properties

You can also set the following properties in Conf i gur ati on. properti es:

Property Type Description

aut oDi scover yEnabl ed boolean | Specifies whether auto-discovery is enabled.

ht t pPor t int The HTTP port for this Oracle ATG Web Commerce instance.
htt psPort int The HTTPS port for this Oracle ATG Web Commerce instance.
startingServerUrls URL[] The array of starting servers. This property is required if

your configuration group spans network subnets, or Auto-
Discovery (page 85) is disabled.

Configuration Server and Configuration Client Properties

You can set all required group configuration properties in Conf i gur ati on. properti es, as described earlier.
If desired, you can fine-tune the behavior of configuration servers and configuration clients by setting their
properties directly. For example, after detecting the failure of the master configuration server, by default a
backup configuration server immediately assumes the master role or looks for another backup configuration
server to assume that role. If desired, you can specify a latency period for a given configuration server by setting
its Wai t Bef or eBecomi ngSer ver Ti neout property.

Viewing Group Properties

At runtime, you can use the Dynamo Administration Component Browser to view the properties of all
configuration client and configuration server components, in this Nucleus directory:

/ at g/ dynano/ servi ce/ groupconfi g/

After the master configuration server collects all configuration properties from configuration clients in its group,
you can review configuration errors by pointing the Component Browser at the master configuration server
component. You can also review the settings that are currently in effect for the group.

Storing Group Configuration Files

Configuration files for a configuration group are stored in one of these directories:

* <ATGl1di r >/ hone/ gr oupconfi g

+ <ATGL1di r>/ hone/ server/ server Nanme/ gr oupconf i g (for named Oracle ATG Web Commerce servers)
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The gr oupconf i g directory contains ser ver and cl i ent subdirectories, which are used by the local

Confi gurationServer and Confi gurationd i ent, respectively. The cl i ent directory obtains its content
from the master Conf i gur ati onSer ver and should not be edited. You should only update the ser ver
directory content on the master Conf i gur ati onSer ver.

Node-Type Configuration
Configuration for a given node type is stored in the subdirectory of the same name. For example, if a

configuration group defines two node types, pr oduct i on and st agi ng, the master Conf i gur at i onSer ver
stores settings for them in two subdirectories as follows:

..l groupconfi g/ server/ nodet ype/ production
../ groupconfi g/ server/ nodet ype/ st agi ng

For example, a pr oduct i on setting for/ at g/ dynano/ ser vi ce/ j dbc/ FakeXADat aSour ce is stored on the
master Conf i gur ati onSer ver in this directory:

$ATG_HOVE/ gr oupconfi g/ server/ nodet ype/ producti on/ at g/ dynano/ ser vi ce/ j dbc/
FakeXADat aSour ce. properties

This file is propagated to production clients as follows:

$ATG_HOWE/ gr oupconfi g/ cl i ent/ nodet ype/ producti on/ at g/ dynano/ servi ce/ j dbc/
FakeXADat aSour ce. properties

At startup, a client’s nodet ype directory is added to its configuration path and is read before its i nst ance and
| ocal confi g directories.

Instance Configuration

Configuration settings that are specific to an Oracle ATG Web Commerce server instance can be stored on this
path:

../ groupconfig/client/instance/ host-nane+server-nane

The master configuration server stores configuration settings for each Oracle ATG Web Commerce server
instance in this subdirectory:

..l groupconfi g/ server/instance/ host - nane+ser ver - nane

For example, a master configuration server maintains instance settings for server pr oduct i onl on host sat urn
in this directory:

../l groupconfig/server/instance/ sat urn+productionl

At startup, a server's i nst ance directory is added to its configuration path and is read immediately before any
| ocal confi g property settings.
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Note: In order to avoid ambiguity among instances on a given host, each instance subdirectory has its own

i nstance. i d. properti es file. The properties in that file uniquely identify the given instance, so the master
configuration server can differentiate among multiple Oracle ATG Web Commerce instances on the same host, if
necessary.

Downloading Group Configuration

At startup, each configuration client and backup configuration server downloads the full gr oupconfi g
directory structure from the master configuration server. Local replication of all subdirectories enables a
configuration client to start up in the absence of a configuration server, and to start as any of the defined node

types.

For example, the layout of a gr oupconf i g directory might look like this:

groupconfig
server
i nstance
sat ur n+producti onl
sat ur n+l ockngr
j upi ter +publ i shi ngl
j upi ter+publ i shing2

nodet ype
producti on
publ i shing

client
i nstance
sat ur n+producti onl
sat ur n+l ockngr
j upi ter+publishingl
j upi t er +publ i shi ng2

nodet ype
production
publ i shi ng

The master configuration server can be configured to create a group configuration JAR file as needed after
startup, which other group members can download. To do so, set the master’s aut oCr eat eConf i gJar s
property to t r ue. You can also create a JAR file on the configuration server manually, by invoking one of these
methods from the Dynamo Component Browser:

* createGoupConfigJar()
« createG oupConfigJdarlfNeeded()

Each configuration client periodically checks the master configuration server for updates to the group
configuration, according to the value set on its Conf i gur ati onCl i ent . schedul e property. by default,
every 60 seconds. You can also manually download updates to a client at any time by invoking its method
downl oadConfi gUpdat e() .

Finding a Group Configuration

Each configuration client caches information about known configuration servers. When required, it checks for
configuration updates as follows:
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1. Reads through its cached list of known configuration servers, starting with the last-known master

configuration server.

2. If no previously known configuration server can be found from the cached list, uses Zeroconf—via the
component/ at g/ dynano/ ser vi ce/ j mdns/
d ust er Broadcast er —to find a member of its configuration group. It uses that member’s published
information to find the current master configuration server and downloads its configuration.

3. If starting up and all attempts to auto-discover a configuration server fail, starts up with the previously
downloaded group configuration.

4. If starting up for the first time and no previous group configuration is available, logs an error message and

starts up without it.

Auto-Discovery

As installed, the group configuration system uses Zeroconf to advertise the existence of Oracle ATG Web
Commerce server instances in the configuration group. Configuration clients and configuration servers notify
Zeroconf of their existence, which also compiles and maintains a list of the group’s configuration servers and the
order of master succession. Zeroconf maintains the following information about each group member:

Published Data Description

host Nane Host name, included in broadcast messages

port HTTP admin port, included as the port in broadcast messages
ht t psPort HTTPS admin port, if any

serverDirectory

Oracle ATG Web Commerce server directory of this instance, truncated to 255
characters (as required by the DNS Service Discovery specification)

at gVer si on

Oracle ATG Web Commerce version string of this instance. For example:
“11.0".

gr oupNamne

cl i ent NodeType

Name of the configuration group

Node type of this configuration client

i sG oupSer ver boolean, specifies whether this instance is a configuration server
i sGoupd ient boolean, specifies whether this instance is a configuration client
i sMast er boolean, specifies whether this instance is defined as the master

configuration server

comandLi neModul es

The list of modules specified on the command line, truncated to 255
characters (as required by the DNS Service Discovery specification)

Validating Group Configuration Properties

A configuration group can be used to validate Nucleus properties across various configuration clients, through
one or more configuration validators that run on the master configuration server. The master configuration
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server collects live property values from running configuration clients for validation. Validation errors and
warnings are written out via Nucleus logging; these are also accessible on the master configuration server via
the Dynamo Component Browser.

Installed Validators

All validators are registered with the component at g/ dynano/ ser vi ce/ gr oupconfi g/ val i dati on/
Val i dat or Regi st ry. The Oracle ATG Web Commerce distribution provides three validator components, in this
Nucleus directory:

/ at g/ dynano/ ser vi ce/ gr oupconfi g/ val i dati on/

Validator Description

Uni quePor t NanmeVal i dat or Verifies that a configured port name is unique to a given host machine.
This validator is useful for checking settings such as the dr pPor t , and can
be used by Oracle ATG Web Commerce services to compose a unique ID
for an Oracle ATG Web Commerce instance.

Li veConfi gVal i dat or Verifies whether all configuration clients of a given node type have the
samel i veconfi g setting.

Reposi t oryVal i dat or Checks all known repositories to determine whether the following settings
are consistent:

- Client lock manager settings for repositories that use locked or
di stribut edHybri d caching

- Subscriber repository and event sender settings for repositories that use
distributed caching

All registered validators are scheduled to run according to the value set on the property

Confi gur ationServer. schedul e — by default, every 30 seconds. You can also manually execute all
registered validators by invoking the r unval i dat or s() method on the master configuration server. Errors are
logged every five minutes on the master configuration server.

Session Management in Oracle ATG Web Commerce
Applications

This section discusses topics relating to session management in Oracle ATG Web Commerce applications
running on third-party application server.

The J2EE specification defines that each web application has its own session object and any attributes
added to the session are only accessible from within that web application. The application server is entirely
responsible for managing session life cycles; it generates a unique session ID, creates the session, invalidates
it, fails it over, etc. An “ATG session” refers to session-scoped components. Also, keep in mind that Nucleus

86

7 Configuring Nucleus Components



components have a tree structure, and can include multiple scopes, with each scope being rooted at a particular
component. The root for session-scoped components is / at g/ dynano/ ser vl et/ sessi ont r acki ng/
CGeneri cSessi onManager / sessi oni d/ where sessi oni d is generated by the application server.

Sharing Session Information Among ATG Applications

You can run multiple ATG applications in the form of WAR files within a single EAR. In this case, you should share
session-scoped Nucleus components so that your application always has access to the same instance of session
scoped components. By default, J2EE servers hand out different session objects in each web application visited,
even if all requests came from the same browser. Sharing sessions across ATG applications ensures that you can
build a J2EE application consisting of multiple WAR files in a single EAR, and each WAR has access to the same
session-scoped components. Note that you should never run more than a single ATG EAR per application server
instance.

When multiple web applications exist in the ATG EAR file, one of them must be designated as the parent
application. Being the parent means that that application’s session ID is used as the basis for creating the ATG
session scope root.

By default, ATG makes the <ATGL1di r >\ Daf Ear \ base\ j 2ee- conponent s\ at g_boot st r ap. war file

the parent web application. The parent context path is / dyn. No additional configuration is required

to use this, but your web applications should define the at g. sessi on. par ent Cont ext Nane and

at g. daf ear . boot st r apCont ext Nane parameters in their web. xnil to point to the parent web-application as
shown:

<cont ext - par an>
<par am nanme>at g. sessi on. par ent Cont ext Nane</ par am nanme>
<par am val ue>/ dyn</ par am val ue>
</ cont ext - par an>
<cont ext - par an>
<par am nane>at g. daf ear . boot st r apCont ext Nane</ par am nanme>
<par am val ue>/ dyn</ par am val ue>
<descri pti on>The name of the DAF bootstrap WAR cont ext.</description>
</ cont ext - par an>

The context path the cont ext - par ampoints to must be for a WAR file with the Sessi onNameCont ext Ser vl et
defined in its web. xni :

<servl et >
<ser vl et - nane>Sessi onNanmeCont ext Ser vl et </ ser vl et - nane>
<servl et -cl ass>at g. nucl eus. servl et. Sessi onNaneCont ext Ser vl et
</ servl et-cl ass>

</ servl et >

Note that there can be only one parent web application specified per EAR file. Therefore, if you change the
parent application, be sure to set the cont ext - par amto the same values in all web. xm files within your EAR
file:

<cont ext - par an>
<par am nanme>at g. sessi on. par ent Cont ext Nanme</ par am nane>
<par am val ue>/ port al </ param val ue>

</ cont ext - par an>
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Note: This information applies only to session-scoped Nucleus components, and does not affect HTTP sessions
obtained using at g. servl et. Servl et Uti | . get DynanobRequest (r equest ) . get Sessi on(), which retain a
context particular to the current web application.

Session Interaction Outline

This section describes the request process and how a Nucleus session name context is associated with that
request.

1. When a request comes in without a session ID in the cookie or in the URL, the application server creates a
new session for the requested web application.

2. The ATG PageFi | t er determines if the session has been failed over and needs to be restored, or is a new
session.

3. If the request is for the parent web application, a session name context is created with the current
session ID and added to the Nucleus component/ at g/ dynano/ ser vl et / sessi ont r acki ng/
Generi cSessi onManager.

View that component in the Nucleus Component browser to see a list of current ATG session name contexts
and the web applications that share those name contexts.

If the request is for a child web application, the parent application’s session ID is resolved in one of two ways,
depending on the application server.

Some application servers maintain a single session ID between web applications for the same client
(browser), in which case the session name context ID is the current web application’s session ID. This behavior
is controlled by the / at g/ dynano/

servl et/ sessi ontracki ng/ Generi cSessi onManager . si ngl eSessi onl dPer User property, which is
set to one of the following default values in the Daf Ear sub-module configuration layer:

+ WebLogic-f al se

+ JBoss-true

+ WebSphere-true

Note: Do not change these values from their defaults.

When the si ngl eSessi onl dPer User value ist r ue, the application server uses the same session ID for all
web applications, so lookup is not required. Note that the application server hands out the same session id,
but not the same Ht t pSessi on object.

When si ngl eSessi onl dPer User isf al se, alookup determines the session name context ID. This is done
by the at g. nucl eus. servl et .

Sessi onNameCont ext Ser vl et servl et (included in at g_boot st rap. war ), using a

Request Di spat cher. i ncl ude() call. The Sessi onNarmeCont ext Ser vl et does two things:

+ Sets the parent session ID as a request attribute that can then be used by the child web application to bind
to the correct session context.

+ For application servers that do not allow request attributes to be shared between web applications, it
also sets a cookie named ATG_SESSI ON_I Dwith the session ID. This behavior is controlled by the / at g/
dynano/ servl et/ sessi ont racki ng/ Generi cSessi onManager . useSessi onTr acki ngCooki e
property, which is pre-configured with the correct value for each application server.

4. The at g. par ent . sessi on. i d session attribute is set to the parent session ID to avoid repeating the lookup.
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5. A new session-scoped context of type at g. ser vl et . Sessi onNameCont ext now exists under the
CGeneri cSessi onManager . Because the ATG Nucleus components live outside the application server’s
session, an at g. ser vl et . Sessi onBi ndi ngRepor t er object is added to each web application session as an
attribute. According to the J2EE spec, this object must be notified by the application server when the session
is started (its val ueBound method invoked) or invalidated (its val ueUnbound method invoked).

6. The Sessi onBi ndi ngReport er increments a counter in the Sessi onNaneCont ext it belongs to. This
counter keeps track of the number of child web application session references to the Nucleus session scope.
As each child is requested during the course of the browser session, this number increases.

7. When the application server expires a session, either because of a user request (sessi on. i nval i dat e
invoked) or due to a session timeout, it unbinds all the session attributes and invokes the
at g. servl et. Sessi onBi ndi ngReport er. val ueUnbound() method.

8. The val ueUnbound decrements the Sessi onNameCont ext counter.

9. When the counter reaches 0, all the child and parent web application sessions have been expired and it is safe
for the ATG Nucleus session scope to be removed.

Note: Because the only link to the underlying session is through the Sessi onBi ndi ngReport er attribute,
session management is a common cause for memory leaks. One such leak occurs on IBM WebSphere in a
clustered environment, where the session invalidation can occur in a different JVM instance than where the
session originated. See the Session Management in a WebSphere Cluster (page 104) section.

Managing User Sessions

You can manage user sessions from the Dynamo Component Browser for debugging or administrative
purposes. To access the Session Manager, click through the hierarchy:

/ at g/ dynano/ ser vl et/ sessi ontracki ng/

Click GenericSessionManager to view sessions. Choose the selection criteria, then click the View button. Click
an individual session to see its properties.
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8 Configuring for Production

The default configuration settings in your ATG installation are designed for evaluation and development.
When your ATG application moves from development to live deployment, you should change some of these
configuration settings as described in this chapter for better performance.

This chapter covers the following topics:
Enabling liveconfig Settings (page 91)
Fine-Tuning JDK Performance with HotSpot (page 93)
Configuring Repositories (page 93)
Configuring Targeted E-Mail (page 95)
Setting Access Levels for Properties Files (page 96)
Setting Logging Levels (page 97)
Limiting Initial Services for Quicker Restarts (page 98)
Disabling Document and Component Indexing (page 98)
Enabling the ProtocolChange Servlet Bean (page 98)
Setting up Clustering on JBoss (page 99)
Setting Up Clustering on WebLogic (page 100)
Setting up Clustering on WebSphere (page 102)

General Clustering Information (page 106)

Enabling liveconfig Settings

The settings in the ATG base configuration layer are optimized for application development, but are not
appropriate for a production environment. When you're ready to deploy your Nucleus-based application in a
production environment, enable the settings in the | i veconf i g configuration layer. This layer overrides many
of the default configuration settings with values that are more appropriate for a deployed site. For example, the
I'i veconfi g configuration layer improves performance by reducing error checking and detection of modified
properties files.

8 Configuring for Production 91



To enablel i veconfi g, you can use the -l i veconf i g argument for r unAssenbl er or add the following line to
the VEB- | NF/ ATG- | NF/ dynanop. env file in the at g_boot st r ap. war module of your EAR file:

at g. dynano. | i veconfi g=on

JBoss Note: If you are using ATG Portals with JBoss, and you use the —I i veconf i g flag when you create your
EAR file, you must also have a lock manager configured and running in order to create or edit communities. See
the Locked Caching section of the Repository Guide for information on lock management.

To disable | i veconfi g in an application in which it is currently enabled, either reassemble the application
without the -1 i veconfi g flag, or remove or set the | i veconf i g value to of f in VEB- | NF/ ATG- | NF/
dynano. env filein the at g_boot st r ap. war module.

Customizing liveconfig Settings

You can add your own configuration files or directories to the I i veconf i g configuration layer in

your ATG installation. It is best to put any such custom settings in a separate directory from the

<ATGL1di r >/ ATG nodul e/ | i veconf i g directories, in order to keep track of which liveconfig settings are ATG
settings and which are your own custom settings. For instance, if you have a custom application module named
My/Modul e, you could create a MyModul e/ | i veconf i g directory in your module, and include in that directory
any configuration settings that you want to take effect when the | i veconf i g configuration layer is enabled.

To add an entry to the | i veconf i g configuration layer, include it in your module’s manifest in an entry like this:

ATG Li veConfig-Path: |iveconfig

Disabling Checking for Changed Properties Files

Some disk access and memory allocation overhead can be eliminated by setting the

confi gurationCheckM | | i seconds property of the Nucl eus component (with a Nucleus component path
of /') to - 1. This property controls whether or how often ATG rereads . pr operti es files or . j ava files the

next time that an instance of a given component is created. The default is 1000. This feature is useful during
development, but we recommend disabling it once a site goes live for better performance. The value - 1 disables
the reloading of properties and . j ava files altogether.

Note: If you subsequently make changes to . properti es files or . j ava files on your live site (which you
generally should not do), you need to restart your application server before changes are picked up. If you
change property settings using the ACC, you may need to restart to fully register changes that may affect
interdependent components.

The recommended configuration is enabled in the | i veconf i g configuration layer.

Disabling the Performance Monitor

The Performance Monitor (/ at g) can be used to gather statistics about the performance of specific operations
in ATG components. However, this information gathering can itself have a negative effect on performance.
Therefore, for deployment, disable the Performance Monitor by setting its node property to O:

node=0
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The Performance Monitor is disabled in the | i veconf i g configuration layer.

For more information about the Performance Monitor, see the Monitoring Site Performance (page 137) chapter.

Adjusting the pageCheckSeconds Property

ATG's Page Processor compiles JHTML pages into . j ava files (JSP compilation is handled by your application
server). The page processor, located at / at g/ dynano/ ser vl et / pageconpi | e/ PagePr ocessor, checks for
new JHTML pages that need to be compiled. You can improve performance by increasing the Page Processor’s
pageCheckSeconds property. The page compile servlet uses this property value to determine whether to check
for new JHTML pages that need to be recompiled. If a request occurs within this time interval (measured in
seconds) for the same page, ATG will not check the date on the file. This improves performance in serving pages.

A value of 0 causes Oracle ATG Web Commerce to check for new pages on each request. The default value is 1.
Thel i veconfi g value is 60.

Fine-Tuning JDK Performance with HotSpot

Oracle’s Java HotSpot technology is available in a Client Virtual Machine (VM) and a Server VM. The default Client
implementation can be considerably slower than the Server implementation, so ATG recommends using the
Server JVM.

Configuring Repositories

On a production site, it is critical that your ATG repositories be configured properly to ensure that data storage
and retrieval are performed accurately and efficiently. Poorly configured repositories can result in performance
bottlenecks and errors. In particular, repository caches must be tuned properly to ensure that data is retrieved

quickly and is up to date. This section discusses repository settings to configure on your sites.

Setting Cache Modes

The ATG SQL repository offers a choice of cache modes. When you have only a single ATG instance installed, you
can use the simple cache mode with no problems, since there is no chance of two servers using inconsistent
copies of a repository item due to caching. However, when you deploy multiple ATG instances, you need to
choose an appropriate cache mode for each item descriptor used by your application. See the Repository Guide
for more information.

In particular, if your sites are running more than one ATG server, it is highly recommended that you use | ocked
mode caching for the i ndi vi dual Scenar i o item descriptor. See the Personalization Programming Guide for
more information.

Remember that if you use | ocked mode caching, you must also enable lock manager components. See Enabling
the Repository Cache Lock Managers (page 94) in this chapter.
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Prepopulating Caches on Startup

ATG performance typically improves after an application has been running a while, because more requests can
be satisfied from caches. Under some circumstances, it may make sense to prepopulate your caches, so that
you get the benefit of the caches immediately. Note, however, that this benefit may come at the cost of slower
startup times.

You can prepopulate caches in a SQL Repository by using <quer y-i t ens> tags in a repository definition file. For
more information, see the Repository Guide.

Enabling the Repository Cache Lock Managers

If you are using a SQL Repository with locked mode caching, you must enable the O i ent LockManager (/

at g/ dynano/ servi ce/ O i ent LockManager ) on each ATG server and enable the Ser ver LockManager (/

at g/ dynano/ ser vi ce/ Ser ver LockManager ) on one or more ATG servers. You may want to dedicate an ATG
server only to lock management. Note that elements of the ATG Adaptive Scenario Engine are configured in the
I'i veconfi g layer to use locked mode caching by default.

Add the Ser ver LockManager component to thei niti al Servi ces property of the/ at g/ dynano/ I ni ti al
component, and make sure that the O i ent LockManager points to the correct host. The d i ent LockManager
should be configured like this:

Property Description

| ockSer ver Addr ess The hostname of the machine running the Ser ver LockManager .

| ockSer ver Port The port configured in the Ser ver LockManager component (9010 by default).
useLockServer True

The d i ent LockManager is enabled by the | i veconf i g configuration layer. For more information about cache
lock managers, see the Repository Guide.

Configuring Repository Database Verification for Quicker Restarts

By default, each SQL Repository component verifies each of the tables in its database on startup with

a simple SQL query. These verification queries can slow the ATG startup routine. There are several
approaches you can take to modify the SQL Repository startup procedures that can result in dramatically
faster start times. In particular, you may wish to set the updat eSchenal nf oCache property to true
inyour at g. adapt er . gsa. GSAReposi t or y components, such as/ at g/ dynano/ ser vi ce/ j dbc/

Prof i | eAdapt er Reposi t ory. For details, see the SQL Types and Repository Data Types section in the SQL
Repository Item Properties chapter of the Repository Guide.

Configuring a Content Distributor System

ATG includes a content distributor system that allows you to cache content from repositories to an HTTP server.
Using this system can significantly speed up request handling on a site. By default, only ATG Commerce uses this
system, but it can be used by any ATG application.
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The content distributor system is described in the Platform Programming Guide. If you are using an HTTP server
such as Apache, no additional configuration of the content distributor system is required. If you are using your
application server as your HTTP server, however, you need to configure the system to prepend the context path
of the at g_boot st r ap. war application (by default, / dyn) to the URL of any file it sends to the server.

Theclassat g. di stri butor. Di stribut or Sender has a property named docunent Root Cont ext Pat h that
you can set to specify the string to prepend. For example, for the distributor system used by ATG Commerce, set
this property in the component/ at g/ conmer ce/ cat al og/ Cont ent Di st ri but or, either through the ACC or
by adding the following line to the properties file of that component:

docurnent Root Cont ext Pat h"=/ at g/ dynano/ Confi gur ati on. def aul t DynanmoPr ef i x

Configuring Targeted E-Mail

When running on your application server, ATG's targeted e-mail system makes loopback requests back to the
server to render the e-mail template for each e-mail recipient. ATG makes one loopback request to create an
HTTP session, and uses that session’s ID when making subsequent loopback requests to render the template.

Nucleus Components

The components/ at g/ user profil i ng/ emai | / Tenpl at eEnai | Sender and/ at g/ scenari o/

I ndi vi dual Emai | Sender (both of class at g. user profil i ng. Tenpl at eEnai | Sender ) have several
properties used for configuring loopback requests. The following table lists these properties and their defaults
when running ATG on your application server:

Property and Default Purpose

siteHt t pSer ver Nane”=/ at g/ dynano/ Server name for loopback requests.
Configuration.siteH tpServerNanme

siteHtt pServer Port~=/ at g/ dynano/ Port number for loopback requests.
Configuration.siteHttpServerPort

appl i cati onPrefi x"=/ at g/ dynano/ The context path of the application.
Confi gur ati on. dynanoEar Cont ext Root

i nitSessionURL=/init-session The URL pattern used by I ni t Sessi onSer vl et
(see below).
sessi onvanager =/ at g/ dynano/ ser vl et/ Used to find the session from the session ID.

sessi ont racki ng/ Generi cSessi onManager

| oopbackRequest sEnabl ed=t r ue Determines whether loopback requests are
performed. Can be set to false if you are using this
Tenpl at eEmai | Sender only with DSP templates
(see below).
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Property and Default Purpose

cont ext Pat hPr ef i x*=/ at g/ dynano/ String to prepend to template URLs. Default is / dyn/
Confi guration. def aul t DynanoPr ef i x dyn/.

If you are using JHTML templates exclusively, you can disable loopback requests by setting the

| oopbackRequest sEnabl e property to false. In addition, you should set the cont ext Pat hPr ef i x property
to null, and set the set upLoopbackTenpl at eEmai | Request s property of the / at g/ dynano/ ser vl et/

pi pel i ne/ DynanoSer vl et componenttof al se.

Configuring Web Applications

To enable targeted e-mail in an application, the application must run an instance of
at g. nucl eus. servl et . I ni t Sessi onSer vl et . For example, the web. xn file for the at g_boot st rap. war
application includes the following lines:

<servl et >
<servl et - nane>| ni t Sessi onSer vl et </ servl et - nane>
<servl et-cl ass>at g. nucl eus. servl et. I nitSessionServl et</servlet-class>
</servlet>
<servl et - mappi ng>
<servl et - nane>| ni t Sessi onSer vl et </ servl et - nane>
<url-pattern>/init-session</url-pattern>
</ servl et - mappi ng>

This servlet handles the requests to/ dyn/ i ni t - sessi on, and, as its name implies, initializes a session.

Setting Access Levels for Properties Files

ATG components are configured with plain text properties files. You should set access levels on your properties
files so they cannot be altered or viewed by unauthorized users. Only site administrators should have read and
write permission. ATG must be invoked from an account with these permissions as well. The properties files
that contain sensitive information typically reside in each server's | ocal confi g directory. The most important
properties files to protect include:

Component Description

/ at g/ dynano/ Confi gurati on. properties Basic configuration for ATG

/ at g/ dynano/ securi ty/ Basi cSSLConfi gurati on. properties Default configuration for any
service that uses SSL

/ at g/ dynano/ ser vi ce/ j dbc/ FakeXADat aSour ce. properti es Distributed transaction data source
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Component Description

/ at g/ dynano/ servi ce/ j dbc/ JTDat aSour ce. properties JTA participating and pooling data

source
Note: Multiple versions of this component may exist in your

installation; all of them may contain information that should be

protected.
/ at g/ dynano/ ser vi ce/ POP3Ser vi ce. properties Checks the POP server for bounced
e-mail
The most important ATG Commerce properties files to protect include:
Component Description

at g/ commer ce/ j dbc/ Pr oduct Cat al ogFakeXADat aSour ceA. properti es A distributed transaction
Dat aSour ce

at g/ commer ce/ j dbc/ Product Cat al ogFakeXADat aSour ceB. properti es A distributed transaction
Dat aSour ce

These ATG Commerce properties files are located in a j ar file at <ATGL1di r >/ DCS/ confi g/
confi g.j ar.For more information on Pr oduct Cat al ogFakeXADat aSour ceA. properties and
Pr oduct Cat al ogFAkeXADat aSour ceB. pr oper ti es, refer to the Commerce Programming Guide.

Setting Logging Levels

By default, ATG sends all log events to two log listener components:/ at g/ dynano/ ser vi ce/ | oggi ng/
LogQueue (which directs output to log files) and / at g/ dynano/ ser vi ce/ | oggi ng/ Scr eenLog (which
directs output to the console screen). Logging to the screen can cause performance problems on a
production site. Note that JBoss and Tomcat extend Ext er nal LogSyst enLogLi st ener and do not use the
Pri nt St reanmLogger, which is used by Scr eenLog to redirect output to the console screen.

It is recommended that you redirect console logging to a file to prevent loss of information. When
creating the file, it is helpful to script the console log file name to contain the current time stamp, such as
consol e_2013- 03- 03_16- 39- 22. | og. Refer to your Web application documentation for information on
redirecting console log information to a file.

If you want to disable logging entirely, or specify different logging levels, you can do that in the
GLOBAL. properti es file. For example:

| oggi ngError=true
| oggi ngWar ni ng=t r ue
| oggi ngl nf o=t rue
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| oggi ngDebug=f al se

The | oggi ngDebug log generates large numbers of messages, which can impair performance, so

| oggi ngDebug should be set to f al se on a live site. You still have the option of overriding the global settings
for a specific component. For example, if | oggi ngDebug is set to f al se in the GLOBAL. pr operti es file, you
can still enable it for an individual component by setting that component’s | oggi ngDebug property to true.

See the Logging and Data Collection chapter of the Platform Programming Guide for more information.

Limiting Initial Services for Quicker Restarts

When you restart an ATG application, it starts up the services specified by the i ni ti al Ser vi ces property

of the/ at g/ dynano/ I ni ti al component. You may add services to this list while you are developing your
application. These services may in turn start up other components. Starting up a service at the same time as
ATG ensures that the service is created and ready when it is first called upon. However, if too many services are
configured to start up at the same time, then the ATG startup routine can become time-consuming and server
restarts may be slow, which might make it more difficult to recover and restart if a server runs into problems. If
server startups seem to be taking too long, consider whether some services can be started up on some other
schedule than immediately on ATG startup.

If you set the | oggi ngl nf o property of the Nucl eus component (with a Nucleus path of / ) to t r ue, and then
start up ATG, the resulting info messages display an indented list of when each service starts up. From this list,
you can determine which component causes which other components to be started.

Disabling Document and Component Indexing

The ACC creates and maintains indexes of documents and components. For sites with large numbers of
documents or components, indexing can take time and CPU resources. Once your sites are deployed and
relatively stable, you may want to limit or eliminate the indexing of documents or components.

The document and component indexes are maintained incrementally once built, and are rebuilt completely
once a day at 1 a.m. by default. An index is rebuilt at startup only if it does not exist at all.

You can selectively exclude portions of the document tree from indexing by adding absolute pathname prefixes
to the excl udeDi r ect ori es property of the / at g/ devt ool s/ Docunent | ndex component. The same is

true for component indexing, but the component is/ at g/ devt ool s/ Conponent | ndex instead. To improve
performance on a live site, you can turn off all document and component indexing by setting the enabl ed
property of the Docunent | ndex and Conponent | ndex components to f al se.

Enabling the ProtocolChange Serviet Bean

ATG includes a servlet bean named / at g/ dynano/ dr opl et/ Pr ot ocol Change. The Pr ot ocol Change servlet
bean lets pages switch between secure and non-secure HTTP servers. The Pr ot ocol Change servlet bean takes
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a URL as input and renders a URL that uses either the HTTP protocol or the HTTPS protocol, depending on the
output parameter specified. The default configuration is:

secur eHost =/ at g/ dynano/ Conf i gurati on. si t eHt t pSer ver Nane
nonSecur eHost ~=/ at g/ dynano/ Conf i gurati on. siteHtt pSer ver Nane
secur ePort =443

nonSecur ePort =/ at g/ dynano/ Confi guration. siteH t pServer Port
secur eProt ocol =ht t ps

nonSecur eProt ocol =http

enabl e=f al se

When the enable property is f al se, the servlet bean renders the URL without changing the protocol. To enable
this servlet bean to change the protocol, set the enabl e property to t r ue. Also, ensure that the secur eHost
and secur ePort properties are set to values appropriate for your sites.

Setting up Clustering on JBoss

A cluster is a set of JBoss servers working together, serving pages at the same port. From the user’s point of
view, all of the servers function as a single server; it does not matter which server handles a given request. JBoss
documentation refers to a cluster as a partition.

Virtually all production sites use clustering. Clustering provides much better performance and reliability than
running on a single server. For example, if one server in a cluster goes down, the user may not be aware of it,
because the other servers in the cluster can take over the sessions it was handling.

Setting up clustering of JBoss servers running ATG applications involves the steps described in the following
sections.

Configuring the HttpPort Property

When running ATG server instances in a JBoss cluster, you must configure the ht t pPor t property in the / at g/
dynano/ Conf i gur ati on. properti es component to match the port set in the si t eHt t pPor t property. If this
is not done, the ATG email sender fails. For example:

siteHt t pPort=8080
ht t pPor t =8080

Creating ATG Servers

The first step is to create your ATG servers, using the Configuration and Installation Manager (CIM) or the
makeDynanoSer ver script (see Creating Additional Oracle ATG Web Commerce Server Instances (page 77)).

A typical production environment includes: a server lock manager, process editor server, workflow process
manager, etc., for services that require a dedicated server, plus several servers that handle page requests.
The servers you need to create depend on which ATG applications you are using, and on your unique site
requirements.
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Assembling for a JBoss Cluster

When you assemble your application, the application assembler includes all of the ATG servers you have
configured (see “Assembling Applications” in the Platform Programming Guide for information on application
assembly). This means that you can build your application once for each JBoss partition, deploy it on each
partition, and enable the appropriate ATG server on each instance simply by changing the value of the

at g. dynano. ser ver. name system property when you start up JBoss:

bi n\run or bin/run.sh -c server_nane -Datg.dynano. server. nane=
ATG server

To assemble and configure your ATG application to run on a JBoss partition, when you invoke the application
assembler, use the - 1 i veconfi g, - st andal one, - di stri but abl e, and - pack flags inr unAssenbl er asin the
example:

bi n/runAssenbl er —liveconfig —standal one —di stributable —pack
output _file_name.ear —m nodul e-1ist Daf Ear. Adm n

The —pack flag is optional. The —di st ri but abl e flag is required to enable JBoss session failover. Do not use
the —ser ver flag to specify an ATG server configuration. If you are using a named configuration layer, specify
that as well (see “Managing Properties Files” in the Platform Programming Guide for information on named
configuration layers).

Creating and Configuring JBoss Servers

Create and configure your JBoss servers; see the JBoss documentation for configuration information.

1. Use the <JBdi r >/ server/al | server as atemplate for creating JBoss instances, since it is set up for
clustering.

2. Make configuration changes, such as removing unneeded JBoss services (see JBoss Application Framework
Trimming (page 164) in this guide).

3. Copy the/ al | server for each corresponding ATG server.

Deploying Your Application

See the JBoss documentation for information about deploying to JBoss clusters.

Setting Up Clustering on WebLogic

A cluster is a set of WebLogic servers working together, serving pages at the same port. From the user’s point of
view, all of the servers function as a single server; it does not matter which server handles a given request.

Virtually all production sites use clustering. Clustering provides much better performance and reliability than
running on a single server. For example, if one server in a cluster goes down, the user may not be aware of it,
because the other servers in the cluster can take over the sessions it was handling.
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Setting up clustering of WebLogic servers running ATG applications involves the following steps:
1. Create a group of WebLogic servers for serving pages, and assign them to a cluster.

2. Create additional WebLogic servers for the ATG lock manager, process editor server, workflow process
manager and any other services that require a dedicated server. Assign these servers to a different cluster
from the page servers.

3. For each WebLogic server, create a corresponding ATG server configuration.

4. Assemble your ATG application, and deploy it on each WebLogic server in both clusters. Configure the
application on each WebLogic server to use the ATG server configuration that corresponds to that server.

See the Oracle WebLogic documentation for information about creating WebLogic servers and clusters. For
information about creating ATG server configurations, see Creating Additional Oracle ATG Web Commerce
Server Instances (page 77).

Assembling for a WebLogic Cluster

When you assemble your application, the application assembler includes all of the ATG servers you have
configured. This means that you can build your application once, deploy it on each WebLogic server, and enable
the appropriate ATG server on each instance simply by changing the value of the at g. dynano. ser ver. nane
system property when you start up WebLogic.

Follow these steps to assemble and configure your ATG application to run on a WebLogic cluster:

1. When you invoke the application assembler, use the —st andal one flag to assemble the application in
standalone mode, so it is not dependent on your ATG installation.

Note: You cannot use —pack and —st andal one in combination on WebLogic.

In addition, use the —I i veconf i g flag to enable the | i veconf i g configuration layer. Do not use the —
server flag to specify an ATG server configuration.

2. Deploy the application on each WebLogic server.

3. On each WebLogic server, enable the corresponding ATG server configuration by creating the
at g. dynano. ser ver. name property for the JVM the server is running on and setting the property to the
name of the ATG server. For example:

st art ManagedWebLogi c. bat myWebLogi cServer -
Dat g. dynano. server. nane=nyser ver

Clustering Example

Suppose you want to set up a site consisting of an Administration Server, three servers that serve pages, one
server that runs the ATG lock manager, and one server that runs the process editor server. Here's an example of
how you might do this:

1. Start up WebLogic Server using the st ar t WebLogi ¢ script. This starts up the WebLogic Administration
Server (default name nyser ver, default port 7001).

2. In the WebLogic Console, create a server named pageSer ver . Assign it port number 7700. Assign an IP
address used by no other server in the domain.

3. Create a cluster named paged ust er . Put pageSer ver 1, pageSer ver 2, and pageSer ver 3 into this cluster.
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4. Create servers named procedi t and | ockngr. Assign each server the port number 7800. Assign each server
a unique IP address.

5. Create a cluster named ser vi ced ust er.Put procedi t and | ockngr into this cluster.
6. Assign the two clusters different multicast addresses.

7. Using either the Configuration and Installation Manager (CIM) or the makeDynanoSer ver script, create ATG
servers named pageSer ver 1, pageSer ver 2, pageSer ver 3, procedi t,and | ockngr . (You do not need to
give the ATG servers the same names as the WebLogic servers, but it is a good idea do so.)

8. Configure the ATG | ockngr server to run the ATG Ser ver LockManager . (See Enabling the Repository Cache
Lock Managers (page 94) for more information.)

9. Configure the ATG Scenario Manager to run the process editor server on the ATG pr ocedi t server.
10.Set up ATG session backup, as discussed in Enabling Component Backup (page 107).

11.Assemble your application, deploy it on each server in both clusters, and configure each instance to use the
ATG server corresponding to the WebLogic server the instance is running on. (This process is discussed in
Assembling for a WebLogic Cluster (page 101).)

12.Un-deploy any applications that are deployed on the Administration Server.

13.Configure your HTTP server to serve pages from each server in paged ust er (but not any of the other
servers).

14.Shut down the Administration Server and then restart it. This ensures that all of the changes you made take
effect.

15.Start up the managed servers you created, using the st ar t ManagedWebLogi ¢ script. The syntax of this script
is:

st art ManagedWebLogi ¢ WebLogi cServer adm nURL
- Dat g. dynano. server. nane=nyserver

where WebLogi cSer ver is the name of the WebLogic server, and admi nURL is the URL of the WebLogic
Administration Server. Let’s assume that the hostname for the Administration Server is myMachi ne. To start
up the WebLogic pageSer ver 1, the command would be:

st art ManagedWebLogi ¢ pageServer1l http://myMachi ne: 7001/
- Dat g. dynano. server . name=pageserver 1l

Note: Oracle ATG Web Commerce does not support Unicast mode. Make sure that you set the cluster messaging
mode to multicast.

Setting up Clustering on WebSphere

A cluster is a set of WebSphere servers working together, serving pages at the same port. From the user’s point
of view, all of the servers function as a single server; it does not matter which server handles a given request.

Virtually all production sites use clustering. Clustering provides much better performance and reliability than
running on a single server. For example, if one server in a cluster goes down, the user may not be aware of it,
because the other servers in the cluster can take over the sessions it was handling.
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Installing and Configuring WebSphere

The first step in setting up a clustered deployment is to install and configure the WebSphere cluster. See the IBM
WebSphere documentation for information.

1. Install WebSphere Network Deployment.

2. Run the Profile Creation Wizard to create a Deployment Manager profile. While you are installing, take note of
the following information for use during your ATG installation:

+ Deployment manager profile name
+ Deployment manager cell name
+ Administration console port

» SOAP port

Creating a Cluster

Use the WebSphere Administration Console to create your clusters. The recommended topology for running ATG
products on a WebSphere cluster has the following characteristics:

* Includes one Deployment Manager profile and at least one custom profile
+ Separates page serving instances and non-page-serving instances into different clusters

* Includes the web servers in the Deployment Manager cell for management

Creating Data Sources

Create your data sources in the WebSphere Administration console; see the documentation for WebSphere and
your database solution for information.

Note: The JNDI lookup for your data source must be consistent with the JNDI name configured in your Nucleus-
based application. Make sure you set the data source’s scope correctly.

Installing and Configuring Your Web Server

Install your web server and configure it for use with WebSphere; see your web server documentation for
information.

Take note of the path used for installing web server configuration files. It is extremely important to copy the web
server configuration files to your WebSphere servers, so that your application can be targeted to the appropriate
web servers and clusters (refer to your WebSphere documentation for more information).

Installing ATG for a WebSphere Cluster

Follow these steps to install the ATG platform to run in a clustered environment:

1. Run the installer program for the Oracle ATG Web Commerce platform. This is an executable file with the file
name extension *. exe (Windows) or *. bi n (UNIX).
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2. After you accept the terms of the license agreement, select the installation folder for the ATG software (C:
\ ATG\ ATGL1. 0 or/ home/ ATG ATGLL. O, for example).

3. Select the ATG products you want to install.

4. Select IBM WebSphere - Cluster as your application server.

5. Enter the WebSphere home directory (C: \ WebSpher e\ AppSer ver, for example).
6. Select the Deployment Manager profile and cell.

7. Deploy and install your application (see the WebSphere documentation for information).

Assembling for a WebSphere Cluster

When you invoke the application assembler, use the following flags:

—st andal one, to assemble the application in standalone mode, so it is not dependent on
your ATG installation

—li veconfi g, to enable thel i veconf i g configuration layer

- pack, because the WebSphere application installation wizard does not recognize an
exploded EAR file (see Note)

If you are using a named configuration layer, specify that as well (see “Managing Properties Files” in the Platform
Programming Guide for information on named configuration layers).

Note: It is possible to deploy an exploded EAR through the WAS admin. To do so, in the WAS Deployment
Wizard, click the radio button for Server path instead of Local path, then type in the full path of the EAR
directory and submit the form. Note that in order for the WAS deployment wizard to recognize the Server path
you provide, the directory must exist on a file system accessible to the server that is serving the WAS admin

pages.
Do not use the —ser ver flag to specify an ATG server configuration.

See the Assembling Applications section of the Developing and Assembling Nucleus-Based Applications chapter in
the Platform Programming Guide for more information on assembly.

Session Management in a WebSphere Cluster

When a session is persisted in a database, WebSphere does not correctly invoke the val ueUnbound() method
when that session expires, resulting in memory leaks when running ATG applications. The / at g/ dynano/

servl et/ sessi ontracki ng/ Sessi onl nval i dati onSer vi ce component handles this problem by checking
the current set of child sessions known to ATG and comparing the last accessed time to the session’s configured
timeout, as specified by the application server. If the child session has timed out, it is removed from the list of
sessions. When all children of a parent session have been removed, all session-scoped components for that
session are cleaned up. The Sessi onl nval i dat i onSer vi ce runs on a configurable schedule, with a default of
every 5 minutes.

Note that this component does not invalidate the session or interfere in any way with the application
server's own cleanup work; it touches only ATG-created items. For even more safety, you can set the

addi ti onal Ti meout M nut es property, in which case the service waits the specified additional number of
minutes above the application server’s configured session timeout before performing the cleanup.
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If debugging is turned on, the Sessi onl nval i dat i onSer vi ce component indicates when it performs a check,
and the last accessed time for each child session. The component is defined in the Daf Ear . WebSpher e module,
which is run automatically on WebSphere.

Configuring Your WebSphere Servers

When you assemble your application, the application assembler includes all of the ATG servers you have
configured. This means that you can build your application once, deploy it on each WebSphere application
server, and enable the appropriate ATG server on each WebSphere instance simply by changing the value of the
at g. dynano. ser ver . name system property when you start up WebSphere.

Do the following for each server.
1. In the WebSphere Administration console, go to Server > Application Servers.
2. Click the link for the server you want to configure.

3. On the right hand side, go to Server Infrastructure > Java and process management > Process Definition
> Additional Properties > Java Virtual Machine.

4. Enter an initial and maximum heap size; the recommended value is at least 512/512.
5. Return to the Java Virtual Machine page.
6. Go to Custom Properties > New.

7. Create a new system property named at g. dynano. ser ver . name. The value should be the ATG server
instance you want to associate with this WebSphere server.

8. If applicable, return to the Java Virtual Machine page to enable server mode. In the Generic JVM Arguments
field, enter —ser ver.

9. Save all changes to the master repository; make sure sync node is enabled.

Deploying Your Application

Use the WebSphere Administration console to deploy your EAR file to a cluster. Each Nucleus-based application
needs to be installed as follows:

+ If you are deploying your web application to a page-serving cluster, that application should also be deployed
to a web server instance.

+ If you are deploying the application to a cluster that does not serve pages, but runs the application, do not
deploy the application to a web server instance.

+ The web server should only route application requests to instances on the web serving instances node, but
non-web serving instances will also run the application.

To deploy an application:
1. Using the Administrative Console for the Deployment Manager, install the application.

If your web application includes a resource reference for your data source, in the WebSphere application
installation wizard make sure the reference binding and JNDI name match and are consistent with the name
configured in the JTDat asour ce component (excluding the j ava: / conp/ env prefix).
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2. Regenerate the web server plug-in. In the WebSphere Administration Console, go to Servers > Web servers.
Select the entry corresponding to your web server.

On [HS with remote web server management enabled, click Propagate Plug-In. The plug-in is propagated
automatically.

For all other web servers, click Update Plug-In, locate the plug-in on the deployment manager’s file system
and transfer it to the web server host; overwrite the existing plug-in.

General Clustering Information

The information in this section applies to all application servers.

Specifying the drpPort Setting

For each ATG server you create, you must edit the Conf i gur ati on. properti es file in the <ATGL1di r >/ hone/
server s/ servernane/ | ocal confi g/ at g/ dynano directory. Set the admi nPort property to the listen port of
the corresponding application server, and give the dr pPor t property a unique value. For example, for the ATG
procedi t server, you might use these settings:

adm nPort =7800
dr pPort =8851

Note that DRP ports are not enabled when you run ATG applications, but the port numbers are still needed to
identify scenario server instances. Therefore, you must specify a unique value for the dr pPor t property for the
server.

Setting up localconfig and Server Configuration Files

Set up your | ocal confi g and server configuration files under <ATGL1di r >/ hone/ ser ver s and <ATGL1di r >/
home/ | ocal confi g to configure the default and server specific behaviors of your Nucleus-based application.
These files are included in your EAR when it is generated.

1. Using either the Configuration and Installation Manager (CIM) or the nakeDynanpSer ver script, create one
ATG server configuration for each application server.

2. Configure the ATG lock manager server to run the ATG Ser ver LockManager . (See Enabling the Repository
Cache Lock Managers (page 94) earlier in this chapter for more information.)

3. Configure the ATG Scenario Manager to run the workflow and process editor servers. There should be exactly
one instance of your ATG application running each of these components, and all other instances should be
aware of them. (See the Personalization Programming Guide for more information.)

Note: The JNDI lookup for your data source must be prefixed with j ava: conp/ env/ . For example, if your data
source has a JNDI name ATGDB, the JNDI Nane property of the JTDat aSour ce should be j ava: / conp/ env/
ATGDB. Set your transaction manager to use your application server’s implementation. See the Creating Data
Sources (page 103) section for additional JNDI naming constraints.
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Unique Components

The ATG product suite contains several components that must be unique within an ATG server cluster. If you
enable and start up more than one instance of these components, errors can result. These unique components
are:

« Fulfillment Module (page 107) used by ATG Commerce
» Process Editor Server (page 107) used by the Scenario Manager
+ Workflow Process Manager (page 107)

Fulfillment Module

Only one instance of the ATG Commerce Fulfillment module should run on the system. Only one ATG server
instance should be started with the ATG Commerce Fulfillment module. To learn more about the Fulfillment
module, see the Commerce Programming Guide.

Process Editor Server

A cluster of ATG servers should only contain one process editor server. Make sure you have one process editor
server configured and that all other ATG instances are aware of it. See the Personalization Programming Guide
information about setting up scenario servers.

Because running the global scenario server places an additional burden on your ATG server, this instance should
not serve any pages.

Workflow Process Manager

A cluster of ATG servers should always contain exactly one workflow process manager. Make sure only one
workflow process manager is configured and that all other ATG instances are aware of it. See the Personalization
Programming Guide information about setting up a workflow process manager.

Enabling Component Backup

The ATG platform implements a session backup facility that allows you to specify a set of session-scoped or
window-scoped Nucleus components and properties that should be backed up after every request. This session
backup mechanism saves these components and properties, and restores them when the application server
migrates a session to another server.

To enable ATG's backup, set the backi ngUpSessi ons property tot r ue in the / at g/ dynano/
Confi guration. properties fileinthel ocal confi g layer.

backi ngUpSessi ons=true

By default, the user’s profile and shopping cart (if one exists) are backed up. To back up additional session-
scoped components, set the sessi onBackupSer ver Proper t yLi st property in the / at g/ dynano/
Configuration. properti es file to a comma-separated list of Nucleus component properties.

Keep in mind when backing up additional information that the more you back up, the more data the app server
must save, which could affect performance.

Each component or property specified in sessi onBackupSer ver Proper t yLi st must implement
java.io. Serializabl e (orExternalizabl e).If acomponentis listed without any properties, the entire
component is backed up.
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Synchronizing Server Clocks

Make sure that all server clocks in a cluster are synchronized. Unsynchronized clocks within the cluster can lead

to unexpected results.

SecurityServlet and ParameterValidator

Oracle ATG Web Commerce includes a component, / at g/ dynano/ ser vl et / daf pi pel i ne/
Securi t ySer vl et, that monitors query parameters and stops processes if they appear suspicious. The
SecurityServl et component uses the/ at g/ dynano/ servl et/ security/ Paranmet er Val i dat or

component to check query parameters.

The Securi t ySer vl et component is enabled by default. You can disable it by removing / at g/ dynano/
servl et/ daf pi pel i ne/ SecurityServl et fromtheinsert abl eServl et s property of the/ at g/ dynano/
servl et/ daf pi pel i ne/ DynanpoHandl er/ component.

Configuring ParameterValidator

Use the configuration properties described in the following table to control the way the Par anet er Val i dat or

component checks query parameters.

Property

Explanation

al waysAddDef aul t s

Controls whether the Par anet er Val i dat or component
adds sets of default string values to thei | | egal TagNames
andill egal Attribut eNames properties.

Set the value of the property to t r ue to include the default
values. Setit to f al se to omit the default values.

See Default Values for illegalTagNames (page 109) and
Default Values for illegal AttributeNames (page 110).

i1l egal TagNanes

onl yDi sal | ow | | egal TagNanes

A list of HTML elements that are disallowed in URL query
parameters.

See Default Values for illegalTagNames (page 109).

Controls whether strings that appear to be HTML elements
are allowed in URL query parameters.

Set the value of this property to t r ue to allow strings that
appear to be HTML elements as long as they are not included
inthei | | egal TagNanes property.

Set the value of this property to f al se to disallow any string
that appears to be an HTML element.
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Property Explanation

illegal AttributeNanes A list of HTML attributes that are disallowed in URL query
parameters.

See Default Values for illegal AttributeNames (page 110).

onl yDi sal | owl | | egal Attri but eNanes Controls whether strings that appear to be HTML attributes
will be allowed in URL query parameters.

Set the value of this property to t r ue to allow strings
that appear to be HTML attributes as long as they are not
included inthei | | egal Attri but eNanes property.

Set the value of this property to f al se to disallow any string
that appears to be an HTML attribute.

illegal Strings A list of specific strings that are disallowed in URL query
parameters.
i Il egal Regexes A list of Java regular expressions that describe strings that

are disallowed in URL query parameters.

overridingVvalidators A list of custom components that function as URL query
validators for specific conditions.

Set the value of this property to a comma separated list of
the nucleus paths for each of the custom query validator
components. For example:

overridi ngVal i dat or s=/ nyconpany/ val i dat or s/
MyVal i dat or, / nyconpany/ val i dat or s/
MyQt her Val i dat or

See Creating an Overriding Parameter Validator (page 113).

Default Values for illegalTagNames

The Par anet er Val i dat or component includes a set of default string values that it will include in the list of
illegal tag names if you set the al waysAddDef aul t s property to true. These default string values are shown in
the following list.

+ ing
e script
* ifrane
- frame
+ appl et
* enbed

* obj ect
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Default Values for illegalAttributeNames

nmet a

The Par anet er Val i dat or component includes a set of default string values that it will include in the list of
illegal attribute names if you set the al waysAddDef aul t s property to true. These default string values are

shown in the following list.

onabort
onactivate
onafterprint
onaft erupdate
onafterupdate
onbef oreactivate
onbef or ecopy

onbef or ecut

onbef or edeacti vate

onbef or eedi t f ocus
onbef or epast e
onbef or epri nt
onbef or eunl oad
onbef or eupdat e
onbef or eupdat e
onbl ur

onbounce
oncel | change
oncel | change
onchange
onclick
oncont ext nenu
oncontrol sel ect
oncopy

oncut

ondat aavai | abl e

ondat aset changed
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* ondat aset conpl ete
» ondbl click

* ondeactivate
* ondrag

* ondragend

* ondragenter

* ondragl eave

* ondragover

* ondragstart

* ondrop

> onerror

* onerrorupdate
« onfilterchange
« onfinish

» onfocus

* onfocusin

* onf ocusout

* onhashchange
* onhel p

* oni nput

* onkeydown

* onkeypress

* onkeyup

* onl oad

* onl osecapture
* onnmessage

* onnpusedown

* onnouseenter
* onnousel eave
* onnobusenove

* onnouseout
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onnmouseover
onnouseup
onnmousewheel
onnove

onnmoveend
onnovest art
onoffline
ononl i ne

onpast e

onpr oper t ychange
onr eadyst at echange
onr eset

onr eset

onresi ze

onresi zeend
onresi zestart

onr owent er

onr owexi t

onr owsdel et e

onr owsi nserted
onscrol |

onsear ch

onsel ect
onsel ecti onchange
onsel ectstart
onstart

onst op

onsubm t

onunl oad

onunl oad

src
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Removing Default Values for illegalTagNames and illegalAttributeNames

To remove an individual, default string value from thei | | egal TagNanmes ori | | egal At t ri but eNanes
property, add the string value to eitheri | | egal TagNames ori | | egal Attri but eNanmes with a minus sign
character before it.

For example, to remove the value onscrol | fromthei | | egal Attri but eNames property, add the following to
the configuration for that property.

illegal Attribut eNanes+=-onscrol |

Note: To remove all of the default values from both thei | | egal TagNanes andi | | egal Attri but eNanmes
properties, set the al waysAddDef aul t s property to false.

Creating an Overriding Parameter Validator

Configure overriding parameter validator components if you need to enforce different rules for query parameter
validation in specific situations. For example, you can configure validation rules that apply to a specific part of
your web application and not to others.

Theoverri di ngVal i dat or s property of the/ at g/ dynano/ servl et/ securi ty/ Par anet er Val i dat or
component holds a list of the nucleus paths of overriding parameter validator components. When

the Par amet er Val i dat or validates query parameters, it checks each component named in the

overri di ngVal i dat or s property. It calls the canVval i dat eRequest method of each component. If the
component returns the value true, Par anet er Val i dat or delegates responsibility for checking the query
parameters to that component. Once one of the overriding validator components returns true to indicate

that it can validate the request, Par arret er Val i dat or will stop checking the remaining overriding validator
components. If none of the overriding validator components returns true, it will validate the query parameters
itself.

To create an overriding parameter validator:

1. Create a custom class that implements the
atg.servlet.security. param Request Par anet er Val i dat or interface. See Custom Validator
Class (page 113).

2. Create a nucleus component based on the custom class.

3. Add the nucleus path of the component to the overri di ngVal i dat or s property of the
Par anet er Val i dat or component.

Custom Validator Class

Base overriding parameter validator components on a custom Java class that implements the
atg. servl et.security. param Request Par anet er Val i dat or interface. The custom class must implement
the following two methods:

+ canVal i dat eRequest - This method takes an at g. ser vl et. DynanoHt t pSer vl et Request object as its
argument and returns a boolean value to indicate whether the validator component will validate the request.

+ ar ePar anVal uesSuspi ci ous - This method takes the String name of a query parameter and the parameter
values in an array of String objects. It returns a boolean value to indicate whether the query parameters are
dangerous and justify stopping the process.
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The following example class shows the required methods.

package com nyconpany. val i dators;

i mport atg.servlet.DynanoHtt pServl et Request;
inmport atg.servlet.security.param Request Par anet er Val i dat or;

public class MyOverridingValidator inplenments RequestParaneterValidator {

@verride

publ i c bool ean canVal i dat eRequest ( DynanoHtt pSer vl et Request pRequest) {
/* Inplenent tests to determ ne whether this conponent should

val idate a particular request. */

}

@verride

publ i ¢ bool ean areParanVal uesSuspi ci ous(String pParamNanme, String[] pVal ues) {
/* Inplenent tests to determ ne whether the paraneter val ues

are suspicious. */

RedirectURLValidator

Oracle ATG Web Commerce includes a component / at g/ dynano/ ser vl et / pi pel i ne/
Redi rect URLVal i dat or, that will prevent URL redirection to hostnames other than the hostname used in the
current HTTP request. You can configure a list of hostnames that are allowed by Redi r ect URLVal i dat or even

if they do not match the hostname in the client’s original request.

The Redi r ect URLVal i dat or component includes the properties described in the following table.

Property Description

al | owLocal Host If this boolean property is set to true, Redi r ect URLVal i dat or will allow

component.

the Redi rect URLVal i dat or component.

redirection to | ocal host and synonyms for it. Synonyms for | ocal host
are defined by the/ at g/ dynano/ ser vi ce/ Local Host Confi gurati on

Even when this property is set to t r ue, the Local Host Conf i gur ati on
component may not successfully discover all aliases for the localhost. If this
happens, add aliases for your localhost to the al | owedHost Nanes property of

al | owAl | Si t eURLS If this boolean property is set to true, Redi r ect URLVal i dat or will allow
redirection to any hostname and port that match the URLs of your multisite
Web sites.

al | onedHost Narres Redi r ect URLVal i dat or will allow redirection to any hostname that you

include in this String array property.
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Property Description

al | owedHost Regexes Redi rect URLVal i dat or will allow redirection to any hostname that matches
one of the regular expressions that you include in this String array property.

enabl ed This property is set to t r ue by default. To turn Redi r ect URLVal i dat or off,
set this property tof al se.

If the Redi r ect URLVal i dat or component prevents an attempt to redirect a URL, it will generate a server log
message similar to the following.

** %% \NAr ni ng Tue Sep 13 15:52:22 EDT 2011 1315943542589 [/ at g/ dynano/ servl et/

pi pel i ne/ Redi rect URLVal i dat or

Not allowi ng redirect of the URL "http://bad.com 7103/ sonedi r/ sonepage. j sp". Adj ust
settings of this conponent

(such as the "al |l owedHost Nanes", "al |l owLocal Host", and "al |l owAl | SiteURLs" properties)
to allow.

WIl not warn again for URLs of host "bad.con' for 5 minutes.

HttpOnly Attribute for Cookies

By default, Oracle ATG Web Commerce sets the Ht t pOnl y attribute when it adds ATG cookies to Web
application clients. The Ht t pOnl y attribute restricts use of ATG cookies to HTTP or HTTPS requests and prevents
access by JavaScript. Note that this attribute does not affect the j sessi oni d cookie, which is controlled by the
application server.

You can control this behavior by setting the cr eat eHt t pOnl yCooki e property of the / at g/ dynano/ ser vl et/
Servl et Uti| component. If the value of the boolean cr eat eHt t pOnl yCooki e property ist r ue (the default),
Oracle ATG Web Commerce will set the Ht t pOnl y attribute when adding cookies. If the value is f al se, it will
not.

Recording Login Attempts

Oracle ATG Web Commerce includes a login auditing feature that records each attempt to log into its
administration applications. The login auditing feature writes information about each attempt in a file on your
Web application server’s file system. Use the audit log file to help detect unauthorized attempts to access your
administration applications.

The login auditing feature records attempts to log into the following administration applications:
+ Dynamo Server Admin

* Business Control Center
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« ATG Control Center (ACC)

The login auditing feature saves audit log files in the Oracle ATG Web Commerce installation or ATG Dat a
directory. Each administration application records login attempts in the directory for its server. The file path of
the audit log is:

<ATGL1di r >/ hone/ server s/ server - nanme/ | ogs/ aut henti cation_audit. | og

Secure access to the audit log files on the server file system. Make sure that the log files are not deleted or
altered by unauthorized users. If the log file is deleted, Oracle ATG Web Commerce will not create a new file until
you restart the server.

Login Attempt Log Information

Oracle ATG Web Commerce records information about each attempt to log into its administration applications in
a new log file line. The following example shows lines in the log file.

DynAdmin 11/27/2012 15:59:54 -0500 123.4.5.6 HOSTNAME: 8850 "admi n" SUCCESS
ACC 11/27/ 2012 16:29: 07 -0500 123.4.5.6 HOSTNAME: 8850 "adm n" FAlI LURE

ACC 11/27/2012 16:29:22 -0500 123.4.5.6 HOSTNAME: 8850 "UnknownUser" FAI LURE
DynAdmin 11/28/2012 13:37:38 -0500 123.4.5.6 HOSTNAME: 8850 "admi n" SUCCESS

Each line in the log file includes a set of information fields that are separated by tab characters. The following
table describes the fields in each line of the log file.

Field Description

Application name The administration application that the user attempted to log into.

Date and time stamp The date, time, and time zone of the attempt.

Originating IP address The Internet Protocol (IP) address from which the user attempted to log
in.

Server name The host name and access port number of the server.

User name The identifier of the administration application user.

You can configure your Web application to record invalid user identifiers
for an administration application. By default, this field contains
"UnknownUser " if the user identifier is invalid. See Recording Invalid
Usernames (page 117).

Result Indicates whether the user logged in successfully. Contains SUCCESS or
FAI LURE.

Note: In some situations, the standalone version of the ACC may record multiple log file entries for a single
attempt to login.
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AuthenticationMessageTrigger Components

Oracle ATG Web Commerce includes an Aut hent i cati onMessageTri gger component for each of its
administration applications. These Aut hent i cat i onMessageTri gger components control the way that the
administration application records information about attempts to log in.

The Aut hent i cati onMessageTri gger components for the administration applications are:
» Dynamo Server Admin:/ at g/ dynano/ ser vl et / adni npi pel i ne/ Aut henti cati onMessageTri gger

+ Business Control Center:/ at g/ user profiling/
I nternal Profil eAut henti cati onMessageTri gger

» ACC:/ at g/ devt ool s/ DevAut henti cati onMessageTri gger

Recording Invalid Usernames

You can configure your Web application to record invalid user identifiers for an administration application. By
default, this field contains " UnknownUser " if the user identifier is invalid.

Note: Authorized users may accidentally enter valid passwords in the user name field. If you choose to record
invalid user identifiers, the audit log file may contain those unencrypted passwords. Make sure you secure access
to the audit log file if it may contain valid passwords.

To disable recording of invalid usernames, set the di sabl eUser Nane property of the
Aut hent i cat i onMessageTri gger component for the administration application tot r ue. See
AuthenticationMessageTrigger Components (page 117).

If you do not record invalid usernames, you can choose the string that is used in place of them in the audit log
file. Set the string in the def aul t User Nane property of the Aut hent i cati onMessageTri gger component.

Rotating Login Attempt Log Files

Oracle ATG Web Commerce periodically creates a new audit log file and saves the previous file for archiving.

It will save a specific number of archived log files and delete older files to save storage space. Rotating log
files consists of switching the log file, saving the previous file, and deleting the oldest file. The / at g/ dynano/
servi ce/ | oggi ng/ aut henti cati on/ Aut henti cati onFi | eLogger Nucleus component performs log file
rotation for the login audit feature.

By default, the Aut hent i cat i onFi | eLogger component will rotate the audit log file on the first Sunday of
each month at midnight.

You can configure the schedule used for log file rotation and the number of archived files that will remain on the
server file system. By default, Oracle ATG Web Commerce servers retain 10 archive files. Configure the schedul e
property of the / at g/ dynano/ ser vi ce/ | oggi ng/ aut henti cati on/ Aut hent i cati onFi | eLogger
component to adjust the schedule. Configure the maxi mumAr chi veCount property to adjust the number

of archived files. See information about Rot at i ngFi | eLogger components in the Platform Programming
GuidePlatform Programming Guide.

Disabling and Enabling Login Attempt Logging

Set the audi t Logi n property of the Aut hent i cati onMessageTri gger component for each administration
application to disable or enable login attempt logging. See AuthenticationMessageTrigger Components (page
117).
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+ Setaudi t Logi ntof al se to disable login attempt logging.

« Setaudi t Logi ntotrue to enable login attempt logging.

Handling Multiple Servers

Each administration application for each server instance writes login attempt information to its own
authentication audit log file. If your Oracle ATG Web Application consists of multiple production servers, you can
collect and concatenate these separate files if your organization requires a single, comprehensive file.

Logging Metric Pricing

Oracle ATG Web Commerce licenses are issued for a specific amount of usage per time period. Usage is defined
as pipeline requests. Processes that run ATG applications, such as such as the ACC or Tenpl at eEmi | , are
filtered out of data collection and are not counted in metric totals. For additional information on filtering, refer to
the Filtering Static Resource Types (page 119)section.

The data tracking collects the number of times a pipeline process executes. The data is stored in the / at g/
tracki ng/ UsageTr acki ngReposi t or y. The repository item usageMet ri ¢ contains the following properties:

« Serverldentifier - The server from which the data is obtained
+ usageDat e - The date associated with the data
+ usageHour Of Day — The hour of the day associated with the data

+ usageVal ue - The pricing metric value

Creating a Metric Pricing Report

You create metric price reports using the Usage Tracking Reporter in the Dynamo Server Admin. It allows you to
generate a report starting on the day that you access the service.

Service Info

UsageTrackingReporter

Start Date: 09/03/2013

Duration: | 7 days i Execute Report

30 days

Prop ==

385 days

Select the number of days for which the report will return data. The report is generated on the same pagein a
table:
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Oracle ATG Application Usage

Date Range: 0872772013 — 00272013
Number of unigue hosts during reporting ime period: 100
Date Request Count

08/2772013: 5

08/28/2013:15

(829201310

087307201315

087317201310

00172013 15

O%02/2013: 30

Peak Day in range of 08/27/2013 - 097022013 090272013

Filtering Static Resource Types

By default, the following static resource types are filtered, as they do not have full Commerce capabilities:

File Extension Description

bnp Bitmap graphic

css Cascading Style Sheet
gi f GIF

ht m HTML

ht m HTML

ico Icon

j peg JPEG

ipg JPEG

is JavaScript

png Portable Network Graphic

Although not recommended, if you have configured your Web application server to send additional
non-Commerce requests through the Commerce pipeline, you can add to the above list using the
st ati cResour ceExt ensi ons configuration property. These requests will be passed through a static pipeline
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chain that does not log metric pricing. Note that such requests will not have access to most Commerce
capabilities.
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9 Performance Diagnostics

This chapter includes a checklist that can help you identify performance problems in a systematic way. It also
describes tools you can use to look for problem areas and discusses how to analyze the results you get from
these tools. This chapter includes the following sections:

Performance Troubleshooting Checklist (page 121)
Performance Testing Strategies (page 122)
Locating Performance Bottlenecks (page 123)
Server Hangs (page 126)

Paging and Memory Allocation (page 126)
Detecting File Descriptor Leaks (page 128)

Using URLHammer (page 128)

Performance Troubleshooting Checklist

As your application nears its launch date, you should test the sites as extensively as possible, using tests that
simulate the expected site load as realistically as possible.

If you run into performance problems, you can best identify and correct the source of the problem by taking a
systematic approach. The following checklist can help you identify the most common sources of performance
problems:

+ Have you properly configured memory for your Java Virtual Machines? Have you set your - Xns and - Xnx
arguments the same? Do all ATG heap sizes fall within the limits of physical memory?

+ Has one or more servers stopped responding? There could be a number of causes, including a Java deadlock.
See Server Hangs (page 126).

+ Are you seeing many | OExcept i ons with the message “Too many open files”? You may have a file descriptor
leak. See Detecting File Descriptor Leaks (page 128).

+ At maximum throughput, look at the CPU utilization, database CPU utilization, I/0 activity, and paging
activity. See Monitoring System Utilization (page 123).

+ If CPU utilization is low, then you may have an I/O or database bottleneck. See Checking for Disk I/O
Bottlenecks (page 124), Checking for Network-Limited Problems (page 124), and Repository and Database
Performance (page 153).
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+ If CPU utilization is high, then the bottleneck is most likely in the application code. Use a performance
profiling tool to try to locate bottlenecks in the code. Review your code to make sure it uses good Java
programming practices.

+ If paging is occurring, adjust the memory allocated to your Java Virtual Machines. See the Swap Space (page
128) topic in the Paging and Memory Allocation (page 126) section.

+ Look at the I/0 and CPU utilization of the database. If utilization is high, database activity is probably slowing
down the application. See the Repository and Database Performance (page 153) chapter.

+ Are you receiving page compilation errors? You may not have enough swap space for page compilation.

If your sites develop performance problems, you need to test several paths through your sites to determine the
source or sources of the problems. To generate meaningful test results, you need to test sites with loads that
achieve maximum throughput.

Performance Testing Strategies

Since your server may be handling requests for different URLs at the same time, there is no way to get
throughput statistics on a page-by-page basis. Instead, you may want to run tests with different sequences
of URLs to determine how much throughput varies based on what the user is doing on your sites. Some
bottlenecks may occur only in certain page sequences. Your ATG installation includes a test utility named
URLHammer that you can use to create and run test scripts. See Using URLHammer (page 128).

Graduated Testing of Throughput

When you test the performance of your sites, you will get the clearest results if you start with very simple tests.
Once you know that individual pages or sequences are performing adequately, you can work toward tests that
exercise the full range of functionality on your sites. For example, you might structure your throughput tests as
follows:

+ aminimal, “hello world” page (tests pipeline/request logging)
+ home page (tests a single real page)

+ login process

+ the 10 most frequently requested pages

+ every page

Realistic Testing Strategies

When you load test your sites, be sure to use realistic tests.

+ Do not rely on throughput data from a test script in which 100 separate clients make an identical request at
the same moment.

+ You will want to test cases where request threads do and do not accept cookies. However, be aware that if
you run a performance test in which every request does not accept cookies, your results will reflect a high
performance cost from the need to create a session object for each request. You can easily exhaust memory
by creating too many sessions.
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Locating Performance Bottlenecks

Once you have brought your ATG system up to maximum throughput, you can look at the components of the
system to determine which components are limiting factors in performance.

Monitoring System Utilization

Use a program like t op (on Solaris), the Windows Performance Monitor, or a more sophisticated tool to keep
track of information like:

+ CPU utilization

* paging activity

+ disk I/0 utilization

+ network I/0 utilization

A well-performing site will have high CPU utilization when the site is achieving its maximum throughput and
will not be doing any paging. A site with high I/0 activity and low CPU utilization has some I/0 bottleneck.

Bottlenecks at Low CPU Utilization

If your sites have low CPU utilization when achieving maximum throughput, the bottleneck is likely either:
+ database limited (if database output is maxed out); see Checking for Database Bottlenecks (page 123)

« disk I/0 limited (if I/0O output is maxed out); see Checking for Disk I/O Bottlenecks (page 124)

+ network I/0 limited (if I/O output is maxed out); see Checking for Network-Limited Problems (page 124)

+ database or I/0 activity in a synchronized method (if database or I/0 output is not maxed out); see System
Resource Bottlenecks (page 125)

If your site is in this situation, CPU profiling tools are not that useful. Thread dumps taken while the system is
under load can give you better information. If you take a few of these, you can get a quick idea of which parts of
your application are the slowest. That may help you direct your efforts to the right part of your application. You
should be able to tell, for example, whether threads are waiting for a response from the database, a write to the
client, or a read from a local file system. If many threads are waiting for the same resource, this is an indication of
a potential bottleneck on that resource. Here is some information on what to do about resource bottlenecks for
various resources:

Checking for Database Bottlenecks

If your site has low CPU utilization at maximum throughput, check whether the database is limiting
performance.

+ Get a JVM thread dump and examine it to see if there are many threads waiting for a response from the
database.

+ Check the CPU utilization and disk I/0 utilization of your database server.
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» Check the network bandwidth between the ATG server and the database server.

For more information about improving database performance with ATG, see the Repository and Database
Performance (page 153) chapter.

Checking for Disk 1/0 Bottlenecks

Make sure that your JVM really is waiting for file /0, not paging activity. Check for paging with your operating
system’s monitoring tools.

If the source of slow performance is file I/0, it will show up in JVM thread dumps. The cause could be either some
application-specific code that you have, or else the file /0 that ATG does itself.

Checking for Network-Limited Problems

One way to identify network-limited performance problems is by getting your JVM to dump out stack traces
while your system is under load. You can tell if your system is network limited because your thread dump will
show lots of threads waiting in socket reads or writes.

Some ways to address network-limited problems include:

+ Reduce the size of your HTML files by limiting comments and white space or redesigning the content of
especially large pages.

* Increase the number of request handling threads. This will not improve the latency experienced by a user who
requests a large file, but it will improve total throughput.

+ Get a faster network connection.

» Locate and correct network bottlenecks.

Bottlenecks at High CPU Utilization

If your site CPU utilization is close to 100%, you can use a Java profiler tool like JProfiler or JProbe Profiler to help
determine slow points of your code.

In some instances, profilers cannot handle large sites running under load. If so, another way to identify
deadlocks and bottlenecks is to get your JVM to dump out stack traces while your system is under load. If
you examine 5 or 10 of these stack traces, you can start to see a pattern and find places in your site that are
consuming CPU resources or causing deadlocks.

An alternative to stack dumps is the HPROF utility provided with the JDK. See Oracle’s Java documentation for
information on this utility.

Thread Context Switching Problems

Check how many simultaneous requests are typically being handled when you have a large number of clients
trying to access your application. Thread dumps can be useful to see where these threads are waiting. If there
are too many threads waiting, your site’s performance may be impaired by thread context switching. You might
see throughput decrease as load increases if your server were spending too much time context-switching
between requests. Check the percentage of System CPU time consumed by your JVM. If this is more than 10%
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to 20%, this is potentially a problem. Thread context switching also depends in part on how your JVM schedules
threads with different priorities.

You can also reduce overhead from thread context switching by making sure you have at least one CPU for each
process involved in handling the majority of requests: one CPU for your HTTP server, one for ATG, one for the
database server.

You might see throughput go down as load increases in cases where all of your request handler threads were
busy waiting for some resource at the same time. For example, you might have one page on your site that makes
a very long-running database query. If you increase the number of clients well beyond 40, you might see all 40
threads waiting for the response to this query. At this point, your throughput will go down because your CPU is
idle. You should either speed up the slow requests (perhaps by adding caching of these queries) or increase the
number of request threads to increase the parallelism. Of course, at some point, the database may become the
bottleneck of your site (which is likely before you have 40 simultaneous queries running).

Context switching can also occur when you have a network protocol which synchronizes too often (such as
sending a request and waiting for a response).

Typically, these context switches can be overcome by increasing the parallelism in your site. If there are just too
many of these synchronization points, though, this will not work. For example, if you have 40 synchronous RPC
calls for each HTTP request, you'd need to context switch processes 80 times for each request if you handled one
request at a time. If you handled 2 requests at a time, you'd cut the number of context switches in half. This is in
addition to the number of handlers that you'd need to hide any I/O or database activity so the number can add
up fast.

System Resource Bottlenecks

If your site has not maxed out either CPU utilization, database server utilization, or I/0 subsystem, the problem
may result from synchronized access to one of your system’s resources (such as disk, network, database, etc.).
This situation occurs when you access this resource from within a synchronized method in Java. All other
requests wait for this monitor lock while you do the 1/0, thus wasting both CPU and /0 resources. The only ways
around this problem are to recode the Java (the right solution) or add more ATG instances (the wrong solution).

The easiest way to find these problems is to test your site when it is serving pages under load and get a JYM
thread dump. By examining the thread dump, you may see one thread waiting for a response from the OS
(database or I/0) and a set of other threads waiting on a monitor lock that this other thread has.

Lower Thread Priorities

If you have a rarely used feature that uses a lot of CPU resources, you can lower the priority of the thread that
handles requests for that feature. Use the set Pri ori t y() method ofj ava. | ang. Thr ead to temporarily lower
the thread priority. This will result in higher latency for users of that expensive feature, but prevents that feature
from hurting performance of other users.

TCP Wait Problem on Solaris

In some testing situations involving a very large number of requests from a single client on the Solaris platform,
you may see a dramatic and periodic decline in throughput. You may be able to correct this by modifying the
tcp_cl ose_wait _i nterval settinginthe/ dev/tcp module. You can do this in two different ways:

+ Start ndd, access the / dev/ t cp module, and change the value of t cp_cl ose_wai t _i nt er val to 60000 (60
seconds).

« Editthe/etc/init.d/inetinit fileandinclude the following line:
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ndd -set /dev/tcp tcp_close_wait_interval 60000

Server Hangs

If one or more servers on your site stops responding unaccountably after running under load for a certain period
of time, there are a few possible causes:

« HTTP servers not sending requests to your application.
+ A Java deadlock.

+ Some resource that your application depends on is itself hung (such as the database or some service with
which the application communicates via sockets). For example, if a single client opens up hundreds of
connections to request pages and then stops reading the response data, this could lock up a server without
any real failure of any ATG components.

+ You may also have consumed all of the memory in your JVM. If this happens, you'll usually see Qut Of Menor y
errors in your console right before the server hangs. This may appear as a hang because the server will do a
garbage collection to reclaim a few bytes, run a few lines of code, then walk through the heap again trying to
find another few bytes to reclaim.

+ Aninfinite loop in some code.
Here are some steps you can take to attempt to identify the cause of the server hang.

+ Check the CPU utilization of the machine and particularly the Java process running your ATG application. If
CPU utilization is 100%, it is either an Qut Of Menor y problem or a CPU burning thread.

+ Check the server logs to see if any errors right before the hang indicate why the server has failed. You might
see a “server not responding” message or an Qut Of Menor y error.

+ Get a thread dump from your Java VM. A thread dump can help you recognize all of these problems.

If all threads are waiting in system calls such as socket read/write, then they are waiting for a resource to
respond (for instance, the database or the network). You should look to this resource for answers. If the
resource is a database, try using a third party database tool to make a query. It is possible that the tables
used by your ATG application are locked by some other operation so they will wait until that operation has
completed.

Paging and Memory Allocation

If you see any paging activity, increase system memory or decrease the size of the JVMs. Be aware that
decreasing heap sizes may increase the overhead of garbage collection. Each time a full garbage collection is
performed, all of the memory needs to be scanned for garbage. Garbage collections occur more frequently with
smaller heaps, which could waste CPU time.

You can check the size of your JVM heaps or cause garbage collection with the ATG VMSystem component at:

126

9 Performance Diagnostics



http://host name: port/dyn/ adm n/ nucl eus/ VMsyst en!

Garbage Collection

Set your JVM to monitor how much time is spent doing garbage collection. You can do this by adding the -
ver bose: gc parameter to the JAVA_ARGS passed to the JVM when ATG starts up. The - ver bose: gc option
causes the JVM to output a message each time garbage collection is performed, including:

* how much memory was reclaimed

+ the amount of free memory

+ the total heap size

* how much time the garbage collection operation took

If you see your garbage collections happening too often or occupying a significant percentage of your CPU, you
should either increase the Java heap size arguments or look for places in your application that are allocating
memory unnecessarily.

If the garbage collection takes a very long time to complete, you may have configured your heap size to be
too large for the amount of memory your system has. If your system is spending more than 20% of its CPU
time on garbage collection, you have a significant performance problem that must be corrected. Use your OS
monitoring tools to see if you are paging and check the process size of all of the processes running on your
system. Compare this with the physical memory of your machine.

If your heap is very large, your garbage collections may occur very infrequently but may take a long time (30
seconds or more) to complete. This is a structural limitation of Java that is difficult to work around. When a full
garbage collection occurs, it typically acquires the heap lock, which prevents all requests from being served
during this time interval. You can potentially reduce the time of these garbage collections by forcing them to
occur more frequently.

If your garbage collections take a significant percentage of your overall CPU time, you may have places in your
code that allocate memory inefficiently. It is a good idea to reuse objects where possible, rather than creating
them over and over again. You can use a memory profiler to determine where and how much memory is
allocated by which places of the code. Only the allocation side of the garbage shows up in the stack traces and
profiling. You have to factor in the time spent reclaiming garbage as well. You can also use the Performance
Monitor to trace the memory allocation of various operations in your system. See Performance Monitor (page
137) in the Monitoring Site Performance (page 137) chapter.

Memory Leaks
When the Java VM runs low on memory, you should see two behaviors:
« very slow performance, as garbage collections occur more frequently and absorb a greater share of CPU time
+ occasional Qut Of Menor y errors.

To confirm the presence of a memory leak, add - ver bose: gc to your JAVA_ARGS and monitor the number

of sessions on your site (see the Garbage Collection (page 127) section for details). If you see free memory
decrease over time as your site has a constant number of sessions, you may have a memory leak. Before deciding
that you have a memory leak, make sure you have given the system enough time to fill all caches and reach a
stable state after startup.

9 Performance Diagnostics 127



Memory leaks in Java are caused by data structures that hold onto objects that are no longer needed. This is
often due to a Collection (such as a Vector or Hashtable) that is not coded correctly. For example, if you store
objects in a Hashtable using a session ID as a key, but you do not remove these objects when the session expires,
this Hashtable will grow without bounds.

You can use memory profilers to help find these errors. Another way to detect when a Hashtable or Vector is
growing without bounds is to use a modified version of the standard Hashtable and Vector that is instrumented
to print a message each time the 10000th, 20000th, etc. element is added. Of course, if you use a different
Collection class, this will not find that problem.

One frequent cause of Java memory leaks is the use of an addXXXLi st ener () method without a corresponding
renoveXXXLi st ener () method. Review your code to make sure you have not made this mistake.

Swap Space

In order for ATG to fork a j avac compiler to compile a JHTML page, it requires two times the current process size
in swap space for a short period of time until it executes the new process. If you receive an error message like
this:

/ at g/ dynano/ ser vl et / pageconpi | e/ PageConpi | eSer vl et

atg. servl et. pageconpi | e. PageConpi | eResour ces- >

pageConpi | eSer vl et Error Conpi | i ng :

Error conpiling page: <path of page> :

Unabl e to execute the conmand ' <page conpil e conmand>'

Make sure that you have the 'bin' directory for your JDK in your PATH
variabl e before starting ATG and that you have enough swap space.

then you probably do not have enough swap space for page compilation. Increase your swap space.

Detecting File Descriptor Leaks

It is important to ensure that files that are opened always get closed. Failing to close files can result in file
descriptor leaks. You can detect a file descriptor leak in two different ways:

+ You may notice a lot of | OExcept i ons with the message “Too many open files.”

+ During load testing, you periodically run a profiling script, such as | sof (on UNIX), and you notice that the list
of file descriptors grows continually.

File descriptor leaks can also lead to a variety of failures on attempts to open properties files, sockets, etc. If your
error log contains a lot of chaotic-looking error messages, the presence of a file descriptor leak is one thing to
check.

Using URLHammer

The URLHammer program is a Java utility. URLHanmer makes repeated page requests, allowing you to simulate
the effects of load on your ATG application. The utility detects and reports HTTP errors, but performs no
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validation of the HTTP response itself. URLHammer supports HTTP cookies. You can use it to submit forms by
playing back scripts (see Using the Recording Servlet (page 150)). URLHanmer is run from the DOS or UNIX
command line. It runs in a separate JVM from ATG. For the best results, we recommend running URLHanmer on a
separate machine from the server you are testing.

To run the URLHammer program:
1. Set your CLASSPATH to include the directory <ATGL1di r >/ DAS/ | i b/ cl asses. j ar.
2. Run the following command:

java atg.core.net. URLHammer [argunents]

For example:

java atg.core.net. URLHammer http://exanpl ehost: 8840/ 5 10 -cookies

This creates five different threads, each of which represents a separate session that requests the specified URL 10
times (50 requests total).

You can configure URLHammer using several command line arguments that are described below; you can also
use the - usage argument to get the current list of arguments. The - cooki es argument makes URLHanmrer
parse the Set - cooki e headers and return cookies that it receives in all subsequent requests. If you do not use
the - cooki es argument, then ATG creates new sessions for each request. Each thread has its own set of cookies.
Thus, the above example creates 5 sessions and executes 10 requests in each.

Command Line Arguments

URLHanmrer takes a number of command line arguments so that you can implement your tests in the manner
that best fits your site. Use the following syntax:

java atg.core.net. URLHammer URL | script_pathname threads iterations
[optional argunent s]

The following URLHammer arguments are required:

Required Arguments Description

URL or scri pt _pat hname The URL to use in each request. The URL must begin with htt p: / /.
(Note: https is not supported.) If you use the - scri pt argument, then
instead of a URL, specify the pathname of the script to execute. See The -
script Argument (page 132).

t hr eads Number of independent thread connections to create to the HTTP
server. Use a value from 1 to 20. All threads run concurrently.

iterations Number of requests to issue on each thread. If the - scri pt argument is
used, this represents instead the number of times each thread executes
the entire script.
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The following URLHammer arguments are optional:

Optional Arguments

Description

- addCooki e nanme=val ue

Enables you to set a cookie. For example:

- addCooki e FOO=Zi ppy

- addHeader nane=val ue

Enables you to define a header. You can define multiple headers; for
example:

-addHeader LOG N=Zappa - addHeader PASS=nan00k

- cooki es

Returns Set - cooki e headers sent by the server. Note: pat h=and
expi r es= are not processed by URLHanmmer .

-htm Stats HTM. file

Output statistics to the specified HTML file. This argument gives detailed
statistics about the amount of time consumed by each individual URL
you requested. It also gives summary statistics about the number of
errors encountered. By default, URLHamer outputs these statistics to
the console.

- maxRequest s

Limits the number of redirects that can be generated.

- nopause

Use only with the - scri pt argument. Ignores pause information in
script files by default. When using the Recording Servlet, the time
between the server’s receipt of one page request and the server’s
receipt of the next request is recorded in the script file (in milliseconds).
Each URLHammer thread sleeps for this number of milliseconds before
requesting the URL. If you use the - nopause argument, URLHanmer
instead requests each subsequent URL as soon as the previous output is
received.

- password

Use only with the - user argument. Supplies a user password if needed
to log in to any pages.

Note: Entering passwords as command line arguments entails some
security risks. Do not enter passwords as command line arguments in
situations where security is a top priority.

- pause

Use only with the - scri pt argument. Pause for the specified time
between each request (number of milliseconds). For example, the
following argument causes URLHammrer to pause 1 second between
each request:

- pause 1000

If you use a negative value, then URLHanmer pauses for a random
amount of time, not to exceed the absolute value of the value you
use. For example, the following argument causes URLHanmrer to pause
arandom amount between 0 and 550 milliseconds between each
request:

- pause -550
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Optional Arguments Description

-randonst op Simulates the browser’s stop button by randomly closing the
connection to the server for 20% of the requests.

-recordAl | Outputs statistics for each request. Use this argument with the
-htm St at s argument and the HTML file will contain the statistics
broken down for each request, as well as in summary form. It also keeps
track of which requests had errors and prints (er r or) next to the time
for that request.

-runni ngSt at s Prints information periodically for each thread. This allows you to get an
idea of how long runs are proceeding.

-script Instead of making a request to a single URL, each thread
instead executes a script of user browser actions. See The -script
Argument (page 132).

-server nane: port-nunber Name of the server and the port number to use if you are using the -
scri pt argument. If you do not specify a server, | ocal host : 80 is used
as the default.

-stop <n> Simulates the browser’s stop button by closing the connection to the
server for <n>% of the requests. This argument is useful to make sure
that your site is robust with respect to aborted requests.

-substitute Use only with the - scri pt argument. Performs keyword substitution
in your script file. This facility allows you to generate more flexible form
processing scripts. You can place keywords __RANDOM__, _ COUNTER__,
and __TI ME__ into your script file’s URLs and POST data sections. (Note
that these keywords are preceded and followed by two underscore
characters.)

Before each request, URLHanmrer substitutes these keywords with a
random string, a continually incremented counter, or the current time
in milliseconds. You can use this argument, for example, to generate
unique login IDs when load testing login forms.

- user Use only with the - passwor d argument. Supplies a username if needed
to log in to any pages.

-ver bose Dumps the complete output of the request (including request headers).
This argument is very valuable when testing a new script or the first
time you execute a command, so that you can inspect the output
generated.

URLHammer Examples

The following examples use UNIX syntax. Adjust the syntax accordingly for Windows. We also presume that your
CLASSPATHincludes $DYNAMO HOME/ | i b/ cl asses. j ar.
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Checking Availability of ATG

Suppose you want to see whether your ATG application is responding. A single request on a single thread, using
a very simple page, would be sufficient for this test:

java atg.core.net. URLHarmer http://hostnane: 8080/index.jsp 1 1

If your application is responding, you should see output like the following (the times will vary):

Tinme = 521 nms (1.91 requests/s; average |atency = 521 ns)
0 errors out of 1 request

The time output reports the total elapsed time in milliseconds, the number of requests per second, and the
average time per request, in milliseconds.

Generating a Typical Load

Using multiple concurrent threads, each making repeated requests, will generate a sustained load on the ATG
server:

java atg.core.net. URLHamrmer http://hostname: 8080/test.jsp 10 25

In this example, 10 threads are used, each making 25 requests, for a total of 250 requests, each of which uses its
own session.

Playing Back a Script

The previous examples generate a number of simultaneous requests for the same page. For a more realistic
usage scenario, you can use URLHammer to run a script of more complex user behavior. A script file can be as
simple as a list of relative URIs (one per line). See Recording a Script (page 133) for a simple way to construct a
script, and Editing a Script (page 134) for details on the syntax and semantics. The following command plays
back the script myscri pt . t xt one time, using one thread, making requests from the default ATG server port:

java atg.core.net. URLHarmer nyscript.txt 1 1 -script -server
exanpl ehost : 8080

The -script Argument

The - scri pt argument treats the URL argument as the name of a script file on the local system. This script file
can contain any of the following:

* URLs
» URLs with POST data
» URLs with POST data and session ID arguments

You can write your own script files, or you can use ATG's Recording Servlet, which records script files that replay
a previously recorded set of user actions. See Using the Recording Servlet (page 150) in the Monitoring Site
Performance (page 137) chapter.
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Script files are line-oriented ASClII text files. Each line can be in one of the following formats:

#i ncl ude another_script_file

URL

URL time_in_mlliseconds

URL time_in_mlliseconds #_|ines_of_post_data
post _data
post _data
post _data

URL time_in_millis # lines_of_post_data session_id
post _data
post _data
post _data

If a line specifies a number of lines of POST data, URLHamer reads that number of lines and passes them as URL-
encoded POST data to the specified URL. Typically, lines of this form are generated by the Recording Servlet.

Note that the URLs in a script file need not contain the ht t p: / / host name: por t prefix, since the full URL can be
constructed using the host and port number specified by the - ser ver command line argument. This allows you
to reuse the same script to test different servers.

Recording a Script

You can use the ATG Recording Servlet facility as an aid in constructing a test script. This is particularly helpful in
tests of form submission (such as requests with the POST method) because the script must supply the data for
the form. Follow these steps to record a test script:

1. Open the/ at g/ dynano/ ser vl et/ pi pel i ne/ Recor di ngSer vl et component in the ACC.
2. Ifthe Recor di ngSer vl et component is not running, start it by clicking the Start button.

3. Change the live value of the r ecor di ng property tot r ue.

4. Perform the actions you wish to record (for example, page requests and submitting forms).

5. Change the live value of the r ecor di ng property to f al se.

6. Copy the <ATGL1di r >/ horre/ | ogs/ r ecor d. | og file to another filename to save its contents.
You can also use the Recording Servlet with the Dynamo Server Admin:

1. Browse the Recording Servlet in the Dynamo Server Admin:
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7.

8

S

http:// host name: port/dyn/ admi n/ nucl eus/ at g/ dynano/ ser vl et/ pi pel i ne/
Recor di ngSer vl et

. Click the name of the r ecor di ng property.

. Set the value tot r ue and click the Change Val ue button.

. Perform the actions you wish to record (for example, page requests and submitting forms).

. Return to the Recording Servlet page in the Dynamo Server Admin.

. Click the name of the r ecor di ng property.

Set ther ecor di ng value to f al se and click the Change Value button.

. Copy the <ATGL1di r >/ hone/ | ogs/ r ecor d. | og file to another filename to save its contents.

ee also Using the Recording Servlet (page 150) in the Monitoring Site Performance (page 137) chapter.

Editing a Script

A request in a script file is specified using this syntax:

Relative_URI [ Delay_ns [ POST_lines [ Session_ID] ] ]

where:

Rel ati ve_URI is the relative URI of the file to request, with optional parameters
Del ay_ms is the number of milliseconds to pause
POST_I i nes specifies the number of following lines to use as POST data

Sessi on_I Ddesignates an ATG session ID

The URIs in a recorded script must be relative to the document root. Note also that when the - cooki es option is

u
h

sed, all of the session IDs in a script are replaced by the current session ID for the given thread; each thread will
ave a new unique session created for it.

Comments in Scripts

A line that begins with the # character is considered a comment and will be ignored (with the exception of lines
that begin with #i ncl ude; see next section). You can add comments to your scripts to document the purpose,

a

uthor, usage, etc.

Including Scripts within Scripts

A line that begins with the #i ncl ude keyword includes a specified script within the current script. For example:

#

i ncl ude subfile.txt

a
S

dds the contents of the script subf i | e. t xt to the current script at that position. This is especially useful for

implifying a long script into a hierarchy of easy-to-understand parts.
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URLHammer Source Files

ATG includes the source for URLHanmmer , together with source for implementation classes, in:

<ATGL1di r >/ DAS/ src/ Javal at g/ cor e/ net/

You may want to modify or extend URLHarmmer for your own testing purposes. However, ATG does not guarantee
backward compatibility in future releases of URLHamer . If you make modifications to the code, you should
change the class and package names to avoid potential conflicts with future versions we may release.
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10 Monitoring Site Performance

ATG includes a variety of diagnostic and administrative tools to help you keep your site up and running
smoothly. This chapter covers the following topics:

Performance Monitor (page 137)

Using the Configuration Reporter (page 145)
Using the VMSystem Component (page 149)
Using a Sampler (page 149)

Using the Recording Servlet (page 150)

Performance Monitor

ATG's Performance Monitor component provides a tool you can use to monitor the performance of regions of
your code. To use the Performance Monitor:

+ Instrument your Java code with static methods that enable the Performance Monitor to gather information
about performance (see Adding PerformanceMonitor Methods to your Code (page 137)).

+ View the Performance Monitor page in the Dynamo Server Admin to inspect information gathered (see
Viewing Performance Monitor Data (page 140)).

The Performance Monitor can run in different modes. In normal (default) mode it causes negligible overhead,
but allows you to globally turn on one or more monitoring options which give more diagnostic information.
These monitoring options would typically be used during load testing but are not suitable for running on a live
site under heavy load. See Performance Monitor Modes (page 139).

Adding PerformanceMonitor Methods to your Code
To enable the Performance Monitor to monitor a section of your Java code:
1. Import the at g. servi ce. perf noni t or . * package.

2. Declare an opNane parameter to label the section of the code. This parameter is displayed in the Performance
Monitor page under the Operation heading.

3. (Optional) Declare a parameter name if you want to gather data on individual executions of an operation.
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4. Call the st art Oper at i on method at the beginning of the operation whose performance you want to be
able to measure.

5. Call the endOper at i on method at the end of the operation whose performance you want to be able to
measure.

6. Optionally, call the cancel Oper at i on method if an exception occurs. This causes the results of the current
execution to be ignored.

For details about the Performance Monitor’s st ar t Oper at i on, endQper at i on, and cancel Qper ati on
methods, see Methods for Storing Performance Data (page 143).

For example:

String opNane = "render jsp";
String paraneter = "foo.jsp";
bool ean exception = fal se;
Per f or manceMbni t or. st art Cper ati on(opNane, paraneter);
try {
code to actually render foo.jsp

} catch (Exception e) {

Per f or manceMoni t or. cancel Oper ati on(opNane, paraneter);

exception = true;
} finally {

if (! exception)

Per f or manceMoni t or . endOper at i on( opNane, paraneter);

These methods can be nested with different or the same opNanes. For example:

private final String RENDER JSP = "Render JSP page";
private final String EXECUTE_SQL = "Execute SQ Query";
private String nPageName = "page.jsp";

private String nSQLQuery = "select * fromtable";

Per f or manceMoni t or. st art Oper ati on( RENDER_JSP, nPageNan®) ;
source code to start render
Per f or manceMbni t or. st art Oper ati on( EXECUTE_SQL, nSQLQuery);
source code to read fromtable 1 in database
Per f or manceMoni tor. st art Qper ati on( EXECUTE_SQL) ;
source code to read from dat abase
Per f or manceMbni t or. endOper at i on( EXECUTE_SQ.) ;
nore source code to read fromtable 1 in database
Per f or manceMoni t or . endQper at i on( EXECUTE_SQL, nSQLQuery);
nmore source code to finish render
Per f or manceMoni t or . endQper at i on( RENDER_JSP, nPageNane) ;

Note that the calls to st art Oper at i on are nested within other calls to st ar t Oper at i on. You must place the
endQper at i on and cancel Oper at i on calls in the code in opposite order that the st art Oper at i on calls
were placed. If this requirement is not followed, then the endQper at i on or cancel Qper at i on call throws

a Perf St ackM smat chExcept i on. This exception tells you that the calls to endQper at i on are not being
matched up. Either they were not called in the correct order or the arguments were not exactly the same as
those that were passed into the methods.

To ensure that endQper at i on is always called, wrap the Performance Monitor methodsinatry ... finally
block, as in this example:
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bool ean exception = fal se;
try {
Per f or manceMoni t or. st art Oper ati on( OP_NAME) ;
perfornOperation (pParaneter);
} catch (Exception e) {
Per f or manceMbni t or. cancel Oper ati on( OP_NAME) ;
exception = true;
} finally {
try {
if (!exception)
Per f or manceMoni t or . endOper at i on( OP_NAME) ;
} catch (PerfStackM smat chException e) {
Systemout.println(e);
}
}

Performance Monitor Modes
The Performance Monitor code can run in one of four modes:

+ DISABLED. When the Performance Monitor is disabled, its diagnostic methods immediately return without
doing any additional work.

« NORMAL. In this mode, the Performance Monitor keeps track only of the current stack of operations. This
mode is useful in identifying the location in the code of hung or active threads.

+ TIME. In this mode, in addition to the current operation stack, the Performance Monitor maintains dictionaries
for each operation. These dictionaries store the number of times each operation has been performed, and the
minimum, maximum and average time to process that operation.

+ TIME mode is not meant to be used on a live system for an extended period of time. This mode is for
gathering data on the amount of time spent in various parts of the code.

+ MEMORY. In this mode, the Performance Monitor maintains the information specified for NORMAL and TIME
mode. In addition, the Performance Monitor maintains dictionaries that store the number of times each
operation has been performed, and the minimum, maximum and average amount of memory required to
process that operation. These statistics are estimates and do not take into account asynchronous processing
activity that may be occurring. Do not rely on data from only one or two samples, since the Performance
Monitor may generate anomalous data that can be ignored.

MEMORY mode causes all requests to the server to be serialized and could possibly cause deadlock. This
mode is provided for diagnostics during development only and is not suitable for use on a live system.

Setting the Mode

Set the Performance Monitor’s operating mode at the Performance Monitor Configuration page of the Dynamo
Server Admin:

htt p://host name: port/dyn/ adm n/ at g/ dynano/ adm n/ en/
per f or mance-noni tor-config.jhtn

Click the radio button for the mode you want, and then click the Change Mode button.
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You can also set the Performance Monitor’s operating mode by setting the node property of the component at /
at g/ dynano/ ser vi ce/ Per f or manceMoni t or . The value of the node property is ani nt corresponding to the

mode:
mode int value
disabled 0 (default)
normal 1
time 2
memory 3

Viewing Performance Monitor Data

You can view the information collected by the Performance Monitor on the Performance Monitor’s page of the
Dynamo Server Admin at:

htt p://host name: port/dyn/ adm n/ at g/ dynano/ adm n/ en/
per formance-nonitor.jhtm

This page displays any information recorded by the Performance Monitor. Under the Threads heading, the
Performance Monitor page displays the operation stack of the current thread.

If you have configured the Performance Monitor to run in TIME mode, then the Performance Monitor page
displays under the Performance Data heading a Time Performance Data table with a list of operations that have
been recorded (such as | nvoke Servl et, Conpi | e Page, Servi ce Request, etc.) along with the number of
times the operation was executed and the minimum, maximum, average, and total time for each.

For example, the Time Performance Data table might look like this:

Operation Number of Average Minimum Maximum Total

Executions Execution Execution Execution Execution
Time (msec Time (msec Time (msec Time (msec

Handle HTTP Request 1 223 223 223 223

Invoke Servlet 4 8 0 19 35

Invoke Form Handler 1 108 108 108 108

Compile Page 1 3 3 3 3

Service Request 1 123 123 123 123
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The name of each operation is a link to another administration page that provides the detailed parameterized
information, if any (for example, for each URL, the number of times requested, the minimum, maximum, and
average times).

If you have configured the Performance Monitor to run in MEMORY mode, then the Performance Monitor page
displays under the Performance Data heading Time and Memory Performance Data tables that includes all the
TIME mode information described above, and in addition displays the minimum, maximum, average, and total

memory used by each operation.

Instrumented ATG C

lasses

Several common ATG operations have already been instrumented with Performance Monitor st ar t Oper at i on
and endOper at i on methods. By default, this includes all scheduled jobs handled by the Dynamo Scheduler.
These operations appear grouped together under the line Scheduled Jobs in the Performance Monitor

page. Clicking on this link lets you drill down and see the statistics for each job separately. If you do not want
performance monitoring of scheduled jobs, you can set the Scheduler’s per f or ranceMoni t or Enabl ed

property to f al

In addition, ATG's instrumented methods include:

se to disable this behavior.

Class Name Method Operation Name
atg.targeting. Targeti ngArray get Target Array() Perform Targeting
atg. servl et. pi peline. service() Service Request
HeadPi pel i neSer vl et

atg. servl et

. pageconpi | e. SubSer vl et

servi ceByNane()

Invoke Servlet

at g. servl et. pageconpil e. serviceServl et () Invoke Servlet
PageSubSer vl et

atg. servl et. pageconpil e. service() Render Page
PageConpi | eSer vl et

at g.service
Moni t or edSt

atg. service
Moni t or edPr

. resour cepool .
at enent

. resour cepool .
epar edSt at enent

execut eQuery()
execut eUpdat e()

execut eQuery()
execut eUpdat e()

Execute Query
Execute Update

Execute Query
Execute Update

atg. server.

http. Ht t pConnecti on

handl eRequest ()

Handle HTTP Request

at g. nucl eus

at g. dropl et

. Nucl eusNaneResol ver

. Dropl et Event Ser vl et

creat eFr omNane()

sendEvent s()

Create Component

Invoke Form Handler

atg. service

atg. service

. pi pel i ne. Pi pel i neManager

. pi pel i ne. Pi pel i neLi nk

runProcess()

runProcess()

Run Pipeline Chain

Run Pipeline Processor

at g. adapt er

. gsa. GSAReposi tory

createNewl tem()

GSAcreateltem
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Class Name Method Operation Name

at g. adapt er. gsa. GSAI t enDescri pt or get Persistentltem) GSA Uncached get I tem

Performance Monitor API

The main class for the Performance Monitor is at g. ser vi ce. per f moni t or . Per f or manceMoni t or . This
class contains all the static methods for interacting with the Performance Monitor. In addition, it stores the data
structures that contain the performance data. The Performance Monitor’'s methods have the following functions:

* Methods for Controlling the Performance Monitor (page 143)
+ Methods for Storing Performance Data (page 143)

» Methods for Accessing Stack Data (page 144)

+ Methods for Accessing Performance Data (page 144)

+ Exception Summary (page 145)

The Per f or mranceMbni t or component contains two primary data structures. One stores the runtime stack data
for all registered threads. The other stores the performance data for operations and parameterized operations
on those registered threads.

Runtime Stack Data Structure

This structure is a Hasht abl e where the key is a registered thread and the element is a
java. util.Stack ofatg. service. perfnonitor.PerfornmanceSt ackDat a objects. This
data is what is recorded and tracked in NORMAL mode. When a stack becomes empty, then all
the performance operations have completed in that thread. This data structure is used in all
modes except for DI SABLED.

Performance Data Structure

This data structure stores all the time and memory performance related data for operations
and parameterized operations. It is only used when the mode for the Performance Monitor
is set to TI ME or MEMORY. The structure is a Hasht abl e where the key is an operation

name and the element is a Per f or manceHasht abl e. The Per f or manceHasht abl e is

a subclass of Hasht abl e. In addition to providing the services of a Hasht abl e, it also
stores the totals for all the parameterized operations contained in the Hasht abl e in

an at g. servi ce. per f noni t or. Per f or manceDat a object. The Hasht abl e in the
superclass of this object contains the parameterized operation name in the key and a

Per f or manceDat a object as the element.

There are also two data structures for holding pools of Per f or manceSt ackDat a and Per f or manceDat a
objects. These exist to avoid allocation and improve performance. When st ar t Oper at i on is called, a new

Per f or manceSt ackDat a object is retrieved from the pool, populated and pushed on the stack. When
endQper at i on is called, the top element in the stack is compared for mismatch and then popped off the stack,
assuming there was no mismatch. At this time, the corresponding Per f or manceDat a object for the operation in
the Per f or manceSt ackDat a object which is stored in the performance data structure is updated with number
of times executed and total execution time (min and max will also be updated if the most current execution
requires it). In addition, the global Per f or manceDat a object for the operation is updated. If endQper at i on
was called with no parameterized data, then only the global Per f or manceDat a object for the operation is
updated. If the Per f or manceDat a object for the operation or parameterized data does not exist, then a new
Per f or manceHasht abl e will be created and Per f or manceDat a object will be retrieved from the pool and
inserted.

142

10 Monitoring Site Performance



Methods for Controlling the Performance Monitor

You can control the Performance Monitor programmatically using the methods listed in this section. Most often,
however, you will configure the Performance Monitor using the Performance Monitor Configuration page in

the Dynamo Server Admin (ht t p: / / host name: por t / dyn/ adni n/ at g/ dynano/ adni n/ en/ per f or mance-
moni t or - confi g. j ht m ) or through the ACC.

public int getMde();
Returns the mode that the Performance Monitor is running in. The return value is ani nt that
refers to one of DI SABLED, NORMAL, Tl ME, or MEMORY.

public void setMde(int pMde);

Allows a user to dynamically set the mode of the Performance Monitor. The mode is normally
set in the Performance Monitor's properties file, but can be changed during runtime using
the ACC.

public void resetPerfornmanceDat a();

Resets all the performance data back to 0. This means that the TI ME mode and MEMORY
mode minimum, maximum, and total statistics will be reset to 0 for all operations and
parameterized operations.

Methods for Storing Performance Data

The st art Oper at i on and endOper at i on methods designate the start and end of an operation. These
methods need to bracket the code that performs the designated function.

public static final void PerformanceMnitor.startOperation
(String pOpNane);

public static final void PerformanceMonitor.startOperation(String pOpNanme, String
pPar aneter) ;

The st art Oper at i on method tells Performance Monitor that a new operation is starting. The pOpNane
parameter is the name of the operation. This parameter should be short and as descriptive as possible. The next
parameter, pPar anet er, is optional data that gives the Performance Monitor more detailed information on
exactly what object it is performing the given operation on. The parameterized version of this method records
data for the operation on the given parameter and the global operation. The non-parameterized version of this
method records performance data to the operational level only.

public static final void PerformanceMnitor.endOperation(String pOpNane)
throws Perf StackM snmat chExcepti on;

public static final void PerformancelMonitor. endOperation(String pOpNane,
String pParanmeter) throws PerfStackM smat chExcepti on;

public static final void PerformancehMonitor.endOperation();

The endOper at i on method tells Performance Monitor that a previously started operation has come to
completion. The pOpNane parameter must be exactly the same as the pOpNane parameter that was passed
into the corresponding st ar t Oper at i on method. The pPar anet er is optional data which gives the
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Performance Monitor more detailed information on the object it completed the operation on. The call to
endQper at i on must have exactly the same parameters that the call to st ar t Oper at i on did. Otherwise, a
Per f St ackM smat chExcept i on (an extension of Runt i neExcept i on) is thrown.

You can also call endOper at i on without any arguments to mark the end of the most recent operation for which
monitoring has started, but not yet ended. In this case, there is no need to supply it with the same arguments
that were passed at the start of the operation. Accordingly, it will never throw an exception.

The cancel Oper at i on method cancels an operation and discards any performance statistics.

public static final void PerformanceMnitor.cancel Operation(String
pOpNane) throws Perf StackM snmat chExcepti on;

public static final void PerformanceMnitor.cancel Operation(String
pOpNane, String pParameter) throws PerfStackM smat chExcepti on;

The cancel Oper at i on method tells Performance Monitor that a previously started operation should

be cancelled. Canceling an operation means that statistics from this operation execution are discarded.

The pOpNane parameter must be exactly the same as the pOpName parameter that was passed into the
corresponding st art Oper at i on method. The pPar anet er is optional data which gives the Performance
Monitor more detailed information on the object on which it completed the operation. The call to

cancel Oper at i on must have exactly the same parameters that the call to st art Oper at i on did. Otherwise, a
Per f St ackM snat chExcept i on is thrown.

The i sEnabl ed method indicates whether the Performance Monitor is enabled or not.

public static final bool ean PerformanceMnitor.isEnabled();

Returns a boolean that specifies whether the Performance Monitor is enabled or not.
Methods for Accessing Stack Data

The stack data contains the runtime location of all the threads currently registered in the Performance Monitor.
This data is stored in objects of type Per f or manceSt ackDat a. The Per f or manceSt ackDat a object is
containedinajava. util . St ack object. The Per f or manceSt ackDat a object alone is not useful; it becomes
useful when it is placed inside the context of aj ava. uti | . St ack. The Per f or manceSt ackDat a has the
following methods you can use:

public String getOperation();
Returns the operation name within the Per f or manceSt ackDat a object.

public String getParaneter();
Returns the parameter operation name within the Per f or manceSt ackDat a object.

public long getStartTine();

Returns the start time of the operation as the number of milliseconds since Jan 1, 1970. This
method is used internally by the Performance Monitor and is not very useful outside of it, but
itis provided.

Methods for Accessing Performance Data

The performance data is stored in read-only properties in objects of type Per f or ranceDat a. This object is a
JavaBean that contains the following data:
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Property Description

m ni mumExecut i onTi me Minimum execution time

maxi nunExecut i onTi me Maximum execution time

t ot al Nunber Of Execut i ons Number of times operation has been executed
aver ageExecuti onTi ne Total execution time

m ni mumMenor yRequi r ed Minimum memory required

maxi murmvenor yRequi r ed Maximum memory required

t ot al Menor yRequi r ed Total memory required

The Per f or manceDat a object has get methods that correspond to each of these properties. The average
execution time and memory required can be derived from number of times and total execution time or memory
required.

Exception Summary

Per f St ackM snat chExcepti on
Thrown when endQper at i on is called with out of order arguments or different arguments than what was
expected.

Using the Configuration Reporter

The ATG product suite has vast possibilities for configuration and customization. These possibilities are
multiplied when you consider the different platforms, HTTP servers, and database software you might use

in your site. These myriad possible combinations can make it difficult to describe your Nucleus-based web
application’s overall configuration in a concise way. The Configuration Reporter compiles a description of your
ATG configuration, so that useful troubleshooting information is gathered in a single place.

The Configuration Reporter can generate reports in several different forms that you can use to help identify
configuration problems. These reports also make it possible to e-mail configuration information to ATG support.

You can access the Configuration Reporter from the link on the Dynamo Server Admin home page, or navigate
to it directly at:

htt p://host nane: port/dyn/ adm n/ at g/ dynano/ adni n/ en/ conf-reporter.jhtmn

The heart of the Dynamo Configuration Reporter is the service located at/ at g/ dynano/ ser vi ce/
Confi gur ati onReport er. The Configuration Reporter service works by browsing the hierarchy of
components, starting at the root, gathering information, and outputting it in various formats.
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Configuration Reports

The Configuration Reporter can generate the following four reports:

HTML Component Browser Report - A report on the components in the component hierarchy in the form of
HTML files. This report is more or less like printing out the entire Dynamo Administration Component Browser.

Bean Representation Report - A list of each ATG component, with each of its properties and property values, in
the form of a serialized file.

Property Representation Report - Like the Bean Representation Report, but it includes only those components
and properties whose values have been set through properties files (including properties set in the ACC).

CONFIGPATH Report - A text file that lists the configuration path of the ATG server.

Excluding Components from the Configuration Report

By selecting a custom report, rather than a basic report, you can configure the Configuration Reporter to
exclude selected components:

1.

7.

8.

Settherestrict edConponent s property of the / at g/ dynano/ ser vi ce/ Conf i gur ati onReport er
service. This property is a comma-separated list of Nucleus component paths of components and directories
that should be excluded from configuration reports.

If a Nucleus component path included in ther est ri ct edConponent s property is a folder, neither it nor any
of its children will be included in custom configuration reports.

. Make afile that lists the components to include. Go to the Output Dynamo Component Hierarchy to File page

at:

http:// host name: port/dyn/ adm n/ at g/ dynano/ admi n/ en/
config-reporter-output-hierarchy-titled.jhtnl

. In the Output File field, enter the pathname of a file to receive the list of components to include.

. Click the Create Dynamo Component File button. The Configuration Reporter will generate the component

list and output it to the file you specified in step 3.

. Select Custom Report from the report page for the type of report you want to generate.

. In the Component file field, enter the pathname of the file you created in step 4.

In the Serialization output file field, enter the pathname of a file to receive the serialized report file.

Click the Create Serialization Output File button.

The Bean Representation Report and Property Representation Report generate information in the form of
serialized files. After you create a serialized report, you can output a more readable version of the information,
using the XML Representation Report options:

1.

2.

3.

4.

Check the Output all property values box if you want to view the property names and values, and not just
the list of components.

In the Serialization output file field, enter the name of the serialized report file you created.
In the XML output file field, enter the pathname of the file for the XML output.

Click the Create XML File button.
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Running the Configuration Reporter as a Standalone Utility

You can run the Configuration Reporter as a standalone utility. This allows you to generate configuration reports
even if ATG is not running. Before you run the Configuration Reporter as a standalone utility, you need to create
two files:

+ Afile that contains a list of the components to include in the report. See Creating the Component File (page
147).

+ Afile that contains the configuration path. See Creating the Configuration Path File (page 147).

In addition, you should also set certain properties in / at g/ dynano/ ser vi ce/ Confi gur ati onReport er.See
Configuring the Configuration Reporter (page 148).

Creating the Component File

You can create the component file by running the report on the Output Dynamo Component Hierarchy to File
page at:

http://host nane: port/dyn/ adm n/ at g/ dynano/ adm n/ en/
confi g-reporter-output-hierarchy-titled.jhtm

Add the name of the file thus created to the conponent Fi | eName property of / at g/ dynano/ ser vi ce/
Confi gurationReporter.

As an alternative, you can create a component file by hand. The component file format is as follows:

<conponent >/ | ni ti al </ conponent >
<conponent ></ at g/ dynano/ ser vi ce/ Schedul er </ conponent >

A component file is not expected to be well-formed XML. Anything other than what is between the component
start and end tags is ignored. Anything between the tags is treated as a component name. Folders can be
included between component tags; the Configuration Reporter includes all components in such a folder.

Add the name of the component file to the conponent Fi | eNane property of / at g/ dynano/ ser vi ce/

Confi gurationReporter.

Creating the Configuration Path File

You can create the configuration path file by running the CONFIGPATH report on the Output Configuration Path
to File page at:

http://host name: port/dyn/ adm n/ at g/ dynano/ adm n/ en/
config-reporter-conf-path-titled.jhtm

Add the name of the file thus created to the dynanmoConf i gur at i onPat hFi | eNane property of / at g/
dynano/ servi ce/ Confi gurati onReporter.

As an alternative, you can create a configuration path file by hand. The configuration path file format is as
follows:

<configuration_path_itenrc:\ ATG ATGL1. 0\ DAS\ confi g
</configuration_path_itenm>
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<configuration_path_itenpc:\ ATG ATGL1. O\ hone\ | ocal confi g
</ configuration_path_itenpr

<configuration_path_itenrc:\ ATG ATGL1. 0\ MyModul e\ confi g
</configuration_path_itenm

A configuration path file is not expected to be well-formed XML. Anything other than what is between the
<confi gurati on_pat h_i t en» start and end tags is ignored. Anything between the tags is treated as an
element of the Dynamo CONFIGPATH. Elements of the CONFIGPATH should be listed in the configuration path
file in the order that they appear in the Dynamo CONFIGPATH. Add the name of the configuration path file to the
dynanoConf i gur at i onPat hFi | eNane property of / at g/ dynano/ ser vi ce/ Confi gur ati onReporter.

Configuring the Configuration Reporter

As described in the previous sections, you need to set the conponent Fi | eNane and
dynanoConf i gur ati onPat hFi | eNane properties of / at g/ dynano/ ser vi ce/ Confi gur ati onReporter.In
addition, set the seri al i zedPr operti esFi | eNane property to the pathname of the file you want to output.

You can set these properties using the ACC, or by adding a properties file like this at <ATGL1di r >/ hone/
| ocal confi g/ at g/ servi ce/ Confi gurati onReporter.properti es:

$cl ass=at g. servi ce. configurationreporter. ConfigurationReader
conponent Fi | eNane=

dynanoConfi gur ati onPat hFi | eNane=

serializedPropertiesFil eName=

Running the Configuration Reader

To run the Configuration Reporter as a standalone utility, use the following command:

java atg.service.configurationreporter. Configurati onReader
-saveProperties config_directory

The confi g_di rect ory argument is the directory that holds your Conf i gur at i onReporter. properties
file. A typical value would be | ocal confi g.

This command generates a serialized output file. When you run this utility, the Configuration
Reader reads the following input properties from properties file / at g/ dynano/ ser vi ce/
ConfigurationReporter. properties.

Property Description

dynanoConf i gur at i onPat hFi | eNane The name of a file that contains the Dynamo CONFIGPATH.

conponent Fi | eNane The name of the component file to read the list of Dynamo
components from.

serial i zedProperti esFil eName The name of the serialized file to output.

After you run the Configuration Reader utility with the - savePr operti es argument, you can run it in this form
to output an XML representation of the properties report:
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- out put Representati onToXM. Sour ceFi |l e Qut put Fi | eNanme
Qut Put PropertyVal ues=true| fal se

The Sour ceFi | e argument is the name of the output file (seri al i zedPr operti esFi | eNanme) and the

Qut put Fi | eName argument is the name of the file where the Configuration Reader should output the XML
representation of the serialized output file. Use the Qut Put Pr oper t yVal ues=t r ue flag to output the property
values as well as the component names; use the Qut Put Pr oper t yVal ues=f al se flag to omit the property
values.

Using the VMSystem Component

The ATG component located at / VMSy st emprovides a way for you to access the Java memory manager. You can
monitor the status of the Virtual Machine and call methods on it. An interface to the VMSystem component is
included in the Dynamo Server Admin at:

htt p://host name: port/dyn/ adm n/ nucl eus/ VMSyst eml

From this page, you can conduct the following VM Operations:
+ Perform garbage collection

+ Run finalizations

+ Show memory information

* List system properties

+ List thread groups

+ List threads

+ Stop the VM

Using a Sampler

When testing your site, it is useful to automatically sample performance to understand throughput as a function
of load. ATG includes a Sanpl er component at/ at g/ dynano/ ser vi ce/ Sanpl er.

Starting the Sampler
You can start the Sanpl er component by opening it in the ACC and clicking the Start button.

You can also start the Sanpl er component from the Dynamo Server Admin by requesting this URL:
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htt p://host nanme: port/dyn/ adm n/ nucl eus/ at g/ dynano/ ser vi ce/ Sanpl er

The first time you request this page, ATG instantiates the Sanpl er component, which begins recording statistics.

You can configure ATG to start the Sampler whenever ATG starts by adding the Sanpl er to the
i ni tial Services property of the/ at g/ dynano/ servi ce/ I ni ti al component:

initial Services+=Sanpl er

Sampler Information

The Sanpl er outputs information to the file <ATGL1di r >/ hone/ | ogs/ sanpl es. | og. For each system variable
that it samples, it records the following information in the log file:

+ the current value
+ the difference between the current value and the value recorded the last minute
« the rate of change of the value

You can adjust values recorded by the Sanpl er, but the default set is comprehensive in monitoring ATG request
handling performance. The Sanpl er ’s output includes the following:

Value Description
handl edRequest Count Total number of requests handled by this ATG server.
aver ageRequest Handl i ngTi me Average time spent handling requests since the sampler was
started.
Sampler Output

If you collect enough real data of your site under varying loads, your Sanpl er output gives you the answers to
the following important questions:

« What is the peak throughput of your site in pages per minute for each ATG server?
+ Does the peak throughput of your site go down as load increases beyond a certain threshold?

+ How many sessions can each server handle while maintaining a comfortable latency (such as, latency < 1
second)?

Using the Recording Servlet

The Recording Servlet is a servlet that you place in your request handling pipeline that records the amount of
time spent handling each URL on your site. It performs two distinct functions:
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+ Records script files used in conjunction with URLHammer . You can record scripts of actual user activity on your
site, then use URLHammer to execute a script repeatedly, simulating actual system load. For information on
URLHamer , see Using URLHammer (page 128) in the Performance Diagnostics (page 121) chapter.

+ Records performance information for a single user, including the minimum, maximum, and average time
spent handling each URL on your site during the recording interval.

Inserting the Recording Servlet

The Recording Servlet must be enabled before you can use it. You can enable it in one of three ways:

+ Open the Recording Servlet in the ACC Component Editor at/ at g/ dynano/ ser vl et/ pi pel i ne/
Recor di ngSer vl et and set ther ecor di ng property tot r ue.

+ Request the following URL in your administration interface:

http:// host nanme: port/dyn/adm n/ nucl eus/ at g/ dynano/ servl et/ pi pel i ne/ Record
i ngServl et

Set ther ecor di ng property tot r ue.

+ Add the Recording Servlet to thei ni ti al Ser vi ces property of the/ at g/ dynamo/ servl et/ I niti al
component, so that the Recording Servlet is added to the servlet pipeline automatically each time your server
is started:

initial Services+=pi pel i ne/ Recor di ngSer vl et

Generating Script Files

To generate a script file from the Recording Servlet, use the Component Browser to modify the value of the
r ecor di ng property. Set this to t r ue to start recording or f al se to stop recording.

Then, use your web browser to make a series of requests from your site, in the pattern of user behavior that you
want to record. Each of your requests becomes part of the script.

The script is saved to the file specified by the Recording Servlet's r ecor dFi | e property. By default, the script is
saved to <ATGL1di r >/ hone/ | ogs/ r ecor d. | og. Each time you start recording, the old script file is overwritten.
So be sure to copy the script before you enable recording for a second time.

Keeping Statistics

The Recording Servlet is also used to maintain per-URL performance statistics. To turn on this feature, set the
keepi ngSt ati sti cs property tot r ue. While this property is on, the minimum, maximum, and average times
used to serve each requested page will be maintained and displayed in the component browser’s page for the
Recording Servlet component.

Tracing Memory

You can use the Recording Servlet to get an approximate reading on the amount of memory each request
consumes. Set the Recording Servlet's t r aci ngMenor y property to true to turn on this feature. The Recording
Servlet records memory information only for those URLs that run through the server one at a time; it is not
appropriate for use on a live site.
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11 Repository and Database
Performance

Most ATG applications require database access, which represents another area where performance bottlenecks
can occur. To effectively tune a large production database, your team should include an experienced database
administrator.

This chapter includes the following sections:
Database Performance Practices (page 153)
Repositories and Transactions (page 154)
Repository Item Property Loading (page 154)
Database Sorting versus Locale-Sensitive Sorting (page 154)
Batching Database Transactions (page 154)
Avoiding Table Scans (page 155)
Database Caches (page 156)

Diagnosing Database Performance Problems (page 159)

Database Performance Practices

Follow these practices in designing and developing your site to avoid database performance problems:

+ Use Repository caching features to optimize database access. See SQL Repository Caching in the Repository
Guide.

+ Use queues to batch database transactions, rather than performing each transaction individually. See
Batching Database Transactions (page 154).

+ Avoid using database queries that might result in table scans of large tables. See Avoiding Table Scans (page
155).

+ Run your database server on a separate machine from your application servers, or at least allocate a separate
CPU.
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Repositories and Transactions

By default, if you do not have a JTA transaction in place, each SQL Repository operation that affects the

state of a repository item creates and commits a transaction around the operation. This is generally not the
most efficient way to handle repository item updates. It is generally most efficient to ensure that all of the
method calls in creating or updating a repository item are performed in a single transaction. ATG offers several
different techniques for transaction demarcation that you can use to group repository method calls into a
single transaction. You can use transaction demarcation in a Java Server Page using the Tr ansact i on servlet
bean. You can demarcate a transaction programmatically. These are described in detail in the Transaction
Management chapter of the Platform Programming Guide. You can also use ATG's Repository Form Handler and
Transact i onal For mHandl er classes to improve the transactional behavior and performance of repository
operations. Refer to the Platform Programming Guide and Repository Guide for more information.

Repository Item Property Loading

By default, whenever the SQL Repository calls get | t em it loads from the database (or the cache) not just the
repository ID of the item, but all repository item properties that are stored in the primary database table for

that item’s item descriptor. For some applications, this may result in too much database activity. For other
applications, you may want to load repository item properties that appear on other tables. You can adjust

how the SQL Repository loads repository item properties by grouping properties, using the gr oup attribute in
property tags in the repository definition file. All properties with the same gr oup attribute are loaded whenever
one property of the group is loaded. For more information, see the Repository Guide.

Database Sorting versus Locale-Sensitive Sorting

SQL Repository components include al ocal eSensi ti veSorti ng property that controls how query results
are sorted. If this property is set to t r ue, query results are sorted using locale-sensitive String comparison (via
j ava. text. Col | at or). Since most databases cannot handle sorting with multiple locales, setting this option
to t r ue also means that the repository will perform all sorting in memory. If | ocal eSensi ti veSorti ng is set
to f al se (the default), database sorting (via ORDER BY) is used where applicable and Strings are compared
using St ri ng. conpar eTo() . If database sorting is adequate for your purposes, leaving this property set to

f al se will result in better performance. For more information, see the Repository Guide.

Batching Database Transactions

If you have large volumes of data to insert or update, you should wherever possible perform those operations
in batched transactions. It is more expensive to start a new transaction for every change than it is to attempt
to make many changes in a single database transaction. For example, a request handler might log every single
hit to a log table. Suppose that it takes 50 milliseconds to write a row in a log table. If that is the case, then the
request handler cannot serve requests any faster than 20 per second, even if the rest of the request handling
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mechanism is blazingly fast. But writing an entry in a log table is not a critical part of the request handling
operation, and thus should not be such a limiting factor.

The solution to this problem is to introduce a queue between the request handler and the database facility.
When the request handler wants to make a database entry, it places the log entry on the queue, then continues
handling the rest of the request. A separate component reads sets of log entries and writes the whole set in

a single database transaction. This arrangement decouples the request handlers from the loggers, thereby
eliminating the bottleneck introduced by the database.

Avoiding Table Scans

A table scan is the reading of every row in a table and is caused by queries that do not properly use indexes.
Table scans on large tables take an excessive amount of time and cause performance problems.

Make sure that, for any queries against large tables, at least one WHERE clause condition:
+ refers to an indexed column and
+ isreasonably selective

You should be concerned primarily with queries against large tables. If you have a table with a few hundred
rows, table scans are not a problem and are sometimes faster than indexed access.

During initialization, systems like ATG may front-load caches to avoid unnecessary database operations later. You
may see queries with large results during this time, but that is okay. Within reason, lengthy database operations
at startup are acceptable. However, if you see frequent, large, or slow queries issuing from ATG during the

course of normal operation, then you have a design problem that must be addressed to achieve acceptable
performance.

For example, suppose your database has a large table that holds products such as this:

CREATE t abl e product

( sku char (6) not null,
type char (1) not nul |,
name var char ( 50) not null,
description var char (200) nul | )

and has these indexes:

CREATE uni que index i1 on product (sku)
CREATE i ndex i2 on product (nane)
CREATE i ndex i 3 on product (type)

The following query is fine:

SELECT *
FROM pr oduct
WHERE sku = 'al2345'
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That query will not cause performance problems because the WHERE clause refers to a very specific condition
on a column with an index.

Here is an example of a query that is likely to cause problems:

SELECT *
FROM pr oduct
VWHERE description LIKE ' %shoes%

This query causes a table scan, since the indexes cannot help the database to optimize the query. Queries like
this on a large table will result in an unacceptable performance drag and therefore should not be allowed in a
production system.

Here are some more queries that are likely to cause performance problems. The following query is inadvisable
because, although it refers to the indexed sku column, it is not very selective and could return millions of rows:

SELECT *
FROM pr oduct
WHERE sku > ' abc’

The following query is bad because, although it is relatively selective, it will cause a table scan on most DBMSs. A
LIKE query with a leading wildcard typically cannot be optimized:

SELECT *
FROM pr oduct
VWHERE nane LI KE ' %stereo’

Database Caches

If you are using the SQL Repository, see how multiple requests of the same behavior affect cache usage. The
first time your application references database information, the request causes a SQL database operation, but
subsequent requests will use the cache. Try to optimize cache usage. Consider the best caching mode to use for
each of the item descriptors in your SQL repositories. See the Repository Guide for more information.

When you are testing the system, make sure you think about real-world usage of your data. If your system could
potentially have tens of thousands or millions of rows of data, make sure you test that scenario. If you test only
against small sets of data, some performance bottlenecks will be masked, because the database can cache the
entire dataset into memory.

External Caching for SQL Repositories

Use external caching to improve performance by storing SQL repository data in the memory of a separate
distributed cache application. This section explains how to configure the Oracle ATG Web Commerce platform
to connect to a distributed cache application. See information about configuring the way your application uses
external caching in the Repository Guide.

156

11 Repository and Database Performance



The Oracle ATG Web Commerce platform includes an adapter for the Oracle Coherence data grid application.
Install and configure Oracle Coherence before using the external caching feature. See information about Oracle
Coherence at http://www.oracle.com/technetwork/middleware/coherence/documentation/index.html.

Configuring Coherence for External Caching

Oracle Coherence operates in a clustered arrangement. Configure individual Oracle Coherence instances to
locate each other by joining the same cluster. Then that cluster will automatically coordinate the distribution

of cached data among its members. Configuring Oracle Coherence clusters is explained in detail in the
documentation for that product (http://www.oracle.com/technetwork/middleware/coherence/documentation/
index.html).

You can add members to the Oracle Coherence cluster as needed to improve your application performance.
Add Oracle Coherence cluster members either as part of any additional Oracle ATG Web Commerce server that is
configured to use external caching or as a standalone instance of Oracle Coherence.

When an Oracle ATG Web Commerce server starts up, it creates an Oracle Coherence cluster member in its

own Java virtual machine. To do so, it invokes code in the coher ence. j ar file that is provided in the Oracle
Coherence distribution. Standalone instances of Oracle Coherence interoperate with Oracle ATG Web Commerce
servers and must have access to Java classes provided in the Oracle ATG Web Commerce distribution in the file
<ATGl1di r >/ DAS/ | i b/ at g- coher ence-cl asses. j ar.

Connecting Oracle ATG Web Commerce to an Oracle Coherence Cluster
To connect an Oracle ATG Web Commerce server to an Oracle Coherence cluster:

1. Extract the files t angosol - coher ence. xm and coher ence- cache- confi g. xml from the top level of the
coherence. j ar file that is provided with the Oracle Coherence distribution.

Place the files in a directory that is accessible by your Oracle ATG Web Commerce application server. Add the
directory to the application server’s class path environment variable. Do not add the files themselves.

Customize the XML files with the Oracle Coherence cluster connection information and your caching
configuration. See the Oracle Coherence documentation for information about these customizations (http://
www.oracle.com/technetwork/middleware/coherence/documentation/index.html).

See the sample configuration file sanpl e- coher ence- cache- confi g. xm in <ATGL1di r >/ DAS/ | i b/
cl asses.jar.

2. Add [ coherence-install-directory]/lib/coherence.jar tothe CLASSPATH of your Oracle ATG
Web Commerce application server. Add this file path after the directory that holds the Oracle Coherence
configuration files from the previous step.

3. Start the Oracle ATG Web Commerce application server and confirm that it has created an Oracle Coherence
cluster member and that the cluster member joined the cluster that you expected. Example output from an
application server log file is shown below. Note that messages from Oracle Coherence are labeled as errors by
some application servers. These error messages may be routine and benign.

2011-08- 05 16:03:23.118/428.352 Oracl e Coherence GE 3.6.0.4 <Info>

(thread=[ ACTI VE] ExecuteThread: '0' for queue: 'weblogic.kernel.Default (self-
tuning)':ipaddr=10. 64. 200. 102; pat h=/ dyn/ adnmi n/ nucl eus// at g/ commrer ce/ cat al og/

Pr oduct Cat al og-ver/; sessi oni d=6NkZT8Mr hvGmM Q. CS8Dkw7yJpll GBnf VCC2q90QmTrKDJIl 19vpZ!
762240401! 1312574469587, menber=n/a): Started cluster Name=ecd uster

G oup{Address=123.4.5. 6, Port=36000, TTL=4}

Mast er Menmber Set
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(

Thi sMenber =Menber (1 d=1, Ti mestanp=2011-08-05 16: 03: 19. 554,

Addr ess=12. 34. 567. 890: 48088, Machi nel d=57228,

Locat i on=machi ne: nmyserver, process: 19539, Rol e=\Webl ogi cSer ver)

A dest Menber =Menber (1 d=1, Ti nest anp=2011- 08- 05

16: 03: 19. 554, Address=12. 34. 567. 890: 48088, Machi nel d=57228,

Locat i on=machi ne: nyserver, process: 19539, Rol e=\Webl ogi cServer)

Act ual Menber Set =Menber Set ( Si ze=1, Bit Set Count =2

Menber (1 d=1, Ti nestanp=2011-08-05 16: 03: 19. 554, Address=12. 34. 567. 890: 48088,
Machi nel d=57228, Locati on=nachi ne: myserver, process: 19539, Rol e=\\bl ogi cSer ver)
)

RecycleM I'1is=1200000

Recycl eSet =Menber Set ( Si ze=0, Bit Set Count =0

)

)
TcpRi ng{ Connecti ons=[]}

| pMoni t or { Addr essLi st Si ze=0}

Adding an Oracle Coherence Cluster Member to Your Cluster

To add an Oracle Coherence cluster member to your cluster:

1. Extract the filest angosol - coher ence. xm and coher ence- cache- confi g. xm from the top level of the

coher ence. j ar file that is provided with the Oracle Coherence distribution.
Place the files in a directory that is accessible from your Oracle Coherence installation directory.

Customize the XML files with the Oracle Coherence cluster connection information and your caching
configuration. See the Oracle Coherence documentation for information about these customizations (http://
www.oracle.com/technetwork/middleware/coherence/documentation/index.html).

Note: You can skip this step if you already have these files configured for the cluster member that is created
by your Oracle ATG Web Commerce server.

See the sample configuration file sanpl e- coher ence- cache-confi g. xm in <ATGL1di r >/ DAS/ | i b/
cl asses.jar.

. Edit the file bi n/ cache- ser ver. sh (or the corresponding * . cnd file) in your Oracle Coherence installation

directory.

Add the directory that holds the XML configuration files to the class path used by the script’s JAVAEXEC
command. Do not add the files themselves. The class path is specified by the - cp argument. Make sure you
add the directory before $COHERENCE_HOME/ | i b/ coher ence. j ar.

Add the directory that holds at g- coher ence- cl asses. j ar to the class path used by the script’s JAVAEXEC
command. This file is available in your Oracle ATG Web Commerce installation directory at <ATGL1di r >/ DAS/
I'i b/ at g- coher ence-cl asses. j ar.

. Change to the root directory of your Oracle Coherence installation directory and invoke the file bi n/ cache-

server . sh (or the corresponding *. cnd file).

. Confirm that the cluster member joined the cluster you expected. See the example terminal output that

shows cluster information below.

2011- 08-05 14:10: 08.886/4.737 Oracle Coherence GE 3.7.0.0 <Info> (thread=nuin,
menber=n/a): Started cluster Nanme=cluster
: 0X96AB
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G oup{ Address=123.4.5. 6, Port=37000, TTL=4}

Mast er Menber Set

(

Thi sMenber =Menber (1 d=2, Ti mest anp=2011- 08- 05

14:10: 07. 679, Address=12. 34.456.89: 8090, Machi nel d=57105,

Locati on=si t e: oh. ny. domai n. com machi ne: nyserver, process: 14292, Rol e=Coher enceSer ver

Using Coherence Utilities With the ATG Server Cluster

Your Oracle Coherence distribution includes utilities such as the quer y. sh script that opens a Coherence query
language terminal. In order to use utilities such as this one, you must configure it to join your Coherence cluster
and give it access to the Oracle ATG Web Commerce classes provided in at g- coher ence- cl asses. j ar.

Configure Oracle Coherence utility scripts such as quer y. sh in the same way that you configured cache-
server . sh to create additional cluster members. See Adding an Oracle Coherence Cluster Member to Your
Cluster (page 158).

Using Portable Object Format (POF) Serialization

Oracle ATG Web Commerce includes classes and a configuration file to enable the Portable Object Format (POF)
feature of Oracle Coherence. POF serialization is faster and uses less memory than standard Java serialization.

The configuration provided with Oracle ATG Web Commerce is intended as a starting point. Make further
customizations based on the way you intend Oracle Coherence to use POF serialization. See information about
configuring Oracle Coherence to use POF in the documentation for that product (http://www.oracle.com/
technetwork/middleware/coherence/documentation/index.html).

To use POF serialization:

1. Extract the file at g/ adapt er / gsa/ ext er nal cache/ confi g/ at g- pof - conf i g. xm from the file
<ATGl1di r >/ DAS/ | i b/ at g- coher ence-cl asses. j ar.

Place the file in a directory that is accessible by your Oracle ATG Web Commerce application server. Add the
directory to the application server’s class path environment variable. Do not add the file itself.

2. Customize the at g- pof - confi g. xni file according to the way you intend to use POF serialization. See
the Oracle Coherence documentation for information about these customizations (http://www.oracle.com/
technetwork/middleware/coherence/documentation/index.html).

3. Configure Oracle Coherence to enable POF serialization and to use the at g- pof - conf i g. xnl configuration
file. See the Oracle Coherence documentation for information about these customizations (http://
www.oracle.com/technetwork/middleware/coherence/documentation/index.html).

Diagnosing Database Performance Problems

Make use of performance analysis tools offered by your database and application server vendor. These tools
typically enable you to measure transactions per second and memory, cache, and disk utilization. Check the CPU
utilization and 1/0 utilization of your database server. If they are near maximum levels, this is a strong indication
that the database is limiting the performance of your site.
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To understand database performance, you must know your data and the operations you are performing on it.
The first step is to get a copy of the DDL for all the tables in your database and get a good estimate of how many
rows are in each table. Most major database systems have tools that can tell you this quickly. In a pinch, you can
issue the following query for each table:

SELECT count (*) FROM <t abl e- nane>

This query might take some time for large tables, so it is best to use the vendor-supplied tools or commands. In
addition to this information, you'll need a list of the indexes on each table.

Avoid Using Simulated Text Search Queries in Repositories

As a convenience feature, a SQL Repository can simulate full text searches using the SQL LIKE operator. If full text
searching is not available for your database, you can substitute pattern matching queries for text search queries
by setting the following property in the GSAReposi t or y component:

si mul at eText Sear chQueri es=true

The SQL Repository will then convert text search queries into CONTAINS pattern match queries, which are
implemented using the SQL LIKE operator.

Simulated text search queries are useful for demos and standalone development when you want to put in place
the cr eat eText Sear chQuer y() API calls without having to set up a text search engine. However, simulated
text queries are extremely inefficient and are not supported for production systems. A simulated text search
query using LIKE will typically cause a table scan, so you should not use simulated queries in production.

Drop Index in OLTP Environment

The or der _I ast mod_i dex index in the dcspp_or der table can cause performance degradation in OLTP
environments. If your environment is experiencing performance issues, you can drop this index.

Note that the | ast Modi f i edDat e property, on which this index is based, is used in queries accessed by the

at g. conmer ce. or der . Or der Quer i es class, as well as in the Commer cPr of i | eTool s.

| oadShi ppi ngCart s methods. For information on the Or der Quer i es class, refer to the Business Layer Classes
section of the Commerce Programming Guide. For information on the Commrer cePr of i | eTool , refer to the Profile
Tools and Property Manager Extension section of the Commerce Programming Guide.

Additionally, this index is used when performing manual index requests of orders when creating full text order
searches in the Dynamo Server Admin. For information on full text searches and orders, refer to the Configuring
Order and Profile Search section of the Commerce Service Center Installation and Programming Guide.

160 11 Repository and Database Performance



12 Tuning Site Performance on JBoss

This chapter describes configuration steps you can perform which might improve performance of your ATG
software running on JBoss. Note that these are suggestions only; JBoss configuration is a complex topic, and no
recommendations can be applied globally. Work with your JBoss representative to fine-tune your application’s
performance.

Tuning suggestions are divided into two sections:

JBoss File Modifications (page 161)

JBoss Application Framework Trimming (page 164)

JBoss File Modifications

This section describes changes you can make to JBoss configuration files to improve application performance.

JSP Servlet Configuration

This section concerns changes you can make to your <JBdi r >/ ser ver/ confi gdi r/ depl oy/
j bossweb. depl oyer/ conf/web. xni file.

Add the following to the web. xni file under the JSP servlet (search for <ser vl et - nane>j sp</ servl et -
name>) and make changes in that context.

<init-paranmr
<par am nanme>t r i mSpaces</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranm>
<i nit-paran>
<par am nane>genSt r AsChar Ar r ay</ par am nanme>
<par am val ue>t r ue</ par am val ue>
</init-paranr
<init-paranmr
<par am nanme>cl assDebugl nf o</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranm
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Tomcat Connector Thread Configuration

Thread pools used by Tomcat are configured on a per connector basis. The changes in this section are applied to
the <JBdi r >/ server/ confi gdi r/ depl oy/ j bossweb. depl oyer/server. xnl file.

The default configuration is shown in this sample:

<l-- A HITP/ 1.1 Connector on port 8080 -->
<Connector port="8080" address="${] boss. bi nd. address}"
maxThr eads="250" strategy="nms" maxHttpHeader Si ze="8192"
enpt ySessi onPat h="t rue"
enabl eLookups="f al se" redirectPort="8443" accept Count="100"
connecti onTi meout =" 20000" di sabl eUpl oadTi neout ="true"/>

<l-- Add this option to the connector to avoid problens with
.NET clients that don't inplement HTTP/1.1 correctly
restrictedUser Agents="".*M5 Wb Services Oient Protocol 1.1.4322. *$"
-->

<I-- A AJP 1.3 Connector on port 8009 -->

<Connector port="8009" address="${] boss. bi nd. address}"
enpt ySessi onPat h="true" enabl eLookups="fal se" redirectPort="8443"
protocol ="AJP/1.3"/>

Thread pools can be monitored using the Tomcat monitor at ht t p: / / host nanme: htt p_port . The Tomcat
status link is under the JBoss Management heading, for example:

Tontat status (full) (XM)

Reducing the HTTP Connector Thread Pool

This connector is only used when you connect to Tomcat directly from your web browser. In this example, the
thread pool for the HTTP connector was reduced from 250 to 20.

<l-- A HTTP/ 1.1 Connector on port 8080 -->
<Connector port="8080" address="${jboss. bi nd. address}"
maxThr eads="20" strategy="I1f" naxH t pHeader Si ze="8192"

The maxThr eads setting should reflect the expected maximum number of users that can simultaneously use
the system. This number should also drive the maximum number of database connections in the data source * -
ds. xni file.

Full documentation for the HTTP Connector configuration can be found athtt p: / / t ontat . apache. or g.
Increasing the AJP Connector Thread Pool

This is the primary means of contacting the server for a user (via Apache and mod_j k). In this example, the
thread pool for the AJP connector is increased:

<I-- A AJP 1.3 Connector on port 8009 -->
<Connector port="8009" address="${jboss. bi nd. address}"
maxThr eads="250" strategy="I1f" m nSpareThreads="50"
enpt ySessi onPat h="true" enabl eLookups="fal se" redirectPort="8443"
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buf ferSi ze="10240" naxHtt pHeader Si ze="8192" t cpNoDel ay="tr ue"
protocol ="AJP/1.3"/>

Full documentation for the AJP Connector and a complete dictionary of the AJP connector configuration can be
foundathttp://tontat. apache. org.

Tomcat Cluster Configuration

The <JBdi r >/ server/ confi gdi r/ depl oy/ j boss-web- cl ust er. sar/ META- | NF/ j boss-servi ce. xm file
contains the session replication settings. Consider the following options to improve performance:

+ Use the replication strategy REPL_ASYNC.
+ Under the UDP protocol stack ensure that the ncast _addr is the same on all cluster members.
+ Under the UDP protocol stack ensure that the ncast _port is the same on all cluster members.

+ When running under Windows 2003, ensure that the | oopback attribute of the UDP protocol stack is set to
t r ue. For Linux this should be set to f al se. See the comment about this in the file.

JBoss Logging Configuration

JBoss uses Log4j wrapped in an MBean as a logging service. This means that an independent logging library
does not need to be bundled with the application.

All logging configuration is done in the <JBdi r >/ server/ confi gdi r/ conf/j boss-1 0g4j . xm file. For more
information on Log4j, see ht t p: / /| oggi ng. apache. or g/ | og4j / docs/ manual . ht ni .

You can adjust class specific logging in the cat egor y elements toward the end of the log4j configuration file.
Each cat egor y can have a priority assigned to it. For example:

<cat egory nane="org.jboss">
<priority val ue="DEBUG' />
<appender-ref ref="FILE"/>
</ cat egory>

Data Source Configuration

Inany —ds. xn files used by ATG, edit the <ni n- pool - si ze>and <nax- pool - si ze> settings to reflect the
expected maximum number of simultaneous connections.

Note: Your file may have a different name or location, depending on your configuration.

<m n- pool - si ze>50</ m n- pool - si ze>
<max- pool - si ze>75</ max- pool - si ze>

Data source connections can be monitored using the JMX-Console at:

http://host nane: port/j nm-consol e
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Look for ATG and ManagedConnect i onFact or y. The MBean monitor page shows how many connections exist
and how many are being used.

Configuring run.bat/sh and run.conf

You may want to add the following JVM tuning parameters to the JAVA_OPTS in the bi n/ r un. conf (UNIX) or
run. bat (Windows) file:

« -Dtontat.util.buf.StringCache. byte. enabl ed=true
Enables the byte array to String conversion caching.
e -Dtontat.util.buf. StringCache. char. enabl ed=true
Enables the char array to String conversion caching.
* -Dtontat.util.buf.StringCache. cacheSi ze=2000
The maximum number of String objects that will be cached, according to their usage statistics.

The effectiveness of the St ri ngCache can be checked using the JMX-Console. Look for St ri ngCache under
Catalina in the JMX-Console page.

For the JVM command-line, the following settings can be used:
+ Memory set at just over 1G for each server

+ MaxPer nSi ze adjusted to 256m

JBoss Application Framework Trimming

Removing non-required services can reduce the memory footprint as well as simplifying configuration for your
application. To remove JBoss services, consider deleting the services listed below from the depl oy (or depl oy-
hasi ngl et on) directory.

Warning: The j boss- servi ce. xnl found in the confi gdi r/ conf directory should never be deleted or
moved.

Consider whether you might be able to remove the following services:

» JBoss Mail (mai | -ra.rar,mail -service. xm)

+ HA-JMS (in the depl oy- hasi ngl et on directory of the al | configuration)
» HA-JNDI (inal | / depl oy/ cl ust er - ser vi ce. xni , search for HAJNDI)

« UUID Key Generator (used only for CMP, uui d- keygener at or . sar)

* Monitoring (monitor JMX changes, in noni t ori ng- servi ce. xn )

» Scheduling (schedule tasks to execute, in schedul e- manager - servi ce. xm and schedul er -
service.xm)
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+ EJB3related services; see <JBdi r >/ server/ confi gdi r/ conf/j boss-servi ce. xni
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13 Appendix A: Data Storage and
Access

This appendix describes the recommended configuration for storing and accessing ATG data. It covers the
following:

Database Schema Best Practices (page 167)
Data Sources (page 168)

Repositories (page 169)

Database Schema Best Practices

Your DBA has ultimate control over the arrangement of ATG database schemas. However, ATG recommends as a
best practice that your installation include the databases described in the following list. ATG documentation for
data sources and other components uses this division as the frame of reference.

+ Production Schema—Data to be accessed or affected by external users, such as product catalogs and
customer profiles, and the loader tables for the data warehouse.

+ Management Schema—Data required for ATG administrative applications to run, including versioned
repositories and internal users.

+ Agent Schema—Data to be accessed by internal users of the customer service applications, such as ATG
Knowledge solutions and profile data for internal users.

+ Warehouse Schema—All of the data warehouse data. This schema should be created in a database optimized
for data warehousing, and on a high-performance machine. see the Business Intelligence Data Warehouse
Guide.

ATG documentation may also refer to a “local” schema. This schema contains the platform tables created by the
das_ddl . sql script (see Creating the DAS Tables (page 26) in this guide).

See the Multiple Application Integration Guide for additional information on system architecture.
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Data Sources

The following table lists the data sources components available for use by ATG applications. The data sources
you configure will depend on which applications you are using.

Data Source Component Name Module Defined In Configured In
[ at g/ dynano/ servi ce/ j dbc/ JTDat aSour ce DAS config

This data source is always configured to point to the
core schema for the server instance on which it is
running. For instance, on a Content Administration
server, it points to the management schema; on a
production server, it points to the production schema.

/ at g/ dynano/ servi ce/ j dbc/ DAS config
JTDat aSour ce_pr oducti on

This data source points to a production schema, but
runs on a non-production server instance, such as
asset management or agent.

/ at g/ dynano/ ser vi ce/ j dbc/ Daf Ear . base confi gl ayers/
JTDat aSour ce_st agi ng st agi ngandpr od

This data source points to a staging schema, but
runs on a non-staging server instance, such as asset
management, production, or agent.

[ at g/ reporti ng/ dat awar ehouse/ | oader s/ ARF. base config
JTDat aSour ce

[ at g/ reporting/ dat awar ehouse/ ARF. DW base config
JTDat aSour ce

[ at g/ commer ce/ j dbc/ Pr oduct Cat al og DCS config
Swi t chi ngDat aSour ce

Used for switching. See Configuring a
SwitchingDataSource (page 51) in this guide.

/ at g/ commer ce/ j dbc/ Pr oduct Cat al og DCs config
Dat aSour ceA

Used for switching. See Configuring a
SwitchingDataSource (page 51) in this guide.

/ at g/ commer ce/ j dbc/ Pr oduct Cat al og DCs config
Dat aSour ceB

Used for switching. See Configuring a
SwitchingDataSource (page 51) in this guide.
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Data Source Component Name

Module Defined In

Configured In

[ at g/ sear ch/ servi ce/ Sear chJTDat aSour ce DAF. Sear ch. Base config
/ at g/ dynano/ ser vi ce/ j dbc/ DAS config
JTDat aSour ce_agent

/ at g/ dynano/ ser vi ce/ j dbc/ DAS config
JTDat aSour ce_nanagenent

/ at g/ dynano/ servi ce/ j dbc/ Service.mgration config
eServer JTDat aSour ce

/ at g/ dynano/ servi ce/ j dbc/ Servi ce. Sel f Service config
Sel f Servi ceReporti ngJTDat aSour ce Dat aWar ehouse

[ at g/ canpai gn/ conmuni cati on/ reporti ng/ ACO. communi cat i on. DW config

JTDat aSour ce

Repositories

The following table lists the repositories used by ATG applications, which data source they use by default, and

server-dependent conditions for use:

Repository Component Name

Data Source Component

Configuration Varies Depending on Server

/ at g/ commer ce/ cat al og/ Pr oduct Cat al og

/ at g/ dynano/ servi ce/

JTDat aSour ce_pr oducti on
[ at g/ commer ce/ at g/ / at g/ dynanvo/ servi ce/
C ai mabl eReposi tory JTDat aSour ce_pr oduct i on
/atg/ comrerce/gifts/GftLists / at g/ dynano/ ser vi ce/
JTDat aSour ce_producti on
/ at g/ commer ce/ i nvent ory/ / at g/ dynano/ ser vi ce/
I nvent or yReposi tory JTDat aSour ce_pr oducti on
/ at g/ commer ce/ j dbc/ / at g/ dynano/ ser vi ce/
Pr oduct Cat al ogDat aSour ceA JTDat aSour ce_pr oduct i on
/ at g/ comer ce/ or der/ Or der Reposi tory / at g/ dynano/ servi ce/
JTDat aSour ce_pr oduct i on
[ at g/ commer ce/ pricing/pricelists/ / at g/ dynanvo/ servi ce/
PricelLists JTDat aSour ce_producti on
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Repository Component Name

Data Source Component
Configuration Varies Depending on Server

/ at g/ scenari o/ Scenari oC ust er Manager

/ at g/ dynanvo/ servi ce/
JTDat aSour ce_pr oducti on

[ at g/ userprofiling/
Prof i | eAdapt er Reposi tory

[ at g/ userprofiling/
Personal i zati onReposi tory

/ at g/ dynanvo/ servi ce/
JTDat aSour ce_producti on

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_producti on

/ at g/ sear ch/ servi ce/
Sear chJTDat aSour ce

Generic Reference to / at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oducti on

/ at g/ sear ch/ reposi tory/
I ncrement al | t emQueueReposi tory

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oducti on

[ at g/ cont ent/ nedi a/ Medi aReposi tory

[ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ dynano/ messagi ng/ Sgl JnsPr ovi der

/ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ dynano/ servi ce/ C ust er Nane

/ at g/ dynano/ servi ce/ | dGener at or

/ at g/ dynanvo/ servi ce/ JTDat aSour ce

/ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ dynano/ ser vi ce/
of uscat edl dGener at or

/ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ dynano/ servi ce/ j dbc/ SDSReposi t ory

/ at g/ dynano/ servi ce/ j dbc/
SQLRepository

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oducti on

/ at g/ dynano/ servi ce/ JTDat aSour ce

/atgl/integrations/repository/
I ntegrati onsRepository

/ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ webser vi ce/ security/
Nucl eusSecuri t yRepository

/ at g/ dynano/ ser vi ce/ JTDat aSour ce

/ at g/ epub/ Publ i shi ngReposi tory

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_nmanagenent

/ at g/ epub/ pr ocess/ ProcessDat aReposi tory

/ at g/ epub/ process/
Ver si onManager Reposi tory

/ at g/ dynano/ servi ce/
JTDat aSour ce_nmanagenent

/ at g/ dynanvo/ servi ce/
JTDat aSour ce_nmanagenent

/ at g/ epub/ process/ Port al Reposi tory

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_producti on

[ at g/ userprofiling/
I nternal Profil eRepository

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_nmanagenent
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Repository Component Name

Data Source Component
Configuration Varies Depending on Server

/ at g/ dynano/ servi ce/ j dbc/
BCRITDat aSour ce

/ at g/ dynanvo/ servi ce/
JTDat aSour ce_nmanagenent

[ at g/ reporting/ dat awar ehouse/
Logi cal Organi zati onReport Repository

[ at g/ reporti ng/ dat awar ehouse/
RnCl sRout i ngReport Reposi tory

[ at g/ reporting/ dat awar ehouse/
JTDat aSour ce

[ at g/ reporti ng/ dat awar ehouse/
JTDat aSour ce

[ at g/ repor ti ng/ dat awar ehouse/
RWVRepor t Reposi tory

[ at g/ repor ti ng/ dat awar ehouse/
JTDat aSour ce

[ at g/ userprofiling/
I nternal Profil eRepository

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_agent

/ at g/ comer ce/ cust svc/ Csr Repository

[ at g/ svc/ Servi ceReposi tory

[ at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oducti on

/ at g/ dynano/ servi ce/
JTDat aSour ce_producti on

[ at g/ svc/ ui / framewor k/
Ser vi ceFr amewor kReposi tory

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_producti on

[ at g/ svc/ opti on/ User Opti onRepository

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oducti on

/ at g/ svc/ opti on/ Opti onRepository

/ at g/ dynano/ ser vi ce/
JTDat aSour ce_pr oduct i on
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14 Appendix B: Adjusting the FileCache
Size

ATG's servlet pipeline includes servlets that are used for JHTML pages, and which use a Fi | eCache component
to store files that ATG has read from disk, so that subsequent accesses for those files can be delivered directly
from memory instead of being read from disk. Using the Fi | eCache component improves performance by
reducing disk accesses. For maximum performance, you want the Fi | eCache to be large enough to hold all the
files that ATG serves frequently. Set the t ot al Si ze property of this component at:

/ at g/ dynano/ ser vl et/ pi pel i ne/ Fi | eCache

to an appropriate value, measured in bytes, such as the following:

# size in bytes (2 mllion bytes)
t ot al Si ze=2000000

One approach in sizing the Fi | eCache is to batch compile the entire document root and set the file cache to
the resulting size. Make sure, however, that you account for the size of your Fi | eCache when you set the size
of your JVM. You can preload the Fi | eCache by creating a script that accesses every page on your site and
running the script on startup.

You can view statistics on how the file cache is used, as well as the contents of the Fi | eCache in the Dynamo
Administration page at host nanme: por t/ dyn/ admi n/ nucl eus/ at g/ dynano/ ser vl et/ pi pel i ne/
Fi | eCache.
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15 Appendix C: Development Tools for
Eclipse

Oracle ATG Web Commerce offers a set of development tools for the open source Eclipse platform (http://
www.eclipse.org). These tools are a beta product and are not a supported component of Oracle ATG Web
Commerce.

The Eclipse development tools are included in the Oracle ATG Web Commerce installation directory in the
following file.

<ATGl1di r >/ Ecl i pse/ ATGUpdateSite. | ar

To install the Oracle ATG Web Commerce development tools for Eclipse:

1. Install the Eclipse IDE for Java EE Developers. If you have already installed the IDE, uninstall any previous
versions of the Oracle ATG Web Development Tools.

2. In the Eclipse IDE, choose Help > Install New Software.
3. In the Install dialog, click the Add button next to the Work with text box.
4. In the Add Repository dialog, click the Archive button.

5. Navigate to the <ATGL1di r >/ Ecl i pse/ ATGUpdat eSi t e. j ar file in the Repository Archive window. Click
the Open button.

6. Click OKin the Add Repository dialog.

7. Select the checkbox next to Oracle ATG Web Development Tools in the Install dialog. Click Next, accept the
license agreement, and click Finish to complete the installation. Restart Eclipse when you are prompted to.

8. After Eclipse restarts, choose Window > Preferences. Enter ATG in the search text field and choose ATG
Preferences.

9. Browse to select your Oracle ATG Web Commerce installation directory and click Apply. Restart Eclipse when
you are prompted to.

To learn more about using the development tools, see the Oracle ATG Web Commerce Development Tools
documentation under Help > Help Contents in the Eclipse IDE.

15 Appendix C: Development Tools for Eclipse 175


http://www.eclipse.org
http://www.eclipse.org

176 15 Appendix C: Development Tools for Eclipse



16 Appendix D: Using Oracle Access
Management for Single Sign On

Oracle Access Management (OAM), which is a component of the Oracle Identity and Access Management (OIM)
suite, is an enterprise-level security application that allows you to configure a number of security functions,
including Single Sign On (SS0). OAM enables SSO through a common engine used across multiple protocols and
applications.

You can use OAM SSO to authenticate internal users of Oracle ATG Web Commerce Business Control Center and
Oracle Endeca Workbench using a single authentication step. The following section describes how to configure
Oracle ATG Web Commerce to use OAM SSO to access the ATG Business Control Center. Refer to the Oracle
Endeca Workbench documentation for information on installing and configuring these applications for OAM
SSO.

For detailed information on Oracle Access Management and its tools, refer to the Oracle Identity and Access
Management documentation web page.

OAM Authentication Overview

OAM recognizes user populations and LDAP directory stores as identity domains. Each identity domain maps
to a configured LDAP User Identity Store that is registered with OAM. This allows the LDAP directory to actas a
master record for any user entered into OAM.

Note: Oracle ATG Web Commerce supports only OAM LDAP authentication. For detailed information on creating
and maintaining LDAP repositories in Oracle ATG Web Commerce, refer to the LDAP Repositories section of the
Repository Guide. For information on creating LDAP profile repositories, refer to the Setting Up an LDAP Profile
Repository section in the Personalization Programming Guide.

Logging In to the Business Control Center

When you have configured Oracle ATG Web Commerce to work with OAM, requests to log into the Business
Control Center are filtered by OAM.

+ If OAM receives a request that is not recognized as an existing valid SSO session, the user is directed to the
centralized login form configured through OAM. Once there, the user must provide their log in credentials to
access the Business Control Center. Refer to your OAM documentation on creating a log in screen.

+ If OAM does recognize an existing valid SSO session, the HTTP request is sent through the DAF servlet
pipeline to the Business Control Center without directing the user to the OAM login form.
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Once a user has been authenticated, OAM inserts a header name into the HTTP request. By default, OAM sets the
header as OAM_REMOTE_USER. This header name can be configured to another value in OAM, or when you are
configuring OAM integration with CIM. The header value is stored in the user | dHt t pHeader Nane property of
the/ at g/ dynano/ ser vl et / daf pi pel i ne/

CanRenot eUser Ser vl et .

As the HTTP request is processed by the DAF servlet pipeline, the / at g/ user profi | i ng/

Prof i | eRequest Ser vl et component reviews the HTTP request to obtain the user profile based on the user
ID provided in the header. The user profile is then loaded and made active when initiating the Business Control
Center.

Note that when using OAM SSO authentication, the standard Oracle ATG Web Commerce login and user
authentication process is disabled.

Logging in Transient Profiles

If the HTTP request does not have an ATG session cookie, and a new session has been created, the profile

is considered to be transient. The / at g/ dynano/ ser vl et / daf pi pel i ne/ GanRenot eUser Ser vl et

sets the value of the user ID from the HTTP request header into the r enot eUser property of the

DynanoHt t pSer vl et Request . The servlet pipeline continues when the Pr of i | eRequest Ser vl et invokes the
/ at g/ userprofiling/ Profil eRequest to extract the user ID from the r enot eUser property and uses it to
load the associated user profile.

For detailed information on the Pr of i | eRequest Ser vl et refer to the Platform Programming Guide and the
Personalization Programming Guide.

For information on the DAF servlet pipeline, refer to the Request Handling with Servlet Pipelines section in the
Platform Programming Guide.

Logging Out of the Business Control Center and SSO

When you configure OAM to work with ATG Oracle Commerce, you can configure an optional WebGate Logout
URL. A WebGate is a Web server plug-in for OAM that intercepts HTTP requests and forwards them to the Access
Server for authentication and authorization. For additional information on WebGates, refer to the Installing
WebGates for Oracle Access Manager documentation.

When a user logs out of the Business Control Center, their Business Control Center session is terminated, and the
logout request is directed to the WebGate Logout URL. When the OAM WebGate receives an HTTP request that
contains this URL, it triggers a logout handler, which removes the SSO authentication cookie and ends the SSO
session. Refer to the Configuring Centralized Logout OAM documentation for additional information.

When you provide this field in OAM, you ensure that both the Business Control Center and the SSO sessions are
terminated when the user logs out of the Business Control Center.

Session Timeouts

If an OAM SSO session times out, the user is redirected to the OAM login form to re-authenticate. When passing
the request to the Business Control Center, OAM inserts a new header into the HTTP request that contains the
user ID of the authenticated user. Similar to the log in process, this user ID must match the Business Control
Center user ID. Once the authenticated user ID is passed to the Business Control Center, the Business Control
Center uses this header value to load the user’s profile and make the user active.

If the Business Control Center session times out, yet the OAM SSO is still active, the Business Control Center user
will not be required to re-authenticate, but a new application session is created. Note that this may result in
session information being lost.
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Some parts of the Business Control Center, such as parts of the Asset Manager framework, are built in Flex. Other
parts of the Business Control Center use JavaServer Page (JSP) technology. If the Business Control Center user is
working in a part of the Business Control Center that was written in Flex, the user will be presented with a dialog
box warning that their session is about to expire.

Installing the Oracle Access Manager Integration
Component

To enable OAM SSO integration, use the Configuration and Installation Manager (CIM).
1. Run CIM, as outlined in the Using CIM (page 11) section.

2. Select the OAM Authentication option from the menu, which configures CIM to install and configure the
Oracle ATG Web Commerce integration components for OAM.

3. Enter the following information in CIM:

+ The name of the OAM Remote User HTTP header - This identifies the name of the header used to hold the
OAM-authenticated user’s user | d. The value you provide CIM is used by the user | dHt t pHeader Nane
property of the / at g/ dynano/ ser vl et / daf pi pel i ne/ CanRenot eUser Ser vl et file. By default, OAM
uses the OAM_REMOTE_USER header. Note that the value of this property cannot contain white space.

« The OAM Web Server host name - This value is used to identify the al | owedHost Nanes property in the /
at g/ dynano/ ser vl et/ pi pel i ne
/ Redi r ect URLVal i dat or file, as well as the webgat eHost property in the/ at g/ user profi | i ng/ oam
Confi gurati on file.

+ The port number of the OAM Web Server - This value is used to provide the webgat ePor t property of the
[ at g/ user profiling/oan
Confi gurati on file.

+ The WebGate Logout URL — This optional value is used to identify the logout URL to which the user will
be directed upon successfully logging out of the Business Control Center. This value is stored in the
| ogout SuccessURL property of the/ at g/ user prof i | i ng/ oaml Conf i gur at i on file. This ensures that
both the ATG and OAM SSO user sessions are terminated when the user logs out of the Business Control
Center.

Before using the Oracle ATG Web Commerce OAM integration, ensure that you have configured and installed
OAM. Refer to your Oracle OAM documentation for instructions.

Validating OAM Identity Assertion X.509 Certificates

When OAM authenticates a new user login, itadds an | dent i t yAsser ti on header into the authenticated HTTP
request. This | dent i t yAsserti on is a SAML-compliant structure that contains an X.509 certificate.

X.509 is a data structure that sends a public key to a receiving party. Certificates are issued by certificate
authorities (CA), which verify an entity’s identity and grants a certificate, signing it with the CA’s private key. The
CA publishes its own certificate, which includes its public key.
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Each network entity has a list of the certificates of the CAs it trusts. Before communicating, this list is used

to verify that the signature of other certificates comes from a trusted CA. For detailed information on X.509
certificates, refer to the RFC 3280: Internet X.509 Public Key Infrastructure Certificate and CRL Profile document
on the IETF Web site.

You can configure ATG to perform certificate validation using the / at g/ user prof i I i ng/ oan!
QCanCertificateVerifier component. When this component is running, ATG extracts the certificate from the
I dentityAssertioninthe header and uses the trusted key to verify the authenticity of the HTTP request.

Configuring X.509 Certificate Validation

Before you can configure the OAMCer ti fi cat eVeri fi er, you must have the OAM Trusted Key for the
embedded certificate that OAM Keystore uses. Once you identify the OAM Trusted Key, you must export the
certificate to a local keystore that the OAMCer ti fi cat eVeri fi er can access. Refer to the OAM documentation
for detailed information on obtaining the OAM Trusted Key and exporting a certificate.

To export the OAM Identity Assertion X509 Certificate, perform the following. These steps assume that you are
using Oracle WebLogic and may differ depending on your environment. Refer to your OAM documentation for
information on performing these steps for other applications:

1. Retrieve the Oracle Keystore Password using the WLST connect () command and then the
|'i st Cred(map="0AM STORE", key="jks") command. Make note of the password and location of the
keystore.

2. Export the certificate using the following syntax:

keyt ool -exportcert -keystore $domai n_hone/confi g/ fmwonfi g/
def aul t-keystore.jks -storetype JKS -alias keynane -file $cert _file

Provide the location of the keystore noted in Step 1, as well as the keystore type and the name of the file
that will hold the certificate. The following example extracts the certificate from the base_domai n/ confi g/
f mconfi g/ directory and provides an alias of asser t i on- key, identifies the key store as oankeyst or e
and the certificate file as asserti on. cer:

keyt ool -exportcert -v -alias assertion-key -storetype JKS
—keystore .oankeystore -file assertion.cer

3. Once the certificate has been exported to the file you identified in Step 2, copy the certificate file to the ATG
server.

4. Import the certificate into the oankeyst or e. ks on the ATG server by running the i nport cert command.
Thei nport cert command uses the following syntax:

keyt ool -inportcert —keystore $domai n_hone/ confi g/ f mmconfi g/
def aul t -keystore.jks -storetype JKS —-alias $trusted cert_alias
-file $trusted_cert_file

For example:

keytool -inportcert -v -keystore C:\all\oankeystore. ks
-storetype JKS -alias assertion-key -file C\all\assertion.cer

This produces output similar to the following:

Ent er keystore password:
Re-enter new password:
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Onner: CN=OAM User Assertion |ssuer CA Root

| ssuer: CN=OAM User Assertion |ssuer CA Root

Serial nunber: 66

Valid from Tue May 21 05:54:34 CST 2013 until: Fri My 19 05:54:34 CST 2023
Certificate fingerprints:

MD5: 03: A3: 6D: C7: AC: 36: D7: 30: 01: 6B: 34: 52: 97: BO: DD: 6B

SHAL: 37: A7: CB: FO: 3E: BF: 99: D9: 93: 51: OD: B3: 9C: AA: 9C: 43: OA: 0C: 30: 79
Si gnature al gorithm nanme: MD5wi t hRSA

Version: 1

Trust this certificate? [no]: y

Certificate was added to keystore

[Storing c:\all\oankeystore.ks]

When prompted, enter the keystore password noted in Step 1. When asked to trust the certificate, answer
yes to add the certificate to the keystore.

5. Configurethe CanCertifi cateVerifier.propertiesfileinyour/| ocal confi g directory to include the
keystore locations:

$cl ass=at g. userprofiling.oamsecurity. CertificateVerifier
keyst oreLocati on=C:/ al | / oankeyst ore. ks

keyst or eType=JKS

certificateHeader Nane=oam i dentity_assertion

keySt or ePasswor d=oanpass

6. Configure the CanRenot eUser Ser vl et . properti es fileinyour/1 ocal confi g directory to add the
CanmCertificateVerifier:

# add the CanCertificateVerifier to the trustVerifiers property
trustVerifiers=\
[ at g/ userprofiling/oam CanCertificateVerifier

Once you have configured the X.509 certificate validation, you can provide additional validation by configuring
the system to recognize OAM authentication cookies.

Configuring OAM Authentication Cookies

By default, OAM maintains a session cookie that uses the OAMAUt hnCooki e<host : por t ><r andom nunber >
format. For detailed information on OAM authentication cookies and their formats, refer to your OAM
documentation.

The ATG platform can be configured to check for the presence of OAM authentication cookies by performing the
following steps:

1. Configure the / at g/ user profi | i ng/ oanf CantCooki eVeri fier. properti es fileinyour/| ocal config
directory:

$cl ass=at g. userprofiling. oam security. OAMCooki eVeri fi er

# For 11g webgates the cooki eNanePrefi x property value is as bel ow
# For 10g webgates use (hSSOCooki e.

cooki eNanePr ef i x=CAMAut hnCooki e_

webgat eHost #=Conf i gur ati on. webgat eHost

webgat ePor t *=Conf i gur ati on. webgat ePor t

2. Configure the/ at g/ dynano/ ser vl et / daf pi pel i ne/
QanRenot eUser Ser vl et . properti es file to use the OAMCooki eVeri fi er:
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# add the QAMCookieVerifier to the trustVerifiers property
trustVerifiers=\
[ at g/ user profiling/ oanm CAMCooki eVerifier

Note that OAM adds this cookie into all HTTP requests. This is different than the Identity Assertion header, which
is only added to requests that result in SSO user authentication and the creation of new OAM SSO sessions.

Note: It may be necessary to add or upgrade the user-defined parameter f i | t er OAMAUt hnCooki e in the
WebGate 11g configuration with a value of false. Refer to the Administrator’s Guide for Oracle Access Manager for
details on the user-defined parameter fi | t er QAMAUt hnCooki e. It may be necessary to restart this server for
the change to take effect.

Using IP Address Filtering for Verified Authentication

In some cases, you may not want to use OAM Identity Assertion outlined in the Validating OAM Identity
Assertion X.509 Certificates section. Or your Web server may not support this OAM feature. To ensure verified
authentication requests you can configure IP address filtering for your specific Web server.

Oracle WebLogic IP Filtering

WebLogic provides a default connection filter that can perform IP address filtering. The

webl ogi c. security. net. ConnectionFil terlnpl filteraccepts all incoming network connections and
provides static methods that allow the server to obtain the current network connection filter. This filter can be
configured using the WebLogic Administration Console, or by editing the domain confi g. xn file.

To Configure IP Filtering Using the WebLogic Administration Console
1. Open the WebLogic Administration Console and navigate to the domain.
2. Select Security > Filter from the tab menu.

3. In the Connection Filter property, enter the connection filter class
webl ogi c. security. net. ConnectionFilterlnpl.

4. In the Connection Filter Rules property, enter the connection filter rule. When entering a rule, enter them in
following format:

target Address Local Address | ocal Port action protocols
5. Restart your servers to initiate the configuration changes.
To Configure IP Filtering By Editing the config.xml File

1. Open the VbLogi c_hone/ user _pr oj ect s/ domai n/ donai n_nane/ confi g/
config.xm file.

2. Edit the file to add the following filter configuration:

<security-configuration>
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<connection-filter>webl ogi c. security. net. ConnectionFilterlnpl
</connection-filter>

<connection-filter-rule>192.168.0.0 127.0.0.1 7001 allow http https t3
t 3s</connection-filter-rul e>

<connection-filter-rule>192.168.0.0 127.0.0.1 7003 deny
</connection-filter-rul e>

</ security-configuration>

3. Save the config.xml file and restart your server.

The following is an example of a network connection filter rule:

192.168.0.0 127.0.0.1 7001 allow http https t3 t3s # allow access for 192.168.0.0
to 127.0.0.1:7001 for http, https, t3 and t3s protocols

192.168.0.0 127.0.0.1 7003 deny # deny access for 192.168.0.0
to 127.0.0.1:7003 for all protocols

For further examples, and additional information, refer to your WebLogic documentation for the
Connecti onFi l terl npl filter.

JBoss and Tomcat IP Filtering

JBoss and Tomcat's servlet container provide a built-in filter that can be used to configure IP Address Filtering.
Theorg. apache. catal ina.filters. Renot eAddr Fi | t er can be configured in the web. xm file of any
application to which you want to restrict access. The filter configuration allows you to specify initial parameters
that allow or deny a set of IP addresses or a range of IP addresses represented by r egex patterns.

For example:

<filter>
<filter-name>Renpte Address Filter</filter-name>
<filter-class>org.apache.catalina.filters. RenoteAddrFilter</filter-class>
<init-paranr
<par am nane>deny</ par am nane>
<paramval ue>127\ .\ d+\.\d+\.\d+|::1]0:0:0:0:0:0: 0: 1</ param val ue>
</init-paranm
</filter>
<filter-mappi ng>
<filter-name>Renote Address Filter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

For detailed information on the Renot eAddr Fi | t er, refer to the RemoteAddrFilter APl documentation on the
http://tomcat.apache.org Web site.

IBM WebSphere IP Filtering

WebSphere TCP transport chains allow you to reject or allow connections to an application from a list or range of
IP addresses. To set up an inbound transport chain, perform the following steps:
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1. Open the WebSphere Administration Server Console.
2. Select Server > Server Types > WebSphere Application Server > ser ver _nane > Ports.

3. Click View Associated Transports to see the ports that are associated with the TCP transport channel of the
application to which you want to restrict access.

4. Select a transport chain.

5. Select TCP Inbound Channel (TCP 2).

6. The configuration page for the TCP transport chain will be displayed. Lists or ranges of IP addresses can be
added under the Address Exclude List and Address Include List to exclude or include IP addresses that can

access the application.

For detailed information on transport chains, refer to your IBM WebSphere documentation.

Recommended Deployment

The following diagram displays the recommended deployment for OAM SSO integration.

For detailed information on OAM deployment methodologies, refer to the Oracle Fusion Middleware Enterprise
Deployment Guide for Oracle Identity Management.
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