Oracle Financial Services Behavior Detection
Platform:
Administration Tools User Guide

Release 6.1
December 2011

ORACLE
FINANCIAL SERVICES

ORACLE






Oracle Financial Services Behavior
Detection Platform:
Administration Tools User Guide

Release 6.1
December 2011

Document Control Number: 9MN11-0001
Document Number: ATUG-11-OFS-0001-6.1-01

Oracle Financial Services Software, Inc.
1900 Oracle Way
Reston, VA 20190



Document Number: ATUG-11-OFS-0001-6.1-01
First Edition (December 2011)

Copyright © 1996-2011, Oracle and/or its affiliates. All rights reserved.
Printed in U.S.A. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording, or otherwise without the prior written permission.

Trademarks
Oracle is a registered trademark of Oracle Corporation and/ox its affiliates.
Other names may be trademarks of their respective owners.

Oracle Financial Services Software, Inc.
1900 Oracle Way

Reston, VA 20190

Phone: 703-478-9000

Fax: 703-318-6340

Internet. www.oracle.com/financialservices


http://www.oracle.com/financialservices

Contents

Sy A0 o 1 1 iX
IS o ) B 1= o 1= T Xi
YN oo 10k B { A N EST 10 T [T TP Xiii
Who ShoUld TUSE thiS GUIAE ..ttt ettt et ae et eeae st e sateeaeaeesteeeateeneesesanesaeesesesnesas xiii
SCOPE OF this GUIAE ..ottt s Xiv
How this Guide is OfZaniZed .........cociiiiiiiiiiiiiiiiieeeeee e Xiv
Wherte to FINd MoOre TNOrMATION «oovieuiiiiiiiceie ettt ettt et e ettt eeaeetaeeseeessesssesseasesreenssensesnsenteesnnensseneans XV
Conventions UsSed 10 thiS GUIAE .....coveouieeiiee ettt et et e et e eae et eeete st e st e et et e satesatesaeesaesatesaeesaeesaeenns xvi
CHAPTER 1 About the Administration TOOIS .......oovvviiiiiiii e, 1
ADout the AdMINISEEAION TOOLS .veeuviieieeeieeee ettt ettt et ea e et e et eea e et e eete et e steesesatestesatesaeesesasesseseeesasannas 1
Logging on to the AdminiStration TOOLS ..o 2
To Access the AdMmINISTIATION TOOLS .....oiuiiiieiieeeeeeeee ettt e et e et e ete st e aeateeaeetesaeesnesaeesneeans 2
Using Common Screenn BIBMENTS ..o 4
HELP BULLO 1ottt 4
TCOM BUEEOMS ettt ettt et et e et e et esant e e et e e aseeaeeenseeeeaent s e eateesntaeenteenteeat e et et eerteennaeans 4
Logging off of the Administration TOOLS.........cciiiiiiiiiiiiiii e 5
Saving Changes t0 @ 1Lo@ FIle ..o 5
CHAPTER 2 Scenario Threshold EditOr........coveeiieiiiiiieeeeeeee e, 7
About the Scenario ThieShoOld FEItOr . ..ottt ettt et as et e eneeenaeereenaeennes 7
TTRLESIOLA SEES .ttt et ettt e e et et et e e ate et e eae e ae et esae et e s et eeeeeaeeatesasatesateene et esntesneertenneenns 8
TACHTE T LESIOLAS .. ettt et ettt ettt et e et et e st e ae e aeeeaeeane s e tesaeesatesateseentesasenasesaeensesanens 8
Mutnally EXClUSIVE THICSHOLAS «o.eeeeeeeeeeeeeieeeieeeeeeeeeeeeeeeetestes e e et esasessesstesaeesstesatsssesstesstessstesssesesssesssesssesntesssenses 8
AdAI1071G] SCONATIO THTCETHOLAS c.oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee et ete et e ete st esaeesaessae st esntesseensessesssestesstesseensesssesnsesnsenns 9

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide \%



Contents

About the Scenario Threshold Editor Screen EIEMENTS ......ooveivieirieieieiiieiietsieieteteeeeteee st essse e esesseseeses 10
SEALCH BT ottt ettt ettt ettt et et ettt te et eaeete e as et eat et et eteete b e st et entete b easete s ereenn 11
<SceNAIO—TRIEShOId SEE ALEA.uiviuiiiieiitieieeieteeceetee ettt ettt ettt ettt e et ssteesess et et eseebeseseesenis 12

Using the Scenario Threshold EdItor. . ..o 14
To Change a Scenario Threshold........ccciiiiiiii s 14
To Reset a Scenario Threshold to the Sample Values ... 14
To View a Scenario Threshold’s HIStOLY ... 15
To View Expanded COMMENTS. .....cccciiuiiiiiieiiiiecieiee et ees 15

CHAPTER 3 Alert Creator EAItOr ... 17

About the Alert CreatOr EItOr. .ottt ettt ebe et tessesasessesessassesasseseesesseseesessesesas 17
Alert Creator RUle GUIAEINES ....cueveviieeieiiieieieietieeet ettt ettt et se s e e s essssese s esessesesbessessesessesass 17

About the Alert Creator Editor Screen BEIEMENtS c.o..cioiiiiiiiiciiiiictieete ettt ettt sesaenesveaeas 19
ALt Creator RULE LSt ..ocviieiiieiiiiietisieieteiets ettt ettt ettt e b st esessesestess et essesseseesaesessesessesesessessesensesenns 19
Alert Creator RULE FLAITOL cuoviviiiiiieiciiieietetetec ettt ettt sttt ete e sae b et essete st eseasesseteeseseerenis 21

Using the Alert Creator EUdItOr ... .c.ooiiiiiiiiiiiciicce s 24
TO A @ RUIE ..ottt ettt b et et b s e e s s e se b e s e et e e b e s et e st et e s eseete s e s e beneesessentesensesenas 24
TO MOIEY @ RULE ... 25
TO DIELELE 2 RULE ...ttt ettt ettt bbb s e ebe s ese s esa et e ebeseeess et e seseesassesasassesassensesersesensas 25

CHAPTER 4 Alert SCoring EditOr ... 27

About the Alert SCONG FdItOr.....c.cuiiiiiiiiiiiiiiciicc s 27

ScOLiNG MatCh STEATEZIES ...ceuvieeiieiiiiiiiiicc et sees 28

About the Alert Scoring Editor Screen ELemMents ........oociiiiiiiiiiiiiiicciccecetscsic s 29
Alert SCOLING EUItOL w.uiviiiiiiiiiiiiiicicce et 29

Alert $coring SIrategy Selecton........uuciiiniiiniiiiiiiiii 30
SCATED BAT cvvaveeeeereeeeeeteeeeeete e e ste st et ste s ese s asaesasaese s b essebastes s e s et esa s essebastess et as s e st e s et esseseeteseet et esetenseretanatan 31
Alert Scoring Strategy Selector with Match Scoring Rule LiSts ......cccciuiiiiiciiiiiiniiiiiccccccccnecee 32
Scoting Rule VArIation LASE......cociiiiiiiiiiieicicceecece s 33
Simple Lookup Scoting Rule EdItOr ..o 34
Stmple Scoring Rule Editor COMPONERLS .........c.cuveveeucuiuririicciciiiniiiieisiseteese st ssssss s sssssassenes 35
Stmple Lookup Scoring Routle MOGIICALION. ..........cuueeeeniiriiriiiiiiiiniriiceeiritee ettt sessasasaes 36
Graduated Value Scoting Rule EUdItOr........coiiiiiiiiicccccccccc e 38
Graduated Value Scoring Rule Editor COMPONENLS ........uuuiiucuviniiiiiiciiiiicssicnssissss s sssnns 38
Graduated Value Scoring Role MOAUICATION ...ttt 40
Prior Matches Scoting Rule EdItor. ... 41
Prior Matches Scoring Rule Editor COMPONents ...t ssssssssssssssses 42
Prior Matches Scoring Rutle MOTIICAtION........u.u.uoninniiiininiiiiniiciciiiii s 44
Simple Scenario Scoring Rule EdItor ..o 46
Stmple Scenario Scoring Rule Editor COMPONEnLS............cuveeceueuruviceeieiririiceirisisiciceisisssese s ssssssesesesssssssenes 47
Stmple Scenario Scoring Rule MOGIICALION .....uuneeniucnininiiiiiiiiiiiisicicieisiccce ettt 47

Using the Alert SCOING EdITOL . ..c.cuiiiiiiiiiiiiciccc e saes 49
To Display the Match Scoring Rules for a Scenario Class 0f SCENAio ......cccuvucviiiieciciiiniiicciciiccecsee 49

Using the SCoting EAItOLS .....cciiiiiiiiiiiiiiccccce e 50

Vi

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



Contents

Using the Simple Lookup Scoring Editor for a Scenario Class ... 51

To Modify a Simple Lookup Scoring Raule for a Scenario ClAsS .......c.oueeccininicccciiiiiicciiniriicceisicceesceneens 571

Using the Simple Lookup Scoring Editor for a SCENArio ..o 52

To Add a Simple Lookup Scoring Rutle for @ SCenario ............cucevecniconicnisirenieeniesieeeeseesese s 52

To Modzfy a Simple Lookup Scoring Rotle for @ Seenario...........cuvecureecuneeccnecnicnicsseeeseeseeenee s 53

Using the Graduated Value Scoring Editor for a Scenatio Class..........ccoiciiviniiciciinicciiinicecncccceeens 53

To Modzfy a Graduated Value Scoring Rule for a Scenario ClASS ......vcuveecureecuconeeenecnecssieeneeeseeeseeseesseneneas 53

Using the Graduated Value Scoring Editor for a SCenario......cccuvcuviiiiiiiiiciiinicicciicrcccccicecieecieeennes 54

To Add a Graduated Value Scoring Rutle for a Scenario................cccveciiinivivicciiininccinicisicccesicsseccseceenns 54

To Modify a Graduated Value Scoring Rule for a Scenario................ccecuvinicivecciinniniciniciniccccisiccecsecneenns 55

Using the Prior Matches Scoring Editor for a Scenatio Class ..o 55

To Modzfy a Prior Matches Scoring Rule for a Scenario Class ......uvcuneecureeccenecnecnecsseeeseeesesessseseeesseneneens 55

Using the Prior Matches Scoring Editor for a SCenario. ... 56

To Add a Prior Matches Scoring Rule for @ SCenario ... 57

To Modify a Prior Matches Scoring Rule for @ Scenario................ccccccuvivivccivinirinisiciiiniicccsinccceeesesescsenns 57

Using the Simple Scenario Scoring Editor for a Scenatio Class ..o 57

To Modzfy a Simple Scenario Scoring Rutle for @ Scenario Class.....cuvecuvecureccenicnicnicriceceseeesee s 58

Using the Simple Scenatio Scoring Editor for a SCENaio ... 58

To Add a Simple Scenario Scoring Raule for a Scenario...............ccccuciviviccciiinininisiiiiniicccsiseccseee s 59

To Modzfy a Simple Scenario Scoring Rutle for @ Senario ..........cccvecuvecuvevcurevccenecnicnecsseeeseeseeeee s 59
Changing the Alert SCOING LIOZIC ....viuiiiiiiiiiiiiiiiecc e 59
Specifying a Variation for a Threshold Set Within a SCeNario ... 60

To Specify a Variation for a Threshold Set within a Scenario................ccvvievccuiininivecininisicceisiscesecsesceenes 60
Deleting a Scoring Rule for a Scenario Class Of SCENALIO ..o 60

To Delete a Scoring Rule for a Scenario Class 07 SCeRaTIo .........ceccucuveeurecurecirecciseeseesecs s ssessseeas 60
CHAPTER 5 ASSIGNET EITON coeiiiiiiiiieie et 61
About the ASSIZNEr EdItOr ..ot s 61
Assigner Screent EIEMENTS ....c.ooiiiiicic e 63
ASSIENET FUIEOT .ottt 63
SCATED BAT cveeveeveeeteeeeeeteee e eteeeeete e st et aet et e ta s ese s aseesa st ese st essebantes e e s et esa s assebassess et aa s e st e s esessesesteseetentesertenseretasatan 64

Default Assignment Omwner Selecton...........ccueveeuiuriviniciciiiiiniiciiirisicceis ettt 64
Assignment Rutle List for <EOCUS™ TOCUS .onuceviviininiiiiiiiiciiiici s sssssssssss s ssssssaes 65
Assignment Rule EAItOr ..o 65
Using the ASSIGNEr FUAILOL ..o s 69
To Display Assignment Rules for @ FOCUS ..o 69

To Change the Default Assignment OWHNET .......ccviiiiiiiii s 69

TO Add 2 NEW RULE ...ttt ettt ettt et se et e bt e e s e st se s eseesassesaseseesessesessensesensas 70

TO MOIEY @ RULE ... 71

TO DIELELE 2 RULE ...ttt ettt b et e b e s s ese s ese s ese et e esesesessese s eseasessesasessesassensesensesensas 72
CHAPTER 6 Threshold ANalyzZer ... 73
Introduction to the Threshold ANAlYZer. ... s 73
GELHNE STALTEA .o 74
HOMEPAZE ..o 75

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide Vii



Contents

Initial RePOLt FIIEEIS ...uiiiiiiiiiiiiiiic e s 77
Executing a Threshold Analyzer REPOLT... oo ees 79
Using AddItional FILEELS .......cciiiiiiiiiiiiiciccccccc e 79
Modifying AXIS SELECHOMS. .....viviiiiiiiiicict e 81
Understanding the Graph DISPIay ......c.cccviiiiiiiiiiiiccc s 83
How to Interpret RESULES ... 84
Understanding REPOLt STALSTCS ...vvuiuiuuiiiiiiiiiciiiiiicieieieisicicieie st s 85
SUMMATLT COUNLS c.iviiiiiicii et a st 85
Understanding the Minimum, Maximum, Average and Median StatiStiCs .........cccovuviviiiciivininicciniccceeans 86
10 To = TP P PP PPPPPPPPPPPPP 87

Viii Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



List of Figures

Figure 1. Administration Tools OVErVIEW .......cccccviiiiiiiiinicicieiiicniicercceesene 3
Figure 2. Scenatio Threshold EdIitOr ......ccoiiiiiiniiiicicicccceceeececeeenes 10
Figure 3. Search Bar ... s 11
Figure 4. <Scenario-Threshold Set™ ALea ..o 12
Figure 5. Example Expanded Comment Dialog BOX .....cccceuviviiiiiiiniiiiiicn, 15
Figure 6. Alert Creator Rule LISt ..ccoviiiiiiiiiiiiiiiiiiiccccccceecccecesecees 19
Figure 7. Alert Creator Rule Editor ..o, 21
Figure 8. Alert Scoting EdItOr ..o 29
Figure 9. Alert Scoting Strate@y Selector ... 30

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.

Alert Scoring Editor Search Bar ..o 31
Alert Scoring Strategy Selector - Match Scoring Rule List .......ccccoeeuvianeee. 32
Simple Lookup Scoring Rule Editor—Scenario Filtering .........ccccccoceueee. 33
Expanded Rule Modification HiStOLy .......cccccvviicivininiiicciniicccsnccne 34
Match Attribute Scoring Rule Modification ........c.cccoccuvcuviciviciviccinicnnenns 36
Scoring Rule Variation List by Scenario ... 37
Graduated Value Scoring Rule EItOr ......ccoooiiiiiiiiiiiiiiiinciccce, 38
Match Attribute Scoring Rule Modification ... 40

Graduated Value Scoring Rule Variation List by Scenatio .......ccccccccceueee. 40
Prior Matches Scoring Rule Editor ... 41
Prior Matches Scoring Rule Modification .........ccoceuvecucunicinicinccincncicniennas 44
Prior Matches Scoring Rule Variation List by Scenario ..o 45
Simple Scenario Scoring Rule Editor .......ccooiiiiiiiiiiicicicccs 46
Simple Scenario Scoring Rule Modification ..........ccccvcviviicciiiniiiicinienns 47
Simple Scenario Scoring Rule Variation List by Scenatio ......c.cccccvuvicueaee. 48
Assigner EItOr ..o 63
Assigner Editor search Bar ..o 64
Default Assignment Owner Selector ... 64

Assignment Rule List for <Focus> Focus ..., 65

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide iX



List of Figures

Figure 29.
Figure 30.

Assignment Rule Editor ..., 66
Default Assignment Owner SEleCtOr ... 69

Figure 31. Application LOGIN .....ccccccuiiiiiiiiiiiiiiiiiiicicc e 74
Figure 32. Dashboard Page .......cccoviiiiiiiiiiiiiecccccececeeee s 75
Figure 33. ANSWers Page ... 76

Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.

Threshold Analyzer Dashboard ... 76
Initial Report FIILers ... 77
Default PAge ....c.coieuiiiiiiciceiec e 79
AdAIHONAL FAIEL oottt 79
Additional Filter with ValUe ......cooeieiiieriieiicieeteeeee e 80
AXIS SEIECHOMN wvvviiieiiiiieietiietieiet ettt s et sseseebesaesessansesessenns 82
Scatter GLAPR .o 83
SUMMATLY COUNLS .cvviiiiiiiiiiiie e 85

Minimum, Maximum, Average, and Median StatiStics ........coccveeuricueurcecnnes 86

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



List of Tables

Table 1. Conventions Used in this GUIdE .......cccevveviriirieieirieisieieieieceeteeee e
Table 2. TCONS USEA ..ottt ettt ettt sttt se et ea et s anns
Table 3. Mutually Exclusive Thresholds ...
Table 4. Sample of an Assignment Rule.......c.cccoiiiviiiniiniiiiiiccnccrccceeeees

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide

Xi



List of Tables

Xii Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



About this Guide

This guide identifies the four Administration Tools used with the Oracle Financial
Services® Behavior Detection Platform, and describes how to use them. This chapter
details the following:

Who Should Use this Guide
Scope of this Guide

How this Guide is Organized
Where to Find More Information

Conventions Used in this Guide

Who Should Use this Guide

The Oracle Financial Services Behavior Detection Platform Administration Tools
User Guide, Release 6.1, is designed for use by Data Miners and Oracle Financial
Services Administrators. Their roles and responsibilities include the following:

Data Miner: Accesses the Administration Tools to modify the threshold
values used by patterns to detect matches in Firm data.

Oracle Financial Services Administrator: Accesses the Administration
Tools to modify the logic parameters used by the system to process matches
into alerts, score the alerts, and distribute the alerts. In addition, Oracle
Financial Services Administrator can reload the cache. This user is usually an
employee of a specific Oracle Financial Services customer.
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Scope of this Guide
About this Guide

Scope of this Guide

This guide desctibes how to use the Administration Tools to customize the scenario

threshold, alert creation, alert scoring, and alert and case assignment criteria.

How this Guide is Organized

The Oracle Financial Services Administration Tools User Guide, Release 6.1, includes the
following chapters:

Chapter 1, About the Administration Tools, describes how to access the tools and
identifies what elements are common to all tools.

Chapter 2, Scenario Threshold Editor, describes how to use this tool to modify the
threshold values that scenatios use to detect matches.

Chapter 3, Alert Creator Editor, describes how to use this tool to automatically
group matches that share similar information into a single alert. You can create
new rules, modify the logic behind existing rules, and delete rules. The tool also
displays the job ID and job template ID for all rules created.

Chapter 4, Alert Scoring Editor, describes how to use this tool to create new rules
or modify the logic behind existing rules that prioritize alerts automatically.

Chapter 5, Aysigner Editor, describes how to use this tool to assign ownership of
alerts and cases.

Chapter 6, Threshold Analyzer, introduces you the Threshold Analyzer utility and
describes how to view and operate the source business and Threshold Analyzer
data.

The Index provides access to specific topics for this tool.

Xiv
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Where to Find More Information
About this Guide

Where to Find More Information

For more information about Oracle Financial Services Behavior Detection Platform,

refer to the following documents:

Oracle Financial Services Behavior Detection Platform Stage 1 Installation Guide

Oracle Financial Services Analytical Applications Installation Mannal Infrastructure 7.2
Oracle Financial Services Enterprise Case Management Stage 3 Installation Guide
Oracle Financial Services Behavior Detection Platform Scenario Manager User Guide

Oracle Financial Services Bebavior Detection Platform Bebavior Detection Platform Service

Guide

To tind more information about the Oracle Financial Services and our complete

product line, visit our Web site at www.oracle.com/financialservices.
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Conventions Used in this Guide
About this Guide

Conventions Used in this Guide

Table 1 lists the conventions used in this guide.

Table 1. Conventions Used in this Guide

Convention Meaning

Italics ® Names of books, chapters, and sections as references
® Emphasis

Bold ® Object of an action (menu names, field names, options,

button names) in a step-by-step procedure
Commands typed at a prompt
User input

Monospace Directories and subdirectories
File names and extensions

Process names

Code sample, including keywords and variables within text
and as separate paragraphs, and user-defined program
elements within text

<Variable> ® Substitute input value
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CHAPTER 1 About the Administration Tools

This chapter describes how to access the Administration Tools in order to configure
alert generation process. The following sections are detailed in this chapter:

About the Administration Tools
Logging on to the Administration Tools
Using Common Screen Elements
Logging off of the Administration Tools
Saving Changes to a Log File

About the Administration Tools

The application provides the following tools to configure the alert generation process:

Scenatio Threshold Editor: Use this tool to modify the threshold values that
patterns use to detect matches. Refer to Chapter 2, Scenario Threshold Editor, on
page 7, for more information.

Alert Creator Editor: Use this tool to automatically group matches that share
similar information into a single alert. You can create new rules, modify the
logic behind existing rules, and delete rules. The tool also displays the job ID
and job template ID for all rules created. Refer to Chapter 3, Alert Creator
Editor, on page 17, for more information.

Alert Scoring Editor: Use this tool to create new rules or modify the logic
behind existing rules that prioritize alerts automatically. Refer to Chapter 4,
Alert Scoring Editor, on page 27, for more information.

Assigner Editor: Use this tool to assign ownership of alerts and cases. Refer to
Chapter 5, Assigner Editor; on page 61, for more information.

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 1



Logging on to the Administration Tools
Chapter 1—About the Administration Tools

Logging on to the Administration Tools

Your role determines which Administration Tools you can access. The following rules
apply:

® Users assigned to the Data Miner role can access the Scenario Threshold

Editor.

Users assigned to the Administrator role can access:
m  User Administration

m  Security Attribute

®  Administration

m  Alert Creator Editor

m  Alert Scoring Editor, and

m  Assigner Editor

Refer to the Oracle Financial Services Bebavior Detection Platform Administration Guide,
Release 6.1, for the details about how to install the tools. Contact your system
administrator for the URL to access the Administrator Tools.

To Access the Administration Tools

To access the Administration Tools, follow these steps:

1. Open the Login Page through your browser..

2. Type in your user ID and password.

3. Click Login or press Enter. You will be navigated to Administration Page.
4. Choose the Tool which you want to access from the Administration primary

level of navigation menu option. Depending upon your role, the possible actions
include the following:

m  Threshold Editor

m  Alert Creator

m  Alert Scoring Editor

m Alert Assigner Editor

m  Security Attribute Administration
m  User Administration

The Administration Tools Overview displays, which provides a brief description
of each Administration Tool that you can access (Figure 1).

Note: After typing your user ID and password, allow the system adequate
time to process your login. If you click Login a second time, a busy page may
display, designating that the Administration Tools are processing the access
request. Wait 10 seconds, then click the Go Back button to redisplay the
Login page and log on again.

2 Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



Logging on to the Administration Tools
Chapter 1—About the Administration Tools

ORACLE" Mantas Alert Management

. Welcome, Wantas Administratar &) Monday, Jamuary 10, 2011

& Logout

nancial Services Anakical Applications Infrastructure

User Agministration
Secusity Aribute Administration

#12 User Authcazation
3 Usertroup Domain Map
£ UserGroup Role Hap

B fm User Acthity Report

B User Profile Report

Figure 1. Administration Tools Overview

5. Click the tab of the Administration Tool, which you want to access.
Depending on your role, the possible tab options include the following:
m  Threshold Editor
m  Alert Creator
m  Alert Scoring Editor
m Alert Assigner Editor
m  Security Attribute Administration

m  User Administration

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 3



Using Common Screen Elements
Chapter 1—About the Administration Tools

Using Common Screen Elements

Help Button

Icon Buttons

The following screen elements display and function the same within each of the
Administration Tools:

e Help Button

® Icon Buttons

A Help button

&4 [ (in the form of a question mark) displays on the Administration

Tools’ Context Controls bar above the tab options. Click the Help button while
working in a tool to get the following:

® More detailed information about the tool.

e Explanations of the screen elements that comprise the tool.

e Definitions of the fields that display on the screen.

® How fo instructions on the tasks that the tool enables you to perform.

You can also click Help on an Overview tab page for a complete online information

of Administration Tools in a HTML Help format.

The Administration Tools contain Icon buttons that enable you to perform actions
within the tools. Table 2 describes the icons found within the Administration tools:

Table 2. Icons Used

Icon Description
m Add Enables you to add rules.
-F Update Enables you to modify existing rules
&1
@ Delete Enables you to delete existing rules
El Expand Enables you to view threshold history details
(only in the Scenario Threshold Editor)

Contract

Enables you to hide threshold history details
(only in the Scenario Threshold Editor)
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Logging off of the Administration Tools
Chapter 1—About the Administration Tools

Logging off of the Administration Tools

To log off of the Administration Tools, follow these steps:

1.

Click Logout on the navigation bar.

A dialog box displays with the message: Are you sure you want to log out? If you
log out and you have not saved all of your changes, the information will be lost.

Click OK to log out.
The Logout page displays.

. Click Close Browser to close your browser.

Saving Changes to a Log File

Before the system accepts any values changed within an Administration Tool, a

Confirmation dialog box appears asking you to confirm the change by clicking either
an OK or Cancel button. When you click OK, the system recotds the changes in a log
tile with the following information:

User
Date and time
Changed values

Prechange values

Refer to the Oracle Financial Services Behavior Detection Platform Administration Guide,
Release 6.1, for more information about logging.

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 5



Saving Changes to a Log File
Chapter 1—About the Administration Tools
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CHAPTER 2 Scenario Threshold Editor

This chapter describes how to use the Scenario Threshold Editor administration tool
to modify the threshold values that scenarios use to detect matches. This chapter
provides information on the following topics:

® About the Scenario Threshold Editor
® About the Scenario Threshold Editor Screen Elements

® Using the Scenario Threshold Editor

About the Scenario Threshold Editor

When scenarios are created, thresholds are established that enable you to modify the
values of these thresholds in a production environment. Once in production, anyone
assigned the Data Miner role can use the Scenario Threshold Editor to modify
threshold values of any installed scenarios and threshold sets to fine-tune how that
scenario detects matches. Using this tool, you can enter a new value for a threshold
(within a defined range) or reset the thresholds to their sample values.

A scenario is installed using the sample list of thresholds and values. This sample list of
thresholds is referred to as the base threshold set. During deployment, you can create
additional threshold sets to support specific business needs using the Oracle Financial
Services Scenario Manager application.

Note: Changing scenario threshold values can generate significantly more or less
alerts, depending upon the modifications made.

The following subsections discuss features you encounter while using the Scenario
Threshold Editor:

® Threshold Sets
® Inactive Thresholds

For more information about the scenarios, refer to the respective Technical Scenario
Description document (for example, for trading compliance scenario information,
refer to Oracle Financial Services Trading Compliance Technical Scenario Descriptions Guide,
Release 6.1).

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 7



About the Scenario Threshold Editor
Chapter 2—Scenario Threshold Editor

Threshold Sets

Inactive Thresholds

Mutually Exclusive
Thresholds

Threshold sets allow you to run the same scenario multiple times against a variety of
sources (for example, exchanges, currencies, or jurisdictions) with separate threshold
values for each source.

For example, you may have a scenario with the base threshold set and two additional
threshold sets that were created during deployment. You decide that you need this
scenario to detect matches in transactions with a minimum value in US currency,
European currency, and Japanese currency. Rather than changing the base threshold
set for each situation, you can set the value of the base threshold set to detect US
currency (for example, USD 100,000), the second threshold set to detect European
currency (for example, EUR 150,000), and the third threshold set to detect Japanese
currency (for example, JPY 125,000).

Since threshold sets two and three have only a few fields that differ from the base
threshold set, you can check the Inherit Base Value check box feature for those fields
that are exactly the same as the base threshold set. This feature associates the
threshold values in the threshold set you are modifying with the corresponding values
in the base threshold set. This association copies the corresponding base threshold set
values to the set you are modifying and automatically updates them if the base value
changes (tefer to <Scenario—Threshold Set> Area, on page 12 for more information).

You do not need to run all three jobs all the time. Each threshold set has a unique ID,
so you can tell the system which set to run and how often to run it. Refer to your
scheduling tool’s (for example, Control-M) documentation to sequence these jobs.

Note: You use the Scenario Threshold Editor to modity the values of existing
threshold sets. To create new threshold sets, you must use the Oracle Financial
Services Scenario Manager application.

For scenarios to wotk propetly, thresholds that are not being used by a scenario must
have their values set to Inactive. The following groups of thresholds can have values
set to Inactive:

o Mutually Exclusive Thresholds
o Additional Scenario Thresholds
In some situations, scenarios apply the value of one threshold only when the value of

another threshold is set to N for no. These types of thresholds are referred to as a
mutually exclusive thresholds.

For example, the use of the Included Jurisdiction Codes threshold is contingent upon the
value of the A/ Jurisdictions threshold.
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Table 3 shows how mutually exclusive thresholds work in two different situations.

Table 3. Mutually Exclusive Thresholds

Threshold Situation 1 Situation 2
All Jurisdictions Y N
Included Jurisdiction Codes Inactive North, East

If the value of the A/ Jurisdictions threshold is set to Y for yes

(Situation 1), then the Included Jurisdiction Codes threshold values are not used and have
the value set to Inactive. Conversely, if the value of the A/ Jurisdictions threshold is set
to IN for no (Situation 2), then the scenario only uses the value specified by the Inc/uded

Jurisdiction Codes threshold (that is, North, East).

Additional Scenario Your deployment may not need to utilize all the thresholds established within a
Thresholds particular scenatio. The mutually exclusive thresholds not used by the scenario are set
to Inactive.
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About the Scenario Threshold Editor Screen Elements
The following screen elements display in the Scenario Threshold Editor (Figure 2):
® Search Bar

® <Scenario—Threshold Set> Area

ORACLE" Mantas Alert Management

Change Password  flj] Logout

e 1 —

Administration >» Scenario Threshold Editor &) Help b

Filter by:  scenario: | Unfair Alloc Dist (114690104 - PORTFOLIO_MGR w

Threshold Set | BASE THRESHOLD SET v
Review these thresholds and modify their values accordingly. Some thresholds are mutually exclusive. Please fype “Inactive” as the
value of any mutually exclusive threshold that you are not using. Refer to the Online Help for detailed information.

{AM/PM) Unfair Allocation ASE THRESHOLD SET
Threshold Editor

Current WMin_ Max Sample Data
Name Description Value  HNew Value Value Value Value  Type
AlAccount  This parameter allows coverage of all account T = = STRNG

Products products without enumerating them in the Included
Account Products threshold. v Cover all account
preducts regardiess of the Included Account Products
threshold value. N: Cover only those account products
that are listed in the Included Account Products
threshold value.
All Parameter allews coverage of all jurisdictions witheut ™" - - 2 STRING
Jurisdictions  enumerating them in the Included Jurisdiction Codes
threshold. ¥ Cover all jurisdictions regardiess of the
Included Jurisdiction Codes thresheld value. M: Cover
only those jurisdictions that are listed in the Included
Jurizdiction Codes threshold value.

Included The list of aceount preducts coversd by the scenarie. ‘Inactive’ [, 7 = = Inactive’  LIST
Account

Products

Included The list of jurisdiction cedes covered by the scenario.  ‘Inactive” [, Thactive) - - ‘Inactive’ LIST
Jurisdiction The client defines the allowable values. - -
Codes
Min % Minimum number of standard deviations from the 1.0 1.0 0.0 4.0 1.0 REAL
Standard average above which an account's allocation
Deviations percentage will generate an alert
Min % Minimum percentage of the total number of accounts 5 l:l o 100 5 REAL
g Accounts managed by the Portfolic Manager above which the
22| Managed number of accounts included in an order is eligible for
alert generation
Min Acct Allec  Minimum spread (peints) between the Account 1 o 100 1 REAL
H % Spread Allocation %'s for two accounts. Applicable only in the
& case where exactly two accounts were included in an
order.
Add A Comment

Type between 3 and 4,000 characters in the Comment text area.

The text arsa contains |0 characters.

Cancel

Figure 2. Scenario Threshold Editor
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Search Bar
The search bar allows you to search for threshold values by selecting a specific
scenario and threshold set (Figure 3).
Fitter bv:  Scenario; | Unfair Alloc Timing [114630105) - PORTFOLIO_MGR b
Threshald Set; | BASE THRESHOLD SET » Do It

L

Figure 3. Search Bar

The components of the search bar include the following:

e Filter by: Scenatio drop-down list: Provides a list of scenarios displayed by the

scenario’s short name, ID number, and focus type (for example, Avoid Report
Thresh (106000129) — ACCOUNT).

e Filter by: Threshold Set drop-down list: Provides a list of threshold sets
associated with the scenario displayed in the Scenatio drop-down list. The base
threshold set displays first, followed by additional threshold sets listed in
ascending alphabetical order.

e Do It button: When clicked, displays the threshold values for the scenario and
threshold set selected in the search bar.
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<Scenario—Threshold Set> Area

<Scenario-Threshold Set> Area displays the list of threshold values for a selected
scenario and threshold set (Figure 4). This list displays after you select a scenatio and
threshold set in the search bar and click the Do It button.

Review these thresholds and modify their values accordingly. Some thresholds are numually exclusive. Please type "Inactive™ as the
value of any mutually exclusive threshold that you ar ng. Refer to the Online Help for detailed information.

[AM/PM) Unfair Allocation Distribution - BASE THRESHOLD SET

Threshold Editor

Current Min Max Sample Data
Hame Description Value Hew Value Value WValue Value Type
Al A ccount This parameter allows coverage of all account ™ Eal -- -- it STRIMNG
Products products without enumerating them inthe Included
Account Products threshold. % Cover all account
products regardless of the Included Accourt Procucts
threshold value. M Cover only those account products
that are listed in the Included Account Products
threshold value.
Al Thiz parameter allows coverage of all jurizdictions " B - - per STRIMG
Jurizdictions: wwithout enumerating them in the Included Jurisdiction
Codes threshold. %: Cover all jurisdictions regardless
of the Included Jurisdiction Codes threshold walue. M
Cower only those jurisdictions that are listed in the
Included Jurigdiction Codes threshold value.

Included The list of account products covered by the scenario.  'Inactive’ ' Inact ive ! - - Imactive’  LIST
Account

Products

Included The list of jurisdiction codes covered by the scenario. Inactive ' Inact ive ! - - Imactive’ LIST
Jurisdiction The client defines the allowable values.
Codes
hin & Minimum number of standard devistions from the 1.0 10 a0 4.0 1.0 REAL
Standard average above which an account's allocation .
Deviations percentage will generate an alert.
Mlim S minimum percentage of the total number of account= = 5 o 100 5 RELL
Accounts managed by the Portfolio Manager above wwhich the
Managed number of accounts included in an order is eligible for
alert generation.
min Acct Alloc  kMinimum spread (poirts) between the Account 1 4 a 100 1 REAL
W Spread Allocation 2%'s for tvwo accounts. Applicable only inthe
case where exactly two accounts were included in an
arder.

Add A Comment
Type between 3 and 4,000 characters in the Comment text area.

The text area contains |0 characters.

Save Cancel

Figure 4. <Scenario-Threshold Set> Area

The <Scenario-Threshold Set> Area includes the following components and
contents:

® Long name of the scenario and the name of the threshold set in the title of the
<Scenario-Threshold Set> bar.

® List of scenario thresholds by threshold name, sorted in ascending alphabetical
order.

® Threshold information as follows:

m  Threshold History Icon: Expands or contracts the Threshold History
inset that displays a history of all modifications to the selected threshold
value in reverse chronological order by creation date. Information
displayed includes the creation date, user name, threshold value, and any
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comment associated with the threshold value change.

If comments are displayed and the comment text consists of more than
100 characters, the Scenario Threshold Editor displays the first 100
characters followed by an e/ipsis (...) indicating that more text is available.
When you click the ellipsis, the entire comment displays in the Expanded
Comments dialog box for ease of viewing,

m  Name: Displays the name of the threshold.
m  Description: Displays the description of the threshold.

m  Current Value: Displays the current value of the threshold. If the data
type of the threshold is L.IST, multiple values are displayed in a
comma-delimited list, with each value contained in single quotes (*”).
Thresholds with an Inactive current value are not being used by the scenario
(refer to Inactive Thresholds, on page 8 for more information).

m  Inherit Base Value check box: Enables you to select the check box to
apply the corresponding threshold values from the base threshold set to
the threshold set displayed. Selecting the check box disables the New Value
text box. This option does not display for the base threshold set.

m  New Value text box: Displays the current value of the threshold in the
editable New Value text box if the Inherit Base Value check box is not
selected. If the data type for the threshold is LIS, multiple values are
displayed in a comma-delimited list, with each value contained in single
quotes ().

®  Min Value: The minimum value of the threshold.
m  Max Value: The maximum value of the threshold.
m  Sample Value: The sample value of the threshold.

m  Data Type: The type of data that is utilized by a threshold in a scenario.
There are five data types: Integer, Boolean, Real, String, and List. Place
your cursor over this value to display the threshold unit of measure (for
example, days, percentage, or distance).

m  Add A Comment text box: Provides a place to type comments. When you
type a comment and click Save, the same comment is applied to each
modified threshold.

® Restore Samples Values button: Restores all thresholds within the selected
scenario threshold set to the sample values

® Save button: Saves all modifications to the database.

e Cancel button: Redisplays the Scenario Threshold Editor without the
<Scenario-Threshold Set> Area and does not save your changes.
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Using the Scenario Threshold Editor

The Scenario Threshold Editor configures scenario threshold values by:
® Providing threshold values for a specific scenario and threshold set.
® Accepting and validating user-entered threshold values.
e Saving the modified threshold values to the database.
This section explains the following functions of the Scenario Threshold Editor:
e To Change a Scenario Threshold
® To Reset a Scenario Threshold to the Sample Values
® To View a Scenario Threshold’s History

e To View Expanded Comments

To Change a Scenario Threshold
To change a scenario threshold value, follow these steps:
1. Select the desired scenario from the Filter by: Scenario drop-down list.

2. Select the desired threshold set from the Filter by: Threshold Set drop-down
list.

3. Click Do It.

4. The system displays the threshold values for the scenario and threshold set
selected.

5. Type a new value in the New Value box for each threshold that you wish to
update.

If you are not updating a base threshold set, you can inherit corresponding
values from the base threshold set by checking the Inherit Base Value check
box.

Optional: Type any comments in the Add A Comment text box.
6. Click Save.

The new threshold values display in the Threshold List for <Scenario-Threshold
Set>.

To Reset a Scenario Threshold to the Sample Values
To reset a scenario's threshold sample values, follow these steps:
1. Select the desired scenatio from the Filter by: Scenario drop-down list.
2. Select the desired threshold set from the Filter by: Threshold Set drop-down list.
3. Click the Do It button.

The system displays the threshold values for the scenario and threshold set
selected.
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4. Click the Restore Sample Values button.

The Confirmation dialog box displays this message: Are you sure you want to restore
the threshold values of the displayed threshold set to their sample values? To restore
thresholds that have the Inherit Base Value check box selected, you must clear
the check box. Click OK to return to the Threshold Editor with the sample
values displayed, then click Save. Click Cancel to retain the current values.

5. Click OK.

The dialog box closes and the sample values display in the [Scenario-Threshold
Set] Area.

6. Click Save.

The database is updated to reflect the changes.

To View a Scenario Threshold’s History
To view the modification history for a specific threshold, follow these steps:
1. Click the Expand button next to the desired threshold.
The Threshold History inset displays with the history for the threshold selected.
2. Click the Contract button next to the threshold to hide the Threshold History

inset.

To View Expanded Comments
To view an expanded comment in the Scenario Threshold inset, follow these steps:

1. Click the ellipsis (...) at the end of the comment in the Scenario Threshold
inset.

The entire comment, up to 4,000 characters, displays in the Expanded
Comments dialog box (Figure 5).

a Expanded Comments - Microsoft Internet Explorer

This modification was made to correct the number of seconds to display an order after it
became marketable.

Figure 5. Example Expanded Comment Dialog Box

2. Click the X (Close button) on the top right corner to close the dialog box.
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CHAPTER 3 Alert Creator Editor

This chapter describes how to use the Alert Creator Editor administration tool to
automatically group matches that share similar information into a single alert that is
centered on the same focal entity. You can create new rules, modify the logic behind
existing rules, and delete rules. The tool also displays the job ID and job template ID
associated with each rule. This chapter focuses on the following topics:

® About the Alert Creator Editor
® About the Alert Creator Editor Screen Elements

e Using the Alert Creator Editor

About the Alert Creator Editor

By design, the application is configured to run a system job that generates an alert for
every match detected. To increase work efficiency, you can use this tool to create
custom jobs to run before the system job that group matches and share similar
information into a single multi-match alert. The system job runs last to generate alerts
for any matches that cannot be grouped.

The Alert Creator Editor enables you to view the logic used to group matches into
alerts and allows you to add, delete, or update the logic. In addition, the Alert Creator
Editor creates and updates the jobs that execute the rules and creates and updates job
templates associated to the job for the particular rule.

Alert Creator Rule Guidelines
The following guidelines apply to the Alert Creator Editor:

e FEach Alert Creation Rule is associated with a focus type. Matches grouped into
an alert must share the same value for a given focus type. For example,
account-focused matches that share the account identifier 72345 are grouped
to create one alert, while account-focused matches with the account identifier
12346 are grouped into another alert.

e FEach Alert Creation rule can also specify zero (0) or more additional bindings
that must be shared by all matches.

Bindings are variables captured in a scenario pattern.
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e FHach binding must be attributed as mandatory (I) or conditional (?). If a binding

is specified as mandatory, all matches grouped together must have the same
binding and the same value for that binding. If a binding is specified as
conditional, matches that have that binding and have the same value for that
binding is grouped together; matches that do not have this binding is grouped
together.

For example, IFIRM ?ISSUE, wherein FIRM is the mandatory binding and
ISSUE is conditional binding. In other wotds, for an alert to be created, each
group must have a FIRM binding in which the values for that binding must
match. In addition to FIRM binding, each group must either have an ISSUE
binding in which the values match or each must be missing the ISSUE binding.

Note: You can select only those bindings that represent focal entities.

One of three strategies must be selected for each Alert Creation rule. The
strategies specify whether the same pattern, scenario, or scenario class must
have generated all matches.

When you have finished using the Alert Creator Editor, you need to adjust the
sequencing of the associated jobs. The following guidelines apply to job sequencing:

To adjust the sequencing of the jobs, refer to your scheduling tool’s
documentation (for example, Control-M) to resequence the associated jobs.
The Job ID and Job Template ID% associated with the each rule are identified
in both the Alert Creator Rule List and the Alert Creator Editor pages.

Alert Creation jobs must run in a specified order (most specific to most
general). If general jobs are run first, the matches would be grouped into one
large (general group) alert as opposed to multiple (specific group) alerts.

The system job must run after all other grouping jobs to create alerts for each
match that could not be grouped, based on the defined grouping rules.

Note: Job Template IDs for all jobs are provided at deployment.

18
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About the Alert Creator Editor Screen Elements

There are two pages associated with the Alert Creator Editor:

® Alert Creator Rule List: This is the first page displayed when you access the
Alert Creator Editor. You can add or delete a rule from this page, or navigate to
the Alert Creator Rule Editor to add or modify a rule. Refer to the Alert Creator
Rule List, on page 19 for more information.

o Alert Creator Rule Editor: This page enables you to add or modify a rule.
Refer to the Alert Creator Rule Editor, on page 21 for more information.

Alert Creator Rule List

The Alert Creator Rule List displays all rules sorted by Focus, Elements, and then
Group Matches (Figure 6).

ORACLE' Mantas Alert Management

& Welcome, Mantas Administrator @' Monday, January 10, 2011 I§L| Logout

i _______________________________________________________________________________________________________|

Admin »> Alert Creator Editor &J) Help

Alert Creator Rule List

Click the @ to add a new rule, click the ﬁ to modify an existing rule, or click the ﬁ to delete a rule.
Symbols: [']=Wandatory [?]= Conditional @
Focus Elements Group Matches Job ID Job Template ID
SECURTY Scenario Class 113000003 802 ﬂ g
ACCOUNT Scenario Class 113000004 502 |ﬁ m
'CUSTOMER Scenario Class 113000005 502 ﬂ g
CLEENT_BANK Scenario Class 113000006 502 ﬂ ﬁ
'ORDER Scenario Class 113000007 502 |ﬁ ﬁ
EXECUTION Scenarie Class 112000008 502 |ﬁ ﬁ
EMPLOYEE Scenario Class 113000008 502 |ﬁ m
TRADER Scenario Class 113000010 502 @ g
REP Scenario Class 113000011 502 ﬂ g
EXTERNAL_ENTITY Scenario Class 113000012 502 |ﬁ m
'ADDRESS Scenario Class 113000013 502 ﬂ g
HOUSEHOLD Scenario Class 112000014 502 |ﬁ g
NVSMT_MGR Scenario Class 112000020 £02 ﬁ ﬁ
ORG Scenarie Class 112000021 502 |ﬁ ﬁ
PORTFOLIO_WGR Scenario Class 113000022 502 ﬁ m
ONLINE_ACCT Scenario Class 113000024 502 @ g

Figure 6. Alert Creator Rule List
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The components of the Alert Creator Editor include the following:

e Alert Creator Rule List: Displays all rules with the following columns of

information:

m  The Focus column displays the focus (first binding) of the rule.

m  The Elements column displays the bindings, other than focus, of the rule.
A space (“7) displays between each set of operator and focus type values,
for example, ! SECURITY !EMPLOYEE ?FIRM.

m  The Group Matches column displays the Alert Creation Rule strategy. For
example, Pattern, Scenario or Scenario Class.

m  The Job ID column displays the job number of the rule.

m  The Job Template ID displays the job ID template used to create the job

referenced in the Job ID column.

® Add button: Navigates you to the Alert Creator Rule Editor to create a new
rule.

o Update button: Navigates you to the Alert Creator Rule Editor to modify the
selected rule.

o Delete button: Deletes the selected rule.

20
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Alert Creator Rule Editor

From the Alert Creator Rule Editor, you can create a new rule or update an existing

rule (Figure 7).

ORACLE" Mantas Alert Management

&, Vielcome, Mantas Administrator &l Logout

- ini i ‘I.
B e

Admin >> Alert Creator Editor 2] Help

Alert Creator Rule Editor

Symbols: [!]=Wandatory [?]=Conditional

Candidate Elements: Alert's Focus:

ADDRESS ”~ Set Alert Focus > | TACCOUNT

CLIENT_BANK

CUSTOMER Common El

EMPLOYEE S - . S
EXECUTIOM Add Mandatory Element »> | ReOrder Up
EXTERNAL_ENTITY | Add Conditional Element > | Reorder pown
HOUSEHOLD 5

NVSMT_MGR | << Remove Element
ONLINE_ACCT

ORDER

ORG o

Group matches that share the following selections:

Group Matches: () scenario Class O pattern O scenario

Save the changes you have made. |Save | | Cancel |

Alert Creator Rule List

Focus Elements Group Matches Job ID Job Template ID
Scenario Class 113000003 502
Scenario Class 113000004 502
Scenario Class 113000005 502
CLIENT_BANK Scenario Class 113000008 502
'ORDER Seenario Class 113000007 502
EXECUTION Scenario Class 113000008 502
EMPLOYEE Scenario Class 112000008 s02
TRADER Scenario Class 113000010 s02
REP Scenario Clazs 113000011 s02
EXTERNAL_ENTITY Scenario Class 113000012 502
IADDRESS Scenario Class 113000013 502
HOUSEHOLD Scenario Class 113000014 502
NVSWT_MGR Scenario Class 113000020 502
ORG Scenario Class 113000021 502
PORTFOLIO_MGR Scenario Class 113000022 502
ONLINE_ACCT Scenario Class 112000024 502

Figure 7. Alert Creator Rule Editor

The basic screen elements on the Alert Creator Rule Editor page are categorized into
two areas:

® The Alert Creator Rule Editor area where you can create or update a rule.

® The Alert Creator Rule List that displays the rule’s Focus, Elements, Group
Matches, Job IDs, and Job Template IDs (but does not contain the Update or
Delete buttons). Refer to the .Alert Creator Rule List, on page 19 for more

information.
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The components of the Alert Creator Rule Editor include the following:

Candidate Elements list box: Displays available elements in ascending
alphabetical order.

m  When you select the Add button, the Candidate Elements list box is
populated with a value for the full name of each focus.

m  When you select the Update button, the Candidate Elements list box is
populated with a value for the full name of each focus type that is not
associated with the rule being updated as either the Alert's focus or a
common element.

Alert’s Focus text box: The focus of the resulting alert.

m  When you select the Add button, the Alert’s Focus text box displays as
blank (“”).

m  When you select the Update button, the Alert’s Focus text box displays
with the value representing the focus of the selected rule.

Common Elements list box: Displays elements in the sequence in which they
are associated to the rule. Common elements are the additional bindings that
must be shared by matches to be grouped.

m  When you select the Add button, the Common Elements list box displays
as blank (“ 7).

m  When you select the Update button, the Common Elements list box
displays a value representing the common elements of the selected rule.

Group Matches options: Displays options to group matches that share the
same Pattern, Scenario, or Scenario Class.

m  When you select the Add button, a Group Matches option is not selected.

m  When you select the Update button, the Group Matches displays the
translation of the Alert Creation Rule strategy of the associated rule.

Set Alert Focus button:

m  Replaces any existing value in the Alert’s Focus box with the value selected
in the Candidate Elements list box.

m  Resets the Common Elements list box by removing any values in the
Common Elements list box.

m  Resets the Candidate Elements list box by displaying a value for every
focus type, except the value selected as the Alert’s focus.
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e Add Mandatory Element button:

m  Adds the value selected in the Candidate Elements list box as the last value
listed in the Common Elements list box.

m  Prepends an exclamation point (!) to the value added to the Common
Elements list box.

m  Removes the selected value from the Candidate Elements list box.
o Add Conditional Element button:

m  Adds the value selected in the Candidate Elements list box as the last value
listed in the Common Elements list box.

m  Prepends a question mark (?) to the value added to the Common Elements
list box.

m  Removes the selected value from the Candidate Elements list box.

® ReOrder Up button: Reorders the sequence of the displayed common
elements by shifting the selected value above the preceding value.

o ReOrder Down button: Reorders the sequence of the displayed common
elements by shifting the selected value below the following value.

e Remove Element button:
m  Removes the selected element value from the Common Elements list box.

m  Adds the selected value without the exclamation point (!) or question mark
(?) to the Candidate Elements list box.

® Save button: Saves the rule.

e Cancel button: Navigates to the Alert Creator Rule List and does not create
the rule or update the existing rule.

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 23



Using the Alert Creator Editor
Chapter 3—Alert Creator Editor

Using the Alert Creator Editor

This section explains the following functions of the Alert Creator Editor:
® To Add a Rule
® To Modify a Rule

® To Delete a Rule

To Add a Rule

To add a new rule to the Alert Creator Rule List, follow these steps:

1.

Click Add.
The Alert Creator Rule Editor displays.

Select an element in the Candidate Elements list that you want to use as the
focus for the rule.

. Click Set Alert Focus to move the element you selected in the Candidate

Elements list box to the Alert’s Focus text box.

The element is removed from the Candidate Elements list box and displays in
the Alert’s Focus text box, preceded by a l.

Select an element in the Candidate Elements list box that you want to assign as a
mandatory element.

Click Add Mandatory Element to add the selected element to the Common
Elements list box.

The element is removed from the Candidate Elements list box and displays in
the Common Elements list box, preceded by a |.

Select an element in the Candidate Elements list box that you want to assign as a
conditional element.

Selecting a conditional element is optional. Proceed to Step 9, if you do not add a
conditional element.

Click Add Conditional Element to add the selected element to the Common
Elements list box.

The element is removed from the Candidate Elements list box and displays in
the Common Elements list box, preceded by a ».

Click the desired Group Matches option.

Click Save.
The Confirmation dialog box displays.
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To Modify a Rule

To Delete a Rule

10.

Click OK.

The system creates a new alert creation job template and creates and associates a
new job based on the new job template to the new rule

Note: It is not important whether you specify mandatory elements before

conditional elements. You should add elements to the Common Elements list
box in the order in which you want Oracle Financial Services to evaluate the
elements. Use the ReOrder Up and ReOrder Down buttons to make those
adjustments. In addition, you can repeat Step 4 through Step 7 as needed for

your rule.

To modify an existing rule in the Alert Creator Rule List, follow these steps:

1.

Select the rule, and click Update.
The Alert Creator Rule Editor displays.

Update the Candidate Elements, Alert’s Focus, and Common Elements
values.

Changing the focus of a rule, in the Alert’s Focus text box, returns all elements
in the Common Elements list to the Candidate Elements list, which requires you
to specify new common elements for the new focus.

Click the desired Group Matches option, if applicable.
Click Save.

The Confirmation dialog box displays.

Click OK.

The system updates the strategy of the existing alert creation rule to the option
selected in Group Matches.

Also, the system updates the binding of the existing alert creation rule by
concatenating the following:

® An exclamation point with the value selected in the Alert’s Focus field.
® The symbol (thatis, | or 7).

® Value for each value listed in the Common Elements list box.

To delete an existing rule from the Alert Creator Rule List, follow these steps:

1. Select the rule, and click Delete.

The system displays the Confirmation dialog box with this message: Do You
want to delete the selected Alert Creation Ruler.

Click OK.

The system deletes the job associated to the rule and deletes the job template
associated with the job for the selected rule.
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CHAPTER 4 Alert SCOring Editor

This chapter describes how to use the Alert Scoring Editor administration tool to
create new rules or modify the logic behind existing rules that prioritize alerts
automatically:

e About the Alert Scoring Editor

® Scoring Match Strategies

® About the Alert Scoring Editor Screen Elements
e Using the Alert Scoring Editor

® Using the Scoring Editors

About the Alert Scoring Editor

The score of an alert is a measure of priority or risk that an analyst can use to
determine the appropriate sequence in which to investigate alerts. Depending upon
the configuration of your specific installation, the alert score may also determine
whether the system closes the alert automatically. The system bases the score of an
alert on the score of the matches that compose it. Match scoring computes the score
for individual matches to provide an initial prioritization. This dependency implies that
scoring of matches must occur before the determination of an alert’s score.

The Alert Scoring Editor allows you, the Oracle Financial Services Administratort, to
view, modify, or delete the rules that the system uses to determine the score for
matches and alerts. You can also create or modify existing match scoring rules for each
Scenario, and variations of each rule for each Threshold Set in a Scenario. In the Alert
Scoring Editor, you can view a history of changes to each rule and its variations.
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Scoring Match Strategies

Scoring of matches can occur using any combination of the following strategies:

o Simple Lookup: Criteria can be established that increment a match’s score by
a pre-defined value (when satisfied in match information).

For example, If the match focuses on high-risk entity, increment the score by
25.

® Graduated Value: Criteria can be established that increment a score based on
the value of a match’ attributes as compared to a graduated scale.
Determination of the graduated scale establishes a minimum value, a2 minimum
score, a maximum value, and a maximum score. The system determines the
relative score for all values between the minimum and maximum values.

For example, If the dollar value of the match is less than or equal to USD
10,000, increment the score by 20. If the dollar value is greater than or equal to
USD 10,000,000, increment the score by 60. The system determines the
appropriate score between 20 and 60 for any match with a dollar value between
USD 10,000 and USD 10,000,000.

The Graduated Value strategy also supports scoring in which an alert’s score
increases by a greater amount when the value of a match’s attribute nears or
exceeds the minimum value, rather than the maximum value.

® Prior Matches: Criteria can be established that increment a match’s score
based not on attributes of the match, but on the quantity of matches focused
on the same entity as the match and generated by the same scenario or scenario
class as the match. A look back period limits the strategy to count only matches
generated in the last N days.

For example, For each match on an entity and scenario AA within the last 10
days, increment the score by five (5).

The Prior Matches scoring strategy also supports scoring in which the score of
an alert increases by a greater amount when the number of occurrences nears
or exceeds the minimum value, rather than the maximum value.

e Simple Scenario: Criteria can be established that increment the score if a
specific scenario generated the match.

For example, If scenario Account (AC) generated the match, increment the
score by 10.
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About the Alert Scoring Editor Screen Elements

The Alert Scoring Editor provides information in two areas:

e Alert Scoring Editor: Displays when accessing the Alert Scoring Editor
Administration Tool. You can navigate to a Scoring Rule Editor List page to
add, modify, or delete a rule. In addition, you can change the Alert Scoring
Strategy. Refer to Alert Scoring Editor, on page 29 for more information.

® Alert Scoring Strategy Selector with Match Scoring Rule List: Enables you
to add, modify, or delete a rule using one of the following match scoring rule
editors:

m  Simple Lookup Scoring Editor (Refer to Simple Lookup Scoring Rule Editor,
on page 34 for more information.)

m  Graduated Value Scoring Editor (Refer to Graduated Value Scoring Rule
Editor, on page 38 for more information.)

m  Prior Matches Scoring Editor (Refer to Prior Matches Scoring Rule Editor, on
page 41 for more information.)

m  Simple Scenario Scoring Editor (Refer to Suuple Scenario Scoring Rule Editor,
on page 46 for more information.)

Note: For a Scenario Class, you can modify or delete an existing rule. For
a Scenario, you can create a new rule, or modify or delete an existing rule.

Alert Scoring Editor

Select a Scenario Class or a Scenario in the Alert Scoring Editor (Figure 8) to display
all alert scoring rules that relate to that Scenario Class or Scenario.

ORACLE' Mantas Alert Management

&, Welcome, Mantas Administrator l@ Monday, January 10, 2011 &l Logout

Administration ~ Reports
—
Admin >> Alert Scering Editor &) Help

Alert Scoring Strategy Selector
Click the Change Strategy button to change the alert scoring strategy.

Current Alert Scoring Strategy: Highsst Match Scors Change Strategy

Select a Scenario Class to view, edit, or delete scoring rules for Scenarios within a Scenario Class; select a Scenario to view, create,
edit, or delete scoring rules for a Scenario.

Filterby:  scenario Class: ¥ or  Scenario: o (Dot
|

Figure 8. Alert Scoring Editor
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Alert Scoring Editor includes the following components:
® Alert Scoring Strategy Selector
e Search Bar
o Alert Scoring Strategy Selector with Match Scoring Rule Lists

Alert Scoring Strategy The Alert Scoring Strategy Selector allows you to view and change the strategy for
Selector alert scoring (Figure 9).

ORACLE’ Mantas Alert Management

&, Welcome, Mantas Administrator @l Monday, January 10, 2011 lﬁJ Logout

Admin >> Alert Scoring Editor \Qj Help

Alert Scoring Strategy Selector

Click the Change Strategy button to change the alert scoring strategy.

Current Alert Scoring Strategy:  Highest Match Score Change Strategy

Select a Scenario Class to view, edit, or delete scoring rules for Scenarios within a Scenario Class; select a Scenario to view, create,
edit, or delete scoring rules for a Scenario.
Filterby:  seenario Class S IR ST Yl VM argin Risk -% Change (HH) v [pon

Figure 9. Alert Scoring Strategy Selector

Click the Change Strategy button to display the following screen elements in the
Alert Scoring Strategy Selector:

® Current Alert Scoring Strategy: Displays the name of the currently set alert
scoring strategy.

o New Alert Scoring Strategy option buttons: Enables you to select an alert
scoring strategy of Highest Match Score or Average Match Score.

m  Highest Match Score: Bases the score of an alert on the most critical
match associated with the alert. The system assigns the alert a score equal
to the highest score of any of the associated matches.

For example:

Match 1 Score =40
Match 2 Score =80
Match 3 Score =60
Alert Score =80
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m  Average Match Score: Assigns an alert a score equal to the average of the
scores of the associated matches. The system sums each of the score’s
associated matches and divides the total by the quantity of related matches.

For example:

Match 1 Score =40
Match 2 Score =80
Match 3 Score =60
‘ Alert ‘ Score =60 ‘
((40+80+60)/3)

e Save button: Saves the new alert scoring strategy.

Note: If you change the scoring strategy, a confirmation dialog box displays
prompting you to confirm the change. Click OK to continue and save the new
strategy.

e Cancel button: Redisplays the Alert Scoring Editor without a change to the

alert scoring strategy.

Search Bar The search bar allows you to filter the list of match scoting rules by Scenario Class or
Scenario (Figure 10).

Select a Scenario Class to view, edit, or delete scoring rules for Scenarios within a Scenario Class; select a Scenario to view, create,
edit, or delete scoring rules for a Scenario.
.

Filter by:  =cenario Class: Y| or Scenario: W M
| |

Figure 10. Alert Scoring Editor Search Bar

Components of the search bar include the following:

e Filter by: Scenario Class drop-down list: Provides all installed Scenario
Classes. The values in the Scenario Class drop-down list display in
alphabetically ascending order.

If you select a Scenario Class, you cannot select a Scenario from the Scenario
drop-down list.

o Filter by: Scenario drop-down list: Provides valid long names of all installed
Scenarios. Values in the Scenario drop-down list display in alphabetically
ascending order by scenario long name.

If you select a Scenario, you cannot select a Scenario Class from the Scenario

Class drop-down list.

e Do It button: Displays all match scoring rules that relate to the selected
Scenario Class or Scenario.
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Alert Scoring Strategy Selector with Match Scoring Rule Lists

The Match Scoring Rule List displays below the Alert Scoring Search Bar after you
select a Scenario Class or Scenario and click the Do It button. Within the Match
Scoring Rule List, each match scoring strategy displays for the selected Scenario Class

or Scenario (Figure 11).

ORACLE’ Mantas Alert Management =
. Welcome, Mantas Administrator @' Monday, January 10, 2011 ﬂ_] Logout

Admin > Alert Scoring Editor & Help

Alert Scoring Strategy Selector
Click the Change Strategy button to change the alert scoring strategy.

Current Alert Scoring Strategy: Highest Maich Scors Change Strategy

Select a Scenario Class to view, edit, or delete scoring rules for Scenarios within a Scenario Class; select a Scenario to view, create,
edit, or delete scoring rules for a Scenario.

Filterby:  grenarip Class: | Customer Riskand Sutadiity ¥ | or  Scenari; | v D““‘

Match Scoring Rule List for Customer Risk and Suitability
Click the @] to add a new rule, click the @ to modify the logic or values of an existing rule or its threshold set variations, or click the X to delete a rule and s threshold set variations.

Simple Lookup Scoring Rule List

Scenario Match Binding Operator Value Score

No =coring rules of this type currently exist for the selected scenario or scenario class.

=
2

=
8

Graduated Value Scoring Rule List
Min Min
Scenario Match Binding Valug Score Valug Score
No =coring rules of this type currently exizt for the selected scenario or scenario class,

=
‘

Prior Matches Scoring Rule List
Min Number Min Max Humber Look Closing
Scenario Matches Score Matches Score Back Within Classi

Mo =coring rules of this type currently exizt for the selected scenario or scenario class.

1

Simple Scenario Scoring Rule List

Scenario Scenario Score

No =coring rules of this type currently exist for the selected scenario or scenario class.

Figure 11. Alert Scoring Strategy Selector - Match Scoring Rule List

The Match Scoring Rule List includes the following components:

® Areas that contain the list of rules for each of the various match scoring
strategies:
m  Simple Lookup Scoring Rule List: Displays the Scenario, Match
Binding, Operator, Value, and Score columns for each base scoring rule.
Refer to Szmple Scoring Rule Editor Components, on page 35 for column
descriptions.
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m  Graduated Value Scoring Rule List: Displays the Scenario, Match
Binding, Min Value, Min Score, Max Value, and Max Score columns for
each base scoring rule. Refer to Graduated Value Scoring Rule Editor
Components, on page 38 for column descriptions.

m  Prior Matches Scoring Rule List: Displays the Scenario, Min Number
Matches, Min Score, Max Number Matches, Max Score, Look Back, and
Within columns for each base scoring rule. Refer to Prior Matches Scoring
Rute Editor Components, on page 42 for column descriptions.

m  Simple Scenario Scoring Rule List: Displays the Scenario (within rule
text) and Score columns for each base scoring rule. Refer to the Simple
Scenario Scoring Rule Editor Components, on page 47 for column descriptions.

® Add button: Navigates you to the associated Match Scoring Rule Editor.

Note: The Add button is available only if you select an option in the Scenatio
drop-down list.

o Update button: Navigates you to the associated Alert Scoring Editor.

® Delete button: Deletes the match scoring rule.

Scoring Rule Variation List

Scoring Rule Variation List displays on click of an Add or Update button in any
scoring rule list (Figure 12 illustrates the Simple Lookup Scoring Rule Variation List).
This list contains attributes of Threshold rule variations, which depend on the scoring
rule that you use.

Simple Lookup Scoring Rule Editor
Scenario: (MLAC) Deposits S Withdrawals in Same ar Similar Amounts

Use these fields to edit the logic of the Base Threshold Set rule. Then click the Refresh button and edit the values of the rule variations
in the Scoring Rule WYariation List.

It | tot trans ot =1 |= =] |2o0 increase score by [5 :

Select the Refresh button to update the rule variations below. il

Scoring Rule VYariation List

Wiew the history of all rules or edit the values of the rule variations below.

Threshold Set Match Binding Operator Value Score Inherit

BASE THRESHOLD SET tot trans ct = 200 5

Cash-Credit tot trans ct = 00 |5 Ird
Cash-Debit tot trans ct = 200 |5 4
EFT-Credit tot trans ct = 200 |5 ™
EFT-Dehit tot trans ot = 200 |5 I
MI-Credit tot trans ct = 200 |5 v
WI-Drebit tottrans ct = 200 |5 I

Figure 12. Simple Lookup Scoring Rule Editor—Scenario Filtering
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The variation list contains the same components as those in the Scoring Rule Editor as
well as the following:

e + Icon (Threshold History): Opens a window below the selected Threshold
that contains a scrollable list of modifications to a rule variation for a
Threshold (Figure 13).

coring Bule Yariation List

ew the history of all rules or edit the values of the rule variations below.

Threshold Set Match Binding Qperator Value Score Inherit
=] BASE THRESHOLD SET tot trans ot = 200 g
~ Date User Match Binding Operator Value Score Comment
10729105 Test Mantas Administrator User User tot trans ot =) 200 4] -

Figure 13. Expanded Rule Modification History

Threshold history includes modification date, user who updated the rule,
modified rule attributes, and any comment(s) about the update.

When the history window is open, clicking the orange - icon closes it.

® Threshold Set label: Displays the names of individual Thresholds that
compose the Threshold Set, including the Base Threshold Set.

® Inherit label: Determines whether a Threshold inherits the rule attributes for
the Base Threshold Set.

This applies only to rule variations for a Scenario.

o Add a Comment field: Allows you to type comments (from 3 to 4,000
characters) about new rules or changes that a user made to a current rule.

Comments also display as part of scoring rule history.

e The text area contains _ characters text box: Numeric field that provides the
current number of characters in the Add a Comment field.

® Save button: Saves any changes that you made and displays the previous screen.

® Revert button: Reverts to previous values without saving any modifications
and displays the previous screen.

Simple Lookup Scoring Rule Editor

When you click the Add or Update button in the Simple Lookup Scoring Rule List
and filter by Scenario, or click Update when filtering by Scenario Class, the Simple
Lookup Scoring Rule Editor with Scoring Rule Variation List display (Figure 12).

The Simple Lookup Scoring Rule Editor allows you to add and update rules
(depending on filtering by Scenario Class or Scenario) that, when in a match’s
information, result in incrementing a match’s score by a standard value.

The Scoring Rule Variation List, provides a history of changes or updates for the
match binding associated within each pattern and other scoring parameters for the
selected Scenario Class ot Scenario.
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The following sections describe the components of the Simple Lookup Scoring Rule
Editor, and the components in the Rule Editor when you modify a rule:

e Simple Scoring Rule Editor Components (refer to Simple Scoring Rule Editor
Components, on page 35 for more information).

e Simple Lookup Scoring Rule Modification (refer to Simple Lookup Scoring Rule
Modfication, on page 36 for more information).

Simple Scoring Rule The Simple Lookup Scoring Rule Editor includes the following components:

Editor Components ) . . .
® Scenario Class label: Displays (not editable) the name of the Scenario Class

when you select this editor to create a scoring rule for a Scenario Class.
Or

® Scenario label: Displays (not editable) the name of the Scenario when you
select this editor to create a scoring rule for a Scenario.

® Match Attribute drop-down list: Contains a value for each binding description
associated within each pattern within the selected Scenario Class (if you ate
updating a rule for a Scenario Class), or a value for each binding description
associated with patterns within the selected Scenatio (if you are adding or
updating a rule for a single Scenario). The values display in ascending
alphabetic order.

m  [f you select the Add button, the first option in the Match Attribute
drop-down list displays as the sample value.

m  If you select the Update button, the current match attribute for the
selected rule displays in the Match Attribute drop-down list field.

® Operator drop-down list: Contains the values <, <=, >, >=, = and |=.

m  Ifyou select the Add button, the Operator drop-down list displays = as the
default.

m  [f you select the Update button, the Operator drop-down list displays the
current Operator for the selected rule.

® Value text box: Displays a value as an enumerated figure or range to associate
to the selected value in the Match Attribute drop-down list.

m  [f you select the Add button, the Value text box displays the text [a/ue.

m  [f you select the Update button, the Value text box displays the current
value entry for the selected rule.

® Score text box: Displays a value assigned to matches that meet all rule criteria.
m  If you select the Add button, the Score text box displays the text Score.

m  If you select the Update button, the Score text box displays the current
score entry for the selected rule.

m  The score can be any numeric value, less than, greater than, or equal to
zero (0) and less than or equal to the application’s Maximum Match Score.
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For example, you can create range-based scoring rules using negative values in
the Score field: To get 10 points for a value between 100 and 500, use:

Rule 1: If the value is greater than or equal to 100, then add 10 points to the
Score field.

Rule 2: If the value is greater than 500, then add negative 10 (-10) points to the
Score field.

To reduce the score when high amounts are involved, use:

Rule 1: If the value is greater than 10,000,000, then add negative 50 (-50) to the
Score field.

You can also combine this with the Graduated Lookups to get a below minimum
that adds nothing to the alert, but you do not have to start the range at zero (0).

Simple Lookup For a Scenario, you can modify the scoring rule for each attribute that you select in the
Scoring Rule Match Attribute drop-down list (Figure 14).
Modification

Simple Lookup Scoring Rule Editor

Scenario: (MLUAC) Deposits MWithdrawals in Same or Similar Amounts
Use these fields to edit the scoring rule.

If | tat trans ct = |= =] J200 increase score by [5 .

Save or Cancel the changes you have made. | Cancel )

Figure 14. Match Attribute Scoring Rule Modification

When you enter values in the Value and Score fields and click the Save button, the
Scoring Rule Variation List displays (Figure 15).
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Simple Lookup Scoring Rule Editor
Scenario: (MLAC) Deposits MWithdrawals in Same or Similar Amounts

Use these fields to edit the logic of the Base Threshold Set rule, then click the Refresh button, and edit the values of the rule variations
in the Scoring Rule Wariation List.

If | tot trans ct =1 = =] |200 increase score by [5 :

Select the Refresh button to update the rule variations hbelow. m

Scoring Rule Variation List

WView the history of all rules or edit the values of the rule variations helow.

Threshold Set Match Binding Operator Value Score Inherit

BASE THRESHOLD SET tottrans ct = 200 il

Cash-Credit tattrans ot F3 200 |5 I~
Cash-Debit tottrans ct = 200 |5 I
EFT-Credit tattrans ot F3 200 |5 I~
EFT-Dehit tottrans ct = 200 |5 I
- Credit tattrans ot F3 200 |5 I~
Wl-Dehit tot trans ct = 200 |5 I

Add A Comment

Type between 3 and 4,000 characters in the Comment text area.

B N

The text area cuntainsIEI characters.

i
{

Figure 15. Scoring Rule Variation List by Scenario

For each rule variation for a Threshold Set, you can:
® Enter new values
® View a history of changes to a rule
e Enter comments that describe the value of, or changes to, a rule

Scoring Rule Variation List, on page 33 and Simple Scoring Rule Editor Components, on
page 35 provides description of most components in the Scoring Rule Variation List.
The Simple Lookup Scoring Rule Editor also contains the following buttons:

e Refresh button: Updates changes to rules in the Scoring Rule Variation List
based on the base rule (and for which the Inherit check box is selected).

e Save button: Saves your changes to the rules and displays the previous screen.

® Revert button: Exits the area without saving any changes and displays the
previous screen.
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Graduated Value Scoring Rule Editor

The Graduated Value Scoring Rule Editor displays after clicking the Add or Update
buttons in the Graduated Value Scoring Rule List (Figure 16). The Graduated Value
Scoring Rule Editor allows you to create and edit rules that increment scores based on
the value of a match's attributes as compared to a graduated scale.

Graduated Value Scoring Rule Editor

Scenario Class: Best Execution
Thi= rule will he added to all Scenarios within the Scenario Clazs.

Use these fields to edit the scoring rule.
MOTE: The attribute selected in the first drop-down list must contain numeric data to ensure proper scoring.

It | v| == IMinVaIue increase scare by |Min Score Cf == |Ma:-:VaIue increase score by |rv1a:-: Scoe

The scare of matches with values hetween the values entered will be increased by a graduated amount.

Save or Cancel the changes you hawve made. m

Figure 16. Graduated Value Scoring Rule Editor

The following sections describe the components of the Graduate Value Scoring Rule
Editor, and the components in the Rule Editor when you modify a rule:

® Graduated Value Scoring Rule Editor Components (tefer to Graduated Value
Scoring Rule Editor Components, on page 38 for more information).

® Graduated Value Scoring Rule Modification (refer to Graduated 1 alue Scoring
Rule Modification, on page 40 for more information).

Graduated Value Components of the Graduated Value Scoring Rule Editor include the following:

Scoring Rule Editor . s , . .

Components ® Scenario Class label: D1.sp1a§.75 (but is not edltab.IC) the name of the §cenar1o
Class when you select this editor to create a scoring rule for a Scenario Class.
Or

® Scenario label: Displays (but is not editable) the name of the Scenario when
you select this editor to create a scoring rule for a Scenario.

® Match Attribute drop-down list: Contains a value for each binding description
associated within each pattern within the selected Scenario Class (if you are
updating a rule to a Scenario Class), or a value for each binding description
associated with patterns within the selected Scenario (if you are adding or
updating a rule to a single Scenario). The values display in ascending alphabetic
order.

m  If you select the Add button, the Match Attribute drop-down list displays
the first option in the list as the default value.

m  [f you select the Update button, the Match Attribute drop-down list field
displays the current match attribute for the selected rule.
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® Min Value text box: Must contain the minimum value for the selected binding
description in the Match Attribute drop-down menu for the rule to apply.

m  [fyou select the Add button, the Min Value text box displays the text M:x
Value.

m  If you select the Update button, the Min Value text box displays the
current minimum value entry for the selected rule.

m  Accepts a numeric value that is greater than or equal to zero (0) and less
than the maximum wvalue.

® Min Score text box: Must contain the score value that applies to the minimum
value for the selected binding description in the Match Attribute drop-down
menu for the rule to apply.

m  [fyou select the Add button, the Min Score text box displays the text M:zx

Score.

m  [f you select the Update button, the Min Score text box displays the
current minimum score entry for the selected rule.

B Accepts 2 minimum score of a numeric value greater or equal to zero (0)
and less than or equal to the maximum score.

® Max Value text box: Must contain the maximum value for the selected binding
description selected in the Match Attribute drop-down menu for the rule to

apply.
m  If you select the Add button, the Max Value text box displays the text
Max Value.

m  If you select the Update button, the Max Value text box displays the
current maximum value entry for the selected rule.

m  Accepts a numeric value that is greater than or equal to zero (0) and greater
than the minimum value.

® Max Score text box: Must contain the score value that would apply to the
maximum value for the binding description selected from the Match Attribute
drop-down menu for the rule to apply.

m  [f you select the Add button, the Max Score text box displays the text
Maxc Score.

m  [f you select the Update button, the Max Score text box displays the
current maximum score entry for the selected rule.

m  Maximum score must be a numeric value greater or equal to the minimum
score and less than or equal to the application’s Maximum Match Score set
during installation.
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Graduated Value For a particular Scenario, you can modify the graduated value scoring rule for each
Scoring Rule attribute that you select in the Match Attribute drop-down list (Figure 17).
Modification

Graduated Value Scoring Rule Editor

Scenario: (MUAC) Deposits Mwithdrawals in Same or Similar Amounts

Use these fields to edit the scoring rule.
HOTE: The attribute selected in the first drop-down list must contain numeric data to ensure proper scoring.

If | # of ocoumences = | == [100 increase score by [5 It == [z00 increase score by [10 ;

The score of matches with values hetween the values entered will be increased by a graduated amount.

Save or Cancel the changes you have made. lﬂl

Figure 17. Match Attribute Scoring Rule Modification

When you enter values in the Min Value, Min Scote, Max Value, and Max Score
fields and click the Save button, the Scoring Rule Variation List displays (Figure 18).

Graduated Value Scoring Rule Editor

Scenario: (MLIAC) Deposits HWithdraweals in Same aor Similar Armounts

Use these fields to edit the logic of the Base Threshold Set rule. Then click the Refresh button and edit the values of the rule variations
§n the Scoring Rule Variation List.
MHOTE: The attribute selected in the first drop-down list must contain numeric data to ensure proper scoring.

If | # of occumences = | == [100 increase score by [5 it == [z00 increase score by [10 :

The score of matches with values hetween the values entered will be increased by a graduated amount.

Select the Refresh button to update the rule variations below. m

Scoring Rule Variation List

View the history of all rules or edit the values of the rule variations helow.

Min Min Max Max

Threshold Set Match Binding Yalue Score \Walue Score Inherit
of OCCUITences

BASE THRESHOLD SET  #of 100 g 200 10
Zash-Cradit #Fof occurrences |1EID IE |2EID Im I~
Zash-Debit #Fof occurrences |1DD IE |ZDD Im I~
EFT-Credit #Fof occurrences |1DD IE |ZDD Im I~
EFT-Debit #of occurrences Imn |5 IEDD Im ~
- Credit #of occurrences Imn |5 IEDD Im ~
hill-Crebit #of occurrences I'IEID I5 IEDD I'IEI ~

Add A Comment
Type between 3 and 4,000 characters in the Comment text area.

The text area cantainsl':I characters.

Figure 18. Graduated Value Scoring Rule Variation List by Scenario
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For each rule variation for a Threshold Set, you can:
® Enter new values
® View a history of changes to a rule
e Enter comments that describe the value of, or changes to, a rule

Scoring Rule Variation List, on page 33 and Graduated Value Scoring Rule Editor, on
page 38 provides description of most components in the Scoring Rule Variation List.
The Graduated Value Scoring Rule Editor also contains the following buttons:

e Refresh button: Updates changes to rules in the Scoring Rule Variation List
based on the base rule (and for which the Inherit check box is selected).

e Save button: Saves your changes to the rules and displays the previous screen.

® Revert button: Exits the area without saving any changes and displays the
previous screen.

Prior Matches Scoring Rule Editor

The Prior Matches Scoring Rule Editor (Figure 19) displays after you click the Add ot
Update button in the Prior Matches Scoring Rule List. The Prior Matches Scoring
Rule Editor allows you to create and edit rules based not on attributes of the match,
but based on the quantity of matches focused on the same entity as the match and
generated by the same scenario or scenatio class as the match. A look back period also
constrains the strategy to count only matches that the system generated in the last N
days.

Prior Matches Scoring Rule Editor

Scenario Class: Best Execution
This rule will e added to all Scenarios within the Scenario Class.

Use these fields to edit the scoring rule.

If == IMin Mumber | matches | focused on the zame entity =] inthe last |L-:.-:k Back | days,
then increase score by |Min Score .
If == |Ma:-c Murber | matches or more were created, then increase score by |Ma:-c Score .

The score of matches focused on entities with a number of prior matches between the Min Number Matches and
the Max Mumber Matches will be increased by a graduated count.

Save or Cancel the changes you have made. m

Figure 19. Prior Matches Scoring Rule Editor

The following sections describe the components of the Prior Matches Scoring Rule
Editor, and the components in the Rule Editor when you modify a rule:

® Prior Matches Scoring Rule Editor Components (tefer to Graduated Value
Scoring Rule Editor Components, on page 38 for more information).

® Prior Matches Scoring Rule Modification (refer to Graduated Value Scoring Rule
Modification, on page 40 for more information).
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Prior Matches Scoring

Rule Editor
Components

The Prior Matches Scoring Rule Editor includes the following components:

® Scenario Class label: Displays (but is not editable) the name of the Scenario

Class when you select this editor to create a scoring rule for a Scenario Class.
Or

Scenario label: Displays (but is not editable) the name of the Scenatio when
you select this editor to create a scoring rule for a Scenario.

Min Number Matches text box: Must contain the minimum number of
matches that meet the Same Scenario criteria for the rule to apply.

m  If you select the Add button, the Min Number text box displays the text
Min Number.

m  If you select the Update button, the Min Number text box displays the
current minimum number entry for the selected rule.

m  Accepts a numeric value that is greater than or equal to zero (0) and less
than or equal to the maximum number.

Same Scenario drop-down list: Designates that you select matches that are
focused on the same entity, focused on the same entity and generated by the
same scenario, or focused on the same entity and generated by the same
scenario class.

m  [f you select the Add button, the Same Scenario drop-down list displays
the default value of focused on the same entity.

m  If you select the Update button, the Same Scenario text box displays the
current entity or scenario entry for the selected rule.

Alert Closing Classification list box: Designates that you select matches that
are closed with Actionable, Indeterminate, or Non-actionable classification.
You can configure the list of Alert Closing Classification names at the time of
installation (refer to the Oracle Financial Services Behavior Detection Platform
Installation Guide, Release 6.1).

m  If you select the Add button, all classifications in the Alert Closing
Classification list box are selected.

m  [f you select the Update button, the Alert Closing Classification list box
displays the current classification for the selected rule.

Note: If you do not want to search matches on Alert Closing
Classification, select all options in the list box.
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® Look Back Days text box: Must contain the number of days prior to the
current date that the rule searches for matches that meet all other prior match
scoring rule criteria.

m  If you select the Add button, the Look Back Days text box displays the
text Look Back Days.

m  If you select the Update button, the Look Back Days text box displays
the current look back days entry for the selected rule.

m  Enter a numeric value in this text box that is greater than or equal to zero
).
® Min Score text box: Must contain the score value to be assigned to matches

that meet the minimum value for the selected attribute in the Same Scenario
drop-down list for the rule to apply.

m  Ifyou select the Add button, the Min Score text box displays the text Mzx

Score.

m  If you select the Update button, the Min Score text box displays the
current minimum scote entry for the selected rule.

m  Minimum score must be a numeric value greater or equal to zero (0) and
less than or equal to the maximum score.

® Max Number Matches text box: Must contain the maximum number of
matches that meet the Same Scenario criteria for the rule to apply.

m  If you select the Add button, the Max Number text box displays the text
Maxc Number.

m  If you select the Update button, the Max Number text box displays the
current maximum number entry for the selected rule.

m  Enter a numeric value in this text box that is greater than or equal to zero
(0) and greater than or equal to the minimum number.

® Max Score text box: Must contain the score value to be assigned to matches
that meet the maximum value for the attribute selected from the Same Scenario
drop-down list for the rule to apply.

m  [f you select the Add button, the Max Score text box displays the text
Maxc Score.

m  [f you select the Update button, the Max Score text box displays the
current maximum score entry for the selected rule.

m  Maximum score must be a numeric value greater or equal to the minimum
score and less than or equal to the application’s Maximum Match Score set
during installation.
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Prior Matches Scoring

For a particular Scenario, you can modify the prior matches scoring rule for the same
Rule Modification

Scenario criteria that you select in the Same Scenario drop-down list (Figure 20).

Prior Matches Scoring Rule Editor

Scenario: (MLAC) Deposits FWithdrawals in Same or Similar Amounts

Use these fields to edit the scoring rule.

If == [10 rnatches | focused on the same entity =] inthe last [0 days,

then increase score by |1I:| .
If == |2IJ rmatches or more were created, then increase score by |5 y

The score of matches focused on entities with a number of prior matches between the Min Mumber Matches and
the Max Mumber Matches will be increased by a graduated count.

Save or Cancel the changes you have made. | Cancal |

Figure 20. Prior Matches Scoring Rule Modification

44 Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



About the Alert Scoring Editor Screen Elements
Chapter 4—Alert Scoring Editor

When you enter values in the Rule Editor fields (Min Number Matches, Same
Scenario, Alert Closing Classification, Look Back Days, Min Score, Max
Number Matches, and Max Score) and click the Save button, the Prior Matches
Scoring Rule Variation List displays (Figure 21).

Prior Matches Scoring Rule Editor

Scenario: (MLACY Deposits S Withdrawals in Same ar Similar Amounts

Use these fields to edit the logic of the Base Threshold Set rule. Then click the Refresh hutton and edit the values of the rule variations
jn the Scoring Rule Variation List.

If == |1D matches |focused on the zame entity =l inthe last |3EI days,
then increase score by |1D .
If == |2D matches or more were created, then increase score by |5 :

The scare of matches focused on entities with a number of prior matches between the Min Mumber Matches and
the mMax Mumber Matches will be increased by a graduated count.

Select the Refresh hutton to update the rule variations helow. | Rafrash |

Scoring Rule Yariation List

View the history of all rules or edit the values of the rule variations below.

Min Humhber Min Max Number Max Look
Threshold Set Matches Score Matches Score Back Within__ Inherit
BASE THRESHOLD SET 10 10 20 8 30 All
Add & Comment
Type between 3 and 4,000 characters in the Comment text area.
The text area contains ID characters.
]

Figure 21. Prior Matches Scoring Rule Variation List by Scenario

For each rule variation for a Threshold Set, you can:
o Enter new values.
® View a history of changes to a rule.

e FEnter comments that describe the value of, or changes to, a rule.
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Scoring Rule Variation List, on page 33 and Prior Matches Scoring Rule Editor, on page 41
provides description of most components in the Scoring Rule Variation List. The Prior
Match Scoring Rule Editor also contains the following buttons:

® Refresh button: Updates changes to rules in the Scoring Rule Variation List
based on the base rule (and for which the Inherit check box is selected).

® Save button: Saves your changes to the rules and displays the previous screen.

® Revert button: Exits the area without saving any changes and displays the
previous screen.

Simple Scenario Scoring Rule Editor

The Simple Scenario Scoring Rule Editor displays after clicking the Add or Update
buttons in the Simple Scenario Scoring Rule List (Figure 22) when you filter by
scenario. The Simple Scenario Scoring Rule Editor allows you to create and edit a rule
that increments the score of matches that a specific scenario generates.

Note: Users cannot create Simple Scenario scoring rules for Scenario Classes.
However, users can modify and delete existing scenario scoring rules from within
the Simple Scenario Scoring Rules List when viewing scoring rules for a Scenario

Class.

Simple Scenario Scoring Rule Editor

Scenario: (TCISC) Ahusive Squeezes - SECLIRITY

Use these fields to edit the scoring rule.

[f Scenario = Abusive Sgueezes - SC increase scare by IW .

Save or Cancel the changes you have made. | Cancel |

Figure 22. Simple Scenario Scoring Rule Editor

The following sections describe the components of the Simple Scenario Scoring Rule
Editor, and the components in the Rule Editor when you modify a rule:

e Simple Scenario Scoring Rule Editor Components (refer to Graduated Value
Scoring Rule Editor Components, on page 38 for more information).

e Simple Scenario Scoring Rule Modification (refer to Graduated Value Scoring Rule
Modification, on page 40 for more information).
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Simple Scenario

Scoring Rule Editor . ) ) ) )

Components ® Scenario label: Displays (but is not editable) the name of the Scenario for
which you are creating a scoring rule.

The Simple Scenario Scoring Rule Editor includes the following components:

® Score text box: Assign the score to all matches that the selected Scenario
generates.

m  [If you select the Add button, the Score text box displays the text Score.

m  [f you select the Update button, the Scote text box displays the current
score entry for the selected rule.

m  Accepts a numeric value greater or equal to zero (0) and less than or equal
to the Maximum Match Score.

Simple Scenario
Scoring Rule
Modification

For a particular Scenario, you can modify the prior matches scoring rule (Figure 23).

Simple Scenario Scoring Rule Editor
Scenario: (MLAC) Depasits MWithdrawals in Same or Similar Amounts

Use these fields to edit the scoring rule.

If Scenario = (MUAC) Deposits FWithdrawals in Same or Similar Amounts increase score by |1D .

Save or Cancel the changes you have made. | Cancel |

Figure 23. Simple Scenario Scoring Rule Modification

When you enter values in the Score text box and click the Save button, the Simple
Scenario Scoring Rule Variation List displays (Figure 24).

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 47



About the Alert Scoring Editor Screen Elements
Chapter 4—Alert Scoring Editor

Simple Scenario Scoring Rule Editor
Scenario: (MLACY Deposits FMWithdrasals in Same or Similar Amounts

Use these fields to edit the logic of the Base Threshold Set rule. Then click the Refresh hutton and edit the values of the rule variations
Iin the Scoring Rule Variation List.

If Scenatio = (MLIAC) Deposits DWithdrawals in Same or Similar Amounts increase scare by |1EI .

Select the Refresh hutton to update the rule variations below. | Rafresh )

Scoring Bule Yariation List

View the history of all rules or edit the values of the rule variations helow.

Threshold Set Scenario Score Inherit

BASE THRESHOLD SET (MLEAC) Deposits HWithdrawals in Same or Similar Amounts 10

Cash-Credit (MLACY Depaosits HMWithdrawals in Same or Similar Amounts |1 0 v
Cash-Dehit (MLAC) Deposits fWithdrawals in Same or Similar Amounts I-] 0 ~
EFT-Credit (MLIACY Depasits MWithdrawals in Same or Similar Amounts |1 0 I
EFT-Dehit (MLEAC) Deposits HWithdrawals in Same or Similar Amounts |1 0 7l
hl-Credit (MLIACY Deposits HWithdrawals in Same or Similar Amounts I-] 0 v
| W~

hl-Dehit (MLEAC) Depaosits MWithdrawals in Same or Similar Amounts 10

Add A Comment

Type between 3 and 4,000 characters in the Comment text area.

The text area cuntainslﬂ characters.

Figure 24. Simple Scenario Scoring Rule Variation List by Scenario

For each rule variation for a Threshold Set, you can:
o Enter new values.
® View a history of changes to a rule.
® FEnter comments that describe the value of, or changes to, a rule.

Scoring Rule Variation List, on page 33 and Semple Scenario Scoring Rule Editor, on page 46,
provides description of most components in the Scoring Rule Variation List. The
Simple Scenario Scoring Rule Editor also contains the following buttons:

e Refresh button: Updates changes to rules in the Scoring Rule Variation List
based on the base rule (and for which the Inherit check box is selected).

® Save button: Saves your changes to the rules and displays the previous screen.

® Revert button: Exits the area without saving any changes and displays the
previous screen.
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Using the Alert Scoring Editor

The Alert Scoring Editor enables you to view and modify the logic that the system
uses to determine the score for matches and alerts.

You access the match scoring rules by using the search bar in the Alert Scoring Rule
Editor. When the rules display, you can use the following Scoring Rule Editors to add,
modify, and delete scoring rules:

e Simple Lookup Scoring Rule Editor
® Graduated Value Scoring Rule Editor
® Prior Matches Scoring Rule Editor

e Simple Scenario Scoring Rule Editor

Using the Alert Scoring Strategy Selector, you can also view and change the alert
scoring strategy for your deployment.

This section explains the following functions of the Alert Scoring Editor:

® Iy Display the Match Scoring Rules for a Scenario Class or Scenario, on page 49 (refer
to To Display the Match Scoring Rules for a Scenario Class or Scenario, on page 49 for

more information).

o Using the Scoring Editors, on page 50 (tefer to Using the Scoring Editors, on page 50
for more information).

o Changing the Alert Scoring Logic, on page 59 (refer to Changing the Alert Scoring
Logzc, on page 59 for more information).

To Display the Match Scoring Rules for a Scenario Class or Scenario

To display the match scoring rules for a particular Scenario Class or Scenario, do the
following:

1. In the Alert Scoring Editor search bar, select either a Scenario Class in the
Scenario Class drop-down list or a single Scenatio in the Scenario drop-down

list.
2. Click Do It.

The system displays all match scoring rules for the selected Scenatio Class or
Scenario.

If the Scenario Class or Scenario does not have match scoring rules, the system
displays the message: The selected Scenario Class or Scenario currently does not
have scoring rules of this type, in the specific match scoring rule list.
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Using the Scoring Editors

This section describes procedures for using each scoring editor for a Scenario Class
and Scenatrio:

e Simple Lookup Scoring Editor:

w  Using the Simple Lookup Scoring Editor for a Scenario Class, on page 51 (Refer to
Using the Simple Lookup Scoring Editor for a Scenario Class, on page 51 for more
information.)

w  Using the Simple Lookup Scoring Editor for a Scenario, on page 52 (Refer to
Using the Simple Lookup Scoring Editor for a Scenario, on page 52 for more

information.)
® Graduated Value Scoring Editor:

w  Using the Graduated Value Scoring Editor for a Scenario Class, on page 53 (Refer
to Using the Graduated Value Scoring Editor for a Scenario Class, on page 53 for

more information.)

w  Using the Graduated Value Scoring Editor for a Scenario, on page 54 (Refer to
Using the Graduated Value Scoring Editor for a Scenario, on page 54 for more
information.)

® Prior Matches Scoring Editor:

w  Using the Prior Matches Scoring Editor for a Scenario Class, on page 55 (Refer to
Using the Prior Matches Scoring Editor for a Scenario Class, on page 55 for more
information.)

w  Using the Prior Matches Scoring Editor for a Scenario, on page 56 (Refer to Using
the Prior Matches Scoring Editor for a Scenario, on page 56 for more
information.)

e Simple Scenario Scoring Editor:

w  Using the Simple Scenario Scoring Editor for a Scenario Class, on page 57 (Refer to
Using the Simple Scenario Scoring Editor for a Scenario Class, on page 57 for more
information.)

w  Using the Simple Scenario Scoring Editor for a Scenario, on page 58 (Refer to
Using the Simple Scenario Scoring Editor for a Scenario, on page 58 for more
information.)

This section also desctibes procedures that apply to all Alert Scoring Editors:

o Changing the Alert Scoring Logic, on page 59 (Reter to Changing the Alert Scoring
Logze, on page 59 for more information.)

o Specfying a Variation for a Threshold Set Within a Scenario, on page 60 (Refer to
Specifying a Variation for a Threshold Set Within a Scenario, on page 60 for more
information.)

®  Deleting a Scoring Rule for a Scenario Class or Scenario, on page 60 (Refer to Deleting a

Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)
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Using the Simple Lookup Scoring Editor for a Scenario Class

In the Simple Lookup Scoring Editor, you can modify or delete a rule for a Scenario
Class. Use either of the following procedures:

e To Modify a Simple Lookup Scoring Rule for a Scenatio Class (Refer to To
Modzfy a Simple Lookup Scoring Rule for a Scenario Class, on page 51 for more

information.)

® To Delete a Scoring Rule for a Scenario Class or Scenario (Refer to Deleting a
Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)

To Modify a Simple To modify an existing Simple Lookup scoring rule for a Scenario Class, do the
Lookup Scoring Rule following:

for a Scenario Class
1. In the Simple Lookup Scoring Rules List, click the Update Rule button next to

the selected rule.

The Simple Lookup Scoring Rule Editor displays with the rule’s current values in
the text boxes.

2. Do one or mote of the following:
e Modify the binding description in the Match Attribute drop-down list.
e Modify the operator in the Operator drop-down list.
e Modify the value in the Value text box.
Depending on the attribute, this value can be a numeric or a text string.
e Modify the value in the Score text box.

3. Click Refresh.

The system updates the rule and redisplays the Simple Lookup Alert Scoring
Editor with the changes. The updated rule logic also displays in the Scoring Rule
Variation List.

Optional: In the Scoring Rule Variation List:

® C(lick the blue + icon next to a rule to open a scrollable window that contains
a history of changes to the rule (including modification date, user who
modified a rule variation, rule attributes, and comments about the update).

® C(lick the orange - icon to close the history window.

Optional: Type a comment about a rule logic update in the Add a Comment text
box. Enter from 3 to 4,000 characters.

A count in the numeric field below the Add a Comment field tracks the current
number of characters in the comment area.

4. Click Save to save your changes.

If you did not previously click Refresh to save your updates to the rule logic, a
dialog box displays and prompts you to click Refresh before clicking Save.
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Using the Simple Lookup Scoring Editor for a Scenario

To Add a Simple
Lookup Scoring Rule
for a Scenario

In the Simple Lookup Scoring Editor, you can modify or delete a rule for an individual
Scenario as you would for a Scenario Class (refer to Using the Simple Lookup Scoring
Editor for a Scenario Class, on page 51 for more information). You can also add a new

rule. Doing so establishes the conditions of the match scoring in a Scenario.

Within a Threshold Set for a Scenario, you can establish a rule variation. that is
independent of the associated rule(s) for a Base Threshold Set.

Procedures in the following sections apply to rules for a Scenatio:

To Add a Simple Lookup Scoring Rule for a Scenario (Refer to To .Add a Simple
Lookup Scoring Rule for a Scenario, on page 52 for more information.)

To Modify a Simple Lookup Scoring Rule for a Scenario (refer to To Modify a
Stmple Lookup Scoring Rule for a Scenario Class, on page 51 for more information.)

To Delete a Scoring Rule for a Scenario Class or Scenario (refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)

Specifying a Variation for a Threshold Set Within a Scenario (Refer to Specifying
a Variation for a Threshold Set Within a Scenario, on page 60 for more information.)

To add a new Simple Lookup scoring rule for a Scenario, do the following:

1.

In the Simple Lookup Scoring Rule List, click the Add button.

The Simple Lookup Scoring Rule Editor displays.

Select a binding description in the Match Attribute drop-down list.

Select an operator in the Operator drop-down list.

Type a value in the Value text box.

Depending on the attribute, this value can be a numeric or a text string,

Type a value in the Score text box.

Click Save to save your changes.

The system creates the rule and redisplays it in the Alert Scoring Editor and

Scoring Rule Variation List.

Note: If you select a Match Binding, Operator, and Value combination that

exists in an existing rule for the same Scenario, the system displays an error
dialog box. Click OK to modify any values.
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To Modify a Simple To modify an existing Simple Lookup scoring rule for a Scenario, do the following:
Lookup Scoring Rule

for a Scenario 1. To Modify a Simple Lookup Scoring Rule for a Scenario (refer to To Modify a

Stmple Lookup Scoring Rule for a Scenario Class, on page 51 for more information).

2. To Modify a rule for a particular Threshold Set in the Scoring Rule Variation
List. Refer to Specifying a Variation for a Threshold Set Within a Scenario, on page 60
for information about using the Scoring Rule Variation List.

3. Click Save to save your changes.

The system updates the rule values in the Simple Lookup Alert Scoring Editor
and the Scoring Rule Variation List. The system then displays the previous
screen.

Using the Graduated Value Scoring Editor for a Scenario Class

In the Graduated Value Scoring Editor, you can modify or delete a rule for a Scenario
Class. Use either of the following procedures:

e To Modify a Graduated Value Scoring Rule for a Scenario Class (Refer to To
Modify a Graduated Value Scoring Rule for a Scenario Class, on page 53 for more

information.)

® To Delete a Scoring Rule for a Scenario Class or Scenario (Refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)

To Modify a Graduated To modify an existing Graduated Value scoring rule for a Scenario Class, do the
Value Scoring Rule for following:

a Scenario Class
1. In the Graduated Value Scoring Rules List, click the Update Rule button next to

the selected rule.

The Graduated Value Scoring Editor displays with the rule’s current values in the
text boxes.

2. Do one or mote of the following:
e Modify the binding description in the Match Attribute drop-down list.

e Modify the numeric values in the Min Value, Max Value, Min Score, and Max
Score text boxes.

3. Click Refresh.

The system updates the rule and redisplays the Graduated Value Alert Scoring
Editor with the changes. The updated rule logic also displays in the Scoring Rule
Variation List.

Optional: In the Scoring Rule Variation List:

a. Click the blue + icon next to a rule to open a scrollable window that
contains a history of changes to the rule (including modification date,
user who modified a rule variation, rule attributes, and comments about

the update).
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b. Click the orange - icon to close the history window.

Optional: Type a comment about a rule logic update in the Add a Comment text
box. Enter from 3 to 4,000 characters.

A count in the numeric field below the Add a Comment field tracks the current
number of characters in the comment area.

4. Click Save to save your changes.

If you did not previously click Refresh to save your updates to the rule logic, a
dialog box displays and prompts you to click Refresh before clicking Save.

The system updates the values and displays the modified rule in the Graduated
Value Alert Scoring Editor and Scoring Rule Variation List. The system then
displays the previous screen.

Using the Graduated Value Scoring Editor for a Scenario

To Add a Graduated
Value Scoring Rule for

a Scenario

In the Graduated Value Scoring Editor, you can modify or delete a rule for an
individual Scenario as you would for a Scenario Class (refer to Using the Graduated Value
Scoring Editor for a Scenario Class, on page 53 for more information). You can also add a
new rule. Doing so establishes the conditions of the match scoring in a Scenario.

Within a Threshold Set for a Scenario, you can establish an independent rule variation
for a Threshold Set that does not inherit attributes of the rule for a Base Threshold
Set.

Procedures in the following sections apply to rules for a Scenatio:

® To Add a Graduated Value Scoring Rule for a Scenario (Refer to To Add a
Graduated Value Scoring Rule for a Scenario, on page 54 for more information.)

® To Modify a Graduated Value Scoring Rule for a Scenario (refer to To Modify a
Graduated Value Scoring Rule for a Scenario, on page 55 for more information.)

e To Delete a Scoring Rule for a Scenario Class or Scenario (refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)
To add a new Graduated Value scoring rule for a Scenario, do the following:
1. In the Graduated Value Scoring Rules List, click the Add button.
The Graduated Value Scoring Rule Editor displays.
2. Select the desired binding description in the Match Attribute drop-down list.

3. Type numeric values in the Min Value, Max Value, Min Score, and Max Score
text boxes.
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To Modify a Graduated
Value Scoring Rule for
a Scenario

4. Click Save to save your changes.

The system creates the rule and redisplays the rule’s attributes in the Graduated
Value Scoring Editor and the Scoring Rule Variation List.

Refer to Specifying a Variation for a Threshold Set Within a Scenario, on page 60 for
information about using the Scoring Rule Variation List.

Note: If you select an attribute equal to the attribute of the selected Scenario,
the system displays an error dialog box. Click OK to modify the values.

To modify an existing Graduated Value scoring rule for a Scenario, do the following:

1. Modity the scoting rule by using the procedure for a Scenario Class (refer to To
Modify a Graduated Value Scoring Rule for a Scenario Class, on page 53 for more
information).

2. Modify a rule for a particular Threshold Set in the Scoring Rule Variation List by
using the defined procedure. Refer to Specifying a Variation for a Threshold Set
Within a Scenario, on page 60 for information about using the Scoring Rule
Variation List.

3. Click Save to save your changes.

The system updates the rule values in the Graduated Value Scoring Editor and
the Scoring Rule Variation List. The system then displays the previous screen.

Using the Prior Matches Scoring Editor for a Scenario Class

To Modify a Prior
Matches Scoring Rule
for a Scenario Class

In the Prior Matches Scoring Editor, you can modify or delete a rule for a Scenario
Class. Use either of the following procedures:

® To Modify a Prior Matches Scoring Rule for a Scenario Class (Refer to To
Modify a Prior Matches Scoring Rule for a Scenario Class, on page 55 for more

information.)

e To Delete a Scoring Rule for a Scenario Class or Scenario (Refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60 for more information.)

To modify an existing Prior Matches scoring rule for a Scenario Class, do the

following:

1. From the Prior Matches Scoring Rules List, click the Update Rule button next
to the selected rule.

The rule attributes display in the Prior Matches Scoring Editor.

2. Do one or more of the following:
e Modify the numeric value in the Min Number Matches text box.
e Modify the value in the Same Scenario drop-down list.

e Modify the numeric value in the Look Back Days, Min Score, Max Number
Matches, and Max Score text boxes.
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3.

Click Refresh.

The system updates the rule and redisplays the Prior Matches Scoring Editor
with the changes. The updated rule logic also displays in the Scoring Rule
Variation List.

Optional: In the Scoring Rule Variation List:

a. Click the blue + icon next to a rule to open a scrollable window that
contains a history of changes to the rule (including modification date,
user who modified a rule variation, rule attributes, and comments about

the update).
b. Click the orange - icon to close the history window.

Optional: Type a comment about a rule logic update in the Add a Comment text
box. Enter from 3 to 4,000 characters.

A count in the numeric field below the Add a Comment field tracks the current
number of characters in the comment area.

Click Save to save your changes.

If you did not previously click Refresh to save your updates to the rule logic, a
dialog box displays and prompts you to click Refresh before clicking Save.

The system updates the values and displays the modified rule in the Prior
Matches Scoring Editor and Scoring Rule Variation List. The system then
displays the previous screen.

Using the Prior Matches Scoring Editor for a Scenario

In the Prior Matches Scoring Editor, you can modify or delete a rule for an individual
Scenario as you would for a Scenario Class (tefer to Using the Prior Matches Scoring Editor

Jfor a Scenario Class, on page 55 for more information). You can also add a new rule.
Doing so establishes the conditions of the match scoring in a Scenatio.

Within a Threshold Set for a Scenario, you can establish an independent rule variation

fora

Threshold that does not inherit attributes of the rule for a Base Threshold Set.

Procedures in the following sections apply to rules for a Scenario:

To Add a Prior Matches Scoring Rule for a Scenario (Refer to To .Add a Prior
Matches Scoring Rule for a Scenario, on page 57 for more information.)

To Modify a Prior Matches Scoring Rule for a Scenatio (refer to To Modify a
Prior Matches Scoring Rule for a Scenario, on page 57 for more information.)

To Delete a Scoring Rule for a Scenario Class or Scenario (refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60, for more information.)
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To Add a Prior To add a new Prior Matches scoring rule for a Scenario, do the following:

Matches Scoring Rule
for a Scenario

1.

In the Prior Matches Scoring Rules List, click the Add button.
The Prior Matches Scoring Editor displays.

Type a numeric value in the Min Number Matches text box.
Select the desired attribute in the Same Scenario drop-down list.

Type a numeric value in the Look Back Days, Min Score, Max Number
Matches, and Max Score text boxes.

Click Save to save your changes.

The system creates the rule and redisplays the rule’s attributes in the Prior
Matches Scoring Editor and Scoring Rule Variation List.

Note: If you select a value in the Same Scenario drop-down list that is the
same as an existing rule for the same scenario, the system displays an error
dialog box. Click OK to modify values.

To Modify a Prior To modify an existing Prior Matches scoring rule for a Scenario, do the following:

Matches Scoring Rule
for a Scenario

1.

Modify the scoring rule by using the procedure for a Scenario Class (refer to the
To Modify a Prior Matches Scoring Rule for a Scenario Class, on page 55, for more
information).

Modity a rule for a particular Threshold Set in the Scoring Rule Variation List.
Refer to Specifying a Variation for a Threshold Set Within a Scenario, on page 60 for
information about using the Scoring Rule Variation List.

. Click Save to save your changes.

The system updates the rule values in the Prior Matches Scoring Editor and the
Scoring Rule Variation List. The system then displays the previous screen.

Using the Simple Scenario Scoring Editor for a Scenario Class

In the Simple Scenario Scoring Editot, you can modify or delete a rule for a Scenario
Class. Use either of the following procedures:

e To Modify a Simple Scenario Scoring Rule for a Scenario Class (Refer to To

Modify a Stmple Scenario Scoring Rule for a Scenario Class, on page 58, for more

information.)

® To Delete a Scoring Rule for a Scenario Class or Scenario (Refer to To Delete a

Scoring Rule for a Scenario Class or Scenario, on page 60, for more information.)
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To Modify a Simple To modify an existing Simple Scenario scoring rule for a Scenario Class, do the
Scenario Scoring Rule following:

for a Scenario Class . ) ) ) ) L
1. From the Simple Scenario Scoring Rules List for a single Scenario, click the

Update Rule button for the desired rule.

The Simple Scenatio Scoring Editor displays with the associated rule highlighted
in the display.

2. Modify the numeric value in the Scote text box.
3. Click Reftresh.

The system updates the rule and redisplays the Simple Scenario Scoring Editor
with the changes. The updated rule logic also displays in the Scoring Rule
Variation List.

Optional: In the Scoring Rule Variation List:

a. Click the blue + icon next to a rule to open a scrollable window that
contains a history of changes to the rule (including modification date,
user who modified a rule variation, rule attributes, and comments about
the update).

b. Click the orange - icon to close the history window.

Optional: Type a comment about a rule logic update in the Add a Comment text
box. Enter from 3 to 4,000 characters.

A count in the numeric field below the Add a Comment field tracks the current
number of characters in the comment area.

4. Click Save to save your changes.

If you did not previously click Refresh to save your updates to the rule logic, a
dialog box displays and prompts you to click Refresh before clicking Save.

5. The system updates the values and displays the modified rule in the Simple
Scenario Scoring Editor and Scoring Rule Variation List. The system then
displays the previous screen.

Using the Simple Scenario Scoring Editor for a Scenario

In the Simple Scenario Scoring Editor, you can modify or delete a rule for an
individual Scenatio as you would for a Scenatio Class (refer to Uszing the Simple Scenario
Scoring Editor for a Scenario Class, on page 57, for more information). You can also add a
new rule. Doing so establishes the conditions of the match scoring in each Scenartio.

Within a Threshold Set for a Scenario, you can establish an independent rule variation
for a Threshold Set that does not inherit attributes of the rule for a Base Threshold
Set.
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Procedures in the following sections apply to rules for a Scenario:

® To Add a Simple Scenario Scoring Rule for a Scenario (Refer to To Add a Stmple

Scenario Scoring Rule for a Scenario, on page 59, for more information.)

e To Modify a Simple Scenario Scoring Rule for a Scenario (refer to To Modify a
Simple Scenario Scoring Rule for a Scenario, on page 59, for more information.)

® To Delete a Scoring Rule for a Scenario Class or Scenario (refer to To Delete a
Scoring Rule for a Scenario Class or Scenario, on page 60, for more information.)

To Add a Simple To add a new Simple Scenario scoring rule for a Scenario, do the following:
Scenario Scoring Rule , . . . ) . .
for a Scenario 1. From the Simple Scenario Scoring Rules List for a single Scenatio, click Add.

The Simple Scenario Scoring Editor displays.
2. Type a numeric value in the Score text box.
3. Click Save.

The system creates the rule and redisplays the rule’s attributes in the Alert
Scoring Editor and the Scoring Rule Variation List.

To Modify a Simple To modify an existing Simple Scenario scoring rule for a Scenario, do the following:

Scenario Scoring Rule , ) . .

for a Scenario 1. Modity the scoring rule by using the procedure for a Scenario Class (refer to To
Modzfy a Simple Scenario Scoring Rule for a Scenario Class, on page 58, for more
information).

2. Modify a rule for a particular Threshold Set in the Scoring Rule Variation List.
Refer to Specifying a Variation for a Threshold Set Within a Scenario, on page 60 for
information about using the Scoring Rule Variation List.

3. Click Save.

Changing the Alert Scoring Logic
To change the alert scoring logic, do the following:

1. From the Alert Scoring Editor, click Change Strategy.
The Alert Scoring Strategy Selector dialog box displays.

2. Select the desired Alert Scoring Strategy option button.

3. Click Save.
A Confirmation dialog box displays.

4. Click OK to close the dialog box and continue.

The system updates the alert scoring strategy with the selected value. It
redisplays the Alert Scoring Editor with only the search bar and updated Alert
Scoring Strategy Selector window.
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Specifying a Variation for a Threshold Set Within a Scenario

You can specify a rule variation for a Threshold Set that is independent of the rule for
the Base Threshold Set. Use the following procedure.

To Specify a Variation To specity a variation for a Threshold Set within a Scenario, do the following:
for a Threshold Set

within a Scenario 1. In the Scoring Rule Variation List, deselect the Inherit check box next to the rule

that you want to modify. (A selected check box next to a rule implies that the
system associates it with the rule for the Base Threshold Set.)

2. Do either of the following:
® Leave the values in the modifiable text boxes unchanged.
e Modify an entry in any modifiable text box.

Optional: Type a comment about a rule logic update in the Add a Comment text
box. Enter from 3 to 4,000 characters.

A count in the numeric field below the Add a Comment field tracks the number
of characters you have entered in the comment area.

3. Click Save.

Deleting a Scoring Rule for a Scenario Class or Scenario

Deleting a scoring rule eliminates the rule and any related variations for Threshold
Sets. You can delete a rule that applies to a Scenario Class or Scenario. Use the
following procedure.

To Delete a Scoring To delete an existing scoring rule for a Scenario Class or Scenatio, do the following:
Rule for a Scenario

Class or Scenario 1. From the desired match scoring rule list, click Delete adjacent to the selected

rule.

The Confirmation dialog box displays the following message:

Deleting this rule will also delete any variations for Threshold Sets within this
Scenario. Are you sure you want to delete the selected rule?

2. Click OK to close the dialog box and continue.

The system redisplays the Alert Scoring Editor without the rule.
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This chapter describes how you can assign ownership of alerts and cases:
® About the Assigner Editor
e Assigner Screen Elements

o Using the Assigner Editor

About the Assigner Editor

The Assigner Editor allows the Oracle Financial Services Administrator to view and
modify the logic used to assign ownership of alerts and cases. The specific tasks that
the Assigner Editor allows you to do are as follows:

® Select a focus and then create, modify, or delete a rule

® Change the Default Owner

Each alert or case generated within Oracle Financial Services is assigned an initial
owner before it is available for analysis. Oracle Financial Services automatically
determines an appropriate owner (a user or group of users) for each alert or case based
on the initial assignment logic you configured or configured for your firm. Initial
assignment logic is composed in a set of operations that evaluate various attributes of
the alert, case or its focal entity. For example, scenario, score, focal entity, or related
entities.

Note: Case assignment rules applies only to those cases created automatically as a
result of promotion of an Alert Correlation to a case. They do not impact cases
created directly by a user.

You can add, modify, or delete assignment rules. The following elements are combined
to form a set of logic against which the alerts or cases are evaluated:

® FHach assignment rule is defined as an attribute (either an attribute of an alert or
case, or an attribute of the focal entity), an operator, and a value.
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Table 4 shows a sample of an assignment rule.

Table 4. Sample of an Assignment Rule

Precedence Assignment Rule Type | Assignment Rule

1 Focus

® Alerts or cases with focus domain code ¢
only are assigned to the Brokerage pool.

® Alerts or cases with focus domain code d, e,
or de are assigned to the Banking pool.

2 Focus and Scenario ® Alerts or cases with focus domain code d, e,

or de and generated by scenario High Risk
Transactions — High Risk Counter Party (AC)
to the Wires pool.

® Alerts or cases with focus domain code d, e,
or de and generated by scenario Single or
Multiple Cash Transaction — Possible CTR
(CU) to the Structuring pool.

® Alerts or cases with focus domain code d, e,
or de and generated by scenario Networks of
Accounts, Entities (AC) or Rapid Movement
of Funds — All Activity (CU) to the General

pool.

3 Default ® All alerts or cases that do not meet other
rules are assigned to the AML Risk Mgmt
pool.

°

Each assignment rule consists of an operation set that identifies a grouping of
rules of which it is a member.

Operations ate logical expressions that can be used to evaluate alerts or cases
(for example, alert score > 50). A set of operations based on the same attribute
(for example, score) are grouped into an operation set.

All operations within an operation set must be mutually exclusive and should
collectively cover the entire spectrum of values for a given attribute.

Each operation specifies the next step that is applied to alerts and cases that
satisfy the operation. This next step is either an owner for the alert or case, or
the next operation set, or branch, to further evaluate the alerts and cases.

Each alert or case is evaluated against the operations within operation set one
(1). Each alert or case then branches out based upon the next operation set
specified for the operation within Operation Set one (1) that they satisfy. Each
alert or case continues through a chain of operation sets until it satisfies an
operation for which an owner has been specified. Alerts or cases that do not
reach an operation that they satisfy and for which an owner has been specified,
will be assigned to the Default Owner.
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Note: Manually posted alerts and cases, generated by the alert correlation
process, are not assigned to the default owner that is specified through the
assignment editor (see Figure 28). Refer to the Oracle Financial Services Bebavior
Detection Platform Administration Guide, for more information.

Assigner Screen Elements

There are three pages associated with the Assigner Editor:

o Assigner Editor: This is the first page displayed when accessing the Assigner
Editor Administration Tool. You can delete a rule from this page or navigate to
the Assignment Rule Editor to add a new rule or modify an existing rule.
Additionally, you can change the Default Owner for unassigned alerts and
cases. Refer to Assigner Editor, on page 63 for more information.

e Assignment Rule List for <Focus> Focus: This page enables you to create a
new rule or modify an existing rule. Refer to Asszgnment Rule List for <Focus>
Focus, on page 65 for more information.

e Assignment Rule Editor: This page allows you to create or edit a series of
rules, or operations, that are chained together to form a decision tree. Refer to
Assignment Rule Editor, on page 65 for more information.

Assigner Editor

In the Assigner Editor, you must select a focus to view all of the assignment rules
associated to that focus (Figure 25).

ORACLE' Mantas Alert Management

&, Welcome, Mantas Administrator @ Monday, January 10, 2011 §I| Logout

Admin >> Assigner Editor &4 Help
Select a focus from the Focus drop-down list to limit the scope of assignment logic.

Fiterby:  Focyss | ACCOUNT v/ Dot
L = 4

Default Assignment Owner Selector

Change the current Default Assignment Owner by clicking the Change Default Owner button.

Current Default Assignment Owner:  MANTAS | Change Default Owner

Figure 25. Assigner Editor

The components of the Assigner Editor include the following:
® Search Bar
® Default Assignment Owner Selector

e Assignment Rule List for <Focus> Focus
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Search Bar The search bar allows you to filter the list of assignment rules by the focus (Figure 26).

Select a focus from the Focus drop-down list to limit the scope of assignment logic.

Filter by: Focus: Do It
L |

Figure 26. Assigner Editor search Bar

The components of the search bar include the following:

e Filter by: Focus drop-down list: Provides a list of focus types. The values in the
Focus drop-down list are sorted in ascending alphabetic order.

e Do It button: When clicked, displays the assignment rules associated with the

selected focus.

Default Assignment The Default Assignment Owner Selector page allows you to change the default owner
Owner Selector for alerts and cases (Figure 27).

Note: Ensure that the new default owner has permission to view a// alerts or cases.

Default Assignment Owner Selector

Change the current Default Assignment Owner by clicking the Change Default Owner button,

Current Default Assignment Owner: ezt supervizor Change Default Owner |

Figure 27. Default Assignment Owner Selector

The following screen elements appear in the Default Assignment Owner Selector after
you click the Change Default Owner button from the Assigner Editor page:

o Current Default Assignment Owner: Displays the name of the current
owner.

Note: To change the default assignment owner, see To Change the Default
Assignment Owner, on page 69.

o New Default Assignment Owner drop-down list: Provides a list of owner
IDs available to be the Default Owner.

® Save button: Saves all modifications to the database.

e Cancel button: Redisplays the Assignment Editor without the Assignment
Rules list. The New Default Owner value is not saved.
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Assignment Rule List The assignment rule list displays in the Assigner Editor after you select a focus in the
for <Focus> Focus search bar and click the Do It button. The rules in the list are sorted in ascending
order by operation set number (Figure 28).

ORACLE' Mantas Alert Management

&, Welcome, Mantas Administrator 0‘ Monday, January 10, 2011 @_] Logout

Admin »» Assigner Editor Help
Admin »> Assigner Editor Y

Select a focus from the Focus drop-down list to limit the scope of assignment logic.
T al

filter by:  Fpoys | ADDRESS v Dot
L - |

Assignment Rule List for ADDRESS Focus

Click lhe@ to add & new rule, click the @ to modify an existing rule, or click the mtu delete a rule.

[

The zelected Focus does not have Assi 1t Rules.

Default Assignment Owner Selector

Change the current Default Assignment Owner by clicking the Change Default Owner button.

Current Default Assignment Owner: {est_analyst! Change Default Own.er

Figure 28. Assignment Rule List for <Focus> Focus

Assignment Rule List for <Focus> Focus includes the following components:
e Add button: Navigates you to the Assignment Rule Editor.
e Update button: Navigates you to the Assignment Rule Editor.
® Delete button: Deletes the assignment rule.

e Assignment Rule List for <Focus> Focus page displays the column
headings: Operation Set, Attribute, Operator, Value, Next Operation Set, and
Owner. Refer to Assignment Rule Editor, on page 65 for more information.

Assignment Rule Editor

The Assignment Rule Editor displays after you click the Add or Update buttons
(Figure 29). This editor allows you to create or edit a series of rules, or operations, that
are chained together to form a decision tree. A decision tree is created for each focus
type. The decision trees are used to determine the owner (an individual or group of
users) of each alert and case generated by the system.
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ORACLE' Mantas Alert Management

. Welcome, Mantas Administrator 8 Monday, January 0, 2011 - [EGtbin

Focus: ACCOUNT

Admin > Assigner Editor

&) Help

Assignment Rule Editor

Add & new assignment rule by using the fields below,

Operation Set
i 1

Investigation Aftribute Operator

Business Atribute

<

W)

Value

llext Operation Set

Oumer

Save or Cancel the changes you have made. |Save | | Cancel

Assignment Rule List for ACCOUNT Focus

The selected Focus does not have Assignment Rulez,

Figure 29. Assignment Rule Editor

The components of the Assignment Rule Editor include the following:

® Focus label: Displays (but is not editable) the name of the selected focus.

® Operation Set text box: Specifies a grouping of mutually exclusive rules based

on an attribute.

If you select the Add button, the Operation Set text box displays as blank.

If you select the Update button, the Operation Set text box field is
populated with the current data for the selected rule.

You must create rules within Operation Set 1 before creating any
additional rules. Any condition not covered by Operation Set 1 is assigned
to the default assignment owner, as are all other operation sets when alerts

and cases are added to them.

o Investigation Attribute drop-down list: Populates alphabetically with values
for each attribute of the alert and case. For example, scenario class, scenario,
pattern ID, score, match count, and scenario count, of which to base the rule.

If you select the Add button, the Investigation Attribute drop-down list
displays a blank value (“ ) (the default).

If you select the Update button, the Investigation Attribute drop-down
list displays the current value of the selected rule, if the rule is based on an
investigation attribute, rather than a business attribute.

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide




Assigner Screen Elements
Chapter 5—Assigner Editor

If you base your rule on an investigation attribute, you cannot select a
business attribute.

® Business Attribute drop-down list: Displays values for each attribute,
excluding artificial keys (for example, sequence IDs), of the focus type, of
which to base the rule.

m  If you select the Add button, the Business Attribute drop-down list
displays a blank value (“ ) (the default).

m  [f you select the Update button, the Business Attribute drop-down list
displays the current value of the selected rule, if the rule is based on an
business attribute, rather than an investigation attribute.

m  If you base your rule on an business attribute, you cannot select an
investigation attribute.

® Operator drop-down list: Contains the following values =, |=, >, <, <=, >=,

in, contains, blanks (“”), and else.

If you select the Add button, the Operator drop-down list displays a blank
value (“ ) (the default).

If you select the Update button, the Operator drop-down list displays the

current value of the selected rule.

If you base your rule on an investigation attribute or business attribute for
which an enumerated list of values has been defined, only the values = and
|= are available in the Operator drop-down list.

If you have a list of values and you want to check if the database field is
one of the values in the list, select the 7z operator in the Operator
drop-down list.

If you want to check a database field that contains a comma-delimited list
of values for a specific value, select the contains operator in the Operator
drop-down list.

Note: The selection between the 7z and contains operators depends on
the type of search you want to perform. Using the contains operator
allows you to check if a database field containing a comma-delimited
list of values contains a specific value. For example, checking if the
Business Domain contains a particular business domain. The contains
operator is similar to the 7z operator, but it reverses the comparison.
With the /# operator, the single value is in the field in the database, and
a list of values is provided as the argument. With the contains operator,
the list is in the database, and the single value is provided as an
argument.

If you select the else operator, the va/ue must be NULL; followed by a

subsequent operation or alert and case owner recipient specification.

Note: The system evaluates the e/se operation after evaluating all other
operations.
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® Value text box or drop-down: Within the rule, the value of the investigation or
business attribute is compared to the Value field. If you have selected an
attribute in the Investigation Attribute drop-down list with defined values
(Jutisdiction, Domain, Pattern 1D, Scenario Name, and Scenario Class Name),
the Value drop-down list will contains those values. The Value field displays as
a text box for all other attributes (for example, score or account balance).

If you select the Add button, the Value text box displays a blank value (*
7’).
If you select the Update button, the Value text box displays the current

value of the selected rule.

If you enter multiple values in the Value text box after having selected IN
as the operator, separate the values with pipe (|).

If you select the e/se operator, the Value must be NULL therefore, the
system disables the Value text box or drop-down list.

o Next Operation Set text box: The number of the next operation set, ot
branch, to further evaluate the alert and case or assign to an ownet.

If you select the Add button, the Next Operation Set text box displays a
blank value (“ ) (the default).

If you select the Update button, the Next Operation Set text box
displays the current value of the selected rule.

If the result of your rule is to continue to the next operation set, you must
not select an owner to assign the alert or case.

® Owner drop-down list: Displays available owners for both alerts and cases.

If you select the Add button, the Ownet drop-down list displays a blank
value (“”) (the default).

If you select the Update button, the Owner drop-down list displays the
current value of the selected rule.

If the result of your rule is to assign the alert or case, you must not select to
continue to the next operation set.
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Using the Assigner Editor
This section explains the following functions of the Assignment Editox:
e To Display Assignment Rules for a Focus
e To Change the Default Assignment Owner
® To Add a New Rule
o To Modify a Rule
e To Delete a Rule

To Display Assignment Rules for a Focus

To display the assignment rules for a particular focus from the search bar, follow these
steps:

1. Select a focus from the Focus drop-down list.
2. Click Do It.
Administration Tool displays all Assignment Rules for the selected focus.

If the focus type selected does not have Assignment Rules, Administration Tool
displays the message: The selected focus does not have assignment rules.

To Change the Default Assignment Owner

To change the default owner from the Default Assignment Owner Selector, follow
these steps:

1. Click Change Default Owner.
The Default Assignment Owner Selector displays (Figure 30).

Default Assignment Owner Selector

Change the Default Assignment Owner by selecting a new owner in the New Default Assignment Owner drop-down list.

Current Default Assignment Owner:  test_supervizor New Default Assignment Owner: | test_supervizor

Save or Cancel the changes you have made. |Save Cancel

Figure 30. Default Assignment Owner Selector

2. Click the desired owner in the New Default Assignment Owner drop-down
list.

Note: Ensure the new default assignment owner has permission to view a//
alerts and cases.

3. Click Save.

Administration Tool displays a Confirmation dialog box with the message: Do
you want to update the default alert owner?
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To Add a New Rule

Note: The message Do you want to update the default alert owner? is seen when
current owner has alert-specific rights and privileges. If the current owner has
case-specific rights and privileges, Administration Tool displays message as
"Do you want to update the default case owner?."

. Click OK.

Administration Tool updates the default owner with the owner ID of the
selected value and redisplays the Assigner Editor with only the Focus sections
and the updated Default Owner section.

To add a new rule that establishes the conditions of the assignment within the selected
focus from the Assignment Rule Editor, follow these steps:

1. Click the Add button.

The Assignment Rule Editor displays.

. Type an operation set number in the Operation Set text box.

You can add to an existing operation set based on the same attribute by entering
the same number as the other rules in that set or you can start a new set by
entering the next sequential number.

. Select either an investigation attribute or a business attribute on which to base

the rule in the Investigation Attribute or Business Attribute drop-down lists.

This attribute must be the same for any other rules within the same operation
set.

. Select an operator in the Operator drop-down list. If you select the e/se

operation, skip to Step #6 since no value is required for this operand.

. Type a value in the Value text box.

Depending on the attribute, this value can be a numeric or a text string,

. Select either the next operation set to attach additional rules to this rule in the

Next Operation Set text box, or select an owner to assign alerts and cases to in
the Owner drop-down list.

Note: Ensure that the new owner has permission to view alerts and cases
with the attributes specified in the rule.

. Click Save.

The system creates the new rule and redisplays the Assigner Editor with the new
rule.
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To ensure that all alerts and cases are appropriately assigned, rules within an operation
set should cover the complete range of values for a given attribute. For example, in the
following rules, the assignment logic does not cover alerts with score values between

50 and 60 and would thus assign alerts with scores in this range to the Default Owner.

e Operation Set 2, Attribute REVIEW.score, Operator <, Value 50, Owner
JonesR].

® Operation Set 2, Attribute REVIEW.score, Operator >, Value 60, Owner
Smith]B.

To Modify a Rule

To modify the rule that establishes the conditions of the assignment within the
identified focus from the Assignment Rule Editor, follow these steps:

1. Click the Update button for the desired rule.
The Assignment Rule Editor displays.
2. Do one or mote of the following:
e Modify the operation set number in the Operation Set text box.

e Modify the investigation attribute or a business attribute on which to base the
rule from the Investigation Attribute or Business Attribute drop-down
lists.

This attribute must be the same for any other rules within the same operation
set.

e Modify the operator in the Operator drop-down list.
e Modify the value in the Value text box.
Depending on the attribute, this value can be a numeric or a text string.

Modity the next operation set to attach additional rules to this rule in the Next
Operation Set text box, or select an owner to assign alerts and cases to in the
Owner drop-down list.

3. Click Save.

The system updates the rule and redisplays the Assigner Editor with the rule’s
updates.

Rules within an operation set should cover the complete range of values for a given
attribute, to ensure that all alerts and cases ate appropriately assigned. For example,
assume you specify the following rules:

® Operation Set 2, Attribute REVIEW.score, Operator <, Value 50, Owner
JonesR].

® Operation Set 2, Attribute REVIEW.score, Operator >, Value 60, Owner
Smith]B.

This assignment logic does not cover alerts with score values between 50 and 60 and
would assign alerts with scores in this range to the Default Owner.
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To Delete a Rule

To delete an existing Assignment Rule for a focus from the Assignment Rule Editor,
follow these steps:

1. Click the Delete button of the associated rule.

The Confirmation dialog box displays the message: Do you want to delete the
selected Assignment Rule?

2. Click OK to delete the rule.

The system removes the rule and redisplays the Assigner Editor.
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Threshold Analyzer

This chapter introduces you to the Threshold Analyzer utility and describes how you
can view and operate the source business and Threshold Analyzer data. It also explains
how the user interface is organized, how the application uses the data, and how to
view teports as per your setting, This chapter focuses on the following topics:

e Introduction to the Threshold Analyzer

e Understanding the Graph Display

Introduction to the Threshold Analyzer

The Threshold Analyzer utility leverages decisions made by analysts on past alerts to
help tune the scenatios and their thresholds going forward. The goal being to reduce
the number of false positive alerts. Past alerts will have been analyzed and categorized
to identify the quality of the alert. This utility helps to identify correlations between
alert attributes and alert quality.

Oracle Financial Services scenarios calculate binding values as part of behavior
detection. Many of these can be used to sizulate thresholds. The Threshold Analyzer
allows users to plot the actual values of those bindings for alerts on a graph relative to
the determined quality of those alerts. For example, analysis of the graph might reveal
that when the binding value for the Total Transaction Amount associated with an alert
was below a certain level, most alerts were considered to be non-productive or
representing a false positive. This would suggest that raising thresholds based on the
Total Transaction Amount for the selected scenario could eliminate some false
positives.

The Threshold Analyzer utility is a component that utilizes Oracle Business
Intelligence Enterprise Edition (OBIEE) software. This utility operates as a
standalone utility meaning that, while it falls within the category of administrative
tools, it is not actually accessible via the Oracle Financial Services Administration
Tools user interface. The Threshold Analyzer is accessed via a separate URL. Contact
your System Administrator for the exact Web address to be used.
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Getting Started

Note: To access the Threshold Analyzer, via Reports, OBIEE software must be
installed and you need to have a valid user name and password.

To login, follow these steps:

e Navigate to the login page for the application alert administration or case
administration application.

e FEnter your User ID
e Enter your Password

e C(lick Log In, in the application page.

Note: The language selected is reflected only in the product-related titles and
messages. The reports are displayed in English.

Mantas

oRACLE

Figure 31. Application Login
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Homepage

Select the Threshold Analyzer option from the Reports primary navigation menu to be
navigated to the Threshold Analyzer application. On successful login, the homepage
would be displayed with a Reports menu option and upon clicking the Reports option
the OBIEE Dashboard would be displayed (Figure 32).

When the user is an Administrator

Users with administrative and/or data minor roles will default to the Threshold
Analyzer Report. (Figure 32).

ORACLE' Interactive Dashboards ~ AWML Fraud Productivity - Threshold Analyzer

Threshold Analyzer Welcome, case_supervisor! Dashboards - Answers - Hore Products = - Iy Account - Log Out
Anti Money Laundering | Trading Compliance | Page Options ™
Scenario® : Threshold Set :

| v
Alerts Created Date :
L LN R

Between | !E andl ‘ﬁ
Alerts Processing Date :

o |
Beﬁween’_ !@ and =
Batch ID:
Between ‘and ‘
RunID:
Between and Go

ﬂ‘ powared by ORACLE'

Figure 32. Dashboard Page

Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide 75



Introduction to the Threshold Analyzer
Chapter 6—Threshold Analyzer

If you have logged out from the Answers page, the next time you login you are directly
taken to the Answers page (Figure 33).

ORACLE’ Answers
Catalog | Dashboard :
il w‘ ‘7‘ | Search

[ Shared Folders

Dashboards - Answers - More Products = - My Account - Log Out &

&1 AML This is the start page for Answers. Retum to this page by Subject Areas
g AML_Embedded clicking the Answers link. (2
Fraud
& Fraud_Embedded @ AMLiFraud Reports for Alerts and Cases
& Productivity
& Productivity_Embedded Browse Saved Requests EE!’ Common Productivity Reports for Aleris
= Threshold Analyzer To view requests as stored in the Presentation Catalog, use )
k. Shared Filters the Catalog tab. To view requests organi.zed by @ Common Productivity Reports for Cases
Dashboards, use the Dashboards tab. Click a request name
to view or modify t. Ef Threshold Analyzer
efresh Display

Create New Request
To create a new request, select a Subject Area.

Manage Briefing Books
To downlead or edit a Briefing Book, click on its name in the
Briefing Books section of the Catalog tab.

Copyright © 1997. 2009, Crecle. All rights resenved. The Programs fiwhich include both the saftware and documentation) contain proprietary information; they
ere provided under & liense sgreement cantsining restrictions an use and disclosure and ere also protected by copyright, patent, and other intellectual and
industrisl proparty laws. Reverse enginering, di , or de i

: of the Frograms, &xoept to the extent required o obtsin intercparability with
ather independently created scftware or ss specified by law, Is prohibited.

powsred by ORACLE

Figure 33. Answers Page

When the user is not an Administrator

If you are not an Administrator, the homepage is always the dashboard.

On login, if the page seen is dashboard, you can see four dashboards—AML, Fraud,

Productivity, and Threshold Analyzer. By default, the dashboard seen is AML. Click

on Threshold Analyzer to view the Threshold Analyzer dashboard (Figure 34).

ORACLE’ Interactive Dashboards AML  Fraud Productivty Threshold Analyzer

Threshold Analyzer Welcome, test_analyst2! Dashboards - Answers - More Products ~ - My Account - Log Out
Anti Money Laundering ‘ Trading Compﬁancel w
Scenario® : Threshold Set :

| V‘ | »
Alerts Created Date :

Between | & and| ]

Alerts Processing Date :

Between| | B and =

BatchID:

Between | and |
RunID:

Between and | EI

=

powered by ORACLE

Figure 34. Threshold Analyzer Dashboard
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Initial Report Filters

Here, you can see a tab for each scenario class for which scenarios have been installed.
For example, as shown in Figure 34, Anti Money Laundering and Trading Compliance
scenarios have been installed.

Initial Report Filters are those filters that are always available, regardless of the
scenario class or scenario selected for analysis. This section displays when you log into
the Threshold Analyzer dashboard and select a scenario class tab. These filters can be
used to filter your analysis based upon a Scenario and Threshold Set, as well as alert
create dates or processing dates, or filtering based on a particular processing job run

ID or a processing batch ID (Figure 35).

Scenario® : Threshold et :

Alerts Created Date :

Between = and =
Alerts Processing Date :

Between # and =
Batch ID:

Between and

Run ID:

Between and Go

Figure 35. Initial Report Filters

Scenario: This field is mandatory to specify and lists scenarios associated to the
corresponding scenario class. The values in the Scenario drop-down contain the
scenario name concatenated with the focus type in parenthesis.

Threshold Set: Values in this field are populated depending on the scenario selected.
That is, if the scenario is changed, the Threshold Set values corresponding to that
scenario are populated. Initially, when no scenario is selected, the drop-down lists all
possible threshold sets associated with your set of scenarios.

Alerts Created Date: The alert created date represents the system date of the creation
of the alert. In this date filter, you can specify the date range by entering a from and
date (represented by the Between and fields) or selecting the dates using the calendar
control. The from date should always be less than the 7 date. Data must be in the
MM/DD/YYYY format. By default, the date fields are blank.

If you enter only a from date, keeping the 7o date blank, the system fetches the data
based on where the alert created date is greater than or equal to the given date.
Similarly, if you enter only a % date then the system fetches data based on where the
alert created date is less than or equal to the given date.
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Alerts Processing Date: The alert processing date represents the business date
associated with the creation of the alert. In this date filter, you can specify the date
range by entering a from and o date (represented by the Besween and and fields) or
selecting the dates using the calendar control. The from date should always be less than
the 7 date. Data must be in the MM/DD/YYYY format. By default, the date fields
are blank.

If you enter only a from date, keeping the 7o date blank, the system fetches the data
based on where the alert processing date is greater than or equal to the given date.
Similarly, if you enter only a % date then the system fetches data based on where the
alert processing date is less than or equal to the given date.

Batch ID: Behavior detection cycles are associated with a processing batch, which is

assigned a unique identifier for each execution of the detection batch cycle. Using this
filter you can specify a range of batch identifiers by entering from and o batch identifier
values (represented by the Befween and and fields) in the text box. Only positive values

can be entered in these text boxes. The from Batch ID value should always be less than
the 70 Batch ID value. You are allowed to enter only numeric values in these fields.

If only a from Batch ID is entered then the report fetches data based on where the
batch identifier is greater than or equal to the given batch ID. Similarly, if you enter
only a 7o Batch ID then the report fetches data based on where the batch identifier is
less than or equal to the given value.

Run ID: Within a behavior detection batch cycle, detection jobs are associated with
job runs. Each job run receives a unique run identifier. Using this filter you can specify
a range of run identifiers, or individual identifiers in a similar manner as described for
the Batch ID filter. As for the Batch ID filter, the Run ID filter accepts only positive
values and the from Run ID value should always be less than the 7 Run ID value and
the filter accepts only numeric values.

If only a from Run ID is entered then the report fetches data based on where the run
identifier is greater than or equal to the given run ID. Similarly, if you enter only a 7o
Run ID then the report fetches data based on where the run identifier is less than or
equal to the given value.
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Executing a Threshold Analyzer Report

By default, the Threshold Analyzer reports are not displayed upon login and the page
shows the No Resuit For The Selected Criteria message as shown in Figure 36. To view the
report you need to enter search values in your desired filters and click Go. This results
in the appearance of the Additional Filters selection section (see “Using Additional
Filters,” on page 79,) as well as the generation of the Threshold Analyzer scatter graph
and the generation of statistical reports and their associated graphs. For information
about understanding graph display, see Understanding the Graph Display, on page 83.

Threshold Analyzer Welcome, case_supervisor! Dashboards - Answers - Hore Products = - My Account

Anti Money Laundering | Trading Compliance Page Options ~

Scenario® : Threshold Set :
A v

Alerts Created Date :

Between | and |
Alerts Processing Date :

Between - #
Batch ID:

Between and

RunID:

Between and E

No Result For The Selected Criteria.

Figure 36. Default Page

Using Additional Filters

Additional filters can be optionally specified, where the additional filter options are
driven by the selection of a scenario and the subsequent identification of scenario
specific binding variables. The number and type of additional filters depends on the
scenario selected. The Additional Filters section does not appear until you have clicked
Go in the initial report filters section to generate the initial graph. The Additional
Filters section appears below the initial report filters section but above the resulting
graph. By default, additional filters are not applied to the initial results (Figure 37).

Threshold Analyzer Welcome, case_supervisor!  Dashboards - Answers - More Products ~ - My Account
Anti Money Laundering | Trading Compliance Page Options ¥
Scenario® : Threshold Set :
High Risk Transactions: High Rizk Counter Party(CU} v | [ ML-HRTransHRCounterParty_TestTshidset_1 |+
Alerts Created Date :
Between H ang |
Alerts Processing Date :
Between H ang |
Batch ID:
Between and
Run ID:
Between and ﬂ

Threshold Analysis

Additional Filters

Jurisdiction :

[

Figure 37. Additional Filter
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To specity a value for use as an additional filter you need to click on the ellipse icon

(o b next to the filter (as shown in Figure 37) to bring up a multi-select box
(Figure 38).

Multi-Select
helected Match: | begins with | | 1o
ANEA
ol
ks
]
>
< >
Choices Returned: 1-1
UKI Cancel

Figure 38. Additional Filter with Value

Now, complete these steps:

1. Select one or more desired filter values from the list of available values in the
right hand list of the selection box and move it to the left hand Selected list using
o

2. To filter by all possible values simply click == to move all values into the Selected
list.

3. To remove a filter value from the Selected list you can remove it by selecting it and
clicking = . To remove all values from the Selected list click == .
4. If the list of possible values for use as filters is lengthy you can narrow the list by

using the Match filter to bring back a subset of values to be displayed in the right
hand list.

5. Once you ate satisfied with your selection of additional filters click OK to save
these as searchable values or click Cancel to cancel your selections.

Once you have finished selecting any additional filters you would like to apply click
Go. The scatter graph and the report statistics refreshes to show the result of applying
the additional filters.
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Modifying Axis Selections

The scatter graph is dependent on the values selected in the Axis drop-downs. Values
in the Axis selection drop-downs represent bindings that are calculated for a scenario
during the detection process and are specific to the scenario that has been selected in
the Initial Filters section. These bindings often represent the values that are compared
to the scenario's threshold parameters in order to determine whether or not to trigger
an alert. For example, if a scenario has a threshold parameter for Minimum Total
Transaction Amount, the value calculated and captured in the binding Tot Trans Amt
is what is compared to the threshold value. Selecting Tot Trans Amt for use on an axis
allows you to graphically plot the actual total transaction amounts that met or
exceeded the scenario's Minimum Total Transaction Amount threshold. Additionally,
axis selections may represent bindings that are calculated and captured for the purpose
of providing parameters for use in setting up scoring rules. Being able to specify a
scoring variable for a graph axis allows you to see what bindings might be useful for
establishing scoring rules, based upon where on the axis the productive vs
non-productive alerts fall. Being able to select and graphically display two different
variables will allow you to experiment with combinations of bindings to get an
understanding of how to effectively set your thresholds to work together to eliminate
false positive alerts.

The graph is initially generated using the first value as shown in the X axis selection
drop-down and the second value as shown in the Y axis drop-down upon selection of
Go in the initial report filters section. You have the option to select a different value
for the vertical (Y) and the horizontal (X) axis of the scatter graph. The graph
refreshes upon the selection of a value in either axis. To change both axis variables it is
necessary to select one and allow the graph to refresh before selecting a different value
for the second axis. Figure 39 shows the axis selection drop-down.
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High Risk Transactions - High Risk Counter Party(AC)

Select Graph Axis Variables - X Axis : | Effcty Risk Lyl ¥ ¥ Axis : |HrPrctg v
. . . . . [ . . .
» Non Produ
.
g » inoterir
1; 60

Figure 39. Axis Selection
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Understanding the Graph Display

Each dot on the graph represents a match. By definition a match is the collection of
records that satisfy the logic and criteria of a scenario pattern. An alert is generated
during post-processing and is defined as one or more matches packaged and presented
on the Oracle Financial Services user interface for analysis and action. If multiple
matches are found that are closely related for the same focus (that is, instances of the
similar behaviors by the same entity), the matches can be combined to create a single
alert, called a multi-match alert. So a single alert may be represented by multiple dots
(matches) on the graph if that alert was a multi-match alert.

The scatter graph uses dots of differing colors to represent the quality rating of
individual matches. By default, the Threshold Analyzer uses three categories of quality
rating. By default, match quality rating is classified based upon the closing classification
associated with a closing action on the alert, where possible classifications include
Productive, Non Productive, and Indeterminate. For a multi-match alert, the closing
classification for that alert is applied to each match that is part of that alert. Each
match is plotted positionally on the graph based upon the match's actual binding value
that is associated with the binding variables represented by the X and Y axis.

For example, if the X axis is the variable Toz Trans Amt and the Y axis is the variable Toz
Trans Ct, the match is displayed on the graph relative to the Toz Trans Amt and the Tor
Trans Ct actually involved in, and bound by, the match. Figure 40 shows an example of
a scatter graph.

B Indetenminate

Tot Trans

Figure 40. Scatter Graph
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The closing classifications associated with the alert closing actions are configurable per
implementation (refer to the Oracle Financial Services Bebavior Detection Platform
Configuration Guide for information on how to modify closing classifications).
Additionally, the logic used to determine what attribute of an alert is used to rate the
quality (does not have to be the closing classification code) is configurable pet
implementation.

How to Interpret Results
There are the following three types of alerts:
® Productive: green dots on the graph show the alerts that are Productive

® Non-Productive: red dots on the graph show the alerts that are
Non-Productive

o Indeterminate: black dots on the graph show the alerts that have been closed
with a reason considered to be Indeterminate (action does not indicate
definitively whether the alert was of quality or a false positive)

The location and concentration of the Productive, Indeterminate, and Non-Productive
alerts on the scatter graph can represent at what value ranges or boundaries the
thresholds associated with the X and Y axis variables are most effective. Refreshing the
graph using various combinations of axis variables can provide a comprehensive view
of what settings are likely to produce the most effective and quality alerts.

For example, using the graph results shown in Figure 40, you can review the results
and draw the following conclusions:

® DProductive alerts for this scenario have a total transaction count between 5 and

11

® Productive alerts for this scenario have a total transaction amount between
approximately $20K and $100K

®  You can eliminate false positives without losing any Productive or
Indeterminate alerts by raising the Mzn Total Trans Amt threshold for this
scenario to $15K

® You can eliminate false positives without losing any Productive or
Indeterminate alerts by raising the Min Total Trans Ct threshold for this scenatio
to 4

® You can use scoting to reflect that the alerts with an amount > $100K are less
likely to be Productive

® You can use scoring to reflect that alerts with a count > 12 are less likely to be
productive

84 Oracle Financial Services Behavior Detection Platform 6.1 Administration Tools User Guide



Understanding the Graph Display
Chapter 6—Threshold Analyzer

Understanding Report Statistics

Summary Counts

The Reportt Statistics section shows two sets of matrices and graphs. The first set of
statistics displays the percentage of alerts returned by your search as they breakdown
across the quality rating categories. The second set of statistics displays the minimum,
maximum, median, and average values across certain binding variables associated with
the scenario and the alerts returned as a result of your search.

The summary counts display results in a tabular and line-bar combo graph. The
tabular report shows the total number of matches, total number of alerts, and the
petrcentage of the total number of alerts that is represented in each quality category.
The Grand Total is calculated as the sum of matches across all categories and the sum
of alerts across all quality categories. The sums returned are irrespective of the axis
variables used and represent primarily a count of alerts/matches by quality category.
The percentage of alerts represented in each category is calculated by the formula:

(Total count of alerts for individual category / Grand Total of alerts) X 100

In the line-bar combo graph (Figure 41), the clustered bar graph shows the total
number of matches in blue and total number of alerts in red over the three default
quality categories - productive, non-productive and indeterminate. The green color
line shows the percentage of alerts distributed over each category.

These statistics should provide you a high level understanding of how your alerts have
been ranking, in terms of quality.

Category Total # of Matches Total Z of Alerts % of Alerts

Indeterminate ] 8 53.33%
Mon Productive 2 2 13.33%
Productive 5 5 33.33%

oo | oom

£0.00%

_-—, of Al

B Total # of Matches

% of Alaris

F B Total # of Aleits

0.00%

Indetenminats Mon Productive Productive

Figure 41. Summary Counts
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Understanding the Minimum, Maximum, Average and Median Statistics

This statistical graph shows minimum, maximum, average, and median value of certain
binding variables for each category of alerts. The binding variables represented in the
report statistics are pre-defined based upon the current scenario being analyzed and
are not driven by the X and Y axis variables selected for the scatter graph. These
variables may differ from scenario to scenario and are meant to represent those
variables likely to be most influential in the generation of an alert. Understanding the
minimum and maximum values represented in the results, as well as the average and
median values being returned for bindings representing some of the more impactful
thresholds, provides a better view of the alerts represented in the search results and
gives greater context to your analysis.

In the report, Minimum columns show the minimum value of the relevant binding
variable returned for all alerts in the current search, by quality category. Maximum
columns show the highest value of the relevant binding variable returned for all alerts
in the current search, by quality category. Average columns show the average amount
of the relevant binding variable returned for all alerts in the current search, by quality
category. Median columns show the middle value of the relevant binding variable
returned for all alerts in the current search, by quality category.

This statistical report utilizes a tabular representation as well as two vertical bar graphs.
The tabular view basically shows the min, max, average and median amount and count
of alerts for each quality category. The graphical view gives clustered bar graph min,
max, average and median amount and count for each category. For productive alerts
the bar comes in green, non-productive comes in red, and indeterminate comes in

black color, by default (Figure 42).

Note: All scenarios may not report on two distinct sets of bindings. As available
binding variables may vary based on the selected scenario, this statistical graph also
varies scenario to scenario and is based on pre-defined columns for each scenario.
The results refresh only with application of new static filters. It is independent of
additional filter as well as graph axis filter. For those scenarios the report may only
display one graph.

Category  Min Tot Trans Amt Max Tot Trans Amt Avg Tot Trans Amt Med Tot Trans Amt Min Tot Trans Ct Max Tot Trans Ct Avg Tot Trans Ct Med Tot Trans Ct

Indgterminate 500,00 80000 BEB 67 700,00 500 500 500 500
Ron Productive 43200 842.00 E15.75 58450 10.00 1500 1200 1150
Froductive 100.00 160000 854.00 1000.00 EALI 800 700 800

i Tt Tran €4 i Tot Tramm G

B s [ ere—
B how Pducive B o Padochvn
B Pt W Pttt
Max Tot Frana O Aorg Tt Trama (2 ara L
Vi Labol on Cound

Figure 42. Minimum, Maximum, Average, and Median Statistics
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