ORACLE

Oracle Financial Services
Regulatory Reporting
User Guide US SAR

Release 2.3
April 2013

ORACLE
FINANCIAL SERVICES







Oracle Financial Services
Regulatory Reporting
User Guide US SAR

Release 2.3
April 2013

Document Control Number: 9MN11-2.3-01-09
Document Number: AG-13-RR-009-2.3-01

Oracle Financial Services Software, Inc.
1900 Oracle Way
Reston, VA 20190



Document Number: AG-13-RR-009-2.3-01
First Edition (April 2013)

Copyright ©2009-2013, Oracle and/or its affiliates. All rights resetrved.
Printed in US.A. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording, or otherwise without the prior written permission.

Trademarks
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Oracle Financial Services Software, Inc.
1900 Oracle Way

Reston, VA 20190

Phone: 703-478-9000

Fix: 703-318-6340

Internet: www.oracle.com/financialservices


http://www.oracle.com/financial_services
http://www.oracle.com/financial_services

LISt Of FIQUIES oottt e et e e e e e e e e e e e e e e e e e st b e neee s v
LiSt Of TADIES ...ocveiiii vii
ADOUL ThiS GUIAE ..., IX
Who Should Use thiS GUIAE ....c.ccueiiiicicieiicccccee ettt ix
How this Guide 1S OFfZANIZEd ....cccueuieeiieiieieiciciciee ettt saesees X
Wherte to Find Motre INfOrMAatiON ...ttt ettt s X
Conventions Used I this GUIAE .....ccueuieeeiiiriieiciccteeieree ettt x1
CHAPTER 1 About Regulatory RepOrting....cccccceeeeeeeeeeiiiiieeeeeeee e 1
Introduction of Regulatory REPOLIG ....c.vuiuiuiuiiciiiieiriieirctici e caas 1
About Oracle Financial Services Regulatory Reporting ApplCAtion ........cccvicucieirinicciciniiininiiccsccie e 1
CHAPTER 2 Getting Started......ccccoeeeeieei e ———— 3
OVEIVIEW oottt bbb bbb bR R 3
UUSEE AACCESS wuneierririecieteter ettt ettt ettt bbbt et s st ettt sen bt 4
Logging into the OFSRR APPLCAION.....ccuiiririiiieirieeiricieicteieteteie st ss s sae e escsenaees 5
Components of Regulatory Reports LISt ......cccviiiiiiiiiiiiiiiiiiciiisessiss s 9
SEALCH BAL ..ottt 9
LSt HEACT c.eieii ettt ettt ees 9
ALCHON BULTOMS ettt ettt ettt ettt es st aeaenene 9
ColuMN HEAAINGS ..ot 10
TLASE IMIALEIX ceeieiiicici bbb bbb bbb bbb 10
EEXPOTIING 10 EXCOL ..ot s 12

V2esing Draft REDOTE..........ovuuiuiiiiiiiiiiiiciicicci s 13
Components of Regulatory Report DEtails ......c.ccuiciiciriiiiiniicnicriericicieierieieese et seseseeseensesennes 15
ACHON BULLOMNS .ttt 16
REPOIE COMEEKLuntiiuiiiiiiiiniiiiie it 17
RePOLE DEALS TADS ..ottt e nee 17
Adding Comments 10 REPOFE ...ttt et 18
CHAPTER 3 Managing OFSRR ........ouuiiiiiiiiii e 19
OVEIVIEW oottt bbb bbb bbb bbbttt 19
Searching Regulatory REPOLTS......cccuiiiiiiiiiiiiiicicic bbb 21
Creating New Regulatory REPOLLS ......ccuiuciiiciiiiiiiiiciicitsceectc ettt s 24
Creating a New Regulatory Report from OFSBDP/OFSECM.....coviuiiniineineineiererierinseneineaesessessesesseseanees 24

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR iii



Contents

Creating a New Regulatory Report from OFSRR Application .......cccciiiiiiiiciniiniininesecenines 29
Submitting Regulatory REPOLLS ....c.cucuiciiiiiiiiiiiciiciccrcicce e s 31
Entering Report DELaIls ..ot 31
Managing Filing Institntion IHfOrmation. ..................ccccoviicinininisccsinininieessise st ssssins 31
Managing Financial Institution Where Activity OCurred..............c.covcuviiiviniciniciiiiniicisiciiniesicsinsiesssisieans 36
Managing Suspicions ACHIVIEY INOIIMALION............c.covwcuveeuceieceriiiriiisricsie ettt 47
Managing SuBJect INfOrMaALION. ...............cuccuvecuveeeicniicnicies ettt 61
Managing DOCUIENIS ...ttt bbb 87

AGING INGITALIVE ..o 92

VIB0WING AU oo 94
Submitting the Report Details for Approval/Requesting for APproval..........ceccecvevneeniereneenererereeensineaens 96
Approving/Rejecting/ ClOSING REPOLTS ..cuiviveeeriurierieeiiiriirieieinetseiesseiseiseeessesetstiessessessessesesetstssesstssesessesessesessesesncens 96
APPLOVING REPOLLS .ot 97
Re-APPIOVING REPOFES ..ottt 98
ReJECtING REPOILS w.ecviviiiiiiiiiiiciii bbb s 99
Updating Rejected REPOFLS........ovuviiiiiiniiiiiiiiiiciiii s 100

ClOSING REPOILS ..ottt 100
Filing Regulatory REPOTES.....cciiiiiiiiiiiiiiiiiiii st 101
CHAPTER 4 Filing Regulatory REPOITS.......coooviiiiiiiiiiiiiiiiiieeeeeeeeee e 103
OVEIVIEW ..ttt b e R bR bR R bR a bR bRt a s 103
Workflow for Filing the Regulatory REPOLt ..o 104
Searching APProved REPOLLS ......ccu ittt 105
Generating BTFIle ...t 106
Searching E-Fle STATUS .....ccccuviiiiiciici et 107
Viewing E-File, E-File Details, and E-File AttaChments........cocvieuinininiiiniiiisicsiessssssssssssssessssssssens 108
Downloading the E- FIle ..ot 109
Submitting the E-File at FINCEN .....ccccoiiiiiiiiiiiii st ssssss s s s sssses 109
Saving E-File Acknowledgments from FINCEN .......cccoviiiiiiiiiiicciceeeeesseeneiese e seenes 112
Uploading E-File Acknowledgment into OFSRR APPLCation ... 113
Rejecting SAR(S) £rOmM E-FIlE ... 115
Completing the SAR PrOCESS......ccuiiiiiiiiiiici bbb 116
Adding Comments t0 E-FILE ...t 117

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR



List of Figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.

OFSRR APPLHCAION IO ...ttt ettt 5
Landing Page for All User Roles (Except for System Administrator Role) ......c.oeceeeneeunicrrecrrenceceneeinecencrnenee 6
Landing Page for System Administrator User ROLE .....c.ccccovviiiiiiiiiniciiiiccriccccecceeee e 7
List of Regulatory REPOLLS ....c.cuiiiiiiiiiiiiicciiiic bbb s 8
Export Properties DIalog BOX......coicuiiiiiiiiiiiciicieciccce et sesacnes 12
File DOWNIOAd BOX ..o bbb 12
File DOWNIOAd BOX c..cuiuiiiiiiiiiiiiiiii s 13
Draft Report (SAMPLE) ......oviiuiiiiiiiciiii et 14
Regulatory Report DEtails........iiiiiiiiiiiiiii s 15

REPOILT COMLEXL ouviiuiiiiiiiiiiiiiiiiie bbb bbb 17
Action Pop-up WINAOW ... s ss s 18
Regulatory Reporting WOILKEIOW ... 19
REPOTt LOCKEA MESSAZE ..ottt sttt sseae 21
List of Regulatory REPOItS......c.ciiiiiiiiiiiiiiiciiiii s 22
OFSBDP LOGIN PAGE ...t 24
INVeStZAtION TaAD ..o s 25
ALCTE LST PAZE ..ottt e 25

Figure 18. Alert ACHONS PAZE ..o 26
Figure 19. Comments Entered in Alert ACHON PAGE c...ovuiueuieiiiiriieiciricirce et ssese e senaes 26
Figure 20. Confirmation Message BOX ..o 26
Figure 21. Regulatory Reporting Page Displaying Positive Acknowledgment .........ccveeeieeeicericcinenieeenienneenseceenreeens 27
Figure 22. Alert LISt PAZE ..o s 27
Figure 23. Regulatory Reports List Displaying the Report Generated from OFSBDP..........cccoccviincnccvncnnicn. 28
Figure 24. Create New Regulatory Report Page........cccviiiiiiiiiiiiiiiiic e 29
Figure 25. Filing Institution Information Tab - Edit MOAe ... eaeseeaees 32
Figure 26. Filing Institution Information Tab- View MoOde.......cccccviiiiiiiiiiniiiiiiciiineceece i 36
Figure 27. Fin Inst Where Activity Occurred Tab - Edit MOAE ..o 37
Figure 28. Financial Institution Where Activity Occurred Pop-up WIndow ..., 38
Figure 29. Branch Details - EdIt MOGE......c.ciiiiiiiriieicciicieeieneier ettt esense e sesensees 43

Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 30.
Figure 37.
Figure 38.
Figure 39.

Add a New Branch Pop-up WINdOW ... ssssesssnens 44
Branch Details - VIEW MOGE .....cucuiiuriiieiieiriciciciecieee ettt et sacanes 46
Financial Institution where Activity Occurred Tab — View Mode ..o, 47
Suspicious Activity Details Tab - Edit MOAE ..o sesenns 49
Activity Classification — Edit MOde.......cccoiiiiiiiiiiiiiiiii s 51
Law Enforcement Agency Details — Edit MOAE .....cccuiiuiiiiciriieicicceeeeeenee e 52
Additional Information — Edit MOAe ........cccviiiiiiniiiiiiiiii s 54
Add Additional Information POp-up WIRAOW .......ccceuiiiiiiriiirnicinicriceeeeeeee e ssesees 55
Suspicious Activity Details - VIEW MOE ..o 57
Activity Classification - VIEW MOAE .....cccueuiuiuieeiriciricicnieiriceeseeeieeeieeee et ss s ssesesses 58

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR v



List of Figures

Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.
Figure 49.
Figure 50.
Figure 51.
Figure 52.
Figure 53.
Figure 54.
Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.
Figure 65.
Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.
Figure 75.
Figure 76.
Figure 77.
Figure 78.
Figure 79.
Figure 80.
Figure 81.

Law Enforcement Agency Details - VIEW MOdE ....couiiiiiiiiiiiiiiiiiicccssisssssssssssse s 59
Additional Information - VIew MOd@.......ccciiiiininniiiiiiiici e, 60
Subject Information Tab — Edit MOAE .....c.cieuierniiieiiieiicineicieieicieeeeeeie e ssseesesenns 62
Subject Information Pop-up WINAOW .......cccuiiiiiiiiiiiiciiiicicceee e 62
Alternate Name Pop-up WINAOW ..o 65
Phone POp-up WINAOW .....c.ccuiiiiiiiiiciciciicie ettt asene 67
Email Address POp-up WINAOW .......couiiiiiiiiiiiiiiiic st sssssse s 69
Website (URL) Address POp-up WINAOW ....c.cccuviiiiiiiiiniiciiecieieiciicesieesieeeessesessesescseesssessesessssesscaees 70
Address POp-up WINAOW ..o s 72
Form of Identification POp-up WINAOW .......ccceuiiiniiiriiiicicncciicriescece s 74
Subject Details - VIEW MO ... 76
Account Details — Edit MOAE ..o caes 77
Account Add Pop-up WINAOW ... sse s 79
Account Details — VIEW MOGE ...ttt saes 81
Relationship with Financial Institution - Edit MOde ......cccoiiiiiiiiiiiiniccee s 82
Add Relationship with Financial Institution Pop-up WiIndow ..........ccceirienieiniininirieriesicnieeseeneeens 83
Relationship with Financial Institution — View Mode.......cceiiiiiniiinininiiiiceeesisssse s 86
Documents Tab — Eidit MOAE ..ottt 87
Attach Document POp-Up WINAOW ... ssesssssns 88
Including .csv in E-file GENErated.......coccviimiiiiiiiiiiiciiciicieciccce e 90
Documents Tab — VIEW MOAE .......ccuieuriiieiiieiiciicieeieiee ettt eseae e ssesssse s ssesessescssesesesnesesnes 91
Narrative Tab - Bdit MOAE ...t sanes 92
Nartative Tab — VIEW MOGE ....veiiiiieiriiieieiricteeeieieicreeie ettt sssaesssacsnes 93
AUIE TAD o 94
Request for Approval Action Pop-up WINdOW ... ssses 96
Approve Action POP-up WINAOW ......c.cciiiiiiiiiiiiiiciicececes et eaes 97
Re-Approve Action PoOp-up WINAOW.......coiiiiiiiiiii s sssses 98
Reject Action POP-UP WINAOW .....ovuiiiiiiiiiicicircccei et 99
Close Action POP-UP WINAOW ...cviiiiiiiiiiiiii s 100
Filing Regulatory Reporting WOrKEIOW ........cccuriiiiiiciiciiiiiiicccceceee e 104
APPLOVEA REPOLES LISt .ovriueirieciiecieiiieiriietsectseeteteie ittt seeeiease et sae s et s s sse e s e ssescssesesennees 105
GeNerate E-FILE ..o s 106
E-TIE LUSE .ottt st 107
Viewing E-File, E-File Details, and E-File AttaChments .........ccccceuveeuriiueenieenicunierieiesseensesenseeenseeseenns 108
E-File DoWnload WINAOW ......ccccceiiiiiiciiiiccicitcieriee ettt saes et 109
Open Existing Form WIndOW ... sssssess 110
BSA E-Filing SAR Batch FOIm ..o 111
BSA E-Filing Secure Message Reply Form Window........cc.cociienicnicniiieeeeeeeeieeseeseeesseeneenens 113
View/Save Attachment WINAOW .....c.oiiiivieiieiieiecieeceeeeeee ettt ettt st eses st st et ssssseseasssssenssssssessssesans 113
SAR Upload Acknowledgment Window ... e 114
E-File Rejected WINAOW ...c.cviiiiiiiiiiiiiiiic st 116
E-Filing Comments WINAOW .......ccvieuieurmiiriiieieericisieieesiessisessesessesesessese e ssese s esessesessesessesssensssessssenns 118

Vi

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR



List of Tables

Table 1.
Table 2.
Table 3.
Table 4.
Table 5.
Table 6.
Table 7.
Table 8.
Table 9.

Table 10.
Table 11.
Table 12.
Table 13.
Table 14.
Table 15.
Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.

Conventions Used in this GUIAE ......ccviviiiiiiimiin e xi
USEE ROLES . bbb 4
Menus Accessible t0 OFSRR USELS.......cccuiiiiiiiiiiciricienieicesseeteieie e eessaescsenss 9
Columns in RR LISt IMALEIX c.uuiiiiiciciiicicieiiei ettt bbb 11
REPOIE STATUS .ot bbb 20
Status in which report details are editable by differenit USErs. ... s 21
Components of RR Search Bar ..o 23
Fields in Create New Report Page ... sessse s 30
Fields in the Filing Institution Information Tab.........c.cccniiicece s 33
Columns in Financial Institution Where Activity Occurted Grid ... 37
Fields in Financial Institution whete Activity OCCULTEd ....eveiveriiririerierirriieiereriieeerereeeeierenseeeseneeseseaesenenene 39
Columns in Branch Details Grid ..ot ssssesssaesesenns 42
Fields in Suspicious Activity Details PAne ........c.ccccviiiniiiiiiiriiiniciceeceeesce e 48
Fields in the Law Enforcement Agency Details ... esnes 52
Columns in Subject INformation GIid .........cocuiiiiiiniiciiiee e 61
Fields in Subject Information Pop-up WindoW.......cccciiiiiiiiiiiesse s 63
Fields in Account Add Pop-up WINAOW.......c.ccueiiiiiniciiiiiicinieiicreceeceeie e 79
Columns in Relationship With Financial Institution Grid ......cceiiiniiiniinsee s 83
Fields in Add Relationship with Financial Institution Pop-up Window ..., 84
Fields it DOCUMENTS ZIId ...vuiuerieeiiiirieieiieieeteeieeie ettt s se e saesees 87
Fields in Attach Document Pop-up WINAOW.......ccvvcuviiiiiiiiniciiicccccce e 88
Fields in Regulatory Report ACHONS GIid ...c.vecueeiueeieciniciriiieicieinieiicieeeieeeesseeessesiessne e saessssesscsesnesenns 95
Fields in Regulatory Report Comments Grid .......c.cccueuiecuiimiiiinieiiciiciceecessee s ssanns 95
Approved Reports Search Bar Field DeSCLPHONS ....ovuvveuieciniecrriieieeeetseetseeseeeieeseiessesenesesseaessescsensens 105
E-File Search Bar Field DESCIPHONS ...c.cuuiuiieiieiiiciiciiciieietecisieietseies st seesesee e ssesesensssenans 108
SAR Acknowledgment Window Field DeSCLiptONS .....ccvuveviiirineiiiiisie i sssesssesssssssse s 115

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR vii



List of Tables

viii Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR



About This Guide

US SAR stands for United States Suspicious Activity Report.

The Oracle Financial Services Regulatory Reporting User Guide explains the concepts behind the Oracle Financial Services
Regulatory Reporting application and provides step-by-step instructions for navigating through the application.

This chapter discusses the following topics:

Who Should Use this Guide
How this Guide is Organized
Where to Find More Information

Conventions Used in this Guide

Who Should Use this Guide

The Oracle Financial Services Regulatory Reporting User Guide US SAR, Release 2.3 is designed for use by vatious users.
Their roles and responsibilities, as they operate within the Oracle Financial Services Regulatory Reporting
application, include the following:

Analyst: This user can enter report details, add comments to the report, create new reports, and submit the
report details for approval.

Supervisor: This user is responsible for taking action on the reports submitted by the Analyst, such as
approve, reject, re-approve, or close. This user can edit report details and add comments to the report. Users
mapped to the role of Supervisor can perform all the tasks performed by an Analyst.

Admin User: This user is responsible for managing the security attributes of the users, editing approved
reports, generating e-file, and filing them with the regulatory bodies.

Super User: This user can create, update, approve, re-approve, and close reports. This user can also generate
e-file and file the reports with the regulatory bodies. Users mapped to the role of Super User can perform all
the tasks performed by an Analyst.

System/Application Administrator: This uset is responsible for managing the static data used in the
application, creating application users, mapping users to user groups, and configuring the various parameters
used in the application.

System Authorizer: This user is responsible for authorizing configurations.

For more information on user roles, refer to Table 2 on page 4.
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About this Guide

How this Guide is Organized

The Oracle Financial Services Regulatory Reporting User Guide US SAR, Release 2.3, includes the following topics:

Chapter 1, Abont Regulatory Reporting,, provides an overview of the Oracle Financial Services Regulatory
Reporting application.

Chapter 2, Getting Started,, explains the steps to login to the Oracle Financial Services Regulatory Reporting
application and provides a brief overview of the various users and their roles in the OFSRR application

Chapter 3, Managing OFSKK,, explains the workflow of regulatory reports.

Chapter 4, Filing Regulatory Reports,, describes the process of filing the regulatory reports to the Regulatory
Authorities and completing the SAR process.

Where to Find More Information

For additional information about the Oracle Financial Services Regulatory Reporting application, refer to the
following documents:

®  Oracle Financial Services Regulatory Reporting Data Model Reference Guide: This guide explains the structures of the

entities in the RR data model and provides in-depth information on managing the data in the OFSRR
application.

Oracle Financial Services Regulatory Reporting Webservice Guide: This guide explains how and in what format the
source business data is provided to the OFSRR application through a web service for the US SAR report

type.

Oracle Financial Services Regulatory Reporting Installation Guide: This guide provides step-by-step instructions for
installing the Oracle Financial Services Regulatory Reporting application on an existing Oracle Financial
Services Behavior Detection Platform hosted in Windows environment.

Oracle Financial Services Regulatory Reporting Administration Guide: This guide describes comprehensive activities
to be done by the OFSAAI Administrator in the Oracle Financial Services Regulatory Reporting application.
This guide details the Regulatory Reporting, and provides information about configuring and maintaining
users and static data.

To find additional information about how Oracle Financial Services solves real business problems, see our website at

www.oracle.com/financialservices.
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About this Guide

Conventions Used in this Guide

Table 1 lists the conventions used in this guide.

Table 1. Conventions Used in this Guide

Convention

Meaning

Italics

Names of books, chapters, and sections as references
Emphasis

Bold

Object of an action (menu names, field names, options,
button names) in a step-by-step procedure

Commands typed at a prompt

User input

Monospace

Directories and subdirectories
File names and extensions
Process names

Code sample, including keywords and variables within text
and as separate paragraphs, and user-defined program
elements within text

<Variable>

Substitute input value
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CHAPTER 1 About Regulatory Reporting

This chapter provides an overview of the Oracle Financial Services Regulatory Reporting application.
This chapter discusses the following topics:
® Introduction of Regulatory Reporting

® About Oracle Financial Services Regulatory Reporting Application

Introduction of Regulatory Reporting

As a part of regulations and compliances, a Financial Services Organization has to petform appropriate analysis and
report any suspicious activities that may lead to fraud and money laundering, to the regulatory authorities. These
regulatory bodies are responsible for safeguarding financial institutions and consumers from abuse, providing
transparency in the country's financial system, enhancing that country's security, and deterring and detecting criminal
activity in the financial system.

Financial institutions ate required to provide data regarding suspicious activities to their geographic region's
regulatory authority. This data is delivered to the regulatory bodies through regulatory reports. These reports,
depending on the regulatory geographic region, can be delivered in a paper format or in an electronic format.

About Oracle Financial Services Regulatory Reporting Application

The Oracle Financial Services Regulatory Reporting (OFSRR) application supports the management, delivery, and
resolution of regulatory reports across multiple geographic regions and across multiple financial lines of business.
The OFSRR application supports the generation of suspicious transaction reports for various countries such as The
United States of America (US SAR), Nigeria (NG STR), Pakistan (PK STR), Malaysia (MY STR), and Singapore (SG
STR). Since there are several differences in requirements for paper-based formats versus electronic formats, between
different geographic regions, and the data elements that are required on these reports, the approach to satisfy the
end goal is to provide a regulatory reporting framework that is configured to support paper-based and electronic
formats for different geographic regions and to generate and file different types of reports.

The Oracle Financial Services Regulatory Reporting application is integrated with the Oracle Financial Services
Behavior Detection platform (OFSBDP) to allow users to generate reports automatically populated with
information relevant to an investigation for any report filed.

The OFSRR application helps in generating e-file in a .#x# format according to specifications desctibed in FinCEN
Suspicious Activity Report (FinCEN SAR) Electronic Filing Requirements. After successfully e-filing, you can
download the acknowledgment (.as) file from the BSA E-Filing System and upload the acknowledgment into
OFSRR, thereby completing the SAR process.
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About Oracle Financial Services Regulatory Reporting Application
Chapter 1-About Regulatory Reporting
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CHAPTER 2 Gettlng Started

This chapter explains the steps to login to the OFSRR application and provides a brief overview of the various users
and their roles in the OFSRR application.

This chapter explains the following topics:
® Overview
® User Access
® Logging into the OFSRR Application
e Components of Regulatory Reports List

e Components of Regulatory Report Details

Overview

Following are the user roles defined in the OFSRR application.
® Analyst
® Supervisor
® Super user
® Admin User

® System Administrator
This chapter explains the tasks that can be performed by the users of OFSRR application.

This chapter also explains the steps to login to the OFSRR application. It explains the components of Regulatory
Reports List and the Regulatory Report Details as well as the functions of the action buttons in the Regulatory
Reports List and Regulatory Report Details.
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User Access
Chapter 2—Getting Started

User Access

The following table explains the tasks that can be performed by vatious users in the OFSRR application.
Table 2. User Roles

Roles

Super Admin System System
Function Analyst Supervisor User User Administrator Authorizer
Create report X X
Request for approval X X
Approve reports X X
Reject reports X
Re-approve reports/Edit X X X
approved reports
Close Report X X X
Add Comments X X X X
View Draft PDF X X X X
Reject E-file X X
Generate E-file X X
Upload Acknowledgment X X
Complete SAR process X X
Add comments to E-file X X
View / Edit Configuration X
Approve Configuration X
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Logging into the OFSRR Application
Chapter 2—Getting Started

Logging into the OFSRR Application

You can access the OFSRR application through the Web Browser or through Oracle Financial Services Behavior
Detection Platform (OFSBDP) once the software is installed and configured.

To access OFSRR from the OFSBDP/OFSECM, follow these steps:
1. Login to Regulatory Reporting. The OFSRR Login page opens.

Note: The OFSRR can be configured and accessed from within the OFSBDP/OFSECM. For more informa-
tion, refer to Oracle Financial Services Regulatory Reporting Installation Guide and Oracle Financial Services Bebavior
Detection Platform 6.1 Second Edition Administration Guide.

The Regulatory Reporting link is enabled only for users who have access to the OFSRR Application.

Financial Services Anabrical Applications Infrastructure

r
2
2
i
‘<

ol
|
a

Figure 1. OFSRR Application Login
2. Select the Language for the application.

3. Enter your User ID.
4. Enter your Password.
5. Click Login. The OFSRR Application page opens based on the logged-in user.

For more information on the landing screens for various users, refer to Figure 2 and Figure 3.
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Logging into the OFSRR Application
Chapter 2—Getting Started

Financial Services Analytical Applications Infrastructure

ORACLE o
Aho Connected
F
Connected to: 7
l Home

@ Unified lMetadata Manager
Regulatory Reporting
- Regulatery Reporting

l Set My Home Page : Default Screen v ‘ ‘ Save |

Figure 2. Landing Page for All User Roles (Except for System Administrator Role)
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Logging into the OFSRR Application
Chapter 2—Getting Started

Financial Services Analytical Applications Infrastructure

Logout = About ate: |l 310:21:41 4 ailed Login Date: 0 31210:50:PM ':F'['['E':"Ed INFC : s
Connected to: | INFORRS ¥ |
# Home

c] @ Unified Metadata Manager

" Import Model

£ Data Entry Forms and Queries
Excel Upload

- Wetadata Restore/Archive
. Restore Metadata
=1 Regulatory Reporting

" Regulatory Reporting

l Set My Home Page: | Financial Senices Regulatory Reporting | v | ‘ Save |

Figure 3. Landing Page for System Administrator User Role

Note: From the Set My Home Page drop-down list, select Financial Services Regulatory Reporting and
click Save. This saves the List of Regulatory Reports as the start page. If the List of Regulatory Reports is the
start page, the Home and the Logout link will be enabled on this page. If not, the Logout link is available only
in the landing page.
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Logging into the OFSRR Application
Chapter 2—Getting Started

ORACLE Financial Services Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List

. Welcome, rrssuper &) Thursday, February 7, 2013

Regulatory Reporting

SAR

= Search L Go|  Reset

Report llame | | Jurisdiction | ~ status | [~
AlertiCase ID | | Subject Name ‘ | SSNEINTIN ‘ ‘
S| I - o E—-- ]

[32] Expand Al | (3, Export to Excel 1112 B b
Report Name Report Type | Jurisdiction | AlertiCase ID [ Subject Name Created Date | Created By E-File Reference | Ack Date Status BSAID Draft Report
sss SAR N - - 02/06/2013  RRSADWIN - - Open -
test new report SAR ENT - 4333 555555 02/05/2013 RRSSUPER - - Qpen -
test new report S&R ENT = = 02/05/2013 RRSSUPER - - Open -
Testing for Re-aporove SAR ENT . . 02/05/2013  RRSSUPER  — - Open =
suma SAR ENT - 02/05/2013 RRSANA.. () — - Appro... ) —
samplne 5G4 SAR us = 02/04/2013  RRSSUPER  — = Open = )
test 12 S&R ENT B Walik Rach.. (2) 02/01/2013 RRSSUPER - - Reject... 22) —
lest 123 AR ENT - WalikRach.. () 02/01/2013 RRSSUPER  EFILE0204.. [2) 02/03/2013 Filed 31000... 2
TestEfie S&R ENT = 02/01/2013 RRSSUPER  EFILE0201... [32) 02/03/12013 Filed 31000... =2

i SAR AMEA CA163268  GIBSONRL. (2 02/01/2013 Case Sup.. 2 — - Reject... 32

SAR AMEA 162031 GIBSONRI.. 2] 02/01/2013 Case Sup... (2] EFILE0204. 2] — E-File _ 2] —

SAR AMEA 162050 MASON LA.. () 02/01/2013  Case Sup...(32) EFILE0204.. ) — E-File .2 —

T SAR AHEA 162049 HILLS BOR... &) 02/01/2013 ~ Case Sup...22) EFILED204... B2) — E-File .. 2] — |
o sttt SAR AMEA 162048 MASON LA B 021012013  Case Sup.. () — - Open _
Do == hen I 10204 S e B R
CUCR25793-001-02012013132645865 S&R AMEA 162061 02/01/2013  Case Sup... 3 — = Appro... B2 —
CUCR25793-001-02012013132624831 SAR AMEA 162061 WMANAGER L. 2] 02/01/2013  Case Sup... (2] — = Open =
CUCIBPRODUTL SHAC-004-02012013132503410 SAR AMEA 162080 KORA SARA 02/01/2013  Case Sup... 2 - - Open -
CUCIBPRODUTLSHAC-003-02012013132430419 SAR AMEA 162059 KORAKARIE 0200172013 Case Sup.. () - Open -
CUCIBPRODUTLSHAC-002-02012013132402843 SAR AMEA 162058 KORA JAS.. (2 02/01/2013 Case Sup..() - = Open =

~

|kl

Figure 4. List of Regulatory Reports

The OFSRR application displays the following links.
® Regulatory Reporting

e User Attributes
The Regulatory Reporting menu displays the Regulatory Reports SAR primary menu.
The Regulatory Reports SAR menu displays the following sub-menus:

® Regulatory Reports
® File Regulatory Reports
® Create New Regulatory Report

Note: Regulatory Reports SAR is the primary menu. Regulatory Reports, File Regulatory Reports, and Create
New Regulatory Report are the secondary menus. In addition, the User Attributes menu displays. This menu

allows you to map and maintain the security attributes for each user role.
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The following table provides an overview of the menus that are accessible to the OFSRR users.

Table 3. Menus Accessible to OFSRR Users

Roles
Menus Analyst Supervisor Super User Admin User
Regulatory Reports X X X X
File Regulatory Reports X X
Create New Regulatory X X
Report
User Attributes X X

Components of Regulatory Reports List

The List of Regulatory Reports display the summary of all reports generated using the OFSRR application.

The List of Regulatory Reports display the following components:

e Search Bar
o List Header

® Action Buttons

® Column Headings

® List Matrix

Search Bar

The RR Search bar allows you to search and view the report details. For more information on searching reports refer
to section Searching Regulatory Reports, on page 21.

List Header

The header contains the title Regulatory Reports and displays the total number of reports. The header also provides
pagination with forward and backward arrows for advancing page by page or for advancing to the first or last page.

Action Buttons

The system provides the following action buttons that appear above the Regulatory Report List matrix:

e Export to Excel: Allows you to export the report details into an Excel template. For more information on
Exporting to Excel, refer to Exporting to Excel, on page 12.

e Expand All: Allows you to expand the complete details for the items where text cannot be accumulated in
the column length. Click Collapse All to restore the original view.
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Column Headings

Column headings provide labels that tell you what kind of information displays in the columns. Most column
headings in the RR List matrix can be sorted.
Right-click on the column heading to sort the display.

The following sorting options display:
® Ascending
® Descending
® C(lear Sort

e Field Chooser

Select the relevant sorting option. The application refreshes the list and re-sorts the list based on the selection you
have made.

List Matrix

The RR List matrix displays the summary of all reports.
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The following table provides a list of columns and their descriptions in the RR List matrix:

Table 4. Columns in RR List Matrix

Column Heading

Description

Report name

Displays the report name.

Report Type Displays the report type.

Note: SAR is the default value for report type.

Jurisdiction Displays the jurisdiction to which the report is mapped.
Note: Jurisdiction over a territory relates to the geographic
area over which a court has the authority to decide cases.
Following are the values for Jurisdiction:

e CA

e SA

e US

e INDA

o AMEA
e SGI

® SGO

® ENT

Alert/Case ID Displays the Alert/Cased ID that triggered the creation of the

report in OFSRR from OFSBDP/OFSECM. This field displays
as blank for manually created report.

Subject Name

Displays the subject name.

Created Date

Displays the date of report creation.

Created By

Displays the user who created the report.

E-File reference

Displays the e-file reference number.

Acknowledgment Date

Displays the date on which the acknowledgment was
received.

Status

Displays the status of the report.

BSA ID

Displays the BSA ID generated for the report.

Note: BSA stands for Bank Secrecy Act Identifier. The
BSA ID is a distinct value assigned to each SAR submitted
to FInCEN. FIinCEN will use this ID to track a SAR as well
as any corrections or amendments to that SAR.

Draft Report

This column displays a PDF icon. Click the PDF icon to view
the report details in PDF.

For more information on Draft report refer to, 1 Zewing Draft
Report, on page 13.
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Exporting to Excel
The List of Regulatory Reports allows you to export the report details into an Excel template.

To export the report details into an Excel template, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click Export to Excel. The Export Properties dialog box displays.

Note: All the reports in the Regulatory Reports List ate exported into an Excel template. You cannot
export individual reports into Excel.

= Export - Properties - Windows Internet Explorer E“§|§

Export Details

Select Form Data/ Grid Data : Form Data |
Include Mapper Information :

Include Search Information :

Document Type : |
Template : | General Excel Template |
Display Form Name: (& Yes (O Mo

Display Records per Page :

Export Cancel

Figure 5. Export Properties Dialog Box
3. Set Document Type as Exve/ and select Form Data/Grid Data as Grid Data.

4. Click Export in the Export Properties dialog box.

When processing is complete, the data displays in an IE window with a dialog box.

File Download B

Do you want to open or save this file?

@ j Mame: AJAxServlet.xls
H

Type: Microsaft Office Excel 97-2003 Worksheet
From: icly160dor.i-flex.com

Open H Save ][ Cancel l

Always ask before opening this tppe of file

harm wour computer. IF pou da nat trust the source, do not open or

l--"’“l “while files from the Intemet can be useful, some files can patentially
b
= zave thiz file. Wwhat's the risk?

Figure 6. File Download Box
5. Click Save from the dialog box.

The Save As dialog box displays.

6. Select a directory location where you want to save the file.
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7. Enter a new name in the File Name field or the application automatically generates a name for the file to
accept.

8. Click Save.
The application saves your file to the specified location.

Note: Open the file in Microsoft Excel to edit as needed.

Viewing Draft Report

The Regulatory Report Details allows users mapped to the role of Analyst, Supervisor, Super user, and Admin User
to view draft report. You can view the draft PDF in any status.

To view draft report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).
3. Click Draft Report. The File Download box displays.

Note: You can also view the report details in PDF by clicking the PDF icon in the Draft Report column
in RR List Matrix.

File Download [

Do you want to open or save thiz file?

Ei Mame: templ0307,pdf
Type: Adobe Acrobat Document

From: 10.184.134.132

Open ] [ Save ] [ Cancel

i "»l While filez from the Intermet can be uzeful, zome files can potentially
d harm your computer. If you do not trust the source, do not open o
= save this file. What's the risk?

Figure 7. File Download Box

4. Click Open to view the report details in a PDE Click Save to save the PDF in your local system. Click Cancel
to close the File Download box.

The following figure is an illustration of the initial pages of the draft report that you can view when you open
the report.
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*1 Filing Type
(Chack 31l that apsiy)

Frior report document controlifile

Suspicious Activity Report “ersion Number- 1.0

CUBE NOWHNCHGSURRR-004-020 120121 3302559 1

[ Continuing activity repor: [ Jointrepon

Initial report [ comectiamend prior report

number

Attachment [

Part IV Filing Institution Contact Information

Type of financial mstiution [Casinoican Cus ] [De=c |
Primary federal regulator [ Fuhwes Tradng [(Ea5e) 1

Filer name {Holding company, ead financial | )

mstitution. or agency. if appécable)

™ 31 TIN Type [EN ]
Type of Securities and Fubures institution or indidual fling this report - check box(es) for functions that apply to this report

Clearing broker-securities [ introcucing broker-securities [ SRO Securties

CPOICTA [ investment Adviser [ subsidiary of financialbank holding company
Futures Commission Merchant [ tnvestment company [ other [T=£ ]

Holding company

niraducing broker-commaodities

Financial mstitution identification

[ Fetad foreign exchange desier

[ sro Funres
Type Central Registaton Deposiory (CRD) number |

Mumber [ 12344544 1

Address [ ASoress of Filing Inst

City [Ty otFitng |

State "85 ZIF/Postal Code 88 Country
é‘é&;’{:;;fe =0 AKA - individual o tade name. R |
Internal controlffile number [ 162098 |

LE contact agency [ 1

LE contact name [ 1

LE contact phone number (Indude Area Code) [ | =" S |

LE contact date ———————

Filing instistion contact office =]

Filing insfitution contact phone number (Include Area Code) (=S |

Date filed | | {Date filad will be auto-poputated when the form is signed_)

Figure 8. Draft Report (Sample)
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Components of Regulatory Report Details

Click the report name in the List of Regulatory Reports to view the Report Details.

ORACLE Financial Services Regulatory Reporting

*. Welcome, rrssuper onday, February 11, 2013
Regulatory Reporting

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

B re-approve | B Add Comments | By Oraft Report

Report Context

° Report Name: CUBENOWNCHGSURRR-004-0201201313302859

Report Status:  Approved
Jurisdiction:  AMEA

Report Type: SAR
Report Generated by:

AlertiCase ID: 162048
Last Modified By: RRSSUPER
Last Modified Date:  02/08/2013 03:10:42

Created By: Case Supervisor?!
Created Date: 02/01/2013 01:50:53

Report Generated Date:
BSAID:

& save | & Reset

79. Filing Institution Name* | Tham Kobs

v 78. Primary Federal Regulator  [Commodites Futures Tra
BT Type” g

80. TIN"
82. Other Desc
83. Other Desc

82. Type of Fin Inst*

83. Type of Securities and Futures
Institution

84. Fin Inst ID

84. Financial Institution Identification Type
90. Alternate Name 85. Address”

86 City"

87. State”
83. Postal Code” [==> 89. Country® [AFGHANGTAN

96. Filing Inst Contact Office” [s55 | 97. Filing Inst Contact Hunv* [11111 Extn |
1.Type of Filing | initial report v 1.1s this a continuing activity report? ¢~ No  (~ Yes

1.1s this a joint report? ¢~ Ng Yes

Prior Report Doc Number []Unknown ‘ ‘
91. Internal ControliFile Number

[182048 ]

Figure 9. Regulatory Report Details
Following are the components of the Regulatory Report Details:

e Action Buttons
® Report Context

® Report Details Tabs

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR 15



Components of Regulatory Report Details
Chapter 2—Getting Started

Action Buttons

The presence of an action button will depend on your role as a user and the current status of the report.

Following are the action buttons in the Regulatory Report Details:

Add Comments: This button displays in the Regulatory Report Details in all the report status. The display of
this action button does not have any relation with the report status. It allows you to add comments to the
report. For more information about adding comments, refer to Adding Comments to Report, on page 18.

Draft Report: This button displays in all the report status. The display of this action button does not have
any relation with the report status. It allows you to view the report details in a PDE For more information
about drafting report, refer to Zewing Draft Report, on page 13.

Request For Approval: This button displays in the Regulatory Report Details when the report is in Oper,
Rejected, or Rejected from e-file status. It allows you to submit a report for approval. For more information about
requesting for approval, refer to Submitting the Report Details for Approval/ Requesting for Approval, on page 96.

Approve: This button displays in the Regulatory Report Details when the report is in Request for Approval
status for users mapped to the role of Supervisor and in Open, Rejected, Rejected from e-file, Request for Approval
status for users mapped to the role of Super User. It allows you to approve reports. For more information
about approving reports, refer to Approving Reports, on page 97.

Re-approve: This button displays in the Regulatory Report Details when the report is in Approved or
Re-approve Required status. It allows you to re-approve reports. For more information about re-approving
reports, refer to Re-Approving Reports, on page 98.

Reject: This button displays in the Regulatory Report Details when the report is in Reguest for Approval status.
It allows you to reject reports. For more information about rejecting reports, refer to Rejecting Reports, on
page 99.

Close: This button displays in the Regulatory Report Details when the report is in Request for Approval
status for users mapped to the role of Supervisor and in Open, Rejected, Rejected from e-file, Request for Approval
status for users mapped to the role of Super user.

This button displays in the Regulatory Report Details when the report is in Open, Rejected from e-file, and Rejected
status for users mapped to the role of Analyst.

It allows you to close reports. For more information about closing reports, refer to Closing Reports, on

page 100.

16
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Report Context

The Report Context displays information about the report and is non-editable. It contains minimize and maximize
buttons that allows you to expand and collapse the details in the Report Context.

Note: The BSA ID (Bank Secrecy Act Identifier) is generated when the acknowledgment file (.asc file) is
uploaded into the OFSRR application. After the .asc file is uploaded into the OFSRR application, the BSA 1D
tield in the Report Context is auto-updated.

" Report Context
@ Report Name: ACFTNITRSTAC-03-01172013141915813 Report Status: Filed
Jurisdiction: ANEA AlertiCase ID: 163161 Report Type:  S4R
Created By: test_supemvisor Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date: 0117/2013 02:38:08 Last Modified Date:  01/18/201303:23:15 Report Generated Date:  01/18/201303:21:1

BSAID: 31000014802713

Figure 10. Report Context

Report Details Tabs

The Regulatory Report Details displays the following tabs:
e Filing Institution Information
® Fin Inst Where Activity Occurred
® Suspicious Activity Information
® Subject Information
® Documents
® Narrative

e Audit
For more information on the tabs in the Regulatory Report Details, refer to Entering Report Details, on page 31.
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Adding Comments to Report

The Regulatory Report Details allows users mapped to the role of Analyst, Supervisor, Super User, and Admin User
to add comments to a report. You can add comments to a report when the report is in any status.

To add comments to a report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory

2.
3.

Reports. The List of Regulatory Reports display.
Click the Report name to view the report details (Figure 9).

Click Add Comments. The Action pop-up window displays.

ﬂ‘ Action - Windows Internet Explorer QIEIE

Action Type Add Comments

Comments

[ Save ] { Clear ] [ Close ]

Figure 11. Action Pop-up Window

4.

Enter the comments in the Action pop-up window.

Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

Click Save. The following message displays: .4dd Operation Successful.

Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.

Click OK. The Action pop-up window closes and displays the Regulatory Report Details.

Note: The Regulatory Report Comments grid in the Audit tab displays the comments added to the
report

If you click Save, without entering the comments in the Action pop-up window, the following message dis-
plays: Mandatory fields are not entered.

18
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CHAPTER 3

This chapter explains the workflow of regulatory reports.

This chapter explains the following topics:

® Overview

® Searching Regulatory Reports

® Creating New Regulatory Reports

® Submitting Regulatory Reports

® Approving/Rejecting/Closing Reports

e Filing Regulatory Reports
Overview

Managing OFSRR

The life cycle of the regulatory reports is described in the following workflow diagram.

o | File Regulatory

Report

——» Mormal Flow - Analyst

Reject E-File
r—--—- - - - Close Report  a- : | Generated
| | A | A
| A | |
| | |
| v | |
.‘_
Create New
Re'«‘g:latrt:w R:?]L:;::;Tr —"Il"—b Approve # Generate E-File
po
= |
b
o
¥ | |
Reject Report —|

— — — + Alternate Flows

Figure 12. Regulatory Reporting Workflow
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A report is created in the OFSRR application either from OFSBD or within the application. When a report is
created in the application, the report details are entered and then submitted for approval. An authorized user
validates the report details and either approves, rejects, or closes the report.

If the report is approved, an e-file is generated for the report. The generated e-file is submitted with the FinCENs
BSA E-Filing System. The e-file is validated and an acknowledgment (.asc file) is generated. The acknowledgment
file is then uploaded into the OFSRR application, thereby completing the SAR process. The status of the report
changes to Filed. Filed status is the final status given to a SAR that has been submitted to and processed by FinCEN.

If the report is rejected, then you must re-work on the report and submit the report for approval. This process
continues until the report is approved or closed.

If a user determines that a SAR report should not be filed they can close it. The Closed status removes it from the
work queue and helps to distinguish it from those in a Filed status. If the report is closed, the report details cannot
be edited and the report is in View mode.

For more information on user roles, refer to Table 2 "User Roles,” on page 4.
Every report generated in the OFSRR application can have various statuses.

The following table describes the action taken on the report and the resulting change in the report status.

Table 5. Report Status

Resulting Report

Action Taken Status

A report is auto-generated or created manually. Open

An authorized user has updated and submitted the report details for approval. Request for Approval
An authorized user validates the report details and has taken approved action. Approved

The user can now file the report with the regulatory authority.

An authorized user has edited the approved report details. The user must take Re-Approve Required
Re-approve action on the report to run the report validations and ensure that
the editing did not introduce any report validation errors.

An authorized user has taken close action on the report. Closed
An authorized user has taken a reject action on the report. Rejected
An authorized user has generated an e-file for an approved report. E-file Generated

An authorized user has rejected the generated e-file from filing to the regulatory | Rejected from E-file
authorities.

An authorized user has filed the regulatory report to the regulatory authorities. Filed

The report has a life cycle which begins with the Open status and ends when it is Closed/Filed.
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The report is in View mode in the following statuses:

o Closed
o E-file Generated
e Filed

You cannot edit report details when the report is in View mode. All action buttons are hidden in View mode.
The following table explains the status in which the report details are editable by OFSRR users.

Table 6. Status in which report details are editable by different users

Roles

Super
Report Status Analyst Supervisor User Admin User
Open X X X
Request for Approval X X
Approved X X X
Re-approve Required X X X
Closed
Rejected X X X
E-file Generated
Rejected from E-file X X X
Filed

To view report details, click the report name in the List of Regulatory Reports (Figure 9). If the report is already
opened by another user, the following message displays (Figure 13).

& Confirm -- Webpage Dialog

to edit'take action on the report.Do you wish to open report details

a This report is currently locked by another user.You will not be able
in read only mode?

Figure 13. Report Locked Message

Searching Regulatory Reports

The Regulatory Reporting List page allows you to search the report list and details.
To search regulatory reports using search components, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports - SAR and click Regulatory Reports.
The List of Regulatory Reports display.
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ORACLE Financial Services Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List
SAR

Welcome, rrssuper ) Thursday, February 7, 20

= Search L Gol|  Reset

Report Name | | Jurisdiction ‘ ‘vl Status ‘

AlertiCase ID | | Subject Name ‘ | SSNEINTIN ‘ ‘

crasecsy | R e— T ) — ]

+ Regulatory Reports (237)

[3Z] Expand ANl | (&, Export to Excel 1i42 B B>
“. | Report Name Report Type | Ju n [ AlertiCase ID [ Subject Name Created Date | Created By le Reference | Ack Date Sta BSAID Draft Report
sz SER SA - - 02/06/2013  RRSADMIN - - Open -
test new report SAR ENT - 3333 558588 02/05/2013 RRSSUPER - - Open -
test new report SER ENT - - 02/05/2013 RRSSUPER - - Open -
Testing for Re-approve SER ENT - - 02/05/2013 RRSSUPER - - Open -
suma SAR ENT - 02/05/2013 RRSANA.. () — - Appro... 2] —
sampling SQA SER us - 02/04/2013 RRSSUPER - - Open -
test 12 SER ENT - WalikRach.. (2) 02/01/2013 RRSSUPER - - Reject.. ) —
test 123 SER ENT - WalikRach.. 32) 02/01/2013 RRSSUPER  EFILE0204.. () 02i0312013 Filed 31000... G2
TestEfle SER ENT - 02/01/2013 RRSSUPER  EFILE0201... (32) 02/03/2013 Filed 31000... (2
CUBENOWNCHGSURRR-001- — = —
D2012013133887737 SAR AMEA CA163269  GIBSONRI. (2 02/01/2013 Case Sup.. (2 — _ Reject @ — 4
CUBENOWNCHGSURRR-001- = = = X 2|
S SAR ANEA 162031 GIBSONRI... () 02/01/2013  Case Sup... 2] EFILE0204.. (2] — E-File . 122) —
CUBENOWNCHGSURRR-044- — = — X —
oy SAR AMEA 162050 WASON LA () 02/01/2013  Case Sup.. 2] EFILE0204.. (2] — E-File . 12) —
CUBENOWNCHGSURRR-042- = = = X 2|
T SAR AMEA 162049 HILLS BOR... 22} 02/01/2013  Case Sup... ) EFILE0204.. (2] — E-File .. 2] —
CUBENOWNCHGSURRR-004- — =
e SAR AMEA 162048 WASON LA (2] 02/01/2013  Case Sup.. 2 — — Open —
CUBENOWNCHGSURRR-003- = 2|
S R SAR ANEA 162047 02/01/2013  Case Sup... 2] — = Requ.. (2] —
cucl 001-02012012132645865 SER ANEA 162061 02/01/2013  Case Sup... 2 - = Appro... B2 —
CUCR25793-001-02012013132624831 SAR AMEA 162061 WMANAGER ... 2) 02/01/2013  Case Sup... () — - Open -
CUCIBPRODUTLSHAC-004-02012013132503410 SAR AMEA 162060 KORA SARA 02012013 Case SUD..@ ot . Open e
CUCIBPRODUTLSHAC-003-02012013132430418 SAR AMEA 162059 KORA KARIE 02/01/2013 Case SUD..@ = g Open o
CUCIEPRODUTLSHAC-002-02012013132402843 SAR AMEA 162058 KORA JAS.. [ 02/01/2013 Case Sup...() - = Open e

[

Figure 14. List of Regulatory Reports

2. Enter the search components in the RR Search bar.
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The following table provides a list of search components that display in the RR search bar.
Table 7. Components of RR Search Bar

Criteria Description

Report Name Enter the report name to display report with name as specified in the search criteria.
Note: This field supports a wildcard search, using the % as a wildcard indicator.

Jurisdiction Select the jurisdiction from the drop-down list to display reports mapped to the selected
jurisdiction.

Note: Every report is associated with a jurisdiction, whether created manually or
coming from an alert or case. When a SAR is created from an alert or case, the
SAR inherits the jurisdiction that was associated to that alert or case. When creating
a SAR manually Domain 1 field on the create SAR screen displays the list of
available jurisdictions.

Each user has access to a set of jurisdictions. Each SAR is associated with a single
jurisdiction. A user has access to any report where the user's jurisdictions intersect with
the SAR's jurisdiction.

Jurisdiction is a mandatory field for the creation of SAR whether manually or from
alert/case, and hence jurisdiction cannot be empty.

Status Select the report status from the drop-down list to display reports in the selected status.

Alert/Case ID Enter the Alert/Case ID to display reports with the selected Alert/Case ID.

Note: Alert/Case ID is the alert/case that has triggered the creation of report in
OFSRR application. This field supports a wildcard search, using the % as a wildcard
indicator.

For more information on how reports are auto-generated from OFSBDP, refer to
Creating a New Regulatory Report from OFSBDP/OFSECM, on page 24.

Subject Name Enter the subject name to display reports with the selected subject name.

Note: This field supports a wildcard search, using the % as a wildcard indicator.
SSN/EIN/TIN Enter the SSN/EIN/TIN to display reports with the selected SSN/EIN/TIN.
Note: This field supports a wildcard search, using the % as a wildcard indicator.

Created By Select the name of the user who created the regulatory report from the drop-down list
to display reports created by the selected user.

Created Date From | Select the created date from the calendar to display reports created from the selected
date.

Note: Created Date From and To can be used independently. When both are used it
returns only those SARs within the selected dates inclusive of the selected dates.
When only From is used, it returns reports with a create date greater than or equal
to the selected From date.

To Select the created date to, from the calendar to display reports created until this date.

3. Click Go. The relevant search list displays.

Note: If you click Reset, all search fields are set to default values (blank).
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Creating New Regulatory Reports

The OFSRR can ecither operate as a standalone application or operate along with OFSBDP. The OFSRR supports
creation of reports from OFSBDP. For more information on how a report is generated from OFSBDDP, refer to
Creating a New Regulatory Report from OFSBDP/OFSECM, on page 24. To assist clients whose suspicious activity are
not captured in the typical alert/case model, the OFSRR supportts the creation of manual suspicious activity reports.
For more information on creating manual reports in OFSRR application refer to section Creating a New Regulatory
Report from OFSRR Application, on page 29.

For more information on User Roles, refer to Table 2 "User Roles,” on page 4.

This section explains the following topics:
® Creating a New Regulatory Report from OFSBDP/OFSECM
® Creating a New Regulatory Report from OFSRR Application

Creating a New Regulatory Report from OFSBDP/OFSECM

When a user with access to Regulatory Reporting selects Recommend US SAR on an Alert or Case from the
Oracle Financial Services Behavior Detection platform, the data is passed to OFSRR through the web service and a
report is opened in the OFSRR application. Once the report is opened in OFSRR, the same details are updated
within the Oracle Financial Services Behavior Detection Platform.

To create regulatory reports from OFSBDP, follow these steps:
1. Login to OFSBDP with valid User ID/ Password.

QOracle Mantas requires you to have the following two software applications installed on
your computer

« Microsoft Internet Explorer versions 8.0 or later. Other browsers are not supported
and may produce errers, inaccurate data display, and failures.
o Adobe Acrobat Readervs.0 or later.

Troubleshooting Your Display

If you experience problems, ensure your browser settings enable the following options

o JavaScript

e Cookies

o Temporary Internet Files

* Downloads

» Print background colors and images

In addition, for best results do not override your hrowser default font settings. If you
continue to experience problems, please contact your Oracle Mantas Administrator.

For security reasens, log out of the application before closing your browser,

| D E C T DE 1 3 5 T 3 T C i 2 A LS T B O
Copvright Statement € 1998-2009 Oracle Financial Services Software, Inc.

Figure 15. OFSBDP Login Page
2. Click Investigation tab.

3. Select the scenario class 'ML' 'IML' or 'FR' and select the focus as AC, CB, CU, EN and HH. Select the
status of the alert as New and Open. Click Search. The Alert List page displays.
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Kiosk Investigation

Investigation Support

investigation > S

Research

Reports

Advanced Preferences Regulatory Reporting

Logout

Alert & Case Search

From: [12/01/2000

Search Group: ‘

Organization: or Owner: analyet!
case_analyst? v
) = - X/OR) Limit Order Display =
Gl = |O§Ecerenn R) Limit Order Protection
Abusive Squeezes ~
Response Received ~ AD ~
1 New = = [+:] =
Follow-Up o EE b
- Corporate/Vholesale Banking _ r—
Domain: Employee Information —  Score>=: |
General v
Opened ~
Regulatory Report | 24R Regulatory Report | REOPH 3
Type: SARDI Status: Request For Approval E
STR RICTD b
Due <= |
Prior All = |
Ages=: | |
Action Taken ‘ ~
To:
From: =
Canceled Trads(s) ~
s Accountis) Closed = - =
Action: g dain or Closing Action:
Adjusted Price v Case Closed - Employee Terminated -~
. AML 3 . Access/Online Fraud Investigation
Case Type: csT — or Case Subtype: AccountProduct Fraud Investigation =
BROKER_COMP b
or Case =] o Broker Subcla
Subclass1 or Case Subclass2: | 5y, 5 ncines
Detection v
— [ .
Case Title: | | Case Description: | |
Party Name: | lor Party ID- | | or Party Tax ID:
Limit to Focus: Entity Type: | v |and Entity Name: | | or Entity ID-| |

Sort Alert List By: | score

Sort Case List By: | Score

View Alerts | 100 v
View Cases: v|
Linked Alerts: Bl _\

Linked Cases:

Search For: () Alerts and Cases (O Alerts only () Cases only

~| OAscending @ Descending

v | OAscending & Descending

|Alert & Case ID Search
Alert & Case ID: |

7\ [ Search For Linked Alerts & Cases

| Search | | Clear

| search | | clear

Figure 16. Investigation Tab

Kiosk Investigation Support

Investigation

Investigation > Search > List

[Bf Check All & Take Action o 1 Expand All

scv
O o

Focus
AC MUKESH

Scenario
HRG Funds Transfers

[ Check Al &’ Take Action o Expand All

Research

Highlights
HRG=US
HRG List=P7C

Reports Advanced Preferences Regulatory Reporting

Created
301172012

Status Due RegRptStatus  Owner

Hew - - test_supenisor

¥

Logout

Page: 1 0of 1
Prior
CL SCN Linked Cases (ClsgAction Domains ID
o0 0 - RBPC 1
Page: 10f 1

Figure 17. Alert List Page
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4. Select any alert and click Take Action. The Alert Action page displays.

5. Select Recommend SAR action from Update Section.

Kiosk Investigation Investigation Support Research Reporis Advanced Preferences Regulatory Reporting Logout

Investigation > Search > List > Alert > Actions

Focus: AC MUKESH Score: 0 Create Date: 30/171/2012
Scenario: HRG Funds Transfers

Owner: test_superisor
Org: TestOrga
Domain: RB/FC

Same Scenario Prior: 0 Status: Cpen
Same Class Prior: 0 Due: —
Linked Cases: 0

Highlights: HRG = US; HRG List = P7C; HRG Trans Amt = USD 432 000.00; HRG Trans Ct=7

[l Take an Action

Reviews:

Cinternally* [1with Account Representative™
[ With Manager® [ With Other

Update:

[ Closed Account® [ Generate CTR

[l Generate UK SAR [CIFiled CTR

[IFiled US SAR [IFiled UK SAR

[F1 Recommend SAR [ Generate 5G STR

Follow-Up:

[ Awaiting Response [ Further Analysis Required
Close:

[JPromote to Case [ withheld Action®

[ Close and Suppress-Enter Date* [IClose and Suppress 1 month*
= =

Figure 18. Alert Actions Page

6. Enter comments in Comment text box in the Alert Action page

[E Add a Comment

) comment is required for the selected action(s)
Select a standard comment.

Response

[ Awaiting Response
| Type your comments in the Comment text area.

test
[E3 Add An Attachment
Click the Browse button to select a file to attach. Provide a name in the Name text box. Click on the Attach File button to attach the file.
Choose a File to Attach: Current File Attachments:
File: | | (Browse. )

Display Name: | |

Remove File

Save the changes you have made.

Figure 19. Comments Entered in Alert Action Page

7. Click Save. A confirmation message box displays. Click OK in the Confirmation message box (Figure 20). The
Regulatory Report page displays. The system passes the data to the OFSRR and displays a positive
acknowledgement (Figure 27).

essage from webpage

€ ouhave requested to apply the following actions, comments and attachments to 1 alerts,
Actions: Recommend AR
Comment; test
Status: Open

Wiould you like to save these actions?

Figure 20. Confirmation Message Box
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igation Support Reports Advanced Preferen Regulatory Reporting Logout

investigation > Search > List > Alert > Aclions > Regulatory Reporting

Click the Recommend Regulatory Report to pass the Alert data.Select Done to return to the current Action Page.
Alert 163143
Action

Regulatory Reporting

Recommend SAR [ Recommend Regulatory Report |

Kiosk Investigation Investigation Support Research Reports Advanced Preferences Requlatory Reporting Logout

You logged in as test_supenisor at 13/02/2013 01:49:01
Last Successful Login: 13/02/2013 00:39-11
Last Failed Login- 11/10/2012 07:10:00

Message from webpape

] Data has been passed successfully to the Regulatory Repart
LY

Complete Regulatory Reporting and procee:

poyriaht Statement € 1996-2009 Qracle Financial Senvices Software. Inc

mantas_5.3_b11.01

Figure 21. Regulatory Reporting Page Displaying Positive Acknowledgment

8. Click Done in the Regulatory Reporting page (Figure 27). The Alert List page displays where the user can

verify the status of the alert under the Reg Rp# Status column.

Kiosk Investigation Investigation Support Research Reports Advanced Preferences

Regulatory Reporting Logout

Investigation > Search = List

Alertlist B

[/ Check Al &' Take Action £ Expand All

Prior
SC  Focus Scenarig Highlights Created Status Due RegRptStatus  Owner
O o AC MUKESH HRG Funds Transfers ~ HRG =US 30112012 Open ~—  Opened(SAR}  test supenisor 0 O

HRG List=p7Cc @

[Z] Check All & Take Action £ Expand All

Liet

No Data met the selected filter criteria. Please enter new filter criteria on the Alert and Case Search Page.

CL SCH Linked Cases ClsgAction Domains D
1

Alerts 1-1of1 B
Page:10of1

= RBIPC

Page: 1 0f1

Figure 22. Alert List Page

9. Login to Regulatory Reporting. The latest alert on which Recommend SAR action was taken displays on

Regulatory Reports List.
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ORACLE’ Financial Services Regulatory Reporting

Regqulatory Reporting

.. Welcome, rrssuper ) Wednesday, February 13, 2013

Reports SAR >> Regulatory Reports List

= Search LCp Gol| ¢ Reset

+ Regulatory Reports (1)

132 Expand Al | [E], Export to Excel
Report Name
ACFTNEXTENCU0 002 3201 31 046575342 SAR AMEA 163143

Status. | =

‘ Jurisdiction | =

Report Hame |

SSHEINTIH ‘

Subject Hame | ]

CreatedDateFrom [ |mpE W[ Fe

AlertiCase D (153143 ]

CreatedBy | &

Draft Report

Jurisdiction | Alert/Case ID | Subject Name Created Date | Created By E-File Reference | Ack Date

RAMAKOMAL 021132013 test_supe.. 32 = Open =

Figure 23. Regulatory Reports List Displaying the Report Generated from OFSBDP
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Creating a New Regulatory Report from OFSRR Application

Users mapped to the role of Analyst, Supervisor, and Super User can create new regulatory reports.
To create a new regulatory report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Create New
Regulatory Report. The Create New Regulatory Report page displays.

ORACLE Financial Services Regulatory Reporting i
¥, Welcome, rrssuper &) Wednesday, January 30, 2013

il 0

Regulatory Reports SAR > Create Hew Regulatory Report

Create New Report

Create New Report

Report Hame® | Corrected Report® | 3
Report Type  SAR Domain 1 [ gny v
domain2 | ol Domain3 | v
Domain4. | v Domain5 | v
Internal ControliFile Number |
Created On  01/20/2013 01:06:49 PM Created by RRSSUPER

Figure 24. Create New Regulatory Report Page

2. Enter the required information.
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The following table explains the fields in Create New Report page.
Table 8. Fields in Create New Report Page

Field Name Description

Report Name Enter the report name.

Note: The report name can have a maximum of 60 characters. If you
enter more than 60 characters for report name, the following message
displays: Number of characters exceeded.

Corrected Report Select whether the report is corrected or not from the drop-down list.

Note: Corrected report is a term used by FinCEN to identify a report
that was previously submitted but is being resubmitted with
modifications to correct the earlier provided information. A corrected
SAR must reference the previously submitted SAR by virtue of the
BSA ID of the previous SAR.

Report Type Displays the report type.

Note: The application supports generation of US SAR, hence the value
for report type is defaulted to SAR.

Domain 1 Select Domain 1 from the drop-down list.

Note: The Domain 1 through Domain 5 fields allow a user to associate
security attributes to the case being created, which can be used to
control access to the case. For example, OFSRR requires that Domain
1 always be associated with a business Jurisdiction. The specific
jurisdiction values that will be available in the drop-down are defined at
the firm level. Once a jurisdiction is assigned to a newly created report,
only users with access to that jurisdiction will be able to see and work
on the report.

Domain 2 Select Domain 2 from the drop-down list.

Note: Domain 2 through Domain 5 can be associated with other
attributes such as business domains or organizations. When assigned
to a report at creation, these can also be used to control access.

For information on how your firm is using Domain 2 through Domain 5,
please contact your system administrator.

Domain 3 Select Domain 3 from the drop-down list.
Domain 4 Select Domain 4 from the drop-down list.
Domain 5 Select Domain 5 from the drop-down list.
Internal Control/File Number Enter the internal control/file number.

Note: This will be the Alert or Case ID from OFSBDP if the reports is
auto-generated from OFSBDP. For manually created reports, clients
will have the option to provide an internal control/file number to the

new report.
Created On Displays the date and time of report creation.
Created By Displays the user who created the report.

3. Click Save. The following message displays: .Add Operation Successful.
4. Click OK. The Create New Report page displays.

Note: To exit the Create New Report page, select Regulatory Reports or File Regulatory Reports from the
Regulatory Reports-SAR primary menu.
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Submitting Regulatory Reports

This process involves the following steps:
® [Entering Report Details

® Submitting the Report Details for Approval/Requesting for Approval
Entering Report Details

The Regulatory Report Details allows users with appropriate rights to enter or update report information.
For more information on User Roles, refer to Tuble 2 "User Roles,” on page 4.
You must enter the report details in the tabs present in the Regulatory Report Details.

Following are the tabs in the Regulatory Report Details:
e Tiling Institution Information
e Fin Inst Where Activity Occurred
® Suspicious Activity Information
® Subject Information
® Documents
® Narrative
e Audit

Note: All the fields in the Regulatory Report Details tabs have some numbers preceding the field labels. These
numbers correspond to the numbers of the fields as they appear in FinCEN's SAR PDF that is used for discrete
filing.

Managing Filing Institution Information

The Filing Institution Information page is the default page for the Regulatory Report Details. This tab allows you to
enter the filing institution details.

This tab provides details about the filing institution which is reporting the suspicious activity. There can be only one
filing institution reporting the suspicious activity.
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(ORACLE’ Financial Services Regulatory Reporting

Welcome, rrssupe

Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

§ Request For Approval | % Close | Add Comments | li Draft Report
Report Context

[-] Report lame:  CUTRUSTFTMCU-101-10122012184725581 Report Status:  Open
Jurisdiction:  AMEA Alert'Case ID: CA161869 Report Type: SAR
Created By: case_supenvisor Last Modified By: RRSSUPER Report Generated by:
Created Date: 10/12/2012 06:57:40 Last Modified Date: 12/21/2012 02:24:34 Report Generated Date:
BSAID:

[E] save | & Reset

78. Filing Institution Name* [ Thom Kobs £ 78. Primary Federal Regulator®

1. TIN Type* g 80. TIN®
82. Type of Fin Inst*

82. Other Desc
83. Type of Securities and Futures

o 83.Other Desc |7
Institution

84.FinInst 1D

84. Financial Institution Identification Type

90. Alternate Name

86. City*

85. Address”

5 87. State* |1
38. Postal Code® 89. Country* |1 N
8. Filing Inst Contact Offics’ 55454363 | 97. Filing Inst Contact Num* (1154564156 Ban [
1.Type of Filing [ nital rsport v 1.1s this a continuing activity report? ¢~ g £ Yes
1.Is this ajoint report? ¢~ Mg £ Yes Prior Report Doc Humber []Unknown | |

91. Internal Control/File Humber ‘CME‘\ESB ‘

Figure 25. Filing Institution Information Tab - Edit Mode
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Components of Filing Institution Information Tab

The following table explains the fields in the Filing Institution Information Tab.

Table 9. Fields in the Filing Institution Information Tab

Field Name

Description

Filing Institution Name

Select the financial institution name from the drop-down list. All the
related fields displaying the filing financial institution details get
auto-populated on selection of Filing Institution name and will
display as not editable.

Note: A firm may have one or more than one legal entity under
which they file regulatory reports. The values available in the Filing
Institution Name drop-down are defined by each client during
installation. The system administrator enters the data into the
database where it can be selected by the user on the User
Interface. This is handled during installation by the excel upload
of data. For more information on Excel Upload refer to Oracle
Financial Services Regulatory Reporting Administration Guide.

Primary Federal Regulator

Displays the primary federal regulator.

TIN Type

Displays the TIN type.

TIN

Displays the TIN number.

Type of Financial Institution

Displays the type of financial institution.

Other Description

Displays any additional information about the type of financial
institution.

Type of Securities and Futures Institution

Displays the type of securities and futures institution.

Other Description

Displays any additional information about the type of securities and
futures institution.

Financial Institution ID

Displays the ID of the financial institution involved in the suspicious
activity.

Financial Institution Identification Type

Displays the financial institution identification type.

Alternate Name

Displays the alternate name of the financial institution.

Address Displays the address of the financial institution.

City Displays the City where the financial institution is located.
State Displays the State where the financial institution is located.
Postal Code Displays the postal code of the financial institution.

Country Displays the Country where the financial institution is located.

Filing Institute Contact Office

Displays the filing institution contact office name.

Filing Inst Contact Number

Displays the filing institution contact number.

Extension

Displays the extension of the filing institution.
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Table 9. Fields in the Filing Institution Information Tab

Field Name Description

Type of Filing Select the type of filing from the drop-down list.
Following are the values possible for type of filing:
® Corrected/Amend Prior Report: Corrected report is a term

used by FinCEN to identify a report that was previously
submitted but is being resubmitted with modifications to correct
earlier provided information. A corrected SAR must reference
the previously submitted SAR by virtue of the BSA ID of the
previous SAR.

® Initial report: Initial report is a term used by FinCEN to identify
a report that is submitted to the FInCEN for the first time.

Is this a Continuing Activity Report Select whether the report is a continuing report.

Note: Continuing Activity reports are SARs that are reporting on
additional and continuing behavior as related to one or more
previously submitted SARs on the same subjects. If a SAR is
designated as a Continuing Activity report then the user must
provide the Prior BSA Number of the previously filed report.

Is this a Joint Report Select whether the report is a joint report.

Note: A Joint Report is when the SAR being filed by the current
institution is done jointly in cooperation with another financial
institution.

Prior Report Doc Number Enter the prior report document number.

Note: Prior Report Doc Number refers to the unique identifier
assigned to a report that has been submitted to the regulatory body.
This field is applicable when filing a continuing activity, corrected or
supplemental report on a previously submitted report. Select
unknown check box if the prior report document number is unknown.

Internal Control/File Number Enter the internal control/file number.

Note: This will be the Alert or Case ID from OFSBDP if the reports
is auto-generated from OFSBDP. For manually created reports,
clients will have the option to provide an internal control/file
number to the new report.
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Entering Filing Institution Information

To enter details about the filing institution information, follow these steps:

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report Name. The RR Details display (Figure 9).
Click Filing Institution Information tab. The Filing Institution details display.

Enter the required information. For more information on the fields in Filing Institution Information tab, refer
to Table 9.

Click Save. The following message displays: Update Operation Successful.
Click OK. The Filing Institution Information page displays.

Note: If you click Reset, the unsaved data is reset to the last saved value in the Filing Institution
Information page.

Editing Filing Institution Information

To edit details about the filing institution information, follow these steps:

1.

A A A

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report Name. The RR Details display (Figure 9).

Click Filing Institution Information tab. The Filing Institution details display.
Modify the required information in the fields in the Filing Institution Information tab.
Click Save. The following message displays: Update Operation Successfil.

Click OK. The Filing Institution Information page displays.

Note: If you click Reset, the unsaved data is reset to the last saved value in the Filing Institution
Information page.

You cannot edit the report details when the report is in View mode. Action buttons, such as Save and Reset, are
hidden in the Filing Institution Information tab when the report is in View mode.
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ORACLE Financial Services Regulatory Reporting

&, Welcome, rrssuper #) Wednesday, January 30, 2013 i Aal ] Logout

™ i

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

Add Comments | @ Draft Report
Report Context

o Report Name: ACFTNITRSTAC-03-01172013141915813 Report Status: Filed
Jurisdiction:  AMEA AlertiCase ID: 163161 Report Type: SAR
Created By: test_superisor Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date: 01/17/2013 02:38:08 Last Modified Date:  01/18/2013 03:23:15 Report Generated Date: 01/18/2013 03:21:01

BSAID: 31000014802713

" Filing Institution Information

79. Filing Institution Name* Thom Kobs 78. Primary Federal Regulator* Commodities Futures Trading Commission (CFTC
81.TIN Type* EIN 80.TIN® 123455789
82. Type of Fin Inst*  Casino/Card Club 82. Other Desc Desc
83. Type of Securities and Futures CPO/CTA, Clearing broker-securities, Futures 83. Other Desc  Tet
Institution  Commission Merchant
84.FininstID 12344544 84. Financial Institution Identification Type CRD number
90. Alternate Name  AltName 85. Address® Address of Filing Inst
8. City" City of Filing 87. State* Alaska
88. Postal Code* 5624 89. Country® AFGHANISTAN
96. Filing Inst Contact Office* aaaa 97. Filing Inst Contact Num* 11111 Extn —
1. Type of Filing  Initial report 1.1s this a continuing activity report?
1. s this a joint report? Prior Report Doc Humber Unknown

91. Internal Control/File Humber 163161

Figure 26. Filing Institution Information Tab- View Mode

Managing Financial Institution Where Activity Occurred

The Financial Institution where Activity Occurred tab captures the data of the financial institution where the
suspicious activity has occurred and also the associated branches of the financial institution that are involved in the
suspicious activity.

Select the Fin Inst Where Activity Occurred tab. The page refreshes and displays the Financial Institution Where
Activity Occurred grid. The Financial Institution details of the first record is auto-populated down the grid. The
auto-populated pane has a left hand side (LHS) menu with Financial Institution Details and Branch Details options.

This page allows you add, edit or delete details about the financial institution where activity occurred and branch
details.

Note: The Internal Control/File Number field displays in the Financial Institution Where Activity Occurred tab
only in View mode. Editing or entering a value for this field must be done from the Financial Institution
Information tab.

The Validate button in this tab checks for any missing mandatory information.
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The following table explains the columns in Financial Institution Where Activity Occurred grid.

Table 10. Columns in Financial Institution Where Activity Occurred Grid

Field name Description

Financial Institution Name Displays the name of the financial institution.

Type Displays the type of financial institution.

Primary Federal Regulator | Displays the primary federal regulator.

State Displays the State in which the institution involved in the suspicious activity
is located.

Country Displays the Country in which the institution involved in the suspicious

activity is located.

Financial Institution Code Displays the financial institution code assigned to the institution involved in

the suspicious activity.

ORACLE Financial Services Regulatory Reporting

.5, Wielcome, rrssuper 8 Wednesday, January 30, 2013

Regulatory Repol

-] Report Name:
Jurisdiction:

Created By:

Created Date:

BSA ID:

AMEA
case_supervisor
101212012 06:57:40

#7] Add | 4 Edit| @ Delete | g validate
W | Financial Inst Name Type

% CETEIETEN

H 53. Legal name of the Fin Inst
“--- 1§82 Branch Details

47. Type of Fin Inst*
Fin Inst Code*

51. Fin Inst ID Type

55. TIN

49, Type of Gaming Inst
50. Type of Securities and
Futures Inst

57. Address

59. State

61. Country

63. Loss to Fin Inst

CUTRUSTFTNCU-101-10122012184725581

Fin Inst Where Activity Occurred

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

§ Request For Approval | % Close | % Add Comments | @ Draft Report
Report Context

Report Status:
Report Type: SAR
Report Generated by:

AlertiCase ID: CA161869
Last Modified By: RRSSUPER
Last Modified Date:  12/21/2012 02:24:34

Report Generated Date:

Open

+ Financial Institution Where Activity Occurred (1)

Primary Federal Regulator| State Country

ABC BANK FUNDS DIV 54. Alternate Name
= 47. Other Desc
456 48. Primary Federal Regulator*
= 51. Fin Inst 1D Num
= 56. TIN Type
= Other Desc
- Other Desc

21 5TH AVEMOUNT COLONY
Alabama

AFGHANISTAN

B 52. Role

58. City
60. Postal Code

§2. Internal Control/File Humber

Fin Inst Code

Internal Revenue Service (IRS)

NEW YORK
2158
CA161869
Faying location

Figure 27. Fin Inst Where Activity Occurred Tab - Edit Mode
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Adding Financial Institution where Activity Occurred

To add information about the financial institution where activity occurred, follow these steps:

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Fin Inst Where Activity Occurred tab.

Click Add in the Financial Institution Where Activity Occurred grid. The Financial Institution Where Activity
Occurred pop-up window displays.

= Financial Institution Where Activity Occurred - Windows Internet Explorer

63. Loss to Fin Inst ‘ 52.Role | e

53. Legal name of the Fin Inst E 54, Alternate Hame

47. Type of Fin Inst* 47. Other Desc

Fin Inst Code* 48. Primary Federal Regulator

51. Fin Inst 1D Type 51. Fin Inst ID Hum

55.TIN 56. TI Type

49. Type of Gaming Inst Other Desc

50. Type of Securities and Futures Other Desc
Inst

57. Address 58. City

59. State 60. Postal
61. Country

Save Clear Close

Figure 28. Financial Institution Where Activity Occurred Pop-up Window

5.

Enter the required information.

For more information on the fields in the Financial Institution Where Activity Occurred pop-up window, refer
to Table 11 "Fields in Financial Institution where Activity Occurred,” on page 39.

Click Save. The following message displays: Update Operation Successfil.
Click OK.
Click Close to close the Financial Institution Where Activity Occurred pop-up window.

Note: If you click Clear, all the fields are set to default values, that is blank.
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Components of Financial Institution Where Activity Occurred Pop-up Window

The following table explains the fields in the Financial Institution Where Activity Occurred pop-up window.

Table 11. Fields in Financial Institution where Activity Occurred

Field name

Description

Loss to Financial Institution

Enter the loss incurred during the suspicious activity.

Role

Enter the role of the financial institution in the suspicious activity.

Note: These are values as defined by FInCEN. Role refers to the role
played by the institution in the suspicious activity when certain product
types or instruments/payment mechanisms were used in the activity.

Role is a drop-down list with the following options:

® Paying Location: The financial institution is considered to have played
the role of Paying Location if the customer received payment from the
institution for the products or instruments recorded on the SAR.

® Selling Location: The financial institution is considered to have played
the role of Selling Location if the customer purchased products or
instruments from the institution.

® Both a and B: You must select Both a and b if the financial institution
was both a paying and selling location for the products or instruments
recorded on the SAR.

Legal name of the Financial
Institution

Select the legal name of the financial institution from the drop-down list.

Note: All other information except loss of financial institution and role gets
auto-populated on selection of this field and are not editable.

Alternate Name

Displays the alternate name of the financial institution.

Type of Financial Institution

Displays the type of financial institution.

Other Description

Displays any additional information about the type of financial institution.

Financial Institution Code

Displays the financial institution code.

Primary Federal Regulator

Displays the primary federal regulator.

Note: Primary Federal Regulator is the state or federal regulatory agency
that is the primary supervising entity of a financial institution.

Financial Institution ID Type

Displays the financial institution ID type.

Financial Institution ID Number

Displays the financial institution ID number.

TIN

Displays the TIN number.

TIN Type

Displays the TIN type.

Type of Gaming Institute

Displays the type of gaming institute.

Other Description

Displays any additional information about the type of gaming institute.

Type of Securities and Futures
Institution

Displays the type of securities and futures institution.

Other Description

Displays any additional information about the type of securities and futures
institution.

Address Displays the address of the financial institution where the suspicious activity
occurred.

City Displays the City in which the institution involved in the suspicious activity is
located.

State Displays the State in which the institution involved in the suspicious activity

is located.
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Table 11. Fields in Financial Institution where Activity Occurred

Field name Description

Postal Displays the postal code of the financial institution.

Country Displays the Country in which the institution involved in the suspicious
activity is located.
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Editing Financial Institution Where Activity Occurred Details

To edit details about the financial institution where activity occurred, follow these steps:

1.

S B T o

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click Fin Inst Where Activity Occurred tab. The Financial Institution where Activity Occurred grid displays.
Select the check box of the Financial Institution where Activity Occurred record you want to modify.

Click Edit. The Financial Institution Where Activity Occurred pop-up window displays.

Modify the necessary information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The Financial Institution where Activity Occurred pop-up window displays.

Note: Click Close in the Financial Institution Where Activity Occurred pop-up window. The changes
made are displayed in the Financial Institution Where Activity Occurred grid.

Deleting Financial Institution Where Activity Occurred

To delete details about the Financial Institution Where Activity Occurred, follow these steps:

1.

»

N s

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click Fin Inst Where Activity Occurred tab. The Financial Institution Where Activity Occurred grid lists all
the details of the financial institution where activity occurred.

Select the check box of the financial institution you want to delete.

Click Delete. The following message displays: Are you sure you want to delete this record?
Click OK. The following message displays: Delete Operation Successful.

Click OK. The Financial Institution Where Activity Occurred grid displays.
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Branch Details

The Branch Details LHS menu displays the branch data of the currently selected financial institution involved in the
suspicious activity.

The following table explains the columns in Branch Details grid.

Table 12. Columns in Branch Details Grid

Field Name Description

Branch Code Displays the branch code.

Address Displays the address details of the branch.

City Displays the city where the branch is located.
State Displays the State where the branch is located.
Postal Code Displays the zip code where the branch is located.
Country Displays the Country where the branch is located.

RSSD ID Number Displays the RSSD number of the branch.

Note: RSSD ID number is a unique identifying number assigned by the Federal Reserve for all
financial institutions, main offices, and branches. RSSD specifically refers to the assigned
identifier for Research, Statistics, Supervision, and Discount identification humbers.

Branch Role Displays the role of the financial institution branch in the suspicious activity.

Note: These are values as defined by FInCEN. Role refers to the role played by the institution
in the suspicious activity when certain product types or instruments/payment mechanisms
were used in the activity.

Role is a drop-down list with the following options:

® Paying Location: The financial institution is considered to have played the role of Paying
Location if the customer received payment from the institution for the products or instruments
recorded on the SAR.

® Selling Location: The financial institution is considered to have played the role of Selling
Location if the customer purchased products or instruments from the institution.

® Both a and B: You must select Both a and b if the financial institution was both a paying and
selling location for the products or instruments recorded on the SAR.
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ORACLE Financial Services Regulatory Reporting i
. Welcome, rrssuper H! Wednesday, January 30, 2013

Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

§ Request For Approval | % Close | % Add Comments | @ Draft Report
Report Context

e Report Hame: CUTRUSTFTNCU-101-10122012184725581 Report Status: Open
Jurisdiction:  AMEA AlertiCase ID:  CA161869 Report Type:  SAR

Created By: case_supenisar Last Modified By: RRSSUPER Report Generated by:

Created Date:  10/12/2012 06:57:40 Last Modified Date:  12/21/2012 02:24:34 Report Generated Date:

BSAID:

%] Fin Inst Where Activity Occurred

+ Financial Institution Where Activity Occurred (1)

#] Add | 4 Edit| @ Delete | EG Validate
| | Financial Inst Name Type Primary Federal Regulator | State Country Fin Inst Code

%ﬁ Financial Institution

«
>
@ ~ Branch Information (1}

[ Expand All | #7] Add | 4] Edit | ) Delete| []If NoBranch Involved, check this box
W | Branch Code Address City State Postal Code Country RSSDID Number Branch Role
0 1021 = NEW YORK Idaho 3124 = = Both

Figure 29. Branch Details - Edit Mode

If there is no branch involved in the suspicious activity, check If no Branch Involved, check this box in the Branch
Information grid. It is mandatory to either select the No branch involved check box or add branch details to the
repott.

Note:

1. If there are no branch details added and also the No Branch Involved check box is not checked, the following
message displays on validation: You must either select a branch for this SAR or indicate No Branch Involved.

2. If you try to add branch information when the No Branch Involved field is checked, the following message
displays: You have indicated that no branch is involved. You must unselect that option before adding a branch.

3. If you select the check box for No Branch Involved when there are existing records on the grid, the following
message displays: You have selected No branch involved with branch records already present. Click OK to continne and delete
all existing branch records or Cancel to cancel the selection.

If you select OK, the No Branch Involved check box will be marked and permanently deletes all the existing
branch details.

Adding Branch Details

To add branch data about the financial institution involved in the suspicious activity, follow these steps:
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2.
3.
4.
5.

{= Add a New Branch - Windows Internet Explorer, g|§|§

Branch Code* =

. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory

Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click Fin Inst Where Activity Occurred tab.

Click Branch Details in the LHS menu. The Branch Information grid displays.

Click Add. The Add a New Branch pop-up window displays.

65. Address

67. City

68. State

69. Zip Code

70. Country*

66. R5SD No
64, Role W

[ save | [ clear | [ Clase |

Figure 30. Add a New Branch Pop-up Window

6.
7.
8.

Enter the required information.
Click Save. The following message displays: Update Operation Successful.
Click OK. The branch details are saved.

If you click Clear, the details in the Add a New Branch pop-up window is reset to blank values. Click Close to
close the Add a New Branch pop-up window.

Note: When you click @ after entering the branch code in the Add a New Branch pop-up window, all
the related information gets auto-populated (except role) and is not editable. Clicking the search icon
validates that the branch code entered is a valid branch for your institution.

Note: If you try to save the details in the Add a New Branch pop-up window without first identifying the
branch, the following message displays: Please select a Branch before saving.

Editing Branch Details

To edit branch data about the financial institution involved in the suspicious activity, follow these steps:

1.

A A

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click Fin Inst Where Activity Occurred tab.

Click Branch Details in the LHS menu. The Branch Information grid displays.

Select the branch details you want to edit.

Click Edit. The Add a New Branch pop-up window displays.
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7.
8.
9.

Modify the required information.
Click Save. The following message displays: Update Operation Successful.
Click OK. The page is refreshed and displays the modified data.

Deleting Branch Details

To delete branch data about the financial institution involved in the suspicious activity, follow these steps:

1.

S B N T e

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click Fin Inst Where Activity Occurred tab.

Click Branch Details in the LHS menu. The Branch Information grid displays.

Select the branch details you want to delete.

Click Delete. The following message displays: Are you sure you want to delete this record?

Click OK. The following message displays: Delete Operation Successful.

Click OK. The branch details are deleted.
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You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Edit, and Delete,
are hidden in the Branch Information grid when the report is in View mode.
ORACLE’ Financial Services Regulatory Reporting

. Welcome, rrssuper 8 Wednesday, January 30, 2013 @ 2a g Logout
i it -_

Regulatory Reports SAR >>

Regulatory Reports List >>

Report Details

Add Comments | li Draft Report

Report Context

° Report Hame: ACFTMITRSTAC-03-01172013141915813
Jurisdiction:  AMEA

Report Status: Filed
AlertiCase ID: 163161 Report Type: SAR
Created By: test_supenisor Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date:  01/17/2013 02:38:08 Last Modified Date: 01/18/2013 03:23:15
BSAID: 31000014802713

Report Generated Date:  01/18/2013 03:21:01

T T ™ ¥ Fin inst Where Activity Occurred

+ Financial Institution Where Activity Occurred (1)

W | Financial Inst Hame

Type Primary Federal Regulator | State Country Fin Inst Code
[

(*"% Financial Institution .. k|

>
1____@ Branch Details » Branch Information (0}
[2] Expand All | If Mo Branch Invelved, check this box.

Figure 31. Branch Details - View Mode
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You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Edit, Delete, and
Validate, are hidden in the Financial Institution Where Activity Occurred grid when the report is in View mode.

ORACLE Financial Services Regulatory Reporting

jednesday, January 30, 2013 0 Al g Logout

Regulatory Reporting

=, Welcome, rrssuper

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

Add Comments | li Draft Report

Report Context

° Report Hame: ACFTMITRSTAC-03-01172013141915813
Jurisdiction:  AMEA

Report Status: Filed
Report Type: SAR
Report Generated by: RRSSUPER
Report Generated Date:  01/18/2013 03:21.01

Alert/Case ID: 163161
Last Modified By: RRSSUPER
Last Modified Date: 01/18/2013 03:23:15

Created By: test_supenvisor
Created Date:  01/17/2013 02:38:08
BSAID: 31000014802713

%] Fin Inst Where Activity Occurred

+ Financial Institution Where Activity Occurred (1)

W | Financial Inst Name Type Primary Federal Regulator | State Country Fin Inst Code

.Y Financial institution_ [N

---- i Branch Details

53. Legal name of the Fin Inst
47. Type of Fin Inst*

FinInst Code* 123 43. Primary Federal Regulator®  Federal Deposit Insurance Corporation
(FDIC)
51.FinInstID Type  — 51.FinInst D Hum -
85.TIN 123456788 56. TIN Type EIN
49, Type of Gaming Inst  — Other Desc -
50. Type of Securities and Clearing broker-securities Futures Other Desc -
Futures Inst  Commission MerchantHolding
company,Introducing broker-
commodities, Intreducing broker-securities
57. Address 45 PARK LANE DRIVE 58. City CHARLOTTE
59. State  New Jersey 60. Postal Code 5712
1. Country AFGHANISTAN 62. Internal Controlifile Number 163161

§3. Loss to Fin Inst

ABC BANK CC DIV
Depository institution

54. Alternate Name
47. Other Desc

52. Role

Figure 32. Financial Institution where Activity Occurred Tab — View Mode

Managing Suspicious Activity Information

The Suspicious Activity Information tab lists all the suspicious activity related information such as Activity
Classification, Law Enforcement Agency details, Additional Information related to suspicious activity, and so on.

This tab displays the following options in the LHS menu:
® Suspicious Activity Details

® Activity Classification

Law Enforcement Agency Details

Additional Information
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Suspicious Activity Details

You can add details about the suspicious activity in the Suspicious Activity Details pane. This pane is displayed by
default.

Adding Suspicious Activity Details

To add details about the suspicious activity, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Suspicious Activity Information tab.
4. Click Suspicious Activity in the LHS menu. The Suspicious Activity details display.

The following table explains the fields in Suspicious Activity details pane.

Table 13. Fields in Suspicious Activity Details Pane

Field Name Description

Activity Date From Enter the date on which the suspicious activity is believed to have started.
To Enter the date on which the suspicious activity is believed to have ended.
Amount Enter the amount involved in the suspicious activity.

Cumulative Amount Enter the cumulative amount involved in the suspicious activity.

Note: Cumulative Amount must be populated only if the report is a
Continuing Activity Report.

Amount Unknown/no Select amount unknown or no amount involved from the drop-down list.

Amount Note: Select amount unknown if the amount involved in suspicious activity
is unknown.

Note: Select No amount involved if there is no amount involved in the
suspicious activity.

5. Enter the required information.
6. Click Save. The following message displays: Update Operation Successful.

Note: If you click Reset, the page is refreshed and displays the last saved suspicious activity details.

7. Click OK. The suspicious activity details are saved.
If you try to perform Request for Approval action on the report, without entering Suspicious Activity Amount or
without indicating that there is no amount involved or amount is unknown, the following message displays: Ezzber
Amount or Amonnt Unknown/ No Amount field should be entered in suspicious activity information.

If you specify an amount and also select No Amount Involved or Amount Unknown in the Suspicious activity details
pane, the following message displays: When no amount is involved or is unknown, then amount should not be entered.
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ORACLE’ Financial Services Regulatory Reporting

Regulatory Reporting

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

g Request For Approval | % Close | Add Comments | a Draft Report

Report Context

° Report Name: CUTRUSTFTNCU-101-10122012184725581 Report Status: Open
Jurisdiction:  AMEA AlertiCase ID:  CA161859 Report Type: SAR
Created By: case_supervisor Last Modified By: RRSSUPER Report Generated by:
Created Date: 10/12/2012 06:57:40 Last Modified Date:  12/21/2012 02:24:34 Report Generated Date:
BSAID:

Suspicious Activity Information

B Activity Classification [ Save | & Reset
& Law Enforcement & 27. Activity Date From* [11/05/2012 m&E

£ Additional Information To [1113i2012 =&
2. Amount 1500 |

~|
Hote: Cumulative Amount should be populated only if this report is a Continuing Activity Report

28. Cumulative Amount

26. Amount Unknown/No Amount

L«

Figure 33. Suspicious Activity Details Tab - Edit Mode
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Activity Classification

Select Activity Classification from the LHS menu to view the Activity Classification pane. This section provides
options to describe the type of suspicious activity such as Fraud, Terrorist financing, Insurance, Casinos, and so on.

When selected, Activity Classification displays the following classification categories:

Structuring

Terrorist Financing

Fraud

Casinos

Money Laundering

Identification/Documentation

Other Suspicious Activities

Insurance

Secutities/Futures/Options

Mortgage Fraud

Were any of the following product type(s) involved in the suspicious activity?
Were any of the following instrument type(s)/payment mechanism(s) involved in the suspicious activity?

Within each category there are options to select specific behavior that indicate why it was felt the suspicious
activity could be considered Structuring or Terrorist Financing and so on. Review the options within each cat-
egory and select one or more that best describe the activity being reported.

Each of these classifications in the Activity Classification LHS menu contains subtypes. You can check all the
options applicable to the suspicious activity.

If you select Other from the activity classification list, you must enter a description of the activity classification
in the Other field.

If you click Save, all the details in Activity Classification pane are saved and if you click Reset, the fields in the
pane are reset to the last saved values.
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ORACLE' Financial Services Regulatory Reporting

¥, Welcome, rrssuper

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

§ Request For Approval | % Close | % Add Comments | @ Draft Report

° Report Name: CUTRUSTFTNCU-101-10122012184725581
Jurisdiction:  AMEA
Created By: case_supervisor
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BSAID:
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a

Figure 34. Activity Classification — Edit Mode
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Law Enforcement Agency Details

Select Law Enforcement Agency Details from the LHS menu to view the Law Enforcement Agency Details pane.
You can update the Law Enforcement Agency details contacted by the firm regarding the suspicious activity in this
pane.

The following table explains the fields in the Law Enforcement Agency Details.
Table 14. Fields in the Law Enforcement Agency Details

Field Name Description

LE Contact Agency Enter the law enforcement contact agency.

LE Contact Name Enter the law enforcement contact name.

Contact Number Enter the contact number of the law enforcement agency.

Extension Enter the extension number of the law enforcement agency.

LE Contact date Select the date on which the law enforcement agency was contacted.

Note: If you click Save, all the details in Law Enforcement Agency pane are saved and if you click Reset, the
tields in the pane are reset to last saved values.

ORACLE’ Financial Services Regulatory Reporting

. Welcome, rrssuper 8 Wednesday, January 30, 2013
B e

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

@ Request For Approval | I% Close | Add Comments | E% Draft Report

Report Context

o Report Name: CUTRUSTFTNCU-101-101220121247255281 Report Status:  Open
Jurisdiction: AMEA AlertiCase ID: CA161889 Report Type: SAR

Created By: case_supenisor Last Modified By: RRSSUPER Report Generated by:

Created Date: 10/12/2012 06:57:40 Last Modified Date:  12/21/2012 02:24:34 Report Generated Date:

BSA ID:

m ‘Suspicious Activity Information

==~ @ Suspicious Activity ... 1 =
'———E Activity Classification B save | 4 Reset
B 82.LE Contact Agency  [LE Agency ]
L--- [ Additional Information 93. LE Contact Hame L E Name ]
94. Contact lumber (4454588 |
Extn (24554 |
95. LE Contact Date [11/13/2012 | = &

Ll

Figure 35. Law Enforcement Agency Details — Edit Mode
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Additional Information

Select Additional Information from the LHS menu to view the Additional Information pane. You can add any
additional information about the suspicious activity that has been identified.

Additional information includes specifics regarding any of the following that may have been involved in the activity

being reported.
Following are the types of additional information:

Commodity Type: If a commodity is involved in the suspicious activity this should be used to record the
commodity type involved. Multiple commodity types should be reported if more than one commodity type is
involved in the suspicious activity.

Product/Instrument Description: If a product or instrument/payment mechanism has been indicated as
part of the suspicious activity, this should be used to provide a more detailed description of the product or
instrument involved. Multiple descriptions should be completed if more than one product or instrument type
is reported.

Market Where Traded: If a transaction involving a commodity has been indicated as part of the suspicious
activity, this should be used to provide the three to five letter code for the market where the commodity was
traded. Multiple market codes should be recorded if multiple markets are involved in the activity.

IP Address: This should be used to provide the Internet Protocol (IP) Address of a computer involved in
the suspicious activity, if known. As many as 99 IP Addresses can be entered if known.

CUSIP Number: If any securities products such as stocks and bonds are involved in the suspicious activity,
this can be used to provide the CUSIP (Committee on Uniform Securities Identification Procedures) number
of those products. Multiple CUSIP numbers may be provided if there are multiple securities products
involved.

The Additional Information grid displays the additional information type and description fields.
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ORACLE Financial Services Regulatory Reporting

*, Welcome, rrssuper

Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details
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Report Context
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Figure 36. Additional Information — Edit Mode
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Adding Additional Information

To add additional information about the suspicious activity, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Suspicious Activity Information tab.

Click Additional Information in the LHS menu. The Additional Information grid displays.

AR

Click Add. The Additional Information pop-up window displays.

{2 Additional Infarmation - Windows Internat Explorer Q@ﬁ

Additional Information Type v

Description®

[ save | [ Clear | [ Close |

Figure 37. Add Additional Information Pop-up Window
6. Select the appropriate additional information type.
7. Enter the description.

Note: The description field in Additional Information pop-up window allows entering a maximum of 50
characters. As you begin entering the comments, the word count displayed below the description field
keeps decreasing. If you try to enter more than 50 characters in the description field, the following
message displays: Nuwmber of characters exceeded.

8. Click Save. The following message displays: Update Operation Successful.
9. Click OK. The additional information details are saved.

Note: Click Clear to clear the data in the Additional Information pop-up window. and click Close to close
the additional information details.
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Editing Additional Information

To edit additional information, follow these steps:

1.

o e N w

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click Suspicious Activity Information tab.

Click Additional Information in the LHS menu. The Additional Information grid displays additional
information about the suspicious activity.

Select the additional information you want to edit.

Click Edit. The Additional Information pop-up window displays.
Modify the required information.

Click Save. The following message displays: Update Operation Successfil.

Click OK. The additional information details are saved.

Deleting Additional Information

To delete additional information, follow these steps:

1.

g N o w

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click Suspicious Activity Information tab.

Click Additional Information in the LHS menu. The Additional Information grid displays all the additional
information about the suspicious activity.

Select the additional information you want to delete.
Click Delete. The following message displays: .Are you sure you want to delete this record?
Click OK. The following message displays: Delete Operation Successful.

Click OK. The additional information details are deleted.
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You cannot edit the report details when the report is in View mode. Action buttons, such as Save and Reset, are
hidden in the Suspicious Activity Details when the report is in View mode.

ORACLE Financial Services Regulatory Reporting

% Welcome, rrssuper 8 Wednesday, January 30, 2013 i AA 3 Logout
Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

Add Comments | Sy Draft Report

Report Context

[-] Report lame:  ACFTMITRSTAC-03-01172013141915813
Jurisdiction:  AMEA

Created By: test_supervisor

Report Status:  Filed
AlertiCase ID: 153161 st

Last Modified By: RRSSUPER Report Generated by: RRSSUPER

Created Date:  01/17/2013 02:38:08 Last Modified Date:  01/18/2013 03:23:15 Report Generated Date:  (1/18/2013 03:21:01

BSAID: 31000014802712

1" suspicious Activity Information

& s
- B Activity Classification
: —--[f Law Enforcement 27. Activity Date From*  05/30/2003
-9 Additional Information To 0711072003
26, Amount 3001
28. Cumulative Amount —
26. Amount Unknownilio Amount
Note: Cumulative Amount should be populated only if this report is a Continuing Activity Report -

Figure 38. Suspicious Activity Details - View Mode
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You cannot edit the report details when the report is in View mode. Action buttons, such as Save and Reset, are
hidden in the Activity Classification pane when the report is in View mode.

ORACLE Financial Services Regulatory Reporting

Welcome, rrssuper 8 Wednesday, January 30, 2013 @ 2a g Logout

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

% Add Comments | E% Draft Report
Report Context

° Report Hame: ACFTMITRSTAC-03-01172013141915813
Jurisdiction:  AMEA
Created By: test_supenvisor
Created Date:  01/17/2013 02:38:08
BSAID: 31000014802713

Report Status: Filed
Report Type:  SAR
Report Generated by: RRSSUPER
Report Generated Date:  01/18/2013 03:21.01

Alert/Case ID: 163161
Last Modified By: RRSSUPER
Last Modified Date: 01/18/2013 03:23:15

us Activity Information

- & Suspicious Activity . 3

29 Structuring

gl civiy Ciassicaton|

Alters transaction to aveid BSA recordkeeping requirement d Multiple transactions below BSA recordkeeping threshold
E Law Enforcement A... Alters transaction to aveid CTR requirement e Multiple transactions below CTR threshold
'@Aﬂﬂ‘“ﬂﬂa‘ Information c Customer cancels transaction to aveid BSA reporting and 1 Suspicieus inquiry by customer regarding BSA reporting or
recordkeeping requirements recordkeeping requirements
z Other =

30 Terrorist Financing
Known or suspected terroristterrorist organization
Other =

~

31 Fraud (Type)

a ACH i Healthcare
b Business lean 9 Hail
c Check h Mass-marketing
d Consumerloan i Pyramid scheme
e CreditDehit Card i Wire
z Other =
32 Casinos
a | |Inquiry about end of business day ¢ | |Suspicious intra-casine funds transfers
b | |Minimal gaming with large transactions d | |Suspicious use of counter checks or markers
z Other el
33 Money Laundering
a Exchange small bills for large bills or vice versa [:] Suspicieus receipt of government payments/benefits
b Suspicien concerning the physical condition of funds h Suspicious use of multiple accounts
c Suspicion concerning the source of funds i Suspicious use of nencash monetary instruments
d Suspicieus designation of beneficiaries, assignees or joint owners i Suspicieus use of third-party transactars (straw-man) ;I

Figure 39. Activity Classification - View Mode
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You cannot edit the report details when the report is in View mode. Action buttons, such as, Save and Reset, are
hidden in the Law Enforcement Agency Details when the report is in View mode.

ORACLE Financial Services Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

-] Report Hame:

Jurisdiction:
Created By:
Created Date:
BSA ID:

Add Comments | Sy Draft Report

test_15918753

ENT

RRESAMALYST
12/20/2012 07:14:23
31000004343470

Alert/Case ID:
Last Modified By: RRSSUPER
Last Modified Date:  01/30/2013 01:44:55

-~ Suspicious Activity 3
E Activity Classification Save | 2 Reset
: @ Law Enforcement A...|

-9 Additional Information

Extn
95. LE Contact Date

92. LE Contact Agency
93. LE Contact Name
94. Contact Humber

1" suspicious Activity Information

555
WWWW
1111

111
12i02/2012

. Welcome, rrssuper &) Wednesday, January 30, 2013

Report Status:
Report Type:

Report Generated by:
Report Gensrated Date:

Report Context

E-File Generated
SAR

RRSSUPER
01/20/2012 01:44:55

i AA 3 Logout

Figure 40. Law Enforcement Agency Details - View Mode
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You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Edit, and Delete,
are hidden in the Additional Information grid when the report is in View mode.

ORACLE Financial Services Regulatory Reporting

. Welcome, rrssuper ) Wednesday, January 30, 2013 @ 2a g Logout

Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

% Add Comments | @ Draft Report

Report Context

[-] Report Hame: {est_15918753 Report Status: E-File Generated
Jurisdiction:  ENT Alert/Case ID: Report Type: SAR
Created By: RRSANALYST Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date: 12/20/2012 07:14:23 Last Modified Date: 01/30/2013 01:44:55 Report Generated Date:  (01/30/2013 01:44:55

BSAID: 31000004343470

" suspicious Activity Information

-~ Suspicious Activity .. 3
- B Activity Classification « Additional Information (1)
- [&, Law Enforcement A.

] W | Record Type Description
-
[ Commadity Type coeeeee

Figure 41. Additional Information - View Mode
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Managing Subject Information
The Subject Information page lists information related to the subject, accounts associated to the subject, and
subject’s relationship with the financial institution. A maximum of 999 records can be added to one
report/suspicious activity.
This tab displays the following options in the LHS menu:

® Subject Details

® Account Details

® Relationship with Financial Institution
Subject Details

You can add details about the subject in this pane.
The Validate button in the Subject Information grid checks for any missing mandatory information.
The following table explains the columns in Subject Information grid.

Table 15. Columns in Subject Information Grid

Field Name Description

Subject Record # Displays the subject record number which is a system generated unique
number which will identify this subject for this report.

Note: It is used primarily in confirmation messages to help identify
subjects whose information does not meet validation or approval
requirements.

Subject Name Displays the subject name.

TIN Displays the subject TIN number.

Occupation/Type of Displays the occupation/type of business of the subject.

Business

Role Defines the role of the subject in the suspicious activity being reported.

Role is a drop-down list with the following options:
® Purchaser/Sender: If the subject purchased or sent the instruments or
products involved in the suspicious activity they are considered to have
played the role of Purchaser/Sender.

® Payee/Receiver: If the subject received the instruments or products
involved in suspicious activity they are considered to have played the
role of the Payee/Receiver.

® Both a and b: You must select this option if the subject acted as both
Purchaser/Sender and Payee/Receiver.
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ORACLE’ Financial Services Regulatory Reporting i )
. Welcome, rrssuper %)) Wednesday, January 30, 2013 % AAL ] Logout

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

§ Request For Approval | % Close | % Add Comments | @ Draft Report

Report Context

° Report Name: CUTRUSTFTNCU-101-10122012184725581 Report Status:  Open
Jurisdiction:  AMEA AlertiCase ID: CA161889 Report Type:  SAR
Created By: case_supervisor Last Modified By: RRSSUPER Report Generated by:
Created Date:  10/12/2012 06:57:40 Last Modified Date:  01/30/2013 01:10:47 Report Generated Date:
BSA ID:

¥ subject information

w Subject Information (1)

I'E Expand Al | *7] Add | £ Edit| @ Delete | E5 validate

|l | Subject Record # Subject Name: TIH Occupation/Type of Business Role
d
—a :
] 2.1 Critical Information Unknown? Nao Is Subject an Entity? Yes
f’ﬂ fctonntBe Al 3.Last NameiEntity Name | |Unknown = — 5. Middle Hame —
“--- i Relationship with Fi 4.Firstlame [ |Unknown — — Suffix -
16.D0B (MMDDICCYY) [ |Unknown — — Gender —
13T [ |Unknown - 14.TH Type —

7a. NAICS Code —
7. Occupation/Type of Business  ASSISTANT MANGER

20. Corroborative Statement Received — 25. Subject's Role —

< 6. Alternate Name (1)| 7] Add | & Edit | @ Delete | §g validate

[J Jehn Smith
= Phone (1}| 7] Add | £ Edit| @ Delete
Contact Type Phone Humber Extn
= 19. Email Address (1)| *7] Add | 4 Edit| @ Delete | EQ validate =

[ jehnwilsen@amail.com

[ 19a. Website (URL) Address {0} | #7] Add | & Edit| @ Delete | EGvalidate =

Figure 42. Subject Information Tab — Edit Mode

Adding Subject Information

To add subject information, follow these steps:

—_

. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Subject Information tab.

4. Click Add. The Subject Information pop-up window displays.

& Subject Information - Windows Internet Explorer

3. Last NameiEntity Hame [[] Unknown 5. Middle Name

2.1s Critical Information Unknown? [7] Is Subject an Entity? []

4. FirstHame ] Unknown : l Suffix |
16. DOB (MM/DDICCYY) [[] Unknown 7 Gender v|
12.TIH [ Unknown | | 14. Tin Type .,.|
Te. NAICS Code | v
7. Occupation/Type of Business | |
20. Corroborative Statement Received (~ Ng (™ Yes 25. Subject's Role | "l

Figure 43. Subject Information Pop-up Window
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The following table explains the fields in the Subject Information pop-up window.
Table 16. Fields in Subject Information Pop-up Window

Field Name Description

Is critical information unknown? Select this check box if all critical information about the subject
is unavailable.
Critical information is considered to be:

® Last Name/Entity Name

First Name
TIN

DOB
Address

® Identification

Is subject an Entity Select this check box if the subject is an entity.

Note: Some of the fields such as first name, middle name,
suffix, gender, date of birth, etc, get disabled on selection of
this check box.

Last Name/Entity Name Enter the last name of the entity or subject.
Middle Name Enter the subject middle name.

First Name Enter the subject first name.

Suffix Enter the subject suffix.

DOB Enter the subject date of birth.

Gender Enter the subject gender.

TIN Enter the subject TIN number.

TIN Type Enter the subject TIN type.

NAICS Code Select the NAICS code.

NAICS stands for The North American Industry Classification

System. It is used by business and government to classify and
measure economic activity in Canada, Mexico and the United
States.

The NAICS numbering system is a six-digit code. The first five
digits are generally the same in all three countries. The last
digit designates national industries. The first two digits
designate the largest business sector, the third digit designates
the subsector, the fourth digit designates the industry group,
and the fifth digit designates particular industries.

Occupation/Type of Business Enter the occupation or type of business of the subject.

Corroborative Statement Received Select whether the corroborative statement is received.

Note: As per FInCEN, a corroborative statement is
considered to be where the subject has made a statement to
the filing institution admitting to the involvement or otherwise
substantiating the suspicious activity. If such a statement
was made you must select Yes. If not, select No. If you
select Yes, then the nature of that statement should be
captured in the report Narrative.

Subject role Select the role of the subject in the suspicious activity.
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5.

Enter the required information.

Note: For some fields where information may not be known there is an option to select the Unknown
check box. A value must be provided for those fields where the unknown check box is not selected, unless
the Is Al Critical Information check box is selected, in which case these fields will be considered unknown.

Click Save. The following message displays: Update Operation Successful.
Click OK. The subject information is saved.

Click Clear to clear the data in the Subject Information grid and click Close to close the Subject Information
grid.

Editing Subject Information

To edit subject information, follow these steps:

1.

e A i

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to edit in the Subject Information grid.

Click Edit. The Subject Information grid displays.

Modity the necessary information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The subject information is saved.

Deleting Subject Information

To delete subject information, follow these steps:

1.

N A D

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to delete in the Subject Information grid.

Click Delete. The following message displays: Are you sure you want to delete this record?

Click OK. The following message displays: Delete Operation Successful.

Click OK. The Subject information is deleted.
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Note:

1. If Is critical information unknown? is unchecked and you have not entered information for at least one critical field
or have not checked all of the subject info associated with Unknown check boxes, the following message
displays: Subtt Subject Record- “Is critical information unknown” is not checked and some mandatory fields are missing. Please
marke sure you enter values for Subject details (Last Name/ Entity Name, First Name, TIN and DOB) and Address details or
mark the required fields as Unknown. If Identification information is unknown it can be left blank.

2. If you are adding or editing the subject details and select the Is ¢ritical information unknown? check box after
entering information in one or more critical fields, the following message displays: A/ critical information of the
subject will be cleared if the critical information unknown field is checked. Click OK to continue and clear values from the
mandatory fields or Cancel to modify your selection.

3. If you select the Critical Information Unknown check box, you will not be able to add subject address and
identification details and the following message displays: You are not allowed to add address and identification info when
'Is critical information unknown?' field is true.

Adding Subject Alternate Name Details

To add subject alternate name details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Subject Information tab.

4. Click Add in the Alternate Name grid. The Alternate name pop-up window displays.

2 hliernate Name - Windows Internet Explorer

6. Alternate Hame

Save Clear Close

Figure 44. Alternate Name Pop-up Window

5. Enter the required information in the Alternate Name pop-up window.
6. Click Save. The following message displays: Update Operation Successful.
7. Click OK. The alternate name details are saved.

Click Clear to clear the entries in the Alternate Name pop-up window. Click Close to close the Alternate
Name pop-up window.
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Validations:

The OFSRR application performs the following validations while entering subject alternate name details:
® You must not enter more than 150 characters for alternate name.

® You must not use prohibited words such as AKA, computer generated, customer, DBA, Non customer,
none, not applicable , other, same, same as above, see above, see narrative, signature card, T/A, unknown,
various, etc.

Editing Subject Alternate Name Details

To edit subject alternate name details, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to edit in the Alternate Name grid.

Click Edit in the Alternate Name grid. The Alternate Name pop-up window displays.
Modify the required information.

Click Save. The following message displays: Update Operation Successful.

o N o A

Click OK. The alternate name details are saved.
Deleting Subject Alternate Name Details

To delete subject alternate name details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click the Subject Information tab.

Select the record you want to delete in the Alternate Name grid.

Click Delete in the Alternate Name grid. The following message displays: .Are you sure you want to delete this record.

Click OK. The following message displays: Delete Operation Successfil.

A o T

Click OK. The Subject alternate name details are deleted.
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Adding Subject Phone Details

To add subject phone details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Subject Information tab.

4. Click Add in the Phone grid. The Phone pop-up window displays.

f Phone - Windows Internet Explorer

18. Phone Humber
Extn

17. Type v

[ Save ] [ Clear J [ Close J

Figure 45. Phone Pop-up Window

5. Enter the required information in the Phone pop-up window.

Note: The type in Phone pop-up window represents the mode of communication used to interact with the
subject.

The following options are available for Type in the Phone pop-up window:
a. Pax
b. Mobile
c. Work
d. Home
6. Click Save. The following message displays: Update Operation Successful.
7. Click OK. The phone details are saved.

Click Clear to clear the entries in the Phone pop-up window and click Close to close the Phone pop-up win-
dow.

Validations:

The OFSRR application performs the following validations while entering subject phone details:
® You must not enter more than 16 characters in the phone number field.

® You must not enter more than 6 characters in the extension field.
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Editing Subject Phone Details

To edit subject phone details, follow these steps:

1.

S BN S o

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to edit in the Phone grid.

Click Edit in the Phone grid. The Phone pop-up window displays.

Modify the required information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The subject phone details are saved.

Deleting Subject Phone Details

To delete subject phone details, follow these steps.

1.

A o R

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click the Subject Information tab.

Select the record you want to delete in the Phone grid.

Click Delete in the Phone grid. The following message displays: Are you sure you want to delete this record.
Click OK. The following message displays: Delete Operation Successful.

Click OK. The Subject phone details are deleted.

Adding Subject Email Address

To add subject email details, follow these steps.

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Add in the Email Address grid. The Email Address pop-up window displays.
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{2 Email Address - Windows Internet Explorer g|§|§

18, Email ID

[ Save ‘ [ Clear ] [ Close I

Figure 46. Email Address Pop-up Window

5.
0.
7.

Enter the required information in the Email Address pop-up window.
Click Save. The following message displays: Update Operation Successfil.
Click OK. The email details are saved.

Click Clear to clear the entries in the Email Address pop-up window and click Close to close the Email
Address pop-up window.

Validations:

The OFSRR application performs the following validations while entering subject email details:

® You must not enter more than 50 characters in Email ID field.

® One or more Email ID(s) are in invalid format. Email addresses must contain only one "@" sign and a period

in the text following the "@" sign.

Editing Subject Email Address

To edit subject email address, follow these steps:

1.

S B N T i

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to edit in the Email Address grid.

Click Edit in the Email Address grid. The Email Address pop-up window displays.
Modity the required information.

Click Save. The following message displays: Update Operation Successfil.

Click OK. The subject email details are saved.
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Deleting Subject Email Address

To delete subject email details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

. Click the Subject Information tab.

2

3

4. Select the record you want to delete in the Email Address grid.

5. Click Delete in the Email Address grid. The following message displays: Are you sure you want to delete this record.
6. Click OK. The following message displays: Delete Operation Successful.

7

. Click OK. The Subject email details are deleted.
Adding Subject Website (URL) Address

To add subject website details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Subject Information tab.

4. Click Add in the Website (URL) Address grid. The Website (URL) Address pop-up window displays.

ﬂ‘ Website (URL) Address - Windows Internet Expl... Eﬂﬁﬁ

19a. URL

I Save ] I Clear ] I Close ]

Figure 47. Website (URL) Address Pop-up Window
5. Enter the required information in the Website (URL) Address pop-up window.

6. Click Save. The following message displays: Update Operation Successful.
7. Click OK. The URL details are saved.

Click Clear to clear the entries in the Website (URL) Address pop-up window and click Close to close the
Website (URL) Address pop-up window.
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Validations:

The OFSRR application performs the following validations while entering subject website details:

® You must not enter more than 517 characters in the URL field.

® 'The URL addresses must contain a dot () and must not include the "@" character.

Editing Subject Website (URL) Address

To edit the subject website (URL) address, follow these steps:

1.

S B R

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click the Subject Information tab.

Select the record you want to edit in the Website (URL) Address grid.

Click Edit in the Website (URL) Address grid. The Website (URL) Address pop-up window displays.
Modify the required information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The subject URL details are saved.

Deleting Subject Website (URL) Address

To delete the subject website (URL) details, follow these steps.

1.

AR I SN

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.
Select the record you want to delete in the Website (URL) Address grid.

Click Delete in the Website (URL) Address grid. The following message displays: Are you sure you want to delete
this record.

Click OK. The following message displays: Delete Operation Successful.
Click OK. The Subject URL details are deleted.
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Adding Subject Address

To add subject address details, follow these steps.

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Subject Information tab.

4. Click Add in the Address grid. The Address pop-up window displays.

{2 Address - Windows Internet Explorer

8.Address [ | Unknown |
9.City [] Unknown i

12.Country []Unknawn | v|
i

10.5tate ] Unknown

11.Postal Cede [_] Unknown

[ sawe | [ Clear | [ Ciose |

Figure 48. Address Pop-up Window

5. Enter the required information in the Address pop-up window.

Note: You must either provide a value for each field or select the Unknown check box for any part of the
address that is not known.

6. Click Save. The following message displays: Update Operation Successful.
7. Click OK. The subject address details are saved.

Click Clear to clear the entries in the Address pop-up window and click Close to close the Address pop-up
window.

Validations:

The OFSRR application performs the following validations while entering subject address details:

® You are not allowed to add Address and Identification Information when Is ¢ritical information unknown? field is
true.

® You must not enter more than 100 characters in Address field.

® You must not enter more than 50 characters in city field.

® You must not enter more than 9 characters in state code field.

® For US, the postal code must contain only numbers, either 5 or 9 in length.

e Tor US, the postal code should not end with 0000 and 9999.
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Editing Subject Address Details

To edit the subject address, follow these steps:

1.

S B R o R

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Select the record you want to edit in the Address grid.

Click Edit in the Address grid. The Address pop-up window displays.

Modify the required information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The subject address details are saved.

Deleting Subject Address Details

To delete the subject address details, follow these steps.

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
. Click the Subject Information tab.

2
3
4.
5
6
7

Select the record you want to delete in the Address grid.

. Click Delete in the Address grid. The following message displays: .Are you sure you want to delete this record.
. Click OK. The following message displays: Delete Operation Successful.
. Click OK. The subject address detail is deleted.

Adding Subject Identification Details

To add subject identification details, follow these steps.

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Add in the Form of Identification grid. The Form of Identification pop-up window displays.
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(j Form of Identification - Windows Internet Explorer

Identification Type* I |

Identification Number

Other

State v

Country* I

[ sae | [ Clear | [ Close |

Figure 49. Form of Identification Pop-up Window

5.
6.
7.

Enter the required information in the Form of Identification pop-up window.
Click Save. The following message displays: Update Operation Successfil.
Click OK. The subject identification details are saved.

Click Clear to clear the entries in the Form of Identification pop-up window and click Close to close the Form
of Identification pop-up window.

Validations:

The OFSRR application performs the following validations while entering subject identification details:

® You are not allowed to add Address and Identification Information when Is eritical information unknown? field is
true.
® It is mandatory to enter Identification type for Identification details.
e [t is mandatory to enter a brief description of Identification, if Identification type is Ozber.
® You must not enter description of Identification when Identification type is not Other.
® You must not enter more than 24 characters in Identification number field.
® You must not enter more than 50 characters in Ozber field.
e Country is mandatory for all the identification details entered.
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Editing Subject ldentification Details

To edit subject identification details, follow these steps:

1.

S B R o

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).

Click the Subject Information tab.

Select the record you want to edit in the Form of Identification grid.

Click Edit in the Form of Identification grid. The Form of Identification pop-up window displays.
Modify the required information.

Click Save. The following message displays: Update Operation Successful.

Click OK. The subject identification details are saved.

Deleting Subject ldentification Details

To delete subject identification details, follow these steps.

1.

AR I A

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.
Select the record you want to delete in the Form of Identification grid.

Click Delete in the Form of Identification grid. The following message displays: Are you sure you want to delete
this record.

Click OK. The following message displays: Delete Operation Successful.
Click OK. The subject identification details are deleted.

Oracle Financial Services Regulatory Reporting 2.3 User Guide USSAR 75



Submitting Regulatory Reports
Chapter 3-Managing OFSRR

You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Edit, Delete, and
Validate, are hidden in the Subject Details when the report is in View mode.

ORACLE Financial Services Regulatory Reporting i
. Welcome, rrssuper &)} Wednesday, January 30, 2013 % AAL i Logout

i i -_

Requlatory Reports SAR >> Regulatory Reports List >> Report Details

5 Add Comments | @ Draft Report

Report Context

° Report Name: testd Report Status:  E-File Generated
Jurisdiction:  ENT AlertiCase 1D: Report Type: SAR
Created By: RRSSUPER Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date: 01/17/2013 08:47:22 Last Modified Date:  01/23/2013 09:17:24 Report Generated Date:  01/23/2013 09:17:24
BSA ID:

%] subject Information

w Subject Information (1)

|:Z] Expand Al
W | Subject Record # Subject Name TH Occupation/Type of Business Role
L]
- . _ _
2.1s Critical Information Unknown? Yes Is Subject an Entity? No
: “H3 sccount Details 3.LastNamsiEntity Hame [ |Unknown — — 5. Middle Hame
“ & Relationship with Fi.. 4.Firstliame [ |Unknown — — Suffix M
16.DOB (MMDDICCYY) [ |Unknown — — Gender Male
13. TIH Unknown o 14.TIN Type —

7a. NAICS Code  Food Manufacturing (311}

7. Occupation/Type of Business  Food
20. Corroborative Statement Recsived [No 25. Subject's Role  PurchasenSender
[» 6. Alternate Name (0}
[ Phone (0}
[» 19. Email Address (0)
[» 19a. Website (URL) Address (0}
[» Address {0}| 5 Expand All
(53

15. Form of Identification (0) | [:Z) Expand All

Figure 50. Subject Details - View Mode
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Account Details

This page captures the Account details of the Subject

The Validate button in the Account Information grid checks for any missing mandatory information.

ORACLE Financial Services Regulatory Reporting

. Welcome, rrssuper ) Wednesday, January 30, 2013 & AAl ] Logout

| i griion) -_

Requlatory Reports SAR »> Regulatory Reports List >> Report Details

5 Request For Approval | % Close | Add Comments | li Draft Report

Report Context

° Report Name: CUTRUSTFTMCU-101-10122012184725581

Report Status:  Open
Jurisdiction: ANMEA

AlertiCase ID: CA161869 Report Type: SAR

Created By: case_supenvisor Last Modified By: RRSSUPER Report Generated by:
Created Date: 10/12/2012 0B:57:40 Last Modified Date:  01/30/2013 01:10:47 Report Generated Date:
BSA ID:

) subject information

¥ Subject Information (1)

[E Expand All | #7] Add | 4 Edit | § Delete | G validate

W | Subject Record # Subject Name: TIN Occupation/Type of Business Role
d

=== & Subject Details 3

—Eg Account Details ¥ 24. Account Information (0}

' += 2
L~ 5 Relationship with Fi.. #*] Add | 2 Edit | @ Delete | validate | If Mo Account Invelved, check this box

Figure 51. Account Details — Edit Mode
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You can add, edit, or delete subject account information.
If there are no accounts involved in the suspicious activity, check If No Account Involved, check this box.

If No Account Involved, check this box is checked, then you cannot add any account information.
Note:

1. If you click the check box If No Account Involved, check this box when the report already contains one or more
account details, the following message displays: You bave selected No known account involved with account records already
present. Click OFk to continue and delete all existing account records or Cancel to cancel the selection.

2. If there are no account details and If No _Account Involved, check this box is not checked, the following message
displays: You must either enter account information or indicate No known account involved for Subject record # 12345,

3. Ifyou try to add a new account when If No_Account Involved, check this box field is checked, the following message
displays: You have indicated that no known accounts are involved. Yon must unselect that option before adding an account.

4. While adding an account you must specify either the TIN or the Account Number (at least one of them). In
case you fail to mention both the TIN and the Account Number, the following message displays: Account
Details must contain at least an Affected Account or a Financial Institution TIN. Please provide at least one.

Adding Subject Account Information
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To add subject account details, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.
Click Account Details in the LHS menu. The Account Information grid displays.

Click Add. The Account Add pop-up window displays.

AN I SN

(j Account Add - Windows Internet Explorer

HNon-US Financial Institution? @& pg ¢ Yes
Financial Institution TIN
Account Number

Is Account Closed? ¢ g ¢ Yes

[ Save | [ Clear | [ Close |

Figure 52. Account Add Pop-up Window
The following table explains the fields in Account Details pop-up window.

Table 17. Fields in Account Add Pop-up Window

Field Name Description

Non-US Financial Institution Select No if the financial institution associated with the account is a US-based
financial institution. Select Yes if the financial institution associated with the
account is a non-US institution.

Financial Institution TIN Enter the financial institution TIN number.
Account Number Enter the account number.
Is Account Closed Select whether the account is closed or not.

6. Click Save. The following message displays: Update Operation Successfil.
7. Click OK. The account details are saved.
Note: Click Clear to clear the account details entered and click Close to close the Account Details

pop-up window.

Editing Subject Account Information
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To edit subject account details, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Account Details in the LHS menu. The Account Information grid displays.

Select the account you want to edit in the Account Information grid.

Click Edit. The Account Add pop-up window displays.

Modify the required information.

Click Save. The following message displays: Update Operation Successful.

D B L B o

Click OK. The subject account details are saved.

Deleting Subject Account Information
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To delete subject account details, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Account Details in the LHS menu. The Account Information grid displays.

Select the account you want to delete in the Account Information grid.

Click Delete. The following message displays: .Are you sure you want to delete this record.

Click OK. The following message displays: Delete Operation Successful.

Click OK. The subject account detail is deleted.

S S o R

You cannot edit the report details when the report is in view mode. All the action buttons such as Add, Edit, Delete,
and Validate are hidden in the Account Information grid when the report is in view mode.

ORACLE Financial Services Regulatory Reporting
. Welcome, rrssupe: jednesday, January 30, 2013 i AAL 8 Logout

Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

% Add Comments | E% Draft Report

Report Context

° Report Hame: test4 Report Status:  E-File Generated
Jurisdiction:  ENT Alert/Case ID: Report Type: SAR
Created By: RRSSUPER Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date: (01/17/2013 08:47:22 Last Modified Date: 01/23/2013 09:17:24 Report Generated Date:  01/23/2013 09:17 24

BSAID:

" Subject Information

+ Subject Information (1}
[Z] Expand All
W | Subject Record # Subject Hame TIN OccupationiType of Business Role
L]

--=- & Subjsct Details

4
]
= st it

L'"@Relat\onship with Fi | If Mo Account Invalved, check this box

W | Account Number Non-US Financial Inst TN Is Account Closed
O 474 Yes 445745 No

Figure 53. Account Details — View Mode
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Relationship with Financial Institution

The Relationship with Financial Institution pane provides data regarding the Relationship of the Subject with the
Financial Institutions mentioned in the report.

ORACLE Financial Services Regulatory Reporting i
. Welcome, rrssuper & Wednesday, January 30, 2013 i AA 3 Logout

Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

|§ Request For Approval | % Close | Add Comments | li Draft Report

Report Context

o Report lame: CUTRUSTFTMCU-101-10122012184725581 Report Status:  Open
Jurisdiction:  AWMEA Alert/Case ID:  CA161869 Report Type: SAR
Created By: Case_supenvisor Last Modified By: RRESUPER Report Generated by:
Created Date:  10/12/2012 06:57:40 Last Modified Date:  01/30/2013 01:10:47 Report Generated Date:
BSAID:

" subject Information

w Subject Information (1)

[i2] Expand All | #7] Add | ] Edit | ) Delete | §3 Validate

W | Subject Record # Subject Name TN ‘Occupation/Type of Business Role
L]
==~ & Subject Details k|

>
m Account Details * 21. Relationship With Financial Institution (1)

N - 2tionship with F [ Expand All | 7] Add | 4] Edit| &) Delete | §QValidate

W | FininstTIN Relationship with Fin Inst Status Action Date
[] 15621 Other = =

Figure 54. Relationship with Financial Institution - Edit Mode
Select Relationship with Financial Institution from the LHS menu to view the Relationship with Financial
Institution pane.

The Validate button in the Relationship with Financial Institution grid checks for any missing mandatory
information and identifies any disallowed combinations of Relationship types and the inclusion of an Action Date.
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The following table explains the columns in the Relationship With Financial Institution grid.

Table 18. Columns in Relationship With Financial Institution Grid

Field Description

Financial Institution TIN Displays the TIN number of the financial institution.

Relationship with Financial Institution Displays the relationship of the subject with the financial institution.

Status Displays the status of relationship of the subject with the financial
institution.

Action Date Displays the action date from the calendar.

You can add, edit, validate, or delete the relationship of the subject with financial institution details.

Adding Subject Relationship with Financial Institution

To add subject relationship with a financial institution, follow these steps:

1.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Relationship with financial institution LHS menu in the Subject Information tab. The Relationship
with Financial Institution grid displays.

Click Add. The Relationship with Financial Institution pop-up window displays.

(.' Relationship With Financial Institution - Windows Internet Explorer

Na.Finlnst TIN
24. Relationship with Fin. Inst

M. Description (Relationship Type
"Other")
22. status "

23, Action Date ﬂ (]
Save Clear Close

Figure 55. Add Relationship with Financial Institution Pop-up Window
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The following table explains the fields in the Add Relationship with Financial Institution pop-up window:
Table 19. Fields in Add Relationship with Financial Institution Pop-up Window

Field Description
Financial Institution TIN Enter the TIN number of the financial institution.
Relationship with Financial Institution Select the relationship of the subject with the financial institution from

the drop-down list.
This field provides the following options in the drop-down list:
® Accountant

® Agent

Appraiser

Attorney

Borrower

Customer

Director

Employee

No relationship to institution
Officer

Owner or Controlling shareholder
® Other

Description (Relationship type “Other”) Enter the relationship of the subject with the financial institution.

Note: If the relationship of the subject with the financial institution is
anything other than the options provided in the Relationship with
Financial Institution drop-down list, you must select Other and
provide a description of the relationship.

Status Select the status of relationship of the subject with the financial

institution from the drop-down list.

This field provides the following options in the drop-down list:
® Resigned

® Suspended/Barred
® Terminated
® Relationship continues

Action Date Select the date of termination of the subject relationship with the
financial institution.

Note: This field must be updated only if the relationship status is
Terminated.

6. Click Save. The following message displays: Update Operation Successfil.
7. Click OK. The Relationship with Financial Institution details are saved.

Click Clear to clear the subject relationship with financial institution details entered. Click Close to close the
Subject Relationship With Financial Institution pop-up window.
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Editing Subject Relationship with Financial Institution

To edit a subject relationship with a financial institution, follow these steps:

1.

o e N w

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Relationship with financial institution LHS menu in the Subject Information tab. The Relationship
with Financial Institution grid displays.

Select the record you want to edit from the Relationship with Financial Institution grid.
Click Edit. The Relationship with Financial Institution pop-up window displays.
Modify the required information.

Click Save. The following message displays: Update Operation Successfil.

Click OK. The Relationship with Financial Institution details are saved.

Click Clear to clear the subject relationship with financial institution details entered. Click Close to close the
Subject Relationship With Financial Institution pop-up window.

Deleting Subject Relationship with Financial Institution

To delete the subject relationship with a financial institution, follow these steps:

1.

o N o w

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Subject Information tab.

Click Relationship with financial institution LHS menu in the Subject Information tab. The Relationship
with Financial Institution grid displays.

Select the record you want to delete from the Relationship with Financial Institution grid.
Click Delete. The following message displays: .Are you sure you want to delete this record.

Click OK. The following message displays: Delete Operation Successful.

Click OK. The Relationship with Financial Institution detail is deleted.

Click Clear to clear the subject relationship with financial institution details entered. Click Close to close the
Subject Relationship With Financial Institution pop-up window.
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You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Edit, Delete, and
Validate, are hidden in the Relationship with Financial Institution grid when the report is in View mode.
ORACLE Financial Services Regulatory Reporting

. Welcome, rrssuper ) Wednesday, January 30, 2013 & AAl ] Logout

Requlatory Reports SAR »> Regulatory Reports List >> Report Details

Add Comments | @ Draft Report

Report Context

[-] Report Hame: test_15918753 Report Status: E-File Generated
Jurisdiction:  ENT AlertiCase ID: Report Type: SAR
Created By: RRSANALYST Last Modified By: RRSSUPER Report Generated by: RRSSUPER
Created Date:  12/20/2012 07:14:23 Last Modified Date: 01/30/2013 01:44:55 Report Generated Date: 01/30/2013 01:44:55

BSAID: 31000004343470

) subject information

¥ Subject Information (1)

[:Z] Expand All
B | Subject Record # Subject Name TN Occupation/Type of Business Role
d
==~ & Subjedt Details “

»
B3 Account Details « 21. Relationship With Financial Institution (1)
(¥ Relationship wilh F_. I Expand Al

|| Fininst TIN Relationship with Fin Inst Status Action Date
O - Mo relationship to institution - -

Figure 56. Relationship with Financial Institution — View Mode
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Managing Documents

The Documents tab lists all the documents that are attached to the report. It also allows the user to add additional

documents. You can upload files of any format with size which are smaller than 1 MB.

The following table explains the fields in the Documents grid.

Table 20. Fields in Documents grid

Field Name Description
Actual file name Displays the actual file name of the document attached.
File name Displays the logical file name assigned by the user.

Include this file in the report Displays whether the attached document is included in the final report or not.

Note: You can upload files of any format in Documents tab. You can choose to include the attached document

in the report.

However, only one file of .csv format can be included in the report. You cannot include files of any other format

other than .csv in the report.

ORACLE Financial Services Regulatory Reporting _
. Welcome, rrssuper %)) Wednesday, January 30, 2013 i AAL 3 Logout

it il -_

Requlatory Reports SAR »> Regulatory Reports List >> Report Details

@ Request For Approval | % Close | % Add Comments | li Draft Report

Report Context

-] Report Hame: CUTRUSTFTNCU-101-10122012184725581 Report Status:  Open
Jurisdiction: ANMEA AlertiCase ID:  CA161869 Report Type:  S4R
Created By: case_supenvisor Last Modified By: RRSSUPER Report Generated by:

Created Date:  10/12/2012 06:57:40 Last Modified Date: 01/30/2013 01:10:47 Report Generated Date:
BSAID:

) Documents (¥

w List of Documents (2}
#] Add | @ Delete | [Z View Document | [F Save

W | Actual File Name File Name Include this file in report
|t test_doc
[ csvicsv test2

Figure 57. Documents Tab — Edit Mode
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Adding Documents

To add documents, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
3. Click the Documents tab. The document details display.

4. Click Add. The Attach Document pop-up window displays.

(= Attach Document - Windows Internet Explorer

Logical File Name

Choose a file* Browse... [0y Attach File

Clear Close

Figure 58. Attach Document Pop-up Window
The following table explains the fields in the Attach Document pop-up window.

Table 21. Fields in Attach Document Pop-up Window

Field Name Description
Logical File Name Enter the file name of the document to be attached.
Choose a File Select the file that needs to be attached.

Note: You can attach files of any format in the Documents tab.

5. Click Browse in the Choose a file field. Select the document that must be attached from the local system.
6. Click Attach file. The following message displays: Add Operation Successful.
7. Click OK. The Attach Document pop-up window displays for attaching a new document.

Note: Click Close to view the newly added document in the List of Documents grid.
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Viewing Documents

To view the documents attached, follow these steps:

1.

A

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Documents tab. The Document details display.

Select the document you want to view from the List of Documents grid.

Click View Document. A File Download box displays.

Click Open in the File Download Box to view the document attached. Click Save to save a copy of the
attached document in your local system or click Cancel to close the File Download Box.

Deleting Documents

To delete the attached documents, follow these steps:

1.

S A

7.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Documents tab. The document details display.

Select the document you want to delete.

Click Delete. The following message displays: .Are you sure you want to delete this record.

Click OK. The following message displays: Delete Operation Successfu.

If you click Cancel, the document is not deleted.

Click OK. The List of Documents grid displays.

Including Documents in Report

You can include the document attached in the Documents tab to be included in the report. Only one file of .csv
format can be included in the report. You cannot include files of any other format.

To include the attached document, follow these steps:

1.

AN I

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Documents tab. The documents attached display in the List of Documents grid.
Select the check box of the document you want to include in the report.

Select Yes from the drop-down list in the Inciude This File in Report column.
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ORACLE Financial Services Regulatory Reporting

. Welcome, rrssuper 8 Wednesday, January 30, 2013 @ 2a g Logout
Regulatory Reporting

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

§ Request For Approval | % Close | Add Comments | li Draft Report

Report Context

e Report Hame: CUTRUSTFTNCU-101-10122012184725581 Report Status: Open
Jurisdiction:  AMEA AlertiCase ID:  CA161869 Report Type:  SAR
Created By: case_supenisar Last Modified By: RRSSUPER Report Generated by:
Created Date:  10/12/2012 06:57:40 Last Modified Date:  01/30/2013 01:10:47 Report Generated Date:
BSA ID:

%] Documents

« List of Documents (2}
#] Add | @ Delete | [ View Document | [F] Save

W | Actual File Name' File Name

Include this file in report
| test_doc

Figure 59. Including .csv in E-file Generated
6. Click Save in the List of Documents grid. The following message displays: Update Operation Successful.
7. Click OK. The List of Documents grid displays.

Note: If you try to include files of any other format (other than .csv format), the following message displays:
Only a document with csv extension can be included in report.

If you try to include more than one .csv file in the report, the following message displays: Ondy one document can be made
primary for a report.
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You cannot edit the report details when the report is in View mode. Action buttons, such as Add, Delete, and Save,
are hidden in the Documents tab when the report is in View mode.

ORACLE’ Financial Services Regulatory Reporting

%, Welcome, rrssuper &) Wednesday, January 30, 2013 % AAl ] Logout
S s -

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

Add Comments | Sy Draft Report

Report Context

° Report Name: Test|E Error Report Status:  E-File Generated
Jurisdiction: ENT AlertiCase ID: Report Type: SAR
Created By: RRSSUPER Last Modified By: RRSSUPER Report Generated by:  RRESUPER
Created Date:  01/22/2013 04:01:48 Last Modified Date:  01/30/2013 01:57:44 Report Generated Date:  01/30/2012 01:57:44
BSA ID:

1 bocuments

w List of Documents (2)
| & view Document

| Actual File Name

File Name Include this file in report
[ Leave Planxisx adasd -
[ cswi.csv test_doc

Yes

Figure 60. Documents Tab — View Mode
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Adding Narrative

The Narrative tab displays the description of the suspicious activity. It also displays any additional information
related to the suspicious activity.

To update the Narrative tab, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

Click the Report name in the List of Regulatory Reports. The RR Details display (Figure 9).
Click the Narrative tab. The Narrative pane displays.

Enter the information in the Narrative pane.

A

Click Save. The following message displays: Update Operation Successful. Carriage returns (if any) will be removed when
submitting to FinCEN.

Note: The line breaks if present in the Narrative tab are removed while submitting the e-file to FinCEN.
6. Click OK. The narrative details are saved.

To clear the changes made in the Narrative tab, click Reset. The page refreshes to display the last saved data.
ORACLE Financial Services Regulatory Reporting

™ Eeisien

Regulatory Reports SAR >> Regulatory Reports List >> Report Details

. Welcome, rrssuper ) Wednesday, January 30, 2013 i AAL 8 Logout

@ Request For Approval | % Close | Add Comments | E% Draft Report
Report Context

e Report Hame: CUTRUSTFTNCU-101-10122012184725581 Report Status: Open
Jurisdiction: AMEA Alert/Case ID: CA161869 Report Type:  SAR

Created By: case_supenisar Last Modified By: RRSSUPER Report Generated by:

Created Date:  10/12/2012 08:57-40 Last Modified Date:  01/30/2013 01:10:47 Report Generated Date:

BSAID:

= Marrative [El Save |  Reset

" |Suapicious Transactions are monitored

Figure 61. Narrative Tab - Edit Mode
You cannot edit the report details when the report is in View mode. Action buttons, such, as Save and Reset, are
hidden in the Narrative tab when the report is in View mode.
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ORACLE’ Financial Services Regulatory Reporting

=, Welcome, rrssuper &) Wednesday, January 30, 2013 # Aal 8 Logout

Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

Add Comments | Sy Draft Report

Report Context

° Report Name: Test|E Error Report Status:  E-File Generated
Jurisdiction: ENT AlertiCase ID: Report Type: SAR
Created By: RRSSUPER Last Modified By: RRSSUPER Report Generated by:  RRESUPER
Created Date:  01/22/2013 04:01:48 Last Modified Date:  01/30/2013 01:57:44 Report Generated Date:  01/30/2013 01:57:44
BSA ID:

= Narrative

*iuygufufuyfssdfsd test

Figure 62. Narrative Tab — View Mode
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Viewing Audit

The Audit tab displays actions taken on the report. This tab contains the Regulatory Report Actions Grid and the
Regulatory Report Comments Grid.

ORACLE Financial Services Regulatory Reporting

Requlatory Reports SAR >> Requlatory Reports List >> Report Details

¥, Welcome, rrssuper &) Wednesday, January 30, 2013 Al ] Logout

@ Request For Approval | % Close | Add Comments | li Draft Report
Report Context

° Report Hame: CUTRUSTFTMCU-101-10122012124725581 Report Status:  Open
Jurisdiction:  AMEA AlertiCase ID:  CA161869 Report Type: SAR
Created By: case_supenvisor Last Modified By: RRSSUFPER Report Generated by:
Created Date:  10/12/2012 06:57:40 Last Modified Date: 01/30/2013 01:31:42 Report Generated Date:
BSA ID:

+ Regulatory Report Actions (2)

Date Action By Comments
01/30/2013 13:31:42 Add Comments RRSSUPER Repaort Checked
10/12/2012 18:57:40 Created From Alert/Case case_supenisor -

~ Regulatory Report Comments (1)
Date By Comments
01/30/2013 13:31:42 RRESUPER Report Checked

Status
Qpen

Figure 63. Audit Tab
The Audit tab displays the following grids:

® Regulatory Report Actions

® Regulatory Report Comments
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Regulatory Report Actions

Regulatory Report Actions displays the actions taken on the regulatory report. This grid displays the following fields:
Table 22. Fields in Regulatory Report Actions Grid

Field Name Description

Date Displays the date on which the action occurred.

Action Displays a short description of the action.

The OFSRR application captures the following actions in the Audit tab:
® Created manually

Request for Approval

Add comments

Approve

Modified approved report
Re-Approve

Reject

Narrative Edited

E-file Generated

Reject and Remove from E-file
Acknowledgement Uploaded

Report Filed
® Close

By Displays the name of the user who performed the action.

Comments Displays the comments entered by the user while performing the action.

Regulatory Report Comments

Regulatory Report Comments lists all the comments from different users from the Audit log.
The Regulatory Report Comments grid displays the following fields:
Table 23. Fields in Regulatory Report Comments Grid

Field name Description

Date Displays the date on which the comment was recorded.

By Displays the name of the user who has given that comment.
Comments Displays the comments added to the report by the user.
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Submitting the Report Details for Approval/Requesting for Approval

After updating the report details, they must be validated. The Regulatory Report Details allows users with
appropriate roles to submit a report for approval. Authorized users can validate the report details and can either
Approve, Close, or Reject the report.

Note: A user can initiate Request for Approval action, only when the report is in Open/Rejected/ Rejected from e-file
status.

For more information on user roles, refer to Table 2 "User Roles,” on page 4.

To submit a report for approval, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).

3. Click Request for Approval. If there is mandatory information which is missing, or information that is in
some way invalid for the report submission, you will receive warnings to correct the information before
requesting approval. If there are no errors detected the Request for approval action pop-up window displays.

ﬂ‘ Action - Windows Internet Explorer g@

Action Type Request for Approval
Comments |

[ Save ‘ [ Clear ‘ [ Close ‘

Figure 64. Request for Approval Action Pop-up Window
4. Enter the comments in the Action pop-up window.

Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

5. Click Save. The following message displays: .Add Operation Successful.

Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.

6. Click OK. The report audit details display.

Note: The Regulatory Report Action grid in the Audit tab displays the comments added in the Request
for Approval Action pop-up window.

If you click Save, without entering the comments in the Request for Approval Action pop-up window, the fol-
lowing message displays: Mandatory fields are not entered.

Approving/Rejecting/Closing Reports

The Regulatory Report Details allows authorized users to approve, reject, or close the regulatory reports.
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Note: The authorized users can approve, reject, or close the report only when all the mandatory fields in Report
Details tabs are complete.

If the user approves the report, an e-file is generated for the report. The generated e-file is submitted with the
FinCENs BSA E-Filing System.

If the user rejects the report, then you must re-work on the report and submit the report for approval. This process
continues until the report is approved or closed.

If the user closes the report, the report details cannot be edited and the report is in View mode.

For more information on user roles, refer to Table 2 “User Roles,” on page 4.
Approving Reports

To approve a report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).

3. Click Approve. If there is mandatory information which is missing, or information that is in some way invalid
for the report submission, you will receive warnings to correct the information before requesting approval. If
there are no errors detected, the Approve Action pop-up window displays.

f.‘ Action - Windows Internet Explorer g@m

Action Type  Approve

Comments

Save Clear Close

Figure 65. Approve Action Pop-up Window

4. Enter the comments in the Action pop-up window.

Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

5. Click Save The following message displays: Update Operation Successfil.

Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.

6. Click OK. The report audit details display.
Note: The Regulatory Report Action grid in the Audit tab displays the comments added in the Approve
Action pop-up window.

If you click Save, without entering the comments in the Approve Action pop-up window, the following mes-
sage displays: Mandatory fields are not entered.

If the report is approved, the status of the report changes to Approved.
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Re-Approving Reports
The Regulatory Report Details allows authorized users to re-approve reports. The user can re-approve reports when
the report is in Re-Approve Reguired status. This action must be performed if the report has been edited in any way.

Taking the action of Re-Approve will re-run the report validations and ensure that the editing did not introduce any
report validation errors.

Note: If an approved report is edited in any way, the status of the report changes to Re-approve Required. When
a report in Re-approve Required status is re-approved, the status of the report changes to Approved.

To re-approve a report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).

3. Click Re-approve. The Re-approve action pop-up window displays.

{2 Action - Windows Internet Explorer

Action Type Re-Approve

Comments®

l Save ] l Clear ] l Close ]

Figure 66. Re-Approve Action Pop-up Window

4. Enter the comments in the Action pop-up window.
Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.

If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

5. Click Save. The following message displays: .Add Operation Successfil.

Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.
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6. Click OK. The report audit details display.

Note: The Regulatory Report Action grid in the Audit tab displays the comments added in the
Re-approve Action pop-up window.

If you click Save without entering the comments in the Re-approve Action pop-up window, the following mes-
sage displays: Mandatory fields are not entered.

Rejecting Reports

The Regulatory Report Details allows authorized users to reject reports from filing. A user can reject report when
the report is in Approved or Request for Approval status. If a report is rejected, then the user must re-work on the
report and again submit the report for approval. This process continues until the report is approved or closed.

Note: If a report is rejected, the status of the report changes to Rejected.
To reject a report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).

3. Click Reject. The Reject Action pop-up window displays.

{= Action - Windows Internet Explorer QIEI@

Action Type Reject
Comments

[ =ae | [ Clear | [ Close |

Figure 67. Reject Action Pop-up Window
4. Enter the comments in the Action pop-up window.

Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.
5. Click Save The following message displays: .Add Operation Successful.
Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.
6. Click OK. The report audit details display.
Note: The Regulatory Report Action grid in the Audit tab displays the comments added in the Reject
Action pop-up window.

If you click Save, without entering the comments in the Reject Action pop-up window, the following message

displays: Mandatory fields are not entered.
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Updating Rejected Reports

If a report is rejected, then the user must re-work on the report and again submit the report for approval. This
process continues until the report is approved or closed.

For more information on editing report details, refer to section Entering Report Details, on page 31.
Closing Reports

If a user determines that a SAR report should not be filed they can close it. The Closed status removes it from the
work queue and helps to distinguish it from those in a Filed status.

A user might choose to close a report that is in an approved state if, for any reason, it is determined that the SAR no
longer needs to be filed. This may be because of late arriving information to the investigation or other subsequent
events that eliminate the need for reporting the activity.

The Regulatory Report Details allows authorized users to close reports without filing. The user can close reports
when the report is in Approved or Request for approval or Rejected status.

Once the report is closed, you cannot edit the report details and the report is in View mode.
Note: If a report is closed, the status of the report changes to Closed.
To close a report, follow these steps:

1. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click Regulatory
Reports. The List of Regulatory Reports display.

2. Click the Report name to view the report details (Figure 9).

3. Click Close. The Close Action pop-up window displays.

ﬂ‘ Action - Windows Internet Explorer QIEIE
Action Type Close
Comments
[ Save ] [ Clear ] I Close ]

Figure 68. Close Action Pop-up Window

4. Enter the comments in the Action pop-up window.

Note: The comments box in the Action pop-up window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

5. Click Save. The following message displays: .Add Operation Successfil.

Note: Click Clear to clear the data in the Action pop-up window and click Close to close the Action
pop-up window.

6. Click OK. The report audit details display.

Note: The Regulatory Report Action grid in the Audit tab displays the comments added in the Close
Action pop-up window.
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If you click Save without entering the comments in the Close Action pop-up window, the following message
displays: Mandatory fields are not entered.

Filing Regulatory Reports

Once the report is approved, the authorized users must file the regulatory reports with the regulatory bodies.

The OFSRR application helps in generating e-file for an approved report. The e-file generated is in a .zx# format that
is according to the specifications described in FinCEN Suspicious Activity Report (FinCEN SAR) Electronic Filing
Requirements. After successfully e-filing, you can download the acknowledgment (.as) file from the BSA E-Filing
System and upload the acknowledgment into OFSRR, thereby completing the SAR process. The status of the report
changes to Filed.

Filed status is the final status given to a SAR that has been submitted to and processed by FinCEN.

For more information on user roles, refer to Table 2 “User Roles,” on page 4.

For more information on filing regulatory reports, refer to Chapter Filing Regulatory Reports, on page 103.
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CHAPTER 4

Filing Regulatory Reports

This chapter describes the instructions for generating an e-file, filing regulatory report at FinCEN, uploading the
acknowledgment, and completing the SAR process. Only users mapped to the role of Super User or Admin User can

generate the e-file.

This chapter discusses the following topics:

® Overview
e Workflow for Filing the Regulatory Report
® Secarching Approved Reports
® Generating E-File
® Scarching E-File Status
e Viewing E-File, E-File Details, and E-File Attachments
® Downloading the E- File
® Submitting the E-File at FinCEN
e Saving E-File Acknowledgments from FinCEN
e Uploading E-File Acknowledgment into OFSRR Application
® Rejecting SAR(s) from E-File
® Completing the SAR Process
e Adding Comments to E-File
Overview

When a report is created in the application, the report details are entered and then submitted for approval. Once the
report is submitted for approval, an authorized user validates the report details and either approves, rejects, or closes

the report.

If the user approves the report, that report is available for e-file generation by an authorized user. The generated

e-file is submitted with the FinCENs BSA E-Filing System. The e-file is validated by FinCEN and an

acknowledgment (.asc file) is generated. The acknowledgment file can then be uploaded into the OFSRR application.
The application will then associate the FinCEN returned BSA Identifier to each SAR within the e-file. At this point
the user can then mark the SAR process as complete..

This chapter explains the steps involved in filing approved reports.
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Workflow for Filing the Regulatory Report

The following figure illustrates the workflow of E-File in the OFSRR application:
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Figure 69. Filing Regulatory Reporting Workflow
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Searching Approved Reports

The File Regulatory Reports workflow contains two tabs namely, Approved Reports and E-File Status. The
Approved Reports tab enables you to search for and display reports that are in an Approved state and are ready for
e-filing, It is from this tab that you will generate the e-file.

To search for approved reports, follow these steps:
1. Login to the OFSRR application as Super User/Admin User.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

3. Click Approved Reports tab. The Advanced Report List page displays all the reports in Approved status.
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Figure 70. Approved Reports List

4. To further filter the list of Approved reports, enter criteria in one or more of the provided filters, as described

in the following table
Table 24. Approved Reports Search Bar Field Descriptions

Field Description

Report Name Enter the name of the regulatory report. Wildcard searches are supported using % as
the wildcard symbol.

Alert/Case ID Enter the Alert or Case ID for the report.

Created By Select the user role(s) from the drop-down list to search for reports created by the

selected user roles.

Approved By

Enter the name of the approver to search for reports approved by the selected user.

Approved From
Date

Select the approved date from the calendar to display reports approved from the
selected date.

Approved To Date

Select the approved date from the calendar to display reports approved until this date.

Jurisdiction

Select the jurisdiction from the drop-down list to display reports mapped to the
selected jurisdiction.

5. Click Search. The relevant search list displays.
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Note: If you click Reset, all search fields are set to default values (blank).

Generating E-File

Once the status of a regulatory report changes to Approved, you can generate the e-file for those report(s) and upload
the resultant .7 file into FinCEN’ BSA E-Filing System.

Note: When an e-file is generated, an attachment zip file is created for the e-file with a .csv file in it. This .gz file is
only available if attachments were associated with any SAR within the E-File.

To generate e-file, follow these steps:
1. Login to the OFSRR application as Super User/Admin Uset.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

3. In Approved Reports tab, the Advanced Report List page displays all the reports in Approved status. You can
also use the Approved Report Search to filter the required reports in Approved status.

4. From the Approved Report List, select the required report(s) for which you want to generate e-file.
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Figure 71. Generate E-File
5. Click Generate E-File. The following message displays: E-File Generated Successfully.
6. Click OK. The status of the regulatory report changes to E-File Generated.

Note: The reports on which Generate E-File action is taken are moved from Approved Reports list to
E-File List.

When two users try to generate e-file for the same report(s) at the same time, the following message displays: One or
more reports selected by you are locked by another user for generating E File or it has already been generated. Click OK to refresh the list.
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Searching E-File Status

The E-File Status tab in File Regulatory Reports page allows for management of the e-files that have been generated.
The E-Filed Status search bar allows you to search for E-Files in different statuses and perform any of the following
actions:

® Adding Comment
e Uploading Acknowledgment

e Completing the SAR Process
To search for E-File using the E-Filed Status search bar, follow these steps:

1. Login to the OFSRR application as Super User/Admin User.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

3. Click the E-Filed Status tab.

pecxatony Reporting I-.-.-...-. W Ty

Brousgtoey Eepaets J4B =r bip Brousasony Brpoets

oot
et

[ Fms fawice L Seethi| o Bead

Tgwn hana bl |
AertCnar I ™
L Fitme et e By =
) tnpamral | Comenam | pyiasd Arinawinsgemant | SR Procrsss Compieis i
[ EFLEGHIDIEZ 12T RN FASILPER - = n e SRERIER . R SRAT0T2 ™
[] EFLENTII23 020 BTHIDHE FREZLPER EFLEST X012 TS0 5EFLEST & (B B R
r_l EFLENTMDFZITITAE RTRLEND FRESLPER Teat sdmeg 4 corfral I 0N -8 o [0 I L] [ REe bk = D1342]
[] EFLEDTZO2FZ Iz ATENIE FRESLUPER = =y Buoosss o2
[] EFLEDT2423 52152520 WL FRSSLFER i | Dzl oEeil - DA
[] EFLERMEERETII e g FRISLUFER - = i k& - - -
[] EFLESE 4232012808 [t El ) e RRSSLPER = = el LF b 4 -
[] EFLEDFta2StT1184a3 ST FRESLPER - B & - - = "
[ EFLEOE a0 3ea0 ST RREIUPDR - B O R LGk E R Rg)
[ EFLBndazaideiaigt Sraid (=R - = n ull, - - = -
[ EFRE o R 4000 g FRESUPER = (] ] —u = - -
[ EFLEMSM2TIITI SRRLTgT RRSSLIPER d = 1 =i Sutcessld  RIRTON2 ™

Figure 72. E-File List
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4. To further filter the list of e-files, enter criteria in one or more of the provided filters, as described in the
following table::

Table 25. E-File Search Bar Field Descriptions

Field Description

Report Name Enter the name of the regulatory report for which the e-file is generated. Wildcard
searches are supported using % as the wildcard symbol.

Alert/Case ID Enter the Alert or Case ID of the report.

E-File Generated By Select a user role to search for e-files generated by the selected user.

E-File Generated From Select the e-file generated date from the calendar to display e-files created from

Date this date.

E-File Generated To Date | Select the e-file generated to date from the calendar to display e-files generated
until this date.

Jurisdiction Select the jurisdiction from the drop-down list to display e-files generated for the
reports mapped to the selected jurisdiction.

5. Click Search. The relevant search list displays.

Viewing E-File, E-File Details, and E-File Attachments

From e-file list results page, you can view the generated e-file, e-file details and e-file attachments.
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Figure 73. Viewing E-File, E-File Details, and E-File Attachments

To view the generated e-file text file, select a record and click Elin the e-file column. A file download window
prompts to Open or Save the e-file.

To view the e-file details, select a record and click in the Details column. This e-file details will display the list of
SARs included in the selected e-file. This SAR List is displayed below the E-File List.
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To view the e-file attachments, select a record and click in the Attachments column. A file download window
prompts to Open or Save the attachments zip file. The attachments zip file contains the .csv file included for a
report from the regulatory reports details page.

Downloading the E- File

Once you generate an e-file, the OFSRR application generates a .zx7 file with its content formatted according
Financial Crimes Enforcement Network (FinCEN) specifications for electronic filing. You must save this .zx7 file
and submit to FinCEN’s BSA E-Filing System.

To download the generated e-file, follow these steps:
1. Login to the OFSRR application as Super User/Admin User.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

3. Click the E-Filed Status tab. By default, the E-File List displays a list of e-files in different statuses.

4. Select a record and click in the E-File column. A File Download window displays.
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Figure 74. E-File Download Window

5. Click Save to save a local copy of the file to your computer. The E-File is downloaded successfully.
Submitting the E-File at FinCEN

Once the e-file is generated, you must file them with the FinCEN’s BSA E-Filing System which in turn generates an
acknowledgment or (.as) file.

To submit the E-File at BSA E-Filing System, follow these steps:
1. Login to the BSA E-Filing System website.
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2. From the left hand side menu pane click New Reports, then select File Batch FinCEN SAR. An Open a
Form window displays.

Open an Existing Form

*IUnless you are making an amendment, please be sure you have not already submitted this form. To
determine if a filing was submitted, compare the Filing Mame an the form with the submissions listed
invaur Track Status view.

Browse to a saved form and click "Cpen Existing Form™ to ocpen it.

Browse...

’ Open Exizting Form ]

Open a New Form

Click "Open Mew Farm™to open a new form.

’ Open New Form ]

Cancel

Figure 75. Open Existing Form Window
3. Click Open New Form. A BSA E-Filing SAR Batch Form opens.
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BSA E-Filing SAR Batch Form Version Mumber: 1.0

The attachments may contain SAR filings and the supporting documents for SAR filings .

The form cam only be submitted with one batch file and one attachment file. if more than one file is attached for
batch or attachment, an alert window will be displayed and the form cannot be submitted. Only one batch file and
one attachments file may be attached to each form. If there is a need to submit multiple batch files, use a separate
form for each file. A batch file may contain mulfiple filings. The attachment file must be a zip file, in which one
supporting document at most per filing is allowed. Each supporting document must be a comma separated (.C5V)
file and must not exceed 1MB. Please click here for more information.

Do not use the built-in Adobe Reader attachments functionality to add or delete files on this form. Use the "Add
File" and "Delete File™ buttons on this form instead. This software automatically compresses files during the upload
process.

Do not submit any test files into the BSA E-Filing system without first coordinating with the Help desk at
1-288-345-047 2 [option 1] or e-mail at BEAEFilingHelp@fincen_gov. The Help Desk regular hours of operation are
8:00 AM - 8:00 PM East Coast Time, Monday - Friday. Please note that the Help Desk is closed on federal
holidays.

Filing Mame: | |
Batch File: | |
Add File Delete File View/Sawve File
Attachments File: | |
Add File Delete File
Number of Forms
in Batch: | |
Save Validate Submit Primt Close
Affidavit

Under penalties of perjury, | declare that | have examined this transmittal, including accompanying decuments, and
to the best of my knowledge and belief it is correct and complete. In the case of documents without recipient's
identifying numbers, | have complied with the requirements of the law in attempting to secure such numbers from
the receipts. | declare that this filing represents all Documents filed during this reporting period except for those
transactions reported on paper.

Sign with PIN Trtle:| | Date: |

Figure 76. BSA E-Filing SAR Batch Form

4. In the Filing Name field, enter a filing name. There is no specific requirement for the name of the filing, It is
recommended that it must be a unique name as this can be used to identify the e-file on the BSA E-Filing site
after submission.
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5. In the Batch File field, attach the e-file that was downloaded from the RR application using the Add File
button.

Note: The e-file is in .£x# format.

6. In the Attachments File ficld, add the e-file attachment .zip file that was downloaded from the RR application
along with the E-File.

Note: This .z file is only available if attachments were associated with any SAR within the E-File.
7. In Number of Forms in Batch field, enter the number of individual SAR reports an e-file contains.

8. Click Sign with PIN and enter the details. The following message is added to the header and footer of the
document: This form has been signed with a PIN and cannot be altered.

Note: This is the unique identifier assigned by BSA and FinCEN to ensure only authorized individuals are
submitting SAR filings.

9. Click Save to save the filled BSA E-Filing SAR Batch Form. Once you save the form, the Submit button gets
enabled.

10. Click Submit. A confirmation window displays the following message: We have received your submission. Please
confirm the following information and retain it for your records. Please track the status of your submission using the "Track Status
Sfunction in the BSA E-Filing system.

!

Note: The status of a submitted E-file can be any of the following:
m Accepted
m  Accepted with Warnings
m  Rejected

Click the Accepted with Warning or Rejected status hyperlink in the Status column of Track Status page to
view the submission errors on the e-file that are in Accepted with Warning or Rejected status.

11. Click OK. The e-file is successfully submitted at FinCEN.

Saving E-File Acknowledgments from FinCEN

When the BSA E-Filing System Track Status page shows that the submitted file has been acknowledged you will be
able to retrieve an acknowledgment file from the BSA E-Filing System Secure Messaging center. This file will be in a
.as¢ format. You must save this acknowledgment file and upload it into the OFSRR application.

Note: An acknowledgment file will not be generated when an e-filing is rejected.
To save the acknowledgment file from BSA E-Filing System, follow these steps:
1. Login to the BSA E-Filing System.
2. From Secure Messaging, select View Inbox to display a list of acknowledgments.

3. Click the Subject of the required acknowledgment. A BSA E-Filing Secure Message Reply Form displays.
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Save ernt | close

e

B,
L'@ﬂ BSA E-Filing Secure Message Reply Form Version Number.  4.02
b

Donatw
"Deietz ATZCMENT DUNON DN e T MEtead.

/5€ e Dulan AGIDE Reader BHAChMEnts ANCONaY 1 300 or Gelete TS on IS farm, Use Me "Ad AtacIment and

To [Kimberly Tyler

subject: | for T_E_S_T_BSB13-00000378

e 3 e

[Please see the attachment for the acknowledgement file.

Figure 77. BSA E-Filing Secure Message Reply Form Window

Select attachment to view/save:

T_E_S_T_BSB13-00000378,a5c

Figure 78. View/Save Attachment Window

5. Click View/Save to save the .asc file to your computer.

4. Click View/Save Attachment. A window opens listing the acknowledgment (.asc) file.

JavaScript Window >

Uploading E-File Acknowledgment into OFSRR Application

After downloading the acknowledgments from BSA E-Filing System, you can update the status of regulatory reports
in the OFSRR application. Once you upload the acknowledgment (.as¢) file into the application, the file is then
parsed to retrieve the BSA Identifier that has been assigned by FInCEN to each report. This BSA Identifier is then

added to the report record.

To upload the acknowledgment, follow these steps:

1. Login to the OFSRR application as Super User/Admin User.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory

Reports. The File Regulatory Report page displays.

3. Click the E-Filed Status tab.

4. From the E-File List results, select the record for which you want to upload the acknowledgment.
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5. Click Upload Acknowledgment. A SAR Acknowledgment window displays.

ean Upload Acknowledpement - Windows Internst [eploroe

i
e

[ SwwangParse | [ Clear | [ Ciesa |

Figure 79. SAR Upload Acknowledgment Window

Enter a Logical File Name for the acknowledgment.

Click Choose a File field and upload the respective .asc file saved from the BSA E-Filing System.
Click Attach File. The following message displays: .4Add Operation Successful.

Click OK.

o o =N
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10. Enter the details in the SAR Acknowledgment window as described in the following table:
Table 26. SAR Acknowledgment Window Field Descriptions

Field Description

E-File Name Displays the e-file name.
Note: This field is auto generated

Ack Updated By Displays the name of the user role who is updating the acknowledgment.
Note: This field is auto generated.

Ack Received On Select the date from the calendar on which the acknowledgment was received.

Ack Number Enter the acknowledgment number.

EFile Comments Enter any comments in this field.

11. Click Save and Parse. The following message displays: Update Operation Successful.
12. Click OK. You are navigated back to E-File List results.

Note:

® Once you have uploaded the acknowledgment file for an e-file, a BSA ID is associated for the respective
report.

® Once you have uploaded the acknowledgment file successfully into the OFSRR application, the .as file can
be viewed and saved from the e-file list results. To view the acknowledgment file, select a record and click

. A file download window prompts to Open or Save the .4 file.

® When you try to upload an acknowledgment file for an e-file for which a .asc file is already uploaded, the
following warning message is displayed: Acknowledgment has already been uploaded

® When an upload acknowledgment action doesn’t pass the validation check, the following error message is
displayed: The number of SARs in the acknowledgment file does not match the number of SARs in the selected e-file. No
updates will be made. Please verify you have the correct acknowledgment file.

Rejecting SAR(s) from E-File

You can reject SAR(s) from an e-file at any point of time before completing the SAR process. Once a SAR report is
rejected from an e-file, it is removed from the reports list and the status of the rejected report changes to Rejected from
E-Fife.

For SAR(s) that are not rejected, a new e-file is regenerated. If the acknowledgment file is already uploaded, you can
complete the SAR process of the regenerated e-file by clicking Complete SAR Process.

You can correct/amend a rejected report and submit for Super User/Admin User role's approval. Once the
corrected report is approved, you can follow the workflow of filing a regulatory report all over again as explained in
Fignre 69. Subsequently, while uploading the acknowledgment (.as¢) file received from FinCEN into the OFSRR
application, a new BSA Identifier overwrites the previously associated BSA Identifier of the rejected SAR(s).
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Note: Once an e-file has been uploaded and accepted by FinCEN, it is advised that you do not reject SARs
from the e-file until after the acknowledgment file has been uploaded and parsed. If you reject a report after
submission but before processing the acknowledgment files there will be a mismatch in the files referenced in
the acknowledgment file and the current e-file. If a report is rejected prior to uploading the acknowledgement
into the application, then you have to re-submit the e-file at FinCEN’ BSA E-Filing System to get the latest
acknowledgment file.

To reject SARs from an e-file, follow these steps:
1. Login to the OFSRR application as Super User/Admin User.

2. From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

3. Click E-Filed Status tab.

4. From E-File List results, select an e-file record that you want to reject.

5. Click to view the e-file details.

6. From Report list page, select the required SAR(s) and click Reject. An E-File Rejected window displays.

/= E-File Rejected - Windows Internet Explorer EI = E]

| sava | | Ciear | | Close |

Figure 80. E-File Rejected Window

7. Enter comments in the comments field and click Save. The following message displays: Reports Successfully
removed from E-File.

Note: The comments box in the E-File rejected window allows entering a maximum of 120 characters. As
you begin entering the comments, the word count displayed below the comments box keeps decreasing.
If you try to enter more than 120 characters in the Comments box, the following message displays:
Number of characters exceeded.

8. Click OK. The rejected e-file is removed from the E-File List results.

Completing the SAR Process

Once the status of the regulatory reports reflects the acknowledgment action and the BSA Tracking Identifier, you
can complete the suspicious activity reporting process by clicking the Complete SAR Process. The status of all
regulatory reports included in the e-file then changes to Filed. Once a report is moved to the Filed status it cannot be
edited.

To complete the SAR process, follow these steps:

1. Login to the OFSRR application as Super User/Admin User.
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From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

Click the E-Filed Status tab.

Search for the report using the E-File Search bar or from the E-File List results.

Select the e-file for which you want to complete the SAR process.

Click SAR Process Complete. The following message displays: Update Operation Successful.
Click OK.

Note:

® When you try to take Complete SAR Process action before performing the Upload Acknowledgement

action the following warning message displays: You must first upload an acknowledgement file before taking this action.

® When you try to take Upload Acknowledgment action on a file for which SAR process has already been

completed, the following warning message displays: The SAR process is complete for this file. No further action is
permitted.

Adding Comments to E-File

You can add comments to an e-file record at any time using the Comment button. Adding comments to an e-file
does not have any impact upon the reports included in the e-file. If you select to add a Comment to an e-file with an
existing report you can either append to the previous comment or replace it completely.

To add comments to an e-file, follow these steps:

1.
2.

Login to the OFSRR application as Super User/Admin User.

From the Regulatory Reporting menu, hover over Regulatory Reports — SAR and click File Regulatory
Reports. The File Regulatory Report page displays.

Click E-Filed Status tab.
From E-File List results, select an e-file record for which you want to add a comment.

Click Add Comments. An E-File Comments window displays.
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= E-filing Comments - Windows Internel Explorer

E-Fide Mame EFILED1312013102434

Comments’

[ save | [ clear | [ Ciose | i

Figure 81. E-Filing Comments Window

6. Enter comments in the comments field and click Save. The following message displays: Update Operation
Successful.

Note: The comments box in the E-filing Comments window allows entering a maximum of 250
characters. As you begin entering the comments, the word count displayed below the comments box
keeps decreasing. If you try to enter more than 250 characters in the Comments box, the following
message displays: Number of characters exceeded.

7. Click OK. The E-File Comments window displays.
8. Click Close. The E-File List results page displays.

You can view the added comments in the Comments column of the e-file record.
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