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¥ : MIDDLEWARE HOME 27 4 L7 hU « RRAICEEHZ TWNDZ L MR L
i—a‘o

WebLogic Server [ 9 SEEBAR DA VX b—IJL

7 7 # )V k@ WebLogic Server f > A h—/LTlL, SSL ¥ AKR— ~9 57 EHODFE
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keytool -certreq -alias
epm_ssl

-file
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EZML TSI, 774V FOBRCEAMEFETENA VA F—LEZ T
H¥—RA NTICHEHELZBINT 50, GEHEEZRET D00 —Z N T 25T
WAERC L E T,

F: L 0XlmonN=Y— F%—F ¢ CA D/L— b CAGEBAEL, Java F¥— A
K7W TTA A P—=LENTWET,

FMARFIECHOWTIE, HHTHZY =D RFa AL FE2BRLTIESN,
keytool ZfEH L TWAGHE, RO XS a~y Faifl L Tr— FMEAEL A &~
A—PFLFET:

Esshase FH SSL

43



keytool -import -alias blister_CA -file c:/certs/CA.crt -keypass
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BEICIGLCTHREZANLFET ., R2ZSHRLTIESLY,
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mod_w1_ohs(WebLogic Server) & 7= [X mod_proxy(IIS Server) %41 L T, EPM
System YV —RIZERAE Y XA L7 hLET, EPM System U V — A IZE R %
HAE T H AN, Oracle HTTP Server |X, EPM System &3 = U 7 ¢ T SSO fifi H 7]
RRICT AT A7axy c VEe—h s a—WP— e N X —ZRELET,

4. EPM System =T U R—>x > M, 7adv - UE—| « a—P—nbHa2—HF— 1D
EEAGT 52— =R OID ITHFETHZ L 2R LET, 207 ok A0
RET DX, OSSO Hr— "—%Affi ] L THERK S 415 OID % Shared Services D4}
Wr—HF—FT 4 L7 N E L THERTOIVNERHD 7,

ATiRSH

1. FEL72HERED Oracle Application Server £ > 7 7 A 87 7 F +,
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Oracle Application Server f > 7 7 A s T 7 F ¥ Z gL 5 1Z1&, Oracle Identity
Management Infrastructure 10.1.4 Z 1 A b —/LE L OHERL L £7°, OSSO 23
HREETH D Z & #fE7 LEJ, Oracle Identity Management Infrastructure 10.1.4
EA VAP ATHL ROALR—R FREEN, 0SSO Z AR —F LE
D

e Oracle 10g OSSO Server,

o OSSO Yr—"—=Tu I A MNfHZE RIS 5 DI % OID, ROTA K
EBHL T IEE

o Oracle Fusion Middleware Oracle Identity Management { > A b L'—3/ 3
¥ TA K
o Oracle Fusion Middleware Oracle Internet Directory & BE& 77 A N

e OSSO H—NR—~pD7a hx K& LTD Oracle HTTP Server, Z DA
A h—UIZIE, 0SSO D/X—kF « 7TV r—a VEEFRTED
mod_osso N ENE T,

. Z® Oracle HTTP Server f V' A X AL, OSSOA VT T A KT
F % D—FBTI; EPM System =2 2 IR —F > b D OSSO DREFKAZ EL %
R ENEEA,

AU AR—=)b s T AHT, mod_osso B/XN—h~F « T T br— g
ELTOSSO hr—N"— T8I NTWDLZ E xR LET,

SEA72HERED EPM System Bt &,

EPM System =2 7R —>R > MZ Web th—/N—Z 43 554 EPM System =
> 7 4 7 L —# 1% Oracle HTTP Server |2k &Mk L, BWka27 7V r— 3
Voetr—R—z 7 uax LET:

e WebLogic Server I[CHR A2 7' 12 % 295 mod_wl_ohs.conf

e IS Server (ZE K% 7' 1% 2§ % mod_proxy
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EPM System [F] 7@ 0SS0 D5 AT EE{E

Wl N 4

IN— b F =7 TUYHsr— 32 & LTDEPM System Web H—/N—DE4f
AT a v REKRR FOEE

mod_osso.conf DERK

osso.conf DHBEE

Reporting and Analysis D3 v & 1 B IR DB

0SSO A EPM System D& RL

T3 080 H—N—LDTNY T - Ayt —CDEATREL
FT a3V RESINFYY—RDTNYY « AyE—DDFEATHEEIL

IOk v ar T, BRICHERINTZ 0SSO A VT TA NIV FXxRHDH T L
ZRiFEE L CUWE T, [Oracle Application Server ‘HEEE T4 R #ZH L T EE
AN

N—bFF-F7FT)H5—S32& LTD EPM System Web H—/3—
DEEF

Oracle Identity Manager @ SSO %%/ —/L(ssoreg.sh £ 72I1d ssoreg.bat) ZfiH L
T, 0SSO —~"—%7u b K4 % Oracle HTTP Server O/3— ~F = 77U
r—3i a1 & LT, EPM System Web H—/S—Z %Gk L £ 77,

0SSO H— _"—% 71 b= K95 Oracle HTTP Server DR A b & 72 B —/—
FT, ZOFEEFITLET, 207 2T, BIRLUABETICEITH LI
osso.conf %iﬁk%i’()ﬁ%ff?‘] Li'a‘o

» N—hF T 7Y r—3 3L LTEPM System Web T — 3 — 2 8B8k3 512
13

1 0SS0 H—/N—% 7[> kI K9 % Oracle HTTP Server DR R k & B H—/\— L
DY) —)LZEREZE. Oracle HTTP Server ) ORACLE_HOME/sso/bin T4 L2 k)
(Windows DIF & . C:/OraHome_1/sso/bin H E)IZEEL X,

2 -remote midtier AT I VTRODELSI AT FEEFTLET:

ssoreg.bat -site_name epm.myCompany.com
-mod_osso_url http://epm.myCompany.com:19400
-config_mod_osso TRUE
-update_mode CREATE
-remote_midtier
-config_file C:\OraHome_1\myFiles\osso.conf

RIZ, ZOaxy FTHEHASND/NTA—=ZIZHONWTHHLET, Z Ol
TlL, NTA—=Z « 77V r—3 3%, EPM System Web H—/3— & L Tfff
F &41% Oracle HTTP Server S M L 7,

e -site nameld, /X—FF - TFVUr— 320 Web A b
(epm.myCompany . com 78 &) Z ik L £ 9,
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e -mod _osso url X, /N—hFF - TFY s —3 320 URL % PROTOCOL: //
HOST_NAME: PORT G C/R L E7, Z#UiE, EPM System Web ¥r—/N—73%7
{87 947 FEREZZIT AILSD URL(http: //epm. myCompany . com: 19000
R E)TY,

e -config mod_ossolX, /X—hF « 77V r—3 9 Tmod_osso ZfHEH
THZ LR LET, config mod_osso INT A—H %/ﬁ?&)f osso.conf
AT HAMERDD 7,

e -update mode lX. WHE— RZ/RLEJ, 774/ MD CREATE ZfEH L
T, v a— 24Kk LET,

e -remote_midtier |E. mod_osso /N— kT« TV Fr— g BT
MElchsrZ xR LES, N—hrF - TV r— 308 0SSO $—
N— L1372 % ORACLE_HOME (2B AGAIC, 204 v a a2 LE
R

e -virtualhost X, /S— K}« 77V r— 2@ URL MEAEAR A N ThH
L2 EHERLET, BAERA MEEHLTORWEAIL, 20O/ T A —X4
REH LAV TL 72E 0,

RABR A MZREOHT bz N— ) - 77U r—3 3 O URL & Bk
LTCWAEA. httpd.conf (TR A NEZEFRT HALELNHY £4, 57
R=TO [T a fEEANDER] 2R LTI,

e -config filelX, osso.conf 7 7 A NWEHKT H/NAZRLET,

AT a : REBERRX FOER

IN—= T e TV =g OBERRFIZRARAR A N URL 23 %356, EPM
System Web —/3—& L CffiH{ &41% Oracle HTTP Server @ httpd.conf % H#19
HZEIZKoT, (RBFRA NEERTDHLENLD £,

» (AR A F & ERT DI

1

FHXEAM-IT 44 %FEHAL T, EPM_ORACLE_INSTANCE/httpConfig/ohs/
config/0OHS/ohs_component/httpd.conf *REET,

ROFEBRICFHEELI-ERZEMLET . COERIE. Web H—/—H, FREH—

=

/\— epm.myCompany .com. "— b epm.myCompany.com:19400 TEITENhTLY
HBILEFRAHRELTVET, FEDEHICEI K IICHREEZEZRLTLZELY,

NameVirtualHost epm.myCompany.com:19400
Listen 19400
<VirtualHost epm.myCompany.com:19400>
DocumentRoot "C:/Oracle/Middleware/user_projects/epmsysteml/httpConfig/ohs
/config/OHS/ohs_component/private-docs"
include "${ORACLE_INSTANCE}/config/${COMPONENT TYPE}
/$ {COMPONENT_NAME} /mod_osso.conf"
</VirtualHost>
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mod_osso.conf D{ERK

EPM System Web #h—/3—% 71 > b= R4 % Oracle HTTP Server (2,
mod_osso.conf 75:“5552 LE ?Ao

» mod_osso.conf Z1ERT HI121%:
1 TFRMIT4R2ZFEALT, 7274 ILEERLET,

2 ROAVTIUVEIFAIIIZCAE—LT, FRITIBREBICEETCIFZFAILEER
LET,

LoadModule osso_module C:/Oracle/Middleware/ohs/ohs/modules/mod_osso.so
<IfModule mod_osso.c>
OssoIpCheck off
OssoIdleTimeout off
OssoSecureCookies off
OssoConfigFile C:/Oracle/Middleware/user_projects/epmsysteml/httpConfig/
ohs/config/OHS/ohs_component/osso/osso.conf

3 <IfModule mod_osso.c E&EMIZ, ROFERIZFEB L I-GFAEERZZH T, 0SSO
FEALTHRETHIFEDR )Y —REHANLET,

<Location /interop/>
require valid user
AuthType Osso
</Location>
</IfModule>

4 mod_osso.conf EWDRFTI7Z7AMILERELET,

osso.conf NDEBEEE

EPM System Web $—/"—%/X— -« 77V r— g L LTREKT H 7 rEX
(56 X—TD [)NX—hKF « TF VY r— 9L L TD EPM System Web #—/3—®D
ik M) TIL, -config file T « L7 7 4 7 Cilkpl Si=GATic, #H il
472 osso.conf ZERK L £97,

» osso.conf ZFHELE T DI

1 EPM System Web H—/\—%/S— kF - 7T r— 3 & L TEERK(G6 R—20D
TIS—bF - 7T —2 32 L LTD EPM System Web H—/A—D &8k #SE)
Lf-&EIEB SN osso.conf ZRRELFET,

2 mod_osso.conf(58 R—TM lmod_osso.conf DERL] 2SHB)ICEEZSNT-

OssoConifgFile 7A/NT 4 THAMESNI=Ts LY +1)(0SSO H—/\—%TJO>
kT > K39 % Oracle HTTP Server £)IZ. osso.conf ZaE—LZET,
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Reporting and Analysis D+ v & 2 EEIER DB

Oracle HTTP Server ® httpd.conf % iffidk L C. Reportingand Analysis D3 ¢ v 3/ =
B RGERE 2B £,

» X Vo FHEREERE A BT 51T

1 TFRAb+-IT442%ZFEHAL T, EPM ORACLE_INSTANCE/httpConfig/ohs/
config/OHS/ohs_component /httpd.conf Z#HEET,

2  Reporting and Analysis ¥ v >~ 1 BBIZEAT ARDTA LY T4 TZEMLET:

<Location /WebAnalysis/>
OssoSendCacheHeaders off
</Location>
<Location /workspace/>
OssoSendCacheHeaders off
</Location>
<Location /hr/>
OssoSendCacheHeaders off
</Location>
<Location /HReports/>
OssoSendCacheHeaders off
</Location>

3 nhttpd.conf #RFLTCEHALET,

0SSO F EPM System (D4 Ak

0SSO YV a—varv et aEns oD &, AAfa—Y—--5T L7 b ELT
EPM System THERL L, SSO Ml FHAIREIC L £

» OSSO H EPM System Zt#AK3 5 1213
1 0SS0V )a1—LarTERTSH0DENHBLI—HY—-ToLY )ELTHERL

F 9, Oracle Enterprise Performance Management System User Security Administration Guide 0D
0ID. Active Directory 3 & L Z DM LDAP A—ZXD1—H—+ T4 LY b DHER
[CEATHEZSHELTIZEY,

2 EPM System T SSO Z{#FHAIAEICLE T, 84 X— D [SSO FA®D EPM System D1&
X J

F: OSSO ZTAT o T AT AEHY Y 2—a b LTHRTSI2IE, [SSO
TunNf Fm—T b T 2o Z&IRL, [SSO A =X 1L] T
[ A K DHTTP A~y X —| ZRIRLET, Foxy - Ve—F a2—H%—%

B AL IHTTP ~v X —D4RTE LTAHLET,

3 i< EEH 1 DM0ID —H—% Shared Senvices BEIEFZ L LTTAES 3 =45 L
*7,

4 EPM System & 5. & K U Shared Senvices ¥ 1) 7«4 APl ZFAHTHZDREL - T
T)r—avEBREFLET,
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7 :  Shared Services THERLIF D OID 7% EPM System 5 2 B4~ 2 RIC 4T 52
ITLTWDSEOIZLET,

T 32:0880 Y—/IN\—LEDFIINv T - AyvtE—DER
Al gE{E

0SSO Y —X— LEDF R 7« Ao —T % 58T 5121, policy.properties
PEBELET, 73y « A vtE—F ORACLE_HOME/sso/log/ssoServer. log
IZEZXAENET,

> TRy e Ay UETET DI

1 TFRM-IT48%ZFEALT, 0SS0 H—/\—_E @ ORACLE_HOME/sso/conf/
policy.properties(C:\OraHome_ 1\sso\conf\policy.properties % &)%

TET,
2 debuglLevel 70O/\T 1 D{E% DEBUG IZEREL T,

debugLevel = DEBUG

3 policy.properties ZRFELTEHALET,

FAToa v REBEIhEYY—RADTINVYT - AyE—SDE
FATEE(E

mod_osso.conf ZFH L TIRESNTZY VY —AD OSSO T/ Ny T « Avt—T%
FLE#KT D ITIL. EPM System Web H—/3— E® httpd.conf #EH LET, T/3v
T e XAwyt—I0, EPM_ORACLE_INSTANCE/httpConfig/ohs/diagnostics/logs/
OHS/ohs_component /ohs_component . log (Z % XIAFENE "91_0

» HHEINTFY V—ADT NS - A vk —TU T AT

1 TF%XRAb+-IFT 442 %ZEHAL T, EPM ORACLE_INSTANCE/httpConfig/ohs/
config/0OHS/ohs_component/httpd.conf *HEET,

2 OralogSeverity ZO/NT 4 D{E% TRACE [CERELE T,

OralLogSeverity TRACE:32

3 httpd.conf ZHRAELTHALET,
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SS0 FH EPM System & 5D 1258

AV 4

o RETHUY—X
o RELLLWJY—X

Z2—HF =5 D SSO BERNEXF 2T ¢ » =—T = FOAM, 0SSO F7-1%
SiteMinder)IZ U Z A L7 h 3415 X 912, EPM System U ¥ — A Z{RGET 2 BN
b ET,

Oracle HTTP #—/3—"ClX, mod_osso Z il L T 0SSO H—/"— |22 —H =V
XA V7 hanEd, 22—V —i%, ERKT 5 URL DR# I 4D mod_osso THERK
SNDGHEITDH, VHEA LT FSHLET, [Oracle HTTP Server ‘B EEE 7T A R ]
DX VT 0 OFBICEHT2HEAESHRL T EI0,

SiteMinder SSO @ U ¥V — Z{R# L. SiteMinder ® R¥ =2 XA FE2SH L TLE X
AN

RETH)V—X
T4z, REINDIVEOHDL L THFAMEY A MLET, 0SSO I V—
A ZARHET HREC (P E LT interop )L, (kD LB TI:

<Location /interop>
Require valid-user
AuthType Basic
order deny,allow
deny from all
allow from

myServer .myCompany . com

satisfy any
</Location>

allow from /X7 A —H TlX, AT F A MDRE#EL A RATE LG —/—
ZHEELET,

EPM Workspace, Financial Reporting 35 JX U8 Web Analysis D355, IROFIIR S 4L
TeRNTA=B DB ERET DLERHY £

<Location /workspace>
Require valid-user
AuthType Basic
</Location>

%4 {R#EJ B EPMSystem ') V—R

EPM System $ S BREITHaTFX

Shared Services /interop

SSO FAM EPM System H DR &
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http://download.oracle.com/docs/cd/B32110_01/web.1013/b28948/newsec.htm

EPM System 5! 5 REIDa0T7FX b

Oracle Hyperion Reporting and Analysis Framework o /raframework

® /biplus_webservices

EPM Workspace /workspace
Financial Reporting /hr

Web Analysis /WebAnalysis

Oracle Hyperion EPM Architect /awb

Planning /HyperionPlanning
Oracle Hyperion Performance Scorecard o /HPSWebReports

o /HPSAlerter

Oracle Hyperion Strategic Finance /HSFWebServices
Oracle Integrated Operational Planning /interlace
Financial Management o /hfmadf

o /hfmofficeprovider

e /hfmsmartviewprovider

Data Relationship Management /drm-web-client
Administration Services /hbrlauncher
Oracle Hyperion Financial Data Quality Management /HyperionFDM
Oracle Hyperion Calculation Manager /calemgr
Oracle Hyperion Provider Services /aps

Oracle Hyperion Profitability and Cost Management / profitability
Account Reconciliation Manager Jarm

Oracle Hyperion Financial Close Management /fcc

Oracle Hyperion Disclosure Management 1 /mappingtool

Oracle Hyperion Financial Data Quality Management Enterprise Edition | /aif

1SSL TR S N f= Web H— E RIZ & 5 Disclosure Management 7 54 7 > FDERZEYR—r3 312K, 9547
Uk UICUL— MERAENSRFES)IAEF I — V2 ARNBRETT,

RELGZWLWY—X

#X5TlE, RETHVLEORVWALTHFAINY X MILET, 0SSO HIiZY V—
A LR L7 UMESC (Bl & L C/interop/ framework (. *) Z )X, kD LBV T
—g‘o

<LocationMatch /interop/framework(.*)>
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Require valid-user
AuthType Basic
allow from all
satisfy any
</LocationMatch>

%5 {RELZL)EPM System 1) YV —XR

EPM System & 5%

RBELEVLVIOVTFERF

Shared Services

/interop/framework(.*)
/interop/Audit(.*)
/interop/taskflow*
/interop/WorkflowEngine/*
/interop/TaskReceiver

/framework/lcm/HSSMigration

Performance Management
Architect

/awb/ces.executeAction.do
/awb/Icm.executeAction.do
/awb/appmanager.deployStatusUpdate.do
/awb/jobstask.updateJobStatus.do

/hyperion-bpma-server

EPM Workspace

/workspace/browse/listXML*

Planning /HyperionPlanning/Smartview
Oracle Hyperion Reporting and e /raframework/browse/listXML
Analysis Framework o /raframework/wsrp4j(.*)

e /raframework/ResourceProxy(.*)
Oracle Hyperion Web Analysis * e /WebAnalysis/wsrp4j(.*)

o /WebAnalysis/ResourceProxy(.*)
Oracle Hyperion Financial Reporting | @ /hr/common/HRLogon.jsp

® /hr/wsrp4j(.*)

o /hr/ResourceProxy(.*)

® /hr/services/*

e /hr/modules/com/hyperion/reporting/web/reportViewer/HRStaticReport.jsp

Oracle Data Relationship
Management

/drm-migration-client

Oracle Hyperion Calculation
Manager

/calemgr/common.performAction.do (Performance Management Architect FH)

Oracle Essbase Administration
Services

/eas
/easconsole

/easdocs
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EPM System 5! 5

BELELVIOVTFERF

Financial Management

e /hfm/EIE/EIEListener.asp
e /hfmapplicationservice
® /oracle-epm-fm-webservices

e /hfmlcmservice

Planning

e /HyperionPlanning/serviet/HspLCMServiet

e /HyperionPlanning/servlet/HspAppManagerServlet (Performance Management Architect

)

Oracle Hyperion Performance
Scorecard

o /HPSWebReports/wsrp4j(.*)
o /HPSWebReports/ResourceProxy(.*)
e /HPSWebReports/action/lcmCallBack

Performance Management
Architect 7— 4% 0 [EI#A

/DataSync/services*

Oracle Hyperion Strategic Finance

o /HSFWebSerices/HSFWebService.asmx
o /HSFWebServices/HSFEntityWebService.asmx

Oracle Integrated Operational
Planning

e /interlace/services/(.*)
e /interlace/anteros/(.*)
e /interlace/interlace/(.*)
e /interlace/WebHelp/(.*)
e /interlace/html/(.*)

e /interlace/email-book/(.*)

Profitability and Cost Management

e /profitability/cesagent

e /profitability/lcm

e /profitability/control

e /profitability/ApplicationListener

Oracle Hyperion Financial Data
Quality Management Enterprise
Edition

e /aif/services/FDMRuleService

e /aif/services/RuleService

Oracle Hyperion Disclosure
Management

e /discmanwebservices

e /mappingtool/MappingToolWS
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SiteMinder SSO

AV 4

e JOtXR-7JO—

o IEFIE

o HIEEH

e SiteMinderWeb T— = ¥ FDERATTHEIL

e SiteMinder /R 1) o — « H—/\—DIERL

e  EPM System Web Hr—/\—IZER £ 851X 9 5 1= 8H D SiteMinder Web H—/\—D &AL
e EPM System T SiteMinder Z{EFRAI4EIZF 5

SiteMinder & Web E DYV 2 —2a o TF, TAZ by 7« TV r—a v
BIOZEDOT RA (72 & 21X, Microsoft Excel <> Report Designer)(%, SiteMinder
O OFRFEZEH TE £ A, 7272 L. Oracle Hyperion Smart View for Office TlZ,
SiteMinder #EZfEH TE £

Jo+X - o0—
SiteMinder 1 i ATHE 72 SSO DA A X T/R L £

User Directories

Firewall g

| 1 i| iJ,
s WebLogic Server
EPM System Products

-

p { ff Policy, Server
W, L

Browser Policy Store

———————————————

QT

Web Server OHS
SiteMinder Web Agent mod_wl_ohs
Protected Resources mod_proxy

SiteMinder @ SSO 7' 1z & A

1. 2—#—{%, SiteMinder TIR7# &7z EPM System U Y —A~D7T 7 & X il
17T LUFE9, SiteMinder RV > — « $—R_X—Z 7o b= K95 Web —/3—
\ZHEe 9% URL(http: //

SiteMinder SSO
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WebAgent_Web_Server_ Name:WebAgent_Web_ServerPort/interop/

index.jsp R )AL F9,

2. Web ¥ — =3, v/ A NEFREERT IR v— « =N~ |la—W—%
VEA L7 FLET, g2 —Y— T oL 7 MICHT D a7 1 R
OfEFEf, RN U — « —,3—%, SiteMinder Web =— = kDR A k&7
% Web r—_—lza 7oA ANEREEL £,

3. SiteMinder Web =— = hD AR A | & 725 Web H—/3—|%, EPM System %
71y hx R9 5 Oracle HTTP Server (28 K% U # A L7 N LEJ, Oracle
HTTP Server (%, WebLogic Server %721 IIS Server LIZHLE ST\ 5, Bk
nNer7r) r—vavila—Y—2 UL 7 FLET,

4. EPM System T U R—F > M, b va=r7FREMRAL, aryT oY
ARHELET, 2O e AT 512X, SiteMinder T —H —DFRFEIC
FHTH=2—%—+F 1127 U %, EPM System DI —H— 5 1 L7
MU ELTHKTO2MNERHYET, ZNbDT 4 L7 FUIHMEEFE L LT
T 20 RH D £,

FEFR

SiteMinder |X Web 5D YV 2 —> 9 v TY, TAY by 7« T 7V r—v 3
BIOZEDOT RA (72 & 21X, Microsoft Excel <> Report Designer)|%, SiteMinder
MO DOBIEEFHTEEH A, 7272 L., Smart View T, SiteMinder 33iF % {#
T&%E9,

'“Hzes’i%#

RIPHERED SiteMinder A > A b —/LiE, IRO T HR—F 2 hTHERR ST

U‘iﬂ“.

o RV —BIOPZ—Vxr b - AT Vxr FRERIN SiteMinder 78 U
S . vH—b—-/{b_.

e SiteMinder RV ¥ — « r—N"—% T T KT 5 Web Hh—/3—{T A1
A h—/)L &7z SiteMinder Web =— = > k

2. SERTHEEED EPM System B,

EPM System =2 >R — R > NI Web — N—% 483 5454 . EPM System =
V7 4 7 L —# % Oracle HTTP Server |ZIR ZfEpk L, BR&2T7 7V r—3 3
et R— X LET:

e WebLogic Server {ZE K% 7' 1 % 29 % mod_wl_ohs.conf

o IISICHERAZ 95 mod proxy

SiteMinder Web T— = > FDERATRHE(L

Web =—3 = > MNE, EPM System U ¥V —R|ZxfT HERE A 2 —ET 15
Web ¥ —/3— EIZA YA b—LERET, @A TV a2 —F =R sn
72 EPM System U Y —RIZT 78 AL LI T HL Webo—V = FTldzr—
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P—IZxh LT SSO iBGEEHMAZ R L EF, = —F—nRirshs &, KU —-
PR TSN —F—Dr 7 A VA ZBEML, ZTDOr 7 A Al E~y X —
Tﬁénif Z D%, HTTP K723 EPM System Web H— 3 —|ZJ 41, ZR%E
VXA L7 hLET, EPM System = AR —R > MMI~y X —0 b ilGEE =~ —
P— e m 7 A WA L E T,

SiteMinder (%, FfHED Web —/3—+ 7T > 74— LA ETEITSN TV S EPM
System LR D SSO Z 7" — F L TUWET, EPM System Fh723 %72 % Web H—
N—7ZfE T 556, SiteMinder Cookie Z[A] U K A A N Web Hh— X —(Zff5E
WZEED LT HMERSH Y £9, & Web —/3—0 webagent .conf 7 7 A
JL® Cookiedomain MfE & L Tu#itl)72 EPM System 7 7'V 7 — a2« RAA %
FRELT, Zh&EfTVET,

Netegrity SiteMinder =— = | « A RD Web =— = & N O 5 H
ZZRLTLIZEN,

3¥:  Shared Services [ZF D 2T Y BARH#ET DT OIC AR EEFEHT 5720
Shared Services ~DFER % A L X —& 7 ~h 95 Web h—/3—| i SlteMmder
ZEH L72 SSO 2% AR — FTE 5 X D ICHEARFEIEZ M H A HEIZ T D MLBE N
HYFET,

SiteMinder Web =— " = > MEK Y 4 — REZFITL T, Web =— T = > F &1
RLUFEIT(ZNEIT D ITIE, WEBAGENT HOME/install_ config_info/nete-wa-
config ZFEITLE T, 7=& 21X, Windows DA . C:\netegrity\webagent
\install config info\nete-wa-config.exe (2780 £9), #k~7 7t ATiL,
SiteMinder Web #—/3—® webagent . conf BMEM IV E T,

» SiteMinder Web =— = o b i H [ EEIC T A 121X

1 TFRAM-IT43%EFEAL T, WebAgent.conf ZHEFET, COT7A4ILDS
AriE. AL TLS Web —/\—IC k> TEAY FET, IISServer & SiteMinder Web
H—/IN—& LTHEB L TLSI5E. WebAgent.conf DIFATIE,
WEB_AGENT_HOME/bin/IIS(C:\SiteMinder\webagent\bin\iis
\WebAgent .conf i E)NZHEY ET,

2 enableWebAgent FJO/NT A DEZFITWVIZRELET,

enableWebAgent=" YES”

3 WebhI—Cxo MERIZ7AILEZRELTHLEY,

SiteMinder 7R 1) & — = H—/\— DAL

SiteMinder & BEF# X, EPM System #5h1Z SSO MEH AIREIZ /2 D K HIZARY > — -
Y= N—Z T OMERDH Y £,

K7 m e 2 IO LY T

e SiteMinder Web =— = > F O1ERL, 35 L T SiteMinder Web H—/3—|Zi L 7=
A7 =7 FOEM

SiteMinder SSO
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o [RiETDMENH D4 EPM System U Y — A D LIV AOERL, 38 T Web = —
T ROV ASNDIEN, 61 X—Y0 [{EET25Y V—2 ] 5L TL
773

o {ri#9 5 EPM System U YV — A MEL S NI LV LNT, Ri#ELRWVWY Y —
AHDO VNV EEERLET, 62— D RELLRWY V—2] 2L T
<7ZEw

e HTTP ~v ¥ —ZMRDOIER, ~v ¥ —iZ, EPM System 7 7' ) r—3 3 /|Znm
A VMO ERMET 2 MERH Y 9, v s o VRO HERFIZ oW T
X, Oracle Enterprise Performance Management System User Security Administration
Guide @ OID, Active Directory 8 KX UM Dftdd LDAP R— A D —H— - F ¢
L7 FUORERRICET 2IEA SR L T E S0,

o Webx—V = bheT 7 a3 LT, B AAMBIOEELZLEHL-
L L BN D L— )L DAERK

e fH7® hyplogin=<%userattr="SM USERLOGINNAME"%>® L AR A @M DIERL

o RUT—DER, =2—HF—-F 4L 27 ) - 77 ERADOEL T, BLOEPM
System HIZAERL L72/L— /L DBUED A L /3— « U 2 b ~DiEN

e EPM System =2 AR —R > b SRR L 7o /b— /WS 2 5% OF

0
=

E

I3

EPM System Web H—/\—[CERZE5X T A= D
SiteMinder Web H—/\— DL

SiteMinder Web =— = > DR A k& 725 Web — _"—ZHE L C. PRI
Z—W—(2—W—%FB T D~ ¥ —%E L)) 5 EPM System Web H—/N— (23
RAEGLELET,

Apache ~X— 2D Web ¥ — S— I, ROFTRIHEBRI LT 4 v 27T 4 T2MAL
T, B ERZHAE L E7:

ProxyPass / http://
EPM_WEB_SERVER

EPM_WEB_SERVER_PORT
/

ProxyPassReverse / http://
EPM_WEB_SERVER

EPM_WEB_SERVER_PORT

/
ProxyPreserveHost On
#If SiteMinder Web Server is using HTTPS but EPM Web Server is using HTTP
RequestHeader set WL-Proxy-SSL true

ZDT 4 V77 47T, EPM_WEB_SERVER ¥ JL ) EPM_WEB_SERVER_PORT %, % H
DEFEOREEOEICE S B ET,
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EPM System T SiteMinder Z{EfHRIBEIC T B

SiteMinder & DFEEIZ L VW . EPM System #4540 SiteMinder #3AlE 2 H FIHEIZ T 5
VERHY 9, 84— D [SSO D EPM System Dk 22 L TLEE
U,

Kerberos > 2TV = A4 A

WA N4

W=

YR— MHIKEIE

AR

WebLogic Server Z {3 FA L 7= Kerberos SSO

Kerberos SBEE &Y 7R— b3 % fz8 D Weblogic Sever TDFIE

=

EPM System 8/ 1X, EPM System 8/t 2R A 457 7V r—a v - —r3—
D> Kerberos 7 uEﬂ% IREINTWAEEIX., Kerberos SSO VAR — kL FET,

Kerberos |XE#H C X 533 nJ.T:"j_‘_‘ B AT, 4 Kerberos 7 7 A 7 > bt Kerberos
IIGAT v Ma—W— Ry hT—7 « $—ERLEYDID 268732 bDE LT
fEFE L £,

EPM System #fh(C 22— =37 7 ¥ 2T 258 1ATON LI, RO EFBY T
KR

e Windows = B2 —#% T, —H— Kerberos L' /V Al 74 v LET,

o HiH Windows ifGEZ T 2 K 9 Il SN TWL 7 I U P& L T, =—
P—1x7 7V r— a3y s == ETETII TS EPM System Rz 1
74 LET,

o TTU—vary P —NR—(XIvZ—hIDTH—Tar - TaNAX)T
Rz A =T ML, 7T UYORGES Y X —75 Kerberos fHH & & b
(Z Simple and Protected Generic Security Services API (GSSAPI) Negotiation
Mechanism (SPNEGO) b —2 > Z {5 L 7,

° 7‘5“—“/5 voe FanA FiL, EPM System L iC 2 — Y —ZBET D IE W A VK
FIDIZ, ZDID A R T ﬂbf% JUNCEEND =Y =D ID D4
lis %ﬁﬁmu Liﬁ“ EPM System %/ 1% Active Directory (Zx%f L C—% —% Z %
FEL £ 9., EPM System 8513, '3"\'(0) EPM System #:[# T SSO % % a8 —
9% SSO h— 7/%%ﬁbi¢o

HR— MEWER

Kerberos SSO (X, XT® EPM System {12kt L THAR— F SN TWET N, K
DBV £

Kerberos > J' )L« A VA
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e Kerberos SSO (X, Smart View USND L > 7 « 7534 T MK LT AR— KX
IWTWEHR A,

e Smart View /%, Oracle Essbase, Planning 35 X T} Financial Management 7" = /XA
2% L C DI Kerberos i A—F LET

o IS M DIAFE L7 EPM System H (i Kerberos SSO #7485 — k (Financial
Management 7¢ £)i%, EPM Workspace %41 L COAffi F F[EE T3, Oracle
Hyperion Financial Data Quality Management -~ SSO 7" 7 -z A%, Financial
Management Z 47 L CHEfE S v E

HiTiE

TORF2 AL MUXT AU —3 g « LoUL® Kerberos i % FIEN SR S
TWETN, VAT L+ LYLTO Kerberos #IZBEIT 2 HFEN H D Z & & itk
ELTWVWET, 2O RFa Ay MIGE# SN T D FIELZ LGS HHC, kDO
AT DR SN TNA Z E AR LT EE N,

ZDRF 2 AL FTliE, Windows 7 74 7 > b « =) Kerberos sall FHIZA# L
SITWD, 7 IHEEED Kerberos Xfiis v N U — 7 BRETIEEL TWAH Z L &R
ELTVET,

e {EFD Active Directory 7% Kerberos #E I IZHEAL S AU TUVVE T, Microsoft
Windows Server O ¥ =2 A F 2SR LT 2SN

e EPM System it ~D7T 7 B R ZMHH I 577 UYL, Kerberos 77 >~ ~ &
AL TRrIYT— D Lo Ik EnTHETS,

o Firefox: https://access.redhat.com/knowledge/docs/en-US/
Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/sso-config-firefox.html

o Internet Explorer: http://docs.oracle.com/cd/E12839_01/web.1111/e13707/
sso.htm#i1102444

e KDC LV TA4AT b~ U MT, RRRFMIOREIL 5 3 LUIN T, http://
technet.microsoft.com/en-us/library/cc780011(WS.10).aspx @ [Authentication
Errors are Caused by Unsynchronized Clocks | Z#Z/ L T< 72 &0,

e Internet Information System (IIS)7% EPM System # /it > Web H—/3— & U THEH
ENL%E. IS TOHE Windows sBaEIFENT /20 £,

WebLogic Server Z £ F L 7= Kerberos SSO

WebLogic Server Kerberos SSO (3, Microsoft 7 7 A 7 &k ZA#H L 7= SSO 23 FH 7]
BEIZZ2 D L 912, SPNEGO h—7 v Zxdv=— hBLUT a— FF570xr4
YZ—RMIDTH =gy FaS Z i LET, WebLogic Server | Kerberos
Fory bEBIGT H72HIC SPNEGO b—2 v &7 a—FNL, £OF 7 v b &KFE
L C WebLogic Server . —#—|Z~ v 7L &7, WebLogic Server ® Active Directory
FORET v A XX, WebLogic Server =—H—Da—H— - F o L7 NJ L LT
Active Directory ZHK 3 A 7-DICRr A =— M ID TH—va - (XL L
BIZFEHTE XTI,
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7' Z 773 EPM System BLEL~D T 7 ¥ A B ERT DA, KDCIZZFDT T oW
\Z Kerberos 77 v F&FRITL, Ul XL->T, ¥ HR—FZNAHGSS h—2 v « &
A 7% &1 SPNEGO b—7 UMERR SN ET, xFv=—hIDT7TH—v =z -
TR NA ZILSPNEGO h—2 &7 a— L, GSSAPI Z#fifI LT, ¥ =V
Tq e ArTXRANEZTANET, EREGLI2——D ID IFa—F—4
2~ 7"S#L, WebLogic Server ([ZJESVE T, E72. WebLogic Serve (X, = —H%—
WET D7 N—T%RELET, ZOBRET, ZRS 72 EPM System fihid =2 —
P—IEHTE D L5100 9,

*: a—%—|LSPNEGO ZHAR— 3577 (7L 2L, Internet Explorer X°
Firefox 72 &) Z i L T, WebLogic Server T51T L TV % EPM System %/,
\Z7 7B ATEE£7, WebLogic Server |% UNIX ¥ 72 (% Windows 77 » k
T4 —LTIEITTEET,

AL v AP b EfF S —H— 1D 2 L T, EPM System /5877 =
TR FTeeva=r s - FT—X%F v/ LET, EPM System i ~DT 7 &
AE, Tmeva=rr s F=2IlEOSWTHIRENE T,

['Oracle Fusion Middleware Oracle WebLogic Server O3] @ Microsoft 7 74 7
RNTCOU LTI F A A OHERICET 2HEZZR L TS IZE0,

=q= ° .

Kerberos E2EE % H7R— k95 7= D WebLogic Server

THOFIR

Kerberos i@ilE 2 A— M4 21213, EHEIIROZ A7 258 TTH0ERH Y *

KR

e EPM System ® WebLogic FA A & fER L ET, 72 X—® [EPM System
? WebLogic FA A D] 2L T ZEW,

o WFETE AL FXEMERLET, 72— D [WebLogic Server TP LDAP 587
T RS FLOEK] ZBZRLTIIZEN,

o FAVT—RIDTH—ar - FufFEERLET, 25—V0 (X%
Iy =R IDT7TH—var - TaAL XOER] EBRLTIEI N,

e Kerberos il ZERK L £ 9, 73 X—"® [WebLogic Server § ® Kerberos 73]
DIERL) 2R LTSN,

o WebLogic ®ENZ 7 U FE2HH L ET, 75— D [WebLogic EEIA 7 U
7 rOFEH] 2L TIIEEN,

o BRI —EMELET, 75 X—T0 [RBAKRY —DRk) 23R LT
<IZEW,

e SSODiag Z P& L CTfEH L. WebLogic Server % EPM System (Z %} L C Kerberos
SSO ZHAR— M T HMEREE S TV D AR LET, 76 ~X— D [SSODiag
ZHEH L7z Kerberos BREE DT A | ML T E X0,

Kerberos &> )L - 4 vt
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EPM System ) WebLogic KA o > DYERL

%, EPM System = > 7n—F 2 M, EPMSystem WebLogic KA A ZELE S UE
R

» Kerberos 7l H {2 EPM System WebLogic N A A > #3511
1 EPMSystem O VR—RU hEA VR F—=ILLET,
2 Foundation Services DHFEE L ET,

Foundation Services DELEIZ L D . 7 7 4+ /L kD EPM System WebLogic N A A
UOMERR S VE T,

3 Shared Services Console [ZA %' 4 > L T Foundation Services DEEEBMNRKIN L= & &5
BLET, 20 R—T D TShared Serices Console DFCEN ] ZSBL TL LY,

WebLogic Server T® LDAP BREE 7 O /81 X DIER

WebLogic Server & & (3, LDAP 8FE7" m /3 A X & Ep L C, 2—F—fFki &

QT =T 18 % SR LDAP — S —IZA&H L £ 47, LDAP v2- £ 7213 v3-ICHEL L
72 LDAP #—/3—|%, WebLogicServer &4 L THREL £, IRD U 77 LR -

V2B LTI EE 0

e [Oracle Fusion Middleware Oracle WebLogic Server Of%i#] ¢ LDAP FZalE 7 1 /3
A Z ORERIZBT 5,

e Oracle Fusion Middleware Oracle WebLogic Server Administration Console "> 7 A
Ve SVTORFEB L ID TH—va v T rsA X OMRICET 5

RIVI—FIDTFH—>3y - TONSLTDER

XA —MID T H— g FrSA FUE, Microsoft 7 74 7 2 MTZ X% SSO
OEMA%ZAREIZ LE 9, SPNEGO h—7 %7 22— K L C Kerberos h—72 > %1}
3 L. Kerberos h—7 » ZRFEL T h—2 % WebLogic =—#—IZ~ v 7L &%
T, FxAT—KID 7H¥— 3 - T3 A XL, WebLogic Security 7 L — A
U — 7 TEFR ATV D K 9 IT Security Service Provider Interface (SSPI) D S T
7 FA T v MDD SPNEGO h—2 SN 7 T4 T v hOBGEIHERT Y
7 Rt L E9,

o [Oracle Fusion Middleware Oracle WebLogic Server D] D> T — | 1D
TH =gy T, FOMBIZET 5

e Oracle Fusion Middleware Oracle WebLogic Server Administration Console 7> 7 A
Ve SVTORIAEB L ID T —va v T rosA X ORRICET 5

FAYT—RID TV =g s Tas EOMERIRE, TR TORGET 73 A FIZ
%t U T JAAS il 7 Z 77 « 472 3 > % opTIONAL |[ZF%E L ¥ 7, Oracle Fusion
Middleware Oracle WebLogic Server ‘¥ 1> Y —/L « F 2T A L« ~ L7 D JAAS il
W77 7OREIHETIHEZSZR LTI LS,
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WebLogic Server F3 @) Kerberos 58 5l O 1€ B,

Active Directory KA A >+ 2 b —7 « w3 T, WebLogic Server 3 X U EPM
System Web Y— " —% £ F 2 —F— .« F7 V7 FEEM L, Kerberos L'V AD
WebLogic Server 33 XN Web r—/_"—Z2 K4 —E X « 7U 24 (SPN)IC v
TLET, 7747 T, SPN ALY —EXZMKRTE A, SPNIE,
nJ Ay 7at A THEHT % WebLogic Server KA A 22 ¥ —7 % Keytab 7 7
A ATHAN L E

TFNEDFEMIL, [Oracle Fusion Middleware Oracle WebLogic Server M fR##] ™
WebLogic Server 0 Kerberos #knll DVERLICET 5 HAZH L TS 72& 0,

» WebLogic Server ] ™ Kerberos ##i5!| 2 ER T 5 1213

1 Active Directory KA A > - O3> bA—F - T 2T, Weblogic Server KA A UE KLU
EPM System O U R—F% > FTHEAIND IS ZHRA TS E1—2I2DULVT,
A—H— - 7HOY Mepmbost L E)EERLET,

F: U THEHARL, a—Y— o F TV NE LT AER LET,

oV a—2DES4EEHLET, & xIE, FA MR
epmHost . example.com DA epmHost ZEH L £,
Z—W— e F TV FOERBFICHER LA — R 2 EX O F
4, ZAE. SPN OERRICHLE T,
IRAT— R« 7 g BT Toa—P—3klm g 74 I SA T — RO
EENMNIE] A7 a U EER LN T ZEN,

2  Kerberos 7O RO JLIZEMNT B LS ICA—F— - ATy bE2EBLET, £ 7

I FOBEIESZ A TIXDES [CTBRENHY . 7H™o Y kI Kerberos EHITER
MELELELET,

o [TAHTULVN| #T7T, TZOT7H Y MIDESHE LA ES ] T « Ry
J A @R L ET,

o MDTH Tk« T a (BT KerberosHaliFliF & 4B L LRV )N
BRI TWRNWZ E 2R LET,

o WA k¥ A THRETHE, A7 V=7 FO/RAT— KRR T 5 nlREM:
NHDHIZD, WNAT—Red 7Vl FOVERRHCERE LTZ/NA T — R
Uty FLET,

3 Active Directory KA A > - OV bO—5%KAMFDHaEa—42T, ATk -
JOvT kg KOERE. Active Directory Hik— bk = W— LA VX F—L
SNTWSTALY FYICHREILET,

4 WETIZSPN Z/ERL THERILET,

1. setspn 2—7 4 UT 4 2 LT, FlEL1 TERLIc2—Y— - TH o
I (epmHost)?® SPN Z1ERk L £9°,

it koa~y REFERLET:

setspn -a host/epmHost.example.com
epmHost

Kerberos &> )L - 4 vt
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setspn -a HTTP/epmHost.example.com
epmHost

2. WOEH7pa~v s REFEHLT, FIET TfEkLIz2—Y— AT xs
I (epmHost)IZ SPN 23BHEAHT 5N TWA Z & MR L E£7,

setspn -L
epmHost

3. WMOXH7ea~r FafEl LT, Active Directory K A A« #—E X (AD
DS)C WebLogic Server @ SPN # Ak L, HAMEHEEZ 5T keytab 7 7 A1 /L
AR L ET,

ktpass -princ HTTP/

epmHost .example.com

@

epmHost .example.com

-pass

password

-mapuser epmHost -out c:\epmHost.keytab

b AR
5 WebLogic Server #7/R A b9 23 E1—% Tkeytab 77 A ILZERRLET,
1. a~vy R-Tarr vl EEd,
2. MIDDLEWARE_HOME/jdk160_29/bin (8N L £1°,
3. WDKHpa~wr FEFITLET:
ktab -k

keytab_filename
-a epmHost@example.com

4, NAT—=FROANERDONTZE, FlE1 T2—HF—DOERRFIZERE LTz
INAT—REATTLET,

6 Weblogic KA A VAHADEENT 4 LY k')(C:\Oracle\Middleware
\user_projects\domains\EPMSystem % &) keytab 7 7 A JLZEZAE—LE T,

7  Kerberos FBREMIEL < BEREL TV C L #HERRL E T,
kinit -k -t keytab-file account-name
ZDaxy RnbLOHNTRO X 51270 £4

New ticket is stored in cache file C:\Documents and Settings\Username
\krb5cc_MachineB
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WebLogic 281X 2 1) 7 FOEH

['Oracle Fusion Middleware Oracle WebLogic Server D 11g U U — 2 1(10.3.1)] @
WebLogic Server T ® Kerberos #aElZ 3517 2 #LB) 5 [ E O IZEE ¥ 2 HHI LUV JAAS
BZAY s T 7 ANVOERICET 2HEZZH L T ZEN,

EPM System & BExf 42— 3—7% Windows OH—E R & L TEM L T\ AH5E,
Windows LY A MU ZHH LT, JVM EEEIA 7 a V2R ELET,

» Windows L' A h U TIVM EZEA 7 v a 2 BHT 5120
1 Windows LR LY - ITT 42 ERAEET,

2 <4 a2Ea—#% ], THKEY_LOCAL_MACHINE], [Softwarel. [Hyperion Solutions].
FEPMServer0]. THySOEPMServer_epmsysteml] DIEIZ:EIRLET,

3 ROXFINEZERLFT:

. EHOITRENTWALENIHI T,

526 Kerberos SREIAAD WM E£EA T3>

A 247 | T4

JVMOption44 | REG_SZ | -Djava.security.krb5.realm=Active Directory Realm Name

JVMOptiond5 | REG_SZ | -Djava.security.krb5.kdc=Active Directory host name or IP address

JVMOption46 | REG_SZ | -Djava.security.auth.login.config=location of Kerberos login
configuration file

JVMOption47 | REG_SZ | -Djavax.security.auth.useSubjectCredsOnly=false

4 3Bf0L 7= )VMOption % B3 % & 5 [Z JVMOptionCount DWord DE ZF#T L £ 3 (RE
D10 EHIEIZ 4 ZMAET),

BRI —DER

EPM System |27 7 2 23 % Active Directory = —% —HOFEA[ R U > — DML D7
#MiX, Oracle Fusion Middleware Oracle WebLogic Server 27— /L3 L TVKR Y o —IZ &
L0 Y —=ADHHED Web 77U r—a L EB Y Y —ADR#EAT L a L IZH
THHAZZRL T ZENY,

R Y —OERFIEDOFNZDNTIL, 78 X— D [SSODiag DR Y > — DA
i) AZZL TN,

Kerberos &> )L - 4 vt

75


http://docs.oracle.com/cd/E12839_01/web.1111/e13707/sso.htm#i1102021
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102003
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102003
http://docs.oracle.com/cd/E12839_01/web.1111/e13747/secejbwar.htm#i1242796

SSODiag Z{# F L 7= Kerberos BIED T X b

A N 4

e SSODiag MEE

e SSODiag FA® Oracle HTTP Server D&k

e SSODiag DR > —DERL

e SSODiag Z{E A L 7= Kerberos 525 @ WebLogic Server #RD T X b

SSODiag I%. Kerberos 5235 T WebLogic Server 7% EPM System % 73— k3~ % {73
BoTWohaT AT 22M Web 77 ) r—va T,

SSODiag DL E

Foundation Services D ERFIZFEE L 72 WebLogic Server ‘FEE D1 7 A U FHR(T
7 4 b O —Y—4 1T epm_admin) & L C, SSODiag #fliE L £,

» SSODiag A AciE L THERK T 5 113

1 EPM System K * 4 (2%t % Weblogic Server B2 >y —)LIzOS AV LET,
2 Fxoo-twUE—T,. OV LTHEI 209V vILFET,

3 TRAALUHEE] @ TEPMSystem] Mo, IF7AAM AV M) 29UV O LET,
4 T77a42A00 O THR)—) T.IAVA =L 29UV LET,
5

[/N\X ] T. EPM_ORACLE_HOME/products/Foundation/AppServer/
InstallableApps/common/SSODiag.war #EIRLET

TR~ &2V LES,

7 T8—5y  MEEREAIDORR] T ITZOTFTTAM AV ET7 TV 5—23 Y
ELTAVARM=ILT B WBIRENTWAZ EZEHREL., TR~ #HUvs L
9,

@ Home Log Qut Preferences Record Help

D

Q Welcome, epm_admin | Connected to; EPMSyskem

Harne =Surmmary of Deplayments =EPMSystern =Summary of Deployments

Install Application Assistant
Back Iext | Finish | Cancel

Choose targeting style

Targets are the servers, clusters, and wirtual hosts on which this deployment will run. There are sewveral waws you can target an application.
%" Install this deployment as an application
The application and its components will be targeted to the same locations, This is the most common usage.
" Install this deployment as a library

Application libraries are deplovments that are available for other deployments to share, Libraries should be available on all of the targets running their referencing
applications.

Back Iext | Firizh | Caticel

8 IF¥704 - 4—4y rDFER] T, REBRL, Rk~ 29 )9ILFET,
e [EPMServer]
o [ITAZDTRTDY—/3—]
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@ Home Log Out Preferences Recard Help [+ ] Welcome, epm_admin | Connected to: EPMSysten

Home =Summary of Deployments =EPMSystern =Summary of Deployments

Install Application Assistant
Back MHext ‘ Finish | Cancel

Select deployment targets

Select the servers andfor clusters to which vou want ko deploy this application, (You can reconfigure deplovment targets later),

Available targets for 550Diag

SErvers

" AdminServer

Clusters

¥ EPMServer
@« All servers in the cluster
Part of the cluster

Back Mext ‘ Finizh | Cancel

9 AT a3 EFE] T.HAREL-O—ILELUR) O — EEBaVY—ILAIZE
EIhf-O0—- LR —DHEFRLET ] ZEXa)TF4 - ETILELTE
RLZET,

@i Home Log Cut Preferences Record Help

Q Welcome, epm_admin ‘Connected to: EPMSystem

Harme =Summary of Deployrents =EPMSystern =Summary of Deployments

Install Application Assistant

Back Mest | Firizh | Cancel

Optional Settings

You can modify these settings or accept the defaulks

General

wrhat do wou wank bo name this deployment?

Name: =50Diag

Security

what security model do wou want ko use with this application?
" DD Only: Use only roles and policies that are defined in the deployment descriptors.

" Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined
in the deployment descriptor.

¥ Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

" Advanced: Use a custom model that you have configured on the realm's configuration page.

10 TR~ 290 vI LET,
11 #ERREE T, TLWWA, RTHERZEERELET .1 2BRLET,
12 T#71 22)v9LFES,
13 FzoP w3 —T, EBOT7Y 741471l ZERLET,
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SSODiag FA® Oracle HTTP Server D& AL
mod_wl_ohs.conf % B L C, SSODiag URL %K% WebLogic Server (Z#z159 % K

9

>
1

Oracle HTTP Server Z##i% L £ 97,

Oracle HTTP Server C URL izt Z #3512 1

FEXEAM-IT 448 %FEHAL T, EPM ORACLE_INSTANCE/httpConfig/ohs/
config/0OHS/ohs_component/mod_wl_ohs.conf *HEET.

SSODiag M LocationMatch E&EZBML FET:

<LocationMatch /SSODiag/>
SetHandler weblogic-handler
WeblogicCluster myServer:28080
</LocationMatch>

AR OB T, myServer IE Foundation Services 18 A b « = & FK L, 28080 %
Shared Services 23R A2V A= 745K — b a2E£LET,

mod_wl_ohs.conf ZREELTHLET,
Oracle HTTP Server ZB&£2&H L £,

SSODiag DR L —DERL

WebLogic Server HHl =2 — /L TR Y > —Z B L, D SSODiag URL % {§:7# L
£7

http://
OHS_HOST_NAME

PORT
/SSODiag/krbssodiag

Z OfFITIX, oHs_HOST NAME | Oracle HTTP Server % 78 A k9~ 5 Y —/X— D4 i
3 L. PORT X Oracle HTTP Server NERZ VU A= 7T AR — 2R LET,

» SSODiag i 2V > —ZAERT 1213
1 WebLogicServer EEI VY —ILDF TP - £ 2 —T, EPMSystem [Zx LT @Y
P LTHREl £RIRLFET,
2 TF704 A2 k), TsSoDiagl, TE—)L), TR >—) DIEISERLET,
3 ROURLNZ—2EERLET:
o /
e /index.jsp
4 ERLT=FBURL/INZ—VETELET:
1. T2AZ K712 Web7 7Y 47— a0 URL/S¥—> | @ URL/SZ—
YOUARNG, AER LT RE = (NE7 ) v LTHEET,
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[N 2R L £9,
[ARERY A R D [2—W—] &R L F T,
[R~] &I F T,

[—F—5$4 ] T. 7 H 7> bD Kerberos iBiE AL STV 5D 7
TAT U TAZ by T ~OT 7 REH &4 5 Active Directory =—
W —(krbuserl 72 )& AJ1 L., BN 2RI £,

6. T ZRLE,
5 TRTFI 2BRLFEY,

A I

SSODiag Z{&fH L 1= Kerberos Z25E FH® WebLogic Server #RD T X k

Kerberos #qIEFH @ WebLogic Server %23 1E L < #6867 5554, Oracle Hyperion
Kerberos SSO ZWr=—7 1 U7 4 V1.0 IZIRD A v —TVNERRINET:

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved...
SOME_USER_NAME

E®E  SSODiag 7° Kerberos 7'V ¥ /34 Z# BUG CTE 2055 Kerberos #AlEH
|Z EPM System 2 > AR—R 2 M EHRK LRV TS ZE 0,

» Kerberos 733l ® WebLogic Server #% % 7 A M 9§ 5 1Z1:
1  Foundation Services & Oracle HTTP Server #2881 L £,

2 Weblogic Server B Y —I)LEFERAL T, IXTOERZLET S SSODiag Web
FI)r—2avERBEBLET,

3 A%h%: Active Directory O 4 1 LB ZE{FE A L T. Kerberos BREIAICHER SN TS
D547k -2z AV LET,

4 TSHYZEFERL T, KO SSODiag URL TR L £ 3

http://

OHS_HOST_ NAME

PORT
/SS0Diag/krbssodiag

Z OHITIL, oHs_HOST NAME I Oracle HTTP Server Z 7R A K3 AV — 3—D4
A% 2% L. PORT IZ Oracle HTTP Server 385k ) A= /9 AAKR— F&2EL
*7,

Kerberos #8aEAN BN HERET 2355, SSODiag IR DIF AR R L £ T

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved...

Kerberos &> )L - 4 vt
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SOME_USER_NAME

Kerberos #2alE 235 U IZHERE L 72\ 54, SSODiag [T DOfF#H A KRR L £

Retrieving Kerberos User principal name... failed.

EPM System 3 > R—R > DR

EPM System = 7 4 7 L — % Zffi ] L C, Foundation Services 23l i& S 41TV 5
WebLogic R A A “ZflLd> EPM System = > 7R— %> b ZHEakd L OBCE L £4,

Kerberos S2REFI D EPM System EE X & H—/\— DL

Microsoft Windows B&35% CliX, EPM System & BEXf &4 —/3—|3 Windows H— & &
ELTHEITSNET, WebLlogic BEIRIR Y — =T LI VM &8 A 729 %
BEFTLMERHY T, RIT, a7 MEEE— FOEHXR Y —/—0D
AR Y A N ERLET

e AnalyticProviderServicesO
e CalcMgr0

e DisclosureManagement0
e EpmaDataSyncO

e EpmaWebReports0O

e Erplntegrator0

e EssbaseAdminServer(

e FinancialReporting0

e FMWebServices0

e FoundationServices0

e HpsAlerter0

e HpsWebReports0

e hsfweb0

e Planning0

e Profitability0

e RaFramework0

e WebAnalysisO

Web 77’V r—yarRNar g MiEE— R CTRE SN TWA AT
EPMSystem0 & BExt R —/3—D JVM #4732 =2 /@A%%@ﬁ#éz\%ﬁ% h
T, BEOa Ly NEERYT—R—RH A, TR TOEHESSE— R —
IZOWT JVM EZE A 7 a VA BT H0LERH D 4,
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['Oracle Fusion Middleware Oracle WebLogic Server D3] ¢ WebLogic Server "C®
Kerberos 8RE\Z 31T 2 BN DM IRET 2 HZSZ ML T Za 0y,

F . WROTFNEIL, FoundationServices FHERI R — —D JVM EE A 7> 3 %
RETDHHEEZRLTWET, 20X A7, BLiENO WebLogic & Bt 5
PR =T LIFTTHMERND Y 7,

» WebLogic Server £LE)Z 7 U 7 F T JVM F 7> a > Ak S 5 FIA

1 EEWNFEY—/IN\—%HKX ;TS Windows H—/3— T, Windows L X R - TF 4
2E#EHLET,

2 HKEY_LOCAL_MACHINE\SOFTWARE\Hyperion Solutions
\EPMServer(0\HyS9EPMServer_epmsysteml (:*53] L% T o

3 ROXFINEZERLFT:

E: ROITRINTWDARNIHI T,

7 Kerberos ZREIFAD WM 2B A T3 >

A0 247 | T—4

JVMOption44 | REG_SZ | -Djava.security.krb5.realm=Active Directory Realm Name

JVMOption45 | REG_SZ | -Djava.security.krb5.kdc=Active Directory host name or IP address

JVMOption46 | REG_SZ | -Djava.security.auth.login.config=location of Kerberos login
configuration file

JVMOptiond7 | REG_SZ | -Djavax.security.auth.useSubjectCredsOnly=false

JVMOption48 | REG_SZ | -Djavax.security.enableNegotiate=true

4 3BH0L 1= )VMOption % RBEF B & S [ JVMOptionCount DWord DB ZFE# L £ (IRE
D10 EHEIZ5 ZMAET),

BRIRY O— D

Foundation Services LA+ EPM System = AR — R > MIZT 7 & A3 % Active
Directory = —H#—HOFE AR Y > —% 4k L £ 7, WebLogic HHla Y —/Linb
X2 DT o - RY =TT D FIMEE, 75—V O RRAIR Y 2 — DRk
#ZHRLTIEEN,

EPM System O Vi R—R U FDT AL DX T1 - £

FILDEE

EPM System #f 7 7 A NV ZfmE LT, 774V DX 2T 4 « ETNVEEHT
LET, a2 |~ EPM System BLi& D&, config.xml ([ZFLEL S LTV D45
EPM System Web 7 7'V r—2 a > DT 74V hOEXF 2T 4 « ETAVEEET
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LZMENH Y £9, RIZ, EPM SystemWeb 77U r—v 2 DU A h&/RLE

‘a—o
o

ATF

APS

CALC
DISCLOSUREMANAGEMENT
EAS
EPMADATASYNCHRONIZER
EPMAWEBTIER
FINANCIALREPORTING
HPSAlerter

HPSWebReports

HSFWEB

PLANNING

PROFITABILITY
RAFRAMEWORK
SHAREDSERVICES
WEBANALYSIS

WORKSPACE

X2V T BT AEEET DI

TEXAM-ITF44%#EHAL T, MIDDLEWARE_HOME/user projects/domains/
EPMSystem/config/config.xml ZREET .

% EPM System 3 > 7R— R > b D app-deployment E&E T. RDPIZRIT LS,
<security-dd-model>M{E % CustomRolesAndPolicies [CERELET:

<app-deployment>
<name>SHAREDSERVICES#11.1.2.0</name>
<target>EPMServer</target>
<module-type>ear</module-type>
<source-path>C:\Oracle\Middleware\EPMSystemllR1/products/Foundation/AppServer/
InstallableApps/common/interop.ear</source-path>
<security-dd-model>CustomRolesAndPolicies</security-dd-model>
<staging-mode>nostage</staging-mode>
</app-deployment>

3 config.xml ZH/RAELTHALET,
4 WebLogic Server ZBi#2EI L £ I,
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EPM System O >/ R—R > F®D URL {RER Y O —DERK

4% EPM System = > AR— > b @ URL Z %37 521X, WebLogic Server & ¥ =1
Y —)LC URL £Ri#R U > — 2B L £9, 38/, [Oracle Fusion Middleware Oracle
WebLogic Server 2 —/LEB LR Y > —I2 LDV YV —2ADR#E] @ Tweb 77V
F—varBLOEBY Y —ADKREDA T a ] ZBRLTIESN,

» URL {RE&ER Y > —% Bk 51013

1 EPM System KX A > (Zxt9 % Weblogic Sever EEa Y —ILDF oo -5 —
T. AV LTHEI 29 Uv I LET,

2 F7Oo4 A 0 29Uy o LET,

3 EEMRNDEPM System TR —TS5 A4 X - 7T) r—3 3 U(PLANNING 4 E) % B
L. DO Web 7)) — 3 U(HyperionPlanning H EEH v LET, EPM
System A VA R—R 2 FD R RE, 81 R—T D TEPM System 3 ViR—FR > FDT
THILEDEF21) T4 - ETILDEE] #SBL TS,

F O =TT A X T T r—3 9 (EAS 72 E)IE. URL /NF —
VDEEDMEREEHDO Web 7 7Y r— g Uinb i S E4,

4 Web7TU/r—> 3@ URLNE—2 - ROA—TOR) O—%#EHLET,
L TeF=a2 U7 0] IRV —), TRl DIEICZ Y v 27 LET,
2. TURLNZ =) 02, /*&2ANSTLET,
3. TOK) 27V v 7 LET,
4, ERL7Z URL XZ —>(/*) &7V v LET,
5. [&fFoEM 227V v 7 LET,
6. Y A L] T, AU T—FHZRIRLT R~ 227V v 7 LET,

PEELEIA—TDFTRTDA A= DEF2 VT 4« RY —%fF
592 70— XMl L eBlBd LET,

7. R LRI BE T 551 BafaE LEd, & xid RIOFIET 71—
7 ZBERLTGE . ROFHEFATTOILENDHY £7

L 7V =T5184) 12, WebT 7V r—va D7 78 Z&FFAT
La—Y—2GL I N—T D4R AN LET, AT D4FNE,
Active Directory 7 /V— 74 L 82— 8T HMENH Y £,

2. ey #7027 LET,
3. EBIEITN—TZBINT 5T, AROFINEZ#RD KL 7,

8. &T1 22Uy LET,
Active Directory CZ /L — 7R OB 72055 1X, WebLogic Server 12—
T— e A= URFRINET, HATT LRI, ZOZT 2RI D
VERH Y £,

9. IrfE) ZBIRNL £,

5 EREROD{hOD EPM System O VA R—F > MZDWT, FIE3 S LUFIE 4 #EYR
LEI,

Kerberos &> )L - 4 vt
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6 FzoT-tUE—T. EBROHEHKI 20V VI LET,
7 Weblogic Server # BB L £ 3,

EPM System X2 1) T 1 B D EFH

SSO ZNESF4 5 XK 912 EPM System &% = U 7 ¢ Z#E L £ 3, 84 21— [SSO
@ EPM System Ok ] Z#ZH LTI 7ZE VY,

Kerberos FHD IS Y —/\—D Rk

TFY =gy s ==L LTS i 2% EPM System = > AR —xR > |k
(Financial Management 72 &) &2 L TW A GA1E, ZOHEZFEITLET,

» Kerberos H(Z EPM System IIS #—/N\— &%~ 5 121
1 ISIr—orERBLEY,
2 Tweb ¥ ki, TERED Web 4 b+ DIEIZERALET .

3 EPM System 3 > 7R—R > kD Web ¥4 b (Financial Management M him & E)&FH D
JwH L, TFanTa1 28RLET,

4 TTF4LO b)) EXa)T41 27T, BEEET VRG] O TRE 29
Vv LET,

5 DLnIEﬁIiJ T. ri’ﬁﬁﬁ‘ Windows D{JDIEJ %Jg*R Lg:-—;_

6 77Usr—>a3y J—)L) ZRBEALET,

7 FIBDFIETRIASLVT I £ RGIHAEEZLEE L1 EPM System O U R—FR > b
D7 TIV5—vay - T—=LEEVIYYHI L. TTANRTA1 299 I LET,
fz&ZIX, nfmWeb YA FDRIES K UVT VL RFEAEEERLI-HE
hfmAppPool ZHV U wH LT I7ONRT 11 #FRLET,

8 [7TYHr— 3> J—)L ddentity] @ TE&RI1 2 T T, ROFIEEZETLET,

1. [2—H—%] &, fER LI —E R« 7V 2L a AN LET(73 2—
2 ? [WebLogic Server H D Kerberos ikl DAERL ] &2 M),

2. [RRAT—R] 2, +—E R« UL IR RAT— REAHNLET,
3. TOK] #7 V27 L%ET,

9 FIEIMNLFIES ZHEYRL, BYDWeb YA FELVT7 TV HS— 30 - T—
JUIZDULNT Kerberos SREF 4R L E T,

10 IS ZHEELET,

SS0 FH® EPM System DD1&RK

EPM System #/fnid, SSO HIZEFX 2V T 4 + 2=V = b2V R— 257202
T%ﬁiﬁ"ézgﬂiﬁ) Y £7, Shared Services THHE L7oMERIZ LY, §~TD EPM
System FLELIZIRD Z & BREINVE T,

o EXa2VUT 4 ==V DB SSO ZZITANDNE DD
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o SSO ZX T ANDFEEA I =K I

SSO Z A AIRERBRIEICE W T, 2 — W —DRANTT 7 & 2% EPM System B i,
TIE, SSO AN =X ANIHTSH, T ZIZEEN TV D8RR = —F — ID B3 EfS
S ET, EPM System Hf5hClX, Shared Services THERK Sz —H— - 57 ¢ L
7 MUK L Ca2—HF—ID B F = v 7 SH, —HF =21 H%)72 EPM System = —
P—THDZ ENRESNET, £72, EPM System 4K T SSO %4 rlHEIC
TH M= b EITSRET,

Shared Services CFRE S AL HMHERKIZ LV . SSO AMEMAIREIC /2 VY . §7XTd EPM
System B/ 2% LT SSO 252 1T ANVDRRREA I = X LR IEINET,

» Web 7ATF o T AT 4BV Y a—3 3 6 SSO ZFFHRIREIC T A 1203

1  Shared Services Console % Shared Services BIEE & L TEELET, 20 R—D
l'Shared Services Console MFCEN| FSHBLTLZELY,

2 Ig®) Ma—Y—-FT4L9 F)DER] DIBIZEIRLET,

3 Web7ATUoTATABEY ) a—avIickYFEREIASI—HF—--ToLY
k1) A\ Shared Services THEDA—H—+ T4 LY R ELTHEREINS LM
ALET,
7= & 21X, Kerberos SSO Zfif HH AIREIZ T 5 55& . Kerberos #8AE IR = 41T
V% Active Directory Z /M2 —H— « 7 ¢ L7 MU & L THERT 20EDNH
D F£9,

Faw [oa—Y— 5T L7 N O] 22 LT 7EE0,
4 TeXxa )T -ATav] 28RLET,
5 T8+ T arnRE] 2&8RLET,
6 TEEFI—Y—-ToLI )] EHED 2T --HA4 20 Bl T, RO
FIEIZHREWNET:
1. [SSO OEHAIHE] Z IR L £7,
2. ISSO 7 _A X |m—V = b b, Web TAT T AT ALY Y 2—
g UEEIRL £9°, Kerberos TSSO Z##Epk L CTWAERE, TFof) %
TR L £,

HESE XD SSO A = R AN HBEIGRIRENE T, £8ABZML L2
SV, 49—V D [HR—=FINTWNELESSO AV v R ZBBLTLE
W,

FE OHEEIND SSO AN =X AEEHL TV ARWEA., [SSO 7' 3o
Flm—Tx b T 12 Z&IRTLHMLERHD ET, &2
I%. SiteMinder ® HTTP ~ > & —LIS D A T = X L2 HT 5121,
[SSO F'mNA H/m—T b O (2o ZEIRLTH5, 1SSO
AN=AN] THHT D SSO A=A LZERLET,

SSO FA( EPM System D& AL
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5R8 Web 7ATUTATABEEYY1—23 2 [Z@FL=SS0 A DX L

7__
Web PA FUoT4T4EBYY)a—Sgy | #EBsso A h=XL

Oracle Access Manager 1 A B ZHTTP A~ #— 1

0SSO T AL LHTTPA~ Y X —

SiteMinder H AL LHTTPS Y A —

Kerberos HTTPERNS U E— b « 22—V — %G

LF I EDHTP Ay A —£ L, HYPLOGIN T9 o, WRALHTP AV A —%FHIPDGEE. AREES
|mzEY,

7 ToKl 22Uy LEY,

n [ &
Smart View (2T B VTIL - AL 2F 2D
&
A7oay
Smart View lZ> v 7 « 7 AT b THY, 77U TiEH Y £HAD, HTTP
AL T —"— e o R—3% ML, AT LRI IO L)
WZEMEL 9, SmartView TliX, 77 U% « /2 F T2 —ATHER—FENHT
RTOEAER) 72 Web X—ADMEHENYR—FSNFET, 72720, W OO
HIREENH Y £

e Smart View 1. Kerberos M H A[E/RBREE CIX VA — M XN FEH A,

o SSO AN=AALiL, HFaR—xx ML TOHRYFR—FENET, EIZ
THLAE#E L CTHERAIND 7T A4 _X— FEHTIL, SSO A = A AT HR—k
INFHA,

e SmartView 73, EPM System = 7R —F > MIE SN TWDEEFED T 7 T -
Ty alrnbEBINAIEES. BEOE Y 3 0B D cookie NIEFH X
2N, 22— —(% Smart View [ZFES A > - £ T DHMERH D 97,
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Manger DT 2 —7 54 X« m—/LIZH) B THRTWDa—H—L 7 L—7%
9XC, EPM System DO E|Z k& L £ 7, Oracle Identity Manager DRL{E & & ELD
FEMIX,. Oracle Identity Manager O R¥ =2 A > hE S L TS 7EE W,

Oracle Identity Manager & EPM System Z #5792 I21&, EHE IR O FNEZ FEAT
TOMENRDY £T,
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7. Favorites /& Oracle Enterprise Perfformance Management Syst...

HomePage e Advanced

Application Management

H l User Directories Browse ~. Configure User Directories

B I- Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration >
#| i File System
Server Information

Directory Server: Microsoft
*  Name:
" DNS Lookup ™ Host Name

*  Host Name:

*  Port: 389
S5L Enabled: |
* Base DN: Fetch DNs
ID Attribute:
Maximum Size: 0
Trusted: I
Anonymous Bind: N
*  |Jser DM: [ Append Base DM
*  Password:

4
N ¥ Show Advanced Options

LDAP Options
Referrals: ignore
Dereference Aliases: Always -
Connection Read Timeout: &0 sec

Connection Pooling

Max Connections: 100

Timeout: 300000 ms
Evict Interval: 120 mins
Allowed Ide Connection Time: | 120 mins
Grow Connections: v

Custom Module
Enable Custom Authentication Module: [

Help Ba Mext | Finish | Cancel
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Application Management

+| [ User Directories | Browse -, Configure User Directories

+| 7 File System
User Configuration

Auto Configure

User RDM:

Login Attribute:

First Name Attribute:
Last Name Attribute:

Email Attribute:

CObject Class:

Advanced Options
Filter to Limit Users: MAccountiame =a*) (memberOf=CN=EFM*))

Resolve Custom Primary Groups:  [v
Password Warning Notification

[ Show warning if user password expires in: days

Help

1 | Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration >

Enter the unique identifier of a user in the directory and dick Auto Configure to detect user configuration

Back | Mext | Finish

Cance|
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(RSO T1E] 2B LTS IZE N,
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FIRICDOWTIE, 112 RX—=C0 MEHRXFOEAAE] 28RLTIESL,

WJ: ou=People
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Foo =R Wi OT —Z ANFA T3 T, 74— URL @
BRIE&Z NI L7254, Shared Services X, X— A DN NAZZE L T/
N—THWlOTFET, TR, 22— — T4 L7 FUIZELD
2P —=NEENTWDLGEICEREZ T r—<v A KIFLET,

PR sores services )

Application Management

#| | User Directories Browse . Configure User Directories

+| -~ Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration >
+| |f File System

[v Support Groups

Group Configuration
Enter the unigue identifier of a group in the directory and dick Auto Configure to detect group configuration

Auto Configure

Group RDN:
MName Attribute:

Cbject Class: Add

Advanced Options
Filter to Limit Groups: (CM=EPM*)

Help Back Finish = Cancel
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package com.hyperion.css.custom;

import java.util.Map;
import com.hyperion.css.CSSCustomAuthenticationIF;

public class CustomAuthenticationImpl implements CSSCustomAuthenticationIF {
public String authenticate(Map context, String userName,
String password) throws Exception{
try{
//Custom code to find and authenticate the user goes here.
//The code should do the following:
//if authentication succeeds:
//set authenticationSuccessFlag = true
//return authenticatedUserName
// if authentication fails:
//log an authentication failure
//throw authentication exception
}
catch (Exception e){
//Custom code to handle authentication exception goes here
//Create a new exception, set the root cause
//Set any custom error message
//Return the exception to the caller
}
return authenticatedUserName;

}
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package com.hyperion.css.security;

import java.util.Map;

import java.util.HashMap;

import com.hyperion.css.CSSCustomAuthenticationIF;
import java.io.*;

public class CSSCustomAuthenticationImpl implements CSSCustomAuthenticationIF{
static final String DATA FILE = "datafile.txt";

* authenticate method includes the core implementation of the

* Custom Authentication Mechanism. If custom authentication is

* enabled for the provider, authentication operations

* are delegated to this method. Upon successful authentication,

* this method returns a valid user name, using which EPM System

* retrieves the user from a custom authentication enabled provider.
* User name can be returned in the format username@providerName,

* where providerName indicates the name of the underlying provider
* where the user is available. authenticate method can use other

* private methods to access various core components of the

* custom authentication module.

* @param context

*  @param userName

*  (@param password

*  @return

* @throws Exception
*/

Map users = null;

public CSSCustomAuthenticationImpl () {
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users = new HashMap() ;

InputStream is = null;

BufferedReader br = null;

String line;

String[] userDetails = null;

String userKey = null;

try{
is CSSCustomAuthenticationImpl.class.getResourceAsStream (DATA_FILE) ;

br = new BufferedReader (new InputStreamReader (is));

while(null != (line = br.readLine())){

userDetails = line.split(":");
if (userDetails != null && userDetails.length==3) {
userKey = userDetails[0]+ ":" + userDetails[1];
users.put (userKey, userDetails[2]);

}

}
catch (Exception e) {
// log a message

}

finally{
try{
if(br !'= null) br.close();
if(is != null) is.close();
}

catch (IOException ioe) {
ioe.printStackTrace () ;

}

/* Use this authenticate method snippet to return username from a flat file */

public String authenticate(Map context, String userName, String password) throws
Exception{

//userName : user input for the userName

//password : user input for password

//context : Map, can be used to additional information required by
// the custom authentication module.
String authenticatedUserKey = userName + ":" + password;

if (users.get (authenticatedUserKey) !=null)
return (String)users.get (authenticatedUserKey) ;
else throw new Exception("Invalid User Credentials");

}

/* Refer to this authenticate method snippet to return username in
username@providername format */

public String authenticate(Map context, String userName, String password) throws
Exception{

//userName : user input for userName

//password : user input for password

//context : Map can be used to additional information required by
// the custom authentication module.
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//Your code should uniquely identify the user in a custom provider and in a
configured

//user directory in Shared Services. EPM Security expects you to append the
provider

//name to the user name. Provider name must be identical to the name of a custom

//authentication-enabled user directory specified in Shared Services.

//If invalid arguments, return null or throw exception with appropriate message
//set authenticationSuccessFlag = false

String authenticatedUserKey = userName + ":" + password;
if (users.get (authenticatedUserKey) !=null)
String userNameStr = (new StringBuffer())
.append( (String)users.get (authenticatedUserKey) )
.append ("@") .append (PROVIDER_NAME) . toString () ;
return userNameStr;
else throw new Exception("Invalid User Credentials");

}

ST a—F2DF—%2-T7A)L

F—H « T 7 A )LD datafile.txt EWILFI(F T s a— R TEHEIN 54
ATy BT 2 Java 7T — A 7IZEFENTND Z E AR L T2 &0,

YT e a—R20134 =D [ o7 a—R2 2R TEREINDS D
AR DRI EY 22— Va2 R— " TH-DICHAZL s 22— —«F L7 R~
CLTHERENATZTI Y R T AN DaryFo e LCRAERLET:

xyz:password:admin
testl:password: testl1@LDAP1
testl:password:testl

testl1l@LDAPI :password: test1@LDAP1
testl@l:password:testl
userl:Password?:userl@SunONEL
userl_1:Password2:userl
user3:Password3:user3
DS_Userl:Passwordl23:DS_Userl@MSADL
DS_Userl:Passwordl23:DS_Userl
DS_Userl@l:Passwordl23:DS_Userl

2 — W —4, % username@providername JE R CRT TEDHEIZH A X L« 22—
Pe e T LI RNV ELTHEHEND 7Ty b T A DTV E LTKR
AL E T

xyz:password:admin
testl:password:testl
testl@l:password:testl
userl_1:Password2:userl
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user3:Password3:user3
DS1_1G100U_User6l_1:Passwordl23:DS1_1G100U_User61l
DS1_1G100U_User6l_1@1:Passwordl23:DS1_1G100U_User6l
TUser :password: TUser
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package com.hyperion.css.sso.agent;

import java.io.ByteArrayInputStream;

import java.io.UnsupportedEncodingException;
import java.security.Principal;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import com.hyperion.css.CSSSecurityAgentIF;
import com.hyperion.css.common.configuration. *;
import java.util.HashMap;

import java.util.Locale;

import java.util.Map;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
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* X509CertificateAuthImpl implements the CSSSecurityAgentIF interface It accepts
* the X509 certificate of the authenticated user from the Web Server via a
* header, parses the certificate, extracts the DN of the User and
* authenticates the user.
*/
public class X509CertificateSecurityAgentImpl implements CSSSecurityAgentIF
{

static final String IDENTITY_ATTR = "CN";

String g userDN = null;

String g_userName = null;

String hostAdrress= null;

/**

* Returns the User name (login name) of the authenticated user,

* for example demouser. See CSS API documentation for more information

*/

public String getUserName (HttpServletRequest req, HttpServletResponse res)

throws Exception

hostAdrress = reqg.getServerName () ;
String certStr = getCertificate(req);

String sCert = prepareCertificate(certStr);

/* Authenticate with a CN */
parseCertificate(sCert);

/* Authenticate if the Login Attribute is a DN */
if (g_userName == null)
{

throw new Exception("User name not found");

}

return g_userName;

/**

* Passing null since this is a trusted Security agent authentication

* See Security API documentation for more information on CSSSecurityAgentIF

*/

public String getPassword (HttpServletRequest req, HttpServletResponse res)
throws Exception

return null;

/**
* Get the Certificate sent by the Web Server in the HYPLOGIN header.
* If you pass a different header nane from the Web server, change the
* name in the method.
*/
private String getCertificate (HttpServletRequest request)
{
String cStr = (String)request
.getHeader (CSSConfigurationDefaults.HTTP_HEADER HYPLOGIN) ;
return cStr;

/**
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* The certificate sent by the Web server is a String.
* Put a "\n" in place of whitespace so that the X509Certificate
* java API can parse the certificate.
*/
private String prepareCertificate(String gString)
{
String strl = null;
String str2 = null;

strl = gString.replace("----- BEGIN CERTIFICATE----- n,ommy;
str2 = strl.replace("----- END CERTIFICATE----- "oy,
String certStrWithNL = "----- BEGIN CERTIFICATE----- "

+ str2.replace(" ", "\n") + "-———- END CERTIFICATE----- "

return certStrWithNL;

/**
* Parse the certificate
* 1. Create X509Certificate using the certificateFactory
2. Get the Principal object from the certificate
* 3. Set the g_userDN to a certificate attribute value (DN in this sample)
* 4
*/
private void parseCertificate(String sCertificate) throws Exception
{
X509Certificate cert = null;
String userID = null;

Parse the attribute (DN in this sample) to get a unigque username

try
{
X509Certificate clientCert = (X509Certificate)CertificateFactory
.getInstance("X.509")
.generateCertificate
new ByteArrayInputStream(sCertificate
.getBytes ("UTF-8")) ) ;
if (clientCert != null)

{
Principal princDN = clientCert.getSubjectDN() ;
String dnStr = princDN.getName () ;
g_userDN = dnStr;
int idx = dnStr.indexOf(",");
userID = dnStr.substring(3, idx);
g_userName = userID;

}

catch (CertificateException ce)

{

throw ce;

}
catch (UnsupportedEncodingException uee)
{
throw uee;
}
} //end of getUserNameFromCert
}// end of class
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