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Manage Certificates: newKeystore
To generate a new key palr (public an privete key) and wrap the publckey into a sef-signed certficat, cick Generate Keypair'. To generete a
Certficete Signing Reauest (C5R), select certificate From table and cick “Generats CSR”, After you create a CSR, send it to your CA who wil verfy your
ideniity and return the signed certficate. To iport the CA signed certiicate or trusted cert, cick Import, You can oy import the Cé-signed certfcate into
the same keystore From fich the CSR was generated,

o Generate Keypai Generate 3R | dyimport.. | (@ Eport... 3@ Delete
Subject Name: s CotficateType  Status  KeySee  StartDate Exgiraton Date
Cli=demo, C=U5 demo Certficate Vald 1024 February, 2009 February 4, 2019
9 Oli=Class 2 Publc rimary Cerficaion At ou=class 2publ Trusted Certfcate Vald 1024 January 26, 1996  August 1, 2028

LB fication ALt b Trusted Certiicate. vaid 124 It 1 o0

Trusted Certificate

The Trusted Certficate with Subject Name OLI=Class 2 Public rimary Certfication Autharity, O="eriSign, Inc.",
paste the entire ext i the bax From BEGIN CERTIFICATE t END CERTIFICATE ta the intended locatian; or cick "Export Trusted Certficate " to expart the
certicate to a e, You may want to do tis  anather party wants to rust your certficate drectly.
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Export Trusted Certficate || Close
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To generate a new key palr (publc and private key) and wrap the publc key nto a sef-signed certicate, clck "Generate Keypair", To generats 3
Certficate Signing Request (C5R), select a cetficate From table and clck "Generate CSR". After you create a CSR, send it your CA wha wil verify your
identity and return the signed certficte. To mport the CA signed certficate o trusted cet, click Import. You can orly import the CA-signed certficate into

the same keystore from which the CSR was generated,

o Generate Keypai Generate R | @ytmport.. | (@ Export

Subject Name: s Cenficate Type
emo, C=5 demo Certficate

foss 2 Pl Primry Cetfication Aut ou=chss 2 publ Trusted Cericate

Toss 1 Pl Primry Certfication Aut ou=chss 1 ubl Trusted Cericate

ecure Server Certfication Autharky, au=secure sery Trusted Certfcate

foss 3 Pl Primary Cerfication At new Trusted Certicate

TE CyberTrust Gobal Roct, O e cybertn Tusted Certficate

R Deete
status
vald

vald

vald

vald

vald

vald

Key Size
1024
1024
1024
1000
1024
1024

Start Date
February 6, 2003
January 25, 1996
January 25, 1996
November 8, 1994
January 25, 1996
August 12, 1998

Expiration Date
February 4, 2019
August 1, 2028
January 7, 2020
January 7, 2010
August 1, 2028
August 13, 2018
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e Keystores > Manage Certficates
! Manage Certificates: newKeystore
55 To generate a new key palr (public an privete key) and wrap the publckey into a sef-signed certficat, cick Generate Keypair'. To generete a
) Certficate Sging Request (C5R),select acertFicate from table and cck “Genarate CoR After you create a CSR, send 0 your CA who wil vy your
ideniity and returnthe signed certficate. To inport the CA signed certificate or trusted cert, cick Import. You can oy import the Cé-signe certficate int
the same keystore from which the CSR s generated,
)
o Generate Keypar | (@) Generote CR | dyimport... | (@) Export.. 3§ Delete
Subject Neme alas CotfcateType  Status  KeySie StartDate Expiraton Dete
femo, C=115 demo Certficate vaid 1024 February6,2009  February, 2013
9
Generate CSR

b

0
Certficate signing request with subject name Chi=demo, C=US is exported successfully. To export t to afle, clik "Expart CSR', You can sendithis letoa |
(CA or you can cut and paste the entire et n the box From BEGIN NEW CERTIFICATE REQUEST to END NEW CERTIFICATE REQUEST. Once you getyour |
certficate back from CA you can continue with mport

BEGIN NEW CERTIFICATE REQUEST

I TEWECEX G TBA DA CHOS g DY QOGETY U2 ENMA S LUEAXMEZGY EEZCEnZANB gk gk {GOWOBAQEF.
32081 QAT O EA GESVNAHCLY 147 €7 5o WISOXBRIEF ALy YNLUT i35 ¢ Xp 4y T gWLRw Ty TASTVmM
Ly6v JOUME JGGEPHKOU+17 €52xa0 ECARS 2 LEBE LpibguUhe W £ 7Ny 207 082D+ LeG3 LgF +xgdS
ThLy LHF L+ dENSVDAZYPRRE P EBPR2 04X BUCAWEAA AAANADGCE GGS TEIDOEBBAUAA AGBARKX KNGy
26 3XBPOHF Z0KA OY2v / MRUDOY gOUXE 65H=0AD3IGPHBR) + 4VhDEDS =2 JLVMDHECKIATL qUE P Op
0Lty £POK7AOHGEDKELO Fulu3 +QUZ E2dRE4 +hyxd3 LEB6E LNEWE §3Rmy + LY/ RuLIpKRO tu L2 55

Nez T a:

cERrIFIcaTE REQUEST-

Export CoR || Close.
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Keystores > Manage Certficates
Manage Certificates: newKeystore
To generate a new key palr (public and privete key) and wrap the publckey into a sef-signed certficat, cick “Generate Keypair". To genercte
Certficate Siging Request (C5R),selct a certficateFrom table and cck “Generate CSR After you create a CSR, send 0 your CA who wilvrfy your

identity and return the signed cerbFicate. To mpart the CA signed certficate ortrusted cet, clik Import, Yau can anly impert the CA-signed certfiate into
the same keystore from which the CSR was generated,

o Generate Keyparr | [@) Generate C5R | | (& Import, (@) Export... 3@ Delete.
Subjct Name s CotficateType  Status  KeySee  StartDate Expration Date:
Chi=demo, C=Us demo Certficate Vaid 1024 February,2009  February, 2019
OU=Class 3 PublcPrimary Certfication At ou=cass 3publ Tusted Certfcate Valid 1024 January 26, 19%  August 1, 2028
OU=Class 2 Publc Primary Certfication At ou=cess 2 publ Tusted Certfcate Valid 1024 January 26, 19%  August 1, 2028
OU=Class 1 Publc Primery Certfication At ou=cess 1 publ Trusted Certfcate Vald 1024 January 26, 19%  January 7, 2020
OUi=Secure Server Certfication Authorky, ou=secure sery Tusted Certfcate Vald 1000 November 8, 1994 January 7, 2010

(CN=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certiicate  Yalid 1024 August12, 1998 August 13, 2018
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To generate a e key patr (puble and private key) and wrap the publc key into @ sef-signed certicate, clck “Generste Keypair’, To generate 3
Certficate Signing Request (C5R), select a certficate From table and clck "Generate CSR". After you create a CSR, send I o your CA wha wil verify your
identity and return the signed certficate. To mport the CA signed certficate o trusted cet, click Import. You can orly import the CA-signed certficate into

the same keystore from which the CSR was generated.

Generate Keypair
o Generae Keypar

Subject Nare

[ Alias

fass 1 PublicPrimat
fass 2 Publc rimaf * Common Name
OU=Class 3 Public Prims|  Orgarizationsl Uit
Oli=Secure Server Cert

CH=GTE CyberTrust Gl

Organization
cry
State

Country

Key Sie

demo

demo

United States

1024 v

o

Cancel

Key Size
1024
1024
1024
1000
1024

Start Date
January 28, 1996
January 25, 1936
January 25, 1936
November 8, 1994
August 12, 1998

Expiration Date
January 7, 2020
August 1, 2028
August 1, 2028
January 7, 2010
August 13, 2018





OEBPS/Images/image01595.gif
(] Oracle irtual Directory v Page Refreshed Feb 6, 2003 2:50:27 P pST ()

Keystores
To create a IS keystore with a seF-signed certfcate, clck Create. To manage the contents of a XK keystore, select a keystore and clck Manage.

[Rcreate... | oelere.. | yimport.. | @ Exort.. | baManage.. | 2 ChangePassword

Name Keystore Type
test g
demojs e

o T — =
[ —

|ECT
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Keystores
To create a S keystore with a sef-signed certficate, clck Create. To manage the contents of a X5 keystore, select a keystore and clck Manage.

Rcreate... | 5Qoelete... | bimport Exort.. | baManage.. | 7 ChangePasswerd
Name Keystore Type
st #e
demotis Yo

demo s
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Keystores > Import 5 Keystore
Import JKS Keystore ok | cancel

Click "Brawse” to ick the keystore from the local il system, Keystores usually have a " Js" extension. Ensure the keystore name i uniaue far the
component. Specky the password for the keystore you are importing,

Fie

C\Dosuments and Setings\vmisra|[_Bronse

* Keystore Nae | demojks

* Keystore Passord [ o
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Keystores
To create a IS keystore with a seF-signed certfcate, clck Create. To manage the contents of a XK keystore, select a keystore and clck Manage.

[ Create. RDelete... | (dyimport @)Eport... | 63 Manage. 2 Change Password
e Kestore Type
ot s
dens [ g Delete Keystore ) ¥

Deleting a keystore also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the keystore demo?

Beiiz] | cancel
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Keystores
To create & K keystore with a seF-signed certfcate, clck Create. To manage the contents of a XK keystore, select a keystore and clck Manage.

Rcreate... | Roelere.. | yimport... | @ Exort.. | baManage.. | P ChangePassword

Name Opening fest. jks

test

55 enter Keystore Password

Vou have chosen to open
B testiks
whichis a: 5 e

* Keystore Passuord from: http:/jstasc3 us.orack.com:7624

What shauld Frefox do with this 7

O openith
©lswietie

ok || cancel
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Keystores > Create JKS Keystare
Create JKS Keystore ok | cancel

To create 3 keystore, enter 3 keystore name and password. The keystore name should be urigus wihin a component. Passwords have a minimum length
of sigh characters, and contain sphabeti characters combined with numeric o special charaters

Keystore Details
* Keystore Nae | nenkeyStore

* Keystore Passiord

* Canfirm Passward

Add Self-Signed Certificate
‘dd a sel-signed certficate that becomes part of the keystore, Alias must be Urique within  keystare,

reate Keystore with Sef-signed Certficate
s [mykey
* Common Hame | locahost
Organizationsl Uit | FOR TESTING OLY
Organization
ciy
Stete
Country v

ey sze [T 19
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@ tnformation
Alfkds on s page il equre  resart ook ofec,

$SL Configuration @) ok || concel

Enable 53L

Server Keystore Name test v,
@ TIP walet is not required for no-auth mode but is needed in other modes.

* Server Keystore Passord

Server Truststore Name | test v,
@ TIP Truststore is not required for na-auth mode but is needed in other mades.

* Server Truststore Passuord
ElAdvanced SSL Settings

Server 5L properties
S5L Authenticstion | Server Authentication v

i

SL_RsA_WITH RC4_128_MDS

SL_RSA_WITH RC4_128_SHA

L5 _RSA_WITH_AES _125_CBC_SHA

L5 _DHE_RSA_WITH_AES_125_CBC_S

SL_RSA_WITH_3DES_EDE_CBC_SHA &/

* Ciher Suite

* 55L Protocal Version | y1v2Helo S

hal
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Edit Listener - LDAP SSL Endpoint

Listener Type
Basic

Lstener Name  LDAP 551 Endpoint
Lstener Port 7501
Threads 10

ok | cancel

5L Configuration Status Enabled Change S5L Settings
Lstener Enabled
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Listeners
Oracle Vitusl Directory provides services to clents through connections known s isteners. There tho types of Listeners: LDAP and HTTP, and both can
be protected using 55L. This pags allows you to configure fisteners.

view [§Crecte...  PEdt.. 3 Delete
Neme. Enabled Type Threads Listering Port

LoAP Endpaint v Loap 10 eso1
LoaP 55t Endpaint v Loaps 10 7501
Acnin Gateway v AoMINS 10 o893
DSML Geteway x HTTP 10 o060
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$SL Configuration @ o

Enable 53L

Server Walet Hame v
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ElAdvanced SSL Settings

Server 5L properties
S5L Authenticstion | o Authentication v

* Cpher Suite. (Al
5L_DH_anon_WITH RC4_128_DS
[C]55L_DH_anon_WITH_DES_CBC_SHA
[C]55L_DH_anon_WITH_3DES_EDE_CBC_SH,

5L pratocal Version | y1 5
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Server Properties Revert | Apply
General | Performance | SAsL | Statistcs | Logging
Server Mode [Read [ Wikte .
Miaimum number of entres to be retuned by a search 10000
Miimum time allowed For @ search to complete (sec) 3500

anonymous ind | Disallow except For Read Access on the roat DSE .
Port Numbers

Non-SsL port | 389 )
550 port 636 #change 5L Settings
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@ information
Alfkds on s page il equre  resart ook ofec,

$SL Configuration @] ok || concel

Enable 53L

Server Wallet Name | dafaulk ¥
@ TIP walet is not required for no-auth mode but is needed in other modes.
ElAdvanced SSL Settings

Server 5L properties
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* Ciher Suite

* 55L Pratocal Version
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virtual Hosts
Create vitual hosts to maintsin more than one server on one computer, s diferentisted by thelr apparent hostname, enabling Orarle HITP Server to serve

different ieb stes simulkaneously. You can select 2 vitual host raw from the table and Using the Canfigure menu specy mad_weblogic, mod_perl, S5L,
mime and log configuration for selected row.

& este... 3¢ Remove | | configue -+

Name Sef  Server Configuration Ports Protocal

808 MIME Configuration 8589 HITPS

- Log Configuration 4443 HTTPS

mod_perl Canfiguration

551 Configuration

mod_wsblogic Configuration
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Virtual Hosts

Creste virtual hosts to maintain more than one server on one computer, a5 differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
fferent Web stes simultansously. You can select a virtual hast row Fram the table and using the Canfigure menu specify mod_weblogic, mod_perl, 5L,

mitne and Iog configuration for selected row.

& este.. K renove | | Confire

Name Server Name Type Ports Protocal
889 1P BASED saa0 HITPS
4443 1P BASED 4443 HITPS
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. | Application Defined MBeans: ADFConfigiMDSAppConfig | fesly || Revert
Show MBean Information

Attributes | Notfications

10
1

12

1

15

16

7
18

Name

ApphistadstaRepostoryInfo

AutoPurgeTimeTolive

ConfightBean
DeployTargetRepostory.

eventpravider
eventTypes

ExternaiChangeDetection

ExternaiChangeDetectionnterval

MaximumCachesize
objectiame
Readorly

Readonlytiode
Restartiieeded
RetryConnection
SharedetadataRepositorylnfo
stateManagesble
statsticsPravider

SystemiBean

Description
Metadata repostory partiion where the applcation s
deployed,

Automaticall purge versions of metadata documents olde)
than the given time iterval pecfied i seconds.

I true, &t inicates that this MEeanis a Config MBean.

The repostory where the appicatio's metadata s deploye
I true, it indcates that this MEean is an event pravider as
defined by J5R-77.

Allthe event's types emitted by this MBean.

Enables the applcation ta detect applcable metadata
changes performed external ta the applcation,

‘The maximum time nterval n secands vith which the
applcation wil detect external metadata changes. This
parameter is oly vald I ExternalChangeDetection 5
enabled.

The maximum metadeta cache size it in lcbytes.

The MBean's uniqus JWX name

I true, it inicates that this MEeanis a read only MBean.
Sitches the applcatian nto read arly mode s0 n metade
Updates wilbe mad,

Indicates whether a restart is nesded,

Enables the applcation o retry to connect to the metadat
repostory after connection Faiure.

Shared metadata repostor partiion(s) referenced by the
applcaton,

I true, it inicates that this MBean provides State
Management capabiites a5 defined by J5R-77.

I true, it indcates that this MEean is  statstic provider
defined by J5R-77.

IFtrue, it indcates that this MEean is a System MBean,
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This wizard lets you create 3 runtime environment for SOA composte applications. Once this operation is performed, thess applications can be adriistered
sing Oracle Enterprise Manager. # single camposite revison or a bundie containing revisons of mliple SO compasites can be deployed.

Specifythe archive or expanded drectory and configuration plan to deploy a single revision of & SOA composte. O speciy & ZIP il and configuration plen to
deploy mulile composite revisions at once.

Archive or Exploded Directory.

Vou can deplay a Service archive (SAR) or a ZIP il cortaining an or mare Service archives (SARS). You can also deploy an expanded archive dectory that s
present on the server on which Enterprise Manager i runring. Ensure that the revision nformation For sach SO composit is rovided n s application
package,

(@ Archive is on the machine whers this web browser is running.

Browse,
Oard

hive or exploded directary i on the server where Enterprise Manager i runring,

Configuration Plan
The configuration plan s il tht contains the deployment settings for 3 S0A composte revison,

(@ No external configuration plan is required.
O Configuration plan is on the machine whers this web browser is runming,

Browse.

O Configuration plan is on the server where Enterprise Manager is running.
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Archive Location msappdb.ear
Deployment Plan Create a new plan
Deployment Target soa_serverl

* Agpliction Nare [ mdsappcb
Context Root of Web Modules

ieh Machle Context Raot
mdsappdbweb.war mdsappdbweb

Target Metadata Repository
Select the metadata repostory and speciy the partiion in the repository tht the appiication wil be deployed to

The metadata repostory 'mds-appDBRepos (Database)" speciied nthis spplication s not a registered reposiory n this
domain. Select 3 registered repositry.

*Regostory Nane. mds-apgDERepos
Repostory Type Databsse
*pattin mdsoppobl
Shared Metadata Repositories
Select shared metadts epostoiesand partions orthe pplcation

mds-aprDBRepos"mdsappd ™ specfied n tis applcation are not registered

The metadata reposiary | partiton pairs"mds-appDERepos "Fmisappcl
repostaries and vald parttions in tis domain,

Namespace * Repostory Type. * partiion Location Edt

b mds DERepos1 Datsbase | mdsappubt [ 7

Ie mds DERepos1 Datshase  mosappck2 JHocindsIOR Va
Distribution

(@ Distribute and start application (servicing all requests)
O Distrbute and start application in admin mod (servicing orly adrin requests)
O istribute orly.

EOther Options
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Select Archive @

Specify the appication orthe exploded drectory. Optionally you can specify 3 deployment plan,

Archive or Exploded Directory
Java EE archive, Web Hodules (WAR fies), EJ8 Modues (EJ6 JAR files) and Resource Adapter Hodules (RAR
files) can be deployed. You can aso deploy an exploded archive that is present on the server where Enterprise:
Manager i runring,

(@ Archive is on the machine whers this web browser is running.

Browse.

O Archive or exploded directory is on the server whers Enterpriss Manager is running.

Deployment Plan

The deployment plan s il that contains the deployment settings for an appication. You can use a previously
<aved deployment plan Fo ths application.Later i the deployment process, you can optionaly ed the
deployment plan and save i For a future deployment of this applicaton. IFyou do nat have a deplayment plan,
one wil be created automaticaly during the deployment process when deployment: configuration s done.

(@ Create a new deployment plan when deployment configuration is done.

(O Deployment plan is on the machine where this web browser is runing.

Browse.

(O Deployment plan is on the server where Enterprise Manager is running.

Concel | Step 1 oF 4 | ext

& Information

Use this page to deploy Java EE
applcations that recuire Oracle
Mekadata Services (MDS) or that take
advantage of the Oracle Application
Development Framwork (Oracle ADF).

I your appication s 3 SOA composte,
use the SOA Composte deployment
wzard,

I your appication s not 3 S04
camposite or I does not require an MDS
repostory or ADF connectons, then you
can deploy your applcation using this
wizard orthe Orace Weblogic Server
Adriistration Console
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IDBC Data Sources
This table st the JDEC system data sources that have been created n tis domain. You can create, configure, test, cantrol or delete the system
data sources from this page.

vews [Rerestelv [GCreatelle  0eete Pt [ Taoets [ Monkor 5 Conrol
e T Nare e Taroets

BAMDataSource jdbejoraclefbam/ade Generic bam_servert

EDNDataSource jdbc/EDNDataSource Generic soa_serverl
EDMLocalTxDataSource. jdbe/EDNLocalTxDataSource Generic soa_serverl.
orasDpDstasurce JbclorssDPNDstasource Generic bam_servert s0a_serverl
S0ADataSource jdbe/SOADataSource Generic soa_serverl.
SOALacalTxDataSource jdbe/SOALocalTxDataSource Generic soa_serverl

mds-owsm jdbe/mdsjowsm Generic AdminServer,bam_server1,s0a_s

ds-soa jobcfmds/MDS_LocalTxDatasource. Generic AdminServensoa_serverl
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To generate a certificate signing request (CSR), click "Add Certificate Request". After you create a CSR, send it to your CA who v
gned cenicte, To mpartthe CA sgned cericate o trusted cert, clek Impert, You can anly mport the CA-signed certicae
R was generated

o Add Contficate Request | @y Inport... | @y Export... 3 Delets
Sujct e CofcteType St KoySen
a on e 102
= T elete certiicate e
oo e com, OL=FOR TE 100t
Olmclss 2Pl PrioryCotii] P15 1oL SIrE you wank o delte the selected 102t
o com, OUFORTES. o € 102t
Olmsenire Serer Confcmin 1o
CH=GTE CertustGobalFos, T 102t
OU=Class 3 Public Primary Certific: o= T — E 1024,
OU=Clcs § Pblc PrimaryCoticaion vty OV, o, C—U5 Trted Cofite vaid 1024
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Import Certificate

Centficate Type.

Paste the complste based-encoded certicate or certficate chain below.

File Hame

Trusted Certficate v
O Paste Certficate or Certificate Chain

{3 Select a file that contains the certificate or certficate chain

Browse.
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A certficate request with Subject Name Ch=oids, C=U5 s created insc the walkt "sefsigned” . See the cantent of the Certficate Request below, You can
SUbMI I £o 5 Certificate Authority. You can use "Export Certficate Request” to export It into 3 e,

Walets > Manage Certicates
Manage Certificates: selfsigned

Certificate Request

A certficate request with Subject Name Ch=oids, C=Us s created insde the walkt "sefsigned” , See the cantent of the Certficate Request below. You can
SUbMI I o & Certfcate Authoriy. You can uss "Export Certficate Request” to export i into a i,
GIN NEW CERTIFICATE REQUEST

CIBiaCEXQ TRADAC HOSCGY DY QOGEATY U2 ENIA SGA LUEAXHEER LN JCBnzANE gk gk {G0W0BAQEF.
A0BI QAT KOG A IMOE RNV &7 Locey 2 LHDF + 226N LpD/ DYNCRevhalyK 12/ 99¢ ITRganenl
3291215223 R SMK ANRRDS0AbO /REKIRE 1T HN2 KDSShe / UDK JpGAa PYEy GEwT ¢ Lt/ IN4WT 213 1d
o2 g ECAENARy L0V YN Zhngi 2doMRESnECAME 3 MA DGCE 3 TEIDYEREA UAA GBALMAXUTh
MBLETINLATNLYLLE 18 ¢y v EEmDINT 2urNH 2By £ 1C2pHLO1 Thzh/ nmmavaNKSEvePhzUCZ
WIPOZINIE AT YBUNCESHEnApha kiRaMYROED? 14 +32Ka O 4 2P DA EXBNUBEMO 3 AdTangY 8¢
EjSxeegnngan

END NEW CERTIFICATE REQUEST-

Close || Export Certficate Request
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To generate a certificate signing request (CSR), click "Add Certificate Request”. After you create a CSR, :
igned centicte, To mpart the CA sgned cericate o trusted cett, clek Inport, You can only mprt e
R was generated

o Add Cortfcate Request | Inport Export.. 3 Delete.
SubjectName | Add Certificate Request cate Type
fcate Request
icate
Oi=Closs 1Pub  * Commentame [ode d Certicate

Qussectre Sen|  oyganistonal it d Certfcate
Chiidap.acre.c d Certfcate
CH=GTE CyberTy Craanization d Certfcate
OU=Class 3 Publ ay d Certfcate
Oli=Class 2 Publ State d Certfcate

Country {{iiked Sates v

KeySee [1024 v

Cancel || ok
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A Walet is a Keystare that stores X,509 certficates and private keys i ndustry-standard, PKCS
selfsigned certficate, cick Create Sef-Signed Walet. To manage the contents of a walet, selec

[Rcreate... | oelete.. | [ Creste sef-Sined walet... | & Inport,
Name
a2
scfsigned

| [ Delete wallet

Deleting a wallet also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the wallet selfsigned?

{Ganel | | pelete
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wallets > Import Wallet

Import Wallet ok | cancel

Clck "Browss" to select the wallet and inport i for the selected component. The wallet name should be unique for the component, Password-protected walet fss
usually have & 12" extension and auto-login wallts have a*.s50" extension. You mport a walle to uss for a component, For exarmple with S5L operations.

Fil [Cenaletp12 Browse.

Dautorlogin
* walet Name [ oids

* wallet Password [ o
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wallets > Import Wallet

Import Wallet ok | cancel

Click "Browse" to select the wallet and impart I For the selected companent. The wallet name shauld be Unique for the camponent, Password-protected walt Fles
usually have & 12" extension and auto-login wallts have a*.s50" extension. You mport a walle to uss for a component, For exarmple with S5L operations.

Fil [Ccwaletssa Browse.

* walet Name
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wallets
A Walet is  Keystore that stores X.509 certficates and private keys i industry-standrd, PKCS #12 formt. To
selF-signed certficate, cick Create Sef-Signed Walet. To manage the contents of a walet, select a walket and clc

[Freate... | 3 ekte

Name

a2 Opening selfsigned.sso
sefsigned

Create Sef-sgned wallt... | dyimport... | (@) Export

Vou have chosenta open

) selfsigned.sso
wbichis a: 550 fie
from: hitsfjstane 14.05.orace,comi 7001

What shauld Frefox do with this 7

O openwith
©l3aveFie
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[ Confirmation ]
Sef.signed walet sefsigned succesfulycested

wallets
A Walet is aKeystore that stores X.509 certficates and private keys i industry-standard, PKCS #12 formt. To create a walet, cick Create, To create a wallet with
selfsigned certficate, cick Create SefSigned Walet. To manage the contents of a walet, select a walkt and clck Manage.

[Hereate.. | 3 Dekte
Hame futo-login
oz
sefsgned v

Creste sl Sgned walet... |y Tnport Eport.. | 63 enage,
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wiallets > Create Sef-Signed Walet

Create Self-Signed Wallet ok | Cancel

# self signed wallt is ot signed by a well known CA. 4 sef-signed walkt is ot recommendd in a production environment, The wiallet name should be uigus for a
given component. The wallt type can be auto-login or password-protected. Passwords, f specified, have a minimum length of ight characters, and contain aphabetic
characters combined with numeric or special characters. Auto-login wallet is an obfuscated Form of PKCS#12 walle that provides PKI-based access to services and

pplcations wihout requiing a password at runtine. Auto-login wallet dorit need a password to modify, or delete the walle. Fils system permissions provide the
necessary securiy for Auto-login wllts.

Self-Signed Wallet Details

* wallt Name [ selfsigned

oo

Add Self-Signed Certificate
‘dd a sl signed certficate that becomes part of the walet.

* Common Hste | idap.acme.com
Organizationsl Uit | FOR TESTING OLY
Organization
ciy
Stete
Country iiifed Siakes v
KeySiee (1024 W
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iallets > Create Walkt : Add Certficate Reuest
Create Wallet : Add Certificate Request ok | cancel

To generate a cortficate request (CR), enter the detallsof the CR. Click OK to generate  CR that you can cut and paste or export to a file. You typically do this o get
a certfcate signed by a Certiicate Authorty.

* Common eme [ oidt
Organizational Uit
Organization
ciy
Stete
country Urieed States v
Key Size [1024
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wiallets > Create Walkt
Create Wallet

ok | cancel
The wallt name shald be unique for a given companent. The walit type can be auto-login or passward-pratected. Passucrds, f specfied, have a minimum length of
eight characters, and contain alphabetic haracters combined with rumeric or special characters. Auto-logn wallet is an obfuscated Form of PKCS#12 walet that

provides PKI-based access to services and applications wihout requiring & password at runtime. Auto-login wallt dorft need a password to modfy, or delete the
wallet. File syste permissions provide the necessary securty for Auto-login walets.
Details

* walet Name [ oid2

Dautorlogin

* wallet Password [ o

* Confirm Password [ o
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Manage Certificates: newKeystore
To generate a new key pair (public an privete key) and urap the publckey into a sef-signed certficat, cick “Generete Keypair". To generate a Certficate Signing
Request (C5R), select a ceriicats from table and cick “Generate C5R", After you create a CR, send i o your CA who wilvery your dentity and return the signed

certficate. Ta Import the CA signed certficate or trusted cert, cick Impart. You can only mpart the Cé-<igned certficate nta the same keystare from which the CSR
was generated,

o Generate Keypair | @) Generate R | (yimport... | (@) Eport... € Delete.
Subject Name: alns Cotficate Type  Status  KeySee  StartDate Exgiraton Date
a

o, C=U5 dema Cortficate vaid 1024 Februsry6,2003  Februsry 4, 2018
(OU=Class 2 Public Primary Certfication Authoriy, O="Y ou=class 2 publ Trusted Certficate Vaid 1024 January 28, 19%  August 1, 2028
OU=Class 1 PublicPrmery Certfication Authority, O ss 1 publ Trusted Cortficate Vald 1024 January 25, 1996 January 7, 2020

Generate CSR

Certficate sigring request with subject name Chi=gerno, C=US is exported successfuly. To export it to  file, cick "Export CSR", You can send this il o
(CAor you can cut and paste the entire text Inthe box From BEGIN NEW CERTIFICATE REQUIET to END NEW CERTIFICATE REQLUEST., Once you get yaur
certficate back from CA you can continue with mport

BEGIN NEW CERTIFICATE REQUEST
I TEWECEX G TBA DA CHOS g DY QOGETY U2 ENMA S LUEAXMEZGY EEZCEnZANB gk gk {GOWOBAQEF.
32081 QAT O EA GESVNAHCLY 147 €7 5o WISOXBRIEF ALy YNLUT i35 ¢ Xp 4y T gWLRw Ty TASTVmM
Ly6v JOUME JGGEPHKOU+17 €52xa0 ECARS 2 LEBE LpibguUhe W £ 7Ny 207 082D+ LeG3 LgF +xgdS
ThLy LHF L+ dENSVDAZYPRRE P EBPR2 04X BUCAWEAA AAANADGCE GGS TEIDOEBBAUAA AGBARKX KNGy
26 3XBPOHF Z0KA OY2v / MRUDOY gOUXE 65H=0AD3IGPHBR) + 4VhDEDS =2 JLVMDHECKIATL qUE P Op
0Lty £POK7AOHGEDKELO Fulu3 +QUZ E2dRE4 +hyxd3 LEB6E LNEWE §3Rmy + LY/ RuLIpKRO tu L2 55
NezduTanjaz

END NEW CERTIFICATE REQUEST-

Export CoR || Close.






OEBPS/Images/image01602.gif
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i newKeystore

To generate a new key pair (puble and private key) and wrap the publckey into a sef-signed certicate, clck
Certficate Signing Request (C5R), select a certficate From table and clck ‘Generate CoR. After you create
identity and return the signed certficate. To mport the CA signed certficate o trusted cert, clek Iport, You

the same keystore from which the CSR was generated,

o Generate Keypair | @) Generate (R | yimport... | (@ Export
Subject Name: Alns Cenficate Type
Cli=demo, G demo Certficate

(OU=Class 2 PublicPrimary Certfication Aut. ou=class 2 publ Trusted Certficate.

Certiicate
| [ Delete certificate s
Are you sure you want to delete the selected Ceticate
Certificate CN=demo, C=US? Certicate

Beiiz] | cancel

R peete
status
vald

vald

vald

vald

vald

vald

Key Size
1024
1024
1024
1000
1024
1024
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