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1. Preface

1.1. Intended Audience

This document is primarily targeted at

. Oracle FLEXCUBE Direct Banking Development Teams
. Oracle FLEXCUBE Direct Banking Implementation Teams
. Oracle FLEXCUBE Direct Banking Implementation Partners

1.2. Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website

at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3. Access to OFSS Support

https://flexsupp.oracle.com/

1.4. Structure

This document consists of the following chapter

Chapter 4, "Deployment Architecture Introduction”

This chapter discusses the setup architecture.

Chapter 5, "Configure communication between Apache HTTP Server & Weblogic"
This chapter discusses configuration of insecure communication between Apache HTTP server and

Weblogic 11g Application server/

Chapter 6, "Configuring SSL"
This chapter discusses how to configure secured (SSL) communication between browser/Apache HTTP

server and Apache HTTP server/Weblogic 11g Application servers.

Chapter 7, "Appendix"

This chapter provides appendix information on key management & excerpt from sample config

files.
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://flexsupp.oracle.com/GSTOOLSSL/ENG/login_non.htm

1.5. Related Information Sources
For more information on Oracle FLEXCUBE Direct Banking Release 12.0.2.0.0, refer to the following

documents:

. Oracle FLEXCUBE Direct Banking Licensing Guide
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2.Abbreviations

FCDB Oracle FLEXCUBE Direct Banking
HTTP Hyper Text Transfer Protocol

SSL Secure Socket Layer

HTTPS HTTP Secure

J2EE Java 2 Enterprise Edition

WL Weblogic 119
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3.0verview

This document discusses following topics
e Configuring the insecure communication between Apache HTTP server and Weblogic 11g
Application server.
¢ Enabling SSL communication between browser & Apache HTTP server.

e Enabling SSL communication between Apache HTTP server & Weblogic 11g Application server.
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3.1.Pre-requisites

Application should be successfully deployed on Weblogic11g Server/Cluster.
Apache HTTP Server 2.2 must be installed.

Oracle FLEXCUBE Direct Banking application is successfully installed using Oracle FCDB
Installer.

whN e
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4.Deployement
Architecture

Introduction

Using the Apache Web Server 2.2 to delegate the requests to the Weblogic cluster the architecture

becomes similar to what is depicted in the following diagram.

HTTP/HTTPS

=

I

rver2
I

I
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Thus the changes done at the Managed Server does not affect the user requests. For example, multiple
servers can be added / removed from the cluster or any particular server can be shut down for

maintenance purposes without affecting the user request/response time.
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5.Configuring
the
communication
between
Apache HTTP
server &

Weblogic

This chapter discusses about the configuration needed to enable communication between Apache HTTP
server & Weblogic. After the communication is established you can secure the communication by
enabling SSL on this path (this is discussed in * ).
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5.1.Prerequisite:
1. Required Web-Application is up & running on Weblogic. The link to the web-application (on

Weblogic) has been tested.
2. Apache HTTP server is up & running.

14 Oracle FLEXCUBE Direct Banking 12.0.2.0.0 Configure Apache HTTP and Weblogic User Manual



5.2.Configuration:

Apache Web Server uses application-server vendor specific module/plug-in (provided by the vendor) to

forward the request to the Application Server. This module/plug-in should be available to the Apache

HTTP server & should be loaded. HTTP server should be configured on how to & where to forward the

request. Following steps provides the said configurations:

1)

2)

3)

4)

5)

15

Edit httpd. conf file. Update/add following configuration to update listen-port for http traffic.

% Listen 80

Locate the module/plug-in provided by weblogic for your setup. The module is System/OS
specific. Please refer to weblogic document to identify the appropriate module for your setup.
E{}ZD:\bea\wlserver_lo.O\server\plugin\win\32\mod_wl_22.so

Copy the module from weblogic installed directory to apache web server’'s module directory:

From :D:\bea\wlserver 10.0\server\plugin\win\32\mod wl 22.so

To :D:\Program Files\ApacheHTTPServer\modules

Once the module has been copied, direct the Apache HTTP server to load the module. To do
this, add/uncomment following directive in the httpd. conf file :

% LoadModule weblogic module modules/mod wl 22.so

Now that the module has been configured, HTTP server should be provided information on where
to forward the request. All this information is generally put in a separate config file & this config
file is included in Apache HTTP server’s config file httpd. conf. To do this create a conf file
‘weblogic.conf’ in conflextra/ and add the include directive to httpd. conf file

% <IfModule mod weblogic.c>
: Include conf/extra/weblogic.conf

- </IfModule>

Now edit conf file ‘weblogic.conf’ to include following configuration
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Property in | Value Description

‘weblogic.conf’

SetHandler Specifies the handle for the Apache HTTP

weblogic— Server plug-in module.

handler

WeblogicHost Specifies host of weblogic single server on
which the web-app is available.

WeblogicPort Specifies normal port of weblogic single
server on which the web-app is available.

WebLogicCluster | App- Specifies weblogic cluster details

serverHostl:port,
App-serverHost2:port

MatchExpression | Eg: /context/* Specify the filename pattern while proxying
by MIME type.

SecureProxy OFF Set this parameter to OFF
Since this is not a secure communication
setup. To configure secure communication
read * ’

Debug WARN, ERROR, ALL Specifies debug level for WL plugin. Set to
ALL during setup & set to ERROR once setup
is verified.

WLLogFile Location on file-system to log WL plugin
debugs information.

Note: Above properties are minimal configurations needed to enable communication between Apache

HTTP server & Weblogic application server. Please refer to Apache HTTP server/Weblogic

documentation for additional properties.

6) Restart the HTTP Server & verify the communication by accessing the web application with new
URL
http://<web-server host>: http-server listen port/context
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6.Configuring
SSL
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6.1.Prerequisite:

1) Insecure communication between Apache HTTP server & Weblogic application server has been
established as per

2) Private Key, server identity & server CA certificates for HTTP server are available.
3) Private Key, server identity & server CA certificates for application server are available.
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6.2.0verview

SSL configuration can be enabled for two paths

1) Browser to HTTP server: This path can further be:
a. 1Way: This is when only server proves authenticity.
b. 2 Way: Both server & client has to prove authenticity. This setup is not included in this
document.
2) HTTP server to Appserver
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6.3. Configure 1-way SSL from Browser to HTTP server

1) To enable SSL, apache web server should be directed to load SSL module. To load the SSL
module add/uncomment following directive in httpd. conf:

LoadModule ssl module modules/mod ssl.so

2) Once SSL module is loaded, further SSL configuration is generally added to another config file
‘conf/extra/httpd-ssl.conf’ & the file is included in httpd.conf. To do this edit
httpd.conf and add/uncomment following include directive

Include conf/extra/httpd-ssl.conf

3) Now create/edit the file conf/extra/httpd-ssl.conf to add/uncomment following SSL

configuration

Property Value Comment

Listen 443 HTTPS port

SSLEngine On Property to enable/disable SSL

SSLVerifyClient None This should be ‘None’ since this is 1 Way SSL setup
SSLCertificateFile Path on filesystem to locate HTTP server identity

certificate.

SSLCertificateKeyFile

Path on filesystem to locate HTTP server private key.

SSLCACertificateFile

Path on filesystem to locate HTTP server CA certificate.

Note: Above properties are minimal configurations needed to enable 1 way SSL between browser &

HTTP server. Please refer to Apache HTTP server documentation for additional properties.
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4) Note: Please set the file permissions for certificate and key file in such a way that only authorized
users have access to it on the operating system.

One way SSL configuration is complete. Restart the HTTP Server & verify the same by using
https://<host>:<SSL Listen port>/context
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6.4 Configure SSL
between Apache HTTP
server & Weblogic

Application server.

Before starting to configure SSL communication between Apache HTTP server & Weblogic application
server, ensure following has been completed:
1) Insecure communication between Apache HTTP server & Weblogic application has been
established. If not, please follow °

2) Secure (SSL) communication between browser & Apache HTTP server has been established. If
not, please follow ° ’

SSL communication between Apache HTTP server & Weblogic application server will be configured in
two phases:

Step 1: Configure SSL in Weblogic application server/cluster

Step 2: Configure SSL in Apache HTTP server

Step 1: Configure SSL in weblogic application server/cluster
This section gives detail about how to configure the BEA Weblogic 11g Server for SSL.

Perform following steps on Admin console of Weblogic Server for SSL configuration.
1. Go to the Admin console of Weblogic (Figure 6.4.1)
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ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences

Q Welcome, weblogic | Connected ko: fcdb_doma
¥iew changes and restarts Home >Summary of Servers
Configuration editing is enabled. Future Summaty of Servers
changes will automatically be activated as vou =
modify, add ar delet items in this domain. Configuration | Control
Domain Structure
fedb domain 2 A server is an instance of Wehlogic Server that runs in its own Java Wirtual Machine (v and has its own configuration,
S Enwvironment This page summarizes each server that has been configured in the current Weblogic Server domain,
[Servers
“Clusters
“irbual Hosts @
~Migratable Targets
~Machines [ Customize this table
—work Managers
~Starbup & Shutdown Classes servers {Filtered - More Columns Exist)
~Deployments New | [Cians | [Delete Showing 1 to 3 of 3 Previous | Next
[H-Gervices —
[}Isri;'i:?e?:;"l":: L 1| Name & Cluster Machine State Health Listen Port
[ Diannoshics ¥ " " )
[ | AdminServer(admin) RUNNMING oK 7001
How do L., B [ |FcoBserver FCDB_CLUSTER1 FCDBMachine RUMMING W 0K 7004
o Create Managed Servers [ | Fepeserverz FCDE_CLUSTER1 FCDBMachine RUNMING & oK 7003
« Delete Managed Servers Newv.| [Clonz | [Delete Showing 1 to 3 of 3 Previous | Next
« Delete the Administration Server
e Start and stop servers
System Status =]

Health of Running Servers

[ Faled(my
[ crieali;
[ overladed ()
T waming )
I ok (3)

Figure 6.4.1
Click on ‘Environment’ -> ‘Servers’ from ‘Domain Structures’

Select one server from the list which is a part of the clustered deployment.

Goto ‘General Tab’ of that server
Click on ‘Lock & Edit’ to perform changes (Figure 64.2).

ar w N
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ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

frdb_domain -~

EHEnuironment
“Servers

~Cluskers

~irtual Hosts
i=Migratable Targets
i Machines

~work Managers
~Startup & Shutdown Classes
~Deployments
[H-Services

~-Security Realms
[-Interoper abilicy
[FFH-Niannnstics

I£3

How do I... =]

Configure default network connections

.
« Creats and configure machines
« Configure custers

.

Start and stop servers

System Status =]

Health of Running Servers

[ Faled(n)
[ critical{m
[ overloaded (0)
[ waming o)y
)

8 Home LogOut Preferences [ Recard Help Q
Home =Summary of Serwers sFCDBServer

Settings for FCDBServer

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments
General | Cluster | Services | Kewstores | S5 | Federation Services | Deployment

SaEvE

Use this page ko configure general features of this server such as defaulk nebwork communications,

View JNDT Tree &

Name: FCDBServer
Machine: FCDBMachine
Cluster: FCDB_CLUSTER1
& Listen Address:
[ Listen Port Enabled
Listen Port: 7004
551 Listen Port Enabled
SSL Listen Port: 7202
[ 4% Client Cert Proxy Enabled
Java Compiler: javac
[ Advanced

Save

Services

Migration

Welcome, weblogic | Connected to: fedb_domain

Security | Mokes

Tuning | ©verload | Health Monitoring | Server Start

An alphanumeric name For this server instance,  More Info...

The WebLogic Ssrver host computer (maching) on which this ssrver is maant
torun.  More Info...

The cluster, or group of WebLogic Server instances, to which this server
belongs.  More Info...

The IP address or DMS name this server uses to lisken Far incoming
connections.  More Infa...

Specifies whether this server can be reached through the default plain-text
(non-55L) listen port.  More Info. .

Mare Info...

Indicates whether the ssrver can be reached through the default S5L listen
port. More Info...

The TCRJIP port at which this server listens for 55L connaction
requests.  More Info...

Specifies whether the HitpClusterServist proxies the client certificate in a
special headsr.  More Infa...

The Java compiler to use for all applications hosted on this server that nesd to
complle Javs code.  More Info...

I

6. Select check box for — *SSL Listen

Figure 6.4.2

Port Enabled’.

7. Disable the check box for — ‘Listen Port Enabled’. This ensures that the communication
path to this server is only through SSL and normal HTTP listen port is disabled.

8. Provide the port number for SSL.

9. Clickon *‘Activate Changes’ after saving it.

10.
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Click on ‘Keystores’ (Figure 6.4.3).
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] T T TS TS TS ST ST T T ST T

Domain Structure
Fedb_domnain
- Erviranment
Senvers
Clusters
“irtual Hosts
Migratable Targets
Machines
ok Managers
Startup & Shutdown Classes
Deployrnents
Services
Secukity Realms

o Settings updated succazshully.

Settings for FCDBServer
Cenfiguration | Protocols
General | Cluster | Services

Save

[#Interoperability Keystores:
(& Diagristics
How do I.. =] Identity

* Configure identity and trust
* Configure keystores
® Setup SSL

Custom Identity Keystore:

System Status
Health of Running Servers

Failed (01
Critical ()
readaadad i

Logaing | Debug

Custom Identity Keystore Type:

Custom Identity Keystore Passphrase:

Monitoting

SSL | Federation Services

Confirm Custom Identity Keystore Passphrase:

Control | Deplayments | Satvices

Deployrnent

Kepsiores enzure the secure storage and managernant of private keys and trusted cettificate authorities (CAs). This page lets you view and define various keystore configurations, These settings help
ou to manage the security of message transmissions,

Custom Identity and Custotn Trust
DooracleMiddewareiwls

Figure 6.4.3

Migration

Security | Motes

Tuning | Ovedoad | Health Monitating | Server Start

Uthich configuration rules should be used For finding the server's identity and
trust keystores?  Mare Info..,

The path and file name of the identity keystore, More Info..,

The type of the keystore, Generally, this is S, More Info..,

The encrypted custom identity keystore's passphrase, IF empty or null, then the
keystore will be opened without 2 passphrase,  More Info.,.

11. Selectthe ‘Custom Identity and Custom Trust’ for ‘Keystore’ from the drop down.
12. Specify the keystore location & passphrase for identity and trust.

13. Click on ‘save’ and ‘Activate Changes’.
14. Click on *ssL’ Tab (Figure 6.4.4).

ORACLE Weblogic Server® Admin =
8 Home Log Out Preferences [ Record Help |

Change Center
View changes and restarts

Configuration diting is enabled. Future

changes will autoraically be activated az you

rmodify, add or delete itema in this dornain.

Domain Structure
Fedb_domain
E-Envirnment
Servers
Clusters
Wirtual Hosts
Migratable Targets
Mahines
Work Managers
Sharup & Shutdown Classes
Deployments
- Zeruices
Security Realms
B-Interoperability
- Diagnostics

How do I...

* Configure identity and trust

* SerupEEL

® Verify host nsme verficstion is ensbled
« Configure a custom host name verifier
» Configurs twamway S5L

System Status
Hiealth of Running Servars
Failed ()
Critcal (01
Ovarlosded 1)
Warming (0
I @

FCOBServer

Settings for FCDBServer

Configuration Protocols  Logging  Debug

General | Cluster | Services | Keystores

save

This page lets you views and define warious Secure Sockets Layer (SSL) settings for this serwer instance. These settings help you to manage the security of message transmissions.

(& Mentity and Trust Locations:

Identity

Private Key Location:

Private Key Alias:
(i Private Key Passphrase:
(& Confirm Private Key Passphrase:

Certificate Location:
Trust

Trusted Certificate Authori

b Advanced

Save

SSL | Federation Services

Control  Deployments  Services  Security | Motes

Keystores

Deployment | Migration | Tuning | Gwerload

from Custorn Tdentity Keystors

my key

fromn Custorn Identity Keystors

from Custo Trust Keystare

Welcome, weblogic | Connected to: fedb_domain

Health Monitoring | Server Start

Indicates where S5L should Find the servers identity (zemificste and private key) 35 wel az the
serwer's trust (frusted CAs). More Info...
The keystore stuibure that defines the location of the private key fle, More Info...

The keystore attribute that defines the string alias used ta store and ratrievs the servers prvate
key. More Info...

The keystors staibure that defines the psssphrass used o retisvs the servar's privas
key. More Info...

The keystore attribute that defines the location of the trusted centificate,  More Info..,

The keystore attibute that defines the location of the centificate autherities, More Info...

Figure 6.4.4

15. For ‘*Identity and Trust Locations’ dropdown select ‘KeyStores’

16. Enter value for ‘Private Key alias’ and ‘Private Key Passphrase’.
17. Click on *save’ and ‘Activate Changes’.
18. If cluster perform the above steps for all managed server in the cluster.

19. Restart.
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Step 2: Configure SSL in weblogic application server/cluster

The Weblogic application server has been configured for SSL. Now the Apache HTTP server should be

configured for SSL between HTTP server & application server.

Please follow following steps:

1) Edit WL-plugin SSL config file ‘conf/extra/weblogic.conf’ to update/add following
properties:

Property in | Value Description

‘weblogic.conf’

WeblogicPort SSL port number Update the normal port with SSL port of
the weblogic single server on which the
web-app is available. This should be
specified only if single server is available

& not a cluster.

WebLogicCluster | App-serverHostl:SSLport, | Specifies weblogic cluster details

App-serverHost2:SSLport

SecureProxy ON Set this parameter to oN since this is

Secured communication.

TrustedCAFile Path on filesystem to locate application

server CA certificate.

Note: Above properties are minimal configurations needed to enable SSL communication between
apache web server & weblogic application server. Please refer to apache/weblogic documentation for

additional properties.

The SSL communication has been configured. Verify the same by accessing the web-application link.
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7.Appendix
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7.1 Keystore management

There are two key stores to be specified. One is identity keystore — which stores the private key of the

server, the identity of the server.
The other keystore is Trust Keystore — which stores the Trusted CA Certificates from CA like Verisign.
The digital certificate obtained from CA should be kept in this keystore.

These keystores can be managed using keytool utility.

The Certificate obtained from CA can be imported into Keystore using following command:
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7.2 Sample file httpd.conf

Excerpt from sample httpd.conf

#http listen port

Listen 80

#config file containing SSL configuration.

Include conf/extra/httpd-ssl.conf

#Weblogic plugin/Module

LoadModule weblogic module modules/mod wl 22.so
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7.3 Sample file httpd-ssl.conf

Excerpt from sample httpd-ssl.conf

# Port-number to listen for HTTPS protocol.
Listen 443

# This directive toggles the usage of the SSL/TLS Protocol Engine.
SSLEngine On

# HTTP server identity certificate to use

SSLCertificateFile "D:\FCDB\keys\serverSSLCertificate.cer"

# HTTP server private key to use.

SSLCertificateKeyFile "D:\FCDB\keys\unsec priv_key.key"

Note: Please set the file permissions for certificate and key files in such a way that only authorized users

have access to it on the operating system.
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7.4. Sample file weblogic.conf

Excerpt from sample httpd-ssl.conf

# Specifies the name of the handler for this module.

SetHandler weblogic-handler

#welogic cluster information with SSL port

WebLogicCluster IFLMUDSDLGV4G:7202, IFLMUD5DLGV4G:7303

MatchExpression /B001/*

# Set the debug level for the server logs
Debug ERROR

# Log file for the Weblogic plugin logs
WLLogFile "D:\FCDBLogs\WLLOGS.log"

# Set this parameter to ON to enable the use of the SSL protocol for all
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7.5 Configuration files used in the document .

Apache HTTP Server configuration files used

Config File Location w.r.t to Apache Description

Install Dir
httpd.conf conf/ Main config file for Apache HTTP Server.
httpd-ssl.conf conflextra/ Config file to provide SSL properties. This file is

included in httpd.conf

Weblogic.conf conf/extra/ Config file to provide weblogic plug-in properties.
This file is included in httpd.conf

31 Oracle FLEXCUBE Direct Banking 12.0.2.0.0 Configure Apache HTTP and Weblogic User Manual



