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Preface

About Net-Net OS-E® Documentation

The Net-Net OS-E references in this documentation apply to the Net-Net OS-E
operating system software that is used for the following Oracle and third-party SBC
products.

Oracle Communications Application Session Controller (ASC)
Oracle Communications WebRTC Session Controller (WSC)

Oracle Communications OS-E Session Directory (SD) Session Border Controller
(SBC)

Oracle Communications 2600 Session Directory (SD) Session Border Controller
(SBC)

Third-party products that license and use Oracle Communications OS-E software
on an OEM basis.

Unless otherwise stated, references to the Net-Net OS-E in this document apply to all
of the Oracle and third-party vendor products that use Net-Net OS-E software.

The following documentation set supports the current release of the OS-E software.

Oracle Communications Application Session Controller System and Installation
Commissioning Guide

Oracle Communications Application Session Controller System and Installation
Commissioning Guide Release 3.7.0M4

Oracle Communications Application Session Controller Management Tools

Oracle Communications Application Session Controller System Administration
Guide
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Oracle Communications Application Session Controller Session Services
Configuration Guide

Oracle Communications Application Session Controller Objects and Properties
Reference

Oracle Communications Application Session Controller System Operations and
Troubleshooting

Oracle Communications Application Session Controller Release Notes

Oracle Communications Application Session Controller Single Number Reach
Application Guide

Oracle Communications Application Session Controller Web Services SOAP
REST API

Oracle Communications WebRTC Session Controller Installation Guide

Revision History

This section contains a revision history for this document.

Date

June 28, 2013

Revision

Number Description

Rev. 1.00 ¢ GArelease of OS-E 3.7.0 software.

January 15, 2016  Rev. 1.10 » Updates Chapter 9, Configuring Route Server

Services.

May 17, 2016

Rev. 1.11 * Adds Oracle Communications Application
Session Controller System Installation and
Commissioning Guide Release 3.7.0M4 to the
3.7.0 doc set.
» Updates Chapter 9, Configuring Route Server
Services.
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Preface Xiii

Conventions Used in This Manual

Typographical Conventions

Key Convention

Function

Example

KEY NAME
CTRL+X
brackets [ ]

braces { }

vertical bar |

Monospaced bold

Monospaced italic

Identifies the name of a key to press.
Indicates a control key combination.
Indicates an optional argument.

Indicates a required argument with a
choice of values; choose one.

Separates parameter values. Same as
“or”

In screen displays, indicates user input.

In screen displays, indicates a
variable—generic text for which you
supply a value.

Type abc, then press [ENTER]
Press CTRL+C

[portNumber]

{enabled | disabled}

{TCP | TLS}
config> config vsp

config servers> config Ics
name

bold In text, indicates literal names of ...set as the secondary directory
commands, actions, objects, or service (with the unifier property)...
properties.
bold italic In text, indicates a variable. ...set the domain property of the
directory object.
Acronyms
The OS-E manuals contain the following industry-standard and product-specific
acronyms:
AAA Authentication, authorization, and accounting
ALI Automatic location identifier
ANI Automatic number identification
ANSI American National Standards Institute
AOR Address of record
API Application programming interface
ARP Address Resolution Protocol
AVERT Anti-virus emergency response team
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B2BUA
BOOTP
CA
CAP
CBC
CBN
ccs
CDR
CIDR
CLI
CMOS
CNAME
CNI
CODEC
CPE
CRL
CSR
CSTA
csv
DDDS
DHCP
DMZ
DN
DNIS
DNS
DOS
EIM
ESD
ESGW
ESQK
ESRN
FQDN

Back-to-back user agent

Bootstrap Protocol

Certificate authority

Client application protocol

Cipher block chaining

Call back number

Converged Communication Server
Call detail record

Classless interdomain routing
Command line interface

Comparison mean opinion score
Canonical name record

Calling number identification
Compressor/decompressor or coder/decoder
Customer-premise equipment
Certificate revocation list

Certificate signing request
Computer-supported telecommunications applications
Comma-separated values

Dynamic delegation discovery system
Dynamic Host Configuration Protocol
Demilitarized zone

Distinguished name

Dialed number identification service
Domain name service

Denial of service

Enterprise instant messaging
Electrostatic discharge

Emergency services gateway
Emergency services query key
Emergency services routing number
Fully qualified domain name
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Graphical user interface

Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
National Emergency Number Association defined VoIP solution
Internet Calendar Access Protocol
Internet Control Message Protocol
Instant messaging

Internet Protocol

Java database connectivity

Java management extensions

Java runtime environment

Local access and transport area

Live Communications Server
Least-cost routing

Lightweight Directory Access Protocol
Location information service

Media access control

Multimedia Communications Server
Management information base
Mean opinion score

Master street address guide
Maximum transmission unit
Naming authority pointer

Network address translation
National Emergency Number Association
Network interface card

Name server

Named signaling events

NT Lan Manager

Network Time Protocol

Office Communicator

Open Client Interface
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ODBC Open database connectivity

OTP Over temperature protection

OVvP Over voltage protection

PBX Private branch eXchange

PEM Privacy-enhanced mail

PERL Practical Extraction and Reporting Language
PING Packet internet groper

PKCS#12 Public Key Cryptography Standard #12
PKI Public Key Infrastructure

PSAP Public safety answering point

PSCP PUTTY secure copy

PSTN Public switched telephone network
QOP Quality of protection

QOS Quality of service

RADIUS Remote Authentication Dial-in User Service
RTC Real-time collaboration

RTCP Real-time Control Protocol

RTP Real-time Transport Protocol

RTT Round-trip time

SATA Serial ATA

SCsSI Small computer system interface

SDK Software development kit

SDP Session Description Protocol

SFTP Secure Shell File Transfer Protocol
SIMPLE SIP Instant Messaging and Presence Leveraging Extension
SIP Session Initiation Protocol

SIPS Session Initiation Protocol over TLS
SLB Server load balancing

SMB Server message block

SNMP Simple Network Management Protocol
SOA Server of authority

SOAP Simple Object Access Protocol
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SQL Structured Query Language

SRTP Secure Real-time Transport Protocol
SRV Server resource

SSH Secure Shell

SSL Secure socket layer

SSRC Synchronization source

STUN Simple Traversal of UDP over NATs
TCP Transmission Control Protocol
TDM Time division multiplexing

TGRP Trunk group

TLS Transport Layer Security

TOS Type of service

TTL Time to live

UPS Uninterruptable power supply

Us User agent

UAC User agent client

UAS User agent server

UDP User Datagram Protocol

uiD Unique identifier

URI Uniform resource identifier

URL Uniform resource locator

UTC Universal coordinated time

\oIP \oice over IP

VLAN Virtual local area network

VPC \VOIP positioning center

VRRP Virtual Router Redundancy Protocol
VSP Virtual system partition

VXID Virtual router interface 1D

WAR Web application resource

WAV Waveform audio

WM Windows Messenger

WSDL Web Services Description Language
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XML Extensible Markup Language
XSL Extensible Stylesheet Language
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Chapter 1. How Net-Net OS-E
Operates on SIP Sessions

About This Chapter

This chapter describes how the OS-E processes SIP sessions using the session
configuration, session policies, and normalization. These tools, using a specific
hierarchy, instruct the OS-E on how to match, process, normalize, and direct (route)
SIP traffic to meet the requirements of your network.

About SIP Sessions

SIP, the Session Initiation Protocol, and defined by a collection of Requests for
Comment (RFCs) managed by the Internet Engineering Task Force (IETF), is a
text-based messaging protocol for initiating interactive communication sessions
between users.

A SIP session is a network connection between two (or more) SIP clients, with each
SIP client accessing a SIP application that allows one client to communicate with the
other. A SIP proxy server usually resides between the clients, providing security,
monitoring, and control of the session. A client can be a SIP phone (an IP phone that
connects to the Internet), or a PC having access to a SIP application, such as Windows
Messenger, an instant messaging (IM) application where IM participants
communicate with each other from text windows on their computer desktop.

Oracle Communicatiosn Application Session Controller 3.7.0
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How the Net-Net OS-E Establishes SIP Sessions

Once the clients have started s session through SIP INVITE messages, they are able to
conduct the session through session-specific message exchange. An active session
uses the Transport Layer Security protocol (TLS), TCP, UDP and their associated
ports to maintain SIP sessions. These SIP sessions include calls using telephones
carrying voice, video, and data calls, multimedia conferences, and streaming media
services.

SIP INVITE messages handled by the SIP proxy, the device that resides between the
clients. Users register their network addresses-of-record with a SIP registrar so that
SIP callers, using their hosted SIP applications, can look up and contact other SIP
users who also have their address information in the registrar’s database.

The OS-E system, operating as SIP proxy and a registrar, gathers registration and
address-of-record information to locate and connect SIP callers. Registration ensures
that the call goes though the OS-E system so that policies can be applied and enforced
on the SIP session. Registration information is shared between registration peers,
where each peer provides updates to each other about registered SIP users, and to what
address a call might be forwarded, if handled by a specific service provider.

How the Net-Net OS-E Establishes SIP Sessions

SIP sessions are usually instant messaging (IM) sessions, such as sessions between
Windows Messenger or Office Communicator clients, or SIP voice calls between SIP
phones using SIP PBX equipment. Video conferencing and other SIP host-based
applications use SIP and related protocols to support a SIP session. Regardless of the
actual SIP application, all SIP sessions use signaling and media streaming to open and
pass SIP messages over a session.

When a SIP session request arrives at the OS-E system, and after the request passes
the OS-E’s pre-session configuration, the “from” and “to” servers are determined
using the information contained in the SIP request. The SIP message is forwarded to
the SIP protocol for processing (using the SIP protocol “stack™) so that the SIP session
can be opened. When the session opens, the OS-E combines all session configurations
(default session configuration, policy rules and conditions, and so on) and applies the
configurations at various points to all messages associated with the SIP session.
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Session requests that initiate with the SIP INVITE method differ from session requests
that initiate using other SIP methods, such as REGISTER, INFO, and OPTIONS.

SIP INVITE messages open a SIP session called a dialog, where the session is held
open for messages between the caller and the recipient, and is identified with a call
session ID that is persistent throughout the call session. “To:” and “From:” tags are
then assigned a string value to identify messages that are part of the same call session.
The session remains open until a SIP call participant (sender or receiver) sends a BYE
message to the other participant. In other words, this translates to a SIP call participant
simply hanging up the SIP phone, for example, or an instant messaging (IM) user
closing an IM window.

Other SIP sessions, such as SIP REGISTER sessions, are short-lived and are only held
open for 30 seconds. These types of sessions are outside of the dialog session that is
created using the SIP INVITE method.

Keep in mind that while the SIP session is open, the OS-E performs as the proxy
between the SIP caller and the SIP call recipient. Both the caller and recipient are each
accessing a SIP server, SIP PBX, or other host-based SIP application.

IP protocols, network services, and database services running on the OS-E proxy
allow to you to capture the SIP call detail records for accounting applications, record,
monitor and playback SIP sessions, and query the OS-E call database for
denial-of-service activity that could interrupt call throughput and services.

RADIUS, SYSLOG, and DNS, for example, are other remote services that the OS-E
uses to support SIP call sessions and session record detailing.

SIP Session Processing Hierarchy

The OS-E uses a processing hierarchy to manage inbound and outbound SIP sessions.
This hierarchy places configuration objects at a specific precedence, where certain
objects of the configuration are checked before others. When a session match occurs,
meaning that inbound SIP traffic (using the SIP header, URL, or other criteria)
matches some level of the processing hierarchy, the OS-E then takes that appropriate
action, such as connecting a caller, normalizing the call and forwarding it to another
SIP gateway or call endpoint, or even dropping or disconnecting a call.

The following number list identifies the processing sequence when the OS-E
evaluates a SIP message.
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pre-session-config

default-session-config

default-policy

server inbound session-config

server inbound normalization
dial-plan/reg-plan normalization
dial-plan/reg-plan->arbiter session-config

dial-plan/reg-plan->route normalization

© © N o g k~ w bdb P

dial-plan/reg-plan->route session-config

[y
o

. named session config received via LCR or the ASC external policy service via
WSDL

11. outbound-policy
12. server outbound session-config
13. server outbound normalization

14. server outbound normalization session-config

Session configurations are "layered™” on top of each other so the last layer takes
precedence. For example, in the above hierarchy, the server outbound normalization
session-config takes precedence above all others.

If a particular layer has nothing configured for an entry that is defined by a previous
layer, then the previous layer settings remain intact. For example, if the default
session-config has a "to-uri-specification™ defined and the policy does not, then the
default-session-config setting remains.

A session configuration is applied just before the message is sent to its destination. If
you have a server inbound-session-config that modifies the domain of the request-uri
and to-uri, and because this change does not take effect until the message is
forwarded, it will not affect the dial-plan/reg-plan lookup. For example, an inbound
SIP INVITE has the following request-uri:

INVITE sip:+121020@foo.com:5060;transport=tcp SIP/2.0
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The server inbound-session-config has a "request-uri-specification" that modifies the
domain to "bar.com”. Because the session-config application happens after each
session-config has been evaluated, the dial-plan/reg-plan lookup is done based on
request-uri:

INVITE sip:+121020@foo.com:5060;transport=tcp SIP/2.0
Rather than,

INVITE sip:+121020@bar.com:5060;transport=tcp SIP/2.0

Normalization

Unlike the session configuration, normalization modifies the message at the time it is
evaluated. Consequently, normalization can affect a dial-plan/reg-plan lookup or a
future normalization match. For example, an inbound INVITE has the following
request-uri:

INVITE sip:+121020@foo.com:5060;transport=tcp SIP/2.0

The server-pool inbound-normalization has a configuration that modifies the
request-uri user to "5552220001". Because normalization happens immediately, the
dial-plan/reg-plan lookup is done based on the following request-uri:

INVITE sip:5552220001@foo.com:5060;transport=tcp SIP/2.0
Rather than,
INVITE sip:+121020@foo.com:5060;transport=tcp SIP/2.0

Cascading normalization can result in multiple modifications to a given header. For
example, an inbound INVIEW has the following request-uri:

INVITE sip:2078541000@foo.com:5060;transport=tcp SIP/2.0

The server-pool inbound-normalization has a configuration that strips the '207' from
the request-uri-user resulting in the following URI:

INVITE sip:8541000@foo.com:5060;transport=tcp SIP/2.0

Oracle Communications Application Session Controller 3.7.0



1-24 Session Services Configuration Guide
Creating the Pre-Session Configuration

The dial-plan/registration-plan lookup directs the call to a server that has an outbound
normalization that appends '543' to the request-uri-user which is forwarded as:

INVITE sip:5438541000@foo.com:5060;transport=tcp SIP/2.0

Note: Normalization only affects user values, while a session configuration
can manipulate many fields in a header. The OS-E can only change user values
before any dial-plan/reg-plan, arbiter, or subsequent normalization match.

Creating the Pre-Session Configuration

The pre-session configuration describes how the OS-E should behave based on SIP
message headers and enumeration settings, and if certain SIP methods should be
blocked, preventing the SIP session from being established.

Before you create policies, you can edit the pre-session configuration to preemptively
take action on a SIP session request before the OS-E initiates the session. This allows
you to globally block or modify certain types of SIP sessions before a session is
started.

The pre-session configuration supports the following operations:
» Blocking configured SIP methods

* Modifying SIP headers (including discarding SIP packets)

*  Maodifying SIP ENUM settings

»  Setting a directive for unregistered SIP senders

Blocking SIP Methods

The SIP methods that you can block on a SIP session request include:

* INVITE

« ACK

* OPTIONS
* BYE

» CANCEL
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 REGISTER
» MESSAGE
 INFO

* NOTIFY

« SUBSCRIBE
* REFER

* PRACK

* PUBLISH

« UPDATE

* PING

By default, the OS-E allows all SIP methods.

CLI Session

The follow CLI session blocks all SIP session requests containing the SIP INFO
method.

config> config vsp pre-session-config

config pre-session-config> config block-method-settings
config block-method-settings> set admin enabled

config block-method-settings> set block method info

Operating on SIP Headers

The sip-header-settings object allows you to modify or alter SIP headers using
configured rules and actions based on the header names and value settings.

CLI Session

The follow example CLI session prevents SIP packets from the user named
evilBadGuy. The CLI session does the following:

» Enables the sip-header-settings administration state.
o Creates the user-defined SIP session rule named dropPackets.

» Creates an informational text field to help describe the rule.
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» Sets the discard-packet action.

»  Sets the condition that matches the name (value) in the SIP header (evilBadGuy)
value.

config> config vsp pre-session-config

config pre-session-config> config sip-header-settings

config sip-header-settings> set admin enabled

config sip-header-settings> config rule dropPackets

Creating “rule dropPackets”>

config rule dropPackets> set description “Drop SIP requests
from name evilBadGuy”

config rule dropPackets> set action discard-packet

config rule dropPackets> set condition match-value evilBadGuy

Creating the Default Session Configuration

Each OS-E system uses a default session configuration that contains the entire
possible configuration that can be applied to a SIP session in the absence of a
configured policy that matches the SIP session request. This is default preemptive
behavior of the OS-E as an enterprise SIP proxy.

Unlike the pre-session-config, the default-session-config configuration operates on
the SIP session once the session is started, but before the call is forwarded or
connected, and in the absence of any OS-E policy that matches a SIP session request.
Destination server policies, however, are applied to the session, if configured, along
with the default session configuration. In cases where a policy match does exist, the
OS-E uses the session configuration settings that you define under each policy.

One strategy that you can use is to open each object to display the OS-E-provided
default settings. Some settings may be appropriate for your network, while others may
not. The Net-Net OS-E — Objects and Properties Reference provides a complete
description of each default-session-config object.

CLI Session

The following example CLI session shows a sample default session configuration that
does the following:

e Sets the transport and port.

» Sets the directive to allow SIP traffic received on the OS-E proxy to the to the
destination SIP server.
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» Performs local authentication of the SIP user who has established the SIP session.

» Configures SIP call detail records to be forwarded to the specified RADIUS
accounting group

» Sends an alert message and session information to the OS-E event log.

» Blocks the specified media types (audio and video) from entering the SIP session.

config> config vsp default-session-config

config default-session-config> config sip-settings
config sip-settings> set transport TCP

config sip-settings> set port auto-determine
config sip-settings> return

config default-session-config> config sip-directive
config sip-directive> set directive allow
config sip-directive> return

config default-session-config> config authentication
config authentication> set mode local enabled
config authentication> return

config default-session-config> config accounting
config accounting> set target radius ‘“vsp\radius-group 1”
config accounting> return

config default-session-config> config log-alert
config log-alert> set message-logging enabled
config log-alert> return

config default-session-config> config media-type

config media-type> set blocked-media-types audio any
config media-type> set blocked-media-types video any

Creating the Session Configuration

The OS-E logically applies a session configuration when there is a matching SIP call
request with a configured dial-plan, registration-plan, or policy. In the case of a
non-matching request, the session is governed by the default-session-config or a
default-policy session configuration under vsp\policies\session-policies.

The OS-E parses the configuration file for SIP request matches in the following order:

1. Locate a matching dial- or registration-plan in the configuration.
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Session

2. Ifapolicy is configured for the dial- or registration-plan, match the SIP request to
the policy and apply the associated session configuration.

3. If asession-config is configured for the dial- or registration plan, apply the
session configuration

4, If asession-config-pool is configured for the dial- or registration-plan, apply
session configuration

5. If there is a matching default policy, apply the session configuration for the
matching rule.

6. If there are no matches above, apply the default-session-config to the call session.

Policy Entries — Rules, Condition Lists, and Session Actions

Each OS-E session policy that you define is a single policy entry. Each policy consists
of a series of rules, with each rule having a unique condition-list and
session-configuration. The condition list describes the specific conditions that are
evaluated based on configured criteria, such To: and From: URI and server conditions,
date and time, user group memberships, and from the SIP message itself.

Using policies, rules, and conditions lists, the OS-E system decides how to handle or
act on the SIP traffic using the session configuration. The session configuration is the
same as the default-session configuration. However, the session configuration is
dedicated to the overlaying policy rule, governing only those SIP sessions that match
the rule and the condition list. The policy session configuration always overrides the
default session configuration when a policy match occurs with the SIP session.

If the condition list evaluates to TRUE (i.e., matched), then the session configuration
is applied to the rule. Additionally, the conditions in the condition list can be AND’d
and OR’d together to make a policy decision.

All policy rules within a policy are applied one after another so that the most specific
policies are applied first (User, Group, Server, and Default).

Creating Session Configuration Pools

The session configuration pool is a mechanism for creating a session configuration
that can be referenced through a dial plan. By creating a specific session configuration
using a unigue name, you can re-use it for all applicable dial plans without having to
create multiple, identical session configurations.
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Each session configuration in the pool uses a unique name that you specify. The
configuration objects available within a session-config-pool entry are the same
session objects available for the default or pre-session configuration.

For information on referencing a session configuration from the pool, refer to Chapter
3, “Configuring Dial Plans.”

Net-Net OS-E Policy Overview

Polices allow you to control and monitor the SIP sessions that traverse the enterprise
network. Policies use rules, conditions, and session actions that are executed in a
logical order whenever a SIP client establishes a session with a SIP recipient. When
the OS-E evaluates the SIP call request, and if the call session is allowed based on
matched criteria, specific actions are applied at various points during the call
session.A condition list determines the OS-E actions that are applied to a SIP call
session.

Creating SIP Session Policies

You can create SIP session policies using the command line interface (CLI). A session
policy can be as simple or as complex as you can make it. Policies that block certain
types of traffic can be relatively simple, while policies containing multiple rules and
conditions, as well as those that you build with regular expressions, are more difficult
to create. Starting off with some simple, or less-complex session policies can serve as
building blocks for more detailed policies.

CLI Session

The following CLI session opens the policy configuration object on the OS-E system
with the user-specified name called companySierra, a rule called blockSession, and a
text description of the policy to be created. Also shown are the two objects that define
the session policy, the condition-list and the session-config.

config> config vsp policies

config policies> config session-policies

config session-policies> config policy companySierra
Creating "policy companySierra*”

config policy companySierra> config rule blockSession
Creating "rule blockSession*
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config rule blockSession> set admin enabled

config rule blockSession> set description “Rule to block sessions
based on matched conditions.”

config rule blockSession> config condition-list

config condition-list> return

config rule blockSession> config session-config

Note that the session-config object contains the same subobjects as the
default-session-config object, as described in the previous section. The difference is
that the session-config applies to those SIP sessions where an evaluation of the
session determines one or more policy matches.

Policy Components and Ordering

A policy is a rule that you create using a unique condition-list and a session
configuration. The condition list defines the evaluation criteria that the OS-E uses to
match SIP session with configured policies. The session configuration then prescribes
the action to perform on the session if a match occurs. The following image illustrates
the policy component structure on the OS-E system.

Policy name: companySierra

Rule: block Condition | Action(s) to execute on session

Rule: allow Condition Action(s) to execute on session

)
)

Rule: discard Condition Action(s) to execute on session
)

Rule: verify Condition Action(s) to execute on session

The following image illustrates the relationship and ordering of the session qualifiers
(User, Group, Server, Default) that the OS-E uses to decide which policies apply to the
SIP session. Policies on a session are ordered so that the most specific policies are
applied first in the order User->Group->Server->Default. When the OS-E applies
policies of the same level to a session, the From user policies have a higher priority
than the To user.

Oracle Communications Application Session Controller 3.7.0



How Net-Net OS-E Operates on SIP Sessions | 1-31
Creating the Rules, Conditions, and Actions

Qualifiers that decide policies to apply to
the SIP session

SIP session
From: To: Policy ordering:
User User P Source and destination SIP URLs
Group Group » Source and destination user groups
Server Server P Source and destination SIP servers
Default Default P CXC default behavior for VSP

Policy name: companySierra

Rule: block Condition Action(s) to execute on session

Rule: allow Condition Action(s) to execute on session

(s)
Rule: discard Condition Action(s) to execute on session
(s)

Rule: verify Condition Action(s) to execute on session
[

[

When there are multiple policies for the both the direction (From, To) and the level
(User, Group, Server, Default), policies apply in the order that they appear in the
policy configuration tree.

Creating the Rules, Conditions, and Actions

Policy Rules

The OS-E extracts rules from policies before applying the rules to the active SIP
session. Rules within a policy are placed on the session in the order in which they are
specified in the policy. Once configured, you can adjust the order of the rules within
policy so that some rules maintain a higher precedence than others.

The image below illustrates how the SIP session is using Policy A through Policy D
on a SIP session based on policy matching. Policy A maintains the highest priority and
executes Rules 1 through Rule 4. Policy B, Policy C, and Policy D follow in sequence.
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Policy name: companySierra

Qualifiers that decide policies Rule: 1 Condition | Action(s) to execute on session
to apply to the SIP session

(s)
Rule: 2 Condition | Action(s) to execute on session | Policy | from
SIP session Rule: 3 Condition | Action(s) to execute on session A User
From: To: Rule: 4 Condition | Action(s) to execute on session
User User Rule: 1 | Condition | Action(s) to execute on session Policy | To
Group Group Rule: 2 | Condition | Action(s) to execute on session B Group

Server Server Rule: 1 Condition | Action(s) to execute on session

_ Policy | From
Condition Action(s) to execute on session C Server

Default | Default Rule: 2

(s)
(s)
Rule: 3 Condition | Action(s) to execute on session
From
(s)
(s)

Rule: 1 Condition | Action(s) to execute on session | Policy | pefault
Rule: 2 | Condition | Action(s) to execute on session D ifg:__"‘;y for

Policy Conditions

When SIP packets arrive at the OS-E for session establishment, and if the pre- and
default-session-config does not block the SIP packet processing, the OS-E proceeds
to build a session profile. The session profile contains data elements that are used to
match the conditions that are contained in each rule. This means that the condition
must match a field in the profile if an action is to take place on the SIP session.

The following image illustrates how the OS-E builds a session profile using fields in
the SIP packet for condition matching and policy execution on the session.

SIP packet received by CXC

Policy name: companySierra

SIP session profile Condition | Action(s) to execute on session

From URI
To URI

()
Condition | Action(s) to execute on session
Condition | Action(s) to execute on session

(s)

Condition | Action(s) to execute on session

The session profile under vsp\policies\session-policies\policy\rule\condition-list can
be configured to match the following conditions associated with the received SIP
packet:
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sip-message-condition

» Match properties: box, to-uid, from-uid, ip-interface, direction, transport,
remote-ip, local-ip, remote-port, local-port, call-leg, message-type,
request-method, response-code, header, content, result-code, result-description,
request-uri-user-host, to-user-host, from-user-host, cseg-method-type, request-uri,
response-string, call-id, from, to, cseq, private-remote-ip, private-remote-port,
uac-public-ip, uac-public-port uac-public-transport, pushing-thru-proxy,
media-types, public-local-ip, content-type, user-agent

Example:

config condition-list> set sip-message-condition from match spam.com

from-uri-condition, to-uri-condition

e Match properties: scheme, identifier, user, host, port, ttl, method, url, other,
transport

Example:

config condition-list> set from-uri-condition user match
evilBadGuy@spam.com

request-uri-condition

e Match properties: scheme, identifier, user, host, port, ttl, method, url, other,
transport

Example:

config condition-list> set request-uri-condition user match
evilBadGuy@spam.com

from-server-condition

e Match properties: tag, address, server-type

Example:

config condition-list> set from-server-condition address match
210.46.5.1

date-time-condition

» Match properties: day, month, hour, minute, date, year
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Example:

config condition-list> set date-time-condition month match June

user-group-condition
» Match properties: User group associations found in directories. (to-user-group,
from-user-group)

Example:
config condition-list> set user-group-condition to-user-group match
companySierra

action-condition

» Match properties: (none, call-control, presence-subscribe,
presence-end-subscription)

Example:

config condition-list> set action-condition call-control

Policy Actions in the Session Configuration

The policy session-configuration describes the actions to perform on the call session
based on matching conditions. As described earlier, SIP sessions for which there are
no matching conditions will use the default-session-config to control the VSP and
how it performs actions on the session.

Each policy action has a precedence associated with it. The precedence determines the
point in the session where that action is applied. Some actions operate directly on the
SIP packet where the “From:” and “To:” URI may be altered. Other actions enable
signaling and media services on the session.

The following table lists some of the policy actions and the logical order in which they
are processed on the SIP session

Session action Description

sip-settings Directs the session to a SIP server (IP address) over the
configured transport (UPD, TCP, or TLS).

sip-directive Provides instructions for the SIP session.acket. If set to
DISCARD or REFUSE, no additional processing is performed on
the session.
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Session action

Description

to-uri-specification

Alters the To: field of the SIP message so that the session is
redirected to the specified URI.

from-uri-specification

Alters the From: field of the SIP message so that the SIP session
appears to have originated by the specified URI.

request-uri-specification

Specifies where each field of the outgoing request-uri will be
derived from.

contact-uri-settings-in-leg

Specifies where the OS-E derives the content of the CONTACT
header from when it forwards a message to a UAC.

contact-uri-settings-out-leg

Specifies where the OS-E derives the content of the CONTACT
header from when it forwards a message to a UAS.

presence

Enables presence translation services, such as LCS -to-LCS,
and IBM Sametime-to-LCS, and presence value mappings
(busy, online, be-right-back, etc.)

registration

Enables URI registration caching to the OS-E local registration
database.

authentication Configures the authentication method to use on this session,
such as none, accept, reject, local, RADIUS, DIAMETER, and
directory.

accounting Specifies the accounting target, such a RADIUS accounting
group, to which session accounting information is sent.

media Configures media anchoring, NAT traversal, packet marking, and

encryption on SIP media-type sessions, such as SIP INVITE
sessions.

in-encryption

Specifies encryption parameters for inbound calls.

out-encryption

Specifies encryption parameters to outbound endpoints.

media-type Sets the media types that are allowed and prohibited during the
session.
log-alert Generates an alert to the OS-E event log if the session is

created.

refer-settings

Enables or disables call parking compatibility settings for the
Sylantro SIP for Business initiative.

instant-messaging

Configures instant messaging (IM) directives, as well as alert
settings that are forwarded to the configured logging target.

instant-messaging-content

Applies word and URL filtering lists to the IM session. The IM
session is checked for words and URLSs contained in the lists.
Word and URL matches are struck from the IM session.
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Session action Description

file-transfer Configures the settings that allow file transfers over the SIP
session, such as anchoring, recording, and virus scanning.

forking-settings Configures simultaneous ringing of SIP destination phones.

header-settings Configures SIP headers to strip from the SIP messages before

forwarding the call to the destination. Vendor-specific modes.

trusted-interface-settings Provides an interface to allow non-LCS devices to interact with

LCS clients.

session-control-settings Specifies whether the OS-E should process policy on only the
first or on all messages in a session.

playback-call-settings Enables playback of the last recorded SIP call in a specific To/
From pair.

csta-settings Enables a CSTA session, allowing VolP call control features over

SIP sessions, such as instant messaging.

sip-session-timers-settings | Sets the values of SIP session timers.

egress-routing-setting Configures a geolocation to match against configured IP
interfaces.
third-party-call-control Specifies the WAV files that the OS-E should play when it is

acting as a third-party call controller.

uui-header Specifies the UUI header that can be used for passing the
universal call ID (UCID) and other session information to the
NICE media server.

3GPP Specifies 3rd Generation Partnership Project (3GPP) systems.
response-translation- Maps a new status code and, optionally, phrase to a received
settings code.

accounting-data Adds a custom data field to the accounting record.

codec-specific-parameters | Adds an a=fmtp line to the SDP.

Creating Policies Using the CLI

This section covers a simple policy configuration using the CLI. The complexity of
the policy determines which options you will need to configure in the condition list, as
well as the specific actions to execute should a policy match occur in the SIP session.

The following CLI session

»  Creates the policy named companySierra.
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» Creates, enables, and configures the rule named blockSession with a text
description of the rule.

»  Opens the condition-list object and sets the SIP message conditions so that the
OS-E examines SIP INVITE requests from the user sales at sip:sales@spam.com
to the user named bob.smith@companySierra.com.

»  Opens the session-config object and sets a SIP directive to discard all SIP
INVITE traffic from Sales to Bob Smith.

» Sends an alert message to the configured syslog server.

The SIP message in this example is as follows:

INVITE sip:bob.smith@companySierra.com

Via: SIP/2.0/UDP server.spam.com:5060

From: Sales <sip:sales@spam.com>

To: Bob Smith <sip:bob.smith@companySierra.com>
Call-ID: 1234@server.spam.com

Cseq: 1 INVITE

Contact: Sales <sip:sales@server.spam.com>
Content-Type: application/sdp

Content-Length: 154

CLI Session

config> config vsp policies

config policies> config session-policies

config session-policies> config policy companySierra

config policy companySierra> config rule blockSession

config rule blockSession> set admin enabled

config rule blockSession> set description “Rule to block INVITE
sessions based on matches from certain sites.”

config rule blockSession> config condition-list

-list> set operation AND

-list> set mode evaluate

.list> set sip-message-condition request-method match INVITE

_list> set from-uri-condition url match sip:sales@spam.com

-list> set from-uri-condition display-name Sales

-list> set to-uri-condition url match sip:bob.smith@companySierra.com
_list> set to uri-condition display-name “Bob Smith”

-list> return

config rule blockSession>

config rule blockSession> config session-config
config session-config> config sip-directive
config sip-directive> set directive discard
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config sip-directive> return
config session-config> config log-alert
config log-alert> set message-logging enabled
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Chapter 2. Denial of Service Policies

About This Chapter

The chapter describes how you can perform Denial of Service (DOS) queries to the
OS-E database, and how to create policies that prevent DOS attacks to the OS-E
system.

Denial of Service Prevention Overview

A Denial of service (DOS) attacks is usually a flood of meaningless network traffic
from a sender who intends to disrupt or totally disable services at a network
destination. The OS-E system provides transport-layer, SIP-message, and URL policy
definitions to detect DOS attacks. Queries allow you to sort and view incoming and
outgoing traffic to better define policies. Policies determine if a packet is attacking the
OS-E, and if so, the configured action is applied to that traffic. These tools quickly
identify and shutout useless traffic, limiting any damage that might be caused by DOS
attacks.

The OS-E uses the integrated database to record all packets that are transmitted or
received by the system. The records are stored in specific tables that the OS-E can
then access for queries and for policy execution. Activities through the transport layer,
such as file transfers and SNMP walks, are stored in the transport layer table. The
transport engine accesses that table for transport-level queries and policies. For each
entry, the table records the following information from the TCP header:

* Remote IP address
* Remote port

» Local port
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e Protocol

The SIP table contains entries for all SIP-related activities. The table includes all
TCP-header information, as well as fields in the SIP header.

DOS Policies

The DOS transport, SIP, and URL policies use condition list setting to determine the
point at which activity is considered to be part of a DOS attack and what action is to
be taken. The action taken by the OS-E depends on whether the attack was identified
by the transport, SIP, or URL policy. A policy fires at the frequency defined by the
period property, scanning the database over the course of the last period looking for
matches to the policy.

Transport Policy Operations

Transport policies are based on the TCP, UDP, and IP headers. The OS-E keeps a
count of each time a policy match occurs. When the count exceeds the allowable
threshold set in the condition list, the OS-E creates a dynamic rule, based on the
criteria that resulted in a DOS attack declaration, in the kernel filter. Packets matching
the pattern defined in the filter are dropped. The kernel rule keeps a count of dropped
packets for later comparison.

The advantage to transport filters is that packets are dropped as soon as they enter the
box, requiring very little processing. The disadvantage is that the filter is only set
based on TCP header fields, which limits the flexibility. For more detailed policy, you
should set SIP policy.

SIP Policy Operations

The SIP policy operates similarly to transport policy, but operates on the SIP header.
The OS-E maintains a record of each hit to the policy, and the statements of the
condition list define when that data constitutes an attack. Unlike the transport filter,
however, the SIP policy comparison is executed in the application layer of the OS-E
software. With the SIP policy, you configure the action to take as a result of exceeding
the threshold settings. Because you have many more fields to include as part of your
filter, you have greater granularity in the filter design. The upper-layer processing,
however, requires more CPU cycles.
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URL Policy Operations

The URL policy operates on URL regular expressions. All action is taken based solely
on the URL. When a URL meets the criteria defined, the implicit action is to drop the
packet(s). The URL policy detects when the same URL has gone through the OS-E a
specified number of times over a specified number of seconds. When the OS-E detects
excessive appearances of a URL (for example, someone SPIMing your network with
an ad for their Web site or a virus that self-propagates via links in IMs), it blocks
future IMs containing that same URL, regardless of who the 1Ms appear to come
from.

How DOS Policy Object Properties Work Together

When configuring a DOS policy, you:
1. Define the filter criteria with a condition list

2. Select the columns that you want to observe with a select statement.

The sort criteria are applied to the entire message database. Using one or more set
condition statements, you define which packets will be considered further. For
example, if your condition statement sets remote-ip to match 1.2.3.4. and sets the
local-port equal to radius, all packets that originated from IP address 1.2.3.4 and are
destined for the RADIUS port, are copied into a new table.

Select the columns from the header fields from which you want your final result set
built from. So from the table created above, you may want to compare the local-ip and
remote-ip to determine the count of potentially questionable packets. It is the result of
this final compare that is measured against the threshold you set to determine the next
action.

The following example is an aggregation created at the transport level from selecting
remote-ip, remote-port, and protocol. (DOS SIP policy works in the same manner.)
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The resulting table looks as follows:

Timestamp remote-ip remote-port protocol
04:44:00 1234 100 UDP
04:44:06 10.10.10.10 200 UDP
04:44:13 1.2.34 100 UDP
04:44:18 1234 150 UDP
04:44:22 1234 100 UDP
04:44:27 1.2.34 100 UDP
04:44:35 1234 100 UDP

Additionally, this sample transport policy has the following properties:
» threshold=4
e period=30

From the table, the system keeps a count of instances of remote-ip/remote-port/
protocol occurrences for each time period. The count for the table above would look

as follows:

Occurrence Count Notes

1.2.3.4/100/UDP 4 The fifth occurrence fell in a new period.
However, the threshold is four, so this
constitutes a DOS attack!

1.2.3.4./150/UDP 1 The different port causes this packet to be
counted separately.

10.10.10/200/UDP 1 None

If the message queue fills, regardless of whether the period interval has expired, the
OS-E immediately executes all DOS policies.
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How the Inactivity Timer Works

The inactivity timer is a mechanism for ensuring that when the system denies

access to an offending sender, there is a time at which the prohibition expires.

Once the sender has ceased tripping the kernel rule, the dynamic rules created in
response to the configured threshold being crossed, the duration of the inactivity timer
determines when the sender can resume communications.

Prior to each interval, the transport engine checks the kernel rule counter and caches
the data. At the next interval, the system compares the current value to the cached
value. If the counter has gone up, the system overwrites the previous cached value
with the current counter. If the value is the same, which indicates that no new packets
have been caught by the policy, then the system checks the inactivity time stamp.
Once the inactivity timer times out, the kernel rule is deleted.

Using Operators and Regular Expressions

The OS-E uses some predefined relational operators for building conditions lists and
predicate statements with elements of the same type. For example, use these operators
to define ranges or compare values for equality or inequality. Your statements form
logical expressions to determine choice, such as inclusion or exclusion, and
sometimes action.(For enumerated lists, IP addresses, ports, and regular expressions,
you use match and exclude statements.) The operators are as follows:

* eg=equal to

e ne=not equal to

e gt=greater than

o lt=less than

» ge=greater than or equal to

» le=less than or equal to

A regular expression is a formula for matching strings that follow some pattern. Many

of the conditions and predicates require a regular expression entry. The OS-E uses
PERL-compliant regular expressions.
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Go to one of the following Web sites for complete instructions on forming regular
expressions:

e http://www.perl.com/doc/manual/html/pod/perlre.html
»  http://www.oreilly.com/catalog/regex/

o http://www.oreilly.com/catalog/regexppr/

Setting DOS Security Levels in the Net-Net OS-E
Management System

You can assign security levels to DOS policies using the OS-E Management System
Web. The security levels are:

* None — DOS policies are not configured.
» Low security
e Medium security

* High security

Caution: Changing the DOS security level removes all DOS policies
from the configuration file.

To change the DOS security level, perform the following steps:
1. From the OS-E Management System, click on VSP from the menu tree.
2. Select Set DOS security level.

3. Set the security level to None, Low, Medium, or High.

All policies have an inactivity timeout that determines how long a DOS rule remains
in effect once the DOS attack stops. DoS rules remain in effect for as long as the DoS
attack persists. All the above policies are set to 300 seconds, except the URL policy
which is set to 1,000,000 seconds.
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Low security — Set DOS Security to “Low”

Transport policies

LowSecurity _remotelP—If an IP address is detected more than the 30,000 times
over a 30-second period, then the transport DoS engine will block it.

LowSecurity_subnet—If IP addresses within the same 255.255.255.0 subnet are
detected more than 60,000 times over a 30 second period, then the transport DOS
engine blocks the entire subnet. This policy excludes packets directed at the
SNMP port.

LowSecurity _sip—Same as LowSecurity _subnet, but only considers packets
directed at the SIP port 5060, detected 4000 times over a 30 second period.

LowSecurity_sip_tls—Same as LowSecurity_subnet, but only considers packets
directed at SIP TLS port 5061, detected more than 600 times over a 30 second
period.

LowSecurity_snmp—Same as LowSecurity _subnet, but only considers packets
directed at SNMP port 161, detected more than 4000 times over a 30 second
period.

LowSecurity_https—Same as LowSecurity_subnet, but only considers packets
directed at HTTPS port 443, detected more than 200 times over a 30 second
period.

LowSecurity safetynet—If IP addresses within the same 255.255.255.0 subnet
are detected more than 50,000 times over a 5 second period, then the transport
DoS engine blocks the entire subnet.

SIP Policies

LowSecurity_remotelP _alert—If the same IP address is detected more than
200 times over a 10 second period, an alert in the event log is generated. The
packets are not blocked.

LowSecurity_fromUser—If the same "From" user is detected more than 1000
times over a 10 second period, the SIP DoS engine blocks it.

Oracle Communications Application Session Controller 3.7.0



2-46 Session Services Configuration Guide
Setting DOS Security Levels in the Net-Net OS-E Management System

Medium Security — Set DOS Security to “Medium”

Same policies as Low security, plus the following:

Transport Policies

MediumSecurity _remotePort—If an IP address/remote port is detected more
than 800 times over a 15-second period, the transport DoS engine blocks it. This
policy excludes packets directed at the SNMP port.

SIP Policies

MediumSecurity SPIM—If the same "From" user is detected more than 200
times over a 10-second period with the SIP MESSAGE request method, the SIP
DOS engine blocks it. This policy blocks IM spam.

MediumSecurity SPIT—If the same "From™ user is detected more than three
times over a 10-second period with the INVITE request method, the SIP DOS
engine blocks it. This policy operates on autodial, telemarketing calls.

MediumSecurity_socket_timeout—If the same remote IP address is detected
more than 40 times over a 10 second period, and if the connection resulted in a
TCP connection timeout, the SIP DOS engine blocks it. This prevents a DOS
attack in which the attacker opens TCP sockets, but does not use them.

URL Policies

MediumSecurity—If the same embedded URL within SIP IM messages is
detected more than 20 times over 60 seconds, messages with that URL are
dropped. This policy blocks the spread of downloaded viruses that generate IMs
to propagate the virus to recipients configured in the address book

High Security — Set DOS Security to ‘High”

Same policies as Medium security, plus the following:

SIP Policies

HighSecurity_bad_headers—If the same remote IP address is detected more
than 50 times over a 10 second period with a "bad" SIP header, the SIP DOS
engine will block it.
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e HighSecurity_policy_rejected—If the same "From" user was rejected by the
session policy configuration more than 500 times over a 10 second period, the SIP
DoS engine will block it.

URL Policies

The HighSecurity URL policy is the same as the MediumSecurity URL policy

Sample DOS Configuration

This section provides sample CLI sessions that configure policies that capture DOS
attacks. For detailed information on using the actual set commands to define DOS
queries and policies, refer to the Net-Net OS-E — Objects and Properties Reference.

Configuring DOS Policies in the CLI

The VSP dos-policies object allows you to define the transport, SIP, and URL policy
condition lists, which define the point at which activity is determined to be part of a
DOS attack and what action is to be taken.

Transport Policy

The properties you set in the transport policy object define the “rules” for applying the
condition-list to the transport table. At the transport level, the OS-E can filter on data
based on fields of the TCP header. These fields are remote-port and protocol.

The transport-policy specifies the following:
» The remote-port and protocol fields to examine (select).
» The frequency (period of time in seconds) between checks to the DOS database.

e The threshold on the number of matches that must be found in the database over
the configured period of time before a DOS policy performs a filtering action.

» The condition-list property references the criteria for choosing which packets
then get run through the select screening to build the final result set.

CLI Session

NNOS-E> config vsp policies
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config policies> config dos-policies

config dos-policies> config transport-policy 1

config transport-policy 1> set description “Filter out bad guys”

config transport-policy 1> set admin enabled

config transport-policy 1> set select remote-port+protocol

config transport-policy 1> set threshold 50

config transport-policy 1> set period 45

config transport-policy 1> set condition-list "vsp policies
dos-policies transport-condition-list 1"

Creating “vsp\policies\dos-policies\transport-condition-list 1"

config transport-policy 1> return

config dos-policies> config transport-condition-list 1
config transport-condition-list 1> set operation OR

config transport-condition-list 1> set condition remote-ip 10.10.10.10
config transport-condition-list 1> set condition remote-port 2525

SIP Policy

The properties in the sip-policy object define the “rules” for applying the
condition-list to the SIP table. The SIP policy specifies the following:

» The TCP/UDP/IP/SIP header fields to examine (select property).
» The frequency (period of time in seconds) between checks to the DOS database.

e The threshold on the number of matches that must be found in the database over
the configured period of time before a DOS policy performs a filtering action.

» The action to take on closing “bad” calls; filter or alert.
— Filter discards all future calls that match the policy
— Alert allows the packets to pass, but generates a log event.

» The inactivity-period removes a filtering action due to inactivity if the
configured time setting expires.

» The condition-list reference adds the criteria for choosing which packets then get
run through the select screening to build the final result set.

CLI Session

NNOS-E> config vsp policies

config policies> config dos-policies

config dos-policies> config sip-policy 1

config sip-policy 1> set description “Filter out INVITEs from 1.2.3.4”
config sip-policy 1> set admin enabled

config sip-policy 1> set select from-user
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config sip-policy 1> set threshold 50
config sip-policy 1> set period 45
config sip-policy 1> set inactivity-period 180

config sip-policy 1> set condition-list "vsp policies dos-policies
sip-condition-list 1"
config sip-policy 1> return

config dos-policies> config sip-condition-list 1

config sip-condition-list 1> set operation AND

config sip-condition-list 1> set condition from-user exclude hal
config sip-condition-list 1> set condition result match policy-discard
config sip-condition-list 1> set condition header match .*dave.*

URL Policy

The properties in the url-policy object define the “rules” for applying the condition
list to the URL table. The URL policy specifies the following:

» The frequency (period of time in seconds) between checks to the DOS database.

e The threshold on the number of matches that must be found in the database over
the configured period of time before a DOS policy performs a filtering action.

» The condition-list list property reference defines which URL entries to examine,
or those URL entries not to examine.

CLI Session

NNOS-E> config vsp policies

config policies> config dos-policies

config dos-policies> config url-policy 1

config url-policy 1> set description “Filter out IM virus”

config url-policy 1> set admin enabled

config url-policy 1> set threshold 5

config url-policy 1> set period 45

config url-policy 1> set condition-list "vsp policies dos-policies
url-condition-list 1"

config url-policy 1> return

config dos-policies> config url-condition-list 1
config url-condition-list 1> set url-condition match *buddy*

Examining the DOS Packet History

The OS-E Management System Call Logs tab allows you to view the packet history in
the DOS database for which there are configured DOS policies.
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Administering the DOS Database

The master-services database and dos-defense objects allows you to administer the
DOS database on a host device. You can configure the time of day and interval when
the database is purged of old entries.

For detail information on administering the DOS database, refer to the Net-Net OS-E —
System Administration Guide.

Managing DOS Policy Results

There are several mechanisms for observing the effectiveness of your DOS policy
configuration:

» The system generates an SNMP trap and a log message each time a DOS policy
detects a DOS attack.

» DOS status providers:
— show dos-collection
— show dos-database-entry
— show dos-query-status
— show dos-recent-sip-from-user
— show dos-recent-sip-ip
— show dos-recent-sip-port
— show dos-recent-transport-ip
— show dos-recent-transport-port
— show dos-rules
— show dos-sip-counters
— show dos-sip-summary
— show dos-transport-counters
— show dos-transport-summary

— show dos-url-counters
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About This Chapter

This chapter describes how you configure the dial plans, the mechanism that instructs
the OS-E system on how to route SIP INVITE session requests.

Dial Plan Overview

The dial-plan configuration object instructs the OS-E on how to route SIP INVITE
sessions, directing a SIP phone call to a particular gateway based on the dial prefix or
domain suffix. You can also create a custom session configuration specific to the dial
plan.

When the OS-E receives an INVITE, it extracts the USER portion of the SIP header. If
all characters are digits, the OS-E alters the URL to “sip:xxxx@.*”. This makes the
domain a wildcard match, meaning the phone number can be in any domain. However,
the phone number must match the prefix specified by the request-uri-match property
in the route configuration object. If all characters are not digits, the OS-E does a
suffix match (and the domain remains unchanged).

Dial plans determine the entries that appear in the call routing table. If a server
referenced in a dial plan becomes unavailable, the OS-E removes the entry from the
call routing table. However, the entry remains in the configuration.

There are five configuration objects associated with a dial-plan, each covered in the
sections that follow:

* route

e source-route
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e arbiter
e normalization

o dial-prefix

Configuring Dial-Plan Routes

The dial-plan route object specifies the portion of the SIP REQUEST URI on which
to match so that the call is routed to a particular server. If the call matches the type
prefix or suffix specified by the entry, the OS-E applies the entry’s session
configuration to the SIP call.

A dial-plan applies a session configuration in the following ways:

1. If there is a session configuration added specifically for the dial-plan, the OS-E
uses the settings in the vsp\dial-plan\route\session-config path. This is a custom
session configuration pool entry that you configure as a sub-object of the dial-plan
route.

2. Ifthere is a reference to session configuration that is part of a pool, then the OS-E
uses the settings in the referenced object, as configured in the VSP
session-config-pool object.

3. Otherwise, no session configuration applies to the dial-plan.

The following CLI session creates three dial plan route, each containing a specific
type of URI match on the SIP call request. Each route points to the destination SIP
server to which the SIP call is routed. Note that the phone-exact entry applies a
specific session configuration from the session-config-pool.

CLI Session

NNOS-E> config vsp

config vsp> config dial-plan

config dial-plan> config route E911

Creating "route E911°

config route E911> set request-uri-match phone-exact 19788235233

config route E911> set action forward

config route E911> set peer server ‘“vsp\enterprise\servers\sip-gateway
pstn”’

config route E911> set session-config-pool-entry vsp
session-config-pool entry e911

config route E911> return
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Inbound

config dial-plan> config route acme packet

Creating “route acme packet”

config route acme packet> set request-uri-match phone-prefix 19788235

config route acme packet> set action forward

config route acme packet> set peer server “vsp\enterprise\servers
sip-gateway\acme packet”

config entry acme packet> return

config dial-plan> config route CompanyA

Creating “route CompanyA’

config route CompanyA> set request-uri-match domain-suffix
companyA.com

config rouge CompanyA> set action forward

config entry CompanyA> set peer server “vsp\enterprise\servers
sip-gateway\gatewayl

For a complete description of the request-uri-match types (phone-exact,
phone-prefix, domain-suffix, etc.) and their precedence when matching SIP requests,
refer to the Net-Net OS-E — Objects and Properties Reference.

and Outbound Call Normalization

Call normalization is the process of changing all or a portion of a SIP URL so that the
SIP call is routed to a particular destination. Normalization applies to both inbound
and outbound SIP phone calls using the host-normalization properties. Inbound call
normalization object properties apply to calls directed to destinations behind the OS-E
system; outbound call normalization object properties apply to calls that pass through
the OS-E destined for a destination outside of the network.

The host-normalizations property specifies when and how to change the host portion
of an INVITE URL to the match the domain name of the server configured for this
dial-plan entry. The OS-E uses this property for users not listed in its registration
table. (If the user is registered, the OS-E does a look up in the registration table to
determine proper normalization.) When normalization occurs, the OS-E changes the
specified portion of the header or URI to match the server’s domain name.

The following CLI session applies normalization to inbound calls from a provider by
changing

* The USER field of the request URI with the request-user property
» The USER field of the TO URI with the to-user property
» The USER field of the FROM header with the from-user property
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CLI Session

NNOS-E> config vsp

config vsp> config dial-plan

config dial-plan> config route inbound

Creating “route inbound”

config route inbound> set host-normalizations request-uri
config route inbound> set request-user replace-with string
config route inbound> set to-user prepend string

config route inbound> set from-user strip-off string

Operating On the SIP FROM Header

If a match occurs on the destination field of the URI, you can perform a second-level
lookup on the FROM header using the source object. The OS-E selects the destination
server from the configuration and applies a specific session configuration from the

session-config-pool, if specified, or from the session-config under the source object.

Inbound and outbound call normalization, as described in the previous section, can be
configured for FROM header matching strings.

CLI Session

NNOS-E> config vsp

config vsp> config dial-plan

config dial-plan> config route for978

Creating “route for978”

config route for978> config source sip:1978.*

Creating “source sip:1978.*>

config source sip:1978.*> set action forward

config source sip:1978.*> set source from-uri

config source sip:1978.*> set session-config-pool-entry vsp

session-config-pool entry 1978.*

config source sip:1978.*> set peer server “vsp\enterprise\servers

sip-gateway\pstn

config source sip:1978.*> return

config route for978> config inbound

config inbound> set host-normalizations from-header 1978.%*
config inbound> set to-user no
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Configuring the Dial-Plan Source Route

The source-route object operates the same way as the route object, as described
above, except that the call routing/forwarding decision is based on the source IP
address in the IP packet header rather than the request URI in the SIP message.
Anytime a SIP call originates from this IP source route, a routing decision is made
(based on the configuration) that forwards the call to a SIP destination server. This
means that SIP calls from multiple sources, based on the source IP address in the IP
packet header, can then be routed to different SIP destination servers (sip-gateway,
pstn-gateway, etc.).

The source-match property operates on the specified IP address for the following
source-match property options:

* host

e ipnet

s server

o carrier

s gateway

The trunk option operates on the SIP message Contact header rather than the source IP
address.

Like the route object, inbound and outbound call normalization is supported on SIP
traffic matching the source-route configuration.

CLI Session

NNOS-E> config vsp

config vsp> config dial-plan

config dial-plan> config source-route fromlP

Creating "source-route fromlP*

config source-route fromlP> set source-match host 123.45.1.34

config source-route fromlP> set action forward

config source-route fromlP> set peer server
“vsp\enterprise\servers\sip-gateway pstn”

config source-route E911> set session-config-pool-entry vsp
session-config-pool entry fromlP

config source-route fromlP> return
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Configuring Dial-Plan Routing Arbitration

Routing arbitration allows you to configure different cost-based routing algorithms to
be used in selecting where the OS-E forwards inbound SIP calls. For a given
destination SIP server, multiple carriers may be available to route the call. When the
OS-E receives a SIP call, it makes a determination where to forward the call (to the
next hop) base on a routing arbitration decision.

The OS-E dial-plan routing arbitration uses the vsp\carriers\carrier and the
vsp\carriers\\hunt-group (group of carriers) configuration to determine the carrier,
gateway, or trunk to connect the call to the destination SIP server.

The routing algorithms that are available for routing arbitration are:
»  Customer-preferred carrier—Using the most-preferred arbitration rule.

» Bandwidth utilization—Using the “most available” link; configured with
least-load or least-calls rule.

» IP QoS—Using the carrier link having the best quality-of-service metrics;
configured with the trunk-gos rule.

»  Cost—Using the carrier with the lowest routing cost metric to that destination;
configured with the least-cost rule.

The following CLI session configures best-match, route-server routing for inbound
traffic matching the carrier123.net domain. The OS-E will consider two routes in
parallel from the carrier options included in voip\hunt-group\groupl. The
session-config-pool entry named lc-route-arbitration controls the call session enroute
to the destination.

CLI Session

config> config vsp dial-plan

config dial-plan> config arbiter leastCostl

Creating "arbiter leastCostl”

config arbiter leastCostl> set arbiter-apply best-match

config arbiter leastCostl> set max-call-hunting-options 2

config arbiter leastCostl> set call-hunting-type parallel

config arbiter leastCostl> set rule least-cost

config arbiter leastCostl> set session-config-pool-entry vsp
session-config-pool entry lc-route-arbitration

config arbiter leastCostl> set subscriber-match domain-exact
carrierl23.net

config arbiter leastCostl> return
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config dial-plan>

config dial-plan> config route carrierl23

Creating "route carrierl23*

...carrierl23> set peer hunt-group "vsp\voip\hunt-group\groupl *

Configuring a Dial Route For the Request URI

Based on the abitration rules that you configure, you may want to direct the dial route
for certain SIP request URIs (FROM) to a specific destination. This allows you to
direct subscriber request URIs to a specified destination using the arbitration metrics
(QoS, least-cost, most-preferred, etc.).

The settings are the same as those for arbiter object with one difference; you set the
request-uri-expression property on which to match when the OS-E performs route
arbitration.

The following CLI session performs route arbitration using a most-preferred rule
setting for all calls matching sip:1413*@.* to a 617 destination, using the
session-config-pool configuration.

CLI Session

config> config vsp dial-plan

config dial-plan> config arbiter calls-to-617

Creating "arbiter calls-to-617"

config arbiter calls-to-617> config destination 617

config destination 617> set arbiter-apply best-match

config destination 617> set max-call-hunting-options 2

config destination 617> set call-hunting-type none

config destination 617> set rule most-preferred

config destination 617> set session-config-pool-entry vsp
session-config-pool entry 617

config arbiter nextNet> set request-uri-expression sip:1413*@.*

config arbiter nextNet> return

config dial-plan>
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Configuring Dial-Plan Normalization

Use the normalization object to simplify and speed up inbound and outbound
call-lookups in the call routing tables. As described earlier, call normalization is the
process of changing all or a portion of a SIP URL so that the SIP call is routed to a
particular destination. Normalization applies to both inbound and outbound SIP
phone calls using the normalization properties. Inbound call normalization object
properties apply to calls directed to destinations behind the OS-E; outbound call
normalization object properties apply to calls that pass through the OS-E to a
destination outside of the network.

The following CLI session normalizes a SIP phone call to sip:5008@acmepacket.com
by changing the lookup address to sip:19788235008@acmepacket.com.

CLI Session

config> config vsp dial-plan

config dial-plan> config normalization 978

config normalization 978> set match phone-exact
sip:5008@acmepacket.com

config normalization 978> set alter-phone-scheme no

config normalization 978> config inbound

config inbound> set host-normalizations request-uri

config inbound> set request-user replace-with
sip:19788235008@acmepacket.com

Configuring the Dial-Prefix

The dial-prefix object allows you to apply a custom session configuration based on a
dial prefix found in either the To or REQUEST URI of the SIP header. If you set a
prefix, such as *61 for an originating SIP phone call, your session configuration can
initiate a session action, such as call recording, when the OS-E detects that dial prefix
in the SIP header.

If the OS-E detects the specified dial prefix, it strips off the prefix and applies a
session-config object to the session. This is either the session configuration within the
dial-prefix object, or a session-config entry from the session-config-pool that you
reference with session-config-pool-entry property.

The following CLI session strips off the *61 dial prefix and runs the unique *61
session configuration.
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CLI Session

NNOS-E> config vsp

config vsp> config dial-prefix *61

config dial-prefix *61> set dial-prefix *61

config dial-prefix *61> set session-config-pool-entry vsp
session-config-pool entry *61

Viewing the Call Routing Tables

To display information about how the OS-E routes SIP call INVITEs, use the show
dial-plan and the show call-routing commands to display the entries in the dial-plan
and in the call routing table. The dial-plan table contains the configured entries from
the vsp/dial-plan object, while the call-routing table contains the call forwarding
lookup entries with an active SIP server. If that server becomes unavailable, the entry
is removed from the call routing table.

You execute the show dial-plan and the show call-routing commands from the
top-level OS-E prompt, or from the OS-E Management System Status tab. Each table
displays the following information:

e plan-name

* type

» destination URL expression
» subscriber-match

*  peer name

« fwd

CLI Session

NNOS-E> show call-routing

plan-name type destination-url-expression sub-match peer-name fwd
Mass978 phone sip:1978.*@.* e HiTechGW 0
Acmepacket phone sip:19788235.*@.* _* Acmepacket 0
JohnSmith phone sip:19788235200.*@.* .* Mgt 0

In this example,
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1.

2.

3.

A call to John Smith at phone number 19788235200 triggers a call lookup that
matches the dial plan entry named JohnSmith.

A call to phone number 19788235218 triggers a call lookup that matches the dial
plan entry named .

A call to phone number 19784191234 triggers a call lookup that matches the dial
plan entry named Mass978.

If the Mgt server becomes unavailable, the matching route for John Smith is
removed from the call routing table and future calls to John Smith will use the SIP
server named .

Dial-plan Related Show Commands

The following show commands can provide useful information about the dial-plan
and routing arbitration configuration:

show call-normalization
show carrier-rate-plans
show call-routing

show dial-plan

show hunt-groups

show hunt-group-options
show routing-arbitration

show rules

For detailed information on the show commands, refer to the Net-Net OS-E — Objects
and Properties Reference.
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Chapter 4. Configuring Location
Services

About This Chapter

The chapter describes the location service on the OS-E system. Configuring the
location service allows the OS-E to proxy SIP REGISTER requests. Location and
contact information, such as addresses of record and their associated tags, are
exchanged between the SIP registrars.

How the Net-Net OS-E Stores Location Information

Location and registration information is stored in a location service database and is
shared with registration peers. This allows SIP callers to reach (and locate) SIP call
recipients who have one or more addresses-of-record stored in the database. The call
recipients also use location and registration services to call back the originating SIP
caller using SIP INVITE messages.

A SIP call is preceded by a REGISTER request. These requests add and remove
bindings between addresses of record (AORs) and contact addresses. The OS-E learns
location records in different ways, and stores the appropriate source information with
the record, as listed below.

If the record is... It's source is...
learned from a client Client
statically configured Static

reloaded from the location database Database

result of proxy registration Proxy
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If the record is... It's source is...
learned from a registrar peer Peer
result of a DNS lookup DNS

Address-Of-Record Static Bindings

The static address-of-record bindings associate SIP recipients to specific domain
names, as well as provide contact information for the SIP recipients. Static bindings
are those that you manually configure using the address-of-record configuration
object as opposed to address-of-record bindings received from a registration server,
learned from a SIP client, or defined by configured policies.

Address-of-record bindings map an incoming SIP or SIPS URI, such as
sip:bob@company.com to one or more URIs that are more direct to that user, such as
the extended sip:bob@marketing.company.com entry.

When specifying the SIP or SIPS (SIP secure) address-of-record, enter the word sip
or sips followed by a colon (:), followed by the uniform resource identifier (URI)
string associated with the SIP user.

Tags Associated With an Address Of Record

When the OS-E receives a REGISTER request with no tag, it queries the vsp
enterprise directory service for the AOR. The directory service returns all addresses of
record for that user. Each record has a tag associated with it. The OS-E then sends a
proxy registration for each record, based on the tag.

For example, if a REGISTER request comes in for user Tim, the enterprise directory
might return the following:

Address of record Tag
sip:2408882002@as.broadworks.net bw
sip:tim@companyXYZ.com avaya
sip:2002@companyXYZ.com cov
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The OS-E passes the registration sip:2408882002@as.broadworks.net to the
BroadWorks server, the registration sip:tim@companyXYZ.com to the Avaya server in
the companyXYZ.com domain, and the registration sip:2002@companyXYZ.com local,
because cov is the configured tag.

CLI Session

config> config vsp enterprise

config enterprise> config directories

config directories> config active-directory companyXYZ
Creating "active-directory companyXYZ*"

config active-directory companyXYZ> set tag cov

config active-directory companyXYZ> config user-attributes
config user-attributes> set name ipphone

config user-attributes> set name extension

config user-attributes> return

config active-directory companyXYZ> set domain companyXYZ.com
config active-directory companyXYZ> set host 192.168.1.84
config active-directory companyXYZ> set username name

config active-directory companyXYZ> set password-tag password

config directories> config phantom bw

Creating “phantom bw*®

config phantom bw> set tag bw

config phantom bw> set domain as.broadworks.net

config phantom bw> set parent-directory vsp enterprise directories
active-directory companyXYZ

Creating "“vsp\enterprise\directories\active-directory companyXYZ*®

Configuring the Location-Service

This section provides a sample location service configuration using the CLI. The
configuration, as illustrated in the image below.

» Configures static address-of-record bindings for the SIP users named Rob and
Alice.

» Configures the location service database and sets the OS-E to save
address-of-record bindings to the SQL database on disk (by setting the persistent
property to true.)

CLI Session

NNOS-E> config vsp location-service
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config location-service> config address-of-record
sip:rob@companyXYZ.com

Creating "address-of-record sip:rob@companyXYZ.com*

config address-of-record sip:rob@companyXYZ.com> set contact
Sip:192.168.1.95 UDP 5060

config address-of-record sip:rob@companyXYZ._.com> return

config location-service> config address-of-record
sip:alice@companyXYZ.com

Creating "address-of-record sip:alice@companyXYZ.com*®

config address-of-record sip:rob@companyXYZ.com> set contact
sip:192.168.1.96 UDP 5060

config address-of-record sip:rob@companyXYZ.com>> return

config location-service> config database
config database> set persistent true

sip:tom@yahoo.com .

§ip:2408882001@as. broadworks.net BroadWorks Server-pool:
(Tag:broadworks) 12.39.208.251 (primary)

12.39.208.252 (backup)

Enterprise boundary

Network router/gateway ) % atve
to Internet E"eW:” — W Y
oundary
== E Syslog/DNS/
— L2/L3 switch — EVNU,ﬁ

— == ===

sip:tim@companyXYZ.com
sip:1524@companyXYZ.com

Server-pool:
—:]EI 192.168.215.181 (primary)
Avaya CCS 192.168.215.182 (backup)
(Tag:avaya)

Ethernet

L2/L3 switch
192168184 197 168.1.86 B0

Sipura

PSTN gateway

192.168.1.95 | SNOM | 192.168.1.96

Rob i
p IP phones P Alice

sip:2408881521@as.broadworks.net sip:2408881522@as.broadworks.net
sip:1521@companyXYZ.com sip:1522@companyXYZ.com
sip:rob@companyXYZ.com sip:alicec@companyXYZ.com
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Chapter 5. Configuring SIP
Registration Services

About This Chapter

This chapter describes SIP registration, the mechanism that instructs the OS-E routing
action (accept, delegate, forward, redirect, tunnel, discard, block) on received SIP
REGISTER requests.

About SIP Registration and Registration Plans

The OS-E system can forward, delegate, proxy, redirect, or block client registrations.
In networks where proxy registration may be desired, the OS-E accepts SIP
REGISTERSs on behalf of an upstream destination SIP registrar. In carrier and
service-provider networks, SIP REGISTERS can be delegated directly to the
designated SIP registrar.

When the OS-E receives a REGISTER request from a SIP client, the OS-E looks in
the registration-plan table for a configuration match with the SIP client. If a match
exists in the registration plan table, then the REGISTER is forwarded, delegated,
proxied or redirected to the destination server as configured in the matching
registration plan.

If a match does not exist in the registration plan, then the REGISTER is checked
against the local registration service. If the local registration service determines the
REGISTER is accepted, the OS-E responds with a “200 OK” message to the client.
Otherwise, the OS-E responds with a “600 Decline” message to the client. By default,
SIP registration on the OS-E is disabled, blocking SIP REGISTER sessions from
being established with the OS-E or to a delegated SIP registrar.
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If the destination server is busy or unavailable, the OS-E acts as the SIP proxy and can
forward the call using a configured PSTN gateway. Before configuring SIP
registration, you should configure the appropriate dial-plans and configure the OS-E
location service. Refer to the following chapters:

e Chapter 3, “Configuring Dial Plans”

» Chapter 4, “Configuring Location Services”

The registration plan is a prefix/suffix-match based table to specify how to process a
registration. Generally, the most specific match is always preferred. However, you can
create a configuration so that a particular phone number or URI can use a less specific
match. The OS-E provides a number of match patterns, as listed below in the order of
the most specific to the least specific match, with an example of each.

e URI (sip:john@compXYZ.com)

» Directory (IP phone directory, active directory)

*  Phone prefix (978; any phone number with prefix 978)
* Phone exact

»  Domain suffix (compXYZ.com, broadworks.net)

» Domain exact

» Source IP prefix (61.21.32.0/24)

»  Default (or anything else)

The OS-E provides the following SIP REGISTER actions:
» Accept—Accepts a client registration as a SIP registrar
» Delegate—Delegates registration to another registrar,

» Forward—Forwards registration to another registrar

» Redirect—Instructs the SIP client to send subsequent registrations to another
registrar

» Block—Rejects registrations
» Use-policy—Registration is subject to a policy lookup
You can configure domain-aware-phones so that a certain range of phone numbers are

subject to a domain-suffix match rather than a phone-prefix match, as configured in
the following CLI session using the registration-plan settings object:
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CLI Session

NNOS-E> config vsp registration-plan settings
config settings> set domain-aware-phone-expression \d\d\d

To display all registration plans, enter the following show command:

NNOS-E> show registration-plan

A registration plan becomes active when the referenced peer is up. To display all
active registration plans, enter the following command:

NNOS-E> show registration-routing

Enabling the Local Registration Service

The following CLI session enables the OS-E local registration service to accept SIP
REGISTER traffic.

CLI Session

NNOS-E> config vsp
config vsp> set local-identity compXYZ.com
config registration-service> set admin enabled

This configuration adds the "compXYZ.com” entry to the registration plan, matching
the domain name with an action of Accept. It enables the OS-E to accept any
registration for URI "sip:.*@compXYZ.com".

To display whether the registration-service is configured or enabled, enter the
following command:

NNOS-E> show registration-service

If needed, you can configure other static entries to the registration plan. For example:

NNOS-E> config vsp registration-plan

config registration-plan> config route 978

config route 978> set to-uri-match phone-prefix 978
config route 978> set action accept

config route 978> config session-config

config session-config> config authentication

config authentication> set mode RADIUS compXYZ-group
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This configuration enables the OS-E to accept any registration for URI sip:978.*@.*.
Additionally, for any phone prefix 978, the OS-E challenges clients in order to
authenticate and authorize client registrations.

To display local registration statistics, enter the following command:

NNOS-E> show registration-status

Configuring Registration-Plan Settings

The registration-plan settings object allows you to configure domain-aware phones so
that a specific range of numbers are not subject to phone-prefix match. Enter a regular
expression for the domain-aware-phone-expression property to create phone
numbers that are matched on the suffix found in the URI instead of the phone number.
For example, if the URI contained a three-digit extension, and the settings expression
is set to \d\d\d, the OS-E matches on domain suffix instead of phone number, as shown
in the CLI session below.

CLI Session

NNOS-E> config vsp

config vsp> config registration-plan

config registration-plan> config settings

config settings> set domain-aware-phone-expression \d\d\d

Delegating Registrations

When delegating SIP REGISTERS to another registrar, the OS-E
1. Receives the REGISTER from a type of transport

2. Normalizes the REGISTER, manipulating some SIP headers such as the Contact
header

3. Sends the REGISTER to another registrar through the same or different type of
transport

The OS-E delegates the user authentication and authorization to the upstream
registrar. Registration delegation allows existing SIP infrastructures to participate with
the OS-E system for secure communication and improved session control.
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CLI Session For the Upstream Registrar Configuration

NNOS-E> config vsp enterprise servers sip-gateway broadworks
Creating “sip-gateway broadworks”

config sip-gateway broadworks> set domain as.broadworks.net
config sip-gateway broadworks> set domain-alias broadworks.net
config sip-gateway broadworks> config server-pool

config server-pool> config server primary

Creating “server primary’

config server primary> set host 12.39.208.251

config server primary> return

config server-pool> config server backup

Creating “server backup’

config server backup> set host 12.39.208.252

config server backup> return

config server pool> return

CLI Session For the OS-E Registration-Plan Configuration

NNOS-E> config vsp registration-plan

config registration-plan> config route broadworks

Creating “route broadworks~”

config route broadworks> set to-uri-match domain-suffix broadworks.net

config route broadworks> set action delegate

config route broadworks> set alter-contact local-host

config route broadworks> set peer server 'vsp enterprise servers
sip-gateway broadworks"

config route broadworks> return

There are two ways to alter the contact header: using local-host or local-maddr. If the
URI in a REGISTER is sip:9788235233@compXYZ.com and the OS-E interface
address is 192.168.100.1, then the OS-E alters the contact header as follows:

* local-host—sip:9788235233@192.168.100.1:5060;transport=UDP

* local-maddr—
sip:9788235233@compXYZ.com:5060;transport=UDP;maddr=192.168.100.1

The sample registration delegation configuration for the Broadworks application is
illustrated in the following image.
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In the example network configuration above, the OS-E delegates SIP registrations to
the BroadWorks server by

» Configuring the names of the SIP registrar peers; primary and backup.
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»  Setting the domain properties associated with each registrar peer, including the
domain-name and domain-alias.

» Configuring a server pool associated with the registrars, where the pool has a
primary and a backup SIP registrar should one of the registrar peers become
unavailable. Each server is identified by host IP (and transport, maximum number
of concurrent calls, and the maximum number of calls allowed to be setup for
each peer session.

Refer to the Net-Net OS-E — Objects and Properties Reference for information on
other properties that you can set with SIP registrars and server pools.

To display registrar peer status, enter the following command:

NNOS-E> show sip-peers -v

To display registration delegation statistics, enter the following command:

NNOS-E> show registration-delegation

Authenticating With the Upstream Registrars

For the OS-E to delegate SIP registrations and addresses-of-record to an upstream
registrar peer, (such as Broadworks) the peer must be configured with matching user
and password-tag credentials. This means that the registrar peer authenticating
REGISTER sessions must have a matching user name and password-tag associated
with the other peer in its configuration.

CLI Session

NNOS-E> config vsp enterprise servers sip-gateway broadworks
- -broadworks> set domain as.broadworks._net
...broadworks> set domain-alias broadworks.net
- . -broadworks> set domain-subnet 12.39.208.251/24
- . -broadworks> set domain-subnet 12.39.208.252
. .broadworks> config server- pool
..server-pool> config server primary
Creatlng “server primary’
config server primary> set host 12.39.208.251
config server primary> set transport tls “vsp tls certificate name”
config server primary> return
. .server-pool> config server backup
Creating “server backup”
config server backup> set host 12.39.208.252
config server backup> set transport tls “vsp tls certificate name”
config server backup> return
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. .server-pool> return
. .broadworks> set user cxc
- .broadworks> set password-tag broadworks

Pinging Upstream Registrars For Availability

The failover-detection and ping-interval properties configure the OS-E to monitor
the availability of the registrar peers. By setting the failover-detection property to
auto with a configured time interval, the OS-E polls peer registrars to see if they are
available to accept registration and address-of record updates.

The OS-E automatically places all SIP registrar peers defined in the server-pool
configuration into a monitoring pool. Because each SIP server has an associated
“order,” the server with the least order is the preferred primary. The other SIP registrar
peers are the backup servers.

The OS-E monitors registrar peers using the configured ping interval setting (in
seconds). When all peers have responded to the OS-E pings, the peer designated as the
primary assumes the responsibility for accepting registrations and AORs from the
OS-E.

If the primary is in the UP stated as indicated by the monitoring process, then
registrations and INVITEs are sent to the primary. If primary is down while the
backup is up, then registrations and INVITEs are forwarded to the backup. When the
primary becomes available again later, registrations and INVITE messages redirect
back to the primary.

If both the primary and backup registrar peers are unavailable, SIP INVITE messages
are switched locally if the To: header is addressed to a SIP phone connected to the
OS-E directly (where it has a location binding with the OS-E). If the To: header is
addressed to another location, the INVITE is forwarded to a PSTN gateway:

CLI Session

NNOS-E> config vsp enterprise servers sip-gateway broadworks
. .broadworks> set domain as.broadworks.net

...broadworks> set domain-alias broadworks.net

.. .broadworks> set domain-subnet 12.39.208.251

.. .broadworks> set domain-subnet 12.39.208.252

.. -broadworks> set match tight

.. .broadworks> set peer-identity sip:broadworks@compXYZ.com
. .broadworks> set failover-detection auto
. .broadworks> set ping-interval 20
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To interactively check if a SIP server or host is reachable through SIP, use the sip ping
command, as shown in the session below:

NNOS-E> sip ping as.broadworks.net UDP 5060
To include SIP servers into the monitoring pool, use the sip server-monitor
command:

NNOS-E> sip server-monitor 12.39.208.251 UDP 5060
NNOS-E> sip server-monitor 12.39.208.252 UDP 5060

To display the availability status of the SIP servers that you are monitoring, execute
the show sip-server-availability command.

NNOS-E> show sip-server-availability

To remove SIP servers from the monitoring pool, execute the sip server-unload
command.

NNOS-E> sip server-unload 12.39.208.251 UDP 5060
NNOS-E> sip server-unload 12.39.208.252 UDP 5060

To disable SIP pings to a registrar peer, set the failover-detection property to none.

NNOS-E> config vsp enterprise servers sip-gateway broadworks
config sip-gateway broadworks> set failover-detection none

Creating Registration-Plan Routes

Each registration-plan describes how to treat a matched SIP REGISTER session.
Registration-plan entries are stored in a registration routing table that the OS-E uses to
look up and match REGISTER sessions from peer registrars.

The OS-E uses a longest-prefix match lookup to match the most specific entry. If a
peer becomes unavailable, the OS-E finds the next longest match and forwards the call
to that peer. For detailed information on how the OS-E performs longest-prefix
matching, refer to the Net-Net OS-E — Objects and Properties Reference.

The following CLI session creates a registration-plan that delegates SIP REGISTER
requests to the broadworks.net domain.

CLI Session

NNOS-E> config vsp registration-plan
config registration-plan> config route broadworks
Creating “route broadworks”
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config route broadworks> set to-uri-match domain-suffix broadworks.net

config route broadworks> set action delegate

config route broadworks> set peer server ''vsp enterprise servers
sip-gateway broadworks"

Proxying Registrations

In proxy registration, the OS-E accepts SIP REGISTERs locally and saves bindings to
the location-service database. The OS-E also originates SIP REGISTERs on behalf of
clients and sends the SIP REGISTERS to the upstream registrar.

For a single REGISTER, the OS-E can proxy the registration to many registrar peers
as long as each registrar peer has a matching registration plan.

The OS-E periodically (usually once a day) downloads all address-of-record (AOR)
bindings to the registrar peers that have a matching registration-plan. If the primary
registrar becomes unavailable, the OS-E downloads all AOR bindings to the backup
registrar, with an AOR matching the registration plan to the unavailable registrar.

Sample Proxy Registration Configuration

The following CLI session configures the OS-E proxy registration, the upstream
registrar and the registration-plan.

CLI Session

You need to enable registration-proxy under the VSP object for performance
considerations.

NNOS-E> config vsp
config vsp> set registration-proxy enabled
config vsp> return

Configure the upstream registrar peers.

NNOS-E> config vsp enterprise servers sip-gateway broadworks

config sip-gateway broadworks> set domain as.broadworks.net

config sip-gateway broadworks> set domain-alias broadworks.net

config sip-gateway broadworks> set peer-identity sip:as.broadworks.net
config sip-gateway broadworks> config registration-proxy

config registration-proxy> return

config sip-gateway broadworks> set user cxc
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config sip-gateway broadworks> set password-tag broadworks
config sip-gateway broadworks> set peer-max-interval 38400
config sip-gateway broadworks> set peer-min-interval 60
config sip-gateway broadworks> config server-pool

config server pool> config server primary

config server primary> set host 12.39.208.251

config server primary> return

config server pool> config server backup

config server backup> set host 12.39.208.252

config server backup> return

config server-pool> return

config sip-gateway broadworks> top

Configure the registration-plan.

config> config vsp registration-plan

config registration-plan> config route broadworks

Creating “route broadworks”

config route broadworks> set to-uri-match domain-suffix broadworks.net

config route broadworks> set action accept

config route broadworks> set alter-contact local-host

config route broadworks> set peer server "vsp enterprise servers
sip-gateway broadworks"

config route broadworks> return

Configure the registration-plan proxy.

config registration-plan> config proxy compXYZ.com

config proxy compXYZ.com> set admin enabled

config proxy compXYZ.com> set uri-match domain-exact broadworks.net

config proxy compXYZ.com> set priority 100

config proxy compXYZ.com> config peer 1

config peer 1> set peer server “vsp enterprise servers sip-gateway
broadworks”

Client Authentication Over Proxy Registration

To the SIP client, the OS-E may challenge the client for authentication and then
authorize client registration after a valid response from the client. From the upstream
registrar, the OS-E may receive a challenge. In this case, the OS-E originates the
response based on common credentials with the upstream registrar.

For the OS-E to respond to an authentication challenge from upstream registrar, you
need to configure a single credential for the registrar peer:

NNOS-E> config vsp enterprise servers sip-gateway broadworks
config sip-gateway> set user cxc

config sip-gateway> set password-tag broadworks

config sip-gateway> top
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Upon receipt of a “401 Unauthorized” message after sending a REGISTER to an
upstream registrar (sip:as.broadworks.net), the OS-E performs the following:

1. Retrieves credentials from the peer configuration.

2. Requests a response from the authentication process.

3. Constructs an authorization header.

4. Sends a new REGISTER to the upstream peer.

Keep in mind that you must have matching credentials (such as user: cxc,
password-tag: broadworks) configured on the BroadWorks application server.
To display registration proxy statistics, enter the following command:

NNOS-E> show registration-proxy

To debug, type

NNOS-E> registration client-save (to view the registration-clients)
Success!

NNOS-E> show registration-clients

NNOS-E> registration client-clear (to clear registration-clients)
Success!

To query upstream registrar for an AOR binding, enter the following command:

NNOS-E> registration query sip:2408881521@as.broadworks.net
sip:as.broadworks.net

The expiration time should decrease every second in the query.

Address-Of-Record Bindings

AOR bindings are processed in proxy mode and in back-to-back (B2B) mode. In
proxy mode, the OS-E forwards location bindings to its upstream registrar AS IS, with
no changes to the Contact header. This means client locations are visible to the peer
and the peer can communicate with the client directly.

In the B2B mode, the registration clients are hidden from the upstream registrar. The
OS-E alters the Contact as configured in registration-plan.

There are two ways to alter the Contact header: local-host or local-maddr. If the URI
ina REGISTER is sip:9788235233@compXYZ.com and the OS-E interface address is
192.168.100.1, then the Contact header is altered as follows:
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e local-host—sip:9788235233@192.168.100.1:5060;transport=UDP

¢ |ocal-maddr—
Sip:9788235233@compXYZ.com:5060;transport=UDP;maddr=192.168.100.1

Proxy Registration Network Example

The following image illustrates a sample network using proxy registration, followed
by some sample scenarios.
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Action: Proxy Registration

1.

Rob’s SNOM phone registers with the OS-E. The URI is
sip:rob@compXYZ.com, and contact is 192.168.1.95 (UDP, 5060).

The OS-E queries the Active Directory, and retrieves all Rob’s AORSs:
* sip:rob@compXYZ.com (tag:xyz)

e sip:2408881521@as.broadworks.net (tag: bw)

o sip:1521@compXYZ.com (tag: avaya).

In response to Rob’s “bw” tag, the OS-E sends a proxy registration to the
BroadWorks server, with sip:2408881521@as.broadworks.net as the AOR, and
UID.bw-uid@192.168.1.86 (the OS-E system’s address) as the contact.

In response to Rob’s “avaya” tag, the OS-E sends a proxy registration to the
Avaya PBX, with sip:1521@compXYZ.com as the AOR, and
UID.avaya-uid@192.168.1.86 as the contact.

Similarly, as a result of Alice’s registration with the OS-E, it sends proxy
registrations to:

» BroadWorks server, with sip:2408881522@as.broadworks.net as the AOR
and UID.bw-uid@192.168.1.86 (OS-E’s address) as the contact.

* Avaya PBX, with sip:1522@compXYZ.com as the AOR and
UID.avaya-uid@192.168.1.86 as the contact.

Action: Rob Calls Alice at BroadWorks Phone Number 2408881522

1.
2.

3.

The OS-E determines that the destination tag is bw (BroadWorks).

The OS-E changes Rob’s From header to sip:2408881521@as.broadworks.net
and forwards the call to the BroadWorks server.

BroadWorks forwards the call back to the OS-E and it forwards the call to Alice.

Action: Rob Calls Tom at BroadWorks Phone Number 2408882001

1.
2.

The OS-E determines that the destination tag is bw (BroadWorks).

The OS-E changes Rob’s From header to sip:2408881521@as.broadworks.net
and forwards the call to the BroadWorks server.

BroadWorks forwards the call to Tom.
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Action: Rob Calls Tim at compXYZ x1524

1. The OS-E determines that the destination tag is avaya.

2. The OS-E changes Rob’s From header to sip:1521@compXYZ.com and forwards
the call to Avaya’s PBX.

3. Avaya’s PBX forwards the call to Tim.

Action: Rob Calls Alice at sip:alice@compXYZ.com

1. The OS-E determines that the destination tag is xyz (compXYZ).

2. The OS-E does not change Rob’s From header and forwards the call to Alice
directly.

Performing Other Actions On SIP Registrations

In addition to delegating and proxying (accepting) SIP REGISTER sessions at the
OS-E system, you can also create registration plans that forward, redirect, tunnel,
discard, or block SIP REGISTER sessions.

Forwarding Registrations

If a SIP REGISTER request matches a registration plan with the action property set to
forward, the OS-E makes no modifications to the session. The SIP session is
forwarded to the target SIP registrar with no changes to the contact information.

If the session-config has the registration/cache-Ics property set to enabled, the OS-E
caches the binding upon successful registration. The bindings cached from forwarded
registrations can be used for proxy registration and subsequent call forking.

CLI Session

Configure the upstream server.

NNOS-E> config vsp enterprise servers lcs company
config Ics company> set domain company.com

config lIcs company> config server-pool

config server-primary> configure server primary
Creating “server primary’

config server primary> set host 192.168.215.54
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config server primary> return

Configure the registration plan.

NNOS-E> config vsp registration-plan

config registration-plan> config route company

config route company> set to-uri-match domain-suffix company.com

config route company> set action forward

config route company> set alter-contact no

config route company> set peer server ''vsp enterprise servers Ics
company"*

config route company> return

Redirecting Registrations

If a SIP REGISTER request matches a registration plan with the action property set to
redirect, the OS-E redirects a client registration to an alternative registrar. In this case,
the OS-E does the following:

1. Responds with “301 Redirect” message
2. Sets the Contact header to the alternate registrar's address, port and transport

3. Instructs the client to send subsequent registrations to the alternate registrar

CLI Session

Configure the upstream registrar.

NNOS-E> config vsp enterprise servers sip-gateway broadworks-backup
Creating “sip-gateway broadworks-backup’

config sip-gateway broadworks-backup> set domain as.broadworks.net
config sip-gateway broadworks-backup> set domain-alias broadworks.net
config sip-gateway broadworks-backup> config server-pool

config server-pool> config server backup

Creating “server backup”

config server backup> set host 12.39.208.252

config server backup> return

config server pool> config server primary
config server primary> set host 12.39.208.251
config server primary> return

config server-pool> return

config sip-gateway broadworks-backup>

Configure the registration-plan.

NNOS-E> config vsp registration-plan
config registration-plan> config route broadworks
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config route broadworks> set to-uri-match domain-suffix broadworks.net

config route broadworks> set action redirect

config route broadworks> set alter-contact no

config route broadworks> set peer server 'vsp enterprise servers
sip-gateway broadworks-backup™

config route broadworks> return

config registration-plan>

Tunneling Registrations

With the registration-plan action property set to tunnel, the OS-E can create an OC
client-to-LCS server tunnel over which SIP REGISTER traffic can be load balanced.
An OC client-to-LCS server tunnel consists of two separate connections that the OS-E
joins—a connection from the client to the OS-E and a connection from the OS-E to
the server.

For additional information on OC client-to-LCS server tunnels, refer to the VSP
settings object in the Net-Net OS-E — Objects and Properties Reference.

CLI Session

Configure the registration-plan for tunneling SIP REGISTER traffic.

NNOS-E> config vsp registration-plan

config registration-plan> config route oc-to-Ics

config route oc-to-Ics> set to-uri-match phone-prefix 617
config route oc-to-Ics> set action tunnel

config route oc-to-lIcs> return

config registration-plan>

Discarding Registrations

With the registration-plan action property set to discard, the OS-E discards
REGISTER requests matching the registration plan or AOR.

CLI Session

Configure the registration-plan for discarding SIP REGISTER traffic.

NNOS-E> config vsp registration-plan

config registration-plan> config route 978

config route 978> set to-uri-match phone-prefix 978
config route 978> set action discard

config route 978> return

config registration-plan>
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Blocking Registrations

If a SIP RESISTER request matches a registration plan with the action property set to
block, the REGISTER session is blocked unconditionally at the OS-E system with a
“601 Declined” message. The OS-E takes no further action and the session is dropped.

CLI Session

Configure the registration-plan action to block.

NNOS-E> config vsp registration-plan

config registration-plan> config route 617

config route 617> set to-uri-match phone-prefix 617
config route 617> set action block

config route 617> return

config registration-plan>

Registration Throttling

In order to keep pace with the performance of the upstream registrar, you can
configure the upstream peer with registration throttling. Registration throttling limits
the registrations to the upstream server while accepting registrations from downstream
clients. In this case, the OS-E delegates initial registrations to the upstream peer. Once
the upstream peer grants the registration to the client with a final “200 OK” response
code, the OS-E terminates subsequent re-registrations (suppressing them from
delegating to the upstream peer) until the binding expiration for the upstream peer is

up.

The following CLI session configures the expiration time intervals on the client and
on the peer registrar. Timer settings are indicated in seconds.

CLI Session

Configure the upstream registrar.

NNOS-E> config vsp enterprise servers sip-gateway broadworks
Creating “sip-gateway broadworks?

config
config
config
config
config
config

sip-gateway
sip-gateway
sip-gateway
sip-gateway
sip-gateway
sip-gateway

broadworks>
broadworks>
broadworks>
broadworks>
broadworks>
broadworks>

set domain as.broadworks.net
set domain as.broadworks.net
set domain-alias broadworks.net
set peer-max-interval 86400

set peer-min-interval 3600
config server-pool
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config server-pool> config server primary
config server-primary> set host 12.39.208.251
config server-primary> return

config server-pool> configure server backup
config server backup> set host 12.39.208.252
config server pool> return

configure sip-gateway broadworks> return

Configure the registration-plan to enable registration throttling.

config> config vsp registration-plan

config registration-plan> config route broadworks

config route broadworks> set to-uri-match domain-suffix broadworks.net

config route broadworks> set action delegate

config route broadworks> set alter-contact local-host

config route broadworks> set peer server "vsp enterprise servers
sip-gateway broadworks"

config route broadworks> set registration-throttling enabled

config registration-plan> return

config vsp>

In this configuration, when the OS-E receives a SIP REGISTER, it modifies the
expiration to 86400 seconds (one day) and delegates it to BroadWorks. The
BroadWorks registrar peer may respond with 7200 seconds (two hours). The OS-E
then grants the client 60 seconds (if the client requests more than 60 seconds) or 30
seconds (if the client requests less than 30 seconds). The client will then register with
the OS-E every 60/30 seconds. The OS-E accepts these registrations locally until the
peer expiration of two hours expires.

Controlling Registration Admission Per VSP

Use the max-number-of-registrations property to control the number of SIP
REGISTER sessions that the VSP can admit at one time. Depending on your network
and the volume of SIP REGISTER requests, you can tune the setting accordingly. The
default setting is 30000 concurrent SIP REGISTER sessions.

CLI Session

NNOS-E> config admission-control
config admission-control> set max-number-of-registrations 30000
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Registration Multicasting

By default, the OS-E forwards REGISTERSs to a single, selected server. This is how a
conventional SIP proxy processes REGISTERs.

However, you can configure an upstream peer with a multicast registration pattern,
where the OS-E forwards REGISTERs concurrently to all configured servers in a
server pool. This allows all the servers to have the same registration data so that the
OS-E load balances among the servers in the server pool. Additionally, the OS-E can
easily fail over from one server to another should the primary server go down.

The OS-E performs concurrent forwarding of REGISTERs by manipulating the
expiration timer, causing the phone to quickly re-register in each registration cycle. A
registration cycle is registration of a binding starting from the first server to the last
server. When the OS-E receives a REGISTER, it forwards it to the first server. When
the OS-E receives a 200 OK from the first server, it forwards the binding to the phone,
changing the expiration time to a brief interval, triggering the phone to quickly
re-register with the OS-E.

When the phone re-registers, the OS-E sends the request to a second server. This
continues for all configured servers.

CLI Session

Configure the upstream server.

NNOS-E> config vsp enterprise servers sip-gateway broadworks
config sip-gateway broadworks> set domain as.broadworks.net
config sip-gateway broadworks> set domain-alias broadworks.net
config sip-gateway broadworks> set registration-pattern multicast 15
config sip-gateway broadworks> config server-pool

config server-pool> config server primary

config server-primary> set host 12.39.208.251

config server-primary> return

config server-pool> config server backup

config server-backup> set host 12.39.208.252

config server-pool> return

config sip-gateway broadworks> return

config servers>

Configure the registration-plan.

NNOS-E> config vsp registration-plan
config registration-plan> config route broadworks
config route broadworks> set to-uri-match domain-suffix broadworks.net
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config route broadworks> set action delegate

config route broadworks> set alter-contact local-host

config route broadworks> set peer server 'vsp enterprise servers
sip-gateway broadworks"

config registration-plan> return

config vsp>

This configuration enables the OS-E to multicast registrations to primary and backup
registrars. In each registration cycle, the client is instructed to send the registration
every 15 seconds until the last server in the pool receives the registration.

Registration Normalization

Call normalization is the process of changing all or a portion of a SIP URL so that the
SIP call is routed to a particular destination. When the OS-E receives a SIP
REGISTER, it first attempts to match all server peers to see if any normalization is
necessary, and then matches against local settings to see if the local normalization
applies.

For each server peer, if normalization setting under routing is not checked, then no
normalization applies to this server. Otherwise, the OS-E matches the host portion of
REGISTER against all server pool addresses, all domain-aliases and domain subnets.
If there is a match, then the REGISTER host portion is hormalized to the domain
name configured for the server peer.

CLI Session

Configure the upstream registrar.

NNOS-E> config vsp enterprise servers sip-gateway broadworks
config sip-gateway broadworks> set domain as.broadworks.net
config sip-gateway broadworks> set domain-alias broadworks.net
config sip-gateway broadworks> set subnet-alias 12.39.208.0/24
config sip-gateway broadworks> config server-pool

config server-pool> configure server primary

config server-primary> set host 12.39.208.251

config server-primary> return

config server-pool> configure server backup

config server backup> set host 12.39.208.252

config server backup> return

config server-pool> return

config sip-gateway broadworks> return

config vsp> top

Oracle Communications Application Session Controller 3.7.0



5-86 Session Services Configuration Guide
Viewing the Registration Routing Table

Location normalization does not apply if local-normalization is disabled or if the
local-identity is not set. Otherwise, the OS-E matches the host portion of REGISTER
against all interface addresses and all domain-aliases. If a match occurs, the SIP
REGISTER host portion is normalized to the domain name configured for the VSP.

Configure the VSP.

NNOS-E> config vsp

config vsp> set local-normalization enabled
config vsp> set local-identity eng.compXYZ.com
config vsp>

Configure the registration-plan.

config> config vsp registration-plan

config registration-plan> config normalization broadworks

config normalization broadworks> set match domain-suffix
broadworks.com

config normalization broadworks> set user-normalization no

Viewing the Registration Routing Table

To display information about how the OS-E routes SIP call REGISTERs, use the
show registration-plan and the show registration-routing commands to display the
entries in the registration-plan and in the registration-routing table. The
registration-plan table contains the configured entries from the vsp/registration-plan
object, while the registration-routing table contains the registration lookup entries
with an active registration peer. If that peer registrar becomes unavailable, the entry is
removed from the registration routing table.

You execute the show registration-plan and the show registration-routing
commands from the top-level OS-E prompt, or from the OS-E Management System
Status tab. Each table displays the following information:

* plan-name

* type

* match criteria
e peer name

e action

e hits
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CLI Session

NNOS-E> show registration-routing
plan-name type match peer-name action hits

broadworks.com domain broadworks.com broadworks.com accept O

In this example, a call to the broadworks.com domain triggers a registration lookup
that matches the registration-plan named broadworks.

Other show registration commands:

» show registration-clients

» show registration-delegation

» show registration-normalization
» show registration-proxy

» show registration-service

» show registration-status

For detailed information on the show registration commands, refer to the Net-Net
OS-E - Objects and Properties Reference.

Configuring a PSTN Gateway

You can configure the OS-E to allow call operations if a SIP registrar is busy or down.
You do this by configuring the public switched telephone network (PSTN) gateway.
The PSTN gateway will change the SIP phone call to an analog phone call to a proper
destination through the PSTN.

If the primary or backup becomes available while the PSTN is in use, as discovered by
the latest poll, the OS-E then begins to forward REGISTERS back to the primary (or
backup) SIP registrar.

The following example CLI session configures a PSTN gateway:

CLI Session

NNOS-E> config vsp

config vsp> config carriers

config carriers> config carrier sipura
config carrier sipura> set admin enabled
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config carrier sipura> config rate-plan
config rate-plan> return

config carrier sipura> config exchange
config exchange> return

config carrier sipura> return

config carriers> return

config vsp> set pstn-gateway carrier 'vsp carriers carrier sipura”
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Chapter 6. Session Recording and
Monitoring

About This Chapter

The chapter describes the configuration for recording and monitoring SIP session
audio calls, IM sessions, and file transfers. By recording and monitoring SIP sessions,
you can evaluate session activity to determine if additional SIP session policies should
be implemented.

Policy-Based Media Recording and Playback

You configure media recording by creating one or more session policies under the
V'SP object, as described in Chapter 1, “How the OS-E Operates on SIP Sessions.”

Both media recording and monitoring are based on the specific session policy settings
(rules and conditions) for matching anchored SIP session requests, with session
recording and monitoring enabled.

During a SIP call session, with media recording and monitoring configured, the
session is recorded locally on the OS-E system handling the call. When you configure
a call monitoring policy to match the SIP session, you can forward the active SIP call
to another SIP phone so that a third party can listen in on the active call. This is called
snooping.
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Once the SIP call is recorded, use the OS-E Management System Call Logs tab to
play the recorded SIP sessions. The following image illustrates a sample network with
an active session between the users Tom and Alice. The monitoring endpoint is the
supervisor@companyXYZ.com at SIP phone extension 1523@companyXYZ.com. who

is listening to the session between Tom and Alice. The
OS-E call log where administrators can play the call.
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Enabling Media Anchoring and Recording

Media anchoring to the OS-E system must be enabled for recording and playback of a
SIP session. Anchoring forces a media stream to the OS-E, where the recording and
playback mechanisms are available.

The following CLI session does the following:

» Creates a policy named E911 Service with an associated rule named Record calls
E911

»  Opens the condition-list object and sets a matching 911 condition based on the
the URI regular expression

»  Opens the session-config and media objects, where media anchoring and
recording services are enabled

» Opens a monitor-group configuration where a third party can listen-in on the
active call

CLI Session

config vsp> config policies

config policies> config session-policies

config session-policies> config policy "E911 Service"
Creating "policy "E911 Service""

config policy "E911 Service'> config rule "Record calls E911"
Creating "rule "Record calls E911""

config rule "Record calls E911"> set admin enabled

config rule "Record calls E911"> set description "E911 call policy"
config rule “Record calls E911> config condition-list

config condition-list> set to-uri-condition user match 911
config condition-list> return

config rule "Record calls E911"> config session-config
config session-config> config media

config media> set anchor enabled

config media> config recording-policy
config recording-policy> set record enabled
config recording-policy> return

config media> return

config session-config> return

config rule "Record calls E911'"> return
config policy "E911 Service'> return

config session-policies> return

config policies> return

config vsp>
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config vsp> config monitor-group "E911 Supervisor"

Creating "monitor-group "E911 Supervisor™*

config monitor-group "E911 Supervisor'> set admin enabled

config monitor-group "E911 Supervisor'™> config monitor-endpoint
“E911™

Creating "monitor-endpoint E911*

config monitor-endpoint E911> set to
sip:911.emergency@local .response.net

config monitor-endpoint E911> set from sip:cxc-monitor@companyXYZ.com

config monitor-endpoint E911> set transport tls

Configuring Call Monitor Groups and Endpoints

The call monitor-endpoint specifies the target SIP phone from which a SIP call session
can be monitored while the call is in progress (called snooping). Once the SIP session
is established, the OS-E rings the endpoint SIP phone where a listener can monitor the
call from the beginning of the session. (There is slight time delay between actual
session and the monitor endpoint.). The user at the call monitor endpoint can even
terminate the RTP session between the SIP recipients, if necessary.

The following CLI session configures the monitor-group and monitor-endpoint
objects:

» Creates and enables the monitor-group named “E911 supervisor.”

e Creates the monitor-endpoint named “E911 monitor” and sets the monitor
endpoint phone for the active SIP call session.

CLI Session

config vsp> config monitor-group "E911 supervisor"

..."E911 supervisor”> set admin enabled

..."E911 supervisor'> config monitor-endpoint “E911 monitor”
..."E911 monitor"> set To sip:5121.emergency@local.response.net
config monitor-endpoint "E911 monitor'>

Playing Back Recorded Calls

The OS-E Management System Call Logs tab allows you to play back previously
recorded SIP calls directly on your PC. To play back calls, select Call Logs, and then
choose the recorded call that you want to play from the list. Click Play to listen to the
call directly from your computer.
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Recording File Transfers and IM Sessions

The OS-E allows you to record copies of file transfers and IM sessions for viewing
later. Just as you record SIP phone calls with the session-config media object, use the
file-transfer and instant-messaging objects in the session-config to record file
transfers and archive instant messaging sessions.

For Tile Transfer Recording

The following sample CL1I session does the following:

» Creates a policy named For file transfers with an associated rule named Record
file transfers

»  Opens the session-config and media objects, where file transfer anchoring and
recording services are enabled

»  Opens the condition-list object and sets a matching from-uri-condition based on
the URI regular expression, where file transfers from the URI
bob@companySierra.com are recorded

CLI Session

config> config vsp policies

config policies> config session-policies

...policies> config policy “For file transfers”

...“File transfers”> config rule “Record file transfers”

.. .transfers'"> config session-config

config session-config> config file-transfer
config file-transfer> set anchor enabled
config file-transfer> set record enabled
config file-transfer> return

config session-config> return

config rule “Record file transfers>

config rule “Record file transfers> config condition-list
-..-list> set from-uri-condition user match bob@companySsierra.com

For Recording IM Sessions

The following sample CLI session does the following:
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e Creates a policy named For IM sessions with an associated rule named Archive
IM sessions

*  Opens the session-config and instant-messaging objects, where instant
messaging archiving services are enabled

»  Opens the condition-list object and sets a matching from-uri-condition based on
the URI regular expression, where IM sessions from the URI
bob@companySierra.com are archived

CLI Session

config> config vsp policies

config policies> config session-policies
...policies> config policy “For IM sessions”

-.-IM sessions”> config rule “Archive IM sessions”

...sessions> config session-config

config session-config> config instant-messaging
config instant-messaging> set archiving enabled
config instant-messaging> return

config session-config> return

config rule “Archive IM sessions>

config rule “Archive IM sessions> config condition-list
...-list> set from-uri-condition user match bob@companySsierra.com

Storing Recorded Data In Specific Locations

Use the data-locations object under Services to direct recorded sessions to specific
locations on the OS-E system. Recordings are classified as follows:

*  RTP-recorded—Recording of SIP call sessions associated with a SIP audio call

» RTP-mixed—~Playback of active SIP call sessions on target SIP phones
(“snooping™)

» file-transfer-recorded—Recording of files that were transferred based on policy

The following CLI session shows some possible data locations (directory paths) for
the three recording classifications:

CLI Session

config data-locations> show
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services

data-locations

rtp-recorded[1] /cxc_common/rtp_recorded
rtp-recorded[2] /cxc/recorded

rtp-mixed[1] /cxc_common/rtp_mixed

rtp-mixed[2] /cxc/mixed

Ffile-transfer-recorded[1] /cxc_common/ft_recorded
file-transfer-recorded[2] /cxc/recorded

For more information on configuring data locations, refer to the Net-Net OS-E —
Objects and Properties Reference.

Simultaneous Recording To Multiple Data Locations

You can configure hte OS-E to round-robin through the RTP recording directories to
improve recording performance when the rtp-recorded directories point at different
hard-drives. The RTP recording directories are configured with the services/
data-locations/rtp-recorded property. Set the services/data-locations/
rtp-recorded-rotation to round-robin to enable cycling through the configured
directories. With the rtp-recorded-rotation property set to first-available, the OS-E
will fill up the first volume before going to the next directory.

To record to different hard-disks when using file-mirroring, include the rtp-recorded
directories in the file-mirroring directories. If the rtp-recorded directories are not
included in the file-mirror directories, the data will be written to a single hard-drive.

CLI Session

NNOS-E config services

config services> config data-locations

config data-locations> set rtp-recorded /cxc_common/datal/rtp_rec
config data-locations> set rtp-recorded /cxc_common/data2/rtp_rec
config data-locations> set rtp-recorded-rotation round-robin
config data-locations> show

services
data-locations
accounting-root-directory /cxc_common/accounting
rtp-recorded[1] /cxc_common/datal/rtp_rec
rtp-recorded[2] /cxc_common/data2/rtp_rec
rtp-recorded-rotation round-robin
rtp-mixed[1] /cxc_common/rtp_mixed
file-transfer-recorded[1] /cxc_common/ft_recorded
log /cxc_common/log
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config data-locations> return

config services> return

config> config master-services

config master-services> config Ffile-mirror

config file-mirror> set admin enabled

config file-mirror> set file-mirror-directory /cxc_common/datal/
rtp_rec

config file-mirror> set file-mirror-directory /cxc_common/data2/
rtp_rec

config file-mirror> show

master-services
file-mirror
admin enabled
host-box[1] cluster\box 1
group O
Ffile-mirror-directory[1] /cxc_common/datal/rtp_rec
Ffile-mirror-directory[2] /cxc_common/data2/rtp_rec

config file-mirror> return
config master-services> return
config>

Setting Up a Pre-Recorded Call Announcement

Optionally, you can record and upload a phone announcement that plays after you
initiate a VoIP phone call. For each call session, the OS-E delays the received media
stream until the pre-recorded message has completed. When the pre-recorded message
is completed, the OS-E allows the media stream. The OS-E only plays the message in
the direction of the INVITE, and media is blocked in both directions until the
introduction completes.

You can create your announcement using programs such as Windows Sound Recorder
(Start Menu->Programs->Accessories->Entertainment) or a shareware program such

as GoldWave. Your local PC on which you are running this program must have a PC

microphone in order to record the announcement to a .WAV audio file.

Once you create the .WAV recording, use the OS-E Management System Tools tab to
upload the recorded announcement. When you initiate the VolIP call, you will hear the
announcement when you pick up the phone.

Perform the following steps:
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1.

acmeﬁﬁrcket

Logout quest

Status Summary

Using your selected sound recording program, record your message using the
microphone configured on your PC to record the .WAV audio file. By default, the
file should saved away in the Documents and Settings/user/Local Settings/Temp
directory.

Using the OS-E Management System Tools tab, select the Upload File function to
transfer the recorded announcement to the OS-E.

Open the vsp/default-session-configuration/media page, as illustrated in the
following image.
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frarm-uri-specification Edit asyrmmetric-rtp-address
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bodypart-type
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in-media-normalization
in-hold-translation
sip-directive

presence

registration

1 recording-policy
transcode-media-types

[Hauto-conference

pre-tone-delays

Configure

Edit transcode-media-types

Edit pre-tone-delays

4. Go the Introduction field and click Browse System Files to locate the WAV file
that you just recorded and uploaded to the OS-E system. Click Set.

5. Optionally, select periodic-announcement if you would like to play the
pre-recorded .WAV file at intervals during the SIP call session, as illustrated in the
image below.
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Enter a period (in seconds) to specify the frequency at which the recording is
played during the session, such as every 60 seconds. Enter a duration in
milliseconds (1000 = 1 second) to specify how long the message is actually
played. A very short duration, for example, may play only a part of your recorded

message.
Elperiodic-
announcement file | Browse System Files
[Delete]
period |30 seconds(from 10 to 3,600,default=30)
duration  |o msecs

=

Note: Please ensure that the .WAV file that you uploaded is in the proper

‘ compression scheme. To test a .WAV file, upload the file to the OS-E system
and use the file-play-verify action to check the WAV file for compatibility. If
s0, the OS-E returns a “Success!” message. If the file is not compatible and is
using a different compression scheme, the OS-E returns the “Unsupported
Compression Code message.”

Managing Pre-Recorded Announcements For Possible Failover

In the event of a failover in a high-availability OS-E cluster, the pre-recorded file is
not automatically transferred to the OS-E system that assumes mastership. As a result,
the pre-recorded announcement WAV file will not be played at the start of the next
SIP call.

To enable pre-recorded announcements in high-availability networks, you will need to
enable the file-mirror master-service to copy the announcement file to the other
OS-E systems in the cluster.

Perform the following steps:

1. Enable the file-mirror master-service and configure a mirror directory. For
example: /cxc_common/mirror/.

2. List all OS-E systems in the cluster as possible hosts using the show boxes
command at the top-level CXC prompt.

3. From the OS-E Management System Tools tab, upload the pre-call announcement
.wav file to this mirror directory. For example: /cxc_common/mirror/
announcement.wav

4. Run the the following action:
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NNOS-E file-mirror-service make-available /cxc_common/mirror/
announcement.wav.

This can be done using the CLI or the OS-E Management System.

The .WAV file will now be available on every box as /cxc_common/mirror/
announcement.wav.
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Chapter 7. Configuring Routing
Arbitration

About This Chapter

This chapter provides information on configuring the OS-E so that the least-cost
routes (or preferred carriers with varying levels of service and quality metrics) are
applied to a SIP call when there are multiple gateways to a SIP destination. A
matching dial-plan controls the route selection over these gateways to the SIP
destination.

What Is Routing Arbitration?

Routing arbitration allows different cost-based routing algorithms to be used in
selecting where the OS-E forwards incoming calls. For a given destination, there may
be multiple carriers that could service the call. The OS-E makes a determination
where to forward the call using a routing arbitration decision based on

»  The customer-preferred carrier
» Bandwidth utilization (use the most lightly used link)
* P QoS (use the carrier link that has the best IP QoS)

» Cost (use the carrier with the lowest routing cost to that destination)
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You configure routing arbitration using the VSP dial-plan object. The dial-plan
arbiter determines which metrics to use in selecting a destination server. The arbiter
is an ordered set of rules that configure the different cost-based routing algorithms,
which the OS-E uses to select where to forward inbound SIP calls. When the OS-E
receives a SIP call, it makes a determination where to forward the call (to the next
hop) based on a routing arbitration decision. This is necessary because, for a given
destination SIP server, multiple carriers may be available to route the call.

For complete details on the dial-plan arbiter, refer to the Net-Net OS-E — Objects and
Properties Reference.

About Carriers and Gateways

The vsp\carriers\carrier object allows service providers to perform routing
arbitration between carriers using metrics such as preferred routes, route cost,
quality-of-service (QoS), and call load balancing. Each exchange and switch that you
configure under the carrier object is an independent gateway, and each gateway along
the route can be from a different carrier gateway vendor.

Additionally, a gateway is the container for carrier trunks, so that a carrier media
gateway or softswitch can be properly configured. A matching dial-plan can point to
the configuration in the following route peers:

e carrier\carrier

» carriers\carrier\hunt-group

» carriers\carrier\exchange

» carriers\carrier\exchange\switch

» carriers\carrier\exchange\switch\trunk-group

Note that you can configure one routing arbitration methodology a number of different
ways using the carriers object. For example:

1. A hunt-group with one container having two gateways
2. A hunt-group having the two gateways

3. A hunt-group with two containers, each container having one gateway
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Terminology

You should be familiar with the following terminology when configuring carriers.

o Carriers—Carriers are containers for gateways; carriers are the elements for
executing routing arbitration in a network with multiple gateways to a destination.

» Exchanges—Exchanges are gateways in the carrier network.

e Trunk groups—Trunks are circuits that connect two switching systems that
establishment of an end-to-end connection. Trunk groups are containers that
include multiple trunks (circuits or interchangeable paths) associated with a
gateway. The OS-E uses a trunk group to route calls to a PSTN gateway over
specific circuits. The dial-plan arbiter configuration determines over which trunk
group to route a call.

e Hunt groups—Hunt groups are containers that can include any combination of
carriers, gateways, or trunks. A hunt-group comprises multiple carrier trunks that
can be considered in the route selection of a call. Using dial-plan arbiter rule, the
OS-E considers each entry in the hunt-group to calculate the most preferred
carrier for a call. During routing of a call, if a failure occurs, the OS-E hunts for
the next available trunk-group in the hunt-group.

How Routing Arbitration Works

When the OS-E receives a SIP INVITE, and if there is a matching dial-plan based on
the SIP REQUEST URI, the matching dial-plan runs the following configuration
objects in sequence for instructions on how to forward the call:

» Dial-prefix/normalization
» Dial-plan arbiter

* Route/source-route

If a SIP INVITE matches the dial-plan arbiter configuration, the arbiter uses the vsp
carriers\carrier and the vsp\carriers\hunt-group configuration settings to determine
the carrier, gateway, or trunk to connect the call to the destination SIP server.

By default, the dial-plan lookup uses the Request URI for dial-plan processing.
However, if the INVITE is received from a server, and if the server-pool object (or
the vsp\carriers\carrier\gateway object) has the call-routing-on property set to
to-uri, then the dial-plan operates on the To URI portion of the SIP call.
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CLI Session

NNOS-E> config vsp

config vsp> config dial-plan

config dial-plan> config arbiter ABC

config arbiter ABC> set arbiter-apply best-match

config arbiter ABC> set call-hunting-type parallel

config arbiter ABC> set rule least-cost unlimited

config arbiter ABC> set rule least-calls unlimited

config arbiter ABC> set rule trunk-qos “vsp\carriers\class-of-service
high”

config arbiter ABC> set session-config-pool-entry vsp
session-config-pool entry 1

Sample Carrier Network

The following image illustrates a sample carrier network using three OS-E systems. A
description of how to configure the network follows.

NNOS-E@San Jose

NNOS-E@New York

100.0.0.1 (server-connection NY1)

PSTN gateway 100.0.0.2 (server-connection NY2)

PBX Maynard PBX Boston

978-XXX-XXXX 617-XXX-XXXX

Admin_36
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Configuration Steps
There are several steps that you need to perform when configuring carriers and
gateways:

1. Configure the enterprise servers. These are the SIP gateways involved in the
routing of SIP calls to their destination SIP servers.

2. Configure the server-pools and servers for SIP traffic sessions.

3. Configure the carrier PSTN gateway and a trunk-group where you define the rate
plan that the OS-E uses in selecting the most-preferred route (one with the lowest
cost) to the call destination.

4. Configure the dial-plan that arbitrates the best route to a server, carrier, gateway,
trunk, or hunt-group based on matched traffic.

Configuring the Enterprise Servers (Sip Gateways)

At the local OS-E system (OS-E-Boston), you need to configure enterprise servers and
PBX equipment as SIP gateways. These SIP gateways are:

e OS-E@SanJose

e OS-E@NewYork
« PBX Boston

e PBX Maynard
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Each sip-gateway has its own server-pool and server configuration. The following
image illustrates a sample management page showing the configuration associated
with the SIP gateways. (Note that if you are viewing the PDF file, use the Acrobat

Reader zoom function to enhance the details of this page.)
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directories
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Configuring the Server-Pools

Each SIP gateway has a server-pool configuration that describes the connection
details and preferences to the carrier destinations.

The following image shows the server-pool configuration for the OS-E@NewYork
sip-gateway. The gateway is configured with two server-connections, NY1 and NY2.
Each connection has it’s own unique IP address and property settings, where one
connection (or route) may be preferred over another configured route.
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‘Conﬂguration‘ Setup ‘ Wiew senver- sip-proxy =
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tls
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The following image shows the details for the server named NY1.
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Configuring SIP Connections

A SIP connection configuration identifies the call admission point, or the PSTN lines
from which the SIP calls originate to the OS-E.

The SIP connection server type provides a client/server model between the OS-E and
customer premise equipment. The OS-E fills the server role, while the connection
(line) between the CPE and the OS-E acts as client. This connection may be a single
line, a shared line, or a group of shared lines to the enterprise or a residence. The point
of connection on a shared line (the CPE) represents one or multiple direct inward dial
(DID) numbers. Behind the CPE, however, may be many more endpoints. In this
configuration, the client initiates, or re-establishes in the event of failure, the
connection with the OS-E.

Using this server type allows you to create a configuration specific to an AOR. For
instance, it allows you to control the number of concurrent calls to (emission control)
and from (admission control) the specific address-of-record (AOR). You can override
the global location cache settings that set the number of concurrent calls, and allow
more or fewer calls based on the connection.
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acm%ﬁa'cket

Logout guest

Status Summary

Additionally, the OS-E can learn client transport information through dynamic
registration.Within the registration-plan, you can reference a sip-connection type
server. Then, when a REGISTER comes in from the CPE (sip-connection server) and
matches a registration-plan, when the OS-E installs a location cache entry, it saves the
sip-connection name and reference in the location entry. If the sip-connection has
unknown transport information (host, port, transport, local port and so on), the OS-E
can use the dynamic learn feature (if enabled), to derive the sip-connection’s transport
information from the client registration.

The following image shows the sip-connection page for PBX Maynard.
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Configuring Carriers and Switches

Carriers, gateways, and exchanges support routing arbitration among multiple carrier
gateways with varying levels service and quality metrics. Using a matching dial-plan
arbiter, the OS-E uses the carrier configuration to select the best route for the SIP
call.

The following image shows a sample carrier exchange configuration page. This page
also allows you to configure trunk-group, also known as a group of circuits
associated with a carrier switch.
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The OS-E uses a trunk group, a group of trunks that connects to the same target switch
or network, to route calls to a PSTN gateway over specific circuits between TDM
circuit switches. It is through the dial-plan arbiter configuration that the OS-E
determines over which trunk group of a particular carrier to route a call.

When the OS-E routes a call to a specific trunk, it appends a tag to indicate to the
carrier over which the call should be transmitted. For example, if the OS-E routes a
call to trunk “SanJose,” it appends tgrp=sanjose to the Request URI so that the
provider gateway correctly transmits the call to trunk-group SanJose. (The peer trunk
setting, in the dial-plan object, specifies over which trunk to route the call.)
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Configuring Hunt-Groups

3cme@ﬁacket

Status Summary  Logout guest

Configuration: all

‘Conﬂguration‘ Setup ‘ “Wiew

=l cluster:AcmePacket, Inc
biox 1
biox 2
box 3
wrep
Bl vsp
registration-senice
access
default-session-confiy
autonomous-ip
tls
pre-session-config
policies
uger cxc
static-stack-settings
session-config-pool
dial-plan
registration-plan
El enterprise
directories
SEIVerS
federations
Ipco-serers
B carriers
carrier jen
cartier 1
carrier Werizon
hunt-group Yerizon
hunt-group 1
class-of-service 1
country 1
diaktime-zone Pacific
diaktime-zone 1
calling-groups
accounting
F vt aenvaiie [

Press "Set" to keep these values

trunk-name
description

trunk-tag
preference
handle-response
admission-control
emission-control
max-bandwidth
max-number-of-concurrent-calls
max-calls-in-setup

call-rate limiting

flat-rate

external-outhound-normalization

Configuring Hunt-Groups

Configuration (!

ki Configuiation gy oSl okl o ol ol ol

| Configure vsplcarriersicarrier Verizonlexchange "San Jose"\switch localitrunk-group 123 St

EI Reset Back Copy

Delete

enter [none or select frorm | none 'I (Mo preference applied
Add handle-respanse

lm (Resource is inactive)

lm (Resource is inactive)

enter [unlimited kbits-per-secand or select fram | unlimited | (|
[i500 (om0 te 1,000,000, default=1000)
l?-U—(frnm O to 10,000, default=30)

* admin Ichsahled i
enter [not-available cents per minute or select from Inot-ava\\able ]

* option ho -

For each carrier, you can configure a hunt-group that contains a combination
combination of carriers, gateways, or trunks that can be considered in the route
selection of a call. Using dial-plan arbiter rule, the OS-E considers each entry in the
hunt-group to calculate the most preferred carrier for a call.

During routing of a call, if a failure occurs, the OS-E hunts for the next available
trunk-group in the hunt-group configuration. The following image shows a sample
hunt-group configuration page.
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The add option function adds entries to the hunt group. Each option is a pointer to a
previously configured trunk, gateway, exchange, carrier, or enterprise server. You can
add multiple options of a type, such as multiple exchange options. To add multiple
types to a single option, use the pool functionality. For example, create a server
configuration with a server pool that contains the servers you wish to group. You can
set a preference for the entry, which the arbiter uses in its calculations. If you do not
set a preference, the value is the maximum (65535). Optionally, enter a preference in
the range of 0, the most preferred, to 65535. The default preference for an entry is
none (equivalent to 65535), meaning that no preference is applied.

* 3
Configuration B!
acmcﬁﬁs*cket

Stalus Summery  Logout auest W Configmation el o el ol ol ol Ml
Configuration: all Configure vsplcarriersihunt-group Verizon1 Show advanced | Help Index
| Canfiguration | Setup | View Eetl Reset | Back | Copy | Delete
= clusterAcmePacket, Inc.

box 1 '

box 2 ame I\/erlznn‘\

box 3 .

v admin IEHHMEd *| (Resource is active)
= vsp .

registration-service option ype

access ¥ Edit Delete | carrier vsphcarriersicarrier Yerizon none

default-session-config

autonomous-ip F | Edit Delete | carrer vsphcartiersiearrier 1 0

tls
pre-session-confiy i
policies Add option
User cic
static-stack-settings

session-config-pool Setl Reset | Elackl Copyl
dial-plan

registration-plan Hel Index

enterprise el Index

Configuring the Dial-Plan Arbiter

The OS-E dial-plan arbiter uses the carrier and hunt-group configuration to select
the carrier, switch, or trunk to connect the call to the destination SIP server. The
arbiter provides set of rules that execute cost-based algorithms to select the route for
SIP calls where multiple carriers are available.

If the OS-E lookup to the route arbitration table find no entries, it uses the following
default settings:

» best-match setting for arbiter-apply

» Most-preferred, least-calls, and least-load routing calculation algorithms
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The arbiter subscriber-match property defines which arbiter to apply to the SIP
message. If a message matches the subscriber-match of an arbiter, the arbiter rules
apply.

£ &
Configuration £
acme/aﬁacket

Sieius Summary Logou cuest L L S S N R —
Configuration: all | Configure vspdial-plan\arbiter Maynard _ Show basic Help Index

|Conﬁgurauon| Setup | Wiew EI Reset Back Copy Delete

= cluster-AcmePacket, Inc
box 1

box 2
hox 3 name Maynard
Witp

B vep admin enabled ¥| (Resource is active)

registration-service
access description
default-session-config

autonomous-ip apply-to-methods

tls
. REFER
pre-gession-config
policies mEgSAGE =
USEr CHO

static-stack-settings

session-config-pool Select All Unselect All
dial-plan

registration-plan

= enterprise subscriber-match Configure
directories N
serers Hcondition-list
federations [Celste]
a & 3pee-serers condition-list-match-secondary l@
carriers

carrier jen
carrier 1
carrier Yerizon arbitration:

hunt-group Werizon "
hunt-group 1 arbiter-apply best-match v

class-of-service 1

country 1 call-hunting-type none 7| (Mlet-Het OS-E forwards the call to a previously selected server)
dial-time-zane Pacific X
dial-time-zone 1 call-routing-on as-is =1 (call routing decision is made on URI on request-uri or Ta header as specified previously)
calling-groups

accounting call-routing-lookup

Add call-routing-lookup.
maonitor-group kak

radius-group Boston rule type
radius-group aaaGroupl
radius-group aaaGroup? L Y |Et Delete | most-preferred
radius-group 1 AY i
radius-group default it
im-filtering A Edit Delete |least-load
dns

The rules property sets the criteria by which the OS-E selects the server to which it
forwards calls. You can set as many rules as required for each arbiter object. The
OS-E evaluates the rules in the order in which you create them.

For complete information on creating dial-plan arbitration rules, refer to the Net-Net
OS-E - Objects and Properties Reference Reference.
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Chapter 8. Configuring Secure
Trunking Networks

About This Chapter

This chapter provides information on configuring secure network trunks. A secure
trunk uses TLS on the signaling stream and SRTP on the media stream between the
OS-E systems in enterprise and service provider networks.
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Sample Secure Trunking Networks

The following image illustrates a sample service provider network using the OS-E
systems in three branch offices. Traffic between each OS-E node uses TLS and SRTP
encryption on the signaling and media streams. It assumes that the phones in this
network do not support SRTP. (See the note at the end of the next section.)

Enterprise SIP calls
outbound over TLS ?

| ;‘?;f;’;&g;e PBX New York
AR 212-XXX-XXXX

Service provider
secure trunk
perimeter

NY1100.0.0.1
NY2100.0.0.2

NNOS-E@New York
(Branch office)

Ingress ) ; NNOS-E@San Jose
Decryption (Branch office)

Egress
TLS/SRTP Encryption
(secure trunk)

PSTN gateway
(Verizon-Boston)

NNOS-E@Boston
(Headquarters)

Ingress
TLS/SRTP Decryption

Egress
Encryption

Service Provider Intranet

Enterprise SIP calls inbound

PBX Maynard PBX Boston
978-XXX-XXXX 617-XXX-XXXX Admin 36b
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Call Traversal In the Secure Trunk

Starting at the top of the illustration in the above image:

1.

SIP phone calls over a TLS transport from subscribers enter the secure trunk at the
OS-E@San Jose, where the inbound call signaling stream is decrypted using the
OS-E’s inbound session configuration.

Using the outbound session configuration, the OS-E@San Jose then reencrypts
the TLS signaling stream, and then encrypts the SIP media stream using SRTP.
This creates the secure trunk as the SIP call session traverses the Internet to the
call destination at OS-E@Boston.

When the SIP call reaches the OS-E@Boston, the inbound session configuration
decrypts the TLS and SRTP call streams.

The outbound session configuration at OS-E@Boston then reencrypts the SIP
signaling stream to TLS before forwarding the call to the destination.

Note: Currently, most SIP phones do not support SRTP. Therefore, media

‘ streams outside of the secure trunk are sent “in the clear” to the call destination
when received by the service provider. However, you can configure the
outbound session configuration to perform SRTP encryption and offer it the
destination phone. If the phone does not support the SRTP, then RTP is used to
deliver the media stream.

Configuration Steps

There are several steps that you need to perform to configure a secure trunking

network.

1. Configure the enterprise servers and connections. These are the SIP gateways
involved in the routing of SIP calls to their destination SIP servers.

2. Configure the server-pools.

3. Configure the SIP connections — the SIP PBXs communicating with the OS-E
you are configuring.)

4, Configure dial-plan routes to SIP gateways and connections.
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5. Configure the inbound and outbound session configuration entries for the
encryption and decryption policies, and then apply the entries to the SIP gateways
and SIP connections. There are the ingress and egress points for encryption and
decryption.

6. Configure the carriers and trunk groups.

Net-Net OS-E Encryption/Decryption Policies

For SIP gateways and SIP connections, you need to define encryption and decryption
policies to the inbound (ingress) and outbound (egress) SIP sessions. The following
table lists the encryption methods used on the ingress and egress sessions and the
encryption or decryption policy applied to each session. In a secure trunk, the SIP
media and signaling streams are encrypted using TLS (on signaling) and SRTP (on
media).

. Encryption/decryption policy

Server type Encryption methods (default names)
SIP gateway IN-ENCRYPTION (on OS-E NNOS-EDecryptPolicy

ingress call direction)
SIP gateway OUT-ENCRYPTION (on OS-E NNOS-EEncryptPolicy

egress call direction)
SIP connection IN-ENCRYPTION (on OS-E GenericDecryptPolicy

ingress call direction)
SIP connection OUT-ENCRYPTION (on OS-E GenericEncryptPolicy

egress call direction)

How the OS-E Performs Encryption and Decryption

Encryption is symmetric on inbound and outbound sides of the OS-E, regardless of the
call direction. This mean that encryption and decryption always occurs to that side, or
it does not. This is determined at call setup time.

In the following image, the red arrows on the left indicate encrypted media, and blue
arrows on the right indicate plaintext media. The OS-E performs the encryption and
decryption to make the SIP session either encrypted or plaintext.
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Encrypted Decrypted
media (plain text) media

— _

Call initiated on this side

The in-encryption policy causes the left side to be encrypted and decrypted. The SIP
phone call initiated on the left must propose encryption in the Session Description
Protocol (SDP) as well as provide the encryption key. If the in-encryption mode is set
to require and the phone does not send it, the OS-E rejects the call. The in-encryption
mode must be set to allow or require, as proposed by the SIP phone.

The out-encryption policy determines whether we do encryption/decryption on the
right side. If the out-encryption mode is set to offer or require, the OS-E proposes
encryption in the SDP sent to the right side. If the right side does not want encryption,
the destination phone may send the OS-E an SDP that does not contain encryption,
therefore rejecting the call. If the OS-E is set to require encryption and the received
SDP has no encryption, the OS-E rejects the call. If the OS-E is set to offer encryption
and the received SDP has no encryption, the OS-E allows the call to proceed without
encryption or decryption on the right side, as shown in the above image.

Applying Encryption and Decryption Policies

You configure encryption and decryption modes when you configure SIP gateways
and SIP connections. In the OS-E Management System, go to the Policies section on
the vsp/enterprise/servers/sip-gateway or vsp/enterprise/servers/sip-connection page
and specify the inbound-session-config-entry and outbound-session-config entry
by making a selection from the session-config-pool.

Open the session-config-pool and create entries for the in-encryption and
out-encryption properties. Specify the encryption mode and encryption type as
required for the ingress and egress call streams. In-encryption modes include: disable,
allow, and require.Out-encryption modes include: none, offer, require, and follow.
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The following image illustrates the configuration tree showing the encryption and
decryption policies and where they are applied under each SIP gateway and SIP
connection.

Configuration: all

| Configuration | i |

= cluster

b 1
biox 2
biox 3

3]

It

m

=

W
=

registration-service
default-session-config
autonomous-ip
tls
pre-session-config
policies
user cxc
session-config-pool
entry CHCDecryptPolicy
entry CHCEncryptPolicy
entry GenericDecryptPolicy
entry GenericEncryptPolicy
dial-plan
registration-plan
enterprise
directories
El servers
= sip-gateway CHCENewY ork
= vspisession-config-poolentry CXCDecryptPolicy
in-encryption
= vspisession-config-poolentry CXCEncryptPolicy
out-encryption
server-pool
= sip-gateway CHC@Sanlose
= vspisession-config-poolentry CXCDecryptPolicy
in-encryption
= vspisession-config-poolentry CXCEncryptPolicy
out-encryption
server-pool
= sip-connection "PBX Boston®
= vspisession-config-poolentry GenericDecryptPaolicy
in-encryption
= vspisession-config-poolentry GenericEncryptPaolicy
out-encryption
= sip-connection "PBEX Maynard”
= vspisession-config-poolentry GenericDecryptPaolicy
in-encryption
= vspisession-config-poolentry GenericEncryptPaolicy
out-encryption

FEFEF

m
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Chapter 9. Configuring Route Server
Services

About This Chapter

The route server is a client-server application that provides preferred SIP call routing
information to Oracle OS-E network clusters. Using an embedded route server import

client (containing call rate data), the Diameter protocol, and the route server

master-service running under the OS-E (the route server), network clusters can request
the latest and least-cost route definitions for forwarding calls from SIP phone clients.

The following image illustrates a sample route server network showing the route
server import client, the route server (running as a master-service on the OS-E), and

the Diameter protocol running between two OS-E clusters for route sharing and

distribution.

LCR import client

B>

Customer rate
sheets

4

Cluster-to-cluster
communication
over Diameter
protocol.

Net-Net OS-E clusters

box 1 (Master)

Master-service

box 1 (Master)

=]

box 3

e |
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The route server import client is an embedded Web application on the OS-E. It has a
PostgreSQL database server, an embedded Tomcat server, and a Java-based Web
application. Customer rate sheets, available in a variety of formats and normalized by
the import client in standard XML format, are uploaded to the route server and the
route server route database.

You configure the route server as a master-service object on the running OS-E. Via
the web-services that is running on the same OS-E as the route server, the route server
receives the rate sheet updates and the latest route definitions from the import client.
Using the Diameter protocol, the route server communicates route definitions with
other OS-E systems within a cluster and among other network clusters.

Note: Oracle recommends configuring the route server and route server import
client on two separate OS-Es with Web Services configured on the route server
OS-E.

The OS-E makes requests for the least cost routes from the route server by sending the
call To: and From: URLSs to the route server. The route server then looks up the least
cost routes in its database using the To: and From: URLs and returns a list of routes
available to the OS-E, with the list sorted by priority and route cost.

After receiving the list of routes from the route server, the OS-E compares the routes
with any configured routes before applying filtering criteria, such as MOS and load
restrictions. The OS-E attempts all routes until a successful response is received from
the call destination.

Note: When upgrading a version of the OS-E where Icr-import-service is
running, ensure the Icr-import-service object is disabled before installing a new
supertar.
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Downloading and Installing the Route Server
Import Client

Oracle provides the route server import client with the download named
emblcrimport_release# build#.tar.gz. The installed client communicates with the
route server over an HTTPS Web connection.

Before Installing the Route Server Import Client

To view and use the route server import tool, the user must have Icr-import
permissions granted. Users can be granted one of the following route server
permissions:

» enabled—Allows the user to perform all route server functions.
» view—Allows the user to perform read-only tasks.

» disabled—Bars the user from all access to the route server import tool.

For more information on configuring user permissions, see Management System
Access in this guide.

Before installing the route server import tool, you must have the OS-E software
installed and running properly. Also, you must configure the following:

» Enable the master-services > database object.

» Add a certificate via the vsp > tls object if you are using certificate-based
authentication. This step must be executed on both the OS-E running the import
tool and the OS-E running the route server.

» Enable the web-service object (on the OS-E where the route server is running)
and select the type of authentication to use for communication between the
web-service and route server import tool. Note web-services does not have to be
enabled on the OS-E with the import client installed.

Note: The route server import tool is not supported in a cluster environment.
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Enable the master-services database

To use the route server import tool properly, the master-services > database object
must be enabled. If you attempt to use the route server import without the database
enabled, you get the following error message.

“Cannot fetch the LCR import records. [internal error: No suitable
driver found for jdbc:postgresql://127.0.0.1.5432/1crimport]”

1. Log in to the OS-E.

2. Under the Services tab, enable the master-services > database object.

* Services
acme /¢ packet

Status Summary  Logout “Home~-Configuration™1Stats—Call ogs="Event Logs— - Actions~ Ry Reys-mAccess - FTools
Services: all Configure master-services\database Show advanced Help Index
| Configuration | Setup | View | Set Reset | Back | Delete |

senices
= master-services

database admin enabled | (Resource is active)
external-senices
preferences
group 0 (frorm 0 to 32,default=0)
maintenance
type time-of-day +
time 103:00:00.00000
media disabled ¥| (Resource is inactive)
Set Reset Back

Help Index

3. Update and save the configuration.

Adding a certificate to the TLS object

You must configure a TLS entry to add the appropriate certificate when using
certificate-based authentication.

1. Under the Configuration tab select tls, then click Add certificate.

2. Enter the name you are using for the certificate and click Create.
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3. Browse to the certificate file in the certificate-file property.

& .
Configuration
acmeﬁﬁs*cket

e s S S S S w—
Configuration: all Configure vspitis\certificate cert1 _ Show basic Help Index
| Configuration | Setup | View Set Reset | Back | Copy | Delete |
= cluster
box 1
B vsp * name
default-session-config cert1
tls . )
static-stack-settings certificate-file /cxc/cens/enms.cert Browse System Files
session-config-pool
enterprise passphrase-tag Manage Password
. \ .
accounting
h323-settings

4. Browse to the Icr-import-service object and under Authentication, select the
certificate.

5. Click Set.

6. Update and save the configuration.

Enabling and Updating Web-Services On the Route Server

One the OS-E running the route server, you must also enable the web-service object
and select the type of authentication to use. The Web Services communicates with the
import tool and invokes route server commands on behalf of the authenticated import
client.

1. Under the Configuration tab, use the following path to get to the web-service
object: cluster > box > interface > ip > web-service.

2. admin—Set to enabled.

3. protocol—Select the protocol type and port to use for communication between
the web-service and the route server import tool. The default is http 8080. The
default https port is 8443.

4. authentication—Specify whether you want to use basic or certificate-based
authentication. The default is basic.

Note: Oracle recommends using the HTTPS protocol and certificate
authentication.
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When set to certificate, specify the certificate you want to use.

-
Configuration
acme /¢ packet Rostpare |
st Sy e RETE i a Colfijaetion g B i " e L oy ik .
Configuration: all Configure clusterlbox Vinterface ethQlip aweb-service | Show sdvanced | Holo  Index
Confiueation| Sebup | View | Hat| |Fiesat| |Bak] Dakots |
B chuster
b 1
" sedmin erubled T
Wt
Aatn -atas h-sellrgn ul

o chovs " type eipy *
* et
caiEllcain

Typir cedicals *

5. Update and save your configuration.

Downloading and Installing the Route Server Import Tool

You download the route server import tool as an embedded application on the OS-E.

The route server import tool must be run on an OS-E system dedicated just for this
purpose. You cannot use this OS-E for anything else.

Note: To run the route server import tool, the DOS process must be running at
level 7. To ensure you have this version running, execute the show processes
action under System on the left hand list below the Status tab.
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6. Upload the emblcrimport_release# build#.tar.gz file to the “/releases” directory

on your OS-E using either the Upload file action under the Tools tab.
o4&

Tools
acmeﬁfacket
e T P Sy S WS L
Tools r Upload File To Net-Net 0S-E
Update software You can upload a file from your computer to Net-Net OS-E. You can keep the original name or

. ) specify a new name for the file on the box.
Retrieve license

Upload license file File: [WAcmeland2\acmeland 1VACME Technical Publ  Browse...
Upload file Destination Path: fcxc_common/releases

Download file Overwrite Existing -

Download saved File:

configuration file Destination Name:

Compare configuration Update

files P

Or the Update software action under the Tools tab.

&
Tools
acme /¢ packet
Status Summary  Logout admin i o el s e o o Tools
~
Tools Update Software
Update software Please enter the path to the software update to be copied to Net-Net OS-E. To install the

i . software, check the install option. Then, press Update.
Retrieve license

Upload license file Software Update
File: | Browse...
Upload file T
nstall The
Download file Update? ™
Download saved Realm # box ¢ cluster ¢ confrolled
configuration file
Compare configuration M
files

Oracle Communications Application Session Controller 3.7.0



9-128 | Session Services Configuration Guide
Downloading and Installing the Route Server Import Client

7. Under the Actions tab, execute the install file releases
emblcrimport_release# build#.tar.gz action to install the route server import
tool to the OS-E.

*

A
acme /¢ packet
Stafus Summary  Logout e S S R oL S ——
tile-play ~
file-play-verify | install

file-transfer-delete
file-transfer-delete-old

) - install a software upgrade
file-transfer-retrieve

format
firace
" * data

ateway-discovery- .
grotocoyll v mode file ¥ | (install the specified upgrade)
gateway-route-lookup * source /cxe_common/releases/nr Browse System Files
group-down -
h323-issue-Irg realm <Not configured> v
h323-reregister- T
gatekeeper
h323-unregister- Schethie
gatekeeper
hmr
install

8. The OS-E restarts.
Configuring the Route Server Import Tool

This section explains how to configure the route server import tool.

1. Under the Configuration tab, select the ip object under the cluster > box >
interface object.

2. Click Configure next to lcr-import-service.

*
acmeﬁfacket
Status Summary  Logout “Home™ ReLLL HENLD I~ Status ™| Call Cogs™|"Event Logs™ | "Actions™ | “Servicy
. web-service C
Configuration: all e

eventpush-service Confiqure
|Conﬁgurat\0n| Setup | Wiew

ler-import-service Confiqure
= cluster Lonfigure
El box 1 . o
Hl interface eth0 ipsec-tunnel Add ipsec-tunnel
Ipa i
cli ipsec-transport Add ipsec-transport
vsp
ike Configure
sip Confiaure
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3. Select the protocol type, http or https, and specify the target port. The default is
http 8082 and the default https port is 443. For security purposes, Oracle
recommends using secure HTTPS both here and on the route server web-services.

r .
Configuration [
am%ﬁicket

Status Summary  Lodout admin e S S S W S e —
Configuration: all Create clusteribox 1\interface ethQlip allcr-import-service - Step 1 of 1: Edit lcr-import-service
Index

Configuration | Setu View ; . . . :
| 3 | B | Please provide some basic information for ler-import-service. Then press "Create”.

= cluster
B box 1 *
) protocol
B interface ethQ »
ipa type
interface eth1 .
interface eth2 por 8082 (at minimum 1 default=443)
interface ethd _
bootp-client redirect-port  |p (from 0 to 65,535)
ntp-client
cli certificate | v| e
0s E—
media-anchor-limits alias ,—
box 2
vITp
= vsp
registration-service Create | Reset | Cancel |

default-session-config

4. Click Create.
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5. Configure the route server import values the way you want to implement the
functionality. For more information on the lcr-import-service properties, see the
Oracle Communications OS-E Objects and Properties Reference Guide.

-

Configuration
acme /¢' packet R |
i Sy LAt bl Configurntion g A L L - " "
Cenfiguration: all Configure clustepibax {interface athDip alerdmportservics  Holp Indox
[ Confguration] " Sislup | View ] Gt | Bewed | [ Back | Dilsta

| |[Rosst]| [Back| - |
= shusier
- -] i -
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6. Click Set. Update and save your configuration.
The route server import process must be running at Level 7.

To view the route server import process status:

1. Select the Status tab and expand System on the list at the left hand of the screen.
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2. Select processes.

Status
acme /¢ packet
Slatys Summery Lugout T W N
Signaling ~
o e ons processes - process status

automatic-settings

:ﬁ:::m«:onﬁg View: Search seconds_ Refresh
clock

Pl b | i | condion | rndewl | e | upime | e
config-cache maonitor 14187 running 7 1 0 days 17:35:16 17
config-details manager 14391 running 7 1 0 days 17:35:16 38
config-records SIP 14468 running 7 1 0 days 17:35:00 43
console media 14489 running 7 1 0 days 17:35:00 24
iﬁziﬂzigidems aun 0 idle init 0 0 days 00:00:00 0
directory-watchers reg 14470 running 7 1 0 days 17:35:00 16
drive-stats H223 0 idle init 0 0 days 00:00:00 0
dsockets dir 0 idle init 0 0 days 00:00:00 0

faults web 14438 running 7 1 0 days 17:35:13 163

fds ws 1] idle init 0 0 days 00:00:00 0
file-directory acct 0 idle init 0 0 days 00:00:00 0
function callers dos L idle B 0 0 days 00:00:00 0
hash-tables S5 a3t running none 1 0 days 17:35:13 4
installed-info LCR 1] idle init 0 0 days 00:00:00 0
java-endpoint-tp-sta sampling 0 idle init 0 0 days 00:00:00 0

locks userdb 0 idle init 0 0 days 00:00:00 0
locks-counters presence 0 idle init 0 0 days 00:00:00 0
locks-rwcounters eventpush ] idle init 0 0 days 00:00:00 0
mgmi-db-status | cRimpont 14608 running 7 1 0 days 17:33:07 164
:gﬂ::{:s archiver 0 idle init 0 0 days 00:00:00 0
network-settings Taken Mar 16, 2011 8:57:13 AMEZIE
nfs

observers i ing 2
orderly-restart Page- of 1 showmg-\lems

partition-stats
processes
product

You must now create a file event log for route server import functionality.
1. Select the Services tab.
2. Select event-log and click Add file.

3. Name the file and click Create.

Oracle Communications Application Session Controller 3.7.0



9-132 | Session Services Configuration Guide
Downloading and Installing the Route Server Import Client

4, Configure the event log properties for the route server import functionality. For
more information on the services > event-log > file properties, see the Oracle
Communications OS-E Objects and Properties Reference Guide.

am%ﬁicket

Stafus Summary _ Locout N S A A ———L Y
Services: all Configure serviceslevent-log\file lcrimport Help Index
| Configuration | Setup | View | Set Reset | Back | Copy | Delete
E senices
B event-log ) *file Icrimport
file lcrimport
master-senices admin

: enabled ¥ | ( i
external-sevices (Resource is active)

features
=l preferences
gui-preferences

filter  Add filter

size ’10— Mbytes(from 1 to 100,default=10)
count 5 (4om 1 to 20 default=5)

Set Reset | Back | Copy |

Help Index

5. Click Set. Update and save your configuration.

To launch the route server import tool:

1. Open a browser window and entering either:
* http://<ipNumber>:<port>/lcrimport
*  https://<ipNumber>:<port>/lcrimport

Use either HTTP or HTTPS depending on the configured Icr-import-service
protocol type. For security purposes, Oracle recommends using secure HTTPS.

The <ipNumber> value is the route server’s management IP address and <port> is
the value specified in the Icr-import-service > protocol type.

Note: Prior to installing the OS-E supertar, ensure the Icr-import-service object
is disabled.
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2. You can now log into the route server import login page.

Acme Packet Net-Net OS-E LCR Import Login

Hame

Paszword

l Logn J

HTTPS Support for Call Rate Files Transferring

By default, the route server import tool uses HTTPS to transfer call rate files between
it and the client server. HTTPS is a combination of HTTP and SSL/TLS protocols
which provides encryption and secure identification of the server.

You can use a custom certificate for authentication by adding a custom certificate
under the vsp > tls config object. For more information, see Adding a certificate to the
TLS object (page 9-124).

The route server import tool only supports custom certificates created with the
“PKCS12” format. If you do not specify a custom certificate and certificate alias, the
import tool uses the default certificate. For more information on configuring a
“PKCS12” key store, see Chapter 5, “Installing Certificates and Commissioning TLS
Networks” in the Oracle Communications Application Session Controller Installation
Guide.

When you select not to use SCP for file copy, the Icr-import-service >
use-https-for-file-copy property takes effect. This property specifies whether to use
HTTP or HTTPS to copy call rate files between the route server import tool and the
route server. By default this property is enabled and uses HTTPS. When disabled, the
route server import tool uses HTTP.

When you configure a pre-3.6m4 route server, HTTPS is not supported and you must
use either HTTP or SCP to copy files to the route server.

To use HTTPS to transfer call rates files to the route server:

1. Log into the OS-E management interface and browse to the Icr-import-service
configuration object.

2. Set protocol to https.
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3. Set the port number to use to communicate with the route server web services.
4. Select the authentication you are using.

5. Set the ciphersto TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA. In many web browsers this can
prevent weak SSL errors.

6. Set use-https-for-copy-file to enabled. This configures the OS-E to use HTTPS
to transfer call rates files.

o
Configuration
acme /¢ packet R b
Slmben Sarrads Lo AiDE Cr Ii-_.u...li..u i . i - - -
Canfiguration: all Configure clustaribax 1interface sthifip allerimpartsarcice  Holp Index
[ Confguration] " Sislup | View ] Gt | Bewed | [ Back | Dnlste
shuster
milmin grablad T
7 tis " paoincol )
slabic slack Sullings typs Filps
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poat ATET i
di A-f 1 0
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ype Eadificabe v
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I Vg
clph
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Swi| FResm| Back|

7. Save and update your configuration.
8. Launch and log into the route server import tool.

9. Under the Route Server tab set Route Server IP to the address of the OS-E
interface.
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10. Set the route server Port to the port of the OS-E web-services and specify the
following:

» Web services protocol
* Remote Authentication
e Updating using SCP: No
11. Set Update using SCP to No. When this property is set to No, the route server
import tool uses the value configured in the use-https-for-file-copy.

/‘ pa:'k('t‘

/ | Status | Rates | DID Ranges | Route Server | Audit Log
Route Server

Route Server IP: 172308029
Route Server Port: 8080

Web senice protocol: https =
Remote Authentication: cerfificate ~
Update using SCP: No -

Activate routes on route server?

Use default route filename? ]

I Update routes H Get active routes J

To use HTTP to download call rates files to the route server:

Note: For security reasons, Oracle does not recommend using HTTP to download
call rate files to the route server.

1. Under the Icr-import-service configuration object, set protocol to https.

2. Set the port number you are using to access the route server import tool web
interface.
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3. Set use-https-for-file-copy to disabled. This configures the OS-E to use HTTP to
download call rates files.

- x
Configuration
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4, Update and save your configuration.
5. Log into the route server import tool.

6. Under the Route Server tab set the Route Server IP to the address of the OS-E
web-service interface.

7. Set the route server Port to the port of the OS-E web-services.
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8. Set Update using SCP to No. When this property is set to No, the route server
import tool uses the value configured in the use-https-for-file-copy

/‘ pa:'k('t‘

Route Server

| Status | Rates \ DID Ranges | Route Server | AuditLog

Route Server IP: 172.30.80.29
Route Server Port: 8080

Web semvice protocol: https =
Remote Authentication: certificate ~
Update using SCP: No -

Activate routes on route server?

Use default route filename? ]

I Update routes JI Get active routes I

For information on configuring SCP to download call rates files to the route server,
see the Oracle Communications OS-E Session Services Guide.

Using Variables in the Route Server Import Tool

The route server import tool includes a variables field on the Rates and DID Ranges

pages. When these values are included, the generated routes in the route files include a
variables property.

To add variables to a route file, specify name and value pairs in the CSV file in the
following format:

namel=valuel;name2=value2

Separate multiple name and value pairs with semi-colons “;”. During Rates and DIDs
imports, specify the CSV variables field in the variables property in the import tool.

NOTE: Variable values supercede the CSV file field value when both are specified.
Using Different Rate Sheet Formats

The route server import client accepts multiple customer rate sheet formats. The rate
sheet should be a CSV (comma separated value) file that lists at least three properties:
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e The dialed NPA/NXX prefix or the LATA code
» End point server
* Rate

The rate sheet is normalized by the import client into a standard XML file. The file is
uploaded to the route server (a master-service on the OS-E) which is then loaded into
the route server database.

The format of the XML file is as follows:

<config xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xxsi:noNamespaceSchemalLocation="mgmt_data.xsd">
<ExternalCarrierRouteEntry index="1531207">
<toURLMatch>212709</toURLMatch>
<fromURLMatch>.*</fromURLMatch><carrier>bozol23</carrier>
<emergency>true</emergency>
<priority>33</priority>
<rate>0.0086</rate>
<effectStartDate>00:00:00 2008-08-08 </effectStartDate>
<effectEndDate>00:00:00 2009-08-08</effectEndDate>
<minDuration>44</minDuration>
<billIncrement>55</billIncrement>
<aniAlteration>sip:usernamel@domain </aniAlteration>
<dnisAlteration>sip:username2@domain </dnisAlteration>
<requestAlteration>sip:username3@domain </requestAlteration>
<pAssertAlteration>sip:username4@domain </pAssertAlteration>
<val idTimeDays><days><mon>true</mon><wed>true</wed><fri>true</fri></
days></val idTimeDays>
<sessionConfig>sessCfgl23</sessionConfig>
</ExternalCarrierRouteEntry>
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Configuring the Route Server

The route server is an application on the OS-E that includes the following services:
» The route server process, configured as a master-service;

» The Diameter client and server as transport agents of the request and response
messages between the route server and route server service; and

» The route server service that resides on each OS-E SIP process.

There are several configuration steps that you need to perform.

On the OS-E Running the Route Server:

1. Enable Web Services.

On the OS-E Master In the Cluster:

1. Enable the route server.

2. Configure the Diameter protocol port.

On All Other OS-E Systems In the Cluster:

1. Define a Diameter group under the VSP configuration;

2. Configure the route server service

3. Configure an enterprise server or carrier under the VSP configuration
4

Configure route arbitration

Enabling Route Server on the OS-E master

The following CLI session configures route server on the OS-E master.

CLI Session

NNOS-E> config master-services

config master-services> config route-server

config least-cost-routing> set admin enabled

config least-cost-routing> set host-box “cluster box 1~
config least-cost-routing> set max-routes automatic
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When route server is enabled on multiple OS-E systems in a cluster, any rate table
updates taking place on the route server master are propagated to the backup
platforms. Therefore, file mirroring is not required.

The secondary property called max-routes, which limits the maximum allowed route
entries in the rate table to be imported into the route server. Because this is a licensed
feature, a license is required from Oracle in order to change the default setting
(automatic).

Configuring Diameter Servers

The Diameter protocol is responsible for both inter- and intra-cluster communication
of route server call rates. The following session configures a Diameter server protocol
port on the OS-E.

For complete information on the Diameter protocol settings, refer to the Oracle
Communications OS-E Obijects and Properties Reference Guide.

CLI Session

config> config cluster box 1

config box 1> config interface ethl

config interface ethl> config ip a

Creating "ip a”

config ip a> config diameter

config diameter> config origin-host east.ocl.com
config diameter> config origin-realm ocl.com
config diameter> config port 3686

Creating "port 3686~

config port 3686> set admin enabled

config port 3686> set application routing
config port 3686> set peer-access-control none

Defining Diameter Groups Under the VSP Configuration

The diameter-group object defines one or more Diameter servers for Diameter
clients. You will need to configure the Diameter group on each OS-E system across
one or more clusters where route server call rates are necessary.

CLI Session

NNOS-E> config vsp
config vsp> config diameter-group 1
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Creating “diameter-group 1~

config diameter-group 1> set admin enabled

config diameter-group 1> set application routing
config diameter-group 1> set origin-host domain-name
config diameter-group 1> set origin-realm domain-name
config diameter-group 1> config server 1.1.1.1

config server 1> set admin enabled

config server 1> set port 3686

Configuration Notes

The application property specifies the target application for the servers in this
Diameter group. Choose routing for least-cost-routing between clusters.

The origin-host property specifies the text that the OS-E writes to the Origin-Host
attribute field in any Diameter requests it sends. This should be the DNS name of the
OS-E system you are configuring.

The origin-realm property specifies the text that the OS-E system writes to the
Origin-Realm attribute field in any Diameter requests it sends. This should be the
domain name to which a Diameter group of servers belong.

The server object identifies and configures the Diameter server(s) that are part of this
Diameter group. Enter a host name or IP address to identify each server.

Configuring the Route Server Service

On each OS-E system in a cluster where route server call rates are necessary, you will
need to configure the route server service in the session configuration authorization
object to control how route server call rate lookups are performed.

CLI Session

NNOS-E> config vsp default-session-config authorization
config authorization> set mode diameter

config authorization> set always-perform-lookup true
config authorization> set apply-to-methods INVITE

Configuration Notes

The mode property sets the method to use for authorization data retrieval. Select
diameter to use the route server engine.
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The always-perform-lookup property specifies whether the system should do an
authorization lookup. If set to true, the OS-E retrieves authorization data regardless of
other configuration settings.

Configuring Enterprise Servers and Carriers

For the OS-E to forward calls to the proper end points that are returned by the route
server, the end points should be configured on each OS-E system. Depending on your
network, you can either configure the enterprise server or the carriers to establish the
proper end points.

When importing the call rates at the route server import client, you are not required to
specify a carrier or endpoint name. In this case, the carrier defaults to "default” and
you will need to create a carrier on the OS-E with the name “default.”

CLI Session for Enterprise Servers

NNOS-E> config vsp enterprise servers
config servers> config sip-gateway 1
config sip-gateway> set carrier 1
config sip-gateway> config server-pool
config server-pool> config server 1
config server 1> set endpoint default
config server 1> set host 1.1.1.1

CLI Session for Carriers

NNOS-E> config vsp carriers

config carriers> config carrier 1
Creating “carrier 1~

config carrier 1> set carrier default

Configuring Routing Arbitration

Although route arbitration is not part of the route server, any configured arbiters are
applied to the routes returned from the route server on the OS-E. You can configure
and edit arbiters under the vsp\dial-plan configuration object.
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Using the Import Client Features

This section covers the import client functions available from the left pane and from

the horizontal tab at the top of the page: Status, Rates, DID Mapping, Update LCR
Server, Log, and Users.

Import Rates

The route server supports multi-stage routing. You can upload multiple route files to
the import tool, update them to the route server, and fetch them back to the import tool
to view and edit. In releases previous to 3.6M5, the OS-E supported only one active
route file being uploaded and sent to the route server.

When updating multiple files to the route server, you must have the correct number of
tables under the master-services > route-server > table-config object configured.
When importing files to the import tool, you must name the files to match their
corresponding previously configured tables.

To configure tables:

1.
2.

Select the Services tab and click on the master-services > route-server object.
Click Add table-config.

*
acm%s!cket

Status Summary  Logout admin

"Home™ "Configuration” " Statis™|"Call' Cogs™"Event Cogs™ "Actions™ Jl il tl "HEys

Services: all Configure master-services\route-server Show advanced Help Index
| Configuratian | Setup ‘ View  Set Reset ‘ Back ‘ Delete |
Bl senices
& event-lo ; I i
=) maSlEr—SEMEES admin |enabled ¥ | (Resource is active)
® database hiséthok
B route-senver 5 E‘US‘ET"-hU‘* 1
external-senvices
= preferences 4
gui-preferences Edit host-tox
features
grotp 0 (from 0 to 32.default=0)

table-config table-config description _[filename

Edit Delete | table-config Tablel |for customer? (filel

Edit Delete |table-config Table2 [for customer 2 [file2

Edit Delete|table-config Table3 |for customer 3 [did-file3

Add table-config
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3. Enter the name you want to give the table and the corresponding filename. Click
Create.

NOTE: This filename must match the corresponding file uploaded to the import
tool. When you import the route file into the import tool, ensure you give the file
the same filename as you have given it in the corresponding route server table.

4. Click Set and update and save the configuration.

You can view the configured tables in the route server via the show
route-server-table-config status action.

NNOS-E>show route-server-table-config

table filename description
Tablel filel for customerl
Table2 file2 for customer 2
Table3 did-file3 for customer 3
Field Description

table Name of the table.

filename Name of the table’s associated route file.
description Description of the table.

The Rates tab allows you to import rate tables, view imported LATA and region code
tables, and purge all of the rate tables.

When you click on the Rates Ranges tab, the following is displayed in the left pane.
For users with read-only access, the Backup, Restore, Purge rates, Purge
templates, and Purge route files links are disabled.

Manage
Rates
LATA

Reqgion Code

Backup
Restore

Purge rates
Purge Templates

Purge route files
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Import Rates — Step 1

Use the Import Rates page to import rate tables provided by carriers into the import
client. To access this page, select the Rates tab and click the Import button.

There are four steps associated with this task. Step 1 requires that you locate and
specify the name of the rate file, as well as configure other settings.

To select a rate file to import:

1.
2.

Format—Specify Other or L3.

File—Browse to the directory containing the rate file in CSV format, as provided
by your carrier.

Do the file(s) contain a header line?—Specify Yes or No. Select Yes if the file
has a header line.

File Delimiter—Enter the delimiter for the file. The default setting is the comma
(.)-

Do the file(s) need a conversion?—Make one of the following choices:
»  No—No conversion necessary.

* Yes, LATA to NPA/NXX—One of the columns contains a LATA (Local
Access Transport Areas) number that will require conversion to an NPA/NXX
number. NPA-NXX codes refer to the combination of area codes (NPAs) and
local exchanges (NXXs). The combined code may contain up to 10,000
telephone numbers (the last 4 digits) that are usually located within a specific
geographic region associated with the Central Office of that code.

Example: 212-555 is the NPA-NXX for the phone number 212-555-1212

NPA-NXXs provide a mechanism for geocoding direct mail lists, particularly
for the telecommunications industry.

‘ Note: If you select the LATA to NPA/NXX option, you will need to run the
Import LATA function from the left pane before proceeding.

6.

* Yes, Region Code to Dial Code—One of the columns contains a region code
that will require conversion to a dial code number.

Generate 'From URL' field—Make one of the following choices:
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» Don't Generate—The fromURL field does not need to be generated.

* For Contiguous U.S.—For every row in the file the fromURL field will be
filled in with the NPA for the contiguous U.S...

* For Contiguous U.S. + Hawaii—For every row in the file the fromURL field
will be filled in with the NPA for the contiguous U.S. + Hawaii.

7. Skip empty rate rows—Ignores rows with empty rate values.

8. Use a template for step 2 parameters—Specify the name of a
previously-created CSV column mappings template from the route server Import
Rates—Step 2 page. Leave this field blank if no templates exist.

&
/‘ packet -
/ \ Status | Rates \ DID Ranges | Route Server | Audit Log \
Manage Import Rates - Step 1
Rates
LATA Format: Other |»
Region Code
B File:
Backup Do the file{s) contain a header line? Yes ¥
Restore . =
File delimiter: X
%ﬁﬂes Do the file(s) need a conversion? No v
Purge Templaies
Generate 'From URL' field: Don't Generate ~
Skip empty rate rows? No |v

Use a template for step 2 parameters: w

Mext

Click Next to proceed to Step 2.

Import Rates — Step 2

Step 2 requires you to enter the column mappings. The Oracle values are listed on the
left and required parameters are marked with a "*'. For each parameter you can either
choose a value from the CSV file or you can enter a fixed value that applies to all
records.
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/‘ *k Logout Help *
Dacket - About LCR Import
& Status | Rates | DID Ranges | Route Server | AuditLog |
Manage Import Rates - Step 2 - Column Assignment
Rates
LATA CSV column selected and fixed value specified. Select either a value from the CSV file field or specify a fixed value.
Region Code
%{% Value CVfile Field Fixed Value
- * to-URL-match E‘
Purge rates * rate = (cents per minute)
Purge Templates
effective-start-date E| yyyy-MM-dd HH:mm:ss
ffective-end-dat -MM-dd HH:
Purge rouie files eeclive-enc-cate E‘ it mmss
carrier E‘ (default: "default’)
endpoint =] (default: "default)
from-URL-match =]
emergency E‘ |z|
priority E‘ 1-100 (High - Low)
minimum-duration E‘ (seconds)
billing-increment E‘ (seconds)
from-URL-alteration E‘ sip:username@domain
to-URL-alteration E sip:username@domain
reguest-alteration E sip:username@domain
passert-alteration E‘ sip:username@domain
session-config-name E‘
days sun -
mon [
tue
wed -
start-tims [=] HH:mm:ss
end-time =] HH:mm:ss
Timezone for start/end times  enter GMT-5:00 or select from | GMT-minus-5
min-digits E‘ (0 - no minimum specified)
max-digits E (0 - no maximum specified)
variables [=] Name Value
Remove
Add variable

Save as template

To select column mappings:

1. *to-URL-match—The To: URL field. If a conversion is required, then use the
same field as the conversion.

*rate—The call rate for this record.

effective-start-date—The start date for this record.

effective-end-date—The end date for this record.

carrier—The carrier name.

endpoint—The endpoint name. This name will need to be in your configuration.
from-URL-match—The From: URL field.

N o g b~ w Db
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8.
9.

10.
11.
12.
13.
14,
15.
16.

17.
18.
19.
20.

21.

22.

23.

24,

25.

emergency—Specify True or False.

priority — The priority for this record.
minimum-duration—The minimum duration for this record.
billing-increment—ABilling increment.
from-URL-alteration—Alters the from-uri-specification.
to-URL-alteration—Alters the to-uri-specification.
request-alteration—The Request URI header.
passert-alteration—The number in the P-Asserted-Identity field.

session-config-name—Specifies a session-config-pool entry from the OS-E
configuration.

days—The selected day(s) of the week when the rate is valid.
start-time—The daily time at which the rate import starts.
end-time—The daily time at which the rate import ends.

Timezone for start/end times—Greenwich Mean Time (GMT) plus or minus the
number of hours to the current time zone.

min-digits—The minimum digits for this record. A value of 0 means there is no
minimum.

max-digits—The maximum digits for this record. A value of 0 means there is no
maximum.

variables—Specify the variables field of the CSV file. Variable values supersede
the CSV file field value if both are specified.

Save as template—Saves the current column mappings to a named file. Once
created, you can specify the named template on the Import Rates—Step 1 page.

Click Next to proceed to Step 3.
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Import Rates — Step 3

Step 3 confirms that rates have been converted, reports any conversion errors, shows
the number of rate records to be imported, and the number of failures (if any).

/\ *’k Logout Help
packet
y = About LCR Import
i \ Status | Rates \ DID Ranges \ Route Server \ Audit Log | = g
Manage Import Rates - Step 3 - Confirmation
Rates
LATA Successfully read .csv file(s).
Region Code
Backul # of Records: 2 Failures: 0 Skipped: 0
Restore
The table below shows & subset of what will be imported. Please verify the column mappings before importing.
Purge Rates to-URL- from- carrier | endpoint emergency | priority rate effective- effective- session- | days  start-  end- min- max-
Purge Templates match URL- start-date end-date config- time  time | digits  digits
match name
2012080 ¢ default  intemal false 100 2012089 all 0 0
2012092 .~ default  internal false 100 2012094 all 0 0

A sample table displays up to five records, allowing you to verify that the column
mappings are correct before importing. Click the Import button to import the records
into the route server Import client database.

Import Rates — Step 4

Once the rates have been successfully imported, Step 4 updates the route server from
the import client. Select Yes from the drop-down menu, then Finish.

If you need to go back to Step 3 to make changes, select Change Column

Assignments.
f *k Logout Help
nacket
i ADout LCR Import
A | Status | Rates | DID Ranges \ Route Server | Audit Log | About LCR Import
Manage Import Rates - Step 4 - Update LCR Server
Rates
LAT{"‘ Successfully impeorted. You will need to update the route server for these rates to take effect.
Region Code
Backul Inserted: 0 Updated: 2 Failures: 0
Restore

Update the route server? |Ng  +

Purge Rates

Purge Templates [ Change Column Assignments ] [ Finish ]
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Import LATA

The Import LATA page allows you to import a LATA to an NPA/NXX table. Some
rate tables only contain the LATA field. The import rates view will use this
information to convert a LATA to an NPA/NXX. The CSV file should contain at least
three columns. You must enter the column indexes for the LATA, NPA, and NXX
columns.

To import LATA data:

1.
2.

Select the Rates tab.

From the left pane of the Rates page, select LATA to display the Import LATA to
NPA.NXX Data.

Click Import.
f *k Logout Help
nacket -
/CF [ Status | Rates | DIDRanges | Route Server | Auditlog | AROULLCRImoort
Manage Import LATA to NPA.NXX Data
Rates
%m Code Purge Existing Records? |po «
Format: LERG10 Data File v
Backup
Restore File:
Purge Rates

Purge Templates

Purge Existing Records?—Specify Yes or No. The default is No.

Format—Specify LERG10 Data File or CSV File. The LERG10.dat file is
available from the following Web URL.:

http://www.telcordia.com/products_services/trainfo/catalog_details.html

File—Browse to the directory containing the rate file in LERG10 or CSV format,
as provided by your carrier.

Click the Import button to import the LATA records into the import client database.
This operation may take a few minutes to complete. When the page refreshes, a
message tells you that the LATA data has been successfully imported to the route
server import client.
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Import Region Code

This view allows a region code to dial code table to be imported. Some rates tables
only contain the region code field. The import rates view uses this information to
convert a region code to a dial code. The CSV file must contain at least two columns,
region code and dial code.

To import Region Code data:

1. Select the Rates tab.

2. From the left pane of the Rates page, select Region Code.

3. Click Import to display the Import Region Code to Dial Code Data.

/‘ - k Logout Help
| packet _
: [ Status | Rates | DIDRanges | Route Server | Auditlog | APoutLCRImport
Manage Import Region Code to Dial Code Data

Rates

Ili’ng;?)n Code Purge Existing Records? No
Backup e
Restore Does the file contain a header line? |ygs «
Purge Rates File delimiter:

Purge Templates )
Region Code Column #:

Dial Code Column #

4. Purge Existing Records?—Specify Yes or No. The default is No.

5. File—Browse to the directory containing the region code file in CSV format, as
provided by your carrier.

6. Does this file contain a header line?—Specify Yes or No. Select Yes if the file
has a header line.

7. File Delimiter—Enter the delimiter for the file. The default setting is the comma

(.)-

8. Region Code column #—Enter the column number in the file containing the
region code.

9. Dial Code Column #—Enter the column number in the file containing the dial
code.
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Click the Import button to import the region codes into the import client database.
This operation may take a few minutes to complete. When the page refreshes, a
message tells you the number of region codes that have been inserted and updated, as
well as the number of failures that occurred while importing this data.

Backing Up Rates

The route server import tool backup functionality allows you to save imported rates to
either a compressed XML or CSV file.

To backup rates:
1. Select the Rates tab.
2. From the left pane of the Rates page, click Backup.

e Logout Help
/‘\ packet

| Status | Rates | DIDRanges | Route Server | Auditlog | e
Manage Backup Rates
Rates
LATA
Region Code The backup action will export data to efther an XML or CSV file Only the XML format

can be used in the restore action.

Backup
Reslore
Backup file format: L -

Burge rates

Purge Templates File name: camier_routing_2013-01-31_10-29

Burge route files

3. Backup file format—Select the type of file you want to back up, either XML or
CSV. The default setting is XML.

4. File name—Enter a name for this file. By default it is called
carrier_routing_YYYY-MM-DD_HH-MM where YYYY-MM-DD_HH-MM is
the date and time of the file download.

5. Click Backup to finish.
When the backup is complete, the archive is stored in the OS-E and a message similar
to the following example is displayed:

Successfully saved rates to file:
carrier_routing_2016_01_08_13-17.xml.gz
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Restoring Rates

Purging

The restore function allows you to take advantage of existing call rates that currently
exist on the OS-E route server. If you currently have a route server import client and
route server, you can fetch the call rates from the route server to restore the route files
on a new or existing route server import client.

From the route server, locate the carrier routing file from the directory /cxc_common/
Icrimport/Icrimportdata/backups/. The file that restores a route server import client
is called carrier_routing_<date_timestamp>.xml.gz.

To restore a route server import tool:

1. From the OS-E Management System, use the Tools tab to move the file from the
route server to the route server import client.

2. Select the Rates tab.

3. From the left pane of the Rates page, click Restore.

p, . Logout Help
/(1 packe [ Status | Rates | DIDRanges | Route Server | Auditlog | APoutLCRImport

Manage Restore Rates
Rates
LATA .
Region Code o Browse

Restore

Purge Rates
Purge Templates

4. Click Browse and select the carrier_routing_<date_timestamp>.xml.gz file.

5. Click Restore. When the page refreshes, a message tells you the number of rates
that have been inserted and updated, as well as the number of failures that
occurred while restoring rates to the route server client.

From the Route Server

Within both the Rates and DID Ranges pages you have the ability to purge rates,
templates, and route files.

Purging Rates

From the Rates page, you can purge rates, templates, or route files.
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To purge rates:
1. Select the Rates tab.

2. Click Purge rates from the left pane.

/’ '*-k 1 Logout Help
FAEEE [ Status | Rates | DIDRanges | Route Server | AuditLog e
Manage Purge Rates

Rates

LATA .

Region Code Purge:  AllRates ~

Backup

Restore
Purge rates
Purge Templates

Purge route files

3. Purge—Select either All Rates to purge all saved rates or Limited to to purge a
rate range. The default setting is All Rates.

When you select Limited to, several parameters appear which allow you to
specify the criteria on which to purge.

4. Click Purge.

A pop-up appears explaining that purging route files irreversibly deletes existing
rates and entries from the database and all local route files.

5. Click OK.

To purge templates:
1. Select the Rates tab.
2. Click Purge Templates from the left pane.

/‘ - ket Logout Help
Y packel _
F | Status | Rates | DIDRanges | Route Server | Auditlog About LCR Import
Manage Purge Templates

Rates

LATA Purde.

Region Code urge:  Alltemplates ~
Backup

Purge rates
Purge Templates

Purge route files

3. Purge—Select either All templates to purge all saved templates or Limited to to
purge a specific template. The default setting is All templates.
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When you select Limited to, the Template name parameter appears. From the
drop-down list, select which template to purge.

4, Click Purge.
A pop-up appears explaining that purging templates is irreversible.
5. Click OK.
To purge route files:
1. Select the Rates tab.

2. Click Purge route files from the left pane.

/\ 'k ; Logout Help
| packe —
About LCR Import

P | Status | Rates | DIDRanges | Route Server | Auditlog | e
Manage Purge local route files and routes

Rates

LATA

s Below active routing file(s) were retrieved from route server 172.30.80.29.
Backup aaa.xml (loaded)
Restore E=

Purge rates
Purge Templates

Purge route files

3. Select the file you want to purge if there are multiple route files saved to the route
server import tool.

4. Click Purge.

A pop-up appears explaining that purging route files irreversibly deletes existing
rates and entries from the database and all local route files.

5. Click OK.
Purging DIDs
From the DID Ranges page, you can purge DID ranges, templates, or route files.

To purge DID Ranges:
1. Select the DID Ranges tab.
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2. Click Purge DID ranges from the left pane.

/\_ "’k . Logout Help
pack | Status | Rales | DIDRanges | Route Sever | AuditLog About LCR Import
Manage DID ranges Purge DIDs

Edit

Backup Purge:  AlDIDs  ~

Restore Trge

Purge DID ranges
Purge templates

Purge route files

3. Purge—Select either All DIDs to purge all saved DID ranges or Limited to to
purge a DID rate range. The default setting is All DIDs.

When you select Limited to, several parameters appear which allow you to
specify the criteria on which to purge.

4. Click Purge.

A pop-up appears explaining that purging route files irreversibly deletes existing
rates and entries from the database and all local route files.

5. Click OK.

To purge templates:
1. Select the DID Ranges tab.
2. Click Purge Templates from the left pane.

/‘ o Logout Help
s | Status [ Rates | DIDRanges | Route Server | Auditlog | ALout LCR Import
Manage DID ranges Purge DID Templates

Edit

Backup Purge:  Alltemplates ~

Restore

— Purge
Purge DID ranges

Purge templates

Purge route files

3. Purge—Select either All templates to purge all saved templates or Limited to to
purge a specific template. The default setting is All templates.

When you select Limited to, the Template name parameter appears. From the
drop-down list, select which template to purge.

4. Click Purge.
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A pop-up appears explaining that purging templates is irreversible.
5. Click OK.
To purge route files:

1. Select the DID Ranges tab.

2. Click Purge route files from the left pane.

/‘ wk Logout Help
\ packet -
/CF | Status | Rates | DIDRanges | Route Server | Auditlog | About LCR Import
Manage DID ranges Purge local route files and routes
Edit
EZES'IE;E Below active routing file(s) were retrieved from route server 172.30.80.29.

aaa.xml (loaded)
Purge DID ranges Pur

ge

Purge templates

Purge route files

3. Select the file you want to purge if there are multiple route files saved to the route
server import tool.

4, Click Purge.

A pop-up appears explaining that purging route files irreversibly deletes existing
rates and entries from the database and all local route files.

5. Click OK.

Configuring DID Mapping

Direct inward dial (DID) mapping is supported on the route server. The DID Ranges
tab allows you to import and configure routes to be entered to the route server import
client.

The route server import tool validates all DID ranges during import, add, edit, split,
and replace functions. The following are the validation rules.

* Remove any trailing minus “-” and plus “+” signs in DID ranges.

» Required fields are did-range-start, did-range-end, and carrier. These values
cannot be null or left empty.

» The DID range start value cannot be greater than the DID range end value.

Oracle Communications Application Session Controller 3.7.0



9-158 | Session Services Configuration Guide
Configuring DID Mapping

* Any alpha prefix for DID range start and end must be the same.

» The only situation where you can import or add DID rages which match existing

DID routes, is a range that contains only one number, meaning the did-start-range
equals the did-end-range.

When you click on the DID Ranges tab, the following is displayed in the left pane.
For users with read-only access, the Backup, Restore, Purge rates, Purge
templates, and Purge route files links are disabled.

Manage DID ranges
Edit

Rackup

Resion:

Purge DID ranges

Purge iemplates

Furge route files

When you click on the DID Ranges tab, the default display in the right panel is the
Edit display for viewing and editing DID ranges. Once you select a DID entry, the
Split, Edit, and Delete buttons also become available.

Users who have read-only access may read the existing records, however, they will

not be able to perform any maodifications and the Import, Add, Split, Edit, Replace,
and Delete buttons are inactive.

Importing DIDs

The DID Ranges tab allows you to import DID ranges in a CSV file, backup DID
configurations, restore a previous backup into the local database, view, edit, delete,
create, and split DID mappings, and purge DID mappings and templates.

Importing DIDs — Step 1

There are five steps associated with importing DIDs. Step 1 requires that you locate
and specify the name of the CSV file, as well as configure other settings.

To specify the DID file to import:
1. Select the DID Ranges tab.
2. Click Import.
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File—Browse to the directory containing the CSV DID file you are importing,
provided by your carrier.

Does the file contain a header line?—Specify yes or no. Yes means the DID file
has a header line. No means there is no header line and in Step 2 you assign the
columns by number.

File delimiter—Enter the delimiter for the file. The default setting is the comma
().
Use a template for step 2 and 3 parameters—Specify a previously-created CSV

columns mapping template if you have one configured and want to use it. Leave
this field blank if you are not using a template.

f *k Logout Help
vacket = D
A | Status | Rates \ DID Ranges | Route Server \ Audit Log ADOULLCR Import
Manage DID ranges

Edit Import DIDs - Step 1

Backup Specify a CSV file containing a DID list and how to read file.

Restore

Purge File:

Purge templates

Does the file contain a header line? Yes v
File delimiter:

Use a template for step 2 and 3 parameters: -

Mext

Click Next to proceed to Step 2.

Oracle Communications Application Session Controller 3.7.0



9-160 | Session Services Configuration Guide
Configuring DID Mapping

Importing DIDs — Step 2

In Step 2 map the columns in your CSV file to the route server import properties. If a
header is present in the CSV file, the column headings can be used in the mapping.
Otherwise, column numbers starting with 0 are used for mapping.

f" = " Logoul  Dacumentalion
A packet = |
' _ | Stas | Rales | DI Ranges | Route Server | AudilLog | houl LOR Impodt
Manage DID ranges Import DIDs - Step 2 Column Assignment
Eoit
Salecl a value Irom the CSV file Mok or specily a aed vales. Hobe: The mandatory Belds are & range-slarl sad did range-and

Backup progertias.
P DI ranges Valws CSW file Field Fimed Valug
Purige bemplales " didenngs-stan [Select Ficki) =

" didsangt-gnd (Select Fieks) -
Purge route files deserption (Select Fiekt) -

fom-URL-match iSelect Fieldl = {defaush: ")

* eami (Select Fikd) = [detsnslt: “debanlty

endpsinl [Salect Finls) = [detssh "default)

pricey Sheoct Fiekd ignose: ¥ [ameas {dertastt- “100), (range: O - G554, High -

Low), (ignoine: E5535)

Fom-URL-aReration (Select Fiekd} = (example. spowsemanme@donmain)

e-LIFL -sltaration (Select ek}  + [scampe s whamans Edoran)

request-akeration (Selact Fald} * {example: sipoesemame@domain)

passe-akemtion (Select Fickd) = (Fxampis s semama@domain)

}L‘bNUII*JUIIFH'FHIrE :r.pM npﬁ: -

[T T (Gelect Fiekd) - & i bl
L ariby dhd-rangu-start and defcange-snd bo make Yo v
[0 ursgua?

Save &5 lemplabe

Cancel Back || Mext

1. did-range-start—Select the column from the CSV file that represents the start
value of the DID range. This is a required field.

2. did-range-end—Select the column from the CSV file that represents the end
value of the DID range. This is a required field.

3. description—Enter a description of this DID range.

4, from-URL-match—Select the column from the CSV file that represents the
From: URL field.

5. carrier—Select the column from the CSV file that represents the carrier name.
This is a required field.
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10.

11.

12.

13.

14.

15.

16.

endpoint—Select the column from the CSV file that represents the endpoint
name. This name needs to be in your configuration already.

priority—Specify the priority of this DID range. If this value is between 0-65534,
this value takes precedence over the sip-gateway server preference for server
arbitration. If this value is 65535, the sip-gateway server preference takes
precedence.

By enabling the Ignore checkbox, the import client ignores the configured
priority and assigns a default value of 65535.

from-URL-alteration—Select the column from the CSV file that represents the
alterations of the from-uri-specification.

to-URL-alteration—Select the column from the CSV file that represents
alterations of the to-url-specification.

request-alteration—Select the column from the CSV file that represents the
Request URI header.

passert-alteration—Select the column from the CSV file that represents the
number in the P-Asserted-Identity field.

session-config-name—Select the column from the CSV file that represents a
session-config-pool entry from the OS-E configuration.

variables—Specify the variables field of the CSV file. Variable values supersede
the CSV file field value if both are specified.

Use only did-range-start and did-range-end to make DID unique?—Select
Yes if you want to only use the did-range-start and did-range-end values for
matching.

Save as template—Saves the current column mappings to a name you specify.
Once created, you can specify the named template in the Importing DID Ranges
— Step 1.

Click Next to proceed to Step 3.

Importing DIDs — Step 3

In Step 3 the route server import reads the CSV file, reports any issues, and displays
sample records for verifying that the CSV column to DID route record column
assignment is correct. On this page you can also make any necessary translations
using regular expressions.
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Click Next to proceed to Step 4.

Importing DIDs — Step 4

In Step 4, the route server import tool displays a preview of what is going to be
imported after you have made any translations.

Click Import. The route server import stores DID records constructed from the CSV
file into the database

Importing DIDs — Step 5

In Step 5, you have the option to Finish the import, or to continue importing files.

A" Loqout  Help

MR : Aboul LCR lmport
Sialus | Rales | DID Ranges | Roule Server | Auditlog | £ e
Manage DID ranges Import DIDs - Step 5 Update Route Server
Successfully imported. You will nesd to update the route server for theze rates to take sffect.
Backup
Restore

Inzerted: 3 Updated: 0 Fallurez: D Warnings: 0

Furge DD ranges

Purge lemplaies Update the route server?  [we w

Purge roube files | Finish |

Once all imports are complete, you can then update the route server by going to the
Route Server tab. If you choose not to update the route server, clicking Finish returns
you to the DID Ranges Edit/View display.

Searching DID Ranges

To narrow the view of what is displayed in the DID Ranges tab, click the Search
button.
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You can specify “*” as a wildcard in any position in the search string. This wildcard
can match 0 or more characters. Below is the resulting filtered view from the above
search.

1 L Logoul Documentation
pind Stirs | RaWs | CIDRanges | Rouls Senver | AuditLog Boofa

Manage DiD ranges  Edil {Total: 0) Viewing: &l

EdE

Loaded route e aaaxml
2alkup |impodt | | Load | | Sava

B

S0

5;‘.':?1 iaw AR Al ol I 'P.l.u.u\:l.r EhoveiHide | | S

Page | [=] of 0 showang | 100 [5] e

| didsenge-  didyange.  descripton  RomARL-  carder ondpoing  pebority  sessbon.config-  warlables
L[ cweets) ] wod masich L i

Page | [=] of 0 shewang | 100 [5] e

Click the View All button to restore the DID Ranges tab to displaying all of the DID
ranges present in the route server import database.

Adding DID Ranges
You can manually add DID ranges to a route file.

To add a DID range:
1. Select the DID Ranges tab.

2. Load the route file to which you are adding a DID range.
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3. Click the Add button.

A
* did-range-stan

* dhid-range-and
disonptaon
from-LURL-mabch

© caime default

andpant

priotity
'!E}}W'CEIIF‘Q‘"N
from-LIRL -alteration

e LA -sitarabaan
passer-alieration
raguasl-alleration

wanabins Al i b

Audd Lancel

The carrier and from-URL-match properties are populated with default values. The
only required fields to add a DID range are did-range-start, did-range-end, and
carrier.

If you attempt to add a duplicate or overlapping DID range with a record already
stored in the database, you receive an error message from the route server import and
the range is not added to the database.

Splitting DID Ranges

The route server allows you to split a single existing DID range into two or more
individual ranges.

To split a DID range:
1. Select the DID Ranges tab.
2. Load the route file on which you are splitting a DID range.

3. Select the DID route record you want to divide and click the Split button.

Only one split row can be added at a time, however, multiple split ranges within the
same DID range are supported.
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If you enter all DID Range Start values, the route server import tool calculates the
DID Range End automatically, or vice versa. You cannot, however, enter consecutive
blank DID Range Start and DID Range End values.

If the selected DID range has an alphabetical prefix, the new ranges contain the same
prefix.

Click Add to complete the splitting process.

Editing DID Ranges

You can access a DID range and manually make edits.

To edit a DID range

1. Select the DID Ranges tab.
2. Load the route file on which you are editing
3. Select the DID route record and click Edit.

After you’ve made the changes you want to make, click Save to complete the editing
process.

Replacing DID Ranges

The DID replacing functionality gives you the ability to select DID ranges using a
search criteria, and then replace values in that selection with new values.

To replace DID Ranges:
1. Select the DID Ranges tab.

2. Load the route file on which you are replacing values.
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3. Specify the search criteria along with replacement values for each DID range in
the selection.

Search for: Replace:
did-range-start did-range-start
did-range-end did-range-end
description description
from-URL-match from-URL-match
carrier carrier

endpoint endpoint
session-config-name

variables Add variable

4. Click Search.

The route server import displays the number of records found and asks for
confirmation.

Your search has returned 13 entries

Press '‘Replace’ button if you want to
proceed with replace.

5. Click Replace and the route server import replaces values with the new values
you specified.

Deleting a Range Route Record

The DID delete functionality gives you the ability to manually delete a DID route
record from a route file.

To delete a DID route record:
1. Select the DID Ranges tab.
2. Load the route file from which you are deleting a record.

3. Select the record in the display and click Delete.
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The following confirmation appears.

Are you sure you want to delete the selected row?

Click Yes to complete the deletion process.

Backing Up DID Ranges

You can backup DID ranges using either an XML or CSV file. By default, the route
server import tool names the XML file with the date and time. If you want to name
your file differently you can change this.

You can backup either all of the DID ranges or only a subset of DID ranges based on
specified criteria to a CSV file.

To backup all DID ranges:
1. Select the DID Ranges tab.

2. From the left pane of the DID Ranges page, click Backup.

i A Logoul kel
| nackef ——— v S — — About LER |mpon
[ St | Rales | DI Rangos | Roule Server | AuditLog | —
| Manage DID ranges Backup DIDs
Edhil
o The backup achion will @xpoil data 10 elbers an XML or TSV e, Only e XKL Tanmat
i .'-"-I" £ can be used in e mestong achon, When expanting as CSV you may selecl a subsel of he recodds
sl
| Purge DIE ranges Dackup file fomat ML ~
Purpe \Empialas e
- ) File name el 20160112 14-85
| | Eaiup

| Purgi routie fles

3. Click Backup to complete the backup process. When the backup completes the
route server import tool displays a confirmation on the screen.

To backup a DID range:
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4. If both did-range-start and did-range-end are specified, all DID ranges that
match the DID range criteria will be included in the CSV file.

~ Logout  Dacuminiation

Fal
f¢! packet Aot LCR Impart
[ Status | Rates | DIDRanges | Route Server | Audit Log : .
Manage DID ranges Backup DIDs
Edit
& The backup action will expon data to either an XML or G5V file. Caly the XML format
nai::llﬁ' can be used in the resione achon. When exporting as G5V you may sehect a subset of the recands
r
Furge DID ranges Backup file formal.  |[CEY

Purge lemplales -
Fila name cled FOVE-0N-12 1500}

did-range-start
Purge route files

did-range-end

descnplion

from-URL-maich

caries

Endpoint

Backup

5. Click Backup to complete the backup process. When the backup completes the
route server import tool displays a confirmation on the screen.

Restoring DID Ranges
Depending on how the file has been saved, there are two ways to restore a file onto the
route server import tool.

» Restore an XML file using the Restore link in the left pane. Browse to the XML
file and click Restore. For more information on using the Restore link, see
Restoring Rates.

* Restore a CSV file by reimporting it via the Import button. For more information
on using the Import button, see Importing DIDs.

Updating the Route Server

Once you have imported DID ranges you must update the route server for your
changes to take effect.

To update the route server:

1. Select the Route Server tab.

2. Route Server IP—Enter the route server’s IP address. This must be the IP
address that has the web-service configuration enabled on the route server.
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Route Server port—Enter the route server’s port. This must be the port that has
the web-service configuration enabled on the route server.

Web service protocol—Select the protocol you want to use to transfer files
between the route server and route server import tool. This must match the
protocol configured in the route server’s web-service.

Remote Authentication—Specify the authentication type you want to use to
transfer files between the route server and route server import tool. This must
match the authentication type configured in the route server’s web-service.

Updating using SCP—Select whether you want to update files using SCP. When
set to Yes, you must specify a user name, password, and SSH port. For more
information on supported protocols for file transfer, see HTTPS Support for Call
Rates Downloading.

Activate routes on the route server?—You can copy the routes over to the route
server without making those routes active. To do that, uncheck the this checkbox.
This allows you to test routes via the CLI route-server-test without them being the
active route set.

Use default route filename?—ByYy default, the route server import tool names the
route file with the date and time. When this property is enabled, the filename is
regenerated with the current date and time. When it is not enabled, the original
date and time are left as the name

i Logout Help
f packet

| status | Rates | DIDRanges | Route Server | AuditLog e

Route Server

Route Server IP: 172308029
Route Server Port: 8080
Web senice protocol: https ~
Remote Authentication: certificate ~
Update using SCP: No -
Activate routes on route server? [
Use default route filename?
‘ Update routes | | Get active routes |

9. Click Update routes to complete the update process. The display changes to show

a progress bar, a description of the current stage of the route server update
operation and a Cancel button.
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Before the update can complete you must confirm a file name for the routes. The route
server import displays a default file name, which is the name of the last file retrieved
from the route server. You can either leave the default name or overwrite it to
something else.

f ’w-k . Logout Help
FAEEE [ Status | Rates | DIDRanges | Route Server | AuditLog e

Route Server

Route Server IP: 172308029
Route Server Port: 8080

Web senice protocol: https ~
Remote Authentication: certificate ~
Update using SCP: No -

Activate routes on route server?

Use default route filename? B

[ Update routes ” Get active routes ]

Click Continue to complete the route server update.

Cancelling a Route Server Update

There are two ways to cancel a route server update in progress. You can click the
Cancel button on the Route Server tab.

/\ -*-k . Logout Help
/(| packe \ Status | Rates | DID Ranges | Route Server | Audit Log e

Updating Route server 172.44 10.78:8787
‘Writing route file
1%
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Or you can click the Cancel button under the Status tab.

/\ Wk! Logout Help
| packe

0 ADOUL LUK Import
i | Status | Rates \ DID Ranges | Route Server | Audit Log LB T

Status Seconds

Number of imports in progress: 0

Number of updates in progress: 1

Update Status Action

Route Server: 172.44.10.78:8787 Writing route file

Number of get route actions in progress: 0
There is no restore in progress.

There is no backup in progress.

Retrieving Routes from the Route Server

Via the route server import tool, you can retrieve the list of active route server files
from the route server. The route server copies all of the active route set files, deletes
all rates and DID ranges from the database, and reads the rate file into the database.
These files are transferred via either HTTP, HTTPS, or SCP (depending on what you
have configured).

The route server import tool loads the records to the database accordingly, based on
whether the route set retrieved from the route server contains all DID ranges, all rates,
or a mixture of DID ranges and rates.

To retrieve active route files from the route server to the import tool:

1. Access and log into the route server import tool.

2. Select the Route Server tab and click the Get active routes button. You are
prompted with a pop-up explaining that retrieving routes deletes existing rates and
DID entries in the database.

3. Click OK to continue.
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A list of the active route files running on the route server appears.

p = Logout Heln
it [ Status | Rates | DIDRanges | Route Server | Auditlog | ARoutLCRImport

Route Server

Get Active Routing File(s)

Route Server |P: 172.44.10.78
Route Server Port: 8443
Update using SCP: NO

Retrieve all active route files listed below from route server? {Un-check box to retrieve only the selected file.)

Selected route file will be loaded for editing:
@filet
Ofile2

O carrier-routing-filed

Continue Cancel

4. Toretrieve all active route files, keep Retrieve all active route files listed below
from route server? checked. When you retrieve all of the active route files, the

file that is selected is the file that gets loaded into the DID Ranges database by
default.

To retrieve only one file, uncheck the checkbox and select the file you want. This
file is loaded into the DID Range database.

5. Click Continue. You are prompted with a pop-up explaining that after retrieving
the route file, rates and DID entries currently in the database are deleted. Click
OK to continue.

6. Select either the Rates or DID Ranges tab and you see the selected route file in
the database.

The contents of the currently loaded route file is displayed at the top of the DID
Ranges and Rates pages. Two buttons on the Rates and DID Ranges pages, Load and
Save, allow you to load and save different route files to the database

Loading and Saving Route Files to the Database

To load a different route file into the database:
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1. Click the Load button. A list of locally stored route files appears.

/\ -"k Logout Help
packet 5
f [ Status | Rates | DIDRanges | Route Sever | Auditlog | APoutLCRIimport
Manage DID ranges Load routes from a new local file
Edit
%& Below active routing file(s) were retrieved from route server 172.44.10.76.
Select file to load:
Sl © file1 (loaded to database)

Purge templates
Q© file2

© carrier-routing-file4

[ Load new route file to database ]

Purge route files

2. Select the file to load and click the Load new route file to database button.

3. A pop-up appears asking if you want to save the routes currently loaded in the
database. Click OK to save routes and click Cancel if you do not want to save.

4. A pop-up appears explaining that loading a new route file into the database deletes
the existing route file from the database. Click OK to continue. Upon completion,
a status message appears saying the route file was successfully loaded.

You can save any edits you make to the loaded route file.

To save rate and DID edits to the loaded route file:
1. After you have made your changes, click the Save button.

A page appears with information including the IP address of the route server
where the route file was retrieved from, as well as the names of the other files
retrieved (if applicable).

2. Click the Save to file <filename> button to continue. Click Back to cancel.

/‘ *’k Logout Help
nacket -
/OF | Status | Rates | DIDRanges | Route Server | Auditlog | e
Manage DID ranges Save rates and DIDs to local route file
Edit
%&e Below active routing file(s) were retrieved from route server 172.30.80.29.
aaa.xml (loaded)
Purge DID ranges Save to file aaaxml

Purge templates

A status message appears confirming you have successfully saved the database
entry edits to the route file.

After you finish viewing and/or editing the retrieved route files, you can send them
back to the route server.
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If only one route file was retrieved and stored locally, you are able to overwrite the
original filename before sending it back to the route server. However, if the entire
active route file set was retrieved and stored locally, the entire active route file set is

sent to the route server for update and in this case, you must keep all of the original
filenames.

To send updated route files to the route server:

1. Select the Route Server tab. Keep Activate routes on route server? checked if
you want the routes to be active when you update them. Uncheck this box if you
are updating the routes to the route server for testing purposes.

2. Click the Update routes button.

5

| Statis | Rales | DIDRanges | Route Server | Auditlog |

Route Server

Routs Serves 1P 10138 217 40
Route Seryed Pan B4

Wab sanvics profoool hitps
Remate Auihenic atson At
Update using S0P e v

Activale routes on roule server?

Update maies | Gl actve ouins

A list of locally stored route files appears.

3. Click Continue. A pop-up appears listing the files being sent. Click OK to
continue.When the files have been updated a message appears explaining that the
files were successfully copied to the route server.
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Viewing the Status of Route Server Import Operations

The route server import tool status page displays import and route update operations
in progress, Get Route operations in progress, and current
route-server-controlled-status status report from the route server.

A packet

Staws | Rates | DIDRanges | Route Sever | AuditLog |

Status Secol

Successiully upaated route fles [AAa xmi] o Server 172,30 B0 29 B443 on 2012-06-04 121304 354

Routes from 172 30 B0 29 currently retnieved [aaa xmi (loaded)]

Numiber of local routes updates in progress: 0
Numiber of updates in progress: 0
Humiber of get route actions In progress: 0

ThEre i No rEstone in progress

There is no backug in

Route server stalus for 172 30 80 28 8443 (route-server-controlled-stalus)

box 1
master trus

start 12

end 121304 20
actlon
state  Inactive

Fetch 12750
routes 23
load set  aaaoml
activated.at 12 13 04 20120604
box-state Feady
result Success

Testing DID Ranges and Prefix Changes

You can test imported DID ranges and prefix changes you have made in the route
server import tool before you activate them in a live environment. A new action has
been created, route-server-test, that allows you to test routes, CDRs, and queries, and
analyze, compare, and validate results of the routes.

NNOS-E>route-server-test ?
Route server test action

syntax: route-server-test config [file] [test-vector-file]
route-server-test cdr file [test-vector-file]
route-server-test lookup test-vector-file [test-results-file]
[table]
route-server-test analyze test-results-file
[analysis-results-fTile]
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route-server-test compare test-results-filel
test-results-file2 [diff-results-file]

route-server-test validate test-results-file
[validation-results-file] [table]

The route-server-test config [routes.xml] [test.xml] action generates a series of test

vectors derived from the routes.xml file and outputs them to a specified test.xml file.

If you do not specify a test.xml file, the OS-E writes the resulting output to the screen.
The test.xml file has the following format.

<config xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xxsi:noNamespaceSchemalLocation="mgmt_data.xsd">

<RouteServerTestSuite suite="1">
<description>DID 1000-1002</description>
<tests>

<RouteServerTestCase>

<query>1000-1002</query>

<from/>

<time></time>

</RouteServerTestCase>
</tests>
</RouteServerTestSuite>
</config>

The route-server-test cdr [cdr.csv] [text.xml] action generates a series of test vectors
derived from accounting records in the CSV format and outputs them to a specified
test.xml file. If you do not specify a test.xml file, the OS-E writes the resulting output
to the screen. The test.xml file has the following format.

<config xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xxsi:noNamespaceSchemalLocation="mgmt_data.xsd">

<RouteServerTestSuite suite="1">

<description>DID 1000-1002</description>

<tests>

<RouteServerTestCase>

<query>1000-1002</query>
<from/>
<time></time>

</RouteServerTestCase>

</tests>
</RouteServerTestSuite>
</config>

The CSV file has the following format.
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"SessionlD",""Recorded™, "CallID","To", "From",""Method", " IncomingRequestU
RI"™,"PreviousHoplp", " PreviousHopVia", "OutgoingRequestURI", "*NextHop
Ip",""NextHopDn","Header","Origin',"SetupTime","ConnectTime",""Disco
nnectTime",""DisconnectCause’,"Duration’, " scpName',""Cal 11D2","0rigG
W, "TermGW" , **PacketsReceivedOnSrcLeg","PacketsLostOnSrcLeg", ""Packe
tsDiscardedOnSrcLeg", ""PdvOnSrcLeg",""MaxJitterOnSrclLeg", '"CodecOnSrc

Leg”, "MimeTypeOnSrclLeg", "LatencyOnSrcLeg", ""MaxLatencyOnSrcLeg","'RFacto
ronSrcLeg", ""PacketsReceivedOnDestLeg", "PacketsLostOnDestLeg","Pack
etsDiscardedOnDestLeg",""PdvOnDestLeg", ""MaxJitterOnDestLeg",'"CodecO
nDestLeg",""MimeTypeOnDestlLeg", ""LatencyOnDestLeg", ""MaxLatencyOnDest
Leg",'"'RFactorOnDestLeg",''Rx1000FactorOnDestLeg", ''Rx1000FactorOnSrc
Leg", ""MOSFmtOnDestLeg",""MOSFmtOnSrcLeg", "' cal IType", ""disconnectErro
rType™,"ani","cal ISourceRegid","cal IDestRegid", "newAni','cdrType",
"huntingAttempts',cal IPDD",""cal 1SourceRealmName™,""cal IDestRealmNa
me",""cal IDestCRName","in_peer_dst","in_anchor_src","in_anchor_dst"
,"'in_peer_src',"out_peer_dst","out_anchor_src","out_anchor_dst","o
ut_peer_src',"calledPartyAfterSrcCallingPlan™, " lastStatusMessage",
"LastMediaPktTimestampOnDestLeg", " LastMediaPktTimestampOnSrcLeg","

SetupTimelnt”,"IncomingURIStripped”,"dnis", "newDnis","customData",
"CreationTimestamp"

The route-server-test lookup [test.xml] [result.xml] [table] action uses the test
vectors generated from the route-server-test config and route-server-test cdr actions
and queries the route server. The results of the queries are outputted to a specified
results.xml file. If you do not specify a result.xml file, the OS-E writes the resulting
output to the screen. The result.xml file has the following format.

<config xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xsi :noNamespaceSchemalLocation="mgmt_data.xsd">
<RouteServerTestSuiteResults suite="1">
<description>DID 1000-1002</description>
<results>
<RouteServerTestResult>
<query>1000</query>
<from/>
<time></time>
<routes>
<RouteServerTestRouteResult>
<match>route-plan:2</match>
<carrier>default</carrier>
<endpoint>example.net</endpoint>
</RouteServerTestRouteResult>
</routes>
</RouteServerTestResult>
</results>
<results>
<RouteServerTestResult>
<query>1001</query>
<from/>
<time></time>
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<routes>
<RouteServerTestRouteResult>
<match>route-plan:2</match>
<carrier>default</carrier>
<endpoint>example.net</endpoint>
</RouteServerTestRouteResul t>
</routes>
</RouteServerTestResult>
</results>
<results>
<RouteServerTestResult>
<query>1002</query>
<from/>
<time></time>
<routes>
<RouteServerTestRouteResult>
<match>route-plan:2</match>
<carrier>default</carrier>
<endpoint>example.net</endpoint>
</RouteServerTestRouteResult>
</routes>
</RouteServerTestResult>
</results>
</RouteServerTestSuiteResults>
</config>

You can also execute this action with the optional table parameter. This allows you to
execute the lookup in a different routing table other than the currently active one.

The route-server-test analyze [results.xml] [analysis.xml] action analyzes the results
file generated by the route-server-test lookup action and summarizes the results. The
results of the analysis are outputted to a specified analysis.xml file. If you do not
specify an analysis.xml file, the OS-E writes the resulting output to the screen. This
action allows you to view how various resources are utilized with the current routing
configuration being tested. The output of the analysis has the following format.

Analysis of results file : /tmp/results.xml
Analysis created on : 13:09:56.729762 Mon 2010-11-01
Total test suites
Total test cases
Total results with routes
Total results without routes
Smallest hunt result
Largest hunt result

PRPOWWERF

Route position : 1
Total : 3

Carrier "default" referenced 3 times
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|--- Endpoint "example._net" referenced 3 times

Route "route-plan:2" referenced 3 times

Queries with no route results:

The route-server-test compare [test-results-filel] [test-results-file2] [diff-results]
action compares two results files and outputs the differences to a specified
diff-results.xml file. If you do not specify a diff-results.xml file, the OS-E writes the
output to the screen. The output of the comparison has the following format.

Comparing results from file /tmp/results.xml with /tmp/results2.xml

Test suite 1 "DID 1000-1002"
|--- Query "1001™
|--- Route O
|--- name "route-plan:2" not equal "route-plan:3"

The route-server-test validate [results.xml] [output.xml] [table] action compares the
results file with the active routes and outputs the differences to a specified
validation-results.xml file. If you do not specify a validation-results.xml file, the OS-E
writes the output to the screen. Any differences between the results.xml file and the
active routing tables has the following format.

Comparing results from file /tmp/results.xml with /tmp/results2.xml

Test suite 1 "DID 1000-1002"
|--- Query "1001"
|--- Route O
|--- name "route-plan:2" not equal "route-plan:3"

You can also execute this action with the optional table parameter. This allows you to
execute the validation in a different routing table other than the currently active one.

Loading Route Server Tables Without Activating Them

The route-server action has been enhanced to support loading route server tables into
memory without activating them.

The route-server load action allows you to load a route.xml file into a temporary
non-active routing-table that can be referenced with the table name.

route-server load <file> <table>
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The route-server drop action allows you to remove a previously loaded routing table
from memory.

route-server drop <table>
The existing route-server lookup action has been enhanced to support two new

parameters. You can now specify the table loaded into memory, as well as a time
parameter to specify a query in the future in order to test time of day routing.

route-server lookup <to-url> [from-url] [table] [time] [display-mode]

Viewing Route Server Statistics

The show route-server-did status provider allows you to display DID routes ina DID
start to DID end range. This is helpful since, internally, DID routes are converted into
prefix routes, making it harder for you to get a summary of active DID routes.

table range-start range-end carrier endpoint description
active 78153000 78153999 default example.net Peru
active 97896000 97896999 default example.net Brazil

The existing show route-server-table status provider has been enhanced to show the
table tag and route description. You can view the temporary routing-tables loaded into
memory by specifying the table name. Also, a new user-defined description field and a
did-entry-index has been added. When the did-entry-index is not “-1”, it can be used
in conjunction with the route-server-did action to get more information on the DID

entry.

tag to-match carrier endpoint description
active 612864* default example.net Peru

active 8621289* default example.net Brazil
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Viewing the Audit Log

Select the Audit Log tab to display import, update, and purge history. You can sort
specific column information (ascending and descending) and paging as you see fit.

/‘. -F-k Logout Help
packet | Status | Rates | DID Ranges \ Route Server | Audit Log | BB T

Audit Log (Total: 4)
Table Options:
Page of 1 showing items

operation date options user record- record- record- record- record-
insert- update- delete- failure- warning-
count count count count count
import 2011-06-24  DID-test.csv admin 0 2 0 0 0
10:40:18
import 2011-06-24  DID-test.csv admin 2 0 0 0 0
10:31:54
import 2011-06-08  C:\Documents and admin 0 2 0 0 0

09:21:36 Settings\SDahl\My
Documents\DID-test csv
import 2011-06-08  C:\Documents and admin 2 0 0 0 0
09:21:19 Settings\SDahthy
Documents\DID-test.csv

Page |1 +|of 1 showing items

If a failure is reported, click on View to display the details associated with the failure.

About | CR Import

Import Errors

Number of records: 16265

g P —— e
SEIEVIOUS Page;L)’!oﬂsa showing | 100 ﬂ\tems

Failed to convert records:

Skipping duplicate row: [State Abbrev
Skipping duplicate row: [State Abbrey
Skipping duplicate row: [State Abbrev
Skipping duplicate row: [State Abbrev|
Skipping duplicate row: [State Abbrey
Skipping duplicate row: [State Abbrev| "AK", LATA[1] = "832"]

[0]= ", LATA[1] = "832"]

[0] =

[o] =

[0] =

ol
Skipping duplicate row: [State Abbrev]0] = "AK", LATA[1] = "832"]

[0] =

[o] =

[0] =

[0] =

[o] =

[0]=

AK'
"AK", LATA[1] = "832"]
"AK", LATA[1] = "832"]
"AK", LATA[1] = "832"]
"AK", LATA[1] = "832"]

K

Skipping duplicate row: [State Abbrevi0] = "AK", LATA[1] = "832"]
Skipping duplicate row: [State Abbrev| "AK", LATA[1] = "832"]
Skipping duplicate row: [State Abbrev| "AKY, LATA[1] = "832"]
Skipping duplicate row: [State Abbrev0] = "AK", LATA[1] = "832"]
Skipping duplicate row: [State Abbrev| "AK", LATA[1] = "832"]
Skipping duplicate row: [State Abbrev|

"AK, LATA[1] = "832"
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Displaying Route Server Version Information

A

Select About LCR Import from the menu bar to display information about the route
server version you are running, as illustrated in the following image.

- Logoul Documentabon

. . CF m
_ Statws | Rates | DIDRanges | Route Server | Aud Log e
Version Information
Version Humber Eranch Date Time
E3TO GTOGET -dev Crug-dev-lcr-imprt Mo 05, 2015 11:45AM

Route Server Actions

Route Server Lookup

When route server receives a request for least-cost-routes, it does a search to get all
possible routes that matches the "to" and "from" URL prefixes.

NNOS-E> route-server lookup to-url from-url

route-server lookup 9788972990@.com 7818972990@company .com

Carrier Endpoint Mapping
S - 10pct Mup Customer,  gatewayl ANI:7810376550
S - 10pct Mup Customer, gatewayl0 ANI:7819376550

N - 10pct Mup Customer, gateway4

Total routes: 3

Route Server Controlled-Update

The route-server-controlled-update action updates the routing definition database
on the route server.

NNOS-E> route-server-controlled-update <file> [activate-time]
[peer-wait-seconds]

o <file>—A properly-formatted XML file located in the OS-E /cxc directory
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» [activate-time]—The time to update the specified file in the format ss:hh:mm
yyyy-mm-dd

» [peer-wait-seconds]—The time, in seconds, to wait for a peer to respond (Min: 20,
Max: 3600, default; 20

Route Server Controlled Activate

The route-server-controlled activate action activates a new route set.

NNOS-E> route-server-controlled activate [table] [activate-time]
[peer-wait-seconds]

» <table>—The configured route table to activate

» [activate-time]—The time to activate the specified file in the format ss:hh:mm
yyyy-mm-dd

* [peer-wait-seconds]—The time, in seconds, to wait for a peer to respond (Min: 20,
Max: 3600, default: 20

Route Server Controlled Delete-Backup

The route-server-controlled delete-backup command deletes routing XML files
from the backup OS-E.

NNOS-E> route-server-controlled delete-backup <backup-name>

* [backup-name]—The name of the backup file to delete

Route Server Controlled Cancel

The route-server-controlled cancel action cancels an update or activate action.

NNOS-E> route-server-controlled cancel [table] [peer-wait-seconds]

» <table>—The configured route table to cancel

» [peer-wait-seconds]—The time, in seconds, to wait for a peer to respond (Min: 20,
Max: 3600, default: 20

Execute the show route-server-controlled-action-status command to view all route
server updates or activations that have been cancelled.
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Route Server flush

The route-server flush action clears the route server routing table. To repopulate the
route server routing table, access the route server import client and use the Update
LCR Server function to send the latest call rate data to the cluster master.

NNOS-E> route-server flush

Route Server Status

route-server-routing-table
The route-server-table status provider shows the current entries in the route server's
routing definition database. For example,

NNOS-E> show route-server-table

Rate Priority Carrier Data

0.0066 100 N - 10pct Mup Customer Index: 4
Match: 9788961™*
FromMatch:

Outbound: gateway4

MinDuration: 6

Billinglncrement: 30

New ANI: sip:7819376550@.com

New pAssert: sip:7819376550@covergen.com
Effective Start: 00:00:00 Mon 2007-04-25
Effective End: 00:00:00 Fri 2008-04-25

0.0066 100 S - 10pct Mup Customer Index: 6
Match: 978897511*
FromMatch:
Outbound: gatewayl6
MinDuration: 6
Billinglncrement: 60
New ANI: sip:7819376550@.com
Effective Start: 00:00:00 Mon 2007-04-25
Effective End: 00:00:00 Fri 2008-04-25

route-server-controlled-action-status

The route-server-controlled-action-status action displays the status of route server
actions such as route-server-controlled-update, route-server-controlled activate,
and route-server-controlled cancel. For example:

NNOS-E> show route-server-controlled-action-status
box: 1
master: true
state: Inactive
entries: 22
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routes: 75
load-set: policy.xml
tableName: default

route-server-action-status

The route-server-action-status action shows the status of the route-server flush
action. For example,

NNOS-E> show route-server-action-status

status: route-server flush
start: 16:56:21 Mon 2015-11-26
end: 16:56:29 Mon 2015-11-26
entries: 600000
result: Success!

route-server-carriers
The route-server-carriers action displays the carrier name and the total number call
rate entries associated with each carrier in the route server.

NNOS-E> show route-server-carriers

Carrier Total Entries
Alltel 1391220
Comcast 834732
PacBell 695610
Sprint 139122
Tmobile 139122
Verizon 139122
Vonage 139122

Performing Route Server Queries

You can configure the OS-E to perform multiple route server queries. In releases prior
to 3.6.0m5, you could query route servers based, only, on the SIP To URI. You can
now query route server based on the To, From, or Request URI or using a named
variable.

To do this you first must create a route-server-sequence where you configure the
various queries. Then under the session-config > authorization object you select the
sequence you want to link to that session config.
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To configure queries:

1.

2
3
4,
5

6.
7.

Select the Configuration tab and click on the vsp > route-server-config object.

Click Add route-server-sequence.
Specify a name for the route server sequence you are creating. Click Create.
Click Add query.

Specify a name for the query you are creating. Click Create. The query
configuration object appears.

t3 =
Configuration
acmeﬁ/packet

Confi ion elc s

Status Summary  Logout admin

Configuration: all Configure vspl\route-server-configiroute-server-sequence rs_sequencei\query rs_query1

Help _Index
| Configuration | Setup ‘ View |
Set Reset Back Copy Delete
=l cluster
box 1
B wsp * name
default-session-config rs_query1
= description
static-stack-settings P
session-config-pool
dial-plan query X
enterprise type header |¥| (Use the value of the specified SIP header)
accounting
location-service * source Request v
h323-settings
route-server-config expression reqular expression
multimedia-streaming-config
replacement
table default
lockup-type route || (Execute a route lookup )
append merge ™| (Merge existing routes with new ones_)
variable-load none ¥ (Mo variables expected or do not load any that may have been returned.)
variable-mappings Add variable-mappings
variable-ignore-additional false
condition-list Confiqure
abort-on-failure false v
stop-on-success false v

description—Provide a brief description of this query.
qguery—Provide the following criteria for this query:

» type—Specify the source of the query. This can either be a value from the
header or a variable. The default setting is header.

» source—Specify the source of the data to query. When the data type is

header, the source can be either Request, To, or From. When the data type is

variable, enter a string for this value. The default setting is Request.
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10.

11.

12.

13.

14.

» expression—When query type is variable, specify the regular expression to
apply against the source value. The resulting value is what is queried.

» replacement—When query type is variable, specify the value for the OS-E
to use in the route server query that is derived from the expression.

table—Specify the table to use for this query. This is a table configured under the
route-server > table-config object. The default setting is the default table.

lookup-type—Specify the type of route server lookup.
» route—Execute a route lookup.

» variable—Execute a lookup on a named variable only and do not query
routes.

append—Specify how results of multiple queries should be appended.

* merge—Routes from previous route server sequence queries are merged wiht
the current query resulting routes.

» replace—Routes from previous route server sequence queries are replaced
with the current query resulting routes.

variable-load—Specifies whether or not to assign route server variables to
internal named variables.

» none—No variables are expected or, however, if any are returned from the
route server the OS-E does not load them.

» all—Load all variables returned by the route server as-is into session-config
named variables.

» assign—Assign the specified variables returned by the route server into the
specified session named variables.

variable-ignore-additional—Specifies whether or not to ignore any additional
variables that may have been returned. The default setting is false.

abort-on-failure—Specifies the OS-E’s behavior when a query fails. When true,
the OS-E stops querying the route server. The default setting is false.

stop-on-success—Specifies the OS-E’s behavior when a query is successful.
When true, the OS-E stops querying the route server. The default setting is false.
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15. Click Add variable-mappings next to variable-mappings. This object
configures a list of mappings between route server variables returned and
session-config named variables.

& -
Configuration
acmeﬂfacket

Stalus Sunmery  Lovoul admin S S o S U W S S E—
Configuration: all Create vspiroute-server-config\route-server-sequence rs_sequencel\query rs_queryiivariable-

mappings - Step 1 of 1: Edit variable-mappings Help Index

|C0nﬁgural\on| Setup ‘ View |

Please provide some basic information for variable-mappings. Then press "Create”.

B cluster
box 1

* route-server-variable
B vsp

default-session-config . . )

tls session-named-variable
static-stack-settings

session-config-pool

dial-plan Create ‘ Reset ‘ Cancel ‘
enterprise

16. route-server-variable—Specify a variable name returned by the route server.

17. session-named-variable—Specify the session-config named variable to which
you want to assign the route server variable.

18. Click Create. You are returned to the query object.

19. Click Configure next to condition-list. This object defines the conditions requred
for the OS-E to execute a query.

* 2
Configuration
acme /¢ packet
Staus Summar  Looout sdnin L S S
Configuration: all Configure vspliroute-server-configiroute-server-seq rs_! T\query rs_query1
\condition-list Help Index
‘ Configuration | Setup ‘ View ‘
Set Reset Back Delete
= cluster
box 1
B vsp operation AND '+
default-session-config
tis mode
static-stack-settings evaluate * | (The Net-Net OS-E runs the conditions to determine whether to apply
session-config-pool session configuration settings.)
dial-plan
enterprise sip Add sip ndition
accounting condition
location-service . .
h323-settings from-uri-condition Add from-uri-condition
route-senver-config
multimedia-streaming-config to-uri-condition Add to-uri-condition

request-uri-condition  Add request-uri-condition

from-server- Add from-server-condition
condition
date-time-condition Add date-time-condition

user-group-condition  Add user-group-condition

named-variable- Add named-ariable-condition
condition
action-condition none ¥/ (not an action)
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20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

operation—Specifies the decision operation to use (AND/OR) should a condition
match occur in the SIP call session.

When the AND operation is selected, all conditions must match for this query to
be executed. If the OR operation is selected, a single condition match is sufficient
for a query to be executed.

mode—Sets how the OS-E applies the condition list. When set to evaluate, the
OS-E runs the conditions to determine whether or not to apply the session
configuration settings. When set to always-true, the OS-E applies the session
configuration settings, no conditions need to be configured.

sip-message-condition—See SIP Message Condition Options in the Oracle
Communications OS-E Obijects and Properties Reference Guide.

from-uri-condition—See From, To, and Request URI Condition Options in the
Oracle Communications OS-E Objects and Properties Reference Guide.

to-uri-condition—See From, To, and Request URI Condition Options in the
Oracle Communications OS-E Objects and Properties Reference Guide.

request-uri-condition—See From, To, and Request URI Condition Options in
the Oracle Communications OS-E Objects and Properties Reference Guide.

from-server-condition—Specifies the criteria against which the SIP server that
sent the SIP message is compared to match this policy rule.

date-time-condition—See Date and Time Condition Options in the Oracle
Communications OS-E Obijects and Properties Reference Guide.

user-group-condition—Specifies the user group names in the To: and From:
fields to match in this policy rule. The match indicates that the SIP message caller
(From:) and the recipient (To:) are members of the specified group.

named-variable-condition—Specifies the named variable to match this policy
rule.

action-condition—Specifies whether the configured rule is applied to normal SIP
traffic or to a specific action. Select none to apply the rule to SIP traffic or select
either: none, call-control, presence-subscribe, or presence-end-subscription.

Click Set. Update and save the configuration.

Once you have configured your queries under the route-server-sequence object, you
must link them to a session config.
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To link a sequence to a session config:

1. Select the Configuration tab and click the vsp object.

2. Click either the default-session-config or session-config-pool > entry object.
3. Click the authorization object.
4

sequence—Select the configured route-server-sequence you want to link to this

session config. If you have not configured a route-server-sequence, click Create
next to the sequence property.

5. Click Set. Update and save the configuration.

Three status providers have been created that allow you to view information regarding
multi-stage routing.

The show route-server-table-config action displays information regarding tables
configured under the route-server > table-config object.

NNOS-E>show route-server-table-config

name filename description routes
default routes.xml My default routes 1000

lerg6 lerg6.xml Telecordia exchanges 300000

Field Description

name Name of the tagged table.

filename Name of the table’s associated route file.
description Description of the table.

routes Number of routes associated with the table.

The show route-server-sequence action displays information regarding sequences
configured under the route-server-sequence object.

NNOS-E>show route-server-sequences

name description hits
Covergence  Use Covergence specific queries 888
Acme Use Acme specific queries 1

Field Description

name Name of the route server sequence.
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Field Description
description Description of the route server sequence.
routes Number of times the sequence was referenced.

The show route-server-query action displays information regarding queries
configured under the route-server-sequence object.

NNOS-E>show route-server-queries

sequence query type description hits
Covergence cgnLERG variable query the calling number OCN/LATA 10
Covergence cdnLERG variable query the called number OCN/LATA 10
Covergence interLATA route query inter-LATA routes 6
Covergence intralATA route query intra-LATA routes 4

Field Description

sequence Name of the route server sequence.

query Name of the route server query.

type Type of query. This can be either route or variable.

description Description of the route server query.

hits Number of times the query was referenced.

Viewing This Document

This document is Chapter 12 of the Net-Net OS-E — Session Services Configuration
Guide.

You can view this chapter (LCR.pdf) by selecting Help from the route server menu
bar from any screen. This launches Adobe Acrobat (if installed on your PC) or Adobe
Reader (available with most PCs today). Go to www.adobe.com if you need the free
Adobe Reader download.
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Chapter 10. Admission Control

About This Chapter

This chapter covers OS-E admission control for SIP INVITE, SIP REGISTER, and
TLS sessions. Admission control allows you to limit calls to the OS-E that might
otherwise heavily consume OS-E memory and storage resources.

For detailed descriptions of the configuration properties covered in this chapter, refer
to the Oracle Communications OS-E Obijects and Properties Reference Guide.

Call Admission Control

OS-E call admission control (CAC) allows you to control or limit the number of calls
to and from various SIP devices. Call admission control, which only applies to SIP
INVITE traffic, operates at the following levels:

» VSP (operating on all calls to the OS-E system.)
e SIP gateways (carrier and enterprise)

e Trunk groups

e Calling groups

* User agents (location)

Call admission control prevents malfunctioning or improperly-configured devices
from consuming critical resources that impact the performance of the OS-E system.
Call routing loops, for example, can be prevented with call admission control since it
is not always possible for the OS-E to detect certain types of loops (per RFC 3261)
when the next-hop device is a back-to-back user agent (B2BUA).
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VSP Control

By default, VSP call admission control is disabled. When enabled, you can limit the
total number of calls that can be processed by the OS-E at any time. Use the
call-admission-control property to enable or disable call admission control.

CLI Session

config> config vsp admission-control
config admission-control> set call-admission-control enabled

Call control limits are optimized for the specific platform on which you are running
the OS-E with a default setting of automatic. You can display the automatic values
with the show automatic-settings status provider.

NNOS-E> show automatic-settings

name value
cac-max-calls 7500
cac-max-calls-in-setup 1500
cac-max-number-of-tls 3000
cac-max-tls-in-setup 425
cac-min-calls-in-setup 10
max-number-of-sessions 7500
max-routes 1048576
stack-socket-event-threads-max 4
stack-socket-threads-max 4
stack-worker-threads 4

The current settings can be viewed with the show call-admission-control command.

NNOS-E> show call-admission-control

name: default
call-admission-control: disabled
max-calls: 7500
max-calls-in-setup: 1500
min-calls-in-setup: 10
calls-in-setup-dynamic-threshold: 1500
cpu-monitor-span: 20 seconds
cpu-monitor-interval: 10 seconds
average-sip-cpu: 0 %
calls-high-cpu-threshold: 90 %
calls-low-cpu-threshold: 50 %
current-calls:
current-calls-in-setup:
most-calls:
most-cal ls-in-setup:

[cNeoNoNe)
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max-cal ls-dropped: O

max-cal Is-dropped-last-logging:

max-cal ls-in-setup-dropped-this-interval:
max-cal ls-in-setup-dropped-last-interval:
max-cal Is-in-setup-dropped:

[eNeNe)

Limiting Based On Calls

The following VSP admission-control settings restrict the number of calls that can be
processed by the VSP.

e cac-max-calls—The maximum number of allowed concurrent calls.

e cac-max-calls-in-setup—The maximum number of allowed calls in the setup
stage.

Limiting Based On CPU

The following V'SP settings calculate a dynamic threshold so that the OS-E rejects
calls based on the CPU usage. The initial dynamic threshold value is the
cac-max-calls-in-setup setting.

e cpu-monitor-span—The number of seconds over which the OS-E calculates the
total system CPU average. At the end of the span, the average value is compared
to the call CPU thresholds to determine whether to modify the dynamic threshold.
The longer the span, the fewer the changes to the thresholds. A shorter span will
result in reaction to brief CPU activity spikes.

e cpu-monitor-interval—The frequency in seconds over which the OS-E
calculates the total system CPU average for the last span.

» calls-high-cpu-threshold—When this threshold is reached, the dynamic
threshold value decreases by 10% but never goes below the
cac-min-calls-in-setup setting.

» calls-low-cpu-threshold—When this threshold is reached, the dynamic threshold
value increases by 16% if the average CPU is less than the low threshold and by
4% if the less than the high threshold.

» cac-min-calls-in-setup—This lowest possible value of the dynamic threshold.

» call-response-code-at-threshold—The response code sent when a request was
rejected because the dynamic threshold was reached.

» call-response-string-at-threshold—The response string sent when a request was
rejected because the dynamic threshold was reached.
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Server Control
You can configure the OS-E to perform call admission control under the following
server objects:
» vsp/enterprise/servers/sip-gateway name/server-pool/server name
e vsp/carriers/carrier/gateway name
e vsp/carriers/carrier/gateway name/trunk-group name
» vsp/calling-group/group name
Each of these server objects can be set to limit inbound or outbound calls based on
absolute values or estimated bandwidth. The OS-E currently keeps track of inbound

and outbound calls using the same counters, so inbound calls may affect emission
control and the reverse.

You can enable or disable admission (inbound) or emission (outbound) calls with the
respective server object properties. You can view the current settings with the
following commands:

» show sip-server-cac
» show gateway-cac
* show trunk-cac

» show calling-group-cac

Limiting Based On Calls

The following settings restrict the amount of calls that can be sent or received from a
server.

* max-number-of-concurrent—The maximum number of allowed concurrent
calls.

* max-calls-in-setup—The maximum number of allowed calls in the setup stage.

» call-rate-limiting (secondary)—The number of calls allowed during a given
period of time. For example, if the calls-per-interval setting is 60 and the
smoothing-interval setting is 1, the OS-E allows 60 calls/second. Once that limit is
reached, the OS-E attempts to hunt for another server. If no servers are found, the
OS-E rejects the call with the specified result-code and result-string.

— calls-per-interval—The maximum number of calls allowed in this period.
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— smoothing-interval—The period when the OS-E allows a burst of calls
without rejection.

— result-code—The response code sent when a request is rejected.

— result-string—The response string sent when a request is rejected.

Limiting Based On Bandwidth

The following setting restricts the bandwidth to and from a server. The bandwidth is
an estimate based on the CODEC negotiated in the SDP. You can view the estimated
CODEC bandwidth with the show codec-info status command.

* max-bandwidth—The maximum bandwidth that can handled by this server.
When set to unlimited (default), the bandwidth is limited only by the physical
links or processing engine.

User-Agent Control

You can configure the OS-E to perform call admission control for individual
User-Agents (UASs). These settings are found under the session-config/
location-call-admission-control configuration object.

When a UA first registers, the values are copied to the location-cache entry. The
session configuration can be from either the default-session-config or any
session-config entry pools that are associated with this UA during the registration
process. You can view the current setting with the show location-cache-cac status
command.

* max-number-of-concurrent—The maximum number of allowed concurrent
calls.

* max-calls-in-setup—The maximum number of allowed calls in the setup stage.

o call-rate-limiting—The number of calls allowed in a certain period of time. For
example, if the calls-per-interval setting is 60 and the smoothing-interval setting
is 1, the OS-E allows 60 calls/second. Once that limit is reached, the OS-E
attempts to hunt for another server. If no servers are found, the OS-E rejects the
call with the specified result-code and result-string.

— calls-per-interval—The maximum number of calls allowed in this period.

— smoothing-interval—The period for which we allow a burst of calls without
rejecting.
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— result-code—The response code sent when a request is rejected.

— result-string—The response string sent when a request is rejected.

Limiting Based On Bandwidth

The following setting restricts the bandwidth to and from a UA. The bandwidth is an
estimate based on the CODEC negotiated in the SDP. You can view the estimated
CODEC bandwidth with the show codec-info status command.

*  max-bandwidth—The maximum bandwidth that can handled by this UA. When
set to unlimited (default), the bandwidth is limited only by the physical links or
processing engine.

Using the Session-Config Override

The OS-E call-admission-control feature is bypassed when the emergency-settings
feature in the session-config is enabled. This allows the administrator to associate this
session-config to a an emergency dial-plan (for example 911) or to dynamically load it
on the session using RADIUS or WSDL when placing a call. These calls still count
towards future CAC checks but would not be rejected.

Registration Admission Control

The OS-E registration admission control feature allows you to control or limit the
amount of registration to a server. Registration admission control, which applies to
SIP REGISTERS, operates at the following levels:

» VSP (operating on all calls to the OS-E system)
»  SIP gateways (enterprise)

Registration admission control, when enabled, prevents the OS-E and/or the server
from accepting more registrations than it can possibly process.

Oracle Communications Application Session Cont