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Preface

Intended Audience

Welcome to Release 12.2 of the Oracle Human Resources Management Systems Configuring,
Reporting, and System Administration Guide.

This guide assumes you have a working knowledge of the following;:

e The principles and customary practices of your business area.

e QOracle HRMS.

If you have never used Oracle HRMS, Oracle suggests you attend one or more of
the Oracle HRMS training classes available through Oracle University

®  Oracle Self-Service Web Applications.

* The Oracle Applications graphical user interface.
To learn more about the Oracle Applications graphical user interface, read the

Oracle E-Business Suite User’s Guide.

See Related Information Sources on page xiv for more Oracle E-Business Suite product
information.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For

xiii
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information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.
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xiv

Oracle HRMS shares business and setup information with other Oracle Applications
products. Therefore, you may want to refer to other user guides when you set up and
use Oracle HRMS.

You can read the guides online by choosing Library from the expandable menu on your
HTML help window, by reading from the Oracle Applications Document Library CD
included in your media pack, or by using a Web browser with a URL that your system
administrator provides.

If you require printed guides, you can purchase them from the Oracle store at
http://oraclestore.oracle.com.

Guides Related to All Products

Oracle E-Business Suite User's Guide

This guide explains how to navigate, enter data, query, and run reports using the user
interface (UI) of Oracle E-Business Suite. This guide also includes information on setting
user profiles, as well as running and reviewing concurrent requests.

Oracle Application Framework Personalization Guide

This guide covers the design-time and run-time aspects of personalizing applications
built with Oracle Application Framework.

Guides Related to This Product

Oracle Human Resources Management Systems Enterprise and Workforce
Management Guide

Learn how to use Oracle HRMS to represent your enterprise. This includes setting up
your organization hierarchy, recording details about jobs and positions within your
enterprise, defining person types to represent your workforce, and also how to manage
your budgets and costs.

Oracle Human Resources Management Systems Workforce Sourcing, Deployment, and
Talent Management Guide

Learn how to use Oracle HRMS to represent your workforce. This includes recruiting
new workers, developing their careers, managing contingent workers, and reporting on



your workforce.

Oracle Human Resources Management Systems Payroll Processing Management Guide

Learn about wage attachments, taxes and social insurance, the payroll run, and other
processes.

Oracle Human Resources Management Systems Compensation and Benefits
Management Guide

Learn how to use Oracle HRMS to manage your total compensation package. For
example, read how to administer salaries and benefits, set up automated grade/step
progression, and allocate salary budgets. You can also learn about setting up earnings
and deductions for payroll processing, managing leave and absences, and reporting on
compensation across your enterprise.

Oracle Human Resources Management Systems Configuring, Reporting, and System
Administration Guide

Learn about extending and configuring Oracle HRMS, managing security, auditing,
information access, and letter generation.

Oracle Human Resources Management Systems Implementation Guide

Learn about the setup procedures you need to carry out in order to implement Oracle
HRMS successfully in your enterprise.

Oracle Human Resources Management Systems FastFormula User Guide

Learn about the different uses of Oracle FastFormula, and understand the rules and
techniques you should employ when defining and amending formulas for use with
Oracle applications.

Oracle Self-Service Human Resources Deploy Self-Service Capability Guide

Set up and use self-service human resources (SSHR) functions for managers, HR
Professionals, and employees.

Oracle Performance Management Implementation and User Guide

Learn how to set up and use performance management functions. This includes setting
objectives, defining performance management plans, managing appraisals, and
administering questionnaires.

Oracle Succession Planning Implementation and User Guide

Learn how to set up and use Succession Planning functions. This includes identifying
succession-planning requirements, using talent profile, suitability analyzer, and
performance matrices.

Oracle Human Resources Management Systems Deploy Strategic Reporting (HRMSi)

Implement and administer Oracle Human Resources Management Systems Intelligence
(HRMSi) in your environment.

Oracle Human Resources Management Systems Strategic Reporting (HRMSi) User
Guide
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Learn about the workforce intelligence Discoverer workbooks.

Oracle Human Resources Management Systems Approvals Management
Implementation Guide

Use Oracle Approvals Management (AME) to define the approval rules that determine
the approval processes for Oracle applications.

Oracle Human Resources Management Systems Window Navigation and Reports
Guide

This guide lists the default navigation paths for all windows and the default reports and
processes as they are supplied in Oracle HRMS.

Oracle iRecruitment Implementation and User Guide

Set up and use Oracle iRecruitment to manage all of your enterprise's recruitment
needs.

Oracle Learning Management User Guide

Use Oracle Learning Management to accomplish your online and offline learning goals.

Oracle Learning Management Implementation Guide

Implement Oracle Learning Management to accommodate your specific business
practices.

Oracle Time and Labor Implementation and User Guide

Learn how to capture work patterns, such as shift hours, so that this information can be
used by other applications, such as General Ledger.

Oracle Labor Distribution User Guide

Learn how to maintain employee labor distribution schedules, distribute pay amounts,
encumber (commit) labor expenses, distribute labor costs, adjust posted labor
distribution, route distribution adjustment for approval, and manage error recovery
processes. You also learn how to set up effort reporting for Office of Management and
Budget (OMB) compliance.

Other Implementation Documentation

Oracle E-Business Suite Maintenance Guide

This guide contains information about the strategies, tasks, and troubleshooting
activities that can be used to help ensure an Oracle E-Business Suite system keeps
running smoothly, together with a comprehensive description of the relevant tools and
utilities. It also describes how to patch a system, with recommendations for optimizing
typical patching operations and reducing downtime.

Oracle E-Business Suite Security Guide

This guide contains information on a comprehensive range of security-related topics,
including access control, user management, function security, data security, and
auditing. It also describes how Oracle E-Business Suite can be integrated into a single
sign-on environment.



Oracle E-Business Suite Setup Guide

This guide contains information on system configuration tasks that are carried out
either after installation or whenever there is a significant change to the system. The
activities described include defining concurrent programs and managers, enabling
Oracle Applications Manager features, and setting up printers and online help.

Oracle E-Business Suite Flexfields Guide

This guide provides flexfields planning, setup, and reference information for the Oracle
E-Business Suite implementation team, as well as for users responsible for the ongoing
maintenance of Oracle E-Business Suite product data. This guide also provides
information on creating custom reports on flexfields data.

Oracle eTechnical Reference Manuals

Each eTechnical Reference Manual (€TRM) contains database diagrams and a detailed
description of database tables, forms, reports, and programs for a specific Oracle
Applications product. This information helps you convert data from your existing
applications, integrate Oracle Applications data with non-Oracle applications, and write
custom reports for Oracle Applications products. Oracle eTRM is available on My
Oracle Support.

Integration Repository

The Oracle Integration Repository is a compilation of information about the service
endpoints exposed by the Oracle E-Business Suite of applications. It provides a
complete catalog of Oracle E-Business Suite's business service interfaces. The tool lets
users easily discover and deploy the appropriate business service interface for
integration with any system, application, or business partner.

The Oracle Integration Repository is shipped as part of the E-Business Suite. As your
instance is patched, the repository is automatically updated with content appropriate
for the precise revisions of interfaces in your environment.

You can navigate to the Oracle Integration Repository through Oracle E-Business Suite
Integrated SOA Gateway.

Do Not Use Database Tools to Modify Oracle E-Business Suite Data

Oracle STRONGLY RECOMMENDS that you never use SQL*Plus, Oracle Data
Browser, database triggers, or any other tool to modify Oracle E-Business Suite data
unless otherwise instructed.

Oracle provides powerful tools you can use to create, store, change, retrieve, and
maintain information in an Oracle database. But if you use Oracle tools such as
SQL*Plus to modify Oracle E-Business Suite data, you risk destroying the integrity of
your data and you lose the ability to audit changes to your data.

Because Oracle E-Business Suite tables are interrelated, any change you make using an
Oracle E-Business Suite form can update many tables at once. But when you modify
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Oracle E-Business Suite data using anything other than Oracle E-Business Suite, you
may change a row in one table without making corresponding changes in related tables.
If your tables get out of synchronization with each other, you risk retrieving erroneous
information and you risk unpredictable results throughout Oracle E-Business Suite.

When you use Oracle E-Business Suite to modify your data, Oracle E-Business Suite
automatically checks that your changes are valid. Oracle E-Business Suite also keeps
track of who changes information. If you enter information into database tables using
database tools, you may store invalid information. You also lose the ability to track who
has changed your information because SQL*Plus and other database tools do not keep a
record of changes.
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Security Rules

Security Overview

Defining which records and information users can access is fundamental to HRMS
security.

As part of your implementation plan, you identify who will use Oracle HRMS, what
information they require, and how they use it. You can control a user's access to
database elements such as records, fields, forms, and functions, and you can also
control a user's access to other user records and data.

All Oracle Applications users access the system through a responsibility that is linked to
a security group and a security profile. The responsibility is the primary means of
defining security. The security group determines which business group the user can
access. The security profile determines which records (related to organizations,
positions and payrolls) the user can access within the business group. For example, you
can restrict a manager's security permissions so that the manager can only access the
person records for those employees and workers within a supervisor hierarchy. This
restriction enables secure, reliable data access and ensures that only people with the
correct permissions can access personal data.

See: Responsibilities, page 1-136

Security and Business Groups

In general, a user can only view the records for one business group at a time. However,
depending on the value of the HR:Cross Business Group Profile option, you can view
specific information across business groups. See: User Profiles, page 1-63

See also: Single and Multiple Business Groups, Oracle HRMS Enterprise and Workforce
Management Guide

Within a business group you can control:

e Who the user can access, using security profiles. You can restrict access by:
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® organization hierarchy

® position hierarchy

® supervisor hierarchy

¢ payroll

® supervisor assignment

You can also restrict access to specific person types, for example, employees,

applicants, contingent workers, and, if you are using iRecruitment, candidates.

You can also create your own custom restrictions and combine them with the
standard restrictions.

Note: You can configure the above security restrictions to be
user-based. The application evaluates the security permissions
dynamically for the user currently logged on to the system.
User-based security profiles can be used by multiple employees
which reduces set-up and administration tasks.

*  What the user can access. You control user access to specific functions using
function security. You attach functions to menus which you then attach to
responsibilities. By linking the functions to responsibilities, you can restrict which
users can access particular functions, and on which menus the functions appear. By
modifying the function parameter information, you can define how the function
operates and processes information.

See: Menus, page 1-138
See: Defining Menu Functions, page 1-143

Key Concepts

For more detailed information on security concepts, see:

® Security Models, page 1-6
® Security Profiles, page 1-31
* Responsibilities, page 1-136

® Security Processes, page 1-17
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Security Rules

You can set up and maintain security of access for different classes of users. Once you
have identified who will use Oracle HRMS, what information they require, and how
they will use it, you can group together users with similar requirements and give them
the same view of the system.

AuditTrail is an Oracle HRMS system administration task which enables you to track
and record changes to your data.

In what ways can you use security of access for different users?

You can set up menus using structures and names that make sense to the users. You can
also restrict the data users can view and edit in certain windows, so they only see what
they need to see.

This provides security for your data and an efficient interface designed for your users'
needs.

How does Oracle HRMS allow data restriction for display in a window?

If you want different users to view the same window for different purposes, you can
restrict their views in different ways. For example, you can:

e Limit access to list of values for faster data entry

* Limit access to certain types of information

For example, you might create a configured version of the View Element Entry
History for Employee form that does not display the earnings elements
representing salary, bonus and commission. Most users' menus would only give
them access to this configured version of the form. Those authorized to view salary,
bonus and commission figures can have a menu function defined to allow access to
the standard version of the form.

How does Oracle HRMS enable users to view multiple business groups?

Oracle HRMS is installed with two security models, each enabling you to set up security
for an enterprise which uses multiple business groups. Using either model you can only
view records for one business group at any one time, except in cases where the HR:Cross
Business Group user profile allows access to specific fields across all business groups.
See: User Profiles, page 1-63.

The difference between the models is as follows:

* Using Standard HRMS Security you can only link one business group to one
responsibility. You must set up different responsibilities for each business group.
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* Using Security Groups Enabled Security you can set up more than one business
group for a single responsibility. However, you still only view records for one
business group at a time.

What does AuditTrail provide?

AuditTrail provides a flexible approach to tracking the changes to your data. It enables
you to keep a history of changes to your important data: what changed, who changed it,
and when. With AuditTrail, you can easily determine how any data row or element
obtained its current value. You can track information on most types of fields, including
character, number and date fields.

Can you link windows together?

Yes. Oracle recognizes that to complete many tasks, you need to use more than one
window. You can link these windows together in a task flow so that you can choose a
button to bring up each window in turn without returning to the menu.
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Security in Oracle HRMS

Key Concepts

The following definitions describe the key concepts in Oracle HRMS security.

Menu Structures

Using menu structures, you can limit the functions a user can access. You can also restrict
access to information types by choosing which information types a user can view.

You can also create multiple versions of the same form, each one used for just one task.
This approach restricts the list of values on certain fields and therefore provides for
faster data entry. It also enables you to limit access to certain types of information.

Reporting Access

You can set up access restrictions for employees who never use the product's windows
and do not change database information, but do access the database.

Request Groups

You can specify which processes and reports a reporting user can run by setting up
request groups. Within the request group, you use security profiles to restrict the records
accessed by the reporting user, who may run reports against the system without having
online access through the system's forms.

Responsibility

The responsibility is your primary means of defining security. Business groups, menu
structures, task flows, and information types are linked to a responsibility.

Security Groups

Security groupsare a method of partitioning data. If you are using the Security Groups
Enabled security model, you can manage information for multiple business groups
using one responsibility. This is particularly useful if you are a Service Center. Security
Groups Enabled security is also useful for organizations using Oracle Self Service HR
and organizations with employees that must access and manage records from different
business groups.

Security Models
The two security models, Standard HRMS Security (Security Groups Disabled) and

Security Rules 1-5



Security Groups Enabled security (formerly called Cross Business Group Responsibility
Security), both control security by restricting who and what the user can see. What
differs is how you set up security, menus and how users log in. For more detailed
information about each of the security models, see Security Models, page 1-6.

Security Processes

System security processes enable you to:

e Grant permissions to a new reporting user.

e Maintain the lists of organizations, positions, payrolls, employees and applicants
that security profile holders can access.

* Set up and update your system to use the Security Groups Enabled security model.

Security Profiles

User Profiles

By defining security profiles, you can control access to records of employees at or above a
certainlevel in an organization. For example, you can give a department's administrator
access to all department employee records except those of the manager and assistant
manager.

A user profile is a set of changeable options that affects the way your application runs.
You can set user profile options at site level, application level, responsibility level and
user level.

You can restrict access to query-only for all or a selection of your HR and Payroll forms
using a user profile option and the parameter QUERY_ONLY=YES at form function
level.

Security Models

Oracle HRMS provides two different security models which enable you to set up
security specifically for your enterprise: Standard HRMS security and Security Groups
Enabled security (formerly called Cross Business Group Responsibility Security).

Note: If you want to set up security for employees who can access the
database, but do not change database information, see: Reporting
Access, page 1-17 and Setting Up Reporting Users, page 1-26.

A further option exists which enables users to simultaneously view
selected fields from all business groups in your organization regardless
of the security model. For more information see HR: Cross Business
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Group Profile option, page 1-63.

Standard Security Model

Standard HRMS security restricts access to your enterprise's records and data. To set up
Standard HRMS Security, you first create responsibilities and then define the windows,
menus items, workflows, data and records the user can access. The System
Administrator then assigns users to as many of these responsibilities as is required to
complete their business tasks.

If you are using Standard HRMS Security, you must ensure that the Enable Multiple
Security Groups profile option is set to the default value No. You must then create a
security profile for each distinct security grouping of employees your enterprise
requires.

You then create a responsibility for each user type you require, for example HR
Manager, Branch Manager and Salesperson, and link the security profile and
responsibility to a business group. These three elements create a security grouping to
which you assign employees.
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Assigning Users to a Responsibility, Security Profile, and Business Group

ﬁ Security Profile

Responsibility

Business Group

Note: Each security grouping you create restricts access to the business
group to which the security profile and responsibility are assigned.

By assigning users to the security grouping, you grant them access to the records,
menus and data defined in the security profile and responsibility. You can add further
users to this security component, but you cannot re-use the security profile and
responsibility within another business group.

Your enterprise can also set up request groups to restrict user access to reports and
processes. The request group is associated with a security profile which defines the data
a user can view, and is then assigned to a responsibility. It is also possible to set up
reporting only request groups for users who access the database, but who are not
permitted to change any of the records within the system.

For more information, see Setting up Standard Security, page 1-19.

Access to Multiple Business Groups using Standard Security

In Standard HRMS Security, you can grant users access to more than one business
group within your enterprise. To do this, you must create security profiles and
responsibilities and assign them to each additional business group. If a user's
responsibility is assigned to more than one business group, they will not be able to view
data from more than one business group at any time.
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Note: The HR: Cross Business Group Profile option enables users to
view some limited information across all business groups within an
enterprise. For more information, see HR: Cross Business Group Profile

option, page 1-63.

Standard HRMS Security (Security Groups Disabled) is commonly used in
organizations which operate within a single legislation and a single business group.

Important: After setting up Standard HRMS Security, you can switch to
the Security Groups Enabled security model. You cannot, however, to
revert back to Standard HRMS Security after this change has been

made.

The Completed Standard HRMS Security Model
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Security Groups Enabled Model

The main difference between the two security models is that the Security Groups
Enabled model enables your enterprise to share security profiles and responsibilities
between users and business groups. This reduces the set up time, and also increases the
flexibility of this security model. The key to re-usability is the relationship between the
security elements and the users that you create during the set up process.

Important: Once you have set up Security Groups Enabled security,
you cannot revert to Standard HRMS Security.

Access to Multiple Security Groups using Security Groups Enabled Model

The Security Groups Enabled security model enables you to assign a single
responsibility to more than one business group, and hence enable users to access
records from numerous business groups, although users cannot view information from
different business groups simultaneously.

To set up Security Groups Enabled security, you set the Enable Security Groups Profile
option to Yes, and run the Enable Multiple Security Groups process. These steps in
combination create a Security Group which has the same name as the business group
from which it was created. For more information, see Security Groups, page 1-14.

Note: To make the administration of your security setup easy to
maintain, it is recommended that you leave the names of the Security
Groups the same as your business groups.

Like Standard HRMS Security, your enterprise must create Security Profiles for each
distinct security grouping within your enterprise. Security Profiles function slightly
differently in the Security Groups Enabled model than they do in Standard HRMS
security. Rather than one security profile being assigned to one responsibility, Security
Groups Enabled security enables your enterprise to assign numerous security profiles to
a responsibility. For example, an HR Manager and an Assistant HR Manager may be
able to access the same menus and windows, but may be able to view different data.
The following example illustrates the benefits of this function.
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Assigning Multiple Security Profiles to a Responsibility

HR HR hl!anager
Manager Security Profile

HR Manager

Responsibility

Asst. HR
Asst. HR Manager
Manager Security Profile

Note: The limitation of this is that a user can only be assigned one
Security Profile per responsibility.

The functionality of responsibilities is also enhanced in the Security Groups Enabled
security model. Increasingly, users require access to the records in more than one
business group. To accomplish this, you can assign a responsibility to multiple business
groups when you use Security Groups Enabled. The records, forms and type of data a
user can access will be the same in each of the business groups to which they have
access.

Note: When a responsibility is assigned to more than one business
group, the user can only view records from one business group at any
time.

The ability to assign one responsibility to multiple business groups makes the set up of
security quicker and more efficient.

Note: The HR: Cross Business Group Profile Option enables users to
view some information across all business groups within an enterprise.
For more information, see HR: Cross Business Group Profile option,
page 1-63.
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Assigning a Responsibility to Multiple Security Groups

Assigning a Responsibility to Multiple . N
Security Groups

UK HR
Security Group

N~ &
N

HR Manager HR Manager US HR Security
Security Profile Responsibility Group

|
—

Canada HR
Security Group

N

As with Standard HRMS Security, you can set up a request group to restrict user access
to reports and processes. The request group is associated with a responsibility which
defines the data a user can view. It is also possible to set up reporting only request
groups for users who access the database, but who are not permitted to change any of
the records within the system.

Once your enterprise has defined the security profiles and responsibilities, you must
assign them to the relevant security groups. The final stage is to assign users to this
group of information. The example below illustrates how the final security set up may
look within your enterprise.

For more information see Setting Up Security Groups Enabled Security, page 1-21.
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The Completed Security Groups Enabled Model
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Three distinct enterprise types can benefit from the functionality offered by the Security
Groups Enabled model; Service Centers, Multinationals and SSHR enterprises. Of
course, the simplified set up and maintenance is of benefit to any enterprise.

Typically, Service Centers create a new business group for each customer they serve.
Furthermore, Service Centers only require one responsibility and security profile to
enable users to access and change data within the system. As the Security Groups
Enabled model enables sharing of security profiles and responsibilities, the security set
up process for Service Centers becomes quicker and more efficient.

In the case of Multinational enterprises, it is common to create a business group for each
country in which the enterprise operates, and for each legislation the enterprise uses.
Using the Security Groups Enabled model enables users to share records and data
across business groups and countries.

For enterprises that use SSHR within a global implementation, the advantages of using
Security Groups Enabled include quicker set up and easier maintenance. An additional
benefit is that transferring employees or employee information between business
groups is simplified.
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Security Groups (Security Groups Enabled Model Only)

When you use the Security Groups Enabled security model (formerly called Cross
Business Group Responsibility security), a security group is automatically created for
each business group when you run the Enable Multiple Security Group Process.
Because security groups are tied to business groups by set up, partitioning data using
this method is the same as partitioning data by business group. See: Setting Up Security
Groups Enabled security, page 1-21.

Important: Security groups are only used if you have set up your
enterprise using the Security Groups Enabled security model.

Security groups are the key component in Security Groups Enabled security. They
enable you to set up one responsibility and link this to a number of different business
groups.

Before you can start using this security model you ensure that HRMS is set up to use
security groups. To do this you set the Enable Security Groups profile option to Yes and
run the Enable Multiple Security Group process.

Important: You can change from Standard HRMS security to Security
Groups Enabled security, however, you cannot switch from Security
Groups Enabled security back to Standard HRMS security. See:
Updating the Security Model, page 1-21.

Once you have set up your enterprise to use security groups, Oracle HRMS
automatically creates a security group when you set up a business group. The security
group has the same name as the business group. For example, if you create a business
group called UK Headquarters, Oracle HRMS automatically creates a security group
called UK Headquarters. The Setup Business Group, however, uses the predefined
security group Standard.

Note: If you change the name of your business group, the security
group name is not updated. To make the maintenance of your security
setup easier, Oracle recommends that you leave the names of the
security groups the same as the business groups from which they are
created.

Using the Assign Security Profile window you link the user, responsibility and business
group to a security profile. By entering a business group you are automatically linking
the responsibility to the security group.

You then log on using the responsibility and security group pairing. As security groups
are automatically linked to a business group, you can then view and manage the
records for that business group.
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When you log on, Oracle HRMS displays all the pairings you have created between
business groups and responsibilities. You could have the same responsibility listed
twice with different security groups and therefore business groups. By looking at the
security group you can select the correct responsibility for the business group you want
to access.

To ensure the integrity of your business data, you can only view records for one
business group at any time. To view records from a different business group you must
switch to an alternative responsibility and business group pairing.

Important: Security groups are automatically created for you when you
use Oracle HRMS. Do not use the System Administrator's Security
Groups window to add security groups as these will not be linked to
your business groups.

End-Dating Unwanted Responsibilities

Example

When you first enable security groups and run the Enable Multiple Security Groups
concurrent process, the process creates two sets of records for existing
user/responsibility pairs:

* For each responsibility connected to a user it creates a record linking the user, the
responsibility and the Standard security group.

* For each HRMSresponsibility connected to a user it creates a record linking the
user, the responsibility, the security group associated with the business group, and
the security profile.

If you are updating from Standard security, there may be many such records. For each
existing user responsibility with a security group value of 'Standard’, you need to
decide whether or not the user requires access to the responsibility. Users who may
need to update global lookup codes need access to the Standard security group.

In most cases, users will not require access to the Standard security group. In this case,
enter an end date to remove access to the responsibility. This reduces the number of
responsibilities the user sees on logging in, and prevents users from accidentally
entering data into the wrong business group.

Note: By default, the Standard security group is associated with the
Setup business group.

If your user is set up with a responsibility called HRMS Manager you could link this to:

e UK Headquarters (business group)

Security Rules 1-15



® Scotland Operations (Security Profile)
Using the same responsibility (HRMS Manager), you could also link to a different
business group:

* (Canadian Headquarters (business group)
¢ Vancouver Operations (Security Profile)
Therefore, you only need to set up one responsibility (HRMS Manager) but you can

enable two business groups (UK Headquarters and Canadian Headquarters).

When the business group UK Headquarters was set up, a security group UK
Headquarters was automatically created. When you linked the business group to the
user's responsibility, the security group UK Headquarters would also be linked.

To view the records for business group UK headquarters you would select the HRMS
Manager responsibility and the UK Headquarters security group.

If you then wanted to view the records for the Canadian Headquarters business group
you would switch responsibility and security group pairing, selecting the same
responsibility (HRMS Manager) and the Canadian Headquarters security group.

Categorizing Information By Security Groups

Important: You can only categorize information by security groups if
you are using Security Groups Enabled security.

You can categorize the following information within your enterprise using security
groups:

e Lookups

Using the Application Utilities Lookups window you can set up lookups
specifically for a security group. These lookups are only available to users who
access the business group associated with the security group.

See: Adding Lookup Types and Values, page 3-103.

* Concurrent Programs

Using the Concurrent Parameters Program window you can enter a security group
against a concurrent program, this creates a specific list of concurrent programs for
a security group and therefore business group. When a user selects a concurrent
program using the Submit Request window, they can select from the concurrent
programs for their business group.

Note: You do not have to enter a security group against all the
concurrent programs. Concurrent programs which are not linked to a
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security group display for all security groups/business groups.

See: Concurrent Parameters Program window, Oracle E-Business Suite
Setup Guide.

Reporting Access

Oracle HRMS enables you to set up reporting users who can query and report on the
information in the database, but cannot insert, update or delete information. Reporting
users can use Oracle tools, or other tools connected to the Oracle database, to report on
information. Regardless of the tools used to access the database, reporting users can
only read information, they cannot update information.

Using Oracle HRMS you can set up similar security restrictions to users who can
update, insert or delete information. This ensures reporting users can only query and
report on appropriate records.

All secure users connect to the APPS ORACLE ID. This is created when the system is
installed. However, for reporting users, you should create one or more new reporting
user ORACLE IDs. By associating these with a restricted security profile you can control
whose records a reporting user can access.

You can make any of your restricted security profiles available not only for regular
users, but also for reporting users. The security profile restricts a reporting user's access
to employee records in exactly the same way as it limits regular users' access.

Reporting users can see all the details about the records they can access. To restrict the
access of what a reporting user can view you must use view-based accesses. To support
this need of reporting users you can use third party reporting tools to create business
views.

For information about how to set up database access without on-line access, see: Setting
Up Reporting Users, page 1-26.

Security Processes
There are four system security processes:
¢ Enable Multiple Security Groups

Run this process when you first set up Security Groups Enabled security.

e  Generate Secure User

Run this process when you create a new security profile that references a reporting
user.

® Security List Maintenance
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Run this process every night.

You run these processes using an HRMS responsibility from the Submit Request
window.

e Grant Permissions to Roles

This process is run automatically as part of the autoinstall process.

Enable Multiple Security Groups Process (HRSECGRP)

You must run the Enable Multiple Security Groups process if you set the Enable
Security Groups profile option to Yes. This process must be run when:

* You set up Security Groups Enabled security for the first time to enable HRMS to
use multiple security group features.

* You change from Standard HRMS security to Security Groups Enabled security.
This ensures that all your existing business groups have security groups and all the
multiple security group features are enabled.

Note: To avoid errors when running the Enable Multiple Security
Groups process, make sure that you set the Enable Security Groups
profile option to Yes at the Application level.

Generate Secure User Process (SECGEN)

This process grants permissions to new reporting users. It grants the
"hr_reporting_user" role to the REPORTING_ORACLE_USERNAME specified in the
security profile.

Run this process when you have created a new security profile that references a
reporting user. In the Submit Requests window, select the name of the new security
profile. This is the only parameter for the process.

Security List Maintenance Process (PERSLM)

This process maintains the lists of organizations, positions, employees, contingent
workers and applicants that security profile holders can access. You should schedule it
to run every night to take account of changes made during the day to security profiles,
organization and position structures, and person records. If a disruption, such as a
power cut, occurs while the process is running, you can manually restart it from the
Submit Request window.

Note: The PERSLM process replaces the earlier LISTGEN and
GLISTGEN processes.
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See also Running the Security List Maintenance Process, page 1-58

Important: The Security List Maintenance process should normally run
when there are no users logged on to the system. Users attached while
this process is running may experience unexpected results; for example,
additional employees may become visible or previously visible
employees may disappear from view.

Grant Permissions To Roles Process (ROLEGEN)

All reporting users in the system share access to a set of public synonyms for tables and
views. Reporting users are granted permissions to make them usable. The Grant
Permissions To Roles process creates these public synonyms and grants permissions to
them.

Important: The Grant Permissions to Roles process is unrelated to
setting up workflow roles for Oracle products that support security by
workflow.

This process runs automatically as part of the autoinstall process when you install HR,
or when you upgrade the system.

The process creates public synonyms for each of the required HR objects and then
grants SELECT permissions to the role 'hr_reporting_user'. Permissions are not granted
on the secured tables, but only on the secure views of those tables. All permissions
previously granted to the role are revoked before the new grants are made. This ensures
that the correct grants exist for the valid HR objects.

Setting Up Standard HRMS Security

Use the following setup steps if your enterprise sets up a different responsibility for
each business group.

To set up users for Standard HRMS security:

1. Ensure that the Enable Security Groups profile option is set to No at site and
application level, using the System Profile Values window.

If this option is set to Yes then you are not using Standard HRMS security.

See: Setting Profile Options, Oracle E-Business Suite Setup Guide.

2. Define a Security Profile, page 1-49

Note: For each restricted security profile you create that references
a reporting user, you must run the Generate Secure User (SECGEN)
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process. This is a one-off process that is not required for view-all
security profiles.

3. Ensure that the required functions or menus are set up.

This is required for the responsibility. For menu functions calling configured forms
or task flows, you must enter a parameter in the Parameter field of the Form
Functions window.

See: Defining Menus, page 1-141
See: Set Up Menus, page 1-143

4. Ensure that the required request group is set up.

You can define the groups of standard reports and processes that a user can run
from the Submit a New Request window. Every responsibility can have access to
one request group.

Use the Request Groups window.

See: Request Groups Window, Oracle E-Business Suite Setup Guide

5. Define a responsibility using the Responsibility window.
See: Responsibilities Window, Oracle E-Business Suite Setup Guide
6. Set the HR User Profile Options for the new responsibility using the System Profile
Values window. You must set up the:
e HR: User Type
Use this profile option to limit field access on windows shared between Oracle
Human Resources and Oracle Payroll.
* HR:Security Profile

Enter the security profile for the responsibility. This must be set up at
responsibility level, otherwise the default view-all security profile is used.
Using Standard HRMS security you can only set up one security profile for a
responsibility.

* HR:Cross Business Group Profile

This option enables you to view some information across all business groups
within your enterprise.

You can set also set up other User Profile Options.
See: Setting Profile Options, Oracle E-Business Suite Setup Guide

7. Create the username and password using the User window.
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Link the user to as many responsibilities as they need using the User window.

Important: Do not use the HRMS Assign Security Profile window if
you are setting up Standard HRMS security.

See: Users Window, Oracle E-Business Suite Setup Guide

8. Run system security process using the Submit Request window:
® Security List Maintenance

Ensure this process is run every night.

See: Running the Security List Maintenance Process, page 1-58

Setting Up Security Groups Enabled Security

Use the following setup steps if your enterprise wants to enable many business groups
for one responsibility.

Note: You only need to perform steps 1 and 2 when you first
implement Oracle HRMS security. You can perform the other steps at
any time.

You can update your security model from Standard HRMS Security to Security Groups
Enabled security by following these steps.

Important: Once you have changed to Security Groups Enabled
Security you cannot revert to the Standard Security model.

To set up users for Security Groups Enabled Security:

1. Set the Enable Security Groups Profile Option using the System Profile Values
window.

Ensure the Enable Security Groups profile option is set to Yes at the application
level for Oracle Human Resources.

Note: If this option is set to No then you are not using Security
Groups Enabled security.

See: System Profile Values, Oracle Applications System
Administrator’s Guide.

2. Run the Enable Multiple Security Group Process using the Submit Request window.
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You must run the Enable Multiple Security Group process to set up Oracle HRMS
to use security groups.

See: Submitting a Request, Oracle Applications System Administrator’s Guide

Warning: The creation of security groups is more complex with
Oracle HRMS 11.5.10 and later releases. For this reason, the Enable
Multiple Security Group process may appear slow, particularly if
you have a large number of business groups.

The Enable Multiple Security Group process sets the Enable Security Groups profile
option to Yes for all HRMS applications. We strongly recommend that you do not
change the value of this profile option to another value.

3. Define a Security Profile, page 1-49.

Note: For each restricted security profile you create that references
a reporting user, you must run the Generate Secure User (SECGEN)
process. This is a one off process that is not required for view all
security profiles.

4. Ensure that the functions or menus you require are set up.

This is required for the responsibility. For menu functions calling configured forms
or task flows, you must enter a parameter in the Parameter field of the Form
Functions window.

See: Set Up Menus, page 1-143.
See: Defining Menus, page 1-141.

5. Ensure that the request group you require is set up.

You can define the groups of standard reports and processes that a user can run
from the Submit a New Request window. Every responsibility can have access to
one request group.

Use the Request Group window.

See: Request Group window, Oracle Applications System Administrator’s Guide

6. Define a responsibility using the Responsibility window.
See: Responsibility Window, Oracle Applications System Administrator’s Guide

7. Set the HR User Profile Options for the new responsibility using the System Profile
Values window. You must set up the HR: User Type option.

You can also set the HR:Cross Business Group Profile option. This enables you to
view some information across all business groups within your enterprise. See
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8.

HR:Cross Business Group Profile option, page 1-63 for more information.

Note: For Security Groups Enabled security donotset up or amend
the HR:Security Profile profile option or the HR: Business Group
profile option using the System Profile Values window. To set up
or change this profile option use the Assign Security Profile
window.

You can set also set up other User Profile Options.

See: System Profile Values Window, Oracle Applications System Administrator’s Guide

Create usernames and passwords using the User window.

Important: Do not link responsibilities and security groups
(business groups) to users in this window. Instead, use the Assign
Security Profile window. If you do enter a responsibility and
security group in this window, you still need to use the Assign
Security Profile window, to link your user to a responsibility and
security profile. If you do not use the Assign Security Profile
window, the default view-all security profile is used and your user
will be able to see all records in the business group.

See: Users Window, Oracle Applications System Administrator's Guide

End-date unwanted user responsibilities linked to Standard security group

When you first enable security groups and run the Enable Multiple Security Groups
concurrent process, the process creates two sets of records for existing
user/responsibility pairs:

For each responsibility connected to a user it creates a record linking the user,
the responsibility and the Standard security group.

For each HRMSresponsibility connected to a user it creates a record linking the
user, the responsibility, the security group associated with the business group,
and the security profile.

If you are updating from Standard security, there may be many such records.
For each existing user responsibility with a security group value of 'Standard’,
decide whether the user requires access to the responsibility. Users who may
need to update global lookup codes need access to the Standard security group.

In most cases, users will not require access to the Standard security group. In
this case, enter an end date to remove access to the responsibility. This reduces
the number of responsibilities the user sees on logging in, and prevents users
from accidentally entering data into the wrong business group.
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Note: By default, the Standard security group is associated with the
Setup business group.

Use the Users window.

See: Users Window, Oracle Applications System Administrator’s Guide

10. Assign Security Profiles, page 1-56.
Associate a security profile with a user, responsibility and business group using the
Assign Security Profile window.
11. Run system security process using the Submit Request window:
® Security List Maintenance
Ensure this process is run every night.

See: Running the Security List Maintenance Process, page 1-58

Setting Up Security for Applications Using Some HRMS Windows

If you are setting up an Oracle application that uses HRMS windows (such as
Organization or Position), you need to set up some features of HRMS security.

Note: If you have licensed Oracle HRMS, do not follow these setup
steps. Instead, follow the steps in Implementing Oracle HRMS.

Using the following procedure you can either set up a responsibility that can view all
records in the Business Group, or restrict access to the records for selected organizations
or positions. You can also set up organization security for Financials and Manufacturing
business views, page 1-24.

Organization Security for Financials and Manufacturing Business Views

You can set up security for Oracle Financials and Manufacturing applications that use
organizations and organization hierarchies in their business views.

To do this, you create a single security profile that secures data either by single
operating unit or by operating unit and inventory organizations, as required. You must
also set the MO:Security Profile profile option at site or application level, to point to this
new security profile.

To establish multi-operating unit access for some business view users, you can create
for each type of user a security profile that secures organizations by organization
hierarchy, using the security profile functionality. You can then set the MO:Security
Profile option at responsibility level for these users.

The show_bis_record function secures data according to the definition of the security
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profile that is referenced by the MO:Security Profile profile option. If this profile option
is not set, the HR:Security Profile profile option is used. This function is called by
financials and manufacturing business views.

Single Operating Unit Security

In the Organization Security tab of the Security Profile window, select the Secure
organizations by single operating unit option from the Security Type poplist. The
operating unit is determined using the operating unit specified in the MO:Operating
Unit profile option.

Single Operating Unit Plus Inventory Organizations

In the Organization Security tab of the Security Profile window, select the Secure
organizations by operating unit and inventory organizations option from the poplist.
The operating unit is determined using the operating unit specified in the
MO:Operating Unit profile option. The inventory organizations you wish to include
must exist within this operating unit.

Impact on Security Implementations

To set up security

Financial and manufacturing business view users who have not created security
profiles have unrestricted access to their data.

Financial and manufacturing business view users can secure their business view data
by security profiles identified by the HR:Security Profile profile option, as long as they
have not set the MO:Security Profile profile option. If this has been set, they must
modify their security setup to reflect the fact that the financial and manufacturing
business views secure data using the MO:Security Profile profile option.

HRMS security is not affected by these options. The HRMS business views and forms
secure data according to the setting of the HR:Security Profile profile option.

1. If you are setting up a restricted access responsibility, create a restricted security
profile to define the organizations or positions the responsibility can access.

Note: Ensure your Application supports restricted access security.
Not all Oracle Applications support this type of security.

If you are setting up a responsibility which can view all the records
in the Business Group, you do not need to set up a security profile.

Note: A view-all security profile is automatically created when you
set up a Business Group. The view-all security profile always has
the same name as the Business Group.

See: Defining a Security Profile, page 1-49
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Define a responsibility using the Responsibility window.

See: Responsibilities Window, Oracle E-Business Suite Setup Guide

Select a security profile for the new responsibility.

In the System Profile Values window, enter a security profile at the responsibility
level for the HR:Security Profile profile option.

Create a new user and link the user to a responsibility using the User window.
See: Users Window, Oracle E-Business Suite Setup Guide

If you are setting up restricted access security, run the Security List Maintenance

Process (PERSLM) from the Submit a New Request Window. If you are setting up
view-all security you do not need to run the Security List Maintenance process.

This process maintains the list of organizations, positions, employees and
applicants that security profile holders can access. You should schedule it to run
every night to take account of changes made during the day.

See: Running Reports and Programs, Oracle E-Business Suite Setup Guide

Setting Up Reporting Users

Reporting users do not have online access to the database through system forms. They
use reporting tools to prepare reports on the information their security profiles grant.

All secure users connect to the APPS ORACLE ID. This is created when the system is
installed. However, for reporting users, you should create one or more new reporting
user ORACLE IDs and associate each with a restricted security profile. Only users that
have been registered as Restricted Oracle Users are available for selection as reporting
users in the Security Profile windows.

The first step in this procedure is the job of the ORACLE database administrator. The
other steps are normally completed by the system administrator.

To set up a new reporting user:

1.

Create a new reporting user ORACLE ID.

Register the new ORACLE ID with Application Object Library using the Oracle
Users window, selecting Restricted in the Privilege field.

Define a security profile for the new ORACLE ID.

See: Defining a Security Profile, page 1-49

Run the HR security processes using the Generate Secure User Process.

See: Running Reports and Programs, Oracle E-Business Suite Setup Guide
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Defining a Context for Mass Actions

The Contexts window determines what information the user can view, enter, and
change based on the Application, Legislation, and Responsibility.

A predefined global Context contains the default attribution that appear on the forms.
When you create a new Context, these attributes serve as a basis for selecting which
attributes to include as display, change, and criteria attributes.

The predefined global Context does not specify values for Application, Legislation, or
Responsibility. You can restrict who can process mass actions by specifying these
attributes. The system always applies the most defined Context, so as soon as you
define these fields, the system applies the new Context instead of the global one.

You define a new context in the Contexts window.

To define a Context:

1. Choose New from the File menu.

2. In the Context field, enter a name.

3. In the Transaction Name field, choose the Transaction Category to affect.
4. Inthe Application field, select an application.

5. Optionally, choose one or more of the following fields to restrict a user's ability to
view and change data:

® In the Legislation field, select a Legislation
* In the Responsibility field, select a Responsibility

6. Choose the Find Attributes button.

The system displays the attributes from the global Context window on the Display
and Change List tabbed regions.

7. Choose the Display tab and select those items to display on the Columns portion of
the transaction template.

8. Choose the Change List tab and select those items to display for the Change List
values.

9. Choose the Criteria tab and select the items you want to have appear on the Other
Criteria list of values in Selection Criteria block on the Original tab.

10. Choose the Compile button to save your work and compile the flexfield definitions.
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11. Save your work.

Setting Up the Security Performance Enhancement Feature

Typically, most of the Oracle HRMS products use the security mechanism that Oracle
HRMS provides. Defining which records and information users can access is
fundamental to HRMS security. To enhance product performance when person security
evaluation happens during processing of voluminous data, Oracle HRMS provides the
security performance enhancement feature. You can set up this feature, if required,
based on your business needs.

To set up the security performance enhancement feature:

Complete the following steps to set up the security performance enhancement feature.

1. Run the Synchronize Security Performance Tables process to synchronize the
PER_ALL_ASSIGNMENTS_F_PEREF table with the PER_ALL_ASSIGNMENT_F
table.

The PER_ALL_ASSIGNMENTS _F is the base table, which Oracle HRMS uses to
evaluate person security. The PER_ALL_ASSIGNMENTS_F_PERF table is a
performance table and includes the following columns from the
PER_ALL_ASSIGNMENTS_F table:

1. ASSIGNMENT_ID

2. EFFECTIVE_START_DATE
3. EFFECTIVE_END_DATE

4. PERSON_ID

5. POSITION_ID

6. PAYROLL_ID

7. ORGANIZATION_ID

8. SUPERVISOR_ID

9. SUPERVISOR_ASSIGNMENT_ID
10. BUSINESS_GROUP_ID

1. ASSIGNMENT_TYPE

12. ASSIGNMENT _STATUS_TYPE_ID
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Restrictions

13. PRIMARY_FLAG
See: Running the Synchronize Security Performance Tables Process, page 1-30

2. Make sure that the PER_ASG_PERF_TRG trigger on the
PER_ALL_ASSIGNMENTS_F table is enabled all the time as this trigger is
responsible for the incremental refresh of the PER_ALL_ASSIGNMENTS_F_PERF
table whenever there is a DML operation on the PER_ALL_ASSIGNMENTS_F
table.

3. Set the HR: Security Performance Enhancer profile option at the responsibility level,
so that Oracle HRMS retrieves information from the assignment records in the
PER_ALL_ASSIGNMENTS_F_PEREF table during person security evaluation. This
ensures that the person security data retrieval is faster.

Troubleshooting security performance enhancement issues:

If you encounter any security performance enhancement issues, then complete the
following steps:

1. Run the Synchronize Security Performance Tables process:

Verify if there is any difference in the row count between
PER_ALL_ASSIGNMENTS_F and PER_ALL_ASSIGNMENTS_F_PEREF tables. If
there is any difference between the two tables, then run the Synchronize Security
Performance Tables process to synchronize data in the two tables.

2. Reset the HR: Security Performance Enhancer profile option:

If the difference in the row count between PER_ALL_ASSIGNMENTS_F and
PER_ALL_ASSIGNMENTS_F_PEREF tables still exists after you run the Synchronize
Security Performance Tables process, then reset the HR: Security Performance
Enhancer profile option to Null and retest the issue.

You cannot use the security performance enhancement feature if your enterprise uses
custom security. When the system administrator creates custom security mechanism, the
administrator can make use of any of the columns in the PER_ALL_ASSIGNMENTS_F
table to define security restrictions. However, the PER_ALL_ASSIGNMENTS_F_PERF
table contains data from only 13 columns of the PER_ALL_ASSIGNMENTS_F base
table. See list of columns, page 1-28. If you use any column other than the columns in
the PER_ALL_ASSIGNMENTS_F_PEREF table, set the HR: Security Performance
Enhancer profile option and define custom security, then this feature as well as the
general Oracle HRMS security mechanism will not work.
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Running the Synchronize Security Performance Tables Process

Prerequisites

What's Next

The Synchronize Security Performance Tables is a process which deletes the rows from
the PER_ALL_ASSIGNMENTS_F_PERF performance table and inserts data from the
PER_ALL_ASSIGNMENTS_F base table to the PER_ALL_ASSIGNMENTS_F_PERF
table. Run this process if you want to use the security performance enhancement
feature. For more information, see: Setting Up the Security Performance Enhancement
Feature, page 1-28

You run this process from the Submit Request window.

U This process is not delivered in any request sets or groups. To use the process, you
must add the process to a request group and, if applicable, a request set.

See: Organizing Programs into Request Groups, Oracle E-Business Suite System
Administrator’s Guide - Configuration

See: Organizing Programs into Request Sets, Oracle E-Business Suite System
Administrator’s Guide - Configuration

To run the Synchronize Security Performance Tables process:

1. In the Name field, select Synchronize Security Performance Tables.

2. Select ASG_PEREF, which is the Assignment Performance Table
(PER_ALL_ASSIGNMENTS_F_PEREF) table.

3. Click OK and submit the process.

Verify if there is any difference in the row count between PER_ALL_ASSIGNMENTS_F
and PER_ALL_ASSIGNMENTS_F_PEREF tables. If there is any difference between the
two tables, then rerun the Synchronize Security Performance Tables process to
synchronize data in the two tables.
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Security Profiles

Security Profiles

The security profile determines which applicant, employee, contingent worker and other
person type records are available to holders of the responsibility the profile is linked to.

If you are using HRMS Standard security, you link a security profile to one
responsibility using the HR:Security Profile profile option.

If you are using Security Groups Enabled security, you link a security profile to the
user's responsibility and business group using the Assign Security Profile window. You
can also link more than one security profile to a responsibility, as long as the user is
different. This saves you setting up a new responsibility for each security profile you
use.

Note: If you are using the Security Groups Enabled security model you
must not use the HR:Security Profile profile option. This is
automatically set up when you assign security profiles using the Assign
Security Profile window.

See also Defining a Security Profile, page 1-49

Restricting Access to Records

You set up a security profile by identifying records of employees, applicants, contingent
workers, and candidates in the system which you want users to be able to access. You
identify the records by selecting work structures or other criteria in the application to
which employees, applicants, contingent workers, or candidates are attached. For
example, you could give users access only to the records of employees, applicants,
contingent workers, or candidates in a single organization.

You can also create restrictions on records with a person type of "Other". This includes
contacts for employees or applicants, and any other people with a person type in the
category of "Other". You do this using the "View Contacts" option.

You can combine different types of restriction to create a set of rules giving exactly the
security access permissions you require.

When you create a business group a view-all security profile is automatically created.
This has the same name as the business group. The security profile provides access to all
employee, contingent worker, andapplicant records in the business group. The system
administrator links this view-all profile to users who are setting up the system. They in
turn can set up security for other users.

The criteria you can use to identify records are:
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¢ Internal organizations and organization hierarchies
* Positions and position hierarchies

e Payrolls

® Supervisors and supervisor hierarchies

e Custom restrictions

e Assignments

Tip: Oracle recommends that you use either a supervisor or position
hierarchy for Self-Service Human Resources (SSHR).

For more information on hierarchies in SSHR, see: People in Hierarchy,
My List, and Search Pages, Oracle SSHR Deploy Self-Service Capability
Guide.

InternalOrganizations and Organization Hierarchies

Organizations include structures like departments, sections, groups and teams. You can
restrict access to a single organization, a list of organizations, or an organization
hierarchy. If you restrict on an organization hierarchy, you can exclude specific
organizations that are in the hierarchy, or add other organizations that are not in the
hierarchy.

Positions and Position Hierarchies

Payrolls

Positions are jobs performed within specified organizations. The position is derived
from an organization and a job, for example, you may have a position of Shipping Clerk
associated with the organization Shipping and the job Clerk.You can define security
restrictions based on a position hierarchy.

You can restrict access to employee records by payroll.For example, you can give payroll
staff who work on the payroll at a particular location access to records of employees on
this payroll only.

Controlling security by payroll assignment limits the employee records users can see
and update on employee-related windows, such as those for employee information, and
element entry.

Of course, if an employee assignment does not include a payroll, payroll security cannot
apply to this assignment. Payroll security also applies to applicants if they are assigned
to a payroll.
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Note: Payroll security is not available for contingent workers since they
are not assigned to a payroll.

The windows for compensation definition are unrelated to any particular employee
records or payroll assignments. Therefore limiting access by payroll does not affect
users' access to these windows.

Supervisors and Supervisor Hierarchies

The supervisor for an employee, applicant or contingent worker is the person identified
in the Supervisor field in HRMS applications. Supervisor profiles are dynamic, in that
they do not have to specify a particular person or hierarchy level. You can therefore set
up a single security profile and use it for multiple users, who will each be able to access
a different set of records depending on their own location in the hierarchy.

Note: If you choose to use supervisor hierarchy, you must also set the
HR: Supervisor Hierarchy Usage profile option. This profile defines
how supervisor hierarchies are built. You can choose whether to create
person-based or assignment-based supervisor hierarchies.

Person-based supervisor hierarchy

A person-based supervisor hierarchy is a hierarchy based on a person's supervisor and
direct reports.

Assignment-based supervisor hierarchy

As an alternative to the person hierarchy, you can choose to build a hierarchy based on
the supervisor assignment. In this case, you also specify the supervisor assignment
number for a person and the security processes use this assignment to generate an
assignment-based supervisor hierarchy. As for the other supervisor-based hierarchy,
the assignment-based hierarchy is dynamic and this security profile can be used for
multiple users.

Note: When you set up security based on supervisor hierarchies, the list
of employees visible to a user is usually generated at the start of the
session. Therefore, for profiles that only restrict access by supervisor
there is usually no need to run the Security List Maintenance process.
However, for supervisors with a large number of subordinates (for
example, at higher management levels) this may result in a delay in
generating the list. You can improve performance by limiting the
number of hierarchy levels a supervisor can access or by using the
Static Lists functionality to store the security permissions in a list.

For more information, see Static Lists, page 1-35.

Alternatively, for the highest levels of management, consider setting up
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security using organization hierarchies.

Custom Restrictions

You can set up your own restrictions using SQL statements (for example, you might
want to create a restriction allowing users access only to temporary part-time
employees). Your custom restriction statements are automatically validated by the
system. Valid restrictions are incorporated in the security profile, further restricting the
list of employees, applicants and contingent workers specified using any of the other
methods mentioned above.

Since you are defining additional restrictions using SQL, you need to ensure your SQL
statements are tuned for performance. Otherwise, they will have an adverse effect on
the time it takes to execute the Security List Maintenance process.

Important: Custom restrictions directly restrict employees, applicants
and contingent workers only; you cannot create custom restrictions on
people with a system person type of Other. However, if you add
custom restrictions on employees, applicants or contingent workers,
related people with a system person type of Other are restricted
according to the setting of the "View Contacts" option.

As for other forms of security set-up, you can choose whether to enable user-based
custom security. This means that Oracle HRMS uses your custom rules to evaluate
security permissions for a user when that user logs on to the HR application. The
alternative is to use static lists to store the security information for users or to run the
Security List Maintenance process to regularly update the permissions.

Assignment-Level Security

Assignment-level security enables you to restrict security access based on individual
assignments. This means that the security processes evaluate permissions on an
individual assignment basis, rather than displaying all assignments if a manager has
access to one assignment.

For more information, see: Assignment-Level Security, page 1-36.

User-Based Security

With user-based security, the application evaluates the security rules and permissions
for the user logged on to the application. For example, if Bob Wright logs on to
Self-Service Human Resources (SSHR), his access to organizations, positions, people,
and assignments is based on his personal assignment details. The advantage of
user-based security is that you can use one user-based security profile for multiple
users. User-based security is available for security profiles based on organizations,
positions, and supervisors, and can also be used in conjunction with custom security.
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Static Lists

HR users can access ex-employee and future-dated records. For more information, see:
Access to Ex-Employee and Future-Dated Employee Records, page 1-36

For more information on user-based security, see the individual sections in Defining a
Security Profile, page 1-49.

Static lists enable you to choose whether to assess security permissions for a user when
that user logs on (dynamically) or whether to store the permissions in static lists. The
advantage of using static lists is that Oracle HRMS can quickly retrieve the permissions
when the user logs on as the data is already available. A typical use of static lists may be
for a senior manager who has access to many people.

When a user is in the static list, security permissions remain frozen until the next time
you run the Security List Maintenance process. You can choose how often to run the
Security List Maintenance process and schedule the process to run frequently if users'
permissions are likely to change frequently.

A static list can contain any number of users. You can run the Security List Maintenance
process for all users in the static list or use the Process in Next Run option on the Static
Lists tab of the Security Profile window to select a specific user or group of users. You
use this option in conjunction with the Security List Maintenance parameters; you can
run the process for either all users in the static list or only users you select using the
Process in Next Run option. By selecting specific users for inclusion in the run, you
reduce the time and resources required to run the Security List Maintenance process.

See: Running the Security List Maintenance Process, page 1-58

The choice of whether to use static lists instead of dynamic security assessments
depends on several factors, including;:

e If slow system performance is unacceptable at sign-on, you can reduce the
processing requirement at sign-on by using static lists. Static lists can be particularly
useful in the case of a top manager who has a large number of subordinate
employees or organizations, for example. In this case, the process to evaluate
security permissions may be lengthy at sign-on.

e Static lists require additional maintenance to run the process. In addition, the static
lists stores details of every person that the user included in the static list can access
so if you include several users in a static list, you may experience an increase in data
for processing and may need to consider running the process for selected users
only.

® The other factors above become more significant as the size of an organization
increases. Large numbers of users logging on to Oracle HRMS at the same time
would result in a huge processing requirement at the point of sign-on. In this case,
it may be advisable to add users most affected by sign-on issues to the static lists.
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Global Security Profiles

You can create global security profiles that enable users to work on organizations in
multiple business groups.

You do this by setting up a global hierarchy, which can contain organizations from any
business group on your database, and associating it with a global security profile. This
enables you to create a security hierarchy that gives users access to organizations across
business groups.

If you want to read more information about organization hierarchies, see: Organization
Hierarchies, Oracle HRMS Enterprise and Workforce Management Guide

If you use the Oracle HRMS Forms Interface, you cannot access data across business
groups using one responsibility, even if you associate a global security profile to your
responsibility. Your access is limited to organizations in the business group defined in
the HR:Business Group profile option. However, you can use people management
templates to query and update worker information across business groups.

Access to Ex-Employee and Future Dated Employee Records

If you use user-based security profiles either based on organization, position, or custom
security, then you can enable HR users to access ex-employee and future-dated
employee records using the HR: Access Non-Current Employee Data profile option. If
you enable this profile option, then HR users can access ex-employee records, for
example, to manage retirement benefits. HR users can update future dated records.

Note: The HR: Access Non-Current Employee Data profile option does
not apply to security profiles based on the supervisor hierarchy.

See: User Profiles, page 1-96

Related Topics

Security Processes, page 1-17

Running the Security List Maintenance Process, page 1-58

Assignment-Level Security

The security features in Oracle HRMS enable you to restrict security access based on
individual assignments. The security processes evaluate permissions on an
assignment-by-assignment basis, rather than displaying all assignments if a manager
has access to any assignment.

For example, without assignment-level security, a manager with access to an
employee's primary assignment would also have access to the employee's other
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assignments even though the supervisor for the other assignments may be a different
manager. To allow supervisors to view only the relevant employees and assignments,
you can enable assignment-level security in the Security Profile window. You use this
functionality in conjunction with your security profile settings (for example,
organization, position, supervisor security).

The following examples show how a manager's access to person records differs when
assignment-level security is enabled and when it is disabled for a supervisor hierarchy,
organization hierarchy, and position hierarchy.

Supervisor Hierarchies and Assignment-Level Security

The graphic below shows the direct reports for Sam Taylor and Sally Jones. The
subsequent examples show how the managers' access to the direct reports varies with
the different security configurations.

Supervisor Hierarchy
Sam Taylor
Managar Sally Jones
| [ |

Boh Wright Bob Wright Maria Lopez
Sales Manager Sales Consultant Sales Consultant
Assignment 1 Assignment 2 Agsignmeant 1

Jane Lawls Tom Acland Julia Jackson
Sales Team 1 Sales Team 1 Sales Team 2

Example 1: Assignment-Based Supervisor Hierarchy (No Assignment-Level Security)

If you set up a supervisor hierarchy that is based on the supervisor assignment, Sam can
see the direct report for Bob's first assignment (Jane). Because there is no
assignment-level security, Sam can also see Bob's second assignment, however, Sam
cannot access the direct reports for the second assignment. Sally Jon