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1.1

1. Preface

For recommendations on security configuration, refer Security Configuration Guide.

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 10.3.5/10.3.6, Oracle Bl
Publisher 11.1.1.6.

Application installation is a seven step process.

Installing Software

Creating Domains, Repositories, Data Sources

Configuring Policies

Configuring Oracle Bl Publisher for Application

Deploying Application

Enabling SSL
Launching Application

I N N L e

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application.

1. Sun JDK Version 1.6 update 31 or above http://www.oracle.com/technetwork/java/
javase/downloads/index.html
OR
Oracle JRockit JDK Version 1.6 update 22 or above http://www.oracle.com/technetwork/
middleware/jrockit/downloads/index.html

2. Oracle Repository Creation Utility (RCU) Version 11.1.1.6.0. Download RCU for the
respective platform from the "Required Additional Software" section of
http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

3. Oracle WebLogic Server 11gR1 Version 10.3.5/10.3.6

http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-
097127 .html)

Navigate to Oracle WebLogic Server 11gR1 (10.3.5/10.3.6) + Coherence - Package In-
staller and download the file for respective OS.

To use WebLogic Server with 64-bit JVM's on Linux and Solaris or to use WLS on other
supported platforms, use the WebLogic Server generic installer listed under "Additional
Platforms". The generic installers do not include a JVM/JDK. These are to be downloaded
and installed prior to installing the Weblogic Server.

4. Oracle ADF 11g
http://www.oracle.com/technetwork/developer-tools/adf/downloads/index.html
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1.2

1.3

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Note

Use XManager for remote UNIX/LINUX machine. Please refer XManager Usage.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing

1-2 ORACLE



2. Installing Software

2.1 Installing Oracle WebLogic Server 11g

To install using generic Weblogic installer -
1. Run the command - java -jar wis1035_generic.jar / java -jar wis1036_generic.jar

2. Welcome screen is displayed as shown below.

[zd Oracle Installer - WebLogic 10.3.5.0 =

Wwelcome
This installer will guide wou through the installation of ORACLE
Wweblogic 10.3.5.0

Inskructions

Click the Mext button to proceed to the next screen, IF you want to
change entries in a previous screen, click the Previous button, You
mat quit the installer at any time by clicking the Exit butkan,

ORACLE

(o] (e ]

% e = W

3. Click Next to continue.
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|7 Cracle Installer - Weblogic 10.3.5.0 I. = éj

Choose Middleware Home Directory

Specify the Middleware Home where wou wish to install OoORACLE
WeblLogic 10.3.5.0,

- Middleware Home Type ————— [ Dracleimiddewars

(C1 Use an existing Middleware Home

(®) Create a new Middleware Home

~ Middleware Home Directaory

| C:AOraclelMiddieware |

|§ru:uwse...| | Reset |

| Prewvious | I Mext |

Select Create a new Middleware Home as Middleware Home Type
Specify the path for Middleware Home Directory, and then click Next.

Confirmation window is displayed as shown below.

Are you sure? ﬁ

s

f Do wou wish o bypass initiakion of the configuration manager and
remain uninformed of critical security issues in your configuration?

|‘r‘es H NUI
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7. Click Yes to continue.

Connection failed lﬁj

If necessary, specify proxy server information, Otherwise click Cancel and check
vaur nebwark conneckion,

Prozy Server:

Prozy Park:

Proxy sername:

Proxy Password:

If this machine has no internet connection, select the checkbox below and click.
Continue,

I wish to remain uninformed of security issues inomy
configuration or this machine has no Internet access.,

| Cancel | | Cankinue

L -

8. Check the check box as shown in the above screen shot and click Continue. The
following window is displayed.

i Oracle Installer - WebLogic 10.3.5.0 =

Choose Install Type
Select the type of installation vou wish to perform, ORACLE

| ® Typical I
@ Install the folowing product(s) and component(s):

& Weblogic Server
& Cracle Coherence

) Custom

@E Choose software products and components to install and perform optional
configuration.

| Previous | I Mexk I

9. Select ‘Typical’ as the ‘Install Type’ and click Next. The following window is displayed.
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o =
|- Oracle Installer - WebLogic 10.3.5.0 =

JDK Selection
10K(s) chosen will be installed, Defaults will ORACLE

be used in script skring-substitution if installed.

(") Discard Changes

Bundled JDk: Bpproximate installed size®
Highlighted item:
Al selected bundled 1DK's: 0.0KB
Total of all selected items: 655.1 MB

*Installer requires free disk space
approximately 2x this tokal

Local JDK:

| Presious | I ek I

10. Click Browser button and select existing JDK Home Path as shown below.

.
E Cpen ﬁ
Lookin [ Docurent -]

[ apps

[ dbkds-xws-app

[ My Google Gadgets
"] MetBeansProjects
[ Visual Shudio 2005

Mame: | C:\Program FilesiJavaljdkl . 6.0_26 |

Tvpe: |P.II Files |v |
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11. The selected Java Home is displayed as shown below.

[z Oracle Installer - WebLogic 10.3.5.0 . - . ISR

JDK Selection
1Dk chosen will be installed, Defaults wil OoORACLE

be used in script string-substitution iF installed.

) Discard Changes

Bundled JDK: Bpproximate installed size®
Highlighted item:
All selected bundled JDK's: 0.0KE
Total of all selected items: 655.1 MB

*Installer requires free disk space
approximately 2x this tokal

Local JDK:
Sun 50K 1.6.0_26 (C:\Program Files)Javaljdkl . 6.0_26)

Lo || e |

12. Click Next. The following window is displayed.

[z Oracle Installer - Weblogic 10.3.5.0 =™

Choose Product Installation Directories

Prowide the directories where wou wish ko install OoORACLE

Wweblogic 10.3.5.0.

" Discard Changes

Middlewsare Home Direckory

CCraclelMiddlieware

Product Installation Directories

The Product Home might contain shared utilities and any products or components For which unique directories
are nat sek,
WeblLogic Server:

| C:AOracleiMiddewarelwlserver 10,3 || Browse, .. |

Oracle Coherence:
| C:AOracleiMiddiewarelcoberence_3.6 || Browse. .. |

| Previous | I Mexk |

13. Click Next. The following window is displayed.
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Note

You can change the Oracle WebLogic Server and Oracle Coherence paths, if needed.

-

@ Cracle Installer - Weblogic 10.3.5.0

|_:| - |

Choose Shortcut Location

The installer creates shortouts to Cracle components, samples, and kools, As a ORACLE
user with administrative privileges, vou can specify where these shortcuts are created.

Select the Start Menu Folder in which wou want to create Oracle shorbouks:

(® "all Users™ Start Menu folder {recommended)
For some installations, this setting mary limit the automatic creation

of server sharkcuts For users without administrative privileges,
Refer to the documentation For more information.

() Local user's Start Menu folder

Select this option iF wou need to ensure that ather profiles
registered on this machine will nok have access to these shorbeouts,

| Previous || Mexk |

14. Select the recommended option for the Shortcut Location and click Next. The following

window is displayed.

-~

d Oracle Installer - Weblogic 10.3.5.0

= o |

Installation Summary

The Following Products and J0kKs will be installed.

ORACLE

|~ weblLogic Server
D Core Application Server
[ Administration Consals

[ web 2.0 HTTP Pub-Sub Server
[ weblogic 5CA

[} webLogic JDBC Drivers

[ Third Party JDBC Drivers

D WeblLogic Server Clients

D WebLogic Web Server Plugins
D UDDI and Xguery Suppork

[ Evaluation Database

[ ] Cracle Coherence

D Coherence Product Files

[«]] |

Description

D Configuration Wizard and Upgrade Fran

Implements JEE technologies, Web services, and other leading
Internet standards, to provide a reliable Framewark: for highly
available, scalable, and secure applications.

Approximate Installed Size

Highlighted itenm: 658.4 MB
Total of all selected items: 655.2 MB

| Previous | I ek |
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2.2

15. Click Next. The following window is displayed.

r —_
|7 Oracle Installer - WeblLogic 10.3.5.0

Installation Complete
Click the Done buttan to exit the installer,

ORACLE

— Message

Congratulations! Installation is complete.

ORACLE

[ == |

o |

e

16. Click Done to close the window.

Installing Oracle ADF Runtime

1. Extract the zipped file ofm_appdev_generic_11.1.1.6.0_disk1_10f1.zip.

2. Go to Disk1 folder of the above unzipped file. Run the following command

In Unix\Linux:./runinstaller
3. Enter JDK/JRE Home Path, when prompted.

In Windows:setup.exe —jreLoc <JDK/JRE Home Path>

ORACLE



4. Welcome window is displayed.

Welcome

+
T
!
T
T
|

Welcome

Install Software Updates
Prerequisite Checks
Installation Location
Application Server
Installation Summary
Installation Progress

Installation Complete

ORACLE' 11g

FUSION MIDDLEWARE

Welcome to the Oracle Fusion Middleware 11g Application Developer Installer
wversion 11.1.1.6.0.

This installer can be uzsed to install a new Oracle Application Developer Oracle
Home, or to patch an existing Oracle Application Developer Oracle Home.

If you are installing a new Oracle home:

» Make sure you have installed a supported version of Oracle WeblLogic
Server 11g or IBM WebSphere.

# |f the products vou are installing require database schemas, make sure
you have created these schemas in your database.
For more information, see the Cracle Fusion Middieware Installation Planning
Guide.

Copyright (c} 1989, 2011, Oracle andior its affiliates. All rights reserved.

e

|Elap5ed Time: 0m 58

5. Click Next. The following window is displayed.

-
E Oracle Fusion Middleware 11g Application Developer Installation - Step 2 of 8

(= ]

(€€~ —— €€

Install Software Updates

Welcome

Skip Software Updates
Prereguisite Checks
Installation Location
Application Server
Installation Summary
Installation Progress

Installation Complete

FUSION MIDDLEWARE

ORACLE’ 11g

® Skip Software Updates
O Search My Oracle Support for Updates

O Search Local Directory for Updates

o>

IEIﬂpsed Time: O0m 152
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6. Select Skip Software Updates and click Next. The following window is displayed.

-
E Cracle Fusion Middleware 11g Application Developer Installation - Step 3 of 8

(=] s

Installation Location

Installation Summary

T

I
|

T

t.IJ Application Server
|
|

T Installation Progress
|

Installation Complete

-
.. DR’ACLE
Prerequisite Checks
q FI.ISII:IN MIDDLEWARE

¢ Welcome Selectinn| Check | Progress | Status
|
¥ Skip Software Updates Checking operating system certification 100%: 4

! Prerequisite Checks Checking physical memary % | W

[ o Checking opersting system ceification

[#- " Checking physical memory

1=

=

|Elap5ed Time: 0m 252

7. Click Next. The following window is displayed.

-
E Oracle Fusion Middleware 11g Application Developer Installation - Step 4 of 8

(= (s

-

Specify Installation Location

ORACLE' 1 1
FUSION MIDDLEWARE

Welcome

Skip Software Updates

Prereqguisite Checks

! Installation Location

Application Server

Installation Surmmars Oracle Middleware Home: CAQracle\Middleware

['] [ Browse

Installation Progress Oracle Home Directory:

(i~

Installation Complete

given name.

The Oracle home will be created under the Oracle Middleware Home location with the

il

ext =

Cancel

IEIapsed Time: 1m 158
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8. Select Oracle Middleware Home Path as highlighted and click Next. The following
window is displayed.

(=] s

T i

-
E Cracle Fusion Middleware 11g Application Developer Installation - Step 5 of 8

ORACLE

App“cation Server ( FUSION MIDDLEWARE

Welcome

Skip Software Updates

Prereguisite Checks @ bl ogicenves

Installation Location

(A~ ——€——

| Application Server
Installation Summary
Installation Progress

Installation Complete

WLS installation detected, WebLogic Server support available in this Middleware Home.

Cancel

|Elap5&d Time: 1m 20=s

b

9. Select WebLogic Server and click Next. The following window is displayed.

-
E Cracle Fusion Middleware 11g Application Developer Installation - Step 6 of 8

=] s

Installation Summary

OoRACLE’
( FUSION MIDDLEWARE

e i

MWelcome

Skip Software Updates
Prerequisite Checks
Installation Location

Application Server

C——C—HEHC——€—E—€——€

Installation Summary
Installation Progress

Installation Complete

=1 Install Oracle Application Developer

El-Directory Details

Widdleware Home Location: C\OracletMiddleware

Oracle Home Location: C:A\Oracle\Middleware\aracle,
Application Server Type: WeblLogic Server
Application Server Location: C\Oracle\Middleware
[l-Disk Space

Regquired: 1030 MB

Available: 31553 MB

=1 Applications

Oracle Enterprize Manager

_common

Save Response File:

To change this configuration before instaling, select the topic vou want to change in the
pane on the left.

To install this configuration, select Install

I |E lapsed Time: 1m 253

[ Install H Cancel ]
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10. Click Install. The following window is displayed.

F B
E Cracle Fusion Middleware 11g Application Developer Installation - Step 7 of 8 E‘_lg

Installation Progress ( T ——

I weneue |

s

1 . —] Progress

T Skip Software Updates |5

, 100% |

T Prerequisite Checks Completed ..

; Inztallation Location Insta)l Log C:\Program Files\Oraclg\inventory\logsiinstali2013-01-31_11-52-57AM log

|

7 #Application Server Installation Successful

; il — R Staning executinn.uf post in-stall scripts

1 Execution of post install scripts completed

"?‘" Installation Progress | |

D]

[ 4

Oracle Fusion Middleware o
More Flexibility

_--—""‘r-‘
ORACLE
e~
I IEIapsed Time: 4m 5z
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11. Once the installation is complete, click Next. The following window is displayed.

P ™
E Cracle Fusion Middleware 11g Application Develaper Installation - Step 8 of 8 El_‘ﬂ

ORACLE' 1 1

Installation Complete
( FUSION MIDDLEWARE

[ \Welcome =+-Install Oracle Application Developer

; Skip Software Updates EI---D_irec‘tory Details

1 o - Middleware Home Location: C:\Oracle\Middleware

Prerequisite Checks H

} - 0racle Home Location: C:\Oracle\Middleware\oracle_common
 [Installation Location Application Server Type: WebLogic Server

I i

I Application Server = A pplication Server Location: C\Oracle\Middleware
I [z} Disk 5

T Installation Summary I

| Oracle Home Size: 1020 MB

T Installation Progress s Available: 30487 MB

T
el Installation Complete = Applications

‘-Oracle Enterprise Manager

Save Installation Detailz:

Oracle Application Developer installation completed successfully

I |Elapsed Time: 4m 15&8

L

12. Click Finish to close the window.
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3.1

3. Creating Domains, Repositories, Data Sources

Creating Domain and Servers

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path.

<WL_HOME>/wliserver_10.3/common/bin

Note
Use XManager for remote UNIX/LINUX machine. Refer XManager Usage.

Here, WL_HOME is /home/Oracle/Middleware.

2. In Unix run config.sh.

In Windows Go to Start Menu - All Programs - Oracle WebLogic - WebLogic Server
11gR1 = Tools,

. Oracle WebLogic
&) Online Documentation
2| QuickStart
fat| Smart Update
E Uninstall Oracle WebLogic
. WebLogic Server 11gR1 =
, Tools
od| Configuration Wizard
13/ Domain T D:\Oracle\Middlewar:
& | Domain Upgrade
E| Mode Manager
E| Weblogic Scripting Tool -

1  Back

| Learcn Brograrms gnad ties p |
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3. Click Configuration Wizard icon.

Fj‘ Fusion Middleware Configuration Wizard l = 88|
Welcome
ORACLE
[ 0

® Create a new WeblLogic domain

Create a WeblLogic dormain in your projects directory,

O Extend an existing WeblL ogic domain

Use this option to add new components to an existing domain and rodify configuration settings,

(o] [ |

4. Select Create a new WebLogic domain and click Next. The following window is
displayed.

B Fusion Middleware Configuration Wizard

Select Domain Source
ORACLE’

® Generate a domain configured automatically to support the following products:

E:Ora-:le!memmu Manager - 11.1.1.0 [cra-:ls_cu'rrnm];

[ Cracle Wt Policy Manager - 11.1.1.0 [oracke_common]

[ Oracls JRF WebServices Asynchronous ssrvices - 11,1,1.0 [orads_common]

A Cracke JRF - 11.1.1.0 [oracke_common]

[ Basic WebLogic SIP Server Domain - 10.3.4.0 [wiserver_10.3]

(] Weblogic Advanced Web Services for 1A%-RPC Extension = 10.3.6.0 [wserver_10.3]
[ weblogic Advanced Web Services for JAX-WS Extension - 10,3,6.0 [wkerver_10.3]

) Base this domain on an existing template

e || oo | | previous | | et

5. Select Generate a domain configured automatically to support the following
products option.

6. Select Oracle Enterprise Manager - 11.1.1.0 [oracle_common] check box.

7. Select Oracle JRF - 11.1.1.0 [oracle_common] check box.
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8. Click Next. The following window is displayed.
r@ Fusion Middleware Configuration Wizard l = i 1

Specify Domain Name and Location

ORACLE

Enter the name and location for the domain:

Domain name: | afsll_domain |

Domain location: | CiiOracleiMiddlewareiuser_projectsidomains | | Browse |

b

9. Enter Domain Name and click Next. The following window is displayed.

10. Edit Domain Location, if needed.

[@] Fusion Middleware Configuration Wizard lil_lﬂ_hj

Configure Administrator User Name and Password

ORACLE’

" Discard Changes

*Mame: | weblogic

*User password: | bk

*Confirm user password: | R

Description: | This user is the default adrministratar,

b

11. Enter credentials for the following:
e Name
e User password
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e Confirm user password
e Description

12. Click Next. The following window is displayed.
le Fusion Middleware Configuration Wizard = o &5 1

Configure Server Start Mode and JDK

ORACLE

Before putting your domain inko production, make sure that the production environment is secure, For more information, see the topic 'Securing a
Praduction Environment' in the WeblLogic Server documentation.

‘WebLogic Domain Startup Mode JDK Selection

) Development Mode

Ukilize boot. properties For username (@ Available JDKs
and password and poll For applications - -
to deplay. Sun SDK 1.6.0_26 @ C:\Program FilesJavaljdkl.6.0_26

Sun JDK recommended for better startup
performance during iterative
development.

(®) Production Mode

Require the entry of a username and
password and do not poll for

applications ko deplay. © Other JDK

‘WeblLogic JRockit JDK recommended For Lacation: l:l
better runtime performance and

managemenk,

ke

13. Select Production Mode and JDK/JRockit from Available JDKs
OR
Select Other JDK option to select any other JDK/JRockit .

14. Click Next. The following window is displayed.
rz‘ Fusion Middleware Configuration Wizard =] e £5, )

Select Optional Configuration

ORACLE’

Administration Server
Modify Settings

Managed Servers, Clusters and Machines

Add or Delete
Madify Settings

[JRDBMS Security Store
Modify Settings
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15. Select Administration Server and Managed Servers, Clusters and Machines and

click Next. The following window is displayed.

@ Fusion Middleware Configuration Wizard l = 28—
Configure the Administration Server
ORACLE

", Discard Changes

*ame: | AdminServer|

*Listen address: | All Local Addresses

Listen port: | 7001

S5L listen part: |

55l enabled: [

A

16. Enter Administration Server Name and Listen Port details and click Next. The following

window is displayed.

@ Fusion Middleware Configuration Wizard l = 28—
Configure Managed Servers
ORACLE

{1 add % Delete (" Discard Changes

|| Gwitch Display

Mame* Listen address*

Listen port

S5L listen port: S5L enabled

-+ 1| OFsII_ManagedServer| ” All Local Addresses

|

O

A

17. Enter Name and Listen Port details in Configure Managed Servers window and click
Next. The following window is displayed.

3-5
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Fusion Middleware Configuration Wizard lil_lﬂ

Configure Clusters

ORACLE
r_l Add ' Discard Changes |:| Switch Display
Marme* Cluster messaging mode Mulkicast address Mulkicast port Clusker address

18. Configure as required and click Next. The following window is displayed.
r Fusion Middleware Configuration Wizard El_lﬂﬂ

Configure Machines

ORACLE

Machine | LUnix Machine
E‘. Add ¥ 7 Disgard Changes
Mame* Mode manager listen address Mode manager listen part

L

19. Configure as required and click Next. The following window is displayed.
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Fusion Middleware Configuration Wizard

P )

Configuration Summary

Dornain Surnmary:

Surmmary Yiesa:
| Deployment

-] Server
[} Adminserver
D Ofsll_ManagedServer

K

=1 ofsll_damain (C:Oracde\Middiewareiuser_projectshdamai

ORACLE
Click on an item in the Domain Summary pane on the left o inspect its attributes in the
Details pane below, You can make limited adjustments by clicking Previous ko return to a
| - | prior panel, If everything is satisfactary, click Create,
Dietails
Attribute Yalue
arne Easic WeblLogic Server Domain
Description Create a basic Weblogic Server domain without installing sample applical
Author Oracle Corporation
Location CoraceiMiddliewarelwlserver 10, 3icommonitemplatesidomainsiwls. ja
KT | [

20. Click Create. The follow

ing window is displayed.

Fusion Middleware Configuration Wizard

Creating Domain

ORACLE

Progress:

100%:

ORACLE"

[ ]

21. Once the creation of the

h

Preparing...

Extracting Domain Contents. ..

Creating Domain Security Information.. .
Saving the Domain Information.. .,

Storing Domain Information. ..

Skring Substituting Domain Files. ..
Performing O35 Specific Tasks. ..
Performing Post Domain Creation Tasks. ..
Domain Created Successfully!

Domain Location: CtiOraclelMiddlewareiuser_prajectsidomainsiofsll_domain
Admin Server URL: http: //MBOMMALYA-TN: 7001

[ start Admin Server

[erevoss |

Domain is complete.

22. Click Done to close the window.
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Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

23. The "$MW_HOME/user_projects/domains/mydomain" directory contains a script that can
be used to start the Admin server. Use the "&" if you want access to the command line to
be returned.

$ cd SMW_HOME/user_projects/domains/mydomain
$ ./startWebLogic.sh &
24. To Start Managed Server
$ cd SMW_HOME/user_projects/domains/mydomain/bin

$ SMW_HOME/user_projects/domains/mydomain/bin/startManagedWebLogic.sh {Man-
agedServer_name} {AdminServer URL} &

3.2 Applying the JRF Template

1. Start Oracle WebLogic Server

2. Login to Oracle Enterprise Manager 11g Console (http://hostname:port/em).

ORACLE Enterprise Manager 11g Fusion Middleware Control Setpw Helpv LogOut

EiFarm~ (& Topology
(=04 Farm_ofsll_domain®
9 5 |[Farm_ofsll_domain

£ 2 Applcation Deployments

[ 3 WeblLogic Domain =l Deployments

Logged in as weblogic
Page Refreshed Jan 31, 2013 12:07:47 PM 15T 2

Moown (1)
WUp (1)

Name: Status  Host

@  E Fusion Middleware

Name Status  Target
=l [ Applcation Deployments
[ [ Internal Applications

CPU Usage
(%)
& [ Weblogic Domain
B ffofsl_domain
5] Adminserver
(5] Ofsll_ManagedServer

MBOMMAVA-IN.in. 0.00

o

3. On Left window panel, expand WebLogic Domain - ofsll_domain and click
Ofsll_ManagedServer as shown below.

ORACLE Enterprise Manager 11g Fusion Middieware Control

GaFarm+ | & Topology
- & Ofsll_ManagedServer@®
1 54 Farm_ofsll_domain

= 3 Application Deployments
= 3 weblLogic Domain
= £ ofsl_domain

5] webLogic Server « Poage Refre

(i) Information
Key Enterprise Manager features such as monitoring, security and logging are not avalable because the Java Required Files (IRF) template has not been applied to the server. You
naw to enable these features, The server must be restarted for this operation to complete, Nate that the JRF template indudes application deployments, startup and shutdown dass

o adningerve _ system dasspath,
§| ofsll_ManagedServe Apply RF Template

= Summary

General
State Shutdown
CPU Usage (%) Unavaiable
Heap Usage (ME) Unavaiable

Java Vendor Unavaiable

Java Version Unavaiable

Serviets and 15Ps

3-8

@ E Response and Load

(= Te configure and manage this WebLogic
Server, use the Oracle Weblogic Server
Administration Console.

Work Manager

Requests (per minute) Unavailable
Pending Requests  Unawvailable

IMS

ORACLE


http://<hostname>:portNo/em

4. On right window panel, click Apply JRF Template Button. The confirmation message is
displayed as shown below.

ORACLE Enterprise Manager 119 Fusion Middleware Control Setupr Heb+ L
ﬁ Farmv | & Topology

& Ofsll_ManagedServer @ Loggedinas wel
El % Farm_ofsll_domain (5] webLogic Server w Page Refrashad Jan 31, 2013 12:08:15 M

Application Deployments

B 3 weblogic Domain
= Eil ofsl_domain & Confirmation
The JRF Template has been successfuly applied to server Ofsl_ManagedServer, The server must be restarted for ths aperation to complete, Some information provided by the JRF template may not be
& adminServer immediately avalsble. Use the Enterprise Manager Refresh button {next to the Page Refreshed timestamp) to display the mast recent information.
&) BRI fianagedserve
El Summary @ [ Response and Load @

3.3 Creating Schemas using Repository Creation Utility

1. Download Oracle Repository Creation Ultility Tool
(ofm_rcu_linux_11.1.1.6.0_disk1_10f1.zip) from the link mentioned in prerequisites.

2. Unzip the ofm_rcu_linux_11.1.1.6.0_disk1_10f1.zip to your local drive.
On windows, assume that it is unzipped to C:/oracle/rcuHome and set the value as
RCU_HOME.

i.e. export RCU_HOME=C:/oracle/rcuHome

4. Open command prompt and browse to $RCU_HOME/bin and run ./rcu

5. On Unix, /home/oracle/rcuHome/bin and run ./rcu

6. The following window is displayed.

Repository Creation Utility - Welcome

{ C)R’ACI_E
Welcome
?_’ FUSIDN MIDDLEWARE
\;_.- Welcome
|
A Create Repository
elcome to Repository Creation Utility for Oracle Fusion Mi eware.
Wel R i C ion Utility for Oracle Fusion Middl
The Repository Creation Utility enables you to create and drop component schemas that are part of
Oracle Fusion Middleware.
[] Skip this Page Mext Time
Messages:
| Help | Mext = Cancel

7. Click Next. The following window is displayed.
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Repository Creation Utility - Step 1 of 7 : Create Repository

Create Repository

ORACLE
FUSION MIDDLEWARE

Welcome

g
I
Sl Create Repository

| . .
T Database Connection Details

I
I
I
I

(%) Create

115'

Create and load component schemas into a database.

) Drop

Remove component schemas from a database.

Messages:

k

1]

| Hep |

| < Back " MNext = |

Cancel |

Database Connection Detail

s

FUSION MIDDLEWARE

Create Repository
Database Connection Details

Select Components

._._._._(__(:_3_.

Database Type:

Host Name:

Part:

Service Mame:

Username:

Password:

Role:

Messages:

8. Select Create to create new schemas and click Next. The following window is displayed.
Repository Creation Utility - Step 2 of 7 : Database Connection Details

ORACLE’ 11g

|Orac|e Database

|Iocalhost.|oczg:main

For RAC databidse, specify VIP name or one of the Mode name as Host name.

For SCAN enabled RAC database, specify SCAN host as Host name.

[1521 |
|orc| |
svs |

User with DEA or SYSDEA privileges. Example:sys

[sysDBA

One or more components may reguire SYSDEA role for the operation to succeed.

| tew |

| < Back || Next = | Cancel |

9. Provide database details where you want to create schemas, as shown in the above

screen.
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http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx
http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx

Note

You will require a user with SYSDBA role to create schemas.

Repository Creation Utility - Step 3 of 7 : Select Components

Select Components {;_: _.-' ORACLE’ 11g

-, FUSION MIDDLEWARE
[

A Prefix groups the components associated with one deployment.

|
AT
\L Database Connection Details (3) Create a new Prefix OLL |
\;:3 Select Components Prefix can contain only alpha-numeric characters, Prefix should not
| start with a number and should not cantain any special characters.
T Schema Passwords
Component Scherna Ownher |
I =0 Oracle A5 Repository Components Z
] EIEf A5 Comimon Schemas
3 ¥ Metadata Services OLL_MDS
O Audit Services [E]
O Audit Services For OES 1ALIOES
O Enterprise Scheduler Service E55
Oracle Platform Security Services QOLL_OPSS

#[ ldentity Management
#[ WebCenter Content
#[ Oracle Data Integrator
=W Oracle Business Intelligence
¥ Eusiness Intelligence Platform OLL_BIFLATFORM
[ WebLogic Communication Services
FO504A and BPM Infrastructure

[«]

Messages:

10. Select Create a new Prefix option and specify value. For example, OLL

11. Check Metadata Services, Oracle Platform Security Services and Business
Intelligence Platform as shown in the above screen.

12. Click Next. The following window is displayed.

2 Repository Creation Liility - Checking Prerequisites

Checking Componen Prerequisites

«” Metadata Services 00:00, 100(ms) I
‘U’ Oracle Platform Security Serdces OO 0. 100(me) [
%# Business Imelligence Platform 000 425(ms)

[ |
Operation com pleted. Chick OF to continue 1o next page.
Lex )
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13. Once the operation is complete, click OK. The following window is displayed.

Repository Creation Utility - Step 4 of 7 : Schema Passwords
ORACLE

FUSION MIDDLEWARE 1 1g

Schema Passwords

Please enter the passwords for the main and additional {auxiliary) schema users. Password can contain
alphabets, numbers and the following special characters: $, #, _ Password should not start with a number
or a special character.

&
ey
B

() Use same passwords for all schemas

Select Components -Z:_:Z- Usze main schema passwords for auxiliary schemas

Schema Fass words (%) Specify different passwords for all schemas

Map Tablespaces

C—(——E——i

Component Schema Crmer Schema Password Confirm Password
Metadata Services OLL_MD= vttt vttt
Oracle Platform Security Services OLL_OPSS i et
Business Intelligence Platform OLL_BIPLATFORM ettt [esssssssnssnes

Meszages:

| Cancel |

| = Back " MNext =

| Hew |

14. Select Specify different passwords for all schemas and provide Schema Passwords
for each server as shown above.

15. Click Next., The following window is displayed.

Repository Creation Utility - Step 5 of 7 : Map Tablespaces

Map Tablespaces ORACLE’ 11g
FUSION MIDDLEWARE

Choose tablespaces for the selected components. The default and temporary tablespaces are specified in
l the table below:.
To create newtablespaces or modify existing tablespaces click the '"Manage Tablespaces' buttan.
AT
I Compaonent Schema Owner Default Tablespace Temp Tablespace
l Metadata Services OLL_MD5 TOLL_MD5 "OLL_IAS_TEMP
I Oracle Platform Secu... |OLL_OPSS TOLL_1AS_OPSS TOLL_LAS_TEMP
¥ Schema Passwords Business Intelligence ... |OLL_BIPLATFORM "OLL_BIPLATFORM TOLL_LAS_TEMP
I
fw Map Tablespaces
|
T Summary
* Default tablespaces (specified in the configuration files) are to be created upon confirmation.
Manage Tablespaces
Mezzages:
Help = Back " Mext = Cancel
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16. Click Next. The following window is displayed.

Repository Creation Utility - Confirmation

.“

Click OK to create tablezpaces.
Click Cancel to return to the wizard.

Any tablezpaces that do not already exist inthe selected schemas
will be created,

L_gx

|| Cancel |

17. Click OK. The following window is displayed.

Validating and Creating Tablespaces

Repository Creation Utility - Creating Tables

9® Check tablespace requirements for selacted components
% Create tablespaces in the repository database

00:00.103{ms)
Q006 012(se0)

Operation completed. Click OK to continue to next page.

| ok |

18. Click OK to continue to the next page. The following window is displayed.

Summary

Repository Creation Utility - Step 6 of 7 : Summary

CEX
ORACLE 44¢

Welcome

—

Create Reposito

_}

Select Compaonents

Schema Passwords

Map Tablespaces

Gl e —— —

v Databasze Connection Details

Databaze details:

Host Mame: blabldm03
Part: 1521
Service Mame: (CFSLLDE

Connected As: sys
Operation: Create

Prefix for {prefizable) Schema Cumners:OLL

Summary Component Schema Owner Tablespace Type Tahblespace Mame
Metadata Services OLL_MDS Default OLL_MDS
Temp OLL_IAS_TEMP
Additional Mone
Oracle Platform Security Services OLL_OPSS Default OLL_IAS_OPSS
Temp OLL_IAS_TEMP
Additional Mone
Business Intelligence Platform OLL_BIPLATFORM Default OLL_BIPLATFORM
Temp OLL_IAS_TEMP
Additional Mone
Help < Back LCreate | | Cancel
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3.4

19. Click Create. The following windows are displayed.

Repository Creation Utility - Create

Repozitary Create in progress.
(5 Metadata Services Q009 935 {ze)
COracle Platform Security Services 0
Business Intelligence Platform 0
Execute post create operations 0
|
| Stop |

Repository Creation Utility - Step 7 of 7 : Completion Summary [TIIEI[‘S?I

ORACLE’ 11
FUSION MIDDLEWARE

Completion Summary

] Database details:
A Host Mame: blabldm 03
| Fort: 1571
l Service Mame: QOFSLLDE
Connected As: sys
] Operation: Create
RCU Logfile: Stmp/logdir.2013-03-05_10-43/rcu.log
I Component Log Directory:  ftmp/logdir.2013-03-05_10-43
l Execution Time: 27 minutes 19 seconds
T Prefix for {prefixable) Schema Owners:OLL
I
i Completion ¥
Compaonent Status Logfile | Time
Metadata Services Success mds.log 01:46.781{min)
Oracle Platform Security Services Success opss.log 13:08.670{min)
Business Intelligence Platform Success biplatform.log 10:51.086{min)
| Help | Clase

20. Click Close to close the window.

Creating Metadata Repository

Assuming that DEV_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below
steps to create the repository.
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1. Login to Oracle Enterprise Manager 11g console (http://hostname:port/em).

| /rarm_orsu_aomain;otsii_ x summary orJUBL Lata 5¢ X UIacie FNancial Sevices 1 X

« c Db

ORACLE Enterprise Manager 11g Fusien Middieware Control
GiFam+ | & Topology

(=R ofsll_domain @

& G Farm_ofsll_domain ] WebLogic Domain +
2 Application Deployments Hime
= (3 webLogic Domain = Clusters
B i ofslidomain _— 3 Search @
&5 Adminserver {1 To configure and manage this
Logs > o e enck Cluster
Ofsll_Managedserver WebLogic Domain, use the Qrade ez servers 05
Vbl ogic Server Administration e
Port Usage Z5 ST No Clusters found
Application Deployment 5 @. |E Deployments
Web Services > 4%
ADF Domain Configuration
Security 5 Wup
Metadata Repositories
IDBC Data Sources
System MBean Browser - ®
Bean MNeme
i Request
Bl Weblogic Server Administration Console . e e SENS acemes  E 3 Application Deployments
Port Sessons gl G 2 [ Internal Applications
I General Information 7001 2 60 Ui @OFsLL_126(v12.6.0.0.0b171)
5l Ofsll_Managed. F  MBOM. 7003 0 0 0.00

Click on domain name ofsll_domain on the left side panel.

panel, as shown above screen.

The following window is displayed.

|| Metadata Reposrtonies - U Summary of JUBC Data 5 X Uracle Financial Services | X

€« c D

ORACLE Enterprise Manager 11g Fusion Middleware Control
GFarm v | & Topalegy

-~ ofsll_domain®

= 58 Fam _ofsl_domzin
(2 Application Deployments

=g
5l admirserver
5l ofsll_Managedserver

(5] Weblogic Domain ~

Metadata Repositories @

Utilty ar created an disk as file-based repositories, You must register an MDS repasitory before you can deploy application metadata to the repasitory.

Database-Based Repositories

~u

e p——
<=

Setpv Helpv LogOut

Logged in as weblogic
Page Refreshed Jan 31, 2013 3:32:47 PM 15T 0

@2
Cluster Default Session
Messaging  Load Replication
Mo Algorithm  Type

@2
WDown (1
HUp 6
Status Target
& Ofsll_Managedse.

Expand Weblogic domain ofsll_domain and click Metadata Repositories on right side

vl £

Setpv Helpw LogOL

Logged in as weblogi
Page Refrashad Jan 31, 2013 3:33:01 PMIST

You create most Fusion Middleware component schema repositeries in a database using the Repository Creation Utlity. Metadata Services (MDS) repositories can be created in a database with the Repository Creation

‘ Register.., | Deregister...

Repository Name
Mo Repository

Database Type Database Name. Schema Name. INDI Location

5. Click Register button. The following window is displayed.

[} Metadata Repositories - © % Settings for OFSLL126 DS %

- i N I - =2

€« c Db

ORACLE Enterprise Manager 11g Fusion Middleware Control
GiFam~ | & Topolegy

2~ ofsll_domain &

3 5% Farm_ofsll_domain

[ WebLogic Domain v

G|

ve| =

Setupw Hepw LogOut

Logged in as weblogic

Page Refreshed Jan 31, 2013 3:39:47 PM 15T 0

(3 Application Deployments
= (3 Weblogic Domain
=l ] omain|

Metadata Repositories  Register Metadata Repository

Register Database-Based Metadata Repository @

ver
5] Ofsll_Managedserver A repository stores information used by Application Server components and other applications. A metadata repository must be registered to be operational. A database-based repository is created using the Repository

Creation Utiity. To register, input database connection information and click Query, then select one of the Metadata Repository and click OK button.
ok || cancel

Database Connection Information

Databace Type @ Orace () 501 Server O M DB2 O MySaL *User Name | DEV_MDS
“HostName |ofss220059.in.oracle.com “Password | seenes
=port [1521 Role [NORMAL [=]
*Service Name | OFSLLD
Query
Metadata Repository Is Registered? Schema Name version Status Modified Tme
DS false DEVI_MDS 1L116.0 VALID Nov 8, 2012 1:59:10 PM IST
DS false ECM_MDS 1L116.0 VALID Dec 5, 2012 3:48:20 PM IST
DS false OFS5_MDS 1L116.0 VALID Jan 3, 2013 2PM IST
M vos false DEV_MDS 1L1.16.0 VALID Nov 2, 2012 2PM IST
DS false D_MDS 1L116.0 VALID Nov 7, 2012 1:41:26 PM IST
b DS false OF5_MDS L1150 VALID Jan 3, 2013 1:03:27PM IST

Selected Repository - Schema: DEV_MDS
‘The selected schema can be registered only if it has net already been registered.
*Repository Name [adf

*Schema Passnord | esesses

Enter database instance details under Database Connection Information section and click
Query.

7. All available schemas in the given database instance are listed.

8. Select the schema you require and enter Repository Name (adf) and the password
under Selected Repository — Schema DEV_MDS section.
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9. Click OK. The following window is displayed.

DRACLE Enterprise Manager 11g Fusion Middieware Control Setup+ Help~ LogOul
Hrame | & Topology

ERd | ofsll_domain Logged in as weblogic
5 Farm_ofsll_domain 5] WebLogic Domsin =

23 Application Deployments.

Page Refreshed Jan 31, 2013 3:44:02 P 15T U}
El (3 wiebLogic Domain
=T

(@ Information

Metadata Repository mds-adfhas been successful registered. It s not visble n the table after refresh the page, itmaybe because Admin Server need to be restarted. Restart Admin Server to see the |5
&5l Adminserver nenly registered Repository.

&l ofsll_ManagedServer
E) [ Metadata Repositories

[& mds-acf

Metadata Repositories @

You create most Fusion Midd/eware component schema repositories in & database using the Repository Creation Utility, Metadata Services (MDS) repositories can be created in a database with the Repository Creation
Utiity or created on disk 25 file-based repositories. You mUst register an MDS repository before you can deploy application metadata to the repositary.

b d

H Regster... ” Deregister...

Repository Name Database Type Databace Name Schema Name INDI Location
P mds-adf Orade OFSLLD DEV_MDS jdbe/mdsfadf

10. Click Repository name mds-adf on left panel. You can even select it from right panel.

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setupw Helpw LogOut
GiFarmv | & Topology
=R mds-adf @ Logged in as weblogic| Host MBOMMAVA-IN.in.oracie.con
158 Farm_ofsll_domain (@] Metadata Repository v Page Refreshed Jan 31, 2013 3:4:13 PM 15T 0}
[3 Applcation Depi ts
E1 (3 Weblogic Domain E Repository Partitions

@
4l ofad_domain To selecta partiton cick on a row in the Repository Partitons table.
&l Adminserver

&5l ofsi_Managedserver otz .. | ManageLabels

1 [ Metadats Repositaries Read
Repository Partition

Wirite
A7 Applications  Respons: Load Re: Load
(seconds) (reads/second)  (seconds) {reads/second)
FLLDemo 0 0 -
ess_xmipserver
cbpm
ofell 126

gggEE

0
0
0
0
0

o e o0 o

0
0
0
0

.
v

oo oo

= Targeted Servers @ &~ E Response and Load @
The repositary is accessble from the servers listed below:
o Add 3R Remove
& Adminserver

E (5] Ofsl_ManagedServer

15:30 15:32 15:34 15:36 15:38 1540 15:42 15:44
January 312013
e [

= Document read time (in seconds}
[ Bacaurre Contor

= Number of documents read per second

11. And target to AdminSever and Ofsll_ManagedServer as on right panel.

Creating Data Source
1.

Login to WebLogic Server 11g console (http://hostname:port/console).

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the Weblogic Server domain

weblogic

ORACLE



2. The following window is displayed.
ORACLE WebLogic Server® Adminiswation Cansolo 300 o

Change Center
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
ofsl_domain -
Environment

Deployments

“Services

E-Messaging

ata Sources

ersistent Stores
~Foreign JNDI Providers
Work Contexts

M. Registries L
(ML Entity Caches
jcoM

\ail Sessions
Eile 13

i

Howdo L. =

+ Search the configuration
+ Use the Change Center

+ Record WLST Saipts
 Change Console preferences
.

Moritor servers

System Status =]

Health of Running Servers

[ Fald@
[ it (@)
[ Overloaded (0)
[ Waming(@
I ok ()

{8 Home Log ut Preferences
Home

Home Page

Information and Resources

Helpful Tools General Information
= Configure applications
= Configure GridLink for RAC Data Source
= RecentTask Status
= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain Services Interoperability
« Domain * Messaging * WTC Servers
= M5 Servers » Jolt Connection Pools

Environment = Store-and-Forward Agents
* senvers = M5 Modules Diagnostics
» Clsters = Path Services * LogFies
* Virtual Hosts 0 Bl ® Diagnostic Modules
o Migratabie Targets « Data Sources  Dignostic Images
o Coherence Servers « Persistent Stores © RequestPerformance
* Coherence Clusters * ML Registries » archives
 Machines * XML Entty Caches * Context
* Work Managers  Foreign INDI Providers * SNMP
e Startup And Shutdown Classes « Work Contexts

* JCOM Charts and Graphs
Your Deployed Resources * Mail Sessions * Monitoring Dashboard &
« Deployments * FieT3

. JTA

Your Application’s Security Settings

» Security Realms

ccord Help | Welcome, weblogic | Comected to: ofsl_domain

Common Administration Task Descriptions
Read the documentation

Ask a question en My Orade Support

Oradle Guardian Overview

3. Click Domain Name — Services — Data Sources.

4. The following window is displayed.
ORACLE WebLogis Server® Aaminisration consoe B 200 O

Change Center
View changes and restarts
N pencing changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

ofsl_domain -
HEnvironment
~Deployments

~Services

B&I-Messaging

Data Sources
~Persistent Stores
--Foreign JNDI Providers
~—Work Contexts.

~"XML Registries L4
XML Entity Caches

oM

Mail Sessions

I

~Fie T3

&) Home Log Out Preferences

Record Hep | Welmme,wgblugm‘mmemdm:ofsll,dumai

Home »Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration | Monitoring

A TDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look LD & data source on the JNDI tree and then
borrow a database connection from a data source.

This page summarizes the JDBC data source abjects that have been created in this domain,

[ Customize this table

Data Sources (Filtered - More Columns Exist)

New v | [Delete Showing 0 to 0 of 0 Previous | Next
‘D Hame & Type INDI Hame Targets |
| There are o items to display |

New v | [Delete Showing 0 to 0 of 0 Previous | Mext

5. Click Lock & Edit button on the left panel. Click New on right panel and select Generic

Data Source.

ORACLE weblLogic Server® Administration Consale -

Change Center

View changes and restarts

Mao pending changes exist. Click the Release
Configuration button to allow others to edit the

domain.
Lock & Edit
Release Configuration
Domain Structure
ofsll_domain -
B-Environment
--Deployments
EF-Services
[#-Messaging
~"Data Sources E
Persistent Stores

i~-Foreign JNDI Providers

—Work Contexts

~“%ML Registries L4

~~XML Entity Caches

—jcoM

~Mail Sessions

~—File T3 4
How do L. =)
e Create JDBC generic data sources
& Create LLR-enabled JDBC data sources
System Status =]

Health of Running Servers

@ Home Log Out Preferences 2] Record Help ‘

Home =Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | | Next | Finigh | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
* Indicates required fields

\What would you like to name your new JDBC data source? i
4F *Name: OFSLLNEW

What INDI name would you like to assign to your new JDBC Data Source?

(5] INDI Name:
jdbc/ofs11DBConnDS |

What database type would you like to select?

Database Type: Oracle E

Back | | Next | Finish | Cancel
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6. Enter Data source Name
7. Enter JNDI Name as jdbc/ofslIDBConnDS.

8. Select Oracle as Database Type and click Next. The following window is displayed.
ORACLE WebLogic Server® Administration Console _

Change Center 8 Home LogOut Preferences [2] Record Help ‘ Q Weloome,w:bhgk:‘cnnnected

Heme >Summary of JDBC Data Sources

View changes and restarts

No pending changes exist. Click the Relesse e e o Coures

Configuration button to alow others to edit the

domain. Back | | Next | Finish ‘ Cancel
Lock & Edit

IDBC Data Source Properties

Release Configuration
—————————— The following properties will be used to identfy your new JDBC data source.

Domain Structure

ofsll_domain - Database Type: Cracle
Environment
Vhat database driver would you ik to use to create database connections? Mote: = indicates that the driver is expliitly supported by Orade Weblogic Server.

Database Driver: *Oracle’s Driver (Thin) for Instance connections; Versions 3.0 1 and later [+]

m

Back | | Next | Finish ‘ Cancel

XML Entity Caches

9. Select the Database Driver "Oracle's Driver(Thin) for Instance connections;
Versions:9.0.1 and later” as shown above.

10. Click Next. The following window is displayed.
ORACLE Weblogic Server® Administration Cansole s 22220 o

Change Center @ Home Log Out Preferences ecord Help ‘ Q WEkx)mE,wehbgic‘CwnnEctEd to: ofsll_demain
Heme >Summary of JDBC Data Sources

View changes and restarts
o pending changes exist, Click the Release LS AL LT L
Configuration button to allow others to edit the
Back  Next | Finigh ‘ Cancel
Lock & Edit
Transaction Options
Release Configuration

You have selected nan-XA IDEC driver to create database connection in your new data source,

Domain Structure Does this data source suppart global transactions? [f yes, please choose the transaction protocal for this data source.
ofsl_domain -
Environment

Supports Global Transactions

Deployments
~Services Select this option if you want to enable non-XA JDBC connections from the data source to particpate in global transactions using the (LLR) transaction optimization. R
-Messaging in place of Emulate Two-Phase Commit,
~-Data Sources =

{~Persistent Stores Logging Last Resource

areign JNDI Providers
Vork Contexts Select this option if you want to enable non-XA JDBC connections from the data source to emulate partidpation in global transactions using JTA. Select this option only if your application can tolerate
ML Registries heuristic conditions,

ML Entity Caches

(©) Emulate Two-Phase Commit

~jcom
~Mail Sessions i § o §
13 ~ Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction processing, With this option, no other
resources can partidpate in the global transaction
How do a8
@ one-Phase Commit
» Create JDBC generic data sources
# Create LLR-enabled JDBC data sources Back | | Next | Finich ‘ Cancel
System Status =] ‘

11. Click Next. The following window is displayed.
Console |

Record Help | Q Welcon
Home =Summary of JDBC Data Sources

ORACLE wablogic Server® Administra

Change Center @ Home Log Out Preferences

View changes and restarts
No pending changes exist. Click the Release Create a lew IDBC Data Source
Configuration button to allow others to edit the
domain. Back| [Next] | [Fiish] | Cancel
Lock & Edit
‘Connection Properties
Release Configuration

Define Connection Properties.

Domain Structure What is the name of the database you would like to connect to?
ofsll_domain -
Enviranment | | Prtabasetame: OFSLLD
Deployments
Toervices What is the name or IP address of the database server?
H-Messaging
~-Data Sources E Host Name:
Persistent Stores ofs5220058 in oracle com
--Foreign JNDI Providers
-Work Contexts What is the port on the database server used to connect to the database?
~"XML Registries |
“KML Entity Caches Port: 1521
--jCOM
":!f“fjif'ﬂ”i i What database account user name do you want to use to create database connections?
~File
FT— = Database User Name: OFSLLMEW

& Create JDBC generic data sources
+ Create LLR-enabled JDBC data sources

What is the database account password to use to create database connections?

System Status =]
Confirm Password:

Health of Running Servers

[ Faled@
[ criieal (0)
[ Overloaded (0)
[ waming (@)

Back | | Next | Finish ‘ Cancel

3-18 ORACLE



12. Enter Database details click Next. The following window is displayed.

ﬂ Create a New JDBC Data Source - ofs... | -+ -

ORACLE WeblLagic Server® Administration Console — 2

Change Center @ Home Log Ot Preferences Record Help ‘ Q
Yiew changes and restarts Welcome, weblogic | Connected ta: ofsll126_domain
L S S AT LR kT Horme =Summary of Servers =Summary of JDBC Data Sources =Summary of Enviranment >Summary of JDBC Data Sources
changes will automatically be activated as you
modify, add or delete ikems in this domain, Create a New JIDBC Data Source
Domain Structure Test Configuration Back Newxt Finish Cancel
ofsll126_domain ~
EH-Environment i Test Database Connection
‘ F"SE'VEVS Test the database availability and the connection properties vou provided,
i Clusters 1
§ ;““Virtual Hasts ‘what is the Full package name of JDBC driver class used to create database connections in the connection pool?
| Migratable Targets
| L'Cugherenca Ser%'ers {Moke that this driver class must be in the classpath of any server to which it is deployed. )
i ;‘"Cuherenca Clusters
| Machines i .
| i-Work Managers Driver Class Name: oraclejdbc.OracleDrive
1 L”Startup and Shutdown Classes
%‘“Depbyments ‘what is the URL of the database to cannect to? The format of the URL varies by JDBC driver,
~r-Services
| ! - .
. Messaning = LU jdbcoraclethini@hblablc
How do L. =]
what database account user name do you want to use to create database connections?
* Create JDBC generic daka sources
Datab. User N 3
* Create LLR-enabled JDBC data sources atdhase User Rame: ofsll126
‘what is the database account password to use to create database connections?
System Status = P
Health of Running Servers {Moke: For secure password management, enter the password in the Password Field instead of the Properties field below)
v
Done
13. Click Test Configuration. The following window is displayed.
ORACLE WebLogic Server® Adminitraion Consele I
Change Center @ Home Log Out Preferences (] Record Help | & Welcome, weblogic | Connecizd o: ofsll_dor
View changes and restarts Home >Summary of JDBC Data Sources
Messages
Na pending changes exist. Click the Release
Configuration button to alow others to edit the & Connection test succeeded,
domain.
oD Create a llew JDBC Data Source
Release Configuration Test Configuration | || Back| | Hext | Finish ‘ Cancel
Domain Structure. Test Database Connection
ofsll_domain - Test the database availability and the connection properties you provided.
Er
‘L,,DZD,D,MH‘S Whatis the ful package name of JDBC driver dass used to create database comections in the connection pool?
Eservices . - [—
. . . “« . » .
14. Displays confirmation message as “Connection test succeeded”. Click Next. The
following window is displayed.
ORACLE weblLogic Server® Administration Consale -

Change Center
View changes and restarts
Mo pending changes exist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

ofsll_domain -

-Deployments
Services
E-Messaging

m

| i~Data Sources

i ~Persistent Stores

i r--Foreign JNDI Providers
§ rk Contexts
§ XML Registries

VA Embib Cachas

Q Home Log Out Preferences

Record Help Q

Home >Summary of IDBC Data Sources
Create a New JDBC Data Source
Back | | Next | Finish ‘ Cancel

Select Targets

‘You can select ane or more targets to deploy your new JDBC data source. If you don't select a target, the data source will be created but not deployec
later time,

Servers

AdminServer

Ofsll_ManagedServer

Back | | Next | Finish ‘ Cancel
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3.6

15. Select target Servers AdminServer and Ofsll_ManagedServer and click Finish. The
following window is displayed.
ORACLE Weblogic Server® Administration Console 02000 ¢

Change Center @ Home Log Out Preferences [ Record e | <Y Welcome, weblogic ‘ Connectzd to: ofsll_don
e Home »Summary of JDBC Data Sources

Pending changes exist, They mustbe activated | | Summary of JDBC Data Sources

to take effect.

Configuration | Monitoring
o Activate Changes

Unda All Changes
L TndoAlthanges 4 JDBC data source is an object bound to the JNDI tree that provides database connectivity through a paol of JDBC connections, Applications can lock up a data source on the JNDI tree and then
borrow a database connection from a data source.

Domain Structure

This page summarizes the JDBC data source objects that have been treated in this domain.
ofsl_domain -

| Customize this table

Data Sources (Filtered - More Columns Exist)

m

~Data Sources
ersistent Stores New v | |Delete Showing 1to 10f 1 Previous | Next

oreign JNDI Providers
vork [T name & Type INDI Name Targets

[ | oFsLL12.6 DS Generic jdbejofslDBConNDS Ofsll_ManagedServer

New v | | Delete Showing 1to 1of 1 Previous | Next
lail Sessions E—

~Fle T3

16. Click Activate Changes.

Update the following parameters in JDBC data source connection pool:

1. Select Services— Data Sources—> select the OFSLL data source— Connection
Pool.

2. Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent
users are more this needs to be increased.

3. Click Advanced button and update the following:

e Inactive Connection Timeout=900

e Uncheck the "Wrap Data Types" parameter for better performance.
4. Click Save.

Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click Security Realms in left panel.
The following window is displayed..

ORACLE WeblLogic Server® Administration Console _

Change Center @ Home Log Out Preferences Help | WEkx:mE,wEhbgic‘CnnnE(tEd to: ofsli126_dom:
e e Home »Summary of Deployments »Summary of Sscurity Resims »myresim
Click the Lok & Edit button to modify, add or Summary of Security Realms

delete items in this domain.

focchlit A security reaimis a container for the mechanisms-~induding users, groups, security roles, security polices, and security providers--that are used to protect WebLogic resources. You can have muliple

Releass Corfiguration security realms in 2 WebLogic Server domain, but only one can be st as the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.
Domain Structure

1126_ci
Op12doman  Customize this table
Br-Environment
~Depioyments Realms (Filtered - More Columns Exist)
-Services
\--Security Realms Click the 1ock & Fditbutton in the Change Center to activate all the buttons on this page.
B Interoperability
~Diagrostics New | [Delete Showing 1 to Lof 1 Previous | Next
e [emat s \
[ [ryream [ |
New | [Delete Showing 1 to Lof 1 Previous | Next
How do L. =

= Configure new security reaims
* Delete security realms

® Change the default security realm

System Status =]
Health of Running Servers

| Failed (0)
| Critical (0)
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2. Click myrealm in the right panel. The following window is displayed.

T Home »Summary of Deployments > Summary of Securty Res

ims >myrasim >Providers >Summary of Sscurty Realms >myrealm

Click the Lock & Edit butten to modify, add or Settings for myrealm
delete items in this domain.
Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers || Migration
Lock & Edit

General = RDBMS Security Store | User Lockout | Performance
Release Configuration

Click the Lock & Editbutton in the Change Center to modify the settings on this page
Domain Structure

ofsll125_domain Save

Use this page to configure the general behavior of this security reaim.

~Seaurity Realms Note

B}-nteroperablity If you are implementing securi

using JACE (Tava Authorization Contract for Contsiners as defined in J5R. 115), you must use the DD Only security model. Other Weblogic Server models are

Diagrostics not available and the security functions for Wieb applcations and EBs in the Admiristration Console are disabled
Name: myreaim The name of this security reaim. ~ More Info.
(5 security Model Default: DD Only Speafies the default security model for Web applications or E)8s that are

secured by this security realm. You can override this default during
deployment. More Info...

- El
ool 4] Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Application, Web
+ Mange security for Wb applications and application, and EJB containers interact, This setting s vaiid only for Web
Horege securty i applcations and EJBs that use the Advanced security modl and thatiniiize
roles from deployment descriptors.  More Info....
« Set the default security model
+ Delegate MBean authorizatin to the reaim ] Use Authorization Providers to Protect JMX Access Configures the WebLogic Server MBean servers to use the security realms

Authorization providers to determine whether a JMX dient has permission to

System Status = access an MBean attribute or invoke an MBean operation. More Info
Health of Running Servers b Advanced
Save
Faled (0)
[ cita(@ Click the Loek & Editbutton in the Change Center to modify the settings on this page.

Overloaded (0)
Warning (0)
[

3. Click on Providers tab. The following window is displayed.

ORACLE WebLogic Server® Administration Consele

Change Center @ Home LogOut Preferences [ Record Help ‘ Q Welcome, wehlng’»c‘cwna:md to: ofsil126_doma

e e Home >Summary of Deployments >Sum

 >Summary of Sacurity Reslms >myresim >Providers
Cick the Lock & Edit button to modify, add or Settings for myrealm

Gelete items in this domain.
Configuration | Users and Groups | Roles and Polices | Credential Mappings | Providers | Migration
Lock & Edit

Authentication | Password Validation | Authorizaion ~ Adjudication = Role Mapping  Auditng = Credential Mapping | Certification Path | Keystores
Release Configuration

Domain Structure An Authentication provider allows Weblogic Server to estabiish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication
ofl125 domain providers in  security reaim, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS. You can also configure a Reaim Adapter
Ervironment Authentication provider that llows you to work with users and groups from previous releases of Weblogic Server,
~Deployments
~Services

Custe ‘this table
~Security Realms [ Customize this table

“Interoperability Authentication Providers

-Diagnostics
Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.
New | [ Delete | |[ Reorder Showing 1to 202 Previous | Next
Name Description Version
DefaultAuthenticator WebLogic Authentication Provider 10
How do L. [E] DefaultidentityAsserter WeblLogic Identity Assertion provider 10

« Configure Authentication and Identity Hiow)| [ipeietel | [[eomey Showing 1o 20f 2 Previous | Next
ssertion providers

* Configure the Password Validation provider

» Manage security providers
* Setthe JAAS control flag

» Re-order Authentication providers

4. Click Lock & Edit to unlock the screen and click New button in Authentication Providers
sub tab. The following window is displayed.

ORACLE WeblLogic Server® Administration Console

(Change Center @ Home Log Out Preferences [2] Record Help ‘

Welcome, weblogic ‘ Connected to: ofsli126_doma

e i e T Home >Summary of Deployments >Summary of Security Resims >myresim >Providers >Summary of Security Resims >myresim >Providers
No pending changes exist. Click the Release Create a New Authentication Provider
Configuration butten te allow others te edit the
domain. 0K | || Cancel
Lock & Edit
Create a new Authentication Provider
Release Configuration

The fillowing properties wil be used to identify your new Authentication Provider.

_ * Indicates required fields
Domain Structure

ofsll126_domain

EH-Environment The name of the authentication provider.
~Deployments

#-services *Name: OfsllDBAuthenticator
~-Security Realms

Bt-Interoperability
#1-Diagnostics

Thisis the type of authentication provider you wish to areate.

Type: SQLAuthenticator [=]

Cancel

How do

® Manage security providers

« Configure Authentication and Identity
Assertion providers

5. Create Authentication provider with following values.
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Name: OfsliIDBAuthenticator

Type: SQLAuthenticator
6. Click OK button. The following window is displayed.

ORACLE Webloglc Server® Ainisraton Cansole -

Change Center @ Home Log Out Preferences d Help ‘

Welcome, weblogic | Connected to: ofsli126_doma

P el T Home >Summary of Depioyments >Summa

of Securty Resims >myrea

of Sacurty Resims >myrasim >Providers

Messages
Cick the Lock & Edit button to modify, add or
delete items in this domain.  All changes have been activated. However 1items must be restarted for the changes to take effect.

lock bEE Settings for myream
FaeEiin Configuration | Users and Groups | Roles and Poiices | Credential Mappings | Providers | Migration

Domain Structure Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auding | Credential Mapping | Certification Path | Keystores

ofsll 126_domain
Environment.

Deployments An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security reaim, and you can configure multiple Authentication
s providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS, You can alsa configure a Realm Adapter
Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server,
—Security Realms
#-Interoperability
R | Customize this table
Authentication Providers
Click the Lock & Editbutton in the Change Center to activate all the buttons on this page
Showing 1to 30f 3 Previous | Next
How do L. g Name Description Version
* Configure Authentication and Identity OfslDBAuthenticator Pravider that performs DBMS authentication 10
Assertion providers
« Configure the Passward Validstion provider DefauitAuthenticator Weblogic Authentication Provider 10
» Manage security providers
DefaultidentityAsserter WebLogic Identity Assertion provider 10
 Set the JAAS contral flag

‘ Showing 1 to 36f 3 Previous | Next

Authentication order should be maintained as mentioned in the above screen.
7. OfsliIDBAuthenticator will be displayed as above.
8. Click on OfslIDBAuthenticator.

9. The following window is displayed.
ORACLE WebLogic Server® Administration Console _

Change Center @ Home Log Out Preferences ecord Help ‘

Welcome, weblogic ‘ Comnected to: ofsll126_doma

Vicw changes and restarts Home »Summ ments »Summary of Scuriy e ~OfslIDBAuthenticator
Configuration editing is enabled. Future Settings for OfsliDBAuthenticator
changes will automtically be activated as you
modify, add or delete items in this domain. Configuration | Performance
Domain Structure Common | Provider Specific
ofsl126_domain -
Environment | Save
~Servers
"5'“;“9": N This page displays basic information about this SQL Authentication provider, You can alsa use this page to set the JAAS Control Fizg to control how this provider is used in the login sequence.,
irtual Hos
Migratable Targets
Coherence Servers 45| Name: OfsIDBAuthenticator The name of this SQL Authentication provider.  More Info.
~Coherence Clusters
~Machines (] Description: Provider that performs DBMS authentication A short description of this SQL Authentication provider, More Info...
~Work Managers
~-Startup and Shutdown Classes
~Deployments £F] version: 0 The wersion number of this SQL Authentication provider. More Info...
~Services
ety Reaims El | 45 control Flag: SUFFICENT[S] Specifies how this SQL Authentication provider s nto the logn
sequence. More Inf
How do L. El
Save

» Configure Authentication and Identity
Assertion providers

+ Setthe JAAS control flag
+ Configure the Password Validation provider

+ Manage searity providers

10. Select SUFFICIENT as the Control Flag and click Save.
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11. Click Provider Specific sub tab under Configuration tab. The following window is

displayed.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
mocify, add or delete items in this domain,

Domain Structure
FSLL126_Domain
BH-Environment
~Deployments
t}-Services
~Security Realms
Bi-Interoperability
-Diagnostics

Howdo L.

* Configure Authentcation and Identity
Assertion providers

* Manage security providers

System Status
Health of Running Servers
[ Falled (0)
[ Critical (0)
Overloaded (0)

[ Warning (0)

I )

@ Home LogOut Preferences Record Help

a

Home > Summary of Deployments »Summary of Security Resims >myresim »Providers > OfsliDBAuthenticator

Settings for OfsliDBAuthenticator
Configuration | Performance

Common | Provider Specific

Save

Use this page to define the provider spedific configuration of this SQL Authentication provider

|| Plaintext Passwords Enabled

Data Source Name:

Group Membership Searching:

Max Group Membership Search Level:

|| Password Style Retained

Password Algorithm:

Password Style:

SQL Get Users Password:

SQL Set User Password:

OFSLLNEW
unlimited [+

0

SHAS12

SALTEDHASHED [~ ]

SELECT UAU_USR_P

UPDATE USER_AUTH

12. Provide the following values in corresponding fields.

Data Source Name: OFSLLNEW

Password Style Retained: Uncheck

Password Algorithm: SHA-512

Password Style: SALTEDHASHED

Provide the SQL Queries from the column Corresponding SQL Queries as per OFSLL

Tables as given below.

Welcome, weblogic ‘ Connectsd to: OFSLL126_Domain

Specifies whether plaintext passwords are allowed to be used.  More Info...

The name of the JDBC data source used for database access.  More Info...

Specifies whether recursive group membership searching is unlimited or
limited. Vald values are unlimited and limited,  More Info...

This specifies how many levels of aroup membership can be searched, This
setting is valid only if Group Membership Searching is set to imited. Valid

/alues are 0 and positive integers. For example, 0 indicates orly direct
group memberships wil be found, a positive number indicates the number of
levels to go down.  More Info...

Controls how a password i stored in the database when updating an
existing user's password.  More Info.

The message digest algorithm used to hash passwords for storage. The
name is a standard algorithm name and must be recogrized by a Java
Cryptography Extension (JCE) provider that is avaisble atruntme, More
Info...

Indicates the password style that s sed when storing passwords for users
that are created and for changing the user's passward if Password Style
Retained i disabled. More Info,

The SQL statement used to look up  user's password. The SQL statement
requires a single parameter for the username and must return a resultSet
containing t most a single record containing the password.  More Info.

The SQL statement used to set the password for a user. The SQL statement
requires two parameters: the password for the user and the
username.  More Info..

I

Operation

Default SQL Query
from Weblogic

Corresponding SQL Queries as per our

Tables

SQL Get Users
Password:

SELECT U_PASS-

WORD FROM USERS
WHERE U_NAME = ?

SELECT UAU_USR_PASSWORD FROM

USER_AUTHORISATIONS WHERE
UAU_USR_CODE =7?

SQL Set User
Password:

UPDATE USERS SET
U_PASSWORD =?
WHERE U_NAME = ?

UPDATE USER_AUTHORISATIONS SET

UAU_USR_PASSWORD = ? WHERE
UAU_USR_CODE =7?

SQL User
Exists:

SELECT U_NAME
FROM USERS

WHERE U_NAME = ?

SELECT UAU_USR_CODE FROM
USER_AUTHORISATIONS WHERE
UAU_USR_CODE = ?

SQL List
Users:

SELECT U_NAME
FROM USERS
WHERE U_NAME
LIKE ?

SELECT UAU_USR_CODE FROM
USER_AUTHORISATIONS WHERE
UAU_USR_CODE LIKE ?
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Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables
SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-
User: VALUES (?,?,7?) TIONS(UAU_USR_CODE, UAU_USR _-
PASSWORD,UAU_DESC) VALUES(?,?,?)
SQL Remove DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE="?
U_NAME = ?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME =? | UGR_GROUP_CODE ="?
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
. ?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE =?
G_NAME =?
SQL Is Mem- SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- | FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE=? AND
G_MEMBER =? UGM_MEMBER_USR_CODE =?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- | BER_GROUP_CODE FROM
BERS WHERE USER_GROUP_MEMBERS WHERE
G_MEMBER =? UGM_MEMBER_USR_CODE="?
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- | FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE= ? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER R _CODE=? OR
=?ORG_NAME=? | UGM_MEMBER_GROUP_CODE= ?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES(?, ?) BER_GROUP_CODE,UGM_MEMBER_US

R_CODE) VALUES(?,?)
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3.7

3.71

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER =?

Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE= ?

WHERE U_NAME = ?

SQL Remove | DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- | GROUPMEMBERS BERS WHERE UGM_MEM-

ber: WHERE G_NAME = ? | BER_GROUP_CODE= ?

SQL Get User | SELECT U_DESCRIP- | SELECT UAU_DESC FROM USER_AU-
Description: TION FROM USERS | THORISATIONS WHERE UAU_US-

R_CODE = ?

SQLSet User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Description: U_DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U_NAME =? | R_CODE="?
SQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM
Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE
tion: GROUPS WHERE UGR_GROUP_CODE=?
G_NAME =?

SQL Set Group
Description:

UPDATE GROUPS
SET G_DESCRIP-
TION = ? WHERE

G_NAME = ?

UPDATE USER_GROUPS SET
UGR_GROUP_DESC= ? WHERE
UGR_GROUP_CODE= ?

Provider Name

OfslIDBAuthenticator

13. Click Save.

Note

Application server needs to be restarted for these changes to take effect.

Creating User Groups and Users

Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.
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3.7.2

Run the script "crt_app_user.sql script" as a OFSLL application owner user.

§ sglplus
SQL*Plus: Release 1:£ 2.0.3.0 Production on Wed Nov 27 15:06:06 2013
Copyright (c) 1882, 2011, Oracle. All rights reserved.

Enter user-name: OFSLL141
Enter password:

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
Wicth the Partitiocning, OLAP, Data Mining and Real Application Testing options

SQL> @/tmp/dba_utils/crt_app_user.sql

Enter the name of the OFSLL App user Id you
Want to create user: OLLUSER

Enter the First Name for this user: OLL

Enter the Last Name for this user: USER

Enter the Phone Number for this user: 9090800980
Enter the Fax Number for this user: 8976986798

1 row created.
1 row created.

1 row created.

sor> i

1. Login into WebLogic server console.

2. Click Security Realms on the left panel.

3. Click myrealm on the right panel..

ORACLE Weblogic Server® Administration Consola

Change Center &) Home LogOut Preferences

rs and Groups >Summary of Security Realms

View changes and restarts Homa >Summary of JOBC Data Sources >Summary of Securty Rasims >myrasim >

Click the Lack & Edit button to moify, add or Sy of Secarity, fealme
delete items in this domain,

Lock & Edit

a contaner for the mechanisms-indluding users, groups, security roles, security polices, and security

Welcome, weblagic | Comected to ofsll_domair

used ta protect We ces. You Il

A y
Ve v f2 Vi .
Release Configuration security reaims in & Weblogic Server domain, but only one can be set as the default (active) reaim

Domain Structure

ofsll_domain [ Customize this table

Realms (Filtered - More Columns Exist)
Click the Zoek & Editbutton in the Change Center to activate sl the buttons on this page.

This Security Realme page lists each seaurity realm that has been configured in this Weblogic Server domain. Click the name of the reaim to explore and configure that reaim.

1. Select Users tab under Users and Groups.

2.

New | [Deists Shawing 1o Lof 1 Previous | Next
Hame & Default Realm |
myrealm true

tigw] [Delete Shaing 1to 1of 1 Previous | Mext

If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the

Users are automatically created in weblogic when created through an application.

ORACLE Weblogic Server® Administration Console

Change Center &) Home Log Out Preferences (&) Record Help | Q

View chanpas and restarts Home > Summary of Securty Resins >myreaim >Users and Groups

Configuration editing is enabled, Future Settings for myrealm

changes will sutomatically be activated as

modify, add or delete items in this domain. Configuration | Users and Groups  Roles and Poices | Credental Mappings  Providers | Migration
Domain Structure Users | Groups

OFSLL141_domain

Environment

Ceblyhents This page displays information about each user that has been configured in this security reaim.

Welcome, weblogic | Connected to: OFSLL141_domain

=-Services
[ Secunty Resims ¥ Customize this table
B Interoperabiity
B-Diagnastics Users
New | | Delete Showing 1to 100f 20 Previous | Next
[ | Hame & Description Provider
[ [BatcH BATCHUSER OfsiDBAuthenticator
[ |oemocow DEMO COLLECTCR OfsliDBAuthenticator
How doL... = [ [pemosaLes DEMO SALES AGENT OfsiDBAuthenticator
» Manage users and oroups 1 |oemosuer DEMO SUPERUSER. OfsiDBAuthenticator
» Create users [1 | pemosuer1 DEMO SUPERUSER 1 OfsliDBAuthenticator
o Modfyusers [ [oemosuer2 DEMO SUPERUSER2 OfsiDBAuthenticator
o Delete users o e il
= DEMOSUPR3 DEMO SUPERUSER3 OfsiDBAUthenticator
[ EMI 4 DEMO SUPERI OfsiDB/
System Status DEMOSLPR USER4 Authenticator
DEMOSUPRS DEMO SUPERUSERS OfsiDBAuthenticator
Health of Running Servers 2 s
] | peEmMosuPRE DEMO SUPERUSERG OfsliDBAuthenticator
| Faded (0)
I Critical (3) New | | Delete Showing 110 100f 20 Previous | Next
Overloaded (0)
I \Warring {0)
I (3

Creating User Groups

1.

Select Groups tab under Users and Groups.
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2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

NRACLE Wabliogh Serve® himiersion Comon

Change Center @) Home Log Out Preferences (2] Record Help Q Welcome, weblogic | Comected to: OFSLL141_domain
View changes and restarts Home »Summary of Securty Resims >myresim >Users and Groups
Configuration editing is enabled, Future Settings for myrealm
changes wil sutomatically be activated as you - -
modify, add or delate items in this domain. Configuration | Users and Groups  Roles and Polices | Credentisl Mappings  Prowiders | Migration
Domain Structure Users | Groups
OFSLL141_domain
This page displays information about each group that has been configured i this security reaim.
i § Customize this table
B -Interoperabiity
B-Diagnostis Groups
New | |Dekete Showing 110 10 0f 10 Previous | Next
[ name & Description Provider
7] | adminchannelssers AdminChannelsers can sccess the adnn channel. | pefsustauthenteatoe
Administrators can view and modify al resource attributes and start and stop servers, DefauitAuthenticator
How do 1. a8 7] | appTesters AppTesters group. | Defacitauthenticatoe
+ Manage users and groups [ | crossDomainConnectors CrossDomainConnactors can make inter domain calls from foreign domains. Defautauthenticator
+ Create groups [1 | Deployers Deplayers can view al resource attributes and depioy spplications. Defaudtauthentcator
« Modfy groups [ | Monitors Monitors can view and modify ol resource atiributes and perform operations not restricted by roles. DefaultAuthenticator
o Delet =
gEr i oFal SR OFSLL_USER | ofsiogauthenticator
System Status OFSLL_USERS OFSLL USER GROUP | ofsioBAuthenticator
s SR 7] | Operators Operators can view and mod fy al recource attrbutes snd perform server kfecyde operations. Defautauthentator
- Oracie apgli fhivare system grous. | Defauitauthentcator
I Faled (0)
I Critial (0) New | | Delote Showing 1to 100f 10 Previous | Next
Overioaded (0)
I Waming (0}
I O (2)

3.7.3 Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.
ORACLE WebLogic Server® Administration Consol

Change Center =Y Welcome, weblogic | Connected to: OFSLL141_domain
e P et recrartel o and Groups > DEMOSUPR
Configuration editing is enabled, Fulure Settings for DEMOSUPR
changes vl automatically be activated as you
mrackfy, add or delate tems in this doman. General | Passwords | Groups.
Domain Structure Save
OFSLLIH_domsin
b i Use this page to configure group membersip for this user,
- Deployments
-Services
--Security Reaims Parent Groups: This user can be a member of any of these parent groups.  More Info,

F eroperabiity Available: Chosen:
B-Diagnostics OFSLL_USER

How do I...
Save

v Creste users

System Status
Health of Running Servers

I Faled (0)
criteal (6)

3.7.4 Resetting password

The password for the USER can be reset in weblogic using console or through a sample
python script provided with the distribution Media. The script is available in the utils directory
of the media with the instructions. The script resets the password of OFSLL users defined
within Weblogic Application Server in bulk.
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3.7.5 Resetting password via weblogic console

1. Click on User. Select Passwords tab. The following window is displayed.

ORACLE Webloghs Ssrver® Adrinareton Corsol

Change Center @ Home Log Out Preferences (& Record e | wdwm.mbhnk‘mtui OFSLL141_domain

e >Summary of

View changes and restarts

Configuration editing is anablad. Futire Settings for DEHOSUPR1
changes vl automabically be actvated as you
modify, add or delete items in this domain.

oups > DEMOSUPR1

General  Passwords  Groups

Domain Structure save
OFSLL141_domain

Use this page to change the password for the selected user.

* Indicates requred fi

E-Diagnostics * New Password: The new password of this user, More Info...
* Confirm New Password:
St

How do 1. =]

o Createusess
+ Madify ussrs

* Delste users

System Status B
Health of Running Servers

I ~ Faied ()

I Critcal (0)

I Overioaded (0)
I Warming (0)

— ()

2. Enter the new password and confirm password.

ORACLE WebLogic Server® Adrminisraion ansee

Change Center @ Home Log Out Preferences (5] Record Help | Q Walcame.uebhgic|c«nemﬂ to: OFSLL141_domain

s > DEMOSUPR

View changes and restarts Bl s of Btk R

Configuration editng i enabled. Futire Settings for DEMOSUPR
changes wil automaticaly be activated &5 you
modfy, add or delete items in this domain.

myreaien >Lsers and Ges

Genersl | Passwords  Groups

Domain Structure Save

Use this page to change the password for the selected user,

* Indicates required fields
-“Interoperabllity
“Dragnostics * New Password:

ward of this user.  More Info...

* Confirm New Password:

Save|

How do L. =]

+ Create users
» Modify users
+ Delete users

System Status =]
Health of Running Servers

I Faied {0)

[ Critical (0)

I Overloaded (0)

I Warning (0)

I ()

3. Click on Save.The following window displayed.
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ORACLE Weblogic Server® administration Console

Change Center @ Home Log Out Preferences wdumrw,-:bhqk!cmm«w to: OFSLL141_domain

»Summary of Securty R

view changes and restarts o
Messages

b+ > DEMOSUPR1

Configuration editing is enabled. Future
changes will automatically be activated as you o Settings updated successfilly.
modify, add or delete items in this domain.

Settings for DEMOSUPR1
Domain Structure
Genersl | Passwords  Grouss

(Seve

+~Sequity Realms
F-Interoperablity
E-Diagnostics.

Use this page to change the password for the selected user.

s required fields
* Hew Password:

The new password of this user, More Info.

* Confirm New Password:

How do L. 5| | (Sevel
o Croste usins

= Modfy users

= Delete users

System Status =]
Health of Running Servers
| Failed {0)
I Critical (0)

Overloaded (0)
| jarming (0)
I ()

3.8 Implementing JMX Policy for Change Password

1. Login to Oracle WebLogic Server 11g console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.

2. Click Domain — Security — myrealm — Configuration

ORACLE weblLogic Server® Admi

stration Console

Change Center {8 Home Log Out Preferences [ Record Help | Q Welcome, weblogic \ Connectzd to: DefaultDomain
e iyt e e Hame >Summary of Security Reslms >myresim >Summary of Securiy Reaims >myrealm
Configuration editing is enabled. Future Settings for myrealm
changes il automatically be activated as you
modify, add or delete items in this domain. [« Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure General | RDBMS Seaurity Store | User Lockout | Performance
Defaultbemain
+F-Environment Save
~Deployments
services o el
E gy P Use this page to configure the general behavior of this security realm.
#H-Interoperability Note:
}-Diagnostics

If you are implementing security using JACC (Java Authorization Cantract for Containers as defined in JSR 115), you must use the DD Gnly security model, Other WebLogic Server models are
not available and the security functions for Web applications and EJBs in the Administration Console are disabled.

Name: myrealm ‘The name of this security reaim.  More Info...

4] Security Model Default: DD Only =l Specifies the defauit security model for Web applications or E1Bs that are

secured by this security realm. You can override this default during
deployment. More Int

How do I... =

45 Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Appication, Veb

- e e L application, and EJ6 containers interact, This setting is vald only for Web

»/[Mamecc e quity Fevilico ppptons an applications and EJEs that use the Advanced security madel and that initialize

roles from deployment descriptors,  More Infa...

o Set the default security modsl

« Delegate MBean authorization to the realm [7] 4 Use Authorization Providers to Protect JMX Access Configures the WebLogic Server MBean servers to use the security reaim's
Authorization providers to determine whether a JMX cient has permission to

access an MBean atiribute or invoke an MBean operation,  More Info...

[E]
System Status  Advanced

Health of Running Servers

[ Faled(@
[ citel®@
[ Overloaded ()
[ waming (@
I ok (1)

Save
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3. To enable JMX policy select the "Use Authorization Providers to Protect JMX Access"
check box on the right panel

=YV T p————— B o

Change Center @ Home Log Out Preferences [E] Record Help Q Welcome, weblogic | Connected to: DefaultDomain

L T Homa »Summary of Sacuriy Reslms >myresim >Summary of Securty Resims >myrealm

Configuration editing is enabled. Future Settings for myrealm

changes wil automatcally be activated 2s you

modify, add or delete items in this domain. [« Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration

Domain Structure General | RDBMS Security Store | User Lockout | Performance

DefaultDomain
“Environment Save
~-Deployments
zz;‘;i; e Use this page to configure the general behavior of this security realm.
~Interoperability MNote:
~Diagnostics 1f you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you must use the DD Only security model, Other Weblogic Server models are

nat avalable and the security functions for Web applications and EJ8s in the Administration Cansale are disabled,

Hame: myreaim The name of this security realm.  More Info,

] Security Model Default: DD Only = Specifies the default security model for Web appications or EJBs that are
secured by this security reaim. You can override this efauit during
deployment.  More Info.

Howdo 1. =l

(] Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Application, Web
e g appiication, and EJ8 containers interact. This setting s vald anly for Web

# Manage seaurity for Web applications an appiications and E8s that use the Advanced security model and that initislize
roles from deployment descriptors. - More Info

o Set the default security mods!

« Delegate MBean autherization to the reaim

(] Use Authorization Providers to Protect JMX Access Configures the WebLogic Server MBean servers to use the security realm's

Authorization providers to determine whether 2 IMX dient has permission to
access an MBean atiribute or invoke an MEean operation.  More Info. .

=}
System Status 3 kifeanced

Health of Running Servers

I Faled
I cital ()
[ Overloaded (0)
I waming(@
I O (1)

Save

4. Click Save and restart the server.

5. Re-login to console.

6. Click Domain — Security — myrealm — Roles and Policies— Realm Policies

Note

If server is not restarted, JMX Policy Editor option will not appear

ORACLE WebLoglc Sorver® hamiieaton Corer o
Change Center @) Home Log Out Preferences [ Record Help | Q weloume,wehlngic‘connected to: DefaultDomain
At el (e eic e Home »Summary of Sscurity Reslms »myrsaim >Realm Policies

Configuration editing is enabled. Future Settings for myrealm

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Usersand Groups | Roles and Policies | Credential Mappings | Providers |~ Migration

Domain Structure Realm Roles | Realm Policies
DefauttDomain
F-Environment
s Use this table to access or create security poliies for this security reaim, The Root Level Polices node in the Name column provides access to root level poiicies (which apply to allreseurces of a given
gl type). All other nodes provide access to polides that apply to resource instances.
~~Security Realms Notes:
I Interoperabiity « This table does not pravide access to polices for instances of JNDI resources ar Work Cantext resources, To see these policies, view the Security tab for each INDI node or Work
-Diagnostics

Context object instance.

* If you imported policies for Web applications or £38s from deployment descriptors using the Install Application Assistant, you must activate changes to access the polices.
= To view or mocify JMX policies in the Admiristration Consle, you must first delegate MBean autherization to the realm's Authorization providers.

B Customize this table
Policies
How doI... B
Create Policy Showing 1to 8of 8 Previous | Next
+ Manage security policies
e Hame & Resource Type Policy

= Access policies for JNDI resources
o Access policies for Work Context resources [ Deployments
» Delegate MBean authorization to the reaim 1 Domain

51 3COM
System Status (=]

DEC

Health of Runring Servers

[ Fakd®
[ cita() Mx Policy Editor
Overloaded (1)
[ Waming(®)
I o (1)

M

[ Root Level Palicies

Servers

Create Policy Showing 108 of 8 Previous | Next
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7. Click on JMX Policy Editor to configure

ORACLE WwebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
mocify, add or delete items in this domain.

Domain Structure
DefaultDomain
“Environment
“Deployments
~Services
“Security Realms
“Interoperability
“Diagnostics

Howdo L.

o Create JMX policies

System Status
Health of Running Servers

[ Fald(@
[ cital@
[ Overloaded (0)
[ Waming(0)
I Ok ()

@) Home LogOut Preferences

Record Help | Q

Securty Reslms »myreaim »Realm Roles »Reaim Policies =J1X Policy Editor
Jrx Policy Editor

Back | | Next | [ Create Poiicy | || Cancel

Select the Policy Scope:

* Toapply this policy to al instances of an MBean, select GLOBAL SCOPE.
« Toapply this policy only to an MBean instance that s used to manage a specific deployment or resource, select the depioyment or resource.
Scopes

Scope

GLOBAL SCOPE

©

Deployments

JDBC System Resources

IMS System Resources

WLDF System Resources

Back. Next | | Create Policy Cancel

8. Select GLOBAL SCOPE

9; Click Next

eblogic.management. mbeanservers

=l weblogi

DomainRuntmeServiceMBean

MBeanServerConnectionManagerMBean

eblogic.management. mbeznservers. edt

eblogc.management, mbeanservers.runtime

eblogic.management.runtime

eblogic.management. security

eblogic.management. security. authentication

weblogic.security. providers. audit

E] weblogic.security providers. authentication

ActiveDirectoryAuthenticatorMBzan

CustomDBMS AuthenticatorMBean

DefaultAuthenticatorMBean

DefaultidentityAsserterMBean

IPlanetAuthenticatorMBean

LDAPAUthenticatorMBean

LDAPXS0SIdentityAsserterMBean

NegotiateldentityAsserterMBean

Novel AuthenticatorMBean

OpenLDAPAUthenticatorMBean

OradelnternetDirectoryAuthenticatorMBean

OradeVirtuaDirectoryAuthenticatorMBean

ReadOnlySQLAUthenticatorMBean

SQLAUthenticatorBean

WindowsNTAuthenticatorMBean

veblogic.security. providers. authorization

eblogic.security. providers. credentials

m

eblogi.securtty.providers.pk

eblogic.security.providers.reaimadapter

eblogic.security. providers.saml

eblogic.security. providers. xacml. autherization

Back. Next | | Create Policy Cancel |

10. Select weblogic.security.providers.authentication
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11. Select "SQLAuthenticatorMBean". Click Next.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatially be activated as you
mocify, add or delete items in this domain.

Domain Structure
DefaultDomain
nvironment
~Deployments
~Services
~-Security Realms
Interoperability
~Diagnostics

Howdo L.

* Create JVX polides

& Home Log Out Preferences

Home =Summary of Security Reaims = myreaim >Reslm Roles >Resim Policies > JMX Policy Editor

IMX Policy Editor

Back Next Create Policy Cancel

Select Read, Write, or Invoke Privileges

Spedfy read write privileges for one or all MBean attributes, or specify privileges for invoking an MBean operation.

+ 1f you chose ALL MBEAN TYPES on the previous page, you must apply the policy to allattributes or all operations.
+ If you chose & speafic MBean type on the previous page, you can select a speafic attribute or eperation or you can apply the policy to all atiributes or aperations.

Selected Scope:

Selected MBean Type:

Attributes and Operations

ccord Help ‘

Q Welcome, weblogic ‘ Connected to: DefaultDomain

GLOBAL SCOPE

SQLAuthenticatorMBean

I

Attribute or Operation

© | B Attributes: Permission to Read

Attributes: Permission to Write

© | & Encrypted Attributes: Permission to Read

System Status

Health of Running Servers

[ Fald@®
I crital (0)
[ overlbaded (0)
I Waming®
I 0K ()

Enaypted Attributes: Permission to Write

Lockup Operations: Permission to Invoke

= Operations: Permission to Invoke

addMemberToGroup

advance

changeUserPassword

dose

createGroup

reatelser

getCurrentiiame

getGroupDescription

getUserDescription

groupExists

haveCurrent

isMember

isset

IistGroupMembers

IstGroups

IistemberGroups

12. Expand "Operations: Permissions to Invoke" and select "ChangePassword"
13. Click "Create Policy"

14. It opens the below screen for Authorization providers where you can add conditions to
setup the policy.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modfy, add or delete items in this domain.

Domain Structure
DefaultDomain

Interoperabiity
~Diagnestics

HowdoL.. =]

o Create JMX policies
* Combine Conditions

System Status =]

Health of Running Servers

[ Feed(®
I crtal(®
[ Overloaded (@)
I Waming(®
I cr ()

{8 Home Log Out Preferences [ Record Help

Home >Summary of Securty

Edit JMX Policies

Save

Use this page to spedify the conditions under which 2 user can access this JMX resource and the Authorization provider that stores and enforces the conditions.

Providers

These are the authorization providers an administrator can select from.

Authorization Providers:

Policy Conditions

These conditions determine the access control to your JVX resource.

's >myreaim >Resim Rokes >R

Q Welcome, weblogic | Connected to: DefaultDomain

cy Edtor »Edit IMX Policies

XACMLAuthorizer [+

Add Condtions | | Combine | | Uncombine | | Move Up | | Move Down | | Remove | | Negate
No Policy Specified
Add Condtions | | Combine | | Uncombine | | Move Up | | Move Down | | Remove | | Negate
Save
Policy Used By Default
Role : Admin
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3.9

15. Click Add Condition. The below screen will be displayed.

ORACLE WebLogic Server® Administration Console
Ik & Home LogOut Preferences ecord Help

Change Center

Q

tor »Summery of Securty Reaims >myrealm >Resim Role

Home >Summary of Securiy Re

' >myresim »Providers »OfIDBAuthentic

View changes and restarts
Configuration editing is enabled, Future Edit JMX Policies
changes wil automatically be activated as you

modify, add or delete ftems n this domain, Bock] |next | Fruh ‘ e

Domain Structure
FSLL141_domain
wironment
~Deployments
“Services
~Security Realms

Choose a Predicate

Choose the predicate you wish to use as your new condition

The predicate istis a st of avaiable precicates which can be used to make up 2 seaurity palicy condition

Predicate List:

Welcome, weblogic ‘ Comnected to: OFSLL141_domain

cicy Edtor »Edit JMX Policies

BH-Interoperability Graup E
E-Diagnostics

Back | | Next | Finish ‘ Cancel
How do L. =]

o Create M policies

+ Combine Conditions

System Status =]

Health of Running Servers

[ Faed@
I critesl(@)
[ Overloaded (1)
I waming(0)

I k)

16. For Predicate List, select Group for configuration.
17. Click Next.

%?ACLE WebLogic Server® Administration Console
et Record Help

| WebLogic Senver Administratio e Home |
View changes and restarts i bl

Change Center

Configuration editing is enabled, Future Edit JMX Policies
changes will automaticaly be actvated as you
modify, add or delete items in this domain.

Back| | Next |Hmsn ‘ILIHBEI

Domain Structure

OFSLL141_domain
EHEnvironment

Edit Arguments

On this page you will fil in the arguments that pertain to the predicate you have chosen.

~“Deployments Add one or more groups to this condition. If y ftipke groups, the condition s as true if the user is a member of ANY of the groups.

“Services

~Security Realms Group Argument Hame: Add
- Interoperabllty —

~Diagnostics

OFSLL_USER
flemeie)
Back

How do L.. =]

»3MX Poiic

Welcome, weblogic ‘ Connectsd to: OFSLL141_domain

>Edit JMX Policies

« Create JMX policies

+ Combine Conditions

System Status a
Health of Rurning Servers

| Failed (0)

[ Critcal (0)

| Overloaded (0)
| Warning (0)

I O (3)

18. Select user roles for application.

19. Click Finish to complete the configuration.

Migrating Policy from File to Database

For the scalability and manageability of the policy, you must migrate them from a file to

database.
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To migrate policy from File to Database:
1. Create a data source for OPSS schema with non XA and non global transaction.

New ~ Delete

Showing 1to 30f 3 Previous | Mext

Hame &% Type INDI Name Targets
jdbc/devopss Generic jdbc/devopss 125_AdminServer, 125_ManagedServer
mds-126 Generic jdbc/mds/126 126_AdminServer, 126_ManagedServer

OFSLLNEW

Generic

jdbefofsDBConnDS

125_AdminServer, 126_ManagedServer

New ~ Delete

Showing 1to 30f 3 Previous | MNext

For data source creation refer Creating Data Source section of this chapter.

N o o s~ DN

Run /wist.sh.

When prompted, enter connect( )

Run the below command:

Go to $MW_Home/oracle_common/common/bin.

Run /setWIstEnv.sh

Enter Username, Password and Server URL

reassociateSecurityStore (domain="ofsll domain", servertype="DB ORA-
CLE", datasourcename="jdbc/devopss", jpsroot="cn=opssNode", join="false")

datasourcename is the data source created in Step 1.

B_CRACLE®, datascuscenase="1dbc/devegn

98 OUTANg MIQratLOn.

duzang migration

aring migsatisn

8. The policy gets migrated from file to Database.

9. Restart the server for the changes to take effect.
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4. Configuring Policies

Confiquring Password Policy for SQL Authenticator

1. Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myRealm—> Providers as shown below. The following
window is displayed

ORACLE WebLog Sorver® ramimiaraton Conot -

(Change Center
View changes and restarts
Configuration editing is enabled. Future

anges wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
ofsl126_domain

~-Security Realms
interoperabiity
“Diagrostics

How do L. a8

+ Configure Authentication and Identity
Assertion providers

+ Configure the Password Validation provider

+ Manage seaurity providers

« Setthe JAAS contral flag

+ Re-order Authentication providers

&) Home Log Out Preferences Welcome, weblogic ‘ Connected to: ofsll126_domain

Home >myraaim >Users >Users

prings >Providers
Settings for myrealm
Configuration | Users and Groups | Roles and Poiides | Credential Mappings | Providers | Migration
Authentication | Password Validation | Authorization | Adiudication | Role Mapping | Auditng | Credential Mapping | Certification Path | Keystores
An Authentication provider allows VebLogic Server to establish trust by vaidating 2 user, You must have one Authentication provider in a security realm, and you can configure multisle Authentication
providers in a security reaim. Different types of Authenication providers are designed to access different dats stores, such as LDAP servers or DBMS. You can ako configure a Realm Adapter
Authentication provider that allows you to werk with users and groups from previous releases of WebLogic Server.
[ Customize this table

Authentication Providers

| Mew | Reorder Showing 1te 30f 3 Previous | Next
[ | name Description Version

[ | Defaulthuthenticator WebLogic Authentication Provider 10

[ | DefaultidentityAsserter Wiebl ogic Identity Assertion provider 10

[ | ofsiDBAuthenticator Provider that performs DBMS authentication 1.0

| mew | Reorder

Showing 110 30f 3 Previous | Next

3. Click Password Validation tab. The following window is displayed
ORACLE WebLogic Server® asrinisation Console s 0000 o

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil sutomaiically be activated as you
modiy, add or delete items in this domain.

Domain Structure
ofsl126_domain
“Environment
“Deployments
“Services
~Security Realms
“Interoperabiity
“Diagnostics

How doL.. =

+ Configure the Password Validation provider

uctam Sratuc =l

& Home Log Out Preferences

Record Help | Welcome, weblogic | Connected to: ofsll126_domain

Ha

=Summary of Securty

= oy

> Summary of Securty pRings -Pre OfsiDBALthanticatar »Providers

Settings for myrealm
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Audiing | Credential Mapping | Certification Path | Keystores
‘The Password Validation provider manages and enforces a set of configurable password composition rules. When configured in a security realm, the Password Validation provider is automatically

invoked by a supported authentication provider whenever a password is created or Updated for a user in the reaim, The Password Validation provider then performs a check to determine whether the
password meets the criteria estabished by the composition ruies, and the passuerd is accepted or rejected as appropriate.

P Customize this table

Password Validation Providers

New ‘ Reorder Showing 1o 1of 1 Previeus | Next
[7]| name Description Version
[C] | SystemPasswordvalidator Password composition checks 10

New ‘ Reorder Showing 1ta 10f 1 Previeus | Next

4. Click SystemPasswordValidator link. The following window is displayed
ORACLE Weblogic Server® Administration Console S 00200 O]

Change Center
View changes and restarts
Configuration editing is enabled. Future:

anges will automatically be activated a5 you
modify, add or delete items n this domain

Domain Structure

ofsll126_domain
~Environment
~Deployments

Howdo L. B

« Configure the Password Valdation provider

+ Manage security providers

@ Home Log Out Preferences

Record Help | Welcome, weblogic | Comected to: ofsll126_domain

Home >my

esim >Summary of Securty Reslms >my >SystemPasswordValidator
Settings for SystemPasswordValidator
Configuration

Common | Provider Specific

This page displays basic information abeut this System Password Validation provider

& Name: SystemPasswordvalidator The name of this System Password Validation provider. More Info.
5] Description: Passnord compesition checks A short description of the System Password Validator provider. More Info...
] version: 10 The version number of the System Password Validator provider. More Info...

5. Click Provider Specific Tab. The following window is displayed
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How do L. a
« Configure the Password Validation provider

+ Manage security providers

System Status =]

Health of Runring Servers

[ Feled®
I critical (0)
[ Overloaded (0)
I wamning (0)
I O (1)

User Hame Policies

"] Reject if Password Contains the User Name

[ Reject if Password Contains the User Name Reversed

Password Length Policies

Minimum Password Length:

Maximum Password Length:

Character Policies

Maximum Instances of Any Character:

Maximum Consecutive Characters:

Minimum Number of Alphabetic Characters:

Minimum Number of Numeric Characters:

mum Number of Lower Case Characters:

Minimum Number of Upper Case Characters:

Minimum Number of Hon-Alphanumeric Characters:

Minimum Number of Non-Alphabetic Characters:

Save

Spedifies whether the password can contain, or be set to, the
username. More Info...

To determine whether the password can contain or be equal to the reverse
username. This check will be case insensitive. If the value is “true”, the
password must ot contain or be equal to the reverse username.  More
Info...

Spedifies the minimum number of characters that the password may contain.
Note: If the Default Authentication provider is configured in the realm, make
sure that this number is consistent with the one configured for that
provider. More Info...

Spedifies the maximum number of characters that the password may contain,
To be accepted, the passiword may not contain a greater number of
characters than the value specified. Spedifying 0 results in o restriction on
password length. - More Info...

Specifies the maximum number of times any one character may appear in the
password. More Info...

Spedifies the maximum number of times thata character may appear
consecutively in the password.  More Info...

Specifies the minimum number of alphabetic characters that a password must
contain, More Info...

Specifies the minimum number of numeric characters that must appear in the
password. More Info,

Specifies the minimum number of lowercase characters that a password must
contain.  More Info.

Specifies the minimum number of uppercase characters that a password must
contain,  More Info..,

Specifies the minimum number of non-alphanumeric characters (also known as
spedal characters, such as %, ¥, #, or }) that must appear in the
passnord, Mare Info. .

Specifies the minimum number of numeric or special characters (such as %, =,
#, or }) that a password must contain, - More Info...

6. Configure the password policy as per the requirement. An example is provided below.

i ey

How do L. B
« Configure the Password Validation provider

« Manage security providers

System Status B

Health of Running Servers

[ Faied(®)
[ critical (@
[ Overoaded (0)
[ Waming @
I O (1)

7. Click Save.

Note: If the Default Authentication provider is configured in the realm, make sure that the setting for the minimum password length is consistent with the setting configured for that provider.

User Nlame Policies

("] Reject if Password Contains the User Name

[ Reject if Password Contains the User Name Reversed

Password Length Policies

Minimum Password Length:

Maximum Password Length:

Character Policies

Maximum Instances of Any Character:

Maximum Consecutive Characters:

ini ber of Numeric

Minimum Number of Lower Case Characters:

Minimum Number of Upper Case Characters:

- of H N

Save

20

Specifies whether the passward can contain, or be set to, the
username. More Ind

To determine whether the password can contain or be equal to the reverse
username. This check will be case insensitive. IF the value is "true”, the
password must not contain or be equal to the reverse username.  More
Info...

Specifies the minimum number of characters that the password may contain
Note: If the Default Authentication provider is configured in the reaim, make
sure that this number is consistent with the one configured for that
provider.  More Info...

Specifies the maximum number of characters that the password may contain.
To be accepted, the password may not contain a greater number of
characters than the value specified. Specifying 0 results in no restriction on
passaord length, - More Info...

Spedifies the maximum number of tmes any one character may appear in the
password. More In

Specifies the maximum number of times that a character may appear
consecutvely in the password. - More Info...

Specifies the minmum number of alphabetic characters that a password must
contain. More In

Specifies the minimum number of numeric characters that must appear in the
passaord. More Info...

Spedifies the minimum number of lowercase characters that a password must
contain, More Info...

Specifies the minimum number of uppercase characters that a password must
contzin, More Info...

Specifies the minimum number of non-alphanumeric characters (also knonn as
specil characters, such as %, *, 2, or }) that must appear in the
passaord. More Info...

Spedifies the minimum number of numeric or spedial characters (such as %, %,
#, or }) that a password must contain.  More Info...
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4.2

Confiquring User Lockout Policy

1. To Change User lockout policy, browse to Security Realms - > Configuration Tab >

User Lockout Tab. The following window is displayed

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wi automateally be actvated as you
modify, add or delete items in this domain.

Domain Structure
ofsl125_domain
H-Environment
--Deployments
“Services
~-Security Realms
- Interoperability
“Diagnostics

How do L.,

« Setuser lockout attributes

« Unlock user accounts

System Status
Health of Running Servers
| Failed (0)

[ Critical (0)
Overloaded (1)

ORACLE WeblLogic Server® Administration Console

{8 Home Log Out Preferences [24] Record Help ‘

Home >Summary of Securty Resims

Settings for myrealm

Configuration | Users and Groups

General | RDBMS Security Store

save

~myrealm

User Lockout

Roles and Polides

Performance

Credential Mappings

Welcome, weblogic ‘ Comnected to: ofsli126_dom:

Password guessing is a common type of security attack. In this type of attack, a hacker attempts to log in to a computer using various combinations of usernames and passwords. Weblogic Server
provides a set of attrbutes to protect user accounts from intruders. This page allows Us to define how user lockouts il be handied in this security reakm.

] Lockout Enabled

45 Lockout Threshold:

(5] Lockout Duration:

] Lockeut Reset Duration:
6] Lockout Cache Size:

] Lockout GC Threshold:

Save

400

Speafies whether the server locks users aut when there are invalid login
attempts on their account.  More Info...

The maximum number of consecutive invalid login attempts that can eccur
before a user's accountis locked out.  More Int

The number of minutes that a user's account is locked out.  More Info...

The number of minutes within which consecutve invald login attempts cause a
user's account to be locked out. - More Info...

The maximum number of invalid login records that the server can place ina
cache. More Info...

The maximum number of invalid login recerds that the server keeps in
memory.  More Int

2. Configure the User Lockout details as per the requirement. An example is provided

above.

4-3
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5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 11g console. (i.e. http://hostname:port/em)

ORACLE Enterprise Manager 11g Fusion Middieware Control Setpw Helpv LogOl
Gdram~ | &4 Topology
- & Ofsll_ManagedServer® Loggedin as weblog
B Farm_ofsl_domain (5] weblogic Server w Page Refreshed Jan 31, 2013 12:08:47 PM 15T
23 Application Deployments
&l (3 Weblogic Domain E Summary @  E Response and Load @
& 55l ofsl_domain
&5 Adminserver General
! f'To configure and manage this WebLogi
B ol T )
Home Server, use the Oradle Webl ogic Server
ilable Administration Cansole
Izble
Control » llable Work Manager
Logs » flable Requests (per minute) Unavalable
Pending Requests Unavaiable
Performance Summary
s
VM Performance
jons Unavailable M5 Servers Unavalable
Port Usage
(ms) Unavailzble Pending Messages Unavaiable
ite) Lnavaiable Current Messages Unavaiable
Application Deployment > Deploy... P 12:05 2:07 1z 1213 1215 1217
System Mean Brovser Undepiay. an sage January 312013
Vieb Services Redesioy. Open J0BC Comnections Ut g 4 T
Connection Creates (per minute) Ur
" ; ‘ Fetch Deployment Plan... “active Transactons Ui = Request Processing Time (ms) = Requests (per minute
& Weblogic Server administration Console [ el T e Transaction Commits (per minute) Ur Table View
ks (per minute) Unavailable Transaction Rollbacks (per minute) Ur :
General Information l= (per minute) Unavailable
Bean Traneacton Commits (%) Unavaiable

< il ’

=l Deployments @
Application Deployments

Name Sons Active Secsigns  Reduest Processing  Bean Accesses (per
Time {ms)

No Deployments found

2. Right click on Ofsll_ManagedServer in left panel, select Application Deployment >
Deploy. The following window is displayed.

OIRACLE Enterprise Manager 11g Fusion Middleware Control Help
$ Ofsll_ManagedServer (orade webLoge server) @ * Deploy Java EE Application t
— 0O

Select Archive Select Target Application Attributes  Deployment Settings

Select Archive @ Cancel |Step Lof 4 | Next

Specify the application or the exploded directory. Optionaly you can specify a deployment plan.

Archive or Exploded Directory

Java EE archive, Web Modules (WAR files), 18 Modules (EJ8 AR files) and Resource Adapter Modules (RAR files) can be deployed. You can also deploy an exploded archive that is present on the server where S

Enterprise Manager is running. Use this page to deploy Java EE

® . . appiications thatrequire Orade
® Archive is on the machine where this neb browser is running. Metadats Services (MDS) or that take

Choose Fiie | OFSLL_126.ear advantage of the Oradle Application

Development Framewark (Oracle ADF)

7 archive or exploded directory is on the server where Enterprise Manager is running.

If your application is a SOA composite,
Browse. use the SOA Compasite deployment
e wizard,
Deployment Plan If your application is not a SOA
5 - . - composite or it does not require an MDS
The deployment plan is a file that contains the deployment settings for an appiication, You can use a previously saved deployment pian for this application,Later in the deployment process, yau can aptionaly edit e | repository or ADF connections, then you
deployment pian and save it for a future deployment of s application. IF you do not have 2 deployment plan, one wil be reated automatcally during the deployment process when deployment configuration s m e e e
done. wizard or the Oracle WebLogic Server
. Administration Console.
@ Create 2 new deployment plan when deployment configuration is done.
*) Deployment plan is on the machine where this web browser is running.
Mo fie chosen
*) Deployment plan is on the server where Enterprise Manager is running.

Browse.

3. Click Choose File button and select OFSLL application archive file i.e. OFSLL_141.ear
4. Click Next. The following window is displayed

ORACLE Enterprise Manager 11g Fusion Middieware Contral
& Ofsll_ManagedServer (orack Weblogic Server) @ : Deploy Java EE Applica
[F] —

Select Archive  Select Target Application Attributes Deployment Settings

Select Target Ca

Select the Weblogic server or duster that you want this application to be deployed to.

Select Name Type Deployed Applications
F AdminServer Cracle Weblogic Server DMS Application(11.1.1.1.0), FMV

Welcome Page Application{11.1.0.0.0), em, wsi-wls

Ofsll_ManagedServer Oradle WebLogic Server DMS Application(11.1.1.1.0), wsil-wis

5. Check target server as per the requirement Ofsll_ManagedServer and click Next.
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6. The following window is displayed.

ORACLE Enterprise Manager 11g Fusion Middleware Control

¢ Ofsll_ManagedServer (orade Wieblogic Server) @ = Deploy Java EE Application
———@g ——a0o

Select Archive  Select Target  Application Attributes Deployment Settings

Help +

Application Attributes @

Archive Type Java EE Application (EAR fie)
DeploymentPlan Create anew plan
Deployment Target Ofsll_Managedserver

* Application Name [OFSLL_126

Archive Version  ¥12.6.0.0.0-b171
Deployment Plan Version

Context Root of Web Modules

Cancel || Back | Step 30f4 | Next || Deploy

Web Module ContextRoot
ofsll126.war ofsl 126

Target Metadata Repository

Select the metadata repository and spedify the partition in the repository that the application wil be deployed to.
*Repository Name Notspecified in archive 7

Repository Type
*Partition
Distribution
Distribute and start application (servicing al requests)
Distrbute and start application in administration mode (servicing only administration requests)
© Distrbute only
= other Options.

Source Accessbiity @ e the defaults defined by the deployment's targets. Recommended selection.

Copy this application onto every target. During deployment, the fles will be copied automatically to the managed servers to which the application is targeted.

7. Click button to select Repository Name. The following window is displayed.

Metadata Repositories

Select the metadata repository that the application will be deployed to.

Repository

Repository Details

(=

Mame mds-adf
Type Database
IMDI Location  jdbcfmds/adf
Database Type Orade
Datsbase Mame OFSLLD
Database User DEV_MDS
IDBC URL jdbcioracle:thin: @ofss220059.in.orade. com: 1521/0FSLLD

0K Cancel

ORACLE



8. Select Repository as per requirement and click OK.

ORACLE Enterprise Manager 11g Fusion Middlewars Control Help v
ofsll_domain (orace vweblogic Domair) @ : Deploy Java EE Application [
—

SelectArchive Select Target Application Attributes Deployment Settings

Application Attributes @ Cancel || Back |Step30f4 | Mext | | Deploy

Archive Type Java EE Application (EAR fie)
Deployment Plan Create a new plan
Deployment Target Ofsll_ManagedServer

= application Name [OFSLL_126
Archive Version  V12.6,0.0.0b171
Deployment Plan Version

Context Root of Web Modules

Web Module Context Root
ofsll 126.war ofsll12s

Target Metadata Repository
Select the metadata repository and specify the partiton in the repository that the appicaton wil be deployed to
*Repository Mame mds-adf 7
Repositery Type Database
*Partition | ofsll126

Distribution
@ Distribute and start application (servicing all requests)
(© Distribute and start application in administration mode (servicing only administration requests)
Distribute only
[ElOther Options

Source AccessBitY @) ge the defaults defined by the deployment's targets. Recommended selection

%) Copy this appiication onto every target. During deployment, the fles wil be copied automatically to the managed servers to which the application is targeted.

9. Enter Partition name as per the requirement and click Next.

ORACLE Enterprise Manager 11g Fusion Middleware Control

Hep
4} Ofsll_ManagedServer (or=de WebLogic server) @ : Deploy Java EE Application
=} = a

Select Archive Select Target Application Attrbutes  Deployment Settings

Deployment Settings Cancel | | Back | Step 40f4 | Deploy
Archive Type Java EE Application (EAR fle)  Application Name OFSLL_126
Deployment Plan Create a new plan version V126.0.0.0b171
Deployment Target Ofsll_Managedserver ContextRoot ofsll 126

Deployment Mode Distribute and start application (serviding all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the application.

Name GoToTask  Description

Configure Web Modules Vs Configure the web modules in your application.

Configure Application Security 7 Configure appiication policy migration, credential migration and other security behavior.
ElDeployment Plan

=l Information

The metadata repository and ADF connection configurations are not saved to the deployment plan. At deployment time, those changes wil be directly saved in the archive that is deployed.

You can optionally use the Ecit Deployment Flan option to set more advanced deployment options which the deployment tasks above do not cover.
Edit Deployment Plan

‘fou can optionally save the deployment plan to your local disk. You can redeploy this application later using your saved deployment plan and not have to edit the deployment plan.
Save Deployment Plan

10. Click Deploy. The following window is displayed
& Deployment Succeeded

The Application "OFSLL_126" has been successfully deployed.

B To configure and manage the application "OFSLL_126", use the Orade Weblogic Server Administration Console,

Summary

Version V12.6.0.0.0-b171
Deployed Archive Location  C:\Crade\MIDDLE ~2YUSER._P ~1\domains{COFSLL_~1\sysmanuploadideploy\OFSLL_126_V12.6.0.0.0-b171\archive\OFSLL_126.ear
Archive Type Java EE Application (EAR. file)
Deployment Mode Distribute and start application (servicing all requests)
Deployment Target Ofsll_ManagedServer
Application States  Active (Ofsl_ManagedServer)
Context Root ofsll126

[El Hide Progress Messages

[February 1, 2013 5:49:54 PM IST] Initiating deploy operation ...

[February 1, 2013 5:49:54 PM IST] Saving the oracle configuration changes to archive.

[February 1, 2013 5:49:57 PM IST] Archive: C:\Oracle \MIDDLE ~2YUSER. _P~1\domains\OFSLL_~1'\sysmanupload\deploy\OFSLL_126_Y12.6.0.0.0-b171)
archive\OFSLL_126.ear

[February 1, 2013 5:49:57 PM IST] Targeting MDS repository: com.bea:Mame=mds-adf Type=IDBCSystemResource to target Ofsll_ManagedServer,
[February 1, 2013 5:49:57 PM IST] Targeting MDS repository: com.bea:Mame=mds-adf Type=IDBCSystemResource to target Ofell_ManagedServer completed.
[February 1, 2013 5:49:58 PM IST] [Deployer: 149191]Cperation 'deploy’ on application 'OFSLL_126 [Version=Y12.6.0.0.0-b171]"is initializing on
'Ofsll_Managedserver'

[February 1, 2013 5:50:54 PM IST] [Deployer: 149192]Operation 'deploy’ on application 'OFSLL_126 [Version=Y12.6.0.0.0-b171]"is in progress on
'Ofsll_Managedserver'

[February 1, 2013 5:51:04 PM IST] [Deployer: 149194] Operation 'deploy’ on application 'OFSLL_126 [Version=Y12.6.0.0.0-b171]" has succeeded on
‘Ofsll_Managedserver'

[February 1, 2013 5:51:04 PM IST] Deploy operation completed.

Close
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11. Click Close once the message “Deploy operation completed” is displayed.The following
window is displayed with Application deployment status

ORACLE Enterprise Manager 11g Fusion Middleware Control

(FiFarm ~
-
= B3 Farm_ofsll_domain
= [23 Application Deployments.
2 Internal Applications
@) oFsiL_126(v12.6.0.0.001
£l 3 WebLogic Domain

(& Tonology

) £ ofsl_domain
&l Adminserver
5 [ofsll_Managedserve

[ Metadata Repositories

5.2

{3 Ofsll_ManagedServer @
5] webLogic Server

E) Summary

General
UpSince Feb 1, 2013 5:20:32PM
State Running
Health OK
CPU Usage (%) 7.56
Heap Usage (VB) 242.85
Java Vendor Sun Microsystems Inc
Java Version 1.6.0_26

Servlets and 15Ps
Active Sessions 0

Request Processing Time (ms)
Requests (per minute)

=

0.00

E1Bs
BeansnUse 0

Bean Accesses (per minute) 0,00

Bean Access Successes (%) 0.00

Bean Transaction Commits (per minute) 0,00

Bean Transaction Rolbacks (per minute) 0.00

Bean Transaction Timeouts {per minute) 0.00

Bean Transaction Commits (%) 0.00

E) Deployments
Application Deployments

Name:

[ Internal Appications
@ OFsLL_126(v12.6.0.0.0b171)

@ [ Response and Load

Setpv Helpw Log

Logged in a5 weblogic| Host MBOMMAVA-IN.in. oracle
Poge Refreshed Feb 1, 2013 5:52:52 PM IS

10
' To configure and manage this WebLogic 08
Server, use the Qradle bl ogic Server 08
Administration Console. :
04
Work Manager
02
Requests {per minute) 167.48
oo 10
Pending Requests 1
08
0g
JMS
04
IMS Servers 1
Pending Messages 0 (L2
Current Messages 0 00
1738 ARM 1745 1745 1747 1T43 A7t
JDBC and JTA Usage
Open JDBC Connections 0 Al »
JDBC Connection Creates (per minute) 0,00 == Request Processing Time (ms) = Reuests (per minue)
Active Transactions 0
Transaction Comits (per minute) 0,00 Teble View
Transaction Rollbacks (per minute) 0.00
@

Status

Active Sessions  Reduest Processing  Bean Accesses (per
T minu

ime (ms)

0.00
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the

application, you need to enable SSL.

To enable SSL:
1. Login to console.

2. $Domain_Home—> Servers —Manage Servers — Configuration— General. The

below screen is displayed.

@ Settings for adf_ManagedServer_1 - ofsll126_domain - WLS Consale - Mozilla Firefox
- .
File Edit View History Bockmarks Tools Help

Settings for adf ManagedServer 1 - ofsll... | +

€

|2 Most Visited || Getting Started

L e e A ey J

Domain Structure Configuration | Protocols | Logging | Debug | Monitoring

ofsll 126_domain = General | Cluster | Services | Keystores | SSL
EF-Environment [
;"“Sarvers Health Monitoring | Server Start | Web Services
t-Clusters
F=~Virtual Hosts Save

;““Mlgratab\e Targets
~Coherence Servers
i~~Coherence Clusters

m

~-Machines
View INDI Tree &
~~Work Managers
--Startup and Shutdown Classes L4
~-Deployments Name: adf_ManagedServer_1
[-Services
—-Sequrity Realms 2
Machine: lone]
How do I... =] ecic)
* Configure default network connections
Cluster: (5tandalone)

* Create and configure machines
s Configure clusters
s Start and stop servers

4] Listen Address:
« Configure WLDF diagnostic volume

| System Status =] Listen Port Enabled

Health of Running Servers

Control | Deployments | Services

Federation Services | Deployment = Migration | Tuning

Use this page to configure general features of this server such as default network communications.

Security | Motes

Overload

An alphanumeric name for this server
instance. More Info...

The WebLogic Server host computer (machine) on
which this server is meant to run.  More Info...

The duster, or group of WebLogic Server
instances, to which this server belongs. More
Info...

The IP address or DNS name this server uses to
listen for incoming connections. More Info...

Specifies whether this server can be reached
through the default plain-text {non-55L) listen
port. More Info...

aile Listen Port: he default TCP port that this server uses to listen
| Failed (0} 7003 The defaul that thi [
= E r regular (non-55L) incoming connections,  Mare
[ Critical (0) ?jfn lar (non-G5L) incomi i M
2 . nfa...
Overloaded (0)
I " Warning (0) . e
551 Listen Port Enabled Indicates whether the server can be reached
I < (2) through the default 5L listen port.  More Info...
551 Listen Port: 7006 The TCP{IP port at which this server listens for 551
connection requests.  More Info...
L F————————— & a

Check the ‘SSL Listen Port Enabled’ check box.
4. Specify the port for ‘'SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Launching Application

Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:

e Making sure that the state is ACTIVE and health in OK in the Weblogic

e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application
1. Verify if the deployed OFSLL application is Active. _
ORACLE WebLogic Server® Administration Console a2 202020 O

Change Center ) Home Log Out Preferences e | a Welcome, weblogic | Connected o ofsl_domain

>Summary of JDEC D
Summary of Deployr

it St ekl hts ces >OFSLLIZE DS >Summary of Deployments >Summary of JDEC Data Scurcs Summary of

Click the Lock & Edit button to modify, add or = = l
delete items in this domain ummary of Deployments

Lock & Edit Control | Monitoring

Release Configuration

This page displays a list of Java EE applications and stand-alone application medules that have been installed to this domain. Installed applications and medules can be started, stopped, updated

Domain Structure (redeployed), or deleted from the domain by first selecting the applcation name and using the contrals an this page.
afsl_domain < Toinstall a new application or module for deployment to targets in this domain, dick the Install buttan,
HEnvironment 1
- Deployments
~Services - Customize this table
-Messaging
~Data Sources | Deployments.
~Persistent Stores
- Foreign DI Providers nsiall] [Update| [Delete | |[Startv] [Stop~ Showing 110 50f 5 Previous | Next
~-Work Contexts
~-XML Registries ]| name State Health Type Deployment Order
XML Entity Caches
—jcoM B @)D Application (11.1.1.1.0) Active Lok Web Application %
~Mail Sessions =
FleT3 i [ | @ gem Active ¥ ok Enterprise Appiication 400
dolL. =]
host 2 = Welcome Page Application (11.1.0.0.0) Active oK nterprise Applcation
B I Welcome Page Application (11.1.0.0.0) Acts @ Ent Appiicati 5
+ Install an Enterprise application =
B FROFSLLIZS (V12.6.0.0.0-b171) Activ Enterprise Appiicati 150
« Configure an Enterprise applcation . i X kil
o Update {redeploy) an Enterprise application 1| © ggsionis Acve | Pok Enterprise Application s
o Start and stop  deployed Enterprise
appication nstal] [Update| [Delete | |[Start~ | [Stop~ Showing 110 50f 5 Previous | Next
o Monitor the moduies of an Enterprise
‘application

2. The URL of the OFSLL application will be

https://<hostname>:<Port>/<ContextName>/faces/pages/OfslISignin.jspx
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(eg. https://localhost:7003/0ofsll140/faces/pages/OfslISignin.jspx)

ORACLE" . _ Hep O
Financial Services Lending and Leasing

SignIn
Sign in to Orade Finandial Services Lending and Leasing.
* User Id

]

*Password
=
_sann |

Oradle Finandal Services Lending and Leasing 14.0.0.0.0
Copyright @ 1398,2013, Oradle andfor its affilates. Allrights reserved.

3. Login with the user credentials that was created in Users Creation.

€ - € [D Iocalhost7003/0fsII126/faces/pages/OfslISignin,jspx?_afrLoop=1759098452208998_afrWi =0&_adfetri 382

314

B
0l m

LE
Financial Services Lending and Leasing

Sign in to Orade Financial Services Lending and Leasing,

User 1d

550

Passnord

e
_sann |
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4. After successful login, the following screen is displayed

ORACLE" . . Bsignedinas NDEVIK v Accessibiity Help g Sgnout O
Financial Services Lending and Leasing
DashBoard
"/ DashBoard
DashBoard

Users Productivit
System Monitor

‘ m ,
>| Origination

>| Servicing

> Collections

> WP

>| Tools

>l Setup
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8. Mapping of Enterprise Group with Application Role

Follow the below steps to add an user to the group:
1. Login to Oracle Enterprise Manager 11g console (http://hostname:port/em).

2. Click WebLogic Domain — Security — Application Roles on the right panel..

ORACLE Enterprise Manager 119 Fusion MisSewsre Control Sehp~ Hep~ LogOut

Farm_OFSLL141_domain @

E
1

Eeeee

3. On clicking Application Roles, the following screen is displayed:

| ORACLE Enterprise Manager 11g Fusion Middiemans Control
| Girame | & Topoogy
3@~ OFSLL141_domain g
5] Webt ogc Bomen -

Application Rokes
Appication roles an

Seiact s socha! rord fo role riame b search for roles defined by thes spphcation. Use appicabon strpe 50 search F appicaton uses & strpe that s differerent fom

seced> =]

@

Disclay Name Descroten

4. Select Application Stripe from the drop-down menu.

Click the arrow head button. Details of the existing Roles are displayed below.
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6. Select the Role Name. Membership details of the selected Role Name are displayed
under Membership for "role_name"...

ORACLE Enterprise Manager 11 Fusion Middieware Contral Seupy Helnw LogOu
Sifame | G Topokay
B~ ofsll_domain & Loggenin et webogh
£ [ Farm_otst_doman il WebLagk: Domain « Page Bedmshed Sep 12, 2001 30747 PRUST )
[ Asieation Depbymants
B [ Wb Dt Application Roles E
= dm Apphcation roles are the rofes vsed by Seowrky aware appio vdons thai are speodio i the applcation. These oies are seaded by appicaiions in singie global
& [ Welacata Aepes lomes pokzy Slone when the appications ane registersd. Theae e ako appboalion roes thal ore credisd in fu comex of ond wers aecessing the appication
o T miseabge wdiara nned OF0UEa i tha Wbl oges Domasn, e the Dt icks Wit ocje Savesr Securty Provider
1 Poliay Stose Providsr

Select an nophe ation ond eoier search keywond for roke name o seanc h for roles defined by this appliceton. Use applcoton sorpe (o seach § oppécation
i i Shige That i E¥erenen| feom ek ihon name

Agiedinn S0 | OFELL TMEVIAD0000ES ~|
d Flole Mame mmj @

FCrome. | [§creasike. o Eo. xn-uga..

Ruole Mame Display Name Desoripion
E/Mambarship for OFSLL_USER
Princigal Dy Hama Tres Dzt plion
DEMO SRS LU
FLL_UsSER G o

7. Click Edit. The following window is displayed.

Manager 11g Cantrol Senmw Hebw  Logout
OFSLL141_domain @ Looged i as weblogi:
il Webtogec Soman v P ondenstond Mo 15, 2203 Bieca7 e ST 83

Aombca > o R
- 1 Edit Application Role : OFSLL_USER Lo | | cancs
B e — General
Acchcaton STee OFSL_E41eV1e.10.0.00237
Rode taama OFSUL_USER
Deeplay tame | BFELL USSR
Devo o

Members
5 sgokcaton role ey reed 19 be mecmed 50 s or

R
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8. Click Add. Select type as Group. Click on the arrow head button.

9. Select the Principal "OFSLL_USER" to add and click OK. The following window is
displayed .

OIRACLE Entorprise Manager 119 rusion Middewsrs Conrol Setm- Hep- LogOut
eI (L141_don 51 e aa saee e
= B Farm_OFSUL141_soman Hlwettopcooman Puge Raentned e 18, 3003 ks 15T €3
=3 Depioyments
Ehlmw Aoicaton Roes > Edt Appicaton Roke
= -l OFSLLIAT dormain) Edit Applcation Roke : OFSLL_USER Lo | | comest |
& [T} Metacata Repositones General

Sopicaton Srge OFSUL_141#714.10.0.65237
Roie tiame OPSUL_USER

P
==

10. The selected Principal is listed under Members.
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Click OK. The following window is displayed with the confirmation message as “The
Application role of "group_name" has been updated”.

ORACLE Enterprise Manager 119 Fusion Migaiewsrn Cantrol
iFam e &, Tepoiogy

OFSLL141_domain @
=5 3 Farm_OPSUL141_Soman 4] WebLog Domain ~
% [ pphcation Deployments

Senpw Heb v Logout
85 weblogsc
Pace Rutesabad Mo 15, 2843 32438 P 15T €3
pinttogs Deman @ =
= ol OPSLLIAE domain] b
L has
+ [ Matadars Repostones =

Application Roles
2ppkcat

)
or soies are the roies used By securicy v

aare appicasons that are speofic 1o the sopbcabon. These oies store when the
registered. These are s opication roies that ane ceated i the context of end Uters sccessng the AopRcation.
of To manage Lsers snd grouoe i the Webwogic Domain, Lse She Cracs Yeln oo Sarver Sacunity Srguer.
S Policy Store Provider
< Search
and prier search
sochcanon rare.

role: rbema 22 sanch fou roles defined By Tes ppicaton. Lise BODICASON SO 10 S8aCh IR ADORCNTON LUEEE & SOR 1T & Afererent Som
OFSLL 141y i4.5.00.08237 =]
Feob Starts v [=] @
[Bcreote... | [Fomwatoiie.. PEde.. I Osiew.

Disciay Mame

cesu usen

= Mambership for OFSUL_USER
Preces Cisplay Mame
Fu s

AEFOR

30
ANEPANDA

ORACLE



9. Configuring Oracle Bl Publisher for Application

1. Copy the OfsliCommonCSF .jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME/lib

2. Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —

EXTRA_JAVA_PROPERTIES="........ ${EXTRA_JAVA_PROPERTIES}
-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

2] Most Yisited |_] Getting Started |5 | Latest Headlines E Understanding Your I.. E ‘Weblogic Server Perf... E Basics of Deploying Cr... E BPEL Process Deploym.. >

l_-] Credentials: /Farm_OFSLLTST_doma... = -

ORACLE Enterprise Manager 119 Fusion Middleware Control Setup » Helpw  Log Out
§§Farm - & Topology
M OFSLLTST_domain @ Logged in =s weblogic
=l 5 Farm_OFSLLTST_damain ] webLogic Domain + Page Refreshed Feb 13, 2013 1:22:25 PM 15T 0
# [ Application Deployments Hame
=l [ WeblLogic Domain
x I.:l:E OFSLLTST_domain Contral that certify the authority of entities used by Java 2, JZEE,
# [ Metadata Repositories dertial Store, a single, consolidated service provider to stare
Logs *
Part Usage
32 Delete... »
Application Deployment ¥ Type Description
Web Services > Password
Security & Credentials
" Metadata Repositaries
IDEC Data Sources Security Provider Configuration
System MBean Browser
Application Policies
BT weblLogic Server Administration Consols Application Roles
General Information Syskem Policies
Audit Policy
L3 Audit Stare 2

Transferting data from 10.184.132.170
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4. Click WebLogic Domain on the right panel. Select Security -> Credentials. Click ‘Create
Map’. The following window is displayed.

1
Most Yisited D etting Started Latest Headlines E Understanding Your I... E ‘webLogic Server Perf... E Eiasics of Deploying Or .. E BFEL Process Deploym.. £

©_ Mchfee I

D Credentials: /Farm_OFSLLTST_doma...

Create Map

& credential is uniquely identified by a map name and a key name. Typically,
the map name corresponds with the name of an application and all
credentials with the same map name define a logical group of credentials,
such as the credentials used by the application, all map names in a
credential stare must be distinct,

* Map Name | |

Cancel

Read 10,164,132,170

5. Enter the Map Name: ofsll.int.security

6. Click OK. The following window is displayed..

OFSLL126_Domaina Logged in as web
4] webLogic Domain ~ Page Refreshed Fab 25, 2013 5:11:04 PM It
Credentials
: L sitory of security data that certify the i i by Java 2, J2EE, and ADF applications, Applications can use the Credential Store, a single, consolidated service

‘pravider to store and manage their credentials securely.

[# Credential Store Provider

o CreateMap o Createkey | #Edit.. 3§ Delete... | Credent @ |

Credential Type Desaription

7. Click Create Key Button.
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The following window is displayed.

Create Key

Select Map  ofsllint, security | v
* fey
Tvpe | Password
* |dser Mame
* Password
* Confirm Password

Description

b

| Ok | Cancel
8. Enter the details as per your requirement.
9. And provide User Name and Password of Bl Publisher console.
Create Key
Select Map | ofsllint.security IE'
*Key |bip_key
Type | Password E
* User Name | weblogic
*Password | esesssee
* Confirm Password | sessssss
Description
(0] 4 Cancel

l

10. Click OK. The following window is displayed.

OFSLL126_Domain @
] webLogic Domain =

(@) Information
The credential key, bip_key, has been created.

Credentials

Logged in as weblo

Page Refrashed Feb 25, 2013 5:11:04 PM 1ST

A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service

provider to stare and manage their credentials securely.

¥ Credential Store Provider

o CreateMap ofa CreateKey | 7 Edit.. $QDelete.. | CredentalKey Name ®
Credential Type Desaription
B [ Jofsl.int.security
@ bip_key Password

ORACLE



10. Configuring JNDI name for HTTP Listener

1. Click WebLogic Domain on the right panel. Select Security — Credentials.

ORACLE Enterprise Manager 11g Fusion Middisware Cantrol

[iFamy | &k Toovlogy
e
= B Farm_OFSLL141_domain
8 [ Appication Deployments:
[0 webLogic Doman
= 4l oFsiL141_domain
B OFSLL141_AdminServer
5 oFsiL141_ManagedServer
5] Services_ManagedServer
# [ Metadats Repostacies

Setp~ Hebw LogOut
OFSLL141_domain @
5] Weblogic Domain v

Home

Loggedin as weblogic
Page Refrashed Nov 21, 2013 3:06:44 o4 157 13

©-  E dusters Y ™
Control s " @
Logs » Custer  Defadt  Sesson
sarvers OO Messagng  Load Regkcaten

Mode Algarithen Type
Port Usage

Agpication Deployment > 2e-
Web Services H
ADF Demain Configuration

Seaurity >
Metadata Repositaries

J0SC Diata Sources

Systam MBezn Browser

Credentials WOown (11

Sacurity Providar Configuration

Applcaton Poloes
Appicaton Roles

MName

[ weblogic Server Adminstation Console £ [ Appication Depioyments

@ [ Intemnal Agplcations
) dbids-xons-web
@ dbsdss-web-ds

3
R dbids-ons-web-dt @
L
L]

General Information

Systen Polkcies
T

Services Manage

W oksic

Services_Manage .
il

4 Audit Policy
&l Oracle WebLogic Domain Resource Centy  Audt Stere
Before You Begin
(@ Whatis an Orace Weblogc Server Doman?
(@) Manage Oracle Weblogic Server with Fusion Mddessare Control
(@ Manage Oradle Weblogpic Server with the Administration Console
Typical Administration Tasks
(@) starting and Stapping Orade WeblLogic Server Instances
(@) Deplaying an Appicatan Uising Fusion Mddieware Control
(@ Tvoical Searity Practices with Fusion Mddieware Control
(@) Getting Started Using the Fusion M
Other Resources
) Orace Fusion Middeware Resources on the Web
& Orade Fusion Mddeware Forums

& Control Miean Browsers

2. On clicking Credentials the following window is displayed.

ORACLE Enterprise Manager 11g Fusion Middieware Control

iremy | 4 Topoiogy

# [ Metadata Repostanes

Sep - Hepw LogOut

OFSLL141 domain@

Logged n 2 weblogic
._ﬂ VieblLogic Domain »

Page Rafrashed Now 21, 2013 3:07:50 P 15T 0
Credentials

& eradantial atore i tha repostary of sacurity data that cantify the authonty of entites used by J8va 2, J2EE, and ADF applcations. Aphatons can Los the Cradental Storg, & sngle,
censoldated senace provider to store and manage ther credentials securely.

# Credential Store Provider

o CreateMap e Create key

Credental
@ [jofsl.int.security

3¢ Delete. Credential Key Name €]

Type Descripton
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3. Click on Create Map. The following window is displayed.

 Create Hap

and & kay

A
the map name corresponds with the name of an apclication and ol
Mmmhmmmmﬂn“mﬂm

such as the application
credental store must be dstinct.

4. Enter Map name as 'ofsll.http.listener.jndi'.

5. Click OK. The following window is displayed.

ORACLE Manager 11g antrol

A
= (3 Metadatm Repostornes A v ty of 3ava 2, JZEE, and ADF appicabions. Appications can use the Credential Store, & single,
consoldated service provider to store and manage thes credentisls securely,
[# Credential Store Provider
dpcrestern dpoenerey | JEst. Roee.. | g ®
| @ jofelintsequity
- .
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6. Click Create Key Button. The following window is displayed.

7. Enter the details as per your requirement.

Key: jndiname
Credential: java:comp/env/jdbc/ofslIDBConnDS

Type:Generic

10-3 ORACLE



sty
*Key |jndname

Tree [Genere [x]

Deseripton

8 Enter 85 text©) Enter map of property name snd value pors.
| jve:compyeny)

8. Click OK. The following window is displayed.

A sl stoee is thy story ty data that certify Java 2, J2£E, and ADF appications. Apphcations can use the Credental Store, 8 sngle,
e
[#Credential Store Provider
e e e — )
[N @ Eotsearty | ]
| @ Caofshtplstenernd
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11.1 XManager Usage

11. Appendix

To run any installer on remote non window machine user should have XManager software.

B Xstart Q|§|@

Session: [l 10.184.74.143
Host:: 10,164.74,143
Protocal: 55H

User Mame: |ofsll126
Password: TIIT]
Execution Command:
fusrfbinxterm -ls -display $DISPLAY
Opkions

y Show skatus dialog bos,

""L‘J [ show reply messages.

To configure advanced options,
click the Advanced button,

Save As,..

I <

Shortcut, ..

| .

1]

I=
=

Save

Delete

un
Close

Help

Give the following details

Session name:Give session name.

Host name:Give the UNIX machine address.

Protocol: This value depends on the operating system.

For ExampleE.g.:

Oracle Enterprise Linux: SSH

IBM AIX: TELNET

Solaris: SSH

UNIX: SSH

User Name:Give the UNIX user name.

Password:Give the password.

Execution Command: This value depends on the operating system.

E.g.

Oracle Enterprise Linux: /usr/bin/xterm -Is -display $DISPLAY

ORACLE



IBM AIX: /usr/dt/bin/dtterm -Is -display $DISPLAY
Solaris: /usr/openwin/bin/xterm -Is -display $DISPLAY

UNIX: /usr/bin/X11/xterm -Is -display $DISPLAY
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