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1. Preface

For recommendations on security configuration, refer Security Configuration Guide.

This document contains notes and installation steps needed to install Web Services. Oracle
Financial Services Lending and Leasing relies on several pieces of Oracle software in order
to run and this document is in no way meant to replace Oracle documentation supplied with
the Web Services product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Web Services.

This guide covers the following processes.

Installing Web Services Database Objects

1.
2. Deploying Application Interface Web Services
3.

Configuring Weblogic Policy on Web Services

Prerequisites

1. Download and Install the Oracle WebLogic Server 11gR1 Version 10.3.5 from http://
www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html)

2. Itis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the Web Services installer.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Application Oracle Financial Services Lending and Leasing
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http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html

2. Installing Web Services Database Objects

Download and unzip the the Webservices database - OFSLLXWS.zip.

Run $ ./installofslixwsdb.sh

[pthaker[ 59 Jtmpld .finstallofsllx

Script Prompts Description and Action Required

Oracle Financial Services Lending | Enter the path to the home directory. This is referred
and Leasing Home Path to as $OFSLL_HOME. Enter ‘y’ when prompted for.

What i3 the Oracle DB Home Path? /facratch/db/dbl

23/producc/11.2.0.3/

hat iz the 5107 OFSLLT]
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Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This
is referred to as $ORACLE_HOME. Enter ‘y’ when
prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter 'y’ when
prompted for.

=3 Lending and L ng W Dac = Object Installati
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Enter 'y’ when prompted to continue. A list of items available for installation are listed. Enter
‘y’ when prompted to ‘Continue with Installation’.

Log files wil

Press Enter to C

Sets the path for the location of log files. Press ‘Enter’ to continue.

Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial | Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

The s

cript installs the objects.

While installing, the script recompiles the invalid objects and completes the installation of DB
objects.
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3.1

3. Deploying Application Interface Web Services

Prerequisites

Data Sources

The data sources must be created on the application database with following JNDI names.
e "jdbc/dbk105nIEJBDS
e "jdbc/dbkwsDS
e "jdbc/INTHukWznGOb4es;j

Unzip the ear to folder

e Unzip dbkls-xws-app.ear/dbkls-xws-web.war to the folder dbkls-xws-app

e Unzip dbkls-xws-app-ds.ear/dbkls-xws-web-ds.war to the folder dbkls-xws-app-ds
e Unzip dbkis-xws-app-dt.ear/dbkls-xws-web-dt.war to the folder dbkls-xws-app-dt
e Unzip dbkls-xws-app-ro.ear/dbkls-xws-web-ro.war to the folder dbkls-xws-app-ro

After unzipping the war file to directory, the directory will have the following structure.
dbkls-xws-app/ dbkls-xws-app-ds/ dbkls-xws-app-dt/ dbkls-xws-app-ro

WEB-INF (directory)

e classes (directory)
— config
— class files (in package folders)
e lib (directory)
— commons-logging-1.0.4.jar
— jdom.jar
— soap-2.3.1jar
e wsdl (directory)
-  *wsdl
e *-java-wsdl-mapping.xml
e web.xml
e weblogic.xml
e weblogic-webservices.xml
e weblogic-webservices-policy.xml
e webservices.xml

Import Certificates to keystore

1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.

2. Save all the certificates from the vendor website. Note to save the certificates in "Base-
64 encoded X.509(.CER)" and with extn .cer

3. Run following command to import certificate into JKS(dIs_cacerts)

e '"keytool -keystore <Key store Path> /dIs_cacerts -import -trustcacerts -file <Certificate
location in file system>\xxx.cer -alias <alias as mentioned in config file>
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4. Run following command to view details of certificate like expiration date of certificate etc.

e '"keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

e ‘"keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts
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Modifying Configuration Files

Route One Configuration

Property
Name

Property Value

Description

Remarks

Configuration File: ro_servlet_init.conf

LOSApplica- http://<HOST URL for OFSLL New | Refer the recommended
tionRequest- NAME>:<PORT>/ | application web ser- context root table for
ServiceURL <CONTEXT vice CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-
vice app-ro/LOSApplication-
RequestService
LOSApplica- http://<HOST URL for OFSLL Refer the recommended
tionUpdate- NAME>:<PORT>/ | application update context root table for
ServiceURL <CONTEXT web service CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-
vice app-ro/LOSApplica-
tionUpdateService
keystoreLoca- | config/dls_cacerts | Parameter to set key- | The keystore location
tion store location should not be changed
and keystore should be
available in this location
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the
property in case the pass-
word is different for the
keystore.
roKeyAlias routeone_pub You may import the route

RouteOne's public
key alias name.The
public key is needed
to verify the xml sig-
nature of the request.

one public key with alias
"routeone_pub" else
modify the property value
to alias used while
importing the public key
into keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private key
password

demotestSSCR1 is a
sample value
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Property

Name Property Value Description Remarks
postURL https://messag- URL for posting Verify the URL with Route
ing.itl.routeone.net/ | acknowledgement One
IF1_ITL/CASSB- message to Route
MessagingRe- one
ceiver
fileLocation tmp temporary file direc- The directory for tempo-
tory rary files. Make sure that
such directory exists on
the deployment server
postTimeout 10 Parameter to set Timeout value should be
timeout value to post | specified in number of
XML message to seconds.
third party.
useProxy 0 Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"
proxyHost abc.com Parameter to set
proxy host. This is
required if useProxy
is set to 1.
proxyPort 80 Parameter to set

proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xae_init.conf

lenderld SOME- The finance source SOMELENDER ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
application- ROUTEONE Parameter to set Don't modify this value
Source application source
dealerEle- DEALER_DE- Name of XML ele- DEALER DETAILS is a
mentName TAILS ment used for the sample value

dealer details used in
the dealer file
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Property

Property Value

Description

Remarks

Name

fileLocation tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server

fileDelimiter Delimiter used in Needed only for Route-

dealer header file

One

jndiLookupDa-

jdbc/IN1Huk-

Parameter that

Don't modify the value

taSource WznGO0b4esj defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts | Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private key
password

demotestSSCR1 is a
sample value

postTimeout

10

Parameter to set
timeout value to post
XML message to
third party.

Timeout value should be
specified in number of
seconds.

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.
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Property
Name

Property Value

Description

Remarks

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source SOMELENDER _ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER _ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
dealerEle- DEALER_DE- Name of XML ele- DEALER DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation /tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter , Delimiter used in
dealer header file
jndiLookupDa- | jdbc/dbk105nIE- Parameter that Don't modify the value
taSource JBDS defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.
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Property

Property Value

Description

Remarks

Name
sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_xws_%g.log

Handler.patter
n

java.util.log-
ging.File-
Handler.limit

1000000

java.util.log-
ging.File-
Handler.count

java.util.log-
ging.File-
Handler.appen
d

true

java.util.log-
ging.File-
Handler.format
ter

java.util.log-
ging.SimpleFor-
matter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.format
ter

ging.SimpleFor-
matter

com.ofss.fll.xw
s.level

FINER

set the logging level
for the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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Dealer Track

Property
Name

Property Value

Description

Remarks

Configuration File: dt_servlet_init.conf

LOSAppli- | http://<HOST URL for OFSLL New Refer the recommended
cationRe- | NAME>:<PORT>/ | application web service context root table for
questServ | <CONTEXT CONTEXT ROOT.
iceURL ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationRe-
questService
LOSAppli- | http://<HOST URL for OFSLL applica- | Refer the recommended
cationUp- | NAME>:<PORT>/ | tion update web service context root table for
dateServi | <CONTEXT CONTEXT ROOT.
ceURL ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationUp-
dateService
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort | 80 Parameter to set proxy
port. This is required if
useProxy is set to 1.
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value
file
applica- DEALERTRACK Parameter to set applica- | Don't modify this value
tion- tion source
Source
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- /tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
jndi- jdbc/IN1Huk- Parameter that defines Don't modify the value
Lookup- WznGO0b4esj the JNDI look up for the
DataSour applicaton datasource
ce
keystore- config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is setto 1.
proxyPort | 80 Parameter to set proxy

port. This is required if
useProxy is setto 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source iden- | SOMELENDER _ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value

file
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- /tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
fileDelim- |, Delimiter used in dealer Needed only for Route-
iter header file One
jndi- jdbc/dbk105nIE- Parameter that defines Don't modify the value
Lookup- JBDS the JNDI look up for the
DataSour applicaton datasource
ce
keystore- | config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKey | ofss_routeone OFSLL's private key You may import the pri-
Alias alias name. The private vate key with alias
key is used to sign xml "ofss_routeone" else
response to RouteOne modify the property value
to alias used while import-
ing the private key into
keystore.
sscroKey- | demotestSSCRA1 OFSLL's private key demotestSSCR1 is a
Password password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.lo | ALL

gging.File-

Han-

dler.level
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Property
Name

Property Value

Description

Remarks

java.util.lo
gging.File-
Han-
dler.patter
n

/somewhere/logs/
dbkls_xws_%g.log

java.util.lo
gging.File-
Han-
dler.limit

1000000

java.util.lo
gging.File-
Han-
dler.count

java.util.lo
gging.File-
Han-
dler.appen
d

true

java.util.lo
gging.File-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

java.util.lo
gging.Con
sole-
Han-
dler.level

WARNING

java.util.lo
gging.Con
sole-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

com.ofss.f
Il.xws.leve
I

FINER

set the logging level for

the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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EDOCS

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplication- | http://<HOST URL for OFSLL Refer the recommended

RequestServi- NAME>:<PORT>/ | eDocs Create/ context root table for CON-

ceURL <CONTEXT update applica- TEXT ROOT.
ROOT>/LOSeAp- | tion web service | Sample URL: http://host-

plicationRequest-
Service

name:port/dbkls-xws-app-
ds/LOSeApplicationRe-
questService

LOSApplication- http://<HOST URL for OFSLL Refer the recommended
CommentUpdate- | NAME>:<PORT>/ | eDocs comment | context root table for CON-
ServiceURL <CONTEXT update web ser- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationCom- name:port/dbkls-xws-app-
mentUpdateServi ds/LOSApplicationCom-
ce mentUpdateService
LOSApplication- http://<HOST URL for OFSLL Refer the recommended
LocationUpdate- NAME>:<PORT>/ | eDocs location context root table for CON-
ServiceURL <CONTEXT update web ser- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationLoca- name:port/dbkls-xws-app-
tionUpdateServic ds/LOSApplicationLoca-
e tionUpdateService
postTimeout 10 Parameterto set | Timeout value should be
timeout value to | specified in number of sec-
post XML mes- onds.
sage to third
party.
useProxy 0 Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o
proxyHost abc.com Parameter to set
proxy host. This
is required if
useProxy is set
to 1.
proxyPort 80 Parameter to set

proxy port. This
is required if
useProxy is set
to 1.
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Property Name Property Value Description Remarks
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
applicationSource | EDOCS Parameter to set | Don't modify this value
application
source
dealerElement- DEALER_DE- Name of XML DEALER DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookupData- jdbc/IN1Huk- Parameter that Don't modify the value
Source WznGO0b4esj defines the JNDI

look up for the
applicaton data-
source

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature
keystorePassword | changeit The keystore The deafult password is
password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTimeout 10 Parameter to set | Timeout value should be

timeout value to
post XML mes-
sage to third
party.

specified in number of sec-
onds.
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Property Name

Property Value

Description

Remarks

useProxy

0

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance SOMELENDER_ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
dealerElement- DEALER_DE- Name of XML DEALER_DETAILS is a
Name TAILS elementused for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter Delimiter used in

dealer header
file

jndiLookupData-
Source

jdbc/dbk105nIE-
JBDS

Parameter that
defines the JNDI
look up for the
applicaton data-
source

Don't modify the value
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Property Name

Property Value

Description

Remarks

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature

keystorePassword | changeit The keystore The deafult password is

password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKeyAlias ofss_routeone OFSLL's pri- You may import the private

vate key alias
name. The pri-
vate key is used
to sign xml
response to
RouteOne

key with alias "ofss_route-
one" else modify the prop-
erty value to alias used
while importing the private
key into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private
key password

demotestSSCR1 is a sam-
ple value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_x-

Handler.pattern ws_%g.log

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.append

java.util.log- java.util.log-

ging.File- ging.SimpleFor-

Handler.formatter

matter
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Property Name Property Value Description Remarks
java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.formatter

ging.SimpleFor-
matter

com.ofss.fll.xws.le
vel

FINER

set the logging
level for the
application

Other Level values -- FIN-
EST,FINE,CONFIG and

INFO
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Webservices

Property
Name

Property
Value

Description

Remarks

Configuration File: dbkws_lookups_init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to setkeystore | The keystore location
cation cacerts location should not be changed and
keystore should be availa-
ble in this location
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-

erty in case the password is
different for the keystore.

Configuration File: dbkws_xae_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER_NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER - Name of XML element DEALER DETAILS is a
mentName DETAILS used for the dealer sample value
details used in the dealer
file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookup- jdbc/INTHuk- | Parameter that defines Don't modify the value
DataSource WznGO0b4esj | the JNDI look up for the
applicaton datasource
keystorelLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-

erty in case the password is
different for the keystore.
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Property Property Description Remarks
Name Value
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xml one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value
postTimeout 10 Parameter to set timeout | Timeout value should be
value to post XML mes- specified in number of sec-
sage to third party. onds.
useProxy 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER_NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER_- Name of XML element DEALER_DETAILS is a
mentName DETAILS used for the dealer sample value
details used in the dealer
file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter , Delimiter used in dealer
header file
jndiLookup- jdbc/ Parameter that defines
DataSource dbk105nIE- the JNDI look up for the
JBDS applicaton datasource
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Property Property Description Remarks
Name Value
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xml one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value

Configuration File: dbkws_xcs_

init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystorelLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
application- DBKTST Application source DBKTST is a sample value.
Source Set it to appropriate value

Configuration File: Logging properties

handlers

java.util.log-
ging.File-
Handler,
java.util.log-
ging.Con-
soleHandler
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Property Property Description Remarks

Name Value

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/

ging.File- logs/dbkls_x-

Handler.patte | ws_%g.log

n

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.appe

nd

java.util.log- java.util.log-

ging.File- ging.Sim-

Handler.form | pleFormatter

atter

java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console- | ging.Sim-

Handler.form | pleFormatter

atter

com.ofss.fll.x | FINER set the logging level for Other Level values -- FIN-

ws.level the application EST,FINE,CONFIG and

INFO

Others

e Verify that latest XWS SQL Types, Views and Packages are installed.
e Basic Java permissions have been granted in
e UTL permissions have been granted.

e Verify that System parameters for Web Services URLs as well as Post Response URLs
are set. Please see the table below for details

e System parameter CMN_WALLET_PATH and CMN_WALLET_PASSWORD is setup

e Verify lenderld, lendername in config(dbkws_xae_init.conf) file and also set lenderld in
all response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under
config dir
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System Parameters to be configured:

System Parameter Name

System Parameter Desc

XWS_XAE_DL-
R_TRACK_RESP_PWD

XAE DEALERTRACK RESPONSE BASIC AUTH
PASSWORD

XWS_XAE_DL-
R_TRACK_RESP_URL

XAE DEALERTRACK RESPONSE URL

XWS_XAE_DL-
R_TRACK_RESP_USER

XAE DEALERTRACK RESPONSE BASIC AUTH
USER

XWS_XAE_DLR_TRACK_WS_URL

XAE DEALERTRACK WEBSERVICE URL

XWS_XAE_ROUTE-
ONE_RESP_PWD

XAE ROUTEONE RESPONSE BASIC AUTH
PASSWORD

XWS_XAE_ROUTE-
ONE_RESP_URL

XAE ROUTEONE RESPONSE URL

XWS_XAE_ROUTE-
ONE_RESP_USER

XAE ROUTEONE RESPONSE BASIC AUTH
USER

XWS_XAE_ROUTEONE_WS_URL

XAE ROUTEONE WEBSERVICE URL

XWS_XAE_WEB_RESP_PWD

XAE WEB RESPONSE BASIC AUTH PASS-
WORD

XWS_XAE_WEB_RESP_URL

XAE WEB RESPONSE URL

XWS_XAE_WEB_RESP_USER

XAE WEB RESPONSE BASIC AUTH USER

XWS_XAE_WEB_WS_URL

XAE WEB WEBSERVICE URL

XWS_XPR_DL-
R_TRACK_RESP_PWD

DEALER TRACK DEALER LOAD PASSWORD

XWS_XPR_DL-
R_TRACK_RESP_URL

POST DEALER TRACK DEALER LOAD
RESPONSE URL

XWS_XPR_DL-
R_TRACK_RESP_USER

DEALER TRACK DEALER LOAD USER ID

XWS_XPR_DLR_TRACK_WS_URL

DEALER LOAD WEBSERVICE URL

XWS_XPR_INCLUDE_TEMP

INCLUDE TEMP PRODUCERS

XWS_XPR_ROUTE-
ONE_RESP_PWD

XAE ROUTEONE DEALER LOAD RESPONSE
BASIC AUTH PASSWORD

XWS_XPR_ROUTE-
ONE_RESP_URL

XAE ROUTEONE DEALER LOAD RESPONSE
URL

XWS_XPR_ROUTE-
ONE_RESP_USER

XAE ROUTEONE DEALER LOAD RESPONSE
BASIC AUTH USER

XWS_XPR_ROUTEONE_WS_URL

XAE ROUTEONE DEALER LOAD WEBSER-
VICE URL
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XWS_XAE_DLR_TRACK_LENDE- | XAE DEALERTRACK LENDER ID

RID
XWS_XAE_ROUTEONE_LENDE- | XAE ROUTEONE LENDER ID

RID

XWS_XAE_DL- XAE DEALERTRACK LENDER NAME
R_TRACK_LENDER_NAME

XWS_XAE_ROUTE- XAE ROUTEONE LENDER NAME
ONE_LENDER_NAME

XWS_XAE_EDOC_RESP_URL XAE EDOCS RESPONSE URL
XWS_XAE_EDOC_WS_URL XAE EDOCS WEBSERVICE URL

XWS_XAE_EDOC_RESP_USER XAE EDOCS RESPONSE BASIC AUTH USER

XWS_XAE_EDOC_RESP_PWD XAE EDOCS RESPONSE BASIC AUTH PASS-
WORD

3.2 Deploying Webservices

After installing the WebLogic Server and completing the prerequisites mention above, deploy
application interface Web Services.

5. Login to WebLogic application server console (e.g.: http://hostname:port/console)

[ /Farm_ofsll_domain/ofsll_ % / [*) Oracle WebLogic Server A % '\ i e s - ——— . — ‘\ | ~ 0 | L= | Lo e
« 2> cD 7| =
ORACLE

WebLogic Server® 11g

Administration Console

Welcome

Log in to wark with the WebLogic Server domain

Username:

Password:
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http://localhost:7001/console

6. Enter valid login credentials. The following window is displayed.

« c b

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

ofsl_domain
B-Environment
~Deployments
“Services
H-Messaging

How do 1. ]

.

Search the configuration
Use the Change Center
Record WLST Scripts

Change Console preferences

Monitor servers

System Status =]

Health of Running Servers

Faled (3)
Critieal (0)
Overloaded (1)
Warning (0)
ok (1)

—
—
—
I

) Home Log Out Preferences

Home
Home Page
Information and Resources

Helpful Tools General Information
= Configure applcations
= Configure GricLink for RAC Data Source

= Recent Task Status

= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oradle Support

= Set your console preferences = Orade Guardian Overview

= Oracke Enterprise Manager

Domain Configurations

Domain Services
« Domain * Messaging
= M5 Servers

Environment = Store-and-Forward Agents
+ Servers = M5 Modules
® Clusters = Path Services
* Virtual Hosts = Bridges
* Migratable Targets + Data Sources
® Coherence Servers + Persistent Stores
» Coherence Clusters + XML Registries
* Machines « XML Entity Caches
* Work Managers » Foreign JNDI Providers
® Startup And Shutdown Classes « Viork Contexts

- jcoM
Your Deployed Resources « Mai Sessions
« Deployments - FieT3

. TR

Your Application’s Security Settings
o Seaurity Realms

Welcome, weblogic | Connected

Interoperability
* WTC Servers

« Joit Connection Pools

Diagnostics
« LogFies

« Diagnostic Modles
« Diagnostic Images

« Request Performance
« Archives

* Context

- SHWP

Charts and Graphs
‘« Mornitoring Dashboard B

fsil_domain

7. Click Deployments on the left pane. The following window is displayed.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing s enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure
FSLL126_Domain

~Diagnostics

How do L.. =]

Install an Enterprise application

& Configure an Enterprise application

Update (redeploy) an Enterprise application

Start and stop a deployed Enterprise
applcation

Monitor the modues of an Enterprise
application

Deploy EJ8 modules

& Tretal 2 Wah Anmirafian

Click Install.

@ Home Log Out Preferences

Record Help ‘

jome >Summary of Deployments
Summary of Deployments

Control | Moritoring

This page displays a list of Java EE applications and stand-alone application moduies that have been installed to this domain, Installed appications and moduies can be started, stopped, updated

(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, diick the Install button.

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

| Customize this table
Deployments
M Update Delete Start ~ Stop ~ Showing 1to 50f 5 Previous | Next
[7]| Name & State | Health | Type Deployment Order
DMS Application (11 1,1, 1.0) Active Lok Web Application 5
Eem Active doK Enterprise Application 400
EFMW Welcome Page Application (11.1.0.0.0) Active oK Enterprise Application 5
EOFSLL,]ZE,ZZQ (V14.0.0.0.0-b229) Active ¥ oK Enterprise Application 100
[gpsinis Active oK Enterprise Application 5

nstal | [ Update | [ Delete | |[ Start~ | [ Siop~

Shewing 1to 5of 5 Previous | Next

Browse to the location where you have unzipped the ear files to open directory
(mentioned in Unzip the ear to folder section of Pre-requisites). The following window is

displayed.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automaticaly be activated as you
modify, add or delete items in this domain.

Domain Structure
DefaultDomain
virorment
eployments
~Services

ecurity Realms
H-Interoperability
-Diagrostics

@) Home Log Out Preferences [2s] Record Help

Hame >Summary of Deployments >dbki-xvis-3pp >Summary of Deployments

Install Application Assistant
Back | [ Ned | | [Fish | | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the appication root directory, archive fil, exploded archive directory, or application madule descriptor that yeu want to install. You can also enter the path of

the application directory or file in the Path field.

Hote: Orly vaiid file paths are displayed belon. If you cannot find your deployment fies, upload your file(s) andjor confirm that your application contains the required deployment descriptors

Path: CAOFSLL\OFSLL12.6\SVN_4_Fortifyldbkls-ws-app
C:\OFSLLYOFSLL 12.6\SVN_4_Fortify

10.184.86. 121 \,C: | OFSLL \ OF5LL12.6 | SUN_4_Fortify

Recently Used Paths:
Current Location:

D DB

D DB Patches
8 abkis-sxws-app (open drectory)
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ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

10. Click Next. The following window is displayed.

& Home Log Qut Preferences

Record Help | Q

Home >Summary of Deployments
Tnstall Application Assistant

Back | | Next | Firish ‘Eance‘

Domain Structure
FSLL126_Domain
Environment
Deployments
~Services

Security Realms
Interoperabiity

Choose targeting style

@ Install this deployment as an application

‘The application and its components will be targeted to the same locations. This is the mast common usage.

Targets are the servers, dusters, and virtual hosts on which this deployment will run, There are several ways you can target an application.

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

—-Diagnostics -
o *) Install this deployment as a library
Application lbraries are deployments that are avalible for ther depleyments to share, Libraries should be avaiable on al of the targets ruming ther referending appicatins.
Baok | | Ne | | ‘s | || Cance
Mo A T =l

11. Click Next. The following window is displayed.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automaticaly be activated as you
modify, add or delete items in this domain.

& Home LogOut Preferences

Record Help ‘ Q

Home >Summary of Deployments
Install Application Assistant

Back | | Next ‘ Frish ‘Eancel

Domain Structure
FSLL125_Domain
nvironment
Deployments
~Services

ecurity Reams
interoperabiity
~Diagnostics

Select deployment targets
Select the servers and/or dusters to which you want to deploy this application. {You can reconfigure deployment targets later).

Available targets for dbkis-xws-app

Servers

[”] ADF_ManagedServer_1

[] Adminserver

INTERFACE

Howdo L. =]

« Startand stop a deployed Enterprise
appiication

[ Back | | Nea || [Fiish | || Cancel

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

window is displayed.

ORACLE webLogic Server®
Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure
FSLL 126_Domain
Environment
Deployments
-services
~-Security Realms
Interoperabiity
~Diagnostics

Howdo T a

* start and stop a deployed Enterprise
applcation

= Configure an Enterprise appication

» Create a deployment plan

* Target an Enterprise appiication to a server

* Test the modules in an Enterprise application

System Status a

Health of Running Servers

[ Fakd®
[ crtal@
[ Overeaded @
[ wamng@
[

Administration Console

& Home Log Qut Preferences

Record Help

Home >Summary of Deployments
Install Application Assistant
[ Bacic | | Nt || i | || Conca
‘Optional Settings

You can medify these settings or accept the defaults

General

Wihat do you want to name this deployment?

Name: dbklsxws-app

Security

What security model do you want to use with this application?

DD Only: Use only roles and policies that are defi

2 Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment desc

*) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

Advanced: Use a custom model that you h i d on the realm’ i

page.

‘Source accessibility

How should the source fles be made accessible?

Use the defaults defined by the deployment's targets

Recommended selection.

Copy this application onto every target for me
During deployment, the fles wil be copied automatically to the managed servers to which the application is targeted.
*) Twill make the deployment accessible from the following location

Location:

Provide the location from where all targets will access this appicatior's fies. This s often a shared directory. You must ensure the application fles existin this location and that each target can reach

the location,

Back | | Nex | | _finish | || Cancel
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13.

14.

15.

Click Next. The following window is displayed.

ORACLE WeblLogic Server® Administration Console
Change Center @) Home Log Out Preferences (2] Record Help ‘ Q
o Dl i rerart Hame > Summary of Deployments

Configuration editing is enabled. Future Install Application Assistant
changes will automatically be activated as you

mocify, add or delete items in this domain, Back | [ Ned | || Fnsh | || Cancel

Domain Structure Review your choices and click Finish

FSLL126_Domain
BH-Environment
--Deployments
-Services
--Security Realms
[-Interoperability

Click Firish to complete the deployment. This may take a few moments to complete.

Additional configuration

@ Yes, take me to the deployment’s configuration screen.

In order to work suceessfully, this appication may require additional configuration. De you want ta review this eppiication's configuration after completing this assistant?

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

-Diagnostics
©) No, Twill review the configuration later.
Summary
fhome for _pr OFSLL126_Domain/ser
Name: dbkis-sows-app
How do L. =]

Staging mode:  Use the defaults defined by the chosen targets
o Startand stop a deployed Enterprise

pp.car

application
Security Model:  DDONy: Use orly roles and poiices that are defined in the deployment descriptors.
« Configure an Enterprise application
o Create a deployment plan Target Summary
« Target an Enterprise application to 2 server ‘ S ‘ T ‘
® Test the modules in an Enterprise application ‘ PP —— ‘ S ‘

System Status E Back | [ Ned | || Finsh | || Cancel

Health of Running Servers

Click Finish. The following window is displayed.

ORACLE Weblogic Server® Administration Console

Change Center 16 Home Log Out Preferences [ Record Hep | Q

View changes and restarts s dblds-ws-app

Configuration editing is enabled. Future Settings for dbkls-xws-app
changes will automatically be activated as you

modify, add or delete items in this domain. Overview DeploymentPlan = Configuration | Security —Targets | Control Monitoring | Notes
Domain Structure Save
FSLL126_Domain
Ei-Environment
~Deployments nd of the page lists the modules (such as Web applcations and EJBs} that are contained in the Enterprise appiication. Click on the name of the module to view and update its configuration.
~Services
~Seaurity Reaims
E-Interoperability Name: dbids-xws-app
“Diagostics
Path: home; oradey app/ Middleware/ user_projects/ domains/ OFSLL126_Demain/ servers/  The path to the source of the deployable unit on the Administration
AdminServer/ uploady cbkls-s-app. ear
Deployment Plan: (0 plan specified)
Staging Mode: (not specified)
How do L.
» Startand stop a deployed Enterprise
w- Security Model: oonly

*+ Configure an Enterprise application
+ Create a deployment plan 4] Deployment order: | 100
# Target an Enterprise application to a server

» Test the modules in an Enterprise application

Principal Name:
System Status =]

Health of Running Servers

| Failed (0)
Save
| Critical (0) ==

Overloaded (0)

Modules and Components

Click Save.

Use this page to view the general configuration of an Enterprise application, such as its name, the physical path to the application files, the assodated deployment plan, and so on. The table at the

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

‘The name of this Enterprise Appiication.  More Info...

Server. More Inf

The path to the deployment plan document on Administration Server. More
Info.

The mode that specifies nhether a deployment's files are copied from a
source on the Administration Server to the Managad Server's staging area
during application preparation.  More Info...

‘The security model that is used to secure a deployed medule.  More Info...

Aninteger value that indicates when this unitis deployed, relative to other
deployable urits on a server, duing startup. ~ More It

A string value thatindicates nhat principal should be used when deploying
the file or archive during startup and shutdown. This principal wil be used to
set the curment subject when caling out into application code for interfaces
such 2s AppicationLifecydeListener. Ifno princpal name is spedfied, then
the anonymous principal will be used. ~ More Info,

16. Modify the context root to the recommended name as follows:

Service

Service EAR Context

Recommended

Remark

Webservices

dbkls-xws-
app.ear

dbkls-xws-app

If this the recommended context
name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

Edocs Inter-
face

dbkls-xws-app-
ds.ear

dbkls-xws-app-ds

If this the recommended context
name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

Dealer Track
Interface

dbkls-xws-app-
dt.ear

dbkls-xws-app-dt

If this the recommended context
name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed
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Service

Recommended

Service EAR Context

Remark

Route One
Interface

dbkls-xws-app- | dbkls-xws-app-ro

ro.ear

If this the recommended context
name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

17. Go to Deployments— <select the service deployment>— Configuration— General

‘Settings for DMS Appication(11.1.1.1.0)

Overvien | Deglaymert Plan | Configuration | Secuily | Targels | Cotd

General | Loggng | Workiom | Instrumertslion

S

Testing | Manstorng | Mates

Tn i page, you Gefine the configuration of the appiication desioyment descrigtr fie it is sssoristed with His Wb sppication mote

Seasion cookita m woe (i seconds):
Seasion Invaldetion Interval in seconds)
Seasion Tuméout (in sectnds)s

] Db Enabiea

Masimusm i-memry Sessiore:
Monitiring At Names

[ tode Divecory Enatied

e Diclony SortBy:
ServietReload Check (in seconds):
Resource Relusd Check (in seconds):
5] Seasion Montoring Enatied

M Native i i

ISP Page Civck (in $ecinds):

7] 58P Keep Generoted

[7] 2P vertese:

Context Root:

S

18. Click Save.

NAME

dbkisxws-2pp

19. The following window is displayed.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automaticaly be activated as you
modify, dd or delete items in this domain.

@) Home Log Out Preferences [2s] Record Help Q

<-3pp >Summary of Deployments

Home » Summary of Deployments >dbkis-
Summary of Deployments

Control | Menitoring

Domain Structure

FSLL126_Domain

#-Environment

-~ Deployments
~Services
~Security Realms

#-Tnteroperability

To install a new appiication or module for deployment to targets in this domain, dick the Install button.

[ Customize this table

The s

The mar

This poge dispiays a ist of Java EE appications and stand-slone appiication modues that have been installed to this domain. Installed applications and modies can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and Using the controls on this page.

= ielfies e Lt 27 sutomatically generals an HTHL &
Mare Irfa...

=+ fiex ta 50 in Obuggng.  More Infa

mum rumer o
L Mera Tt

ot retiin in memory. The Gefeui is -1 (unimited); any negetive value works the

torig Situte. More Infc

o compistion. Mers Tnfa,

Welcome, weblogic ‘ Connected to: OFSLL126_Domain

-Diagnostics
Deployments.
instal | [ Update | [ Delete | |[ Stat~ | [Ston~ Showing 1o 6 0f 6 Previous | Next
]| Hame & State Health Type Deployment Order
[} [dbkis-xows-app Active oK Enterprise Application 100
How do L.. = [} 7ajDMS Application (11.1.1.1.0) Active oK Web Application 5
¢ Ttk on Eiieyprsse appRcation | = rgem Active Lok Enterprise Application 400
« Configure an Enterprise application
» Update (redeploy) an Enterprise application a MW Welcome Page Application (11.1,0.0.0) Active Zok Enterprise Application 5
® Startand stop a deployed Enterprise )
appiication ] OFSLL_126_229 (¥14.0.0.0.0-5229) Active & oK Enterprise Application 100
« Monitor the modules of an Enterprise %
appication a Active oK Enterprise Application 5
* Deploy E8 modules
ok intal | [[Update | [Dete | | [Siat~ | [Sion~ Showing 1to 6 0F6 Previous | Next

* Instal a Vieb application

20. Ensure that the application status is Active.
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4. Configuring Weblogic Policy on Web Services

After deploying Web Services, you must configure Weblogic Policy on Web Services.

To configure:

1. Login to WebLogic application server console (http://hostname:port/console)

2. Following screen will be shown.

& C O =
ORACLE WebLogic Server® Adminisiration Console -
Change Center @ Home Log Out Preferences ord Help Q Welcome, weblogic ‘ Connected to: ofsll_domain
View changes and restarts g
Giick the Lock &Edit button to modify, add or flomerone
delete items in this domain.
Information and Resources
Lock & Edit
1To General Information
Release Configuration
= Configure applications = Common Administration Task Descriptions
TP = Configure GridLink for RAC Data Source = Read the documentation
S e = RecentTask Status = Ask 2 question on My Oracle Support
f Eriromsit = Setyour console preferences = Oracle Guardian Overview
Deployments » Oradle Enterprise Manager
~Services
Messaging Domain Configurations
ata Sources
‘ersistent Stores Domain Se s eroperability
oreign JNDI Providers o Domain o Messaging o WTC Servers
Work Contexts = IMS Servers  Jolt Connection Pools
*::t 'E‘:E‘:‘Ti‘zhes L [ ——— = Store-and-Forward Agents
* Servers = M5 Moduies Diagnostics
e o Clusters = Path Services o LogFiles
o Virtual Hosts = Bridges © Diagnostic Modules
How do L. a2 o Migratable Targets + Dats Sources o Diagnostic Images
- e  Coherence Servers o Persistent Stores  RequestPerformance
o Use the Change Center e Coherence Clusters + XML Registries o Archives
o Record WLST Scripts e Machines XML Entity Caches o Context
o Change Consoke preferences o Work Managers  Foreign JNDI Providers * SNMP
MGt Servers o Startup And Shutdown Classes rk Contexts
o COM
Te— 5] | YourDeploved Resources * Mail Sessions « Monitoring Dashboard &
+ Deployments o FieT3
Health of Running Servers o A
[ Faied (0) Your Applicatio
[ ;”“E‘a‘ ‘j’ = + Security Realms
verloaded (0)
[ Wwarning (0)
I O ()

3. Click Deployments which is available on both side panels as marked above.

4. Following screen will be shown.

OIRACLE Weblogke Sarver® Aumiieaton Gonede B 0000 o

Change Center @) Home Log Out Preferences ecord Help Q ‘Welcome, weblogic ‘ Connected to: ofsll_domain
e o e T Home >Summary of Deployments >dbkls v >Summary of Deployments

Configuration editing is enabled. Future Summary of Deployments

changes will automatically be activated as you

modify, add or delete items in this domain. Control | Monitoring

Domain Structure
This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed applications and modules can be started, stopped, updated

2 “E::T:n‘”ment {redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
~Deployments To install a new application or module for deployment to targets in this domain, dick the Install button.
-Services
--Security Realms
Ei-Interoperabilty | Customize this table
-Disgnostics
Deployments

install | [Update | [ Delete ‘ Statv | [Stop v Showing 1t 10f 1 Previous | Next

[ | mame & State | Health | Type Deployment Order
B FRdbkis-xws-app Active Lok Enterprise Application 100
How do L. =] insial | [Updaie | [Deicte ‘ | [

Showing L to 10f L Previous | Next
+ Install an Enterprise application

+ Configure an Enterprise application

» Update (redeploy) an Enterprise application

 Startand stop a deployed Enterprise
application

+ Moritor the modules of an Enterprise
application

» Deploy E36 modules
* Install a Web appiication

System Status =]

Health of Running Servers

[ ried@
[ cita@
[ Overbaded @
[ waming()
[

Click on application name dbkls-xws-app on right side panel.
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6. Following screen appears.

ORACLE Weblogie Sorver® Aamiiawaton onsee B oHn

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, weblogic \ e R T ieeraes
e Home »Summary of Deployments >dbkis-s-3pp >Summary of Deployments »dbkks-xns-3pp »CSSACcountSearchRequestarice >Summary of Deployments >dblds-xws-app

Configuration editing is enabled, Future Settings for dbkls-xws-app

changes will automatically be activated as you

mocify, add or delete items in his domain. Overview | DeploymentPlan | Configuration | Security | Targets | Contral | Testing | Monitoring | Notes

Domain Structure Save
ofsll_domain

oot Use this page ta view the general configuration of an Enterprise application, such as its name, the physical path to the appication files, the associated deployment plan, and so on. The table at the
Deployments end of the page lists the modules (such as Web applications and EJBs) that are contained in the Enterprise application. Click on the name of the module to view and update its configuration.

m

~Services
~Security Reslms
#-Interoperabilty Name: dbkls-xns-apn ‘The name of this Enterprise Application.  More Info...
~Diagnostics
Path: C:\ Oracle\ Middleware 1034\ user_projects\ domains\ ofsll_domain\ servers\, ‘The path to the source of the deployable unit on the Administration
AdminServer| upload) dbils-ans-app. ear Server. More Info
Deployment Plan: €:\ Oradle) Mddleware 1034\ user_projects) domains) ofcl_domain) servers, The path to the deployment plan document on Administration Server.  More
AdminServer\Plan. sl Info
Staging Mode: (ot specified) The mode that specifies whether a deployment's fles are copied from a
How do L.. a8 source on the Administration Server to the Managed Server's staging area
during application preparation.  More Info...
« Start and stop 2 deployed Enterprise
application =
Security Model: Doonly ‘The security model that is used to secure a deployed module.  More Info...
« Configure an Enterprise application
* Create a deployment plan 4] Deployment order: | 100 An integer value that indicates when this unit is deployed, relative to other
o Target an Enterprise application to a server deployable units on a server, during startup.  More Info...
« Test the modules in an Enterprise application
&8 Principal Astring value that indicates what principal shouid be used when deploying
Name: the file or archive during startup and shutdown. This principal wil be used to
System Status 2] set the current subject when caling out into application code for interfaces
such as ApplicationLifecydeListener. If no prindipal name is spedified, then
Health of Running Servers i i il 2

the anonymous principal will be used. ~ More Info.

Failed (0)

Save
Critical (0) leavey

Overloaded (0)

Warning () . .

Sl 1to Lof1 Pr Next

I o< () owing of 1 Previous | Nex

Medules and Components

Name & Type
Enterprise
=] dbkds-xws-app Application
EIEXs
i Security Modek DDOrly The security model that is used to secure a deployed module.  More Info. =
« Configure an Enterprise application
® Create a deployment plan ] Deployment Order: [0 An integer value that indicates when this unit is deployed, relative to other
« Target an Enterprise application to a server deployable Lnits on a server, during startup.  More Info.
 Test the modules in an Enterprise application
8 Principal Astring value that indicates what princpal shouid be used when deploying
Name: the file or archive during startup and shutdown. This prindipal wil be used to
System Status a8 set the current subject when caling out into application cod for interfaces
e such as ApplicationiifecydeListener. If no principal name is specified, then
= EiEsa=E the anonymous principal wil be used.  More Info...
Failed (0)
Save
Critical (0) i
Gverloaded (0) Modules and Components i
warning (0)
Showing 1to Lof 1 Previous | Next
()
Name & Type
Enterprise
] dbkls-ns-app e
EIEXBs
Hone to display
] Modules
ibkls-xws-app Web 1
Application
] Web Services
{GCSSAccountDetaikRequestService Web
Service
{@5,CSSAccountPayOffQuoteRequestService Web
Service
{@CSSACToInSEarthRequestService vieb
Senvice
{@icssPostiransactionsRequestService Web
Service
{GfLOSPostDeslerDetailsSenice Web
Service
{GiookUpRequestSenice \s’dﬁh
ervice
{@-os#pplcatonCommentipdateSersice vieb
Senvice
{@-osAppicationLocationUpdateservice Web
Service
{1 OsApplicationRequestService Web
Service -

Click on WebServices CSSAccountSearchRequestService.
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10

11.

The WSDL will be accessible on http before applying WS-Policy.

p/CS5AccountSearchRequest!

e || &l

P|j

2) Most Visited =) OFSLL: Recent Activity |_| Others | | OFSS || Tech » Applying WS-Security .. 2 Product Security gps.

Oracle Financial Servic... | | Profiling g3, Dashboard [Hudson] (| Oracle WebLogic S

This XML file does not appear to have any style i with it The d tree is shown below.
- <WL5G name="CSSA hR ice! target) "hitp-//com/ofss/fll/xws/xes/A hwsdl'">
- <WL5G3N0:types>
<xsd:schema targetNamespace="htip://com ofis fll xws xcs/ICSSAccountSearchRequestService xsd"/>
</WL5G3N0:types>
- <WL5G name="doA quest>
<WL5G3N0:part name="requestStr" type="WL5G3N1 string
</WL5G3N:message>
- <WL5G name="doA

<WL5G3N0:part name="return" type="WL5G3
</WL5G3N:message>

- <WL5G3N0:portType name="AccountSearchRequestService">
- <WL5G3N0:0peration name="doAccouniSearch">

hStr0R

<WL5G3N0:inp: "WL5G3N2-doA equest”/>
<WL5G: WL5G3N2:doA hSt:OR hStrOR s
</WL5G3N0:operation>
</WL5G3N0:portType>
- <WL5G inding name="CSSA hR ice” type="WL5G3N2:AccountSearchRequestService">

<WL5G3N3:binding style="rpc" transport="h
- <WL5G3N0:0peration name="doAccouniSearch">
<WL5G3N3:operation style="rpc"/>

schemas xmlsoap org/soap/hitp"/>

—<WL5G3N0:input name="doA hStrOR
<WL5G3N3:body "C. hR. literal"/>
</WL5G3N0:input>
= <WL5G3N0:output name="doAccountSearchStr0Response”=>
<WL5G3N3:body "CSSA hR. literal"/>
</WL5G3N0:output=>
</WL5G3N0:operation>
</WL5G3N0:binding>
— <WL5G3N0:service name="CSSAccountSearchRequestService">
—<WL5G3N0:port binding="WL35G3N2:CSSA« hR. ice” name="CSSA hRi vice">

<WL5G3N3:address location-
</WL5G3N0:port>
</WL5G3N0:service>
</WL5G3N0:definitions>

ttp://10.184.86.121:7001/dbkls-xws-app/CSSAccountSearchRequestService />

Browse to Configuration ' WS-Policy

ORACLE WebLogic Server® Administration Console

@) Home LogOut Preferences

Record Help |

Change Center

Home >Summary of Deployments >dbkk- >Summary of Deployments >dbkknxvs-app >C86AccountSearchRequestService

View changes and restarts

Configuration editing is enabled. Future Settings for CSSAccountSearchRequestService

changes wil automatically be activated as you

modify, add o delete items in this domain. Overview | Configuration | Security | Testing | Monitoring

General | Handers | WS-Policy | Ports

Domain Structure
ofsll_domain
nvironment
-Deployments
-Services
--Security Realms
- Interoperability
-Diagnostics

WS-Policy Files Associated With This Web Service

This page lists the policy fles that are attached to the endpoints and operations of this Web service. The operations are listed below the endpoint; cick on the + sign to view them. Click on the
endpoint or operation name to attach a policy file, For example, you ean specify that the polcy file applies enly for inbound {request) SOAP messages, and so on.

Welcome, weblogic ‘ Comnected to: ofsll_domain

Showing 1 to 10f 1 Previous | Next

‘ Service Endpoints and Operations &

‘ Policies ‘

'SSAccountSearchRequestService

Showing 1to 10f 1 Previous | Next

Click on CSSAccountSearchRequestService.

e P e e e Home >Summary of Deployments >dbkls-xws-app >Summary of Deployments >dbkis-xvis-2pp >CSSAccountSearchRequestService

Configuration editing s enabled, Future Configure a WebService policy
changes will automatically be activated as you

modify, add or delete items in this domain. oK | || Cancel

Domain Structure Configure a WS-Policy File for a Web Service Endpoint

ofsll_domain
Environment
~Deployments
~Services
Security Realms
B-Interoperabilty
~Diagnostics

Use this page to configure the WS-Folicy flle that is associated with this Web Service endpoint.

table, then dick OK to activate your update.

Service Endpoint Policies

4E Service Endpoint Policies:
Available Endpoint Policies:
[ poli P % lain *
[] policy:Wssp1.2-EncryptBody.xml
[] policy:Wssp1.2-Https-BasicAuth.xml
[] policy:Wssp1.2-Https-ClientCertReg.xml
[] policy:Wssp1.2-Https-UsernameToken-Digest.xml

Chosen Endpoint Policies:

How do L.. =]

* Install a Web service

policy:Wssp1.2-Hitps-UsernameToken-Plainxml
* Start and stop a Web service ] oot e 5
policy:Wssp1.2-Https.xmi
« Attach a WS-Policy fle to a Web service Bt i s
o i [ policy:Wssp1.2-SignBody.xml »
o S e s o e 1 pois Sy - . " {
] 2-Wss1. ig 15
* View the WSDL of a Web service = G 57 3 < &®
o Testa Web service I o o 15l
» Moritor Web services [] policy:Wssp1.2-Wss1.0-X509-Basic256.xml T
o Moritor Web service dlents [ polie 2-WssL.
[l 2-Wss1.
System status z| | B 2-Wss1.0-X505- i
= o R e
Health of Running Servers
Failed (0) WOy |lCacl,
critial (6)

The Available Endpoint Policies windon lists the WS-Policy fles that are available for you to associate to the Web Service endpoint. Uss the aroms to move a fle to the Chosen Endpint Poliies

m

< it

Overloaded (0)

Warning (0)
[
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12. Select policy:Wssp1.2-Https-UsernameToken-Plain.xml and click arrow button as shown

13

14
15

16

above.

View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
medify, add or delete items in this domain.

Domain Structure
ofsll_domain
-Environment
Deployments
~Services
Security Realms

Hame > Summary of Deployments »dbkis-xvis-2pp »Summa

Daployments » dbkis-vis-2pp > CSSAccountSearchRequestSarvice

Configure a WebService policy
OK | || Cancel

Configure a WS-Policy File for a Web Service Endpoint

Use this page to configure the WS-Policy file that is associated with this Web Service endpoint.

The Avaiable Endpoint Policies window lists the W5-Policy files that are avalable for you to assodate to the Web Service endpoint. Use the arrows to move a file to the Chosen Endpoint Policies
table, then dick OK to activate your update,

Interoperability
~Diagnostics
Service Endpaint Poldes
] Service Endpoint Policies:
Available Endpoint Policies: Chosen Endpoint Policies:
a8 P . lain « ] o laincml
[] policy-Wssp1.2-EncryptBody.xml
[C] policy:Wssp1.2-Https-BasicAuth.xml
pesals =) [7] policy:Wssp1.2-Https-ClientCertReqaxmi
o Instal a Web service % X
A s ] policy:Wssp1.2-Https.xml
o Startand stop a Web service
i 3 e " [C] policy:Wssp1.2-Sign-Wsa-Headers.xml b4
* Attach a WS-Policy fil to a Web service 5
licy:Wssp1.2-SignBody.xml
« Configure Web services Enow it = ' »
2-Wssi. ig 1
* View the SOAP message handlers of a Wieb B 2-Wssi. i 15x | R
service = X . 5 A
o View the WSDL of a Web service = s I N -
* TestaWebservice [7] policy:Wssp1.2-Wss1.0-X509-Basic256.cml B
* Monitor Web services &) 2-Wss1. i 3
* Monitor Web service cients B 2-Wssi. =
B 2-Wss1.0-X509- 15ml
System Status a [7] policy:Wssp1.2-Wss1.1-DK-X509-Endorsing.xmi L
Health of Running Servers e
el LOK| || Conoal |
Critieal (0)
< i '

Overloaded (1)

Click OK.

OI=R/ACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled, Future
changes wil automatically be activated as you
mdify, add or delete items in this domain.

Domain Structure

ofsll_domain
-Environment

-Deployments

-Diagnostics

How do L. =]

* Create a deployment plan
* Update a deployment plan
« Specify a deployment plan
« Configure an Enterprise application

« Startand stop a deployed Enterprise
application

« Targetan Enterprise applcation to a server

o Test the modules in an Enterprise application

@) Home Log Out Preferences

Record Help Q

Home >Sum mants >dbkis-xvrs-

¥ of Dy p >Summary of Deployments >dbks

wis-2pp >CSSAccountSearchRequestService

Save Deployment Plan Assistant
| oK | || caneal

Save Deployment Plan

You have made configuration changes that need to be stored in 2 new deployment plan,

Select or enter the path of a deployment plan fie. The path must end with "xml. It is highly recommended that this fie be named Plen. xml

Each plan should be located inits ann directory, otherwise applications can inadvertently share deployment plan fles. The plan fle wil be overnritten f it aeady exists. Other fies in the plan
directory may be overwritten as well,

Path: cio 1034ser_| R lanxml
Recently Used Paths: CHorai 1034\user_proj ¥ Wpload
€:\Oracke
C:\Ora 1034\user_proj |
Current Location: 10.184.85.121 \ C: | Oracle |\ Middleware 1034 \ user_projects | domains \ ofsll_domain \ servers | AdminServer
O cache
O data
Otogs
O searty
mp
5 upload

b4 plancmi

[ 0K | || Cancel

Welcome, weblogic ‘ Comected to: ofsll_domain

Browse to any folder to save Deployment Plan.

Then Click OK.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

& Home Log Out Preferences [&] Record Help Q Wehnmwehhgic‘cnnnened to: ofsll_domain

Home »Summary of Deployments >dbkis-xs-2pp >Summary of Deployments =dbkis-xvrs-2pp >CSSAccountSearchRequestService

Messages

o All changes have been activated. No restarts are necessary.

& Anew has been successfily created in C:\Ora 1034\user_pro e WPlan.xmi.

Domain Structure
ofsl_domain
Environment
Deployments
~Services
~Security Realms
BF-Interoperability
~Diagnostics

How do L. =]

« Installa Web service

® start and stop a Web service

* Attach a WS-Policy file to a Web service

* Configure Wb services

« View the SOAP message handirs of a Web

& Your deployment configuration has been updated to indude the new plan,

Settings for C5SAccountSearchRequestService

Overview | Configuration | Security | Testing | Monitoring

A Web service is a set of functions packaged into a single entity that is available to other systems on a network. Itis implemented using @ Java Web Service (JWs) file, which is a Java dass that
uses JW/S metadata amnotations to specify the shape and behavior of the Web service.
in the Depl

This page displays the general configuration of a deployed Wb service, such as the name s table of the

flein nhich itis packaged, and name that appears in the WSDL that describes the Wb service

Console, the name of the WAR or EJ8 JAR

Deployment Name: dokls-cns-app Name of the Web service as it appears in the Deployments tzble. More
Inf

Module Name: dbkls-scns-web war Name of the Web service archive fie, cither a WAR file or EJ8 JAR fie
depending on the Vieb service features itimplements.  More Info.,

Service Name: CSSAccountSearchRequestService Name of this Web service. This name appears in the WSDL file that defines

the public contract of this Web service. More Info...

Now you will be not able to access the WSDL on http port.

i
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Following message will be shown when you access with http URL.

€ {3 108486.121:7001/ dbkls-xws-app/CSSAccountSearchRequestService?

SDL c|l &l

- Google plla| e

[2) Most Visited |1 OFSLL: Recent Activity | | Others | | OFSS | | Tech < Applying WS-Security .. (3 Product Security gps:r... [} Oracle Financial Servic.

- | Profiling & Dashboard [Hudson] ("} Oracle Weblogic Serv... >

This XML file does not appear to have any style i with it. The d tree is shown below.

— <env:Envelope>
<env:Header/>

faultcod Clicnt A / d
<faultstring>SSL Required!</faultstring>
<Jenv:Fault>
<Jenv:Body>

<Jenv:Envelope>

For SSL communication, the vendor servers seek public certificates. Hence, you need to
download the certificates from vendor website and import into your java keystore.

You then need to configure Weblogic to present the certificates to vendor servers for suc-
cessful handshake.

18. Select the environment on the left pane. The following window is displayed.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences [2x] Record Help ‘ Q Welcome, weblogic ‘ Connected to: DefaultDomain
R et Home > Summary of Environment
Configuration editng is enabled. Future Summary of Envirenment

changes will automatically be activated as you
modify, add or delete ftems in this domain.

webLogic Server can host your applications on multple server instances, each of which ean run on 3 different computer and specify its own network address. You can also group servers into custers to

- ensure that your applications are alnays available even if one server instance fals.
Domain Structure
DefaultDaman Use this section of the Administration Console to reate, configure, and control servers and dusters,
nvironment - s
-Deployments ‘Section Description
-Services Servers A server is an instance of Webl ogic Server that runs in its own Java Virtual Machine (VM) and has its own configuration.
~-Security Realms a
o bi Chssters A duster is a deployment in which multiple WebLogic Server instances (servers) run simultaneously and work together to provide increased scalability and reliabiiity. A duster appears to
IniSmpes chat: dients to be a single WebLogic Server instance. The servers that constitute a duster can run on the same machine, or be located on different machines.
~Diagnostics

Avirtual hostis a set of host names to which WebLogic Server instances (servers) or dusters respond. When you use virtusl hosting, you use DNS to spedify one or more host names that
Virtual Hosts b
map to the IP address of a server or duster. You also specify which Web applications are served by each virtual host.

.’r";?’g":;h‘e AMigratable Target is a target that is active on atmest one server of a duster at a time.
g:r"je’é“e A Coherence server is a stand-slone cache server, a dedicated JVM instance responsible for maintaining and managing cached data.

A Coherence duster i @ aroup of Coherence nodes that share a group address which alows them to communicate, Coherence nodes can be applications, modules, or application servers
Coherence |7
Clontre | (webLogic Server instances or stand-alone cache servers). Coherence dusters enable applications to share data management and caching services among server instances and dusters
Howdo L. =] hosting the applications that need access to them.

e Creats Managed Servers A machine is the logical representation of the computer that hosts ene or more WebLogic Server instances (servers), WebLogic Server uses configured machine names to determine the
Machines

optimum server in a duster to which certain tasks, such as HTTP session replication, are delegated, The Administration Server Uses the machine definition in conjunction with the Node

'+ Startand stop servers Manager application to start remote servers

+ Create a duster Wor A Wark Manager defines a set of request dasses and thread constraints that manage work performed by WebLogic Servers. J26€ Applications, Web Application Modules, EJ8s, and RMI

'+ Canfigure default netwark connections Managers | applications can speafy a named work manager to Lse for managing their work requests.

+ Configure startup dasses Startup & | startup and shrtown classes are Java programs that you create to provide custom, system-wide Seruices for your applcatons. You add the dasses tn the WeblLogic Srver cass path
c‘a“ssg” and then configure them to load and run when a server starts or shuts down.

System Status =]

Health of Running Servers

I Fakd)
[ Ctcal )
[ Overloaded 0)
[ Waming{0)
I o ()

19. Click Servers
ORACLE WebLogic Server® Administration Consalo B0 o

Change Center @ Home Log Out Preferences [22] Record Help Q Welcome, weblogic ‘ Connected to: DefaultDomain
e e Home >Summary of Environment >Summary of Servers

Configuration editing is enabled. Future Summary of Servers

changes wil automatically be activated as you -

macify, add ar delete items in this domain, Configuration | Control

Domain Structure

Aserver is an instance of Weblogic Server that runs in its own Java Virtual Machine (VM) and has its own configuration.
DefaultDomain

This page summarizes each server that has been canfigured in the current Weblogic Server domain.

Q

~Diagnostics [ Customize this table
Servers (Filtered - More Columns Exist)

New | [Clone | [Delete Showing 1t 10f 1 Previous | Next

[]| Hame . Cluster Machine State Health Listen Port
[ | pefaultserverfadmin) RUNNING <ok 7101

How do = New| [Cione| [Dekete Showing 1to 1of 1 Previous | Next
+ Create Managed Servers
+ Clone Servers
o Delete Managed Servers
+ Delete the Adminsiration Server
o Start and stop servers
System Status ]

Health of Running Servers

[ Faed®
[ cite@
[ Overloaded(0)
[ wamng@
I K (1)

ight

acle is 3 registered tradk

4-5 ORACLE



20. Select the Server into which the webservices are deployed.

ORACLE WeblLogic Server® Administration Consele

Change Center @ Home Log Out Preferences 2] Record Help ‘ Weicome, weblogic ‘ Connected to: DefaultDomain
View changes and restarts Heme >Summary of Envirenment =Summary of Servers > DefaultServer
Configuration eciiting is enabled. Future: e e e
changes wil automaticaly be activated as you
modify, add or delete items in this domain. Configuration = Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | MNotes
P General | Cluster | Services | Keystores | 55L || Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring || Server Start | Web Services
Defaultboman = Canfigur: eystores- Tab
‘Environment —
~-Deployments
“Services Use this page to configure general features of this server such as default network communications,
~Security Realms
Interoperability View INDI Tree &
~Diagnostics
Name: DefaultServer An alphanumeric name for this server instance. More Info.
Machine: (None) The WebLogic Server host computer (machine) on which this server is meant
torun.  More Inf
Cluster: (standalone) ‘The duster, or group of WebLogic Server instances, to which this server
belongs.  More In
How do L.. =}
gﬁ Listen Address: The IP address or DNS name this server uses to listen for incor
+ Configure default network connections connections,  More Infa...
« Create and configure machines
isten Port Enabled Specifies whether this server can be reached through the default plain-text
+ Configure dusters (non-55L) listen port.  More Info
+ Startand stop servers
+ Configure WLDF disgrostic volume Listen Port: 7101 The default TCP port that this server uses to listen for regular (non-S5L)
incoming connections.  More Info.
SxtemStates, =) [] SSL Listen Port Enabled Indicates whether the server can be reached through the default ssL listen
Health of Runring Servers po S =
Failed (0) 5L Listen Port: 7002 o
critieal (0) MorS
Overloaded (0)
 E— [7] 4] Client Cert Proxy Enabled S R s s e
' special header. More Info.
I v ()
Java Compiler: javac The Java compiler to use for all applications hosted on this server that need to
compie Java code. More Info.
Diagnostic Volume: Low [#] Spedfies the volume of diagnestic data that is automatically produced by
Weblogic Server at run time. Note that the WLDF diagnostic volume setting
does not affect explidty configured diagnostic modules. For example, this
controls the volume of events generated for JRockit Flight Recorder. More
Info...
{ Advanced
Save
OIRALCLE WeblLogis Server® Adninisiraion Gonsle B30 o
Frmm—— @ Home Log Out Preferences ecord Help Welcome, weblogic ‘ Comected to: DefaultDomain
View changes and restarts Home >Summary of Environment >Summary of Servers >DefaultServer
Configuration editing is enabled. Future Settings for DefaultServer
changes wil automaiicaly be activated as you
modify, add or delete items in this domain. Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
e General | Cluster | Services | Keystores || 5sL | Federation Services | Deployment | Migraton | Tuning | Overload | Health Monitoring | Server Start | Web Services

Defaultomain
ironment
eployments
~Services
~Security Realms
- Interoperability

save| | cancel

e secure storage
you tomanage the security of message transmissions.

of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help

-Diagnostics S
Keystores: [ Which configuration s shouid be used for finding the servers dentty and
[Custom Identity and Custom Trust Lo e
Custom Identity and Command Line Trust
Save| | cancel LU
_ Custom Identity and Java Standard Trust
Demo Identity and Demo Trust
How doL.. El

+ Configure identity and trust
o Configure keystores
o SetupSs

System Status El

Health of Running Servers

[ Faled@
[ @)
[ Overloaded ()
[ waming(@
I cx ()
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22. Click Change and select Custom ldentity and Custom trust from the drop-down list.

CREAEILIE Wb Lok Barvar i G o

Change Center @ Home Log Out Preferences [&] Record Help ‘ Q Welcome, weblogic ‘ Connected to: DefaultDomain
O P Home >Summary of Environment >Summary of Servers >DefaultServer
Configuration editing is enabled. Future Settings for DefaultServer
changes wil autamatically be activated as you
modify, add or delete items i this domain, Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
T General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services
DefaultDomain
Save
H-Environment A—
~Deployments
“Services Keystoresensure the secure storage and management of private keys and trusted certficate authorities (CAs). This page lets you view and define various keystore configurations, These settings help
~-Security Resims you to manage the security of message transmissions.
#-Interoperability
~Diagnostice
Keystores: Custom Identity and Custom Trust| Change Wihich configuration rules should be used for finding the server's identity and
e trust keystores?  More Info...
Tdentity
Custom Tdentity Keystore: D-\Oracle\IDDLE~Twise The path and fie name of the identity keystore. More Info. .
Custom Identity Keystore Type: Jks The type of the keystore. Generally, this is XS. More Info...
How do L.. =}
 Configure identity and trust Custom Identity Keystore Passphrase: The encrypted custom identity keystore's passphrase. If empty or nul, then the
keystare wil be opened withouta passphrase.  Mare Info. .,
« Configure keystores
* SetupSSL Confirm Custom Identity Keystore Passphrase:
System Status =} Trust
Heaith of Running Servers Custom Trust Keystore: D-\Oracle\MIDDLE~1\wlse The path and fie name of the custom trust keystore.  Mare Info. .
Failed (0)
 — ) Custom Trust Keystore Type: ks The type of the keystore. Generally, this is KS. More Info.
Overloaded (2)
Warning (0) Custom Trust Keystore Passphrase: The custom trust keystore's passphrase. If empty or null, then the keystore wil
. < () be opened without a passphrase.  More Info.
Confirm Custom Trust Keystore Passphrase:
Save

Specify
e Custom Identity Keystore: Java keystore holding the certificates
e Custom Trust Keystore: Java keystore holding the certificates
e Custom Identity Keystore Type: jks
e Custom Trust Keystore Type: jks
e %Keystore Passpharses: keystore password
23. Click Save.
24. The WSDL can be accessed on https port as below.
25. The WS-Policy will be shown in WSDL.

€

8} Most Visited |/ OFSLL: Recent Activity | Others | OFSS || Tech ~™ Applying WS-Security .. (2 Product Security gpsir..

018486121 | https://10.184.86.121:7002/dbkls-xws-app/CSSAccountSearchRequestServiceWSDL|

E|E3E3E

! Oracle Financial Servic... | | Profiling 43, Dashboard [Hudson] { Oracle Weblogic Serv... >

This XML file does not appear to have any style i iated with it The d tree is shown below.

—<WL5G3N1 itions name="CSSA hR. ice” targetD "hitp://com/ofss/fll/xws/xcs/AccountSearch wsdl">
<wsp:UsingPolicy WL5G3N1:Required="true"/>
— <wsp:Policy WLSG3N0:1d="Wsspl.2-Hitps-UsernameToken-Plain xml">
—<sp:TransportBinding>
—<wsp:Policy>
—<sp:TransportToken>
—<wsp:Policy>
<sp:HttpsToken/> E
</wsp:Policy>
</sp:TransportToken>
— <sp:AlgorithmSuite>
—<wsp:Policy>
asic256/>
</wsp:Policy>
</sp:AlgorithmSuite>
—<sp:Layout>
—<wsp:Policy>

</sp:Layout>
<sp:IncludeTimestamp/>
</wsp:Policy>
</sp:TransportBinding>
— <sp:SupportingTokens>
— <wsp:Policy>
— <sp:UsernameToken sp:IncludeToken="http://docs.oasis-open. org/ws-sx/ws-securitypolicy/200512/Include Token/AlwaysToRecipient >
— <wsp:Policy>
<sp:WssUsernameToken10/>
</wsp:Policy>
</sp:UsernameToken>
</wsp:Policy>
</sp:SupportingTokens>
</wsp:Policy>
— <WL5G3Nl:types™>
d:sch targetN: "http://com.ofss fllxw: /ICSSAccountSearchRequestService xsd" />
</WL5G3NL:types>
— <WT.5G3N1 name="d eamest”>
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Apply WS-Policy policy:Wssp1.2-Https-UsernameToken-Plain.xml to the following web
services.

1. CSSAccountDetailsRequestService

2. CSSAccountPayOffQuoteRequestService

3. CSSAccountSearchRequestService

4. CSSPostTransactionsRequestService

Follow the below steps and verify Successful Webservices deployment:
1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

Follow the below steps and verify Successful Interface (Route One/Dealer Track)
deployment:

1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found"

"http://<hostname>:<port>/<context root>/postdt2xws?xaeprc
"http://<hostname>:<port>/<context root>/postds2xws?xaeprc
"http://<hosthame>:<port>/<context root>/postro2xws?xaeprc
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