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1.Preface

1.1. Intended Audience

This document is primarily targeted at

. Oracle FLEXCUBE Direct Banking Development Teams
. Oracle FLEXCUBE Direct Banking Implementation Teams
. Oracle FLEXCUBE Direct Banking Implementation Partners

1.2. Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3. Access to OFSS Support

https://support.us.oracle.com

1.4. Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the User

Manual
Application Server Configuration provides information on Creating and Managing a JMS Servers etc.

Chapters post Application server configuration are dedicated to Setup JDBC data source and Connection
Pooling and JMS queue creation on Weblogic server, Module Installation and Encryption and Decryption

of property files.

1.5. Related Information Sources
For more information on Oracle FLEXCUBE Direct Banking Release 12.0.3.0.0, refer to the following

documents:

. Oracle FLEXCUBE Direct Banking Licensing Guide


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://support.us.oracle.com/oip/faces/index.jspx

2.Abbreviations

FCDB

Oracle FLEXCUBE Direct Banking

Java EE / JEE

Java Enterprise Edition

Java SE / JSE Java 2 Standard Edition

DBA Database Administrator

JDK Java Development Kit
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3.Pre-requisites

All the software requirements mentioned in the sheet
“Oracle_FLEXCUBE_Direct_Banking_Software_Stack” must be installed.
Oracle FLEXCUBE Direct Banking application is installed successfully using Oracle FCDB Installer.
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4.Application Server Configuration

4.1.Creating and Managing a Server Instance

4.1.1.Creating a WebLogic domain

A domain consists of one or more server instances that can be managed with a single administration
server. When the administration server is used to perform a configuration task, the changes made
apply only to the domain managed by that administration server. To manage another domain, the
administration server for that domain must be used.

Through Wizard:

1. Go to Start Menu > Oracle WebLogic >WebLogic Server 11g R1 > Tools - Configuration
Wizard in Windows.

Select “Create a new WebLogic Domain” and click “Next”.
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ﬂ Fusion Middleware Configuration Wizard M= E

Select Domain Source

ORACLE

® Generate a domain configured automatically to support the following products:

1 Base this domain on an existing template

[[aronse |
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Select “"Generate a domain configured automatically to support the following Products” and click
“Next”

E Fusion Middleware Configuration Wizard M= E

Select Domain Source

ORACLE

® Generate a domain configured automatically to support the following products:

1 Base this domain on an existing template

[[aronse |
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Specify Domain Name and Location

E Fusion Middleware Configuration Wizard M= E

Specify Domain Name and Location

ORACLE

Enter the name and location for the domain:

Damain name: | FCDED |

Darnain location: | d:OracleiMiddleware\user _projectstdomains | | Browse |

Enter the following values and click “Next”

Field Value

User Name <Enter username>

User password <Enter password>
Confirm user password <Repeat same password>
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E] Fusion Middleware Configuration Wizard M= E

Configure Administrator User Name and Password

ORACLE

") Discard Changes

*ser name: | wehlogic

*ser password: | R

*Confirm user passward: | *********|

Description: | This user is the default administrator,
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Select “Development Mode” under “Web Logic Domain Startup Mode”,
Select “Available JDKs” in JDK selection and select “Sun SDK 1.6.0_11" and click “Next”

E Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORACLE

Before putting your domain inko production, make sure that the production environment is secure. For more information, see the topic 'Securing a
Production Enviranment' in the WeblLogic Server documentation,

To use Weblogic JRockit in praduction, Oracle recommends developing and testing your applications with Weblogic JRockit early in the project cycle.
For information about WeblLogic JRockit, see the Weblogic JRockit documentation,

wWeblogic Damain Starkup Mode JDK Selection

(%) Development Mode @@ Available JDKs
Utilize baot, properties for username and Sun 50K 1.6.0_11 @ di\oradeMiddlevsaretjdk160_11
password and poll For applications ko deploy. JRockit S0E 1,6.0_0% @ d:4Cracle\Middlewarejrockit_160_
Sun JOK, recommended For betker startup
performance during ikerative development,

1 Production Mode
Require the entry of a username and password

[« L]
and do not poll for applications to deploy,
weblogic JRockit J0K recommended For better (2 Other JDK

runtime performance and management., Location: I:l
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Do not select any of the check boxes and click “Next”

E Fusion Middleware Configuration Wizard M= E

Select Optional Configuration

ORACLE

[] Administration Server
Modify Settings

[JM™anaged Servers, Clusters and Machines

Add or Deleke
Madify Settings

[JRDBMS Security Store
Modify Settings
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Click on “Create”

15

E Fusion Middleware Configuration Wizard

Configuration Summary

ORACLE’

Dornain Surnrnary

Surnmary View:
| Deployment | -

|~ | FCOED (di\CracleMiddlewareuser_projects|domainstFo
[ Server
[ Adminserver

Click on an item in the Domain Summary pane on the left to inspect its attributes in the
Details pane below. You can make limited adjustments by clicking Previous to return to a
prior panel, If everything is satisfactary, click Mext,

Dekails
Abtribute Value
Marme Basic WeblLogic Server Domain

Description  Create a basic WeblLogic Server domain without installing sample applicatiol
Authar Oracle Corparation
Location DihOracleiMiddlewareiwlserver 10,3 commonitemplatesidomainsiwls, jar

[4] | Dl

[l | [v]

Previous Create
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The screen displayed below show the progress

) Fusion Middleware Configuration Wizard

Creating Domain

Progress:

TO%

Preparing...
Exftracting Domain Contents. ..
Creating Domain Security Information. ..

ORACLE"

B [erevous ] [ pone |
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Click “Done”

) Fusion Middleware Configuration Wizard [_ O] x|

Creating Domain

ORACLE

Progress:

100%:

Preparing...

Extracting Domain Contents. ..

Creating Domain Security Information. ..
Saving the Domain Information. ..

Storing Domain Information, .,

atring Substituting Comain Files. ..
Performing 05 Specific Tasks., ..
Performing Post Domain Creation Tasks...
Domain Created Successiully!

Domain Location: d:yoracleiMiddiewareluser_projectsidomains\FCDED
Admin Server URL: htkp: /IFLMUDSHPOA1S: 7001

Stark Admin Server

Lo EE
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Using commands.

a) Through the command prompt go to the <Oracle Base Folder>/<WLS home
directory>/common/bin

e.g If the base folder is oracle , the path will be D:\oracle\wlserver_10.0\common\bin
b) Execute the batch file inside it wist.bat (on Windows) or wist.sh(on Unix)
c) The environment will be set and the prompt changes to wis:/offline>
d) Give the following command to create the domain.

createDomain (domainTemplate, domainDir, user, password)

Argument Definition

domainTemplate Name and location of the domain template from which
you want to create a domain.

domainDir Name of the directory to which you want to write the
domain configuration information.

user Name of the default user.
password Password of the default user.
For e.qg.:

createDomain('D:/oracle/wlserver 10.0/common/templates/domains/wls.jar', 'D:/o
racle/user projects/domains/trial', ‘<user name>’,’<password>’)

This will create a domain under the location D:/oracle/user_projects/domains.
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4.1.2.SSL Configuration

For the SSL configurations kindly refer to the doc
“Oracle_FLEXCUBE_Direct_Banking_Configure_Apache HTTP_and_Weblogic*

4.1.3.Create Cluster

For configuration of clusters kindly refer to the doc
“Oracle_FLEXCUBE_Direct_Banking_Clustering_on_Weblogic*
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4.1.4.0RACLE WebLogic server administrative console.

The Administration Console facilitates in creating, starting, suspending, resuming and stopping servers;
deploying applications and other administration facilities.
1. To start the ORACLE WebLogic Server Administration Console in Windows ,click ORACLE
Products > User Projects »><domain_name>
To open Administration Console, type http://<hostname OR IP>:<port>/console in browser window.

Enter User Id and Password set during domain creation and click Log In.

T Cracle Weblagic Terves Admiimintimio Comcote - Mool Fiveles T
B I Yiew Hglory Bostrons Toow - Hey
| Oracle Wetsisgee Server Admanitieseon L:—A )

» Mt U compseiogn/L nmpap A -y P +
) L 309500 oged & h

locd  QF  Bugs | webloge | ok g (E) ADF Derres 7 Googlhe | Setugn [ wasapece

ORACLE
WebLogic Server® 11g

Administration Console

Virde e

Log i to werk wt S Weblope Sarver doree

e
Pavemant
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1.5.5. Enable Archived Real Path

1. Inthe ORACLE Weblogic Server Administration Console, click Domain Name - Web
Applications

OHRACLE Wablogic Servar® Adminuiration Consols
| Eharge Conter R rome 10,04t hetronces (5 Recod ret [ Wekceme, webloge | Cweected 1/ D8O
View (haages mnd restarts. e sy o ey S FODAD

ConSguraton e0trg 9 ersbled, Fuase Settings for PCDED
changes wll sitomancaly be actvwoed m o { O < rens o
mocify, sxd or delets terer = $ux domain. v u““_@ i | Seasty A””_ﬁm‘! W :

| g | gt

& Servees Uew $38 pege 13 defrw e doren-wic THeb acEicaian Corfgraian Mgy

& Diagrestos ::gmpa-uu Begrewrg vt thae §.0 ielesse the FUEMSASIC sutternotan teteaws tas
Sewr mecifnd to corhar sticty 10 the TET Specfeator. If wcae b
lopted 4 S Soey hot bawe sendepos B3 acoes & rEsoate, Se WO
[FORSITOEN] Dyge ol be retirred. Tum tha Rag o0 19 ensie Tie ol
Doty wha v 19 ratars e uer t the bgn hum. Move Infn.

T ) ko AN Rushes In e seusvy wr s serers defoed s o Web acierton s wel s
Sepioment ey, e A <Onshint elesent Tulcales T uae ket
ot shauk] b Dernened scoess 0 T resaurDe Colecian, Here 1oie rare
= " » compect pybey for dcatng o s 1 e Wb pceton.
Sevenn fdeseey, roerase = " mat Peated s of erveled defoed n

o Deglay Web aphcanons the ramin, The Dirametsr & 8 Badoew IO ioaty St 1 restive ok

* Shog Sesloyed Web scpleaters Setwacr . Detwat heraven § one renuevd By e sper, ey ot iokes

RS Sufrmed & tw vt iyt If set, thw yebe Sefrud & wesope e

T Looniaeer descrgte <o ollow o rotes] tokes precederce 3 sel) yve B

* Updats nun-bre desogtons whe Ve fofo

1]

h‘oL-

{11]

4] roiter Dngatched Requests Traizatms whethw = 2ot B aply S 1 dgested epen Taae
Sk @ (ompattelt g, Uil versen £.1, Wettope Servr sctled
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2. Scroll down and Check Archived Real Path Enabled and click Save
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4.1.6.Creating a Managed Server

1. Inthe ORACLE Weblogic Server Administration Console, click Environment = Servers

Click “New”
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Enter the “Server Name” as “FCDBServer”, set the Server listen Port to “7002” or any free port that is not

in use.

Select the radio button against No, this is a stand-alone server and click “Finish”
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Server created successfully is displayed and summary of servers is shown.
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4.1.7.Configurations to Start/Stop managed server from Administrative Console

Creating Machine

It is required to create a machine in order to Start/Suspend/Resume/Stop the Managed Servers in
Weblogic using Administration Console.

1. Click Environment > Machines
Click “New” button
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Enter the Name as “FCDBMachine” and click “Next”

* L3095

ponte?_réphrlived _pegel abed=CorehachereCreatebdue hoee

ORACLE Weblogic Server® Asniisratios Consel

(hange Tmatar
Wiew thanpes and restarts
Cabguratice odiong it erwbies. Muture

anges sl mneeloally De aCRARE Yo
OBy, S0 Or Seseie A ) s doraw

Detnamn Strusture
FLIAL DO
1 Eranwmvant
Serveny
izt
Weind et
My date T ety
Caheence Serven
Catarence Oustary
Mactines
Veork Vimagers
SRt wd I ke O
Dy (rents
$ tervens
“encit D

tlowe da L

® Crwume aned corfigues muchines
o A s ver retaces 1 Bectees
o Debwte mactews

Yywiem Statse

P ot Ravey Sewws

| Pt 00

| Crvecst ()
Cweuaded 1)

Weenng (00

|
—

@ e Log Ot Predereesss [ Rocord s

e e

Cruats 2 Rew Machire
Bt Nent || feeet Carcm

Mackee Dentity

The Scllowryg proge: tes o be cead 13 erdfy your res Macwe
NIatet ey ped Sk

What would wou e 0 seee v few Machine !
* Natam FCOBMachne

Speutly e Lype of matee soeaing sysken

27

Oracle FLEXCUBE Direct Banking12.0.3.0.0 Installation On Weblogic



Select “Type” as “Plain” from the drop down list and click Finish.
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Machine created
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Click on Newly created FCDBMachine.
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Click Servers under the “Configuration tab.
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Click Add button to add a server to machine
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Check the radio button against “Select an existing server, and associate it with this machine”.
Select FCDBServer from the “Select a Server” drop down and click on “Finish”. Server created
successfully message is displayed
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Configuring Managed Server

1. Click on Environment-> Server in the left menu.
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Click on server name with FCDBServer”

On General tab, please ensure that the ‘SSL Listen Port Enabled’ feature is enabled (as it is mandatory).
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And the Listen Address should be “App Server IP”

35

Note: If you are using APACHE HTTP server then kindly refer

Oracle_FLEXCUBE_Direct_Banking_Configure_Apache_ HTTP_and_Weblogic manual for more

details.
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Click on Server Start under Configuration tab.
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Enter the following values and click “Save”

Assuming the <FCDB BASE DIR> as Base Working Directory specify the path for all the jars from the
following location.

Location Description

<FCDB BASE DIR>\system\build\kernel Select the release jar FCDB_kernel.jar kept at
this location.

<FCDB BASE DIR>\system\build\extclasses\jars Select all the external or third-party jars within
this folder.

Also mention the path for the home folder and logs.
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Example configure the following properties.

37

Property Name

Value

Description

Java Home <Oracle Base Folder>\jrockit-jdkl.6.0 22- The Java home
R28.1.1-4.0.1 directory

Class Path <FCDB BASE Set the Classpath, in
DIR>\system\build\kerne\FCDB_kernel.jar;<Oracle | case of windows
Base Folder>\jdk150_11\lib\tools.jar;<Oracle Base | environment use (;)
Folder>\wiserver_10.0\server\lib\weblogic.jar;< as separator and in
Oracle Base case of Unix use (2).
Folder>\wiserver_10.0\server\lib\webservices.jar;< Th ;
FCDB BASE ere Shouldn’t be any

. . . space between

DIR>\system\build\extclasses\jars\<Include all jars | yariables.
residing in this path>;%classpath%;

Arguments -Dfcat.basedir=<BASE FOLDER> Path to all folders

(When JRockit is
used)

-Dfcat.propfile.isencr=false

-Dfcat.jvm.id=1
-Dweblogic.Stdout=<FCAT.LOGFILE.PATH>\logs\
FCDBServerOut.log

- Dweblogic.Stderr=<FCAT.LOGFILE.PATH>\logs\
FCDBServerErr.log -Xms1024M -Xmx1536M

- Dweblogic.ext.dirs= < Oracle Base
Folder>\jdk150_11\ lib

Dweblogic.security.SSL.ignoreHostnameVerificatio
n=true

-Dweblogic.security. TrustKeyStore=DemoTrust
-Dweblogic.security.SSL.enforceConstraints=off
Xmanagement:ssl=false,authenticate=false,port=7
091

holding application
relevant jar files ,
location of class files
generated, logs and
home folder which
will be used when
starting the server.

Note: Property
“fcat.propfile.isencr”
indicates the
properties file’s
encryption status.
Set as ‘true’ if files
are encrypted, else
set as ‘false’. Refer
to point 8 in this
document for more
details.

Arguments

(When SUN JDK is
used)

-Dfcat.basedir=<BASE FOLDER>
-Dfcat.propfile.isencr=false

-Dfcat.jvm.id=1
-Dweblogic.Stdout=<FCAT.LOGFILE.PATH>\logs\
FCDBServerOut.log

- Dweblogic.Stderr=<FCAT.LOGFILE.PATH>\logs\

FCDBServerErr.log -XX:PermSize=512m -
Xms1024M -Xmx1536M

- Dweblogic.ext.dirs= < Oracle Base
Folder>\jdk150_11\ lib

Oracle FLEXCUBE Direct Banking12.0.3.0.0 Installation On Weblogic




Dweblogic.security.SSL.ignoreHostnameVerificatio
n=true

-Dweblogic.security. TrustKeyStore=DemoTrust
-Dweblogic.security.SSL.enforceConstraints=off

Note:- Username and Password should be blank.
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Please Note that kernel.jar should precede all the external jars

Configuring the Node Manager in Windows using command prompt

1. Open the file “WL_HOME\common\nodemanager\nodemanager.properties”
e.g. D:\Oracle\wliserver_10.0\common\nodemanager\nodemanager.properties
Change the value of the property “SecureListener” to “false” in the file.
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Execute the file installNodeMgrSvc in WL_Home\server\bin

Verify the configuration by following these steps
a. Find the service with the name “Oracle Products NodeManager through services.msc.
b. Make sure that the “Startup Type” is “Automatic”
c. Click on the Start link to start the service.

Configuration to Start/Stop Servers as a windows Service.
Admin Server

1. Copy the installAdminServerSvc.cmd file from the list of files provided in the following location.
< Oracle Base Folder>\user_projects\domains\DOMAIN_NAME
Execute the following command at the command prompt under the directory where the
installAdminServerSvc.cmd file has been copied to.

installAdminServerSvc <username> <password>

FCDBServer

Copy the installFCDBServerSvc.cmd to the following location.

< Oracle Base Folder>\user_projects\domains\DOMAIN_NAME

Execute the following command at the command prompt under the directory where the
installFCDBServerSvc.cmd file has been copied to.

installFCDBServerSvc <username> <password>

Property Description

DOMAIN_NAME Name of the domain as specified in domain
creation.

username The user name specified at domain
creation.

password The password specified at domain
creation.

Check the path in My Computer->Environment Variables—>Path (Variable). It must not contain any
spaces. This can be verified by giving the command at the command prompt

echo %PATHS

Starting Admin Server and Managed Server using command prompt

1. Inacommand prompt, set up the required environment variables by running the following script:
WL_HOME\servenbin\setWLSEnv.cmd (on Windows)
WL_HOME/server/bin/setWLSEnv.sh (on UNIX)
where WL_HOME is the home directory for WebLogic.
In the command prompt, change to the root of the domain directory, usually
<ORACLE_HOME>\user_projects\domains\<sDOMAIN_NAME>
To start an Administration Server, enter the following command:
java weblogic.Server
You can start a Managed Server as follows:

39 Oracle FLEXCUBE Direct Banking12.0.3.0.0 Installation On Weblogic



java -Dweblogic.Name=<managed-server-name>
Dweblogic.management.server=<url-for-Administration-Server> weblogic.Server
For example, if you create a Managed Server named FCDBSerevr in the fcdb_domain, you can enter the
following command:
java -Dweblogic.Name= FCDBServer
Dweblogic.management.server=localhost:7001 weblogic.Server
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Starting the Node Manager through Windows
Start the Node Manager from the Program Files>< ORACLE Folder>->Tools>Node Manager.

Starting Managed Server using Administrative Console

1. Click on “Environment-> Servers.”
Click on the server that is to be started.
Note: Only those servers which have been assigned a machine can be controlled through Administration
console
Click on “Control” tab.
Select the checkbox against the server name and click on the “Start” button.
Click “Yes” in the confirmation screen.

4.2. Deploying Applications

Web Application Deployment

Following section explains deploying Web application on Weblogic. For details and different options of
deployment refer to documentations provided by ORACLE Weblogic .

These steps should be carried out for each FCDB web application mentioned below.

Deployable Suggested Context | Path Location Description
FOO1.war FO01 <FCDB BASE Application for Super entity FOO1
DIR>\deploy
BOO1.war B0OO1 < FCDB BASE Application for Bank entity BOO1.
DIR>\deploy This is available only for Base
release.
TOOLl.war TOO01 < FCDB BASE Application for Model Third Party
DIR>\deploy Bank entity TOO1. This is
applicable only for Third party
Accelerator Pack release.
V001.war V001 < FCDB BASE Application for Model Virtual
DIR>\deploy Bank entity VOO1. This is
applicable only for Virtual Bank
Accelerator Pack release.
SMS.war SMS < FCDB BASE Required for SMS Banking.
DIR>\deploy
help.war B001 < FCDB BASE Required for help
DIR>\deploy
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1. Click “Deployments” in the left menu.
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Click “Install” button.
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Navigate to the location where the war is stored on the machine and select the radio button against the
deployable .war file. Click “Next”
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Check the radio button against “Install this deployment as an application” and click Next.

B B Yew Hiwy Bostmods Teoh Het

| tnutalt Ag plication Asssters - FCDGR. 0. |+ -

& » 0PI ; ey sep/mital SRS | Pl o
ORACLE Wnbogs Srver s cuc L Y
(hange Comtar .n)-n‘cuhﬁvm 4 Recornt 1oy - Wekcame, welldogic  Covmctat te FODORI DoAY
B e U Y A U P S - Y | T e S [ e e
Wiew thamges anil restarts . v
mwm o arnbiec. Muturs
5 il 3/ 0mticAly e BOIVIMES 36 You 1satal Apgbeataon Avaistent
, sk o Seiete dewa vt s .
fack  Mem | e Corem
Dotran Strad tive
PCDOAI_DOMAIN Chacas Largetang style
B "“:'"" Torpets we the s, dastaes, and srtuy maets 56 whh Bus deployment ol 1. Thare s seversl varys Yoo cee S et e applcion
teeny
ety ™ ¥ th ro 2t an asol
Vel s

Moyatatic Tarpats
Caeors lover
Cherone Ousiey

PModwes

Wk Varagas

Swrhy ad Suxbon Camer

Sesneiemme

o do b

o St st o dephoved B e prse
ROpRCHIOn

o Carlpre on Sriarirne spthaie

o Crams 5 Onginpwent g

* Torget a0 Erviriyse mabote o 8 3 ver

o Test e voddes 0w Ertegrne ophcaton

45

The mpiceton end #3 components vl S tergeisd o Sw sevw ocetorn, Ths i e mest common wege.
Virstal thes dephoyment 25 3 Wrary
A0k Iames de Sephipeests Dal e svadobie Nx 0Fws Sephoprerds 1 Sure Lbvwes shouid be sealadie 00 ol of B Dot vy es refesesong aopdiabon.

ek Tomr boant Carcm

Oracle FLEXCUBE Direct Banking12.0.3.0.0 Installation On Weblogic



Select the server FCDBserver to be mapped and click on
Next
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Click Finish.
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Confirmation Page is displayed
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Deploy all the deployable mentioned in the Appendix depending upon the invocation mode set.
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4.2.1.Starting Application

1. Click “Deployments” in the left menu
Select the applications that are to be started.
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Click “Servicing all requests” in the drop down list under “Start” tab
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Confirmation screen displayed
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52

5.Setup JDBC data source and Connection
Pooling

XA Enabled Data Source:

The XA-aware data source implementation allows connections to participate in distributed
transactions. If an application needs to participate in a two-phase commit like in case of Bulk which
will interact across the MQ and the DB for example, this type of data source must be used.
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Following are the steps to configure the XA data source.

1. Go to the “Services>Data Sources”.
2. Click New to create a new JDBC Data Source
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3. Select the option “Generic Data Source”.
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Configure the following properties for Data Source creation and click “Next”.

Property Value

Data Source Name <FCDB data source name>

JNDI Name Al

Database Type Oracle
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Select Database Driver as Oracle’s Driver (Thin XA) Versions: 9.0.1 and later and click Next.
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Click Next.
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Click “Next” button.

Give the following database details to which you need to connect. For e.g :

Property

Description

Database Name

Name of the database to be connected to

Host Name

ip address or hostname

Port

Port number of the database

Database User Name

Username used to connect to the database.

Password

Password used to connect to the database.

Confirm Password

Same password used to connect to the database.
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Click “Next” button.
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Click “Test Configuration” below.
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A success message must appear with “Connection test succeeded”.
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Click on the “Next” button.
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Select the server as ‘FCDBServer’ and click on Finish.
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The data source is created successfully. Click on the newly created data source under Data Sources
menu option.
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Click “Connection Pool” under “Configuration” tab on the top.
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Click on the “Advanced” link below.
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You can specify the required parameters for connection pooling. In the second section check the option
against “Test Connections On Reserve” and click Save.
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The server should be running to perform the remaining steps.
On the same screen next to the Configuration tab, select the “Monitoring” tab on the top.

Select Testing tab under Monitoring tab and then Select the radio button against the server and click
“Test Data Source”.
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A success message with the connection tested successfully must appear.
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The property files mentioned in the Appendix will need to be updated with the data source and

connection pool details as per the “Oracle_ FLEXCUBE_Direct_Banking_Parameter_Sheet” under

the Module Name “Core” and for Property location “fcat.properties” and “fcat-config.xml” where the
Parameter Name includes application id “Al1 and AP”.

Different data sources can be created w.r.t Application Id, Application type etc.
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6.JMS queue creation on Weblogic server

This section assumes that Weblogic JMS is to be used as the queuing system. For a detailed explanation
on creation of queues on Weblogic JMS, please refer to the document

Oracle_FLEXCUBE_Direct_Banking JMS_Queue_Creation_On_Weblogic.doc.

After completing the steps mentioned in above document, follow steps below
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6.1.Create JMS Module

Click on “Services>Messaging~>JMS Modules” on the left menu. Click on “New” button on RHS

screen.
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1. Type in a name “MQIntegrationTest” in the Name text box and click “Next”.
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2. Select the target server as “FCDB server” and click “Next”
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3. Click on the “Finish” without selecting the add resource to this JIMS System Module.
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4. Following screen will appear.
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6.2.Create JMS Foreign Server

5. Select “Services>Messaging—=>JMS Modules” and click the link of the newly created module
“MQIntegrationTest”.
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6. Click the “New” button.
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7. Select “Foreign Server” radio button and click Next
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8. Enter “MQTestForeignServer” in the Name text box, click “Next” button.
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9. The ensuing page shows that the target server is already selected. Click “Finish”
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10. ‘The foreign server was created successfully’ message will appear.

11. Cllck on the newly created foreign server (“MQTestForeignServer”.)
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http://localhost:7001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DMQTestForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5Bfcdb_domain%5D%2FJMSSystemResources%5BMQIntegrationTest%5D%2CPath%3DJMSResource%5BMQIntegrationTest%5D%2FForeignServers%5BMQTestForeignServer%5D%22%29

12. Under the tab “Configuration>General”’ type in following details

Property Value
JNDI Initial Context Factory weblogic.jndi.WLInitialContextFactory
JNDI Connection URL t3://localhost:7003 (The server IP of the weblogic server where

queues are created should be mentioned here. If the queues are on
the same server as FCDB, then localhost can be mentioned. The
port should be queuing server’s bookstrap port). If https is to be used
then t3s should be used.
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13. Click “Save”.
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6.3.Creating Destinations
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15. Click “New” and enter following details.
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16. Click “OK”.
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17. Click on Connection Factories under Configuration tab on top and click “New”.
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18. Enter following details in “Create a New Foreign JMS Connection Factory”.

Property Value

Name FCDBQCF

Local INDI Name jms/ FCDBQCF (Name of the Queue Connection Factory)
Remote JNDI Name FCDBQCF (Name of the Queue Connection Factory)
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Click “OK”. With that you are done with creating and configuring Foreign JMS Server.
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7.Module Installation

7.1. Bulk Module Setup

To deploy the bulk module on Weblogic JMS follow the steps explained in the doc
“Oracle_FLEXCUBE_Direct_Banking_JMS_Queue_Creation_On_Weblogic” along with the deployment
of MDBs as explained in section “Deploying Applications”. The MDBs will be deployed as a normal
war/ear deployment. Alongwith the MDBs Refer to the Appendix for the ears required to be deployed for
Bulk.

A queue connection factory with the JNDI name “jms/FCDBQCF” is required to be created.

List of queues required for Bulk module are: -

1. jms/UPLOAD
jms/DECRYPT
ims/PREPROCESS
jms/PROCESS
jms/AUTH
jms/AUTHREJECT
jms/RESPONSE
jms/COMPLETE

© N gk wN

The list of MDBs required for deployment on the queues is as follows:

UPLOAD_MDB
DECRYPT_MDB
PREPROCESS_MDB
PROCESS_MDB

pwbdPE
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AUTH_MDB
AUTHREJECT_MDB
RESPONSE_MDB

8. COMPLETE_MDB

No v

Configure the properties in as per the sheet attached
“Oracle_FLEXCUBE_Direct_Banking_Parameter_Sheet” for the Property Location “fcat.properties
and fcat.config file” under the Module Name for the “BULK” section.

Creating Data source for Bulk Connection:

To create Data source for Bulk connection follow the steps of creation of ‘XA Enabled Data Source.
(As mentioned in the section ‘Setup JDBC data source and Connection Pooling’ of this document)
using following parameters.

Property Value

Data Source Name BT

JNDI Name BT

Database Type Oracle

Database Driver Oracle’s Driver (Thin XA) Versions:9.0.1 or later

7.2. Alerts Notification and Chase Cycle Setup

To deploy the Alerts and Chase module on the Weblogic JMS follow the steps explained in the doc
“Oracle_ FLEXCUBE_Direct_Banking_JMS_Queue_Creation_On_Weblogic” along with the deployment
of MDBs as explained in section “Deploying Applications”. The MDBs will be deployed as a normal
war/ear deployment.

1. Create one queue manager and two Queues. One Queue manager will manage both the
gueues.

2. Deploy the following MDBs for Alerts and Chase:
a. AlertMDBQueue
b. ChaseQueue

3. Configure the properties in as per the sheet attached
“Oracle_FLEXCUBE_Direct_Banking_Parameter_Sheet” for the Property Location
“fcat.properties and fcat.config file” under the Module Name for “Timer Bean, Alerts (Email),
Alerts (SMS),EMAIL SMTP,Chase”
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7.3.J2ME based Oracle FLEXCUBE Direct Banking Application

The following archives should be downloaded on user mobile to enable J2ME Based Oracle
FLEXCUBE Direct Banking Application:

Deployable Path Location
FCDBMidlet.jar <FCDB BASE DIR>\deploy\mobile
FCDBMidlet.jad <FCDB BASE DIR>\deploy\mobile

7.4.SMS based Oracle FLEXCUBE Direct Banking Application

The following web archive needs to be deployed on the Application server to enable SMS Based
Oracle FLEXCUBE Direct Banking Application:

Deployable Context Path Location

SMS.war SMS <FCDB BASE DIR>\deploy
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8.DB Creation

For completing the DB setup kindly refer to the doc
“Oracle_FLEXCUBE_Direct_Banking_Database_ Setup”

Once the database scripts are successfully executed the SUPERADMIN user created must be unlocked
by executing the files in the Tools Section.
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9.Encryption and Decryption of property
files

The property files <ldentity>.xml , fcat-config.xml and fcat.properties mentioned in the Appendix will be
stored in the encrypted format and decrypted later for reading them.

The system property “fcat.propfile.isencr” is set as “true”; if the property files are encrypted. It is set as
“false”; if property files are in plain text format. If this property is not set at all as system property then all
the property files are assumed to be in plain text format.

The usage of the tools are mentioned in the Tools section.
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10.1.Webservice Mode

10.Service Tier Security

For enabling webservice mode, the invocation mode in fcat-config.xml should be set as ‘W’.

Deployment of application through Webservice mode requires following ear:

Application Name

Deployable

Context

Path Location

service

service.ear

service

<FCDB BASE DIR>\deploy\weblogic

After deploying services.ear, please follow the below steps to authenticate webservice —

1. Create a user under the current security realm.
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Click on the name of security realm.

Under ‘User & Groups’ tab, click on “New”
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Enter the following values and click “OK”

Field Value
Name <Enter username>
Password <Enter password>

Confirm Password

<Repeat same password>

2. Go to Deployment and click on “service”
Go to Security - Policies > Add condition
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Specify the name of the user in"User Argument Name” filed and “Add”, Click on “Finish”
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3. In fcat-config.xml set the following properties with username and password of the user created in

above steps.

Field

Value

FCAT.CONNECT.SVC.USERNAME

<Enter username>

FCAT.CONNECT.SVC.PASSWORD

<Enter password>

10.2.EJB Mode

For enabling EJB mode, the invocation mode in fcat-config.xml should be set as ‘E’.

Deployment of application through EJ/B mode requires following jar:

Application Name

Deployable

Context

Path Location

ServiceEndPointRI

ServiceEndPointRl.jar

ServiceEndPointEJB

<FCDB BASE DIR>\deploy

After deploying ServiceEndPointRl.jar, please follow the below steps to authenticate EJB mode —

1. Create a user under the current security realm.
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Click on the name of security realm.

Under ‘User & Groups’ tab, click on “New”
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Enter the following values and click “OK”

Field Value
Name <Enter username>
Password <Enter password>

Confirm Password

<Repeat same password>

2. In fcat-config.xml set the following properties with username and password of the user created in

above steps.

Field

Value

FCAT.CONNECT.SVC.USERNAME

<Enter username>

FCAT.CONNECT.SVC.PASSWORD

<Enter password>
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3. Arole named FCDBEJBROole is defined as follows, in ejb-jar.xml inside ServiceEndPointRl.jar. The
user which was created in the above steps is to be assigned this role which is done in step 4.s

<assembly-descriptor>
<security-role>
<role-name>FCDBEJBRole</role-name>
</security-role>
<method-permission>
<role-name>FCDBEJBRole</role-name>
<method>
<ejb-name>ServiceEndPointEJB</ejb-name>
<method-name>processRequestWithXML</method-name>
</method>
</method-permission>

</assembly-descriptor>

4. Update the above created username in weblogic-ejb-jar.xml inside ServiceEndPointRl.jar in

<principal-name/> tag.
<security-role-assignment>
<role-name>FCDBEJBRole</role-name>
<principal-name>%%username%%-</principal-name>

</security-role-assignment>

**By default, the username set in <principal-name/> is weblogic.
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12. Fonts

If the FCDB application is being used at sites with language other than English, then we recommend that
you put in the required language-specific font files in the following location of Weblogic installation

<Oracle Base Folder>\jrockit-jdkl.6.0 22-R28.1.1-4.0.1\jre\lib\fonts

To support the language font for certain functionalities like PDF download.
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13.Appendix

After the successful installation of FCDB with the help of FCDB Installer, following folder structure will be
created:

Folder Name Comments
<FCDB BASE DIR>\documents Folder containing all FCDB documents
<FCDB BASE DIR>\dbsetup Folder containing scripts for FCDB

Database setup

<FCDB BASE DIR>\system Folder containing FCDB application &
properties files

<FCDB BASE DIR>\system\build\kernel Folder containing the application codebase
in form of a jar called FCDB_kernel.jar.

<FCDB BASE DIR>\system\build\extclasses\jars Folder containing all requisite third-party
jars. Seperate folders will be created for all
the third party jars. e.g. <FCDB BASE
DIR>\system\build\extclasses\jars\fcr

<FCDB BASE DIR>\system\home Folder containing all the
configuration/properties files of the
application.
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<FCDB BASE DIR>\system\build\tools

Folder containing all the tools required to
generate the GUI xsls, to encrypt/decrypt
the property files and generation of
password for db user.

<FCAT.LOGFILE.PATH>\logs

Property FCAT.LOGFILE.PATH is
configured to locate the folder for storing
the log files of the server. e.g.
D:\FCDBLogs.

If this property is not set then logs are
created at default location at <FCDB
BASE DIR>\logs.

Deployment of application through EJB mode requires following jars:

Application Name Deployable

JNDI

Path Location

EJBChannleController EJBChannleController.jar

EJBChannelController

<FCDB BASE DIR>\deploy

ServiceEndPointRI ServiceEndPointRl.jar ServiceEndPointEJB <FCDB BASE DIR>\deploy
TransactionBean TransactionBean.jar TransactionBean <FCDB BASE DIR>\deploy
TimerBean TimerBean.jar TimerBean <FCDB BASE DIR>\deploy

Deployment of the war file is mandatory for both modes (EJB\Webservice).

Deployable Context Path Location

FOOl.war Foo1 <FCDB BASE DIR>\deploy
BOO1.war B00O1 <FCDB BASE DIR>\deploy
SMS.war [SMS Banking] SMS <FCDB BASE DIR>\deploy
TOO1.war TOO1 < FCDB BASE DIR>\deploy
V0O1l.war V001 < FCDB BASE DIR>\deploy
SMS.war SMS < FCDB BASE DIR>\deploy

Additional deployments when interaction with host is Message driven requires the following MDBs:

Deployable

Context

Comment

Path Location
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CloneQueueReceiverMDB.jar CloneQueueReceiverMDB Mandatory <FCDB BASE

DIR>\deploy
ClonedQueuResourceAdapter.rar ClonedQueuResourceAdapter Mandatory | <FCDB BASE
DIR>\deploy
The following ears will be required for Bulk module setup.
Deployable Context Path Location
BULKEVENTHANDLEREJB.ear BULKEVENTHANDLEREJB <FCDB BASE
DIR>\deploy\weblogic\bulk

The following archives should be downloaded on user mobile to enable J2ME Based Oracle
FLEXCUBE Direct Banking Application.

Deployable Context Path Location
FCDBMidlet.jar <FCDB BASE DIR>\deploy\mobile
FCDBMidlet.jad <FCDB BASE DIR>\deploy\mobile

Configuration/Property Files

The layers presentation, channel & service in the system use the following property files:

Property File Purpose

<ldentity>.xml Each web application deployed has its own
property file named as <daemonName>.xml. The
daemon name can be configured by property
'FCAT.INTERNETSERVLET.DAEMON.NAME' in
web.xml. If no daemon name is specified, default
name 'INTERNETSERVLET' is used.
(internetservlet.xml). The daemon name can be
B001 hence BOO1.xml.

fcat-config.xml Configuration property used at the channel layer
containing the db properties, invocation mode.This
will be updated mainly when the invocation mode is
Webservice (W).

fcat.properties Configuration property used at the service layer
containing the db properties, connection pool
settings, path for logs and properties configured
specific to any module installed.

Kindly refer to the sheet “Oracle_ FLEXCUBE_Direct_Banking_Parameter_Sheet” under Module Name
“Core” and Property Location for all the above files.
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Before using the tools ensure that the Java home path is set.

Encryption and Decryption of property files in home folder.

14.Tools

Change the working folder to <FCDB BASE DIR>\system\build\tools. Pick up the following files

for the respective platform and execute them at the command prompt:

File Name (OS]
securepropertiesfiles.bat Windows
securepropertiesfiles.sh Linux

The tool operates in the interactive mode. The arguments will be provided on execution of the files.

To encrypt or decrypt a file the arguments prompted are :

<Encryption or Decryption mode(E/D)> <Path of the input property file> <Path of the output property file>

e.g. E D:\FCDB\system\homel\fcat-config.xml D:\config

Once the file is encrypted set the system property “fcat.propfile.isencr” to “true”.
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Build the XSL templates to required language.

The templatized xsls will be picked up from the location

<FCDB BASE DIR>\system\datafiles\gui\<usertype>\<channel id>\template To generate
the GUI xsls from the templatized xsls the following tools must be executed at the command prompt.

File Name (OS]
xslbuild.bat Windows
xslbuild.sh Linux

The tool will execute in the interactive mode and prompt for the user type, channel id, language id
and format. After execution the generated files will be stored in the location

<FCDB BASE DIR>\system\datafiles\gui\<usertype>\<channel id>\<language id>

Unlock & set password for user "SUPERADMIN"

To unlock the user created and set a user defined password for it, the following files must executed at
the command prompt for the respective platform.

File Name (OS]
resetadmin.bat Windows
resetadmin.sh Linux

These tools cannot be successfully used more than once
The tool would require weblogic.jar which is located in the following path on the application server
< ORACLE Base Folder>\<WLS home directory\server\lib
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